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REERZY AD, FHHRMEEBESIREER.
2-4 [REEXR
HweEE  SHseED BEE BETR BE0R
AR 01, BEr 0 & 5 & 8 &2 8

2.3 OpenSSL =f&iwiE ( CVE-2020-1967 )

OpenSSLLZ E NEIRFE—1520I0penSSL 1.1.1d. OpenSSL 1.1.1e. OpenSSL
111935 RE (CVE-2020-1967 ) , ZimER#AFAEDDoSK

IR S

CVE-2020-1967
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OpenSSLEfERiE
EE

e OpenSSL 1.1.1d
e OpenSSL 1.1.1e
e OpenSSL 1.1.1f

BMNBRLE
ELENZEMRIARPRRELERMAYIREAT o
e https://www.debian.org/security/2020/dsa-4661

e https://security.gentoo.org/glsa/202004-10

e  https://lists.suse.com/pipermail/sle-security-updates/2020-April/
006722.html

RN SEEEN
HHRENZ RS FZRROEERNSEE.

g giﬂ”#ﬁgiﬁﬁilﬂﬁ’%, WNE FaENEEAR, FANRMELRSSNEETREF
B

2-5 FapeiliEiE

B

s

© sE=n

S RREESHIE, EARESRES IBRESSIE.
e

2.4 Adobe Font Manager FEiTi2 (B TiEE
( CVE-2020-1020/CVE-2020-0938 )

LWindows Adobe Type ManagerZERIEFAMBLER4EHKIRITHIZS £ Adobe Type 1
PostScripti& V4B, Microsoft WindowsR{FEIZFE IR TIRIE o

XFFFRWindows 10Z5MIERE RS, AINFIALRRENKEE TLLSERITRE. X
FizfTWindows 100K %, pINFIAILLRIRAIEEE 2T LAF) FSZIRAEFNFIINEEE
AppContaineriA & F FXHHITRIE . WEETRELEER; BE. BEEMiR
&, & RIEBE AP IRAYFIKF .
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E={ESCHE 2 w5 E S RELE
WA EIZMAFBLRER, SFEESHEPIIAESFHRZIT]IEEEWIndows
MR EEPEE,
P =
e (CVE-2020-1020
e (CVE-2020-0938
P
Adobe Font ManagerZEImiZ (LB TR
IREEA
o X FBRWindows 10ZMYERBE RS, RIIA BB TRENKEE T IT
EITES.
o  XFFiE{TWindows 1089F %, FINAALLRRVIEEE o LAR B IRAVIFIFNLH
gEfEAppContainen?& E X HHITRIE . WEEFIMETERER;, BF. BEX
S fipREdE; ECIEIBE RSB FPSRAYFTIK, .
e
FrBWindowsE& %
EPa): Y Yal
BEAFBNEZNINARRREEEFIREAT .
#5152 Whttps://portal.msrc.microsoft.com/zh-CN/security-guidance/
advisory/CVE-2020-1020,
o UESTEA=EE 4V

R RENZERS I ZRmEIERICNSIEES.

£E RUHAEERDES, FANRELREENEERRFES.

2-6 FrNtENEIR
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FNZERSS
L

2 w52 S R{ELE

2.5 Windows R#z45tUEF s ( CVE-2020-1027 )

Windows AZHERFHRIRAIS NP EERFREET TR, RINFRLRRIEE
e T RIRARS AU TR

ATRALRR, EAEESHIIERNNEE I RERIS TEFHRRITNERER .

N
CVE-2020-1027
pHEIE=E
Windows AtZ4F R FHmiE
P
Windows ZMERFHI RV A X PEFERGRHRE, HIhF BLRRENIES
o] ge=A IR HAYH I TS,
ZIEE
FrBWindows& %t
BLRRG
ELENZEMIARPRREERHRIRIEAT o
1*# 15152 Whttps://portal.msrc.microsoft.com/zh-CN/security-guidance/
advisory/CVE-2020-1027,
NS ESEIN
FHIEENZERSZENZRENERRNSES.
ST WNHEEREBER, FHNRETREESIEEREFERE.

2-7 FalliwaE

Windows SR EAEs Ly

P

FE2 REEESKIE, FHENRMFLREZSNIREESESIIE.

e
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2.6 Windows CryptoAPI HXigifEiEa ( CVE-2020-0601 )

2020E1H15H, MR AH 71BN T EfNRSIE, EPEFEE—THNSAKIIAY. #i0
Microsoft WindowsNZIhEeRIEGiRiE ( CVE-2020-0601) . iZimiESZIECryptoAP
WEIHNZZERS ( ECC) IEPBIUNE, BUYFRTEE T LABRIAWIndowsIGiEINZS(ERY
112, HASHEERBT.

PN EE =)
CVE-2020-0601

PRt
Windows CryptoAPIERIRiRiE ( CVE-2020-0601 )

PNl P
Windows CryptoAPI (Crypt32.dll) SIFREIMZEINZ (ECC) IEBRIANPFERIRR
;EO
WEHEET LB FERIIRMECHRERIER, WEEAIIT R ITEARFBLR
B, MNMEZXEELUREZEENEGERR, APBTENEZ R EE .
fian, WEETLABSIZRE, IHEASFREHREEM “TEF" HERIEE, N
mEaIWindowsBIS(EHENNE, IREBPZE,
KHEERTLFBiZREGTREAKDT, FNEXERSSEmREanEZNE
EEHITHEE ., 2MWindows(SEXRA—LF, NAFERAHTTPSIERE . X4t
FBMBEFIMHERE,

= NEAEE
e Windows 10
e  Windows Server 2016F0Windows Server 2019 R
o {KEHFWindows CryptoAPIRIR FBFE .

BRABRALR

ERLENERMIARRREREHMISREANT o

#5152 Whttps://portal.msrc.microsoft.com/zh-CN/security-guidance/
advisory/CVE-2020-0601,

RNSEEEN
EHREENR SRS RYE T HZRROEELNSES.
EBERNSEENEENL, BREENLLMEEAE (Agent) , FHFRBHHI.
SB BREWSHE.

W2 EREAER R, B —, &R ‘R25AM > TNRLMS” , #A
FHRERSZTE,
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S|3 BEAM “EHNEER" , ERRSERIIFRF, BEWindowsBIFRFEENIZIR, B

BENIFSE
£W4 TiFERE, B “RESE > WindowsRERiRE > FHGl” #&NENZENTR
;EO

Y

[

semmme

= =

S5 KlsEakfE, AIEE “HRGER" FIEFRMEEEN, RIBEEERNEERE.
+R6 ZENEFTELE—RIE, BETKE, BEETENENTER.
£B7 ER=TNE, BREE “FEl” , RiEzREESEEMN.

(0 %8R

BB EENZ SRS, ®F “KEEE > WindowsEFRASE” 1E, #ARE
EENH, ERAVERG LA, IARESEIR. BEEHESZRE.

° Windows Server 2019: KB4534273

° Windows Server 2016: KB4534271

TR
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{ Windows )
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Txwe (NERE ) FHITRE, EUXNEREaENEENE—EE,

BIFFBEEINETENETERARER.
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3.5.2 £} PRIEIRSSREZR I Agent
SRIBIRSBLEAgent, WIRMENIHE, WNREngIniISH.

BIESER
SE BERIGHATNZSHEHARE, #F ‘RESRE" RNE, $£F ‘BAS

=R, EFllinux TR X865 EulerOSHIZEARS -

3-6 Efl%xwe

285 fum e
RRSME cuwnm i AgentZHiER

AgentEEE  mERE  NEFAE  SDEE  meRE kSEE °

itERRAgent > o @ FoRRAgenti > . EESHC

60 + 15 4 151 4 AGeniBE  Agen

(1) smmssmimters:

= -

(2) EmsrmwEsiEs

+) REGEREBIE

2 SERNERSSFMUEFHITEHRIGS, THAgentiIBMERE, BRIFFEISREE
LinuxhRAgent,

b

3-7 Agent &3=5<

Preparing. .. T S e e [188]
Updating ~» installing. ..

1:hostguard-3.2.8-1 R R R R Y [188]
hostguard starting ...
memory cgroup is disabled

your agent is in normal mod.
hostwatch is rumming

hostguard is ruwming with normal mod
Hostguard is rumming...

Hostguard installed.

F$I83 3’\331Oﬁj\%qll—a'ﬂ)\I’ffLﬁéz_:HE%%%ﬁU%ﬁE, BENIEIRSSEEMT “AgentiRE” BE
‘\ “Eé%” o

ikl

HRRCIERS BRAgent IR 5, BHITRELER, SURESELAERR
7o
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3.5.3 &= LIKEE nginx

nginx ARG FIRSBANBERELREHSSEEEERA.

LIRAUER: 18 yum &

Z %= nginx

gz

3-9 ngi
ginx ~J# yum

nx BFE

-

HATLA T as S ERyumZ3Enginx.

yum install -y nginx

AgenthFs

HEyumREEENginEEE, IR RBngindX B FETHRECEYyumiE, FHiniT48
ERMip, FRELERZEBBEHLMIp,

EIEBRRERSE, T THRIMCEYumEREEFENgInE .
yum list nginx

ERUE3-9FfRERNGINXEFE
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B 3-10 %% nginx

[rootehssngink ~1# yun install -y nginx
Last metadata expiration che o on sat 17 D

everything

gperftools
Tibunwind

filter

everything

249 kB/s | 54
142
0e1.x86_64.rpm 5 267 ki
1.x86_64.rpm 1 2
noarch. rpm
1.16.1-2.0e1.n

$|2 BEffTRE, HIMES-11F7R “Complete!” RRERMIN.

E] 3-11 nginx ;zzéﬁjzljj

t: ht:
E i ﬂu o

: nginx-

: nginy
nginx-
nginy
ngin!

: nginy

Uibunwind-1.3.1-3

13277, : al1-module

ilesysten-1:1.161 hitp-image-f . = » o d-http-x
x-mod-nail-1:1.16.1°2.0e1. x86_ gin oo o 1e x

ECE& nginx
B PUTIUATaSHANGInXER .
cd /etc/nginx/
2 PITUTHSTRIEBEE.
openssl req -new -x509 -nodes -out server.pem -keyout server.key -days 36500

wmLPTEFEBIEREXES, BEMESA.,

Bl 3-12 BEEH

[root@hssnginx nginx]# openssl | out server.pem - ut server.key
Generating a RSA private key
s
e
te key to 'server.key'

You are about to be

into your certificate
what you are about to
There are guite a few

leave
- come fields there will be a defau'lt ua'\,ue
lanl

untry Name (2 letter code) [AU]:cn
State or Province Name |'FuU, nameJ [Some-State]:test

mmon Name
Email Addre
[rooct@hssnginx n.1nx]#

AR

#—IRCountry NameZKERH, REEEERINFR .
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B3 HITLATESERnginx.conf,
vi nginx.conf

FI®4 BcHupstream, fEhttp FkZlserver, fEserver EEHRIILATMER
upstream backend_hss {

server ADDR:10180;
}

3-13 Eg& upstream

|http {
tog_format main

access_log /var/leg/nginx/access.log main;

sendfile on;
tocp_nopus on;
) on;

include fetc/nginx/mime. types;
default_type application/octet-stream;

fetc/nginx/conf.d directory.
dule.html#include

upstream backend_| {
server ADDR:10180;
¥

server {
Tisten 80 default_server;
:80 default_server;

server_name
root fshare/nginx/html;

# Load configuration files for the default server block.
include /fetc/nginx/default.d/*.conf;

location / {

error_page 404 /404 html;
location = /48x.html {

}

error_page 560 502 583 504 /56x.html;
location x.html {

$IB5 FeEserver, server FRAITiRO{FE—KlistenFRISEISH 910180, server_namefy
{Ef&9ADDR,
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3-14 Fg& server

upstream backend_hss {

server ADDR:101

server {

Listen 18186;

| |

server_name ADDR;

oot Jusr/snare/nginx/html;

# Load configuratien files for the default server block.
include /etc/nginx/default.d/*.conf;

location / {

g

error_page 404 /404 . html;
location = /40x.html {

H

error_page 500 502 503 504 /50x.html;
location x.html {

ZI6 TEserver MRNILATEEFEssUAILE

ssl on;

ssl_protocols TLSv1.2;

ssl_certificate "server.pem?”;

ssl_certificate_key "server.key";

ssl_session_cache shared:ssl:10m;

ssl_session_timeout 10m;

ssl_prefer_server_ciphers on;
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3-15 F/3 sslIAIE

server {
listen 18188;

server_name ADDR;
root Jusr/share/nginx/html;

# Load configuration files for the default server block.
include /fetc/nginx/default.d/*.conf;

ssl on;
protecols  TLSv1.2;
certificate "server.pem";
certificate_ "server.key";

on_cache shared:55L:18m;
L ¢ on_timeout 18m;
prefer_server_ciphers on;

location / {

error_page 484 /484 _html;
location = f46x.html {
iy

error_page 588 5 03 5604 /58x.html;
location = /58x.h {

187 FEeElocation, fEserver F#tZFlocation, FElocation FHIQHIFIILATISE.
limit_except GET POST PUT
{
deny all;
}
proxy_set_header Host ADDR;
proxy_pass https://backend_hss;
proxy_set_header Upgrade $http_upgrade;

proxy_set_header Connection "upgrade”;
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3-16 ECE location

10180;

server_name ADDR;
root Jusr/share/nginx/html;

# Load configuration files for the default server block.
include /fetc/nginx/default.d/*.conf;

1 on;
protocols  TLSw1.2;
_certificate "server.pem";
sl_certificate_key "server.k
;sion_cache red:5sL:1
L_ lon_timeout 16m;
prefer_server_ciphers on;

location| / {
Llimit_except GET POST PUT

deny all;
}
proxy_s 2ader Host ADDR;
proxy | 5 ackend_hss;

proxy_set_header Upgrade $http_up
proxy set header Connection "upgr

'
error_page 404 /484 . html;
location = /48x.html {

¥

error_page 500 502 503 504 /50x.html;
location html {

SR8 Ak HEHERAECS, WALUTEGS, BAOFERRY, STlitE.

wq!
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error_page 500 502 503 584 /50x.html;
location = / html {

Iy

Settings for a TLS enabled server.

443 ssl http2 default_server;

L 1443 ssl http2 default_server;
server_name _;
root Jusr/share/nginx/html;

ElL cert1f1cate “,etc,pL1,ng1nx,aeruer ert";
il ®/private/server.key";
on_cache shared:SsL:1m;
on_timeout 16m;
phers PROFILE=SYSTEM;
;s1_prefer_server_ciphers on;

# Load configuration files for the default server block.
include Jfetc/nginx/default.d/*.conf;

location / {
}

error_page 484 /4084.html;
location = ,40: html {

s

error_page 500 503 504 /50x.html;
location = . html {

#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#

HE;9  MRXITLA T a2 Fet/EaInginx.

sed -i "s#ADDR# cat /usr/local/hostguard/conf/connect.conf | grep master_address
| cut-d'='-f 2| cut -d "' -f 1°#g" nginx.conf

echo /10 * * * * root systemctl start nginx' >> /etc/crontab

systemctl start nginx

S
3.5.4 TN FHFR=E/Z&KES

RIEL TIRSRERHEXINAIZRG S (Linux ) BiZZE (Windows ) .

HF Linux X<
£E1 PUTIUATaSHEAtMpAR,
cd /tmp
SE;,2 HOXIAITLA T an < EBprivate_ip.confhflipR & ALRAI Aip.
echo “hostname -I" > private_ip.conf

cat private_ip.conf
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& 3-18 EE ip

[root@hssnginx tmp J#
X tmpl# echo "hostname -I° > private_ip.conf
¢ tmp]# cat private_1ip. conf

o BEprivate_ip.confhilipREARIBIRSZ LRI Hip, BI&TIREZSRFZAULUIESE
EBRZIp o
o WRZipARELIraIBip, HBFIEZiplEasLiral Bip.

$E|3 HAipRI ARHORHRITIA T e S ERZ RGBS .
o  X86 rpmIXHELRIE:

echo -e "# for Liunx x86 CentOS EulerOS OpenSUSE Fedora\n\ncurl -k -O
'https://private_ip:10180/package/agent/linux/x86/hostguard.x86_64.rpm' &&
echo 'MASTER_IP=private_ip:10180' > hostguard_setup_config.conf && echo
'SLAVE_|P=private_ip:10180' >> hostguard_setup_config.conf && echo
'ORG_ID=project_id' >> hostguard_setup_config.conf && rpm -ivh
hostguard.x86_64.rpm && rm -f hostguard_setup_config.conf && rm -f
hostguard*.rpm" > x86_rpm_install.sh

e X86 debiX{HEiE &% :

echo -e "# for Liunx x86 Ubuntu Debian\n\ncurl -k -O 'https://
private_ip:10180/package/agent/linux/x86/hostguard.x86_64.deb' && echo
'"MASTER_IP=private_ip:10180' > hostguard_setup_config.conf && echo
'SLAVE_|P=private_ip:10180' >> hostguard_setup_config.conf && echo
'ORG_ID=project_id' >> hostguard_setup_config.conf && dpkg -i
hostguard.x86_64.deb && rm -f hostguard_setup_config.conf && rm -f
hostguard*.deb" > x86_deb_install.sh

e ARM rpmiR{AHEER:
echo -e "# for Liunx ARM CentOS EulerOS OpenSUSE Fedora UOS Kylin\n
\ncurl -k -O 'https://private_ip:10180/package/agent/linux/arm/
hostguard.aarch64.rpm' && echo '"MASTER_IP=private_ip:10180' >
hostguard_setup_config.conf && echo 'SLAVE_IP=private_ip:10180' >>
hostguard_setup_config.conf && echo 'ORG_ID=project_id' >>
hostguard_setup_config.conf && rpm -ivh hostguard.aarch64.rpm && rm -f
hostguard_setup_config.conf && rm -f hostguard*.rpm" > arm_rpm_install.sh

e ARM deb#r{4Eim(&:

echo -e "# for Liunx ARM Ubuntu Debian\n\ncurl -k -O 'https://
private_ip:10180/package/agent/linux/arm/hostguard.aarch64.deb' && echo
'"MASTER_IP=private_ip:10180' > hostguard_setup_config.conf && echo
'SLAVE_|P=private_ip:10180' >> hostguard_setup_config.conf && echo
'ORG_ID=project_id' >> hostguard_setup_config.conf && dpkg -i
hostguard.aarch64.deb && rm -f hostguard_setup_config.conf && rm -f
hostguard*.deb" > arm_deb_install.sh

o ERITIAIP:

sed -i "s#private_ip# cat private_ip.conf'#g" *install.sh && sed -i
"s#project_id# cat /usr/local/hostguard/run/metadata.conf | grep -v
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enterprise_project_id | grep project_id | cut -d ":" -f 2 | cut -d " " -f 2°#g"

*install.sh

(MR

o SKESEEIITRA, RE—F “BIRATAIP” Ma<SYBIMIT BB RERERIT

e x86_rpm_installshALEdn SIS T*86524), rpmix(H-EEIERNEIR, CentOS,
EulerOS. OpenSUSE. Fedora,

e x86_deb_install.shAfyZzacan SI1E AT x8652414, debI4EERAYERIR, 2Ubuntu,

Debian,

e arm_rpm_install shhp9ZasSiEATarmaety, rpmiIXHEEERYRE, WMCentOS.,

EulerOS. Ope

nSUSE. Fedora. UOS. Kylin,

e arm_deb_install shipyZicap SIEATarmZty, debIRHBEERRE, Ubuntu.

Debian,

£ BEEARIGS, ERRIBRSRBAT & TLinuxfiRSS3RAgentiI%R = (ER

-

HHE Windows 236

1 HTUTHRSHEANMpER.

cd /tmp

2 RRMITIA T S HIEWiIndowsHIAgent 3= E 466

curl -k -O https:// cat private_ip.conf’:10180/package/agent/windows/
hostguard_setup.exe && echo '[system]' > hostguard_setup_config.ini && echo
'master=""cat private_ip.conf':10180' >> hostguard_setup_config.ini && echo
'slave=""cat private_ip.conf™:10180' >> hostguard_setup_config.ini && echo
'orgid=""cat /usr/local/hostguard/run/metadata.conf | grep -v enterprise_project_id
| grep project_id | cut -d ":" -f 2 | cut -d " " -f 2° >> hostguard_setup_config.ini

zip hostguard_setup.zip hostguard_setup.exe hostguard_setup_config.ini

AR
INRAIERS 2R

yum install -y zip

Bzipis, BEPUTLUT RS REZipHEMt .

FI|W3 EEENNREE, BATETWindowsiRSSa8AgentiZ = (EMH .
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tup.2ip hostquard_setup.exe hostguard_setup_config. ini
%)

lated 18%)

snginx tmpl# 11
m
-- 1 root root
1 root root
-- 1 root root
-- 1 root root
ot r

3.5.5 A F%E TIRSSEEZLEE Agent

FE& T IRS s % RAgent, STERfERIEHSSSEII RS RIS —E1E

%N Linux fR53E88%% Agent
BRETBERRSEE, BHENLInuxZRGSE ML BiriRS2E, BIRTHIT

[P ==

Agentxik.
LRIFFFBBESNEELinuxiRS2RAIAgent FRIZEERS .

2~ Windows fR5338% 3 Agent

¥&EIEWindowsZ 3 hostguard_setup.zipiE MEIAMPCH, AELHIEIIEMEER
FAgentflIZ& T WindowsiRS588, EEZEE G T hostguard_setup.exeBlA]Z&4s,

B
ERRzipREREE NI I E—EBH TRIEEBRITERR, aUBELERE.
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4 Solution as Code —##\ ZFE LR ELHK

Solution as Code —%

T\ EPS SR E{E L ke

REBEPIERM =, £H9=Solution as CodeZBYEE _F=REINSLE, BH—RIIE
FHEARTTRIREBAIBRS R, BEIAFPERELRI M. RINFREERD, SXiF
MELEE, BRBEAFERIR, FTRBIERE.

& 4-1 Solution as Code —E 2L R(ELHKICD

it —EXBELE | 15 18XBRSS
Ryt e FhEFRBRBLEM | ZRRBREBENENT | WAF. HSS,
R5E LFEREBAIRSSERIRMSERIZ | SMN
2hNE. EhEREE. =
EEDIRERFHRRSH
=, KHBRWENE, 5
BENEEZRITINE,
EHxR FROPBRSE | ZBRERGEBEELNAR | WAF, CFW,
FHRIREPBER_RSHAE | HSS. SCM.,
REE, BPEFPRE. 8 | SA. MTD
AR EEN, BN
EFRTREMEXK,
FRZPARFE | ZBERHEEMRITESI=ES | WAF. HSS.
TERNSZE2EMNET, SCM. SA.
FEPRA—ILIIIEHR= | MTD. CFW,
REEMRFE CBH. DBS.
CodeArts
Inspector
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