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TR

2.3 JW=EH ELB iEE IP B iREH =T IDC BIIRSS S
NipS

INREFEEARELBEH R FIDCIRS LI AENE, EaILUBITELBRIE S/ VPNE
FmiVEEEE, BELBRNIEKREAZEZRTIDC (Internet Data Center ) BRS588 .

MHRRAS 01 (2025-11-21) WA © EARTERABIRAE 10
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https://support.huaweicloud.com/usermanual-elb/elb_lb_000006.html
https://support.huaweicloud.com/usermanual-elb/elb_ug_hd_0007.html
https://support.huaweicloud.com/usermanual-elb/elb_ug_hd_0007.html

SRR

=IELEK 2 ELB iEEFNISZHRE
SMis Y w22

2-3 J=EHY ELB EEFH =T IDC BIIRS 25229 E

2= —
+— +— +—
B ELB IDC

nELE

ALEBEIREEIERR MNDCIRSHE T LEMME S, JRZAELBLAETIPEE
[RimtEH = N IDCRIBRS AR IRIRS ML IEE P IRIERK

o RERIRALIYE ( ELB-Test ) FEVPC-Test-01 ( 172.16.0.0/12 ) &,

e = FARS3=EE (IDC-IP-Test ) BREAEZ FIDCH,

o BIIERIPREFIRINAE FIDCHRIIRSSEE (IDC-IP-Test ) iRINEIMZEIRAE,
4% ( ELB-Test ) RSinARSS2RATF -

SRR
AL THIREROEERIFAGRVPC, MMEREIVGELR, BMERMIP, Z&Lk., B
MRS EBECSHIS R FIDCIRSS 2, R SRRIEIESNE2-7.

REBELAAKIGEAM, NRENZEFiRSELBEFIAFAMEEHS, EaLIEREY
FARIMEHEFA T o

% 2-7 BEHX
AR H= yial:ls
BFAB = | 1NEIFAE | o VPC-Test-01, ARBIMEES: 172.16.0.0/12,

AT ;z:%naﬁ’l\ e subnet-frontend, ARBIRERH:
2 172.16.0.0/16.

e subnet-backend, ZARBIMERS:
172.18.0.0/16,

sEMEREY | 1D 1A EAYELBSEA

& e FREVPC: VPC-Test-01,

e HiimFM: subnet-frontend,

o [FiFFM: subnet-backend,

=EE% 15 BE=EZL (DC) 3 B=TFIDCS= LEEIMFAE RN
&,

HERIRS | 16 ECS-client, FFi5ia= FIDCIRSSES o

=)

SEMEINRIIP | 24 o FIBIGIAYELBILBILBERIT A MR AR SSAVEIP,
e ECS-client4B5EE|IPEINIEIT 22 M52 ELBELA o

g‘FchHE 1= IDC-IP-Test, EPEEZ= FEURHLOBIIRSEE .

52
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e e At
IELEK 2 ELB EEFNVSSHK

HEETIE

o T —EECSHEISITZFEEECS-client3F48EEIP, MISLECSIEISIES & PyEs
F0{EFALinux ECS,

o BIEEHIFAB=VPC-Test-01F1FMsubnet-frontend. FMsubnet-backend., B
KR, BEECZEMIAB I

o CIEMZ=BIELBSLHIHFE “IPEETIR" FFX, JNELBYBEEIP, BINIRE, 158
RS EINS= R R I9E S N4 EIPVALRIIP

TE—: BIZEEITEZT IDC 5 VPC MR

EALBEEATFE LTRSS, CHENIAE ZPRIRIRS S[FAHAEEF
DERAE MEHRITES

BB EEEESEBEEEU = FIDCH A= EVPC ( EIIMXVGW ) .

$E—: A= T IDC PIRSZSEHIEIRS
1E= FIDCHIBRSS 22IDC-IP-TestrhERENginX, ST IRITEMLIEEMY

2-4 =T IDC RIRRSS2RERE Nginx B

[rootBe e | conf 1# netstat -anlp | grep 88
tocp A.8.8.8:88 B.0.0.8: LISTEN 17579 nginx:
18.1.8.56:88 14.1.8.125:58494 ESTABLISHED 1758B8-nginx:
18.1.8.56:68 18.1.8.161:59984 ESTABLISHED 1?7588 nginx:
STREAM CONNECTED 15988 958/master
STREAM CONNECTED 14980 958/master
STREAM CONNECTED 12388 518/systemd-logind
unix 3 STREAM CONNECTED 17088A 1757 -creond
[rootBe | conf 14 netstat -anlp | grep 88
A.8.8.8:= LISTEN 17579/ nginx:
14.1.8.125:58494 ESTABLISHED 1758B8-nginx:
18.1.8.161:59984 ESTABLISHED 17588 nginx:
CONNECTED 15988 958/master
CONNECTED 14980 958-master
CONNECTED 12388 518/systemd-logind
CONNECTED 176880 1757 -crond

2]
a
2]

SER=: IEERKRSZREFRINZT IDCHY IP tIHFR/FRIRSS2S
YN e e e
HEERRSESIERE, SERNEEG LA ‘AIRFERRSHE" .
RERFOIAN, XESHFBHESNR2-8, HARBRMRSIOAMENT .

& 2-8 BLE lRin D EC RIS SEUR A

e 5l 1588

SR server_group | SUEHFIRIRSSRANBIR.

a9 | M=E Bz iRIRSS 2R ARV SRR D& SLAIZEEY
B
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https://support.huaweicloud.com/qs-ecs/ecs_01_0103.html
https://support.huaweicloud.com/qs-ecs/ecs_01_0103.html
https://support.huaweicloud.com/usermanual-vpc/zh-cn_topic_0013935842.html
https://support.huaweicloud.com/usermanual-elb/elb_lb_000006.html
https://support.huaweicloud.com/usermanual-elb/elb_ug_fz_0015.html
https://support.huaweicloud.com/qs-dc/dc_03_1001.html
https://console.huaweicloud.com/vpc/?locale=zh-cn#/elb/elbPool/list

SRR
L

2 ELB iE&EFNISZHRL

7.
8.

9

B8 =4 A8

B | XBES (EZE IR AN RS &S,

e BE CEREET B, HRECESRIR
£ 190675001,

=IO HTTP Sk IR S B SHE I R AR S TN .

ARSLEETS SRIRFREHTTPIMY

HECRIEE | MEAEE | ARYERANEER, RS ERFRFEFAN
B INiECIEEX .

MBECAEE: RIEERIRSS[RAMNE, KR
FRORIEIER D RERRIRIIRSS =R, NEKRY
[EimARSS B D BECRIBI RS
BESXTHERBAIER, B
RS RRE .

W

NEERED

BE “T—27 , MR RRSSEHEERENE.,

tIieEl “IPEBRIR” &, BE “RINPEREFR .
ERINIPRBSIHTAE, HRIN% FIDCRSSEIENEIHIRS S, BBWT:
- IPZEBFuRIP: 10.1.0.56, = FIDCARS3EEIDC-IP-TestAYFAMIIP,

- WSRO RERRUVSHTRE, AXLKIRENIH.

- XE: FRFEHAE,

B “HE” , SoRIPEEFIRAYI .

RIFERNEHFER, HREREESHIRIEEIA.

BF ‘27,

10. WINBCELIRG, & “SZEIBIZ”

LRI ARINEIrEsH R EiRiRS=E

1.
2.
3.

4.

5.

FERA: WibEl
1.

NS GRS IZR T .

B REIDESIAIRNRIFY, BE “IRINRIrR" .

ERINSIRSETRE, BUlRIMMERR “HTTP” |, MMIFiROER “80” w0, HRHE
BIRIFERIA

BF ‘T2 BRERRSERE , FRiRRSHRESHLE “FHEER .
EEPLR=ELENEIRIRSHRE, THERE “T—2: WARE” .
HNECESHE, BE 1B , SoRiaif=saIelE.,

IP KB FIRALUSIEZT IDC fRSSE:
BEE i)k M aEEEHE
a. IFEEREFIRECS_client,
HMRRSZEESMHERLE L, BAESIEREURIRSSE.
b. EiZdcurl -v http://<IP>:<ix[O>ap< M MEZIEE M .
ARELEHTLUA TSRS
curl -v http://<ELBRYEIPH#BIE>: < W5 Ifrim >
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https://support.huaweicloud.com/usermanual-elb/elb_ug_jt_0003.html
https://support.huaweicloud.com/usermanual-elb/elb_ug_jt_0003.html
https://console.huaweicloud.com/vpc/?locale=zh-cn#/elb/list
https://support.huaweicloud.com/ecs_faq/ecs_faq_0632.html

st ARt

B{Esn 2 ELB iE&EFNISZHRL

E%EWJ IKZINGInXERAIRILITRIAE , RABELBRYINEERIERER FIDCAR
SaE.

2. EINISSEESaSIEEE N .

{EFNIEEE5IE) “http://<ELBRAYEIPHENE>" , E/RINTFITE, BERBERIKELBLA
¥RE=TIDCARSS 2 -

E] 2-5 @IT NS EE5IEE] Nginx ERAYGEBR
N ]

Welcome to nginx!

is successfully installed and

ase refer to nginx.org
t nginx.com

Thank you for using nginx.

2.4 81T IP KB Rin bR INIRSS 22 = ELB
2.4.1 SE=REA

N %S

ERNAE= E2PVPCR=TRHPEIEFRLC (IDC) HEZERIRRSE, WE2-6FR

o o BERAEEREERERIRED R EIXLFiRRSEE L.

Ziwi SMENBBEIHRZRAEGELIER L. = T~28EmIRSEFINEELBIIS

B 2-6 Ail=L. = ~BEEIRRSZEE ELB

= REPE, VPC2
5 g I EOEOES)
BEATHIE

BREEE01 BR5a802 (ELB)

BESEE03 BEE04 ECSO01 ECS02 ¥
FER5RE

Eoth, LU AMERGEISERINPEE ERRIE= L. = FZ28RIE
HE% SINZELB,

WE2-7F 3

o FLICERAHBIPEEFiRINEE, WaliRIlEERAEISEREVPCHNEIRIRSZEEE
ELB/RimARSS2E4H -
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SE M PR I
IELEK 2 ELB iEEFNISZHRL

o JRERIAHMERARIPEERIR (RIEVPC/EIR ) INEEE:

- BERETLHVPN, FEE TRPEESORIIRS SRR INEELBGIRIRSS 25
B,

- BEE=LVPCZEEMNEFEE, IFEEMVPCHRIIRSZRIRINEELBR
imfR55E4H o
- IETIPEBEIRINESRINELBREIVPCHIYIRSZ SEEELBG iR ARSZ 284 .

2-7 HINBRSS=_E ELB

_________________________________

Region | vpcz
1

L |
[ I
= NP EEhL 7% N A !
JoEr vect = N @ @ @ |
g ! | H | ECSO1 ECS02 ECS03 !
VPN . 1 | iEN |
! i == !
! I i e
! |
" 1
|
j
|
|

HR5E201 AR558202 Erm——

daant

G N I
! veCeEm VPC3 |

' BE3SEEZELB | ! !

! : ! |

. ! 1 1

| |

5503 S04 i @ @ ! ! @ @ @ !
! 1 1

i

BERE

IR B GEIIE LIS TR RHINERIEES], FBiRiRSF[/ENMEHFRIE LE
VPCARIBRSS 25, ESIFIEVPCRINA LEMVPCHIR FEIEH ORIBRSSER . FEIAF
REWSIFRRERE, BREBBFREATIZ L. ZTHIRSHEL.

o MERRIIE T IFERIRIRS FRETRINZ= LEVPCRAIIRSSE

o BVPCHRINZ= LEMVPCHAIMRSSES, HESTEELBATERIVPCHIZ EEfMVPCZ
(SIS FERE, AEBISIPEEINEERIN

o BISIPREFIRIIGEENINE FEHEF OIS SR, FETEITETLVPNIER
= FELBRRTERYVPCRI = FEUEH L -

£=RPR
(FERREREIYEINEET, HFELATEIR:
o BRI AHYEGSEENSERNEARBIPEEGIRINGE, BNZINEELEEEF
H.
o IPZEAFiRAYIPHBLE R F81F 0IPvASERIAG L
o IPZEESImRAYIPHBIEARBE A AMIPHBLE, BNNERATIX,

o IBEMRABINERIEIHRTFMEZERIIPHEIL (ZF16ATAIPHBLL ) , BT
ZINREAEIERER . AILIBEAEIYERN “BEXMEE > BivFM” &Nz
[RimF MBS iwmF AT P .

o IPEEFIRHILZ AN ARHE RGN ERFMNE, SUSSERL
SRESRRNERE.

MHRRAS 01 (2025-11-21) WA © EARTERABIRAE 15



S PR I
IELEK 2 ELB iEEFNISZHRL

o |IPEBFIRINEEHBRTIEXRA.
2.4.2 @i IP R RiRiRiIN=LARE VPC BYiRSEEZE ELB

RLFEZSR
FEHIUF P AN S LERRVPCRIIRSS S EELBEIHIRS 2RE N

HERN
o MHEEILHIYE (ELB-Test) fEVPC-Test-01 (172.18.0.0/24) .
o PRSSEE (ECS-Test) 7EVPC-Test-02 (172.17.0.0/24) &,

o EIIFERIPEESIKINALEVPC-Test-02 ( 172.17.0.0/24 ) FAIARSSES ( ECS-
Test ) NINEIRZEIAHITE ( ELB-Test ) RYEIRARSSRE4EF -

2-8 Ex{ELEIGINE]

Region
__________________________

VPC-Test-02 (172.17.0.0/24)

1

1

I

[
mall 1
EE: Route-VPC-Test-02! |

[ ECS-Test
LM ECS01 (172.17.0.145)

Bz Route-VPC-Test-01 =% .
:VPC-Tes.t-O‘I (172.18.0.0/24)

B

Ul

FEATITE E
(ELB-TE“)AB - z
S

E:

| #5VPC-Test-02RABBSEEECS - Test
TEIEELB- TestttSimE S B

BELS

IRZ BRI EIIE LRSI RS R HIIERIGE ], SFEARRVPCGHRINZ LEthVPCAIAR
58, BEAPREVSIFRRERE, BREFKELTIRSEL.

TIFEAN AL

RIFERERZERILEN R EEEH e RN,

& 2-9 TR

&R RIRBR FiRi<eE ¥E |SA%HA (5T)
VPC VPC-Test-01 SIEME=RIREIE |1 00.00

( ELB-Test ) FR7E

VPC:

172.18.0.0/24
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SRR

=IELEK 2 ELB #EEFNNSSHL)
=R TIRBR HiRAA H¥E |SA%A ()
VPC-Test-02 | Ag5338 ( ECS-Test ) FRr 00.00
TERIVPC:
172.17.0.0/24
IZIE | Peering-Test | TEELBFRTERIVPCHI= 00.00
% LEfbvPCZEE XS
ik
AiEVPCIES:
172.18.0.0/24
IFuEVPCRIER :
172.17.0.0/24
&% | Route-VPC- CIEIEIEEIRA, Fhr 00.00
Test-01 JBVPC: VPC-Test-01
BaYtthht
172.17.0.0/24
Route-VPC- BB EIEIZIRH, Fr 00.00
Test-02 JEVPC: VPC-Test-02
BaYtthit
172.18.0.0/24
ELB ELB-Test =R 400
RENFERRER-E
g,
R FABY(HTTP/HTTPS)
| B |
MZZEY (TCP/UDP) | 7\
7Y |
EIP EIP-Test FFL5ELB-Test4FERY 115
SRR MIP RENFERNRER- £
119.3.233.52 B8—, wH5M,
ECS ECS-Test ECSEREVPC: VPC- 267.78
Test-02 AENERELER-
FARIIP: 172.17.0.145 i8—, c7.large.2,
CentOS7.6IR1ERZHY
=R SRS
BMNg,
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SRR

B{ESCRe 2 ELB JEEIFINV S5 AR
BRERE
2-9 E{ESCRCIRIERIZ
Hﬁ
i&ﬁIﬂE
fIEEVPC
AIEEVPCRI= i mﬁﬂmmmzm

i

FEVPC-Test- 01 EMEE S Route- VPC-Tast-01,
BRI F A FEVPC-Test-0ZEMEREEFRoute-VPC-Test-02,

LB FEAERElB-Test, HFEVPCH
M =TIELR umm:m . FEEEIHT TP AR aES

ELELBRPEVP RS RESBISECS - TestRITEELB-
HECSHRITELB TestiSEsSRREP,

iﬁELB—TEIﬁEIP WEELB m&a

LTE—: el vPC
1. ENEMRAE=ENE

2. ;E?Ej?z-BﬁUEVPC—TeSt—OL SREERT MBS o R ( AR =R
B/ o

- HA¥#R: VPC-Test-01

- IPvAER: 172.18.0.0/24

-  HittsHiRBREEZRENT,
3. &E&FE2-98%, BJEEVPC-Test-02,

- ZFR: VPC-Test-02

- IPvARER: 172.17.0.0/24

-  HittsHiRBESEERENT,
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https://console.huaweicloud.com/vpc/?locale=zh-cn#/vpc/vpcs/list
https://support.huaweicloud.com/usermanual-vpc/zh-cn_topic_0013935842.html
https://support.huaweicloud.com/usermanual-vpc/zh-cn_topic_0013935842.html

SRR
EfESLE

2 ELB iE&BFNISZHRL

& 2-10 QR VPC

Eiaz @ 7 &

& IPv4FIER ws FRAH o2 3 EsENE &VEA 1B

=E Y longterm-EPSTest-1aaS-2wx07. RENE | MR

L Bl VPC XSk

EEMAABEREHGREAN “MFEE" .
BHEALARN “SIEMFER .

tRIEER2-90IE N F & EPeering-Test, STREERT “IZENEIRE" o ¥ ( EEHFA
B=RFER) .

-  AFR: Peering-Test

- ZRIRVPC: VPC-Test-01

- ¥iwVPC: VPC-Test-02

-  Hths¥IREFERENT,

LE= BRI FERRH

1.
2.
3.

EEMAEREHGREAMN “BEX" .
BEA LA “CIEIREBR .

IRIEZFE2-96i2 B FERoute-VPC-Test-01, =rkEET “HAE” o 10 ( EHFA
BE=HFEE) .

- BBHRFEZIR: Route-VPC-Test-01
- PFFEVPC: VPC-Test-01

- Baottt: 172.17.0.0/24

- TBkRE: WEERE

- T—Hk: Peering-Test
BEUULER, &FFR2-904, lERoute-VPC-Test-02,
-  HHZESZIR: Route-VPC-Test-02
- PREVPC: VPC-Test-02

- Efgitbhit: 172.18.0.0/24

- TBEREL: NEEE

- T—&k: Peering-Test

LR elEREARSS RS

1.
2.
3.

4.

wiE U E > BERIRSERE .
BHEALAN “WLBEERRSER .

*E?i)E%Z-QﬁUEHE%%%ECS—Test, RIBEEREBEXSH,. ¥ (WL EE=IRS
&)

EIFAB I VPC-Test-02, ARSZERRBIIREIIECS-Test,
[EiRARSSRRECS-TestBIZRINfE, EH EABENgIinx.
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https://support.huaweicloud.com/usermanual-vpc/zh-cn_topic_0046655037.html
https://support.huaweicloud.com/usermanual-vpc/zh-cn_topic_0046655037.html
https://support.huaweicloud.com/usermanual-vpc/vpc_route01_0005.html
https://support.huaweicloud.com/usermanual-vpc/vpc_route01_0005.html
https://support.huaweicloud.com/usermanual-ecs/ecs_03_7002.html
https://support.huaweicloud.com/usermanual-ecs/ecs_03_7002.html

S PR I
BIESCHE 2 ELB iEEFNI S HRL

& 2-11 7£ ECS-Test L2BZ Nginx

x 6 1681 108

1881

172.17.0.145

STEA: fIEM=E ELB FHHEFRIN HTTP KIREsflEiniRs5234H
1. HANGLEMRFIIERE.
2. IRIEZR2-90IE M= R A IIEIELB-Test, RIEEERBRFSH ., FN (R
FHEAFER) .
- SCOUFIASSREL: M=R
- FREVPC: VPC-Test-01
- 2. ELB-Test
- IPEEFIR: R
- HsHIRREEERE.
3. MZ=IUELBGIEAING, EELB-TestFiRmNNHTTPEEITESF1/EinARSS 254

BN 8 ECS iRINZE ELB [FikfRS284E
. B BIARGIEAR =BG IS ELB-Test AR,
2. i) “"*ﬂﬁ““” %, gE LIAFRCIZEAIHTTPYSIRES
7FlERE ‘BAMERT ¥, A NhEmiRGSHRARE, BE “BEE/MIEHIR

Azog "
F5EE o

4. HANAM “FixikSeE4E" "I
5. 7(‘ “IPEBIEIR” A, BE AT, RERXSH, =RERT: ‘BE” .
0 (EMREISERAPERE) .
- IPEBIFIRIP: 172.17.0.145 ( ECS-TestR9FAMIP )
- IBiEKO: REERIVSEERE
- N&E: RERERE
6. B “HaE’ , ThRNN.

SEE: W IP KB RIRAMNGERIRSS =S Y
PE FIRCIRAOR SRR HIVEELB-TesRIEFIN) “ES”

2. R “H4BEIPVAANIPY |, £AELB-Test4fE— g/ X IP ( EIP-Test:
119.3.23352) .

3. fERNIZEESAE “http://119.3.233.52/7 , E/RATNIRME, HEBARIGIENERE
ELBSLftt R ZIfEiRARSS 22 “ECS-Test” £, “ECS-Test” IEEAMEERIFIRE)S
SRAYTAHE -

\
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https://console.huaweicloud.com/vpc/?locale=zh-cn#/elb/create/custom
https://support.huaweicloud.com/usermanual-elb/elb_lb_000006.html
https://support.huaweicloud.com/usermanual-elb/elb_lb_000006.html
https://support.huaweicloud.com/usermanual-elb/elb_ug_hd3_0004_03.html

oM PR I
IELEK 2 ELB iEEFNISZSHRL

2-12 I 1P KB B INEHIRS R TR
¢ > oI

Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.

2.4.3 @i IP R FRimiaiIl=_1EE VPC BYUIRSS2EE ELB
JizzE ]

R R LAEE IPER R imINRE RIS ELBEVPCRRIBRSS 22 EELB/GinfR S5 234

o Jh=FUFAEIYE ( ELB-Test ) fEvpc-peering (10.1.0.0/16 ) =;
o fR5388 (ECS-Test) tBfEvpc-peering ( 10.1.0.0/16 ) H;
o EIIFRIPEERIRINEEIEEIRIRSSES ( ECS-Test ) iNINEIMZBIGAHIHE

( ELB-Test ) MI/RimfRS5E84EF

2-13 {3 IP KEBYSiwINAERINE VPC BY ECS E ELB

@ @ @

ECS-Test
ECSO1 ECS02
(10.1.0.56)

iggg—peering (10.1.0.0/16)

BT EVPCREINEEEEVPCHRIESES
ECS-TestiINZ=ELB-TestASiniESEE

Hep,

| 5 |

1 =

ST - ! HE
(ELB-Test) E=3 !

! g5

| =
zom ! ECSOT !
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SRR

E={ESCHE 2 ELB EEFNMLSSHIR
BRILE
MERGREIIELASTIFRS R EIOENEEN, BiniRSEAZIFRNI=_ LRIVPCH
AYBRS3EE . HBEIAFIRIBWS KRR IEEE, BREnkiEkERSE L.
HEFIR AR X

BIRRIERERIAE N EREH A ETAE,

%+ 2-10 FIFEAXY

&R HIRBIR RiR5AA ¥=E |SA%HA (5T)
VPC vpc-peering | BIEIMZEIGELIYE |1 00.00
( ELB-Test ) FIECS-
TestER1EVPC:
#MEIMES: 10.1.0.0/16
IEFIE | Peering-Test | TEELBERTERIVPCHIZ= |1 00.00
% LEfbvPCZEE XS
ik
AiEVPCIES:
10.1.0.0/16
IFimVPCRIER 1 {15k
#HAZFE | Route-VPC- CIEXTEEZIER, B | 1 00.00
Test-01 JEVPC: vpc-peering
B aottbtit: 10.1.0.0/16
ELB ELB-Test =R 1 400
(ELB-Test) ABUEFRIRER- £
FARIIP: 10.1.0.9 8,
N FABY(HTTP/HTTPS)
| VB |
ML&EY (TCP/UDP) | 7\
B
EIP EIP-Test BF4LAELB-Test4BER | 1 115
SR MIP AEHERE %SR-
120.46.131.153 B—, WwH5M,
ECS ECS-Test ECSER/EVPC: vpc- 1 267.78
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B TOIRIES.

MHRRAS 01 (2025-11-21) WA © EARTERABIRAE 65


https://support.huaweicloud.com/usermanual-elb/elb_lb_000006.html
https://support.huaweicloud.com/usermanual-elb/elb_lb_000006.html
https://support.huaweicloud.com/usermanual-ecs/ecs_03_0246.html
https://support.huaweicloud.com/usermanual-elb/elb_ug_zs_0004.html

SRR
S

4 EREINEE

RERE

4-1 BEBEEEMZE HTTPS MITsHRIERIZ

| NEERE INFEERE
—

SSEE—: GlFE HTTPS Y50r3E

1.
2.
3.

EENE M RIS IZR T .
Rt RS IsRTTm, %E%E&%Efﬁﬂﬁ’]ﬁ‘éﬁi’m&i%wo

FZAEOEFRE “KIFR" R, BE IFNKFRE" , RERTR. k&
BIFRSHS IR,

4-2 A0 HTTPS Y5028

[Ta=r=UlE]

B (3
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TCP uppP TLS HTTP Quic
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PIIPHtbiE: 80" AR<MIECS_clientSEAIRIELBRIHTTPIE R R RIS EE ML

WNTER, WMEKENATIE301, FRIBIOELBAIHTTPIBERFEEE D ZEHTTPSIT
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4-4 SIFEEMZE HTTPS 028
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HE— RS ERIREEE, URIREANEES

:'/:&}Eo

SN RIEE (7] | SERESSUEBE4EMEEE .
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ok SRR BAEASE, JEMER,

4. BE “HAE” , THREE.

LB A00 HTTPS YEMfrasFHEc &R mIAIE
- ENREREIESIRTTE .
2. 1EEIREEREISEIOINIRIEL, B RIMIE" .
3. {ERNIMIFREINE, PMNSEEUARE “HTTPS” , “SSLERIFAT” B “ S
iIE” ,
ERSFIEBARERPIEESE—h HERIELBIRH GRIIRS SIS .
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ERRSOSSLEFEEIRES SEE. MEWINSRETCP. UDP. TLS; tEEIRSEEHTTP, HTTPS, Quic,
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EREEEE O
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IEBEE

SSLEgtRA (@

T AT,
BESIE @
b Q| SFELE EEIHE U
NG
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4. BE “T—%: EEERRDERE" , BinikSREASHER “(FHER - &
BRERCETHAIRSEEAE, TREREE “‘T—F: WIAEE .
5 MWINECESHE, BF “1BX7 , ZRHTTPSKEIFEsaYEIE

TE=: EEESBET
BT A RINASKEICRERT, BB BITRIELBRIAMNELE, FEEFIRALIE
T2 IHIEELB
ARG Mubisl 2 it EIPVARBLTROEC B R, B2 X TARBNCEENEEIES,
B E R ka2 AT
. BEA=ERSEHES .
2. EEMRPRSAES, B “AMiEE” .
WA ZFIERRE .
3. HEFFINMCREMNAMIEZAET, RHIRETIN “SEB@ER .
. B RINEEET , HA “RINcEE” WA,
5 REICEESH, WFE4-4FiR.
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E 4-4 A EBNCRESHIRA
2 I 15488

ICEER | A-BEZIE | ICFEEASEE, KLEKHA - EigZigaIPvait
[IPvattsht | 4k,

EFHIEE | www RN CEZA N

KRR | 2RBHA RATHYZE IR LB AT DNSIR S SRR ZAT, 1R
EIPEENORR, REXINAIIRSSSEIPHBLL
ZONMESN “EMBN”

SMBIA: BOAZKREER, HRIBIEROERRZ
BRTERIRE, RSRSIREZBUABITESR.
TTL(FEY) 300 ?fffﬁiairizmmNSHE%%%E’\J%Z?E?@, LR AR
Mo

ARSER{FEFERIAE300F)

ioRE 192.168.12. | IHZXIRAYIPvALBYE, ZARSCEAELBYFERITEM2

2 R IPHBAL
%ﬁﬁﬁ - wElSeE v , BFFBNSRREXY, 88
(7% ) CREMSISHINEFRIRSIGR, ARE
ERINRE .
6. BF “HE .

R[E “HEHTCR” RH.
NseRtE, ERILERE S NANCRESIRPEECRIIICRE . JicxRE

MRSETH ‘R i, FRCHERNRY.
SERI: WMIERHIIERS

ECSSLl b3 BIBRELA, fEi5IEIECSO1RHREWREA “Welcome to ELB test page
one!” BITUE . FMIRE, BUSERBREEHRRS .

BTN ESIH D ELBEBERYIRE “ https://ELBRYIRR” , B/RUITIN@E, RAARRIAIE
BRI ELBSLIfE A 238t = IR S S8 "ECS01", HTTPSEGHAMERN BRI
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SRR
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4-7 i58%) ECSO01

Welcome to ELB test page one!

This page is used to test the ELB!

ELBO1

ELB test (page one)!
ELB test (page one)!

ELB test (page one)!

4.3 i&T ELB 22 HTTPS W [@AILE

RLFES
—ARAOHTTPSWL SRR RIS IRSS SOALE, EIt I BEREARSS SAGEHRIT . F
XS, BEBENSHSHBBHOME, URRISHRSM’.
A, BTRERSHMIBZS, TREREEFHOES, SSIBERSHN
FAELD8E .
AEBLUEESIEL R, NMEITREHTTPSIUSIAL. (BEASSIEBFERS
BF, BNEPERSIES SEEESNTES. ST A A IEIES.
BIERE

B 4-8 Ec& HTTPS WS EIAIERERIE

________________________________________________________________________________

STH—: {#H OpenSSL I{E CAIEH

1. BRIEFE—ELEBopenss TERILInuxtES.
2. SIZTEEFRFAHEANZBR.
mkdir ca
cd ca
3.  BUEECAIEPAYopenssIECE X f4ca_cert.conf, AT :
¢[1i;‘et?n]guished_name = req_distinguished_name
prompt =no

[ req_distinguished_name ]
O = ELB
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L 4 ERHINEE

4. BIECAIEPFATHM fFcakey,

openssl genrsa -out ca.key 2048

& 4-9 45 CAIEBFAASAE

[root@elbv3eee3 cal# openss rsa -out ca.key 2
Generating RSA private key, 2048 bit long medulus (2 primes)

5. BUEBCAIEPBRIcsriERIHFca.csrs
openssl req -out ca.csr -key ca.key -new -config ./ca_cert.conf
6. BIEBEEZRICAIEFa.crt,
openssl x509 -req -in ca.csr -out ca.crt -shal -days 5000 -signkey ca.key

H410@@E£%CAE%

\

— (M8 CA I BERIRSIRIED

FFaI LA CAR RRYIEBEHEBEZRER, XBUBEZIUERHARAae]
@HEQEDU—.E:BO

. BRIERCAEBIIRSSEE .
2. BIESCAERRBZR, FHAZBR

mkdir server

cd server
3. RIEIRSEIEBAYopenssIECE X Hserver_cert.conf, IS
[req]
distinguished_name = req_distinguished_name
prompt =no

[ req_distinguished_name ]

O = ELB
CN = www.test.com
MER

CNFERALURIERRIBRSS SEXINAYEZ . IPibiE,
4. CIEEARSSENEBFATA (HFserverkey,
openssl genrsa -out server.key 2048
5. BIERSEIEBAIcsHBERI {server.csro
openssl req -out server.csr -key server.key -new -config ./server_cert.conf
6. (EACAILEBERIRSFIEHserver.crt,

openssl x509 -req -in server.csr -out server.crt -shal -CAcreateserial -days
5000 -CA ../ca/ca.crt -CAkey ../ca/ca.key
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B 4-11 ERIRSEITEH

TE=: #fH CAIEBEREFIRIES
. BRIERCATEBIESSE.
2. BIRSCATPRMER, HEAZER.

mkdir client

cd client
3. tlEEFIEIEBHopenssIBLE X4 client_cert.conf, RNEIT:
[req]
distinguished_name = req_distinguished_name
prompt =no

[ req_distinguished_name ]
=ELB
CN = www.test.com

(1 5288
CNF A LMRIER SR AN R A . IPHbht .
4. GIEEPIRIEBFASAN fHclient.key,

openssl genrsa -out client.key 2048

4-12 SIE=EFiRIEBFATAN S

5. BIEEPIHIEPBHIcsHERclient.csr,

openssl req -out client.csr -key client.key -new -config ./client_cert.conf

& 4-13 BIERZ FUHIEP csr 3

[roote lient]# openssl reg -out client.csr -key client.key -new -config ,/client cert.conf

6. {FRACAILEBEEAZEFimiEHclient.crt,

openssl x509 -req -in client.csr -out client.crt -sha1 -CAcreateserial -days
5000 -CA ../ca/ca.crt -CAkey ../ca/ca.key

B 4-14 EEEFIRITEH
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7. EBEPIRIEBERE RS IREINp1 248 .
openssl pkcs12 -export -clcerts -in client.crt -inkey client.key -out
client.p12

(1] %83
ZaSHITIEEMASEER, BFRAFICEZER, EIEBSANKSRINERER,

SRIN: _CEIRSEIEHE ELB ZHIE
1. BRORSERHARE.
2. B SEREE > ARES

3. ECUEBIEBRmE, EPBEENEE “IRSBSEIEP” , EIHERIEEMIIRSZIER
server.crtbA N FhfAserverkeyfINBEHZFIRT AKX, B “HBE” &l

AR

SHIRNBHES RGN, BRFRFIHRE.
ARy

RS FIEBFIFAARETRSHF EfEpemt&zt.

SEA: b CAIEBE ELB ZHI&
ST BRAIIGEHARE.
$W2 pF EHEE > ERIER” .

£3 ECLIRIEBRE, IEPRIER “CAIEE” , EHELSE—: FERHOpenSSLEIECA
IEREIENEFHCAEBca.crthiIABEHEIEBRSXY, BE “HBE” &H.

AR
SFIRNBHBEREAIRTANR, BRFREFRE.
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4 EREINEE

4-15 Bl CAIEH

BIRIED

AR

CAFPHNB R EfEpemi&zt.

R

BT FIE HTTPS Y B AESIfSe

1.
2.

BRI G ANHE.

AERINMEITERIRE, YHYGEBEE “HTTPS” | “SSLARtRTSEL” 1R “XWIEpA
", FEERSFRIEBMCAIERRE N E IR INIAYARSS FIEBFICAIE
P RAIFEFR o
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4-16 00 HTTPS WS 28 ECE W alAIE
< | iR

Q==urs (2) EEEEsESE

* BEERES

FHESNI

HEEE FIEEREIPIAIE v | @

BRIEFEP

RS EEE

3. BE ‘T BERRIRER" , ERRSHRASHEE “EHAER” . &

BREZCIETHIIIRSEEE, TEERT “T—%: WAERE”
4. WIANEESHEE, B "B , TRRHTTPSHEIFERICIEE,

FTBRE: SAZFmIERHIEIE

pUL ==y s E W

1. NEEEEANZFIHIED (LUnternet Explorer 11388 )
a. IEERImIEPMLInuxtZSEk, BIBIESE AR client.p1 2B,
b. EF “I8E > Interneti&IN” , I#E “‘RABE" TE,
c. BE YUERT, AERE ‘SN, EAclient.p12iEEXE,

\
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SRR

L 4 ERHINE

Be

4-17 L% client.p12 iEH

| =1 == B RE =B BF =R

S
EENEEERAGES.
51 SSLHRE(S) SEB(O) £5EE)
L
SEm | L
= ==
D m FEERN): <> v
) A EEA SEEETENE SEEOBEETENE SEENEEE FEEENESE
BRI,
= f:j e mas BIrEE  =TER
k= Flwww.glp.com ELB 2034/6/4 <F=

2. SH(E)... fHE(R) =)

UERAITEEERY

<FrE -
=&V

FHIC)

2. EEIIE

NSRRI, RSRSSHIEBEEEL, T, EEEFIRES, A

fE=iELH, AILUES B, ME12 EERGEMLE.

4-18 IEFEiHIMuL

e @ hitps:/ EEELE | 10:1120/ - i
& i 110 [ 1

hello world

Curl TEARTIAENIIEIE
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eyl

EfESLE

4 EREINEE

1. BAEZFIRIED
= PigiERclient.crtilZ PigFASES fclient keyiZ M EIFHE S, B R/home/
client_cert,

2. MitseiE
fEshellR@E, BMAUTSGS, BMAERIGEBBUFNZE AL, ARG
1518128 A9 PHELEFN NS I 28u% 1 (LA T Ahttps: /XXX XXX XXX XXX XXX i, LASE
FRIPHBUEFRNIR ) o

curl -k --cert /home/client_cert/client.crt --key /home/client_cert/client.key https://
XX XXX XXX XXX XXX/ -1

ANRALAEFRIRISIONGD, SNE4-19i5RB3EIERTT

4-19 IEFfIRRAS A

testl#curl -k --cert client.crt --key client.key https://192.168.1¢

4.4 5@TIM=EY ELB SCIY TLS E1E ( BAEIAIE )
IAZZh 7

=S

(G5

MREHNRLSHREMERRS, JLUERSSLINERESWSZSZEM ., AT, &
[EinARSS 88 L BRERCESSLINEINE SRR SR IENE . Eo]LUBIdIM=EELB
ITLSHEIrERi TR , BIERHEB RN £, JMZEEBEKINZNREERES
KRBT AP BENERRRSSE, BiRRSHEFTEREILS.
TLSEIEEIRA LR EMAIER, tBiEE T FinikSSRAIERNR, BT FRiRiRSS=50Y
EEMIZHERE, FHEHNRISRELNSVLZERIELK

o CEOIEME=AIELBLA|, BHELBESIEEIP, BNE(E, 52 NESDINE=RI #1916
SEN4PEIPVALRIIP

o OMLIFPLE HEE=HIFBIISSLEFBREZHBEANIS . EEEHELI=
B SEERSWLRS IR, FI552NWLSSLIES .

o CEEIEMMEERLATLSHMYBIEiRIRSSESE, IRSZE5A 70T ECSO1FIECS025E
5, FEAEEPEETNARS
BFEBEENRBIECSOTHISIEHS

- yum install -y nginx

W

- systemctl start nginx.service

- cd /usr/share/nginx/html/

- echo "Hello World! This is ECSO1 for the ELB test." > index.html
BHREEANRPIECSO2HIBE GRS

- yum install -y nginx

- systemctl start nginx.service

- cd /usr/share/nginx/html/
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SRR
L 4 ERHINEE

- echo "Hello World! This is ECS02 for the ELB test." > index.html

BRIES R

B 4-20 ECE TLS EEEREIAIERERE

HEEREELS e RS EE B EIRS

SE—: HEIRSSHIIHE ELB ZHlE
FEELBIRINTLSIIRESR, EREHEANES LIEFNSELBERIE

1. HNRMEGREISESIZRIE .
2. #EEMSHE=RE EREE” .
3. BE “IEER , RESHIBESNERS-S5,

% 4-5 [RSBEEIFHSHGHA

2% Ll

IEPEE BIEBIERRIZER!, AIEFRIRSZ/IES

IEBFKIR ARSSZRIEB RIS 25 SSLIE B E IR S IR IAVEHIE
MIEHBEBIES.

ZISSZJJ“ “‘SSLERERE" LIRSEBEEARTIERS
EIEIRS EEWERISSLES

B SRR HEFIELBI I SHTES .
SAIRE SURES— A EEESS, SURES ﬂnﬁ&h
RAE—NRAFEREEE, LURRENIE
’32 EEO
§N|$f“§ﬁ%% ) BBRRIEESSLEBE4ERNFREES .
%) LT B TFRESNIEB, SiREE s
HTTP ST RIS R RSN FEB = AAILE o
R SRR ZEBEOASE, TR,

4. BE “HBE” , TRBIE

L R0 TLS WIFEsHECE SR EIAILE

1. ENEMEREIEGTIRTE.
2. EERMRAEIIESLAIRIRIFYI, SE RINERR" .

3. TEAINETERINE, RlRPMSGESE “TLS” , “SSLERMTATV” EE “Smil
'L_I—_E”

RS F|IEPHEEMPIEELR—h FEZIELBIEHIS RS EIIE, HithSHe
FRIFEOMESERIESLARIBIREN
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SRR
L

4 EREINEE

4-21 N0 TLS MalreeH B BB AR

EISERITERE RS Bk, TELITEIHETCP. UDP. TLS: tEXIMSEEHTTP. HTTPS. QUIC.

TCP UDP TLS HTTP HTTPS auic

£ (ANE)

listener-TLS

Proxy ProtocollDEEEEENIRIP. THREE 0
Proxy Protocol (3

wiEs @
@) siFFrEIPER HER 258

iEBECE

SSLEEtRAR. (@

BEESES, B

HERAE REAE

FESNIE, TSRESFEHTTPS SRS SRR WASNIFESRMIAT. MMEEEHARISNAEE, NERERESSETHsaiAiL.

4. BF ‘T2 BRERRHIRRE , FinRSHRASHEE “EHER . &

5.

REZORTRAIRSRE, THESRE “T—%: WARE” .
HWAEBESHE, BE 127 , el TLSHIT=RAIEIE

SER= EEEEET
B RINAKENCRERIT, SR BITRIELBIARIL, (FEEPIHRATLIE
IS AR ZIHIELB,
A TREEMISEERATE PR E R, ESXTAXCRENRERS,
ESE RERINR R AR -

3.

ENTREITIRSEHIE .

FEEAMPRSMEE, 5EE “2NEE” .

BN FIRTIE

ERPINCRENRMISZEAET, PHERFIIR “EEBR .
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s REIYE
S 4 EhitThRE

4. BE “RINCRE” , #HA “RINCRE” M.
5. RBEICRESH, WFR4-6P7R,

F 4-6 A EBNCFESEURA
2H ]| iAH

ICREE | A-BiERIE | 1CRERISEE, KSLEHA - BiEFiEmiPvait
[@IPvatttht | ik,

FHIEE | www RN EEZ N

HRIRER | £NERA SRRV IR LR AR T DNSIRSS S 1E MRt il 2T, 1R
BIAIEERKER, REIXGNAARSS 2 IPHBLE
ZINEA “EMELN”

2MBIA: BOAZKRESER, JRBIEROERRZ
BTSN, ZRASIREIBHABITER.
TTL(#) 300 FETICRIEADNSIRS 22V EFATE], LR AE
3o

ANSER{FEFERIAE300%) .

ICRE 192.168.12. | IHZIIRAYIPvAELE, ASCEESIELBLDERIZEMELY

2 I PHBLIE ,
%‘*ﬂ;ﬁf - mET g v, BFRENSRESXE, 88
(7% ) IDREMRIGTINE ISR, (RS
BRARE,
6. HE “HE .

7. R[E] “FRHMCR” NWH.

NzepkfE, ERILAEERINAYCREIIRFEECHINICRE . JicRE
ARESETA “IEE” B, RRCRERINLN.

LRI WIFREINEIRSS

NS 2E s NELBSEAISPERYEZE , FliNhttps://www.elbtest.com, FITF X248
FHIRIE, ERimERUEERTLSSE, ENERATREXIINEESHaEZHT
I, ZIRBIFTRE, JLMEREBERDEETHEECS, WNRLHITIEPFERANER
HEEZIER, NERBESEALEER, EXARINRAFIIEINEEATNNILIGIE, X
ST BEXNERZAYE TR
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SRR
S 4 EhitThRE

4-22 {53KR¥EAZ ECSO1

@ httpsy/fwww.elbtest.com X +

< C (A T2 | hitps//www.elbtest.com|

Hello World! This is ECS01 for the ELB test.

4-23 53Kk A% ECS02

@ httpsy/fwww.elbtest.com X +

< c (A F2 | hites)//www.elbtest.com|

Hello World! This is ECS02 for the ELB test.

R
o RNINTLSHSMTESIFAIRIE, ESURINTLSEEITES
o APIHEIR(E:
- BUEUSIRER
- BEIES

4.5 jESIRZFEY ELB SCIY TLS EF ( EIAILE )

R FRip=

NRERINRI S LR MERIRS, ERLUBEE TLSEIAESBEN T H#TIAEH
—SReUSHZEME.

BUIRSR{E

o CIEMZ=AIELBSLAI, BELBE4FEEIP, BFIRIE, E2NETIME=R RIS
SEN4PEIPVAZRIIP

o EWXLSSLEFBHE HEE=HIEBRISSUEBIREZHIPEAMITZ . HEFREE
HNERIEPESEERSWUILRS /IR, 1£HES WELSSLIES.

o EMILCAIEBHESHCAIER I HEAIEEEZFHESZMCAILS, EER
EENIEBSEERSBWICAIBHSEFAG CAIEBRIGHII RIS, 1¥15
B2 NEEFAB CAFISHFAR CAIES
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SRR
L 4 EHhitTNRE

o BEIMECARRINBIBHLEEREFin. EMREESIRENGILEBNES
PinZEFABIES .

o CEIEMMNEEELATLSIMYAYRIRIRSSR3E, IRSSFAFIFINTECSO1FIECS025E
B, HAEEEPIHETNAERS
BHREEANRFIECSO1RIEB M S
- yum install -y nginx
- systemctl start nginx.service
- cd /usr/share/nginx/html/
- echo "Hello World! This is ECS01 for the ELB test." > index.html
BEBEEANRBIECSO2RIEE H<S

yum install -y nginx

systemctl start nginx.service

cd /usr/share/nginx/html/
echo "Hello World! This is ECS02 for the ELB test." > index.html

4-24 Bt & TLS EIEN I AIEEERZE

BRELR

HEIRSESITE . FINTLSUENREEH :
Hz=Ep HECAIFFE=ELB E WAL BB ST |

TE—: HERSENEPE ELB i=HE&
TEELBIRINTLSIE 2SR, BHEEREINER LEZSELBIEHIS .

EENE M GRS SR .
EEMSH=SE EREE .
BE “QIEBIER" , RESHESIRAT,

\

= 4-7 IRSEIEBSHRA

2% 152AA

IEHZEE! BIEIEPRIEE, ASGRZERS|/IEF .

IEBFKIR ARS3 BHIEP RIRY 25 SSLIE R SRR SR M AV
MEHBBIES.

ARIEIR “SSLERER” URSEEERETIERS
BIERS ELWILAYSSLIER,

IEH EREEE HEFIELBIEHISANES .
EIIRE EWINER—M=RREES, BWIREEERSRE
HE—NZTRRINEEE, IUIREANRREE.
(RETE,
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SRR
L

\

4 ErThEE
a8 4
SNIFRES (7] | BEEESSUEBEMENREES.
%) LB TR ESNIERE, SXiSREE s
HTTPSIEKAY1a 2 ik FE RS M AYSN BEB S RIAILE o
AR RIASZEBERIASE, JEMETR,

4. BE ‘T, oAt

S HE CAFBE ELB 44
FEELBIRINTLS A2 5T,

FERERICAILES LEZEELBIEHIS

1. EAREREINESIRRTHE.
2. EEMSHERE “ERER” .
3. BE ‘SR , RESHIEEIRA-S.

% 4-8 CAIEBSEREB

B85 ikl

LR BUEBIEPRIZEEY, AIOEEZECAIES,

IERBEZR EHICAIEBETR,

IR E IR R—HMaRNEEELR, BUINMBEERSRE
HE—mIZRREMESE, URIBANSERSE.
HRREE,

IFBAS UFBABYRAPEMIER .
B “HE7 , HESAICAERE, BREREN
NSRS R ERAThRA
IERBASEUT:
————— BEGIN CERTIFICATE-----
Base64-encoded certificate
————— END CERTIFICATE-----

R PIIXHZIEBREIAMEE, JEEIR,

4. BE T, FTRElE.

LE=: R0 TLS WEIREHEEWEIAILE

1. BN REIIESIRRE.

2. TEEWRRMREISEIOIRERES, BE FIKAE" .

3. FORNIMITSSTRE, SCKELERR “TLS” , “SSURRMTAR” MER “TUEiA

_LI-E » ,

RS ERIEBRIEC EINPIREP R —r _EERIELBIZHI SRIARSS SIS
FECAEBRIEC EINFIAEP B — L EFIELBI=HI S RIARSSSHET -
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SRR
L 4 EHhitTNRE

4-25 7500 TLS MaMr=8FECE W EIAILE

ECEITEE

HEt @

EFESHENSLSFSETRESSEE. MEKITEEETCP. UDP. TLS; LELINSSEHTTP. HTTPS. QUIC
TCP uoP s HTTP HTTPS auic

wrEld @

443
BEER SFkIRE0: 80 i 443 =
iR (AIE)
listener-TLS
EISHUCATLSES, BRRIEARIPLIEESSH, BEEProxy Prolocol lJEERAVEIP. THRES (O

Proxy Protocol (3)

wiEEs @
(®) seirFrEIPiER b1 =z
A
EErRIEE AL
NUFRAE
SR SHRRAEREHEMNE, AEBBAENEAARARSEEA, FERESAEwmIRETR
H Q| aEEs =5Es U
BESHIE @
Q| B =5 O
SN (3
FESNE, ZSREEFEHTIPSERNE S RIEEMNASNIEE=AIAE. MEEERN NRIEH ERRESIEEAAME.

4. BE ‘T2 RERRDERE , FRRSHASHILE “EHAEE" . &
FERoETRIRSHRE, TaERE “T—F: WARE” .
5 WARBESHE, BF 1B, STAHTLSHITRAeIE.

LRI BoER T
B ZRNASRBNCREMNT, SR ETZIELBRIAMtbIL, (F15ZFimaILAE
& 2152 5I8ELB
EEXTALRICRENERERS, FEERERINMLSEE T
. HEATBERIRSERIS
2. HEEMRPRSAM=, 1T “2miEgE” .
NIRRT
3. HEFRINCRENAMEZRET, BERFIIN “SEFT .
4. BE “RINCRE” , A “RINCRE” NH.
5 IRBICRESH, WFRI-FR.

& 4-9 A EKBUCRESHRA
2% Nl iz

ICRZER | A - BRI | ICREMNEE, ASTHAA - EiESiEnIPvait
[IPvatttht | ik,
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SRR

BIELE 4 ERHIhaE
2% AN izl
FICE | www I3 2RI

LIRER | 2RRNA FERATAVZ IR LB 3T DNSERSS SR/ ARt IE=2 AT, 1R
ENEENRR, REIXSNAYARSSZ=IPHLE

ZOAMEA “EMBHN

SMBIA: BOAZIEER, JRBIEROERRZ
BTSN, RASIREIBHABITER.
TTL(FE) 300 FETICRIEADNSIRS 22AVEFATE], LR AER
3o

AEE(EREIAE300%)
iCR{E 192.168.12. | IZXIMAGIPvALELE, ANSCREAELBEBERISEMEL

2 I PHBLIE ,
192.168.12.
3
%ﬁiﬁf - mET g v, BRSNS REE XY, 88
(7% ) CRENSTINEHRITFESTIER, AR
BRARE.
6. HE “HE .

7. R[E] “FRHMCR” NH.
NseERtE, ERILERE S NAYCRESIRPEECRIIRICRE .. JicxRE

APIREETRA “IEE” B, TRICEERIOKLIN.
SR IGIF TLS YW EIAIE
EETA S E L TS =X TLSW I AIE#TIIE o

Windows ZFigI&iE

1. TENSSERPM\ELBSLAISPERYIHE , flaNhttps://www.elbtest.com, fE3EHAY
SHEERIEERTEFIRIESAABHINERHRE “BE” .
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SRR
L 4 EHhitTNRE

4-26 EFEAPE iR IE RSO RIIES

y AT e X
HEFER
EREED , LAE www Eimmania43 I3 AT S RIE

TEER mEE FES

wwﬁ:m l ELB ORI 1 CASEDD. .

A

12N R

i

nET R mE A www.Shbidccom HFEUVERNER (FEl T =B, ENAESER =
2). TEFE

[l

MNET:ERR_CERT_AUTHORITY_INVALID

Q NB4VESHS Chrome BSHSINEDER , B SSERER

RS EETIZI I ERwwwiRE S com ; St BRI EFRFG MEERZSIE, Hll
RERAER AR AT T R SR T

e Ny

2. HBATNSHREFN, ERIRSKTEEATLSSIE, BNERATREAIN
SERINIAEHEHITIONE . ZXRFTRE, ALUWRIERDEETHEECS,

& 4-27 153K & F ECSO1

@ https://www.elbtest.com X +

< Cc (A FzzZ | bitps://www.elbtest.com|

Hello World! This is ECS01 for the ELB test.
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S AR
L 4 ERHINEE

& 4-28 153KkEE &% ECS02

@ https;/fwww.elbtest.com X +

< C (A g2 | bitps)//www.elbtest.com|

Hello World! This is ECS02 for the ELB test.

Linux %Piﬁ"%gﬁiIE
FRIEMLInuxE ik, BT T SIIETLSNEIAIBTE,
curl -k --cert /root/client.crt --key /root/client.key https://www.elbtest.com

Hreh, --cert /root/client.crtiSE 7 EFIRIEBXHAIUE, --key /root/client.key
EESEFImIEBXIKAIFAARE

WMRATLAKEILATEMRY,, ®rREFinSIRSesinZiE5E 7 TLSNEIAEFEIER D
KREITHEECS,

=] 4-29 LIIE TLS I @IAME ( Linux )

&% “litcurl -k --cert srootsclient.crt --key srootsclient.key https: &5
hiz is ECSBZ for the ELB test.
*_ "Mcurl -k --cert srootsclient.crt --key orootsclient.key https:-/

Helln l-br‘l(l'-ThlS is EC381 for the ELB test.

P
o RNIITLSHSPTERIFARIRIE, B WARIITLSEITES .
o APITEXIR(E:
- BERIreEs
- BlEiEH
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SRR
L

=RIIRE

5.1 @i ELB Z3E QUIC Y LURH N FhNE R E

QUICHMYEE T UDPRIPIE B EXMIERMNY , eUEHEES, TR,
RFREREEESIREE.

QUICHNY B EATE. BHRASLIAZEMSIRSAME, REMNSEMMAETTLIENRR
4%, WUR-EIRAOIDER, 1RFHMEERGG, FIHRESIREHNT ST,
QUIC MY EEAR

QUICHMYETFUDPHMYSEIR, AFESTRTCPIMYAI=X{EF BrILAGE TCPHMYAY
PASLREZE, AN AESEER (Stream ) RFINZIRER, BNREEFABEER
o TEXITHEFRITCPHMY, QUICHHYXIBBEESRIRIEE .

QUICSHTTP/3t4th7S

HEETIE

HTTP/32QUICARERBEMNY, B—IXiEKAET, IRSZES@EIHTTP/1.18%
HTTP/2 5 5288 &R, FHBAINEEESZIFQUIC, B XEKEIITENL
#, QUICESHIEEEREITHEZIQUICHNY, RLSSEFIARZEEIABIHTTP/3
HEIQUICIERE

E PR FHBIdHTTP/3(EAQUIC, MNRTERMHTTP/3ERE, Ha(EHR
HTTP/1.18¢HTTP/2,

5-1 ST ELB 513 Web [z

& ) '-J_f—-'

B in ELB Wehii

AIEQUIC EiHTTP

L
¥

F 3

EeIEM=EIELBLHI, HELBE4PEEIP, BANRIE, S5 NWH=R AFIYE
BRFNSBEIPVARRIIP,
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SRS

L
[ ]
[
[

\

EEIZEMEECS, ECS5EEIZERIELBELAETFR—1VPC, BEZFMREIFSE
MUEMESEECS, AL A ZELIECSEEECentOSE A NF], E5—EECS_clientBER
PUSEIEHTTPIER, F£-8ECS_server B{EZfZEWebi BYGIHIRSZ2E,

EMTEPE HEE=FIEBEISSUEBRS, HEEESITIPSEERSZWE
IRSSEEIEH, 1FIHES WESLSSLIES

IR AHTTPIMYAY EimfRSZ 224, RSB ESHFIRINT ECS_serverst
f5ll, RELHKEiRIRSS A9 SBiRO8442i0%0

LE—: BEEEF w2 HTTP/3

XFFWebM A, Z#FQUICEENZFIRIMEFREIFHTTP/3, BESFRETSE curl
B MSAEHRHTTP/3FIQUICSZE

1.

IREEREFIRECS_client,

B RIRSRESMERLE, BRNEEIERIERRSEE.
HATIA T i S LR EMAMKFIAES .

a. TEGHepel BRI HEHEHERF

sudo yum install -y epel-release
sudo yum makecache

b. ZTERFIFRHE.,

sudo yum install -y git perl-IPC-cmd autoconf automake libtool libpsl-devel

MR IEFQUICRIHTTP/389curl T,

BEEERRSE

- ZEOpenSSUIRMHTLSSZHF, FFQUICINER(S, /RJ93.58E EFAMR
o,
% git clone --quiet --depth=1 -b openss|-$OPENSSL_VERSION https://github.com/openssl/
openssl

% cd openssl

% ./config --prefix=<somewhere1> --libdir=lib
% make

% make install

- ZEenghttp3, AFSETHTTP/3FIQPACKIINYE
% cd ..
% git clone -b $NGHTTP3_VERSION https://github.com/ngtcp2/nghttp3
% cd nghttp3
% git submodule update --init
% autoreconf -fi
% ./configure --prefix=<somewhere2> --enable-lib-only
% make
% make install

- ZEIIQUICHMYAYZ/O Engtcp2.,
% cd ..
% git clone -b $NGTCP2_VERSION https://github.com/ngtcp2/ngtcp2
% cd ngtcp2
% autoreconf -fi
% ./configure PKG_CONFIG_PATH=<somewhere1>/lib/pkgconfig:<somewhere2>/lib/pkgconfig
LDFLAGS="-Wl|,-rpath,<somewhere1>/lib" --prefix=<somewhere3> --enable-lib-only --with-
openssl
% make
% make install

- Zkaurl, BFAEFHTTP/3A9EK,
% cd ..
% git clone https://github.com/curl/curl
% cd curl
% autoreconf -fi
% LDFLAGS="-WI|,-rpath,<somewhere1>/lib" ./configure --with-openssl=<somewhere1> --with-
nghttp3=<somewhere2> --with-ngtcp2=<somewhere3>
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L3 =malt g
ER{ESCEE

% make
% make install

LR HERmikSsEPEE Web N

4.

IR B REIRIRSSEEECS _server,
ERimRSSEEF, FEBERquic_testweb,

mkdir quic_testweb

fEquic_testwebBFET, #FiE—index.htm(3Z{4,
a. FEindex.html3Z{4.

vi index.html

b. IZIFEHNIRIEEIU, index.htmlBIIAINT .

hello, this is quic!

REscIBHImiEET0, BA:wqiRfFindex htm3Z{%,

= 70 QUIC Y438

1.
2.
3.

HENSE M RIS IZR T .
FEERREREISESIAIRNRIES, BE “IRINMEIFEE"

FERINEITEERmE, BlRiMNOERE “QuIC” 2!:*&357‘5*19%442ﬁﬁ”%|:| .
5-2 700 QUIC i50r=3

FCE IR

BEME @

EreShEsSRIERETREs 2EE. NENINEFETCP. UDP. TLS: tESIMSEEHTTP. HTTPS. QUIC.

TCP uppP TLS HTTP HTTPS
Ym0 @
442
BEER EREmE0: 80 T | 43
£ (FIiE)

listener_QUIC_442
SRR (D

e (D
(@) seiFFrEIPEE BER ==

4. BE ‘T2 BRERRSERE  ERRSFHESHERE “EHER" . &

FREZLETARIHTTPIRSS 234

’ ;:GEE’:EEE “T_J/ Eﬁl)\ﬁag” o

5. MINECESHE, B “12%X7 , STRRQUICKEITESAIEIE .
S£RPY: IEIF QUIC &3
1. @ILA TR curlas$ih1alELB4RERIEIPFO LS s [ :
curl --http3-only -k -i https://<EIP>:<PORT>
2. IEIGNES-3FRRE, WERREFimEIZELBSEinbRSS 2 EEIdQUICH LI

THTTP/31@(5.

MAERRAS 01 (2025-11-21)

WRIERE © LEARITERARERAF 93


https://console.huaweicloud.com/vpc/?locale=zh-cn#/elb/list

SRR
L 5 SRIEE

5-3 ISiE@IT QUIC thssEEl Y HTTP/3 i&@(5

[root@:E:E: s curl]# curl --http3-only -k -i https:/ /5
HTTP/3 28

date: Wed, 25 Jun 2825 87:28:29 GMT

content-type: text/html

content-length: 21

last-modified: wWed, 25 Jun 2825 @7:06:58 GMT

server: elb

hello, this is quic!

5.2 BT ELB £BE gRPC s R LURRH AN
NG E

gRPCE—HhSttae BFHRAVIIZIZ 2 ( RPC Remote Procedure Calls ) &322, -
Z N AT MRS ESFIERAPIEEESERE . RIERMBIES SIFHID MmN BA
S, YEreM A EIEIRSE C IS RHTTPSHMY A A IR SR {TgRPOISRIZL, [Bik
AR5 284REFHgRPCHMGHTEE A RITHAE, ETFgRPCHMYGIFHTTP/2Z iSRRI
B, BERSHRENEIRE,

4
S
at
ool
i
&

RABHEXIHARTEME R RS BRECSHERE 7 gRPCRABARSS , HEECSFRERIEIUFAR =
MBI T IR RHIE SR . SR RBIDESCEIBITHTTPSIEITeR Il 315K B EE
& ZIgRPCIMY A EiImARSS2REAT, #BFE T gRPCRIABARSS BYECSIE AR imARSS 25 st
IBE Fimis KR

5-4 ZimiEid ELB i8] gRPC N AIRSS

BIEEHTTPS SimgRPC

L > D -

EFim ELB gRPCH A

¥

HEEITE
o COIFENME=ZEIELBSLAI, BELBE4FEEIP, BFIRIE, ENWIIMER IS
SEHN4PEIPVALNIIP
o ECMWLFPHE HEE=HIEBRISSLEBREZHITEAMIGS . IEFEEEIT
FFBSEERSWLRS IR, #1552 WWLESSLEE.
o EMISLECSO1LH, HETEECSO15ERE T gRPCM AMRSS . EZXTFgRPCIRSZHY
15, B2 gRPCEMIIHE,
BMELTR

5-5 ECE gRPC MY RIRIERIE

IZ2GRPCH#Hi¥
%%gﬁ%gé}_g RIHTTPS 1725 BoE IS AT IRV S
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SRR
L 5 SRIEE

$H—: €& GRPC IMNH/EiRARSS#R4H
1. HENEIHARSS BEIR N .
2. RIRIRSHSIIRNE, PERNEG LA “IRFIRIRSHA" 2.
3. EERRSEKE, XESREEESNERS-1, HARBETRSRIMEET.

& 5-1 BB Rin D B RIS SEIR A

a8 =4 05
ZFR server_group_ | BIEERIEImARSSESEAIEZTR
gRPC
e | M= Al S R RS S fR S ST BT,
gg
FEGEY | XBEE (B SRS A RS & ST .
fzs B EBDE B, HRECIRERIG
198500,
FEIE Y GRPC S RS 28 E B I AR AR S BTN o

ARSLH TS ZRIEEGRPCHMY -

DECEREEZE | IRECIEEE | LEDERANGEE, ALHRASEFRSFEAR
il s x,.

ISECAEL: RIBEGIRIRSEAINE, ZIN
FRORBIERD RETRBRIIRSSEE, NEKXR
[EiRiRSBSEE P ERIERS
BEXTHERIENER, B2 UEERED
ECRIE D RME .

4. BF ‘T2, FINERRSHEHEERRIGE.

5 BE “NINmMRSHT  GREELIRBIFAIECSO1EA), REWSIRO, HRik
IRFFEON, TR RS ZRA0RIN.

A EE
g BRI S in O R S EREBE gRPCIV S AR ORI —H, BEinRSEEMN
ZREFRITIZW SR
6. HEEENE, EREREESHFREEIA.
7. $$ “ —lt_'lf ” o
8. MWARBEXLIRE, BF “MEIE” .

FET: FRINHTTPS YAIFEE
1. EAMREESIRRE .
2. 1EEATEAMEREIVESIANIRIED, Bt RINAIFSE” .

3. FERDNMEITEETRE, RUlmEMNERE “HTTPS” , HBRE “BESEE (Aik) 7
B, FE “HTTP/2” FXK.
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SRR
EfESLE 5 SRIEE

5-6 N0 HTTPS MAIrseH e E B aAILE

EUmESSEE. [USLRSRETCP. UDP. TLS; CEMIREEEHTTP. HTTPS. QuIc,

TLs HTTP HTTPS Quic

i}

i
el
]
b
i
|5
i
@
g
5]
o]
I
&
[
b

&3 (FliE)
listener-HTTPS
FRZEQUIC @
@
=hesEE O

wEE @
(®) seiFArEIPEE =E8 Ezx

IEBECE

v Q| 8BS =B/E O

PSERATSE FEETMAISNIESEAUAIL. MSRRAHRAISNGES, NERREIEHRAAE.

5-7 FFF3 HTTP/2

~ EEEE (AliE)
=2EHE O

4. BE ‘T2 RERRDERE , FRinkRSHASHLE “EAEH" . &
ELR—PEEZEIESARIGRPCINYEIRIRSS2RE, TlERE “T—2: ik
& .

5 WARBESHE, BF ‘1B , STAHTTPSHITRAIEIE

SR=: EEEHAMET
B RIIAKENCRERIT, SHSRITFIELBIARIAL, (55 PIRTILE
AR BITELB.

LA R AR Rubie & ST = PvAEIEROECE R, ESXTARBICRENRERRS,
5 SE RIE AN L= AT o
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SRR

ERIESEH 5 SHRIIEE
. BEATERIRSERIE
2. FEEMRPASAE, &R “RmiEE” .
NIRRT

3. HEFRFINCEREMNAMIEZRET, BHIRETIN “SE@ER .
. BE YHRIMERE” , #A SRINERE” Rm.
5. REICERESH, WFES-2F7R

£ 5-2 A EBUCRESHRA
2 6l 15iAH

IORER | A-BEZIE | ICFESEE, KRLEKFA - EiRZigaiPvait
[pvattsiit | fik,

FHIEE | www RN EEE DN

HRIRER | 2RBHA FRATHYZE IR LBV AT DNSIR S SR AT ZAT, 1R
EIBEERRR, RIS NAIARSS 2 IPHBLE
ZOAMEA “EMBHN”

SMBIA: BOAZKREER, JRIBIEROERRZ
BEFTEIR, RESIRECIBOABEITER.
TTL(FEY) 300 ?E*ﬁiﬂ%&zliitﬂDNSHE%%%E’\J%T?ETJI‘EU, WYy )=z
Mo

ARSER{FEFERIAE300%)

ICRE 192.168.12. | IHZXIRAYIPvALBYE, ZARSCEAELB4FERITEM2

2 RIPHELE .
%ﬂiﬁgﬁ - mATAeE v, BRSNS RS, 88
(A& ) OREMRISIINEE ISR, AR
BN E.,
B HE .

R[E “HEHTCR” RH.

NseRtfE, RIS R S NAYCRESIRPEECRIIICRE .. JicxRE
AORESETA “IER” B, RRCRERINL.

SEIRPU: ISIF gRPC W S5&EE M

TR LIRERE, ERimALUBEELBIARE B ERinIRSS e EAYgRPCARSS . T
RS IF BN IEgRPCIMUFERIEURIUS, BIsEUTESBRMXE RS
gRPCARSS ZERIEE M o
1. AXLAECSIEAEFIRHITINIE, ITfEERECS,
WM RRSZEESHERG L, BEAESIEFTRUTRSESE.
2. grpcurlZ2BFS59RPCIRSBHITRERGSITIERE ., EEFinPLgrpcurl BF
JIFGRPCARSS, AT IR ZIERA,

a. ZEgrpcurliit s, ANSEERMHRMRIETRA.
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S AEE
L

" EdyumBzhEEEgrpcurl B4

yum install grpcurl
" FRIREEERARgrpcurlER4E .
rpm -ivh grpcurl_1.9.3_linux_386.rpm
b. I&iFgrpcurl L=,

grpcurl --version

5-8 IiiF%4% grpeurl B

grpcurl v1.9.3
3. EEFIRFHITLUTSHS, ElinaEikIRSsEFAIgRPCIRS
grpeurl -insecure -proto <.proto3{4> <igZ>: < fix 0> <gRPCARSZZIR>/<F7i%E>
ANRIKEIEM FEFFIREISERN, NZRREFiga LAEE ELBIAEIERE T gRPC
RSRIEIRIRSSES

5-9 IGiiFif1a) gRPC fRSS

{.com:1082 hello.Hello/Say

5.3 ELB {&FH WebSocket MY SIS 2L H

WebSockettiMY 2 —FERNTCPiEE E# TN TEEHIMSENMY . WebSockettp
BET, RESTUERERIRLIEEE, FEEFIRIRSEZEINEETS

A, BUEXIEEE, BEIEESN. NMARELBEIASZIFWebSockettMY, BILAES
B3I B ELANEERI SHITRE .

Websocket MY EhHA

o ft4AEWebsocket¥
HEIWeb IS HMFEESH, WBERANEKREES ., HIA0SEATHE3L. th
B . AEERENEINEE KRS S5aEIELATHEXENE . RBRIERARRIE
FHE, IEFiREEENEERAERS SR AEEKREGRENGFEE, UL
HEFEHEERE . MREFIHEEMELRIXEK, MHTTPLFRERK, &
SHEIFIREE AR, vRARREHIEINRSENEN
RTERNLLEWSIHEER, HTMLS5|ASZ3EF T WebSockettiiY . TEEXN @S
T, IRSBRZFineERITAEIE, IRSZETAEMEXIFEIE, HOEFin
AOEIEIER . XMW E@BEEHHERUE/ BEER, 1BH 7R SALE, &)
LB B ERS B REI TSR,
BEZXTFWebSocketMYXHNFEMER, HSEEHNIThe WebSocket
Protocol,

ELBRYHTTP/HTTPSAIFBAIASIiFWebSockettimi .
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SRR
L

HEEIE

\

e Websocketihi\EHIZS

WebsocketifMY B CMASE 2N T SEMBIE, | iZNATHESMZ BRI
BRI SS1H= .

-  EHMRR5EE): AEIIXE. BEREE. SATELEBEENSEERRE
MERAPRESEL .

- MEDASEZHE: SANEELRE. AHREENFHFEERT=S.

- HESH: RESHAPREERCAEMEEEEER .

- ERSEN: ARSERZEMMERERE.

5-10 ZFimEid ELB 358 Websocket [ FHIEE

WebSocketiiy WehSocketiiy

1 ) '“l" )

EFig ELE WebSockethiFH

REETH R RN RZHPRERENRZEREIINT: ZER kMRS S RIXE
R, IRSHRUHEITIIN, FFIRZEIIDNEARIEFINIER, IRSSRRBIRITNAISER
XH,

o DUFEINZ=RIELBILAI, FHikiR T MFEEMIASSLEI, HELBE4PEEIP, BINR(E, B
2 ML= B G IS ES 48 IPvA LA MIP,

o BIEMBECS, ECSSERIEAIELBLAIETFR—1VPC, BEZFMSEFTSEIR
EMSEECS, ASLE A RLIECSZTEECentOSEAZ I, FE—EECS clientf{EXEA
IR AIEHTTPIER, £ ZAECS_serverA{EEBE WebSocket i YGRS EE -

TEB—: ERinIRsSEE4HEE WebSocket [ F

1. IEEREIRIRSSEEECS_server,
B RIRSRESMEREE, BREENERBE=RSESE.

2. WIFLUTSHRIRIRS 2RiRAIpy thonkR A AREF python 3.7,
yum install python39

3. websockets EE{R{ T fEEHI API, {S7E Python FREET WebSocket JEfE25(S
B5%, WITLA T arSRE=aFThRwebsockets/E,

a. ZE#EPythonBEIET Epip,
sudo yum install python3-pip

b. Z&EWebSocket
pip install websockets

4. ERRRSEET, FHEEZFRwebsocket,
mkdir websocket

5. #EwebsocketBRE T, #EE— websocket_serverpy3Z{4, FHBEEEFIFENIH
websocket M FBIRSS -

MHGRRAS 01 (2025-11-21) WA © EARTERABIRAE 99


https://support.huaweicloud.com/usermanual-elb/elb_lb_000006.html
https://support.huaweicloud.com/usermanual-elb/elb_ug_fz_0015.html
https://support.huaweicloud.com/usermanual-ecs/ecs_03_7012.html
https://support.huaweicloud.com/usermanual-ecs/ecs_03_7012.html
https://support.huaweicloud.com/ecs_faq/ecs_faq_0632.html

s REIYE
L 5 SRIEE

a. Fh#Ewebsocket_server.py3{4,

vi websocket_server.py

b. IRIEHANIRIERE .
BEEEATOIESE

= websocket_server.pyM{FHIA, ELAiROECE /98081,

import asyncio
import websockets

async def echo(websocket):
print(websocket.request.path)
try:
async for message in websocket:
print(f"Received: {message}")
await websocket.send("Hello client,this is server!")
print(f"Sent: Hello client,this is server!")
except websockets.exceptions.ConnectionClosed as e:
print(f"Connection closed with error: {e}")
except Exception as e:
print(f"Unexpected error: {e}")

async def main():
print("Starting server...")
start_server = await websockets.serve(echo, "0.0.0.0", 8081)
print("Server started")
while True:
await asyncio.sleep(1)

asyncio.run(main())

6. ¥ZEsciE, MiA:wqfRTEwebsocket_server.pyS{4,

7. izfTwebsocket_server.pyS{4,
python3 websocket_server.py

8. IKEIUNES5-1189[EIE, FxWebSocket N FHERZE LI

e websocket]# python3 websocket_server.py

Server started

B EEFigHElE WebSocket [
1. IEEEFEFIRECS_client,
MRS EESMESR L, BAESNEREERIRSES.

2. WITATSSIERE FPinfdpythonkR AAEFpython 3.7,
yum install python39
3. PUTUAT e EZFinhRER#ThkwebsocketsZ .

a. ZHEPythonBEET Bpip,
sudo yum install python3-pip

b. Z&EWebSocket
pip install websockets

4. EERiIRIRSED, FHiEBEZFwebsocket client,

mkdir websocket_client

5. ffwebsocketBRT, #EE—websocket_client.pyft, FEEEFIE
websocketi FEBRSS

a. FrEEwebsocket_client.pySZf4 .

vi websocket_client.py
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SRS
S 5 SRIEE

b. IRIEHNGRIEE
BHREEANTRAIRBSE
= websocket_client.pyS4BIA, {F2 Fima] LASIEELBXIFMRSSHIEIPHE
MmO, AL RFRE80816% A .

import asyncio
import websockets

async def hello():
uri = "ws://EIP_ELB:8081"
try:
async with websockets.connect(uri) as websocket:
while True:
await websocket.send("Hello server,this is client!")
print("Sent: Hello server,this is client!")
response = await websocket.recv()
print(f"Received: {response}")
await asyncio.sleep(1)
except websockets.exceptions.ConnectionClosedError as e:
print(f"Connection closed with error: {e}")

asyncio.get_event_loop().run_until_complete(hello())

6. IREsciE, HA:wqiRfFwebsocket_client.pySZi4,

ST,=" el HTTP jSiniRSS B RIS IRARSS 25
BN R HHIRSS BT IR .
EERRSESIENE, SENEG LA ‘AIRERRSHE" ',

AREERSRFINE, FRIGEIRRSS SIS erver_GroupXBECE 0SS
FUBOELBSERI, FEIRIHNGESE “HTTP |

HRRERIFHIA, B8F “T—£7 .

ERINEIRRSERE, =RS[BRET, B “FIN=RSE -
ERINRiRIRSS SRMAIE S, HEIRECS_server, FigEWSSiw$8081,
BE ‘T2 EHAREEE.

B “xZEPRIE”

LRI el HTTP MR EE SikiRSS =848
1. HABEREIEIRTE .
2. EEIREMREINEIOINRED, BE RIS .
3. (ERINMITESTRME, PMNEENERR “HTTP” , IROIREN 80817

I
© N o U A wN
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st ARt
ER{ESCEE 5 BRINEE

B 5-12 [0 HTTP YE0r=8

Burmisll: 80 iEE | 443 2
E/F (&)

stener_HTTP_808"

ETnELAE @

@

EREESE O
AR @
(®) siFFrEIPER Set ] Exy

4. BF ‘T BEERKRDERE , BiRRSRASEHEEF “ﬁﬁﬁEﬁ 7
BREE= AR AIRSS 28BS erver_Group, =REEEE “T—% TJ%IAEE

o )
o

5 WARBESHE, BF ‘1B, THAHTTPHEITSEAEIE.

$Bh: IFER
ITEBREFIRECS_client,
2. &7 tiBpython websocket_client.py3 {4,
python3 websocket_client.py
3. EBIEPFiEIEIHIRSSEEMFTED “Sent: Hello server, this is client!” %0
“Received: Hello client, this is server!” , I&iF 7 ELBi@IZI WebSockettMX LI
T SERTEIR .

5-13 ELB i&@id WebSocket #MYSCH] 7 SERTEIIR .

5.4 @Y ELB M2 in[aIT3E & TNRESEI Zin[13E A

R FRin=

MBS EENSHOSRNEFSMAONES, REREHONKIFSESS
CEEMREIERERNEL . NRCHDTLER T ABROETIST, e
(EERIMSAIE BROSIRISIRINA . SURCIMIF AT LASCHIE— NI 83 S AR
ORI TR R, BT KIRERE, (GEEESIEE.
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SRS
L

RIS

o CEIEMZRIEIBLAI, SLAIREBSWEE, BELBESSEEIP. BIFE(F, 52

M SEIR = B G 9 =R A 4B EIPVA R MIP

o EEZECSO1FIECS025Lfl, HBEAEEDERE TNARSS . Ik

IMARZE2HBEER1T30000~30005%H .
BFEEEARBIECSO1RIEE RS
- EBFRECS01, HITUITaS, FERIAIE,

vi ECSO1_install.sh
- EAREEN, SHFHMUEUATSS,
#!/bin/bash

# LENginFt BB E S IR0
yum install -y nginx

for PORT in {30000..30005}; do
# HERHTMLIZ {4

echo "Hello World! This is ECSO1, server port is $PORT." > /usr/share/nginx/html/index_

$PORT.html
# £FNginxBE

printf "server { listen $PORT; location / { root /usr/share/nginx/html; index index_

$PORT.html; } \n" > /etc/nginx/conf.d/app_$PORT.conf
done

# FBEINginxF iz
nginx -t && systemctl restart nginx

ECSO1#0ECS02

curl --parallel-max 11 $(for PORT in {30000..30005}; do echo "http://localhost:$PORT "; done)

- BAwq, ®REXHEN.
- PATLAT&S , IBTRIANMH

sudo sh ECS01_install.sh

- WNMRERNTHITEE, F£=30000%30005i%OEF] LAEEAE)

Hello World! This is ECSO1, server port is 30000.
Hello World! This is ECSO1, server port is 30001.
Hello World! This is ECSO1, server port is 30002.
Hello World! This is ECSO1, server port is 30003.
Hello World! This is ECSO1, server port is 30004.
Hello World! This is ECSO1, server port is 30005.

TER—: SZRRRSHAAFTERROEE

REEH EERAXFEROERINENERRSRE, EihRSHREFEEROER
&, BRHNINERRS = LTEEERiRK, BFRSRERREKROELRE

ERinARS3 2 MAYIR o
HENIGimARSS RE4ASIZRITH .

EEmikSRIIFRNE, PEREA LA “IREwNR

RBRinD ik, XESHIFBESNRS-3, HREEFRISEOIMERNT.

% 5-3 BcElEin D EccREg S 2R BH

8% 5l 15i8H
B server_group | SUEHFiRIRSERE
REYEE | M=E A {FiZEiniR S ESHAY A I ESLBISREY
gg
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SRR
fESLE

7.
8.

B8 =4 A8

B | XBES (EZE IR AN RS &S,

e BE CEREET B, HRECESRIR
£ 190675001,

=IO TCP Sk IR S S B SHE I MR ARS EIMHY o
ARSEB TS Z R TCPHNY o

SOE | FE FRELnOtEE, ErRsERNEER

SHTHEERRm, WIFERSIRERR
5Rig AR REE FiRIRSS R NAYIRE o
iR ORI BRI F KA

HECREEE | MERAEE | ARYERANEER, RNLEHSEFRFEAN
INiECIEEX .

IMBECAEE: RIEERIRSSRRAMNE, RIR
FROREBER D RERREIRIIRSS =S, NEKRY
[EimARSS SRR D BECRIB RS
BEEXTHERBRIES, BEURERESD
BRI RRE .

i

BFE “T—87 , FIERRSEHEERERS.

B “RINTmRSERT  IEREELIEIFAIECSO1FIECS025L, HAREIRIFE
N, TR=IRS AR,

AERRAE, SRRSEBEAFESROEL, BiRRSZELALSEO, &
EfERENEIRO,

ARELERAIECE AR 80, HREENESEIRIFENA.

BE ‘T,

WINECE LIRS, B “MANEIE” .

ST i TCP MIFSSHABSmOMIF
ARSCH = LATCPIAIFSE R B TR IR SIS .

1.
2.
3.

HENR M RIS ESIZRTTE .
B RAEIDESIAIRNRIES, BE “IRINsIFR" .

FERINYSIRERTRNE, WMNERELISE “TCP” , HABRSWANNT, FikisCIRES
30000~300053% o
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SRR
L

B 5-14 700 TCP MIFHAB £ixOMWIr

sRE0 @
B o ml)

el
30000

I ASEAlLEEL R R

EFR (FIE)

listener_TCP_30000-30005

IFEFEETCP. UDP

TLS: LR

IHEIEZEHTTP, HTTPS. QUIC.

HTTPS auic

4. BF ‘T2 BRERKRHSERRE" , kERRRSHE.
BF “FRAER" , ARELE— ERRRSHAHFERROELTEIZ

A EiRARSS#54H -

5 BFE ‘T2 WANRE” , WATHE, TRTCPYEITEEMIEIZE.

LE=" BB

BT I N INASRENCSREERRT, IR RIELBRIARIBAL, (152 Fire] LA

T A M2 3EELB

EEXTALBICRENEERS, B RERINMuSEE T

1. BEANZBRSEHS .

2. FEEMNRPRSAE, &R “2WiEE” .

HNIHEFIRITE

3. ESRINMCEEEZRET, RPHIRETIN “SEB@ER” .
BE “HNIMCEE” , #HA HINCRE” THE.
5 REICRESH, WFEK5-4FR.

R 5-4 A EBRNCFRESERA

2% Bl 588

ICRER | A-BiEEE | ICRENRE, RXLKHA - SiRGEmIPvalt
BIPvaitsht | it

FHIEE | www N EE=L: I EEEC

KIRER | 2NBHA FRATROEC IS SRR FH T DNSIR S SR TE MR 2T, 1R

EIHEENRIR, REIXSNAYARSSZRIPHELE
BINMER “E=RELA .

EMBOA: BUAZLISEE, SRIRIELEERFER
BT, RASIROBUARTESR
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SRR

BIELE 5 SRINEE
2% =~ 15iA8
TTL(FEY) 300 ?E*ﬁiﬂ%&zliitﬂDNSHE%E%E’\J%T?ETJI'EU, WYy )=z
Mo

ARSER{FEFERIAE300F)
ICRE 192.168.12. | IHZXIRAYIPvALBYE, ZARSCEAELBEPERITEML

2 RIPHELE .
%ﬁiﬁf - EAT s v, BRSNS RS, 858
("% ) DREMNRISIINEE ISR, AX(RE

SNBSS,

6. E BT’ .

7. IR[E] “FEHTICR” WHE.

NseRtfE, ERILEER N NAYCRESIRPEECHRIIRICRE . JicxRE
AORESETA “IER” B, RRCRERINL.

LB WuFiwmO NS
o MIXELBRIFEME
a. LMEE—ATLUAEARMILInUERIERE ., 2XRHTurl 58 HO6<
(i%[1930000-300052ZEE=iw L ) , WEIZEUEIEHRS IHello World!

This is ECSO01, server port is B{fixOS., NFRRELBRILUGEKRIEAER
IRARS5ES o

5-15 Linux ZFiwisskiapazE] ECSO1
Hello World! This is EC5@1, server port is 38088.

b. I NILEEE5a)EZN130000-30005 2 ERERIKRO, FliNhttp://
#:30000, AJLABRIEM TERIRE, RrAEFiREEBIERHENA.
5-16 JESE=IERIBEE ECSO1T

Hello World! This is ECS01, server port is 30000.

o IEHNSEZHEIFE
a. {ZFECSO01BRES . TEECSO15h#1Tsystemctl stop nginx.servicelfZ AN .
S oME, ZREEAHTrl 158 w044 (i%07930000-3000522
EfEEIRO ) , PAKEITEEISR Hello World! This is -+

5-17 ERimis3kiAa)Z] ECS02

Hello World! This is ECS82, server port is 3088@.

b. @ITiNLES8iAE1E2 10130000-30005 7 [G)R9{EE=ix O, FlaNhttp://15
$2:30000, ATLIEZIZRMUUTE, BrREFIGREIEIEREIHEINA,
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5-18 J¥a2EiEkipaE!] ECS02

Hello World! This is ECS02, server port is 30000.

c. [SFRIECSO1ARSS, {ERIECS02/RS5 . TEECSOT1H#f{Tsystemctl start
nginx.serviceBFTBNIMFE, TEECSO2eh#1Tsystemctl stop nginx.servicels
FARZAE

S\ oWE, EEFmEPER Ttelnet 152 i50O6< (KON
30000-300052[8FEuxR0 ) , HARKEITERISER Hello World! This is

5-19 Linux EFimiskih1a)Z] ECS01

Hello World! This is EC581, server port is 38088.

d. @ ERiAIaEZI030000-30005 7 EREEIH, FlaNhttp://iE
#:30000, ALABRIEMUTE, TREFIREEISIERIHEINE.

E] 5-20 NSERBKIAIEE ECSO1

Hello World! This is ECS01, server port is 30000.

e. M EMIXEERRA, Emi“ﬂﬁmnﬁﬂzﬁaT FIWELBRIAIME, HE
30000-300052 [E)#Yim H IS AT LAAIEIARSS

B13 79 ELB BoE At sEI 2 Ai5ia HTTPS Wkss

R FRim=

MNREBEEZBBIELBRAF S NEIER, FEHETFHTTPSIEKISEZNARIEFARANIE
HHITIAILE, §$t¢ﬁ$)zﬁwﬂl§%¢m1 tTSNIEBEE . FEARISE EFNISZ BT RE )
TERERSMIZAREIE K. BeRIEALR SR/ TEE S ZHTTPSIISSAY
ThEIE,
(MARY:
IZINBERRER EER, ERMRIEBELUZHESIITNE. MIREBERER, ALURRTRH{TH
Bo

MEREREE

5-21 B ELB LI ES AW S A TEE

[FHERSHEA
hitps//www.example-aaa.com

Illx

»
| 2

'\L

K 3

BFHE hups//wwwexample-bbbcom  EU

https;//wwwexample-bbb.com
i

B
&
%
B
©
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ELBSEBISARIER PiniERAYHTTPSI B GEERI WANERBHITHTTPSIALE, SASHRIERC
BRI A RIERBIEREREN N EiRIRSS2RH .

HEET(E
o QUEZM=TIEIBA, EELBEYPEEIP. BRI, BHS NSRRGSR
HIHBEIPVAARIIP .

o BIEFEMMNEELAHTTPSINY GRS 234, fSikbRSS 5848 Server_group01
FiiniRs5884EServer_group02:53 5701 T ECSO1FIECS023Lfl, FHEEHSF
EPE T NMARS .

BEBEEANRFIECSOHIEERS

- yum install -y nginx

- systemctl start nginx.service

- cd /usr/share/nginx/html/

- echo "Hello, this is ECSO1 response." > index.html
BHREEARPIECSO2HIBE SRS

yum install -y nginx

systemctl start nginx.service

cd /usr/share/nginx/html/

echo "Hello, this is ECS02 response." > index.html

o EX/IMAZHTMER. BIMEE, BSNiEMES . RESTHICPEER.
ANECEAFERIN TS
- www.example-aaa.com
- www.example-bbb.com

o EEFIMEEELBIEYZ W ERIMRIEAFFTHER . AL FMHEStest-
example.com{ERIRIHS .

o EWILFPoE LEFE=FIEPRSSLEPRSHBEAMITESE . EEFEERIESR
5EERSUIRSFIER, FIBEF5SNEELSSLIES .
AREEFRLAT=AIEH:

a. ENAiEPcert-default, 4iElEHZtest-example.com,
b. ¥ RiFHcert-1, 4fFEH Zwww.example-aaa.com,
c. ¥ EiEPcert-2, #EiHZwww.example-bbb.com,

$H;—: JM=E! ELB AR BiERIN
1. BN SRR .
2 T;@;ﬁ'tiﬁiﬁi@@iﬁu%ﬁﬁ, FERBENSHATNRMIIGRRET, 0% ‘E
3. R RESSHI  BHRENSETRE.
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5-22 BCE SRR

BEE2ET @

O . FEBXARENSHET, SRRENERNSTMEEERS. RERTARN. SAEIERETREE X
PRAIRRE VIR,
» EERERTAer-ESNTEn

iR #S SEEIER itEEL Wig L::]E3
TTTTTTTT wm
O IEfTF BEy EEITE
L S s TRt 3 = R [ S
BERSEST

ESENAEISEE (8 SEVESHE

LR

@

IR IS INELBARISSIEEELBARIPBIHERITERE, ST LETAFSE HaELBxE

s

oot et o | Q| seonstlRARRE O

rrrrrrrrrrrrrrrr

]

€

|
b
i
I

]

¥
¥

v ||| sEDnsomsamEs o

EEHITUI RS -5 E

2 5-5 J9 ELB LB E = #T

2% 51 1548
[ =N T
~MIEEZE | FBUFX | cEFIRS S SIZIIELB A MR Z IS [ ELBAKIP
Hr HHUERIERMCRE, BIET LIS ELBAI A ME23
J3Ia]ELBSLA .
Rig= test- AR IEEEDNSIRSS Bl S A A Mg 2 /EJIELB
example.c | HEREZ, RFEBETRIEROREZIREL
om FZESELBHI AR o
TTL(FY) 300 ?f?fﬁiai?ﬂ:ﬂﬂoNSHE%%%ES%T?H?@, LARD 9B
MO
AL HERISBINES “300807
BB P
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BIELE 5 SRINEE
2% A5 1548
AMEEE | FRLFX | =fEFBRSS ( DNS ) SIS INELBAIMIEZ15E
T ELBFARIPHENLAVARTICREE, IS RILUEIZT AN
1542 15 a ELBSLAI o
Rig 2R | AN SR LIEIR HELBEC BRI A M ARIgZ 2R,

R ETIRGREARIENRIRE B F 1= F/IELB
BIPIILEE » ELBAIRYIE 2 HIHRIZE RIRTSZHFDNS
ARSSHIR RS FOFAMIHE o

o NN RFEGETHIEFEAIDNSIRSSHIAMI
BIREH FEHZEIELBRIRIMIES o

o AN: RFEGETRIEEAIDNSIRSSHIAIRIIE
BiREHFIHZEIELBRIARIES .

Ri% 3 test- FERIREEDNSHRSS B ST AT Mk A [ i3 22 1E
example.c | AELBIHZRIBIHE, RAGETEREEIRES
om IREE HFIZESELBRIAIMIIE o
TTL(®) 300 ?E*ﬁiﬂ%&zlii{ﬂDNSHE%E%E’\J%T?HET[E], LIRS J9ER
Vo

AT RIRIFEOAER “30087

NRSHEEXI LRI TEIRECE, BN YES,
. BE ‘HE  TRECE.
6. gﬁﬁﬁﬁ%{ﬁﬂﬂ’ﬂ%ﬁﬂ, NRBFEAERRNE, B LIEERAIELBEGIERATE

S New HARS LR MR pEEE RS BE

,,,,,

LB FERSSIEHE ELB FHlE
FEELBIRINHTTPSUSITESAT, EREEANT S LEENGELBIERIE .

1. ENEMERBIEGTIRRE.
2. EEMNSHERE “EREE”
3. BE “QIBER" , BRESHIS

W e

mis'eo
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RIELEE 5 &RkIhEE
7= 5-6 [RS3EIEBSE0HA

8% pizhilz

S e BUEBIEPRIRE, ASOEZERS[IES

UEPKIE RS ZEBEATSZIFSSLIE B EIRIRSZSIRHAIEIE D
ENBBIES.
ZKS‘Z&HSSLﬁE:B*éIEHE%L,LH’L‘”T =B ESEER

ZIGSERYSSLIER .

i EIRIEEE HERELBIZHISRNES

IR E I IHER—faSREEL, JJ:JJ_IﬁE'é’IEHE ?m
HE—mNI=RXRIRINEEIE, KRB ARIR
Eki IEO

\SNH{L Eig (] BRI SSLIERE4FERIFIBIEE .

%) B A TRESNGERR, $LERiEEf
HTTPSIERAYIE A SRIEZEXT R AISN IEF ST AL IAILE
cert-1§cert-2¥ EBIHZ S BB
www.example-aaa.com
www.example-bbb.com

fd (Blik ) NNZERERER, JEEIR,

4. B “TAE” , ThROIBIEBEELBIZHISHIEIE,
IR EREEHNE, B EE0IRTHANESR.
=" I HTTPS KIFZEHECE SNIEH

1. BN GREIETIRRE,
2. HEBIREMARIIESIAIRIRMEY, BE RINETERE" .

3. FEMINMEPTERINE, PMXSERNESE “HTTPS” , “SSLERMAIU” it “HmiA

_LE”
FBRSSERIEBFSNIERRIEC B IIE B EEFIELBI=HI SRIARSSZHIE
B

5-24 AN HTTPS IR HECEINIEIES

IEHEE

SSLERFAT @

v Q| tEEs E5EE O

[V ENO)

FESNIS, SHFRIRE S IHTTPS R SRR MR SNIEBsSIAE, MSEAREISNAES, IHEMIBS S-S5 AR,
SNRES

v | Q| s =m0

4. BE ‘T2 ERERRDIRE , Elﬂﬁﬂﬁ%ﬁ%gﬂ%éﬂlﬁﬁ: “ERER . ik
RELKOIETHAIRSSRE, THERE “T—F: WARE” .
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SRR
ER{ESCEE 5 SRIEE

5 MAEESH/E, BE “B3X7 , SERHTTPSHITERAIEIE .

ST BoEtE AR
1. BN MR R
2. TERMRHIGETIRTE, PEEERERRINGRIEESR.

3 r“WM£” W&, EEILLEIT A FRMIBEND, HAMITER “ Sk ans”
e

- ?" BfRmITes R TRy “#RME7 5, BE “RIN/RIERARE .
-  BEBEFGIFRER, FHRE “Eﬁ&%ﬁmﬁ” T,
4. B “HNINEEARRERT 1R, ECE2RIEARE:

- WNREFZFEwww.example-aaa.com, IPARAZEFIRIRSSZEAH
Server_group01, #X&: 100,

- WRiFHEZEwww.example-bbb.com, BIAAZERiRIRSSSEH
Server_group02, X&E: 100,

5-25 FCEMFRER RIS

Crmmmn ) (=) e

S EATRERERAIE wwoanpestbcm

5 ECEZ, B2E “RET

SHA: EEEEET
B RINAKENCRERIT, SR RITRIELBIARIL, (FEEF KIS

& 22152 I518ELB
EEXTALRICRENEERS, BSERERINMuSEE T
. BACRERIRSESS
2. FEEMNRPRSAE, &F “RREE” .
HNEHEZFIRTIE o

3. EFRINCEEMNAMIEZFRET, BHIREIIR “S1BBE7 .
. B RINERET , HA “IRNINcRE” A,
5. REICERESH, WFRS-7THR.
£ 5-7 A EBUCRESHRA
S =l 15488

ICRER | A - BiE&IE | ICREAEE, ASTHAA - SiEEiEmIPvait
[IPvatttt | ik,

FHIEE | www I 2 AR5
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SRR
L 5 SRIEE

2 I izl

HRIRER | £NERA FRTRI IS 5B FI T DNSERSS 28 TE AR ITIE 20T, 1R
BIHIEEKR, REIXGNAIARSS 28 IPHBLE
ZOANMEA “EMBHNT

SMBIA: BOAZIESER, JRBIERHOERRZ
BTSN, RASIREIZHABITER.

TTL(F) 300 FTICRIEADNSIRS 2RAVEFATE], LR AR
3o

ANSERAFEFERIAE300F) .
ICRE 192.168.12. | iFZXIMAYIPvALELE, ZARSCEESIELBAPERYSEMELY

2 I PHELIE
%ﬂiﬁﬁﬂﬁ - EmEgE v, RFFEBNSERERE, 28
(7% ) DRENSIINEHRITFESHER, AR
BRARE,
6. BF “HE’ .

BN ERIGIE

NS 28R Bl A www.example-aaa.comFlwww.example-bbb.com#&Fa] LEIE
ELBSEBIiGIaEI R FRARSS o

IRLEIIEPERIGERHEERIES, WHERESBEFALERT, BXAZINR
HISETNEERTMIRIRIE, (XEIMN SRS hEERYEERIR

1. ENESZEAEAEZwww.example-aaa.com, RIBEEEREARE, 15K
BaREiRIRSS 224HServer_group01, REMNEFTR:

5-26 pkINisiaiEE www.example-aaa.com
~ <, ) example-zaa.com » +

— c © F== hips//www.example-aaa.com

Hello, thisz iz ECS501 response.

2. ENIESEEPImAIEZwww.example-bbb.com, RIBEECERIE AR, BKE
Bz EiRIRSS 2E4HServer_group02, REMNEFTR:
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& 5-27 B IiGIEE2 www.example-bbb.com

v @ example-bbb.com X +

¢ C ©o7F==

Biips://www.example-bbb.com

Hello, this 1= EC30Z responze.

5.6 @1 IPv4/IPv6 S HASCIT IPV6 Z Fumifia) IPv4 I
F

R FRim=

NRIKAENEWSHIEREBIPveEFin, MSHGEIRS{NERBEIPVANER, &
B LABIZ IPv4/IPveith it AR TRERR IR IPV6 Z FimAl PvAl 55 fFim 2 [ERVFR S M) .
AT, EREIRIRSS RS EE R HMIPVEeSUERI A A ER B IPV6E FinhdiEK

(11 #%iH8
@ZI)JEIEB?EZ;*&J:?%EP, BERBXIFBEINEFHIGIRNE, NREHFERZR, aTLURRTHHTH
Bo

42 I1Pv4/IPv6 iR

SR RIS ST IS TS IPvA/IPVEREIEIATNRE , 1ZINAERIAY SZIENAT64FINATA6/

SHHERIE AR, TiCZE iR aELBAYIPVAIR 2 IPveitlt , ERa]LAFNIPVASEIPVE/Sis

RS @S,

e NAT64: JEIPVeREIERAIPVARE . FHRIZINEEE, IPveEFiREZIIELBEE A R]
LUIa)IPVARSS i .

e NAT46: EIPVARSEAIPVeRE . FHRIZINEERE, IPVARFIREZIIELBEE A& R]
LLiIal PV RS i .

5-28 U2 ( TCP 0 UDP #M¥ ) ELB FF/3 IPv4/IPv6 it &l 53204 E]

IPVE/IPv4RILE T IPv6/IPvARILE
< _ - _

B ELB Eismmgsn

RIS

e CEMIFLTECSO13LE, ECSEYEM-EHIPvAtE . TEECSO1hEFER T AIRS, ==
ML F1#EES NIEREEIRIRSS
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o COIEMMNYZEEINTCPELUDPIMNY G IRIRSS22H, ASEEELATCPIMYMIGIRIRS
22 A%, BRSSESLAHIAINTECSO,

BERIE

5-29 Ec& IPv6 EFimifaia) IPv4 [SimARSS
EEEZISIPVG BIITCPUIRSE ~ , e

FE—: BIESF IPv6 M4ZAY ELB
1. EAWTREREIIETRE .
2. RIEREETERARIESOEMES, MEFTTEE “MKRE” IESTHl.

5-30 SEMEEL G ITEE (JRZEY)

EERE

e

BATUSEERTEANGS, SRERRNTILCUSAL. LCUHENESSHBRE. NAEEsEs
BARHTIPHTTPS) (O

FIEE(TCP/UDPITLS) (3)
EEDTFRESAEAT5400,000 TCP/ 400,000 UDP / 400,000 TLSSTEEISIST. 20,000,000 TCP/ 20,000,000 UDP/ 20,000,000 TLSEAGHEEES. 10,000MbivsFeties), RoltaREr EEEEEM.

3. Eﬁ%kﬁ{%ﬁ%ﬂﬁ%ﬂ%)z , ISRIER IR AR RN EECE .
PSRBT “IPveMILR” , FiEVPCAIFMTESZHFIPV6,

B 5-31 MEEBYEE “IPV6 WK™

POERCE
s
1Pv4 AR 1PV6 R
FiEVPC

VpC-ipv6 v Q| ZEEiE: O tREIEE O
ERESAEATAASINET, FEEEE.
BEFE @

v Q| =578 C TN 3

FIRFRAEIPHET.

IPvaitsi

eI FapsE P
A @
SEEFARSE v |Q sEFAC arFEC
FEIPEER207 SRS STBET R R4 IPHE.
EERSEESRANLTEEEMNE (1021680024) . @, TR, THENA : B0 (7 WEACLAN (3

1PVt

2EEE
e v Q| renmmmc

IPERER @

4. TWANRERER, BE AL’ , STReIE.

S| AINEIrER TS 1Pv4/IPve HEEAEIRTNEE
1. ARSI .
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L E 3=l
A ESS Y5 5 SRIEE

2. EERRMRAEIIESLAIRIRIFYI, S RINERR" .
3. TERNDNMEITERINE, MMYSEELERE “TCP” , FFE “IPv4/IPveittiFEiR” 8L,

5-32 3500 TCP YSIRSEHFFE “IPv4/IPv6 HhtitiEita”

E. MELFTEEETCP. UDP. TLS: TEEITEEEHTIP. HTTPS. QUIC

ISR TCPIIUDP IR AT AIE .

sRED @

EOREEAMEEN, SEEAS

a0

EEEE1~65535, ERA%ImE: 80 BE | 443 HEEF
ER (AIE)

listener_TCP_80

IPv4/IPvEltERESEE (D

wiEs @
@ sEFEIPED 5L B4

4. BE ‘T2 BRERRDECRE Eﬁﬁ”%ﬂﬁﬂ“”ﬂﬂéﬁlL}“ “EREART . I
FELOETARIRSHRE, TaERE “T—F: WARE” .

5 WARBESHE, BF B, THTCPHRITRAIeIE.

TER=" RirESENEZLARE ELB FriEgFM

REIPv6E FimAE KIS ELBE & FFELBRinFM I Pl 55 iR AR S 2EECSO1
‘g@ ECSOTMZ 2 AFTEMBELBEIRnFMATEME:, #1552 Wi ERinIRS 21
.,

SSEPY: IBSF IPv6 Z iR IPv4 [FikIRSS

e TEIPV6EFimHITLA TS, AIGJELBAYIPVeEIELL
telnet -6 ${IPv6itBlit} ${ixC=}

RIS TEFRINER, FnEFimpkIiihEPvethit .

5-33 IPv6 EFimAkINiAIE) ELB AY IPv6 il

[root@ecs—« ~1# telnet -6 248"
Trying 2U87::
Connected to 2467

Escape character is '*]'.

o (FAcurliSIIFWebE RS M BNEE M .
curl -6 [${ELB IPv6itit}]:${ELB WMFr28ix O} -g -v

EIZEIATEFTRRIES, RRWebZERSS N BMESERE
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|§| 5-34 I8iF Web 2RSS N FEROEE 4

W3C//DTD HTML 4.81//EN" “http://waas.w3.org/TR/html4/strict.dtd">

o BEWMITUTHhSHESEIRIRSSRIEIEE
ss -antp |grep ${/Sin=hiRSEEim O}
WKEITFEFRIER, FRIPv6ZEFighIiRIPveitbiHE B IELBfEFEIELBIS
iR FMAIPvAtEIE, FSRIRIRSSEEECSO1RINE(S .

E] 5-35 IPv6 Z %S IPv4 [SisIRSZ S EB(SHIN

% ss5 -—antp grep 8085
] 1024 [Ce aila

wrm | e Sl e
] [i:FfFf:10.6.8.215]: [::FfFf:16.6.6. 56] 12288

HERAS

IPv4/IPvEHELHEIRINEEBE , A SIS EREE PimIPINEE, TCPUSIRERASAILL
BidiEBid Proxy Protoco Y IR N F i ESCIP .

5.7 EEIMZEY ELB ¥4 TREVE PumEsE IP

Rz

T‘ ﬁﬁﬁﬁﬁﬁﬁﬁiﬁw_ T SSHARY, (EARERERIRENE P imisKATESLIPHENEHTT
1_—) o, ERREREMIF. BiES Vfﬁ BRI ASTTAIEIERIE S HEN 5517

Eo

{FHELBHITIUEI B AR, BOAER FELBELAISRiniRS R 2 BAEZFRE L
ROIPHENNE(E, RikiRS S0 LA BESAINE FigELIPHbit , (B2 1EELBSLAISIPZEE!
Fla-aum TCPELUDP I 28 FF/SIPv4/IPVoitiit iR (ERTLSMA IS TR SR
5, BEFIRESLIPRITMZRIELBELAIRN SRR, EoJLISEARSGRENUE S
KIHSEHIE FimESCIPHELE

HRSRE!

o  WNERBREZINATMK, N HEEFRENEINATIEIRERVIPHELE, ToiXIREUNATERL
BUAYIPHBLE .

. ytg%lﬁ_kﬂ}jlﬁﬁjj@nm N REESRENE I BRFREEAAYIPHENE, TEiXIRENEZRAYIP
bt

o [MEWIFEE (TCP/UDP ) BUAFE “SRENEFIRIP I08E, FXITE—GRS=H
BHEARIRIRSS 2 XA FNE FimhITS .
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INREHIRS FERE P iHERE—ARSSE, WERRSSESIRIBRIRPHER
HEIPHIEIZIR A AR MR, TR IRREILAELE, BESHEREH
BTE.
PUEMRSSIRENE IR ESE IP 73,51 M4R

JRZRIEL BRYPUEIMN IS IFEE ( TCP/UDP ) BUASZHF “SRENZFimIP” Thag, ELBSEf)
SlEinbksS < B EiZERE Fin B SCRYIPHENEE(S .

LROUERIZE, NIRRT “IRENEFIRIP” IHEERR, HallisER5-8ENREWSEEHE
KIH=IRENE FiwELIP,
% 5-8 NEGIFKENE FiREsL IP HFikE4E

SITEE SRR “IREX | A RIRENE FIRESCIP
BEFiwIP” Ihie

TCPUAIR | TCP/UDPUAIREE | LATIASIAIRIEM “SREREFIRIP” THAERR, 15

28 BHASS “HFE | aTLAUBIS ECE TOARG ok iEid Proxy Protocol iy
EFigIP” SRENZE iR ESEIP:

o TCPYEIFEESIPEEFIRIES,
o TCPUSIRSEFFSIPVA/IPVEHENHEEIRFF XS, 22

FrisIPHbtE & SR EEHE .
UDPisIfT | TCP/UDPHIRZE | LATIZREIAIRENE Pk ELIP:
& g};\%ﬁ;‘ﬁﬂﬂ o ELBILGISIPER GG,
o UDPYSIREEFF/SIPv4/IPVeIIHEER
TLSUSIRES | AsZ8F iEiZ ProxyProtocol i} IRENE FiRmELIP

TCP/UDP WSIR=RRNASZHF “IRENEZ PR IP”

TCPFIUDPYIrERRYNl 34 & 17m= , ELBEGISSiRARSS =2 B EIE(EAE FirRIESE
IPHBIEE(S . BXRHITIINRE, BIEERIRRSSAIASICRANATF IR EIR
BEIZEFIRELIP,

ENginx{EREIRIRS RS, BRILUSEUTESRFITRIE,

1. {EXhttpBcEIR, ANginxECEIHDHE, EILUSEHRFTLATGS.
http {
log_format main '$remote_addr- $remote_user [$time_local] "$request" '
'$status $body_bytes_sent "http_referer" '
"$http_user_agent" "$http_x_forwarded_for"';
}

5-36 EcEifigHE

http {
log_format main '

2. BENgInRIEIEEE, SALIERRINE FiniERAIESEIP,

cat /path/server/nginx/logs/access.log

TICRF, B NIPHEIEN A= FishIESEIPHELE
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& 5-37 && Nginx (IBE

[rootlecs Ly bestpractic Llunl ng inx1# tail
o (18: +@gaal

Z +BBBAl

43 +B8841
7:39 +B8AA1 M

TCP Y5284k A TECE TOA R4 3RENE FinHL IP

TOARIZIRIR 22 FAsRIRANELBSEHIHE R ITRIZ Fim ESEIPItE ({NSZHFIPv4 ) , ZHE
HLEEELBEmARSS =R, IFHIEIFSE TOARRHECE .

i#@i$ ProxyProtocol tHYIRENZ FERESE IP

ol LABE T iE 88 L FF S ProxyProtocolIigEF X, FHiiREiRIRS A EMEAT
ProxyProtocol’f}Jw){E‘.'lﬁijEEZkﬂﬂﬂP SESCIP,
o TCPHMFESELITIAS “IRENEFinIP” THRES:
- TCPUIRRSIPEBFiHEES,
- TCP"kuE““ﬁF'lPM/lPveﬂiﬂ,iﬂﬁﬁﬁ?é}:i_"iﬁio
o TLSUANFEE: {XziEimidProxyProtocoliMYFkENE FiRESLIP,

IERRE IR 83 B AR HTProxyProtocoli¥AIEE ], BUSSHSEHkT, B
EEFE.

FHIRRBESEUTRIEL R,

. RSIFEEH S ProxyProtocol

1. BENEMRENESIRRTE.

EE R EIIESIRITE, BHEBEIRAEIIEFEIR,
EIEITESSIRITHE, BHEBEREITEERIBIR,
FERFRNERAMEERE, BF “wiBEITE" .

£ “YRIBIAIREE” TmE, FFE “ProxyProtocol” FFx,
B “HHE” .

TE . BERiwmIRFSeESZISMET ProxyProtocol MY

AN GiRARSSZEECentOS 75BN, LRNGINXAFIHITNEA, ETASERITAN
—FHF‘/V\ #1TQZQ o

o Uk wN

1. &7LlA TS ZR%Ehttp_realip_module,
yum -y install gcc pcre pcre-devel zlib zlib-devel openssl openssl-devel
wget http://nginx.org/download/nginx-1.17.0.tar.gz
tar zxvf nginx-1.17.0.tar.gz
cd nginx-1.17.0
./configure --prefix=/path/server/nginx --with-http_stub_status_module --without-http-cache --with-
http_ssl_module --with-http_realip_module
make
make install
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st AEIYE
L 5 SRIEE

2. FIFANginxf9EEE {4 nginx.conf,

vi /path/server/nginx/conf/nginx.conf

3. [BifserverBtEIR, ESEWNT,
a. [3HProxy Protocol .
b. EEESLIPIEEY,

server {
listen 8081 proxy_protocol;
server_name localhost;

set_real_ip_from 192.168.0.0/16;
real_ip_header proxy_protocol;

}
BRIBIRS2EAIMERRNINZ! set_real_ip_from <IP_address>, IHM=ZEIELBSLAIFE
ELB/SumFMIMIER o

5-38 124 Nginx BCESERY server BLER

BAB1 proxy_protocol:
ver_name  localhost:

_real_ip_from 192.168.8.8-16;
real_ip_header prowy_protocol

4. fE&httpEcER, BcEin@BEE.
http {
log_format main '$remote_addr- $remote_user [$time_local] "$request™
'$status $body_bytes_sent "$http_referer" '
""$http_user_agent" "$proxy_protocol_addr" ';

5-39 {224 Nginx BcE S 4RY http BCEIR

http {
log_format main '

5.  B@fNginx

/path/server/nginx/sbin/nginx

LR=: WitRiriRSSRAS 7 ZFiREsE IP

ANginx{E R fRimARS5 =80T, &= FimiaialFF/E 7 ProxyProtocolAYELBSESRI, NginxHE
FRYRIPRI AN ESLAIZ FimIP o

cat /path/server/nginx/logs/access.log

FicFERA, $proxy_protocol_addrZEEXT M AYIPHENEEN A ZE FimHIESCIPHbE

5-40 j&@iJ ProxyProtocol HMYIKENZE FixEL IP

[Z23-Junr2825:21:13:27 +BBBA1 "GET ~» HTTP-1.1" 268 2572 "-" “curl,7.29.8" "197 168
[23/Jun-2825:21:13:27 +@8881 "GET » HTTP-1.1" 208 2572 "-" “curl,?.29.8" |"
- [23/Jun-2825:21 128 +@8@@1 “GET ~ HTTP-1.1" 2@@ 2572 " arl 7.29.

- [23/Jun2825:21 :28 +ABAA1 “GET - HTTP-1.1" 288 257 el ?.29.
- [Z3-Juns2825:21:13:28 +@8@A1 “GET » HTTP,1.1" ZBA@ 2572 "-" “curls?.29.8" "
[23/Jun-2025:21:13:28 +@8B81 "GET ~» HTTP-1.1" 208 2572 "-" "curl/?.29.8" "
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SRR
L 5 SRIEE

5.8 T CEMEFE! ELB ¥ & MRENEFimEsE IP

R FRizm=

EEREMERATIYEHITI S AR, ERIREFERIRINE FirimKAYESLIPHbLHTT

=20, FRIRAEREMIP. HESHT. BRITASISIEHESHREISE1E

=o HFBIIHTTP/HTTPSEITERIT ERISHEAR, ZFimESLIPEITIRZEIELB
AR SRERR, ERILISEAIRIVE FimESCRIIPHBIL

YIRSRE
o WNEIERZIINATIK, MIHEEIKENZINATEERSHIIPHELE, ToiZFREUNATEE (L
BUAYIPHELL
o ﬁiiﬁigpﬁ%ﬂﬁ%, N R EEIRENE S22 R EEENRYIPHELE , ToiZIRENS22HYIP

tEIRSZIFENZEPIRESL IP 5N 8
o JHZ=HEIF| BRYCENMIIEIFEE (HTTP/HTTPS ) BOATFE “SRENEFimIP” IN&E,
ZHFEIIX-Forwarded-ForF {15 = FPinAIESLIP,
o XRIRIRSEIHITE R, WMIRIRSEEILAEMEETX-Forwarded-For=ERLAFRENE
PimAYESLIP,
X-Forwarded-For=ER#&=Lil T~ :
X-Forwarded-For: <iE3kZ PimELIP, (LIBRSSES1-IP, (RIBRSSE:2-1P, ..>

{(ERAILE S TUIRENE Fim B SEIPRY, RENAISE—MIPHBII RS FiRESEIP .

HEETE
o ERUEM=RIEIBLA, HELBBHFEEIP, BINRE, 52 MR M IE
ERANGPREIPVALRRIIP,,
o  EORMNEELSHTTPHYAIRIRIRSBE . IRSHAFRNTECSO1LH, 3
BEECSO1 FEPE T RFIERSS .
SBR—: tRBRSRAE “REEF R IP” 088

M=AVELBLAIRIHTTP/HTTPSEEIFESBOATHE “IRENE FimIP” IhRE, BIBKIAZIFE
1dX-Forwarded-ForZEFRRICRE PimigKAYESLIP,

TER_: GERiRIRSEE
RIEE BN EIRIRS L, HTHENAEE, BRIRSIEATLAERENTX-
Forwarded-For=2E& .

BcE Nginx IB532%
FIEN7ECentOS 7508, ATLABITUIN FaSHiTREs:
1. BETFUTHSTENgInGERBE, Z2http_realip_module,

yum -y install gcc pcre pcre-devel zlib zlib-devel openssl openssl-devel
wget http://nginx.org/download/nginx-1.17.0.tar.gz

\
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s AEIYE
L 5 SRIEE

tar zxvf nginx-1.17.0.tar.gz

cd nginx-1.17.0

./configure --prefix=/path/server/nginx --with-http_stub_status_module --without-http-cache --with-
http_ssl_module --with-http_realip_module

make

make install

2. BUTLATRS, FTFFnginx.conf3Zi4,
vi /path/server/nginx/conf/nginx.conf

3. RiHAREEN.

4. {(EfserverBLEIR, EXSEUT,

set_real_ip_from 192.168.0.0/16;
real_ip_header X-Forwarded-For;

5-41 FINEcEFRAERTAIE

server {
listen 88:
server_name localhost:

set_real_ip_from 192.168.8.8-16:
real_ip_header X-Forwarded-For:

AR

SRR S IMESRING set_real ip_from <IP_address>, M= aEI9@EERINELB
LA ST R ES o

5. {EXhttpEcEIR, ANginxECEIBIAIHE, ¥X-Forwarded-ForskFERHIZE Fimis
KIEB@BiIhttp_x_forwarded_forfE ABE, EaILISEWRTIATHS,
http {
log_format main '$remote_addr- $remote_user [$time_local] "$request" '
'$status $body_bytes_sent "http_referer" '
""$http_user_agent" "$http_x_forwarded_for";

5-42 BEEipIgHE

http {
log_format main

6. BINginx,
/path/server/nginx/sbin/nginx

BoE Tomcat fR53:8

AREFEHAITomcatAILZEIR1R A “ Jusr/tomcat/tomcat8/” ,

EFREZETomcatAIpRSE .

2. HITAT®S, HBETomatEREFEIZET.
ps -ef|grep tomcat
netstat -anpt|grep java
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& 5-43 [EE &R

[root@lilian apache-tomcat-9 0 s - |grep tomcat
1009 995 0 15:€ L] 00:00:00 grep --color=auto
32223 1 e 12 /fusr/java/jdk-10.8.1/bin/java -Djava.util.logging.config.file=/usr/locals
-9.0.108/conf/logging.properties -Djava. logging.manager=org.apache.juli.ClassLoaderLogManager -Djdk.tls.ephemeralDHKeySi
tocol.handler.pkgs=org.apache.catalina.webresources -Dorg.apache.catalina.security.Securitylistener.UMASK=0027 -Dignore.endor:
th /usr/local/ -01/apache- -9.0.10/bin/bootstrap.jar:/usr/local/ -01/apache- -9.0.108/bin/ -juli.jar
sr/local/ -01/apache- -9.0.10 -Dcatalina.home=/usr/local/ -01/apache- -9.0.10 -Djava.io.tmpdir=/usr/local
-9.0.10/temp org.apache.catalina.startup.Bootstrap start
[root@lilian apache-tomcat-9.0.10]# netstat -anpt|grep java
] 0 :320 0.0.0.0:* LISTEN
LISTEN
LISTEN
LISTEN
ESTABLISHED
ESTABLISHED
ESTABLISHED 3222
ESTABL ISHED
ESTABLISHED
9. ESTABLISHED
6 15. 0 CLOSE_WAIT
tcpb (] 0 10.0. 88 100.125.19. 3 ESTABLISHED 32223/

$Eserverxm3Z{EHAIclassName="org.apache.catalina.valves.AccessLogValve"

BHESNINTHRS .
a. ¥TFFserverxm3Zi4,

vim /usr/tomcat/tomcat8/conf/serverxml

b. EBBHRBESEUT .
<Valve className="org.apache.catalina.valves.AccessLogValve" directory="logs"
prefix="localhost_access_log." suffix=".txt"
pattern="%{X-FORWARDED-FOR}i %l %u %t %r %s %b %D %q %{User-Agent}i %T"
resolveHosts="false" />

5-44 FeERPI

WITW TS, EigTomcatiRss.
cd /usr/tomcat/tomcat8/bin && sh shutdown.sh && sh startup.sh

Hrh “/usr/tomcat/tomcat8/” JTomcatZ &R, BIRIELIRE REIE,
5-45 &= Tomcat IRSS
[root@ecs-ddef bin]# sh startup.sh

Using CATALINA BASE: Jusr/tomcat/tomcath
Using CATALINA HOME: Jusr/tomcat/tomcat8

Using CATALINA TMPDIR: /fusr/tomcat/tomcat8/temp

Using JRE HOME: fusr/java/jdkl.8.0 261

Using CLASSPATH: Jusr/tomcat/tomcat8/bin/bootst
Tomcat started.

WITUI TS, BERFIAR.
ANEAPLTAERTRIRENE IPHELE, BIJO3RENZIAYTRIPHELL ,

cd /usr/tomcat/tomcat8/logs/
cat localhost_access_log.2021-11-29.txt

Hrh “localhost_access_0g.2021-11-29.txt” ALHKEAETIRER, BIRIELIRER
i,
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& 5-46 &=iFjR IP btk

logs]# cat localhost_access_log..2821-11-29_txt
4 - [29/Nov/2021:14:41:89 +88080] GET / HTTP/1.1 28@ 11258 178 Mozilla/5.4

{1 - [29/Nov/2821:14:41:47 +8800] GET / HTTP/1.1 28@ 11250 3 Mozilla/5.@

{4 - [29/Nov/2021:14:42:1@ +8880] GET / HTTP/1.1 28@ 11258 3 Mozilla/5.@ {

BLE Windows IIS JR5328

RHFELAWindows Server 2012E2&IIS7TABINGE, EftthiRANIRERTREREEARE,

1. TEHHZEIS,

2. MEBE=AMik F&F5XForwardedFordUEE, FH3EEUx86F0x64E R TFHY

F5XForwardedFor.dlliE {42 M BISIRS EEIHOSPRRIERT, #ln
C:\F5XForwardedFor2008,

3. fTFHISEIERR, R “RIR > BEAUEIR EMHENR2 &S .

] 5-47 1GREHIEIR

3 Internet Information Services (11S) S
Fa 93 » CHIEIDR-CEE
XEF) WAV EERH)

= @) DESKTOP-QIFHSOV £

e

(5553 - 4G E2BRTA) | HiEkE: =t
ASP.NET
8 r= &l E| 2 =D =
& ¢ : ﬂ "‘, L > _"[- ab "‘3\ EE™ =
NET RIF  NET HB5 NET 23806 NET SR NE'H'_R SMTPEF 2ERE HANSE EETE8 2HEF NRoRe AR
] 1 £ -
G b N £ 3
T 9 = & @ 9 | HM|le B &
HTTP WIEZIR ISAPI 0 CGI ISAPI RifER MIME 2B AEEFR BEXN ESHRIS IfEEE L s BRUE #REE
% Es L5}
R it
[T | L

SEBE miUET

==
=| F
Shored MW EEESS
Configur...
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L 5 SRIEE

5-48 BLEAHRER
6 Internet Information Services (IIS) SR8 [=|B] x

€3 » ECS-C30002939 »

BE N EEANETmE

[[] UriCacheModule

[] FileCacheModule

[[] TokenCacheModule

[] TracingModule

[] RequestMonitorModule
[[] ManagedEngine64

[[] ManagedEngine

[[] ManagedEngineV4.0_32bit
[] ManagedEngineV4.0_64bit
[] WSMan

4. BE EM . oBEMXS6FIx6AEM .
[l 5-49 iEMEH

5 Internet Information Services (IS)E7E/% =
@ ©) [%» ecs-c30002939 » EEEXCE

B I\ o )

| BEATUSR =] |

€ ENESE..
EEA A EEENTRER - EEaiEs..

EESEFITIE..
@ =

EFR(N):
|forwa rd_x64 |

| ]C:\FSXForwardedForZOGB\x&Al\FS)(Foma rdedFor.dll

< [ = [ = |

5 “HBIR7 NHE, WIANEMARREIREIES RS
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st A it
e Y5

5-50 fIA\EAELTH

B

( 3 €3 » ECS-C30002939 »
X#HF WAV EEH)

@-iH|2 |8 C’ﬂ EESE
ERUREEERTIE Web BESBIFRNTNA i
2939 (ECS-C30002939\Administ FEAEEE, SESTHENTE
SEWE: FEGsE . - @ =
ER - KB A
FailedRequestsTracingMod... %windir%\Systemz
FileAuthorization System.Web.Secur|
FormsAuthentication System.Web.Secu
fowar_x64 C:A\FSXForwarded
foward_x86 C:\F5XForwardedf
HttpCacheModule 96windir96\System?
HttpLoggingModule %windir9%\System3
HttpRedirectionModule 9%windird%\System3
IsapifilterModule Y%windird\System?
G — 5
C I S e e

6. IEIRISEIRRETTAY “ISAPITEIERR” , 2 MEHEBUEITISAPIFICGIT .

5-51 AN INEAR

@ O [9%» ecscao00939 » |
4P @|BEV)  EBEH)

e -

B |3 ..

] ERNTHESERER Web RESIIER ISAP] (RifsE, EEENEF
» 83 ECS-C30002939 (ECS-C300 o=
SEME FETSE 7
=t TR SEHE

EESEERE:

| x_forward_for l |
ol n
[caFsXForwardedFor2008vsa\FsKFarwardedFor.dl | |EI
| |

7. %R “ISAPIFICGIRR®” , F2MEHHRERITIR
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SRS
L 5 SRIEE

& 5-52 RiFHIT

@ [ 83 » Ecs-caoooae3s »

X#FR  WEBV  BEIH)
e

¥ =98
@ I1SAPI F CGI [R#I =
e & J P @ #z col @, SELUE
LEE=oind SEETISEEIILUE Web SRS E HE4] 1SAP] 50 CGI 5. EAVET CGl RRR
493 ECS-C30002939 (ECS-C300 . = ¥ . EnmEes ol m
O aEeEn SEMEE: FEToa - B SR TN EEF.
b8 Rtk L~ =] BE 13
foward_x64 E:353 CAllces draini AnnDat: Imﬁ\w;ndnwsw
foward_x86 00 ISAPI 2% CGI fR#! ? B\Windows\IT
ISAPI B CGI B82(0):
\rc:\F3xrmwardedForzoua\gmwsxanardedfm.dl\ I
EARD):
Ix-forwarded-for | 1
V] FeiEniT R R

8. BEERM “B|FE , ERISKS, ERRREEN.

l 5-53 EF 1S fRSS

G Internet Inf 1 ormat :ans ervices us;EFﬂ : T i
- €] » DESKTOP-QIFHSSV »

TR REY)  RBH)

-

7 B
“}‘ DESKTOP-QIFHS9V Xl e
ASP.NET c |-
s — " = - 13 = =)
& L 4 % “ by S,; 4 ab “.."\ 3 z
NET ®i# NET ISP NET 23¢ NET S0 NET 4;':: SMTPEF  SERT HHNSE SE¥ES S0EF ?‘R"=.~ ERRTa
i ] L]
s - |le
& o b A il 39 » @ @
: & r i o B3
HTTP WEHS 1SAPI 0 CGI ISAPI RISSE MIME B2 ¢EE11~ s | e ERNE SR=S
3 L]
X o
¥
SHVE WLET
= *
72 B
Shared REsER  KERSE
Configu

SE=: TSRS ST REE PR EISE IP

PANginx{EARimARSS 28T, BEENGInXRIBIE AR, EaLKEE FinisRAESE
IP,

cat /path/server/nginx/logs/access.log

HEICRF, $http_x_forwarded_forZEEXMAIFERF, S—NIPHbiEIAZE g
ESCIPHbht

5 5-54 &F& Ngmx E]’JEI,._,\
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SRR
L 5 SRIEE

5.9 @ ELB U0 A EEIEFinis XilF IP

ISR

(e ARG EL BTV S3EE AT, SRENE Fimis RAYESCIRI PR FEuE S Al
SREMIFEXER.

ELBXZ PG CRIEITERIE AR SIEA T AERSZHITHN, BIELBRYLIRHETICR
BIEJ REEIHEE FimiERAYIEIP o

HYRSRH

{NRRHTTP/HTTPS/QUIC/TLS i ee A AR S SL Iz i Ec EhI B

EEIE

o CEREIMZ=EIELBLAI, BELBESREEIP, BIMEIE, B NIETHZRIATINE
BRFNEBEIPVARKIIP,

o ERIEMMCEEINHTTPSIIYAEIRIRSSRR4E, ARSSRRETARINECSO15LAl, ECS
SEISELBIFRE—VPCH, FHEEECSO1HEE T RAMRSS, ARENIXISF#E
S IEERRRSS -

o BERFEBETZ=ATRS, HECLKAETHETAMBER. BINRE, B2l
S R 98T ELBIEALTS,

o NETHRERGEWUBITER, RERREREL, BNRE, BSNRER
IR -
SE—: LHERSIEHE ELB =HIS
FEELBIRIIHTTPSISIREER, ERBSEIVES LIEENGELBRHIA .

EEN M RIS IZRTTE .
. EENSH=SE SEREET .
3. BE “SIEIER , RESHIBEEIR5-9.

& 5-9 IRSBFEBSHRA

24 Ll

IS eESid] BUEIEBRIZER!, AIOEFERSZZHIES

IEFKIR ARS5 BHIEP RIRY 25 SSLIE R SRR SR M AV
MEHBBIES.

AIEIR “SSLERER” UREEEERETIERS
BIERS ELWILAYSSLIER,

IEH ERIEEE HERIELBIRHISANES .

IR EWINER—M=RREEES, BWIREEERSRE
HE—NZTREZINEEE, IUIRREANRIREE.
PREE,
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SRR
L 5 SRIEE

e A8

SNIFRES (7] | BEEESSUEBEMENREES.
%) LB TR ESNIERE, SXiSREE s
HTTPSIS RAEE SRR R RSN TEB S FALE .

AIHZIEBRUEIRMER, JFBIEIR.

B
4

4. BE T’ , ot

ST RN HTTPS SIREEH A B R MIALE
1. AR ESIRRE .
2. EEREMREIELAINIRIES, BE RIMLRE" .
3. TEINMITESTRE, PHNEENEIR “HTTPS” , “SSLEBATIITL” IGH% “ i
_LI—-E” ,
RS BBE BB BRIk S B —rh L ERIELBIRHI ARIRRSS BHES

IR RIELBRIHTTPSHMMEITERBRATTR “IRENEFikIP” TheE, STH@IgX-
Forwarded-For= R &2 FisHIELSLIP.,

5-55 7500 HTTPS Y28 Hfc & B @i Al

=il

BEEY (@

EARSOENELTEETRES SR, ELINERETCP. UDP. TLS; CRLITEEEHTTP, HTTPS. QUIC,
TCP upP LS HTTP HITPS auic

& (FIE)

listener-HTTPS
FEZQUIC B
@
=hesEE O

wEE @
(®) sevFArEIPEE =58 FEE

IEBECE

SSLEtRAR (@

REESES, SRS

2EAE, ETREESAL. USAIEFESH, SEEUEALE
BESIE O
i v | Q| emirs ==t 0
SNl (3
FFESNIE, ZSEEEFEHTTPSIERAE 2 REENWAISNIESRIAE. MESETNAISNIEE, IHEMBREFRIE=/AIAE.

4. BE ‘T2 RERRSIRE , ERRSHASHEE “FHAEHT .
EEELEETHARRSRE, TRERE ‘T2 WIARE™ .
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SRR
ER{ESCEE

5. MINERESHE, BF “1BXX7 , SERHTTPSIEIESAIEIE .
53%- EEE ELB 1E|E.]EIL.\

1. ENEMRBESIRRE.

2. “taEYEeR” FRE, %EWE@EEU‘J'@EI AR ERRZTR
3. HRHERFEN THERET RE, BF ‘RENHIAS .
4. FEETCR, BEEERAEKRS EF'@'JEE’J BAEEMBER.

5-56 BZE ELB 50 HE

5-57 Fe & ELB A A
X

E&EingRE

HEEFRET I LEARISEH THAEETFEEE, BEFE=EERE+

mwEzez @D
* B lts-group-elb v | Q =E5BF4
* BER Its-topic-elb-TEST v~ | Q EFHER

s e

5 BE ‘e’ , BeERT.

MY @SN IP i5)5) ELB

N

B RIS 8 i N\ ELBSLBI4BERIEIPIBISELBSE), TUE B7~a0 FE5-58FT

T, BRGNS RKELBSLIEE L Z=ECS0T, NARBZERI.

5-58 ECSO1 A9 nginx ZPERLINRE

Welcome to EL B test page onel

This page is used to test the ELB!

ELB test (page one)!

ELB test (page one)!

ELB test (page one)!

S£EA: BEp0HSESE iR IP

1. fERMERAEIELAIR “HaRE” RE, BE ‘EFFMEAE , HEI=EE

RSBHIRSEIETIRR.
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SRS
L

P

& 5-59 EFiHIIATHEEA

=BEMRS LTS

CTsHEH SHRSETCRPC

asER
EETON
EER
B BeEE
BSmT Ba
D (Cemass ) a

BsmEE it tumE AERME | E

2. EREAHEMISIEFRR, PHAERSR, #AAERFBREELE.
5-60 EEHER

AR

(Cem=22 ) a amwsnm: o

ERARE | BE

aaaaaaa

Q  EEmEmD: Isopcebiest X

X | eBewRs

3. ERERFFERE, EREEATIIRIEXFER, IUEEEFIRBEXRAR

IPo

a. EFiRBEEAOELBELAIRT: BEFE “remote_addr” BIAZEFIRIEIP,
b. EFImEIIIERSHIDELBELAIRY: BEFE “http_x_forwarded_for”

FREYE— N IPHELEED A ZE FimEIP

AHTHIEPERESEXBEANATICE, SERERESEERICRATE

7 BERFHEESEERAT.

& 5-10 i HEF R

2% ik EYEiSEA
remote_addr: ZPiEIPHEE: PR, ICREFiRIPHIHFIE
remote_port Figic S,
http_x_forwarde | ELBIEiERLAHHAY ICFIERET HEERAYIP
d_for http_x_forwarded_for, F&/xig | tbhit, S—NIPibits
KETRIBIRSSEE - EFPiImIRIP,

5-61 EEX xR IP it

EErY

o ELBEANBEAE
o FELEINERIELBRE A FIRENE FikESTIP
o HEPEM=EIELBR A FIRENE FURESEIP

B | SOAREED)
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SRR
L 5 SRIEE

5.10 B\ T H=E ELB FXEEPimiE BEIEEE

R iz

SRS RATE TR LHBITELBIIIMZMARSSAY, FEELB LI TENAIERERT
IBAEFPIRRIS DR EFH IR T EE RS FH TINER TR A o

AMERBD NARWSER .. MEAEFIUSIERSZEEZRNFIISR, Bk
SR PAFTEIRISREFPIRAISHIER . BISTEELBRIEITEE EREIRRLIRINEF
InIEBHIRE S FHEERE A AR InIRSZ /AR P, TR EINERIRSS 2RSS
GIBRIERT, E15ERMRS TLEREUSRE FichhERE AR TERANZ 2z

#l o
(MARY::|
@ZI}Jﬁ‘éBEé;’EJ:é%EF', BEABXIEBEIIEHIGEIRNE, NREHEFERER, TLURRTHTH
Bo

HEETE
o COBEMZREIBA, HELBSHSEEIP, BMNRME, 55 IIITM=RIAR I
BERISBEIPVARRIIP .
o  EOIRNERLAHTTPSHMIE ARS8 ARS3EBARIRIN T ECSO1ER,
FEAEECSO1hERE T M AR -

o GIEMAECS, ECSSELIZRELBLAIBEFE—IVPC, BEZFMEEEFSER
EBIFRECS, ASLEHRLIECSEECentOSESFE S, F—EECS_clientBIEEF
InARIXBEK, B _EECS_server B{EEPERini ARG iRIRSEE -

o HELBESRZIFH:

- CULEBsE HEE=AIEBRISSLEBRSHSIEAMIESZ . HFGEE
MBS EERSWIRSIFES, FHEESNEELSSLIEH.,

- EEXLCAFPBHESHCAEBNHEASEEEFHAESZNCALEE., #
EREEAE IR SEERSWLCAIFRHSHIAE CAIEB RIS AR
15, #5152 NBWIFAECATISEFABCAILES.,

o FNAEFIHESIED: BEEATIERSEERSCIEHEEAECARE, &5e
LUBISFAB CARIBIABIE BHEERIE ik
- FABIERMHEERIREAclient.crt, FASBNEMEEBTRIZE Aclient.key,

- EHISAEIES
- THABIES
-  GERPRTEMNEILES

TE—: HERSEHNIPE ELB i=HE
EELBIRIOHTTPSYEIFEERT, EHEEREANER LEZNGELBIEFIS -

1. ENEMERBETIRTTHE.
2. EEMSHEERE “ERERE” .
3. BF QLR , RESHIBEEIRS5-11.

\
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ST

& 5-11 [RS[UEBSHRB

¥ il

IEFHEE BIEIEPRIEE, AIGEFRSH[IES .

IEBKIR RS BHIEPB IR X5 SSLIE R SRR SFIRM AV IS
MIERBBILES.
A3EFE “SSUERER LIREBEEARRIERS
BERS ELWSLAISSLIES

IEH EEIEEE HERELBIRHISANES .

IR TPUIHMHR—M=RFEEEL, EWINEEERSE

HE—NIZRRIEMEEE, IUINRRBRRRFEEE.
EEJI:I\ }EO

SNIFFi & (&

KBEESSLEBESERMEES

%) TR TFRRESNLIRAT, ESiaEE
HTTPSIB RISk RS RSN EB = AT .
ik RIS BRASE, JE0ETR,

4. BE ‘T, STRtlE.

B_: & CAEHE ELB iBHIE
FEELBIRINHTTPS A fr 28

BHEEREHNCAIEB LERIELBIEH S

1. BN GREBNETIRRIE.
2. HEEMSHERE “ERERE” .
3. BE “GIBIERT , RESHIEENR-12,

% 5-12 CAIFBSHIRB

24

ol

IEFHEE

BIEBIEPAYEE, ASGRFCAILES.

IEBAR

ISRCAIEBEIR,

IR

PUINEER—M=RFEEESH, tWIRES IEHEQ?E
ﬁi(é}EAE’JENJ?BzIﬁ NEHEE, URNBRNRERE
RETE,

IEBARAE

IEBARABTURAPEMIET

BE “EE” , HEEAMRICAERNMY, BREREN
NS 2R B ERHThRAS o

IEBASEAT:

i
4

AIIHZIEBAHEIRMER, JFBIEIR.
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LR
B S}

4. BE T, FoRElE.

\

L= GIiE HTTPS EIFFHEERIEFIFIEBEHIRER
. ENREREISESIRITE .
2. EEfRRMGEIOESIOIRIRIEY, B “RINEIReET o
3. ERDNEETES ﬁE, HITUTEE .
a. PR R “HTTPS”
b. EPECE:
i “SSLEEMTAIU” R CXNEIAIET o
i. 7ERSEFEPIEENPIEESE—P LERIELBIZFHI SRIIRSEHIES
iii. FECAIFBAIEERPIEFELSE _H HERIELBIEHIABICAILES.

5-62 A0 HTTPS IEPRHEc B aiAIE

TAIE, WAt REAERIFF AR RS E L), Rk s MBS EIAE.

v Q| emiEs =EES

RSB @
v Q  oEER BHEHIES
SNI @
FIESNIS, SHRIBEFHTTPSIE RIS S IISNEBSRAIAE. JISERIMAISNAEF, MRS SEHsemiAl

c.  PBEAMHTTPL=RER:

i BPERA ESERE (FiE) 7
i.  EBAERF MINHTTPLFER” 'FE’\J ‘EPIRIEREREER"

=y o

iii. AEFEBRIFELAZEGERRSZSH[IBEFRIERER, HBAESEX
[AJheadersk=FEZZ TR,

BMAFHCHINERNFE . HF. TUEHFRIZ%,

5-63 FREXE FIHIEBHIRER
HOHTTPAFE @
v BRIRBEER
v REMEEER

~ BRIREBSIRER

JBIdESX-Forwarded-Clienteert-subjectdnF BERANEF IHIE HIOFTE S S B ESX-Forwarded-Clientcert-issuerdnFEREE i BRI TE (RS
hi

ubjectdn

Bl EEX-Forwarded-Clientcert-fingerprint=-ERRTNES i FATH SIS t-clientverify > ERRRRES /i ORISR
this._is_fingerprint this

EITEEX-Forwarded-Clientcert- Inumber= i warded-Clientcert-ciphers ¥ R E P 2 (RIS EAS %

{ this.is_serialnumber

X Forvarded-Ofentcer-ond FEFRILSS AT 8L IR 1 ESX Forwarded.Clentcert =k pemiE- AR HIE 1
this_is_end this_is_pem

v LSRRI TR

4. BE ‘T2 BRERRSRRE , EhRSHRESHEE “EHAER" . &
EEZeIE5ThRIIRSS=RA, SREREE “T—: WARE .

5 MAEESHE, BE ‘B, SRHTTPSIHIFERRIeIEE,
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SRR
EfESLE 5 SRIEE

LTEN: ERimRSEPEENBRER
1. TiEEREIRIRSSEEECS server,
BUMRRSZSEESMHERD L, BAEESIEFRBIERRSESE.
. IBARIRS 2RI pythonkR AAEF python 3,
3. HEmRSEEH, FEBERTest,

mkdir Test

4. HTestBRT, #i@—serverpyXit, FHEAEHEPTEENRKRSITENL GRS
=EIRYBER .

a. FhgEserver.py3ft,

Vi server.py

b. IRIEHNRIEE.
BEEEITHIRESE

" server.pySUHRIZN

import http.server

import socketserver

import logging

from datetime import datetime

logging.basicConfig(
level=logging.INFO,
format='%(asctime)s - %(message)s',
handlers=[
logging.FileHandler(‘app.log', mode='a'),
logging.StreamHandler ()
1
)

class HeaderLoggerHTTPHandler(http.server.BaseHTTPRequestHandler):
def do_GET ((self):
self.log_headers()
self.send_response(200)
self.send_header('Content-type', 'text/plain')
self.end_headers()
self.wfile.write(b"Headers logged to app.log")

def log_headers(self):
headers = {k: v for k, v in self.headers.items()}
logging.info(f"{self.command} Request from {self.client_address[0]}")
for key, value in headers.items():
logging.info(f"Header: {key} = {value}")

if _name__=='_main_"
PORT =443
with socketserver.TCPServer(("", PORT), HeaderLoggerHTTPHandler) as httpd:
print(f"Server started at http://localhost:{PORT}")
print(f"Headers will be logged to app.log")
try:
httpd.serve_forever()
except KeyboardInterrupt:
print("\nServer stopped")

5. IZEsciE, BWA:wqfrfFserver.pyXf4,

6. iz{Tserverpyit.
python3 server.py

7. WEIANES-64M9[EE, FREimARSZERZEMII.
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SRR
L 5 SRIEE

LBR: NEFPimLoEmIRS

1. IEEEFREFIRECS_client,

2. BEEIEHETHERMHFAGIERclient.crtFIFASEX fclient.key EIEEZ
%o
HEEBELISZE HENHRI=IRSEE -

3. T:T:%iz imEd curlip SIEEE PRI P XA 5= FisiEBEXIHIFAE X4k IEE
ﬁﬁuﬁﬂﬁﬁ o
BFREFARREIcurlds S1¥E

- BFH#TNEIAEEERcurld$iEa .
curl -k --cert <certificate> --key <private.key> https://<Z\ | Pttt sl a5 >
--cert <certificate>: 1EEZFIRHNERH, FAFRAEFHIISHIANLE,
—-key <private.key>: IETESEFE-BHERIRAORAAN M, BT SERisiE
BECEFERTAIAIL,
https://<2R P EIHE > IEEEFPiRSEihRN Bttt

AL A ZERN EALEERRSS:

curl -k --cert ./client.crt --key ./client.key https://ELBRYEIPtiilE

\

& 5-65 @Y curl SSipIEERIRS
FOOT@ECS - FA - CUrl -k --cert L Aclient.ort ——key L /client.key https:ss
i

TEN: RIERSRRNEIEZFPIHIEREREER
1. IEEBEFEFIRECS_server,
2. #FEiERIRSITEIAheaderskEJLABEIE FimiEBHEXAIER

5-66 JGilEARSS imiRENE &= FIRIEBEE

0=Mydre,L=Hang

RTIFICATE---
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SRR
L 5 SRIEE

HBRIHE

o ECEMMHTTPLFER

5.11 BEZ =R ELB PUEEIRFEECINV S Tk

R FRim=
WMRIER N EIRIRS = ERCE R B H TR SHERFEBIREIRRS=T, %
[EimbkSS SR EEMANERBEEAS AP, SEEFIRERBAEAEXEFiRR
FER. XABERS RIS KIATE T E&E B RIEIRAVTE o
ERILAGE RS = BLEL BROSEIR /£ THTNRE . SREPRIEIRARSSSREZRICERER, &/5lk
RSSRAMBERBE—ERBAIEE S, FATEREEEMMFEE, Nk
PSS FIRR T o

HEETE
o CERIEM=RIELBLA], BINREESEWNTIMZRIREFIIERE,
o BIEMBECS, ECSSERIZBAIELBELAIEFR—IVPC, BZFMREIFSER
TEMMSEECS,
AREEEFHZLAECSZECentOSEFH 9, —EECS_client BfEEFimAIXIER, &
PigESIEIERES T, —&ECS_server A{EIPE Gt B iEIRSS L,

SH—: IERRIRSAREHTEEREE
AR5 R SR T SRR S AR IR AR S5 SRR PR BT R AT IE 308
BN R IRSS BT IR T .

FRiniRSS=RIIFRRE, BERNEA LA “CIEERRSRE" K.
FeBRinnEckls, XESHIFHBIBESNERS-3, HREEFRISEOMERIT.

% 5-13 BcERin D ECRIES £ R

2% ]l 158H

ZFR server_group | BIEERIEIRIRSESENIZIR.

ﬁjﬁi’ﬂ?ﬁi% m=a A{ERZEIRIRSS AN R @ SLAIZEE

it}

FRERHI | XEEH (FRIZEIRIRSS s AR A I ESLA

s g XBEE" 5, HRECREMIIR
=t SIS N

[Rim Y TCP Binz= k5525 B SR HEAIMEZ RS AN
ARSLEE TS ZRIBIETCPIMNY o

HECHRIEE | IBESIEEE | ALRHRIEFMUSITEL.

gg
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SRR

BIELE 5 SRINAE
2% =l 15488
FEIR 5 A= WNEREiREMYATCP/UDP/QUICHMYAT, ZRIA
FEER I8

FEIEETHINREE, RHIIERSIEEBER
EiR=BRSS SRE B R RO BRI G ER
SR|AEHANER, FRISUAEEELERTHE

BB IEE &R
ZERESHET | 30 GEISER SRRk SRV A EEEERE
& (%) iﬁEﬂI‘Eﬂ NIESEH, BEEREHIEEEER
BT

AELHEHEIZE N30,

4. BEF “T—27 , FIEHRSEHEERERS,

5. B “HFINEIRSET , SRIESEIERIFAIECS serversLf], EARGIFIFER
I\, SER=IRS SRR

6. ARREEEE, HREERESHRIFRA.

7. BEH 27,

8. AECELRRE, BE “IRIGIE” .

LB el TCP KIS HECE R inARSS 234
AL S RIUTCPISIT R Il TEER .
L AR B EIETE.
2. EEFEEREIEIONRES, BE RIILRE .

TENINUSOFEETRm, PMYERENERR “TCP” , WSIMimOEE “80” , HRAER
FFEOA

4. BE ‘T2 BRERROERE , BRERRRSHRE.
BF “FHER" , ARELRE— ELRIRRS[RAHABEREHEPEIEN
[EimARSSRE4E .

5 BE “T—%: WARE” , WIASTHRE, TRTCPEITEAILE.

TER=. EEinikSEPEEZENA
1. REEREIRIRSSESECS server,

B RIRSRESMERLIE, BREESIERBE=RSESE.
2. TEEmRSSEEF, FEHERTest,

mkdir Test

3. fETestBRT, #E—serverpyXh, FEAEHPIHEBNHERTHRS, =
WITENBRSS i ST FiRANERRS .

a. FhiEserverpyif,

python server.py
b. IRIFEHNRIEERI .
BEFEEENTLIRESE

= serverpyM{4HIA, BiNimOBCE 80,

\
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S AEE
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import socket
import threading
def handle_client(client_socket, addr):
print(f"[+] Connection request from {addr}")
try:
while True:
data = client_socket.recv(1024).decode()
if not data:
break
print(f"[{addr}] Received: {data}")
client_socket.send(f"ACK: {data}".encode())
except ConnectionResetError:
print(f"[-] {addr} Connection interrupted")
finally:
client_socket.close()
print(f"[-] {addr} Connection closed")
def start_server():
server = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
server.bind(('0.0.0.0', 80))
server.listen(5)
print("[*] Server started, waiting to be connected...")
while True:
client_sock, addr = server.accept()
client_thread = threading.Thread(target=handle_client, args=(client_sock, addr))
client_thread.start()
if _name__ =="__main__
start_server()

4. IZREscHE, WIA:wqiR{Fserverpyit,

5. 1&fzserverpyNXi4.,
python server.py

6. WEIGNES-67MEIR, FREiRARSSEBZEMI.

& 5-67 [FinRZ BRI

~1#python server.py
[*] Server started, waiting to be connected...

STEI: EERighIsENA
1. mIEEFEERFIRECS_client,
2. EEFiniRSRTD, FEEZRTest_client,

mkdir Test_client

3. fETest_clientBRE T, #HiiE— python_client.py3f4, FEEESIPEN AR
5, BWIEEFiImSIRSIRINERIRZ.

a. ¥EEpython_client.py3Z{4,
vi python_client.py

b. IRIEBHANIRIER .
BHREENTHICESE

= python_client.pyS4BIA, EiAimOBCE /980,

import socket

import time

import threading

def client_loop():

try:
s = socket.socket(socket. AF_INET, socket. SOCK_STREAM)
s.connect((' <your_elb_ip>, 80)) # <your_elb_ip>, E¥J9iEelbIEFRAIFARIIPHENE
print("[+] Connected to the server")
while True:
try:
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s.send("keep alive".encode())
response = s.recv(1024).decode()
print(f"[Status] {time.ctime()}: Response received -> {response}")
time.sleep(1)
except (ConnectionResetError, ConnectionAbortedError):
print("[-] Connection to server interrupted")
break
except Exception as e:
print(f"[Error] Connection failed: {e}")
finally:
s.close()
if _name__ =="__main__
client_thread = threading.Thread(target=client_loop)
client_thread.start()
client_thread.join()

1ZEsciE, HWIA:wqfriFEclient.py> {4,

5. i=fTclient.pyS{4,
python client.py

6. WERIWNES5-68HMEE, EFinfIENHATEMIERNS, RRERRSEPZENRI .

5-68 %Pﬁﬁ”ﬁ?ﬁbﬁﬁlﬂ

Fri A :5 5: Response
Fri A ) Res pnn :
Frl A ] 2 ]

Fri A

Fri A

Fri : :
Fri 8 Response recelved -»

7. BERIRIRSFRECS server, FinfRSIRSUEINES-69IEIE, TENHEER
lﬁ'ﬁE’J $}§'{klu\o

5-69 RiniRSSEEINEIE FimiEK

#python server.py
[*] Server started, waiting to be connected.
[+] Connection request from (' :
1 Received: keep alive
Recelved: keep aliwve
Rec : keep alive

Received: keep alive

|
|
] Received: keep alive
|
1 Received: keep alive

SBA: BIRRIRIRSSEEHICRIEIRTE
AR IR R IR ARSS SR R BIS LR B4 o

[RimARSS254E5ZRRMHE .
EEiniRS2REYIRNH, REEERREHIRSSENEIRIRSZZEZIR,
s “EiniRSEE” RE, ®ETH ‘TRSR 1L,
AEFEBIRIRS S, RERSRIIRLAR “BR”
ERREIRIRSSEAINEEFREE ‘27
IER TN ainbRSIRE#HBIRAATE, HATEFiRFTEDAYZ)/909:52:33,

o A wN =
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st AEIYE
L

LRI WIRERFHINEE

1.

WMERAEFERIEHATEIAN, M= FimtliRSSimAIFTENZESR o

;F'Jﬁﬁﬂlﬁli i T EN SRS AN E5-70FE5-71, FRME EIIRIFIKE

& 5-70 = Fimf TEHERIRE

[ ~J#python cllent Py
[+] Innnected to th

received

[Stat
[5tat
[5tat
[Stat
[Stat
[Stat
[Stat
[Stat
[Stat
[Stat
[Stat
[stat
[stat
[5tat
[5tat
[Stat
[Stat
[Stat

M MM @ MM MMM MMDMDMIMDOIDDIMDIMD MDD DD D

5-71 E%%;TED jgt’{klu\

~l#python server.py

[*] Server started, walting to be connected...
[+] Connection reques it from (°

[ )1 Rece1ued: keep a
[[' )1 ed: keep
[(* )] Received: keep
[ )1 Rece : keep
[( }1 Rece : keep
[ )1 Rece : keep
[(* )1 Received: keep
[(' )1 Received: keep
[( 11 Rece : keep
[ )1 Rece : keep
[( }1 Recelved: keep
[ )1 Rece : keep
[ )1 Rece : keep
[ )1 Rece : keep
[(' )1 Received: keep
[{ }1 Received: keep
[ )1 Rece : keep
[( )1 Rece : keep
[ )1 Rece : keep
[( 11 Rece : keep
[ )1 Rece : keep
[( )] Rece : keep
[(' )1 Received: keep a
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2. FHHOREHNE30RE, MEEFPIRFIRSHIVTENER .

ZRiIRFIRS RS BIFTENE aNE5-72F08]5-730E R , FRABIEIR AT a4k
&, BERiESEIRIRSEZIERNEETT. RIBES-728 ~EZAREN
09:53:03, 5B}EiHIRSS2EAT1E)09:52:33(8)f8 /iR B AYZEIR T H5ATa130%) .

Bl 5-72 ZFunt T EMERERTT

[Status
[Status
[Status

1 Fri Aug
1 Fri Aug
1 Fri Aug
[Status] Fri Aug
[Status] Fri Aug
[Status] Fri Aug
[Status] Fri Aug
[Status] Fri Aug
[Status] Fri Aug
[Status] Fri Aug
[-1 Connection to s interrupted

£O 00 00 00 00 00 00 00 00 00

=] 5-73 IRS328imTT EDIEEHTFF

ved: aliw
Received: keep aliw
Received: keep aliv
Received: keep aliv
Received: keep aliv
Received: keep aliv
Receilved: keep aliv
Received: keep aliw
Received: keep aliv
Received: keep aliv
Received: keep aliw
Received: keep aliv
Received: keep alive
) Connection interrupted
) Connection closed

5.12 i@ TH=R ELB 92w OIS 15 UDP X845 &
Nz =

L VI IR I I S T I - I

EERAEFin R XUDPEIRRHITEEN, MREEGRK, JRESHKIPESR. 5

XL FHEIEEEIZELBRY, HTFUDPMIRREASIFABS E, FEikIRSEEEEW
FERBIIDRIRY, SEHORE. EXXMER, IMUREREIEEEE RIS

IinARSSERIEN, BRINDRERIRE? PLHEMASRM T MR SR, BIIAEELB
ALIROKNT, #HRUDPS R IR REBEES IR —aERIRSSREHITIERE

H, NMmBERIpaRE.

AR IP DK

IP5>F (IP Fragmentation ) MEZBEHHETIBEAKIBREERAI—TPRAR ., SEE
BHA/INBIT LSRR AEmETT (MTU ) BY, BBHESESHAIZIHESEEIAEIES
DEIRZIRINIEE (95 ) , LMEEMNS L&, BRKEIXESRE, &
#¢B%E ( Reassembly ) iR ARIGEIES .
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SRR
L 5 SRIEE

HRSRH

o SRIELB{NSZIFASEIPS HAUE R, EAIFMIRS inAIERIIP H#RSEHE

EFif.
e ELB{RIBUDPH HIRXFHHERIRIPHELLIS S FIRX G A ZIBRENEIRIRSE, &
iARSSFRARI D ECRIRREIBIAER “RIPEE" -
HEETIE
o CEEIEM=EEIBLA, BARIFESEWIMFRI ARG,
o BIEMAECS, ECSE5ERIZRIELBLAIEFE—IVPC, ESIFMREFSEH

TE M IEECS
—HECS_clientBfEEFin&iXia3K, 5—HECS_server A{EEREUDPEimMN FEAR
EHEIRIRSEE .

ST B—: 6 UDP &I E 1~65535 ix &0
1. BABMEREIESIETE.
2. fEMMREISEEIERE, REEERINEIFENREIEER.

3. {#E “ISIREE” TR, B “IRINMAIREE” , BLEUDPMIFEEFHELE1~65535
ORISR,

- Wm0 SiwOE.
- HefRIwO: 1, £5RimM: 65535,

5-74 750 UDP W5Ire8FHiRE 1~65535 inRIEim O Y07

FESHEISSEIREETRSyAEE. IEEMEEETCP. UDP. TLS: tESITESEEHTTP. HTTPS. QUIC

TCP m LS HTTP HTTPS auic
SRR TCPHIUDP AT B STS

listener_UDP_1-65535

IPv4NPVBItHEEtE (D)

@]
FRE, Asi—aRsERErRRRES R A B RES
wEEH @
@ FEsEPER =88 XL

4. HARERERA, 8F “T—2: RERRSERE .

SE”: SEETR IP EENEIRIRSS A
1. EEREBERSERIERE, ©E CHR” BRRSSE.
2. HEFIEEEER RIPHXT , TR ‘RRORE" . HRERBRSHA
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SRR
L 5 SRIEE

5-75 & UDP MY AVEimiRSS=54H
AL Efmia s AR
EEEsse
SO EHEE

=2

Basmsn
Baxm v | ®

aILIFENIPHEGE, RS e nRiRR SR

ERET

e

L s

3. BE ‘% BMINERRSE" , SINESTIERELBIEAIECS serverfEr
[EimARSS =8 o
4. BE ‘T2 WAEER , WALRE, BE B .

= ISIF UDP KEIEMEX
1. EREREREIRRSSESECS server,
WM RRSZEESMERG L, BEAESIEFTRURRSESE.
2. HrREIRIRSEETR, FEBRTest,

mkdir Test
3. TETestHFET, #iE—1send.py, AFEELBAIXUDPAE D FIRX .
a. #frEsend.py3if,

python send.py
b. IZIFEHNRIERET .
BEEEATORESE
" send.pyX{FHIA, FFMEELBRIXUDPABD IR,

import socket
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SRR
L 5 SRIEE

target_ip = "192.168.1.100" # 35 B+RIPJIELBRIRIIMRSZHIIP
target_port = 12345 # 18E Bfrin O 9ELBRYEE iR O

udp_data = b"A" * 2000 # ¥EFBIIMTURIUDPEIE, ©22000 /AR —#H %R

sock = socket.socket(socket.AF_INET, socket.SOCK_DRGAM) # Gl AT UDP&E{=HIScoket
PUE

socc.sendto(udp.data, (target_ip,target_port)) # &iXUDPIRX
print(f"Sent UDP packet, length={len(udp_data)}bytes") #}TENHA&IXAIUDPIRIISRE

sock.close()

. ¥ZEsciE, BAwqfRfFsend.py3iF,
5. izfrsend.pyff,
python send.py
6. EE%I}E%‘EST%)RT, BiniRSZ 2 SIZIEI2000MNAZERF, BNBBUDPS HiRSUIE
M| AV
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s REIYE
S 6 AR RIS

6 HBARR

6.1 @Y ELB RIS H4E & RERSCINFT | BRASN AFE iz
R FRiz=

oR

MEABWSKE, FERMRANBERBRANRA, (ERASRIERREETLISH
|BRRASR R R ANRFEBITE . IR N RFIFhRA N AR EPE MR,
IL—EBD RFERIBIRANAE, —#5 BRERFRANRAR, AERIERFERRE
i, EBRAETIRANE, BEGIE RIS EMRANA .

AU
EEIET6AECS, SEMIBMRAL SRR S S BHEE3aRSH L.
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SR

L

6 HE RIS

BFERAE

6-1 BIFRIEE

FHE

EETE —

e -
enzansns B

HEEARESHESIALE
HSERE, AMTEEREFREE.

EELBES| &R EeIBELE-Test , TEHEFRM
HTTPLEEWTER, HTESREESRE.

SRS EESEEServer Group-Test01#]
Server_Group-Test02, FHMEESFEIECS.

ETHTTPiERAEEEN EFHTTPiEFE ST ETSRTESnTET
IRk AT REE, |BREEN AT TE. |BRE R B iE.
SRR RN [0 E ]
(HTTPiRG %) (HTTPiERL)
HT &R T
% 6-1 ZFRHL
HRBR HiRER iAA
ELB-Test JH=ZHUELB ME=AE B IFa Rt RS, FLFEoIE

JH=HIYELBSLH

Server_Group- [EimiRSS2E4H FBTFEEEE T BRI SSZHIECS,

Test01

Server_Group- [ainiRSS=54H BFEEEE TR SSEIECS,

Test02

ECSO1 B RIRSS 2 TEEE TIBMRANSS, NINE
Server_Group-Test01,

ECS02 MR IRSSEE FEEETIBRASS, wNE
Server_Group-Test01,

ECS03 SR ARSS RS LEEBETIBMRASS, wNE
Server_Group-Test01,

ECS04 MRS S FEEPE THRASS, wNE
Server_Group-Test02,

ECS05 SR ARSSEE T EERE THEMRAWSS, wINE

Server_Group-Test02,
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SRR

oA E N33 6 HR R
RIFZR RRER 1588
ECS06 SRR ARSS 2R EEERE 7RSS, HINE
Server_Group-Test02,

(AR

KEELKS, MERELBFIECSIHER—VPCH ,, ELFRMAS, INREAIECSFIELBAIER—
VPQC;P, ALAEARRVPCGHRIIECSEELBRRiniRS2REF, MBS EEmTIPEE FigIhaeam
BRS388=ELB,

LE—: I HTTP I H B S RIE AR
1. HENBMEREIYESIRRME.
BEA LA “WLERENE”
IRIE&R6-1 QIR E R GA EIIEELB-Test, RIBEBIRBRXSH.
- SEfIHIAESREY: =R
-  Z¥R: ELB-Test
- HithsHIRBRFEERE, FIEIEM=RRE%EESE.
. JR=BUELBEUEERYINGG, TEELB-TestdRiRANHTTPYGINES . I INARINMEIRES o
5. HTTPIEIRREIZMNING, FESRERE . FUSREEEREE.

TR SRS IRIRSSEBAHFINEIHRIRSSEE
1. BN REIIESIRNE.
FEENSH=, 1T “ BEREI9E > FikiRSSeE4H” .
£ ‘IEimirsSesE” RE, REREA LA “CIREmIRSSeSE" Kkl
-  AFR: Server_Group-Test01
Frigtadidfes: IEXEXSHAELB-Test
- SR HTTP
- HittsHiREFERE.
2ELESBMIEIRIRSS2E4HServer_Group-Test02,

5. BEEiRIRSSEREServer_Group-Test0153%R, FRINECSO1. ECS02. ECS03ZE
Server_Group-Test01,

6. EFEiHRIRSSEEHServer_Group-Test02Z#R, ARANECS04. ECSO5. ECS06ZE
Server_Group-Test02,

EF HTTP i5KI5 =L M#T I BhRARN BB

BISEER AN “HTTPIERITE” HISRERRE, SCIEREEFiRIIGETH]
DELETEISRIEAEIHRAMNA L, BRBEFIRAIPOSTHIPUTISREE & = HThRANM
ALt. LUtMARziT—REEE, WAFIREANALORE, BERaEiERELR]
HREFTR AN o
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SRR

S 6 HA RIS

6-2 ETF HTTP i&RJ7 &L BAR AR B &
=R

GET. DELETE.
POST. PUTIER

ELB
GET. DELETES® “_POST. PUTIER
// g \\x\
pral a

@©Oee e
ECS01 ECS02 ECS03 ECS04 ECS05 ECS06

e Rt REA02

(51777 31z FhRAsRe e

. B ERCEAVRZ R RATIIEELB-Test B R,
2. E ‘IR T, BEOAGIEHTTPEITREER.
3. UIMERILN “HRARKRE WA, BE RINERERE .

HAZEIBRANA: TSRS ERE “HTTPIERGE” , &% “GET” #1
“DELETE” , mhf{Ei%R “#AZEEmIRSSEE" , BiniRSEAIEZR
“Server_Group-Test01” ,

6-3 EF HTTP IBRITIERBEIDIBERER EIBIRANA L

wmig  BE E

X
TP v & o -
% | e k-

© e

4. BE ‘RE .
5 SZFUULLERERN—NEERE, SSISERERERRANA L

HEREMIRARA: T TRIIRPIEE ‘HTTPEKRGE” , &R “PUT”
“POST” , ThEIEIR “BAZEFIRIRSZEEA" , FikiRZEE kR
“Server_Group-Test02” ,
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SRR

S 6 HA RIS

6-4 EF HTTP 5K B E2EE DB REAEFIRANE L

Brize omaEm MR 6

=)

ETF HTTP 53R BRASN A ETE

RNENRAD APENFNMES, BIEELANNA “HTTPIERL” NERE
KREE, SCHPRBRBZEPiRISEMIERER EIBRSNA L, BREZFIRIIPIE
RIEAZFIRBMNAL . LA S T —RIYEE, WAFRANAEERE, B
BIERREIRERANA .

6-5 EF HTTP iERLCHHIBR AN B8 E
EFig

rRsriEsREL: Accept-Language: zh-gn.
Ewis®il: Accept-Language: en-us

- ~.
.4"”
EriERaL /,,,» ~

) ShrERAL:
Accept-Language: en-us _~ h

“m\f\ccept—Language: zh-cn

) @) @

o) @) &

ECSO01 ECS02 ECS03 ECS04 ECS05 ECS06
[EiRAREE522H01 [EiRRREER2E02
& 777 3173 ISRz
1. B A= G IIEELB-TestBFR,
2. iPiE USRS WME, B LIACIEAIHTTPIEIFZRRFR,
3. URELGLM ‘AR THE, B RIEEAERE
HAZIHRARA: ETRIERPIEE “HTTPiERL” , #2 “Accept-

Language” , {BR “en-us” , SEIER “BAERIRRSSRE" , BiniRSE
£Hi%1R “Server_Group-Test01”
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SRR
L 6 HE RIS

& 6-6 BT HTTP iERIBEDIBERELREIBIRASNA L

s

© FanEEAR

4 EE CRE
5. SEULSEERI— SRR, SHSBREEETRALAL.,

BAREMRANMA: ETRIIRPIEE “HTTPiERL” , #2 “Accept-
Language” , R “zh-cn” , EEERE “BAEGIRIRSZAE" , BiniRSE
2RIk “Server_Group-Test02” .

6-7 EF HTTP IBRLBEDIBRELKEFMRANAB L

[ Accopitanguane

ETEOF RS BRA RY BT

NERINARESERENXE?, BEEEEREAMNA “ERFHFE" AISRELRR
B, SCHDRE Pinxd i1 WEANEREAEIBRFNA L, =i Xig2irsssd
ISREREFRANA L, LU ST —RIEE, WARRANRALEEE,
BB IEREMHRETMRANA
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SRR

EIESCHE 6 L RRRE
6-8 ETEIFRFSE LI BR AN EFETE
= Fig
HEEEEERER: region=region01
FEE2A IS EHER: region=region(2
ELB
WREQLER S TN iRERelS RS
R: region=region01_~~ x\;\g\z: region=region02
7 S~
G OO
ECSO01 ECS02 ECS03 ECS04 ECS05 ECS06
EiEiREaEE0 EiEREaEH02
|BREA=RizFH kAR
(RERIY::|
o MERIAIIYERETIFEXE . BARVPCGHRINGIRIRSE.
o ZHEZTENFRREERSEBXIFNMXIT2, AEBFERMZ=EELBIEVPCEIRINEE
B XIFFIX 2P RIRSS 2849 IR INEELBRY G iR R SS 224001 F1/5ikARS3 2802,
B FASIEAM =R R EIIEELB-TestBFR
£ ‘SRS K, B bARCIEAIHTTPIEIFZERFR,
tIRZEAINY “HEAREE” TUE, B “HIEARE o
HEZEIRREANA: T FRAIERPEERE ‘EaFAER" , #2 “region” , BERE
“region01” , EEIEIR “BAERIRIRSRAE" , BiniRSEAHEEF
“Server_Group-Test01” ,
6-9 EFE0FHFEREIPEKREAZEIBIRAN A
MAgRRAS 01 (2025-11-21) IRIERE © LATITERAGIRAT 152




SRR
L 6 HAR RIS

. BERET
5. SZUULLERBRN—MELRRE, LISERELREFRANAEL.

HEEMRANA: T TFRSIERPIEERE ‘EaF/AH" , #2 “region” , ER
“region02” , EIEIEIR “BAERIRIRSRAE" , EiniRSEAEEF
“Server_Group-Test02” ,

6-10 ETERNFAFHRGHDIBRELKENMANAE £

6.2 e EARINRA R EIRRRIE & RISSCINB R &

R FRizm=

IMZ AR AFIIE T IFEETHRBRBEIEINE PimsRGHt S BRI RERE

infRs3ERE L, LASEHEN. 1. BECERIRED KINEE.

o HIRSSEMY: ERIRSIEED, FinRSES MEZAIFIRSEY, 81FRS
HEEARRIERRSSE L, XYIMEBR—MIZHITIRSS . BEETIRZAIE
EREE, BPImREREAEHD BRI IEX NV 52 ER EiRARSS R L

o REAM/ABMI: ESWRAET, k. WAL IMEAsERPEER S
MMEFERARERRE . BIEERREZFARREEARE, BREEHEAZIE
MRRIEmARSS 2R Lo

o EBESE: ARHAMME—SMERTRIGE T, INTHAIERS, RAIX
—%Jﬁj\i;’%jlﬁﬁt{bfiﬁ?‘—i;’?ﬁ%ﬁ@o IEIRMFERERIIZEERE, SRIFEOEA
HEHiERE.

E TR EIE A RIETE

IMZREL BTSRRI R RIS, SFRETER SR EHFHEREE KRNFE LR
5, EFERFEDRIS, BEEESEREIR,

BT B3R RMUFENERE-2, BSEAMNIFEESERRELRIERIE
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SRR

EIESCHE 6 L RRRE
K 6-2 I ZFNIRFAVEE AN IR
&N R
o o [LECIHAA
A ARIRE, TUAFHIIRINZS MES . 2SR
NFEFBAR, PONFEFBEABIINES, HASEKER
BERBIT100MNEF
o LEZHT
- fEIRCECAIBECRTIUED: RN FE . HFNFHGRE
FF.-2=~_+\M1$&| () [14HRL, SZIFES (*) FI¥AES
EEJ ?) ENBEHER . AISLLTFFELINER, A28
\HZI‘O
- IEMPCES: HEEREXFER . MEMUF®RER.-2=~_+\\*
$&| () [14ER%
B2 o [LECIHAR
AR RBIRE, TR R, BEREXFE
« HFMFSHRER_~ @ -%#$.5+2,=\/ O [1{}4ER%, KE
SEER1~12810FR
o ECHL
- EE@EEE! BRI FRIIZERETE—, ReeH/F
- BUZRILES: 1EKAVRIZRILECE IR EREAIFL, REEH/
F%O
- IENPCES: 15KAVIRERFIZER IR IENZFRIA I IUED .
SCRE T 2594
HEHFEREET —MEBZXIMEMZHELIIHIRS, BIREET(EHEEAYEE
. BEENGEEESw eiRIERAIIEEE D, e EsRYEE D rIseSEERTiEA

BAKEER, SHRERE, HrrEXEHEINRINE. URABERSE—1E
infRs5eRH LEE, TRESHERFEDEAY, EEE aSIERZINERAFRING
3. TEHRERFIDREMEN, RER0EHEE, TERIERSREET.

ZEB R AR LR B IR = BIEL BSLAIRCEARREIEIR A RREAVE A RIESLIE
ISERNSRED R, WERENMIRSHEESIIRILET. TE6-11, iEiZ/live
KAk R EEEIRSSRAERIRIRSEREA, MREERSREEBINHRERE

Ao B¥1Z/promotionfIiERE A EFIRARSSRREB, MULITERRIAREIDNEZIDF

R

6-11 ELB SLAIEcBR RSB RBEIISHEATEE

EiRARSSEREA

https://www.example.com & JE—
; e

EPi ELB .
RimARSSREEB
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SRR
L 6 AR

HRSRH

o {SUME=ERIELBEIHTTP/HTTPS/QUICKAIRSE S iEfe BRIt & HIE
o EBENBIFERZSIFAEE100RE AR, BIEEAVE A RIEARER .

o SRIERERE: —MEKMUSISSIMERFRYS, —FERRBRSXIF101ME
Ko

EEILE

o BUEIN=EUEIBSLH, BELBEEBEEIP, BE{NEE, 155 MWL Ih=RIM 1928
FN4BEIPVALNRIP

o CUEF MNLERAHTTPIHNIEIHIRSRA, FinRSEEANSIHRSEA
BB IN T ECSO1FIECS023Lf, FHEAHEAPIE T RARS .
BFEBEEARRBIECSO1EERS
- yum install -y nginx
- systemctl start nginx.service
- cd /usr/share/nginx/html/

- echo "Hello World ! This is live." > index.html
BHEEEARFIECSO2HIERS

- yum install -y nginx

- systemctl start nginx.service

- cd /usr/share/nginx/html/

- echo "Hello World ! This is promotion." > index.html

o EMBEAHTHAER. BIMRE, BSUEMES . RIETHICPESE, AT
FEAEZwww.example.com,

SB—: FEERERRE

HE NG SRS T

M REIIETIRTE, SEBERIERRINAEIEESR.
IR E, BREIRRITEST.

RIS “EAER” THE, 8F ‘FRSRIERER" .

BE “HHA”

TER”: RiESREAERE

1. BENEMRENESIRTHE.

2. TESRMREISEYIRNE, BPEREMIGEARIEINATIEREER,

3. E;%M%”Aﬁ,@ﬂﬂﬁﬁﬂ?ﬁﬁﬁﬁkﬂ,EA%W%W“%E%%”
%,
-  EBEWRBIERAETE BT 5, BE RIN/REERAREE .
-  BPEBERBITSRNEIR, FgE ‘AR RE,

4. BB “IRINEEARSRRRT 1RH, BiEEARES.
%5 MASBTFALES RS,
BRIZ: HEENliveld, EBAFIEIRIRSSEHA; B Ipromotiondt, #E&ZEIE
imARS5 25488 .

\

ok N =

\
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SRR
L 6 HE RIS

5 EcE5Ak, BE “REF7

< ERTINE | ABIIELHI mIE

ExER R s e

( memn ) (
C bR L

e 1 £ wEmEsnE- O ETF

ne @ #RE O

e FERILAREERTILAS www example com HEERRRSEE  sever_goup-ive W=
HE R live

R 2 £ wemmen- © 55

nE @ #iE ®

e ERLEREERIE www example com HEEEHERSSEE  server_group-promotion wE
#E  FERILE fpromotion

LE=" EEBFENR

BRI INASERNCREMNT, R ETZIELBRI ML, (F15ZFimILAE
TR IBIEELB

AR ADSERubig & S EIPvAIItAIECE A, EESXTARBICRERNREES,
IESE RN UGIE 2 AT -

HENTRETIRSEHIS .

2. HEEMRPRSAU=, 1B “2miEgE” .
BN FIRTIE

3. HEFRINCRENAMEZRET, BERFIIN "SR .
. BE NINCRE” , @A “FINcCRE” A,
5. IREICRESH, W=6-3FR.

T 6-3 A EBUCRESHIRA
2% ANl 15488

ICREE | A-BiERIE | 1ICRERISEE, KLEHA - BiEFiEmiPvait
[@IPvatttht | ik,

FHIEE | www I3 2RI

HRIRER | 2NENA FRMTRYZ IR L BYFI T DNSHR S Se e AR TS AT, 1R
EIBNENORR, REIXINAIIRSSSSIPHBLL
ZINEA “EMELN”

SMBIA: BOAZKIEER, JRBIEROERRE
BTSN, RASIREIBHUABITER.
TTL(#) 300 RHTICREARDNSIRSS RV EFRTE, LA E
ViR

ANSER{FEFERIAE300%) .

ICRE 192.168.12. | iHZXIRAYIPvALBHE, ZARSCEAELB4PERIZEML
2 w1 PitBE
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SRR

SESTH 6 GE RS
2% o i8R
%ﬁﬁﬁ - mET g v, BFRENSREE XY, 88
(7% ) CRENRSTINEHRITFESTIER, AR
BRARE.
$$ “ E I'_E ”» o

RE] “BRHTICR” WM.

NseRkfE, ERILIEEINAYCREIIRPEECHINAIICRE . JicRE
FRERTA “IEE” B, RNCRERINL.

LRI LSRAGIIE

{EAXI S EgAEhttp://<igdE>/<E&1Z>/, WIEELBRIERIEE RN EBFEANERIEREIXS
MRS ImRARSS 2 o

1. Bttt http://www.example.com/live/, WZIENE6-12FFRIEN .

6-12 ZFIRIERIFIAIERE live

« =2 C Jivef

oo
oo

Hello World ! This is live.

2. pigiteit http://www.example.com/promotion/, WZI%NE6-13FF7RITN .

6-13 EPimisKiAIEEE{E promotion

&« c /promotion/

oo
oo

Hello World ! This is promotion.

P
o EUELBIERIL A RIS HMRA N g iR
o BIELBSHTTPIEREERZEHTTPS
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oM PR I
=IELEK 7 ELB 5=[FE4N A

ELB S=IREMNF

ELBRTLMEN =B85 | ZCCERENOMNREITESE, BIELBIRAZFHIIRSEXKFF
35 Z|CCERIPOD/AB8EH .

CCEFR{EFEELBRUZSRANT :

1. CCERJservice EE(FFIELBAJASE ( TCP/UDPIRITES ) fENAHISE, 3T
FB7ER(HTTP/HTTPSImlras ) 10N, ER—LL7RINGE, IMEBER. 7
EinREE. 7TEFERCESHEERE.

2. CCERYELB ingress {EFIELBAY7E ( HTTP/HTTPSHAIFEE), ZHFESNAESHKI
B8, W7RIRE, EBEHZ. TEREAE, TEFSHISIEETR.

CCEEARXAERMERENFBNLEEN, RERENRFIRTAR, SSELBALISSIIAIAR
SHEUR. REAHSFZSMHRENSTRHR.

CCE &SRB AR EZERIBR S5 XFIMRSLISIE]

faE191% ( LoadBalancer ) Z£EIRYPRSEZENodePortfOER _EiFIN T IbERaEIYESE,
BILUBIT S R 2191 (ELB ) BSIMNDREMERENAIS NPodiftiTH %, SNodePort
EARBLLIEM T SRR, ServiceaBmHE—MMNRIPHELE, RIFEPimBEID
ZIPIBIEIRSS » iZZEBBRS AMNSIFEOSHERIEIE ((EiE ) RIETCPFIUDPR
2, e BREFLE (MAE) , IFHTTPAHTTPSRENETE,

A= HIRHNABERY, EEFERE— M REB S TFEEOIIMERIAL, sJLUE
BaEYEERARSS . AINNEFIMEPFMNEEANIG DN AHRSS, XLRSZFE
SREINEEREBHRIFES UMY, WNWebFHFIAPIIRSSE . SEtIEERIRSHYAIT
B A ME M RIS EIRS U A BRI AR, FIi
“10.117.117.117:80” .
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S PR I
=IELEK 7 ELB 5=[FE4MN A

7-1 725191 ( LoadBalancer)

| VPC
‘ EeE =
@. SEERAENO
\C>mmae
CCEfERY - -
{ 580 (Nodeport) + Fsiw0 (Nodeport)
L L | BRI, B P2 g GWTERLRO, EEEm
eEp | \\."' eESEp
N x
h) J EmwO 3 i FamwO L
RO | | RIFIE RIS

REFERBERHIIERENRS, BFEEURAHIIEERENIRS .

EiTiFRE ( Annotations ) BEEREHIENSRINGE
Bl#ELoadBalancerssBURYARSZ1E FE AR M IUERIMEZHE) . BT TEYAMLARIN TR
Annotation (;Ff# ) , EaLASCIICCEIRHAI—LESRINAL

WNRIREE G LoadBalancerZ(BifiServicelBL B B2 5 RINGE, B E(FAT®R
( Annotations ) ECEREFISENSRINEE.

=858 CCE {5 ELB Ingress

ServiceEFTCPAIUDPHMM IR ITIFIOEE &, NERHRM T NEREIIERIEEN ., B
ELFRFRT, ServiceBEHENBRETFEEABIIHTTP/HTTPSIFEERK .
Itt, KubernetesEEBHRM T S—FEFHTTPHMYAYAIE T ——Ingress,

Ingressi2KubernetesEEB¥ R —FUI7 AR, HIE 7 EEF/MBBIEIRENE LN
}!E_I]_7:2FEB_T, P TIRIE 2R ENEAMNEITEEN, THRXIEEIREAIHEN
BRI
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https://support.huaweicloud.com/usermanual-cce/cce_10_0681.html
https://support.huaweicloud.com/usermanual-cce/cce_10_0385.html
https://support.huaweicloud.com/usermanual-cce/cce_10_0385.html

SE M PR I
IELEK 7 ELB 5=[FE4N A

7-2 Ingress 7<= &

e

www.example.com/foo .
g Service A
. IngressE=TEHM | www.example.com/bar .
HTTP/HTTPSz(E
foo.example.com
g Service C

MRS B CCEEREPALEELB IngressSEHlIngressinE SRR, 58EREH
(Ingress ) #EiR,

EidF#% ( Annotations ) BZE ELB Ingress 52k Ih&E

BISEYAMLARINERE (Annotations ) , ERJLASEIIE ZHIngressiekINEE, TN
BERIngresssRINGEENTERKIESEHERIERE ( Annotations ) ELEELB IngressiS
RINRE

H#E Nginx Ingress iX#£Zl ELB Ingress

ELB Ingress@ETF =84 £ 9% ( Elastic Load Balance ) SEIIAYIngressRSS o
Bt FBE#ENginx Ingress, ELB IngressigitEE i KAIngressinEEEINEE, BEBELL
T

o ZIEERIZH: ELBETEREREHNRRS, F*EBEIEL=,

o SHURAM: ELBXIFZRAXMNEMIGESR, TLELRIIR, TERIRRIGE
H, RIESSSERITEE: .

o BEEEM: ELBSIFEmNEMAE, MR SIZEB N HYE.

o BaEMAE: BAELBELAIRAZIFI00HQPS. FARFRER.

o ZTERESEM: ELBXISESWAFESHMARmESER.,

o FEETHFATN: ETHZEATN, FHEEReload#ig, WKERELR.
IREILASE B#ENginx IngressiEEEIELB Ingresssemitis .

BEMNEFE Nginx Ingress Controller

Nginx Ingress Controller@—FR\ R R TRIFFRIngressizHlzs, BE ZRINE.
ERIRERIAST, BRBEERPEFZEZENgIinX Ingress ControllerfJiFk, &~
BREEEARENETEE, SRERD . 6it0, EEPPRLRSEEBEIAN
IngressITXIIMEMIAIE], (BRENEEBAXAFBIRSARIFHERAMIAGGE, Rz
X RIVPCAHREMRSHE, EeLABEEBERMEMIZAINginX Ingress Controller,
HPBERN A EIIELBLAIK B EIXKFKIF= .
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https://support.huaweicloud.com/usermanual-cce/cce_10_0094.html
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https://support.huaweicloud.com/usermanual-cce/cce_10_0695.html
https://support.huaweicloud.com/usermanual-cce/cce_10_0695.html
https://support.huaweicloud.com/usermanual-cce/cce_10_0858.html
https://kubernetes.github.io/ingress-nginx/

SE 4 CA
IELEK 7 ELB 5=[FE4N A

7-3 2/ Nginx Ingress Wiz =

ngimx—ingress nginx—ingress

e SEBEMNEFENginx Ingress Controller, SLIER—MERFFIPEZS
Nginx Ingress Controller,
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