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o EIERIPRERIRIAE S FIDCRAIIRSSEE (IDC-IP-Test ) FRINEIRSERIAL
1918 (ELB-Test) HO/SIRARSS A
SRR

ARLHROIPEECZEIUFAB EVPC. BIEREFISEELB,. BEAMIP. =&, 8
M= IRSZZRECSHIS = N IDCARSS RS, RIEMLSRIRBBIESIE2-7,

ARSLELARMIBIE A5, MNRENEFimSELBLAIAfAMIEE GRS, EalLAEEET
FAMIMEHEHATIEE] o

% 2-7 ZENK)

BE HE iEA
EHRAER | 1MEHEAE | o VPC-Test-01, ASRBIRIERA: 172.16.0.0/12,
A7 SHET2T |, §ipnet-frontend, Z5RBIRIEN:

™ 172.16.0.0/16,

e subnet-backend, AREIMERS:
172.18.0.0/16,

s@ittaEsy | 11 BIBIIAYELBSLA .

& e FEVPC: VPC-Test-01,

o HiimFM: subnet-frontend,

o [FiFFM: subnet-backend,

=S 15 BE=EZ (DC) 3 B=FIDCS= LEEIMFAE RN
%,

HERIRS | 168 ECS-client, FFi5i@= FIDCIRSSSS .

22

SEMEINRIP | 2 o FIBIGIAYELBILBILBERIT A MIIRHARSSAVEIP,
e ECS-client4B5EE|IPEINIEIT 22 M58 ELBSL o

g‘FchHE 1= IDC-IP-Test, EPEEZ= FEUEHOBIIRS SR

28

HEETE

o IGE—EECSAEISITZEFiRECS-clientFH4PEEIP, MSLECSIFIBIBS E MRS
FO{EFELinux ECS,

o BIEEMIFAB=VPC-Test-01F1FMsubnet-frontend. FMsubnet-backend, B
MRIE, BEECIBEMIAB=INTFN.

o OUEMRUEIBSLAIFTFRE “IPREVSIE” FF%, FNELBLREEIP, EIKIRIE, 52
TSR S T SR R4 EIPVALARIIP
TB—: BEIZEZITE=T IDC 5 VPC ML

ERLIBE BRI AN B ELIRS, SMEMAE PR IRS[FAUBAIEIEH
DEFAE MEHRITERS
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2 ELB EEFNVSSHL

BRRIEF
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=

B~ : fE= | IDC MRS B IPEIRS
£ = FIDCRIARSZ 2R IDC-IP-TestREZRENginx, AT INIEMERIEBL .

2-4 =T IDC HYBRSS 2EEPE Nginx FEI

[rooti:

| conf 1# netstat -anlp i grep 88

0.8.8.8:88 8.0.8.8:=
B8.56:88 18.1.8.125:58494
B8.56:88 18.1.8.161:59984
STREAM CONNECTED 15988
STRENM CONNECTED 14988
STREAM CONNECTED 12388
STREAM CNNNECTED 1788A
| conf 1# netstat -anlp | grep 88

2] LISTEN
B 18.1.

B 18.1.

958/master
958/master
518/systemd-logind
1?57 crond

EBEIZELIM R TIDCGHTR EVPC ( BHRXVGW )

17579 nginx:
ESTABLISHED 17588 nginx:
ESTABLISHED 17588 nginx:

6 a.8.8
B 18.1.
A 18.1.

3
3
3
3
l

[rootB conf 14

.8:80
B.56:88
B.56:08
STREAM
STREAM
STREAM
STREAM

CONNECTED
CONNECTED
CONNECTED
CONNECTED

a.0.8.8:=
18.1.8.125:58494
18.1.8.161:59984

LISTEN 17579 nginx:
ESTABLISHED 17588/nginx:
ESTABLISHED 1?7588-nginx:
15988 958/master

14968 958-master

12388 518/systemd-logind

17668 1?57 crond

SER=: IRERKRSZ[EFRINZT IDCHY IP MU FAFRIRSS2S
1. HNERIRSS REESR T
2. HEERIRSHEFIFENE, SEREG LA ‘ARFERRSHEA" B,
3. MEBERRHSERE, XESHHEESNE2-8, HARBNRSRIMERT.

% 2-8 FeE/Rin D EosRER S £ AR

2 Gl 15iAH

B server_group | 8IS IRIRFSZEEAIZTR.

REYEE | =R A{ERIZRIRIRSSREAI R EIDELFIZER,

i

fﬁ_Eﬁﬂiiﬁ] XEXE8 ERIZRIRIRSS 2RARI TR EIDE LA

e B XHEET S, SRECOEERNA
HISELA

[Rim Y HTTP Bk =IRSS 2 E BIRMHAIMEEIRSZHINNY
ARELE S =EIEHTTPHMNY o

HECRERZE | IBUIAESE | REIYERANEEL, ALERHERFRETEAN

it nseEEx,
IECIEER: RIEEIRIRSERIONE, &R
FARORBIERD ZAEARBHIIRSEE, NEKXRY
EiRRSSEE S BRI ERS .
BZXTHERIENER, B2 LEERED
BRI D ARE .
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4. BF “T—87 , FIERRSSEHEERRCE.,

5. PIE] “IPEBUFIR” IE, BE “IRINPEEEFIR .

6. TERINIPEEZIRIAME, A& FIDCARSBIENEIRIRSSE, REWT:
- IPZEBISIHIP: 10.1.0.56, = FIDCRRSZSEIDC-IP-TestHIFARMIP
- WBiRO: REERVSHTRE, ALEZEH80IRH .
- NE: FERIAME,

7. B ‘IR’ , STRIPEEUSHAYRIN.

8. FEFERNEHE, HRERRESHIRFTERIA.

9. BFE ‘T2’

10. Eﬁw)\ﬁagi‘:wd: B “SIRNRIE7 .

S A INErER e iR Re A
LN ESIERE .
2. EEIREMREIGEIOIRES, BF RILFE .

3. TERNINEIFESTAMmE, BUimtMMGEIE “HTTP” |, Biimim[iEE “807 ix, H&RES
BEIRFEOA

4. BE ‘T2 BRERRSRRE , EhRSHRESHERE “EHRER”
EEPLR=ELENFIRIRSHRE, THERE “T—2: E%L)\EE“”” °
5 WARBESHE, B “BX7 , THRITStE.

STBA: WIEEY IP KB RiRnILAANEIE T IDC fRS5:5
1. BEEFimheeiEmSEBH.
a. IEEERZEFIRECS_client,
BURIRSBEESMHERS L, BNEENEREERIRSEE.
b. BiZcurl -v http://<IP><ikO>#n S MK PLZIEE I .
ASLEHATLA TS
curl -v http://<ELBHIEIPHbIE>: <M Ifum1>
E%Eﬁﬂ]ﬂﬁiﬂNginx?ﬁM’X@ﬁE’ﬂW%, FRIFELBRYINAE RIS RER FIDCAR
FTEE o
2. BiEREEssaSInEE M .

EANIEEEAE “ http //<ELBRYEIPY#BHE>" , RB7RUNITFIAME, 1RBBIER#EELBSLA
k3= FIDCARSS 28

B 2-5 @I SEERIERE] Nginx BUARER

Welcome to nginx!

is successfully installed and

it please refer to nginx.org.

2.4 BT IP KB RiRINeERINARSSEE = ELB
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26 FINE L. ZTFEARHIRSEES ELB
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() = =
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: | : ECS01 ECS02 ECS03
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g g o
A
BR5E803 IRE=E04 ECSO01 ECS02 — — ——

ECS01 ECS02 ECS03

WIS, JLUES SR GREIIERINPEE SRR LIE = L. = FEaEH
BRSZESIRINZEELB,

WNE2-7FF3:

o FLICEREHRBIPEEFIRINAE, HuiINEE RIS EREVPCHINRIRIRSEE
ELB/SimARSS2E4H -

o HMERIGHIIERARIPEEFiR ([RIBEVPCER ) IHEEE:
- BE=ELSVPN, B TREPEESORIRS S RIIZELBEiRIRS 2

4,
-  BEIE= LEVPCZBEIINEIERE, SIFEHEMVPCHRIIRSZERINIZEELBS
infRs5ER4H o

- ETIPEB SIS INASRINELBREVPCHIIIRSS SEEELBG ik RS 284 .
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VPN ! | | ER |
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! i e
" 1
i

HR552801 AR%52202 Er——

i

i
| [ ittt il i
| VPCHAEIN ! 1 VPC3 1
1 IR EELB i ! 1
' i | i
! i | I
I ! ! !
i
i
i

AR42803 IR&55504 i i i

_________________________________

BORESE | R
I (ELB)

IR R GEIIE LIS TR RHEINERIEES], FBiRiRSS|/ENMEHFRIE LE
VPCARIBRSS 25, EIFIEVPCRINA LEMVPCIIR FEIEH ORIBRSS SR . FEIAF
REWSIFRRERE, BREFREATIZ L. ZTHIRSHEL.

£YSR PR

=R A HIIE ST ERiIRIRSSRERRII=_ERVPCHRIIRS S
BVPCHRIN=_EEMVPCHAYIRS S, TELEEELBFAERIVPCHI= EEMVPCZ
BN XTEERE, SAEEITIPZREINRERIN

B IPEB RiRINRERINE FEURFORIRSE:, TELBI=E&TVPNIER
= EELBFRTERIVPCHI = FEUE S

(EFRR SR EIIEINRERY, BESLA TSR

BRI HIYEREAEENEABIPEERiRINEE, SUIZINEETAEEE
R

IPZER! [RumAYIPHENE R FeVF I PvASEEURG L
PR SIHAGIPHEUERAE I ARIPHBLE, FRERAATIA,

IERRAHIYEENERTNE EBNIPHILL (ZDF16TTRIPHELE) , TR
ZINEEEERER . JLIBEREISER “BAER > BN Hmms4
[EiRF PRI NN Sim A PHBIE o
IPZRERiRAYZ BN BB R ERIERTFMMNE, SlESERL
SRESRRNERE.

IPEA RiRINBEF B R LA XA

2.4.2 i@ IP B Riminil=_EAE VPC BYIRSSEEE ELB

Rz

ALK BAFREBRN = EEARRVPCHRINRS 22 EELBEiniRZ22H A6
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IELEK 2 ELB iEEFNISZSHRL
HERE

o JHE=ARIGEIYME ( ELB-Test ) FEVPC-Test-01 ( 172.18.0.0/24 ) &,
o PR552E (ECS-Test) 7EVPC-Test-02 (172.17.0.0/24 ) .,

o BT (EAIPEBGIRINALEVPC-Test-02 ( 172.17.0.0/24 ) HYfRSSSE ( ECS-
Test ) IIEINZEICAELIDE ( ELB-Test ) AYFimARSS28AEF

2-8 FRIFSLEFAFME]

Region

__________________________

THEiERE (Peering-Test)
E&E%E: Route-VPC-Test-02

ECS-Test
Bz (172.17.0.145) Eesld

B
©
©

fEd%: Route-VPC-Test-01 B

| #5VPC-Test-02RABBSEEECS - Test
TEIEELB- TestttSimE S B

1
1
1
1
! B
! i
1 P

I E
el — B¢
. e
| A
1
1

©

BRI

IR BRI GEIIESLAISHIRR S RHIIERIEE], IFERRVPCGHNZ EEtEVPCAIRR
SR, BMAFRELSFRRERE, BREFRELZIRSHR L.

BIFFIR AL

BIRAISLIRZERBIAE N R EREH A ETAE,

X 2-9 FEK!

AR HIRBIR HiR5EA ¥= |SA%HA (o)
VPC VPC-Test-01 IR =R R 51 1 00.00
( ELB-Test ) FR{E
VPC:
172.18.0.0/24
VPC-Test-02 | fR%388 ( ECS-Test) Ff | 1 00.00
ERIVPC:
172.17.0.0/24
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et E M5 2 ELB iEEFNISZHRE
=R TIRBR HiRAA g |=S8%A8 (3T)
IFEHE | Peering-Test | TEELBRRTERIVPCHI= 00.00
%= EfVPCZEE XS
FiEE
ANigVPCRES :
172.18.0.0/24
FiHVPCRIER :
172.17.0.0/24
¥m3%E | Route-VPC- BB IEZIRH, Fr 00.00
Test-01 JEBVPC: VPC-Test-01
BRIt :
172.17.0.0/24
Route-VPC- CUENTSEIZIRH, B 00.00
Test-02 JEVPC: VPC-Test-02
BRIt :
172.18.0.0/24
ELB ELB-Test =R AR 400
ZWMEﬁHE’J LR-
g
J'"FHﬁ!(HTTP/HTTPS)
| /NBY |
MLEEY(TCP/UDP) | /)
il
EIP EIP-Test FBF45ELB-Test4BxERY 115
SR KEUEFRH R LR
119.3.233.52 B—, ®5M,
ECS ECS-Test ECSER/EVPC: VPC- 267.78
Test-02 AENEREER-
FARIIP: 172.17.0.145 #—, 7large.2,
CentOS7.6IR{EREFHY
~REE. B85S
BN,
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BRERE
2-9 E{ESCRCIRIERIZ
Hﬁ
i&ﬁIﬂE
fIEEVPC
AIEEVPCRI= i mﬁﬂmmmzm

i

FEVPC-Test- 01 EMEE S Route- VPC-Tast-01,
BRI F A FEVPC-Test-0ZEMEREEFRoute-VPC-Test-02,

LB FEAERElB-Test, HFEVPCH
M =TIELR umm:m . FEEEIHT TP AR aES

ELELBRPEVP RS RESBISECS - TestRITEELB-
HECSHRITELB TestiSEsSRREP,

iﬁELB—TEIﬁEIP WEELB m&a

$TE—: el vPC
1. ENEMRAE=ENE

2. ;E?Ej?z-BﬁUEVPC—TeSt—OL STREERT MBS o R ( RMFAB =R
B/ o

- HA¥#R: VPC-Test-01

- IPvAER: 172.18.0.0/24

-  HittsHiRBREEZRENT,
3. &E&FE2-98%, GUEEVPC-Test-02,

- ZFR: VPC-Test-02

- IPvARER: 172.17.0.0/24

-  HittsHiRBESEERENT,
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SRR
EfESLE

2 ELB iE&BFNISZHRL

& 2-10 QR VPC

Eiaz @ 7 &

& IPv4FIER ws FRAH o2 3 EsENE &VEA 1B

=E Y longterm-EPSTest-1aaS-2wx07. RENE | MR

S Bl VPC XSk

EEMAABEREHGREAN “MFEE" .
BHEALARN “SIEMFER .

tRIEER2-90IENIF & Peering-Test, STREERT “ZENEIRE" o ¥ ( EEHFA
B=REFER) .

-  AFR: Peering-Test

- ZRIRVPC: VPC-Test-01

- ¥iwVPC: VPC-Test-02

-  Hths¥IREFERENT,

LE= BRI FERRH

1.
2.
3.

EEMAEREHGREAMN “BEX" .
BEA LA “CIEIREBR .

IRIEZFE2-96i2 B FERoute-VPC-Test-01, =rkEET “HAE” o 0 ( EHFA
BE=HFEE) .

- BBHRFEZIR: Route-VPC-Test-01
- PFFEVPC: VPC-Test-01

- Baottt: 172.17.0.0/24

- TBkRE: WEERE

- T—Hk: Peering-Test
BEIUULER, &FFR2-904, BIERoute-VPC-Test-02,
-  HHZESZIR: Route-VPC-Test-02
- PREVPC: VPC-Test-02

- Efgitbhit: 172.18.0.0/24

- TBEREL: NEEE

- T—&k: Peering-Test

LR elEREARSS RS

1.
2.
3.

4.

wiE U E > BERIRSERE .
BHEALAN “WLBEERRSER .

*E?i)E%Z-QﬁUEHE%%%ECS—Test, RIBEEREEXSH,. ¥ (WL EE=IRS
=)

EIFAB I VPC-Test-02, ARSZERRBIIREIIECS-Test,
[EiRARSSRRECS-TestBIZRINfE, EH EABENgIinx.
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IELEK 2 ELB #EEFNN SSHL)

& 2-11 7£ ECS-Test L2BZ Nginx

172.17.0.145

SEA: GIEM=E ELB FAERIN HTTP KIREsflEiniRs5234H

1. IEER YL > SRR EINE”

2. BFEALAN “WLpttaiiidg” .

3. 1RIEXR2-90iE M S BIAEIYMEELB-Test, IRIEEERBEXSH, ¥ (@R
FOERAFER) .
- SCOEMEREY: M=EY
- FR/EVPC: VPC-Test-01
-  Z¥R: ELB-Test
- IPREfEIR: TR
- HittsHIRBRHEERE.

4. JR=RIELBBIRERYINfG, 7EELB-TestdiRhNHTTPAIRES N SiniRSSE4AH .

2-12 HTTP EIFEE&EiniRS5284H

FeaTE

o 2
P50

BiE
Eic

fioe

TR .

ERESEA (ERHIANER) O P

rrrrr

s ==
AR

SN K ECS iRINE ELB [5iniR5S=548
g R IRAIIN SR R S /BT EL B-TestBFR .
. PR “USIRSE” TRES, i LIRRRGIERMIOHTTPISIRSE .
3. fEMIFSE “EAESE T, EFARGBSRARE, BT ‘BSEFNER

»
S8 .

4. HNAM “FirfRSSERAE" THE.
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B{ESCHE 2 ELB EEFNMLSS AR

5 £ “IPEEGIRT AW, g RN, REBXSH, TRERE “HBE” .
I (RIS AEFERE ) o

- IPZEBIFIRIP: 172.17.0.145 ( ECS-TestHIFAMIIP )
- WBiEO: REERIVSHEERE
- NE: REEERE

6. B “HAE’ , TR,

SEE: Wik IP KBS IR iRARSS 28 2 S A
i RGIERAYIM SRR IS EL B- TestRIETIN “ES” .

2. %R “HFEIPVALNIIPY |, £5ELB-Test4BE— N384 WIIP ( EIP-Test:
119.3.23352) ,

3. (ERNILSSSIAE “http://119.3.233.52/” , BN TFRE, HBAXIAEHERE
ELBLtt A 2IfGimARSS 28 “ECS-Test” £, “ECS-Test” IEEAMESERIHR[ENS
RAYTTE .

/

B 2-13 IGiE IP ER R IR iRIRS R 2SI

& http://119.3.233.52/

Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

Commercial support is available at nginx.com.

Thank you for using nginx.

2.4.3 & IP 2B FRimiRIN=_148E VPC iURSSEEE ELB

NAG=
SRR LB IPZEEY fRiRINRE RN SELBEVPCHIRIAR S 3E EELB/GinR S 884H -

BHEREN
o Jh=RIRAEIE ( ELB-Test ) fEvpc-peering (10.1.0.0/16 ) oF;
o R332 (ECS-Test) thfEvpc-peering (10.1.0.0/16 ) H;

o EIERIPEEFIKRINEEREEIRARSS SR ( ECS-Test ) iNNEIR=EAFIVE
( ELB-Test ) RI/SiRARSSZREF o
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2-14 {£F8 IP KB FiwIhBeARINE VPC AY ECS = ELB
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ECS-Test
ECS01 ECS02
(10.1.0.56)

BT EVPCRHINEEERVPCHRIRS S
ECS-Test N Z=ELB-Testi/SinESER
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| 5 s

& = :
RIS iR :
(ELB-Test) - - s i
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i ECSO1 |

s 30/
=R GEIGELAIS RS RBIMENA, BIRRSHRESIFRI= LRVPCH
HRRS3EE . BEAPIRBUSFRIERE, BRRERIERIIRSHL.
HIRFR AL

RIFERERILE N BT BT,

%x 2-10 FEML

"R RIRBIR FiFi<AE ¥E |=EH#%#A (73)
VPC vpc-peering tIEMEEI R E e |1 00.00

( ELB-Test ) FOECS-

TestFR1EVPC:

MEIMES: 10.1.0.0/16
IFTEE | Peering-Test | TEELBRRTEROVPCRIZ= | 1 00.00
1% E{VPCZEEEI IS

ik

AiEVPCRIES :

10.1.0.0/16

JFimVPCRES: {Fifk
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Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.
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SRR
EfESLE 4 EHhitThEE

3. HEFRINCRENAMEZRET, BHERFIIN "SR .
. BE NINCRE” , HA CRINCRE” NHE.
5 IRBICRESH, WFRI-6FR,

R 4-6 A ERNCFRESERA
2% ]| iAH

ICRER | A-BEZE | ICFRENEE, KILEHA - EigZigaiPvait
[@IPvatttht | k.

FHIEE | www 2 RIEIER

HIRER | £NERA FRTRY IS 5B FI T DNSEIRSS SR TE AR ITIE 20T, 1R
BIHIEEIIKR, RIS NAIARSS 28 IPHBE
ZONMEA “EMBHNT

SRBA: BOAZLRER, JRIBIREBOERRZ
BTSN, ZRRSIREIBHABITER.
TTL(®D) 300 RITICREARMDNSIRSS 2RAVEFRTE), LI AR
5o

ARSCE(EREAIAME300F) .

ICRE 192.168.12. | B XIRAGIPvALtEIE, ARSCEIELBSTERISHEMELY

2 I PHBLIE
%ﬂﬁﬁ - EmEgE v, RFFENSERERE, 88
(FJi% ) CRENSIINEERITGFESHER, AR
BN E,
6, $$ “E Ir—‘E” o

7. RE] “FRHMCR” WH.
nNsepkfE, ERILAEEINAYCREIIRPEECHINAICRE . JicRE

MRSETRN “IER” B, FRCREFIA.
ST IERAHIIEIRSS

ECSELH_ EHRIERERIA, {HiARECSO1RTIR[EIFRS “Welcome to ELB test page
one!” RUTAH . FMIRIE, BOISERRRIRIRS -

BTN S 225 ELBRERGIEZ “ https://ELBRYIEZ” , BRI TR@E, HAARRIAE
15 RIFELBSLEE & B384 = IRSS 22 "ECS01", HTTPSEE[EIAERN FBEPE RN
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4-9 i53%! ECSO01

Welcome to ELB test page one!

This page is used to test the ELB!

ELBO1

ELB test (page one)!
ELB test (page one)!

ELB test (page one)!

4.3 i&T ELB 22 HTTPS W[@IAILE

RLFES
—ARAOHTTPSWL SRR RIS IRSS SOALE, EIt I BEREARSS SAGEHRIT . F
XS, BEBENSHSHBBHOME, URRISHRSM’.
A, BTRERSHMIBZS, TREREEFHOES, SSIBERSHN
FAELD8E .
AEBLUEESIEL R, NEITREHTTPSIUSIAL. (BEESSIEBFERS
9F, BNEPERSIE S EEEEUTEDS., LR EAED.
BIERE

B 4-10 BLE HTTPS WSS W ERAHR{ERTE

________________________________________________________________________________

STH—: {#H OpenSSL I{E CAIEH

1. BRIEFE—ELEBopenss TERILInuxtES.
2. SIZTEEFRFAHEANZBR.
mkdir ca
cd ca
3.  BUEECAIEPAYopenssIECE X f4ca_cert.conf, AT :
¢[1i;‘et?n]guished_name = req_distinguished_name
prompt =no

[ req_distinguished_name ]
O = ELB
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4. BIECAIEPFATHM fFcakey,

openssl genrsa -out ca.key 2048

& 4-11 455 CA IEBFASEE

[root@elbv3eee3 cal# openss rsa -out ca.key 2
Generating RSA private key, 2048 bit long medulus (2 primes)

5. BUEBCAIEPBRIcsriERIHFca.csrs
openssl req -out ca.csr -key ca.key -new -config ./ca_cert.conf
6. BIEBEEZRICAIEFa.crt,
openssl x509 -req -in ca.csr -out ca.crt -shal -days 5000 -signkey ca.key

H412ﬂ@§£%CAﬁ%

\

— (M CA I BERIRSRIED

FFaI LA CAR RRYIEBEHEBEZRER, XBUBEZIUERHARAae]
@HEQEDU—.E:BO

. BRIERCAEBIIRSSEE .
2. BIESCAERRBZR, FHAZBR

mkdir server

cd server
3. RIEIRSEIEBAYopenssIECE X Hserver_cert.conf, IS
[req]
distinguished_name = req_distinguished_name
prompt =no

[ req_distinguished_name ]

O = ELB
CN = www.test.com
MER

CNFERALURIERRIBRSS SEXINAYEZ . IPibiE,
4. CIEEARSSENEBFATA (HFserverkey,
openssl genrsa -out server.key 2048
5. BIERSEIEBAIcsHBERI {server.csro
openssl req -out server.csr -key server.key -new -config ./server_cert.conf
6. (EACAILEBERIRSFIEHserver.crt,

openssl x509 -req -in server.csr -out server.crt -shal -CAcreateserial -days
5000 -CA ../ca/ca.crt -CAkey ../ca/ca.key
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B 4-13 T LIRS RIS

TE=: #fH CAIEBEREFIRIES
. BRIERCATEBIESSE.
2. BIRSCATPRMER, HEAZER.

mkdir client

cd client
3. tlEEFIEIEBHopenssIBLE X4 client_cert.conf, RNEIT:
[req]
distinguished_name = req_distinguished_name
prompt =no

[ req_distinguished_name ]
=ELB
CN = www.test.com

(1 5288
CNF A LMRIER SR AN R A . IPHbht .
4. GIEEPIRIEBFASAN fHclient.key,

openssl genrsa -out client.key 2048

4-14 SIE=EFiRIEBFATAN S

5. BIEEPIHIEPBHIcsHERclient.csr,

openssl req -out client.csr -key client.key -new -config ./client_cert.conf

& 4-15 BIEEZ FUHIE csr 3

[roote lient]# openssl reg -out client.csr -key client.key -new -config ,/client cert.conf

6. fFRACAIEBREZEFimIEFclient.crt,
openssl x509 -req -in client.csr -out client.crt -sha1 -CAcreateserial -days
5000 -CA ../ca/ca.crt -CAkey ../ca/ca.key

B 4-16 ERZEFIRIED
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7. EBEPIRIEBERE RS IREINp1 248 .
openssl pkcs12 -export -clcerts -in client.crt -inkey client.key -out
client.p12

(1] %83
ZaSHITIEEMASEER, BFRAFICEZER, EIEBSANKSRINERER,

SRIN: _CEIRSIIEHE ELB FHIE
1. BRORSERHARE.
2. B SEREE > ARES

3. ECUEBIEBRmE, EPBEENEE “IRSBSEIEP” , EIHERIEEMIIRSZIER
server.crtbA N FhfAserverkeyfINBEHZFIRT AKX, B “HBE” &l

AR

SHIRNBHES RGN, BRFRFIHRE.
ARy

RS FIEBFIFAARETRSHF EfEpemt&zt.

SEA: b CAIEBE ELB ZHI&
ST BRAIIGEHARE.
$W2 pF EHEE > IR .

£I3 ECLIRIEBRE, IEPREER “CAIEE” , EHELSE—: FERHOpenSSLEIECA
IEREIENEFIHCAIEBca.crthiI B EHEIEBRSXY, BE “HBE” &H.

AR
SFIRNBHBEREAIRTANR, BRFREFRE.
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4-17 Bl CAIEB

BIRIED

AR

CAFPHNB R EfEpemi&zt.

R

BT FIE HTTPS Y B AFSIfSe

1.
2.

BRI G ANHE.

AERINMEITERIRE, YHYGEBEE “HTTPS” | “SSLARtRTSEL” 1R “XWIEpA
", FEERSFRIEBMCAIERRE N E IR INIAYARSS FIEBFICAIE
P RAIFEFR o
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4-18 700 HTTPS YaDfr 28 ECE W alAIE
< | iR

Q==urs (2) EEEEsESE

* BEERES

FHESNI

HEEE FIEEREIPIAIE v | @

BRIEFEP

RS EEE

3. BE ‘T BERRIRER" , ERRSHRASHEE “EHAER” . &

BREZCIETHIIIRSEEE, TEERT “T—%: WAERE”
4. WIANEESHEE, B "B , TRRHTTPSHEIFERICIEE,

FTBRE: SAZFmIERHIEIE

pUb ==y s E W

1. NEEEEANZFIHIED (LUnternet Explorer 11388 )
a. IEERImIEPMLInuxtZSEk, BIBIESE AR client.p1 2B,
b. EF “I8E > Interneti&IN” , I#E “‘RABE" TE,
c. BE YUERT, AERE ‘SN, EAclient.p12iEEXE,

\
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Be

4-19 L% client.p12 iEH

| =1 == B RE =B BF =R

S
EENEEERAGES.
12 SSL () SEB(O) EHEE)
oo
=5 =3
B o FEEHN: <> v
) A EA DEESEAIN SEEORISTAIN SEENSEE FSEENSRE
BRI,
= f:j e mas BIrEE  =TER
k= Flwww.glp.com ELB 2034/6/4 <F=

2. SH(E)... fHE(R) =)

UERAITEEERY

<FrE -
=&V

FHIC)

2. EEIIE

NSRRI, RSRSSHIEBEEEL, T, BEEFIRES, A

fE=iERH, AILUES B, ME12 EERGEMLE.

4-20 IEFEiHa G

e & https:/ BaERE | 10:1120/ > i
a 110 L]

hello world

Curl TEARTIAENIIEIE
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EfESLE

4 EREINEE

1. BAEZFIRIED
= PigiERclient.crtilZ PigFASES fclient keyiZ M EIFHE S, B R/home/
client_cert,

2. MitseiE
fEshellR@E, BMAUTSGS, BMAERIGEBBUFNZE AL, ARG
1518128 A9 PHELEFN NS I 28u% 1 (LA T Ahttps: /XXX XXX XXX XXX XXX i, LASE
FRIPHBUEFRNIR ) o

curl -k --cert /home/client_cert/client.crt --key /home/client_cert/client.key https://
XX XXX XXX XXX XXX/ -1

SNRALAERRIRISINGD, SNE4-21i5RE88ERT .

4-21 IEFfEIR ARG

testl#curl -k --cert client.crt --key client.key https://192.168.1¢

4.4 5@TIRM=EY ELB SCIY TLS E1E ( BAEIAIE )
N ARiFS

=S

(G5

MREHNRLSHREMERRS, JLUERSSLINERESWSZSZEM ., AT, &
[EinARSS 88 L BRERCESSLINEINE SRR SR IENE . Eo]LUBIdIM=EELB
ITLSHEIrERi TR , BIERHEB RN £, JMZEEBEKINZNREERES
KRBT AP BENERRRSSE, BiRRSHEFTEREILS.
TLSEIEEIRA LR EMAIER, tBiEE T FinikSSRAIERNR, BT FRiRiRSS=50Y
EEMIZHERE, FHEHNRISRELNSVLZERIELK

o CIFEMZ=AIELBSLAI, BELBE4FEEIP, BFIRIE, E2NETIME=RI RIS
SEIN4PEIPVALRIIP

o CHLEPNE HEE=HEBESSUERREFPEARES . BEEEENS
P EERSWERSR[IES, FHEESIBEXISSLIES.
o CERIEMMNNERIATLSHMXAEIRARSSRRE, IRSSRIEF 0T ECSO1FIECS025E
B, HEEEPEETNAERS
BEEEARRFIECSO1AIEIB S
- yum install -y nginx
- systemctl start nginx.service
- cd /usr/share/nginx/html/
- echo "Hello World! This is ECSO1 for the ELB test." > index.html
BHREEANRPIECSO2HIBE GRS
- yum install -y nginx
- systemctl start nginx.service
- cd /usr/share/nginx/html/
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- echo "Hello World! This is ECS02 for the ELB test." > index.html

BRIEL R

B 4-22 Bt & TLS EEREAIERERE

HEEREELS e RS EE B EIRS

SE—: HEIRSSHIIHE ELB ZHlE
FEELBIRINTLSIIRESR, EREHEANES LIEFNSELBERIE

1. HNRMEGREISESIRIE .
2. #EEMSHE=RE EREE” .
3. BE “QIEER" , RKRBESHIEENRL-T.

% 4-7 RBEEIFRSHGHA

2% il

IEPEE BIEBIERRIZER!, AIEFRIRSZ/IES

IEBFKIR ARSSZRIEB RIS 25 SSLIE B E IR S IR IAVEHIE
MIEHBEBIES.

ZISS‘ZJJ2 ‘SSLEHERE" LIRSEEEARTIERE
BIRSS ERMWLAISSLIES

B SRR HEFIELBI I SHTES .
SAIRE SURES— A EEESS, SURES ﬂnﬁ&h
RAE—NRAFEREEE, LURRENIE
’32 EEO
§N|$f“§ﬁ%% ) BBRRIEESSLEBE4ERNFREES .
%) LT B TFRESNIEB, SiREE s
HTTP ST RIS R RSN FEB = AAILE o
R SRR ZEBEOASE, TR,

4. BE “HBE” , TRBIE

LB R0 TLS MIFEsHECE SR EIAILE

1. ENEMEREIEGTIRTE.
2. EERMRAEIIESLAIRIRIFYI, SE RINERR" .

3. TEAINETERINE, RlRPMSGESE “TLS” , “SSLERMTATV” EE “Smil
'L_I—_E”

RS F/IEPHEENPIEELR—h FEZIELBIEHIS RS EIE, HEithS3e]
FRIFEOMESERIESLARIBIREN
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[ 4-23 700 HTTPS YSIresHBCE B MIAILE

< | iRhnEIREE
° EEEEE 2 | EEEING R
* BRR listener-TLS
BRI EPNS A S TSR RES B, IUSIITEEETCR, UDP, TLS; GEMIFEREHTTP, HTTPS, QUIC,
TCP UDP HTTP HTTPS Quic
2R ®
SHSITT R AT
+ Biliim 443 BY{&SEREl1~65535
SSUBITA e,
IENEEF S, EEENEAL
* BERES v | Q =mEs |

4. BF ‘T2 RERROERE , FnRSHASHILE “EHAEAHE" . &
FELKOETRRIRSHRE, TfERE “T—F: WARE” .
5 WARBESHE, BF 1B, STATLSHITRAeIE.

LT=" EEZEN

B ZRINAKBICREMNT, SR ETZIELBRI A MtbIL, (F15ZFimILAE
T 22 M1E 2 1/3IB]ELB

LA R AR RubIe & S AT =  PvAEIEROECE R, S XTARBICRENRERRS,
I5SE RIE AN L= BT o
1. EANTBRSEHS .
2. FEEMNRPRSAE, ®&F “RWiEE” .
HNIHEFIRTE
3. HEFMNCRENAMIFEMET, PERIFFIN “SEER .
. B YRINCRE” , B FINCRE” M.
5. IREICRESH, WNFR4-8F7,

& 4-8 A XBUCRESHRA
24 B iz

ICREE | A -BiERIE | 1ICRERISEE, KSLEHA - BiEFIEmIPvait
[@IPvatttht | ik,

FMICE | www 2N SRS

HRIRER | £NERA SRRV IR R AR T DNSIRSS S 1E MRt il 20T, 1R
BIHIEERKR, REIXGNAIARSS 28 IPHBE .
ENMESR “2MBRNT

EMEIA: BUALIRER, SRIRIELOEKIFR
BT, RASIREFABTER.
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SRR

B 4 BLRHTHA
2% o] 388
TTL(®) 300 fﬁﬁi&%&ﬂﬂoNSHE%%%E’\J%Z?HQ‘EJ, AR R
Moo
ASERSEFIZRABI300%)
ICRE 192.168.12. | IHZXIMATIPvALBLE, ASCEEIELBAFERIZEAME/Y
2 RIPHEHE
%ﬁiﬁf - wEI S v, BFHFBNSREEXE, 88
(i ) IDRENRISTINEFIMESIER, (RS
EIAIRE .
6. $$ “E ZFE” o

7. iRME “FHTICR” RHE.

NseERtfE, ERILESR S NANCRESIRPEECRIIICRE . JicxRE
AORESETA “IER” B, RRCRERINL.

LERPY: IIEABIIEARSS

e B EE M NELBSLGISBRERYIE S, Blflhttps://www.elbtest.com, FIFiRIBIEE4E
7RSI, EFIRIERABEERATLSSE, BERATRENIINEERNaEZ T
Ik, ZIXRIFNE, JAMREBERDAETWEECS, NRLHITIEFPERATIES
AEERIES, WEIELEFLERET, EXFINAIIETNRERLINE, X

TN 2R XSRS EIRIR

4-24 53R & % ECSO01

@ httpsy//www.elbtest.com X

< C (A Fz=% | bitps)//www.elbtest.com|

Hello World! This is ECS01 for the ELB test.
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4-25 {53REAZ ECS02

@ httpsy/fwww.elbtest.com x +

< C (A Fz2 | biips//www.elbtest.com|

Hello World! This is ECS02 for the ELB test.

HHXIE
o NINTLSHSIFESIFLMIRIE, B NRINTLSIENTES
o APIFEEIRME:
- BEUSIRES
- BEIER

4.5 JEIMZE ELB LI TLS ENE ( USIAILE )

R FRip=

MREHNNRI S L EEERIRD, ETLUEI TLSERAES @SN = TIAIEH
—LiREW SRS,

HIRSRY

o CESIEMZ=ZTIELBSLA|, HELBEHPEEIP, BEiNR(E, 152 NWTIN=EI REIHE
ESF04BEIPVALRIP,

o EMISSLEPTE HEFE=FHIEBEISSLEBRSZSHIPEANIGSZ , EFEHELEL
NP ERRSWERS ISR, 1FEES WWESSLIES.

o EMICAFHHSHCAFBHEAMEEEZFHEIZICAILR,, BEE
AENZFIEREERSWIXCAIEBH S LB CAIEBRIEHNAMINE, #1558
SEEFAB CAFISHFAB CAIES .

o BEIBCARAINGIIPHEZEEE N, ENRESS EEAEIERNES
FiREEFABUES .

o  CRIEIMERLATLSIMYAIGinARSSe54H, ARSSEELA 7NN T ECSOTFIECS025E
B, FAEEEPEE TNAERS .

BFEBEENRBIECSO1HIZETS

- yum install -y nginx

- systemctl start nginx.service

- cd /usr/share/nginx/html/

- echo "Hello World! This is ECSO1 for the ELB test." > index.html
BEBEEARRFIECSO2RIENE S
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- yum install -y nginx

- systemctl start nginx.service

- cd /usr/share/nginx/html/

- echo "Hello World! This is ECS02 for the ELB test." > index.html

BRIEL R

4-26 fcE TLS EEXNEIAIBRIERE

FEIRSERIT . HINTLSSENRSEH :
S8 HECAIFHEZ=ELR = AT EEE ST |

TE—: HERSZSHEPE ELB i=HE&
FEELBRINTLSIE 2S8R0, BHEEREINER LEZSELBIEHIS .

. ENBEREIEGTIRRE.
2. EEMSHEERE “ERER” .
3. BE ‘SR, RESHIBEEIR9.

& 4-9 IRSFEHSHIRA

2% 1508

IEPHEE BIEIERRIZER!, AEFRIRSZ/IES

IEBFKIR ARSSZRIER RS2 SSLIE B E AR S IR HAYEIE S
MIEHBE/IES.

AIEFE “SSUERER” LIRESEEEARRIERE
IEIRSS ELEMWLAISSLIES

B SHIRREE HERIELBIE S ST .

SAVIRE SIREE— MR EEEESS, SIREEERSE
A EERREEE, URRERNES RS,

E%Iﬂo

SN RS (7 | SEEEESSUESE4IERATEEE .

% ) LERF B A TFERSSNLEHRA, BisiRiEs s
HTTPSiB KA St xd RSN BEB = A AE o

ok SRR ZEBEOASE, TR,

4. BE ‘HE” , TREE.

ST k& CAIEBE ELB ZHI&
FEELBYRINTLSIAIRERRT, BRERBEHICAILS LIEFNSELBIHIA

1. ENEMERBIETIRTE.
2. EEMSHEERE “ERESEE” .
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3. B ‘SIEER" , BEESEHIESIEL-10,
% 4-10 CA IFBSE5HA

2% 1588

IEHEE BIEEIEPRIEE, ASGERZECALES.

IERER BRICAIEB AR

IIRE PUWINHR—M=RREEA, EWINEEERSE
HE—NZZRIEMBEE, URINERNEREEE.
PULREIE

IEBARAE IEBABYIRAIPEMIER

BE “EE” , HEEAMIICAIERNMY, BiREREN
NS 2R B ERHThRAS o
IEBASEIAT:

B
4

AIHZIEBAHEIAMER, JFBIEIR.

4. BE BT’ , SoRtlE.

L= A0 TLS a8 HEEXNEIALE
T ENRMEREISESIZRTE
2. TEEIRREREISEIAINIRIES, Bl RIMIAE" .
3. %@%Duﬂﬁﬂﬁ%ﬁﬁ, PHNEBLERR “TLS” |, “SSLERMAR MEE “TEIA
1. )
RS R BARERPIEESE— HERIELBIR G GRUIRS SIS
TECAIE BB B IsR S B— &R ELBIRHI B RIIRSS BT .

4-27 AN HTTPS M esHECE N EIAIE

< | ARNNEEITER
° ECENITE 2  EERRHSERE
BiRINY EFRSHIESERITERIREN LER. NRKIMEEETCP, UDP, TLS; tREIMEEEHTTP, HTTPS, QUIC,
TCP UDP TLS HTTP HTTPS Quic
ESTar ®
Vil f
* B0 443 HUEERE1~65
SSLERHT/IT.
iE GV} LAl
* CAIEH
* RESHWIED v | Q =EEB
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SRR
EfESLE 4 EHhitThRE

4. BE ‘T2 RERRSIRE , ERikSHASHEE “FHACE” . &
EEZARTRRIRSRE, TlERE “T—2: WARE .
5 WARBESHE, BF 1B, STATLSHITRAeIE.

LRI BoEE= AT

BT I N INASS BN CSREERRT, IR BT RIELBRIAMIAL, (152 Fime] LAE
T A M2 3BELB

EEXTALRICRENEERS, BSERERINMLSEE T

. BEATETIRSIEEIS
2. HEEMRPRSAM=, TE “2miEE” .
HNEHEFIRTTE o
3. HEFRINCRENAMIEZMAET, BEREIIN “SERT .
. BE CININCRE” , #EA CRINCRE” TWH.
5. IRBICRESH, WF4-11,

R 4-11 A EBNCERES KA
2 ]| itz

ICRER | A - BESGE | ICFEESEE, KRLEFA - EiRZigmIPvait
[IPvaitbhit | kiE,

FNIER | www IR ZRIRIE

HIRERE | £RENA PRIV ER SRR I F DNSAR S 28 TR I2 AT, 1R
EBEERRIR, REIXINAIIRSS2RIPEIL .
BNMER “=RMELA .

ZMEIA: BUALIRER, SRIRIELOE KRR
BERITEIRE, RRSIROFABRTER
TTL(®) | 300 ?j:fffﬁiaiﬁzmmNSHE%%%E’\J%@HQ‘[EU, VAR J9ER
AVAS

ANSLREAFEFARAIAME300%) .

iCR(E 192.168.12. | ZXIMIAYIPvALtELE, ANSCEEHELBEPEAIEMEL

2 x| PitBlE
192.168.12.
3
%‘?&g@% - wmEIEE v, BFFBNSRESXE, 28
(BT ) IDRENR SN EFFIMRETIR, AR
PINEE,
6, $$ “E Z._‘E” o

R[E “HEHTCR” RH.

alseRta, ERILERE S NANCRESIRPEECRIIRNICRE . JicRE
FRER TR “IEE” B, FRNCRERINL.
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L 4 ERHINEE

SR IGIIE TLS WERAIE
EaILASZ AT A S TLSERA B TISIE .

Windows 2 Fim3&iF
1. TENESEEARI NELBSLAIZBERYER, Flilhttps: //wwwelbtest com, 7EEHAY

SHEERIEERTEFIRIESAABHINERHRESE “HE”

— X
SEIEER
EREES | LIE www 443 S AT HARE
=ges NEE EEIES

w\«%m ] ELB ORI 1 CASEDD. .

frd

ik i e I

??g_r%tﬁ‘*fflk Www.Shiooccom TTEUETIEE (RN =5, B

Q NELUREHE Chrome BEESINESER , BAEEEES

ik
i
H

i

RS BETIFI I EEwwwiERET i com ; St BRI ERGEMEERZ SIS, HE
R R R e R BT RS T

2. BATFNEREFNIRN, EFIREKRUEERTLSSIE, BNERBTRERAIN
eSS AT . 2IXRIFRRE, TTLMREERSEZETHAECS,
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& 4-29 153K &% ECSO01

@ https:;/fwww.elbtest.com x +

< C (A Fz=2 | hitps)//www.elbtest.com|

Hello World! This is ECS01 for the ELB test.

4-30 53R AZ ECS02

@ https;/fwww.elbtest.com X +

< C (A g2 | bitps)//www.elbtest.com|

Hello World! This is ECS02 for the ELB test.

Linux Z Pimi&iE
BREBLInuxE iR, HPTLATHRSRIETLSNEIAIEZE,
curl -k --cert /root/client.crt --key /root/client.key https://www.elbtest.com

Hrh, --cert /root/client.crtiSE T EFImIEEXIFRIE, --key /root/client.key
BESEFImIEBXEAIFATANE

WNEATLAUKEILATENEX, TRERiInSIRS 2R inZ 858K 7 TLSEIAEFIEER D
KRETHHECS,

4-31 383E TLS X EIAIE ( Linux )

“l4curl -k --cert -rootsclient.crt --key sroot-client.key https:~

is EC38Z for the ELB test.
l#curl -k --cert ~srootsclient.crt --key -root-sclient.key https
This is EC3B1 for the ELB test.

EE S
o RINTLSHIRESIFMMIRIE, ESIRINTLSISINES
o APHEIRE:
- BlERUSITE
- BUEER
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SRR
L

SLSAEE

5.1 @i ELB Z3E QUIC Y LURH N FhNE R E

QUICHMYEE T UDPRIPIE B EXMIERMNY , eUEHEES, TR,
RFREREEESIREE.

QUICHNY B EATE. BHRASLIAZEMSIRSAME, REMNSEMMAETTLIENRR
4%, WUR-EIRAOIDER, 1RFHMEERGG, FIHRESIREHNT ST,
QUIC MY EEA

QUICHMYETFUDPHMYSEIR, AFESTRTCPIMYAI=X{EF BrILAGE TCPHMYAY
PASLREZE, AN AESEER (Stream ) RFINZIRER, BNREEFABEER
o TEXITHEFRITCPHMY, QUICHHYXIBBEESRIRIEE .

QUICSHTTP/3t9th7S

HEETIE

HTTP/32QUICARERBEMNY, B—IXiEKAET, IRSZES@EIHTTP/1.18%
HTTP/2 5 5288 &R, FHBAINEEESZIFQUIC, B XEKEIITENL
#, QUICESHIEEEREITHEZIQUICHNY, RLSSEFIARZEEIABIHTTP/3
HEIQUICIERE

E PR FHBIdHTTP/3(EAQUIC, MNRTERMHTTP/3ERE, Ha(EHR
HTTP/1.18¢HTTP/2,

5-1 ST ELB 513 Web [z

& ) '-J_f—-'

B in ELB Wehii

AIEQUIC EiHTTP

L
¥

F 3

EeIEM=EELBLH, HELBESPEEIP, BAMRIE, S5 NWH=R AFIYE
BRFNSBEIPVARRIIP,
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SRS

L
[ ]
[
[

\

EEIZEMEECS, ECS5EEIZERIELBELAETFR—1VPC, BEZFMREIFSE
MUEBIERECS, ALK HELIECSEEECentOSEANE], E5—EECS_clientBIER
PUg&EHTTPIER, S _48ECS_serverAA{ESREWeb RIS iEIRSZSE,

EMTIEPE HEE=FIEBEISSUEBRS, HEEESTIPESIERSMWIR
SRR, FEESNMISSLIEH.

IR AHTTPIMYAY EimfRSZ 224, RSB ESHFIRINT ECS_serverst
f5ll, RELHKEiRIRSS A9 SBiRO8442i0%0

LE—: BEEEF w2 HTTP/3

XFFWebM A, Z#FQUICEENZFIRIMEFREIFHTTP/3, BESFRETSE curl
B MIAEHRHTTP/3FIQUICSZE

1.

IREEREFIRECS_client,

B RIRSRESMERRLE, BRNEEIERIERRSEE.
HATIA T i S LR EMAMKFIAES .

a. TEGHepel BRI HEHEHERF

sudo yum install -y epel-release
sudo yum makecache

b. ZTERFIFRHE.,

sudo yum install -y git perl-IPC-cmd autoconf automake libtool libpsl-devel

MR IEFQUICRIHTTP/389curl T,

BEEERRSE

- ZEOpenSSUIRMHTLSSZHF, FFQUICINER(S, /RJ93.58E EFAMR
o,
% git clone --quiet --depth=1 -b openss|-$OPENSSL_VERSION https://github.com/openssl/
openssl

% cd openssl

% ./config --prefix=<somewhere1> --libdir=lib
% make

% make install

- ZEenghttp3, AFSETHTTP/3FIQPACKIINYE
% cd ..
% git clone -b $NGHTTP3_VERSION https://github.com/ngtcp2/nghttp3
% cd nghttp3
% git submodule update --init
% autoreconf -fi
% ./configure --prefix=<somewhere2> --enable-lib-only
% make
% make install

- ZEIIQUICHMYAYZ/O Engtcp2.,
% cd ..
% git clone -b $NGTCP2_VERSION https://github.com/ngtcp2/ngtcp2
% cd ngtcp2
% autoreconf -fi
% ./configure PKG_CONFIG_PATH=<somewhere1>/lib/pkgconfig:<somewhere2>/lib/pkgconfig
LDFLAGS="-Wl|,-rpath,<somewhere1>/lib" --prefix=<somewhere3> --enable-lib-only --with-
openssl
% make
% make install

- Zkaurl, BFAEFHTTP/3A9EK,
% cd ..
% git clone https://github.com/curl/curl
% cd curl
% autoreconf -fi
% LDFLAGS="-WI|,-rpath,<somewhere1>/lib" ./configure --with-openssl=<somewhere1> --with-
nghttp3=<somewhere2> --with-ngtcp2=<somewhere3>
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% make
% make install

LR EeiRRS=EPEFE Web N

1.
2.

3.

4.

\

2B R EimIRSSSECS_server,

HEleimbRSSeEH, FEEZRquic_testweb,

mkdir quic_testweb

fEquic_testwebBFET, #FEE— 1 index.html3Z{4,
a. FEindex.html3Z{4.

vi index.html

b. IZIFHNIRIEEIN, index.htmlBIIAINT .

hello, this is quic!

REscHIBHImiEETL, BA:wqiRFindex htm3Zi%,

FTE=": & QUIC Y5IFs3

1. HNBMERFIYEFIRRME.
2. BRI EISELAIRVIRIES, B RINERE" .
3. TEARINEIFESTRE, BlREMMIERE “QUIC” , ALK AHRIREIL2iK,
5-2 00 QUIC i50fr=s
< | IR
omﬂﬁiﬁ 2 mMESRSTER
BTN 77‘; 5 ":7”);”77? TTP, HTTPS, QUIC
B @ o
4. BF ‘T RERGRDERE" , BinikSEESHER “FHREF” . &
?:%EQZQUEEESZE’JHTTPHEQ“E, TRERT ‘T2 WAERE .
5. MWAERESHE, B ‘12X , THQUICKITEEAIBIE,
SIRPY: IIE QUIC 34
1. BELA Fcurlds$i51alELBEFERIEIPFNNE Irim M :
curl --http3-only -k -i https://<EIP>:<PORT>
2. IEIGNES- 3FﬁTﬁE NFRE FinEE ELBS GikiksS < 883 QUICHHESCIL

THTTP/318
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5-3 ISiE@IT QUIC thssEEl Y HTTP/3 i&@(5

[root@:E:E: s curl]# curl --http3-only -k -i https:/ /5
HTTP/3 28

date: Wed, 25 Jun 2825 87:28:29 GMT

content-type: text/html

content-length: 21

last-modified: wWed, 25 Jun 2825 @7:06:58 GMT

server: elb

hello, this is quic!

5.2 BT ELB £BE gRPC HiSiE R LURRH A
NG E

gRPCE—HhSttae BFHRAVIIZIZ 2 ( RPC Remote Procedure Calls ) &322, -
Z N AT MRS ESFIERAPIEEESERE . RIERMBIES SIFHID MmN BA
S, YEreM A EIEIRSE C IS RHTTPSHMY A A IR SR {TgRPOISRIZL, [Bik
AR5 284REFHgRPCHMGHTEE A RITHAE, ETFgRPCHMYGIFHTTP/2Z iSRRI
B, BERSHRENEIRE,

4
S
at
ool
i
&

RABHEXIHARTEME R RS BRECSHERE 7 gRPCRABARSS , HEECSFRERIEIUFAR =
MBI T IR RHIE SR . SR RBIDESCEIBITHTTPSIEITeR Il 315K B EE
& ZIgRPCIMY A EiImARSS2REAT, #BFE T gRPCRIABARSS BYECSIE AR imARSS 25 st
IBE Fimis KR

5-4 ZimiEid ELB i8] gRPC N AIRSS

BIEEHTTPS SimgRPC

L > D -

EFim ELB gRPCH A

¥

EEITE
o COIFENME=ZEIELBSLAI, BELBE4FEEIP, BFIRIE, ESNWIIMER AEI9E
SEIN4PEIPVALNIIP
o ECMWLFPHE HEE=HIEBRISSLEBREZHITEAMIGS . IEFEEEIT
FIPEERSWERSSEIED, #1552 MWESSLIEE.
o EMISLECSO1LH, HETEECSO15hERE T gRPCM AMRSS . EZXTFgRPCIRSSHY
15, B2 gRPCEMIIME,
BMELTR

5-5 ECE gRPC MY RIRIERIE

IZ2GRPCH#Hi¥
%%gﬁ%gé}_g RIHTTPS 1725 BoE IS AT IRV S
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$H—: & GRPC IMNH/EiRARSS#RH
1. HENEUHARSS R4AI R .
2. RIRIRSHSIIRNE, PERNEG LA “IRFIRIRSHA" 2.
3. EERRSEKE, XESREEESNERS-1, HARBETRSRIMET.

& 5-1 BB Rin D B RIS SEIR A

88 o] 305
ZFR server_group_ | BIEERIEImARSSESEAIEZTR
gRPC
e | M= Al S R RS S fR S ST BT,
gg
FEGEY | XBEE (B SRS A RS & ST .
fzs B EBDE B, HRECIRERIG
198500,
FEIE Y GRPC S RS 28 E B I AR AR S BTN o

ARSLH TS ZRIEEGRPCHMY -

DECEREEZE | IBECIEEX | LEDERANGEE, ALHRASEFRSFEARN
il s x,.

ISECAEL: RIBEGIRIRSEAINE, ZIN
FRORBIERD RETRBRIIRSSEE, NEKXR
[EiRiRSBSEE P ERIERS
BEXTHERIENER, B2 LEERED
ECRIE D RME .

4. BF ‘T2, FINERRSHEHEERRIGE.

5 BE “NINmMRSHT  GREELIRBIFAIECSO1EA), REWSIRO, HRik
IRFFEON, TR RS ZRA0RIN.

A EE
g BRI S in O R S EREBE gRPCIV S AR ORI —H, BEinRSEEMN
ZREFRITIZW SR
6. HEEENE, EREREESHFREEIA.
7. $$ “ —lt_'lf ” o
8. MWARBEXLIRE, BF “MEIE” .

FET FRINHTTPS WIFEE
1. EAMREHESIRRE .
2. 1EEATEAMEREIVESIANIRIED, Bt RINAIFSE” .

3. FERINYEIRERTNE, RUiGHMMERE “HTTPS” , HEE “BRERE” 1, 7R
“HTTP/2” FF%.
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5-6 N0 HTTPS MAIrseH e E B aAILE

< | ARhnMEIRES
o R 2 | BERRSEER
* EFR [ listener-HTTPS| ]
B EF SRR T RRS s, TUZISIEATETCP, UDP, TLS; GRISIESEHTTP, HTTPS, QUIC,
TCP UDP TLS HTTP HTTPS Quic
* B 443 EEEE1~65535
FHEEQUIC
SSUBRFAR
AT WEBAE
EERAE, (TR, MEAIEF S, FEmALL
* IBEEHEH v | @ mEEs
FFESNI @
FESNIS, SRR FHHTTPSE RIS S RSN S7eauME, MSEERAIISNIES, MEFRE S E-smiNE
il SR AP v | ®
FEEFHP ®
B @ o

5-7 FFF3 HTTP/2

~ EEFEEELE)
TeFERE v Q @ EEEYEE

ZRTLS 1 A SHNEEY, FEitsys, m2its. FEEE

0-RTT ®

HTTP/2 [ @)e

4. BE ‘T2 BRERRHSRRE" , RirRSHREASHEE “EHER . &
ELB—PEECIESTMAIGRPCHNY EinfRSSe84E, STRERE “T—25: il
RE" .

5 WARBESHGE, BF 12X , STAHTTPSHITERAIEIE

SER= EEERMBET
BT RINAKENCRERIT, SR RITRIELBIARIL, (FEEFIRATLIE
ISARIZIBITELB,
U TREEMISEMITE PR E RG], ESXTFALBICRENRERS,
ESE RERINR SR Z AR -
1. EAEBITIRSEHE
2. EEMBPRSHE, HF CARESE .
HENBEFIRRE -
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3. HEFRINCRENAMEZRET, BHERFIIN "SR .
4. BE “MINCRE” , A “RINCRE” NH.
5. IREICRESH, WFS5-2M7R.

F 5-2 A ERNCFRES LA
28 AN izl

ICREE | A - BigSiE | iCRERNEE, ATHIA - $iEHESFi50Pvaits
[IPvattbit | fit,

FNMIEE | www RN EE= DN

RIRER | £NERA RATHYZE IR KB AT DNSIR S S_EMRITIEZ AT, 1R
EIFNENORR, REIXINAIIRSSSEIPHBLL
ZONMEAR “EMBN”

SRBIA: BOAZKREER, BRIBEROERRZ
BT KRE, RRESIROIBOAFITER.

TTLF 300 ?j’cﬁ’fﬁiﬂiﬁzﬁﬂﬂDNSHE%%%E’\J%T?HU‘I‘EH, ARD o e
MO

ARSLRE{FEFREAIAE300%)
ICRE 192.168.12. | IHEZXIRAYIPvAlBLE, ZANSCEEAELBYRERISEMEL

2 I PHBLIE
%‘?&gg% - EmEISE v, RFFBNSRESXE, 28
(i ) IDREMR SN E FIMRETIR, AR
PINEE,
6. $E “E E” o

7. R “BRHTcR” WH.

NzepkfE, ERILAEERINAYCREIIRFEECHINAICRE . JicRE
ARESETA “IEE” B, RRCRERINL.

S£IRPU: I8IF gRPC W S5&EE M

SR EREE, ZERiRLUBIELBIAIGEREERiRIRSS 28 EAYgRPCARSS . FITFXI
NRATIFEELIEGRPCIMUFENEIRMET, ES2EUTEBNNERiIRS
gRPCERSS Z [BIRNIEE M -
1. AXLAECSEAZFimE{TI0uE, 2B RECS,

MRS ESHERH L, BERESIEREH=RSES.
2. grpaurlZ2AF5gRPCIRSHITREMNGSITILE , EEFinhLiEgrpcurl HF

IHFgRPCARSS, LATIRMEZEERA,

a. ZEgrpeurliifa, ASCHARHTIPLERG,

" EidyumBmi&REEgrpeurl G

yum install grpcurl

" FEIRRIBERARIgrpcurlii4E .

rpm -ivh grpcurl_1.9.3_linux_386.rpm
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b. I&iFgrpcurlZZERLIN,

grpcurl --version

5-8 IiF%%E grpeurl BN

binl# grpcurl --version

grpcurl v1.9.3
3. EEFmRPHTIUTSHS, EdindEiniRSEFEgRPCRS
grpeurl -insecure -proto <.protoXf4> <if &> <Wfriwk > <gRPCARSZZFR>/<Fi%>
SNRUTEVZHMU FEIFRRIEISR, NZRnEFinal LIS ELBISIaERE 1 gRPC
IREZHIEiRIRSSEE

5-9 I@iiFif1a) gRPC fRSS

5.3 ELB {&F WebSocket MY SCIPIX(S 2503 H

WebSockettiMY 2—FERENTCPERE _ Ei 72N TIBEHIMZEIMY . WebSocketfir¥
BIET, RSBSEUUTFIREZRIRAIEHTE, FEEFiRTIIRSEZBIEETR
A, HIEXIERE, BEIEESN. NABELBEAIASZIFWebSocketti, RILAES
BN E LA EER SHITRE

Websocket MY LR

o fHAEWebsocket¥
HEIWeb IS HMEESH, WBERANEKREES, HIA0SEATHEIL. th
BN . AEERENEINEEKIRSSSEaEIELATHEXENE . RBRIERARRNE
FHE, IEFiREEENEERAEIRS S AEEKRKEGRENGIFEE, UL
EFERERE. IREFIRFEEMERXEK, MHTTPAERERRK, &
SHEIHIREE LR, vRARREHIEINRSENES
RTERLLEWSIHEERK, HTMLS5|ASZHF T WebSockettii¥ . TEEXN @S
T, IRSB[REFimeeRITAEIE, IRSZETLAEMMEXIFEIE, ”HOEFin
AOEIEIER . XMW E@EEHHERUE/EBEER, BH 7R EALE, &)
LB B ERS B RFEIFRERIE,
BEZXTFWebSocketiMYRIFMER, BSEEHNIHThe WebSocket
Protocol,
ELBRUHTTP/HTTPSEIFZAIASZIFWebSocket i .

e WebsocketiiM\iEHIZ=S
WebsocketiMYAIZMAZE AL T ENBIE, T iZN AT EE i3 EHRIE

BRIV SST=
- MRS ER): AANIXE. BEREE. SATELEEERNSEERE
MEAPRESEL .
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IEDASEERHE: SAEELRE. ARREENFHFEERLE,
WESH: XBESMPREMETHAENEEBEER
EiRSEN: ARSERZENMEEER.

5-10 Z FuHE@id ELB 3518 Websocket [z FIfERR

VebSocketiirii VWebSocketiirii

I’LI ) #lf *

EFim ELB WebSocketiiFH

AELEH EZRE— M RZHWKERELRZEREIINT: ZFFiRRRSS SFinARIXE
R, BRSRUREITIIN, ZFFIRZIIONEAIEFRNIER, IRSSRinERIENAISERY
XH,

EETE
o DUFERINERIELBILA, FHikiR T M FAEMIASSCE], HELBESREEIP, BINR(E, 5
2 MESE = R A @RS N4BEIPvALMIP
o BIEMBECS, ECSE5ELIZEAELBELAIEFR—IVPC, BEZFMREIFTSER
IEBIZBECS, ASLEETSZ=IIECSZEECentOSEF I, F—EECS_clientB{EEZA
IERIEHTTPIER, 5 —8ECS_serverBBIEZRZEWebSocketiz G iRIRSSSE

TB—: ERinIRS2E4EE WebSocket [
1. IEBEREIHRIRSSSEECS server,
MU RRERESMERSE, BRE2ISSMERRESE.

2. WITA TS HIRIRS 2R iRAYpy thonkR A AEF python 3.7,
yum install python39

3. websockets EE{Rfit 7 {&iERT API, f1STE Python H§237 WebSocket 1E#23515
25, PITLA TSR ikwebsocketsZ

a. ZHEPythonBEET Bpip,
sudo yum install python3-pip

b. ZZFEWebSocket

pip install websockets

4. ERImRSZEEF, FEEFRwebsocket,

mkdir websocket

5. fEwebsocketBRT, #iEE—websocket_serverpyS {4, FHEEEFSIRENL
websocket i FBIRSS -

a. FhiE#Ewebsocket_server.pyS{4,

vi websocket_server.py
b. IZIFEHNRIEET .
BEEEATRLRESE
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= websocket_server.pySZ{FRIAS, BAiAiwOBCE 8081,

import asyncio
import websockets

async def echo(websocket):
print(websocket.request.path)
try:
async for message in websocket:
print(f"Received: {message}")
await websocket.send("Hello client,this is server!")
print(f"Sent: Hello client,this is server!")
except websockets.exceptions.ConnectionClosed as e:
print(f"Connection closed with error: {e}")
except Exception as e:
print(f"Unexpected error: {e}")

async def main():
print("Starting server...")
start_server = await websockets.serve(echo, "0.0.0.0", 8081)
print("Server started")
while True:
await asyncio.sleep(1)

asyncio.run(main())

6. I1ZEsci#E, mA\:wqfRfEwebsocket_server.py3{4,

7. i&{Twebsocket_server.pyX {4,
python3 websocket_server.py

8. WERIGNES-1189EIE, FRWebSockethz FBERZERLII -

5-11 WebSocket Iz FBEFZ R IH

e websocket]# python3 websocket_server.py

Server started

TE": EEFigPEE WebSocket i
1. mIEEREFIRECS_client,
HMRIRSEESMERE L, BERESIEZ MRS ESE.
2. PUTLATapSHRE FimiIpythoniRAAREFpython 3.7,
yum install python39
3. WFLUTHSEEFinPRERTRwebsocketsfE .

a. ZEPythonBEIET Bpip,
sudo yum install python3-pip

b. Z%#WebSocket
pip install websockets

4. EEPimIESsEG, #iEBRwebsocket client,

mkdir websocket_client

5. fEwebsocketBRT, #iEE—websocket_client.pyXf4, FHEEEPIE
websockethiz FAIRSS »

a. FhEwebsocket_client.pyS{4,

vi websocket_client.py
b. IZIFHNRIERET .
BEEEATARESE

= websocket_client.pyS{4BIZA, {FZFumal LABIEIELBIIFMRSSHIEIPHE
WHFNiR O, ASCERAiRE/98081iK .
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import asyncio
import websockets

async def hello():
uri = "ws://EIP_ELB:8081"
try:
async with websockets.connect(uri) as websocket:
while True:
await websocket.send("Hello server,this is client!")
print("Sent: Hello server,this is client!")
response = await websocket.recv()
print(f"Received: {response}")
await asyncio.sleep(1)
except websockets.exceptions.ConnectionClosedError as e:
print(f"Connection closed with error: {e}")

asyncio.get_event_loop().run_until_complete(hello())

6. ¥ZEsciE, MiN:wqfRfEwebsocket_client.pyX {4,

ST,=" el HTTP jSiniRSS BB RIS IRARSS 25
1. ENEIRERSS BES I .
EEHRSESIERE, SERNEA LA ‘ARFERRSHE" R,

ThERIn D BCRISINE, TR EiRIRSS e Server_GroupREXECZBE5T
FXAYELBSLf, [RimbMyisksE “HTTP” |

HRREFRERIA, B ‘T2~

ERINEIRRSSEENE, =IRSER \’_F BF “HIN=iRSR S
ERINE IR Mk B, EIRECS server, FigH W SZi%[1598081,
BF ‘T2 BRAERERER.

BF “I7ENEIE” .

© N o v

\%FI'
S
E

. B HTTP mifesHIEE R inikSS254H
HE NS 8 R T
EEFR R EIEIOIIRIES], BE RINEIFE" .
ERNITEETNE, MHNEENER “HTTP” , IROIREX “80817 .

5-12 /A0 HTTP Y5022

< | iRhnisnrES
o EELFE 2 | BESHAESE
* BER listener-HTTP
FIRDLL CRUITERAEATIP, HTTP
* AR 8081 BR(&SEE1~65535
Bl @
i SRS v |l®
FEESHIP @
A s @ o
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s AEIYE
L 5 SRIEE

4. B ‘T2 BEERRDEREE" , BiniRBEESEIELEF “ﬁﬁHEﬁ 7
BB =0 AIRS 224BServer_Group, SeRifEEE “ T—% TJ%%EE
%” o

5 MAEES¥E, BF ‘B, HHTTPIEITEEAIBIEE,

TER: IR
1. mIEEFREERFIRECS_client,

2. B1TIBpython websocket_client.py3 {4,
python3 websocket_client.py

3. HIEFmMEmIRS A4 FTED “ Sent Hello server, this is client!” #0
“Received: Hello client, this is server!” , I&IF 7 ELBi@iIWebSockettiX LI

T SERTHIR o

5-13 ELB j&@id WebSocket Tj]‘l SCI 7 SCAYER .

5.4 jEid ELB Feim[ 43 & ThsesCl Lin e &

RLFESR
MREMASFENSHOSDHBRS MEONGS, REEERONLTRES
(ERREI SR EBMNER . NREFBAILIEREMIT A BRI TN, e
ERIRSEELBRSIRIMIFIIAE . SiROMIRRIUSSEE— MaRasRd S MR
iROSR OB TIRIRER , BT WIRERE, EEMsEENESE.

BRI

o EEIEMZRIEIBSLAY, SLEHIKBBEMEE, HELBESHFEEIP. BIMEE, B2
RSSEIR =R G I ERE AR E IPVARMIP

e EBIFEECSO1FIECS025L5l, HEFEHSEE T NARS . ARSZE2ECS01F0ECS02
IMARZE£HELER1730000~300058%H .

BHEBEENRBIECSO1RIZIEHS
-  EZRECS01, HITUITaS, FHEHIASE,

vi ECS01_install.sh

- HENRERIN, SHFHMIELTES .

#!/bin/bash

# ZRENginXFBEMERES KO

yum install -y nginx

for PORT in {30000..30005}; do

# ERHTML

echo "Hello World! This is ECS01, server port is $PORT." > /usr/share/nginx/html/index_
$PORT.html

# HERENginxELE

printf "server { listen $PORT; location / { root /usr/share/nginx/html; index index_
$PORT.html; } \n" > /etc/nginx/conf.d/app_$PORT.conf
done
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SRR
L

# BriNginxFHilliz

nginx -t && systemctl restart nginx

curl --parallel-max 11 $(for PORT in {30000..30005}; do echo "http://localhost:$PORT "; done)
- HAwq, REFEXMHEN.
- WELTSS , BITRARSUE,

sudo sh ECS01_install.sh
- MRERMTFHITER, F330000%300055%O&BRTLAIEFEij5(D)

Hello World! This is ECS01,
Hello World! This is ECS01,
Hello World! This is ECS01,
Hello World! This is ECS01,
Hello World! This is ECS01,
Hello World! This is ECS01,

server port is 30000.
server port is 30001.
server port is 30002.
server port is 30003.
server port is 30004.
server port is 30005.

LTR—: tZERRSHAHAFERROEE

RS EERIFE RO AR RIRIRSE, FiRlkSHREAFERIROELR
&, ARFINERRS R THIEERRRE, SRS REBrIRERKnOELRE
ERimRSS sRXINAYIRE o
. HNRIRIRSSERESIRRME
2. HEWARSSERYIRRE, REREA LA “I2ERRSRAE" .
FeBRinnEckls, XESHIFHIBESNERS-3, HREEFRISEOMERIT.

& 5-3 BcBRin D EosRER S £ AA

e ]l 15i8H

ZFR server_group | BIEERIEIRIRSSESENIZTR.

ﬁj’ﬁi’ﬁ?ﬁi?‘é W= A {FiZEiniR S S HAY RSO ESCBISRE

gl__

FRERHEI | XEEH (FRZEIRIRSSESHAY R ETIE LI,

s g XBEE" 5, HERECREMIIR
=t SIS N

Rty TCP Binz= k5525 B SR HEAIME RS AN
AL ZRIEIETCPHMY

iROELk | B FRsimOERE, BEiniRSEERNIGiRIR
EZRINLTEEERmRO, WIFEHSIZIERn
BRIFOEEREERIRIRS X MAEO
RO ENEFBEARSZIFXA.,

DECREEE | IINECEEE | AEIYERBNEE, ATEHERIFTEHIAL

B IESIEEX
IREIEEE: RIBEIRIRSZZAINE, IR
FRREER D REAFRRIIRSES, NEKXRY
[BimiRSS 2w D EAIERS .
BEZXTFHERKRIEES, BEIEERED
BRI D ARE
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SRR
L 5 SRIIEE

. BE ‘T8, BRINEiRRSEHEERERE.,

5 BF “HFIN=RSEE”  EREE6IEIFAIECSO1FIECS025LAl, EHAEIIRITE
N, THR=IRSERASHM.

6. FERERE, BRESHREFRSIKOELR, BRESELHIANSEKO, &
EffEfEEREIRO.
AREEEAIECE SLHiR 80, HREBEINESEIRIFEOA.

7. BE ‘%7,

8. MAELELIRRE, Pt “SEIEIE” .

LB Bl TCP WIREHITE iR MR
AR5 ZRLATCPUSIR B8 BT IR CISIFEE K .

. ENBEREIETIRTE.
2. TEBERRMERBIIESEOIRVRMES, BE RINERERT .

3. TERINUSORSETRM, WMMERENESR “TCP” , HAB2ROE, BlikikREN
30000~300053#%

5-14 ;7500 TCP MIFHARE SiROMIF

< ANnEsIREE

° [e=in 2 | EERESKERE

= ERITELEFETCP, UDP, TLS: CEMIFESEEHTIP, HTTPS, QUIC.
HTTPS Quic

facr ] Sl
o —
e [ ™
L A )
ErEA—REEOSR, BEERAHARD

4. BE ‘T BRERRDERKRE  BRERRRSEE,
BF “HACH” , FRELERE— ERRRSHEAFERROELTEIE
AR imARSS B8R4 -

5 BE ‘T2 WAERE" , WIATHE, STRTCPEITERAIESE .

LER= BCEBENT
B Z R INASSBNCREMNT, SR ETZIELBRIAMtIL, (#15ZFinILAE
& 22152 I5IELB
BEEXTARBICRENRERES, BEERERINMLSE T
1. BEANTFERSEHS .
2. EEMNRPRSAE, &R “RRHE” .
NI R SR
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SRR
L

3. ERFRINCRERNSEMET, RERFIIR “EEEIT .
. BE RINCRET , HA CRINCRE” WH.
5 IRBICRESH, WRS-4FR.

F 5-4 A EBNCFESEURA

2% NGl 1Ae

ICRER | A - BIERIE | iICRENXE, FLENA - Big&iERIPvat

[@IPvatttht | k.

FHicER | www IR BRIRIER .

IRRR | 2MENA FERITAVZ IR S B 3T DNSBRSS SR/ ARt IZ2 AT, 1R

ENEENRR, REIXSNAYIRSSZ=IPHLE
BINMES “ERENN” o

EREIA: BOUALIRER!, SRIRIELIOE RIFR
BT, RASIROFAERER.

TTL(R) 300 EIMCREARDNSIRS 2200EFTE), AR

iz,

NSEEAEFROAE300)

ICRE 192.168.12. | B XIRAGIPvALtEIE, ARSCEIELBSTERISHEMELY

2 I PHBLIE
%'?&@g% - EmEgE v, RFFENSERERE, 88
(FJi% ) CRENSIINEERITGFESHER, AR
BN E,
B E .

R[E “HEHTCR” RME.

NseERtfs, RIS E S NANCRESIRPEECRIIRNICRE .. JicxRE
RRESETA “IER” B, RRCRERINL.

SEEPY: WiFiRO 0T
o MiRELBATAIM:

a.

LMEE—ERI LA AMAILInuxZE Fim a6, Zix Tcurl 58 ixOds<
(i%MA7930000-30005 2 [EE=im0 ) , WEIZEUEISIR SIHello World!
This is ECSO01, server port is B{fixOS., NFRRELBRILUGSEKRIEAER
InARSSEE

5-15 Linux ZPimiaskihaz] ECS01

Hello World! This is ECS@1, server port is 30088.

B B 2817580132 iN30000-30005 Z [BRYEEIR O, Blknhttp://id;
#:30000, AJLABRIXMTERNRE, RrEFiREBIERIBENA.
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5-16 N ERiEKiAEE] ECS01

Hello World! This is ECS01, server port is 30000.

o 1EHLSEHIS
a. {=FECS01RSES . TEECSO17#14Tsystemctl stop nginx.service{SFERM .

EFNoHE, ZEREEXHTcurl 158 iwO#< (i%[7930000-300052
EEERO ) , PAKEITEREISR Hello World! This is -+

5-17 ERFimiski51a%] ECS02

Hello World! This is ECS82, server port is 38880.

b. EITNILEEEAINEZNN130000-30005 2 ERERIRC, Flanhttp:/ /i
#:30000, AJLABRIEMTE, RrREFIREBIERILANA.

5-18 NEiggiE3kiA1a)ZE] ECS02

Hello World! This is ECS02, server port is 30000.

c. [BFECSO1BRSS, {ZFIECS02fRSS . FEECSO1HR#11Tsystemctl start
nginx.serviceEEFBEIMNFE, TEECSO02qH1Tsystemctl stop nginx.servicels
FANZFR -

EFHHE, EEFIRPERMITtelnet 138 wOM<S (IwEH
30000-30005Z /8 {EEixE ) , BAKEITERISEHR Hello World! This is

=] 5- inux ZERFimg3XKia|oz
5-19 Li 2 FimiasKipialE] ECSO1

Hello World! This is EC5@1, server port is 38088.

d. BITNEEEsiha)tEg+Z030000-30005 2 ERYFERIRO, Fla0http://i5
#:30000, AJLABRIEMTE, RrEFIREEBIERILANA.

5-20 NESERiEKiAEE] ECSO01

Hello World! This is ECS01, server port is 30000.

e. WMEMXERRFR, EinPERSHEEAZIMELBATAM, HEB
30000-300052 889w Ot98T LB ERRSS -
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SRR

L

i /9 ELB BB a2 A ATSEEl S8R 151a HTTPS IS5

N FEin=
MRGEEBNELBRES MISHE, FERTFHTTPSERESHRESEFRME
BHITIAIL, §$Eﬁ%!zﬁ@:ﬂﬁ%hﬁi?wI1IE=BEEE~ R RIS E BN 2 MR RES B
TEYEESMIBRIREEK. BAIRIEARRSRHTERESHZHTTPSIWSSHY
REIYE,
(MARIY:
12113 EfREE Fierp, BARMXIEBLUTHIAXLIRNE, MRESFERER, ATLURRTR#HTH
1%0
mERETEE
5-21 B2 ELB LfIEEZ B WS ATREE
x '\L | ! i
ELBSL IS IRIEE PR B RETHT TP SIERI RAGEBHTHTTPSINE, AEHRIEE
BRI A RIRGERE R EXNNAEiRIRSSE54H -
EEIE
o CUENTIEIBSCHI, EELBESREEIP. BMBE, B NMTMSRGRISESE
FN4BEIPVALRIP,
[ J ﬁULﬁAUJ‘-LM JjoTTPSTjJ‘-LME’J}:-L[ﬁHE%E%é ) Ejﬁuﬁﬂﬁjjnnﬂ01*l]}=lﬂﬁﬂ[§ I:I|:|
£H015h 53 BRI T ECSO1FIECS025Lfl, FFEEHAEE T RARS .
BFEEEFARFIECSO1HIEE S
- yum install -y nginx
- systemctl start nginx.service
- ¢d /usr/share/nginx/html/
- echo "Hello, this is ECSO1 response." > index.html
BREEARRBIECSO2RIERB S
- yum install -y nginx
- systemctl start nginx.service
- cd /usr/share/nginx/html/
- echo "Hello, this is ECS02 response." > index.html
o CERIMIABHEHER. BHNRE, BESEMIE. RESKICPER.
ARECEAFRIN FAEMEE
- www.example-aaa.com
- www.example-bbb.com
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o EETMEEELBIYZ W ERIRIEAFTHER . AL FMEZtest-
example.com{ERIRIES .

o EWLIEPRHE LEFE=FIERBRISSLEPRSHIEAMIES . HEEELAT
SIEREERFWIRSZHR/ES, FHIESRWISSLES.

ARELEFMFBLLT=AIEH:

a. ENAiEPcert-default, 4fElZtest-example.com,
b. ¥ EifPHcert-1, 4EH Zwww.example-aaa.com,
c. ¥V EiEPBcert-2, 4fEHZwww.example-bbb.com,

LR SyhEAY ELB SCAER SR R
1. BN RESESIRTE.
2. g@ﬁﬁzﬁw@iﬁua@ﬁ, EERESEATIRSIERIRES, Bk E
3. %R ‘EBESETT , BEERSHSRITERS.

5-22 FoE 1= AT

BTN T ERS-5H B E

2= 5-5 79 ELB SLAIECEIH S ART
e gl il
BB AMIES
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st AEIYE
S

W

#

BNl

158

pog ek

5>

FREFX

SRR P SIENMNELB AR Z IS ELB R IP
HILRIRRTICREE, ST LAEE ELBRIA MR
HIBIELBSLAI

R

test-
example.c
om

EIRIEEAEDNSIRSS CIZ TR RI A= FJIELB
HEAMRES, RFEETERRERRSZIRED
FIHAVEIELBRIA M

TTL(#)

300

?j’f’fﬁiaiﬁzﬁﬂwNSHE%%%E’\J%T?EB‘I‘ET], LRSS ER
o

RELEHRFFIMER “300%7

BB Pt

S[ZhoE

=ETARSS (DNS ) B INELBAIMIE S M
ELBFARIPHENLAVERTICREE, IS RILUEIZ AN
152 iH1aELBSLA .

Rz 28

SR LIEE I ELBECERI P Mg AOMRIEE 258,
RO E TG FAMRIEEIRE B F 1= F/9ELB
AIPRIMYIE . ELBIAIMILE & AIHRISE RIRTSZ1FDNS
ARSSHI 22 IR FOFARYIE o

o XM REEETIEEEAIDNSIRSSHIARIE
BiREHFIHZEIELBRIARIES o

o AN RFUGETIEEEAIDNSIRSSHIAIMIE
RiREHF 12 FIELBRIARIES o

R

test-
example.c
om

1R IR S DN SBRSS B2 5e BRI A2 R ak A R 15 1 F
HELBEHZRIRINE , RAGETFEIREAIMRIGS
IREH FIE A ERELBRIRIRIEES o

TTL(#)

300

?j’cg*ﬁiﬂi?ﬂiﬂﬂDNSHE%%%E’\J%T?EB‘I‘EH, LARb 988
lL o

RELHEFHEFRFEIAMES “300%7

INREHEXS LRI TIZECE, BN YES,
BE ‘R, THEE.
BEBFREARETR, NRIEREERE, EoIUEERRIELBLEIERATE

Fo
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& 5-23 1A fEHrc B A

SRS | M

BES vew  BAEE ARE KR SEET XEES

FELBIRINHTTPSISIFSERT,

7=

£~ HERSSEIEPE ELB i=HE
REEISEINTH _ HENSELBIRHIA

EEN M RIS SR TTE .
EEMSHht=SE SEREE .
BE “QIEBIER" , BRESHESIRS-6,

£ 5-6 RS IEFSEUHAA

24 ol

IS eESidl BIEIEPRIEE, ASGRZFRSH|/IES .

IEFKIR RS BHIEP RIRY 25 SSLIE R SRR SR MAVEIE S
MEHBHIES.
AEFSSUE B SRS URZEAERIEREERS
BEWSLRISSLIEF .

IEH ERGEE HERELBIEHISANES .

®IIRE EWINER—M=RREEES, BWIRNEEERSRE

HE—NZRRRINEEE, LUIRINERNRT

(REIE,

{=FLN

SNIFFtE (|
1% )

BBEESSLEBESENFRAES .
LIEFIEBATFEESNLERT, EIFREE PG
HTTPSIBERAYIE SRIEEXS R AISN REBSEAIAILE .
cert-1Fcert-24 RIHZ D AIEN
www.example-aaa.com

www.example-bbb.com

i
&

AIHZIEBRUEIRMER, JFBIEIR.
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SRR
S 5 SRIEE

4. BE “HAE” , STREIEIEBEELBIEHIaRIEIE.
FIrPEEEH G, BalEECIZTHANES,

. 7500 HTTPS Y0283 SNIEH
1. ENEMERBYESIRTE.
2. TEEFRRMRASIIESSAINIRIES], BE RINSIRE” .
3. TENINMATTSETAE, HMMEEBUERE “HTTPS” |, “SSLERRAZ” 1% “BmEiA
iE”
TEIRSS S BB B I hikiR S B—rh HETIELBIRFI SRS RIESE.

Nl
S
1

5-24 300 HTTPS YSIreeH A& B miAiIE
< | ERDnEEmEE

° =i 2 | ESRESESE

* B listener-8a81

RIS EFESHESRRSETREsEEE. [EEIEETCP. UDP. TLS: tEEITEEFHTTP. HTTPS. QUIC

# pnEEn 443 E{EEE1-65535
FHREQUIC

SSLERIAE.

| * REFHED v Q =EEE
4. BE ‘T2 RERRDERE , FnRSHASHILE “EHAEAHET . &
FEKoETRRIRSHRE, TERE “T—F: WARE” .
5 WARBESHE, BF 12X, TAHTTPSHITERAIEIE

LTI BB AR

1. BEXNEMERENESIRTE.

2. TESRMAEISEYIRINE, PEHFEMIEARIEINATIEREER,

3. E;%M%”ﬁ%,@ﬂuﬁﬂuTWWﬁﬁAD,EA%M%%“%E%%”
NiZo
-  TEBEREIRESFRTEITRY “BRME7 31, B “IRIN/RER RS .
- BEBEREIESETR, FDRE “RARET I,

4. BF “RINEEARES” 15H, BE2REANN:
- WRFEZREwww.example-aaa.com, BBARAKEGIRIRSZEH, NE:

100,
- WREFHZFEwww.example-bbb.com, AR AERIRIRSSESH, NE:
100,
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SRR
L 5 SRIEE

[l 5-25 FeEMSREE AR

5 EcE5hk, BdE “RET S

STBR: GiEiSET
B i 2R INAE BN REREAT, S 2ETEIELBAI MM, (FEEFiga LB
T AR ZIHIEELB .
BZXTFALBICRENEEIES, BSERIERINRLLIE3 /T
1. EA=RBIFIRSIERE
2. EEMRPRSME, &R “ANES” .
HENIFERFETTHE .
3. EFRINMCEREMNLAMIEZRET, BEREIIR “SBRR .
4. BE “FIMCRE” , #HA “RIMCRE” WWH.
5. REICRESH, WFES-7THR

R 5-7 A EBICRESHIRA
2% ANl 15488

ICREE | A -BiERIE | 1ICRERISEE, KSLEHA - BiEFIEmIPvait
[@IPvatttht | ik,

FHIEE | www RN CEZA N

HRIRER | £NERA FRMTROZR IR LR AR T DNSIRSS S 1E MRt Il 2 AT, 1R
BIHIEERKR, REIXGNAARSS 2 IPHBLE
EINMESR “EMBRINT

SMBIA: BOAZKIESER, JRBIEROERRZ
BTSN, RASIREIZHABITER.
TTL(E) 300 FETICRIEADNSIRS 22V EFATE], LR AER
3o

ANSER{FEFERIAE300%)

ICRE 192.168.12. | IHZIMAYIPvAELE, ASCEESIELBLDERIZEMELY

2 I PHBLIE ,
%ﬂﬁﬁ - EmEgE v, RFENSERERE, 28
(i ) IDRENR SN EIFIIRETIR, (RS
ERIARE .
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SRR

E{ESCEE =RIEE

i
g

6. $$ “E Z.—En .

LB ERWIE

ENEE 2 o Bl Awww.example-aaa.comFlwww.example-bbb.com&EBATLAE
ELBSEBIiAIRIEI R FERRSS o

IRLEIIEPERIGERHEERIES, WHRRESEFALERET, BRXARIR
HIGETIRERTMIRINIIE, (NI S EEXNERZRVE(EIRIR

1. EXSEEHENIEBcert-14FE/71% Zwww.example-aaa.com, RIEEZECER
BREE, BRBh0EGiRIRSESEA, REIMNERTR:

5-26 pkINikiaiEE www.example-aaa.com

b 5] example-aaa.com X +
= & © == hips//www.example-aaa.com

Helln, thiz iz ECS501 responsze.

2. TENIESEEPINIERcert- 1fiBEE’Ji;E%www.example-bbb.com, RIBIGECER
HERE, BEREHOEIRIRRSREA, RENERR:

5-27 E¢INifinliEE2 www.example-bbb.com
A s, ] example-bbb.com * ar
< & © F=2  htpa//www.example-bbb.com

Hello, this iz EC30Z responsze.

5.6 i&@1T IPv4/IPv6 HiHFEHASCI IPV6 ZFigifial IPv4
5

R iz

MRBEENEN SRS RFBIPV6E iR, MENEHRSPEEEIPVAINE, &
ATLLEBIT IPv4/IPve b G AT RS IR IPVE RS FiRFNIPvAl Sk 2 (BRI 3R &S a8
RS, SHEIHIRS IR SE LM PveBUS RN T AME R B IPV6ZE FikaNiEK -
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SRR

IELEK 5 SkINEE
(REETY:
i?I}JﬁEBﬂ;iJ:é%EF', EAAXIGBEIEH ST, REEFERTER, TLURR TR {TH
Bo

H4 2 1Pv4/IPv6 HutiHEE A

S A D ETST IS TS IPvA/IPVe B EEHETNRE , iZINRERIATSZIFNAT64FINATA6/K
EIIHEMRT R, TTIeE FiEiHIaELBRYIPVAEZ2IPveittl, ERETLARNIPVATLIPVE/Si%
IRSZESE(E

e NAT64: JZIPVeREEMAIPVARE . FRIZINEEE, IPveEFiREIIELBEE &R
LA IE)IPVARRSS i o

e NAT46: BIPVAREEMAIPVORE ., FRIZINEERE, IPVAZFIREITELBEE &R
LLSia)IPve RS o

5-28 U2 ( TCP #0 UDP MY ) ELB FF/= IPv4/IPv6 it aEa I 53284 E]

& IPVE/IPvART4E \q\/ IPvE/IPVARTLE no-

e ELB EismSEa
BRI
o EMILTECSO15LE, ECSHYEM-EHIPvAttBlE, EECSOT1HERER T AIRS, 32
M S EES MR REIRRES .
o COIEMMYZERIHTCPELUDPIMNY G IRIRSS2RH, ASEEELATCPIMYMIGIRIRS
SRRFBY, BRSSEEHEFRINTECSO1,
BERIE

5-29 f2E IPv6 ZFiwifio) IPv4 FiRIRSS

BIEE HPVG HINTCPUSIREE TS ~ ‘

SH—: elEsTIS IPv6 M4ZHY ELB
1. BN ETRE .
2. REFEERERMHIYSRNEREE, NERRER MEE” Ul

[ 5-30 BUEMKEL A EIYERE (JR=E )

eI

i

ERTUSESEVRANGS, SERERRUELCUSA, (CUHEIIIEST BT, NFnRmL
FEBHTTPHTTPS) @

FEEETCPUDPITLS) @

AR ESMEAE$5400,000 TCP/ 400,000 UDP / 400,000 TLSETEEEES. 20,000,000 TCP / 20,000,000 UDP / 20,000,000 TLSEAFHEEEN. 10,000MbitsiEEsaatias, sehittaRarTERMESIN.
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st ARt
L 5 SRIEE

3. IERHIERRIMERE, BRIERERTEEASIERMEECE .
PILRSEBITTIRSR “IPVeILR” , FR/EVPCFNFMIFESZHFIPVG,

5-31 LZEENEIR “IPV6 WL

PORECE
Pl
FiEVPC
VRC-ipvE v || Q| BEENEE O dEENAEE O

v |q] sBTA 0O amTR o

v Q| BEFAD EFM O

Pt

FACLMIESTFR. SUSSIUEFIR. TRIAESESE ES=EM (0 RSACLAU O

4. HOAERERER, $& ‘AL , SRt

SEZ: NINEIEEHITS 1Pv4/IPv6 il EEI%TARE
YN Snenall I
BT RITESIAIRIRIED), SBF RIKIRE" .
ERNSIFEETNE, NEELAIR “TCP” , FFS “IPv4/IPveitthiisis” TAE.

5-32 7Wh0 TCP Y502 FFFFE “IPv4/IPV6 HititEEia”

< | ERDNEITRE
o EENE 2 | EERESEEE
* EFR [ listener-TCP ]
R WFSRURESHEE. [VSSIEEETCP. UDP. TLS: HELINEEFHTTP. HTTPS. QUIC
Tcp uoP s HTTP HTTPS auic
SEO @
* ARl 80 BB ~65535
AR SAFRTEIPEAIE v | @
IPYalPUBiE @ o
BEESEP @

f
13
.
f
W
i
i

4. BE ‘T2 BRERRDECRE Eﬁﬁ”%ﬂﬁﬂ””ﬂﬂéh_}z ‘EREART . I
FRELOIETRRIRSHRE, TERE ‘T—F: WARE” .

5 WARBESHE, B B, THTCPRITRAIeIE.
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SRS
S 5 SRIEE

TR= RirkEZRNEZLEROE ELB FrlEFM

REIPV6E FiRANE RIS ELBES(FHELB/SL ?MEPE’JlPﬂﬂthEFifTaHER““Ecsm
ggé ECSO1Z 2 AFZTEMBELBEiRnFMTEME:, #1552 Wi ERiniRS 210
.,

S0 IBF IPv6 Z AR IPv4 [FikIRSS

o  TEIPV6EFimHMITLA TGS, IBIGELBAYIPVEIELL
telnet -6 ${IPv6ittit} ${ixO=}

EIZEA TEFTRRIESR, RREFiRpIhEPvetbit

& 5-33 IPv6 EFimpIHi51a) ELB AY IPv6 it

[root@ecs—¢= ~1# telnet -6 2407
Trying 2487::
Connected to 2487 ' i =

Escape character is '"]'.

o (FRAcurlfss$IAIEWebZERRSS N FBRYEE M .
curl -6 [${ELB IPv6ititit}]:${ELB ¥5IF&8iw O} -g -v

EIZSATEFTRRIES., FRRWebZEhRSS N ABMESERE

5-34 I5iF Web RSN FERNEE

3C//DTD HTML 4.81//EN" “http://unas rg/TR/html4/strict.dtd"

content="text/html: charset=u
title

o BT THhSHESRiRIRSESEIIER
ss -antp |grep $H{BiR=IRSS 0RO}
KE FEFREVEE, FRIPV6ZEFIHAYRIPVOEHEE IS ELB/REIRHELB/S
U FRIAYIPvALtELE, F5EIRIRSSESECSOTRINE(S -

B 5-35 IPv6 ZFi%S IPv4 [GiRIRSZ S EB(SHIN

[roote. % ss -antp grep 8885
LISTEN (] 1024 1SEME

* e e
ESTAB (] (] ffff:10.0.9.215]: [::ffff:10.0.0. 56] 1'”3d

BRI

IPv4/IPveitEHHEEIRTNREFF RS, S aIRENE FinIPINGE, TCPIEIFEAs=ILA
1812 iEid ProxyProtocol iy IRENE FimESEIP
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SRR
L

5.7 EUEMEE! ELB ¥ & MREVEFimEsE IP

EEREME RS EHITI S AR, ESrRIaEFERIRINE FirimKAYE S|Pl T
HE—E0, SRIREREMIP. #ESHT. BRITASSIEHESREISS1E

(FFRELBHITIUREW S AR, BUAER FELBELAISRiRIRS 2R AEZFEHAE in
ROIPHENNE(E, RikiRS A EESAIE FPigELIPHbit , {B21EELBSLASIPZEEY
[EimiB(S . TCPaUDPIAIRSEFFEIPv4/IPvelbitiEi . (FATLSISIFSSHTiEEZ17

5, BEFIRELIPEIHMZ=EELBLHIS S &4, BalSEARSGRENNE S

NP7
RIGEAEFIRETIPtL
LR SR

o MMRIBREFENATHX, NHEEFRENFINATIEIR/FRIIPHENE, FoIRIRENNATER(L

BUAYIPHBLE .

o WIRBREFIRATEE, WREERINEIFRAEENAYIPHIIL, TTiRIRENSZ=RIIP

ﬂﬂiﬂ: o

o PURMNTEE (TCP/UDP) BUAFE “RENEFIRIP” IhEE, FXIFE—BIRSS
RN RIRARSS 28 XA E NS FinkIizs.
R ERRSSENEFinERE—aRkSR, UEkRkSHFSRIERSGRIPAZA
WOIPHITEZIR S A AN A HEIHRS, BiEENEIRSGRELEELB, RESHEIER

=E SER

ERSIRENE PIRESK IP F3EN A

JR=RIEL BRIPUEIMN IS ITEE ( TCP/UDP ) BUASHF “SRENEFinIP” ThRE, ELBSEf)
Slainikss 282 B EE#E A FinESCRIIPHBILES .

HDEIKIASR, MRITRRRY “IRENEFIRIP” THRERX, ERILISERS-SENRISSEE

RIG=IRENE PR ESEIP

& 5-8 MEMITIREVE FiRESE IP R4

L= SSIRESAY “FKEY | BRI SIRENE FiRELIP
ZFumlP” Theg
TCPYSPMr | TCP/UDPSIREE | LATIASIEIR=EAY “SRENEFimIP” IHEERRL, &
28 BHASS “HE | aTLAUBIS BCE TOARG ok iEid Proxy Protocol iy
ERigIP” SRENE iR ESLIP:
o TCPYMIREESIPERFIRIBES.
o TCPISIRSEFFSIPVA/IPVElEL IR XS, &2
P PHbhE & AR REHR .
UDPLEIfr | TCP/UDPEIREE | LA A= ZIRENZE FPimgEsLIP:
=5 RUNSTE: “3REX | o pBsopSIpRmIEEL .
ZRigIP -
o UDPYIFEEFFZIPVA/IPVeitBLIHEEE
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M AEYE
EfESLE 5 SRIEE

SSITER HSITERAY “IREN | A RIRENE FIRESCIP
EFiwIP” Ihie

TLSISIRSE | A% iEid ProxyProtocol MY IKEN 2 FiwELSEIP

TCP/UDP SSIraaBRIASZEF “IRENE s IP”

TCPFIUDPYIrERAIN S5 AR 1A=, ELBEHISRiRiRSS#e 2 B EIE(EHAZEFirAIEST
IPHILEE(S . BEFHTIINRE, BEEERIRIRSHIETICRATHIE SR
BEIZEFIRESEIP,

SNginx{ERRRIRSS 2R, BRIUSELUTSRFITIRIE,

1. {EXhttpBcER, ANginXEEEIHITDHE, BAIUSERITUTHS.
http {
log_format main '$remote_addr- $remote_user [$time_local] "$request" '
'$status $body_bytes_sent "http_referer" '
""$http_user_agent" "$http_x_forwarded_for";
}

5-36 BoEAOEE

http {
log_format main

2. BENginxg9IBIEEE, ErlLAEEAEE FiniaRIESLIP,

cat /path/server/nginx/logs/access.log

BE&iCRS, S—NIPHIRE FimAIESCIPibiL .

& 5-37 && Nginx A&

+B888 1 ET
+ABBA1 "GET .~ HTTP-1.1"

TCP YSIr284t A FECE TOA HEHFRENZS PR EISE IP

TOARIZIRIR F 22 FAsRIRANELBSE GRS AT ROE PR ESEIPHENE ({XSZHFIPv4 ) , %15
HLZRAELBERARSS R, FAITEIESETOAMGHES.

i#iZ ProxyProtocol {HY 3K ik ESE IP

AT LIS 7E Ma 128 _EFFIEProxyProtocolBhBE %, HifiREinIRSEEBRET
ProxyProtocollMYAIBESIKIRENE FimESEIP
o TCPHEITFEALTAZR “RENZEFiRIP” TNRER:
- TCPHITERSIPEERIREIE
- TCPYATFEEFFIEIPvA/IPVEItE I E R FF R R ITEER
o TLSUSIRES: {NSZIHEITProxyProtocol M ERENE F iR ELIP,

FAIEIESEZIATMMEL R
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S AEYE
S

LE—: HISIFSEFE ProxyProtocol

1.

vk W

6.

BN EREFIYESIRRME.

e REIYEYIRNE, REBERAEIERSIR.
EMSIFEsyIRIm, REBREITEEHIBIR,
ERIRSENEANSERE, Bl “REWIFE"

£ “YmiBNE0REE” W@, FFE “ProxyProtocol” FFk,

BIRREIRIRSS 2E BB T ProxyProtocotfMYAYEEST, BUSSH SR, 15
EEFE.

$$ “E ZF.E” R

TE . BERimiRFSESZISME T ProxyProtocol MY

A LAfRimBRSS B3 ECentOS 7.5RT, LENGInKABIHITNE, ERILASERITI

TSR ITEE,
1. 1BFLAT&$ZEhttp_realip_module,

4.

yum -y install gcc pcre pcre-devel zlib zlib-devel openssl openssl-devel
waget http://nginx.org/download/nginx-1.17.0.tar.gz

tar zxvf nginx-1.17.0.tar.gz

cd nginx-1.17.0

.Jconfigure --prefix=/path/server/nginx --with-http_stub_status_module --without-http-cache --with-
http_ssl_module --with-http_realip_module

make

make install

FTFNginxBYEFECE X {Hnginx.conf,

vi /path/server/nginx/conf/nginx.conf
[EkserverfeER, (EXSEWT .
a. [BFProxy ProtocoliIfr,

b. BCEESLIPIEE.

server {
listen 8081 proxy_protocol;
server_name localhost;

set_real_ip_from 192.168.0.0/16;
real_ip_header proxy_protocol;

}
BRIEIRS2EAIMELARNNZ! set_real_ip_from <IP_address>, JHM=EIELBLAIFE

ELB/SimFMIMIES o
5-38 {£24 Nginx BeE& 1489 server BER

listen Bag1 pro=y_ protocol:
zerver_name localhost:

set_real_ip_from 192.168.8.8-16:
real _1p_header proxy_protocol:

(EcihttpEe &R, ECEIHRIAR
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LSl
L 5 SRIEE

http {
log_format main '$remote_addr- $remote_user [$time_local] "$request™
'$status $body_bytes_sent "$http_referer" '
""$http_user_agent" "$proxy_protocol_addr" ';

}

5-39 &4 Nginx BCES4RY http BC& R

http {
log_format main '

5. BrINginx

/path/server/nginx/sbin/nginx

LR=: WiIFRirfRSSRIIRE 7 ZFiREsE IP

EANginx{EREiHRIRSS 22T, ZFumiAaFFE 7 ProxyProtocolBJELBSLE, NginxHi&
FRYRIPEI N ESLHIZE FiRIP,

cat /path/server/nginx/logs/access.log

HEICZR=S, $proxy_protocol addrixrExdAYIPHELIED O E FiumAYESLIPHBLE

5-40 @< ProxyProtocol HMYIKRENZZ i E;& IP

" 197 168

[Z3/Jun-2825:21:13:27 +@8881 “GET ~ HTTP-1.1" Z0@ 2572 "-" “curl/?.Z
" " 1"192.168.

[23/Jun-20825:21:13:27 +@8881 "GET » HTTP-1.1" 2@@ 2572 "-"

" "19Z.168.
" “19Z.168.
" "192.168.

[Z3-Junr2825:21:13:28 +BBBA]1 “"GET -~ HTTP-1.1" Z@@ 2572 “-" "curl/? 2z
[Z3/Jun-2825:21:13:28 +@8881 “GET ~ HTTP-1.1" ZB@ 2572 "-" “curl/?.Z
[23/Jun-2025:21:13:28 +@8881 "GET » HTTP-1.1" 288 2572 "-" "curl 7.2

5.8 T CEMEFE! ELB A& MRENEFimEsE IP
Rz =

9.8

3.8
[23-Jun-2825:21:13:28 +@BAA1 "GET ~ HTTP-1.1" 2688 2572 9.8 “T9Z.166.

9.8

9.8

3.8

TE(FE AR R EISERT IS ART, EaIReE BRI E FiniERAVESLIPHBILH T
H—EDHT, SR EREBIP. SRS, BRI ASIRIINIEHIEE AR S17
=, EEF.FJEJ‘&J‘HTTP/HTTPS/QUIC""UE ST EEWSHEARN, BRIRESLIPEIHE
BUELBSLIRd S A EER, EaILASEARSGREVE PinELAYIPHELL

YR SRE
o WNRIBEREINATK, N HBEFRENEINATIEIRERVIPHELE, ToiEIRENNATEEL

BUBYIPHBLIL
o WRBEREFIHABEE, NRESKINEIFSEREENAIIPHENL, FToRIFRENSZEAIIP
ik,

TERSIKINEFIRES IP 5iENE
o JEE=RVELBRY-CEIMNIAIFEE ( HTTP/HTTPS/QUIC ) BRAFFRE “SREXZFiRIP”
T0gE, XIFEEX- Forwarded-For?Eﬁ{%‘zg)ﬂﬁﬁﬁggg%po
o XEIRRSEHITEE, RIRIRSEAILUERMEITX-Forwarded-ForFERLURENE
FimAYELIP,
X-Forwarded-For==EZt& Va0 :
X-Forwarded-For: <i53RZEFiIRELIP, {CIEARSSE81-1P, AIEARSSZR2-IP, ..>
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S AEYE
fESLE 5 SRIEE

{(ERILE S UIRENE Fim ESEIPRY, RENAISE—MIPHBILEL RS FimESEIP,

HEETIE

o CERIEIMZEIEIBLA], BELBESREEIP, BIMEIE, B NIETMZRIATIIHE
SRFNSBEIPVALRNMIP .,

o EEIEMMNEEELAHTTPIMNAIEIRARSSZRE . IRSSRREFIRINTECSO13EHI, F
BfEECSOTREE T NARSS -

SE—: CERIFRARE “3KEEF i IP” T8

JR=AIELBSLAIRIHTTP/HTTPS/QUICKAIRSEBATIRS “ SRENZZFiHIP” 1088, ENBAIA
S FBITX-Forwarded-ForfEF B R E PRI RAVELIP,

LB EEERmRSES

RIEE BN EIRIRSSEE LR, WTHENAECE, RIRIRSSZEAILAEIRRENTX-
Forwarded-For=E% .

BCE Nginx fRS338
BlanECentOS 7.5IME T, AILMATAI T anSHITREE:
1. BEFLATEHS TEHNGInGERE, LZEhttp_realip_module,

yum -y install gcc pcre pcre-devel zlib zlib-devel openssl openssl-devel

wget http://nginx.org/download/nginx-1.17.0.tar.gz

tar zxvf nginx-1.17.0.tar.gz

cd nginx-1.17.0

.Jconfigure --prefix=/path/server/nginx --with-http_stub_status_module --without-http-cache --with-
http_ssl_module --with-http_realip_module

make

make install

2. PIFLAT®S, $TFnginx.conf3Xf4,
vi /path/server/nginx/conf/nginx.conf

3. RiFNREEL .

4. (EMserverfeER, BXSEUT.

set_real_ip_from 192.168.0.0/16;
real_ip_header X-Forwarded-For;

& 5-41 S INEcEF RIS RRBIE

server 1
listen g8a:
server_name localhost:

set_real_ip from 192.168.8.8-16:
real_ip_header X-Forwarded-For:

(1 %88
B IEIRSS SRR BTN set_real_ip_from <IP_address>, ¥HER A ISEEERIMELB
SLHIREIRFRIRER
5. {&XhttpEcEIR, ANginxBLEiIHIBIEE, $§X-Forwarded-ForskFERHIZE Finis

KEEBEZhttp_x_forwarded_forfE NBE, EAILASERITLUATGHRS
http {
log_format main '$remote_addr- $remote_user [$time_local] "$request" '
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'$status $body_bytes_sent "http_referer" '
"$http_user_agent" "$http_x_forwarded_for"';

5-42 BeEipaHE

http {
log_format main

6. JBEINginx,
/path/server/nginx/sbin/nginx

AcE Tomcat RFSES
AHEDPITomcatiIZL2EIR 2N “ /usr/tomcat/tomcat8/” .

1. BREZIETomcathIfRSEE.

2. HITAT®S, BETomatEREREIZET.
ps -ef|grep tomcat
netstat -anpt|grep java

5-43 [EEInfTERH)

[root@lilian apache-tomcat-9.0.10]# ps -ef |grep tomcat
P09 995 0 15:01 pts/0  ©9:00:00 grep --color=auto
32223 1 © 14:37 pts/0 00:00:12 /usr/java/)dk-10.8.1/bin/java -Djava.util.logging.config.file=/usr/local/
-9.0.10/conf/logging.properties -Djava.util.logging.manager=org.apache.juli.ClassLoaderLogManager -Djdk.tls.ephemeralDHKeySi
tocol.handler.pkgs=org.apache.catalina.webresources -Dorg.apache.catalina.security.SecuritylListener.UMASK=0027 -Dignore.endor:

th /usr/local/ apache- -9.08.10/bin/bootstrap.jar:/usr/local/ -01/apache- -9.9.10/bin/ -juli.jar
sr/local/ -01/apache- -9.0.10 -Dcatalina.home=/usr/local/ -81/apache- -9.08.10 -Djava.io.tmpdir=/usr/local
-9.0.10/temp org.apache.catalina.startup.Bootstrap start
[root@lilian apache-tomcat-9.0.10]# netstat -anpt|grep java
] 0 127.9.0.1:32001 0. 0:* LISTEN
(] ) LISTEN
] 8 LISTEN
(] LISTEN
e 16.0.0.2 - - 383 ESTABLISHED
(] 127.0.0. Z i ESTABLISHED
e e : ] ESTABLISHED 3
(] ] ESTABLISHED
] 3 ESTABLISHED 3
(] 5 8888 ESTABLISHED 3 3
1 0. - 648 - 3 CLOSE_WAIT 882/
tcp6 (] 10.0.0.20:8888 100.125.19. 27108 ESTABLISHED 32223/

3. Bserverxml3Z{4rAIclassName="org.apache.catalina.valves.AccessLogValve"

BHEK RN TRS,
a. ¥JFFserverxm3Zit.

vim /usr/tomcat/tomcat8/conf/serverxml

b. {ESHFRESEUT.
<Valve className="org.apache.catalina.valves.AccessLogValve" directory="logs"
prefix="localhost_access_log." suffix=".txt"
pattern="%{X-FORWARDED-FOR}i %l %u %t %r %s %b %D %q %{User-Agent}i %T"
resolveHosts="false" />

5-44 BL &R

4. PITA TS, ERTomcatRSS .
cd /usr/tomcat/tomcat8/bin && sh shutdown.sh && sh startup.sh
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Heh “/usr/tomcat/tomcat8/” FTomcatZ &z, BRIELIRER SR,

5-45 53 Tomcat IRSS

[root@ecs-ddef bin]# sh startup.sh
Using CATALINA BASE: Jusr/tomcat/tomcat8
Using CATALINA HOME: Jusr/tomcat/tomcats

Using CATALINA TMPDIR: /usr/tomcat/tomcat8/temp

Using JRE_HOME: fusr/java/jdkl.8.0_261

Using CLASSPATH: Jusr/tomcat/tomcat8/bin/bootst
Tomcat started.

5 T Ta<, BEERHIAE.
ANEAPLTHERTRIRENE IPHELE, BIJ9SRENZIAYTRIPHELL ,

cd /usr/tomcat/tomcat8/logs/
cat localhost_access_log.2021-11-29.txt

Hrh “localhost_access_log.2021-11-29.txt” AHKBEEIRR, BIRIELIRER
i,

5-46 EifjF IP bk

tlogs]# cat localhost_access_log..2821-11-29.txt
4 - [29/Novw/2021:14:41:89 +8800] GET / HTTP/1.1 28@ 11258 178 Mozilla/5.4

1+ - [29/Nov/2021:14:41:47 +88e8] GET / HTTP/1.1 280 11250 3 Mozilla/5.@ |

7 - - [29/Novw/2021:14:42:10 +08800] GET / HTTP/1.1 20@ 11250 3 Mozilla/5.@ |

BEE Windows IIS RSS2
AREFZLAWindows Server 2012E2EIIS7TABINGE, EfthRAIEZ(ERTBEEEARRE,

THALEIS,

2. ME=HMug T F5XForwardedFor.dUEfE, HIKEIX86FNx64B R TaY
F5XForwardedFor.dli@ {4 MEISIRSEZ EGIHONEHNBE R T, FIa
C\FSXFonNardedFor2008°

3. $IFFISE R “HRIR > EEEAURIR SEHHE A2 ME .
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5-47 EFEHURIN
@3 Internet Information Services (IIS)/S=3
@8 (4 awoosos

xR WEV  EEH

Q'a DESKTOP-QIFHS9V £l

> NETEORN | - v TG - GRERTR | SEnE e - -

ASP.NET

E @ e 5 9 B &L &

ns

E L $ o B O 2

HTTP BEIR ISAPI ¥ CGI ISAPI il MIME &3 #BEFR SN ESHES IR
P "

SHET
=2
Shared ssR ESesS
Configur...

[ 5-48 BCEARIURIR

L Internet Information Services (IS)EEE
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this_is_sublectdn
MRS X-Forwarded-Clientcert-fingerprintFRI& P RS EE1E
this._is_fingerprint

@ isid=SX-Forwarded-Clientcert- AR P UE B

( i o seramer \

MHTISX-Forwarded-Clientcert-end < E A& T B4 I

this_is_end

v TLSREHwETTRIEES

S5aRtH

¥ ESX-Forwarded-Clientcert-issuerdn BRI FIHIE IR TH(SE
this_s_issuerdn

i S X-Forwarded-Clientcert-clientverify > E & FISLREA AT
this_is_clientverfy

@i EEX-Forwarded-Clientcert-ciphers FRRIIE 3 UM EIZAIZ
this_is_ciphers,

Wi S X-Forwarded-Clientcert > FRgRERpem U & F il .

SHEE “EREERT . &
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5. Eﬁi}\ﬁﬂﬁ%iﬁ}’a’, $$ « Eﬁ”

LR ERmRSSEPEENBRER
1. IEEEREIRIRSSEEECS server,
UM RRSZSEESMHERD L, EAEESIEFRBIERRSESE.
2. BHRIRIRSSSEiRAIpythonkRAFEFpython 3,
3. HIEmRSSEEH, FHEBERTest,

mkdir Test
4. FETestBRT, FriE—serverpyfh, FEEHFPIENARSBITEILERRS
W EIRYIBERL .

a.

b.

FhiEserver.pyX {4,

Vi server.py
IRiEENRIEET
BEEEATLRESE

" server.pySAFRIA

import http.server

import socketserver

import logging

from datetime import datetime

logging.basicConfig(
level=logging.INFO,
format='%(asctime)s - %(message)s',
handlers=[

logging.FileHandler(‘app.log', mode='a'),

logging.StreamHandler()

1
)

, SEREHTTPSESITEsAYBYE

class HeaderLoggerHTTPHandler(http.server.BaseHTTPRequestHandler):

def do_GET((self):
self.log_headers()
self.send_response(200)

self.send_header('Content-type', 'text/plain')

self.end_headers()

self.wfile.write(b"Headers logged to app.log")

def log_headers(self):

headers = {k: v for k, v in self.headers.items()}
logging.info(f"{self.command} Request from {self.client_address[0]}")

for key, value in headers.items():
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logging.info(f"Header: {key} = {value}")

if _name__=='_main_"
PORT = 443
with socketserver.TCPServer(("", PORT), HeaderLoggerHTTPHandler) as httpd:
print(f"Server started at http://localhost:{PORT}")
print(f"Headers will be logged to app.log")
try:
httpd.serve_forever()
except KeyboardInterrupt:
print("\nServer stopped")

IREsciE, WIN:wqfrfFserver.pyXi&,

1&fT7server.pyX {4,
python3 server.py

7. IEIUNES5-6489EI8, FEiRRSZEFEKIN .
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rootd

~ gtarted at http:/slocalhost:443

L£BH: NEFPimHERRS

. IZFEBREFIRECS_client,

2. BESILEPETHERPFABIEBclient.crtFIFASE X fclient.key HEEZEF
o
HEFBETLISE LEHRIRRSSE.

3. Egzﬁﬁ‘aiﬁﬁcurlﬁ%?'aﬁfﬁzé):'ﬁr"r"ﬁiIE%SUfFﬂ]'—ﬁ%Pﬁ%iﬁ%ﬁﬂiﬂ“ﬂ’ﬂﬂ\%ﬁ321’—?1}5@%
iHARSS o
BHFEEEANRGIcurlmSiER

- BFH#TNEIAEEERcurld$iEa .
curl -k --cert <certificate> --key <private.key> https://</\ M IPHbiEER ;22>

--cert <certificate>: IBEEFIRANERXHEH, BFRHEFIRIISHIAIL,

--key <private.key>: IEESEFIMIEPEMAFASEN G, BFS5E PRIt

PleSERTRIAIL.

https://<AMIPitblitakigZ>: IBEEFiRSERnE Bttt
ASLE S = ERI MEDIHRERRS

curl -k --cert ./client.crt --key ./client.key https://<ELBHIJEIP#EiE>

\

&) 5-65 1@id curl SipAEIRIRSS

. ?‘} E-:I_J l"__l K ot :.-"'E-:liérjlt . |E:l"‘t :—}?::.é'-;{ Solient.key https:ss
. logged to app. logroot@ecs H

\

TEN RERSRIANEIE P imEBERER
1. IEEEFREFIRECS_server,
2. #FEERIRSITEIAheadersk A LABEIEZ FimiEBHEXAIER
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