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IPEREE (BVPCER) O

£E3 RIEE2-2MNRERT, EERRSHFIIZEETRERRFMIINE, FIEESEE
BleimiRSRREE.

TR

2.3 JW=EH ELB iEE IP B iREH =T IDC BIIRSS S
NipS

INREFEEARELBEH R FIDCIRS LI AENE, EaILUBITELBRIE S/ VPNE
FmiVEEEE, BELBRNIEKREAZEZRTIDC (Internet Data Center ) BRS588 .
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SRR

=IELEK 2 ELB iEEFNISZHRE
SMis Y w22

2-3 J=EHY ELB EEFH =T IDC BIIRS 25229 E

2= —
+— +— +—
B ELB IDC

nELE

ALEBEIREEIERR MNDCIRSHE T LEMME S, JRZAELBLAETIPEE
[RimtEH = N IDCRIBRS AR IRIRS ML IEE P IRIERK

o RERIRALIYE ( ELB-Test ) FEVPC-Test-01 ( 172.16.0.0/12 ) &,

e = FARS3=EE (IDC-IP-Test ) BREAEZ FIDCH,

o BIIERIPREFIRINAE FIDCHRIIRSSEE (IDC-IP-Test ) iRINEIMZEIRAE,
4% ( ELB-Test ) RSinARSS2RATF -

SRR
AL THIREROEERIFAGRVPC, MMEREIVGELR, BMERMIP, Z&Lk., B
MRS EBECSHIS R FIDCIRSS 2, R SRRIEIESNE2-7.

REBELAAKIGEAM, NRENZEFiRSELBEFIAFAMEEHS, EaLIEREY
FARIMEHEFA T o

% 2-7 BEHX
AR H= yial:ls
BFAB = | 1NEIFAE | o VPC-Test-01, ARBIMEES: 172.16.0.0/12,

AT ;z:%naﬁ’l\ e subnet-frontend, ARBIRERH:
2 172.16.0.0/16.

e subnet-backend, ZARBIMERS:
172.18.0.0/16,

sEMEREY | 1D 1A EAYELBSEA

& e FREVPC: VPC-Test-01,

e HiimFM: subnet-frontend,

o [FiFFM: subnet-backend,

=EE% 15 BE=EZL (DC) 3 B=TFIDCS= LEEIMFAE RN
&,

HERIRS | 16 ECS-client, FFi5ia= FIDCIRSSES o

=)

SEMEINRIIP | 24 o FIBIGIAYELBILBILBERIT A MR AR SSAVEIP,
e ECS-client4B5EE|IPEINIEIT 22 M52 ELBELA o

g‘FchHE 1= IDC-IP-Test, EPEEZ= FEURHLOBIIRSEE .

52
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e e At
IELEK 2 ELB EEFNVSSHK

HEETIE

o T —EECSHEISITZFEEECS-client3F48EEIP, MISLECSIEISIES & PyEs
F0{EFALinux ECS,

o BIEEHIFAB=VPC-Test-01F1FMsubnet-frontend. FMsubnet-backend., B
KR, BEECZEMIAB I

o CIEMZ=BIELBSLHIHFE “IPEETIR" FFX, JNELBYBEEIP, BINIRE, 158
RS EINS= R R I9E S N4 EIPVALRIIP

TE—: BIZEEITEZT IDC 5 VPC MR

EALBEEATFE LTRSS, CHENIAE ZPRIRIRS S[FAHAEEF
DERAE MEHRITES

BB EEEESEBEEEU = FIDCH A= EVPC ( EIIMXVGW ) .

$E—: A= T IDC PIRSZSEHIEIRS
1E= FIDCHIBRSS 22IDC-IP-TestrhERENginX, ST IRITEMLIEEMY

2-4 =T IDC RIRRSS2RERE Nginx B

[rootBe e | conf 1# netstat -anlp | grep 88
tocp A.8.8.8:88 B.0.0.8: LISTEN 17579 nginx:
18.1.8.56:88 14.1.8.125:58494 ESTABLISHED 1758B8-nginx:
18.1.8.56:68 18.1.8.161:59984 ESTABLISHED 1?7588 nginx:
STREAM CONNECTED 15988 958/master
STREAM CONNECTED 14980 958/master
STREAM CONNECTED 12388 518/systemd-logind
unix 3 STREAM CONNECTED 17088A 1757 -creond
[rootBe | conf 14 netstat -anlp | grep 88
A.8.8.8:= LISTEN 17579/ nginx:
14.1.8.125:58494 ESTABLISHED 1758B8-nginx:
18.1.8.161:59984 ESTABLISHED 17588 nginx:
CONNECTED 15988 958/master
CONNECTED 14980 958-master
CONNECTED 12388 518/systemd-logind
CONNECTED 176880 1757 -crond

2]
a
2]

SER=: IEERKRSZREFRINZT IDCHY IP tIHFR/FRIRSS2S
YN e e e
HEERRSESIERE, SERNEEG LA ‘AIRFERRSHE" .
RERFOIAN, XESHFBHESNR2-8, HARBRMRSIOAMENT .

& 2-8 BLE lRin D EC RIS SEUR A

e 5l 1588

SR server_group | SUEHFIRIRSSRANBIR.

a9 | M=E Bz iRIRSS 2R ARV SRR D& SLAIZEEY
B
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https://console.huaweicloud.com/vpc/?locale=zh-cn#/elb/elbPool/list

SRR
L

2 ELB iE&EFNISZHRL

7.
8.

9

B8 =4 A8

B | XBES (EZE IR AN RS &S,

e BE CEREET B, HRECESRIR
£ 190675001,

=IO HTTP Sk IR S B SHE I R AR S TN .

ARSLEETS SRIRFREHTTPIMY

HECRIEE | MEAEE | ARYERANEER, RS ERFRFEFAN
B INiECIEEX .

MBECAEE: RIEERIRSS[RAMNE, KR
FRORIEIER D RERRIRIIRSS =R, NEKRY
[EimARSS B D BECRIBI RS
BESXTHERBAIER, B
RS RRE .

W

NEERED

BE “T—27 , MR RRSSEHEERENE.,

tIieEl “IPEBRIR” &, BE “RINPEREFR .
ERINIPRBSIHTAE, HRIN% FIDCRSSEIENEIHIRS S, BBWT:
- IPZEBFuRIP: 10.1.0.56, = FIDCARS3EEIDC-IP-TestAYFAMIIP,

- WSRO RERRUVSHTRE, AXLKIRENIH.

- XE: FRFEHAE,

B “HE” , SoRIPEEFIRAYI .

RIFERNEHFER, HREREESHIRIEEIA.

BF ‘27,

10. WINBCELIRG, & “SZEIBIZ”

LRI ARINEIrEsH R EiRiRS=E

1.
2.
3.

4.

5.

FERA: WibEl
1.

NS GRS IZR T .

B REIDESIAIRNRIFY, BE “IRINRIrR" .

ERINSIRSETRE, BUlRIMMERR “HTTP” |, MMIFiROER “80” w0, HRHE
BIRIFERIA

BF ‘T2 BRERRSERE , FRiRRSHRESHLE “FHEER .
EEPLR=ELENEIRIRSHRE, THERE “T—2: WARE” .
HNECESHE, BE 1B , SoRiaif=saIelE.,

IP KB FIRALUSIEZT IDC fRSSE:
BEE i)k M aEEEHE
a. IFEEREFIRECS_client,
HMRRSZEESMHERLE L, BAESIEREURIRSSE.
b. EiZdcurl -v http://<IP>:<ix[O>ap< M MEZIEE M .
ARELEHTLUA TSRS
curl -v http://<ELBRYEIPH#BIE>: < W5 Ifrim >
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https://support.huaweicloud.com/usermanual-elb/elb_ug_jt_0003.html
https://support.huaweicloud.com/usermanual-elb/elb_ug_jt_0003.html
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st ARt

B{Esn 2 ELB iE&EFNISZHRL

E%EWJ IKZINGInXERAIRILITRIAE , RABELBRYINEERIERER FIDCAR
SaE.

2. EINISSEESaSIEEE N .

{EFNIEEE5IE) “http://<ELBRAYEIPHENE>" , E/RINTFITE, BERBERIKELBLA
¥RE=TIDCARSS 2 -

E] 2-5 @IT NS EE5IEE] Nginx ERAYGEBR
N ]

Welcome to nginx!

is successfully installed and

ase refer to nginx.org
t nginx.com

Thank you for using nginx.

2.4 81T IP KB Rin bR INIRSS 22 = ELB
2.4.1 SE=REA

N %S

ERNAE= E2PVPCR=TRHPEIEFRLC (IDC) HEZERIRRSE, WE2-6FR

o o BERAEEREERERIRED R EIXLFiRRSEE L.

Ziwi SMENBBEIHRZRAEGELIER L. = T~28EmIRSEFINEELBIIS

B 2-6 Ail=L. = ~BEEIRRSZEE ELB

= REPE, VPC2
5 g I EOEOES)
BEATHIE

BREEE01 BR5a802 (ELB)

BESEE03 BEE04 ECSO01 ECS02 ¥
FER5RE

Eoth, LU AMERGEISERINPEE ERRIE= L. = FZ28RIE
HE% SINZELB,

WE2-7F 3

o FLICERAHBIPEEFiRINEE, WaliRIlEERAEISEREVPCHNEIRIRSZEEE
ELB/RimARSS2E4H -
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SE M PR I
IELEK 2 ELB iEEFNISZHRL

o JRERIAHMERARIPEERIR (RIEVPC/EIR ) INEEE:

- BERETLHVPN, FEE TRPEESORIIRS SRR INEELBGIRIRSS 25
B,

- BEE=LVPCZEEMNEFEE, IFEEMVPCHRIIRSZRIRINEELBR
imfR55E4H o
- IETIPEBEIRINESRINELBREIVPCHIYIRSZ SEEELBG iR ARSZ 284 .

2-7 HINBRSS=_E ELB

_________________________________

Region | vpcz
1

L |
[ I
= NP EEhL 7% N A !
JoEr vect = N @ @ @ |
g ! | H | ECSO1 ECS02 ECS03 !
VPN . 1 | iEN |
! i == !
! I i e
! |
" 1
|
j
|
|

HR5E201 AR558202 Erm——

daant

G N I
! veCeEm VPC3 |

' BE3SEEZELB | ! !

! : ! |

. ! 1 1

| |

5503 S04 i @ @ ! ! @ @ @ !
! 1 1

i

BERE

IR B GEIIE LIS TR RHINERIEES], FBiRiRSF[/ENMEHFRIE LE
VPCARIBRSS 25, ESIFIEVPCRINA LEMVPCHIR FEIEH ORIBRSSER . FEIAF
REWSIFRRERE, BREBBFREATIZ L. ZTHIRSHEL.

o MERRIIE T IFERIRIRS FRETRINZ= LEVPCRAIIRSSE

o BVPCHRINZ= LEMVPCHAIMRSSES, HESTEELBATERIVPCHIZ EEfMVPCZ
(SIS FERE, AEBISIPEEINEERIN

o BISIPREFIRIIGEENINE FEHEF OIS SR, FETEITETLVPNIER
= FELBRRTERYVPCRI = FEUEH L -

£=RPR
(FERREREIYEINEET, HFELATEIR:
o BRI AHYEGSEENSERNEARBIPEEGIRINGE, BNZINEELEEEF
H.
o IPZEAFiRAYIPHBLE R F81F 0IPvASERIAG L
o IPZEESImRAYIPHBIEARBE A AMIPHBLE, BNNERATIX,

o IBEMRABINERIEIHRTFMEZERIIPHEIL (ZF16ATAIPHBLL ) , BT
ZINREAEIERER . AILIBEAEIYERN “BEXMEE > BivFM” &Nz
[RimF MBS iwmF AT P .

o IPEEFIRHILZ AN ARHE RGN ERFMNE, SUSSERL
SRESRRNERE.
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S PR I
IELEK 2 ELB iEEFNISZHRL

o |IPEBFIRINEEHBRTIEXRA.
2.4.2 @i IP R RiRiRiIN=LARE VPC BYiRSEEZE ELB

RLFEZSR
FEHIUF P AN S LERRVPCRIIRSS S EELBEIHIRS 2RE N

HERN
o MHEEILHIYE (ELB-Test) fEVPC-Test-01 (172.18.0.0/24) .
o PRSSEE (ECS-Test) 7EVPC-Test-02 (172.17.0.0/24) &,

o EIIFERIPEESIKINALEVPC-Test-02 ( 172.17.0.0/24 ) FAIARSSES ( ECS-
Test ) NINEIRZEIAHITE ( ELB-Test ) RYEIRARSSRE4EF -

2-8 Ex{ELEIGINE]

Region
__________________________

VPC-Test-02 (172.17.0.0/24)

1

1

I

[
mall 1
EE: Route-VPC-Test-02! |

[ ECS-Test
LM ECS01 (172.17.0.145)

Bz Route-VPC-Test-01 =% .
:VPC-Tes.t-O‘I (172.18.0.0/24)

B

Ul

FEATITE E
(ELB-TE“)AB - z
S

E:

| #5VPC-Test-02RABBSEEECS - Test
TEIEELB- TestttSimE S B

BELS

IRZ BRI EIIE LRSI RS R HIIERIGE ], SFEARRVPCGHRINZ LEthVPCAIAR
58, BEAPREVSIFRRERE, BREFKELTIRSEL.

TIFEAN AL

RIFERERZERILEN R EEEH e RN,

& 2-9 TR

&R RIRBR FiRi<eE ¥E |SA%HA (5T)
VPC VPC-Test-01 SIEME=RIREIE |1 00.00

( ELB-Test ) FR7E

VPC:

172.18.0.0/24
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SRR

=IELEK 2 ELB #EEFNNSSHL)
=R TIRBR HiRAA H¥E |SA%A ()
VPC-Test-02 | Ag5338 ( ECS-Test ) FRr 00.00
TERIVPC:
172.17.0.0/24
IZIE | Peering-Test | TEELBFRTERIVPCHI= 00.00
% LEfbvPCZEE XS
ik
AiEVPCIES:
172.18.0.0/24
IFuEVPCRIER :
172.17.0.0/24
&% | Route-VPC- CIEIEIEEIRA, Fhr 00.00
Test-01 JBVPC: VPC-Test-01
BaYtthht
172.17.0.0/24
Route-VPC- BB EIEIZIRH, Fr 00.00
Test-02 JEVPC: VPC-Test-02
BaYtthit
172.18.0.0/24
ELB ELB-Test =R 400
RENFERRER-E
g,
R FABY(HTTP/HTTPS)
| B |
MZZEY (TCP/UDP) | 7\
7Y |
EIP EIP-Test FFL5ELB-Test4FERY 115
SRR MIP RENFERNRER- £
119.3.233.52 B8—, wH5M,
ECS ECS-Test ECSEREVPC: VPC- 267.78
Test-02 AENERELER-
FARIIP: 172.17.0.145 i8—, c7.large.2,
CentOS7.6IR1ERZHY
=R SRS
BMNg,
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SRR

B{ESCRe 2 ELB JEEIFINV S5 AR
BRERE
2-9 E{ESCRCIRIERIZ
Hﬁ
i&ﬁIﬂE
fIEEVPC
AIEEVPCRI= i mﬁﬂmmmzm

i

FEVPC-Test- 01 EMEE S Route- VPC-Tast-01,
BRI F A FEVPC-Test-0ZEMEREEFRoute-VPC-Test-02,

LB FEAERElB-Test, HFEVPCH
M =TIELR umm:m . FEEEIHT TP AR aES

ELELBRPEVP RS RESBISECS - TestRITEELB-
HECSHRITELB TestiSEsSRREP,

iﬁELB—TEIﬁEIP WEELB m&a

LTE—: el vPC
1. ENEMRAE=ENE

2. ;E?Ej?z-BﬁUEVPC—TeSt—OL SREERT MBS o R ( AR =R
B/ o

- HA¥#R: VPC-Test-01

- IPvAER: 172.18.0.0/24

-  HittsHiRBREEZRENT,
3. &E&FE2-98%, BJEEVPC-Test-02,

- ZFR: VPC-Test-02

- IPvARER: 172.17.0.0/24

-  HittsHiRBESEERENT,
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https://console.huaweicloud.com/vpc/?locale=zh-cn#/vpc/vpcs/list
https://support.huaweicloud.com/usermanual-vpc/zh-cn_topic_0013935842.html
https://support.huaweicloud.com/usermanual-vpc/zh-cn_topic_0013935842.html

SRR
EfESLE

2 ELB iE&BFNISZHRL

& 2-10 QR VPC

Eiaz @ 7 &

& IPv4FIER ws FRAH o2 3 EsENE &VEA 1B

=E Y longterm-EPSTest-1aaS-2wx07. RENE | MR

L Bl VPC XSk

EEMAABEREHGREAN “MFEE" .
BHEALARN “SIEMFER .

tRIEER2-90IE N F & EPeering-Test, STREERT “IZENEIRE" o ¥ ( EEHFA
B=RFER) .

-  AFR: Peering-Test

- ZRIRVPC: VPC-Test-01

- ¥iwVPC: VPC-Test-02

-  Hths¥IREFERENT,

LE= BRI FERRH

1.
2.
3.

EEMAEREHGREAMN “BEX" .
BEA LA “CIEIREBR .

IRIEZFE2-96i2 B FERoute-VPC-Test-01, =rkEET “HAE” o 10 ( EHFA
BE=HFEE) .

- BBHRFEZIR: Route-VPC-Test-01
- PFFEVPC: VPC-Test-01

- Baottt: 172.17.0.0/24

- TBkRE: WEERE

- T—Hk: Peering-Test
BEUULER, &FFR2-904, lERoute-VPC-Test-02,
-  HHZESZIR: Route-VPC-Test-02
- PREVPC: VPC-Test-02

- Efgitbhit: 172.18.0.0/24

- TBEREL: NEEE

- T—&k: Peering-Test

LR elEREARSS RS

1.
2.
3.

4.

wiE U E > BERIRSERE .
BHEALAN “WLBEERRSER .

*E?i)E%Z-QﬁUEHE%%%ECS—Test, RIBEEREBEXSH,. ¥ (WL EE=IRS
&)

EIFAB I VPC-Test-02, ARSZERRBIIREIIECS-Test,
[EiRARSSRRECS-TestBIZRINfE, EH EABENgIinx.
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https://support.huaweicloud.com/usermanual-vpc/vpc_route01_0005.html
https://support.huaweicloud.com/usermanual-vpc/vpc_route01_0005.html
https://support.huaweicloud.com/usermanual-ecs/ecs_03_7002.html
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S PR I
BIESCHE 2 ELB iEEFNI S HRL

& 2-11 7£ ECS-Test L2BZ Nginx

x 6 1681 108

1881

172.17.0.145

STEA: fIEM=E ELB FHHEFRIN HTTP KIREsflEiniRs5234H
1. HANGLEMRFIIERE.
2. IRIEZR2-90IE M= R A IIEIELB-Test, RIEEERBRFSH ., FN (R
FHEAFER) .
- SCOUFIASSREL: M=R
- FREVPC: VPC-Test-01
- 2. ELB-Test
- IPEEFIR: R
- HsHIRREEERE.
3. MZ=IUELBGIEAING, EELB-TestFiRmNNHTTPEEITESF1/EinARSS 254

BN 8 ECS iRINZE ELB [FikfRS284E
. B BIARGIEAR =BG IS ELB-Test AR,
2. i) “"*ﬂﬁ““” %, gE LIAFRCIZEAIHTTPYSIRES
7FlERE ‘BAMERT ¥, A NhEmiRGSHRARE, BE “BEE/MIEHIR

Azog "
F5EE o

4. HANAM “FixikSeE4E" "I
5. 7(‘ “IPEBIEIR” A, BE AT, RERXSH, =RERT: ‘BE” .
0 (EMREISERAPERE) .
- IPEBIFIRIP: 172.17.0.145 ( ECS-TestR9FAMIP )
- IBiEKO: REERIVSEERE
- N&E: RERERE
6. B “HaE’ , ThRNN.

SEE: W IP KB RIRAMNGERIRSS =S Y
PE FIRCIRAOR SRR HIVEELB-TesRIEFIN) “ES”

2. R “H4BEIPVAANIPY |, £AELB-Test4fE— g/ X IP ( EIP-Test:
119.3.23352) .

3. fERNIZEESAE “http://119.3.233.52/7 , E/RATNIRME, HEBARIGIENERE
ELBSLftt R ZIfEiRARSS 22 “ECS-Test” £, “ECS-Test” IEEAMEERIFIRE)S
SRAYTAHE -

\
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https://support.huaweicloud.com/usermanual-elb/elb_lb_000006.html
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oM PR I
IELEK 2 ELB iEEFNISZSHRL

2-12 I 1P KB B INEHIRS R TR
¢ > oI

Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.

2.4.3 @i IP R FRimiaiIl=_1EE VPC BYUIRSS2EE ELB
JizzE ]

R R LAEE IPER R imINRE RIS ELBEVPCRRIBRSS 22 EELB/GinfR S5 234

o Jh=FUFAEIYE ( ELB-Test ) fEvpc-peering (10.1.0.0/16 ) =;
o fR5388 (ECS-Test) tBfEvpc-peering ( 10.1.0.0/16 ) H;
o EIIFRIPEERIRINEEIEEIRIRSSES ( ECS-Test ) iNINEIMZBIGAHIHE

( ELB-Test ) MI/RimfRS5E84EF

2-13 {3 IP KEBYSiwINAERINE VPC BY ECS E ELB

@ @ @

ECS-Test
ECSO1 ECS02
(10.1.0.56)

iggg—peering (10.1.0.0/16)

BT EVPCREINEEEEVPCHRIESES
ECS-TestiINZ=ELB-TestASiniESEE

Hep,

| 5 |

1 =

ST - ! HE
(ELB-Test) E=3 !

! g5

| =
zom ! ECSOT !
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SRR

E={ESCHE 2 ELB EEFNMLSSHIR
BRILE
MERGREIIELASTIFRS R EIOENEEN, BiniRSEAZIFRNI=_ LRIVPCH
AYBRS3EE . HBEIAFIRIBWS KRR IEEE, BREnkiEkERSE L.
HEFIR AR X

BIRRIERERIAE N EREH A ETAE,

%+ 2-10 FIFEAXY

&R HIRBIR RiR5AA ¥=E |SA%HA (5T)
VPC vpc-peering | BIEIMZEIGELIYE |1 00.00
( ELB-Test ) FIECS-
TestER1EVPC:
#MEIMES: 10.1.0.0/16
IEFIE | Peering-Test | TEELBERTERIVPCHIZ= |1 00.00
% LEfbvPCZEE XS
ik
AiEVPCIES:
10.1.0.0/16
IFimVPCRIER 1 {15k
#HAZFE | Route-VPC- CIEXTEEZIER, B | 1 00.00
Test-01 JEVPC: vpc-peering
B aottbtit: 10.1.0.0/16
ELB ELB-Test =R 1 400
(ELB-Test) ABUEFRIRER- £
FARIIP: 10.1.0.9 8,
N FABY(HTTP/HTTPS)
| VB |
ML&EY (TCP/UDP) | 7\
B
EIP EIP-Test BF4LAELB-Test4BER | 1 115
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Welcome to ELB test page one!

This page is used to test the ELB!

ELBO1

ELB test (page one)!
ELB test (page one)!

ELB test (page one)!

4.3 i&T ELB 22 HTTPS W [@AILE

RLFES
—ARAOHTTPSWL SRR RIS IRSS SOALE, EIt I BEREARSS SAGEHRIT . F
XS, BEBENSHSHBBHOME, URRISHRSM’.
A, BTRERSHMIBZS, TREREEFHOES, SSIBERSHN
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BIERE

B 4-8 Ec& HTTPS WS EIAIERERIE

________________________________________________________________________________

STH—: {#H OpenSSL I{E CAIEH

1. BRIEFE—ELEBopenss TERILInuxtES.
2. SIZTEEFRFAHEANZBR.
mkdir ca
cd ca
3.  BUEECAIEPAYopenssIECE X f4ca_cert.conf, AT :
¢[1i;‘et?n]guished_name = req_distinguished_name
prompt =no

[ req_distinguished_name ]
O = ELB
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4. BIECAIEPFATHM fFcakey,

openssl genrsa -out ca.key 2048

& 4-9 45 CAIEBFAASAE

[root@elbv3eee3 cal# openss rsa -out ca.key 2
Generating RSA private key, 2048 bit long medulus (2 primes)

5. BUEBCAIEPBRIcsriERIHFca.csrs
openssl req -out ca.csr -key ca.key -new -config ./ca_cert.conf
6. BIEBEEZRICAIEFa.crt,
openssl x509 -req -in ca.csr -out ca.crt -shal -days 5000 -signkey ca.key

H410@@E£%CAE%

\

— (M8 CA I BERIRSIRIED

FFaI LA CAR RRYIEBEHEBEZRER, XBUBEZIUERHARAae]
@HEQEDU—.E:BO

. BRIERCAEBIIRSSEE .
2. BIESCAERRBZR, FHAZBR

mkdir server

cd server
3. RIEIRSEIEBAYopenssIECE X Hserver_cert.conf, IS
[req]
distinguished_name = req_distinguished_name
prompt =no

[ req_distinguished_name ]

O = ELB
CN = www.test.com
MER

CNFERALURIERRIBRSS SEXINAYEZ . IPibiE,
4. CIEEARSSENEBFATA (HFserverkey,
openssl genrsa -out server.key 2048
5. BIERSEIEBAIcsHBERI {server.csro
openssl req -out server.csr -key server.key -new -config ./server_cert.conf
6. (EACAILEBERIRSFIEHserver.crt,

openssl x509 -req -in server.csr -out server.crt -shal -CAcreateserial -days
5000 -CA ../ca/ca.crt -CAkey ../ca/ca.key
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mkdir client

cd client
3. tlEEFIEIEBHopenssIBLE X4 client_cert.conf, RNEIT:
[req]
distinguished_name = req_distinguished_name
prompt =no

[ req_distinguished_name ]
=ELB
CN = www.test.com

(1 5288
CNF A LMRIER SR AN R A . IPHbht .
4. GIEEPIRIEBFASAN fHclient.key,

openssl genrsa -out client.key 2048

4-12 SIE=EFiRIEBFATAN S

5. BIEEPIHIEPBHIcsHERclient.csr,

openssl req -out client.csr -key client.key -new -config ./client_cert.conf

& 4-13 BIERZ FUHIEP csr 3

[roote lient]# openssl reg -out client.csr -key client.key -new -config ,/client cert.conf

6. {FRACAILEBEEAZEFimiEHclient.crt,

openssl x509 -req -in client.csr -out client.crt -sha1 -CAcreateserial -days
5000 -CA ../ca/ca.crt -CAkey ../ca/ca.key
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7. EBEPIRIEBERE RS IREINp1 248 .
openssl pkcs12 -export -clcerts -in client.crt -inkey client.key -out
client.p12
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BREZCIETHIIIRSEEE, TEERT “T—%: WAERE”
4. WIANEESHEE, B "B , TRRHTTPSHEIFERICIEE,
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1. NEEEEANZFIHIED (LUnternet Explorer 11388 )
a. IEERImIEPMLInuxtZSEk, BIBIESE AR client.p1 2B,
b. EF “I8E > Interneti&IN” , I#E “‘RABE" TE,
c. BE YUERT, AERE ‘SN, EAclient.p12iEEXE,
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) A EEA SEEETENE SEEOBEETENE SEENEEE FEEENESE
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k= Flwww.glp.com ELB 2034/6/4 <F=

2. SH(E)... fHE(R) =)

UERAITEEERY

<FrE -
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FHIC)

2. EEIIE

NSRRI, RSRSSHIEBEEEL, T, EEEFIRES, A

fE=iELH, AILUES B, ME12 EERGEMLE.
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hello world

Curl TEARTIAENIIEIE
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4 EREINEE

1. BAEZFIRIED
= PigiERclient.crtilZ PigFASES fclient keyiZ M EIFHE S, B R/home/
client_cert,

2. MitseiE
fEshellR@E, BMAUTSGS, BMAERIGEBBUFNZE AL, ARG
1518128 A9 PHELEFN NS I 28u% 1 (LA T Ahttps: /XXX XXX XXX XXX XXX i, LASE
FRIPHBUEFRNIR ) o

curl -k --cert /home/client_cert/client.crt --key /home/client_cert/client.key https://
XX XXX XXX XXX XXX/ -1

ANRALAEFRIRISIONGD, SNE4-19i5RB3EIERTT

4-19 IEFfIRRAS A

testl#curl -k --cert client.crt --key client.key https://192.168.1¢

4.4 5@TIM=EY ELB SCIY TLS E1E ( BAEIAIE )
IAZZh 7

=S

(G5

MREHNRLSHREMERRS, JLUERSSLINERESWSZSZEM ., AT, &
[EinARSS 88 L BRERCESSLINEINE SRR SR IENE . Eo]LUBIdIM=EELB
ITLSHEIrERi TR , BIERHEB RN £, JMZEEBEKINZNREERES
KRBT AP BENERRRSSE, BiRRSHEFTEREILS.
TLSEIEEIRA LR EMAIER, tBiEE T FinikSSRAIERNR, BT FRiRiRSS=50Y
EEMIZHERE, FHEHNRISRELNSVLZERIELK

o CEOIEME=AIELBLA|, BHELBESIEEIP, BNE(E, 52 NESDINE=RI #1916
SEN4PEIPVALRIIP

o OMLIFPLE HEE=HIFBIISSLEFBREZHBEANIS . EEEHELI=
B SEERSWLRS IR, FI552NWLSSLIES .

o CEEIEMMEERLATLSHMYBIEiRIRSSESE, IRSZE5A 70T ECSO1FIECS025E
5, FEAEEPEETNARS
BFEBEENRBIECSOTHISIEHS

- yum install -y nginx

W

- systemctl start nginx.service

- cd /usr/share/nginx/html/

- echo "Hello World! This is ECSO1 for the ELB test." > index.html
BHREEANRPIECSO2HIBE GRS

- yum install -y nginx

- systemctl start nginx.service

- cd /usr/share/nginx/html/

N5k 01 (2026-05-15)

WRIERE © LEARITERARERAF 82


https://support.huaweicloud.com/usermanual-elb/elb_lb_000006.html
https://support.huaweicloud.com/usermanual-elb/elb_lb_000006.html
https://support.huaweicloud.com/usermanual-elb/elb_ug_fz_0015.html
https://support.huaweicloud.com/usermanual-ccm/ccm_01_0074.html

SRR
L 4 ERHINEE

- echo "Hello World! This is ECS02 for the ELB test." > index.html
RMES R

& 4-20 B & TLS EZE R EINIBRIERIE

HESEBEELB ﬁ;ﬂ;ﬁ%ﬁﬁ# EEEE®IT BiFR eSS

SR—: CEIRSIIEHE ELB FHIE
FEELBIRINTLSIAIRERRT, CRBISEIOIES HETISELBERIA.

1. HNRMEGREISESIZRITE .
2. EEMSHEERE “ERERE” .
3. BE ‘AR , RESHIEEIRA-5.

& 4-5 RSBFEBSHRA
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IEPHEE BIEIERRIZER!, AEFRIRSZZ/ES

IEBFKIR RS ZRIER RIS SSLIE B E IR S IR HAYEIE S
MIEHBEBIES.

ARIGEF “SSUERER” LEEEEENTRIERS
BERS ELWSLRISSLIES

S SHIRREE ERIELBIE S ST .

VRS SWIREE—MEAESES S, CUIRESEREE
HE— S ERIREEE, URIREANE RS,
EEJ\EIEO

SNI'RES (7] | SEEEESSUEBEAMEREES.

%) LT TFRESNLEB, SisREE s
HTTPSIEKAYIE 22 Sk E RS N AYSN BEB = RIAILE o

HoR TR BAEASE, JEMER,

4. BE ‘AR, TREE.

S AO0TLS SIS HECE R EIALE

1. ENRMREIETIRTE.

2. TEEVRRMEREISEIAINTIRIES, B RIS

3. TI‘E,’?\\DDHQDEEEFE, RUBRINNERE “TLS” “ssmﬁﬁﬁzt” % BEIA
1
ERRS I BAE ERPIAES T —h HERIELBIRGISRIIRSSHIE, HitsH¥
(RISEAMERERIBLIR S RER .
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EHTTP. HTTPS. QUIC,

BEEE1~-65535, EREWE: 80 &F | 443 BF
ER (AIE)

listener-TLS

PINEES=E, & BT Proxy ProtocollDEEEEELEIP. THEE (0
Proxy Protocol (Z)

EEER (D
(@) siFFFEIPiEE BE8 EER

IEBEE

SSLERtRA. (@

v ||Q amis =mEEe
FESNIE, EREEFEHTTPSE RIS SEEET SNREB=RIAE. MEEETMAISNIES, IfERRESREBSAAIL.

4. BF ‘T BRERRHSERRKRE , FinikSE _Hﬁéﬁb_}z ‘“ERER . &
EEZtERrIRSRE, TlERE “T—2: WARRE .

5 WARBESHE, BF 1B, STATLSHITRAeIE.

TE=: BiEERET
BT IS ZRINARENCRERT, B3 FFTRIELBRO A ML, (FEZFiRaILUE
13212 155]ELB .

LA R AL Rubig 2 ST = PvAIIEROEC B R, ESXTARBICRENRERRS,
I5SE RIE NI BT o
. BADBERIRSESS
2. EEMRPRSME, &F “2REE" .
NI R FIRITE .
3. ERFHMINCRENAMIHERET, RERIFIIN “SEER .
BE “FINCRE” , #AN “FINCRE” A,
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4 EHrtThae

5 REICRESH, WFE4L-6F.

% 4-6 A EBUCRESHIRA

2% 36l 89
ITRER | A-BESIE | ICRENER, ATHHA - SiHSISEIPvalt
EIPvAltEaE | Hit.
FER | www i G HIR
HERkR) | 2RMERA RATROA IR LB I FDNSIRS REMATIH SR, 18
IRIBIEE ISR, RENT AR SSSeI PibhE .
EIAEHR LB .
SRBIA: BUAZIRER, MRS DS
BRATERE, EASRESARITERE.,
TTL(#) 300 ?E’fﬁi&%&zmmNSHE%%%E’\J%@HQ‘[EU, AR e
Mo
ASTHEFEERAE300
ICRE 192.168.12. | IHZXIRATIPvALBLE, ASCEEIELBARERIZEAME/Y
2 R IPHBAL
%ﬁiﬁf - mEI S v, BFHFBNSRREXE, 88
(7% ) CRENSIINEHRITFESTIER, AR
BINRE,
6. $$ “E z-—E” o

7. iRME “FHTICR” RHE.

NsERtfs, RIS E S NAYCRESIRPEECRIIRICRE . JicxRE
RORESETA “IEE” B, RRCRERINL.

LERPY: IIEAHEINEARSS

NG R IM N\ ELBEAISEERS S, faNhttps://www.elbtest.com, HFNISEEEE
FRUSIN, EFIRIERAEERATLSSE, BERATRENIINSRNaEZ T
IIE. ZIXRIFNE, JLAMREBERDAETWEECS, MNRLHITIEFPERASIES
AEERIES, WEZELEFLERETR, EXFIMARIETNRERINLIGE, X
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4-22 {53KR¥EAZ ECSO1

@ httpsy/fwww.elbtest.com X +

< C (A T2 | hitps//www.elbtest.com|

Hello World! This is ECS01 for the ELB test.

4-23 53Kk A% ECS02

@ httpsy/fwww.elbtest.com X +

< c (A F2 | hites)//www.elbtest.com|

Hello World! This is ECS02 for the ELB test.

R
o RNINTLSHSMTESIFAIRIE, ESURINTLSEEITES
o APIHEIR(E:
- BUEUSIRER
- BEIES

4.5 jESIRZFEY ELB SCIY TLS EF ( EIAILE )

R FRip=

NRERINRI S LR MERIRS, ERLUBEE TLSEIAESBEN T H#TIAEH
—SReUSHZEME.

BUIRSR{E

o CIEMZ=AIELBSLAI, BELBE4FEEIP, BFIRIE, E2NETIME=R RIS
SEN4PEIPVAZRIIP

o EWXLSSLEFBHE HEE=HIEBRISSUEBIREZHIPEAMITZ . HEFREE
HNERIEPESEERSWUILRS /IR, 1£HES WELSSLIES.

o EMILCAIEBHESHCAIER I HEAIEEEZFHESZMCAILS, EER
EENIEBSEERSBWICAIBHSEFAG CAIEBRIGHII RIS, 1¥15
B2 NEEFAB CAFISHFAR CAIES
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L 4 ERHINEE

o BEIMECARRINBIBHLEEREFin. EMREESIRENGILEBNES
PinZEFABIES .

o CEIEMMNEEELATLSIMYAYRIRIRSSR3E, IRSSFAFIFINTECSO1FIECS025E
B, HAEEEPIHETNAERS
BEHEEEARRFHIECSO1HIERE DS
- yum install -y nginx
- systemctl start nginx.service
- cd /usr/share/nginx/html/
- echo "Hello World! This is ECS01 for the ELB test." > index.html
BFEERARFIECSO2HIEEHS

yum install -y nginx

systemctl start nginx.service

cd /usr/share/nginx/html/
echo "Hello World! This is ECS02 for the ELB test." > index.html
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H=Ep _HECAIFHEZ=ELR AR TUSAE EEESET IEFTLSTH@LAE

TE—: HERSZHNEPE ELB i=H&
FEELBRINTLS IS I28R0, BEEREIIER _ LIEZNSELBIZHIS

N GRS IZR T .
EEMSHt=SE EREER .
B ‘IR , RESHESIRAT,

xR 4-7 RSB BSENREA
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IEHEE BUEIEBRIZER!, AIORFERS IS

IERRIR RS BHIE BRI 2 #5SSLIE R SRR SR M EFIE S
MIENBEEILES.

AIEE “SSLEPRER” LRSEEEITTIERS
BIEIRS ELWERISSLES

B SRR HEFELBIEHISHESR

IIRE EAWIRBER—MaRREES, ®WIRE ’éi@ﬂﬁﬂk
HE—N=RREMEEE, URRBRNZREE.
EZJ:\ }E o
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%) LB TR ESNIERE, SXiSREE s
HTTPSIEKAY1a 2 ik FE RS M AYSN BEB S RIAILE o
AR RIASZEBERIASE, JEMETR,

4. BE ‘T, oAt

S HE CAFBE ELB 44
FEELBIRINTLS A2 5T,

FERERICAILES LEZEELBIEHIS

1. EAREREINESIRRTHE.
2. EEMSHERE “ERER” .
3. BE ‘SR , RESHIEEIRA-S.

% 4-8 CAIEBSEREB

B85 ikl

LR BUEBIEPRIZEEY, AIOEEZECAIES,

IERBEZR EHICAIEBETR,

IR E IR R—HMaRNEEELR, BUINMBEERSRE
HE—mIZRREMESE, URIBANSERSE.
HRREE,

IFBAS UFBABYRAPEMIER .
B “HE7 , HESAICAERE, BREREN
NSRS R ERAThRA
IERBASEUT:
————— BEGIN CERTIFICATE-----
Base64-encoded certificate
————— END CERTIFICATE-----

R PIIXHZIEBREIAMEE, JEEIR,

4. BE T, FTRElE.

LE=: R0 TLS WEIREHEEWEIAILE

1. BN REIIESIRRE.

2. TEEWRRMREISEIOIRERES, BE FIKAE" .

3. FORNIMITSSTRE, SCKELERR “TLS” , “SSURRMTAR” MER “TUEiA

_LI-E » ,

RS ERIEBRIEC EINPIREP R —r _EERIELBIZHI SRIARSS SIS
FECAEBRIEC EINFIAEP B — L EFIELBI=HI S RIARSSSHET -
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4-25 7500 TLS MaMr=8FECE W EIAILE

ECEITEE

HEt @

EFESHENSLSFSETRESSEE. MEKITEEETCP. UDP. TLS; LELINSSEHTTP. HTTPS. QUIC
TCP uoP s HTTP HTTPS auic

wrEld @

443
BEER SFkIRE0: 80 i 443 =
iR (AIE)
listener-TLS
EISHUCATLSES, BRRIEARIPLIEESSH, BEEProxy Prolocol lJEERAVEIP. THRES (O

Proxy Protocol (3)

wiEEs @
(®) seirFrEIPiER b1 =z
A
EErRIEE AL
NUFRAE
SR SHRRAEREHEMNE, AEBBAENEAARARSEEA, FERESAEwmIRETR
H Q| aEEs =5Es U
BESHIE @
Q| B =5 O
SN (3
FESNE, ZSREEFEHTIPSERNE S RIEEMNASNIEE=AIAE. MEEERN NRIEH ERRESIEEAAME.

4. BE ‘T2 RERRDERE , FRRSHASHILE “EHAEE" . &
FERoETRIRSHRE, TaERE “T—F: WARE” .
5 WARBESHE, BF 1B, STAHTLSHITRAeIE.

LRI BoER T
B ZRNASRBNCREMNT, SR ETZIELBRIAMtbIL, (F15ZFimaILAE
& 2152 5I8ELB
EEXTALRICRENERERS, FEERERINMLSEE T
. HEATBERIRSERIS
2. HEEMRPRSAM=, 1T “2miEgE” .
NIRRT
3. HEFRINCRENAMEZRET, BERFIIN “SEFT .
4. BE “RINCRE” , A “RINCRE” NH.
5 IRBICRESH, WFRI-FR.

& 4-9 A EKBUCRESHRA
2% Nl iz

ICRZER | A - BRI | ICREMNEE, ASTHAA - EiESiEnIPvait
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BIELE 4 ERHIhaE
2% AN izl
FICE | www I3 2RI

LIRER | 2RRNA FERATAVZ IR LB 3T DNSERSS SR/ ARt IE=2 AT, 1R
ENEENRR, REIXSNAYARSSZ=IPHLE

ZOAMEA “EMBHN

SMBIA: BOAZIEER, JRBIEROERRZ
BTSN, RASIREIBHABITER.
TTL(FE) 300 FETICRIEADNSIRS 22AVEFATE], LR AER
3o

AEE(EREIAE300%)
iCR{E 192.168.12. | IZXIMAGIPvALELE, ANSCREAELBEBERISEMEL

2 I PHBLIE ,
192.168.12.
3
%ﬁiﬁf - mET g v, BRSNS REE XY, 88
(7% ) CRENSTINEHRITFESTIER, AR
BRARE.
6. HE “HE .

7. R[E] “FRHMCR” NH.
NseERtE, ERILERE S NAYCRESIRPEECRIIRICRE .. JicxRE

APIREETRA “IEE” B, TRICEERIOKLIN.
SR IGIF TLS YW EIAIE
EETA S E L TS =X TLSW I AIE#TIIE o

Windows ZFigI&iE

1. TENSSERPM\ELBSLAISPERYIHE , flaNhttps://www.elbtest.com, fE3EHAY
SHEERIEERTEFIRIESAABHINERHRE “BE” .
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4-26 EFEAPE iR IE RSO RIIES

y AT e X
HEFER
EREED , LAE www Eimmania43 I3 AT S RIE

TEER mEE FES

wwﬁ:m l ELB ORI 1 CASEDD. .

A

12N R

i

nET R mE A www.Shbidccom HFEUVERNER (FEl T =B, ENAESER =
2). TEFE

[l

MNET:ERR_CERT_AUTHORITY_INVALID

Q NB4VESHS Chrome BSHSINEDER , B SSERER

RS EETIZI I ERwwwiRE S com ; St BRI EFRFG MEERZSIE, Hll
RERAER AR AT T R SR T

e Ny

2. HBATNSHREFN, ERIRSKTEEATLSSIE, BNERATREAIN
SERINIAEHEHITIONE . ZXRFTRE, ALUWRIERDEETHEECS,

& 4-27 153K & F ECSO1

@ https://www.elbtest.com X +

< Cc (A FzzZ | bitps://www.elbtest.com|

Hello World! This is ECS01 for the ELB test.
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& 4-28 153KkEE &% ECS02

@ https;/fwww.elbtest.com X +

< C (A g2 | bitps)//www.elbtest.com|

Hello World! This is ECS02 for the ELB test.

Linux %Piﬁ"%gﬁiIE
FRIEMLInuxE ik, BT T SIIETLSNEIAIBTE,
curl -k --cert /root/client.crt --key /root/client.key https://www.elbtest.com

Hreh, --cert /root/client.crtiSE 7 EFIRIEBXHAIUE, --key /root/client.key
EESEFImIEBXIKAIFAARE

WMRATLAKEILATEMRY,, ®rREFinSIRSesinZiE5E 7 TLSNEIAEFEIER D
KREITHEECS,

=] 4-29 LIIE TLS I @IAME ( Linux )

&% “litcurl -k --cert srootsclient.crt --key srootsclient.key https: &5
hiz is ECSBZ for the ELB test.
*_ "Mcurl -k --cert srootsclient.crt --key orootsclient.key https:-/

Helln l-br‘l(l'-ThlS is EC381 for the ELB test.

P
o RNIITLSHSPTERIFARIRIE, B WARIITLSEITES .
o APITEXIR(E:
- BERIreEs
- BlEiEH
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5.1 @i ELB Z3E QUIC Y LURH N FhNE R E

QUICHMYZE T UDPRIPIE B EXMIEREMNY , eUEEES, RN,
R ERETESHIREE.

QUICHNY B EATE. BHRASLIAZENSIRSAME, REMNSEMMAETTLIENRR
4%, WUR-EIRAOIDER, IRFHMEHERGG, FIHRESIREHNT ST,
QUIC MY EEA

QUICHMYETFUDPHMYSEIR, AFESTRTCPIMYAI=X{EF BRI LAGE TCPHMYAY
PASLREZE, AN AESEELR (Stream ) RFINZIRER, BNREEFABEZER
o TEXITHEFRRITCPHMY, QUICHHNXIBBEESRIRIEE.

QUICSHTTP/3t4th7S

HEETIE

HTTP/32QUICHIERNBEMNY, S—IRiERAT, IRFZEEEIHTTP/1.13]
HTTP/2 582858 iR, FHBAINISEEESZIFQUIC, B RIERBITTEE
#), QUICEIIEEFREITHLKBIQUICHMNY, NS RS FEBEIABIIHTTP/3
MESQUICIESRE,

E PRS2 FHBITHTTP/3(EAQUIC, MNRTERMHTTP/3iERE, Ba(ER
HTTP/1.18¢HTTP/2,

5-1 ZFERET ELB 513 Web [z

& ) '-J_k

B in ELB WebiFH

AIEQUIC EiHTTP

¥
¥

F Y

EeIEM=EELBLH, HELBE4PEEIP, BANRIE, S5 NWH=R AFIYE
SRFNSBEIPVARKIIP,
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EEIZEMEECS, ECS5EEIZERIELBELAETFR—1VPC, BEZFMREIFSE
MUEMESEECS, AL A ZELIECSEEECentOSE A NF], E5—EECS_clientBER
PUSEIEHTTPIER, F£-8ECS_server B{EZfZEWebi BYGIHIRSZ2E,

EMTEPE HEE=FIEBEISSUEBRS, HEEESITIPSEERSZWE
IRSSEEIEH, 1FIHES WESLSSLIES

IR AHTTPIMYAY EimfRSZ 224, RSB ESHFIRINT ECS_serverst
f5ll, RELHKEiRIRSS A9 SBiRO8442i0%0

LE—: BEEEF w2 HTTP/3

XFFWebM A, Z#FQUICEENZFIRIMEFREIFHTTP/3, BESFRETSE curl
B MSAEHRHTTP/3FIQUICSZE

1.

IREEREFIRECS_client,

B RIRSRESMERLE, BRNEEIERIERRSEE.
HATIA T i S LR EMAMKFIAES .

a. TEGHepel BRI HEHEHERF

sudo yum install -y epel-release
sudo yum makecache

b. ZTERFIFRHE.,

sudo yum install -y git perl-IPC-cmd autoconf automake libtool libpsl-devel

MR IEFQUICRIHTTP/389curl T,

BEEERRSE

- ZEOpenSSUIRMHTLSSZHF, FFQUICINER(S, /RJ93.58E EFAMR
o,
% git clone --quiet --depth=1 -b openss|-$OPENSSL_VERSION https://github.com/openssl/
openssl

% cd openssl

% ./config --prefix=<somewhere1> --libdir=lib
% make

% make install

- ZEenghttp3, AFSETHTTP/3FIQPACKIINYE
% cd ..
% git clone -b $NGHTTP3_VERSION https://github.com/ngtcp2/nghttp3
% cd nghttp3
% git submodule update --init
% autoreconf -fi
% ./configure --prefix=<somewhere2> --enable-lib-only
% make
% make install

- ZEIIQUICHMYAYZ/O Engtcp2.,
% cd ..
% git clone -b $NGTCP2_VERSION https://github.com/ngtcp2/ngtcp2
% cd ngtcp2
% autoreconf -fi
% ./configure PKG_CONFIG_PATH=<somewhere1>/lib/pkgconfig:<somewhere2>/lib/pkgconfig
LDFLAGS="-Wl|,-rpath,<somewhere1>/lib" --prefix=<somewhere3> --enable-lib-only --with-
openssl
% make
% make install

- Zkaurl, BFAEFHTTP/3A9EK,
% cd ..
% git clone https://github.com/curl/curl
% cd curl
% autoreconf -fi
% LDFLAGS="-WI|,-rpath,<somewhere1>/lib" ./configure --with-openssl=<somewhere1> --with-
nghttp3=<somewhere2> --with-ngtcp2=<somewhere3>
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L3 =malt g
ER{ESCEE

% make
% make install

LR HERmikSsEPEE Web N

4.

IR B REIRIRSSEEECS _server,
ERimRSSEEF, FEBERquic_testweb,

mkdir quic_testweb

fEquic_testwebBFET, #FiE—index.htm(3Z{4,
a. FEindex.html3Z{4.

vi index.html

b. IZIFEHNIRIEEIU, index.htmlBIIAINT .

hello, this is quic!

REscIBHImiEET0, BA:wqiRfFindex htm3Z{%,

= 70 QUIC Y438

1.
2.
3.

HENSE M RIS IZR T .
FEERREREISESIAIRNRIES, BE “IRINMEIFEE"

FERINEITEERmE, BlRiMNOERE “QuIC” 2!:*&357‘5*19%442ﬁﬁ”%|:| .
5-2 700 QUIC i50r=3

FCE IR

BEME @

EreShEsSRIERETREs 2EE. NENINEFETCP. UDP. TLS: tESIMSEEHTTP. HTTPS. QUIC.

TCP uppP TLS HTTP HTTPS
Ym0 @
442
BEER EREmE0: 80 T | 43
£ (FIiE)

listener_QUIC_442
SRR (D

e (D
(@) seiFFrEIPEE BER ==

4. BE ‘T2 BRERRSERE  ERRSFHESHERE “EHER" . &

FREZLETARIHTTPIRSS 234

’ ;:GEE’:EEE “T_J/ Eﬁl)\ﬁag” o

5. MINECESHE, B “12%X7 , STRRQUICKEITESAIEIE .
S£RPY: IEIF QUIC &3
1. @ILA TR curlas$ih1alELB4RERIEIPFO LS s [ :
curl --http3-only -k -i https://<EIP>:<PORT>
2. IEIGNES-3FRRE, WERREFimEIZELBSEinbRSS 2 EEIdQUICH LI

THTTP/31@(5.
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SRR
L 5 SRIEE

5-3 ISiE@IT QUIC thssEEl Y HTTP/3 i&@(5

[root@ ﬁ curl]# curl --http3-only -k -i https://t
HTTP/3

date: Wed, 25 Jun 2825 87:20:29 GMT

content-type: text/html

content-length: 21

last-modified: Wed, 25 Jun 2825 @7:86:58 GMT

server: elb

hello, this is quic!

5.2 iBd ELB #}E gRPC iMERLUIREH AR
Rz

gRPCE—Fh=ttae B RV ZIZ 28R ( RPC Remote Procedure Calls ) #E28,
Z N AT MRS EESFIEERAPIEEESHE . RIERMBIES SIFHID N BA
=, YFREM RIS IRS OIS EAHTTPSHNY S IF S8 {TgRPCIBRIZWL, [Eif
ARS3284REFHgRPCHMSGHITEE & RITHAE, ETFgRPCHMNYGHIFHTTP/2Z RS BRI
B, BERESRENEMRE,

RABEXIGARE MR IRSS2RECSHERE T gRPCABARSS, EECSPRERIEIFAE
MBI T SRR HIIE LA . SR RBIDE AT HTTPSIEITaS Il S35 KB EE
& ZEgRPCIMYAYEImARSS 2R4EF, #BE T gRPCI RBRSSAIECSIEN IEimbRSS 2Rz At
= FimiE R IR AR

5-4 ZPimiE@id ELB 518l gRPC R AARSS

BIEHTTPS SimgRPC

! : » T\\ )
~r

EFin ELB gRPCHIF

v

HEETE
o COIEMZ=AIELBLAI, HELBESFEEIP, BfNE(E, 52 NWSEINE=R A& IE
BEFNSBEIPVALNIP,
o CEWILFPHE HEE=FIFPRSSLEFBRSHBEANITS . EEEELI=
FFBSEERSWILRS SRR, FI552NWESSLIES .
o EMLECSO13LHAlI, FHHEEECSO1HERE T gRPCRIARSS . ELXTFgRPCARSSAY
#15, 155 gRPCE MM,
BMEE R

5-5 AcE gRPC MR RIRIERIZ
i HTTPS BT R WS e
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SRR
L 5 SRIEE

$H—: €& GRPC IMNH/EiRARSS#R4H
1. HENEIHARSS BEIR N .
2. RIRIRSHSIIRNE, PERNEG LA “IRFIRIRSHA" 2.
3. EERRSEKE, XESREEESNERS-1, HARBETRSRIMEET.

& 5-1 BB Rin D B RIS SEIR A

a8 =4 05
ZFR server_group_ | BIEERIEImARSSESEAIEZTR
gRPC
e | M= Al S R RS S fR S ST BT,
gg
FEGEY | XBEE (B SRS A RS & ST .
fzs B EBDE B, HRECIRERIG
198500,
FEIE Y GRPC S RS 28 E B I AR AR S BTN o

ARSLH TS ZRIEEGRPCHMY -

DECEREEZE | IRECIEEE | LEDERANGEE, ALHRASEFRSFEAR
il s x,.

ISECAEL: RIBEGIRIRSEAINE, ZIN
FRORBIERD RETRBRIIRSSEE, NEKXR
[EiRiRSBSEE P ERIERS
BEXTHERIENER, B2 UEERED
ECRIE D RME .

4. BF ‘T2, FINERRSHEHEERRIGE.

5 BE “NINmMRSHT  GREELIRBIFAIECSO1EA), REWSIRO, HRik
IRFFEON, TR RS ZRA0RIN.

A EE
g BRI S in O R S EREBE gRPCIV S AR ORI —H, BEinRSEEMN
ZREFRITIZW SR
6. HEEENE, EREREESHFREEIA.
7. $$ “ —lt_'lf ” o
8. MWARBEXLIRE, BF “MEIE” .

FET: FRINHTTPS YAIFEE
1. EAMREESIRRE .
2. 1EEATEAMEREIVESIANIRIED, Bt RINAIFSE” .

3. FERDNMEITEETRE, RUlmEMNERE “HTTPS” , HBRE “BESEE (Aik) 7
B, FE “HTTP/2” FXK.
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SRR
EfESLE 5 SRIEE

5-6 N0 HTTPS MAIrseH e E B aAILE

EUmESSEE. [USLRSRETCP. UDP. TLS; CEMIREEEHTTP. HTTPS. QuIc,

TLs HTTP HTTPS Quic

i}

i
el
]
b
i
|5
i
@
g
5]
o]
I
&
[
b

&3 (FliE)
listener-HTTPS
FRZEQUIC @
@
=hesEE O

wEE @
(®) seiFArEIPEE =E8 Ezx

IEBECE

v Q| 8BS =B/E O

PSERATSE FEETMAISNIESEAUAIL. MSRRAHRAISNGES, NERREIEHRAAE.

5-7 FFF3 HTTP/2

~ EEEE (AliE)
=2EHE O

4. BE ‘T2 RERRDERE , FRinkRSHASHLE “EAEH" . &
ELR—PEEZEIESARIGRPCINYEIRIRSS2RE, TlERE “T—2: ik
& .

5 WARBESHE, BF ‘1B , STAHTTPSHITRAIEIE

SR=: EEEHAMET
B RIIAKENCRERIT, SHSRITFIELBIARIAL, (55 PIRTILE
AR BITELB.

LA R AR Rubie & ST = PvAEIEROECE R, ESXTARBICRENRERRS,
5 SE RIE AN L= AT o

STRERA 01 (2026-05-15) IR © ERRBRABRAT 98


https://support.huaweicloud.com/qs-dns/dns_qs_0002.html

SRR

ERIESEH 5 SHRIIEE
. BEATERIRSERIE
2. FEEMRPASAE, &R “RmiEE” .
NIRRT

3. HEFRFINCEREMNAMIEZRET, BHIRETIN “SE@ER .
. BE YHRIMERE” , #A SRINERE” Rm.
5. REICERESH, WFES-2F7R

£ 5-2 A EBUCRESHRA
2 6l 15iAH

IORER | A-BEZIE | ICFESEE, KRLEKFA - EiRZigaiPvait
[pvattsiit | fik,

FHIEE | www RN EEE DN

HRIRER | 2RBHA FRATHYZE IR LBV AT DNSIR S SR AT ZAT, 1R
EIBEERRR, RIS NAIARSS 2 IPHBLE
ZOAMEA “EMBHN”

SMBIA: BOAZKREER, JRIBIEROERRZ
BEFTEIR, RESIRECIBOABEITER.
TTL(FEY) 300 ?E*ﬁiﬂ%&zliitﬂDNSHE%%%E’\J%T?ETJI‘EU, WYy )=z
Mo

ARSER{FEFERIAE300%)

ICRE 192.168.12. | IHZXIRAYIPvALBYE, ZARSCEAELB4FERITEM2

2 RIPHELE .
%ﬂiﬁgﬁ - mATAeE v, BRSNS RS, 88
(A& ) OREMRISIINEE ISR, AR
BN E.,
B HE .

R[E “HEHTCR” RH.

NseRtfE, RIS R S NAYCRESIRPEECRIIICRE .. JicxRE
AORESETA “IER” B, RRCRERINL.

SEIRPU: ISIF gRPC W S5&EE M

TR LIRERE, ERimALUBEELBIARE B ERinIRSS e EAYgRPCARSS . T
RS IF BN IEgRPCIMUFERIEURIUS, BIsEUTESBRMXE RS
gRPCARSS ZERIEE M o
1. AXLAECSIEAEFIRHITINIE, ITfEERECS,
WM RRSZEESHERG L, BEAESIEFTRUTRSESE.
2. grpcurlZ2BFS59RPCIRSBHITRERGSITIERE ., EEFinPLgrpcurl BF
JIFGRPCARSS, AT IR ZIERA,

a. ZEgrpcurliit s, ANSEERMHRMRIETRA.
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S AEE
L

" EdyumBzhEEEgrpcurl B4

yum install grpcurl
" FHIREEERARIgrpcurliR4E .
rpm -ivh grpcurl_1.9.3_linux_386.rpm
b. I&iFgrpcurl LEEmIN .

grpcurl --version

5-8 I8iFZ%E grpeurl BRIN

[root@elb - binl# grpcurl --version

grpcurl v1.9

EEFHPHITIATSS, EilinaEiRIRS2EFHIgRPCIRSS

grpeurl -insecure -proto <.proto3f4> <15 >: <MK > <gRPCARZEFR>/<T7i%>

ANRWEIE FEPFRRIEISR, NFRREFima LU ELBILIEERE T gRPC
IRSBZHEIRIRSSEE

5-9 IGiiFif1a) gRPC fRSS

elb-test]# grpcurl -insecure -v -proto hello.pro om:1882 hello.Hello/Say

5.3 ELB {&F8 WebSocket MY SCIPIX(S 2Lz H

WebSockettiMY{ 2 —FERNTCPERE L 172N TBEAIMLEIMY . WebSocketfiM¥
BIET, RSBSEUUEIRERIRAIEHTE, FEEFinIIRSEZBIEEER

A, HIEXRIGERE, BEIEESN. NABELBEAIASZIFWebSocketthi, RILAES
BN E LA @SR SH TR E

Websocket MY igEiA

H4EWebsockettiMY

HEIWebNAASHHEESHE, NBERANEKREES ., HIMISEATHRR. i
BHA . EEEIRENEINEEKIRSSEEISLATHEXEE . RERERARRE
FHZE, IEFiREEENEERAMRS S AEEKRKLGRENGFHEE, T
ISEFEREHE. MREFIRFEMERXSK, MHTTPAERERRK, &
SHEIEIREE AR, v RREFIEINRSENED
RNTEMNAEISEIH=ETER, HTML55|A\324F 7 WebSocketthi¥ . 2N TES
T, IRSB[RZEFineERAEIE, IRSZEETLAEMMEXIFEIE, ROEFin
AOEIEIER . X E@BEEHH B/ BEER, BH 7R EALE, Fa]
LB B ERS B RFEI T RERIE,

BEZXTFWebSockettMXHNEMEE, BSEES N 4The WebSocket
Protocol,

ELBRYHTTP/HTTPSAIFBAIASI iFWebSockettimi .
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SRR
EfESLE

HEEIE

e Websocketihi\EHIZS

Websocketi) B/ MASB AENTSEINERE, | iZNATFEESMRZEKE
RAY S5

-  EEHMRR5EE): AEIIXE. BEEEE. SATELEMEENSEERR
MERAPRERZ -

- MEDASHEZHE: SANEELRE. AAREENFHFEERT=.

- HESH: XESHHPRSMETCAEIMEXEEER .

- ERSEN: ARSERZEMIMERERE.

5-10 ZFimEid ELB i5]a) Websocket [z FHE

WebSockettiiy WebSockettiiy

& ) "Jk

B i ELE WebSocketiirFR

F Y

RELEH ERE— N RZHWRERELRZEREINT: ZEFR MRS SfinARIXE
R, BRSH|UREITIIN, ZFFIRZIIDNEAIEFRNIER, IR RinBIRIENAISERY
XEH,

o DUFERINEZRIELBILAI, FikiR T M FEEMIASSLE], HELBE4REEIP, BINR(IE, 5
2 N Z R RIS EEIFI4EEIPVALRIP

o BIEMWAECS, ECS5ERIEMELBELAIBTFE—VPC, BEZFMLSEETSEZR
EMSCECS, ANSCEE TS 2L ECSZEECentOSE S, F—EECS client{EXRF
IRAIXHTTPIEK, S8 _8ECS_server BB{EEBZEWebSockethz FHHYfEimpRSS3s o

TEB—: ERinIRSSEE4HEE WebSocket [ FH

1. IEEEREIRIRSSEZECS server,
B RIRSZEEZMERHE, BERESIEFTHURIRSEE.

2. WITA TS HIRIRS 2R imAYpythonkR A AEF python 3.7,
yum install python39

3. websockets FEIR{LT fEEHY API, E5/S7E Python HREEY WebSocket MEHEES
B5%, PTU TSR RE N hRwebsockets

a. ZEPythonBEET Epip,
sudo yum install python3-pip

b. Z#WebSocket
pip install websockets

4. FEREiwIRSSEEPR, FHiEBFRwebsocket,
mkdir websocket

5. fEwebsocketBRET, #EE— websocket_serverpy3Zit, FEHEHTBIPEN)L
websocket M FAIRSS -
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s REIYE
L 5 SRIEE

a. Fh#Ewebsocket_server.py3{4,

vi websocket_server.py
b. IZIFHNRIEET .
BEEEATARESE

= websocket_server.pyS{FRIA, BhiA\iwOBCE 8081,
import asyncio
import websockets

async def echo(websocket):
print(websocket.request.path)
try:
async for message in websocket:
print(f"Received: {message}")
await websocket.send("Hello client,this is server!")
print(f"Sent: Hello client,this is server!")
except websockets.exceptions.ConnectionClosed as e:
print(f"Connection closed with error: {e}")
except Exception as e:
print(f"Unexpected error: {e}")

async def main():
print("Starting server...")
start_server = await websockets.serve(echo, "0.0.0.0", 8081)
print("Server started")
while True:
await asyncio.sleep(1)

asyncio.run(main())

6. IZEsciE, MiN:wqfRTEwebsocket_server.pyS{4,

1z{TWebsocket_server.pyS{4,
python3 websocket_server.py

8. WERIGNES-1189EIE, FRWebSockethz FHERZERLII -

5-11 WebSocket iz FBEFZ R IH

;= websocket]# python3 websocket_server.py

Server started

LB EEPigHEtE WebSocket [
1. ImREEFREFIKECS_client,
MRS EESMESR L, BAESNEREERIRSS.

2. BT TS SEREFimdIpythonR AAEFpython 3.7,
yum install python39
3. PUTUATaSEZPinhRERFThRwebsockets/Z .

a. ZHEPythonBEET Bpip,
sudo yum install python3-pip

b. Z%WebSocket
pip install websockets

4., EEPiIRIRSESG, FHEEFwebsocket client,
mkdir websocket_client

5. fEwebsocketBFET, #hiE— websocket_client.py{4, HEEE+EE
websocketi FAIRSS o

a. FrEEwebsocket_client.pySZf4 .

vi websocket_client.py
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SRS
S 5 SRIEE

b. IRIEHNGRIEE
BHREEANTRAIRBSE
= websocket_client.pyS4BIA, {F2 Fima] LASIEELBXIFMRSSHIEIPHE
MmO, AL RFRE80816% A .

import asyncio
import websockets

async def hello():
uri = "ws://EIP_ELB:8081"
try:
async with websockets.connect(uri) as websocket:
while True:
await websocket.send("Hello server,this is client!")
print("Sent: Hello server,this is client!")
response = await websocket.recv()
print(f"Received: {response}")
await asyncio.sleep(1)
except websockets.exceptions.ConnectionClosedError as e:
print(f"Connection closed with error: {e}")

asyncio.get_event_loop().run_until_complete(hello())

6. IREsciE, HA:wqiRfFwebsocket_client.pySZi4,

ST,=" el HTTP jSiniRSS B RIS IRARSS 25
BN R HHIRSS BT IR .
EERRSESIENE, SENEG LA ‘AIRERRSHE" ',

AREERSRFINE, FRIGEIRRSS SIS erver_GroupXBECE 0SS
FUBOELBSERI, FEIRIHNGESE “HTTP |

HRRERIFHIA, B8F “T—£7 .

ERINEIRRSERE, =RS[BRET, B “FIN=RSE -
ERINRiRIRSS SRMAIE S, HEIRECS_server, FigEWSSiw$8081,
BE ‘T2 EHAREEE.

B “xZEPRIE”

LRI el HTTP MR EE SikiRSS =848
1. HABEREIEIRTE .
2. EEIREMREINEIOINRED, BE RIS .
3. (ERINMITESTRME, PMNEENERR “HTTP” , IROIREN 80817

I
© N o U A wN
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st ARt
ER{ESCEE 5 BRINEE

B 5-12 [0 HTTP YE0r=8

Burmisll: 80 iEE | 443 2
E/F (&)

stener_HTTP_808"

ETnELAE @

@

EREESE O
AR @
(®) siFFrEIPER Set ] Exy

4. BF ‘T BEERKRDERE , BiRRSRASEHEEF “ﬁﬁﬁEﬁ 7
BREE= AR AIRSS 28BS erver_Group, =REEEE “T—% TJ%IAEE

o )
o

5 WARBESHE, BF ‘1B, THAHTTPHEITSEAEIE.

$Bh: IFER
ITEBREFIRECS_client,
2. &7 tiBpython websocket_client.py3 {4,
python3 websocket_client.py
3. EBIEPFiEIEIHIRSSEEMFTED “Sent: Hello server, this is client!” %0
“Received: Hello client, this is server!” , I&iF 7 ELBi@IZI WebSockettMX LI
T SERTEIR .

5-13 ELB i&@id WebSocket #MYSCH] 7 SERTEIIR .

5.4 @Y ELB M2 in[aIT3E & TNRESEI Zin[13E A

R FRin=

MBS EENSHOSRNEFSMAONES, REREHONKIFSESS
CEEMREIERERNEL . NRCHDTLER T ABROETIST, e
(EERIMSAIE BROSIRISIRINA . SURCIMIF AT LASCHIE— NI 83 S AR
ORI TR R, BT KIRERE, (GEEESIEE.
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SRS
L

RIS

o CEIEMZRIEIBLAI, SLAIREBSWEE, BELBESSEEIP. BIFE(F, 52

M SEIR = B G 9 =R A 4B EIPVA R MIP

o EEZECSO1FIECS025Lfl, HBEAEEDERE TNARSS . Ik

IMARZE2HBEER1T30000~30005%H .
BFEEEARBIECSO1RIEE RS
- EBFRECS01, HITUITaS, FERIAIE,

vi ECSO1_install.sh
- EAREEN, SHFHMUEUATSS,
#!/bin/bash

# LENginFt BB E S IR0
yum install -y nginx

for PORT in {30000..30005}; do
# HERHTMLIZ {4

echo "Hello World! This is ECSO1, server port is $PORT." > /usr/share/nginx/html/index_

$PORT.html
# £FNginxBE

printf "server { listen $PORT; location / { root /usr/share/nginx/html; index index_

$PORT.html; } \n" > /etc/nginx/conf.d/app_$PORT.conf
done

# FBEINginxF iz
nginx -t && systemctl restart nginx

ECSO1#0ECS02

curl --parallel-max 11 $(for PORT in {30000..30005}; do echo "http://localhost:$PORT "; done)

- BAwq, ®REXHEN.
- PATLAT&S , IBTRIANMH

sudo sh ECS01_install.sh

- WNMRERNTHITEE, F£=30000%30005i%OEF] LAEEAE)

Hello World! This is ECSO1, server port is 30000.
Hello World! This is ECSO1, server port is 30001.
Hello World! This is ECSO1, server port is 30002.
Hello World! This is ECSO1, server port is 30003.
Hello World! This is ECSO1, server port is 30004.
Hello World! This is ECSO1, server port is 30005.

TER—: SZRRRSHAAFTERROEE

REEH EERAXFEROERINENERRSRE, EihRSHREFEEROER
&, BRHNINERRS = LTEEERiRK, BFRSRERREKROELRE

ERinARS3 2 MAYIR o
HENIGimARSS RE4ASIZRITH .

EEmikSRIIFRNE, PEREA LA “IREwNR

RBRinD ik, XESHIFBESNRS-3, HREEFRISEOIMERNT.

% 5-3 BcElEin D EccREg S 2R BH

8% 5l 15i8H
B server_group | SUEHFiRIRSERE
REYEE | M=E A {FiZEiniR S ESHAY A I ESLBISREY
gg
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Lgé ECSO1MZ 2 AFTEMBELBEInFMATEME:, 1¥15E2 Wi ERiniRS 20
R,

SEPY: ISF IPv6 ZFiiHITE IPv4 FikIRS

o  TEIPV6eEFimHMITLA TGS, IBIGELBAYIPVELtELL
telnet -6 ${IPv6ittit} ${ix1=}

RIS TEFRINER, FrEFimpkIIihEPvetthit .

5-33 IPv6 ZFimpEINiA[a] ELB A IPv6 thiik

[root@ecs—«¢ ~1# telnet -6 240"
Trying 2487::
Connected to 2487

Escape character is '*]'.

o {FEHcurld$IGIEWebZEARSS N FHRYIEE M -
curl -6 [${ELB IPv6iittt}]:${ELB Y5MfrE8ix} -g -v

RIS TFEFTRRIER, FRWebZEARSS5 M M 45ERE o
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s REIYE
L 5 SRIEE

|§| 5-34 I8iF Web 2RSS N FEROEE 4

W3C//DTD HTML 4.81//EN" “http://waas.w3.org/TR/html4/strict.dtd">

o BEWMITUTHhSHESEIRIRSSRIEIEE
ss -antp |grep ${/Sin=hiRSEEim O}
WKEITFEFRIER, FRIPv6ZEFighIiRIPveitbiHE B IELBfEFEIELBIS
iR FMAIPvAtEIE, FSRIRIRSSEEECSO1RINE(S .

5-35 |Pv6 iS5 IPv4 [SiRIREZ S8BT

% 55 —antp grep 8685
] 1024 &M

mewmn o] pmem | powms e e
0 i1 FF$£:10.0.0.215]: [::fFf:10.6.0.56]:12288

HERAS

IPv4/IPVvEHELHEIRINEE B, A SIS EREE FPinIPINEE, TCPUSIRERASALL
E@iTiBidProxy ProtocolliMYIRENZS Fi%ESEIP,

5.7 EEIMZEY ELB ¥4 TREVE PumEsE IP

Rz

T‘ ﬁﬁﬁﬁﬁﬁﬁﬁiﬁw_ T SSHARY, (EARERRIRENE P imisKATESLIPHENEHTT
1_—) o, ERREREMIF. BiES Vfﬁ BRI ASTTAIEIERIE S HEN 5517

Eo

{FHELBHITIUEI B AR, BOAER FELBELAISRiniRS R 2 BAEZFRE L
ROIPHENNE(E, RikiRS S0 LA BESAINE FigELIPHbit , (B2 1EELBSLAISIPZEE!
Fla-aum TCPELUDP I 28 FF/SIPv4/IPVoitiit iR (ERTLSMA IS TR SR
5, BEFIRESLIPRITMZRIELBELAIRN SRR, EoJLISEARSGRENUE S
KIHSEHIE FimESCIPHELE

HRSRE!

o  WNERBREZINATMK, N HEEFRENEINATIEIRERVIPHELE, ToiXIREUNATERL
BUAYIPHBLE .

. ytg%lﬁ_kﬂ}jlﬁﬁjj@nm N REESRENE I BRFREEAAYIPHENE, TEiXIRENEZRAYIP
bt

o [MEWIFEE (TCP/UDP ) BUAFE “SRENEFIRIP I08E, FXITE—GRS=H
BHEARIRIRSS 2 XA FNE FimhITS .
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st AEIYE
L 5 SRIEE

MREIRIRSFRNEZFiRERE—aRkSE, WEkRRSS[mSARERGRIPASR
HIPHIEIZAR A AN A LRIR, TRBNERSGREIZGELE, RESH(OIER
SFE,

POEARSSIREN & FURESE IP J5ikME

JRZRIEL BRIPUEIMN SO ZE ( TCP/UDP ) BUASZHF “SRENZFimIP” IhAE, ELBSLA)
SiainiRss =8 2 B EEEAZE i ESCAIIPHBILES .

HFHIAS, MITEER “IRENEPIRIP” hEEKRR, BaIllsER5-8ENRE WS
RIGFIRENE FiRESEIP

% 5-8 MEMITRENE FiRESE IP 15X 4E

=R SRR “IREX | A SRIRENE FIRESCIP
ZEFIKIP” ThaE

CPYADT | TCP/UDPMIREE | LATIZ2MAIFEERY “FREVEFiRIP” IHAERR, &
28 BHASS “HFE | aTLAUBISECE TOARG ok iE)id Proxy Protocol iy
EFIgIP” SRENZE iR ESEIP:

o TCPIAIRSESIPEEEiHEB(E,

o TCPUAIREEFFEIPV4/IPVEItEIt LB XS, &=
Pl | PHbE A i
WiBe
TCPYANREEAYProxy ProtocolIHRERE Fikh, BEAHX
IBELRHI A LR, REEFEATR, LIRS

T8 TERIS
Eopﬂguﬁ TC‘P/UDP}‘;";’*IDE%E IATASE L ERENE FinESEIP:
2 gﬁ%ﬁ” R | o ELBSAISIPERBEHER.
o UDPYSIFSEFFSIPvA/IPVEitbIIt AL
TLSISIRSE | AxziE iEidProxy ProtocolMYIRENE FikESLIP,

TCP/UDP WSIFSREIASZRF “IRENE R IP”

TCPFIUDPIFERAY S kin=, ELBSLAIS/EmARSS =8 B HIEERZE FPinhIESE
IPHILEE(S . BEFHTIINRE, BEEERIRIRSHIETICRETHIE SR
BEZFiRELIP,

ENginx{EREIRIRS RS, BRIUSEUTESRFITRIE,

1. {EXhttpBcER, ANginXEEIHIDAE, BAIUSERITUTGS.
http {
log_format main '$remote_addr- $remote_user [$time_local] "$request" '
'$status $body_bytes_sent "http_referer"
"$http_user_agent" "$http_x_forwarded_for";
}

5-36 BLEiFIIHE

http €

log_format main '
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SRR
L

BENginxBIIBIRIEE, S EERENE FinisKAYESLIP,

cat /path/server/nginx/logs/access.log

HEICRF, $—MPiitRIAZE FisRYESCIPiEL

5-37 && Nginx FIE=

WINGSRIREE IR E L IP
TCPUSIRERELA T A “ SREREFIIRHIP” THAEKAK:

TCPYA ISR 5IPEB EimiE(S .
TCPUAIF S FF B IPv4/IPvettlit 6T X e TEHEA o

access . log
+HEHA | HTTP~1.1" 288

£ +B088 1 HTTP»1.1" 288
+B508 1 HTTP-1.1" 266 3.
7:39 +@BBA] "GET ~ HTTP-1.1" 288 2572 "-" "curls?.7¢

AJLABEE LA R M7 UREE FimnESEIP,

TCP Y5IFE845A TECE TOA JRIHIRENZE FiRELSE IP
TOAPIIZIEIREE FSRIRENELBSL RIS RITROZ FURELSEIPHENE ({XS2HFIPV4) | %

B EELBfEIRARSS 2]

FHEESETOAIGHELE .
@i Proxy Protocol MHYIRENZ FIREISE IP

AT LA TE SR 28 EFFSProxy ProtocolligEF %, HifiREiHIRSEEEMT
Proxy ProtocolifMYAIRESSKFRENZE ik EISLIP,

TLSYAIRES: {Nz3F@idProxy ProtocoltMYIRENZE FimESLIP

BiRRERIRS

J:F):O

SEEGfETProxy ProtocoliMYAIRES, BNI&

SE SR, HEE

1$QEHQ*£1E %‘% I))\—FETM’EJ»J/FQ?% o

£EE—: HUSITSEFFE Proxy Protocol

1.

o U A~ wWwN

M R ESIRE
EEMREIYEYIRRE, BEERREIYEESER,
FEUSIrEE%IRImE, BEBREITEENEIR,
FERIFSENENMEERS, BF “RIBWFE" .

£ “YmiBUsIeE” TE, FFE “Proxy Protocol” FFK,
BE BT .

TE . BERIwIRFSESZISHET Proxy Protocol MY

ZKSZL/U:EI’EHE?: .:J‘ CentOS 7.5IME T, LRNginXABIFITNE, EalLiSEHhTa
TSt iTEE
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s REIYE

L

\

= TLATar S &%Ehttp_realip_module,

yum -y install gcc pcre pcre-devel zlib zlib-devel openssl openssl-devel

waget http://nginx.org/download/nginx-1.17.0.tar.gz

tar zxvf nginx-1.17.0.tar.gz

cd nginx-1.17.0

.Jconfigure --prefix=/path/server/nginx --with-http_stub_status_module --without-http-cache --with-
http_ssl_module --with-http_realip_module

make

make install

FTFNginxBIEECE S {4Enginx.conf,

vi /path/server/nginx/conf/nginx.conf
{Eelserverfe &R, (EXSEUT .
a. [3HProxy Protocol¥slfr,

b. BECEESLIPIEEL.

server {
listen 8081 proxy_protocol;
server_name localhost;

set_real_ip_from 192.168.0.0/16;
real_ip_header proxy_protocol;

}

BAEIRSS 2ERIMEZZRANE! set_real_ip_from <IP_address>, JM=ZEIEIBLBIFE
ELB/SimFRIMER o

5-38 &2 Nginx BeE&SHRY server BLEIR

=1l gagl pro=y_protocol:
r_name localhost:

et_real_ip from 192.168.8.8-16:
real_ip_header proxy_protocol

EhttpEcER, EcEIBIBIEHE.
http {
log_format main '$remote_addr- $remote_user [$time_local] "$request™
'$status $body_bytes_sent "$http_referer" '
"'$http_user_agent" "$proxy_protocol_addr" ;

5-39 {&2¢ Nginx ECE 3489 http EcER

http {
log_format main '

JBEINginx

/path/server/nginx/sbin/nginx

LR= WilRiriRSSRRS 7 ZFimEsE IP

PANginx{ENRimiRSSE8HT, P imihiaFE 7 Proxy ProtocolBELBSLHY, NginxHZE&
FRYEIPEIAESLAE FiFIP,

cat /path/server/nginx/logs/access.log

Fiez=, $proxy_protocol_addrirE XM AYIPHBLEEN A2 FimAYESCIPHBL
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st AEIYE
fESLE 5 SRIEE

5-40 & Proxy Protocol HMYGKENE FimESsE IP

192.168.% - [23-Juns/2825:21:13:27 +88881 "GET » HTTF-1.1" 208 2572 "-" “curl,7.29.8" "
- [23/Jun/2825:21:13:27 +@8@A1 “"GET » HTTP-1.1" 288 2572 "-" “curl,/?.29.8" "
- [23-Jun/2825:21:13:28 +@BAA1 “"GET - HTTP-1.1" 288 2572 "-" “curl,?.29.8"
- [Z3-Juns2825:21:13:28 +@8@A1 “GET » HTTP,1.1" ZBA@ 2572 "-" “curls?.29.8" "
- [23-Juns/2825:21:13:28 +88881 "GET » HTTF-1.1" 208 2572 "-" “curl,?.29.8" "
- [23,/Jun/2825:21:13:28 +@BAA1 “"GET ~ HTTP-1.1" 288 2572 "-" “curl,/?.29.8" "

5.8 T tEM=E ELB 3 & FREE iR EL IP

R FRim=

R A B IIENH TV S RRT, (SR REREEIRENE PiniaKAYESEIPHbILHTT

=0, FRIREREMIP. EEDHT. BRITASIISIEHIE S AT

=, HFBIHTTP/HTTPSYIFERRIT EREW SRR, EFimESLIPEIIIRZ=EIELB
SIS LR, ERILASEARIRIVE FimnE SCRIIPHBIL

IR SPRE
o IMNBIEREIINATII, WRAERIEINATEIRERIIPHELE, TEIAIREINATEE

BUAYIPHBLE .
. izéﬁi%ﬁé%}ﬂﬁ%%%%%, W R BEIRENEI S B FREENRIPHEIE, TEiZIRENAZEAYIP

tERSIKINZE PiREsLE IP 5iEN 8

o JHERIEI BRI CENMYIEIREE ( HTTP/HTTPS ) BOAFFE “IREXZEFixIP” IhaE,
S #5@IdX-Forwarded-For = &% % FikAYEISCIP.,

o XMEIRIRSZIHITEE, WIRIRSSHTILUEIFTX-Forwarded-ForFERLRENE
FimfYESLIP,
X-Forwarded-For=z2EG#&=LU1T:
X-Forwarded-For: <if3k% FinEsLIP, {CIEARSSE:1-IP, (CIBIRSSE52-1P, ..>
{EALLUIRENE FimEsLIPRY, FREXAISE— N IPHELLRE R = FPimESLIP,

HEETIE

o CIFEMZ=AIELBSLAI, BELBE4FEEIP, BIFIR(E, E2NETIME=R RIS
SEIN4PEIPVALRIIP

o  EORMNEELSHTTPYMIRIRIRSSBE . IRSHAFRNTECSO1LH, 3
BFEECSO1 FEBE T MRS .
SBR—: tRBRSRAE “RIEF R IP” 088

JRZ=RIELBLBIRIHTTP/HTTPSISIERBUAFE “IREXNZEFimIP” Thee, BIENUASITE
I¥X-Forwarded-ForEFERICREZ FimiaKAIEXLIP,

\

SBR—: hEERRSS
RIBIBARIRIRSILE, SHTENAMEE, TRIRS2ETTLAEMARITX-

Forwarded-For=2E& .
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M AEE
L 5 SRIEE

EcE Nginx fRSS88
BlaNfECentOS 7.5 E T, AT T aHSHITRE:
1. BFUTHSTEHNGInGERE, Lihttp_realip_module,

yum -y install gcc pcre pcre-devel zlib zlib-devel openssl openssl-devel

waget http://nginx.org/download/nginx-1.17.0.tar.gz

tar zxvf nginx-1.17.0.tar.gz

cd nginx-1.17.0

.Jconfigure --prefix=/path/server/nginx --with-http_stub_status_module --without-http-cache --with-
http_ssl_module --with-http_realip_module

make

make install

2. WITLAT®S, FTFnginx.conf3Z{4,
vi /path/server/nginx/conf/nginx.conf

3. RiHEANREER
(EtllserverBe &R, (ESEWU T,

set_real_ip_from 192.168.0.0/16;
real_ip_header X-Forwarded-For;

& 5-41 S INEcEF RIS RRBIE

server {
listen ga:
server_name localhost:

zet_real_ip from 192.168.8.8-16:
real_ip_header X-Forwarded-For:

(11 588

BRIBIRSSE2EHIMERRINZ set_real_ip_from <IP_address>, =R EI9ETEEIRINELB
SCAIRY fRim P R ES o

5. {&httpEcER, ANginxBLEBIEIEE, EX-Forwarded-ForskFEHIE Finmis
KIEEEEhttp_x_forwarded_forfE ABE, EaJASEHITIA TGS .
http {
log_format main '$remote_addr- $remote_user [$time_local] "$request" '
'$status $body_bytes_sent "http_referer" '
"$http_user_agent" "$http_x_forwarded_for"';

&l 5-42 BeEipIaAE

http {
log_format main

6. J3EINginx,

/path/server/nginx/sbin/nginx

AtE Tomcat JRSSES
AREFEFAITomcatiILEEIRR A “ Jusr/tomcat/tomcat8/” ,

1. BFELETomcathIfRS:s,
2. BTUTHS, BETomcatERIEFEIEIT,

ps -ef|grep tomcat
netstat -anpt|grep java
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SRR

& 5-43 [EE &R

[root@lilian apache-tomcat-9 0 s - |grep tomcat
1009 995 0 15:€ L] 00:00:00 grep --color=auto
32223 1 e 12 /fusr/java/jdk-10.8.1/bin/java -Djava.util.logging.config.file=/usr/locals
-9.0.108/conf/logging.properties -Djava. logging.manager=org.apache.juli.ClassLoaderLogManager -Djdk.tls.ephemeralDHKeySi
tocol.handler.pkgs=org.apache.catalina.webresources -Dorg.apache.catalina.security.Securitylistener.UMASK=0027 -Dignore.endor:
th /usr/local/ -01/apache- -9.0.10/bin/bootstrap.jar:/usr/local/ -01/apache- -9.0.108/bin/ -juli.jar
sr/local/ -01/apache- -9.0.10 -Dcatalina.home=/usr/local/ -01/apache- -9.0.10 -Djava.io.tmpdir=/usr/local
-9.0.10/temp org.apache.catalina.startup.Bootstrap start
[root@lilian apache-tomcat-9.0.10]# netstat -anpt|grep java
] 0 :320 0.0.0.0:* LISTEN
LISTEN
LISTEN
LISTEN
ESTABLISHED
ESTABLISHED
ESTABLISHED 3222
ESTABL ISHED
ESTABLISHED
9. ESTABLISHED
6 15. 0 CLOSE_WAIT
tcpb (] 0 10.0. 88 100.125.19. 3 ESTABLISHED 32223/

$Eserverxm3Z{EHAIclassName="org.apache.catalina.valves.AccessLogValve"

BHESNINTHRS .
a. ¥TFFserverxm3Zi4,

vim /usr/tomcat/tomcat8/conf/serverxml

b. EBBHRBESEUT .
<Valve className="org.apache.catalina.valves.AccessLogValve" directory="logs"
prefix="localhost_access_log." suffix=".txt"
pattern="%{X-FORWARDED-FOR}i %l %u %t %r %s %b %D %q %{User-Agent}i %T"
resolveHosts="false" />

5-44 FeERPI

WITW TS, EigTomcatiRss.
cd /usr/tomcat/tomcat8/bin && sh shutdown.sh && sh startup.sh

Hrh “/usr/tomcat/tomcat8/” JTomcatZ &R, BIRIELIRE REIE,
5-45 &= Tomcat IRSS
[root@ecs-ddef bin]# sh startup.sh

Using CATALINA BASE: Jusr/tomcat/tomcath
Using CATALINA HOME: Jusr/tomcat/tomcat8

Using CATALINA TMPDIR: /fusr/tomcat/tomcat8/temp

Using JRE HOME: fusr/java/jdkl.8.0 261

Using CLASSPATH: Jusr/tomcat/tomcat8/bin/bootst
Tomcat started.

WITUI TS, BERFIAR.
ANEAPLTAERTRIRENE IPHELE, BIJO3RENZIAYTRIPHELL ,

cd /usr/tomcat/tomcat8/logs/
cat localhost_access_log.2021-11-29.txt

Hrh “localhost_access_0g.2021-11-29.txt” ALHKEAETIRER, BIRIELIRER
i,
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SRR
L 5 BRINEE

5-46 FifiR IP it

[ ogs ]# cat localhost_access_log..2821-11-29.txt
4. b - - [29/Nov/2821:14:41:09 +08880] GET / HTTP/1.1 2@ 11250 178 Mozilla/5.4

4 - [29/Nov/2821:14:41:47 +88@8] GET / HTTP/1.1 280 11258 3 Mozilla/5.@

T 4 - [29/Nov/2821:14:42:10 +8808] GET / HTTP/1.1 28@ 11250 3 Mozilla/5.8

FtE Windows IIS JREEE

ARZFEL Windows Server 2012BeENS7HBINE, Bt AIRI/ERTAEIRE ARG,
TEFAZEIS,

2. MNE=5Mis FaF5XForwardedFordlUfE, F5REIx86FNx64HF TR

F5XForwardedFor.dllif {42 M EISIRS EBHENRB R T, i
C:\F5XForwardedFor2008,

3. FIFRISEIERR, iR 1R > EEEAURR” IEHHE A2 MG .

5-47 JEERIRIEIN
63 Internet Information Services (IS)BEH
€ 63 » CHIETOR-CHRAE >

xR WEV ERH

s @ DESKTOP-QIFHSOV 7R

1 R L

i . THHG GH2BETR) | SiERE R
ASP.NET
s E-] \ 4 - !;7 “..' Bos) g;‘ 4‘[ ab f‘\\;\ [ =
NETHIE  NET #4887 NET £324 NETEUR NETEER SMIPET SEns HENEE EEFEs SR TEoe TAEFR
7 ! s =
o & " N ‘ el o= b=
R $ = & @ 5 QA B &
HTTP HEZIR ISAPI #0 CGI 1SAPI RiEaE MIME T AEEFr ©BEF RsRIs IEsE Lo Mo BRuS  SREE
EY 2] 5
2 RS

O [
SGEE  BHET

=| 3

; h
Shared SR EERES

Configur...
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L 3=l
L 5 SRIEE

5-48 BLEAHRER
6 Internet Information Services (IIS) SR8 [=|B] x

€3 » ECS-C30002939 »

BE N EEANETmE

[[] UriCacheModule

[] FileCacheModule

[[] TokenCacheModule

[] TracingModule

[] RequestMonitorModule
[[] ManagedEngine64

[[] ManagedEngine

[[] ManagedEngineV4.0_32bit
[] ManagedEngineV4.0_64bit
[] WSMan

4. BE EM . oBEMXS6FIx6AEM .
[l 5-49 iEMEH

5 Internet Information Services (IS)E7E/% =
@ ©) [%» ecs-c30002939 » EEEXCE

B I\ o )

| BEATUSR =] |

€ ENESE..
EEA A EEENTRER - EEaiEs..

EESEFITIE..
@ =

EFR(N):
|forwa rd_x64 |

| ]C:\FSXForwardedForZOGB\x&Al\FS)(Foma rdedFor.dll

< [ = [ = |

5 “HBIR7 NHE, WIANEMARREIREIES RS
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5-50 fIA\EAELTH

B

( 3 €3 » ECS-C30002939 »
X#HF WAV EEH)

@-iH|2 |8 C’ﬂ EESE
ERUREEERTIE Web BESBIFRNTNA i
2939 (ECS-C30002939\Administ FEAEEE, SESTHENTE
SEWE: FEGsE . - @ =
ER - KB A
FailedRequestsTracingMod... %windir%\Systemz
FileAuthorization System.Web.Secur|
FormsAuthentication System.Web.Secu
fowar_x64 C:A\FSXForwarded
foward_x86 C:\F5XForwardedf
HttpCacheModule 96windir96\System?
HttpLoggingModule %windir9%\System3
HttpRedirectionModule 9%windird%\System3
IsapifilterModule Y%windird\System?
G — 5
C I S e e

6. IEIRISEIRRETTAY “ISAPITEIERR” , 2 MEHEBUEITISAPIFICGIT .

5-51 AN INEAR

@ O [9%» ecscao00939 » |
4P @|BEV)  EBEH)

e -

B |3 ..

] ERNTHESERER Web RESIIER ISAP] (RifsE, EEENEF
» 83 ECS-C30002939 (ECS-C300 o=
SEME FETSE 7
=t TR SEHE

EESEERE:

| x_forward_for l |
ol n
[caFsXForwardedFor2008vsa\FsKFarwardedFor.dl | |EI
| |

7. %R “ISAPIFICGIRR®” , F2MEHHRERITIR
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SRS
L 5 SRIEE

& 5-52 RiFHIT

@ [ 83 » Ecs-caoooae3s »

X#FR  WEBV  BEIH)
e

¥ =98
@ I1SAPI F CGI [R#I =
e & J P @ #z col @, SELUE
LEE=oind SEETISEEIILUE Web SRS E HE4] 1SAP] 50 CGI 5. EAVET CGl RRR
493 ECS-C30002939 (ECS-C300 . = ¥ . EnmEes ol m
O aEeEn SEMEE: FEToa - B SR TN EEF.
b8 Rtk L~ =] BE 13
foward_x64 E:353 CAllces draini AnnDat: Imﬁ\w;ndnwsw
foward_x86 00 ISAPI 2% CGI fR#! ? B\Windows\IT
ISAPI B CGI B82(0):
\rc:\F3xrmwardedForzoua\gmwsxanardedfm.dl\ I
EARD):
Ix-forwarded-for | 1
V] FeiEniT R R

8. BEERM “B|FE , ERISKS, ERRREEN.

l 5-53 EF 1S fRSS

G Internet Inf 1 ormat :ans ervices us;EFﬂ : T i
- €] » DESKTOP-QIFHSSV »

TR REY)  RBH)

-

7 B
“}‘ DESKTOP-QIFHS9V Xl e
ASP.NET c |-
s — " = - 13 = =)
& L 4 % “ by S,; 4 ab “.."\ 3 z
NET ®i# NET ISP NET 23¢ NET S0 NET 4;':: SMTPEF  SERT HHNSE SE¥ES S0EF ?‘R"=.~ ERRTa
i ] L]
s - |le
& o b A il 39 » @ @
: & r i o B3
HTTP WEHS 1SAPI 0 CGI ISAPI RISSE MIME B2 ¢EE11~ s | e ERNE SR=S
3 L]
X o
¥
SHVE WLET
= *
72 B
Shared REsER  KERSE
Configu

SE=: TSRS ST REE PR EISE IP

PANginx{EARimARSS 28T, BEENGInXRIBIE AR, EaLKEE FinisRAESE
IP,

cat /path/server/nginx/logs/access.log

HEICRF, $http_x_forwarded_forZEEXMAIFERF, S—NIPHbiEIAZE g
ESCIPHbht
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o ERIEMMCEEINHTTPSIIYAEIRIRSSRR4E, ARSSRRETARINECSO15LAl, ECS
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S R 98T ELBIEALTS,
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SE—: LHERSIEHE ELB =HIS
FEELBIRIIHTTPSISIREER, ERBSEIVES LIEENGELBRHIA .

EEN M RIS IZRTTE .
. EENSH=SE SEREET .
3. BE “SIEIER , RESHIBEEIR5-9.

& 5-9 IRSBFEBSHRA
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IS eESid] BUEIEBRIZER!, AIOEFERSZZHIES

IEFKIR ARS5 BHIEP RIRY 25 SSLIE R SRR SR M AV
MEHBBIES.

AIEIR “SSLERER” UREEEERETIERS
BIERS ELWILAYSSLIER,

IEH ERIEEE HERIELBIRHISANES .

IR EWINER—M=RREEES, BWIREEERSRE
HE—NZTREZINEEE, IUIRREANRIREE.
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AIHZIEBRUEIRMER, JFBIEIR.
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ST RN HTTPS SIREEH A B R MIALE
1. AR ESIRRE .
2. EEREMREIELAINIRIES, BE RIMLRE" .
3. TEINMITESTRE, PHNEENEIR “HTTPS” , “SSLEBATIITL” IGH% “ i
_LI—-E” ,
RS BBE BB BRIk S B —rh L ERIELBIRHI ARIRRSS BHES

IR RIELBRIHTTPSHMMEITERBRATTR “IRENEFikIP” TheE, STH@IgX-
Forwarded-For= R &2 FisHIELSLIP.,

5-55 7500 HTTPS Y28 Hfc & B @i Al

=il

BEEY (@

EARSOENELTEETRES SR, ELINERETCP. UDP. TLS; CRLITEEEHTTP, HTTPS. QUIC,
TCP upP LS HTTP HITPS auic

& (FIE)

listener-HTTPS
FEZQUIC B
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wEE @
(®) sevFArEIPEE =58 FEE

IEBECE

SSLEtRAR (@

REESES, SRS

2EAE, ETREESAL. USAIEFESH, SEEUEALE
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SNl (3
FFESNIE, ZSEEEFEHTTPSIERAE 2 REENWAISNIESRIAE. MESETNAISNIEE, IHEMBREFRIE=/AIAE.

4. BE ‘T2 RERRSIRE , ERRSHASHEE “FHAEHT .
EEELEETHARRSRE, TRERE ‘T2 WIARE™ .
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53%- EEE ELB 1E|E.]EIL.\

1. ENEMRBESIRRE.

2. “taEYEeR” FRE, %EWE@EEU‘J'@EI AR ERRZTR
3. HRHERFEN THERET RE, BF ‘RENHIAS .
4. FEETCR, BEEERAEKRS EF'@'JEE’J BAEEMBER.

5-56 BZE ELB 50 HE

5-57 Fe & ELB A A
X

E&EingRE

HEEFRET I LEARISEH THAEETFEEE, BEFE=EERE+

mwEzez @D
* B lts-group-elb v | Q =E5BF4
* BER Its-topic-elb-TEST v~ | Q EFHER
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5 BE ‘e’ , BeERT.
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B RIS 8 i N\ ELBSLBI4BERIEIPIBISELBSE), TUE B7~a0 FE5-58FT

T, BRGNS RKELBSLIEE L Z=ECS0T, NARBZERI.

5-58 ECSO1 A9 nginx ZPERLINRE

Welcome to EL B test page onel

This page is used to test the ELB!

ELB test (page one)!

ELB test (page one)!

ELB test (page one)!

S£EA: BEp0HSESE iR IP

1. fERMERAEIELAIR “HaRE” RE, BE ‘EFFMEAE , HEI=EE

RSBHIRSEIETIRR.
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5-60 EEHER
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IP,
a. EPFIREEIHOELBELAIRT: HEFE “remote_addr” B AZEFIRHIRIP,

b. EPFiHEIIRIEIRSSESIHIGELBLAIRT: HEFER “http_x_forwarded_for”
FRYSE—NPHENEEN A FIRTRIP

AHSHERERESFEXRENESCR, ERENESTERICRATE
&7, BRFRESZERAT.

& 5-10 iHE HEFRIRA

2 I EYEi5EA
remote_addr: Z I PR, ICREFiRIPHEIHIE
remote_port Fimin S,
http_x_forwarde | ELBYZZIiEKLHY ICRIBRET HERRAYIP
d_for http_x_forwarded_for, &7Rig | Hbhit, S—NPibits
KETRIBIRSSEE - EPimEIP,

5-61 BEEXEFimR IP ittt
s wmEm (=) mee= | snsmen v (el(E][e

w0 content msec access_log_topic_id time_isos501 tog_ver e 0 remot  port

202500608 160131 404 1749369687 635 10616308 160103680703 4905-614a5.
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o ELBEANIGEIAE
o TFHEMZERIELBE AR TIKENE FIRESLIP
o TENERIMZEIELBRA FIRENE FPiRELSCIP
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EBIFRECS, ASLEHRLIECSEECentOSESFE S, F—EECS_clientBIEEF
InARIXBEK, B _EECS_server B{EEPERini ARG iRIRSEE -

o HELBESRZIFH:

- CULEBsE HEE=AIEBRISSLEBRSHSIEAMIESZ . HFGEE
MBS EERSWIRSIFES, FHEESNEELSSLIEH.,

- EEXLCAFPBHESHCAEBNHEASEEEFHAESZNCALEE., #
EREEAE IR SEERSWLCAIFRHSHIAE CAIEB RIS AR
15, #5152 NBWIFAECATISEFABCAILES.,

o FNAEFIHESIED: BEEATIERSEERSCIEHEEAECARE, &5e
LUBISFAB CARIBIABIE BHEERIE ik
- FABIERMHEERIREAclient.crt, FASBNEMEEBTRIZE Aclient.key,

- EHISAEIES
- THABIES
-  GERPRTEMNEILES

TE—: HERSEHNIPE ELB i=HE
EELBIRIOHTTPSYEIFEERT, EHEEREANER LEZNGELBIEFIS -

1. ENEMERBETIRTTHE.
2. EEMSHEERE “ERERE” .
3. BF QLR , RESHIBEEIRS5-11.

\
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IEFHEE BIEIEPRIEE, AIGEFRSH[IES .

IEBKIR RS BHIEPB IR X5 SSLIE R SRR SFIRM AV IS
MIERBBILES.
A3EFE “SSUERER LIREBEEARRIERS
BERS ELWSLAISSLIES

IEH EEIEEE HERELBIRHISANES .

IR TPUIHMHR—M=RFEEEL, EWINEEERSE

HE—NIZRRIEMEEE, IUINRRBRRRFEEE.
EEJI:I\ }EO

SNIFFi & (&

KBEESSLEBESERMEES

%) TR TFRRESNLIRAT, ESiaEE
HTTPSIB RISk RS RSN EB = AT .
ik RIS BRASE, JE0ETR,

4. BE ‘T, STRtlE.

B_: & CAEHE ELB iBHIE
FEELBIRINHTTPS A fr 28

BHEEREHNCAIEB LERIELBIEH S

1. BN GREBNETIRRIE.
2. HEEMSHERE “ERERE” .
3. BE “GIBIERT , RESHIEENR-12,

% 5-12 CAIFBSHIRB

24

ol

IEFHEE

BIEBIEPAYEE, ASGRFCAILES.

IEBAR

ISRCAIEBEIR,

IR

PUINEER—M=RFEEESH, tWIRES IEHEQ?E
ﬁi(é}EAE’JENJ?BzIﬁ NEHEE, URNBRNRERE
RETE,

IEBARAE

IEBARABTURAPEMIET

BE “EE” , HEEAMRICAERNMY, BREREN
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IEBASEAT:
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N#5hRZA 01 (2026-05-15)

IRIERE © LATITERAGIRAT 135


https://console.huaweicloud.com/vpc/?locale=zh-cn#/elb/list

SRS
L 5 SRIEE

4. BE “HaE” , oAl

=" BIFE HTTPS HIFEHAECEIRINE FimEBEIEER
HNE M R EIEFIFRTE

. BRI REIIESLAIRIRIESI, B CIRIMERSET .

3. ERDNMEIREER@E, HTU TN ECE.
TINEERY: %&IE “HTTPS” ,
EPERE:
i “SSLEEthAR” &R “NEIAIE”
i. TERSFEPHEENTEELE—F LERELBIEFISRIIRSZIES
iii. FECAIEPBHEERPIEELE P HEFIELBIEHISAICAIES.

5-62 AN HTTPS IERECE W EIAIE

IEPRE
SSLgtAT @
RS ZE, FEEErRRRS S A,
SBERAE TEBAL
SN ERERESEGEHI SHRBFP THRSHIAE, NTARBSAERNAFSEREIEE, SRS Stmas e EEIAE,
CAIEH @
iR v Q| tmER ZEES (3

BESEB @
v Q emEs =EES O

SNl ®

FHESNIE, STHRIBEFERHTTPSIEKIME SR ERIMAISNREBSEMIAIE, ASREXIMAISNIES, MRS ERIEBsEAIALE

c. BMFPIOHTTPL=ER:
i. SPEREA “ESERE (FE) 7 .
i. BEREA “MIHTTPLFR” TR “EFIRIERHEEE .

iii. ARFEBRMIFEAZEGHRRESHBEHHOERER, FHEOAESRY
[ZAJheadersk=FEZZ TR,

MAFHRHFNERNFE . HF. TXIZMFklz.

5-63 FFENE IR BHIEER

HIHTTPAFE ©
v BREHRER

v REITGRER
~ NEPBHIRES
9 i X-Forwarded-Clientcert-subjectdn FFUH S M BIUFT 158, BT e RSB E RS
rdeg-Clientcsri-fingerprint RIS ISR =1
erity
Jiontoert-serialnumber FERRHNEE T -HRIFAIS AR iR
J
P11 B R pem TR PRI

4. BE “T—%: BERRSERE" , BinRSSHEASHER “FHER” . &
RERCIETHRIIRSEEE, =REERT “T—%: WIAEE" .
5 MINECESHE, BF “1BX7 , REHTTPSYEIrEsaItIE .,
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LTEN: ERimRSEPEENBRER
1. TiEEREIRIRSSEEECS server,
BUMRRSZSEESMHERD L, BAEESIEFRBIERRSESE.
. IBARIRS 2RI pythonkR AAEF python 3,
3. HEmRSEEH, FEBERTest,

mkdir Test

4. HTestBRT, #i@—serverpyXit, FHEAEHEPTEENRKRSITENL GRS
=EIRYBER .

a. FhgEserver.py3ft,

Vi server.py

b. IRIEHNRIEE.
BEEEITHIRESE

" server.pySUHRIZN

import http.server

import socketserver

import logging

from datetime import datetime

logging.basicConfig(
level=logging.INFO,
format='%(asctime)s - %(message)s',
handlers=[
logging.FileHandler(‘app.log', mode='a'),
logging.StreamHandler ()
1
)

class HeaderLoggerHTTPHandler(http.server.BaseHTTPRequestHandler):
def do_GET ((self):
self.log_headers()
self.send_response(200)
self.send_header('Content-type', 'text/plain')
self.end_headers()
self.wfile.write(b"Headers logged to app.log")

def log_headers(self):
headers = {k: v for k, v in self.headers.items()}
logging.info(f"{self.command} Request from {self.client_address[0]}")
for key, value in headers.items():
logging.info(f"Header: {key} = {value}")

if _name__=='_main_"
PORT =443
with socketserver.TCPServer(("", PORT), HeaderLoggerHTTPHandler) as httpd:
print(f"Server started at http://localhost:{PORT}")
print(f"Headers will be logged to app.log")
try:
httpd.serve_forever()
except KeyboardInterrupt:
print("\nServer stopped")

5. IZEsciE, BWA:wqfrfFserver.pyXf4,

6. iz{Tserverpyit.
python3 server.py

7. WEIANES-64M9[EE, FREimARSZERZEMII.

SRR 01 (2026-05-15) WIS © AT BRABRAT 137


https://support.huaweicloud.com/ecs_faq/ecs_faq_0632.html

SRR
L

& 5-64 [5inARS3 SRR

TR NEPimLUERERS
1. mEEREFIGECS_client,

2. BESITEPETHEAFABIEBclient.crtFIFASE S fclient. key HIEEZE

Al
UM o

HEFBERILISE HEXHRIERSSE
3. T:E%':zﬁﬁ‘aiﬁiicurli%%?‘aﬁfé%):'ﬁ#‘aiE%SZ#*D'—ﬁ%Pﬁﬁ”ﬁiIE%EENE’\J*A%H3Z1¢iﬁl‘@§
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BEEEATcurlapSiFERE

RFHTWEIAIEBERIcurlas SiEM

curl -k --cert <certificate> --key <private.key> https://</A M IPHBiFEk g >

—~cert <certificate>: IRFEEFUSAGERNM, BTEREFHISHAE.
——key <private.key>: {SESEFUSTBERIRAFAEN 1, BT SEMSIE
BESERTAIAIL.

https://<2MIPHEUEERIEE>: EER P RS ZEiARY BRI .

AT EERNTMED IS ERIRSS

curl -k --cert ./client.crt --key ./client.key https://ELBRYEIPttlE

5-65 j@1T curl SpipIEEimRIRSS

#:™ curl -k --cert ./client.crt —-key .s/client.key https://
geged to app. logroot@ecs -

LB RiFRSIRIRNEIEPimEBEIRER
1. IZEEFRZEFURECS_server,
2. ERIwRSHTENAYheaderskR R LABEIE FPimIEBEXAIEE .
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R einiRSS2=NEIRE N0, &GRS HECEVAIERBEASUANFE, SEHE
PImiERINAE A EXERiRIRSSER . XAER5IRWSIKIITE F s BIliERE
=AY .

ERILAE IR =2 ELBRISEIR i 5HI0RE . SREIREIRARSS = . IR inIRSS = INEIRE N
OskERINERERN, Z/EinikSHINEEZBE—ERERNIERER, FAEEE
tHIJEfE s iER, MR SFR T,

£JRPRE
FRIHINYIITCP/UDP/QUICHNYEY , STHHERIEHIIAE .

HEETIE
o CRIBM=REIBLY, BNRIFES SSRGS,

o BIEMAECS, ECSSELIZMELBLHIBEFTRE—IVPC, BEZEMEEIESER
TEMMSEECS

ALH T RLAECSREECentOSRA NP, —BECS clentBIEEFIRKIXER, &
PisESSKIERIAE, —BECS_server{ERBISHR FANEIHIRS S
SH—: RNk EHEEEER
AL T RO AR ST RE AR 53 2R F R EEIR R E1 93070

1. HNRIRRSSERESIRRME.,
FleiniRSS=RIIRRE, BERNEALA “CIEERKRSRE" L.
EcERin o Ecokls, XESHFHIESNERS-3, HRECEFRISEOAMERIT.

& 5-13 B E Rin D EC RIS SR A

s =6l L)

ZFR server_group | BIEEMIEIRIRSESEAIZIR.

I | R A S RS S f S 1B SO

;__ﬂ

MRS | XBEE (B SRS SR S 18 ST .

s B CRPEET B, BERECIRSHINR
1SS,
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2 ]l 15488

Rty TCP Bk =IREZ 2 EHBIRMHAIMEEIRSZHINMNY o

ARSLRE TS SIEEFETCPHMNY o

DECEREEZE | IBECIEEE | AR A REFIINEIAEE,

i

FEIR i AN R FiHHMY I TCP/UDP/QUICHMYAT, ZRIA

HEEERFHINAE

o XAIERFIHINGES, W TAS=REIIE
BEENRKIEES A,

- EiRIREENEIHRIRS AR

- RiniRSBENEIRENO,

- EnRRBEERENERE,

o FRIERFIHINGES, W A=A
eIt RR=RBSR/AEFER, B
AR ZERFiHATE], FERFIHATEN,
EFEREETHREER, ERTEEE
HifE, KEZTT.

- EimiRSEMNEiRIRSS SRATER

- EiRiRSBENERE N0,

- EnRSBEERNERE.
FERESHET | 30 REIYERS EIRIRSENINEEREERT
& (&) HATERIEEER, BiIdiERTHETEE2ER
WrFF o
ALK B EIRE 308,

@ik T, FIEHESEHRERELS.

5 BE “HIN=IRSEE” , EIREE8IEIFAIECS serversEhl, ERIEIRIFE
W\, TH=IRSEEEA9HRI0.

6. HEEERENE, HREREESHREGEIA.
BE ‘T2 .
HINEELIRE, BE “ZRIEIRE” .

SE_: el TCP KIFsHECERinARSS 254
AR RIUTCPISIR SR Bl THE R .
HE NS LRSI T
RIS IOIRIRIED), Pk RIS .

FERINEITSETRME, WMMEEERR “TCP” , WIFIROER “807 , HRMER
FFEOA .

4. BF ‘T2 BERRHRRE" , kKERERRSRE.
BF “FRAER” , ARELRE— CEERRSHRAHFRERTHEPEEN
[EimARSS 254 o
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5 BFE ‘T2 WARE” , WATHE, TRTCPIEITERAIEIZE.

$ER= ERimiRFSEPEBENE
1. IR EREIRRSSEECS_server,

B RIRSRESMEREIE, BREENIERAU=RSE.
2. TEEmMRSSEEF, FEERTest,

mkdir Test

3. fETestBRTF, #E—serverpyXh, FEAEHPIHBNHERTHRS, =
WFTENBR S iR S E= FiRANERRS .

a. FhiEserverpyXif,

python server.py

b. IZIEHNRIEEI.
BEEENTHIESE

= serverpySMHHIA, EiNimECE /980,
import socket
import threading
def handle_client(client_socket, addr):
print(f"[+] Connection request from {addr}")
try:
while True:
data = client_socket.recv(1024).decode()
if not data:
break
print(f"[{addr}] Received: {data}")
client_socket.send(f"ACK: {data}".encode())
except ConnectionResetError:
print(f"[-] {addr} Connection interrupted")
finally:
client_socket.close()
print(f"[-] {addr} Connection closed")
def start_server():
server = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
server.bind(('0.0.0.0', 80))
server.listen(5)
print("[*] Server started, waiting to be connected...")
while True:
client_sock, addr = server.accept()
client_thread = threading.Thread(target=handle_client, args=(client_sock, addr))
client_thread.start()
if _name__ =="_main_":
start_server()

IREsciE, WIN:wqfRiFEserver.pyXi4,

5. i=fTserver.py3ft,
python server.py

6. WEIINES5-67EIE, FrFirbRSSERENI.

\

5-67 RimRFZBoNIN

~l#python server.py
[*] Server started, walting to be connected...

LHR: EEFiRPERENA

1. mREEFREERFIRECS_client,
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st AEIYE
L 5 SRIEE

2. EEFimIRSEES, FEEZRTest_client,

mkdir Test_client

3. fETest_clientBRE T, #HiE— " python_client.py3f4, FBEEESIPEN AR
%, SWTEEFIESIRSIHANERIAS.

a. #FEpython_client.py3Z{4.
vi python_client.py

b. IRIEBHANIRIERE .
BFEEEITHIESE

= python_client.pyS3{4RIA, BAAimOBCE /980,
import socket
import time
import threading
def client_loop():
try:
s = socket.socket(socket.AF_INET, socket. SOCK_STREAM)
s.connect(('<your_elb_ijp>, 80)) # <your_elb_ip>, &% elbSLFRAIFANIPIHbE
print("[+] Connected to the server")
while True:
try:
s.send("keep alive".encode())
response = s.recv(1024).decode()
print(f"[Status] {time.ctime()}: Response received -> {response}")
time.sleep(1)
except (ConnectionResetError, ConnectionAbortedError):
print("[-] Connection to server interrupted")
break
except Exception as e:
print(f"[Error] Connection failed: {e}")
finally:
s.close()
if _name__=="_main_":
client_thread = threading.Thread(target=client_loop)
client_thread.start()
client_thread.join()

1REsciz, BA:wqfrfzclient.py %,

5. izfTclient.py3Zft,
python client.py

6. UWEIGNES-68MEIRE, FFIRFTENHETEFIERINE, R ERRSHERKLI .

5-68 KA
~J#python client.py
the ser

> received -» alive

7. BEERINARSSEEECS server, [RimfRSSEIZNE5-69RIEIE, FIENHSE inlY

SRR 01 (2026-05-15) WIS © AT BRABRAT 142



st AEIYE
L 5 SRIEE

& 5-69 [GinfRS32RULEIZ FimiER

#python server.py
[*] Server started, waiting to be connected.
[+] Connection request from (' :
1 Received: keep alive

Received: keep alive
Received: keep alive
d: keep alive
d: keep alive
Received: keep alive

SHA: BIRERIRSSERHICRIBIRATE
LRSI BRI BB R FISEER R -

HNRimARSS R 4E5 2R TUH -

TieiniRs5254RYIRIIH, BHEFERIRERIRSS BIVERIRSSS[EBR.
R “FiniRSeE” NE, EBETH ‘miRSHET 1E.
WEFERFRIRSR, RERSRIIFR SR “BIR”
ERIREIRRSS|ANEERRSE ‘&7 .

ICR TN RiniRSS s IRAOATE), LAY FimtTENETZY7909:52:33,

o kA w N =

RN SOIERERIEHINAE
1. MEBEREHEIEN, MEREPRIIRSHOITENER.
B PRFIRSS 9 B TEDN SRS A0 5-70RIEI5-71, RRTHEIERISRIE

;R o

& 5-70 ZFiRFTENERIRS

]#pvthnn client.py

> recelved
> recelved
: rec51ued

se received
se received
: rece1ued

> recelved
> recelved
: rec51ued

se received
> received
> received
> received
2 received
2 received
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st AEIYE
L

B 5-71 BRS32RFTEMERIRE

[ ~l#python server.py

[#*] Server started, waiting to be connected...
[+] Connection request from (' .
[{'Ira.1K.1 : }1 Received: keep alive

. )] Received: keep alive
. )1 Received: keep alive
. )] Received: keep alive
. )1 Received: keep alive
. )] Received: keep alive
. )] Received: keep alive
. )] Received: keep alive
. )] Received: keep alive
. )] Received: keep alive
. )] Received: keep alive
. )1 Received: keep alive
. )] Received: keep alive
. )1 Received: keep alive
. )] Received: keep alive
. )1 Received: keep alive
. )] Received: keep alive
; )] Received: keep alive
. )] Received: keep alive
. )1 Received: keep alive
. )] Received: keep alive
. )] Received: keep alive
. )] Received: keep alive

SFERFET B30/ R, MEBERIRMIRSIRAIFTEIER

ZFinFIIRS RS B TENE N E]5-72F085-730901F , FRIFLEIR;FiHATE4 R
&, BRiRSEIRIRS R ZIENEZEF. RIBES-72E EZRIFRER
09:53:03, 583G i%IRS%2EATE)09:52:33(8)8 /018 B AIZEIR T H5AT8)30%) .

5-72 ZFunf JEMERZITFT

[Status
[Status

] Fr1 Aug 8 Response recelved -=

1 Fr1 Aug Respons
[Status] Fri Aug Respons
[Status] Fri Aug Respons
[Status] Fri Aug Respons
[Status] Fri Aug Respons
[Status] Fri Aug Respons
[Status] Fri Aug Respons
[Status] Respons

[T N N N T N T

Fri Aug
[Status] Fri Aug Respons
[-1 Connection to se interrupted

@®MMODODD DD D
T I» I+ I I+ I+ I+ I+ - I-

received ->
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st REIYE
L

& 5-73 iRS5e8imtT EMEREMRTT

Received: keep aliw
Received: keep aliv
Received: keep aliv
Received: keep aliv
Receilved: keep aliv
Received: keep aliw
Received: keep aliw
Received: keep aliw
Received: keep aliw
Received: keep aliwv
Received: keep aliw
Received: keep aliv
Receilved: keep alive

) Connection interrupted
) Connection closed

e
e
L]
1]
1]

e

e

e

e

=

e
1]

5.12 i\ET =R ELB lUein SIS #F UDP K845 K&k

2R

tAR PSR

IP% F (IP Fragmentation ) EMEZBEFHETLIBAFIREEERI—FEAR . ZEE
BRK/NEE MEEEIRAERET (MTU) B, BHSHAERSIGRIGEIES
DEIRSNMB/NIRER (95 ) , LUBEEMSE L&, BRKEIRES RS, |28
#reB%E (Reassembly ) R/EAFIGHIES .

LRSRH!

HEETIE

EEREFim A XUDPEIRRH TGN, MREERRK, JREESHKIPESR. 5

XL FRYEIREBITELBRY, IFUDPHIMESASIFAB D R, EiniRSESTEREI
FBAIDRIRY, SEHARE. EXXMER, IMUREREIEEEE RS

infRSSERIEI, BERINAFERIAE? ASLEMASRM T —FRR5S, BUECEELB
AEIROENT, #HRUDPS R EIEEREBH S IEIR—aERIRSREHITIERE

H, NMERIHERE,

é’lEELB&E%)\HI"ﬂIPﬁHE’\J%Eﬁ, AT MNBRSS i AIERYIPD RS AE IR
=l

ELBIRIEUDPS H kS PHEEAVIEIPHINE 7 F IR R EIRER GRS =R, /5
InfRSSRREARI D ECRIEXEIZIERE “RIPEE” .

SEEMZRIELBL, BEMMRIEESEWIMERIGEHINESSE.
RIFEMEBECS, ECSE5E8IZEAELBELBIEFRE—1VPC, BEZFMEEIEFSEH
EMXESEECS

—&HECS_clientBfEEFin&iX1ER, 5—HECS_server AEEREUDPRimMN FEAR
SHEIHRRSSE.
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SRR
L

: B3 UDP YBIFEEHIRE 1~65535 g 4sIfr

1.
2.
3.

4.

\

1.
2.

BB BT

ESBIESHSETIRIE , SERBRNAR
) “UsIEE”
ORI,

- WIms0O: 208,
- EiRImO: 1, ZEsRigE: 65535,

SRR IO E RN,
%, BF “HmErsE” , BcBUDPYIFEEFHELE1~65535

5-74 7500 UDP SIRgEHI8 8 1~65535 in YLl i

HARBRISEA, BE T
—: EETR IP BiEREiRIRSS A

IHEFHETCP. UDP. TLS: ©EMIRESEEHTTP. HTTPS. QUIC
HTTPS auic
1 65535
i I (B T
E¥R (FE)
listener_UDP_1-65535
IPv4/IPveiEEEERE (B
@
FaE, FnE-aRE BRI R R RS B E EES

wEEH @

@ siFRrEIPHE Sk E=1 ]

+: RERKRDERE .

EERERIFOOCRISTRE, ®F ‘2 EiniksSsEE,
DECRIREAER “RIPEL”

, AR “2R0O%%” , EREEREFRA.
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SRR
L 5 SRIEE

5-75 & UDP MY AVEimiRSS=54H
AL Efmia s AR
EEEsse
SO EHEE

=2

Basmsn
Baxm v | ®

aILIFENIPHEGE, RS e nRiRR SR

ERET

e

L s

3. BE ‘% BMINERRSE" , SINESTIERELBIEAIECS serverfEr
[EimARSS =8 o
4. BE ‘T2 WAEER , WALRE, BE B .

= ISIF UDP KEIEMEX
1. EREREREIRRSSESECS server,
WM RRSZEESMERG L, BEAESIEFTRURRSESE.
2. HrREIRIRSEETR, FEBRTest,

mkdir Test
3. TETestHFET, #iE—1send.py, AFEELBAIXUDPAE D FIRX .
a. #frEsend.py3if,

python send.py
b. IZIFEHNRIERET .
BEEEATORESE
" send.pyX{FHIA, FFMEELBRIXUDPABD IR,

import socket
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SRR
L 5 SRIEE

target_ip = "192.168.1.100" # 35 B+RIPJIELBRIRIIMRSZHIIP
target_port = 12345 # 18E Bfrin O 9ELBRYEE iR O

udp_data = b"A" * 2000 # ¥EFBIIMTURIUDPEIE, ©22000 /AR —#H %R

sock = socket.socket(socket.AF_INET, socket.SOCK_DGRAM) # Gl FFUDP&E{=HYSocket
PUE

sock.sendto(udp_data,(target_ip,target_port)) # A&iXUDPIR
print(f"Sent UDP packet, length={len(udp_data)}bytes") #}TENHA&IXAIUDPIRIISRE

sock.close()

. ¥ZEsciE, BAwqfRfFsend.py3iF,
5. izfrsend.pyff,
python send.py
6. EE%I}E%‘EST%)RT, BiniRSZ 2 SIZIEI2000MNAZERF, BNBBUDPS HiRSUIE
M| AV
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s REIYE
S 6 AR RIS

6 HBARR

6.1 @Y ELB RIS H4E & RERSCINFT | BRASN AFE iz
R FRiz=

oR

MEABWSKE, FERMRANBERBRANRA, (ERASRIERREETLISH
|BRRASR R R ANRFEBITE . IR N RFIFhRA N AR EPE MR,
IL—EBD RFERIBIRANAE, —#5 BRERFRANRAR, AERIERFERRE
i, EBRAETIRANE, BEGIE RIS EMRANA .

AU
EEIET6AECS, SEMIBMRAL SRR S S BHEE3aRSH L.
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SR

L

6 HE RIS

BFERAE

6-1 BIFRIEE

FHE

EETE —

e -
enzansns B

HEEARESHESIALE
HSERE, AMTEEREFREE.

EELBES| &R EeIBELE-Test , TEHEFRM
HTTPLEEWTER, HTESREESRE.

SRS EESEEServer Group-Test01#]
Server_Group-Test02, FHMEESFEIECS.

ETHTTPiERAEEEN EFHTTPiEFE ST ETSRTESnTET
IRk AT REE, |BREEN AT TE. |BRE R B iE.
SRR RN [0 E ]
(HTTPiRG %) (HTTPiERL)
HT &R T
% 6-1 ZFRHL
HRBR HiRER iAA
ELB-Test JH=ZHUELB ME=AE B IFa Rt RS, FLFEoIE

JH=HIYELBSLH

Server_Group- [EimiRSS2E4H FBTFEEEE T BRI SSZHIECS,

Test01

Server_Group- [ainiRSS=54H BFEEEE TR SSEIECS,

Test02

ECSO1 B RIRSS 2 TEEE TIBMRANSS, NINE
Server_Group-Test01,

ECS02 MR IRSSEE FEEETIBRASS, wNE
Server_Group-Test01,

ECS03 SR ARSS RS LEEBETIBMRASS, wNE
Server_Group-Test01,

ECS04 MRS S FEEPE THRASS, wNE
Server_Group-Test02,

ECS05 SR ARSSEE T EERE THEMRAWSS, wINE

Server_Group-Test02,
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SRR

oA E N33 6 HR R
RIFZR RRER 1588
ECS06 SRR ARSS 2R EEERE 7RSS, HINE
Server_Group-Test02,

(AR

KEELKS, MERELBFIECSIHER—VPCH ,, ELFRMAS, INREAIECSFIELBAIER—
VPQC;P, ALAEARRVPCGHRIIECSEELBRRiniRS2REF, MBS EEmTIPEE FigIhaeam
BRS388=ELB,

LE—: I HTTP I H B S RIE AR
1. HENBMEREIYESIRRME.
BEA LA “WLERENE”
IRIE&R6-1 QIR E R GA EIIEELB-Test, RIBEBIRBRXSH.
- SEfIHIAESREY: =R
-  Z¥R: ELB-Test
- HithsHIRBRFEERE, FIEIEM=RRE%EESE.
. JR=BUELBEUEERYINGG, TEELB-TestdRiRANHTTPYGINES . I INARINMEIRES o
5. HTTPIEIRREIZMNING, FESRERE . FUSREEEREE.

TR SRS IRIRSSEBAHFINEIHRIRSSEE
1. BN REIIESIRNE.
FEENSH=, 1T “ BEREI9E > FikiRSSeE4H” .
£ ‘IEimirsSesE” RE, REREA LA “CIREmIRSSeSE" Kkl
-  AFR: Server_Group-Test01
Frigtadidfes: IEXEXSHAELB-Test
- SR HTTP
- HittsHiREFERE.
2ELESBMIEIRIRSS2E4HServer_Group-Test02,

5. BEEiRIRSSEREServer_Group-Test0153%R, FRINECSO1. ECS02. ECS03ZE
Server_Group-Test01,

6. EFEiHRIRSSEEHServer_Group-Test02Z#R, ARANECS04. ECSO5. ECS06ZE
Server_Group-Test02,

EF HTTP i5KI5 =L M#T I BhRARN BB

BISEER AN “HTTPIERITE” HISRERRE, SCIEREEFiRIIGETH]
DELETEISRIEAEIHRAMNA L, BRBEFIRAIPOSTHIPUTISREE & = HThRANM
ALt. LUtMARziT—REEE, WAFIREANALORE, BERaEiERELR]
HREFTR AN o
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SRR

S 6 HA RIS

6-2 ETF HTTP i&RJ7 &L BAR AR B &
=R

GET. DELETE.
POST. PUTIER

ELB
GET. DELETES® “_POST. PUTIER
// g \\x\
pral a

@©Oee e
ECS01 ECS02 ECS03 ECS04 ECS05 ECS06

e Rt REA02

(51777 31z FhRAsRe e

. B ERCEAVRZ R RATIIEELB-Test B R,
2. E ‘IR T, BEOAGIEHTTPEITREER.
3. UIMERILN “HRARKRE WA, BE RINERERE .

HAZEIBRANA: TSRS ERE “HTTPIERGE” , &% “GET” #1
“DELETE” , mhf{Ei%R “#AZEEmIRSSEE" , BiniRSEAIEZR
“Server_Group-Test01” ,

6-3 EF HTTP IBRITIERBEIDIBERER EIBIRANA L

wmig  BE E

X
TP v & o -
% | e k-

© e

4. BE ‘RE .
5 SZFUULLERERN—NEERE, SSISERERERRANA L

HEREMIRARA: T TRIIRPIEE ‘HTTPEKRGE” , &R “PUT”
“POST” , ThEIEIR “BAZEFIRIRSZEEA" , FikiRZEE kR
“Server_Group-Test02” ,
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SRR

S 6 HA RIS

6-4 EF HTTP 5K B E2EE DB REAEFIRANE L

Brize omaEm MR 6

=)

ETF HTTP 53R BRASN A ETE

RNENRAD APENFNMES, BIEELANNA “HTTPIERL” NERE
KREE, SCHPRBRBZEPiRISEMIERER EIBRSNA L, BREZFIRIIPIE
RIEAZFIRBMNAL . LA S T —RIYEE, WAFRANAEERE, B
BIERREIRERANA .

6-5 EF HTTP iERLCHHIBR AN B8 E
EFig

rRsriEsREL: Accept-Language: zh-gn.
Ewis®il: Accept-Language: en-us

- ~.
.4"”
EriERaL /,,,» ~

) ShrERAL:
Accept-Language: en-us _~ h

“m\f\ccept—Language: zh-cn

) @) @

o) @) &

ECSO01 ECS02 ECS03 ECS04 ECS05 ECS06
[EiRAREE522H01 [EiRRREER2E02
& 777 3173 ISRz
1. B A= G IIEELB-TestBFR,
2. iPiE USRS WME, B LIACIEAIHTTPIEIFZRRFR,
3. URELGLM ‘AR THE, B RIEEAERE
HAZIHRARA: ETRIERPIEE “HTTPiERL” , #2 “Accept-

Language” , {BR “en-us” , SEIER “BAERIRRSSRE" , BiniRSE
£Hi%1R “Server_Group-Test01”
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SRR
L 6 HE RIS

& 6-6 BT HTTP iERIBEDIBERELREIBIRASNA L

s

© FanEEAR

4 EE CRE
5. SEULSEERI— SRR, SHSBREEETRALAL.,

BAREMRANMA: ETRIIRPIEE “HTTPiERL” , #2 “Accept-
Language” , R “zh-cn” , EEERE “BAEGIRIRSZAE" , BiniRSE
2RIk “Server_Group-Test02” .

6-7 EF HTTP IBRLBEDIBRELKEFMRANAB L

[ Accopitanguane

ETEOF RS BRA RY BT

NERINARESERENXE?, BEEEEREAMNA “ERFHFE" AISRELRR
B, SCHDRE Pinxd i1 WEANEREAEIBRFNA L, =i Xig2irsssd
ISREREFRANA L, LU ST —RIEE, WARRANRALEEE,
BB IEREMHRETMRANA
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SRR

EIESCHE 6 L RRRE
6-8 ETEIFRFSE LI BR AN EFETE
= Fig
HEEEEERER: region=region01
FEE2A IS EHER: region=region(2
ELB
WREQLER S TN iRERelS RS
R: region=region01_~~ x\;\g\z: region=region02
7 S~
G OO
ECSO01 ECS02 ECS03 ECS04 ECS05 ECS06
EiEiREaEE0 EiEREaEH02
|BREA=RizFH kAR
(RERIY::|
o MERIAIIYERETIFEXE . BARVPCGHRINGIRIRSE.
o ZHEZTENFRREERSEBXIFNMXIT2, AEBFERMZ=EELBIEVPCEIRINEE
B XIFFIX 2P RIRSS 2849 IR INEELBRY G iR R SS 224001 F1/5ikARS3 2802,
B FASIEAM =R R EIIEELB-TestBFR
£ ‘SRS K, B bARCIEAIHTTPIEIFZERFR,
tIRZEAINY “HEAREE” TUE, B “HIEARE o
HEZEIRREANA: T FRAIERPEERE ‘EaFAER" , #2 “region” , BERE
“region01” , EEIEIR “BAERIRIRSRAE" , BiniRSEAHEEF
“Server_Group-Test01” ,
6-9 EFE0FHFEREIPEKREAZEIBIRAN A
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SRR
L 6 HAR RIS

. BERET
5. SZUULLERBRN—MELRRE, LISERELREFRANAEL.

HEEMRANA: T TFRSIERPIEERE ‘EaF/AH" , #2 “region” , ER
“region02” , EIEIEIR “BAERIRIRSRAE" , EiniRSEAEEF
“Server_Group-Test02” ,

6-10 ETERNFAFHRGHDIBRELKENMANAE £

6.2 e EARINRA R EIRRRIE & RISSCINB R &

R FRizm=

IMZ AR AFIIE T IFEETHRBRBEIEINE PimsRGHt S BRI RERE

infRs3ERE L, LASEHEN. 1. BECERIRED KINEE.

o HIRSSEMY: ERIRSIEED, FinRSES MEZAIFIRSEY, 81FRS
HEEARRIERRSSE L, XYIMEBR—MIZHITIRSS . BEETIRZAIE
EREE, BPImREREAEHD BRI IEX NV 52 ER EiRARSS R L

o REAM/ABMI: ESWRAET, k. WAL IMEAsERPEER S
MMEFERARERRE . BIEERREZFARREEARE, BREEHEAZIE
MRRIEmARSS 2R Lo

o EBESE: ARHAMME—SMERTRIGE T, INTHAIERS, RAIX
—%Jﬁj\i;’%jlﬁﬁt{bfiﬁ?‘—i;’?ﬁ%ﬁ@o IEIRMFERERIIZEERE, SRIFEOEA
HEHiERE.

E TR EIE A RIETE

IMZREL BTSRRI R RIS, SFRETER SR EHFHEREE KRNFE LR
5, EFERFEDRIS, BEEESEREIR,

BT B3R RMUFENERE-2, BSEAMNIFEESERRELRIERIE
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SRR
L

6 HE RIS

*& 6-2 W FNIRZAVEE R MNREA

AN

fER

f&

o [LECIHAA
A ARIRE, TUAFHIIRINZS MES . 2SR
NFEFBAR, PONFEFBEABIINES, HASEKER
BERBIT 1002 .
o LKL
- fEIRCECAIBECRTIUED: RN FE . HFNFHGRE
FF.-2=~_+\M1$&| () [14HRL, SZIFES (*) FI¥AES
EEJ ?) ENBEHER . AISLLTFFELINER, A28
\HZI‘O
- IEMPCES: HEEREXFER . MEMUF®RER.-2=~_+\\*
$&| () [14ER%

o [TECIHAR
MR AIIRE, ATLAFIIRINZNBER .. BERAEXFE
« HFIESRER_~@N-%4#$.+2,=L\/ O [1{}ERk, KE
SBEA1~1281FRT
o MLEZHZ(
- BATE: BRARFRNRERETE—, ReeRm/H
=%,
- BUZRILES: 1EKAVRIZRILECE IR EREAIFL, REEH/
Fk.
- IEMIPCER: 1ERAIRZRINKENIERENRIATR [T

o
S
Ot
ol
v
&

REFHFaHER

1. BB

PNEa
Berm

T—MEBNGIMEESHRIRIRSS, BIEERAEHEIRYEE
= AREEERIIERES], MEHIERIAYRE I AT RESTERERTIEIA

BAKEER, SHRERE, HrrEXEHEINRINE. URABERSE—1E
infRs5eRH LEE, TRESHERFEDEAY, EEE aSIERZINERAFRING
3. TEHRERFIDREMEN, RER0EHEE, TERIERSREET.

ZEB R AR LR B IR = BIEL BSLAIRCEARREIEIR A RREAVE A RIESLIE
ISERNSRED R, WERENMIRSHEESIIRILET. TE6-11, iEiZ/live
KAk R EEEIRSSRAERIRIRSEREA, MREERSREEBINHRERE

Ao B¥1Z/promotionfIiERE A EFIRARSSRREB, MULITERRIAREIDNEZIDF

R

6-11 ELB SLAIEcBR RSB RBEIISHEATEE

EiRARSSEREA

https://www.example.com & JE—
; e

EPi ELB .
EiniksSAR4EB
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SRR
L 6 AR

HRSRH

o {SUME=ERIELBEIHTTP/HTTPS/QUICKAIRSE S iEfe BRIt & HIE
o EBENBIFERZSIFAEE100RE AR, BIEEAVE A RIEARER .

o SRIERERE: —MEKMUSISSIMERFRYS, —FERRBRSXIF101ME
Ko

EEILE

o BUEIN=EUEIBSLH, BELBEEBEEIP, BE{NEE, 155 MWL Ih=RIM 1928
FN4BEIPVALNRIP

o CUEF MNLERAHTTPIHNIEIHIRSRA, FinRSEEANSIHRSEA
BB IN T ECSO1FIECS023Lf, FHEAHEAPIE T RARS .
BFEBEEARRBIECSO1EERS
- yum install -y nginx
- systemctl start nginx.service
- cd /usr/share/nginx/html/

- echo "Hello World ! This is live." > index.html
BHEEEARFIECSO2HIERS

- yum install -y nginx

- systemctl start nginx.service

- cd /usr/share/nginx/html/

- echo "Hello World ! This is promotion." > index.html

o EMBEAHTHAER. BIMRE, BSUEMES . RIETHICPESE, AT
FEAEZwww.example.com,

SB—: FEERERRE

HE NG SRS T

M REIIETIRTE, SEBERIERRINAEIEESR.
IR E, BREIRRITEST.

RIS “EAER” THE, 8F ‘FRSRIERER" .

BE “HHA”

TER”: RiESREAERE

1. BENEMRENESIRTHE.

2. TESRMREISEYIRNE, BPEREMIGEARIEINATIEREER,

3. E;%M%”Aﬁ,@ﬂﬂﬁﬁﬂ?ﬁﬁﬁﬁkﬂ,EA%W%W“%E%%”
%,
-  EBEWRBIERAETE BT 5, BE RIN/REERAREE .
-  BPEBERBITSRNEIR, FgE ‘AR RE,

4. BB “IRINEEARSRRRT 1RH, BiEEARES.
%5 MASBTFALES RS,
BRIZ: HEENliveld, EBAFIEIRIRSSEHA; B Ipromotiondt, #E&ZEIE
imARS5 25488 .
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e FERILAREERTILAS www example com HEERRRSEE  sever_goup-ive W=
HE R live

R 2 £ wemmen- © 55

nE @ #iE ®

e ERLEREERIE www example com HEEEHERSSEE  server_group-promotion wE
#E  FERILE fpromotion

LE=" EEBFENR

BRI INASERNCREMNT, R ETZIELBRI ML, (F15ZFimILAE
TR IBIEELB

AR ADSERubig & S EIPvAIItAIECE A, EESXTARBICRERNREES,
IESE RN UGIE 2 AT -

HENTRETIRSEHIS .

2. HEEMRPRSAU=, 1B “2miEgE” .
BN FIRTIE

3. HEFRINCRENAMEZRET, BERFIIN "SR .
. BE NINCRE” , @A “FINcCRE” A,
5. IREICRESH, W=6-3FR.

T 6-3 A EBUCRESHIRA
2% ANl 15488

ICREE | A-BiERIE | 1ICRERISEE, KLEHA - BiEFiEmiPvait
[@IPvatttht | ik,

FHIEE | www I3 2RI

HRIRER | 2NENA FRMTRYZ IR L BYFI T DNSHR S Se e AR TS AT, 1R
EIBNENORR, REIXINAIIRSSSSIPHBLL
ZINEA “EMELN”

SMBIA: BOAZKIEER, JRBIEROERRE
BTSN, RASIREIBHUABITER.
TTL(#) 300 RHTICREARDNSIRSS RV EFRTE, LA E
ViR

ANSER{FEFERIAE300%) .

ICRE 192.168.12. | iHZXIRAYIPvALBHE, ZARSCEAELB4PERIZEML
2 w1 PitBE
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(7% ) CRENRSTINEHRITFESTIER, AR
BRARE.
$$ “ E I'_E ”» o

RE] “BRHTICR” WM.

NseRkfE, ERILIEEINAYCREIIRPEECHINAIICRE . JicRE
FRERTA “IEE” B, RNCRERINL.

LRI LSRAGIIE

{EAXI S EgAEhttp://<igdE>/<E&1Z>/, WIEELBRIERIEE RN EBFEANERIEREIXS
MRS ImRARSS 2 o

1. Bttt http://www.example.com/live/, WZIENE6-12FFRIEN .

6-12 ZFIRIERIFIAIERE live

« =2 C Jivef

oo
oo

Hello World ! This is live.

2. pigiteit http://www.example.com/promotion/, WZI%NE6-13FF7RITN .

6-13 EPimisKiAIEEE{E promotion

&« c /promotion/

oo
oo

Hello World ! This is promotion.
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ELB S=IREMNF

ELBRTLMEN =B85 | ZCCERENOMNREITESE, BIELBIRAZFHIIRSEXKFF
35 Z|CCERIPOD/AB8EH .

CCEFR{EFEELBRUZSRANT :

1. CCERJservice EE(FFIELBAJASE ( TCP/UDPIRITES ) fENAHISE, 3T
FB7ER(HTTP/HTTPSImlras ) 10N, ER—LL7RINGE, IMEBER. 7
EinREE. 7TEFERCESHEERE.

2. CCERYELB ingress {EFIELBAY7E ( HTTP/HTTPSHAIFEE), ZHFESNAESHKI
B8, W7RIRE, EBEHZ. TEREAE, TEFSHISIEETR.

CCEEARXAERMERENFBNLEEN, RERENRFIRTAR, SSELBALISSIIAIAR
SHEUR. REAHSFZSMHRENSTRHR.

CCE &SRB AR EZERIBR S5 XFIMRSLISIE]

faE191% ( LoadBalancer ) Z£EIRYPRSEZENodePortfOER _EiFIN T IbERaEIYESE,
BILUBIT S R 2191 (ELB ) BSIMNDREMERENAIS NPodiftiTH %, SNodePort
EARBLLIEM T SRR, ServiceaBmHE—MMNRIPHELE, RIFEPimBEID
ZIPIBIEIRSS » iZZEBBRS AMNSIFEOSHERIEIE ((EiE ) RIETCPFIUDPR
2, e BREFLE (MAE) , IFHTTPAHTTPSRENETE,

A= HIRHNABERY, EEFERE— M REB S TFEEOIIMERIAL, sJLUE
BaEYEERARSS . AINNEFIMEPFMNEEANIG DN AHRSS, XLRSZFE
SREINEEREBHRIFES UMY, WNWebFHFIAPIIRSSE . SEtIEERIRSHYAIT
B A ME M RIS EIRS U A BRI AR, FIi
“10.117.117.117:80” .
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7-1 725191 ( LoadBalancer)

| VPC
‘ EeE =
@. SEERAENO
\C>mmae
CCEfERY - -
{ 580 (Nodeport) + Fsiw0 (Nodeport)
L L | BRI, B P2 g GWTERLRO, EEEm
eEp | \\."' eESEp
N x
h) J EmwO 3 i FamwO L
RO | | RIFIE RIS

REFERBERHIIERENRS, BFEEURAHIIEERENIRS .

EiTiFRE ( Annotations ) BEEREHIENSRINGE
Bl#ELoadBalancerssBURYARSZ1E FE AR M IUERIMEZHE) . BT TEYAMLARIN TR
Annotation (;Ff# ) , EaLASCIICCEIRHAI—LESRINAL

WNRIREE G LoadBalancerZ(BifiServicelBL B B2 5 RINGE, B E(FAT®R
( Annotations ) ECEREFISENSRINEE.

=858 CCE {5 ELB Ingress

ServiceEFTCPAIUDPHMM IR ITIFIOEE &, NERHRM T NEREIIERIEEN ., B
ELFRFRT, ServiceBEHENBRETFEEABIIHTTP/HTTPSIFEERK .
Itt, KubernetesEEBHRM T S—FEFHTTPHMYAYAIE T ——Ingress,

Ingressi2KubernetesEEB¥ R —FUI7 AR, HIE 7 EEF/MBBIEIRENE LN
}!E_I]_7:2FEB_T, P TIRIE 2R ENEAMNEITEEN, THRXIEEIREAIHEN
BRI
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7-2 Ingress 7<= &

e

www.example.com/foo .
g Service A
. IngressE=TEHM | www.example.com/bar .
HTTP/HTTPSz(E
foo.example.com
g Service C

MRS B CCEEREPALEELB IngressSEHlIngressinE SRR, 58EREH
(Ingress ) #EiR,

EidF#% ( Annotations ) BZE ELB Ingress 52k Ih&E

BISEYAMLARINERE (Annotations ) , ERJLASEIIE ZHIngressiekINEE, TN
B ERIngressERINBERIRRKIESE TR (Annotations ) ACEELB Ingresss
RINRE

H#E Nginx Ingress iX#£Zl ELB Ingress

ELB IngressfE AL AR CCEFEER Ingress/5 3, HHEALXARnginx-ingress, FEEER
NAEZSHPESSEHEERERSE . HROMBETIRELRE, TEAPSHFE
%U%%’;Ei?ﬂECCEéEﬁﬁ_%ﬂﬁﬁﬁﬁix HIEERSRAEL, KEFREEEERES
AFIREA

EIEENRELBDHTUEN, ZHh EESERIMEEIZSEMMIERES], AIRANIY
BHARETSR, THFINHEENTINARENT B, FREWSIEERES
17. BiY, HIREERENRWAF, IEBIEE. BEATEESRKS, REMIFSE
MBEN—RIERA, THAUMTASER, BRI RINEEEHRE.

Ite5h, AR ER S TERNMIEIZH TR, R TK8s IngressfEMAI I, FNE
EETRFEREES . WFERNTCCEMR RIS, ELB Ingresskd “B&
RNEN . 2R AOME, pREmMERE. REHSSBMRINESS.

RIS EBENginx IngressiFFBZIELB Ingress52iFis .

BEMNEFE Nginx Ingress Controller

Nginx Ingress Controller@—F R R TRIFFREIngressizHlzs, BE ZRINA.
FEAMEERH =T, APBEEEFPEBEZENginX Ingress ControllerBYifFsk, A&
BIREFEAARESEE, SRERS T, 6it0, EEPIPLRSFTEEBI LN
IngressF5 UIFIMEMIAGIE, (BEN GO AFBBIBRSAIFFERAMIEE, Rz
X EIVPCARREMARSSAE, EeLABEEBERMEMIZAINGinX Ingress Controller,
HBERM A ERIELBEAIRFH EIX KT RIT= .
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7-3 2/ Nginx Ingress Wiz =

ngimx—ingress nginx—ingress

e SEBEMNEFENginx Ingress Controller, SLIER—MERFFIPEZS
Nginx Ingress Controller,
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