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ACCESS_KEY: £k =Access Key

SECRET_ACCESS_KEY: &AMk S Secret Access Key

PROJECT_ID: e A=BRIBID, B2 NEN=FRIME .
KMS_ENDPOINT: £ =KMSRSSEIE&imibit, iE&N&IRTTH.
INERBRakFIskEEEEIBHAERANZENG, BNERESFHENR
IBTEPRENFN, FHANERE, HiRee.

ABILLakFIskiRFER BT S PRI EMDICUEAR, BITAREIBIE S
EAMIMERISBEIRETEHUAWEICLOUD_SDK_AK#A
HUAWEICLOUD SDK_SK,

(1] %83

LHRSDK, RMAE—RISDKERTSH . BTSRRI RIS UERAEAZAPI, 1753
HHRRNA. BFEEHE. MREFE, BSNEHIRSDK,

3. NNEAHESE
LRS-

FRPEEA: LAnEHatIZn=aID,
BB B4 FirstPlainFile.jpg.
RS EIR 4 SecondEncryptFile.jpg.

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.kms.v1.KmsClient;

import com.huaweicloud.sdk.kms.vl.model.CreateDatakeyRequest;
import com.huaweicloud.sdk.kms.vl.model.CreateDatakeyRequestBody;
import com.huaweicloud.sdk.kms.vl.model.CreateDatakeyResponse;
import com.huaweicloud.sdk.kms.vl.model.DecryptDatakeyRequest;
import com.huaweicloud.sdk.kms.vl.model.DecryptDatakeyRequestBody;

import javax.crypto.Cipher;

import javax.crypto.spec. GCMParameterSpec;
import javax.crypto.spec.SecretKeySpec;
import java.io.BufferedIinputStream;
import java.io.BufferedOutputStream;
import java.io.File;

import java.io.FileInputStream;

import java.io.FileOutputStream;
import java.io.|OException;

import java.nio.file.Files;

import java.security.SecureRandom;

*k

* (FFEUERMA ( DEK ) TN
* s FassertiBix, i5EVM_OPTIONSHIEN-ea

*

public class FileStreamEncryptionExample {

private static final String ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_AK");

private static final String SECRET_ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_SK");
private static final String PROJECT_ID = "<ProjectID>";

private static final String KMS_ENDPOINT = "<KmsEndpoint>";

/] KMSERSEOMRAEE, HJRIEEHV1.0
private static final String KMS_INTERFACE_VERSION = "v1.0";

/**

* AESEIEHEXRIRR:

* . AES_KEY_BIT_LENGTH: AES256Z ALV E

* . AES_KEY_BYTE_LENGTH: AES256Z$AFT5{<E

* - AES_ALG: AES256E0%, A EEFERGCM, E7EFERPKCS5Padding
* - AES_FLAG: AESESEHRiH

* . GCM_TAG_LENGTH: GCM TAGEE

* . GCM_IV_LENGTH: GCM {IiaBSKE
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*/

private static final String AES_KEY_BIT_LENGTH = "256";

private static final String AES_KEY_BYTE_LENGTH = "32";
private static final String AES_ALG = "AES/GCM/PKCS5Padding";
private static final String AES_FLAG = "AES";

private static final int GCM_TAG_LENGTH = 16;

private static final int GCM_IV_LENGTH = 12;

public static void main(final String[] args) {
|| BRI H S ENEB L &55ID
final String keyld = args[0];

encryptFile(keyld);
}

*k

* S R SA AR ZE S-S5

* @param keyld FBFEZ4HID
*/
static void encryptFile(String keyld) {
[ 1 ERIBIEERTAPAEER
final BasicCredentials auth = new
BasicCredentials().withAk(ACCESS_KEY).withSk(SECRET_ACCESS_KEY)
.withProjectld(PROJECT_ID);

/] 248AESDK, ENMIEEE RKMSIHaZ&Lig bt
final KmsClient kmsClient =
KmsClient.newBuilder().withCredential(auth).withEndpoint(KMS_ENDPOINT).build();

/] 3R CIBEIRZAERER
final CreateDatakeyRequest createDatakeyRequest = new
CreateDatakeyRequest().withVersionld (KMS_INTERFACE_VERSION)
.withBody(new
CreateDatakeyRequestBody().withKeyld(keyld).withDatakeyLength(AES_KEY_BIT_LENGTH));

/] ARV IR
final CreateDatakeyResponse createDatakeyResponse =
kmsClient.createDatakey(createDatakeyRequest);

[ 5 W CIRREURZHER

[ B ESA S Key dBWRFEAME, H{ERZHIRITIRENAX & H

[/ BBSCESATECIREZBNER, (FRaIREE 618 HIBA = ikignkbyte#iE
final String cipherText = createDatakeyResponse.getCipherText();

final byte[] plainKey = hexToBytes(createDatakeyResponse.getPlainText());

/] 6. ERFMEZRIH
/[ inFile fSINZRIES {4
// outEncryptFile INZXEROST {4

final File inFile = new File(" FirstPlainFile.jpg");
final File outEncryptFile = new File("SecondEncryptFile.jpg");

/] 7 fEFRAESELRHITINZERS, AILACIEVIREE

final byte[] iv = new byte[GCM_IV_LENGTH];

final SecureRandom secureRandom = new SecureRandom();
secureRandom.nextBytes(iv);

[/ 83IFFATING , FFFMEINZE SRS
doFileFinal(Cipher.ENCRYPT_MODE, inFile, outEncryptFile, plainKey, iv);

}

* M TN

* @param cipherMode INZ&ET, BJi%E(E9Cipher.ENCRYPT_MODESLZE
Cipher.DECRYPT_MODE
* @param infile ORI
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* @param outFile  HNFRZREAISI
* @param keyPlain A Z54A
* @param iv WsaEE

*

static void doFileFinal(int cipherMode, File infile, File outFile, byte[] keyPlain, byte[] iv) {

try (BufferedinputStream bis = new BufferedInputStream(new FilelnputStream(infile));
BufferedOutputStream bos = new BufferedOutputStream(new
FileOutputStream(outFile))) {
final byte[] bytln = new byte[(int) infile.length()];
final int fileLength = bis.read(bytIn);

assert fileLength > 0;

final SecretKeySpec secretKeySpec = new SecretKeySpec(keyPlain, AES_FLAG);
final Cipher cipher = Cipher.getinstance(AES_ALG);
final GCMParameterSpec gcmParameterSpec = new
GCMParameterSpec(GCM_TAG_LENGTH * Byte.SIZE, iv);

cipher.init(cipherMode, secretkKeySpec, gcmParameterSpec);
final byte[] bytOut = cipher.doFinal(bytln);
bos.write(bytOut);

} catch (Exception e) {
throw new RuntimeException(e.getMessage());

}

}

R AU

1. EESFEMIAMEEE.

- ACCESS_KEY: featkSAccess Key

SECRET_ACCESS_KEY: f£AMKSSecret Access Key
PROJECT_ID: #2A=B=IAID, BENEAZBRIE .
KMS_ENDPOINT: 8 =KMSIRSS a1 iImbIE , 155 R&IRTIH,
INEBRakFIskEESEIBHAERANZEN, BNEREHFHENR
IBTEPRENFN, FHANERE, BiREE.

RrBILlakFIskiRFEMEZ E PRI IGIE M, 1B1TATROIRNESS
EAMIMEFIZ BEINETEHUAWEICLOUD_SDK_AK#]
HUAWEICLOUD_SDK_SK,
AR
HIRSDK, RMEFE—AISDKEERSI . BILFIEREEL RIS VBRAEAZAPI, 58
RN, RFENEIE. MREFEE, 52 INEHARSDK,
2. BREARMIE
IS
-  FBRPEER: LH=EHeeIENESRID,
- HEHRENEIEN A SecondEncryptFile.jpg.
- INEEBRENEYENH: ThirdDecryptFile.jpg.
import com.huaweicloud.sdk.core.auth.BasicCredentials;
import com.huaweicloud.sdk.kms.v1.KmsClient;
import com.huaweicloud.sdk.kms.vl.model.CreateDatakeyRequest;
import com.huaweicloud.sdk.kms.vl.model.CreateDatakeyRequestBody;
import com.huaweicloud.sdk.kms.vl.model.CreateDatakeyResponse;

import com.huaweicloud.sdk.kms.vl.model.DecryptDatakeyRequest;
import com.huaweicloud.sdk.kms.v1.model.DecryptDatakeyRequestBody;

import javax.crypto.Cipher;
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import javax.crypto.spec. GCMParameterSpec;
import javax.crypto.spec.SecretKeySpec;
import java.io.BufferedInputStream;

import java.io.BufferedOutputStream;

import java.io.File;

import java.io.FileInputStream;

import java.io.FileOutputStream;

import java.io.lOException;

import java.nio.file.Files;

import java.security.SecureRandom;

* (FRHUERSA ( DEK ) HT34-INRE

* HiFassertiBi%, BETEVM_OPTIONSHI%N-ea
*/

public class FileStreamEncryptionExample {

private static final String ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_AK");

private static final String SECRET_ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_SK");

private static final String PROJECT_ID = "<ProjectID>";
private static final String KMS_ENDPOINT = "<KmsEndpoint>";

/] KMSERSB#EOIRAER, ZHaiEEHv1.o
private static final String KMS_INTERFACE_VERSION = "v1.0";

/**

* AESELERXRITIR:

- AES_KEY_BIT_LENGTH: AES256Z4ALVIHIKE

- AES_KEY_BYTE_LENGTH: AES256FA=TKE

- AES_ALG: AES2568%, ABIDHEENERGCM, EFefFERPKCS5Padding
- AES_FLAG: AESEiE#RiR

- GCM_TAG_LENGTH: GCM TAGKE

- GCM_IV_LENGTH: GCM IS E

*/

private static final String AES_KEY_BIT_LENGTH = "256";

private static final String AES_KEY_BYTE_LENGTH = "32";
private static final String AES_ALG = "AES/GCM/PKCS5Padding";
private static final String AES_FLAG = "AES";

private static final int GCM_TAG_LENGTH = 16;

private static final int GCM_IV_LENGTH = 12;

*
*
*
*
*
*

public static void main(final String[] args) {
|| B =HEH & CIEH fE - 245ID
final String keyld = args[0];
/] BREEUIEZERT, IR EIE=SA
final String cipherText = args[1];

decryptFile(keyld, cipherText);
}

*k

* (S IR SN AR ZE S-S5

* @param keyld FAFPEZ4HID
* @param cipherText Z X HIEZH
*/
static void decryptFile(String keyld, String cipherText) {
/[ 1 EBBEERRRIALEEE
final BasicCredentials auth = new
BasicCredentials().withAk (ACCESS_KEY).withSk(SECRET_ACCESS_KEY)
.withProjectld(PROJECT_ID);

/] 24HEESDK, ENMIEEE RKMSiHaZ&Lig bt
final KmsClient kmsClient =
KmsClient.newBuilder().withCredential(auth).withEndpoint(KMS_ENDPOINT).build();

/] 3B INEAIS 4
/[ inFile £5HNZEAISL M
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// outEncryptFile INZXfEAOST {4

// outDecryptFile INZEBMRERISI L

final File inFile = new File(" FirstPlainFile.jpg");

final File outEncryptFile = new File("SecondEncryptFile.jpg");
final File outDecryptFile = new File(" ThirdDecryptFile.jpg");

/] AfERAESEIAHITRREER, YIRREFESIER RT3, WM S,
final byte[] iv = new byte[GCM_IV_LENGTH];

/] SAEERBFHIERSERNER, HcipherText ol R BINR BRI S RS A .
final DecryptDatakeyRequest decryptDatakeyRequest = new DecryptDatakeyRequest()
.withVersionld(KMS_INTERFACE_VERSION).withBody(new
DecryptDatakeyRequestBody()
.withKeyld(keyld).withCipherText(cipherText).withDatakeyCipherLength (AES_KEY
_BYTE_LENGTH));

/] 6 FREEIRERSA, FHXHREIR1 61 HIBE 2R by te 214
final byte[] decryptDataKey =
hexToBytes(kmsClient.decryptDatakey(decryptDatakeyRequest).getDataKey());

/] 7 3STEBATIEE, FFMERRE RIS
/] BRIV INE RGP EIERAIYIIA [ E
doFileFinal(Cipher.DECRYPT_MODE, outEncryptFile, outDecryptFile, decryptDataKey, iv);

// 8 LU ESLFNNNZ S B AR =R ST
assert getFileSha256Sum (inFile).equals(getFileSha256Sum (outDecryptFile));

}

* MR TINRE

* @param cipherMode INZE#&EL, AJE(E/9CipherENCRYPT_MODESZ
Cipher.DECRYPT_MODE

* @param infile ORI

* @param outFile  NNFRZREAISI4

* @param keyPlain BESZZ4A

* @param iv st =

*/

static void doFileFinal(int cipherMode, File infile, File outFile, byte[] keyPlain, byte[] iv) {

try (BufferedinputStream bis = new BufferedIinputStream(new FilelnputStream(infile));
BufferedOutputStream bos = new BufferedOutputStream(new
FileOutputStream(outFile))) {
final byte[] bytln = new byte[(int) infile.length()];
final int fileLength = bis.read(bytIn);

assert fileLength > 0;

final SecretKeySpec secretKeySpec = new SecretKeySpec(keyPlain, AES_FLAG);
final Cipher cipher = Cipher.getinstance(AES_ALG);
final GCMParameterSpec gcmParameterSpec = new
GCMParameterSpec(GCM_TAG_LENGTH * Byte.SIZE, iv);

cipher.init(cipherMode, secretkKeySpec, gcmParameterSpec);
final byte[] bytOut = cipher.doFinal(bytln);
bos.write(bytOut);

} catch (Exception e) {
throw new RuntimeException(e.getMessage());

}

}

*k

* TINEEIE R R i by te ¥ 4H

* @param hexString +73it I F R

* @return byte#{¢H

static byte[] hexToBytes(String hexString) {
final int stringLength = hexString.length();
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assert stringLength > 0;
final byte[] result = new byte[stringLength / 2];
intj=0;
for (inti = 0; i < stringLength; i += 2) {
result[j++] = (byte) Integer.parselnt(hexString.substring(i, i + 2), 16);

return result;

}

* I EHSHA256HHE

* @param file {4
* @return SHA256HHE
*/
static String getFileSha256Sum(File file) {
int length;
MessageDigest sha256;
byte[] buffer = new byte[1024];
try {
sha256 = MessageDigest.getinstance("SHA-256");
} catch (NoSuchAlgorithmException e) {
throw new RuntimeException(e.getMessage());
}
try (FilelnputStream inputStream = new FilelnputStream(file)) {
while ((length = inputStream.read(buffer)) !=-1) {
sha256.update(buffer, 0, length);
}
return new BiglInteger(1, sha256.digest()).toString(16);
} catch (IOException e) {
throw new RuntimeException(e.getMessage());
}
}
}

1.2 =ERS5{ER KMS NNEZEUE

1.2.1 #hiAk

HIRINZ RS FHIZAETRRSS ( Key Management Service, KMS) , B—fhZE.
o5, FRZENEEIEERS, BMERNIEIISESN, FIPZHENESE.

oIRSZEKMSERE, BRJFERENBERRSHIEN, EFE—PKMSERRIARE
=5, AR ERSEREINAREERNBESEEEXERIRS NAIEIE.

A LUERR RS Bali@BId KMSIZRIBIAZESE, Al LUEREEBIIKMSEITeIE s
SANNEEXER, FHF2IRANERSAEXERNXE .
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o TEOIEEEMRARSSEEAT, EEATLARTA
INRYEUR I ITING
SRR IMS IMSBRSS w2
=& IZRIFEIRSSOBS OBSBERFB iR
=HEHZEVS EVSIRSZimNNEE
=EEREDVBS mIEREDETENRSSEFEINNFE
( REBINHIER ) CIBELSD, =
=IEZIIE D EIRSUANES N EH .
=HIRS52EFIDCSBS =RFBFEEDEENNIRSZE TREREE
SIE—HMELARD, TRS[BEDTE
W&, SERECREShHP., IBE=
EENENEIESUNZS N EFN .
SRS AR SSSFS SFSARSSURNNEE
HUEE =HIBEMyYSQL RDSEURENZE
=HIEFEPostgre SQL
=HUEZESQL Server
NHEIEERSSDDS | DDSEUREINRS
ElftIlESRE IR CERSDWS DWSEIEFENNZE
[RIEME

HHRRRSEFEIINERAR, BEEBKMSEORNZERRSEE. HEFSES
CHIRPEENR, LAZRSEREAFENERT, ERRAFEENBFREER

S EIEHITINE -
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1-6 LR ARG (EA KMS NERIE

ER=RSS

_____________________________

DS ¢ mwmEnzss

A B EEEINE = A

NIRRT
1. APEZEEKMSHEIE—BRFREEA,
2. HEREIRSEBKMSH “create-datakey” #ZOBIRHIEINZZZE ., 82—
NHIEIRINZZ AT — N EX IR INZEZE
mEg
VRN A 2 Bis TR P £ 2R NN E I EUE NN 25 A S pRY
3. R ERSFEREPXIEIEINZEZERINZRA G, BRI
4. {E?ﬂEﬂﬁ%ﬂ%ﬁf&E’\J%SUEDD’&’?%T‘%H*D”&’?SZSZ1¢—Iﬁﬁﬁﬁéﬂﬁiw?’?ﬁ%iﬁﬁﬁﬁﬂﬁ%
(MERY:

RPEEEATIRS THEYE, LARRSZEIKMSIEERI AR EZ R E L AEIRINE
EEE%E gﬁﬁﬁ%’%@%‘éuEI’\JHHXEG%&?EDD%@%H%%@%Z‘Y%&?E, RIS RRE ERIBES AR
eHEEAFTE

1.2.2 ECS IRSSimINZS

=
KMSSZHFSECSUHT—RINE, 3MRIRS SR E RIS IR IR ISR I .

o ERIESEMRIRSS A, TUREFENZTRE, BUECRSHNOERESENTT
BINERE, MELXSHEEEE—H.
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o TECIEBMERIRSSERE, EBAILSRINAEEREITINE .
BRINZES IIMSIRSSIRINE o
IR INZ1ES WEVSIRSS AN .

1.2.3 OBS R3S imN=:

B

SISERRSIRNEINREE, ELEXNRE, MRSERSIRINZREXEFE. &£
THIIEXNRE, FEENSTERSIREE NN, BRESE.

KMSIEZ EFRIEHZEREIR (HSM ) (RIFPEARERIEE, #ENERNCIZMEIEM
BER . CRIERPNASEIEHSMZSh, BREAHEE ., KMSYZRRIPTEIRIE
HTniaiEE R ASRE, RHFAEERNERCR, RENEMSIMEER,

BB RN SALUBIT KM SR A AR SO T IR RIS . (B BIEKM S
SR (REBRKMSIREIBNAEES ) , HEHEORS HETSETERLE
BHTIRSS RN
{ERRSIRINIES N X (288 )
SB1 FEOBSEEHIAPIRT, BHARELNE, HA “HS" TE.
S| EEMSHE, Bk TR .
SW3 Pik CLENS , FOE  HENR WFE.
STA BE I, RS LSO, B TR

L5 ERSIRINZETT, EFE “SSE-KMS” , EFHRNSFHETIRERINZIBREBENE
1A, FBE “EE7, WEN-7RTR.
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x
FEWS wmascemm e
@ rieve (2) SRES (T
O tEEmsFeEREn | rEREETATREE. «
i
FHiEwg
P R, SR
(RERETE0THTEE LS, SN REST568)
BEEDE

) BRI, SOERSe, NREERAKMSIIEES, STasEaaliiENESE. EFE

meEEEm e

SENER KMS-93ce v | C 2lEKMSEHA

ZRE: BENXERER, SAPEMRINEZRSFeIZNER, TEATINER
IPHUE . OBSSIRMH—1E7 “obs/default” BIBHAZESE, AP OTLUSRERZOAR
HINE _ LENSR, BaILAEE HIENE RS NmelZEE N ERIIE LEXNR.

AR
FE(ERISSE-KMSRH B HEIRAESE R HH . MRFBIEFESMANEREZR, (CTFEFEI-5=
R=E—XIEER.
H$|6 WRELEMING, AIEMRIIRPEETRIIMNEZIRTS
(1 588

o WRAIMBARSAITLUER
o (FRAPIFARTLMER, MRBIFESHINZNRAETR.

R

ERMRSSIRINZ ST L& (API)

P aILUBIZEROBS APIEO, ERRBIHINIZESSE-KMSH T ( SSE-KMSH 2
?Eoss%ﬁ»mKMS#;%&E’J@%HEEHE%WH@ ) BB, FEESE ( WREFHEIRS
APISE )
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1.2.4 EVS RSZimINZ

k)

HIEBETFUISEREENFREREEZIEIEHITINZER, EVSAHBIRHIIZEINGE, &
LIS =EEE TN . IIZ=EEFERNZAREIEIIZRSS ( DEW, Data
Encryption Workshop ) IEIZ4AETE (KMS, Key Management Service ) IHAEIE
i, THEEETEEINGIPZESIEREMIRE, Z2@E,

HENZHNEERNE . RAZHNFEBTRSE, BAESLIMSIRSSRINE

B AR B TIRERAEE N

o LHLEMR (B “Security Administrator” R ) BTLAEIZHSINEVSIH|E)
KMS, ERINZEINGE.
o TBAF (i8B “Security Administrator” R ) {ERMNZINEERT, RIBZEZE
BRRANEXESERERE—MEEINZFHNER, (BT
- 2B, iZEEAFPRAIXESERBERE—MERINZEINEEN, FABR
ZeEESHEITEN, AEBERINZINEE.
- B, IXESEREANECEFRELERIIINEINGE, ZEERF IR
E(ERINEINGE
JWF—PMEAMS, B— 1 KEARERSEERIKINENEVSIAEKMS, TiZXKigER
RO @ R P AR ] AR 1 A INZRINAS

MRISFXFEAFESNRE, WEBNRE TERELZEEERMTRIREE.

R INZEER

MERBREAKMSIRHENEH, SEIALTERNAAEER (CMK, Customer

Master Key):

o FNAEZIH: HEVSEBIKMSEmEERRZR, |FRA “evs/default” ,
FOAEZIAARSTIFER . THRIMIBREIRIE,

o MFPEEE: HAFECEENESR, BoLlsFeEERNEReIERNE,
BESIEEEH.

(EFRFPEERNERER, MRMAFRERHNITER. IHUHRREFRE, BRS
HEEAAEE, EEHEKTLERE, BIMEEIER1-2,

* 1-2 BPEERAATRANINE R EZAIZIE
RARPEER | WNE=EROZE | KES5E

B

27 o MEEEEAL | EREPERE, BNESNEEE.
— WEHERES - p—
PHBIR = Mz | IUEHIREBEERS, BAESTEUHHEL

AUERER, B | FE.

M ggg—gmum SIER IR AT T EIRE .
o HBREHINEAE
B, BEFE
ErRERES

Mo
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FRREZRANEER, NRAEFIHTZENEH, BRETERERIKFPRERE, W0
RAOBF/BRRER, RIS, LBERINEREEATRESESHE, B
R X EEERE .

M KMS INZE=ER (EHE )
ST EEVSERIRGIA, B WIHE" .
$H2 BRE “NE S5
1. RF CEST, W N DiE.

1-8 BFEZ

EE S HE# i | e
SREE #=2 @ scsl @ = ()
2. GIEHEE.

@ik ‘M7, NRIBIKRFNEVSIHEKMS, Mg “6IiEERE" MHEE,

B ‘R, ENEVSIHIEIKMS, HISIEINE, EVSRILASRENKMSZ: 8 PSR NNf#

BRER,

(MARTY:
MIREE(GEREE NI, SEISNEVSIHEKMS, MREEISIGEKE, NITEkE
B, MRBIRAE, FEBERIFEE “Security Administrator” SRHIBFEIN, AREHE
EHIRE,

3. IRENZESE,
@ik N7, MNREFEN, S IIEEE” HEE,

1-9 INERE

mnEZigs

HE] KMS-1834 v | C EEE3=

Ft}

HHAIL e9dd4036-a7be-4fob-b318-0b3b111e3334
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1 ZAETE

SRSEEEORR, EULET ‘EHETR FIBLEEEERE.
fERTI R E FARORSA T

- BOAEEH: AINIEIEVSIBIEKMS, RESCIREIKIAEEE “evs/
default” .

- FAREER: EEANERSEMCEENR, BNESIeEENR,

S RERERT, RESESUECENSE. HASKNEEE INTAEE .
.

{EF KMS IZERTER (API)
APt LUBISERMEVS APHZOMSLINE#E, FIFESE ( ZERAPIZSE ) .

1.2.5 IMS fRS3iRINE

RPILRAMESLEZNEREG, BRRGHIEREMN.

ZREM

AR EEREIEINEZRSS .
INEREA =L EMAR.
INEREA AR RN R

MRS HENRARCNE, PBAERAZRS RN ERGEENE
B9,

FREEINZ SRR ERRIZER -
ISR G ERRERASERAINSIE MR, ZRGTEER.

MFINZRGEEIRERRS =, HRGERENNERT, BHREERSR
BER—E,

£ KMS INFEFARRG (=HE )

Eﬂ'{%buﬁf‘%{%ﬁ%J‘EJ‘EDD%S’%’E%HE%%%@UEDI]%@%1%[1@1‘3%%5%%%32#@']@7]I:l'&h‘
IR o

B NEZ =R R eI ERE

RPiEFEMRRSHREENGRGN, MRZZBSRIRRRZENE, BBA
ga}éigﬁ%fﬁﬂﬁﬁ’ﬂﬂ\ﬁ%ﬁ{%&éﬂIII'%’T‘EI’\Jo BREINEERNZRHEIEIZRE
4N ﬁﬁ M g\ H o

BISIMRRE S IR INZ RS

FAF{EROBSHHHE LIEERIIMNBREN HEIZIMERGIIRETR, JUEEMRES
RS AiEKMS I SERRIGINE o

FAF EESBESUERY, aTLAEE “KMSINE” , fERKMSIRERZSARINE L&
AYSZH, 20E1-10F3.

a. HEIMSEIEEHG, S “SIBMEREG .

b.  “BlESH" EE “‘RRERREKR .

c CIEERRGIRET B YREH .

d. @ik “KMSINE” .
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HIEINZIRSS
L 1 ZIREE

1-10 IMS BRSSiRINER

ho= KMS iz (3)
=EEER ims/default v | ¢ ==TEns
=EID da2f3e30-1fes-40c0-bbdb-0fd0eb19921d

FRBMEEPANTR, BAILIET “ERER THAEEREEERE
o EALURE{ERRIE RN T :

" PHAEERH: KMSH{FERIMS (Image Management Service, IMS) B
HARPeIE—NBIAEEA “ims/default” ,

" FAREER: MEEENERSERCEER, BESIeEER.
e. RIEFREETR, EKEEMER. FHSHRBESLEMER.

{E/ KMS InZEFAB5ER (API)
FPBAILIEISARIMS APHESIRIIERE, $I5ESE (BRESAPISE) .

1.2.6 SFS RS5iwINs

k)
HEETUSFERFENFEE G RRREIEHTINER, SRR R M
INEZTIARE, RAILIRIFEIZRAIN R FHITINE .

MEXHRFERNEZREERRS (KMS ) 12HE0%5H, BEEBITHEEMAEFE
AEERMIRE, ZE@EE. SAFFEERECHERMAN, TBIZKMSEIERE
H SRS NZRIREIEZZBHA AR ERR, FBECHEBHMHASANZA
FEZRD . BFRRIFESLESNERITH .

MIREE(GENHRAINZINGERT, CIRSFSMHRAEEISNSFSIATIKMS,, tNERe!
#ESFS TurboXHESFE, NAEEIFI,

B AP B RRERN SR SN

o ZLEMWR (#BE “Security Administrator” iR ) BTLAEEHENSFSIAIT
KMS, fERINZINEE.

o TBARF (i8B “Security Administrator” R ) ERINZINAERT, BEBRR
FREBRFENLZEEERIBUR.

E— XN RELZEEERNINEINSFSIFRIKMS, MiZXIigmasEBRFERa LS

FHEFIAEINRE .
MRBLNRERFESNRE, WS HE FHEERSERRNTEIURE.
MR FEINERIE

SFSINE SR FEFRKMSIZAIZE, SEMATERTAFRIER (CMK,

Customer Master Key):
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HIEINZIRSS
L 1 ZREE

o EUAEER: RRASAEQIEBAEER, BN “sfs/default”
AOAEZAARSIFEA . HHRIMBRFRIE
o HMFPEER: AECHENERSENRCIERNR, BRESIEIEENA.

NRNNE X R G E BRI EZRRHIT A UMIBRRIE, SRMEEX
=, ﬁg}gfﬁEI’&T‘%DDAEESSZ#%?E&EJL‘,LE—EEE#I‘EBIi] (BIAR60s ) IEFE(E
. BIEEERE,

SFS Turbo X RATSAERSE, TMERETENZHESEEHNZR, Biks
S MBIEEESE
£/ KMS INZXHEERESE (1=§H18 )

FBFi@idsetszi4BRSS ( Scalable File Service, SFS) BURESERFRT, ATLUERE “IB
FESEURINE |, (FEAKMSIRARZARMNBSUE RS .

SB1 ESFSEEEFIE, BE ‘CIEMMARS .
SR2 B “NE” S5,

1. BIEHE.

Ak “BREFESHEIENE" , MNRMFIRENSFSIHEKMS, N&SEE “eIEE
7 JHEE, B ‘27, ENSFSIHaKMS, BENEING, SFSTILAFREIKMS
R RIS R B

AR
HEFREANHRERINEIIRER , FERINSFSIHRKMS, MNREFFERE, WTE

EIEN, IRBIRAE, FEBRIFEE “Security Administrator” $RHIBFEIN, RiE
BEFRE,

2. RENNZSH.
Ak “INE” , MNREFREN, S IIEEE" WHEE.

1-11 INZRE

| IERE

sfs/default - C

|
iy |
il

45baecT4-e44b-4985-a24f-a336b1a8555d

TPSHERAOTR, ST “BHSH FiEkRBBEmnEa.
AL E RO

- BRAEZEE: pIDIEINSFSIBIRIKMS, RASCIREGAEESH “sfs/
default” .

SCRSRRA 12 (2024-01-08) IS © ERRAGIRAT 20


https://support.huaweicloud.com/usermanual-dew/dew_01_0178.html
https://support.huaweicloud.com/usermanual-dew/dew_01_0178.html

HIEINZIRSS
L 1 ZREE

- EREVES: DEDANERANETREE, SINESNRESR.
SIS IRERMET, RESERNEEEAEE. S HNEES IR HRS.
e

{5 KMS INEX RS (API)

ﬁﬁ)’—“'mﬁj»l«‘,lﬁiiﬁ}%SFS APIZOBIEINERIN AR S, FIEESE (BMESHRSS
APIZE ) .

1.2.7 RDS FEEEINEE

&
KERBIHIEZESZIFMYySQL. PostgreSQL. SQL Server3|Z,
HERMENREE, FAFCEEIEELAIRY SHER, WEIIESERSIRIIZER
E‘%Eﬁﬁ%o BRFTEHINENRET, FENEYSAERSIRES HBX, BiRHSs
AR,

LIRS

o SHIERAFPEBER—SMIANIRSMNIEN TR REHIEEMEXIHAIKMS
AdministratortfR . PRRINTTEBSL ( F—BMHIANERSAFER ) B9 ‘40
EEAPEFER? 7 &1,

o WMEAFPFZEAEENERNE LEMR, UFELEIHIEINZRSIEE
Ao EREENERS CIEZRIFFES NEIZEENR,

o LEIBIEAING, FRMEREENERTE, BREELER. FRAENRFMER
3 LB DEIEASWINE .

o HARXFEBHIFEELGICEMING, B2ERIMIREEERNZR, Bl
SERSAITR, MELERE.

o EIFMBNINEAYSLA, F FHMETERASEREINEZEZRHITING

EF8 KMS INZHHREESLAl (=68 )
FRPEEEXRBHIERZE ( Relational Database Service, RDS ) WZEUREELAIRT,
oJLASEIE “HEINE" , (FRKMSIRHENZARMZEZIREELIN#E, BSERB
SUMSEMySQLSESI . MISEPostgreSQLSER. WISESQL ServersEfil,
1-12 RDS RSB imINEE

mErfsE R | KMS-1834 | C

I}

|
[}
iti]

Iy

i

{8 KMS INZEEWERRSLE (API)

mpgggﬁﬁﬁmmxAN%DM%M@@EE&W,ﬁ%ﬁg%«%gﬂaﬁg
APIBE )
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SERNNEINEERE, AP EZEIRERESIAIFIT SHEN, MEHIRSERS RN M
%’E)S_Eliﬁﬁﬁﬁo AP TEHINEMNRE, FENENSTERSREENEY, BREHES
AR,

LYRFM

o EEERE—SMAMERSRINENEIIEEIEREIRSS FRIEXIHAIKMS
AdministratortfR . MPRFINTTEBSH ( F—BMIAIERSAFER ) B9 ‘40
MIEEAFRAFER? 7 &5,

o WMRAPFZEAEENERNE LEMR, UFELEIEIEINZRSSIEE
Ao EREENERS IERRIFFES NEIZEENA,

o LAIBIEMING, FHEREENENS, BEREZENER. FRAENREFMER
5 LR DEIREASWINE .

o ARNEEIRERSLOICIZRAING, B2SAMPRIEEERIESR, SN
SSHEUEERTR, HELERE.

o IGIFMEBNINEAYSLA, i FHMETERASEREINZEZRHITING

{EF KMS INZHERRESLA (=HE )

FBPEEI X EEZERSS ( Document Database Service, DDS ) WISLEEEESLH)
BF, BILAGEIR “H4EBINeE" , FERKMSIREHZARNZEIEELOINEE, B2(E
Bis2IEsELA

1-13 DDS RS imNN%E

wegad | KMS1834 | o=

{EFH KMS InzZEdREEsLHIl (API)

PPt ETLUE EFDDS APHEOMSENNZEURESES], FHESE ( SEEUEER
BAPIZE) ,

1.2.9 DWS EUREEEINE
Sy

EDWSH, & LANERFR AR, LURIPEHSEURE. SIENERERINE
B, ZERF R EREBRIEIRRSSRINELIE ., ST 2RI ERINE . INZE
EBERFI—INAEEATTRNRE . ENRINENERFESOIINIEERF(BRZ), @
MNIMBERSHENE, AEECEREEFEINZRFEFFERSANXLEHIE,

NRFBEMNE, AL CIENERAMNE . 2AINEEDWSERFPII—INANIEIR
B, ERMNENEHE SHRHIENERERIXRE.
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o LHLEMR (B “Security Administrator” R ) ATLAE SN DWSIAIE]
KMS, {ERM=INEE.

o TBAF (i8B “Security Administrator” R ) {ERINZINAERT, *E?Eu%iﬁ
BREEASRXIGSERERE—MERINZFENAR, (FIITRS

- B, hixEBAPEIRXEEERERNE—MERINEINEER, ﬁ-af'EH%%%
éAIEJ\L T, AIEBERINEIEE.

- , BIX IZtEIE%Iﬁ BRNEMBFRERERIMEING, “EBAFALIE
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WF—PHEAMS, B—TXEARBELLERRMAINFINOWSIHEKMS, MHzXi
REYEER A& LAEEERINZEINEE .

MRISFXFEAFESNRE, WEBNIRE TERELEEE RN TRIGEE.

{5/ KMS JINZ% DWS HiERETIE

HIEFEKMSIIDWSHITEIAEIER, MEZRREXEME=R, BEREEIREHE
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EIREARET:
1. HBF&EEER.

DWSPEH4E pE CEKFIDEKEASZ »

3. }:PM S FA R F I AY £ 2 $A N CEKBB S IS N R RICEKEZE X S A EIDWSARSS

4. DWS{ERCEKEAX INZ; DEKBEX FIE INZ R HIDEKZE SR FEIDWSHR S =+ 6
5. DWSHDEKRAS/EERISERFHFH IR ERTRFEF

WIZEREEN, EREARMEZAPIBDWSIEKRDEKRASZ, DWSIECEK. DEKESZIN
HIERNTFR, BABKMSEREZACMKERBZRCEK, HNSIERRNEY, &
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ANEESDK ( Encryption SDK ) @— NS FIRZRSE, {2t 7 3UERIMNEEE . KRN
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BELR

ST IREYAK/SK:
e ACCESS_KEY: #£AKkSAccess Key, SKEXAiEZS WIKENAK/SK,

e SECRET_ACCESS_KEY: £ 9tk SSecret Access Key, SREXNGiES WIKEY
AK/SK,

o AIERRIakFIskEESEBHRERANEZEXG, BNERENHHERREER
SPENFN, ERIEE, WERLE.

o  ARBILLakFIsKRFERMEZ SR RILME M IS, BITAROIBHEIER
RSB ETEHUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,
FIE2 FKEregiontHXEE.,
1. BREERHS.
2. BARSmEALAFNBERE, T NRSIRPEE “FHHIEIE” .
3. ¥XEY “IREID” (PROJECT_ID)FN “IH " (REGION),

1-16 FREXINA 1D FINE

TREE Q
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Gb537at4tec 58184200978 nenoring wrszmm—
aaaaaaaaaa nenorins s =

4. BEHRWELM —
2 R,

5. IRERHBIRegionFBE(FHAIEZESAID (KEYID)

, BF ‘RESEM > BIENERS” , BUAHEAN “BRE

1-17 SREXEZHA ID

HEID = #S SRR SRS (= SUIEE TBE

=gEE defaut

AES_256
ENCRYPT_DECRYPT

RSA_4096
= e o EAER DEW 27 BR HEZRE
ENCRYPT_DECRYPT

6. IKEVZBEIRegionFEE(FRAIZIKTI S (ENDPOINT) ,

s 5 ( Endpoint ) BIEFAPIESEREE, REPRS AR XIHAVLRIHT S
B, MR AILHST S EaRSIRHT S,
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public class KmsEncryptFileExample {

private static final String ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_AK");

YRR

private static final String SECRET_ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_SK");

private static final String PROJECT_ID = "<projectld>";
private static final String REGION = "<region>";
private static final String KEYID = "<keyld>";

public static final String ENDPOINT = "<endpoint>";

public static void main(String[] args) throws IOException {
[ SRR
String encryptFilelnPutPath = args[0];
/] INEEES S ER1Z
String encryptFileOutPutPath = args[1];
/] BRI RE
String decryptFileOutPutPath = args[2];
/] 10z £
Map<String, String> encryptContextMap = new HashMap<>();
encryptContextMap.put("encryption", "context");
encryptContextMap.put("simple", "test");
encryptContextMap.put("caching", "encrypt");
/] FSEINERE
HuaweiConfig config = HuaweiConfig.builder().buildSk(SECRET_ACCESS_KEY)
.buildAk (ACCESS_KEY)

.buildKmsConfig(Collections.singletonList(new KMSConfig(REGION, KEYID, PROJECT_ID,

ENDPOINT)))
.buildCryptoAlgorithm(CryptoAlgorithm.AES_256_GCM_NOPADDING)
.build();
HuaweiCrypto huaweiCrypto = new HuaweiCrypto(config);
/] REZRA
huaweiCrypto.withKeyring(new
KmsKeyringFactory().getKeyring (KeyringTypeEnum.KMS_MULTI_REGION.getType()));
/] D&

encryptFile(encryptContextMap, huaweiCrypto, encryptFileInPutPath, encryptFileOutPutPath);

/] BB
decryptFile(huaweiCrypto, encryptFileOutPutPath, decryptFileOutPutPath);
}

private static void encryptFile(Map<String, String> encryptContextMap, HuaweiCrypto huaweiCrypto,
String encryptFilelnPutPath, String encryptFileOutPutPath) throws IOException {

// fileInputStream INZA/E SRS RIAIHIN TR

FileInputStream filelnputStream = new FilelnputStream(encryptFileInPutPath);

// fileOutputStream R34S R FR

FileOutputStream fileOutputStream = new FileOutputStream(encryptFileOutPutPath);
// D&

huaweiCrypto.encrypt(filelnputStream, fileOutputStream, encryptContextMap);
fileInputStream.close();

fileOutputStream.close();
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private static void decryptFile(HuaweiCrypto huaweiCrypto, String decryptFilelnPutPath, String

decryptFileOutPutPath) throws IOException {

[/ in TESTERS RIASEINGTR

FileInputStream filelnputStream = new FilelnputStream(decryptFilelnPutPath);

/] out MRS RAYEI LR

FileOutputStream fileOutputStream = new FileOutputStream(decryptFileOutPutPath);

/] =

huaweiCrypto.decrypt(filelnputStream, fileOutputStream);

fileInputStream.close();

fileOutputStream.close();

}
}
(0 35288
BZEESAL: FESE
R

1.4 35 Region BXRINEZ

Rz

X RegionINARZ H LIRSS MISEERT, TIEBEXIEIREHITINRZERIE, ARATLUEY
ZEAETEIRSS ( Key Management Service, KMS ) SEIRfERegionBKRINEES, {RIFL
A,

P S

%g?ﬁﬁ%ﬁ\RegionE’\JKMSHE%E:I:.’I)"JESZB%, REZPUAPEFE—1 I HEIRegionBIA]
SSRUNINRERR .

FERegionZ AN H5EIRHEFAZ 1 RegionRIEZ AN —MEUEINE, ERE—RIEIE
BN EERERN, AILMERINELEIRIERNZRN, BaJLMERARRAE
A, IBEERTRRFES— IS M INEZRAHERNAI BIRREEHR.
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AK/SK,
o INEARakFIskEESEMCEFABRANZENE, BINELRENEFHENEST
ERENEFN, FHNRE, BiRZE,
o  ARBILLakFIskIRFEERBELEHRELMBMDIGIEAR, EITARBIBNELEER

IR E IS B ETTEHUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK.,

T2 KElregionfBXEE

1.
2.
3.

BREEEHES.
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5. 3KREXHmiRegionFE(FREAIERHID (KEYID) ,

1-20 FREVEZZ4A ID

BEID = ®E AR EBHTERE (= SWIFE RE

S-edb0 s

AES_256
[ w————— = - sHER fa =8 B HEDAE
8dea2980-719b-400c-28¢5-2221493a692 ENCRYPT_DECRYPT AER default

s ftte

RSA_4096 - R R
= =meE %@ me | SEEAE
bc77f739-161c-4844-81ce-ac15c8dchIc ENCRYPT_DECRYPT REE pE o

£33 [ERERINEE .

public class KmsEncryptionExample {
private static final String ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_AK");
private static final String SECRET_ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_SK");

private static final String PROJECT_ID_1 = "<projectld1>";
private static final String REGION_1 = "<region1>";
private static final String KEYID_1 = "<keyld1>";

public static final String PROJECT_ID_2 = "<projectld2>";
public static final String REGION_2 = "<region2>";
public static final String KEYID_2 = "<keyld2>";

/| WEMZERIEE
private static final String PLAIN_TEXT = "Hello World!";

public static void main(String[] args) {
/] E=5RYIZ
List<KMSConfig> kmsConfigList = new ArrayList<>();
kmsConfigList.add(new KMSConfig(REGION_1, KEYID_1, PROJECT_ID_1));
kmsConfigList.add(new KMSConfig(REGION_2, KEYID_2, PROJECT_ID_2));
/] FSRINEERER
HuaweiConfig multiConfig = HuaweiConfig.builder().buildSk(SECRET_ACCESS_KEY)
buildAk(ACCESS_KEY)
.buildkmsConfig(kmsConfigList)
.buildCryptoAlgorithm(CryptoAlgorithm.AES_256_GCM_NOPADDING)
.build();
[ EREERIA
KMSKeyring keyring = new
KmsKeyringFactory().getKeyring(KeyringTypeEnum.KMS_MULTI_REGION.getType());
HuaweiCrypto huaweiCrypto = new HuaweiCrypto(multiConfig).withKeyring(keyring);
/] Iz £
Map<String, String> encryptContextMap = new HashMap<>();
encryptContextMap.put("key", "value");
encryptContextMap.put("context", "encrypt");
// N
CryptoResult<byte[]> encryptResult = huaweiCrypto.encrypt(new EncryptRequest(encryptContextMap,
PLAIN_TEXT.getBytes(StandardCharsets.UTF_8)));
/] 8=
CryptoResult<byte[]> decryptResult = huaweiCrypto.decrypt(encryptResult.getResult());
Assert.assertEquals(PLAIN_TEXT, new String(decryptResult.getResult()));
}
}

-

1.5 JNMEI{ERE KMS X331 T2 RIF

R FRizm=

SEAREXH (HIN: BR. BFREFEEEMSE ) FEEEHSEFEIRE
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BIET R
1 FKEYAK/SK:
e ACCESS_KEY: #£9tk2Access Key, FKEXVAIES MIKENAK/SK .

e SECRET_ACCESS_KEY: £ 9tk SSecret Access Key, SREXGiES WIKEY
AK/SK,

o AIERRIakFIskEEEEBHPERANEZEXE, BNERENHHERNREE

SPENFN, ERINEE, BELE.

o ARPIAakFIskiRFEMEZSPRILMBHIGIEASG], BITATRBIRNERER

WIMEPIREINETEHUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,

T2 RElregiontBXER:
o EREEIEHSE
T3 (FRKMSII X #HITEZHIOE

public class FileStreamSignVerifyExample {

* BRAIEES:

* - ACCESS_KEY: f£ =Mk =Access Key

* - SECRET_ACCESS_KEY: #£ 5= MKkESecret Access Key, BURMSE, BN IFE

* - IAM_ENDPOINT: 82 A=IAMBRSS A Im & imHbhE, ¥ B LR T R

* - KMS_REGION_ID: £/5Z=KMS3ZH5AYithe, 115 I KM St K MS 37 grithiag

* - KMS_ENDPOINT: 8 A=KMSHRSS a1 imibE 1 5 T 42 it it e um it

*/

private static final String ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_AK");
private static final String SECRET_ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_SK");
private static final String IAM_ENDPOINT = "https://<lamEndpoint>";

private static final String KMS_REGION_ID = "<Regionld>";

private static final String KMS_ENDPOINT = "https://<KmsEndpoint>";

public static void main(String[] args) {
/] FBREESRID,FEEEZARAIRE & SIGN_VERIFYRIZEA
final String keyld = args[0];
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signAndVerifyFile(keyld);
}

*k

* fERKMSI R TEZ NS

* @param keyld AP EZ4HID

*/

static void signAndVerifyFile(String keyld) {

/] 1 EBBREAZNAMEHER

final BasicCredentials auth = new BasicCredentials()
.withlamEndpoint(IAM_ENDPOINT).withAk (ACCESS_KEY).withSk(SECRET_ACCESS_KEY);

/] 23088 SDK, ENIMIEEERKMSIHaLimmE
final KmsClient kmsClient = KmsClient.newBuilder()
.withRegion(new Region(KMS_REGION_ID, KMS_ENDPOINT)).withCredential(auth).build();

/] 3. EBFEZRIG

// inFile fS&EZHIH

final File inFile = new File("FirstSignFile.iso");

final String fileSha256Sum = getFileSha256Sum(inFile);

/| ATERE, SERERPRE, BESENSZEE
final SignRequest signRequest = new SignRequest().withBody(
new
SignRequestBody().withKeyld (keyld).withSigningAlgorithm (SignRequestBody.SigningAlgorithmEnum.RSASSA
_PSS_SHA_256)
.withMessageType(SignRequestBody.MessageTypeEnum.DIGEST).withMessage(fileSha256Su
m));

final SignResponse signResponse = kmsClient.sign(signRequest);

// 5 3GIEEE
final ValidateSignatureRequest validateSignatureRequest = new ValidateSignatureRequest().withBody(
new
VerifyRequestBody().withKeyld (keyld).withMessage(fileSha256Sum).withSignature(signResponse.getSignatur
e())
.withSigningAlgorithm(VerifyRequestBody.SigningAlgorithmEnum.RSASSA_PSS_SHA_256)
.withMessageType(VerifyRequestBody.MessageTypeEnum.DIGEST));
final ValidateSignatureResponse validateSignatureResponse =
kmsClient.validateSignature(validateSignatureRequest);

/] 6 HEIHHEREER

assert validateSignatureResponse.getSignatureValid().equalsignoreCase("true");

}

* B HSHA2561HE

* @param file 34
* @return SHA256HZE, Base64t&T,
*/
static String getFileSha256Sum(File file) {
int length;
MessageDigest sha256;
byte[] buffer = new byte[1024];
try {
sha256 = MessageDigest.getinstance("SHA-256");
} catch (NoSuchAlgorithmException e) {
throw new RuntimeException(e.getMessage());
}
try (FilelnputStream inputStream = new FilelnputStream(file)) {
while ((length = inputStream.read(buffer)) !=-1) {
sha256.update(buffer, 0, length);
}
return Base64.getEncoder().encodeToString(sha256.digest());
} catch (IOException e) {
throw new RuntimeException(e.getMessage());
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1, Wiz AREFREEERERE R

FtERA EENEHZEEESNEREETIE+H X,
R ERETERSS ( Cloud Secret Management Service, CSMS ) AILAESENEIAA

AT RS

o %ﬂgﬁ%ﬁm%,ﬁﬁﬁﬂ@ﬁﬁﬁﬁ%%%%ﬁﬁ%mm,E%HE&%F
YL,

o FHXISESHIRNL: HEHTATRRNSXEREREN, SHISFAEZER
M9,

o RUBRDMSOKEANSR, HHBRENER.
o EREFHMARSEE. ERNAGHISEXNKSED, BalliEiElsH
BEFAER, SEETRT: MIRESR. IPHAAROE,
(EREREEREIEE
TSOREN BT SR, FEBIAPIERERREREICHISIRE.

REAEERFEINKERAEKMS AdministratorgiZ KMS CMKFullAccesstNfR, 115
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KER (flan: HiEELE, w0, B3 ) .

$R2 SIERNRRERLIDEERER,

=
o

EREERSSEZERLE MeIZNEREFMHEIR

FI3 FREESERSOURABEEREN, BREEPREFNEREBIEEEIEAPIZ RG]
BN BRERFH

SH4 NAREFRDEIREENEREXER, ERXERZERERNTEERE.

CUEFEIEZEIYER API
R LORFLATAPI, BIIAPIBIZERRFEXASHEEREXERER.
APIZTR kA
B ENE BIEINER, HFESEREFAER
AIRIERRAS
HiaEE BRIEEERINER

BT APl EOCIZFIRENEaERE

1.

BEFEIAIEER

ACCESS_KEY: £k = Access Key

SECRET_ACCESS_KEY: £k Secret Access Key

PROJECT_ID: £ A=BRIRBID, B2 NEN=FRINE .
CSMS_ENDPOINT: # = CSMSERSSIAIE&imiTEE, BENEIRT R

INERBRYakFIskERSEIRNIEHAERANZENGE, BNERENGTHER
BLEPENFN, ERINRE, BREE.

- ARG akFIskiRFENMR R EFRRELMSHIRIERM, ETAROIRNIESE
FEAMIMEFIZ EIMEZTEHUAWEICLOUD_SDK_AK#[
HUAWEICLOUD_SDK_SK.,
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2. BIEMEAREEER:
EEZFR: secretName
ZIRE: secretString
‘EIERRAME: LATEST_SECRET
EYEIRAS: versionld

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.csms.v1.CsmsClient;

import com.huaweicloud.sdk.csms.vl.model.CreateSecretRequest;

import com.huaweicloud.sdk.csms.v1.model.CreateSecretRequestBody;
import com.huaweicloud.sdk.csms.vl.model.CreateSecretResponse;
import com.huaweicloud.sdk.csms.vl.model.ShowSecretVersionRequest;
import com.huaweicloud.sdk.csms.v1.model.ShowSecretVersionResponse;

public class CsmsCreateSecretExample {

* ERAIHER:

* - ACCESS_KEY: #1915 Access Key

* - SECRET_ACCESS_KEY: #£9tkSSecret Access Key

* - PROJECT_ID: #A=B=IRAID i#1E W https://support.huaweicloud.com/productdesc-iam/
iam_01_0023.html

* - CSMS_ENDPOINT: A= CSMSERSS I Ia&imttttit 115 Whttps://support.huaweicloud.com/api-dew/
dew_02_0052.html

& % ;ﬁiﬁgﬂ'ﬂak%ﬂskES%E%M’CﬁE’:EPﬁ?EkE@I?i%MBﬁ, FENERENHHENRTEPEFM, (EREIT®
g\, E § o

* - ARBILAakFIskiRFEREZ EFREMS MM, ETARARIESEAMTEFRERETSE
HUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,

*/

private static final String ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_AK");

private static final String SECRET_ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_SK");

private static final String PROJECT_ID = "<ProjectID>";

private static final String CSMS_ENDPOINT = "<CsmsEndpoint>";

/| FBRE A ERRHIRAF BRI AId
private static final String LATEST_SECRET = "latest";

public static void main(String[] args) {
String secretName = args[0];
String secretString = args[1];

/] B EYE

createSecret(secretName, secretString);

/] B EERAE “latest” EMRAE “VI"EIGZFCIZEENS
ShowsSecretVersionResponse latestVersion = showSecretVersion(secretName, LATEST_SECRET);
ShowSecretVersionResponse firstVersion = showSecretVersion(secretName, "v1");

assert latestVersion.equals(firstVersion);
assert latestVersion.getVersion().getSecretString().equalsignoreCase(secretString);

}

* Bl
* @param secretName
* @param secretString
*/
private static void createSecret(String secretName, String secretString) {
CreateSecretRequest secret = new CreateSecretRequest().withBody/(
new CreateSecretRequestBody().withName(secretName).withSecretString(secretString));

CsmsClient csmsClient = getCsmsClient();
CreateSecretResponse createdSecret = csmsClient.createSecret(secret);

System.out.printf("Created secret success, secret detail:%s", createdSecret);

}
/**
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* IR SRR dE SRR AFE S
* @param secretName
* @param versionld
* @return
*/
private static ShowSecretVersionResponse showSecretVersion(String secretName, String versionld) {
ShowSecretVersionRequest showSecretVersionRequest = new
ShowSecretVersionRequest().withSecretName(secretName)
.withVersionld(versionld);

CsmsClient csmsClient = getCsmsClient();
ShowSecretVersionResponse version = csmsClient.showSecretVersion(showSecretVersionRequest);

System.out.printf("Query secret success. version id:%s",
version.getVersion().getVersionMetadata().getld());

return version;

}

/**

* SRENCSMSBRSS = P

* @return

*/

private static CsmsClient getCsmsClient() {

BasicCredentials auth = new BasicCredentials()

.withAk(ACCESS_KEY)
.WithSk(SECRET_ACCESS_KEY)
.withProjectld(PROJECT_ID);

return CsmsClient.newBuilder().withCredential(auth).withEndpoint(CSMS_ENDPOINT).build();
}
}

{sE A R FRTE R ENE R EE MKk S 025D
1. SREVEIESIERSHICSMS SDKAMKERARE
0T

<dependency>

<groupld>mysql</groupld>
<artifactld>mysql-connector-java</artifactld>
<version>XXX</version>

</dependency>

<dependency>
<groupld>com.google.code.gson</groupld>
<artifactld>gson</artifactld>
<version>2.8.9</version>

</dependency>

<dependency>
<groupld>com.huaweicloud.sdk</groupld>
<artifactld>huaweicloud-sdk-csms</artifactld>
<version>3.0.79</version>

</dependency>

2. EVHIEREHEH BIREIKSES:
TEULEBIN T

import com.google.gson.Gson;

import com.google.gson.JsonObject;

import com.huaweicloud.sdk.csms.v1l.model.ShowSecretVersionRequest;
import com.huaweicloud.sdk.csms.vl.model.ShowSecretVersionResponse;

import java.sql.Connection;
import java.sql.DriverManager;
import java.sql.SQLException;

[ BT ERERIREUEEAIEIEER SO
public static Connection getMySQLConnectionBySecret(String secretName, String jdbcUrl) throws
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ClassNotFoundException, SQLException{

Class.forName(MYSQL_JDBC_DRIVER);

ShowSecretVersionResponse latestVersionValue = getCsmsClient().showSecretVersion(new
ShowSecretVersionRequest().withSecretName (secretName).withVersionld("latest"));

String secretString = latestVersionValue.getVersion().getSecretString();

JsonObject jsonObject = new Gson().fromJson(secretString, JsonObject.class);

return DriverManager.getConnection(jdbcUrl, jsonObject.get("username").getAsString(),
jsonObject.get("password").getAsString());

}

2.2 WM E IR EIEARSS R AK&SK it B a)eR

EIEEHE, I=EREETERS ( Cloud Secret Management Service, CSMS ) , 2—
fhZe, OJE. BREZENERETERS . AR NBREFETEREERS, €
. R, B HRER, BNSSHNSEESIEN2ESRPNG—S18, B0
RIEFiERIBBE X A B F 0 S MV EURE B EE LA RN PRI TR AV S IXBE o

Rz iz

RIFAK&SK, BHLEMHEE .

Rz R

BIEFH—BHIANIERS (Identity and Access Management, IAM ) Xd28t-=ARSSSE
(Elastic Cloud Server, ECS) BIZHEIRENIGAT A B ZEARIRIPAK&SK,

VIR EIER BRI AT 42 sk A SEIEFNIGRTEIE, #EETFRAMIBIREIE, HlanBF
ZMNE, IGEhAREEERAEMHIEERFNIES, et Es. A, &0
PAIECSEAIEFIAMZESE, (FECSSLBIRAIN FBFE R ol LAE A IGATAK&SK
+SecurityTokenigalCSMS, AEERFIGITHTZEE, BXEEIESIREL, BaTld
BETNFEEENEN.
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BFERAE

2-2 ECS HBRERIE

s
— EREECSEEMIR
BISECSERSEIE T =t b o
— EEEtAERTE
f_é—' EﬂﬁECS%EEﬂ#iEEi
= HERECSTpImIES
Eﬂiﬁﬁﬂa‘ﬁﬂ EAAPIEREIEEIAY

AK&SK+securitytoken

IGE EERIEICSMS

£TRIR
B RIS HHIEECSIURMIAMAIF A BE D ECSSAIR B ESE .

RMES TR
ZB1 IAMEBIZEECSEIT.
1. BREEREHS.

2. Eaﬁﬁﬁ&@ﬂ — , %R ‘EES5UE > Ki—SMIAERS” , BAHAN ‘H
? R,

3. EEMNSHNS, &F ‘", #A ‘i M.
BEALAN “SIEEE .

5. TEEUER “CIBFIE XEED, HEWNSH. SHRPINER QIRERSEHR
AR
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EfESLE

2 RS

6.
7.

2-3 BIEFHIE
EtER
Sitam sEws
- Z_—_Eig______ EE=T A== LA YRS
ZBE SRS ECS B2 EREE BMS -
oy
FT—= BN
= 2-1 QIERITSH0RB
SHBR SHLRAE
BRI EERENMNEIEETR. XL “ECS_TO_CSMS” A,
TR %R ‘RS .
=ARSS R “IMRIRSSEE ECS BEERSEE BMS” &
FLEAE) EERIEEATE), AR kR . “—X7 . “‘BENX .
iR (ol ) EEHIEER.

BE =27, #HA B mE.
BERNEAG LA “FERE” , IREFEFERIRIERIRILLER.
a. £ “HERE NEERESH, SHIFEUR FERESERBER.
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2 RS

2-4 FhiEREE

& 2-2 FERBE SRR

SHER S
RSN R
EWREAD | wR TIHNE"
RIS = R IR R
. RIRS: MR CEEEIEIRSCSMS”
. BE BRERESIUR,
. A (TIME) | AN,
o MRS SHITSENEE.
izl
ALUEER “BIEEERARIEE” hiFENEE, B
CHRINERRERZR” IARILUAERYERSZIR,
o FERE: WARGEER.
o SR (FTME) 1 e RUISMET | MR
@ EE, HSIENE.
sERstA (Tl ) MNEEEREA,

8. NEICEIFREE. AEREE, B ‘T2 .
9. IEEIERICEENZE, BE “HE” .

PrERIE: EG, IAMAFPTLURENRERIKSHIERIR, Skt
. KIFIREMNERRS TR,

BECWIRB®ER: BN, BPRESURFEREEREWIREHIOER.
BEXIFIMB®ER: #NE, BPRESIRFEREEXIZIESNER.
F EEIE (JIECS_TO_CSMS) Mt FECSILHI

o MNSRECSELAIKEIE, BEHENWLHEMRIRSZEE. £EF= SEKEEF,
“TIE7 EEFEHENORIT (WECS_TO_CSMS) ,
o WNSRECSEAIE IR, HIZIBUITRZ:
a. BEEEAM — , %iF ‘SESUE > F—BMINERS , HA
=iRSE" Rl.
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b. EREFEEBEEFITAIECSEHINY “ZR” , HA “‘EXER” RE.
¢ & “EEERT A, BE ﬁ—?ii*e}%%% ( 4NECS_TO_CSMS)
2-5 iBIREIT

EERER

H$|3 JZITHEECSSESI LRI FRTE B FRRENETIRT FEIERIAPI, BIRT3R{SATAIEICSMSAY
IRATAK&SK+SecrityToken,
1. ZKEXIGATAK&SK(Security Key BRT ), #EES T EIEIRA .
- URI
Jopenstack/latest/securitykey
- hiE
S5 GET iEK

- REHERA:
{
"credential":{
"access": "LDHZK30XXXXXXXXXXXXV",
"secret":"gyqcdzVXXXXXXXXXXXXXXXXXXXXXXXML6",
"securitytoken: "ELI9FI2CE5gXXXXXXXXXXXXXXXXXXXXXnkcaoV",
"expires_at": "2022-07-14T12:09:24.147000Z"
}
}

[MAERTY:

" EENREIEIER “access” . “secret” . “securitytoken” FFiAECSMS,

" ECSHEAEBENCIEIGETEIE, NMHEERBIENIGIEERZE. 5.
2. {FAIGRATAK&SK+SecurityTokeniF@lCSMS.,
- EFEIRERRT, FEEERNEREESERS.
- EEREMIANEER:

®  ACCESS_KEY: #£AKSAccess Key, SREUGRIEZS IIRENAK/SK,

®  SECRET_ACCESS_KEY: fe itk SSecret Access Key, 3REXNANIES WIE
EVAK/SK,

" AERRIakFIskEESEIBHRERANEEXG, BNAEREX AL
ENRTEPENGN, ERINEE, BREE.

KRB aKFISKIRFEERBET EFREMBPIIE AR, =TARREIE
BEEAIAEDIZEIFETEHUAWEICLOUD_SDK_AKHI
HUAWEICLOUD_SDK_SK,
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package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.csms.v1.region.CsmsRegion;

import com.huaweicloud.sdk.csms.v1.*;

import com.huaweicloud.sdk.csms.vl.model.*;

public class ListSecretsSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration
files or environment variables and decrypted during use to ensure security. // In this
example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local
environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk)
.withSecurityToken (securitytoken);

CsmsClient client = CsmsClient.newBuilder()
.withCredential(auth)
.withRegion(CsmsRegion.valueOf("cn-north-1"))
build();

ListSecretsRequest request = new ListSecretsRequest();

try {

ListSecretsResponse response = client.listSecrets(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.getMessage();

} catch (RequestTimeoutException e) {
e.getMessage();

} catch (ServiceResponseException e) {
e.getMessage();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

}

}
}

.

2.3 ATt

2.3.1 bR

FINRKEREHERE, SEARPIEEER (Fla0: E2ED. S, IEB.
SSHEH. APIZIRE ) FUHBNIS IR, ERRIRERSEINTRIFRIBENER
Z=2it.

LRR PR T I EIRRC AR

o BRPRERHR

SCRSRRA 12 (2024-01-08) IS © ERRAGIRAT 42



HIEINZIRSS
L 2 FEEE

o WHPERERR
ERLURIES B CRYSERRER, IRV RRELIE— SRR REIIR 2.

RIS IR
. EERBIERSEEHOTAPIE OISR, ENERENE.
2. RAEFEYARERSENAPIRIVSISEIRE, SUERRARSER,
BRI .
3. EHESSEISESIERERRE.

2.3.2 PP ERCHRRER

&N
B ERCEREE— N ERYEF— N BPFRREFIER.
XEREMNERILEER, ERTAZSHEEFERTS.
fan:

o NIIEIERE. RRCRIIASMREIEERER, CRERIFNERERERE.

o NIRFAFEIZE—AFIKFAIERSS, FIAILAR-FHMEIHENRERE . BRSS
BEATTRFREFSESEENEDN, ERFPLALIZEMBFRNERRFS.

o IRIEFEZCIZNAR, TAIRIAF.
o UUREHZNBAERBHAR, MASINAREFURELSINEREEERSSIG

REE, XMMERARPAEETRMINERRNZEE .
LR
REAEERFEINKSIREKMS AdministratoragiZ KMS CMKFullAccesstNR, 115
TUDEWHRETIE,
HiEiEA API
EALUERLATAPI, AR TIEIEHR,

APIZFR Lol
BIEEIERA SIEHFHY SRR

ERERERASERE e E EIER RIS B FIRA A8
XERE.

Bk SRR RE
1. BEEAREHE, QE—ERE, FELIRERE.
2. BESEMIAMEEER.
- ACCESS_KEY: f£4KkSAccess Key
- SECRET_ACCESS_KEY: £ atkSSecret Access Key
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HIEINZIRSS

{:t

53

FIREE

PROJECT_ID: RN =B=IRBID, 52 WEA=BRINE .
CSMS_ENDPOINT: £ 9= CSMSRSEZIhIm&Rimittlt, 158 WEIRT M.

INIERRJakF sk B S I HE ?Ekﬁ’]?féb‘(tﬂﬁ, ENEREXHHER
BTETEXFR, FERNRE, Hixe

ABILAakFOSKiRFTEIR ﬁ“k%q:';'%%f)u%ﬁ]\ IES, BITARBIENESS
EAMIMEIZ BIAEZTEHUAWEICLOUD_SDK_AKAH]
HUAWEICLOUD_SDK_SK.

HITERRPERHR,
LR

FREN: LAREREEZRERERER.

FTREAT: EAHRESGEZEREPRREFE.
FEMRAId: LhREFeEEREBRTEMNERED.
EYERRA: LATEST_VERSION

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.csms.v1.CsmsClient;

import com.huaweicloud.sdk.csms.v1l.model.CreateSecretVersionRequest;
import com.huaweicloud.sdk.csms.vl.model.CreateSecretVersionRequestBody;
import com.huaweicloud.sdk.csms.v1l.model.CreateSecretVersionResponse;
import com.huaweicloud.sdk.csms.vl.model.ShowSecretVersionRequest;
import com.huaweicloud.sdk.csms.vl.model.ShowSecretVersionResponse;

public class CsmsSingleAccountExample {
* BRAIHEE:
- ACCESS_KEY: kS Access Key
- SECRET_ACCESS_KEY: #£911kSSecret Access Key
- PROJECT_ID: 22 A=B=IREID #E W https://support.huaweicloud.com/productdesc-iam/
iam_01_0023 html
- CSMS_ENDPOINT: £ 8= CSMSERSSIAIa1&intbiE FE W https://support.huaweicloud.com/
api-dew/dew_02_0052.html
* - INEARakflsk RS EIRIBHARANLZENG, BNEREXHHENETERENF
i, ﬁ%ﬁa‘ﬁﬁ'&?, RZE,
- KBl akFlskERFEMEZ ERRIMERIGIE B, ETARPIRIEEEARFEFIRE
Hiﬁ > HUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,
*/
private static final String ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_AK");
private static final String SECRET_ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_SK");
private static final String PROJECT_ID = "<ProjectID>";
private static final String CSMS_ENDPOINT = "<CsmsEndpoint>";
/| BRERERERTRAFEIRAI
private static final String LATEST_VERSION = "latest";
public static void main(String[] args) {
String secretName = args[0];
String secretString = args[1];
singleAccountRotation(secretName, secretString);

}

* iR HR- ISR RR )

* @param secretName EIEZIR
* @param secretString EIEAS
*/
private static void singleAccountRotation(String secretName, String secretString) {
/| BEIREEITEREIREIERS
createNewSecretVer5|on(secretName secretString);
[ B EIERA “latest” EERIRIRAETR
ShowSecretVersionResponse secretResponseByLatest =
showSecretVersionDetail(secretName, LATEST_VERSION);
assert secretResponseByLatest.getVersion().getSecretString().equals(secretString);

}
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* IR
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RO

* @param secretName EIEZFR
* @param secretString EIEAE
* @return
*/
private static CreateSecretVersionResponse createNewSecretVersion(String secretName,
String secretString) {
CsmsClient csmsClient = getCsmsClient();

CreateSecretVersionRequest createSecretVersionRequest = new
CreateSecretVersionRequest()
.withSecretName (secretName)
.withBody(new CreateSecretVersionRequestBody/().withSecretString(secretString));

CreateSecretVersionResponse secretVersion =
csmsClient.createSecretVersion(createSecretVersionRequest);

System.out.printf("Created new version success, version id:%s",
secretVersion.getVersionMetadata().getld());
return secretVersion;

}
/**
* IS ERAER

* @param secretName EifEIRZFR
* @param versionld i ERRANId
* @return
*/
private static ShowSecretVersionResponse showSecretVersionDetail(String secretName, String
versionld) {
ShowSecretVersionRequest showSecretVersionRequest = new
ShowSecretVersionRequest().withSecretName(secretName)
.withVersionld(versionld);
CsmsClient csmsClient = getCsmsClient();
ShowSecretVersionResponse secretDetail =
csmsClient.showSecretVersion(showSecretVersionRequest);
System.out.printf("Query latest version success. version id:%s",
secretDetail.getVersion().getVersionMetadata().getld());
return secretDetail;
}
/**
* SRENCSMSERS Z P

* @return
*/
private static CsmsClient getCsmsClient() {
BasicCredentials auth = new BasicCredentials()
.withAk(ACCESS_KEY)
.WithSk(SECRET_ACCESS_KEY)
.withProjectld(PROJECT_ID);
return
CsmsClient.newBuilder().withCredential(auth).withEndpoint(CSMS_ENDPOINT).build();
}
}

2.3.3 WA ERERERRES

i)

WAFRRIERIEE— T RREFERR IR MRENER .
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plan: SNAREFEERITSTREY, NRSERRERAFKER, BBABEENRF
%ﬁ%ﬂiiﬁﬁﬁmﬁﬂ’ﬂﬁﬁqﬂ/ﬁ\ﬂj%iﬁ AN ARKMAIER, XM BEEERNAEA
IR HAZRER o

BEEE—IRSHINAIMInBREREIZEFHEK R user . user2 BFHINKS S, Bt

GRIR— M EIREBEHRFuser IIIKS 5EHS, 1CHuserl/password1. BRI

EhRAv26liZEuser2, FHERFuser2fIIKS2E1S, i Huser2/password2 ., {&fuser1

NZBEE, BEEEISERRAV3, iZhuserl/password3, LLUNTEEICHREIERRAY
EIRIRAVIE, NEAREFSSEFRNENERRAV2REER . —BERRAV3E

BE, WIESIREERS, IMENAERERERERAVIREIER..

2R
BELEEERIFEAINKSIHEKMS AdministratorslZKMS CMKFullAccessi¥fR, ¥15
TUDEWRRETE,
FCHRENERY API
ERILAAALUTAPI, AR ITIERERR
APIZFR 5iE8
IR EIRIRA CUERFTRYEIRIRA
HREERESERE EitEE SRR ARYS SRR AFHIER
EIEE,
B ERRAIAES EFTERAMR AT,
BigERERAIRES gi@?ﬁiﬂgﬁiﬁﬂﬁzﬁﬂﬁﬁﬁﬁﬂgHfizli%

Wik SEiEe B RE

1. BEEA=EHE, FRSERKSAIE—NERE, FRIIRER.

2. HESEMIANEER.
- ACCESS_KEY: fe Atk SAccess Key
- SECRET_ACCESS_KEY: #£91hk=Secret Access Key
- PROJECT_ID: £#A=BRINEID, B2NEI=BRME
- CSMS_ENDPOINT: f2=CSMSERSSihm&imttltE, BSNERIRT R,
- NEABakFIskEEEELIEHPERANZEXE, BINEREXFHER

IBTEPENGFN, FRNERE, BREE.

- ARBILLakFIskiRFEEMRELEPRLMBMDIGUE B, 1ziT7ATRBIBNEE
EARMIAERISEIMETEHUAWEICLOUD_SDK_AKFH
HUAWEICLOUD SDK_SK,

3. HTUARERERR,
aNVELSE
- FREREWR EAnEHatEINEREMR.
-  BEART: EAREFaIENEREPRMERFE.
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HIEINZIRSS
S

2 RS

FHERARI: EHREHEEIEEERBITEMRERID,
ZYEARAN: LATEST_VERSION

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.csms.v1.CsmsClient;

import com.huaweicloud.sdk.csms.vl.model.CreateSecretVersionRequest;
import com.huaweicloud.sdk.csms.vl.model.CreateSecretVersionRequestBody;
import com.huaweicloud.sdk.csms.v1l.model.CreateSecretVersionResponse;
import com.huaweicloud.sdk.csms.v1l.model.ListSecretStageRequest;

import com.huaweicloud.sdk.csms.v1l.model.ListSecretStageResponse;

import com.huaweicloud.sdk.csms.vl.model.ShowSecretVersionRequest;
import com.huaweicloud.sdk.csms.v1l.model.ShowSecretVersionResponse;
import com.huaweicloud.sdk.csms.vl.model.UpdateSecretStageRequest;
import com.huaweicloud.sdk.csms.v1l.model.UpdateSecretStageRequestBody;

import java.util.Collections;
import java.util.List;

public class CsmsDualAccountExample {

* ERAIHEE:

* - ACCESS_KEY: #1915 Access Key

* - SECRET_ACCESS_KEY: #£91kSSecret Access Key

* - PROJECT_ID: #A=F=IRAID i#1EWhttps://support.huaweicloud.com/productdesc-iam/
iam_01_0023.html

* - CSMS_ENDPOINT: A= CSMSERSS I Ia&imtttit 115 Whttps://support.huaweicloud.com/
api-dew/dew_02_0052.html

* - INEARakflIsk RS EIRIBHARANLZENE, BNEREXHHENETERENF
W, ERIEE, WREE;

* - BlL akFIsk iR FAEIMEL S PRIMEMIUE B, ETARPIRNIESEARIFMEFIRE
®EBETZTEHUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,

*/

private static final String ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_AK");

private static final String SECRET_ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_SK");

private static final String PROJECT_ID = "<ProjectID>";

private static final String CSMS_ENDPOINT = "<CsmsEndpoint>";

/| BBRE A ERRHIRAFBIMRAId

private static final String LATEST_VERSION = "latest";

private static final String HW_CURRENT_STAGE = "SYSCURRENT";
private static final String HW_PENDING_STAGE = "HW_PENDING";

public static void main(String[] args) {
String secretName = args[0];
String secretString = args[1];

dualAccountRotation(secretName, secretString);

}

* EARIIR- UK SRR 6

* @param secretName

* @param secretString

*/

private static void dualAccountRotation(String secretName, String secretString) {
[ I BEMRARSHFIRA SR, RUEEASHRSANIKSERD.
CreateSecretVersionResponse newSecretVersion =

createNewSecretVersionWithStage(secretName,
secretString, Collections.singletonList(HW_PENDING_STAGE));

String versionld = newSecretVersion.getVersionMetadata().getld();

/] BIREIEEpending 2EHIER

ListSecretStageResponse listSecretStageResponse = showSecretStage(secretName,
HW_PENDING_STAGE);

assert listSecretStageResponse.getStage().getVersionld().equals(versionld);

/| EEFHRSANKSERE, BESEHRAEREIIRAIRSEFISYSCURRENT, ZHIlHRYE
EIREFREERST, EXEE atestifibl,
updateSecretStage(secretName, versionld, HW_CURRENT_STAGE);
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/[ WA latest" iRANKEEARFIRA R, TS ERLHE
ShowSecretVersionResponse secretResponse = showVersionDetail (secretName,
LATEST_VERSION);

assert secretResponse.getVersion().getSecretString().equals(secretString);

}
/**
* B ERERA

*ERBE YRS S RINERRA, BFEASIESYSCURRENTHRAIRSIS @I AR A ENRE

* @param secretName

* @param newSecretVersionText

* @param stagelList

* @return

*/

private static CreateSecretVersionResponse createNewSecretVersionWithStage(String

secretName,
String newSecretVersionText,
List<String> stagelList) {
CsmsClient csmsClient = getCsmsClient();

/] BRI E R RS ERSS
CreateSecretVersionRequest createSecretVersionRequest = new
CreateSecretVersionRequest()
.withSecretName (secretName)
.withBody(new CreateSecretVersionRequestBody()
.withSecretString(newSecretVersionText)
.withVersionStages(stageList));

CreateSecretVersionResponse secretVersion =
csmsClient.createSecretVersion(createSecretVersionRequest);

System.out.printf("Created new version success, version id: %s",
secretVersion.getVersionMetadata().getld());

return secretVersion;

}

* BENBRAR SIS @S E ERRA

* @param secretName

* @param versionld

* @param newStageName

*/

private static void updateSecretStage(String secretName, String versionld, String
newStageName) {

UpdateSecretStageRequest updateSecretStageRequest = new
UpdateSecretStageRequest().withSecretName(secretName)
.withStageName(newStageName).withBody(new

UpdateSecretStageRequestBody().withVersionld(versionld));

CsmsClient csmsClient = getCsmsClient();
csmsClient.updateSecretStage(updateSecretStageRequest);

System.out.printf("Version stage update success. version id:%s, new stage name:%s",
versionld, newStageName);

}

* EiEERA TR

* @param secretName

* @param versionld

* @return

*/

private static ShowSecretVersionResponse showVersionDetail(String secretName, String
versionld) {
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ShowSecretVersionRequest showSecretVersionRequest = new
ShowSecretVersionRequest().withSecretName(secretName)
.withVersionld(versionld);

CsmsClient csmsClient = getCsmsClient();
ShowSecretVersionResponse secretDetail =
csmsClient.showSecretVersion(showSecretVersionRequest);

System.out.printf("Query latest version success. version id:%s",
secretDetail.getVersion().getVersionMetadata().getld());
return secretDetail;

}

* BIEERAIREFE
* @param secretName
* @param stageName
* @return
*/
private static ListSecretStageResponse showSecretStage(String secretName, String
stageName) {
ShowSecretStageRequest showSecretStageRequest = new ShowSecretStageRequest()
.withSecretName(secretName).withStageName(stageName);
CsmsClient csmsClient = getCsmsClient();
return csmsClient.showSecretStage(showSecretStageRequest);

}

* SRENCSMSERSS Z P

* @return

*/

private static CsmsClient getCsmsClient() {

BasicCredentials auth = new BasicCredentials()

.withAk(ACCESS_KEY)
.WithSk(SECRET_ACCESS_KEY)
.withProjectld(PROJECT_ID);

return
CsmsClient.newBuilder().withCredential(auth).withEndpoint(CSMS_ENDPOINT).build();

}
}

2.3.4 BT R T(EREEE IAM EiE
Jaz2E =]

AN BERRHTIERER, BEEEESERSICEIAMEIE (Access Key and
Secret Key ) o

LIREM
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BEURE ARG
1. BESEMAEEE:
- ACCESS_KEY: #£/9tkSAccess Key, KBNS IES WIKENAK/SK,
- SECRET_ACCESS_KEY: f£91kSSecret Access Key, SRERATIEES WIKEY
AK/SK,
- PROJECT_ID: B=IREID, FKENARIEE WIRBIREID,
- I;MS_ENDPOINT: HLREKMSIRSSIHIELInHEIE, SRENSIES &R TS

- ANEBRakFIskEESERBHERANLZENK, BINEREXHFHER
IBTERENGFN, FRNERE, BREE.

- ARBILAakFIskiRFEREZEFRRIIMEMHIIERGI, BITARBEIENES
EAMIERIRERETEHUAWEICLOUD_SDK_AKZH[
HUAWEICLOUD_SDK_SK,

2. IEEUREHED
import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.auth.|Credential;
import com.huaweicloud.sdk.core.exception.ClientRequestException;
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import com.huaweicloud.sdk.kms.v2.model.EncryptDataRequest;
import com.huaweicloud.sdk.kms.v2.model.EncryptDataRequestBody;
import com.huaweicloud.sdk.kms.v2.KmsClient;

public class KmsEncryptExample {

private static final String ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_AK");

private static final String SECRET_ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_SK");
private static final String KMS_ENDPOINT = "xxxx";

private static final String KEY_ID = "xxxx";

private static final String PROJECT_ID = "xxxx";

private static KmsClient KmsClientInit() {
ICredential auth = new BasicCredentials()
.withAk(ACCESS_KEY)
.withSk(SECRET_ACCESS_KEY)
.withProjectld(PROJECT_ID);
return KmsClient.newBuilder()
.withCredential(auth)
.withEndpoint(KMS_ENDPOINT)
.build();
}

public static long getWaitTime(int retryCount) {

long initialDelay = 200L;

return (long) (Math.pow(2, retryCount) * initialDelay);
}

public static void encryptData(KmsClient client, String plaintext) {
EncryptDataRequest request = new EncryptDataRequest().withBody(
new EncryptDataRequestBody()
.withKeyld(KEY_ID)
.withPlainText(plaintext));
client.encryptData(request);

}

public static void main(String[] args) {
int maxRetryTimes = 6;
String plaintext = "plaintext";
String errorMsg = "The throttling threshold has been reached";

KmsClient client = KmsClientlnit();
for (inti = 0; i < maxRetryTimes; i++) {
try {
encryptData(client, plaintext);
return;
} catch (ClientRequestException e) {
if (e.getErrorMsg().contains(errorMsg)) {
try {
Thread.sleep(getWaitTime(i));
} catch (InterruptedException ex) {
throw new RuntimeException(ex);
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