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ACCESS_KEY: £ 9MkSAccess Key

SECRET_ACCESS_KEY: %£ATKSSecret Access Key

PROJECT_ID: EA=BRIMBID, B2 REN=BRME .
KMS_ENDPOINT: £ 3Z=KMSRSS A I iInHIE, BSNEIRTR.
INERBakFIskEIZEERRBHERANZEXE, BNERENXHHER
BTEFENGEN, [FRNESR, BIREE.

ABILLakFIskiRFER BT S PRI EMDICUEAR, BITAREIBIE S
EAMIMERISBEIRETEHUAWEICLOUD_SDK_AK#A
HUAWEICLOUD SDK_SK,

(1] %83

LHRSDK, RMAE—RISDKERTSH . BTSRRI RIS UERAEAZAPI, 1753
HHRRNA. BFEEHE. MREFE, BSNEHIRSDK,

3. NNEAHESE
LRS-

FRPEEA: LAnEHatIZn=aID,
BB B4 FirstPlainFile.jpg.
RS EIR 4 SecondEncryptFile.jpg.

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.kms.v1.KmsClient;

import com.huaweicloud.sdk.kms.vl.model.CreateDatakeyRequest;
import com.huaweicloud.sdk.kms.vl.model.CreateDatakeyRequestBody;
import com.huaweicloud.sdk.kms.vl.model.CreateDatakeyResponse;
import com.huaweicloud.sdk.kms.vl.model.DecryptDatakeyRequest;
import com.huaweicloud.sdk.kms.vl.model.DecryptDatakeyRequestBody;

import javax.crypto.Cipher;

import javax.crypto.spec. GCMParameterSpec;
import javax.crypto.spec.SecretKeySpec;
import java.io.BufferedIinputStream;
import java.io.BufferedOutputStream;
import java.io.File;

import java.io.FileInputStream;

import java.io.FileOutputStream;
import java.io.|OException;

import java.nio.file.Files;

import java.security.SecureRandom;

*k

* (FFEUERMA ( DEK ) TN
* s FassertiBix, i5EVM_OPTIONSHIEN-ea

*

public class FileStreamEncryptionExample {

private static final String ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_AK");

private static final String SECRET_ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_SK");
private static final String PROJECT_ID = "<ProjectID>";

private static final String KMS_ENDPOINT = "<KmsEndpoint>";

* AESEEHERIRR:

* - AES_KEY_BIT_LENGTH: AES256Z4BEV A< E

* - AES_KEY_BYTE_LENGTH: AES256B4AFH<E

* - AES_ALG: AES256E0%, AfIEEFERGCM, E7EFERPKCS5Padding
* - AES_FLAG: AESESEHRiH

* - GCM_TAG_LENGTH: GCM TAGE

* . GCM_IV_LENGTH: GCM {IiaBSKE

*/

private static final String AES_KEY_BIT_LENGTH = "256";

NHShRA 14 (2024-11-18)
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private static final String AES_KEY_BYTE_LENGTH = "32";
private static final String AES_ALG = "AES/GCM/PKCS5Padding";
private static final String AES_FLAG = "AES";

private static final int GCM_TAG_LENGTH = 16;

private static final int GCM_IV_LENGTH = 12;

public static void main(final String[] args) {
|| BRI H S ENEE L &55ID
final String keyld = args[0];

encryptFile(keyld);

*k

* S IR SN AR 2 S-S5

* @param keyld FBFPEZ4HID
*/
static void encryptFile(String keyld) {
[/ 1 EBREERRRIALEEE
final BasicCredentials auth = new
BasicCredentials().withAk (ACCESS_KEY).withSk(SECRET_ACCESS_KEY)
.withProjectld(PROJECT_ID);

/] 248AESDK, ENMIEEE RKMSIHaZ&Lig bt
final KmsClient kmsClient =
KmsClient.newBuilder().withCredential(auth).withEndpoint(KMS_ENDPOINT).build();

/] 3ERCIBEIEZRERER
final CreateDatakeyRequest createDatakeyRequest = new CreateDatakeyRequest()
.withBody(new
CreateDatakeyRequestBody().withKeyld (keyld).withDatakeyLength(AES_KEY_BIT_LENGTH));

/] ARVEEIREEH
final CreateDatakeyResponse createDatakeyResponse =
kmsClient.createDatakey(createDatakeyRequest);

[/ 5 W CIRREUIRZHER

/] B ESA S Key dBWRFEAME, H{ERZHIRITIRENAX 2 H

[/ BBSCESATECIRE BN, (FRaIREE 618 HIB kg byte#iE
final String cipherText = createDatakeyResponse.getCipherText();

final byte[] plainKey = hexToBytes(createDatakeyResponse.getPlainText());

/] 6. ERFMEZRIH
// inFile fEINZEHYESI 4
// outEncryptFile INZXEROST 14

final File inFile = new File(" FirstPlainFile.jpg");
final File outEncryptFile = new File("SecondEncryptFile.jpg");

/] 7fEFRAESELRHITINZERS, AILACIZEVIREE

final byte[] iv = new byte[GCM_IV_LENGTH];

final SecureRandom secureRandom = new SecureRandom();
secureRandom.nextBytes(iv);

[/ 83IAFFATING , FFFMEINZE RIS
doFileFinal(Cipher.ENCRYPT_MODE, inFile, outEncryptFile, plainKey, iv);

}

*k

* 3TN

* @param cipherMode MZE#&E=(, ATEE(EICipherENCRYPT_MODEZNE
Cipher.DECRYPT_MODE

* @param infile IR

* @param outFile  HNFRZREAISIA

* @param keyPlain BASZZ4A

* @param iv st =

NHShRA 14 (2024-11-18)

WRIERE © HERRARBIRAT



HIEINZIRSS
L 1 ZIREE

*

static void doFileFinal(int cipherMode, File infile, File outFile, byte[] keyPlain, byte[] iv) {

try (BufferedinputStream bis = new BufferedInputStream(new FilelnputStream(infile));
BufferedOutputStream bos = new BufferedOutputStream(new
FileOutputStream(outFile))) {
final byte[] bytln = new byte[(int) infile.length()];
final int fileLength = bis.read(bytIn);

assert fileLength > 0;

final SecretKeySpec secretKeySpec = new SecretKeySpec(keyPlain, AES_FLAG);
final Cipher cipher = Cipher.getinstance(AES_ALG);
final GCMParameterSpec gcmParameterSpec = new
GCMParameterSpec(GCM_TAG_LENGTH * Byte.SIZE, iv);

cipher.init(cipherMode, secretkeySpec, gcmParameterSpec);
final byte[] bytOut = cipher.doFinal(bytln);
bos.write(bytOut);

} catch (Exception e) {
throw new RuntimeException(e.getMessage());

}

}

R AN

1. BEREMAEER.
ACCESS_KEY: £ 9kSAccess Key
SECRET_ACCESS_KEY: %£ATKSSecret Access Key
PROJECT_ID: e A=BRIRBID, B2 NEN=FRIME .
KMS_ENDPOINT: 2 A=KMSIRS hnLinibiE, 55 &R
INERRIakiIskEESEINBHERANLZEXEK, BNEREXHFHER
BTEFENGEN, [FRNER, BIREE.

RrBLlakFIskiRFEMEZ E PRI IGIE M, 1B1TATROIRNESS
FEAMIMEHIZ BEINETEHUAWEICLOUD_SDK_AK#
HUAWEICLOUD_SDK_SK,
AR
HIRSDK, RMEFE—AISDKEERSI . BILFIEKEEL FERIBLVBRAEAZAPI, 58
RN RFENEIE. MREFEE, 52 NEHARSDK,
2. BREARHIE
IS
-  FBRPEER: LH=EHeeIENEBRID,
- HEHENEIES A SecondEncryptFile.jpg.
- INEEBRENEYENH: ThirdDecryptFile.jpg.
import com.huaweicloud.sdk.core.auth.BasicCredentials;
import com.huaweicloud.sdk.kms.v1.KmsClient;
import com.huaweicloud.sdk.kms.vl.model.CreateDatakeyRequest;
import com.huaweicloud.sdk.kms.vl.model.CreateDatakeyRequestBody;
import com.huaweicloud.sdk.kms.vl.model.CreateDatakeyResponse;

import com.huaweicloud.sdk.kms.vl.model.DecryptDatakeyRequest;
import com.huaweicloud.sdk.kms.v1.model.DecryptDatakeyRequestBody;

import javax.crypto.Cipher;

import javax.crypto.spec. GCMParameterSpec;
import javax.crypto.spec.SecretKeySpec;
import java.io.BufferedInputStream;
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import java.io.BufferedOutputStream;
import java.io.File;

import java.io.FileInputStream;
import java.io.FileOutputStream;
import java.io.lOException;

import java.nio.file.Files;

import java.security.SecureRandom;

*k

* (EFAHUIEE4A ( DEK ) #AT3ZEINMRE
* #iFassertiBiE, iSEVM_OPTIONSH:ZN-ea
*/

public class FileStreamEncryptionExample {

private static final String ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_AK");

private static final String SECRET_ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_SK");
private static final String PROJECT_ID = "<ProjectID>";

private static final String KMS_ENDPOINT = "<KmsEndpoint>";

/**

* AESELERXRITIR:

- AES_KEY_BIT_LENGTH: AES256Z$ALVHKE

- AES_KEY_BYTE_LENGTH: AES256FA=TKE

- AES_ALG: AES2568i%, AINEIERFRAGCM, 1HFEFAPKCS5Padding
- AES_FLAG: AESEEHRiR

- GCM_TAG_LENGTH: GCM TAGKE

- GCM_IV_LENGTH: GCM IS E

*/

private static final String AES_KEY_BIT_LENGTH = "256";

private static final String AES_KEY_BYTE_LENGTH = "32";
private static final String AES_ALG = "AES/GCM/PKCS5Padding";
private static final String AES_FLAG = "AES";

private static final int GCM_TAG_LENGTH = 16;

private static final int GCM_IV_LENGTH = 12;

*
*
*
*
*
*

public static void main(final String[] args) {
|| B =HEH) & CIEH fE - 245ID
final String keyld = args[0];
/] BREEUIEZERT, R EIE=SA
final String cipherText = args[1];

decryptFile(keyld, cipherText);
}

*k

* S FRUREE SA AR EE S-S5

* @param keyld FBFPEZZ4HID
* @param cipherText Z X HIEZH
*/
static void decryptFile(String keyld, String cipherText) {
/[ 1 EBBEERTRIAMEEE
final BasicCredentials auth = new
BasicCredentials().withAk (ACCESS_KEY).withSk(SECRET_ACCESS_KEY)
.withProjectld(PROJECT_ID);

/] 248EESDK, ENMIEEE RKMSIHaZ&Lig bt
final KmsClient kmsClient =
KmsClient.newBuilder().withCredential(auth).withEndpoint(KMS_ENDPOINT).build();

/] 3. EBRFINEERIS (S

// inFile FFANZERISZ 14

// outEncryptFile INZXfEROST {4

// outDecryptFile INZEBMRERISI L

final File inFile = new File(" FirstPlainFile.jpg");

final File outEncryptFile = new File("SecondEncryptFile.jpg");
final File outDecryptFile = new File(" ThirdDecryptFile.jpg");

/] A(EFAESEILRITHRERT, IRMERESIERFRE X, M8 ER,

NHShRA 14 (2024-11-18)
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final byte[] iv = new byte[GCM_IV_LENGTH];

/] 5AREMRFHIREIRNNER, ErPcipherText S SRR AR IR IR SCAUREA .
final DecryptDatakeyRequest decryptDatakeyRequest = new DecryptDatakeyRequest()
.withBody(new DecryptDatakeyRequestBody()
.withKeyld(keyld).withCipherText(cipherText).withDatakeyCipherLength (AES_KEY

_BYTE_LENGTH));

/] 6 FREEIRERSA, FHXHREIR1 61 HIBE 2R by te 2140
final byte[] decryptDataKey =

hexToBytes(kmsClient.decryptDatakey(decryptDatakeyRequest).getDataKey());

}

*k

17 3EHATRES, FPERER RIS
/] DRV R G R EIRAIRIIAE =
doFileFinal(Cipher.DECRYPT_MODE, outEncryptFile, outDecryptFile, decryptDataKey, iv);

/] 8 EE3F R4 FN NN fE AR A 4
assert getFileSha256Sum (inFile).equals(getFileSha256Sum (outDecryptFile));

* WA TINRE

* @param cipherMode INZE#&EL, AJE(E/9CipherENCRYPT_MODESE
Cipher.DECRYPT_MODE

* @param infile ORI

* @param outFile  HNFRZEAISIA

* @param keyPlain BASZZ4A

* @param iv st =

*

static void doFileFinal(int cipherMode, File infile, File outFile, byte[] keyPlain, byte[] iv) {

try (BufferedinputStream bis = new BufferedInputStream(new FilelnputStream(infile));
BufferedOutputStream bos = new BufferedOutputStream(new

FileOutputStream(outFile))) {

final byte[] bytln = new byte[(int) infile.length()];
final int fileLength = bis.read(bytIn);

assert fileLength > 0;
final SecretKeySpec secretKeySpec = new SecretKeySpec(keyPlain, AES_FLAG);

final Cipher cipher = Cipher.getinstance(AES_ALG);
final GCMParameterSpec gcmParameterSpec = new

GCMParameterSpec(GCM_TAG_LENGTH * Byte.SIZE, iv);

}

*k

cipher.init(cipherMode, secretkKeySpec, gcmParameterSpec);
final byte[] bytOut = cipher.doFinal(bytln);
bos.write(bytOut);

} catch (Exception e) {
throw new RuntimeException(e.getMessage());

}

* TINHEIE R R by te 1 4H

* @param hexString +73it I F R
* @return byte#{¢H

*

static byte[] hexToBytes(String hexString) {

final int stringLength = hexString.length();
assert stringLength > 0;
final byte[] result = new byte[stringLength / 2];
intj=0;
for (inti = 0; i < stringLength; i += 2) {
result[j++] = (byte) Integer.parselnt(hexString.substring(i, i + 2), 16);
}

return result;
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}
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* S EHSHA256HHE

* @param file {4
* @return SHA2561HE

*/

static String getFileSha256Sum(File file) {

}

int length;
MessageDigest sha256;
byte[] buffer = new byte[1024];
try {
sha256 = MessageDigest.getinstance("SHA-256");
} catch (NoSuchAlgorithmException e) {
throw new RuntimeException(e.getMessage());

try (FilelnputStream inputStream = new FilelnputStream(file)) {
while ((length = inputStream.read(buffer)) !=-1) {
sha256.update(buffer, 0, length);
}
return new BiglInteger(1, sha256.digest()).toString(16);
} catch (IOException e) {
throw new RuntimeException(e.getMessage());

}
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ST IREYAK/SK:
e  ACCESS_KEY: £ AMKSAccess Key, SKEXNAiEZS WIKENAK/SK,

e SECRET_ACCESS_KEY: feAMkSSecret Access Key, KBV 152 WIKEL
AK/SK,

o AIERRIakFIskEESEBHRERANEZEXG, BNERENHHERREER
SPENFN, ERIEE, WERLE.

o  ARBILLakFIsKRFERMEZ SR RILME M IS, BITAROIBHEIER
RSB ETEHUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,
FIE2 FKEregiontHXEE.,
1. BREERHS.
2. BARSmEALAFNBERE, T NRSIRPEE “FHHIEIE” .
3. ¥XEY “IREID” (PROJECT_ID)FN “IH " (REGION),

1-20 FREVIRA 1D FINE
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, BF ‘RESEM > BIENERS” , BUAHEAN “BRE

1-21 SREXEZHA ID

HEID = #S SRR SRS (= SUIEE TBE

=gEE defaut

AES_256
ENCRYPT_DECRYPT

RSA_4096
= e o EAER DEW 27 BR HEZRE
ENCRYPT_DECRYPT

6. IKEVZBEIRegionFEE(FRAIZIKTI S (ENDPOINT) ,

s 5 ( Endpoint ) BIEFAPIESEREE, REPRS AR XIHAVLRIHT S
B, MR AILHST S EaRSIRHT S,
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public class KmsEncryptFileExample {

private static final String ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_AK");

YRR

private static final String SECRET_ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_SK");

private static final String PROJECT_ID = "<projectld>";
private static final String REGION = "<region>";
private static final String KEYID = "<keyld>";

public static final String ENDPOINT = "<endpoint>";

public static void main(String[] args) throws IOException {
[ SRR
String encryptFilelnPutPath = args[0];
/] INEEES S ER1Z
String encryptFileOutPutPath = args[1];
/] BRI RE
String decryptFileOutPutPath = args[2];
/] 10z £
Map<String, String> encryptContextMap = new HashMap<>();
encryptContextMap.put("encryption", "context");
encryptContextMap.put("simple", "test");
encryptContextMap.put("caching", "encrypt");
/] FSEINERE
HuaweiConfig config = HuaweiConfig.builder().buildSk(SECRET_ACCESS_KEY)
.buildAk (ACCESS_KEY)

.buildKmsConfig(Collections.singletonList(new KMSConfig(REGION, KEYID, PROJECT_ID,

ENDPOINT)))
.buildCryptoAlgorithm(CryptoAlgorithm.AES_256_GCM_NOPADDING)
.build();
HuaweiCrypto huaweiCrypto = new HuaweiCrypto(config);
/] REZRA
huaweiCrypto.withKeyring(new
KmsKeyringFactory().getKeyring (KeyringTypeEnum.KMS_MULTI_REGION.getType()));
/] D&

encryptFile(encryptContextMap, huaweiCrypto, encryptFileInPutPath, encryptFileOutPutPath);

/] BB
decryptFile(huaweiCrypto, encryptFileOutPutPath, decryptFileOutPutPath);

}

private static void encryptFile(Map<String, String> encryptContextMap, HuaweiCrypto huaweiCrypto,
String encryptFilelnPutPath, String encryptFileOutPutPath) throws IOException {

// fileInputStream INZA/E SRS RIAIHIN TR

FileInputStream filelnputStream = new FilelnputStream(encryptFileInPutPath);

// fileOutputStream R34S R FR

FileOutputStream fileOutputStream = new FileOutputStream(encryptFileOutPutPath);
// D&

huaweiCrypto.encrypt(filelnputStream, fileOutputStream, encryptContextMap);
fileInputStream.close();

fileOutputStream.close();
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private static void decryptFile(HuaweiCrypto huaweiCrypto, String decryptFilelnPutPath, String
decryptFileOutPutPath) throws IOException {
[/ in TESTERS RIASEINGTR
FileInputStream filelnputStream = new FilelnputStream(decryptFilelnPutPath);
/] out MRS RAYEI LR
FileOutputStream fileOutputStream = new FileOutputStream(decryptFileOutPutPath);
/] =
huaweiCrypto.decrypt(filelnputStream, fileOutputStream);
fileInputStream.close();
fileOutputStream.close();
}
}

e TR

1.4 & Region BRINEZR

ISR

BRTSZ

HERegionINRE L IRSMEIERS, TABXIEIBRHTIIRERE, BRULAEE
ZIABIEIRSS ( Key Management Service, KMS ) SEIfERegionBRINMRES, {RIE
FEAAhT

é’lg?iﬁ%ﬁ\RegionE’\JKMSHE%H:.'IJ'EESZB%, REZPUAPEFE—1 R HEIRegionBIR]
SSRUINRERR

FERegionZ A T HFEA(EFZ M RegionRIEZAN— M UBINE , ERME—IEUE
BN, EERRERE, JIAMERINZESIEIERNERR, Wy LERARRE
A, IREERTRRFEES IS MNEZRAHERNAIBIRREER.

AR
BEFEFRLE: FESE.
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e SECRET_ACCESS_KEY: £ 9k SSecret Access Key, FKEXNGTiES WIREY
AK/SK,

o INEARakFIskEESEMCEFABRANZENE, BINELRENEFHENEST
ERENEFN, FHNRE, BiRZE,

o  KRBILLakFISkIFEEIME T EFRELMBMHIGIERA, BITAREAEHERERS
ISR B IS EHUAWEICLOUD _SDK_AKFIHUAWEICLOUD_SDK_SK,

T2 KElregionfBXEE

1. EREEEHS.

2. BAWREEIEALAHARZ, T NYIERPEE “BIEE

3. ¥XEY “IIEID” (PROJECT_ID)FN “IGE” (REGION),
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BEID = ®E AR EBHTERE (= SWIFE RE
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[ w————— g sHER fa =8 B HEDAE
80a2980-719b-400c-28c5. 32214932692 ENCRYPT_DECRYPT L cetault

s ftte
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= =meE %@ me | SEEAE
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public class KmsEncryptionExample {
private static final String ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_AK");
private static final String SECRET_ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_SK");

private static final String PROJECT_ID_1 = "<projectld1>";
private static final String REGION_1 = "<region1>";
private static final String KEYID_1 = "<keyld1>";

public static final String PROJECT_ID_2 = "<projectld2>";
public static final String REGION_2 = "<region2>";
public static final String KEYID_2 = "<keyld2>";

/| WEMZERIEE
private static final String PLAIN_TEXT = "Hello World!";

public static void main(String[] args) {
/] E=5RYIZ
List<KMSConfig> kmsConfigList = new ArrayList<>();
kmsConfigList.add(new KMSConfig(REGION_1, KEYID_1, PROJECT_ID_1));
kmsConfigList.add(new KMSConfig(REGION_2, KEYID_2, PROJECT_ID_2));
/] FSRINEERER
HuaweiConfig multiConfig = HuaweiConfig.builder().buildSk(SECRET_ACCESS_KEY)
buildAk(ACCESS_KEY)
.buildkmsConfig(kmsConfigList)
.buildCryptoAlgorithm(CryptoAlgorithm.AES_256_GCM_NOPADDING)
.build();
[ EREERIA
KMSKeyring keyring = new
KmsKeyringFactory().getKeyring(KeyringTypeEnum.KMS_MULTI_REGION.getType());
HuaweiCrypto huaweiCrypto = new HuaweiCrypto(multiConfig).withKeyring(keyring);
/] Iz £
Map<String, String> encryptContextMap = new HashMap<>();
encryptContextMap.put("key", "value");
encryptContextMap.put("context", "encrypt");
// N
CryptoResult<byte[]> encryptResult = huaweiCrypto.encrypt(new EncryptRequest(encryptContextMap,
PLAIN_TEXT.getBytes(StandardCharsets.UTF_8)));
/] 8=
CryptoResult<byte[]> decryptResult = huaweiCrypto.decrypt(encryptResult.getResult());
Assert.assertEquals(PLAIN_TEXT, new String(decryptResult.getResult()));
}
}

-

1.5 SNMaI{EEA KMS X33 {175 B2 IR IF

R FRizm=

SEREXH (HN: BR. BFREJEFEEMNSE ) FEAEHSEFEIIRE
T, APULMERKMSH XX HRER1TEE, BXERNTERTE/RERT
BT, BRYGEEhNEFEIETREREN.
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BIET R
1 FKEYAK/SK:
e  ACCESS_KEY: #£MkSAccess Key, FKEXVAIES IIKENAK/SK .

e SECRET_ACCESS_KEY: feAMKkSSecret Access Key, KBV iEZS WIKEL
AK/SK,

o AIERRIakFIskEEEEBHPERANEZEXE, BNERENHHERNREE

SPENFN, ERINEE, BELE.

o ARPIAakFIskiRFEMEZSPRILMBHIGIEASG], BITATRBIRNERER

WIMEPIREINETEHUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,

T2 RElregiontBXER:
o EREEIEHSE
T3 (FRKMSII X #HITEZHIOE

public class FileStreamSignVerifyExample {

* BRAIEES:

* - ACCESS_KEY: f£ =Mk =Access Key

* - SECRET_ACCESS_KEY: #£ 5= MKkESecret Access Key, BURMSE, BN IFE

* - IAM_ENDPOINT: 82 A=IAMBRSS A Im & imHbhE, ¥ B LR T R

* - KMS_REGION_ID: £/5Z=KMS3ZH5AYithe, 115 I KM St K MS 37 grithiag

* - KMS_ENDPOINT: 8 A=KMSHRSS a1 imibE 1 5 T 42 it it e um it

*/

private static final String ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_AK");
private static final String SECRET_ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_SK");
private static final String IAM_ENDPOINT = "https://<lamEndpoint>";

private static final String KMS_REGION_ID = "<Regionld>";

private static final String KMS_ENDPOINT = "https://<KmsEndpoint>";

public static void main(String[] args) {
/] FBREESRID,FEEEZARAIRE & SIGN_VERIFYRIZEA
final String keyld = args[0];
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signAndVerifyFile(keyld);
}

*k

* fERKMSI R TEZ NS

* @param keyld AP EZ4HID

*/

static void signAndVerifyFile(String keyld) {

/] 1 EBBREAZNAMEHER

final BasicCredentials auth = new BasicCredentials()
.withlamEndpoint(IAM_ENDPOINT).withAk (ACCESS_KEY).withSk(SECRET_ACCESS_KEY);

/] 23088 SDK, ENIMIEEERKMSIHaLimmE
final KmsClient kmsClient = KmsClient.newBuilder()
.withRegion(new Region(KMS_REGION_ID, KMS_ENDPOINT)).withCredential(auth).build();

/] 3. EBFEZRIG

// inFile fS&EZHIH

final File inFile = new File("FirstSignFile.iso");

final String fileSha256Sum = getFileSha256Sum(inFile);

/| ATERE, SERERPRE, BESENSZEE
final SignRequest signRequest = new SignRequest().withBody(
new
SignRequestBody().withKeyld (keyld).withSigningAlgorithm (SignRequestBody.SigningAlgorithmEnum.RSASSA
_PSS_SHA_256)
.withMessageType(SignRequestBody.MessageTypeEnum.DIGEST).withMessage(fileSha256Su
m));

final SignResponse signResponse = kmsClient.sign(signRequest);

// 5 3GIEEE
final ValidateSignatureRequest validateSignatureRequest = new ValidateSignatureRequest().withBody(
new
VerifyRequestBody().withKeyld (keyld).withMessage(fileSha256Sum).withSignature(signResponse.getSignatur
e())
.withSigningAlgorithm(VerifyRequestBody.SigningAlgorithmEnum.RSASSA_PSS_SHA_256)
.withMessageType(VerifyRequestBody.MessageTypeEnum.DIGEST));
final ValidateSignatureResponse validateSignatureResponse =
kmsClient.validateSignature(validateSignatureRequest);

/] 6 HEIHHEREER

assert validateSignatureResponse.getSignatureValid().equalsignoreCase("true");

}

* B HSHA2561HE

* @param file 34
* @return SHA256HZE, Base64t&T,
*/
static String getFileSha256Sum(File file) {
int length;
MessageDigest sha256;
byte[] buffer = new byte[1024];
try {
sha256 = MessageDigest.getinstance("SHA-256");
} catch (NoSuchAlgorithmException e) {
throw new RuntimeException(e.getMessage());
}
try (FilelnputStream inputStream = new FilelnputStream(file)) {
while ((length = inputStream.read(buffer)) !=-1) {
sha256.update(buffer, 0, length);
}
return Base64.getEncoder().encodeToString(sha256.digest());
} catch (IOException e) {
throw new RuntimeException(e.getMessage());
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R ERETERSS ( Cloud Secret Management Service, CSMS ) AILAESENEIAA

AT RS

o %ﬂgﬁ%ﬁm%,ﬁﬁﬁﬂ@ﬁﬁﬁﬁ%%%%ﬁﬁ%mm,E%HE&%F
YL,

o FHXISESHIRNL: HEHTATRRNSXEREREN, SHISFAEZER
M9,

o RUBRDMSOKEANSR, HHBRENER.
o EREEFHMARSEE. ERNAUGHISEXNIKSED, BalliEiElsH
BEFAEE, SEETRT: MIRESR. IPHIAROE,
(EREREEREIEE
TSOREN BT SR, FEBIAPIERERREREICHISIRE.

REAEERFEINKSREKMS AdministratorgiZ KMS CMKFullAccesstNfR, 115
TUDEWHIRETE,
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2 RS

2-1 EREFAE

\ @ @ @
> — L
€)
EHR EiREERS E=HNEER iR
iR :

B CEAFEERREEERS P EREHSSEAPIEIZ— N ERE, BREFHEEIEREE
KER (flan: HiEELE, w0, B3 ) .

$R2 SIERNRRERLIDEERER,

=
o

EREERSSEZERLE MeIZNEREFMHEIR

FI3 FREESERSOURABEEREN, BREEPREFNEREBIEEEIEAPIZ RG]
BN BRERFH

SH4 NAREFRDEIREENEREXER, ERXERZERERNTEERE.

CUEFEIEZEIYER API
R LORFLATAPI, BIIAPIBIZERRFEXASHEEREXERER.
APIZTR kA
B ENE BIEINER, HFESEREFAER
AIRIERRAS
HiaEE BRIEEERINER

BT APl EOCIZFIRENEaERE

1.

BEFEIAIEER

ACCESS_KEY: £ 9Mk=Access Key

SECRET_ACCESS_KEY: f2 k= Secret Access Key

PROJECT_ID: EA=BRIMBID, B2 REI=BRME .
CSMS_ENDPOINT: 2R CSMSHRSS AR IR, 1ESNEIRTIR

INERBRYakFIskERSEIRNIEHAERANZENGE, BNERENGTHER
BLEPENFN, ERINRE, BREE.

- ARG akFIskiRFENMR R EFRRELMSHIRIERM, ETAROIRNIESE
FEAMIMEFIZ EIMEZTEHUAWEICLOUD_SDK_AK#[
HUAWEICLOUD_SDK_SK.,
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2. BIEMEAREEER:
EEZFR: secretName
ZIRE: secretString
‘EIERRAME: LATEST_SECRET
EYEIRAS: versionld

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.csms.v1.CsmsClient;

import com.huaweicloud.sdk.csms.vl.model.CreateSecretRequest;

import com.huaweicloud.sdk.csms.v1.model.CreateSecretRequestBody;
import com.huaweicloud.sdk.csms.vl.model.CreateSecretResponse;
import com.huaweicloud.sdk.csms.vl.model.ShowSecretVersionRequest;
import com.huaweicloud.sdk.csms.v1.model.ShowSecretVersionResponse;

public class CsmsCreateSecretExample {

* ERAIHER:

* - ACCESS_KEY: £ 9kSAccess Key

* - SECRET_ACCESS_KEY: #£ 9Kk SSecret Access Key

* - PROJECT_ID: #A=B=IRAID i#1E W https://support.huaweicloud.com/productdesc-iam/
iam_01_0023.html

* - CSMS_ENDPOINT: A= CSMSERSS I Ia&imttttit 115 Whttps://support.huaweicloud.com/api-dew/
dew_02_0052.html

& % ;ﬁiﬁgﬂ'ﬂak%ﬂskES%E%M’CﬁE’:EPﬁ?EkE@I?i%MBﬁ, FENERENHHENRTEPEFM, (EREIT®
g\, E § o

* - ARBILAakFIskiRFEREZ EFREMS MM, ETARARIESEAMTEFRERETSE
HUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,

*/

private static final String ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_AK");

private static final String SECRET_ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_SK");

private static final String PROJECT_ID = "<ProjectID>";

private static final String CSMS_ENDPOINT = "<CsmsEndpoint>";

/| FBRE A ERRHIRAF BRI AId
private static final String LATEST_SECRET = "latest";

public static void main(String[] args) {
String secretName = args[0];
String secretString = args[1];

/] B EYE

createSecret(secretName, secretString);

/] B EERAE “latest” EMRAE “VI"EIGZFCIZEENS
ShowsSecretVersionResponse latestVersion = showSecretVersion(secretName, LATEST_SECRET);
ShowSecretVersionResponse firstVersion = showSecretVersion(secretName, "v1");

assert latestVersion.equals(firstVersion);
assert latestVersion.getVersion().getSecretString().equalsignoreCase(secretString);

}
* Bl
* @param secretName
* @param secretString
*/
private static void createSecret(String secretName, String secretString) {

CreateSecretRequest secret = new CreateSecretRequest().withBody/(

new CreateSecretRequestBody().withName(secretName).withSecretString(secretString));

CsmsClient csmsClient = getCsmsClient();
CreateSecretResponse createdSecret = csmsClient.createSecret(secret);

System.out.printf("Created secret success, secret detail:%s", createdSecret);

}
/**

SIAERRAN 14 (2024-11-18) WRIERE © HERRARBIRAT 39



HIEINZIRSS
EfESLE 2 FEEE

* IR SRR dE SRR AFE S
* @param secretName
* @param versionld
* @return
*/
private static ShowSecretVersionResponse showSecretVersion(String secretName, String versionld) {
ShowSecretVersionRequest showSecretVersionRequest = new
ShowSecretVersionRequest().withSecretName(secretName)
.withVersionld(versionld);

CsmsClient csmsClient = getCsmsClient();
ShowSecretVersionResponse version = csmsClient.showSecretVersion(showSecretVersionRequest);

System.out.printf("Query secret success. version id:%s",
version.getVersion().getVersionMetadata().getld());

return version;

}

/**

* SRENCSMSBRSS = P

* @return

*/

private static CsmsClient getCsmsClient() {

BasicCredentials auth = new BasicCredentials()

.withAk(ACCESS_KEY)
.WithSk(SECRET_ACCESS_KEY)
.withProjectld(PROJECT_ID);

return CsmsClient.newBuilder().withCredential(auth).withEndpoint(CSMS_ENDPOINT).build();
}
}

{sE A R TR RS E EE Mk S 025D
1. SREVEIESIERSHICSMS SDKAMKERARE
0T

<dependency>

<groupld>mysql</groupld>
<artifactld>mysql-connector-java</artifactld>
<version>XXX</version>

</dependency>

<dependency>
<groupld>com.google.code.gson</groupld>
<artifactld>gson</artifactld>
<version>2.8.9</version>

</dependency>

<dependency>
<groupld>com.huaweicloud.sdk</groupld>
<artifactld>huaweicloud-sdk-csms</artifactld>
<version>3.0.79</version>

</dependency>

2. EVHIERFEHEH BRI SEG:
TEULEBIN T

import com.google.gson.Gson;

import com.google.gson.JsonObject;

import com.huaweicloud.sdk.csms.v1l.model.ShowSecretVersionRequest;
import com.huaweicloud.sdk.csms.vl.model.ShowSecretVersionResponse;

import java.sql.Connection;
import java.sql.DriverManager;
import java.sql.SQLException;

[ BT ERERIREUEEAIEIEER SO
public static Connection getMySQLConnectionBySecret(String secretName, String jdbcUrl) throws
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ClassNotFoundException, SQLException{

Class.forName(MYSQL_JDBC_DRIVER);

ShowSecretVersionResponse latestVersionValue = getCsmsClient().showSecretVersion(new
ShowSecretVersionRequest().withSecretName (secretName).withVersionld("latest"));

String secretString = latestVersionValue.getVersion().getSecretString();

JsonObject jsonObject = new Gson().fromJson(secretString, JsonObject.class);

return DriverManager.getConnection(jdbcUrl, jsonObject.get("username").getAsString(),
jsonObject.get("password").getAsString());

}

2.2 WM E IR EIEARSS R AK&SK it B a)eR

EIREEE, IEREEERS ( Cloud Secret Management Service, CSMS) , 2—
e, O, BRSHANEERERS . BPSNBEFEIRREERS, €
. KR, B ﬂﬂJB?‘*?E BN SRR G RSN R —S1E, R0
RIEFiERIBBE X A B F 0 S MV EURE B EE LA RN PRI TR AV S IXBE o

RIFRimS
IRERIAER, BRI LEAKRSKITEE .
R FEJRIE

BIEFH—BHIANIERS (Identity and Access Management, IAM ) Xd28t-=ARSSSE
(Elastic Cloud Server, ECS) BIZHEIRENIGAT A B ZEARIRIPAK&SK,

THIR IR BT B 25 Ak A SEIEFNIRAT EIE, ABRF KA MR, 15]!1!]}33):'
B, IGRhAaEERABRIBEERFINES, el Es. Flit,
PAIECSEAIEFIAMZESE, (FECSSLBIRAIN FBFE R ol LAE A IGATAK&SK
+SecurityTokenigalCSMS, AEERFIGITHTZEE, BXEEIESIREL, BaTld
BETNFEEENEN.
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BFERAE

2-2 ECS HBRERIE

s
— EREECSEEMIR
BISECSERSEIE T =t b o
— EEEtAERTE
f_é—' EﬂﬁECS%EEﬂ#iEEi
= HERECSTpImIES
Eﬂiﬁﬁﬂa‘ﬁﬂ EAAPIEREIEEIAY

AK&SK+securitytoken

IGE EERIEICSMS

£TRIR
B RIS SHHIBECSHRURMIAMAIF A BEHECS AR B ESE .

RMES TR
ZB1 IAMEBIZEECSEIT.
1. BREEREHS.

2. Eaﬁﬁﬁ&@ﬂ — , %R ‘EES5UE > Ki—SMIAERS” , BAHAN ‘H
? R,

3. EEMNSHNS, &F ‘", #A ‘i M.
BEALAN “SIEEE .

5. TEEUER “CIBFIE XEED, HEWNSH. SHRPINER QIRERSEHR
AR

STRGRRA 14 (2024-11-18) IRRTE © ERRABIRAD 2


https://console.huaweicloud.com

HIEINZIRSS
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2 RS

6.
7.

2-3 BIEFHIE
EtER
Sitam sEws
- Z_—_Eig______ EE=T A== LA YRS
ZBE SRS ECS B2 EREE BMS -
oy
FT—= BN
= 2-1 QIERITSH0RB
SHBR SHLRAE
BRI EERENMNEIEETR. XL “ECS_TO_CSMS” A,
TR %R ‘RS .
=ARSS R “IMRIRSSEE ECS BEERSEE BMS” &
FLEAE) EERIEEATE), AR kR . “—X7 . “‘BENX .
iR (ol ) EEHIEER.

BE =27, #HA B mE.
BERNEAG LA “FERE” , IREFEFERIRIERIRILLER.
a. £ “HERE NEERESH, SHIFEUR FERESERBER.
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2-4 FhiEREE

& 2-2 FRRIRSEIRA

SHAWR SR

REREZFR BINREREZ TR
KBS | &R “IITRE” .

RERE e o
. RIRSS: R EEERRSCSMS” LUR B
ARSSKMS”
A3

{URIICSMSERSSINIRAT, AL SHIEOEAKMSAR .
"R IEEREANEERUR .

- SRR (TE) ¢ ML,
o HERE: BIVEEEE.
1588
aILUER ‘B RIRIREEE BIORERNER, B
CRINIRREEE” AR LUBERYERSER.
o PRI HIFEEE.
= ERE (TE) : BE REL , BRSM
G EEMY, ESENOE

SRERHEIA (FJiE ) MINZRESHEA

8. NEWRFEREE. IERKEE, BEF ‘T2 .
9. EEFENCEELE, BE “HBE” .

- PFERE: 5, IAMAFPTULURENRERIKSHIERIR, Sigkl
. KIFIREMNERRSZ TR,

- BEcWMB®E: #E, BPRIESSREREESWIRE SRR,
-  EEXEMERR: #BE, BRPRENREREEXEHIRBFHER.
EIB BFRIE (J0ECS_TO_CSMS) M FECSILf

o UNRECSILAIREIE, BEBENELEMZIRSZIZSRECEN “TIT” EFH
#EA9ZEIE (UNECS_TO_CSMS) o

o NRECSEAIELIE, BRI TRE:
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a. BERNEAEMN —, &F ‘I8 > BMRRSE ECS” , HN “BHRRS

= R,
b. PHEBEBMBEZITECSIHIN S , M “BAEE" RE.

¢ EEERT h, fm L BRI (JECS TO_CSMS) .
& 2-5 IEIFEIE

EERER
DEW

W3 IZTTEECSLBI RN FfE A PSRN E TGS EIERYAPI, BIBTIR1ERATFHECSMSAY
IRATAK&SK+SecrityToken,

1. FRERIGRSAK&SK(Security Key BRT ), IFIHISSINTEHERA

- URI
Jopenstack/latest/securitykey
- Ak
S5 GET iR
- IREHIERAE:
{
"credential":{
"access": "LDHZK30XXXXXXXXXXXXV",
"secret":"gyqcdzVXXXXXXXOXXXXXXXXXXXXXML6",
"securitytoken": "EL9FI2CE5GXXXXXXXXXXXXXXXXXXXXXnkcaoV",
"expires_at": "2022-07-14T12:09:24.147000Z"
}
}
(MR

B EENREIHIEFRY “access” . “secret” . “securitytoken” FAFiHIAICSMS,

" ECSEMEEZNSIRIGITET, NMHEREREENIGHEIZS. B¥.
2. {EAIGRRTAK&SK+SecurityTokenis[@CSMS,
- BEASIRBERRINT, FEEsLEREERS.
- BEREMIALEEER:

=  ACCESS_KEY: f£hMkSAccess Key, FRENAIES NIKENAK/SK

®  SECRET_ACCESS_KEY: #eAMKkSSecret Access Key, KRBV RiES Ik
EYAK/SK,

" JAEBRakFIskEESEIEPERAINZENK, BIISTE3REAIG
Afaccess. secret. securitytokenToHHTAMZ E; EFERIRES, B
EFEdEOEARRBEICSMSEIE
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B ARG AKFISKkRFERE L = PRILMEMDIIEAS, E1TAREIR]
BAEEAIAEDIZEIFETEHUAWEICLOUD_SDK_AKHI
HUAWEICLOUD_SDK_SK,

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.csms.v1.region.CsmsRegion;

import com.huaweicloud.sdk.csms.v1.*;

import com.huaweicloud.sdk.csms.v1l.model.*;

public class ListSecretsSolution {

public static void main(String[] args) {

* BREAEEE:

* - ACCESS_KEY: £ Ak SAccess Key

* - SECRET_ACCESS_KEY: %A MK S Secret Access Key

* - PROJECT_ID: #£A=B=IRBID 1# B R https://support.huaweicloud.com/productdesc-iam/
iam_01_0023.html

* - CSMS_ENDPOINT: £ 9 =CSMSRSS A a1 Rumtbit 1¥# 1% Whttps://support.huaweicloud.com/
api-dew/dew_02_0052.html

* - INERakIIskBEERSRIRIEFERANZENK, ENEREXHRERNEETEFENF
, (ERIEE, BEReE.

* - KRBl akFIskiRFEIMEE SR REIMBHIIERG, ETARGRIESLEAMREFEE
IMETEHUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,

*/

private static final String ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_AK");

private static final String SECRET_ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_SK");

String securitytoken = "<YOUR SecurityToken>";

String ak = System.getenv("CLOUD_SDK_AK");
String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk)
.withSecurityToken(securitytoken);

CsmsClient client = CsmsClient.newBuilder()
.withCredential(auth)
.withRegion(CsmsRegion.valueOf("cn-north-1"))
.build();

ListSecretsRequest request = new ListSecretsRequest();

try {

ListSecretsResponse response = client.listSecrets(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.getMessage();

} catch (RequestTimeoutException e) {
e.getMessage();

} catch (ServiceResponseException e) {
e.getMessage();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

}

}
}

-
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2.3 WM fEAEREEERS B R £ EE

AN EIMTES R TIERINEREIERSS, SHIEMERZEEN, LIBE
RARZ2EMIEREN. 58 IUNREHEMNERIIER,

ERRE

2-6 IEHILRIE

N /\\
— N,

EmRRRE TR

DB

EEEERS =I5 s
(CSMS)

AR BRI T :

EMERIEE, SRhEINMEASEH.

2. REIFERBWEIEHRE, SERFIEIERE, BRERRIRAESPILA
5, BEESERENRBENIRAEANEREF.

3. NFREFEREEERAPI/SDKIRE G EREMRA .

FTREEERSNEABREZEENY, BEREPFRFHEREBIEREEIEAPIZEM
RO R

5. NARFRNEIBEENERIENER, CRMEBREREFNSR (MEE. R
SHREF) , EHEBREN, FEERHERXYBERYSRIE T,

LREH
o [XiFE L&AZIEEEIRS (CSMS) ,
o [XiFE &R ITIERES ( FunctionGraph) .
=
1 ERSEEFHE
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$H3 AENSHEIRR “&E” , HAZERE.

SR4 B “QEFRT , #A "SIRER A, NE EERNR, HESH, SR
AREN=R EIREFESERIBATR.

‘BESEE > F—BMAERS @A ‘AR &

2-7 BIEEIE

EEERwR RotateSecurityPassword
megm OFEFS

= E_L:E%; n e PR RS T n SR B A ==
=RSE BT L{ER FunctionGraph -
FERAETE Feld, v
fek AT 4R a2 En

124255

& 2-3 SEEIESERA

2% BCEiAE

FHEEMW AaTEEN .

T %R “mIRS

=iRSS %% “FunctionGraph”

FFEEATIE) EELI#Z@FH%;:&’&IEO MR FERAS T, i
IR KR

A BEN .

W5 B ‘L7, BEATIEENRA.
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£IR6 ARFEIRNREITIERB “CSMS FullAccess”

2-8 JEREINR

$B,T B8F ‘T2, RBEVSFT2RFECEE.

2-9 EERIFIEE

(v) =

@ =E=iETEE

O EESTCTEEEN, SAETATERE EETCRMGEN, TETER. TRIARRSNIRARER S ENEEsE

SIS B RS, EITOERMT.
R

Ellie LA EL Pt
SE BREWHE

$ER2 %EEBiEE@JE’J —, ®&F g HRETAER

N

“KMS CMKFullAccess” R o

\#)\ “

RETER

SB3 SEREA LA OIERET , HEACRRHTNE, WNE IRREAR, EE5S

#, SHRBPNE ENMERSHEEFT.

SMASRRAS 14 (2024-11-18) WRINPTE © HERIRARBIRAE)

49


https://console.huaweicloud.com

HIEINZIRSS
L

2 FIEEE

2-10 BIEEEE

bl
k

E7ar @
‘P;.‘tfnn"ai_ - : - EEryinonEHFEISE
* 2-4 EXEESHRE
B8H BLE iR
X1 R RHEPERIX I
=] R RHEPERIINE -
EREIZTR BEMREZIR.
FIEAR TR RIEFENEIE AR,
I IRE MREEHBERWINE, EERFEERINEERIEIR
SIS
ZZD% ZARFHBEEWIRE, EHERARER ‘I IR
, JEENNSIZSH. wmﬁLmﬂﬁE,%%
%&Dﬁlﬁiﬁn’#‘lﬂﬁﬁlﬁ‘”@ﬂ&%o
I={THS EEAXRREERHINES, SRIFFERPython# T
ETT =
5EA
{XZ45EAPython 3.6, 3.9. 3.10kRA.
TH4 B ‘CIERE , EARSEERT.
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SIS BE "RE ME, AEMSHERE ‘MERE” . BE “FIRREE" , %
SRETRIMEEE, SHIRPNR ENMEESEMENT. MITHERE ‘R

=

x2-5 NIELERE

2% EcEiAA =~
region IME&R, tbandbm=PU3dRz: cn-north-4, 8% | cn-north-4
RNEGLEHRBFE, T FMIEREERNEIE,

BlaJ&E&regionfE 2.
secret_name | fFECEERYIERERTR rds-

1588
HieRISTA IR EERE. BNESNeIZRER.

functionGraph-
rotate

secret_conte

EENEREERNE, FHMHEE, tha:

{"password":"p

nt {"password":"password_placeholder"}EL
password_placeholder s 50z%F, BHHEHITHE
¥&password_placeholderZia N ERNLEE
1B, FEERENNSERENERT.
Ptz
HERRIRNBPEFES NS, SERSIER
FROREITER

ZHKE, oli%eEs-128, BiAA16, 16

assword_place
holder"}

password_le
ngth

EAOARTL, HSISPUM, aliE, BAAJ92: 2
1. BEHFMFH;

2. ’t;lé\éﬁl? FEIMFHFRS (~@#%N-_=
+?) ;

3. REEHF,;

4. REEFHE,

password_fo
rmat

£R6e BE ‘R T, AEHEEOPMNNTEDICHERE, TRERE “‘&F7 .
# -*- coding:utf-8 -*-
import json
import secrets
import string
import requests
import inspect

def handler (event, context):

global secret_content

global password_length

global password_format

global kms_endpoint

global region

global secret_name

global headers

region = context.getUserData('region')

secret_name = context.getUserData('secret_name')

password_length = 16 if context.getUserData('password_length') is None else
int(context.getUserData('password_length'))

password_format = 2 if context.getUserData('password_format') is None else
int(context.getUserData('password_format'))

SIAERRAN 14 (2024-11-18) WRIERE © HERRARBIRAT 51


https://support.huaweicloud.com/usermanual-dew/dew_01_2002.html

HIEINZIRSS
S 2 FEEE

secret_content = context.getUserData('secret_content')
headers = {
'Content-Type': 'application/json’,
'x-Auth-Token': context.getToken()
}
try:
new_content = replace_old_content(secret_content)
# check region, if pass, return kms endpoint
kms_endpoint = check_region(region)
return update(context, new_content)
except Exception as e:
print("ERROR: %s" % e)
return 'FAILED'

# replace "password_placeholder" in secret_content by new password
def replace_old_content(content):
while content.find("password_placeholder") !=-1:
password = generate_password()
while password.find("password_placeholder") !=-1:
password = generate_password()
content = content.replace("password_placeholder", password, 1)
return content

def generate_password():
special_chars = "~|@#%A\*-_=+?"
# password format(default is 2):
# 1.support letters and digits; 2.support letters, digits and special chars(~!@#%/\*-_=+7);
# 3.only support digits; 4.only support letters
format_mapping = {
1: string.ascii_letters + string.digits,
2: string.ascii_letters + string.digits + special_chars,
3: string.digits,
4: string.ascii_letters
}
if password_length < 8 or password_length > 128:
raise Exception("invalid password_length: %s, the password length range must be between 8-128." %
password_length)
try:
support_chars = format_mapping[password_format]
password = ".join([secrets.choice(support_chars) for _ in range(password_length)])
return password
except:
raise Exception("invalid password_format: %s." % password_format)

def check_region(region):

endpoint_mapping = {
‘cn-north-1": 'cn-north-1.myhuaweicloud.com’,
'cn-north-2": 'cn-north-2.myhuaweicloud.com’,
'cn-north-4": 'cn-north-4.myhuaweicloud.com’,
‘cn-north-7": 'cn-north-7.myhuaweicloud.com’,
‘cn-north-9': 'cn-north-9.myhuaweicloud.com’,
'cn-east-2" 'cn-east-2.myhuaweicloud.com’,
'cn-east-3" 'cn-east-3.myhuaweicloud.com’,
'cn-south-1": 'cn-south-1.myhuaweicloud.com’,
'cn-south-2": 'cn-south-2.myhuaweicloud.com’,
'cn-southwest-2": 'cn-southwest-2.myhuaweicloud.com’,
'ap-southeast-1": 'ap-southeast-1.myhuaweicloud.com’,
'ap-southeast-2": 'ap-southeast-2.myhuaweicloud.com’,
'ap-southeast-3'": 'ap-southeast-3.myhuaweicloud.com’,
'af-south-1": 'af-south-1.myhuaweicloud.com’,
'la-north-2": 'la-north-2.myhuaweicloud.com’,
'la-south-2": 'la-south-2.myhuaweicloud.com’,
'na-mexico-1": 'na-mexico-1.myhuaweicloud.com’,
'sa-brazil-1": 'sa-brazil-1.myhuaweicloud.com'

}

try:
endpoint = endpoint_mapping[region]
kms_endpoint = '%s.%s' % (‘kms', endpoint)
return kms_endpoint
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except:
raise Exception("invalid region: %s" % region)

def check_csms_resp(resp):

if resp.status_code in (200, 201, 204):
return

caller_function_name = inspect.stack() [1].function

json_resp = json.loads(resp.text)

if 'error_msg' in json_resp:
error_message = 'function:%s , reason: %s' % (

caller_function_name, json_resp['error_msg'])

raise Exception(error_message)

error_message = 'function:%s , reason: %s' % (
caller_function_name, resp.text)

raise Exception(error_message)

def update(context, new_content):
project_id = context.getProjectID()
url = 'https://%s/v1/%s/secrets/%s/versions' % (kms_endpoint, project_id, secret_name)
payload = {'secret_string': new_content}
payload = json.dumps(payload)
resp = requests.post(url, headers=headers, data=payload)
check_csms_resp(resp)
return 'SUCCESS'

-
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o IHOEIERE ., FIRCIHEIASHIREIEEIERE:, KiREMMEEERHRERE.
o IFIRIFHAFPEIE—HPKFIRSS, BAINLABFEMEBIHENRARE . RS
BEAITFHAFRESESEENER, (BERARLTECIBEMARRENARZ.
o RIEFECIZABR, AR,
o LIXBEAWMAZRBHAR, MARIINBEEFRURESINEREERSHIE
REL, XMERNARPAEETNERRNEE,
LR
R AEERFEIKSHEKMS AdministratorggZ KMS CMKFullAccesstifR, 1¥#15
WDEWHREE.
HRiEiRA API
EaILURARLLTAPI, EAMETERICHE,
APIZTR 15488
BIEEIERA CIFAY SRR A o
EREREREASEREE BRI E 2R AHEI88
NEYEE,

B SERR ARG
1. ESEATEHE, R MER FENAREE.
2. IEEEEMINEEE.

ACCESS_KEY: £2 95 Access Key

SECRET_ACCESS_KEY: £ Ak=Secret Access Key

PROJECT_ID: #£A=B=IRBID, BE2NENEBHARE .
CSMS_ENDPOINT: ££3=CSMSERSShiIRinitbtll , iS5 NERT M.
INERBYakFIskEIEERRBHERANZEXEG, BNERENXHHERR
BTERENGEN, [FRNESR, BIREE.

ARBILAakFIskRFEME R EPRLMBMIIENF], BITAREIENESE
EARMIEIR B EHUAWEICLOUD_SDK_AK#
HUAWEICLOUD_SDK_SK.

3. HITERPERELE.
MRS

FREN: LARERGEZERER.

FTREAT: EHRESGEZEREPRREFE.
FEMRAId: LhREFeeEEREBITENEREID.
EYERRA: LATEST_VERSION

import com.huaweicloud.sdk.core.auth.BasicCredentials;
import com.huaweicloud.sdk.csms.v1.CsmsClient;
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import com.huaweicloud.sdk.csms.v1l.model.CreateSecretVersionRequest;
import com.huaweicloud.sdk.csms.vl.model.CreateSecretVersionRequestBody;
import com.huaweicloud.sdk.csms.vl.model.CreateSecretVersionResponse;
import com.huaweicloud.sdk.csms.vl.model.ShowSecretVersionRequest;
import com.huaweicloud.sdk.csms.vl.model.ShowSecretVersionResponse;

public class CsmsSingleAccountExample {
/**
* BREAEEE:
* - ACCESS_KEY: #£9MkSAccess Key
* - SECRET_ACCESS_KEY: %A MK S Secret Access Key
* - PROJECT_ID: #£A=B=IRBID i# 1B R https://support.huaweicloud.com/productdesc-iam/
iam_01_0023.html
* - CSMS_ENDPOINT: £ =CSMSRSS A a1 Rumtbit 1 1% Whttps://support.huaweicloud.com/
api-dew/dew_02_0052.html
* - INERakIIskBERSRIRIBFERANZENK, ENERENHHENEETEFENF
8, ERIERE, BEREE.
* - KRBl akFIskiRFEIMEZ SR REIMB M IIERG, ETARGRESLEAMREFRE
METEHUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,
*/
private static final String ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_AK");
private static final String SECRET_ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_SK");
private static final String PROJECT_ID = "<ProjectID>";
private static final String CSMS_ENDPOINT = "<CsmsEndpoint>";
/| RS A ERRFMRAFEIRA
private static final String LATEST_VERSION = "latest";
public static void main(String[] args) {
String secretName = args[0];
String secretString = args[1];
singleAccountRotation(secretName, secretString);

}

*k

* ERCHE- IR SRR

* @param secretName EIEZFR
* @param secretString EIEAE
*/
private static void singleAccountRotation(String secretName, String secretString) {
[ BFIRERIT SR EIREIERS
createNewSecretVersion(secretName, secretString);
/] B ERRA “latest” ENRIRITRAERE
ShowSecretVersionResponse secretResponseByLatest =
showSecretVersionDetail(secretName, LATEST_VERSION);
assert secretResponseByLatest.getVersion().getSecretString().equals(secretString);

}

/**

* B EHERA

* fﬁﬁﬂﬁ%ﬁﬁmﬁﬁﬁgﬁﬁiﬁuﬁﬁHﬁZE, FEFBRIAESYSCURRENTHR AR IB B BT EUEE
HIAR

* @param secretName EIEZIR
* @param secretString EIEAE
* @return
*/
private static CreateSecretVersionResponse createNewSecretVersion(String secretName,
String secretString) {
CsmsClient csmsClient = getCsmsClient();

CreateSecretVersionRequest createSecretVersionRequest = new
CreateSecretVersionRequest()
.withSecretName (secretName)
.withBody(new CreateSecretVersionRequestBody().withSecretString(secretString));

CreateSecretVersionResponse secretVersion =
csmsClient.createSecretVersion(createSecretVersionRequest);

System.out.printf("Created new version success, version id:%s",
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secretVersion.getVersionMetadata().getld());
return secretVersion;

}

*k

* IS ERAER

* @param secretName EEERSHR
* @param versionld ZifERRASId
* @return
*/
private static ShowSecretVersionResponse showSecretVersionDetail(String secretName, String
versionld) {
ShowSecretVersionRequest showSecretVersionRequest = new
ShowSecretVersionRequest().withSecretName(secretName)
.withVersionld(versionld);
CsmsClient csmsClient = getCsmsClient();
ShowSecretVersionResponse secretDetail =
csmsClient.showSecretVersion(showSecretVersionRequest);
System.out.printf("Query latest version success. version id:%s",
secretDetail.getVersion().getVersionMetadata().getld());
return secretDetail;

}

/**

* $RENCSMSERSS &= i

* @return
*/
private static CsmsClient getCsmsClient() {
BasicCredentials auth = new BasicCredentials()
.withAk(ACCESS_KEY)
.WithSk(SECRET_ACCESS_KEY)
.withProjectld(PROJECT_ID);
return
CsmsClient.newBuilder().withCredential(auth).withEndpoint(CSMS_ENDPOINT).build();
}
}

2.4.3 AP EIE RS

B
WAFRRIERIEE— T RREPFERR B MRENER .
plan: SNAREFEERITSTREN, MRSERRERAFKER, BBABEENRF

ERMEH ERERENEIEFSHILENARKAIER, XiFEHMEEERANAA
TARECIRIRES o

EEEE—NKSHUAIMInBEIRBIFEFHER user1 . user2 BFPRIKSERS, Bt

FRIE— M EREHFERFuser IS 5215, 18 Suserl/password1, BITHIERE

EhRAV28J3Z2user2, FHEFRFuUser2BIKSZHS, icHuser2/password2, {Efluserl

MZfE, BEEEMYERIRAV3, iZHuserl/password3, ELINTEERICIREIZEFRAY
FIRBMRAVIET, NBREFSSAEFERNEINEREIRAV2REEE . —BEREIRAV3IE

B, WIS EFNS, LUMENBEFFERERRAVIREUSE .

LRFM

REAEERFENKSREKMS AdministratoragiZ KMS CMKFullAccesstNfR, 115
TWDEWRRETE,

R TERY AP
fEEILUBRALA AP, EAIEITERISIR .
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B ERERA BUEEFTRYERARA
HREERESERE EAEEEREMRARE BARARIEA
XERE.
B ERRAIRES B ERIRAIRE,
BHRERRAIRES BITEEN ERR AR SIFCHRA S

XU S AR AR A

1. BY

hniEEe, EREERKSIE—EE, FELERRE.

2. HEFEMIALEEE.

ACCESS_KEY: £2 55 Access Key

SECRET_ACCESS_KEY: £ 95 Secret Access Key

PROJECT_ID: HEA=BRIRBID, BE2NENEFRINE .
CSMS_ENDPOINT: 2R CSMSHRSS AR IHREIE, 1ESNEIRTIR
INERRYakiIskBEZRSEIRBHERANZEXE, BNEREXHHER
BTERENEFN, [FRNEER, BIFEE.

BB ISKIRFERNEZ =R BHICIEAR, BT ARREIRNEST
EARIAERIZEIMETEHUAWEICLOUD_SDK_AKFH
HUAWEICLOUD SDK_SK,

3. TR ERRHE.
EMLED -

EREEM: EAREHERNERZR.

FREAE: LH=EHaIENEERRREIE.
FHERARI: EHREHEEIEEERBITERERID,
EYEARAN: LATEST_VERSION

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.csms.v1.CsmsClient;

import com.huaweicloud.sdk.csms.v1l.model.CreateSecretVersionRequest;
import com.huaweicloud.sdk.csms.vl.model.CreateSecretVersionRequestBody;
import com.huaweicloud.sdk.csms.v1l.model.CreateSecretVersionResponse;
import com.huaweicloud.sdk.csms.v1l.model.ListSecretStageRequest;

import com.huaweicloud.sdk.csms.v1l.model.ListSecretStageResponse;

import com.huaweicloud.sdk.csms.v1l.model.ShowSecretVersionRequest;
import com.huaweicloud.sdk.csms.v1l.model.ShowSecretVersionResponse;
import com.huaweicloud.sdk.csms.vl.model.UpdateSecretStageRequest;
import com.huaweicloud.sdk.csms.v1l.model.UpdateSecretStageRequestBody;

import java.util.Collections;
import java.util.List;

public class CsmsDualAccountExample {

* BRAIEES:

* - ACCESS_KEY: 95 Access Key

* - SECRET_ACCESS_KEY: #£ 5k SSecret Access Key

* - PROJECT_ID: #A=F=IRAID i#1EWhttps://support.huaweicloud.com/productdesc-iam/
iam_01_0023.html

* - CSMS_ENDPOINT: A= CSMSERSS I Ia&imttit 115 Whttps://support.huaweicloud.com/

NHShRA 14 (2024-11-18)

WRIERE © HERRARBIRAT 58


https://support.huaweicloud.com/api-dew/CreateSecretVersion.html
https://support.huaweicloud.com/api-dew/ShowSecretVersion.html
https://support.huaweicloud.com/api-dew/UpdateSecretStage.html
https://support.huaweicloud.com/api-dew/ShowSecretStage.html
https://support.huaweicloud.com/usermanual-dew/dew_01_9993.html
https://support.huaweicloud.com/api-iam/iam_17_0002.html
https://support.huaweicloud.com/api-dew/dew_02_0050.html#section2

HIEINZIRSS
L 2 FEEE

api-dew/dew_02_0052.html

* - INERakIIskBERSRIRIBFERANZENK, ENEREHHENEETEFENF
, (ERIEE, BERLE;

* - ARBILAakFIskiRFEREZ EPREMSMIGIERM, ETARABIESEAMIFEFIRE
HEZEHUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,

*/

private static final String ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_AK");

private static final String SECRET_ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_SK");

private static final String PROJECT_ID = "<ProjectID>";

private static final String CSMS_ENDPOINT = "<CsmsEndpoint>";

/| RS A ERRFMRAIFEIRA

private static final String LATEST_VERSION = "latest";

private static final String HW_CURRENT_STAGE = "SYSCURRENT";
private static final String HW_PENDING_STAGE = "HW_PENDING";

public static void main(String[] args) {
String secretName = args[0];
String secretString = args[1];

dualAccountRotation(secretName, secretString);

}

* R UK SRR

* @param secretName

* @param secretString

*/

private static void dualAccountRotation(String secretName, String secretString) {
[/ IS EE X MRAKSHIFRAERE, BRUNEENSRSANKSERS,
CreateSecretVersionResponse newSecretVersion =

createNewSecretVersionWithStage(secretName,
secretString, Collections.singletonList(HW_PENDING_STAGE));

String versionld = newSecretVersion.getVersionMetadata().getld();

/] BIEFIEE pending 2 EHIEX

ListSecretStageResponse listSecretStageResponse = showSecretStage(secretName,
HW_PENDING_STAGE);

assert listSecretStageResponse.getStage().getVersionld().equals(versionld);

/| EEHRSANKSERLG, RSEFRAEBIRAIRSEFH/SYSCURRENT, ZE1IHHE
BINEMETERS S, EXiAE S atestifd,
updateSecretStage(secretName, versionld, HW_CURRENT_STAGE);

// LERTIEIS "atest " MRAVKEEARITMRAEE, STRNIKSERERE.
ShowSecretVersionResponse secretResponse = showVersionDetail (secretName,
LATEST_VERSION);

assert secretResponse.getVersion().getSecretString().equals(secretString);

}
/**
* B EHRERA

*ERBRE YRS S RINERRA, BFEASIESYSCURRENTHRAIRSISEF AR A ENE

* @param secretName

* @param newSecretVersionText

* @param stagelList

* @return

*/

private static CreateSecretVersionResponse createNewSecretVersionWithStage(String

secretName,
String newSecretVersionText,
List<String> stagelList) {
CsmsClient csmsClient = getCsmsClient();

[ R E R IR SRR

CreateSecretVersionRequest createSecretVersionRequest = new
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CreateSecretVersionRequest()
.withSecretName (secretName)
.withBody(new CreateSecretVersionRequestBody()
.withSecretString(newSecretVersionText)
.withVersionStages(stageList));

CreateSecretVersionResponse secretVersion =
csmsClient.createSecretVersion(createSecretVersionRequest);

System.out.printf("Created new version success, version id: %s",
secretVersion.getVersionMetadata().getld());

return secretVersion;

}

* RN SIERISE R A

* @param secretName

* @param versionld

* @param newStageName

*/

private static void updateSecretStage(String secretName, String versionld, String
newStageName) {

UpdateSecretStageRequest updateSecretStageRequest = new
UpdateSecretStageRequest().withSecretName(secretName)
.withStageName(newStageName).withBody(new

UpdateSecretStageRequestBody ().withVersionld(versionld));

CsmsClient csmsClient = getCsmsClient();
csmsClient.updateSecretStage(updateSecretStageRequest);

System.out.printf("Version stage update success. version id:%s, new stage name:%s",
versionld, newStageName);
}
Kk
* BiEERA TR
* @param secretName
* @param versionld
* @return
*/
private static ShowSecretVersionResponse showVersionDetail(String secretName, String
versionld) {
ShowSecretVersionRequest showSecretVersionRequest = new
ShowSecretVersionRequest().withSecretName(secretName)
.withVersionld(versionld);

CsmsClient csmsClient = getCsmsClient();
ShowSecretVersionResponse secretDetail =
csmsClient.showSecretVersion(showSecretVersionRequest);

System.out.printf("Query latest version success. version id:%s",
secretDetail.getVersion().getVersionMetadata().getld());
return secretDetail;

}

* BIEERAIREFE
* @param secretName
* @param stageName
* @return
*/
private static ListSecretStageResponse showSecretStage(String secretName, String
stageName) {
ShowSecretStageRequest showSecretStageRequest = new ShowSecretStageRequest()
.withSecretName(secretName).withStageName(stageName);
CsmsClient csmsClient = getCsmsClient();
return csmsClient.showSecretStage (showSecretStageRequest);
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}

/**
* FRENCSMSBRSS = i
* @return
*/
private static CsmsClient getCsmsClient() {
BasicCredentials auth = new BasicCredentials()
.withAk(ACCESS_KEY)
.WithSk(SECRET_ACCESS_KEY)
.withProjectld(PROJECT_ID);
return
CsmsClient.newBuilder().withCredential(auth).withEndpoint(CSMS_ENDPOINT).build();
}
}
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BEURE ARG
1. BESEMAEEE:
- ACCESS_KEY: #£AMkSAccess Key, KRB IES WIKENAK/SK,
- SECRET_ACCESS_KEY: f£9MkSSecret Access Key, SRERATIEES WIKEY
AK/SK,
- PROJECT_ID: B=IREID, FKENARIEE WIRBIREID,
- I;MS_ENDPOINT: HLREKMSIRSSIHIELInHEIE, SRENSIES &R TS

- ANEBRakFIskEESERBHERANLZENK, BINEREXHFHER
IBTERENGFN, FRNERE, BREE.

- ARBILAakFIskiRFEREZEFRRIIMEMHIIERGI, BITARBEIENES
EAMIERIRERETEHUAWEICLOUD_SDK_AKZH[
HUAWEICLOUD_SDK_SK,

2. IEEUREHED
import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.auth.|Credential;
import com.huaweicloud.sdk.core.exception.ClientRequestException;
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import com.huaweicloud.sdk.kms.v2.model.EncryptDataRequest;
import com.huaweicloud.sdk.kms.v2.model.EncryptDataRequestBody;
import com.huaweicloud.sdk.kms.v2.KmsClient;

public class KmsEncryptExample {

private static final String ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_AK");

private static final String SECRET_ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_SK");
private static final String KMS_ENDPOINT = "xxxx";

private static final String KEY_ID = "xxxx";

private static final String PROJECT_ID = "xxxx";

private static KmsClient KmsClientInit() {
ICredential auth = new BasicCredentials()
.withAk(ACCESS_KEY)
.withSk(SECRET_ACCESS_KEY)
.withProjectld(PROJECT_ID);
return KmsClient.newBuilder()
.withCredential(auth)
.withEndpoint(KMS_ENDPOINT)
.build();
}

public static long getWaitTime(int retryCount) {

long initialDelay = 200L;

return (long) (Math.pow(2, retryCount) * initialDelay);
}

public static void encryptData(KmsClient client, String plaintext) {
EncryptDataRequest request = new EncryptDataRequest().withBody(
new EncryptDataRequestBody()
.withKeyld(KEY_ID)
.withPlainText(plaintext));
client.encryptData(request);

}

public static void main(String[] args) {
int maxRetryTimes = 6;
String plaintext = "plaintext";
String errorMsg = "The throttling threshold has been reached";

KmsClient client = KmsClientlnit();
for (inti = 0; i < maxRetryTimes; i++) {
try {
encryptData(client, plaintext);
return;
} catch (ClientRequestException e) {
if (e.getErrorMsg().contains(errorMsg)) {
try {
Thread.sleep(getWaitTime(i));
} catch (InterruptedException ex) {
throw new RuntimeException(ex);
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