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ElasticsearchBVIR(ELSIRER, RESREURERINSOIEES, BAES IR
Elasticsearch&EEHEE .
i9iE (Filter) : &R =Logstash I EIRHITIERFNEEE
@i (Output) : A= LogstashiEEIERIBRIBRRE, WEIT
Elasticsearch,
R EHEXR, JLURFEESHIETBIZSHIETE.
o ZEHIEFE: FEMLogstashiHfTESHIETRE, EHTIBVIHFEEMHIRE
EEMmE.
o IESHIEITE: BidlogstashEiEBIZEEE, JURTIBAIEEFERINESIH
B, W iEERTFEESERS RSN HIRLI AR ERIT=.
BRINE
o ShAFEEMY: ERTAREIRAAIEasticsearchEERHITFE
° Egﬂgﬁiﬁﬁiiﬁgﬁi LogstashSZ it EIXEIRIE, AILAKIBERSHIETEHY
3( >—|—<o
o HERILHEAR: FlfsliceHRBLHA, TLURSHBETRANREMMRE, LH
EEEEREEIERT .
o BLERME: £hxlogstashPIECEENEEREM, BidhcE(HRIrISLIEIER
WA BRI
o RAMIFURLLIEINGE: LogstashWEB T EEHNTIESE, TLETEIRESRIIHIE
HITER. BIRHNES.
o  IBANTREIREE: BIBWSEX, IR EBRFEETBNESITE, MIEFE
{ERFNERBATIE] .
£9RPRE!
o ERuTRIIIED, RERARSIZUBRTEHENN, BNESSETREARERTH
B ErERIERS A —H.
o EHRIFERIEMEZEE,
- WNERREERE. LogstashFIBIREERHEARRIVPC, NIFEBELITIEVPCMLEZEEIINT
FiHE ., BNMREES INEEEEN .
- WERZEB#EElasticsearchERAIFBELE N, WEJLUBZ 5B EElasticsearch
R RCE A MBI TE ML,
-  WRZEFE=FElasticsearchEBFTFREL N, WFEEEZEWAEEIES
ILEER=RIVPNIBIES E 4 .
BUIRSRY

iEElasticsearchEEE$F1 B #RElasticsearchEEEH M FRI IR .
MIAERINES ISR “_source” ,

ERFZRSIAY “ _source” BMARFEHY. H1TEp<SGET {index}/_search, ZiR[O]
NS EEERE “ source” EEREREFE.
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ISIFEERFRIRIMLRIEE M, . I8iELogstashFIiEE lasticsearchE&EB¥HYE@ L
{$FALogstashiFFS &R

- EERIRYESEERRIETEMNZSR, EFERLogstash£EER

SERTHUE

- EEERERSHIENEIELR MY ERSERNIAS, #HiE#EMLogstash
IBEITFEREIE.
6. MEMlLogstashfEEf: HERNTIETME, BMATEMLogstashEEEE,

¥#BY Elasticsearch 8482
X ERRl, SRRV ENERER, ATERETBES.

% 1-2 EEFEV Elasticsearch EEEH=E

ERESRE BHIOEE SRENTS =
B | ez o JEEBHNEIR o FRENEBEESHRHLAME
Bt %astlcsearch;"‘i< o TEEEEAUISIMEHE WHES W3,
o piEEERNArgn | ¢ BUSTERERERR
T ({REDERES S
%)
=3 o JEEBHNEIR BRI SIREN.,
Eipsticsearchi® | o ygsksRyARIBIEL AL
o HITELEEIF S
B ((REZLERES
%)
B=R | e RERHOER B R IRS SRR,
g;fs“csearChﬂ< o JEREEBIAGISITELH
o BITEERRPEH]
B ((NREEEES
%)
BiT |40% e BEERMIOSGL | o SEUSIMANASI.
= 55““%“m=--wwaﬁ$ﬁmmpz o FAPSIEEEREAR
W%ﬁ(ﬂﬁéﬁﬁ% SETERIKEY,
®

IREERFRIKIEARE, SREEEHNHLRAARE, LAMI M EINaEREEE I =Elasticsearch&s

BFRYER.
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. BRoERRSEEEHES.
2. TEAMSZER=EIE “SEBEETE > Elasticsearch” o
3. fEElasticsearch&&$513, SRENEEEFAFRFNAaItEL

= Py =
1-2 SREREEEHE R
SERID FEHRD SRS (22 UERINE & 2UIFE PR

css
® 78 2024/07/19 10:08:29 Gl default 192.168.0.130:9600,192..).
d6e2aB884-d6Ba-4

EFITFER®IE
SUIEECSHES VBT TEFMA
1. tlEmM=ERSSE2ECS, AT EERTHIE.

a. BUEEMRIRSSESECS, ECSHEEEZFELINUXRS, MIZEREFE2V4G, BHICSS
IREHERER— N EIFABE = T 2AF,
b. MIXECSFIIREERE. BEFRERIAERM .

= ECS}M-}ﬁé\curl http:// {ip}:{port}liliEEHE, =HiREI2008F, NZFRR

BE25EE .
IPRIEERFIERER AL ; portRiROS, BRIAR9200, SLAERFT
BTlﬁD?jjI&o

curl http://10.234.73.128:9200 # BINSERRAIIPHELE, IHAMXLAIFZR SRR 2501,
{

"name" : "es_cluster_migrate-ess-esn-1-1",
"cluster_name" : "es_cluster_migrate",
"cluster_uuid" : "1VbP7-39QNOx_R-IIXKKtA",
"version" : {

"number" : "6.5.4",

"build_flavor" : "default",

"build_type" : "tar",

"build_hash" : "d2ef93d",

"build_date" : "2018-12-17T21:17:40.758843Z",

"build_snapshot" : false,

"lucene_version" : "7.5.0",

"minimum_wire_compatibility_version" : "5.6.0",

"minimum_index_compatibility_version" : "5.0.0"
B
"Tagline" : "You Know, for Search"

}
2. HEETEMRE, FIRRECSREA BN, EEAENZESH.
- B, GEREESETIENRG, BEERyumipipkix, BKEEL3.

- ﬁ;‘%&hhsﬁé***lﬁﬁhﬁ THZEAIEIN LITRESDS, BiK
204,

& 1-3 EETEREMZMY

ESid] =]y RN E

Python2 | EERFHITERH TEdtlE, hRAiEEpython 2.7.18,

o

winscp Linux H{ERIAR, BEES | FEWinscp,
XiEmIR,
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~EERRS
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3. AE&REIEMRG.

a. HiTyum install python2Z&%Epython2,
[root@ecs opt]# yum install python2

b. #HfTyum install python-pipZEpip.
[root@ecs opt]# yum install python-pip

c.  HTpip install pyyamlZZEyamlikif
d. HiTpip install requestsZZErequestsikifi .
4. BETETIBENRMG.

a. T#Hipython2Z%Eq, TEitbithttps://www.python.org/downloads/
release/python-2718/, iEIRIRIS F &%,

1-3 & python2 Z36

Files

Version Operating System Description MD5 Sum File Size GPG
Gzipped Source release 38c84292658ed4456157195f1cSbcbel 17539408 SIG

Source release fd6ccBec0a78c44036f825€739136e5a 12854736 SIG

Mac 0SX for 05X 10.9 and later ce98eeb7bdfB06685adc 265¢¢ 1444463 24889285 SIG

Windows 20b111ccfeBd06d2feBc77679a86113d 25178278 SIG

for 64-bit binaries Windows bb089Tea20fda343e5179d413d4a4aTc 26005670 SIG

Windows b3b753dffe1c7930243¢c1c40ec3a72bl 6322188 SIG

MSl installer Windows for AMDE4/EMB4T/x64 a425c758d38f8e28b56f4724b499239a 20598784 SIG
| installer Windows db6ad9195b3086c6bacefbo493d738d2 19632128 SIG

b. {EEWInSCPTE L{EPythonZZGRoptEBFE T, Lipython,
# fREpython/E466
[root@ecs-52bc opt]# tar -xvf Python-2.7.18.tgz
Python-2.7.18/Modules/zlib/crc32.c
Python-2.7.18/Modules/zlib/gzlib.c
Python-2.7.18/Modules/zlib/inffast.c
Python-2.7.18/Modules/zlib/example.c
Python-2.7.18/Modules/python.c
Python-2.7.18/Modules/nismodule.c
Python-2.7.18/Modules/Setup.config.in

# FRIESSRIENE R

[root@ecs-52bc opt]# cd Python-2.7.18

# KB HEERRRR

[root@ecs-52bc Python-2.7.18]# ./configure --prefix=/usr/local/python2

checking for build directories... checking for --with-computed-gotos... no value specified
checking whether gcc -pthread supports computed gotos... yes
done

checking for ensurepip... no

configure: creating ./config.status

config.status: creating Makefile.pre

config.status: creating Modules/Setup.config

config.status: creating Misc/python.pc

config.status: creating Modules/ld_so_aix

config.status: creating pyconfig.h

creating Modules/Setup

creating Modules/Setup.local

creating Makefile

# #iFEpython

[root@ecs-52bc Python-2.7.18]# make

# Z2%python

[root@ecs-52bc Python-2.7.18]# make install

. RETHICE, KBpythonZRER,
# B pythonfRzs
[root@ecs-52bc Python-2.7.18]# python --version
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Python 2.7.5

# KB piphR A

[root@ecs-52bc Python-2.7.18]# pip --version

pip 7.1.2 from /usr/lib/python2.7/site-packages/pip-7.1.2-py2.7.egg (python 2.7)
[root@ecs-52bc Python-2.7.18]#

5. H&ElasticsearchEEEEIIRS IEBHIA,

a.

47 “vi migrateConfig.yaml” EeEXH, BMAFEFLIMERESULATH
B, WiTwqiRFHLogstashiEBHIA . EEHERRIIKENS T1ES IIREX
Elasticsearch&EE¥=E

es_cluster_new:

# IREEBFRIEZFR

clustername: es_cluster_new

# iEElasticsearchEE ¥R AMbNE, A0E “http://” o

src_ip: http://x.x.x.x:9200

# iplaliRElasticsearchEEBF IR 70D, IR AIELSERNIEER"" .

src_username: ""

src_password: ""

# B#txElasticsearchEEBRTIA@IMENE, IO L “http://” o

dest_ip: http://x.x.x.x:9200

# I5iE B fRElasticsearchEEBHUAPE TN, MENIFRLERRER""

dest_username: ""

dest_password: ""

# “only_mapping” BILARENX, ERIMEfalse, EEHEEL “migrateMapping.py” £, ®TRE2E
QAR mappingiBhitiYZRE | . Mg ERtruely, MRFETREEEHF] FEmappingfikey
—HVERS 1EE; ZigEmkfalselt, NIFFETRERFFER “ kibana” 0 “*7 ZIMIFRFEZRSIEUE.

# FEIEPSE RSB E FTEMImapping e, MNRICE—2, N{FEAmappingfivaluefEIE
FREEBFIUERS |1 BFR; NRILEAZ, NERIRERRIGHIERSIER,

only_mapping: false

# IREEFBINES|, keyDIRERVIERS|IBEE, valuenBIireEBNRS|IBF,

mapping:

test_index_1: test_index_1

# “only_compare_index” AJLARTEN , BhIAEHfalse, FEEHL “ checkindices.py” fEF, HigE

HfalsetERFIBRIZRS IFIAEEE, HiREAtrue ILLRESIH=Z.

only_compare_index: false
#47vi migrateTemplate.pydi <, BEEFBMALLTRBIEEENR, 14T
wqiRTFAERS IRIRIEBHIA .

-*- coding:UTF-8 -*-
import sys
import yaml
import requests
import json
import os

def printDividingLine():
print("< >")

def loadConfig(argv):
if argv is None or len(argv) != 2:
config_yaml = "migrateConfig.yaml"
else:
config_yaml = argv[1]
config_file = open(config_yaml)
# config = yaml.load(config_file, Loader=yaml.FullLoader)
return yaml.load(config_file)

def put_template_to_target(url, template, cluster, template_name, dest_auth=None):
headers = {'Content-Type": 'application/json'}
create_resp = requests.put(url, headers=headers, data=json.dumps(template),
auth=dest_auth, verify=False)
if not os.path.exists("templateLogs"):
os.makedirs("templateLogs")
if create_resp.status_code != 200:
print(
"create template " + url + " failed with response: " + str(

N5k 01 (2024-08-13)
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%

create_resp) + ", source template is " + template_name)
print(create_resp.text)
filename = "templateLogs/" + str(cluster) + "#" + template_name
with open(filename + ".json", "w") as f:
json.dump(template, f)
return False
else:

return True

def main(argv):
requests.packages.urllib3.disable_warnings()
print("begin to migration template!")
config = loadConfig(argv)
src_clusters = config.keys()
print("process cluster name:")
for name in src_clusters:
print(name)
print("cluster total number:" + str(src_clusters.__len__()))

for name, value in config.items():

printDividingLine()
source_user = value["src_username"]
source_passwd = value["src_password"]
source_auth = None
if source_user !="":

source_auth = (source_user, source_passwd)
dest_user = value["dest_username"]
dest_passwd = value["dest_password"]
dest_auth = None
if dest_user !="":

dest_auth = (dest_user, dest_passwd)

print("start to process cluster name: " + name)
source_url = value["src_ip"] + "/_template"

response = requests.get(source_url, auth=source_auth, verify=False)
if response.status_code != 200:
print("*** get all template failed. resp statusCode:" + str(
response.status_code) + " response is " + response.text)
continue
all_template = response.json()
migrate_itemplate = []

for template in all_template.keys():
if template.startswith(".") or template == "logstash":
continue
if "index_patterns" in all_template[template]:
for t in all_template[template]["index_patterns"]:
# if "kibana" in template:
if t.startswith("."):
continue

migrate_itemplate.append(template)

for template in migrate_itemplate:
dest_index_url = value["dest_ip"] + "/_template/" + template
result = put_template_to_target(dest_index_url, all_template[template], name,
template, dest_auth)
if result is True:
print(‘[success] delete success, cluster: %-10s, template %-10s ' % (str(name),
str(template)))
else:
print(‘[failure] delete failure, cluster: %-10s, template %-10s ' % (str(name),
str(template)))

if _name__ =='_main_"
main(sys.argv)
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c. #4Tvi migrateMapping.pyir<, EESFMAUTRBLHEEL, HAT
WQIRTFAZRS ST HIAS .
-*- coding:UTF-8 -*-
import sys
import yaml
import requests
import re
import json
import os

def printDividingLine():
print("< >")

def loadConfig(argv):
if argv is None or len(argv) != 2:
config_yaml = "migrateConfig.yaml"
else:
config_yaml = argv[1]
config_file = open(config_yaml)
# config = yaml.load(config_file, Loader=yaml.FullLoader)
return yaml.load(config_file)

def get_cluster_version(url, auth=None):
response = requests.get(url, auth=auth)
if response.status_code != 200:
print("*** get ElasticSearch message failed. resp statusCode:" + str(
response.status_code) + " response is " + response.text)
return False
cluster = response.json()
version = cluster["version"]["number"]

return True

def process_mapping(index_mapping, dest_index):
# remove unnecessary keys
del index_mapping["settings"]["index"]["provided_name"]
del index_mapping["settings"]["index"]["uuid"]
del index_mapping["settings"]["index"]["creation_date"]
del index_mapping["settings"]["index"]["version"]

if "lifecycle" in index_mapping["settings"]["index"]:
del index_mapping["settings"]["index"]["lifecycle"]

# check alias
aliases = index_mapping["aliases"]
for alias in list(aliases.keys()):
if alias == dest_index:
print(
"source index " + dest_index + " alias " + alias + " is the same as dest_index name,
will remove this alias.")
del index_mapping["aliases"][alias]
# if index_mapping["settings"]["index"].has_key("lifecycle"):
if "lifecycle" in index_mapping["settings"]["index"]:
lifecycle = index_mapping["settings"]["index"]["lifecycle"]
opendistro = {"opendistro": {"index_state_management":
{"policy_id": lifecycle["name"],
"rollover_alias": lifecycle["rollover_alias"]1}}}
index_mapping["settings"].update(opendistro)
# index_mapping["settings"]["opendistro"]["index_state_management"]["rollover_alias"] =
lifecycle["rollover_alias"]
del index_mapping["settings"]["index"]["lifecycle"]

# replace synonyms_path
if "analysis" in index_mapping["settings"]["index"]:
analysis = index_mapping["settings"]["index"]["analysis"]
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if "filter" in analysis:
filter = analysis["filter"]
if "my_synonym_filter" in filter:
my_synonym_filter = filter["my_synonym_filter"]
if "synonyms_path" in my_synonym_filter:
index_mapping["settings"]["index"]["analysis"]["filter"]["my_synonym_filter"][
"synonyms_path"] = "/rds/datastore/elasticsearch/v7.10.2/package/
elasticsearch-7.10.2/plugins/analysis-dynamic-synonym/config/synonyms.txt"
return index_mapping

def getAlias(source, source_auth):
# get all indices
response = requests.get(source + "/_alias", auth=source_auth)
if response.status_code != 200:
print("*** get all index failed. resp statusCode:" + str(
response.status_code) + " response is " + response.text)
exit()

all_index = response.json()
system_index = []
create_index = []
for index in list(all_index.keys()):
if (index.startswith(".")):
system_index.append(index)
else:
create_index.append(index)

return system_index, create_index

def put_mapping_to_target(url, mapping, cluster, source_index, dest_auth=None):
headers = {'Content-Type": 'application/json'}
create_resp = requests.put(url, headers=headers, data=json.dumps(mapping),
auth=dest_auth, verify=False)
if not os.path.exists("mappingLogs"):
os.makedirs("mappingLogs")
if create_resp.status_code != 200:
print(
"create index " + url + " failed with response: " + str(create_resp) +
", source index is " + str(source_index))
print(create_resp.text)
filename = "mappingLogs/" + str(cluster) + "#" + str(source_index)
with open(filename + ".json", "w") as f:
json.dump(mapping, f)
return False
else:
return True

def main(argv):
requests.packages.urllib3.disable_warnings()
print("begin to migrate index mapping!")
config = loadConfig(argv)
src_clusters = config.keys()

print("begin to process cluster name :")
for name in src_clusters:
print(name)
print("cluster count:" + str(src_clusters.__len__()))

for name, value in config.items():
printDividingLine()
source = value["src_ip"]
source_user = value["src_username"]
source_passwd = value["src_password"]
source_auth = None
if source_user !="":

source_auth = (source_user, source_passwd)
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dest = value["dest_ip"]
dest_user = value["dest_username"]
dest_passwd = value["dest_password"]
dest_auth = None
if dest_user !="":

dest_auth = (dest_user, dest_passwd)

print("start to process cluster: " + name)
# only deal with mapping list
if 'only_mapping' in value and value["only_mapping"]:
for source_index, dest_index in value["mapping"].iteritems():
print("start to process source index" + source_index + ", target index: " + dest_index)
source_url = source + "/" + source_index
response = requests.get(source_url, auth=source_auth)
if response.status_code != 200:
print("*** get ElasticSearch message failed. resp statusCode:" + str(
response.status_code) + " response is " + response.text)
continue
mapping = response.json()
index_mapping = process_mapping(mapping[source_index], dest_index)
dest_url = dest + "/" + dest_index
result = put_mapping_to_target(dest_url, index_mapping, name, source_index,
dest_auth)
if result is False:
print("cluster name:" + name + ", " + source_index + ":failure")
continue
print("cluster name:" + name + ", " + source_index + ":success")
else:
# get all indices
system_index, create_index = getAlias(source, source_auth)
success_index = 0
for index in create_index:
source_url = source + "/" + index
index_response = requests.get(source_url, auth=source_auth)
if index_response.status_code != 200:
print("*** get ElasticSearch message failed. resp statusCode:" + str(
index_response.status_code) + " response is " + index_response.text)
continue
mapping = index_response.json()

dest_index = index
if 'mapping' in value:
if index in value["mapping"].keys():
dest_index = value["mapping"][index]
index_mapping = process_mapping(mapping[index], dest_index)

dest_url = dest + "/" + dest_index
result = put_mapping_to_target(dest_url, index_mapping, name, index, dest_auth)
if result is False:
print("[failure]: migrate mapping cluster name: " + name + ", " + index)
continue
print("[success]: migrate mapping cluster name: " + name + ", " + index)
success_index = success_index + 1
print("create index mapping success total: " + str(success_index))

if _name__ =='_main_"
main(sys.argv)

d. #47vi checkindices.pyir<, EEEFIMALUTRBLHREL, HiTwqlR
PRSI BRI LA .
-*- coding:UTF-8 -*-
import sys
import yaml
import requests
import re
import json
import os
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def printDividingLine():
print("< >")

def get_cluster_version(url, auth=None):
response = requests.get(url, auth=auth)
if response.status_code != 200:
print("*** get ElasticSearch message failed. resp statusCode:" + str(
response.status_code) + " response is " + response.text)
return False
cluster = response.json()
version = cluster["version"]["number"]
return True

# get all indices
def get_indices(url, source_auth):
response = requests.get(url + "/_alias", auth=source_auth)
if response.status_code != 200:
print("*** get all index failed. resp statusCode:" + str(
response.status_code) + " response is " + response.text)
exit()
all_index = response.json()
system_index = []
create_index = []
for index in list(all_index.keys()):
if (index.startswith(".")):
system_index.append(index)
else:
create_index.append(index)
return create_index

def get_mapping(url, _auth, index):

source_url = url + "/" + index

index_response = requests.get(source_url, auth=_auth)

if index_response.status_code != 200:
print("*** get ElasticSearch message failed. resp statusCode:" + str(

index_response.status_code) + " response is " + index_response.text)

return "[failure] --- index is not exist in destination es. ---"

mapping = index_response.json()

return mapping

def get_index_total(url, index, es_auth):

stats_url = url + "/" + index + "/_stats"

index_response = requests.get(stats_url, auth=es_auth, verify=False)

if index_response.status_code != 200:
print("*** get ElasticSearch stats message failed. resp statusCode:" + str(

index_response.status_code) + " response is " + index_response.text)

return O

return index_response.json()

def get_indices_stats(url, es_auth):
endpoint = url + "/_cat/indices"
indicesResult = requests.get(endpoint, es_auth)
indicesList = indicesResult.split("\n")
indexList = []
for indices in indicesList:
indexList.append(indices.split()[2])
return indexList

def loadConfig(argv):
if argv is None or len(argv) != 2:
config_yaml = "migrateConfig.yaml"
else:
config_yaml = argv[1]
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config_file = open(config_yaml)

# python3

# return yaml.load(config_file, Loader=yaml.FullLoader)
return yaml.load(config_file)

def main(argv):
requests.packages.urllib3.disable_warnings()
print("begin to migrate index mapping!")
config = loadConfig(argv)
src_clusters = config.keys()

print("begin to process cluster name :")
for name in src_clusters:
print(name)
print("cluster count:" + str(src_clusters.__len__()))

for name, value in config.items():

printDividingLine()
source = value["src_ip"]
source_user = value["src_username"]
source_passwd = value["src_password"]
source_auth = None
if source_user !="":

source_auth = (source_user, source_passwd)
dest = value["dest_ip"]
dest_user = value["dest_username"]
dest_passwd = value["dest_password"]
dest_auth = None
if dest_user !="":

dest_auth = (dest_user, dest_passwd)
cluster_name = name
if "clustername" in value:

cluster_name = value["clustername"]

print("start to process cluster : " + cluster_name)
# get all indices

all_source_index = get_indices(source, source_auth)
all_dest_index = get_indices(dest, dest_auth)

if "only_compare_index" in value and value["only_compare_index"]:

print("[success] only compare mapping, not compare index count.")

continue

for index in all_source_index:
index_total = get_index_total(value["src_ip"], index, source_auth)
src_total = index_total["_all"]["primaries"]["docs"]["count"]

src_size = int(index_total["_all"]["primaries"]["store"]["size_in_bytes"]) / 1024 / 1024

dest_index = get_index_total(value["dest_ip"], index, dest_auth)
if dest_index is 0:

print(‘[failure] not found, index: %-20s, source total: %-10s size %6sM'

% (str(index), str(src_total), src_size))
continue
dest_total = dest_index["_all"]["primaries"]["docs"]["count"]
if src_total != dest_total:
print(‘[failure] not consistent, '

'index: %-20s, source total: %-10s size %6sM destination total: %-10s '

% (str(index), str(src_total), src_size, str(dest_total)))
continue

print(‘[success] compare index total equal : index : %-20s, total: %-20s '

% (str(index), str(dest_total)))

if _name__ =='_main_"
main(sys.argv)

Bl Logstash ££&F

HECSHRIER IR ER TS, FECSSARSSEIE—LogstashEBF T EREIE .
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1. ERERESEEEHS.
2. TEAEMSEPEEE “SERETE > Logstash” o
3. BFALMAE “CIEERE” , HACIRER A,
4. TOEERITNHE, RIEESERRE.
XEELESHIESNE-4, HSHTLURFEOME. CIZEEMIRAESES
W elEELogstash&EEE,
R 1-4 Logstash EER¥RI KRR B
S 15488
TEEE0 EFE ‘TR’ IRLPRERRHITER, TEERES
—INY, AB—/NEE—/ Bt
SERfRTY %E#E “Logstash”
SEEHRA #®E “7.10.07 .
B2 BENMERZR, TRMANERFCE N ~329FF,
/E\"H;E@;é\ﬁ?—s FE. PRILNTREL, BRUAFSE
Fk,
LEAELL “Logstash-ES” J9ffl,
EiFAE= VPCRIEIIAE =, REBTEESNHITMNERE, 12

HZze. REHINEIRE,

A% RN B #RElasticsearchEEE R—NEHFAB =
(VPC) ,

F BT FRRESEMMERERN . TTLURZAIMEE:

B, LIEEMELE.,

ERCERERTENTM, AHAVPCIRSZSERVPCT

ERIZEAFMBZFRFIID

ZeH ZRER—MBELENSE, AE—INVPCHERERE

%@1%?)3?%*#*55{%1}89§¥’EEHE%%§??E1J¢U5 BB

ml:l o

A %E$ZFN B #RElasticsearchEE B E— N &2 24 .

N

. BE T2 aRkE” , WERERSRAERENH,
6. BE “T—F: HWAERE” , WIATHRERE ‘AR FintlEeEt.

B ROERTIER" , REGHET “SHEIE” THE. SOIEZINEEPEREN
FEERDIERT, BERNEH “AIEd” , IERINEREEIRSSEN “F
B>

ISR RF BRI LS

ERINTBESEI, EE&LWITFLogstashFliEElasticsearchEEEFHIMLLIERE L o

1. 7TELogstashEEEfFIzE, EIFECIZERILogstashEEEE “Logstash-ES” , BATRIR(EFIRY
‘BB, HABEROTRHE.,
2. #EREPRORE, B2 “E@EEUER .
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3.

e NIRERAYIPHLEA IR OIS, B “Wid”

1-4 iE@ N

i

SER ‘R B, RREREMNEER,

£/ Logstash 21T B EEEHUE

EERNTRYE S T ERREIE MRS, HF(FHLogstashe SI TR
B, ZH ST E MElasticsearchEEBF IR .

ok~ wh =

{FERPutty EREFIBIHIEPCIEZRILinuxEH .

FEREIMWLH, #1178 python migrateTemplate.pyiFE &R 515K .
AW, $175< python migrateMapping.pyiFf8=5 | 4544,
BRTHERRSEERHS.

FEEMSRZER “EBFEE > Logstash”

fELogstash&ERE%IZ, 1HEIEBIFEAILogstashEERE “Logstash-ES” , BATHIR{ESIRY
“BeEHC” , HANEERORHE,

EERESORE, PHAaL/A ‘eI , HACEEENHERE, RiE
ElasticsearchEEE 1 2 E1F B ECE X4 -

a VEIFERHEIT: RIFRSHER, #IF “elasticsearch” , EFIMEFIN “ Kl
R

b. REEENMEIR: & ‘B LEEXEEXMHETR, HlI0 “es-es-

all” .

¢ BHEENHAR: 7 ‘BEXHRSE" ESElasticsearchEEF TS HEC
BAER, BEENXHRANT . EEHEERRES 52 Wik Elasticsearch
£HER.
input{
elasticsearch{

# JRElasticsearchRYipialtttlt, REERIOMMY, RIMHTTPSIMYN S SEUREE

hosts => ["xx.xx.xx.xx:9200", "XX.XX.xX.xx:9200"]

# FRIRERNERSINEE, FReEHEERE.

# user => "css_logstash"

# password => "k

# EEBEFHIBNERSIER, BNESINESIEF, AILMERBERALE, figl “index*”

index => "* 202102"

docinfo => true

slices => 3

size => 3000

# BRERRHTTPSIAEA IR, MigEHssl => false,

# ssl => false

# s —LblogstashtZANAYFER .
filter {
mutate {

N5k 01 (2024-08-13)
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remove_field => ["@metadata", "@version"]
}
}

output{
elasticsearch{

# BRElasticsearchE=E¥AYiA aItt1E

hosts => ["XX.XX.XX.XX:9200","XX.XX.XX.xx:9200"]

# ihI0 EARERN AR SINER, FReEHTRES.

# user => "css_logstash"

# password => "kt

# BEEBIRERNRS|, UTEENES|IZIRMIRRFRS—H, FRIFEIA.

index => "%{[@metadata] [_index]}"

document_type => "%{[@metadata][_type]}"

document_id => "%{[@metadata][_id]}"

# HBERERERHTTPSIAE A IURT, MEFIMEELLMER -

# ELBEEREHTTPSIFENES, CSSEERHRIFLUATAZE.

#cacert => "/rds/datastore/logstash/v7.10.0/package/logstash-7.10.0/extend/certs/
CloudSearchService.cer"

# EEFBHTTPSIE(S, HTTPSIHRERENIRE Mtrue,

#ssl => true

# EBRWIEIRSS ikElasticsearchilEH, 1R & Jfalse R RAKIEER .

#ssl_certificate_verification => false

}

}

% 1-5 21T BB ETNNA

ECEIRER IzL)2
input hosts IREERF AT OMELE , WNRERFFZ MBUTRIA
PRES, FERESREH.
user i{?l‘lﬂ%ﬁiﬁ’\]ﬁ%)ﬂ%, WMNRBIEL L LRI IN{FER

#7 ERE

password | i5AEERFAVERS, WNRBIFLEERFIIVER
“#7 FRE,

_JLMEﬁH EEH&E 1§J§lﬂ “mdex*” o

docinfo EAREMRS|ME, BAAtrue,

slices BeE1Z2 I LUERY) B R ER X EigaARRE
tJJJ:IL1 ;E_ﬁ_g{dsﬁuiio EL}H_Z 8|j\]o
size BXEEREEXGHE.
output | hosts BfrEERHpabil, MNREFEZ2INTR, 1B
ES, FHESEF.
user i)?'l‘lﬂ%ﬁﬁ’\]ﬁﬁ)j%, R BIELZ S EREIIRE

#7 ERE

password | IGIBIEERFAIERD, WMRIBIFLEERFILINFER
“#7 R,

index TR EIREERFRIRS | BTR, ST B2k, a0

“Logstash-%{+yyyy.MM.dd}” .
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SIERRSS

ey 1 ELasticsearch BT
B EAFR 1588
document_ | {FBfrin XIEEE SRR FRIT—H .
type
document_ | ZR5|FHIMHEID, BINSRRFIFT—H, UFE
id Bzhadrk, A “#7 iEEEE,
d. #miESRkE, BE “T—7 BtElogstashBlEXHETESE.
I REURISEOANERNRT, INEIREIEZS W 8J#ELogstashEiE {4,
e. BLEE, BF “BI” .
?}i}@ﬂ%EP'L‘,‘ﬁEEIL‘J\EEUﬁUEE’\JEEESZ#, RER “aTB” , FREUER
.
8. Bmhe=IFBEsS.
a. TEECENMIER, EFREEXH “es-es-all” , BEA LA “Bil”
b. 7 “/3nfLogstashfRSS” XHEER, RIBISEEER “‘BEERFEH" .
L REBIAFFERFET
B “RFER LR, BaEE PR LERE—TIPHE, 3
logstashfRSBZHIMEIERIRHR, SEFEFES. “FIFER EHTS
BREAETH, NMEBRTEETHE, EEESINRRIETEIE, 7
BRFEHSSETSEEM,
¢ BF ‘BT’ , FHABRIEENEEIILogstash2 BT TS .
HALESE By REEIBEECE X .
9. HIEIBTEAEHIIE—HIE.
EAPuttyZRlinuxEH, #1Td5<python checkindices.pyXttbEHIRER .
{9 Logstash IES T8 EERFHUE

EREIFERS MRS SR MEEREERNGR, EFERLogstashiB ST
SRR, mhikEd LogstashEc BIRETN, (NITIRBIBREFRIIRSIEIE.

o Uk W=

FRAPUtty EFREFITRIERCIEEAILInuxEIANL o

EEIWLE, H1T75<python migrateTemplate.pyiFiE &3 |15t .

EEMN A, H1T7d5< python migrateMapping.pyiTi8Z5 4544

EFRERRSEEESS .

FEMISEer=iki® “ERFEE > Logstash” o

fELogstash&ERE3I3R, 1HEIEBIFEAYLogstashEERE “Logstash-ES” , BATHIR{ESIRY

“BeEHC” , HANEEFRORHA.,

AEREESROR@E, PRALEA “OIE” , HACIEEENHRE, R

ElasticsearchEE$ IS SEIF R ECE X4 -

a. IERERHEIR: BFHRSUENR, #&F “elasticsearch” , BBHIRIEFIRY “ M
B’

b. ?Q%EEESZ#%W: £ ‘B ABEENXNEEXEETR, Hlan “es-es-
INCcC " o

¢ [BHREENHRE: T “‘BEMXHASR" AMESElasticsearchEEEFATREED
BAHE, BEEXHREANT.,
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SIERRSS
L

1 ELasticsearch iEiTi8

AENZRS|INESTREERE, VWRETES|IDHEHIZESE
. ERHEERRENS 152 NIk Elasticsearch&EEHER .

input{
elasticsearch{
# /BElasticsearchfipaitttit, AREEFMINY, HNIIHTTPSHMY S SEURE
hosts => ["xx.xx.xx.xx:9200"]
# IhRER AR BN, FReEHLERE.
user => "css_logstash"
password => ke
# MERSFRES.
index => "* 202102"
# MERSIEEAET,
query =>'{"query":{"bool":{"should":[{"range"{"postsDate":{"from":"2021-05-25
00:00:00"}}}13}}
docinfo => true
size => 1000
# BIRERERHTTPSIHIA AT, WigEssl => false,
# ssl => false
}
}

filter {
mutate {
remove_field => ["@timestamp", "@version"]
}
}

output{
elasticsearch{

# EFREER AR EIbLE .

hosts => ["xx.xx.xx.xx:9200","xX.XX.XX.xx:9200"]

# ihin BireE E¥E’Jﬁﬁ)ﬂgiﬂfﬁﬁ% e LERE.

#user => "admin"

#password => "rirkrn

# BCEEtRERFIIERS|, U TRENRS |BFRFIRRRIT—, FFA.

index => "%{[@metadata][_index]}"

document_type => "%{[@metadata] [_type]}"

document_id => "%{[@metadata] [_id]}"

# HEERERHTTPSIHIE SRS, WEEIMCEILTMER .

# TEBEREHTTPSIHIENES, CSSEEEHFIZZIA,

#cacert => "/rds/datastore/logstash/v7.1 0.0/package/logstash-7.10.0/extend/certs/
CloudSearchService.cer"

# ERFBHTTPSIE(S, HTTPSIHEIER NIZRE Ntrue,

#ssl => true

# RARWIERSIKEasticsearchilE B, RE&Hfalse R RAEIEER

#ssl_certificate_verification => false

}

#stdout { codec => rubydebug { metadata => true }}
}

& 1-6 IRETHEEINRAA

[T 15488

hosts P RESRERFIBIRERRVIAIabhE, INRERS
SMBATRELIIES,

user IHEHNARS, IREIERSERAIINERH
“#7 ERE,

password IBIRERRIZRD, NRBIFRESERAIINGER “#”
R,

SCESRRAS 01 (2024-08-13) RN © L ARITERAGRAS 21



SIERRS

B={ESCHK 1 ELasticsearch #iEiFs
[[=1 i)z
index FEEMFENERSIER, —PMEENEREFT—
RS =EE .
query IESHIERNRBIIRE, —AREElasticsearchAIDLSIE
1, HERRIDT. HApostsDate 9l 55RIAT E
FE,
{"query":{"bool":{"should":[{"range":{"postsDate":
{"from":"2021-05-25 00:00:00"}}1}}}
AL eSS 2iTF82021-05-25 2 [SEIEINRIEERE, £3
RIgEFBIREPEEEUABEERE, NEREH
e G EEIR A EE . ttirSHEIRRIR
BRI .
scroll HRREIEEII KR, A THLELogstashATFizEE, B
LAERAscroll it RIRENEURE . A" 1M, [BIfEAT
BAEXK, BUAEESELRHIE.
8. BEEIFBES.
a. HEEREMMIIR, EEREREMNMH “es-es-inc” , BEA LAY ‘B .
b. 7& “/BzfiLogstashfRSS” MNEEF, RIBUSTEERE “‘BEEFEFER .
L RBIAFEIRFET,
B “RFER LR, BaE8 D tERE—TiIPHE, 3
logstashfRSHIEIEHIRHR, SEoifiiEHFEE. “RIFER" EBTE
EREAETOW, MERTEERETAOWSS, RERSINRRIRTEE, FF
BREFEFESSHEFS LW
c. BFE ‘BT’ , FREsEEXHFRBRLogstashiE =X B(ES .
ALAEEEYREE BB E
9. HEFIBTEANEIIE—HE.
EAPuttyZERlinuxEH, #1T785<python checkindices.pyXdtbEHUIRER .
B Logstash ££8F

HERIRTME, BRI Logstash&ERE, AILUITLORIR, BRERNVENZE

228

1. BERTERRSEEEHS.
2. FEAMZSIEZIRE “SERFEE > Logstash”

3. fElogstash&EE$FlE, EFEIERILogstash&ERE “Logstash-ES” , BBEHIREFIRY
‘B2 > kR, EREAEIAMRTMES, BXBATEMIRAOEEEER, BE

“HRE” STRREEEHMIRR o

1.3 BI R SIkESLMEI= Elasticsearch EEEfAEUET

%

CSSARS5HYELasticsearchEE B ZBIRVEURIERS , AILUBIS & D SIS R IRERINAESE

Mo
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=IRRRSS

B{EsCH 1 ELasticsearch ZUEITS
N FZS
BT & SIkELIME N =Elasticsearch SR B HIET B (UE AT IREREF I B IREREED
ECSSHRSSHIERE, BRI RF#ERSOBS, ERTFIUTAS:
o [EHHFELIEIKS1TFE: EHEBRegionZ K= FAYElasticsearchEEEHTRE R ZHA1E
Bfrh,
o BEIRAITRE: BEIRARIElasticsearchEEEFHUIEITIZE I SR ARIER R,
o EEBISF: BM N ElasticsearchEREIERS | BUB S FHEI— N EEEH,
HEZEE
1 5 &*zlllb*ﬂi
i’.—“;’ﬂﬁ """""""""""""""""""""""""""""""""" |
Fn SIkELIME S =ElasticsearchEERE BIEIEI TS AITIE IZ B 1 -5F 7 o
1. iRElasticsearchEEB$CIFERER, IS RIBFIETEOBSHEH
2. B#nrElasticsearch&EE#IK SRR, MOBSHEHIRE IR,
BRILE
o SITIREFNEIE: TECSSIRSIEFIA(FRERRIBINEELMENIKE , BIEER,
BHSFEBMNEmME.
o EHATAIIRHIETR: REBESRMERATHIEEXNGS, 152 AFUESXT
GB. TBEZEPBBIAT .
o TIFEMIBIEKSIER: BIIES0BSHEXIEHITIEE, RILASCINE a0
EBRkSHEIETES .
o IREZIEAE: EIREEUERT, TLUAERESERSITvEEfZES|, HEALUE
EREZNFEMNERHIRT.
o FBKHE: EFEBIHKIHMEAX IR EEIETBRE BIERESTET
MIFEFIERR,
R PR

BEFrERF IR AR T IRERFAURA, IRAFRE D ITES I Snapshot

version compatibility,

ghﬁﬁﬁﬂ TREEATREFNTREN—F, BRI TRERIshardBIA

FREEE¥RICPU. MEMFNDiskECE AR T REERFIBCE .

STREFRA 01 (2024-08-13) IR © ERRBRABRAT 23
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=HEERS
Ry 1 ELasticsearch #iEiTig

JSEEZRES

RS AR KR TR R AN AR I D M N E R S Ishard ML, 1IFREITTE
DREMMERFIREMER, RIOMNERFEITRRERIRE, REMERGEITHBERERR
Eo ITRERIHKANFHE AT :

o LES|shardMEIATF = EAT

DEHL(S)= ( 800G+40MB+REEF T R #{+800G+40MB- BRIEEF TR 1ML ) x
R5|1M

o  HES|shardMEUNTF T =NEES

SEHL(S)= ( 800G+40MB+REE$Z S [shard M E{+800G+40MB+-BHRVEEF =S|
shard ™M ) xX&5 |

AR

AR EETIERRET (BIET AR HERE40MB/s1EH ) BFNERIHS, SEIRTBIHSE
SZFIME. BREREZ,

s
) E’ﬁ;ﬁ%ﬁ (Es-2) TOVREEEE (Es-1) AATFoIFRES . BRI SRR TERE
yax 28
o TRINBtREEERE (Es-2 ) FOREERE (Es-1) FERE— RegionfIIKS T,
WNREREMISEIEIKS , B2 E i BEBXINES RIS RERHFEIRIBAIOBSIES
HE B REERHFEIREBAIOBSHE S, 1TFERI1E B REERE I TIREIRIE .
BETR

ERTERRSEERHE.

2. 1 “EBYEIE > Elasticsearch” T, SHIRIRERFSZIR “Es-17 HAERER
SR H.

3. HEEMNSHEIEE ‘SRR , ITHSERREAX, RERBIEMEKE.

R 1-7 ERFREBEMECE

e il

OBSH R EEERFIRBRAYOBSHE -

BNERE | SEFREBAEOBSIEPIIFRIER . JLURISFEIAME.

IAMZEE EIRIAMZESE, 1EINCSSEIRSSAIRIa4E P ETEOBSHEUE .
FmfRIIAMEBIE im0 T &4

o “FTIEHE R “TIRS .

o “HPRSS” i%IR “Elasticsearch” z& “=HEEIRSS CSS” &
o WESRE&: “OBS Administrator”

4. EREMEERS, BE ‘GIERERT , EREPTRSHEE, 2E ‘BT B
sNFaelEIRER.
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SIERRS
S

1 ELasticsearch #iEiTi

% 1-8 CIEREBAECE

24

588

TREREZFR

BENXREBER, AJLURFEOAME.

]

BEERS|BZR, HEERS HITED . Ro|BRFEEEETE
MXEFE, BAREESE “"\<>/?” H%FF, B1MEs|Z2EE
BRGESIEF . IRAES, WBAEHEREFFRERS. X
BER “*7 LECENERS], 0 “indext” , RRBMDBEFREILR
mEindexBIPFEZERS|A9EHE .
1588
;i:KibanaEF'{%ﬁHGET /_cat/indicesip<, HLAEAERPARIEZSIAIZ
N o

HIARIBER

FEREBEEIRGD, H “RIBRE” 8 “TR7 HRTREBEIERIN.

5. REBGUEERLINGG, EREREIESIR, BHREBIRMEIN “IRKE” , BREIKESH
BEIRIREZBIRERF “Es-27

& 1-9 IREREBRIECE

24

588

5|

ESEEHTKENZERS|IZR. MRFES, WERRIREREH
Ro|HIE . IHER “*7 ECEZNRS], tbillindext, FxIkE
REBhEZIREIEEindexfIFFEZ5 .

25| BFRIT
[V kR

5| ATRUECHIN . “ 5 |IBFRILEART” F] “ 5| BFREHRIE
I BAEEHREA LN . BIREXHSH, AIXREHT
BRI HITED R

R5|BE
Ry

RS | FIREGIZIMN . RE “RKs|ZJFREREL" 288, ‘&
S| BIRLEERR” SHINZSHRERINZEASeE
EAE “restored_index_$1” FREMBIKRERIZRS|ZFRBIEAN

L “restored_” .

EEEIRE RBROBIRERF, AXOIEE “Es-27

& ‘ RABEBIRERRIGEshardSOR5|" , BINAES,
Bk, BITREBIKEEIRE, BRI BRI ZUHTH
ERE, BEETERHRENRSE, JRESHEFEHRER
SIEIRER, BIEREIEERF,

AEREBEEIIRD, &5 “ERE” TER “WREMIN” IRREFMIETSR

B o

6. FUETETEE, 1B BiRElasticsearchEERE “Es-2” FMIREERE “Es-17 #URAI—H
M, BN, HBITERERFFNBERERHNIT cat/indicesihs, ITLEREMZRSIER

=E—Ho
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=IRRARSS
L

1 ELasticsearch ZiEiTi

1.4 1@id S3 RN SIkE T ELE Elasticsearch £85F

Sy

R Rip=

HERERE

BELS

B #2ElasticsearchEEBFHUREITIERIE I = ElasticsearchEEEF Al LU{E IS IRBBF M IRE S
o

S34&@MH ( repository-s3 ) @—1NEHElasticsearchigitBViEH, ZIGHEHRIFRFE
ElasticsearchBYIREEZ D TFEEZIS5S3 APIFERHIFEIRSH, HlINEA=HNREFMER
;%(OBS)O SIHMHREE T M. RiFELEH R FKFHElasticsearchEEREAIEL
o

B St SL I B #2ElasticsearchEE8$F 1L =ElasticsearchEEB 2 [BIEUIRIERE, &
BFUTHS:

o RBIEBL=: EHERElasticsearchfRBZIREIZFE, LUFBRIRSHIATY
R, HHPREMESERN A AR S o

o BIRAITR: IBEARAHIEEE asticsearchER HIEITRE IS IR AL I =
Elasticsearch&Efh ,

o EREL: B2/ B#EElasticsearchEEEHTFEEI— N EN = ElasticsearchEERFhEE
BRAE—HIEFES, EHCEERSHE— L.

o IARKGi—: ABWERAELEN= HETEHMIRSEY, A TRAKNSGE—FEL
B8, FLUEESElasticsearchEBFHEIFRELE N,

B 1-6 1Tz

_________________________________________

BiE st | PRI _ i
Elasticsearch | m—’ Elasticsearch

B S E D SR EIT BiZE asticsearch &8 (IRERT ) EL N =Elasticsearch
( Bin&Es ) RO RENE -6

1. fTEB#Elasticsearch&EEtZ % repository-s3iif4 o

2. #ipB#ElasticsearchHERI AR RFIEIRSOBS L,

3. MEHOBSIKEHIERICSSHRSSHIE asticsearch

o BIRAFAMS: HIFEARFIRARIElasticsearchEEREZ AT EIRITE, G5
MERRAZESHRASAIF R

o SHAMIEFAM: SHEHNSIFAMMBEHFLETY EHEENZ 2, R’
THEIREXNOXE
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SIERRS
L

1 ELasticsearch #iEiTi

2YRPRH

HIRSR

BRIETR

RIEIEMHREE: JLURRSESER, RIFEREEFHTBESH, MILFMHE
{(ERFIERERTIE) -

ENRERF AR AT R TIRERAURA, IRAFTEMEDHTES WSnapshot

version compatibility,
BNEREFITNSBEMRERY, BEILEEEREHEHRITSED
B#Elasticsearch B R EBCE A MILIEINR S BEF D RERZIOBS.,

iEElasticsearchEEE¥FN1 B #rElasticsearchEEE$4b o] FIRZE

EEIFFEIREBEUEAIOBSHE “backup-obs” , OBSHE/RFNICSSARSZAY
Elasticsearch&8$7£[a—Region,

EIRENKSHIAK/SK, FREXSiES WAMaTskEGA a2 HAK/SK

1 7EB#Elasticsearch&Ef & %Erepository-s3ifd

1.

BEHBHRElasticsearchEEBFHIIRAS, FIAELRZERIrepository-s3H{HhR AN o
AT T SIRENERHER .
curl http://x.x.x.x:9200 # 5t Elasticsearch&EE£AYIPHBAL

HEIREIFERFPEE “version number” , WITFFIREREERASE6.5.4,
{

"name" : "es_cluster_migrate-ess-esn-1-1",
"cluster_name" : "es_cluster_migrate",
"cluster_uuid" : "1VbP7-39QNOx_R-IIXKKtA",
"version" : {

"number" : "7.10.2",

"build_flavor" : "default",

"build_type" : "tar",

"build_hash" : "d2ef93d",

"build_date" : "2018-12-17T21:17:40.758843Z",

"build_snapshot" : false,

"lucene_version" : "8.7.0",

"minimum_wire_compatibility_version" : "6.7.0",

"minimum_index_compatibility_version" : "6.0.0-beta1"

}

"Tagline" : "You Know, for Search"
}

TEXI kAN repository-s3tRf4 LR . thALLA7.10.27901, EFEERFSLRRIRA
SEM T U PRIRAES .

TEMiE:  “https://artifacts.elastic.co/downloads/elasticsearch-plugins/
repository-s3/repository-s3-7.10.2.zip”

EFRB#Elasticsearch&EEFAISLAITT = £, FrcdElpluginsBR T .

AT T e i8repository-s3iftL B EEFpluginsBE T
unzip repository-s3-7.10.2.zip -d plugins/repository-s3

f5repository-s3HRIHR NG A =AVIHBIAIZETBAK/SK,
a. HABEEEElasticsearchfIR IR, FITLA TS lIEkKeystoreSi4

bin/elasticsearch-keystore create s3.keystore
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=IRRRSS
EfESLE

1 ELasticsearch #iEiTig

$EE2

(AR
BliZkeystore XA RAEZBRAF, AseMrootks, BUBEEARE.
b. AEEARRIAHIBIEFAAK/SKIGINE keystore X

bin/elasticsearch-keystore add s3.client.default.access_key
bin/elasticsearch-keystore add s3.client.default.secret_key

access_key2IRENEIRNISIIZEEID (AK ) ; secret_key2IREXEIHIFLZIHID)
58 (SK) »

L EZEElasticsearchEREE SN LT =T, BEEHNITEE.3ZEE1.545E5 T
RRESIHHGFFIBECEAK/SK,

AKSKiZRIN5ERY, EfSElastiseach&EBHERCEE -

BEERKE, WTUTHESEESHENHERELERN .

curl http://x.x.x.x:9200/_cat/plugins # T4 \Elasticsearch&2£9IPHb1IL .
HIEFIR[Erepository-s3HRFHINRAE BT RIRLEMIN, WX,

node-1 repository-s3 7.10.2

FipB&Elasticsearch#iEZ S =0BS,

ZERBE&EElasticsearchEEE¥iKibana, 1#EIF “Dev Tools” , HAGSITHRE,

HATAN TS, CIERREBEE “my_backup” , XHELEAZROBSTFIUIREREIERT
OBS## “backup-obs” ,
PUT /_snapshot/my_backup
{
"type": "s3",
"settings": {
# OBSHBEZTR
"bucket": "backup-obs",
# OBSRISMWIAIE)bIE
"endpoint": "obs.xxx.example.com",
"base_path": "snapshot",
"max_snapshot_bytes_per_sec": "1000mb"
}
}

PATUNI T <, SERREIRBCEEEN, R,
GET /_snapshot/my_backup

HATAI A<, BUEIRER,
HEBR “.7 FHERRARRS|, HEMRSICIEESRE, Hep

“wait_for_completion” i8&H “true” XREEHIT,

PUT _snapshot/my_backup/snapshot_all?wait_for_completion=true
{
"indices": u*’_.*n

}

REBBIERSERR AT AT T SEFREBER .
# BEFBFERIRE

GET _cat/repositories

# BEFIBHIIHREER

GET _snapshot/my_backup/_all

# IRIBERIEZIREERIBER, H¥snapshot_all2HRIEZFR
GET _snapshot/my_backup/snapshot_all

# IRIBRIBEMREERIBIRE, Hrpsnapshot_all2{REBZFR
GET _snapshot/my_backup/snapshot_all/_status

#1183 MOBSIREEIEZICSSARSZAYElasticsearch,

ERTERRSEEENE,
ELMSAiEs, &R “EREE1TE > Elasticsearch” , HNEREETRYIRME
IR ErREERE, BEIRIEY “Kibana” , ZERKibana,

SCHSRRZS 01 (2024-08-13) WRINERE © ARITERARBIRAE 28



=HERIRS
Ry 1 ELasticsearch #iEiTi8

BEAEMERER “Dev Tools” HNIEERE .

5 HITUIT®S, BIEHREBGE “my_backup_all”
PUT _snapshot/my_backup_all/
{
"type" : "obs",
"settings" : {
# OBSHIAIMIAE)E S o
"endpoint" : "obs.xxx.example.com",
"region" : "cn-south-1",
# I5El0OBSHEIA R ZF S .
"access_key": "xxx",
"secret_key": "xxx",
# OBSHUIBETR, FLE—1 X ERIRAIOBSIHERIF—H.
"bucket" : "backup-obs",
"compress" : "false",
"chunk_size" : "1g",
"base_path" : "snapshot",
"max_restore_bytes_per_sec": "1000mb",
"max_snapshot_bytes_per_sec": "1000mb"
}
}

6. HITAITEGS, REREBEHIET BIr&E.

- BEEFENNREE, Hmy backup_all2BESZFR,
GET _snapshot/my_backup_all/_all

- EBETEEINREBEIRKELEEIBirelasticsearch&ff, HA
my_backup_all2REBEZERZFR, snapshot_all2HRIBZIR,
POST _snapshot/my_backup_all/snapshot_all/_restore?wait_for_completion=true

-  EEEXRS|FIBtRElasticsearch&Ef, Efmy_index1FImy_index2 2%
RERZRSIZR,

POST _snapshot/my_backup_all/snapshot_all/_restore?wait_for_completion=true

{
"indices": "my_index1,my_index2,-.*",
"ignore_unavailable": "true"

}
.

B &N SIkE1FE3E =7 Elasticsearch &£ FERL =

Bt & H 5k ETT LGS = ElasticsearchEREHURIT I B £ 9 =Elasticsearch£&EEE

Rz

BInE5RELIMSE =T ElasticsearchEEEEFNLE I = Elasticsearch &8 7 BV EIELIT
%, KiEECE. EBETUTES:

o THIRSBIEME: MR HeFHIREFE = Elasticsearchfgss, BT B
K. MHREEMKIEERE, FEFERRSIEHEEEN=.

o EEREL: BHMIEARE = ElasticsearchERB ISR —HURBITIE RIS
ZElasticsearchEEBA i TEFEIE, UISLMESHAIEIESHFFIEIA .

o BIRATR: BEARAAIZE =T ElasticsearchEREHURITR A IRANEA =
ElasticsearchZEg¥eh

o AR —: JLWELREEHN=ETEMIRSE, A TRAKRNSE—F=EIL
E18, oJLAERISElasticsearchER T ERL I
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=IRRRSS

Ry 1 ELasticsearch BT
FEREE
1-7 FBRE
KRR '
i Elasticsearch
| EHIR
| [ e
B FEDSREIFEE =T ElasticsearchtEd¥ (REEERF ) EL I =Elasticsearch&EEf
( BtrEEERE ) BT RIENEN-7F.
1. BpE=7FElasticsearch#IRRIE=FH=FECEL.,
2. BEEAITOMSEBEEEFECE LRSI I =OBS L,
3. BIgLEHOBSIKEHIEE IS N =Elasticsearch,
BERRB
o STIR(EFIEE: (EMElasticsearchBEHAVIREBFIIKEAPI, BIFER, ZTEIE
Bt
o EATANIREIETR: RESNERTHIREERNNZS, 552HEEEXE
GB. TBEZEPBZ3IAT,
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ERERFENERPIRS
£95R PR
o BEIRERAINR AR T IRERIUNRA, RAFER D HTIES W Snapshot
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o FINEWEATIFNTIESHIRERL, BNELEIETHFEBHITHMW
o B HFHEECEEREAMIGOZ LTI IREBEIE.
BUIRSRY
e RElasticsearchEEE¥F1H¥RElasticsearchERF M F T FHIRZE .
o CRIFFMEHRIBHIBRAIOBSHE “esbak” , OBSHEWZIFNCSSARSSHIElasticsearch
EERE7EE—Region,
BMESER

B2

T RElasticsearchFMENE =R RE =, SIE— N IFS3IMXIIHREFECE, fINE
FIIEZAIHNOSSIRSS LIEE R “patent-esbak” , BEBRETZHACOSIRSS
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54N, 7EElasticsearchdBlIE—NEMDEE “my_backup” , KEXEIFECEEOSS,

PUT _snapshot/my_backup

{
# IFHEGREEE,
"type": "0ss",

"settings": {

# SB1PREFECENRRIEIEES o

"endpoint": "http://oss-xxx.example.com",

# FHECENRFIDFIZERS . IMERRakFskiEmS MBS B A FEEERANZENXE, EINTEE
EXHHENBTETENGFH, FRNEE, BiRRE; NRFIakilskirRFEREEEFAM], BTG
ua;*r'a?‘ AR ERIG EMET 2akfllsk

"access_key_id": "ak",

"secret_access_key": "sk",

# SB1CIBRFIE CERIbucket &R,

"bucket": "patent-esbak",

# ERITIRIESSHEFEINEE o

"compress": false,

P EP# BeE LS H oI LRFIREBEIRIVD AR/ . H EENRIBEIEBEIXNE, HiRHSw o LIEEIZE

"chunk_size": "1g",

# CERRIUE, BRARRER.
"base_path": "snapshot/"

}
}

EE =75 ElasticsearchEER$F 6l EERER,
o JIFTBEERSIBIERER,

Bgn, eUEE—NEA “snapshot_1” RIHRER,

PUT _snapshot/my_backup/snapshot_T?wait_for_completion=true
o  JIETERSIBIERER,

Bign, BIE—NEA “snapshot_test” RIMRER, IZREIBEIEZRS|
“patent_analyse” # “patent”

PUT _snapshot/my_backup/snapshot_test
{

"indices": " patent_analyse,patent"

}

3 =7 ElasticsearchEERFh BB ERIAYRECIEHE .
o HWITUIT&<, ATUUBEMREREBER.

GET _snapshot/my_backup/_all

o HUTWI TS, HLUBEEERRE “snapshot_17 BIEE.

GET _snapshot/my_backup/snapshot 1

BE AT RFETRIRSZOMSISRIBEIE NFE G E BRI RFEIRS50BSHY
“esbak” &,

%Msﬂj%ﬂ:zxﬂﬁ%ﬁéﬁ% ERRIREFMEIRSZOBSH, BINESNERRSEIH
=,
MERL
EOMSIRTRESE, ‘THRIBRAR” —EBAR ‘RETHE SNBSS
B,

FECSSHR33HYELasticsearchEEBEH I E— MFIE G EXELZEIOBS, AFIRESE=
ElasticsearchHItREBEIE

Bign, TESERFPEIE— “my_backup_all” BIFEECEE, XKEXE—2FO0BSH

“esbak” .
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PUT _snapshot/my_backup_all/
{
"type" : "obs",
"settings" : {
# OBSHIMIMIBIaNE S
"endpoint" : "obs.xxx.example.com",
"region” : "xxx",
# i5II0BSH AP ZFNEE . IMERIakF sk RIDEI ISP & B FE B RAINZE XK, BN
EXHHEMNBETETEXNGFY, FRINEE, Bires; ARfILlakilskirFEREZSFHE, 74615
BEEA BRI BN ET Eakflsk,

"secret_key": "sk",
# OBSHINERFR, 1 E—1FBEIREEIIOBSIERRIF—E.
"bucket" : "esbak",
"compress" : "false",
"chunk_size" : "1g",
#i¥= “snapshot” [EEL&E/ .
"base_path" : "snapshot",
"max_restore_bytes_per_sec": "100mb",
"max_snapshot_bytes_per_sec": "100mb"
}
}

$IB7 ECSSIRSSAYElasticsearch &R B T HRIBIREHIE
1. EEFEHREER.

GET _snapshot
2. BEREBIREHE.
- 'Vﬁgf—'ﬂéﬁﬁﬂlﬂﬁ’ﬂﬁﬁﬁ?\%lo BIANRERZ ) “snapshot_1” BIRIBRIFFEZER
5|8 .

POST _snapshot/my_backup_all/snapshot_1/_restore?wait_for_completion=true

- IREE—REBPAIERD RS, HIINES “snapshot_17 RIRERHRIREIF
“7 FFROERSI .

POST _snapshot/my_backup/snapshot_1/_restore
{"indices":"*-.monitoring*,-.security* -.kibana*","ignore_unavailable":"true"}

- RERE—REPRISERS|, HEBR. HIANERAS “snapshot_1” BYRER
b, 18ZF=5| “index_1” WEH “restored_index 1" , “index 2” &N
“restored_index 2”7
POST /_snapshot/my_backup/snapshot_1/_restore

# RIREZERS| “index_1” 0 “index_ 2” , ZREREEHFAIIEMERS],
"indices": "index_1,index_2"

# BRIEFEIRENERS|, 1ZES | SHREESIRMAVEIRITE .
"rename_pattern": "index_(.+)",

# BHBBHRIINESI
}
SR8 SERBIKELER.
o BEMARENKREER.

GET /_recovery/

o BEEREERSINRBIKEER.

GET {index_name}/_recovery

-

1.6 BITIEE D BiE(HScMie 9= Elasticsearch SEE$EIEIE
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#ECSSIRSHIERE, ERTFIUUTIRS:
o IEHFEIEWRSIER: BHEMRegionT S TAYELasticsearchEEEHTFEE HRIE
Bfch,
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HAZOAR30RY, ZiFEK.
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BEZXTFTCSSIRSANEE S BINELINBiES WAL EElasticsearchEEREE 95 .
BERE
o HIE—HMS: MEEESBENENEFNE, WREIBERES EZENE
£, BRSHUIEI—EULE .
o IFEEER: EELENBEMNESEEKS TR, ASRERFIBRERNE
#H, @R,
o SLCRTMRNR: EESBHBNAREERR30R, IFHEN, ILURHIEEITIEN
SO, RO EIRRS I REFRIER
£9RPR S

o EHRFEFRIEMZIERE,
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) ST RTREN.,
B o EEENARSEM | BERIRSS BTSN,

Elasticsearch£E

o iGIARERFRIAFERM
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B=5 o EEBHOSITMELE B RIRS SR R,

Elasticsearch£E
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B1.3,
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SEERIRE

ERTERRSEEESE
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1-9 SRENEERHEE
FIRID

=227
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d6e2aB84-d6Ba-4

“EERLESTHE > Elasticsearch” o

3. fEElasticsearch&E&$513, SRENEEFANAITBLL,

2024/07/1910:08:29 G| default

FIE2 EFHirElasticsearchEEEERIKibanatR(ERRH .

1. 7ECSSHRS3HYElasticsearchEEEFI3R,

ﬁi"Kibana o

elighin &

RE PPzl

192.168.0.130:9600,192..).

R EineERF, RERMFFIRY “Kibana” ,
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2. EBFAMSRER “Dev Tools” HNERERME,
I3 BUEELBEN, EERERESRERANERE.,
WITUTaS, EEERERERERNER.

PUT /_cluster/settings

{
"persistent" : {
"cluster" : {
"remote.rest" : {
"leader?" : {

"seeds" : [
"http://10.0.0.1:9200",
"http://10.0.0.2:9200",
"http://10.0.0.3:9200"

I
"username": "elastic",
"password'"; "

}
}
}
}
}

= 1-11 B3RS ENRE

257 15488

leader1 BCEASRISIR, HRFEEN, EEEEES BhcER
SHREZBIR.

seeds IREERFRYIGIRIIL . HEEBFFFSHTTPSIGIEAY, URI
schemaFBEXI M FEAhttps,

username REENARSE, NEEHRREEHNITERE.

password RERNEN, NFEH RSN ARERE.,

HREIERF, “acknowledged” 79 “true” BY, FRECERLIN.
$£B4A EEIREBEERS | IBmREYS, LRENEIERIIRLEIBRERE
WATUI TS, SIENEERNRS RS, BRERFILENRS|IRLEBIRERTF.

PUT auto_sync/pattern/patterni

"local_index_pattern": "{{remote_index}",
"apply_exist_index": true

R 1-12 BERIFSERA

BHE 5i8H
pattern1 BENX B ER R ENpatternZE, BFRHSAMFREH
ILEeHET

M HGRAS 01 (2024-08-13) WA © EARTERABIRAE 35



SIERRSS
L

1 ELasticsearch ZiEiTi

SHE

ol

remote_cluster

FCE(ESHIZTR, BN E—2E8 “leader1”

remote_index_pattern
s

RERHSRELRSIEN, SIFEIAF “7 o

local_index_pattern

BRI BrERRIRE IR, ZIFERER ., GIANEYES
“{{remote_index}}” B, FEILEESIA “logl” , EE
IIRAIZRSH “logl” o

apply_exist_index

ERELEER LEFENERS], BAB “true”

FI|S FHERNBRPRE,

) EHARIAE30F)

HITAI A<, SREXPLECER S IRIEIS IR .

GET auto_sync/stats

HiR[EIZERF, “failed_count” 5 “0” BY, FRELZMK.
$186 ERES MG, KB BRElasticsearchEEBE R EERFHURRI—3M: o
a0, o BERERA N EIRERHNIT_cat/indicesihS, MHLEAENXRSIEEEE—

5,
TR
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2 {/i44, Elasticsearch #1 OpenSearch £E&f%

2.1 {li{t Elasticsearch ] OpenSearch &S \ 48E

CSSBRSS A RYElasticsearchf1OpenSearch &+ (F AR, BINSEARCHITERNS
NHEBEL, BETIRSERNSA MRS, 1=FHHERME,

HIEBNRE

2-1 FYEBNRE

Elasticsearch&&f

Node1 Node2 Node3

RGN (e ] =] ][]

ANE2-1F7~, LAElasticsearch&B$9fl, N4EZEFim{tElasticsearchagiOpenSearchg&

BB ABIBIRIZ. BIPRIPERES FPrimary, REREIAS FReplica, &4

FEHIET mNode B2 D EM, BRAREER— I TRE,

. EPRixENodel KIXSEIEBRK, LthtNodel AT =,

2. TENode1tBIEEIER_IdSEIRIEAZEIS 2, WWIHEREEEAZINode3, F
HMITERIE.

3. HEDRBEANING, ©iEkiEAEINode2fIRBIAD R L. HRIASARKID
&, Node3EEATSIRESAKL, AT REZEFIRRESAK .

ElasticsearchEBEANERSIH—1 219 A (shard) /L, B8NP REE31ME

(Segment) , — SegmentZE—MEHEZESI,
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. 2-2 Elasticsearch B9ZZ5 |4HAY,
_______________________________________________________________________ |F1§j_e_x_/_Té_b_|é_

shard shard shard

WNE2-3Fh73~, B HGEAElasticsearchly, XRBLESHEBENE T XBufferdr, [T
SANBETranslogs, AEERIFETEEIMIZE DX RIFHIZEISegmentd . FIF5HA
Firefresh_interval2&4zHl, FABIRIFI—IR. ESEAMRBXHNBESNH
ElasticsearchBIEH /r4BNear Real-Time Search.
B 2-3 28RN Elasticsearch YRR

"""""""""""""""""""" shard !

indexing i |

: ;

i In Memory refresh Segment i

! Buffer (in—memory) !

=P NET-1Z) R

HE T ElasticsearchBIEIRENRIEDHT, BLUATIUMIEREMATTE

& 2-1 SRR

VR A S HEREA

{EFASSD&EE) | EASSDEALUKIBEAEIEE NS mergefR{FRIEE, XJNE!
FHRERFECE | CSSHRSS, BER “EBSIOR” 7, sEBESIOREM.

KFBulk APl | EFIRRANEHIERNIBASLR, BRINEBAREIEENE
1~10MBZ[8],

BEHERL_id ﬂﬂixﬁi _IdBIB NG, MIESANRSEMA—REIRRE,
E’ﬂﬂéﬁE'ﬁ)\Eﬁm MFAREBRT_IdeREENTSR, &N
EFHBJEMEEJZE’J_M

RERSEND | P REEENEENERFMIETRNER, By FAIXKIMESITE
B 50GBLAR

KHARIA HIEBASEIEIERTT, ERIRESANXAEERA, FHES
AT EBHEEIR.

Elasticsearch 7 xiRAF X AR AWGHSWT:

PUT {index}/_settings
{

"number_of_replicas": 0

}
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(VR A

yE-3h

RS RIR
BT ES

HIBILEB AR, aTLUSRSIB9RIFSRE “refresh_interval” 18
RERESERERN “-17 (RRFRIFE) , BIEDD R
REIRSENIERE .

Elasticsearch 7.xhRAH, EEFFATEIRE 159G T :

PUT {index}/_settings

"refresh_interval": " 755"

}

R ASYNS 5
HEBSABATY
AL

PRI ARE, JLUSEMIEABSANXKIZEHSEANIIBIKR,
fplEsR AR ESHE EIRIRESB 429898 R

Elasticsearch 7.xhRAF, STLUERANTEEXSHEZIMEANR
{¢: thread_pool.write.size, thread_pool.write.queue_size,

IEEERIPEFERAIEE!, BhLkElasticsearchZRINEZERIBEN
keywordfltextAVES RS, BIIFLERIEIEE . HFkeyword
AT XEETER, text BT LR,

MFAFERSINFER, X “index” IREH “false” .

Elasticsearch 7. xR, E=FE “field1” IREBARERES R0
LT
PUT {index}
{
"mappings": {
"properties": {
"field1":{
"type": "text",
"index": false
}
}
}
}

{fittshardty

RS

ElasticsearchBRARBAEFHES S K/ \WLoad balancefklg, 7=
ZTERpET, TERERT ST =L, TJsetlshardEET

M EDEAIREIRR, kX RERR, AJLUETIRERS|IKBIRY
Z# “routing.allocation.total_shards_per_node” $=4IZ&3|5H

AT RS HER. WESHEUERSIERPER, tBATLUENR
BB %5 |HsettingEM

1B EBZES |KsettinglIm ST :

PUT {index}/_settings

"index": {
"routing.allocation.total_shards_per_node": 2
}
}

2.2 {fi{t Elasticsearch #1 OpenSearch £&f&E1814EE

CSSARSSHAYElasticsearch#10OpenSearch & $E(F HRT, BINSEAROHITERINE
s, ETFIESERNE ML, IBFHERIER,
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2-4 HIEEIERIE

Elasticsearch£sgf

Node1 Node2 Node3
[ ro | IEN
i 2

UNE2-4Ff7~, LAElasticsearch&E&¥ A%, NB=EFimfEElasticsearchzfOpenSearch&
BREERERNRRE. BHPPERREDR Prlmary, REREIAS FReplica, F&l
2 REHIET ENode E2MEN S EH, EBEAFEER— T RE.

1. ZEPFigENodel ZXEFIERK, lttH]‘Nodeﬁ:lUJ‘iH =18

2. TmENodetRIEEIEERNERSIURESES T, '_Iﬁj\hL KR, AEBIEKEE
%Z%INode1. Node2. Node3.,

3. /ORDAIPTERES, S8DREERIGE, BERLERICEEINodel, A&
EET RaEFimREERER .

SFENEEEK, ,J‘ mERANTHTEESN DR, 2F5MD RENESHtHT
#Hif; EBENMD RN, BEZENEHZSegmentl 5 NiHITEIM

. 2-5 Elasticsearch B9Z5 485

Index/TabIe

shard shard shard

___________________________________________________________________________________

EiltERE L
HF ElasticsearchfUEUREITRIZNHT, BIAT/UFMERMILE
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x 2-2 EiREEEfIL
\VRLAES yRE3L
@ droutingiR | IR N ERTIEEroutingfl, BEIBIEHIIEMSEND H, &8

MEFERY | BB ZroutingBXEREAEIEMEERNS R, MAREXERSI
PR BEMERD R, HmEFAEERAEIEEN.
Elasticsearch 7.xhkRAH, BB HSUT:
o iExErouting{BIEAEIE
PUT /{index}/_doc/1?routing=user1
"title": "This is a document"
}
o RiEroutingBEEITEIE
GET /{index}/_doc/1?routing=user1
KHAindex HERZEEND R, SEMEHESegments, @Eid{FERindex
sortingi&/MM& | sorting, BILAMEISSEEIEIE. SEHIFEIRERRIERIZLL (early-
N terminate) o
Segments#{ Elasticsearch 7.xhkRANR, REIGSINT:
/R EE N FEAFRdatefSEEEIA
PUT {index}
{
"settings": {
"index": {
"sort.field": "date
"sort.order": "desc"
}
%
"mappings": {
"properties": {
"date": {
"type": "date"
}
}
}
}
t&hhquery HfilteriERKTERMHITHS, =B IbitsetiRBERIEER, HT—
cachefEHE | MRUNEGERAET, MOILIEEZEIEINER, LUMERIVES
FanhaOR | i,
t&@i0query cache AT LABIREXERFRISHECES, SEHENE
F2# “indices.queries.cachesize” IRBANEARIE. BEAIRIES
SNSHEE, EXsHiEE —EEEREHFSHEN.
=[] ST EHRMNENRIERS], aJLAERR Tforcemerge, 1&/\dY
Forcemerge, | Segments&FAAAISegments, FISHRICH “deleted” IRZSHIZ
R/NEESE | SIMIEMER, IEAEIERE.
ﬁ’ﬂSegments Elasticsearch 7.xpRAE, BEERAIMIT:
# J/RIBELE RS |forcemergefgsegments#E79101

POST /{index}/_forcemerge?max_num_segments=10
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{§FElasticsearchIlERXRBIEIERE, ALABRXREHIBREERL S ENBEMRM,
MEINS AL SR IE MO . ERTUTNAIGS:
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3-1 Elasticsearch NiEZ R BV EIRZER 5 32294
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JRE-22S0Y
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2.
3.
BELS

BRI SHIREF#EEIMYSQL,

BT HIRE R3S DRSIEMYSQLARIEIESLRT E £ FICSSIRSSHIE asticsearch g
E¥ o

fEElasticsearch&EEE 172 IEE . Ad HocE®BMFZIT 91 o
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EASSLZ g, JIMRERIRERNZES R FHIREN

o STUEIEFI4HP: ElasticsearchiZgt T FEMIGIE T HMAPI, (FERFHEIPIIME
BERIETESEME S

o ¥ EM: ElasticsearchEEBERILURIBW S HE R TKEY B, 1EBINE2H =%
WMEEARIHIRSEFE DG

XL (FE1SElasticsearchEEBERY I X R EMMUREELMBE 2 X RIS FH AAd HocE

BB T .

BUIRSRY

EESLeERAElasticsearchEEEF IMYSQLEERE, BREER—IVPCEZ
2ER,

MySQLEEEF ELBFRILHIEIE
AR LGN T REEFIInEREE B o
a. MySQLPBIZE—FEERE:

CREATE TABLE ‘student’ (
“dsc” varchar(100) COLLATE utf8mb4_general_ci DEFAULT NULL,
‘age’ smallint unsigned DEFAULT NULL,
‘name’ varchar(32) COLLATE utf8mb4_general_ci NOT NULL,
‘id” int unsigned NOT NULL,
PRIMARY KEY (id")
) ENGINE=InnoDB DEFAULT CHARSET=utf8mb4 COLLATE=utf8mb4_general_ci;

b.  MySQLFEN3INFERWIAEIE:
INSERT INTO student (id,name,age,dsc)
VALUES
('1','Jack Ma Yun','50','Jack Ma Yun is a business magnate, investor and philanthropist."),
(2','will smith','22','also known by his stage name the Fresh Prince, is an actor, rapper, and
producer.’),
('3','James Francis Cameron','68','the director of avatar');

ElasticsearchEEB$PE KRS BIEE, BS5MySQLPFRBIIR
AT T an< BlIfEElasticsearch&EE$AIZRS| .

PUT student
{
"settings": {
"number_of_replicas": 0,
"number_of_shards": 3
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3 ([ Elasticsearch IIERX R B HUIRERIE AN

h
"mappings": {
"properties": {
Ilidll. {

"type": "keyword"
}

"type": "short"

"type": "short"

"type": "text"

}
}
}

Hhfy “number_of shards” 5 “number_of_replicas” EIRIEE R Zi723H

1TECE .

BRIELR

$I1 BIIDRSIEMYSQLEIRESCATEIE

CSS/ES,

FCSS. BIMEFLIRIBEZ IEMySQLEIZE!

ETXEXRMF, B-1PHNRSESEESHUFELENES.

X 3-1 BLESSERA

EeEEIR SHEWR H5EY
Iﬁﬂfg&{ﬁﬂ > [EE5L | WLR3ERY HEIR “VPCRZR”
I %:u»
al IR 2S5 EIREEREHIRDS for MySQLELHI,
BI7FfE R P I3 EEEAIMYSQL .
RIZLBIFFEFR | SRR LAIREA TN, BINIREUR
FESLHBILAK ElasticsearchEEBEF £ F M5
.
TRENERE > B | VPC EFEFNElasticsearch&2B¥—XAIVPC,
TEEE
s FM EFEFElasticsearchEEBF— R F M .
| Pt R s Z IHSElasticsearchEE8¥AYIPHBLIE, SRENFS
Ri5S MERENCSSEERFAYIPHELE
HIEERPA 1HSElasticsearchEERF ISR R KA
(admin) »
HUREZRS IESElasticsearchERF NSRRI,
INEER EHEElasticsearchEEF L £, R
KRB “SSLLZeiEE” , WARIEE,
%Hﬂ?‘i‘ha’;)uﬁﬂicssﬁﬁﬂgﬁéﬁ
RERE TIRIET R CAPRIR”
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SIERRS
EfESLE

3 ([ Elasticsearch IIERX R B HUIRERIEIAD T

BCERIR SHEWR EESTE Y

Ep2OEESE TaiE “RLEREE , BRSEMSE
fEElasticsea rchﬁﬂil:h@lj@? 5mysqQL
RREXI YRS

EBZOES HIE “REEET , EESElasticsearch
ST HEHEELAR RS o
ol

BB type BB ES RS | ZHR—HE, #6
2 “_doc” , MBEFA—EEEH.

#IEINT - BiE ‘727 .

EMESESE, FHES RS N “2EEE7 Tk “BERS™ , FTrHEH
ANEREZRE.

$E2 WIERIEERRNIEZRE.

1.

égéﬁ;glﬁl zv E\_‘LIIE o
fEElasticsearch&E&#A9Kibanad TN T &<, A S=EIREERZLEICSS,

GET student/_search
RIRIENFTEUE, WIEBIEREE SRS Elasticsearch,
fagn, JRiwEEN “id” B ‘4”7 E’\Jaéﬁéﬁ)%o

INSERT INTO student (id,name,age,dsc)

VALUES

('4','Bill Gates','50','Gates Il is a business magnate, software developer, investor, author, and
philanthropist.')

fElasticsearch&EE#HIKibanaFHfTUI Fap<, MMIAFIEIRRERIZEICSS,
GET student/_search

iR SEFEE, WIEiEEE=ELSEHEElasticsearch,

flgn, &EHr “id” B “47 XEEIERY “age” FE, M “507 BBk “557 o

UPDATE student set age='55' WHERE id=4;
fElasticsearch&EE#HIKibanaFHIfTUI TS, MIAEIERERILEMEICSS,

GET student/_search
TEIRMIbREGE, 8IEElasticsearchfIEUIEE B RIEMIER .
fian, Mk “id” 53 “4” BYEUR.

DELETE FROM student WHERE id=4:
fEElasticsearchEEE£HIKibanaHITIN T &<, HIACSSERNHIER S EH
BRo

GET student/_search

FIE3 WITHIRENES ISR
54N, 7EElasticsearch&EE¥E1H “dsc” EE “avatar” BIEUE.

GET student/_search

{

}

nquery”: {
"match": {

"dsc": "avatar"
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LB WWIEEUIEERIAD HocE1RE
54N, 7EElasticsearchEEE¥ERFRATF4089philanthropist,

GET student/_search
{
"query": {
"bool": {
"must": [
{
"match": {
"dsc": "philanthropist"”
}
by
{
"range": {
"age": {
"gte™: 40

5 KIFEIRENS TS EE -
54N, EElasticsearchEEE(FitFiE ABIER D -

GET student/_search
{
"size": 0,
"query": {
"match_all": {}
}

"aggs": {
"age_count": {
"terms": {
"field": "age",
"size": 10
}
}
}
}

e

ELAthiR(F
o  IRENCSSEEEIPiut
a EREERRSEEEHG, PHRENSHEN EHEE

b. TEERFEIRIIRIE, BEFEHIDAVER, & “AWMipabit” FIFKENCSS
SERERYIPHBIE, —ARE “<host>:<port>” T
“<host>:<port>,<host>:<port>" =z,

MREHRE— TR, WMXERI DT aRIPHItFNiROS, F/a0
“10.62.179.32:9200” ; MNREHEZS/IM TR, WERFET SAYIPHELE
MixO=, Ha0 “10.62.179.32:9200,10.62.179.33:9200”

o ZRENCSSEERFMIREIED
a. ERTERRSESS.
b. &R “ERFEIR” HENERIIE,
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L 3 {#FH Elasticsearch INEXREEUREENEIE D

¢ BEYNERNEIR, EAEHFEAEERE.
d. # “EXNMESR” WA, B2dE “HTTPSHE” /@AY “ THIER” ©

3-2 FEIEB
BREEE
1)
EEE vpe-
T subnet
2 dws b
TEIET EF
EETE E=
=l [l default
YN T -
HTTPSiAE FE | TEIEER
FIRiAIaI PyALtEiE 192
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=HERIRS 4 {$F3 Elasticsearch F1B%E Logstash {92 HEEIEF
BETE &
4 {5F Elasticsearch f1H#E Logstash {9 H
SEEYE

Rz

{EFACSSARSSAYE asticsearch S BFHERE NS —HEEIEF A LISCH . F—ith, 5{E
WERHE, iILESKNE4E. 8%, RARSEEYE.

A3ZLAElasticsearch. Filebeat. Logstash#Kibanafil, #&E— 1 —HETEIEFE
B (FFFilebeatREECSHAIAE, &AiXZFILogstashiH THIRLIE, BFHEE
Elasticsearch/, &/5iBidKibana#{THEN T E RS 2B EALBFLL
Tia=:

o HEERE: ENEEBENBREFNRSHE, REEITM,

o LU KWNFINNEZEEN, HTANERNNSET IO

o WSS SARITA, M miiiRS .
o HEENSIE: MIERFMNARERFMRE, SCITAIMT.

ELKB ( Elasticsearch. Logstash. Kibana. Beats ) {2t T —2BEREIH=MRSE,
=R RN—FBEERS,

e Elasticsearch— MRS HILAVERMOHSIE, BTEME. BRANOHAE
iR,

e Logstash2— 1 IRSZEIRAVEIEEE, REWE. BITHFEERURE, BEAX
ZlElasticsearch,

e KibanaJgElasticsearchi2it— M FREAVEIE DA LS, BFX
ElasticsearchdPfYEiE R TIER . BEEFIXRE,

e Beats: IRERIVEIRIIESE (LNFilebeat. MetricbeatZ ) , LiEEIRSE L,
REWENE A HIEEILogstash

{#FBElasticsearchflLogstashi@i A S BB SHIH RMUNE4-1Fix.

4-1 ELKB 224
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=IERRS 4 {$F3 Elasticsearch F1B%E Logstash {92 HEEIEF
B={ESCHE a8
1. FiRWE
- BeatsfEAEUBUESRE, RENSHRIERIEH &i1XELogstash,
- ;ﬂggstashﬂﬂlﬁﬁﬁﬂﬁl%ﬁﬁ)ﬁ, oM BeatsiZFIEUIRE, XEIEHITITIE . iR
Egio
2. HUEQLE
LogstashfEXS#IE A 1XE|ElasticsearchZ B, XIHIEHITHERILIE, WNEEITLES
BEaE. SIELTHERSE.
3. HUEEFE
Elasticsearch{EotzOMEELH !, ElasticsearchZ 5 |FN7F(E R B LogstashFIHUE,
R RIS RINEURIERINEE .
4. HIEDHSENKG
{EAKibana¥JElasticsearchd R IERIHITOFFIAT AL, BUER(NEIRFIIRS, LA
BEMREREIE.
ELKBRGHZAERINRATFE LSS I https://www.elastic.co/support/
matrix#matrix_compatibility .
BEMRE
o SLATME: IRMHSCATEURERDTEES .
o RiEM: TIEHEMEIEEMRIEEIELIERE.
o ZHY: BRREANY, B THIBRENTUWERE,
o TREM: KFYREREE, TJLALIEPBRFIAIEIE.
BUIRSRY
o CtliEIELSEAYElasticsearchEERE, RIFLEIES WAl ElasticsearchE
E¥O
o CHIEHRMHTIRSEZECS, HLE T Javalits, WLECSIHES W PEMLFER
Linux ECS,
RMEL TR

FB1 BFECS, EpEFHECEFilebeat,

1.

2.

T#iFilebeat, ARANGEINGEIR7.6.2, Takitbit: https://www.elastic.co/
downloads/past-releases#filebeat-oss

BcEFilebeatAIECEN Y “filebeatyml” ,

fian, RE&E “/root/” BRTLA “log” EEMNMENH, BEXH
“filebeat.yml” HFHIREFINT:

filebeat.inputs:
- type: log
enabled: true
# REMHEHIBRER
paths:
- /root/*.log

filebeat.config.modules:
path: ${path.config}/modules.d/*.yml
reload.enabled: false
# LogstashAdhosts(S 8
output.logstash:
hosts: ["192.168.0.126:5044"]
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=IERRSS 4 {§F Elasticsearch F1E%E Logstash {92 HEESIEF
VAN

RIESLE A
processors:
2 HEHEEBELogstash,
ARl

RATREERRIMERE, BiELogstashFRIVMSHERIWETE S “ECS/docker” WFAI—¥,

1. T#ilogstash, ARAGERINIERE7.6.2, TEkthil: https://www.elastic.co/
downloads/past-releases#logstash-oss

2. fffRLogstash SCSSERFRIMLEEIE, EEM LHMITa<S curl http:// {ip}:
{port} L B LFELasticsearchEEBFAUIEB M, IR[E]200, RREFEB.

3. BcELogstashfIECEN S “logstash-sample.conf”
BeEXH “logstash-sample.conf” FRIABIIUT:

input {
beats {
port => 5044
}

}
# JWEIBENINEISEBEUES,
filter {
grok {
match => {
"message" => "\[%{GREEDYDATA:timemaybe}\] \[%{WORD:level}\] %{GREEDYDATA:content}'
}
}

mutate {

}

}
# CSSEEEIIER
output {
elasticsearch {
hosts => ["http://192.168.0.4:9200"]
index => "%{[@metadata][beat]}-%{+YYYY.MM.dd}"
#user => "xxx"
#password => "xxx"
}
}
(AR

Logstashfy “filter” #H{THEVECERS, AILAEBIGrok Debugger ( https://
grokdebugger.com/) ,

$I¥3 fEElasticsearchE&EE A0S 18R .
1. BREEERSZEEEHE.
HEEMSHES, %F SRS > Elasticsearch”
TR, IEIRHIRIERVERE, BHIR(EYI “Kibana” , ERKibana,
BFEAMSHFZR “Dev Tools” HNIRERE .,
BlEE— IR 1EIRS
fian, BIE— K58, BEERSIBNARE3ID . 0BIAR, R5|FENXT

“@timestamp” . “content” . “host.name” . “level” .
“log.file.path” . “message” . “timemaybe” F=FE&R,
PUT _template/filebeat

ok wN

"index_patterns": ["filebeat*"],
"settings": {
# EXDFE.
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=IERRS 4 {4 Elasticsearch f18#2 Logstash {92 HEE
RAELE

1P
PAN

[

"number_of_shards": 3,
# EXEIARE,
"number_of_replicas": 0,
"refresh_interval": "5s"
L
# EMFE.
"mappings": {
"properties": {
"@timestamp": {
"type": "date"
L
"content": {
"type": "text"
%
"host": {
"properties": {
"name": {
"type": "text"
}
}
L
"level": {
"type": "keyword"

"log": {
"properties": {
"file": {
"properties": {
"path": {

}
}
}
}
%
"message": {
"type": "text"
L
"timemaybe": {
"type": "date",
"format": "yyyy-MM-dd HH:mm:ss||epoch_millis|EEE MMM dd HH:mm:ss zzz yyyy"
}
}
}
}

FI4 TEECS HAHESMIXEIE .
PATUI R ar<, ERMXEERE, HISHIESE “/root/tmp.log” H:
bash -c 'while true; do echo [$(date)] [info] this is the test message; sleep 1; done;' >> /root/tmp.log &
4RI SR BN T -
[Thu Feb 13 14:01:16 CST 2020] [info] this is the test message

£S5 HITITFas<, Balilogstash,

nohup ./bin/logstash -f /opt/pht/logstash-6.8.6/logstash-sample.conf &

6 WMITW TS, JohFilebeat,
./filebeat

£ET @IKibanaitTEIIHFIERRE

1. ¥ \Elasticsearch&£E¥9Kibanai®ERHE
2. BEAMNSHER “Discover” #7EIESH, AR UNEA-2F7R .
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RS 4 {4 Elasticsearch #F1B#E Logstash M HEEEF
BAECRE PN

o |
4-2 Discover FRER~{

302 hits
Nov 18, 2022 @ 00:00:00.000 - Nov 18, 2022 @ 23:59:59.999

o
Time +
> Nov 18, 2022 & 23:59:55.00 ucu Destcauntry: 24 Sunmy 7

timestamp per 30 minutes

ccccc

.
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=IERRS
ERIESLRE 5 {$F8 Elasticsearch BHENMMNIHEFEZRLE

5 {s{£FH Elasticsearch BENMAMNIHIFE RS

BiJElasticsearchEERF AJ LASHERER I TEE AN AR

Rz iz
Elasticsearch2— 1"SEA BAFRERMOSIE, SRFEEEE XANRIE
RERHITHIF . BEXHIFARIFAAERBISTER, EXFERIHIFAN, LT
WIERERBXENRAF AR, ZAETUBTIUTGR:
o HFEFS: RIEHE. AP . MESERMEEEITHIF.
o MAEE: RIERNZE. KM ENNEREELFHTHRF.
o ERIIRSS: RIEXZEM. MERINILITHIRZICRIHTHF .
o EPXMF: REIRNESEREIFIARENEFERETHIF.
JRE 2220

B BE RN HERERHTHEF 28I ElasticsearchAJHEFAPISCIIRY . BIZER
HEFAPIEIREUE, SCEERBEXANHEF

BEXMUEDERIHFL N .
o MFAEMFIERIELY, REBSOHESIMENINFHIHEIER.
B9 = EES * (§FFR * BXEF )
- [ESS: REEWERITD, ABEEIC1S, GUIC0s, 55 ZMENA
PLECISS o
- SR NRECIAEIER S PIREUATRIE, —RIEBEFEIERNITS .
- BWREF BENXAIFITFLLSE.

o MFAEMFFRHELS, KREBZSHSIMENINFHIEEER.

B9 = WS * (3FFER * ANDH)

- [EISH: RIEEWERIS, RBNEIC1S, BNWiE0s, BoZF A
ILEES o

- SR NEERCIAIEIERE PIREUFTRIE, —RISEBEFEIERNITS .

- ENSE: BEX—MFTEREE, SHTERATEER, RE—MEEX
BRI DE; SFERNTETEIER, RES—1BEXRMENS . &
WX LRI LB SR TR EaE RIS .
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BRI

o REM: BEMHIFANALIHESTHERINSZTEK.
o FEME: ElasticsearchBIDfzUFIESF KT B, ENAERAVEIEE

o [48E: ElasticsearchRIMAAHIIHR T HEFRIFRISRIE, BMEEANUREIESE
R RIFRIFAIIERE .

o SERIE: ElasticsearchB0i SERHE AL IBIRHER A RO RINE .

BUESS
BEERIFElasticsearch&ER, BEEH N F I AIRE,
1BIELT R

(1) 5 EA

ARZHIIBRBISGER FElasticsearch 7.xR LA ERRASAOEEEE
BRZHERRSEERHE,

EAMSHE, ©F ‘S SR , ¥ Elasticsearch&EE£5IZR A -
EERFYIRINEP, PHERHEIESIRY “Kibana” ERKibanalld .,
fEKibanafIZEMISHRHiIERE “Dev Tools” , HABSHITRE .
BIEERS|, HISEBENMEIRENHIESRE,

e, #IESHE “tvjson” IR FEAR.

{

"tv":[

{ "name": "tv1", "description": "USB, DisplayPort", "vote": 0.98 }

{ "name": "tv2", "description": "USB, HDMI", "vote": 0.99 }

{ "name": "tv3", "description": "USB", "vote": 0.5 }

{ "name": "tv4", "description": "USB, HDMI, DisplayPort", "vote": 0.7 }
1

}

BILITIN R an<, BIZERS| “mall” , FHEEETE N METRE X HHELE,

PUT /mall?pretty

ok N =

"mappings": {
"properties": {
"name": {

"fields": {
"keyword": {
"type": "keyword"
}
}
}

"description": {

"fields": {
"keyword": {
"type": "keyword"

}
}
}
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6. SAIUE.
HATINTR RS, 18 “tvjson” MHHRIBIESAE “mall” F5|H,

POST /mall/_bulk?pretty

{ "index": {"_id": "1"}}

{ "name": "tv1", "description": "USB, DisplayPort", "vote": 0.98 }

{ "index": {"_id": "2"}}

{ "name": "tv2", "description": "USB, HDMI", "vote": 0.99 }

{ "index": {"_id": "3"}}

{ "name": "tv3", "description": "USB", "vote": 0.5 }

{ "index": {"_id": "4"}}

{ "name": "tv4", "description": "USB, HDMI, DisplayPort", "vote": 0.7 }

7. BEXFNEBHE. 951514 7 E3SFFRIIRNFTRE .

RIgAFBEEIFHEUSBEO. HDMIEEO . DisplayPortiZZRIEEHINL, FIRIELF

PRI ESMEMTAZS, RESSHSERIRFHBIER .
- BENIFTRHERS

RORIFE AR “new_score = query_score * (vote * factor)” , HITHIS

LU
GET /mall/_doc/_search?pretty

"query":{
"function_score":{
"query":{
"bool"{
"should":[
{"match": {"description": "USB"}},
{"match": {"description": "HDMI"}},
{"match": {"description": "DisplayPort"}}
1
}

"field_value_factor":{
"field":"vote",
"factor":1

1

"boost_mode":"multiply",

"max_boost":10

}
}
}
REIERINTR, 1RRESHSERNIRFHSIEDSER .
{
"took" : 4,
"timed_out" : false,
" _shards" : {
"total" : 1,
"successful" : 1,
"skipped" : 0,
"failed" : 0
B
"hits" : {
"total" : {
"value" : 4,
"relation" : "eq"
I
"max_score" : 0.8388366,
"hits" : [
{
"_index" : "mall",
"_type" : "_doc",
"id" 4",
"_score" : 0.8388366,
" _source" : {

"name" : "tv4",
"description" : "USB, HDMI, DisplayPort",
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"vote" : 0.7
}
%

{

"_index" : "mall",

"_type" : "_doc",

"id" 2",

"_score" : 0.7428025,

" _source" : {
"name" : "tv2",
"description" : "USB, HDMI",
"vote" : 0.99

"_index" : "mall",

"_type" : "_doc",

"id" e,

"_score" : 0.7352994,

" _source" : {
"name" : "tv1",
"description" : "USB, DisplayPort",
"vote" : 0.98

"_index" : "mall",
"_type" : "_doc",
"id" 3",
"_score" : 0.03592815,
"_source" : {
"name" : "tv3",
"description" : "USB",
"vote" : 0.5

- FREFERITERZS .

ROBITEARA “new_score = query_score * inline” , AREIFIZERILF
TFRFEN0.8, Zvote>0.80F, inlineBYESI1; é’wotesOBE]‘, inlineBYE
0.5, HITHSUT:
GET /mall/_doc/_search?pretty
"query":{
"function_score":{
"query":{
"bool"{
"should":[
{"match":{"description":"USB"}},
{"match":{"description":"HDMI"}},
{"match":{"description":"DisplayPort"}}
1
}
h?
"script_score": {
"script": {
"params": {
"threshold": 0.8
by
"inline": "if (doc[\"vote\"].value > params.threshold) {return 1;} return 0.5;"
}
h?
"boost_mode":"multiply",
"max_boost":10
}
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}
}
REIERINTR, 1RREDHSEENIRFHSIESER .
{
"took" : 4,
"timed_out" : false,
" shards" : {
"total" : 1,
"successful" : 1,
"skipped" : 0,
"failed" : 0
B
"hits" : {
"total" : {
"value" : 4,
"relation" : "eq"
L
"max_score" : 0.75030553,
"hits" : [
{
"_index" : "mall",
"_type" : "_doc",
"id" o,
"_score" : 0.75030553,
"_source" : {
"name" : "tv1",
"description" : "USB, DisplayPort",
"vote" : 0.98
}
%
{
"_index" : "mall",
"_type" : "_doc",
"id" . "2n,
"_score" : 0.75030553,
"_source" : {
"name" : "tv2",
"description" : "USB, HDMI",
"vote" : 0.99
}
%
{
"_index" : "mall",
"_type" : "_doc",
"id" 4",
"_score" : 0.599169,
"_source" : {
"name" : "tv4",
"description" : "USB, HDMI, DisplayPort",
"vote" : 0.7
3
%
{
"_index" : "mall",
"_type" : "_doc",
"id" 3",
"_score" : 0.03592815,
"_source" : {
"name" : "tv3",
"description" : "USB",
"vote" : 0.5
}
}
1
}
}
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7-12 BERITH

K Open Distro
oo for Elasticsearch

Please login to Kibana

If you have forgotten your username or
password, please ask your system
administrator

& | hdmin ]

3. BRANGE, EKibanaR{ERE, EFE “Security” , HAXIMRTE,

& 7-13 Security TUE

K Security &)

Help us improve the Elastic Stack

@ To learn about how usage data helps us manage and improve our products and services, see our Privacy Statement. To stop collection, disable usage data here.
.
sl
= 2" Open Distro
™ oo for Elasticsearch
= -
Permissions and Roles
g
e}
Role Mappings Roles Action Groups Tenants
&
®

Authentication Backends

a

Internal User
Database

4. {TESecurityTdiE, 1E#FE “Authentication Backends” > “Internal Users
Database” , HAGIZERAFIR@E.
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7-14 CIZHRF

K security © | @ admin

Help us improve the Elastic Stack

®

To learn about how usage data helps us manage and improve our products and services, see our Privacy Statement. To stop collection, disable usage data here.

i [ Dismiss |
g
Y @ Internal Users Database
M
Search. £ Back
o Username 1 Open Distro Security Roles Backend Roles
& admin
areserved admin m
& @Current user
-
kibanaserver |
. m
® Greserved = [a]

7£ “Internal Users Database” T, & “+” HNFINBPEERME,

ERIZERFTmE, M “Username” F1 “Password” , B35 “Submit” . AN
BIERRZtest A=Al

7-15 iNNARFEE

Username:

Password

Repeat password

Open Distro Security Roles

No Open Distro security roles found

+ Add role

Backend Roles

No backend roles found
+ Add backend role

User attributes

No user attributes found

+ Add attribute

FRFeIEMINGE, ALAESIRPERIFEIZIAER.

T2 BlEAERole, FHEFRoletBRAR
1. 1& “Security” Hi%#E “Roles” , #A “Open Distro Security Roles” TUH
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® Open Distro Security Roles

Search... n £ Back

Open Distro Security Role T Cluster permissions Index patterns Tenant patterns
alerting_crud_alerts .opendistro-alerting-ale...
reserved
alerting_full_access .opendistro-alerting-ale...

@reserved .opendistro-alerting-co-.

alerting_view_alerts .opendistro-alerting-ale...

@reserved

all_access * *

areserved

kibana_read_only

areserved

. 1EOpen Distro Security RolesT@, B# “+” iFNARKNIR,
3. fEOverniewlEHIRERESZ,
7-17 Overview TQH

Overview Cluster Permissions Index Permissions Tenant Permissions

Role name:

Members

Users:
No mapped users found.

Backend Roles:
No mapped backend roles found.

Hosts:
No mapped hosts found.

Save Role Definition Cancel

4. 1£ “Cluster Permissions” TUEIR B CSSEEFNIE .

Ba:
Ba:
Bac:
Bac:
Bas
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7-18 Cluster Permissions TQH]

Overview Cluster Permissions Index Permissions Tenant Permissions

Open Distro Security Role:

Cluster-wide permissions
Permissions: Action Groups [JShow Advanced

No Action Groups found.

+ Add Action Group
EEVCGIEI R il Cancel

5. £ “Index Permissions” TR, B “Add index permissions” €EZ5 TR

7-19 Index Permissions TQHE

QOverview Cluster Permissions Index Permissions Tenant Permissions

Open Distro Security Role:

No index permissions configured. Add index permissions

Save Role Definition [ESERTE]

- Index patterns: ECENFTEBIRENRAIRSIETR, FIa0, R5|RIREIRA

my_store,
- Permissions: Action GroupstRIEFBEEFBRINIRIRE . AIa0, RIENPRIERE
Search,

6. 1E “Tenant Permissions” MENZERENIE,
wETHE, BIUERIRENAE,

TE3 AERAFME, KERoleflUserdizE
1. 7 “Security” Fi%#E “Role Mappings” , i A\Role MappingsiRi .
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@ Role Mappings
Search... n € Back

Open Distro Security Role T Users Backend Roles Hosts
all_access admin B ‘E|
ki!zf:sae:j;rver kibanaserver
kibana_user kibanauser E ‘E'
logstash logstash BE -
manage_snapshots snapshotrestore (= | & [N
own_index B =)
readall readall E‘E|

2. fERole MappingsTii, g

7-21 RN A GRS

Role:

Users

Backend roles

Hosts

3. pIsERE, BE “Submit”

“+

1) iy =) s

4. FEEBEZMKE, AILAEKibana#TIIEREEM

-

tlE—A"EA Kibana i5atEAEF

ST
testAYFF .

T2 AEHFMET, $SRoleflUserdBE,

+ Add User

+ Add Backend Role

+ Add Host

SE0ERPHEEENARFHIERKIbanatERAF (User) , BIE—MEREH

1. £ “Security” Fi%k#E “Role Mappings” , # ARole MappingsiH
2. fERole MappingsTii, B “kibana_user” BEEZFR,
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7-22 kibana_user &g

Role: kibana_user | <» Show JsON

Users

No user mappings found.

Backend roles

kibanauser ‘ o]

+ Add Backend Role

Hosts

No host mappings found.

+ Add Host

kibana_userfaaBA kibana*Z5 |B9MR, KibanaRm_EmiE{EAYDashboardslA
Kindex_pattern&B2{RF2.kibana*EB @AY, IStestFllPF0kibana_usertEiRsT,
BIRE X testFHF BB T kibanaf IR

3. BF ‘47 NIBFIAGMET,
. T “Users” X1z, EiF6IEEAYtestFAF,
5 N=BkE, BE “Submit”
BLESeRfE, tifttestAAR, HTRIRIGIERTEX -

e

SRR EEERS| index* ISR

SE
SER2
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S84

HeliEmtestAA AT LAAEIKIbana, FBEALAEAKibanaflindex_pattern.
Discover. Dashboards&iXR, (BERXHAEKEtestFHPREEZNEERY.kibana,
test FHRRAIARBEE R private tenantfflglobal tenant==[EJRYEHE, ANRFRILHEAE
Aitenant=siE], IEFREEroledE X EthAYtenantiX R

£ “Security” HiE#E “Roles” .

£ “Open Distro Security Roles” THE, & “+” iFMNAERKIR,

£ “Overview” %, REMBSZRole1,

£ “Index Permissions” TR%, Bd; “Add index permissions” 12825 {1
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7-23 iRENR

Index Permissions Tenant Permissions

Open Distro Security Role: Rolet
‘. Add index permissions ‘
* Index patterns: index* _
‘ Delete index permissions ‘
Index patterns: @
index* |E|
Permissions: Action Groups Show Advanced
No Action Groups found.
Permissions: Single Permissions
indices:data/read* ~ |E|
indices:admin/mappings/fields/get* ~ |E|

e  “Index patterns” : #iAindex*,

e  “Permissions: Action Groups” : JEEXINAINIR, WNREBEET, ATLUERE
read, WNRBEBEN, oJLUEREwrite, BRI NAIEREKRaction, AJLAS
ZkibanaRmEAIpermissiont&IR A, Llreadafill, i%EiFindices:data/read* F
indices:admin/mappings/fields/get*{XfR , indices:data/read* & &indices:data/
read/ FEREHIREE, Ltilindices:data/read/get. indices:data/read/mget.
indices:data/read/search&s,

LIS RETHE, BIIEIIZENAEBRolel,
$U86 7ESecuritydi%kiE “Role Mappings” o
$I®7 7£ “Role Mappings” THE, B “+” iHNNAFtestFIfA&ERole1 ST .
L8 RMERkE, B “Submit”
BeESeRifa, testAPRIAIABIndex*iYreadiXfR
R
£5 test = admin W¢SHY index_pattern, Dashboards &(Z8E

—RIBERT, FEAPABSHATESEZEindex_patternfIB RS & BT W E KR FAE
IS TEIRETE, kiY, —REHadminlkS# Tindex_patternfllZFH B &8
dashboardFIRFEFEE, AEBBEXLEEHZ={test B,
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eI LB TR E:
1. {#FHadminlkP1EGlobal TenantsrgliEindex_patternfDashboards,

2. Global TenantPFrERVEFETLAEIZAE, (E2WRERIEE, XMERIRIER
=, JLUERLAT XM

a. fE£ “Security” FiERE “Tenants” . LladminfkFEZLAERI IR ERY
Tenant, Lkfltest_tenant,

7-24 63 Tenants

® Tenants
Search... n < Back
Tenants 1 Description
admin_tenant Demo tenant for admin user m‘ o] |
global_tenant Global tenant m
Breserves d
test_tenant m‘ o] |

b. YIREIRIRER Jtest_tenant,

7-25 JJ#a test_tenant

Tenants

(s} (® admin
Select Tenant
Active tenant: test_tenant
Name Permissions
Global read/write Show Dashboards Show Visualizations
Private read/write Show Dashboards Show Visualizations
admin_tenant read/write Show Dashboards Show Visualizations
read/write

test_tenant

c. fEtest_tenant FEIZAERIJFEERYindex_pattern, Dashboards,

£ “Security” HikiE “Roles” , BdstestlBF I ERole1, fETenant
PermissionsTA& > fictest_tenantz&Rolel,

RERTREItest B, testBATiATtest_tenantFEAA .
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8.1 HEMiA

ElasticsearchEERF SIS ZSIEZ SN, RIBISFERNREES I LUABTIEFEENS
o FNICSSEIRSBABMMARLZ2EXAIERE (IFR2EXNIERE. Z2ERX+HTTPHD
WHIEERE . ZRIE+HTTPSHMYAIERY ) , FARIBEFIRIISIFERIBESIZES-1,

o CSSIEtTAI¥M{kAYKibanaFCerebroRmA T iatx. (EFERE, 1ECSSIRSB IS
&, gLiEE NS Elasticsearch&&#9KibanafCerebro,

o HhEFimtbnl LENFEHElasticsearch&EEE, WCurld<1T. JavaZFim.
PythonZFinER/R, TFake(FERHadoopiRtNE FinLMES RN
ElasticsearchE 2t THYJavaZ Fis, &3ERest High Level Client. Rest Low
Level ClientfITransport Client, FEIX{ERXIMNElasticsearch&EBfhRARYavaZ
i, BNCIEEFEFRS R,

* 8-1 FRAEFIRENERIIIFIER

B ERSENHIER | ZEEL+HTTPIMY | REEX+HTTPSHD
eSS IHOEREE
Kibana St R RVERFENST, RERANERERKibanaldFHE )

NARBZNZERHITZEINE, BANEENEEBS I RESID
Elasticsearch£Ef

Cerebro LT B AIERIE 1T, TeERIIERIE R CerebroltEEH
NARBZNZERHITZEINE, BANEENEEBS I REAID
Elasticsearch£Ef

Curl MM eBENVEREIIE, BAGSEES, BRiE2iEd Curl
ISTTIENEERE,
Java ( Rest ISMLEEEREYIF, BADSEE, BfEsliEd

High Level Rest High Level ClientiZ N5EE¥
Client)
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E i ELLBXNER | KEEX+HTTPINY | REEX+HTTPSHP
RosEE: g SR

Java ( Rest LT eBAERE T, BAGSEES, BfEsiEd

Low Level Rest Low Level ClientiZE NEEEE,

Client)

Java AT RSB | 1328 ASHF

(Transport | ££8%, BEfAESIE

Client) i@ Transport Client
N2

Java (Spring | 3L eELIVEREF, BEAGSEE, BREsEd

Boot ) Spring BootiZz N&EEE

Python LT eBAERE ST, BAGSEES, BfEsiEd
PythoniZ NEEE% .

ES-Hadoop ML R RIEREERSZIE, BAGSEES, BINESNEBIES-
Hadoop3E#lHiveiZESElasticsearch#iE .

8.2 Ry 5(0) Elasticsearch ¥

CSShRSSEl32AYElasticsearchEEB B KibanaflCerebrofBit, riE—H#EFTHKibanafl
Cerebro, {Ri&EiA[alElasticsearch&EE%,

BT Kibana i5|a)&EEE
EZ-HEERESESEBIEHS,

2. £ ‘SR NEEEEETIRIERE, B “IRE” FdAY “Kibana” HA
KibanaZE=zFMH,

- IFR2ERVER: BEEEKibanalRERE

- ZERANER: FEAEIRTEBMARFZMER, BE “Log In” HA
KibanatZERE . FAFPEEiIAadmin, ZEAEIRERISENEERE
650

3. BRMINGE, olfEKibanaREHITHEXIRIERLIOIEER .

181 Cerebro i5[a)EERE
1. BEF=ERRSEEEHE.

2. £ “EHESIE TEEEREEERNERE, B “BMET JIH ‘B >
Cerebro” i\ CerebroBRUH .

- ELLetERVEERE: BdCerebroB R UEAVEEFZFRENTT A Cerebrot®{E
Rl

- ReEAHIERE: PECerebroBRUERIERIZTR, B NBFRZMED,
B “Authenticate” A\ Cerebrot#{ERHE . FBFP&AEIAIadmin, ZiBH
CUERERIZR BN EEREZL,

3. BEFRING, nlfECerebroRmEHTHETIRIEIHOIEEE,
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8.3 iBiY Curl SpSITHENEERY

HEETIE

BIFE R

Y CSSER MR IRSSEEECSTER—VPCHAY, fELLECSHRILAEIS Curlép S EIEAID
Elasticsearch&8%, Itt75i%Z AT RIEAEIElasticsearchfNiEE M, HEEIHOERIIE
FimeaF0Elasticserach T mAYMNERIERE .

CSSERH TR AR

EEE&HENTERKAIECS:

-  ECSHYVPCEESCSSERER—1VPCH, BIFRIEMSEER.
-  ECSHZLBFZTEMCSSERNZLEERE.

MRRE, BIENECSREHNETRBECSLTRANENIN, FIFERFRE
ZEHEHIE . EXIREESNEEZ2EMN .

ECSRYERIES WM = ARSSRRECSHIBRIES N o

SRENEERFAYMIRIGaIBE . THIRIEERERT, FEBMANMIGEMBLE

a. E=ERESSERIE, REENSHMER “SEEE7

b. TEERIEIRYIERRNME, EEFEHOAVERE, KEFHCR “HWMIAaits
", —HRE “<host>:i<port>” &, “<host>:<port>,<host>:<port>" #z,

MREHIE—ITR, WMXERINH AP IROS, a0
“10.62.179.32:9200” ; MREMBEZ NP, LEREIET SAYIPHELE
wOS, Fa “10.62.179.32:9200,10.62.179.33:9200”
FEECSHIITUN TGS, hinEERE . EIZERNARE, hiaisSthAE.
- EReiE(aVEER
curl "http://<host>:<port>"

- REBX+HTTPHMYAYEEERE

curl -u <user>:<password> "http://<host>:<port>"

- REEX+HTTPSHMYAIEERE

curl -u <user>:<password> -k "https://<host>:<port>"

% 8-2 T &R

TEZ 588

<host> SRHPETSNIPHLE, SEBREESITRN, SEES
ANMPiBiE, FTLMEEEF—PMRIE,

<port> SR RRNAEKOS, —ARA99200,

<user> HIEERRIBFE

<password> FAP &3 NAYZTS .
LELPEFEISTAF AN, BEAPEMEBIN_ESNE]

=, 510 “curl -u "user:password!" "http://
<host>:<port>"" ,
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curl "http://10.62.176.32:9200"

REIZERIT:

HTTP/1.1 200 OK
content-type: application/json; charset=UTF-8
content-length: 513

{
"name" : "xxx-1",
"cluster_name" : "xxx",
"cluster_uuid" : "xxx_uuid",
"version" : {
"number" : "7.10.2",
"build_flavor" : "oss",
"build_type" : "tar",
"build_hash" : "unknown",
"build_date" : "unknown",
"build_snapshot" : true,
"lucene_version" : "8.7.0",
"minimum_wire_compatibility_version" : "6.7.0",
"minimum_index_compatibility_version" : "6.0.0-beta1"
%
"tagline" : "You Know, for Search"

}

BZid, 52 I ElasticsearchB 531,

8.4 i{&Eid Java IENEEEE

8.4.1 i&id Rest High Level Client BENEEEf

EEE

ElasticsearchE 12 TSDK ( Rest High level Client ) BHTUIEREEERE, Rest Client®
FimXJElasticsearchAIAPI#IT T34, AR REEMNEXIMAYEZENETRS
Elasticsearch&E8$i#1Tih0a) . Rest CllentE’JlﬁHﬂﬁﬁﬁiﬁé‘%EHY%: https://
www.elastic.co/guide/en/elasticsearch/client/java-api-client/master/
index.html

AN Bi@EIIRest High level Clienti[a]CSSEEEFRYECE A, Rest High level Client
BNEEE3 AT

e JEidRest High Level ClientiEZIEZ2ER: ERATIERSEAIEERE

e j&dRest High Level ClientiEZZ 258 (MERAZRIEE ) | BRTREER
+HTTPHMY VSRS . LR +HTTPSHMYAIEES ( BBSIES )

e iEidRest High Level ClientiEiERZ 2 &8 ([FHRZSIER) | EATR2ER
+HTTPSHMYAYEEEE

##2iYRest High Level ClientA9krAF0ElasticsearchAIhRARIT—EL, HIANFEE1HIAY
Elasticsearch&EB$iRA27.6.2, N{FEFAAYRest High Level ClientZFighiRAZINHEE
7.6.2, WIRE(ERIMELLElasticsearchEEREEE S RAAYJava Rest High Level ClientBF
ELEBEKFESHRR, EoJLUER “RestHighLevelClient.getLowLevelClient() ”
FHUEERELow Level Client, SLCIREENXAYElasticsearchiEsRAE o

SCHSRRZS 01 (2024-08-13) WRINERE © ARITERARBIRAE 82


https://www.elastic.co/guide/en/elasticsearch/reference/current/rest-apis.html?spm=a2c4g.11186623.0.0.18211315kMUlbd
https://www.elastic.co/guide/en/elasticsearch/client/java-api-client/master/index.html
https://www.elastic.co/guide/en/elasticsearch/client/java-api-client/master/index.html
https://www.elastic.co/guide/en/elasticsearch/client/java-api-client/master/index.html

SIERRS
L

8 IENEEERE

HEETIE

[ ] CSSEE$L$TﬁH4kIu\ )
o HARIEITIavaUiBRIARSS 28 S CSSERFRIME R RIEAY .

o THIAIRSZEELEEIDKI.S, JDK1.8EM FEkitbit: http://www.oracle.com/
technetwork/java/javase/downloads/jdk8-downloads-2133151.html,

e S| ANavafkii,
Hrh 7.6 2)9Elasticsearch JavaZ PigRIRAS ,
- MaveniFR5|A:

<dependency>
<groupld>org.elasticsearch.client</groupld>
<artifactld>elasticsearch-rest-high-level-client</artifactld>
<version>7.6.2</version>

</dependency>

<dependency>
<groupld>org.elasticsearch</groupld>
<artifactld>elasticsearch</artifactld>
<version>7.6.2</version>

</dependency>

- GradleA=3IA:

compile group: 'org.elasticsearch.client', name: 'elasticsearch-rest-high-level-client', version: ' 7.6.2

i#@id Rest High Level Client &g £

BEidRest High Level ClientiEiE ke 58f, HElltestR5|2RBFE. ERAEIN
T:

import org.apache.http.HttpHost;

import org.elasticsearch.client.RequestOptions;

import org.elasticsearch.client.RestClient;

import org.elasticsearch.client.RestClientBuilder;
import org.elasticsearch.client.RestHighLevelClient;
import org.elasticsearch.client.indices.GetindexRequest;

import java.io.lOException;
import java.util Arrays;
import java.util.List;

/**

* Rest Hive Level iEiE R S5R

public class Main {

public static void main(String[] args) throws IOException {

List<String> host = Arrays.asList( "x.x.x.x", "xxx.x");
RestClientBuilder builder = RestClient.builder(constructHttpHosts(host, 9200, "http"));
final RestHighLevelClient client = new RestHighLevelClient(builder);
GetlndexRequest indexRequest = new GetlndexRequest("test");
boolean exists = client.indices().exists(indexRequest, RequestOptions.DEFAULT);
System.out.println(exists);
client.close();

}

/**
* constructHttpHostsER#E G5 hostEERF 5 HipFlER .
*/
public static HttpHost[] constructHttpHosts(List<String> host, int port, String protocol) {
return host.stream().map(p -> new HttpHost(p, port, protocol)).toArray(HttpHost[]::new);
}

Hh, hostHERFZNTRRYIPHELLTIZR , HEFESNIPHBLIERY, @A “,” B,
tesﬁ]ﬁﬂﬂfl?%l%%’?o
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iBid Rest High Level Client iEELZ 2R ( AMERAZSIES )

ZIpRIEATIERER2MERE: REBE+HTTPIMNIAVERE . B +HTTPSHMNYAIEE
B (ZBRGES ) .

(e EANLIE

import org.apache.http.HttpHost;

import org.apache.http.auth.AuthScope;

import org.apache.http.auth.UsernamePasswordCredentials;

import org.apache.http.client.CredentialsProvider;

import org.apache.http.impl.client.BasicCredentialsProvider;

import org.apache.http.impl.nio.client.HttpAsyncClientBuilder;

import org.apache.http.nio.conn.ssl.SSLIOSessionStrategy;

import org.apache.logging.log4j.LogManager;

import org.apache.logging.log4j.Logger;

import org.elasticsearch.action.admin.cluster.health.ClusterHealthRequest;
import org.elasticsearch.action.admin.cluster.health.ClusterHealthResponse;
import org.elasticsearch.client.RequestOptions;

import org.elasticsearch.client.RestClient;

import org.elasticsearch.client.RestClientBuilder;

import org.elasticsearch.client.RestHighLevelClient;

import org.elasticsearch.client.indices.GetlndexRequest;

import org.elasticsearch.common.Nullable;

import java.io.|OException;

import java.security.KeyManagementException;
import java.security.NoSuchAlgorithmException;
import java.security.SecureRandom;

import java.security.cert.CertificateException;
import java.security.cert.X509Certificate;

import java.util.Arrays;

import java.util.List;

import java.util.Objects;

import javax.net.ssl.HostnameVerifier;
import javax.net.ssl.SSLContext;

import javax.net.ssl.SSLSession;

import javax.net.ssl.TrustManager;
import javax.net.ssl.X509TrustManager;

*k

* Rest High LeveliEZZ 2R ( AMERIED )

*

public class Main {
* BIEEFIRAYE, E X createlR#ATEIEE iR,
*/
public static RestHighLevelClient create(List<String> host, int port, String protocol, int connectTimeout,
int connectionRequestTimeout, int socketTimeout, String username, String password) throws |OException{
final CredentialsProvider credentialsProvider = new BasicCredentialsProvider();
credentialsProvider.setCredentials(AuthScope.ANY, new UsernamePasswordCredentials(username,
password));
SSLContext sc = null;
try {
sc = SSLContext.getInstance("SSL");
sc.init(null, trustAllCerts, new SecureRandom());
} catch (KeyManagementException | NoSuchAlgorithmException e) {
e.printStackTrace();

SSLIOSessionStrategy sessionStrategy = new SSLIOSessionStrategy(sc, new NullHostNameVerifier());
SecuredHttpClientConfigCallback httpClientConfigCallback = new
SecuredHttpClientConfigCallback(sessionStrategy,
credentialsProvider);

RestClientBuilder builder = RestClient.builder(constructHttpHosts(host, port, protocol))
.setRequestConfigCallback(requestConfig -> requestConfig.setConnectTimeout(connectTimeout)
.setConnectionRequestTimeout(connectionRequestTimeout)
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.setSocketTimeout(socketTimeout))
.setHttpClientConfigCallback(httpClientConfigCallback);
final RestHighLevelClient client = new RestHighLevelClient(builder);
logger.info("es rest client build success {} ", client);

ClusterHealthRequest request = new ClusterHealthRequest();

ClusterHealthResponse response = client.cluster().health(request, RequestOptions.DEFAULT);
logger.info("es rest client health response {} ", response);

return client;

}

/**

* constructHttpHostsERE & hostEEB¥ T mipdlZR o

*/

public static HttpHost[] constructHttpHosts(List<String> host, int port, String protocol) {
return host.stream().map(p -> new HttpHost(p, port, protocol)).toArray(HttpHost[]::new);

}

*k

* trustAllCertsZRSIEPECE -
*/
public static TrustManager([] trustAllCerts = new TrustManager(] {
new X509TrustManager() {
@Override
public void checkClientTrusted(X509Certificate[] chain, String authType) throws CertificateException

}

@Override
public void checkServerTrusted (X509Certificate[] chain, String authType) throws
CertificateException {

}

@Override
public X509Certificate[] getAcceptedlssuers() {
return null;
}
}
Y

private static final Logger logger = LogManager.getLogger(Main.class);

static class SecuredHttpClientConfigCallback implements RestClientBuilder.HttpClientConfigCallback {
@Nullable
private final CredentialsProvider credentialsProvider;
* The {@link SSLIOSessionStrategy} for all requests to enable SSL / TLS encryption.
*/
private final SSLIOSessionStrategy sslStrategy;
/**
* Create a new {@link SecuredHttpClientConfigCallback}.

* @param credentialsProvider The credential provider, if a username/password have been supplied

* @param sslStrategy The SSL strategy, if SSL / TLS have been supplied

* @throws NullPointerException if {@code sslStrategy} is {@code null}

*/

SecuredHttpClientConfigCallback(final SSLIOSessionStrategy sslStrategy,
@Nullable final CredentialsProvider credentialsProvider) {
this.sslStrategy = Objects.requireNonNull(sslStrategy);
this.credentialsProvider = credentialsProvider;

}

/**

* Get the {@link CredentialsProvider} that will be added to the HTTP client.

* @return Can be {@code null}.

*/

@Nullable

CredentialsProvider getCredentialsProvider() {
return credentialsProvider;
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}
/**
* Get the {@link SSLIOSessionStrategy} that will be added to the HTTP client.

* @return Never {@code null}.
*/
SSLIOSessionStrategy getSSLStrategy() {
return sslStrategy;
}
* Sets the {@linkplain HttpAsyncClientBuilder#setDefaultCredentialsProvider(CredentialsProvider)
credential provider},

* @param httpClientBuilder The client to configure.

* @return Always {@code httpClientBuilder}.

*/

@Override

public HttpAsyncClientBuilder customizeHttpClient(final HttpAsyncClientBuilder httpClientBuilder) {
// enable SSL / TLS
httpClientBuilder.setSSLStrategy (sslStrategy);
// enable user authentication
if (credentialsProvider != null) {

httpClientBuilder.setDefaultCredentialsProvider(credentialsProvider);

}
return httpClientBuilder;

}

}

public static class NullHostNameVerifier implements HostnameVerifier {
@Override
public boolean verify(String arg0, SSLSession arg1) {
return true;

}

/**
*mainF{FSEWNT, ERLENcreateRECIEZ Fifn, Bif “test” R5|IZEFE.
*/
public static void main(String[] args) throws IOException {
RestHighLevelClient client = create(Arrays.asList( “x.x.x.x", "x.x.x.x"), 9200, "https", 1000, 1000, 1000,
"username"; "password");
GetlndexRequest indexRequest = new GetIndexRequest("test");
boolean exists = client.indices().exists(indexRequest, RequestOptions.DEFAULT);
System.out.println(exists);
client.close();

% 8-3 REFRIT=IRAA

2¥ ik
host ElasticsearchEEB¥ E NS (:E%?E_L

ClientT552 ) BUIPHBLEZIZR, HEES
IPHELIERS, AR(EIFE “,” FRFF.

port ElasticsearchEEB$HUEE IR, BHAR
“9200” o

protocol EEDY, “http” 2E “https” , 1R
IEEIRERES.

connectTimeout socketiZESZHBRTATIE

connectionRequestTimeout socketZERZIEKABATATE] o
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)

socketTimeout

socketisRiEBERTHYIE] o

username

IBIAERIIARFE.

password

FRPEX NI .

i&id Rest High Level Client iEZEL SR (FHRSIES)
ZASiEA T EREEIERiEELT SR +HTTPSIMYAYEERE
1. FRENZLLIEPH ( CloudSearchService.cer) o

a0 oo

ERAERRSENG.

IR EERFEIRT HNERIR,

BEXMNEFNER, ENEHENMSENHE.

£ “BEXMERT W@, 8E “HTTPSIEE” FEM “THEHR” .

8-1 FEULES

BEREE

VpC-

subnet

dws BEied

=H

EE

default

flk

= | FEIES

192
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2. AL ( CloudSearchService.cer ) . B TFEHNELRIFH _ HERIZFiEi 22
L, {ERkeytool TEYE “.cer” iEHEEIRAIavar] LUEERAY “ jks” IEPRE,

- fELinuxZESH, BT TN apSHEmIER,

keytool -import -alias newname -keystore ./truststore.jks -file ./CloudSearchService.cer

- EWindowsR%H, T THRSEIRIER,

keytool -import -alias newname -keystore .\truststore.jks -file .\CloudSearchService.cer

Hr, newnamez%EEﬁHPEfE)‘iE?ﬁIE#%ﬂﬂo

ZasSHITIE, SITIREIERER, FWAERE. BREZER, FEEAE
H=(ER.

3. ENEEE, AT
import org.apache.http.HttpHost;
import org.apache.http.auth.AuthScope;
import org.apache.http.auth.UsernamePasswordCredentials;
import org.apache.http.client.CredentialsProvider;
import org.apache.http.conn.ssl. NoopHostnameVerifier;
import org.apache.http.impl.client.BasicCredentialsProvider;
import org.apache.http.impl.nio.client.HttpAsyncClientBuilder;
import org.apache.http.nio.conn.ssl.SSLIOSessionStrategy;
import org.apache.logging.log4j.LogManager;
import org.apache.logging.log4j.Logger;
import org.elasticsearch.action.admin.cluster.health.ClusterHealthRequest;
import org.elasticsearch.action.admin.cluster.health.ClusterHealthResponse;
import org.elasticsearch.client.RequestOptions;
import org.elasticsearch.client.RestClient;
import org.elasticsearch.client.RestClientBuilder;
import org.elasticsearch.client.RestHighLevelClient;
import org.elasticsearch.client.indices.GetIndexRequest;
import org.elasticsearch.common.Nullable;

import java.io.File;

import java.io.FileInputStream;

import java.io.lOException;

import java.io.InputStream;

import java.security.KeyStore;

import java.security.SecureRandom;
import java.security.cert.CertificateException;
import java.security.cert.X509Certificate;
import java.util. Arrays;

import java.util.List;

import java.util.Objects;

import javax.net.ssl.SSLContext;

import javax.net.ssl.TrustManager;

import javax.net.ssl. TrustManagerFactory;
import javax.net.ssl.X509TrustManager;

*k

* Rest Hive LevelEEZ SR ({FRhttpsiEP )
public class Main {
public static RestHighLevelClient create(List<String> host, int port, String protocol, int
connectTimeout, int connectionRequestTimeout, int socketTimeout, String username, String password,
String cerFilePath,
String cerPassword) throws IOException {

final CredentialsProvider credentialsProvider = new BasicCredentialsProvider();
credentialsProvider.setCredentials(AuthScope.ANY, new
UsernamePasswordCredentials(username, password));
SSLContext sc = null;
try {
TrustManager[] tm = {new MyX509TrustManager(cerFilePath, cerPassword)};
sc = SSLContext.getInstance("SSL", "SunJSSE");
//BATLAfEERISSLContext sslContext = SSLContext.getinstance("TLSv1.2");
sc.init(null, tm, new SecureRandom());
} catch (Exception e) {
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e.printStackTrace();
}

SSLIOSessionStrategy sessionStrategy = new SSLIOSessionStrategy(sc, new
NoopHostnameVerifier());
SecuredHttpClientConfigCallback httpClientConfigCallback = new
SecuredHttpClientConfigCallback(sessionStrategy,
credentialsProvider);

RestClientBuilder builder = RestClient.builder(constructHttpHosts(host, port, protocol))
.setRequestConfigCallback(requestConfig ->
requestConfig.setConnectTimeout(connectTimeout)
.setConnectionRequestTimeout(connectionRequestTimeout)
.setSocketTimeout(socketTimeout))
.setHttpClientConfigCallback (httpClientConfigCallback);
final RestHighLevelClient client = new RestHighLevelClient(builder);
logger.info("es rest client build success {} ", client);

ClusterHealthRequest request = new ClusterHealthRequest();

ClusterHealthResponse response = client.cluster().health(request, RequestOptions.DEFAULT);
logger.info("es rest client health response {} ", response);

return client;

}

/**

* constructHttpHostsEREEEhostEE B T5 mipFlZ&R o
*/

public static HttpHost[] constructHttpHosts(List<String> host, int port, String protocol) {
return host.stream().map(p -> new HttpHost(p, port, protocol)).toArray(HttpHost[]::new);
}

/**
* SecuredHttpClientConfigCallbackZEE X o
*/
static class SecuredHttpClientConfigCallback implements
RestClientBuilder.HttpClientConfigCallback {
@Nullable
private final CredentialsProvider credentialsProvider;

private final SSLIOSessionStrategy sslStrategy;

SecuredHttpClientConfigCallback(final SSLIOSessionStrategy sslStrategy,
@Nullable final CredentialsProvider credentialsProvider) {
this.sslStrategy = Objects.requireNonNull(sslStrategy);
this.credentialsProvider = credentialsProvider;

}

@Nullable
CredentialsProvider getCredentialsProvider() {
return credentialsProvider;

}

SSLIOSessionStrategy getSSLStrategy() {
return sslStrategy;

}

@Override
public HttpAsyncClientBuilder customizeHttpClient(final HttpAsyncClientBuilder
httpClientBuilder) {
httpClientBuilder.setSSLStrategy(ssiStrategy);
if (credentialsProvider != null) {
httpClientBuilder.setDefaultCredentialsProvider(credentialsProvider);

}
return httpClientBuilder;
}

}

private static final Logger logger = LogManager.getLogger(Main.class);
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public static class MyX509TrustManager implements X509TrustManager {
X509TrustManager sunJSSEX509TrustManager;

MyX509TrustManager(String cerFilePath, String cerPassword) throws Exception {
File file = new File(cerFilePath);
if (Mfile.isFile()) {
throw new Exception("Wrong Certification Path");
}
System.out.println("Loading KeyStore " + file + "..");
InputStream in = new FilelnputStream(file);
KeyStore ks = KeyStore.getInstance("JKS");
ks.load(in, cerPassword.toCharArray());
TrustManagerFactory tmf = TrustManagerFactory.getinstance("SunX509", "SunJSSE");
tmf.init(ks);
TrustManager[] tms = tmf.getTrustManagers();
for (TrustManager tm : tms) {
if (tm instanceof X509TrustManager) {
sunJSSEX509TrustManager = (X509TrustManager) tm;
return;
}
}
throw new Exception("Couldn't initialize");

}

@Override
public void checkClientTrusted(X509Certificate[] chain, String authType) throws
CertificateException {

}

@Override
public void checkServerTrusted (X509Certificate[] chain, String authType) throws
CertificateException {

}

@Override
public X509Certificate[] getAcceptedlssuers() {
return new X509Certificate[0];
}
}

*k

* mainREFSEWT, B LERcreate R EIBRE i, Hifl “test” R5|I2HFE,

*/

public static void main(String[] args) throws IOException {
RestHighLevelClient client = create(Arrays.asList( oxoocoxxxx”, "sxx.xxx.xxx.xxx"), 9200,

"https", 1000, 1000, 1000, "username", " password', " cerFilePath", " cerPassword");

GetlndexRequest indexRequest = new GetIndexRequest(" test");
boolean exists = client.indices().exists(indexRequest, RequestOptions.DEFAULT);
System.out.println(exists);
client.close();

2 8-4 R PRISHIHA

28 )%
host ElasticsearchEEE¥Z N (& IhT

ClientT5 ) RUIPHENET IR, HFES
NPHENERT, REA .7 FEFF.

port Elasticsearch&8#RUE IR, FUAR
“ 9200 ” o
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2% )%
protocol EEENY, HAMES “https” o

connectTimeout

socketiEREBATATIE] .

connectionRequestTimeout

socketiE#EIBKAEATATIE]

socketTimeout

socketigKBATATIE] -

username IHIRERRIAFE.
password BRFENAYZERS
cerFilePath IEREER.
cerPassword IERZG,

8.4.2 &I

Rest Low Level Client IENEES

EEEI

HEETIE

High Level Client27ELow Level ClientEft_ Hi#1TE34ER9, @NEHigh Level Clientsh
975 EER (fle0.search, .bulk ) FEEHEFEREX, DFEEEMOM, oJLUERE
{FFHLow Level CllentTj'_t EZ=aJLAFER “HighLevelClient. getLowLevelClient() 7
HEEIRELow Level Client, {EFLow Level Client& XIS KITEEHENIEKE

13, FREEARIE, sEiRERTBElasticsearchsz#FA9EKI&ZC, FIRAIGET. POST.
DELETE. HEAD%:,

AN Bi@iIRest Low Level Clienti5|a)CSSEERFRIACEIHAR . Rest Low Level Client
BAERE3MAEN, 8—MHEAX D HEREEIZERest Client ( BIRest Low Level

Client ) FMi@i38iEHigh Level ClientEERgetLowLevelClient()$£EXLow Level

Client,

o jEidRest Low Level ClientiEZIFLE &R ERTIELSERAVER

e jEdRest Low Level ClientiEZEZ &R ( MEAZDIER ) | ERTReER
+HTTPHMYAIEERE . B +HTTPSHMYAVEEERE ( ZREIES )

e jEdRest Low Level ClientiEZEL &8 ([ERZSIIH ) | EBTFZEER
+HTTPSHMYAYEERS

72X Rest Low Level ClientBdkRAF0ElasticsearchfIkR ANFIZE—2, FIANEE5aRY
ElasticsearchEEE$ iR A27.6.2, N{EAAIRest Low Level ClientZEFighiRAZEIN B2
7.6.2,

o  CSSEERSMFEIANRZE.
o TBRIZ{TIavaftiBRYARS3 28 5 CSSERIIME R EIEY.

o THAIRSZEEZREIDK.S, JDK1.8EM Nl http://www.oracle.com/
technetwork/java/javase/downloads/jdk8-downloads-2133151.html,

o EiIMavenH 5| NapachehRA . (LHBRBILAT.6.2hRA 961
Hrdh 7.6 2f3Elasticsearch JavaZ PigHIRAS .
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<dependency>
<groupld>org.elasticsearch.client</groupld>
<artifactld>elasticsearch-rest-client</artifactld>
<version>7.6.2</version>

</dependency>

<dependency>
<groupld>org.elasticsearch</groupld>
<artifactld>elasticsearch</artifactld>
<version>7.6.2</version>

</dependency>

i&@id Rest Low Level Client iEZIELZ S EEEf

B—: EiZtIZERest Low Level Client

import org.apache.http.HttpHost;

import org.elasticsearch.client.Request;

import org.elasticsearch.client.Response;

import org.elasticsearch.client.RestClient;
import org.elasticsearch.client.RestClientBuilder;

import java.io.|OException;
import java.util. Arrays;
import java.util.List;

public class Main {

public static void main(String[] args) throws IOException {
List<String> host = Arrays.asList (" XXX XXX.XXX.XXX", "XXX.XXX.XXX.XXX");
RestClientBuilder builder = RestClient.builder(constructHttpHosts(host, 9200, "http"));
/**
* flJ#Z#Rest Low Level Client,
!
RestClient lowLevelClient = builder.build();
* Bif] “test” HS|IRBFME. JE5|IFEMIRE200, REEATIRE404,
*/
Request request = new Request("HEAD", " /test");
Response response = lowLevelClient.performRequest(request);
System.out.println(response.getStatusLine().getStatusCode());
lowLevelClient.close();

}

/**
* constructHttpHostsER & EERhost&ERE T mipFlF& o
*/

public static HttpHost[] constructHttpHosts(List<String> host, int port, String protocol) {
return host.stream().map(p -> new HttpHost(p, port, protocol)).toArray(HttpHost[]::new);
}
}

X Z: €lI#&High Level ClientFEi§HgetLowLevelClient()5KEXLow Level

Client

import org.apache.http.HttpHost;

import org.elasticsearch.client.Request;

import org.elasticsearch.client.Response;

import org.elasticsearch.client.RestClient;

import org.elasticsearch.client.RestClientBuilder;
import org.elasticsearch.client.RestHighLevelClient;

import java.io.lOException;
import java.util. Arrays;
import java.util.List;

public class Main {

public static void main(String[] args) throws IOException {
List<String> host = Arrays.asList ("XXX.XXXXXXXXX", "XXX.XXX.XXX.XXX"");
RestClientBuilder builder = RestClient.builder(constructHttpHosts(host, 9200, "http"));

final RestHighLevelClient restHighLevelClient = new RestHighLevelClient(builder);
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*k

* BlJZHigh Level Clientfif§HgetLowLevelClient()3XHILow Level Client, BlclientBIZ{X FEIX

—iTXBEEE.
final RestClient lowLevelClient = restHighLevelClient.getLowLevelClient();
/**
* Eif) “test” HS|IREFE. BE5|IFEMNRE200, RFEATRE404,
*/

Request request = new Request("HEAD", " /test");

Response response = lowLevelClient.performRequest(request);
System.out.println(response.getStatusLine().getStatusCode());
lowLevelClient.close();

}

/**

* constructHttpHostsERE & hostEE B T5 mipFlZ&R o
*/

public static HttpHost[] constructHttpHosts(List<String> Aost, int port, String protocol) {
return host.stream().map(p -> new HttpHost(p, port, protocol)).toArray(HttpHost[]::new);
}
}

Hth, hosthEBLSATAIPIBIIEIRE, MEESMPILTY, chiam “, B
testIEIIERE SR,

BT Rest Low Level Client & ELR &R ( FMERAZSIEH)

o AI—: EHiEtlERest Low Level Client

import org.apache.http.HttpHost;

import org.apache.http.HttpResponse;

import org.apache.http.auth.AuthScope;

import org.apache.http.auth.UsernamePasswordCredentials;
import org.apache.http.client.CredentialsProvider;

import org.apache.http.impl.client.BasicCredentialsProvider;
import org.apache.http.impl.client.DefaultConnectionKeepAliveStrategy;
import org.apache.http.impl.nio.client.HttpAsyncClientBuilder;
import org.apache.http.nio.conn.ssl.SSLIOSessionStrategy;
import org.apache.http.protocol.HttpContext;

import org.apache.logging.log4j.LogManager;

import org.apache.logging.log4j.Logger;

import org.elasticsearch.client.Request;

import org.elasticsearch.client.Response;

import org.elasticsearch.client.RestClient;

import org.elasticsearch.client.RestClientBuilder;

import org.elasticsearch.common.Nullable;

import java.io.lOException;

import java.security.KeyManagementException;
import java.security.NoSuchAlgorithmException;
import java.security.SecureRandom;

import java.security.cert.CertificateException;
import java.security.cert.X509Certificate;

import java.util. Arrays;

import java.util.List;

import java.util.Objects;

import java.util.concurrent.TimeUnit;

import javax.net.ssl.HostnameVerifier;

import javax.net.ssl.SSLContext;

import javax.net.ssl.SSLSession;

import javax.net.ssl.TrustManager;import javax.net.ssl.X509TrustManager;

public class Main {

*k

* QIBREFIRAYZE, X createlRiE AT EIRE iR

i
public static RestClient create(List<String> host, int port, String protocol, int connectTimeout, int

connectionRequestTimeout, int socketTimeout, String username, String password) throws
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I0Exception {
final CredentialsProvider credentialsProvider = new BasicCredentialsProvider();
credentialsProvider.setCredentials(AuthScope.ANY, new
UsernamePasswordCredentials(username, password));
SSLContext sc = null;
try {
sc = SSLContext.getInstance("SSL");
sc.init(null, trustAllCerts, new SecureRandom());
} catch (KeyManagementException | NoSuchAlgorithmException e) {
e.printStackTrace();
}
SSLIOSessionStrategy sessionStrategy = new SSLIOSessionStrategy(sc, new
NullHostNameVerifier());
SecuredHttpClientConfigCallback httpClientConfigCallback = new
SecuredHttpClientConfigCallback(sessionStrategy,
credentialsProvider);

RestClientBuilder builder = RestClient.builder(constructHttpHosts(host, port, protocol))
.setRequestConfigCallback(requestConfig ->
requestConfig.setConnectTimeout(connectTimeout)
.setConnectionRequestTimeout(connectionRequestTimeout)
.setSocketTimeout(socketTimeout))
.setHttpClientConfigCallback (httpClientConfigCallback);
final RestClient client = builder.build();
logger.info("es rest client build success {} ", client);
return client;

}

/**

* constructHttpHostsERE &R hostEE B T5 mipFlZR o

public static HttpHost[] constructHttpHosts(List<String> host, int port, String protocol) {
return host.stream().map(p -> new HttpHost(p, port, protocol)).toArray(HttpHost[]::new);

}

/**

* trustAllCerts ZRSIEBECE o
*/

public static TrustManager([] trustAllCerts = new TrustManager(] {
new X509TrustManager() {
@Override
public void checkClientTrusted (X509Certificate[] chain, String authType) throws
CertificateException {

}

@Override
public void checkServerTrusted (X509Certificate[] chain, String authType) throws
CertificateException {

}

@Override
public X509Certificate[] getAcceptedIssuers() {
return null;

* CustomConnectionKeepAliveStrategy BREIS EiEZAYFIEATE, EEMNXTKSRERNBERFAEE
BRAEIR.
*/
public static class CustomConnectionKeepAliveStrategy extends
DefaultConnectionKeepAliveStrategy {
public static final CustomConnectionKeepAliveStrategy INSTANCE = new
CustomConnectionKeepAliveStrategy();

private CustomConnectionKeepAliveStrategy() {
super();
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/**

* fxAkeep alivef9AT1E] ( £¢h )

* XEBEHAN058, TLWRIBLIFERISE . ALAMERE i sSRSATIME_ WAITRITCPIER
#H, RXZ, AILUGKIE.

*/

private final long MAX_KEEP_ALIVE_MINUTES = 10;

@Override
public long getKeepAliveDuration(HttpResponse response, HttpContext context) {

long keepAliveDuration = super.getKeepAliveDuration(response, context);
// <0 J9FcBREAkeepalive
/] ST IREAE IR — N EATARIRT ()
if (keepAliveDuration < 0) {
return TimeUnit. MINUTES.toMillis(MAX_KEEP_ALIVE_MINUTES);

return keepAliveDuration;

}
}

private static final Logger logger = LogManager.getLogger(Main.class);

static class SecuredHttpClientConfigCallback implements
RestClientBuilder.HttpClientConfigCallback {

@Nullable

private final CredentialsProvider credentialsProvider;

/**

* The {@link SSLIOSessionStrategy} for all requests to enable SSL / TLS encryption.
*/

private final SSLIOSessionStrategy sslStrategy;

/**

* Create a new {@link SecuredHttpClientConfigCallback}.

* @param credentialsProvider The credential provider, if a username/password have been
supplied
* @param sslStrategy The SSL strategy, if SSL / TLS have been supplied
* @throws NullPointerException if {@code sslStrategy} is {@code null}
*/
SecuredHttpClientConfigCallback(final SSLIOSessionStrategy sslStrategy,
@Nullable final CredentialsProvider credentialsProvider) {
this.sslStrategy = Objects.requireNonNull(sslStrategy);
this.credentialsProvider = credentialsProvider;

}

/**
* Get the {@link CredentialsProvider} that will be added to the HTTP client.

* @return Can be {@code null}.

*/

@Nullable

CredentialsProvider getCredentialsProvider() {
return credentialsProvider;

}

/**
* Get the {@link SSLIOSessionStrategy} that will be added to the HTTP client.

* @return Never {@code null}.

*/

SSLIOSessionStrategy getSSLStrategy() {
return sslStrategy;

}

*k

* Sets the {@linkplain
HttpAsyncClientBuilder#setDefaultCredentialsProvider(CredentialsProvider) credential provider},

* @param httpClientBuilder The client to configure.

* @return Always {@code httpClientBuilder}.

*/

@Override

public HttpAsyncClientBuilder customizeHttpClient(final HttpAsyncClientBuilder
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httpClientBuilder) {
// enable SSL / TLS
httpClientBuilder.setSSLStrategy(ssiStrategy);
// enable user authentication
if (credentialsProvider !'= null) {
httpClientBuilder.setDefaultCredentialsProvider(credentialsProvider);

return httpClientBuilder;
}
}

public static class NullHostNameVerifier implements HostnameVerifier {
@Override
public boolean verify(String arg0, SSLSession arg1) {
return true;
}
}

*k

*mainBHSEWT, AR createBELEIZERest Low Level ClientEFix, &if) “test” ZH35|EHBFE.
*/
public static void main(String[] args) throws IOException {
RestClient lowLevelClient = create(Arrays.asList( “xox.ooooxcxxx”, "oxxoxxxxx.xxx"), 9200, "http",
1000, 1000, 1000, "username", " password");
Request request = new Request("HEAD", "/test");
Response response = lowLevelClient.performRequest(request);
System.out.println(response.getStatusLine().getStatusCode());
lowLevelClient.close();

}
}
e FI_: tlIEHigh Level ClientFEiEHgetLowLevelClient()3KElLow Level
Client

import org.apache.http.HttpHost;

import org.apache.http.HttpResponse;

import org.apache.http.auth.AuthScope;

import org.apache.http.auth.UsernamePasswordCredentials;
import org.apache.http.client.CredentialsProvider;

import org.apache.http.impl.client.BasicCredentialsProvider;
import org.apache.http.impl.client.DefaultConnectionKeepAliveStrategy;
import org.apache.http.impl.nio.client.HttpAsyncClientBuilder;
import org.apache.http.nio.conn.ssl.SSLIOSessionStrategy;
import org.apache.http.protocol.HttpContext;

import org.apache.logging.log4j.LogManager;

import org.apache.logging.log4j.Logger;

import org.elasticsearch.client.Request;

import org.elasticsearch.client.Response;

import org.elasticsearch.client.RestClient;

import org.elasticsearch.client.RestClientBuilder;

import org.elasticsearch.common.Nullable;

import java.io.lOException;

import java.security.KeyManagementException;
import java.security.NoSuchAlgorithmException;
import java.security.SecureRandom;

import java.security.cert.CertificateException;
import java.security.cert.X509Certificate;

import java.util. Arrays;

import java.util.List;

import java.util.Objects;

import java.util.concurrent.TimeUnit;

import javax.net.ssl.HostnameVerifier;

import javax.net.ssl.SSLContext;

import javax.net.ssl.SSLSession;

import javax.net.ssl.TrustManager;import javax.net.ssl.X509TrustManager;
import org.elasticsearch.client.RestHighLevelClient;

public class Main13 {
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*k

* BlEEPIRAYZE, TN createlRH AT EIEZ ik,
*/

public static RestHighLevelClient create(List<String> host, int port, String protocol, int
connectTimeout, int connectionRequestTimeout, int socketTimeout, String username, String
password) throws |OException {

final CredentialsProvider credentialsProvider = new BasicCredentialsProvider();
credentialsProvider.setCredentials(AuthScope.ANY, new
UsernamePasswordCredentials(username, password));
SSLContext sc = null;
try {
sc = SSLContext.getInstance("SSL");
sc.init(null, trustAllCerts, new SecureRandom());
} catch (KeyManagementException | NoSuchAlgorithmException e) {
e.printStackTrace();
}
SSLIOSessionStrategy sessionStrategy = new SSLIOSessionStrategy(sc, new
NullHostNameVerifier());
SecuredHttpClientConfigCallback httpClientConfigCallback = new
SecuredHttpClientConfigCallback(sessionStrategy,
credentialsProvider);

RestClientBuilder builder = RestClient.builder(constructHttpHosts(host, port, protocol))
.setRequestConfigCallback(requestConfig ->
requestConfig.setConnectTimeout(connectTimeout)
.setConnectionRequestTimeout(connectionRequestTimeout)
.setSocketTimeout(socketTimeout))
.setHttpClientConfigCallback (httpClientConfigCallback);
final RestHighLevelClient client = new RestHighLevelClient(builder);
logger.info("es rest client build success {} ", client);
return client;

}

/**

* constructHttpHostsERE & hostEE B 15 mipFlZ&R o
*/

public static HttpHost[] constructHttpHosts(List<String> host, int port, String protocol) {
return host.stream().map(p -> new HttpHost(p, port, protocol)).toArray(HttpHost[]::new);
}

*k

* trustAllCertsZRSIEPECE o
*/
public static TrustManager([] trustAllCerts = new TrustManager(] {
new X509TrustManager() {
@Override
public void checkClientTrusted (X509Certificate[] chain, String authType) throws
CertificateException {

@Override
public void checkServerTrusted(X509Certificate[] chain, String authType) throws
CertificateException {

}

@Override
public X509Certificate[] getAcceptedIssuers() {
return null;
}
}
%

/**

* CustomConnectionKeepAliveStrategy BREIS EiEZAVFIERTE, EEMNXTKSRERNBERFAEE
== = =
BRI

*/

public static class CustomConnectionKeepAliveStrategy extends
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DefaultConnectionKeepAliveStrategy {
public static final CustomConnectionKeepAliveStrategy INSTANCE = new

CustomConnectionKeepAliveStrategy();

private CustomConnectionKeepAliveStrategy() {
super();

}

/**

* fxAkeep alivef9aT1E] ( £%h )

* XEBEHAN008, TLWRIBLIFERISE . AILAMERE i sSRSATIME_ WAITRITCPIER
#H, MRXZ, AILUBKIE.

*/

private final long MAX_KEEP_ALIVE_MINUTES = 10;

@Override
public long getKeepAliveDuration(HttpResponse response, HttpContext context) {

long keepAliveDuration = super.getKeepAliveDuration(response, context);
// <0 J97cBREAkeepalive
/] ST IREAE R — N EATARIRT ()
if (keepAliveDuration < 0) {
return TimeUnit. MINUTES.toMillis(MAX_KEEP_ALIVE_MINUTES);

}
return keepAliveDuration;
}
}

private static final Logger logger = LogManager.getLogger(Main.class);

static class SecuredHttpClientConfigCallback implements
RestClientBuilder.HttpClientConfigCallback {

@Nullable
private final CredentialsProvider credentialsProvider;

*k

* The {@link SSLIOSessionStrategy} for all requests to enable SSL / TLS encryption.
*/

private final SSLIOSessionStrategy sslStrategy;

/**

* Create a new {@link SecuredHttpClientConfigCallback}.

* @param credentialsProvider The credential provider, if a username/password have been
supplied
* @param sslStrategy The SSL strategy, if SSL / TLS have been supplied
* @throws NullPointerException if {@code sslStrategy} is {@code null}

*/

SecuredHttpClientConfigCallback(final SSLIOSessionStrategy sslStrategy,
@Nullable final CredentialsProvider credentialsProvider) {
this.sslStrategy = Objects.requireNonNull(sslStrategy);
this.credentialsProvider = credentialsProvider;

}

/**
* Get the {@link CredentialsProvider} that will be added to the HTTP client.

* @return Can be {@code null}.

@Nullable
CredentialsProvider getCredentialsProvider() {
return credentialsProvider;

}

/**
* Get the {@link SSLIOSessionStrategy} that will be added to the HTTP client.

* @return Never {@code null}.

SSLIOSessionStrategy getSSLStrategy() {
return sslStrategy;

}

/**

* Sets the {@linkplain
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HttpAsyncClientBuilder#setDefaultCredentialsProvider(CredentialsProvider) credential provider},

* @param httpClientBuilder The client to configure.

* @return Always {@code httpClientBuilder}.

*/

@Override

public HttpAsyncClientBuilder customizeHttpClient(final HttpAsyncClientBuilder

httpClientBuilder) {
// enable SSL / TLS
httpClientBuilder.setSSLStrategy(ssiStrategy);
// enable user authentication
if (credentialsProvider !'= null) {
httpClientBuilder.setDefaultCredentialsProvider(credentialsProvider);

}
return httpClientBuilder;

}

}

public static class NullHostNameVerifier implements HostnameVerifier {
@Override
public boolean verify(String arg0, SSLSession arg1) {
return true;
}
}

*k

* mainBESEUT, AAcreate@EEIZEHigh Level ClientEiEAgetLowLevelClient()$£EXLow
Level Client, 32 “test” &H5|E2EHFE.
*/
public static void main(String[] args) throws IOException {
RestHighLevelClient client = create(Arrays.asList( oxoooxcxxx”, "sxx.xoxx.xxx.xxx"), 9200,
"http", 1000, 1000, 1000, "username", " password");
RestClient lowLevelClient = client.getLowLevelClient();
Request request = new Request("HEAD", "test");
Response response = lowLevelClient.performRequest(request);
System.out.println(response.getStatusLine().getStatusCode());
lowLevelClient.close();

% 8-5 REPHIT=1RAA

2% HhR

host ElasticsearchEEBFEZ N T = ( 5i& I
Client¥5s ) ROIPHBILBIZE, LHEESA
IPitbiIteT, HiEF “,” FBF.

port ElasticsearchEEB£AIEZ IR, EUAR
11 9200 ”» o

protocol ERMY,  “http” & “https” , 1R
EEEINERES.

connectTimeout socketZERZABATATIE .

connectionRequestTimeout socketiEZIEKABATATIE] o

socketTimeout socketiEKiBATAT(E]

username IEEERBFE

password FF&XMAYERS
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iEiZ Rest Low Level Client iEZL &R ((FHRRSIER)

B—: EiZtIZERest Low Level Client

import org.apache.http.HttpHost;

import org.apache.http.auth.AuthScope;

import org.apache.http.auth.UsernamePasswordCredentials;
import org.apache.http.client.CredentialsProvider;

import org.apache.http.conn.ssl. NoopHostnameVerifier;
import org.apache.http.impl.client.BasicCredentialsProvider;
import org.apache.http.impl.nio.client.HttpAsyncClientBuilder;
import org.apache.http.nio.conn.ssl.SSLIOSessionStrategy;
import org.apache.logging.log4j.LogManager;

import org.apache.logging.log4j.Logger;

import org.elasticsearch.client.Request;

import org.elasticsearch.client.Response;

import org.elasticsearch.client.RestClient;

import org.elasticsearch.client.RestClientBuilder;

import org.elasticsearch.common.Nullable;

import java.io.File;

import java.io.FileInputStream;

import java.io.|OException;

import java.io.InputStream;

import java.security.KeyStore;

import java.security.SecureRandom;
import java.security.cert.CertificateException;
import java.security.cert.X509Certificate;
import java.util. Arrays;

import java.util.List;

import java.util.Objects;

import javax.net.ssl.SSLContext;import javax.net.ssl.TrustManager;
import javax.net.ssl.TrustManagerFactory;
import javax.net.ssl.X509TrustManager;

public class Main13 {

private static final Logger logger = LogManager.getLogger(Main.class);

*k

* BlEBEE IR, TN createlRE AT EIEZ iRk,
*/
public static RestClient create(List<String> Aost, int port, String protocol, int connectTimeout, int
connectionRequestTimeout, int socketTimeout, String username, String password, String cerFilePath,
String cerPassword) throws |IOException {
final CredentialsProvider credentialsProvider = new BasicCredentialsProvider();
credentialsProvider.setCredentials(AuthScope.ANY, new
UsernamePasswordCredentials(username, password));
SSLContext sc = null;
try {
TrustManager[] tm = {new MyX509TrustManager(cerFilePath, cerPassword)};
sc = SSLContext.getInstance("SSL", "SunJSSE");
/[BETLAERSSLContext sslContext = SSLContext.getInstance("TLSv1.2");
sc.init(null, tm, new SecureRandom());
} catch (Exception e) {
e.printStackTrace();
}

SSLIOSessionStrategy sessionStrategy = new SSLIOSessionStrategy(sc, new
NoopHostnameVerifier());
SecuredHttpClientConfigCallback httpClientConfigCallback = new
SecuredHttpClientConfigCallback(sessionStrategy,
credentialsProvider);

RestClientBuilder builder = RestClient.builder(constructHttpHosts(host, port, protocol))
.setRequestConfigCallback(requestConfig ->
requestConfig.setConnectTimeout(connectTimeout)
.setConnectionRequestTimeout(connectionRequestTimeout)
.setSocketTimeout(socketTimeout))
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.setHttpClientConfigCallback (httpClientConfigCallback);
final RestClient client = builder.build();
logger.info("es rest client build success {} ", client);
return client;

}

/**

* constructHttpHostsERE & hostEE B T5 mipFIZ&R o
*/

public static HttpHost[] constructHttpHosts(List<String> host, int port, String protocol) {
return host.stream().map(p -> new HttpHost(p, port, protocol)).toArray(HttpHost[]::new);}

static class SecuredHttpClientConfigCallback implements
RestClientBuilder.HttpClientConfigCallback {
@Nullable
private final CredentialsProvider credentialsProvider;

private final SSLIOSessionStrategy sslStrategy;

SecuredHttpClientConfigCallback(final SSLIOSessionStrategy sslStrategy,
@Nullable final CredentialsProvider credentialsProvider) {
this.sslStrategy = Objects.requireNonNull(sslStrategy);
this.credentialsProvider = credentialsProvider;

}

@Nullable
CredentialsProvider getCredentialsProvider() {
return credentialsProvider;

}

SSLIOSessionStrategy getSSLStrategy() {
return sslStrategy;

}

@Override
public HttpAsyncClientBuilder customizeHttpClient(final HttpAsyncClientBuilder
httpClientBuilder) {
httpClientBuilder.setSSLStrategy(ssiStrategy);
if (credentialsProvider != null) {
httpClientBuilder.setDefaultCredentialsProvider(credentialsProvider);
}
return httpClientBuilder;
1

public static class MyX509TrustManager implements X509TrustManager {
X509TrustManager sunJSSEX509TrustManager;

MyX509TrustManager(String cerFilePath, String cerPassword) throws Exception {
File file = new File(cerFilePath);
if (Mfile.isFile()) {
throw new Exception("Wrong Certification Path");
}
System.out.println("Loading KeyStore " + file + "..");
InputStream in = new FilelnputStream(file);
KeyStore ks = KeyStore.getinstance("JKS");
ks.load(in, cerPassword.toCharArray());
TrustManagerFactory tmf = TrustManagerFactory.getinstance("SunX509", "SunJSSE");
tmf.init(ks);
TrustManager[] tms = tmf.getTrustManagers();
for (TrustManager tm : tms) {
if (tm instanceof X509TrustManager) {
sunJSSEX509TrustManager = (X509TrustManager) tm;
return;
}
}
throw new Exception("Couldn't initialize");

}

@Override
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public void checkClientTrusted(X509Certificate[] chain, String authType) throws
CertificateException {

}

@Override
public void checkServerTrusted (X509Certificate[] chain, String authType) throws
CertificateException {

}

@Override
public X509Certificate[] getAcceptedlssuers() {
return new X509Certificate[0];

}
}
/**
*mainBSEWT, AR create&ELEIZERest Low Level Client, Zif] “test” &5 |2EBFE.
*/

public static void main(String[] args) throws IOException {
RestClient lowLevelClient = create(Arrays.asList( “xx.ooooxxx”, "soxxxox.xxx.xxx"), 9200,
"https", 1000, 1000, 1000, "username", " password", " cerFilePath", " cerPassword");
Request request = new Request("HEAD", "test");
Response response = lowLevelClient.performRequest(request);
System.out.println(response.getStatusLine().getStatusCode());
lowLevelClient.close();

}
}
e FI_: tlIEHigh Level ClientEiEHgetLowLevelClient()3KElLow Level
Client

import org.apache.http.HttpHost;

import org.apache.http.auth.AuthScope;

import org.apache.http.auth.UsernamePasswordCredentials;

import org.apache.http.client.CredentialsProvider;

import org.apache.http.conn.ssl. NoopHostnameVerifier;

import org.apache.http.impl.client.BasicCredentialsProvider;

import org.apache.http.impl.nio.client.HttpAsyncClientBuilder;

import org.apache.http.nio.conn.ssl.SSLIOSessionStrategy;

import org.apache.logging.log4j.LogManager;

import org.apache.logging.log4j.Logger;

import org.elasticsearch.action.admin.cluster.health.ClusterHealthRequest;
import org.elasticsearch.action.admin.cluster.health.ClusterHealthResponse;
import org.elasticsearch.client.Request;

import org.elasticsearch.client.RequestOptions;

import org.elasticsearch.client.Response;

import org.elasticsearch.client.RestClient;

import org.elasticsearch.client.RestClientBuilder;

import org.elasticsearch.client.RestHighLevelClient;

import org.elasticsearch.common.Nullable;

import java.io.File;

import java.io.FileInputStream;

import java.io.lOException;

import java.io.InputStream;

import java.security.KeyStore;

import java.security.SecureRandom;
import java.security.cert.CertificateException;
import java.security.cert.X509Certificate;
import java.util. Arrays;

import java.util.List;

import java.util.Objects;

import javax.net.ssl.SSLContext;import javax.net.ssl.TrustManager;
import javax.net.ssl.TrustManagerFactory;
import javax.net.ssl.X509TrustManager;

public class Main {
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private static final Logger logger = LogManager.getLogger(Main.class);

* BIBEFIRAYZE, BN createlRBIATOIER Fif o
*/
public static RestHighLevelClient create(List<String> Aost, int port, String protocol, int
connectTimeout, int connectionRequestTimeout, int socketTimeout, String username, String password,
String cerFilePath, String cerPassword) throws IOException {
final CredentialsProvider credentialsProvider = new BasicCredentialsProvider();
credentialsProvider.setCredentials(AuthScope.ANY, new
UsernamePasswordCredentials(username, password));
SSLContext sc = null;
try {
TrustManager[] tm = {new MyX509TrustManager(cerFilePath, cerPassword)};
sc = SSLContext.getInstance("SSL", "SunJSSE");
//BETLA{ERISSLContext sslContext = SSLContext.getlnstance ("TLSv1.2");
sc.init(null, tm, new SecureRandom());
} catch (Exception e) {
e.printStackTrace();
}

SSLIOSessionStrategy sessionStrategy = new SSLIOSessionStrategy(sc, new
NoopHostnameVerifier());
SecuredHttpClientConfigCallback httpClientConfigCallback = new
SecuredHttpClientConfigCallback(sessionStrategy,
credentialsProvider);

RestClientBuilder builder = RestClient.builder(constructHttpHosts(host, port, protocol))
.setRequestConfigCallback(requestConfig ->
requestConfig.setConnectTimeout(connectTimeout)
.setConnectionRequestTimeout(connectionRequestTimeout)
.setSocketTimeout(socketTimeout))
.setHttpClientConfigCallback (httpClientConfigCallback);
final RestHighLevelClient client = new RestHighLevelClient(builder);
logger.info("es rest client build success {} ", client);

ClusterHealthRequest request = new ClusterHealthRequest();

ClusterHealthResponse response = client.cluster().health(request, RequestOptions.DEFAULT);
logger.info("es rest client health response {} ", response);

return client;

}

/**

* constructHttpHostsERE & hostEE B 15 mipFlZ&R o
*/

public static HttpHost[] constructHttpHosts(List<String> host, int port, String protocol) {
return host.stream().map(p -> new HttpHost(p, port, protocol)).toArray(HttpHost[]::new);}

static class SecuredHttpClientConfigCallback implements
RestClientBuilder.HttpClientConfigCallback {
@Nullable
private final CredentialsProvider credentialsProvider;

private final SSLIOSessionStrategy sslStrategy;

SecuredHttpClientConfigCallback(final SSLIOSessionStrategy sslStrategy,
@Nullable final CredentialsProvider credentialsProvider) {
this.sslStrategy = Objects.requireNonNull(sslStrategy);
this.credentialsProvider = credentialsProvider;

}

@Nullable
CredentialsProvider getCredentialsProvider() {
return credentialsProvider;

}

SSLIOSessionStrategy getSSLStrategy() {
return sslStrategy;

}
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@Override
public HttpAsyncClientBuilder customizeHttpClient(final HttpAsyncClientBuilder
httpClientBuilder) {
httpClientBuilder.setSSLStrategy(ssiStrategy);
if (credentialsProvider !'= null) {
httpClientBuilder.setDefaultCredentialsProvider(credentialsProvider);
}
return httpClientBuilder;
1

public static class MyX509TrustManager implements X509TrustManager {
X509TrustManager sunJSSEX509TrustManager;

MyX509TrustManager(String cerFilePath, String cerPassword) throws Exception {
File file = new File(cerFilePath);
if (Mfile.isFile()) {
throw new Exception("Wrong Certification Path");
}
System.out.println("Loading KeyStore " + file + "..");
InputStream in = new FilelnputStream(file);
KeyStore ks = KeyStore.getInstance("JKS");
ks.load(in, cerPassword.toCharArray());
TrustManagerFactory tmf = TrustManagerFactory.getinstance("SunX509", "SunJSSE");
tmf.init(ks);
TrustManager[] tms = tmf.getTrustManagers();
for (TrustManager tm : tms) {
if (tm instanceof X509TrustManager) {
sunJSSEX509TrustManager = (X509TrustManager) tm;
return;
}
}
throw new Exception("Couldn't initialize");

}

@Override
public void checkClientTrusted (X509Certificate[] chain, String authType) throws
CertificateException {

}

@Override
public void checkServerTrusted (X509Certificate[] chain, String authType) throws
CertificateException {

}

@Override

public X509Certificate[] getAcceptedlssuers() {
return new X509Certificate[0];

}

/**
* mainBHSEWT, EAcreateBREEI#ZHigh Level ClientEiEAgetLowLevelClient()$kEXLow
Level Client, F&if “test” H3|IE2BFE-
*/
public static void main(String[] args) throws IOException {
RestHighLevelClient client = create(Arrays.asList( oxoocoxcxxx”, "sxx.xoxx.xxx.xxx"), 9200,
"https", 1000, 1000, 1000, "username", " password', " cerFilePath", " cerPassword");
RestClient lowLevelClient = client.getLowLevelClient();
Request request = new Request("HEAD", "test");
Response response = lowLevelClient.performRequest(request);
System.out.println(response.getStatusLine().getStatusCode());
lowLevelClient.close();
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3 8-6 REPHISELRAB

2 iR

host ElasticsearchEEfEZ /N = ( 8k&IHL
ClientT5sx ) BOIPHBUEDISE, HEFEESHD
IPHBLERT, =REIA “,” BRFF.

port ElasticsearchEE8$ ATz IR O, BKIAR
“ 9200 » o

protocol BN, AMES “https” o

connectTimeout

socketiEIZBEATATE]

connectionRequestTimeout

socketiEZIE KABATHTE] .

socketTimeout

socketiEKiBATAT 8]

username IhIREERRIAFE.
password R AXNAYERS .
cerFilePath IERIRER,
cerPassword IEPBER,

8.4.3 i@id Transport Client N\ &8

AN 4B@ I Transport ClientiFalICSSIRSZIER S ERIRIECE IR . NREZ 2B
RULERE, #EiNiBiZRest High Level ClientifalElasticsearch&EE%

EEE

HEETIE

#iXTransport ClientfkRZAFElasticsearchfUARAMFIEF—32, FIUIEEIHEN
ElasticsearchEEBHiRAN27.6.2, MfEAAYTransport ClientZ s ANZEINEE7.6.2,

o CSSERHLTAIANE.

o HRIZITIavaUiBRIBRSS 28 S CSSERFRIME R RIEAY.

o TMAIRSEEEZLEIDK1.8, IDK1.8EM &ML http://www.oracle.com/
technetwork/java/javase/downloads/jdk8-downloads-2133151.html,

e T NJavafikii:

Erh 76 25Elasticsearch JavaZ PigHINRAS .

<dependency>
<groupld>org.elasticsearch.client</groupld>
<artifactld>transport</artifactld>
<version>7.6.2</version>

</dependency>

<dependency>
<groupld>org.elasticsearch</groupld>
<artifactld>elasticsearch</artifactld>
<version>7.6.2</version>

</dependency>
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BIFSRR

LA 4BTransport ClientiZE#EElasticsearchEE ¥ H &1 testz® 5 | 2 B FEAMTHITA .

import org.elasticsearch.action.ActionFuture;

import org.elasticsearch.action.admin.indices.exists.indices.IndicesExistsRequest;
import org.elasticsearch.action.admin.indices.exists.indices.IndicesExistsResponse;
import org.elasticsearch.client.transport.TransportClient;

import org.elasticsearch.common.settings.Settings;

import org.elasticsearch.common.transport.TransportAddress;

import org.elasticsearch.transport.client.PreBuiltTransportClient;

import java.net.InetAddress;
import java.net.UnknownHostException;
import java.util.concurrent.ExecutionException;

public class Main {
public static void main(String[] args) throws ExecutionException, InterruptedException,
UnknownHostException {

String cluster_name = "xxx";

String host1 = "x.x.x.x";

String host2 = "y.y.y.y";

Settings settings = Settings.builder()

.put("client.transport.sniff",false)
.put("cluster.name", cluster_name)
.build();

TransportClient client = new PreBuiltTransportClient(settings)
.addTransportAddress(new TransportAddress(InetAddress.getByName(host1), 9300))
.addTransportAddress(new TransportAddress(InetAddress.getByName (host2), 9300));

IndicesExistsRequest indicesExistsRequest = new IndicesExistsRequest("test");

ActionFuture<IndicesExistsResponse> exists = client.admin().indices().exists(indicesExistsRequest);

System.out.println(exists.get().isExists());

}
}

Hrh, cluster name)9EESI3FR; hostl. hostZHEEF T =IPHBiE, TliEIIGET
_cat/nodesapSEE T =AYIPHBIE

8.4.4 BT Spring Boot I N\EEF

R A 4RIBIISpring BootiBIBICSSEERFRIBCE MR, Spring BootZ NERFB3M A

I

o B dSpring BootiEzE AHTTPER: EATIFR Rz lRVERE. & (+HTTPHR
NS

o fEFSpring BootiE AHTTPSER ( RMERZ I ) | BRTREER+HTTPS
X AVEERF

e ({FEFSpring BootIEAHTTPSEEE (EHZRLIES ) | EBRFZEEX+HTTPSH
NS

(1 588

Spring BootfIENMERAIBES W E X : https://docs.spring.io/spring-boot/docs/
current/reference/htmlsingle/,

pEI=E AN

e #iMElasticsearch Rest High Level Clientf9iRZAsF0ElasticsearchAIARANRIT—
], BIANEESERYElasticsearchEEREIRANZE7.10.2, NI{EFIAYELasticsearch Rest
High Level ClientZFimhRAEINH:27.10.2,

o  AETLA2.55RASpring Boot I 48Spring BootE NEEB#HI AL, XTRIAY
spring data elasticsearchhRAE4.2.x,
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HEETE
o CSSEREMFAIRIRTS.

o HFRIEITIavaUiBRIBRSS 28 S CSSERFRIME R RIEAY.

o TRINRSZERELIEEIDKI.S, JDKI.SEM FEkitil: http://www.oracle.com/
technetwork/java/javase/downloads/jdk8-downloads-2133151.html,

o Blf#ESpringBootInH
e 5| Navalkii.

Erh 7 70.2/9Elasticsearch JavaZPiRHIMRAS .

- Maveni=(5|A:

<parent>

<groupld>org.springframework.boot</groupld>
<artifactld>spring-boot-starter-parent</artifactld>

<version>2.5.5</version>
</parent>
<dependencies>
<dependency>

<groupld>org.springframework.boot</groupld>
<artifactld>spring-boot-starter-web</artifactld>

</dependency>
<dependency>

<groupld>org.springframework.boot</groupld>
<artifactld>spring-boot-starter-data-elasticsearch</artifactld>

</dependency>
<dependency>

<groupld>org.elasticsearch.client</groupld>
<artifactld>elasticsearch-rest-high-level-client</artifactld>

<version>7.70.2</version>

</dependency>
</dependencies>

iEZ Spring Boot N\ HTTP &&f

ZIARER TIER PR SRR SRR L SR+ HTTPIMNYAIEERS .

[iA=p4 =

elasticsearch.url=host7:9200, host2:9200
/AR E LA AR B THT.
elasticsearch.username=username
elasticsearch.password=password

x 8-7 2HRA

28 3%
host Elasticsearch&E£T5 =AY IPHEdE
username BRI RA
password FRP&XNAYES .
BeEHS:
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o comxxxAIMBEBES, flilcom.company.project,
e com.xxx.repository SEGEBRS, @idextends

org.springframework.data.elasticsearch.repository.ElasticsearchRepositoryift

package com.xxx.configuration;

import org.elasticsearch.client.RestHighLevelClient;

import org.springframework.beans.factory.annotation.Value;

import org.springframework.context.annotation.Bean;

import org.springframework.context.annotation.ComponentScan;

import org.springframework.context.annotation.Configuration;

import org.springframework.data.elasticsearch.client.ClientConfiguration;
import org.springframework.data.elasticsearch.client.RestClients;

import org.springframework.data.elasticsearch.config.AbstractElasticsearchConfiguration;
import org.springframework.data.elasticsearch.repository.config.EnableElasticsearchRepositories;

@Configuration

@EnableElasticsearchRepositories(basePackages = "com.xxx.repository")
@ComponentScan(basePackages = "com.xxx")

public class Config extends AbstractElasticsearchConfiguration {

@Value("${elasticsearch.url}")
public String elasticsearchUrl;

[FFRE LA RSN THENSH.
@Value("${elasticsearch.username}")
public String elasticsearchUsername;

@Value("${elasticsearch.password}")
public String elasticsearchPassword;

@Override
@Bean
public RestHighLevelClient elasticsearchClient() {

final ClientConfiguration clientConfiguration = ClientConfiguration.builder()

.connectedTo(StringHostParse(elasticsearchUrl))

[[AER S &Rt EE BwithBasicAuth,
.withBasicAuth(elasticsearchUsername, elasticsearchPassword)
.build();

return RestClients.create(clientConfiguration).rest();

}

private String[] StringHostParse(String hostAndPorts) {
return hostAndPorts.split(",");
}

}

{$5F Spring Boot ¥\ HTTPS £8f ( AERAZSIEH )
ZhsERETAERZSIEPEELTSIE+HTTPSIMYAYEEERE .
[=peL

elasticsearch.url=Aost7:9200, host2:9200
elasticsearch.username=username
elasticsearch.password=password

7 8-8 SH{RMA

TEEAEN .

2% fk

host ElasticsearchEEEE T a9 PHELIL
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28 ik
username BIOERNERA .
password R &I RIS

BB
(e
o comxxxAIMEHBEZR, fflicom.company.project,

e com.xxx.repository SBEBZR, Eidextends
org.springframework.data.elasticsearch.repository.ElasticsearchRepositoryi#{TE{RE N -

package com.xxx.configuration;
import org.elasticsearch.client.RestHighLevelClient;
import org.springframework.beans.factory.annotation.Value;
import org.springframework.context.annotation.Bean;
import org.springframework.context.annotation.ComponentScan;
import org.springframework.context.annotation.Configuration;
import org.springframework.data.elasticsearch.client.ClientConfiguration;
import org.springframework.data.elasticsearch.client.RestClients;
import org.springframework.data.elasticsearch.config.AbstractElasticsearchConfiguration;
import org.springframework.data.elasticsearch.repository.config.EnableElasticsearchRepositories;
import java.security.KeyManagementException;
import java.security.NoSuchAlgorithmException;
import java.security.SecureRandom;
import java.security.cert.CertificateException;
import java.security.cert.X509Certificate;
import javax.net.ssl.HostnameVerifier;
import javax.net.ssl.SSLContext;
import javax.net.ssl.SSLSession;
import javax.net.ssl.TrustManager;
import javax.net.ssl.X509TrustManager;
@Configuration
@EnableElasticsearchRepositories(basePackages = "com.xxx.repository")
@ComponentScan(basePackages = "com.xxx")
public class Config extends AbstractElasticsearchConfiguration {
@Value("${elasticsearch.url}")
public String elasticsearchUrl;
@Value("${elasticsearch.username}")
public String elasticsearchUsername;
@Value("${elasticsearch.password}")
public String elasticsearchPassword;
@Override
@Bean
public RestHighLevelClient elasticsearchClient() {
SSLContext sc = null;
try {
sc = SSLContext.getInstance("SSL");
sc.init(null, trustAllCerts, new SecureRandom());
} catch (KeyManagementException | NoSuchAlgorithmException e) {
e.printStackTrace();

final ClientConfiguration clientConfiguration = ClientConfiguration.builder()
.connectedTo(StringHostParse(elasticsearchUrl))
.usingSsl(sc, new NullHostNameVerifier())
.withBasicAuth(elasticsearchUsername, elasticsearchPassword)
.build();

return RestClients.create(clientConfiguration).rest();

}
private String[] StringHostParse(String hostAndPorts) {

nn

return hostAndPorts.split(",");

}
public static TrustManager([] trustAllCerts = new TrustManager[] {
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new X509TrustManager() {
@Override

public void checkClientTrusted(X509Certificate[] chain, String authType) throws CertificateException

}
@Override

public void checkServerTrusted (X509Certificate[] chain, String authType) throws
CertificateException {

}
@Override

public X509Certificate[] getAcceptedIssuers() {
return null;
}
}
b3
public static class NullHostNameVerifier implements HostnameVerifier {
@Override
public boolean verify(String arg0, SSLSession arg1) {
return true;
}
}
}

{#5F8 Spring Boot X\ HTTPS &8 ( FHEZSIEH)
ZARER T AR PiEEL SR+ HTTPSHMYAYEERS
1. FREXZLIEH ( CloudSearchService.cer)
a. ER=HERRZEHS.
b. IR “EEEIETE” HNERTIE,
c. BENNEENEIR, BEAEHEAEERAE.
d. & “EAXNMZR” mm, B8d “HTTPSIAE” @AY “ TR

o
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8-2 TELIEH

BEEEE

B<iER

)5S

Az vpC-

T subnet

=5E dws Bl
R2EEN =3

5EFH i

= ImE default
ATl -
HTTPSiFa] HE | MR
FaRTiAIalPyAtiti 192

LT 2IEF ( CloudSearchService.cer ) . B TEHNZRIEP LIERIZFinil 22
L, {FFkeytool TR “.cer” iEP4EHapIavan] LUZENRY “ jks” IEPRER .
- TELinuxEZEH, HITUNTaaSEIRIER.

keytool -import -alias newname -keystore ./truststore.jks -file ./CloudSearchService.cer

- TEWindowsRZH, AT TFap<SEEHRIES,

keytool -import -alias newname -keystore .\truststore.jks -file .\CloudSearchService.cer
Hr, newnameRHFFBEXANEBETR,
ZmTHITRE, SIRNKEIEREE, FHAERL. BRFZEE, EEENE
BR(ERA,

application.propertiesft & S
elasticsearch.url=host7:9200, host2:9200
elasticsearch.username=username
elasticsearch.password=password

2R 8-9 SRR

2% iR
host ElasticsearchEEE£ 15 sa Y| PHELIL
username HIDERRIBRE.
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password FBRE&XINRIZERS

BoEAS:
(11 e
o comxxxAIEHEZR, flflcom.company.project,

e com.xxx.repository SBEEZ, @EiJdextends
org.springframework.data.elasticsearch.repository.ElasticsearchRepositoryift T E{A
EMO
package com.xxx.configuration;
import org.elasticsearch.client.RestHighLevelClient;
import org.springframework.beans.factory.annotation.Value;
import org.springframework.context.annotation.Bean;
import org.springframework.context.annotation.ComponentScan;
import org.springframework.context.annotation.Configuration;
import org.springframework.data.elasticsearch.client.ClientConfiguration;
import org.springframework.data.elasticsearch.client.RestClients;
import org.springframework.data.elasticsearch.config.AbstractElasticsearchConfiguration;
import org.springframework.data.elasticsearch.repository.config.EnableElasticsearchRepositories;
import java.io.File;
import java.io.FileInputStream;
import java.io.InputStream;
import java.security.KeyStore;
import java.security.SecureRandom;
import java.security.cert.CertificateException;
import java.security.cert.X509Certificate;
import javax.net.ssl.HostnameVerifier;
import javax.net.ssl.SSLContext;
import javax.net.ssl.SSLSession;
import javax.net.ssl.TrustManager;
import javax.net.ssl.TrustManagerFactory;
import javax.net.ssl.X509TrustManager;
@Configuration
@EnableElasticsearchRepositories(basePackages = "com.xxx.repository")
@ComponentScan(basePackages = "com.xxx")
public class Config extends AbstractElasticsearchConfiguration {
@Value("${elasticsearch.url}")
public String elasticsearchUrl;
@Value("${elasticsearch.username}")
public String elasticsearchUsername;
@Value("${elasticsearch.password}")
public String elasticsearchPassword;
@Override
@Bean
public RestHighLevelClient elasticsearchClient() {
SSLContext sc = null;
try {
TrustManager[] tm = {new MyX509TrustManager(cerFilePath, cerPassword)};
sc = SSLContext.getInstance("SSL", "SunJSSE");
sc.init(null, tm, new SecureRandom());
} catch (Exception e) {
e.printStackTrace();

final ClientConfiguration clientConfiguration = ClientConfiguration.builder()
.connectedTo(StringHostParse(elasticsearchUrl))
.usingSsl(sc, new NullHostNameVerifier())
.withBasicAuth(elasticsearchUsername, elasticsearchPassword)
.build();

return RestClients.create(clientConfiguration).rest();

}

private String[] StringHostParse(String hostAndPorts) {
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return hostAndPorts.split(",");
}

public static class MyX509TrustManager implements X509TrustManager {
X509TrustManager sunJSSEX509TrustManager;
MyX509TrustManager(String cerFilePath, String cerPassword) throws Exception {
File file = new File(cerFilePath);
if (Mfile.isFile()) {
throw new Exception("Wrong Certification Path");
}
System.out.println("Loading KeyStore " + file + "..");
InputStream in = new FilelnputStream(file);
KeyStore ks = KeyStore.getinstance("JKS");
ks.load(in, cerPassword.toCharArray());
TrustManagerFactory tmf = TrustManagerFactory.getinstance("SunX509", "SunJSSE");
tmf.init(ks);
TrustManager[] tms = tmf.getTrustManagers();
for (TrustManager tm : tms) {
if (tm instanceof X509TrustManager) {
sunJSSEX509TrustManager = (X509TrustManager) tm;
return;
}
}
throw new Exception("Couldn't initialize");
}
@Override
public void checkClientTrusted(X509Certificate[] chain, String authType) throws
CertificateException {
}
@Override
public void checkServerTrusted (X509Certificate[] chain, String authType) throws
CertificateException {
}
@Override
public X509Certificate[] getAcceptedlssuers() {
return new X509Certificate[0];
}
}

public static class NullHostNameVerifier implements HostnameVerifier {
@Override
public boolean verify(String arg0, SSLSession arg1) {
return true;
}
}
}

Hrh, cerFilePathklcerPassword24 R0 jkSIE-BHIEHIR R R EZD

8.5 i@Eid Python BENEEE

R AMRBISPythontBESIHIAICSSERFAIEC AR -

HEEITE
o  CSSEERSNTFEI AT,
o RIFREITPYthonfUIBAYBRSS 22 SCSSERFRIMZ R EEAY,

BIESR

1. Z¥Elasticsearch PythonE i, #iNFElasticsearchAIRRAIRIF—EL, FIANTFE
EipaRERIRAR7.6.2, MZE%E7.689Elasticsearch PythonZ Pl o
pip install Elasticsearch==7.6

2. tlElasticsearchB IR HEERRFERS| “test” , IRIBERFLZEE{SEN
R RY7RBUCES
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- IFR2EI AR

from elasticsearch import Elasticsearch
class ElasticFactory(object):

def __init__(self, host list, port. str, username: str, password: str):
self.port = port
self.host = host
self.username = username
self.password = password

def create(self) -> Elasticsearch:
addrs =[]
for host in self.host:
addr = {'host": host, 'port": self.port}
addrs.append(addr)

if self.username and self.password:

elasticsearch = Elasticsearch(addrs, http_auth=(self.username, self.password))
else:

elasticsearch = Elasticsearch(addrs)
return elasticsearch

es = ElasticFactory (["xxx.xxx.xxx.xxx"], "9200", None, None).create()
print(es.indices.exists(index="test'))

- REEX+HTTPHMYAYEEERE

from elasticsearch import Elasticsearch
class ElasticFactory(object):

def __init__(self, host list, port. str, username: str, password: str):
self.port = port
self.host = host
self.username = username
self.password = password

def create(self) -> Elasticsearch:
addrs =[]
for host in self.host:
addr = {'host": host, 'port": self.port}
addrs.append(addr)

if self.username and self.password:

elasticsearch = Elasticsearch(addrs, http_auth=(self.username, self.password))
else:

elasticsearch = Elasticsearch(addrs)
return elasticsearch

es = ElasticFactory (["xxx.xxx.xxx.xxx"], "9200", "username", " password").create()
print(es.indices.exists(index="test'))

- REEI+HTTPSHMYAIERS
from elasticsearch import Elasticsearch
import ssl

class ElasticFactory(object):

def __init_ (self, host list, port. str, username: str, password. str):
self.port = port
self.host = host
self.username = username
self.password = password

def create(self) -> Elasticsearch:
context = ssl._create_unverified_context()

addrs =[]
for host in self.host:
addr = {'host": host, 'port": self.port}
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addrs.append(addr)

if self.username and self.password:
elasticsearch = Elasticsearch(addrs, http_auth=(self.username, self.password),
scheme="https", ssl_context=context)
else:
elasticsearch = Elasticsearch(addrs)
return elasticsearch

es = ElasticFactory (["xxx.xxx.xxx.xxx"], "9200", "username", " password").create()
print(es.indices.exists(index="'test'))

% 8-10 PRI ERHA

2% iR
host ElasticsearchEEE¥Z N = ( e&IHST

Clienttss= ) RUIPHBILSIZR, STFHES
ANMPHBIERS, FEA 7 BRI

port Elasticsearch&B$REE IR, 1HES
[11 9200 ” o

username BIaEEIARE.

password FBRE&XINEYZRS

3. iBidElasticsearchEFimBIEER RS,
mappings = {
"settings": {
"index": {
"number_of_shards": number_of_shards,
"number_of_replicas™: 1,
h
by
"mappings": {
properties
}
}

result = es.indices.create(index=index, body=mappings)

4. J@iJElasticsearch® PimEig F—ERIiAIZS ],

body = {
"query": {
"match": {
"EHiIFR" "EARE"
}
}
}

result = es.search(index=index, body=body)

8.6 JE1Y ES-Hadoop 3L Hive 15 Elasticsearch £

Elasticsearch-Hadoop (ES-Hadoop) i&E#zE§EHadoopiBERVEIEFEIIIREIN LS
$15ElasticsearchSERHE RN DT INEELE S E—IE . BREBILIERIRRN THRAEIE,
HibiEEHadoop £ R AR EIFHETAE,

ARIBIIMRSRIES-Hadoop S CSSEERHEIE ARG, (RulLABcEEMHIFREER
Elasticsearch&EEBFHIN ., WBFE, tLAILISEARATEEMIRSPFER
Elasticsearch, HiIE2E{RIUFE ik SElasticsearchEEREMLEIERE o

M #%hRA 01 (2024-08-13) AR © AR BRABIRAS 115



=IRRRSS

RIELEE 8 INEES
R TE
CSSERHT AT AR,
BRE iR S CSSERIIME S EER .
FRIRCSSERFAIMRSERER— N Xig . ATHX .. EIFAB=FIFM.
8-3 CSS BRI FHER
EEEEE
o X
EHfAE= vpC-
K subnet
2T dws iRt o
BREL R

SRENEERFRIPIMIG el . THIDEERERY, FEMANAMNIGEBLE,

a. A=ERESEEEHE, RLENSHZRY “SEBFE1E” .

b. ESEEIEIEYIERIE, EIEFEIHNNERE, KEFHSRE “ANIFatE
Ht” , —HRE “<host>i<port>” T “<host>:<port><host>:<port>” #zt,
MREBEHIE— TR, WHMNERNTEIPHUFROS, B30

€10.62.179.32:9200” ; WNREEBZNT R, WAERFIET SAYIPHEIE
FiwOs, Fa0 “10.62.179.32:9200,10.62.179.33:9200” .

EFZMRSERT A, BIELBESNERSEHT R,

EMRSER = EiBiT curl S ENEERE Y, TERRMRSERNEN TR
ERBEIEIBCSSERE,

- R etEa0sERE

curl -X GET http://<host>:<port>

- R +HTTPHMYAYEERE

curl -X GET http://<host>:<port> -u <user>:<password>

- ZeER+HTTPSHMYAVEERE

curl -X GET https://<host>:<port> -u <user>:<password> -ik

% 8-11 TEiHAA

TER iz
<host> ERPET SRR, JHEFESSITRE, SFES

NP, ATLMEREAF—IRIE,
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SIERRS
L

11.

8 NGRS
TEZ Lol
<port> ERTERAEROS, —H#&799200,
<user> BIERIBFE .

<password> RRP&XNAYER .
SEBPEFEEHRFAN, BRAPAMERIN LRG|

=, 40 “curl -u "user:password!" "http://

ny

<host>:<port>"" ,

T#ES-HadoopHilib&, FiEEzipEIKEY “elasticsearch-hadoop-x.x.x.jar” X
o IRAFEESCSSERFIRA—E, BIUNCSSEERERT7.6.20RA, NIEINTE

elasticsearch-hadoop-7.6.2.zip,

T#Ehttpclient{kii & commons-httpclient:commons-httpclient-3.1.jar, E
3 TARAES, BNFAPRERERISE.

LTEMRSEFin, NREELLEILUBNSIZEE, KREENESNLZEE i
(3B xRZEHRAE ) -

BEFEMRSERFIR, B TFEHRIES-HadoopFihttpclientfljarfkifi e _E{ERIMRSE
i o

AEMRSEFiREIEHDFSBR, 1§ES-Hadoop lib&Fhttpclientfk#iE_EEZI%E
x o

hadoop fs -mkdir /tmp/hadoop-es

hadoop fs -put elasticsearch-hadoop-x.x.x.jar /ftmp/hadoop-es
hadoop fs -put commons-httpclient-3.1.jar /tmp/hadoop-es

MMRSEFimEREIHiveEFif, EKIE(EiES WHiveZPim{ERSLE .
FEHiveZ Pif, #INES-Hadoop lib@FIhttpclientf&kiiEl ., iZap< R URISIE
B

i A\beelinegihivei t \ZIMITRE, HITUNTHS:

add jar hdfs:///tmp/hadoop-es/commons-httpclient-3.1 jar;
add jar hdfs:///tmp/hadoop-es/elasticsearch-hadoop-x.x.x.jar;

EHiveZ iR, BIEHives R,
- rRetE(a05E

CREATE EXTERNAL table IF NOT EXISTS student(
id BIGINT,
name STRING,
addr STRING

STORED BY 'org.elasticsearch.hadoop.hive.EsStorageHandler'

TBLPROPERTIES(
'es.nodes' = "Xxxxxx.xxx.xxx:.9200,
‘es.port' ='9200',
‘es.net.ssl' = 'false’,
'es.nodes.wan.only' = 'false’,
'es.nodes.discovery'='false’,
‘es.input.use.sliced.partitions'='false’,
'es.resource' = 'student/ doc

)

- LZRE+HTTPHMYAIEERE

CREATE EXTERNAL table IF NOT EXISTS student(
id BIGINT,
name STRING,
addr STRING

)
STORED BY 'org.elasticsearch.hadoop.hive.EsStorageHandler'
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TBLPROPERTIES(

'es.nodes' = "xxx.xXxx.xxx.xxx.9200,
‘es.port’ ='9200',

'es.net.ssl' = 'false’,
'es.nodes.wan.only' = 'false’,
'es.nodes.discovery'='false’,
'es.input.use.sliced.partitions'="'false’,
'es.nodes.client.only'="true’',
'es.resource' = 'student/ doc,
'es.net.http.auth.user' = 'username,
'es.net.http.auth.pass' = 'password

).

- zé&THﬂT%mmeﬁ

FRENZLIEH “CloudSearchService.cer” o

1) BER=RRRSEENS

2) kR “ERFEIE J&)\EEWJ%O

3) BEXMNERNETR, EAEHENMSERNHE,

4) # “BAER” ImE, BE “HTTPSIARE” FEAY “ TFEIES” .

& 8-4 TP

BEEEE

Bigg

oA

SRS vpC-

T subnet

2FE aws B
LZEET =5

EETH =i

yfea | ]S default
Zptizin) ~-  HE
HTTPSiAial FE | TS
FIRgATR) Pyttt 192

T2 (CloudSearchService cer) . B TRENZSEB HER=
Pimtes t, ERkeytool TREYE “.cer” IiEPiEikRgIavan] LUZENAY
« JkS” 'liE:B*Q_to
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o fELinuxERFH, T TSI,

keytool -import -alias newname -keystore ./truststore.jks -file ./
CloudSearchService.cer

o  fEWindowsRFH, HITIN Fan<SHIRIES .

keytool -import -alias newname -keystore .\truststore.jks -
file .\CloudSearchService.cer

Heh, newnameRH AP BENXHNERZIR,
ZmSHITIE, SIERESIIPEE, HMASE, SREZEDL, 5
I NERS(ER,

il 1 “jks” SN RBIMRSERHIG N SROIERIEE, 10 “/tmp”
AJLAERscpan LT L. [RY, EfffRommAFEIRIEEZ
S, RERRAIUS RS

chown -R omm truststore.jks

iv. BIEHivedrE,

CREATE EXTERNAL table IF NOT EXISTS student(
id BIGINT,
name STRING,
addr STRING

)

STORED BY 'org.elasticsearch.hadoop.hive.EsStorageHandler'

TBLPROPERTIES(
'es.nodes' = 'https.//xxx.xxx.xxx.xxx:9200,
'es.port' = '9200',
'es.net.ssl' = 'true’,
'es.net.ssl.truststore.location' = 'cerFilePath,
'es.net.ssl.truststore.pass' = 'cerPassword,
'es.nodes.wan.only' = 'false’,
'es.nodes.discovery'='false’,
'es.nodes.client.only'="true’',
'es.input.use.sliced.partitions'='false’,
'es.resource' = 'student/ doc,
'es.net.http.auth.user' = 'username,
'es.net.http.auth.pass' = 'password

2= 8-12 ES-Hadoop £#4i5i88
8% EINME R

es.nodes localhost CSSEERLA A aItBLL, ATLAEERES
FXNEEE “ANIFEeLE”

es.port 9200 SEpRROS, —&RA
1% 9200 » o

BHITTRIER.

es.nodes.wan.only false =

[ |
es.nodes.discovery true ERERTRRM.

[
es.input.use.sliced.partit | true EAERslicenX:
1ons o true: {$M,

o false: ~MEH,

WA
®ERtrue, TJEEESHESIETNE
MEZAIRTIEIBE T, BivSimimtd
HESHIRFTEZAATE, BIRE
Hfalse, LIRESEIOHE.,
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12.

13.

14.

15.

8 NGRS
2H EONME A
es.resource NA BEEESRIndexftype o
es.net.http.auth.user NA BAEENARE, REEAT
ZEENTHFERELE.
es.net.http.auth.pass NA FBR&XRER, REEH
TeeEAAEERELE.
es.net.ssl false EFXBESSL, CREEERER

FIEBER.

es.net.ssl.truststore.loca | NA
tion

“jks” IEBHAIERE, W0
“file:///tmp/truststore.jks” ,

es.nodes.client.only false

BEEE THIAYClientT5=A9IP
Hhtit#5es.nodes ( BNEIGE
ElasticsearchEEEFITER “BH
Clienttisn” ) . WIRZE, UFEE
BzZEXN “true” , BUEIRE
HAZdataty =,

es.net.ssl.truststore.pass | NA

“ jks” IEBIHAIERT

B2 ES-HadoopEe EINRHIEE W B HECHIRA

EHIVE%PQ#&, ;EE)\%Z;EO

INSERT INTO TABLE student VALUES (1, "Lucy", "address1"), (2, "Lily", "address2");

EHiveZE i, BITEIE.

select * from student;

EIERAT:

| student.id | student.name | student.addr |
[ 1 | Lucy | address1 |
| 2 | Lily | address2 |

+

2 rows selected (0.116 seconds)

BRCSSIEFIG, £ ‘el W\, SEERHRFY “Kbana” , BF

Kibana®RMH .

#HAKibanafy “Dev Tools” WEHITEIEGS, BEEETEER.

GET /student/_search
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E{ESCRe 8 NGRS
8-5 kibana &if)ER
Console
History Settings Help
1 GET /student/ search| >N 1~
2 "took" : 7,
3 "timed out" : false,
4+ " _shards" : {
5 "total" : 1,
6 "successful™ : 1,
7 "skipped” : @,
8 "failed"” : @
9- })
1@~ "hits" : {
11~ "total” : {
12 "value" : 2,
13 "relation™ : "eq"
u- |,
15 "max_score” : 1.8,
16~ "hits" : [
17~ {
18 "_index" : "student”,
19 " type" : " doc”,
20 "_id" : "MtYg7YQBbGCjY36NWG1t",
21 "_score” : 1.0,
22~ "_source” : {
23 "id" : 1,
24 "name” : "Lucy",
25 "addr" : "addressi”
26+ )
27+ }J
28~ {
29 "_index" : "student”,
30 " _type" : "_doc”,
31 "_id" : "MOYg7YQBbGCjY36NWG1t",
32 "_score” : 1.0,
33~ " source" : {
34 "id" : 2,
35 "name” : "Lily",
36 "addr" : "address2”
37 1
38+ }
39+ ]
a0+~ }
a1~}
a2
\! \,
8.7 @S Go IENEEE
AN EBEI GolE S HRICSSEERFRIECH A
\,
HEETIE
o CSSEEFCTHANE.
o  TARIZITGoUIBRIARSS 2R S CSSERF ML 2 HiEAY .
o THARSZEE LG, GoEM FEkMtl: https://go.dev/dl/,
\. < i
EE FR 2 &R
EERSER, TARBIT:
package main
import (
"github.com/elastic/go-elasticsearch/v7"
lllogll
)
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func main() {
cfg := elasticsearch.Config{
Addresses: []string{

"http://HOST:9200/",
h
}
es, _ := elasticsearch.NewClient(cfg)
log.Println(es.Info())

o EERFFEhtpsHIREERE, ROIUNT:

package main

import (
"github.com/elastic/go-elasticsearch/v7"
”lOg"

)

func main() {

cfg = elasticsearch.Config{

Addresses: []string{
"http://HOST:9200/",

1
Username: "USERNAME",
Password: "PASSWORD",

}

es, _ = elasticsearch.NewClient(cfg)
log.Println(es.Info())
}

o EEFEhtpsHIREER, NMERIES, RAKEBINT:

package main

import (
"crypto/tls"
"github.com/elastic/go-elasticsearch/v7"
lllogll
"net/http"

)

func main() {
cfg := elasticsearch.Config{
Addresses: []string{
"https://HOST:9200/",
%
Username: "USERNAME",
Password: "PASSWORD",
Transport: &http.Transport{
TLSClientConfig: &tls.Config{
InsecureSkipVerify: true,
%
%
}

es, _ = elasticsearch.NewClient(cfg)
log.Println(es.Info())
}

o EEABhttpsiIREEER, (ERIES, TEUTEUIT:
package main

import (
"crypto/tls"
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"crypto/x509"

"flag"
"github.com/elastic/go-elasticsearch/v7"
"io/ioutil"

|llogll

"net"

"net/http"

"time"

)

func main() {
insecure := flag.Bool("insecure-ssl", false, "Accept/Ignore all server SSL certificates")
flag.Parse()

// Get the SystemCertPool, continue with an empty pool on error
rootCAs, _ := x509.SystemCertPool()
if rootCAs == nil {
rootCAs = x509.NewCertPool()
}

// Read in the cert file
certs, err := ioutil.ReadFile("/tmp/CloudSearchService.cer")
if err !=nil {
log.Fatalf("Failed to append %q to RootCAs: %v", "xxx", err)
}

// Append our cert to the system pool
if ok := rootCAs.AppendCertsFromPEM (certs); 'ok {
log.PrintIn("No certs appended, using system certs only")

}

config := elasticsearch.Config{
Addresses: []string{
"https://HOST:9200/",
1
Username: "USERNAME",
Password: "PASSWORD",
Transport: &http.Transport{
MaxIdleConnsPerHost: 10,
ResponseHeaderTimeout: time.Second,
DialContext: (&net.Dialer{
Timeout: 30 * time.Second,
KeepAlive: 30 * time.Second,
}).DialContext,
TLSClientConfig: &tls.Config{
InsecureSkipVerify: *insecure,
RootCAs: rootCAs,
L
1
}
es, _ := elasticsearch.NewClient(config)
log.Println(elasticsearch.Version)
log.Println(es.Info())
}

E1THES
IRIBEBEERIEL BRSBTS AFIEsTest gc X HHFHEI— EIMMBR, %
HRHUTIAT®BL:
go env -w GO111MODULE=0n

go env -w GOPROXY=https://repo.huaweicloud.com/repository/goproxy/
go env -w GONOSUMDB=*

go mod init test
go mod tidy
go run EsTest.go
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mnr

Elasticsearch EE&¥Z55 |4 in B HASIE

gL="

9.1 B RS | S an BRI a3 SR REN =5 |

HERA

MTFESEFRYIEE, EEIEERAIRSEEN, Ro|lslkEA, BTEmREE
IEREHISEIRRIEIFNRS|, FRHELERSIMER, SCMBMRDERS,

AREFBSEEEBEHIRE, JR5IIA/NATNTBEERSISIZEZ 1R, BaiR
MERRS]; URIIRTRE, FIMIERA; HR3IOE0KRE, WEEZ3.

BIRENERS|, HEXAOF4E24TBRIEIE, E5I508 “log-alias” , HEIETE
Elasticsearch/RYLBARSSUI FEIFIR . Eiflt, iE@fiatestFskaEs|; ST,
B IRIES .

B 9-1 log-alias AY4ELRHZ

B#: 2022.6.2 BH: 2022.6.3 HE: 2022.6.4
J \ |
[ | Y \
test-2022.6.2-000001 Itesx—zozz,a.z—oooooz test-2022.6. z—ooooosltest—zozz,6.3—000004 tesx—zozz.5,3—000005liest—zozz,s.A—oooooe test—2022.6.4—ooooo7‘ ------
18 18 178 18 178 1TB 178
\ )
i | &
log-alias
BN
(MARIY:

Ro|RRMFEMTREZURS IRICZRERITER, HAAREBREXSHI.

BUIRER(4
[ ] CSS;E<E¥9&I\32E_”EH>|kIjL$\ o
o EEEfARZANJIElasticsearch 7.6.28% LAk,
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BRIEL R

ERTHRESEEEHE.

EAMSHE, ©F ‘S SR , # \Elasticsearch&EE£513R A -
FEERSSIRIES, BRHERHEESINY “Kibana” EFKibanallH.
FEKibanafyZEMIS A %R “Dev Tools” , HANGBSHITRE.
tliERollover&4asEEAZREE “rollover_workflow” o

RESEN: BERBIPAINATTBELERS CIZEBT 1KY, Ba# TiRs); S5
7RG, XFEERIAR; JR5IEE30XE, MFRZERSI.

PUT _opendistro/_ism/policies/rollover_workflow
{
"policy": {
"description": "rollover test",
"default_state": "hot",
"states": [

s N =

"actions": [

"rollover": {
"min_size": " 7tb",
"min_index_age": " 7d"
}
}
1
"transitions": [
{
"state_name": "warm",
"conditions": {
"min_index_age": " 7d"
}
}
1
B
{

"actions": [
{
"replica_count": {
"number_of_replicas": 0
}
}
1
"transitions": [
{
"state_name": "delete",
"conditions": {
"min_index_age": "30d"
}
}
1
B
{

"actions": [

"delete": {}

S asEHARIS ISR, MITH TS LIERRISFS:
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GET _opendistro/_ism/policies/rollover_workflow
6. HERS|HEIR “template_test” .

BIREN: FEAFRE “test” FFLHYZRS|EnhXEX _ERollover&apEHASREE
“rollover_workflow” , FHRolloverAi{EEF “log_alias” fERBIEZ .

PUT _template/template_test
{
"index_patterns": "test”",
"settings": {
"number_of_replicas": 1,
"number_of_shards": 1,
"opendistro.index_state_management.policy_id": " rollover_workflow",
"index.opendistro.index_state_management.rollover_alias": "log_alias"
%
"mappings": {
"properties": {
"name": {

}
}
}
}

& 9-1 SRR

S8 il
number_of_shards Rl R
number_of_replicas F3 | REIARE
gpendistro.index_state_ma nagement.policy_i e [EHARYR AR
index.opendistro.index_state_management.r | rolloverf9Z5|51:3
ollover_alias

SR5|RIReIETHE, TBE TanLSEIERIFSE:

GET _template/template_test

7. $iE—1ES|, 5 “aliases” , FHELE “is_write_index” J “true” . i%ZZHE3|
SBINAESIEIR “template_test” , FHEIRS|HERNEESEapEEIRES
“rollover_workflow” t83<EX, SLHIHZRS|AIA/INAZE)1TBEZERS|QIEEBIZ1X
E;f,%ﬁliﬂi&ﬁiﬁiﬂ; HREIETXRE, XAFIRRIAR, HRS5I0E30KG, bk
ZZ&5|,

AR5 |2 <test-{now/d}-000001>HIURLEZTD, HAERIBIALHS b L4RAYRS
&, FlanXkXBEE “2022.6.02”7 , QIEEHRMNRS|IZHRS
“test-2022.06.02-000001”
PUT %3Ctest-%7Bnow%2Fd%7D-000001%3E
{
"aliases": {
"log_alias": {
"is_write_index": true
}
}
}

8. (EMRIE “log_alias” BEANHHE, BEABT “log_alias” tf&iERIRE— 1R
51,

POST log_alias/_bulk
{"index":{}}

M #%hRA 01 (2024-08-13) AR © AR BRABIRAS 126



SIERRSS
EfESLE

9 Elasticsearch E8£Z25 | ap[FHASTE

{"name":"name1"}

{"index":{}}

{"name":"name2"}

{"index":{}}

{"name":"name3"}

{"index":{}}

{"name":"name4"}

{"index":{}}

{"name":"name5"}

{"index":{}}

{"name":"name6"}

TR, WMIABIERSXIRNRS].

- FERSIRIE—XEEE "test" LIRS
GET _cat/indices/ test*?s=i
EEBERTRERELPERITERS], WTFFAR:

green open test-<HEF>-000001 r8ab5NX6T30x_hoGUanogQ 1 1 6 0 416b 208b
green open test-<HHF>-000002 sfwkVgy8RSSEW7W-xYjM2Q 1 1 0 0 209b 209b

Hrh, “test-<HER>-000001" H70UEAIZES|, “test-<HEE>-000002" f
RoERRIES| .
- BEPIE “log_alias” KEXHIZRS|IER:

GET _cat/aliases/log_alias?v

EERR FEERZIEERS RS

alias  index filter routing.index routing.search is_write_index
log_alias test-<HEA>-000001 - - - false
log_alias test-<HEA>-000002 - - - true

9.2 BEES |EmmFSI MRS IFESE

B A

HUIRSR

BRIESR

CSSiFFRENE, BMERSIAERIOBSHKIHESEIRRIFERA . AN EINTER
R EHEEE, EEENNOENRARE|, THFENE.

AEFBISECEE RN, SLIRS|1ECIEIRE, Bakss, BiEEIEEI0BS
h; SRSIETXRE, MFRZERS.

ok N =

CSSEERH TR AR
EERBEhRAN IElasticsearch 7.6.28% LA E o

ERERESEEEHS

EEMNSHEE, ®F “EHE1E” , #AElasticsearch&EE5ER U@
FEERSIRTNEY, BIERHRIESIN “Kibana” EFKibanallH.
EKibanafIZEMISARFIERE “Dev Tools” , HAGSHITRE.

Bl A AR ERASERE “hot_warm_policy” .

RIEEN: BFR5|60E3XE, BohARFREERS|IAPHSHIREMEEIOBS; K5I8
#7XfRE, MkRzE=Rsl.
PUT _opendistro/_ism/policies/hot_warm_policy

{
"policy": {
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"description": "hot warm delete workflow",
"error_notification": null,
"default_state": "hot",

"states": [
{
"name": "hot",
"actions": [1,
"transitions": [
{

"state_name": "warm",
"conditions": {
"min_index_age": "3d"

}
}
1
b
{
"name": "warm",
"actions": [
{
"freeze_low_cost": {}
}
1

n

transitions": [
{
"state_name": "delete",
"conditions": {
"min_index_age": " 7d"

}
}
1
b
{
"name": "delete",
"actions": [
{
"delete": {}
}
1,
"transitions": []
}
1
}

}
6. FEEZES|ENR “template_hot_ warm” ,

BIRENX : FEERIFRA “data” FLRIZRSISBENKEX L anEHIZRES

“hot_warm_policy” .

PUT _template/template_hot_warm
{
"index_patterns": "data*",
"settings": {
"number_of_replicas": 5,
"number_of_shards": 1,
"opendistro.index_state_management.policy_id": "hot_warm_policy"
%
"mappings": {
"properties": {
"name": {
"type": "text"
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& 9-2 SH(HA

S8 1528
number_of_shards Rl R
number_of_replicas Fo| D REIARE
gpendistro.index_state_ma nagement.policy i | £EapEHRRIRIS S

7. E—/1EB| “data-2022-06-06" , ZES|EENAES|ER
“template_hot warm” , FHEITHS [RIRAELE SRR
“hot_warm_policy” 18XEX, SCINZR5|ECIEIREGRE, 7XEMER.
POST data-2022-06-06/_bulk
{"index":{}}

{"name":"name1"}
{"index":{}}
{"name":"name2"}
{"index":{}}
{"name":"name3"}
{"index":{}}
{"name":"name4"}
{"index":{}}
{"name":"name5"}
{"index":{}}

{"name":"name6"}
8. TR, MINMIERESXINEMNEFESE.
- ERSIBIE=XEEEFRENRS:

GET _cat/freeze_indices?s=i&v

EEER T2ERIRUBBIRS | EEBIFRE:

health status index uuid pri rep docs.count docs.deleted store.size
pri.store.size

green open data-2022-06-06 x8ab5NX6T30x_xoGUanogQ 1 1 6 0
7.6kb 3.8kb

- ERSIBE7RE, EERSIBR, ERBRF7XURBNERSISEHMER.
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