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1 B B E XA S EE R

1.1 EiZEHENBHIASTI MySQL —Eitd &%

ZRETSLASUSE 11 SPRIERZ FMySQL 558 kR AEI, MBS EE X BIASFE
RES . BRIEMYSQLEUERE, LASEIIRTFMySQLEURE EREURESD -

BENAE
HEWELE T =iRSE:E, HEIRSEEFLREE 7 MySQL 5.58EERB FERULSE
B, FEEZUREMIEINN, ZREE—HMRIPFESHEAR SRTO. RPORIEK, R
EXAME—HI4ED, ’BIRTOSRPO,
iR
T 1-1 HEES
ERIR %A 151
MySQLARH& EZEMySQLEWERERI(FERBIIEF | root
2
MySQLZS EEMYSQLENEERTFEHNZERS | Example@123

1 INEMySQLERS, HEENXMAER
1. BEMySQLIESEE, #iAcd /home/rdadmin/Agent/bin/ , HAAgentBH,
2. #147/home/rdadmin/Agent/bin/agentcli encpwd, EZINT:

Enter password:

Eﬁﬁ)ggf\/l)é;QL%?ﬁS, FZ “Enter” , FR EMASITENHIIZEENER, KEHEFE
BINERRE

(1 588

BERRHATEENBPZRREREBD 16, BURESEBSWER, NA—
BINEEK.

SASRRZAS 01 (2024-11-21) WRIERE © LEARITERARERAF 1
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£2 #117cd /home/rdadmin/Agent/bin/thirdparty/ebk_user , IHNBEXRIAXEZ,
AEHITVi mysql_freeze.sh, FTFHMySQLRBIREEHIZ .

B TEIFREIMYSQL_USERSMYSQL_PASSWORDIEL/9SEIME, HA
MYSQL_PASSWORD B IREHE .

AT LAFEsedip S REEHITIEX

sed -i 's/AMYSQL_PASSWORD-=.*/MYSQL_PASSWORD="XXX"/' mysql_freeze.sh
mysql_unfreeze.sh , EAHRXXXLE1F$TEIHAER .

IR ESRMERREERFHAR, FRLAEEBERITEER3.

HE3 Hi7vi mysql_unfreeze.sh, $JFMySQLRBIBRFRIMIA, IEULHIARPRIFAF S
EE.'JO

mysql_unfreeze.sh5Smysql_freeze shiIZARSLI 7 EANEIRERESHEIFRIE, W
RIEEFRE . MANGHEIIINSBRENT, JUBTEEPHITENR . 1F4Hi7A
B2 EdBE X HATHE BLinux B RR—EiE &0 .

A E=

MySQLAYHREE28ITFLUSH TABLES WITH READ LOCKIES SRSLTIRY, LHigS ALkt
&bin loghlEIR(E, WRFFETbin log, Hsync_binlog2#AA1, NalgEHIRE
IR IR HERS SQUIRIEFRIZSFEZIbin loghIlER, MRbin loghEBXEIRIP, 5

& &sync_binlog=1,

R

1.2 B EEN BIZSCI SAP HANA —34EF D

ARETLASUSE 11 SP4 for SAPIRERZ FHANA 2.0k A6, NEINEEEZEEN
FIASRIRLS . BAHANARGRERE, LASLHIRTHANARURERNEIRES D -

iﬁ%/\@:
=)1'fa
EMML T RS 2E, HELERIETHANA 2. 0BNAREIERE, BAFERLSE
&, MEKURENEM, 2RI R—HMEFRIFERHEAR TRTO. RPOBERK, R
EXRBNBE—H4E®R, BJ\RTOSRPO,
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RIELEE 1 183 BE X HASTIMERES D
HIRES
=12 HiRES
EEERIR kil AN
HANARFZ ZEZHANA SYSTEMDB #IERZERHE | system
FErRERE
HANAZZES ERZHANA SYSTEMDB $UERERI{E | Example@123
RIS
HANASLBIZRS | ERHANAZIRERERRILHIZRS | 00
HANA SID EREHANAZHE =R {EARYSID WX]J

TE1 MEHANARRER, HEENXHZAER
BEFHANARRSSSE, #Hilcd /home/rdadmin/Agent/bin/ , i#AAgentE%.
2. #117/home/rdadmin/Agent/bin/agentcli encpwd, [EIZI0T:

Enter password:

WMAHANABFPRER, FZ “Enter” , R LHSITEIHNZRENERD, SH

SHIRBIERF
AR
Eéiﬁiﬁigzﬁqﬂﬁﬂﬁﬂ’ﬂ PNEBRKERET 166, SNEEEERSWER, NA—HE
E{ﬁ% * o

#117cd /home/rdadmin/Agent/bin/thirdparty/ebk_user , JHEABENX 4B
&, Hf3vi hana_freeze.sh , FTFFHANATRBIREEHIZA .

S22 S TEFREIHANA_USER HANA PASSWORD INSTANCE_NUMBER DB_SID{E
J9SCRRME, HFHANA_PASSWORD hEBIfFEEHLH .

ETLAEAsedan S KEZHITIZL:

sed -i 's/AHANA_USER=.*/HANA_USER="XXX"/' hana_freeze.sh
hana_unfreeze.sh , EXXXHEIEERFS.

sed -i 's/AHANA_PASSWORD=.*/HANA_PASSWORD="XXX"/' hana_freeze.sh
hana_unfreeze.sh , EFRXXXILEB1HFTENHAIZERS
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sed -i 's/AINSTANCE_NUMBER=.*/INSTANCE_NUMBER="XXX"/' hana_freeze.sh
hana_unfreeze.sh , EFRXXXAEIEESLHIRES

sed -i 's/ADB_SID=.*/DB_SID="XXX"/' hana_freeze.sh hana_unfreeze.sh , E1
XXXFEWREEESID,

R ERRIRMESURERRFIIZA , FRIATEBHITEERI.

$B3 H117vi hana_unfreeze.sh , ITFFHANATBIBRGHIA, BRI ATHBEAE. &
3. Lhlm=S5SID

hana_freeze.sh5hana_unfreeze.shiIZASCIN 7 EAIEIEE GRS SHRFIRIE, R
BIERES . BANEEHECEINBEENT, JUBTEEPHITIENR. 1FMKEE
2N B BENXBASTME S Linux N AN—EIE &G

REESAP HANABURZERT, REBSAPEAREIN, BEGEDataBRIXFSXER S, TN
AR IMEIEA—HRO, FELREIEAS, BEEBHEHANAFERRDatatER
5, HAxfs_freeze s SHITHE

WMRHANARGKRIZERSAPE B EMEFER— M D XK EFMDatasHIE, MES RS
SHE— 12X, MiBEKhana_freeze.shifiAK, ;FEiexfs_freezetfx1T, BHLEEAD
REGEPIRE, (BILAT R s B M S D EIEA—ERIEIRA,

e

1.3 BEBEENXBASIETE Linux MARN—EEED

m=RNA

ELinux T, MREEHENAZTE—HEED, RSB CRIARS. BARA, kL
TR FBRYRIP . BEMBIAEMEE/home/rdadmin/Agent/bin/thirdparty/
ebk_userBRAF, HAgentEFHIEFIEA.

TEUA— M EME R FHappexample/afil, S TR,

appexample2—FHHIEUREE, EXIIMEM T appexample -freeze5appexample -
unfreezeP N S RELINAE SRR o

FEPEERABECHappexample_freeze.sh5appexample_unfreeze shiflA, &%
AgentiF AT —H4E D . EBEDEEFR, S5EAHappexample_freeze shffjAsk
R0, RERNE, SHTEHEN—EIERBEE, FIESDHIEIEE—EER,
E=feBiERappexample_unfreeze.shiIAf#/&IO,

B2 EN -1 PR
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TR IREERZS

1-1 BIRES D IREE

Fia

l

B A R AR

VERRSEA

appexample freeze sh

—EHRAEEGS

l

v R R

appexample_unfreeze.sh

appexample_freeze.sh7=fIa0T:

#!/bin/sh
AGENT_ROOT_PATH=$1 #Agenti2FERMAAT, FEANMRER, BERHEFERNTE, BAERS
PID=$2 #AgentiZFEREIAR, EARNPIDHEE, BFERNEL, BREXS
. "${AGENT_ROOT_PATH}/bin/agent_func.sh"#5|EBIZAESS, =T HE, NEZEINEE
#ERNIBRE, BTFEERSAENMHEF, HHMAEREEREIREE.
#ANE $1: OFRREIN, 13RTEW
#ZIR[EWE
#RESULT_FILETEagent_func.shadi#iT 7 ENX
function ExitWithResult()
{
Log "[INFO]:Freeze result is $1."
echo $1 > ${RESULT_FILE}
chmod 666 ${RESULT_FILE}
exit $1
}
function Main()
{
Log
Log "[INFO]:Begin to freeze appexample."
#BHappexampleREFE, WRappexample RZEE, MIRE0, EBH
HEREIOSBH, AgentiZFRMXERENREMA, NR—NEY, SHEHSEM. AT HLLETFR
BEiEFRR0EEISiE, A lappexamplefid, KiR[E]0
which appexample
if[$? -ne 0]
then

Log "[INFOJ]:appexample is not installed."

SASRRAS 01 (2024-11-21) WRIERE © EARITERAREIRAF 5
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FrAR SRR

ExitWithResult O

fi

#EFAERRRY RIS

appexample -freeze

if[$?-ne0]

then
Log "[INFO]:appexample freeze failed."
#IREERI, ICRERFHRY
ExitWithResult 1

fi

Log "[INFO]:Freeze appexample success."

#IREERRTD, ICRERFHRY

ExitWithResult 0

}

Main

appexample_unfreeze.shi~fHIalT:
#!/bin/sh

AGENT_ROOT_PATH=$1 #Agenti2FARRIAR, FEANIRER, BERYSSFERALTE, BAERS
PID=$2 #AgentiZFERRIZART, EANPIDHTF, BTEREY, BAEXNS

. "${AGENT_ROOT_PATH}/bin/agent_func.sh"#5|FEIIAHELE, IR THE, INEEEINEE

#ERGMBRE, RTFEEREANENEGH, HHANEREREVREE.

#AS $1: OFRAIN, 1FR_RREM
#ZTIR[EWE
#RESULT_FILETEagent_func.shdi#iT 7 ENX
function ExitWithResult()
{
Log "[INFO]:Freeze result is $1."
echo $1 > ${RESULT_FILE}
chmod 666 ${RESULT_FILE}
exit $1
}
function Main()

{

Log
Log "[INFO]:Begin to freeze appexample."

#BHappexample2HB1FE, NRappexample REE, MIRE0, BH
H#ERRRIOLSEBH, AgentiZFRMXERENMEFHA, MNRE—NEY, SEHRSEM . FRLUATHLLETFR

Hipi2Fa9mdiE, A Slappexamplefy, FziR[E0

which appexample
if[$?-ne 0]
then
Log "[INFO]:appexample is not installed."
ExitWithResult 0
fi
HEFASEFRRYR RS
appexample -unfreeze
if[$?-ne 0]
then
Log "[INFO]:appexample freeze failed."
#HREEM, ICRERHIEL
ExitWithResult 1
fi
Log "[INFO]:Freeze appexample. success"
#ERERRTN, ICRERFIRE
ExitWithResult 0
}

Main

1.4 WIERIREESDE

(ERBEENX AT HEFESE DTG, FILBETIN MM EIOESREFESHERES

B

MAERRAS 01 (2024-11-21)
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BESH 1 BT EE VM AT IERE S
IR ZD LR (Linux)
TELAMY SQUERRE A BIHTINE o
SE1 BIRMY SQLEIEE, SIZHIIEIRRE .
SE SIBRNIEERING, S@REmIR, aUsEE-2,

1-2 SIEFEIE

DELIMITER. //

CREATE DEFINEE="root (@ localhost” PROCEDURE 'test insert xuwei3 ()
BEGIN

declare 1 int:

declare v float;

seti=10;
while 1 < 10000000

do

select RAWND(* 100 into v;

msert into xwweil test valwes(i, "soooos, now());
seti=1it+];

end while;

END

DELIMITER. ;
3 i&)\iﬂﬁ%%%%{ﬁﬁ‘z%ﬂé, B R IRS SRR EIRESD, HUEiEES

$£B4 FEHEE, #HN/home/rdadmin/Agent/log/thirdparty.log, B&FLE . E%H
&, RERERERTE,

£S5 ERHEIZNSIREFESOREBMRIERRSSE . KENINGE, BERTRZ[MEE
B, ERRPERE—FEANEIENAETE.
H$IR6 JILLPERS A RRAIVSS KSR IR EF IS ERARIATE) . HKEMINZ BISIFIEIBEAE
;J}ié ,bﬁﬁlz‘,{iﬂ%SE’\J RHELLETRAR . BERSAIBSELLSRAR, NFRFNA—EESER
.

.

INFEUEREEDEER (Windows)
TELASQL_SERVEREUREE AFIHITIIIE
H£I®1 EZRSQL_SERVERHUERE, CIEIIVEURERE.
SE2 CIEBIRERING, CIEFEIRE, TLSEE-3,

SASRRZAS 01 (2024-11-21) WRIERE © EARITERAREIRAF 7
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1-3 SIEFEIIE

f

id int.

SOLDueryl.sgl -

name varchar (100),
zhijian datetime

!

| DECLAEE @idl INT, @namel warchar (100)
SET @idl=1

| SET @namel="zhangsan’

SIWHILE @id1<10000000000

=IBEGIN

INSERT INTO studenmt VALUES (@idl,

SET @idl=@idl+l
| END

SIR3

$RA FHNT

HRES

¢//7SC

HENTEDESE

X BRI RSS

N... ZRtest (sa (55))*

SR CIZEURERD,

~ I

@namel, GETDATE (1 )

FRIEEIRESD

# A Cloud Server Backup Agent-WIN64\log\ rdagent.txt>{4, &F

%ZE/ZF

ILJ\,

E 1-4 E5EE

SRR IRATIE] . ANERRFRRAY17:28:51,

[2018-11-14
[2018-11-14
[2018-11-14
[2018-11-14
[2018-11-14
[2018-11-14
[2018-11-14
[2018-11-14
[2018-11-14
[2018-11-14
[2018-11-14
[2018-11-14
[2018-11-14
[2018-11-14
[2018-11-14
[2018-11-14
[2018-11-14
[2018-11-14
[2018-11-14
[2018-11-14
[2018-11-14
[2018-11-14
[2018-11-14
[2018-11-14
[2018-11-14
[2018-11-14
[2018-11-14
[2018-11-14
[2018-11-14
[2018-11-14
[2018-11-14
[2018-11-14
[2018-11-14

17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:

28
28
28
28
28
28
28

28:
28:
28:

28

28:
28:
28:
28:
28:
28:
28:
28:
28:
28:

28

28:
28:

28

28:
28:
29:
29:
29:
:05] [@xPPPOS531600001536 ] [ 2052] [SYSTEM] [INFO] [AppPlugin.
05][0x0e00531600001536] [4872][SYSTEM][INFO] [MessageProcess.cpp,1834]]son key "loop_time"

29

29:

146][@x0000531600001536][2052] [SYSTEM] [ INFO] [Requester.
:46][0x00B0531600001536][2052] [SYSTEM] [ INFO] [Requester.
:46][@x0000531600001536][2052] [SYSTEM] [INFO] [Requester.
146][@x8000531600001535][2052] [SYSTEM] [ INFO] [Requester.
:46][©x2000531600001535][2052] [SYSTEM] [INFO] [Requester.
146][@x0000531600001536][2052] [SYSTEM] [ INFO] [Requester.
:46][0x@000531600001535][2052] [SYSTEM] [INFO] [Requester.
51][@x8000531600001535][2052] [SYSTEM] [INFO] [Requester.
51][@x0000531600001536][2052] [SYSTEM] [ INFO] [Requester.
51][@x0000531600001536][2052] [SYSTEM] [INFO] [Requester.
:51][0x0000531600001536][2052] [SYSTEM][INFO] [App. cpp, 383 | [
51][0x@000531600001536 ] [2052] [SYSTEM] [INFO] [AppPlugin.
51][0x0000531600001536][4872][SYSTEM][INFO] [MessageProcess.cpp,1834]]son key

cpp,1369]Start snap shot set.

cpp,1372]Add to snapshot set.

cpp,1375]Prepare for backup.

cpp,1261]Begin prepare for backup.

cpp,1272]Prepare for backup succ.

cpp,1378]Do snapshot set.

cpp,1278]Begin create the shadow (Do SnapShot Set).
cpp,1317]Create the shadow (Do SnapShot Set) succ.
cpp,227]Freeze volume succ.

cpp,18@8]Freeze file sys, succ.

cpp,157]Freeze app succ.

"loop_time" does not exist.

51][0x0000531600001536])[4872] [SYSTEM][INFO] [FTExceptionHandle.cpp,849]Update monitor obj freeze begin time
52][0x@000531600001536 ] [544 ] [SYSTEM][INFO][Communication.cpp,400]End accept fegx
52][0x@000531600001536][544 ] [SYSTEM] [ INFO][Authentication.cpp,1@4]strClientCertDN: C(N=B(Manager eBackup C1
52][@x@000531600001536 ] [544] [SYSTEM] [ INFO] [Authentication.cpp,13@]Client IP address 100.125.1.142 Auth suc
52][0x0000531600001536] [544 ] [SYSTEM][INFO][Communication.cpp,390]Begin accept fecgx

53] [@x@e00531600001536 ) [ 2052] [SYSTEM] [INFO] [AppPlugin.

cpp,168]Begin unfreeze app.

53][@x0000531600001536] [2052] [SYSTEM] [ INFO] [App. cpp,392]Begin vss unfreeze.

53][@x@000531600001536 ] [2052] [ SYSTEM] [ INFO] [Requester.
:53] [0x8000531600001536 ] [ 2052] [ SYSTEM] [ INFO] [Requester.
53][@x@000531600001536 ] [2052] [ SYSTEM] [ INFO] [Requester.
53] [@xe00531600001536 ) [ 2052] [SYSTEM] [INFO] [Requester.
:53] [@xPPOO5 31600001536 ][ 2052] [SYSTEM] [INFO] [Requester.
28: [

cpp,275]Begin unfreeze all.

cpp,17@83]Begin wait for async ex.

cpp,1733]End wait for async ex, return @x@084230a (V'
cpp,1579]VSS async finished.

cpp,3@3]End unfreeze all.

53][0x0000531600001536][2052] [SYSTEM][INFO][App.cpp,415]VSS unfreeze success
53] [@xPP00531600001536 ) [2052] [ SYSTEM] [INFO] [App.cpp,424]Begin vss endbakup.

53] [@x@000531600001536 ][ 2052] [ SYSTEM] [ INFO] [Requester.
05 ] [@xBe00531600001536] [ 2052] [SYSTEM] [INFO] [Requester.

cpp,311]Begin end bakcup.
cpp,333]End end backup.

05] [0xP0ee531600001536][2052] [SYSTEM][INFO] [App.cpp,445]Vss endbakup success.
05][0xeep0531600001536][2052] [ SYSTEM][INFO][App.cpp,342]Unfreeze all apps success

cpp,185]Unfreeze app succ.
does not exist.

(ERFEIZRVEIEESDIRE Bt niRSS R . REINE, ERTIRSHFMENE
B, ERRPERE—FBAIUENNAYAIE(17:28:49)A%iCR

SIS RS B S RRBVSS ARG TR BRI BRABIRTIE) . AREERINZBIRIZLEIBAR
g,ﬂﬁﬁuiﬁsmﬁilﬂtlﬁiﬁ4§o HLBSHELLZERIR, WFRRNB—EESED
iy o

e
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1.5 {=$F SQL Server

{®$P Failover Cluster t#&z{, HY SQL Server

SRS H/EFN TR EMNA—HMEED, WTEIEESE T, =&
STEPBERERAPHEL

fEFailover Clustert®z{~, SQL ServerlRBZREF TR LERIA, HMECIERIRSS
BRI, REBEEFTAMAREETED . EEBRERE, RITEERE,

AR Eh R TED . ERER, BEELFREET ERRED
MR EXI E D RHITED . EIRERT, BEELEMEETR, ARREETS.
EIEIRSSER
s Faks v &% - Q C sosEsEEQ) = - Q

=T tre s TREsK  EEEsE /D ®E  wm AASE ZACsT  DoEE S

v e OEEW  BETES. kvmen = R e B kvmen £ (backup w

v B eeeee 47, TS kvmxen. S (backup

4P Always on Availability Groups & T#I SQL Server

SRS H/EN TR EMNA—HMED, W TERREEE T, &
STEPBERERAPHEL

fEAlways OntEIUR, SQL ServerfkSHEERT < LHREY, HIEHESHIZ!
&, T LRGSR, WEIRRRSHREMIT, IFERED RIIARERHT
BN . EEERETRGE, RITFERE, BREENETRHITED .

FTFSQL ServerBSRIE, FEIKEERS, FIRESMARL, (&R LRVEIEDRR
Bx, SHEMNWZEMTEREERSEL, FUEBNRBEEETREFTRIZ
EHTEIIRE, BIIEIEFREARYEIRER .

ptey A Ay | e I (0 99 :
1.6 BEXBIAREREENTE
MERBEEMHAFERIG, TeSHBURESMDAM, LAALIFTH/home/
rdadmin/Agent/log/thirdparty.log, &&BEHITENL.

El1-5 83— FREMySQLEHE R L MBETAY B 445

1-5 B&fI

%—71] 18-09-13--22:30:10 A HEICRATE
%1 [30243] SHIARIPIDIRS
=% [root] FHIAAIHITHF
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£5PU%1 [INFO] 5% [ERROR] JHERS

—RRBZARARLMET, FTABRENM, HEAENAYE SRAYERRORBIEI IS HHE IR
Eo HIENE1-5FREIRMEE AMYSQLEZA T HREINE, BIXGFES, MatE.
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PNl

E{ESCEE 2 B HIEEHTREHIREES
! o+ \ : |
B HEShHRERIRE EE
B
RiEELZE%, FENHEARSOERAREIERENL . KEZENASEMHI
HHEREMONAERATREIIEIRER. AT SRAEBREEITEREY, EELEER
ERTEIDRIBRSS SR THESLIMBIRE IR . (B T IR M EIERII BN ENT
R JREURMNAREFZRASMAE, JUUBSEHHERRNLIUR
MEBNRUAREDHRRTRE, RRERSOIIATIREIRIE.
SRR
o =% (CBREBHENRIRIELE ) ERFRBERBHNER, Bitl. FH
MRS B ERHITIRE E S
o LISMRRNBMNEZFZRIIFIESHAMERIET, TUETEDERIHT,
(BERFREE—EHRASMRFENEXEHEDEREMNHRIKERIET.
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a. BERcRSBHREEEHE.

i EREEEHE,
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b. AEMSHUI=IEE “EIMFAE R > FAIVPC” , HEIRIMvpcid,

SIS L BBREE O

IPVARIER © #5 6

192.168.0.0/16 (2 =R

EMBIEHERE, ZNSMHEIRE “EIUFAES > 7M™, HEIYRVPCTE
BUEAIFM (subnet) BIMILEID,

FLgiERE S NO)

FHID ERiEE ©

subnet Pds|
| [

o ZkHYsecurityGroupsZ&#{
EMEEHERE, ZMSHIEEE “BiaEs > 2287 , HEIRRSIEINIM
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e ZXHWvolumeTypeZ#{
iﬁ%ﬁ%ﬁ%ﬁ’ Eﬁ-ﬁii%"SATA" , "SAS" , "GPSSD" , uSSDn , HESSDH ,
"GPSSD2", "ESSD2"-t#,

BMERAIS N EIE=E R volume_typeSEUKA,
e ZXHWenterpriseProjectld2#{

IIRBID, BRIAA'0,
o ZKHVkeyNameZ#{

ZRBN, RN FEEE. NMRFBEEASSHERLAERTIRS SR, BEE
EeIZERIIATR

& 5-3 IRS3F[SHRA

B85 BEVE | SEERE R

imageRef 2 String FOIRTRSFSBNERRGR, TEE
ECRIEREZID, DI ERM
—iR%I75 ( Universally Unique
Identifier, f&FRUUID) ,

volumeType | 2 String =IRSB[REREBIINAIEERE, F
ES XA EREUHEITES,
ZRINE: "SSD"

flavorRef 2 String FEIERIRSSENRFIERID,
2 "s7n.small.1"

vpcld = String FORERRSSEFREENFAB T (8
FRVPC) , HBEIEECLIZEVPCHY
ID, UUIDRER .

subnetld = String FEIRRIRSSEMENFNES..
EEISEVpcidX M VPC T ERIZEIIF
M (subnet) AIMLEID, UUIDEE
o

enterprisePr | & Integer WIREID,

ojectld ZINME: O

securityGro | 2 List =IRSB NN ZREBER .

ups ["xxx", "xxx"]

keyName B String MRFEFASSHERARNERER
588, IBIEECRIEEBNATR

BEIESH

1. EREEEHE,
0. mEemEsasran ¥, BERE,

3. BF Y — 7, &R ‘7 > =&\ CBRY
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4. &E “REREM > VMwareFH " , ARDEIRTIRREEHEIED,

mEBEHE

VMware#{ @

& 5-4 FIPHIES A
2H BRIk SHE ik

=
=

backuplds

List BHEIREIDTIZR.

RS

PITENERRENNE, FEERETHR, BIROIEERIserverl dSRENEIRSS

#=IDFIZR,

{
“successJobList”: [
{
“backupId”: " e43”,
“serverld”: ' 259", |
status
h
{
"backupId”: “4534750e-268e-4d64-90aa-b76dd703f484",
|"serverra” 3d-0159-4420-ba55-790667£01ebb”, |
Status -
}
I;
“failedJobList”: [
{
"backupId”: ” 015635c2af
“status”: "
“msg”:
h
{
"backupId” 440b565-c£f1-47£6-85b1-22199€0
“status”:
'lilng", ”“itnl‘,( Server error
}
]

& 5-5 [AiZ2#7BH

28 BEY | S¥EER )%
ik
serverlds 2 List =IRSZERIDIIE,
B EUIRRE T HEIREL
deletePubli | & Boolean B ERR=IRS S E MR =R 2240
cip ERTEME AP,
28N False
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SH

SHERR

iR

me

deleteVolu | &

Boolean

BcEMR=IRSE 2
MNAEYEIRER
2XIN: True

EF=IRSS 2T

By
H

%= 5-6

ES2H

II/- A

EF3SER

2H

BRIk

SHEA

fER

ds

delaylnSecon | 2 Integer

BRI aEE, B4
R,
2N 10

BN EURIRSIRF

[ElE==Ss

EERIFEDEIE.
sepkconfig. py I AN PRIEC ETRIHIE -

config.py7~fAIGNT
# IAMERSH
iamDomain = ""
iamUser = ""
iamPassword = ""

# MBS
projectName = ""
projectld = ""

# IRSESH

# CentOS 7.9 64bit
imageRef = ""
volumeType = "SSD"
flavorRef = "s7n.small.1"
vpcld =""

subnetld = ""
enterpriseProjectld = 0
securityGroups = [

1

keyName = ""
# BHEIESH
backuplds = ["",

]
# BN EIEEIRSH
serverlds = ["", ""]
deletePublicip = False
deleteVolume = True
# IS SH
delaylnSeconds = 10
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PITEHERIRSHA

Bidas<$python \main.py¥ifTmain.pyX{, FARHDEIRREERIE. main.py=
BN T

import requests
import json
import time
import config

class lamLogin:

nnn

login by iam, return token

nnn

def __init_ (self, iamDomain: str, iamUser: str, iamPassword: str, projectName: str):
self.iamDomain = iamDomain
self.iamUser = iamUser
self.iamPassword = iamPassword
self.projectName = projectName
self.iamTokenUrl = "https://iam.{}.myhuaweicloud.com/v3/auth/tokens".format(self.projectName)

def get_auth_token(self) -> dict:

return token

nn

payload = {
"auth": {
"identity": {
"methods": [
"password"
1
"password": {
"user": {
"domain": {
"name": self.iamDomain
b
"name": self.iamUser,
"password": self.iamPassword
}
}
2
"scope": {
"project™: {
"name": self.projectName
}
}
}
}
json_data = json.dumps(payload)
try:

response = requests.post(self.iamTokenUrl,
data=json_data,
headers={'Content-Type": 'application/json'},
verify=False)

# IMEIBEREEMNI

response.raise_for_status()

# FREXIMALATtoken

access_token = response.headers.get("X-Subject-Token")

return {
"token": access_token,
"code": 0

}

except requests.exceptions.RequestException as e:
print("get token error: ", e)

return {
"code": 1,
"msg": "get token error"
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}

class GetBackup:

nnn

¥REXBackupfE&.

nnn

def __init__(self, token, projectName, projectld, backupld) -> None:
self.token = token
self.header = {
'Content-Type'": 'application/json', 'X-Auth-Token': self.token
}
self.projectName = projectName
self.projectld = projectld
self.backupld = backupld

def get_backup(self) -> dict:

nn

R dEaSEN IR
print("get backup data")
self.getBackupDataUrl = "https://cbr{}.myhuaweicloud.com/v3/{}/backups/{}".format(self.projectName,
self.projectld,
self.backupld)
try:
response = requests.get(url=self.getBackupDataUrl, headers=self.header, verify=False)
# MBS REEKIN
response.raise_for_status()
# FREQNG SR
result = json.loads(str(response.content, encoding="utf-8"))
# BRI SR
return {
"code": 0,
"backups": result
}
except requests.exceptions.RequestException as e:
print("get backup data error: ", e)
return {
"code": 1,
"msg": "get backup data error"

}

class CreateServer:

nnn

OUEEARSS &R

nnn

def __init__(self, token, projectName, projectld, backupld, backups, imageRef, flavorRef, vpcld,
subnetld, enterpriseProjectld, securityGroups, keyName) -> None:
self.token = token
self.header = {
'Content-Type'": 'application/json’, 'X-Auth-Token'": self.token
}
self.projectName = projectName
self.projectld = projectld
self.backupld = backupld
self.backups = backups
self.imageRef = imageRef
self.flavorRef = flavorRef
self.vpcld = vpcld
self.subnetld = subnetld
self.enterpriseProjectld = enterpriseProjectld
self.securityGroups = securityGroups
self.keyName = keyName

def transfor_metadata_to_server(self) -> None:

nn

HiEserver24y, iR[Elbackup_volumes_attached

nn
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print("transfor metadata to server")
backup = self.backups["backup"]
root_volume, data_volumes = handle_backup_volumes(backup["children"])
# M9 CIEARSS RIS H
payload = {
"server": {
"name": backup["name"],
"imageRef": self.imageRef,
"root_volume": root_volume,
"data_volumes": data_volumes,
"flavorRef": self.flavorRef,
"vpcid": self.vpcld,
"security_groups": self.securityGroups,
"nics": [{
"subnet_id": self.subnetld
}
1
"key_name": self.keyName,
"count": 1,
"extendparam": {
"enterprise_project_id": self.enterpriseProjectld
}
}
}
self.payload = payload
print(payload)

def create_server(self) -> dict:
print("create server")
self.createServerUrl = "https://ecs.{}.myhuaweicloud.com/v1/{}/cloudservers".format(self.projectName,
self.projectld)
json_data = json.dumps(self.payload)
try:
response = requests.post(self.createServerUrl,
data=json_data,
headers=self.header,
verify=False)
print(json.loads(str(response.content, encoding="utf-8")))
# MBEIEREEKIN
response.raise_for_status()
# IRENNa SR
result = json.loads(str(response.content, encoding="utf-8"))
# {'job_id": 'ff8080828ee22ceal18f27bdd23c6477', 'serverlds": ['6cb36d34-b111-48be-9577-
b52dbb74adae'l}
return {
"job_id": result["job_id"],
"serverlds": result["serverlds"],
"code": 0
}
except requests.exceptions.RequestException as e:
print("create server error: ", e)

return {
"msg": "create server error",
"code": 1

}

def get_server(self, serverld):

nn

IRiEIdE fecs(EE

print("get server, serverld is ", serverld)

getServerdataUrl = "https://ecs.{}.myhuaweicloud.com/v1/{}/cloudservers/{}".format(self.projectName,
self.projectld,

serverld)
try:
response = requests.get(url=getServerdataUrl, headers=self.header, verify=False)
# REEREERIN

response.raise_for_status()
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# IRENa SR
result = json.loads(str(response.content, encoding="utf-8"))
# BRI SR

server_volumes_attached = result["server"]["os-extended-volumes:volumes_attached"]
# [{'id": '66fc89cd-874c-480a-8e49-bd1d361ff0a0’, 'delete_on_termination': 'true’, 'device": '/dev/
vda', 'bootindex’: '0'}]
return server_volumes_attached
except requests.exceptions.RequestException as e:
print("get server data error: ", e)

def handle_backup_volumes(backupChildren):
# EBAMERTF#iEroot_volumeFldata_volumes
root_volume = {}
data_volumes =[]
# TRIEChildrenlliF iR {&Eroot_volumeFdata_volumes
for child in backupChildren:
bootable = child["extend_info"]["bootable"]
volumeSize = max (40, child["resource_size"])
if bootable:
root_volume["volumetype"] = config.volumeType
root_volume["size"] = volumeSize
else:
data_volumes.append({
"volumetype": config.volumeType,
"size": volumeSize
b

return root_volume, data_volumes

def build_restore_mappings(server_volumes_attached, backup_children):
print("build restore mappings")
print(server_volumes_attached)
print(backup_children)
# tRIEbootIndextazErestorefdmappings
restore_mappings = []
for server_volume in server_volumes_attached:
server_volume_id = server_volume["id"]
server_bootIndex = server_volume["bootindex"]
backup_child = backup_children[int(server_bootindex)]
restore_mappings.append ({
"backup_id": backup_child["id"],
"volume_id": server_volume_id
b

return restore_mappings

class Job:

nnn

$REUob{5E

nnn

def __init__(self, token, projectName, projectld, jobld) -> None:
self.token = token
self.header = {
'Content-Type'": 'application/json’, 'X-Auth-Token': self.token
}
self.projectName = projectName
self.projectld = projectld
self.jobld = jobld
self.getlobUrl = "https://ecs.{}.myhuaweicloud.com/v1/{}/jobs/{}".format(self.projectName,
self.projectld,

self.jobld)
def get_job_status(self) -> dict:
t%f%jobldﬁiﬁlﬁ%%%
print("get job status, jobld is ", self.jobld)
try:response = requests.get(url=self.getlobUrl, headers=self.header, verify=False)
# RBEEREERIN
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response.raise_for_status()
# IRENNa R R
result = json.loads(str(response.content, encoding="utf-8"))
# BT REUE
return {
"code": 0,
"status": result["status"],
}
except requests.exceptions.RequestException as e:
print("get job status error: ", e)

return {

"code™: 1,

"msg": "get job status error",
}

class Restore:

nnn

REEMHEE

nnn

def __init__(self, token, projectName, projectld, backupld, serverld, restore_mappings) -> dict:
self.token = token
self.header = {
'Content-Type'": 'application/json', 'X-Auth-Token': self.token

self.projectName = projectName

self.projectld = projectld

self.backupld = backupld

self.serverld = serverld

self.restore_mappings = restore_mappings

self.backupRestoreUrl = "https://cbr{}.myhuaweicloud.com/v3/{}/backups/{}/

restore".format(self.projectName,

self.projectld,
self.backupld)

def backup_restore(self) -> dict:

nn

RSB EIE
print("backup restore, backupld is {}, serverld is {}".format(self.backupld, self.serverld))
payload = {
"restore": {
"mappings": self.restore_mappings,
"power_on": True,
"server_id": self.serverld
}
}
json_data = json.dumps(payload)
try:
response = requests.post(self.backupRestoreUrl,
data=json_data,
headers=self.header,
verify=False)
# MBEIEREEIN
response.raise_for_status()
# REQNA SR
result = json.loads(str(response.content, encoding="utf-8"))
#{}
return {
"code": 0
}
except requests.exceptions.RequestException as e:
print("backup restore error: ", e)
return {
"code": 1,
"msg": "backup restore error",

}

def http_error(code):
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return code == 1
if _name__=='_main_"
# IAMEERGRE token
print("start to get token")
tokenObj = lamLogin(config.iamDomain, config.iamUser, config.iamPassword,
config.projectName).get_auth_token()
if http_error(tokenObj["code"]):
print("backup failed, msg is {}".format(tokenObj["msg"]))
else:
token = tokenObj["token"]
# ICROIERSSBAYjobER
jobInfos =[]
# IRIEBMRAIANIDIIE, HWERSHE
for backupld in config.backuplds:
print("start the backup process, backup id is ", backupld)
resultData = {"backupld": backupld}
# #ia1kGetBackup&#
get_backup = GetBackup(token, config.projectName, config.projectld, backupld)
# tRiEbackupldEAIZ D TTEUR
backupsObj = get_backup.get_backup()
if http_error(backupsObj["code"]):
resultData["status"] = "FAILED"
resultData["msg"] = backupsObj["msg"]
print("backup process failed, msg is {}".format(backupsObj["msg"]))
joblInfos.append(resultData)
continue
else:
backups = backupsObj["backups"]
# ¥IEa1K CreateServer&#
create_server = CreateServer(token, config.projectName, config.projectld, backupld, backups,
config.imageRef, config.flavorRef, config.vpcld,
config.subnetld, config.enterpriseProjectld, config.securityGroups,
config.keyName)
create_server.transfor_metadata_to_server()
# BIEEARSS RS
createServerData = create_server.create_server()
if http_error(createServerData["code"]):
resultData["status"] = "FAILED"
resultData["msg"] = createServerData["msg"]
print("backup process failed, msg is {}".format(createServerData["msg"]))
joblnfos.append(resultData)
continue
else:
serverld = createServerData["serverlds"][0]
resultData["serverld"] = serverld
resultData["status"] = "START"
# EERIERSHRASKE
print("start to get create server job status, please wait...")
get_job = Job(token, config.projectName, config.projectld, createServerData["job_id"])
while True:
time.sleep(config.delaylnSeconds)
jobStatusObj = get_job.get_job_status()
if http_error(jobStatusObj["code"]):
resultData["status"] = "FAILED"
resultData["msg"] = createServerData["msg"]
print("backup process failed, msg is {}".format(createServerData["msg"]))
joblnfos.append(resultData)
break
else:
jobStatus = jobStatusObj["status"]
if jobStatus == "SUCCESS":
createServerData["status"] = "SUCCESS"
print("The create server job is executed successfully.")
break
elif jobStatus == "RUNNING" or jobStatus == "INIT":
print("job status is {}, please wait...".format(jobStatus))
if jobStatus is None or jobStatus == "FAIL":
print("The job failed.")
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break
# IRERNEUE
if createServerData["status"] == "SUCCESS":
# tRIEbootIndextaiErestorefdmappings
server_volumes_attached = create_server.get_server(serverld)
backup_children = backups["backup"]["children"]
restore_mappings = build_restore_mappings(server_volumes_attached, backup_children)
restore = Restore(token, config.projectName, config.projectld, backupld, serverld,
restore_mappings)
restoreObj = restore.backup_restore()
if http_error(restoreObj["code"]):
resultData["status"] = "FAILED"
resultData["msg"] = restoreObj["msg"]
print("backup process failed, msg is {}".format(restoreObj["msg"]))
joblnfos.append(resultData)
else:
resultData["status"] = "SUCCESS"
joblnfos.append(resultData)
else:
resultData["status"] = "FAILED"
resultData["msg"] = createServerData["msg"]
print("backup process failed, msg is {}".format(createServerData["msg"]))
joblInfos.append(resultData)
break
# R IhAI R MR EE
print(joblInfos)
successJobList = []
failedJobList = []
for joblInfo in jobInfos:
if joblnfo["status"] == "SUCCESS":
successlobList.append(joblnfo)
else:
failedJobList.append(joblnfo)
print("backup process end")
print({
"successJobList": successloblList,
"failedJobList": failedJobList
b

W75, ERESWT:

backup process end

{'successJoblList': [{'back ‘07 fd5-5b32 acb-a@55- 6cb265e43', 'serverld': 'adf8978f-
¢

“status': "SUCCESS'},

, {'backupId’:
, 'failedJoblList':

AR

H;, successlobList & FHHIRIRERINAIFIZE, failedlobListofitk B EIRIRE LWAHY
§I—] [e]

B IREERIIERE
o EPEIATIE
1. BREERHE.

2. mEampsastmen ©  EERE.

3. BEF Y — 7, &R ‘I > =&\ CBRY

ENSHtsER CSBEEEM > VMwareFZ ) ” , ENEIATIENRESTER
‘EERE” . RERKE, KEZTAH ‘G’ .
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=hfEHE VMwarefith @ st

. =RSENE

1 sE T 7| BER HE > BERIRSRECS” .

2. E@U%Er;ﬁéi&}:% “WRIREE > BHEIRSE" , SRSEIENRS TSR
SEfTER .

EESHEHE BREESE O

ey

o ZIRSSERELEFIS

ERMEDRSHRENERE, fEMNAITRSHRETR, BETRSSRGEIIREIIE
o

- R

BIRSM
1. config.pyRHIEIRSE ( serverlds&# ) EEREEE.
2. F|PHEIRERZESHITREE.
PITERIRIERIA
Bid @< python \rollback.py#fifTrollback.py3Zis, FIARDEIRIKE X RIZ.
rollback.py7~fIa0T:

import requests
import json
import time
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import config

class lamLogin:

nnn

login by iam, return token

nnn

def __init__(self, iamDomain: str, iamUser: str, iamPassword: str, projectName: str):
selfiamDomain = iamDomain
self.iamUser = iamUser
self.iamPassword = iamPassword
self.projectName = projectName
self.iamTokenUrl = "https://iam.{}.myhuaweicloud.com/v3/auth/tokens".format(self.projectName)

def get_auth_token(self) -> dict:

return token

nn

payload = {
"auth": {
"identity": {
"methods": [
"password"
1
"password": {
"user": {
"domain": {
"name": self.iamDomain
h
"name": self.iamUser,
"password": self.iamPassword
}
}
L
"scope": {
"project™: {
"name": self.projectName
}
}
}
}
json_data = json.dumps(payload)
try:

response = requests.post(self.iamTokenUrl,
data=json_data,
headers={'Content-Type": 'application/json'},
verify=False)

# MEEREERIN

response.raise_for_status()

# FRENMER LAY token

access_token = response.headers.get("X-Subject-Token")

return {
"token": access_token,
"code": 0

}

except requests.exceptions.RequestException as e:
print("get token error: ", e)

return {
"msg": "get token error",
"code": 1

}

class Rollback:

nnn

RS EREIR

nnn

def __init__(self, token, projectName, projectld, serverlds, deletePubliclp, deleteVolume) -> None:
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self.token = token

self.projectName = projectName

self.projectld = projectld

self.header = {
'Content-Type': 'application/json’,
'X-Project-Id": self.projectld,
'X-Auth-Token': self.token

self.serverlds = serverlds
self.deletePubliclp = deletePubliclp
self.deleteVolume = deleteVolume
self.deleteServerUrl = "https://ecs.{}.myhuaweicloud.com/v1/{}/cloudservers/
delete".format(self.projectName,
self.projectld)

def delete_cloudservers(self) -> dict:

nn

RIEEENSIRSHRIDIIR, MIrRIRSSEE. TSR M, thaTLAtEmeR.

nn

print("batch delete servers, serverlds are ", self.serverlds)
if len(self.serverlds) == 0:

return {
"code": 1,
"msg": "serverlds is empty"
}
servers = []

for serverld in self.serverlds:
servers.append({"id": serverld})
payload = {
"servers": servers,
"delete_publicip": self.deletePubliclp,
"delete_volume": self.deleteVolume
}
json_data = json.dumps(payload)
try:
response = requests.post(self.deleteServerUrl,
data=json_data,
headers=self.header,
verify=False)
# MBS REEIN
response.raise_for_status()
# FREQNA SR
result = json.loads(str(response.content, encoding="utf-8"))
# {'job_id": 'ff8080828ee21983018f27b42f310e0f'}
# RN REUE
return {
"code": 0,
"job_id": result["job_id"]
}
except requests.exceptions.RequestException as e:
print("batch delete servers error: ", e)

return {
"code": 1,
"msg": "batch delete servers error"
}
class Job:
FRERob(ESE

nnn

def __init__(self, token, projectName, projectld, jobld) -> None:
self.token = token
self.header = {
'Content-Type'": 'application/json’, 'X-Auth-Token'": self.token
}
self.projectName = projectName
self.projectld = projectld
self.jobld = jobld
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self.getlobUrl = "https://ecs.{}.myhuaweicloud.com/v1/{}/jobs/{}".format(self.projectName,
self.projectld,
self.jobld)

def get_job_status(self) -> dict:

nn

IRiEjobldEIESER
print("get job status, jobld is ", self.jobld)
try:
response = requests.get(url=self.getJobUrl, headers=self.header, verify=False)
# REEREERIN
response.raise_for_status()
# SREU AR
result = json.loads(str(response.content, encoding="utf-8"))
# REATIR R
return {
"code": 0,
"status": result["status"],
}
except requests.exceptions.RequestException as e:
print("get job status error: ", e)
return {
"code": 1,
"msg": "get job status error",

}

def http_error(code):
return code == 1
if _name__=='_main_"
# IAMEERGRE token
print("start to get token")
tokenObj = lamLogin(config.iamDomain, config.iamUser, config.iamPassword,
config.projectName).get_auth_token()
if http_error(tokenObj["code"]):
print("rollback failed, msg is {}".format(tokenObj["msg"]))
else:
token = tokenObj["token"]
# {RIEIRSSESIDFIZE, HEMEREIE
print("start to rollback")
rollback = Rollback(token, config.projectName, config.projectld, config.serverlds, config.deletePublicip,
config.deleteVolume)
jobObj = rollback.delete_cloudservers()
if http_error(jobObj["code"]):
print("rollback failed, msg is {}".format(jobObj["msg"]))
else:
get_job = Job(token, config.projectName, config.projectld, jobObj["job_id"])
# WIEMESIRES
print("start to get rollback job status, please wait...")
while True:
time.sleep(config.delaylnSeconds)
jobStatusObj = get_job.get_job_status()
if http_error(jobStatusObj["code"]):
print("rollback failed, msg is {}".format(jobStatusObj["msg"]))
break
else:
jobStatus = jobStatusObj["status"]
if jobStatus == "SUCCESS":
print("The job is executed successfully.")
break
elif jobStatus == "RUNNING" or jobStatus == "INIT":
print("job status is {}, please wait...".format(jobStatus))
if jobStatus is None or jobStatus == "FAIL":
print("The job failed.")
break
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