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EBIESCH 1 {8 APl MXEZRFAREEEE5|2 CCE TIERE

WE, TRIEKRELRR, PEEIIRSEESE “server_group_v1” FIELEI0, RSEE
248 “server_group_v2” BIEEAI100%, BliEREEEHEAZIIRS DA
“server_group_v2” b, FEREM “version=v1” BT {Efa%E, “deployment-demo”
“version=v2” BT {Efa% “deployment-demo2” Z[ERIYIHE, HMSCIL T F4SEM
VIRAZIVARAIREAR . (GEE: BREANRENESELHTETRESHE

)
£187 MIERPodiRE S “version= v1” HIIRS SRS Hserver_group_vl,

MEBEERESI1SE “version= v2” BIIRSZEEE RS HAVGIRIRS U E, R,
GV AR 7ERRSS 22 R im > 4B MIRR
1. HENAPIRXIZFHIENGAEBEIFIBERE, £ “‘FiniRSEeit” XigEMNMEVIER
KiGimbRSS 2E M5 R AAYIPHENEFEER
2. AIEBRT “‘RinlRSSeetit” XigaMay ‘" , kR “version=v1” BIIRSS
=) =Ny a kA=
{REBPodtrE S “version=v2” BURRSS RIS “server_group_v2” 93¢H,
----45R
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e N 57 2 {FF3 AP| MEEZRFF A EIRESORIIRSEE

2 {3 API WX EEhRFFR A EIEHORIAR
55HE/]

APIMKAIfRIRARSS B 3APERS:

o EIRIRSEBEEMMET (LITEIRVPC) &, (CZFFARIINSIE .

gEAPIM%@UEVPCJEE, FEAVPCEE, ITEAPINXSEMIAE=AIMLEL

o EiniRSEPBELMINES, RIRTLAEEET AMIBESIE,
o EinARSEIBAEAMEIESRLC, BFREBS AN EZAE.

WRIGEREZIRAPINK, AJARMMEIREFOEEZ—FRSAPIMX ( Fi4BERILE
ARVPC) ZEEL,

AT EIRRSZEEBENEIREFR OGS, NMEERAPINXHBAPIRIESS
I,

2-1 FRREHEBE PR EEFOSEATESZM API X
EFEIIERD EEE whE

Zeue :VPC
|
yEEE '
— ] | |
o=@
|
|

w0 Sl =REx

EBEREZRS API MX
SE1 BIEVPC,
EikiEs%E ( BIFAES= VPC) .

LEMRAPIMNETZEYIE1NVPC, BAMEIEROSVPCZ AN =ELRE, APIMKE
BleEnipla At EIRS OR9IRSS o
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API 3
ERIESLRE 2 {FF3 AP| WX EZ R AEEIES OHIIRSRED

2-2 63 VPC ~ffjsE

BEHER

ZVPCRER (192165.00/16) SEREE FEEVWCRESE, NSEReCEERRS, Buesnrcis, SERRTEEpdEE

RIS default v | C FE2RWTAE (D

AR FTEE - @
E7 subnet-364f

FRIPVAFIER : oo |- /24 v | @ TAPE: 251

FRIPVERIER Fare @

FEEEmE L @

THEE v % | DNSERESEfH | DHCPEXRTE | &= | &

(MR

o FERAPIRKALITNFMER o

o —EREHREUTEAMIIEFOENPVPCHIMG, BERLER, BNEEERIR—
VPCH, BRARVPCEIREERZELLAAR IR ORI AN

o WMEBEAHVPC, TFEHE.
T2 WELEZHRAPIMX
BRESEWZEZIRAPIRSE
FIE3 WI=EE,
WL —KEFEAMEIEFR ORI A=ZAPINE ( FENEIAEE ) I=E4, 151%
AT REIRFEH T :
1. NELYPIEERHEN
IS —SEEA IR O SEATINEER LR, BINEEE “—itiE
N, EARGERTITIE,
MNREBFIEF ORI A=AIIBIEE, TEIRFR.
2. CUEREHIRX
A X T REXEZ=hRAPIME4BERIVPC,
(1 #88
TEERVPCRIERRT, EBRINE=ARAPINEFHERIIMEE, ERAFELTIHTNVPCE
M., AL ZARAPIREIEE S EaMERIERS.
3. GlEE#IEO
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API %
ERIESLRE 2 {FF8 AP| MEEZRFF A EIRSORIIRSEE

EIEOBYIBEZESEIMNX (B8 T VPCHIMER ) XEX4iE, T @EsSE
ZhRAPIR S ERTEVPCAIMILZE o

FRImin N X SizinFNES BB B S A RS OB FIRAPIEZ O 5IEI AR 50
FM ., FIaNEAtEERCORIAPER I Sahttp://192.168.0.25:80/{UR/}, MiT
TR M EFNITim BRI E 192.168.0.25FFERIFMER S M,

4. BCEAMIRE

SNERAMEIRP ORI FMAELUT=NAFMERA, ERA SR E N IRA:
10.0.0.0/8-24. 172.16.0.0/12-24, 192.168.0.0/16-24,

$IEA IEIFNERIEE

BEIE—SIRERIECS, BESEZRAPINKIERINVPC. FNESREH, RER
HIRPOBEEBECS, NSEZhRAPIMXAEER

R

{EFRE=hR APl RISKTFFE API

AR SEERTAPIR X AORSEEIS, TR EFIAPIRXAFTE R
BikiES% (APIRIXRIFIRRE ) BN

T2, APINEIRIRS IHES SR EEIEA/ORIAPLE MBI .
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3 {ERRHIRSHAZBEIIAL

(VAN
KEMEFENTAPIMNKELEKARS, BTESIMIAAPIRIIEENIAILE.
FEAPINZSINIEATE, APIRFIZIAMINIE. APPINFE A, EBENAPHUEFFR
AP, ERTAPINFtEIFAFERBECHNAEAST (LUTERBENGAILE) , LMERE
FibFEEeaWSEEN,
APIM KSR EM N EEEEMRYE TIERIRSSIIM, BRPERFITIERTEIES
ESMONIEREL, APINCERIZERE, SLMBEMNIAIE, THEEABasiadMEREl, A
A {E R R AR SSSEM B E MIAILE

RS BESMIANIERE
ERHITERNEHERERE, BEXAINABRSEE2LEZBTIIREE
SGAIERIRE]

RS TIERTEelE— &%, iESiPython 3.6,

x3-1 RHEREE

BH BoEikAg

BREISEEY A “HBHRE

X1 S5APIRIXAERE X1 o

ERELZTR IRIBIXBENBR. BNEREBE—ENGIANESSZ
R, BEEREREIFNERK.

FIEBIR BRPZEIERHMTERZHOEMN=RSS . LAEE “FK
FERIFAIEE" .

BAIRE ZRIA “default” .

IZ1TRS %&#%¥Python 3.6,
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£ ‘“RE3” ”E, BUTREESEindex.pyd (INREFBRIEREZRM%, FHAE
53z #Fauthorizer_context_support_num_bool4F 4, ABAcontextdHJvaluefy2sEia]
LLAgbooleanZBisknumberZEsy )

# -*- coding:utf-8 -*-
import json
def handler(event, context):
#ATFRTAMEEEE R, WRERFS,
if event["headers"]["authorization"]=='Basic dXN****cmQ="
return {
'statusCode": 200,
'body": json.dumps({
"status":"allow",
"context":{
"user_name":"user1"
}
bl
}

else:
return {
'statusCode": 200,
'body": json.dumps({
"status":"deny",
"context":{

"code": "1001",
"message":"incorrect username or password",
"authorizer_success": "false"

}
bl
}

BIEBESIAIE
TEAPIRIXTAE, SIREESOAE, KEGARAIN, SEUIHEE F—SalRIEE.

APEREE R
o AL

BIZEBEMIAIER API

BIRRAPI, EASENESMARAP, 35 “BRINE 18508 “EESGAE , Hiks
— ORI EE VAT . FEERSERTHAP,

IR B RN
EFIAPIIRM N SIZAGAEES, WIRELERINT:
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{"error_msg":"Incorrect authentication information: frontend
authorizer","error_code":"APIG.0305","request_id":"36e42b3019077c2b720b6fc847733ce9"}

AT ILAPINE R SR AR E IR E R contexthHIFER (INREFERHN2EZRMX,

#E,&{ﬁ Is7#Fauthorizer_context_support_num_bool4Ftd, BEAcontextdfvaluefd
J_JL,UJbooleanési:Enumber%ﬁ:) , B K ISR , TEAPIFRERYSD4H

':F', “HDREET WETH “MXME” Xig, mEBESXAMEEMANNERIER, &

UF]F"HLLJ\E%ESZ%4O1, BHBEIRKH ( 5IATENbooleanzER gl numberZEBLaT,
EAFENMWNEIS) :

{"code":"$context.authorizer.frontend.code","message":"$context.authorizer.frontend.message",
"authorizer_success": "$context.authorizer.frontend.authorizer_success"}

FXWE ©

W s Ea =

1B 2, ABAPHENEBIRIPDAILEE, REYAESE 401, REIZERINT:

{"code":"1001","message":"incorrect username or password","authorizer_success": "false"}

BRET RIS R
MEAMEEE, REREIcontext(ER, HLMERIRS, REHLMT:

JRIBAPI, EfRIRERSNE, RIIRGSH, SHEEARRANESH, RRSHBR
BBEANEREFcontext PRIFER, FRSHBMIMUERFTZENTFRmSRE

SHEMNE .

RSB

mIEINAMRZE, ERIERIAEESERBAPI, aLAERIGIRFTED T X-User-
Namesk, {EARELBHEAEcontextfuser_name=FERHIIAFE.
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| POST http://c6300/b67474472da3331 65727007 dd 2. sy Japilecho Params

200 OK

Body (14)
Rawr

POST /apl/echo HTTP 1

host: c6308TbE7474472da333165727007dd2.

authorization: Basic dxMlcjE6cGFzc3dwvemQ=

x-real-ip: 103.218.218.69

connection: Keep-Alive

cache-control: no-cache

origin: chrome-extension://fhbjgbiflinjbdggehcddcbnedddomop
Torwarded-host: c6300TDE7474472da333165T27007dd2

x /%

0
x-forwarded-proto: http
content-length: @
accept-encoding: gzip, deflate
user-agent: Mozilla/5.@ (Windows NT 18.0; WinG4; x64) ApplewebKit/537.36 (KHTML, like Gecko) Chrome/84.0.4147.89 Safari/537.36
x-forwarded-for: 183.218.218.69
X-reguest-id: 25Tos6db3fecd4Tdfeasadbs457bo7al
via: proxy A
accept-language: zh-CM,zh;q=0.9
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4 APl M¥XE=RE VPC FSiRIRSS

APl MXEZIRE VPC ARG IHRIRSS

4.1 HEME

Rz

BELS

LR SRE!

LB EIRIRSS S TERIVPCS SR SLAIFIERAIVPCAN FARIIA =AY, ZANEITEm
REBECE, LASEIEEVPCIdHE? ASZLAElastic Load Balance ( S8ERAEIYMELB ) J9

fll, HhRINEITEAPIR X _EFFRI P ELBRAIARSS -

4-1 APl £ VPC ARG IRIRS

VPC2

VPC1 e >

APIFIE
ﬂ VPC Peering |
B — +«——» AR - o]
& =l am i "
WP ELB ECS
=) we
| g

FENRARIBE S FREITRIGEE, THENEBWSMELM, EREIERER

2iRimbRSS Lo

VPC1. VPC2. APIGELAIRZVPCMEZ R BEEE , X TAPIGELBIVPCHE X, 152

%§4'3 o
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e Y57 4 APl MXEZhREE VPC FEiHRRSS
4.2 FEME
X 4-1 BEHK

AR #H= (1)

VPC 2

APIEZ=hRELAH 1

ELB 1

ECS 1

4.3 BERIE

BIZVPC
ellfEdenyl]

BUEESRIE A FR G

BIENFiER

BIEAPI

BIEECS

R

1. glIEvPC
BIEFNVPC, VPC1HAPIMEERTEVPC, VPC2AfEimMN FIEREVPC,

2. GUEEsLH
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EBIESCH

4 APl M¥XE=RE VPC FSiHRIRSS

4.4 SCHE IR
Bl VPC

EVPC1 EBIRAPIE=RRSESI

SRR R

FEVPC2 LB M R EI1E

efE PO

BIZEVPC PeeringXd&iElE, $1iBVPCIFIVPC2,

ECERH

FEAPIEZRLA LR EIRE, EoEIPAMEELBFRTEVPC2MES .
BIZEAPI

BIZEAPI, [EiRARSHBUIECEELBAYIP,

BUZEECS

EREVPC2IEVPC, HEHE EEPERIRMNAIRSS, €l#EElastic Cloud Server (
FERRSSEE ) -

i API
RIEXHERMELBEE I

ERMEEHS .
EEMSH=EE “EUFAE = > FAIVPCT

i ‘EIFETR” HE, BF ‘SIEEMAERY , BEER4-2MFR4-3REER.
BIMEFESE ( BB RIRSAFER ) F/Y “SIZEMMERMFN &5,

HAMER

default v | C FEMEE @)
AIRE! | ®
subnet-264f
FRIPvARIE: . oo - /|2~ | @ TAEPH: 251
FRIPVERIER FaErve @
FEREE 3L @

Fi% | DNSERSEsiont | DHCPREESRIE | &% R
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B{ESCRE 4 APl X EZhREE VPC TSRS
RA42EEER
28 FoE ke
Xz EIRFRTERIX S, thAbiERR “fedb-Jb=m” .
22 VPC1 ( APIRIKFREVPC) o
EWIRE ERFERIEIRE , IAbERE “default”
ATAKX EEREFREIETAX, thahEE “aTiEx1” .
IR BIEZEIMFAE TR EIE— N EOAFR

& 4-3 VPC MEHLK!

VPC1 APIGSEIZ4VPC | VPC2

10.X 172.31.0.0/16 A BESVPCIFIAPIGEEIRFKVPCES .
172X 192.168.0.0/16

192X 172.31.0.0/16

SEIEA B “IRIGIE .
S5 EEEW-HWA, QU2 “VPC2 ([SIIIAIFTEVPC) ” .
-

BlUEESLH
£B1 HANAPINERFIA
£E2 EEMSHZER “SSHSEE”
S$B3 BE ‘WL .
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IELEK 4 API MEEZhREE VPC FEIHIRS

= ° ] @
TAR [ mm= ﬂ\ AEE ﬂ @
SRER apignl
= i1 N
=tk AbkE sRiE
SRR 2,000 EHEAERE 4,000 SHERERE 6,000 SRRk 10,000
99.95% 99.95% SLA 99.95% 99.99%

Thges: ¥4.76ie

EFEmsRLs v

mass: ¥12.88nw ez ¥19.36m yigsse: ¥46.281

TeeataE 22:00:00-0200:00 @
R destest cC ®
7 FEemEAd @
R mH0 3
Pl VPC1 [&] bnet-0 cC @
=2 sg-01 C =Ezza @
x4-4 LHEE
¥ BcEiiEA
THER R RO ERET, HAbERE “REITE .
X1 EETOITENXE, B5VPCIREIXE
ATRAKX EEESLBIFRENAT X, bR “ITRX17 .
SLIEFR ESLFIRIZTR, RIENYIBEEN . BNIRR—ER
BMUESLFIEFR, HEERERIFERK.
SCEIRIARE RPN BENE, LOICIREMSATEN, tthbik
7 BlR”
IR/l N IR ARSI LA THEPRORT R, BRI SE
BDRIRTIEIRS, ERISEAUAIRE “22:00:00---02:00:00" o
AW IRE ERLOIFTENEWIRE, RFBOARE “default”
P2 EEELIZNEIFAE R “VPC1” F1FM,
ZeiH BF “ElETeE” , QEREE, BWINAIEE
“default” /5, BPRJGIEE.
fk ESLIRTHEIAMER .
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EBIESCH

4 APl WXL =R VPC FSiHIRSS

SR
gz

W33E ELB

B ‘WL .

ANSTIATIRE, AEAPIMXAIRFABRIFIEHEERR, BE ‘X247 , =

PIFFIAlE, RERSOIEHE,
R

IREIMEEIEHE .

EEMSH=EE “sPittasiin > At

BE ‘TR’ .

oo’
[=1=] o

EERHNERES. BRRMESSET (RIERBIERFIER ) Py “RHE” &

Ij o
EitEs
[=2-7
TA ABR1
PILRELE
VPCER ®@
Pl 1Pva ARCTSARREER Pv4 FARI(CTERARE R =
EVPC vPC2
kil
stk
e B, RALSE
SIFBEUHTTPHTTPS) FERTCPIUDP)
] FRREIEH (CPS) R R (Mbit's) Leu @
O R 10,000 500,000 50 10
g 20,000 1,000,000 100 20
i) 40,000 2,000,000 200 40
=®0 s
= 2000
0 awom
SRIERERP:  RISEE(TCPIUDP) | |
Ibv3.basic. 1az | 10 LCU
£ 1-Zi)
awmEE | defaut v | c @ smewns
EREE TR
. Ja= £ M
L
& 4-5 BMMRATIIESY
= j
2 BcEiie
SRR I SLBIRTANE SRR
SLpl==EE RS HIRIRNIS 2R,
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BAELE 4 API X EZhREE VPC AEiRIRS

2% BcEiAe

THER R IERLERIN “IZTmitER” .

X8 EERLOIFENXY, B5VPC2E—XIE.

ATAX RSB BX, tabkE “TTRX1” .

&R TEIRMLEZER “IPvAFARY”

FRr/EVPC FRERIFAE =, EEECIENEIFAB R “VPC2”

FM EEREFM

A& yvirs = S L SR

EZ4 EER M AEIIENEIR, RIBILIEEN . BN
—ERISmBMNESLAIZIR, HEGRERBIFERK .

IR ERELOIFENEWIRE, AbEE “default”

SRS BE “UEIWXL” .

£6 WAMEELRGE, BE “R=#R .

BT SINSIREE,

ok =

BHEEOIESMARIIENZIR, & ‘B REPHE “RnEfR" .
FCEMITERETR. AinthRigO, 8E “T—F7

R ERiniRS AR, RIS EREEER, BE “T—27 .
lEmkSEE, BE ‘T2 .

BE “BR7 . TEfRAEERRER.

42 IR B R A HRS SAEE

RS (SWESAR) O

BN FiEiE

£E1 EREEFISNAENSHEERE “EIUAE R > WHEE”

$E2 B “AIENFER"

, BEENFERE,
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AP| 3
IELEK 4 APl MEEZhREE VPC FEIHIRS

xR 4-6 WEEEEE

2% =]

IR ESWEEENSIR, RIEMLIBEN . BNEIRE—E
S BMNIESEAIEIR, FHSEEREIRGIFIERK .

ANixVPC ECIRENEMIFAE = “VPC17

MHF HERbBRIA “ HEIWF” .

PONTATS| EEEBmA.

XirVPC ERIEMEIFAE= “VPC27 .

$|3 BE “HBE” .
$RA EREFSEE “BEFEH , EANENEFERE.
SIS £ “NinkgHT TEHHE “BEAXRT , HINEHE.
. YRR XiggdE RINEEHR” .
2. HEEHEPESERARGR.
- Ergtbht: RELBIFIERE, “EANMSRT EPRY RS .
- FBEREL: BE CWEEE
3. $$ “E ZHE” o

4-3 Kigl&H

TS

$IR6 IRONIFEZIFE, & “WinkH" REFHE “KEK" , HNKEH.

1. £ “BRA” Xig&E “RnEE” .
2. EERETESERHRES.
- ERgtblE: PAPINXEZMRELAERE, “EAXEE” REFRI “ HFAR
IP” it
- FBEREL: BE CWEEE
3. BE ‘HE” .
4-4 XimEgH

R
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E={ESCHk 4 APl WEXEZREE VPC FSimARSS
EcE IR
£ IREAPIMFEEFIE
2 EEAEMSH=ERE “STHSE” |
T3 BEELIZAPINXEZMRLAIIZIR “BEEFHE”
B4 £ “IBR” Xig, g ‘T BERH, BCEIPHWIELBEREVPC2HIMES .
;5 B “RET
tlsE API
FI1 FEAPIRIZH SRILEMSAZIER “APISIE > APIFIE” , BF “GIZEAPI” ,
T2 BEERIREER, £& ‘T2 .

& 47 aninlcE

2% EcEi%AA

APIZFR IHEAPIZTR, BINEIRR—ENGZ2MNUES, HER
PRIEIRBIFNIER -

FriEs4H ZA “DEFAULT”

URL BkAE BORRAIN, HahiEE “GET” .

IERIMY : EFAPIERIDN, LMK “HTTPS” .
FigE: APIDAEIRE, RENDEBMNDE—HE
MK AREIRER, WEIRERERRZALLLIE1000

Ko
B BOEKRRER,

Pog KM iz APIRIKARBERL TN IEAPIESR, NTIF-ERVSEIRITAL o
BOARIRIK MRS “default” .

ZEINIE EEAPRAIETS T, HHALERE “TIANIE” .
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IELEK 4 APl MEEZRREE VPC FREIHIRS

£33 RBERREEE, B2E “T—%7

% 4-8 HTTP/HTTPS £EIE N FimRS

2H BCEiRAA
GEBIE R “AMERT AiEEihEERRS .
URL iskamiE #OBARI, &R “GET” .

BRI IR EERY, ItAbERE “HTTP”
GRSt . ESWSLELBRYARSS AL .
B EiniRSAVEE.

FRA EXREERE, BF T .

-

MWL ECS
£ BARRS=HEHS
$H|2 BE “WLEMERRSE o
$]|3 EitfcEfR, B2E ‘T2 WKEE™ .

x4-9 HitfeE
2% BcEiAe
X1 GRS RIRSSETEXE, BSVPCQE—XIE,
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BIESCHk 4 APl WX EZREE VPC FSimARSS

28 EEiRAE
TEEER HE REIE
AKX R RIRS TR AKX,
CPUZES RN “x8611E”7
g RIEAL SR, FEFERE
A RIBN SR, HIRRR,

T4 WMEEERE, BF ‘T2 aRkEiEg .
X 4-10 MEBEE
S8 [I=abelilz]
g4 EEFEECIRRIEIFAR = “VPC2” F0FM.
TR EEREEEIRELAIFECIENZEA.
SN IP HEE “EARAMWIL”

TS SREERE, BF “T—%: HAERE .

&z API

x£4-11 SREE

e BcEAe

=R AR IESHMRRSEEEIR, BNGIRE—EHENNE
5, BHEERRIREIFIERK.

BREU BERTIRS I, I ‘=B

HR& ZRIA “root”

AT ESERARSF[IEDG .

HIAEERY (RUEZERDIERAE .

L6 WNEEREREE, EBEAWINE, IHAbER “default” .
ST WEMNERE, 828 RIS

R

SE ERMERENEPN ‘EiRiRSHRET REFR, FII=RSEH

MAERRAS 02 (2024-04-01)

WRIERE © LEARITERARERAF

30




APl %
IELEK 4 APl MEEZhREE VPC FEIHIRS

Cdecad25-948f-4974-9efb-786b72e6b96d [T

BB RE

BEMA=REE = v = v Q

B #E FARIPHHE EERESR (D s Rz al

10.101.0.187 .

T2 J\&)_\tggﬂﬁiﬂq:'ﬂg “APIETE > APIFIR” TRHE, EEEIZAPIFREITIERE “BZ >
Bt

3 EBESEKkESH, BF “Ald” .
RSBER “200” AN
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}
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