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1 {EFRIRE

1 {EEFERIIRIE

5 AR

MI{EAEIE ML ( Virtual Private Network, LATREGFRVPN ) . VPNEBF LIS
FBRPIEMFAE = (Virtual Private Cloud, LAFEFRVPC ) Z B —&£ZEINZRY
AMBEEIRE. BHABERT, EEUFAB= (VPC) FHEMRIRES SR ESAFEY
HURPOHFAEMEHITIBE . WREEEVPCHAYE LIRS EBIEIEROHFAB
MEER, aJLABAVPNIIEE. VPNERSBILSARVPNFIZIRAZVPN, IR
VPNAFEENAMNE . HiEHOSENTT EMEZ BRRELZS. A%, SHM
EURIINZNEIEEIE; RisNTVPNATEGHNDARESERNTMEZ BIEELE.
5. SHENELIINZEZEE.

ERTLAERASASIRMRIAPIRI VPN TIEIRE, e, &8, iR, BEfF. <
RO AR EISS AP o

TERAVPNIRSSRIAPIZRD, IBIHIREZE RS THVPNIRSEXTS, FREEEER
( RMERMB=mXE ) 1 “FRNE” &5,

(0 #a
ERIVPNSD A HERFANEA AR m, A RERIEIRRVPN,

HTTPSIEKIER, ERRE XSS LINETERAPI,
EIRSVPNARSSIEIRIEAPI Explorerfit&(FEF, #1515 ZSMAPI Explorer,

&iHT s (Endpoint )

HRSRH!

ZixTs = (Endpoint ) BDERAPIRUIERIbIE, FERSFAEKIFEHNLIHRT=ARE.

TRECIZAIVPN BRI ESEE AR, MREEEERSEM. ¥ Afef, B
52 NEIERMENETRET 4 .
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FEOIEREHS, £ ‘S > BWEIE" TEEKSIDIIIAMAERID, BEE

ABAPIRENTEY, BFERIKS . APMNEIEEER.

X1 ( Region)

MHIBAIEFIMEASIEAEL D, E—RegionAHZ#MHIHE . HFE. WK

FE. VPCIZE ., sBMEAMIP, BEREAHIRS .

Region73 0@ ARegionF1ZE/ERegionFfH

- @FRegionfEEMEAHEFREEA=IRSSHIRegiON,

- EERegionfE RiAFE—X Sk R EMFERFREWSRSHIERH
Region,

ATAKX (AZ, Availability Zone )
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KSHiZXFHERR. NREHEEHTEISHIIRIEST], ATLATEXIgE

INSIEFRIEFINE, AEFREFEIRRE, ARUFIE RHTE

N, FEAPNEEHHFEFREFHER, HERIREINIREHIE IS,
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TRILIERESS, £ ‘S > ZNELE" TEEmRAID.
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API 855

R ERAMBRAINENS IR, SEOMNARIEIES IABRRERFIHZAIR .

% 2-1 VPN O350

S AH
hEN | VPNRIZE I ANZVPNRXRIBIE ., Eif. B, BiRARES
Z=VPN I A=VPNR X X EZO
API|
PO T ES FimPIRIEIE . &8, B, BRSEO,
VPNiZEE VPNIEZRICIEE . 8. 5. MiksSEO.,
VPNiERZSEE | VPNIEEEERENCZE. =8, MikkSEO.,
&IEN | VPNRISE LIENVPNRXHIEIA. 182, RisA=VPNRXH]
Z=VPN BXANEE. Ris\=MNSERSEYREDERE
API WrFFEEO
IRSS i IRBIFAVEIE. . BXASHEEFRER, UEE
FimCAIEBRSAN .. &if. EXFmpREREO,
HBAFEE VPNARFRIEIE. &8, 18K, MR, EXEBINEE
15, LARVPNEFAREE. HE6IE. &8, 8
2. Mibs. HEEMFR. FINVPNEFZIZEA. BIFRERN
VPNAFFIEIEHERVPNAFEREO,
VAl VPNifaSRREAIEIEE . T, I8FnmipRiEO .
IR | VPNEZER BoamEiaiEd,
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3 tn{a)iE A API

3 SNMalE A AP

3.1 HiEIEK

ATNLBREST APIEREVAERL, FLUEBIAMIRSHSEIERCIZEIAMBP KRB
BRIAPI, ZAPIZEENEFHToken, Tokena] LA FBREEMAPIRTER,

AT LABIT X MBREAE 7 REAIaiEEKIEARAPI: https://
bbs.huaweicloud.com/videos/102987 .

5K URI

TERURIEAN AR 4E R -
{URI-scheme}://{Endpoint}/{resource-path}?{query-string}

REBKURIBEEFERERLT, ERSHESHERMBEREMNEKE S HRIRE
BE, FRLAFEILSIRE .

% 3-1 URI RIS EHIA

2H

Hik

URI-
scheme

FKTRATEREERAIINY, SRIFFEAPIIRAHTTPSHINY

Endpoint

IEERERESTIRSS in R AYARSS 28182 8KIP, FRIARSAEXIHAY
Endpointf[E,

BIANIAMARSS7E “fedb-JbRPY” Xi%AYEndpoints “iam.cn-
north-4.myhuaweicloud.com” ,

resource
-path

HIRIZZ, BIAPIGIERE . MEFAPIRJURIBEERIREY, a0 “SRENA
FToken” APIfJresource-pathg “/v3/auth/tokens” .

query-
string

WS, BEUEND, AFAESTAPEEERSH . SRSHRIES
BHE— P77, R “SHSZ-SHEUE" , fIg0 “?limit=10" , &
TEIIREE1057E8E .
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BIANEEECERIAMBR, BFIAMA2BERSS, WERE—XIZAYENdpoint ( EbaN
“fedb-dbmPU” XiHAYEndpoint:  “iam.cn-north-4.myhuaweicloud.com” ) , 3
AEERLIZIAMBRFAIIURIERS#EIresource-path ( /v3.0/OS-USER/users ) , &
FCRUN 7R o

POST https://iam.cn-north-4.myhuaweicloud.com/v3.0/OS-USER/users

3-1 URI =E=E

| http5| :,-’,.f| ia m_cn-nDrth-4.myhuaweicloud_com| v3.0/05-USER/users

T T I

URI-scheme Endpoint resource-path

(MARIY:
RHEEEE, E81EKRAPIBJURIERS, Régtiresource-pathifsy, FHBIBRAEZEE—IE.

XEZFEFIURI-scheme#BZHTTPS, TIEndpointfEE— M XigthiEE, FrLARLSE IESXmERsD
#Hig,

BXRAE
HTTPIER 5% (BIRAERESNE ) , SHRFERSIEEERMTASEZEHIRE,
% 3-2 HTTP %

BiE 1588

GET BERRSRREUEERIE

PUT BRRSREFIEERIR

POST TERARSS 2SI RS T IRIRIE o

DELETE BERRSHRMEREERIR, WMPBRTSRE.

HEAD BRIRSS R RELER .

PATCH BRRSREHMIFENBLAS
%ﬁiﬁﬂ?ﬁ&ﬂ@ﬁa‘ﬂi, PATCHEJBE=E I —MNTRIR

EESERZBIAMBRURIERD, EaIIERIEBERAGER “POST” , MEIEK
5

POST https://iam.cn-north-4.myhuaweicloud.com/v3.0/OS-USER/users

iERiERk

BNNIERLFER, AHEERIURIFIHTTPSIEFRERIIFER . HIANEGEERERIAGE
kL “Content-Type” , iERENEEZE.

FHANAHBEKERAFRIES I AHEBRHERL.
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& 3-3 RHEKIERL

ARHE—AFEIA
WSO,
15K R INETE
EIVHSISES
(Headers ) 85
B9 “X-Subject-
Token” BYEEDA
Token{&,

BR A Rk ANl

Host 1B KAIARSS 2E(E B code.test.com
ﬁELféﬁEE%AF{"EE% {EFIAK/SKGA | or

KA B | sEpdiz==rea :
hostname[:port] . J}ﬁoﬁ"?‘ﬁx code.test.com:443
IO fRE AT EEAEA
ABIRE, httpsAY
FRINIR[ /9443,

Content-Type | HEMFRISER (18 = application/json: JEE*
) . EWERFE AZ2FILERY JSON F
FEOANE T
application/json,

BHEERSE
BEOFEI TR
A

Content- iBXKbodyikE, B2 | & 3495

Length I F9Byte,

X-Project-Id project id, INB% | & ©9993f7*wwwrimniiiiha334
= E%ﬁg%mlﬁ NBEELERELS 0f9c0f4
HIDEH3REURE =52
TS o AK/SKIATERS

RYEEOIS
K, HEZ
projectiz=¥
FBAK/SKIAILE
ROEOIEK,
N[Z= B
1%,

X-Auth-Token | FAFToken, B i AN Token~fl 5
PP Tokenth st 28 | fEfTokeniA | B
F3REXFEFTokend% | IERHZFERY | MIIPAgYIKoZIhveNAQcCo
ARYENAE, %3 | & ..ggg1BBIINPXsidG9rZ
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https://support.huaweicloud.com/api-iam/iam_30_0001.html

FEILE M4
AP &%

3 tN{a)iE A API

(MEETY:
APIEIRTSZIFEREAK/SKIAIE, AK/SKINIEERSDKINERHITE S, ERidiESBiEERFR
fMAuthorization ( SZIAIEHSE. ) FIX-Sdk-Date (i&5RkA&1XRIATE ) 5Kk,
AK/SKINIERSIEMIR RIS S IIAESSE “ AK/SKIAE”
Xj‘?‘é‘fiﬁ@ﬂ@lAMﬁﬁF?ﬁD, {ERAK/SKA VAR, MIIBE LGNSR T

No
POST https://iam.cn-north-4.myhuaweicloud.com/v3.0/OS-USER/users

Content-Type: application/json

iﬁ*iﬁ%\ﬁ-‘ ( E.ﬁ& )

ZERDEIE, IERIHEMBEIUSMUIEIL (AIISONFXML ) R, SiEkHEELH
Content-TypeXJiz, (EEFRIERIERLZIMIANS . EIBKBEEFPRIISESIFH
X, MRS RFRAIUTE-84%ED o

BMEONBRERARARBTE, EHTES M EOMBFEEERERAE (HEHHE
SRR ) , GET. DELETEHERE(ERERZRNMATERRS, HRAEFATFER
EEAZEOME.

MFEEREBAMABRFED, SILUNZEORBEREDBRIFIFEIISRSH NS
7B BRI ERIERIN TR, IMENFREZRELNMEERES,

e accountid AIAMBRFIERNKSID,
e usernameNECIZENIAMABRFE.
e emailHIAMBEFBIHRFE o

o e AMBIFIRIESRET .
POST https://iam.cn-north-4.myhuaweicloud.com/v3.0/OS-USER/users

Content-Type: application/json

X-Sdk-Date: 20240416T095341Z

Authorization: SDK-HMAC-SHA256 Access=*****+xxxriarix  SignedHeaders=content-type;host;x-sdk-date,
Sig natu re:****************

{
"user": {
"domain_id": "accountid",
"name": "username”,
"password" "**********"'
"email": "email",
"description": "IAM User Description"
}
}

FXERILXMEREENASHESFTLT, BELUERcurl, PostmanziEES
SREELRNRXIBRBAAPI . S3TFIRENVEFTokentE O, IREIRIIMLLE LAY
“x-subject-token” FEHEEIRENAIFF Token, BT TokenZf5, EHAILAGER
Tokeni \IEFFREBAPI

3.2 TAIEEERR

BAZOBUTHEMIAELSDR, EaLUEIREP—FHITIAES,

e Tokeni\iE: @I Tokem AIERREIERK .

e AK/SKIAIE: JBITAK (Access Key ID ) /SK ( Secret Access Key ) INZHERIEK .
HEZEBAK/SKALE, HZ2 M TokentNIEES -
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https://curl.haxx.se/
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APl &%& 3 tN{a)iE A API
TokeniAiE
(RARY:

TokenfIBEXER24/N\0t, FEEA— TokendEAXAT, AILASEETRER, BHEINEEA,

TokenfEIHENEZHREXSHE (IGHT) FIERE, BETokenFiXTIHEEMIUR
TokenI AIEEE 2 1EE FBAPIFIRHES TokenINEIEKEE LR, NMBIEDIAIE, 3K
SHREAPIFIRUR . Token®] i@ A FEZAEN A P TokeniZ3KEY .

ZIRSEFERMEELN: MBRRSNEBHREKESS .
o IMBRRBEEHFIINERIIToken, WATERbodysauth.scopefIBE S

project,
o ERERIRSEEIXNEBERIIAIToken, WATIERKbodyFauth.scopeAIEUES
domain,

EREIERMEAPIEZIRNBRIHIToken, BIEARIKEVETokeniZORY, &K
body/rauth.scopeRIBUETE ZEi5kiEproject, TR,

{
"auth": {
"identity": {
"methods": [
"password"
1

)
"password": {
"user": {
"name": "username”,
"password" "********”’
"domain": {
"name": "domainname"
}
}
}
}I
"scope": {
"project": {
"name": "XXXXXXXX"
}
}
}
}

$kEXTokenfs, BEAREMEON, SEBEBEREELFHRIN “X-Auth-Token” ,
H{HB)AToken, ffla0Token{E8 “ABCDEFG...” , NIEREORIS “X-Auth-Token:
ABCDEFG....” INENEIEELAITT, WA

POST https://iam.cn-north-4.myhuaweicloud.com/v3.0/OS-USER/users

Content-Type: application/json
X-Auth-Token: ABCDEFG....

SRR LABIT XN ISRENAE 7 RN ol sSE TokenlAIE: https://
bbs.huaweicloud.com/videos/101333,

AK/SKIAIE
(RARY:
AK/SKEZINEA NI EEARANE12MBLAA, 12MBLL ERYIEKiIEEATokenIAIE .

AK/SKINIERLZERAK/SKIFIERIAITE R, AIFKIPBERERIRNNELIEEL, MM
BT EHBINILE
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FEIE M4
API &%

3 tN{a)iE A API

3.3 iR[E1%

e AK (Access Key ID) : i5ia)E$BID, STABIHAEAXKAIIE—IRAR; Ha%
RIDFIFAB B RIER—EEER, MEREITNEESR.

e SK (Secret Access Key ) : FABIAIAZER. SIHIOZHEIDESER, ERHT
MZEL, TRREIET, FHHLEEREIER.

{ERAK/SKIANIERT, 1ERJLIETERZFIAERAK/SKHEREITES, BAILUERE]
AIZERASDKIIBRFITER . 1FHAIRERTTIEMSDKERTXFZS WAPIE RIS .

(iR
KZSDKRURMHEZINEE, SIRSZIZMAISOKAE, ERIEER.

AR LUBIT X MISREGE 7 BEANa{ERIAK/SKIAIE: https://
bbs.huaweicloud.com/videos/100697 ,

/T
IBREELE, SB2WEINLN, EPEEIREE. IMAESLFMERA.

INSEZE—BNDEISRIEFAD, IKEMBRT T ERIDNAPRTE, TEAPREH
HIRIBFS RS

MTFEERXCRIAMARED, NRBAREREMREE S “2017 , MRREKRMI.
M Rz S Sk

MMWIERERL, MEREFEAHEEL, 2 “Content-type” .
MFEERFRIAMABRED , XENE1FRREE.

3-2 EERGE IAM BFIGR;EE Sk

"¥-Frame-Options": "SAMEORIGIN",
"X-IAM-ETag-1id": "2552365939-daf6f12521974cba@o7338acllfceacia”,

"Transter-Encoding”: "chunked”,
"Strict-Transport-Security™: "max-age=31536688; includeSubdomains;”,
"Server”: “api-gateway",

"¥-Request-Id": "af2053f2bcca7a42325a6%a1% 6c32a2",
"X-Content-Type-Options”: "nosniff”,

"Connection": "kesp-alive",

"X-Download-Options": "noopen”,

"M-K5S5-Protection™: "1; mode=block;",

"X-IAM-Trace-Id": "token_ W _null af2953f2bcch7ad2325a6831%e603232",
"Date": "Tue, 21 May 2824 89:83:48 GMT",

"Content-Type": "application/json; charset=utfs"”

aRGHZA (A )

IZERD Al MNGHRREE SR (ISONERXML ) iRE], SERzES Sk
Content-TypeXJiz, (EIEFRAALEELZIMIRE o

MTFEERICRIAMAREZD, RONTFERE. AREEELD, XERRETRIOR
o
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{
"user": {
"id": "c131886aec...",
"name": "IAMUser",
"description": "IAM User Description",
"areacode": "",
"phone": "",
"email": "***@***.com",
"status": null,
"enabled": true,
"pwd_status": false,
"access_mode": "default",
"is_domain_owner": false,
"xuser_id": "",
"xuser_type": "",
"password_expires_at": null,
"create_time": "2024-05-21T09:03:41.000000",
"domain_id": "d78cbacl.......... ",
"xdomain_id": "30086000........
"xdomain_type": "",
"default_project_id": null
}
}

SEOEALER, SREESREBRIREERE, ExWAIBody A EzUaI TR
o
{

"error_msg": "Request body is invalid.",
"error_code": "IAM.0011"

}
HrAR, error_codeZXRiBIRIG, error_msgRREIREIAEE .
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FEILE M4
AP &%

4 API

API

4.1 itsS ANZ= VPN API

4.1.1 i AN = VPN %

4.1.1.1 €3 VPN Rix<

ThEEN4R
BIEBVPNRIX . HRIXSZIFOIRIZRITZERIVPNIIK
BREE
15& 3 W(aERAPI,
URI
POST /v5/{project_id}/vpn-gateways
& 4-1 SE0REA
BiR St =aY | R
%
project_id String b~ IREID, aILABIdIREIER B IDFREVRE
ID,
BEXRIHR
o BKSY
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FEILE M4
AP &% 4 AP

£ 4-2 5KkSH

B RE B | R

vpn_gateway | CreateVgwR VPNRZITR o
equestBody
Content

object

% 4-3 CreateVgwRequestBodyContent

BR e EaY | R

s,

o | A
i

name String

o INAEIHAR: VPNRIEZFR,.

o HUENGHE!: 1-64MNFEE, B
F. BYFE. $X (\ude0O -
\UgfaS) N ( -szué%) . T ( I:szl.]
%)..(=).

o ZUME: NENRESBIERIEH

vpngw-***g9Z¥R, FIE0: vpngw-
a45b,

iy

network_typ | String o INAEEAA: VPNRIFERILRAERS, 2\
e M ( public ) SREAIVPNRYEIEIL
EIPSXIuRMCERIE; FAR
( private ) ZEEIAIVPNRIFKIEIT
VPCRARIRIFAM P S 3Fi% M KERIE
o HUEEHE:
public: 2,

private: FAMJ,
e ZAE: public,

oy

attachment_ | String o INREIHER: XEfET,

type o EUETE:
vpc: EHIFAB =,

er: BIVERHZE,
e BHIME: vpco

N

o gg%“éi%ﬂﬁ: VPNRIKAIIPHMYAR

o EUESBHE: ipv4. ipv6,
o ZXINME: ipv4

ip_version String
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FEILE M4
APl &%

4 API

B

5]

i)

er_id

String

o INAEIREA: VPNREAMEREAYERST
BIE9ID,

o #J3: 36fZUUID,
Hattachment_typefie & 9"er /S
BHS, aUARE,
er_idfvpc_id AR gERIAT A= o

ALABE EgEERHSIFREEERT

BIE9ID,

vpc_id

String

N

o IfBEIHBA:

- attachment_typegvpcht,
vpc_id2VPNRIFKKEXAINSS
VPCRIID,

- Hattachment_typeJgerfd,
vpc_id2VPNRIKAIIEEAVPCAY
ID, UWATBEILAERIESVPCH
ID.

e #J3: 36fZUUID,
Lattachment_typefic & /9"vpc"BT
WIE; Yattachment_typeficE S
"er"FfE]ANIES, Zvpc_idill
access_vpc_id&BIESHAT,
access_vpc_id4E .
vpc_idfler_idRBEEIRT R,

ALUBITERVPCHIEEEVPCHY
1D,

local_subnet
S

Array of
String

iy

o INRENER: IPVAKIGFMER EF
M, ZFNEEETVPNSZ T
i F IS TEIE
FVPNRMXRZHES 50N i+
g, EBFPIAETUaRA:
192.168.52.0/24,

o #9%: Hattachment_typeft BN
"vpc"BF. Hip_versionBcEH
"ipv4"RTAE, BRUFIE,

local_subnet
s v6

Array of
String

N

o INEEIRAR: IPV6RiImFMER LF
M, ZFMNEZBIVPNSZ T
IR TEIE
B1PVPNMXERZIES50Ain
W, EANFRIETUaB:
16af:cacc:1097::/48

o #J%F: Hattachment_typefE N
"vpc"BF. Hip_versionBcE&AN
"ipv6"BIAME, BNARE,
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FEE FAMIES

APl &% 4 API
2R i) BEY | A
i%
connect_sub | String B o INBEIHAR: VPNME{ERRVPCF

net XD .

o #J%R: 36fZUUID,
Yattachment_typefe &4 "vpc" At
WIE; Hattachment_typeficE S
"er"lA]AES, X
connect_subnet#l]
access_subnet_id&#BIESHT,
access_subnet_id4E3 .

attachment_typeSgerfid, FM
hEEEED2PMTHIP,
Lattachment_typeJavpcht, R
access_subnet_id5
connect_subnetfg@, MFMEFE
EEEDANPTRIP; NRAE,

MFEEZ/D2MNEHIP,

bgp_asn Long B o IPAEIRAE: VPNRXHRIBGPEALE
w3,

o EYETSHE: 1-4294967295,
o EHAE: 64512,
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BR S B | R

flavor String & o INAGHE: VPNRIFHIMASLEY,
SLRRAEEEIESE VPNIZHI St
#2VPNRIX I HEAYSpecificationis
Ih,

o BUETH:
- Basic
- Professional1
- Professional2

- GM
FEAMEEEAUTE, BEFUR
AZRVPNF=GZHAE

- #4b-B=2%H—: Basic.
Professional1 .
Professional2. GM

- fEE-I~M: Basic.
Professional1. Professional2

- %4b-16==PY: Basic.
Professionall. Professional2

- fEZ5- F¥E—: Basic.
Professional1. Professional2

- FE-=PfH—: Basic.
Professional1. Professional2

- fhE-FiE: Professionall.
Professional2

- I K-2%: Professionall.
Professional2

- Y K-#Fhnik: Professionall.
Professional2

- TA-FEDIMX: Professionall.
Professional2

- BRIN-EBIAFR: Professionall.

Professional2

- HZR-pafpFLEL-OP5:

Professional1. Professional2
- hEE-FEfhe

Professionall. Professional2
- THE-RHMEHR:

Professional1. Professional2

o Z95R: Hnetwork_typeJprivate

At ABEIESBasic; =
attachment_type AerfI AR gEiES
Basic,

o ZXIME: Professionall,

M HGERAS 01 (2025-11-13) WA © HARABIRAE 16
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FEE FAMIES

APl &% 4 AP
B E- St =aW | iR
i%
availability_z | Array of & o IHREINBE: ZPEVPNMNXRYETH

one_ids String X . RNERENAVPNRIEFER]
BX., NRFEEIEETBXALUE
IEIFVPNRXABEX&EGTHX
FIZ, BiRiEflavor.

attachment_type. ip_versionfy&
HBESHEVPNMFESZTIFI T
X,

o ZYTR: WIRVPNRIKSZIFFR K LA
ERNATRXE, BUESHE A
X; ZF— e BAXEIES—1;
iiﬁﬁjﬁﬁ XS BELIZE VPN

o IpEEIRAR: WIRBID,

o Z4TR: 36{zUUIDEEE"0",

o FINME: "0", TXRREET
defaultDIIRE

eip1 CreateRequ o INEEIRAE: TUEVPNMXERER

estEip object BIE—NEIP, FEERXNXER
ZFEIP,

o Z9%R: network_typegpublicAT44
%, AprivatelIAZTEIES,

eip2 CreateRequ o INgeinhA: XUEVPNMXERRER
estEip object RISE_ANEIP, EH/IEXMEET
EIP,

o #J%R: network_typegpublicATis
%, AprivatelIAEEEE,
access_vpc_i | String o IHEEIRAA: VPNMIEERRIEN

d VPCID,
e #4%R: 36fUUID,
o EFNNME: EvpcidFERFTERE.

ALUBITERVPCHIEEEVPCHY
D,

iy

enterprise_pr | String
oject_id

N

iy

iy
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FEE FAMIES

APl &% 4 API
2R S 2/ | A
i
access_subn | String B o INBEIHAR: VPNRIZ(ERAMEAN
et_id VPCHAJFMID,

e #J%R: 36fUUID,

Hattachment_typemerfs, FM
FEEEED21THIP,
Lattachment_typeJavpcht, TN
access_subnet_id5
connect_subnettg@, MFM+E
E5EPATTRIP; WRAE,
MFBEZE/D2MNZTFHIP,

o ZXAME: Elconnect_subnet=EZFT

1HAYE .

ha_mode String B o INAGIHAR: MIFEHIHARET,
"active-active"R"XWE, "active-
standby"F&R~EH

o EYESEE: active-active, active-

standby,

o EXIME: active-active,
access_privat | String B o IHEEIRAR: FARIZERIVPNM AT
e_ip_1 ANFARIPT, $5REipBIZEFARI SRS

RE, EEMXAAEp, WEN
KBS AZEipT.
o EUEEE: BAFMMNENAIRIS
Ecipo
o AR: FEEEANIp2EAHEE, &
BESIENIP2EE.
access_privat | String B o INEEIER: FAMIZSEIVPNRISKCAYEE
e_ip_2 NFARIIP2, $5XEipCIEEFAMI AT
RE, TEMXE AR, YEN
KRR EiIp2,
o HUETEE: BAFMMNEARARAS
Ecipo
o AR: ESEANPIEREE, &
BESENPIEE,
tags Array of & o INEEIRAR: IFEFIER,
VpnResourc o EE: BEEE04
eTag objects - - °

M HGERAS 01 (2025-11-13) WA © HARABIRAE 18
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2R 4-4 CreateRequestEip

B RE B | R

id String o IfAEIRER: EIPRYID,

o EUESEHE: 36{ZUUID,

o U5 HFREHAEIPHIES, 3
HEZREIPRTRIE,

JLIEE = BT NIPTIRES
FEIPRIID,

iy

type String e INBEIRER: EIPHYSEEY,

o EUESBE: 5_bgp (&2zh&
BGP) , 5_sbgp ( 3%#7&BGP) ,
5_youxuanbgp ( {fti%&BGP )
A EEHISEIPE6FtypeFERHIEN
BEE. NRNNEm21F5_bgp
KR, @B RS,

o #ATR:
- WIRRSREARSIFAORE,
- HFPZEEIPIHSINEEEE,

BUARE,

B R EERIBEIPFR4type
FERIATR,

iy

charge_mod | String o IfEEIRBA: EIPAYT SRR,
e EREtELIETRIT R,

o BUECE:
bandwidth: & eaitEk.

traffic: IZR=EITE,

o ZJTR: LFHCIZEEIPIH=ERYTE
HETRNSEEES, SNARIE,

e ZtiME: bandwidth,
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B

5]

ik

bandwidth_si
ze

Integer

o INEEWBA: EIPRYTSEEA/N, B

fi7: Mbit/s, & regionfEiigiR(it
MEIPRASEARE, EIPIRAS
X IRTEIPIRSS, nJLMERIER
KIES P FHIEIPHR AT .

EVESEE: 1-1000, E{ABYES
SEWMENMIRSBIZREIPERL,

295k HFtUEEIPISEETYIE
HEHENEEIES, SNAE,
flavorgBasichd, BYEABERTF
100; flavorgProfessional1fd,
BEFEEAT300; flavorSy
Professional2fd, BYEAREREAT
1000; flavorAGMRAY, BUEFAE
AKF500,

bandwidth_n
ame

iy

String

INEEIRAR: EIPRYHE=ETR,
EUESBE: 1-641MNFERF, I
F. BXFE. $F3Z(\ude00 -
\lIJ£9fa5) N _(-szl.]é%) Y -(El:'jzug%) N
(=)o

295k HECIEREIPIZEERYPE
HETRNEEES, SNARIE,

BONME: SFREIZEIPIHRAT, R
HitFERSBERERH
vpngw-bandwidth-***fJEIPHS
ZR. HEn: vpngw-bandwidth-
elfa,

bandwidth i
d

iy

String

TheEisER: wERID, BUEEsEEAR
IPRIRT LR EEBRIHEFR.

EUESBE: 36fZUUID,

HR: PERAEHTENFEES,
BUFE.

& 4-5 VpnRes

ourceTag

B

sry

iR

key

HID | 1S HO

String

o INEEINAE: FRERYE,
) HR{ETPSI. 1-1281MN 255, ST

« BYFHE, P AmlTRE.
BE. T, URUTERS: =
+-@,
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BR S B | iR

value String = o INEEIRER: IREMYE.

o EVESBE: 0-2551FF, HiFH
F. BYFH. B, EIFE.
BIE. T, URUTZER: =
+'@o

o IERIEH
a. {FRABEBEIPEIEXEXVPCAIVPNIIS,

POST https://{Endpoint}/v5/{project_id}/vpn-gateways

{
"vpn_gateway": {
"vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36c”,
"local_subnets": [
"192.168.0.0/24", "192.168.1.0/24"
1
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"eip1 ||: {
"id": "cff40e5e-demo-a8df-va86-7366077bf097"
L
"eip2":{
"id": "d290f1ee-demo-a8df-va86-d701748f0851"
}
}
}

b. FHEEIPEIZEXEXERAYVPNIIX .

POST https://{Endpoint}/v5/{project_id}/vpn-gateways

{
"vpn_gateway": {
"name": "vpngw-1234",
"attachment_type": "er",
"er_id": "cb4a631d-demo-a8df-va86-ca3fa348c36¢",
"vpc_id": "584a238f-demo-a8df-va86-edca746f6277",
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 65533,
"flavor": "Professional2",
"availability_zone_ids": [
"cn-south-1f",
"cn-south-1e"
1
"eip1": {
“type": "5_bgp",
"charge_mode": "bandwidth",
"bandwidth_size": 1000,
"bandwidth_name": "vpngw-bandwidth-1391"
h
"eip2": {
"type": "5_bgp",
"charge_mode": "bandwidth",
"bandwidth_size": 1000,
"bandwidth_name": "vpngw-bandwidth-1392"
}
}
}

c. CUEFARIKEXVPCHYVPNIIK .

POST https://{Endpoint}/v5/{project_id}/vpn-gateways

{

"vpn_gateway": {
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"vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36c”,
"local_subnets": [

"192.168.0.0/24", "192.168.1.0/24"
1
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",

"network_type": "private"

}

}

N RzHR
o NS
IR[EPMRZSRS ST 201: successful operation,

2= 4-6 K Body 2¥5I%

B -3t 1153
vpn_gateway | ResponseVpn | VPNREITHR,
Gateway
object
request_id String BXKRID,

%= 4-7 ResponseVpnGateway

B i) HA

id String o INAEIRAA: VPNRIEID,
o 1&3z: 36{ZUUID,

name String o INBEIHEE: VPNRIFEZFR.

o HUESEHE: 1-64MFTF, BIFH=. =
XFE. #H3Z(\ude00 - \u9fas). (T
%) . -(FklZk) .

network_type | String o INBEIRAR: VPNRIFELEZER,
o BUETCE

public: 22K,
private: FAM,
o ZIAME: public,

attachment_ty | String o INAEEIHAR: XEAET,
be o HUETHE:

vpc: EIFAE =,
er: 1ERAZE.

ip_version String o IHBESAR: VPNRIERIIPHMYIRAS .
o EUESBHE: ipv4. ipv6,
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B it fA
certificate_id String o IhgtikER: UFBID,.
o #&z{: 36fZUUID,
er_id String VPN KFmEZAIERSLAIAIID . 1N
attachment_typegerfFiR[E],
vpc_id String Hattachment_typeJavpchdt, vpc_id2

VPNRIXKEXRYLLSSVPCRYID
Hattachment_typeAerlt, FiRELLF
E& ., oJLA@idaccess_vpc_idFEREEVPN
MBI VPCAIID

local_subnets

Array of String

IPvARiImFM . RigFME= LEFM, %
MEREEBIZVPNS P MIMEEHTE
B, BN MEEIRA:
192.168.52.0/24 , {¥=attachment_type
JFavpcHip_version Aipv4RTiR[a],

connect_subne
t

String

VPNRIX P {EFBRIVPCHEY—FRIID

bgp_asn

Long

VPNRIEBIBGPEAIHRE .

flavor

String

o INEEIRAE: VPNIKEAJHIAESEEY , SCFR
TS TEIESEVPNEEFI S EIZEVPNR
X REAYSpecificationi&IR .

o HYEEE:
v300: BRKEEAT5300Mbps, iZEUE
ERER, BNARERSESF, &
WAE(ERIZEE
vig: RKEARTR1Gbps, ZEESR
&3, BMAREFREMUESR, BR
EERZEUE.
Basic: Ex K& AT 5a100Mbps.,
Professionall: KA T 0
300Mbps.
Professional2: sz K& A& i 5s1Gbps,

GM: Fx K#E &7 55500Mbps .

connection_nu
mber

Integer

VPNRJX FRIER A VPNIERZEL

used_connecti
on_number

Integer

VPNMX T Y a2 2ERRIVPNIEREE .

used_connecti
on_group

Integer

VPN T HBIE&FERAIVPNEZE D
., E—RAPMNEN=IRSERER—
MERZH ., VPNRIEOASZIF101 R 2R
VPNiZEREH,
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APl &% 4 API
E= i) fihik
enterprise_proj | String e INREIRER: BMVIREID,
ect_id o 8z 36{IUUIDZE"0",
access_vpc_id | String o INBEIREE: VPNRIFE(ERERYEAVPC
ID,

o 1&={: 36{ZUUID,
access_subnet_ | String o INEEIHER: VPNMIX(EREYZEAVPCH
id A9FMIID,

o 1&=: 36{ZUUID,
ha_mode String o INEEIRAER: MIKAIHARET, "active-

active"E&RXWE, "active-standby"Z&
~EF,

o HYESBEl: active-active, active-

standby,

e ZKIAE: active-active,
policy_templat | PolicyTemplat | IEEEIPEEA VPN R KRIRIEENREC
e e object &, REEMEHIEEIEIPEANVPNRI KT

&[G,
tags Array of eI

VpnResourceT
ag objects
& 4-8 VpnResourceTag
B St R
key String o INREUIRR: FRESHIE.
o EUESEHE: 1-12810=FFF, IFHEF.
RNFE, B2, BAMRFE. @5 =
*gy L\/L&L\)\—lt$fgl _-::+_@o
value String o INAEINAR: FRESHYE.
o EUESEME: 0-2550FFF, TiFH=F.
BNFHE, P, AYFE. @i T
#:lz’ L\J\&Dj\-lt?fg _-::+'@o
& 4-9 PolicyTemplate
B it ik
ike_policy IkePolicy ike SREENISR
object
SiSkRA 01 (2025-11-13) WRINPTE © HERIRARBIRAE) 24



FEE FAMIES

APl &% 4 API
B it fiik
ipsec_policy IpsecPolicy ipsec SRE&ITHR .
object

& 4-10 lkePolicy

B it fik

encryption_alg | String o INBEIRAE: IMNEZESX,

orithm o EUESBE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,

dh_group String o INEEIRER: SE—ERZEIPIA(FREAIDH
H,

e HYESBEl: groupl4, groupls,
group16, group19, group20,
group21, disable,

authentication | String o INREINMREE: INIEESE,

~algorithm o EVEBHE: sha2-512, sha2-384,
sha2-256,

lifetime_secon | Integer o INEEIHER: FTRSANEEFRERR, x4

ds

1ZEEABAYISIKE SASBIEH .
o EVESEE: 60-604800, EAfy: #b,

& 4-11 IpsecPolicy

AR

xE

i1}

authentication
_algorithm

String

o INAEEIRAR: INEEE,
o BYESEE: sha2-512, sha2-384,
sha2-256,

encryption_alg
orithm

String

o INREEIREA: IMNEEX.

o EYESEE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,

pfs

String

o IfREIREA: PFSEEFBAUDHESRA

o HUESEE: groupl4, groupl5,
group16, group19, group20,
group21, disable,

N5k 01 (2025-11-13)
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E= i) fR
lifetime_secon | Integer o INEEHER: RRECEIPSeEIZETAIGE
ds BLAREAEENSEFRERR,
o HUESBE: 30-604800, Efi: #b,
LI )vZ =207
a. fEREBEIPEIERXEXVPCAIVPNMIKAINTRY o
{
"vpn_gateway": {
"id": "134f9fb1-demo-a8df-va86-2040a5c13325",
"name": "vpngw-9f24",
"network_type": "public",
"attachment_type": "vpc",
"ip_version": "ipv4",
"vpc_id": "0cf79a3f-demo-a8df-va86-d7ace626b0fa",
"local_subnets": ["192.168.0.0/24"],
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 64512,
"flavor": "Professional1",
"connection_number": 200,
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "0",
"access_vpc_id": "0cf79a3f-demo-a8df-va86-d7ace626b0fa",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode": "active-active"
L
"request_id": "7b37532a-d6e4-46b9-98dc-9169ec2ca58f"
}
b. FTEEIPBIEKEXERAIVPNR KAV
{
"vpn_gateway": {
"id": "80ac167b-demo-a8df-va86-ad9a2a23223b8",
"name": "vpngw-1234",
"network_type": "public",
"attachment_type": "er",
"ip_version": "ipv4",
"er_id": "cb4a631d-demo-a8df-va86-ca3fa348c36¢",
"bgp_asn": 65533,
"flavor": "Professional2",
"connection_number": 200,
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "0",
"access_vpc_id": "0cf79a3f-demo-a8df-va86-d7ace626b0fa",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode": "active-active"
I
"request_id": "cd71cade-bfbd-410b-b672-4bfe46cfc311"
}
c.  BUEEFARIEEXVPCHIVPNEHINERYS o
{
"vpn_gateway": {
"id": "80ac167b-demo-a8df-va86-a9a2a23223b8",
"name": "vpngw-1234",
"network_type": "private",
"attachment_type": "vpc",
"ip_version": "ipv4",
"vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36c”,
"local_subnets": ["192.168.0.0/24", "192.168.1.0/24"],
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 65533,
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"flavor": "Professional2",

"connection_number": 200,
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "0",
"access_vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36c”,
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",

"ha_mode": "active-active"

}
}

K&

~—

4.1.1.2 &if VPN RJ%

ab
ThEEN 4R

B2A.2 W63,

HRIEVPNRIXID, EiFHEERIVPNIMX

AR

523 WMTEAPI,

"request_id": "cd71cade-bfbd-410b-b672-4bfe46cfc311"

URI
GET /v5/{project_id}/vpn-gateways/{vgw_id}
*= 4-12 S¥0UHA
BFR i) =AY | %A
ik
project_id String 2 IREID, BILABIIIRENIRE IDFREIRE
ID,
vgw_id String = VPNRXID,
iﬁ*;ﬁl§\

o IBRBY
o
o EREH

GET https://{Endpoint}/v5/{project_id}/vpn-gateways/{vgw_id}

NaRZHS
o IARISH

IREMAZSIS /A 200: G
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%+ 4-13 QR Body 2%(31%&

B - Sit] 2123

vpn_gateway ResponseVpn | vpn_gatewayXd&R .
Gateway
object

request_id String BXKID,

7% 4-14 ResponseVpnGateway

B 5] U

id String o INEEIHAE: VPNRIXID,
o #&Z\: 36{ZUUID,

name String o INEEIRBE: VPNRIXBEFR,

o EUESEE: 1-641NFRF, iFH=F. =
XFE. 3 (\u4e00 - \u9fa5) . _
(FRIZ) « - (PRIEL) . (=)o

network_type | String o INEEHAEA: VPNMERILZZEEY,

o HUESEE:
public: 23,

private: FAM,
e ZHAE: public,

status String e INBEIRAA: VPNRIEIRZS,

o HUBESEE:
PENDING_CREATE: 6lzh,

PENDING_UPDATE: E#,
PENDING_DELETE: iR,
UPGRADING: FH&H,
ROLLING_BACK: [EEH,
PENDING_UPGRADE_CONFIRM: #fiA
K

ACTIVE: IE%,

FAULT: B3,

FREEZED: &&%,

attachment_ty | String o INAEIRAR: XEXEZ,
be o EUETE:

vpc: EIAFABE =,

er: 1IVIRAZE,
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E= i) 1k
ip_version String o INACHAA: VPNMIZAYIPHMYARAN .
o HUESEE: ipv4. ipv6,
certificate_id String o INBEIHER: WEHEID.
e 1&z: 36fIUUID,
er_id String VPN MK FZEIZHIERSEFIRIID . {2
attachment_typeJgerfdiR[a],
e'raattachment String VPN K XEXAIERIZEZID .
i
vpc_id String VPNRIZEXKEXAIS3VPCHIID . X

attachment_typegvpchdiR[a],

local_subnets

Array of String

IPVARIHFM . NipFMEs EFR, %
MEEFEEE VPN SR MIMEHITE
B, BRSO
192.168.52.0/24 , {XZHattachment_type
JavpcHip_version Aipv4R$iR[a],

connect_subne | String VPNRIXFr{ERRIVPCHAI— 1 FMID,
t

bgp_asn Long VPNMX(HIBGPEAIHRS o

flavor String o INBEIHEA: VPNRIKAIFIAZSERY

o EUEEH:
Basic: gz K%t A& 100Mbps,

Professionall: kit k s
300Mbps.

Professional2: g AKiEA& 5 1Gbps,
GM: RAH AT E500Mbps.

availability_zo
ne_ids

Array of String

ZREVPNMXHIT AKX . HisETHHEX
AYNR[E]; HARIEEATHKXAS, TEVPNK

FHPRSSACTIVERHR[E
public_border_ | String nIHRE,
group
connection_nu | Integer VPNRIE RIS AVPNIEZEE .
mber
used_connecti | Integer VPNMX T HBIEL(FHAIVPNIZEEE]
on_number
used_connecti | Integer VPNMX T HEIELFEHEAVPNEZAN

on_group

., E—FRAFPMEN=RIRSERE—
MEREH . VPNRIKEAASZIF10M R EER
VPNiZE#EAH,
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B it fiiA
enterprise_proj | String e INEEHER: BMMIREID,

ect_id

o : 36fUUID, BIERIAENIRE]
"o" ’ %iﬁiﬁ%?de'faultﬁéﬂlﬁg o
E "O"HAREXLFENEWIRAID,

eip1 ResponseEip | YGEVPNMEFRRERAIE—NEIP, &
object EXVPNRIXZFRREEIP, FEVPNRXAIIR
A AACTIVERTIRE],
eip2 ResponseEip | XGEVPNMEFRRERARIE_EIP, &
object EXVPNRXZFRREBEIP, FEVPNRYXAIIR
SRACTIVERHR[E]
created_at String o BUEEATIE, FEVPNRIKAPIRZSFACTIVE
AgIR[E]
o UTCRYEIEIN: yny-MM-
ddTHH:mm.ss.S55Z,
applied_at String o £XATIE., FEVPNRIFEHIRZSSIACTIVE
FiRE ,
o UTCHYENEZ: Jyyy-MM-
ddTHH:mm:ss.5552,
updated_at String o H5—IREHYE. FEVPNRIXAVRZE
BACTIVERTIR[E]
o UTCHYENEZN: yyyy-MM-
ddTHH:mm.ss.S552,
access_vpc_id | String e INBEIHAA: VPNMX{ERRIEAVPC
ID,
e 1&z: 36fIUUID,
access_subnet_ | String e INBEIRAA: VPNRI(ERRIEAVPCH
id BIFMID
e 1&z: 36fIUUID,
access_private_ | String FARIZEBIVPN R EAIIZNFARIP, VPNRIE
ip_1 FERIZFANIPS IR EE . XUERX
FNERRIE— N FAMBIE, FEFRRE
FARIIHLIL .
~f5l: 192.168.52.9, {XHnetwork_type
HprivateRFiR[E],
access_private_ | String FAPISEEIVPN I ZAIIZNFARIIP, VPNRISE

ip_2

(ERIZFAMIPSXiRMXEiE . TLERIK
FRAEANE AR, FERTE
FARIHELIE o

B 192.168.52.9, {NZinetwork_type
FprivatefFix[a],
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B 281 fR
certificate_id String o INBEIRAA: VPNI{ERRIVPNIEIIE
FID, {XiEflavorAGMATHR[E],
e 1&4: 36{ZUUID
ha_mode String o IfREIRBA: PIXRIHAIETL, “active-
active"FRXUE, "active-standby"ZE
T~EE.
e HUESEE: active-active, active-
standby .
o PRIAME: active-active,
policy_templat | PolicyTemplat | FEEIEIPIEAVPNRM XM XHISRREIEIRED
e e object B, REENEHIEEIEIPENVPNRIHT

&MEl,

supported_flav
ors

Array of String

oI X AT A ECEIRY B AR

supported_feat

Array of String

KB ST HF AT IETORE o

ures
tags Array of &R,
VpnResourceT
ag objects
& 4-15 ResponseEip
2R St R
id String o INAEIRER: EIPRYID,
o 1&z(: 36{ZUUID, HEABKIAEIIR
BeiRE"0",
ip_version Integer o INAEEIHAR: EIPARZAS .
o BUEEE: 4.
ip_billing_info | String o INEEIRAE: EIPENITER(ERE. BF/8H
EIPASIRENTRER, 1ZFITZEHIEIP
AiR[E],
o HI:
order_id:product_id:region_id:project_i
d, a0:
CS22**+*+++%| |BIV:00301-******-0--0:br-
iaas-
0din1:0605768a******++**+*c006c7e484a
do
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E= it fihik
type String o INAEIRAR: EIPRYSERY,

o EYESEE: 5 _bgp (£#IEBGP) ,
5_sbgp (##7SBGP) , 5_youxuanbgp

( {1%EBGP )
O EEHBEIPR6PtypeFERAVEUETE
Bl

ip_address String o INREIHER: EIPAYAMIIPVALHLL

o 1&Z(: ipvASSEitiblE. BUAN:
88 #4511,

charge_mode | String o IJREUHAR: EIPRYFREITERIRI, KnE
TH R R LT 2R

o BUESGHE:
bandwidth: e+,

traffic: IRELTER.

bandwidth_id | String o INAEIRAR: EIPRIEEESID.
o ’z{: 36ZUUID,
bandwidth_siz | Integer o INBEIREA: EIPRYEE A/, BA(L:
e Mbit/s. B regionBEiSIRHAYEIPER K

twaaAE, EIPAIR AT PR TEIPIR
5, AJLAER T RERIESKF TAYEIPAY
BAT o

o HEYESEE: 1-1000, E{AEHEIZSEM®
TN IRSS BIZREIPE R

bandwidth_na | String o INEEIRER: EIPAYRERRTR,
me o BUETE: 1-640EH, TR, &

NFH, #3Z(\u4e00 - \udfas). (T
XZk) . -(FRlK). .(R).

bandwidth_bill | String o IfEEIHEA: EIPAUEERITRES . S5/

ing_info BREPHFEASREGEITRER, &
T ERAIEIPT SR AIR(E]

o HRI:

order_id:product_id:region_id:project_i
d, &0:
CS22***+kxkx| |BIV:00301-******-0--0:br-
iaas-
0din1:0605768a********++*c006c7e484a
Ao

share_type String o INREIREA: WERHZER,

o BUESEHE:

PER: JHZ=FTE,

WHOLE: H=%5%s.
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% 4-16 PolicyTemplate

E= i) fR
ike_policy IkePolicy ike SREENTISR .
object
ipsec_policy IpsecPolicy ipsec SREEXISR
object
& 4-17 IkePolicy
B -3t R
encryption_alg | String o INAEIRAA: INZEX,
orithm o BEYESEE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,
dh_group String o IfEEIRAR: M EREAIEEFERIDH
H,

o HUESBE: group14, groupls,
group16, group19, group20,
group21, disable,

authentication | String o INAEIHAR: INIEEE,

_algorithm o EUEBE: sha2-512, sha2-384,
sha2-256,

lifetime_secon | Integer o INBEEIHAR: FRSANEZEHD, Hiz4&E

ds

ZEERBRIEIKE SASENEH .
o HVESTE: 60-604800, Hfi: .

% 4-18 IpsecPolicy

orithm

=T it )%

authentication | String o INEEHER: TAIEEE,

~algorithm o EUEEE: sha2-512, sha2-384,
sha2-256,

encryption_alg | String o INEGIHER: INZE;X,

o HUESEE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,
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B -3t fiik
pfs String o INAGIRER: PFS{ERIAYDHEAA.

e HYESBEl: groupl4, groupls,
group16, group19, group20,
group21, disable,

lifetime_secon | Integer o INAEIHAR: FRACEIPSecEEEIHIME

ds

BLAREREENEZREEA,
o EVESEE: 30-604800, EAfy: #b,

R 4-19 VpnResourceTag

B i) HR
key String o INBEIRBH: FREERYHE.
o HEUESEHE: 1-12810FFF, TIFH=F.
RNFHE. v, ARFE. EiE. T
1% 3 D}\&D)\T?fg . _~:=+'@ o
value String o INEEIRER: RERYE.
i R b
RYFE, P2, BAMFE. @5 =
*g ) L\/L&L\)\—Fifg . _-::+'@ o
o NaRFF
a. EFLMEREKEXERRIVPNIX ,
{
"vpn_gateway": {
"id": "66ddeacb-demo-a8df-va86-9a414b5bd7d5",
"name": "vpngw-5bd6",
"network_type": "public",
"status": "ACTIVE",
"attachment_type": "er",
"ip_version": "ipv4",
"er_id": "c62fad0d-demo-a8df-va86-e06c4c351bof",
"bgp_asn": 64512,
"flavor": "Professional1",
"availability_zone_ids": ["cn-south-1f", "cn-south-1e"],
"connection_number": 200,
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "0",
"eip1 " {
"id": "0f6d1415-demo-a8df-va86-edb2ee97c9cc",
"ip_version": 4,
"type": |I5_bgp|l’
"ip_address": "88.*** *** 251",
"charge_mode": "bandwidth",
"bandwidth_id": "e93767cc-demo-a8df-va86-bac2987f90a4",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-10c3"
h?
|Ieip2l|: {
"id": "7b46b62f-demo-a8df-va86-6b8e44312416",
"ip_version": 4,
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b.

}

n

}

"type": "5_bgp",

"ip_address": "88.***** 102",

"charge_mode": "bandwidth",

"bandwidth_id": "bde3557e-demo-a8df-va86-629a3754ae07",

"bandwidth_size": 300,

"bandwidth_name": "vpngw-bandwidth-18bd"
L
"created_at": "2025-06-28T02:22:27.24Z",
"updated_at": "2025-06-28T02:22:27.24Z",
"access_vpc_id": "0cf79a3f-demo-a8df-va86-d7ace626b0fa",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode": "active-active"

request_id": "28b795f8-d431-4f1e-93ab-1c401a82b799"

BEEFARSERLCBXVPCAIVPNI X o

{

"vpn_gateway": {

3

n

}

"id": "66ddeacb-demo-a8df-va86-9a414b5bd7d5",

"name": "vpngw-5bd6",

"network_type": "private",

"status": "ACTIVE",

"attachment_type": "vpc",

"ip_version": "ipv4",

"vpc_id": "91a74241-demo-a8df-va86-9b5f98c66c8c",
"local_subnets": ["192.168.0.0/24"],

"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 64512,

"flavor": "Professional1",

"availability_zone_ids": ["cn-south-1f", "cn-south-1e"],
"connection_number": 200,

"used_connection_number": 0,

"used_connection_group": 0,

"enterprise_project_id": "0",

"created_at": "2025-06-28T02:22:27.24Z",

"updated_at": "2025-06-28T02:22:27.247",

"access_vpc_id": "0cf79a3f-demo-a8df-va86-d7ace626b0fa",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"access_private_ip_1": "192.168.146.45",
"access_private_ip_2": "192.168.146.77",

"ha_mode": "active-active"

request_id": "28b795f8-d431-4f1e-93ab-1c401a82b799"

c. ERAMERIXELVPCHIFEEIEIPIEAVPNRIX o
{

"vpn_gateway":{

"id":"66ddeacb-demo-a8df-va86-9a414b5bd7d5",
"name":"vpngw-5bd6",
"network_type":"public",
"status":"ACTIVE",
"attachment_type":"vpc",
"ip_version": "ipv4",
"vpc_id":"c62fad0d-demo-a8df-va86-e06c4c351b9f",
"local_subnets":[

"192.168.0.0/24"
]

"connect_subnet":"fd75bf7b-demo-a8df-va86-db13f03e299a",
"bgp_asn":64512,
"flavor":"Professional1-NonFixedIP",
"availability_zone_ids":[
"cn-north-7¢"
1
"connection_number":200,
"used_connection_number":0,
"used_connection_group":0,
"enterprise_project_id":"0",
"ha_mode":"active-standby",
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"eip1"{
"id":"0f6d1415-demo-a8df-va86-edb2ee97c9cc",
"ip_version":4,
"type":"5_bgp",
"ip_address":"88.*** *** 251",
"charge_mode":"bandwidth",
"bandwidth_id":"e93767cc-demo-a8df-va86-bac2987f90a4",
"bandwidth_size":300,
"bandwidth_name":"vpngw-bandwidth-10c3"
L
"eip2"{
"id":"7b46b62f-demo-a8df-va86-6b8e44312416",
"ip_version":4,
"type":"5_bgp",
"ip_address":"88.*** *** 102",
"charge_mode":"bandwidth",
"bandwidth_id":"bde3557e-demo-a8df-va86-629a3754ae07",
"bandwidth_size":300,
"bandwidth_name":"vpngw-bandwidth-18bd"
L
"policy_template":{

"ike_policy":{
"encryption_algorithm":"aes-128",
"dh_group":"group20",
"authentication_algorithm":"sha2-256",
"lifetime_seconds":86400

b

"ipsec_policy":{

"authentication_algorithm":"sha2-256",

"encryption_algorithm":"aes-128",

"pfs":"group20",

"lifetime_seconds":3600

}
L
"created_at":"2025-06-28T02:22:27.24Z",
"updated_at":"2026-06-28T02:22:27.24Z",
"access_vpc_id":"4d03fe2d--demo-a8df-va86-6def96440f2b",
"access_subnet_id":"fd75bf7b--demo-a8df-va86-e-db13f03e299a"

}
"request_id":"28b795f8-d431-4f1e-93ab-1c401a82b799"
}
RED
AR e
4.1.1.3 251 VPN [£51%E
INREN4B

BVPNRXFIE .
BRSE
B2 M3 AMTERAPI.

URI

GET /v5/{project_id}/vpn-gateways
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%= 4-20 205HA
B S =5Y | %A
i%
project_id String 2 IREID, aILABIdIREER B IDFRERE
ID.
& 4-21 153K Query 285z
B i) =AY |k
1%
enterprise_pr | Array B EWIRBEID,
oject_id
IBKEHR
BRSH
To
BRI

WAGER

a. EEATEVPNRIX,

GET https://{Endpoint}/v5/{project_id}/vpn-gateways

b. #R#Eenterprise_project_idZifVPNE ,
GET https://{Endpoint}/v5/{project_id}/vpn-gateways?

enterprise_project_id={enterprise_project_id}

i Rz S40

IREMAZIS A 200: @I

= 4-22 R Body 2%

=T it ik
vpn_gateways | Array of FESESH
ResponseVpnGat
eway objects
request_id String BEXID,
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= 4-23 ResponseVpnGateway

2R i) )%

id String e IHESIREA: VPNMID,
o &= 36{UUID,

name String o INBEIHER: VPNMXZBIR,

o EUETEHE: 1-641MFF, XiFH=F. &
X=FE. $3 (\u4e00 - \u9fa5) . _
(FRIZE) « - (hRIE) . (=) o

network_type | String o INRGIRAE: VPNMIKEMILEZER
o HEUBETE:

public: 2K,
private: FAM,
e ZIAE: public,

status String o INBEIRER: VPNRIFIRZ,

o HUESEHE:
PENDING_CREATE: gz,

PENDING_UPDATE: E#i,
PENDING_DELETE: Mip&eh,
UPGRADING: F&h,
ROLLING_BACK: [EiEH,
PENDING_UPGRADE_CONFIRM: #iA
i

ACTIVE: IEE.

FAULT: B8,

FREEZED: &4,

attachment_ty | String o IHEEUHER: KEXET(.
be o EUETBHE:

vpc: EIAFAE =,
er: AVFRAHSE,

ip_version String o INAEIHAA: VPNMIEAIIPHMY AR .
o EUESEHE: ipv4. ipv6,
certificate_id String e IfAEIRER: UEBID,
e 1&z{: 36fIUUID,
er_id String VPN FIZEREAIERSLEIRIID . X
attachment_typeAerfFiR[E] .
eraattachment String VPN X FREXRIERIEEID
i
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2R =i i)
vpc_id String {¥Hattachment_typeIvpchhiR[E, 2

VPNRIXZFZELAIN S VPCHIID

local_subnets

Array of String

IPV42KE#JE¥MO ZKﬁ#Jﬁ?nﬂEEJ:?n’ i/(
MEEEEBIVPNSAFMIMNSZHTE
B. BRSO
192.168.52.0/24 , {¥=attachment_type
JvpcHip_version Aipv4lTiR[E]

connect_subne | String VPN X FH{ERAIVPCHRAI—1NFMID,
t

bgp_asn Long VPNRIXAIBGPEEIHMRE -

flavor String o INBEEWBA: VPNRIKAIHIAESEEY,

o HUEEE:
Basic: gz KiE A& 100Mbps,

Professionall: mKEA T =
300Mbps.,

Professional2: gz KiEA& s 1Gbps,
GM: H&A%ATZ500Mbps.,

availability_zo
ne_ids

Array of String

EBEVPNRIXRIRTABX . HiEE 7 THEK
BIiRE]; SKREEIRXES, EVPNRK

FHPRSSACTIVERHR[E

public_border_ | String LHBRH,

group

connection_nu | Integer VPNRIXE TAYER K VPNIEZE]

mber

used_connecti | Integer VPNRIX T HEIS 2 ERAIVPNIEREE

on_number

used_connecti | Integer VPNRX T HBIEEERAVPNIERZAD

on_group é‘& B—RARPMNX\=RIRRERZEN—
MMEREH . VPNRIKELASZIF10M R R
VPNi&E#EA .,

enterprise_proj | String o IfBEIRAR: AIRBID,

ect_id

o #&3(: 36{ZUUID, BIERIAENRE
"0", FrAFETFdefault®IInE .,
E: "0"HARESEFENEWIREID,

eip1 ResponseEip | VPNRIX(ERAISE—EIP, TEVPNRIXKAY
object IREAACTIVERHR[E],
eip2 ResponseEip VPNI__Iéé{@EﬁE’JM_/\EIPo TEVPNRXHY

object

RS HIACTIVERTHR
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2R =i i)
created_at String o BIFERTE., TEVPNMIEAPRZSSIACTIVE
AfiR[E],
o UTCHYEIEZN: yyyy-MM-
ddTHH:mm:ss.5552,
applied_at String o XATIE], FEVPNRIKAPRESIACTIVE
AfR[E],
o UTCHIEIRE: yyyy-MM-
ddTHH:mm:ss.5552,
updated_at String o fe—REHATE, EVPNMZAPRZS
FACTIVERHR[E]
o UTCHYENEZ: Jyyy-MM-
ddTHH:mm:ss.S552,
access_vpc_id | String o IfEEIHER: VPNM(ERAYEAVPC
ID,
e 18={: 36{1UUID,
access_subnet_ | String o IHEEIHER: VPNMX(ERAYZEAVPCH
id A9FMID,
e 18={: 36{1UUID,
access_private_ | String FARIZEBIVPNRIEAIEENFARIIP, VPNRIE
ip_1 ERIZFAMNIPSITimM EBIE , XSUEM X
FERE—FAMMBIE, FRFFRRE
FAPILBIE
~fF: 192.168.52.9, {XZnetwork_type
JFprivatefFiR[E],
access_private_ | String FARIZEBIVPN R KAIIZNFARIP, VPNRIE
ip_2 ERNZFAMNIPSITimM EBIE ., XUEM X
FERETAFAMMBUE, FRERRE
FAPILBYE
~f5l: 192.168.52.9, {XHnetwork_type
HprivatelFiR[E],
ha_mode String o INASINAA: MIEAIHARET, "active-

active"E&RNGE, "active-standby"Z&
~EH.

o HEYESBEl: active-active, active-
standby,

e EXINE: active-active,

policy_templat
e

PolicyTemplat
e object

JEEEIPEAVPNKAIRESIEIRECE, R
BEMEAIEEEIPIEA VPN XAHRE]

supported_flav
ors

Array of String

poI X AT A ECEURY B AR
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B

St

%

supported_feat
ures

Array of String

KB SZHF AV IETORE o

tags

Array of
VpnResourceT
ag objects

ey,

% 4-24 ResponseEip

&R

SRy

ik

id

String

INgeiRBA: EIPEYID,

&z 36fZUUID, ZfERABAIATRILIR
HE$iRE"0",

ip_version

Integer

INREIRAE: EIPKRZAN,
BEEE: 4,

ip_billing_info

String

IhREi<AA: EIPRIITERER . BF/8R
EIPARIRERTRER, RFEITZERYEIP
K‘@@O

Bz
order_id:product_id:region_id:project_i
d, @n:

CS22%+*+*x*| |BIV:00301-******-0--0:br-
iaas-
0din1:0605768a************c006c7e484a
Ao

type

String

INAEIER: EIPRYZEEY,

EYESEE: 5_bgp ( £zhZBGP) ,
5_sbgp ( 8%7BGP ) , 5_youxuanbgp
({£i%BGP )

OB ERIBEIPER6FtypeFERAVENETE
E5

ip_address

String

INREIEER: EIPAIZAIPVALHLILE

MU ipv4SEBithE, fan:
88 Fx* 11

charge_mode

String

IIRENER: EIPRYWEEITERRI . WinE
HESIET RIS

BESEE:
bandwidth: &asEsitER,

traffic: REitE,

bandwidth_id

String

IREIRAR: EIPHYEESID,
¥=: 36fZUUID,
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B

St

%

bandwidth_siz
e

Integer

e INEEIHER: EIPAYRER R/, BAf:
Mbit/s., B regionBEiBIRMHAYEIPR K
waAE, EIPHIS AT ZRTEIPER
55, JLMER T RRIESKA FAIEIPEY
BRATE.

o HUESEE: 1-1000, E{FEUEIESEM
AR CIZEEIPER

bandwidth_na
me

String

o INEEUIRA: EIPHYEE=SZFR.

o EUETEE: 1-641M=FFF, TIFH=. =
XF8. H3(\ude00 - \udfas). _(F
L) . -(FRIZK) . (=),

bandwidth_bill
ing_info

String

o INEEIRER: EIPAUTRITRER. B85/
BAEPFREASREFRITEER, %
EEREIPT B AIRE

o FE:
order_id:product_id:region_id:project_i
d, u0:

CS22****xxx%| |BIV:00301-******-0--0:br-
iaas-
0din1:0605768a*******+*+**c0)06c7e484a
Ao

share_type

String

o IfREIRER: HEHZRER,

o HYESEHE:

PER: JHEZHE,

WHOLE: H=w%E,

& 4-25 PolicyTemplate

B -3t ik

ike_policy IkePolicy ike ZREEXTIR
object

ipsec_policy IpsecPolicy ipsec SREGIIHR .
object
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& 4-26 lkePolicy

ds

B 5] R

encryption_alg | String o INREUGRE: INZRE %,

orithm o EUESEE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,

dh_group String o INREIRER: FE—EREIPI(FRAIDH
H,

o HUESEE: groupl4, groupls,
group16, group19, group20,
group21, disable,

authentication | String o INBEIHAR: INIEEXE,

—algorithm o EYESEE: sha2-512, sha2-384,
Shaz-256o

lifetime_secon | Integer o INELIRBR: FTRSAHETFEHR, Hix4E

1ZEEABAYISIKE SASBIEH .
BYESEE: 60-604800, H{i: #,

& 4-27 IpsecPolicy

ds

2R =i finak

authentication | String o IHASHAR: INFESE,

—algorithm o EUESBE: sha2-512, sha2-384,
sha2-256,

encryption_alg | String o INAEINAR: HNZREE,

orithm o EVESHE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,

pfs String o INAEEIHEA: PFSEEFIRIDHZESALA

o HUESEE: groupl4, groupl5,

group16, group19, group20,
group21, disable,

lifetime_secon | Integer o INELiRAA: TRECEIPSeciEIZFEIHIME

BLAREAEENEEFEEER,
EVESEE: 30-604800, E{i: b,
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& 4-28 VpnResourceTag

B KE fik
key String o INREIRAR: FREATHE.
o HUETHE: 1-1281M=FF, STIFH=F.
BYFE, P, BERFE. g5 =
18, URITEFRF: _=+@.
value String o IJREHER: TREERIE.
o EUESEHE: 0-2550FFF, TIFHF.
BYFE., X, BFE. #@E =
18, URLITEFR: _=+-@,

o IARZHFAR

a. EEPTEVPNRIKAIIMAL .
{

"vpn_gateways": [{

"id": "8e1d0686-demo-a8df-va86-91f32fa1dfc8",
"name": "vpngw-1af3",
"network_type": "public",
"status": "ACTIVE",
"attachment_type": "vpc",
"ip_version": "ipv4",
"vpc_id": "91a74241-demo-a8df-va86-9b5f98c66c8c",
"local_subnets": ["192.168.15.0/24"],
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 64512,
"flavor": "Professional1",
"availability_zone_ids": ["cn-south-1f", "cn-south-1e"],
"connection_number": 200,
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "0",
"eip1": {
"id": "8ff5d6b5-demo-a8df-va86-b9d598033153",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.** *** 111",
"charge_mode": "bandwidth",
"bandwidth_id": "aa62f8f2-demo-a8df-va86-b05b2b999715",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-13a3"

h?
"eip2": {
"id": "08e7e927-demo-a8df-va86-26a6394021eb",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 199",
"charge_mode": "bandwidth",
"bandwidth_id": "887d61f7-demo-a8df-va86-38ee8232e27c¢",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-1afb"
b

"created_at": "2025-06-28T02:36:16.834Z",

"updated_at": "2025-06-28T02:36:16.834Z",

"access_vpc_id": "91a74241-demo-a8df-va86-9b5f98c66c8c",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode": "active-active"

A

"id": "66ddeacb-demo-a8df-va86-9a414b5bd7d5",

"name": "vpngw-2be4",
"network_type": "public",
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"status": "ACTIVE",
"attachment_type": "er",
"ip_version": "ipv4",
"er_id": "c62fad0d-demo-a8df-va86-e06c4c351b9of",
"bgp_asn": 64512,
"flavor": "Professional1",
"availability_zone_ids": ["cn-south-1f", "cn-south-1e"],
"connection_number": 200,
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "0",
"eip1": {
"id": "0f6d1415-demo-a8df-va86-edb2ee97c9cc",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 251",
"charge_mode": "bandwidth",
"bandwidth_id": "e93767cc-demo-a8df-va86-bac2987f90a4",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-10c3"

I
"eip2": {
"id": "7b46b62f-demo-a8df-va86-6b8e44312416",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** ** 102",
"charge_mode": "bandwidth",
"bandwidth_id": "bde3557e-demo-a8df-va86-629a3754ae07",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-18bd",
}

"created_at": "2025-06-28T02:22:27.24Z",

"updated_at": "2025-06-28T02:22:27.247",

"access_vpc_id": "0cf79a3f-demo-a8df-va86-d7ace626b0fa",

"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",

"ha_mode": "active-active"
1At

"id":"66ddeacb-demo-a8df-va86-9a414b5bd7d5",

"name":"vpngw-5bd6",

"network_type":"public",

"status":"ACTIVE",

"attachment_type":"vpc",

"ip_version": "ipv4",

"vpc_id":"c62fad0d-demo-a8df-va86-e06c4c351b9f",

"local_subnets":[

"192.168.0.0/24"

1
"connect_subnet":"fd75bf7b--demo-a8df-va86-db13f03e299a",
"bgp_asn":64512,

"flavor":"Professional1-NonFixedIP",

"availability_zone_ids":[
"cn-north-7¢"

1

"connection_number":200,

"used_connection_number":0,

"used_connection_group":0,

"enterprise_project_id":"0",

"ha_mode":"active-standby",

"eip1"{

"id":"0f6d1415-demo-a8df-va86-edb2ee97c9cc",

"ip_version":4,

"type":"5_bgp",

"ip_address":"88.*** *** 251",

"charge_mode":"bandwidth",

"bandwidth_id":"e93767cc-demo-a8df-va86-bac2987f90a4",

"bandwidth_size":300,

"bandwidth_name":"vpngw-bandwidth-10c3"

I
"eip2"{
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"id":"7b46b62f-demo-a8df-va86-6b8e44312416",
"ip_version":4,

"type":"5_bgp",

"ip_address":"88.*** *** 102",

"charge_mode":"bandwidth",
"bandwidth_id":"bde3557e-demo-a8df-va86-629a3754ae07",
"bandwidth_size":300,
"bandwidth_name":"vpngw-bandwidth-18bd"

%
"policy_template":{

"ike_policy":{
"encryption_algorithm":"aes-128",
"dh_group":"group20",
"authentication_algorithm":"sha2-256",
"lifetime_seconds":86400

b
"ipsec_policy":{

"authentication_algorithm":"sha2-256",

"encryption_algorithm":"aes-128",

"pfs":"group20",

"lifetime_seconds":3600

}

L
"created_at":"2025-06-28T02:22:27.24Z",
"updated_at":"2025-06-28T02:22:27.24Z",
"access_vpc_id":"4d03fe2d--demo-a8df-va86-6def96440f2b",
"access_subnet_id":"fd75bf7b--demo-a8df-va86-e-db13f03e299a"

"request_id": "de1b6caf-d024-4dac-850e-645af40c84f3"

b. iR#Eenterprise_project_idZiEVPNMFAINEN
{

"vpn_gateways": [{

"id": "8e1d0686-demo-a8df-va86-91f32faldfc8",
"name": "vpngw-1af3",
"network_type": "public",
"status": "ACTIVE",
"attachment_type": "vpc
"ip_version": "ipv4",
"vpc_id": "91a74241-demo-a8df-va86-9b5f98c66c8c",
"local_subnets": ["192.168.15.0/24"],
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 64512,
"flavor": "Professional1",
"availability_zone_ids": ["cn-south-1f", "cn-south-1e"],
"connection_number": 200,
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "7354dda9-demo-a8df-va86-a6b08fb92043",
"eip1": {

"id": "8ff5d6b5-demo-a8df-va86-b9d598033153",

"ip_version": 4,

"type": "5_bgp",

"ip_address": "88.** *** 111",

"charge_mode": "bandwidth",

"bandwidth_id": "aa62f8f2-demo-a8df-va86-b05b2b999715",

"bandwidth_size": 300,

"bandwidth_name": "vpngw-bandwidth-13a3"

n
’

h?
"eip2": {
"id": "08e7e927-demo-a8df-va86-26a6394021eb",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 199",
"charge_mode": "bandwidth",
"bandwidth_id": "887d61f7-demo-a8df-va86-38ee8232e27c¢",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-1afb"
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"created_at": "2025-06-28T02:36:16.834Z",

"updated_at": "2025-06-28T02:36:16.834Z",

"access_vpc_id": "91a74241-demo-a8df-va86-9b5f98c66c8c",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode": "active-active"

A

A

"id": "66ddeacb-demo-a8df-va86-9a414b5bd7d5",

"name": "vpngw-2be4",

"network_type": "private",

"status": "ACTIVE",

"attachment_type": "er",

"ip_version": "ipv4",

"er_id": "c62fad0d-demo-a8df-va86-e06c4c351b9of",
"bgp_asn": 64512,

"flavor": "Professional1",

"availability_zone_ids": ["cn-south-1f", "cn-south-1e"],
"connection_number": 200,

"used_connection_number": 0,

"used_connection_group": 0,

"enterprise_project_id": "7354dda9-demo-a8df-va86-a6b08fb92043",
"access_private_ip_1": "192.168.4.7",

"access_private_ip_2": "192.168.4.99",

"created_at": "2025-06-28T02:22:27.24Z",

"updated_at": "2025-06-28T02:22:27.247",

"access_vpc_id": "0cf79a3f-demo-a8df-va86-d7ace626b0fa",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode": "active-active"

"id":"66ddeacb-demo-a8df-va86-9a414b5bd7d5",
"name":"vpngw-5bd6",
"network_type":"public",
"status":"ACTIVE",
"attachment_type":"vpc",
"ip_version": "ipv4",
"vpc_id":"c62fad0d-demo-a8df-va86-e06c4c351b9f",
"local_subnets":[
"192.168.0.0/24"
1
"connect_subnet":"fd75bf7b--demo-a8df-va86-db13f03e299a",
"bgp_asn":64512,
"flavor":"Professional1-NonFixedIP",
"availability_zone_ids":[
"cn-north-7¢"
1
"connection_number":200,
"used_connection_number":0,
"used_connection_group":0,
"enterprise_project_id":"0",
"ha_mode":"active-standby",
"eip1"{
"id":"0f6d1415-demo-a8df-va86-edb2ee97c9cc",
"ip_version":4,
"type":"5_bgp",
"ip_address":"88.*** *** 251",
"charge_mode":"bandwidth",
"bandwidth_id":"e93767cc-demo-a8df-va86-bac2987f90a4",
"bandwidth_size":300,
"bandwidth_name":"vpngw-bandwidth-10c3"
L
"eip2"{
"id":"7b46b62f-demo-a8df-va86-6b8e44312416",
"ip_version":4,
"type":"5_bgp",
"ip_address":"88.*** *** 102",
"charge_mode":"bandwidth",
"bandwidth_id":"bde3557e-demo-a8df-va86-629a3754ae07",
"bandwidth_size":300,
"bandwidth_name":"vpngw-bandwidth-18bd"
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}

T

"policy_template":{

"ike_policy":{
"encryption_algorithm":"aes-128",
"dh_group":"group20",
"authentication_algorithm":"sha2-256",
"lifetime_seconds":86400

U

"ipsec_policy":{

"authentication_algorithm":"sha2-256",

"encryption_algorithm":"aes-128",

"pfs":"group20",

"lifetime_seconds":3600

}

%
"created_at":"2025-06-28T02:22:27.247",
"updated_at":"2025-06-28T02:22:27.24Z",

"access_vpc_id":"4d03fe2d--demo-a8df-va86-6def96440f2b",
"access_subnet_id":"fd75bf7b--demo-a8df-va86-e-db13f03e299a"

3,

"request_id": "bfa819a1-e824-4799-8e72-21a35dad97c9"

52 A2 K&

4.1.1.4 8§ VPN <

ab
ThEEN 4R

HRIEVPNRIZXID, BEFEERIVPNIIK

AR7SE

5203 STERAPI,

URI
PUT /v5/{project_id}/vpn-gateways/{vgw_id}
* 4-29 SHIHA
BR it =aY | %A
i%
project_id String 2 IREID, aILABIdIREIER B IDFRENRE
ID.
vgw_id String = VPNPIESEAIID
IBKIHR

o IBRBY
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% 4-30 iFRkSH

E= -] =AY | R
1%
vpn_gateway | Updatevgw | 2 vpn_gatewayXI&R .
RequestBod
yContent
object

3 4-31 UpdateVgwRequestBodyContent

B =il zEn'z?:?M\ fik
name String B o INREINER: VPNMIXEZIR,

o HUENGHE!: 1-641MFE, TIEK
F. BYFH. X (\ude0O -
\uofas) . _ (FXlIZ) . - (%l

%).. (=)o
local_subnet | Array of B o INBEIRAE: IPVAKIRFM ., KikF
s String MR LFMN, ZMEEZET
VPNSHEFUIMSEHITEE., 819
o) EAS =l -

192.168.52.0/24,

o Z9%R: Hattachment_typefcE N
"vpc"BF. Hip_versionft&H
"ipvd"IIES, BURE. 819
VPN X iR SIS 50N A F M

local_subnet | Array of S o INAEIRAR: IPVORIGFM, AimF

s V6 String WME= LEFMN, ZFNEZED
VPNSZ FinF Mt TEE. 8
N F R

16af.cacc:1097::/48

o Z9%R: Hattachment_typefcE SN
"vpc"BF. Hip_versionft&
"ipv6"BIENIES, BUARE., 81
VPNRXEZES50 M A im 7/ o

o INEEIRER: BMAYEIPAID, FR
SETEFRAYEIPYERGEVPN R X AE
FRYZE—NEIPTY VPN R LAY
FEIP, 4BEFRHIEIPRIAIRSCHRED
1HERAEREIP, BJLUESfR4REa
~PIPRESEVPN Y {FEFEAYEIP,

o #9%R: 36fIUUID, 4
network_typefic & IpublicRI A&
5, 5NAE,

iy

eip_id_1 String
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FEE FAMIES

APl &% 4 AP
2R R =AY | i
ik
eip_id_2 String B o INEEIHAR: BXAJEIPAIID, F-

HRTEFTAYEIPYERGEVPN R X
FAR9%E —NEIPELEF VPN XA
£ZEIP, HPEFRIEIPHIRA IS CRRST
1HREYEIP, BJLUESREERE
2SI IPEEERVPN I S {EFBAYEIP
o #ZJ%R: 36{UUID,

network_typeBic & 9publicAIaliE
E, zl:l:muzziﬁo

policy_temp | PolicyTempl o INREIRAE: SRESIEIR

late ate object o #J5: HAENVPNRIEAIIIES
Professional1-NonFixedIPz,
Professional2-NonFixed|PH1&
B, BFEHMXAIREEENR -

iy

& 4-32 PolicyTemplate

B it fiik
ike_policy IkePolicy ike SREEITH
object
ipsec_policy IpsecPolicy ipsec SRAEXISR .,
object
& 4-33 lkePolicy
B -3t R
encryption_alg | String o INAEIRAA: INZEX,
orithm o EYESEE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,
dh_group String o IfEEIRAR: M ERETAIEEAERIDH
H,

o HUESEBE: groupl4, groupls,
group16, group19, group20,
group21, disable,

authentication | String o INAEEIHAR: INIEEE,
—algorithm o EUESBE: sha2-512, sha2-384,
sha2-256,
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E= i) fR
lifetime_secon | Integer o INECIER: FRSAHEZEEEE, Liz4sE

ds

1ZEHBABAT S IKE SASBEIES
o EYESEE: 60-604800, Eafy: b,

3% 4-34 IpsecPolicy

ds

BLAREAEENEEFEER,
o EWESGHE: 30-604800, EAfvi: .

B St fEiR

authentication | String o IPEEAA: TANIEEE.

~algorithm o EYESEE: sha2-512, sha2-384,
sha2-256,

encryption_alg | String o IPECHAA: MNZEEE.

orithm o HYESBEl: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,

pfs String o IfAEIEA: PFS{ERIAYDHESALA.

o HUESBE: group14, groupls,
group16, group19, group20,
group21, disable,

lifetime_secon | Integer o INEEIRER: FTRBCEIPSecEREEZAIME

IER RS

a. EHEIEIPEAMX,

PUT https://{Endpoint}/v5/{project_id}/vpn-gateways/{vgw_id}

{
"vpn_gateway": {
"name": "vpngw-4321",
"local_subnets": [
"192.168.0.0/24"
1
}
}

"'eip_id_1 ": "f1469b4a-demo-a8df-va86-bb7de91cf493",

b. FEFFIEEEIPEEN VPN L RBEIENR o

PUT https://{Endpoint}/v5/{project_id}/vpn-gateways/{vgw_id}
{

"vpn_gateway":{

"policy_template":{
"ike_policy":{

"authentication_algorithm":"sha2-256",
"encryption_algorithm":"aes-128-gcm-16",

"dh_group":"group21",
"lifetime_seconds":86400

%
"ipsec_policy":{
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"authentication_algorithm":"sha2-256",
"encryption_algorithm":"aes-128-gcm-16",
"pfs":"disable",

"lifetime_seconds":3600

N RzHR
o NS
IR[EPMRZSRS ST 200: successful operation,

2= 4-35 N Body S#51%

B -3t 11153

vpn_gateway ResponseVpn | vpn_gatewayXJ&,
Gateway
object

request_id String BEKID,

%= 4-36 ResponseVpnGateway

B it R

id String o INALIHAE: VPNRIXID,
o #&x(: 36fZUUID,

name String o INBEIREE: VPNRIEZHR,

o EUETEE: 1-641METF, BT, &
XF8. H3(\ude00 - \udfas). _(F
X&) . -(PRIZk) .

network_type | String o INAGIHAA: VPNMIXRILESER!
o BUESEE:

public: 2K,
private: FAM,
o ZXIAME: public,

attachment_ty | String o INBEIHAR: XEfEZ(.
be o EUETE:

vpc: EHFAE =,
er: 1EVVERAZE,

ip_version String o INACHIAA: VPNRIZERYIPHMSERZS o
o EUESEE: ipv4. ipv6,
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B E-Sid) fiiA
certificate_id String o IfgtiRER: UFBID,
e 1&z{: 36fIUUID,
er_id String VPNRIZFmERZERIERSLAIRIID . X2
attachment_typeAerfdiR[E] .
vpc_id String e Hattachment_typeAvpchd, vpc_idE

VPN KEXRY I S5VPCRYID

e attachment_typeSgeri, FiR[EILL
FE ., ALABITaccess_vpc idFBREE
VPNRIKHEEAVPCHIID,

local_subnets

Array of String

RimgFM ., RinFNE=LFM, ZMNE

HEBEIVPNSHFNMEHITEE. B8

ARG 192.168.52.0/24,, X4

attachment_typeavpcHip_versiongipv4
Hji&@o

connect_subne | String VPN EH{ERRIVPCHAI—PNFMID,
t

bgp_asn Long VPNRIXHIBGPEIGHERS -

flavor String o INELIHER: VPNMZAIINARZERY:

o HUBETE:
Basic: Ex K& AT 5a100Mbps,

Professionall: At Ek
300Mbps,

Professional2: K& A5 1Gbps,
GM: KA E500Mbps,

availability_zo
ne_ids

Array of String

ZREVPNRXHIATEX , HisE T AX
RINRE];, HKRIEETHXAS, 7EVPNRK
FKHPRESSACTIVERR[T] ,

connection_nu | Integer VPNRIX THYER K VPNIEZE]
mber
used_connecti | Integer VPNRIX T HeIEEFERAIVPNIEESL
on_number
used_connecti | Integer VPNRX T HEIE&ERAIVPNIEZA D
on_group . EB—BFRIANHRSFRIERZAR—
DMERZH ., VPNRIKEOAZIF101 22209
VPNiE#E,
enterprise_proj | String o IfBEIRAR: WIRBID,
ect_id o &t 36fZUUID. BIRATRIENLEE
"0", ¥RABEETFdefaulttbIIRE .,
x: "0 HARELAFENEWIREID,
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B E-Sid) fiiA
eip1 ResponseEip | BUEVPNRIXFRRERBRIE—NEIP, E£F
object VPNRXZFRREEIP, FEVPNRIXAIIRZSS
ACTIVERHIR[E],
eip2 ResponseEip | BUEVPNRIXFRRERBRIEZNEIP, E£5F
object VPNXZFRREEIP, FEVPNRIXAIIRZS S
ACTIVERHIR[E],
created_at String o BUEERTIE, FEVPNIIFAPIRZSSIACTIVE
AfiRE
o UTCHJIEIEIN: yyyy-MM-
ddTHH:mm:ss.5552,
updated_at String o HE—IREMIYE. FEVPNRIXAVRES
BACTIVERTIR[E]
o UTCRYEIEIN: yny-MM-
ddTHH:mm.ss.S55Z,
access_vpc_id | String o INBEIRAA: VPNREERAYIEAVPC
ID,
o ’Z{: 36{UUID,
access_subnet_ | String e INEEIHAR: VPNMIX(ERAYEANVPCH
id BIFMID,
e 1&z: 36fIUUID,
access_private_ | String FAPISEEIVPN I ZAIIZNFARIIP, VPNRISE
ip_1 ERIZFARIPSXTimMKEIE . SOEMK
FRERRE— M FAMMBIE, FEFRRE
FARIIHLLL .
Ml 192.168.52.9, {XZnetwork_type
FprivatefFix[a],
access_private_ | String FAMZEEIVPNIKABZANFAMIP, VPNRIE
ip_2 {ERIZFAMIPEXJURP KEIE . BLEMK
FRERNEZANFANMIE, FERRE
FAMIHBLIE
7 192.168.52.9, {XZnetwork_type
AprivatefTiR[E] .
ha_mode String o INREIHAR: MIFEAIHARET, "active-

active"FR=XE, "active-standby"FE
T~E%F

o HEVESGHE: active-active, active-
standby .

policy_templat
e

PolicyTemplat
e object

JEEEIPEAVPNKRIRESIEIRECE, R
BEMEAIEEEIPIEA VPN XAHRE
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B

ESid)

%

tags

Array of
VpnResourceT
ag objects

REIIR.

R 4-37 ResponseEip

B

smy

ik

id

String

e INEEAA: EIPRYID,
o &= : 36{ZUUID, Z{EAELAIIR

HEHRE"0",

ip_version

Integer

INREIRAR: EIPERAN,
EEBHE: 4.

ip_billing_info

String

INgEisiER: EIPRYITER(EE.. BF/8R
EIPASIRENTRER, 1&HEITZEAYEIP
AIR[E

B
order_id:product_id:region_id:project_i
d, an:

(CS22***+xkkx| |BIV:00307-******-0--0:br-
iaas-
0din1:0605768a******++++**0)06c7e484a
do

type

String

IHRSIHEE: EIPRYZERY,

EUESBE: 5_bgp (£#h&BGP)
5_sbgp (#%Z&BGP) , 5_youxuanbgp
({f1%BGP )

A B EEIBEIPER6FtypeFERAIEVETE
S8

ip_address

String

INREIRAA: EIPAIZSMIPVALtEILE

F8TV: ipvASEBEitEnE ., FI4n:
88.** ** 11,

charge_mode

String

I)J‘ﬁ“éi?@ﬁﬂ: EIPRYF SRIT RS ITRE
T IS

BYESEE:

bandwidth: &t EITE:,

traffic: &R=E1TE,

bandwidth_id

String

INEEIRAR: EIPRYEESID,
&= 36{ZUUID,
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B

St

%

bandwidth_siz
e

Integer

e INEEIHER: EIPAYRER R/, BAf:
Mbit/s., B regionBEiBIRMHAYEIPR K
waAE, EIPHIS AT ZRTEIPER
55, JLMER T RRIESKA FAIEIPEY
BRATE.

o HUESEE: 1-1000, E{FEUEIESEM
HEAMIRSE iR eipEHL

bandwidth_na
me

String

o INEEUIRA: EIPHYEE=SZFR.

o EUETEE: 1-641MFFF, TiIFH=. =
YXFH. 3 (\ude00 - \udfas). (T
L) . -(PRIZK) . (=),

bandwidth_bill
ing_info

String

o INEEIRER: EIPAUTRITRER. B85/
BAEPFREASRERFRITEER, %
EEREIPT B AIRE

o FE:
order_id:product_id:region_id:project_i
d, u:

CS22****xxx%| |BIV:00301-******-0--0:br-
iaas-
0din1:0605768a********++**c0)06c7e484a
Ao

share_type

String

o IfREIRER: HEHZRER,

o HYESEHE:

PER: JHEZHE,

WHOLE: H=w%E,

& 4-38 PolicyTemplate

B -3t ik

ike_policy IkePolicy ikeZREEXIER o
object

ipsec_policy IpsecPolicy ipseCEREEITSR .
object
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2 4-39 lkePolicy

ds

B 5] R

encryption_alg | String o INREUGRE: INZRE %,

orithm o EUESEE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,

dh_group String o INREIRER: FE—EREIPI(FRAIDH
H,

o HUESEE: groupl4, groupls,
group16, group19, group20,
group21, disable,

authentication | String o INBEIHAR: INIEEXE,

—algorithm o EYESEE: sha2-512, sha2-384,
Shaz-256o

lifetime_secon | Integer o INELIRBR: FTRSAHETFEHR, Hix4E

1ZEEABAYISIKE SASBIEH .
BYESEE: 60-604800, H{i: #,

2% 4-40 IpsecPolicy

ds

2R =i finak

authentication | String o IHASHAR: INFESE,

—algorithm o EUESBE: sha2-512, sha2-384,
sha2-256,

encryption_alg | String o INAEINAR: HNZREE,

orithm o EVESHE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,

pfs String o INAEEIHEA: PFSEEFIRIDHZESALA

o HUESEE: groupl4, groupl5,

group16, group19, group20,
group21, disable,

lifetime_secon | Integer o INELiRAA: TRECEIPSeciEIZFEIHIME

BLAREAEENEEFEEER,
EVESEE: 30-604800, E{i: b,
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R 4-41 VpnResourceTag

B KE fik
key String o INREIRAR: FREATHE.
o HUETHE: 1-1281M=FF, STIFH=F.
BYFE, P, BERFE. g5 =
18, URITEFRF: _=+@.
value String o IJREHER: TREERIE.
o EUESEHE: 0-2550FFF, TIFHF.
BYFE., X, BFE. #@E =
18, URLITEFR: _=+-@,

o IARZHFAR

a. EHIEEIPEANVPNRXAINWAT o
{

"vpn_gateway": {

}

"id": "620d99b8-demo-a8df-va86-200b868f2d7d",
"name": "vpngw-4321",
"attachment_type": "vpc",
"network_type": "public",
"ip_version": "ipv4",
"vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36c”,
"local_subnets": [
"192.168.0.0/24"
1
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 64512,
"flavor": "Professional1",
"availability_zone_ids": ["cn-south-1f", "cn-south-1e"],
"connection_number": 200,
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "0",
"eip1": {
"id": "f1469b4a-demo-a8df-va86-bb7de91cf493",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 102",
"charge_mode": "bandwidth",
"bandwidth_id": "cff40e5e-demo-a8df-va86-7366077bf097",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-1391"

h?
"eip2": {
"id": "6ad8e297-demo-a8df-va86-da0f885ccb98",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 188",
"charge_mode": "bandwidth",
"bandwidth_id": "d290f1ee-demo-a8df-va86-d701748f0851",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-1392"
j?

"created_at": "2025-06-15T08:56:09.386Z",

}

n

"updated_at": "2025-06-15T11:13:13.677Z",

"access_vpc_id": "0cf79a3f-demo-a8df-va86-d7ace626b0fa",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode": "active-active"

request_id": "33a2b77a-65f9-4fa0-90bd-4bd42038eb41"
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b.  EHIFEIEIPEANVPNRIKAIRNL .
{

C.

"vpn_gateway":{
"id":"620d99b8-demo-a8df-va86-200b868f2d7d",
"name":"vpngw-4321",

"attachment_type":"vpc",
"network_type":"public",
"ip_version": "ipv4",
"vpc_id":"cb4a631d-demo-a8df-va86-ca3fa348c36¢c",
"local_subnets":[

"192.168.0.0/24"

1
"connect_subnet":"f5741286-demo-a8df-va86-2c82bd9ee114",

"bgp_asn":64512,

"flavor":"Professional1",

"availability_zone_ids":[

"cn-south-1f",
"cn-south-1e"

1

"connection_number":200,

"used_connection_number":0,

"used_connection_group":0,

"enterprise_project_id":"0",

"eip1"{
"id":"f1469b4a-demo-a8df-va86-bb7de91cf493",
"ip_version":4,

"type":"5_bgp",

"ip_address":"88.*** *** 102",

"charge_mode":"bandwidth",
"bandwidth_id":"cff40e5e-demo-a8df-va86-7366077bf097",
"bandwidth_size":300,
"bandwidth_name":"vpngw-bandwidth-1391"

h?

"eip2"{
"id":"6ad8e297-demo-a8df-va86-da0f885ccb98",
"ip_version":4,

“type":"5_bgp",
"ip_address":"88.*** *** 188",
"charge_mode":"bandwidth",
"bandwidth_id":"d290f1ee-demo-a8df-va86-d701748f0851",
"bandwidth_size":300,
"bandwidth_name":"vpngw-bandwidth-1392"

}

"created_at":"2025-06-15T08:56:09.386Z",
"updated_at":"2025-06-15T11:13:13.6772",
"access_vpc_id":"0cf79a3f-demo-a8df-va86-d7ace626b0fa",
"access_subnet_id":"f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode":"active-active",
"policy_template":{
"ike_policy":{
"authentication_algorithm":"sha2-256",
"encryption_algorithm™:"aes-128-gcm-16",
"dh_group":"group21",
"lifetime_seconds":86400

Ui

"ipsec_policy":{
"authentication_algorithm":"sha2-256",
"encryption_algorithm™:"aes-128-gcm-16",
"pfs":"disable",
"lifetime_seconds":3600

}

}
%
"request_id":"33a2b77a-65f9-4fa0-90bd-4bd42038eb41"
}

VPNIRZSTS “BlliEZsh” , BEHEM.
{

"error_code":"VPN.0003",
"error_msg":"resource (type=GATEWAY, ID=ff9bdca6-demo-a8df-va86-e4bcclea52bc) is not
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ready, currently CREATING",
"request_id": "abafe41c-7744-41af-bf3d-4452872af799"
}
RS
1%5”:<)|_|UA2 )Ile:\ﬁg °
4.1.1.5 {EXIRIHNE
ab
INEeN4A

ARTIE

URI
IEKER

(ECMFKANE, BRMNSIFIRBITEMX o

152 IWAMTERAPI,

POST /v5/{project_id}/vpn-gateways/{vgw_id}/update-specification

% 4-42 SELRE
BR it =aY | A
i%
project_id String 2 IRBID, aILABId3RENRH IDFRENRE
IDo
vgw_id String = VPNRIESEAIID,
o BKSY
& 4-43 15kR5Y
B il =aw | ik
1%
vpn_gateway | Updatevgw | & vpn_gatewayXdsR o
Specificatio
nRequestBo
dyContent
object
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2 4-44 UpdateVgwSpecificationRequestBodyContent
E= -] =EY | A
1%
flavor String 2 o INEEUIRE: FIFEHIVPNRIFET
=
o BUETGHE:
Basic: ExKi& AT 5a100Mbps.,
Professionall: fAiEA TS
300Mbps,
Professional2: S KEAT &
1Gbps.
GM: RXREATEE500Mbps,
o BYMNMXZIFHNEECESEES

VPNRIZENE M RS
supported_flavors=Eg& .

BRI

POST https://{Endpoint}/v5/{project_id}/vpn-gateways/{vgw_id}/update-specification

{

"vpn_gateway": {
"flavor": "Basic"
}
}
A1
IEVE=S5'

IREYAZSAZ ST 200: successful operations,

2= 4-45 IR Body S#51%

B St 2123

vpn_gateway ResponseVpn | vpn_gatewayXd&R .
Gateway
object

request_id String BXKID,

3% 4-46 ResponseVpnGateway

B 5] fR
id String o INEEIHAE: VPNRIXID,
o #&Z\: 36{ZUUID,
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B

%

name

o INAEIHAR: VPNRIXEZIR,

o HEUESEE: 1-641MFEFF, SIEHE.
XFH. 32 (\ude00 - \udfas). (T
XLk) . -(FRILK) o

-

=

network_type

String

o INASINAA: VPNRIFELEERY
o EVESEHE:

public: 23,
private: FAM,
e ZHAE: public,

attachment_ty
pe

String

o INREWLRA: XKEXEZ,
o EYEEHE:
vpc: B =,

er: 1IVIREZE,

ip_version

String

o INAEIRAA: VPNMIXAJIPHMYARA
o HEUESBHE: ipv4. ipv6,

certificate_id

String

o INAERAR: IEFID,
o 18z 36fZUUID,

er_id

String

VPN ATIERZRYERSEFIRYID . XX
attachment_type SerfifiR[E]

vpc_id

String

e Hattachment_typeJavpchd, vpc_id2
VPN REXAYLSSVPCAIID .

e Mattachment_typegerfd, vpc_idE
VPNRIXAHEAVPCRIID

local_subnets

Array of String

o INREIREA: NimFM., NinFMNEs L
FM, ZMERREEBIIVPNS AR
EHITEHIB,

o FNMEIER =B 192.168.52.0/24,
{¥Hattachment_typeJavpcBE
ip_versionAgipvA4RtiR[E .

local_subnets_
v6

Array of String

o INEEIHAR: IPVeARIZFM ., KinFME
= EFM, ZMEEEEEVPNSHER
MIEBHITEIE

o BNKIEAERAI:
16af:cacc:1097::/48, N
attachment_typeJavpcEip_versionJg
ipvelTIR[E]

connect_subne | String VPNMZB{EREIVPCHEI—PFMID o
t
bgp_asn Long VPNXAIBGPEBIERS o
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B S %
flavor String o INAEIRAR: VPNMIKAIHIAESEEL:

o HUEEE:
Basic: ExKiE AT 5 100Mbps.,

Professionall: Atk
300Mbps.

Professional2: gz KiEA& s 1Gbps,
GM: HFA%E AT E500Mbps.,

availability_zo
ne_ids

Array of String

EREVPNMXITHKX . HigE r AKX
RINRE];, HARIEETHXAS, 7EVPNK
THPRESACTIVERHR[E],

connection_nu | Integer VPNRIE RIS AVPNIEZEE .

mber

used_connecti | Integer VPN T HBIEL(FHAIVPNIEEE]

on_number

used_connecti | Integer VPNRIX T HEIS 2 ERIVPNIEZED

on_group . E—BFRIANHNRSFIERZAR—
MEREE . VPNRIXERIASZIF 10 R 2ERY
VPNiERZH

enterprise_proj | String e IfgLiHER: BAIREID,

ect_id

o H=: 36{IUUID, BIEERIAIENR(E]
"0", ‘A BEEFdefaultIIRE .,
i "0O"HARESEENEWIREID,

eip1

ResponseEip
object

WGEVPN LR RMERRIE—EIP, &
VPNMFEZFRRFEIP, TEVPNRIEADAZES S
ACTIVERHR[E]

eip2

ResponseEip
object

BGEVPN LR RERRIE _NEIP, &
VPNXZFRREZEIP, FEVPNRIXAPIRES S
ACTIVERHR[E],

created_at

String

o BUEERTE, EVPNRIKARZSSIACTIVE
FhRE

o UTCRIEIE: yyyy-MM-
ddTHH:mm:ss.5SSZ,

updated_at

String

o EE—XEMAIE, EVPNRIXAPRZ
JIACTIVERHR[E]

o UTCHIIEI&N: yyyy-MM-
ddTHH:mm:ss.S552,

access_vpc_id

String

o INEEIRAA: VPNPEERAYIEAVPC
D,

o #&=: 36{ZUUID,
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E= i) 1k
access_subnet_ | String o INELIHER: VPNMX{ERAJIEAVPCH
id HYFMID
o 1&=(: 36fZUUID,
access_private_ | String FARISEELVPNRIKAIEENFARIIP, VPNRIX
ip_T1 BRIZFARIPSXTiRMKEIE . SEEMK
FRERINE— N FARIMBIE, FEFRTRE
FARIHBAL .
~fF: 192.168.52.9, {¥Znetwork_type
HprivatelHiR[E]
access_private_ | String FARIZEBIVPNRIEAIEENFARIIP, VPNRIE
ip_2 FERIZFARIPSXTimMEIE . SGEMX
FRERNEZNFANMIE, FERRE
FARIHBAL .
~fF: 192.168.52.9, {XZnetwork_type
HprivatefFiR[E] .
ha_mode String o INEEIRBA: MIXRIHAIET, “active-
active"RXE, "active-standby"F&
~EHFo
o HUESEE: active-active, active-
standby,
policy_templat | PolicyTemplat | IEEIEIPEAVPNRIKHIRISIERACE, R
e e object BENEIIEEEIPEA VPN XATIR(GE
tags Array of mEFIE.
VpnResourceT
ag objects

2% 4-47 ResponseEip

B St 2123
id String o INEEHAEA: EIPEYID,
o #&3(: 36fZUUID., HfERBIAEIIR
BefiRE"0",
ip_version Integer o IfEtIRER: EIPRRA .
o HUBEEE: 4,
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B

%

ip_billing_info

o INEGIRER: EIPRNITER(EE. BF/8H
EIPASIRENTRER, &HEITZEAYEIP
AIR[E

o FET:
order_id:product_id:region_id:project_i
d, an:

(CS22***+xkkx| BIV:00301-******-0--0:br-
iaas-
0din1:0605768a******+*++**c0)06c7e484a
ao

type

String

o IfASINAR: EIPRYSEEY,

o BYESGE: 5_bgp (£mZ&BGP) ,
5_sbgp (3%Z&BGP) , 5_youxuanbgp
({fi%BGP)

A EEARIBEIPE6FtypeFERAVEUETE
&l

ip_address

String

o INAEIREA: EIPRIRMIPVALELL,

o 18&I\: ipvAZEEUMENE, BIEn:
88 xx* Fxx 11

charge_mode

String

o TEENEE: EPMBEUEIER. BRE
SRR,

o EVEBHE:
bandwidth: &&=,

traffic: ER=EiTE.

bandwidth_id

String

e IHAEIRAA: EIPEYEEEID,
e I&=: 36{UUID,

bandwidth_siz
e

Integer

e INEEHER: EIPAUTER AR/, BAf:
Mbit/s. B regionBEIBIRILAIEIPERK
A, EIPRIERKHESZRTEIPER
%5, gJLMER I RRIESKF FAIEIPEY
BRA™R.

o EVEBE: 1-1000, E{AEEIESZH
AR iR eipEHL

bandwidth_na
me

String

o INBEIHAR: EIPAUHZEZIR.

o EUESEHE: 1-641MFERF, IFH=F. =
XF8. H3(\ude00 - \udfas). _(F
XK. -(FRIE) . (=),
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bandwidth_bill | String o INgEIRER: EIPRUTRITERER. 85/

ing_info BREPHEASREGEITEER, 1%
FIHERVEIPHRAIRE]

o FE:
order_id:product_id:region_id:project_i
d, @n:

(CS22***+xkkx| BIV:003017-******-0--0:br-
iaas-
0din1:0605768a******+*++**c)06c7e484a
ao

share_type String o INRENRAE: HEHZRE,

o EVEBHE:

PER: JRZHE

WHOLE: H=75%,

% 4-48 PolicyTemplate

EZ i) ik
ike_policy IkePolicy ike SREEITR o
object
ipsec_policy IpsecPolicy ipsecZREEXISR o
object
= 4-49 lkePolicy
E= St R
encryption_alg | String o INREINEE: NNZRESL,
orithm o EUESBE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,
dh_group String o INEEIHEE: SE—MEREPIEERRIDH
H,

e HUESBE: group14, groupls,
group16, group19, group20,
group21, disable,

authentication | String o IHASIHAR: INFESE,
—algorithm o BYESEE: sha2-512, sha2-384,
sha2-256,
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B KB 1)

lifetime_secon
ds

Integer

o INEGIRAE: FRSANEEREER, HizdE
1ZEHBABAT S IKE SASBEIES

o EYESGE: 60-604800, EAfii: .

& 4-50 IpsecPolicy

E=4 i) ik

authentication | String o INEEIRAA: INIEELE.

_algorithm o EYESEE: sha2-512, sha2-384,
sha2-256,

encryption_alg | String o INESBIAA: INZESE,

orithm e HUESEME: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,

pfs String o INEEULAA: PFSFAAYDHERSHLA.

o HUESEE: group14, groupl5,
group16, group19, group20,
group21, disable,

lifetime_secon | Integer o INREHER: FTRECEIPSeciEREZEAIME
ds BLARS B AEEREFERR .
o EYESEE: 30-604800, &fi: #,

2% 4-51 VpnResourceTag

B - Jid] ik
key String o INREIRAE: FREHIEE,
o EUETEE: 1-1281M=FF, TiFH=.
BNFH, v, BFE. @5 T
B, URITER: _=+@,
value String o INASIHAR: FREHIE.
o EVESTE: 0-2557FF, M=,
BYFH, v, AmFE. @i T
1B, URILTZERF: _=+@,
i Rz 4451

a. EHEEIPEANVPNR AL o
{

"vpn_gateway": {

"id": "620d99b8-demo-a8df-va86-200b868f2d7d",

"name": "vpngw-4321",
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"attachment_type": "vpc",
"network_type": "public",
"ip_version": "ipv4",
"vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36c”,
"local_subnets": [
"192.168.0.0/24"
1
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 64512,
"flavor": "Professional1",
"availability_zone_ids": ["cn-south-1f", "cn-south-1e"],
"connection_number": 200,
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "0",
"eip1": {
"id": "f1469b4a-demo-a8df-va86-bb7de91cf493",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 102",
"charge_mode": "bandwidth",
"bandwidth_id": "cff40e5e-demo-a8df-va86-7366077bf097",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-1391"
I
"eip2": {
"id": "6ad8e297-demo-a8df-va86-da0f885cch98",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 188",
"charge_mode": "bandwidth",
"bandwidth_id": "d290f1ee-demo-a8df-va86-d701748f0851",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-1392"

i

"created_at": "2025-06-15T08:56:09.386Z",

}

n

"updated_at": "2025-06-15T11:13:13.677Z",

"access_vpc_id": "0cf79a3f-demo-a8df-va86-d7ace626b0fa",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode": "active-active"

request_id": "33a2b77a-65f9-4fa0-90bd-4bd42038eb41"

b. EHAFEIEIPEAVPNRXAIIDAL o
{

"vpn_gateway":{

"id":"620d99b8-demo-a8df-va86-200b868f2d7d",
"name":"vpngw-4321",
"attachment_type":"vpc",
"network_type":"public",
"ip_version": "ipv4",
"vpc_id":"cb4a631d-demo-a8df-va86-ca3fa348c36c",
"local_subnets":[
"192.168.0.0/24"
1
"connect_subnet":"f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn":64512,
"flavor":"Professional1",
"availability_zone_ids":[
"cn-south-1f",
"cn-south-1e"
1
"connection_number":200,
"used_connection_number":0,
"used_connection_group":0,
"enterprise_project_id":"0",
"eip1"{
"id":"f1469b4a-demo-a8df-va86-bb7de91cf493",
"ip_version":4,
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"type":"5_bgp",
"ip_address":"88.*** *** 102",
"charge_mode":"bandwidth",
"bandwidth_id":"cff40e5e-demo-a8df-va86-7366077bf097",
"bandwidth_size":300,
"bandwidth_name":"vpngw-bandwidth-1391"
I
"eip2"{
"id":"6ad8e297-demo-a8df-va86-da0f885ccb98",
"ip_version":4,
"type":"5_bgp",
"ip_address":"88.*** *** 188",
"charge_mode":"bandwidth",
"bandwidth_id":"d290f1ee-demo-a8df-va86-d701748f0851",
"bandwidth_size":300,
"bandwidth_name":"vpngw-bandwidth-1392"
I
"created_at":"2025-06-15T08:56:09.386Z",
"updated_at":"2025-06-15T11:13:13.677Z",
"access_vpc_id":"0cf79a3f-demo-a8df-va86-d7ace626b0fa",
"access_subnet_id":"f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode":"active-active",
"policy_template":{
"ike_policy":{
"authentication_algorithm":"sha2-256",
"encryption_algorithm":"aes-128-gcm-16",
"dh_group":"group21",
"lifetime_seconds":86400
b
"ipsec_policy":{
"authentication_algorithm":"sha2-256",
"encryption_algorithm":"aes-128-gcm-16",
"pfs":"disable",
"lifetime_seconds":3600
}
}
1
"request_id":"33a2b77a-65f9-4fa0-90bd-4bd42038eb41"
}

c. VPNIRZE “glgEeh” , Bk,
{
"error_code":"VPN.0003",
"error_msg":"resource (type=GATEWAY, ID=ffobdca6-demo-a8df-va86-e4bcclea52bc) is not
ready, currently CREATING",
"request_id": "abafe41c-7744-41af-bf3d-4452872af799"
}

W&

BEA.2 YA,
4.1.1.6 IR VPN R3<

TORENA

RIEVPNIXID, MIBRFERERIVPNIMX . EIRFTITFZERIVPNMXEIE 7 & /8REIP,
MRS R F/ A REIP, BNARBERER.

ARTIE

15203 AMaEAAPI,
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URI
DELETE /v5/{project_id}/vpn-gateways/{vgw_id}

& 4-52 SE0RT

B it 2B/Y | %A
i%
project_id String = IWEID, aILABIIIREINE IDZRERE
ID,
vgw_id String = VPNRIXELAIID,

BKER
o ERESH
To
o BEKIESI

DELETE https://{Endpoint}/v5/{project_id}/vpn-gateways/{vgw_id}

N AzH R
LI ) VE-
IREMAZESA 204: MIBRAIN
o IRRZAEA
VPNIRZE A “BlEZs” , BIBRE.
{
"error_code":"VPN.0003",
"error_msg":"resource (type=GATEWAY, |D=ffObdca6-demo-a8df-va86-e4bcclea52bc) is not ready,
currently CREATING",
"request_id": "1d94a4e8-fdc2-7bfd-943e-19bfa9b234ac"
}
W&

52 A2 K&

4.1.1.7 &ifJ VPN R FHX (V5)

INRENA

EFVPNMXB X, MRASEEL5. 13208 (FIENIPve . NSGuh S iFE ) -
BARBE

15203 UN{EEEAPI,
URI

GET /v5/{project_id}/vpn-gateways/availability-zones
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& 4-53 SEUREA
B S =5Y | %A
%
project_id String 2 IREID, aILABIdIREER B IDFRERE
ID,
BKREE

o IBERBH
o
o EREAH

GET https://{Endpoint}/v5/{project_id}/vpn-gateways/availability-zones

NaRzHR
o NS

IREMRZERS A 200: successful operation,

% 4-54 QR Body 2%(31%&

B - Sl R

availability_zo | AvailabilityZo | sfFX%IZE.

nes nes object

request_id String B3KID,

& 4-55 AvailabilityZones

B St fEiA

basic VpnGatewayA | Basicfxiiig o
vailabilityZon
es object

professionall VpnGatewayA | Professionall it
vailabilityZon
es object

Professional1- | VpnGatewayA | Professionall-NonFixedIPRJ&iAE o

NonFixedIP vailabilityZon
es object

professional2 | VpnGatewayA | Professional2 it o
vailabilityZon
es object
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B -3t ik
Professional2- | VpnGatewayA | Professional2-NonFixed|PRJ A o
NonFixedIP vailabilityZon
es object
gm VpnGatewayA | GMPFZIRAE .
vailabilityZon
es object

LA E R K ARFERISEFR A S B EIE S% VPNIZHI & 82 VPN X REAYSpecification
IR,

& 4-56 VpnGatewayAvailabilityZones

2R i) Rk
vpc Array of String | KEXVPCEEIRIATEXFIE
er Array of String | XEXERERIWOIAXFIZE .,

o IGRIFB
{

"availability_zones": {
"basic": {
"vpc": ["cn-south-1f"],
"er": []
h
"professional1": {
"vpc": ["cn-south-1f", "cn-south-1e", "cn-south-1c"],
"er": ["cn-south-1f"]
h
"professional2": {
"vpc": ["cn-south-1f", "cn-south-1e", "cn-south-1c"],
"er": ["cn-south-1f"]

h
"Professional1-NonFixedIP": {
"VpC": []’
"er": []
"Professional2-NonFixedIP": {
llvpcll: []'
"er": []
h
llgmll:{
"vpc": ["cn-south-1f", "cn-south-1e", "cn-south-1c"],
"er": ["cn-south-1f"]
}

%
"request_id": "b60309ab-812c-4269-9de4-fb9a65e6db16"
}

T

1BS A2 K&E,

M HGERAS 01 (2025-11-13) WA © HARABIRAE 72



FEILE M4
AP &% 4 AP

4.1.1.8 &if VPN MXAJAHX (V5.1)

INRENA
EiGVPNMXE X, WAAMSELVSEOEZ (HIa0IPve. BBZLSEMFE ) -
HARBEE
1523 AMTREEBAPI,
URI
GET /v5.1/{project_id}/vpn-gateways/availability-zones
% 4-57 2¥u5A
AR 3] =&Y | kA
%
project_id String = IEID, BJLABIIIREVIN R IDFREIRE
ID.
IBKEE
o EXRSH
o
o IEKIEH
GET https://{Endpoint}/v5.1/{project_id}/vpn-gateways/availability-zones
A=

o NS
IREYAZSAS S 200: successful operations

2= 4-58 NN Body S#51%&

E= St ik
availability_zo | Array of THXIIZE,
nes ExtendedAvail

abilityZone

object
request_id String BKID,
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Z 4-59 ExtendedAvailabilityZone
2T it f#iA
name String HHAXER,
public_border_ | String NHIDFE,
group
available_specs | Array of ZA X A IEAVPN R EAMEES .
AvailableSpec
object
& 4-60 AvailableSpec
R it 12153
flavor String VPN G o
attachment_ty | String o IfEEIRAR: VPNMERIXEET
be o EUETE:
vpc: EHFAE =,
er: EIVERFHES,
ip_version String VPNRIEAYIPEMY AR o
LIz =247
{
"availability_zones": [
{
"name": "cn-southwest-242a",
"public_border_group": "center",
"available_specs": [
"flavor": "Basic",
attachment_type": "vpc
"ip_version": "ipv4"
)7
{
"flavor": "GM",
attachment_type": "vpc
"ip_version": "ipv4"
)
{
"flavor": "Professional2",
attachment_type": "vpc",
"ip_version": "ipv6"
}
]
: }
"'request_id": "9c114ae240ac4e2afdedc113fadae34c”
}
/T
EES A2 )RS,
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4.1.1.9 &if VPN RXEAZE
IhEeENA
IRIBVPNRIXID, EiEHEEVPNRIXHIEEAZR,
AREE
152003 aEEAPI,
URI
GET /v5/{project_id}/vpn-gateways/{vgw_id}/routing-table
% 4-61 2E0HA
2R 28 =AY | A
i%
project_id String = INEID, aJLABIIIREINE IDZRERE
ID,
vgw_id String = VPNMZXID,
IBKER
o EREH
To
o iEKEEA
GET https://{Endpoint}/v5/{project_id}/vpn-gateways/{vgw_id}/routing-table
IALHR

o ENSEL

IREPRZIE S 200: EiERLIN -

2= 4-62 [N Body S#51%

B it fi#iA
routing_table | Array of Route objects | T EVPNMKHIIRHZE .

total_count

Long

1ZMKX RIS SR E

page_info

ResponsePagelnfoV3

PRER.
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Z 4-63 Route
R St ik
destination String FSER B RYELIL .
nexthop String T—BEIPHELE
outbound_interface_ip | String HiEOIPHbit
origin String o INAEIREA: BGPIREIAYVERED
Kl
o HYEEE: igp, egp,
incomplete,
as_path String BGPESHAJASERR .
med Integer BGPEEFHAIMEDIE
nexthop_resource NexthopResourc | IZESHXINAT F—HBERIR
e object

R 4-64 NexthopResource

B i) A
id String T—HEIERIID, UUIDFRR .
type String o INEEUIRE: T—BEERAVEIRSE
B,
o HUESEE: vpn_gateway,
vpn_connection, er,

% 4-65 ResponsePagelnfoV3

B i A
current_count Integer LEIERFREHZE .
next_marker String T—mB9marker,

o NARFEH
a. BEIEAMIERIKEXERAIVPNMIX
{

"routing_table": [
{
"destination": "192.168.0.0/24",
"nexthop": "192.168.0.240",
"outbound_interface_ip": "192.168.0.240",

"origin: "igp",
"as_path": "64513",
"med": 0,

"nexthop_resource": {
"id": "fd8e4220-cdcd-4c84-809e-09fd3148b24b",
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"type": "vpn_connection"
}
L
{
"destination": "222.69.222.1/32",
"nexthop": "169.254.1.2",
"outbound_interface_ip": "169.254.1.1",
"origin": "igp",
"as_path": "64513",
"med": 0,
"nexthop_resource": {
"id": "e3c28cc1-fb34-4acd-97f9-29d8e42efe0f",
"type": "vpn_gateway"
}

"destination": "222.69.222.2/32",
"nexthop": "169.254.2.2",
"outbound_interface_ip": "169.254.2.1",
"origin": "igp",
"as_path": "64513",
"med": 0,
"nexthop_resource": {
"id": "85d31993-f519-49ea-8d2e-7afeffb8ef5e",
"type": "vpn_connection"
}
}
1,
"total_count": 3,
"page_info": {
"current_count": 3
}
}

RS
BEBIA.2 R,

4.1.1.10 _{& VPN MXIFH
IheEN 4R

EZ R % HEEBAIFAE .
WERRBE

S 03 AMTERAPI

URI

POST /v5/{project_id}/vpn-gateways/{vgw_id}/certificate

X 4-66 %A

B it BEY |k
%
project_id String 2 IREID, aILABIdIREIER B IDFRENRE
ID,
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BR KR

vgw_id String = EZEI XD,

iﬁ *;ﬁ:%s

& 4-67 CreateVpnGatewayCertificateRequestBody

EZ i) =EY | A
1%
certificate CreateVpnG | 2 VPNRIFIEBITR

atewayCertif
icateReques
tBodyConte
nt object

& 4-68 CreateVpnGatewayCertificateRequestBodyContent

2R =i =AY | R
i
name String & o INBEIRAA: VPNRIFEIERZFR,

o HUESEE: 3-637VFF. i
F. BXFHE, 3 (\ude00 -
\uofa5). _(TXl%k). -(FXklzk). .
(EXEH) .

o ZOME: NENSBIENIESA
vpngw-***gZFR, BIa0: cert-
a45b,

IHEEIAR: BZiIEPH.
o HUESBE: 1-40967MNFF,
IR EZRIECAIES .

i

certificate String

NRERAR: EEBRIETHA.

o HUESBE: 1-40967MFF.
521t B9 AR

i

private_key String

i

certificate_ch | String IHAGHAR: CAIFBAS.

am o EMESEE: 1-81920FH.
WREEZEICATSE,
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B i) 2EY | gk
%
enc_certificat | String 2 o INREIHER: INERNER,
¢ o EVEBE: 1-4096727F,

IR EZRIIECAIER,
enc_private_ | String 2 o INREIREA: EEINZIERFAR.
key o BUESEE: 1-40961MFH,

Sn&EEBHI L BILES
BRI

POST https://{Endpoint}/v5/{project_id}/vpn-gateways/certificate

{

"certificate": {

certificate": "----- BEGIN CERTIFICATE----- A\ iiiiaioial Vo B END CERTIFICATE-----
"private_key": "----- BEGIN EC PRIVATE KEY----- A\ 2 liicieiaioial o BES END EC PRIVATE KEY----- ",
"enc_certificate": "----- BEGIN CERTIFICATE----- A2 iisieiiniaioiel o EES END CERTIFICATE----- ",
enc_private_key": "----- BEGIN EC PRIVATE KEY----- A\ 2 liisiiaieieiel s EES END EC PRIVATE KEY
certificate_chain": "----- BEGIN CERTIFICATE----- A\ 2 liisieiniod Vo BEEE END CERTIFICATE-----
}
}
IRCEE

IREPMRZSRS ST 201: successful operation,

%= 4-69 K Body S#5%&

B St ()%

certificate VpnGatewayC | VPNRIZIFPHITE .
ertificateConf
ig object

request_id String BKID,

& 4-70 VpnGatewayCertificateConfig

B it ik

id String o INAEEWEE: VPNRIKIESRID,
o 1&=: 36{;UUID,

name String o INREIHEE: VPNRIFEBZIR,

L)« -(PHlER)

o HUBEEBE: 3-631FfF. XiFHF. &=
M8, 3 (\ude00 - \udfa5). (T
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2R it} ik
vgw_id String o INAEIHAR: VPNRIXID,

e 18=: 36{1UUID,
issuer String o INEEIHEE: EESRIEPMAE.

o HEUEEE: 1-25671FF,
signature_algo | String o INRERMA: EEERIUPEREL.
rithm o HUEEE: 1-647F75,
certificate_seri | String o INECIHER: EREZIEEFIIS,
al_number o EVEBE: 1-641MF,
certificate_subj | String o INESINAR: BB FERE.
ect o EUESEE: 1-2561NFF.
certificate_expi | String o INAGIHAR: EZEEZIUEPEIZHARTE,
re_time
certificate_chai | String o IHAEEIRAA: CAIFBFEIIS.
ngerlal_numb o EVEEE: 1-641=15,
certificate_chai | String o IfELIHER: CAUFB(ERZE.
n_subject o EUETEE: 1-2567F%.
certificate_chai | String o INAEIHAR: CAIFPITHARTE,
n_expire_time
enc_certificate | String o INASUIRR: EZENIZEEFIIE,
_serial_number o EVEGE: 1-641M=75.
enc_certificate | String o INAEHRR: INENFHFERE,
—subject o HUEEE: 1-2567F,
enc_certificate | String o INEEIRBH: EENIZUEHIIHARTE
_expire_time
created_at String o INBEIHAR: GUEERTE.

LI ) =271
{

"certificate": {

"id": "73f072d8-demo-a8df-va86-2a755d95636f",

"vgw_id": "c7f1d3e3-0476-4a71-95a7-3ce8cbb969de",
"issuer": "C=CN,ST=Beijing,L=HaiDian,0=GMCert.org,CN=GMCert GM Root CA - 01",

"signature_algorithm": "SM3WITHSM2",

|||||

"certificate_subject": "C=CN,ST=beijing,L=beijing,0=huawei,OU=vpn,CN=hwcloud-vpn",
"certificate_expire_time": "2024-02-20T15:41:39+08:00",
"certificate_chain_serial_number": "12369133709000538078",
"certificate_chain_subject": "C=CN,ST=Beijing,L=HaiDian,0=GMCert.org,CN=GMCert GM Root CA

-o1",
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"certificate_chain_expire_time": "2039-07-11T720:31:33+08:00",
"enc_certificate_serial_number": "16548506527294397242",

"enc_certificate_subject": "C=CN,ST=beijing,L=beijing,0=huawei,OU=vpn,CN=hwcloud-vpn",
"enc_certificate_expire_time": "2024-02-20T15:43:26+08:00",

N
BEEMA.2 R0,

4.1.1.11 &if] VPN REERI¥E

IheeNA
RIEVPNMXID, BEIHVPNMNAEXESANRIES .
BRLE
152003 daEFAPI,
URI
GET /v5/{project_id}/vpn-gateways/{vgw_id}/certificate
£ 4-71 230508
B St R
project_id String InHid,
vgw_id String VPNRIXSERIID o
IBREE

. BHRBH
xo
o EXREH
GET https://{Endpoint}/v5/{project_id}/vpn-gateways/{vgw_id}/certificate
Na R
o IREHK
IR[EAZSES S 200: EiEREI.
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2 4-72 I/ Body #1513
E= St (i35
certificate VpnGatewayC | iEBRIR,
ertificate
object
request_id String BXKID,
% 4-73 VpnGatewayCertificate
E= E-Sit) R
id String o INEEINAE: VPNRIEIEPID,
e Iz: 36fZUUID,
name String o INREIHEE: VPNRIEIEBZHR.
o BUEEE: 3-631FfFF. IFHF. &
TR, B (\u4e00 - \udfas). (F
XZ%) . -(PRIZR) . .(RXAH),
project_id String e INEEIRAA: FTHFRIIMBID,
o EUEBE: 1-641M=F,
vgw_id String o INAEIHAR: VPNRIXID,
o #&z{: 36fZUUID,
status String o IfEEIRER: MIKIERIRE.
o BUESEHE:
- BOUND: BBt
- FAULT: BX&EM
- BINDING: EBth
issuer String o INEEIREE: EESKIEBMAE .
o EUETBE: 1-2567FF,
signature_algo | String o INEEHER: EZSZNEEZEE.
rithm o EUEBE: 1-640FH,
certificate_seri | String o INEEIHAER: EEERIEBFIIS,
al_number o HUEEE: 1-6403,
certificate_subj | String o INRLIHAE: SFIFBFEHEE,
ect o EUEBE: 1-2561 .
certificate_expi | String o INASEE: EZXZIEHITHARTE,
re_time

MAERRAS 01 (2025-11-13)
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B 281 fR
certificate_chai | String o INEEIHER: CAIEBFIIS,
n_serial_numb e -
or - o HUETHE: 1-641MFHF,
certificate_chai | String o INEEIHER: CAILBERZE,
n_subject e -

—>uol o EVESBE: 1-2567Ff.,
certificate_chai | String o INREIRER: CAIFHISHARTE.,
n_expire_time
enc_certificate | String o INEEIHAER: EENNZEBRFIIS.

serial_number P .

- - o HUEBE: 1-641MZFFF,
enc_certificate | String o INEEIHER: MNZMTFB{ERE.
subject U -
—>ubl o EVESBE: 1-2567FfF.
enc_certificate | String o INEEIHER: EZNNZESERITERRTE,
_expire_time
created_at String o INEGiHER: GIEATE,
updated_at String o INEGIHER: E¥RAYIE],
LI )z =]
{
"certificate":
{
"id": "18b81966-demo-a8df-va86-51db2ae6cfbd"”,
"name": "cert-ces-test",
"project_id": "06057689f680d5762f7fc008c77b8891",
"vgw_id": "b1€94931-demo-a8df-va86-ec906c458ba7",
"status": "BOUND",
"issuer": "C=CN,ST=Beijing,L=HaiDian,0=GMCert.org,CN=GMCert GM Root CA - 01",
"signature_algorithm": "SM3WITHSM2",
"certificate_serial_number": "16548506527294397241",
"certificate_subject": "C=CN,ST=beijing,L=beijing,0=huawei,OU=vpn,CN=hwcloud-vpn",
"certificate_expire_time": "2023-03-21T07:41:39Z",
"certificate_chain_serial_number": "12369133709000538078",
"certificate_chain_subject": "C=CN,ST=Beijing,L=HaiDian,0=GMCert.org,CN=GMCert GM Root
CA-01",
"certificate_chain_expire_time": "2023-03-21T01:31:33Z",
"enc_certificate_serial_number": "16548506527294397242",
"enc_certificate_subject": "C=CN,ST=beijing,L=beijing,0=huawei,OU=vpn,CN=hwcloud-vpn",
"enc_certificate_expire_time": "2023-03-21T07:43:26Z",
"created_at": "2023-03-14T07:48:13.705Z",
"updated_at": "2023-03-14T07:48:13.887Z"
}
}
RS

B2 A2 K.

MAERRAS 01 (2025-11-13)

WRIERE © HERRARBIRAT

83



FEILE M4
AP &% 4 AP

4.1.1.12 E# VPN REIEH

INEEN4A
BEFHFEZRIVPNRCEERRNER, SEEBEIR. ERiEH. E2FAH. 0=
IR . INZEFASAFICAIEBHE
ARBE
1523 WTEHBAPI,
URI
PUT /v5/{project_id}/vpn-gateways/{vgw_id}/certificate/{certificate_id}
£ 4-74 153K path BHFIE
2R i) A
project_id String InHID,
vgw._id String VPNRZESLFIID o
certificate_id String VPNREUERID,
BKEE

2 4-75 UpdateVpnGatewayCertificateRequestBody

B E-Sit] =Y | R
%
certificate Updatevpn | 2 VPNRIFIEBITR
GatewayCer
tificateRequ
estBodyCon

tent object

& 4-76 UpdateVpnGatewayCertificateRequestBodyContent

B St =EEY | ik
1%
name String B o IHREIRAE: VPNRIFIERZIR,

o EUEBE: 3-631MFR/F. T
F. E®NFHE, 3Z(\ude00 -
\udfa5). _(TXlZk). -(hkiLk). .
(RXER).
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API &% 4 API
B E- Sl i?:?' fEA
certificate String & o INELIHER: EXRSZIEBARU
RAEMEBBIRAILARME,

o EVESBE: 1-409671ZFTF,

private_key | String S o INREEIREA: EEESZIEBFAA,
RAEFNEBEFRATLUARNME

o EUETE: 1-40961M =,
certificate_ch | String = o IPELIHER: CAIFBHE, WMER
ain EINEREZIRAILURE,

o EUEBE: 1-81920FF,
enc_certificat | String S o INRSINEE: EENZEBNE,
e RAEMEBBIRAILARME

o EVEBE: 1-409670ZFFF,
enc_private_ | String S o INAEEIHAR: EZENMZIEPRFAE, W
key RREHMUEBBRALUIAE

o EUEBE: 1-40961FFF,

o EXREAH

POST https://{Endpoint}/v5/{project_id}/vpn-gateways/{vgw_id}/certificate/{certificate_id}

{
"certificate": {
name": "cert-dce7",
certificate": "----- BEGIN CERTIFICATE----- \nFrss\n o END CERTIFICATE-----
"private_key": "----- BEGIN EC PRIVATE KEY----- \ e\ 0 END EC PRIVATE KEY-----
"enc_certificate": "-----BEGIN CERTIFICATE----- \ e\ n_____ END CERTIFICATE----- '
"enc_private_key": "----- BEGIN EC PRIVATE KEY----- \ e\ _____ END EC PRIVATE KEY-----
"certificate_chain": "----- BEGIN CERTIFICATE----- \ R\ n o END CERTIFICATE----- "
}
}

)AL
o NS
IREYAZSAS/9200: successful operation,

= 4-77 IR Body 2%71%

E= E-Sit) ik

certificate VpnGatewayC | VPNRIFIFHIIER,
ertificateConf
ig object

request_id String B3Kido

kR 01 (2025-11-13) WRIERE © HERRARBIRAT
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AP &%

4 API

& 4-78 VpnGatewayCertificateConfig

2R i iR
id String o INBEIRER: VPNRIEIEBID,

o 18=: 36{1UUID,
name String o INEEHEA: VPNMIEIEBEZIR,

o BUEEE: 3-631FF. XiFH=F. =

XF&. $3Z(\u4e00 - \udfa5). _(T
¥zk) . -(PRLk) .

vgw_id String o INAEIRAR: VPNMIEID,

e 18=: 36{1UUID,
issuer String o INEEIREE: EESRIEPMAE.

o HEUEEE: 1-2561FF,
signature_algo | String o INEEREE: EETZIEREERE.
rithm o EUETE: 1-6470F7,
certificate_seri | String o INECIHER: EREZIEEFIIS,
al_number o EUEBE: 1-641MF,
certificate_subj | String o INEEIHAR: EEZESZIERFEREE.
ect o EVESBE: 1-2561MF7.
certificate_expi | String o EZEZIEPITHARTIE
re_time
certificate_chai | String o IHAEIRAA: EZECAIFEFIIZE,
ZFserlal_numb o EVEEE: 1-641=15,
certificate_chai | String o INAGIHAR: EZCAIFBFERE,
n_subject o EUETEE: 1-25671F%.
certificate_chai | String o INAGIHAR: EZCAILETHARTE,
n_expire_time
enc_certificate | String o INEEIHAR: EZEMZBLERFIIS,
_serial_number o EVEGE: 1-641M=75.
enc_certificate | String o INEEINER: EEINEIERERE.
—subject o EUETEE: 1-25671F7.
enc_certificate | String o INREEIRER: EEMNZEERISHEARTE,
_expire_time
created_at String o INBEIHAR: GUEERYE.

o [BRZHFA

N5k 01 (2025-11-13)
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4 API

{

"certificate": {

- @i,

}
}

TN

BZ0A.

"id": "73f072d8-demo-a8df-va86-2a755d95636f",

"name": "cert-dce7",

"vgw_id": "c7f1d3e3-0476-4a71-95a7-3ce8cbb969de",

"issuer": "C=CN,ST=Beijing,L=HaiDian,0=GMCert.org,CN=GMCert GM Root CA - 01",
"signature_algorithm": "SM3WITHSM2",

"certificate_serial_number": "16548506527294397241",

"certificate_subject": "C=CN,ST=beijing,L=beijing,0=huawei,OU=vpn,CN=hwcloud-vpn",
"certificate_expire_time": "2024-02-20T15:41:39+08:00",

"certificate_chain_serial_number": "12369133709000538078",

"certificate_chain_subject": "C=CN,ST=Beijing,L=HaiDian,0=GMCert.org,CN=GMCert GM Root CA

"certificate_chain_expire_time": "2039-07-11T720:31:33+08:00",
"enc_certificate_serial_number": "16548506527294397242",

"enc_certificate_subject": "C=CN,ST=beijing,L=beijing,0=huawei,OU=vpn,CN=hwcloud-vpn",
"enc_certificate_expire_time": "2024-02-20T15:43:26+08:00",

"created_at": "2023-03-30T10:47:16.657+08:00"

2 K&

4.1.1.13 74 VPN R

ThEETM 4R
FHRVPN

AR

ZIE SN

15203 AMEEAAPI,

URI

POST /v5/{project_id}/vpn-gateways/{vgw_id}/upgrade

3+ 4-79 153K path 2#31%

2R E- S ik
project_id String InHID,
vgw_id String VPNRIXSEAIID o
IBXREE
o IERSH
SHSRRA 01 (2025-11-13) WRIERE © HERRARBIRAT 87
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2% 4-80 UpgradeRequestBody
2R it 2EY | R
i
action String = o INASIHAR: FHRIR(E
o BUETH:
- start
- finish
- rollback
o BRI
POST https://{Endpoint}/v5/{project_id}/vpn-gateways/{vgw_id}/upgrade
{
"action": "start"
}
RGES
o IRZS#L
IREYAZSAS/9202: successful operation,
% 4-81 I Body 2853
E= St ik
job_id String {E5id,
request_id String iBKid,
o NARFFHI
{
"job_id": "c7f1d3e3-0476-4a71-95a7-3ce8cbb969de",
"request_id": "73f072d8-demo-a8df-va86-2a755d95636f"
}
RSB
B2A.2 K&,
4.1.1.14 AR RESIIE
IEENA
BERFESIIE
BREE
152003 WaEFAPI,
MAghRAS 01 (2025-11-13) RN © LARABIRAE 88
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URI
GET /v5/{project_id}/vpn-gateways/jobs
% 4-82 S¥UHA
2R R =/Y | WA
ik
project_id String b~ IREID, mILABIIIRENIRE IDFRENRE
ID,
7+ 4-83 153K Query 2#51%
2R i) =EY | #A
i
resource_id String & ZIREID,
IBKER

WAGER

o EREH
a. BERFFBERIRIES.

GET https://{Endpoint}/v5/{project_id}/vpn-gateways/jobs

b. #RiEresource idEFGZRIR(TSE,

GET https://{Endpoint}/v5/{project_id}/vpn-gateways/jobs?resource_id={resource_id}

o NS
IREMAZIS A 200: G

2= 4-84 R Body %513

B it ik

jobs Array of Job EFBER.
objects

request_id String BKID,

N5k 01 (2025-11-13)
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APl &%& 4 API
2 4-85 Job
2R 5] R
id String o INAEEHAR: {FS3ID,
o 18=: 36{ZUUID,
resource_id String o IfEEIRAR: VPNMEEEID,
e &4t: 36{ZUUID,
job_type String o INEEIHAR: {ES53EE,
o HUESEE!: upgrade, rollback,
status String o INEGIHER: VPNRIRIRZES .
o EVESCH:
- upgrading: FEKH,
- pending_upgrade_confirm: ZFE&FF
PRI o
- success: FREEIN.
- rolling_back: [EE=,
- rollback_success: [EIi&Zp%IN .
- fail: FLREM,
created_at String e INEGIRAR: GUZERTE,
o UTCHIEMEZL: yyyy-MM-
ddTHH:mm:ss.S552,
finished_at String o INEGIRER: Z55RAd(a),
o UTCHIIEIE: Jyyy-MM-
ddTHH:mm:ss.S552,
%% 4-86 SubJob
B i fhig
id String o IfELIRAA: {E53ID,
e &7 : 36{ZUUID,
job_type String o INBEIREH: {ES3EHY,
o EUESEH:
- prepare_resource
- upgrade_worker_1
- upgrade_worker_2
SCA%hRA 01 (2025-11-13) WRIXERE © ERRABIRAE] 90
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APl &% 4 API
2R =i i)
status String o INEEIRAA: {FRIRE.

o HUESEE:

init: #%E4
upgrading: F&
success: FERALIN
fail: HLREW

created_at String o INALIHAR: CUERRTE.

o UTCHYENEZ: Jyyy-MM-
ddTHH:mm.ss.SS52,

finished_at String o INEEiAER: £55RAYiE.

o UTCHYEIEZ: Jyyy-MM-
ddTHH:mm:ss.5S52,

error_message | String o INEGIRER: FBiR(EE

e

o [lERZHFEAR
{

"request_id": "8dfd314d50caab38ccc40e4df2213eda",
"jobs": [
{
"id": "e3be04c3-0b62-45d8-b1dc-f4785c96412¢",
"resource_id": "b3eb2b86-2a6d-41f2-835f-879021764b84",
"job_type": "upgrade",
"status": "success",
"created_at": "2025-06-04T03:29:01.855Z",
"finished_at": "2025-06-04T03:29:33.085Z",
"sub_jobs": [
{

"id": "80c103ab-61b9-4e74-8e47-fd78ac6177eb",
"job_type": "prepare_resource",

"status": "success",

"created_at": "2025-06-04T11:28:01.926+08:00",

"finished_at": "2025-06-04T11:29:03.993+08:00",
"error_message": ""

"id": "b035cd1c-b9f4-4b05-b9af-b8fcf75eaeba”,

"job_type": "upgrade_worker_1",

"status": "success",

"created_at": "2025-06-04T11:29:01.926+08:00",
"finished_at": "2025-06-04T11:29:14.993+08:00",
"error_message": ""

"id": "db3dabe1-60a0-45ff-91b7-735aff90a3dd",
"job_type": "upgrade_worker_2",

"status": "success",

"created_at": "2025-06-04T11:29:01.931+08:00",
"finished_at": "2025-06-04T11:29:33.037+08:00",
"error_message": ""
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RS
BEBMA2 KW,

4.1.1.15 HIFRISEESZANCR

IhgeNn4a
RIB(ESSID, MIERIEERIESICR-
BERE
1523 AMTREEAPI,
URI
DELETE /v5/{project_id}/vpn-gateways/jobs/{job_id}
% 4-87 250588
B E 5] =/Y | WA
i
project_id String 2 IREID, aILABIIIREIER B IDFREVRE
ID,
job_id String = {£551D,
=R =15
o BKREH
To
o iEKEES
DELETE https://{Endpoint}/v5/{project_id}/vpn-gateways/jobs/{job_id}
RAGHR
o MRS
IRENRZESRS S 204: BIBREIN -
RS

4.1.2 SumpI K
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4 API

4.1.2.1 BIEXIIRMX

TORENA

AR7IE

URI

IBERHEE

BIEHEF AT SVPNRKARIERIXTimM X o

152 IAalEABAPI,

POST /v5/{project_id}/customer-gateways

7 4-88 SR
BiR 3] =aw | ik
&
project_id String 2 IRBID, vILABId3kENIRE IDFRENRE
ID.
o IBRSH
= 4-89 1IFHKSH
B xE ERY | R
s
customer_ga | CreateCgwR | 2 customer_gatewayXJ& .
teway equestBody
Content
object

& 4-90 CreateCgwRequestBodyContent

B il BEY | Wik
i%
name String B o INEEIRER: XFimMXZFR, FIEAT

SBIERE I cgw-+H95
FRo fBIEN: cgw-21a3,

o EUESTHE!: 1-640FTF, K
F. BYFH. X (\ude0O -
\uofas) . _ (FRIZ) . - (=%l
%).. (=),
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B i) 2EY | gk
i%
id_type String & o INBEIRAR: IHHMIFIRIRZEER,
o EYETEHE:
- ip: XFiRMFRARIRZEE Aip,
o ELIAME: ip.
id_value String = o INEEIRAR: XFiRMFARRE.
o EUETBE: 1-1280F&F. 4
id_typegiphd, MIES =Dt
IPvatthhit (410192.168.45.7 ) ; 24
id_typesgfqdnid, MIEEX/NE
FB. BFHIFHRGS, FxiFU
THHFRG: & <> [V ]\
T ? o
bgp_asn Long & o INEEEA: XHimMIXAIBGPEIAH
=
o EYESEBHE: 1-4294967295,
o #9%R: Hid_typeNiplIeliEE, &
WAIE,
ca_certificate | CaCertificat | & o INBEIRAR: XimMECAIEE, 6l
eRequest FEE RN iwm R KA EE .
object
tags Array of & o INREIREA: 1REIIR.
VpnResourc o HE: EZEE0,
eTag object - -
& 4-91 CaCertificateRequest
B i) =EY | A
i
id String ) o INgEIAER: EFID,
o #&=: 36fZUUID,
content String & o INEEIHER: XTimMIECAIEBH

o
BVESSE: 1-81920F,

N5k 01 (2025-11-13)
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& 4-92 VpnResourceTag

B it BEY | #Hd
ik
key String = o INAEIRAR: FREEAVE.
o BUESSHE: 1-1281MFFF, EH
F. BmXFHE., B, mHFE.
BE. =™K, URUTER: =
+-@,
value String = o INREIRAR: FREME.
o EUETCHE: 0-25510=FF, SiEH
F. BmXFHE., B, mAFE.
BE. =™K, URIUTER: =
+-@,

o BRI

POST https://{Endpoint}/v5/{project_id}/vpn/customer-gateways

{

"customer_gateway": {

"id_value™: "10.#%* *** 21",
"bgp_asn": 65000,
"ca_certificate": {
"content"; Rk
}
}
}

AREHR
o MRS
IREWAZSESA 201: QIR

5= 4-93 AR Body 2¥5I%

B it 1175
customer_gate | ResponseCusto | customer_gatewayXJ&,
way merGateway
object
request_id String iB3Kid,

= 4-94 ResponseCustomerGateway

B i ik
id String o INAGIHAR: YTUEMIEMIID,

o 1&zL: 36{ZUUID,
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2R =i i)
name String o INAEUIRR: XTUHERIEZFR.
o EUETHE: 1-641M=FFF, S8EH=F. &
NZFE., B3 (\ude00 - \udfas). (T~
X&) . -(PRIZk) .
id_type String o INAEIRAA: XFURMIFFRIRZEE,
o EUESEHE:
- ip: XJURMIKARIRZEE Nip,
id_value String XFimMRA T FRIRE o
bgp_asn Long i XHIBGPEIAIHRS . (XHid_type

ﬁlpﬁﬁi}g@o

ca_certificate

CaCertificate
object

XumP K CAIEBIER o XA im M XGPE
CAIEBATIR[E] o

created_at String o BIFERTE,
o UTCHIIEIEZN: yyyy-MM-
ddTHH:mm.ss.S55Z,
updated_at String o Hm5—IXEFFATE,
o UTCHJIEIEIN: yyyy-MM-
ddTHH:mm.ss.S55Z,
tags Array of ey,
VpnResourceT
ag objects
2 4-95 CaCertificate
2R it R
id String IEBID,
serial_number | String WBFIS,
signature_algo | String EEEZE
rithm
issuer String UEBMAE
subject String IFRERE.
expire_time String IERITHARTIE],
is_updatable boolean EREEFEINEBHNE
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& 4-96 VpnResourceTag
2R il A
key String o INEEIRER: IRTEAVHEE.
o HUESBE: 1-1281M=FFF, TIFH=F.
RNFHE. B, ARFE. @iE. T
#:ZH l’\/{&l:)\—l_?f% _-::+'@o
value String o INEEIRAH: TREAYES
o EUESBE: 0-2551MF, IHHEF.
BYFE., FX. ARFE. G5 T
1B, URLITFZER: _=+@,
o IR
{
"customer_gateway": {
"id": "03c0aa3d-demo-a8df-va86-9d82473765d4",
"name": "cgw-2abf",
"id_type": "ip",
"ld valuen |l10***.***-21|l’
"bgp_asn": 65000,
"ca_certificate": {
"serial_number": "14257156674311863338",
"signature_algorithm": "SM3WITHSM2",
"issuer": "C=CN,0=a0002,CN=XXX",
"subject": "C=CN,0=a0002,CN=XXX",
"expire_time": "2024-05-22T07:34:227",
"is_updatable": true
1
"created_at": "2021-12-21T16:49:28.108+08:00",
"updated_at": "2021-12-21T16:49:28.108+08:00"
I
"request_id": "7e0383bf-a7fb-461b-a926-baa8a795bf1a"
}
RS
1BZ A2 K&,
N, Ll
4.1.2.2 EifRJuRRX
ab /Ay D
INREN4A

URI

RIEXSIRMXID, EIEHEEAIXIRMX

L\
B2

RANMITEFRAPI .

GET /v5/{project_id}/customer-gateways/{customer_gateway_id}

N5k 01 (2025-11-13)
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FEE FAMIES

APl &% 4 API
%+ 4-97 SEUHA
2R il =EY | #A
ik
project_id String 2 IRBEID, aILABIdIkEIR B IDFAENRE
ID,
customer_gat | String = FumMIEID
eway._id
BRiHE
o EkBH
To
o IERIEH
GET https://{Endpoint}/v5/{project_id}/customer-gateways/{customer_gateway_id}
HIAE]S]

o [IRNS%]
IR[BIRZRS A 200:

=R

2= 4-98 K Body S#51&

B St R
customer_gate | ResponseCusto | customer_gatewayXds,
way merGateway
object
request_id String B&3Kid,
& 4-99 ResponseCustomerGateway
B St i
id String o INAGIHAR: YTuEMIEMIID,
o #&=: 36{ZUUID,
name String o INAEUIRR: YTumPEZFR.
o HUBEE: 1-641MFFF, T, &
MFE, 3 (\ude00 - \udfa5) . _
(TFRIE) « - (BRIE) . (=)
id_type String o INBEIER: JHRMIFIRMRZERL,
o HUEEE:
- ip: MimMRIRRZER Aip o

N5k 01 (2025-11-13)
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FEILE M4
APl &%

ﬁlpﬁ?ﬂg@o

4 API
B it fiiA
id_value String XFimMRA FFRIRE o
bgp_asn Long i XHIBGPEIGIHRS . (XHid_type

ca_certificate

CaCertificate
object

iR KCAIEBIER o XX im M XGPE
CAIEBATIR(E] o

created_at String o GlFEERTE,
o UTCHIEIEIN: yyyy-MM-
ddTHH:mm:ss.555Z,
updated_at String o H5—IXEFFATE,
o UTCHJIEIEZN: yyyy-MM-
ddTHH:mm.ss.S55Z,
tags Array of ey,
VpnResourceT
ag objects
% 4-100 CaCertificate
B it ik
id String IEBID,
serial_number | String WEBFINS,
signature_algo | String BEE2EE
rithm
issuer String UEBMAE
subject String IERERE.
expire_time String IERITHARTIE,
is_updatable boolean EREEMEBAS.

2% 4-101 VpnResourceTag

R

ESid]

Hik

key

String

o INEEHAA: FRZBAYE,

o HUEEE: 1-1281FFF, XIFHF.
RBNFE, BN, AYFE. @i =
1, URUTFFRH: _=+-@,

N5k 01 (2025-11-13)
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FEE FAIES

APl &% 4 AP
B i) A
value String o INEEIREH: FRERYES
o EUESEHE: 0-2550FFF, TiFH=F.
BXFE., X, ARFE. G5 T
1% ’ D)\&D)\T?fg : _-::+'@ o
o NaRFFI
{
"customer_gateway": {
"id": "03c0aa3d-demo-a8df-va86-9d82473765d4",
"name": "cgw-ba08",
"id_type": "ip",
"id_value™: "10.#%* = 21",
"bgp_asn": 65000,
"ca_certificate": {
"serial_number": "14257156674311863338",
"signature_algorithm": "SM3WITHSM2",
"issuer": "C=CN,0=a0002,CN=XXX",
"subject": "C=CN,0=a0002,CN=XXX",
"expire_time": "2024-05-22T07:34:227",
"is_updatable": true
h
"created_at": "2021-12-21T16:49:28.108+08:00",
"updated_at": "2021-12-21T16:49:28.108+08:00",
"tagS": []
by
"request_id": "8111d315-5024-45c9-8ee3-5ef676edb0d1"
}
RS

BES A2 KEE,

4.1.2.3 EiFRdimxsZE

IRENR

BT IR XTI
BB

152 WAalEBAPI,
URI

GET /v5/{project_id}/customer-gateways

& 4-102 SEiKA

=t e SFEY | 88
i%&
project_id String 2 IREID, ETLAEISSEURE IDHKENRE
ID,
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APl &% 4 API
£ 4-103 53K Query 28513
2R i =AY | Eh
ik
limit Integer a5 o INEEIHER: D REGREIULREIRYC
RH=,
e HYESBE: 0-200,
e ZKINME: 200,
marker String B o INEEIHAR: EAARRAVEIRIRICHL,
NEFMAEEHE—R. EEIT—REY
markera] LARIE_E—TNg Ay
page_infold& FfInext_markeri&
5.
o ZJ%R: WRSlimit—Ee(ER.,
BKER

N Rz

IBRSH
o
IERES]

GET https://{Endpoint}/v5/{project_id}/customer-gateways?limit={limit}&marker={marker}

RS

IREMAZISF 200: @RI

= 4-104 3K Body S%5I3%

B it A
customer_gate | Array of customer_gatewayXJ& .
ways ResponseCust
omerGateway
objects
total_count Long AR X IRRM K E2E .
page_info Pagelnfo DER.
object
request_id String B5Kido
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4 API

= 4-105 ResponseCustomerGateway

2R i) )%
id String o INAEGIRAR: XJumMIXAIID,
o H&=: 36{ZUUID,
name String o IfEEIRAA: IJimMEZFR,
o HEUESEHE: 1-641MFFF, IFHFE. =
XFE., 3 (\ude00 - \udfa5) . _
(—F“ZU%) S '(Epiug%) ~ (I;i\\) o
id_type String o IfEEIRAA: XJumPRFRIRSEE!,
o EVESCHE:
- ip: XimMEFRRZER ip,
id_value String X it PO KRR
bgp_asn Long iR XAIBGPRGE RS . {NHid_type

HipAFiR[E],

ca_certificate

CaCertificate
object

TP CAIEBEE . (XY 3TimMFE0E
CAIEFEHIR[E],

created_at String o GlEEATIE],
o UTCHIIEI&N: yyyy-MM-
ddTHH:mm:ss.S552,
updated_at String o RE—IXEHATE,
o UTCHIIEI&ZN: yyyy-MM-
ddTHH:mm:ss.5552,
tags Array of rREHIE,
VpnResourceT
ag objects
& 4-106 CaCertificate
E= i) ik
id String IUERID,
serial_number | String UEBRFIIS,
signature_algo | String BEEE.
rithm
issuer String IEPMAE
subject String IERERE
expire_time String UEBITHARTE .
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APl &% 4 API
2R it} ik
is_updatable boolean EREEEIEBHE

2% 4-107 VpnResourceTag
B St fiik

key String o INREULRR: FRESAIRE,

o HUEBHE: 1-1281M=FFF, IFH=FE.
RXFE, P, ARFE. EiE. T
1%; DX&LXT??& _-:=+'@o

value String o INASHHAA: FRESAYE.

o EUEBHE: 0-2551MFfF, XIFHF.
BXFE, P, ARFIE. EiE. T
B, URLTFZERS: _=+@,

V.

& 4-108 Pagelnfo

2R 281 fhR

next_marker String T—mfmarker, EA E—RE @GR
RE—MEIBEICIERE

current_count | Integer HEIFRPRFHE . S/NTEIHEKRE
ABlimitlIFR R RE—R.

LI v =271
{

"customer_gateways": [{
"id": "e67d6e27-demo-a8df-va86-be9a0f0168e9",
"name": "cgw-a45b",
"id_type": "ip",
"id_value": "100.*** *** 81",
"bgp_asn": 65588,
"ca_certificate": {
"serial_number": "14257156674311863338",
"signature_algorithm": "SM3WITHSM2",
"issuer": "C=CN,0=a0002,CN=XXX",
"subject": "C=CN,0=a0002,CN=XXX",
"expire_time": "2024-05-22T07:34:227",
"is_updatable": true
I
"created_at": "2025-06-28T07:36:24.923Z",
"updated_at": "2025-06-28T07:36:24.9237",
"tags™: [1,
e
"id": "312067bb-demo-a8df-va86-09dc941bbffc",
"name": "cgw-21a3",
"id_type": "fqdn",
"id_value": "123******456",
"created_at": "2025-06-28T06:25:01.937Z",
"updated_at": "2025-06-28T06:25:01.937Z"

1
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"total_count": 2,

"page_info": {
"next_marker": "2025-04-28T06:25:01.937Z2",
"current_count™: 2

1’request_id": "82a108d9-0929-42e9-adb7-e146c04c587c"
}

NG

iBE2 A2 RS,
4.1.2.4 BHFSuRMX
TheeN A

RIEXTIRMXID, EFEERIXTIRMNX, SZIFEMAFRMEIRIESR, BXEHMSHE

BRI IRMK

AR7IE

i5S LAMEE AP,

URI
PUT /v5/{project_id}/customer-gateways/{customer_gateway_id}
+ 4-109 S5
B it =AY | R
%
project_id String b~ IRBEID, aILABIdIkEIR B IDZKENRE
ID,
customer_gat | String = FumPIEID
eway_id
EXIHR
o BKSY
& 4110 iBERSH
B Sl BERY | ik
1%
customer_ga | UpdateCgw | 2 customer_gatewayX$% .
teway RequestBod
yContent
object
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N Rz S

Z 4-111 UpdateCgwRequestBodyContent

B 3R BEY | Wik
i%
name String & o INEGIRER: MXZFR,
o HEUESEE: 1-641MFF, M

?\ ﬁj?\ EF'Y (\u4e00 -
\U9fa5) N ( —szué%) .~ 7 ( EFHZIJ
%)..(H)o.

ca_certificat | CaCertificat | & o INEEIRAR: XJiRMECAIEHR,

e eRequest

object

& 4-112 CaCertificateRequest

B ERY 25 | mR
1%

id String & o IfBEIRBA: IEBID,

o &x: 36fZUUID,
content String B o IHREINAE: XHHMIXCAIEBA

B

o HUEEE: 1-81921M=F7%,

BRI

PUT https://{Endpoint}/v5/{project_id}/customer-gateways/{customer_gateway_id}

{

"customer_gateway": {

"ca_certificate": {

"content!: ks

}
}
}

M Rz S44

IREPRZSIES 200: BHALIN

= 4-113 IR Body 2¥%%&

B it 1A
customer_gate | ResponseCust | customer_gateway3J&,
way omerGateway
object
request_id String B3Kid,

N5k 01 (2025-11-13)
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& 4-114 ResponseCustomerGateway
2R =i i)
id String o INEEIHAA: XTumPEAYID,
o 1&=\: 36fZUUID,
name String o INEEIRAR: XFimMIEZFR,
o EUETGHE: 1-641MFFF, BEHF. =
XFE, H3Z(\u4e00 - \udfa5). _(F
X&) . -(FPRIZ) .
id_type String o INEEIRAR: XJURMIEFRIRZEE,
o EUESEH:
- ip: MiRMXIMRZEEip,
id_value String X i P K ARIR(E
bgp_asn Long iR KXAIBGPEIGBERS . (XSid_type
RiphhiRE,
created_at String o GlFEERTE,
o UTCHIEME: yyyy-MM-
ddTHH:mm:ss.5552,
updated_at String o HE—IXEFFATE,
o UTCHIEMEZN: Jyyy-MM-
ddTHH:mm:ss.5557,
ca_certificate | CaCertificate | XFimMECAIEREE . NEXTimMZ4E
object CAIEBHTIR[E]
tags Array of rEIER,
VpnResourceT
ag objects
& 4-115 CaCertificate
2R i U
id String UEBID,
serial_number | String EBFIS,
signature_algo | String BREL,
rithm
issuer String UERAE .
subject String IEPRFERE

MAERRAS 01 (2025-11-13)
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B i) fR
expire_time String UEBId HARTIE]
is_updatable boolean EREEMEBAS.
2 4-116 VpnResourceTag
B E-Sit) )
key String o INgeiREe: REHIRE.
o HUESEBE: 1-1281MFF, M=,
BNFHE, FX. AmFE. @i T
1B, URLIFZER: _=+@,
value String o INEEIREH: #REERYES
o HUETE: 0-2557FfF, SiFH=F.
RNFHE. B, ARFE. @iE. T
*g ) DX&L)T??% _-::+'@ o
o IR
{
"customer_gateway": {
"id": "03c0aa3d-demo-a8df-va86-9d82473765d4",
"name": "cgw-f846",
"id_type": "ip",
"Id Valueu |I1O ***.***-21"’
"bgp_asn": 65533,
"ca_certificate": {
"serial_number": "14257156674311863338",
"signature_algorithm": "SM3WITHSM2",
"issuer": "C=CN,0=a0002,CN=XXX",
"subject": "C=CN,0=a0002,CN=XXX",
"expire_time": "2024-05-22T07:34:227",
"is_updatable": true
1
"created_at": "2021-12-21T16:49:28.108Z",
"updated_at": "2021-12-21T16:49:28.108Z"
h
"request_id": "96718f4a-f57a-4e1f-8d05-7d5e903c8d90"
}
RSB
B2 A2 K&,

4.1.2.5 fRIFRITiRM<

IEENE
RIEXSIRMXID, MIBRFEERIRTiRRIX o
R
152 IWATERAPI,
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URI
DELETE /v5/{project_id}/customer-gateways/{customer_gateway_id}
xE 4-117 2E0K88
B St =AY | #Er
%
project_id String b~ IRBEID, aILABIdIkEIR B IDFREVRE
ID,
customer_gat | String = FumPIEID
eway_id
IEXKEE
o IEKSH
o
o IEKIFAI

DELETE https://{Endpoint}/v5/{project_id}/custome

WAGER

r-gateways/{customer_gateway_id}

"error_msg": "invalid request: customer gateway 575c¢1722-demo-a8df-va86-dd7f41876332 has

o RIS
IRENRZSHE S 204: BIBREIN o
o NaRFFHI
FumE X _EECIFREVPNIER, MIPREM
DELETE https://{Endpoint}/v5/{project_id}/customer-gateways/{customer_gateway_id}
"error_code": "VPN.0001",
connection”,
"request_id": "c923ac44-1890-48d5-a004-5be6432cf361"
}
RS
AR
B2 A2 K&,

4.1.3 VPN &R

4.1.3.1 8# VPN &

ThRENA

BIEBVPNIESE, &EZVPNRIXSRSimMX o

AR7SE

P2y
=

@ AP,

==
18
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URI
POST /v5/{project_id}/vpn-connection

& 4-118 S A

2R i) =AY | 5HA
i%&
project_id String g2 IRHID, aILAEIZAENIRE IDFREVIRE
ID,
BXRIER
o BKBY
= 4119 iBERSH
B Sl =AY | i
1%
vpn_connecti | CreateVpnC | =& vpn_connection{J&,
on onnectionR
equestBody
Content
object

2R 4-120 CreateVpnConnectionRequestBodyContent

B i) 25 | Wk
i
name String 5 o INAEIRAR: VPNIEIZERZTR, FERT

SEENEMENAvpn-197
#Ro #%0: vpn-13be,

o BUESGHE: 1-641M2F, XiFH
F. BXFE. 3 (\ude00 -
\uofa5) . _ (X&) . - (%l
%)..(=2),

INBEIHAR: VPNRMEID,

e #J%E: 36{IUUID, VPNRIXAY
flavoricB IGMAT, VPN,
MESNTVPNRIEITEH,

BLUBSEIIVPNRIEFIEESEVPN
MIZAYID

i

vgw_id String
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B

ESid)

ik

vgw_ip

String

o INREIREA:

- HVPNRXHAInetwork_typefic
EApublichf, vgw_ip/aVPN
MFKEIPEYID

- HVPNMXKHInetwork_typefic
& Aprivatelf, vgw_ip/gVPN
MFKAEFRRIEEANFARIP

o ZJR: 36{UUIDEL =S
IPvAttBit (20192.168.45.7 ) o
BJLUBE EIFIVPNRIKEERVPNR X

Fr{E FRRIEIPAYIDEIENFARIIP

style

String

iy

o INREWIRA: EEHEI .
o EVESBHE:
policy: REZIET(
static: FFSEEHER .
bgp: bgpiEHIE= .
policy-template: SEREIEHRIET .
o ELA(E: statico

cgw_id

String

el

o INACIHER: XFumPIEID,

e #J%E: 36{UUID, VPNRIFAY
flavorBcEHNGMAT, XTuRMTA
MES NS ITiHMNFEIES

peer_subnet
S

Array of
String

iy

o INEEIRAA: IPVAXTIEFM o
o #J%R:

- IPMYARAS HIPVORTAIE;
VPN XHIXBREDR IerB
style=2E& JapolicyzibgpAiA
18; Hitip=s=wiE,

- EROMERRVPCTIEMER, &
BEAE AT uRFM, FlEn:
100.64.0.0/10.
100.64.0.0/12, 214.0.0.0/8,
A[ElregionRIFREMERA[E ,
SCRMER L console BN .
WNSRFEE(FEF100.64.0.0/108%
100.64.0.0/12, {SIRZ T EH
Bo

- B1MVPNIEERZSES501Y
e 08
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B

ESid)

i

R

peer_subnet
S_v6

Array of
String

INREHAR: IPvEXTdis M o

295

- IPHMMARAS HIPVARTAIE;
VPN XHIXBREDR DerB
style=2E& ApolicysibgpRd A~
15, Hitias=wiE,

- 81MVPNEERSES50M
T L

tunnel_local
_address

String

N

Ineei<hl: IHEI FECETEVPN

Wk _EAYtunneliEZ Ottt , FI40:

169.254.76.1/30,

295k

- BU16{UWZR2169.254, A ELfE
F3169.254.195.xxX o

- BIBKEVIE30, Y
tunnel_peer_addresstE@—1
30¥ERSEE -

- NIESRMERARRIETLIbBIL

tunnel_peer
_address

String

N

IngeiRhl: AER TECETERF

M3 _EH9tunneliEObiE . 41

: 169.254.76.2/30,

295K

- BI16(AIWR169.254, ABEFE
FH169.254.195.XxX o

- BIBEKEMMRE30, IR
tunnel_local_addressfE[E@—1
304555 .

- MIESMEFRYENLIELE

enable_nga

Boolean

N

INgeiRhE: FAIENQAKET
BYESEE: true, false,
ZRINE: false,

295 HstylestaticATES, &
WAE,

enable_hub

Boolean

N

IngeiRhl: FRo < BB,
EVESGE: true, falses
ZINE: false,

A5k YstyleIBGPAHES, &N
TiE,
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APl &% 4 API
E= =il BEY | ik
i%
psk String & o INACIHAER: FRHEZ=Z4A.
VPN XAIflavorBit EHGM
B, WFEARES, SUWE,
o 2J3R: 8-1281"FRF, HEeBAK
5F8. I\EFE. FFEKF
FF(~1@#3$%N()-_+={ }./;) BED
BEUMFRHF=M,
policy_rules | Array of & TheeiREA: IPVASRESIETU SRS AN
PolicyRule A,
object YR HRBES5, Nstyley
policy BVPNRIKHIIPIY R A S /9
IPVARTIES .
policy_rules_ | Array of & INEEIEA: IPVeRASIRTCAYSRRS N
v6 PolicyRule H,
object KR REBES51. Xstyles
policy HVPNRIKRIIPHMYARAS /9
IPVERTIES .
ikepolicy IkePolicy S ikeZREEXIER o
object
ipsecpolicy | IpsecPolicy | & ipsecRBEITR o
object
ha_role String B o INEEIRAE: XUERINVPNRIXTE!
BT ANE, FHENVPNRIX
TEUEIERERT, 'masterRnEiE
%, ‘slave'wREiERE.
o ZHIAME: master,
o ASR: FHEEILVPNRIKIEEEIP
& EFARIHBIEER T AOIEIEUR
'master', 7EFFEIPEE SFAMIBIE
SEITHNERE Y UE slave'
tags Array of & o INAEIREA: IRBTIE.
Vanesourc ° Q{JEE: E—ﬁgﬁgzo/\o
eTag object - -
SiSkRA 01 (2025-11-13) WRINPTE © HERIRARBIRAT) 112



FEILE M4
AP &%

4 API

2% 4-121 PolicyRule

B

RE

ik

source

String

o INEEIER: RMELEMIER, IER
IPv4/IPveAEZLEE S5 VPN Y A3 1P
WhRAPTES

o #JR: ABeSH{tEPolicyRule ™Y

sourcetBE

destination

Array of
String

iy

o INEEIRBE: BRYMBIIMIES, MIEZ
IPv4/IPv6I&TLEE S5 VPN SHY P
WhRAPUHL .

B IPvA R ERAE TN -
192.168.52.0/24
BN IPvE ERA& T~ -
16af:cacc:1097::/48,

o A% : G/ PolicyRulefzZIEE50
/N

"o

7% 4-122 lkePolicy

B

xE

i

ike_version

String

o INASIHAR: IKERRAS,

o EUEEHE:
HVPNRIEHflavorBic & FIGMAT,
EUESEE v .
Hitnin = FEUESEE AV, v2,

o ZNAE:
LVPNMEHflavorft & IGMAT,
ZNMEAVT;

Hiba=T, BFIAMEHV2,

N5k 01 (2025-11-13)
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APl &% 4 API
2R it} Z/Y | A
ik
phase1_nego | String S o INREIREA: PHRESIER.
tiation_mod o EUEHHE:
€ VPN flavorBRE GMAT,
EYBESBEAmain,
Hitip=TEUYESEE Amain,
aggressive,
main: e, hadETEHE
=o
aggressive: FFERIET, MHRFHRIE
ISR AUESS
e ZHIAME: main,
o ZUsR: IKERRAAVIEHES, Av2
AYA1E,
authenticati | String B o INREIRAR: INFEEL,
on_algorith o EVEEE:
m VPN A flavorER B JIGMET,
EYBESBEAsm3,
Hitnin = NEUESEE Asha2-512,
sha2-384, sha2-256, shal,
md5,
Hh, shalfimdsZeHRE, 5
=122
o ZINME:
VPN X flavorEeE JIGMAT,
ZKINMEASM3,
Hitins=T, BKIAMESsha2-256,
encryption_a | String = o INEEIRAA: NNZE&EIE,
lgorithm o EVETE:
LVPNRIZHIflavorBic & IGMAT,
BESEEAsm4,
Hithins TEUESEE Haes-256-
gcm-16, aes-128-gcm-16,
aes-256, aes-192, aes-128,
3des.
Hrh, 3des, aes-128, aes-192,
aes-256 MK, 1BIEA,
o EHAE:
HVPNRIFEIflavorEe B I GMAT,
ZINMEASMA4;
Hitiza=T, BRiAMEHaes-128,

MAERRAS 01 (2025-11-13)
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2R it} =AY | i
ik
dh_group String B o INEEIHAR: F—MERZAIER
RYDHZE
LVPNRIZHIflavorBic B IGMAT,
ZFRBRARES,

o HYESEE: groupl, group2,
group5, group14, groupi5,
group16, group19, group20,
group21,

Hrh, groupl, group2,
group5, groupl4ZE£MRI(E, 18
=122

e ZIAE: groupl5s,

N

authenticati | String o INEEIRER: ikethERTAGIAIES

on_method %o

o BUESEHE:
pre-share: FAHZZH,
digital-envelope-v2: EZEH=FE
i,

o EIANE: JEEIEMXpre-share,
[E2% W *digital-envelope-v2,

N

lifetime_seco | Integer o INRLIHAE: FRSAMSETZEHEE, 24
nds ZEFEHERIFIKE SASEhE
%ﬁo

o EWESEE: 60-604800, HAfi:
o

o ZLIME: 86400,

oy

o INEEIRER: AimlD3EEL,
HVPNRIEHYflavorBic & JIGMAT,
ZFERARES,

o BUESCHE:

- ip: IPZEEY,

e ZKIME: ipo

local_id_type | String
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APl &%& 4 API
& sem 27w | A
iﬁ
local_id String & o IPREINBR: ZANiFKID.
LVPNMFEAflavorE & HGMAT,
ZFRABES,
o #R:
Hlocal_id_typemiplS, BJAIE,
EHEEHEIPVAER .
Hlocal_id_typefsfqdnid, wJXIE
E2550FFF, REeRK/NE=
B, HFMFHRGFSEK, 325
PATHEHRER: & <o >0 [ .
\W B ?, KoK, H
local_id_typeafqdnBt 4 UES ,
FEMimR HaIpeer_id—H,
peer_id_type | String ® o INEGIHER: XumIDIEREY,
LVPNM A flavorBit & IGMEAT,
ZFRABEES,
o EUEEHE:
- ip: IPZEEY
o FIAE: ipo
peer_id String ES o INALIRAR: XJi%ID,
VPN XA flavorfig B IGMET,
ZFRAHES,
o ZJTR:
Hlocal_id_typeJmiphd, BJAIH,
HEZHEIPVAMER
Hlocal_id_typeAfqdnid, KK
E2550FFF, ReeAXNEF
B, HFFUFHRGSEN, F23F
PATFHRERF: & <0 >0 [V ).
\« K. ? , KDKRNE, H
peer_id_type AfqdnBd A/ RIES,
FEMimZ ERlocal_id—F,
dpd Dpd object | & ME R EICUITR o
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2= 4-123 Dpd
B E- Sl =AY | fEr
1%
timeout Integer B o INREIRAA: XFAFENIRIIE
S
o EUEEHE: 2-60, Bfi: #,
o BUAME: 15,
interval Integer & o INAEIRER: XHEAFEAN=HES
518
o HEYESEE: 10-3600, EAfu: .
o ZFIAE: 30,
msg String & o INEEWBEA: XTFERFFICNRIAE
o
o BUETH:
seg-hash-notify: $§EDPDIRXH
AYEEIIUF=2hash-notify
seg-notify-hash: }§EDPDIRM
Y far = 2 notify-hash,
e EIANE: seg-hash-notify,
3% 4-124 IpsecPolicy
B il =aw | ik
%
authentigati String ) o IHEEIRAA: INIEE X,
I(’)nn_algorlth o EUETHE:

LVPNMXHIflavorEL & IGM
BY, BYESEEAsm3,
Hiip=TEUESCEA
sha2-512, sha2-384,
sha2-256, shal, md5.

Hrh, shalfimdsLZ&MB(E, 15
=1z

o ZRAE:
HVPNRIEHflavorBie & HIGM
BF, BRAMESSM3,
Hig=T, BAESN
sha2-256,

N5k 01 (2025-11-13)
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APl &% 4 API
B E- St =AW | it
i%
encryption_a | String & o INBEIRER: NMIZEE,

lgorithm o EVEHE:
HVPNRIEHflavorBic & IGM
AY, BUYESBEIsM4,

Hitnip = TEUESERE ~aes-256-
gcm-16, aes-128-gcm-16,
aes-256, aes-192, aes-128,
3des,

EHrh, 3des, aes-128,
aes-192, aes-256L MK, 1B
=1==8

e FINME:
BVPNREHflavorfit B HIGM
B, BRINMESsm4,
Hibig=T, BKINMEaes-128,

TNREIRER: PFS{EFERIDHEAA
HVPNRIXAIflavorfit EAGM
B, ZFRAMEES.

o EWESBE: groupl, group2,
group5, groupl14, group15,
group16, group19, group20,
group21, disable,

Hreh, groupl, group2,
group5, groupl4ZeMR(R, 5
1B,

o ZXIAME: groupl5,

iy
[

pfs String

oy

transform_pr | String o INBEEIRER: (LY.

otocol o EVEHE:
esp: HELZEMN.

o PHIME: esp.

iy
[ ]

lifetime_seco | Integer IhgeinBe: FRECEIPSeciERziE

nds Etagrﬁzazuwrewgg;&aﬁﬁ%
HA o

o HYESBE: 30-604800, B{i:
*¢\0

e ZHAE: 3600,

iy

o INEEIRAER: IRICFIEIET,
o BUESEHE:

tunnel: [EBIE,
e ZHAE: tunnel,

encapsulatio | String
n_mode
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2% 4-125 VpnResourceTag

2R i EAY | fEd
yoir
key String = o INEEIRRA: FREAVHE.
o EVESBE: 1-1281MNF1F, XiFH
F.EBXFH., BN, mYFE.
BE. =™K, UKRUTER: =
+-@,
value String = o INEEIRAA: FREAYE.
o EVESEE: 0-2551MF1F, i
F.EBXFHE., B, mYFE.
BE. =™K, URIUTER: =
+-@,

o BRI

a. BUIEFASIEAENEE.,
POST https://{Endpoint}/v5/{project_id}/vpn-connection

{

"vpn_connection": {
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0ebObde",
"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": [

"192.168.44.0/24"

1

"psk': "abcd****"
}
}

b. CUESRRSEIIER.
POST https://{Endpoint}/v5/{project_id}/vpn-connection

{

"vpn_connection": {
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0eb0Obde",
"style": "policy",
"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": [

"192.168.44.0/24"

1

"psk": "abcd****",

"policy_rules": [{
"source": "10.0.0.0/24",
"destination": [

"192.168.0.0/24"

1

3

}
}

c. BlEbgpigHEINIER,
POST https://{Endpoint}/v5/{project_id}/vpn-connection

{
"vpn_connection": {
"name": "vpn-1655",
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0eb0bde",
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"style": "bgp",
"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": [
"192.168.44.0/24"
1
"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"psk": "abcd****",
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"dh_group": "group16",
"lifetime_seconds": 172800,
"local_id_type": "fqdn",
"local_id": "123**",
"peer_id_type": "fqdn",
"peer_id": "456***",
"dpd": {
"timeout": 30,
"interval": 60,
"msg": "seqg-notify-hash"
}
I
"ipsecpolicy": {
"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"pfs": "group16",
"transform_protocol": "esp",
"lifetime_seconds": 7200,
"encapsulation_mode": "tunnel"
}
}
}
d. SIREZRFHSIREEINER .
TRE &M
vgw_idXFRZA9VPN K R EZEVPNN X BESAEZFIES .
cgw_idXF Rz RIXTiw MK 2 ST iR KIE o
POST https://{Endpoint}/v5/{project_id}/vpn-connection
{
"vpn_connection": {
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0ebObde",
"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": [
"192.168.44.0/24"
1
}
}
MALHR
o NS
IRBPRZERS A 201: successful operation,
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2 4-126 ljIL; Body S#5%
B - 3] R
vpn_connectio | ResponseVpnC | vpn_connectionXJ$%R .
n onnection
object
request_id String BXKID,
& 4-127 ResponseVpnConnection
B E-Si] 1k
id String o IfBEIRAR: VPNIEHEID,
o #&x(: 36fZUUID,
name String o IHAEIRAA: VPNIEIZZIR.
o BUETGHE: 1-641MFFF, IFHF.
N FH. F3Z(\ude00 - \u9fas).
_(FXIZR) . -(PRIZ) o
vgw_id String o IfEEIRBA: VPNMIXID,
e I3(: 36{UUID,
vgw_ip String o IfEEIRAA: VPNMIZEEIPHIIDEIENFA
WP o
o zL: 36{ZUUIDEL M itk IPvaith
it (40192.168.45.7 ) o
style String o INEEINHAE: EEHER,
o EUEEHE:
POLICY: SRE&IES .
STATIC: E#SEEERET
BGP: bgpIEHIER .
POLICY-TEMPLATE: SRESIEHRIET
cgw_id String o INRSNRA: XHimRIXEID,
e I3(: 36{1ZUUID,
peer_subnets | Array of String | IPvAITimFM . ZVPNRIIFHIFEMEI A
ERH Bstyle=FEZ IBGPZ{POLICY. T
VPNRIKRYIPIMY AR A S J91PVERT AR
[=],
peer_subnets_v | Array of String | IPveXdim—FM, ZVPNRXHIKERETI A
6 ERFHBstylexEZIBGPZLPOLICY. I
VPNRIKHBIPHMY AR A S 9 PVART AR
5],
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E= i) ik
tunnel_local_a | String BHEN FEEEVPNRM X _EAYtunnelis
ddress Otttk , {NZstyleISTATICEBGPRTHE
Bo
tunnel_peer_a | String KEEX TEREETEAFP S _£89tunnel
ddress EOMNE, {N2styleISTATICEBGPRTHE
o
enable_hub Boolean o INEGIHER: FENXEEL,
o EWESBHE: true, false,
enable_nga Boolean o INAEEIHAR: FFENQAKM . {Nstyle
FSTATICERR[E],
o HUESEE: true, false,
policy_rules Array of IPVASRESIETVRYSRISHINAE . (N Zistyley
PolicyRule POLICY B VPNRIZEHIIPHMY AR A S 5 IPv4
objects AR [BISEFRAY RIS HRNIZE o
policy_rules_v6 | Array of IPVEIRESIETVRYSRESHINLE . (X Zistyley
PolicyRule POLICY B VPNRIFEHIIPHMY AR A S HIPV6
objects AR [EISCFRATSRRE IR
ikepolicy IkePolicy object | ikeZREENISR o
ipsecpolicy IpsecPolicy ipsecCREEXTSR .
object
created_at String o BUFEERTE],
o UTCHIIEI&N: yyyy-MM-
ddTHH:mm.ss.5552,
updated_at String o HE—IXEFRATIE,
o UTCHJIEIEZN: Jyyy-MM-
ddTHH:mm.ss.5552,
enterprise_proj | String o IfBEIRAR: WIRBID,
ect.id o 1zt: 36fIUUID, Svgw_idFfRig
VPNRIZKAIRIIRE ID— .
ha_role String o INEEIHAR: EH/EXLVPNMIE T A IER:
BY, 'master'ZFRFiER, 'slave'®:x
FiERE . WERET TRIEREha_roleB
&'master’,
o ZRAME: master,
tags Array of mEFIE.
VpnResourceTa
g objects
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2% 4-128 PolicyRule

B E-Sit) R

rule_index Integer o IfgGIRER: #MMID,
o EYESBRE: 0-50,

source String IRIBHERIES

destination Array of String | BRI ER . BENPVARIERAE TR :
192.168.52.0/24 , EENIPVOERAETUR
f5l: 16af:cacc:1097:/48, & PolicyRule

BRZIR[EI501,

= 4-129 IkePolicy
2R Ry fR
ike_version String o INRSIHAA: IKEFRAS,
o EUESEE: V1, V2,
phasel1_negoti | String o INRGIRER: AR, (NHIKERRA VI
ation_mode AfiR[E],

. HWE:}EZ N
main: FRH, IETEZEHS.
aggressive: BFEIET, HIERERN
[EloAES=

authentication | String o IHEEWHER: TAUFELE,

—algorithm o HVESBE: sha2-512, sha2-384,
sha2-256, shal, md5, sm3,

encryption_alg | String o INALIHAR: INZFESE.

orithm o HY&ESBE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des, sm4,

dh_group String o INEEIRER: FE—EREIPIE(FERIRIDH
28, ZVPNMEflavoriGMBTAIRE

o HYESEE: groupl, group2,
group5, groupl14, group15,
group16, group19, group20,
group21,

authentication | String o INEEIHAER: ikethEBTHSIAIETSE
_method o EVESTE:

pre-share: FAHZZ4H,
digital-envelope-v2: EZEHF(EET.
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2R 281 i)
lifetime_secon | Integer o INBEIHER: FTRSANAEZEEERR, X4
ds 1ZEHRBRI S IKE SASBEEhEH .
o HYESEE: 60-604800, Eafi: #b,
local_id_type String o INECIHER: ZAiRIDZERY, LVPNRIK
flavor AGMBFAIR[E]
o EYEEHE:
- ip: IPZEEL,
local_id String AiID, Hlocal_id_typegiphthiREIGIED,
EFVPNERZIHEENAIRID, WRFKIE
EANimI DR [E]VPNIEZRR{3E FBRIVPN Y
X%IP; Hlocal_id_typeAfqdnitiR[E L
BEFTVPNEZITIEERIARIRID
BVPNRFEflavorAGMBTARIR[E
peer_id_type String o INREIMAR: XFimIDZEEY, LVPNRIE
flavor AGMAETARIR[E] ,
o EYEEHE:
- ip: IPZEEY
peer_id String XFimID, Hpeer_id_typegiphtiR[EElE D,
EHTVPNIEZITEERIXTIRID, NRKE
ENHREIFHMFERIIP; Hpeer_id_typels
fqdnRTiR Bl BIFEEL E#VPNIERZIT IS ERY
XtiwID o
LVPNMXflavor SGMBTAIR[E]
dpd Dpd object S EAFECNITR
2= 4-130 Dpd
B - Sid] A
timeout Integer o INEEIRER: WEARFEERNIEEEE
(=8
o EUESEHE: 2-60, Bfi: #,
interval Integer o INEEIHAR: XIFMATF BN HATIE,
o HEVESEE: 10-3600, Efi: b,
msg String o INEEIRAR: WEARFEHNIESER .
o EYEEHE:
seq-hash-notify: $§EDPDIRZFAIE;
fFliEFE2hash-notify
seg-notify-hash: $§EDPDIRSIHRIE;
a7l Enotify-hash,
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% 4-131 IpsecPolicy

B

8l

fik

authentication
_algorithm

String

o INEEIHAER: INIEEX,
o EYETBE: sha2-512, sha2-384,
sha2-256, shal, md5, sm3,

encryption_alg
orithm

String

o INREEWBH: MEBEEX.

e HUESEME: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des, sm4,

pfs

String

o INBEIRAR: PFS{EFEAIDHERIEA, H
VPN XflavorAGMBFARIER[E]

o HYESEE: groupl, group2,
group5, groupl14, group15,
group16, group19, group20,
group21, disable,

transform_prot
ocol

String

o INRGIRAR: (&MY
o EVEBHE:

esp: HEZEIMY.

lifetime_secon
ds

Integer

o IfREIRAR: FECEIPSecEEREIAIRE
BLARSE) D& ERIEFEHA

o EVESGE: 30-604800, EAfii: .

encapsulation_
mode

String

o INEEINAR: IRMFTEMED,
o EVESEHE:
tunnel: BEEIET .

% 4-132 VpnResourceTag

B 281 %
key String o INREIRAR: FREATHE.
o EUESEE: 1-1281MFFF, FH=.
BEYFH., b, BARFE. 5. T
1%, URUTFER: _=+@,
value String o INEEIREE: REHIE.
o EYETBHE: 0-25570FfF, IFH=.
BEYFH, fX. mARFE. G5 T
1%, URUTZERS: _=+@,

o IRZHFA
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a. BUEEFSEEMEINEZEAIIIN .
{

"vpn_connection": {

"id": "98c5af8a-6ee2-4482-99a2-ae2280a6f4c3",

"name": "vpn-b2cb",

"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0eb0Obde",

"style": "STATIC",

"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",

"peer_subnets": ["192.168.44.0/24"],
"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"enable_nga": false,
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "10.%** *** 134",
"peer_id_type": "ip",
"peer_id": "88.F** *** 164",
"dpd": {
"timeout": 15,
"interval™: 30,
"msg": "seq-hash-notify"
}
%
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,

non

"encapsulation_mode": "tunnel"
%
"created_at": "2025-06-26T13:41:34.6267Z",
"updated_at": "2025-06-26T13:41:34.626Z",
"enterprise_project_id": "0",
"ha_role":"master"

%
"request_id": "f91082d4-6d49-479c-ad1d-4e552a9f5cae"
}
b. BUEREEEIIEREAINN o
{

"vpn_connection": {

"id": "98c5af8a-demo-a8df-va86-ae2280a6f4c3",

"name": "vpn-799d",

"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0eb0bde",

"style": "POLICY",

"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",

"peer_subnets": ["192.168.44.0/24"],
"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"policy_rules": [{
"rule_index": 1,
"source": "10.0.0.0/24",
"destination": [
"192.168.44.0/24"
1
1,
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",

N5k 01 (2025-11-13)
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C.

}

n

"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "10.** ** 134",
"peer_id_type": "ip",
"peer_id": "88.*** *** 164",
"dpd": {
"timeout": 15,
"interval": 30,
"msg": "seq-hash-notify"
}
L
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
I
"created_at": "2025-06-26T13:41:34.626Z",
"updated_at": "2025-06-26T13:41:34.626Z",
"enterprise_project_id": "0",
"ha_role":"master"

request_id": "f91082d4-6d49-479c-ad1d-4e552a9f5cae"

Bl#Zbgpis ETUEZAIIDA o

"vpn_connection": {

"id": "98c5af8a-demo-a8df-va86-ae2280a6f4c3",
"name": "vpn-1655",
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0eb0bde",
"style": "BGP",
"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": ["192.168.44.0/24"],
"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"dh_group": "group16",
"authentication_method": "pre-share",
"lifetime_seconds": 172800,
"local_id_type": "fqdn",
"local_id": "123***",
"peer_id_type": "fqdn",
"peer_id": "456***",
"dpd": {
"timeout": 30,
"interval": 60,
"msg": "seqg-notify-hash"
}
)2
"ipsecpolicy": {
"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"pfs": "group16",
"transform_protocol": "esp",
"lifetime_seconds": 7200,
"encapsulation_mode": "tunnel"
h?
"created_at": "2025-06-26T13:41:34.626Z",
"updated_at": "2025-06-26T13:41:34.626Z",
"enterprise_project_id": "0",
"ha_role":"master"
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T

URI

IBEXRHE

"request_id": "f91082d4-6d49-479c-ad1d-4e552a9f5cae"

WECIRVPNIER, ER—MX TRITEIET-25RVPNIER .

52 ANaERAPI

o

POST /v5/{project_id}/vpn-connections/batch-create

3 4-133 SEKA

B S =/Y | A
i%
project_id String b~ IREID, mJLABIIIRENIRE IDFRENRE
ID,
o IERSH
& 4134 ERSH
E= i =AY | R
1%
vpn_connecti | Array of 2 vpn_connectionXJREH, SEE
ons CreateVpnC 1-2,
onnectionR
equestBody
Content
object
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2% 4-135 CreateVpnConnectionRequestBodyContent

B

xE

=AY

ik

name

String

oy | §f

INEEIRAR: VPNIEIZEZTR, BT
SBmEMEIL Avpn-a97
FRo #%0: vpn-13be,

EVESEE: 1-641NFF, i
F. BXFE. 3 (\ude00 -
\uofa5) . _ (X&) . - (hxl
%), . (=),

vgw_id

String

ali

AT LUBITEEVPN R XEIEEEVPN
[TES: ][

INgEiRAE: VPNRXID,

2950 36{ZUUID, VPNRIFERY
flavorBe & HIGMAT, VPNRIFEL.
MEENITVPNMEIEH, BlFE2
SEERT, vow_idZEHEE,

vgw_ip

String

el

B LUBET EiIVPNRIXEERVPNR %
Fr{EARYEIPRYIDEIZENFARIIP,

ThREisiER:

- HVPNRXAInetwork_typefic
B ApublichT, vgw_ipAVPN
MIEIPEYID

- HVPNXHAInetwork_typefic
BE Hprivateis, vgw_ip/9VPN
K AEFBRIEENFARIIP

295k 36{ZUUIDEk =i

IPvaititit (%0192.168.45.7) .

style

String

N

TheeiRil: EEER .

EESEE:

policy: ZREEIRT(

static: BHSIREARTC,

bgp: bgpiEHIE .
policy-template: SRESEIRIET
ZIAME: statico

cgw_id

String

i

IhEeIRAE: XSumMIXID o

9% 36{UUID, Z3VPNRMIFEAY
flavorFeE HIGMAT, XFimMws
MESNIT X iR IIES .
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B

ik

peer_subnet
s

Array of
String

o INRSINAA: IPVARXTURFI o
o #JIR:

- IPMMARAS HIPVORTAIE;
VPN KR XEXED JoerB
style=2E& fapolicyaibgpRt A
18, Hitip=swiE,

- BB MEREVPCIIEEMES, A
BEAEARTImF, Ign:
100.64.0.0/10.
100.64.0.0/12, 214.0.0.0/8,
AEregionAIFREE M ERA[E]
SCRMER L console BN
ANEREE(FFE100.64.0.0/10Tf
100.64.0.0/12, {SIRZ T EH
=

- B1MVPNEERZSIES501YY
T

peer_subnet
S_v6

Array of
String

iy

o INRLIHAA: IPVEXTHEFM .,
o ZTR:

- IPHMMARAS HIPVARTANIE;
VPN KRYXEXED JoerB
style=2E& ApolicysibgpAd A~
15, Hitias=wiE,

- B VPNIEERZSES50M
T L O

tunnel_local
_address

String

iy

o INEEIRAE: IREEX TEETEVPN
W% _ERYtunneliZ Ottt . Han:
169.254.76.1/30,

o ZJTR:

- BI16fIAR169.254, ABE(E
FH169.254.195.xxX o

- EBRRKEXNIE30, Y
tunnel_peer_addresstE@—4
308135BE -

- ROIESMEZPRIEN MBI,
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B

ESid)

ik

tunnel_peer
_address

String

o INEEIHER: FRAEX TEEERR,
Mig& _ER9tunneliZOitbht . 51
W0: 169.254.76.2/30,

o Z9TR:

- BI6{I4NR2169.254, ARL(F
F3169.254.195.xxX o

- BRKEXIE30, ©F
tunnel_local_addresstEE—1
30¥ERSEE -

- NESMERARRIENIELE

enable_nga

Boolean

oy

o INEEHAA: FFBNQAKEI,
o HYESEE: true, false,
o ZAE: false,

o #TR: LstyleBstaticAHES, &
NWAIE,

enable_hub

Boolean

iy

o IfEEIRAA: BRSO XEEL,
o HYESGHE: true, false,
e ZIME: false,

o #R: style HBGPRHEE, BN
iE,

psk

String

N

o INEEINER: FAHZ=24A,
BVPNMEHIflavorft B IGM
BY, LFERABES, SUWHIE,

o #4TR: 8-1281FFF, HEEEE XK
BEFxH. NEFH. HFINEH®RF
F(~@#$%N*()-_+={ },./;) BED
BEMMERFH =,

policy_rules

Array of
PolicyRule
object

oy

INgeiAR: IPVASRESIETCRISRAS LAY
¢,

49K RBEB51, (XHstylesy
policy BVPNRIKATIPEHMYARA S5
IPVARTIES

policy_rules_
v6

Array of
PolicyRule
object

iy

IhaEi<Ae: IPVeIRESEZCAISRBE AN
4B,

AR RBESG5, {XHstyley
policy BVPNRIKHIIPIIY R A S /9
IPV6ETIES .

ikepolicy

IkePolicy
object

iy

ikeSREEITSR o
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2R it ixE'gz:?"‘ iR
ipsecpolicy | IpsecPolicy | & ipsecTREENIR -
object
ha_role String & o INEEBA: MUEEICVPNRIX TEl
FiEETAE, FRERXVPNRSK
TeEEERZET, 'masterFRRFiE
B, 'slave'®RREIER
o EZAE: master,
o ZTR: FHEEXVPNRIKIEEEIP
o & EFAR MBI ST AR R
'master', TEFEIPEYZEEFAMIHIL
B AERE U slave'
tags Array of S o INAEIREA: 1RESIIE.
vorksoue || s mswson.
2% 4-136 PolicyRule
B i) EE‘M‘ A
source String B o INBEIHAR: JEHBUEER, MIER
IPv4/IPvei&TEE 5 VPN K AYIPH
WhRZAPLEC .
o ZUSR: A BeSHAEPolicyRule FRY
sourcetgE .
destination | Array of S o INREHRR: BAVHBUEMER, MIER
String IPv4/IPv6t&TEE S5 VPN RISAY P

Y E S U
EBANPVAR ERAE TR -
192.168.52.0/24.

B IPvE I ERAE TN -
16af.cacc:1097::/48,

o #%R: & PolicyRulelzZ1EE50
PAS

()
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2 4-137 lkePolicy

2R E i) =AY | Hi
yoir
ike_version String & o INAEIRAR: IKEARAS,
o EYESEH:

LVPNRIZHIflavorBic B IGMAT,

BESEEAV .

Hitas=TEUESEE AV, v2,

o FINME:

VPN X flavorEeE IGMAT,

ENMEAVT;

Hig=T, FAEAV2,
p‘ha‘se1_nego String B o INRSNAA: thigta=,
tiation_mod o EVEHHE:
€ LVPNR£YflavorfRE HGMEAT

BYESEE Amain,

Hitins TEYESEE Imain,

aggressive,

main: e, hEdETEHE

Do

aggressive: FFERiET(, WHEFHUE

ISR AUESSI

o EHME: main,
o ATR: IKEFRAAVIEFHES, Jv2

AYA1E,
authenticati | String r o INBEIRAR: INIEELE,
on_algorith o EUETHE:

m VPN XA flavorEe B GMAT,

EYESBREAsm3,

Hithin=TEUEEE Isha2-512,

sha2-384, sha2-256, shal,

md5,

b, shalflmdsZ 2K, B

=18

o EHAE:

HVPNRIEflavorEe & I GMAT,

ZINMEASM3,

Hihia=T, BIAMESsha2-256,
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B E- St =aW | iR
i%
encryption_a | String & o INBEIRER: MZEX,
lgorithm o EUEHHE:
ZHVPNMXHIflavorEE B IGMAT,
BESEESIsm4.

Hitnip=TEUESERE Haes-256-
gcm-16, aes-128-gcm-16,
aes-256, aes-192, aes-128,
3des,

Hrh, 3des, aes-128, aes-192,
aes-256Z & MRIK, 1BEA.

o ZAME:
LHVPNRIERflavorBic B IGMAT,
ZINMESIsM4;

Hia=T, BMEIaes-128,

o INEEUWIAA: SE—MEREHRIEER
HIDHLA
VPN XIflavorEt B AGMAT,
ZFRAAES.

e HYESEBE: groupl, group2,
group5, group14, groupi5,
group16, group19, group20,
group21,

Hrh, groupl, group2,
group5, groupl4ZE£MBAK, 15
B,

e ZKIAE: groupl5s,

authenticati | String o IHAEIHAR: keI RSEIBGINIES
on_method %,

o BUEBHE:
pre-share: A=A,
digital-envelope-v2: EZEHFE
i,

o HINME: FEEZEMXKpre-share,
EZM*digital-envelope-v2,

N

dh_group String

oy

lifetime_seco | Integer B o INALINAR: ERSANILETZEHE, 4
nds ZE BT IS IKE SASBME
o
o HEYESBHE: 60-604800, EE{v:
o

o BKIAE: 86400,
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B

i)

local_id_type

e INEEIRER: AugIDZEEL,
LVPNREHflavorEt & FIGMAT,
ZFBRARES,

o HUESEE:

- ip: IPZEEL,

o EUAE: ipo

local_id

String

iy

o INEGIHER: AiwID.
LVPNMZAIflavorfie B AGMAT,
ZFRAEES.

o ZJ5u:

Hlocal_id_typeipld, BJAIE,
EHEFEi#REIPVAET(,

Hlocal_id_typeafqdnid, K<
E2550FFF, ReeRK/NE=F
. HFIUFHRGSEK, F25F
PATHFSRZERT: & <. >0 [ 1.
\W BHE. ? , RKINE, H
local_id_typeafqdnBt%UEE,
BEMImEERpeer_id—,

peer_id_type

String

oy

o INBEEIRAR: IJimIDZEEY,
LVPNMEHflavorft & IGMAT,
ZFERARES,

o HEUESEE:

- ip: IPZEEY

e ZAE: ipo

peer_id

String

oy

o INAEIRAR: XFiRID,
LVPNRXHIflavorEt & AIGMET,
ZFRABES,

o ZJTR:

Hlocal_id_typeNipht, AIAIE,
IHEEHRIPVMER

Hlocal_id_typesafqdnid, TZXI<
E2550MFRF, REERAXNEF
B, HFMFHRGSERN, 73285
PATFHRER: & <0 >0 [V )
\W B, ?, KoKRINE, H
peer_id_type AfqdnidRIES,
FEMN IR ERYlocal_id—F,

dpd

Dpd object

iy

SFHAFELNUITR o
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== 4-138 Dpd
E= -] =AY | R
gri
timeout Integer B o INREIRAA: XFAFENIRIIE
SEIES
e EVESBHE: 2-60, Bfi: &,
o EINE: 15,
interval Integer & o INEEER: XFEARFBICNTHAT
=18
o EVESBRE: 10-3600, 2fu: .
o ZFIAE: 30,
msg String & o INEEIRBE: XWHAFERNIRIE
X
o EUESEHE:
seg-hash-notify: $§EDPDIRXH
AYEEIIUF=2hash-notify
seg-notify-hash: }§EDPDIRM
Y far = 2 notify-hash,
e EIANE: seg-hash-notify,
7% 4-139 IpsecPolicy
B E- i =AY | ik
%
authentigati String ) o IHEEIRAA: INIEE X,
I(’)nn_algorlth o EUETHE:

LVPNMXHIflavorEL & IGM
BY, BYESEEAsm3,
Hiip=TEUESCEA
sha2-512, sha2-384,
sha2-256, shal, md5.

Hrh, shalfimdsLZ&MB(E, 15
=1z

o ZRAE:
HVPNRIEHflavorBie & HIGM
BF, BRAMESSM3,
Hig=T, BAESN
sha2-256,
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B E- St =AW | it
i%
encryption_a | String & o INBEIRER: NMIZEE,

lgorithm o EVEHE:
HVPNRIEHflavorBic & IGM
AY, BUYESBEIsM4,

Hitnip = TEUESERE ~aes-256-
gcm-16, aes-128-gcm-16,
aes-256, aes-192, aes-128,
3des,

EHrh, 3des, aes-128,
aes-192, aes-256L MK, 1B
=1==8

e FINME:
BVPNREHflavorfit B HIGM
B, BRINMESsm4,
Hibig=T, BKINMEaes-128,

TNREIRER: PFS{EFERIDHEAA
HVPNRIXAIflavorfit EAGM
B, ZFRAMEES.

o EWESBE: groupl, group2,
group5, groupl14, group15,
group16, group19, group20,
group21, disable,

Hreh, groupl, group2,
group5, groupl4ZeMR(R, 5
1B,

o ZXIAME: groupl5,

transform_pr | String o INBEEIRER: (LY.
otocol o BUETH:

esp: FERZEMN
o PHIME: esp.
lifetime_seco | Integer INEEIREE: AL E|PSecEEsE
nds SRR E AR B A EERNEFRE
HA,

o HYESSE]: 30-604800, BAfi:
i

e ZHAE: 3600,
o INEEIRAR: IREFEER
o HUESEE:
tunnel: [EBIE,
e FIAE: tunnel,

iy
[

pfs String

oy

iy
[ ]

iy

encapsulatio | String
n_mode
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2% 4-140 VpnResourceTag

2R it BEY | i
ik
key String = o INBEEIRAR: FREEAVHE.
o EUESEE: 1-12810F1F, HiHH
F. mNFHE. X, mYFE.
BIE. =, URUTER: =
+'@o
value String = o INEEIRAR: FREMIE.
o EVESGHE: 0-2557=F%F, SiH#
F. BmNFH. X, EmYFE.
BIE. T, URIUTER: =
+'@o

o EREA
a. HECIEFSIRHERINERE

POST https://{Endpoint}/v5/{project_id}/vpn-connections/batch-create

{
"vpn_connections": [
{
"vgw_ip": "0d0f4af1-42b9-41eb-97b9-b4d41a0bfoc4",
"cgw_id": "12f3577a-cbd8-4602-b68c-ecbf792fcec5",
"vgw_id": "8030f6d6-32a8-4d20-a7f8-50a7a826e28",
"peer_subnets": [
"192.168.2.0/24"
1

"pSk"Z nabcd****u

"vgw_ip": "1fb97767-d780-4d8b-83bb-6f878f662005",
"cgw_id": "12f3577a-cbd8-4602-b68c-ecbf792fcec5",
"vgw_id": "8030f6d6-32a8-4d20-a7f8-50a7a826e2f8",
"peer_subnets": [

"192.168.2.0/24"
1

"psk": "abcd#"
}

1
}

b. Ht=ECERIEERE
POST https://{Endpoint}/v5/{project_id}/vpn-connections/batch-create

{
"vpn_connections": [
{
"vgw_ip": "0d0f4af1-42b9-41eb-97b9-b4d41a0bfoc4",
"cgw_id": "12f3577a-cbd8-4602-b68c-ecbf792fcec5",
"vgw_id": "8030f6d6-32a8-4d20-a7f8-50a7a826e2f8",
"style": "policy",
"peer_subnets": [
"192.168.2.0/24"

"pSk"Z llabcd****l"
"policy_rules": [

"source": "10.0.0.0/24",
"destination": [
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"192.168.0.0/24"

"vgw_ip": "1fb97767-d780-4d8b-83bb-6f878f662005",
"cgw_id": "12f3577a-cbd8-4602-b68c-ecbf792fcec5",
"vgw_id": "8030f6d6-32a8-4d20-a7f8-50a7a826e2f8",
"style": "policy",
"peer_subnets": [

"192.168.2.0/24"

1
"pSk": "abcd****",
"policy_rules": [
{
"source": "10.0.0.0/24",
"destination": [
"192.168.0.0/24"

c. HEOUEbgpIRHREILESE .

POST https://{Endpoint}/v5/{project_id}/vpn-connections/batch-create

{
"vpn_connections": [
{

"name": "vpn-1655",

"vgw_ip": "0d0f4af1-42b9-41eb-97b9-b4d41a0bfoc4",

"cgw_id": "12f3577a-cbd8-4602-b68c-ecbf792fcec5",

"vgw_id": "8030f6d6-32a8-4d20-a7f8-50a7a826e2f8",

"style": "bgp",

"peer_subnets": [

"192.168.2.0/24"

1
"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"psk": "abcd****",

"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"dh_group": "group16",
"lifetime_seconds": 172800,
"local_id_type": "fqdn",
"local_id": "123***",
"peer_id_type": "fqdn",
"peer_id": "456***",
"dpd": {
"timeout": 30,
"interval": 60,
"msg": "seg-notify-hash"
}
B
"ipsecpolicy": {
"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"pfs": "group16",
"transform_protocol": "esp",
"lifetime_seconds": 7200,
"encapsulation_mode": "tunnel"

"name": "vpn-1341",
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"vgw_ip": "1fb97767-d780-4d8b-83bb-6f878f662005",
"cgw_id": "12f3577a-cbd8-4602-b68c-ecbf792fcec5",
"vgw_id": "8030f6d6-32a8-4d20-a7f8-50a7a826e2f8",
"style": "bgp",
"peer_subnets": [
"192.168.2.0/24"
1
"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"psk": "abcd****",
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"dh_group": "group16",
"lifetime_seconds": 172800,
"local_id_type": "fqdn",
"local_id": "123***",
"peer_id_type": "fqdn",
"peer_id": "456***",
"dpd": {
"timeout": 30,
"interval": 60,
"msg": "seg-notify-hash"
}
b
"ipsecpolicy": {
"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"pfs": "group16",
"transform_protocol": "esp",
"lifetime_seconds": 7200,
"encapsulation_mode": "tunnel"
}
}
1
}

20 EZ RS RE TR,

ESM:

vgw_idX R ASVPN X A EZEVPNNXHESANEZFIEH
cgw_idXIRIAYRTim MK E SN T im R FKIER

POST https://{Endpoint}/v5/{project_id}/vpn-connections/batch-create

{
"vpn_connections": [
{
"vgw_ip": "da21634b-56bf-4137-bc80-b1a0937294ec",
"cgw_id": "12f3577a-cbd8-4602-b68c-ecbf792fcec5",
"vgw_id": "768b2790-ccc9-4257-91b3-e008747db9e6",
"peer_subnets": [
"192.168.2.0/24"
1

"vgw_ip": "36857950-95e2-4e57-9c53-da7fe0f9841b",
"cgw_id": "12f3577a-cbd8-4602-b68c-ecbf792fcec5",
"vgw_id": "768b2790-ccc9-4257-91b3-e008747db9e6",
"peer_subnets": [

"192.168.2.0/24"
]

}
1
}
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N Az S
LI )V
IREYAZSAS S 201: successful operations,

7= 4-141 QR Body 2¥%I%E

B it fiiA
vpn_connectio | Array of vpn_connectionsXYR&4H
ns CreateRespon
seVpnConnect
ion object
request_id String BXKID,

% 4-142 CreateResponseVpnConnection

2R Sl P

id String o INBEIRER: VPNIEEID,
o #&=: 36/2ZUUID,

name String o INEGIHER: VPNIEEZFR.

o EUESEBE: 1-641MFFF, IFH=F.
B FHE., F3Z(\ude00 - \udfas).
_(FXIZ) . -(PRIK) o

vgw_id String o INAEIHAR: VPNRIXID,
o I&=: 36fZUUID,
vgw_ip String o INAEIHAA: VPNRIXEEIPHYIDEIZANFA
MIP

o H&T: 36 UUIDE =i IPvAit:
ft (40192.168.45.7 ) .
style String o INBEINAR: EHEER .

o HVUBESEE:
POLICY: SRESHEL .

STATIC: E35EEHED
BGP: bgpiEHtE .
POLICY-TEMPLATE: Si&ERiE .

cgw._id String o INAEBER: XHHMIFEID,
o #&2(: 36{;ZUUID,

peer_subnets | Array of String | IPvAXSim—FM ., ZVPNRIXHIKEMEI
ERFBstyle==EZIBGPTLPOLICY. T
VPNRIFKAYIPIMY AR ASS /91 PVERT IR
[=],
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B

RE

A

peer_subnets_v
6

Array of String

IPVEITiH R . VPN FERIFEIETR 9
ERFFHstyle=FE&IBGPTLPOLICY. Tk
VPNRIKAIIPIMYER A S 91 PVARY IR
[El,

tunnel_local_a | String AR FECEEVPNMX _EAYtunnelizE
ddress Ottsiit . {XZHstyleISTATICE,BGPRIH
o
tunnel_peer_a | String BEER TR EEAFP U _EAJtunnel
ddress EOME, {XHstyleISTATICZLBGPRIHE
o
enable_nga Boolean o INAEEIHAR: FFENQAKM . {NZistyle
ASTATICHTIR[E],
o BEWESBE: true, false,
policy_rules Array of IPVASRESIETVRYSRESHINAE . (N Zistyley
PolicyRule POLICY B VPNRIZEHIIPHMY AR A S5 IPv4
objects AR [BISEFRAY RIS HRNIZE o
policy_rules_v6 | Array of IPVERASIETVRYSRISHINLE . (X Zistyley
PolicyRule POLICY B VPNRIFEHIIPHMY AR A S HIPV6
objects ATIR [EISEFRAISRRE AR NIZE .
ikepolicy IkePolicy object | ikeZREENISR o
ipsecpolicy IpsecPolicy ipsecCREEXTSR .
object
created_at String o BGIEATE,
o UTCHJEIREZN: Jyyy-MM-
ddTHH:mm:ss.S552,
updated_at String o HE—IXEFRATIE,
o UTCHJIEIEZN: Jyyy-MM-
ddTHH:mm:ss.5552,
enterprise_proj | String o IpELHEA: BIIRBID,
ect id o #&L: 36{IUUID, Svgw_idFTiRiR
VPNRAIE IR E ID—E
ha_role String o INgEiBA: FHEEICVPNRIX TRIER:
BY, 'master'ZFRFiER, 'slave'®:x
iRz . WERTU TRIEREha_role#B
='master’,
o ZRAME: master,
tags Array of mEFIE.
VpnResourceTa
g objects
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2% 4-143 PolicyRule

B E-Sit) R
source String TRt RES o
destination Array of String | BRYMEHIRIES . EEANPVARIERAS U :

192.168.52.0/24 . BAAMPVERIERIEZ(~
f5l: 16af.cacc:1097::/48., & PolicyRule
RZIR[E501

% 4-144 IkePolicy

R

St

ik

ike_version

String

INBEIHEE: IKERRAS,
EYESBE: v1, v2,

phasel1_negoti
ation_mode

String

Theeiee: thEiEsl. (XNHIKERRAAVI
AHR[EL,

BESEE:

main: FiERX, HEZEZEES.
aggressive: EFERIET, theEFtEBND
[EpAuESSH

authentication
_algorithm

String

IHREIRE : INIEESE,
EESBE: sha2-512, sha2-384,
sha2-256, shal, md5, sm3,

encryption_alg
orithm

String

IhEEREA: MNEREE.

BESEE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des, sm4,

dh_group

String

TheeiRiA: SE—MEREIAHERRIDH
28, HVPNM*EflavorIGMATARIRIL]
EUESBE: groupl, group2,

group5, groupl14, group15,
group16, group19, group20,
group21,

authentication
_method

String

ThaeisiiA: ikethESRIATIANIETS &
EEBE:

pre-share: FRHZ=Z4H,
digital-envelope-v2: EZ#F(=.

lifetime_secon
ds

Integer

ThREIRAA: FRRSARIEFREHE, Hiz4E
FEHAEREIKE SASBRIEH .

EVESBE: 60-604800, E{i: b,
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B 281 fR
local_id_type String o INBEIRAA: ZAimIDZERY, LVPNRIFE
flavor AGMBTAIR[T]
o EUESEH:
- ip: IPZEEY,
local_id String AKi%ID, Hlocal id_typeiphthiRE|BlEEsg,
EHVPNIERZIHEERIARIRID, WNRKE
TEANUw | DRUIR[E]VPNZERZ R FBRIVPN XY
%*IP; Hlocal_id_typeafqdniTiREIBIFEEY
EHVPNIEZIHEERIARIRID,
HVPNMXflavor AGMAETARIR[T] ,
peer_id_type String o INEEIRAR: XJIRIDERY, HVPNRIX
flavor AGMATAIR[E] ,
o EUETGHE:
- ip: IPZER
peer_id String XtiwID, Lpeer_id_typeipAhiREISIGES,
EHVPNIERZITIEERIXTIRID, WNIRKE
ENIREISHMFERIIP; ZHpeer_id_typels
fqdnRTiR Bl B EL E#VPNIERZAT IS ERY
XFimwID o
VPN EflavorAGMAY RiR[E] ,
dpd Dpd object S EAIFECUITR
% 4-145 Dpd
B i) fhia
timeout Integer o INEEIHEA: XHAFERNIRIMEEE
=
o HUESEEl: 2-60, Bfi: ®,
interval Integer o INEGIRAR: MWEHEMEBENZHETE,
o EUESEE: 10-3600, Bfi: &b,
msg String o INEEIHEA: XHFAFHRNIRIIAEC .
o EUETGHE:
seq-hash-notify: }§EDPDIRSIHRHIZ;
fElREF=hash-notify
seg-notify-hash: }§EDPDIRX FAYE:
fFlREEnotify-hash,
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2% 4-146 IpsecPolicy

2R i) )%

authentication | String o INELIHER: TANIEEX,

—algorithm o EVESBE: sha2-512, sha2-384,
sha2-256, shal, md5, sm3,

encryption_alg | String o INESINAR: hINZRESE.

orithm

o HUESEME: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des, sm4,

pfs String o INEEIRAR: PFS{EFBAIDHERRAH, X
VPN FflavorIGMBTARIR[E] o

e HYESEE: groupl, group2,
group5, groupl14, group15,
group16, group19, group20,
group21, disable,

transform_prot | String o INAEEIRAR: (BN
ocol o EVEBE:

esp: HELZEMN.
lifetime_secon | Integer o INEGIRAR: FRECEIPSecEREAYRE
ds ELAR B AEENEFEER,

o HYESEE: 30-604800, Efi: b,

encapsulation_ | String o INBEIHAR: IRSCEFEER,
mode o EUEBE:

tunnel: BEREIET .

2R 4-147 VpnResourceTag
B it R

key String o INEGIRAR: FREAVHE.

o EUETHE: 1-1281M=FF, IFH=F.
RNFHE. P, ARFE. @E. T
*gy L\/L&L\)\—lt$fg. _-::+_@o

value String o INASIHAR: FREHIE.

o EUESEE: 0-2550MFF, HiFH=.
BYFH, FX., AFE. JiE. T
1B, URILTZERF: _=+@,

S /v =27
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i HECIEERSEEEEERINA
{
"vpn_connections": [
{
"id": "cf91c03c-9679-495f-a201-3622a1aec817",
"name": "vpn-b8fa",
"vgw_id": "8030f6d6-32a8-4d20-a7f8-50a7a826e2f8",
"vgw_ip": "0d0f4af1-42b9-41eb-97b9-b4d41a0bf9c4",
"style": "STATIC",
"cgw_id": "12f3577a-cbd8-4602-b68c-ecbf792fcec5",
"peer_subnets": [
"192.168.2.0/24"
1
"tunnel_local_address": "169.254.12.37/30",
"tunnel_peer_address": "169.254.12.38/30",
"enable_nga": false,
"policy_rules": [],
"ikepolicy™: {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "10.*** *** 173",
"peer_id_type": "ip",
"peer_id": "2} Fx Q
"dpd": {
"interval™: 30,
"timeout": 15,
"msg": "seqg-hash-notify"
}
%
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
%
"created_at": "2025-02-21T03:53:23.557Z",
"updated_at": "2025-02-21T03:53:23.5572",
"enterprise_project_id": "0",
"ha_role": "master",
"tags": [],
"policy_rules_v6": []
b
{
"id": "64c09578-a23c-4d9d-9c64-56b2f9a74695",
"name": "vpn-ec21",
"vgw_id": "8030f6d6-32a8-4d20-a7f8-50a7a826e2f8",
"vgw_ip": "1fb97767-d780-4d8b-83bb-6f878f662005",
"style": "STATIC",
"cgw_id": "12f3577a-cbd8-4602-b68c-ecbf792fcec5",
"peer_subnets": [
"192.168.2.0/24"
1
"tunnel_local_address": "169.254.60.229/30",
"tunnel_peer_address": "169.254.60.230/30",
"enable_nga": false,
"policy_rules": [],
"ikepolicy™: {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
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"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "215.%** *** 55",
"peer_id_type": "ip",
"peer_id"; "2} x* 2 Q1
"dpd": {
"interval": 30,
"timeout": 15,
"msg": "seq-hash-notify"
}
T
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
L
"created_at": "2025-02-21T03:53:23.226Z",
"updated_at": "2025-02-21T03:53:23.226Z",
"enterprise_project_id": "0",
"ha_role": "master",
"tags": [1,
"policy_rules_v6": []
}
1
"request_id": "3¢53db019753c69323303c198af58a85"
}

i.  HtEeIEREE SN .
{

"vpn_connections": [
{

"id": "db06a7cb-e3b5-4c8c-b682-40ed54e8eb54",

"name": "vpn-ed37",

"vgw_id": "8030f6d6-32a8-4d20-a7f8-50a7a826e2f8",

"vgw_ip": "1fb97767-d780-4d8b-83bb-6f878f662005",

"style": "POLICY",

"cgw_id": "12f3577a-cbd8-4602-b68c-ecbf792fcec5",

"peer_subnets": [

"192.168.2.0/24"

1
"tunnel_local_address": "169.254.44.197/30",
"tunnel_peer_address": "169.254.44.198/30",
"policy_rules": [

"rule_index": 1,

"source": "192.168.37.0/24",

"destination": [

"192.168.2.0/24"

1

}
1
"ikepolicy": {

"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "215.*** *** 55",
"peer_id_type": "ip",
"peer_id": "2} x Q1
"dpd": {

"interval": 30,

"timeout": 15,

"msg": "seq-hash-notify"

}
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L

"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"

L

"created_at": "2025-02-21T03:59:50.341Z",

"updated_at": "2025-02-21T03:59:50.3412",

"enterprise_project_id": "0",

"ha_role": "master",

"tags": [1,

"policy_rules_v6": []

"id": "9f5220fd-f674-420c-9df7-6b6420a3ae99",
"name": "vpn-d0c2",
"vgw_id": "8030f6d6-32a8-4d20-a7f8-50a7a826e2f8",
"vgw_ip": "0d0f4af1-42b9-41eb-97b9-b4d41a0bfoc4",
"style": "POLICY",
"cgw_id": "12f3577a-cbd8-4602-b68c-ecbf792fcecs",
"peer_subnets": [

"192.168.2.0/24"
1,
"tunnel_local_address": "169.254.192.61/30",
"tunnel_peer_address": "169.254.192.62/30",
"policy_rules": [

"rule_index": 1,
"source": "192.168.37.0/24",
"destination": [
"192.168.2.0/24"
1
}
1,
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "10.*** *** 173",
"peer_id_type": "ip",
"peer_id"; "2 x* 2 Q1
"dpd": {
"interval": 30,
"timeout": 15,
"msg": "seq-hash-notify"
}
L
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
T
"created_at": "2025-02-21T03:59:50.651Z",
"updated_at": "2025-02-21T03:59:50.6512",
"enterprise_project_id": "0",
"ha_role": "master",
"tags": [1,
"policy_rules_v6": []
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1,
"request_id": "81237dad5e1338b1818cd6582781b610"
}

iii.  HtEeUEbgpit AR TVERAINGAL .
{

"vpn_connections": [
{
"id": "5ddf5d02-c746-4075-be4b-95e€9213e1c3c",
"name": "vpn-1655",
"vgw_id": "8030f6d6-32a8-4d20-a7f8-50a7a826e2f8",
"vgw_ip": "0d0f4af1-42b9-41eb-97b9-b4d41a0bfoc4",
"style": "BGP",
"cgw_id": "12f3577a-cbd8-4602-b68c-ecbf792fcec5",
"peer_subnets": [
"192.168.2.0/24"

1

"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"enable_hub": false,
"policy_rules": [],
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"dh_group": "group16",
"authentication_method": "pre-share",
"lifetime_seconds": 172800,
"local_id_type": "fqdn",
"local_id": "123***",
"peer_id_type": "fqdn",
"peer_id": "456***",
"dpd": {

"interval": 60,

"timeout": 30,

"msg": "seq-notify-hash"
}

h?

"ipsecpolicy": {
"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"pfs": "group16",
"transform_protocol": "esp",
"lifetime_seconds": 7200,
"encapsulation_mode": "tunnel"

2

"created_at": "2025-02-21T06:50:25.238Z",

"updated_at": "2025-02-21T06:50:25.238Z",

"enterprise_project_id": "0",

"ha_role": "master",

“tags": [1,

"policy_rules_v6": []

"id": "bb3632dd-f517-4e94-96b7-977c¢70d28966",
"name": "vpn-1341",
"vgw_id": "8030f6d6-32a8-4d20-a7f8-50a7a826e2f8",
"vgw_ip": "1fb97767-d780-4d8b-83bb-6f878f662005",
"style": "BGP",
"cgw_id": "12f3577a-cbd8-4602-b68c-ecbf792fcecs",
"peer_subnets": [

"192.168.2.0/24"
1

"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"enable_hub": false,

"policy_rules": [],

"ikepolicy": {

"ike_version": "v2",
"authentication_algorithm": "sha2-512"

’
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T

"encryption_algorithm": "aes-256",
"dh_group": "group16",
"authentication_method": "pre-share",
"lifetime_seconds": 172800,
"local_id_type": "fqdn",
"local_id": "123***",
"peer_id_type": "fqdn",
"peer_id": "456***",
"dpd": {
"interval": 60,
"timeout": 30,
"msg": "seq-notify-hash"
}
L
"ipsecpolicy": {
"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"pfs": "group16",
"transform_protocol": "esp",
"lifetime_seconds": 7200,
"encapsulation_mode": "tunnel"
L
"created_at": "2025-02-21T06:50:25.5Z",
"updated_at": "2025-02-21T06:50:25.5Z",
"enterprise_project_id": "0",
"ha_role": "master",
"tags": [1,
"policy_rules_v6": []
}
1
"request_id": "938ea2bba48836a429c741bd6f7627a4"
}

b=
=]

W

A2 &8,

4.1.3.3 &1 VPN 1E#E

TIREN A

ARTIE

URI

RIEERZID, ETEEIVPNIEZIISE,

152 WATEFAPI

GET /v5/{project_id}/vpn-connection/{vpn_connection_id}

= 4-148 S5

B i) =5Y | %A
%
project_id String 2 IREID, aILABIdIREER B IDFRERE
ID.
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ZR it =25Y | %A
i%
vpn_connectio | String 2 VPNZEEID,
n_id

I5KiHZ
o iBERSH
oo
o IBERER

GET https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}

I AzH R
o NS
IREYAZSAZ ST 200: successful operations,

2= 4-149 I Body &#%I1%

B E- St fiiA
vpn_connectio | ResponseVpn | vpn_connectionX3$%R .
n Connection
object
request_id String BKID,

& 4-150 ResponseVpnConnection

2R St R

id String o IfAEIRAR: VPNIEEID,
o 1&=: 36{ZUUID,

name String o INBEINAE: VPNIEIEZZFR,

o EUESEE: 1-641MFFF, TiFH=F.
XFE. 3 (\u4e00 - \u9fa5) . _
(FRIZ) . - (FRIZE) . . (=),
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B

St

ik

status

String

o INBEIRER: VPNIEREIRZ,

o BUETCHE:
ERROR: B,
ACTIVE: IEE.
DOWN: FRiEE,
PENDING_CREATE: Glgd.
PENDING_UPDATE: &,
PENDING_DELETE: fip&h.,
FREEZED: &&Eh,
UNKNOWN: &1,

vgw_id

String

o INAESHAR: VPNRIXID,
e HZ: 36{UUID,

vgw_ip

String

o IPAEEIRAA: VPNPREEIPHIIDEIZNFA
P,

o 1&Z: 36{UUIDELR DTt HlIPvAlt
ft (40192.168.45.7 )

style

String

o INEEIRER: ERHAER,
o HUEEHE:
POLICY: SRESER .
STATIC: E#SE8 IR,
BGP: bgpEHED .
POLICY-TEMPLATE: SEREHEHRIER .

cgw_id

String

o INRERAA: XFimMIXKID.
o &= 36{IUUID,

peer_subnets

Array of String

IPvAXSimFR . =9VPNRIKRYKEET
ERF Bstyle=FE&IBGPTEPOLICY. BEVPN
KA PEMY AR AN S 91 PVERT AR [E] o

peer_subnets_v
6

Array of String

IPVERTIHFM o VPNRIXAIXKERETC A
ERF Bstyle==E&IBGPTEPOLICY. TEVPN
MR PEMY AR AN S 79I PVART AR [E] o

tunnel_local_a
ddress

String

BAEX TR EEVPNM X Fagtunnelis
Otk , (N HstyleISTATICEBGPRIE
o

tunnel_peer_a
ddress

String

EEE FEEERFPMZE _EAStunnel
EOMNE, (NZstyle ASTATICEXBGPRTE
o
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enable_nga Boolean o INEEIHEE: FFENQAGN ., {NZHstylesy
STATICH}IR[E],
o HYESEHE: true, false,
enable_hub Boolean o INEEiREH: FEHPEEL, {XZistyley
BGPHETIR[E],
o HYESEHE: true, false,
policy_rules Array of IPVASREEAEICRISRESHINIEE . (N Hstyles
PolicyRule POLICY HVPNRMI XA PHMY AR AS J91Pv4
objects AR [BISEFRAVSRREARNIZE .
policy_rules_v6 | Array of IPV6IREEAETCRIRESHIMILE . (N Hstyles
PolicyRule POLICY BVPN®FEHIIPHMYARA S AIPVE
objects ATIR [EISERRAY SRS RN ZE o
ikepolicy IkePolicy ikeZREEXTIR o
object
ipsecpolicy IpsecPolicy ipsecZREEITR .
object
created_at String o GIEATIE],
o UTCHIEIREZN: Jyyy-MM-
ddTHH:mm:ss.5552,
updated_at String o HRfg—IXEFATE,
o UTCRIEIREZN: yyyy-MM-
ddTHH:mm:ss.SS52,
enterprise_proj | String o IpAEIHAR: (™WIRAID,
ectid o #&: 36MIUUID, Svgw_idFTHRiR
VPNRFEA9R AL IR E ID—E .
connection_mo | String o IPREAA: VPNIEIZESTEID, (XZVPN
nitor_id EE T elEe TR IEErRE,
o ’Bz{: 36ZUUID,
ha_role String o INAEIHAR: FHEREXVPNMETROEE
BY, 'master'FxnEiER:, 'slave'RwRFH
ERE . WEED THEREha_role# 2
'master’,
o ZXAE: master,
tags Array of &SR,
VpnResourceT
ag objects
bgp_peer BgpPeer BGPEIEIEE .
object
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2% 4-151 PolicyRule

E= St (i35
source String TRt RES o
destination Array of String | BRYMEHIRIES . EEANPVARIERAS U :
192.168.52.0/24 . BAAMPVERIERIEZ(~
f5l: 16af.cacc:1097::/48., & PolicyRule
RZIR[E501
& 4-152 IkePolicy
E= it N
ike_version String o IPELIHAR: IKERRAZS,
o HUBSEE: V1, Vv2,
phasel_negoti | String o INEEBEA: HHEIRTIC. (NHIKERRZA SV
ation_mode AYIR[E]
o BUETGHE:
main: F1&I{, hEIEREMES.
aggressive: EFERIEIL, WHEREED
ERINES .
authentication | String o INBEIHAR: INIEELE,
_algorithm o EYEEE: sha2-512, sha2-384,
sha2-256, shal, md5, sm3,
encryption_alg | String o INEEIHER: MNZEX,
orithm o EYESEE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des, sm4,
dh_group String o INEEIRBE: SF—EREHPIEERRIDH
26, HVPNRXflavor IGMEIAIR[E,
o HYESBE: groupl, group2,
group5, group14, group15,
group16, group19, group20,
group21,
authentication | String o INEEIRAA: iketHEERTHGIAIESIE
_method ° HR{E:;E
pre-share: MAHZZ5H,
digital-envelope-v2: EZEEFEET.
lifetime_secon | Integer o INRLIHAE: FRSAAEZEHE, x4

ds

1ZEHBABAT S IKE SASBE&IEH .
o EYESBHE]: 60-604800, EAfii: .
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B 281 fR
local_id_type | String o INRLINAR: ZRURIDZEE, LVPNRIFE
flavor AGMATARIR[E]

o HYESBHE:

- ip: IP2EEY,

local_id String ARiHID, YHlocal id_typegiphtiR[ElGlIEES,
BEHTVPNIEZIHEERIARIRID, ANRKIE
ENIREVPNEZFT{ERRIVPNRIKIP; =
local_id_typeafqdnBdiR[El Gl B ET
VPNIEEZIHEERAiKID .

VPN Xflavor AGMAETAIR[E]

peer_id_type String o INEEIRAA: YJiRIDERY, HVPNRIXE
flavorsGMATAIR[E] .
o HEUESEHE:
- ip: IPZEEY
peer_id String XFimID, peer_id_typegipAHiREIliE,

BEFVPNIEERTIEERINTIRID, WNRFKIE
ENLRERTiHMZAIIP; peer_id_typels
fqdnBiR BRI s EFVPNIEZEZATIEERY
XFimlID o

HVPNRIXflavor IGMATAIR[E]

dpd Dpd object M EARIFECNITR

25 4-153 Dpd
B i) fhia
timeout Integer o INgEEIRER: WEARFEERNIRSEER

B

o EVESBH: 2-60, Bfi: #,

interval Integer o INEGIRAR: MWEHEMEBENZHETE,
o EYESBHE: 10-3600, Bafi: b,

msg String o INREIREA: MFAFECNRIE
o BUEBHE:
seq-hash-notify: }§EDPDIRSIHRHIZ;
Tl E=2hash-notify
seg-notify-hash: }§EDPDIRX FAYE:
fFlREEnotify-hash,
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2% 4-154 IpsecPolicy

2R i) )%

authentication | String o INELIHER: TANIEEX,

—algorithm o EVESBE: sha2-512, sha2-384,
sha2-256, shal, md5, sm3,

encryption_alg | String o INESINAR: hINZRESE.

orithm

o HUESEME: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des, sm4,

pfs String o INEEIRAR: PFS{EFBAIDHERRAH, X
VPN FflavorIGMBTARIR[E] o

o HYESEE: groupl, group2,
group5, groupl14, group15,
group16, group19, group20,
group21, disable,

transform_prot | String o INAEEIRAR: (BN
ocol o EVEBE:

esp: HELZEMN.
lifetime_secon | Integer o INEGIRAR: FRECEIPSecEREAYRE
ds ELAR B AEENEFEER,

o HYESEE: 30-604800, Efi: b,

encapsulation_ | String o INBEIHAR: IRSCEFEER,
mode o EUEBE:

tunnel: BEREIET .

2R 4-155 VpnResourceTag
B it R

key String o INEGIRAR: FREAVHE.

o EUETHE: 1-1281M=FF, IFH=F.
RNFHE. P, ARFE. @E. T
*gy L\/L&L\)\—lt$fg. _-::+_@o

value String o INASIHAR: FREHIE.

o EUESEE: 0-2550MFF, HiFH=.
BYFH, FX., AFE. JiE. T
1B, URILTZERF: _=+@,
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% 4-156 BgpPeer

B xE 1)

peer_ip_addres | String BGPEREHbLIL
s

peer_asn Integer BGPAREHIBGPE A RS,

state String BEIRZE.

state_duration | String TSR

num_received_ | Integer EWEIRYEEHEE .
routes

num_message | Integer EWEIIEEE.
_received

num_message | Integer BRIXANEESE .
_sent

LI )iz =2
{

"vpn_connection": {
"id": "98c5af8a-demo-a8df-va86-ae2280a6f4c3",
"name": "vpn-1655",
"status": "DOWN",
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0eb0Obde",
"style": "POLICY",
"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": ["192.168.0.0/24"],
"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"policy_rules": [{
"rule_index": 1,
"source": "10.0.0.0/24",
"destination": [
"192.168.0.0/24"
1
1,
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "10.*** *** 134",
"peer_id_type": "ip",
"peer_id": "88.*** *** 164",
"dpd": {
"timeout": 15,
"interval": 30,
"msg": "seq-hash-notify"
}

L
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
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"encapsulation_mode": "tunnel"

1

created_at": "2025-06-26T13:41:34.626Z",

"updated_at": "2025-06-26T13:41:34.626Z",

"enterprise_project_id": "0",

"ha_role":"master",

"tags": [1,

"policy_rules_v6": [],

"bgp_peer": {
"peer_ip_address": "169.254.173.1",
"peer_asn": 64516,
"state": "established",
"state_duration": "3d01h34m24s",
"num_received_routes": 5,
"num_message_received": 15541,
"num_message_sent": 15516

1

h
"request_id": "f91082d4-6d49-479c-ad1d-4e552a9f5cae"
}
RSB

52 A2 K&

4.1.3.4 &if] VPN i&EiE513%

TORENA

AR

URI

BRVPNIEET &

5= LAMEE AP,

GET /v5/{project_id}/vpn-connection

% 4-157 S5

ZR it =aY | %A
i%

project_id String 2 IREID, aILABIdIREER B IDFRENRE

ID.
7 4-158 153K Query S#3I%

B -] =RY | ik
i%

vgw_ip String B VPN XEIPRIIDEIZNFAMIP .

vgw_id String & VPNRZXID,
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B E-Sit) =R | ik
i%
enterprise_pr | Array B ®IIREID,
oject_id
limit Integer & o INEEIHEA: HREFNEIIRERIC
RY=.

e HYESEE: 0-2000,
o FRIAE: 2000,

marker String & o INEGIRER: EAARAVEIBINCH,
HNERTATEE—R . IR
markera] LARIE_E—TNgMzAY
page_infoXJgHfInext_markeri&
5,

o 2U%R: wRSlimit—iEefHER,

IBKEHR
o IEKRSH
Tco
o IEREEHI

a. HEiFMBVPNER,
GET https://{Endpoint}/v5/{project_id}/vpn-connection

b. fgEvgwW_ipEifVPNIEE,
GET https://{Endpoint}/v5/{project_id}/vpn-connection?
vgw_ip={vgw_ip}&limit={limit}&marker={marker}

c. IEEVPNMXLHIEIRVPNIER:,
GET https://{Endpoint}/v5/{project_id}/vpn-connection?
vgw_id={vgw_id}&limit={limit}&marker={marker}

NAzHR
o IS
IR[EYRZERZ S 200: successful operation,

= 4-159 R Body 2#31%

B St A
vpn_connectio | Array of vpn_connection{J&,
ns ResponseVpn
Connection
objects
page_info Pageinfo PRIEE.
object
request_id String BXKID,
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B 281 fR
total_count Long R TEEZDE,

& 4-160 ResponseVpnConnection

B il R

id String o IfAEIRAR: VPNIEEID,
o 1&=(: 36fZUUID,

name String o INAEINAE: VPNEZZIR,

o EUESBE: 1-641M=ERF, IFH=F. =
XFE, B3z (\u4e00 - \u9fa5) | _
(TR ) . -(PrlL) « . (=) o

status String o INRSINAR: VPNIEEIRES,

o HUETEHE:
ERROR: B%.

ACTIVE: IE%E,

DOWN: K&z,
PENDING_CREATE: 6l&h,
PENDING_UPDATE: &,
PENDING_DELETE: iR,
FREEZED: &&E9,
UNKNOWN: K41,

vgw_id String e INBEIHAA: VPNRMXID,
e BT : 36{7UUID,
vgw_ip String o IfEEIRAA: VPNMIZEEIPHIIDEIEAFA
MIIP

o 31 36{UUUIDEL M itk IPvalth
Htk (%0192.168.45.7 )
style String o INEEINHER: EEER,

o HUESEE:
POLICY: REgER .

STATIC: FE5EEHIET( .
BGP: bgpigHE=
POLICY-TEMPLATE: $BB&fERIET .

cgw_id String o IHAEIRAA: ITUHMXEID,
e 8= 36fZUUID,
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B

ESid)

%

peer_subnets

Array of String

IPVASTimF M o 2VPNRIFEHIKERIET S
ERF Hstyle==EZ IBGPE{,POLICY. E{VPN
) KRYIPHMY AR AN S /91 PVERT IR [E]

peer_subnets_v
6

Array of String

IPV6TimF M o 2VPNRIFHIKERIET S
ERF Hstyle=2EZIBGPE{POLICY. E{VPN
) K RYIPHMY AR AN S /91 PvART IR [E]

ect_id

tunnel_local_a | String BREEX TEREEVPNME _EAYtunnelis
ddress Oitbiik . {XstyleISTATICEBGPATH
o
tunnel_peer_a | String RN TR ETERFPMIZE _EAYtunnel
ddress FEOMNE, {XHstyleISTATICEBGPRIE
o
enable_nga Boolean o INAEIREA: FFENQAKLIN. {XZstyle)s
STATICAHIR[E],
o BYEBHE: true, false,
enable_hub Boolean o INEEIRER: FAEHSIEEL, (Xstyle)y
BGPHJIR[E],
o EYEBHE: true, false,
policy_rules Array of IPVATRERAE AR HINIE . (N Hstyleds
PolicyRule POLICYBVPNRIZAIIPHMY AR A S S91Pv4
objects AR [EISERRAYSRES AL .
policy_rules_v6 | Array of IPVESREEIR TR SREEINIE . (XX styley
PolicyRule POLICYBVPNRIKAJIPHMYERA S /91PVv6
objects AR [EISERRAYSRRS HLNLHE .
ikepolicy IkePolicy ikeZREENIER o
object
ipsecpolicy IpsecPolicy ipseCREEITR .
object
created_at String o GlEEHATIE],
o UTCHIEI&ZN: yyyy-MM-
ddTHH:mm:ss.S552,
updated_at String o EfE—IXEHATE,
o UTCHYEIEZN: yyyy-MM-
ddTHH:mm:ss.5552,
enterprise_proj | String o IfALIRAR: BWIRHEID,

o 18z: 36{UUID., Svgw_idFrtRiR
VPNRERIEW IR B ID—H
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B £ =il fR
connection_mo | String o IfEEIRAA: VPNIEZISIZEID, (NZVPN
nitor_id EE TR TR EERE],
e II(: 36{UUID,
ha_role String o INEEER: EFIEXVPNRIK RYIER:
BY, 'masterF R FiERE, 'slave'®RE
&R, WERIL THERha_role#f2
'master’,
o ZHIAME: master,
tags Array of Ry,
VpnResourceT
ag objects
2% 4-161 PolicyRule
B St R
source String IEHBIEIES o
destination Array of String | BRIEIEER . EENPVARIERAE =5 :

192.168.52.0/24 , BAANIPVERIERAETU~
f5]: 16af:cacc:1097::/48., & PolicyRule
&ZIREI501,

& 4-162 |kePolicy

_algorithm

BiR E-Jid] 0%
ike_version String e INRSEAA: IKEARAS,
o EUESEE: V1, Vv2,
phase1_negoti | String o INEEiIAER: thEHETl, {NAIKEMRZAR v
ation_mode AfiR[E],
o EYESCH:
- main: F&E=, g iEZeM
=o
- aggressive: BFEEiE=l, tHEHRERA
ERINES.
authentication | String o IHEEWHER: TAUFEE,

o HYESEBE: sha2-512, sha2-384,
sha2-256, shal, md5, sm3,
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B

fifik

encryption_alg
orithm

o INREEWREH: MNEEZX

o HYESBE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des, sm4,

dh_group

String

o IfRERAR: SE—PEREAR(ERAIDH
fH, HVPNMXflavoriGMATFIRE
o HYESEE: groupl, group2,
group5, groupl14, group15,
group16, group19, group20,
group21,

authentication
_method

String

o INEEULHA: iketMRSEIATIANIETSIE .

o HEUETEHE:
pre-share: FAHZZR$H,

digital-envelope-v2: EZEFEET.

lifetime_secon
ds

Integer

o INALIRAR: FRSAWEZEEE, Jiz4E
ZEHBABAY S IKE SASBIET .

o HYESGHE: 60-604800, Ffi: #b.

local_id_type

String

o INAEIRER: ANIRIDZEER!, HVPNRE
flavor AGMAFANIR[E] o

o EVEBHE:

- ip: IP3EEL,

local_id

String

KigID, Hlocal_id_typeiphdiR[ElglzEsy,
EFVPNEZITIEERIARIRID, WNERFKE
ENIR[EIVPNEZFERAIVPNRIKIP; 2
local_id_typeAfqdnAdiR[EIEIER T & VPN
EE AT EERIARI%ID o

LVPNMXflavor IGMATFIR[E] o

peer_id_type

String

o INBEIRER: XHRIDZEERY, HVPNRE
flavorAGMAFANIR[E] .

o EYEBHE:

- ip: IPZEHEY

peer_id

String

HiHID, Hpeer_id_typegiphtiREIGIET,
EFVPNEZITIEERAIMTIRID, INERFKE
ENREXTIHMFERIIP; Hpeer_id_type)s
fqdnBd R [E18IEER S B #TVPNIERZATIEERY
FimID o

VPN Eflavor AGMATARIR[E

dpd

Dpd object

FHAFELTITR
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2= 4-163 Dpd
2R i) Rk
timeout Integer o INEEIRER: WEARFEERNIESEEE
b o
o BYETHE: 2-60, Efy: ¥,
interval Integer o INEEINHAR: XIEMATF BN HATE,
o HUESEE: 10-3600, Eafi: b,
msg String o INEEIHAR: XWEFEMARFTENIRSAE .
o EUEEH:
seq-hash-notify: $8EDPDIRZFAIE;
fFliEFE=hash-notify
seq-notify-hash: 1§xEDPDIRHFHIZ:
fFlREEnotify-hash,

2R 4-164 IpsecPolicy

B

et

ik

authentication
_algorithm

String

o INBEEIRAR: TNEEXE,
o HYETGE: sha2-512, sha2-384,
sha2-256, shal, md5, sm3,

encryption_alg
orithm

String

o INEEIRER: INEEX.

o HUESEE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des, sm4,

pfs

String

o INEEIAA: PFS{EFERYDHEREHEAE, X
VPN XflavorAGMBFARIER[E]

o HUESEE: groupl, group2,
group5, groupl14, group15,
group16, group19, group20,
group21, disable,

transform_prot
ocol

String

o INEEIHAR: EithN.
o EVEEBHE:
esp: FELZEMN.

lifetime_secon
ds

Integer

o IfREIRAR: FECEIPSecEEREIAIME
BLARSE & ERIEFEHA

o EVESGHE: 30-604800, Eafii: .

encapsulation_
mode

String

o INAGIRER: IREEER
o EVEEHE:
tunnel: BEEE,
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2% 4-165 VpnResourceTag

B i) fER
key String o INREULRR: FRESAIE,
o HUESBHE: 1-1281M=FFF, IFHFE.
RXFE, P, ARFE. EiE. T
1%; DX&LXT??& _-:=+'@o
value String o INREEAE: FRESHY(E.,
o EUEBHE: 0-2551FfF, XIFHF.
BXFE, P, ARFE. @5 T
B, URLTZERS: _=+@,

& 4-166 Pagelnfo

B i) iR

next_marker String T—mfImarker, ERE—XRE WA
RE— 1 RIRAIEIZERTE

current_count | Integer LHEPRPREHE . B/NTEEEKE
ANBlimitIFR R RE—R.

LI )iz ==

a. EiAFEVPNIERERINELT .
{

"vpn_connections": [{

"id": "228a68f0-demo-a8df-va86-a9919a3ea3de",
"name": "vpn-56ea",
"status": "DOWN",
"vgw_id": "ba90819b-demo-a8df-va86-3a01622856a5",
"vgw_ip": "3ea3b006-demo-a8df-va86-ae180ae07885",
"style": "STATIC",
"cgw_id": "537d9c26-demo-a8df-va86-99364a410f00",
"peer_subnets": [

"192.168.1.0/24"
1

"tunnel_local_address": "169.254.149.2/30",
"tunnel_peer_address": "169.254.149.1/30",
"enable_nga": true,
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "10.1.1.216",
"peer_id_type": "ip",
"peer_id": "10.0.1.67",
"dpd": {
"timeout": 15,
"interval": 30,
"msg": "seg-hash-notify"
}
}

n

ipsecpolicy": {

N5k 01 (2025-11-13)
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"authentication_algorithm": "sha2-256",
"encryption_algorithm™: "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
by
"created_at": "2025-06-11T13:59:59.633Z",
"updated_at": "2025-06-11T13:59:59.633Z",
"enterprise_project_id": "0"

"id": "a4df33ca-demo-a8df-va86-410a7dd6973f",
"name": "vpn-15ea",
"status": "DOWN",
"vgw_id": "02217fb1-demo-a8df-va86-806ea291a8f2",
"vgw_ip": "f5acac2c-demo-a8df-va86-72b819a5f525",
"style": "POLICY",
"cgw_id": "10a4496f-demo-a8df-va86-7510f4b2af33",
"tunnel_local_address": "169.254.77.169/30",
"tunnel_peer_address": "169.254.77.170/30",
"policy_rules": [{
"source": "10.0.0.0/24",
"destination": [
"192.168.44.0/24"
1
1,
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 3600,
"local_id_type": "ip",
"local_id": "88.*** *** 167",
"peer_id_type": "ip",
"peer_id": "10.***** 21",
"dpd": {
"interval": 30,
"timeout": 15,
"msg": "seg-hash-notify"
}

b
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm™: "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
b
"created_at": "2022-06-09T07:24:27.674Z",
"updated_at": "2022-06-09T07:24:27.674Z",
"enterprise_project_id": "0",
"ha_role":"master"
}
1,
"page_info": {
"next_marker": "2025-06-09T07:24:27.674Z",
"current_count": 2
1
"request_id": "1d94a4e8-fdc2-7bfd-943e-19bfadb234ac",
"total_count": 2

}
b. 1EEvgw_ipEIEVPNEZAIILAL o
{

"vpn_connections": [

{
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"id": "8fa335dd-demo-a8df-va86-78bb55a8bb04",
"name": "vpn-2acd",

"status": "DOWN",
"vgw_id": "02217fb1-demo-a8df-va86-806ea291a8f2",
"vgw_ip": "f5acac2c-demo-a8df-va86-72b819a5f525",
"style": "STATIC",
"cgw_id": "eba04567-demo-a8df-va86-5b0352f89af0",
"peer_subnets": [
"192.168.44.0/24"
1
"tunnel_local_address": "169.254.58.225/30",
"tunnel_peer_address": "169.254.58.226/30",
"enable_nga": false,
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm™: "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 3600,
"local_id_type": "ip",
"local_id": "88.*** *** 167",
"peer_id_type": "ip",
"peer_id": "10.}** *** Q"
"dpd": {
"timeout": 15,
"interval": 30,
"msg": "seg-hash-notify"
}
by
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
by
"created_at": "2025-06-11T14:24:25.115Z",
"updated_at": "2025-06-11T14:24:25.115Z",
"enterprise_project_id": "0"
L
{
"id": "a4df33ca-demo-a8df-va86-410a7dd6973f",
"name": "vpn-15ea",
"status": "DOWN",
"vgw_id": "02217fb1-demo-a8df-va86-806ea291a8f2",
"vgw_ip": "f5acac2c-demo-a8df-va86-72b819a5f525",
"style": "POLICY",
"cgw_id": "10a4496f-demo-a8df-va86-7510f4b2af33",
"tunnel_local_address": "169.254.77.169/30",
"tunnel_peer_address": "169.254.77.170/30",
"policy_rules": [
"source": "10.0.0.0/24",
"destination": [
"192.168.44.0/24"
1
}
1
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 3600,
"local_id_type": "ip",
"local_id": "88.*** *** 167",
MAghRAS 01 (2025-11-13) WRAXFTE © SR AREIRAE 167



FEILE M4
AP &% 4 AP

"peer_id_type": "ip",
"peer_id": "10.x***** 21",
"dpd": {
"interval": 30,
"timeout": 15,
"msg": "seg-hash-notify"
}
b
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm™: "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
by
"created_at": "2025-06-11T13:59:59.633Z",
"updated_at": "2025-06-11T13:59:59.633Z",
"enterprise_project_id": "0",
"ha_role":"master"

}

1,

"page_info": {
"next_marker": "2025-06-11T13:59:59.633Z",
"current_count": 2

}

"request_id": "1d94a4e8-fdc2-7bfd-943e-19bfadb234ac",
"total_count": 12

}
C. IEEVPNMKSEFIEFIEVPNEZAIIEDA o
{

"vpn_connections": [
{

"id": "8fa335dd-demo-a8df-va86-78bb55a8bb04",

"name": "vpn-2acd",

"status": "DOWN",

"vgw_id": "02217fb1-demo-a8df-va86-806ea291a8f2",

"vgw_ip": "f5acac2c-demo-a8df-va86-72b819a5f525",

"style": "STATIC",

"cgw_id": "eba04567-demo-a8df-va86-5b0352f89af0",

"peer_subnets": [

"192.168.44.0/24"

1
"tunnel_local_address": "169.254.58.225/30",
"tunnel_peer_address": "169.254.58.226/30",
"enable_nga": false,

"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 3600,
"local_id_type": "ip",
"local_id": "88.*** *** 167",
"peer_id_type": "ip",
"peer_id": "10.}** *** Q"
"dpd": {

"timeout": 15,

"interval": 30,

"msg": "seg-hash-notify"

}

B

"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
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N

"encapsulation_mode": "tunnel"
by
"created_at": "2025-06-11T14:24:25.115Z",
"updated_at": "2025-06-11T14:24:25.115Z",
"enterprise_project_id": "0",
"ha_role":"master"

"id": "a4df33ca-demo-a8df-va86-410a7dd6973f",
"name": "vpn-15ea",
"status": "DOWN",
"vgw_id": "02217fb1-demo-a8df-va86-806ea291a8f2",
"vgw_ip": "f5acac2c-demo-a8df-va86-72b819a5f525",
"style": "POLICY",
"cgw_id": "10a4496f-demo-a8df-va86-7510f4b2af33",
"tunnel_local_address": "169.254.77.169/30",
"tunnel_peer_address": "169.254.77.170/30",
"policy_rules": [
{
"source": "10.0.0.0/24",
"destination": [
"192.168.44.0/24"
1
}
1
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 3600,
"local_id_type": "ip",
"local_id": "88.*** *** 167",
"peer_id_type": "ip",
"peer_id": "10.x***** 21",
"dpd": {
"interval": 30,
"timeout": 15,
"msg": "seg-hash-notify"
}
by
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
By
"created_at": "2025-06-11T13:59:59.633Z",
"updated_at": "2025-06-11T13:59:59.633Z",
"enterprise_project_id": "0",
"ha_role":"master"

}

page_info": {

"next_marker": "2025-06-11T13:59:59.633Z",
"current_count": 2

request_id": "1d94ade8-fdc2-7bfd-943e-19bfa9b234ac",
"total_count": 12

B2 A2 K.
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4.1.3.5 & VPN &
INEEN4A
RIEEREID, EFEEIVPNIEEIISE,
RAARBE
152 WAMTEBAPI,
URI
PUT /v5/{project_id}/vpn-connection/{vpn_connection_id}
& 4-167 SH4%HA
2R E 5] =AY | e
ik
project_id String 2 IREID, aILABIdIREER B IDFREVRE
ID,
vpn_connectio | String = VPNEHEID,
n_id
BKEE
o FKSH
+ 4-168 BRSY
2R il =/ | mA
i
vpn_connecti | UpdateVpn | & vpn_connection{J& ,
on Connection
RequestBod
yContent
object
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Z 4-169 UpdateVpnConnectionRequestBodyContent

B

RE

=AY

ik

name

String

oy | §f

IHAEIAE: VPNIEESHR,
EUESEE: 1-641MFF, iFH
F. BYFHE. $3Z (\ude0O -
\udfa5) . _ (X&) . - (hkl
%)..(H).

cgw_id

String

iy

TNREIAR: XFiRMIKID
£J3R: 36fZUUID,

peer_subnets

Array of
String

iy

IHAGHAR: IPVAXT ISR o

2R

- IPHMYERAS AIPVERTAIE;
VPN XA XEREDR HerB
style==E& ApolicysibgpAtA

- ERSOMERRVPCIREMER, F
BEVE AT im—F00, f5I%n:
100.64.0.0/10.
100.64.0.0/12, 214.0.0.0/8,
A ElregionHYFREMNERAE,
SCRMER L console BRI
WERZEE(FEFH100.64.0.0/108%
100.64.0.0/12, SRz TEEH
Bo

- BYNVPNEERSES50M
i o

peer_subnets
V6

Array of
String

oy

INESIHAE: IPVEXTiHF M .

49k

- IPMYARAS AIPVARTAIE;
VPNRKRYKB & oerB
style==E& ApolicysibgpAtA

- BYVPNEERZSIESS50MY
U o
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2R it} ZEA/Y | ik
ik
tunnel_local_ | String & o INREIHRER: RAEXX TEEHEVPN
address W% _ER9tunneliZOtht . H1a0:
169.254.76.1/30,
o Z9TR:

BiI16{%ME169.254, FRE(HF

169.254.195.xxX

RS KEMNIRZE30, P

tunnel_peer_addresstEE—>30

ISEE .

MBS M EZHRAY AL .
tunnel_peer_ | String B o INREIRAR: BREAEX TEEERP
address Mg & _ER9tunnedZ Otk . )

W: 169.254.76.1/30,

o #ATR:

B 16{ME169.254, FRE(HF

169.254.195.xxx

RS RKEVIRE30, HAF

tunnel_local_addressfE[E—1 30

BISEE .

MBS M EZHRAYFEA LI .
enable_hub | Boolean B o INBEEIHAR: FEHXHEL,

o HYUESEE: true, false,
o ZHAE: false,
o ZJ5R: YstyleHBGPRHES, &N
~E,
psk String B o INEEIHER: FAXZZREH, ikehRAK

Fv2hY, RIERZFEARER.

LVPNRIFEHIflavorIGMAT, psk

AZEFEH

o ZUTR: 8-1281MFFF, HEeBAK

B5x8. N\NEXFE. HFFKRFE

F(~@#$%N*()-_+={ },./;) BED

BE MR =F,
policy_rules | Array of & INEEIREA: IPVASRESIRTUAYSRRS N

PolicyRule 4,

object 4R RBEESM, Xstyley
policy BVPNRIKATIPHMYIRA S5
IPVARTIES .

MAERRAS 01 (2025-11-13)

WRIERE © HERRARBIRAT

172




FEE FAMIES

APl &% 4 API
E= i) BEY | ik
i%
policy_rules_ | Array of & ThEeiREA: IPVESRESIETURYSRES AN
v6 PolicyRule A,
object 2R RBES5T, (Xstyley
policy BVPNRIKHIIPIY IR A S /9
IPVERTIES .
ikepolicy UpdatelkeP | & ikeSREEXTSR o
olicy object
ipsecpolicy Updatelpsec | & ipsecTRAEITSR
Policy object
%< 4-170 PolicyRule
E= St =EY | ik
%
source String = o INELIHAR: JEHELEMIER, MIER
IPv4/IPv6IE T a5 VPN RI KAY I P
WHRZASILEL .
o ZUR: FEeSHAEPolicyRule FRY
sourcetBE
destination | Array of B o INEEIER: BAIHBLUEMER, MEZ
String IPv4/IPveAET(EE-5 VPN A9 1P
WHRZAILEL .
BN PvAR A& TR -
192.168.52.0/24 ,
BN PV ERAE U :
16af:cacc:1097::/48 ,
o #J%R: T PolicyRulefzZIEEF50
PAS
o
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= 4-171 UpdatelkePolicy

B

RE

B | R

ike_version

String

IHESHAR: IKERRAS,
EESEE:

- HVPNMERIflavorBc B IGM
B4, BUESEE VI,

- Hftp=TEEEE VI,

V2,
EOANME:

- HVPNMERIflavorBc B RIGM
Bt, BRIAMESVI,

- HfttinsT, BOMESV2,

phase1_nego
tiation_mod
e

iy

String

Inaeisien: e,
EYBESCH:

VPN EHIflavorBit & IGM
B, BYESEEImain,
Hithin= FEESEE Jamain,
aggressive,

main: FiER, thadieeelt
= o

aggressive: B¥ESiR=(, WIEFHUE
BihEmRINES.

95K ikehRZA V2T ARELLF
B¢, IKERRASVIETERL

authenticati
on_algorith
m

N

String

IHREIRAR: INEEX, 1BEUZFER
E%E%SATJ}F%—MEQ%%EE
EESCH:

- HVPNREEflavorBicEIGM
AY, BUESEE9sm3,

- Hittp=TFEECEN
sha2-512, sha2-384,
sha2-256, shal, md5,

Hreh, shalfimdsZ MBI, 5
'LE\-}EHo
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WRIERE © HERRARBIRAT

174



FEE FAMIES

APl &% 4 API
B S =AY | ik
i
encryption_a | String & o INRENAA: MIEEX. BGZFR
lgorithm RRBESFSANE—MERENEE
o

o HEUESEE:
HVPNRIEHflavorBic & IGM
AY, BUESEBEIsM4,

Hitnip = TEUESEE ~aes-256-
gcm-16, aes-128-gcm-16,
aes-256, aes-192, aes-128,
3des,

Hrh, 3des, aes-128,
aes-192, aes-256F MK, 15
=128

o IfREIRER: P EREARIRER
BIDHAE, EizFREFESF
BA—MERENEER.
ZHVPNMXHIflavorEE B HGM
B, ZFREEEL

o HYESBHE: groupl, group2,
group5, group14, group15,
group16, group19, group20,
group21,

Hrh, groupl, group2,
group5, groupl4ZeHRIE, 15
18R,

lifetime_seco | Integer IHESIHAR: ETRSAREFEHED,

nds iz 17 EHABRTEIKE SASEIh
Eifr. BT RERESME—
M ERBEE .

o HYESEE: 60-604800, EBfi:
*d\o

o INEEIAR: ZKimIDZEE!
VPN EHflavorfe & IGM
BY, Z=FEREEEN,

o EYESBHE:

- ip: IPZEBY,

N

dh_group String

iy
[

iy

local_id_type | String

SCASRRAS 01 (2025-11-13) WA © LR ABIRAE] 175



FEILE M4
AP &%

4 API

B

ik

local_id

o INREIREA: ZANimID,
LVPNREAYflavorE B HGM
B, ZFREEEN .

o !

Hlocal_id_typeiphd, BIFRIH,
IHEFHEIPVAER .

Hlocal_id_typesfqdnid, A
E2550FFF, REERK/NE=R
B, HFMFHRFSEN, 732355
PATHFRFER: & <. > [ ).
\« K. ? , XoKRNE,
Hlocal_id_typesfqdniHIES, &
FING IR EIpeer_id—#,

peer_id_type

String

N

o INBEEIRAR: XJimIDEEY,
BVPNMEHflavorfe & IGM
BY, ZFEREEEN

o BUEEE:

- ip: IPZEEY

peer_id

String

iy

o INREEWBA: XJimID,
VPN XAYflavorEE B HGM
B, ZFREEEL.

o ZR:
Hlocal_id_typeSipAd, BJAIE,
IEEFEHEIPVAER o

Hlocal_id_typefafqdnhT, FAK
E2550FF, ReeAARNEF
5. HFINSHRATSHR, FiF
PATHFRERT: & <. >0 [ 1.
\W &, ? , RoKINE,
Hpeer_id_typeafqdniHiBEE, F
B imigE#local_id—&,

dpd

UpdateDpd
object

iy

MNERFECITR

N5k 01 (2025-11-13)
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R 4-172 UpdateDpd

B

RE

ik

timeout

Integer

o INEEIRAR: WHEAEIENIRNE
EIER

o EUESEE: 2-60, Bfy: ¥,
BYERIA915,

NE

interval

Integer

iy

o INEEIHER: MWEHEREIRNZRET
).

o EWESGE: 10-3600, EEfi: b,
FIERTERIAE30,

msg

String

iy

o INEEIHEA: XFFERTFFQNIRIAE
o

o HBUEEE:
seg-hash-notify: ¥§EDPDIRXH
RYEEIF2hash-notify
seg-notify-hash: }§EDPDIRM
RETIREZnotify-hash
i\ Hseq-hash-notify

%= 4-173 UpdatelpsecPolicy

B

ik

authenticati
on_algorith
m

o INEEIRAR: IAIEESEL, SHATFD
MD5Z£MHRIK, 1BIEMA. X
ZFREFEEEWEMRENE
.

o EUESEHE:
BVPNMEHIflavorEtEIGM
BY, BUESEE/9sm3,

Hithins FEESEE
sha2-512, sha2-384,
sha2-256, shal, md5,

N5k 01 (2025-11-13)
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B E- St =AW | it
i%
encryption_a | String & o INAEIRAR: MNEEELE. 3des,

lgorithm aes-128, aes-192, aes-256%%
MRIR, BIEA. ExFRES
BEPE_MRENEER.

o HUEEE:
HVPNRXAYflavorBEERGM
B, BUESEEsm4,

Hithizn= FEUESEE Haes-256-
gcm-16, aes-128-gcm-16,
aes-256, aes-192, aes-128,
3des,

TNREIER: PFS{EFBRIDHESAA.
VPN XAYflavorBE B AGM
B, ZFRAER, TiXES.
o HYESEE: groupl, group2,
group5, group14, group15,
group16, group19, group20,
group21, disable, BRIAJS
group15,

Hrh, groupl1, group2,
group5, groupl4ZeHRIE, 15
1B

transform_pr | String o INBEEIRER: (LY.

otocol o EYEEHED:

esp: HELZEIMN.

ERINSgesp,

lifetime_seco | Integer IhBEIRAR: R RACEIPSeEiEZsE
nds SRR E LR B N EERNEFRE
Hi. EzFREFESFNE M
EBEWEEN .

o HYESEBE: 30-604800, EE{v:
¥, BEXIA3600,
encapsulatio | String o INEEIAR: IBEPEERER,

n_mode o EVESEHE:
tunnel: FFEIEI,

BRiAAtunnel,

iy
[ ]

pfs String

oy

N
[ ]

iy

o iEREAHI
a. E%ﬁiﬁ#ﬁ?@ o

PUT https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}

{
"vpn_connection": {
"peer_subnets": [
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"192.168.1.0/24"
]
}
}

b. EHREEAIN

PUT https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}

{
"vpn_connection": {
"policy_rules": [{

"destination": [
"192.168.1.0/24"
1
1
}
}

c. EFrEasREE.

PUT https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}

{
"vpn_connection": {
"ikepolicy": {
"lifetime_seconds": 3600
B
"ipsecpolicy": {
"lifetime_seconds": 3600
}
}
}

d. EFNEEER.

PUT https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}

{
"vpn_connection": {
"name": "vpn_connection_name"
}
}

N Az
o NS
IREMRZESRS S 200: successful operation,

= 4-174 K7 Body S%1513%

B it ik
vpn_connectio | ResponseVpn | vpn_connection{4%,
n Connection
object
request_id String BXKID,
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& 4-175 ResponseVpnConnection

B

RE

%3

id

String

o IHAEIRAA: VPNIEIZID,
o &=: 36{UUID,

name

String

o INALIHAR: VPNIEZSZIR,

o EUESEE: 1-641MFEF, TIFH=F. =
XFHE. A3 (\u4e00 - \udfas). (T
¥zk) . -(PXLk) .

vgw_id

String

e INEEIRAR: VPNRIZXID,
o #z{: 36{7UUID,

vgw_ip

String

o INAEEIRAR: VPNPYEEIPHYIDEEIEAFA
WIPO

o I&Z: 36 UUIDE = TiHHIPvAit
fit (40192.168.45.7 ) &

style

String

o INREIREA: EEER.
o HUESEE:
POLICY: RE&E .
STATIC: BFSERAER .
BGP: bgpigHtE= .
POLICY-TEMPLATE: $R&IERIER .

cgw_id

String

o INAEIHAR: RHRMIKID,
o 18z 36fZUUID,

peer_subnets

Array of String

IPVAXSimF . Z9VPNRIFKAIKERIETZ
ERH Bstyle==EZIBGPZ{,POLICY. VPN
R K RYIPHMY AR AN S /91 PVERT AR [E]

peer_subnets
6

_V

Array of String

IPVEIT i TR0 . 24VPNRERIEERER S
ERFHstyle==ERABGPELPOLICY. TEVPN
XA IPHMY R A S A 1PvART AR [E]

tunnel_local_a | String BHER TEREEVPNM X _Fitunnelis

ddress Othtit . {XZstyle ASTATICELBGPRIE
o

tunnel_peer_a | String RN TR ETERFMIZE _EAYtunnel

ddress EOMNE, [N&style ASTATICELBGPRIA
o

enable_nga Boolean o IfEEIRAA: FFENQAKEM, {XHstyley

STATICAHIRE],
o HUESGE: true, false,
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E= i) 1k
enable_hub Boolean o INEEWBEH: FEHDXEEK. {XZstyley
BGPEJIR[E],
o EUESEE: true, false,
policy_rules Array of IPVASRRSIE TV AYSRERHINIZE . (N Hstylen
PolicyRule POLICYBEVPNRIKAIIPHMY AR A S J91Pv4
objects AJIR [EISEFRAVSRES AL .
policy_rules_v6 | Array of IPVEERRSIE L AYSRARHINIZE . (N Hstylen
PolicyRule POLICY BVPNRIKAIIPHMY MR A S J91Pv6
object ATIR [EISERRAYSRES HLNLHE .
ikepolicy IkePolicy ikeZREENIR o
object
ipsecpolicy IpsecPolicy ipseCRASNIR
object
created_at String o BIERTE,
o UTCHYEIEZ: Jyyy-MM-
ddTHH:mm.ss.S55Z,
updated_at String o Efe—IREHATE,
o UTCHJIEIEZN: yyyy-MM-
ddTHH:mm.ss.S552,
enterprise_proj | String o IpAEIRAR: WIRHEID,
ect_id o #zt: 36IUUID, Svgw_idFFiRR
VPNRAI R IRE ID—3 .
connection_mo | String o IfEEURAA: VPNIEIZIEIEID, (NZVPN
nitor_id EE TR EERERE,
e 1&z: 36fIUUID,
ha_role String o INEEIHBA: FHEEXVPNRIX TRIER:
BF, 'master®REIERE, 'slave'TRE
TR, WEERL THEREha_role#f2
'master’,
e ZHAE: master,
tags Array of mEFIE.
VpnResourceT
ag objects
% 4-176 PolicyRule
B i) ik
source String TRHEAEIES .
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B

St

%

destination

Array of String

BRI ES . BN IPVARIERAE U1
192.168.52.0/24, BN IPVERIEAE TR
f5l: 16af:cacc:1097:/48, & PolicyRule
RZIR[E501,

& 4-177 lkePolicy

B

SRy

ik

ike_version

String

INREIREA: IKEARAS .,
BUESBE: v1, v2,

phasel1_negoti
ation_mode

String

InEEiRee: B, {NHIKERRA AV
ATIRE],

BUESEE:

main: F&E, IETEZENS.
aggressive: FFEEIET, HEFHRIERBMD
[ElAUESSH

authentication
_algorithm

String

INEEER: INIESEX,
EESBE: sha2-512, sha2-384,
sha2-256, shal, md5, sm3,

encryption_alg
orithm

String

InREIREA: MESE.

BESEE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des, sm4,

dh_group

String

ThEeRiA: SE—ERE A3 HAERRIDH
fH, HVPNMXflavorAGMEFTAIRE]
EUESEE: groupl, group2,

group5, group14, groupl5,
group16, group19, group20,
group21,

authentication
_method

String

ThaeiiiA: ikethREIRIATIANIETS &
EEEHE:

pre-share: FRHZ=Z$H.
digital-envelope-v2: EZ#F(=.

lifetime_secon
ds

Integer

THREIRAA: FRRSARIEFRME, Hiz4E
FEHAERTEIKE SASBRIEH .

EVESEE: 60-604800, B{y: #,
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E= i) 1k
local_id_type String o INBEIRAA: ZAimIDZERY, LVPNRIFE
flavor AGMAEYAIR[E]
o EUEEH:
- ip: IPZEEY,
local_id String AKi%ID, Hlocal id_typeiphthiRE|BlEEsg,

EFVPNIEZITIEERIARIRID, KIgER
IR[EVPNERZFRERERIVPNRIXIP; =
local_id_typeJafqdnBdiR[ElBIEE S #
VPNEZITEERIARIRID o
LVPNM X flavor IGMATFIR[E] o

peer_id_type String o INEEIRAR: XJIRIDEERY, HVPNRIX
flavor AGMATAIR[E],
o EUETHE:
- ip: IPZER
- any: &
peer_id String XHimID, Hpeer_id_typegipAtiR[E G2,

EHVPNIERZITEERIXTIRID, RigERT
IREXTIHMFEAIIP; Hpeer_id_typeJafqdn
AR Bl 6132 e BTV P NI EAINT iR
ID; Hpeer_id_typeAanydAiR[E],
LVPN*flavorgGMATARIRE]

dpd Dpd object MEARFECNUITR o
% 4-178 Dpd
E= it (i35
timeout Integer o INEEIHBA: XHATFEHRNIRIMEEE
=8
o BYETHE: 2-60, Bfy: #,
interval Integer o INEEIHAR: XFEMATFENZHATE,
o EVEBE: 10-3600, E{: .
msg String o INEEWEA: XFAFEICNURIAE .
o EUEEH:
seq-hash-notify: $8EDPDIRZFAIE;
falisE2hash-notify .
seq-notify-hash: 1§xEDPDIRIHHIZ:
Rz Enotify-hash,
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2 4-179 IpsecPolicy

mode

E= i) ik
authentication | String o INEGIRER: TAIEEE,
_algorithm o EVESEE: sha2-512, sha2-384,
sha2-256, shal, md5, sm3,
encryption_alg | String o INEGIRER: MNZE;X,
orithm o EUESBE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des, sm4,
pfs String IN&EEA: PFS{ERIRIDHEREHE
o HYESEE: groupl, group2,
group5, groupl14, group15,
group16, group19, group20,
group21, disable,
transform_prot | String o INRGIHER: &Y,
ocol o HUEBE:
esp: FRZEIN.
lifetime_secon | Integer o INREIHAR: FRECEIPSecEBEETHIRE
ds BLAREAEENEFREER,
o HEVESEEl: 30-604800, Zfy: b,
encapsulation_ | String o INEEIRAE: IRCEHEER

o HUBESEE:
tunnel: BEEIET .

%= 4-180 VpnResourceTag

B 268 )
key String o INEEULRA: FRESAIRE,
o HUESBE: 1-1281M=F1F, iFH=FE.
RYFE, P, BARFE. EiE. T
*gs LJ&D/{-F?fg _-::+'@o
value String o INEEIREE: REHIE.
o HUEEE: 0-2551FfF, M=,
BXFE, P, ARFE. @5 T
B, URLITFZER: _=+@,

o N@RAEAH

a. EFVPNIEEHINER .
{

"vpn_connection": {
"id": "98c5af8a-demo-a8df-va86-ae2280a6f4c3",
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}

n

"name": "vpn-1655",

"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0Oeb0bde",

"style": "POLICY",

"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",

"peer_subnets": ["192.168.1.0/24"],
"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"policy_rules": [{
"source": "10.0.0.0/24",
"destination": [
"192.168.1.0/24"
1
1,
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "10.*** *** 134",
"peer_id_type": "ip",
"peer_id": "88.****** 164",
"dpd": {
"timeout": 15,
"interval": 30,
"msg": "seq-hash-notify"
}
I
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
L
"created_at": "2025-06-26T13:41:34.626Z",
"updated_at": "2025-06-26T13:41:34.626Z",
"enterprise_project_id": "0",
"ha_role": "master"

request_id": "f91082d4-6d49-479c-ad1d-4e552a9f5cae"

N

}

b. &G FEHFEM.

{
"error_code": "VPN.0001",

"error_msg": "invalid request: ILLEGAL not allowed update vpnConnection",

"request_id": "8c833634-4560-7897-7740-a7462f5bcbd4"

4.1.3.6 & VPN iEE

TORENA

IRIEEZID, MIFRIEERIVPNIEE
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BRABE
B2 AEEAAAPIL,

URI

DELETE /v5/{project_id}/vpn-connection/{vpn_connection_id}

& 4-181 SEiKEA

BR it =25Y | %R
i&
project_id String = IEID, BILABIIIREVINE IDFREIRE
ID.
vpn_connectio | String = VPNEREEID,
n_id

iEKiHE
o IBRBY
o
o BRI

DELETE https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}

ImALEE
o [INZ#
IR[EMRZSRD S 204: IBRALIN
LI vz =27
RET S MRIBREM

DELETE https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}

{
"error_code":"VPN.0001",
"error_msg":"invalid request: ILLEGAL not allowed delete vpnConnection",
"request_id":"76b771cb-3b2a-151a-5bed-fdf5df12ff82"

}

I NT

ES A2 KRG
4.1.3.7 &ifj VPN &EEHE

ab
ThEEN 4B

RIEEZID, EFEENVPNEZAT.

SCASRRAS 01 (2025-11-13) WA © LR ABIRAE] 186



FEE FAMIES

APl &%& 4 API
BRBE
52 AETEABAPI,
URI
GET /v5/{project_id}/vpn-connection/{vpn_connection_id}/log
X 4-182 2#KHEA
2R ESid] =&Y | kB
ik
project_id String 2 IREID, aILABId3kEERE IDFRERE
ID,
vpn_connectio | String = VPNIEZID,
n_id
BXKEHE
. RS
o
o EKIEH
GET https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}/log
TRz HE

LI V=S 4

IREPMRZSRS ST 200: successful operation,

% 4-183 IRZ Body S#51I%
R il A
logs Array of Log | logld&
objects
request_id String BEKID,
Z 4-184 Log
=1 it A
time Integer o IHREIHAA: BYjEEk.
raw_message | String o INEEIRAA: HEEER.

LI v =271
{

"logs": [

N5k 01 (2025-11-13)
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{

"time": 1735024112,

"raw_message": "2024-12-24T07:08:32.730275+00:00 host-xx-xx-xx-xx ipsec_ike[30085]:
[xx.xx.xx.xx] IPSec tunnel negotiation fails. (IfiIndex=[207], PolicyName=[], SeqNum=[0],
PeerAddress=[xx.xx.xx.xx], PeerPort=[500], Reason=[version mismatch])"

}
1

"request_id": "f15d2c621593f2018c23eb1d49e3605e"

}
NG
BE A2 R,
4.1.3.8 EE VPN &
ThEeN 48

RIEEZID, EEEENVPNEE,

ARTIE

152 IWAMTERAPI

URI
POST /v5/{project_id}/vpn-connection/{vpn_connection_id}/reset
3 4-185 SE5AA
2R E 5] =/Y | WA
i
project_id String 2 IREID, aILABIIIRENER B IDFREVRE
ID,
vpn_connectio | String = VPNEZID,
n_id
IBKER

o IBKREH
o
o IFKIEFH
POST https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}/reset
N Rz S
o NS
IREYAZSAS I 200: successful operations
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2= 4-186 UK Body 2#5I%&

E= i) ik
request_id String B3KID

o IGRFEB
{

"request_id": "c63d850876bcddbdfbd11776cce57914"
}

RS
BEEMA.2 KA.

4.1.4 VPN 1EZIGE

4.1.4.1 B3 VPN EiEisis

INEENA
BUEEVPNIEREIGTR . IEEGIEEMNXZ BINERNE, MIERKEETLIEEVPNK
SE AXS i X AXMENIRI, FiTiERERSIEFIESR, BFENVPNERZLIR
io
ARBE
152 WAMTEBAPI,
URI
POST /v5/{project_id}/connection-monitors
& 4-187 S#4%HA
2R E i) =AY | A
ik
project_id String 2 IREID, aILABIdIREIRE IDFRENRE
ID,
BXKHEHE
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% 4-188 i5KkS%

B i) 2EY | itk
i
connection_ | CreateConn | & connection_monitor¥dsR .
monitor ectionMonit
orRequestB
odyContent
object

= 4-189 CreateConnectionMonitorRequestBodyContent

B S} =EY | A
1%
vpn_connecti | String 2 VPNIiERZE S IEIT M AIVPNIESEID
on_id AILABS BV PNERESIESEVPN
EEID,

o EREH

POST https://{Endpoint}/v5/{project_id}/connection-monitors

{

"connection_monitor": {
"vpn_connection_id": "cae286f2-demo-a8df-va86-e22416ca1220"

}
}

)AL
LI )V
EMAZERS ST 201: successful operation.

= 4-190 IR Body 2#5I%

E= E-Sit) ik
connection_mo | ConnectionM | connection_monitor{d&,
nitor onitorinfo
object
request_id String BKID,

2 4-191 ConnectionMonitorinfo

AR i iR
id String o IfACIRER: VPNIERZEMSIZID,

o 1&=L: 36{ZUUID,
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B 281 fR
vpn_connectio | String o INAEGIHAR: VPNIEREISIEITRIAIVPNIE
n_id #ID,
o 1&=(: 36fZUUID,
type String o INEEIAR: MamsgRY
o EUESEH:
gateway: VPN,
source_ip String VPNEZIGIEAYRIBIE
destination_ip | String VPNIEZISI=RI B ROttt .
proto_type String o INACIHAA: ngafEFRIIMNYEERY,
o EUEEH:
icmp: ICMPHMY.
o NaRFEI
{
"connection_monitor":{
"id":"76f64229-demo-a8df-va86-3907e2815b6d",
"vpn_connection_id":"cae286f2-demo-a8df-va86-e22416ca1220",
"type":"gateway",
"source_ip":"88.****** 60",
"destination_ip":"88.4**** 32",
"proto_type":"icmp"
h
"request_id": "bd37d16d-387c-41ab-a180-01b649f73590"
}
RS
BS A2 K&,
4.1.4.2 Ei VPN EiElsE
INEEN4A
RIEVPNIEZ IS I=AY1D, B S EHIVPNIERE G 1S,
ARBE
52 AEEBAPI,
URI
GET /v5/{project_id}/connection-monitors/{connection_monitor_id}
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APl &% 4 API
& 4-192 S ¥u5H A
2R i) 2/Y | A
i%
project_id String = IWEID, aJLABIIIREINE IDZREE
ID,
connection_m | String g2 VPNEZEEIZEAIID,
onitor_id
BRiHE
o EKREH
To
o BRI
GET https://{Endpoint}/v5/{project_id}/connection-monitors/{connection_monitor_id}
RGES

o NS
REMAZSIS /A 200: @A

= 4-193 IR Body S2#5I%E

E= i) 1k
connection_mo | ConnectionM | connection_monitor{d&,
nitor onitorinfo
object
request_id String BXKID,
28 4-194 ConnectionMonitorinfo
2R E-Sit) R
id String o INBEIHAR: VPNIERESIZID
o ’&T{: 36{UUID,
status String e IfEEIHER: VPNIEEISIRIRE.
o EUETHE:
ACTIVE: IEE.,
PENDING_CREATE: @I,
PENDING_DELETE: MR,
vpn_connectio | String o INAEEIHAR: VPNIERZEIEIIMAAIVPNIE
n_id };z|D
e Iz: 36{ZUUID,
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APl| &% 4 API
E= i) 1k
type String o INACIAR: NafmagRy

o HUESEE:
gateway: VPNRJX,

source_ip String VPNIEEZ IS=RYIE L .
destination_ip | String VPNERZIGIEAI B R
proto_type String o INAEIREA: nqalFERRUINNEEEL,

o EYEEHE:
icmp: ICMPHY .

LI )iz =2
{

"connection_monitor": {
"id": "76f64229-demo-a8df-va86-3907e2815b6d",
"status": "ACTIVE",
"vpn_connection_id": "cae286f2-demo-a8df-va86-e22416ca1220",
"type": " gateway
"source_ip": 8 xR 60",
"destination_ip": 8 ok e 32",
"proto_type": "i
%
"request_id": "6d212bc0-ecb1-457b-977b-5e815fce658d"

}

KD
BEESMA.2 SR,

4.1.4.3 &) VPN iEZS1ER5%

IREN 4R

VPN ISR
ARG

BESANTEFAPL,
URI

GET /v5/{project_id}/connection-monitors

& 4-195 Sy A

2R KR 28 | 15
&
project_id String = IREID, aJLUEIIIRENIRE IDFREIRE
ID,
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APl &%& 4 API
K 4-196 153K Query 28713
2R 5] =R/Y | #R
i
vpn_connecti | String B VPNIEZID,
on_id
enterprise_pr | Array B EWIRBEID,
oject_id
BKEE
o BEXRSH
To
o BRI
a. BEEFEVPNEREKEE,
GET https://{Endpoint}/v5/{project_id}/connection-monitors
b. #R#Evpn_connection_id&ifVPNIEZIIZ,
GET https://{Endpoint}/v5/{project_id}/connection-monitors?
vpn_connection_id={vpn_connection_id}
IAzER
o IS
IREMAZSAS D 200: EiGRLIN
= 4-197 gL Body 2#5E
B - Jid] A
connection_mo | Array of connection_monitor{d&R .
nitors ConnectionM
onitorinfo
objects
request_id String BEKID,
2£ 4-198 ConnectionMonitorInfo
B E-Jid] i)
id String o INAEIGAR: VPNIEZISEID,
o T : 36{ZUUID,
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APl &% 4 API
B i) fR
status String e INEEIRAR: VPNIEZSEIIRE,
o EUESEH:
ACTIVE: IEE.,

PENDING_CREATE: @lz&*rh,
PENDING_DELETE: &,

vpn_connectio | String o INBEIHAR: VPNIEESISISMAYVPNIE
n_id ;IIDO

o I&=: 36{ZUUID,
type String o IfEEUGAA: MRImSERY,

o EYETBHE:
gateway: VPN,

source_ip String VPNIEZ ISISRYE L .
destination_ip | String VPNERZIGEAI B AL
proto_type String o INEEIRBA: nqafEAARIIMNEEEL,

o EUETHE:
icmp: ICMPHHMY o

LI )iz =2
a. El’]ﬁEﬁVPN R MR o

"connection_monitors":[
{

"id":"76f64229-demo-a8df-va86-3907e2815b6d",
"status":"ACTIVE",
"vpn_connection_id":"2342adf2-demo-a8df-va86-12agq511s0917",
"type":"gateway",
"source_ip":"88.****** 60",
"destination_ip":"88.*** *** 32",
"proto_type":"icmp"

"id":"85t53318-demo-a8df-va86-zq9312525f6t",
"status":"ACTIVE",
"vpn_connection_id":"cae286f2-demo-a8df-va86-e22416ca1220",
"type":"gateway",
"source_ip":"89.7** *** 21",
"destination_ip":"88.*** *** 12",
"proto_type":"icmp"
}
1,

"request_id": "531f8b2c-ec55-45d8-90a3-ede922f7d63c"
}

b. $E§Evpn connection_id&iAVPNEZ KA

"connection_monitors":[
{
"id":"76f64229-demo-a8df-va86-3907e2815b6d",
"status":"ACTIVE",
"vpn_connection_id":"2342adf2-demo-a8df-va86-12agq511s0917",
"type":"gateway",
"source_ip":"88.***.*** 60",
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"destination_ip":"88.*** *** 32",
"proto_type":"icmp"

}
1,
"request_id": "05ab9b58-9b4c-4cee-8113-4b0f325f1dfc"
}
RS
TCAH=
BE2A.2 K&,

4.1.4.4 HIE& VPN ERESEE

IHEENA

RIBVPNIEZIEIEAIID, MIBRIEEAIVPNIEREISE,
BRABE

52 ANalERBAPI,
URI

DELETE /v5/{project_id}/connection-monitors/{connection_monitor_id}

£ 4-199 S5

B 5] =Ry | %A
i%
project_id String s IREID, mJLABIdIRENIRE IDFRERE
ID,
connection_m | String = VPNEZIEIERIID .
onitor_id

ISRiHE
o ERBY
o
o IERIER

DELETE https://{Endpoint}/v5/{project_id}/connection-monitors/{connection_monitor_id}

=TS
o IHRIBH
SREMAASESH 204: BIRRALIN .
o IHRIEH
%,
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RS
BEBMA2 KW,

4.2 Zig\z= VPN API
4.2.1 Zig\z= VPN RJ%

4.2.1.1 8l P2C VPN >k

TheREN 48
BUEP2C VPNRIX o
ERGE
5203 WTERAPI,
URI
POST /v5/{project_id}/p2c-vpn-gateways
£ 4-200 205
BR i BEBY | it
i%
project_id String = IRHID, aJLABIIIREINE IDFRERE
ID,
EXRIHR
o BFKSH
& 4-201 i5RSH
=T il BEY | R
ris
p2c_vpn_gat | CreateP2cV | 2 p2c_vpn_gatewayXJ&,
eway gwRequestB
odyContent
object
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4 API

& 4-202 CreateP2cVgwRequestBodyContent

B i) Dvi R
name String e o INAEEIRAE: P2C VPNRIEZHR,
o HUEEE: 1-641MZFRF, HiFH
F. BZXFE, X (\ude00 -
\uofa5) . _ (X&) . - (%l
%) .
vpc_id String = o IHREIHBE: P2C VPNRIE(ERE
VPCRYID,
o #J3R: 36fZUUID,
connect_sub | String 2 o INEEIHAR: P2C VPNRIX{EREH
net VPCFMID,
o #J%R: 36f7UUID,
flavor String 5 o INEEINAE: P2C VPNRIEHIIMIEE
B,
o EUETEHE:
Professionall
e EIAE: Professionall,
availability_z | Array of B o INEEIRAR: EPEP2C VPNMIEAIE]
one_ids String BX. AERTE&AP2C VPNRX
TR AKX,
o ZJTR: HNERP2C VPNRIESIEFH
KU\ EBRTBXAS, HRESRA
JEX; F— 1 HEXHES—
1 TS B XAABERIZEVPN
X,
eip CreateReque | 2 o INAEIRAR: P2C VPNMIE(EFRRY
stEip object EIP,
tags Array of Tag | & o INEEIRBE: 1RRIIZE,
object o HH: BSES201.
& 4-203 CreateRequestEip
2R Ry Wi e
id String & o IfBEIHAR: EIPRIID,

o HEUESBE: 36{UUID,
o AR: H(FHACHEIPES, %
FOIZREIPARYAIE

JLIES = EFaE ML NIPTIRES
EEIPRIID,
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FEE A4S

APl & 4 API
E= i) Wik | fEk
type String a o INAEINAE: EIPRYZEEY,

o BYESGE: 0-361FH,
B & EHISEIPE6typeFEZRYEY
ECE. RN BaZIF5_bgp
R, R EIEIFZER,

o HTR: HICIREIPIHSINTEE
5, BUFRIE,
BRI RA B EHIBEIPEAStype

FEIAR,
charge_mod | String & o INBEIHEA: EIPEIS=ITERED,
e Rt EdiEs Rt
o EUEEHE:

bandwidth: &Zmeait.
traffic: ZMEITEE,
o #USR: HICIEREIPIHSEEAREE
HELTENFEES, SURE,
e ZXIAMME: bandwidth,

bandwidth_si | Integer o IfBEIHAR: EIPRUEEZE AR/, B8

ze fii: Mbit/s, B/ regiongeisigft
REIPR KT ZAR, EIPHEAT
2 PRFEIPIRSS, ATLAERTER
FIESMKP THEIPHR AR .

o EVESHE: 1-300, B{FEVEES
EP N MRS IR EIPERL

o Z%R: HFEIZEEIPIZS=BEARYE
HERENHEES, SNARE,

bandwidth_n | String INREIRAE: EIPHYRS=EIR,
ame o EUEEE: 1-64027F, T
F. BYFE. $F3Z(\ude00 -

\u9fa5). _(FXIZ). -(PRI). .
(=)o

o ZJR: HICIREIPIHSITHEERIEA
5, alARE,

o BUAME: ZHRCIZREIPIZZAT, £
I FREEAERET/Ip2c-
vpngw-bandwidth-****AJEIPH5 55
AR, B8n: p2c-vpngw-
bandwidth-e5b4,

iy

iy
[ ]
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FEE FAMIES

APl &%& 4 API
% 4-204 Tag
2R 258 Wik | fA
key String = o INEEIRER: FRESAYHE,
o EUESEE: 1-12810FE, i
F. BmNFE, . AFE.
#HiE. =1, LURUTERF: =
+-@,
value String = o INRLIHER: FRSHIE.
o BUESEE: 0-2550FFF, i
F. BNFE., . ARFE.
#HiE. =1, LURUTER: =
+-@,

o BRI

POST https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways

{
"p2c_vpn_gateway": {

"name": "p2c-vpngw-0003",

"vpc_id": "d9d85143-e1e1-427a-9994-d8b8fd9ebe3f",
"availability_zone_ids": ["cn-north-7a", "cn-north-7b"],

"connect_subnet": "2d1da07b-861d-447d-8233-1aff4d767825",

"eip":{
"bandwidth_name": "",
"bandwidth_size": 10,

"type": "5_bgp"

}
}

AREHER
o IARIBH

IREYAZSAS S 201: successful operations,

= 4-205 IR Body 2#5I%

=T St A

p2c_vpn_gateway ResponseP2cVgw P2C VPNMJ% o
object

request_id String BKID,
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Z= 4-206 ResponseP2cVgw

E=2 E-Sit) R
id String o INACHAA: P2C VPN
MXID,
e 18=: 36{ZUUID,

o N@RAFAHI
{

"p2c_vpn_gateway": {
"id": "10d176c7-aed8-4766-9180-a47e536c64d0"
b

"’request_id": "b19ba5a0be8f7b7f664b14596f8f35db"
}

AT
BESMA.2 R0,

4.2.1.2 &if] P2C VPN M3

TheEN4R
HRIEP2C VPNIIXID, EiFfEEAIVPNRIX
ERRE
5203 WTERAPI,
URI
GET /v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}
2 4-207 S E05EH
BiR St =aY | R
&
project_id String 2 IREID, aILABIdIREIER B IDFRENRE
ID,
p2c_vgw._id String = P2C VPNPIXSLHIID
BXRIER

o IBERBH
96 o
o IBKRIEFH

GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}
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AREHER
o MRS
IREHRAFD S 200: ERY.

= 4-208 luf; Body 2#5I%

2R il R
p2c_vpn_gate | p2c_vpn_gate | vpn_gatewaylJ&,
way way
object
request_id String BKID,

3% 4-209 p2c_vpn_gateway

E= E-Sit) R

id String e INAEIRAR: P2C VPNRIEID,
o #&=: 36fIUUID,

name String e INAEIRER: P2C VPNPRIEZFR,

o EUEBE: 1-641FFRF, IFH=F. &
XF8, 3 (\ude00 - \u9fa5) . _
(TFRIE) « - (FRIZ)

status String o IfEEIHER: P2C VPNMIFIRZE,

o BUEEE:
PENDING_CREATE: @lgd,

PENDING_UPDATE: &,
PENDING_DELETE: i,
UPGRADING: &,
ROLLING_BACK: [EEH.,
PENDING_UPGRADE_CONFIRM: #iA
Ao

ACTIVE: IEE.

FAULT: B,

FROZEN: &%,

vpc_id String P2C VPN X FEEZAIVPCAIID
connect_subne | String P2C VPN EFH{ERAIVPCFMID

t

flavor String o INREHRE: P2C VPNRIEATIIARSEEY

o BUESGHE:
Professional1: HJIEI1,
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B 281 A
availability_zo | Array of JAKSIE,
ne_ids strings
eip ResponseEipl | PMXEEERIEIPEE
nfo
object
max_connectio | Integer o INEEIREE: REBXIFEANELIE i
n_number B
o HEYESBE: 1~500,
current_connec | Integer HRTERERE P UmEREE .
tion_number
tags Array of mEIIER
VpnResourceT
ag
objects
order_id String JEID,
admin_state_u | Boolean o INEEIRAR: HERE,
P o EVEBHE:
true: REE.
false: &RéL,
frozen_effect Integer o INREEIRER: RGN, IRRIZEIRRE
e A LAMRIER o
o EUESEHE:
0: RiFKLE
1: TR
2 FREEAOTBR
version string o INEGIRAR: MRhRAN,
created_at String e INAGIRBR: BUsEARTE],
o UTCHIEWEZ: yyy-MM-
ddTHH:mm:ss.5552,
applied_at String o INEGIHEE: 4XAYiE,
o UTCRYEMER: Jyy-MM-
ddTHH:mm:ss.5552,
updated_at String o INEEIRER: RiE—IXEHAETE,

UTCRYEE=C: yy-MM-
ddTHH:mm:ss.SSSZ,

N5k 01 (2025-11-13)
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% 4-210 ResponseEipInfo
B B3] iR

id String o IPASIHAR: EIPAYID,
e 1&=: 36fZUUID,

ip_version Integer o IfALIRER: EIPRRZAN,
o EYESEE: 4.

ip_billing_info | String o INEEIREE: EIPRNITER(EE . BF/8H
EIPASIRENTHRES., 1&HEITZRAYEIP
SER

o HI:
order_id:product_id:region_id:project_i
d, an:
CS22***xrkkk| |BIV:00307-******-0--0:br-
iaas-
0din1:0605768a*******++**)06c7e484a
ao

type String o IfAEIRAR: EIPRYSERY,

o EMESEHE: 5_bgp (£#&BGP) ,
5_sbgp (3%7&BGP ) , 5_youxuanbgp

({#Li%BGP)
O BEAEHIBEIPR6FtypeFERAVEUETE
&l

ip_address String o INAEIRER: EIPRYLMIIPVALHLLE,

o 18T\: ipvAEEUHbHE, FIGn:
88 *rx 11

charge_mode | String o INEEIRER: EIPITSRITERER . KRS
TTEREIRERITE.
o BYETEHE:

bandwidth: &HEE1tE.
traffic: &R=1t#,

bandwidth_id | String o IDAEUIAR: EIPRYHHERID,
o T: 36{UUID,
bandwidth_siz | Integer o INBEIRER: EIPEYREEA/N, BAN:
e Mbit/s, B regionfEIZIRHAYEIPERA

wmAE, EIPAmR AT RRTEIPIR

%5, EL‘MEEHI%EE%NKP THIEIPRY
BT o

o EUESEME: 1-1000, E{REUEIESE#
AR BUFREIPERL
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4 API

B

ESid)

1)

bandwidth_na
me

String

o INEEIRAR: EIPAYHEERFR.

o BUEBE: 1-641MZFFF, TIFHMF. =
XFE. #$3Z(\ud4e00 - \u9fas). (T
XEk) . -(FRIZ) . .(5).

bandwidth_bill
ing_info

String

o INEEIREE: EIPRYEERITRERE. 85/
BAEPFREASREFEITREER, %
EHEREIPTREAIRE],

o IRI:
order_id:product_id:region_id:project_i
d, &n:

CS22*#*xxx%| |BIV:003017-******-0--0:br-
iaas-
0din1:0605768a**********xc006c7e484a
Ao

share_type

String

o INEEHAR: HEIHLZRE,

o HUESEHE:

PER: JHZHE,

%% 4-211 VpnResourceTag

B 281 )
key String o INREULRAR: FRESAIE,
o EUESEE: 1-1281FfF, IHE=IE
MFE, ¥F. =K =+@, BE5E
TEERBTHE, ABelAsys Fk.
value String o INEEIREE: REAIE.
o EUESEE: 0-2550N=FFF, iFES=IE
*¢I$\ ﬁ?\ &q*g%u_-:/:-k_@o

LI v =271
{

"p2c_vpn_gateway": {
"id": "6d526e5f-a0c6-44b6-a785-000000000000",

"status": "ACTIVE",
"vpc_id": "05b9d7de-9acd-4a05-b497-1a3c75afaala",

|||||

"flavor": "Professional1",
"availability_zone_ids": [

"cn-south-1f",
"cn-south-1e"

1
"eip": {

"id": "fObac06a-88a7-4d37-8e2e-c37691ee4ba2",

"ip_version": 4,

"ip_billing_info": "CS**)WT10:0FFltesrs5078:cn-

south-1:47190474*++++xk++kx98781092d16¢",
"type": "5_youxuanbgp",
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"ip_address": "215.** *** 120",

"charge_mode": "bandwidth",

"bandwidth_id": "3456471c-9dac-40f6-8344-daca14fbd81e",

"bandwidth_size": 20,

"bandwidth_name": "p2c-vpngw-bandwidth-bd61",

"bandwidth_billing_info": "CS*********)\WT1Q:OFF|********+kxk*5078:cn-
south-1:47190474*++++xk++xx98781092d16¢",

"share_type": "PER"

b

"max_connection_number": 10,
"current_connection_number": 0,

"tags": [1,

"order_id"; "CS***rRrRRWTT1QO",
"admin_state_up": true,

"frozen_effect": 0,

"created_at": "2024-06-14T10:24:12.147Z",
"updated_at": "2024-06-14T10:24:12.147Z"

h
"request_id": "2ddd2f6107a8164ce6f6268bd991e57c"
}

RED
ESIA.2 RS,
4.2.1.3 Z5if) P2C VPN [RI2£%513E

IheeN 4R

BEiEP2C VPNMXFIE,
BRBEE

15203 AMTEAAPI,

URI
GET /v5/{project_id}/p2c-vpn-gateways

& 4-212 2H45%0A
B it BEY | @k
%
project_id String 2 IREID, aILABIdIREIER B IDZREVRE
ID,
7 4-213 153K Query 251513
B it BERY | i
%
limit Integer S S REFNEBIREINICRHE.
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APl &% 4 API
B i) BEw | #ik
%
marker String & o INEEIRER: EAATIATEEIBINCH,

AERHAEIE -, ERF—RH

IBERHEE

NaRzHR

markera] LARIE_E—TA@RzAY
page_infoXy&HHInext_markerig
:%‘ o

o AR: MRSlimit—ifER,

IBREH
o
5K

GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways

) VE=24

IREPAZSREA 200: EiFIR.

= 4-214 g Body 2¥7IE

B it R
p2c_vpn_gate | Array of EESESUIEN
ways p2c_vpn_gate
way objects
total_count Integer R 2E] o
page_info Pagelnfo PREEREER.
object
request_id string BKRID,
R 4-215 p2c_vpn_gateway
B St R
id String o IfAEIRAR: P2C VPNRXID,
e 1= : 36{UUID,
name String o IPAEIHAR: P2C VPNMEZHR,

o EUESEE: 1-641MFFF, TiFH=. =
XF8&. F3Z (\ude00 - \udfas) . _
(TFRIZ) « - (PRIE)
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APl &% 4 API
E= i) fR
status String o INBEIRAA: P2C VPNMEIRZE.

o HEUESEHE:
PENDING_CREATE: 6z,

PENDING_UPDATE: E#ih,
PENDING_DELETE: it
UPGRADING: F&r,
ROLLING_BACK: [ElEH.,
PENDING_UPGRADE_CONFIRM: #iA
o

ACTIVE: IF%,

FAULT: B3,

FROZEN: &%,

vpc_id String P2C VPN X FEREZAIVPCAIID .
connect_subne | String P2C VPN/XBT{EREAIVPCFMID,

t

flavor String o IPAEIHAR: P2C VPNMEAJIAESEEY

o HUEEHE:

Professional1: HJIEI1,

availability_zo | Array of TAKSIE,
ne_ids strings
eip ResponseEipl | MX4BERIEIPZE

nfo

object
max_connectio | Integer o INEEIREE: RBIIFENELNE i
n_number B

o BYUETEE: 1~500,

current_connec | Integer HEEENE P imEES
tion_number
tags Array of eI

VpnResourceT

ag

objects
order id String 1JEID,
admin_state_u | Boolean o INAEIRAR: HREIRS.
P o EUETE:

true: XREKE.
false: &4,
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AP| &% 4 AP|
2R -3t} ik
frozen_effect | Integer o INEERER: FEFIN, FRRZRIRERS
=25 LARIRR .

o EUESEE:
0: FREFE.

1: FREAHIRR
2: IREEAETHIRR

version string o INASIHAR: MIXEERA

created_at String o IhAEIHAR: QUERRYE.

o UTCRIEIREZN: Jyyy-MM-
ddTHH:mm:ss.5552,

applied_at String o INAEIRAR: £XATIE

o UTCHIIEWER: yyyy-MM-
ddTHH:mm:ss.555Z

updated_at String o INEGIRAA: RE—XREFATE,

o UTCHIEER: yyyy-MM-
ddTHH:mm:ss.5552,

2R 4-216 ResponseEipInfo
B it ik

id String o INHBEIRER: EIPRYID,
o #&z(: 36fUUID,

ip_version Integer o INACIHAA: EIPRRAS,
o HUEEBH: 4.

ip_billing_info | String o INEEIRER: EIPRNITER(ERE . BF/8H
EIPASIRENTRES., 1&HEITZRAYEIP
AiR[E],

o 1B :
order_id:product_id:region_id:project_i
d, un:

CS22%+xxkkxx| |BIV:003017-******-0--0:br-
iaas-
0din1:0605768a*********++*c()06c7e484a
Ao

SCASRRAS 01 (2025-11-13) WA © LR ABIRAE 209



FEILE M4
AP &%

4 API

B

1)

type

o INAEIRAR: EIPRYSERY,
o HUESEE!: 5_bgp ( £z07BGP) ,

5_sbgp (E#7SBGP) , 5_youxuanbgp
( {fi%&BGP )

B EERIBEIPR6FtypeFRAVEVETE
Bl

ip_address

String

INEEIRBA: EIPAIZNMIPvALTHLILE

FU: ipv4SEBithE, Fan:
88wk xwk 11

charge_mode

String

IIRENEA: EIPRYWEEITERR . IinE
TR LT 2R

BEEHE:
bandwidth: &+,

traffic: IRELTER,

bandwidth_id

String

IHREIRAE: EIPEYEESID,
&=t 36{ZUUID,

bandwidth_siz
e

Integer

IhEEIRER: EIPRYITSEE RN, EBBfi:
Mbit/s. & regionBEISIZMHAYEIPR A
e AE, EIPRISRAHHEZIRTEIPAR
55, ILMERTIREREESMKF FHIEIPRY
= PN

EVESBE: 1-1000, EMAEVEESE M
HEAMARSSBIRREIPEH

bandwidth_na
me

String

INEEIRAE: EIPEYEESZFR

EEBE: 1-641FRF, SIFH=F. &
NFE, #3Z(\u4e00 - \udfas). (T
Xgk) . -(FRIZ). .(R).

bandwidth_bill
ing_info

String

INREIRAA: EIPRYSERITRER . BF/
BREPEFEARREHREITRER, &
EHERAYEIPH R ARE .

&l
order_id:product_id:region_id:project_i
d, &o:

CS22***+kxk%| |BIV:00301-******-0--0:br-
iaas-
0din1:0605768a***********+c006c7e484a
Ao

share_type

String

TIRENHR: HERHE R,

BESEHE:

PER: JRZHE
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FEILE M4
AP &% 4 AP

& 4-217 VpnResourceTag
B - il 235

key String o INEGIRAR: FRESAIE.

o HUBSEBE: 1-1281=FfF, IFFEIE
*¢I$\ %ﬁ?\ /HIQ%*D_.::'F'@) 1E§,%
TR BETH, Frell sys Frk.

value String o INBEIRAA: FREMIE.

o EUESBE: 0-2551FfF, XFHERIE
MFE, T, SHH_/=+@,

R 4-218 Pagelnfo

B -3t R

next_marker String T—RMImarker B E—XR &GN Fix
B—1EIRAYCIERTE] .

current_count | Integer HEFRPEREHE,

LI ) =271
{

"p2c_vpn_gateways": [

"id": "6d526e5f-a0c6-44b6-a785-7e0ef7c9eb76",
"name": "p2c-vpngw-0001",
"status": "ACTIVE",
"vpc_id": "05b9d7de-9acd-4a05-b497-1a3c75afaala",
"connect_subnet": "1948ce22-ddc5-4fb6-87b8-dfccO9b176b51",
"flavor": "Professional1",
"availability_zone_ids": [
"cn-south-1f",
"cn-south-1e"
1
"eip": {
"id": "fObac06a-88a7-4d37-8e2e-c37691ee4ba2",
"ip_version": 4,
"ip_billing_info": "CS********* )\WT1Q:OF F|******+ixx** 5078 cn-
south-1:47190474**++kxkixkixg8781092d16¢",
"type": "5_youxuanbgp",
"ip_address": "215.*** *** 120",
"charge_mode": "bandwidth",
"bandwidth_id": "3456471c-9dac-40f6-8344-daca14fbd81e",
"bandwidth_size": 20,
"bandwidth_name": "p2c-vpngw-bandwidth-bd61",
"bandwidth_billing_info": "CS******** )\WWT1 O:QF F[******+ixx+* 5078 cn-
south-1:47190474**++kxkikxkixg8781092d16¢",
"share_type": "PER"
"max_connection_number": 10,
"current_connection_number": 0,
"tags™ [1,
"order_id": "CS2406141822JWT10",
"admin_state_up": true,
"frozen_effect": 0,
"created_at": "2024-06-14T10:24:12.147Z",
"updated_at": "2024-06-14T10:24:12.1472"
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{
"id": "10d176c7-aed8-4766-9180-a47e536c64d0",
"name": "p2c-vpngw-0002",
"status": "ACTIVE",
"vpc_id": "01ffa178-9be5-4457-ba5b-874c01cfc872",
"connect_subnet": "be0d53dd-55a1-4e73-9002-54297e1a4c43",
"flavor": "Professional1",
"availability_zone_ids": [
"cn-south-1f",
"cn-south-1e"
1
"eip":{
"id": "106a269c-c8c1-425e-9f92-f6abcb4dc7b1",
"ip_version": 4,
"ip_billing_info'": "CS****+#kik J\WT1 O:QFF|*****+++ktrt 5078 cn -
south-1:47190474**+++-+++98781092d16¢",
"type": "5_bgp",
"ip_address": "10.83.51.162",
"charge_mode": "bandwidth",
"bandwidth_id": "beeababf-57aa-469e-8fc8-e6f01554711c",
"bandwidth_size": 20,
"bandwidth_name": "p2c-vpngw-bandwidth-4455",
"bandwidth_billing_info": "CS******** )\WT 1 Q:QFF|******+ixixix5078: -
south-1:47190474*++-++++98781092d16¢",
"share_type": "PER"
L
"max_connection_number": 10,
"current_connection_number": 0,
"tagS": []’
"Order_id": "CS**********JWT1 O",
"admin_state_up": true,
"frozen_effect": 0,
"created_at": "2024-06-14T10:01:39.654Z",
"updated_at": "2024-06-15T01:59:40.39Z"
}
"total_count": 2,
"page_info": {
"current_count™: 2
request_id": "6a88ffb594cdb382ac2c321bc6cbbe13"
R
OA.2 K7
4.2.1.4 {2 P2C VPN Rjx
ab Ay n
INEEN A
TRHEP2C VPNMXID, ESHEERIP2C VPNMX .
AJ N
BRRE
D13 SNMaliEREAPI,
URI
PUT /v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}
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% 4-219 20 A8
B R BEY | ik
%
project_id String 2 IREID, aILABIdIREIERE IDFRENRE

IDo

p2c_vgw._id String = P2C VPNPYXSLHIID
BRIHR
o ERSH
& 4-220 iI5RSH
B il BRY | R
%
p2c_vpn_gat | UpdateP2cV | 2 p2c_vpn_gatewayyJ£ .
eway gwRequestB
odyContent
object

R 4-221 UpdateP2cVgwRequestBodyContent

B il Wik fER
name String & o IfBEIHAR: P2C VPNMIXZR,

o EUESEE: 1-641MFE, TiEH
F. BYFH., FX (\ude0O -
;;%9)fa5) . _ (FRIZ) | - (gl

o INEEIRAE: BYHIEIPAIID, FR
HEFFRIEIPIERZBIR A= KAY
EIP, 4BEFBYEIPRIARSCRRYRS
[REHIEIP, aILUBIT RGN
31 PAEZEV PN X {sE FHAYEIP,

o £45R: 36{ZUUID,

iy

eip_id String

o BRI

PUT https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}

{
"p2c_vpn_gateway": {
"name": "p2c-vpngw-0003",
"eip_id": "d9d85143-e1e1-427a-9994-d8b8fd9ebe3f"
}
}
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FEE FAMIES

API &% 4 API
IAzHR
o NS
IREYAZSAS S 200: successful operations,
& 4-222 9K Body S#513%
B it R
p2c_vpn_gateway ResponseP2cVgw P2C VPNMJZ% o
object
request_id String BKRID,
& 4-223 ResponseP2cVgw
B i ik
id String e INgEEiAA: P2C VPN
MXEID,
e 1&z: 36fIUUID,
o IRAEHB
{
"p2c_vpn_gateway": {
"id": "10d176c7-aed8-4766-9180-a47e536c64d0"
by
"request_id": "b19ba5a0be8f7b7f664b14596f8f35db"
}
N

52 A2 K&

4.2.1.5 k& P2C VPN Rk

INRENA

TR#EP2C VPNRXID, fIRIEREAIP2C VPNRIX
BRI

15213 UMITEAAPI,
URI

DELETE /v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}
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APl &% 4 AP
*+= 4-224 SHIGEP
B i) BEY | #k
%
project_id String 2 IREID, aILABIdIkEIRE IDZRERE
ID,
p2c_vgw_id String = P2C VPN®IESLHIID

IBERHEE

o BKB¥

xo

o EREH

DELETE https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}

IREMAZSISF 204: MIBRELID

NaRZHS
o IMESH
IR

52 A2 K&

4.2.1.6 &if P2C VPN M("THKX

hREN A

&EFigP2C VPNMXBIFHX

AR

523 WTERAPI,

URI

GET /v5/{project_id}/p2c-vpn-gateways/availability-zones

& 4-225 ST
2R it BEY | fEk
%
project_id String 2 IRBEID, aILABId3kEIR R IDZKEVRE
ID

N5k 01 (2025-11-13)

IRIERE © LA/ ARBIRAE 215



FEILE A4
AP &% 4 AP

& 4-226 153K Query 2#FIFE

B i) =EY | #A
i
flavor String B o INBEINAR: P2C VPNRIXEHIIRZE

&,
o HUEEE:

Professionall: HZJlEI1,

iEKRiHE

o EREA

GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/availability-zones?flavor=Professional1

IRz S
o NS
IREYAZSAS S 200: successful operations,

%= 4-227 AL Body 2#5%

B -5t R
availability_zo | Array of TRAX5IZE
nes strings

request_id String iBKkid

o IRzAFAI
{

"availability_zones": [
"cn-south-1f",
"cn-south-1e"

1,
"request_id": "c63d850876bcddbdfbd11776cce57914"
}

KL
ESIA2 RS0,
4.2.1.7 &iff P2C VPN PSEZ(EE%%E

ab
IREN A

FRIEP2C VPNRIXID, BEiERESIZE,
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APl &% 4 API
BEREE
152003 WaEHEAPI,
URI
GET /v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/connections
K 4-228 21k AA
S ESid 2EY | fik
%
project_id String 2 IRBEID, aILABIdIkEIR R IDZKENRE
ID
p2c_vgw._id String = P2C VPNRIESLHIID
& 4-229 iE3K Query 2%51%&
B i) BRY | i
i%
limit Integer S S REFNEBIUREINICRHYE
offset Integer o D REEREBE
IBREE

o IEKIES
1 ADREEERESIER,
GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/connections

2N NEENERTIR.
GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/connections?limit=10&offset=0

upziER
o IS
IREMAZSAD S 200: ZiERLIN.

2= 4-230 IR Body S2#5I%

B St R
connections Array of ERER
Connection
objects
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B it fiik

total_count Long EESH

request_id String 1B3KID

2k 4-231 Connection

B it fiik

connection_id | String o INEEIHER: &EEEID

o 1&=: 36fZUUID

client_virtual_i | String = FimiZEiE Yo BcaV R Pttt

p

client_ip String E FimERZ A2 I PHEiE

client_user_na | String ERiGFAP&R

me

inbound_packe | Long ANMIELEL

ts

outbound_pac | Long I EEL

kets

inbound_bytes | Long ANRFTE

outbound_byte | Long ERFTE

s

connection_est | String o INASIHAA: EPumEiEAYE AT

ablished_time o UTCHHEMERL: yyyy-MM-
ddTHH:mm:ss.555Z2

timestamp String o INEEIRER: EERREEERITHIRTBEL

o UTCHI/ENETN: Jyyy-MM-

ddTHH:mm:ss.555Z2

o [IBRNZRA
{

"connections": [

{

"connection_id": "10293371-114e-4d2a-878e-c6a616d0ecOe",

"client_virtual_ip": "36.%**** 149",
"client_ip": "100.***.***100",

"inbound_packets": 13,
"outbound_packets": 24,
"inbound_bytes": 4185,
"outbound_bytes": 10480,

"timestamp": "2024-06-17T02:58:48Z2"
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"connection_id": "6ade9de6-b19e-4b87-874d-f4880be317c1",
"client_virtual_ip": "36.%***** 145",
"client_ip": "100.****** 100",
client_user_name": "1111",
"inbound_packets": 13,
"outbound_packets": 38,
"inbound_bytes": 4185,
"outbound_bytes": 15804,
connection_established_time": "2024-06-17T02:58:12.413Z
"timestamp": "2024-06-17T02:58:48Z"
}
1
"total_count": 2,
"request_id": "6844f73ab1dd713d369b88904a935bd6"
}
RSB
B2 A2 K&,
4.2.1.8 fiFF P2C VPN RjKi&EdE
IHEeEN A
IRIBIERZID, WiFFEEP2C VPNRMKIER
ARGE
152003 WaEFAPI,
URI
POST /v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/connections/
{connection_id}/disconnect
& 4-232 S2¥45BA
B E-Sit) BEY | #iR
i
project_id String 2 IREID, aJLABId kIR IDZREVRE
ID
p2c_vgw_id String = P2C VPNRJESLHIID
connection_id | String = P2C VPN XZEEEID

o BRI

POST https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/connections/{connection_id}/
disconnect

N Rz

o NS
IREYAZSAZ ST 200: successful operations,
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FEILE M4
AP &% 4 AP

= 4-233 IR Body 2#5I%&

E= i) ik
request_id String iBKid

o AR
{

"request_id": "c63d850876bcddbdfbd11776cce57914"
}

RS
ESMA2 KA.

4.2.1.9 % P2C VPN <

IheEN4R

FHKEP2C VPN,
BRBEE

15203 N{ETEARAPI,
URI

POST /v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/upgrade

& 4-234 53K path 2#35F&

BN LSl R
project_id String ImBID,
p2c_vgw._id String P2C VPNRJXEHIID

\$ o 24
18> 7&1%\
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APl &% 4 AP

2R 4-235 UpgradeRequestBody

£ e 2EY | #ik
i%
action String = o INEGIHER: HIIR(E
o BYETHE:
- start
- finish
- rollback

o EREH

POST https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/upgrade
{

"action": "start"

}

NALHS
o NS
IREYAZSAS/9202: successful operation,

2= 4-236 I Body &#%I1%

B Syt fiid
job_id String {EEid,
request_id String iBKid,

o [BRZHFA
{

"job_id": "c7f1d3e3-0476-4a71-95a7-3ce8cbb969de",
"request_id": "73f072d8-demo-a8df-va86-2a755d95636f"
}

AT
BEEMA.2 R0,

4.2.1.10 EHFR(ESFIE

TheE 4R
EYAFESTIE.
BATSE

523 WMEERAPI,
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URI
GET /v5/{project_id}/p2c-vpn-gateways/jobs
& 4-237 2¥45HA
B S =hY | %A
i%
project_id String b~ IREID, mILABIIIRENIRE IDFRENRE
ID,
3 4-238 153k Query S¥5%
2 it} =AY | #ER
i%
resource_id String & ZIREID,
IBKEHR

AGER

o EREH
a. BERFFBERIRIES.

GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/jobs

b. #RiEresource idEFGRIFITSE,

GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/jobs?resource_id={resource_id}

LI V=S 54
IREMAZISF 200: @RI,

%= 4-239 AL Body 2H5%

B it ik

jobs Array of Job EFBER.
objects

request_id String BKID,

N5k 01 (2025-11-13)
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FEILE M4
APl &%

4 API

X 4-240 Job

&R

3]

1)

id

String

INgEAA: 531D,
F&=: 36{ZUUID,

resource_id

String

INBEIHER: VPNMEEIEID,
&= 36{7UUID,

job_type

String

IngeiRee: {E55REL,
BY&ESEE: upgrade, rollback,

status

String

THEEIRAE: VPNRIFIRZS .

BUESEHE:

upgrading: FHEH,
pending_upgrade_confirm: ZE&FHK
717N

success: FHRALIN.
rolling_back: [EiRH,
rollback_success: [ELRRIN.
fail: HREM.

created_at

String

TheeiiA: elZadiE,

UTCRJIEIRER: yyyy-MM-
ddTHH:mm:ss.SS52,

finished_at

String

ThREWRA: LEERATIE,

UTCRIEA&: yyy-MM-
ddTHH:mm:ss.5557,

error_message

String

IhRERAR: $EBIRIER.

sub_jobs

Array of
SubJob objects

IhREAR: FESSTIZR.

25 4-241 SubJob

SR i) %

id String o INEEIREA: 151D,
o #&z: 36{ZUUID,

job_type String o INAEIREA: {EBREL,

BUESEHE:

- prepare_resource
- upgrade_worker_1
- upgrade_worker_2

N5k 01 (2025-11-13)
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APl &% 4 API
2R =i i)
status String o INEEIRAA: {FRIRE.

o HUESEE:

init: ¥4k
upgrading: F&
success: FEREEIN
fail: HLREW

created_at String o INALIHAR: CUERRTE.

o UTCHYENEZ: Jyyy-MM-
ddTHH:mm.ss.SS52,

finished_at String o INEEiAER: £55RAYiE.

o UTCHYEIEZ: Jyyy-MM-
ddTHH:mm:ss.5S52,

error_message | String o INEGIRER: FBiR(EE

e

o [lERZHFEAR
{

"request_id": "8dfd314d50caab38ccc40e4df2213eda",
"jobs": [
{
"id": "e3be04c3-0b62-45d8-b1dc-f4785c96412¢",
"resource_id": "b3eb2b86-2a6d-41f2-835f-879021764b84",
"job_type": "upgrade",
"status": "success",
"created_at": "2025-06-04T03:29:01.855Z",
"finished_at": "2025-06-04T03:29:33.085Z",
"sub_jobs": [
{

"id": "80c103ab-61b9-4e74-8e47-fd78ac6177eb",
"job_type": "prepare_resource",

"status": "success",

"created_at": "2025-06-04T11:28:01.926+08:00",

"finished_at": "2025-06-04T11:29:03.993+08:00",
"error_message": ""

"id": "b035cd1c-b9f4-4b05-b9af-b8fcf75eaeba”,

"job_type": "upgrade_worker_1",

"status": "success",

"created_at": "2025-06-04T11:29:01.926+08:00",
"finished_at": "2025-06-04T11:29:14.993+08:00",
"error_message": ""

"id": "db3dabe1-60a0-45ff-91b7-735aff90a3dd",
"job_type": "upgrade_worker_2",

"status": "success",

"created_at": "2025-06-04T11:29:01.931+08:00",
"finished_at": "2025-06-04T11:29:33.037+08:00",
"error_message": ""
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RS
BEBMA2 KW,

4.2.1.11 BEFEEESENCH

Thee4gs
RIB(ESSID, MIERIEERIESICR-
BRI
1523 AMTREEAPI,
URI
DELETE /v5/{project_id}/p2c-vpn-gateways/jobs/{job_id}
X 4-242 2¥450A
B i) =/Y | WA
i%
project_id String 2 IREID, aILABIIIREIER B IDFREVRE
ID,
job_id String = {£551D,
BRER
o BKREH
o
o IERIFHI
DELETE https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/jobs/{job_id}
TRRGHR
o THRISH
IRENRZESRE S 204: BIBREIN -
RS

52 A2 K7&EL.

4.2.2 IR55im
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4.2.2.1 B3 VPN RS

TIRENA

BIEBVPNIRSS .
AR5

ESM3 ATRRAPL,
URI

POST /v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/vpn-servers

* 4-243 SHIHA
ZR it BBY | ik
i%
project_id String = IREID, aILABIIIkEIE IDZRERE
ID.
p2c_vgw._id String = P2C VPNPYXELHIID
% 4-244 53K Header 2513
BR St BEEBY | fid
1%
X-Client- String B o INAEAER: EHMARD,
Token o &= 36{ZUUID,

BERHEE

= 4-245 i5RkEH

B i) =RV | R
ik
vpn_server CreateServe | 2 B IRSSIRIEKITR .
rRequest
object
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2R 4-246 CreateServerRequest
B -] R

tunnel_proto | String o IfREIRAA: BEENMNEEEL.,

col o ENETE:
SSL: SSL#MY.

e ZAE: SSL,

INEeiRhE: EFIRMNER . ZFimgiE
SOEERS, SMNZNEDE—1NE
HAIPHELE

o 1B "SI /AERE S,
f6140192.168.1.0/24.,
o #9TR:

- EPunMERARERI M X TE
VPCERARRHAZRFAIIRAFE
s,

- EFIRMNEARERAIRS imE
KixMERHIZRAIMERFTE$

- EPumpRERhE AP AL
%%k?@?&%jcﬁ}%m’m

- EPUnMNEAREFERLA T
MEZ: 0.0.0.0/8, 127.0.0.0/8,

224.0.0.0/4, 240.0.0.0/4,
169.254.0.0/16,

local_subnet | Array of 2 o INBGINER: AILMERTIE, AN

S strings BREETHENE LB IMER,
ZMESE @IS VPNS BRI M 4E
HiTEIE,

o IETL: "= HHEF/HERE R,
f614010.10.1.0/24,

o #JTR:
- ELFNERRNE, BAR
ZHIHES20MNWER .

- i ER A e PR LA 4S54
E%: 0.0.0.0/8, 127.0.0.0/8,
224.0.0.0/4, 240.0.0.0/4,

\

4
"

(S

iy

ali

client_cidr String
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2R S WA A
client_auth_t | String & o INBEEIHAR: EFURIAIEZEE,
yPe o HUEBE:
- CERT: {EPIAIE,
- LOCAL_PASSWORD: O<1A
uE (A4h) o
- IAM: IAMIAIE,
- FEDERATED: BX3BIAIEF.

e Z{IAME: LOCAL_PASSWORD,
server_certifi | server_certif | & IRSZIRIEH, BREHMYSERESSLAT
cate icate WIEH, EEFFRREBEIEIES,

object WIRSA3072/4096
client_ca_cer | Array of & o INREIHRR: ZEPuECAIFBTIE,
tificates client_ca_ce BAFXZERmIERHTIAL.
rtificate ° é"JEE
objects - RHENERIESSL, B
INIESEBUAIEBIAIERT A E
- BRFIRAIEREIESIALE
Bt, = HE1ARZRiFCAIE
B, REZIFLE10XEFiG
CAIEH,
ssl_options | ssl_options | & SSLEEE MY A RNIAEC BN . B
object IEBISSSIAS, WHE,
dns_servers | Array of B o INBEIRHA: DNSIREBIRIIE, RS
strings BT DNS
o 1B "moHHSI"ETN, BHiad
172.16.1.1
idp_name String o o INEEER: BNIREHEEIR.
o #JTR:
- BRFImAIERE OECEBIAILE

Hj" I&Z\iao
Z PRI AIESE B AR S ERFRIAIE
AY, FBEEAN.

2% 4-247 server_certificate

B it Wi A

id String & IhgEiRAE: IEBID, FCCM(=IER

5E18IRS) FE HETEBAYERID,

IFBEERCCMAT, HiE,
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2R St} WhisE ik
source String & INAEIRAR: IEHEIR
BESEE:
e CCM: EFIEP.
e SERVICE SIGN: REBEEZIF
B,
& 4-248 client_ca_certificate
2R St} Whisk ik
name String B o IFPHRIR, FNENTENERK.
o EUETEHE: 1-641FF. iE¥
$\ %Y?E\ EF'Y(\U4€OO -
\uofa5). _(TklZk). -(FklZk).
content String = o INEEIRER: IFBANE, HEEFEHRE
ZIREXANES, W
RSA3072/4096,
o FEI(:
----- BEGIN CERTIFICATE-----
----- END CERTIFICATE-----
R 4-249 ssl_options
2R i Whisk iR
protocol String & o IfECIRER: MM,
o HYESEE: TCP,
o EMNE: TCP,
port Integer & o INEEGIRER: wOS,

o BUETGHE:
- 443
- 1194
o EIANME: 443,
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AP &%

4 API
B i) Wik | fEk
encryption_a | String & o INASIHAR: INZFEE,
lgorithm S
9 o EUEEHE:
- AES-128-GCM
- AES-256-GCM
e ZIME: AES-128-GCM,
is_compresse | Boolean ® o INEtiRER: BEEESE.
d e
o EUESEHE:
- true
- false
o PHIAE: false,
o BRI
1{ERIEHAMES N EIEEVPNIRSS I o
POST https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/vpn-servers
{
"vpn_server": {
"tunnel_protocol": "SSL",
"client_cidr": "172.16.0.1/24",
"local_subnets": [
"10.16.0.0/24",
"10.16.1.0/24"
1;
"client_auth_type": "CERT",
"server_certificate": {
Ilidll: |ISCS*********3922I|,
"source": "CCM"
B
"client_ca_certificates": [
"name": "client_ca_8sux3d",
"content": "----- BEGIN CERTIFICATE----- k- END CERTIFICATE----- "
}
1;
"ssl_options": {
"protocol": "TCP",
"port": 443,
"encryption_algorithm": "AES-128-GCM",
"is_compressed": false
}
}
}
2 EAOSIAEL B VPNIRSS I
"vpn_server": {
"tunnel_protocol": "SSL",
"client_cidr": "172.16.0.1/24",
"local_subnets": [
"10.16.0.0/24",
"10.16.1.0/24"
1
"client_auth_type": "LOCAL_PASSWORD",
"server_certificate": {
"id": "scs1716171403922",
"source": "CCM"
b
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MIRGHR

N5k 01 (2025-11-13)

"ssl_options":

{

"protocol": "TCP",

"port": 443,

"encryption_algorithm": "AES-128-GCM",
"is_compressed": false

}
}
}

3fERRS BERIEB L EIZVPNIRSS i -

{

"vpn_server": {

"tunnel_protocol": "SSL",
"client_cidr": "172.16.0.1/24",

"local_subnets": [
"10.16.0.0/24",
"10.16.1.0/24"

1

"server_certificate": {

"source": "SERVICE_

L

"ssl_options": {
"protocol": "TCP",
"port": 443,

"encryption_algorithm": "AES-128-GCM",

"client_auth_type": "LOCAL_PASSWORD",

SIGN"

"is_compressed": false

EVE=S5

IREYAZSAZ ST 201: successful operations,

% 4-250 WL Body 2#%1%

4 API

E= -5t ik
vpn_server vpn_server VPNRRSE i o
object
request_id String BKID,
R 4-251 vpn_server
B -5t ik
id String o INREIHEE: VPNERSZ U ID,
e IT: 36fZUUID,
M Sz 451
{

"vpn_server": {

}

n

}

"id": "2407a20d-0bf7-4530-ba9a-7ffaOcedfa3b"

request_id": "b19ba5a0be8f7b7f664b14596f8f35db"
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4 API

RS
B2 A2 KA.

4.2.2.2 MK VPN BRSSiR

ab
ThEEN B

FRIEP2C VPNMXID, ZiEVPNIRSS IR o

HARBEE
1523 MTREEBAPI,
URI
GET /v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/vpn-servers
% 4-252 2%
2FR it =AY | Ek
ik
project_id String 2 IREID, BILABIIIRENIRE IDFREIRE
ID,
p2c_vgw_id String = P2C VPNPRJXSLHIID
BKEHE
o BEXRSH
o
o BRI
GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/vpn-servers
IIAzER

o IHRIBH
IEEHRAFDS 20

0: EiERI.

%= 4-253 AR Body 5%

2R i )%
vpn_servers Array of BRS3imSIZE -
ShowServerR
esponse
objects
total_count integer 25
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2R =i ik
page_info Pagelnfo S RERRYER
object
request_id String BKid,
7% 4-254 ShowServerResponse
B it} )%
id String o INAEEiAR: VPNBERSEIR ID,
o T\ : 36{:ZUUID,
p2c_vgw._id String o INAEIHAR: P2C VPNMIEID,
o #z(: 36{7UUID,
client_cidr String o INRGIREE: ZEPIRMES . ZEFIREINE
=AY, SMZMER D EC— N EEHLIPith
ks
o &I "moHHEHI/AEE R, Hlun
192.168.1.0/24,
local_subnets Array of o INREIRER: AimMERFIZE .
strings o EE: "S- AEES, B
10.10.1.0/24,
client_auth_typ | String o INBEIRER: EFURIAIEZEERY,
€ o EYESEH:
CERT: iEHIAIE,
LOCAL_PASSWORD: MAZIAIE ( &
i),
IAM: IAMIAIE,
FEDERATED: BAEBIAIE,
tunnel_protoco | String o INREINER: FEIEMNEERY,

L

BYESEE
SSL: SSL#MY .

server_certifica | server_certific | RSB imIEH .
te ate object
client_ca_certif | Array of ZRiRCAIERSIZR, BFXNERimiESiH
icates QueryClientC | {TIAIE,
aCertificateBo
dy objects
ssl_options ssl_options SSLEFE MY AYei%ECE IR .
object

N5k 01 (2025-11-13)
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2R =i g
dns_servers Array of o INAEIRER: DNSIRSBIRTIE
strings o 8z "mSHiEIMER, B
172.16.1.1
idp_name String BnieEmEiR.
status String o INEEIHER: PRBIRIRS.
o EUETHE:
PENDING_CREATE: gli&h,
PENDING_UPDATE: =E#rd,
ACTIVE: IEE,
FAULT: BE,
FROZEN: &%,
created_at String o INRLIHAA: CIZEATE).
o UTCRYEMER: Jyyy-MM-
ddTHH:mm:ss.5552,
updated_at String o INREHEE: REEHATE.
o UTCEIEHREZC: Jyyy-MM-
ddTHH:mm:ss.S552,
28 4-255 server_certificate
2R i finak
id String IFBID, ACCM(ZIEBSEERS)FE
HEEBENEBID, EIEBECCMA#HE
fRfE, ZIDAR,
name String IFB&, ACCM(TIEBSEERS)FE
HEIEBRIERE .
issuer String o INREIHER: IFBMAE.
o EVESEBE: 1-25671FF,
subject String o INREIRAR: FPBEAE.

o HUESBHE: 1-2561FF,

serial_number | String

o INREIRAR: IERFIIS.
o EUETBHE: 1-641FF,

expiration_tim | String
e

o IfREIRAR: EIHARYIEL,

o UTCHYEIEZN: Jyyy-MM-
ddTHH:mm:ss.SSSZ,
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B it fiik
signature_algo | String o INREIRAE: IEPEZEE,
rithm o EUETE: 1-6471M37F,
source String o INEEIRER: IEBHRIE,

o HUEBHE:
- CC™
- SERVICE_SIGN

& 4-256 QueryClientCaCertificateBody

&R

KE

Hik

id

String

o INREIRER: IEBID,
o #: 36f7UUID,

name

String

o INREIREA: IEBER.

o EUETEE: 1-641MNFERF. XIFHF. =
XFE. #3Z(\u4e00 - \udfas). _(F

L)« -(PHIER)

issuer

String

o INBGIRER: IFBMEE.
o EVETGHE: 1-2561=FF,

subject

String

o INRLIRER: IFBFERAE.
o BUESEBE: 1-25671FF.

serial_number

String

o INBEIHBA: CAIFBRFEYIES,
o EVETGHE: 1-641MFS,

e

expiration_tim

String

o INREIRER: IEPRIRARTE].

o UTCHIIEWER: yyy-MM-
ddTHH:mm:ss.SS5Z,

rithm

signature_algo

String

o INREIHER: IFBEEE £,
o HUESBHE: 1-641MFF,

created_at

String

o IJREULHR: EUERATIE.

o UTCHYENEZ: Jyyy-MM-
ddTHH:mm:ss.55527,

updated_at

String

o IfRENAR: ERIEFATEL

o UTCHYENEZ: Jyyy-MM-
ddTHH:mm:ss.S55Z7,
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R 4-257 ssl_options

&R

sy

1114

protocol

string

Thagisia: Mo
BESEEl: TCP,

port

integer

INRERAA: iwE.
BEEE:

- 443

- 1194

encryption_alg
orithm

string

INREIRAA: INEEIE,
BETEE:

- AES-128-GCM

- AES-256-GCM

authentication
_algorithm

string

IHESIHAR: %,
EUETEE:
- SHA256
- SHA384

is_compressed

boolean

IheeiRiA: RBES, FIAE.
BEEHE:

- true

- false

& 4-258 Pagelnfo

B

xE

i1}

next_marker

String

IneeiRBl: T—mBImarker, B E—
REENN P ERE— 1 RIRIICIERE

current_count

integer

TIREWER: SRPIRFRIFHE

LI ) =271
{

"vpn_servers": [

{

"id": "2407a20d-0bf7-4530-ba9%a-7ffaOcedfa3b",
"p2c_vgw_id": "3b5b64e4-2927-4062-acf6-05b0b842bbfe",

"client_cidr": "1.
"local_subnets":

1.0.0/16",
[

"192.168.12.0/24",
"192.168.1.0/24"

]

"tunnel_protocol": "SSL",
"server_certificate": {

"id": "scs1716171403922",
"name": "lsh-

newcert",

"client_auth_type": "LOCAL_PASSWORD",
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"issuer": "C=CN,ST=beijing,L=haidian,O=lesaas,OU=root, CN=www.***.com",
"subject": "C=CN,ST=beijing,L=haidian,O=server,OU=server,CN=www.***.com",
"serial_number": "310325804134830162280305057622726926320418980636",
"expiration_time": "2024-06-19T02:15:26Z",
"signature_algorithm": "SHA256WITHRSA",
"source": "CCM"
L
"client_ca_certificates": [],
"ssl_options": {
"protocol": "TCP",
"port": 443,
"encryption_algorithm": "AES-128-GCM",
"authentication_algorithm": "SHA256",
"is_compressed": false
L
"status": "ACTIVE",
"created_at": "2024-06-14T01:14:56.802Z",
"updated_at": "2024-06-14T08:53:22.855Z"
}
1

"'request_id": "3378c265585ffb8aac68ec39a2db67a1"
}
RS
52 0A.2 K&
4.2.2.3 {EX VPN fR35iR

IhRENT 4R
HRIBVPNERSSIRID, 1E2UERERIVPNIRSS .
BRSE

15203 YMEERAPI,

URI
PUT /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}
7= 4-259 SHAE
B it BEY | @k
i%
project_id String 2 IREID, aILABIdIREIER B IDFRERE
ID,
vpn_server_id | String = VPNRRS5iRID
BKER

o IBRBY
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% 4-260 {5Kks%

B

RE

\

4
"

(S

ik

vpn_server

UpdateServ
erRequest
object

el

EFTVPNIRSS imiERITR

3 4-261 UpdateServerRequest

E=3

xKE

Wi

i

client_cidr

String

3G
[

o INEEIHER: EFIRMER ., BFinE
SOEERS, SMZNERDE—1NE
HAIPHBLIE

o 1BI: "M/ SR,
f5140192.168.1.0/24

o #J%R:

- EPimMERAEERN M KR E
VPCERIABE IR PRI HRFE
Pt

- EPinMEAEERAIRS iR
AR ERFIZRAIM ERTZ1E
=,

- EPimRERIEEhAYI Pl
SRR TFMERAEZHRIN
=

- EPinMERARERL TR
MEZ: 0.0.0.0/8, 127.0.0.0/8,

224.0.0.0/4, 240.0.0.0/4,
169.254.0.0/16,

local_subnet
s

Array of
strings

iy

o INEEIRAR: KRiRMERFIZR . ZNimpd
BREEEHIN=LLABRIMNE,
Z M EREE BT VPN SR
HITHEE.

o #&3: "sapHHH/HERE R,
f514010.10.1.0/24 ,

o #JTR:
- BELFEANKIEME, BUAR
LA 201 MER .

- A R A RE(E LA T HS5A
E&: 0.0.0.0/8, 127.0.0.0/8,
224.0.0.0/4, 240.0.0.0/4,

server_certifi
cate

server_certif
icate object

N

ARSFImIET , HEFERREREERN
UE$, @RSA3072/4096,
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APl &% 4 API
E= i) Wik | fEik
ssl_options ssl_options | & SSLExE MY AY R IERC IR
object
client_auth_t | String B o IfELIRER: EPURIAIEZEE!,
ype o HUETEE:

CERT: EHIAIE,
LOCAL_PASSWORD: [O4IAIF
(Ath)

IAM: IAMIAILE

FEDERATED: BX3BIAIE,

dns_servers | Array of B o IfBEEIHAA: DNSIRSZIRIIE, &E
strings 1 DNS
o &I "moHHE"IE, Fl0
172.16.1.1
idp_name String ) o INEEER: BMNIREHEEIR. BF
URIAEZEEY J9BRFBIAUERT, #41E,
o #ATR:
- EFImAUEZRELIEFRIAIE
BT, ®iE.
= FImIAEZEBL AR B FRIALE
AY, ABEEEAN.
& 4-262 server_certificate
B il Wik | R
id String 2 INRERAR: IEBID, ACCM(=IEP
S5EERS) P E LEIERANERID,
R 4-263 ssl_options
B St WhiE R
protocol String & o INEEIRAR: Y.
o EUESBHE: TCP
o ZIAME: TCP
port Integer & o INEEHAR: KOS,

o EUESEHE:
~ 443
- 1194

o FRIAE: 443,
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4 API

B

ESid)

ik

encryption_a
lgorithm

String

o INEERER: MNEEX.
o HUEBHE:
- AES-128-GCM
- AES-256-GCM
o ZRIME: AES-128-GCM,

o BRI

PUT https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}

{

"vpn_server": {

"client_cidr": "192.168.10.0/24",

"local_subnets": [
"172.16.0.0/24",
"172.16.1.0/24"

]

}

"ssl_options": {

"protocol": "TCP",

"port": 443,

"server_certificate": {
"id": "scs1717051012106"

"encryption_algorithm": "AES-128-GCM"

}

}
}

NaRLHS
o IARIBH

IREYAZSAZ ST 200: successful operations,

"client_auth_type": "CERT"

% 4-264 AR Body 2#51%

&R

ESig)

1%

request_id

string

iBEKido

o IBRRA
{

"request_id": "c63d850876bcddbdfbd11776cce57914"

}

RS
B2 A2 KA.

4.2.2.4 S VPN IRSZimXtNNE Finlc &

TheeNA

RIEVPNIRSSIRID, SHEFIREERER .
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BEREE
152003 WaiEAFEAPI,
URI
POST /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/client-config/
export
& 4-265 S=#45HA
2R i) BEY |k
ik
project_id String 2 IREID, aILABIdIREIRE IDFRERE
ID,
vpn_server_id | String = VPNES3i%ID o
BKRiEE
o BFKBH
= 4-266 FRSH
E= i) =EY | ik
i
os_type String & o INEEIHBE: BRIERREDL,

o EUESCHE
Windows: WindowsZ& %t

Linux: LinuxZ&%
MacOS: MacOSE%:
Android: Android& %
iOS: iIOSE&%:

o ZXIAE: Windows.,

o BEKIES
POST https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/client-config/
export

{

"os_type": "Windows"

aALES
o IARISH
IREWAHS S 200: EiERY.
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2= 4-267 I Body £#1%I1%
B E-Sit) E[::)%
client_config string ZRiGhcE -
o IR
{

"client_config": "client\ndev tun\nproto tcp\nremote 215.xx.xx.99 443\nresolv-retry infinite\nnobind
\npersist-key\npersist-tun\nremote-cert-tls server\ndata-ciphers AES-128-GCM\nauth SHA256\nverb
3\nauth-user-pass\n<ca>\n----- BEGIN CERTIFICATE----- AR e END CERTIFICATE----- \n</ca>\n\n
\nreneg-sec 0\n# Add a comment character (#) in front of disable-dco when OpenVPN 2.5 or earlier
is used.\ndisable-dco\n"

}
RS

1BS A2 K&E,

4.2.2.5 EiRfHF A VPN IRS5in

ThREN R

ARTIE

URI

EWHEP FEAVPNERSS IR -

523 W(EERAPI,

GET /v5/{project_id}/vpn-servers

7= 4-268 ST
2R i) BEY | fEk
%
project_id String 2 IREID, aILABIdIREER B IDFREVRE
ID,
& 4-269 15K Query 2HFIE
B E-Sit) BEY | Wik
i%
limit Integer B P REFNEBIUREINICRHE.
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FEE FAMIES

APl &% 4 API
ZR it BEY | ik
i%
marker String & o INREEWEE: ERAANEEISIRICHL,
A= AEFE—RN . BN
markera] LURYE - —DUIm Ay
page_infoXy&HHInext_markerig
5.
o ZUR: MRSlimit—Ee(ER .
EXRIEE
o EKSH
o
o BEKIES
GET https://{Endpoint}/v5/{project_id}/vpn-servers
=1

o NS
REMAZSISZ 200: G

%% 4-270 iR Body S#5I%&

2R 3] ik

vpn_servers Array of EiHVPNBR S i R X
ShowServerResponse | R3I%E,
objects

total_count Integer HEHP THIVPNARSS

i S E o

page_info

Pagelnfo object

request_id

String

BKid,

%= 4-271 ShowsServerResponse

B 2681 )

id String o INEEIRAR: VPNERSS® ID,
o #&=: 36ZUUID,

p2c_vgw_id String o INAEHAEA: P2C VPNRIEID,
o #&=: 36{UUID,
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FEILE M4
AP &%

4 API

B

1)

client_cidr

o INREIRAR: EFRMER. ZFIREE
=Y, SNZMERDEC— N EHLIPiD
tik,

o 1&I: "M/ ET, HIan
192.168.1.0/24,

local_subnets

Array of
strings

o IREIREA: AiRMIERSIZR.
o 1&IU: "M/ ET, HIan
10.10.1.0/24,

client_auth_typ
e

String

o INEEiRAA: EPumIAUESRE,
o BUESGHE:
CERT: FHIAIE.

LOCAL_PASSWORD: O4iAIE ( A&
) .

IAM: IAMIAIE o
FEDERATED: EFFiAiE.

tunnel_protoco
L

String

o IJREUHR: BEEMMNEEEL,

o EUEEE
SSL: SSL#MY .

server_certifica | server_certific | JRSBUFIEE
te ate object
client_ca_certif | Array of EFimCAILERSIZR, ATFXEFimIEHiE
icates QueryClientC | 7IAILE,
aCertificateBo
dy objects
ssl_options ssl_options SSLEEE MY A ATISEC BN
object
dns_servers Array of o INBEIREA: DNSIRSBIRTIE
strings o & "EHHHIE, Bl
172.16.1.1
idp_name String B EmEiR.
status String o INREUEER: PREBiRIAZES.

o HEUESEE:
PENDING_CREATE: gz,

PENDING_UPDATE: E#h,
ACTIVE: IEFE.

FAULT: B,

FROZEN: &&E.
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APl &%& 4 API
2R =i ik
created_at String o INAEIHAR: QUEERTE.
o UTCHIEIER: yyyy-MM-
ddTHH:mm:ss.S552,
updated_at String o INELiRAA: ERfGEFATE,
o UTCRIEIEZN: yyyy-MM-
ddTHH:mm:ss.S557,

2% 4-272 server_certificate

B ikl R
id String IEPID, ACCM(TIEBSEEERS)FE
HEIEBRSIERID , HUEBECCMAEA
bRfE, ZIDAT,
name String IEPE, ACCM(ZIEPSEERS)FE
HEUEBANEREIR,
issuer String o INAEIHAR: IEPMAE.,
o EUESEE: 1-2561NFF.
subject String o IHREIRAR: EBFERE.
o EUETBEl: 1-2561FFF.
serial_number | String o INEEIHER: WEBFIIS,
o EUESEE: 1-641MF
expiration_tim | String e INEEUIRA: ZFIHARTE],
€ o UTCHIENEZ: yyyy-MM-
ddTHH:mm:ss.555Z2,
signature_algo | String o INECiHAR: IEBEREE,
rithm o EUEBE: 1-647FH,
source String o INEEIRAER: EHKIE,
o EUETEH:
- CC™M
- SERVICE_SIGN
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AP &%

4 API

& 4-273 QueryClientCaCertificateBody

B

RE

fik

id

String

INRLiIRBA: IEBID,
¥&2t: 36{ZUUID,

name

String

ThEERER: EBBFR,

BESEHE: 1-641MFFF. SHFHF. &
Y?\ EF'Y(\U4EOO - \U9fa5)\ _(-F

W)« -(PRlZE) o

issuer

String

INREIRER: IFBMEE .
BESBE: 1-256 7% .

subject

String

INEEHAR: IFBERE,
EVESEE: 1-2561MFF.

serial_number

String

IHEEBIRA: CAIFBEREIS,
EBESBE: 1-641M=F5,

expiration_tim
e

String

ThiaeiieA: IEREIHARYE] o

UTCRIEIEZC: yyy-MM-
ddTHH:mm:ss.S55Z7,

signature_algo
rithm

String

IhEeRBR: IEREZEEX.
BEBE: 1-647MNFHF

created_at

String

ThREI<AA: EUZEAIE.

UTCRIEAE=C: Jy-MM-
ddTHH:mm:ss.S552,

updated_at

String

INREIRER: RIEEFHETE.

UTCRYEE=C: yy-MM-
ddTHH:mm:ss.5552,

R 4-274 ssl_options

B

sers

Hik

protocol

string

IhegiReE: N,
BYESEE: TCP,

port

integer

TRERAR: ixl.
BEEE:

- 443

- 1194

N5k 01 (2025-11-13)
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FEILE M4
AP &%

4 API

B

1)

encryption_alg
orithm

o INBERER: NIEEX.
o HUEBHE:

- AES-128-GCM

- AES-256-GCM

authentication
_algorithm

string

o INBEIER: INIFESE,
o BVETCH:

- SHA256

- SHA384

is_compressed

boolean

o INEEWIEH: BEEME, FHIAS.
o BUESEHE:

- true

- false

R 4-275 Pagelnfo

B E-Sit) R
next_marker String T—MImarker{BX E—X &GN FiEx
BE—1RIRERICIERTE
current_count | Integer HEYRPHRENE
- IR
i "vp{n_servers":[

"id": "3f7e48ca-cd3c-4ce2-a277-674382ced4ea",
"p2c_vgw_id": "10d176c7-aed8-4766-9180-a47e536c64d0",
"client_cidr": "173.16.1.0/24",
"local_subnets": [
"172.16.0.0/24",
"172.16.1.0/24"
1
"client_auth_type": "CERT",
"tunnel_protocol": "SSL",
"server_certificate": {
"id": "scs1698803781642",
"name": "p2cvpn_test",
"issuer": "CN=p2cvpn.test",
"subject": "CN=p2cvpn.server",
"serial_number": "109258411809374886820602321558250159914",
"expiration_time": "2026-01-22T06:26:18Z",
"signature_algorithm": "SHA256WITHRSA",
"source": "CCM"
B
"client_ca_certificates": [
{
"id": "2f291995-9582-4ce8-a7f4-e1b7742e6e0c",
"name": "client_ca_sdk_test_1",
"issuer": "CN=p2cvpn.test",
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4 API

NN

"subject": "CN=p2cvpn.test",
"serial_number": "218730615113252363388323617489459159151767515623",
"expiration_time": "2033-10-17T06:21:25Z",
"signature_algorithm": "SHA256WITHRSA",
"created_at": "2024-06-15T01:59:46.612Z",
"updated_at": "2024-06-15T01:59:46.612Z"
}
1
"ssl_options": {
"protocol": "TCP",
"port": 443,
"encryption_algorithm": "AES-128-GCM",
"authentication_algorithm": "SHA256",
"is_compressed": false
by
"status": "ACTIVE",
"created_at": "2024-06-15T01:59:46.612Z",
"updated_at": "2024-06-15T02:01:16.606Z"

"id": "3840e9ea-84be-4ff9-ad26-817829ba16ed",
"p2c_vgw_id": "30dfb9cd-eeb0-4937-a7a5-4bc08184090b",
"client_cidr": "173.17.0.0/24",
"local_subnets": [
"172.16.0.0/24",
"172.16.1.0/24"
1
"client_auth_type": "LOCAL_PASSWORD",
"tunnel_protocol": "SSL",
"server_certificate": {
"id": "scs1698803781642",
"name": "p2cvpn_test",
"issuer": "CN=p2cvpn.test",
"subject": "CN=p2cvpn.server",
"serial_number": "109258411809374886820602321558250159914",
"expiration_time": "2026-01-22T06:26:18Z",
"signature_algorithm": "SHA256WITHRSA",
"source": "CCM"
by
"client_ca_certificates": [],
"ssl_options": {
"protocol": "TCP",
"port": 443,
"encryption_algorithm": "AES-128-GCM",
"authentication_algorithm": "SHA256",
"is_compressed": false
b
"status": "ACTIVE",
"created_at": "2024-06-15T02:01:19.87Z",
"updated_at": "2024-06-15T02:01:19.87Z2"

}

total_count": 2,
"page_info": {

"current_count": 2

request_id": "2b16014544fff455b50ef3f1e62bbe35"

B2 A2 K.

N5k 01 (2025-11-13)
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APlI &%

4 API

4.2.2.6 RIEEFix CA IEH

TORENA

ARSI

URI

IBERHE

KICEFIHCAIE B &AM

523 MMTEAPI,

POST /v5/{project_id}/p2c-vpn-gateways/vpn-servers/client-ca-certificates/check

% 4-276 2E1KEA
AR 3] 2BY | Fk
&
project_id String = INEID, aJLABIIIREINE IDZRERE
ID,
5RKSH
£ 4-277 BRBH
AR i 2R/Y | Wk
%
client_ca_certif| client ca cer | 2 ZRimCAIEE,
icate tificate
object
2% 4-278 client_ca_certificate
2R 5] )i A
name String & o INEEIHER: WEBZR,

o BUBEE: 1-641MFFF, IFH=E.
T FH, $37(\ude00 - \u9fas).
_(FRIZ) . -(hEIZ) .

N5k 01 (2025-11-13)

WRIERE © HERRARBIRAT

249



FEE FAMIES

APl &% 4 API
ZR it D%yvi fiik
content String = o INREHEE: IFBAS,
o FB:
————— BEGIN CERTIFICATE-----
————— END CERTIFICATE-----
TBRAFH
POST /v5/{project_id}/p2c-vpn-gateways/vpn-servers/client-ca-certificates/check
{
"client_ca_certificate": {
"name": "client_ca_8sux3d",
"content"; "----- BEGIN CERTIFICATE-----***_.___END CERTIFICATE-----
}}
=)
D)5
IREMRZSRD S 200: successful operation,
% 4-279 L7 Body S#5%
B St fiik
name String o IfEEWRAA: IEPETR,
o BUEBHE: 1-641MFHF, XIHF. &
N=£., #3Z(\u4e00 - \udfas). _(F
XE%) . -(FxIZE) o
issuer String o INEGIHER: EFPMAE .
o EUESEE: 1-2567F%.
subject String o INEERER: UEBEFERE.
o EUEBE: 1-2567FF,
serial_number | String o IPBEIHAR: CAIEBFIIS,
o BUEBE: 1-641MFFF,
expiration_tim | String o IPEEIHER: JFBZEIERRTE,
€ o UTCRHEIER: yyyy-MM-
ddTHH:mm:ss.555Z,
signature_algo | String o INREIXER: IFPREZE L,
rithm o EUEEE: 1-641MFH.
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o Rl
BRI I N i -
{
"name": "client_ca_8sux3d",
"serial_number": "621079609299744022526309164429940520767604766768",

"expiration_time": "2033-08-05T11:52:34Z",
"signature_algorithm": "SHA256WITHRSA"

}
RIQ AT A :

{
"error_code": "VPN.0072",

"request_id": "b012532f51675c0ffdcfb2868669bd4e"
}

RS
ESMA2 KA.

4.2.2.7 HEEFin CA IEH
IHRENA

HEZRIBCATSR.
ARBx

523 W(EERAPI,

URI

POST /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/client-ca-
certificates

7 4-280 S5
BFR ESid] 2BY | Hi
i
project_id String = IWEID, aILABIIIREINE IDZRERE
ID,
vpn_server_id | String = VPNESZ#%ID o
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% 4-281 53K Header 2513

B i) =AY | #R
iE
X-Client- String B o INEEIRAA: EEMIRA,
Token o 1&3L: 36{UUID,
iﬁ‘ ;ﬁtﬁ\
o BEXRSH
= 4-282 i5Kk8H
2R St} 2/ | ik
i
client_ca_cer | client ca ce | 2 ZFigCAIEE
tificate rtificate
object
& 4-283 client_ca_certificate
&R i) Wi |
name String B o IEBER, TEBIEMK.
o EUESEE: 1-647NFR, HIFK
F. BYXFH. B3 (\ude00 -
\uofas). _(TXIZ). -(FRIE),
content String = o INEEIRER: IEPAE, HEEMRE
FIRELEAGIER, W
RSA3072/4096,
o FBI:

o BRI
POST https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/client-ca-
certificates

{
"client_ca_certificate": {
"name": "client_ca_8sux3d",

}
}
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APl &% 4 API
IALEE
MRS
IREYAZSAS S 201: successful operations,
% 4-284 I Body 2#3IFE
2R il A
client_ca_certif | client_ca_certif| ZFiECAIFBYS
icate icate object
request_id String iBKid,
2% 4-285 client_ca_certificate
B i) A
id String o IIEEINAE: ZEFIRCAIERID,
o 1&=: 36{ZUUID,
- MaRzzRpl
{
"client_ca_certificate": {
"id": "4e3a364f-1213-4a37-917e-d494aeada3de"
1
"request_id": "4114fdd9ca33e22936ece75b97d7a363"
}
RS
BE2A.2 K&,
4.2.2.8 R Fim CA UEH
IhEEN A
RIEZPIRCAIEBID, EifZEFiRCAIEPRER.
ARGEE
1BE& 3 WMaEEAPI,
URI
GET /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/client-ca-
certificates/{client_ca_certificate_id}
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APl &%& 4 API
% 4-286 SHHH
BR -3t =R/ | EA
iE
project_id String 2 IREID, BLABIIIRENIRE IDFREIRE
ID,
vpn_server_id | String = VPNES3i%ID o
client_ca_certif | String 2 ZFuxCAUERID,
icate_id

IBERHEE
o IBRBH
o
o EREH

GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/client-ca-
certificates/{client_ca_certificate_id}

ol
o IARIBH

IREMAZSISF 200: G

7= 4-287 IR Body 2#%%&

2R it} ik
client_ca_certif | QueryClientC | EAZEFiHCAIFBIIMNITS .
icate aCertificateBo
dy object
request_id string 1B53Kido

< 4-288 QueryClientCaCertificateBody

B

xE

1)

id

String

INRLRAA: IEBID,
&= 36{UUID,

name

String

INEEIHAE: IFBER,

EUESEE: 1-641MFF, TiF=. &
XFE. #3Z(\u4e00 - \udfas). _(F
X&) . -(PRIZk) .

issuer

String

INREIRER: IEBMEE .
BESBE: 1-256 7%,

N5k 01 (2025-11-13)
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APl &% 4 API
B 281 A
subject String o INREINEE: FREEE.
o HUESBE: 1-25610=F%,
serial_number | String o INREHER: CAIFBFIIS,
o EUEEE: 1-641MFF,
expiration_tim | String o INRLIRAR: IEPERIEARTIE,
€ o UTCRIEIREZN: Jyyy-MM-
ddTHH:mm:ss.5552,
signature_algo | String o INEGIRAR: IEPBIEL,
rithm o EUSEE: 1-641FH,
created_at String o INEGIRAR: GUZERTE),
o UTCEFEIETN: yyy-MM-
ddTHH:mm.ss.5552,
updated_at String o INEEIRAR: REEHATE,
o UTCHIEHSTN: Jny-MM-
ddTHH:mm.ss.5552,
- NoszAEpl
{

"client_ca_certificate": {
"id": "ab80b8f6-6d67-4bdb-ba39-e8dd9419e64e",
"name": "ca-cert-55f7",
"issuer": "CN=xxx",

"expiration_time": "2033-10-17T06:21:25Z",
"signature_algorithm": "SHA256WITHRSA",
"created_at": "2024-06-17T02:46:22.327Z",

T
"request_id": "29d83bb1-5349-4af5-9fa6-672af3daf4d1"
}

AT
ESMA.2 KT,

4.2.2.9 X EFin CAIEH

INRENA
RIEZ FiRCAIEBID, EffEEMNEFinCAILES.
BB

523 W(EERAPI,
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URI

PUT /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/client-ca-
certificates/{client_ca_certificate_id}

2 4-289 S0
2R ESid] =AY | Ei
iE
project_id String 2 IREID, aILABIIIREIER B IDFRERE
ID,
vpn_server_id | String = VPNRRS5iRID
client_ca_certif | String =8 ZRFigCAIEEID,
icate_id
=R =15
o BEXRSH
+ 4-290 iI5KSH
2R =it WA R
client_ca_cer | client_ ca_ce | 2 ZRPixCAIFBITR
tificate rtificate
object
X 4-291 client_ca_certificate
B St} Wik A
name String S o INREIRBR: EPBER,

o EUESEE: 1-641MFF, i
F. BXFH. B3 (\ude00 -
\uofas5). _(TEIL). -(FEIL),

- IEREA
15
PUT https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/client-ca-
certificates/{client_ca_certificate_id}

{
"client_ca_certificate": {
"name": "client_ca_update"
}
}
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API &% 4 API
IAGEE
o IS
IR[EMAZSRS AT 200: successful operation,
= 4-292 AN Body 25153
B St fiik
request_id string iBEKid,
o @RI
{
"request_id": "c63d850876bcddbdfbd11776cce57914"
}
RS

B2 A2 K&,

4.2.2.10 fRprZ=E s CAMEH

THREN R

RIBEZ P IRCAIEBID, MIFRAEFixCAIER.

ARTIE

523 WMTiERAPI,

URI

DELETE /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/client-ca-
certificates/{client_ca_certificate_id}

& 4-293 SRR
BiR it =AY | EA
i%
project_id String 2 IREID, BLABIIIRENIRE IDFREIRE
ID,
vpn_server_id | String = VPNARSSwID o
client_ca_certif | String 2 ZFuxCAUERID,
icate_id

\$ N 24
18> 7ﬁl§\
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APl &%& 4 API
o BRI
DELETE https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/client-ca-
certificates/{client_ca_certificate_id}
TRAGHR
o IEESH
IRENRZSRE S 204: MIBREIN o
RS
1 %JFJA 2 %%ﬁﬁg o
4.2.2.11 {22 P2C VPN MIXiEEHERE
INgEN4A
HRIEP2C VPNMIXID, {EXIEEP2C VPNMXAYEZBERCE
BREE
1523 WTEAHBAPI,
URI
PUT /v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/log-config
& 4-294 245 0A
B S BEY | Ek
i%
project_id String 2 IRHID, aJLABIIIkEIE IDFRERE
ID,
p2c_vgw_id String = P2C VPNMEEHIID
1% Ié:%\
o BEKREBH
= 4-295 BEREH
B i) =EY | A
i
log_config UpdateVpnL | 2 log_configid=x,
ogConfigRe
questBodyC
ontent
object

MAERRAS 01 (2025-11-13)
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AP &% 4 AP

& 4-296 UpdateVpnLogConfigRequestBodyContent

2R i) WA A

log_group_id | String = o INEEIRBE: HEEID, BE=HE
BRSSH3REN -

log_stream_i | String = e INRSNAR: BERID, BE=AE

d AR H3REN -

o BRI

PUT https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/log-config

{
"log_config": {
"log_group_id": "05c4052d-8d14-488f-aa00-19fea5a25fdd",
"log_stream_id": "d9d85143-e1e1-427a-9994-d8b8fd9ebe3f"
}
}

IRz R
o NS
IREYAZSAS S 200: successful operations

= 4-297 IR Body 2#31%

B it ik

log_config ConnectionsLogConfig | log_configid&,
object

request_id String BKRID,

R 4-298 ConnectionsLogConfig

B St fEiR

log_group_id String o IfgtiREl: HEA
ID, BEE=BHERS
FREREN o

log_stream_id String o INBEIHER: BER
ID, BE=HERS
FREREN o

LI )V =271
{

"log_config": {
"log_group_id": "05c4052d-8d14-488f-aa00-19fea5a25fdd",
"log_stream_id": "d9d85143-e1e1-427a-9994-d8b8fd9ebe3f"
by
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"request_id": "b19ba5a0be8f7b7f664b14596f8f35db"
}

T

BEEIA.2 Y&,

4.2.2.12 &if] P2C VPN M5EEAEER S

ThEENR
HR#EP2C VPNIIXID, EifJH5EP2C VPNMXANEZHERE
EREE
iB& 3 WMaEFAPI,
URI
GET /v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/log-config
& 4-299 2%<H8
ZR St m=aY | fER
i%
project_id String 2 IREID, aILABIdIREIR B IDZRERE
ID,
p2c_vgw._id String = P2C VPNRIESLHIID,
BXREE
o iEKRSH
To
o BEKIES
GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/log-config
N AZiE S

o [MLNZSE
[EMAZSHE 200: HEIFRLI.

7= 4-300 IR Body 2¥%%

2R 5] ik

log_config log_config log_configiTR,
object

request_id String BXKID,
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& 4-301 log_config

BR E-Jid] 3%

log_group_id | String o INREIREA: P2C VPNRIEMIEERERT
EeERIREHID,

log_stream_id | String o INEEIRAR: P2C VPNMERERZBERT
EEENRERID,

{
"log_config": {
"log_group_id": "05c4052d-8d14-488f-aa00-19fea5a25fdd",
"log_stream_id": "d9d85143-e1e1-427a-9994-d8b8fd9ebe3f"

b
"request_id": "2ddd2f6107a8164ce6f6268bd991e57c"
}

RS
BB IA.2 KA.

4.2.2.13 M P2C VPN MXiEZAEERS

ThEe T 4A
1R#EP2C VPNIXID, MFRISEP2C VPNRIXHIERHERE .
ERGE
5203 YIEERAPI
URI
DELETE /v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/log-config
% 4-302 S5
BiR St =AY | R
i%&
project_id String 2 IREID, BILABIIIREVIRE IDFREIRE
ID,
p2c_vgw_id String = P2C VPNPJXSLHIID
EXRIER

o IBRBY
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API 2% 4 API
To
o IEREAHI
DELETE https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/log-config
NAZES
LI )V
IREMAZSESA 204: HHIRRELIN
W&

4.2.3 ARSI

4.2.3.1 Gl VPN R

&b
ThREN 4R

AR

URI

EIEEVPNARSSIR T, SIZVPNAF .

523 WMTEFAPI,

POST /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users

3 4-303 S5

2R ESid] =AY | Ek
iE

project_id String 2 IREID, aILABIdIREER B IDFRENRE

ID,
vpn_server_id | String = VPNRSSRID o
% 4-304 53K Header 25513

2R it} =AY | i
ik

X-Client- String B o IfEEIRER: EEMIRA,

Token o &3t: 36(IUUID,
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IEXRHE

% 4-305 {5Kks%

B E- Sl =AY | Er
%
user CreateVpnU | £ BUERVPNAFIERAXIR
serRequestB
odyContent
object

%< 4-306 CreateVpnUserRequestBodyContent

2R i Wik g
name String 2 o INBEIHAR: HBFZ.

o 1&I: 4~321FEFF, HEXNF
B, HF. =, TE. Prgkd
B o

INEEIRAR: FBFPZEE.

o #9TR:

- KEEEZESEIN2IMNE/R.

- ELVEEUTESDRI2E: X
ExH. NEFH. HF.
R ~@#$%N&*()-_=+|
({31 <>/? F0=H&

- FEESRAFPRTGIFERPE
18E .

Ingei<hs: FPHEIA,

o BH: 0-641MFESRF, HFPX. =
X. HFMTRIZLERL

o INEEiER: FRERIF4AID,

o #&%: 36{UUID,

el

password String

N
[ ]

description String

iy

user_group_i | String
d
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APl &% 4 API
E= i) Wik | fEik
static_ip String a o IfEEREE: EFirHIERSIPHBLL
o 1B moHidHlIPvattitit (40

192.168.0.5 ) k& "disable",

o PRINME: disable, EREENHES
2= P Pitbik
o #JTR:
- WIREEFIRMNMESEER
- FBEEZEPFIRMERRINIPHE
@, FlINEFixMNESN
192.168.0.0/24, NIFELEER
Pttt /192.168.0.1
- WIUES 30/ M ERAIEE—
ANENBHE . FIRITF
192.168.10.4/30iX 30 385
MEZERROPYMPHELE, REEE
EZE Pimittit9192.168.10.5
- A BeSHEMAFSERIPHBlE

GElE
- 1EKEA
POST https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users
{
"user": {

"name": "user001",

"password"; "rrrERE

"description": "FFEIR1",

"user_group_id": "yWYnJtOR-Q0a7-R4QW-tFXX-QfundEqrR27W"

lAzLHR
o RS
IREMAZRS A 201: successful operation,

5 4-307 IR Body 2#31%

B -5t R
user user object VPNEFNR,
request_id String BXKID,
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APl &% 4 API
2 4-308 user
B i) iR
id String o IHELIRAE: VPNEFID,
o #T: 36{ZUUID,
o [IRzAF4I
{
"user": {
"id": "41ad472e-d3e4-482b-8f00-7b2c1bfc4b7d"
L
"request_id": "b19ba5a0be8f7b7f664b14596f8f35db"
}
REB
EE2A2 RSB,
4.2.3.2 #it=613E VPN AR
IheeN4a
EIEEVPNIRS IR, It=CIZEVPNERF,
BARBEE
15203 GETiEAAPI,
URI

POST /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users/batch-

Create

& 4-309 2%07A8

2R St 2EY | mik
iE
project_id String 2 IREID, aILABIIIREIRE IDFRENRE
ID,
vpn_server_id | String =2 VPNRRSZ %D o
& 4-310 i53K Header 2313
2R it} =AY | i
&
X-Client- String ) o IfELIRER: EEMIRA,
Token

o &2: 36{ZUUID,
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APl &%

4 API

IEXRHE

% 4-311 EKksH

B i) =EY | A
i
users Array of 2 VPN PIRIIZE
CreateVpnU
ser
objects
R 4-312 CreateVpnUser
2R i) Wik R
name String = o INEEHER: FBFPS.
o 1 4~320FFF, HEXF
8. HF. 2. Tk, ki
% o
password String = o INBEIRER: FBFZFL,
o JIR:
- KESEER8EI2NMFER .
- EVPEELTFERFHRI2M: X
5F8. INEFE. HF. &
TR ~@#$%N&*()-_=+\|
[} <>/? FI=H8,
- AeeS5HFPEEIRFRNARA
1BE.
description | String & o INBEIRER: FBFEA,
o 1&8I(: 0-641FFRF, M. &
X HFHTRIZER .
user_group_ | String B o INEEIRER: FRERFEHER.
name ° gggﬁ
- 1HI64NFRF, AIfFERHP. &
XFE. HF. THZE. Fr
5
- BRUREEBRPHEE.
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APl &% 4 API
E= i) Wik | fEik
static_ip String a o IfEEREE: EFirHIERSIPHBLL
o 1B moHidHlIPvattitit (40

192.168.0.5 ) k& "disable",

o PRINME: disable, EREENHES
2= P Pitbik
o #JTR:
- WIREEFIRMNMESEER
- FBEEZEPFIRMERRINIPHE
@, FlINEFixMNESN
192.168.0.0/24, NIFELEER
Pttt /192.168.0.1
- WIUES 30/ M ERAIEE—
ANENBHE . FIRITF
192.168.10.4/30iX 30 385
MEZERROPYMPHELE, REEE
EZE Pimittit9192.168.10.5
- A BeSHEMAFSERIPHBlE

GElE
- 1EKEA
POST https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users
{
"users": [
{

"name": "user1",

"password"; "FrrEEE
"description": "FFEIA1",
"user_group_name": "default"

"name": "user2",
"password"; "FrrERE
"description": "FFEIR2",

lAzLHR
o RS
IREPMAZERS A 201: successful operation,
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AP| &% 4 API
2 4-313 IR Body S#(5%
B it R
invalid_users Arrays of TVPNEBRFIESRYIZE ., t08invalid_users
or B, BENEBIERSHEEET.
Object
request_id String BXKID,
& 4-314 InvalidVpnUser
B St fiik
name String BR&R,
description String FFfER,
user_group_na | String FriEBFEER.
me
static_ip String E PimAYHSIPHELLE
cause String [RE .
- MRz
Rt S8l Rk TH MZAER -
{
"invalid_users": [],
"request_id": "b19ba5a0be8f7b7f664b14596f8f35db"
}
FEIEEAFERATRINE RIAFB -
{
"invalid_users": [
{
name": "USER1",
description": "FAF A",
"user_group_name": "default",
"cause": "Duplicate user name."
h
{
"name": "USER2",
"description": "FIFEIR",
"user_group_name": "default",
"cause": "Password length invalid."
}
1,
"request_id": "49b52ed16992baa4650d093b512a59b6"
}
RSB

BEA.2 K&,
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APl &%& 4 API
4.2.3.3 &ifj VPN FBF
INREN4A
RIEVPNAEFID,EGRAFER,.
AARRE
15213 UIiEAAPI,
URI
GET /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users/{user_id}
% 4-315 2EuKEA
2R ESid] 2B/w | JA
ik
project_id String = IREID, aILABIIIkEIE IDZRERE
ID,
vpn_server_id | String = VPNBRSZ®ID
user_id String = BRFID,
iﬁ*;ﬁl§\
o IFKESH
To
o IERIEH
GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users/{user_id}
Az ER

o NS
IREMAZIS A 200: G,

%= 4-316 i Body S#%5I%&

B i) fER

user VpnUser VPN,
object

request_id String BXKID,
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APl &% 4 API
2 4-317 VpnUser
B i) )
id String o INREIHER: HFID,
e 1= : 36fZUUID,
name String BR&R,
description String FAP#EA
user_group_id | String o IPEEIHAER: EREAFID,
o #&z: 36fUUID,
user_group_na | String FriE R FEEFR.
me
static_ip String o INREIRAE: ZPiRAYEESIPHEAL,
o 1B3N: moEHlIPvAttEtit (40
192.168.0.5 ) ox&"disable",
created_at String o IhEEiHER: GIUEATE,
o UTCHTEMER: Jyyy-MM-
ddTHH:mm:ss.555Z,
updated_at String o IHAESIHAR: E|HATE.
o UTCHTEMER: Jyyy-MM-
ddTHH:mm:ss.5552,
o IR
{
"user": {
"id": "41ad472e-d3e4-482b-8f00-7b2c1bfcab7d",
"name": "user001",
"description": "FIF#EIAR1",
"user_group_id": "yWYnJtOR-Q0a7-R4QW-tFXX-QfundEqrR27W",
user_group_name": "user-group1",
created_at": "2024-06-17T06:53:46.302Z",
"updated_at": "2024-06-17T06:53:46.302Z"
h
"request_id": "926a0edb3bf432943e2399b700173add"
}
RS
B2 A2 K&,
4.2.3.4 &ifj VPN BBFP%IE
IeeN4A
RIEVPNARSS I I D, B FE R I%E.
BREE
152003 WaEAHEAPI,
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URI

GET /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users

7= 4-318 SR
B BEWIE | R

project_id 2 IREID, aILAEISKENIRE IDIREVIRBID,
vpn_server_id =2 VPNRRSZI%ID o

% 4-319 753K Query S2¥5I%

2FR St =AY | fk

ik
limit Integer & S REENERIREIINICREE.
marker String B o INEEIHAR: EAARRAVEIRIRICHL,

HN=RTAEEE—R, EE TR
markera] LARIE_E—RaRAY
page_infold& FfInext_markeri&
5,

o A PASlImit—E(ER.

EXRIER
o IERBH
o
o iEREAHI
GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users
N Az 2

o IHRIBH
SREAASESA 200 BRI .

= 4-320 R Body 2#31%

B E-Sit) )
users Array of BRIIEER.
VpnUser
objects
total_count Integer HBIVPNIRSS IR FAIRARP 25,
page_info Pagelnfo AREERER.
object
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APl &% 4 API
E= i) fR
request_id String 1B5KID,
& 4-321 VpnUser
E=2 i) ik
id String o INEEIHER: BHFID,.
e #&x(: 36{ZUUID,
name String BR&%R,
description String BRF#ER,
user_group_id | String o IhEEIRAE: FRERF4EID,
e 1&z: 36IUUID,
user_group_na | String FRiEBFEER.
me
static_ip String o INEERBH: EFirAYERSIPHBLE,
o 1&30: moEHlIPvattitit (40
192.168.0.5 ) s¢&"disable",
created_at String o IPAEIHAR: QUEERTE.
o UTCHIEISTN: Jyy-MM-
ddTHH:mm.ss.S552,
updated_at String o INAEINAR: EFTATIE.
o UTCRIEIEZN: Jyyy-MM-
ddTHH:mm:ss.S55Z,
& 4-322 Pagelnfo
E= -5t R
next_marker String T—m@ImarkerEA_ E—RE@IGLN P Ex
BE—1RIRRICIERTE
current_count | Integer HEIFIERPREHSE

LI v =271
{

"users": [

{

"id": "41ad472e-d3e4-482b-8f00-7b2c1bfc4b7d",
"name": "user001",
"description": "FFEIAR1",

"user_group_id": "yWYnJtOR-Q0a7-R4QW-tFXX-QfundEqrR27W",

"user_group_name": "user-group1",
"created_at": "2024-06-17T06:53:46.302Z",

N5k 01 (2025-11-13)
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"updated_at": "2024-06-17T06:53:46.302Z"

"id": "41ad472e-d3e4-482b-8f00-7b2c1bfc4b7d",

"name": "user002",

"description": "FIFHIR2"

"user_group_id": "yWYnJtOR-Q0a7-R4QW-tFXX-QfundEqrR27W",
"user_group_name": "user-group1"”,

"created_at": "2024-06-17T06:53:46.302Z",

"updated_at": "2024-06-17T06:53:46.302Z"

}
1
"total_count": 2,
"page_info": {
"current_count™: 2
h
"request_id": "b04b68fb4d548344e0bc4b34dbd6f6e7"
}
R
B2 A2 K&,
4.2.3.5 {2 VPN FBF
ap
:UJH /\QJJ

RIEVPNRFID, 122sERIRF

AREE
ES 3 AHTEMAPI .

URI
PUT /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users/
{user_id}
& 4-323 S2#05HHA
2R R =Ry | Ek
ik
project_id String b~ IREID, mJLABIIIRENIRE IDFRENRE
ID,
vpn_server_id | String = VPNESS#%ID o
user_id String = BRFID,
IBKER
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% 4-324 EKEH

B Sl Wik | ik

user UpdateVpn | 2 EHVPNEPIBERTR,
UserReques
tBodyConte
nt object

& 4-325 UpdateVpnUserRequestBodyContent

B E- i Wik | ik
description | String & o INBEIRER: FBFEA,

o 18I(: 0-64FFF, AEFN. =
Y\ ﬁ?\ -Fﬁug%o

user_group_i | String & o INELIHER: EREHRF4EID,
d o #&zL: 36fZUUID.
static_ip String B o INACIRBE: ZEFimAIEESIPHEAL,

o 1830 ROTEHlIPvAttbilE (40
192.168.0.5 ) 5 & disable",

o £JTR:

- WREEFiRMNESEER

- FReeE5EF iR XIPHE
@ BlanZEFixME S
192.168.0.0/24, MFRLEEE
Pimitbib/9192.168.0.1

- BB 30BN ERHISE—
NN, FIR0XTTF
192.168.10.4/30iX /30355
MEZRAYPY M IPHELE, REES
EZE Pimittit3192.168.10.5

- A EESEMAFIEER0IPHELL
|G

o BRI

PUT https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users/{user_id}

{
"user": {
"description": " ##iA-update”,
"user_group_id": "PTnsQAbZ-KOgW-mCzt-C9Sk-rMM3TcNjQ8wY"

NALHS
o NS
IREYAZSAZ ST 200: successful operations,
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2= 4-326 IR Body 2#5I%

B St ik

user VpnUser VPN,
object

request_id String BKID,

2 4-327 VpnUser

B - Sl ik
id String o INREHEE: HFID,
o #8z: 36{ZUUID,
name String BR&R,
description String FBFfEAR,
user_group_id | String o INBEIRER: FRERPFLID,
e Iz: 36fZUUID,
user_group_na | String FriEBFEER.
me
static_ip String o INREIRAR: EPumAYERSIPHELE

o 1Bz(: mo+iAHlIPv4ltEtl (70
192.168.0.5 ) @& "disable",

created_at String o INEGIHER: GliEATE],
o UTCHYEIETC: yyyy-MM-
ddTHH:mm.ss.5552,
updated_at String o INREIRAE: EHEATE,
o UTCHIEIEC: yyyy-MM-
ddTHH:mm.ss.5552,
- MR
{
"user": {

"id": "41ad472e-d3e4-482b-8f00-7b2c1bfc4b7d",

"name™: "1111",

"description": " ##EiA-update”,

"user_group_id": "PTnsQAbZ-KOgW-mCzt-C9Sk-rMM3TcNjQ8wY",
"user_group_name": "user-group2",

"created_at": "2024-06-17T06:53:46.302Z",

b
"request_id": "380562b4bda6dfe116c42e707d8e9110"
}
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API 2% 4 API
/TN
55 A.2 K& .
4.2.3.6 filix VPN I
ThEE TR

RIEVPNRFID, MMEERF

AR7SE

5203 STERAPI,

URI
DELETE /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users/
{user_id}
& 4-328 =#45HA
2R R =Ry | Ek
ik
project_id String g2 IRHID, aILAEIZAENIRE IDFREVIRE
ID,
vpn_server_id | String = VPNESS#%ID o
user_id String = BRFID,
IBKER

o BKB¥
o
o BRI

DELETE https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users/
{user_id}

iA1=
o IHRB%
SREIAASTE S 204: IBRALTH
RED

52 0A.2 K&
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4.2.3.7 #itEMFR VPN AR

ThRES 4R

RIBVPNAFID, HEMIREERR.
BATSE

B2 I3 AHTEFAPI.
URI

POST /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users/batch-
delete

= 4-329 SR

2R R =Ry | Fik
ik
project_id String b~ IREID, mJLABII3RENIRE IDFRENRE
ID,
vpn_server_id | String = VPNARSS%ID,
IBKEHR
o EKREH
= 4-330 iERkE8H
E= -] BEY | R
i
users Array of 2 HIBRVPNRE ISR
OpVpnUser
objects
& 4-331 OpVpnUser
E=E i Wik | R
id String = o INELIHAE: FFID,
o #&x(: 36fZUUID,

o IEKIFAI
POST https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users/batch-
delete
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APl &% 4 API
{
"users": [
{
"id": "cc975b1d-ede5-448d-a47d-9dbf11f5d842"
h
{
"id": "30ad347e-e36e-42bd-a36b-c38f8ecc8bda"
}
1
}

N AzH R
o NS
IR[EPMRZRS I 200: successful operation,

= 4-332 AR Body 2H51I%

BiR i ik
request_id String BKid,

o [IAZRA
{

"request_id": "c63d850876bcddbdfbd11776cce57914"
}

RS
ESMA2 KA.

4.2.3.8 {£3 VPN I35

&b
hREN A

IEXUEREVPNEFPHIZERS

ER7E
ES M3 UTERAPI.
URI

PUT /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users/
{user_id}/password

% 4-333 SR

B it BEY | ik
%
project_id String 2 IREID, aILABIdIREIER B IDFRENRE
ID,
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APl &%& 4 API
2R ESid] 2Rw | JA
ik
vpn_server_id | String = VPNBRSBi%ID
user_id String = VPNHEFID,
BXKEHE
o BEXRBSH
% 4-334 5K
2R i Wik | R
old_passwor | String = BRI,
d
new_passwo | String = o INREIHBE: HFHEZEL,

rd

o #JTR:
- KECER8%F32

ElE

EBHEE

N

I"F1TFo

- ELEESUTFARRM: X
5x8. NEFE. HF. 5
FRFTF ~ | @#$%N&H()-_=+\|
{3 <.>/? FOZEH&.

- TBESAPEEIFRIARS

- HEEARESHEIESXERRIE

o EREH

PUT https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users/{user_id}/

password

{

"new_password": "stringst-new"

}

ivA=1=A
o IARIBH

|||||

IREMRZERS A 200: successful operation,

2= 4-335 [l Body S#5I%&

R it #ER
request_id String BEkKid,
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o [IAZRA
{

"request_id": "c63d850876bcddbdfbd11776cce57914"
}

KD

B2 MA2 KRS,
4.2.3.9 E5E VPN FHFPZ5
ThEEN A

FEIEEVPNEBEFHIZEE,
BRBx

523 WM(EiERAPI,
URI

POST /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users/
{user_id}/reset-password

& 4-336 SHIREA

BFR ESid] 2B | Hk
ik
project_id String = IWEID, aJLABIIIREINE IDZREE
ID,
vpn_server_id | String = VPNESZ#%ID o
user_id String = VPNERID,

IBEXRHE
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% 4-337 EKkEsH

2FR i) WA iR
new_passwo | String = o INRSNHAA: FAFFZRL.
rd .

o #ATR:

- KESEER8EIN2IMFH.

- ELEIUTFHFHRI2M: X
Bx8., N\EFf. HF.
FRFFF ~1@#$%N&*()-_=+\|
{3 <.>/? F0Z4&

- FeeSRPESEFIIRFE

H8E .
- HERARESRESXERNIE
B8R .

o BRI
POST https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users/
{user_id}/reset-password

{

"new_password": "stringst-new"

}

)UA=1SY
o IRZEL
REMRZSRD S 200: successful operation,

2= 4-338 I Body &#%I1%

E= i) R
request_id String B5Kido

o AR
{

"request_id": "c63d850876bcddbdfbd11776cce57914"

}
R&HS
BE A2 PR,
4.2.3.10 €l VPN BR4
TheREN 4R

EHEEVPNRRSSIm T, BIEVPNRFAH,
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APl &%& 4 API
ARBE
1523 WMTEEAPI,
URI
POST /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups
3 4-339 SEKAA
B 5] 2Rw | JA
ik
project_id String = IREID, aJLABIdIkEI B IDFRERE
ID,
vpn_server_id | String = VPNBRSZ%ID o
K 4-340 153k Header 2H%13&
BFR il =AY | fk
ik
X-Client- String B o INRLIHAR: REEMHRN,
Token o #&zt: 36(ZUUID,
=R =15
o BFKESH
£ 4-341 IERSH
B il 2/Y | fmA
ik
user_group | CreateVpnU | 2 EIEZEVPNRPEIERAITR
serGroupRe
questBodyC
ontent
object
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FEILE M4
APl &% 4 AP

2% 4-342 CreateVpnUserGroupRequestBodyContent

2R i Wik PG
name String = o INELIRAR: APHEEZ.

o 18I\ 12I641FFF, AIfERF
X, BYFE., HF. T, $
5o

o AR AFABRTREEES.

description | String B o IHREINBE: FIPEIER,
o #&I: 0RIGANFESRF, AIERP
X. XEFH. INEFH. #H=F.
SRR ~@#$%N&H()-_=+\|
{3 <>/2,
- IEREA
POST https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups
{

"user_group": {

}
}

N AzHR
o NS
IREMAZRS A 201: successful operation,

% 4-343 UL Body 2#%IF&

B i) %
user_group user_group FBFEXNR.
object

request_id String BKid,

& 4-344 user_group

B i) i)

id String o INREIHER: VPNAF4EID,

e #&x(: 36{ZUUID,

N R A4
{

"user_group": {
"id": "7625fd92-2e20-4e4d-8c56-66f110fbfaa8"
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FEILE M4
AP &%

4 API

by
}

T

ES A2 RS,
4.2.3.11 &if VPN FBP4H

&k
THEEN B

RIEVPNAEFEID,BHAFAEER,

ARTSE

5203 STERAPI,

"request_id": "94d271493e144135423e7377e40127cf"

URI
GET /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups/
{group_id}
& 4-345 S2#45EA
2R R =Ry | Ek
ik
project_id String g2 IRHID, aILAEIZAENIRE IDFREVIRE
ID,
vpn_server_id | String = VPNESS#%ID o
group_id String = FAPEID,
IBKER

o EXRBSH
o
o iEREEH

GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups/

{group_id}

upziER
o IHRIBH

IREPAZSRE A 200: EiFIRL.
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APl &%& 4 API
% 4-346 L7 Body S¥51%
B - Jid] ik
user_group VpnUserGrou | VPNAPFAEITSR,
p object
request_id String BKRID,
R 4-347 VpnUserGroup
B i) A
id String e INgdimiA: VPNHERFHID,
o 3. 36{UUID,
name String FBFEZFR,
description String BRFEER,
type String o INEEIRER: FAPHZEE,
o EUESTHE:
Default: BRIABPA.,
Custom: FAFEIEAFAE.
user_number | Integer BR#E.
created_at String o INEEIRAR: GUEERTIE,
o UTCHIEIER: yyyy-MM-
ddTHH:mm:ss.555Z,
updated_at String o IHAESIHAR: E|IATE.
o UTCHTEMER: Jyyy-MM-
ddTHH:mm:ss.5552,
- (RS
{
"user_group": {
"id": "7625fd92-2e20-4e4d-8c56-66f110fbfaas",
"name": "user-group1",
"description": "FAF4H1",
"type": "Custom",
"user_number": 0,
"created_at": "2024-06-17T09:48:27.548Z",
updated_at": "2024-06-17T09:48:27.548Z"
%
"request_id": "6735d32bb3e35e9154cabaldbc6c2dc6"
}
RS
B2 A2 K&,
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FEILE M4
AP &%

4 API

4.2.3.12 Z5if) VPN FIP4E%13E

TORENA

AR

URI

IBEXRHE

AGEHER

EEEERSIR ~, BRAERIIE.

523 W(EiERAPI,

GET /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups

& 4-348 SEiA

B S BEY |k
i%
project_id String 2 IREID, aILABIdIREIER B IDFRERE
ID,
vpn_server_id | String = VPNBRSZRID .
& 4-349 155K Query 2HFI%E
B i) BEY | @k
%
limit Integer & D REENEBIURERNCREE.
marker String S o INREEWEE: ERARTANCISTRICHL,

A= AEEE—RN . BN
markera] LATRYE E—RIERNAY
page_infoX3gAYnext_markerid
5.

o %R WRSlimit—iE(FER.

o IBRBY
To
o EREH

GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups

o NS

IREMAZSIS /A 200: G
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FEILE M4
AP &%

4 API

= 4-350 IR Body 2#5I%

B St R

user_groups Array of FFHERIIZE.
VpnUserGroup objects

total_count Integer BPHEZEE,

page_info

Pageinfo object

D RERTRANEE

request_id

String

BEKID,

%< 4-351 VpnUserGroup

B i ik
id String o IpBEHEIA: VPNEEF4HID,
o 3. 36{IUUID,
name String FBRBRAFR
description String FFHEmAR,
type String o IfREWGAEA: FAPRZEEL,
o EUETHE:
Default: BRIABFEH.
Custom: FIFGIZRAFH.
user_number | Integer BR#E.
created_at String o INAEIRAR: BUiEEATE.
o UTCHYEIETC: yyyy-MM-
ddTHH:mm:ss.5552,
updated_at String o INREIRAH: EHEATE,
o UTCHIEIETC: yyyy-MM-
ddTHH:mm:ss.5552,
& 4-352 Pagelnfo
B E-Jid] )%
next_marker String T—mAmarker B8 E—REBNHN P Ex
B— & RAYCIERTE
current_count | Integer HEIPIRPRFEHE.

- IEpzAEpl
{

"user_groups": [

N5k 01 (2025-11-13)
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FEE FAIES

APl &% 4 API
{
"id": "7625fd92-2e20-4e4d-8c56-66f110fbfaa8",
name": "user-group1",
"description™: "FIF4H1",
"type": "Custom",
"user_number": 0,
"created_at": "2024-06-17T09:48:27.548Z",
"updated_at": "2024-06-17T09:48:27.548Z"
b
{
"id": "0748b24e-cbd3-474e-9546-8586e8f2b5c6",
name": "default",
"description": "Default user group",
"type": "Default",
"user_number": 0,
"created_at": "2024-06-17T03:45:25.879Z",
"updated_at": "2024-06-17T03:45:25.879Z"
}
1,
"total_count": 2,
"page_info": {
"current_count": 2
1
"request_id": "1ae5c7648497d3d90824985367da954a"
}
RSB
B2 A2 K&,
4.2.3.13 {222 VPN R4
&)
INgENA

RIEVPNAEFAEID, (ZXUsErIBFE.

AR

523 WMTERAPI,

URI

PUT /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups/

{group_id}

% 4-353 SR

2R KR =EY | #Hik
ik
project_id String = IREID, BILABIIIRENIRE IDFRERE
IDo
vpn_server_id | String = VPNESS#%ID o
group_id String = FAF4HID,
SCASRRZAR 01 (2025-11-13) RN © LARABIRAE 288



FEE FAMIES

APl &% 4 API
=R =15
o BFKESH
% 4-354 i5KSH
2R i) Wik | fER
user_group | UpdateVpn |2 BEFHVPNAEPEIBKITR,
UserGroupR
equestBody
Content
object
< 4-355 UpdateVpnUserGroupRequestBodyContent
2R i Wik | Hk
name String B o INELIRAR: APHEEZ.
o 1BI: 1RI64NERF, olfERA
X. KEF8. N\EFE. #H=F.
BIRFRT ~@#$%N&H()-_=+\|
({3 <>/7,
o AR: AFBERZFRLEES,
description | String S o INAEINAA: FAPAEINA,
o 1B ORUGANZESRF, TJfERHR
X. XKEF8. N\ExE. #H=F.
BIRFRT ~@#$%N&H()-_=+\|
({3 <>/?,
- ARSI
PUT https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups/
{group_id}
{

"user_group": {

}
}

N AzH R
o IS
IR[EPMRZSRS I 200: successful operation,

kR 01 (2025-11-13) WRIERE © HERRARBIRAT
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FEE LS

APl &% 4 API
% 4-356 I Body 2#%IFE
2R il A
user_group VpnUserGrou | VPNAPFAEITSR,
p object
request_id String BKRID,
& 4-357 VpnUserGroup
B i) A
id String e INgdimiA: VPNHERFHID,
o 1&={: 36{ZUUID,
name String FBFEZFR,
description String BRFEER,
type String o INEEIHEE: FIPHZEE,
o BUECHE:
Default: BRIABPA.,
Custom: FAFEIEAFAE.
user_number | Integer BR#E.
created_at String o INEEIRAR: GUEERTIE,
o UTCHTEMER: Jyyy-MM-
ddTHH:mm:ss.555Z,
updated_at String o INgei<BH: EFTAYIEL,
o UTCHIEIER: yyyy-MM-
ddTHH:mm:ss.5552,
- MaNzzRpl
{
"user_group": {
"id": "7625fd92-2e20-4e4d-8c56-66f110fbfaas",
"name": "user-group1-update",
"description": "FIF2E1-update”,
"type": "Custom",
"user_number": 0,
"created_at": "2024-06-17T09:48:27.548Z",
updated_at": "2024-06-17T09:59:03.318Z"
1
"request_id": "6735d32bb3e35e9154cabaldbc6c2dc6"
}
RS
B2 A2 K&,
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APl &% 4 API
4.2.3.14 ffif& VPN FBP4A
ThEEN 4B
IRIBVPNREF4HID MIPRIEER A
EREE
1523 AMTREEBAPI,
URI
DELETE /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups/
{group_id}
7 4-358 SH5AE
B i) =EY | i
%
project_id String b~ IREID, mILABIdIRENIRE IDFRERE
ID,
vpn_server_id | String = VPNARSZi%ID
group_id String = FAPEID,
IBKHR
o EREBH
To
o iEKREEH
DELETE https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups/
{group_id}
TAGEE
o NS
IREPAZSFS A 204: IBRALIN
RS

B2 A2 RS,
4.2.3.15 i7h1 VPN FARZI4E

ThREN A

BVPNERFRIIZEEERFEAY.
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APl &% 4 API
BEREE
152003 WaEFHAPI,
URI
POST /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups/
{group_id}/add-users
% 4-359 SR
2R R =Ry | Ek
ik
project_id String g2 IREID, aILAEISAENIRE IDIREVIRE
ID,
vpn_server_id | String = VPNESS#%ID o
group_id String 2 VPNEIF4ID,
IBKER
o EXRSH
% 4-360 IERSH
&R SR E2Z0% | ik
i
users Array of = VPNHERF%IZE,
OpVpnUser
objects
& 4-361 OpVpnUser
2R il =/Y | A
i
id String = o INBEHEIA: VPNARFID,
o #&x: 36fZUUID,
- IEREA

POST https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups/
{group_id}/add-users

{

"users": [

{
"id": "41ad472e-d3e4-482b-8f00-7b2c1bfc4b7d"

b

N5k 01 (2025-11-13)
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AP &%

4 API

NI RzHE

{

"id": "a609eecb-3fa6-4d6d-a8c3-256a12d02b6c"

}
]
}

LI V=S 4

IREYAZSAZ S 201: successful operations,

Z 4-362 K Body 2#5IZ%

R il )%
request_id String B3KID,
- ARG
{
"request_id": "63c49a90467d1ee8a111e587eaedacf"
}
N
BESA.2 K&
4.2.3.16 HHIFRZEA VPN FIF
ThEEN 4R

ARTSE

URI

VPN NEERF AR,

523 WMTEFAPI,

POST /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups/
{group_id}/remove-users

& 4-363 SEiKA

2R i) BEY | ik
i%
project_id String 2 IREID, aILABIdIREIERE IDFRERE
ID,
vpn_server_id | String = VPNiESZi%ID o
group_id String 2 VPNARFID,

N5k 01 (2025-11-13)

IRIERE © LA/ ARBIRAE 293



FEE AL

APl £ 4 AP
BERIHE

% 4-364 EKSH

B E- Sl =AY | it
%
users Array of = VPNHERF%IZE,
OpVpnUser
objects

2= 4-365 OpVpnUser

E=E i BEY | R
ik
id String 2 o INREHEIA: VPNAFID,
e I3(: 36{ZUUID,
- Bk

POST https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups/
{group_id}/remove-users

{

"users": [

{

"id": "41ad472e-d3e4-482b-8f00-7b2c1bfc4b7d"

}
]
}

MaALES
o IARIBH

IREYAZSAS S 201: successful operations

2= 4-366 L Body 2#5%

E= i) %
request_id String 15KID,
- IRz
{

"request_id": "254ee8ac1d39¢2a0ec6200447b676e18"

}

N5k 01 (2025-11-13)
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FEE FAMIES

APl &% 4 API
NG
B2A.2 IKEB.
4.2.3.17 ZF£HM VPN FAF
TheEEN4R
RIBVPNAEFEID, EENRAFER
ERGE
5203 UMEEARAPI,
URI
GET /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups/
{group_id}/users
% 4-367 25 BH
BR it BEBY | ik
i%
project_id String = IREID, BJLABIIIRENINE IDFREIRE
IDo
vpn_server_id | String = VPNRRSSI%ID,
group_id String = FBF48ID,
7 4-368 153K Query 2%151%
BR St =AY |k
%
limit Integer & P REENEBIURERICREE.
marker String B o INEEIHAR: EAARRAVEIRIRICHL,
AT ABRE R, EFT—RAY
markera] LURYE - —TRNmRzAY
page_infold& FfInext_markeri&
5,
o ZYR: imSlimit—ie(ER .
IBEKEE
o BEKSY
Tco
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APl &%& 4 API
BRERI
GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups/
{group_id}/users
IRz R
=S5
IREMAZSES /9 200: iGN .
% 4-369 L Body 2#%I%&
B E-3id] 3%
users Array of FBRENRIIZE.
VpnUserinGroup
objects
total_count integer HR2#,
page_info Pagelnfo object PREEHRER.
request_id String BXKID,
& 4-370 VpnUserInGroup
2R Ry A
id String o INBEIRAR: AFID,
o INAEEIRER: 36{ZUUID,
name String BR&R.
description String BR#ER,
& 4-371 Pagelnfo
2R Ry A
next_marker String T—RAImarker (Bl E—X &8N Pix
E— 1 RIRERYCIEERTE),
current_count | Integer HEPIRPRFHE
- RS
{
"users": [

"id": "41ad472e-d3e4-482b-8f00-7b2c1bfc4b7d",
"name": "user1",
"description": "FAF 1{#iA"
}
1
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AP| &% 4 API
"total_count": 1,
"page_info": {
"current_count": 1
1
"request_id": "146c67110e52963d5bf62785aede7308"
}
R

4.2.4 15 5RHE

4.2.4.1 GIE VPN i5o)5ERg

ab
hEEN B

ARSI

URI

\$ o 24
18> 7ﬁl§\

EHEEVPNBRSS IR T, BIEZINITRES

523 WMEERAPI,

POST /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/access-

policies

% 4-372 SR

B S BRY |t
7%
project_id String b~ IREID, mJLABII3RENERE IDFRENRE
ID,
vpn_server_id | String 2 VPNBRSSIRID
% 4-373 i53K Header 2513%
B E-Sit) BRY |k
i%
X-Client- String B o INAEHAER: EHMARD,
Token e &= 36{ZUUID,

o IBRBY

N5k 01 (2025-11-13)
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FEILE A4
AP &%

4 API

AGEHER

% 4-374 EKEH

B

RE

access_policy

CreateVpnA | 2
ccessPolicyR
equestBody
Content
object

BIEEVPNILIARIEBERAFIIR

& 4-375 CreateVpnAccessPolicyRequestBodyContent

2R il =R/ | EA
i
name String 2 o INEEEIA: IHDEES.
user_group_i | String = o IfBEHA: VPNEFAID,
d o 1&t: 36(IUUID,
description | String B TR EIA
dest_ip_cidrs | Array of 2 o INEEHHIA: BRIIPMERYIZE,
strings o 18 "SR/ E,
$180192.168.1.0/24
o AR EVHINTME, £210
A
"o
- IEREA
POST https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/access-
policies
{

}

"access_policy": {
"name": "policy-001",

"user_group_id": "7625fd92-2e20-4e4d-8c56-66f110fbfaa8",

"description": "i5ialEEHE1",
"dest_ip_cidrs": [
"172.16.0.0/24",
"172.16.1.0/24"
1
}

IEVE=S 5
IREPMRZERS ST 201: successful operation,

N5k 01 (2025-11-13)
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APl &% 4 AP

2= 4-376 IR Body 2#5I%&

B St R

access_policy | access_policy | iHa5RAEXISR.
object

request_id String 1B5KID,

& 4-377 access_policy

=T it ik

id String o INREHHIA: HIRIRAZID,
e 1&zL: 36fIUUID,

o [BRZHFA
{

"access_policy": {

"id": "4f746482-a575-4e1f-9e80-5f6f69ff8588"
h
"request_id": "1663cd8cacbb3497ebc88877e5a3ad89"

T

4.2.4.2 &if] VPN 5o SR
IHEENA
RIZHITSRAZID, EGVPNIHTSRES.
BRBEE
15203 UNMEiEAREAPI,
URI

GET /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/access-
policies/{policy_id}

& 4-378 SEUHEH

B R BEY | ik
%
project_id String 2 IREID, aILABIdIREIRE IDFRENRE

IDo

vpn_server_id | String VPNARSS%ID,

ali
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APl &% 4 API
ZR it BBY | ik
i%
policy_id String = HIEIZRAEID .
IBKiHR

o BKB¥
o
o iEREEH

GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/access-policies/

{policy_id}

NaRZHS
o IARIBH

IREMAZSIS /Y 200: G

% 4-379 AR Body 245

E=3

ESid) ik

access_policy

VpnAccessPolicy object | VPNifal5REEITSR o

request_id

String BKID,

= 4-380 VpnAccessPolicy

B St R
id String o INBEHEIA: iHITIERERID,
o 1&=: 36{LUUID,
name String IHIE SRR 2R
type String o INEEINAE: IHDSRAEREY,
o EUETE:
- Default
- Custom
user_group_id | String o INgEHEIA: XKEXFF4EID,
o 1&={: 36{ZUUID,
user_group_na | String KEXFIPHEFR
me
description String RIS A

N5k 01 (2025-11-13)

WRIERE © HERRARBIRAT

300



FEILE M4
AP &% 4 AP

B KB 1)

dest_ip_cidrs Array of String | e IHEEHIA: BHRIIPMERFIZE,

o M&I: "M/ ET, HIan
192.168.1.0/24,

created_at String o INAEINAR: BUiEAdE.,

o UTCRIEIEZN: yyyy-MM-
ddTHH:mm:ss.SSSZ,

updated_at String o IPECIER: BFETAYE].

o UTCHIEIRSTN: Jny-MM-
ddTHH:mm:ss.S557,

LI v =271
{

"access_policy": {
"id": "4f746482-a575-4e1f-9e80-5f6f69ff8588",

"description": "I5IEI5REE1",

"dest_ip_cidrs": [
"172.16.0.0/24",
"172.16.1.0/24"

1,
"created_at": "2024-06-17T13:32:19.57Z",

"updated_at": "2024-06-17T13:32:19.57Z"

b
"request_id": "85657002f01c35576606003cc36114ab"
}

NG
ESMA2 R

4.2.4.3 &ifj] VPN 59588515k

IIREN 4R

BISVPNARSSIRID, EiAVPNIGRIRIETIR.
BTG

B2 3 WTEAAPL
URI

GET /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/access-policies
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APl &% 4 API
= 4-381 2#45%HA
2R ERY =AY | EA
ik
project_id String 2 IREID, aILABIdIREIERE IDFRERE
ID,
vpn_server_id | String = VPNRRSSi%ID o
7 4-382 {53k Query 2%1513%
B E-Sit) =EY | #A
i
limit Integer & D REENBIURERNCREE.
marker String H o INEEWIRE: BAATANEIAIRICH,
AEAEFE—R. TR
markera] LURYE = —DUm Ay
page_infoXy&HHnext_markerig
5,
o ZUR: MRSlimit—Ee(FER .
IBKER

o IERSH
96 o
o EREAH

GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/access-policies

NaRzHR
LI V=S 4

IREMAZSASA 200: EiFREIN.

= 4-383 i Body S#FI%&

E= it fER
access_policies Array of BIASREEXTRIIER
VpnAccessPolicy
objects
total_count Integer PHaRIEEE

page_info Pagelnfo object DREERAIEE .
request_id String B5KID,
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WRIERE © HERRARBIRAT

302



FEE AL

APlI &% 4 API

7= 4-384 VpnAccessPolicy

2R E-Jid] 3%
id String o IfREEIA: HASKRERID,
o B : 36{IUUID,
name String IHIAERERE R
type String o INEEUIRE: IHIDICRASSREY,
o EUEBHE:
- Default
- Custom
user_group_id | String o INBEEIA: XEXFHRF4EID,
o FBT: 36{UUID,
user_group_na | String KEXFIFHEBFR,
me
description String VIO SRES A
dest_ip_cidrs Array of String | e IhfgHEIAR: BHIIPMERSIZE .
o 1Bz(: "= F/AERE L, BN
192.168.1.0/24,
created_at String o INAEINAA: BUiEATE.
o UTCHYEIETC: yyyy-MM-
ddTHH:mm:ss.5552,
updated_at String o INREIRAE: EHEATE,
o UTCHIEIETC: yyyy-MM-
ddTHH:mm:ss.5552,
%< 4-385 Pagelnfo
2R i gk
next_marker String T—mfImarker, B E—XxENENF
RE— 1 RIFEAYBIERTE
current_count | Integer LRGP REHSE .

LI v =271
{

"access_policies": [

"id": "4f746482-a575-4e1f-9e80-5f6f69ff8588",

"name": "policy-001",

"type": "Custom",

"user_group_id": "7625fd92-2e20-4e4d-8c56-66f110fbfaa8",
"user_group_name": "user-group1",

"description": "i5iI5RAZ1",
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"dest_ip_cidrs": [
"172.16.0.0/24",
"172.16.1.0/24"

1

"created_at": "2024-06-17T13:32:19.57Z",

}
1
"total_count™: 1,
"page_info": {

"current_count": 1

b
"request_id": "02b5b35cab4c2963d1d89560f50017b9"
}

N
EEMA.2 R0,

4.2.4.4 {2 VPN 505508

IIRENM A

IRIBVPNIBITIEARID, (EXIEEROIIENS .
EAE

BESM3 GTRFAPL.
URI

PUT /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/access-
policies/{policy_id}

= 4-386 S5

B it BEY | @k
%
project_id String 2 IREID, aILABIIIRENIER B IDZREVRE
ID.
vpn_server_id | String = VPNRRS5iRID
policy_id String = 31 ZRE8ID

\$ N 24
18> 7ﬁl§\
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% 4-387 iEKkSH
2R St}

access_policy | UpdateVpn
AccessPolicy
RequestBod
yContent
object

\

4
"

(S

ik
EINBAREBRIETR .

el

7= 4-388 UpdateVpnAccessPolicyRequestBodyContent

E=4 St} WhisE iR

name String S HERIEEIR,

user_group_i | String B o INBEHHA: XELEP4AID,

d o #&3L: 36{ZUUID,

description | String & HaSRES IR

dest_ip_cidrs | Array of & o INgEiIA: BRYIPMERSIZE.

strings o 8T "ES-HHI/ARB g,
f51%10192.168.1.0/24
o AR: ELHINTMER, EZ100

MIER o

- BRI
PUT https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/access-
policies/{policy_id}

{
"access_policy": {
"name": "policy-001-update",
"user_group_id": "efb92c43-c2e9-44c0-b2e5-5b980f0ca90a",
"description": "i5ia5kEE1-update”,
"dest_ip_cidrs": [
"192.168.12.0/24",
"192.168.1.0/24"
]
}
}

N AZiE S
o NS
IREMRZERS A 200: successful operation,

= 4-389 I Body 2#5I%

B it R
access_policy VpnAccessPolicy object | VPNIFAIEREEITR
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E= E-Sit) fhR
request_id String B5KID,

7= 4-390 VpnAccessPolicy

B it ik

id String o INEEHAIA: IHITIERRZID,
e Iz: 36fZUUID,

name String BRI 2R

type String THIaREESEE

user_group_id | String o INgeimiA: KEXFHFZEID,
e I=: 36fZUUID,

user_group_na | String KEXPBBR.

me

description String RIS RIA

dest_ip_cidrs Array of String | e IpfEHHIA: BHRIIPMERTIER.,

o I&I: "M/ ET, HIgn
192.168.1.0/24,

created_at String o INBEIHAR: GUEERYE.
o UTCHITEIER: yyyy-MM-
ddTHH:mm:ss.S552,
updated_at String o INBEIHER: EFhAYIEL.
o UTCHYTEIEZN: yyyy-MM-
ddTHH:mm:ss.5552,
S VPRl
{

"access_policy": {
"id": "36f3f232-9204-4774-be20-84cc94da8535",
"name": "policy-001-update",
"user_group_id": "efb92c43-c2e9-44c0-b2e5-5b980f0ca90a",
"user_group_name": "FF£HA",
"description": "i/i@5kE&1-update”,
"dest_ip_cidrs": [
"192.168.12.0/24",
"192.168.1.0/24"
1,
"created_at": "2024-06-14T08:59:45.5987",

%
"request_id": "2e4cc58a4ea5fe69f62d6d8943b5f99b"
}
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N

EEMA2 RS,
4.2.4.5 & VPN 50 5E8E

ThREN 4R
HRIBVPNIE5EREID MBS E VIR 5E0E .
BATSE

15203 UEiEAAPI,

URI
DELETE /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/access-
policies/{policy_id}
X 4-391 2#45%BA
2R i) =Ry | Ek
ik
project_id String 2 IREID, aILAEIZRENIRE IDFREIRE
ID,
vpn_server_id | String = VPNARSEi%ID
policy_id String = AIEIZRAEID .
BKREE
o EkSH
To
o iEKEEA
DELETE https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/access-
policies/{policy_id}
IRALER
o THRIEH
IRENRZSRE S 204: MIBREIN .
RSB

BS A2 KL,

4.3 [RSF~HEO

SCASRRAS 01 (2025-11-13) WA © LR ABIRAE] 307



FEILE M4
AP &% 4 AP

4.3.1 VPN E&

4.3.1.1 HiFfcER

ThEEN4A
EIRHEPEVPNIRS FRIMSE KRR, SFEVPNMIKACER. XimMIXEET. VPN
ERRCE
BREE
52 WATEFRAPI,
URI
GET /v5/{project_id}/vpn/quotas
3 4-392 2KA
BR it =aY | %A
i%
project_id String 2 IREID, aILABIdIREERE IDFRENRE
ID,
IBKIHR
o BKSY
o
o IBFKIESI
GET https://{Endpoint}/v5/{project_id}/vpn/quotas
) A=)
o NS
IRENAZSHSA 200: TGN
= 4-393 IR Body 2#%%
B it A
quotas Quotas object | quotasif&,
request_id String BKID,
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£ 4-394 Quotas
=T it f#iA
resources Array of resourcesXysR .
Quotalnfo
objects
2& 4-395 Quotalnfo
=T St f#iA
type String o RGBS HRIEtypeldIEEIIEERTY
HYECER -
o EYEBHE:
- customer_gateway XtimRIX
- vpn_connection RAIRVPNIZESE
- vpn_gateway 1EMIERVPNRIK
- vpngw ZERRVPNRX .
- vpn ZBRRVPNIER: .
quota Integer A& LR .
used Integer SR
o IMRzAEAI
{
"quotas": {
"resources": [
{
"type": "customer_gateway",
"quota": 100,
"used": 13
%
{
"type": "vpn_connection",
"quota": 5000,
"used": 306
%
{
"type": "vpn_gateway",
"quota": 50,
"used": 23
}
]
by
"request_id": "9aeb7f73-e1b6-42eb-96ad-b68aef8186e3"
}
I NEE

iﬁ%)ﬂuA-z )Iklu\ﬁg )

4.3.2 VPN Fr&

MAERRAS 01 (2025-11-13)
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4.3.2.1 TmRFIRLHFIFIE

IhEEN 4R
RIS ERRIELAIFIE,
BRELE
52 WATEFAPI .
URI
POST /v5/{project_id}/{resource_type}/resource-instances/filter
K 4-396 2 E0<AA
B i) =25Y | %A
i%
project_id String = IREID, aILABIdIkEIRE IDZRERE
ID.
resource_type | String = o INEEHER: H|IRERY,
o BUEEE:
vpn-gateway: G AZVPNRIX,
customer-gateway: XJumRIx,
vpn-connection: VPNiE#Z,
p2c-vpn-gateways: ZRig \z=VPN
X o
7= 4-397 153K Query 2#51%
2 -t} =AY | R
i%
limit Integer B o INBEIHAR: BHICRE,
o EUEEE: 1-1000,
e FKIAME: 1000,
offset Integer & o INEEIRER: ES|{UE. MFEoffsetsk
HIEN T —REEFBES,
o EUETGHE: &/IMEAHO,
o BIME: O,
IBKHR

o IBRBY
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% 4-398 {5KkS%

BiR i 2EY | itk
i%
without_any | Boolean & o INBEIRER: ZFER NtrueltEiAFT
_tag BATGIRSHEIR, a8
“tags” FE . ZFEHfalsenE
FIEHZSHAT, ZREREX,
BREIFrERIRIIZ tags",
"matches"E&ATIE .
tags Array of Tag | & o INREIHBE: 17T,
objects o WER: RESES201.
matches Array of & o INEGIRER: ERFE, G&keyH
Match value, key SEMEHIFEZ,
objects resource_nameZs, value/gltEg
B9E. keyNEIEFHE.,
% 4-399 Tag
B il =AY | #EA
1%
key String = o IfgEiRER: IREAIRE,
o HUESEE: 1-1281M=F%,
values Array of = o INEEIRAR: FREMETIER. IR
String valueshH=FIZE, MFER
any_value, valueZ[E9akA9%
%,
o HUESEE: 0-2551=F7%F,
o R HRBEF201,
2% 4-400 Match
2R S =EY | A
1%
key String = o INgEEWBA: DLECAYRE.
o HYESEE: resource_name,
value String = o INASIHAR: PUHCHY(E.
o EUEEE: 0-2551Ff
I=REl

POST https://{Endpoint}/v5/{project_id}/{resource_type}/resource-instances/filter

N5k 01 (2025-11-13)
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APl &% 4 API
tags": [{
key": "key1
"values": [
"value1",
"value2"
1
3,
{
key": "key2
"values": [
"value1",
"value2"
1
}
1,
"matches": [{
"key": "resource_name",
"value": "resourcel"
3,
"without_any_tag": "false"
}
TALEE
o IRIES%L
IRENRZES A 200: EFiEKIN,.
2= 4-401 [ Body &#%I1%
2R il faR
resources Array of RENRIIZE,
Resource objects
total_count Integer SIEFEH.
2% 4-402 Resource
B i) fR
resource_id String =IEID,
resource_detail | object "FEFE. BTV E, ARz,
tags Array of ey,
ResourceTag
objects
resource_name | String ZRBZR
2% 4-403 ResourceTag
B ikl fR
key String s e
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B 281 fR
value String FREERYE

o IWRCAFAI
{

"resources": [{
"resource_id": "134f9fb1-demo-a8df-va86-2040a5c13325",
"resource_name": "resourcel"”,

3
"total_count": 1000
}

NG
ESMA.2 R,

4.3.2.2 BiFARLHIEE

TIREN 4R

RIS B ESC AR .
A7

B2 AT AERAPI
URI

POST /v5/{project_id}/{resource_type}/resource-instances/count

7 4-404 S5
B it =5Y | %A
i%
project_id String 2 IREID, aILABIdIkEIRE IDFRENRE
ID.
resource_type | String = o INEEHER: H|RERY,

o HUESEE:
vpn-gateway: ¥HERAZVPNRIX,

customer-gateway: XJumRIx,
vpn-connection: VPNi&E#E,

p2c-vpn-gateways: ZRig\z=VPN
X,
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IEXRHE

IBRESH

£ 4-405 {5Kks%

B il =AY | R
i
without_any | Boolean B o INEEIHER: iZFER AtrueRtEIEFT
_tag BAGIRSIRIR, W2
“tags” FE ., ZFEHfalsemiE
KIBRHZSHAT, ZREARERL,
BMREIFFE &RREIL tags",
"matches"E&HTTE .
tags Array of Tag | & o INEEIRER: FR&ETIE,
objects o WE: BEES204.
matches Array of B o INEEIRER: EHRFES, B5keyH
Match value, key HREILFEHIFER, N
objects resource_name%:, valuegJItHL
A9E. keyNEEFHE,
R 4-406 Tag
2R i =AY | R
yoi
key String = o IfgEiREE: IREAIE,
o EUESEE: 1-128)FFF.
values Array of = o INELIHER: InSHYBEYIE., TN
String valueshAZ5IZE, MFER
any_value, valueZ[EREkRYE
o EUESBHE: 0-2550FFF,
o JR: RBEF201,
2% 4-407 Match
BiR 3] 2/ | ik
i
key String = o INgEBA: DLECAYRE.
e EYESBHE: resource_name,
value String = o INASIHAR: PUHCHY(E.
o EVESEE: 0-2550F%F,
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o EREH

POST https://{Endpoint}/v5/{project_id}/{resource_type}/resource-instances/count
{

"tags": [{
"key": "key1",
"values": [
"value1",
"value2"

"values": [
"value1",
"value2"
1
}
1
"matches": [{
"key": "resource_name",
"value": "resourcel"
1,
"without_any_tag": "false"

}

WAGEHER
o OB
REPMAZSFD S 200: EiFREIN .

= 4-408 IR Body 2#5I%

E=4 i) 7%
total_count Integer SICRE

LI vz =27
{

"total_count": 1000
}

RS
BEBMA2 R0,

4.3.2.3 HERINZTRIFE
IHRENA
FIEEL AL E R IR .

AREE
ESAEAERAP,

SCASRRAS 01 (2025-11-13) WA © LR ABIRAE] 315



FEILE M4
APl &% 4 AP

URI
POST /v5/{project_id}/{resource_type}/{resource_id}/tags/create

& 4-409 =#45EA
B S =Ry | A
i%
project_id String = IREID, AJLABIIIRENIR E IDFREIRE
ID,
resource_type | String = o INEGIHER: &IESEAY,
o BUEEH:
vpn-gateway: IfmIAZVPNRIX
customer-gateway: IFuERIX,
vpn-connection: VPNi&E#E,
p2c-vpn-gateways: #Rig NZ=VPN
X,
resource_id String = HiIEID,
IBKRHR
o IERBH
= 4-410 i5RSH
E= St BEY | R
1%
tags Array of = o INEEWEA: 1RFIIER.
ResqurceTa o HTH: BRZEE0,
g objects
2% 4-411 ResourceTag
E=E it =AY | R
1%
key String = o INBEIHAR: IRSHIE.

o EVEBE: 1-1280FFF, ZFH
F. BYFE., . FEHFE.
5. =8, URUTFH: =
+-@,
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APl &% 4 AP|
B E- St =AW | it
i%
value String & o INEEWBEA: 1RFEAVE.
J HSME?E: 0-2551FFF, XIFH
¥ RYFE, F3, A,
. =18, LIRLITFER: =
+@,
o IEKIFAI
POST https://{Endpoint}/v5/{project_id}/{resource_type}/{resource_id}/tags/create
"tags": [{
"key": "key1",
value": "value1
1
}
ImEGEE
o IS
IREMAZAZ I 204: iRNNNARES AT
R

B2 A2 S8,

4.3.2.4 HEMFREERE

URI

JEESLHIHL EMPRIRE .

52 AMEE AP

POST /v5/{project_id}/{resource_type}/{resource_id}/tags/delete

*= 4-412 SHIHA
2R il BEY | R
%
project_id String 2 IREID, aILABId3kEIR B IDFKEURE
ID,
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BR i) G | ik

resource_type | String = o INEEIHER: &ESEHY,

o EUETHE:
vpn-gateway: s NZ=VPNRIX,

customer-gateway: Xt
vpn-connection: VPNiE#E,

p2c-vpn-gateways: #Rig AN Z=VPN
K

resource_id String = HIEID,
BKHR
o IERSH
= 4-41315REH
E=4 St =EEY | ik
yric
tags Array of = o INEEIRAR: IFBFIER,
ResqurceTa o #JE: BZIEE204,
g objects
& 4-414 ResourceTag
E= St =AY | R
1%
key String = o INACIHER: FRESAYEE,
o BUESEE: 1-1281FFF, M
F. HBNFHE, P wmFE.
i, =18, LURLITFER: =
+-@,
value String B o INBEIRER: IRSHIE,
o EVEBE: 0-2557FFF, XiFH
F. HBNFHE, P wmFE.
BB, =8, LUIRUTER: _=
+-@,

o BRI

DELETE https://{Endpoint}/v5/{project_id}/{resource_type}/{resource_id}/tags/delete
{

"tags": [{
key": "key1",
value": "valuel
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H

AGEHER
o OB
IREYASAD S 204: BIFSARESERIN o

N
ESMA2 RSB,

4.3.2.5 EfERIRE
IHRENA

ISR AINRSS S,
UE)zzmbrs

52 AeE FAPI,

URI
GET /v5/{project_id}/{resource_type}/{resource_id}/tags
+ 4-415 SHUKA
B it =AY |k
%
project_id String 2 IREID, aILAEISKENIRE IDIREVIRE
ID,
resource_type | String = o INEGIHER: &EEAY,
o EYEEHE:
vpn-gateway: G AZVPNRIX,
customer-gateway: XHimRIR
vpn-connection: VPNiEE,
p2c-vpn-gateways: ZRixgA\Z=VPN
X o
resource_id String = HIEID,
IBREE

o IBRBH
96 o
o EREH

GET https://{Endpoint}/v5/{project_id}/{resource_type}/{resource_id}/tags
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IALEE
o RS
IREIAZSES S 200: TGN
% 4-416 UL Body 2#3IFE
2R il R
tags Array of RIFIREIxR
ResourceTag
objects
& 4-417 ResourceTag
E=E it R
key String SR
value String FRERYE -
o IR
{
"tags":[
{
"key":"key1",
"value":"valuel"
}
1
}
KRG
B2 A2 K&,
4.3.2.6 HRBIRE
INEEN4A
HiaEPEIEERBEPIEERIRRE TRIFIBIRE
BRI
152 ILA{aAFAPI,
URI
GET /v5/{project_id}/{resource_type}/tags
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FEE FAMIES

APl &% 4 API
& 4-418 2k HA
B E-Sit) =RY | ik
i%
project_id String = IREID, AJLABITIRENIH IDIREIRE
ID,
resource_type | String = o INEEER: BJIEXEDY,
o HUESEE:
vpn-gateway: ¥R AZVPNRIX,
customer-gateway: XHimpRIRE
vpn-connection: VPNZE$E,
p2c-vpn-gateways: s A\Z=VPN
I
EXRIEE

N Rz S

o IBRSH
o

o EREH

GET https://{Endpoint}/v5/{project_id}/{resource_type}/tags

o IHRIBH

IREMAZIS A 200: @RI

% 4-419 QL Body 2#%I%&

B St fiA

tags Array of RIRIREIIxR
ResourceTag
objects

& 4-420 ResourceTag

R it A

key String s e

values Array of String | ¥r&EHIE.

LI )V =271
{

"tags":[
{

nkeyu:nkey-l u’
"values":["value1"]

MAERRAS 01 (2025-11-13)
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APl &% 4 AP
}
]
}
NG
1%%)I_IUA-2 )Ikll.a ﬁg o
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REHAE FAES
API & 5 NP

5 Rz 7=

5.1 =fl—: BIE=AZ VPN RX

e S T
AEDIESHAP@ITEBAPIESIFEILEE AN VPNRXE,
BUiRSR4
o BEIEVPC, EXiBESIEIZEVPC,
o BFEEMYIVPNRXFAENXIGER, FRIEXIGHERAAPIRIEndpoint,
o HIZ(EFEAToken NIES N FEROAIESEANAT, FEEIREVAHEF TokenH A BZE OIS
B “X-Auth-Token” E|NI$3#EOEKRIEESLH ., TokenmAIE, EMRIEIBESEIA
IFEENET .
(REETY:
BT IAMBRSZIRENZE A9 TokenE ZEA /9240, FBE(FERE—1Token&EMNAT, ATLASEE Token
ZF, BRmEER.
RS
% 5-1 Bl VPN MXiEKKiESH
S jizlilz] BYEG
vpc_id VPN X FmiZERZAIVPCRY cb4a631d-demo-a8df-va86-
ID. ca3fa348c36¢
local_subnets RimIES o 192.168.0.0/24,192.168.1.0/24
connect_subnet | VPNMXPR{EHEAIVPCHRY | f5741286-demo-a8df-
+MID, vaB86-2c82bd9ee114
eip1.id VPN®IFE(EFERISE—NEIPHY | cff40e5e-demo-a8df-
ID, va86-7366077bf097
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FEE FAMIES

APl &% 5 RzFA)
¥ Lzl EERESI
eip2.id VPNRIF{EFERYE —NEIPRY | d290f1ee-demo-a8df-va86-
ID, d701748f0851
BRIELR

1. BUERXEXVPCRIVPNRIZ,

a. &iX “POST https://{endpoint}/v5/{project_id}/vpn-gateways” ,
project_id AIREID,

b. fERequest Headerdri&fN “X-Auth-Token” .
c. fERequest BodyF{EANSEIUT
{

"vpn_gateway": {
"vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36¢",
"local_subnets": [
"192.168.0.0/24", "192.168.1.0/24"
1

"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"eip1 0o {

"id": "cff40e5e-demo-a8df-va86-7366077bf097"
}

"’eip2": {
"id": "d290f1ee-demo-a8df-va86-d701748f0851"
}
}
}

d. BEEBEKRMMNER.
" IERpLIOEY, MNMSEENT, idRtEVPNRIKAIID,
{

"vpn_gateway": {
"id": "620d99b8-demo-a8df-va86-200b868f2d7d",
"name": "vpngw-3caf",
"network_type": "public",
"attachment_type": "vpc",
"vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36c",
"local_subnets": ["192.168.0.0/24", "192.168.1.0/24"],
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 64512,
"access_vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36c",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"flavor": "Professional1",
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "0"
L
"request_id": "4a739f5c-edb7-4122-b31f-b77fb1b94857"
}

2. BAVPNRIEIFER,

a. &iX “GET https://{endpoint}/v5/{project_id}/vpn-gateways/{vgw_id}” ,
project_id AIREID,

b. fERequest Headerdi&fN “X-Auth-Token” .
c. BEEFEKRMNER.
" EKRAINAT, MNSEENT, idEtEVPNRXAIID,
{

"vpn_gateway": {
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"id": "620d99b8-demo-a8df-va86-200b868f2d7d",
"name": "vpngw-3caf",
"network_type": "public",
"status": "ACTIVE",
"attachment_type": "vpc",
"vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36c",
"local_subnets": [
"192.168.0.0/24", "192.168.1.0/24"
1
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"access_vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36c",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 64512,
"flavor": "Professional1",
"availability_zone_ids": [
"cn-south-1f", "cn-south-1e"
1
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "0",
"eip1™: {
"id": "cff40e5e-demo-a8df-va86-7366077bf097",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 8"
"charge_mode": "bandwidth",
"bandwidth_id": "593a1a79-demo-a8df-va86-64ec45fb23f6",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-1391"

I
"eip2": {
"id": "d290f1ee-demo-a8df-va86-d701748f0851",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 6"
"charge_mode": "bandwidth",
"bandwidth_id": "0abb9d55-demo-a8df-va86-b7500ac2a338",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-1392"
}

"created_at": "2025-06-15T08:56:09.386Z",
"updated_at": "2022-06-15T11:13:13.677Z"

L
"request_id": "d099a7dc-ea71-45a6-a75b-dccbfe17d438"
}

5.2 "B BUEEXTuwmR ST

Bria=

HIRRERG

AELIESHAFETIERBAPIKEIZETIHRIX .

HIB(FERETokenI MIES NFERGAIESNAT, FEIRENAHF TokenF7EE AZORHENN
“X-Auth-Token” EVEEIEKREELF , TokemAil, BEMIR{EESZIAEEI
B2,
(] ¥ 88

BT IAMARSSIREREIRI Token B XER24/\0F , FHEEMRE—NTokenZEANAT, AJLASE S Token
&7, BRMEEA.
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FEE FAMIES

APl &% 5 Rz Al
HIRES
%= 5-2 BIENTIRMIKIER KBS H
8% izl:] &I
name X iwmPI KB FR o stub-customer-gateway-
id-1
id_value xR KARIRIE - 10.12.13.21

BIFSR

1. BIEXuRMX

a.

&% “POST https://{endpoint}/v5/{project_id}/customer-gateways” ,
project_id AIRHID,

fERequest Headerdt&f0 “X-Auth-Token” .
fERequest BodyHEASEUI T .
{

"customer_gateway": {
"name": "cgw-3ebf",
"id_type": "ip",
"id_value": "10.*** *** 21"

}

}

BESKRIIMNLER.

" EKEINAY, MNSHNT, dEXimkIXAIID,
{
"customer_gateway": {
"id": "03c0aa3d-demo-a8df-va86-9d82473765d4",

"id_type": "ip",
"id_value": "10.***** 21",
"created_at": "2025-07-17T16:49:28.108+08:00",
"updated_at": "2025-07-17T16:49:28.108+08:00"
%
"request_id": "e55783ba-5cc8-40c1-ad81-12cce6f773d2"
}

2. EiFXuiwMXFS.

a.

&% “GET https://{endpoint}/v5/{project_id}/customer-gateways/
{customer_gateway_id}” , project_idSIREID,

fERequest Headerdt&f0 “X-Auth-Token” .

BESKRIIMLER.
" IBKRpLIOEY, MNSEANT, idEtERSimMXAYID,
{

"customer_gateway": {
"id": "03c0aa3d-demo-a8df-va86-9d82473765d4",

"id_type": "ip",

"id_value™: "10.** *** 21",

"created_at": "2025-07-17T16:49:28.108+08:00",
"updated_at": "2025-07-17T16:49:28.108+08:00"
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"request_id": "8cf476c4-c3d4-4516-bfbc-01e2473e549b"
}

5.3 ~fI=: Bl VPN NUER:

LE S
AEDIESHAF BT ERAPIREIZEVPNIUER
BUiRSR4
o ERIERVPNMX., BEEESNEIZEVPNRIX,
o BEEIENIRMX. BAiES eI iwmMX,
o HIR(EAToken NIEAXFTROIAESENAT, FEIRENAEF TokenHEEBZE OIS
N “X-Auth-Token” ENFEEOEKREELF, TokemAiE, BEIREBESEIA
IEEENET .
(1 %8B
BT IAMRSZIRENEIR Token B HE 924/ 8T, FE(FHRE—TokenEiAY, RIS
TokenEfr, BEEINEAMA.
RS
2 5-3 Gli2 VPN iIEEE K KBS
2% 4B BB 5
vgw_id VPNRJXID, 8030f6d6-demo-4d20-
a7f8-50a7a826e2f8
vgw_ip1 VPNRXEIP189ID, e4d7930f-demo-4cbf-b78a-
b004416c7485
vgw_ip2 VPNRJSZEIP289ID . 1fb97767-
demo-4d8b-83bb-6f878f662005
cgw_id SFumMIXID . 8916effb-
demo-42d8-83d7-4517567d3d26
peer_subnets XS+ o 192.168.44.0/24
psk mHE=%3A, abcd****
BMEER

1. EFXREXVPCEIVPNRIX, CIZFHSIMRIVAIVPNERE .

a. &iX “POST https://{endpoint}/v5/{project_id}/vpn-connections/batch-
create” , project_idAIREID,
b. fERequest Headerdi&fN “X-Auth-Token” .

c. TERequest BodyF{ENSEINT

SCASRRAS 01 (2025-11-13) WA © LR ABIRAE] 327



FEE LS

APl &% 5 R~
{
"vpn_connections": [
{
"vgw_ip": "e4d7930f-demo-4cbf-b78a-b004416c7485",
"cgw_id": "8916effb-demo-42d8-83d7-4517567d3d26",
"vgw_id": "8030f6d6-demo-4d20-a7f8-50a7a826e2f8",
"peer_subnets": [
"192.168.44.0/24"
1
"psk": "abcd****"
L
{
"vgw_ip": "1fb97767-demo-4d8b-83bb-6f878f662005",
"cgw_id": "8916effb-demo-42d8-83d7-4517567d3d26",
"vgw_id": "8030f6d6-demo-4d20-a7f8-50a7a826e2f8",
"peer_subnets": [
"192.168.44.0/24"
1
"psk": "abcd****"
}
1
}
d. BEEBEKRMNER.
= EKREINAY, MMNSEENT, idREVPNERRIID,
{
"vpn_connections": [
{
"id": "18be2aa1-demo-410f-832e-4d8ba13b4c5d",
"name": "vpn-22b6",
"vgw_id": "8030f6d6-demo-4d20-a7f8-50a7a826e2f8",
"vgw_ip": "e4d7930f-demo-4cbf-b78a-b004416c7485",
"style": "STATIC",
"cgw_id": "8916effb-demo-42d8-83d7-4517567d3d26",
"peer_subnets": [
"192.168.44.0/24"
1
"tunnel_local_address": "169.254.135.49/30",
"tunnel_peer_address": "169.254.135.50/30",
"enable_nga": false,
"policy_rules": [],
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "10.*** *** 128",
"peer_id_type": "ip",
"peer_id": "188.*** *** 189",
"dpd": {
"interval": 30,
"timeout": 15,
"msg": "seq-hash-notify"
}
h?
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
h?
"created_at": "2025-03-17T12:25:21.369Z",
"updated_at": "2025-03-17T12:25:21.369Z",
"enterprise_project_id": "0",
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"ha_role": "master",
"tags": [],
"policy_rules_v6": []

"id": "c7e617bd-877f-demo-8af0-44b5f8598116",
"name": "vpn-e41c",
"vgw_id": "8030f6d6-demo-4d20-a7f8-50a7a826e2f8",
"vgw_ip": "1fb97767-demo-4d8b-83bb-6f878f662005",
"style": "STATIC",
"cgw_id": "8916effb-demo-42d8-83d7-4517567d3d26",
"peer_subnets": [
"192.168.44.0/24"
1,
"tunnel_local_address": "169.254.73.253/30",
"tunnel_peer_address": "169.254.73.254/30",
"enable_nga": false,
"policy_rules": [],
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "215.*** *** 55",
"peer_id_type": "ip",
"peer_id": "188.x** *** 189",
"dpd": {
"interval": 30,
"timeout": 15,
"msg": "seq-hash-notify"
}
T
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
L
"created_at": "2025-03-17T12:25:21.678Z",
"updated_at": "2025-03-17T12:25:21.678Z",
"enterprise_project_id": "0",
"ha_role": "master",
"tags": [1,
"policy_rules_v6": []
}
1
"request_id": "a923f31456941e12c5fc9a663a6e630e"
}

2. EAVPNiEESEE,

a.

&% “GET https://{endpoint}/v5/{project_id}/vpn-connection/
{vpn_connection_id}” , project_id8IREID,

fERequest HeaderdEf0 “X-Auth-Token” .
BEIEKIMNER.

" IEKALIORY, MNSEUNT, idFiEVPNIEERIID,
{

"vpn_connection": {
"id": "98c5af8a-demo-a8df-va86-ae2280a6f4c3",
"name": "vpn-1655",
"status": "DOWN",
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0eb0Obde",
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}

{

}

"style": "STATIC",
"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": ["192.168.44.0/24"],
"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"enable_nga": false,
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm™: "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "10.*¥** *** 134",
"peer_id_type": "ip",
"peer_id": "88.****** 164",
"dpd": {
"timeout": 15,
"interval": 30,
"msg": "seg-hash-notify"
}
I
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
I
"created_at": "2025-06-26T13:41:34.626Z",
"updated_at": "2025-06-26T13:41:34.626Z",
"enterprise_project_id": "0",

request_id": "104c5608-b68b-462c-af17-ead2fb5cceed"

"vpn_connection": {

"id": "18be2aal1-demo-410f-832e-4d8ba13b4c5d",
"name": "vpn-22b6",
"status": "DOWN",
"vgw_id": "8030f6d6-demo-4d20-a7f8-50a7a826e2f8",
"vgw_ip": "e4d7930f-demo-4cbf-b78a-b004416c7485",
"style": "STATIC",
"cgw_id": "8916effb-demo-42d8-83d7-4517567d3d26",
"peer_subnets": [
"192.168.44.0/24"
1
"tunnel_local_address": "169.254.135.49/30",
"tunnel_peer_address": "169.254.135.50/30",
"enable_nga": false,
"policy_rules": [],
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "10.*¥** *** 128",
"peer_id_type": "ip",
"peer_id": "188.** *** 189",
"dpd": {
"interval": 30,
"timeout": 15,
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"msg": "seg-hash-notify"
}
U
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",

|||||

I
"created_at": "2025-03-17T12:25:21.369Z",
"updated_at": "2025-03-17T12:25:21.369Z",
"enterprise_project_id": "0",

"ha_role": "master",

"tags": [1,

"policy_rules_v6": [],

"eip_id": "e4d7930f-7038-4cbf-b78a-b004416c7485",
"type": "ROUTE",

L
"request_id": "62dc155a7353037f0a1ccc569016a3e9"
}

5.4 7~BIMY: €IE VPN &z

BEES
AETIESAPEIT A RAPISRAIVPNIEE IS .

HUESA{
o DEIRVPNIERE, BINESMAIRVPNER.
o HfEMATokenMEARFRIMELIETS, BERIAM TokenFHEERIEOIAIIE
B0 “X-Auth-Token” FISS#ERHELF . TokemAE, BAMRFIESEIA
IEEAETS .
(10 88

BITIAMBRSSIRENEIAY TokenBXIHA/924/\BF , FEERE—1 TokenZEANET, AILASEIS
Tokenf&fz, BEEINERA

HiEES

% 5-4 Bl VPN EZEREERKESH

2 2] BUEHEAI
vpn_connection_id VPNIEZSI=IINAIVPN | cae286f2-demo-a8df-
EEID, va86-e22416ca1220

BELT R
1. BUEBVPNIEIZISES,

a. &iX “POST https://{endpoint}/v5/{project_id}/connection-monitors” ,
project_id AIREID,
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b. fERequest Headerdri&f0 “X-Auth-Token” .

c. fERequest BodyR{EANSHEHUNT .
{

"connection_monitor": {
"vpn_connection_id": "cae286f2-demo-a8df-va86-e22416ca1220"
}
}

d. BEEBKRMMNESR.

" EKELTORY, MMNSEHINT, ideRVPNIEEEEAID,
{

"connection_monitor": {
"id": "76f64229-demo-a8df-va86-3907e2815b6d",
"vpn_connection_id": "cae286f2-demo-a8df-va86-e22416ca1220",
"type": "gateway",
"source_ip": "88.****** 60",
"destination_ip": "192.*** *** Q"
"proto_type": "icmp"
3
"request_id": "54af23d8-989e-445d-bb48-0a9da33d7f0f"
}

ERVPNEZERFR .

a. &iX “GET https://{endpoint}/v5/{project_id}/connection-monitors/
{connection_monitor_id}” , project_id9IREID,

b. fERequest Headerdi&N “X-Auth-Token” ,
c. BEEBEKRMNER.

" IEKRAKINEY, MNSEUNT, idEi2VPNIEEESERIID,
{

"connection_monitor": {
"id": "76f64229-demo-a8df-va86-3907e2815b6d",

"vpn_connection_id": "cae286f2-demo-a8df-va86-e22416ca1220",
"type": "gateway",
"source_ip": "88.****** 60",
"destination_ip": "192.*** ** Q",
"proto_type": "icmp"
%
"request_id": "72d05395-0637-4f93-9844-b4979e9d7bdc"
}

5.5 =R : GRS

Brin=

HURRER

EDIEE R EITIAEAPIEEIZEVPNIES ik

ErINBIEE FHIZL IR A ZVPNRX .

EEIERSERRSHWED HERSIHIED, #1552 WWESSLIERFI_LE
EBSSLIEE.

EEEfERAAPIFIEndpoint,

SHIERToken AMIES U FSROAIESINEY, FEIRENAF TokenFHERAZ RIS
A0 “X-Auth-Token” EISSEIBERIBELH . TokeniAilE, BIARIEIZSEIA
IEENET
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FEE FAMIES

APl &%& 5 RN
(MARY:
BT IAMBRSSFRENZ A TokenERHA24/\BF, EB(FFHE—"NTokensEiNAT, FLASEIEToken
Z£7F, BEeRZiRA,
HiEER

VPNARSS i3 PUFAIES U, RIJ9IERIALE. O<STAIE. IAMIAEROEXFRIAILE .

R 5-5 IEBIMES TR VPN IRSImIERIESE

B8Y 5iAH EEHH

p2¢_vgw_id BIEANEMEID, HFEE | 595210dc-7998-4ba3-
BUEERIMIXID . aeb9-516fbcf7853c

client_cidr EFimER 100.10.1.0/24

local_subnets RimERFIZ 192.168.0.0/24,192.168.1.0/24

server_certificat
e.id

IREZIHIEBID, ATIEPS
EIRIRSFRNEBID,

scs1717051012106

client_ca_certifi
cate.content

ZRFECAIFBRA,

& 5-6 OSIMIES B VPN IRSSImIERIHESH

8% pzkilz EEHG

p2c_vgw_id LI ANEMEID, IfSEE | dea8c4afb-be5c-4d50-be9a-
BUERRIMIKID . f9a5f3a9afc6

client_cidr EZFimEL 100.10.2.0/24

local_subnets RimMERFIZR o 192.168.0.0/24,192.168.1.0/24

server_certificat
e.id

REZIHIEBID, ATIEPS
ETRIRSFEIERID,

scs1717051012106

& 5-7 IAMIAESR B VPN RSB imiEREESE

e 5iAH EEHH

p2c_vgw_id LIKRANZZMXKID, HFSEE | dea8cdfb-be5c-4d50-beda-
BUEERIMIKID . f9a5f3a9afc6

client_cidr EZRiRMEL . 100.10.2.0/24

local_subnets RimERFIZ o 192.168.0.0/24,192.168.1.0/24

server_certificat
e.id

REZIFIFBID, I=IFBS
SRS HRUEBRID,

scs1717051012106

N5k 01 (2025-11-13)

WRIERE © HERRARBIRAT

333




FEE FAIES

APl &% 5 Rz Fpl
% 5-8 BXFBAIES U EUEE VPN RSB imiE R FHESH
2% pizkils BBl
p2c_vgw_id LI N=MXID, AfscE | dea8cafb-be5c-4d50-be9a-
BIEZEAIMXKID, f9a5f3a9afc6
client_cidr BRI 100.10.2.0/24
local_subnets | ZAiBMIERFIZR . 192.168.0.0/24,192.168.1.0/24
server_certificat | [RBIFEBID, RIEIEBS | scs1717051012106
e.id BIERSHANERID,
idp_name BMIRHREEIR. idp1
BRIELR

1. BIEVPNIRSS I .

a. &ix “POST https://{endpoint}/v5/{project_id}/p2c-vpn-gateways/
{p2c_vgw_id}/vpn-servers” , project_idAIREID, {p2c_vgw_id} A Iz

BYLRig AZ=VPNRIEID

b. fERequest Headerdri&fN “X-Auth-Token” .

c. fERequest BodyF{EASE,
IERBINESEANSHUT:
{

"vpn_server": {

"client_cidr": "100.10.1.0/24",
"local_subnets": [
"192.168.0.0/24",
"192.168.1.0/24"
1
"client_auth_type": "CERT",
"server_certificate": {
"id": "scs1717051012106"

h
"client_ca_certificates": [
{
"content" : "----- BEGIN CERTIFICATE-----
}

]

"ss|_options": {

"port": 443,
"encryption_algorithm": "AES-128-GCM",
"is_compressed": false

}
}
}
ONERTUEANSHAT:
{

"vpn_server": {

"client_cidr": "100.10.2.0/24",
"local_subnets": [
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"192.168.0.0/24",
"192.168.1.0/24"
1,
"client_auth_type": "LOCAL_PASSWORD",
"server_certificate": {
"id": "scs1717051012106"
1
"ssl_options": {
"protocol": "TCP",
"port": 443,
"encryption_algorithm": "AES-128-GCM",
"is_compressed": false
}
}
}

IAMINIER TUEANSEANT -

"vpn_server": {
"tunnel_protocol": "SSL",
"client_cidr": "100.10.2.0/24",
"local_subnets": [

"192.168.0.0/24",
"192.168.1.0/24"
1,
"client_auth_type": "IAM",
"server_certificate": {
"id": "scs1717051012106"
h
"ss|_options": {
"protocol": "TCP",
"port": 443,
"encryption_algorithm": "AES-128-GCM",
"is_compressed": false
}
}
}

BRFBAIESTUEANSEIN T
{

"vpn_server": {
"tunnel_protocol": "SSL",
"client_cidr": "100.10.2.0/24",
"local_subnets": [

"192.168.0.0/24",
"192.168.1.0/24"
1
"client_auth_type": "FEDERATED",
"idp_name":"idp1",
"server_certificate": {
"id": "scs1717051012106"

%,

"ss|_options": {

"protocol": "TCP",

"port": 443,

"encryption_algorithm": "AES-128-GCM",

"is_compressed": false

}
}
}

d. BEEBRMNER.

1BEREINAT, MRSEINT, idALIEAIVPNIRSSIHID
{
"vpn_server": {
"id": "0e325fb6-83b9-4004-a343-8b6fc714a5d9"
}

n

request_id": "bf23a5884def9be4576cff33e4dd78d5"
}
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2. EEAVPNIRSIE

&% “GET https://{endpoint}/v5/{project_id}/p2c-vpn-gateways/
{p2c_vgw_id}/vpn-servers” , project_idJ9IREID, {p2c_vgw_id}HELIZE
RILRIEANZ=VPNRIKID,

fERequest Headerd &0 “X-Auth-Token” ,

a.

BESKRIMNEER,
BRSZi%AYstatus}y “PENDING_CREATE” HBAIE{ESIZES, J9"ACTIVE"iHAB
ElEZR .

IEBINERIBRSS il N E55R )9 -

{

"vpn_servers": [

{

"id": "b26c9c74-5bb9-4df8-8b98-ecf2051e3482",
"p2c_vgw_id": "595210dc-7998-4ba3-aeb9-516fbcf7853c",
"client_cidr": "100.10.1.0/24",
"local_subnets": [
"192.168.0.0/24",
"192.168.1.0/24"
]I
"client_auth_type": "CERT",
"tunnel_protocol": "SSL",
"server_certificate": {
"id": "scs1717051012106",
"name": "test-05304",
"issuer": "C=CN,ST=beijing,L=haidian,O=lesaas,OU=root,CN=www.root.huawei.com",
"subject":

"C=CN,ST=beijing,L=haidian,O=server,OU=server,CN=www.server.huawei.com",

}
]I

"serial_number": "350612543125953290200975245211283057292471206725",
"expiration_time": "2024-06-29T06:39:46Z",
"signature_algorithm": "SHA256WITHRSA"
}I
"client_ca_certificates": [
{
"id": "7e971612-f720-4d31-88b5-fc6280b88e36",
"name": "ca-cert-123e",
"issuer": "C=CN,ST=JS,L=NJ,0=NYS,0U=N10,CN=test.huawei.com",
"subject": "C=CN,ST=JS,L=NJ,0=NYS,0U=N10,CN=testCA.huawei.com",
"serial_number": "1591942200161",
"expiration_time": "2033-11-06T11:39:14Z",
"signature_algorithm™: "SHA256WITHRSA",
"created_at": "2024-06-18T12:19:17.978Z",
"updated_at": "2024-06-18T12:19:17.978Z"
}
]I
"ss|_options": {
"protocol": "TCP",
"port": 443,
"encryption_algorithm": "AES-128-GCM",
"authentication_algorithm": "SHA256",
"is_compressed": false
}I
"status": "ACTIVE",
"created_at": "2024-06-18T12:19:17.978Z",
"updated_at": "2024-06-18T12:19:17.978Z"

"request_id": "68188a14243b1b54d0b45a82d9123b98"

}

A<STAIERIBRSS nl A 45 5R 9 -

{

"vpn_servers": [

{

"id": "0e325fb6-83b9-4004-a343-8b6fc714a5d9",
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"p2c_vgw_id": "dea8c4fb-be5c-4d50-be9a-f9a5f3a9afc6",
"client_cidr": "100.10.2.0/24",
"local_subnets": [
"192.168.0.0/24",
"192.168.1.0/24"
1
"client_auth_type": "LOCAL_PASSWORD",
"tunnel_protocol": "SSL",
"server_certificate": {
"id": "scs1717051012106",
"name": "test-05304",
"issuer": "C=CN,ST=beijing,L=haidian,O=lesaas,0OU=root,CN=www.root.huawei.com",
"subject":

"C=CN,ST=beijing,L=haidian,O=server,OU=server,CN=www.server.huawei.com",

]
}

}

"serial_number": "350612543125953290200975245211283057292471206725",
"expiration_time": "2024-06-29T06:39:46Z",
"signature_algorithm": "SHA256WITHRSA"
by
"client_ca_certificates": [],
"ssl_options": {
"protocol": "TCP",
"port": 443,
"encryption_algorithm": "AES-128-GCM",
"authentication_algorithm": "SHA256",
"is_compressed": false
By
"status": "ACTIVE",
"created_at": "2024-06-18T12:21:54.889Z",
"updated_at": "2024-06-18T12:21:54.889Z"

"request_id": "f8e64d41466085f06383dc59ffb28230"

IAMIAIERYBR S im IR 45 52 9 :

{

"vpn_servers": [

"id": "0e325fb6-83b9-4004-a343-8b6fc714a5d9",
"p2c_vgw_id": "dea8c4fb-be5c-4d50-be9a-f9a5f3a9afc6",
"client_cidr": "100.10.2.0/24",
"local_subnets": [
"192.168.0.0/24",
"192.168.1.0/24"
1
"client_auth_type": "IAM",
"tunnel_protocol": "SSL",
"server_certificate": {
"id": "scs1717051012106",
"name": "test-05304",
"issuer": "C=CN,ST=beijing,L=haidian,O=lesaas,OU=root,CN=www.root.huawei.com",
"subject":

"C=CN,ST=beijing,L=haidian,O=server,OU=server,CN=www.server.huawei.com",

"serial_number": "350612543125953290200975245211283057292471206725",
"expiration_time": "2024-06-29T06:39:46Z",
"signature_algorithm": "SHA256WITHRSA"
B
"client_ca_certificates": [],
"ssl_options": {
"protocol": "TCP",
"port": 443,
"encryption_algorithm": "AES-128-GCM",
"authentication_algorithm": "SHA256",
"is_compressed": false
B
"status": "ACTIVE",
"created_at": "2024-06-18T12:21:54.889Z",
"updated_at": "2024-06-18T12:21:54.889Z"
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"request_id": "f8e64d41466085f06383dc59ffb28230"
}
EXFBIAIERIBR SSimNa R 5 R -
{
"vpn_servers": [

{
"id": "0e325fb6-83b9-4004-a343-8b6fc714a5d9",

"p2c_vgw_id": "dea8c4fb-be5c-4d50-be9a-f9a5f3a9afc6",
"client_cidr": "100.10.2.0/24",
"local_subnets": [
"192.168.0.0/24",
"192.168.1.0/24"
1
"client_auth_type": "FEDERATED",
"tunnel_protocol": "SSL",
"server_certificate": {
"id": "scs1717051012106",
"name": "test-05304",
"issuer": "C=CN,ST=beijing,L=haidian,O=lesaas,OU=root,CN=www.root.huawei.com",
"subject":
"C=CN,ST=beijing,L=haidian,0=server,0U=server,CN=www.server.huawei.com",
"serial_number": "350612543125953290200975245211283057292471206725",
"expiration_time": "2024-06-29T06:39:46Z",
"signature_algorithm": "SHA256WITHRSA"
b
"client_ca_certificates": [],
"ss|_options": {
"protocol": "TCP",
"port": 443,
"encryption_algorithm": "AES-128-GCM",
"authentication_algorithm": "SHA256",
"is_compressed": false
b
"idp_name": "idp1",
"status": "ACTIVE",
"created_at": "2024-06-18T12:21:54.8897",
"updated_at": "2024-06-18T12:21:54.889Z"
}
1,
"request_id": "f8e64d41466085f06383dc59ffb28230"
}

5.6 ~Pl7<: BIZERFFIREFA

Brn=s

AR

AEDIEE AP EITARAPISESIFEVPNEFFIEFA.

ELIZLIRATVPNIIX .

EEIEVPNIRSIR, BIRFHAVAMELSXAOSIAE, BEFRSIEIRERS .
EEEfERAAPIFIEndpoint,

JE(ERTokemAIE A NSERIAIESSARAS, FREIRENFF TokenFHHEiAAEZ OIS

i0 “X-Auth-Token” EISSHEIBERIBELH . TokeniAilE, BIFRIEIESEIA
IEENET
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(1] %88
BT IAMBRSSIRENE A Token & 3HA 924/ \BF, EE(EAR—TokendSiNET, ATLAKEIE
TokenfE?x, BHEAINZREMA.
BFPHIBEFPEBXAPIBTERERE, BEREE—RITEFASRER, NEELISHTE

MERMERFSERFERE, et NAZNEBHBANITER, RE#ER:
VPN.0030, The system is busy, please try later. EEZF—RBITEEEXER.

iR ER
3 5-9 SIEHAFEIERXESH
¥ 15488 BYE5
vpn_server_id VPNARSS%ID 0e325fb6-83b9-4004-
a343-8b6fc714a5d9
= 5-10 IZRAPIERXESH
2 548 B{EHHI
vpn_server_id VPNRSSR%ID 0e325fb6-83b9-4004-
a343-8b6fc714a5d9
RMET TR

1. tIZRF4A

a. &iX “POST https://{endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-
servers/{vpn_server_id}/groups” , project_id9IREID, {vpn_server_id}J9
BEeIEEAIVPNIRSIFID

b. 7ERequest Headerdi&N “X-Auth-Token” ,
c. fERequest BodyF{EANSE,
{

"user_group": {

}
}

d. BEEBRMNER.
" IEKREINRY, MNSEHAT, idAelEZRIBFEID
{

"user_group": {
"id": "7625fd92-2e20-4e4d-8c56-66f110fbfaa8"

%,
"request_id": "94d271493e144135423e7377e40127cf"
}

2. EWAPE

a. &iX “GET https://{endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-
servers/{vpn_server_id}/groups/{group_id}” , project_id8IREID,
{group_id} I ESIZERIFFID,
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b.
C.

fERequest Headerd1Ef0 “X-Auth-Token” .
BEIEKIMNER.
{

"user_group": {
"id": "7625fd92-2e20-4e4d-8c56-66f110fbfaa8",
"name": "user-group1",
"description": "FIFZE1",
"type": "Custom",
"user_number": 0,
"created_at": "2024-06-17T09:48:27.548Z",

%
"request_id": "6735d32bb3e35e9154cabaldbc6c2dc6"”
}

3. glEARF

a.

&i%x “POST https://{endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-
servers/{vpn_server_id}/users” , project_id AIREID, {vpn_server_id}AE
EIEEAIVPNRRSSI®ID o

fERequest HeaderdiEf0 “X-Auth-Token”

#ERequest BodyF{ENSHL,
{

"name": "user001",

"password": "Qwerasdf",

"description": "FAF1",

"user_group_id": "7625fd92-2e20-4e4d-8c56-66f110fbfaa8"

}

BEBEKINER

" IEKREINAT, WNSHAT, id9elERIABFID
{

"user": {
"id": "41ad472e-d3e4-482b-8f00-7b2c1bfc4b7d"
}

"’request_id": "b19ba5a0be8f7b7f664b14596f8f35db"
}

4. HFAF

a.

b.
C.

&% “GET https://{endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-
servers/{vpn_server_id}/users/{user_id}” , project_id8IRAID.,
{vpn_server_id}IE8IFEAIVPNEESZixID . {user_id}NEBIFZEAIFEFID,

fERequest HeaderdEf0 “X-Auth-Token” .
BEIEKIMNER.
{

"user": {
"id": "41ad472e-d3e4-482b-8f00-7b2c1bfc4b7d",
"name": "user001",
"description": "FBF1",
"user_group_id": "7625fd92-2e20-4e4d-8c56-66f110fbfaa8",
"user_group_name": "user-group1",
"created_at": "2024-06-17T06:53:46.302Z",

I
"request_id": "926a0edb3bf432943e2399b700173add"

}
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5.7 ~™BIt: eIEiniaIsRRs

BR{EZS
AETIESHFEIEBAPIEREIZIG DR .
BIiRSR(Y
o CERIEZIKATVPNIX,
o BEEIEVPNIRS IR, BIRSIHAGAES N AOSIALE, BRSEIERS R
o IBEBIHEIEMBAPIRYENdpoint,
o HIE{ERATokenNEAXFTROIAEENEY, FTEIREVHF TokenHE A AEORTIS
B0 “X-Auth-Token” ENI$3#EOERIEESLH ., TokemAIE, EMRIEIBESEIA
IS ET .
(MEELY::
BITIAMBRSZSRENZIRI TokenE A 24/ \0Y , EE(FRE—MokenSEANAT, AILISEIS
TokenE{zF, BEINEZEAMA,
BIIRBXAPIBTRERZ, BEEEE—RITEFSLIRERY, NRIELLIEATERE
REIBIORES, TEESHIMARAREBHEARITIEIR, IREIfEIR: VPN.0030, The system is
busy, please try later. EEEF—RATEIEEXEAR.
HiRES
% 5-11 SERBORISIE RS
¥ 5488 EVEHBGI
vpn_server_id VPNRSZim%ID 0e325fb6-83b9-4004-
a343-8b6fc714a5d9
user_group_id | FHF4EID 7625fd92-2e20-4e4d-8c56-6611
0fbfaa8
BREL R
1. GRS
a. &ix “POST https://{endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-
servers/{vpn_server_id}/access-policies” , project_id8IREID,
{vpn_server_id} A E BIFEAIVPNARSSI®ID -
b. fERequest Headerdi&fN “X-Auth-Token” .
C.

fERequest BodyH{EANSE,
{

"access_policy": {
"name": "policy-001",
"user_group_id": "7625fd92-2e20-4e4d-8c56-66f110fbfaa8",
"description": "I5iT5RAZ1",
"dest_ip_cidrs": [
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"172.16.0.0/24",
"172.16.1.0/24"
]
}
}

d. BEEBKRMNER.
" IEKRpLIORY, MNSEUNT, idALIZRIAFEID
{

"access_policy": {
"id": "4f746482-a575-4e1f-9e80-5f6f69ff8588"

L
"request_id": "1663cd8cacbb3497ebc88877e5a3ad89"
}

2. EEHITKRE
a. &iX “GET https://{endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-
servers/{vpn_server_id}/access-policies/{policy_id}” , project_idF9IRE
ID, {vpn_server_id}AEBIZEHIVPNIRSSIRID . {policy_id}IEIFEAYIHITIEE
B&ID,

b. fERequest Headerdri&fN “X-Auth-Token” .
c. BEEBKRMNER.
{

"access_policy": {
"id": "4f746482-a575-4e1f-9e80-5f6f69ff8588",
"name": "policy-001",
"user_group_id": "7625fd92-2e20-4e4d-8c56-66f110fbfaa8",
"user_group_name": "user-group1",
"description": "5 5RAE1",
"dest_ip_cidrs": [
"172.16.0.0/24",
"172.16.1.0/24"
1,
"created_at": "2024-06-17T13:32:19.572",

b
"request_id": "85657002f01c35576606003cc36114ab"
}
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6 I PRFIFRANIRN

6.1 BRI AR

SZIFHIRARIN

MREEEXEFABRIVPNEFRHTRHENNIRERE, EalLUERZ—SMHIAER
£ (Identity and Access Management, fSFRIAM ) , MREAKS DLEZREH BT
B3R, FRZCEMIZAMAR, SILBEAET, FAEIEERVPNIRSHE
AV

BANBRT, FENAMBRREEUNR, BEEEENABRE, FERPAER
FRESEA®, FaeERPEPRIBFRISHENAIR, X—IEMIIRN. &RIX
&, BRHALETEARRYZIRSHITERE.

PPREIERINASHIERE, DHBREHREE. AELURSHNE, RIAMRAEAL
—HPiRIER P A9 TAFERAEE XA BRAVFEALZ RS o SRESLAAPIZ O IR EH TR
oy, RINENEHE, AILUWSIHEIRNMEE. SRMEG, sEBHER I REN
HHIZEEEER,

(mEgL

INRIEE Ao 252 FEAMEORNRIERIR, 15ER%S.
WSEEREZEOERNE, MNREARAKS TIIAMBR&ZRAPISKETS, iZIAMA
P RBE & RRZEOREZENNIR, BN, APIEREEREW . SMEOREZEIN
IR, S MEORMMAMSIITEXIN, RBEALIERKIHEP IS SRR R AT
g, ZAPARERINERIZEO . fltn, AREERZEOKEEVPN MX5IE, BE

AIXNAMBPIRIS RIS R RE S 7F “vpnivpnGateways:list” BIEIIR, %
BOZ8EEMMRI.

RIEEERARBIBEINRE, IREARBAHTENER, EERALUGIES
EMEREE, FBITERFARTBE X RERHTHRMRINEES . RESSIFIRME
SAPIERIR, FRINIRYIZRABINT :

o PR: AIFEIEBEIURF.

o  XJWAPHEO: RESSEFRERAIAPHED

o NN REEHZIFAIAction, FEEEMRIEFHIACtiondPENZIIN, BJLASE
HREAR IS N AYEN PRI BE
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REHAE R4S
APl &% 6 I PRFNFZAIN

e IAMIKH (Project)/{®MLITE (Enterprise Project): BEMNRIRHISSCEE, SF
IAMIRBE SRR . FECCEMNRRNSZIFIAMIMBFEWINE, FRaREHENIT
SIMAYBREM KRS, ATLATEIAMANE ESIERNN RS Le B ERINHER. 1
RIHFIAMIRE ,, A5 EWIRE, RNNEEEIAMAPEREPAENFER, W
RERWEEPEN, WizBENREARER.

VPNRISZ 5 B E X RIS RN T :

[ =61 ] VPNRIK, EE&VPN MFEEOXIMAVENIR, WeElFEVPNRX. EifVPNK
¥*. EEVPNRXFIZE . FHVPNRIE. HIBRVPNRIXEEREO,

(0 %8R
VT RTIESE, X RRERZSS

6.2 it A= VPN S IR5IFE
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6.2.1 VPN (<

PR

STRZAPIE

IR
(Action)

HREREIHRAR TR

IAM | £2)PIR
InH | B
(Proj | (Enter
ect) | prise
Projec

t)

ellF<S
VPN

POST /v5/
{project_id}/vpn-
gateways

vpn:vpnGat
eways:creat
e

e er:instances:lis
t

e erinstances.g
et

e vpcvpcs:list
e vpcvpcs:get

e vpcisubnets:ge
t

e vpc:subnets:lis
t

e vpc:subnets:cr
eate

e vpc:subnets:de
lete

e vpc:subNetwo
rkinterfaces:u
pdate

e vpc:publiclps:c
reate

e vpc:publiclps:d
elete

e vpc:publiclps:u
pdate

e vpc:publiclps:g
et

e vpc:publiclps:li
st

e vpc:ports:.creat
e

e vpc:quotas:list

e vpc:bandwidt
hs:list

e vpc:ports:get

e vpc:ports:delet
e

v v
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PR

STRZAPHEC

EIR
( Action)

AR HRAR

IAM | £2MVIR
B | B
(Proj | (Enter
ect) | prise
Projec

t)

vpc:routeTable
s:update

vpc:routeTable
s:iget

vpc:bandwidt
hs:get

=4
VPN

GET /v5/
{project_id}/vpn-
gateways/{vgw_id}

vpn:vpnGat
eways:get

vpc:publiclps:g
et

vpc:publiclps:li
st

vpc:bandwidt
hs:list

er:iinstances:lis
t

er:instances:g
et

vpc:vpces:list
vpcvpcs:.get

vpc:subnets:ge
t

vpc:subnets:lis
t
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AR X RZAPIHEC =R AE RIS AR T IAM | VIR
( Action) mB | 8
(Proj | (Enter
ect) | prise
Projec
t)
&#if GET /v5/ vpn:vpnGat vpcpubliclps:g | v x
VPN | {project_id}/vpn- eways:list et
XK3UZ | gateways vpc:publiclps:li
st
vpc:bandwidt
hs:list
er:instances:lis
t
er:instances:g
et
vpc:vpces:list
vpc:vpcs:get
vpc:isubnets:ge
t
vpc:subnets:lis
t
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PR

STRZAPHEC

EIR
( Action)

AR HRAR

IAM | £2MVIR
B | B
(Proj | (Enter
ect) | prise
Projec

t)

B
VPNRY

PUT /v5/
{project_id}/vpn-
gateways/{vgw_id}

vpn:vpnGat
eways:upda
te

er:iinstances:lis
t

er:instances:g
et

vpcvpces:list
vpcvpcs:get

vpc:subnets:ge
t

vpc:subnets:lis
t

vpc:isubnets:de
lete

vpc:subNetwo
rkinterfaces:u
pdate
vpc:publiclps:d
elete
vpc:publiclps:u
pdate
vpc:publiclps:g
et
vpc:publiclps:li
st
vpc:bandwidt
hs:list
vpc:ports:get
vpcrouteTable
s:update

vpcrouteTable
s:get

v v
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FEILE M4
AP &%

6 AXPRFAIZANIR

PR

XIRZAPIE]

EIR
( Action)

AR HRAR

IAM
InH
(Proj
ect)

TELIR
=|
(Enter
prise
Projec

t)

i3
VPNRY

DELETE /v5/
{project_id}/vpn-
gateways/{vgw_id}

vpn:vpnGat
eways:delet
e

e er:instances:lis
t

e er:instances:g
et

e vpcvpcs:list
e vpcvpcs:get

e vpcisubnets:ge
t

e vpc:subnets:de
lete

e vpc:subNetwo
rkinterfaces:u
pdate

e vpc:publiclps:d
elete

e vpc:publiclps:u
pdate

e vpc:publiclps:g
et

e vpc:publiclps:li
st

e vpcbandwidt
hs:list

e vpc:ports:get

e vpc:ports:delet
e

e vpcirouteTable
s:update

e vpcrouteTable
s:get

v

i

VPNRY
XA
X (V5)

GET /v5/
{project_id}/vpn-
gateways/
availability-zones

vpn:vpnGat
ewayAvaila
bilityZone:li
st
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FEE FAMIES

APl &% 6 I PRFNFANIN
BURE X RIAPHE IR KBARIHA IS IAM | fRAVIR
( Action) g | B
(Proj | (Enter
ect) | prise
Projec
t)
&if GET v5.1/ vpnivpnGat | - v X
VPN | {project_id}/vpn- ewayAvaila
X0 | gateways/ bilityZone:li
X availability-zones | st
(V5.1)
=3 POST /v5/ vpn:vpnGat | - v v
VPN | {project_id}/vpn- eways:impo
XiEH | gateways/ rtCertificate
{vgw_id}/
certificate
&if GET /v5/ vpn:vpnGat | - v v
VPN® | {project_id}/vpn- | eways:getCe
XiEH | gateways/ rtificate
{vgw_id}/
certificate
B PUT /v5/ vpn:vpnGat | - v v
VPN® | {project_id}/vpn- | eways:upda
XiEH | gateways/ teCertificate
{vgw_id}/
certificate/
{certificate_id}
& GET /v5/ vpnivpnGat | - v v
VPN | {project_id}/vpn- eways:getR
XHI9EE | gateways/ outingTable
BxE {vgw_id}/routing-
table
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REHAE P4
APl &% 6 I PRFNFZAIN

AR X RZAPIHEC IR AE RIS AR T IAM | VIR
( Action) g | B
(Proj | (Enter
ect) | prise
Projec

t)

TEIE | POST /v5/ vpnivpnGat | e eriinstances:lis | v v
ZF=VPN | {project_id}/vpn- eways:upda t
MK | gateways/ tePostpaidS
15 {vgw_id}/update- pecification
specification

e er:instances:g
et

e vpcvpcs:list
e vpcvpcs:get

e vpcisubnets:ge
t

e vpc:subnets:lis
t

e vpcsubnets:.de
lete

e vpc:subNetwo
rkinterfaces:u
pdate

e vpc:publiclps:d
elete

e vpc:publiclps:u
pdate

e vpc:publiclps:g
et

e vpc:publiclps:li
st

e vpcbandwidt
hs:list

e vpc:ports:ge
e vpcirouteTable
s:update

e vpcrouteTable
s:get

Fekud | POST /v5/ vpn:vpnGat | - v v
BmAZ= | {project_id}/vpn- | eways:upgr
VPN | gateways/ ade

x {vpn_gateway_id}/
upgrade
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AP| &3 6 I PRFNFZAIN
BURE X RIAPHE IR KBARIHA IS IAM | fRAVIR
( Action) g | B
(Proj | (Enter
ect) | prise
Projec
t)
&L | GET /v5/ vpn:vpnGat | - x
=AZ= | {project_id}/vpn- eways:listRe
VPN | gateways/jobs sourceJobs
X155
SlIES
fip&us | DELETE /v5/ vpnivpnGat | - x
=AZ= | {project_id}/vpn- eways:delet
VPN | gateways/jobs/ eResourcelo
XL | {job_id} bs
6.2.2 XHUmIX
BER | XRIAPHED =R ARIAYRAIR IAM | 1)k
( Action ) B | B
(pr| (E
ojec | nter
t) pris
e
Proj
ect
)
RUEENT | POST /v5/{project_id}/ | vpn:custom | - v x
imMIE | customer-gateways erGateways
:Create
HiFXS | GET /v5/{project_id}/ vpn:custom | - v X
iwmME | customer-gateways/ erGateways
#15 {customer_gateway_id} | :get
ETEX | GET /v5/{project_id}/ vpn:custom | - v X
imME | customer-gateways erGateways
SIS :list
E#¥S | PUT /v5/{project_id}/ vpn:.custom | - v X
imME | customer-gateways/ erGateways
{customer_gateway_id} | :update
B&%d | DELETE /v5/ vpn:custom | - v x
w3 | {project_id}/customer- | erGateways
gateways/ :delete
{customer_gateway_id}
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APlI &% 6 P PRFOFEANIN
6.2.3 VPN &E
R JTRZAPHE] IR PRI IAM | &
( Action) g | A
(Pr|Ig
ojec | H
t) (E
nte
rpri
se
Proj
ect
)
ellfES POST /v5/{project_id}/ | vpn:vpnCon ces:metricDat | v v
VPNE | vpn-connection nections:cre a:list
vl
= ate ces:currentRe
gionSupporte
dMetrics:list
vpc:vpcs:list
vpc:vpcs:get
vpc:subnets:g
et
vpc:subnets:li
st
vpc:subNetw
orkinterfaces:
update
vpc:publiclps:
get
vpc:publiclps:
list
vpc:bandwidt
hs:list
vpc:ports:get
vpc:routeTabl
es:update
vpcrouteTabl
es:.get
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FEILE M4
AP &%

6 AXPRFAOZANIN

PR

EIm
( Action)

XIMAPIE

RERIE AR

IAM | &
mB | Ak
(Pr| IR
ojec | H
t) (E

&#if
VPNIE
1Z5%

GET /v5/{project_id}/
vpn-connection

vpn:vpnCon
nections:list

vpc:publiclps:
get

vpc:publiclps:
list

vpc:bandwidt
hs:list

er:instances:li
st

er:iinstances:g
et

vpc.vpcs:list
vpc:vpcs:.get

vpc:subnets:g
et

vpc:subnets:li
st

i
VPNZE
EiFB

GET /v5/{project_id}/
vpn-connection/
{vpn_connection_id}

vpn:vpnCon
nections:get

vpc:publiclps:
get

vpc:publiclps:
list

vpc:bandwidt
hs:list

er:instances:li
st

er:iinstances:g
et

vpcvpces:list
vpc:vpes:get

vpc:subnets:g
et

vpc:subnets:li
st
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FEE AL

APl &% 6 PPRFIIZANIR
BUR | XIRZAPIEN IR HRRRATHZAN IR IAM | &
(Action) e | W
(Pr| IR
ojec | H
t) (E
nte
rpri
se
Proj
ect
)
EET?EE PUT /v5/{project_id}/ vpn:vpnCon vpcvpesilist | v v
VPNiZE | vpn-connection/ nections:up . .
223 {vpn_connection_id} date vpCvpcsiget

vpc:subnets:g
et

vpc:subnets:li
st

vpc:subNetw

orklInterfaces:

update

vpc:publiclps:
get

vpc:publiclps:
list

vpc:bandwidt
hs:list

vpc:ports:get

vpcrouteTabl
es:update

vpcrouteTabl
es:get
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APl &% 6 PPRFIIZANIR
BER | XRZAPIEO IR HRRRATHZAN IR IAM | &
( Action) e | A
(Pr| IR
ojec | H
t) (E
nte
rpri
se
Proj
ect
)
il DELETE /v5/ vpn:vpnCon ces:metricDat | v v
VPNiE | {project_id}/vpn- nections:del a:list
223 connection/ ete

{vpn_connection_id}

ces.currentRe
gionSupporte
dMetrics:list

vpc.vpcs:list
vpc.vpcs:get

vpc:subnets:g
et

vpc:subNetw
orkinterfaces:
update
vpc:publiclps:
get
vpc:publiclps:
list
vpc:bandwidt
hs:list
vpc:ports:get
vpcrouteTabl
es:update

vpcrouteTabl
es:get
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FEE FAMIES

APl &% 6 PPRFIIZANIR
BUR | XIRZAPIEN IR HRRRATHZAN IR IAM | &
(Action) e | W
(Pr|Im
ojec | H
t) (E
nte
rpri
se
Proj
ect
)
#tE26 | POST /v5/{project_id}/ | vpn:vpnCon ces:metricDat | v v
VPN | vpn-connections/batch- | nections:bat a:list
1ERE create chCreate ces-currentRe
gionSupporte
dMetrics:list
vpc.vpcs:list
vpc:vpcs:get
vpc:subnets:g
et
vpc:subnets:li
st
vpc:subNetw
orkinterfaces:
update
vpc:publiclps:
get
vpc:publiclps:
list
vpc:bandwidt
hs:list
vpc:ports:get
vpcrouteTabl
es:update
vpc:routeTabl
es:get
=i GET /v5/{project_id}/ vpn:vpnCon v v
VPNiZE | vpn-connection/ nections:get
#HE | {vpn_connection_id}/log | Log
E=1 POST /v5/{project_id}/ | vpn:vpnCon v v
VPNIE | vpn-connection/ nections:res
£ {vpn_connection_id}/ et
reset
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FEE FAMIES

AP| & 6 I PRFNFZAIN
6.2.4 VPN EREEKSiz
R TRZAPHEL IR KRRV IAM | &
(Action) mB |k
(Pr | IR
ojec | H
t) (E
nte
rpri
se
Pro
ject
)
tlIgiE | POST /v5/{project_id}/ | vpn:connect | - v v
$ZI5#E | connection-monitors ionMonitors
:Create
BEifiE | GET /v5/{project_id}/ vpn:connect | - v X
ZI532 | connection-monitors ionMonitors
IES :list
fI&ZE | DELETE /v5/ vpn:connect | - v i
#EI84s  | {project_id}/connection- | ionMonitors
monitors/ :delete
{connection_monitor_id
}
& | GET /v5/{project_id}/ vpn:connect | - v v
#2541 | connection-monitors/ ionMonitors
{connection_monitor_id | :get
}
6.3 &g A\ = VPN 1ZNIR53E
SCASRRA 01 (2025-11-13) IRITE © ERBABIRAD 358




FEE AL

AP| &% 6 PPRFIIZANIR
6.3.1 VPN [k
BUR XIRZAPIEE] AT BRI RZARTN IAM | IR
( Action) mB |H
(Proj | (Enter
ect) | prise
Projec
t)
TweeE | - vpn:p2cVpn | e vpn:system:list | v X
[EJHRZZ Gateway:su AvailabilityZo
BN bscribe nes
\;GPNW e vpcvpcs:list
e vpcisubnets:ge
t
e vpc:bandwidt
hs:list
e vpc:publiclps:c
reate
e vpc:publiclps:d
elete
e vpc:publiclps:u
pdate
e vpc:publiclps:li
st
e vpc:quotas:list
TEEL |- vpn:p2cVpn | - y x
JEHA Gateway:up
VPN dateSpecific
FHE ation
B | PUT /v5/ vpn:p2cVpn | e vpc:publiclps:c | v x
WA= | {project_id}/p2c- Gateway:up reate
VPN | vpn-gateways/ date o VDC e
. pc:publiclps:d
x {p2c_vgw_id} elete
e vpc:publiclps:u
pdate
e vpc:publiclps:g
et
e vpc:publiclps:li
st
e vpcbandwidt
hs:list
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FEE FAMIES

APl &% 6 I PRFNEHANIN
PSR XTRIAPIEN AT BRI IR IAM | VIR
(Action) ImH | H
(Proj | (Enter
ect) | prise
Projec
t)
Hig®& | GET /v5/ vpn:p2cVpn | vpc:publiclps:get | v x
igAZ= | {project_id}/p2c- Gateway:ge
VPN | vpn-gateways/ t
XiFE | {p2c_vgw_id}
HifE | GET /v5/ vpn:p2cVpn | vpc:publiclps:get | v x
WA= | {project_id}/p2c- Gateway:list
VPN | vpn-gateways
SIS
BHiFL | GET /v5/ vpn:p2cVpn | - i x
igANz= | {project_id}/p2c- Gateway:list
VPNIE | vpn-gateways/ Connections
®=51%& | {p2c_vgw_id}/
connections
W POST /v5/ vpn:p2cVpn | - i X
pP2C {project_id}/p2c- Gateway:dis
VPN | vpn-gateways/ connectCon
XiERE | {p2c_vgw_id}/ nection
connections/
{connection_id}/
disconnect
FiR#E | POST /Vv5/ vpn:p2cVpn | - i x
igA\z= | {project_id}/p2c- Gateway:up
VPN | vpn-gateways/ grade
x {vpn_gateway_id}/
upgrade
HiFL | GET /v5/ vpn:p2cVpn | - v x
igA\z= | {project_id}/p2c- Gateway:list
VPN | vpn-gateways/jobs | Resourcelob
X155 s
SIS
fIp&eE | DELETE /v5/ vpn:p2cVpn | - v X
wAZ= | {project_id}/p2c- Gateway:del
VPN | vpn-gateways/ eteResource
*{E55 | jobs/{job_id} Jobs
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REHAE P4
APl &% 6 I PRFNFZAIN

6.3.2 fEBim

PR XIRIAPIE BRam HRERAO AT IAM | &&
( Action) mBg | A
(Pr [ IR
ojec | H
t) (

BE# | POST /v5/{project_id}/ vpn:p2cVpn | e scm:cert:get |V X
IWAZ | p2c-vpn-gateways/ Gateway:cr
VPNAR | {p2c_vgw_id}/vpn-servers | eateServer
s e scm:cert:dow
nload

e scm:cert:list

e vpc:publiclps:
get

e vpcrouteTabl
es:update

e vpcisubnets:g
et

e vpc:quotas:lis
t

e iam:identityP
roviders:getl
dentityProvid
er

e iam:identityP
roviders:listPr
otocols

e iam:identityP
roviders:listld

entityProvide
rs
&if— | GET /v5/{project_id}/p2¢c- | vpn:p2cVpn | - v X
TX | vpn-gateways/ Gateway:lis
TBEYAR | {p2c_vgw_id}/vpn-servers | tServers
Sk
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AP| & 6 I PRFIFZAIN
BURE XTRIAPIE IR IRRRATHZAR I IAM | &
( Action) mB |
(Pr | Im
ojec | H
t) (E
nt
er
pri
se
Pr
oje
ct
)
E#riE | PUT /v5/{project_id}/p2c- | vpn:p2cVpn scm:cert:get | v X
EMXE | vpn-gateways/vpn- Gateway:u o
AYBRSS | servers/{vpn_server_id} pdateServe scm:cert:list
s r scm:cert:dow
nload
vpc:publiclps:
get
vpcrouteTabl
es:update
vpc:subnets:g
et
iam:identityP
roviders:getl
dentityProvid
er
iam:identityP
roviders:listPr
otocols
iam:identityP
roviders:listld
entityProvide
rs
SHBg | POST /v5/{project_id}/ vpn:p2cVpn i X
SimXd | p2c-vpn-gateways/vpn- Gateway:ex
[A9Z | servers/{vpn_server_id}/ | portClientC
Plimtic | client-config/export onfig
BiER
IECA | POST /v5/{project_id}/ vpn:system: v X
IFBHY | p2c-vpn-gateways/vpn- | checkClient
BiEME | servers/client-ca- CaCertificat
certificates/check e
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BUR XIRZAPIEO =R HRERAFEAIR IAM | &
( Action) mE |k
(Pr | I}
ojec | H
t) (E
nt
er
pri
se
Pr
oje
ct
)
8AZE | POST /v5/{project_id}/ vpn:p2cVpn | - v X
PiwCA | p2c-vpn-gateways/vpn- Gateway:i
uEh servers/{vpn_server_id}/ mportClien
client-ca-certificates tCa
= | PUT /v5/{project_id}/p2c- | vpn:p2cVpn | - v X
FiwCA | vpn-gateways/vpn- Gateway:u
uEH servers/{vpn_server_id}/ pdateClient
client-ca-certificates/ Ca
{client_ca_certificate_id}
BEiEE | GET /v5/{project_id}/p2c- | vpn:p2cVpn | - v X
FiwCA | vpn-gateways/vpn- Gateway:g
P servers/{vpn_server_id}/ etClientCa
client-ca-certificates/
{client_ca_certificate_id}
fflfR= | DELETE /v5/{project_id}/ | vpn:p2cVpn | - v X
PiwCA | p2c-vpn-gateways/vpn- Gateway:d
P servers/{vpn_server_id}/ eleteClient
client-ca-certificates/ Ca
{client_ca_certificate_id}
&EGFH | GET /v5/{project_id}/vpn- | vpn:p2cVpn | - v X
P TR | servers Gateway:lis
FrEIR tAllServers
Finls
2
WiFF£E | POST /v5/{project_id}/ vpn:p2cVpn | - v X
IKAZ= | p2c-vpn-gateways/ Gateway:di
VPN | {p2c_vgw_id}/ sconnectCo
XKiEREE | connections/ nnection
{connection_id}/
disconnect
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APl &% 6 I PRFNANIN
BURE XTRIAPIE IR IRRRATHZAR I IAM | &
(Action) mE |
(Pr | I
ojec | H
t) (E
nt
er
pri
se
Pr
oje
ct
)
B4R | PUT /v5/{project_id}/p2c- | vpn:p2cVpn lts:logGroup:l | ¥ x
iGNz | vpn-gateways/ Gateway:u istLogGroup
VPNiE | {p2c_vgw_id}/log-config | pdateConn lts:logStream
EHE ectionsLog 'lis'tLgJ Strea
=T Config m g
Hifg#& | GET /v5/{project_id}/p2c- | vpn:p2cVpn v x
iGNz | vpn-gateways/ Gateway:g
VPNiE | {p2c_vgw_id}/log-config | etConnecti
EEE onsLogConf
=1 ig
Mf&2% | DELETE /v5/{project_id}/ | vpn:p2cVpn v X
IiKA\Z= | p2c-vpn-gateways/ Gateway:d
VPNiZE | {p2c_vgw_id}/log-config | eleteConne
EZHE ctionsLogC
iy onfig
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APl &% 6 X PRFNIZANIR
6.3.3 A&
BER | MEZAPHEO =AIm REAIRAIN IAM | i&
( Action) me |
(Pr | Im
ojec | B
t) (E
nt
er
pri
se
Pr
oje
ct
)
Bz POST /v5/{project_id}/ vpn:p2cVpn | - v X
VPNH | p2c-vpn-gateways/vpn- User:create
= servers/{vpn_server_id}/
users
#t26l | POST /v5/{project_id}/ vpn:p2cVpn | - v X
##2VPN | p2c-vpn-gateways/vpn- User:batch
=)= servers/{vpn_server_id}/ Create
users/batch-create
&if GET /v5/{project_id}/p2c- | vpn:p2cVpn | - v X
VPNH | vpn-gateways/vpn- User:list
P%IZE | servers/{vpn_server_id}/
users
EB PUT /v5/{project_id}/p2c- | vpn:p2cVpn | - v X
VPNH | vpn-gateways/vpn- User:updat
= servers/{vpn_server_id}/ |e
users/{user_id}
&if GET /v5/{project_id}/p2c- | vpn:p2cVpn | - v X
VPNA | vpn-gateways/vpn- User:get
= servers/{vpn_server_id}/
users/{user_id}
illiES DELETE /v5/{project_id}/ | vpn:p2cVpn | - v X
VPNH | p2c-vpn-gateways/vpn- User:delete
= servers/{vpn_server_id}/
users/{user_id}
#LEM | POST /v5/{project_id}/ vpn:p2cVpn | - v X
FRVPN | p2c-vpn-gateways/vpn- User:batch
=)= servers/{vpn_server_id}/ Delete
users/batch-delete
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APl &% 6 B PRFIFZAIN
PSR XTRIAPIE IR IRRROIEARIN IAM | &
(Action) mB |
(Pr | Im
ojec | B
t) (E
nt
er
pri
se
Pr
oje
ct
)
EB PUT /v5/{project_id}/p2c- | vpn:p2cVpn | - v X
VPNA | vpn-gateways/vpn- User:updat
%3 | servers/{vpn_server_id}/ | ePassword
users/{user_id}/password
ES= POST /v5/{project_id}/ vpn:p2cVpn | - v X
VPNH | p2c-vpn-gateways/vpn- User:resetP
FZRG | servers/{vpn_server_id}/ | assword
users/{user_id}/reset-
password
elzE POST /v5/{project_id}/ vpn:p2cVpn | - v X
VPNH | p2c-vpn-gateways/vpn- Gateway:cr
PH servers/{vpn_server_id}/ | eateUserGr
groups oup
718 GET /v5/{project_id}/p2¢c- | vpn:p2cVpn | - v X
VPNA | vpn-gateways/vpn- Gateway:lis
P4B%\ | servers/{vpn_server_id}/ | tUserGroup
= groups
5 PUT /v5/{project_id}/p2c- | vpn:p2cVpn | - v X
VPNH | vpn-gateways/vpn- Gateway:u
P servers/{vpn_server_id}/ | pdateUser
groups/{group_id} Group
&#if GET /v5/{project_id}/p2c- | vpn:p2cVpn | - v X
VPNA | vpn-gateways/vpn- Gateway:g
P servers/{vpn_server_id}/ | etUserGrou
groups/{group_id} p
IR DELETE /v5/{project_id}/ | vpn:p2cVpn | - v X
VPNA | p2c-vpn-gateways/vpn- Gateway:d
P servers/{vpn_server_id}/ | eleteUserG
groups/{group_id} roup
s POST /v5/{project_id}/ vpn:p2cVpn | - v X
VPNA | p2c-vpn-gateways/vpn- Gateway:a
FEI4H | servers/{vpn_server_id}/ | ddUsers
groups/{group_id}/add-
users
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BURE XTRIAPIE IR IRRRATHZAR I IAM | &
(Action) mB |
(Pr | Im
ojec | B
t) (E
nt
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pri
se
Pr
oje
ct
)
HpReE | POST /v5/{project_id}/ vpn:p2cVpn | - v X
AVPN | p2c-vpn-gateways/vpn- Gateway:re
=)= servers/{vpn_server_id}/ moveUsers
groups/{group_id}/
remove-users
&Eig4H | GET /v5/{project_id}/p2c- | vpn:p2cVpn | - v X
AVPN | vpn-gateways/vpn- Gateway:lis
=)= servers/{vpn_server_id}/ tUsersInGr
groups/{group_id}/users | oup
6.3.4 15[ 5RHE
PSR XRIAPIE IR IRERATHZAR I IAM | &
(Action) mB |
(Pr | Im
ojec | B
t) (E
nt
er
pri
se
Pr
oje
ct
)
elbEd POST /v5/{project_id}/ vpn:p2cVpn | - v X
VPNij | p2c-vpn-gateways/vpn- Gateway:cr
[a)5ER& | servers/{vpn_server_id}/ | eateAccess
access-policies Policy
=Hih GET /v5/{project_id}/p2c- | vpn:p2cVpn | - v X
VPNiJ5 | vpn-gateways/vpn- Gateway:lis
[B)5ERE | servers/{vpn_server_id}/ | tAccessPoli
e access-policies cies
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FEE FAMIES

APl &% 6 I PRFNFANIN
BURE XTRIAPIE IR IRRRATHZAR I IAM | &
(Action) mB |
(Pr | Im
ojec | B
t) (E
nt
er
pri
se
Pr
oje
ct
)
EB PUT /v5/{project_id}/p2c- | vpn:p2cVpn | - v X
VPNiJ3 | vpn-gateways/vpn- Gateway:u
iBEkRE | servers/{vpn_server_id}/ | pdateAcces
access-policies/ sPolicy
{policy_id}
&b GET /v5/{project_id}/p2¢c- | vpn:p2cVpn | - v X
VPNiJ3 | vpn-gateways/vpn- Gateway:g
BERkE | servers/{vpn_server_id}/ | etAccessPol
access-policies/ icy
{policy_id}
DilES DELETE /v5/{project_id}/ | vpn:p2cVpn | - v X
VPNiJ | p2c-vpn-gateways/vpn- Gateway:d
iBEkRE | servers/{vpn_server_id}/ | eleteAccess
access-policies/ Policy
{policy_id}
6.4 IR AIEEEORIRGIZER
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FEE AL

APl &% 6 PPRFIIEZANIR
6.4.1 VPN BEc&m
PR XIRIAPIEO NI HRERAOIEAIR IAM | &
( Action) mE | W
(Pr|Im
ojec | H
t) (E
nte
rpr
ise
Pro
jec
t)
&if GET /v5/ vpn:quota:li | - v x
VPNEE | {project_id}/vpn/quotas | st
4
6.4.2 VPN =&
BUR XTRIAPIEO =R KHRRIIEAIR IAM | &
( Action) mB |
(Pr | I
ojec | H
t) (
En
ter
pri
se
Pr
oje
ct
)
BIEEZ=R | POST /v5/{project_id}/ vpn:resourc | - v v
JBFRES | {resource_type}/ elnstanceT
{resource_id}/tags/create | ags.create
Mp&Z= | POST /v5/{project_id}/ vpn:resourc | - v v
JBFRES | {resource_type}/ elnstanceT
{resource_id}/tags/delete | ags:delete
HifR | GET /v5/{project_id}/ vpn:resourc | - v X
JRERY | {resource_type}/tags eTypeTags:l
FREEF ist
=
EifE | POST /v5/{project_id}/ vpn:resourc | - v X
B3 | {resource_type}/ elnstances:l
e resource-instances/filter | ist
MAghRAS 01 (2025-11-13) RN © LARABIRAE 369




FEE AL

API &% 6 I BRFNIANIN
BPR YIRZAPIEO =R KHRRIIAIR IAM | i&
( Action) mB | Jk
(Pr | I
ojec | H
t) (
En
ter
pri
se
Pr
oje
ct
)
HFE | GET /v5/{project_id}/ vpn:resourc | - i i
JBFRES | {resource_type}/ elnstanceT
SIES {resource_id}/tags ags:list
&R | POST /v5/{project_id}/ vpn:resourc | - v x
JBESLA5) | {resource_typel}/ elnstances:
H=E resource-instances/count | count
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FEE LS

APl &% A B3z

A

A.1 3REXINH ID

B’rn=

ERAEOREHE, B2 URLPFEREANRBID, PRLAFERNEREBID. BUTH
FERENS = :

e FARBAPEREXIREID,
o  MNIZEHIBKEVIRBID,

VEF3 API 3XEXIH ID
INH DT LB A AESEERM TRIESIRAPIERE .

SREXIRBIDAYECON “ GET https://{Endpoint}/v3/projects” , EA{Endpoint}AIAM
NRIET R, FEOMAEESIES IAEENET,

MRBIENT , EFRprojects FAY “id” BISIREAID.
{

"projects": [

"domain_id": "65382450e8f64ac0870cd180d14e684b",
"is_domain": false,
"parent_id": "65382450e8f64ac0870cd180d14e684b",
"description": "",
"links": {
"next": null,
"previous": null,
"self": "https://www.example.com/v3/projects/a4a5d4098fb4474fa22cd05f897d6b99"
I
"id": "a4a5d4098fb4474fa22cd05f897d6b99",
"enabled": true
}
1
"links": {
"next": null,
"previous": null,
"self": "https://www.example.com/v3/projects"

}
}

SCASRRAS 01 (2025-11-13) WA © LR ABIRAE] 371


https://support.huaweicloud.com/api-iam/iam_06_0001.html
https://support.huaweicloud.com/api-vpc/vpc_api00_0010.html#vpc_api00_0010

FEE AL

APl &% A BfFF
MiZHIE3RENE ID
MEFIBIREUR B IDRYLE BT
) SBIRHE
2. LuffT\EFT EJ:% HERPR, EIFETHYIERTA “TRAEIE”
£ “APIEIE” TWERIMBSIERHEEFIREID,
A-1 EBIH ID
APIEIE @
e ﬂ EXEATHS, IAMTFEFINEMESEE. EomE
| apmiE
HEE Q
e = r.mz!a =
A.2 RS
£ A1 FEIREE
IEFEIRDES | 3E8 5488
200 OK GET. PUTIR{EIEEIR[E],
201 Created POSTIR{EIEEIR[E],
204 No Content DELETERR{EIEZEIR[E],
% A-2 BEIROIE
REE S izl
400 Bad Request | BRSZ2EHREELIEIEK
401 Unauthorized | #I5KAIREZERPZFZERI .
403 Forbidden SFIE KR EAIAIEHREELL
404 Not Found BRSS 2T A RHRIEKAY @ -
405 Method Not | iERFIEERITIZRBEDIF o
Allowed
406 Not ARSS 22 A R AYND R o A4 = P im &S o
Acceptable
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FEILE M4
APl &%

A B#=R
REE E Sit) 4B
407 Proxy BR/RE S ERNIBIRS S HITIIE, XHFIEK
Authenticatio SHEAME
n Required
408 Request BB T RS ESRISERTIE
Timeout
409 Conflict AF R, ERTERTHK
500 Internal BRKRTH . RERE,
Server Error
501 Not BREKRTH . BRZBASZIFIMEKRAYINGE
Implemented
502 Bad Gateway | iE3kEKTH . IRSZEM LibFARSSSFWEI—1TEREY
MRz
503 Service BREKTHK . RAGHRE.
Unavailable
504 Gateway X FBAT o
Timeout

A.3 IEi=g

ThEEisHe

IR[E{AEC

HixiSiEe

APIRREEREIRIY, SEBEREHNRE], Z/\PEEEXNVPNEEEO (A81E
OpenStack[REEO ) EIREHERRER .

{

"code": "VPN.0001",
"message": "invalid request:xxx"

}

LIEARAPIRT, tNRIBE “APIGW” FFLAYEEIRE, 152 WEATFAPIMXEIRSHT

ﬁfi o

& A-3 VPN AHENEIRS

RSB =B HIREE ik QL IBEHE
400 VPN.0001 invalid BIANSH | BREREAIS,
request:xxx | AAE
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FEE FAMIES

AP| &% A B

RS e SIS A S IEfEE

500 VPN.0002 server error: | fRSZEEA | AR,
XXX EREEIR

403 VPN.0003 | Authenticatio | IE2B151E) | B IEFRRIERIERIR
n failed: xxx

404 VPN.0004 resource not | FFEKL | BRIARENIJESEESIE
found £ WEZz AR T EEHLEE

ZEE

400 VPN.0030 | The system is | RHE BHEEEIR .
busy, please | T, 5
try later. BEEiR.

400 VPN.0031 Repeated Esp=fc BHEEER .
operation. E.

E A-4 Zig \== VPN (HIR3

RSB TELE HRER A A IBHEE
400 VPN.0070 | The key WEB%s | BEAEREEAMFESERD
algorithm of | RYZSAE | IEH.
the certificate | 2T
%s is not
supported.
400 VPN.0071 The signature | iEH%s | IBEAEZEELHFEER
algorithm of | R9BZE | iEH,
the certificate | 2T
%s is not
supported.
400 VPN.0072 Certificate %s | iEHB%s | BSARIIEARIZE FixCAIE
has expired. | EidH#i. | B,
400 VPN.0073 Certificate %s | IEH%s | BESNEREGES.
has not taken | &3R4
effect. B
400 VPN.0074 The format WEH%s | IBSAIERRUIES,
of the AT
certificate %s | ¥,
is invalid.
400 VPN.0075 The content | iFH%s | iBENIFBRITES,
of the RS
certificate %s | 3%,
is invalid.
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FEE AL

APl &% A Btz
RSB R HIREE A A IBFETE
400 VPN.0076 Certificate %s | iIFH%s | BENIFBEITES,
is not a CA AAECA
certificate. WH,
400 VPN.0077 Duplicate UEFH%s | BEHERESANES.
certificate: gE,
%s.
400 VPN.0078 Invalid w5 BESAIERRIEIIER,
format of the | %sHY
CRL %s. L
e
400 VPN.0079 Invalid w5 BESANIERNmREIIER,
content of & %sHY
the CRL %s. | A&FE
e
400 VPN.0080 Invalid date | B§H5 BSAIERIGBEIIZE.
of the CRL 2 %sHY
9%s. HEET
e
400 VPN.0500 VPC %s is not | VPC %s | iBtBIAVPCRUIDEEIESIE
found. KEE., | .
400 VPN.0501 Interconnecti | EEXF BRIATFMEYIDEEIESIE
on subnet %s | M%s*k | i,
is not found. | &%,
400 VPN.0502 Interconnecti | EEXF BERAZHIPFTEEAIFM .
on subnet %s | M%sZS
has RIPA
insufficient Eo
available IP
addresses.
400 VPN.0503 Interconnecti | BEAF BERIEEVPCHIFM .
on subnet %s | P%sA~
does not BFVPC
belong to the | %s
VPC %s.
400 VPN.0504 | The number | iEEHGE | BN SERNEEE,
of THAEE
connections | XHIERK
exceeds the | iZ&EiE%,

upper limit
defined by
the
specification.
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FEILE M4
AP &%

A BiF
RSB e HIXER fR SIS
400 VPN.0505 | Gateway MKFIR | BRI
resources are | A&
insufficient.
400 VPN.0506 | The gateway | MXIETE | iBHERBER .
is being e,
created, BREE
please try it
again later.
400 VPN.0507 | The gateway | MXIETE | iBHEBER .
is being B,
updated, BHEE
please try o
again later.
400 VPN.0508 The gateway | MXIE#E | 1BHEER.
is being BRA
deleted.
404 VPN.0509 | The gateway | MXAE | iBRIAMXRIIDEREIESIE
does not £o ;8
exist.
500 VPN.0510 | The gateway | MXIRZS | BEARFEATE
status is B8,
abnormal.
500 VPN.0511 The gateway | MEXKRH | BHEEEIR .
is not ready. | 4,
400 VPN.0512 | The gateway | MXE4P | BNESHPEEIP,
already has | XEEIP,
an EIP bound.
400 VPN.0513 | Insufficient PIRECER | 1S SEMIBRA R ERIIMX,
gateway E. E BRIET ARXRIRAYES
quota. A
400 VPN.0514 | Two AZs BHEER | BEERITHBX,
must be ANETA
specified. X,
400 VPN.0515 Duplicate EErn | BlEEFENTRK,
AZs. FAXE
s,
400 VPN.0550 | The EIP EIPEE | B SIEREIPHES .
bandwidth BT R
exceeds the | EXHIEG
upper limit o
defined by
the

specification.
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FEILE M4
AP &%

A BiF
RSB R HIREE ik QL IBETE
400 VPN.0551 EIP %s is not | EIP %s>k | iI5fAIAEIPAUIDEREIESIE
found. ?ﬁ:ztl.lo E%o
400 VPN.0552 EIP %s is EIP %s#% | iR ARYEIP,
frozen. R
400 VPN.0553 EIP %s has EIP %st | 15T FHRYEIP,
been bound RBRTESL
to an 5l
instance.
400 VPN.0554 EIP %s does | EIP %s>k | i5{ERMEH=AYEIP,
not have ﬁﬁﬁﬂ;
exclusive E2iom
bandwidth.
400 VPN.0555 EIP %s does | EIP %sA | is{EAFCMUHBYEIP,
not belong to | MU
a center. BYEIP,
400 VPN.0556 EIP type %s | EIPZE B{EFAIEMARYEIPZEEY,
is invalid. EY0hsTo
A,
400 VPN.0557 EIPs of the %sZER! | {5(EFERIFERYEIPSEEY,
type %s have | FYEIPE
been sold ZRERE,
out.
400 VPN.0558 Incomplete EIPES% | IBHIAMABIEIPESHER
EIP 75 DIRBESH,
parameters.
400 VPN.0559 EIP EIPS%L | iBHIAEIPEYIDFIE(BAYEIP
parameter P SRR
conflict.
400 VPN.0560 EIP quota not | EIPECER | HRIEY KEIPECERE RN
enough. e EIP,
400 VPN.0561 EIP quota not | EIPECER | IBEXRIA
found. FEKE,
400 VPN.0562 The current HEIMX | 1IBEBEREARF,
gateway AORRAA
version does | 3713%s
not support | IRE
%s feature.
404 VPN.0563 The EEAE | B ERRNEREID,
connection ‘.
does not
exists.
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FEE FAMIES

APl &%& A BfFF
RSB TELE ERER A A IBFETE
400 VPN.1100 | The server IRSBImIE | BMANRSIRIED .
certificate PBAEESN
cannot be =,
empty.
400 VPN.1101 At least one | E/DE BRRELE—MEFiKCA
client CA —HER | IEB.
certificate is | iwCAIE
required. H,
400 VPN.1102 | The number | BRSBimHY | IBZEMX T RIS NRS
of servers HE U o
exceeds the PR o
upper limit.
400 VPN.1103 CIDR block %sMEE | IBMIABEMEIMER .
%s is invalid. | T
400 VPN.1104 CIDR block %sMJES BRI BERIIMES .
%s is A8,
unavailable.
400 VPN.1105 The number | KigMER | BN 201 s B/ D AIAIF R
of local HNEEE | Ko
subnets =38
exceeds the
upper limit.
400 VPN.1106 Duplicate AKige 1EMIBRESRIARIRMES
local subnet: -2%SE
9%s. 1=
400 VPN.1107 The mask ZRiEN | iSASIENEPiEMNER o

length of the | ERAYIERD
client CIDR KEWR
block must in | £

the range of | [16,26]

16 to 26. Zig,
400 VPN.1108 The number | ZRigEN | B ASENZPimMES
of IP BREE/

addresses in | HhttEE
the client INFRSE
CIDR block is | EEHE
less than the | ZgYtthit
number of IP | HE.,
addresses
required by
gateway
connections.
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FEILE M4
APl &%

A B
RSB TELE ERER A A IBFETE
400 VPN.1109 The client ZRigk] | BEASENZEFiRMNER
CIDR block EB5VPC
conflicts with | EEE%s
the VPC S,
route %s.
400 VPN.1110 | The status of | BRBimEY | BEEIEBRIAE.
server UEH%s
certificate %s Jku,—.—
is abnormal. =,
400 VPN.1111 The number | Zifk BN HEDLHEFiR
of client CA CAIFH | CAIEH.
certificates =8
exceeds the PR o
upper limit.
400 VPN.1112 Server IRSZImIE | IBFIABRSZIRIEBRYIDER
certificate %s | H%s*k | EHEIFf,
is not found. | %I,
400 VPN.1113 | The serveris | BRSBIRIE | BHEEER.
being fEelsE
created, F, 5%
please try BEiR.
again later.
400 VPN.1114 | The serveris | BRSBIRIE | BHEEER.
being EEH
updated, , 155
please try BREiR.
again later.
404 VPN.1115 Client CA =i BAZ PiIHCAIEBRIIDE
certificate %s | CAIIF BIESIFH,
does not FH%sA~
exist. ==,
404 VPN.1116 The server RBinA | BRIARSIHINIDESEES
does not ==, 1FH,
exist.
500 VPN.1117 The server SRk | BRI AT,
status is 7‘5#% o
abnormal.
400 VPN.1118 | The local RinE | BN RIRMNES
CIDR block Ny
cannot be T,
empty.
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FEE FAMIES

APl & A M=
REB IR BIREE A QMBI E
400 VPN.1119 The client ZRiEMN | BEASENEFIRNER

CIDR block EBS5Kig
conflicts with | MEZ%s

the local S,
CIDR block
%s.
400 VPN.1120 Client CRL ZRinm | IBmAEFinmiEYIEANID
%s not = ERIESIFHA,
found. F£%sA~
==
400 VPN.1121 Gateway not | PSR4 | MX4PEeip/REIR
bind eip. TEeip
400 VPN.1122 There are IRBinfF | BMRERE, BHTE

users on the | FEAF, | {E.
server. Delete | i55CHIBR
them first. ===

400 VPN.1123 | There are IRSinF | BRIBRRAFAEE, BHTE
user groups | fEFAF o
on the server. | A, &5

Delete them | HIF&FEF

first. 48,

400 VPN.1124 | There are IRSSiwTE | IBMIERIAIOSRESS, BT
access EiRasR | 34,
policies on &, &

the server. HIBRA1E)
Delete them | $5E&,

first.
400 VPN.1125 There are RBinfF | IBMREFiRCAEEE, B
client CA EERiE | #HTRE.

certificates CAIIE
on the server. | B, &5
Delete them | iRz

first. I CAE
H,
400 VPN.1300 | The user FBFAEE | FERARNBFEAEIR.
group name | EE,
already
exists.
404 VPN.1301 The user FBRPER | BEmAERIEPAEID,
group does Ve o
not exist.
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FEE AL

APl & A M=

RSB =G EIREE ik QL IBETE

400 VPN.1302 The BREE | EEIRARARER.
username =
already
exists.

404 VPN.1303 The user BRAE | BMAERIBFID,
does not o
exist.

400 VPN.1304 The user %s | FHP%s | iBHEIANZBAREEEERM

has been EEoE | HIZmAFA, REE,
added to FEME | BEZBRNEMEFEAS
another user | P4H, BIREER0.

group.

400 VPN.1305 The user %s | FHFR%s | iBHIASEIRIIARFIDES
is not in the | RTEHRET | 1.
current user BPR4E,

group.

400 VPN.1306 | The number | FBFP4EZ | BREERFEH=E, AFPA
of user sHtER | HEFEEEBImARS.
groups KERE!
exceeds the 50,
upper limit
(50).

400 VPN.1307 | The number | BF#E | BlNERAFHE, faeed
of users BHR ) B AIERE R
exceeds the #l,
upper limit.

400 VPN.1308 | The password | ZIEZ | BEHIENZBIES S
complexity EXHE | Eo
does not ZeE
meet X,
requirements.

400 VPN.1309 | The password | ZIEAEE | IBWAFREEHEFZAR

cannot be 5RFE | BRAIFNEB.
the username | f3IFERY
or the reverse | FBFPZ4E

of the BB
username.

400 VPN.1310 | The password | ZiEEE | BRANERWTEEERT
contains EE=F RS KBxFE. INEF
invalid o 8. #$=F. E%FEG:
characters. @#$%N&*()-_=+\|[{}];"’

“ <>
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AP &%

A BiF

RSB R HIREE A A IBFETE

400 VPN.1311 The new MEBA | BEFMAELEESHE
password geSIE®E | ZR8tEE .
cannot be f5tERE .
the same as
the old one.

400 VPN.1312 | The old FEFIE% | BRAIERIIZERS
password is | F3&IR,
incorrect.

400 VPN.1313 | The user FFEE | BiBRXEANSINRESE,
group has XEcipE | BRIBREFA.
been REE, B
associated SeMpRIs
with an ISR .
access policy.

Delete the
access policy
first.

400 VPN.1314 | The password | 32355 | BEHBAZEERESHZ
is weak. 9, =

400 VPN.1315 Duplicate Ez=)E! BMANESENREF.
user 9%s. F%s.,

400 VPN.1316 | Operations ZOANBR | BDRIERNABRFA.,
on the BIiEiR
default user | {E.
group are not
allowed.

400 VPN.1317 | The BREF | BHAEREBERS.
username is | AJA,
unavailable.

400 VPN.1318 User list is BR%IE | BEANIERIRFIIZE.
empty. h=,

400 VPN.1400 | The number | i5a5EE | iIBEEIHIOREEE, A0
of access HEBH | REFEEBIRART .
policies ERAPRH
exceeds the 100,
upper limit
(100).

400 VPN.1401 The access IHIAEREE | IBHAIERISIHIEREEID,
policy does I FE.
not exist.
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FEE FAMIES

APl &% A B#=R
RS e SIS A A TRIEDE
400 VPN.1402 | The number | BHIMER | iBZMAZTF101BHIN
of HHEE | B
destination PR
CIDR blocks
exceeds the
upper limit.
400 VPN.1403 | The BHIM IERABMHIBERIRIES .
destination E&%sTc
CIDR block Mo
%s is invalid.
400 VPN.1404 Duplicate BH9m BOBMANESRBERIRNE
destination 3 %SE
CIDR block =10
%s
400 VPN.1405 | The BaY IBERABMHIBERIMIES .
destination CIDRM
CIDR block ERATIH
%s is
unavailable.
400 VPN.1406 Default BEAGIE | IBDIRERGAGIBIZRAES
access policy | REETiE
cannot be #BIE,
operated.
400 VPN.1801 You have TERE | BEFEINTREREHT
orders in AT 1R,
progress and | 88, A AE
cannot HITHE
perform the | $&{E,
current
operation.
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FEILE M4
APl &%

B {21Tic%

B ZiTieR

& B-1{8iTicR

y-Zil=):

EEHTiAR

2025-06-30

BHREREH . XEABSEHNA:

o (BXMUEVPNIGOKRIEET, 18K “type” SEAYEIAILE,

o EMEIEMXTVPNIRSIHET, 18 “page_info” SEAYE
;_}'I:O

o BXIWECIEVPNERFET, 18K “name” ] “password”
SHAIIEIR

o (ZBPRFFNIET o

2025-04-16

FHRERA. XERBEH:
(B3R VPNIERE . BIEVPNIER: . ECIRVPNIEEET, (&
Mz “PolicyRule” AYfEIARIER o

2025-02-05

BHRERAT . XEREEH:
(£ BIZEVPNEF. #HE6IZEVPNEF. EifVPNAERF. &iF

VPNAIF%IZR. (2VPNAIF .. HIBRVPNARRET, #iEE ik
BRI PHBIEASREIARISER -

2024-08-31

B URIERXN AT . HEREEH:
IS ELIZVPNAERF . #EMFRVPNERET

2024-08-23

FEXREXKH . MEATEH:
FIRIE R AZVPNEEIIRFIER . LI AZVPNERISIER . RS
AHEHEONRISIRSTS .

2024-06-30

BIORERAS . XERBEFHF:
ERIEANZVPNRIX. IRSim. APSE. HakEE. VPNES
. VPNIREED,

B EMXAMEET

2024-04-19

BRREXNA . XEREEH:
{iﬂﬁﬁUEVPN RXETs, “flavor” SEHEIEVPNRIXIEAHEIL
15888 o
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FEILE M4
APl &%

B {21Tic%

y-Zil=) -

SEHTIAA

2023-12-30

BINRIERXNAR . XEREEHN:

EIREET .

(EEIZEVPNRISE . EFVPNRISK. EiGVPNRIKSIZR. B
VPNRIE. BIEETiRRX. Eigximhic. Eiaxtinhxs
*. ERXtiRRC. CUIEVPNIER. EiEVPNERE. &HifVPN
EESIE. EHVPNEREET, 8 “tags” 2%,
(EZEIZEVPNRISE . EFVPNRIK. EiGVPNRIXFIERET,
fiE& “master_eip” . “slave_eip” 2%,
IEZEHRVPNRIXET, Mibk “master_eip_id” .
“slave_eip_id” =¥,

IEEEVPNRIX . EIVPNRMXFIRET, Mkk

“access_private_ips” 2%,

2023-09-30

FDRENA . XERETEH:

(EXEIGVPNRIX . EIFVPNRIXSIZER. EHVPNRIXETS,
“flavor” SEFTIEIEEEIPIENBIVPNRIAEEIIEIA R
(ENEIGVPNRXTBXET, WGBS
“professional1-NonFixedIP” “professional2-NonFixedIP”
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