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1 {EFRIRE

1 {EEFERIIRIE
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MI{EAEIE ML ( Virtual Private Network, LATREGFRVPN ) . VPNEBF LIS
FIFFIEIAFAE = ( Virtual Private Cloud, LATREFRVPC) ZEE—&ZEINZER
NMBERFE, BHABRT, EENFAES= (VPC) FREERIRS BT ESHEFN
HIEPOFHFAERMEZHITES . NREEEVPCHIEML RS RBIEIES OHFAE
ML, AILAUSAVPNIDEE. VPNIRSZBILRAZVPNFIZIRAZVPN,, iR
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2. I, SN tRIINEEEBE.
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( RMERMB=mXE ) 1 “FRNE” &5,

(AR

HRIVPNS AR WARFAZE m, A REXIEIARVPN

HTTPSIEKIER, ERRE XSS LINETERAPI,
EIRSVPNARSSIEIRIEAPI Explorerfit&(FEF, #1515 ZSMAPI Explorer,

&iHT s (Endpoint )

HRSRH!

ZixTs = (Endpoint ) BDERAPIRUIERIbIE, FERSFAEKIFEHNLIHRT=ARE.
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R ERAMBRAINENS IR, SEOMNARIEIES IABRRERFIHZAIR .

% 2-1 VPN O350

S AH
hEN | VPNRIZE I ANZVPNRXRIBIE ., Eif. B, BiRARES
Z=VPN I A=VPNR X X EZO
API|
PO T ES FimPIRIEIE . &8, B, BRSEO,
VPNiZEE VPNIEZRICIEE . 8. 5. MiksSEO.,
VPNiERZSEE | VPNIEEEERENCZE. =8, MikkSEO.,
&IEN | VPNRISE LIENVPNRXHIEIA. 182, RisA=VPNRXH]
Z=VPN BXANEE. Ris\=MNSERSEYREDERE
API WrFFEEO
IRSS i IRBIFAVEIE. . BXASHEEFRER, UEE
FimCAIEBRSAN .. &if. EXFmpREREO,
HBAFEE VPNARFRIEIE. &8, 18K, MR, EXEBINEE
15, LARVPNEFAREE. HE6IE. &8, 8
2. Mibs. HEEMFR. FINVPNEFZIZEA. BIFRERN
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3 SNMalE A AP

3.1 */J\u:\ss;k

ATNEBREST APIERAIAERL, FLUERIAMIRSHIEIER SIZIAME PGB
AFAPI, ZAPIREXFEFHYToken, Tokenm]LAFBFEFAEMAPIETEM.

SRR LB XN SRR 7 REUNaIAa1E1E KA FBAPI . https://
bbs huaweicloud.com/videos/102987 .,

1BEKURI
ERURIEEN AR 4EAK :
{URI-scheme}://{Endpoint}/{resource-path}?{query-string}
Elaj?URI@ AIBKIHELH, EXSHESTERIBEREGNBERIBEHRINE
BEE, FrLATELLS R .

& 3-1 URI 920108

S g

URI- FRFETEEEKRAINY, HBIFTBEAPIIIREEHTTPSHMNY .

scheme

Endpoint | 18R RESTIRS inmAVRSZ 2B KIP, FRIRSARXIHAY
Endpoint4~[E,

FIINIAMBRSS7E “Ledb-1bE=IY” XigAYEndpoints “iam.cn-

north-4.myhuaweicloud.com” ,

resource | FERIKR, BIAPIHAIEEER . MEIRAPIRIURIKEIRIKEY, #lan “SXEVHE
-path FToken” APIEI’\Jresource—path?g “v3/auth/tokens” .

query- BH2H, 2aEED, HARS M APIEIEEENSH . BEHSHEIEE
string FE— 7 ﬁ/itjj “SHEZ=SHEYE" , Flm “?limit=10" , %
REIEAR ﬁ_J_m%éﬁEo

BlaNERECIRIAMAER, HFIAMAZERSS, WEERE—XIEHREndpoint ( kil
“Hedb-JbmPN” XigAYENdpoint:  “iam.cn-north-4.myhuaweicloud.com” ) , 3§
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https://support.huaweicloud.com/api-iam/iam_08_0015.html
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AEERLIZIAMBRFAIURIERS#EIresource-path ( /v3.0/OS-USER/users ) , &
FCRUN 7R o

https://iam.cn-north-4.myhuaweicloud.com/v3.0/OS-USER/users

3-1 URI REE]

| http5| :H| ia m_cn—nDrth—4.myhuaweiclcud_mm| v3.0/05-USER/users

| T I

URl-scheme Endpoint resource-path

[MARY:E

RHEEEE, E81EKRAPIBJURIERS, Réftiresource-pathifsy, FHBBERAEZEE—IE.
XE2FEHURI-schemeEBEHTTPS, FfﬁEndpomtT_ﬂ—AEiI&’fEﬂ FRLAE &R X SR

=]
ERGE
HTTPIEKiE (tFRARIESENE ) , EERERS ERSRTAEERNIRIE,
E3-2HTTP A%
Bix i8R
GET BXRIRSHRREIEERIR -
PUT BKRRSREFEERIR .
POST BKRIRSS ST IE R RS THE AR
DELETE BXRIRSHRMIRMEERIR, WHEREREF
HEAD BKIRSS R RIRLER .
PATCH BKRRS R ENRFRIEBOAS .

ér?’_ FREAFENRHE, PATCHAR S EBIE— ISR

AEEREZIAMARPNURIERS, BEILIERIEIERSGER “POST” , MHEIEK
Yk

POST https://iam.cn-north-4.myhuaweicloud.com/v3.0/OS-USER/users

Content-Type: application/json

X-Sdk-Date: 20240416T095341Z

Authorization: SDK-HMAC-SHA256 Access=*******xxxxrkik  SjgnedHeaders=content-type;host;x-sdk-date,
S ig n a tu re:****************

BRIEEL

BEAMERLFE:, AHEERIURIFIHTTPAIEARERIFEL . HIANE N EEAREEANE
kL “Content-Type” , B RENEESE,

FHANAHIBEKERAFRIES I AHEBRHERL.
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& 3-3 RHEKIERL

ARHE—AFEIA
WSO,
15K R INETE
EIVHSISES
(Headers ) 85
B9 “X-Subject-
Token” BYEEDA
Token{&,

B iR =%k i

Host 1B KAIARSS 2E(E B code.test.com
ﬁELféﬁEE%AF{"EE% {EFAAK/SKIA | or
hostnazrﬁe[?port]\ %Ejﬁ?‘ﬁﬁ"z‘ code.test.com:443
™ ey ° o
I O ERE AR AR
ABIRE, httpsAY
FiNimO /9443,

Content-Type | HEMFRIEE (88 |2 application/json
) . EEAFEE
FEOAE
application/json,

BHEERSE
BEOFEI TR
BH.

Content- iBXKbodyikE, B2 | & 3495

Length fiZ/3Byte,

X-Project-Id projectid, INB% | & €9993f 7+ *rrkxrixh3a34
=, IBSEIRIIN NBEELERELS 0f9c0f4
BIDETREIRE =%

TS o AK/SKIATERS
RYEEOIS
K, HEZ
projectiz=¥
FHAK/SKIAILE
U OIEK,
NiZFEg W,
%,

X-Auth-Token | FAFToken, B i AN Token~fl 5
FAFTokentB3h 2@ | fEMTokenih | o
FB3KENFIF TokeniZ | IEANZ=ERY | MIIPAgYJKoZlhveNAQcCo
ARMBRIE, Z#E | &, ..ggg1BBIINPXsidG9rZ
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https://support.huaweicloud.com/api-iam/iam_30_0001.html

FEILE M4
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3 WN{a)iE A API

(MEETY:
APIEIRTSZIFEREAK/SKIAIE, AK/SKINIEERSDKIHERHITE S, ERidiELBiEERFR
fNAuthorization ( SZIAIEHSE. ) FIX-Sdk-Date (i5RkA&1XRIATE ) 53Kk,
AK/SKINIERSIEMIR RIS S IIAESSAE “ AK/SKIAE”

T EERCZBIAMBFZELO, FHAAK/SKAVAER, FIlEELEHEKIN TR
o

POST https://iam.cn-north-1.myhuaweicloud.com/v3.0/OS-USE//users

Content-Type: application/json

X-Sdk-Date: 20240416T095341Z

Authorization: SDK-HMAC-SHA256 Access=*******xxkxkikik  SignedHeaders=content-type;host;x-sdk-date,

S ig n a tu re:****************

EREEA (ANE)

IZERS AN, IBREHEBARBEE SRS (IJSONEKXML ) &1, S5iEKiERkH
Content-TypeXdiz, (EEMRIBEREELZINMING . BinRiEBHRFHSEIEFH
X, M FEFmAUTE-84R .

BMEORNBRERARRERE, EHAREREMEROBFEGERERE (BERA
BMAJ9= ) , GET. DELETERRMERENIEOMATEHER, HEAREARASTER
EEAZOME.

MFEERUBIAMARZED, SLMZOMNBSRED BRIMENIBRSHRSH
7B EERRIIANGERISRIN TR, IMENFREZRELNMEERS.

e accountid AIAMABFETEBHIKSID,
e usernameAELIZHIAMARE,

o emailNIAMAFLIHRFE

o kb | AMBFRIERER .

POST https://iam.cn-north-4.myhuaweicloud.com/v3.0/OS-USER/users

Content-Type: application/json

X-Sdk-Date: 20240416T095341Z

Authorization: SDK-HMAC-SHA256 Access=****++xisiiiik  GjgnedHeaders=content-type;host;x-sdk-date,
Sig natu re:****************

{
"user": {
"domain_id": "accountid",
"name": "username”,
"password" "**********"l
"email": "email",
"description": "IAM User Description"
}
}

FXERILXMEREENASHESFTLT, BELUERcurl, PostmanziEES
SRIBEARREEREEAP, X FIREEF TokentE [, REIRINNFGE S LA
“x-subject-token” #hEEEIRENEIFFToken, BT TokenZf5, EFEATLIA(EF
TokenTAIEEAFEAMBAPI,

3.2 TAIEEERR

BAZEOBUTHEMIAELSDR, LSRR P —FHITIAESER,

e Tokeni\iE: @I Tokem AIERREIERK .

e AK/SKIAIE: JBITAK (Access Key ID ) /SK ( Secret Access Key ) INZHERIEK .
HEZEBAK/SKAILE, HZE2 M TokentNIEES -
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https://support.huaweicloud.com/api-vpc/vpc_api00_0010.html#vpc_api00_0010
https://support.huaweicloud.com/api-iam/iam_08_0015.html
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https://curl.haxx.se/
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APl &%& 3 tN{a)iE A API
TokeniAiE
(RARY:

Tokenf9EER 248, FE(FH—NTokensEiES, AILAKLEFCK, BREMZIEMA.

TokenfEH BHLRSHHAERSHE (R8T ) RIZR, BBTokenpiCERIBEEMIUR.
Tokeni \IESL2E I FBAPIRIEHEIG TokenIIZIERIHELH, NMEISHIAIE, R
SIRAEAPIRIINIR . TokenwliEid ifE FAZREXF F Token$E I3REN

ZIRSEFERMEITELSN: RBRRSNEEHRESS -
o INMERRSEEXRINE NI Token, WATIERbodyFauth.scopeRIEUES

project,
o ERRIRSEEIRNE /NI Token, WATIERbodyFauth.scopeRIEUES
domain,

EREIEAMEAPIEZINB R 3IHIToken, BIEARIKEVETokeniZ MY, iBK
body/rauth.scopeRIBUEFTE ZEikiEproject, TR,

{
"auth": {
"identity": {
"methods": [
"password"
1
"password": {
"user": {
"name": "username",
"password'": "k
"domain": {
"name": "domainname"
}
}
}
by
"scope": {
"project": {
"name": "XXXXxxxx"
}
}
}
}
sKEXTokenf5, BERAEMZEORN, SFEEEBEREELFIRM “X-Auth-Token”
H{&BDS9Token, flalToken{E/9 “ABCDEF)....” , MIEARAEOARNE “X-Auth-Token:

ABCDEFL....” MNENEKIEELB0ET, WA,
POST https://iam.cn-north-1.myhuaweicloud.com/v3/auth/projects

Content-Type: application/json
X-Auth-Token: ABCDEF)....

SRR LUBITIX MISIEGE 7 fRaNfal{ERTokeniAIE: https://
bbs.huaweicloud.com/videos/101333,

AK/SKIAIE
(MARIY:
AK/SKEZINEA NI EEARANE12MBLAA, 12MBLL ERYIEKiIEEATokenIAIE .

AK/SKINIERLZERAK/SKIFIERIAITE R, AIFKIPBERERIRNNELIEEL, MM
BT EHBINILE
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https://support.huaweicloud.com/api-iam/iam_30_0001.html
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FEIE M4
API &%

3 tN{a)iE A API

3.3 iR[E1%

e AK (Access Key ID) : i5ia)E$BID, STABIHAEAXKAIIE—IRAR; Ha%
RIDFIFAB B RIER—EEER, MEREITNEESR.

e SK (Secret Access Key ) : FABIAIAZER. SIHIOZHEIDESER, ERHT
MZEL, TRREIET, FHHLEEREIER.

{ERAK/SKIANIERT, 1ERJLIETERZFIAERAK/SKHEREITES, BAILUERE]
AIZERASDKIIBRFITER . 1FHAIRERTTIEMSDKERTXFZS WAPIE RIS .

(iR
KZSDKRURMHEZINEE, SIRSZIZMAISOKAE, ERIEER.

AR LUBIT X MISREGE 7 BEANa{ERIAK/SKIAIE: https://
bbs.huaweicloud.com/videos/100697 ,

/T
IBREELE, SB2WEINLN, EPEEIREE. IMAESLFMERA.

INSEZE—BNDEISRIEFAD, IKEMBRT T ERIDNAPRTE, TEAPREH
HIRIBFS RS

MTFEERXCRIAMARED, NRBAREREMREE S “2017 , MRREKRMI.
M Rz S Sk

MMWIERERL, MEREFEAHEEL, 2 “Content-type” .
MFEERFRIAMABRED , XENE1FRREE.

3-2 EERGE IAM BFIGR;EE Sk

"¥-Frame-Options": "SAMEORIGIN",
"X-IAM-ETag-1id": "2552365939-daf6f12521974cba@o7338acllfceacia”,

"Transter-Encoding”: "chunked”,
"Strict-Transport-Security™: "max-age=31536688; includeSubdomains;”,
"Server”: “api-gateway",

"¥-Request-Id": "af2053f2bcca7a42325a6%a1% 6c32a2",
"X-Content-Type-Options”: "nosniff”,

"Connection": "kesp-alive",

"X-Download-Options": "noopen”,

"M-K5S5-Protection™: "1; mode=block;",

"X-IAM-Trace-Id": "token_ W _null af2953f2bcch7ad2325a6831%e603232",
"Date": "Tue, 21 May 2824 89:83:48 GMT",

"Content-Type": "application/json; charset=utfs"”

aRGHZA (A )

IZERD Al MNGHRREE SR (ISONERXML ) iRE], SERzES Sk
Content-TypeXJiz, (EIEFRAALEELZIMIRE o

MTFEERICRIAMAREZD, RONTFERE. AREEELD, XERRETRIOR
o
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https://support.huaweicloud.com/devg-apisign/api-sign-provide.html
https://bbs.huaweicloud.com/videos/100697
https://bbs.huaweicloud.com/videos/100697
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{
"user": {
"id": "c131886aec...",
"name": "IAMUser",
"description": "IAM User Description",
"areacode": "",
"phone": "",
"email": "***@***.com",
"status": null,
"enabled": true,
"pwd_status": false,
"access_mode": "default",
"is_domain_owner": false,
"xuser_id": "",
"xuser_type": "",
"password_expires_at": null,
"create_time": "2024-05-21T09:03:41.000000",
"domain_id": "d78cbacl.......... ",
"xdomain_id": "30086000........
"xdomain_type": "",
"default_project_id": null
}
}

SEOEALER, SREESREBRIREERE, ExWAIBody A EzUaI TR
o
{

"error_msg": "Request body is invalid.",
"error_code": "IAM.0011"

}
HrAR, error_codeZXRiBIRIG, error_msgRREIREIAEE .
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AP &%

4 API

API

4.1 itsS ANZ= VPN API

4.1.1 i AN = VPN %

4.1.1.1 €3 VPN Rix<

ThEEN4R
BIEBVPNRIX . HRIXSZIFOIRIZRITZERIVPNIIK
BREE
15& 3 W(aERAPI,
URI
POST /v5/{project_id}/vpn-gateways
& 4-1 SE0REA
BiR St =aY | R
%
project_id String b~ IREID, aILABIdIREIER B IDFREVRE
ID,
BEXRIHR
o BKSY
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FEILE M4
AP &%

4 API

& 4-215REH

B Sl =AY | it
1%
vpn_gateway | CreateVgwR | 2 VPNRZITR o
equestBody
Content
object
3 4-3 CreateVgwRequestBodyContent
B Sl =AY | it
yeis
name String & o INREUEE: VPNRIES FR.

o EUETBE: 1-641FRF, I
?\ %Y?\ I:Pj (\u4e00 -
\udfa5) . _ (TXlZ) . - (%l
#)..(8=).

o BUAME: TENSBENEMEINA
vpngw-***RyZFR, FI4aN:
vpngw-a45b,

network_typ | String & o INREIRAE: VPNRIXRILEERL, 1\
€ M ( public ) ZRELAIVPN KB
EIPSSimMKEi%E; FAM
( private ) SEEIHYVPN M KiE@IT
VPCAIBIFAM I PSXTim MK IRIE
e HUESBE: public, private,
o ZAIAME: public,
attachment_ | String = o INBEIRAA: XEXEI .
type o BUESEE: vpc, er,
o ENIME: vpc,
ip_version String S o INELIRAA: VPNMIERIIPHMYAR
o
o EUESEHE: ipv4. ipv6,
o ZFME: ipvd
SAEhRA 01 (2025-02-05) WRAXFTE © SR AREIRAE 13



FEILE M4
APl &%

4 API

B

5]

ik

er_id

String

o INAEAA: VPNRIEFTEREAYERST
BIa9ID

e #%R: 36fUUID,
Yattachment_typefic & /9"er"BS
BHS, SUAE,
er_id¥vpc_id R BERAT AT

LB &g RS IFREEERST

BIa9ID

vpc_id

String

N

o IfBEIHER:

- Hattachment_typeSgvpchd,
vpc_id2VPNRIFEXEXAILSS
VPCHIID,

- attachment_typeerfd,
vpc_id2VPNRKAYEAVPCHY
ID, WRIBEILAERIESVPCH
ID,

e #J3R: 36fZUUID,
Lattachment_typefic & J9"vpc"BT
WIE; Yattachment_typefcE S
"er"FfE]ANES, Zvpc_idill
access_vpc_id&BESHAT,
access_vpc_idE .
vpc_idFler_id RBERIATAZ .

ALUBITEIRVPCEIEEEVPCHY
1D,

local_subnet
S

Array of
String

iy

o INBEIRBA: IPVARIRFMRR EF
M, ZFNEEEIVPNSZ T
imF IS T EIE.
FPVPNRMXRZES 50N i+
g, EBAAF PRl
192.168.52.0/24,

o #J%R: attachment_typefiE N

"vpc"BF. Hip_versionBtEH
"ipv4"RTAE, BRUFIE,

local_subnet
s v6

Array of
String

N

o INEEIHER: IPv6RImFME= LEF
M, ZFMNEEBEZVPNSZE TR
Ui IIHI T ELIE
B VPNMXERZIES50 AN inF
M, BT RETURG:
16af.cacc:1097::/48,

o #%k: attachment_typefEH N

"vpc"B. Hip_versionBcEA
"ipv6"RTIAE, BRUFIE,
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FEE FAMIES

APl &% 4 API
2R i) 2EY | gk
i%
connect_sub | String B o INBEIHAR: VPNME(ERRVPCF

net XD o

e #%R: 36fUUID,
Yattachment_typefe&9"vpc" At
WIE; Hattachment_typefcE A
"er" IR AES, X
connect_subnet#]
access_subnet_id&#FESAY,
access_subnet_id4E3 .

Lattachment_typegerfid, Fk
FEEFEDL29MTRIP,
Yattachment_typegvpcht, a0
ERaccess_subnet_id5
connect_subnetfg[@, WFMEE
EFELVANTRHIP; NRAE,
MEEZE/D2PNTHIP,

bgp_asn Long B o INAEIRAE: VPNRXAIBGPE;ALE
w3,

o HYESBE: 1-4294967295,
o EHAE: 64512,

SCRSRRA 01 (2025-02-05) IS © ERRAGIRAT 15



FEILE M4
AP &% 4 AP

BR S B | iR

flavor String B | e DIAEHBA: VPNRIXHHISER,
LIRA B EIEESE VPNIZHI At
#2VPNMX TR HEAYSpecificationik
Im,

o BUESEE:
- Basic
- Professional1
- Professional2
- Professional1-NonFixedIP

- Professional2-NonFixedIP

- GM
AEIMEEEIRIEYE, 152 iha
AZ=VPNEEGRIAG .

- #ib-B=8%H—: Basic.
Professionall .
Professional2. GM

- fEFE-I~N: Basic.
Professional1. Professional2

- #4b-1b%=PY: Basic.
Professional1. Professional2

- fEZ5- F¥E—: Basic.
Professionall. Professional2

- POrg-2=2PH—: Basic.
Professional1. Professional2

- hE-F#: Professionall.
Professional2

- TK-2%: Professionall.
Professional2

- APXK-§hniE: Professionall.
Professional2

- MER-FEDMA: Professionall.
Professional2

- BR-ER4EHK: Professionall.

Professional2

- HZR-fgfnFLEL-OP5:
Professional1. Professional2
- FiE-EPhEiE
Professional1. Professional2
- THE-FHMEHR:
Professionall. Professional2
o Z9%R: Hnetwork_typefJprivate
A AREEESBasic; 4

SCRSRRA 01 (2025-02-05) IS © ERRAGIRAT 16
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FEE FAMIES

4 API

B

5]

ik

attachment_typeHerfd REEEES
Basic,

e ZXIA(E: Professionall,

availability_z
one_ids

Array of
String

iy

o INREIREA: EPBVPNIIKAYRIF
X, AERTEAVPNRIKEER]
XK. IRFEEETBAXATLAE
EEAVPNRX ] X &G AX
7%, BtRiEflavor,
attachment_type. ip_versionfy
SHASHHEVPNM XS IFAYRT
X,

o A: WNRVPNIESTIFFH KL
FRYRTHXEY, HIRES™HEANEIE
X; ¥ TAXFES—;
gé&i%ﬁjﬁﬁlzﬁﬂﬁ'éﬁuszwr\nm

enterprise_pr
oject_id

String

N

o INEENAA: AIREID,
o #JFR: 36f7UUIDE"0",

e ZINME: "0", XREBRET
default®®IVIRH .

eip1

CreateRequ
estEip object

iy

o INEEIRAE: XUEVPNMXFERER
BIE—NEIP, EHREXMXET
EEIP,

e #JZR: network_typegpublicAI w4
%, AprivatelAFEEE,

eip2

CreateRequ
estEip object

iy

o INEEIHAR: YGEVPNMIXZFRRFEH
RIS _/NEIP, FEBEXMEER

BEIP,

o #9%R: network_typeApublicATi4
&5 ?gprivatEEjZ:ﬁF‘%giEEo

access_vpc_i
d

String

iy

o INBEAA: VPNRIXEEFRRIEEN
VPC ID,

o #J%E: 36{7UUID,
o ZUAE: BEvpc idFERFHERIE.

ALUBTEIIVPCEIFREEVPCH
ID,

MAERRAS 01 (2025-02-05)

WRIERE © HERRARBIRAT

17


https://support.huaweicloud.com/api-vpc/vpc_apiv3_0003.html

FEE FAMIES

APl &% 4 API
2R it} =AY | i
ik
access_subn | String B o IPBEIHAR: VPNRIZERAVEAN
et_id VPCHHJFMID,

e #J%R: 36fUUID,

Hattachment_typefgerfd, FM
FEEFE/D2IMTRIP,
Lattachment_typegvpcht, a0
Baccess_subnet_id5
connect_subnettBE, MFMFE
EE5EPANTRHIP; NRAE,
MEEZE/D2MNTFHIP,

o EA\{E: [Elconnect_subnet==EZFT

HAYE.

ha_mode String B o INASIHAR: MIFEHIHARES,
"active-active"E =g, "active-
standby"®R~EF

o BYETSE: active-active, active-

standby,

o EAE: active-active,
access_privat | String B o IHAEIRAR: FARIZEEIVPNI AT
e_ip_1 ANFARIIPT, $5TEipBUFEFARIRY X

hgE, MK EP, XE
MBS A EipT .
o EVESEHE: EANFNMEARAIRIS
Ecipo
o A%: FESENIp2ERNIEE, &
BESEANIP2EE,
access_privat | String ES o IfEEIRAA: FARISSEIVPNIO AT
e_ip_2 NFARIIP2, $EXEipBIEEFARIR
FHRE, F&MXETAFp, WE
M%Ej%E‘E”DZO
o EYUETEBH: BAFNMENBIAS
Ecipo
o AR: ESEANpIEMEE, &
BESIEANPIES.,
tags Array of B o INEEIRER: IR&EFHIE,
VpnResourc o EH: BEZEE04
eTag objects - - °
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FEILE M4
AP &%

4 API

% 4-4 CreateRequestEip

B

RE

ik

id

String

e IfBEIHAA: EIPAYID,
o HYUETEE: 36{ZUUID,

o #JR: H(FFHEAEIPFHES, H
$rOUFREIPATAIE,

AILUBIT £ ETREMEAMIPIIRE

EEIPRYIID,

type

iy

String

o INALINAR: EIPRYSEEY,

o EVUESEE: 0-361FF,
B EEHISEIPZER6PtypeFEZRYEN
EEE . NRTNBESZIF5_bgp
R, BILARIERIZEE,

o AR: YHFHCIBREIPIHSEINTEER
5, GUARE,
BT EERIBEIPFR4type
FERRILIR,

charge_mod
e

iy

String

o INASIHAR: EIPAYIREEITERIER,
BnEirEoiigm it &,

o EYESCH:
bandwidth: &&EITER.
traffic: IZR=EITE,

o UR: SFCIREIPIH=EBERYE
HETENFRES, aUFE,

e ZtiME: bandwidth,

bandwidth_si
ze

N

Integer

o IfEEIRAR: EIPE’J BN, B
fii: Mbit/s. B regiongEiigigtt
RIEIPRKTEHAR, EIPHESAT

X IRTFEIPIRSS, RILMERIER
RS FHIEIPRIR K

o EYESGE: 1-1000, E{RENES
SEPHNNIRSCUZEEIPER,

o HTR: HICIEEIPIHSEBEARYE
HETENEEEES, EUFRE,
flavorgBasicAY, B{EABEART
100; flavorgProfessionall1fd,
HUYBEABEAT300; flavorSs
Professional2fd, BMEARREATF
1000; flavor’AGMAY, BYUEAEE
XF500,
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FEE FAMIES

APl &% 4 API
B i) 2EY | gk
i%
bandwidth_n | String B o INBEIREA: EIPHIR BN,

ame o IUEBE: 1-6412, IFH
F. BmXFH., B3 (\ube00 -
\u9fas). _(TRILK). -(hXIXK). .
(=)o

o Z45R: HFHCIZEEIPIH=BEAREE
HEFTENHEEES, AUARIE,

o FIANE: HFOZBEIPIHSAS, &
It F RS BaEMIEN
vpngw-bandwidth-***JEIPH
ZR, flEn: vpngw-bandwidth-

elfa,
bandwidth_i | String B o INBEIREA: HsID, GUiEEME/NM
d PRI LB EEBHNRZES.

o HUESBE: 36f1UUID,

o R: PEHEFENFEES,
BNARE,

2R 4-5 VpnResourceTag

2R i) =AY | ER
i
key String = o INAEIREA: 1RSI,
o EUESEE: 1-1281F1F, i
F. BYFH, P, mHFE.
i, =18, LURUITER: =
+-@,
value String = o INEEIRER: 1REMIE.
o EUESBE: 0-25570FFF, i
F. BYFE, P, FmHFE.
i, =18, LURLITFER: =
+-@,

o B
a. {FRABEBEIPEIEXEXVPCAIVPNIIZK,

POST https://{Endpoint}/v5/{project_id}/vpn-gateways

{
"vpn_gateway": {
"vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36c”,
"local_subnets": [
"192.168.0.0/24", "192.168.1.0/24"

1
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
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AP &%

4 API

}

}

"eip1 n: {
"id": "cff40e5e-demo-a8df-va86-7366077bf097"
}

"eip2": {
"id": "d290f1ee-demo-a8df-va86-d701748f0851"
}

b. FrEREIPRIFEXELERAIVPNX

POST https://{Endpoint}/v5/{project_id}/vpn-gateways

{

}

"vpn_gateway": {

}

"name": "vpngw-1234",
"attachment_type": "er",
"er_id": "cb4a631d-demo-a8df-va86-ca3fa348c36c",
"vpc_id": "584a238f-demo-a8df-va86-edca746f6277",
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 65533,
"flavor": "Professional2",
"availability_zone_ids": [
"cn-south-1f",
"cn-south-1e"
1,
"eip1": {
“type": "5_bgp",
"charge_mode": "bandwidth",
"bandwidth_size": 1000,
"bandwidth_name": "vpngw-bandwidth-1391"
%
"eip2": {
“type": "5_bgp",
"charge_mode": "bandwidth",
"bandwidth_size": 1000,
"bandwidth_name": "vpngw-bandwidth-1392"
}

c. GIEFARMIELXVPCAIVPNRIX o

POST https://{Endpoint}/v5/{project_id}/vpn-gateways

{

MaRGHR

"vpn_gateway": {

"vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36¢",
"local_subnets": [

"192.168.0.0/24", "192.168.1.0/24"
1

"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"network_type": "private"

o [N
IREPMRZERS A 201: successful operation,

2 4-6 N Body 2¥5%

B

e 115

vpn_gateway | ResponseVpn | VPNREITER,

Gateway
object

MAERRAS 01 (2025-02-05)
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FEILE M4
AP &%

4 API
B 281 A
request_id String 1B5KID,
% 4-7 ResponseVpnGateway
B il R
id String e INEEIER: VPNMXID,
o 1&=(: 36{UUID,
name String o INBEIRER: VPNRIXEZTR
o EUEEHE: 1-641MFFF, BIFH=F. &
N=F&. 32 (\u4e00 - \uofas). _(F
X2%) . -(PriZk).
network_type | String o IHREIGAE: VPNRIXERILZIEER
e HUESEE: public, private,
e ZIANE: public,
attachment_ty | String o INEGIRAR: XEAEDL,
pe o HYUESEBE: vpc, er,
ip_version String o INAESIHAR: VPNRIEEIIPHMYARA o
o EUESBHE: ipv4. ipv6,
certificate_id String o INEGIHER: WEPID,
e #&x(: 36{ZUUID,
er_id String VPN XFERZAIERSEHIRIID . N
attachment_typegerfFiR[E],
vpc_id String Hattachment_typeJavpchdt, vpc_idE
VPNRIXKEXRYLLSSVPCRYID
Lattachment_typesgerlt, FRE|F
E% ., oJLA@idaccess_vpc_idFEREEVPN
W ZA9EAVPCRIID,
local_subnets | Array of String | IPvARiEFR ., ANigFME=EFM, %

M EREEBIIVPNSHFP N H#TH
B, BN MEEIRA:
192.168.52.0/24 , {XHattachment_type
JavpcHip_version Aipv4R$iR[a],

local_subnets_
v6

Array of String

IPV6RimFM . NimFME= LEFM, %
ME R EEE VPNSBPIMNSESHITE
B, B RERIERAI:
16af:icacc:1097::/48, X
attachment_type AvpcHip_version/gipv6
AfiRE
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FEE FAMIES

APl &% 4 API
B 281 fiR
connect_subne | String VPNRIK BT FEAIVPCHEI—NFMID,
t
bgp_asn Long VPNMXHIBGPEBIERS o
flavor String o INEEiRAA: VPNMIEAIIIIESERY , LR

AEEEIESEVPNIZEI A GIEVPNK
XA ERYSpecificationiEli

o EYESEH:
v300: A AT E300Mbps, iZEVE
BRER, BINAREBESESIT, &
WAEFERIZEE,
vlg: BRAEAHEE1Gbps, ZEUEDE
EF, (BIRAREBERSMZE, 8
E(FERIZEE,
Basic: ExKi& A& Ea100Mbps,
Professionall: kit kme
300Mbps,
Professional1-NonFixedIP: @ KiEA
T 2a300Mbps,
Professional2: g K#&A&m5s1Gbps,
Professional2-NonFixedIP: g XiEA

s 1Gbps,
GM: fx K¥E & 58500Mbps
connection_nu | Integer VPNIXE RIS AVPNIEEE .
mber
used_connecti | Integer VPNRIX T Ha1EE&(FREAIVPNIEESL
on_number
used_connecti | Integer VPNRIX T HalE&FEBAIVPNIEZHE D
on_group . A—RAFMNXAN=RIRSZEZERN—
MERZH. VPNRIXEUASZIF101MREERN
VPNiZERZE
enterprise_proj | String o INEEIRAE: BWIRBID,
ECt_Id ° *git: 361S\ZUUID§!Z%"0"0
access_vpc_id | String o INELiiRA: VPNMKERRIEZAVPC
ID,
o 1&=: 36fZUUID,
access_subnet_ | String e INEEIRAER: VPNMX(ERAYEAVPCH
id H9FRIID o

o 1&z(: 36fZUUID,
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E= i) fihik
ha_mode String o INAEINAR: MIERIHARETL, "active-
active"FR=XUE, "active-standby"FE
TESH

o HYESBEl: active-active, active-

standby,

e ZAE: active-active,
policy_templat | PolicyTemplat | IEEIREIPIEEAVPN IR KA RASIEIRED
e e object B, REENEHIEEIEIPENVPNRISHT

R[E,
tags Array of |

VpnResourceT
ag objects
%% 4-8 VpnResourceTag
E=4 i) ik
key String o IJREHR: IREERVER.
o EVESEE: 1-1281FfF, HIFH=.
BXFE., FX. ARFE. 85 T
18, URUTFR: _=+-@,
value String o INEGIHER: ISHIE,
o EVESBHE: 0-2550FFF, IFH=.
BYFHE. P2, ARFE. FE. T
18, URUTFER: _=+@,

& 4-9 PolicyTemplate

B it} R
ike_policy IkePolicy ike SRESIR .
object
ipsec_policy IpsecPolicy ipsec ZREEXISR o
object
MAERRAS 01 (2025-02-05) WIS © LRI ABIRAT 24
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AP &%

4 API

% 4-10 lkePolicy

ds

E= i) %

encryption_alg | String o INAEIHAR: MNZTEXL,

orithm o EVESEE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,

dh_group String o IfEEIRER: SFE—PERERTAIEFEFERIDH
H,

o EYESEE: group14, groupl5,
group16, group19, group20,
group21, disable,

authentication | String o INREIRER: IAIEE X,

_algorithm o EVEBE: sha2-512, sha2-384,
sha2-256,

lifetime_secon | Integer o INEEIHER: FRSANEEFRERE, Iizx4&

1ZEHBABAT S IKE SASBENES .
o EVESEE: 60-604800, EAfy: b,

< 4-11 IpsecPolicy

ds

2R il A

authentication | String o INBEIHAR: INIEFEXE,

—algorithm o EYEEE: sha2-512, sha2-384,
Shaz-256o

encryption_alg | String o INEEINAE: NIZFEE,

orithm o HUESBE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,

pfs String o INEEIRAR: PFS{ERRAYDHERELA .

o EYESEE: groupl4, groupl5,
group16, group19, group20,
group21, disable,

lifetime_secon | Integer o INESHAR: ERECEIPSeciEiEZiE AR

BLAREAEENEFEEA
o EVESEE: 30-604800, EAfy: #b,

o IRZHFA

a. {FRABEBEEIPEIEXEXVPCAIVPNR ALY o
{

"vpn_gateway": {
"id": "134f9fb1-demo-a8df-va86-2040a5c13325",
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"name": "vpngw-9f24",

"network_type": "public",

"attachment_type": "vpc",

"ip_version": "ipv4",

"vpc_id": "0cf79a3f-demo-a8df-va86-d7ace626b0fa",

"local_subnets": ["192.168.0.0/24"],

"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",

"bgp_asn": 64512,

"flavor": "Professional1",

"connection_number": 200,

"used_connection_number": 0,

"used_connection_group": 0,

"enterprise_project_id": "0",

"access_vpc_id": "0cf79a3f-demo-a8df-va86-d7ace626b0fa",

"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",

"ha_mode": "active-active"
1
"request_id": "7b37532a-d6e4-46b9-98dc-9169ec2ca58f"
}

b. FrEEEIPBIEEEXERAIVPN M AING R o
{

"vpn_gateway": {
"id": "80ac167b-demo-a8df-va86-a9a2a23223b8",
"name": "vpngw-1234",
"network_type": "public",
"attachment_type": "er",
"ip_version": "ipv4",
"er_id": "cb4a631d-demo-a8df-va86-ca3fa348c36c¢",
"bgp_asn": 65533,
"flavor": "Professional2",
"connection_number": 200,
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "0",
"access_vpc_id": "0cf79a3f-demo-a8df-va86-d7ace626b0fa",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode": "active-active"
I
"request_id": "cd71cade-bfbd-410b-b672-4bfe46cfc311"

}
c.  BIEFARIKELVPCHIVPNRIXAINDRT o
{

"vpn_gateway": {
"id": "80ac167b-demo-a8df-va86-a9a2a23223b8",
"name": "vpngw-1234",
"network_type": "private",
"attachment_type": "vpc",
"ip_version": "ipv4",
"vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36¢c",
"local_subnets": ["192.168.0.0/24", "192.168.1.0/24"],
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 65533,
"flavor": "Professional2",
"connection_number": 200,
"used_connection_number": 0O,
"used_connection_group": 0,
"enterprise_project_id": "0",
"access_vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36¢",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode": "active-active"
I
"request_id": "cd71cade-bfbd-410b-b672-4bfe46cfc311"
}

RS
ESIA.2 RS .
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4.1.1.2 &if] VPN R<

ab
ThEEN 4B

ARTIE

URI

\$ N 24
18> 7ﬁl§\

MaRzGHR

HRIEVPNIXID, EFFEERIVPNRIX

5203 WTERAPI,

GET /v5/{project_id}/vpn-gateways/{vgw_id}

& 4-12 SRR

B i) 2Ew | %A
i%
project_id String = IREID, aILABIIIkEIE IDZRERE
ID.
vgw_id String = VPNRXID,

o IBRBY
o
o EXREH

GET https://{Endpoint}/v5/{project_id}/vpn-gateways/{vgw_id}

LI V=S 4

IREMAZISF 200: G

%% 4-13 K7 Body S#51%

B St 2123

vpn_gateway ResponseVpn | vpn_gatewayXd&R .
Gateway
object

request_id String BXKID,
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= 4-14 ResponseVpnGateway

B

RE

%3

id

String

e INALSIHAA: VPNRXID,
o &= 36{UUID,

name

String

o INASHIAA: VPNRIXZIR,

o EYETBHE: 1-641FFF, IFHF. =

XFH. 3 (\ude00 - \udfas) . _
(FRIZ) « - (k&) « . (=) o

network_type

String

o INAEIRAA: VPNREMZAER,
o EYESBE: public, private,
o ZAIAME: public,

status

String

o INAGIHAR: VPNRIFEIRZE,

o HEUESEE:
PENDING_CREATE: ¢lgs,

PENDING_UPDATE: &E#rh,
PENDING_DELETE: ffilfgeh,
ACTIVE: IEE.

FAULT: B3,

FREEZED: &&%,

attachment_ty
pe

String

o INAEIRAE: XKEXET.
o EYESEHE: vpc, er,

ip_version

String

o INAEIREA: VPNMIXAJIPHMYARA .
o HUESBHE: ipv4. ipv6,

certificate_id

String

o INREIRAR: IEFID.
o &= 36fZUUID,

er_id

String

VPN FTEZRYERSERFIRYID . XX
attachment_type SerfifiR[E]

vpc_id

String

VPNREXEXA9SSVPCAIID . X
attachment_type AvpcAHiR[E],

local_subnets

Array of String

IPVARIFmFI . NinFME=RLEFM, %
MR EEEE VPNSHEFIMNEFITE
B, BRERIEINRA:
192.168.52.0/24, {¥XHattachment_type
JavpcHip_versiongipv4itik[ao],

MAERRAS 01 (2025-02-05)

WRIERE © HERRARBIRAT

28



FEILE M4
APl &%

4 API

B

St

%

local_subnets_
v6

Array of String

IPV6RimF M. RigFME= LFMN, %
MEEFEEBIdVPNS AP MIMSZHITE
B, B MEREHRA:
16af:cacc:1097::/48, (N
attachment_typeJavpcEip_versionJgipv6
AiRE

connect_subne | String VPN EH{ERRIVPCHAI—PNFMID,
t

bgp_asn Long VPN XHIBGPE SRS .

flavor String o IfgEIREA: VPNRIKAIIAEZEEY

o HUESEE:
Basic: gz KiE A& 100Mbps,

Professionall: R REA T
300Mbps.

Professional1-NonFixedIP: g Xi&EA
T a300Mbps,

Professional2: s K&k Ao 1Gbps,
Professional2-NonFixedIP: g Ki&Ak
s 1Gbps,

GM: KA E500Mbps,

availability_zo
ne_ids

Array of String

EREVPNRXHIRT X , HisE T TAX
RINRE];, HKRIEETHXAES, 7EVPNK
FKHPRSSAACTIVERR[T] ,

ect_id

public_border_ | String LHIBRAE

group

connection_nu | Integer VPN TFRIERARVPNIZEREE] .

mber

used_connecti | Integer VPNRX T HEIEEERAIVPNIEZEE

on_number

used_connecti | Integer VPNRX T HeIE&FERIVPNEZE N

on_group #H. A—RAFRMNXA\=RIRSEERERR—
MERZE . VPNRIKERIASZHF 10 R 25RY
VPNiEZAE,

enterprise_proj | String o INEEIHER: fMIRBEID,

o #&3(: 36{UUID, GIERFENIR[E]
"0", Fr&BEEFdefault®WIRE .
i "0"HAREXLEFENEWIRAID,

eip1

ResponseEip
object

WGEVPNR KRR FERIIE—EIP, &
BEIVPNRMERREEIP, FEVPNRIFHPIK
SHACTIVERHRE]

MAERRAS 01 (2025-02-05)

WRIERE © HERRARBIRAT

29




FEE FAMIES

APl &% 4 API
E= i) 1k
eip2 ResponseEip | BUEVPNRIXFRRNMERBRIEZNEIP, E£&F
object EUVPNRXFRREFEIP, FEVPNRZAIIR

SAACTIVERHR[E],

created_at String o BIFERTE., TEVPNMIEAPRZSSIACTIVE
AfiR[E
o UTCEIEMEZC: Jyyy-MM-
ddTHH:mm:ssZ,
updated_at String o HRE—IXREHAIE ., FEVPNRIKAPIRZES
JACTIVERHIR[E]
o UTCRIEMEZ: Jyyy-MM-
ddTHH:mm:ssZ,
access_vpc_id | String e INBEIRAA: VPNREERAYEAVPC
ID,

o ’T{: 36{UUID,
access_subnet_ | String e INEEIHAR: VPNMIX{ERAYEAVPCH
id BIFMID

o ’Z{: 36{:ZUUID,
access_private_ | String FAPISEEIVPN I ZAIIZNFARIIP, VPNRISE
ip_1 BRI FARIPSXTimM XiEIE . SEEMK

FRERRE— M FAMBIE, FEFRRE

FAMGIHLIE

Ml 192.168.52.9, {XZnetwork_type

FprivatefFix[a],
access_private_ | String FAMZEEIVPN I KABZANFAMIP, VPNRIE
ip_2 ERIZFARIPSXTimMKEIE . SEEMK

FREBNET ARSI, FERTRE

FAMIHBLIE

~fF: 192.168.52.9, {XZnetwork_type

HprivatelFiR[E]
certificate_id String o INBEIRAA: VPNIE{ERRIVPNIEIE

BID, {XiEflavorAGMATR[E],

o #&(: 36ZUUID

ha_mode String o INEEIRBE: MIXAIHAIETC, "active-
active"FR=XE, "active-standby"FE
~ESH,

o HYESBE: active-active, active-

standby,

o BRIAE: active-active,
policy_templat | PolicyTemplat | FEEIREIPIZAVPNRMIX M KHISEREIEIREC
e e object B, REEHEHIEEIEIPENVPNRIHT

R[5,
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E= i) 1k
supported_flav | Array of String | PXBJHEEIRIB RIS
ors
tags Array of mEFIE.
VpnResourceT
ag objects

2% 4-15 ResponseEip

2R i R
id String e IPAEIHAR: EIPAYID,

o 1&3(: 36fZUUID, H{FRBIALEIIR
HESRE"0",

ip_version Integer o INEGIRER: EIPRRZA,
o BUEEE: 4.
ip_billing_info | String o IfEEIRER: EIPENITERER. BF/88
EIPFSIREITRER, &HEIHEEAVEIP
RiR[E],
o 1&:
order_id:product_id:region_id:project_i
d, u:
CS22%+**xkxx| |BIV:00301-******-0--0:br-
iaas-
0din1:0605768a*******+*+*c006c7e484a
do
type String o INREIGRR: EIPHYSEEY,
o BUETEE: AJEEHIBEIPE6Ytypes
ERIEUETEE .
ip_address String o IPELIER: EIPHYZLNRIIPvALBLIL .

o F&T: ipvAZEEItbIE, FIEN:
88 1k xik 19

charge_mode | String o INEEIRER: EIPHHRITERER . ITRE
BEADE G A

o EUESEE:
bandwidth: &HE1tE.

traffic: &n=1t#,

bandwidth_id | String o INREWEA: EIPRITSESID.
o &= 36fZUUID,
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B

St

ik

bandwidth_siz
e

Integer

e INRLIRER: EIPHYT SRR/, BAf:
Mbit/s. B regionBEIRIRHAYEIPEK
weAE, EIPRISRAKHERRTEIPIR
55, JLMER I RRIESKP TAIEIPRY
BT 5o

o HUESEE: 1-1000, E{FEUEIESE#H
AR BUFREIPEHL

bandwidth_na
me

String

o INREUIRR: EIPHYEE=SZTR.

o EUEBE: 1-641MZFFF, TIFHM=F. =
XFE. $3Z(\ud4e00 - \udfas). (T
REe) . -(FRIZ) . .(5),

bandwidth_bill
ing_info

String

o INEEIREE: EIPRYHERITRER. 8%/
BREPHREASREFEITRER, 1%
FiEEIPHREAIRE]

o HEI:
order_id:product_id:region_id:project_i
d, 1:

CS22***xxx%| |BIV:003017-******-0--0:br-
iaas-
0din1:0605768a********+*xc006c7e484a
Ao

share_type

String

o IJREHHR: HEHAZRE

o BUESEHE:

PER: JREHE

WHOLE: H=%5

& 4-16 PolicyTemplate

B -3t ik

ike_policy IkePolicy ike ZREEXIER
object

ipsec_policy IpsecPolicy ipsec SRE&ITSR .
object
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Z 4-17 lkePolicy

ds

B 5] R

encryption_alg | String o INREUGRE: INZRE %,

orithm o EUESEE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,

dh_group String o INREIRER: FE—EREIPI(FRAIDH
H,

o HUESEE: groupl4, groupls,
group16, group19, group20,
group21, disable,

authentication | String o INBEIHAR: INIEEXE,

—algorithm o EYESEE: sha2-512, sha2-384,
Shaz-256o

lifetime_secon | Integer o INELIRBR: FTRSAHETFEHR, Hix4E

1ZEEABAYISIKE SASBIEH .
BYESEE: 60-604800, H{i: #,

% 4-18 IpsecPolicy

ds

2R =i finak

authentication | String o IHASHAR: INFESE,

—algorithm o EUESBE: sha2-512, sha2-384,
sha2-256,

encryption_alg | String o INAEINAR: HNZREE,

orithm o EVESHE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,

pfs String o INAEEIHEA: PFSEEFIRIDHZESALA

o HUESEE: groupl4, groupl5,

group16, group19, group20,
group21, disable,

lifetime_secon | Integer o INELiRAA: TRECEIPSeciEIZFEIHIME

BLAREAEENEEFEEER,
EVESEE: 30-604800, E{i: b,
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& 4-19 VpnResourceTag

E= i) fR
key String o INgEEiREe: REHIRE.
o EUESEHE: 1-12810FFF, TIFH=F.
RXFE, P, BARFE. EiE. T
1% ’ D)\&D)\T?fg . _-::+'@ o
value String o INEEIREH: #RERYES
o EUESEE: 0-2550FFF, IFH=.
RNFHE., B, ARFE. @iE. T
18, URUTFER: _=+@,
a. EFLMREKEXERRIVPNX .
{
"vpn_gateway": {
"id": "66ddeacb-demo-a8df-va86-9a414b5bd7d5",
"name": "vpngw-5bd6",
"network_type": "public",
"status": "ACTIVE",
"attachment_type": "er",
"ip_version": "ipv4",
"er_id": "c62fad0d-demo-a8df-va86-e06c4c351b9of",
"bgp_asn": 64512,
"flavor": "Professional1",
"availability_zone_ids": ["cn-south-1f", "cn-south-1e"],
"connection_number": 200,
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "0",
"eip1 n: {
"id": "0f6d1415-demo-a8df-va86-edb2ee97c9cc",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 251",
"charge_mode": "bandwidth",
"bandwidth_id": "e93767cc-demo-a8df-va86-bac2987f90a4",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-10c3"
L
"eip2":{
"id": "7b46b62f-demo-a8df-va86-6b8e44312416",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 102",
"charge_mode": "bandwidth",
"bandwidth_id": "bde3557e-demo-a8df-va86-629a3754ae07",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-18bd"
L
"created_at": "2022-11-28T02:22:27.24Z",
"updated_at": "2022-11-28T02:22:27.247",
"access_vpc_id": "0cf79a3f-demo-a8df-va86-d7ace626b0fa",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode": "active-active"
1
"request_id": "28b795f8-d431-4f1e-93ab-1c401a82b799"
}
b. EiGFAMZEEIKEXVPCAIVPNRIIXK
{
"vpn_gateway": {
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}

"id": "66ddeacb-demo-a8df-va86-9a414b5bd7d5",
"name": "vpngw-5bd6",

"network_type": "private",
"status": "ACTIVE",
"attachment_type": "vpc
"ip_version": "ipv4",
"vpc_id": "91a74241-demo-a8df-va86-9b5f98c66c8c",
"local_subnets": ["192.168.0.0/24"],

"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 64512,

"flavor": "Professional1",

"availability_zone_ids": ["cn-south-1f", "cn-south-1e"],
"connection_number": 200,

"used_connection_number": 0,

"used_connection_group": 0,

"enterprise_project_id": "0",

"created_at": "2022-11-28T02:22:27.24Z",

"updated_at": "2022-11-28T02:22:27.247",

"access_vpc_id": "0cf79a3f-demo-a8df-va86-d7ace626b0fa",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"access_private_ip_1": "192.168.146.45",

"access_private_ip_2": "192.168.146.77",

"ha_mode": "active-active"

n
’

"request_id": "28b795f8-d431-4f1e-93ab-1c401a82b799"

c. EARMZEEKEVPCHIIEEEIPEAVPNRIX
{

"vpn_gateway":{
"id":"66ddeacb-demo-a8df-va86-9a414b5bd7d5",
"name":"vpngw-5bd6",

"network_type":"public",

"status":"ACTIVE",

"attachment_type":"vpc",

"ip_version": "ipv4",

"vpc_id":"c62fad0d-demo-a8df-va86-e06c4c351b9f",

"local_subnets":[

"192.168.0.0/24"

1
"connect_subnet":"fd75bf7b-demo-a8df-va86-db13f03e299a",
"bgp_asn":64512,

"flavor":"Professional1-NonFixedIP",

"availability_zone_ids":[

"cn-north-7¢"

1

"connection_number":200,

"used_connection_number":0,

"used_connection_group":0,

"enterprise_project_id":"0",

"ha_mode":"active-standby",

"eip1"{

"id":"0f6d1415-demo-a8df-va86-edb2ee97c9cc",

"ip_version":4,

"type":"5_bgp",

"ip_address":"88.*** *** 251",

"charge_mode":"bandwidth",

"bandwidth_id":"e93767cc-demo-a8df-va86-bac2987f90a4",

"bandwidth_size":300,

"bandwidth_name":"vpngw-bandwidth-10c3"

h?

"eip2"{

"id":"7b46b62f-demo-a8df-va86-6b8e44312416",

"ip_version":4,

"type":"5_bgp",

"ip_address":"88.*** *** 102",

"charge_mode":"bandwidth",

"bandwidth_id":"bde3557e-demo-a8df-va86-629a3754ae07",

"bandwidth_size":300,

"bandwidth_name":"vpngw-bandwidth-18bd"
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}
}

N

%
"policy_template":{

"ike_policy":{
"encryption_algorithm":"aes-128",
"dh_group":"group20",
"authentication_algorithm":"sha2-256",
"lifetime_seconds":86400

U

"ipsec_policy":{

"authentication_algorithm":"sha2-256",

"encryption_algorithm":"aes-128",

"pfs":"group20",

"lifetime_seconds":3600

}

%
"created_at":"2022-11-28T02:22:27.24Z",
"updated_at":"2022-11-28T02:22:27.24Z",

"access_vpc_id":"4d03fe2d--demo-a8df-va86-6def96440f2b",

"access_subnet_id":"fd75bf7b--demo-a8df-va86-e-db13f03e299a"

"request_id":"28b795f8-d431-4f1e-93ab-1c401a82b799"

BS A2 KEE,

4.1.1.3 &if] VPN [I%513E

ThREN A

BiFVPNRIXFIE,

ARSI

523 WMTEAPI,

URI

GET /v5/{project_id}/vpn-gateways

3 4-20 SRR
2R S =EY | kA
i%
project_id String g2 IREID, aILAEISAENIRE IDFREVIRE
ID,

% 4-21 5K Query 2¥3I%

BR i) =AY | #R

ik
enterprise_pr | Array B AIRBEID,
oject_id
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IS KiHE
o BERBY
o
o IERIEH
a. EWFEVPNRIX,

GET https://{Endpoint}/v5/{project_id}/vpn-gateways

b. #R#Eenterprise_project_id&EIGVPNFX
GET https://{Endpoint}/v5/{project_id}/vpn-gateways?
enterprise_project_id={enterprise_project_id}

MALHEE
o IMESH
IREHAZSHH 200: TR

2= 4-22 N Body S#51F&

EZ St iR
vpn_gateways | Array of FESEISH
ResponseVpnGat

eway objects

request_id String BXKID,

3 4-23 ResponseVpnGateway

E=2 St R

id String o INALIHAE: VPNRIXID,
e 18={: 36{UUID,

name String o INBEIRBA: VPNRXEZFR,

o HUETEE: 1-641MFRF, IFHF. &
MZFE, F13 (\u4e00 - \udfa5) . _
(TFRIZE) « - (PdlE) « . (=) o

network_type | String o INBEIREE: VPNRIFEMILZERY,

e EBUESEE!: public, private,

e ZAE: public,
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B

%

status

[ ] Ij] 'LHH}% VPNl__lgé'{kluo

o HUBSEE:
PENDING_CREATE: glzh,

PENDING_UPDATE: E#h,
PENDING_DELETE: iR,
ACTIVE: IF%E,

FAULT: B,

FREEZED: &&%,

attachment_ty
pe

String

o INEEIREE: XEXER.
o EYESEBHE: vpc, er,

ip_version

String

o INEEIBE: VPNRIKAYIPHMYARA .
o EUESEHE: ipv4. ipv6,

certificate_id

String

o INRENAR: IEFID,
o &z 36fZUUID,

er_id

String

VPN XPEZAIERSEHIAIID . X
attachment_typegerfifiR[E]

vpc_id

String

{XHattachment_type AvpcHtiR[E], 2
VPNRIXKEXRYALSSVPCHYID .

local_subnets

Array of String

IPVAZR i+ o Zlilﬁ'ﬁ¥ﬂE£J:¥ﬂ, 2
MESEEIEITVPNS PN HEHITE
B, B MEAETURA:
192.168.52.0/24 , {XHattachment_type
JavpcHip_versiongipv4RTiR[a]

local_subnets_
v6

Array of String

IPV6 A+ o Kiﬁ?ﬂmii?ﬂ, %
MEEFEEBITVPNS AP MIMNSZHITE
B, BEAPMERIEZRAI:
16af:cacc:1097::/48, (N
attachment_typeAvpcHip_versiongipv6
Ejﬁ@o

connect_subne
t

String

VPNRIXP{EFBRIVPCHEY—FMID,

bgp_asn

Long

VPNRIXHIBGPEAEHHS .
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B - it A
flavor String o INEEEA: VPNRIKAIMIISSEEL,

o HUEEE:
Basic: ExKiE AT 5 100Mbps.,

Professionall: Atk
300Mbps.

Professional1-NonFixedIP: g XiEA
= 300M bps.

Professional2: g KiEA& T 1Gbps,
Professional2-NonFixedIP: fg A%k
s 1Gbps,

GM: EKEEATZ=500Mbps,

availability_zo

Array of String

#PEVPNRXAIRT X . SiEE 7y AKX

ne_ids AINRE];, HKRIEETHXAS, 7EVPNRK
FHYRESHACTIVERTIRE] ,

public_border_ | String NHINFE

group

connection_nu | Integer VPNRE IR AVPNIZEES .

mber

used_connecti | Integer VPNRX T HEIEEERAVPNIERE .

on_number

used_connecti | Integer VPNRIX T HEI S ERIVPNIEZREAN

on_group #H. E—AFPRIXANHRSFIERZAR—
MERZE . VPNRIKERIASZHF 10 R 25RY
VPNERZA

enterprise_proj | String o INREIHAR: IRBID,

ect.id o &t 36[UUID, QIERIENIEE
"0", ‘A BRETFdefaulttIIRE .
*: "0"HAREXLFEMEWIRBEID,
eip1 ResponseEip | VPNRIX(ERRISE—PEIP, FEVPNRIXAY
object IREHAACTIVERTIR[E],
eip2 ResponseEip | VPNRIXERAISEZNEIP, FEVPNRIFKHY
object IREHACTIVERHIR[E],
created_at String o GUEEATE, FEVPNRIKAPIRESIACTIVE
ATIR[E] ,
o UTCHIIENEIN: yyyy-MM-
ddTHH:mm:ssZ,
updated_at String o RIE—IXREHATE, TEVPNRIFKAPIKZS

JIACTIVERHR[E]

o UTCHYEIER: yyyy-MM-
ddTHH:-mm:ssZ,
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access_vpc_id | String o IfEEIRAA: VPNMIEERAJEAVPC
IDo
o 1&=(: 36fZUUID,
access_subnet_ | String o INELIHEA: VPNMX(ERAJIZEAVPCH
id B9FMID
o 1&z\: 36fUUID,
access_private_ | String FARISEELVPNRIKEIEENFARIIP, VPNRIX
ip_T1 (ERIZFARIPSXJim M K EEIE . WEMK
FRERNE— N FARIMBIE, FEFRTRE
FARIHELILE .
A~ 192.168.52.9, {XZnetwork_type
HprivatefFiR[E],
access_private_ | String FAPISEEIVPN I AIFZNFARIIP, VPNRIZE
ip_2 FERIZFAMIPS iR EZE . SGERIK
FRERNET ARSI, FEFRRE
FARIIELIE .
~f5l: 192.168.52.9, {XZnetwork_type
AprivatefFiR[E] .
ha_mode String o IHAEIRAA: MIEAIHARET, "active-
active"FRRWE, "active-standby"ZE
T~EE.
o HYESBE: active-active, active-
standby,
e PFINE: active-active,
policy_templat | PolicyTemplat | JFEIREIPIEAVPNIIKAIRIRIRIRACE, R
e e object BEAUE FIEEIEIPEEA VPN EAHRE

supported_flav
ors

Array of String

KR FHECERY BRI o

tags Array of REHIER,
VpnResourceT
ag objects
& 4-24 ResponseEip
B it 1)
id String o IfREIHAR: EIPEIID,
o 183: 36fIUUID, H{EARIAEBIIR
HEHRE"0",
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B

St

%

ip_version

Integer

INREIRAE: EIPKRAN,
BEEE: 4,

ip_billing_info

String

IngeAER: EIPRNITER(EE .. B5/88
EIPZSIREITHER, RHEITEAIEIP
Z:i}g.@()

1B
order_id:product_id:region_id:project_i
d, n:

CS22%**xxxx%| |BIV:00301-******-0--0:br-
iaas-
0din1:0605768a*********+**c)06c7e484a
Ao

type

String

IhEEIsAR: EIPAYZEEY,

EETSE: AEEHHEEIPR6 S types
ERERESE

ip_address

String

INREIRAA: EIPAIZSMIPvALTEILE,

H&IV: ipvASEBEithnt ., FI4n:
88.** ** 11,

charge_mode

String

IIRENEA: EIPRWEEIT R, iRE
TR LR

EESEE:
bandwidth: &HE1T2E,

traffic: IRmEITEE,

bandwidth_id

String

INEEIRAE: EIPRYEEID,
&= 36{ZUUID,

bandwidth_siz
e

Integer

INgEIRBE: EIPRYRZER/N, BB{i:
Mbit/s. B regionBefZiRHAYEIPERK
A, EIPRISRKHZRTEIPAR
55, LA T ERIESKS TRIEIPEY
BRAHR.

BYESEE: 1-1000, E{REUEIESZH
A MRS CIREIPER

bandwidth_na
me

String

INEEIHEE: EIPHIEEEETR,

EUEBE: 1-641MF5F, iFHF. =
XFHE., A3 (\u4e00 - \udfas). (T
Ree) . -(FRIZ). .(5=).
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B

St

%

bandwidth_bill
ing_info

String

o INEEINAR: EIPRURETITRER. B85/
BREPFREASREIFEITREESR, 1%
FIHERVEIPHRAIRE]

o FE:
order_id:product_id:region_id:project_i
d, @n:

(CS22***+xkkx| BIV:003017-******-0--0:br-
iaas-
0din1:0605768a******+*++**c)06c7e484a
ao

share_type

String

o INEEULHA: R ZRE

o EVEBHE:

PER: IR

WHOLE: =g

% 4-25 PolicyTemplate

B Sl ik
ike_policy IkePolicy ike SREENTISR .
object
ipsec_policy IpsecPolicy ipsec SREITR .
object
7% 4-26 lkePolicy
E= St R
encryption_alg | String o INREINEE: NNZRESL,
orithm o EUESBE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,
dh_group String o INEEIHEE: SE—MEREPIEERRIDH
H,

e HUESBE: group14, groupls,
group16, group19, group20,
group21, disable,

authentication | String o IHASIHAR: INFESE,

_algorithm

o HUEBE: sha2-512, sha2-384,
sha2-256,
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E= i) fR
lifetime_secon | Integer o INECIER: FRSAHEZEEEE, Liz4sE
ds ZREERBATSIKE SASBENEH .

o EYESGE: 60-604800, EAfii: .

& 4-27 IpsecPolicy

ds

B it fik

authentication | String o INECHAA: TANIEEE.

~algorithm o EYESEE: sha2-512, sha2-384,
sha2-256,

encryption_alg | String o INREIHER: INZELE,

orithm o HYESBEl: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,

pfs String o IfEEIBA: PFS{EFBRYDHESRA .

o HUESBE: groupl4, groupls,
group16, group19, group20,
group21, disable,

lifetime_secon | Integer o INECIER: FRECEIPSeciEZEEIAIRE

BLAREAEENEEFEEA,
o ENESGHE: 30-604800, EAfii: .

2R 4-28 VpnResourceTag

B 268 )
key String o INREULRAR: FRESAIRE,
o EUEBE: 1-1281FfF, M=,
RXFE, P, BARFE. EiE. T
*gi D)\&D)\T?fg _-::+'@o
value String o INEEIREE: REMIE.
o EUETHE: 0-2550M=FF, IFH=F.
BXFE, P, ARFE. @5 T
*gy L\/L&L\)\—lt$fgl _-::+_@o

o lBRZHFER

a. EEPTEVPNRIKAIIMAL .
{

"vpn_gateways": [{
"id": "8e1d0686-demo-a8df-va86-91f32fa1dfc8",

"name": "vpngw-1af3",
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"network_type": "public",
"status": "ACTIVE",
"attachment_type": "vpc",
"ip_version": "ipv4",
"vpc_id": "91a74241-demo-a8df-va86-9b5f98c66c8c",
"local_subnets": ["192.168.15.0/24"],
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 64512,
"flavor": "Professional1",
"availability_zone_ids": ["cn-south-1f", "cn-south-1e"],
"connection_number": 200,
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "0",
"eip1": {
"id": "8ff5d6b5-demo-a8df-va86-b9d598033153",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.** *** 111",
"charge_mode": "bandwidth",
"bandwidth_id": "aa62f8f2-demo-a8df-va86-b05b2b999715",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-13a3"

L
"eip2": {
"id": "08e7e927-demo-a8df-va86-26a6394021eb",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 199",
"charge_mode": "bandwidth",
"bandwidth_id": "887d61f7-demo-a8df-va86-38ee8232e27c¢",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-1afb"
}

n

created_at": "2022-11-28T02:36:16.834Z",
"updated_at": "2022-11-28T02:36:16.834Z",
"access_vpc_id": "91a74241-demo-a8df-va86-9b5f98c66c8c",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode": "active-active"
Lo
"id": "66ddeacb-demo-a8df-va86-9a414b5bd7d5",
"name": "vpngw-2be4",
"network_type": "public",
"status": "ACTIVE",
"attachment_type": "er",
"ip_version": "ipv4",
"er_id": "c62fad0d-demo-a8df-va86-e06c4c351b9of",
"bgp_asn": 64512,
"flavor": "Professional1",
"availability_zone_ids": ["cn-south-1f", "cn-south-1e"],
"connection_number": 200,
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "0",
"eip1": {
"id": "0f6d1415-demo-a8df-va86-edb2ee97c9cc",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 251",
"charge_mode": "bandwidth",
"bandwidth_id": "e93767cc-demo-a8df-va86-bac2987f90a4",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-10c3"
L
"eip2": {
"id": "7b46b62f-demo-a8df-va86-6b8e44312416",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 102",
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"charge_mode": "bandwidth",
"bandwidth_id": "bde3557e-demo-a8df-va86-629a3754ae07",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-18bd",
L
"created_at": "2022-11-28T02:22:27.24Z",
"updated_at": "2022-11-28T02:22:27.24Z",
"access_vpc_id": "0cf79a3f-demo-a8df-va86-d7ace626b0fa",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode": "active-active"

"id":"66ddeacb-demo-a8df-va86-9a414b5bd7d5",
"name":"vpngw-5bd6",
"network_type":"public",
"status":"ACTIVE",
"attachment_type":"vpc",
"ip_version": "ipv4",
"vpc_id":"c62fad0d-demo-a8df-va86-e06c4c351b9f",
"local_subnets":[
"192.168.0.0/24"
1
"connect_subnet":"fd75bf7b--demo-a8df-va86-db13f03e299a",
"bgp_asn":64512,
"flavor":"Professional1-NonFixedIP",
"availability_zone_ids":[
"cn-north-7¢"
1
"connection_number":200,
"used_connection_number":0,
"used_connection_group":0,
"enterprise_project_id":"0",
"ha_mode":"active-standby",
"eip1"{
"id":"0f6d1415-demo-a8df-va86-edb2ee97c9cc",
"ip_version":4,
"type":"5_bgp",
"ip_address":"88.*** *** 251",
"charge_mode":"bandwidth",
"bandwidth_id":"e93767cc-demo-a8df-va86-bac2987f90a4",
"bandwidth_size":300,
"bandwidth_name":"vpngw-bandwidth-10c3"
L
"eip2"{
"id":"7b46b62f-demo-a8df-va86-6b8e44312416",
"ip_version":4,
"type":"5_bgp",
"ip_address":"88.*** *** 102",
"charge_mode":"bandwidth",
"bandwidth_id":"bde3557e-demo-a8df-va86-629a3754ae07",
"bandwidth_size":300,
"bandwidth_name":"vpngw-bandwidth-18bd"

%
"policy_template":{

"ike_policy":{
"encryption_algorithm":"aes-128",
"dh_group":"group20",
"authentication_algorithm":"sha2-256",
"lifetime_seconds":86400

b
"ipsec_policy":{
"authentication_algorithm":"sha2-256",
"encryption_algorithm":"aes-128",
"pfs":"group20",
"lifetime_seconds":3600
}
I
"created_at":"2022-11-28T02:22:27.24Z",
"updated_at":"2022-11-28T02:22:27.24Z",
"access_vpc_id":"4d03fe2d--demo-a8df-va86-6def96440f2b",
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"access_subnet_id":"fd75bf7b--demo-a8df-va86-e-db13f03e299a"
1
"request_id": "de1b6caf-d024-4dac-850e-645af40c84f3"
}
b. #R¥Eenterprise_project_idEifVPNMZHINEGR o
{
"vpn_gateways": [{
"id": "8e1d0686-demo-a8df-va86-91f32faldfc8",
"name": "vpngw-1af3",
"network_type": "public",
"status": "ACTIVE",
"attachment_type": "vpc",
"ip_version": "ipv4",
"vpc_id": "91a74241-demo-a8df-va86-9b5f98c66c8c",
"local_subnets": ["192.168.15.0/24"],
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 64512,
"flavor": "Professional1",
"availability_zone_ids": ["cn-south-1f", "cn-south-1e"],
"connection_number": 200,
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "7354dda9-demo-a8df-va86-a6b08fb92043",
"eip1": {
"id": "8ff5d6b5-demo-a8df-va86-b9d598033153",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 111",
"charge_mode": "bandwidth",
"bandwidth_id": "aa62f8f2-demo-a8df-va86-b05b2b999715",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-13a3"
h?
"eip2": {
"id": "08e7e927-demo-a8df-va86-26a6394021eb",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 199",
"charge_mode": "bandwidth",
"bandwidth_id": "887d61f7-demo-a8df-va86-38ee8232e27c¢",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-1afb"
h?
"created_at": "2022-11-28T02:36:16.834Z",
"updated_at": "2022-11-28T02:36:16.834Z",
"access_vpc_id": "91a74241-demo-a8df-va86-9b5f98c66c8c",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode": "active-active"
I
"id": "66ddeacb-demo-a8df-va86-9a414b5bd7d5",
"name": "vpngw-2be4",
"network_type": "private",
"status": "ACTIVE",
"attachment_type": "er",
"ip_version": "ipv4",
"er_id": "c62fad0d-demo-a8df-va86-e06c4c351bof",
"bgp_asn": 64512,
"flavor": "Professional1",
"availability_zone_ids": ["cn-south-1f", "cn-south-1e"],
"connection_number": 200,
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "7354dda9-demo-a8df-va86-a6b08fb92043",
"access_private_ip_1": "192.168.4.7",
"access_private_ip_2": "192.168.4.99",
"created_at": "2022-11-28T02:22:27.24Z",
"updated_at": "2022-11-28T02:22:27.247",
"access_vpc_id": "0cf79a3f-demo-a8df-va86-d7ace626b0fa",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
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"ha_mode": "active-active"
1At

"id":"66ddeacb-demo-a8df-va86-9a414b5bd7d5",

"name":"vpngw-5bd6",

"network_type":"public",

"status":"ACTIVE",

"attachment_type":"vpc",

"ip_version": "ipv4",

"vpc_id":"c62fad0d-demo-a8df-va86-e06c4c351b9f",

"local_subnets":[

"192.168.0.0/24"

1
"connect_subnet":"fd75bf7b--demo-a8df-va86-db13f03e299a",
"bgp_asn":64512,

"flavor":"Professional1-NonFixedIP",

"availability_zone_ids":[
"cn-north-7¢"

1

"connection_number":200,

"used_connection_number":0,

"used_connection_group":0,

"enterprise_project_id":"0",

"ha_mode":"active-standby",

"eip1"{

"id":"0f6d1415-demo-a8df-va86-edb2ee97c9cc",

"ip_version":4,

"type":"5_bgp",

"ip_address":"88.*** *** 251",

"charge_mode":"bandwidth",

"bandwidth_id":"e93767cc-demo-a8df-va86-bac2987f90a4",

"bandwidth_size":300,

"bandwidth_name":"vpngw-bandwidth-10c3"

L
"eip2"{

"id":"7b46b62f-demo-a8df-va86-6b8e44312416",

"ip_version":4,

"type":"5_bgp",

"ip_address":"88.*** *** 102",

"charge_mode":"bandwidth",

"bandwidth_id":"bde3557e-demo-a8df-va86-629a3754ae07",

"bandwidth_size":300,

"bandwidth_name":"vpngw-bandwidth-18bd"

L
"policy_template":{

"ike_policy":{
"encryption_algorithm":"aes-128",
"dh_group":"group20",
"authentication_algorithm":"sha2-256",
"lifetime_seconds":86400

b

"ipsec_policy":{

"authentication_algorithm":"sha2-256",

"encryption_algorithm":"aes-128",

"pfs":"group20",

"lifetime_seconds":3600

}

L
"created_at":"2022-11-28T02:22:27.24Z",
"updated_at":"2022-11-28T02:22:27.24Z",
"access_vpc_id":"4d03fe2d--demo-a8df-va86-6def96440f2b",
"access_subnet_id":"fd75bf7b--demo-a8df-va86-e-db13f03e299a"
1
"request_id": "bfa819a1-e824-4799-8e72-21a35dad97c9"
}

N

B2 A2 K.
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4.1.1.4 57 VPN Ri<

ab
ThEEN R

ARSI

URI

IBERHE

HRIEVPNIXID, BEHFEERIVPNIMIX o

523 WMEiERAPI,

PUT /v5/{project_id}/vpn-gateways/{vgw_id}

X 4-29 S¥ERBA

B xR =5Y | %A
i%
project_id String g2 IRHID, "ILAEISAENIRE IDIREVIRE
ID,
vgw_id String = VPNISELAIID
o BFKSH
& 4-30 FRESH
B Sl =AY | it
1%
vpn_gateway | Updatevgw | 2 vpn_gatewayXJ&,
RequestBod
yContent
object

% 4-31 UpdateVgwRequestBodyContent

E=4 £ =il 2EY | itk
1%
name String B o INREIHER: VPNMXZIR,

o HUESTHE!: 1-640FTF, K
F. BYFE., X (\ude0O -
\uofas) . _ (FRIZ) . - (7%l
%), . (=),
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B

ik

local_subnet
S

Array of
String

o INBEREA: IPVARIRFI ., AihF
MEZEFW, ZMERFEEET
VPNSHEFPMINEHTEE. B45
P ERAE UM
192.168.52.0/24.

o #J%R: Hattachment_typefiE N
"vpc"Bt. Hip_versionEtE
"ipvd"lIIES, BURE. 819
VPN X ERZIEE50 M AN im0

local_subnet
s_v6

Array of
String

iy

o INBEIRAA: IPveARimFM, ANimgF
WEz=LEFM, 1ZFNEEE
VPNS=Z T inFRETEE., 8
DNF RIS
16af.cacc:1097::/48,

o Z9%E: Lattachment_typeftEJo
"vpc"HF. Hip_versionBtE
"ipv6"IIEIES, BURE. 81
VPN B ZIEE 50 ANim M o

eip_id_1

String

iy

o INEEIRAE: BYHIEIPAIID, FR
SEEFHYEIPYEANGE VPN X {F
FAR9EE—NEIPEL E VPN R XHY
FEIP, 4FEFRIEIPRIN RS CRRSD
HEEREIP, BJLUESRR40E T
2 PIPEREBVPN Y (EFAYEIP

o £JR: 36{ZUUID,
network_typefic & IpublicAinIiE
5, BURE,

eip_id_2

String

iy

o INEEIRBE: BYAYEIPAIID, ¥R
SEEFHYEIP/EANUE VPN {5
FBRY9%E —NEIPELE R VPNRI XA
FBEIP, 4FEFRIEIPRINL RS CRRYD
HEEREIP, BJLUES RS0 E
A PIPEREBVPN Y (EFAYEIP

o £J%R: 36{7UUID, X
network_typefic & publicAtmIiE
5, BURNE,

policy_temp
late

PolicyTempl
ate object

iy

o INREIRAR: REBEIR.

o £45k: RBEHVPNRXATMIES
Professional1-NonFixedI|Pg};
Professional2-NonFixed|PAJ{&E
B, BFEHMKIAIREEENR o
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FEILE M4
APl &%

4 API

& 4-32 PolicyTemplate

B - St ik
ike_policy IkePolicy ike SREENISR
object
ipsec_policy IpsecPolicy ipsec SREGITR .
object
7= 4-33 lkePolicy
E= E-Sit) R
encryption_alg | String o INREIGAE: NNZRESL,
orithm o EUESBE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,
dh_group String o INEEIREE: SE—MEREPIEERRIDH
H,

o HUESBE: group14, groupls,
group16, group19, group20,
group21, disable,

authentication | String o INAEIRAR: INIFEEL,

—algorithm o BYESEE: sha2-512, sha2-384,
sha2-256,

lifetime_secon | Integer o INEEIHER: FTARSANEEEERE, HJiz4E

ds

1ZEHBABAT S IKE SASBERIES
o EYESEE: 60-604800, Ea{y: b,

& 4-34 IpsecPolicy

2R - 3id] )%

authentication | String o INBEIHAR: INIEFEXE,

_algorithm o EYESEE: sha2-512, sha2-384,
Shaz-256o

encryption_alg | String o INEGINHER: MNZRESE,

orithm o EYESEE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,
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B it )%
pfs String o IPREIRAE: PFS{EFARYDHERSAAH.,

o EYESEE: group14, groupl5,
group16, group19, group20,
group21, disable,

lifetime_secon | Integer o INEGINAE: FRECE|PSecEEETAIRE
ds ELARE AR EEZEREER

o BYESGE: 30-604800, EAfii: .

o EXREH
a. EHEEIPEAMX,

PUT https://{Endpoint}/v5/{project_id}/vpn-gateways/{vgw_id}

{
"vpn_gateway": {
"name": "vpngw-4321",
"local_subnets": [
"192.168.0.0/24"
1,
"eip_id_1": "f1469b4a-demo-a8df-va86-bb7de91cf493",
"eip_id_2": "6ad8e297-demo-a8df-va86-da0f885ccb98"
}
}

b. FEFFIEEEIPEN VPN L RBEIENR o

PUT https://{Endpoint}/v5/{project_id}/vpn-gateways/{vgw_id}
{

"vpn_gateway":{
"policy_template":{

"ike_policy":{
"authentication_algorithm":"sha2-256",
"encryption_algorithm™:"aes-128-gcm-16",
"dh_group":"group21",
"lifetime_seconds":86400

%

"ipsec_policy":{
"authentication_algorithm":"sha2-256",
"encryption_algorithm™:"aes-128-gcm-16",
"pfs":"disable",

"lifetime_seconds":3600
}
}
}
}

i Az
o NS
IREYAZSAZ ST 200: successful operations,

2= 4-35 IR Body 2%51%&

B St ik

vpn_gateway | ResponseVpn | vpn_gatewayXJi&,
Gateway
object
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B it fiiA
request_id String BKID,
% 4-36 ResponseVpnGateway
B it 1k
id String e INBEIRAA: VPNRIKID,
e II: 36{ZUUID,
name String o INBEIHER: VPNMIXZBIR,
o EUESEE: 1-641FFF, BIFH=F. =
=R, Bh37(\ude00 - \udfas). (T
X) . -(FHlZk) .
network_type | String o INBEIRER: VPNRIEMLEAERY,
o HUESEE: public, private,
e EHAME: public,
attachment_ty | String o INEEUHER: KEXET.
pe o HUESEE: vpc, er,
ip_version String o INALIHAR: VPNRIEAIIPHMYARZ o
o EUESEE: ipv4. ipv6,
certificate_id String o IfgtiRER: UFBID,
o #&x(: 36fZUUID,
er_id String VPN FTIERZRYERSEFIRYID . X
attachment_typegerfidiR[E]
vpc_id String e Hattachment_typeAvpcHd, vpc_idE

VPN X KEXAYALSSVPCAYID

e Hattachment_typeNerfT, vpc_id2
VPNRIZAYZAVPCHIID,

local_subnets

Array of String

KNipFMW o, RNigFME=LFM, 1ZME

=EEIVPNSHEPUIMEZHTEB. 2

M RIERASTRBI: 192.168.52.0/24 . X

attachment_typeAvpcHip_versionAgipv4
AiRE ,

local_subnets_
v6

Array of String

IPV6RimFM . NimFMeEs LEFM, %
M EEEE VPNSAPMIMNEHITE
B BNMERTEIUA:
16af:cacc:1097::/48 . ¥
attachment_typeavpcEip_version9ipv6
AHiR[EL,
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B 281 fR
connect_subne | String VPN MK FFr{sEFEARIVPCHEI—NFMID,
t
bgp_asn Long VPNMXAIBGPEBERS o
flavor String o INBEIREA: VPNRIKAIFMIGSERY:

o BUEBE:
Basic: sz K%t &5 100Mbps,

Professionall: kit k s
300Mbps.

Professional1-NonFixedIP: J]Kitk
= EE300Mbps.

Professional2: g KiEA& s 1Gbps,

Professional2-NonFixedIP: e Kitk
B ee1Gbps,

GM: FAEKHEES00Mbps.

availability_zo
ne_ids

Array of String

ZFEVPNRIXHIAT X ., HisE T BAKX
AMR[E]; HARIEEATHKXAS, TEVPNK
FKEPRSHACTIVERHR[E]

connection_nu | Integer VPNRX IR AVPNIZEES .

mber

used_connecti | Integer VPNRX T HBIEEERAIVPNIERE

on_number

used_connecti | Integer VPNRIX T HeIELFERIVPNEEE N

on_group #H. A—RAFMNXA\=RIRSERERR—
MERZE . VPNRIXERIASZHF 10 R 25RY
VPNERZLA

enterprise_proj | String e INEEHER: BMMIREID,

ect_id

o &R: 36fUUID, BIERIAENIRE]
"o" ’ %iﬁiﬁ%?de'faultﬁéﬂlﬁg o
E: "O"HAREXLFENEWIRAID,

eip1 ResponseEip | WUEVPNMIKFRREMBRIE—DEIP, E£F
object VPNRXZRREEIP, FEVPNRXAYIRZS S
ACTIVERTIR[E]
eip2 ResponseEip | WUEVPNRMIKXFRMEMBRIE_PEIP, &
object VPNIIFEZFRRFEIP, TEVPNRXAPRZ L
ACTIVERTIR[E]
created_at String o GUEEARTE, FEVPNRIKAPIRESIACTIVE
ATIR[E] ,
o UTCRIEME: Jyyy-MM-
ddTHH:mm:ssZ,
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E= i) 1k
updated_at String o HfFIREHAIE. FEVPNRIXAPRZES
JAACTIVERHR[E]
o UTCHYIEIEIN: yyyy-MM-
ddTHH:mm:ssZ,
access_vpc_id | String o INBEIRER: VPNRIE{ERRIEANVPC
ID,
o 1&=: 36/ZUUID,
access_subnet_ | String o IfECIRER: VPNME(ERHVIZEAVPCH
id HYFMID,
o 1&=: 36/ZUUID,
access_private_ | String FARIZEBIVPN R KAIIZNFARIP, VPNRIE
ip_1 FERIZFARIPSXTiRRERIE . MEEMXK
FNERRE— I FARMBIE, FHEFRRE
FAMRIHELIL .
f5l: 192.168.52.9, {XHnetwork_type
FprivatefFix[E],
access_private_ | String FARIZEEIVPN AT NFARIIP, VPNRIX
ip_2 ERIZFAMIPS I imM K iEZE . SGERIK
FREBNEZ ARSI, FERTRE
FARIHBAIL .
=~ 192.168.52.9, {NZnetwork_type
FprivatefFix[E],
ha_mode String o INBEIRER: MIXHIHARETL, "active-
active"FWE, "active-standby"Z
~ES,
o HUESEE: active-active, active-
standby,
policy_templat | PolicyTemplat | JFEIEIPIEANVPNMI KR FERR SRS, R
e e object BEMEHIEEEIPEAVPNRIXAHRE
tags Array of REFIE
VpnResourceT
ag objects

2R 4-37 ResponseEip

B -3t R
id String o IfBEIRER: EIPRYID,
o #&z(: 36fUUID, HEABIATIIIR
BatiRE"0",
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B

St

%

ip_version

Integer

INREIRAE: EIPKRAN,
BEEE: 4,

ip_billing_info

String

IngeAER: EIPRNITER(EE .. B5/88
EIPZSIREITHER, RHEITEAIEIP
Z:i}g.@()

1B
order_id:product_id:region_id:project_i
d, n:

CS22%**xxxx%| |BIV:00301-******-0--0:br-
iaas-
0din1:0605768a*********+**c)06c7e484a
Ao

type

String

IhEEIsAR: EIPAYZEEY,

EETSE: AEEHHEEIPR6 S types
ERERESE

ip_address

String

INREIRAA: EIPAIZSMIPvALTEILE,

H&IV: ipvASEBEithnt ., FI4n:
88.** ** 11,

charge_mode

String

IIRENEA: EIPRWEEIT R, iRE
TR LR

EESEE:
bandwidth: &HE1T2E,

traffic: IRmEITEE,

bandwidth_id

String

INEEIRAE: EIPRYEEID,
&= 36{ZUUID,

bandwidth_siz
e

Integer

INgEIRBE: EIPRYRZER/N, BB{i:
Mbit/s. B regionBefZiRHAYEIPERK
A, EIPRISRKHZRTEIPAR
55, LA T ERIESKS TRIEIPEY
BRAHR.

BYESEE: 1-1000, E{REUEIESZH
MRS R eipEH

bandwidth_na
me

String

INEEIHEE: EIPHIEEEETR,

EUEBE: 1-641MNFFF, iFHF. =
XFHE., A3 (\u4e00 - \udfas). (T
Re) . -(FRIZ). .(5=).
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bandwidth_bill | String o INgEIRER: EIPRUTRITERER. 85/

ing_info BREPHEASREGEITEER, 1%
FIHERVEIPHRAIRE]

o FE:
order_id:product_id:region_id:project_i
d, @n:

(CS22***+xkkx| BIV:003017-******-0--0:br-
iaas-
0din1:0605768a******+*++**c)06c7e484a
ao

share_type String o INRENRAE: HEHZRE,

o EVEBHE:

PER: JRZHE

WHOLE: H=75%,

& 4-38 PolicyTemplate

EZ i) ik
ike_policy IkePolicy ike SREEITR o
object
ipsec_policy IpsecPolicy ipsecZREEXISR o
object
7= 4-39 lkePolicy
E= St R
encryption_alg | String o INREINEE: NNZRESL,
orithm o EUESBE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,
dh_group String o INEEIHEE: SE—MEREPIEERRIDH
H,

e HUESBE: group14, groupls,
group16, group19, group20,
group21, disable,

authentication | String o IHASIHAR: INFESE,
—algorithm o BYESEE: sha2-512, sha2-384,
sha2-256,
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lifetime_secon | Integer o INECIER: FRSAHEZEEEE, Liz4sE
ds ZREERBATSIKE SASBENEH .

o EYESGE: 60-604800, EAfii: .

& 4-40 IpsecPolicy

B S fipu
authentication | String o INECHAA: TANIEEE.
_algorithm

o HUEBE: sha2-512, sha2-384,
sha2-256,

encryption_alg
orithm

String

o IJRENER: NIEEIE.

o HYESBEl: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,

pfs String

o IfREIREA: PFSEEFRAUDHESRA

o HUESBE: groupl4, groupls,
group16, group19, group20,
group21, disable,

lifetime_secon
ds

Integer

o INREEIREA: FRECEIPSecERSEIIAIRE
ELARSE B RV EIER

o HEUETGE: 30-604800, Bafi: #b.

% 4-41 VpnResourceTag

B it )%
key String o INREULRAR: FRESAIRE,
o EUESEE: 1-1280FFF, SEH=F.
BNFE, P AMRFE. &g =
*gi D)\&D)\T?fg _-::+'@o
value String o INEEIREE: REMIE.
o EUETE: 0-2557FfF, XIFH=F.
RYFHE, P, mARFE. EiE. T
*gy L\/L&L\)\—lt$fgl _-::+_@o
g =]
a. EEHFEIEIPEEAVPNRIKAIMAL
i "vpn_gateway": {
"id": "620d99b8-demo-a8df-va86-200b868f2d7d",
"name": "vpngw-4321",
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"attachment_type": "vpc",
"network_type": "public",
"ip_version": "ipv4",
"vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36c”,
"local_subnets": [
"192.168.0.0/24"
1
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 64512,
"flavor": "Professional1",
"availability_zone_ids": ["cn-south-1f", "cn-south-1e"],
"connection_number": 200,
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "0",
"eip1": {
"id": "f1469b4a-demo-a8df-va86-bb7de91cf493",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 102",
"charge_mode": "bandwidth",
"bandwidth_id": "cff40e5e-demo-a8df-va86-7366077bf097",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-1391"
I
"eip2": {
"id": "6ad8e297-demo-a8df-va86-da0f885cch98",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 188",
"charge_mode": "bandwidth",
"bandwidth_id": "d290f1ee-demo-a8df-va86-d701748f0851",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-1392"

i

"created_at": "2022-09-15T08:56:09.386Z",

}

n

"updated_at": "2022-09-15T11:13:13.677Z",

"access_vpc_id": "0cf79a3f-demo-a8df-va86-d7ace626b0fa",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode": "active-active"

request_id": "33a2b77a-65f9-4fa0-90bd-4bd42038eb41"

b. EHAFEIEIPEAVPNRXAIIDAL o
{

"vpn_gateway":{

"id":"620d99b8-demo-a8df-va86-200b868f2d7d",
"name":"vpngw-4321",
"attachment_type":"vpc",
"network_type":"public",
"ip_version": "ipv4",
"vpc_id":"cb4a631d-demo-a8df-va86-ca3fa348c36c",
"local_subnets":[
"192.168.0.0/24"
1
"connect_subnet":"f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn":64512,
"flavor":"Professional1",
"availability_zone_ids":[
"cn-south-1f",
"cn-south-1e"
1
"connection_number":200,
"used_connection_number":0,
"used_connection_group":0,
"enterprise_project_id":"0",
"eip1"{
"id":"f1469b4a-demo-a8df-va86-bb7de91cf493",
"ip_version":4,
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"type":"5_bgp",
"ip_address":"88.*** *** 102",
"charge_mode":"bandwidth",
"bandwidth_id":"cff40e5e-demo-a8df-va86-7366077bf097",
"bandwidth_size":300,
"bandwidth_name":"vpngw-bandwidth-1391"
I
"eip2"{
"id":"6ad8e297-demo-a8df-va86-da0f885ccb98",
"ip_version":4,
"type":"5_bgp",
"ip_address":"88.*** *** 188",
"charge_mode":"bandwidth",
"bandwidth_id":"d290f1ee-demo-a8df-va86-d701748f0851",
"bandwidth_size":300,
"bandwidth_name":"vpngw-bandwidth-1392"
I
"created_at":"2022-09-15T08:56:09.386Z",
"updated_at":"2022-09-15T11:13:13.677Z",
"access_vpc_id":"0cf79a3f-demo-a8df-va86-d7ace626b0fa",
"access_subnet_id":"f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode":"active-active",
"policy_template":{
"ike_policy":{
"authentication_algorithm":"sha2-256",
"encryption_algorithm":"aes-128-gcm-16",
"dh_group":"group21",
"lifetime_seconds":86400
b
"ipsec_policy":{
"authentication_algorithm":"sha2-256",
"encryption_algorithm":"aes-128-gcm-16",
"pfs":"disable",
"lifetime_seconds":3600
}
}
1
"request_id":"33a2b77a-65f9-4fa0-90bd-4bd42038eb41"
}
c. VPNIRZEA “GliEch” , EEREM,
{
"error_code":"VPN.0003",
"error_msg":"resource (type=GATEWAY, ID=ff9bdca6-demo-a8df-va86-e4bcclea52bc) is not
ready, currently CREATING",
"request_id": "abafe41c-7744-41af-bf3d-4452872af799"
}
RS
‘%E%JHLIAZ %lu\ﬁg o

4.1.1.5 (BRI SHRE

ThREN A

BRI, BRI IHER MK

ARSI

152 WANIEFAPI

URI

POST /v5/{project_id}/vpn-gateways/{vgw_id}/update-specification
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& 4-42 SHURA
BR it =aY | iR
i%
project_id String 2 IRBID, aILABId3RENIRH IDFRENRE
IDo
vgw_id String = VPNRIESEAIID,
iﬁ*;ﬁl§\
o IERBH
& 4-43 i5k5Y
B il =aw | ik
1%
vpn_gateway | Updatevgw | 2 vpn_gatewayXdsR o
Specificatio
nRequestBo
dyContent
object

7R 4-44 UpdateVgwSpecificationRequestBodyContent

E= i) BB | R
1%
flavor String = o INBEIRAR: EFSAIVPNIMEIT

o

o EYESBE: Basic,
Professional1, Professional2,
Professional1-NonFixedIP,
Professional2-NonFixedIP, &1
MKz FVEUETCEISE &EIfVPN
RN R R Agsupported_flavors=
JL

X o

o BRI

POST https://{Endpoint}/v5/{project_id}/vpn-gateways/{vgw_id}/update-specification

{

"vpn_gateway": {
"flavor": "Basic"

}
}
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NuALEZ
LI )V

IREMRZERS S 200: successful operation,

2= 4-45 IR Body S#5%

B it ik

vpn_gateway | ResponseVpn | vpn_gatewayXi&,
Gateway
object

request_id String BXKID,

%= 4-46 ResponseVpnGateway

B E-Sit) fR

id String o INBEIHAR: VPNMIXID,
o 1&=: 36/ZUUID,

name String o IHBEIHER: VPNMIXZBIR,

o BYETBE: 1-641FFF, BIEHF. &
MNFE 3 (\ude00 - \udfa5). (T
XEe) . -(FIIE)

network_type | String o INREIHER: VPNERLZZSEREY
o HYESEE: public, private,
e ZXIAME: public,

attachment_ty | String o INEGIHER: XKEXED,
pe o HUESEE: vpc, ero
ip_version String o IHACIRER: VPNMIZAIIPHMYERA o
o HUESEE: ipv4. ipv6,
certificate_id String e INHESIRER: EBID,
e #&z(: 36{;ZUUID,
er_id String VPN XFTZEIZRIERSEHIRIID . 1N

attachment_typegerftiR[E],

vpc_id String e Hattachment_typeJavpchd, vpc_id2
VPN X KEXAYALSSVPCHYID

e Mattachment_typegerfd, vpc_idE
VPNRIXAHEAVPCRIID,
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B

St

%

local_subnets

Array of String

KimFM . R FHNE= LT, ZMNEE
EEBIVPNSHEFANINEHITEE, B2
AMRIERHETRBI: 192.168.52.0/24 . {4
attachment_typegvpcidiR[E],

local_subnets_
v6

Array of String

IPV6RimFM . KinFME=LFM, 1%
WEE TR ZEE VPNS B IMNEZHITE
B, PAMEAETUAGI:
16af:cacc:1097::/48, N
attachment_typeavpcHip_versiongipv6
AgiR[E]

connect_subne | String VPNRIXFr{ERRIVPCHAI— N FMID,
t

bgp_asn Long VPNFXHIBGPEAIERS .

flavor String o INBEIREA: VPNRIKAIFMIGSERY:

o HUETE:
Basic: ExKiE AT 5a100Mbps,

Professionall: B Aitk s
300Mbps,

Professional1-NonFixedIP: fKitk
HEE300Mbps.

Professional2: gz K&k 1Gbps,

Professional2-NonFixedIP: g XKEEA
B Ee1Gbps,

GM: FAEEKHEE500Mbps.

availability_zo
ne_ids

Array of String

ZFEVPNRIXHIAT X ., HisE 7T TAKX
AYMR[E]; HARIEEATHKXAS, EVPNK
FKEPRSHIACTIVERHR[E]

connection_nu | Integer VPN TFRIERRVPNIZEREE] .

mber

used_connecti | Integer VPNRX T HEIEEERAIVPNIEEE

on_number

used_connecti | Integer VPNRX T HeIE&FERIVPNEZE N

on_group #H. A—RAFPMNX\=RIRSERERR—
MIERH ., VPNRIKBUAZRF10 220
VPNiEZE,

enterprise_proj | String o INEEIHER: =MIRBID,

ect_id

o #&3(: 36{UUID., GIERFENIR[E]
"0", Fr&BEEFdefault®IRE .
I "0"HAREXLEFEASWIRAID,
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E= i) 1k
eip1 ResponseEip | BUEVPNRIXFRRNMERBRIE—NEIP, E£F
object VPNRXZFRREEIP, FEVPNRXAIIRZS S
ACTIVERTIR[E],
eip2 ResponseEip | BUEVPNRIXFRRERBRIEZNEIP, E£5F
object VPNRXFRREEIP, FEVPNRXAIIRS S
ACTIVERTIR[E],
created_at String o BIFERTE., TEVPNMIEAMRZSSIACTIVE
AfiR[E]
o UTCRYEIEZN: yyyy-MM-
ddTHH:mm:ssZ,
updated_at String o ERE—IXREHMAIE ., FEVPNRIKAPIRZES
FIACTIVERTIR[E] ,
o UTCRIEME: Jyyyy-MM-
ddTHH:mm:ssZ,
access_vpc_id | String o INBEIRAA: VPNREERAYEAVPC
1D,
o ’Z(: 36{:UUID,
access_subnet_ | String e INEEIHAR: VPNMIX(ERAYEANVPCH
id BIFMID
o 1&=: 36fUUID,
access_private_ | String FAMIZEEIVPN I KABZAFAMIP, VPNRIE
ip_1 FERIZFAMIPS iR K iEZE . SGERIK
FERNOE—FAMMELE, ER/FRE
FAMIHBLE
Ml 192.168.52.9, {XZnetwork_type
FprivatefFix[a],
access_private_ | String FAMZEEIVPNIZABIZANFAMIP, VPNRIE
ip_2 ERIZFARIPSXTimMKiEIE . SEEMK
FRERNEZ ARSI, FERTRE
FAPIHBIIE
Tl 192.168.52.9, {XZnetwork_type
AprivatelFiR[E]
ha_mode String o IfgEIRER: MIKAYHAIETL, "active-

active"FR"XE, "active-standby"E
T~EF

o HEVESGHE: active-active, active-
standby .

policy_templat
e

PolicyTemplat
e object

JEEEIPIEA VPN KRIRESIEIRELE, R
BEMEAIEEEIPIEA VPN XAHRE
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B

St

%

tags

Array of
VpnResourceT
ag objects

REIIR.

R 4-47 ResponseEip

B

smy

ik

id

String

e INEEAA: EIPRYID,
o &= : 36{ZUUID, Z{EAELAIIR

HEHRE"0",

ip_version

Integer

INREIRAR: EIPERAN,
EEBHE: 4.

ip_billing_info

String

INgEisiER: EIPRYITER(EE.. BF/8R
EIPASIRENTRER, 1&HEITZEAYEIP
AIR[E

B
order_id:product_id:region_id:project_i
d, an:

(CS22***+xkkx| |BIV:00307-******-0--0:br-
iaas-
0din1:0605768a******++++**0)06c7e484a
do

type

String

IHRSIHEE: EIPRYZERY,

EUECE: ATEEHIBEIPER6Ttypes
EHIEUESEE

ip_address

String

INREIEEA: EIPAIZARIPVALHLILE

MU ipv4SEBRithE, fIgn:
88 Fx* 11

charge_mode

String

IIRENER: EIPRYWEEITERRI, e
BRI

BESEE:
bandwidth: et

traffic: w21+,

bandwidth_id

String

INREIRAR: EIPEYEESID,
f&=: 36{1ZUUID,
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%

bandwidth_siz
e

Integer

e INEEIHER: EIPAYRER R/, BAf:
Mbit/s, E regiongEISIRHAIEIPER K
waAE, EIPHIS AT ZRTEIPER
%, ALMER T ERIESKF TAIEIPH
BRAH%m.

o HEYESBE: 1-1000, E{AEVEESEME
MRS ClEeipEkt o

bandwidth_na
me

String

o INEEUIRA: EIPHYEE=SZFR.

o EUETEE: 1-641MFFF, TiIFH=. =
YXFH. 3 (\ude00 - \udfas). (T
L) . -(PRIZK) . (=),

bandwidth_bill
ing_info

String

o INEEIRER: EIPAUTRITRER. B85/
BAEPFREASRERFRITEER, %
EEREIPT B AIRE

o FE:
order_id:product_id:region_id:project_i
d, u:

CS22****xxx%| |BIV:00301-******-0--0:br-
iaas-
0din1:0605768a********++**c0)06c7e484a
Ao

share_type

String

o IfREIRER: HEHZRER,

o HYESEHE:

PER: JHEZHE,

WHOLE: H=w%E,

& 4-48 PolicyTemplate

B -3t ik

ike_policy IkePolicy ikeZREEXIER o
object

ipsec_policy IpsecPolicy ipseCEREEITSR .
object
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R 4-49 lkePolicy

ds

B 5] R

encryption_alg | String o INREUGRE: INZRE %,

orithm o EUESEE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,

dh_group String o INREIRER: FE—EREIPI(FRAIDH
H,

o HUESEE: groupl4, groupls,
group16, group19, group20,
group21, disable,

authentication | String o INBEIHAR: INIEEXE,

—algorithm o EYESEE: sha2-512, sha2-384,
Shaz-256o

lifetime_secon | Integer o INELIRBR: FTRSAHETFEHR, Hix4E

1ZEEABAYISIKE SASBIEH .
BYESEE: 60-604800, H{i: #,

2% 4-50 IpsecPolicy

ds

2R =i finak

authentication | String o IHASHAR: INFESE,

—algorithm o EUESBE: sha2-512, sha2-384,
sha2-256,

encryption_alg | String o INAEINAR: HNZREE,

orithm o EVESHE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,

pfs String o INAEEIHEA: PFSEEFIRIDHZESALA

o HUESEE: groupl4, groupl5,

group16, group19, group20,
group21, disable,

lifetime_secon | Integer o INELiRAA: TRECEIPSeciEIZFEIHIME

BLAREAEENEEFEEER,
EVESEE: 30-604800, E{i: b,
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& 4-51 VpnResourceTag

B i) )
key String o INEEULRAA: FRESAIRE,
o EUEBE: 1-1281 2, M=,
RYFE, P, BARFE. EiE. T
*gs D)\&D)\T?fg _-::+'@o
value String o INEEIREE: REMIE.
o HUESBHE: 0-2557M=FFF, TiFH=F.
BXFE, P, ARFE. @5 T
*gy L\/L&L\)\—lt$fgl _-::+_@o

o  [BRZHFA

a. EHIEEIPEANVPNRXAINWAT o
{

"vpn_gateway": {

}

"id": "620d99b8-demo-a8df-va86-200b868f2d7d",
"name": "vpngw-4321",
"attachment_type": "vpc",
"network_type": "public",
"ip_version": "ipv4",
"vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36c”,
"local_subnets": [
"192.168.0.0/24"
1
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 64512,
"flavor": "Professional1",
"availability_zone_ids": ["cn-south-1f", "cn-south-1e"],
"connection_number": 200,
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "0",
"eip1": {
"id": "f1469b4a-demo-a8df-va86-bb7de91cf493",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 102",
"charge_mode": "bandwidth",
"bandwidth_id": "cff40e5e-demo-a8df-va86-7366077bf097",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-1391"

2
"eip2": {
"id": "6ad8e297-demo-a8df-va86-da0f885cch98",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 188",
"charge_mode": "bandwidth",
"bandwidth_id": "d290f1ee-demo-a8df-va86-d701748f0851",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-1392"
j?

"created_at": "2022-09-15T08:56:09.386Z",

3

n

"updated_at": "2022-09-15T11:13:13.677Z",

"access_vpc_id": "0cf79a3f-demo-a8df-va86-d7ace626b0fa",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode": "active-active"

request_id": "33a2b77a-65f9-4fa0-90bd-4bd42038eb41"
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b.  EHIFEIEIPEANVPNRIKAIRNL .
{

C.

"vpn_gateway":{
"id":"620d99b8-demo-a8df-va86-200b868f2d7d",
"name":"vpngw-4321",

"attachment_type":"vpc",
"network_type":"public",
"ip_version": "ipv4",
"vpc_id":"cb4a631d-demo-a8df-va86-ca3fa348c36¢c",
"local_subnets":[

"192.168.0.0/24"

1
"connect_subnet":"f5741286-demo-a8df-va86-2c82bd9ee114",

"bgp_asn":64512,

"flavor":"Professional1",

"availability_zone_ids":[

"cn-south-1f",
"cn-south-1e"

1

"connection_number":200,

"used_connection_number":0,

"used_connection_group":0,

"enterprise_project_id":"0",

"eip1"{
"id":"f1469b4a-demo-a8df-va86-bb7de91cf493",
"ip_version":4,

"type":"5_bgp",

"ip_address":"88.*** *** 102",

"charge_mode":"bandwidth",
"bandwidth_id":"cff40e5e-demo-a8df-va86-7366077bf097",
"bandwidth_size":300,
"bandwidth_name":"vpngw-bandwidth-1391"

h?

"eip2"{
"id":"6ad8e297-demo-a8df-va86-da0f885ccb98",
"ip_version":4,

“type":"5_bgp",
"ip_address":"88.*** *** 188",
"charge_mode":"bandwidth",
"bandwidth_id":"d290f1ee-demo-a8df-va86-d701748f0851",
"bandwidth_size":300,
"bandwidth_name":"vpngw-bandwidth-1392"

}

"created_at":"2022-09-15T08:56:09.386Z",
"updated_at":"2022-09-15T11:13:13.6772",
"access_vpc_id":"0cf79a3f-demo-a8df-va86-d7ace626b0fa",
"access_subnet_id":"f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode":"active-active",
"policy_template":{
"ike_policy":{
"authentication_algorithm":"sha2-256",
"encryption_algorithm™:"aes-128-gcm-16",
"dh_group":"group21",
"lifetime_seconds":86400

Ui

"ipsec_policy":{
"authentication_algorithm":"sha2-256",
"encryption_algorithm™:"aes-128-gcm-16",
"pfs":"disable",
"lifetime_seconds":3600

}

}
%
"request_id":"33a2b77a-65f9-4fa0-90bd-4bd42038eb41"
}

VPNIRZSTS “BlliEZsh” , BEHEM.
{

"error_code":"VPN.0003",
"error_msg":"resource (type=GATEWAY, ID=ff9bdca6-demo-a8df-va86-e4bcclea52bc) is not
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ready, currently CREATING",
"request_id": "abafe41c-7744-41af-bf3d-4452872af799"
}

N
52 0A.2 K&

4.1.1.6 IR VPN Ri<

TIRENR
TRIEVPNRIXID, MIBRISERIVPNII . EiRFEHERAVPNRIXSEE T B8/ AEP,
B R B SRS S /A AEIP, BNTEMR.

AR5
ESM3 AMTEBAPI

URI

DELETE /v5/{project_id}/vpn-gateways/{vgw_id}

% 4-52 ¥R

B i) =AY | %A
%
project_id String 2 IREID, aILABIdIkEIRE IDFRERE
ID.
vgw_id String = VPNRIXELAIID,

IBRiHE
o EREBH
To
o BEKIESI

DELETE https://{Endpoint}/v5/{project_id}/vpn-gateways/{vgw_id}

NaRLHR
o NS
IREIAZSEE 204: BIRALIN .
o MRAER)

VPNIRZES “BlEZsh” , MIBREM.

{

"error_code":"VPN.0003",

"error_msg":"resource (type=GATEWAY, ID=ffobdca6-demo-a8df-va86-e4bcclea52bc) is not ready,
currently CREATING",

"request_id": "1d94a4e8-fdc2-7bfd-943e-19bfa9b234ac"
}
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52 0A.2 K&L.

4.1.1.7 &if VPN R FHX (V5)

Thee4gs
BiGVPNRXETREX, A SEEELVS. 132O8 D> (FIa0IPve. BSZuhmEf FE ) o
BRI
1523 AMTREEAPI,
URI
GET /v5/{project_id}/vpn-gateways/availability-zones
% 4-53 SR
B i) =/Y | WA
i%
project_id String 2 IREID, aILABIIIREIER B IDFREVRE
ID,
BKER
o EKREH
o
o IERIFHI
GET https://{Endpoint}/v5/{project_id}/vpn-gateways/availability-zones
TRALHR

o RS
IR[EPMRZRS I 200: successful operation,

% 4-54 IR Body 2%(31%&

B it ik
availability_zo | AvailabilityZo | AfAKX%IZ.
nes nes object

request_id String 1BXKID,
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% 4-55 AvailabilityZones

B - St faik

basic VpnGatewayA | BasicPxiiig .
vailabilityZon
es object

professional1 VpnGatewayA | Professionallfiiis
vailabilityZon

es object
Professional1- | VpnGatewayA | Professionall-NonFixed|PRJ A o
NonFixedIP vailabilityZon

es object

professional2 | VpnGatewayA | Professional2[ it
vailabilityZon
es object

Professional2- | VpnGatewayA | Professional2-NonFixed|PRJiAE o
NonFixedIP vailabilityZon
es object

gm VpnGatewayA | GMMIEHIAE o
vailabilityZon
es object

LA E R KAAERISCRA] IS B EIE &% VPNIZHI & S22 VPN X R E RIS pecification
yrin 8

2R 4-56 VpnGatewayAvailabilityZones

E= it R
vpc Array of String | KEXVPCEEPIRIAHXFIE,
er Array of String | KEXERZERIRII XTI,

LI )V =271
{

"availability_zones": {
"basic": {
"vpc": ["cn-south-1f"],
"er": []
I
"professionall1": {
"vpc": ["cn-south-1f", "cn-south-1e", "cn-south-1c"],
"er": ["cn-south-1f"]
I
"professional2": {
"vpc": ["cn-south-1f", "cn-south-1e", "cn-south-1c"],
"er": ["cn-south-1f"]
I
"Professional1-NonFixedIP": {
"vpc": [],
"er": []
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1
"Professional2-NonFixedIP": {
"vpc": [],
"el’": []
1
llgm":{
"vpc": ["cn-south-1f", "cn-south-1e", "cn-south-1c"],
"er": ["cn-south-1f"]
}
h
"request_id": "b60309ab-812c-4269-9de4-fb9a65e6db16"
}
R

B2 A2 WAL,
4.1.1.8 &ifg VPN P FHX (V5.1)

IRENR

EiIVPNMXT AKX, MMAAMSEELVSEOES (FIaNIPve. BEUERFHIHE ) o

ARTIE

5203 STERAPI,

URI
GET /v5.1/{project_id}/vpn-gateways/availability-zones
+ 4-57 SHIHA
ZR - i) =aY | %A
rid
project_id String 2 IREID, aILABIIIREER B IDZRERE
ID,
IBXHE

o IBRBY
o
o EREH

GET https://{Endpoint}/v5.1/{project_id}/vpn-gateways/availability-zones

NAzHR
o RS
IR[EPMRZSRS I 200: successful operation,
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% 4-58 IR Body 2%(31%

B Sl R
availability_zo | Array of XY,
nes ExtendedAvail

abilityZone

object
request_id String B3KID,

7% 4-59 ExtendedAvailabilityZone

E=4 E-Sit) 1k

name String AHXZFR,

public_border_ | String NHIDFRE,

group

available_specs | Array of Z A X TR VPN R AMEES .
AvailableSpec
object

2R 4-60 AvailableSpec

B St R

flavor String VPN ARG o
attachment_ty | String VPN ERYKEEET o
pe

ip_version String VPN MR PHMYARZS o

o NIRIAEH
{
"availability_zones": [
{
"name": "cn-southwest-242a",
"public_border_group": "center",
"available_specs": [
{

"flavor": "Basic",

"ip_version": "ipv4"

"flavor": "GM",

"ip_version": "ipv4"

"flavor": "Professional2",

"ip_version": "ipv6"
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7 NEX

}
]
}
]

}

52 0A.2 K&

4.1.1.9 _t{& VPN RIETEH

ab
TORENR

AR7IE

URI

IERHEE

EZE X EASIEBFIRAR

523 W(EiERAPI,

"request_id": "9c114ae240ac4e2afdedc113fadae34c"

POST /v5/{project_id}/vpn-gateways/{vgw_id}/certificate

% 4-61 SE0RAT

2R it BEY | fEk
%
project_id String 2 IREID, aILABIdIREER B IDFREVRE
ID,
vgw_id String = EZBIXID

< 4-62 CreateVpnGatewayCertificateRequestBody

=T Sl =AY | ik
1%
certificate CreateVpnG | 2 VPN KIEBITH o
atewayCertif
icateReques
tBodyConte
nt object
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2k 4-63 CreateVpnGatewayCertificateRequestBodyContent

B RE

=AY

ik

oy | §f

name String

INEEIRAE: VPNRIFEBEZIR,
EUESEE: 3-631FF. i
F. BXFE. $F3Z(\ub4e00 -
\uofa5). _(TXlZ). -(klLk). .
(EXAR) .

ZOME: TENSBiERIEIS
vpngw-***J9ZFR, FIE0: cert-
a45b,

certificate String

i

INREIRER: BRIEH,
EVESEE: 1-40961MNF5 .
IR EZRIECAIES

private_key | String

i

NRERAR: EEEBRIEFHMA.

EVESGE: 1-40961MNF5 .
521t B9 AALES

certificate_ch
ain

String

i

INaeiiee: CAIEBAS.,

EESSE: 1-81921MF5,
WIREEZRICAIER,

enc_certificat
e

String

i

ThREiRBA: INEES.

EVESSE: 1-409610NF .
IR EZRIIECAIES

enc_private_
key

String

ali

IRERER: EZEINZIERFAH .

BESGE: 1-409610NF .
SmzEiEBa9 $A0TES .

o EREH

POST https://{Endpoint}/v5/{project_id}/vpn-gateways

{

"certificate": {

"private_key": "----- BEGIN EC PRIVATE KEY-----#i END EC PRIVATE KEY----- "
"enc_certificate": "----- BEGIN CERTIFICATE----- PR o END CERTIFICATE----- i

N RzH R
o NS
IR[EMRZSRS ST 201: successful operation,
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% 4-64 IR Body 2#5I%
B - St R
certificate VpnGatewayC | VPNRIKIEHEITR
ertificateConf
ig object

request_id String BXKID,
& 4-65 VpnGatewayCertificateConfig
B E- St 1k
id String o INBEIRAR: VPNMERID,

e 1&x(: 36fZUUID,
name String o INAEIHAE: VPNRIFEIEREZR.

o BUEEE: 3-631FfF. IFHF. &

W=, 37 (\ude00 - \u9fas). (T
¥iZe) . -(hllL) .

vgw_id String o INASER: VPNRISID.

e 1&=: 36{ZUUID,
issuer String o INALHAR: EREZIIPMEE.

o EUETEE: 1-2567=F,
signature_algo | String o INEEIHAR: EEERIUEPEZE L,
rithm o EVESEE: 1-641MF7.
certificate_seri | String o IfEGIHIR: EXREZIEPFIIZ,
al_number o EUEBE: 1-640FH.
certificate_subj | String o INAEINAE: SZIFBEHEE.
ect o EVETBE: 1-2561FF,
certificate_expi | String o INEEIHAA: EZEEZIULPITHARTE,
re_time
certificate_chai | String o INELIHER: CAIFBERESIS,
n_serial_numb o EEOE: 1-641FH
certificate_chai | String o INAEIHAR: CAIFH(EFERZE,
n_subject o EVESEE: 1-2561MF%.
certificate_chai | String o INBEIRER: CAIEEITHARTIE,

n_expire_time
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B 281 fR
enc_certificate | String o INRGIRAR: EZEMZBLERFIIS,
serial_number N -
- - o EUEEE: 1-641MFF.
enc_certificate | String o INEGIRER: HMNZTERERAE.
~subject o HUEBE: 1-256137F.
enc_certificate | String o INEEIHAR: EZNIZIEHITHEERTE],
_expire_time
created_at String o INEGIHER: GliEATE,
o IRZAEA
{
"certificate": {
"id": "73f072d8-demo-a8df-va86-2a755d95636f",
"name": "cert-dce7",
"vgw_id": "c7f1d3e3-0476-4a71-95a7-3ce8cbb969de",
"issuer": "C=CN,ST=Beijing,L=HaiDian,0=GMCert.org,CN=GMCert GM Root CA - 01",
"signature_algorithm": "SM3WITHSM2",
"certificate_serial_number": "16548506527294397241",
"certificate_subject": "C=CN,ST=beijing,L=beijing,0=huawei,OU=vpn,CN=hwcloud-vpn",
"certificate_expire_time": "2024-02-20T15:41:39+08:00",
"certificate_chain_serial_number": "12369133709000538078",
"certificate_chain_subject": "C=CN,ST=Beijing,L=HaiDian,0=GMCert.org,CN=GMCert GM Root CA
- 01",
"certificate_chain_expire_time": "2039-07-11720:31:33+08:00",
"enc_certificate_serial_number": "16548506527294397242",
"enc_certificate_subject": "C=CN,ST=beijing,L=beijing,0=huawei,OU=vpn,CN=hwcloud-vpn",
"enc_certificate_expire_time": "2024-02-20T15:43:26+08:00",
"created_at": "2023-03-30T10:47:16.657+08:00"
}
}
RS
152 0A.2 K&
4.1.1.10 &if VPN RIEIEB ¥
ab /A\$D
INRENA
RIEVPNRXID, ZEiGVPNMXESNAGER,
ARGE
523 WMElERAPI,
URI
GET /v5/{project_id}/vpn-gateways/{vgw_id}/certificate
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& 4-66 SE05EA
BR Sl R
project_id String InHid,
vgw_id String VPNRIZSEHIID
iﬁ*;ﬁl§\

o IBERBH
o
o EREAH

GET https://{Endpoint}/v5/{project_id}/vpn-gateways/{vgw_id}/certificate

A
o IMESH
IREHAZSHH 200: AR

2% 4-67 I Body S#5F&

E= it (i35
certificate VpnGatewayC | iFHIR,
ertificate

object
request_id String BXKID,

< 4-68 VpnGatewayCertificate

B i) A

id String o INAEUAA: VPNRISESERID,
o 1&=: 36{ZUUID,

name String o INBEIRER: VPNRIKIFHEEIR,

o HUESEHE!: 3-631FF. iFH=. &
XFH. #3(\u4e00 - \udfas). _(F
REk) . -(FRIZK). (EXTR),

project_id String e INBEIRAA: FHFRIIMBID,
o EUEEE: 1-647MFFs
vgw_id String o IPAEIHAR: VPNRIXID,

o #&={: 36/ZUUID,
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2R =i A
status String o INAEIRAR: MIFEIEHIRES.,
o HEYESEME: BOUND, FAULT,
BINDING,
issuer String o INEEIHER: EEEZIEPMAS .
o HUESBE: 1-25671NFHF,
signature_algo | String o INREEIREA: EBREBIEREERE.
rithm o EUESHE: 1-640NFF,
certificate_seri | String o INEEIREE: EESRIEBFIIS,
alnumber o EUEEE: 1-641MFF,
certificate_subj | String o INBEIRER: BRZUEBFERE.
ect o HUESHE: 1-25670%F,
certificate_expi | String o INESEH: E=ZEZIEHTEARYE,
re_time
certificate_chai | String o IPECIER: CAIFBFIIS .
n_serial_numb o EUEBE: 1-6415F,
certificate_chai | String o INREUGRE: CAIFH(ERE,
n_subject o EVESEE: 1-2567=4F,
certificate_chai | String o INBEIRER: CAIEHITHARTE,
n_expire_time
enc_certificate | String o INEEIHAER: EENNZIEBRFIIS.
_serial_number o EVEBE: 1-641M=75.
enc_certificate | String o INREINAA: INZHEB(ERE.
_subject o EUEBE: 1-2567F%,
enc_certificate | String o INgEiIREH: EEMNZEIERISHARE.
_expire_time
created_at String o INAEINAA: BUiEATE.
updated_at String o INAERAR: EIRATIE.
o R4
{
"certificate":
{

"id": "18b81966-demo-a8df-va86-51db2ae6cfbd”,

"name": "cert-ces-test",

"project_id": "06057689f680d5762f7fc008c77b8891",

"vgw_id": "b1e94931-demo-a8df-va86-ec906c458ba7",

"status™: "BOUND",

"issuer": "C=CN,ST=Beijing,L=HaiDian,0=GMCert.org,CN=GMCert GM Root CA - 01",

"signature_algorithm": "SM3WITHSM2",

SASRRZA 01 (2025-02-05) WRINERE © LA ARBIRAE] 79



FEILE M4
AP &%

4 API

T

ab
THEEN B

ARTIE

URI

"certificate_serial_number": "16548506527294397241",

"certificate_subject": "C=CN,ST=beijing,L=beijing,0=huawei,OU=vpn,CN=hwcloud-vpn",
"certificate_expire_time": "2023-03-21T07:41:39Z",

"certificate_chain_serial_number": "12369133709000538078",

"certificate_chain_subject": "C=CN,ST=Beijing,L=HaiDian,0=GMCert.org,CN=GMCert GM Root

CA-01",

}

"certificate_chain_expire_time": "2023-03-21T01:31:33Z",

"enc_certificate_serial_number": "16548506527294397242",

"enc_certificate_subject": "C=CN,ST=beijing,L=beijing,0=huawei,OU=vpn,CN=hwcloud-vpn",
"enc_certificate_expire_time": "2023-03-21T07:43:26Z",

"created_at": "2023-03-14T07:48:13.705Z",

"updated_at": "2023-03-14T07:48:13.887Z"

52 0A.2 K&

4.1.1.11 E# VPN RIKIEH

BEFTEFEERVPNMXFERRNES, SFEBRIR. ERIEH. KZFAH. =
IEH. INEFASBFICAIERHE

iB203

{aEFEAPI

PUT /v5/{project_id}/vpn-gateways/{vgw_id}/certificate/{certificate_id}

& 4-69 153K path 2#FIFE

2R -] £
project_id String InHID,
vgw_id String VPNPRIEEEAIID
certificate_id String VPNREUERID,
BKRHE
o BEKRBH
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& 4-70 UpdateVpnGatewayCertificateRequestBody

2T St = | #iR
%
certificate Updatevpn | 2 VPNRIFIEBITR o
GatewayCer
tificateRequ
estBodyCon

tent object

R 4-71 UpdateVpnGatewayCertificateRequestBodyContent

=T il E.’:‘M\ fEiA
name String B o IHREIHBE: VPNRIFIERZFR,
o HUESEE: 3-631MFfF. iFH

?\ %j?ﬂ\ EF'Y(\U4€OO -
\udfa5). _(TXlZk). (k). .
(FEXAR) o

certificate String & o INELIHEE: EEESZIIBHEA,W
RAEMERBBFRAILARE,

o HUEEE: 1-40967MF%.
private_key | String & o INREEIREA: EEEZIEBFAH,

RAEMEBBFRATLARE,

o EUESBE: 1-409671NFFF,
certificate_ch | String “® o INREIHAR: CAIEBAZE, MNER
ain EINERZRALUNE,

o EUESBE: 1-81920FFF,
enc_certificat | String B o INELHAEE: EIEMNERIBRE, W
e RAEMEBBFRAILARME,

o EUESBE: 1-409670FTF
enc_private_ | String B o INEEIHAR: EZEMZEPRFALE, W
key RAEFNEBEFRATLUAAME

o EVESBE: 1-409670FTF
TBEKRIER

POST https://{Endpoint}/v5/{project_id}/vpn-gateways/{vgw_id}/certificate/{certificate_id}

{

"certificate": {

"private_key": "
"enc_certificate

|||||
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}
}
RLES
o IRIESEL
IREYAZSAS/9200: successful operation,
= 4-72 QN Body S2#5%
B i) Rk
certificate VpnGatewayC | VPNRIFIFHITSR
ertificateConf
ig object

request_id String BKid,
2 4-73 VpnGatewayCertificateConfig
B E-Sit) R
id String o INAEEHAEA: VPNRIEIEBID,

o 1&=(: 36/ZUUID,
name String o IAEEIREA: VPNRIKIEBETR,

o EUESEHE: 3-631FEfF. IFH=F. =

X, H3Z(\u4e00 - \udfa5). _(F
X) . -(FxlZk) .

vgw_id String o INEEIHER: VPNMXID,

o #&x(: 36fZUUID,
issuer String o INEEINER: EEEZIEPMAS .

o EUEEE: 1-2567FF%F,
signature_algo | String o INREIRAA: EEREZIULPEZE X,
rithm o HUEBE: 1-641FH,
certificate_seri | String o INEEINER: EERERZIERFIIS,
al_number o EUETEE: 1-641NEH.
certificate_subj | String o INELIHEE: EESZIIPFERE.
ect o BUEEE: 1-2567FH.
certificate_expi | String o EXREZIIPITHIATE],
re_time
certificate_chai | String o INBGIHAR: EZECALEPBFEIIS,

n_serial_numb
er

EUEEE: 1-641F .
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FEE AL

APl &% 4 API
B i) fR
certificate_chai | String e IfEEIHER: EZECAIEPRERE.
n_subject T -

—>uol o EVESBE: 1-256NFF,
certificate_chai | String o INAEIHRR: EZRCAIFFIZHARTE .,
n_expire_time
enc_certificate | String o INEGIRER: EZEINZHEBFYIS,

serial_number N .

- - o EUEEE: 1-641MFFF,
enc_certificate | String o IfEGIRER: EZEINZEUFBERE.
subject P -
—ub) o EUESEE: 1-2561%5.
enc_certificate | String o INBEIHER: EZEINZNIEEISERAYE .
_expire_time
created_at String o INEGIRER: GIEATE,
o IRIAEA
{
"certificate": {
"id": "73f072d8-demo-a8df-va86-2a755d95636f",
"name": "cert-dce7",
"vgw_id": "c7f1d3e3-0476-4a71-95a7-3ce8cbb969de",
"issuer": "C=CN,ST=Beijing,L=HaiDian,0=GMCert.org,CN=GMCert GM Root CA - 01",
"signature_algorithm": "SM3WITHSM2",
"certificate_serial_number": "16548506527294397241",
"certificate_subject": "C=CN,ST=beijing,L=beijing,0=huawei,OU=vpn,CN=hwcloud-vpn",
"certificate_expire_time": "2024-02-20T15:41:39+08:00",
"certificate_chain_serial_number": "12369133709000538078",
"certificate_chain_subject": "C=CN,ST=Beijing,L=HaiDian,0=GMCert.org,CN=GMCert GM Root CA
-01",
"certificate_chain_expire_time": "2039-07-11720:31:33+08:00",
"enc_certificate_serial_number": "16548506527294397242",
"enc_certificate_subject": "C=CN,ST=beijing,L=beijing,0=huawei,OU=vpn,CN=hwcloud-vpn",
"enc_certificate_expire_time": "2024-02-20T15:43:26+08:00",
"created_at": "2023-03-30T10:47:16.657+08:00"
}
}
RSB

BEIA2 &L,

4.1.2 ¥ump K

4.1.2.1 BIE XTI

TORENA

IR RTF5VPNRXARIEAIRT IR X

ARTIE

152 AMaERAPI,
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FEE FAMIES

APl &%& 4 API
URI
POST /v5/{project_id}/customer-gateways
& 4-74 SHIRA
2R i) =AY | %A
i%&
project_id String g2 IRHID, ®JLAEISRENIRE IDIKENRE
ID,
BXRIER
BRSH
& 4-75 BKEY
B Sl =AY | i
1%
customer_ga | CreateCgwR | 2 customer_gatewayX3& .
teway equestBody
Content
object

& 4-76 CreateCgwRequestBodyContent

B il ZEA/Y | ik
1%
name String B o INEEIRER: XFimMXZFR, FIEAT
SBIERE I cgw-+ 95
FRo fBIEN: cgw-21a3,
o EVESBE: 1-641MNFFF, i
F. BXFE, X (\ude00 -
\UgfaS) A ( —szué%) N T ( ':F'jzu
Z)..(=),
id_type String ) o INAGIHAR: XJumMIXFRIRSEEY,
o BUEEE:
- ipe
- fgdn,
o EIAME: ip.
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FEILE M4
AP &%

4 API
B i) 2EY | gk
i%
id_value String = o INEEIRAE: XFimMKARR(E,
o HUESBE: 1-1281M=FF. 4
id_typeNiphd, MIEEmD+itHl
IPvattitit (%0192.168.45.7) ; 24
id_typesafqdnid, MIEEX/NE
F. HFHIFHRGS, FiFU
THHFRG: & <o >0 [V ]\
=HE. ? o
bgp_asn Long & o INEEIEA: XHimMXHIBGPRIAE
HwS.
o EHYESEE: 1-4294967295,
o Z9%R: Hid_typeRipldeliEE, &
WAIE,
ca_certificate | CaCertificat | & o INBEIHAR: IUHMIECAIER, €l
eRequest FEEZ RIS im R KA LR .
object
tags Array of S o INREEIREA: 1REIIR.
VpnResourc o AE: EEEE0,
eTag object - -
R 4-77 CaCertificateRequest
B i) =AY | A
pri
id String B o INEEAER: IEBID,
e #&x(: 36fZUUID,
content String B o INASINAR: YiRMECAIEHA
Bo
o EUESEE: 1-81921FF,
2% 4-78 VpnResourceTag
2R i) =B/ | EA
i
key String = o IhgEiREA: IREAIHE,

o EUESEE: 1-1281FRF, i
F. WNFE, h. ARFiE.
#iE. =88, LUIRUTER: =
+_@o

MAERRAS 01 (2025-02-05)

WRIERE © HERRARBIRAT

85




FEE AL

APl &% 4 API
B i) 2EY | gk
i%
value String = o INRGIHER: HYE,
o EUESEE: 0-2551F%F, S5
F. BYFE . BFE.
BB, 8, LUIRUTER: =
+'@o
o BRI
POST https://{Endpoint}/v5/{project_id}/vpn/customer-gateways
{
"customer_gateway": {
name": "cgw-2abf",
id_type": "ip",
"id_value™: "10.#%* *** 21",
"bgp_asn": 65000,
"ca_certificate": {
"content"; xRk
}
}
}
IALHR
o IHRIEH

IREMAZSAS A 201: BUEERKIN

= 4-79 IR Body 2%71%&

B it L)%
customer_gate | ResponseCusto | customer_gatewayXJ&,
way merGateway
object
request_id String iB3Kid,
& 4-80 ResponseCustomerGateway
B St i)
id String o INEEIRBE: XFimMIKAYID,
e 1&z: 36fIUUID,
name String o INEEINAR: XFuRPIREZFR.
o HUESEE: 1-6417FfF, BFEHMF. &=
MR, 13 (\ude00 - \udfas). _(TF
%)« -(FFxlze) o
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FEE LS

APl &% 4 API
E= i) 1k
id_type String o INREUIRE: XTUmMIFEFRRZEE,
o HUESEE:

- ipo

- fqdn,
id_value String X it PO KRR
bgp_asn Long iR XAIBGPE GRS . (XXid_type

HipAFiR[E .

ca_certificate

CaCertificate
object

XimI KCAIEBER o (NI imMIKEEE
CAIEBATIRE] .

created_at String o BIFEATIE,
o UTCRYEIFETV: yyyy-MM-
ddTHH:mm:ss.5552,
updated_at String o Efe—IXEHATE,
o UTCRIEIFETV: yyyy-MM-
ddTHH:mm:ss.5552,
tags Array of mEFIFE.
VpnResourceT
ag objects
& 4-81 CaCertificate
B i) fER
id String IUERID,
serial_number | String WEBFIS,
signature_algo | String TEE2BZX.
rithm
issuer String UEBMAEE .
subject String IERERE
expire_time String UEBIS HARTIE]
is_updatable boolean EEREEINEBAE.
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FEE AL

APl &% 4 API
& 4-82 VpnResourceTag
2R il A
key String o INEEIRER: IRTEAVHEE.
o HUESBE: 1-1281M=FFF, TIFH=F.
RNFHE. B, ARFE. @iE. T
#:ZH l’\/{&l:)\—l_?f% _-::+'@o
value String o INEEIRAH: TREAYES
o EUESBE: 0-2551MF, IHHEF.
BYFE., FX. ARFE. G5 T
1B, URLITFZER: _=+@,
o IR
{
"customer_gateway": {
"id": "03c0aa3d-demo-a8df-va86-9d82473765d4",
"name": "cgw-2abf",
"id_type": "ip",
"ld valuen |l10***.***-21|l’
"bgp_asn": 65000,
"ca_certificate": {
"serial_number": "14257156674311863338",
"signature_algorithm": "SM3WITHSM2",
"issuer": "C=CN,0=a0002,CN=XXX",
"subject": "C=CN,0=a0002,CN=XXX",
"expire_time": "2024-05-22T07:34:227",
"is_updatable": true
1
"created_at": "2021-12-21T16:49:28.108+08:00",
"updated_at": "2021-12-21T16:49:28.108+08:00"
I
"request_id": "7e0383bf-a7fb-461b-a926-baa8a795bf1a"
}
RS
1BZ A2 K&,
N, Ll
4.1.2.2 EifRJuRRX
ab /Ay D
INREN4A

URI

RIEXSIRMXID, EIEHEEAIXIRMX

L\
B2

RANMITEFRAPI .

GET /v5/{project_id}/customer-gateways/{customer_gateway_id}
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FEE FAMIES

APl &% 4 API
& 4-83 2HRA
B i) =ERY | ik
i%
project_id String = IRBID, AILAEEIRENE IDREIRE
ID,
customer_gat | String = XFimMIXID 6
eway_id
BRiHE
o EKREH
To
o BRI
GET https://{Endpoint}/v5/{project_id}/customer-gateways/{customer_gateway_id}
RGES

LI V=S 54

IREPAZSRE 200: EiFIRL .

= 4-84 IR Body 2#51%

B it 1205
customer_gate | ResponseCusto | customer_gatewayXd&,
way merGateway
object
request_id String iBaKid,
& 4-85 ResponseCustomerGateway
R il 12153
id String o INREIREA: XJumMIKAJID,
o #&2(: 36{UUID,
name String o INREIREA: XHUmMIXETR,
o HUBEBE: 1-641MFFF, T, &
MFE, H13 (\u4e00 - \udfa5) . _
(PRI « - (RIE) . (=) o
id_type String o INREIEAR: YJumMIKARIREEY
o HUESEE:
- ipo
- fqdn,
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FEILE M4
AP &%

ﬁlpﬁ?ﬂg@o

4 API
B it fiiA
id_value String XFimMRA FFRIRE o
bgp_asn Long i XHIBGPEIGIHRS . (XHid_type

ca_certificate

CaCertificate
object

iR KCAIEBIER o XX im M XGPE
CAIEBATIR(E] o

created_at String o GlFEERTE,
o UTCHIEHEZN: yyyy-MM-
ddTHH:mm:ssZ,
updated_at String o H5—IXEFFATE,
o UTCHIEHEZN: yyyy-MM-
ddTHH:mm:ssZ,
tags Array of AR,
VpnResourceT
ag objects
2% 4-86 CaCertificate
B it ik
id String IEBID,
serial_number | String IEBFIS,
signature_algo | String TEE X,
rithm
issuer String UEBMAE
subject String IERERE.
expire_time String IERITHARTIE,
is_updatable boolean EOREEMMEBAS.

% 4-87 VpnResourceTag

R

ESid]

Hik

key

String

o INEEHAA: FRZBAYE,

o HUEEE: 1-1281FFF, XIFHF.
RBNFE, BN, AYFE. @i =
1, URUTFFRH: _=+-@,
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FEE FAIES

APl &% 4 API
B i) A
value String o INEEIREH: FRERYES
o EUESEHE: 0-2550FFF, TiFH=F.
BXFE., X, ARFE. G5 T
1% ’ L)\&Lj\??fg : _-::+'@ o
LI )z =]
{
"customer_gateway": {
"id": "03cO0aa3d-demo-a8df-va86-9d82473765d4",
"name": "cgw-ba08",
"id_type": "ip",
"id_value": "10.#%* *** 21",
"bgp_asn": 65000,
"ca_certificate": {
"serial_number": "14257156674311863338",
"signature_algorithm": "SM3WITHSM2",
"issuer": "C=CN,0=a0002,CN=XXX",
"subject": "C=CN,0=a0002,CN=XXX",
"expire_time": "2024-05-22T07:34:227",
"is_updatable": true
1
"created_at": "2021-12-21T16:49:28.108+08:00",
"updated_at": "2021-12-21T716:49:28.108+08:00"
h
"request_id": "8111d315-5024-45c9-8ee3-5ef676edb0d1"
}
RSB

N

52 A.2 JREB .

4.1.2.3 EiFFdimxFIER

ThRENA

ARSI

URI

BRI KIIR

i5S LAMEE AP,

GET /v5/{project_id}/customer-gateways
2 4-88 S%0iEA
2R ESid] =EY | ke
ik
project_id String 2 IREID, aILABIdIREIRE IDFRERE
ID,
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FEE FAMIES

APl &% 4 API
% 4-89 15k Query 2#5I%
2R i =AY | Eh
ik
limit Integer & o INEEIHAA: S TEEEIUREIRYC
FH=,
e HYESBE: 0-200,
e ZKINME: 200,
marker String B o INBEIRAA: BWATTAYRCIAFRICHL,
NEFMAEEHE—R. EEIT—REY
markera] LARIE _E—RIgMNAY
page_infold& FfInext_markeri&
5.
o ZJ%R: WRSlimit—Ee(ER.,
BKER

N Rz

IBRSH
o
IERES]

GET https://{Endpoint}/v5/{project_id}/customer-gateways?limit={limit}&marker={marker}

RS

IREMAZISF 200: @RI

2= 4-90 I Body S#5I%

B it A
customer_gate | Array of customer_gatewayXJ& .
ways ResponseCust
omerGateway
objects
total_count Long AR X IRRM K E2E .
page_info Pagelnfo DER.
object
request_id String B5Kido
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FEILE M4
APl &%

4 API

& 4-91 ResponseCustomerGateway

B

xE

ik

id

String

o INRENAR: MJURMIXAIID.
o 1&x: 36fIUUID,

name

String

ThagisiA: XJumkIRXER

XFE. 3 (\u4e00 - \u9fa5) . _
(FRIZ) « - (PRIZL) . . (=)o

BESEE: 1-641MFFF, IFHF. &

id_type

String

THRERR: XJum) KARIRSEEY
EETE:

- ipo

- fqdn,

id value

String

X o KATIRE o

bgp_asn

Long

JFiRMXHIBGPEAIRS . 1XXid_type
HipAHR[E .

ca_certificate

CaCertificate
object

IFimMXCAIEBEE » N ITimMN X4 E
CAIERAHIR[E],

created_at String o BIiERTIE,
o UTCEHEIETU: yy-MM-
ddTHH:mm:ssZ,
updated_at String o HfE—IXEFRATE,
o UTCEYEIETN: yy-MM-
ddTHH:mm:ssZ,
tags Array of xR,
VpnResourceT
ag objects
£ 4-92 CaCertificate
2R i) fiA
id String IUERID,
serial_number | String WEBFIS,
signature_algo | String HEE2BZX.
rithm
issuer String UERMAE .
subject String IERERE
expire_time String UEBId HARTIE]
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FEE FAMIES

APl &% 4 API
2R it} ik
is_updatable boolean EREEEIEBHE

2% 4-93 VpnResourceTag
B St fiik

key String o INREULRR: FRESAIRE,

o HUEBHE: 1-1281M=FFF, IFH=FE.
RXFE, P, ARFE. EiE. T
1%; DX&LXT??& _-:=+'@o

value String o INASHHAA: FRESAYE.

o EUEBHE: 0-2551MFfF, XIFHF.
BXFE, P, ARFIE. EiE. T
B, URLTFZERS: _=+@,

V.

R 4-94 Pagelnfo

2R 281 fhR

next_marker String T—mfmarker, EA E—RE @GR
RE—MEIBEICIERE

current_count | Integer HEIFRPRFHE . S/NTEIHEKRE
ABlimitlIFR R RE—R.

LI v =271
{

"customer_gateways": [{
"id": "e67d6e27-demo-a8df-va86-be9a0f0168e9",
"name": "cgw-a45b",
"id_type": "ip",
"id_value": "100.*** *** 81",
"bgp_asn": 65588,
"ca_certificate": {
"serial_number": "14257156674311863338",
"signature_algorithm": "SM3WITHSM2",
"issuer": "C=CN,0=a0002,CN=XXX",
"subject": "C=CN,0=a0002,CN=XXX",
"expire_time": "2024-05-22T07:34:227",
"is_updatable": true
I
"created_at": "2022-11-28T07:36:24.923Z",
"updated_at": "2022-11-28T07:36:24.9237"
e
"id": "312067bb-demo-a8df-va86-09dc941bbffc",
"name": "cgw-21a3",
"id_type": "fqdn",
"id_value": "123******456",
"ca_certificate": null,
"created_at": "2022-11-28T06:25:01.937Z",
"updated_at": "2022-11-28T06:25:01.937Z"

1

SCRSRRA 01 (2025-02-05) IS © ERRAGIRAT 92



FEILE M4
AP &% 4 AP

"total_count": 2,

"page_info": {
"next_marker": "2022-11-28T06:25:01.937Z2",
"current_count™: 2

h
"request_id": "82a108d9-0929-42e9-adb7-e146c04c587c"

}
RSET
BEIA2 &L,
4.1.2.4 BRSPS
IheeN 4R
WRIETHMEID, EFHSERRRMNYE, SSERSHIEmEE, BXEtSKE
EIOIEIT R,

ARG
BESIANTEFAPL,

URI
PUT /v5/{project_id}/customer-gateways/{customer_gateway_id}
3+ 4-95 SRR
BiR it =AY | R
vi
project_id String b~ IRBEID, aILABIdIkEIR B IDZKENRE
ID,
customer_gat | String = FumPIEID
eway_id
EXIHR
o ERBSH
& 4-96 FRESH
B Sl BERY | ik
1%
customer_ga | UpdateCgw | 2 customer_gatewayX$% .
teway RequestBod
yContent
object

SRS 01 (2025-02-05) IS © ERRAGIRAT 95
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APl &% 4 AP

R 4-97 UpdateCgwRequestBodyContent

B il 2/ | ik
i%
name String B o INASIHAR: MIXEZFR.

o EUESEE: 1-641NFEF, HiEH
F. BYFE., X (\ude0O -
\uofa5) . _ (TFXIZ) . - (hkl
%).. (=),

ca_certificat | CaCertificat | & o INEEIRBE: XFimMIKCAIER,
e eRequest
object
< 4-98 CaCertificateRequest
2T St =AW | R
1%

id String & o INEEEA: IEBID.

o #&=: 36{ZUUID,
content String B o INEEWEA: XHimPIKCAIEBA

o
o EUETE: 1-81921M=FH,

o BRI

PUT https://{Endpoint}/v5/{project_id}/customer-gateways/{customer_gateway_id}

{

"customer_gateway": {

"ca_certificate": {
"COntent":"******"
}
}
}

] va=15]
o [IRBE]
IREPRZSIES 200: BHALIN

% 4-99 IR Body 24313

B it 1A
customer_gate | ResponseCust | customer_gateway3J&,
way omerGateway
object
request_id String B3Kid,
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FEE AL

APl &% 4 API
& 4-100 ResponseCustomerGateway
2R 281 i)
id String o INEEIHAA: XTumPEAYID,
o 1&=\: 36fZUUID,
name String o INEEIRAR: XFimMIEZFR,
o BUEEE: 1-641FFF, BIEHF. &
MFE, B3 (\ude00 - \udfa5). _(F
X&) . -(FPRIZ) .
id_type String o INEEIREE: XFimMIFARIAZEEY,
o EUESEH:
- |p
- fqdn
id_value String X it PO KRR
bgp_asn Long iR XAIBGPRGE RS . {NHid_type
JipAtiR[E],
created_at String o BIFEATE,
o UTCHIEIE: yyyy-MM-
ddTHH:mm:ss.5552,
updated_at String o E—IREHATE.
o UTCHIEIME: yyyy-MM-
ddTHH:mm:ss.5552,
ca_certificate | CaCertificate | XJimPECAIEBER ., (NHXTimMEEE
object CAIEBATIR[E],
tags Array of rREFIER,
VpnResourceT
ag objects
& 4-101 CaCertificate
B 268 i)
id String IUERID,
serial_number | String UERFRIIS,
signature_algo | String BEEE
rithm
issuer String IEPMAE
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FEE FAMIES

APl &% 4 API
B -3t ik
subject String IERERE.
expire_time String UEPIgHARTE
is_updatable boolean EREEMEBAS.
< 4-102 VpnResourceTag
B -3t 11053
key String o INREEIREA: IRHYE.
o EUESEE: 1-1280FFF, FH=E.
RYFHE, P2, ARFE. 5. T
1‘5I:lZ ’ L)\&L)\T?fg . _-::+'@ o
value String o INREIREA: WREHYE.
o EUESGE: 0-2551MFFF, FHF.
RNFE, P2, ANFE. @5 =
18, URLUTFR: _=+-@,
LI )z =2
{
"customer_gateway": {
"id": "03cOaa3d-demo-a8df-va86-9d82473765d4",
"name": "cgw-f846",
"id_type": "ip",
"id_value": "10.2** *** 21",
"bgp_asn": 65533,
"ca_certificate": {
serial_number": "14257156674311863338",
"signature_algorithm™: "SM3WITHSM2",
"issuer": "C=CN,0=a0002,CN=XXX",
"subject": "C=CN,0=a0002,CN=XXX",
"expire_time": "2024-05-22T07:34:227",
"is_updatable": true
%,
"created_at": "2021-12-21T16:49:28.108Z",
"updated_at": "2021-12-21T716:49:28.1082"
%
"request_id": "96718f4a-f57a-4e1f-8d05-7d5e903c8d90"
}
N

T2 A2 K&

4.1.2.5 HHIBRI Sz

ThREN A

RIEXSIRMXID, MIPREERITIRMX .
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FEE LS

APl &% 4 API

AR

52 WAeEFAPI,

URI
DELETE /v5/{project_id}/customer-gateways/{customer_gateway_id}
#* 4-103 2%
ZR - St =aw | it
%
project_id String 2 IRBEID, aILABIdIkEIR B IDFREVRE
IDo
customer_gat | String = XJuwMIXID 6
eway_id
IBXKEE

o EREA

DELETE https://{Endpoint}/v5/{project_id}/customer-gateways/{customer_gateway_id}
NAzHR
o NS
IREMRZSHZ S 204: MIBRALIN

LI vz =27
w2 BEBVPNIERE, MIBREM

DELETE https://{Endpoint}/v5/{project_id}/customer-gateways/{customer_gateway_id}

"error_code": "VPN.0001",
"error_msg": "invalid request: customer gateway 575c¢1722-demo-a8df-va86-dd7f41876332 has

connection”,
"request_id": "c923ac44-1890-48d5-a004-5be6432cf361"

T

4.1.3 VPN &R

4.1.3.1 6JZ VPN &E#Z

ab
ThEEN A

BIZEVPNIERE, EEVPNRESITiHRMRE
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FEE FAMIES

APl &% 4 API
ERGE
52 WATEFAPI,
URI
POST /v5/{project_id}/vpn-connection
ZE 4-104 S E05HH
ZR it =25Y | %A
i%
project_id String = IREID, aJLABIdIkEI B IDFRERE
ID.
iﬁ*;ﬁl§\
BRSH
& 4-105 iERkSH
R St =AY | f#ik
1%
vpn_connecti | CreateVpnC | 2 vpn_connection{4& .
on onnectionR
equestBody
Content
object

% 4-106 CreateVpnConnectionRequestBodyContent

2R ESit) =/Y | EA
ik
name String B o INREIHRER: VPNIEEZIR, AEAMT

SBEEMENAvpn-197
fRo #g0: vpn-13be,

o HUESBE: 1-641FF, i
F. BmBYFE., B3 (\ude00 -
\uofa5) . _ (X ) . - (hkl
Z)..(=),
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FEILE M4
AP &%

4 API

B

ESid)

ik

vgw_id

String

e INASHAA: VPNRIXID,

e #JTR: 36{UUID, XVPNRIXAY
flavorBic & HIGMHAT, VPN
MESNTVPNRIEITEH,

B LUBITEIGVPNRFIFREEVPN

MIXHIID .

vgw_ip

String

ali

o IfEEIRAR:

- HVPNMXKHInetwork_typefic
& publicht, vgw_ip/gVPN
MXEIPAYID

- HVPNMXKHInetwork_typefic
B Aprivatefld, vgw_ipAVPN
WK AEFBRIEENFARIIP

o £JR: 36{UUIDLES it

IPvattshit (40192.168.45.7 ) .

A LUBISEIIVPNRXEE VPN X
Fr{&E FRRIEIPAYIDELIENFARIIP

style

String

iy

o INEEIHER: EEHER .
o EVESBHE:
policy: ZREEIRT(
static: FRSEEAHET .
bgp: bgpiEHIEL .
policy-template: SEREIEMRIET ,
e BRIME: static,

cgw_id

String

el

o INBEEIRAR: IJumMIXID,

o #9%H: 36{7UUID, XVPNRIZXRY
flavorBeE HNGMAT, XM
MESNI T imMN FAEF o

peer_subnet
S

Array of
String

N

o INASIHAR: IPVARTIHFM o
o #JTR:

- IPHMYARASS J9IPVERT AR IE;
VPN XHIXBEDR IerB
style=2E& JapolicyzibgpRiA
18; Hftig=s=wiE,

- B MEREVPCIREMEL, &
BE/EARTImFM, Eban
100.64.0.0/10, 214.0.0.0/8,

- B1MVPNIEERZSES50MY
i
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B

ESid)

i

w®

peer_subnet
S_v6

Array of
String

INREHAR: IPvEXTdis M o

295

- IPHMMARAS HIPVARTAIE;
VPN XHIXBREDR DerB
style=2E& ApolicysibgpRd A~
15, Hitias=wiE,

- 81MVPNEERSES50M
T L

tunnel_local
_address

String

N

Ineei<hl: IHEI FECETEVPN

Wk _EAYtunneliEZ Ottt , FI40:

169.254.76.1/30,

295k

- BU16{UWZR2169.254, A ELfE
F3169.254.195.xxX o

- BIBKEVIE30, Y
tunnel_peer_addresstE@—1
30¥ERSEE -

- NIESRMERARRIETLIbBIL

tunnel_peer
_address

String

N

IngeiRhl: AER TECETERF

M3 _EH9tunneliEObiE . 41

: 169.254.76.2/30,

295K

- BI16(AIWR169.254, ABEFE
FH169.254.195.XxX o

- BIBEKEMMRE30, IR
tunnel_local_addressfE[E@—1
304555 .

- MIESMEFRYENLIELE

enable_nga

Boolean

N

INgeiRhE: FAIENQAKET
BYESEE: true, false,
ZRINE: false,

295 HstylestaticATES, &
WAE,

enable_hub

Boolean

N

IngeiRhl: FRo < BB,
EVESGE: true, falses
ZINE: false,

A5k YstyleIBGPAHES, &N
TiE,
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AP| &% 4 AP
B S =AW | it
i%
psk String & o INACIHAER: FRHEZ=Z4A.
VPN XAIflavorBit EHGM
B, WFEARES, SUWE,
o ZUBR: 8-1280FF, ReeEaX
5F8. I\EFE. HFEKF
5 (~1@#$%N()-_+={ },./;) BED
BEUMFRHF=M,
policy_rules | Array of & TheeiREA: IPVASRESIETU SRS AN
PolicyRule A,
object R BEES5, (Xstyle)y
policy BVPNRIKHIIPIY R A S /9
IPVARTIES .
policy_rules_ | Array of & INEEIEA: IPVeRASIRTCAYSRRS N
v6 PolicyRule H,
object YR BBES5). Nistyle)y
policy HVPNRIKRIIPHMYARAS /9
IPVERTIES .
ikepolicy IkePolicy & ikeZREEXIER o
object
ipsecpolicy IpsecPolicy | & ipseCCREEITR .
object
ha_role String B o INEEIRAE: XUERINVPNRIXTE!
BT ANE, FHENVPNRIX
TEUEIERERT, 'masterRnEiE
%, ‘slave'wREiERE.
o ZHIAME: master,
o ASR: FHEEILVPNRIKIEEEIP
& EFARIHBIEER T AOIEIEUR
'master', 7EFFEIPEE SFAMIBIE
SEITHNERE Y UE slave'
tags Array of & o INREEIREA: 1REIIR.
Vanesourc ° Q{JEE: E—ﬁgﬁgzo/\o
eTag object - -
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2% 4-107 PolicyRule
B E- Sl

B | R

o INEEIHER: MWD, AFXDEE
AISRES AN . SBINAIE,

o EYESEHE: 0-50,

o #AJTR: ABLSHEAEPolicyRule FHY
rule_indextB[E,
ResponseVpnConnection/fJ
rule_indexAlgESiZBEARRE, EAN
vpniRSZ B Z N destinationik ik
7Flarul.eo

o INEEIRAR: JRIBUEMIEZ, MIER
IPv4/IPvet& I EE 5 VPN X AYI PR
WhRAPLES

o 2J3R: FEeSHEfMPolicyRule THY
sourcef8E .

destination Array of o INEGIHER: HAEHELEMES, MIER
String IPv4/IPveiEI{EE5 VPN ATI P
WhRASPLEL .

BN IPvAR RSB
192.168.52.0/24,

EANPVe M A& :
16af.cacc:1097::/48

o #Ayk: FPolicyRulefzZIEES50
PAS

"o

rule_index Integer

iy

source String

iy

2 4-108 IkePolicy
=T Sl

G | R

o INAEIHAR: IKERRAS,

o EUESEHE:
LVPNMEHflavorEe & IGMAT,
BUESEE v,
Hitnps=TEUESEE v, v2,

o FIAE:
LVPNMERflavorEe B AGMAT,
EINMEAVT;

Hig=T, HAEAV2,

ike_version String

Ni%ERAS 01 (2025-02-05) IRIERE © LA/ ARBIRAE 104



FEE FAMIES

APl &% 4 API
2R S Z/Y | A
ik
phasel1_nego | String & o INBEIRER: thigtE=t,
tiation_mod o EUEHHE:
€ VPN AT flavorBRE FIGMAT,
EYBESBEAmain,
Hitip=TEUYESEE Amain,
aggressive,
main: e, hadETEHE
=o
aggressive: FFERIET, MHRFHRIE
BinERIIES.
e ZHIAME: main,
o ZUsR: IKERRAAVIEHES, Av2
BYAIE,
authenticati | String B o INREIRAR: INFEEL,
on_algorith o EVEEE:
m VPN A flavorER B JIGMET,
EUESBEIsm3.
Hitnin = NEUESEE Asha2-512,
sha2-384, sha2-256, shal,
md5,
Hh, shalfimdsZeHRE, 5
=122
o FIAE:
VPN X flavorEeE JIGMAT,
FIAESISM3,
Hig=T, BIAEAsha2-256,
encryption_a | String B o INREIRAR: MNZEEE.
lgorithm o EVETE:
HVPNRIEHflavorBic B JIGMAT,
BESEEAsm4,
Hithins TEUESEE Haes-256-
gcm-16, aes-128-gcm-16,
aes-256, aes-192, aes-128,
3des.
Hrp, 3desZE&MRIK, 151ER.
o FIAE:
VPN X flavorEeE IGMAT,
FIANESIsm4;
Hiin=T, BINMEHaes-128,
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APl &% 4 API
2R it} =AY | i
ik
dh_group String B o INEEIHAR: F—MERZAIER
RYDHZE
LVPNRIZHIflavorBic B IGMAT,
ZFRBRARES,

o HYESEE: groupl, group2,
group5, group14, groupi5,
group16, group19, group20,
group21,

Hrh, groupl, group2,
group5, groupl4ZE£MRI(E, 18
=122

e ZIAE: groupl5s,

authenticati | String o INEEIRER: ikethERTAGIAIES
on_method %o

o HUBEEE:
pre-share: FAHZZH,
digital-envelope-v2: EZ#HF(E
£ N

e ZINE: pre-share,

lifetime_seco | Integer IhBEIRAR: RRSAHIEEZREHE,

nds ZETFEHAERYEIKE SASBnE
o

o EYESGE: 60-604800, EA{i:
i

e ZHAE: 86400,

o INEEIRER: AimlD3REL,
LVPNR R flavorfie & JIGMAT,
ZFBRARES,

o BUESCHE:

- ipo
- fqdn,
e FINE: ipo

N

N
[ ]

iy

local_id_type | String
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APl &%& 4 API
B i) BEY | A
i%
local_id String S o INREIHRER: AU%ID.
VPN XZAYflavorfe B IGMET,
ZFRABES,
o #JER:

Hlocal_id_typeSiphs, TJAIE,
IHESEHREIPVAME .

Hlocal_id_typesfqdnid, A
E2550FFF, REeRK/NE=
B, HFMFHRGFSEK, 325
PATHEHRER: & <o >0 [ .
\. K. ? , XoKNE,
Hlocal_id_typesfqdnfHES, &
EX IR EHIpeer_id—#,

o INAEEIRAR: XJimIDEEY,
HVPNRIEHflavorBic & FIGMAT,
ZFBRARES,

o BUEEE:

- ipo
- fqdn,
e ZIME: ipo

o INEEIRAE: XJimID,
LVPNMEAflavorEe B AGMAT,
ZFBRARES.

o #TH:

Hlocal_id_typeSiphs, AJAIE,
HEF#HEIPVAET( .

Hlocal_id_typefsfqdniy, wmKAIE
E2550FRF, REERAAXNEF
. HFMFHRGFSEK, 73285
PATSSHEER: & <. > [ ]
\« K. ? , KDKNE,
Hpeer_id_typeAfqdniTiEES, F
ETimigEHlocalid—,

FFARFELNITR o

N

peer_id_type | String

iy

peer_id String

dpd Dpd object

iy
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APl &% 4 API
2= 4-109 Dpd
E= -] =AY | R
gri
timeout Integer B o INREIRAA: XFAFENIRIIE
SEIES
e EVESBHE: 2-60, Bfi: &,
o EINE: 15,
interval Integer & o INEEER: XFEARFBICNTHAT
=18
o EVESBRE: 10-3600, 2fu: .
o ZFIAE: 30,
msg String & o INEEIRBE: XWHAFERNIRIE
X
o EUESEHE:
seg-hash-notify: $§EDPDIRXH
AYEEIIUF=2hash-notify
seg-notify-hash: }§EDPDIRM
Y far = 2 notify-hash,
e EIANE: seg-hash-notify,
% 4-110 IpsecPolicy
B E- i =AY | ik
%
authentigati String ) o IHEEIRAA: INIEE X,
I(’)nn_algorlth o EUETHE:

LVPNMXHIflavorEL & IGM
BY, BYESEEAsm3,
Hiip=TEUESCEA
sha2-512, sha2-384,
sha2-256, shal, md5.

Hrh, shalfimdsLZ&MB(E, 15
=1z

o ZRAE:
HVPNRIEHflavorBie & HIGM
BF, BRAMESSM3,
Hig=T, BAESN
sha2-256,
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API &% 4 API
B E- St =AW | it
i%

encryption_a | String & o INBEIRER: NMIZEE,

lgorithm o EUEEE:
LVPNMFERflavorEe & AGM
B, BUETEsm4,
Hithiin= TEUESEE Haes-256-
gcm-16, aes-128-gcm-16,
aes-256, aes-192, aes-128,
3des,
Hrf, 3deszeMRIR, E1EA.

o FIAE:

VPN ERflavorEe & AGM

BF, BRIAMEJIsSM4,

Htip=T, KIAMEHaes-128,
pfs String & o IfBEIRBA: PFS{ERIRIDHESAAE.

VPN EHIflavorBic B IGM

B, ZFBRAHES.

o EYESEE: groupl, group2,
group5, group14, group15,
group16, group19, group20,
group21, disable,

Hrh, groupl, group2,
group5, groupl4Z&HRIEK, 15
B
o ZXIAME: groupl5,
transform_pr | String = o INEEHER: {EhitmY.
otocol o EUETEHE:
esp: HELZEMN.
o ERINE: esp,
lifetime_seco | Integer & o INAGIHAR: FRECEIPSeciEiEiE
nds ZHIBFE AR B B AN EER
H,

o EYESBRE: 30-604800, EBfi:
o

o ZKIAME: 3600,

encapsulatio | String B o INEEIRER: IRIGIRER,
n_mode o EVEEE:
tunnel: BFBIET(,
o FIAE: tunnel,
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& 4-111 VpnResourceTag

2R i EAY | fEd
yoir
key String = o INEEIRRA: FREAVHE.
o EVESBE: 1-1281MNF1F, XiFH
F.EBXFH., BN, mYFE.
BE. =™K, UKRUTER: =
+-@,
value String = o INEEIRAA: FREAYE.
o EVESEE: 0-2551MF1F, i
F.EBXFHE., B, mYFE.
BE. =™K, URIUTER: =
+-@,

o BRI

a. BUIEFASIEAENEE.,
POST https://{Endpoint}/v5/{project_id}/vpn-connection

{

"vpn_connection": {
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0ebObde",
"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": [

"192.168.44.0/24"

1

"psk': "abcd****"
}
}

b. CUESRRSEIIER.
POST https://{Endpoint}/v5/{project_id}/vpn-connection

{

"vpn_connection": {
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0eb0Obde",
"style": "policy",
"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": [

"192.168.44.0/24"

1

"psk": "abcd****",

"policy_rules": [{
"rule_index": 1,
"source": "10.0.0.0/24",
"destination": [

"192.168.0.0/24"

1

3

}
}

c. BlEbgpigHtEINIER,
POST https://{Endpoint}/v5/{project_id}/vpn-connection

{
"vpn_connection": {
"name": "vpn-1655",
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
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NaRziHR

"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0Oeb0bde",
"style": "bgp",
"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": [

"192.168.44.0/24"

1
"tunnel_local_address": "169.254.56.225/30",

"tunnel_peer_address": "169.254.56.226/30",
"psk": "abcd****",
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"dh_group": "group16",
"lifetime_seconds": 172800,
"local_id_type": "fqdn",
"local_id": "123***",
"peer_id_type": "fqdn",
"peer_id": "456***",
"dpd": {
"timeout": 30,
"interval": 60,
"msg": "seqg-notify-hash"
}
I
"ipsecpolicy": {
"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"pfs": "group16",
"transform_protocol": "esp",
"lifetime_seconds": 7200,
"encapsulation_mode": "tunnel"

VeSS
IR[EPMRZSRS ST 201: successful operation,

& 4-112 IR Body #1511

B Sl %

n Connection
object

vpn_connectio | ResponseVpn | vpn_connectionX$& .

request_id String BEKID,

2R 4-113 ResponseVpnConnection

&R ESid) 10

id String

o INRGINAR: VPNIEREID,
o #&=: 367UUID,

111
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B

ESid)

A

name

String

o IHAEIRAA: VPNIEIZZIR,

o BUEEE: 1-641MFFF, ZIFH=E.
B FHE. #3Z(\ude00 - \u9fas).
_(FRIR) . -(PRIZ) o

vgw_id

String

e INALHAA: VPNRIXID,
e I&=: 36fIUUID,

vgw_ip

String

e INBEIRAA: VPNPYKEIPHYIDIIZEAFA
MIIP

o H&T: 36 UUIDEL =il IPvAit:
it (40192.168.45.7 ) o

style

String

o INEEBA: ERHEC,
o EUESCH:
POLICY: ZRH&tE=
STATIC: BSERHER -
BGP: bgpigHE=
POLICY-TEMPLATE: SR&ERIER .

cgw_id

String

o INRENAR: JHRMIXKID,
o 1&x: 36fZUUID,

peer_subnets

Array of String

IPVARTim M . 24VPNPYXRIKERET /9
ERFFHstyle=FE&IBGPTLPOLICY. Tk
VPN PHMY AR A S I PVERT A IR
@O

peer_subnets_v
6

Array of String

IPV6RTiHF M . HVPNRIFRIFEAETL T
ERFHstyle=rEZx IBGPEEPOLICY. %
VPN B PHMYAR A S 91 PVART AR
[,

tunnel_local_a | String BHER RS EVPNIM X _Eftunnelis
ddress Oitbiit . {XZstyleISTATICEBGPRIH
o
tunnel_peer_a | String EREEN TR ETERAFPMIR&E LRYtunnel
ddress EOMNE, {(NYstyle ISTATICELBGPETHE
o
enable_nqga Boolean o INEEIREA: FENQAKGM, {XZstyle
FISTATICERE],
o HYUESEE: true, false,
policy_rules Array of IPVASREEIRTCRISRESIINIEE . (X Hstyleds
PolicyRule POLICY BVPNRIXAIIPHMY AR A S J91Pv4
objects AR [EISEFRAYSRIEALNIZE o
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E= E- St ik
policy_rules_v6 | Array of IPV6ERARIETCRISRBRAINILE . (X Hstyleds
PolicyRule POLICY HVPNRIXAIIPHMY KR A S J91Pv6
objects AR [EISEFRAYSRRS AL .
ikepolicy IkePolicy object | ikeZREEXTIER .
ipsecpolicy IpsecPolicy ipsecEREEITR .
object
created_at String o BIiERTIE,
o UTCEIEMEZN: Jyyy-MM-
ddTHH:mm:ssZ,
updated_at String o ERIG—IREHATE,
o UTCRYEE: yyyy-MM-
ddTHH:mm:ssZ,
enterprise_proj | String o INEEHER: BAIRBEID,
ect_id o 1&=: 36fIUUID, Svgw_idFTHRiR
VPNRIZKAIEIRE ID— .
ha_role String o INREIRAA: EHFEINVPNRIX FRYESS
Bt, 'master R REiERE, 'slave'Tw R
BiER . WEER TRIEREha_role#f
='master’,
e EHAME: master,
tags Array of RS,
VpnResourceTa
g objects
7% 4-114 PolicyRule
E=2 St R
rule_index Integer o INEGIHAR: #MMID,
o EUESBE: 0-50,
source String TR RES o
destination Array of String | BRIMEHERIES . EBANPVARIEZAS U1 :
192.168.52.0/24, BB IPVERIERAET
f5l: 16af:cacc:1097::/48., & PolicyRule
B&ZIR[EI501,

MAERRAS 01 (2025-02-05)

WRINERE © HERRAREBIRAT

113



FEILE M4
APl &%
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2 4-115 IkePolicy

B E-Sit) R
ike_version String o INAEUIRA: IKERRAS,
o EUBETEHE: v1,v2,
phasel1_negoti | String o INBEIRER: thigtE, (NHIKEARZA v
ation_mode AfiR[E]
o EUETHE:
main: F1&E, IEHEEZEES.
aggressive: FFEIEIL, WHEREEND
BRINES.
authentication | String o INEEHER: IAEEX.
—algorithm o EUESBHE: sha2-512, sha2-384,
sha2-256, shal, md5, sm3,
encryption_alg | String o INBEIRAR: MZTELL,
orithm o BUESEEl: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des, sm4,
dh_group String o INEEIREA: SE—PMEREIPIEFERIDH
H, HVPNRIXflavorAGMBTAIRE,
o HYESEE!: groupl, group2,
group5, groupl14, group15,
group16, group19, group20,
group21,
authentication | String o INREHAER: iketESATHGIAIESS %
_method ° HE{E;H—B
pre-share: FRHZZH,
digital-envelope-v2: EZE#FET.
lifetime_secon | Integer o IfELIRER: FTRSAHEFEHR, Hiz4E
ds FEHAEBTEIKE SAEBIEHh
o EVEBE: 60-604800, Bfi: &,
local_id_type | String o INBEIRAR: AKNikIDZERY, LVPNRIX
flavor AGMAETAIR[E]
o EUETHE:
- ipo
- fqdn,
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B

%

local_id

AigID, Hlocal_id_typeiphtiR[ElglIzEs),
EFVPNIEZERHEERIANIRID, WIRAKIE
EALR DR EIVPNIEREFR{EARRIVPN R
*IP; Hlocal_id_typeAfqdnitiR[E L
BEHTVPNIERE IS ERI AR iwID o
HVPNMXflavor AGMAETAIR[E] ,

peer_id_type

String

o INEEIRBE: XJimIDEEY, ZHVPNRIX
flavorAGMAFANIR[E]

o HUESEE:
- ipo
- fqdn,

peer_id

String

XtiwID, Lpeer_id_typeHiphhiREISIGES,
EHFVPNIEZIHEERIXTIRID, NRKE
ENREIRGIHMZTAIIP; ZHpeer_id_types
fqdnBdiR B8RS, #TVPNIERERT S ERY
XFimID o

VPN EflavorAGMBT RIR([E] ,

dpd

Dpd object

MFHAFECTIIR o

% 4-116 Dpd

B

SRy

ik

timeout

Integer

o INRERAR: MFMFEENIRLEILE

P&

o EUESEE!: 2-60, Bfy: .

interval

Integer

o INEEIHAA: XIFMTFE TSN HATE
o EWESGE: 10-3600, Baf: #b,

msg

String

o INEEWEA: XHFRFFQNURIAER .
o BUEBHE:
seq-hash-notify: #§EDPDIRSIHRHIZ;
fElREF=hash-notify ,
seq-notify-hash: 1§xEDPDIRIFEIZ:
fFlREEnotify-hash,
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2 4-117 IpsecPolicy

B

sE

fik

authentication
_algorithm

String

o INEEIHAER: INIEEX.
o EYETBE: sha2-512, sha2-384,
sha2-256, shal, md5, sm3,

encryption_alg
orithm

String

o INEEIRER: IMNEEX.

o HUESEE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des, sm4,

pfs

String

o INEEIAA: PFS{EFRYDHEREHEAE, X
VPN XflavorAGMBFARIER[E]

e EBY&ESBE: groupl, group2,
group5, groupl14, group15,
group16, group19, group20,
group21, disable,

transform_prot
ocol

String

o INEEIHAA: EithN.
o EVEEBHE:
esp: FEZEMN.

lifetime_secon
ds

Integer

o IfREIRAR: FRECEIPSecEEREIAIME
BLARSE S E R FEHA

o EVESGHE: 30-604800, Eafii: .

encapsulation_
mode

String

o INEEINAR: IRFIEMET
o EVESCHE:
tunnel: BEEET .

#= 4-118 VpnResourceTag

B it ik
key String o INREIRAR: IREAIE.
o EUETBE: 1-1281FERF, IFH=F.
BXFHE. P2, ARFE. FE. T
18, URUTER: _=+@,
value String o INEEIHAR: FREAYE.
o EUESEE: 0-2550FfF, FH=.
BXFE., P, ARFE. 5. T
1B, URLIFZER: _=+@,

LI vz =2

a. BIEEFSIEMEINEZAIIA .

{

"vpn_connection": {
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"id": "98c5af8a-6ee2-4482-99a2-ae2280a6f4c3",
"name": "vpn-b2cb",

"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0eb0bde",
"style": "STATIC",
"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": ["192.168.44.0/24"],
"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"enable_nga": false,
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "10.** ** 134",
"peer_id_type": "ip",
"peer_id": "88.*** *** 164",
"dpd": {
"timeout": 15,
"interval": 30,
"msg": "seq-hash-notify"
}
I
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
L
"created_at": "2022-11-26T13:41:34.626Z",
"updated_at": "2022-11-26T13:41:34.626Z",
"enterprise_project_id": "0",
"ha_role":"master"
1
"request_id": "f91082d4-6d49-479c-ad1d-4e552a9f5cae"
}
b. BUERISEIVERZAINIL o
{
"vpn_connection": {
"id": "98c5af8a-demo-a8df-va86-ae2280a6f4c3",
"name": "vpn-799d",
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0eb0bde",
"style": "POLICY",
"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": ["192.168.44.0/24"],
"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"policy_rules": [{
"rule_index": 1,
"source": "10.0.0.0/24",
"destination": [
"192.168.44.0/24"
1
1,
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
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"local_id": "10.** ** 134",
"peer_id_type": "ip",
"peer_id": "88.*** *** 164",
"dpd": {
"timeout": 15,
"interval": 30,
"msg": "seq-hash-notify"
}
I
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
I
"created_at": "2022-11-26T13:41:34.626Z",
"updated_at": "2022-11-26T13:41:34.626Z",
"enterprise_project_id": "0",
"ha_role":"master"

1
"request_id": "f91082d4-6d49-479c-ad1d-4e552a9f5cae"
}

c. GliEbgprEARETERZRINMEL .
{
"vpn_connection": {
"id": "98c5af8a-demo-a8df-va86-ae2280a6f4c3",
"name": "vpn-1655",
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0eb0bde",
"style": "BGP",
"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": ["192.168.44.0/24"],
"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"dh_group": "group16",
"authentication_method": "pre-share",
"lifetime_seconds": 172800,
"local_id_type": "fqdn",
"local_id": "123***",
"peer_id_type": "fqdn",
"peer_id": "456***",
"dpd": {
"timeout": 30,
"interval": 60,
"msg": "seqg-notify-hash"
}
h?

"ipsecpolicy": {
"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"pfs": "group16",

"transform_protocol": "esp",
"lifetime_seconds": 7200,
"encapsulation_mode": "tunnel"

h?

"created_at": "2022-11-26T13:41:34.626Z",

"updated_at": "2022-11-26T13:41:34.626Z",

"enterprise_project_id": "0",

"ha_role":"master"

I
"request_id": "f91082d4-6d49-479c-ad1d-4e552a9f5cae"

}
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T
BE A2 R,
4.1.3.2 &iff VPN &
ThREN4R

RIEERZID, BIIIEERIVPNIEZIISE,
BRBEE

152 AT EBAPI,
URI

GET /v5/{project_id}/vpn-connection/{vpn_connection_id}

& 4-119 SH0RH

B it =5 | %
iE
project_id String 2 IREID, BLABIIIRENIRE IDFREIRE
ID,
vpn_connectio | String 2 VPNIEZID,
n_id

ERIHE
o IBERBH
o
o BEKIER
GET https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}
Rz S
o MRS
IREYAZSAS S 200: successful operations,

% 4-120 i Body S#5I%&

B St fiA
vpn_connectio | ResponseVpn | vpn_connectionX$%R
n Connection
object
request_id String BKID,
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% 4-121 ResponseVpnConnection

B

RE

ik

id

String

e INAEIRAR: VPNIEEID,
o #&=: 36fZUUID,

name

String

o INALIEAE: VPNIEZEZTR,

o EUESEE: 1-641MFFF, TIFH=F. &
XFE. 3 (\u4e00 - \u9fa5) . _
(FRIE) « - (PRIEL) . . (=)o

status

String

o INAEINAR: VPNIEERE,

o HUEBHE:
ERROR: B&,

ACTIVE: IEE.

DOWN: FRiEE,
PENDING_CREATE: Bl
PENDING_UPDATE: &,
PENDING_DELETE: fiBgeh,
FREEZED: &&E,
UNKNOWN: &1,

vgw_id

String

o INAESHAR: VPNRIXID,
e HZ: 36{UUID,

vgw_ip

String

o IPBEEIRAA: VPNPEEIPHIIDEIZNFA
P,

o 1&Z: 36{UUIDELR DTt ElIPvAlt
ft (40192.168.45.7 )

style

String

o INEEIRER: ERHER,
o HUEEHE:
POLICY: SRESER .
STATIC: BFSEREAIER -
BGP: bgpEHER .
POLICY-TEMPLATE: SER&HEHRIER .

cgw_id

String

o INRERAR: XimMIXKID.
o &= 36{IUUID,

peer_subnets

Array of String

IPVASTIHFI o VPN KRIXKERETC A
ERF Bstyle=FE&IBGPTEPOLICY. BEVPN
MR PEMY AR AN S 91 PVERT AR [E] o

peer_subnets
6

_v | Array of String

IPVERTIHFM o VPN KRIXK BRI
ERF Bstyle=FE&IBGPTEPOLICY. BEVPN
MR PEMY AR AN S 79I PVART AR [E] o
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B 281 fiR
tunnel_local_a | String BB TR EEVPNME _EftunneliE
ddress Ot {XZstyle ASTATICEBGPRSE
o
tunnel_peer_a | String BEEN FEREEAFPMIRE _EfVtunnel
ddress EOMNE, (NYstyleISTATICEBGPRIA
o
enable_nga Boolean o INAEIREA: FFENQAKIN. {XZstyle)y
STATICAHR[E],
o EYESEE: true, false,
enable_hub Boolean o INEEIHER: FABEHXEEK, {NSstyle)y
BGPHTIR[E ,
o HUESEE: true, false,
policy_rules Array of IPVAZRESARETURISRISHINLE . {NZistyley
PolicyRule POLICY BVPNMEHIIPHMY R A S J91Pv4
objects AR [BISEFRAYSRREARNIZE .
policy_rules_v6 | Array of IPV6IREEAEICRIRESHINILE . (N Hstyles
PolicyRule POLICY BVPN®FEHIIPHMYARA S AIPVE
objects AT IR [EISEFRAYSRRE RN ZE
ikepolicy IkePolicy ikeZREEXIR o
object
ipsecpolicy IpsecPolicy ipsecEREEXTSR
object
created_at String o BlFEEATE],
o UTCHIEWER: yyy-MM-
ddTHH:mm.ssZ,
updated_at String o Rfe—IXEFATE,
o UTCHIEWEZ: yyy-MM-
ddTHH:mm.ssZ,
enterprise_proj | String o IpBEIHAR: (™WIRBID,
ect id o #&3t: 36(ZUUID, Svgw_idFftFiR
VPNRIZKAIEIIRE ID—E .
connection_mo | String o INREIRAE: VPNIEEISIZID, {NHVPN
nitor_id EE T eEe TR EErRE,
o 1&=: 36{ZUUID,
ha_role String o INAEEIHAR: FEREXVPNMETRIEE
BY, 'masterFRnEiERE, ‘slave'®RnE
TRz . WEEI THEREzha_role# 2
'master’,
o ZAIAME: master
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B it faEA
tags Array of FREEFIR
VpnResourceT
ag objects

7% 4-122 PolicyRule

B it ik

rule_index Integer e INRGIXER: #MMID,
o EYESBHE: 0-50,

source String IR ES o

destination Array of String | BERIIBHUEIIES . EENIPVARIERAS P :
192.168.52.0/24 , & PolicyRulefzZiR

E1501
R 4-123 IkePolicy
E= it ik
ike_version String o INALINAR: IKERRAS,
o EUEEHE: v1,v2,
phase1_negoti | String o INEEIHAE: WHRSHER. (NHIKERRA VI
ation_mode AiRE ,

o HUEEHE:
main: EERX, hEZERENS.
aggressive: BFERIET, thiEFtREBMD
[EpAuESSH

authentication | String o INBEIHAR: INIEEE,

—algorithm o EVESEE: sha2-512, sha2-384,
sha2-256, shal, md5, sm3,

encryption_alg | String o INRLIHAR: INZFEEE.

orithm e HUESEME: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des, sm4,

dh_group String o INEEIRAA: SE—NEREIAHA(ERRIDH
28, HVPNM*EflavorIGMATARIRIL],
o HYESEE: groupl, group2,
group5, groupl14, group15,
group16, group19, group20,
group21,
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2R =i i)
authentication | String o INEEIHAER: ikethEBIHSIAIETSE
_method ° HE{E:;E
pre-share: FHt=#E5H,
digital-envelope-v2: EZHFEH .
lifetime_secon | Integer o INELIHER: FTRSANSEZFERE, Iiz4E
ds FEIEABRY IS IKE SASBiIEHT.
o HVESEEl: 60-604800, &fi: b,
local_id_type | String o INAEIRAR: ZNiRIDZERY, LVPNMX
flavor AGMBTAIR[T]
o EVEEBHE:
- ipo
- fqdn,
local_id String AigID, Hlocal_id_typeSipHtiR[El6#EEDY
BEHVPNIEZIHEENARIRKID, WNRKE
ENLREVPNERZFTERRIVPNRXIP; &
local_id_typeJafqdnBdiR[ClBIEE S #
VPNIEERHEERI AimID o
VPN EflavorIGMATRIRE] .
peer_id_type String o INBEIHAR: XTimIDZERY, VPNRIE
flavor AGMBETAIR[E]
o EUESEH:
- ipo
- fqdn,
peer_id String XtHimID, Hpeer_id_typegiphtiR[EIBIFET,
EFVPNEZITIEERIMTIRID, WNRFKIE
ENREIXTHMFERIIP; Hpeer_id_typels
fqdnBd R [E1 8RS B #TVPNIERZAT S ERY
FiHID o
VPN EflavorAGMBT RIR[E] ,
dpd Dpd object STE R BN R o
% 4-124 Dpd
B E-Jid] A
timeout Integer o INEEIRER: XWEARFEERNIRSEEE
PR o
o EUESEE: 2-60, Bfi: #,
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B it A
interval Integer o INAGIRAR: XWEHEMEBENZHETE,
o HEVESEE: 10-3600, &fy: #,
msg String o INEEIRAR: MIHFRFBICMIRIIAER -

o EUEBE:
seq-hash-notify: }§EDPDIRSIHHIZ;
Tl E=2hash-notify
seq-notify-hash: 1§xEDPDIRHFHIZ:
fFlREEnotify-hash,

& 4-125 IpsecPolicy

B

St

%

authentication
_algorithm

String

o INEEIRAR: INIEEX,
o HYESEBE: sha2-512, sha2-384,
sha2-256, shal, md5, sm3,

encryption_alg
orithm

String

o INREEWIEH: MNEEIX

o HYESBE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des, sm4,

pfs

String

o INEEIRR: PFS{EFIRYDHEREHEAE, X
VPNMXflavorAGMATARIR[E] .

o HYESEE: groupl, group2,
group5, groupl14, group15,
group16, group19, group20,
group21, disable,

transform_prot
ocol

String

o INAEILER: {EitNY.
o EUESEH:
esp: FEZEMY.

lifetime_secon
ds

Integer

o INEEWRA: FRINACEIPSeciEIEIEIAIRE
ELARGE D& ERIEFEHA

o EVESGE: 30-604800, EAfi: b,

encapsulation_
mode

String

o INBEIRAA: IRCIIEER .
o HUESEHE:
tunnel: BEREIET .
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2% 4-126 VpnResourceTag
AR it ik

key String o INBEIRER: FREHIHE.

o EUETE: 1-1281M=FFF, ZIFHZE.
BYFE, P, BMFE. #EiE T
1&, LIRIATFFR: _=+-@,

value String o INEEIHAER: FREAYE.

o HUESBE: 0-2551=F%F, XiS¥=F.
B FH., P, ERFE. #EiE. =
18, URUTFR: _=+-@,

V.

2 4-127 BgpPeer

E= E-Sit) R

peer_ip_addres | String BGPLRFE Lt .

s

peer_asn Integer BGP4BERIBGPEEIH RS

state String BEIRE

state_duration | String TS EERTE)

num_received_ | Integer EWEIRIIEEE .

routes

num_message | Integer EWEIREEE

_received

num_message | Integer BRIXAEEE .
sent

LI v =271
{

"vpn_connection": {

"id": "98c5af8a-demo-a8df-va86-ae2280a6f4c3",
"name": "vpn-1655",
"status": "DOWN",
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0eb0bde",
"style": "POLICY",
"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": ["192.168.0.0/24"],
"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"policy_rules": [{

"rule_index": 1,

"source": "10.0.0.0/24",

"destination": [

"192.168.0.0/24"

1
1,
"ikepolicy": {

"ike_version": "v2",
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h
"request_id": "f91082d4-6d49-479c-ad1d-4e552a9f5cae"

}

T

"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local id": 10,4 = 134",
"peer_id_type": "ip",
"peer_id": "88.*** *** 164",
"dpd": {
"timeout": 15,
"interval": 30,
"msg": "seg-hash-notify"
}
1
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
1
"created_at": "2022-11-26T13:41:34.626Z",
"updated_at": "2022-11-26T13:41:34.626Z",
"enterprise_project_id": "0",
"ha_role":"master",
"tags™ [1,
"policy_rules_v6": [],

"eip_id": "07f1efbf-01f5-4231-b22¢c-171005a352d4",

"type": "ROUTE",
"route_mode": "BGP"

B2 A2 K.

4.1.3.3 &ifj VPN iEiE53%

I)JE /\QJJ

HigVPNIE &5”% o

AR

152 ATEFAPI,

URI

GET /v5/{project_id}/vpn-connection
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& 4-128 2#<HA
B S 2/Y | A
i%
project_id String = IREID, BJLABIIIRENINE IDFREIRE
IDo
% 4-129 i53K Query 251
2R 258 =EY | A
i%
vgw_ip String B VPN XEIPRYIDEIZNFAMIP
vgw_id String & VPNXID,
enterprise_pr | Array S EIIREID,
oject_id
limit Integer S o INEEIRER: D REEATERIRERTC
RYE,
o HYESEBE: 0-200,
o ZFINE: 200,
marker String & o INREEWIEE: ERARANCISIRICHL,
A= AEEE—R . BN
markera] LATRYE E—TRIERAY
page_infoXd&HHnext_markeriE
5,
o ZUIR: WRSlimit—ie(ER,
IBRiEE

WAGEHR

o IERBH
o
o EREH

a. BEiAFFBVPNEE.

GET https://{Endpoint}/v5/{project_id}/vpn-connection

b. EEVgW_ipEigVPNIEZE,
GET https://{Endpoint}/v5/{project_id}/vpn-connection?
vgw_ip={vgw_ip}&limit={limit}&marker={marker}

c. IBEVPNMIESLHIEIRVPNIZER:

GET https://{Endpoint}/v5/{project_id}/vpn-connection?
vgw_id={vgw_id}&limit={limit}&marker={marker}

o NS

IREYAZSAZ /T 200: successful operations,
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% 4-130 QL Body S#5I%&
2R 5] R
vpn_connectio | Array of vpn_connection{J& .
ns ResponseVpn
Connection
objects
page_info Pagelnfo DRIEE,
object
request_id String BKID,
total_count Long PR TEZESE.
2R 4-131 ResponseVpnConnection
B - Sid] A
id String o INBEIRER: VPNIEEID,
o #&={: 36/UUID,
name String o LIBEHIBE: VPNIEEEHR.
o BUEBE: 1-640NFH, TRHUT. B
XF8. $F3Z (\ude00 - \udfas) . _
(_Fﬁug%) N T (':FHZU%) N . (ﬁ) o
status String o INAGIHAR: VPNIERRE,
o EUESEH:
ERROR: &&E,
ACTIVE: IEE.
DOWN: >Ri&E#E,
PENDING_CREATE: @I,
PENDING_UPDATE: E¥#f,
PENDING_DELETE: &,
FREEZED: &&EH,
UNKNOWN: >k#1,
vgw_id String o INAEIRAA: VPNRIXID,
o #&={: 36/UUID,
vgw_ip String o INEEIHAR: VPNRIKEIPAYIDTIZENFA
MJIP
o #&(: 36MIUUIDEL =S +idtHlIPvait
i (%0192.168.45.7 ) o
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B

%

style

o INEEURE: EEHRTC
o HUESEE:
POLICY: ZRHgE=
STATIC: g#SE8HIETC,
BGP: bgpigHt&E= .
POLICY-TEMPLATE: $R&IERIER .

cgw_id

String

o INACIHAA: XFimMIEID,
o #z{: 36{;ZUUID,

peer_subnets

Array of String

IPVASSIHFI . Z5VPNRIKAIKERE S
ERH B style==EZIBGPTZ{,POLICY. VPN
RIZAIIPHMY AR A S A IPVERT AR

peer_subnets_v
6

Array of String

IPVERTUHFM . ZVPNRIKAIXERET S
ERH Bstyle==EZIBGPTZ,POLICY. VPN
) K AYIPHMY AR AN S /91 PvART IR [E]

tunnel_local_a | String e TEREEVPNMXE _FitunneliE
ddress Otbiit . {XZistyleASTATICEBGPRYHE
o
tunnel_peer_a | String RN TR ETERFMIZE _EAYtunnel
ddress EOMIE, {NYstyleISTATICELBGPETHE
o
enable_nga Boolean o INBEIHAR: FFENQAKM, {NZistyle)y
STATICHHR[E],
o EUESEE: true, false,
enable_hub Boolean o INEGIHAR: FEHSXHEEL, (NZistyle)y
BGPHTIR[E .
o BUESEE: true, false,
policy_rules Array of IPVASRESIETCAYSRESHINIZE . (X Hstyley
PolicyRule POLICYBVPNRIXAIIPHMY AR A S J91Pv4
objects AR [EISEFRAISRES AL .
policy_rules_v6 | Array of IPVOERERAE N AURESHINLE . (N Hstyles
PolicyRule POLICYBVPNRIKAIIPHMYERA S /91Pv6
objects AR [EISEFRAISRES HLNSHE .
ikepolicy IkePolicy ikeZREEXTIR o
object
ipsecpolicy IpsecPolicy ipseCEREEIISR .
object
created_at String o BUiEHTIE,
o UTCHYEIEZN: yyyy-MM-
ddTHH:mm:ssZ,

MAERRAS 01 (2025-02-05)

WRIERE © HERRARBIRAT

129




FEE AL

APl &% 4 API
E= it 1k
updated_at String o HE—IREHAYE.
o UTCRIEMEZ: Jyyy-MM-
ddTHH:mm:ssZ,
enterprise_proj | String o IfgtiREl: TIIRAID,
ectid o #&L: 36{IUUID, Svgw idFTiRiR
VPNRIZAIEIIRE ID—5 .
connection_mo | String o IfEEIRAA: VPNIEIZISIZEID, (NZVPN
nitor_id EE TR EREERE,
o 1= 36ZUUID,
ha_role String o INEEIRER: FH/IEXVPNRIX TAVER
B, 'master®nEiERE, 'slave'®RnE
&, WEEREILUTRIEREha_role#i2
'master’,
e EAME: master,
tags Array of ey,
VpnResourceT
ag objects
2% 4-132 PolicyRule
B it ik
rule_index Integer o IHBEWHER: #NID,
o EYESBHE: 0-50,
source String TRHEERIES .
destination Array of String | BRIMBIEMER . B2 IPVARIERAE T~ :
192.168.52.0/24 , BB IPVEMERFETUR
f5l: 16af:cacc:1097:/48, & PolicyRule
B&ZIR[E501,

2 4-133 IkePolicy

2R i U
ike_version String o IHALIRAA: IKERRAS,

o HUESEHE: V1, v2,
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B

%

phasel1_negoti
ation_mode

o INEEHEA: tHEHEZL, {NAIKERRA IV
Ejﬁ@o
o HUESEE:
- main: FR, hELEREMS
I%o
- aggressive: FFEIED, thEHEER
NG AESSR

authentication
_algorithm

String

o INEEIRAR: TNEEE,
o HYESEBEl: sha2-512, sha2-384,
sha2-256, shal, md5, sm3,

encryption_alg
orithm

String

o INREEWIEH: MNEEIX

o HUESEE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des, sm4,

dh_group

String

o INEEWER: SE—EREIAAHE(ERAIDH
¢H, HVPNRXflavor AGMATAIRE] .
o HYESEE: groupl, group2,
group5, groupl14, group15,
group16, group19, group20,
group21,

authentication
_method

String

o INREIRER: iketPESRTHVIANIESSIZ

o HUBESEE:
pre-share: FAHZZ$H,

digital-envelope-v2: EZHF{=3T,

lifetime_secon
ds

Integer

o TNEEREA: RINSANEGFEHA, ZizdE
FEHBERIEIKE SAEBIEH

o EVESGHE: 60-604800, Eafii: .

local_id_type

String

o INALIXAA: ZANIRIDER!, LVPNRIX
flavor AGMATAIR[E]

o EUESEH:
- ipo
- fqdn,

local_id

String

AiID, Hlocal_id_typegiphtiR[EElED,
EHVPNIERZITIEERIAIRID, WNRKE
ENREVPNIEEZFERRIVPNRXIP; &
local_id_typeJafqdnBtiR[ClBlIEE S #
VPNIEZRTHEERIANIRID .

VPN EflavorAGMBT RIR([E] ,
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E= i) 1k
peer_id_type String o INEEWBA: XJumlID3EEY, ZVPNRIX
flavor AGMBEYAIR[E]
o EUESEH:
- ipo
- fqdn,
peer_id String IFRID, Hpeer_id_typeHiphtiR[EIBIFEESY,

EFVPNEZITIEERITIKID, WNRKE
ENHREIFHMFERIIP; ZHpeer_id_typels
fqdnBtiR[E] SRk B FVPNIEZATIEERY
FimwID o

LVPNREflavor IGMATAIR[E] o

dpd Dpd object MHERFEICNUITR o

2% 4-134 Dpd
2R it R
timeout Integer o INEEIHBA: XHFAFEHRNIRIMEEE

B o

o EUESEE: 2-60, 2{: .

interval Integer o INEEIHAA: XIEMTEBRENZHATE
o EWESGE: 10-3600, Bafi: #b,

msg String o INEEWER: XHFAFECNIRIAER .
o EUETHE:
seq-hash-notify: $§EDPDIRZFAIE;
fFliEE2hash-notify
seg-notify-hash: }§EDPDIRSIHHIE;
fFlREEnotify-hash,

& 4-135 IpsecPolicy

B -5t ik
authentication | String o INEEHAER: IAEEX.
_algorithm

o EYETGHE: sha2-512, sha2-384,
sha2-256, shal, md5, sm3,

encryption_alg | String o INRLIHAR: INZFEEE.

orithm e HUESEME: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des, sm4,
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B it fiiA
pfs String o INEEIEBA: PFS{EFBRYDHESRHE, X

VPN XflavorAGMBFARIER[E]

o HUESEE: groupl, group2,
group5, groupl14, group15,
group16, group19, group20,
group21, disable,

transform_prot | String o INBEIHAR: {EMNNY .
ocol o EUEBE:

esp: FRZEMN.
lifetime_secon | Integer o INEEIHAR: FRABLEIPSeCEEZETHIRE
ds BLAREAEENEFE,

o HYESEE: 30-604800, Bafi: &,

encapsulation_ | String o INEEWRA: IRSGIFEER,
mode o EETEE:

tunnel: BEREIET .

Z= 4-136 VpnResourceTag

B it 3%
key String o INEEIRAR: FREEAVHEE.

o EUESBE: 1-1280FF, EH=.
BYFE, P, BRFE. B T
*gy L\)\&I’\)\—I:$?—g: _-::+'@o

value String o INEGIHER: InSHIE,

o EUEBHE: 0-2550FfFF, IFH=F.
HBNFE, B, AYFE. #iE. =
1, URUTFZFRH: _=+-@,

V.

R 4-137 Pagelnfo

B 28 fER

next_marker String T—mfmarker, EA EL—REEIGLAH
RE—MEIBEICIERE,

current_count | Integer HEIFRPRFHE . S/NTFTEIHEKRE
ABlimitlIFRRRE—R.

LI vz =27
a. EEFTEVPNIERHIIMAL
{

"vpn_connections": [{
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"id": "228a68f0-demo-a8df-va86-a9919a3ea3de",
"name": "vpn-56ea",
"status": "DOWN",
"vgw_id": "ba90819b-demo-a8df-va86-3a01622856a5",
"vgw_ip": "3ea3b006-demo-a8df-va86-ae180ae07885",
"style": "STATIC",
"cgw_id": "537d9c26-demo-a8df-va86-99364a410f00",
"peer_subnets": [
"192.168.1.0/24"
1
"tunnel_local_address": "169.254.149.2/30",
"tunnel_peer_address": "169.254.149.1/30",
"enable_nga": true,
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "10.1.1.216",
"peer_id_type": "ip",
"peer_id": "10.0.1.67",
"dpd": {
"timeout": 15,
"interval": 30,
"msg": "seg-hash-notify"
}
by
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm™: "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
by
"created_at": "2022-12-11T13:59:59.633Z",
"updated_at": "2022-12-11T13:59:59.633Z",
"enterprise_project_id": "0"

"id": "a4df33ca-demo-a8df-va86-410a7dd6973f",
"name": "vpn-15ea",
"status": "DOWN",
"vgw_id": "02217fb1-demo-a8df-va86-806ea291a8f2",
"vgw_ip": "f5acac2c-demo-a8df-va86-72b819a5f525",
"style": "POLICY",
"cgw_id": "10a4496f-demo-a8df-va86-7510f4b2af33",
"tunnel_local_address": "169.254.77.169/30",
"tunnel_peer_address": "169.254.77.170/30",
"policy_rules": [{

"rule_index": 1,

"source": "10.0.0.0/24",

"destination": [

"192.168.44.0/24"

1
1,
"ikepolicy": {

"ike_version": "v2",

"authentication_algorithm": "sha2-256",

"encryption_algorithm™: "aes-128",

"dh_group": "group15",

"authentication_method": "pre-share",

"lifetime_seconds": 3600,

"local_id_type": "ip",

"local_id": "88.*** *** 167",

"peer_id_type": "ip",
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"peer_id": "10.x***** 21",
"dpd": {
"interval": 30,
"timeout": 15,
"msg": "seg-hash-notify"
}
by
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
by
"created_at": "2022-12-09T07:24:27.674Z",
"updated_at": "2022-12-09T07:24:27.674Z",
"enterprise_project_id": "0",
"ha_role":"master"

}

1,

"page_info": {
"next_marker": "2022-12-09T07:24:27.674Z",
"current_count": 2

}

"request_id": "1d94a4e8-fdc2-7bfd-943e-19bfadb234ac",
"total_count": 2

}
b. 18Evgw_ipEIEVPNEZAIILAL
{

"vpn_connections": [

"id": "8fa335dd-demo-a8df-va86-78bb55a8bb04",
"name": "vpn-2acd",
"status": "DOWN",
"vgw_id": "02217fb1-demo-a8df-va86-806ea291a8f2",
"vgw_ip": "f5acac2c-demo-a8df-va86-72b819a5f525",
"style": "STATIC",
"cgw_id": "eba04567-demo-a8df-va86-5b0352f89af0",
"peer_subnets": [

"192.168.44.0/24"
1

"tunnel_local_address": "169.254.58.225/30",
"tunnel_peer_address": "169.254.58.226/30",
"enable_nga": false,
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 3600,
"local_id_type": "ip",
"local_id": "88.*** *** 167",
"peer_id_type": "ip",
"peer_id": "10.}** *** Q"
"dpd": {
"timeout": 15,
"interval": 30,
"msg": "seg-hash-notify"
}
b
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
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}

1

1
"request_id": "1d94a4e8-fdc2-7bfd-943e-19bfadb234ac",

}

n

U
"created_at": "2022-12-11T14:24:25.115Z",
"updated_at": "2022-12-11T14:24:25.115Z",
"enterprise_project_id": "0"

"id": "a4df33ca-demo-a8df-va86-410a7dd6973f",
"name": "vpn-15ea",

"status": "DOWN",

"vgw_id": "02217fb1-demo-a8df-va86-806ea291a8f2",
"vgw_ip": "f5acac2c-demo-a8df-va86-72b819a5f525",
"style": "POLICY",

"cgw_id": "10a4496f-demo-a8df-va86-7510f4b2af33",
"tunnel_local_address": "169.254.77.169/30",
"tunnel_peer_address": "169.254.77.170/30",
"policy_rules": [

"rule_index": 1,
"source": "10.0.0.0/24",
"destination": [
"192.168.44.0/24"
1
}
1
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 3600,
"local_id_type": "ip",
"local_id": "88.*** *** 167",
"peer_id_type": "ip",
"peer_id": "10.x***** 21",
"dpd": {
"interval": 30,
"timeout": 15,
"msg": "seg-hash-notify"
}

b
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
b
"created_at": "2022-12-11T13:59:59.633Z",
"updated_at": "2022-12-11T13:59:59.633Z",
"enterprise_project_id": "0",
"ha_role":"master"

page_info": {

"next_marker": "2022-12-11T13:59:59.633Z",
"current_count": 2

"total_count": 12

¢. FBREVPNMXSLAIEIEVPNIEZAIDA o
{

"vpn_connections": [

{

"id": "8fa335dd-demo-a8df-va86-78bb55a8bb04",
"name": "vpn-2acd",
"status": "DOWN",
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"vgw_id": "02217fb1-demo-a8df-va86-806ea291a8f2",
"vgw_ip": "f5acac2c-demo-a8df-va86-72b819a5f525",
"style": "STATIC",

"cgw_id": "eba04567-demo-a8df-va86-5b0352f89af0",
"peer_subnets": [
"192.168.44.0/24"
1
"tunnel_local_address": "169.254.58.225/30",
"tunnel_peer_address": "169.254.58.226/30",
"enable_nga": false,
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 3600,
"local_id_type": "ip",
"local_id": "88.*** *** 167",
"peer_id_type": "ip",
"peer_id": "10.}** *¥** Q"
"dpd": {
"timeout": 15,
"interval": 30,
"msg": "seg-hash-notify"
}
b
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm™: "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
by
"created_at": "2022-12-11T14:24:25.115Z",
"updated_at": "2022-12-11T14:24:25.115Z",
"enterprise_project_id": "0",
"ha_role":"master"
L
{
"id": "a4df33ca-demo-a8df-va86-410a7dd6973f",
"name": "vpn-15ea",
"status": "DOWN",
"vgw_id": "02217fb1-demo-a8df-va86-806ea291a8f2",
"vgw_ip": "f5acac2c-demo-a8df-va86-72b819a5f525",
"style": "POLICY",
"cgw_id": "10a4496f-demo-a8df-va86-7510f4b2af33",
"tunnel_local_address": "169.254.77.169/30",
"tunnel_peer_address": "169.254.77.170/30",
"policy_rules": [
{
"rule_index": 1,
"source": "10.0.0.0/24",
"destination": [
"192.168.44.0/24"
1
}
1
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 3600,
"local_id_type": "ip",
"local_id": "88.*** *** 167",
"peer_id_type": "ip",
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"peer_id": "10.x***** 21",
"dpd": {
"interval": 30,
"timeout": 15,
"msg": "seg-hash-notify"
}
by
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
by
"created_at": "2022-12-11T13:59:59.633Z",
"updated_at": "2022-12-11T13:59:59.633Z",
"enterprise_project_id": "0",
"ha_role":"master"
}
1,
"page_info": {
"next_marker": "2022-12-11T13:59:59.633Z",
"current_count": 2
1
"request_id": "1d94a4e8-fdc2-7bfd-943e-19bfadb234ac",
"total_count": 12

}
N
BE2A.2 K&,
4.1.3.4 & VPN &
ThEeN 8

IRIBERID, EHEEHIVPNIERIISH
AR5
ESMAMTARBAP .

URI

PUT /v5/{project_id}/vpn-connection/{vpn_connection_id}

3 4-138 SE(iiA

2R ESid] =5 | %
iE
project_id String 2 IREID, aILABIdIRENERE IDFREVRE
ID,
vpn_connectio | String = VPNEHEID,
n_id
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IEXRHE

% 4-139 {5Kks%

B E- Sl =AY | Er
1%
vpn_connecti | UpdateVpn | 2 vpn_connection{J&,
on Connection
RequestBod
yContent
object

& 4-140 UpdateVpnConnectionRequestBodyContent

R

srl

EZ{M‘\

3,

fiik

name

String

0 | A
i

IHREIAE: VPNIEIZSZR,

o EVESBHE: 1-647M=F1F, HiFH
F. BYFHE. 3 (\ude0O -
\udfa5) . _ (FXIZ) . - (kI
%)..(8).

cgw_id

String

N

e INBEEIRAR: XJuwmMIXID,
o #YTF: 36{ZUUID,

peer_subnets

Array of
String

N

o INAEIRAA: IPVAXTIRFM o
o ZJE:

- IPHMYARAS HIPVORTANIE;
VPNRKRYKBE erB
style=2 B¢ JgpolicyskbgpAt A~iE

- EPHPMERZVPCIIEBMEE, &
BEVEXTiRFM, tban
100.64.0.0/10, 214.0.0.0/8,

- B1MVPNEERZSES501YT
Ui o

peer_subnets
_Vv6

Array of
String

iy

o INEEIRAA: IPVEXTiHFM o
o #JTR:

- IPHMMARAS HIPVARTAIE;
VPN KRYXEXED JoerB
stylez2 B¢ Jgpolicyakbgpht &

- BYVPNEERSES50M
T 1 IO

MAERRAS 01 (2025-02-05)

IRIERE © LA/ ARBIRAE 139



FEE FAMIES

APl &%& 4 API
2R it} ZEA/Y | ik
ik
tunnel_local_ | String & o INREIHRER: RAEXX TEEHEVPN
address W% _ER9tunneliZOtht . H1a0:
169.254.76.1/30,
o #JIR:

BiI16{%ME169.254, FRE(HF

169.254.195.xxX

RS KEMNIRZE30, P

tunnel_peer_addresstEE—>30

ISEE .

MBS M EZHRAY AL .
tunnel_peer_ | String B o INREIRAR: BREAEX TEEERP
address Mg & _ER9tunnedZ Otk . )

W: 169.254.76.1/30,

o #ATR:

B 16{ME169.254, FRE(HF

169.254.195.xxx

RS RKEVIRE30, HAF

tunnel_local_addressfE[E—1 30

BISEE .

MBS M EZHRAYFEA LI .
enable_hub | Boolean B o INBEEIHAR: FEHXHEL,

o HYUESEE: true, false,
o ZHAE: false,
o ZJ5R: YstyleHBGPRHES, &N
~E,
psk String B o INEEIHER: FAXZZREH, ikehRAK

Fv2hY, RIERZFEARER.

LVPNRIFEHIflavorIGMAT, psk

AZEFEH

o ZUTR: 8-1281MFFF, HEeBAK

B5x8. N\NEXFE. HFFKRFE

F(~@#$%N()-_+={ }../;) BED

BENMEFI=M,
policy_rules | Array of & INEEIREA: IPVASRESIRTUAYSRRS N

PolicyRule H,

object ek REES5). XYstyleX
policy BVPNRIKATIPHMYIRAS )9
IPVARTIES
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2R 28 2/ | ik
i
policy_rules_ | Array of B INEeihl: IPVESRERIETVAISREE AN
v6 PolicyRule A,
object 25 RBIES5, Xstyley
policy BVPNRIKHIIPIY IR A S /9
IPVERTIEE .
ikepolicy UpdatelkeP | & ikeZREEXTIER o
olicy object
ipsecpolicy | Updatelpsec | & ipsecTREEXISR .
Policy object
7= 4-141 PolicyRule
2R i) =/Y | i
i
rule_index Integer = o INEEIHER: #MNID, BFXHEEE
BOSRREININRRE . EINAIE,
o EYESEHE: 0-50,
o ZUSR: FBeSHAEPolicyRule FRY
rule_indextg[E,
ResponseVpnConnections Y
rule_indexa] BESiZEARR, B
vpniREZ =B 2 destinationiz il
AElrule,
source String B o INREIHAR: JEHBUEPER, MEZIPV4
BRAFSVPNRIZATIPIMY R AT
[TV
o ZUSR: FBeSHAEPolicyRule FRY
sourcetgE .
destination | Array of B o INASIHAR: BRYHELEMES, MER
String IPVAE T TE S VPN FAYIPHMY AR
AITEL,
BN PVARI ERAR TR -
192.168.52.0/24
o #9%R: B PolicyRuleizZ1EF50
/N
o
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Z= 4-142 UpdatelkePolicy

B

RE

B | R

ike_version

String

IHESHAR: IKERRAS,
EESEE:

- HVPNMERIflavorBc B IGM
B4, BUESEE VI,

- Hftp=TEEEE VI,

V2,
EOANME:

- HVPNMERIflavorBc B RIGM
Bt, BRIAMESVI,

- HfttinsT, BOMESV2,

phase1_nego
tiation_mod
e

iy

String

Inaeisien: e,
EYBESCH:

VPN EHIflavorBit & IGM
B, BYESEEImain,
Hithin= FEESEE Jamain,
aggressive,

main: FiER, thadieeelt
= o

aggressive: B¥ESiR=(, WIEFHUE
BihEmRINES.

95K ikehRZA V2T ARELLF
B¢, IKERRASVIETERL

authenticati
on_algorith
m

N

String

IHREIRAR: INEEX, 1BEUZFER
E%E%SATJ}F%—MEQ%%EE
EESCH:

- HVPNREEflavorBicEIGM
AY, BUESEE9sm3,

- Hittp=TFEECEN
sha2-512, sha2-384,
sha2-256, shal, md5,

Hreh, shalfimdsZ MBI, 5
'LE\-}EHo
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B S =AY | ik
i
encryption_a | String & o INRENAA: MIEEX. BGZFR
lgorithm RRBESFSANE—MERENEE
o

o HEUESEE:
HVPNRIEHflavorBic & IGM
AY, BUESEBEIsM4,

Hitnip = TEUESEE ~aes-256-
gcm-16, aes-128-gcm-16,
aes-256, aes-192, aes-128,
3des,

EEFls 3de5§§'r$E{Ey -I-EEETE}EHO

o IfREIRAER: P EREARIRER
BIDHAE, EizFREFESF
A—MERENEER.
ZHVPNRXHIflavorEE B HGM
B, ZFREEEL .

o EVESEE: groupl, group2,
group5, group14, group15,
group16, group19, group20,
group21,

Hrh, groupl, group2,
group5, groupl4ZeHRIE, 15
18R,

lifetime_seco | Integer = o INASUHER: ERSAHIETZEER,

nds Y EHRBATSIKE SASERD
B, EXzFREFEEE—
MEEHEER.

o EUESEE: 60-604800, EBfy:
*d\o

o INEEIAR: ZKimIDZEEY
VPN EHflavorfe & IGM
BY, Z=FEREEEX,

o HUEEE:
- ipo
- fqdn,

N

dh_group String

iy

local_id_type | String
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2R it} ZEA/Y | ik
ik
local_id String B o INRSINAR: ZAURID,

LVPNMXHIflavorEL & IGM
Y, ZFREEES

o ZJTR:
Hlocal_id_typeiphT, AIAIE,
IEEEHEIPVAEI

Hlocal_id_typesfqdnid, A
E2551FfF, ReeAXKNEF
5. HFIUSHRAFSHR, T35
ATMFSEFR: & <. >0 [ 1.
\W BHE. ?, RpKIINE,
Hlocal_id_typeIfqdnitiES, &F
EMXTimigERIpeer_id—3,

INEEsiAR: XJumIDEEY,
LVPNMEAflavorEt & AGM
BY, ZFEBREEEN,

o EUEEHE:

- ipo

- fqdn,

o IfREIREA: XiuwID.
LVPNMXHIflavorEL & IGM
Y, ZFREEIEL

o ZJR:

Hlocal_id_typeHiphT, AIAIE,
IEEEHEIPVAEI

Llocal_id_typeSafqdnht, BRAK
E2550F R, REEAKRNEF
5., HFHRATSEN, T
A3 & <o >0 [V 1.
\. &, ? , RPKRIINE,
Lpeer_id_typeAfqdniHiEs, &
B imigE#localid—#,

MNERFECNITR

N
[ ]

peer_id_type | String

iy

peer_id String

N

dpd UpdateDpd
object
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R 4-143 UpdateDpd

B

RE

ik

timeout

Integer

o INEEIRAR: WHEAEIENIRNE
EIER

o EUESEE: 2-60, Bfy: ¥,
BYERIA915,

NE

interval

Integer

iy

o INEEIHER: MWEHEREIRNZRET
).

o EWESGE: 10-3600, EEfi: b,
FIERTERIAE30,

msg

String

iy

o INEEIHEA: XFFERTFFQNIRIAE
o

o HBUEEE:
seg-hash-notify: ¥§EDPDIRXH
RYEEIF2hash-notify
seg-notify-hash: }§EDPDIRM
RETIREZnotify-hash
i\ Hseq-hash-notify

Z= 4-144 UpdatelpsecPolicy

B

ik

authenticati
on_algorith
m

o INEEIRAR: IAIEESEL, SHATFD
MD5Z£MHRIK, 1BIEMA. X
ZFREFEEEWEMRENE
.

o EUESEHE:
BVPNMEHIflavorEtEIGM
BY, BUESEE/9sm3,

Hithins FEESEE
sha2-512, sha2-384,
sha2-256, shal, md5,
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E= i) BEY | ik
i%
encryption_a | String B o INELIHAR: NNZRELX, 3DESESE

lgorithm MK, 1BEB. BXZFREE
BEMMBI _MEREBHCRER.

o HUESEE:
HVPNRIEHflavorBic & IGM
AY, BUYESEBEIsmM4,

Hithip = TEUESEE ~aes-256-
gcm-16, aes-128-gcm-16,
aes-256, aes-192, aes-128,
3des,

o INEEIHBA: PFS{EFBAYDHERRH
ZHVPNREAYflavorE EHGM
B, ZFBRAER, TiElEN.

o HYESEE: groupl, group2,
group5, group14, group15,
group16, group19, group20,
group21, disable, BXIAR
group15,

Hrh, groupl, group2,
group5, groupl4Z2HRIEK, 15
B,

transform_pr | String o INBEIRER: (&Y,

otocol o EVEBE:

esp: FERZEIMN

EKINHesp.

lifetime_seco | Integer o INEEIRAA: T RECEIPSeciEIZiE
nds SRR ELART B A EEREFRE

HA, BXZFEREFESFNE M
BRENEER

o EYESBE]: 30-604800, EAfi:
#, BXAA3600,
INeeiRBE: IREEAER .
o HUESEE:
tunnel: fFEEI,
BiAAtunnel,

iy

pfs String

iy

iy

N
[ ]

encapsulatio | String
n_mode

o iFKIESI
a. E%ﬁiﬁ#ﬁ?@ o

PUT https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}

{
"vpn_connection": {
"peer_subnets": [
"192.168.1.0/24"
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]
}
}

b. EHREEAIN

PUT https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}

{
"vpn_connection": {
"policy_rules": [{
"rule_index": 1,

"destination": [
"192.168.1.0/24"
1
1
}
}

c. EFrEasREE,

PUT https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}

{
"vpn_connection": {
"ikepolicy": {
"lifetime_seconds": 3600
B
"ipsecpolicy": {
"lifetime_seconds": 3600
}
}
}

d. EFNEEER.

PUT https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}

{
"vpn_connection": {
"name": "vpn_connection_name"
}
}

N AZiE S
o NS
IREMRZSRS A 200: successful operation,

= 4-145 387 Body S%15I3%

B it ik
vpn_connectio | ResponseVpn | vpn_connection{4%,
n Connection
object
request_id String BXKID,
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2% 4-146 ResponseVpnConnection

B

RE

%3

id

String

o IHAEIRAA: VPNIEIZID,
o &=: 36{UUID,

name

String

o INALIHAR: VPNIEZSZIR,

o EUESEE: 1-641MFEF, TIFH=F. =
XFHE. A3 (\u4e00 - \udfas). (T
¥zk) . -(PXLk) .

vgw_id

String

e INEEIRAR: VPNRIZXID,
o #z{: 36{7UUID,

vgw_ip

String

o INAEEIRAR: VPNPYEEIPHYIDEEIEAFA
WIPO

o I&Z: 36 UUIDE = TiHHIPvAit
fit (40192.168.45.7 ) &

style

String

o INREIREA: EEER.
o HUESEE:
POLICY: RE&E .
STATIC: BFSERAER .
BGP: bgpigHtE= .
POLICY-TEMPLATE: $R&IERIER .

cgw_id

String

o INAEIHAR: RHRMIKID,
o 18z 36fZUUID,

peer_subnets

Array of String

IPVAXSimF . Z9VPNRIFKAIKERIETZ
ERH Bstyle==EZIBGPZ{,POLICY. VPN
R K RYIPHMY AR AN S /91 PVERT AR [E]

peer_subnets
6

_V

Array of String

IPVEIT i TR0 . 24VPNRERIEERER S
ERFHstyle==ERABGPELPOLICY. TEVPN
XA IPHMY R A S A 1PvART AR [E]

tunnel_local_a | String BHER TEREEVPNM X _Fitunnelis

ddress Othtit . {XZstyle ASTATICELBGPRIE
o

tunnel_peer_a | String RN TR ETERFMIZE _EAYtunnel

ddress EOMNE, [N&style ASTATICELBGPRIA
o

enable_nga Boolean o IfEEIRAA: FFENQAKEM, {XHstyley

STATICAHIRE],
o HUESGE: true, false,

MAERRAS 01 (2025-02-05)
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enable_hub Boolean o INEEIHEA: ABEDZEEL, {NSstylesy
BGPHTR[E .
o EUESEE: true, false,
policy_rules Array of IPVASRRSIE TV AYSRERHINIZE . (N Hstylen
PolicyRule POLICY HVPN/I XA PHMY AR A S J91Pv4
objects AJIR [EISEFRAVSRES AL .
policy_rules_v6 | Array of IPVOERARIETVRISRASIINILE . (XY styledg
PolicyRule POLICY BVPNRIKAIIPHMY MR A S J91Pv6
object ATIR [EISERRAYSRES HLNLHE .
ikepolicy IkePolicy ikeZREENIR o
object
ipsecpolicy IpsecPolicy ipseCRASNIR
object
created_at String o BIERTE,
o UTCHYEIEZ: Jyyy-MM-
ddTHH:mm:ssZ,
updated_at String o Efa—IKEHATE,
o UTCHIEMEZC: Jyyy-MM-
ddTHH:mm:ssZ,
enterprise_proj | String o IpAEIRAR: WIRHID,
ect id o #zt: 36IUUID, Svgw_idFFiRR
VPNRIZAIEAIRE ID— .
connection_mo | String o IfEEIHER: VPNIEEISIZID, {NZVPN
nitor_id EE TR EEIEEMRE,
o #&x(: 36fZUUID,
ha_role String o INEEIHBA: FHEEXVPNRIX TRIER:
BF, 'master®REIERE, 'slave'TRE
TR, WEERL THEREha_role#f2
'master’,
e ZHAE: master,
tags Array of mEFIE.
VpnResourceT
ag objects
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2% 4-147 PolicyRule

B E-Sit) R

rule_index Integer o IfgGIRER: #MMID,
o EYESBRE: 0-50,

source String IRIBHERIES

destination Array of String | BRI ER . BENPVARIERAE TR :
192.168.52.0/24 , EENIPVOERAETUR
f5l: 16af:cacc:1097:/48, & PolicyRule

BRZIR[EI501,

< 4-148 IkePolicy
2R Ry fR
ike_version String o INRSIHAA: IKEFRAS,
o EUESEE: V1, V2,
phasel1_negoti | String o INRGIRER: AR, (NHIKERRA VI
ation_mode AfiR[E],

. HWE:}EZ N
main: FRH, IETEZEHS.
aggressive: BFEIET, HIERERN
[EloAES=

authentication | String o IHEEWHER: TAUFELE,

—algorithm o HVESBE: sha2-512, sha2-384,
sha2-256, shal, md5, sm3,

encryption_alg | String o INALIHAR: INZFESE.

orithm o HY&ESBE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des, sm4,

dh_group String o INEEIRER: FE—EREIPIE(FERIRIDH
28, ZVPNMEflavoriGMBTAIRE

o HYESEE: groupl, group2,
group5, groupl14, group15,
group16, group19, group20,
group21,

authentication | String o INEEIHAER: ikethEBTHSIAIETSE
_method o EVESTE:

pre-share: FAHZZ4H,
digital-envelope-v2: EZEHF(EET.
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lifetime_secon | Integer o INBEIHER: FTRSANAEZEEERR, X4
ds 1ZEHRBRI S IKE SASBEEhEH .
o HVESEEl: 60-604800, Efi: b,
local_id_type String o INECIHER: ZAiRIDZERY, LVPNRIK
flavor AGMAETAIR[E] ,
o EYEEHE:
- ipo
- fqdn,
local_id String AiID, Hlocal_id_typegiphtiR[ElElE,

BEFVPNIEZITIEERAIKID, KRISER
IR[EVPNERZFRERERIVPNRIXIP; =
local_id_typeafqdnAiR[El Gl E#
VPNEZATEERIARIRID o
LVPNREflavor IGMATAIR[E] o
peer_id_type String o INEEIRAR: XJiRIDEERY, HVPNRIX

flavor AGMATFIR[E] ,
o EVESCH:

- ipo

- any,

- fqdn,

peer_id String FiwID, Zpeer_id_typeHipAtiR[El6liE s,
EHVPNIEREZIHEERIXTIRID, RigERT
IREIXFIHRZAIIP; Hpeer_id_typeAfgdn
AR ([E1 63 B 2 VPNIEZE R FE BRI iR
ID; Hpeer_id_typeHanyAtAIR[E],
VPN X flavor IGMATARIR[E],

dpd Dpd object SHERZHRNITR .

2= 4-149 Dpd

B ikl fR

timeout Integer o INEEINERE: XHFEARFHECNIREZE

b o

o BYETGHE: 2-60, Bfy: ¥,

interval Integer o INEEIRER: WEAREHNZHETE,
o EYESEE: 10-3600, Efi: b,
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B -3t ik
msg String o INREIRER: MFARFECNARIAETC

o HUESEE:
seg-hash-notify: 1§XEDPDIRSCFHIE;
fallEEZhash-notify
seg-notify-hash: #g§EDPDIRI HAIE
Al Enotify-hash,

3% 4-150 IpsecPolicy

mode

B E- St 1k
authentication | String o INEEHAER: IAEEX.
—algorithm o EVEEE: sha2-512, sha2-384,
sha2-256, shal, md5, sm3,
encryption_alg | String o INBELIHEE: NNERESE,
orithm e HUESEME: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des, sm4,
pfs String IngeiBA: PFSEFERYDHESALE
o HUESEE: groupl, group2,
group5, groupl14, group15,
group16, group19, group20,
group21, disable,
transform_prot | String o INAEEIRER: (&Y.
ocol . EUEEE:
esp: FERZEMN.
lifetime_secon | Integer o IfEEIRAA: FRBCEIPSeciEIFEEIAYRE
ds BLAR B AEENEZFE,
o EYESBE: 30-604800, Bfii: #b.
encapsulation_ | String o INREIREA: IRSEIEARTC,

o HEUESEE:
tunnel: BEFEE,
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% 4-151 VpnResourceTag

B KE fik
key String o INREIRAR: FREATHE.

o BUESEE: 1-1281FFF, IFHF.
HBNFE, B, ARFE. #iE. =
1, URITFZFR: _=+-@,

value String o INEEIRAE: FREHIE.
o EUESEE: 0-2551MFF, SiSH=F.

HBNFE, B, AFE. giE. =
1, URLUTFFR: _=+-@,

o NIRZFES
a. EFHVPNIEEHINER .
{

"vpn_connection": {

"id": "98c5af8a-demo-a8df-va86-ae2280a6f4c3",
"name": "vpn-1655",
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0eb0bde",
"style": "POLICY",
"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": ["192.168.1.0/24"],
"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"policy_rules": [{

"rule_index": 1,

"source": "10.0.0.0/24",

"destination": [

"192.168.1.0/24"
1

1,
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "10.*** *** 134",
"peer_id_type": "ip",
"peer_id": "88.*** *** 164",
"dpd": {
"timeout": 15,
"interval": 30,
"msg": "seq-hash-notify"
}
}

n

ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"

h?

"created_at": "2022-11-26T13:41:34.626Z",

"updated_at": "2022-11-26T13:41:34.626Z",

"enterprise_project_id": "0",

"ha_role": "master"
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b
"request_id": "f91082d4-6d49-479c-ad1d-4e552a9f5cae"
}
b. &FEH= FEIEW.
{
"error_code": "VPN.0001",
"error_msg": "invalid request: ILLEGAL not allowed update vpnConnection",
"request_id": "8c833634-4560-7897-7740-a7462f5bcbd4"
}
NG
5= A2 )R,
4.1.3.5 Hf& VPN &
TheEN4R
RIZIERZID, MIPRIEERIVPNIERE
BREE
52 WATEFRAPI .
URI
DELETE /v5/{project_id}/vpn-connection/{vpn_connection_id}
Z 4-152 S ¥u5K A
BiR i) =5 | %A
i%&
project_id String 2 IREID, BILABIIIRENIRE IDFRERE
ID,
vpn_connectio | String 2 VPNERZID,
n_id

I5RiHE
o BEXRBH
T
o IBEREH

DELETE https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}

TRLER
o RIS
IR[EMAZSES S 204: MIBRELIN
o ARIAESH]
IREED S THIBRE
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DELETE https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}

{
"error_code":"VPN.0001",
"error_msg":"invalid request: ILLEGAL not allowed delete vpnConnection",
"request_id":"76b771cb-3b2a-151a-5bed-fdf5df12ff82"

}

T

52 A2 ]REW,
4.1.3.6 &if VPN iEZHE
IEENER

RIEERZID, EWiEERIVPNEZAR
RS

52 AR AP

URI

GET /v5/{project_id}/vpn-connection/{vpn_connection_id}/log

2 4-153 SEUH A

B i) =5Y | %A
i%
project_id String 2 IREID, aILABIIIREER B IDFREVRE
ID.
vpn_connectio | String = VPNEHZID,
n_id

iBEKRiHR
o IBKREH
o
o IBKIFH
GET https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}/log
N Bz S
J ﬂl‘ﬂ]F\“ 2
IREYAZSAZ S 200: successful operations,
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= 4-154 uR Body 2#5I%&

E= i) ik
logs Array of Log logRIx
objects
request_id String BXKID,
Z 4-155 Log
E= i) ik
time Integer o IfEEWAA: BYEIEL,
raw_message | String o INEEIREA: HEEE.

o NARFFHI
{
Hlogsll: [
{

"time": 1735024112,

"raw_message": "2024-12-24T07:08:32.730275+00:00 host-xx-xx-xx-xx ipsec_ike[30085]:
[xx.xx.xx.xx] IPSec tunnel negotiation fails. (IfiIndex=[207], PolicyName=[], SeqNum=[0],
PeerAddress=[xx.xx.xx.xx], PeerPort=[500], Reason=[version mismatch])"

}
1
"request_id": "f15d2c621593f2018c23eb1d49e3605e"

}
T
1%%% 2 )IkIU\ﬁqo
4.1.4 VPN &Gk

z]'

4.1.4.1 g% VPN &=

LIRENA
BUEBVPNESISTS . RIS ISR X 2 ARERINE, RIS S el IUE S VPN
X ERFHRRERISIIR, STHEREERIENESE, BTENVPNIEZIR
%O

ARGE
ESATERAP .

URI

POST /v5/{project_id}/connection-monitors
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& 4-156 S5

B E 5] =/Y | WA
i
project_id String 2 IREID, aILABIdIREER B IDFRERE
ID,
IBKER
o EXRSH
= 4-157 BRBH
B il =EY | ik
ik
connection_ | CreateConn | 2 connection_monitor¥d&R ,
monitor ectionMonit
orRequestB
odyContent
object

& 4-158 CreateConnectionMonitorRequestBodyContent

B St 2EY | itk
1%
vpn_connecti | String 2 VPNEZ I N AIVPNIEEID
on_id AILIEE BV PNIEREFIREE VPN
ERZID,

o BRI

POST https://{Endpoint}/v5/{project_id}/connection-monitors

{

"connection_monitor": {
"vpn_connection_id": "cae286f2-demo-a8df-va86-e22416ca1220"
}
}

I AzH R
o NS
IREYAZSAZ S 201: successful operations,
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2= 4-159 [ Body &#1%I1%
2R it R
connection_mo | ConnectionM | connection_monitor{d&,
nitor onitorinfo
object
request_id String B3XKID,
Z& 4-160 ConnectionMonitorinfo
2R Ry A
id String o IfEEIHER: VPNIEREISHEI
o ’&T{: 36{UUID,
vpn_connectio | String o INASHAR: VPNIEEISIET N AYVPNIE
n_id ¥ID,
e 1&4t: 36{ZUUID,
type String o INEGINER: UGimsERY
o HUESEEl: gateway,
source_ip String VPNIEZ S I=AY Rt
destination_ip | String VPNIEZ =R ERIMEUE .
proto_type String o INEEIRBA: nqafEFAHAIHMNEEEY,
o BUEBEl: icmpo
o NaRt£l
{
"connection_monitor":{
"id":"76f64229-demo-a8df-va86-3907e2815b6d",
"vpn_connection_id":"cae286f2-demo-a8df-va86-e22416ca1220",
"type":"gateway",
"source_ip":"88.****** 60",
"destination_ip":"88.*** *** 32"
"proto_type":"icmp"
3,
"request_id": "bd37d16d-387c-41ab-a180-01b649f73590"
}
REB
BE2A.2 REDE,

Mg

4.1.4.2 18 VPN EESE

TheEN A

HRIEVPNIERZ I i=RYID, Eias ERIVPNIERE IS
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ARBE
152 ILAN{alAFAPI,
URI
GET /v5/{project_id}/connection-monitors/{connection_monitor_id}
% 4-161 &2FuiEA
AR 3] =AY | A
ik
project_id String = INEID, aJLABIIIREINE IDZRERE
ID,
connection_m | String = VPNiEEMSIERIID,
onitor_id
=R =15

WAGER

o BRI

GET https://{Endpoint}/v5/{project_id}/connection-monitors/{connection_monitor_id}

o IMNZSE(

IREMAZSADS S 200: LI,

% 4-162 AL Body 2H5%

BR it ik

connection_mo | ConnectionM | connection_monitor{JsR
nitor onitorinfo

object

request_id String B3XKID,
2& 4-163 ConnectionMonitorInfo

B i) iR

id String o IDBEIRAA: VPNIEREISIRID,

o 1&z(: 36{ZUUID,
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B i) fR
status String o INBEIRAR: VPNIERZEIEIRE,
o EUETHE:

ACTIVE: IEE.,

PENDING_CREATE: flEsh,

PENDING_DELETE: g,
vpn_connectio | String o INBEIRER: VPNIEIZESIEXTMAIVPNIE
n_id }§|D

e 8= 36{1UUID,
type String o INEEIHEA: HEim3ERY,

o HUESEEl: gateway,
source_ip String VPNIERZ =AY RMBE
destination_ip | String VPNERZIEERI B RbLE
proto_type String o INEEIRBA: nqafEAARIIMNEEEL,

o EUESBE!: icmp,

o R4
{
"connection_monitor": {
"id": "76f64229-demo-a8df-va86-3907e2815b6d",
"status": "ACTIVE",
"vpn_connection_id": "cae286f2-demo-a8df-va86-e22416ca1220",
"type": " gateway",
"source_ip": "88.***.***.60",
"destination_ip": "88.*** *** 32"
"proto_type": "icmp"
by
"request_id": "6d212bc0-ecb1-457b-977b-5e815fce658d"
}
RSB

BS A2 KEE,

4.1.4.3 &ifj VPN ERESIRSI%

THEENE
EEVPNIERITRYIZR.
R
152 WAMaE AP,
URI

GET /v5/{project_id}/connection-monitors
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AP &% 4 AP

% 4-164 S5

2R S =5y | %A
i%
project_id String 2 IREID, aILABIdIREIERE IDFRENRE
ID.
% 4-165 153k Query &¥151%
2 it} BEY | R
i%
vpn_connecti | String B VPNi&E#EEId
on_id
enterprise_pr | Array & EAIRBEID,
oject_id

IBKiHE
o BEREH
o
o EREH

a. BEREVPNIEERE,
GET https://{Endpoint}/v5/{project_id}/connection-monitors

b. #R#Evpn_connection_idEiGVPNIEZSIT
GET https://{Endpoint}/v5/{project_id}/connection-monitors?
vpn_connection_id={vpn_connection_id}

MaRGHR
o RS
IRENAZSES A 200: R

2= 4-166 L Body 2#5%

2R =i T
connection_mo | Array of connection_monitor{y&R .
nitors ConnectionM
onitorinfo
objects
request_id String BXKID,
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APl &%& 4 API
28 4-167 ConnectionMonitorinfo
B il R
id String o INBEIHAR: VPNIERESIZID

o 1T : 36{:ZUUID,
status String o IfEEIRAA: VPNIEIZSIRIRE,

o EUEBHE:

ACTIVE: IF¥,

PENDING_CREATE: @@,

PENDING_DELETE: Mif&,
vpn_connectio | String o INEEIHAER: VPNIEEISIEIT R AYVPNIE
n_id JZZIDO

o 1&=(: 36fZUUID,
type String o IHEEIRAAE: MaimsgRy,

o HUESEEl: gateway,
source_ip String VPNIEZ SI=H bt
destination_ip | String VPNIEZISITAY B RIHLL .
proto_type String o INAEIREA: nqafFRARIMMNNEEEL,

o EYEEBHE: icmp,

o R4
a. él’ET_IﬁEEVPN ERZIEERINEAY .
"connection_monitors":[
{
"id":"76f64229-demo-a8df-va86-3907e2815b6d",
"status":"ACTIVE",
"vpn_connection_id":"2342adf2-demo-a8df-va86-12agq511s0917",
"type":"gateway",
"source_ip":"88.****** 60",
"destination_ip":"88.*** *** 32"
"proto_type":"icmp"
%
"id":"85t53318-demo-a8df-va86-zq9312525f6t",
"status":"ACTIVE",
"vpn_connection_id":"cae286f2-demo-a8df-va86-e22416ca1220",
"type":"gateway",
"source_ip":"89.¥** *** 21",
"destination_ip":"88.*** *** 12",
"proto_type":"icmp"
: }
"’request_id": "531f8b2c-ec55-45d8-90a3-ede922f7d63c"
}
b. $E§Evpn connection_id&Ei8VPNEZE AL
"connection_monitors":[
"id":"76f64229-demo-a8df-va86-3907e2815b6d",
"status":"ACTIVE",
M A4hRAS 01 (2025-02-05) WRAXFTE © SR AREIRAE 162



FEILE M4
AP &% 4 AP

"vpn_connection_id":"2342adf2-demo-a8df-va86-12agq511s0917",
"type":"gateway",
"source_ip":"88.****** 60",
"destination_ip":"88.*** *** 32"
"proto_type":"icmp"
}
1,
"request_id": "05ab9b58-9b4c-4cee-8113-4b0f325f1dfc"

}

REB
52 A.2 K&,

4.1.4.4 BIER VPN sERZSES

TORENA

RIBVPNIERZIAISA0ID, MIFRISEAVPNIE ST
AR

BESIANTRRAPL,
URI

DELETE /v5/{project_id}/connection-monitors/{connection_monitor_id}

& 4-168 S5 A

B R =5y | %A
%
project_id String 2 IREID, aILABIdIREIER B IDFRENRE

ID.

connection_m | String
onitor_id

VPNEZIEIERIID

Fali

ARHE
o BERBH
o
o IERIER

DELETE https://{Endpoint}/v5/{project_id}/connection-monitors/{connection_monitor_id}

NaRLHS
o IARIBH
IREWAZSESA 204: BIRRALT -
o TARTEER)
T
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RS
BEBMA2 KW,

4.2 Zig\z= VPN API
4.2.1 Zig\z= VPN RJ%

4.2.1.1 i P2C VPN [%

IhEENA
1R#EP2C VPNMXID, EiFEEHIVPNRIX,
RARBEE
1523 WMTEABAPI,
URI
GET /v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}
% 4-169 &FuiEA
AR ESid] 2BY | Fk
ik
project_id String = IREID, BLABIIIRENINE IDFREIRE
ID.
p2c_vgw_id String = P2C VPNRIZESLHIID,
BXKEHE
o ERESH
o
o EKIEHI
GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}
IAEE

o NS
IREMAZSAZ S 200: EiFIREI .
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n_number

TR
BE5BE: 1~500

APl &% 4 API
2 4-170 @RI Body 2#51%
B it ik
p2c_vpn_gate | p2c_vpn_gate | vpn_gatewayXJ&
way way
object
request_id String 1B3KID
= 4-171 p2c_vpn_gateway
B St fiik
id String o INREIHER: P2C VPNRJEID
o 1&={: 36{ZUUID
name String o IfAEIRAR: P2C VPNMIEZIR
o EUETGHE: 1-641MFRF, XIFHF. &
MXZFE, 13 (\u4e00 - \udfa5) | _
(TR ) « - (HPdiz)
status String e INBEIRAA: P2C VPNMIEIRZES
o HUEEHE:
PENDING_CREATE: ¢l
PENDING_UPDATE: &
PENDING_DELETE: fffRe
ACTIVE: IEE
FAULT: &5
FROZEN: HRéE
vpc_id String P2C VPN®IXPTiZERERIVPCAIID
connect_subne | String P2C VPN XFH{ERAIVPCFMID
t
flavor String o INAZINAA: P2C VPNRIEHIHIHESEAY
o BUETEEL
Professional1: EJlE1
availability_zo | Array of AJEX%IZE
ne_ids strings
eip ResponseEipl | MX4BEREIPER
nfo
object
max_connectio | Integer o INEEIHER: RBIIFRINELNEFin
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APl &% 4 API
E= i) fR
current_connec | Integer HEIEIENE P imEEE
tion_number
enterprise_proj | String I IEID
ect_id
tags Array of Ry
VpnResourceT
ag
objects
order_id String 1JERID
admin_state_u | Boolean o INEEHER: HERTE
P o BUBECHE:
true: FRFKLE
false: JR&h
frozen_effect Integer o INEEIHER: HREEN, FRRIZEIERGEG
T ) LARIRR
o HUEBHE:
0: RIFRL
10 REEATHIRR
2 FREEAOIIBR
created_at String o INAEEIHAR: GUEEATE
o UTCHIEWER: yyyy-MM-
ddTHH:mm:ssZ
updated_at String o INREIHER: BRE—IXEHATE
o UTCRIEIREZN: yyyy-MM-
ddTHH:mm:ssZ
2R 4-172 ResponseEipInfo
2R it A
id String o INBEIREA: EIPRYID
o #&z: 36fUUID
ip_version Integer o INBEIRAR: EIPRRA
o EUEEHE: 4

MAERRAS 01 (2025-02-05)

WRIERE © HERRARBIRAT

166



FEILE M4
AP &%
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B

1)

ip_billing_info

o INEEIREE: EIPRTER(ERE . BF/8H
EIPASIRENTRES., 1&HEITZRAYEIP
TR

o HI:
order_id:product_id:region_id:project_i
d, un:

CS22***xrkkk| BIV:00307-******-0--0:br-
iaas-
0din1:0605768a*******++**006c7e484a
a

type

String

o INELIRAA: EIPRYZEEY

o HUESEHE: AIEFERIBEIPR6FtypeF
ERHIBUESTE

ip_address

String

o INREIRER: EIPHYZAMIIPVALHELE

o 1Bz ipv4ZEBUitbhik, fIan:
887511

charge_mode

String

o IJRENER: EIPRIRESITEIRI, WRE
PEAEVE G

o BUESEBHE:
bandwidth: &5t

traffic: IR=EiLT2R

bandwidth_id

String

o INALIHAR: EIPRYTSEEID
o #&z{: 36fIUUID

bandwidth_siz
e

Integer

o INBEIRER: EIPRYTEER A/, BA(L:
Mbit/s, B regionBEiBIZHAYEIPRAK
wmAE, EIPRIRATHEZIRTEIPIR
%, JLMER T ERIESKP TEIEIPEY
BRAT

o HEYESEE!: 1-1000, E{FEUEIESEM
MRS BUZREIPEHRL

bandwidth_na
me

String

o IPALIHAR: EIPAYEEEZFR

o EUEBE: 1-641FFRF, IFH=F. &
N=Z8. #3Z(\u4e00 - \udfas). (T
X&) -(FRIZk) . (=)
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B KB 1)

bandwidth_bill | String o INEEIRAE: EIPRHEITRER. B8/

ing_info BREPHEASREGEITREER, &
FEHEEIPRT R[]

o HI:
order_id:product_id:region_id:project_i
d, an:

CS22***xrkkk| |BIV:00307-******-0--0:br-
iaas-
0din1:0605768a*******++**006c7e484a
a

share_type String o INREILAR: HEEHZREY

o HYESEHE:

PER: JHZHE

2% 4-173 VpnResourceTag
E=2 St R

key String o INREIREA: 1RSI,

o EUESEBHE: 1-1281=FfF, HEEIE
MFE. HF. =EIO_=-+@, B8R
TREBBTHE, ABebAsys_Fk.

value String o INEGIHER: InESHIE,

o EUESBE: 0-2551FfF, HHERIE
*LP$E\ %ﬁ?\ /'_‘IQT\g*D_-:/:'F'@o

LI v =271
{

"p2c_vpn_gateway": {
"id": "6d526e5f-a0c6-44b6-a785-000000000000",
"name": "p2c-vpngw-0000",
"status": "ACTIVE",
"vpc_id": "05b9d7de-9acd-4a05-b497-1a3c75afaala",
"connect_subnet": "1948ce22-ddc5-4fb6-87b8-dfccO9b176b51",
"flavor": "Professional1",
"availability_zone_ids": [
"cn-south-1f",
"cn-south-1e"
1
"eip": {
"id": "fObac06a-88a7-4d37-8e2e-c37691ee4ba2",
"ip_version": 4,
"ip_billing_info": "CS******** )\WWT1 O:Q FF[******+ixxx* 5078 cn-
south-1:47190474**++kxrikxkixg8781092d16¢",

"type": "5_youxuanbgp",

"ip_address": "215.2***** 120",

"charge_mode": "bandwidth",

"bandwidth_id": "3456471c-9dac-40f6-8344-daca14fbd81e",

"bandwidth_size": 20,

"bandwidth_name": "p2c-vpngw-bandwidth-bd61",
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"bandwidth_billing_info": "CS********)\WT1Q:0FF|********x+5078:cn-

south-1:47190474*****xxkxkkxg8781092d16¢",
"share_type": "PER"

1
"max_connection_number": 10,
"current_connection_number": 0,
"enterprise_project_id": "0",
"tags™: [1,

"order_id"; "CS***rRrRR ) WT1QO",
"admin_state_up": true,
"frozen_effect": 0,

"updated_at": "2024-06-14T710:24:12.147Z"

by
}

N
EEMA.2 R0,

4.2.1.2 &3 P2C VPN [%£513&
IheEN 4R

EHP2C VPNRXFIZE
WRBx

203 AMTERAPI

URI
GET /v5/{project_id}/p2c-vpn-gateways

3+ 4-174 SE5A

"request_id": "2ddd2f6107a8164ce6f6268bd991e57c"

2R SR =AY | Ek
ik
project_id String g2 IREID, aILAEIZAENIRE IDFREVIRE
ID,
% 4-175 153K Query 2H5I%&
2R SRy =AY | #R
ik
limit Integer = D REENEBIURERNCREE.
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APl &% 4 API
B i) BEw | #ik
%
marker String & o INEEIRER: EAATIATEEIBINCH,

AERHAEIE -, ERF—RH

IBERHEE

NaRzHR

markera] LARIE_E—TA@RzAY
page_infoXy&HHInext_markerig
:%‘ o

o AR: MRSlimit—ifER,

IBREH
o
5K

GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways

) VE=24

IREPAZSREA 200: EiFIR.

= 4-176 I Body 2#7IE

B it R
p2c_vpn_gate | Array of EESESUIEN
ways p2c_vpn_gate
way objects
total_count Integer R 2E] o
page_info Pagelnfo PREEREER.
object
request_id string BKRID,
2 4-177 p2c_vpn_gateway
B St R
id String o IfAEIRAR: P2C VPNRXID,
e 1= : 36{UUID,
name String o IPAEIHAR: P2C VPNMEZHR,

o EUESEE: 1-641MFFF, TiFH=. =
XF8&. F3Z (\ude00 - \udfas) . _
(TFRIZ) « - (PRIE)
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APl &% 4 API
B 281 A
status String o INBEIRAA: P2C VPNMEIRZE.
o EUESEHE:
PENDING_CREATE: @lgr,
PENDING_UPDATE: E#id,
PENDING_DELETE: MR,
ACTIVE: IE%E,
FAULT: BE,
FROZEN: J&R&5,
vpc_id String P2C VPNRIXPTIZERERIVPCAIID
connect_subne | String P2C VPN/XBT{EREAIVPCFMID ,
t
flavor String o IPAEEIHAR: P2C VPNMERUIAESEEY
o EUESEE:
Professional1: ZHJAlEI1,
availability_zo | Array of XY,
ne_ids strings
eip ResponseEipl | MX4BERIEIPZE
nfo
object
max_connectio | Integer o INECIER: RESYIFEINEZRNE iR
n_number B
o HYESBE: 1~500,
current_connec | Integer HETERERE FimEREE .
tion_number
enterprise_proj | String EIIREID,
ect_id
tags Array of IR
VpnResourceT
ag
objects
order_id String 1JEID,
admin_state_u | Boolean o INREEINPA: HRERDS.

p

o EUESEHE:
true: FREFE,

false: J&RE,
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B

St

1)

frozen_effect

Integer

TNRERAR: RSN, TRRIZRIRRES
e A LARRR o

EESEE:
0: KK,

1: FREAHRR .
2: IREEAETHIRR

created_at

String

ThREi<AR: EUZAdIE.

UTCRIEIER: yyy-MM-
ddTHH:mm:ssZ,

updated_at

String

INEeiRRE: wmE—IREFRATE,
UTCHYTEIEZC: Jyyy-MM-
ddTHH:mm:ssZ,

2% 4-178 ResponseEipInfo

&R

e

1114

id

String

INBEE: EIPEYID,
&= 36{ZUUID,

ip_version

Integer

INREIRAR: EIPERAN
BUESEHE: 4.

ip_billing_info

String

InaeiaR: EIPRNITER(ERE . BE/88
EIPASIRENTRES., 1&HITZRAYEIP
AiR[E],

B
order_id:product_id:region_id:project_i
d, @n:

CS22+xxxkxx| |BIV:00307-******-0--0:br-
iaas-
0din1:0605768a*********++*c()06c7e484a
ao

type

String

IHBEIREE: EIPRYSEEY,
EEEE: nJEERIBEIPER6Htypes
ERHIEETEE

ip_address

String

INBEIRER: EIPAYA P IPvALtELILE

FU: ipv4SEBIthE, fFgn:
88wk xwk 11
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APl &% 4 API
E= i) fR
charge_mode | String o INEEIRAR: EIPAUSREITEREDR . RS

TR R

o HUBESEHE:
bandwidth: i&FaEitER,

traffic: &Rz 1t%,

bandwidth_id | String e INREEEE: EIPAYEESID,
o FBT: 36{UUID,
bandwidth_siz | Integer o INREIHER: EIPEYTEER A/, BAfI:
e Mbit/s. & regionBEISIZHHIEIPERA

twaAE, EIPAmR AT RPRTEIPIR
5, ALMERTERESKF TRIEIPAY
BT 5 o

o HUESEE!: 1-1000, E{FEUEIESE#H
AR CUEEEIPEFL

bandwidth_na | String o INRLNAR: EIPRUESEERR,
me o EUEEE: 1-64NEH, THEHT. &

XFE. #H3Z(\ud4e00 - \udfas). (T
XEk) . -(FRIZK) . .(F).

bandwidth_bill | String o IfEEGIRAR: EIPMFSRITEREE . 88/

ing_info BBEEPERASREFEEITRER, &
EHEREIPTEREAIRE,

o BT:

order_id:product_id:region_id:project_i
d, u:
CS22****++x |B|V:00301-******-0--0:br-
iaas-
0din1:0605768a*********-006c7e484a
ao

share_type String o INBEIRAA: HEait= R

o BUESTHE:

PER: JHZHE,

2 4-179 VpnResourceTag
B it R

key String o INREIRAE: FREHIEE,

o BEUESEE: 1-1281M=FF, XIFEEIE
*EP$\ %ﬁ?\ &Q*g*n_.::""@’ 'fﬂgg
FEEBBETKE, A Bell_sys_Frk,
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FEE AL

4 API
E= i) fR
value String o INEEIREH: FRERYES
o HEUESEBME: 0-2550FFF, IHEEIE
*LP$E\ ﬁ?\ /E*g*[]_-:/:'i-_@o
= 4-180 Pagelnfo
B -5t R
next_marker String T—mAmarker B A E—REBNHN P Ex
BE—1EIRAYCIZERTE .
current_count | Integer HEIFIRPRFEHE.
o NaRFFI
{
"p2c_vpn_gateways": [
"id": "6d526e5f-a0c6-44b6-a785-7e0ef7c9eb76",
"name": "p2c-vpngw-0001",
"status": "ACTIVE",
"vpc_id": "05b9d7de-9acd-4a05-b497-1a3c75afaala",
"connect_subnet": "1948ce22-ddc5-4fb6-87b8-dfccOb176b51",
"flavor": "Professional1",
"availability_zone_ids": [
"cn-south-1f",
"cn-south-1e"
1
"eip":{
"id": "fObac06a-88a7-4d37-8e2e-c37691ee4ba2",
"ip_version": 4,
"ip_billing_info": "CS********* \WT1Q:OF F|******+ixx** 5078 cn-
south-1:47190474**++kxkixkixg8781092d16¢",
"type": "5_youxuanbgp",
"ip_address": "215.*** *** 120",
"charge_mode": "bandwidth",
"bandwidth_id": "3456471c-9dac-40f6-8344-daca14fbd81e",
"bandwidth_size": 20,
"bandwidth_name": "p2c-vpngw-bandwidth-bd61",
"bandwidth_billing_info": "CS******** )\WWT1 O:QF F[******+ixx+* 5078 cn-
south-1:47190474**++kxkixkixg8781092d16¢",
"share_type": "PER"
h?
"max_connection_number": 10,
"current_connection_number": 0,
"enterprise_project_id": "0",
"tagS": []’
"order_id": "CS2406141822JWT10",
"admin_state_up": true,
"frozen_effect": 0,
"created_at": "2024-06-14T10:24:12.147Z",
"updated_at": "2024-06-14T10:24:12.1472"
I
{
"id": "10d176c7-aed8-4766-9180-a47e536c64d0",
"name": "p2c-vpngw-0002",
"status": "ACTIVE",
"vpc_id": "01ffa178-9be5-4457-ba5b-874c01cfc872",
"connect_subnet": "be0d53dd-55a1-4e73-9002-54297e1a4c43",
"flavor": "Professional1",
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T

"availability_zone_ids": [
"cn-south-1f",
"cn-south-1e"

1

"eip": {
"id": "106a269c-c8c1-425e-9f92-f6abcb4dc7b1",
"ip_version": 4,
"ip_billing_info": null,
"type": "5_bgp",
"ip_address": "10.83.51.162",
"charge_mode": "bandwidth",

"bandwidth_id": "beeababf-57aa-469e-8fc8-e6f01554711c",

"bandwidth_size": 20,
"bandwidth_name": "p2c-vpngw-bandwidth-4455",
"bandwidth_billing_info": null,
"share_type": "PER"

L

"max_connection_number": 10,

"current_connection_number": 0,

"enterprise_project_id": "0",

"tags": [1,

"order_id"; "CS**rrENTIO",

"admin_state_up": true,

"frozen_effect": 0,

"created_at": "2024-06-14T10:01:39.654Z",

"updated_at": "2024-06-15T01:59:40.392"

}
1

"total_count": 2,

"page_info": {
"next_marker": null,
"current_count™: 2

h
"request_id": "6a88ffb594cdb382ac2c321bc6cbbel3"

B2 A2 K&,

4.2.1.3 {EX P2C VPN [

DJE /\QJJ

AR

URI

HRIEP2C VPNRZXID, {Z2FEERIP2C VPNRIX o

15203 AMEERAPI,

PUT /v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}
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% 4-181 SR

B R BEY | ik
%
project_id String 2 IREID, aILABIdIREIERE IDFRENRE

IDo

p2c_vgw._id String = P2C VPNPYXSLHIID
BRIHR
o ERSH
& 4-182 iIERSH
B il BRY | R
%
p2c_vpn_gat | UpdateP2cV | 2 p2c_vpn_gatewayyJ£ .
eway gwRequestB
odyContent
object

R 4-183 UpdateP2cVgwRequestBodyContent

B il Wik fER
name String & o IfBEIHAR: P2C VPNMIXZR,

o EUESEE: 1-641MFE, TiEH
F. BYFH., FX (\ude0O -
;;%9)fa5) . _ (FRIZ) | - (gl

o INEEIRAE: BYHIEIPAIID, FR
HEFFRIEIPIERZBIR A= KAY
EIP, 4BEFBYEIPRIARSCRRYRS
[REHIEIP, aILUBIT RGN
31 PAEZEV PN X {sE FHAYEIP,

o £45R: 36{ZUUID,

iy

eip_id String

o BRI

PUT https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}

{
"p2c_vpn_gateway": {
"name": "p2c-vpngw-0003",
"eip_id": "d9d85143-e1e1-427a-9994-d8b8fd9ebe3f"
}
}
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FEE AL

APl &% 4 API
IAzHR
o NS
IREYAZSAS S 200: successful operations,
3 4-184 [[IR7 Body 2#51%
B it R
p2c_vpn_gateway ResponseP2cVgw P2C VPNMJZ% o
object
request_id String BKRID,
& 4-185 ResponseP2cVgw
B i ik
id String e INgEEiAA: P2C VPN
MXEID,
e 1&z: 36fIUUID,
o IRAEHB
{
"p2c_vpn_gateway": {
"id": "10d176c7-aed8-4766-9180-a47e536c64d0"
by
"request_id": "b19ba5a0be8f7b7f664b14596f8f35db"
}
N

52 A2 K&

4.2.1.4 &iff P2C VPN <A HKX

IheeN 4R

&EigP2C VPNMXBJ X,
VB abs

15203 UaEiEAAPI,
URI

GET /v5/{project_id}/p2c-vpn-gateways/availability-zones
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FEE FAMIES

APl &% 4 API
£ 4-186 2#xA
B E-Sit) 2Ry | Mk
i%
project_id String = IREID, aJLABId kIR ID3REVRE
ID
% 4-187 153K Query 2#5I%&
B E-Sit) 2Ry | ik
i%
flavor String ) o INBEIHAR: P2C VPNMIHIFIAEE
B,
o BUETCEL:
Professional1: ZHI1,
IBKEHR

o IBRSH
o
o EREH

GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/availability-zones?flavor=Professional1

IAGES
o NS
IR[EPMRZRS ST 200: successful operation,

%= 4-188 i Body S#FI%&

E= i) ik
availability_zo | Array of AJEX%I%E
nes strings

request_id String iB&Kid

o IBRZHFA
{

"availability_zones": [
"cn-south-1f",
"cn-south-1e"

1
"request_id": "c63d850876bcddbdfbd11776cce57914"
}

T

52 0A.2 K&
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FEMLE M4
AP &% 4 AP

4.2.1.5 &if) P2C VPN MXIER(EE53E

ThEEN 4R
HRIEP2C VPNMXID, BEMiEESIE.
ERGE
5203 WMTERAPI,
URI
GET /v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/connections
% 4-189 S#KEA
B it =AY | #ER
%
project_id String b~ IRBEID, aILABIdIkEIR R IDFREVRE
ID
p2c_vgw_id | String = P2C VPN ESLHIID
& 4-190 153K Query Z2HFIE
BiR it =AY |k
i%
limit Integer & P REINERIREIIICREE
offset Integer & DREENREBE
IBKIHR
o BKRSY
To
o EKIES
1A ADREEEREIZR.
GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/connections
2D NEIIERETIER,
GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/connections?limit=10&offset=0
N AZiE S

o NS
IREMAZSIS /Y 200: G

SCA%hRA 01 (2025-02-05) WRIERE © HERRARBIRAT 179



FEILE M4
AP &%

4 API

= 4-191 IR Body 2#5I%&

B i i)
connections Array of EEERS
Connection
objects
total_count Long EERDH
request_id String 1B3KID
28 4-192 Connection
2R i ik
connection_id | String o INALIRAR: JEREID
o #&z: 36/ZUUID
client_virtual_i | String = FimiZERE Yo EcaV R Pttt
p
client_ip String = FimERERI A R PRt
client_user_na | String ERiGFAP&R
me
inbound_packe | Long NGRS
ts
outbound_pac | Long B2
kets
inbound_bytes | Long ARZFTEL
outbound_byte | Long HMNFTE
s
connection_est | String o INASIHAR: EPumEiEAYE AT
ablished_time o UTCHIIENES: 1yyy-MM-
ddTHH:mm:ssZ
timestamp String o INREIRER: EERREEERITHIRTEE
o UTCHIEWEZ: yyy-MM-
ddTHH:mm:ssZ

o [IBRNZRA
{

"connections": [

{

"connection_id": "10293371-114e-4d2a-878e-c6a616d0ecOe",

"client_virtual_ip": "36.%***** 149",

"client_ip": "100.******100",

"inbound_packets": 13,

MAERRAS 01 (2025-02-05)
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FEILE M4
AP &%

4 API
"outbound_packets": 24,
"inbound_bytes": 4185,
"outbound_bytes": 10480,
"connection_established_time": "2024-06-17T02:58:27.213Z",
"timestamp": "2024-06-17T02:58:48Z"
1
{
"connection_id": "6ade9de6-b19e-4b87-874d-f4880be317c1",
"client_virtual_ip": "36.%***** 145",
"client_ip": "100.***** 100",
"client_user_name": "1111",
"inbound_packets": 13,
"outbound_packets": 38,
"inbound_bytes": 4185,
"outbound_bytes": 15804,
"connection_established_time": "2024-06-17T02:58:12.413Z",
"timestamp": "2024-06-17T02:58:48Z"
}
1
"total_count": 2,
"request_id": "6844f73ab1dd713d369b88904a935bd6"
}
RSB
BESA.2 K&
4.2.1.6 EiFF P2C VPN RKiEE
IeEN4A
RIEERZID, BRFFEEP2C VPNRYXIERS
BRI
15213 W{aERAPI,
URI
POST /v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/connections/
{connection_id}/disconnect
% 4-193 208
B it BEY | @k
%
project_id String 2 IRBEID, aILABId3kEIR B IDZKEVRE
ID
p2c_vgw_id String 2 P2C VPNRJESLHIID
connection_id | String = P2C VPN KiERZID
o BRI
POST https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/connections/{connection_id}/
disconnect
SCHEhRZAS 01 (2025-02-05) WRAXFTE © SR AREIRAE 181



FEILE M4
AP &% 4 AP

IAzHR
o RS
IR[EPMRZSRS I 200: successful operation,

% 4-194 UL Body 2#%IF&

B it R
request_id String i5Kid

o ARIRA
{

"request_id": "c63d850876bcddbdfbd11776cce57914"

T

4.2.2 fR55im

4.2.2.1 €I VPN fRS3i%

INEENA

BlZRVPNPRSZ i
BRABE

15203 UN{ETERAPI,
URI

POST /v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/vpn-servers

& 4-195 SEiiA

B it 2EY | A
i%
project_id String = IREID, BJLABIIIRENINE IDFREIRE
IDo
p2c_vgw_id String = P2C VPNRIFKELHAIID
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APl &% 4 API

% 4-196 53K Header 25513

B it BEY | R
%
X-Client- String =S o INREEIHER: BEMIRR,
Token o 1&=: 36{ZUUID,
iﬁ*;ﬁl§\
o IERBH
= 4-197 iERSH
E= i) =AY | ik
i
vpn_server | CreateServe | 2 BIEBRSBZIRIERITIR
rRequest
object

& 4-198 CreateServerRequest

B it Wik | R
tunnel_proto | String B o INEEINBE: REEIMNER,
col o EYETE:

SSL: SSLEY .
e EAE: SSL,
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FEILE M4
AP &%

4 API

B

i) Wig | ek

client_cidr

String = o INEEIHER: EFIRMER ., BFinE
SEER, SMZMERDE—1NE
HAIPHBHE .

o 1B "H oS /AR S,
f514N192.168.1.0/24

o #TR:

- EBRinMNEABEF 1M E
\gﬂpc%ﬁi)\ﬂﬁmﬁqﬂﬂ’\mﬁmﬁﬁ
/ g"_éo

- EPRinMNEAREFIAIRS in+
KimERHIZFRAIMERF7EH
5,

- EPRiRMERthRYI Pt EL
EEARTFMEERAIEZEHAIN
=,

- EPRinMNEARBeERLLTE®
MIEZ: 0.0.0.0/8, 127.0.0.0/8,

224.0.0.0/4, 240.0.0.0/4,
169.254.0.0/16,

local_subnet
S

ali

Array of INEEAA: KRigMERTIZR . Aixk

strings BREEELHIN= ERIBRIMER,
ZMEREEBITVPNS ML
HiTEIE,

o 1B "S oS/ S,
f51%110.10.1.0/24.,

o #JTR:
- ELFNKREME, BAR
ZHEHES 201N WER
- ANimPERABe ERLA 4SRN
Eg: 0.0.0.0/8, 127.0.0.0/8,
224.0.0.0/4, 240.0.0.0/4

client_auth_t
ype

oy

String o INEEIREE: BFImIAIEZEE,
o BUETH:
- CERT: iEBIAIE,
- LOCAL_PASSWORD: MO<iA
IE (Att) o

o ZRIAE: LOCAL_PASSWORD,

server_certifi
cate

server_certif RSZUmIER, BERETMYSERLESSLAY
icate B, EFFEAREREEEIER,
object WIRSA3072/4096

iy
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FEE A4S

APl &% 4 API
2R St} Whisk A
client_ca_cer | Array of & o INBEIRAR: EFIRCAIFESIE,
tificates client_ca_ce BFZEFimIERBHEHTIAL,
rtificate o #:
objects - RHEHNERISSSL, BEfi
INIEZREUSIER NIRRT AE
- ERFIRIAIESERIESIALE
B, &0 HE1AREPIRCAIE
B, ESFEEI10R8E iR
CAIEF,
ssl_options ssl_options | & SSLEFE MY AYRNIEBCEIR ., FEE
object IWEERISZSSLATS, WiE,
2 4-199 server_certificate
B i) WA iR
id String 2 INEgiRAE: IEBID, ACCM(=IEH
E1EIRSS) P E HEEBANERID,
£ 4-200 client_ca_certificate
B it Wi iR
name String B o IFBHRR, TEIBIEMK.
o EUESEE: 1-641NFF. iFH
?\ ﬁj?\ I:FIY(\U4EOO -
\uofas). _(TFXIZ). -(FXIE),
content String = o INEEIHER: IFBRE, HEEEHRE
FRRELEAIER, W
RSA3072/4096,
o FEI\:
————— BEGIN CERTIFICATE-----
----- END CERTIFICATE-----
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FEILE M4
AP &% 4 AP

2 4-201 ssl_options

B St} Wik | R
protocol String S o INREEIREA: PN
o EUEBE: TCP,
o ENAME: TCP,
port Integer &5 o INBEIRER: wOS,
o BUEEE:
- 443
- 1194
o ENAE: 443,
encryption_a | String &5 o INBLINAR: INZESX,
lgorithm o EUETHE:
- AES-128-GCM
- AES-256-GCM
o ZRIAE: AES-128-GCM,
is_compresse | Boolean & o INRSNAR: 2EESE.
d o HUETEHE!
- true
- false
o ZINME: false,

o BRI
1ERIEBIAES R VPNIRS ik

POST https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/vpn-servers
{

"vpn_server": {
"tunnel_protocol": "SSL",
"client_cidr": "172.16.0.1/24",
"local_subnets": [

"10.16.0.0/24",
"10.16.1.0/24"

1
"client_auth_type": "CERT",
"server_certificate": {

llidll: HSCS*********3922H
b

"client_ca_certificates": [
{
"name": "client_ca_8sux3d",
"content": "----- BEGIN CERTIFICATE----- IR END CERTIFICATE----- "
}
1
"ss|_options": {
"protocol": "TCP",
"port": 443,
"encryption_algorithm": "AES-128-GCM",
"is_compressed": false
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APl % 4 API
}
}
2. FROSINES U EIEVPNIRSS in
{

"vpn_server": {
"tunnel_protocol": "SSL",
"client_cidr": "172.16.0.1/24",
"local_subnets": [

"10.16.0.0/24",
"10.16.1.0/24"

1
"client_auth_type": "LOCAL_PASSWORD",
"server_certificate": {

"id": "scs1716171403922"

}

"ss|_options": {

"protocol": "TCP",

"port": 443,

"encryption_algorithm": "AES-128-GCM",
"is_compressed": false

ImAGEE
o RS
IR[EIAZSES S 201: successful operation,

= 4-202 gL Body 2#7%

B i) iR

vpn_server vpn_server VPNRRSS % o
object

request_id String iBKRID,

2= 4-203 vpn_server
B it R

id String o INAGINAR: VPNRRSSE ID,
o ’%Z(: 36{ZUUID,

o NaRtF
{
"vpn_server": {

"id": "2407a20d-0bf7-4530-ba9a-7ffaOcedfa3b"”

%,
"request_id": "b19ba5a0be8f7b7f664b14596f8f35db"
}

N
BEEMA2 R0,
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FEILE M4
AP &% 4 AP

4.2.2.2 EFRXT VPN BRSSiR

INgeN4A
TR#EP2C VPNMXID, HifJVPNARSS R o
BRI
1523 WTEABAPI,
URI
GET /v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/vpn-servers
£ 4-204 0B
B i) BEY | #k
i%
project_id String = IREID, aILABIIIkEIE IDZRERE
ID,
p2c_vgw._id String = P2C VPNPYXELHIID
iﬁ*;ﬁl§\
o EKREH
To
o BRI
GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/vpn-servers
AR S

o NS
IREMAZISF 200: G

%% 4-205 [l Body S#%5I%&

2R Ry 7%
vpn_servers Array of REBimIIZE
ShowsServerR
esponse
objects
request_id String BKid,
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FEILE M4
APl &%

4 API

= 4-206 ShowServerResponse

l

EESEE
SSL: SSL#MY

B i) )%
id String o INREIHEE: VPNARS U ID,
o #&=: 36MZUUID,
p2c_vgw_id String o IfJAEIRAR: P2C VPNRIXID,
o 1&z{: 36fIUUID,
client_cidr String o INEEIRAE: BEFIRME . EFIREIE
1ZRT, SMZMER D EC— N EHLIPith
ik,
o 1&: "o AEIE gL, D
192.168.1.0/24,
local_subnets | Array of o IPECIER: KRixMERTIZE.,
strings o I8 "SSHIHEIRE R, I
10.10.1.0/24,
client_auth_typ | String o INEEIHER: ZEFURIAIESERY,
€ o EYESEHE:
CERT: iEHIAE.
LOCAL_PASSWORD: OZIAIE ( &
#) .
tunnel_protoco | String o INEEINRE: RREIMNEERY,

BYESBHE:
PENDING_CREATE: 6z,

PENDING_UPDATE: E#h,
ACTIVE: IEE.

FAULT: B,

FROZEN: &%,

server_certifica | server_certific | JREZURIESR
te ate object
client_ca_certif | Array of ZRiRCAIERSIZR, BFXNERimiESiHE
icates QueryClientC | {TIAIE,
aCertificateBo
dy objects
ssl_options ssl_options SSLEEE MY AYEEECEIR .
object
status String o INECIER: ARSZIHIRS.
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API &% 4 API
B it fiik
created_at String o INAEIHAR: QUEERTE.
o UTCHIEIEZN: yyyy-MM-
ddTHH:mm:ssZ,
updated_at String o INREEIREA: ERfEEFATEN.
o UTCRIEIEZN: yyyy-MM-
ddTHH:mm:ssZ,
£ 4-207 server_certificate
B St fik
id String IFBID, ACCM(ZIEBEERSE) 2L
GIEBAGIERID, EIEBECCMAP#IER
&, ZIDAR,
name String FHE, ACCM(ZIEBEERS)FEe L
BIEBRIERE
issuer String o INAGIHAR: IFBMAZE.,
o EUEEE: 1-2567FfF,
subject String o INEEIRAR: EPFERE.
o HUETBHE: 1-2561FfF.
serial_number | String o INREIHER: IFBFEIIS,
o HUETE: 1-641MFTF
expiration_tim | String o INASiNRA: ZFIHBRTE).
e o UTCHIIEWER: yyy-MM-
ddTHH:mm:ssZ,
signature_algo | String o IfEEIRAR: IFPEZEE,

rithm

o EVETGHE: 1-641MF5,

= 4-208 QueryClientCaCertificateBody

B i) A

id String o INEEIRBA: EPID,
o 1=(: 36fZUUID,

name String o INEGIHER: IEBEZR.

o HUEBE: 1-641MFERF. TIEFHF. &
XFE, 13 (\u4e00 - \udfa5). _(F
"ZU%)\ _(q:ljzué%)o
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B KB 1)

issuer String o INAEEIHAR: FBMmAEE.
o EUEBHE!: 1-2567FF,

subject String o INREIHER: IFBFERE.
o EBUESEBE: 1-2567FF.

serial_number | String o INEEIHER: CAIEBRFII=,
o HUESEHE: 1-641ZET5,

expiration_tim | String o INAEIRAR: IFBZEIHARTIE,

e o UTCHIEIRE: yyyy-MM-
ddTHH:-mm:ssZ,

signature_algo | String o INECIHAR: IEBEREX,
rithm o BUETEE: 1-641NFH,

created_at String o INEEIRAER: GUZERTE),

o UTCHYEIMER: yyyy-MM-
ddTHH:mm:ssZ,

updated_at String o INEEINER: REEFATE.

o UTCHIEIER: yyyy-MM-
ddTHH:mm:ssZ,

& 4-209 ssl_options
2R i) i)

protocol string o INBEEHER: 1N,
o EUESEE: TCP,

port integer o INEEIRER: im0,
o EUESEHE:

- 443

- 1194

Aoy

encryption_alg | string o INEEHER: HNZEiX,
orithm o EYEEE:

- AES-128-GCM

- AES-256-GCM

authentication | string o INASIHAR: INFESE,
_algorithm o EVEBE:
- SHA256
- SHA384
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FEE FAMIES

APl &% 4 AP
B i) A
is_compressed | boolean o INEGIRER: E&E4E, BIAG.
o EUEBE:
- true
- false
o NaRFFI
{
"vpn_servers": [
{
"id": "2407a20d-0bf7-4530-ba9a-7ffaOcedfa3b",
"p2c_vgw_id": "3b5b64e4-2927-4062-acf6-05b0b842bbfe",
"client_cidr": "1.1.0.0/16",
"local_subnets": [
"192.168.12.0/24",
"192.168.1.0/24"
1
"client_auth_type": "LOCAL_PASSWORD",
"tunnel_protocol": "SSL",
"server_certificate": {
"id": "scs1716171403922",
"name": "lsh-newcert",
"issuer": "C=CN,ST=beijing,L=haidian,O=lesaas,0OU=root, CN=www.***.com",
"subject": "C=CN,ST=beijing,L=haidian,O=server,OU=server,CN=www.***.com",
"serial_number": "310325804134830162280305057622726926320418980636",
"expiration_time": "2024-06-19T02:15:26Z",
"signature_algorithm": "SHA256WITHRSA"
L
"client_ca_certificates": [],
"ssl_options": {
"protocol": "TCP",
"port": 443,
"encryption_algorithm": "AES-128-GCM",
"authentication_algorithm": "SHA256",
"is_compressed": false
L
"status": "ACTIVE",
"created_at": "2024-06-14T01:14:56.802Z",
"updated_at": "2024-06-14T08:53:22.855Z"
}
1
"request_id": "3378c265585ffb8aac68ec39a2db67a1"
}
RS
B2 A.2 KEB,
Sl
4.2.2.3 {82 VPN RS
ab A LD
IHEEN A
HRIBVPNERSSIHID, IEBUSEHIVPNIESS I
AJ N,
ARGEE
523 WMEERAPI,
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APl &% 4 API
URI
PUT /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}
z 4-210 2E05 A
B it =EY | ik
i%
project_id String b~ IREID, mILABIIIRENIRE IDFRENRE
ID,
vpn_server_id | String = VPNESS#%ID o
IBKRHR
o IERBH
2+ 4-211 IBEREHY
&R sem %k |k
vpn_server UpdateServ | 2 BEHVPNIRS imiERKITR .
erRequest
object
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FEILE M4
AP &%

4 API

& 4-212 UpdateServerRequest

B

RE

\

4
"

(S

ik

client_cidr

String

iy

o INRENRAR: EFURMER. ZFimiE
SEER, SNZMERSE—1E

LPHEHE

o BT "moHEH /B S,
f5140192.168.1.0/24
o #JTR:
- EPRinMNEABEFIMKERE
\&Pc%jti)\ﬁﬁﬂaiqﬂﬁgﬂﬁﬂaﬁﬁ
1 %Léo
- EPRinMNEAREFIAIRS in+
KimMERHIZRAIMERF7E$
- EPiRMERhRgI Pt EL
%%ﬁ?@?&%ﬁﬁﬁ‘%ﬁﬂgm
- BN FER AT
MEZ: 0.0.0.0/8, 127.0.0.0/8,

224.0.0.0/4, 240.0.0.0/4,
169.254.0.0/16,

local_subnet
S

Array of
strings

iy

o INEEIRAR: KinMERFIZR ., ANimk
BREEELHON= ERIBRIMER,
ZMEREEBSVPNS IR

o 1Bz: "o/ S,
f614010.10.1.0/24,

o #JTR:

- EVENERENER, B AR
ZHIHES 201N WER

- RinPERABEERLL TSN
EZ: 0.0.0.0/8, 127.0.0.0/8,
224.0.0.0/4, 240.0.0.0/4,

server_certifi
cate

server_certif
icate object

iy

ARSSImIED, HEEFERREREAR
iE$, WRSA3072/4096,

ssl_options

ssl_options
object

iy

SSLEFE MY AY AT EECE TN o

client_auth_t
ype

String

N

o INAEIHAR: EFURIAIESREL,

o EUESCHE:
CERT: iEHIAILE.,
LOCAL_PASSWORD: O<$3AIE
(&) o
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AP &% 4 AP

£ 4-213 server_certificate

E= i) Wik | ik
id String = INREIHAR: IEBID, ACCM(Z=IED

BERS) P E LEEBANERID,

R 4-214 ssl_options

B E- it Wik | ik
protocol String B o INACIRAA: Y.

o BYESGHE: TCP
o BRIAMME: TCP
o INAEIRER: KOS,
o EUETE:
- 443
- 1194
o ZHIAE: 443,
o INEEIHER: MZEEX,
o EUETE:
- AES-128-GCM
- AES-256-GCM
o BRIAME: AES-128-GCM,

iy

port Integer

N

encryption_a | String
lgorithm

o BRI

PUT https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}
{

"vpn_server": {
"client_cidr": "192.168.10.0/24",
"local_subnets": [
"172.16.0.0/24",
"172.16.1.0/24"
1
"server_certificate": {
"id": "scs1717051012106"
}I
"ss|_options": {
"protocol": "TCP",
"port": 443,
"encryption_algorithm": "AES-128-GCM"

"client_auth_type": "CERT"

}
}

i i S
o NS
IREYAZSAZ ST 200: successful operations,
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FEILE M4
AP &% 4 AP

= 4-215 IR Body 2#5I%&

E= i) ik
request_id string 153Kid,

o AR
{

"request_id": "c63d850876bcddbdfbd11776cce57914"
}

RS
ESMA2 KA.

4.2.2.4 S VPN [RSFim¥ N E Fintc S

INEENA
RIBVPNIRSSI®ID, SHEEFIREERES .
ARBE
1523 WMTEHEAPI,
URI
POST /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/client-config/
export
£ 4-216 2FuxEA
BFR i) =2BRY | Ei
ik
project_id String b~ IREID, mJLABII3RENIRE IDFRENRE
ID.
vpn_server_id | String = VPNESS#%ID o
IBKEE
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AP &%

4 API

N Rz S

T

% 4-217 EKksH

BR S B | R

Os_type String & o INREIAR: #BRMFRGEE,

o EUESCHE
Windows

Linux
MacOS
Android
iOS
e ZHAE: Windows,

=R =]

TBRED

POST https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/client-config/
export

{

"os_type": "Windows"

MRS
IREMYAZAZS 200: BRI .

% 4-218 R Body 2#31%

2R i) A
client_config string EFiRbcE.
M Kz 7~ 15
{

"client_config": "client\ndev tun\nproto tcp\nremote 215.xx.xx.99 443\nresolv-retry infinite\nnobind
\npersist-key\npersist-tun\nremote-cert-tls server\ndata-ciphers AES-128-GCM\nauth SHA256\nverb
3\nauth-user-pass\n<ca>\n----- BEGIN CERTIFICATE----- S END CERTIFICATE----- \n</ca>\n\n
\nreneg-sec 0\n# Add a comment character (#) in front of disable-dco when OpenVPN 2.5 or earlier
is used.\ndisable-dco\n"

}

1BS A2 KL,

4.2.2.5 EigHF A VPN JREin

ThRENA

EWHEP TR VPNERSS IR
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FEE AL

APl &% 4 API
BEREE
15213 WMaERAPI,
URI
GET /v5/{project_id}/vpn-servers
% 4-219 SHKEE
B i) B2RY |k
i%
project_id String = IREID, aILABII3kEIE IDZRERE
ID,
% 4-220 {53k Query 2#%51%
B E-Sit) BERY |k
i%
limit Integer B S REFNEBIUREINICRHE.
marker String ) o INEEIRER: EAAATEIAINCH,

\E N 24
18> 7ﬁl§\

NaRzHR

=

N AIEEIE—R. EFT—IH
markera] LARIE_E—TAaRzAY
page_infoXd&HHInext_markerig

o 2U%R: wRSlimit—iEefHER .

o IBRBH
o
o IEXREH

GET https://{Endpoint}/v5/{project_id}/vpn-servers

LI V=S 54

IREMAZISF 200: G

2= 4-221 IR Body 2#5I%&

2R it A

vpn_servers Array of HiVPNBRSS il XS
ShowServerResponse | K%k,
objects
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FEE FAMIES

APl &% 4 API
B i) fiik
total_count Integer HEfHP THIVPNARSS
I E o
page_info Pagelnfo object S REFRANER.
request_id String 1BEKido

%= 4-222 ShowsServerResponse

L

2R it ik
id String o IPAEIHAR: VPNBRSEZ% ID.
o #&={: 36/ZUUID,
p2c_vgw_id String o IfAEIRAR: P2C VPNRMIEID,
o 1&=: 36fZUUID,
client_cidr String o INREIRAE: EFIRMER ., ZFIREE
RS, SMZMERSE— N EEHLIPHD
ik,
o B "moHiHE/AEE R, Hlan
192.168.1.0/24,
local_subnets | Array of o INEEIHER: AimMERFIZE,
strings o HT: "ESHHEERE R, B
10.10.1.0/24,
client_auth_typ | String o INBGIRAR: EFIRIAIEZER,
€ o EYESEE:
CERT: iEHIAILE,
LOCAL_PASSWORD: MOZIAIE ( &
#h) .
tunnel_protoco | String o INEEIRER: REREHMYIEEL,

BESTEE
SSL: SSLifMY.

server_certifica

server_certific

ARSS imiET o

te ate object
client_ca_certif | Array of ZRiRCAIERSIZR, BFXNERimiESiH
icates QueryClientC | {TIAILE,
aCertificateBo
dy objects
ssl_options ssl_options SSLERE MY Y ai%ECE IR
object
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FEILE M4
APl &%

4 API

B

1)

status

o INREIRAR: BRSNS,
o BUESEHE:

PENDING_CREATE: @I,
PENDING_UPDATE: E#ih,
ACTIVE: IFE.

FAULT: 8%,

FROZEN: &%,

created_at

String

ThREI<AA: EUZRIE.

UTCRIEE=C: yy-MM-
ddTHH:mm:ssZ,

updated_at

String

INREIRAR: RIEEFHETE.

UTCRYE8=C: yy-MM-
ddTHH:mm:ssZ,

& 4-223 server_certificate

SR

xE

i

id

String

IFBID, HCCM(ZIEPEERS)FE -
(BIEBABERID, BIEBECCMP#EMRIES
B, ZIDRZ,

name

String

IEHEE, ACCM(ZIEPEERS)FEL
BIEBANEREFR.

issuer

String

IHAEIHAR:
EUESEE:

IEPiAE .

1-256 1 FFF o

subject

String

INREIRER: IEBERE.,
EESBE: 1-256 7%,

serial_number

String

IhReiREA: IEBRFIIS.
EUESEE: 1-641MFF

expiration_tim
e

String

ThREi<AA: EHARTIE.

UTCESEl#&=U: yyyy-MM-
ddTHH:mm:ssZ,

signature_algo
rithm

String

INREiIRER: IFBEZEE,
BVEEE: 1-641MNF5 .
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FEILE M4
AP &%

4 API

& 4-224 QueryClientCaCertificateBody

B

RE

fik

id

String

INRLiIRBA: IEBID,
¥&2t: 36{ZUUID,

name

String

ThEERER: EBBFR,

BESEHE: 1-641MFFF. SHFHF. &
Y?\ EF'Y(\U4EOO - \U9fa5)\ _(-F

W)« -(PRlZE) o

issuer

String

INREIRER: IFBMEE .
BESBE: 1-256 7% .

subject

String

INEEHAR: IFBERE,
EVESEE: 1-2561MFF.

serial_number

String

IHEEBIRA: CAIFBEREIS,
EBESBE: 1-641M=F5,

expiration_tim
e

String

ThiaeiieA: IEREIHARYE] o

UTCRIEIEZC: yyy-MM-
ddTHH:mm:ssZ,

signature_algo
rithm

String

IhEeRBR: IEREZEEX.
BEBE: 1-647MNFHF

created_at

String

ThREI<AA: EUZEAIE.

UTCHYTEIEZC: Jyyy-MM-
ddTHH:mm:ssZ,

updated_at

String

INREIRER: RIEEFHETE.

UTCHYTEIREZE: Jyyy-MM-
ddTHH:mm:ssZ,

R 4-225 ssl_options

B

sers

Hik

protocol

string

IhegiReE: N,
BYESEE: TCP,

port

integer

TRERAR: ixl.
BEEE:

- 443

- 1194
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FEILE A4
AP &%

4 API

B

1)

encryption_alg
orithm

o INBERER: NIEEX.
o HUEBHE:

- AES-128-GCM

- AES-256-GCM

authentication
_algorithm

string

o INBEIER: INIFESE,
o BVETCH:

- SHA256

- SHA384

is_compressed

boolean

o INEEWIEH: BEEME, FHIAS.
o BUESEHE:

- true

- false

R 4-226 Pagelnfo

B E-Sit) R

next_marker String T—MImarker{BX E—X &GN FiEx
BE—1RIRERICIERTE

current_count | Integer HEYRPHRENE

- [RRA

{

"vpn_servers": [

{

"id": "3f7e48ca-cd3c-4ce2-a277-674382ced4ea",
"p2c_vgw_id": "10d176c7-aed8-4766-9180-a47e536c64d0",
"client_cidr": "173.16.1.0/24",
"local_subnets": [
"172.16.0.0/24",
"172.16.1.0/24"
1
"client_auth_type": "CERT",
"tunnel_protocol": "SSL",
"server_certificate": {
"id": "scs1698803781642",
"name": "p2cvpn_test",
"issuer": "CN=p2cvpn.test",
"subject": "CN=p2cvpn.server",
"serial_number": "109258411809374886820602321558250159914",
"expiration_time": "2026-01-22T06:26:18Z",
"signature_algorithm": "SHA256WITHRSA"
B
"client_ca_certificates": [
{
"id": "2f291995-9582-4ce8-a7f4-e1b7742e6e0c",
"name": "client_ca_sdk_test_1",
"issuer": "CN=p2cvpn.test",
"subject": "CN=p2cvpn.test",
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FEILE M4
AP &%

4 API

I NEX

}

"serial_number": "218730615113252363388323617489459159151767515623",
"expiration_time": "2033-10-17T06:21:25Z",
"signature_algorithm": "SHA256WITHRSA",
"created_at": "2024-06-15T01:59:46.612Z",
"updated_at": "2024-06-15T01:59:46.612Z"
}
1
"ssl_options": {
"protocol": "TCP",
"port": 443,
"encryption_algorithm": "AES-128-GCM",
"authentication_algorithm": "SHA256",
"is_compressed": false
by
"status": "ACTIVE",
"created_at": "2024-06-15T01:59:46.612Z",
"updated_at": "2024-06-15T02:01:16.606Z"

"id": "3840e9ea-84be-4ff9-ad26-817829ba16ed",
"p2c_vgw_id": "30dfb9cd-eeb0-4937-a7a5-4bc08184090b",
"client_cidr": "173.17.0.0/24",
"local_subnets": [
"172.16.0.0/24",
"172.16.1.0/24"
1
"client_auth_type": "LOCAL_PASSWORD",
"tunnel_protocol": "SSL",
"server_certificate": {
"id": "scs1698803781642",
"name": "p2cvpn_test”,
"issuer": "CN=p2cvpn.test",
"subject": "CN=p2cvpn.server",
"serial_number": "109258411809374886820602321558250159914",
"expiration_time": "2026-01-22T06:26:18Z",
"signature_algorithm": "SHA256WITHRSA"
by
"client_ca_certificates": [],
"ssl_options": {
"protocol": "TCP",
"port": 443,
"encryption_algorithm": "AES-128-GCM",
"authentication_algorithm": "SHA256",
"is_compressed": false
b
"status": "ACTIVE",
"created_at": "2024-06-15T02:01:19.87Z",
"updated_at": "2024-06-15T02:01:19.87Z2"

total_count": 2,
"page_info": {

"next_marker": null,
"current_count": 2

request_id": "2b16014544fff455b50ef3f1e62bbe35"

1BS A2 KE&E,

4.2.2.6 RIEZEPim CAIEH

TheEN A

KICEFIHRCAIE B &AM
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FEE FAMIES

APl &% 4 API
ARBE
15203 GETiERAPI,
URI
POST /v5/{project_id}/p2c-vpn-gateways/vpn-servers/client-ca-certificates/check
X 4-227 2FuHEB
B i) BEY | #k
5.
project_id String 2 IREID, aILABIdIkEIRE IDFRENRE
ID,
IBREE
BRESH
* 4-228 FRBH
2R i) =EY | #A
b5
client_ca_certif| client_ca_cer | & ZRisCAIES,
icate tificate
object
£ 4-229 client_ca_certificate
2R ikl Whisk A
name String S o INAEIHAR: IFBBFR.
o EUETGHE: 1-641MFFF, XIFHF.
X FH, F3Z(\ude0 - \udfas).
_(FXIZ) . -(PRIL) .
content String =

o IfEEIRAA: IEBAR.
o FB:
----- BEGIN CERTIFICATE-----

*k%k *

*kkkkkkk * *k*k *

*kkkkkkkkkkkhkkkhkkhkkkhkkkhkkkhkkkkk

o EREH

POST /v5/{project_id}/p2c-vpn-gateways/vpn-servers/client-ca-certificates/check
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AP &%

4 API

NG Rz =

{

"client_ca_certificate": {
"name": "client_ca_8sux3d",

}
}

Mg Rz Z40

IREYAZSAS S 200: successful operations

2% 4-230 IR Body 2#5I%

B

St

115

name

String

ThEEIRBE: IEBER.

EUEEE: 1-641NFFF, ST, =
XFE. #H13Z(\ude00 - \udfas). _(F

L)« -(FPRIER)

issuer

String

INREIRAE: IFBMAEE.,
EESBE: 1-256 7%,

subject

String

INREIAER: IERERE .
BVESBE: 1-256 7 FF .

serial_number

String

INEEIRER: CAIEBFIIS,
EUEEE: 1-641MFERF

expiration_tim
e

String

TheeiReA: IEREIHARTE] o

UTCEEIEZC: yyy-MM-
ddTHH:mm:ssZ,

signature_algo
rithm

String

INREIREA: IFBEEEE,
EBESBE: 1-641M=F5,

i) Rz 73451
PGS IS N oz -
{

"name": "client_ca_8sux3d",

"serial_number": "621079609299744022526309164429940520767604766768",

"expiration_time": "2033-08-05T11:52:34Z",
"signature_algorithm": "SHA256WITHRSA"

}

g SO )V

{

"error_code": "VPN.0072",

"request_id": "b012532f51675c0ffdcfb2868669bd4e"

}
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FEILE M4
APl &%

4 API

N

4.2.2.7 H&EZEFin CA IEH

TheEN A

AR

URI

IERHEE

BE A2 KEE,

FEEFIRCAIES,

5203 STERAPI,

POST /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/client-ca-

certificates

3 4-231 2EKA

2R St =aY | #Hik
iE
project_id String 2 IREID, BILABIIIRENIRE IDFREIRE
ID,
vpn_server_id | String = VPNARSZi%ID
2 4-232 {53k Header 2#%51%&
AR i 2BY |k
1%
X-Client- String B o INEEIRAA: EZEMinA,
Token o #&zt: 36{IUUID,
o BEXRSH
= 4-233 HRBY
2R il =2/Y | EA
ik
client_ca_cer | client_ca ce | 2 ZRisCAIEH,
tificate rtificate
object
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FEE FAMIES

APlI &%

4 API

N Rz

£ 4-234 client_ca_certificate

&R ESid)

\

4
"

S

R

N

name String

o IEBER, TEBIIEMK.

o EUEBE: 1-641MF15, IS
F. BXFE. $F3Z(\ude00 -
\UgfaS) N _(—szl.]g%) N ‘(':F'jzué%) o

content String = o INEEIRBE: IEPRND, HEEFFEAR
FIEEEAGIES,
RSA3072/4096,

o FBI:
————— BEGIN CERTIFICATE-----

nnnnnnnnnnnnnnnnnnn

==L

=P

POST https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/client-ca-
certificates

{
"client_ca_certificate": {
"name": "client_ca_8sux3d",

}
}

RIS
IREYAZSAS S 201: successful operations,

= 4-235 IR Body 2#5I%

2R il A
client_ca_certif | client_ca_certif| ZPiRCAIEBITE,
icate icate object

request_id String iBKid,

28 4-236 client_ca_certificate

BR ESiE] ik

id String o INEEIREE: EFIRCAIEHID,

o 1&z(: 36fZUUID,
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FEILE M4
AP &% 4 AP

- IERRA
{
"client_ca_certificate": {
"id": "4e3a364f-1213-4a37-917e-d494aeada34e"
}

"request_id": "4114fdd9ca33e22936ece75b97d7a363"
}

AT
ESMA.2 KT,

4.2.2.8 EiHZEFix CA IEH

ThEEN A

RIEZFIRCAIEBID, TEEFIKCAIEFBEE,
WRBEx

5203 UaEiEAAPI,
URI

GET /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/client-ca-
certificates/{client_ca_certificate_id}

* 4-237 SHIRA
2FR KR =AY | Ek
ik
project_id String 2 IREID, mJLABIIIRENIRE IDFRENRE
ID,
vpn_server_id | String = VPNESS#%ID o
client_ca_certif | String = ZFixCAIEBID,
icate_id

IERHEE
o IBRBY
o
o BRI

GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/client-ca-
certificates/{client_ca_certificate_id}

MRS
o IARIBH
IREHAHS S 200: EiERY.
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FEILE M4
AP &%

4 API

2% 4-238 IR Body 2#5I%&

B i) g
client_ca_certif | QueryClientC | FEZEFixCAIFBIINITSR
icate aCertificateBo
dy object
request_id string iB3Kid,

& 4-239 QueryClientCaCertificateBody

&R

et

115

id

String

IhgEU<AA: IEHID,
&= : 36{ZUUID,

name

String

ThEGIHBE: IEBER.

EVEBE: 1-641MFERF, ZTiFH=E. =
XFE. #H3Z(\ud4e00 - \u9fas). (T

“Zué\%) N ‘(':F'jzuéi%) o

issuer

String

INREIHAR: IERMAE .
BESBE: 1-256 7 FF .

subject

String

INREIRAE: IFBERE,
EESBE: 1-2567FF .

serial_number

String

INEEIRER: CAIEBFIIS.
EUEEE: 1-641MZEFF

expiration_tim
e

String

Theeiiea: IEREIHARTE] o

UTCRHEI&=: yyyy-MM-
ddTHH:-mm:ssZ,

signature_algo
rithm

String

INREER: IFBEEEE,
BETEE: 1-641MF5 .

created_at

String

TheeiReA: eUZadiE.,

UTCRSEIRE=: ywyyy-MM-
ddTHH:-mm:ssZ,

updated_at

String

THRENER: EREEHATE

UTCRIEIER: yyy-MM-
ddTHH:mm:ssZ,

- IEpzAEpl
{

"client_ca_certificate": {
"id": "ab80b8f6-6d67-4bdb-ba39-e8dd9419e64e",
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AP &%

4 API

TN

ab
THEEN 4R

AR

URI

IEXRHE

}

}

"name": "ca-cert-55f7",
"issuer": "CN=xxx",

"expiration_time": "2033-10-17T06:21:25Z",
"signature_algorithm": "SHA256WITHRSA",
"created_at": "2024-06-17T02:46:22.327Z",

"request_id": "29d83bb1-5349-4af5-9fa6-672af3daf4d1"

52 0A.2 K&

4.2.2.9 B EFiw CAIEH

RIEZFiRCAIEBID, BEFISENZEFIRCAILES .

5203 STERAPI,

PUT /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/client-ca-
certificates/{client_ca_certificate_id}

& 4-240 20 B8
2R it BEY | @k
i%
project_id String 2 IREID, aILABIIIREER B IDZRERE
ID,
vpn_server_id | String = VPNRRS5iRID
client_ca_certif | String =8 ZRFigCAIEEID,
icate_id
o EKREH
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APl &% 4 AP

% 4-241 EKksH

2R i Wik | R
client_ca_cer | client ca ce | 2 ZRFimrCAEBITR,
tificate rtificate
object
X 4-242 client_ca_certificate
2R i Wik | #k
name String B o INREIRBR: EPBER.

o EUESTE: 1-641MFF, B
F. BXFH., B3 (\ude00 -
\udfa5). _(TEIL). -(FXIL).

- IEREA
15
PUT https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/client-ca-
certificates/{client_ca_certificate_id}

{
"client_ca_certificate": {
"name": "client_ca_update"
}
}

NnRLHES
o NS
IREYAZSAZ ST 200: successful operations,

%% 4-243 i Body S#5I%&

E= E-Sit) R
request_id string 153Kid,

o [IARNZRA
{

"request_id": "c63d850876bcddbdfbd11776cce57914"
}

T

B2 A2 K&,
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4.2.2.10 fpFrZ=Fiw CAEH
IheEN 4R

RIBEPiRCAIEBID, MIFREFiRCAIES.
BRBx

523 WNMaEiERAPI,

URI
DELETE /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/client-ca-
certificates/{client_ca_certificate_id}
3 4-244 SEGHEA
2R i) =AY | EA
i
project_id String b~ IREID, aILABIdIREIERE IDFREVRE
ID,
vpn_server_id | String = VPNBRSZRID
client_ca_certif | String = ZRFigCAIFEID,
icate_id
ix“ﬁlu‘

o IBFRSH
o
o BRI

DELETE https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/client-ca-
certificates/{client_ca_certificate_id}

NaRLHS
o IARISH
IREURHS S 204: BBRART -

N
BB IA.2 KA.

4.2.2.11 & P2C VPN M5 EEASERS

TORES 4R
HRIEP2C VPNRIXID, {EXUEEP2C VPNRIXANEZAFERE .
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APl &% 4 API
ERGE
5203 WIERAPI,
URI
PUT /v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/log-config
% 4-245 2158
BR i BBY | ik
i%
project_id String = IREID, aILABII3kEIE IDFRERE
ID,
p2c_vgw._id String = P2C VPNPJXELHIID
EXRIHR
o IEKRSH
& 4-246 iERSH
B St BEY | R
ris
log_config UpdateVpnL | 2 log_configig&R,
ogConfigRe
questBodyC
ontent
object
2R 4-247 UpdateVpnLogConfigRequestBodyContent
B - i) Wik | #iR
log_group_id | String = o IfgEWBA: HEAID, BERAE
ARSSHIREN o
log_stream_i | String = e INRSNAA: BERID, BE=AE
d ARSSHREREN o
o BEKIES
PUT https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/log-config
{
"log_config": {
"log_group_id": "05c4052d-8d14-488f-aa00-19fea5a25fdd",
"log_stream_id": "d9d85143-e1e1-427a-9994-d8b8fd9ebe3f"
}
}
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FEILE A4
AP &% 4 AP

N Rz

o [N
IREMRZERS A 200: successful operation

2= 4-248 N[ Body S#5I%&

B -] fiik

log_config ConnectionsLogConfig | log_confighd&,
object

request_id String BXKID,

& 4-249 ConnectionsLogConfig

B e it} ik

log_group_id String e INBERAE: BHEA
ID, BE=BEIRS
FREN

log_stream_id String o INREIHAR: BAER
ID, BE=HERS
FFREN

LI )V =271
{

"log_config": {
"log_group_id": "05c4052d-8d14-488f-aa00-19fea5a25fdd",
"log_stream_id": "d9d85143-e1e1-427a-9994-d8b8fd9ebe3f"

b
"request_id": "b19ba5a0be8f7b7f664b14596f8f35db"

}

N
52 0A.2 K&

4.2.2.12 &if] P2C VPN M5 EEAEERS

ThRES 4R

#RIEP2C VPNRIXID, EHEEP2C VPNRIXAGEEATERE .
EAR7E

BS M3 WITERAPI .
URI

GET /v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/log-config
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FEE AL

APl &% 4 API
2 4-250 2 A8
B R =AY | i
%
project_id String 2 IREID, aILABIdIREIERE IDFRENRE
ID.
p2c_vgw._id String = P2C VPNPYXSLHIID

IEKRiHE

o EREH

GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/log-config

It
o IARIBH

IREMAZSADS S 200: RN,

= 4-251 gK Body 2#7IE
=T St 12153
log_config log_config log_configid&R,
object
request_id String B3KID,
R 4-252 log_config
R E-Sit] 11053
log_group_id | String o INREIREA: P2C VPNRIEHIEER ST

BCERIRSAID,

log_stream_id | String

o INASHAR: P2C VPNMEROiEERERT
FEERRERID,

o lERZHFER

"log_config": {

"log_group_id": "05c4052d-8d14-488f-aa00-19fea5a25fdd",
"log_stream_id": "d9d85143-e1e1-427a-9994-d8b8fd9ebe3f"

}
}

"request_id": "2ddd2f6107a8164ce6f6268bd991e57c"
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FEILE M4
AP &% 4 AP

RS
BEBMA2 KW,

4.2.2.13 fjif& P2C VPN M5 EEASERE

INREN A
RIEP2C VPNMXID, MIRISEP2C VPNMXAEZHEEE -
ARBE
15203 UEERAPI,
URI
DELETE /v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/log-config
% 4-253 2EKxEA
2R E 5] =Ry | EA
ik
project_id String 2 IREID, aILABIIIREIER B IDFREVRE
ID,
p2c_vgw._id String = P2C VPNRIESLHIID,
BKER
o FKE5H
o
o IEKIEH
DELETE https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/log-config
AzER
o [INS%L
IREMAZSAS ST 204: MIBRARIN o
RS
152 A.2 K&,
4.2.3 FAFEE
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FEILE M4
AP &%

4 API

4.2.3.1 Gl VPN R

ab
ThEEN 4B

AR7IE

URI

BERHEE

fEHEEVPNBRSS IR T, BIEZVPNAEF.

5203 WTERAPI,

POST /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users

7 4-254 SIS
B i) 2Ry | i
i%
project_id String = IREID, BJLABIIIREINE IDFREIRE
ID.
vpn_server_id | String = VPNBRSZ®ID
K 4-255 {53k Header 2#31F&
B E-Sit) BRY | ik
1%
X-Client- String S o INBEIHAR: EZEMIRA,
Token o &zt: 36fZUUID,
o EKRSH
= 4-256 iI5RkSH
B St =AY | R
i%
user CreateVpnU | 2 EIFEEVPNEFPIBRAETR,
serRequestB
odyContent
object
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REHAE AR
APl &% 4 API

& 4-257 CreateVpnUserRequestBodyContent

B St} Wik | R
name String = o INBEIHAR: HFZ.
o 18 4~3290FFF, ARNF
&, #F. 2. T, PrikE
728
password String = o INAEIRER: FAFZTL,
o #JTR:
- KESEERSEIR2NFR .
- EZEVEELTERFRY2M: X
5x8. INEFE. HF. ¥
BRF R ~@#$%N8H()-_=+\|
({31, <>/? F=HE
- FeeSAFPEEEIFIARE
8@,
description | String B o INREIHRR: FAFEIAR,
[ ] *git 0'64/|\$f§7 H?EPSZ\ ﬁ
X HFHTRIZER
user_group_i | String & o IBBEIHAR: FREEF4AID,
d o #&zL: 36{ZUUID,
- IEKE
POST https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users
{
"user": {
"name": "user001",
"password"; "Rk
"description": "FBF#IR1",
"user_group_id": "yWYnJtOR-Q0a7-RAQW-tFXX-QfundEqrR27W"
}
}

lAzLHR
o IS
IR[EPMRZSRS ST 201: successful operation,

= 4-258 I Body 2#7%

B it ik
user user object VPNEFNR,
request_id String 15KID,
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FEE FAIES

APl &% 4 API
2 4-259 user
B i) iR
id String o IHELIRAE: VPNEFID,
o #T: 36{ZUUID,
o [IRzAF4I
{
"user": {
"id": "41ad472e-d3e4-482b-8f00-7b2c1bfc4b7d"
L
"request_id": "b19ba5a0be8f7b7f664b14596f8f35db"
}
REB
EE2A2 RSB,
4.2.3.2 #it=613E VPN AR
IheeN4a
EIEEVPNIRS IR, It=CIZEVPNERF,
BARBEE
15203 GETiEAAPI,
URI

POST /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users/batch-

create
% 4-260 25
2R ESid] 2R | mA
iE
project_id String 2 IREID, aILABIIIREIRE IDFRENRE
ID,
vpn_server_id | String =2 VPNRRSZ %D o
2 4-261 153K Header 2313
2R i 2B/Y | Jik
&
X-Client- String ) o IfELIRER: EEMIRA,
Token

o &2: 36{ZUUID,
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FEILE M4
AP &% 4 AP

IEXRHE

o IERSH

% 4-262 EKkSH

B St =AY | R
i
users Array of = SIZEVPNEPIRIIZFE.
CreateVpnU
ser
objects
R 4-263 CreateVpnUser
2R i) WA fER
name String = o INBEIHAR: HFZ.
o 1 4~320FFF, HEXF
B, {F. 2. T, PRIZ%A
B
password String = o INBEIRER: AL,
o #JTR:
- KESEERSEI2NER .
- EVEELTFERFHRI2M: X
5x8. INEFE. HF. &
BEFRT ~@#$%N&*()-_=+\|
({31 <>/? F0=H8
- TERESHEFPE3GEIFNARE
1BE.
description String ) o INELIRER: AP¥EIAR.
[ ] #éit 0'64/|\$f€7 HHEFISZ\ ﬁ
X HFHTRIZAER -
user_group_ | String a o INEEIRBE: FRERFES.
name ° Q,(JEE:
- 1E64NFRF, BIfERAPI. &
XFE. HF. TR, P
%o
- BMUREREERFPHEE.

- BRI

POST https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users

{
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REHAE AR
APl &% 4 API

"users": [
{
"name": "user1",
l|passwordll: |l******l|,
"description": "FF&EIR1",
"user_group_name": "default"

"name": "user2",
l|password lllll KkkkkkN

: ,
"description": "FF&EIR2",

N RzHR
o NS
IREPMRZERS ST 201: successful operation,

5 4-264 MR Body 2#31%

2R 5] R

invalid_users Arrays of THVPNERFIESRYIZE . tN8invalid_users
er ¥, BENERIEKRSHEERER.
Object

request_id String 15KID,

% 4-265 InvalidVpnUser

E=2 E-Sit) R
name String BR&R,
description String BF#ER,
user_group_na | String FRiEBFEER.
me
cause String PSS

- NoRzAEp)

tia==xclleSaan]al vz =S
{

"invalid_users": [],
"request_id": "b19ba5a0be8f7b7f664b14596f8f35db"

}
FEARERPIE KSR MAFER:
{

"invalid_users": [

{
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AP &% 4 AP

"name": "USER1",
"description": "FIFEIR",
"user_group_name": "default",
"cause": "Duplicate user name."

L
{
"name": "USER2",
"description": "FIFEIR",
"user_group_name": "default",
"cause": "Password length invalid."
}
1,
"request_id": "49b52ed16992baa4650d093b512a59b6"
}
RS
B2 A2 K&,
4.2.3.3 &if VPN P
ab Ay n
INREN A

RIEVPNRFIDEWAFER.

AR7SE

5203 STERAPI,

URI
GET /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users/{user_id}
= 4-266 S5
BR - i) =AY | i
i%
project_id String 2 IREID, aILABIdIREER B IDFRERE
ID.
vpn_server_id | String = VPNRRS5iRID
user_id String = HFID,
IBKHR

o IERSH
96 o
o IEREH

GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users/{user_id}
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FEE FAMIES

APl &% 4 API
TRALHR
o IRIESEL
IREMAZSEB 9 200: TGN,
#= 4-267 NN Body S%15I%
2R il A
user VpnUser VPNAPXIR,
object
request_id String BKID,
R 4-268 VpnUser
2R il A
id String o INEEIREE: FFID,
o 1z : 36{ZUUID,
name String BR&R,
description String BF#ER,
user_group_id | String o IfESIHER: PRIEFAF4EID.
e Iz: 36fZUUID,
user_group_na | String FRiEFRF4EER.
me
created_at String o INALINAR: GUZEAYE.
o UTCHYEIEZN: yyyy-MM-
ddTHH:mm:ssZ,
updated_at String o INEEIRAER: E|FTRTIE),
o UTCHYEMER: yyyy-MM-
ddTHH:mm:ssZ,
LI )z =]
{
"user": {
"id": "41ad472e-d3e4-482b-8f00-7b2c1bfcab7d",
"name": "user001",
"description": "FIF#EIAR1",
"user_group_id": "yWYnJtOR-Q0a7-R4QW-tFXX-QfundEqrR27W",
user_group_name": "user-group1",
created_at": "2024-06-17T06:53:46.302Z",
"updated_at": "2024-06-17T06:53:46.302Z"
B
"request_id": "926a0edb3bf432943e2399b700173add"
}
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FEE FAMIES

APl &% 4 API
EINGS
B A2 RS,
4.2.3.4 &iF VPN B3I
ThEE TR

RIBEVPNRRSSI%ID, B9AFEEYIER,

BRI
1523 WMTREEAPI,
URI
GET /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users
7= 4-269 SH5AE
B =AYk | R
project_id = IRBID, mILABI3RENIE IDFKEVREBID,
vpn_server_id =2 VPNRRSZ#%ID o
7 4-270 {53k Query 251513
2R i) BEY | #iR
i
limit Integer S S REFNEBIREINICRHE.
marker String & o INEEIRER: EAAATEISINCH,
H=TAEEE—RR . EiF TR
markera] LATRYE E—TRIBRAY
page_infoXy&HHnext_markerig
5.
o ZJR: MMSlimit—iEeER,
BKREE

o IERBY
o
o EXREH

GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users
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FEILE M4
AP &%

4 API

N Rz

) VE=24
REMAZSIE S 200: iGN .

2= 4-271 IR Body 2#5I%

B - Sl ik

users Array of HRFRIIEREE.,
VpnUser
objects

total_count Integer HEIVPNIRSS I FRIFRRF 23,

page_info Pagelnfo DREERAEE.
object

request_id String BXKID,

& 4-272 VpnUser
B E- St )5S
id String o INREIHER: HFID,
e 1&x(: 36fIUUID,
name String BR&R,
description String BRFER,

user_group_id | String

o I0RENAA: FRIEAIF4EID.
o 18z 36fZUUID,

user_group_na | String
me

PRERPAERR.

created_at String o INASIHAR: QUEERTE.
o UTCHI[EIET: yyyy-MM-
ddTHH:mm.ssZ,
updated_at String o INREIRAH: EHATE,
o UTCHI[EMET: yyyy-MM-
ddTHH:mm.ssZ,
%% 4-273 Pagelnfo
E= E-Sit) ik
next_marker String T—mAmarker B E—XEGNWLN FEx

a— T RIFAICIZETE .
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APl &%& 4 API
B it R
current_count | Integer HEFRPER RS,
LI ]z =247
{
"users™: [
{
"id": "41ad472e-d3e4-482b-8f00-7b2c1bfc4b7d",
"name": "user001",
"description": "FIFP IR,
"user_group_id": "yWYnJtOR-QO0a7-R4QW-tFXX-QfundEqrR27W",
"user_group_name": "user-group1",
"created_at": "2024-06-17T06:53:46.302Z",
"updated_at": "2024-06-17T06:53:46.302Z"
%
{
"id": "41ad472e-d3e4-482b-8f00-7b2c1bfc4b7d",
"name": "user002",
"description": "FIFPEIA2",
"user_group_id": "yWYnJtOR-QO0a7-R4AQW-tFXX-QfundEqrR27W",
"user_group_name": "user-group1",
"created_at": "2024-06-17T06:53:46.302Z",
"updated_at": "2024-06-17T06:53:46.302Z"
}
1,
"total_count": 2,
"page_info": {
"next_marker": null,
"current_count™: 2
%
"request_id": "b04b68fb4d548344e0bc4b34dbd6f6e7"
}
N
E2 A2 RS,
4.2.3.5 {22 VPN AR
ab
ThEENR
RIEVPNAERID, {ESUEERIAF .
EREE
5203 SMAERAPI,
URI
PUT /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users/
{user_id}
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FEE FAMIES

AP| &% 4 API
+= 4-274 SEIKA
2R S BEY | ik
i%
project_id String = IREID, mILAEIIRENIRE IDIREIRE
ID.
vpn_server_id | String = VPNARSSiwID o
user_id String =2 BFRID,
IBRiBE
o IERSH
& 4-275 BERSH
E= i) Wik | figik
user UpdateVpn | 2 EHVPNEPIBERER,
UserReques
tBodyConte
nt object

& 4-276 UpdateVpnUserRequestBodyContent

E=E i) Wik | R
description | String B o INREIHEE: FAPHEIA,
o #8I: 0-64FFF, AP, &
X. HF. T,
user_group_i | String B o INEEIRBE: FREAF4EID,
d e H&=: 36fZUUID,

o EREA

PUT https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users/{user_id}

{

"user": {

"description": " ##iA-update”,
"user_group_id": "PTnsQAbZ-KOgW-mCzt-C9Sk-rMM3TcNjQ8wY"

aALES
o IARISH

IREYAZSAZ S 200: successful operations,
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FEE FAMIES

AP| &% 4 API
% 4-277 (IR Body 2#%IF&
E= St ik
user VpnUser VPN,
object
request_id String BKID,
& 4-278 VpnUser
E= it ik
id String o INREHEE: HFID,
o &= : 36{UUID,
name String BR&R,
description String BFER,
user_group_id | String o INEEIREA: FRERF4ID,
e Iz: 36fZUUID,
user_group_na | String FriEBFEER.
me
created_at String o INBSIHAR: CUZEERTIE).
o UTCHYEIEZN: yyyy-MM-
ddTHH:mm:ssZ,
updated_at String o INEGIHER: BEE¥RAYIE],
o UTCHYIENEZ: Jyyy-MM-
ddTHH:mm:ssZ,
- IRz
{
"user": {
"id": "41ad472e-d3e4-482b-8f00-7b2c1bfcab7d",
"name": "1111",
"description": "FF##iR-update",
"user_group_id": "PTnsQAbZ-KOgW-mCzt-C9Sk-rMM3TcNjQ8wY",
"user_group_name": "user-group2",
"created_at": "2024-06-17T06:53:46.302Z",
updated_at": "2024-06-17T08:45:20.973Z"
I
"request_id": "380562b4bda6dfe116c42e707d8e9110"
}
RS
B2 A2 K&,
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FEE FAMIES

APl &% 4 API
4.2.3.6 filp® VPN BB
ThEEN 4B
RIEVPNREFID, MIBRIEERF -
BRELDE
1523 AMTREEBAPI,
URI
DELETE /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users/
{user_id}
2 4-279 S EUHEH
B i) =Ry | Ek
%
project_id String b~ IREID, mILABIdIRENIRE IDFRERE
ID,
vpn_server_id | String = VPNARSZi%ID
user_id String = FHFID,
BKHEE
o BFKBH
To
o iEKREEH
DELETE https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users/
{user_id}
IAGEE
o NS
IREPAZSE A 204: HIBRALIN
RSB

ESA2 RS,
4.2.3.7 #t=MIF& VPN P

ThREN A

RIEVPNRFID, HtEMIREERF.
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FEILE A4
AP &% 4 AP

AR

15203 UEiEAAPI,

URI
POST /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users/batch-
delete
3 4-280 SE5AA
AR i) 2RY | FA
ik
project_id String = IREID, BJLABIIIRENIN R IDFREIRE
ID,
vpn_server_id | String 2 VPNBRS5i%ID o
IBKEE
o BFKEsH
= 4-281 H5RBH
2R it =AY | R
i
users Array of = HIBRVPNAEFIIRIIZE,
OpVpnUser
objects

3% 4-282 OpVpnUser

E=2 E-Sit) Wik | R
id String = o IPELIHER: FARFID,

e #: 36f7UUID,

o IEKIFAI
POST https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users/batch-
delete

{

"users": [
{
"id": "cc975b1d-ede5-448d-a47d-9dbf11f5d842"
b
{
"id": "30ad347e-e36e-42bd-a36b-c38f8ecc8bda"
}
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APl &% 4 API
1
}
NAzLHR
o NS
IREMRZERS A 200: successful operation
2 4-283 I Body %53
2R i ik
request_id String BKid,
o IR
{
"request_id": "c63d850876bcddbdfbd11776cce57914"
}
R&HS

\\Efb

=

4.2.3.8 {2 VPN FBF &5

INRENA

IEXIBEVPNEFRIZ
BARE

15213 UMITEAAPI,
URI

PUT /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users/

A2 RS

{user_id}/password

& 4-284 25 BH
2R S BEY | ik
i%
project_id String 2 IREID, aILABIdIREIRE IDFRERE
ID,
vpn_server_id | String = VPNES3i%ID o
user_id String =2 VPNEFID,
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FEE AL

APl £ 4 AP
IERE]S

aRGHR

I NEE

% 4-285 {5KS%

rd

ZHR E-Sit) Wik | R

old_passwor | String = FFIEZS.

d

new_passwo | String = e INRSHAA: FAFIRZRE.

o #TR:

- KESBEERZSHI2NZER.

- EOEEUTESDRI2M: X
Bxf., I\EFH. HF. 5
BRFERT ~1@#$%N8&*()-_=+|
[{31;:",<>/? F0=H&,

- FEESAPESEIFERSZ
18E,

- HERARESRaSRERIE
AL EI

o EREH

PUT https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users/{user_id}/

password

{
"old_password": "stringst-old",
"new_password": "stringst-new"

}

o IHRIBH

IREYAZSAS S 200: successful operations

%= 4-286 KL Body 2H5%

B S ik
request_id String iBKid,

o [IBRZRA
{

"request_id": "c63d850876bcddbdfbd11776cce57914"

}

52 0A.2 K&
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FEE LS

APl &% 4 API
4.2.3.9 5 VPN P XS
ThEe 4R

EEISEVPNAEFIES .
BASE

B2 I3 AHTERAPI.
URI

POST /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users/
{user_id}/reset-password

2% 4-287 &#150H
B S =AY | Ek
&
project_id String 2 IREID, aILABIdIREIRE IDZRERE
ID,
vpn_server_id | String =2 VPNRRSZ%ID o
user_id String = VPNEFID,
BXKHEHE
o BEXRSH
= 4-288 {I5RSH
2R i Wik | Hk
new_passwo | String = o INRSNRA: AFIAZRI.
rd o #JTR:

- KESEES8E2MNEH.

- EOEBLTEGRR: X
ExE, N52E, HF. 1
B~ @HSWN&H () =+
[{O5,<.>/? FIZSH8.

- FRESERERERFNERS

HE.
- FERARESRIASRERRIIE
EBHEE

o IEKIFAI
POST https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users/
{user_id}/reset-password

SCA%hRA 01 (2025-02-05) WRIERE © HERRARBIRAT 233



FEE FAMIES

API &% 4 API
{
"new_password": "stringst-new"
}
N AZiE S
LI )V
IR[EPMRZSRS I 200: successful operation,
% 4-289 L Body 2#%IFE
B it R
request_id String 15Kid,
o N7l
{
"request_id": "c63d850876bcddbdfbd11776cce57914"
}
N
BEA.2 K&
4.2.3.10 £ VPN FIF4H
ThEeN 4R
HFIEEVPNERSS IR T, CUEEVPNRF4H,
BREE
5203 WfEEARAPI,
URI

POST /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups

& 4-290 UK A

2R ESid] 2R | mk
iE
project_id String 2 IREID, aILABId3kEIRE IDFRERE
ID,
vpn_server_id | String = VPNBRSZ®ID o
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FEE AL

APl &%& 4 API
2 4-291 i53K Header 2713
BiR it =Y | R
%
X-Client- String B o IHAEIRAR: EE MmN,
Token o Hzt: 36fUUID,
(=R )
o ERBH
= 4-292 iERESH
B Sl BERY | ik
%
user_group | CreateVpnU | £ BIEEVPN B FAHIBERAFITR
serGroupRe
questBodyC
ontent
object
& 4-293 CreateVpnUserGroupRequestBodyContent
&R i) Wi |
name String = o INBEIHAR: HFES.
o 1B 1F64NFFF, BIfEA
Y. BYFH., HF. Tk, &
X% o
o R: AFPAZAFEES.
description | String S o INAEINAA: FAPAEINA,
o 1BI: 0F6ANFTF, BIfEAH
X. XKEFHE. INEFE. #HF.
AT ~@#$%N&*()-_=+\|
[{35:"=<>/7
- IEREG

POST https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups

{

"user_group": {

}
}
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FEE FAMIES

AP| &%& 4 API
IALEE
o THRISH
IR[EPMRZERS ST 201: successful operation,
% 4-294 I Body 2#%IFE
B E-Jid] 3%
user_group user_group BFESR,
object
request_id String iB3Kid,
2 4-295 user_group
2R Ry A
id String o IPECEA: VPNRABF4EID,
o 1&=: 36{ZUUID,
o NaRzt£l
{
"user_group": {
"id"; "7625fd92-2e20-4e4d-8c56-66f110fbfaas"
L
"request_id": "94d271493e144135423e7377e40127cf"
}
KB
B2A.2 K&,
4.2.3.11 &ifj VPN fFPH
INEENA
RIEVPNEEFEID, ERHAEFEER .
RARBE
1523 WTEAHBAPI,
URI
GET /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups/
{group_id}
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FEE FAMIES

APl &%

BERHE

NaRzHR

IREMAZSREA 200: EiFIR .

7= 4-297 g Body 2#51Z%

4 API
%+ 4-296 SR
2R St =Ry | Ek
ik
project_id String 2 IREID, BILABIIIRENIRE IDFREIRE
ID,
vpn_server_id | String = VPNARSZi%ID o
group_id String = FAF4HID,
BREH
To
B RAEH
GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups/
{group_id}
EVE=S5

EZ St fR
user_group VpnUserGrou | VPNEFHIIR,
p object
request_id String BERID,
& 4-298 VpnUserGroup
E= E-Sit) R
id String o IfESHEIA: VPNRAAFEID,
o I=: 36fZUUID,
name String FFHEBFR,
description String FBREEA,
type String o INEEIREE: FIPHZEE,
o HYESEHE:
Default: ERIARBF4H.
Custom: FAFEIEAFA.
user_number | Integer BR#E.
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FEE FAIES

APl &% 4 API
B 281 A
created_at String o INAEIHAR: QUEERTE.
o UTCHIEIER: yyyy-MM-
ddTHH:mm:ssZ,
updated_at String o INAEINAR: EFFATE.
o UTCRIEIEZN: yyyy-MM-
ddTHH:mm:ssZ,
- NaszAEpl
{
"user_group": {
"id"; "7625fd92-2e20-4e4d-8c56-66f110fbfaas",
"name": "user-group1",
"description": "FIFZE1",
"type": "Custom",
"user_number": 0,
"created_at": "2024-06-17T09:48:27.548Z",
updated_at": "2024-06-17T09:48:27.548Z"
1
"request_id": "6735d32bb3e35e9154cabaldbc6c2dc6"
}
RS
B2A.2 &,
4.2.3.12 &if] VPN FF4E%%E
INEeN4a
BigeERSH ~, APAESI%E.
BRERE
1E2 03 WaEAEAPI,
URI
GET /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups
7 4-299 S
2R 5] BEY | A
i%
project_id String = IREID, aILABIdIkEI B IDZRERE
ID,
vpn_server_id | String =2 VPNBRSZ%ID
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FEILE M4
AP &% 4 AP

2 4-300 153K Query 2#31%&

2R il BEY | R
ik

limit Integer B D REENEBIUNRERNCREE.

marker String B o INEEIRBE: EEARAIEIAIRCHL,
AEAEEIE R, BT
markera] LARYE _E—TRIARAY
page_infoXJ& A Anext_markeriE
5,

o LYR: BMSlimit—ElE.
IBRBE
o EKREH
o

o EREH

GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups

ol
o IARIBH
IREHRAFD S 200: ERY.

= 4-301 IR Body 2#5I%

=T it R

user_groups Array of FBFHERIIZE.
VpnUserGroup objects

total_count Integer BFREZH.

page_info Pagelnfo object DREERER .

request_id String BXID,

& 4-302 VpnUserGroup

B St faik

id String o INBEHEA: VPNERF4HID,
e 1&={: 36fUUID,

name String FBRB&AFR

description String BRFEER,
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APl &%& 4 API
2R =i g
type String o INEEIRER: FAPHZEREL,
o EUEEH:
Default: BKIABFH.
Custom: FHFBIEREPAH,
user_number | Integer BR#E.
created_at String o INREUGRE: ClUZEEAYE],
o UTCHTEMER: Jyy-MM-
ddTHH:mm:ssZ,
updated_at String o INALINAR: EFFATIE.
o UTCHIEWER: yyyy-MM-
ddTHH:mm:ssZ,
& 4-303 Pagelnfo
2R E-Jid] 3%
next_marker String T—mAmarker B8 E—REGNIN P Ex
E— 1 RIERICIEATE]
current_count | Integer LHEFRPEREHE

- BRI
{

"user_groups": [

"id": "7625fd92-2e20-4e4d-8c56-66f110fbfaa8",

"name": "

user-group1",
"description": "FAF4H1",

"type": "Custom",
"user_number": 0,
"created_at": "2024-06-17T09:48:27.548Z",
"updated_at": "2024-06-17T09:48:27.548Z"

"id": "0748b24e-cbd3-474e-9546-8586e8f2b5c6",
"name": "default",
"description": "Default user group",
"type": "Default",
"user_number": 0,
"created_at": "2024-06-17T03:45:25.879Z",
"updated_at": "2024-06-17T03:45:25.879Z"

}
1,

"total_count": 2,

"page_info": {

"next_marker": null,
"current_count": 2

}

"request_id": "1ae5c7648497d3d90824985367da954a"
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FEE FAMIES

APl &%& 4 API
I NEE
B2 A2 K&
4.2.3.13 {822 VPN FHP4H
ThEEN 4R
IRIEVPNAF4HID, (EotsEAFE.
BREE
5203 WMaERAPI,
URI
PUT /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups/
{group_id}
= 4-304 S E05EH
2R i) =AY | @k
i%
project_id String b~ IREID, mJLABIIIRENIRE IDFRENRE
ID,
vpn_server_id | String = VPNESS#%ID o
group_id String = FAPEID,
BXREE
o BKSY
& 4-305 iERSH
B E- Sl Wik | #iR
user_group | UpdateVpn |2 BEFHVPNAEPEIEKITR,
UserGroupR
equestBody
Content
object
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FEILE M4
AP &%

4 API

NaRzHR

& 4-306 UpdateVpnUserGroupRequestBodyContent

2R il WiE | R
name String B o INBEIHAR: HFBEE.
o 1&I: 1EI64ANFERF, AIERP
X. XKEF8. NEFE. #H=F.
HIRER ~@#$%N&*()-_=+\]
{3 <>/2,
o AR FFHBARBEES.,
description String = o INBEIRER: FAFEHHA,
o #&I: 0ZIGANFESRF, AfERP
X. XEFH. INEFH., H=F.
BIRFRT ~@#$%N8&H()-_=+\|
{3 <>/2,
- 1EKEA
PUT https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups/
{group_id}
{

"user_group™: {

}
}

M) Ny S8
IREMRZERS A 200: successful operation

Z 4-307 LK Body 2#5Z%

B St )%

user_group VpnUserGrou | VPNREAF4HIIR,
p object

request_id String 1BKID,

2% 4-308 VpnUserGroup

B i) HER
id String o IhEEHNA: VPNRF4AID,
o #B={: 36/2UUID,
name String FBFREZFR,
M A4hRAS 01 (2025-02-05) RIS © LA ARBIRAE] 242




FEE AL

APl &% 4 API
E= i) fR
description String FIF4ER,
type String o INREIRBE: FIPHZEEY,

o BUESCHE:
Default: ERAFPAEH,

Custom: FHFSIERAFH,

user_number | Integer BR#E.
created_at String o IHASIHAR: QUFEERTE.
o UTCHIIEWER: yyyy-MM-
ddTHH:mm:ssZ,
updated_at String o INAEINAR: EFFATE.
o UTCHIIEWER: yyyy-MM-
ddTHH:mm:ssZ,
- NMaszzRpl
{

"user_group": {
"id": "7625fd92-2e20-4e4d-8c56-66f110fbfaa8",
"name": "user-group1-update"”,
"description": "F3F£E1-update",
"type": "Custom",
"user_number": 0,
"created_at": "2024-06-17T09:48:27.548Z",

%
"request_id": "6735d32bb3e35e9154cabaldbc6c2dc6"”
}
NE
52 A.2 )REB .
4.2.3.14 ffif% VPN FIF4H
TheEN 4R

HRIBVPNFIFEID MRS E A,
AR5
ESI3 YITEFIAPL,

URI

DELETE /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups/
{group_id}
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FEE AL

APl &%& 4 API
& 4-309 S U
B i) =AY | EA
i
project_id String 2 IREID, aILABIdIREER B IDZREVRE
ID,
vpn_server_id | String = VPNRRS5iRID
group_id String = FEBRFHID,
BKRHE
o EkBH
o
o BRI
DELETE https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups/
{group_id}
TAZE S
o HRZS#L
IR[EPAZSES S 204: MIBRELIN
RSB

52 A2 K&

4.2.3.15 70 VPN BBFZEIA

IIRENM A

BVPNRIFRIIZIEER AT .
AR5

23 WTEAAPL
URI

POST /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups/

{group_id}/add-users

% 4-310 S8

B it BEY |k
%
project_id String 2 IREID, aILABIdIREIER B IDFRENRE
ID,
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API &% 4 API
ZR i BBY | ik
i%
vpn_server_id | String = VPNBRSBi%ID
group_id String 2 VPNARFID,
IBRHR
o BKSY
& 4-311 ERESH
B E- Sl =AW | it
%
users Array of s VPNHERF%IZE,
OpVpnUser
objects

& 4-312 OpVpnUser

2R S =AY | R
ik
id String = e INBEHIA: VPNHEHRFID,
o &=: 36fUUID,
- ARSI

POST https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups/

{group_id}/add-users

{

"users": [

{
"id": "41ad472e-d3e4-482b-8f00-7b2c1bfc4b7d"

%
{

"id": "a609eecb-3fa6-4d6d-a8c3-256a12d02b6c"

}
]
}

uRziER
o IHRIBH

IR[EPMAZSRS ST 201: successful operation,
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AP| &% 4 API
% 4-313 N7 Body S¥51%
B E-Sit) E[::)%
request_id String BXKID,
- IRzl
{
"request_id": "63c49a90467d1ee8a111e587eaedaclf"
}
RSB
B2 A2 K&,
4.2.3.16 HIFRZAPA VPN FBF
ThEEN B
¥GVPNREF MEERFHEAER
BRRE
15213 AMITEAAPI,
URI
POST /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups/
{group_id}/remove-users
& 4-314 S ¥05HH
2R i) BEY |k
i
project_id String b~ IREID, aILABIdIREIERE IDFREVRE
ID,
vpn_server_id | String = VPNBRSZRID
group_id String g2 VPNARFID,
iﬁ*;ﬁl§\
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FEILE M4
AP &%

4 API

% 4-315 {5k8H

2R il =B/ | EA
i
users Array of = VPNARF%IZE,
OpVpnUser
objects

& 4-316 OpVpnUser

B St =AW | ik
ri
id String = o IhEEHEIA: VPNAEFID,
e 1&=: 36{ZUUID,
- iEKES

POST https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups/
{group_id}/remove-users

{

"users": [

{

"id": "41ad472e-d3e4-482b-8f00-7b2c1bfc4b7d"

}
]
}

NaRzGER
LI V=S 4

IR[EYRZERZ S 201: successful operation,

%% 4-317 9 Body S#5I%&

E= it %
request_id String BXKID,
- ImRRABY
{

"request_id": "254ee8ac1d39c2a0ec6200447b676e18"

}

RS
ESMA2 RSB,
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APl &% 4 API
4.2.3.17 &Eif)283 VPN R
ThEeN48
RIEVPNEFEID ERENBFER.
BREE
1523 WMaERAPI,
URI
GET /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups/
{group_id}/users
%= 4-318 205
BR it =AY | @k
i%
project_id String 2 IREID, BILABIIIRENIRE IDFREIRE
ID,
vpn_server_id | String = VPNARSEi%ID o
group_id String = HRFHID,
% 4-319 53K Query BHFIE
B it =ERY | #ER
%
limit Integer B D REENEBIURERNCREE.
marker String B o INBEEWEE: ERARANCIATRICHL,
A=W AEEE—R. EFTF—IH
markera] LARYE _E—TRIARAY
page_infoXJ& A Anext_markeriE
5,
o 2U%R: wimSlimit—iEefER .
(=R =)
o BKSY
To

o EREH

GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups/

{group_id}/users
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FEILE M4
AP &% 4 AP

N Rz

o R 2%
IREMAZSES S 200: EiERIN.

2 4-320 ljIL7 Body S#5%

B -5t R
users Array of BRHETRIIE,
VpnUserinGroup
objects
total_count integer HR2#,
page_info Pagelnfo object SRERRAIER.
request_id String BXKID,

& 4-321 VpnUserInGroup

B it fik
id String o INREIHER: HFID,
o INEEIRAA: 36{IUUID,
name String BR&R,
description String BRFER,

& 4-322 Pagelnfo

B i) iR
next_marker String T—mA9marker B8 E—REBNHN P Ex
E— 1 EIRRYCIEERTE],

current_count | Integer EENEI Bt
- l@RAER

{

"users": [

{

"id": "41ad472e-d3e4-482b-8f00-7b2c1bfc4b7d",
"name": "user1",
"description": "FHF 1{A"
}
1

"total_count": 1,
"page_info": {
"next_marker": null,
"current_count": 1

b
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FEILE M4
AP &%

4 API

T

"request_id": "146c67110e52963d5bf62785aede7308"

4.2.4 15 5RHE

4.2.4.1 B3 VPN 50 5ERg

ab
IRENR

AR

URI

EKRiHR

EHEEVPNIRSS IR T, BIEIHIERES .

523 W(EERAPI,

POST /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/access-

policies

3 4-323 SR

2R S BEY | ik
i%
project_id String 2 IREID, aILABIdIREIR B IDFRENRE
ID,
vpn_server_id | String = VPNARSSiwID o
% 4-324 53K Header 2513
2R i BEY | fEk
%
X-Client- String S o INEEIHER: BEMIRR,
Token o 1&=: 36{ZUUID,
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FEILE A4
AP &%

4 API

AGEHER

% 4-325 {5kEH

B RE

CreateVpnA
ccessPolicyR
equestBody
Content
object

access_policy

BIEEVPNILIARIEBERAFIIR

& 4-326 CreateVpnAccessPolicyRequestBodyContent

2R il =R/ | EA
i
name String 2 o INEEEIA: IHDEES.
user_group_i | String = o IfBEHA: VPNEFAID,
d o 1&t: 36(IUUID,
description | String B TR EIA
dest_ip_cidrs | Array of 2 o INEEHHIA: BRIIPMERYIZE,
strings o 18 "SR/ E,
$180192.168.1.0/24
o AR EVHINTME, £210
A
"o
- IEREA
POST https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/access-
policies
{

"access_policy": {
"name": "policy-001",

"user_group_id": "7625fd92-2e20-4e4d-8c56-66f110fbfaa8",

"description": "i5ialEEHE1",
"dest_ip_cidrs": [
"172.16.0.0/24",
"172.16.1.0/24"
1
}
}

M Rz S4L

IREPMRZERS ST 201: successful operation,
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FEILE M4
APl &% 4 AP

2= 4-327 UK Body 2#5I%

B St R

access_policy | access_policy | iHa5RAEXISR.
object

request_id String 1B5KID,

& 4-328 access_policy

B -5t R

id String o INBEHEIAR: THIBIZRARID,
e 1&zL: 36fIUUID,

o [BRZHFA
{

"access_policy": {

"id": "4f746482-a575-4e1f-9e80-5f6f69ff8588"
h
"request_id": "1663cd8cacbb3497ebc88877e5a3ad89"

T

4.2.4.2 &if] VPN 5o SR
IHEENA
TRIEHIEFRRRID, Z1AVPNIG B SR .
BB
15203 {EiEARAPI,
URI

GET /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/access-
policies/{policy_id}

% 4-329 2K
B it =AY | Ek
i%E
project_id String 2 IREID, aILABIdIREIRE IDFRENRE
ID,
vpn_server_id | String = VPNESZi%ID o
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APl &% 4 API
ZR it BBY | ik
i%
policy_id String = HIEIZRAEID .

ISKiHE
. BERBH
o
o IERIEH

GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/access-policies/

{policy_id}

It
o MRS

IREMAZISH 200: G

% 4-330 AR Body 2#51%

B E-Sit) R
access_policy VpnAccessPolicy object | VPNIFIESAEITR o
request_id String BXKID,

= 4-331 VpnAccessPolicy

B it fik

id String o INREMEIA: I5EIZRARID,
o #8z: 36{ZUUID,

name String G e i

user_group_id | String o INEEHEIA: XKEXFPAID,
e 1&x: 36{1ZUUID,

user_group_na | String KEXFIFHEBFR,

me

description String B SRES AR o

dest_ip_cidrs Array of String | o INggHEIR: BRIIPMERSIZE .,

o 180: "R+l IS I, fUan
192.168.1.0/24,
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FEE AL

APl &% 4 API
2R it} ik
created_at String o INAEINAR: BUiEATE.
o UTCHTEMER: Jyy-MM-
ddTHH:mm:ssZ,
updated_at String o INAEINAR: EFFATE.
o UTCRIEIEZN: yyyy-MM-
ddTHH:mm:ssZ,

o IIRCAFBI
{

"access_policy": {
"id": "4f746482-a575-4e1f-9e80-5f6f69ff8588",

"description": "i5ITHEEE1",

"dest_ip_cidrs": [
"172.16.0.0/24",
"172.16.1.0/24"

I
"created_at": "2024-06-17T13:32:19.57Z",
"updated_at": "2024-06-17T13:32:19.57Z"

b
"request_id": "85657002f01c35576606003cc36114ab"
}

R
BEBMA2 R0,

4.2.4.3 &ifj VPN 505853

IheeN 4R

BT VPNRSS %D, EiEVPNIS A RS FIZE
WBRBExE

523 W(EERAPI,
URI

GET /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/access-policies

3 4-332 SR

B R BEY |k
%
project_id String 2 IREID, aILABIdIREERE IDFREIRE

IDo

VPNRSSRID o

ali

vpn_server_id String
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FEILE M4
AP &%

4 API

% 4-333 153K Query 2HFI%

2R i) BEY | #A
%

limit Integer B P REGNEBIUREINICRHE.

marker String & o INEEWIEE: BRAARANEIAIRICHL,
A= AEFE—R. BT~
markera] LIRIE_E—TAmRzAY
page_infoXd&R A AInext_markeriE
5,

o HR: WARSlimit—it(FE,
WRE
o EkSH
To

o EXREH

GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/access-policies

aRGHR

o IHRIBH
SREMAASESH 200 BRI .

5 4-334 IR Body 2#31%

B E-Sit) R
access_policies Array of HERIETRIIE,
VpnAccessPolicy
objects
total_count Integer RIS E

page_info Pagelnfo object SRERRAIER..
request_id String iBKID,

Z= 4-335 VpnAccessPolicy

B it e

id String o INREHEIR: IHTIZRRRID,
o 1&=: 36{ZUUID,

name String THEZREEE IR,

MAERRAS 01 (2025-02-05)
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FEILE M4
AP &%

4 API
B it fiik
user_group_id | String o IPBEHEIA: FEXAHEFAID,
o 1&=: 36fZUUID,
user_group_na | String KEXARPEER,
me
description String RIS AR
dest_ip_cidrs Array of String | e IfgSHEIA: BHAJIPMERFIZE
o 1B "S-t /A &I, Fian
192.168.1.0/24,
created_at String o IhBEIHAR: GUEERYE.
o UTCHIEWER: yyyy-MM-
ddTHH:mm.ssZ,
updated_at String o INBERHE: EEFRATE,
o UTCHIEIRETN: Jyny-MM-
ddTHH:mm.ssZ,
& 4-336 Pagelnfo
E2E it ik
next_marker String T—mfImarker, {EAE—XEHNELNH
RE—TRIENEIERE.
current_count | Integer HEIPIRPRFHE.

M Rz 451
{

"access_policies": [

"id": "4f746482-a575-4e1f-9e80-5f6f69ff8588",
"name": "policy-001",
"user_group_id": "7625fd92-2e20-4e4d-8c56-66f110fbfaa8",
"user_group_name": "user-group1",
"description": "5 5RAE1",
"dest_ip_cidrs": [

"172.16.0.0/24",

"172.16.1.0/24"

]

}
]

"total_count™: 1,
"page_info": {

"next_marker": null,

"current_count™: 1

}
}

"created_at": "2024-06-17T13:32:19.57Z",

"request_id": "02b5b35cab4c2963d1d89560f50017b9"
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FEILE M4
AP &% 4 AP

N

52 0A.2 K7&L.

4.2.4.4 {8 VPN 5|a)5508

IheeNA
IRIEVPNIFIISREEID, 1EXGEEAIHDERES
BERE
152003 dMaEFAPI,
URI
PUT /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/access-
policies/{policy_id}
2 4-337 208
2R i) =Ry | Ek
ik
project_id String s IREID, mJLABIdIREIRE IDFRENRE
ID,
vpn_server_id | String = VPNRRSSi%ID .
policy_id String g2 IBERAEID
BKRHE
o EKREH
% 4-338 IERSY
2R E-Sit) Wik | R
access_policy | UpdateVpn | 2 EITAIORISIE RN SR
AccessPolicy
RequestBod
yContent
object

< 4-339 UpdateVpnAccessPolicyRequestBodyContent

&R i) Wi |
name String & HIEREEIR
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FEE FAMIES

APl &% 4 API
B St Wik | ik
user_group_i | String B o IfRCHHA: XBXFF4HEID,
d e #&z: 36fIUUID,
description | String & IHIaIEREEIEIR
dest_ip_cidrs | Array of ) o IfEEHIA: BRIIPMERSIZE,

strings

o BT "moHiEH /B B,
f5140192.168.1.0/24

o Ak: EVHINMMER, ES101
MIEZ o

- 1EKREA
PUT https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/access-
policies/{policy_id}

{

"access_policy": {

"user_group_id": "efb92c43-c2e9-44c0-b2e5-5b980f0ca90a",
"description": "i5|25RE1-update”,
"dest_ip_cidrs": [
"192.168.12.0/24",
"192.168.1.0/24"
1
}
}

i Az =
o NS
IREYAZSAS S 200: successful operations

2= 4-340 K Body 2#51%

B i) oA
access_policy VpnAccessPolicy object | VPNiBBISFEIEITSR
request_id String 1B5KID,

%= 4-341 VpnAccessPolicy

=T it iR

id String o INEUHENA: IHIARAEID,
o 1&x(: 36fUUID,

name String BIARAERFR
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FEE FAMIES

APl &% 4 API
E= i) fR
user_group_id | String o IPBEHEIA: FEXAHEFAID,
o &z(: 36{ZUUID,
user_group_na | String KEXARPEER,
me
description String RIS AR

dest_ip_cidrs Array of String | e IfgSHEIA: BHAJIPMERFIZE

o 1&IV: "M/ ET, HIan
192.168.1.0/24,

created_at String o IhBEIHAR: GUEERYE.
o UTCHIEMER: yyyy-MM-
ddTHH:mm:ssZ,
updated_at String o INBEIRAA: EFETATIE.
o UTCHYEMER: yyyy-MM-
ddTHH:mm:ssZ,
- @R
{

"access_policy": {
"id": "36f3f232-9204-4774-be20-84cc94da8535",
"name": "policy-001-update",
"user_group_id": "efb92c43-c2e9-44c0-b2e5-5b980f0ca90a",
"user_group_name": "FF£HA",
"description": "i5i@5kA&1-update”,
"dest_ip_cidrs": [
"192.168.12.0/24",
"192.168.1.0/24"

1
"created_at": "2024-06-14T08:59:45.598Z7",

%,
"request_id": "2e4cc58a4ea5fe69f62d6d8943b5f99b"
}

RED
EEMA2 KA.
4.2.4.5 W& VPN 5[0 558E
IHEEN A
RIRVPNIS D S58SID, MRS IS 5 5505

ARSI

523 W(EERAPI,
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FEILE M4
AP &% 4 AP

URI

DELETE /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/access-
policies/{policy_id}

3 4-342 2R

AR ESid] =/ | Ek
ik
project_id String = IREID, BJLABIIIRENIN R IDFREIRE
ID,
vpn_server_id | String 2 VPNBRS5i%ID o
policy_id String = IEERAEID

BERHE

o iEKEEA
DELETE https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/access-
policies/{policy_id}

NaRLHS
o IMESH
IREHRHS S 204: BERART -
RS

4.3 B ~FHEO

4.3.1 VPN Ec&En

4.3.1.1 EHEER

TRENA
BIPTAPTEVPNIRS TROMASEREAR, EIEVPNRIXEER. RIUHMXEAR. VPN
MESERUAR

ARG

152 ANalEAHBAPI,
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FEILE M4
AP &%

4 API

URI

GET /v5/{project_id}/vpn/quotas

& 4-343 SR

2R i) =AY | 5HA
i%&
project_id String g2 IRHID, aILAEIZAENIRE IDFREVIRE
ID,
BXRIER
o BKBY
To
o iEREAHI
GET https://{Endpoint}/v5/{project_id}/vpn/quotas
A1
o MRS
IRENAZSHSA 200: TGN
3= 4-344 9RY; Body S#51%
B it f#HiA
quotas Quotas object | quotasiJ&,
request_id String BXKID,
% 4-345 Quotas
B St fEiA
resources Array of resourcesXysR .
Quotalnfo
objects

MAERRAS 01 (2025-02-05)
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FEE FAMIES

APl &%& 4 API
2% 4-346 Quotalnfo
=T it f#iA
type String o INAEIHBA: RiEtypeldiEE TS ERE
HIECER .
o HUEEE:
- customer_gateway XtimRIX
- vpn_connection IIRVPNIZESE
- vpn_gateway 1EMIRVPNRIK
- vpngw ZERRVPNRX .
- vpn ZBRRVPNIER: .
quota Integer A& LR .
used Integer EfFRE.
o IMRAEAI
{
"quotas": {
"resources": [
{
"type": "customer_gateway",
"quota": 100,
"used": 13
%
{
"type": "vpn_connection",
"quota": 5000,
"used": 306
%
{
"type": "vpn_gateway",
"quota": 50,
"used": 23
}
) 1
",request_id": "9aeb7f73-e1b6-42eb-96ad-b68aef8186e3"
}
N

BS A2 KEE,

4.3.2 VPN #r&&

4.3.2.1 EiERIRELHFIE

ab
THEEN R

RIEREERRIRLAITIR
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FEE AL

APl &% 4 API
BRI

iES UMEIEAPI,
URI

POST /v5/{project_id}/{resource_type}/resource-instances/filter

+ 4-347 SHURHA

B i) 2/Y | A

i%
project_id String = IREID, aJLABIdIkEI B IDFRERE
ID.

resource_type | String = o INEEIHER: J|IRERY,

o EYESEE: vpn-gateway,
customer-gateway, vpn-
connection, p2c-vpn-gateways,

3 4-348 53K Query BH5IFE
B i) =AY | ik
i%
limit Integer B o INRSINHAE: TENCHEH
o EUESBME: 1-1000,
o ZXIME: 1000,
offset Integer 5 o INELIHER: TS| E. MFoffsets:
RN T —REIEHBE,
o EYETHE: &/IMEANO,
o EIME: O,
IBKRHR
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FEILE M4
AP &%

4 API

% 4-349 {5kEH

BiR i 2EY | itk
i%
without_any | Boolean & o INBEIRER: ZFER NtrueltEiAFT
_tag BATGIRSHEIR, a8
“tags” FE . ZFEHfalsenE
FIEHZSHAT, ZREREX,
BREIFrERIRIIZ tags",
"matches"E&ATIE .
tags Array of Tag | & o INREIHBE: 17T,
objects o WER: RESES201.
matches Array of & o INEGIRER: ERFE, G&keyH
Match value, key SEMEHIFEZ,
objects resource_nameZs, value/gltEg
B9E. keyNEIEFHE.,
%% 4-350 Tag
B il =AY | #EA
1%
key String = o IfgEiRER: IREAIRE,
o HUESEE: 1-1281M=F%,
values Array of = o INEEIRAR: FREMETIER. IR
String valueshH=FIZE, MFER
any_value, valueZ[E9akA9%
%,
o HUESEE: 0-2551=F7%F,
o R HRBEF201,
2% 4-351 Match
2R S =EY | A
1%
key String = o INgEEWBA: DLECAYRE.
o HYESEE: resource_name,
value String = o INASIHAR: PUHCHY(E.
o EUEEE: 0-2551Ff
I=REl

POST https://{Endpoint}/v5/{project_id}/{resource_type}/resource-instances/filter
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FEE AL

APl &% 4 API
tags": [{
key": "key1
"values": [
"value1",
"value2"
1
T
{
key": "key2
"values": [
"value1",
"value2"
1
}
1
"matches": [{
"key": "resource_name",
"value": "resourcel"
3.
"without_any_tag": "false"
}
TRALHR
o IRIES%L
IRENRZES A 200: EFiEKIN,.
2= 4-352 [ Body £#1%I1%
2R il faR
resources Array of RENRIIZE,
Resource objects
total_count Integer SIEFEH.
2% 4-353 Resource
B i) fR
resource_id String =IEID,
resource_detail | object "FEFE. BTV E, ARz,
tags Array of ey,
ResourceTag
objects
resource_name | String ZRBZR
2R 4-354 ResourceTag
B ikl fR
key String s e
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FEE FAMIES

APl &% 4 APl
B i) fR
value String FREERYE

o IRzAFAI
{

"resources": [{
"resource_id": "134f9fb1-demo-a8df-va86-2040a5c13325",

"resource_name": "resouecel”,
"tags": [{

"value": "value1"
1

3
"total_count": 1000

}

RS
BB A2 KA.

4.3.2.2 BiFRRLHIEE
IHEENA

RS TSRS,
BARABEx

B2 AT EEHAPI

URI
POST /v5/{project_id}/{resource_type}/resource-instances/count
K 4-355 25 PH
BiR it =5Y | %A
i%
project_id String = INEID, aJLABIIIREINE IDZRERE
ID,
resource_type | String = o IPRCIHER: BIRERY,

J HWE?BI: vpn-gateway,
customer-gateway, vpn-
connection, p2c-vpn-gateways,

BEXRIER

o IBRBY
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FEILE M4
APl &%

4 API

% 4-356 {5KS%]

BiR i 2EY | itk
i%
without_any | Boolean & o INBEIRER: ZFER NtrueltEiAFT
_tag BATGIRSHEIR, a8
“tags” FE . ZFEHfalsenE
FIEHZSHAT, ZREREX,
BREIFrERIRIIZ tags",
"matches"E&ATIE .
tags Array of Tag | & o INREIHBE: 17T,
objects o WER: RESES201.
matches Array of & o INEGIRER: ERFE, G&keyH
Match value, key SEMEHIFEZ,
objects resource_nameZs, value/gltEg
B9E. keyNEIEFHE.,
% 4-357 Tag
B il =AY | #EA
1%
key String = o IfgEiRER: IREAIRE,
o HUESEE: 1-1281M=F%,
values Array of = o INEEIRAR: FREMETIER. IR
String valueshH=FIZE, MFER
any_value, valueZ[E9akA9%
%,
o HUESEE: 0-2551=F7%F,
o R HRBEF201,
2% 4-358 Match
2R S =EY | A
1%
key String = o INgEEWBA: DLECAYRE.
o HYESEE: resource_name,
value String = o INASIHAR: PUHCHY(E.
o EUEEE: 0-2551Ff
I=REl

POST https://{Endpoint}/v5/{project_id}/{resource_type}/resource-instances/count
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FEIE FAIES

APl &% 4 API
"tags": [{
key": "key1
"values": [
"value1",
"value2"
1
i}
{
key": "key2
"values": [
"value1",
"value2"
1
}
1
"matches": [{
"key": "resource_name",
"value": "resourcel"
1,
"without_any_tag": "false"
}
RLER
o IHESHK
IREYAZSAS S 200: TGN
2= 4-359 K7 Body 2#151%
2R il R
total_count Integer SICRE
LI )z =]
{
"total_count": 1000
}
RS
B2A.2 K&,
4.3.2.3 HERINFFIRES
ThEEN 4R
FIEELHRERIIRE
BRI
iESANEERAPI,
URI
POST /v5/{project_id}/{resource_type}/{resource_id}/tags/create
M A4hRAS 01 (2025-02-05) RIS © LA ARBIRAE] 268



FEE A4S

APl &% 4 API
& 4-360 2P
BiR xR =5Y | %A
rid
project_id String 2 IREID, mJLABII3RENIRE IDFRENE
ID,
resource_type | String = o INEGIHER: &IESEAY,

o HEYESEE: vpn-gateway,
customer-gateway, vpn-
connection, p2c-vpn-gateways,

resource_id String = FIEID,
BXREE
o IERBH
= 4-361 iERkSH
B E- Sl =a | #Er
1%
tags Array of = o INEEWEA: 1RIIFER.
ResqurceTa o HE: EEEE0,
g objects
= 4-362 ResourceTag
B e il =AY | R
1%
key String = o IfREIRAA: IREERIHE
o BUESEE: 1-1281FFF, M
F. BYFHE. $X. mRFE.
#HiE. =8, LIRUTER: =
+-@,
value String B o INEEIRER: 1REMIE.
o BUESEE: 0-2550FF, ST
F. BRYFHE., $X. mRFE.
#iE. =8, LURLITFEFR: _
+-@,

o EREH

POST https://{Endpoint}/v5/{project_id}/{resource_type}/{resource_id}/tags/create

"tags": [{
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FEIE M4
AP &%

4 API

H

fivA=1=A
o IHRIBH

IREURZESRE S 204: KRS I o

K&
BESIA.2 K&
4.3.2.4 HtEMFRFIFIRE
ThEEN 4R
JEE LB EMIBRIFES
BRAREZE
IESAMEERAPI,
URI
POST /v5/{project_id}/{resource_type}/{resource_id}/tags/delete
2 4-363 SEUHEH
2R i =AY |k
%
project_id String 2 IRHID, aILAEISAENIRE IDIRENIRE
ID,
resource_type | String = o INBEIHER: JEZERY,

e HYESEE: vpn-gateway,
customer-gateway, vpn-
connection, p2c-vpn-gateways,

resource_id String = HIEID,
BKEHR
o IERBH
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EINEBMLE
APl &% 4 AP

% 4-364 EKSH

B St BEY | R
1%
tags Array of = o INEERAA: 1REIIFER,
ResqurceTa o HTH: BEZEE04.,
g objects
= 4-365 ResourceTag
B Sl =AY | it
1%
key String = o INREIREA: 1REHIE.
o EUESEE: 1-1281MF1F, 5
F. BT, P, FHFE.
BB, =8, URMTFSE: =
+-@,
value String & o INREEIRER: 1REHYE.
o BUEEE: 0-2550F %, S5
F. BXFH., B, mFIE.
#HiE. =18, LIRUTER: =
+-@,

o EXREH

DELETE https://{Endpoint}/v5/{project_id}/{resource_type}/{resource_id}/tags/delete

"tags": [{
"key": "key1",
"value": "valuel1"
1
}

AT
o MESH
IREIAZSEE S 204: BIBSIRESARLN

NG
EEMA2 R,

4.3.2.5 EFERIRE

ab
ThREN 4R

EEELAIRITREER
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FEE FAMIES

APl £ 4 AP
ERREE

52 WATEFAPI,
URI

\i A 24
18> 7&1%\

WAGEHR

GET /v5/{project_id}/{resource_type}/{resource_id}/tags

K 4-366 2% HA

2R il BEY | R
i
project_id String = IREID, BJLABIIIREVIRE IDFRERE
ID,
resource_type | String 2 o INBEIHAR: BFRAER,

o HUESEE: vpn-gateway,
customer-gateway, vpn-
connection, p2c-vpn-gateways.,

resource_id String g2 ZIRID,

o IBRBY
o
o BRI

GET https://{Endpoint}/v5/{project_id}/{resource_type}/{resource_id}/tags

o NS

IREMAZIS /A 200: G,

7 4-367 IR Body 2¥%I%&

B it fiid

tags Array of RIRIRESIER
ResourceTag
objects

& 4-368 ResourceTag

B it A

key String s e

value String RERE,
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FEILE M4
AP &% 4 AP

LI v =271
{

"tags":[
{
|lkey|I:l|key1 |I’
"value":"valuel"
}
1
}
RS
B2 A2 K&,

4.3.2.6 EFMBERE
IHEENA

PR S IR E PR R TR A RS .
ARBx

i5S LAMEE AP,

URI
GET /v5/{project_id}/{resource_type}/tags
K 4-369 S E0<AA
2R il =ERY | R
%
project_id String = IREID, BILABIIIREVIRE IDFREURE
ID,
resource_type | String = o INEGIHER: &REEAY,

e HYESEE: vpn-gateway,
customer-gateway, vpn-
connection, p2c-vpn-gateways,

IBKRIHR

o IBRBY
o
o EXREH

GET https://{Endpoint}/v5/{project_id}/{resource_type}/tags

NaRZHS
o IARIBH
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FEE FAMIES

APl &% 4 API
IREMAZSEB S 200: TGN,
% 4-370 WL Body 2#3I%&
B it ik
tags Array of TR
ResourceTag
objects
& 4-371 ResourceTag
B it fiHiA
key String A e
values Array of String | {7&HIE,
o IRAES
{
"tags":[
{
"key":"key1 ",
"values":["value1"]
}
1
}
R&HS
1%5%)|_|L:A2 )Iklu\ﬁg o
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REHAE FAES
API & 5 NP

5 Rz 7=

5.1 =fl—: BIE=AZ VPN RX

e S T
AEDIESHAP@ITEBAPIESIFEILEE AN VPNRXE,
BUiRSR4
o BEIEVPC, EXiBESIEIZEVPC,
o BFEEMYIVPNRXFAENXIGER, FRIEXIGHERAAPIRIEndpoint,
o HIZ(EFEAToken NIES N FEROAIESEANAT, FEEIREVAHEF TokenH A BZE OIS
B “X-Auth-Token” E|NI$3#EOEKRIEESLH ., TokenmAIE, EMRIEIBESEIA
IFEENET .
(REETY:
BT IAMBRSZIRENZE A9 TokenE ZEA /9240, FBE(FERE—1Token&EMNAT, ATLASEE Token
ZF, BRmEER.
RS
% 5-1 Bl VPN MXiEKKiESH
S jizlilz] BYEG
vpc_id VPN X FmiZERZAIVPCRY cb4a631d-demo-a8df-va86-
ID. ca3fa348c36¢
local_subnets RimIES o 192.168.0.0/24,192.168.1.0/24
connect_subnet | VPNMXPR{EHEAIVPCHRY | f5741286-demo-a8df-
+MID, vaB86-2c82bd9ee114
eip1.id VPN®IFE(EFERISE—NEIPHY | cff40e5e-demo-a8df-
ID, va86-7366077bf097
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https://support.huaweicloud.com/qs-vpc/zh-cn_topic_0017816228.html
https://support.huaweicloud.com/api-vpc/vpc_api00_0010.html
https://support.huaweicloud.com/api-vpc/vpc_api00_0010.html

FEE FAMIES

APl &% 5 RzFA)
¥ Lzl EERESI
eip2.id VPNRIF{EFERYE —NEIPRY | d290f1ee-demo-a8df-va86-
ID, d701748f0851
BRIELR

1. BUERXEXVPCRIVPNRIZ,

a. &iX “POST https://{endpoint}/v5/{project_id}/vpn-gateways” ,
project_id AIREID,

b. fERequest Headerdri&fN “X-Auth-Token” .
c. fERequest BodyF{EANSEIUT
{

"vpn_gateway": {
"vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36¢",
"local_subnets": [
"192.168.0.0/24", "192.168.1.0/24"
1

"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"eip1 0o {

"id": "cff40e5e-demo-a8df-va86-7366077bf097"
}

"’eip2": {
"id": "d290f1ee-demo-a8df-va86-d701748f0851"
}
}
}

d. BEEBEKRMMNER.
" IERpLIOEY, MNMSEENT, idRtEVPNRIKAIID,
{

"vpn_gateway": {
"id": "620d99b8-demo-a8df-va86-200b868f2d7d",
"name": "vpngw-3caf",
"network_type": "public",
"attachment_type": "vpc",
"vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36c",
"local_subnets": ["192.168.0.0/24", "192.168.1.0/24"],
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 64512,
"access_vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36c",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"flavor": "Professional1",
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "0"
L
"request_id": "4a739f5c-edb7-4122-b31f-b77fb1b94857"
}

2. BAVPNRIXFE,
a. &iX “GET https://{endpoint}/v5/{project_id}/vpn-gateways/{vgw_id}” ,
project_id AIREID,
b. f#ERequest Headerd &N “X-Auth-Token” ,
c. BEEKMNER.
. }%WEJZI}JEU‘, MR SEENT, idFtEVPNRIATIID,

"vpn_gateway": {
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"id": "620d99b8-demo-a8df-va86-200b868f2d7d",
"name": "vpngw-3caf",
"network_type": "public",
"status": "ACTIVE",
"attachment_type": "vpc",
"vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36c",
"local_subnets": [
"192.168.0.0/24", "192.168.1.0/24"
1
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"access_vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36c",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 64512,
"flavor": "Professional1",
"availability_zone_ids": [
"cn-south-1f", "cn-south-1e"
1
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "0",
"eip1™: {
"id": "cff40e5e-demo-a8df-va86-7366077bf097",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 8"
"charge_mode": "bandwidth",
"bandwidth_id": "593a1a79-demo-a8df-va86-64ec45fb23f6",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-1391"

I
"eip2": {
"id": "d290f1ee-demo-a8df-va86-d701748f0851",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 6"
"charge_mode": "bandwidth",
"bandwidth_id": "0abb9d55-demo-a8df-va86-b7500ac2a338",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-1392"
}

"created_at": "2022-09-15T08:56:09.386Z",
"updated_at": "2022-09-15T11:13:13.677Z"

L
"request_id": "d099a7dc-ea71-45a6-a75b-dccbfe17d438"
}

5.2 "B BUEEXTuwmR ST

Bria=

HIRRERG

AELIESHAFETIERBAPIKEIZETIHRIX .

HIB(FERETokenI MIES NFERGAIESNAT, FEIRENAHF TokenF7EE AZORHENN
“X-Auth-Token” EVEEIEKREELF , TokemAil, BEMIR{EESZIAEEI
B2,
(] ¥ 88

BT IAMARSSIREREIRI Token B XER24/\0F , FHEEMRE—NTokenZEANAT, AJLASE S Token
&7, BRMEEA.
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FEE FAMIES

RS
3 5-2 QIR KBRS E
S8 Uiz BYEHE5
name X iHRIKZFR o stub-customer-gateway-
id-1
route_mode MR . static
ip X im P Sipittit o 10.12.13.21

BRIETR

1. BIEXURMX

a.

&ix “POST https://{endpoint}/v5/{project_id}/customer-gateways” ,
project_id8IREID,

fERequest Headerdt&f0 “X-Auth-Token” .
fE£Request Body-FIEEASEUN T,
{

"customer_gateway": {
"name": "cgw-3ebf",
"id_type": "ip",
"id_value": "10.%** *** 21"

}

}

BEBEKINLER
" IEKAKIORY, MNSEUNT, idRtERSimMXAYID,
{

"customer_gateway": {
"id": "03c0aa3d-demo-a8df-va86-9d82473765d4",

llid_typell: "ip"'
"id_value™: "10.** *** 21",
"created_at": "2021-12-21T16:49:28.108+08:00",
"updated_at": "2021-12-21T16:49:28.108+08:00"
%
"request_id": "e55783ba-5cc8-40c1-ad81-12cce6f773d2"
}

2. EENIRMXIERS.

a.

&% “GET https://{endpoint}/v5/{project_id}/customer-gateways/
{customer_gateway_id}” , project_idRIREID,

fERequest Headerd1&Ef0 “X-Auth-Token”

BESKRIIMNER.
" IBKRpLIOEY, MNSEANT, idEtERSimMXAYID,
{

"customer_gateway": {
"id": "03c0aa3d-demo-a8df-va86-9d82473765d4",

"id_type": "ip",

"id_value™: "10.** *** 21",

"created_at": "2021-12-21T716:49:28.108+08:00",
"updated_at": "2021-12-21T16:49:28.108+08:00"
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"request_id": "8cf476c4-c3d4-4516-bfbc-01e2473e549b"
}

5.3 =~fl=: Bl VPN &

RMEG=
AEDIESHEFPETREAPIEEIZEVPNES,
BSR4
o BEEIEVPNRX, BKiESIEIZEVPNRIX,
o BEIENIRMX. BAiES eI wmMX,
o HIZ(EATokenNIES NFTRIAIESENAT, FEEIREVEF TokenH A BZE OIS
B “X-Auth-Token” ENI3#EOEKRIEESLH , TokemAIE, EMRIEIBESEIA
I ET .
(11 %8B
WIS IAMBRSSSRERZIR TokenEXEA 924/ \8F, EBEAR— M TokenERET, LSS
TokenZEfF, BEINEEAMA.
iR ER
% 5-3 B2 VPN EEERXIESH
2% 15488 E{EE5
vgw_id VPNRJXID, b32d91a4-demo-a8df-va86-
e€907174eb11d
vgw_ip VPNPXEIPRIID, Oc464dad-demo-a8df-va86-
c22bb0eb0Obde
cgw_id IFumMIXID . 5247ae10-demo-a8df-va86-
dd36659a7f5d
peer_subnets X+ o 192.168.44.0/24
psk HE=R4H, abcd***
RMET TR

1. EFXKEXVPCRIVPNRMIK, GIEFHSEEBIEIIAIVPNIERS,
a. &iX “POST https://{endpoint}/v5/{project_id}/vpn-connection” ,
project_id AIREID,
b. f#ERequest Headerd1&fN “X-Auth-Token” ,
C. ?:T:Request Body?H{EASHUIT

"vpn_connection": {
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0eb0bde",
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d.

"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": [
"192.168.44.0/24"

1,
"pSk": "abcdrrrr"
}
}

BEEKRIMNEER,
= EKEIOAT, IMRSHEANT, dFREVPNIEZRIID,
{

"vpn_connection": {
"id": "98c5af8a-demo-a8df-va86-ae2280a6f4c3",
"name": "vpn-1655",
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0eb0Obde",
"style": "STATIC",
"cgw_id"™: "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": ["192.168.44.0/24"],
"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"enable_nga": false,
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "10.%**** 134",
"peer_id_type": "ip",
"peer_id": "88.*** ** 164",
"dpd": {
"timeout": 15,
"interval": 30,
"msg": "seq-hash-notify"
}
B
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
B
"created_at": "2022-11-26T13:41:34.626Z",
"updated_at": "2022-11-26T13:41:34.626Z",
"enterprise_project_id": "0",
}

"

}

request_id": "f74da97d-aa27-4f62-a87c-a33b5706964b"

2. BEEVPNEELES,

a.

&% “GET https://{endpoint}/v5/{project_id}/vpn-connection/
{vpn_connection_id}” , project_id8IREID,

fERequest Headers1Ef0 “X-Auth-Token” .
BEIEKIMNER.

" IEKRALINEY, MNSEENT, idFtEVPNIEEZRIID,
{

"vpn_connection": {
"id": "98c5af8a-demo-a8df-va86-ae2280a6f4c3",
"name": "vpn-1655",
"status": "DOWN",
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
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"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0eb0bde",
"style": "STATIC",
"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": ["192.168.44.0/24"],
"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"enable_nga": false,
"ikepolicy": {

"ike_version": "v2",

"authentication_algorithm": "sha2-256",

"encryption_algorithm™: "aes-128",

"dh_group": "group15",

"authentication_method": "pre-share",

"lifetime_seconds": 86400,

"local_id_type": "ip",

"local_id": "10.%** *** 134",

"peer_id_type": "ip",

"peer_id": "88.*** *** 164",

l|dpdll: {
"timeout": 15,
"interval": 30,

"msg": "seg-hash-notify"
}
I
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
I
"created_at": "2022-11-26T13:41:34.626Z",
"updated_at": "2022-11-26T13:41:34.626Z",
"enterprise_project_id": "0",
L
"request_id": "104c5608-b68b-462c-af17-ead2fb5cceed"

}

5.4 7~BIMY: €IE VPN &z

B’rin=

AETES

HURRSRF

FAFEIdiE FBAPIKEIZVPNIER B1=

o EEEVPNIEE, BAESNEIZEVPNER,

o i

(£ TokenAIEFS TUSEROAIESEARAT, FFRIRENA F TokenH 1A R CIRTIE

AN “X-Auth-Token” EISBENBERIBEELH . TokeniAilE, BEMEIEIESEIA
IEENET .

MARTY::

BILIAMBRSSIRENEIAI Token B HA/924/\Bt , TEEFE—{ TokenZEANET, AILASEIS
TokenZEfF, BERINEIEA
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HEER
& 5-4 G52 VPN EEIIRER XS
2¥ i8R V&6
vpn_connection_id VPNIEZIEIEIIMAYVPN | cae286f2-demo-a8df-
E#EID, va86-e22416ca1220

BRIEL R

1. BUEBVPNZEREISE,

a.

&% “POST https://{endpoint}/v5/{project_id}/connection-monitors” ,
project_id AIRHEID,

fERequest Headerd#&f0 “X-Auth-Token” ,
fERequest BodyHEASHEUIT
{

"connection_monitor": {
"vpn_connection_id": "cae286f2-demo-a8df-va86-e22416ca1220"
}
}

BEBEKINLER

= {EREINAY, MMNSEINT, idFRVPNEEEIEAID,
{
"connection_monitor": {
"id": "76f64229-demo-a8df-va86-3907e2815b6d",
"vpn_connection_id": "cae286f2-demo-a8df-va86-e22416ca1220",
"type": gateway
"source_ip": "88.****** 60",
"destination_ip": "192.%**, . .0",
"proto_type": "icmp"
h
"request_id": "54af23d8-989e-445d-bb48-0a9da33d7f0f"
}

2. BAVPNEEISEEE.

a.

&% “GET https://{endpoint}/v5/{project_id}/connection-monitors/
{connection_monitor_id}” , project_idAIREID,

fERequest Headerdt&f0 “X-Auth-Token” .

BESRIIMLER.
" EREIORY, MNSEONT, idRRVPNEEEEMID,
{

"connection_monitor": {
"id": "76f64229-demo-a8df-va86-3907e2815b6d",
"status": "ACTIVE",
"vpn_connection_id": "cae286f2-demo-a8df-va86-e22416ca1220",
"type": "gateway",
"source_ip": "88.*** *** 60",
"destination_ip": "192.****** 0",
"proto_type": "icmp"
%
"request_id": "72d05395-0637-4f93-9844-b4979e9d7bdc"
}
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55 R~BlR: GRS

BEn=

HURRSR

HiRES

AETIEERAPEITARAPIEEIZEVPNIRSS I

o CERINEIEBFHRRITAZVPNRX
o EARIEPEERSHWIN LERSIHIES, FIEESIEESSLIERFEES

BSSLiFH.

o BEEMTEIRFAPIRIENdpoint.

o SfEMFEATokenAIES NFERIAIESEAREY, FREIRENFHF TokenFHH 1A B AIE
A0 “X-Auth-Token” EISSHEIBERIBELH . TokeniAilE, BIARIEIESEIA

IEENET .
MR

BT IAMBRSSIREXE IR Token B XA 924/ N8, FHEERE— TokenANAY, BJLASEHGToken
FF, BRMEEA.

VPNERSS IR SFFRFAIEL TV, 3B IEHIAERIOSIAILE,

= 5-5 IEHIAIES I EIE VPN IRSBimIER KBS

8% pizkilz EEHEG

p2¢_vgw_id BIENZMEID, HFEE | 595210dc-7998-4ba3-
BIZRIMXID aeb9-516fbcf7853c¢

client_cidr = FimER 100.10.1.0/24

local_subnets ARimMERFZR 192.168.0.0/24,192.168.1.0/24

server_certificat
e.id

REZIHIEBID, A=IEPE
BRSSP EYIERID

scs1717051012106

client_ca_certifi
cate.content

ZRRCAIFBAA

& 5-6 OSIMIES TR VPN IRSImIERIESE

2% ol BYERH

p2c_vgw_id LIS N=MEID, FfsFcE | dea8cafb-be5c-4d50-be9a-
EIEERIMXID f9a5f3a9afc6

client_cidr =ZFunMER 100.10.2.0/24
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FEE FAMIES

APl &% 5 R~
2 5488 EY{EHHI
local_subnets KRimMERFZR 192.168.0.0/24,192.168.1.0/24
server_certificat | IRSZURIERID, ARIEPBE | scs1717051012106
e.id EARSSHRYIEFID
BRIES T
1. BIEVPNIRSSIF o
a. &iX “POST https://{endpoint}/v5/{project_id}/p2c-vpn-gateways/
{p2c_vgw_id}/vpn-servers” , project_idAIREID, {p2c_vgw_id}IEEliE
YRR AN Z=VPNRIXID .
b. fERequest Headerdi&fN “X-Auth-Token” .
c. fTERequest BodyH{EANZS#,

IEFHNELENSEUNT:
{

"vpn_server": {

"client_cidr": "100.10.1.0/24",
"local_subnets": [
"192.168.0.0/24",
"192.168.1.0/24"
1
"client_auth_type": "CERT",
"server_certificate": {
"id": "scs1717051012106"

I
"client_ca_certificates": [
{
"content" : "----- BEGIN CERTIFICATE----- R
}
1

"ssl_options": {

"port": 443,
"encryption_algorithm": "AES-128-GCM",
"is_compressed": false

}
}
}
ANESTUEANSHAT:
{

"vpn_server": {

"client_cidr": "100.10.2.0/24",
"local_subnets": [
"192.168.0.0/24",
"192.168.1.0/24"
1
"client_auth_type": "LOCAL_PASSWORD",
"server_certificate": {
"id": "scs1717051012106"
}

"ssl_options": {

"port": 443,
"encryption_algorithm": "AES-128-GCM",
"is_compressed": false

}
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}

}
BEEKIINER,
1BKAEINEY, MASHINT, idABIEEAIVPNARSSIKID .
{

"vpn_server": {

"id": "0e325fb6-83b9-4004-a343-8b6fc714a5d9"

h

"request_id": "bf23a5884def9be4576cff33e4dd78d5"
}

2. EEAVPNIRSIE

&% “GET https://{endpoint}/v5/{project_id}/p2c-vpn-gateways/
{p2c_vgw_id}/vpn-servers” , project_id9IREID, {p2c_vgw_id}AEEIE
RILRIR AN =VPNRIZXID,

fERequest HeadershZ0 “X-Auth-Token” o
BEIEKIIMNER,

BRSZi%Astatus}y “PENDING_CREATE” iHBAIE{ESIZES, J9"ACTIVE"iHAR
BUETTR o
IFRIAERIBRSS RN RN 45 R 9 -

a.

{

"vpn_servers": [

{

"id": "b26c9c74-5bb9-4df8-8b98-ecf2051e3482",
"p2c_vgw_id": "595210dc-7998-4ba3-aeb9-516fbcf7853c",
"client_cidr": "100.10.1.0/24",

"local_subnets": [

"192.168.0.0/24",
"192.168.1.0/24"

client_auth_type": "CERT",

"tunnel_protocol": "SSL",
"server_certificate": {

"id": "scs1717051012106",

"name": "test-05304",

"issuer": "C=CN,ST=beijing,L=haidian,O=lesaas,0OU=root,CN=www.root.huawei.com",
"subject":

"C=CN,ST=beijing,L=haidian,O=server,OU=server,CN=www.server.huawei.com",

}

n

"serial_number": "350612543125953290200975245211283057292471206725",
"expiration_time": "2024-06-29T06:39:467Z",
"signature_algorithm": "SHA256WITHRSA"

b

"client_ca_certificates": [

{
"id": "7e971612-f720-4d31-88b5-fc6280b88e36",

"name": "ca-cert-123e",
"issuer": "C=CN,ST=JS,L=NJ,0=NYS,0U=N10,CN=test.huawei.com",
"subject": "C=CN,ST=JS,L=NJ,0=NYS,0U=N10,CN=testCA.huawei.com",
"serial_number": "1591942200161",
"expiration_time": "2033-11-06T11:39:142",
"signature_algorithm": "SHA256WITHRSA",
"created_at": "2024-06-18T12:19:17.978Z",
"updated_at": "2024-06-18T12:19:17.978Z"
}

1

"ssl_options": {

"protocol": "TCP",

"port": 443,

"encryption_algorithm": "AES-128-GCM",
"authentication_algorithm": "SHA256",
"is_compressed": false

status": "ACTIVE",
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"created_at": "2024-06-18T12:19:17.978Z",
"updated_at": "2024-06-18T12:19:17.978Z"
}
1;
"request_id": "68188a14243b1b54d0b45a82d9123b98"
}

O<STAIERIBRSS inl R 45 5R 9 -
{

"vpn_servers": [
{
"id": "0e325fb6-83b9-4004-a343-8b6fc714a5d9",
"p2c_vgw_id": "dea8c4fb-be5c-4d50-be9a-f9a5f3a9afc6",
"client_cidr": "100.10.2.0/24",
"local_subnets": [
"192.168.0.0/24",
"192.168.1.0/24"
1
"client_auth_type": "LOCAL_PASSWORD",
"tunnel_protocol": "SSL",
"server_certificate": {
"id": "scs1717051012106",
"name": "test-05304",
"issuer": "C=CN,ST=beijing,L=haidian,O=lesaas,0OU=root,CN=www.root.huawei.com",
"subject":
"C=CN,ST=beijing,L=haidian,O=server,OU=server,CN=www.server.huawei.com",
"serial_number": "350612543125953290200975245211283057292471206725",
"expiration_time": "2024-06-29T06:39:46Z",
"signature_algorithm": "SHA256WITHRSA"
b
"client_ca_certificates": [],
"ssl_options": {
"protocol": "TCP",
"port": 443,
"encryption_algorithm": "AES-128-GCM",
"authentication_algorithm": "SHA256",
"is_compressed": false
B
"status": "ACTIVE",
"created_at": "2024-06-18T12:21:54.889Z",
"updated_at": "2024-06-18T12:21:54.889Z"
}
1
"request_id": "f8e64d41466085f06383dc59ffb28230"
}

5.6 ;~fl7~: BUEAEPFIRAFAH

BEs=
AEPHIESHAPE T EBAPISEAIZEVPNEFFIARA.,

e
o ERIEZEIRARVPNRIX,
o EEIEVPNRSIR, BIRSIHAVAMESXAOSIANE, EFSIEIERS K.
o IREEMEEIRAAPIRIENdpoint,
o HIE{FRTokenI\IEFNFRIAMESNET, FEIRENE R TokenFHEiEEEORE

AN “X-Auth-Token” FNVSSHEIBERHELF . TokenI\iE, BIARIEESEIA
IEENET
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(1] %88
BT IAMBRSSIRENE A Token & 3HA 924/ \BF, EE(EAR—TokendSiNET, ATLAKEIE
TokenfE?x, BHEAINZREMA.
BFPHIBEFPEBXAPIBTERERE, BEREE—RITEFASRER, NEELISHTE

MERMERFSERFERE, et NAZNEBHBANITER, RE#ER:
VPN.0030, The system is busy, please try later. EEZF—RBITEEEXER.

iR ER
% 5-7 SIEHAFPEIERXESH
¥ 15488 E{EHHI
vpn_server_id VPNARSS%ID 0e325fb6-83b9-4004-
a343-8b6fc714a5d9
& 5-8 SIZAFIEKRXESH
2 548 B{EHHI
vpn_server_id VPNRSSR%ID 0e325fb6-83b9-4004-
a343-8b6fc714a5d9
RMET TR

1. tIZRF4A

a. &iX “POST https://{endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-
servers/{vpn_server_id}/groups” , project_id9IREID, {vpn_server_id}J9
BEeIEEAIVPNIRSIFID

b. 7ERequest Headerdi&N “X-Auth-Token” ,
c. fERequest BodyF{EANSE,
{

"user_group": {

}
}

d. BEEBRMNER.
" IEKREINRY, MNSEHAT, idAelEZRIBFEID
{

"user_group": {
"id": "7625fd92-2e20-4e4d-8c56-66f110fbfaa8"

%,
"request_id": "94d271493e144135423e7377e40127cf"
}

2. EWAPE

a. &iX “GET https://{endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-
servers/{vpn_server_id}/groups/{group_id}” , project_id8IREID,
{group_id} I ESIZERIFFID,
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b.
C.

fERequest Headerd1Ef0 “X-Auth-Token” .
BEIEKIMNER.
{

"user_group": {
"id": "7625fd92-2e20-4e4d-8c56-66f110fbfaa8",
"name": "user-group1",
"description": "FIFZE1",
"type": "Custom",
"user_number": 0,
"created_at": "2024-06-17T09:48:27.548Z",

%
"request_id": "6735d32bb3e35e9154cabaldbc6c2dc6"”
}

3. glEARF

a.

&i%x “POST https://{endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-
servers/{vpn_server_id}/users” , project_id AIREID, {vpn_server_id}AE
EIEEAIVPNRRSSI®ID o

fERequest HeaderdiEf0 “X-Auth-Token”

#ERequest BodyF{ENSHL,
{

"name": "user001",

"password": "Qwerasdf",

"description": "FAF1",

"user_group_id": "7625fd92-2e20-4e4d-8c56-66f110fbfaa8"

}

BEBEKINER

" IEKREINAT, WNSHAT, id9elERIABFID
{

"user": {
"id": "41ad472e-d3e4-482b-8f00-7b2c1bfc4b7d"
}

"’request_id": "b19ba5a0be8f7b7f664b14596f8f35db"
}

4. HFAF

a.

b.
C.

&% “GET https://{endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-
servers/{vpn_server_id}/users/{user_id}” , project_id8IRAID.,
{vpn_server_id}IE8IFEAIVPNEESZixID . {user_id}NEBIFZEAIFEFID,

fERequest HeaderdEf0 “X-Auth-Token” .
BEIEKIMNER.
{

"user": {
"id": "41ad472e-d3e4-482b-8f00-7b2c1bfc4b7d",
"name": "user001",
"description": "FBF1",
"user_group_id": "7625fd92-2e20-4e4d-8c56-66f110fbfaa8",
"user_group_name": "user-group1",
"created_at": "2024-06-17T06:53:46.302Z",

I
"request_id": "926a0edb3bf432943e2399b700173add"

}
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5.7 ~™BIt: eIEiniaIsRRs

BR{EZS
AETIESHFEIEBAPIEREIZIG DR .
BIiRSR(Y
o CERIEZIKATVPNIX,
o BEEIEVPNIRS IR, BIRSIHAGAES N AOSIALE, BRSEIERS R
o IBEBIHEIEMBAPIRYENdpoint,
o HIE{ERATokenNEAXFTROIAEENEY, FTEIREVHF TokenHE A AEORTIS
B0 “X-Auth-Token” ENI$3#EOERIEESLH ., TokemAIE, EMRIEIBESEIA
IS ET .
(MEELY::
BITIAMBRSZSRENZIRI TokenE A 24/ \0Y , EE(FRE—MokenSEANAT, AILISEIS
TokenE{zF, BEINEZEAMA,
BIIRBXAPIBTRERZ, BEEEE—RITEFSLIRERY, NRIELLIEATERE
REIBIORES, TEESHIMARAREBHEARITIEIR, IREIfEIR: VPN.0030, The system is
busy, please try later. EEEF—RATEIEEXEAR.
HiRES
& 5-9 SIBIpIORIIERESE
¥ 5488 EVEHBGI
vpn_server_id VPNRSZim%ID 0e325fb6-83b9-4004-
a343-8b6fc714a5d9
user_group_id | FHF4EID 7625fd92-2e20-4e4d-8c56-6611
0fbfaa8
BREL R
1. GRS
a. &ix “POST https://{endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-
servers/{vpn_server_id}/access-policies” , project_id8IREID,
{vpn_server_id} A E BIFEAIVPNARSSI®ID -
b. fERequest Headerdi&fN “X-Auth-Token” .
C.

fERequest BodyH{EANSE,
{

"access_policy": {
"name": "policy-001",
"user_group_id": "7625fd92-2e20-4e4d-8c56-66f110fbfaa8",
"description": "I5iT5RAZ1",
"dest_ip_cidrs": [
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"172.16.0.0/24",
"172.16.1.0/24"
]
}
}

d. BEEBKRMNER.
" IEKRpLIORY, MNSEUNT, idALIZRIAFEID
{

"access_policy": {
"id": "4f746482-a575-4e1f-9e80-5f6f69ff8588"

L
"request_id": "1663cd8cacbb3497ebc88877e5a3ad89"
}

2. EEHITKRE
a. &iX “GET https://{endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-
servers/{vpn_server_id}/access-policies/{policy_id}” , project_idF9IRE
ID, {vpn_server_id}AEBIZEHIVPNIRSSIRID . {policy_id}IEIFEAYIHITIEE
B&ID,

b. fERequest Headerdri&fN “X-Auth-Token” .
c. BEEBKRMNER.
{

"access_policy": {
"id": "4f746482-a575-4e1f-9e80-5f6f69ff8588",
"name": "policy-001",
"user_group_id": "7625fd92-2e20-4e4d-8c56-66f110fbfaa8",
"user_group_name": "user-group1",
"description": "5 5RAE1",
"dest_ip_cidrs": [
"172.16.0.0/24",
"172.16.1.0/24"
1,
"created_at": "2024-06-17T13:32:19.572",

b
"request_id": "85657002f01c35576606003cc36114ab"
}
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6 I PRFIFRANIRN

6.1 BRI AR

NREFEENSAAENVPNE R TRENSIREIE, SalLUERZE—BMIAIER
%% (Identity and Access Management, fEFRIAM ) , MNRER=EKS CELREEH R
MER, FAEZOREMIZAIAMBR, EalhEARET, A ERVPNIRSHY
HEeIhse,

RIABRT, FHENAMBRKEEUNR, BREFEINABRAE, FERPAER
FREESAE, AaeERPETRIBFRISHENAMIR, X—IEMRITEIN. 1Y
&, BRHALUETEBNIRN RS HTIRE.

PPREIEZINAEHIERE, DHREBHREE. AELURSHNE, EIAMRAMHEAE
—FPARIE A P B9 TARERBEE MAXBRAVHEAL ERANALE . SRESLAAPIZ ORI 1T R
5, RINENEH, ATLUSHEIREMRE. KRMEG, EBHERWIIRE)N
HHIRZEEEER

(AR

WREEARIFSESEIEE MEORRIEIR, 15ERRE.
SEEREEONEANIR, WRERKS FTHIAMBFAIEAPISRETS, 1ZIAMA
P REERRZIEORFRINIR, &N, APISSSREREK . S MEOPMFEEIIN
R, S&MEZOPINAYRINIUERIN, REAERIERIIBFPHRIR FRIIRETRIMNAY
R, ZRPZREAIIERZEO . flal, ARZERROKEIAVPN MX5ISE, B

ARXNMAMAP#HIE FRIRIER M RE S /IF “vpnivpnGateways:list” AIIENIR, %
EOAsEEBRIN.

RO AIR

RO ERARBINETENER, NREFREAHESENER, SERTULIER
ENREE, FBZEAPAETEENRERHITREAIEES . RIESISIRE
SAPIHERIRL, EAIRTIFHABI0T:

o NUR: AiFiEEEIVRE,

o XIRAPHE: FMECRREMBAIAPEEO,

o FMNIN: HEEHIFAIAction, FEEEMRIEFHIACtionFENZIIN, BJLASE
HREAR IS N AYE PRI BE
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e IAMIKH (Project)/{®MLITE (Enterprise Project): BEMNRIRHISSCEE, SF
IAMIRBE SRR . FECCEMNRRNSZIFIAMIMBFEWINE, FRaREHENIT
SIMAYBREM KRS, ATLATEIAMANE ESIERNN RS Le B ERINHER. 1
RIHFIAMIRE ,, A5 EWIRE, RNNEEEIAMAPEREFPAENFFER, W
RECWEEPEN, WNZBEXKBAER .. XFIAMIMBESHIIRENEX
3, #¥ESEELN: IAMS5HRIEERNXSE,

VPNRIZ 5 B E X RIS RN R :

[ =61 ] VPNRIE, S&VPN MFEZEOITMAVENIR, WMeEliEVPNMX, EiFVPNK
X%, BEEVPNRIXGIE. FHVPNRIX. MIBRVPNRIZESEEO,

AR
V7 RRTHE, X7 BREARZE.

6.2 it Nz VPN EZIR%51Z&
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6.2.1 VPN (<

PR

XIRZAPIEL]

IR
(Action)

HREREIHRAR TR

IAM | 2)VIR
mB |H
(Proj | (Enter
ect) | prise
Projec

t)

ellE=S
VPN

POST /v5/
{project_id}/vpn-
gateways

vpn:vpnGat
eways:creat
e

e er:instances:lis
t

e erinstances.g
et

e vpcvpcs:list
e vpcvpcs.get

e vpcisubnets:ge
t

e vpcsubnets:lis
t

e vpcsubnets:cr
eate

e vpcisubnets:de
lete

e vpc:subNetwo
rkinterfaces:u
pdate

e vpc:publiclps:c
reate

e vpc:publiclps:d
elete

e vpc:publiclps:u
pdate

e vpc:publiclps:g
et

e vpc:publiclps:li
st

e vpc:ports:.creat
e

e vpcbandwidt
hs:list

e Vvpc:ports:get

e vpc.ports:delet
e

e vpcrrouteTable
s:update

v v
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PR

M APHEN IR
( Action)

AR HRAR

IAM | 72MVIR
B | B
(Proj | (Enter
ect) | prise
Projec

t)

e vpcirouteTable
s:get

=i
VPN

GET /v5/ vpn:vpnGat
{project_id}/vpn- eways:get
gateways/{vgw_id}

e vpc:publiclps:g
et

e vpc:publiclps:li
st

e vpcbandwidt
hs:list

e er:instances:lis
t

e er:instances:g
et

e vpcvpcs:list
e vpcvpcs:get

e vpc:subnets:ge
t

e vpcsubnets:lis
t

i
VPNRY
SIS

GET /v5/ vpn:vpnGat
{project_id}/vpn- eways:list
gateways

e vpc:publiclps:g
et

e vpc:publiclps:li
st

e vpcbandwidt
hs:list

e er:instances:lis
t

e erinstances.g
et

e vpcvpcs:list
e vpcvpcs:.get

e vpc:subnets:ge
t

e vpcisubnets:lis
t
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PR

STRZAPHEC

EIR
( Action)

AR HRAR

IAM | £2MVIR
B | B
(Proj | (Enter
ect) | prise
Projec

t)

B
VPNRY

PUT /v5/
{project_id}/vpn-
gateways/{vgw_id}

vpn:vpnGat
eways:upda
te

er:iinstances:lis
t

er:instances:g
et

vpcvpces:list
vpcvpcs:get

vpc:subnets:ge
t

vpc:subnets:lis
t

vpc:isubnets:de
lete

vpc:subNetwo
rkinterfaces:u
pdate
vpc:publiclps:d
elete
vpc:publiclps:u
pdate
vpc:publiclps:g
et
vpc:publiclps:li
st
vpc:bandwidt
hs:list
vpc:ports:get
vpcrouteTable
s:update

vpcrouteTable
s:get

v v
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AR X RZAPIHEC =R AE RIS AR T IAM | VIR
( Action) g | B
(Proj | (Enter
ect) | prise
Projec
t)
il DELETE /v5/ vpnivpnGat | e eriinstances:lis | v v
VPN | {project_id}/vpn- eways:delet t
X gateways/{vgw_id} | e e erinstances:g
et
e vpcvpcs:list
e vpcvpcs:get
e vpcisubnets:ge
t
e vpc:subnets:de
lete
e vpc:subNetwo
rkinterfaces:u
pdate
e vpc:publiclps:d
elete
e vpc:publiclps:u
pdate
e vpc:publiclps:g
et
e vpc:publiclps:li
st
e vpcbandwidt
hs:list
e vpc:ports:get
e vpcirouteTable
s:update
e vpcrouteTable
s:get
&#if GET /v5/ vpn:ivpnGat | - v x
VPN | {project_id}/vpn- ewayAvaila
xuJf | gateways/ bilityZone:li
X (V5) | availability-zones st
=Hih GET /v5.1/ vpn:vpnGat | - v x
VPN | {project_id}/vpn- ewayAvaila
X | gateways/ bilityZone:li
X availability-zones | st
(V5.1)
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BURE X RIAPHE IR KBARIHA IS IAM | fRAVIR
( Action) g | B
(Proj | (Enter
ect) | prise
Projec
t)
=3 POST /v5/ vpn:vpnGat | - v v
VPNR] | {project_id}/vpn- | eways:impo
XiEH | gateways/ rtCertificate
{vgw_id}/
certificate
&if GET /v5/ vpn:vpnGat | - v v
VPN | {project_id}/vpn- eways:getCe
XIEP | gateways/ rtificate
{vgw_id}/
certificate
B PUT /v5/ vpn:vpnGat | - v v
VPN® | {project_id}/vpn- | eways:upda
XiIEP | gateways/ teCertificate
{vgw_id}/
certificate/
{certificate_id}
6.2.2 XJumd<
BUR | XIRZAPIEE IR IRERIRAIN IAM | £
( Action) mB | B
(Pr| (E
ojec | nter
t) pris
e
Proj
ect
)
BEE%F | POST /v5/{project_id}/ | vpn:custom | - i X
imP% | customer-gateways erGateways
Create
&EifRF | GET /v5/{project_id}/ vpn:custom | - v X
i%mp% | customer-gateways/ erGateways
ELE {customer_gateway_id} | :get
HFFX | GET /v5/{project_id}/ vpn:custom | - v X
imP% | customer-gateways erGateways
SlIES :list
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BER | WRZAPIEO IR IRRRATHAN I IAM | 72Vl
( Action) mB | 8
(Pr| (E
ojec | nter
t) pris
e
Proj
ect
)
BT | PUT /v5/{project_id}/ vpn:custom | - i X
iM% | customer-gateways/ erGateways
{customer_gateway_id} | :update
fIBRXS | DELETE /v5/ vpn:custom | - v X
imp% | {project_id}/customer- | erGateways
gateways/ :delete
{customer_gateway_id}
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6.2.3 VPN &R

PR XTRZAPIEO AT KRBT IAM | &
( Action) g | A
(Pr|In
ojec | H
t) (E
nte
rpri
se
Proj
ect
)
Bz POST /v5/{project_id}/ vpn:vpnCon | ces:metricData:li | v v
VPNiE | vpn-connection nections:cre | st
% ate ces:currentRegio
nSupportedMetr
ics:list

vpc.vpcs:list
vpcvpces:.get
vpc:subnets:get
vpc:subnets:list

vpc:subNetworkl
nterfaces:update

vpc:publiclps:get
vpc:publiclps:list
vpc:bandwidths:l
ist

vpc:ports:get

vpcrouteTables:
update

vpcrouteTables:
get

&#if GET /v5/{project_id}/ vpn:vpnCon | vpc:publiclps:get | v X

VPNJZE | vpn-connection nections:list vpc:publiclps:list

2 ]IES .
vpc:bandwidths:l
ist

er:iinstances:list
er:instances:get
vpc.vpcs:list
vpcvpces:.get
vpc:subnets:get
vpc:subnets:list
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RER | XIRZAPIEEC AR RERIE AR IAM | 1
( Action) B | A
(Pr| IR
ojec | H
t) (E
nte
rpri
se
Proj
ect
)
=i GET /v5/{project_id}/ vpn:vpnCon | vpc:publiclps:get | v v
VPNiE | vpn-connection/ nections:get | \nc-publiclps:list
IR | {vpn_connection_id} vEc:EandW[i)dths:l
ist

er:instances:list
er:instances:get
vpc:vpces:list
vpcvpces:.get
vpc:subnets:get
vpc:subnets:list

B PUT /v5/{project_id}/ vpn:vpnCon | vpc:vpcs:list v v
VPN%E | vpn-connection/ nections:up

vpc:vpcs:get
b= {vpn_connection_id} date peVPesg
vpc:subnets:get
vpc:subnets:list

vpc:subNetworkl
nterfaces:update

vpc:publiclps:get
vpc:publiclps:list
vpc:bandwidths:l
ist

vpc:ports:get

vpc:routeTables:
update

vpcrouteTables:
get
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BUR | XIRZAPIEN IR HRRRATHZAN IR IAM | &
( Action) mB | A
(Pr|Im
ojec | H
t) (E
nte
rpri
se
Proj
ect
)
lES DELETE /v5/ vpn:vpnCon | ces:metricData:li | v v
VPNZE | {project_id}/vpn- nections:del | st
% connection/ ete ces:currentRegio
{vpn_connection_id} nSupportedMetr

ics:list
vpcvpces:list
vpcvpces:get
vpc:subnets:get

vpc:subNetworkl
nterfaces:update

vpc:publiclps:get
vpc:publiclps:list
vpc:bandwidths:l
ist

vpc:ports:get

vpc:routeTables:
update

vpcrouteTables:
get
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6.2.4 VPN ZERZIGE

BR XIRAPIHEO IR (AR IAM | &
(Action) mB |k
(Pr|IM
ojec | H
t) (E
nte
rpri
se
Pro
ject
)
El#E%E | POST /v5/{project_id}/ | vpn:connect | - v X
jEsIm | connection-monitors ionMonitors
:Create
EifE | GET /v5/{project_id}/ vpn:connect | - v X
ZW | connection-monitors ionMonitors
IES :list
ME&ZE | DELETE /v5/ vpn:connect | - v X
s | {project_id}/connection- | ionMonitors
monitors/ :delete
{connection_monitor_id
}
&ifiE | GET /v5/{project_id}/ vpn:connect | - v X
#2541 | connection-monitors/ ionMonitors
{connection_monitor_id | :get
}

6.3 LiE A\ = VPN SN IR5IZFE
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6.3.1 VPN M=k
BUR XS RZAPHEC] IR HRERATHZAN IR IAM | f)VIR
( Action) mB (B
(Proj | (Enter
ect) | prise
Projec
t)
1Jg8 | POST /v5/ vpn:p2cVpn | vpn:system:listAv | v x
[BEAZR | {project_id}/p2c- Gateway:su | ailabilityZones
iwAz= | vpn-gateways/ bscribe vpcvpes:list
VPN | subscribe/
% {order id} vpc:subnets:get
vpc:bandwidths:li
st
vpc:publiclps:crea
te
vpc:publiclps:dele
te
vpc:publiclps:upd
ate
vpc:publiclps:list
TEE | PUT /v5/ vpn:p2cVpn | - v x
JEHA {project_id}/p2c- Gateway:up
VPN | vpn-gateways/ dateSpecific
ZTHIHE | update- ation
specification/
{order_id}
B | PUT /v5/ vpn:p2cVpn | vpc:publiclps:crea | v x
KA\ | {project_id}/p2c- Gateway:up | te
VPN | vpn-gateways/ date vpc:publicips:dele
x {p2c_vgw_id} te
vpc:publiclps:upd
ate
vpc:publiclps:get
vpc:publiclps:list
vpc:bandwidths:li
st
BigL | GET /v5/ vpn:p2cVpn | vpc:publiclps:get | v X
WA= | {project_id}/p2c- Gateway:ge
VPN | vpn-gateways/ t
XIFEE | {p2c_vgw_id}
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AR XSRIAPIHEC IR BRI IR IAM | f2)IR
( Action) InH | H
(Proj | (Enter
ect) | prise
Projec
t)
HiF®& | GET /v5/ vpn:p2cVpn | vpc:publiclps:get | v x
iwANz= | {project_id}/p2c- Gateway:list
VPN | vpn-gateways
Ko
'L | GET /v5/ vpn:p2cVpn | - v x
KA | {project_id}/p2c- Gateway:list
VPNIE | vpn-gateways/ Connections
#EHIER | {p2c_vgw_id}/
connections
W FF POST /v5/ vpn:p2cVpn | - v x
P2C {project_id}/p2c- Gateway:dis
VPN | vpn-gateways/ connectCon
XiEE | {p2c_vgw_id}/ nection
connections/
{connection_id}/
disconnect
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6.3.2 fRSSim
BUR XIRZAPIEC =R RERATHZAR I IAM | &
( Action) mBg | A
(Pr | Im
ojec | H
t) (E
nt
er
pri
se
Pr
oje
ct
)
UL | POST /v5/{project_id}/ vpn:p2cVpn | scm:cert:get v X
IwWAZ | p2c-vpn-gateways/ Gateway:cr | ocmecert:list
VPNAR | {p2c_vgw_id}/vpn-servers | eateServer
sz scm:cert:downlo
ad
vpc:publiclps:get
vpcrouteTables:
update
vpc:subnets:get
&if— | GET /v5/{project_id}/p2c- | vpn:p2cVpn | - v X
WX | vpn-gateways/ Gateway:lis
THIBR | {p2c_vgw_id}/vpn-servers | tServers
FSim(s
B
E#g | PUT /v5/{project_id}/p2c- | vpn:p2cVpn | scm:cert:get v X
EMX | vpn-gateways/vpn- Gateway:u | ¢cmecert:list
AYARSS | servers/{vpn_server_id} pdateServe
e r scm:cert:downlo
ad
vpc:publiclps:get
vpc:routeTables:
update
vpc:subnets:get
SHhk | POST /v5/{project_id}/ vpn:p2cVpn | - v X
FimXd | p2c-vpn-gateways/vpn- Gateway:ex
NRYZE | servers/{vpn_server_id}/ portClientC
Fimlc | client-config/export onfig
BER
BIECA | POST /v5/{project_id}/ vpn:system: | - v X
IEPHY | p2c-vpn-gateways/vpn- | checkClient
aixtE | servers/client-ca- CaCertificat
certificates/check e
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FEE FAMIES

AP &% 6 tXPRFNIZANIR
BUR XIRZAPIEO =R HRERAFEAIR IAM | &
( Action) mE |k
(Pr | I}
ojec | H
t) (E
nt
er
pri
se
Pr
oje
ct
)
8AZE | POST /v5/{project_id}/ vpn:p2cVpn | - v X
PiwCA | p2c-vpn-gateways/vpn- Gateway:i
uEh servers/{vpn_server_id}/ mportClien
client-ca-certificates tCa
= | PUT /v5/{project_id}/p2c- | vpn:p2cVpn | - v X
FiwCA | vpn-gateways/vpn- Gateway:u
uEH servers/{vpn_server_id}/ pdateClient
client-ca-certificates/ Ca
{client_ca_certificate_id}
BEiEE | GET /v5/{project_id}/p2c- | vpn:p2cVpn | - v X
FiwCA | vpn-gateways/vpn- Gateway:g
P servers/{vpn_server_id}/ etClientCa
client-ca-certificates/
{client_ca_certificate_id}
fflfR= | DELETE /v5/{project_id}/ | vpn:p2cVpn | - v X
PiwCA | p2c-vpn-gateways/vpn- Gateway:d
P servers/{vpn_server_id}/ eleteClient
client-ca-certificates/ Ca
{client_ca_certificate_id}
&EGFH | GET /v5/{project_id}/vpn- | vpn:p2cVpn | - v X
P TR | servers Gateway:lis
FrEIR tAllServers
Finls
2
WiFF£E | POST /v5/{project_id}/ vpn:p2cVpn | - v X
IKAZ= | p2c-vpn-gateways/ Gateway:di
VPN | {p2c_vgw_id}/ sconnectCo
XKiEREE | connections/ nnection
{connection_id}/
disconnect
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FEE FAMIES

APl &% 6 I PRFNANIN
BURE XTRIAPIE IR IRRRATHZAR I IAM | &
( Action) mB |k
(Pr | Im
ojec | H
t) (E
nt
er
pri
se
Pr
oje
ct
)
EFE | PUT /v5/{project_id}/p2c- | vpn:p2cVpn | - v x
iGNz | vpn-gateways/ Gateway:u
VPNiE | {p2c_vgw_id}/log-config | pdateConn
EEE ectionsLog
=T Config
B | GET /v5/{project_id}/p2c- | vpn:p2cVpn | - v x
iz | vpn-gateways/ Gateway:g
VPNiE | {p2c_vgw_id}/log-config | etConnecti
EHE onsLogConf
[T ig
&% | DELETE /v5/{project_id}/ | vpn:p2cVpn | - v X
iGNz | p2c-vpn-gateways/ Gateway:d
VPNiE | {p2c_vgw_id}/log-config | eleteConne
EZERE ctionsLogC
=T onfig
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APl &% 6 X PRFNIZANIR
6.3.3 A&
BER | MEZAPHEO =AIm REAIRAIN IAM | i&
( Action) me |
(Pr | Im
ojec | B
t) (E
nt
er
pri
se
Pr
oje
ct
)
Bz POST /v5/{project_id}/ vpn:p2cVpn | - v X
VPNH | p2c-vpn-gateways/vpn- User:create
= servers/{vpn_server_id}/
users
#t26l | POST /v5/{project_id}/ vpn:p2cVpn | - v X
##2VPN | p2c-vpn-gateways/vpn- User:batch
=)= servers/{vpn_server_id}/ Create
users/batch-create
&if GET /v5/{project_id}/p2c- | vpn:p2cVpn | - v X
VPNH | vpn-gateways/vpn- User:list
P%IZE | servers/{vpn_server_id}/
users
EB PUT /v5/{project_id}/p2c- | vpn:p2cVpn | - v X
VPNH | vpn-gateways/vpn- User:updat
= servers/{vpn_server_id}/ |e
users/{user_id}
&if GET /v5/{project_id}/p2c- | vpn:p2cVpn | - v X
VPNA | vpn-gateways/vpn- User:get
= servers/{vpn_server_id}/
users/{user_id}
illiES DELETE /v5/{project_id}/ | vpn:p2cVpn | - v X
VPNH | p2c-vpn-gateways/vpn- User:delete
= servers/{vpn_server_id}/
users/{user_id}
#LEM | POST /v5/{project_id}/ vpn:p2cVpn | - v X
FRVPN | p2c-vpn-gateways/vpn- User:batch
=)= servers/{vpn_server_id}/ Delete
users/batch-delete
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APl &% 6 B PRFIFZAIN
PSR XTRIAPIE IR IRRROIEARIN IAM | &
(Action) mB |
(Pr | Im
ojec | B
t) (E
nt
er
pri
se
Pr
oje
ct
)
EB PUT /v5/{project_id}/p2c- | vpn:p2cVpn | - v X
VPNA | vpn-gateways/vpn- User:updat
%3 | servers/{vpn_server_id}/ | ePassword
users/{user_id}/password
ES= POST /v5/{project_id}/ vpn:p2cVpn | - v X
VPNH | p2c-vpn-gateways/vpn- User:resetP
FZRG | servers/{vpn_server_id}/ | assword
users/{user_id}/reset-
password
elzE POST /v5/{project_id}/ vpn:p2cVpn | - v X
VPNH | p2c-vpn-gateways/vpn- Gateway:cr
PH servers/{vpn_server_id}/ | eateUserGr
groups oup
718 GET /v5/{project_id}/p2¢c- | vpn:p2cVpn | - v X
VPNA | vpn-gateways/vpn- Gateway:lis
P4B%\ | servers/{vpn_server_id}/ | tUserGroup
= groups
5 PUT /v5/{project_id}/p2c- | vpn:p2cVpn | - v X
VPNH | vpn-gateways/vpn- Gateway:u
P servers/{vpn_server_id}/ | pdateUser
groups/{group_id} Group
&#if GET /v5/{project_id}/p2c- | vpn:p2cVpn | - v X
VPNA | vpn-gateways/vpn- Gateway:g
P servers/{vpn_server_id}/ | etUserGrou
groups/{group_id} p
IR DELETE /v5/{project_id}/ | vpn:p2cVpn | - v X
VPNA | p2c-vpn-gateways/vpn- Gateway:d
P servers/{vpn_server_id}/ | eleteUserG
groups/{group_id} roup
s POST /v5/{project_id}/ vpn:p2cVpn | - v X
VPNA | p2c-vpn-gateways/vpn- Gateway:a
FEI4H | servers/{vpn_server_id}/ | ddUsers
groups/{group_id}/add-
users
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APl &% 6 I PRFNFANIN
BURE XTRIAPIE IR IRRRATHZAR I IAM | &
(Action) mB |
(Pr | Im
ojec | B
t) (E
nt
er
pri
se
Pr
oje
ct
)
HpReE | POST /v5/{project_id}/ vpn:p2cVpn | - v X
AVPN | p2c-vpn-gateways/vpn- Gateway:re
=)= servers/{vpn_server_id}/ moveUsers
groups/{group_id}/
remove-users
&Eig4H | GET /v5/{project_id}/p2c- | vpn:p2cVpn | - v X
AVPN | vpn-gateways/vpn- Gateway:lis
=)= servers/{vpn_server_id}/ tUsersInGr
groups/{group_id}/users | oup
6.3.4 15[ 5RHE
PSR XRIAPIE IR IRERATHZAR I IAM | &
(Action) mB |
(Pr | Im
ojec | B
t) (E
nt
er
pri
se
Pr
oje
ct
)
elbEd POST /v5/{project_id}/ vpn:p2cVpn | - v X
VPNij | p2c-vpn-gateways/vpn- Gateway:cr
[a)5ER& | servers/{vpn_server_id}/ | eateAccess
access-policies Policy
=Hih GET /v5/{project_id}/p2c- | vpn:p2cVpn | - v X
VPNiJ5 | vpn-gateways/vpn- Gateway:lis
[B)5ERE | servers/{vpn_server_id}/ | tAccessPoli
e access-policies cies
MAERRAS 01 (2025-02-05) WRINPTE © HERIRARBIRAE) 310



FEE FAMIES

APl &% 6 I PRFNFANIN
BURE XTRIAPIE IR IRRRATHZAR I IAM | &
(Action) mB |
(Pr | Im
ojec | B
t) (E
nt
er
pri
se
Pr
oje
ct
)
EB PUT /v5/{project_id}/p2c- | vpn:p2cVpn | - v X
VPNiJ3 | vpn-gateways/vpn- Gateway:u
iBEkRE | servers/{vpn_server_id}/ | pdateAcces
access-policies/ sPolicy
{policy_id}
&b GET /v5/{project_id}/p2¢c- | vpn:p2cVpn | - v X
VPNiJ3 | vpn-gateways/vpn- Gateway:g
BERkE | servers/{vpn_server_id}/ | etAccessPol
access-policies/ icy
{policy_id}
DilES DELETE /v5/{project_id}/ | vpn:p2cVpn | - v X
VPNiJ | p2c-vpn-gateways/vpn- Gateway:d
iBEkRE | servers/{vpn_server_id}/ | eleteAccess
access-policies/ Policy
{policy_id}
6.4 IR AIEEEORIRGIZER
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FEE AL

APl &% 6 PPRFIIEZANIR
6.4.1 VPN BEc&m
PR XIRIAPIEO NI HRERAOIEAIR IAM | {&
( Action) mE | W
(Pr | IR
ojec | H
t) (E
nte
rpr
ise
Pro
jec
t)
&if GET /v5/ vpn:quota:li | - v x
VPNEE | {project_id}/vpn/quotas | st
4
6.4.2 VPN =&
BUR XTRIAPIEO 1SRRI KHRRIIEAIR IAM | &
(Action) mB |
(Pr | I
ojec | H
t) (
En
ter
pri
se
Pr
oje
ct
)
BIEEZ=R | POST /v5/{project_id}/ vpn:resourc | - v X
JBFRES | {resource_type}/ elnstanceT
{resource_id}/tags/create | ags:create
Mp&Z= | POST /v5/{project_id}/ vpn:resourc | - v X
JBFRES | {resource_type}/ elnstanceT
{resource_id}/tags/delete | ags:delete
HifR | GET /v5/{project_id}/ vpn:resourc | - v X
JRERY | {resource_type}/tags eTypeTags:l
FREEF ist
=
EifE | POST /v5/{project_id}/ vph:resourc | - v X
B3 | {resource_type}/ elnstances:l
e resource-instances/filter | ist
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API &% 6 I BRFNIANIN
BPR YIRZAPIEO 1=RIR KHRRIIAIR IAM | i&
(Action) mB | Jk
(Pr | I
ojec | H
t) (
En
ter
pri
se
Pr
oje
ct
)
HFE | GET /v5/{project_id}/ vpn:resourc | - v X
JBFRES | {resource_type}/ elnstanceT
SIES {resource_id}/tags ags:list
&HiFE | POST /v5/{project_id}/ vpn:resourc | - i X
B35 | {resource_typel}/ elnstances:
H=E resource-instances/count | count
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FEE LS

APl &%& A B3z

A

A.1 3REXINH ID

B’rn=

ERAEOREHE, B2 URLPFEREANRBID, PRLAFERNEREBID. BUTH
FERENS = :

e FARBAPEREXIREID,
o  MNIZEHIBKEVIRBID,

VEF3 API 3XEXIH ID
INH DT LB A AESEERM TRIESIRAPIERE .

SREXIRBIDAYECON “ GET https://{Endpoint}/v3/projects” , EA{Endpoint}AIAM
NRIET R, FEOMAEESIES IAEENET,

MRBIENT , EFRprojects FAY “id” BISIREAID.
{

"projects": [

"domain_id": "65382450e8f64ac0870cd180d14e684b",
"is_domain": false,
"parent_id": "65382450e8f64ac0870cd180d14e684b",
"description": "",
"links": {
"next": null,
"previous": null,
"self": "https://www.example.com/v3/projects/a4a5d4098fb4474fa22cd05f897d6b99"
I
"id": "a4a5d4098fb4474fa22cd05f897d6b99",
"enabled": true
}
1
"links": {
"next": null,
"previous": null,
"self": "https://www.example.com/v3/projects"

}
}
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https://support.huaweicloud.com/api-iam/iam_06_0001.html
https://support.huaweicloud.com/api-vpc/vpc_api00_0010.html#vpc_api00_0010

FEILE M4
APl &% A Btz

MIZHISIRENIRE 1D
MG FRENE E DRI T T -

1. BREEEFIS.
2. BIrBEAEALANBRE, EETRSIRFR “HHEILE” .
£ “APIEIE” NEANEYIFRFEBRBID,

A-1 EEINE ID

m% g - a
A.2 K&
&A1 EHEIRENE

IEEIROE | K8 il

200 OK GET. PUTIR{FIERIR,

201 Created POSTIR{EIEEIR[E],

204 No Content DELETEIR{EIEFEIR[E]

& A-2 REIREE

IR[EHE *E itz

400 Bad Request | ARZZEEFRALLIEIEK,

401 Unauthorized | #I5KIIREFZRFZMEE

403 Forbidden XA K RE R 4R LE o

404 Not Found ARS3 2R T A B EARIBRAYTTH o

405 Method Not | IERFISERITTETK T
Allowed

406 Not RSS2 BRI N TE A4 = PP SE
Acceptable

407 Proxy BARFyRE S ERRIERSS TINIIE, XHEIEK
Authenticatio | ZAEHEALE,
n Required
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FEILE M4
APl &%

A Bg=R
REIE E Sit) 4B
408 Request BB T RSS2SRV EFRTIE
Timeout
409 Conflict AT, ERTERTHK
500 Internal BRERTH. RERE.
Server Error
501 Not BREKRTH . BRZBASZIFIMBERAIINEE
Implemented
502 Bad Gateway | iEKFK5E. IRSZEEM LTRSS =RILEI—1NTRLRY
MRz
503 Service BXREKTHK . RAGHRE.
Unavailable
504 Gateway I SHERT o
Timeout

A.3 IHi=ig

ThREAA

IR[E{AEC

HixigiiAe

APIRRAEREIRIY, SEERENNRE], N\ BEEEXWVPNEEEO (A81F
OpenStack[F4EEN ) EREEIAVERE

{

"code": "VPN.0001",
"message": "invalid request:xxx"

}

HIERAPIES, WNSRIBR “APIGW” FFLAVEIRD, BSWAPINKIEIRIDH T

I,
E RSB e BIRER iR SCTRIERE
2y | 400 VPN.0001 | invalid MAS | BEEEATES,
B request:xxx | HAES
&
500 VPN.0002 | server error: | fRS328 | BARI AR,
XXX REREE
=

MAERRAS 01 (2025-02-05)
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https://support.huaweicloud.com/devg-apisign/api-sign-errorcode.html

FEE FAMIES

APl &%& A B3z
B | IKESB | ERB HixlaE A A IEFETE
2
403 VPN.0003 | Authenticati | IE28i5 | i8I FIEFBAYAHRIER
on failed: ia) IR o
XXX
404 VPN.0004 | resource not | iR | IBHIARIRRIIdEEIES
found e Pz EP N 2SR
BHEZAR.
400 VPN.0030 | The system | RZZE |BHHEEEIR.
is busy, T, 18
please try HEE
later. o
400 VPN.0031 | Repeated B8R | BHEEEA.
operation. {E.
2 | 400 VPN.0070 | The key UEF%s | BEABRREFAEK
i algorithm of | B9Z58 | ROIEP.
A the BiExT
= certificate »o
VP %s is not
N supported.
400 VPN.0071 | The EH%s | BEAEZREEHFSEXK
signature NEE | RER.
algorithm of | &%
the B
certificate
%s is not
supported.
400 VPN.0072 | Certificate | iEB%s | iBESARITEIIZEFiHCA
%s has 2id B,
expired. HA
400 VPN.0073 | Certificate | iEB%s | BSANERHIER.
%s has not | ixk4%
taken effect. | ¥,
400 VPN.0074 | The format | iEH%s |iESANIERENES,
of the AYHEC
certificate T o
%s is
invalid.
400 VPN.0075 | The content | iFH%s | iESAIEHREGIER.
of the AE
certificate T o
%s is
invalid.

MAERRAS 01 (2025-02-05)
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FEE FAMIES

AP| &% A ffFR
E REB | ERB HREE ik QLIBFETE

400 VPN.0076 | Certificate EHE%s | BESANIERANER.
%s is not a A~=2CA
CA WE#H,
certificate.

400 VPN.0077 | Duplicate UEF%s | iBHIRESRNES.
certificate: BE,
%s.

400 VPN.0078 | Invalid BiE% | IBSAILERBIBIEYIE,

format of Z2%sHY
the CRL %s. | &=\
B

400 VPN.0079 | Invalid wiEs | IBEANIERIBEYIE.
content of | F&%sHY
the CRL %s. | IS

A,
400 VPN.0080 | Invalid date | BE% | BSAERNREIIR.
of the CRL %£%sHY
%s. HEAL
B
400 VPN.0500 | VPC %s is VPC %s | 15HIAVPCHIIDERIES
not found. 37 1FH.
2,
400 VPN.0501 | Interconnect | HEXF | iBIAFNEVIDEREES

ion subnet M%sk | IEF.
%s is not =,

found.
400 VPN.0502 | Interconnect | BEtF | i5ERZRIPFTENF
ion subnet M%sZ= | Mo
%s has RIPA
insufficient Eo
available IP
addresses.
400 VPN.0503 | Interconnect | BEEF | iBfERIEEVPCAIFM .

ion subnet [ %sA~
%s does not | EFVPC
belong to %s

the VPC %s.
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FEILE M4
AP &%

A M=
E KREB | &R EREE R ATEIERE
400 VPN.0504 | The number | iEZEH | BEWASEINEEE.
of jiz=p Ukl
connections | $&ENX
exceeds the | &K
upper limit | &
defined by | %,
the
specification
400 VPN.0505 | Gateway X | BEERALS,
resources pEEN
are Eo
insufficient.
400 VPN.0506 | The MXIE | iBfEEE.
gateway is | EBIEE
being f, 15
created, HEE
please try ito
again later.
400 VPN.0507 | The MXIE | iBfEEET.
gateway is | fEEHT
being h, B
updated, HEE
please try o
again later.
400 VPN.0508 | The MXIE | BfHEEE.
gateway is | 7EMIRR
being F,
deleted.
404 VPN.0509 | The MEA | BRIARXKHIDEEIES
gateway =FE. Ff.
does not
exist.
500 VPN.0510 | The IR | BRI,
gateway SH
status is .
abnormal.
500 VPN.0511 | The Xk | EHEEER.
gateway is | #i&.
not ready.
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APl &%& A B3z
B | KESB | ERB HixlaE A A IEFETE
R
400 VPN.0512 | The MEXE | IBZNESSPEEIP,

gateway 4BTE
already has | EIP,
an EIP
bound.

400 VPN.0513 | Insufficient | MXEE | iB5EMIBRAB{FERIN
gateway A X, HEHBT AMXER

quota. E o fﬁﬂ"]@agm o
400 VPN.0514 | Two AZs BEE | BEERTTAEKX,
must be RAE
specified. X,
400 VPN.0515 | Duplicate BEN | BEETENTBX.
AZs. AKX
BE,
400 VPN.0550 | The EIP EIPTEZ | IBMASIEAEIPES .

bandwidth | #Bid#i
exceeds the | F&ENX
upper limit | B9EK
defined by s
the
specification

400 VPN.0551 EIP %s is EIP %s BAEIPNIDERIES
not found. K i
3,
400 VPN.0552 | EIP %s is EIP %s B{FHT] BHRYEIP,
frozen. R
&,
400 VPN.0553 | EIP %s has EIP %s B{F AR BHRYEIP,
been bound | B4}
to an SESL
instance. B,
400 VPN.0554 | EIP %s does | EIP %s | iS{EmETs=aYEIP,
not have KEH
exclusive =R

bandwidth. | &,

400 VPN.0555 | EIP %s does | EIP %s | i5fERIAR/CMUAYEIP,

not belong | A2+
to a center. | CMUEY
EIP,
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APl &%& A B3z

B/ RSl | ERB HixfE= ik SbiBfERE

R

400 VPN.0556 | EIP type %s | EIPZ 1B FBIEMAYEIPZEEY,

is invalid. B%sTG
o

400 VPN.0557 | EIPs of the | %s35BY | {&EARTAERYEIPZEEY,
type %s RIEIPE
have been =zE
sold out. BB

400 VPN.0558 | Incomplete | EIP2%{ | iBHIANGARIEIPSHES
EIP 7 HONESH,
parameters.

400 VPN.0559 | EIP EIP2% | iSHIAEIPRIIDFIEBAY
parameter | 158, EIPSEARHEA .
conflict.

400 VPN.0560 | EIP quota EIPECER | ERiBY KEIPECAIE M
not enough. | <& IREIPo

400 VPN.0561 | EIP quota EIPECER | IBBARIAZ .
not found. | ki

2,
400 VPN.0562 | The current | HEil | iBBARAZF,

gateway KAIRR
version does | ANASZ
not support | #%sIf
%s feature. | BE

404 VPN.0563 | The EEAR | IBRAIERIGERZID,
connection | F1E.
does not
exists.

400 VPN.1100 | The server | fRSSiw | iIBHWIARSBIHIED
certificate PR
cannot be B
empty. =,

400 VPN.1101 | At least one | ZVFE | BREELE—MEFin

client CA E—{5 | CAIEB,
certificate is | ZPiu%

required. CAIE
.
400 VPN.1102 | The number | fRSBin | BZEMXTEIEZ R
of servers HEE | SBiwo
exceeds the | #BfE.
upper limit.
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FEILE M4
AP &%

A BFzR
B | KESB | ERB HixlaE A A IEFETE
2
400 VPN.1103 | CIDR block | %sfER | iSINBERAIMER .
%s is T o
invalid.
400 VPN.1104 | CIDR block | %spEE | i NBIERRIMER .
%s is A<e]
unavailable. | .
400 VPN.1105 | The number | Kixk | i5#HIA20 2B/ DRI AR
of local A% | MER.
subnets =13
exceeds the | R,
upper limit.
400 VPN.1106 | Duplicate ik | EMERESRIRIRRIES
local EZ%sE
subnet: %s. | &,
400 VPN.1107 | The mask ERim | BWMAGENE iR
length of MEZHY 2o
the client L IENN
CIDR block | B4R
must in the | £
range of 16 | [16,26]
to 26. ZI8,
400 VPN.1108 | The number | ZFix | iIBMIASEZ ik
Of IP WEQ@: ﬁo
addresses in | a5t
the client b 53
CIDR block | 7N
is less than | iz
the number | #EE
of IP ROttt
addresses HE,
required by
gateway
connections.
400 VPN.1109 | The client EZRim | BRASENE iR
CIDR block | MES 2o
conflicts VPCE&
with the F%s,%
VPC route 2,
%0s.
400 VPN.1110 | The status | fRSBix | IBIEEIEBIOIRS.
of server HOIUE
certificate Hopsyk
%s is =
abnormal. =,
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FEE FAMIES

APl &% A B
B | KESE | BiRE HIREE A A IEFETE
2

400 VPN.1111 | The number | EFix | IBEATNHELHIER
of client CA | CAIEH | igCAIEH .
certificates | BIE=
exceeds the | #BFR.
upper limit.

400 VPN.1112 | Server RZim | BFIARSIRIERAIIDE
certificate EH%s | BFIESIEM.
%s is not Kk
found. B,

400 VPN.1113 | The server is | IRSZixm | BHEEIR .
being E7ESl
created, #rh,
please try BHE
again later. | Eid,

400 VPN.1114 | The server is | PRSZ iR BiEEER .
being EESE
updated, e,
please try BEE
again later. | Eid,

404 VPN.1115 | Client CA EZRim | BEAZFigCAIEEAIID
certificate CAIF EREEIFR,
%s does not | F%sAK
exist. ==,

404 VPN.1116 | The server | IRSSi% | iIBHIAIRSIRAVIDESIE
does not = S1Fffi.
exist. =,

500 VPN.1117 | The server | fRSSi%w | IBEARBEATIF,
status is »iku#
abnormal. =,

400 VPN.1118 | The local Kimh] | BEARIHRIES
CIDR block ExTﬁb
cannot be yaks
empty.

400 VPN.1119 | The client EZRim | BRMASENE iR
CIDR block | MBS | E&.
conflicts i
with the E%%s;H
local CIDR 58,
block %s.

400 VPN.1120 | Client CRL ZRig | BRAZERiRmEYIZERL
%Ss not miEy | IDRSESIER.
found. E%sA~

==
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APl &%

A MR
B | IKESB | ERB HIRER A A IEFETE
2

400 VPN.1121 | Gateway XX | MEGPEeip/FEIL
not bind eip. | 4BEeip

400 VPN.1122 | There are RSin | BMERERE, BT
users on the | FER | /.
server. P, 15
Delete them | ScHflps:
first. AR,

400 VPN.1123 | There are RSim | BMRERAR, BT
user groups | FEA | #fE.
on the 48,
server. i=pawil
Delete them | A
first. 4,

400 VPN.1124 | There are IRSSim | iEMERIGINRESE, B
access FEE | 1TRME,
policies on | A)Z&
the server. B, 15
Delete them | 5&HiBs
first. IS

1=

400 VPN.1125 | There are RSin | BHFREFIRCAIEBRE,
client CA FEE | B#EITRE,
certificates | PixCA
on the R,
server. i=pawil
Delete them | fRZEF
first. U CAIIE

B,

400 VPN.1300 | The user FFA | EEERENEFES
group name | {& Ro
already =,
exists.

404 VPN.1301 | The user FFH | EBAIERBEFAED,
group does | 7%
not exist. =,

400 VPN.1302 | The BR& | EEIRARNBFER,
username E-J8
already
exists.

404 VPN.1303 | The user BFRA | EmAERBAEFID,
does not ==,
exist.
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APl 2% A BiF
B | KESB | ERB HIRER A A IEFETE
2

400 VPN.1304 | The user %s | FF%s | BRINZAFRERER
has been B#s | INRHBFE, RE
added to BEIE | E, BEZARPNEME
another AR | PEPBREBRN.
user group. | 48,

400 VPN.1305 | The user %s | FiF%s | iSHRIASEIRAVARID2
isnotinthe | RkEY | BIEH.
current user | BIFAR
group. A,

400 VPN.1306 | The number | P4 | BIERAFEH=, AP
of user HEE | BHEFBIxKAR
groups HEekX | #lo
exceeds the | PRl
upper limit | 50,

(50).

400 VPN.1307 | The number | AFP# | BlNERFHE, 88
of users =Bl | ENERKEEH.
exceeds the | [R#l,
upper limit.

400 VPN.1308 | The ERE | BEMENEBRESER
password FEA | E.
complexity | #EZ
does not e2E
meet Ko
requirement
S.

400 VPN.1309 | The EBA | BRATEEEFE%A
password BE5H | PREIFRIZERE.
cannot be =41
the BIFRY
username or | AFE
the reverse | 1B,
of the
username.

400 VPN.1310 | The ZiEE | EWmANXEEUNTEEF
password % | FRIER: XBFEHE. /)
contains Fo 5F8. ¥F. HKF
invalid F: ~@#$%N&H()-_=+\|
characters. [} “,<>/2F0ZH8 .

400 VPN.1311 | The new MERE | EERRAEBERESH
password TEeS | BEEEE.
cannot be |BZAE
the same as | 1@,
the old one.
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FEE FAMIES

AP| &% A BF=R
B | KESE | BiRE HIREE ik QLIBFETE
R
400 VPN.1312 | The old FBRFIH | BMAERIIER
password is | ZFROE
incorrect. =

400 VPN.1313 | The user FFAE | BHERKEEYIH SRR
group has EXE | &, BHIRBFAE.

been BRI
associated B, 15

with an SEBR

access Al
policy. B o
Delete the
access
policy first.

400 VPN.1314 | The FHE | BEEfRAEEERESH
password is | 35 EATEN
weak. 8,

400 VPN.1315 | Duplicate B58F | B7BRAEERNEF.
user %s. F%s,

400 VPN.1316 | Operations | BRIAA | B7DRIERABFA.
on the PEE

default user | ki

group are E.
not allowed.

400 VPN.1317 | The BREZ | BRAERNERE.
username is | 48]
unavailable. | .

400 VPN.1318 | User list is BR% | BEANIESHAFSIE.

empty. EY5
=,
400 VPN.1400 | The number | 150K | iBREEIHIOREEE, 5
of access BREE | (DRI REEEBIETRAR
policies Btes | #l.

exceeds the | XFE#l
upper limit | 100,

(100).

400 VPN.1401 | The access |iAi@sR | iBHINAIERIOIHIGRES
policy does | B§A7%F | ID,
not exist. =,
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APl &%& A B3z
E W& | E=RES HIRER A A IEFETE

400 VPN.1402 | The number | BRIM | iBEZBWAZSTF101MBERIN
of ERRY%NL o
destination | E#8
CIDR blocks | FRo
exceeds the
upper limit.

400 VPN.1403 | The BHIW | IEEMAEYEIBERIMNES .
destination 2%ST5
CIDR block | %%,
%s is
invalid.

400 VPN.1404 | Duplicate BrIN | BZBmAEZEENERIK
destination | E8%sg&E | E&.
CIDR block | &,
%s
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FEILE M4
APl &%

B {21Tic%

B ZiTieR

& B-1{8iTicR

y-Zi=b

SEHTIAA

2024-08-31

B)URERXNA . XEREEH:
gt ECZEVPNEF, . #HEMIRVPNERED

2024-08-23

BEREXNARH . XEREEH:
FHBUARAZ VPN IR . BIRAZVPNIEIITSIR. BRSS
AHENRNBGIERST .

2024-06-30

BIORERAT . XEREEFH:
HELKIR AT VPNRIE . RSim. APPSR, B9, VPNED
. VPNIRZET,

RS ET .

2024-04-19

BRRENLR . XEREEHN:
(ELZBEEVPNRIXETs, “flavor” SEGHTIEVPNRIKAASAIEIA
iRHH o

2023-12-30

BIPRERA T . MEABEFN:

o HIBIFEETD,

o (ZXIEIFEVPNRISE. EAVPNRIX. EiGVPNRIXKSIZE. B
VPNRIX. SRR, EAxmEX. EiaxtimlS<s)
*x. EFiRRX. CIEVPNIER. EiEVPNERE. &HiFVPN
EEYIER. EFVPNIEEET, IS “tags” 2%,

o (ZBIFEVPNRIE. EFPVPNRIXK., EiFVPNRIXIIERET,

HiER “master_eip” . “slave_eip” 2%,

o (EXEFHVPNRIXET, Hifk “master_eip_id” .
“slave_eip_id” 2%,

o (EXEIRAVPNRX . BEBIVPNRXFIRET, kR

“access_private_ips” 2%,

MAERRAS 01 (2025-02-05)

IRIERE © LA/ ARBIRAE 328



FEHLE P4
APl &% B {2iTicR

y-Zil=) - SEHiRER

2023-09-30 FDRERA . NERNBSEHA:

o [EXEIAVPNRIR . EiVPNRIXRSIZR. EFVPNRIXET,
“flavor” SEFRIFEIEIPEENRIVPNRIKAEATERGEE -

o (EXERAVPNMXATAXET, HNHSFHE
“professional1-NonFixedIP” “professional2-NonFixedIP”

S, (BimRES .

o (EEIGVPNRIE. EIGVPNRIXKFIZER. EFHVPNRIXETS,
B IEEE IPE NSRBI R

2023-07-15 FIRERXR . MEABREFHN:

o % HEVPNRIEIEBET .,

o FFEEIAVPNMSTEBIFEED.

o FFIEEIHVPNRIXKTIRES,

o [EMEUEBVPNRIXE, EFVPNRIXE, EiFVPNRIXTIE. B
VPNRIXET, “flavor” SHFMIEEZRIFHAIEAIRA

o (ENEHAVPNRIX. B IRMC. EEX iR, Eifxdin
MKFZR. EFNHHMEET, Fig “certificate_id” 2%,

o EMEEVPNRIXOTAXET, WABEEFHIE “GM” &
#, 1EmrES

o (ENEIFEVPNIER:. EiFVPNIER:. TGVPNERSIE. &t
VPNIEEET, FEEZIFHEEXAIEIARE,

o (EEIFEVPNRIXETS, &2 “bandwidth_size” S¥AYIEIA
i‘RHﬂO

o (EMBIFBVPNIEREETS, 18 “dh_group” #1 “pfs” SHHY
EINMEA “groupls”

o [EMEUEVPNRIE, BEFVPNRIXE, EiGVPNRIXTIE. B
VPNRIXET, #iE “ha_mode” . “eip1” . “eip2” &
#, 1B “master_eip” . “slave_eip” SEAVHEIRILIE,

o EEIAVPNRIE. EFVPNRIESRFIEFHFVPNRIXET,
i “access_private_ip_1” . “access_private_ip_2” , 18X
“access_private_ips” SERHERITAE

o (ENEIFEVPNIERE. EiFVPNIERE . TGVPNERESIE. Bt
VPNIEESET, % “ha_role” &#,

2022-12-31 FE—REXES
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