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(MEETY:
APIEIRTSZIFEREAK/SKIAIE, AK/SKINIEERSDKINERHITE S, ERidiESBiEERFR
fMAuthorization ( SZIAIEHSE. ) FIX-Sdk-Date (i&5RkA&1XRIATE ) 5Kk,
AK/SKINIERSIEMIR RIS S IIAESSE “ AK/SKIAE”
Xj‘?‘é‘fiﬁ@ﬂ@lAMﬁﬁF?ﬁD, {ERAK/SKA VAR, MIIBE LGNSR T

No
POST https://iam.cn-north-4.myhuaweicloud.com/v3.0/OS-USER/users

Content-Type: application/json

iﬁ*iﬁ%\ﬁ-‘ ( E.ﬁ& )

ZERDEIE, IERIHEMBEIUSMUIEIL (AIISONFXML ) R, SiEkHEELH
Content-TypeXJiz, (EEFRIERIERLZIMIANS . EIBKBEEFPRIISESIFH
X, MRS RFRAIUTE-84%ED o

BMEONBRERARARBTE, EHTES M EOMBFEEERERAE (HEHHE
SRR ) , GET. DELETEHERE(ERERZRNMATERRS, HRAEFATFER
EEAZEOME.

MFEEREBAMABRFED, SILUNZEORBEREDBRIFIFEIISRSH NS
7B BRI ERIERIN TR, IMENFREZRELNMEERES,

e accountid AIAMBRFIERNKSID,
e usernameNECIZENIAMABRFE.
e emailHIAMBEFBIHRFE o

o e AMBIFIRIESRET .
POST https://iam.cn-north-4.myhuaweicloud.com/v3.0/OS-USER/users

Content-Type: application/json

X-Sdk-Date: 20240416T095341Z

Authorization: SDK-HMAC-SHA256 Access=*****+xxxriarix  SignedHeaders=content-type;host;x-sdk-date,
Sig natu re:****************

{
"user": {
"domain_id": "accountid",
"name": "username”,
"password" "**********"'
"email": "email",
"description": "IAM User Description"
}
}

FXERILXMEREENASHESFTLT, BELUERcurl, PostmanziEES
SREELRNRXIBRBAAPI . S3TFIRENVEFTokentE O, IREIRIIMLLE LAY
“x-subject-token” FEHEEIRENAIFF Token, BT TokenZf5, EHAILAGER
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e AK/SKIAIE: JBITAK (Access Key ID ) /SK ( Secret Access Key ) INZHERIEK .
HEZEBAK/SKALE, HZ2 M TokentNIEES -
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TokenfEH BHLRSHHAERSHE (R8T ) RIZR, BBTokenpiCERIBEEMIUR.
Tokeni \IESL2E I FBAPIRIEHEIG TokenIIZIERIHELH, NMEISHIAIE, R
SIRAEAPIRIINIR . TokenwliEid ifE FAZREXF F Token$E I3REN

ZIRSEFERMEITELSN: RBRRSNEEHRESS -
o INMERRSEEXRINE NI Token, WATIERbodyFauth.scopeRIEUES

project,
o ERRIRSEEIRNE /NI Token, WATIERbodyFauth.scopeRIEUES
domain,

EREIEAMEAPIEZINB R 3IHIToken, BIEARIKEVETokeniZ MY, iBK
body/rauth.scopeRIBUEFTE ZEikiEproject, TR,

{
"auth": {
"identity": {
"methods": [
"password"
]

,
"password": {
"user": {
"name": "username",
"paSSWOI’d": n********ul
"domain": {
"name": "domainname"
}
}
}
by
"scope": {
"project": {
"name": "XXXXxxxx"
}
}
}
}

KEXToken/S, FABHEMEORN, SEEEBEKREELFIRM “X-Auth-Token”
H{&BNSToken, f5la0Token{&) “ABCDEFG....” , MEARMIZEORE “X-Auth-Token:
ABCDEFG....” INENERBEELRNAT, SITFFi7N.

POST https://iam.cn-north-4.myhuaweicloud.com/v3.0/OS-USER/users

Content-Type: application/json
X-Auth-Token: ABCDEFG....

SRR LUBITIX MISIEGE 7 fRaNal{ERTokenIAIE: https://
bbs.huaweicloud.com/videos/101333,

AK/SKIAIE
(MARIY:
AK/SKEZINEA NI EEARANE12MBLAA, 12MBLL ERYIEKiIEEATokenIAIE .

AK/SKINIERLZERAK/SKIFIERIAITE R, AIFKIPBERERIRNNELIEEL, MM
BT EHBINILE
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3.3 iR[E1%

e AK (Access Key ID) : i5ia)E$BID, STABIHAEAXKAIIE—IRAR; Ha%
RIDFIFAB B RIER—EEER, MEREITNEESR.

e SK (Secret Access Key ) : FABIAIAZER. SIHIOZHEIDESER, ERHT
MZEL, TRREIET, FHHLEEREIER.

{ERAK/SKIANIERT, 1ERJLIETERZFIAERAK/SKHEREITES, BAILUERE]
AIZERASDKIIBRFITER . 1FHAIRERTTIEMSDKERTXFZS WAPIE RIS .

(iR
KZSDKRURMHEZINEE, SIRSZIZMAISOKAE, ERIEER.

AR LUBIT X MISREGE 7 BEANa{ERIAK/SKIAIE: https://
bbs.huaweicloud.com/videos/100697 ,

/T
IBREELE, SB2WEINLN, EPEEIREE. IMAESLFMERA.

INSEZE—BNDEISRIEFAD, IKEMBRT T ERIDNAPRTE, TEAPREH
HIRIBFS RS

MTFEERXCRIAMARED, NRBAREREMREE S “2017 , MRREKRMI.
M Rz S Sk

MMWIERERL, MEREFEAHEEL, 2 “Content-type” .
MFEERFRIAMABRED , XENE1FRREE.

3-2 EERGE IAM BFIGR;EE Sk

"¥-Frame-Options": "SAMEORIGIN",
"X-IAM-ETag-1id": "2552365939-daf6f12521974cba@o7338acllfceacia”,

"Transter-Encoding”: "chunked”,
"Strict-Transport-Security™: "max-age=31536688; includeSubdomains;”,
"Server”: “api-gateway",

"¥-Request-Id": "af2053f2bcca7a42325a6%a1% 6c32a2",
"X-Content-Type-Options”: "nosniff”,

"Connection": "kesp-alive",

"X-Download-Options": "noopen”,

"M-K5S5-Protection™: "1; mode=block;",

"X-IAM-Trace-Id": "token_ W _null af2953f2bcch7ad2325a6831%e603232",
"Date": "Tue, 21 May 2824 89:83:48 GMT",

"Content-Type": "application/json; charset=utfs"”

aRGHZA (A )

IZERD Al MNGHRREE SR (ISONERXML ) iRE], SERzES Sk
Content-TypeXJiz, (EIEFRAALEELZIMIRE o

MTFEERICRIAMAREZD, RONTFERE. AREEELD, XERRETRIOR
o
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{
"user": {
"id": "c131886aec...",
"name": "IAMUser",
"description": "IAM User Description",
"areacode": "",
"phone": "",
"email": "***@***.com",
"status": null,
"enabled": true,
"pwd_status": false,
"access_mode": "default",
"is_domain_owner": false,
"xuser_id": "",
"xuser_type": "",
"password_expires_at": null,
"create_time": "2024-05-21T09:03:41.000000",
"domain_id": "d78cbacl.......... ",
"xdomain_id": "30086000........
"xdomain_type": "",
"default_project_id": null
}
}

SEOEALER, SREESREBRIREERE, ExWAIBody A EzUaI TR
o
{

"error_msg": "Request body is invalid.",
"error_code": "IAM.0011"

}
HrAR, error_codeZXRiBIRIG, error_msgRREIREIAEE .
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e eip:public
Ips:delete
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Ips:disass
ociatelnst
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e eip:public
Ips:get

e eip:public
Ips:list

e eip:public
Ips:updat
e

e eriinstanc
es:get

e vpc:ports:
Create
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URI
POST /v5/{project_id}/vpn-gateways
* 4-1 SHRA
BR i) BEBY | ik
i%
project_id String = IREID, BJLABIIIRENIN R IDFREIRE
ID,
BEXRIHR
o BFKSY
& 4-21E5KEY
=T it =AY | ik
1%
vpn_gateway | CreateVgwR | 2 VPNRIEITER o
equestBody
Content
object
2 4-3 CreateVgwRequestBodyContent
B St BEY | R
1%
name String B o INBEIREE: VPNRIFEZFR.

EEBE: 1-641MFFF, IFH
F. BXFE. 3 (\ude00 -
\u9fa5) N _(-ltjzl.]é%) N T ( I:Ptl.]
%).. (=)o,

FONME: NENSBERIETNA
vpngw-***RYZFR, FIUN: vpngw-
a45b,
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FEILE M4
AP &%

4 API

B

i)

network_typ
e

o INEEIER: VPNRIXRILEEE, A
<

M ( public ) Z£BUAIVPNRYKIE]

EIPSXJunPKEIE; FAR

(private ) ZEIHIVPNRIZEL

VPCAIBIFAM I PSXTim M K IRIE o
o EUEEHE:

public: 2,

private: FAMJ,

e ZAE: public,

attachment_
type

String

oy

o INEEIRAE: XEXER,
o BUETH:
vpc: EHIFAB =,
er: RMVEREIZEE.
o FIAE: vpco

ip_version

String

iy

o gg%“éiyaﬂ)a: VPNRIKAIIPHMYAR

o EYESEHE: ipv4. ipv6,
o ZXINME: ipv4

er_id

String

iy

o INAEIHRR: VPNMEFTEZAYERST

BIA9ID
e #J%R: 36fUUID,
Lattachment_typefc & 9"er" AT
BHE, SURE,
er_id¥lvpc_id R BERRT RS
AJLABE BRI ERHESIFREEERT
BIA9ID

MAERRAS 01 (2026-04-24)
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FEILE M4
APl &%

4 API

B

5]

i)

vpc_id

String

o IfEEIRAA:

- attachment_typevpcht,
vpc_id2VPNRIFEFKELAI S
VPCRIID,

- Hattachment_typeJgerdd,
vpc_id2VPNRIFEAIIEAVPCHY
ID, WASATLAER{ESVPCHY
ID.

e #J3R: 36fZUUID,
Hattachment_typefcE"vpc By
WIE; Yattachment_typeftE R
"er"BfR]AES, ZHvpc_idfi
access_vpc_id&BESHT,
access_vpc_id4E .
vpc_idFler_id A BERIATAZ .

B LABISEAVPCEIREEVPCHY
D,

local_subnet
S

Array of
String

iy

o INAEIHAR: IPVAKIEFME= FF
M, ZFMNEZBEIVPNS= TS
I F P TEIE
B VPNRXRZIES50M RinF
W], BBANF RIS
192.168.52.0/24

o 29%R: Lattachment_typeftEJ
"vpc"Bt. Hip_versionEtEH
"ipv4"BYE, BUAIE,

local_subnet
s_v6

Array of
String

oy

o INECIRER: IPveARimFME= EF
M, 1ZFNEZEIVPNSZ T
IR TEIRE
B1PMVPNMXRZIES500ARin T
Wy, EAANFRIEiaBl:
16af:cacc:1097::/48

o 29%E: Lattachment_typeftEJ
"vpc"Bt. Hip_versionEtEH
"ipv6"BIME, BNARE,

MAERRAS 01 (2026-04-24)
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FEE FAMIES

APl &% 4 API
2R i) BEY | A
i%
connect_sub | String B o INBEIHAR: VPNME{ERRVPCF

net XD .

o #J%R: 36fZUUID,
Yattachment_typefe &4 "vpc" At
WIE; Hattachment_typeficE S
"er"lA]AES, X
connect_subnet#l]
access_subnet_id&#BIESHT,
access_subnet_id4E3 .

attachment_typeSgerfid, FM
hEEEED2PMTHIP,
Lattachment_typeJavpcht, R
access_subnet_id5
connect_subnetfg@, MFMEFE
EEEDANPTRIP; NRAE,

MFEEZ/D2MNEHIP,

bgp_asn Long B o IPAEIRAE: VPNRXHRIBGPEALE
w3,

o EYETSHE: 1-4294967295,
o EHAE: 64512,

SZHERRAN 01 (2026-04-24) WRIERE © HERRARBIRAT 17
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BR S B | R

flavor String & o INAGHE: VPNRIFHIMASLEY,
SLRRAEEEIESE VPNIZHI St
#2VPNRIX I HEAYSpecificationis
Ih,

o BUETH:
- Basic
- Professional1
- Professional2

- GM
FEAMEEEAUTE, BEFUR
AZRVPNF=GZHAE

- #4b-B=2%H—: Basic.
Professional1 .
Professional2. GM

- fEE-I~M: Basic.
Professional1. Professional2

- %4b-16==PY: Basic.
Professionall. Professional2

- fEZ5- F¥E—: Basic.
Professional1. Professional2

- FE-=PfH—: Basic.
Professional1. Professional2

- fhE-FiE: Professionall.
Professional2

- I K-2%: Professionall.
Professional2

- Y K-#Fhnik: Professionall.
Professional2

- TA-FEDIMX: Professionall.
Professional2

- BRIN-EBIAFR: Professionall.

Professional2

- HZR-pafpFLEL-OP5:

Professional1. Professional2
- hEE-FEfhe

Professionall. Professional2
- THE-RHMEHR:

Professional1. Professional2

o Z95R: Hnetwork_typeJprivate

At ABEIESBasic; =
attachment_type AerfI AR gEiES
Basic,

o ZXIME: Professionall,

SZHERRAN 01 (2026-04-24) WRIERE © HERRARBIRAT 18
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FEE FAMIES

APl &% 4 AP
B E- St =aW | iR
i%
availability_z | Array of & o IHREINBE: ZPEVPNMNXRYETH

one_ids String X . RNERENAVPNRIEFER]
BX., NRFEEIEETBXALUE
IEIFVPNRXABEX&EGTHX
FIZ, BiRiEflavor.

attachment_type. ip_versionfy&
HBESHEVPNMFESZTIFI T
X,

o ZYTR: WIRVPNRIKSZIFFR K LA
ERNATRXE, BUESHE A
X; ZF— e BAXEIES—1;
iiﬁﬁjﬁﬁ XS BELIZE VPN

o IpEEIRAR: WIRBID,

o Z4TR: 36{zUUIDEEE"0",

o FINME: "0", TXRREET
defaultDIIRE

eip1 CreateRequ o INEEIRAE: TUEVPNMXERER

estEip object BIE—NEIP, FEERXNXER
ZFEIP,

o Z9%R: network_typegpublicAT44
%, AprivatelIAZTEIES,

eip2 CreateRequ o INgeinhA: XUEVPNMXERRER
estEip object RISE_ANEIP, EH/IEXMEET
EIP,

o #J%R: network_typegpublicATis
%, AprivatelIAEEEE,
access_vpc_i | String o IHEEIRAA: VPNMIEERRIEN

d VPCID,
e #4%R: 36fUUID,
o EFNNME: EvpcidFERFTERE.

ALUBITERVPCHIEEEVPCHY
D,

iy

enterprise_pr | String
oject_id

N

iy

iy

SZHERRAN 01 (2026-04-24) WRIERE © HERRARBIRAT 19
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FEE FAMIES

APl &% 4 API
2R S 2/ | A
i
access_subn | String B o INBEIHAR: VPNRIZ(ERAMEAN
et_id VPCHAJFMID,

e #J%R: 36fUUID,

Hattachment_typemerfs, FM
FEEEED21THIP,
Lattachment_typeJavpcht, TN
access_subnet_id5
connect_subnettg@, MFM+E
E5EPATTRIP; WRAE,
MFBEZE/D2MNZTFHIP,

o ZXAME: Elconnect_subnet=EZFT

1HAYE .

ha_mode String B o INAGIHAR: MIFEHIHARET,
"active-active"R"XWE, "active-
standby"F&R~EH

o EYESEE: active-active, active-

standby,

o EXIME: active-active,
access_privat | String B o IHEEIRAR: FARIZERIVPNM AT
e_ip_1 ANFARIPT, $5REipBIZEFARI SRS

RE, EEMXAAEp, WEN
KBS AZEipT.
o EUEEE: BAFMMNENAIRIS
Ecipo
o AR: FEEEANIp2EAHEE, &
BESIENIP2EE.
access_privat | String B o INEEIER: FAMIZSEIVPNRISKCAYEE
e_ip_2 NFARIIP2, $5XEipCIEEFAMI AT
RE, TEMXE AR, YEN
KRR EiIp2,
o HUETEE: BAFMMNEARARAS
Ecipo
o AR: ESEANPIEREE, &
BESENPIEE,
tags Array of & o INEEIRAR: IFEFIER,
VpnResourc o EE: BEEE04
eTag objects - - °
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2R 4-4 CreateRequestEip

B RE B | R

id String o IfAEIRER: EIPRYID,

o EUESEHE: 36{ZUUID,

o U5 HFREHAEIPHIES, 3
HEZREIPRTRIE,

JLIEE = BT NIPTIRES
FEIPRIID,

iy

type String e INBEIRER: EIPHYSEEY,

o EUESBE: 5_bgp (&2zh&
BGP) , 5_sbgp ( 3%#7&BGP) ,
5_youxuanbgp ( {fti%&BGP )
A EEHISEIPE6FtypeFERHIEN
BEE. NRNNEm21F5_bgp
KR, @B RS,

o #ATR:
- WIRRSREARSIFAORE,
- HFPZEEIPIHSINEEEE,

BUARE,

B R EERIBEIPFR4type
FERIATR,

iy

charge_mod | String o IfEEIRBA: EIPAYT SRR,
e EREtELIETRIT R,

o BUECE:
bandwidth: & eaitEk.

traffic: IZR=EITE,

o ZJTR: LFHCIZEEIPIH=ERYTE
HETRNSEEES, SNARIE,

e ZtiME: bandwidth,
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FEILE M4
AP &%

4 API

B

5]

ik

bandwidth_si
ze

Integer

o INEEWBA: EIPRYTSEEA/N, B

fi7: Mbit/s, & regionfEiigiR(it
MEIPRASEARE, EIPIRAS
X IRTEIPIRSS, nJLMERIER
KIES P FHIEIPHR AT .

EVESEE: 1-1000, E{ABYES
SEWMENMIRSBIZREIPERL,

295k HFtUEEIPISEETYIE
HEHENEEIES, SNAE,
flavorgBasichd, BYEABERTF
100; flavorgProfessional1fd,
BEFEEAT300; flavorSy
Professional2fd, BYEAREREAT
1000; flavorAGMRAY, BUEFAE
AKF500,

bandwidth_n
ame

iy

String

INEEIRAR: EIPRYHE=ETR,
EUESBE: 1-641MNFERF, I
F. BXFE. $F3Z(\ude00 -
\lIJ£9fa5) N _(-szl.]é%) Y -(El:'jzug%) N
(=)o

295k HECIEREIPIZEERYPE
HETRNEEES, SNARIE,

BONME: SFREIZEIPIHRAT, R
HitFERSBERERH
vpngw-bandwidth-***fJEIPHS
ZR. HEn: vpngw-bandwidth-
elfa,

bandwidth i
d

iy

String

TheEisER: wERID, BUEEsEEAR
IPRIRT LR EEBRIHEFR.

EUESBE: 36fZUUID,

HR: PERAEHTENFEES,
BUFE.

& 4-5 VpnRes

ourceTag

B

sry

iR

key

HID | 1S HO

String

o INEEINAE: FRERYE,
) HR{ETPSI. 1-1281MN 255, ST

« BYFHE, P AmlTRE.
BE. T, URUTERS: =
+-@,
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FEILE M4
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BR S B | iR

value String = o INEEIRER: IREMYE.

o EVESBE: 0-2551FF, HiFH
F. BYFH. B, EIFE.
BIE. T, URUTZER: =
+'@o

o IERIEH
a. {FRABEBEIPEIEXEXVPCAIVPNIIS,

POST https://{Endpoint}/v5/{project_id}/vpn-gateways

{
"vpn_gateway": {
"vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36c”,
"local_subnets": [
"192.168.0.0/24", "192.168.1.0/24"
1
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"eip1 ||: {
"id": "cff40e5e-demo-a8df-va86-7366077bf097"
L
"eip2":{
"id": "d290f1ee-demo-a8df-va86-d701748f0851"
}
}
}

b. FHEEIPEIZEXEXERAYVPNIIX .

POST https://{Endpoint}/v5/{project_id}/vpn-gateways

{
"vpn_gateway": {
"name": "vpngw-1234",
"attachment_type": "er",
"er_id": "cb4a631d-demo-a8df-va86-ca3fa348c36¢",
"vpc_id": "584a238f-demo-a8df-va86-edca746f6277",
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 65533,
"flavor": "Professional2",
"availability_zone_ids": [
"cn-south-1f",
"cn-south-1e"
1
"eip1": {
“type": "5_bgp",
"charge_mode": "bandwidth",
"bandwidth_size": 1000,
"bandwidth_name": "vpngw-bandwidth-1391"
h
"eip2": {
"type": "5_bgp",
"charge_mode": "bandwidth",
"bandwidth_size": 1000,
"bandwidth_name": "vpngw-bandwidth-1392"
}
}
}

c. CUEFARIKEXVPCHYVPNIIK .

POST https://{Endpoint}/v5/{project_id}/vpn-gateways

{

"vpn_gateway": {
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"vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36c”,
"local_subnets": [

"192.168.0.0/24", "192.168.1.0/24"
1
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",

"network_type": "private"

}

}

N RzHR
o NS
IR[EPMRZSRS ST 201: successful operation,

2= 4-6 K Body 2¥5I%

B -3t 1153
vpn_gateway | ResponseVpn | VPNREITHR,
Gateway
object
request_id String BXKRID,

%= 4-7 ResponseVpnGateway

B i) HA

id String o INAEIRAA: VPNRIEID,
o 1&3z: 36{ZUUID,

name String o INBEIHEE: VPNRIFEZFR.

o HUESEHE: 1-64MFTF, BIFH=. =
XFE. #H3Z(\ude00 - \u9fas). (T
%) . -(FklZk) .

network_type | String o INBEIRAR: VPNRIFELEZER,
o BUETCE

public: 22K,
private: FAM,
o ZIAME: public,

attachment_ty | String o INAEEIHAR: XEAET,
be o HUETHE:

vpc: EIFAE =,
er: 1ERAZE.

ip_version String o IHBESAR: VPNRIERIIPHMYIRAS .
o EUESBHE: ipv4. ipv6,
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B it fA
certificate_id String o IhgtikER: UFBID,.
o #&z{: 36fZUUID,
er_id String VPN KFmEZAIERSLAIAIID . 1N
attachment_typegerfFiR[E],
vpc_id String Hattachment_typeJavpchdt, vpc_id2

VPNRIXKEXRYLLSSVPCRYID
Hattachment_typeAerlt, FiRELLF
E& ., oJLA@idaccess_vpc_idFEREEVPN
MBI VPCAIID

local_subnets

Array of String

IPvARiImFM . RigFME= LEFM, %
MEREEBIZVPNS P MIMEEHTE
B, BN MEEIRA:
192.168.52.0/24 , {¥=attachment_type
JFavpcHip_version Aipv4RTiR[a],

connect_subne
t

String

VPNRIX P {EFBRIVPCHEY—FRIID

bgp_asn

Long

VPNRIEBIBGPEAIHRE .

flavor

String

o INEEIRAE: VPNIKEAJHIAESEEY , SCFR
TS TEIESEVPNEEFI S EIZEVPNR
X REAYSpecificationi&IR .

o HYEEE:
v300: BRKEEAT5300Mbps, iZEUE
ERER, BNARERSESF, &
WAE(ERIZEE
vig: RKEARTR1Gbps, ZEESR
&3, BMAREFREMUESR, BR
EERZEUE.
Basic: Ex K& AT 5a100Mbps.,
Professionall: KA T 0
300Mbps.
Professional2: sz K& A& i 5s1Gbps,

GM: Fx K#E &7 55500Mbps .

connection_nu
mber

Integer

VPNRJX FRIER A VPNIERZEL

used_connecti
on_number

Integer

VPNMX T Y a2 2ERRIVPNIEREE .

used_connecti
on_group

Integer

VPN T HBIE&FERAIVPNEZE D
., E—RAPMNEN=IRSERER—
MERZH ., VPNRIEOASZIF101 R 2R
VPNiZEREH,
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APl &% 4 API
E= i) fihik
enterprise_proj | String e INREIRER: BMVIREID,
ect_id o 8z 36{IUUIDZE"0",
access_vpc_id | String o INBEIREE: VPNRIFE(ERERYEAVPC
ID,

o 1&={: 36{ZUUID,
access_subnet_ | String o INEEIHER: VPNMIX(EREYZEAVPCH
id A9FMIID,

o 1&=: 36{ZUUID,
ha_mode String o INEEIRAER: MIKAIHARET, "active-

active"E&RXWE, "active-standby"Z&
~EF,

o HYESBEl: active-active, active-

standby,

e ZKIAE: active-active,
policy_templat | PolicyTemplat | IEEEIPEEA VPN R KRIRIEENREC
e e object &, REEMEHIEEIEIPEANVPNRI KT

&[G,
tags Array of eI

VpnResourceT
ag objects
& 4-8 VpnResourceTag
B St R
key String o INREUIRR: FRESHIE.
o EUESEHE: 1-12810=FFF, IFHEF.
RNFE, B2, BAMRFE. @5 =
*gy L\/L&L\)\—lt$fgl _-::+_@o
value String o INAEINAR: FRESHYE.
o EUESEME: 0-2550FFF, TiFH=F.
BNFHE, P, AYFE. @i T
#:lz’ L\J\&Dj\-lt?fg _-::+'@o
& 4-9 PolicyTemplate
B it ik
ike_policy IkePolicy ike SREENISR
object
SiSkRA 01 (2026-04-24) WRINPTE © HERIRARBIRAE) 26
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B it fiik
ipsec_policy IpsecPolicy ipsec SRE&ITHR .
object

& 4-10 lkePolicy

B it fik

encryption_alg | String o INBEIRAE: IMNEZESX,

orithm o EUESBE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,

dh_group String o INEEIRER: SE—ERZEIPIA(FREAIDH
H,

e HYESBEl: groupl4, groupls,
group16, group19, group20,
group21, disable,

authentication | String o INREINMREE: INIEESE,

~algorithm o EVEBHE: sha2-512, sha2-384,
sha2-256,

lifetime_secon | Integer o INEEIHER: FTRSANEEFRERR, x4

ds

1ZEEABAYISIKE SASBIEH .
o EVESEE: 60-604800, EAfy: #b,

& 4-11 IpsecPolicy

AR

xE

i1}

authentication
_algorithm

String

o INAEEIRAR: INEEE,
o BYESEE: sha2-512, sha2-384,
sha2-256,

encryption_alg
orithm

String

o INREEIREA: IMNEEX.

o EYESEE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,

pfs

String

o IfREIREA: PFSEEFBAUDHESRA

o HUESEE: groupl4, groupl5,
group16, group19, group20,
group21, disable,

MAERRAS 01 (2026-04-24)
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E= i) fR
lifetime_secon | Integer o INEEHER: RRECEIPSeEIZETAIGE
ds BLAREAEENSEFRERR,
o HUESBE: 30-604800, Efi: #b,
LI )vZ =207
a. fEREBEIPEIERXEXVPCAIVPNMIKAINTRY o
{
"vpn_gateway": {
"id": "134f9fb1-demo-a8df-va86-2040a5c13325",
"name": "vpngw-9f24",
"network_type": "public",
"attachment_type": "vpc",
"ip_version": "ipv4",
"vpc_id": "0cf79a3f-demo-a8df-va86-d7ace626b0fa",
"local_subnets": ["192.168.0.0/24"],
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 64512,
"flavor": "Professional1",
"connection_number": 200,
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "0",
"access_vpc_id": "0cf79a3f-demo-a8df-va86-d7ace626b0fa",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode": "active-active"
L
"request_id": "7b37532a-d6e4-46b9-98dc-9169ec2ca58f"
}
b. FTEEIPBIEKEXERAIVPNR KAV
{
"vpn_gateway": {
"id": "80ac167b-demo-a8df-va86-ad9a2a23223b8",
"name": "vpngw-1234",
"network_type": "public",
"attachment_type": "er",
"ip_version": "ipv4",
"er_id": "cb4a631d-demo-a8df-va86-ca3fa348c36¢",
"bgp_asn": 65533,
"flavor": "Professional2",
"connection_number": 200,
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "0",
"access_vpc_id": "0cf79a3f-demo-a8df-va86-d7ace626b0fa",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode": "active-active"
I
"request_id": "cd71cade-bfbd-410b-b672-4bfe46cfc311"
}
c.  BUEEFARIEEXVPCHIVPNEHINERYS o
{
"vpn_gateway": {
"id": "80ac167b-demo-a8df-va86-a9a2a23223b8",
"name": "vpngw-1234",
"network_type": "private",
"attachment_type": "vpc",
"ip_version": "ipv4",
"vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36c”,
"local_subnets": ["192.168.0.0/24", "192.168.1.0/24"],
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 65533,
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"flavor": "Professional2",
"connection_number": 200,
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "0",
"access_vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36c”,
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode": "active-active"
1
"request_id": "cd71cade-bfbd-410b-b672-4bfe46cfc311"
}

NN

W

B20A.2,

4.1.1.2 &ifj VPN X - QueryVPNGateway

ThRENR
HRIEVPNIXID, EFFEERIVPNRIX
ERREE
5203,
BUER
IKSESFEAPIRIERR, WMRERKS TRIAMBFIERSRIAP, ZIAMAFE
BHEERAPIERFEAINIR o
o WIREAABSRIREN, BEARIRERIES IPRFIRIN.
o UIRERABSMHREEN, FESWNTIHRISNR,
IR BEg | JWIRER | R4 Bl& IV
2 (.05 IR
)
vpn:vpnGate | read vpnGatew | e g:Enterpri | - -
ways:get ays seProjectl
d
e (g:Resource
Tag/<tag-
key>
URI

GET /v5/{project_id}/vpn-gateways/{vgw_id}

SRSRRA 01 (2026-04-24) IS © ERRAGIRAT 29



https://support.huaweicloud.com/usermanual-iam5/iam_01_0934.html#section2
https://support.huaweicloud.com/usermanual-iam5/iam_01_0934.html#section2
https://support.huaweicloud.com/usermanual-iam5/iam_01_0934.html#section2
https://support.huaweicloud.com/usermanual-iam5/iam_01_0934.html#section2
https://support.huaweicloud.com/usermanual-iam5/iam_01_0934.html#section2
https://support.huaweicloud.com/usermanual-iam5/iam_01_0934.html#section2

FEE AL

APl &%& 4 API
*= 4-12 SE0HA
2R Ry =AY | A
ik
project_id String 2 IREID, mJLABId3RENIRE IDFRENRE
ID,
vgw_id String = VPNMZXID,
BRiHE
o BEKREH
To
o BRI
GET https://{Endpoint}/v5/{project_id}/vpn-gateways/{vgw_id}
TMALHR

o NS

IREMAZSREA 200: EiFIR .

2% 4-13 [N Body S#51FR

B -3t R
vpn_gateway | ResponseVpn | vpn_gateway3i&R,
Gateway
object
request_id String BXKID,
R 4-14 ResponseVpnGateway
B St fiiA
id String o INEEIRAR: VPNMIXID,
e 1&z{: 36fIUUID,
name String o INBEIHER: VPNMXZBIR,
o BYETBE: 1-641FFHF, HF. =
X=FE. $3 (\u4e00 - \u9fa5) . _
(—F“Zugi) N T (I:Flﬁug%) . (Ir‘l_:_l\) o
network_type | String o IHEEIRAA: VPNRIPEEZERY
o EUETHE:
public: 23,
private: FAR,
o ZRIAME: public,
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B

%

status

o INAGIHAR: VPNRIEIRZE,

o HUBESEE:
PENDING_CREATE: gz,

PENDING_UPDATE: E#i,
PENDING_DELETE: iR,
UPGRADING: FH&H,
ROLLING_BACK: [EEH,
PENDING_UPGRADE_CONFIRM: #fiA
HK

ACTIVE: IFE,

FAULT: B3,

FREEZED: &&%,

attachment_ty
pe

String

o INAEIREA: XEXER .
o HUBETE:
vpc: EIAFABE =,

er: 1IVERHZE,

ip_version

String

o INACHAA: VPNMIZAIIPHMYARAN .
o EYEBHE: ipv4. ipv6,

certificate_id

String

o INRENRAR: IEFID,
o 18z 36fZUUID,

er_id

String

VPN FZEIZHIERSEFIRIID . 12
attachment_typeJgerfdiR[a],

er_attachment
_id

String

VPN KEXAIERIERZID o

vpc_id

String

VPN EXAISSVPCRIID . (X
attachment_typegvpcATiR[E],

local_subnets

Array of String

IPVARiImFM . KinFRE= LEFMN, 1Z
MEEF 2B VPNSBFMIMEHITE
B, B MEREHRA:
192.168.52.0/24 , {XHattachment_type
JavpcHip_versionAipv4R$iR[al,

connect_subne
t

String

VPNRIXZFF{ERIVPCHEI—NFMID,

bgp_asn

Long

VPNRIXHIBGPE&lHRS -
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B S %
flavor String o INAEIRAR: VPNRIXAIRIIESEE

o HUEEE:
Basic: ExKiE AT 5 100Mbps.,

Professionall: Atk
300Mbps.

Professional2: gz KiEA& s 1Gbps,
GM: HFA%E & E500Mbps.,

availability_zo
ne_ids

Array of String

EREVPNMKXITHKX , HigE r AKX
RINRE];, HARIEETHXAS, 7EVPNK
FHPRESACTIVERHR[E],

public_border_ | String LHBRH,

group

connection_nu | Integer VPNRIX RIS AVPNIEZEL .

mber

used_connecti | Integer VPNRIX T HeIEEFERAIVPNIEEE

on_number

used_connecti | Integer VPN X HE12L2ERAIVPNIERZEN

on_group . @B—BFRRIXANHRSIERZER—
MERZE . VPNRIKERIASZHF 101 R 25RY
VPNIZERzEH

enterprise_proj | String o INBEIRER: RWIREID,

ect_id

o &=: 36{UUID, GIEITAMENIR[D]
"0", ‘rEBRETdefaultIIRE .,
E "0 HARELFEMNEWIREID,

eip1 ResponseEip | WEVPNRIXERRERIE—TEIP, £&
object EUVPNRXFRREEIP, FEVPNRZAGIR
BAACTIVERHEE]
eip2 ResponseEip | WEVPNMIXERRERIEZNEIP, £&
object REXVPNRXZFRREZEIP, FEVPNRXAGIR
BSAACTIVERHEE]
created_at String o GIERTE, FEVPNRIEAMRZEIACTIVE
AfiR[E]
o UTCHIEIEIN: yyyy-MM-
ddTHH:mm:ss.5552,
applied_at String o HXATIEl, FEVPNRIKAPKSIACTIVE

AiRE .

o UTCHYENEZ: Jyyy-MM-
ddTHH:mm:ss.SS52,
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B i) fR
updated_at String o HRE—IXREHMAIE, FEVPNRIKAPIRZS
FIACTIVERHR[E]
o UTCEIEMEZC: Jyyy-MM-
ddTHH:mm:ss.5552,
access_vpc_id | String o INBEIRER: VPNRIE{ERRIEANVPC
ID,
o 1&=: 36/ZUUID,
access_subnet_ | String o IfECIRER: VPNME(ERHVIZEAVPCH
id H9FMIID,
o 1&=: 36/ZUUID,
access_private_ | String FARIZEBIVPN R KAIIZNFARIP, VPNRIE
ip_1 FERIZFAMIPS iR IEE . XUERX
FNERRE— I FARMBIE, FHEFRRE
FAMRIHELIL .
f5l: 192.168.52.9, {XHnetwork_type
FprivatefFix[E],
access_private_ | String FARIZEEIVPN AT NFARIIP, VPNRIX
ip_2 ERIZFAMIPS I imM K iEZE . SGERIK
FNERREZ N FAMMBIE, FEFRRE
N piichal
=~ 192.168.52.9, {NZnetwork_type
FprivatefFix[E],
certificate_id String o INBEIHER: VPNMZ(EREIVPNRIFIE
BID, {XfEflavorAGMATR[E,
o &x(: 36fZUUID
ha_mode String o INBEIRER: MIXHIHARETL, "active-
active"EWE, "active-standby"Z
~ES,
o HUESEE: active-active, active-
standby,
e ZKIAE: active-active,
policy_templat | PolicyTemplat | JEEEIPEA VPN R KAY RIS IEREC
e e object &, REENEHIEEREIPEAVPNRKAT

IS

supported_flav
ors

Array of String

P KR FHECERY BRI o

supported_feat
ures

Array of String

P K AT S I F AT IETRE -
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APl &%& 4 API
B -3t ik
tags Array of FrREgE
VpnResourceT
ag objects
upgrade_info | String o INAEIRER: FARIEE.

o HUESEE:
- ready: BILAFR.
- expiring soon: BMY&HA,
- unready: TEFR,

R 4-15 ResponseEip

B il R
id String o INREIHER: EIPEYID,

o #&T(: 36fZUUID, H{FRBEIALEIIR
HESRE"0",

ip_version Integer o INAEINAR: EIPHRAN,
o EUETEHE: 4.

ip_billing_info | String o INEEIREE: EIPANITER(ERE. BF/8H
EIPASIRENTRER, &HEITEEHIEIP
SER

o HI:
order_id:product_id:region_id:project_i
d, un:
CS22%+*+++++| |BIV:00301-******-0--0:br-
iaas-
0din1:0605768a*********+*c006c7e484a
do

type String o INAEIRAA: EIPHYSEERY,

o EUESBE: 5_bgp ( £&ZBGP) ,
5_sbgp (&BGP ) , 5_youxuanbgp

({fti%BGP )
A BEEEIBEIPR6PtypeFERAVEVETE
Elo

ip_address String o INEEIHER: EIPAILNMIPvALHELIE

o F&T: ipvAZEEItbIE, FIaN:
88 1k xik 19

charge_mode | String o INEEIHAR: EIPAYFHERITERIET .
bandwidth_id | String o INAEAE: EIPRIEEESID.

o 1&z(: 36fZUUID,
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B

St

ik

bandwidth_siz
e

Integer

o INEEIRAE: EIPRYm=A/N, BU:
Mbit/s. B regionBEIRIRHAYEIPEK
e E, EIPRIGRATRESZRTEIPAR
%, ALAMERTIERIESKF TRIEIPAY
BRAT 5 o

o HUESEE: 1-1000, E{AEUEIESE#
A MIRSSCIZREIPERL

bandwidth_na
me

String

o INREUIRR: EIPHYEE=SZTR.

o EUEBE: 1-641MZFFF, TIFHM=F. =
XFE. $3Z(\ud4e00 - \udfas). (T
REe) . -(FRIZ) . .(5),

bandwidth_bill
ing_info

String

o INEEIREE: EIPRYHERITRER. 8%/
BREPHREASREFEITRER, 1%
FiEEIPHREAIRE]

o HEI:
order_id:product_id:region_id:project_i
d, 1:

CS22***xxx%| |BIV:003017-******-0--0:br-
iaas-
0din1:0605768a********+*xc006c7e484a
Ao

share_type

String

o IfREHHR: HEHEZREL,

o BUESEHE:

PER: JHZHE,

WHOLE: HEEZ=%HE.

& 4-16 PolicyTemplate

B -3t ik

ike_policy IkePolicy ike ZREEXIER
object

ipsec_policy IpsecPolicy ipsec SRE&ITSR .
object
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Z 4-17 lkePolicy

ds

B 5] R

encryption_alg | String o INREUGRE: INZRE %,

orithm o EUESEE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,

dh_group String o INREIRER: FE—EREIPI(FRAIDH
H,

o HUESEE: groupl4, groupls,
group16, group19, group20,
group21, disable,

authentication | String o INBEIHAR: INIEEXE,

—algorithm o EYESEE: sha2-512, sha2-384,
Shaz-256o

lifetime_secon | Integer o INELIRBR: FTRSAHETFEHR, Hix4E

1ZEEABAYISIKE SASBIEH .
BYESEE: 60-604800, H{i: #,

% 4-18 IpsecPolicy

ds

2R =i finak

authentication | String o IHASHAR: INFESE,

—algorithm o EUESBE: sha2-512, sha2-384,
sha2-256,

encryption_alg | String o INAEINAR: HNZREE,

orithm o EVESHE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,

pfs String o INAEEIHEA: PFSEEFIRIDHZESALA

o HUESEE: groupl4, groupl5,

group16, group19, group20,
group21, disable,

lifetime_secon | Integer o INELiRAA: TRECEIPSeciEIZFEIHIME

BLAREAEENEEFEEER,
EVESEE: 30-604800, E{i: b,
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& 4-19 VpnResourceTag

E= i) fR
key String o INgEEiREe: REHIRE.
o EUESEHE: 1-12810FFF, TIFH=F.
RXFE, P, BARFE. EiE. T
1% ’ D)\&D)\T?fg . _-::+'@ o
value String o INEEIREH: #RERYES
o EUESEE: 0-2550FFF, IFH=.
RNFHE., B, ARFE. @iE. T
18, URUTFER: _=+@,
a. EFLMREKEXERRIVPNX .
{
"vpn_gateway": {
"id": "66ddeacb-demo-a8df-va86-9a414b5bd7d5",
"name": "vpngw-5bd6",
"network_type": "public",
"status": "ACTIVE",
"attachment_type": "er",
"ip_version": "ipv4",
"er_id": "c62fad0d-demo-a8df-va86-e06c4c351b9of",
"bgp_asn": 64512,
"flavor": "Professional1",
"availability_zone_ids": ["cn-south-1f", "cn-south-1e"],
"connection_number": 200,
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "0",
"eip1 n: {
"id": "0f6d1415-demo-a8df-va86-edb2ee97c9cc",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 251",
"charge_mode": "bandwidth",
"bandwidth_id": "e93767cc-demo-a8df-va86-bac2987f90a4",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-10c3"
L
"eip2":{
"id": "7b46b62f-demo-a8df-va86-6b8e44312416",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 102",
"charge_mode": "bandwidth",
"bandwidth_id": "bde3557e-demo-a8df-va86-629a3754ae07",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-18bd"
L
"created_at": "2025-06-28T02:22:27.24Z",
"updated_at": "2025-06-28T02:22:27.247",
"access_vpc_id": "0cf79a3f-demo-a8df-va86-d7ace626b0fa",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode": "active-active"
1
"request_id": "28b795f8-d431-4f1e-93ab-1c401a82b799"
}
b. EiGFAMZEEIKEXVPCAIVPNRIIXK
{
"vpn_gateway": {
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}

"id": "66ddeacb-demo-a8df-va86-9a414b5bd7d5",
"name": "vpngw-5bd6",

"network_type": "private",
"status": "ACTIVE",
"attachment_type": "vpc
"ip_version": "ipv4",
"vpc_id": "91a74241-demo-a8df-va86-9b5f98c66c8c",
"local_subnets": ["192.168.0.0/24"],

"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 64512,

"flavor": "Professional1",

"availability_zone_ids": ["cn-south-1f", "cn-south-1e"],
"connection_number": 200,

"used_connection_number": 0,

"used_connection_group": 0,

"enterprise_project_id": "0",

"created_at": "2025-06-28T02:22:27.24Z",

"updated_at": "2025-06-28T02:22:27.247",

"access_vpc_id": "0cf79a3f-demo-a8df-va86-d7ace626b0fa",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"access_private_ip_1": "192.168.146.45",

"access_private_ip_2": "192.168.146.77",

"ha_mode": "active-active"

n
’

"request_id": "28b795f8-d431-4f1e-93ab-1c401a82b799"

c. EARMZEEKEVPCHIIEEEIPEAVPNRIX
{

"vpn_gateway":{
"id":"66ddeacb-demo-a8df-va86-9a414b5bd7d5",
"name":"vpngw-5bd6",

"network_type":"public",

"status":"ACTIVE",

"attachment_type":"vpc",

"ip_version": "ipv4",

"vpc_id":"c62fad0d-demo-a8df-va86-e06c4c351b9f",

"local_subnets":[

"192.168.0.0/24"

1
"connect_subnet":"fd75bf7b-demo-a8df-va86-db13f03e299a",
"bgp_asn":64512,

"flavor":"Professional1-NonFixedIP",

"availability_zone_ids":[

"cn-north-7¢"

1

"connection_number":200,

"used_connection_number":0,

"used_connection_group":0,

"enterprise_project_id":"0",

"ha_mode":"active-standby",

"eip1"{

"id":"0f6d1415-demo-a8df-va86-edb2ee97c9cc",

"ip_version":4,

"type":"5_bgp",

"ip_address":"88.*** *** 251",

"charge_mode":"bandwidth",

"bandwidth_id":"e93767cc-demo-a8df-va86-bac2987f90a4",

"bandwidth_size":300,

"bandwidth_name":"vpngw-bandwidth-10c3"

h?

"eip2"{

"id":"7b46b62f-demo-a8df-va86-6b8e44312416",

"ip_version":4,

"type":"5_bgp",

"ip_address":"88.*** *** 102",

"charge_mode":"bandwidth",

"bandwidth_id":"bde3557e-demo-a8df-va86-629a3754ae07",

"bandwidth_size":300,

"bandwidth_name":"vpngw-bandwidth-18bd"
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%
"policy_template":{
"ike_policy":{
"encryption_algorithm":"aes-128",

"authentication_algorithm":"sha2-256",
"lifetime_seconds":86400

U

"ipsec_policy":{
"authentication_algorithm":"sha2-256",
"encryption_algorithm":"aes-128",

"access_vpc_id":"4d03fe2d--demo-a8df-va86-6def96440f2b",
"access_subnet_id":"fd75bf7b--demo-a8df-va86-e-db13f03e299a"

%,
"request_id":"28b795f8-d431-4f1e-93ab-1c401a82b799"
}

I NEX T

B20A.2,

4.1.1.3 &1 VPN X% - QueryVPNGateways

ThREN 4R
BifVPNMXFIZE
ERGE
B2U3,
RS2
WS EEFRAAPIRIERIR, WNRERKS TRIAMABRERSRIAPI, ZIAMABRFE
B&EARAPIFTFEAISIR
o NRFHABSRIEFEN, BEMMIRERIES WABRFEAIR
o WRFEABMNRIEIEN, TEBNTEDRER,
IR B | BREE | KR B3 IRRRATHZAN
il (*Jis 17
)
vpn:ivpnGate | list vpnGatew | - - -
ways:list ays
URI

GET /v5/{project_id}/vpn-gateways
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%= 4-20 205HA
B S =5Y | %A
i%
project_id String 2 IREID, aILABIdIREER B IDFRERE
ID.
& 4-21 153K Query 285z
B i) =AY |k
1%
enterprise_pr | Array B EWIRBEID,
oject_id
IBKEHR
BRSH
To
BRI

WAGER

a. EEATEVPNRIX,

GET https://{Endpoint}/v5/{project_id}/vpn-gateways

b. #R#Eenterprise_project_idZifVPNE ,
GET https://{Endpoint}/v5/{project_id}/vpn-gateways?

enterprise_project_id={enterprise_project_id}

i Rz S40

IREMAZIS A 200: @I

= 4-22 R Body 2%

=T it ik
vpn_gateways | Array of FESESH
ResponseVpnGat
eway objects
request_id String BEXID,
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= 4-23 ResponseVpnGateway

2R i) )%

id String e IHESIREA: VPNMID,
o &= 36{UUID,

name String o INBEIHER: VPNMXZBIR,

o EUETEHE: 1-641MFF, XiFH=F. &
X=FE. $3 (\u4e00 - \u9fa5) . _
(FRIZE) « - (hRIE) . (=) o

network_type | String o INRGIRAE: VPNMIKEMILEZER
o HEUBETE:

public: 2K,
private: FAM,
e ZIAE: public,

status String o INBEIRER: VPNRIFIRZ,

o HUESEHE:
PENDING_CREATE: gz,

PENDING_UPDATE: E#i,
PENDING_DELETE: Mip&eh,
UPGRADING: F&h,
ROLLING_BACK: [EiEH,
PENDING_UPGRADE_CONFIRM: #iA
i

ACTIVE: IEE.

FAULT: B8,

FREEZED: &4,

attachment_ty | String o IHEEUHER: KEXET(.
be o EUETBHE:

vpc: EIAFAE =,
er: AVFRAHSE,

ip_version String o INAEIHAA: VPNMIEAIIPHMY AR .
o EUESEHE: ipv4. ipv6,
certificate_id String e IfAEIRER: UEBID,
e 1&z{: 36fIUUID,
er_id String VPN FIZEREAIERSLEIRIID . X
attachment_typeAerfFiR[E] .
eraattachment String VPN X FREXRIERIEEID
i
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2R =i i)
vpc_id String {¥Hattachment_typeIvpchhiR[E, 2

VPNRIXZFZELAIN S VPCHIID

local_subnets

Array of String

IPV42KE#JE¥MO ZKﬁ#Jﬁ?nﬂEEJ:?n’ i/(
MEEEEBIVPNSAFMIMNSZHTE
B. BRSO
192.168.52.0/24 , {¥=attachment_type
JvpcHip_version Aipv4lTiR[E]

connect_subne | String VPN X FH{ERAIVPCHRAI—1NFMID,
t

bgp_asn Long VPNRIXAIBGPEEIHMRE -

flavor String o INBEEWBA: VPNRIKAIHIAESEEY,

o HUEEE:
Basic: gz KiE A& 100Mbps,

Professionall: mKEA T =
300Mbps.,

Professional2: gz KiEA& s 1Gbps,
GM: H&A%ATZ500Mbps.,

availability_zo
ne_ids

Array of String

EBEVPNRIXRIRTABX . HiEE 7 THEK
BIiRE]; SKREEIRXES, EVPNRK

FHPRSSACTIVERHR[E

public_border_ | String LHBRH,

group

connection_nu | Integer VPNRIXE TAYER K VPNIEZE]

mber

used_connecti | Integer VPNRIX T HEIS 2 ERAIVPNIEREE

on_number

used_connecti | Integer VPNRX T HBIEEERAVPNIERZAD

on_group é‘& B—RARPMNX\=RIRRERZEN—
MMEREH . VPNRIKELASZIF10M R R
VPNi&E#EA .,

enterprise_proj | String o IfBEIRAR: AIRBID,

ect_id

o #&3(: 36{ZUUID, BIERIAENRE
"0", FrAFETFdefault®IInE .,
E: "0"HARESEFENEWIREID,

eip1 ResponseEip | VPNRIX(ERAISE—EIP, TEVPNRIXKAY
object IREAACTIVERHR[E],
eip2 ResponseEip VPNI__Iéé{@EﬁE’JM_/\EIPo TEVPNRXHY

object

RS HIACTIVERTHR
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2R =i i)
created_at String o BIFERTE., TEVPNMIEAPRZSSIACTIVE
AfiR[E],
o UTCHYEIEZN: yyyy-MM-
ddTHH:mm:ss.5552,
applied_at String o XATIE], FEVPNRIKAPRESIACTIVE
AfR[E],
o UTCHIEIRE: yyyy-MM-
ddTHH:mm:ss.5552,
updated_at String o fe—REHATE, EVPNMZAPRZS
FACTIVERHR[E]
o UTCHYENEZ: Jyyy-MM-
ddTHH:mm:ss.S552,
access_vpc_id | String o IfEEIHER: VPNM(ERAYEAVPC
ID,
e 18={: 36{1UUID,
access_subnet_ | String o IHEEIHER: VPNMX(ERAYZEAVPCH
id A9FMID,
e 18={: 36{1UUID,
access_private_ | String FARIZEBIVPNRIEAIEENFARIIP, VPNRIE
ip_1 ERIZFAMNIPSITimM EBIE , XSUEM X
FERE—FAMMBIE, FRFFRRE
FAPILBIE
~fF: 192.168.52.9, {XZnetwork_type
JFprivatefFiR[E],
access_private_ | String FARIZEBIVPN R KAIIZNFARIP, VPNRIE
ip_2 ERNZFAMNIPSITimM EBIE ., XUEM X
FERETAFAMMBUE, FRERRE
FAPILBYE
~f5l: 192.168.52.9, {XHnetwork_type
HprivatelFiR[E],
ha_mode String o INASINAA: MIEAIHARET, "active-

active"E&RNGE, "active-standby"Z&
~EH.

o HEYESBEl: active-active, active-
standby,

e EXINE: active-active,

policy_templat
e

PolicyTemplat
e object

JEEEIPEAVPNKAIRESIEIRECE, R
BEMEAIEEEIPIEA VPN XAHRE]

supported_flav
ors

Array of String

poI X AT A ECEURY B AR
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B

St

%

supported_feat
ures

Array of String

KB SZHF AV IETORE o

tags

Array of
VpnResourceT
ag objects

ey,

2% 4-24 ResponseEip

R

SRy

ik

id

String

IhEEEER: EIPRIID,

&IV 36{ZUUID ., SfERRIATILIR
HE$iRE"0",

ip_version

Integer

INREIRAE: EIPKRAN,
BESEE: 4,

ip_billing_info

String

INgEIAER: EIPRYTER(EE ., BF/8H
EIPASIRENTRER, 1REITZRAYEIP
Z:i}g.@()

B
order_id:product_id:region_id:project_i
d, u0:

CS22%**=xxx%| |BIV:00301-******-0--0:br-
iaas-
0din1:0605768a*********+**c0)06c7e484a
ao

type

String

IHEEIRA: EIPHYSERY,

BU&ESBE: 5_bgp (£#h&BGP) ,
5_sbgp ( 8%#75BGP ) , 5_youxuanbgp
( {fi%BGP )
AEEHRIBEIPE6FtypeFERHVEVESE
El.

ip_address

String

INREIEER: EIPAIZARIPVALHLILE

MU ipv4SEBithE, fIgn:
88 ¥ Fx* 11

charge_mode

String

IDREIRAR: EIPRYREELT R,

bandwidth_id

String

INEEIRAR: EIPHYEEEID,
&= 36{ZUUID,
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B

St

%

bandwidth_siz
e

Integer

e INEEIHER: EIPAYRER R/, BAf:
Mbit/s., B regionBEiBIRMHAYEIPR K
waAE, EIPHIS AT ZRTEIPER
55, JLMER T RRIESKA FAIEIPEY
BRATE.

o HUESEE: 1-1000, E{FEUEIESEM
AR CIZEEIPER

bandwidth_na
me

String

o INEEUIRA: EIPHYEE=SZFR.

o EUETEE: 1-641M=FFF, TIFH=. =
XF8. H3(\ude00 - \udfas). _(F
L) . -(FRIZK) . (=),

bandwidth_bill
ing_info

String

o INEEIRER: EIPAUTRITRER. B85/
BAEPFREASREFRITEER, %
EEREIPT B AIRE

o FE:
order_id:product_id:region_id:project_i
d, u0:

CS22****xxx%| |BIV:00301-******-0--0:br-
iaas-
0din1:0605768a*******+*+**c0)06c7e484a
Ao

share_type

String

o IfREIRER: HEHZRER,

o HYESEHE:

PER: JHEZHE,

WHOLE: H=w%E,

& 4-25 PolicyTemplate

B -3t ik

ike_policy IkePolicy ike ZREEXTIR
object

ipsec_policy IpsecPolicy ipsec SREGIIHR .
object
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& 4-26 lkePolicy

ds

B 5] R

encryption_alg | String o INREUGRE: INZRE %,

orithm o EUESEE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,

dh_group String o INREIRER: FE—EREIPI(FRAIDH
H,

o HUESEE: groupl4, groupls,
group16, group19, group20,
group21, disable,

authentication | String o INBEIHAR: INIEEXE,

—algorithm o EYESEE: sha2-512, sha2-384,
Shaz-256o

lifetime_secon | Integer o INELIRBR: FTRSAHETFEHR, Hix4E

1ZEEABAYISIKE SASBIEH .
BYESEE: 60-604800, H{i: #,

& 4-27 IpsecPolicy

ds

2R =i finak

authentication | String o IHASHAR: INFESE,

—algorithm o EUESBE: sha2-512, sha2-384,
sha2-256,

encryption_alg | String o INAEINAR: HNZREE,

orithm o EVESHE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,

pfs String o INAEEIHEA: PFSEEFIRIDHZESALA

o HUESEE: groupl4, groupl5,

group16, group19, group20,
group21, disable,

lifetime_secon | Integer o INELiRAA: TRECEIPSeciEIZFEIHIME

BLAREAEENEEFEEER,
EVESEE: 30-604800, E{i: b,
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& 4-28 VpnResourceTag

B KE fik
key String o INREIRAR: FREATHE.
o HUETHE: 1-1281M=FF, STIFH=F.
BYFE, P, BERFE. g5 =
18, URITEFRF: _=+@.
value String o IJREHER: TREERIE.
o EUESEHE: 0-2550FFF, TIFHF.
BYFE., X, BFE. #@E =
18, URLITEFR: _=+-@,

o IARZHFAR

a. EEPTEVPNRIKAIIMAL .
{

"vpn_gateways": [{

"id": "8e1d0686-demo-a8df-va86-91f32fa1dfc8",
"name": "vpngw-1af3",
"network_type": "public",
"status": "ACTIVE",
"attachment_type": "vpc",
"ip_version": "ipv4",
"vpc_id": "91a74241-demo-a8df-va86-9b5f98c66c8c",
"local_subnets": ["192.168.15.0/24"],
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 64512,
"flavor": "Professional1",
"availability_zone_ids": ["cn-south-1f", "cn-south-1e"],
"connection_number": 200,
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "0",
"eip1": {
"id": "8ff5d6b5-demo-a8df-va86-b9d598033153",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.** *** 111",
"charge_mode": "bandwidth",
"bandwidth_id": "aa62f8f2-demo-a8df-va86-b05b2b999715",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-13a3"

h?
"eip2": {
"id": "08e7e927-demo-a8df-va86-26a6394021eb",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 199",
"charge_mode": "bandwidth",
"bandwidth_id": "887d61f7-demo-a8df-va86-38ee8232e27c¢",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-1afb"
b

"created_at": "2025-06-28T02:36:16.834Z",

"updated_at": "2025-06-28T02:36:16.834Z",

"access_vpc_id": "91a74241-demo-a8df-va86-9b5f98c66c8c",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode": "active-active"

A

"id": "66ddeacb-demo-a8df-va86-9a414b5bd7d5",

"name": "vpngw-2be4",
"network_type": "public",
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"status": "ACTIVE",
"attachment_type": "er",
"ip_version": "ipv4",
"er_id": "c62fad0d-demo-a8df-va86-e06c4c351b9of",
"bgp_asn": 64512,
"flavor": "Professional1",
"availability_zone_ids": ["cn-south-1f", "cn-south-1e"],
"connection_number": 200,
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "0",
"eip1": {
"id": "0f6d1415-demo-a8df-va86-edb2ee97c9cc",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 251",
"charge_mode": "bandwidth",
"bandwidth_id": "e93767cc-demo-a8df-va86-bac2987f90a4",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-10c3"

I
"eip2": {
"id": "7b46b62f-demo-a8df-va86-6b8e44312416",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** ** 102",
"charge_mode": "bandwidth",
"bandwidth_id": "bde3557e-demo-a8df-va86-629a3754ae07",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-18bd",
}

"created_at": "2025-06-28T02:22:27.24Z",

"updated_at": "2025-06-28T02:22:27.247",

"access_vpc_id": "0cf79a3f-demo-a8df-va86-d7ace626b0fa",

"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",

"ha_mode": "active-active"
1At

"id":"66ddeacb-demo-a8df-va86-9a414b5bd7d5",

"name":"vpngw-5bd6",

"network_type":"public",

"status":"ACTIVE",

"attachment_type":"vpc",

"ip_version": "ipv4",

"vpc_id":"c62fad0d-demo-a8df-va86-e06c4c351b9f",

"local_subnets":[

"192.168.0.0/24"

1
"connect_subnet":"fd75bf7b--demo-a8df-va86-db13f03e299a",
"bgp_asn":64512,

"flavor":"Professional1-NonFixedIP",

"availability_zone_ids":[
"cn-north-7¢"

1

"connection_number":200,

"used_connection_number":0,

"used_connection_group":0,

"enterprise_project_id":"0",

"ha_mode":"active-standby",

"eip1"{

"id":"0f6d1415-demo-a8df-va86-edb2ee97c9cc",

"ip_version":4,

"type":"5_bgp",

"ip_address":"88.*** *** 251",

"charge_mode":"bandwidth",

"bandwidth_id":"e93767cc-demo-a8df-va86-bac2987f90a4",

"bandwidth_size":300,

"bandwidth_name":"vpngw-bandwidth-10c3"

I
"eip2"{
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"id":"7b46b62f-demo-a8df-va86-6b8e44312416",
"ip_version":4,

"type":"5_bgp",

"ip_address":"88.*** *** 102",

"charge_mode":"bandwidth",
"bandwidth_id":"bde3557e-demo-a8df-va86-629a3754ae07",
"bandwidth_size":300,
"bandwidth_name":"vpngw-bandwidth-18bd"

%
"policy_template":{

"ike_policy":{
"encryption_algorithm":"aes-128",
"dh_group":"group20",
"authentication_algorithm":"sha2-256",
"lifetime_seconds":86400

b
"ipsec_policy":{

"authentication_algorithm":"sha2-256",

"encryption_algorithm":"aes-128",

"pfs":"group20",

"lifetime_seconds":3600

}

L
"created_at":"2025-06-28T02:22:27.24Z",
"updated_at":"2025-06-28T02:22:27.24Z",
"access_vpc_id":"4d03fe2d--demo-a8df-va86-6def96440f2b",
"access_subnet_id":"fd75bf7b--demo-a8df-va86-e-db13f03e299a"

"request_id": "de1b6caf-d024-4dac-850e-645af40c84f3"

b. iR#Eenterprise_project_idZiEVPNMFAINEN
{

"vpn_gateways": [{

"id": "8e1d0686-demo-a8df-va86-91f32faldfc8",
"name": "vpngw-1af3",
"network_type": "public",
"status": "ACTIVE",
"attachment_type": "vpc
"ip_version": "ipv4",
"vpc_id": "91a74241-demo-a8df-va86-9b5f98c66c8c",
"local_subnets": ["192.168.15.0/24"],
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 64512,
"flavor": "Professional1",
"availability_zone_ids": ["cn-south-1f", "cn-south-1e"],
"connection_number": 200,
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "7354dda9-demo-a8df-va86-a6b08fb92043",
"eip1": {

"id": "8ff5d6b5-demo-a8df-va86-b9d598033153",

"ip_version": 4,

"type": "5_bgp",

"ip_address": "88.** *** 111",

"charge_mode": "bandwidth",

"bandwidth_id": "aa62f8f2-demo-a8df-va86-b05b2b999715",

"bandwidth_size": 300,

"bandwidth_name": "vpngw-bandwidth-13a3"

n
’

h?
"eip2": {
"id": "08e7e927-demo-a8df-va86-26a6394021eb",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 199",
"charge_mode": "bandwidth",
"bandwidth_id": "887d61f7-demo-a8df-va86-38ee8232e27c¢",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-1afb"

MAERRAS 01 (2026-04-24)

WRIERE © HERRARBIRAT

49



FEILE M4
AP &%

4 API

"created_at": "2025-06-28T02:36:16.834Z",

"updated_at": "2025-06-28T02:36:16.834Z",

"access_vpc_id": "91a74241-demo-a8df-va86-9b5f98c66c8c",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode": "active-active"

A

A

"id": "66ddeacb-demo-a8df-va86-9a414b5bd7d5",

"name": "vpngw-2be4",

"network_type": "private",

"status": "ACTIVE",

"attachment_type": "er",

"ip_version": "ipv4",

"er_id": "c62fad0d-demo-a8df-va86-e06c4c351b9of",
"bgp_asn": 64512,

"flavor": "Professional1",

"availability_zone_ids": ["cn-south-1f", "cn-south-1e"],
"connection_number": 200,

"used_connection_number": 0,

"used_connection_group": 0,

"enterprise_project_id": "7354dda9-demo-a8df-va86-a6b08fb92043",
"access_private_ip_1": "192.168.4.7",

"access_private_ip_2": "192.168.4.99",

"created_at": "2025-06-28T02:22:27.24Z",

"updated_at": "2025-06-28T02:22:27.247",

"access_vpc_id": "0cf79a3f-demo-a8df-va86-d7ace626b0fa",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode": "active-active"

"id":"66ddeacb-demo-a8df-va86-9a414b5bd7d5",
"name":"vpngw-5bd6",
"network_type":"public",
"status":"ACTIVE",
"attachment_type":"vpc",
"ip_version": "ipv4",
"vpc_id":"c62fad0d-demo-a8df-va86-e06c4c351b9f",
"local_subnets":[
"192.168.0.0/24"
1
"connect_subnet":"fd75bf7b--demo-a8df-va86-db13f03e299a",
"bgp_asn":64512,
"flavor":"Professional1-NonFixedIP",
"availability_zone_ids":[
"cn-north-7¢"
1
"connection_number":200,
"used_connection_number":0,
"used_connection_group":0,
"enterprise_project_id":"0",
"ha_mode":"active-standby",
"eip1"{
"id":"0f6d1415-demo-a8df-va86-edb2ee97c9cc",
"ip_version":4,
"type":"5_bgp",
"ip_address":"88.*** *** 251",
"charge_mode":"bandwidth",
"bandwidth_id":"e93767cc-demo-a8df-va86-bac2987f90a4",
"bandwidth_size":300,
"bandwidth_name":"vpngw-bandwidth-10c3"
L
"eip2"{
"id":"7b46b62f-demo-a8df-va86-6b8e44312416",
"ip_version":4,
"type":"5_bgp",
"ip_address":"88.*** *** 102",
"charge_mode":"bandwidth",
"bandwidth_id":"bde3557e-demo-a8df-va86-629a3754ae07",
"bandwidth_size":300,
"bandwidth_name":"vpngw-bandwidth-18bd"
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"policy_template":{
"ike_policy":{
"encryption_algorithm":"aes-128",

"authentication_algorithm":"sha2-256",
"lifetime_seconds":86400
b
"ipsec_policy":{
"authentication_algorithm":"sha2-256",
"encryption_algorithm":"aes-128",

"lifetime_seconds":3600
}
I
"created_at":"2025-06-28T02:22:27.24Z",
"updated_at":"2025-06-28T02:22:27.24Z",
"access_vpc_id":"4d03fe2d--demo-a8df-va86-6def96440f2b",
"access_subnet_id":"fd75bf7b--demo-a8df-va86-e-db13f03e299a"

1
"request_id": "bfa819a1-e824-4799-8e72-21a35dad97c9"

NN

4.1.1.4 &5 VPN X - UpdateVPNGateway

INRENEA

RIEVPNRIXID, BEHIEEAIVPNMX
BB

m203,
BERUERE

W=SEEZMEAPIRIERSIR, WNRERAKS FRIAMBFERZHEIAP, 1ZIAMBRE
BZEAAPIFFERINER .

o WMREAABSRIEEN, BENIRERES IAPRMFZINR.
o INREMBMHRIKRIN, FESUTEHORISIR,
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R PR | BRER | KR Bl& KRR
3l (*J9i% 07
M)
vpnivpnGate | write | vpnGatew | e g:Enterpri | - e eip:band
ways:update ays seProjectl widths:ge
d t
e g:Resource e eip:public
Tag/<tag- Ips:associ
key> atelnstan
e Vpn:Associ ce
atePublicl e eip:public
p Ips:disass
ociatelnst
ance
e eip:public
Ips:get
e eip:public
Ips:updat
e
URI
PUT /v5/{project_id}/vpn-gateways/{vgw_id}
* 4-29 SRR
BiR it =a | %
i%&
project_id String 2 IREID, aILABIdIREIERE IDFRENRE
ID,
vgw_id String = VPNRIFKSLAIID
EXKIER
o IEKSH
& 4-30 IBRSH
B E- Sl ERY | ik
1%
vpn_gateway | Updatevgw | 2 vpn_gatewayXiR .
RequestBod
yContent
object
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Z 4-31 UpdateVgwRequestBodyContent

B

xE =AY | @R

name

oy | §f

String

IHESAA: VPNRIXZIR,
EUESEE: 1-641MFF, TiFH
F. BYFH. $3 (\ude0O -
\udfa5) . _ (X&) . - (hkl
%)..(8H).

local_subnet
S

iy

Array of
String

IHEEIRAR: IPVARIRFM . ANimF
WE=LEFM, ZMEES @Y
VPNSHRPMIMNEZ#HITERE, 219
W ERAE U451 -

192.168.52.0/24,

#9%: Yattachment_typefcE N
"vpc"Bt. Hip_versionEtEH

"ipv4"lIES, BURE. 819
VPN X ERZIEE50 M AN F M

local_subnet
s_v6

iy

Array of
String

INeEEE: IPVEeARIRFM, AimF
WE=LEFM, 1ZFNEEET
VPNEZ T imFMETEIE, B
DNF RIS
16af.cacc:1097::/48,

295k : Mattachment_typeficEH
"vpc"Bt. Hip_versionEtE

"ipv6"IIIES, BURE. 819
VPN X ERZIEE50 M A7

eip_id_1

iy

String

INREIRAR: BWAYEIPRIID, Fx
HRTEFTAYEIPE NG EVPN R K
FRYZE— 1 EIPELERZ VPN KA
FEIP, 4FEFRRIEIPRINL RS CRRYD
IHREYEIP, BJLUESRELRE
2SI PEEEEVPN I X {EFBHYEIP,
£95R: 36fUUID, 2
network_typefic & IpublicAImIiE
E} zl:l:muzziﬁo

eip_id_2

iy

String

INREIRAR: BWHIEIPRIID, Fx
SEEFHYEIP/EANGE VPN (5
FARYEE — A EIPELERZVPNIZEAY
FBEIP, 4FEFRIEIPRIN RS CRRYD
HEEREIP, LSS RS0
P IPEREBVPN Y = {EFAYEIP

£95R: 36{ZUUID, X
network_typeBic & 9publicAIaIiE
5, aURE,
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FEE FAMIES

APl &%& 4 API
B ESid] ERY | ik
1%
policy_temp | PolicyTempl | & o INAEINAR: HESIEIR.
late ate object

o ATR: RBEHVPNMXAIMIE
Professional1-NonFixedIPgy
Professional2-NonFixed|PHJ{sE
B, BFEHRMICAIRISENR -

& 4-32 PolicyTemplate

B it fiik
ike_policy IkePolicy ike SREENTISR
object
ipsec_policy IpsecPolicy ipsec SREEXISR
object
= 4-33 lkePolicy
=1 it #iR
encryption_alg | String o INACIRAR: INZBEX,
orithm e HUESEME: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,
dh_group String o INREEIRER: SFE—MEREAHAERRIDH
H,

o HUESBE: group14, groupls,
group16, group19, group20,
group21, disable,

authentication | String o INASIHAR: INFESE,
—algorithm o EYESEME: sha2-512, sha2-384,
sha2-256,
lifetime_secon | Integer o INECIER: FRSAHIEZEEE, x4
ds ZEHRBRT IS IKE SASEEIEH .
o EVEEE: 60-604800, Efy: &,
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2% 4-34 IpsecPolicy

ds

B - St ik

authentication | String IhEeHeR: IAMEE X,

~algorithm AWESEE: sha2-512, sha2-384,
sha2-256,

encryption_alg | String IheeiRiA: MMZERE.

orithm BUESBE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,

pfs String ThREBA: PFSIEFRYDHERSRA,
HUESEE: group14, groupls,
group16, group19, group20,
group21, disable,

lifetime_secon | Integer INEEiRBE: FRECE|PSeEIZE AYME

BLAREREENEFEER.
EYESSE: 30-604800, Eafi: #.

o EREA

a. EHEIEIPEAMX,

PUT https://{Endpoint}/v5/{project_id}/vpn-gateways/{vgw_id}

{

"vpn_gateway"

o

"name": "vpngw-4321",

"local_subnets": [
"192.168.0.0/24"

]

}
}

"'eip_id_1 ": "f1469b4a-demo-a8df-va86-bb7de91cf493",

b. EFFIEEEIPEENVPN M RIEIENR o

PUT https://{Endpoint}/v5/{project_id}/vpn-gateways/{vgw_id}
{

"vpn_gateway"

{

"policy_template":{
"ike_policy":{

"authentication_algorithm":

sha2-256",

"encryption_algorithm":"aes-128-gcm-16",

"lifetime_seconds":86400

}

"ipsec_policy":{
"authentication_algorithm":

sha2-256",

"encryption_algorithm":"aes-128-gcm-16",
"pfs":"disable",

"lifetime_seconds":3600

}
}
}
}
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IAzHR
o [N
IREMRZERS S 200: successful operation,
2 4-35 K7 Body %51
B it ik
vpn_gateway | ResponseVpn | vpn_gatewayXi&,
Gateway
object
request_id String BXKID,
& 4-36 ResponseVpnGateway
E= £ =il ik
id String o INBEIHAR: VPNMIXID,
e ’z(: 36{1ZUUID,
name String o IHBEIHER: VPNMIXZBIR,
o EUETGHE: 1-641M=FFF, BFEHF. =
WFE. 37 (\ude00 - \u9fas). (T
Xge) . -(PllLk) .
network_type | String o INAEIRAR: VPNRIFEMLZIERY
o EUETHE:
public: 23,
private: FAR
e ZAE: public,
attachment_ty | String o INALIHAR: XEfE,
> o EUEBE:
vpc: EIAFAE =,
er: RMVERFHES,
ip_version String o IfAEIRAR: VPNRIFEAIIPHMYARZS o
o EUESEE: ipv4. ipv6,
certificate_id String o IHAEIRAR: UEBID,
e ’I(: 36{ZUUID,
er_id String VPN X FTZEZAIERSEHIAYID . (X

attachment_typeAerfFiR[E],
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B E-Sid) fiiA
vpc_id String e Hattachment_typeAvpcHd, vpc_id@E

VPN XELAI$3VPCAYID,

o Hattachment_typeRerlt, FiREILL
FE& ., aJLliBidaccess_vpc idFEBREE
VPNRIKHIEAVPCHIID

local_subnets

Array of String

RNipFW o, RNigFME=LFN, 1ZME

EEBEIVPNSHPMIMZHITEB. 2

A RIERHETRBI: 192.168.52.0/24 . {4

attachment_type AvpcHip_version/gipv4
Ej@@o

connect_subne | String VPNRIXFr{ERRIVPCHAI— N FMID,
t

bgp_asn Long VPN XHIBGPE SRS .

flavor String o INBEIREA: VPNRIKAIFIIGSEEY:

o HUETE:
Basic: Ex K& AT 5a100Mbps,

Professionall: e Akitktrss
300Mbps,

Professional2: s K&& A5 1Gbps,
GM: BEAXEAT=500Mbps,

availability_zo
ne_ids

Array of String

ZREVPNRXHIRTEX , HisE T TAX
AINRE];, HKRIEETHXAS, 7EVPNK
FKHPRSSACTIVERR[]

connection_nu | Integer VPNRIX THYER K VPNIEZE]

mber

used_connecti | Integer VPNRIX T HEIS 2 ERAIVPNIEREE

on_number

used_connecti | Integer VPNRIX T HBIEEERAVPNIERZAD

on_group . @B—BFRRIANHRSIERZEAR—
MERZH . VPNRIKEIASZ 10122509
VPNIERZH

enterprise_proj | String o IfBEIHAR: WIRBID,

ect_id

o #&3(: 36{ZUUID, BIERIAENRE
"0, FrAiFETFdefault®IInE .,
E: "0"HARESFENEIWIREID,

eip1 ResponseEip | BUEVPNRIXFRRMERBRIE—NEIP, E£F
object VPNRXZFRREEIP, FEVPNRXAIIRES S

ACTIVERHIR[E],
eip2 ResponseEip | BUEVPNRIXFRRMERBRIEZNEIP, E£5F

object

VPNRIKZRREFEIP. TEVPNRIKAPRE S
ACTIVERTRE
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B

%

created_at

o BIFEATE, TEVPNRIKAPIAZSIHACTIVE
AfiR[E],

o UTCHIIEI&N: yyyy-MM-
ddTHH:mm:ss.SS52,

updated_at

String

o EE—IXEHMATE., TEVPNRIXAPIAZS
FACTIVERHR[D] ,

o UTCHIIEIEZN: yyyy-MM-
ddTHH:mm:ss.5552,

access_vpc_id

String

o INAEIHAR: VPNRIEEERAYIEAVPC
D,

o #&=: 36{ZUUID,

access_subnet_
id

String

o INALER: VPNRIERATRAVPCTH
BIFRID.

o I&zL: 36{ZUUID,

ip_1

access_private_

String

FAMIZEBIVPN I CATIZNFARIIP, VPN
FERIZFANIPS I iR K IEE . NGEM X
FRERANSE—NFAMMENE, ERFRE
FARIELIL .

7l 192.168.52.9, {XZnetwork_type
AprivatelFiR[E]

ip_2

access_private_

String

FARISEEIVPN KA ANFAMIIP, VPNRISK
{(EFIZFAMIPSXJiRMIXEIE . TLERIK
FRERRIBE N FARMEIL, FEFRTE
FAMIIBAL

A~ 192.168.52.9, {¥Znetwork_type
HprivatelFiR[E] .

ha_mode

String

o INAEIRER: MIXAIHARET, "active-
active"FR"XE, "active-standby"FE
~EH.

o HYESBE: active-active, active-
standby .

policy_templat

PolicyTemplat

IEEIEIPEAVPNRIKAURIBERECE, R

e e object BENREHIEEEIPEAN VPN EATIR(E]
tags Array of |
VpnResourceT
ag objects
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2% 4-37 ResponseEip

B St 2123
id String o INAEEAEA: EIPEYID,
o #&=: 36{ZUUID, H{FAEBKIARIIR
ERHRE"0".
ip_version Integer o IfEtiRER: EIPRRA .
o HUBEEE: 4,
ip_billing_info | String o INEEWEA: EIPRITER(ERE. 85F/88
EIPASIREITRER, 1ZFEITZEHIEIP
RiR[E],
o B:
order_id:product_id:region_id:project_i
d, &n:
CS22x+*xxxx| |BIV:00307-******-0--0:br-
iaas-
0din1:0605768a*********+**c006c7e484a
do
type String o IfAEIRER: EIPRYZEEY,

o HYESEE: 5 bgp (£mh7BGP) ,
5_sbgp ( E7SBGP) , 5_youxuanbgp

({fi%BGP)
AIBEEIBEIPER6 typeFERAVEVETE
o
ip_address String o INASINAR: EIPAYARIIPVARBIE

o 18ZV: ipvAZERUBIL, BIa0:
88 ** 11,

charge_mode | String o INRENAA: EIPRYFEEIHEEE. HRE
T EEIE R EE

o EVESCH:
bandwidth: a1,

traffic: IREITER,

bandwidth_id | String o INBEIHAR: EIPAYEEEEID,
o &4 : 36{ZUUID,
bandwidth_siz | Integer o INBEIRER: EIPRYEESEA/N, BA(I:
e Mbit/s. S regionBEiEIRHHIEIPER K

e AE, EIPHRATRRTEIPIR
%, AJLAMER T RERIESKF TAIEIPAY
BATS.

o EVESGHE: 1-1000, E{AEHEIESZH®
HAMBRSEIEEeip R -
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B

St

%

bandwidth_na
me

String

IHASIHAE: EIPHISEEEFR,

EUEBE: 1-641MFRF, TiFHF. =
XF8. #H3(\ude00 - \udfas). (T
¥Ek) . -(FRIZK). (=),

bandwidth_bill
ing_info

String

IngeieEA: EIPRYHRITRER . B85/
BREPFEFSREFEITREER, 1%
EHEREIPH B AIRE]

1B
order_id:product_id:region_id:project_i
d, n:

CS22%**=xx+%| |BIV:00301-******-0--0:br-
iaas-
0din1:0605768a*********+**c)06c7e484a
Ao

share_type

String

THREIREE: HEHZAER,

BESEE:

PER: JHEZHE,

WHOLE: H=w%5,

= 4-38 PolicyTemplate

R il )%
ike_policy IkePolicy ikeZRRENIR o
object
ipsec_policy IpsecPolicy ipseCEREEITSR .
object
& 4-39 lkePolicy
B St fEiR
encryption_alg | String o INEGIHER: MNXEEX,
orithm o EUESBE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,
dh_group String o INREIREA: SE—MEREIAIE(ERAIDH
H,

e HYESBEl: groupl4, groupls,
group16, group19, group20,
group21, disable,
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authentication | String o INASHAR: INFESE,
_algorithm o EYESEME: sha2-512, sha2-384,
sha2-256,
lifetime_secon | Integer o INEEIRER: FRSAIEEFEEE, Jiz4st

ds

1Z/EHBABAT /S IKE SASBE&IE .
o EYESGE: 60-604800, EAfii: .

2% 4-40 IpsecPolicy

ds

E= il ik

authentication | String o IPECHAA: TAIEEE.

~algorithm o HYESBE: sha2-512, sha2-384,
sha2-256,

encryption_alg | String o INBLIRAE: IMNEZESX,

orithm o HYESBEl: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,

pfs String o IfNREWBA: PFS{EFBRYDHESRAH .

o HUESBE: group14, groupls,
group16, group19, group20,
group21, disable,

lifetime_secon | Integer o INECIER: FRECEIPSeciEREEIAIRE

BLAREAEENEFEER.
o EVESEE: 30-604800, Eafy: b,

%% 4-41 VpnResourceTag

2R i) R
key String o INEEINAE: FRESAVEE.
o EUETE: 1-1281MFFF, IFH=F.
BXFE., X, ARFE. EiE. T
B, URUTERS: _=+@,
value String o INEEIHAER: FREAYE.
o EVEBE: 0-2551MF%, HiFH=F.
BEVFH, FX. AmYFE. #iE. T
B, URITERS: _=+@,

o IBRZHFA
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a. EFEEIPEAVPNRIKAIEA
{

"vpn_gateway": {

"id": "620d99b8-demo-a8df-va86-200b868f2d7d",
"name": "vpngw-4321",
"attachment_type": "vpc",
"network_type": "public",
"ip_version": "ipv4",
"vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36¢",
"local_subnets": [
"192.168.0.0/24"

1
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",

"bgp_asn": 64512,
"flavor": "Professional1",
"availability_zone_ids": ["cn-south-1f", "cn-south-1e"],
"connection_number": 200,
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "0",
"eip1": {
"id": "f1469b4a-demo-a8df-va86-bb7de91cf493",
"ip_version™: 4,
“type": "5_bgp",
"ip_address": "88.****** 102",
"charge_mode": "bandwidth",
"bandwidth_id": "cff40e5e-demo-a8df-va86-7366077bf097",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-1391"
h?
"eip2": {
"id": "6ad8e297-demo-a8df-va86-da0f885ccb98",
"ip_version™: 4,
“type": "5_bgp",
"ip_address": "88.****** 188",
"charge_mode": "bandwidth",
"bandwidth_id": "d290f1ee-demo-a8df-va86-d701748f0851",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-1392"

b

"created_at": "2025-06-15T08:56:09.386Z",

"updated_at": "2025-06-15T11:13:13.677Z",

"access_vpc_id": "0cf79a3f-demo-a8df-va86-d7ace626b0fa",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode": "active-active"

request_id": "33a2b77a-65f9-4fa0-90bd-4bd42038eb41"

b. EFAFEIEIPEAVPNRIKAINELL o
{

"vpn_gateway":{

"id":"620d99b8-demo-a8df-va86-200b868f2d7d",
"name":"vpngw-4321",
"attachment_type":"vpc",
"network_type":"public",
"ip_version": "ipv4",
"vpc_id":"cb4a631d-demo-a8df-va86-ca3fa348c36c",
"local_subnets":[

"192.168.0.0/24"

1
"connect_subnet":"f5741286-demo-a8df-va86-2c82bd9ee114",

"bgp_asn":64512,

"flavor":"Professional1",

"availability_zone_ids":[
"cn-south-1f",
"cn-south-1e"

1

"connection_number":200,

"used_connection_number":0,
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"used_connection_group":0,
"enterprise_project_id":"0",
"eip1"{
"id":"f1469b4a-demo-a8df-va86-bb7de91cf493",
"ip_version":4,
"type":"5_bgp",
"ip_address":"88.*** *** 102",
"charge_mode":"bandwidth",
"bandwidth_id":"cff40e5e-demo-a8df-va86-7366077bf097",
"bandwidth_size":300,
"bandwidth_name":"vpngw-bandwidth-1391"
I
"eip2"{
"id":"6ad8e297-demo-a8df-va86-da0f885ccb98",
"ip_version":4,
"type":"5_bgp",
"ip_address":"88.*** *** 188",
"charge_mode":"bandwidth",
"bandwidth_id":"d290f1ee-demo-a8df-va86-d701748f0851",
"bandwidth_size":300,
"bandwidth_name":"vpngw-bandwidth-1392"
I
"created_at":"2025-06-15T08:56:09.386Z",
"updated_at":"2025-06-15T11:13:13.677Z",
"access_vpc_id":"0cf79a3f-demo-a8df-va86-d7ace626b0fa",
"access_subnet_id":"f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode":"active-active",
"policy_template":{
"ike_policy":{
"authentication_algorithm":"sha2-256",
"encryption_algorithm":"aes-128-gcm-16",
"dh_group":"group21",
"lifetime_seconds":86400
b
"ipsec_policy":{
"authentication_algorithm":"sha2-256",
"encryption_algorithm":"aes-128-gcm-16",
"pfs":"disable",
"lifetime_seconds":3600
}
}
1
"request_id":"33a2b77a-65f9-4fa0-90bd-4bd42038eb41"
}

c. VPNIRZEH ‘G’ , BEIHEM.
{

"error_code":"VPN.0003",

"error_msg":"resource (type=GATEWAY, ID=ff9bdca6-demo-a8df-va86-e4bccl1ea52bc) is not
ready, currently CREATING",

"request_id": "abafe41c-7744-41af-bf3d-4452872af799"

}
I NTN
B20A.2,

4.1.1.5 (BRI - ChangeGatewaySpecification
ThEEN 4R

IEBIMFKIRLE, SRMNSHFHERITERX
BREE

152 AMaERAPI,
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BIRER

KSESMEAPIRIERER, WNRERAWKS TRIAMBFIERSRIAP, ZIAMARE
BEIEFRAPIFRFEIINIR .

o WMRFEAABSREEREN, BARNIREXES IABRMFZINIR.
o MMREMBMHRIKRN, FESUTEORIER,

IR NEgR | FRSSE | iR Bl& RIRAOIRAR
Bl (*J9i I
)
vpnivpnGate | write | vpnGatew | e g:Enterpri | - -
ways:create ays seProjectl
d
e (g:Resource
Tag/<tag-
key>

URI
POST /v5/{project_id}/vpn-gateways/{vgw_id}/update-specification
+* 4-42 SHIRA
ZR it =AY | iR
i%
project_id String 2 IRBID, aILABId3kENIRE IDFRENRE
IDo
vgw_id String = VPNRXELAIID,
IBEKEE
o IERBH
& 4-43 FRESH
R it =AY | f#k
1%
vpn_gateway | Updatevgw | 2 vpn_gatewayXdsR o
Specificatio
nRequestBo
dyContent
object
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2 4-44 UpdateVgwSpecificationRequestBodyContent
E= -] =EY | A
1%
flavor String 2 o INEEUIRE: FIFEHIVPNRIFET
=
o BUETGHE:
Basic: ExKi& AT 5a100Mbps.,
Professionall: fAiEA TS
300Mbps,
Professional2: S KEAT &
1Gbps.
GM: RXREATEE500Mbps,
o BYMNMXZIFHNEECESEES

VPNRIZENE M RS
supported_flavors=Eg& .

BRI

POST https://{Endpoint}/v5/{project_id}/vpn-gateways/{vgw_id}/update-specification

{

"vpn_gateway": {
"flavor": "Basic"
}
}
A1
IEVE=S5'

IREYAZSAZ ST 200: successful operations,

2= 4-45 IR Body S#51%

B St 2123
vpn_gateway | ResponseVpn | vpn_gatewayXigR
Gateway
object
request_id String BXKID,
3% 4-46 ResponseVpnGateway
B St f#iA
id String o INEEIHAE: VPNRIXID,
e 1&z{: 36fIUUID,
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B

%

name

o INAEIHAR: VPNRIXEZIR,

o HEUESEE: 1-641MFEFF, SIEHE.
XFH. 32 (\ude00 - \udfas). (T
XLk) . -(FRILK) o

-

=

network_type

String

o INASINAA: VPNRIFELEERY
o EVESEHE:

public: 23,
private: FAM,
e ZHAE: public,

attachment_ty
pe

String

o INREWLRA: XKEXEZ,
o EYEEHE:
vpc: B =,

er: 1IVIREZE,

ip_version

String

o INAEIRAA: VPNMIXAJIPHMYARA
o HEUESBHE: ipv4. ipv6,

certificate_id

String

o INAERAR: IEFID,
o 18z 36fZUUID,

er_id

String

VPN ATIERZRYERSEFIRYID . XX
attachment_type SerfifiR[E]

vpc_id

String

e Hattachment_typeJavpchd, vpc_id2
VPN REXAYLSSVPCAIID .

e Mattachment_typegerfd, vpc_idE
VPNRIXAHEAVPCRIID

local_subnets

Array of String

o INREIREA: NimFM., NinFMNEs L
FM, ZMERREEBIIVPNS AR
EHITEHIB,

o FNMEIER =B 192.168.52.0/24,
{¥Hattachment_typeJavpcBE
ip_versionAgipvA4RtiR[E .

local_subnets_
v6

Array of String

o INEEIHAR: IPVeARIZFM ., KinFME
= EFM, ZMEEEEEVPNSHER
MIEBHITEIE

o BNKIEAERAI:
16af:cacc:1097::/48, N
attachment_typeJavpcEip_versionJg
ipvelTIR[E]

connect_subne | String VPNMZB{EREIVPCHEI—PFMID o
t
bgp_asn Long VPNXAIBGPEBIERS o

MAERRAS 01 (2026-04-24)

WRIERE © HERRARBIRAT

66



FEILE M4
AP &%

4 API
B S %
flavor String o INAEIRAR: VPNMIKAIHIAESEEL:

o HUEEE:
Basic: ExKiE AT 5 100Mbps.,

Professionall: Atk
300Mbps.

Professional2: gz KiEA& s 1Gbps,
GM: HFA%E AT E500Mbps.,

availability_zo
ne_ids

Array of String

EREVPNMXITHKX . HigE r AKX
RINRE];, HARIEETHXAS, 7EVPNK
THPRESACTIVERHR[E],

connection_nu | Integer VPNRIE RIS AVPNIEZEE .

mber

used_connecti | Integer VPN T HBIEL(FHAIVPNIEEE]

on_number

used_connecti | Integer VPNRIX T HEIS 2 ERIVPNIEZED

on_group . E—BFRIANHNRSFIERZAR—
MEREE . VPNRIXERIASZIF 10 R 2ERY
VPNiERZH

enterprise_proj | String e IfgLiHER: BAIREID,

ect_id

o H=: 36{IUUID, BIEERIAIENR(E]
"0", ‘A BEEFdefaultIIRE .,
i "0O"HARESEENEWIREID,

eip1

ResponseEip
object

WGEVPN LR RMERRIE—EIP, &
VPNMFEZFRRFEIP, TEVPNRIEADAZES S
ACTIVERHR[E]

eip2

ResponseEip
object

BGEVPN LR RERRIE _NEIP, &
VPNXZFRREZEIP, FEVPNRIXAPIRES S
ACTIVERHR[E],

created_at

String

o BUEERTE, EVPNRIKARZSSIACTIVE
FhRE

o UTCRIEIE: yyyy-MM-
ddTHH:mm:ss.5SSZ,

updated_at

String

o EE—XEMAIE, EVPNRIXAPRZ
JIACTIVERHR[E]

o UTCHIIEI&N: yyyy-MM-
ddTHH:mm:ss.S552,

access_vpc_id

String

o INEEIRAA: VPNPEERAYIEAVPC
D,

o #&=: 36{ZUUID,
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access_subnet_ | String o INELIHER: VPNMX{ERAJIEAVPCH
id HYFMID
o 1&=(: 36fZUUID,
access_private_ | String FARISEELVPNRIKAIEENFARIIP, VPNRIX
ip_T1 BRIZFARIPSXTiRMKEIE . SEEMK
FRERINE— N FARIMBIE, FEFRTRE
FARIHBAL .
~fF: 192.168.52.9, {¥Znetwork_type
HprivatelHiR[E]
access_private_ | String FARIZEBIVPNRIEAIEENFARIIP, VPNRIE
ip_2 FERIZFARIPSXTimMEIE . SGEMX
FRERNEZNFANMIE, FERRE
FARIHBAL .
~fF: 192.168.52.9, {XZnetwork_type
HprivatefFiR[E] .
ha_mode String o INEEIRBA: MIXRIHAIET, “active-
active"RXE, "active-standby"F&
~EHFo
o HUESEE: active-active, active-
standby,
policy_templat | PolicyTemplat | IEEIEIPEAVPNRIKHIRISIERACE, R
e e object BENEIIEEEIPEA VPN XATIR(GE
tags Array of mEFIE.
VpnResourceT
ag objects

2% 4-47 ResponseEip

B St 2123
id String o INEEHAEA: EIPEYID,
o #&3(: 36fZUUID., HfERBIAEIIR
BefiRE"0",
ip_version Integer o IfEtIRER: EIPRRA .
o HUBEEE: 4,
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APl &%

4 API

B

%

ip_billing_info

o INEGIRER: EIPRNITER(EE. BF/8H
EIPASIRENTRER, &HEITZEAYEIP
AIR[E

o FET:
order_id:product_id:region_id:project_i
d, an:

(CS22***+xkkx| BIV:00301-******-0--0:br-
iaas-
0din1:0605768a******+*++**c0)06c7e484a
ao

type

String

o IfASINAR: EIPRYSEEY,

o BYESGE: 5_bgp (£mZ&BGP) ,
5_sbgp (3%Z&BGP) , 5_youxuanbgp
({fi%BGP)

A EEARIBEIPE6FtypeFERAVEUETE
&l

ip_address

String

o INAEIREA: EIPRIRMIPVALELL,

o 18&I\: ipvAZEEUMENE, BIEn:
88 xx* Fxx 11

charge_mode

String

o TEENEE: EPMBEUEIER. BRE
SRR,

o EVEBHE:
bandwidth: &&=,

traffic: ER=EiTE.

bandwidth_id

String

e IHAEIRAA: EIPEYEEEID,
e I&=: 36{UUID,

bandwidth_siz
e

Integer

e INEEHER: EIPAUTER AR/, BAf:
Mbit/s. B regionBEIBIRILAIEIPERK
A, EIPRIERKHESZRTEIPER
%5, gJLMER I RRIESKF FAIEIPEY
BRA™R.

o EVEBE: 1-1000, E{AEEIESZH
AR iR eipEHL

bandwidth_na
me

String

o INBEIHAR: EIPAUHZEZIR.

o EUESEHE: 1-641MFERF, IFH=F. =
XF8. H3(\ude00 - \udfas). _(F
XK. -(FRIE) . (=),
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FEILE M4
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B KB %

bandwidth_bill | String o INgEIRER: EIPRUTRITERER. 85/

ing_info BREPHEASREGEITEER, 1%
FIHERVEIPHRAIRE]

o FE:
order_id:product_id:region_id:project_i
d, @n:

(CS22***+xkkx| BIV:003017-******-0--0:br-
iaas-
0din1:0605768a******+*++**c)06c7e484a
ao

share_type String o INRENRAE: HEHZRE,

o EVEBHE:

PER: JRZHE

WHOLE: H=75%,

% 4-48 PolicyTemplate

EZ i) ik
ike_policy IkePolicy ike SREEITR o
object
ipsec_policy IpsecPolicy ipsecZREEXISR o
object
= 4-49 lkePolicy
E= St R
encryption_alg | String o INREINEE: NNZRESL,
orithm o EUESBE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,
dh_group String o INEEIHEE: SE—MEREPIEERRIDH
H,

e HUESBE: group14, groupls,
group16, group19, group20,
group21, disable,

authentication | String o IHASIHAR: INFESE,
—algorithm o BYESEE: sha2-512, sha2-384,
sha2-256,
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B KB 1)

lifetime_secon
ds

Integer

o INEGIRAE: FRSANEEREER, HizdE
1ZEHBABAT S IKE SASBEIES

o EYESGE: 60-604800, EAfii: .

& 4-50 IpsecPolicy

E=4 i) ik

authentication | String o INEEIRAA: INIEELE.

_algorithm o EYESEE: sha2-512, sha2-384,
sha2-256,

encryption_alg | String o INESBIAA: INZESE,

orithm e HUESEME: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,

pfs String o INEEULAA: PFSFAAYDHERSHLA.

o HUESEE: group14, groupl5,
group16, group19, group20,
group21, disable,

lifetime_secon | Integer o INREHER: FTRECEIPSeciEREZEAIME
ds BLARS B AEEREFERR .
o EYESEE: 30-604800, &fi: #,

2% 4-51 VpnResourceTag

B - Jid] ik
key String o INREIRAE: FREHIEE,
o EUETEE: 1-1281M=FF, TiFH=.
BNFH, v, BFE. @5 T
B, URITER: _=+@,
value String o INASIHAR: FREHIE.
o EVESTE: 0-2557FF, M=,
BYFH, v, AmFE. @i T
1B, URILTZERF: _=+@,
i Rz 4451

a. EHEEIPEANVPNR AL o
{

"vpn_gateway": {

"id": "620d99b8-demo-a8df-va86-200b868f2d7d",

"name": "vpngw-4321",
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"attachment_type": "vpc",
"network_type": "public",
"ip_version": "ipv4",
"vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36c”,
"local_subnets": [
"192.168.0.0/24"
1
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 64512,
"flavor": "Professional1",
"availability_zone_ids": ["cn-south-1f", "cn-south-1e"],
"connection_number": 200,
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "0",
"eip1": {
"id": "f1469b4a-demo-a8df-va86-bb7de91cf493",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 102",
"charge_mode": "bandwidth",
"bandwidth_id": "cff40e5e-demo-a8df-va86-7366077bf097",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-1391"
I
"eip2": {
"id": "6ad8e297-demo-a8df-va86-da0f885cch98",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 188",
"charge_mode": "bandwidth",
"bandwidth_id": "d290f1ee-demo-a8df-va86-d701748f0851",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-1392"

i

"created_at": "2025-06-15T08:56:09.386Z",

}

n

"updated_at": "2025-06-15T11:13:13.677Z",

"access_vpc_id": "0cf79a3f-demo-a8df-va86-d7ace626b0fa",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode": "active-active"

request_id": "33a2b77a-65f9-4fa0-90bd-4bd42038eb41"

b. EHAFEIEIPEAVPNRXAIIDAL o
{

"vpn_gateway":{

"id":"620d99b8-demo-a8df-va86-200b868f2d7d",
"name":"vpngw-4321",
"attachment_type":"vpc",
"network_type":"public",
"ip_version": "ipv4",
"vpc_id":"cb4a631d-demo-a8df-va86-ca3fa348c36c",
"local_subnets":[
"192.168.0.0/24"
1
"connect_subnet":"f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn":64512,
"flavor":"Professional1",
"availability_zone_ids":[
"cn-south-1f",
"cn-south-1e"
1
"connection_number":200,
"used_connection_number":0,
"used_connection_group":0,
"enterprise_project_id":"0",
"eip1"{
"id":"f1469b4a-demo-a8df-va86-bb7de91cf493",
"ip_version":4,
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"type":"5_bgp",
"ip_address":"88.*** *** 102",
"charge_mode":"bandwidth",
"bandwidth_id":"cff40e5e-demo-a8df-va86-7366077bf097",
"bandwidth_size":300,
"bandwidth_name":"vpngw-bandwidth-1391"
I
"eip2"{
"id":"6ad8e297-demo-a8df-va86-da0f885ccb98",
"ip_version":4,
"type":"5_bgp",
"ip_address":"88.*** *** 188",
"charge_mode":"bandwidth",
"bandwidth_id":"d290f1ee-demo-a8df-va86-d701748f0851",
"bandwidth_size":300,
"bandwidth_name":"vpngw-bandwidth-1392"
I
"created_at":"2025-06-15T08:56:09.386Z",
"updated_at":"2025-06-15T11:13:13.677Z",
"access_vpc_id":"0cf79a3f-demo-a8df-va86-d7ace626b0fa",
"access_subnet_id":"f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode":"active-active",
"policy_template":{
"ike_policy":{
"authentication_algorithm":"sha2-256",
"encryption_algorithm":"aes-128-gcm-16",
"dh_group":"group21",
"lifetime_seconds":86400

b
"ipsec_policy":{
"authentication_algorithm":"sha2-256",
"encryption_algorithm":"aes-128-gcm-16",
"pfs":"disable",
"lifetime_seconds":3600
}
}
1
"request_id":"33a2b77a-65f9-4fa0-90bd-4bd42038eb41"
}
c. VPNRZES “BIEH” , EIHEM,
{

"error_code":"VPN.0003",

"error_msg":"resource (type=GATEWAY, ID=ffobdca6-demo-a8df-va86-e4bcclea52bc) is not
ready, currently CREATING",

"request_id": "abafe41c-7744-41af-bf3d-4452872af799"
}

W&

4.1.1.6 flif% VPN R3=< - DeleteVPNGateway

TORENR

RIEVPNIXID, MIBRFERERIVPNIIX . EIRFTITZERIVPNMXEIE 7 & /BREIP,
PRI F/ A REIP, BNARBERER.

AR7SE
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BIRER

KSESFMEAPIRIERR, WMRERWKS TRIAMBFIERSRIAP, ZIAMARFE
BH&EEARAPIFRFAINR

o WMREAALSREEEN, BARNIRERES IABRMZINIR.
o MRFEMBMHRIGRN, FESUTEDRIEIR,

R PR | BRER | KR Bl& RRREIISEAR
il (*Hws T
;)
vpnivpnGate | write | vpnGatew g:Enterpri e eip:public
ways:delete ays seProjectl Ips:associ
d atelnstan
e (g:Resource ce
Tag/<tag- e eip:public
key> Ips:delete
e g:Enterpri e eip:public
seProjectl Ips:disass
d ociatelnst
e g:Resource ance
Tag/<tag- e eip:public
key> Ips:updat
e Vvpn:Associ €
atePublicl
p

URI
DELETE /v5/{project_id}/vpn-gateways/{vgw_id}
%+ 4-52 SRR
2R i) =/Y | A
i%
project_id String 2 IREID, mJLABII3RENERE IDFRENRE
ID,
vgw_id String = VPNRXEEBIID,
IBRHEE

o BKB¥
o
o BRI

DELETE https://{Endpoint}/v5/{project_id}/vpn-gateways/{vgw_id}
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FEILE M4
AP &% 4 AP

IALEE
o IHRBE
SEEMRZSED S 204: BIBERETH
o IRCHEG)
VPNIRZS S “BUgh” , MRS,

{

"error_code":"VPN.0003",

"error_msg":"resource (type=GATEWAY, ID=ffobdca6-demo-a8df-va86-e4bcclea52bc) is not ready,
currently CREATING",

"request_id": "1d94a4e8-fdc2-7bfd-943e-19bfa9b234ac"

}

N

B2WA.2,

4.1.1.7 &if) VPN RIXATAHX (V5) - QueryAZs(V5)

ThEeN A
EEVPNRXHTARX, IHAAEEEvs HEOE D (HINIPve. DEILREFIFE ) o
BREE
B203,
RS2
WSEBMBAPINERIR, MNREAKS FRIAMAFERZRIAPI, ZIAMARE
B&EABAPIFFFEAINR
o NRFRABSRIEEN, BEMMRERIES WABRFEAIR
o WREABMHRIBIFIN, TEBNTEMDRIEINR,
IR KA | RRER | K4 Bl IRERATHEAN
il (*Jaws I
M)
vpn:ivpnGate | list vpnGatew | - - -
ways:create ays
URI

GET /v5/{project_id}/vpn-gateways/availability-zones

SRSRRA 01 (2026-04-24) IS © ERRAGIRAT 75



FEE AL

APl &% 4 API
& 4-53 SEUREA
B S =5Y | %A
%
project_id String 2 IREID, aILABIdIREER B IDFRERE
ID,
BKREE

o IBRBY
o
o EREAH

GET https://{Endpoint}/v5/{project_id}/vpn-gateways/availability-zones

N Rz
o NS

IREMRZERS A 200: successful operation,

%= 4-54 K Body #5313

&1 s ik
availability_zo | AvailabilityZo | sfFX%IZE.
nes nes object
request_id String B3KID,
& 4-55 AvailabilityZones
B St fEiA
basic VpnGatewayA | Basicfxiiig o
vailabilityZon
es object
professionall VpnGatewayA | Professionall it
vailabilityZon
es object
Professional1- | VpnGatewayA | Professionall-NonFixedIPRJ&iAE o
NonFixedIP vailabilityZon
es object
professional2 | VpnGatewayA | Professional2 it o
vailabilityZon
es object
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B -3t ik
Professional2- | VpnGatewayA | Professional2-NonFixed|PRJ A o
NonFixedIP vailabilityZon
es object
gm VpnGatewayA | GMPFZIRAE .
vailabilityZon
es object

LA E R K ARFERISEFR A S B EIE S% VPNIZHI & 82 VPN X REAYSpecification
IR,

& 4-56 VpnGatewayAvailabilityZones

2R i) Rk
vpc Array of String | KEXVPCEEIRIATEXFIE
er Array of String | XEXERERIWOIAXFIZE .,

o IGRIFB
{

"availability_zones": {
"basic": {
"vpc": ["cn-south-1f"],
"er": []
h
"professional1": {
"vpc": ["cn-south-1f", "cn-south-1e", "cn-south-1c"],
"er": ["cn-south-1f"]
h
"professional2": {
"vpc": ["cn-south-1f", "cn-south-1e", "cn-south-1c"],
"er": ["cn-south-1f"]

h
"Professional1-NonFixedIP": {
"vpc': ]
"er": []
"Professional2-NonFixedIP": {
"vpc': ]
"er": []
h
"gm": {
"vpc": ["cn-south-1f", "cn-south-1e", "cn-south-1c"],
"er": ["cn-south-1f"]
}
by
"request_id": "b60309ab-812c-4269-9de4-fb9a65e6db16"
}
RS
B2MA2,
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4.1.1.8 &if) VPN MK AKX (V5.1) - QueryAZs(V5.1)

ThREN A

ARG

BRER

URI

IBERHEE

NI Rz =

ERVPNRXT AKX, MNASESEVSEOES (fIaNIPve. NS EFHIFIE) -

KSESZMEAPIRIERER, WNRERAKS TRIAMBFIRERSRIAP, ZIAMARE
B&EBAPIFRFAINR .

o WMREMAALSRIEEN, BAENIRERES IAPRMIZINR.
o INREMABMHRIKIEN, FESUTEHDRIER,

IR AR | JREE | FE Bl& AREAISAY
il (*J9i IR
M)
vpn:vpnGate | list vpnGatew | - - -
ways:create ays

GET /v5.1/{project_id}/vpn-gateways/availability-zones

& 4-57 SE0RAT

B i) 2Ew | %A
%
project_id String 2 IREID, aILABIdIkEIRE IDFRERE
ID.

o BKB¥
To
o iEKEEH

GET https://{Endpoint}/v5.1/{project_id}/vpn-gateways/availability-zones

) VE=244

IREYAZSAZ ST 200: successful operations,
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% 4-58 IR Body 2%(31%

2R Ry iR
availability_zo | Array of AKX,
nes ExtendedAvail

abilityZone

object
request_id String BXKID,

R 4-59 ExtendedAvailabilityZone

B i) 1k

name String AHXZFR,

public_border_ | String LHBRH,

group

available_specs | Array of Zo] X FoliEAIVPN IR AES -
AvailableSpec
object

2R 4-60 AvailableSpec

E= i) ik

flavor String VPN A o

attachment_ty | String o INAEIRER: VPNRIKAIFEAET
pe o HUESEE:

vpc: EIAFABE =,
er: BIVERAIZE,

ip_version String VPN MR PHMYARZS o

LI )V =271
{

"availability_zones": [
{
"name": "cn-southwest-242a",
"public_border_group": "center",
"available_specs": [

{

"flavor": "Basic",

"ip_version": "ipv4"

"flavor": "GM",

"ip_version": "ipv4"
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"flavor": "Professional2",
"ip_version": "ipv6"
}
1
}
1

"request_id": "9c114ae240ac4e2afdedc113fadae34c"
}

T

W

WA.2,

=
=]

4.1.1.9 &if) VPN RIXIEHZE - QueryGatewayRouteTable

ThEET 4R
HRIEVPNIXID, EigfEEVPNMKAIIEHE
ERREE
B5E=03,
BRUER
IKSESEFEAPIRIERR, WMRERWS TRIAMBFIERISRIAP, ZIAMAFE
BE&ERAPIERFEAINR o
o WIREAABSRIREIN, BEARIRERIES WRFIRIRN.
o WIREABSMHRIEEN, FESWNTIHRISR.
=R BEg | JWIRER | R4 Bl& IV
2 (*90% I
)
vpn:vpnGate | read vpnGatew | e g:Enterpri | - -
ways:getRou ays seProjectl
tingTable d
e (g:Resource
Tag/<tag-
key>
URI

GET /v5/{project_id}/vpn-gateways/{vgw_id}/routing-table
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FEILE M4
APl &% 4 AP

% 4-61 SEURHT

2R it =5Y | %A
i%
project_id String 2 IREID, aILABIIIREER B IDFREVRE
ID.
vgw_id String = VPNRXID,

IBRHE
o IBEKRBY
o
o BRI
GET https://{Endpoint}/v5/{project_id}/vpn-gateways/{vgw_id}/routing-table
NaRZHS

LI V=S 4
IREMAZSA 200: Ei@RK.

2% 4-62 N Body S#51%&

B it fHiA
routing_table | Array of Route objects | {5 EVPNMZXAIIEHZ
total_count Long ZMX TRIRHASEE
page_info ResponsePagelnfoV3 | S EE,
object
% 4-63 Route
B it A
destination String IR BRItbE,
nexthop String T—BkIPHBLE
outbound_interface_ip | String HEEOIPibLE,
origin String o INAEIRER: BGPIRHIRYIREY
FilR o
o EYEBE: igp, egp,
incomplete,
as_path String BGPEEHHHIASEER o
med Integer BGPEEEHAIMEDIE

SRR 01 (2026-04-24) IS © ERRAGIRAT 81



FEE FAIES

APl &%& 4 API
2R 81 iR
nexthop_resource NexthopResourc | iZEEHXIMNAIT—BERIR
e object
& 4-64 NexthopResource
BR E-Jid] 0%
id String T—BE&ERIID, UUIDEE
type String o INEEIHAR: T—HBERIRRVZIRSE

B,

o HUESEE: vpn_gateway,
vpn_connection, er,

Z 4-65 ResponsePagelnfoV3

2R 3] A
current_count Integer LEIFERFTEHZE .
next_marker String T—mB9marker,

o [WRAESE]
a. EFLMEREKEXERRIVPNIX .
i "routing_table": [
"destination": "192.168.0.0/24",

"nexthop": "192.168.0.240",
"outbound_interface_ip": "192.168.0.240",

neon

"origin": "igp",
"as_path": "64513",
"med": 0,

"nexthop_resource": {
"id": "fd8e4220-cdcd-4c84-809e-09fd3148b24b",

"type": "vpn_connection"

}

"destination": "222.69.222.1/32",
"nexthop": "169.254.1.2",
"outbound_interface_ip": "169.254.1.1",

"origin": "igp",
"as_path": "64513",
"med": 0,
"nexthop_resource": {
"id": "e3c28cc1-fb34-4acd-97f9-29d8e4d2efe0f",

"type": "vpn_gateway"
}

"destination": "222.69.222.2/32",
"nexthop": "169.254.2.2",
"outbound_interface_ip": "169.254.2.1",
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"origin": "igp",
"as_path": "64513",
"med": 0,
"nexthop_resource": {
"id": "85d31993-f519-49ea-8d2e-7afeffb8ef5e",

}
}
]

"total_count": 3,
"page_info": {
"current_count™": 3

}
}
KD
B2MA.2,

4.1.1.10 k{& VPN R=KIE - UploadGatewayCertificates

IRENA
EZERX_EEIEBFIFAR
ARSI
B5E=03,
BREUEE
KSESEMBAPIRIERNIR, WMRERKS TRIAMBFIERSRIAP, ZIAMARFE
B&EARBAPIFRFEAIR .
o WIREAAESRIREN, BRIRERIES IR,
o WIREMBHRIEEN, FESWNTIORESNR .
IR P | JEEE | FHE Bl& O NEY
Bl (*Jous IR
M)
vpn:ivpnGate | write vpnGatew | e g:Enterpri | - -
ways:create ays seProjectl
d
e (g:Resource
Tag/<tag-
key>
URI

POST /v5/{project_id}/vpn-gateways/{vgw_id}/certificate
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FEE FAMIES

APl &% 4 API
& 4-66 SE05EA
B it BEY | @k
%
project_id String 2 IREID, aILABIdIREER B IDFRERE

D,
EZRMKID,

vgw_id String

el

\$ hJ 24
18> 7ﬁl§\

& 4-67 CreateVpnGatewayCertificateRequestBody

B i) =/Y | ik
%
certificate CreateVpnG | 2 VPN KIEBITR .

atewayCertif
icateReques
tBodyConte
nt object

7% 4-68 CreateVpnGatewayCertificateRequestBodyContent

B St =AY | ik
1%
name String B o IHREIRAE: VPNRIFIERZIR,

o EUESBEE: 3-631FfF. iH#
F. BXFE. $F3Z(\u4e00 -
\uofas). _(TXIZ). -(FRIE). .
(EXHR),

o INE: TERNSBEIERIERNA
vpngw-***gZFR, BIa0: cert-
a45b,

ThEEIREe: ERIEH,

o EUESBE: 1-409670FFF,
WIRREERIECAIER .,

private_key | String = o INEEIHEE: EIEEZIUERTARA.

o EVESGE: 1-40967MNFF,
S5&ZIEPRINTAITELD .

ali

certificate String
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B i) 2EY | gk
i%
certificate_ch | String = o IfBEIHAR: CAIEPBAZR.
ain o EUEEE: 1-819290FF,
VIR EZRICAIES,
enc_certificat | String B o INREIHER: INERER,
€ o EUEGE: 1-40967FH,
VIR EZBIIECAIEH
enc_private_ | String = o IHREINAE: EZINZNERFAA.
key o EREHE: 1-4096NFH .
ShinEiEBRIAFAILES .

o IEKREA

POST https://{Endpoint}/v5/{project_id}/vpn-gateways/certificate

{

"certificate": {

"private_key": "----- BEGIN EC PRIVATE KEY-----\n*******\n____ END EC PRIVATE KEY----- g
"enc_certificate": "----- BEGIN CERTIFICATE----- \n#Hre\n END CERTIFICATE----- g

"enc_private_key": "----- BEGIN EC PRIVATE KEY----- V2 il (g EESES END EC PRIVATE KEY----- ",

"certificate_chain™: "----- BEGIN CERTIFICATE----- \N**\ o END CERTIFICATE----- "

NaRLHS
o MRS

IREMAZERS A 201: successful operation,

= 4-69 [ Body S#5%

R it 1k

certificate VpnGatewayC | VPNRKIEBITR
ertificateConf
ig object

request_id String BXKID,

Z 4-70 VpnGatewayCertificateConfig

2R it ik
id String e IHALIRAR: VPNMIFEEEID,

o &= 36{UUID,
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2R =i ik
name String o INREIHEE: VPNRIFIERZIR,

o HUBEE: 3-631FF. XiIFH=F. =

SZ?\ F13Z (\u4e00 - \uofas). (T
X&) . -(PRIZk) .

vgw_id String o IfEEINHAE: VPNRIXID,

o 1BT(: 36{7UUID,
issuer String o INACHAR: EREZIIPMES .

o EUETE: 1-2567MFF,
signature_algo | String o INREIREA: EEEIRILEREIE L.
rithm o EUEEE: 1-641MF1,
certificate_seri | String o INBEEIHAA: EEERIUEPRFIIS,
al_number o EUETEE: 1-641FF,
certificate_subj | String o INRLIHAR: BLZITBERE.
ect o EVEBE: 1-2561FF,
certificate_expi | String o INEEIHBH: EZEERIUFHIIHARTE,
re_time
certificate_chai String o INRLIHAR: CAIFRREFIZ,
gfe“al—”“mb o EVEBE: 1-641MF,
certifif:ate_chai String o INASIHAR: CAIFB(ERE.
n_subject o ENESEE: 1-2567,
certificate_chai | String o INAEEINAE: CAIFITHARTIE],
n_expire_time
enc_certificate | String o INRGIRAR: EZEMZBLERFIIS,
_serial_number o EVEGE: 1-6470=75,
enc_certificate | String o INAEUIRR: INENFH(FEEE,
_subject o ENESEE: 1-2567.
enc_certificate | String o INEEIHAR: EZNNZIEHITHEERTE],
_expire_time
created_at String o INEGIRER: GUZERTE,

LI )V =271
{

"certificate": {

"id": "73f072d8-demo-a8df-va86-2a755d95636f",
"name": "cert-dce7",
"vgw_id": "c7f1d3e3-0476-4a71-95a7-3ce8cbb969de",
"issuer": "C=CN,ST=Beijing,L=HaiDian,0=GMCert.org,CN=GMCert GM Root CA - 01",

"signature_algorithm": "SM3WITHSM2",
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N

"certificate_subject": "C=CN,ST=beijing,L=beijing,O=huawei,OU=vpn,CN=hwcloud-vpn",

"certificate_expire_time": "2024-02-20T15:41:39+08:00",

"certificate_chain_serial_number": "12369133709000538078",

"certificate_chain_subject": "C=CN,ST=Beijing,L=HaiDian,0=GMCert.org,CN=GMCert GM Root CA
-01",

"certificate_chain_expire_time": "2039-07-11T720:31:33+08:00",

"enc_certificate_serial_number": "16548506527294397242",

"enc_certificate_subject": "C=CN,ST=beijing,L=beijing,0=huawei,OU=vpn,CN=hwcloud-vpn",

"enc_certificate_expire_time": "2024-02-20T15:43:26+08:00",

B2A.2,

4.1.1.11 &if VPN RKIEHFIE - QueryGatewayCertificates

ab
ThEEN A

RIEVPNRIXID, EiFVPNRIXESANANES.

ARTSE

BRRUER

w=EEMEAPIRYERSIR, WNRERAKS FRIAMBFERZHEIAP, 1ZIAMBRE
BZARAPIFFERINER .

o WMREAABSRIEEN, BAENIRERES IAPRMZINIRK.
o MRFEMBMHRIGRN, FESUTEDRIEIR,

IR P | JEEE | FHE Bl& ARERAIIEAY
Bl (*Jous IR
M)
vpn:vpnGate | read vpnGatew | e g:Enterpri | - -
ways:getCer ays seProjectl
tificate d
e (g:Resource
Tag/<tag-
key>

URI

GET /v5/{project_id}/vpn-gateways/{vgw_id}/certificate
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FEILE M4
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& 4-71 SEURAT

BR Sl R
project_id String InHid,
vgw_id String VPNRIZSEHIID

BEXRIHR
o IFKRBY
o
o iEREEAHI
GET https://{Endpoint}/v5/{project_id}/vpn-gateways/{vgw_id}/certificate
I AzHR

o NS
IREMAZSAS S 200: EiFIREI .

= 4-72 I Body S#51F&

E= it (i35
certificate VpnGatewayC | iFHIR,
ertificate

object
request_id String BXKID,

% 4-73 VpnGatewayCertificate

B i) A

id String o INAEUAA: VPNRISESERID,
o 1&=: 36{ZUUID,

name String o INBEIRER: VPNRIKIFHEEIR,

o HUESEHE!: 3-631FF. iFH=. &
XFH. #3(\u4e00 - \udfas). _(F
REk) . -(FRIZK). (EXTR),

project_id String e INBEIRAA: FHFRIIMBID,
o EUEEE: 1-647MFFs
vgw_id String o IPAEIHAR: VPNRIXID,

o #&={: 36/ZUUID,
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2R =i A
status String o INEEIRER: MIKIEHIRE.
o EUEEH:

- BOUND: BBt

- FAULT: %BfEM

- BINDING: XEBfrh
issuer String o INEEIRER: EEEZIEPMAS .

o HUESBE: 1-25671NFHF,

signature_algo | String o INEEIHAR: EEERIUEPEIEEL,
rithm o EVEBE: 1-6477F,
certificate_seri | String o INEEIHER: EEEZIEEFIIS,
al_number o HUETEE: 1-641FF.
certificate_subj | String o INRESINAA: SZIBFEREE.
ect o EUESEE: 1-2561FF.
certificate_expi | String o INESEH: E=ZEZIEHTEARYE,
re_time
certificate_chai | String o INBEIRER: CAIEBREIIE,
g;se“al—”“mb o EUESHE: 1-64NFF,
certificate_chai | String o INESHAR: CAIFB(FERE.
n_subject o EVEBE: 1-25671F.
certificate_chai | String o INBEIRER: CAIFRIZHARTE.
n_expire_time
enc_certificate | String o INEEIRER: EEINEIERFIIS.
_serial_number o EYESEE: 1-647=0,
enc_certificate | String o INREUIRE: INENFH(ERE,
_subject o EWESEE: 1-2567F,
enc_certificate | String o INgEiIREH: EEMNEIERISHARE.
_expire_time
created_at String o INRLIRER: GIEERTE.,
updated_at String o INAEIRAR: EEFTAYIE.

LI v =271
{

"certificate":

"id": "18b81966-demo-a8df-va86-51db2ae6cfbd"”,
"name": "cert-ces-test",
"project_id": "06057689f680d5762f7fc008c77b8891",
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"vgw_id": "b1e94931-demo-a8df-va86-ec906c458ba7",

"status": "BOUND",

"issuer": "C=CN,ST=Beijing,L=HaiDian,0=GMCert.org,CN=GMCert GM Root CA - 01",
"signature_algorithm": "SM3WITHSM2",

"certificate_serial_number": "16548506527294397241",

"certificate_subject": "C=CN,ST=beijing,L=beijing,0=huawei,OU=vpn,CN=hwcloud-vpn",
"certificate_expire_time": "2023-03-21T07:41:39Z",

"certificate_chain_serial_number": "12369133709000538078",

"certificate_chain_subject": "C=CN,ST=Beijing,L=HaiDian,0=GMCert.org,CN=GMCert GM Root

CA-01",

T

}

"certificate_chain_expire_time": "2023-03-21T01:31:33Z",

"enc_certificate_serial_number": "16548506527294397242",

"enc_certificate_subject": "C=CN,ST=beijing,L=beijing,0=huawei,OU=vpn,CN=hwcloud-vpn",
"enc_certificate_expire_time": "2023-03-21T07:43:26Z",

"created_at": "2023-03-14T07:48:13.705Z",

"updated_at": "2023-03-14T07:48:13.887Z"

B2WA.2,

4.1.1.12 EZEFAFPTHIETE VPN RKIER - QueryGatewayCertificates

TORENA

EEHEP FERERIVPNRIES .

BARTIE

BRUER

KSESMEAPIRIERR, WNRERAKS TRIAMBFIERSRIAP, ZIAMARE
BEIEFBAPIFRFEINIR

o WMREAABSRIEEN, BARNIRERES IAPRMZINR.
o INREMABMHRIKEIN, FESUTEORIEIR,

=R HEg | WIRER | Fi4E Bl& ARIAVIRAN
2l (*Jous T
)
vpn:vpnGate | read vpnGatew | e g:Enterpri | - -
ways:listCert ays seProjectl
ificate d
e g:Resource
Tag/<tag-
key>

URI

GET /v5/{project_id}/vpn-gateway-certificates
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FEE FAMIES

APl &%& 4 API
& 4-74 SHUKEA
BR Sl R
project_id String InHid,
EXRIHE

o IBERBH
o
o EREA

GET https://{Endpoint}/v5/{project_id}/vpn-gateway-certificate

MIATHS
o IMESH
IREHAZSH 200: TR

%= 4-75 K Body S#5%

B -3t i)
vpn_gateway_c | Array of UEBXISR,
ertificates VpnGatewayC

ertificate

object
request_id String BKID,

Z 4-76 VpnGatewayCertificate

2R it faR

id String o INREIRER: VPNMEIERID,
o 1&=: 36fZUUID,

name String o INEEIRAA: VPNMFEIEFBZR,

o HUESBE: 3-631FfF. T, &
MFEF H3Z(\u4e00 - \udfa5). (T
Yz) . -(FRlz) . .(RXER).

project_id String e IfEEUREA: THFRIIMBID,
o HUESEHE: 1-641FT5,
vgw_id String o IfEEIEA: VPNRIXID,

o 1&z(: 36fZUUID,
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2R =i A
status String o INEEIRER: MIKIEHIRE.
o EUEEH:

- BOUND: BBt

- FAULT: %BfEM

- BINDING: XEBfrh
issuer String o INEEIRER: EEEZIEPMAS .

o HUESBE: 1-25671NFHF,

signature_algo | String o INEEIHAR: EEERIUEPEIEEL,
rithm o EVEBE: 1-6477F,
certificate_seri | String o INEEIHER: EEEZIEEFIIS,
al_number o HUETEE: 1-641FF.
certificate_subj | String o INRESINAA: SZIBFEREE.
ect o EUESEE: 1-2561FF.
certificate_expi | String o INESEH: E=ZEZIEHTEARYE,
re_time
certificate_chai | String o INBEIRER: CAIEBREIIE,
g;se“al—”“mb o EUESHE: 1-64NFF,
certificate_chai | String o INESHAR: CAIFB(FERE.
n_subject o EVEBE: 1-25671F.
certificate_chai | String o INBEIRER: CAIFRIZHARTE.
n_expire_time
enc_certificate | String o INEEIRER: EEINEIERFIIS.
_serial_number o EYESEE: 1-647=0,
enc_certificate | String o INREUIRE: INENFH(ERE,
_subject o EWESEE: 1-2567F,
enc_certificate | String o INgEiIREH: EEMNEIERISHARE.
_expire_time
created_at String o INRLIRER: GIEERTE.,
updated_at String o INAEIRAR: EEFTAYIE.

LI v =271
{

"vpn_gateway_certificates": [

"id": "18b81966-demo-a8df-va86-51db2ae6cfbd"”,
"name": "cert-ces-test",
"project_id": "06057689f680d5762f7fc008c77b8891",
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"vgw_id": "b1e94931-demo-a8df-va86-ec906c458ba7",

"status": "BOUND",

"issuer": "C=CN,ST=Beijing,L=HaiDian,0=GMCert.org,CN=GMCert GM Root CA - 01",

"signature_algorithm": "SM3WITHSM2",

"certificate_serial_number": "16548506527294397241",

"certificate_subject": "C=CN,ST=beijing,L=beijing,0=huawei,OU=vpn,CN=hwcloud-vpn",

"certificate_expire_time": "2023-03-21T07:41:39Z",

"certificate_chain_serial_number": "12369133709000538078",

"certificate_chain_subject": "C=CN,ST=Beijing,L=HaiDian,0=GMCert.org,CN=GMCert GM Root
CA-01",

"enc_certificate_serial_number": "16548506527294397242",
"enc_certificate_subject": "C=CN,ST=beijing,L=beijing,0=huawei,OU=vpn,CN=hwcloud-vpn",

}
]
}
REED
B2WA.2,

4.1.1.13 E# VPN R=KIEP - UpdateGatewayCertificate

JIREN A
SEEPEZLVPNRXFERIES, SREBEM. BB, $8ME. %
. MIEFABAICATERSE

ARG

BRER

KSESMEAPIRIEMER, WNRERAWKS TRIAMBFIERSRIAP, ZIAMARE
BEIEFRAPIFREIINIR .

o WMRFEAABSRIEREN, BARNIRERES IAPRMIZINR.
o MNREMABMHRIKRN, FESUTEORIER,

IR BEg | JWIRER | R4 Bl& AREAISRAN
2l (*Jis I
m)
vpn:vpnGate | write vpnGatew | e g:Enterpri | - -
ways:update ays seProjectl
Certificate d
e (g:Resource
Tag/<tag-
key>
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FEE AL

APl &% 4 API
URI
PUT /v5/{project_id}/vpn-gateways/{vgw_id}/certificate/{certificate_id}
% 4-77 153K path S5k
B St R
project_id String InHID,
vgw_id String VPNRIXSEAIID o
certificate_id String VPNRFEUFEID,
IBRHEE

R 4-78 UpdateVpnGatewayCertificateRequestBody

B E-Sit] =AY | iR
%
certificate Updatevpn | £ VPN IEBITER .
GatewayCer
tificateRequ
estBodyCon
tent object

& 4-79 UpdateVpnGatewayCertificateRequestBodyContent

R

R

EZ{M‘\

3,

fiik

name

String

o | A
i

o INREIERR: VPNMIFEIEBZIR,

o EUESEE: 3-631FF. LiEH
F. BXFE, F3(\ude00 -
\uofas). _(TFXIL). -(PXILK). .
(EXEH) .

certificate

String

N

o IfREIRAA: EEERIEBRE N
RIAEIMEB BRI LUARE

o HUESGE: 1-409671MFF,

private_key

String

iy

o IfREIRAR: EEERIEHFAH, U
RRAFIMEB BRI LARE

o HUESBE: 1-40967MFF,
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B -3l BB | R
i%

certificate_ch | String B o INEEHER: CAIEBAR, IRR
ain EHEBBFRATLIAE

o HUESEHE: 1-81921M=F75,
enc_certificat | String = o INELIHEE: EZINEZIBHE, W
e RAEFNEBEFRATLARME

o HEUEBE: 1-409670FFF,
enc_private_ | String & o INREIREA: EEMNZIEBFATHE, a0
key RAEFNERBEFRATLARNME

o HUESEHE: 1-409671M=75,

o EREH

POST https://{Endpoint}/v5/{project_id}/vpn-gateways/{vgw_id}/certificate/{certificate_id}

{

"certificate": {

"private_key": "----- BEGIN EC PRIVATE KEY-----\n*******\n--__- END EC PRIVATE KEY----- "
"enc_certificate": "----- BEGIN CERTIFICATE----- \nreR\n END CERTIFICATE----- "

N Rz S
o NS

IR[EPAZSFS F9200: successful operation,

2= 4-80 K Body S#51%

EZ i) fik

certificate VpnGatewayC | VPNRIFIFHITER
ertificateConf
ig object

request_id String BKido

7 4-81 VpnGatewayCertificateConfig

BAFR it ik
id String o INELNEA: VPNRISSERID,
e 1I{: 36{IUUID,
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B 281 fR
name String o INREIHEE: VPNRIFIERZIR,

o EUEEHE: 3-631FE/R. TIFHF. &=

I$\ F13Z (\u4e00 - \uofas). (T
X%%) . -(PRIZ) .

vgw_id String o IfEEINHAE: VPNRIXID,

e &4: 36{UUID,
issuer String o INACHAR: EREZIIPMES .

o HVEBE: 1-2561FF,
signature_algo | String o INREIREA: EEEIRILEREIE L.
rithm o EUEEE: 1-641MF1,
certificate_seri | String o INBEEIHAA: EEERIUEPRFIIS,
al_number o EUEBE: 1-641FH.
certificate_subj | String o IfECiRER: EEELZIIBERE.,
ect o EVEBE: 1-2561FF,
certificate_expi | String o EZERUTBITHAATE],
re_time
certificate_chai String o INRLIHAR: EZCAIEBFIIZ,
n_serial_numb o EVESBE: 1-640FH,
certifif:ate_chai String o INEEIHER: EZECAIFBERE.
n_subject o EUEEE: 1-2567MNF%,
certificate_chai | String o INREHER: EZRCAIFBIZHARTE .,
n_expire_time
enc_certificate | String o INEEINER: EEIEIERFIIS.
_serial_number o EVEGE: 1-6470=75,
enc_certificate | String o INEEIRER: EEMNEIERERE.
_subject o EUEEE: 1-25671F,
enc_certificate | String o INEEIHAR: EZNNZIEHITHEERTE],
_expire_time
created_at String o INEGIRER: GUZERTE,

LI )V =271
{

"certificate": {

"id": "73f072d8-demo-a8df-va86-2a755d95636f",
"name": "cert-dce7",
"vgw_id": "c7f1d3e3-0476-4a71-95a7-3ce8cbb969de",
"issuer": "C=CN,ST=Beijing,L=HaiDian,0=GMCert.org,CN=GMCert GM Root CA - 01",

"signature_algorithm": "SM3WITHSM2",
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N

"certificate_subject": "C=CN,ST=beijing,L=beijing,O=huawei,OU=vpn,CN=hwcloud-vpn",

"certificate_expire_time": "2024-02-20T15:41:39+08:00",

"certificate_chain_serial_number": "12369133709000538078",

"certificate_chain_subject": "C=CN,ST=Beijing,L=HaiDian,0=GMCert.org,CN=GMCert GM Root CA
-01",

"certificate_chain_expire_time": "2039-07-11T720:31:33+08:00",

"enc_certificate_serial_number": "16548506527294397242",

"enc_certificate_subject": "C=CN,ST=beijing,L=beijing,0=huawei,OU=vpn,CN=hwcloud-vpn",

"enc_certificate_expire_time": "2024-02-20T15:43:26+08:00",

B2A.2,

4.1.1.14 74 VPN K=k - UpgradeVPNGateway

IheeN 4R

FHERVPNRISK
BB

5203,

BRUER

w=EEEAPIRIERSIR, WNRERAKS FRIAMBFERZHEIAP, 1ZIAMBRE
BEZERAPIFTERINUR .

o WMREMAALSREEN, BAERNIRERES IAPRMZINIR.
o MRFEMBMHRIGRN, FESUTEDRIER,

IR P | JEEE | FHE Bl& ARERAIIEAY
Bl (*Jous IR
M)
vpn:ivpnGate | write vpnGatew | e g:Enterpri | - -
ways:upgrad ays seProjectl
e d
e g:Resource
Tag/<tag-
key>

URI

POST /v5/{project_id}/vpn-gateways/{vgw_id}/upgrade
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FEE AL

APl &%& 4 API
*& 4-82 i53k path &#5I%
BR E- il fEiR
project_id String InHID,
vgw_id String VPNRIFKSEAIID
EXRIHR

NaRGHR

N

& 4-83 UpgradeRequestBody

B it =AY | R
ik
action String = o INRSIHAR: FHRIR(E

o HUESEE:
- start
- finish
- rollback

o EREH

POST https://{Endpoint}/v5/{project_id}/vpn-gateways/{vgw_id}/upgrade

{

"action": "start"

}

LI V=S 4

IR[EYRZERSF9202: successful operation,

2= 4-84 IR Body S#5%

EZ it R
job_id String {£55id,
request_id String BKid,

LI )V =27]
{

"job_id": "c7f1d3e3-0476-4a71-95a7-3ce8cbb969de",
"request_id": "73f072d8-demo-a8df-va86-2a755d95636f"

}

B2WA.2,
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FEILE M4
AP &%

4 API

4.1.1.15 FRFRE(ESEFIZFE - QueryResourceTasks

ab
ThEEN 4B

ARTSE

BRUER

URI

EERRESIIR

KSEZMEAPIRIERENR, WNRERAWKS THIAMBFIERSRIAP, ZIAMARE
BE&ERAPIFRFEAIR o

o WMREAABSRIEEN, BARNIRERES IAPRMZNIR.
o MRFEABMHRIGRN, FESUTEDRIENIR,

ways:listRes
ourcelobs

IR plak | FRER | 4R Bl& ARIRAYIRIN
2l (*J94 i
M)
vpn:vpnGate | list - - - -

GET /v5/{project_id}/vpn-gateways/jobs

3k 4-85 SR

B i) =25Y | %K
i%
project_id String = IREID, BJLABIIIRENINE IDFREIRE
IDo
& 4-86 i53K Query SHIER
BiR -3t =RY | #Hd
1%
resource_id String & FHIEID,
limit Integer S P REFNEIUREINICRHE.

MAERRAS 01 (2026-04-24)
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APl &%& 4 API
B i) BEY | A
ik
marker String & o INEEIRER: EAAATEIBINCH,
N AIEEIE R, EFT—IH
markera] LURYE - —DUImRAY
page_infoXy&HHnext_markerig
5,
o TR WASlimit—ie(#FEA,
BKEE

o IBRBY
o
o EREH

a. EERBEREFEES.

GET https://{Endpoint}/v5/{project_id}/vpn-gateways/jobs

b. #tR#Eresource i

dEIREIRES

GET https://{Endpoint}/v5/{project_id}/vpn-gateways/jobs?resource_id={resource_id}

W R H 2
o IMESH

IRENMRZES A 200: EERIO
% 4-87 IR Body 2#5I%
B it ik
jobs Array of Job FBEE.
objects
total_count Integer TEI=EE
page_info Pagelnfo object | PTREERAIEE .
request_id String BXKID,
% 4-88 Job
=T it 1k
id String o INgEWBA: {E55ID,
e 1&=: 36{ZUUID,
resource_id String o IHBEIHER: VPNMIEZFRID,
o 1&z(: 36fZUUID,
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FEILE M4
APl &%

4 API

B

%

job_type

o IfRERAR: E553REL,

o HUESEE!: upgrade, rollback,

status

o INAEIRAA: VPNRIFIRTZ,

o EUEBE:

init: ¥4t

- running: {79

- upgrading: F&e,

- pending_upgrade_confirm: &

PRI
- success: FHERBIN.
- rolling_back: [E;&H,
- rollback_success: [EIZRREIN.
- fail: FHEREM,

expected_time
_seconds

Integer

o INREIAR: FREARIFHITRIE
o B #,

created_at

String

o INRESAA: EUERTIE,

o UTCHYENEZ: Jyyy-MM-
ddTHH:mm.ss.SS52,

finished_at

String

o IfREIRAR: L5ERATIE,

o UTCHYEIEZ: Jyyy-MM-
ddTHH:mm:ss.5552,

% 4-89 SubJob

B

smy

ik

id

String

o INRERAR: {E55ID,
o &z 36fZUUID,

MAERRAS 01 (2026-04-24)
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FEILE M4
AP &%

4 API

B

%

job_type

TheeiiA: (55288,
EESEHE:

- prepare_resource

- upgrade_worker_1

- upgrade_worker_2

- migrate_traffic_1

- migrate_traffic_2

- migrate_network_1
- migrate_network_2
- service_ready_check_1
- service_ready_check_2

entity

SubJobEntity
object

REIRAR: RRER

status

String

InaEiREA: (ESIRE.
EESEE:

init: ¥08ak

- running: {7
- upgrading: Kk
- success: FHERRIN
- fail: FLREK

expected_time
_seconds

Integer

THREAR: TRHEBIAATRSIE]
B B

created_at

String

ThREi<AR: EUEZERTIE.

UTCRIEIETC: yyy-MM-
ddTHH:mm:ss.SS5Z,

finished_at

String

ThagiiiA: LERAdIE,

UTCRIEIETC: yyy-MM-
ddTHH:mm:ss.SS52,

error_message

String

IDREIRAR: EIRER

2R 4-90 Pagelnfo

B

St

i1}

next_marker

String

T—@mfmarkerBA_ E—XEENGN F R

E—RIRRIBIZRTE] .

current_count

Integer

SEYIRPRIFHE

MAERRAS 01 (2026-04-24)
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FEILE M4
APl &%

4 API

2% 4-91 SubJobEntity

B

it 11

ip_address String o INEGIHAR: IPHBLLE,

LI v =271
{

"request_id": "7c938e41c510f1bf53b4cb3d142b841c",

"jobs": [
{

"id": "5968875c-8c28-447c-bd36-7b4917e5b742",

"resource_id": "f8576538-0ffa-45d7-97f5-9783e0228cb5",

"job_type": "upgrade",

"status": "success",

"created_at": "2026-03-18T15:08:53.6794627",
"finished_at": "2026-03-18T15:10:26.953831Z",
"sub_jobs": [

"id": "ae7e8440-ce63-4fd0-98ae-84209fa4219d",
"job_type": "prepare_resource",

"entity": {},

"status'": "success",

"expected_time_seconds": 0,

"created_at": "2026-03-18T15:08:53.200096878Z",
"finished_at": "2026-03-18T15:09:38.104329871Z"

"id": "c36cc41e-dc09-4e1f-9033-55bfc46628e0",
"job_type": "migrate_traffic_1",
"entity": {
"ip_address": "192.168.1.2"
h?
"status": "success",
"expected_time_seconds": 0,
"created_at": "2026-03-18T15:08:53.47287635Z",
"finished_at": "2026-03-18T15:09:50.056544567Z"

"id": "046158d6-9565-4696-b291-d86a4f76a387",
"job_type": "migrate_network_1",
"entity": {
"ip_address": "192.168.1.2"
2
"status": "success",
"expected_time_seconds": 0,
"created_at": "2026-03-18T15:08:53.513965159Z",
"finished_at": "2026-03-18T15:10:02.279932603Z"

"id": "4f57ac3f-3052-4e17-a195-17a7d7e47b62",
"job_type": "service_ready_check_1",
"entity": {
"ip_address": "192.168.1.2"
2
"status": "success",
"expected_time_seconds": 0,
"created_at": "2026-03-18T15:08:53.556529748Z",
"finished_at": "2026-03-18T15:10:02.502339602Z"

"id": "41b9976e-5ff2-49db-8449-3abf804d9a57",
"job_type": "migrate_traffic_2",
"entity": {
"ip_address": "192.168.1.20"
h?

"status'": "success",

MAERRAS 01 (2026-04-24)

WRIERE © HERRARBIRAT

103
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APl &%

4 API

T

}

]

"expected_time_seconds": 0,
"created_at": "2026-03-18T15:08:53.594430844Z",
"finished_at": "2026-03-18T15:10:14.503148811Z"

"id": "2505809a-bf52-4905-80fb-64ce2a204946",
"job_type": "migrate_network_2",
"entity": {
"ip_address": "192.168.1.20"
%
"status": "success",
"expected_time_seconds": 0,
"created_at": "2026-03-18T15:08:53.631862559Z",
"finished_at": "2026-03-18T15:10:26.675384941Z"

"id": "5b56¢1e4-d564-4089-811b-60effd36b062",
"job_type": "service_ready_check_2",
"entity": {
"ip_address": "192.168.1.20"
L
"status": "success",
"expected_time_seconds": 0,
"created_at": "2026-03-18T15:08:53.669949909Z",
"finished_at": "2026-03-18T15:10:26.876399281Z"

"total_count": 1,

"page_info": {
"current_count": 1

4.1.1.16 MBKFSE(ESRUCSH - DeleteTaskRecords

ab
ThEEN 4R

BRER

RIBESSID, WPRIEERIESICR.

W=SEEZMEAPIRIERSIR, WNRERAKS FRIAMBFERZHEIAP, 1ZIAMBRE
B EAAPIFFERINER .

MR ERARBSRIGRN, BARSUIRERIES IR .

REASDREEEN, FESUTEHRIENR.
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FEE FAMIES

APl &%& 4 API
IR Bak | BEEB | K4 3= HRBIAYIEAY
il (*R% I
)
vpn.vpnGate | write - - - -
ways:delete
Resourcelob
s
URI
DELETE /v5/{project_id}/vpn-gateways/jobs/{job_id}
& 4-92 SH45%EA
2R R =R | 5
ik
project_id String 2 IREID, mILAEIIRENIRE IDIREIRE
ID.
job_id String = {F551D,
=R =15
o IBFKESH
o
o IEKHEFH
DELETE https://{Endpoint}/v5/{project_id}/vpn-gateways/jobs/{job_id}
TALHE
o [INS%L
IREYAZSES S 204: BIRRENIN
N
B2MA.2,
4.1.2 Xfumpp>c

4.1.2.1 BIEEXIIRMX - CreateCustomerGateway

TORENA

BUEFE P RF5VPNRKARIEAIRT IR X

MAERRAS 01 (2026-04-24)
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FEE FAIES

APl &% 4 API
ERGE
52 WANaiEFAPI .
BRRUSR
WSEEFEAPIRIERNIR, WRERKS FTHIAMABRIERZEIAPI, ZIAMBRE
B ARAPIFTFERINIR
o WREAMRBSHRIEEN, BERMREKIES WAPRFIEAIN
o WRFEASMNRIEIEN, TEENTEDRENR,
I B | BRER | KR B3 RRRATIZAN
| (*Jib T
M)
vph:custome | write customer | e g:Request | - -
rGateways:.c Gateways Tag/<tag-
reate key>
o (g:TagKeys
URI
POST /v5/{project_id}/customer-gateways
%+ 4-93 SHUHEA
BR it =aY | %A
i%
project_id String 2 IRBID, aILABId3kENR HIDZRENRE
ID,
IBXHE
o BKSY
& 4-94 i5R5Y
B -] =aw | it
1%
customer_ga | CreateCgwR | 2 customer_gatewayX$& .
teway equestBody
Content
object
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FEE FAMIES

APl &% 4 API

& 4-95 CreateCgwRequestBodyContent
B Sl =AY | it

name

oy | §f

o INEEIRAR: XFiRMEZFR, AIEAT
SBEMIE Hcgw-153
FRo #F0: cgw-21a3,

o EUESEE: 1-641MFF, iEH
F. BXFE. 3 (\ude00 -
\uofa5) . _ (THI&) . - (hxl
%), . (=),

o INREIHER: XfumMEIRRZEER,
o HEUESEE:

- ip: XimMEFRRZER Aip,
e ZAE: ipo
= o INEEIHAR: XTuRPRARR(E,
o EVESBE: 1-1287MFF. 24
id_typeNiphd, MIEEmD+itHl
IPv4ttbhit (40192.168.45.7 ) ; 24
id_typesafqdnid, MIEEX/NE
FE. HFWIFHTS, 350U
THEHERT: & <. >0 [V 10\
TR ? o
IheeiRBA: XTumMXAIBGPR &1
=
o EWESGE: 1-4294967295,

o AR: Hid_typeNiphIaliEE, &
MAIE,

String

iy

id_type String

id_value String

oy
[ ]

bgp_asn Long

ca_certificate

CaCertificat
eRequest
object

N

o INEEULAA: XJimMIXCAIES, €l
EEZES iR KATFE L&

tags

Array of
VpnResourc
eTag object

N

o IfREIRER: IRETIR.
o HR: RBES201,

& 4-96 CaCertificateRequest

R

KE

ik

id

String

o INACIHAA: EBID,
e #z: 36f7UUID,
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APl &% 4 API
B it BEY | ik
i%
content String B o INRGINAR: YimMECAIEHR
B
o HUESEE: 1-81921M=75,
& 4-97 VpnResourceTag
B i) =R/ | EA
1%
key String = o INEEHAA: FREEAYE,
o EUESEE: 1-12810=FFF, SiEH
F. BNFHE, P wmFE.
IS, =8, LURIATER: =
+_@o
value String = o INEEIRBH: 1RZERYES
o BUESEE: 0-2550FF, M
F. BRXFE P, BRFE.
#iE. =8, LURLATER: =
+_@o

o BRI

POST https://{Endpoint}/v5/{project_id}/vpn/customer-gateways

{

"customer_gateway": {

"bgp_asn": 65000,

"ca_certificate":

{

"content"; e

}
}
}

NaRLHS
o IARIBH

IREMAZSAD S 201: BIEERRIN.

= 4-98 IR Body 24713

B i) fik
customer_gate | ResponseCusto | customer_gatewayX4& .,
way merGateway

object
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FEE AL

APl &% 4 API
E= i) fiik
request_id String 153Kid,

= 4-99 ResponseCustomerGateway

B i) ik

id String o INEEIHAR: XJumMIXAIID,
o #&z{: 36{;ZUUID,

name String o IHACIRAR: ITIRMEZFR,

o EUETEE: 1-641MFETF, BIFH=F. &
XF8. H3(\ude00 - \udfas). _(F
X&) . -(PRIZk) .

id_type String o INREIRAR: XtimMRFRRZER,

o EVESEHE:

- ip: MIRMXFRRZER Aip,

id_value String X it PO KRR
bgp_asn Long XimMI XAIBGPRIGIEHHRS . (XZid_type
JipAdiR[E],
ca_certificate | CaCertificate | XJiHMECAIEREE . NEXTiHMX4PE
object CAIEBATIRE],
created_at String o BGIZEATE,
o UTCHJIEIEZN: yyyy-MM-
ddTHH:mm:ss.5552,
updated_at String o Efe—IXEHATE,
o UTCHYIEIEZN: yyyy-MM-
ddTHH:mm:ss.5552,
tags Array of mEFIE.
VpnResourceT
ag objects

2% 4-100 CaCertificate

B it fi#id

id String IUERID,
serial_number | String UEBFIIS,
signature_algo | String BREL,
rithm
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FEE FAMIES

APl &% 4 API
B it fiiA
issuer String UERAE .
subject String IERERE
expire_time String UEBIS HARTE]
is_updatable boolean EREEEINEBHE

% 4-101 VpnResourceTag

BR ESi ik

key String o INASIHAA: FRESHYEE.

o EUESEE: 1-1281FF, XIFH=F.
WYFHE, fX. AfFE. Ei5. T
$§7 L\/L&Ly\—lzifg _-::+'@o

value String o INEEIRAR: FREAIE.

o EUESEE: 0-2551MNFFF, iFH=.
BYFH., B, mFE. g5 T
1%; D)\&D)\T?fg _-::+'@o

V.

/.

o N@RAEAH
{

"customer_gateway": {
"id": "03cO0aa3d-demo-a8df-va86-9d82473765d4",
"name": "cgw-2abf",
"id_type": "ip",
"id_value": "10.#%* = 21",
"bgp_asn": 65000,
"ca_certificate": {
"serial_number": "14257156674311863338",
"signature_algorithm": "SM3WITHSM2",
"issuer": "C=CN,0=a0002,CN=XXX",
"subject": "C=CN,0=a0002,CN=XXX",
"expire_time": "2024-05-22T07:34:227",
"is_updatable": true
1
"created_at": "2021-12-21T16:49:28.108+08:00",
"updated_at": "2021-12-21T16:49:28.108+08:00"

B
"request_id": "7e0383bf-a7fb-461b-a926-baa8a795bf1a"
}
RS
BSIA2,

4.1.2.2 EFRXFiHMXE - QueryCustomerGateway

LIRENR
RIBIHEFXID, EREERIHRX.
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APl &% 4 API
ARBE
152 ILAN{alAFAPI,
SR
WS EZFREAPIRIERNIRE, WNRFERAKRS FTRIAMARIERZERIAPI, ZIAMBRE
BE&ZEARAPIFREFIIBUR
o WNRFHACERIBIFEN, BEARIEERIES IAPRFHEININ
o WRFHSMHKRIEITN, SESUNTESHRIELIR.
AT hiEgk | WRER | K B8 HRERATHRIAR
]l (*Aws IR
)
vpn:custome | read customer | g:ResourceTa | - -
rGateways.g Gateways | g/<tag-key>
et
URI
GET /v5/{project_id}/customer-gateways/{customer_gateway_id}
& 4-102 =#05HA
2R i) =EY | ik
ik
project_id String b~ IRBID, mILAEI3RENIRE IDFAENRE
ID,
customer_gat | String = XFimMIXID 6
eway_id
=R =15
o BFKE5H
To
o BRI
GET https://{Endpoint}/v5/{project_id}/customer-gateways/{customer_gateway_id}
I AzER

LI V=S 54
IREMAZESA 200: F@RK .
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FEILE M4
AP &%

4 API

= 4-103 IR Body 2#5I%

B - Sit] iR
customer_gate | ResponseCusto | customer_gatewayX$% .
way merGateway
object
request_id String BKido
7% 4-104 ResponseCustomerGateway
B St f#iA
id String o INREIREA: XJumMIKAYID.
e 1&z{: 36fIUUID,
name String o INRLIHER: XTIRMFESZFR,
o BUEEE: 1-641FFF, IFHF. &
XFE, 3 (\ude00 - \udfa5) | _
(TRIZ) - (FRIZE) . . (R)
id_type String o INBEINBE: ITURMIFITIRZERY,
o HUESEE:
- ip: MRk RIRRZEE Aip,.
id_value String SFimMA T FRIR(E o
bgp_asn Long HiwMXRIBGPEIGIHRS . {X=id_type

HipHHR[E .

ca_certificate

CaCertificate
object

XimP K CAIEBIER o X3 im M XGPE
CAIEBATIR[E] o

created_at String o GIFEEATE,
o UTCHYEIEZ: Jyyy-MM-
ddTHH:mm:ss.5552,
updated_at String o EE—IXREFATE.
o UTCHYEIEZ: Jyyy-MM-
ddTHH:mm:ss.5552,
tags Array of ey,
VpnResourceT
ag objects
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AP &% 4 AP

2 4-105 CaCertificate

B - St R

id String IUERID,
serial_number | String WEBFIS,
signature_algo | String BEE2EZX.

rithm

issuer String UEBMAE .
subject String IERERE .
expire_time String IERITHARTIE,
is_updatable boolean EERENEBAS.

% 4-106 VpnResourceTag

BR St fiiju
key String o INREIRAR: FRERTHE.

o EUESBE: 1-1281FfF, .
HBNFH, B, BRFIE. #EiE. T
1%; D)\&D)\T??& _-::+'@o

/.

value String o INEEIREE: REHIE.

o EUEBHE: 0-2551FFF, IFHF.
BEYFH., fX. AFE. 5. =
B, URLTFZER: _=+@,

V.

LI )V =27]
{

"customer_gateway": {
"id": "03cOaa3d-demo-a8df-va86-9d82473765d4",

"bgp_asn": 65000,
"ca_certificate": {

"signature_algorithm": "SM3WITHSM2",
"issuer": "C=CN,0=a0002,CN=XXX",
"subject": "C=CN,0=a0002,CN=XXX",
"expire_time": "2024-05-22T07:34:227",
"is_updatable": true
I
"created_at": "2021-12-21T16:49:28.108+08:00",
"updated_at": "2021-12-21T16:49:28.108+08:00",
"tags": []
by
"request_id": "8111d315-5024-45c9-8ee3-5ef676edb0d1"
}
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FEILE M4
AP &% 4 AP

N

B2A.2,

4.1.2.3 BRI iRMXFIFE - QueryCustomerGateways

ThEENR
=RV SIE
BRREE
152 WAMaE AP,
BUER
WS EEFRBAPIRERIIR, MNRERAKS FRIAMBFERSERIAPI, ZIAMBRE
BE&ERAPIFRFEAIR o
o WMREAAESRIEEN, BAENIRERES IAPRMZINIR.
o WIREMBHRIEEN, FESWMTIHRESR .
IR Pk | JEER | FFRE Bl& ARIAYIRAN
il (*Hws IR
M)
vpn:custome | list customer | - - -
rGateways:li Gateways
st
URI

GET /v5/{project_id}/customer-gateways

3 4-107 2E5A

BR it 2/ | %A
i%
project_id String = IREID, BJLABIIIRENINE IDFREIRE
IDo
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FEE FAMIES

APl &% 4 API
K 4-108 153K Query 28513
2R i =AY | Eh
ik
limit Integer a5 o INEEIHER: D REGREIULREIRYC
RH=,
e HYESBE: 0-200,
e ZKINME: 200,
marker String B o INEEIHAR: EAARRAVEIRIRICHL,
NEFMAEEHE—R. EEIT—REY
markera] LARIE_E—TNg Ay
page_infold& FfInext_markeri&
5.
o ZJ%R: WRSlimit—Ee(ER.,
BKER

N Rz

IBRSH
o
IERES]

GET https://{Endpoint}/v5/{project_id}/customer-gateways?limit={limit}&marker={marker}

RS

IREMAZISF 200: @RI

= 4-109 gL Body 2#5%

B it A
customer_gate | Array of customer_gatewayXJ& .
ways ResponseCust
omerGateway
objects
total_count Long AR X IRRM K E2E .
page_info Pagelnfo DER.
object
request_id String B5Kido
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FEILE M4
APl &%

4 API

& 4-110 ResponseCustomerGateway

2R i) )%
id String o INAEGIRAR: XJumMIXAIID,
o H&=: 36{ZUUID,
name String o IfEEIRAA: IJimMEZFR,
o HEUESEHE: 1-641MFFF, IFHFE. =
XFE., 3 (\ude00 - \udfa5) . _
(—F“ZU%) S '(Epiug%) ~ (I;i\\) o
id_type String o IfEEIRAA: XJumPRFRIRSEE!,
o EVESCHE:
- ip: XimMEFRRZER ip,
id_value String X it PO KRR
bgp_asn Long iR XAIBGPRGE RS . {NHid_type

HipAFiR[E],

ca_certificate

CaCertificate
object

TP CAIEBEE . (XY 3TimMFE0E
CAIEFEHIR[E],

created_at String o GlEEATIE],
o UTCHIIEI&N: yyyy-MM-
ddTHH:mm:ss.S552,
updated_at String o RE—IXEHATE,
o UTCHIIEI&ZN: yyyy-MM-
ddTHH:mm:ss.5552,
tags Array of rREHIE,
VpnResourceT
ag objects
& 4-111 CaCertificate
E= i) ik
id String IUERID,
serial_number | String UEBRFIIS,
signature_algo | String BEEE.
rithm
issuer String IEPMAE
subject String IERERE
expire_time String UEBITHARTE .
SiSkRA 01 (2026-04-24) WRINPTE © HERIRARBIRAE) 116



FEE FAMIES

APl &% 4 API
2R it} ik
is_updatable boolean EREEEIEBHE

& 4-112 VpnResourceTag
B St fiik

key String o INREULRR: FRESAIRE,

o EUETBHE: 1-1280FfF, FH=F.
RBYFE., hX. BYFE. @5 =
1%; DX&LXT??& _-:=+'@o

value String o INEEIAR: FREAIE.

o HUETEE: 0-2557F%, ZiFH=F.
BYFH., b2, BFE. EiE. &
1, URIUTER: _=+-@,

V.

Z 4-113 Pagelnfo

2R 281 fhR

next_marker String T—mfmarker, EA E—RE @GR
RE—MEIBEICIERE

current_count | Integer HEIFRPRFHE . S/NTEIHEKRE
ABlimitlIFR R RE—R.

LI v =271
{

"customer_gateways": [{
"id": "e67d6e27-demo-a8df-va86-be9a0f0168e9",
"name": "cgw-a45b",
"id_type": "ip",
"id_value": "100.*** *** 81",
"bgp_asn": 65588,
"ca_certificate": {
"serial_number": "14257156674311863338",
"signature_algorithm": "SM3WITHSM2",
"issuer": "C=CN,0=a0002,CN=XXX",
"subject": "C=CN,0=a0002,CN=XXX",
"expire_time": "2024-05-22T07:34:227",
"is_updatable": true
I
"created_at": "2025-06-28T07:36:24.923Z",
"updated_at": "2025-06-28T07:36:24.9237",
"tags™: [1,
e
"id": "312067bb-demo-a8df-va86-09dc941bbffc",
"name": "cgw-21a3",
"id_type": "fqdn",
"id_value": "123******456",
"created_at": "2025-06-28T06:25:01.937Z",
"updated_at": "2025-06-28T06:25:01.937Z"

1
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FEILE M4
AP &% 4 AP

"total_count": 2,

"page_info": {
"next_marker": "2025-04-28T06:25:01.937Z2",
"current_count™: 2

h
"request_id": "82a108d9-0929-42e9-adb7-e146c04c587c"
}

T

B2WA.2,

4.1.2.4 BFXSIRME - UpdateCustomerGateway

ThEET 4R
RIEGIRMKID, BEFSERIXIRMXK . SIFEHBIRAERIES, EXEMSHE
SRR IRMX
EREE
52 WANaiEFAPI .
BRIER
WS EEFRBEAPIRIERIIR, WNRERKS TRIAMABRERSRIAPI, ZIAMBRE
B&EABAPIFRFAINE
o WIREAAESRIREN, BMMIRERIES PRI
o WIREMABHRIEEN, FESWMTIHORESR .
I Bk | WEER | F4R al& ARIAVIRAN
il (*aws IR
M)
vpn:custome | write customer | g:ResourceTa | - -
rGateways:u Gateways | g/<tag-key>
pdate
URI

PUT /v5/{project_id}/customer-gateways/{customer_gateway_id}

& 4-114 2R

BR -3l =AY | fit
i%
project_id String = IREID, aJLABId3kEIE IDZREVRE
ID,
customer_gat | String = XFimMIXID
eway_id
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FEE FAMIES

APl &% 4 API
IBXKEE
o BKSY
= 4-115 i5REH
B E- Sl =AY | it
1%
customer_ga | UpdateCgw | 2 customer_gatewayX$& .
teway RequestBod
yContent
object
Z 4-116 UpdateCgwRequestBodyContent
B i) BEY | ik
1%
name String & o INRSINAA: MXEZHR.
o BUESTE: 1-6471FF, M
F. BXFHE. X (\ude00 -
\lil9fa5) A ( —szué%) N T ( ':F'jzu
%).. (=)o
ca_certificat | CaCertificat | & o INRGINAR: YHimMIECAIES,
e eRequest
object
R 4-117 CaCertificateRequest
B il BERY | ik
i%
id String B o IDREEA: IEBID.
o #&x(: 36fZUUID,
content String & o INAEIHER: XTimMIECAIEBA
Bo
o EUESTE: 1-81921M=FH,
o BEKIES

PUT https://{Endpoint}/v5/{project_id}/customer-gateways/{customer_gateway_id}

{

"customer_gateway": {

"ca_certificate": {

MAERRAS 01 (2026-04-24)
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FEILE M4
AP &%

4 API

NG Rz =

}
}
}

RS

IREMAZSREA 200: EHALIN .

= 4-118 IR Body S#5I%

B it 1A
customer_gate | ResponseCust | customer_gatewayIJ&,
way omerGateway
object
request_id String B3Kid,

& 4-119 ResponseCustomerGateway

2R i iR
id String o IfAEIRER: XFimMFAIID,
e 18=: 36{ZUUID,
name String o INEEINAER: ITuRPIEZFR.
o HUBEBE: 1-641MFFF, BiFEH=F. =
XFE, F3Z(\u4e00 - \udfa5). _(F
X&) . -(PRI%) .
id_type String o INAGIHAR: XJumMIKFRIRZEEY,
o EVEEHE:
- ip: MiRMXIMRZERip,
id_value String X it PO KRR
bgp_asn Long i XAIBGPRGEH RS . {NHid_type
NipAHiR[E,
created_at String o BIFEEATE,
o UTCHIIEIEZ: yyyy-MM-
ddTHH:mm:ss.5552,
updated_at String o E—IREHATE.

o UTCHIEIE: yyyy-MM-
ddTHH:mm:ss.5552,

ca_certificate

CaCertificate
object

IFimMXCAIEBEE . N ITimMN X4 E
CAIEREHIR[E],
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FEE FAMIES

APl &% 4 API
B it fiiA
tags Array of FrREgE
VpnResourceT
ag objects
= 4-120 CaCertificate
B St fitid
id String UEBID,
serial_number | String EBFIS,
signature_algo | String BREL,
rithm
issuer String UEPAE .
subject String UEPRERE
expire_time String UEBId HARTIE]
is_updatable boolean EEEEEIEBHEE

Z 4-121 VpnResourceTag

B KE fik
key String o INREIRAR: FREATHE.
o EUESBE: 1-12810FfF, SSH=.
BYFE, P, BERFE. #iE. =
18, URLITIZFR: _=+-@.
value String o INEEIRAA: REANE.
o EUESBE: 0-2550FFF, ISHF.
BYFE., AN, BFE. #@E =
18, URLITER: _=+-@,

LI v =271
{

"customer_gateway": {
"id": "03c0aa3d-demo-a8df-va86-9d82473765d4",

"bgp_asn": 65533,
"ca_certificate": {

"signature_algorithm": "SM3WITHSM2",
"issuer": "C=CN,0=a0002,CN=XXX",
"subject": "C=CN,0=a0002,CN=XXX",
"expire_time": "2024-05-22T07:34:227",
"is_updatable": true
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AP &% 4 AP

%,
"created_at": "2021-12-21T716:49:28.108Z",

"updated_at": "2021-12-21T716:49:28.108Z"

h
"request_id": "96718f4a-f57a-4e1f-8d05-7d5e903c8d90"

T

4.1.2.5 BIFE3TiEHM % - DeleteCustomerGateway

TheEN 4R
RIEXIRMXID, MIBREEAIXTIRMIX o
BRREE
52 AMEE AP
BUER
WS EZPEAPIRERIR, WMRERKS FRIIAMBRIERSEIAPI, ZIAMARE
BHE&ERAPIERFEAIR o
o WIREAAESRIREN, BMMIRERIES PRI
o WIRERMBHRIEEN, FESWNTIORESR.
IR pEg | IR | R Bl& RIAGIRAN
Al (*J9us Ty
)
vpn:custome | write customer | g:ResourceTa | - -
rGateways:d Gateways | g/<tag-key>
elete
URI

DELETE /v5/{project_id}/customer-gateways/{customer_gateway_id}

* 4-122 SR

AR i 2Ry | Mk
i
project_id String 2 IRBID, AILAEISIRENIRE IDIRENIR B
ID,
customer_gat | String = XKD o
eway_id
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FEE AL

APl &% 4 API
\$ :\ r4
IBKRHR
o IERBH
p
o IFKIESI
DELETE https://{Endpoint}/v5/{project_id}/customer-gateways/{customer_gateway_id}
A
o IS
IREMRZSHZ S 204: MIFRALIN
LI )z =207
im X EECIEBVPNIERE, MIbREM .
DELETE https://{Endpoint}/v5/{project_id}/customer-gateways/{customer_gateway_id}
{
"error_code": "VPN.0001",
"error_msg": "invalid request: customer gateway 575c¢1722-demo-a8df-va86-dd7f41876332 has
connection",
"request_id": "c923ac44-1890-48d5-a004-5be6432cf361"
}
RS
B2MA.2,
> v
4.1.3 VPN &5

4.1.3.1 6132 VPN iE#E - CreateVPNConnection

TORENA

AR

BRER

BIEBVPNIESE, &EZVPNRIXSRSiRmMK

52

Lan{arE@ AP,

WKSESEFMEAPIRIERR, WNRERAWKS TRIAMBFIERSRIAP, ZIAMARE
BEIEFRAPIFRFEINIR .

MR EAARBSRIGRN, BASUIRERIES IARAHZIR .
INRERBHRIEEN, FESUWTIRORIEEUR.
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FEE LS

APl &%& 4 API
R B | BRER | KR Bl& KRR
il (*J9i% 07
M)
vpn:ivpnCon | write vpnGatew | e g:Enterpri | - vpcrouteTa
nections:cre ays seProjectl bles:update
ate d
e g:Resource
Tag/<tag-
key>
customer | g:ResourceTa
Gateways | g/<tag-key>
vpnConne | ¢ g:Request
ctions Tag/<tag-
key>
e g:TagKeys
URI
POST /v5/{project_id}/vpn-connection
& 4-123 SEURHA
BiR St =EY | %A
i%&
project_id String 2 IREID, mILAEIIRENIRE IDIREIRE
ID,
BRIHR
o IERBH
= 4-124 15RBH
B il ERY | ik
1%
vpn_connecti | CreateVpnC | 2 vpn_connection{J& ,
on onnectionR
equestBody
Content
object
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FEILE M4
AP &%

4 API

2% 4-125 CreateVpnConnectionRequestBodyContent

B

xE

=AY

ik

name

String

oy | §f

o INBEIREE: VPNIEIEZZFR, AERT
SBmEMEIL Avpn-a97
FRo #%0: vpn-13be,

o EVESBHE: 1-647MFF, HiFH
F. BYFHE. $3Z (\ude0O -
\uofa5) . _ (FXIZ) . - (hkl
%)..(8H),

vgw_id

String

ali

e INEEIRAA: VPNMXID,

o #JTE: 36{IUUID, XVPNRIXAY
flavorBic & HIGMHET, VPN
MESNTVPNRIEIEH,

B LUBIT EIGVPNRFIFREEVPN

MIXHIID .

vgw_ip

String

i

o INEEIAR:

- HVPNMXKHInetwork_typefic
EpublichF, vgw_ip/aVPN
MXEIPRYID

- VPN XKHInetwork_typefic
B gprivateld, vgw_ip/gVPN
W) X AE IRV AN FARIIP

o #%R: 36fzUUIDEY =St

IPvatttit (40192.168.45.7 ) .

A LABISEifVPNRIXEE VPN
FFrfsE FBHYEIPAYIDTIZ NFARIIP

style

String

iy

o INEEIHER: EEHER .
o HUESEHE:
policy: ZREEIRT
static: EFSERHE .
bgp: bgpERHIE -
policy-template: SRESIEARIER .
o BRIME: static,

cgw_id

String

ali

o INACIHER: XFumMIEID,

o #JTE: 36{UUID, HVPNRIXAY
flavorBeEHNGMAT, XK
MEENIXTFiERMFIES
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FEILE M4
AP &%

4 API

B

ik

peer_subnet
s

Array of
String

o INRSINAA: IPVARXTURFI o
o #JIR:

- IPMMARAS HIPVORTAIE;
VPN KR XEXED JoerB
style=2E& fapolicyaibgpRt A
18, Hitip=swiE,

- BB MEREVPCIIEEMES, A
BEAEARTImF, Ign:
100.64.0.0/10.
100.64.0.0/12, 214.0.0.0/8,
AEregionAIFREE M ERA[E]
SCRMER L console BN
ANEREE(FFE100.64.0.0/10Tf
100.64.0.0/12, {SIRZ T EH
=

- B1MVPNEERZSIES501YY
T

peer_subnet
S_v6

Array of
String

iy

o INRLIHAA: IPVEXTHEFM .,
o ZTR:

- IPHMMARAS HIPVARTANIE;
VPN KRYXEXED JoerB
style=2E& ApolicysibgpAd A~
15, Hitias=wiE,

- B VPNIEERZSES50M
T L O

tunnel_local
_address

String

iy

o INEEIRAE: IREEX TEETEVPN
W% _ERYtunneliZ Ottt . Han:
169.254.76.1/30,

o ZJTR:

- BI16fIAR169.254, ABE(E
FH169.254.195.xxX o

- EBRRKEXNIE30, Y
tunnel_peer_addresstE@—4
308135BE -

- ROIESMEZPRIEN MBI,
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FEE FAMIES

APl &% 4 API
2R E: i ZEA/Y | ik
ik
tunnel_peer | String B o INEEIHEH: HEAEX TEREEETAR
_address filiz e EAYtunneliZzOieht . Bl
W0: 169.254.76.2/30,
o #JIR:
- BI6AIAR169.254, ARElE
F3169.254.195.xxX o
- BIBKEVIE30, YO
tunnel_local_addressfE[@—
30¥ERSEE -
- NIESMNMEZRRIFEMBLE,
enable_nga | Boolean & o INAEIHAR: FFENQAK,
o HYESEBHE: true, false,
o ZHAE: false,
o #TR: LstyleBstaticAHES, &
MAIE,
enable_hub | Boolean & o INBEEIHAR: FEHXHEEL,
o HYESEBE: true, false,
e ZHAE: false,
o #R: style HBGPRHEE, BN
AE,
enable_healt | Boolean & o INREEIRAR: HEREBEINE,
h_check o EYESEE: true, false.
o EHAE: true,
e Z4%R: Hstylegpolicy-template
AYAIE
psk String & o INREIREA: FRHL=Z4H,
VPN EHIflavorBit B IGM
BY, LWFERABES, SUWHIE,
o TR: 8-1281=FFF, HEEEAKX
BEx8. NEFE. HFNEFKREF
F(~@#$%N*()-_+={ },./;) BED
BE U=,
policy_rules | Array of & ThEeiREA: IPVASRESIETURY SRS AN
PolicyRule A,
object R BBEE5, (Xstyled
policy BVPNRIKHIIPIHY R A S /9
IPVARTIES
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FEE FAMIES

APl &% 4 API
B it ixE'gz:?"‘ iR
policy_rules_ | Array of & ThEeiREA: IPVESRESIETURYSRES AN
v6 PolicyRule A,
object HER: BBES5, (Xstyley
policy BVPNRIKHIIPIY IR A S /9
IPVERTIES .
ikepolicy IkePolicy & ikeZREEXTIER o
object
ipsecpolicy | IpsecPolicy | & ipseCEREENIER o
object
ha_role String S o INAEIRAR: WUERNVPNRIKTE!
BiEEuAE, FEELVPNRX
TRIEEERERT, 'master®tiE
B, 'slave'®BREIER
o ZHAE: master,
o 2J%R: FHEAVPNMKTEZEEIP
o & EFAR MBI ST AR UE
'master', TEFEIPENZEEFAMIHIL
I ANEE YU slave'
tags Array of & o INREULRAA: 1RETIER.
ko || s msnsion.
2% 4-126 PolicyRule
2R il EE‘M\ T
rule_index Integer S o IHALIRAR: #MID,
o HUESEE: 0-50,
o I ZFREZRERR, BIHARARE
RN, BNAEFERZF
o
source String & o INEEIRRE: JRMBLUEMIES, MIEZR
IPv4/IPVERE T ER 5 VPN R XATI P
WhRAILEL .
o ZUR: A BeSHfMPolicyRule FHY
sourcefgf@El .
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FEE FAMIES

APl &% 4 AP
E= i) BEY | ik
1%
destination | Array of & o INREHRR: BAVHBUEMES, MIER
String IPv4/IPv6i&TLEE S5 VPN RISCHY P

BHRA AL,
EBNPVAR EAE TR
192.168.52.0/24.

EANPv6 R ERAE U1 -
16af.cacc:1097::/48

o #AJ%k: A PolicyRulefzZIEE50
PAS

"o

< 4-127 IkePolicy

B

sery

fik

ike_version

String

o INAGIHAR: IKERRAS,

o EUEEHE:
HVPNRIEHflavorBic B IGMAT,
EUESEE v,

Hithin= FEUESEE V1, v2,

o ZAE:
LBVPNMEHflavorft & IGMAT,
EINMESVT;

Hiig=T, HKAEAV2,

phase1_nego
tiation_mod
e

String

iy

o INEERER: thiEtE=(,

o BUETGHE:
LVPNRFEAYflavorE & HGMAT,
EUESEEImain,
Hitnip=TEUESBE Amain,
aggressive,
main: EiEX, hEEEREME
= o
aggressive: FFERIET,, MHRFHRIE
BinESRIES .

o ZHIAME: main,

o ZUSR: IKERRAAVIFHES, Hv2
BYAIE,
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FEE FAMIES

APl &%& 4 API
2R it} Z/Y | A
ik
authenticati | String B o INAEIRER: TAIEELE,
on_algorith o EUEHHE:
m VPN LYflavorfRE HGMAT,
EUESBEIsm3,

Hitttin = TNEUYBEERE Asha2-512,
sha2-384, sha2-256, shal,
md5.

Hreh, shalflmdsZ MK, B
ITE% o

o ZAE:
LVPNRIZHIflavorBic B IGMAT,
EAEASM3,

Hitinp=T, BKiAMESsha2-256,

encryption_a | String IhREIRAR: MNEEX.

lgorithm o EVEEE:
VPN EHYflavorBic B I GMAT,
EYESBEAsm4,

Hithin= TEUESEE Haes-256-
gcm-16, aes-128-gcm-16,
aes-256, aes-192, aes-128,
3des,

Erh, 3des, aes-128, aes-192,
aes-256 MR, BIER.

o FINME:
LVPNMEHflavorEe & IGMAT,
ZANESISM4;

Hiig=T, BKiAENaes-128,

o INEEHAA: E—MEREHRIRER
AIDHZ.,
ZHVPNMXHIflavorEE B HGMAT,
ZFRARES.

o HYESEE: groupl, group2,
group5, group14, groupi5,
group16, group19, group20,
group21,

Hrh, groupl, group2,
group5, group14Z£ERIK, 15
=122

e EAE: groupl5,

iy
[ ]

iy

dh_group String
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FEE FAMIES

APl &% 4 API
B i) BEY | A
i%
authenticati | String B o INREIRAR: iketDFERTAGIAIES
on_method %o
o BUECH:
pre-share: FAHZ=%$A,
digital-envelope-v2: EZEH=F(E
s
o EIANE: IEEZEMXpre-share,
[E2% W Xdigital-envelope-v2,
lifetime_seco | Integer & o INBEIRER: FRSANAZEEEL, X4
nds ZEFEHERSIKE SASBRIE
o
o HUESEE: 60-604800, Epfy:
.
o ZKIAME: 86400,
local_id_type | String B o INBEIRAR: ZANimIDZERY,
LVPNMIxRIflavorBic & IGMAT,
ZFEBABEE.,
o EUETHE:
- ip: IPZEY,
o ERIME: ipo
local_id String & o INREIHER: Ai®ID,
LVPNRIERIflavorBL & IGMAT,
ZFEBABEE.,
o £J3R:
Ylocal_id_typeiphs, AIFIE,
EEEHEIPVMHE .
Llocal_id_typeJafqdnhy, ALK
E2550F %, ReEAXRNEF
B, HFFUSHEGSHENE, 3035
AR FR: & <. >0 [ ],
\W B ? , RoKRNE, H
local_id_typeafqdnBt 4 UES ,
EEXTImgEHIpeer_id—.
peer_id_type | String B o INBEIRER: XumIDZERY,
LVPNMFERflavorEe B AGMAT,
ZFEBABES.
o BUETGHE:
- ip: IPZEE
o EOIME: ips
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B

5]

AW | fiik

peer_id

String &5

o INREEIREA: XJimID.

VPN EAYflavorEl & IGMEAT,
ZFRARES.

LN

Ylocal_id_typeiphd, AJAIE,
IHESEHREIPVAME .

Hlocal_id_typesfqdnid, A
E2550FFF, REeRK/NE=
B, HFMFHRGFSEK, 325
PATHEHRER: & <o >0 [ .
\. K. ? , XoKRNE, H
peer_id_type AfqdniTH/RIES ,
FEMimgSHaIlocal_id—&.

dpd

Dpd object

iy

FFHEFELNITR o

% 4-128 Dpd

B

sry

y
4
"’

A

timeout

Il | [ HO

Integer

o INREIRAR: MFHFEICNIRTE

f&iamm.
BVESERE: 2-60, B$fi: .
BIME: 15,

interval

Integer

iy
[

IHAEEIRAE: IS AEEIENZ RS
=18

EMESEEE: 10-3600, Bfu: ®
BIAME: 30,

msg

N

String

THEEIRER: WEATFER RIS
o

EESEE:

seg-hash-notify: }#§EDPDiRXH
B9 Zhash-notify.
seg-notify-hash: 1§xEDPDIRI
AYE R =Znotify-hash
ZHNME: seqg-hash-notify,
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R 4-129 IpsecPolicy

B

RE

R

authenticati
on_algorith
m

String

INeEiAR: INEEL,
BESEE:
HVPNRIEHflavorBic B IGM
it, BYESEEIsm3,
Hitnim=TNEUESCEA
sha2-512, sha2-384,
sha2-256, shal, md5,

Hrh, shalfimdsZ MK, 15
Irgmo

ZONME:
VPN X flavorEi & IGM
Bd, BRIMESISM3,

Hia=T, RAES
sha2-256,

encryption_a
lgorithm

oy

String

Iheeibl: IMEEE,
BESEE:
BVPNMEHIflavorEt & IGM
it, BYESEEIsm4,

Hitins TEUESEE Jaes-256-
gcm-16, aes-128-gcm-16,
aes-256, aes-192, aes-128,
3des,

Hrh, 3des, aes-128,
aes-192, aes-256L MK, 15
=122

ZOAE:
BVPNMEHflavorBt & IGM
BY, BRIAMESsM4,
Hitia=T, BKiINMEHaes-128,

pfs

N

String

Ihgei<Be: PFS{EREAIDHESALA
LHVPNRXEAYflavorE B HGM
B, ZFBRARES.

BEYESEE: groupl, group2,
group5, group14, group15,
group16, group19, group20,
group21, disable,

Hrh, groupl1, group2,
group5, groupl4ZeHRIE, 15
1BH.

ZRIAME: groupl5,
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B

5]

ik

transform_pr
otocol

String

IHEEIAR: EimtMd o
BESEE:

esp: IERZEIMN
ZUME: esps

lifetime_seco
nds

Integer

N

INEEAR: FROCEIPSeEZE
SHIBRELARY B A EEREFRE
HHO

EVESGE: 30-604800, Bafi:
*d\o

ZRINE: 3600,

encapsulatio
n_mode

String

oy

Ihaeihe: IREIEER .
EVESEE:

tunnel: BFERT,
ZRINE: tunnel,

%= 4-130 VpnResourceTag

iR

S

ik

key

String

INEEIAR: AR,

EEEE: 1-1281M2F, M
F. BYFE., B, FmAFE.
BE. K, URUTERS: =
+_@o

value

String

i

INEEIAR: FRERE,

EVESBE: 0-2551MNFfF, iEH
F. BYFE., B, FEHFE.
BB, K, URUTERS: =
+_@o

o EREAH

a. CIEEFSIMENEE.

POST https://{Endpoint}/v5/{project_id}/vpn-connection

{

"vpn_connection": {

"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0eb0bde",
"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",

"peer_subnets": [
"192.168.44.0/24"

1
"psk": "abcdrrrr
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}
b. GUERIENIER: .
POST https://{Endpoint}/v5/{project_id}/vpn-connection
{
"vpn_connection": {
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0eb0Obde",
"style": "policy",
"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": [
"192.168.44.0/24"
1
"psk": "abcd****",
"policy_rules": [{
"source": "10.0.0.0/24",
"destination": [
"192.168.0.0/24"
1
3
}
}
c. BlZEbgpAEIlIERE.
POST https://{Endpoint}/v5/{project_id}/vpn-connection
{
"vpn_connection": {
"name": "vpn-1655",
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0eb0Obde",
"style": "bgp",
"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": [
"192.168.44.0/24"
1
"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"psk": "abcd****",
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"dh_group": "group16",
"lifetime_seconds": 172800,
"local_id_type": "fqdn",
"local_id": "123***",
"peer_id_type": "fqdn",
"peer_id": "456***",
"dpd": {
"timeout": 30,
"interval": 60,
"msg": "seqg-notify-hash"
}
}I
"ipsecpolicy": {
"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"pfs": "group16",
"transform_protocol": "esp",
"lifetime_seconds": 7200,
"encapsulation_mode": "tunnel"
}
}
}
d. GIEEZFRESIEAEERE,
FTRE &M
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MaRzGHR

vgw_idX R HIVPN X A EZEVPNMEEESNEZZIEH
cgw_idXT R AT U X E S AT iR FIES .

POST https://{Endpoint}/v5/{project_id}/vpn-connection

{
"vpn_connection™: {
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0ebObde",
"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": [
"192.168.44.0/24"
]
}
}

MRS
IREYAZSAZ S 201: successful operations,

= 4-131 O Body 2#5I%&

B -3l 2153
vpn_connectio | ResponseVpnC | vpn_connectionX$&R ,
n onnection
object
request_id String BXKID,

7% 4-132 ResponseVpnConnection

B St} TP

id String o IfBEIRAR: VPNIEHZID,
o #&=: 36fZUUID,

name String o IHAEIRAA: VPNIEZZIR.

o BUEEE: 1-6410FFF, IFHE.
B FH. #3Z(\ude00 - \u9fas).
_(FRIZ) . -(PEIZ) .

vgw_id String e IfEEIRAA: VPNMZKID,
e 1&=: 36{iZUUID,
vgw_ip String o IfEEIRAA: VPNMIZKEIPHIIDEIENFA
MIIP

o H&IX: 36{IUUIDTE D& IPvAit:
Ht (40192.168.45.7) ,
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B

A

style

o INEEIRBE: EEER,
o HUESEE:
POLICY: ZRHgE=,
STATIC: E#5E8HETC,
BGP: bgpiEHIE .
POLICY-TEMPLATE: Eh&tERIE=

cgw_id

String

o INASIHAA: XFimMIEID,
o #z: 36{7UUID,

peer_subnets

Array of String

IPVAST im0 o 2VPNRIFEHIKBRIET S
ERFFEstyle==E&IBGPELPOLICY. T
VPNPRISAYIPIMY AR A S /91 PVERT AR
[,

peer_subnets_v
6

Array of String

IPVEXTiHF M . 24VPNRIFERIEEAET
ERFFHstyle=FE&IBGPTLPOLICY. T
VPN A9 P AR A S 91 PVART AR
@0

tunnel_local_a | String BREER TR EEVPNRME _EAYtunnelis
ddress Aitbiit . {XZistyleISTATICEBGPRYHE

o
tunnel_peer_a | String RN TR ETERFMIZE _ EAYtunnel
ddress O, {NYstyle ISTATICEBGPETE

o
enable_hub Boolean o INBEEGIHAR: FEHXXHEL,

o EUESEE: true, false,
enable_nqga Boolean o INEEWIEA: FFENQAIGN ., {X=style

ASTATICAHR(G] .

o EUESEE: true, false,
enable_health_ | Boolean o INELIHAR: FEREERE., Ystyleh
check POLICY-TEMPLATERSAIR[E]

o EUESEE: true, false,
policy_rules Array of IPVASRESIETCRISRESINIEE . (X Estyleds

PolicyRule POLICY BVPNRIXAIIPHMY AR A S J91Pv4
objects AR [EISEFRAYSRISHLNIZE o
policy_rules_v6 | Array of IPVESREEIRTCRISRESIINIEE . (X Hstyleds
PolicyRule POLICYEVPNRIXAIIPHMYMRAS J91Pv6
objects AR [EISEFRAYSRISALNIZE o
ikepolicy IkePolicy object | ikefREEXIR
ipsecpolicy IpsecPolicy ipsecEREEXTR
object
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E= i) ik
created_at String o GIFEEATE,
o UTCHIIEIEZN: Jyyy-MM-
ddTHH:mm:ss.S552,
updated_at String o RE—IREHHATE,
o UTCHIIEIEIN: Jyyy-MM-
ddTHH:mm:ss.S552,
enterprise_proj | String o IHBEIHAA: WIRAID,
ectid o #&L: 36{IUUID, Svgw idFTiRiR
VPNRAI IR E 1ID—3 .
ha_role String o INEEIRBE: FHEXVPNRIX TRIER:
B, 'master®REiERE, 'slave'®x
BiER . WEET TRIEREha_role#p
= 'master',
e EAME: master,
tags Array of ey,
VpnResourceTa
g objects
2% 4-133 PolicyRule
2R it R
rule_index Integer o IHEEWHER: #NID,
o EUESEE: 0-50,
o I ZFREXKER, BINAREBES
MR, BNAEFERZFER.
source String TRIBHERES
destination Array of String | BRIEIEER . BEENPVARIERAE TR :
192.168.52.0/24 , BB IPVEMERFETUR
f5l: 16af:cacc:1097:/48, & PolicyRule
BRZIR[EI501,

2= 4-134 IkePolicy

B E-Sit) R
ike_version String o INAEHRA: IKEARAS,

o EUESEHE: V1, v2,
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B

%

phasel1_negoti
ation_mode

o INEEBR: tHFSIEC. (NHIKERRA VT
Ej‘@@o

o EVESEHE:
main: F&EH, IETEZEHS.
aggressive: EyEsiE=(, WESHUEBD
FERINERS .

authentication
_algorithm

String

o INEEIRAA: INEEX,
o HYESEBE: sha2-512, sha2-384,
sha2-256, shal, md5, sm3,

encryption_alg
orithm

String

o INREEWEH: MNEEZX

o HYESBE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des, sm4,

dh_group

String

o IfREIRAR: SE—PIEREAR(EAAIDH
¢H, HVPNMXflavorIGMATFRIRME],
e HYESEE: groupl, group2,
group5, groupl14, group15,
group16, group19, group20,
group21,

authentication
_method

String

o INREIRER: iketPESATHOIAIESSIZ

o EUETEHE:
pre-share: FAHZZR$H,

digital-envelope-v2: EZ#HF(Ei.

lifetime_secon
ds

Integer

o INAGIRAR: FRSAHEZEEE, x4t
ZEHBABAY S IKE SASBIES -

o EWESGHE: 60-604800, EAfii: .

local_id_type

String

o IfEEIHER: ARNimIDZEEY, ZHVPNRIK
flavor AGMAFASIR[E] o

o EVEBHE:

- ip: IPZEEY,

local_id

String

AigID, Hlocal_id_typeiphtiR[ElglzEs),
EHVPNIEREZITEERIARIRID, WNRKE
E %I DR [EVPNEREE{E FBHIVPN Y
*IP; Hlocal_id_typeafqdniFiR[EIBIFEEY
EHVPNIERZIHEERIARIRID
ZVPNRXflavor AGMATARIR[E]

peer_id_type

String

o INAEINAE: XTIRIDSEEY, H¥VPNMIXE
flavor AGMATAIR[E]
o HUESEH:

- ip: IPZEEY
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B 281 fR
peer_id String IFimID, Ypeer_id_typeviphtiR[El 6l

EFVPNEZATIEERIIRID, WNRKE
ENLRERTiHMFRIIP; Lpeer_id_typef
fqdnBtiR [E] Gl ok B #7VPNIEZ AT IEERY
XFiwID o
LVPNM&EflavorIGMATAIR[E] .

dpd Dpd object MHERFFICNUITR o

% 4-135 Dpd
E= E-Sit) ik
timeout Integer o INEEIRBE: XHEARFHNIREEE

B

EUEEE: 2-60, Bfii: &,

interval Integer o INEEIAR: XIEMEEENZRATIE
o EVESGHE: 10-3600, Bfi: &b,

msg String o INREIRER: MFARFECNARIETC
o HBUESEE:
seq-hash-notify: $5xEDPDIRIZHFRIZ:
fFlRE2hash-notify
seq-notify-hash: 18EDPDIRIZPRIE;
Al Enotify-hash,

%% 4-136 IpsecPolicy

2R i) iR
authentication | String o IHACIRAR: IAIEE X,
_algorithm

o EYESBE: sha2-512, sha2-384,
sha2-256, shal, md5, sm3,

encryption_alg | String o INRLIHAR: INZFEEE.

orithm e HUESEME: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des, sm4,
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B

i) %

pfs

String o INAEILEE: PFS{EFREAIDHERSALAE, X
VPN XflavorAGMBFARIER[E]

o HUESEE: groupl, group2,
group5, groupl14, group15,
group16, group19, group20,
group21, disable,

ocol

transform_prot | String o INBEIHAR: {EMNNY .

o HUESEHE:
esp: IRZEMMN.

ds

lifetime_secon | Integer o INEEIHAR: FRABLEIPSeCEEZETHIRE

BUAREAEENEEFRER,
o EVESTE: 30-604800, Eafi: #,

mode

encapsulation_ | String o INEEWRA: IRSGIFEER,

o EVEBHE:
tunnel: BEREIET .

#+&4-137

VpnResourceTag

R

- Sid] i

key

String o INEEINAE: FRESAVEE.

o HUEBE: 1-1281M=FFF, IFH=FE.
BYFHE., P2, ARFE. FiE. T
1%; D)\&DXT??& _-:=+'@o

value

String o INREIRAR: FREHIE.

o EUEBHE: 0-25571FFF, TIFHFE.
BYFHE., P, ARFE. EiE. =
18, URUTZER: _=+@,

V.

LI v =]

a. CIEEFSEMEINEZAIIA .

{

"vpn_connection": {

"id": "98c5af8a-6ee2-4482-99a2-ae2280a6f4c3",
"name": "vpn-b2cb",

"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0eb0bde",

"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": ["192.168.44.0/24"],
"tunnel_local_address": "169.254.56.225/30",

"enable_nga": false,
"enable_health_check": true,
"ikepolicy": {

"ike_version": "v2",
"authentication_algorithm": "sha2-256",
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}

n

%
"ipsecpolicy": {

}

"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "10.** ** 134",
"peer_id_type": "ip",
"peer_id": "88.*** *** 164",
"dpd": {

"timeout": 15,

"interval": 30,

"msg": "seq-hash-notify"

}

"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",

"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"

"created_at": "2025-06-26T13:41:34.626Z",
"updated_at": "2025-06-26T13:41:34.626Z",
"enterprise_project_id": "0",
"ha_role":"master"

request_id": "f91082d4-6d49-479c-ad1d-4e552a9f5cae"

B RIERTVEZAIN .

"vpn_connection": {

"id": "98c5af8a-demo-a8df-va86-ae2280a6f4c3",

"name": "vpn-799d",

"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0eb0bde",

"style": "POLICY",

"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",

"peer_subnets": ["192.168.44.0/24"],

"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",

"enable_health_check": true,
"policy_rules": [{
"rule_index": 1,
"source": "10.0.0.0/24",
"destination": [
"192.168.44.0/24"
]
1,
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "10.*** *** 134",
"peer_id_type": "ip",
"peer_id": "88.*** *** 164",
"dpd": {
"timeout": 15,
"interval": 30,
"msg": "seq-hash-notify"
}
h?
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
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"pfs": "group15",

"transform_protocol": "esp",

"lifetime_seconds": 3600,

"encapsulation_mode": "tunnel"
I
"created_at": "2025-06-26T13:41:34.626Z",
"updated_at": "2025-06-26T13:41:34.626Z",
"enterprise_project_id": "0",
"ha_role":"master"

1
"request_id": "f91082d4-6d49-479c-ad1d-4e552a9f5cae"
}

c. GliEbgprEAEIERZRINMEL .
{
"vpn_connection": {
"id": "98c5af8a-demo-a8df-va86-ae2280a6f4c3",
"name": "vpn-1655",
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0eb0bde",
"style": "BGP",
"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": ["192.168.44.0/24"],
"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"enable_health_check": true,
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"dh_group": "group16",
"authentication_method": "pre-share",
"lifetime_seconds": 172800,
"local_id_type": "fqdn",
"local_id": "123***",
"peer_id_type": "fqdn",
"peer_id": "456***",
"dpd": {
"timeout": 30,
"interval": 60,
"msg": "seqg-notify-hash"
}
h?

"ipsecpolicy": {
"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"pfs": "group16",

"transform_protocol": "esp",
"lifetime_seconds": 7200,
"encapsulation_mode": "tunnel"

h?

"created_at": "2025-06-26T13:41:34.626Z",

"updated_at": "2025-06-26T13:41:34.626Z",

"enterprise_project_id": "0",

"ha_role":"master"

I
"request_id": "f91082d4-6d49-479c-ad1d-4e552a9f5cae"

N
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4.1.3.2 #it=61I%E VPN iEEE - CreateVPNConnections

ThEEN A

ARTIE

BRER

URI

152 WANaEABAPI,

WELURVPNIERE, ER—MX TEIJEIET-25RVPNIEE.

KSESEAPIRIERXIR, WMRERWKS TRIAMBFIERSRIAP, ZIAMAFE
BHEEAFBAPIERFRAINR

MR ERABSRIGRN, BARSUIRERIES IR .
INRERBHRIEEN, FESU RO REER.

IR Bk | WRER | R4 Bl& ARIAVIRAN
] (*5% TR
)
vpn:ivpnCon | write vpnGatew | e g:Enterpri | - vpcrouteTa
nections:bat ays seProjectl bles:update
chCreate d
e g:Resource
Tag/<tag-
key>
customer | g:ResourceTa
Gateways | g/<tag-key>
vpnConne | ¢ g:Request
ctions Tag/<tag-
key>
e g:TagKeys

% 4-138 SR

POST /v5/{project_id}/vpn-connections/batch-create

2R S =EY | kA
i%
project_id String g2 IREID, aILAEISAENIRE IDFREVIRE
ID,
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FEILE M4
AP &%

4 API

IEXRHE

% 4-139 {5Kks%

B E- Sl =AY | Er
1%

vpn_connecti | Array of = vpn_connectionX&REH, SEE
ons CreateVpnC 1-2,

onnectionR

equestBody

Content

object

2R 4-140 CreateVpnConnectionRequestBodyContent

B

ESid)

EZ{L‘Z\

s,

R

name

String

o | BEH
I

o INACIRBE: VPNIEESZFR, AEA
SBhERIgl avpn-~+H7
FRo f5IEN: vpn-13be,

o EVESBHE: 1-647MNFF, iEH
F. BYFE. $3 (\ude0O -
\uofa5) . _ (X&) . - (hkl
%)..(H).

vgw_id

String

i

o INBEIRAR: VPNRIZEID,

e #J%E: 36{IUUID, VPNRIXAY
flavorBic B IGMAT, VPN,
MESNIZVPNMKIER . BlJiE2
SERERT, vogw_idEMREE .

BLAEITEEVPNREFIZFEEEVPN

MA91D .

vgw_ip

String

ali

o INREIREA:

- HVPNXAInetwork_typefic
B ApublicAY, vgw_ip/9VPN
MFKEIPEYID

- HVPNMXKHInetwork_typefic
& Aprivatelf, vgw_ip/gVPN
MFKAEFRIEEANFARIP

o ZJR: 36{UUIDEL =S

IPvAttBit (20192.168.45.7 ) o

A LABISEBVPNRIXEE VPN
Fr{E FBRSEIPAYIDEIENFARIIP
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FEILE M4
AP &% 4 AP

BR xE B | iR

o INEEIHER: EEHAER.
o EUETEE:
policy: ZREEIRT(
static: FRSERAIET .
bgp: bgpEHIE= .
policy-template: SERSIEMRIET .
o BXIAME: static,
THEEHBE: XJiRRIEID,
o #4%R: 36fiUUID, VPNMXHY

flavorBie B HIGMAT, XTI,
MESNI T imM FAEF o

peer_subnet | Array of o INEEIRAR: IPVARSIHFM o
s String o ZyBR:

- IPIMYARAS 9IPVERT AR ;
VPN B XBER HerB
style=E& Aapolicyzbgpht A
i#; HiizSwx%iE,

- BB MEREVPCIREEMESR, F
BEAE XS um R, Flan:
100.64.0.0/10.
100.64.0.0/12, 214.0.0.0/8,
AEregionBIFREE MEEAE,
SEfRfERLAconsole BRI
WNERFEE(FEFI100.64.0.0/108%
100.64.0.0/12, iSiEx T B8R

style String

el

cgw_id String

N

Bo
- BAVPNEERZIEE501
i 8
peer_subnet | Array of & o INREIRAR: IPVEITIRFM o
s_v6 String o #yE:

- IPMYARAS HIPVARTAIE;
VPN KB KBER HerB
style=FE& JapolicygibgpRIF
1, BfigsSniE,

- BYVPNEERZES50MYY
Ui 7
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FEILE M4
AP &%

4 API

B

ESid)

ik

tunnel_local
_address

String

o INEEBEA: ESAIEI( FECETEVPN
M _EAJtunneliE OBt . FI40:
169.254.76.1/30,

o £JER:

- BUV6{UMRRE169.254, ABEfE
FH169.254.195.xxX o

- BERRKELIRZE30, %R
tunnel_peer_addressfEE—1
304EISEE .

- NESMERARRIENIELE

tunnel_peer
_address

String

oy

o INAEIRAR: IRHER NECEERARF
MIg & _FBgtunneliEOitbit . {1
W: 169.254.76.2/30,

o #JTR:

- BU16( A2 169.254, AREfE
F3169.254.195.xxX o

- BREKEXIE30, WF0
tunnel_local_addresstfE@—1
30BHSEE .

- RIESMEARRIETLIBIL

enable_nga

Boolean

iy

o INEEIHAR: FFENQAKEM,
o BYESBE: true, false,
e ZME: false,

o ZJ%R: stylefstaticAHES, &
WAIE,

enable_healt
h_check

Boolean

oy

o INBEEIRAR: HEREBEIEE,
o HYESEE: true, false,
e EHAE: true,

o #5R: ZstyleApolicy-template
AYAIE

enable_hub

Boolean

iy

o IfNEEIRAA: FEHSXEEL,
o HYESGHE: true, false,
e ZIME: false,

o #AR: style HBGPRHEE, &N
TiE,
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E= =il BEY | ik
i%
psk String & o INACIHAER: FRHEZ=Z4A.
VPN XAIflavorBit EHGM
B, WFEARES, SUWE,
o ZJsR: 8-1281"FfF, REeBAK
5F8. I\EFE. FFEKF
FF(~1@#3$%N()-_+={ }./;) BED
BEUMFRHF=M,
policy_rules | Array of & TheeiREA: IPVASRESIETU SRS AN
PolicyRule A,
object YR HRBES5, Nstyley
policy BVPNRIKHIIPIY R A S /9
IPVARTIES .
policy_rules_ | Array of & INEEIEA: IPVeRASIRTCAYSRRS N
v6 PolicyRule H,
object KR REBES51. Xstyles
policy HVPNRIKRIIPHMYARAS /9
IPVERTIES .
ikepolicy IkePolicy S ikeZREEXIER o
object
ipsecpolicy | IpsecPolicy | & ipsecRBEITR o
object
ha_role String B o INEEIRAE: XUERINVPNRIXTE!
BT ANE, FHENVPNRIX
TEUEIERERT, 'masterRnEiE
%, ‘slave'wREiERE.
o ZHIAME: master,
o ASR: FHEEILVPNRIKIEEEIP
& EFARIHBIEER T AOIEIEUR
'master', 7EFFEIPEE SFAMIBIE
SEITHNERE Y UE slave'
tags Array of & o INAEIREA: IRBTIE.
Vanesourc ° Q{JEE: E—ﬁgﬁgzo/\o
eTag object - -
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2% 4-141 PolicyRule

B

RE

ik

rule_index

Integer

IhaEiReA: MNID,
BYESERE: 0-50,

i ZFREZRF, BINHARE
REMSSF, BNABRERZF

Eio

source

iy

String

INRELAA: TRIbHEPER , PER
IPv4/IPvet& I EE 5 VPN X AYI PR
WhRAPTES

295K FEeSHEfMPolicyRule THY

sourcef8E .

destination

iy

Array of
String

IHASIHAR: BRIHEIEMER, MER
IPv4/IPv6i&z(EE S VPN R AYI P
WhRAPLHEL .

BN PvAREZAS U~ -
192.168.52.0/24,

EBNPVE ) ERAE TR :
16af.cacc:1097::/48

£958: & PolicyRule R ZEE50
A

"o

& 4-142 IkePolicy

B

sm

fEiR

ike_version

String

INREIRAE: IKERRAS,

EVESEE:
LVPNMEHflavorEe & IGMAT,
BUESEE v,
Hitnps=TEUESRE v, v2,
ENAN=F
LVPNMEAflavorEe B AGMAT,
EINMEAVT;

Hig=T, HAEAV2,
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2R it} Z/Y | A
ik
phase1_nego | String S o INREIREA: PHRESIER.
tiation_mod o EUEHHE:
€ VPN flavorBRE GMAT,
EYBESBEAmain,
Hitip=TEUYESEE Amain,
aggressive,
main: e, hadETEHE
=o
aggressive: FFERIET, MHRFHRIE
ISR AUESS
e ZHIAME: main,
o ZUsR: IKERRAAVIEHES, Av2
AYA1E,
authenticati | String B o INREIRAR: INFEEL,
on_algorith o EVEEE:
m VPN A flavorER B JIGMET,
EYBESBEAsm3,
Hitnin = NEUESEE Asha2-512,
sha2-384, sha2-256, shal,
md5,
Hh, shalfimdsZeHRE, 5
=122
o ZINME:
VPN X flavorEeE JIGMAT,
ZKINMEASM3,
Hitins=T, BKIAMESsha2-256,
encryption_a | String = o INEEIRAA: NNZE&EIE,
lgorithm o EVETE:
LVPNRIZHIflavorBic & IGMAT,
BESEEAsm4,
Hithins TEUESEE Haes-256-
gcm-16, aes-128-gcm-16,
aes-256, aes-192, aes-128,
3des.
Hrh, 3des, aes-128, aes-192,
aes-256 MK, 1BIEA,
o EHAE:
HVPNRIFEIflavorEe B I GMAT,
ZINMEASMA4;
Hitiza=T, BRiAMEHaes-128,
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2R it} =AY | i
ik
dh_group String B o INEEIHAR: F—MERZAIER
RYDHZE
LVPNRIZHIflavorBic B IGMAT,
ZFRBRARES,

o HYESEE: groupl, group2,
group5, group14, groupi5,
group16, group19, group20,
group21,

Hrh, groupl, group2,
group5, groupl4ZE£MRI(E, 18
=122

e ZIAE: groupl5s,

N

authenticati | String o INEEIRER: ikethERTAGIAIES

on_method %o

o BUESEHE:
pre-share: FAHZZH,
digital-envelope-v2: EZEH=FE
i,

o EINE: IFEEEMXpre-share,
[E2% W *digital-envelope-v2,

N

lifetime_seco | Integer o INRLIHAE: FRSAMSETZEHEE, 24
nds ZEFEHERIFIKE SASEhE
%ﬁo

o EWESEE: 60-604800, HAfi:
o

o ZLIME: 86400,

oy

o INEEIRER: AimlD3EEL,
HVPNRIEHYflavorBic & JIGMAT,
ZFERARES,

o BUESCHE:

- ip: IPZEEY,

e ZKIME: ipo

local_id_type | String
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& sem 27w | A
iﬁ
local_id String & o IPREINBR: ZANiFKID.
LVPNMFEAflavorE & HGMAT,
ZFRABES,
o #R:
Hlocal_id_typemiplS, BJAIE,
EHEEHEIPVAER .
Hlocal_id_typefsfqdnid, wJXIE
E2550FFF, REeRK/NE=
B, HFMFHRGFSEK, 325
PATHEHRER: & <o >0 [ .
\W B ?, KoK, H
local_id_typeafqdnBt 4 UES ,
FEMimR HaIpeer_id—H,
peer_id_type | String ® o INEGIHER: XumIDIEREY,
LVPNM A flavorBit & IGMEAT,
ZFRABEES,
o EUEEHE:
- ip: IPZEEY
o FIAE: ipo
peer_id String ES o INALIRAR: XJi%ID,
VPN XA flavorfig B IGMET,
ZFRAHES,
o ZJTR:
Hlocal_id_typeJmiphd, BJAIH,
HEZHEIPVAMER
Hlocal_id_typeAfqdnid, KK
E2550FFF, ReeAXNEF
B, HFFUFHRGSEN, F23F
PATFHRERF: & <0 >0 [V ).
\« K. ? , KDKRNE, H
peer_id_type AfqdnBd A/ RIES,
FEMimZ ERlocal_id—F,
dpd Dpd object | & ME R EICUITR o
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2= 4-143 Dpd
B E- Sl =AY | fEr
1%
timeout Integer B o INREIRAA: XFAFENIRIIE
S
o EUEEHE: 2-60, Bfi: #,
o BUAME: 15,
interval Integer & o INAEIRER: XHEAFEAN=HES
518
o HEYESEE: 10-3600, EAfu: .
o ZFIAE: 30,
msg String & o INEEWBEA: XTFERFFICNRIAE
o
o BUETH:
seg-hash-notify: $§EDPDIRXH
AYEEIIUF=2hash-notify
seg-notify-hash: }§EDPDIRM
Y far = 2 notify-hash,
e EIANE: seg-hash-notify,
3% 4-144 IpsecPolicy
B il =aw | ik
%
authentigati String ) o IHEEIRAA: INIEE X,
I(’)nn_algorlth o EUETHE:

LVPNMXHIflavorEL & IGM
BY, BYESEEAsm3,
Hiip=TEUESCEA
sha2-512, sha2-384,
sha2-256, shal, md5.

Hrh, shalfimdsLZ&MB(E, 15
=1z

o ZRAE:
HVPNRIEHflavorBie & HIGM
BF, BRAMESSM3,
Hig=T, BAESN
sha2-256,
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B E- St =AW | it
i%
encryption_a | String & o INBEIRER: NMIZEE,

lgorithm o EVEHE:
HVPNRIEHflavorBic & IGM
AY, BUYESBEIsM4,

Hitnip = TEUESERE ~aes-256-
gcm-16, aes-128-gcm-16,
aes-256, aes-192, aes-128,
3des,

EHrh, 3des, aes-128,
aes-192, aes-256L MK, 1B
=1==8

e FINME:
BVPNREHflavorfit B HIGM
B, BRINMESsm4,
Hibig=T, BKINMEaes-128,

TNREIRER: PFS{EFERIDHEAA
HVPNRIXAIflavorfit EAGM
B, ZFRAMEES.

o EWESBE: groupl, group2,
group5, groupl14, group15,
group16, group19, group20,
group21, disable,

Hreh, groupl, group2,
group5, groupl4ZeMR(R, 5
1B,

o ZXIAME: groupl5,

transform_pr | String o INBEEIRER: (LY.
otocol o BUETH:

esp: FERZEMN
o PHIME: esp.
lifetime_seco | Integer INEEIREE: AL E|PSecEEsE
nds SRR E AR B A EERNEFRE
HA,

o HYESSE]: 30-604800, BAfi:
i

e ZHAE: 3600,
o INEEIRAR: IREFEER
o HUESEE:
tunnel: [EBIE,
e FIAE: tunnel,

iy
[

pfs String

oy

iy
[ ]

iy

encapsulatio | String
n_mode
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2% 4-145 VpnResourceTag

2R it BEY | i
ik
key String = o INBEEIRAR: FREEAVHE.
o EUESEE: 1-12810F1F, HiHH
F. mNFHE. X, mYFE.
BIE. =, URUTER: =
+'@o
value String = o INEEIRAR: FREMIE.
o EVESGHE: 0-2557=F%F, SiH#
F. BmNFH. X, EmYFE.
BIE. T, URIUTER: =
+'@o

o EREA
a. HECIEFSIRHERINERE

POST https://{Endpoint}/v5/{project_id}/vpn-connections/batch-create

{
"vpn_connections": [
{
"vgw_ip": "0d0f4af1-42b9-41eb-97b9-b4d41a0bfoc4",
"cgw_id": "12f3577a-cbd8-4602-b68c-ecbf792fcec5",
"vgw_id": "8030f6d6-32a8-4d20-a7f8-50a7a826e28",
"peer_subnets": [
"192.168.2.0/24"
1

"pSk"Z nabcd****u

"vgw_ip": "1fb97767-d780-4d8b-83bb-6f878f662005",
"cgw_id": "12f3577a-cbd8-4602-b68c-ecbf792fcec5",
"vgw_id": "8030f6d6-32a8-4d20-a7f8-50a7a826e2f8",
"peer_subnets": [

"192.168.2.0/24"
1

"psk": "abcd#"
}

1
}

b. Ht=ECERIEERE
POST https://{Endpoint}/v5/{project_id}/vpn-connections/batch-create

{
"vpn_connections": [
{
"vgw_ip": "0d0f4af1-42b9-41eb-97b9-b4d41a0bfoc4",
"cgw_id": "12f3577a-cbd8-4602-b68c-ecbf792fcec5",
"vgw_id": "8030f6d6-32a8-4d20-a7f8-50a7a826e2f8",
"style": "policy",
"peer_subnets": [
"192.168.2.0/24"

"pSk"Z llabcd****l"
"policy_rules": [

"source": "10.0.0.0/24",
"destination": [
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"192.168.0.0/24"

"vgw_ip": "1fb97767-d780-4d8b-83bb-6f878f662005",
"cgw_id": "12f3577a-cbd8-4602-b68c-ecbf792fcec5",
"vgw_id": "8030f6d6-32a8-4d20-a7f8-50a7a826e2f8",
"style": "policy",
"peer_subnets": [

"192.168.2.0/24"

1
"pSk": "abcd****",
"policy_rules": [
{
"source": "10.0.0.0/24",
"destination": [
"192.168.0.0/24"

c. HEOUEbgpIRHREILESE .

POST https://{Endpoint}/v5/{project_id}/vpn-connections/batch-create

{
"vpn_connections": [
{

"name": "vpn-1655",

"vgw_ip": "0d0f4af1-42b9-41eb-97b9-b4d41a0bfoc4",

"cgw_id": "12f3577a-cbd8-4602-b68c-ecbf792fcec5",

"vgw_id": "8030f6d6-32a8-4d20-a7f8-50a7a826e2f8",

"style": "bgp",

"peer_subnets": [

"192.168.2.0/24"

1
"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"psk": "abcd****",

"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"dh_group": "group16",
"lifetime_seconds": 172800,
"local_id_type": "fqdn",
"local_id": "123***",
"peer_id_type": "fqdn",
"peer_id": "456***",
"dpd": {
"timeout": 30,
"interval": 60,
"msg": "seg-notify-hash"
}
B
"ipsecpolicy": {
"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"pfs": "group16",
"transform_protocol": "esp",
"lifetime_seconds": 7200,
"encapsulation_mode": "tunnel"

"name": "vpn-1341",
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}

]

}

"vgw_ip": "1fb97767-d780-4d8b-83bb-6f878f662005",
"cgw_id": "12f3577a-cbd8-4602-b68c-ecbf792fcec5",
"vgw_id": "8030f6d6-32a8-4d20-a7f8-50a7a826e2f8",
"style": "bgp",
"peer_subnets": [
"192.168.2.0/24"
1
"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"psk": "abcd****",
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"dh_group": "group16",
"lifetime_seconds": 172800,
"local_id_type": "fqdn",
"local_id": "123***",
"peer_id_type": "fqdn",
"peer_id": "456***",
"dpd": {
"timeout": 30,
"interval": 60,
"msg": "seg-notify-hash"
}
b
"ipsecpolicy": {
"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"pfs": "group16",
"transform_protocol": "esp",
"lifetime_seconds": 7200,
"encapsulation_mode": "tunnel"

}

20 EZ RS RE TR,

ESM:

vgw_idX R ASVPN X A EZEVPNNXHESANEZFIEH
cgw_idXIRIAYRTim MK E SN T im R FKIER

POST https://{Endpoint}/v5/{project_id}/vpn-connections/batch-create

{

}

"vpn_connections": [

]

{

}

"vgw_ip": "da21634b-56bf-4137-bc80-b1a0937294ec",
"cgw_id": "12f3577a-cbd8-4602-b68c-ecbf792fcec5",
"vgw_id": "768b2790-ccc9-4257-91b3-e008747db9e6",
"peer_subnets": [

"192.168.2.0/24"
1

"vgw_ip": "36857950-95e2-4e57-9c53-da7fe0f9841b",
"cgw_id": "12f3577a-cbd8-4602-b68c-ecbf792fcec5",
"vgw_id": "768b2790-ccc9-4257-91b3-e008747db9e6",
"peer_subnets": [

"192.168.2.0/24"
]
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N Az S
LI )V
IREYAZSAS S 201: successful operations,

7= 4-146 IR Body 2¥%I%&

B it fiiA
vpn_connectio | Array of vpn_connectionsXYR&4H
ns CreateRespon
seVpnConnect
ion object
request_id String BXKID,

% 4-147 CreateResponseVpnConnection

2R Sl P

id String o INBEIRER: VPNIEEID,
o #&=: 36/2ZUUID,

name String o INEGIHER: VPNIEEZFR.

o EUESEBE: 1-641MFFF, IFH=F.
B FHE., F3Z(\ude00 - \udfas).
_(FXIZ) . -(PRIK) o

vgw_id String o INAEIHAR: VPNRIXID,
o I&=: 36fZUUID,
vgw_ip String o INAEIHAA: VPNRIXEEIPHYIDEIZANFA
MIP

o H&T: 36 UUIDE =i IPvAit:
ft (40192.168.45.7 ) .
style String o INBEINAR: EHEER .

o HVUBESEE:
POLICY: SRESHEL .

STATIC: E35EEHED
BGP: bgpiEHtE .
POLICY-TEMPLATE: Si&ERiE .

cgw._id String o INAEBER: XHHMIFEID,
o #&2(: 36{;ZUUID,

peer_subnets | Array of String | IPvAXSim—FM ., ZVPNRIXHIKEMEI
ERFBstyle==EZIBGPTLPOLICY. T
VPNRIFKAYIPIMY AR ASS /91 PVERT IR
[=],
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E= i) ik
peer_subnets_v | Array of String | IPv6XJim—=M . ZVPNRIXHIXEXEDR A
6 ERFFBstylexFE&IBGPELPOLICY. I

VPNRIXAIPIMY bR AN S 9 1PvARS IR

[=]
tunnel_local_a | String IREER FECEEVPNMX EATtunnelizE
ddress Ottsiit . {XZHstyleISTATICE,BGPRIH

o
tunnel_peer_a | String BEER TR EEAFP U _EAJtunnel
ddress EOME, {XHstyleISTATICZLBGPRIHE

o
enable_nga Boolean o INAEEIHAR: FFENQAKM . {NZistyle

ASTATICHTIR[E],

o BEWESBE: true, false,
enable_health_ | Boolean o INEEEE: FEREEINE., Ystyledy
check POLICY-TEMPLATERSAIR[E],

o HUESEE: true, false,
policy_rules Array of IPVASRESIETVRYSRESHINAE . (N Zistyley

PolicyRule POLICY B VPNRIZHIIPHMY AR A S 5 IPv4
objects AR [EISCFRATSRAE LR
policy_rules_v6 | Array of IPVERESIETVRYSRESIINLE . (X Zistyley
PolicyRule POLICYEVPNRIFEHIIPHMYKRA S AIPVE
objects AR [EISCFRAYSRREHLNAE
ikepolicy IkePolicy object | ikeZREEXISR o
ipsecpolicy IpsecPolicy ipsecCREEXTSR .
object
created_at String o GlEEATE],
o UTCHIIEI&ZN: yyyy-MM-
ddTHH:mm:ss.5552,
updated_at String o EE—IXEFRATIE,

o UTCRJIEIEZN: Jyyy-MM-

ddTHH:mm:ss.5552,

enterprise_proj | String e INBEIRAA: MImBID,

ect.id o 1zt: 36fIUUID, Svgw_idFfRiR
VPNRIZKAIE I IRE ID— .

ha_role String o INELIHAR: FH/IEXLVPNMETAYIER:

B, 'master®REEE, 'slave'ERR
BiEE ., WEED TAYEZha_role#f
='master',

BXINE: master,
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B it fEiA
tags Array of RS,
VpnResourceTa
g objects
%< 4-148 PolicyRule
B St R
rule_index Integer o INBEIHER: #MNID,
o EUESBE: 0-50,
o I ZFREXZER, BINARERS
M, BNAEFRZFE.
source String TRHEERIES .
destination Array of String | EIBIHELIER . EAANPVARIERAE U~ :
192.168.52.0/24 , BB IPVEMERIETUR
f5]: 16af.cacc:1097::/48., & PolicyRule
RZIR[E501

& 4-149 lkePolicy

orithm

BiR it} ik
ike_version String o IfEGIRER: IKERRAS .
o BUETBHE: Vv1,v2,
phase1_negoti | String o INREIHEE: HHRSIER. (NHIKERRA VI
ation_mode iRl .

o EVEEH: .
main: FE{, hETREZENHS.
aggressive: BFERiRI(, WEFHRERD
BRINES.

authentication | String o INREHAER: IAEEX.

_algorithm o EVESEE: sha2-512, sha2-384,
sha2-256, shal, md5, sm3,

encryption_alg | String o INRLSIHEA: HNZRESE,

o HUESEE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des, sm4,

MAERRAS 01 (2026-04-24)

WRIERE © HERRARBIRAT

160




FEILE M4
AP &%

4 API

B

%

dh_group

o INEEIRAA: SE—RNEREIAHA(ERRIDH
B, ZHVPNMXflavor AIGMATAIR[G],
o HYESEE: groupl, group2,
group5, groupl14, group15,
group16, group19, group20,
group21,

authentication
_method

String

o INEEER: ikethESRTASIAIES %o

o EUETE:
pre-share: FRHZZH,
digital-envelope-v2: EZ#F(=5.

lifetime_secon
ds

Integer

o IfREIRAR: FRSARVEFREME, x4t
FEHAERSIKE SASBRIEH .

o HYESGE]: 60-604800, Baf: #b,

local_id_type

String

o INAEIRAA: ZANIHIDERY, LVPNRIX
flavor AGMAEFANIR[E]

o HUEEHE:

- ip: IPZEEL,

local id

String

ANigID, Hlocal_id_typegipAtiR[EI B2,
EHFVPNIEZIHEENAIRID, WNRKE
EARiwIDNIR[EIVPNIZEZEFHEARIVPN R
%IP; Ylocal_id_typeFafqdnAhiR[ElBlIFEE,
EHVPNIEZIHEERIARIRID,

LVPNR X flavor AGMATARIRE

peer_id_type

String

o INAEEWMAE: XFimIDAERY, LVPNRIRK
flavor AGMAFANIR[E]
o EUETHE:

- ip: IPZERY

peer_id

String

XHimID, Hpeer_id_typegiphtiREIGIFED,
EHVPNIEZITSERIXTIRID, Rk
ENIREFSHRFERIP; Zpeer_id_typels
fqdnAtiR BB T E#TVPNIEZATIEERY
FiwID o

VPNMXflavor AGMATARIRE] .

dpd

Dpd object

MHFRFERNIIR
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25 4-150 Dpd
2R i) Rk
timeout Integer o INEEIRER: WEARFEERNIESEEE
b o
o BYETHE: 2-60, Efy: ¥,
interval Integer o INEEINHAR: XIEMATF BN HATE,
o HUESEE: 10-3600, Eafi: b,
msg String o INEEIHAR: XWEFEMARFTENIRSAE .
o EUEEH:
seq-hash-notify: $8EDPDIRZFAIE;
fFliEFE=hash-notify
seq-notify-hash: 1§xEDPDIRHFHIZ:
fFlREEnotify-hash,

R 4-151 IpsecPolicy

B

et

ik

authentication
_algorithm

String

o INBEEIRAR: TNEEXE,
o HYETGE: sha2-512, sha2-384,
sha2-256, shal, md5, sm3,

encryption_alg
orithm

String

o INEEIRER: INEEX.

o HUESEE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des, sm4,

pfs

String

o INEEIAA: PFS{EFERYDHEREHEAE, X
VPN XflavorAGMBFARIER[E]

o HUESEE: groupl, group2,
group5, groupl14, group15,
group16, group19, group20,
group21, disable,

transform_prot
ocol

String

o INEEIHAR: EithN.
o EVEEBHE:
esp: FELZEMN.

lifetime_secon
ds

Integer

o IfREIRAR: FECEIPSecEEREIAIME
BLARSE & ERIEFEHA

o EVESGHE: 30-604800, Eafii: .

encapsulation_
mode

String

o INAGIRER: IREEER
o EVEEHE:
tunnel: BEEE,
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2% 4-152 VpnResourceTag

B - Jid] 3%
key String o INREIRAE: FREHIE,
o EUESEE: 1-1281MFEFF, IFH=F.
BYFE., P, AfFE. g5 T
B, URITER: _=+@,
value String o INASIHAR: FREHIE.
o HEUESEE: 0-2551MFF, iSH=.
BYFH, v, AmFE. @5 T
1(%7 L\)\&I’\)\—I:$fg: _-::+'@o
- l@RAER

i HtEeERSRERIERAINA .
{

"vpn_connections": [

{

"id": "cf91c03c-9679-495f-a201-3622a1aec817",

"name": "vpn-b8fa",

"vgw_id": "8030f6d6-32a8-4d20-a7f8-50a7a826e2f8",
"vgw_ip": "0d0f4af1-42b9-41eb-97b9-b4d41a0bf9c4",

"style": "STATIC",

"cgw_id": "12f3577a-cbd8-4602-b68c-ecbf792fcec5",

"peer_subnets": [
"192.168.2.0/24"

]

"tunnel_local_address": "169.254.12.37/30",

"tunnel_peer_address": "169.254.12.38/30",

"enable_nga": false,

"enable_health_check": true,

"policy_rules": [],

"ikepolicy": {

"ike_version": "v2",

"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",

"dh_group": "

"authentication_method": "pre-share",
"lifetime_seconds": 86400,

"local_id_type

"local_id": "10.#***** 173",

"peer_id_type
"peer_id": "2} Fx Q)

"dpd": {

"interval": 30,
"timeout": 15,
seg-hash-notify"

n non

msg":
}
}

ipsecpolicy": {

"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",

"pfs": "group15",

"transform_protocol": "esp",

"lifetime_seconds": 3600,

"encapsulation_mode": "tunnel"

}

"created_at": "2025-02-21T03:53:23.557Z",

"updated_at": "2025-02-21T03:53:23.557Z",

"enterprise_project_id": "0",
"ha_role": "master",
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"tags™: [],
"policy_rules_v6": []
I
{
"id": "64c09578-a23c-4d9d-9c64-56b2f9a74695",
"name": "vpn-ec21",
"vgw_id": "8030f6d6-32a8-4d20-a7f8-50a7a826e2f8",
"vgw_ip": "1fb97767-d780-4d8b-83bb-6f878f662005",
"style": "STATIC",
"cgw_id": "12f3577a-cbd8-4602-b68c-ecbf792fcec5",
"peer_subnets": [
"192.168.2.0/24"
1,
"tunnel_local_address": "169.254.60.229/30",
"tunnel_peer_address": "169.254.60.230/30",
"enable_nga": false,
"enable_health_check": true,
"policy_rules": [],
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "215.%** *** 55",
"peer_id_type": "ip",
"peer_id"; "2.xx* Q1
"dpd": {
"interval": 30,
"timeout": 15,
"msg": "seq-hash-notify"
}
T
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
L
"created_at": "2025-02-21T03:53:23.226Z",
"updated_at": "2025-02-21T03:53:23.226Z",
"enterprise_project_id": "0",
"ha_role": "master",
"tags": [1,
"policy_rules_v6": []
}
1
"request_id": "3¢53db019753c69323303c198af58a85"
}
i. HECURERIENEZAINLL o
{
"vpn_connections": [
{
"id": "db06a7cb-e3b5-4c8c-b682-40ed54e8eb54",
"name": "vpn-ed37",
"vgw_id": "8030f6d6-32a8-4d20-a7f8-50a7a826e2f8",
"vgw_ip": "1fb97767-d780-4d8b-83bb-6f878f662005",
"style": "POLICY",
"cgw_id": "12f3577a-cbd8-4602-b68c-ecbf792fcec5",
"peer_subnets": [
"192.168.2.0/24"
1
"tunnel_local_address": "169.254.44.197/30",
"tunnel_peer_address": "169.254.44.198/30",
"enable_health_check": true,
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"policy_rules": [

"rule_index": 1,
"source": "192.168.37.0/24",
"destination": [
"192.168.2.0/24"
1
}
1,
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "215.%** *** 55",
"peer_id_type": "ip",
"peer_id"; "2} x* Q1
"dpd": {
"interval": 30,
"timeout": 15,
"msg": "seq-hash-notify"
}
L
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
L
"created_at": "2025-02-21T03:59:50.341Z",
"updated_at": "2025-02-21T03:59:50.3412",
"enterprise_project_id": "0",
"ha_role": "master",
"tags": [1,
"policy_rules_v6": []

"id": "9f5220fd-f674-420c-9df7-6b6420a3ae99",
"name": "vpn-d0c2",
"vgw_id": "8030f6d6-32a8-4d20-a7f8-50a7a826e2f8",
"vgw_ip": "0d0f4af1-42b9-41eb-97b9-b4d41a0bfoc4",
"style": "POLICY",
"cgw_id": "12f3577a-cbd8-4602-b68c-ecbf792fcecs",
"peer_subnets": [
"192.168.2.0/24"
1,
"tunnel_local_address": "169.254.192.61/30",
"tunnel_peer_address": "169.254.192.62/30",
"enable_health_check": true,
"policy_rules": [
{
"rule_index": 1,
"source": "192.168.37.0/24",
"destination": [
"192.168.2.0/24"
1
}
1,
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",

MAERRAS 01 (2026-04-24)

IRIERE © LA/ ARBIRAE 165



FEILE M4
APl &%

4 API

}
]

}

"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "10.*** *** 173",
"peer_id_type": "ip",
"peer_id"; "2} x* 2 Q1
"dpd": {
"interval": 30,
"timeout": 15,
"msg": "seq-hash-notify"
}
T
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
L
"created_at": "2025-02-21T03:59:50.651Z",
"updated_at": "2025-02-21T03:59:50.651Z",
"enterprise_project_id": "0",
"ha_role": "master",
"tags": [1,
"policy_rules_v6": []

"request_id": "81237dad5e1338b1818cd6582781b610"

iii.  HtEeUEbgpit AR TVERAINGAL .
{

"vpn_connections": [

{

"id": "5ddf5d02-c746-4075-be4b-95e€9213e1c3c",
"name": "vpn-1655",
"vgw_id": "8030f6d6-32a8-4d20-a7f8-50a7a826e2f8",
"vgw_ip": "0d0f4af1-42b9-41eb-97b9-b4d41a0bfoc4",
"style": "BGP",
"cgw_id": "12f3577a-cbd8-4602-b68c-ecbf792fcec5",
"peer_subnets": [
"192.168.2.0/24"
1
"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"enable_hub": false,
"enable_health_check": true,
"policy_rules": [],
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"dh_group": "group16",
"authentication_method": "pre-share",
"lifetime_seconds": 172800,
"local_id_type": "fqdn",
"local_id": "123***",
"peer_id_type": "fqdn",
"peer_id": "456***",
"dpd": {
"interval": 60,
"timeout": 30,
"msg": "seq-notify-hash"
}
h?
"ipsecpolicy": {
"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"pfs": "group16",
"transform_protocol": "esp",
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"lifetime_seconds": 7200,
"encapsulation_mode": "tunnel"
L
"created_at": "2025-02-21T06:50:25.238Z",
"updated_at": "2025-02-21T06:50:25.238Z",
"enterprise_project_id": "0",
"ha_role": "master",
"tags": [1,
"policy_rules_v6": []

"id": "bb3632dd-f517-4€94-96b7-977c70d28966",
"name": "vpn-1341",
"vgw_id": "8030f6d6-32a8-4d20-a7f8-50a7a826e2f8",
"vgw_ip": "1fb97767-d780-4d8b-83bb-6f878f662005",
"style": "BGP",
"cgw_id": "12f3577a-cbd8-4602-b68c-ecbf792fcecs",
"peer_subnets": [
"192.168.2.0/24"
1,
"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"enable_hub": false,
"enable_health_check": true,
"policy_rules": [],
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"dh_group": "group16",
"authentication_method": "pre-share",
"lifetime_seconds": 172800,
"local_id_type": "fqdn",
"local_id": "123***",
"peer_id_type": "fqdn",
"peer_id": "456***",
"dpd": {
"interval": 60,
"timeout": 30,
"msg": "seq-notify-hash"
}
L
"ipsecpolicy": {
"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"pfs": "group16",
"transform_protocol": "esp",
"lifetime_seconds": 7200,
"encapsulation_mode": "tunnel"
L
"created_at": "2025-02-21T06:50:25.5Z",
"updated_at": "2025-02-21T06:50:25.5Z",
"enterprise_project_id": "0",
"ha_role": "master",
"tags": [1,
"policy_rules_v6": []
}
1
"request_id": "938ea2bba48836a429c741bd6f7627a4"
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4.1.3.3 &if] VPN i%#E - QueryVPNConnection

ThEEN 4R
RIEIERZID, EEEERIVPNIEENSH.
ER7S
B AMEIEAPI,
U ES
S EZPREAPIERIR, WMRERKS FRIIAMBFERZEEIAPI, ZIAMARE
BEARAPIETEAISIR
o NRFEAABESRIEIFIN, BMMURERIES AR
o WREABSHRIBEN, FEZWNTEDREBIR,
R g | JIREE | SR Bl& RERAISAR
| (*Hws 17
M)
vpn:ivpnCon | read vpnGatew | e g:Enterpri | - e vpc:publi
nections:get ays seProjectl clps:get
d e vpc:publi
e g:Resource clps:list
Tag/<tag- e vpcband
key> widths:lis
customer | g:ResourceTa t
Gateways | g/<tag-key> e eriinstanc
es:list
vpnConne | e g:Enterpri e erinstanc
ctions ZeProjectI es;get
e vpcvpcs:l
e g:Resource ist
Tag/<tag-
key> ® VpCvpcs:
get
e vpc:subn
ets:get
URI
GET /v5/{project_id}/vpn-connection/{vpn_connection_id}
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& 4-153 S#4%0A
2R ESid] =EY | ke
iE
project_id String 2 IREID, aILABIdIREER B IDFRERE
ID,
vpn_connectio | String = VPNEHEID,
n_id
BKiEE

AGEHER

5B

GET https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}

Ve

IREYAZSAS S 200: successful operations

% 4-154 R Body 2#31%

=T St 1k
vpn_connectio | ResponseVpn | vpn_connectionX$& .
n Connection
object
request_id String B3KID,
& 4-155 ResponseVpnConnection
B - Sl iR
id String o INREIHER: VPNIEEZID,
e #&z{: 36fZUUID,
name String o IPELIHER: VPNIEIEZZR,

o HUESBE: 1-641MFFF, IFHF.
NFH. 3 (\ude00 - \udfas5) .
(FRIZ) « - (FRIZE) . . (=)

S
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B

St

ik

status

String

o INBEIRER: VPNIEREIRZ,

o BUETCHE:
ERROR: B,
ACTIVE: IEE.
DOWN: FRiEE,
PENDING_CREATE: Glgd.
PENDING_UPDATE: &,
PENDING_DELETE: fip&h.,
FREEZED: &&Eh,
UNKNOWN: &1,

vgw_id

String

o INAESHAR: VPNRIXID,
e HZ: 36{UUID,

vgw_ip

String

o IPAEEIRAA: VPNPREEIPHIIDEIZNFA
P,

o 1&Z: 36{UUIDELR DTt HlIPvAlt
ft (40192.168.45.7 )

style

String

o INEEIRER: ERHAER,
o HUEEHE:
POLICY: SRESER .
STATIC: E#SE8 IR,
BGP: bgpEHED .
POLICY-TEMPLATE: SEREHEHRIER .

cgw_id

String

o INRERAA: XFimMIXKID.
o &= 36{IUUID,

peer_subnets

Array of String

IPvAXSimFR . =9VPNRIKRYKEET
ERF Bstyle=FE&IBGPTEPOLICY. BEVPN
KA PEMY AR AN S 91 PVERT AR [E] o

peer_subnets_v
6

Array of String

IPVERTIHFM o VPNRIXAIXKERETC A
ERF Bstyle==E&IBGPTEPOLICY. TEVPN
MR PEMY AR AN S 79I PVART AR [E] o

tunnel_local_a
ddress

String

BAEX TR EEVPNM X Fagtunnelis
Otk , (N HstyleISTATICEBGPRIE
o

tunnel_peer_a
ddress

String

EEE FEEERFPMZE _EAStunnel
EOMNE, (NZstyle ASTATICEXBGPRTE
o
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B 281 fiR
enable_nga Boolean o IfEEIRAA: FFENQAIGN, {NZstyle)y
STATICH}IR[E],
o EYESEE: true, false,
enable_hub Boolean o INEEEE: AEDEEK. (XSstyley
BGPHETIR[E],
o EYESEE: true, false,
policy_rules Array of IPVASREEAEICRISRESHINIEE . (N Hstyles
PolicyRule POLICY HVPNRMI XA PHMY AR AS J91Pv4
objects AR [BISEFRAVSRREARNIZE .
policy_rules_v6 | Array of IPV6IREEAETCRIRESHIMILE . (N Hstyles
PolicyRule POLICY BVPN®FEHIIPHMYARA S AIPVE
objects AR [BISEFRAVSRREARNIZE .
ikepolicy IkePolicy ikeZREEXTIR o
object
ipsecpolicy IpsecPolicy ipsecREENTSR
object
created_at String o GIEATIE],
o UTCHIEWEZN: yyyy-MM-
ddTHH:mm:ss.5552,
updated_at String o HRfg—IXEFATE,
o UTCHIEWER: yyy-MM-
ddTHH:mm:ss.5552,
enterprise_proj | String o IpAEIHAR: (™WIRAID,
ect id o 1&zL: 36fIUUID, Svgw_idFTkRA
VPNRFEA9R AL IR E ID—E .
connection_mo | String o INAEIRAR: VPNIEREWAIZID, {XZVPN
nitor_id EE T elEe TR IEErRE,
o 1&x(: 36{ZUUID,
ha_role String o INAEIHAR: FHEREXVPNMETROEE
BF, 'master®TREERE, 'slave'®RE
ERE . WEED THEREha_role# 2
'master’,
o ZXAE: master,
psk String ThEEwBe: =R
tags Array of IR,
VpnResourceT
ag objects
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APl &% 4 API
E= i) fihik
bgp_peer BgpPeer BGPPEEE .
object
2% 4-156 PolicyRule
E= i) ik
rule_index Integer o IfgtiRER: #MMID,
o EYEEE: 0-50,
o I ZFROEZRERRE, BINARERS
MR, BNAEFERZFER.
source String TEHBIEIES o
destination Array of String | BRIIBIUEMIES . EENIPVARIERAS R :
192.168.52.0/24 , BB NPVEMERIE TN/
f5l: 16af:cacc:1097::/48, & PolicyRule
BRZIREI501,

2 4-157 IkePolicy

2R il R
ike_version String o INASIHAR: IKERRAS,

e BUESBE: V1, Vv2,

phase1_negoti | String
ation_mode

o INEEIHAR: tHFSIETC. (NHIKERRZA AV
FHRE],

o HUEEE:
main: £EX, hEEELZEMES.
aggressive: FFERiEZ(, HEHLEREND
Gl AUESSE

authentication | String
_algorithm

o INAEEIRAR: IANEEE,
o BYESEE: sha2-512, sha2-384,
sha2-256, shal, md5, sm3,

encryption_alg | String
orithm

o INEEWRAEA: IMNEEIE.

o HYESEBHE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des, sm4,
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AP &%

4 API

B

ik

dh_group

o INEEHRAA: SE—BNEREIHAHR(EARIDH
28, LHVPNM*EflavorAIGMATAIR(T],
o HYESBE: groupl, group2,
group5, group14, group15,
group16, group19, group20,
group21,

authentication
_method

String

o IfREIRAR: iketPEIBIHVIANIESS IR,

o HUESEHE:
pre-share: FRHZEH.

digital-envelope-v2: EZE#HF=1,

lifetime_secon
ds

Integer

o INEENEE: FRSANEGFEE, HizdE
FREIEBERISIKE SABBhEH.

o EYETGHE: 60-604800, Ffi: .

local_id_type

String

o INREIREA: ZANUHIDZEERY, VPN
flavor AGMAEFAIR[E]

o EUEEHE:
- ip: IPZEEY,

local_id

String

ANigID, Hlocal_id_typegiphtiR[EEIE,
EHVPNIEEZIEENRIRID, tNRFKE
ENREVPNERZFRERERIVPNRIXIP; =
local_id_type AfqdntiR[E GRS B
VPNIERZRHEERIAIRID

HVPNRIXESflavor IGMATARIR[E]

peer_id_type

String

o IHREINBE: XHmIDZEEY, HVPNRIX
flavorAGMASAIR([E] o

o BUESEHE:

- ip: IPZEEY

peer_id

String

XtimID, Hpeer_id_typegipAhiREI B,
EHVPNEZIHEERINSIRID, SNRKIE
ENLRERTHMERIIP; Kpeer_id_types
fqdnBTIR Bl 8IS E#VPNIERZITIE ERY
XFiwlID o

VPN Eflavor AGMBTARIRE] .

dpd

Dpd object

PUEHYNEIET ol PO E 8
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2= 4-158 Dpd
2R i) Rk
timeout Integer o INEEIRER: WEARFEERNIESEEE
b o
o BYETHE: 2-60, Efy: ¥,
interval Integer o INEEINHAR: XIEMATF BN HATE,
o HUESEE: 10-3600, Eafi: b,
msg String o INEEIHAR: XWEFEMARFTENIRSAE .
o EUEEH:
seq-hash-notify: $8EDPDIRZFAIE;
fFliEFE=hash-notify
seq-notify-hash: 1§xEDPDIRHFHIZ:
fFlREEnotify-hash,

2R 4-159 IpsecPolicy

B

et

ik

authentication
_algorithm

String

o INBEEIRAR: TNEEXE,
o HYETGE: sha2-512, sha2-384,
sha2-256, shal, md5, sm3,

encryption_alg
orithm

String

o INEEIRER: INEEX.

o HUESEE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des, sm4,

pfs

String

o INEEIAA: PFS{EFERYDHEREHEAE, X
VPN XflavorAGMBFARIER[E]

o HUESEE: groupl, group2,
group5, groupl14, group15,
group16, group19, group20,
group21, disable,

transform_prot
ocol

String

o INEEIHAR: EithN.
o EVEEBHE:
esp: FELZEMN.

lifetime_secon
ds

Integer

o IfREIRAR: FECEIPSecEEREIAIME
BLARSE & ERIEFEHA

o EVESGHE: 30-604800, Eafii: .

encapsulation_
mode

String

o INAGIRER: IREEER
o EVEEHE:
tunnel: BEEE,
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& 4-160 VpnResourceTag
AR it ik

key String o INBEIRER: FREHIHE.

o EUETE: 1-1281M=FFF, ZIFHZE.
BYFE, P, BMFE. #EiE T
1&, LIRIATFFR: _=+-@,

value String o INEEIHAER: FREAYE.

o HUESBE: 0-2551=F%F, XiS¥=F.
B FH., P, ERFE. #EiE. =
18, URUTFR: _=+-@,

V.

2 4-161 BgpPeer

E= £ =il R

peer_ip_addres | String BGPLRFE Lt .

s

peer_asn Integer BGPARERIBGPEAIHRS -

state String BEIRE

state_duration | String TS EERTE)

num_received_ | Integer EWEIRIIEEE .

routes

num_message | Integer EWEIREEE

_received

num_message | Integer BRIXAEEE .
sent

LI v =271
{

"vpn_connection": {

"id": "98c5af8a-demo-a8df-va86-ae2280a6f4c3",
"name": "vpn-1655",
"status": "DOWN",
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0eb0bde",
"style": "POLICY",
"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": ["192.168.0.0/24"],
"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"policy_rules": [{

"rule_index": 1,

"source": "10.0.0.0/24",

"destination": [

"192.168.0.0/24"

1
1,
"ikepolicy": {

"ike_version": "v2",
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"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",

"local_id": "10.%** *** 134",
"peer_id_type": "ip",

"peer_id": "88.*** *** 164",

"dpd": {
"timeout": 15,
"interval": 30,
"msg": "seg-hash-notify"
}
1
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
}

"created_at": "2025-06-26T13:41:34.626Z",
"updated_at": "2025-06-26T13:41:34.626Z",
"enterprise_project_id": "0",
"ha_role":"master",

"tags": [1,

"policy_rules_v6": [],

"bgp_peer": {

"peer_ip_address": "169.254.173.1",
"peer_asn": 64516,

"state": "established",

"state_duration": "3d01h34m24s",
"num_received_routes": 5,
"num_message_received": 15541,
"num_message_sent": 15516

B

h
"request_id": "f91082d4-6d49-479c-ad1d-4e552a9f5cae"
}
RS
B2 MA.2,

4.1.3.4 &if VPN iE3#Z513 - QueryVPNConnections

TRES MR
BVPNIERFIE.
BRTSE

52 WAeEEFAPI,

BRRER

IKSESEFMBAPIRIERXR, WMRERWKS TRIAMBFIERSRIAP, ZIAMAFE
BH&EEAFAPIERFAINR

o WMREAABSRIEREN, BENIRERES IAPRMZNIT.
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o IMNREMBMHRIKRIN, FESUTEORIEIR,

R B | BRER | KR Bl& RRRIIEAR
il (*Jus 17
M)
vpn:ivpnCon | list vpnConne | - - -
nections:list ctions

URI
GET /v5/{project_id}/vpn-connection
Z 4-162 U5 EH
ZR it =aY | %A
i%
project_id String 2 IREID, aILABIdIREERE IDFREVRE
ID.
% 4-163 i53K Query 2%31%&
ZR i) =RW | it
i%
vgw_ip String S VPNRIKEIPRIIDEIZNFARIP
vgw_id String S VPNRIXID,
enterprise_pr | Array B AIRBID,
oject_id
limit Integer & o INEEIEA: HINEARIEIIRERYIC
e EY&EBRE: 0-2000,
e FIAE: 2000,
marker String B o INEEINHAR: EAARRAEEIARCHL,
A= AEFE—R . Ei A
markera] LURHE = —Im A9
page_infoXJ&HfInext_markeri&
5,
o ZYR: WmSlimit—ie(ER .
IBREE

o BKB¥

o
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NG Rz =

[ERRES]

a. EiEfBVPNIEE,
GET https://{Endpoint}/v5/{project_id}/vpn-connection

b. fg§EvgwW_ipEifVPNIERE,
GET https://{Endpoint}/v5/{project_id}/vpn-connection?
vgw_ip={vgw_ip}&limit={limit}&marker={marker}

c. IEEVPNMXLAIEIGVPNER,
GET https://{Endpoint}/v5/{project_id}/vpn-connection?
vgw_id={vgw_id}&limit={limit}&marker={marker}

) VE=24

IREMRZSRS S 200: successful operation

% 4-164 U Body 2#5I%

2R it R
vpn_connectio | Array of vpn_connection{J& .
ns ResponseVpn
Connection
objects
page_info Pagelnfo DER.
object
request_id String BKID,
total_count Long R TERRE,
2R 4-165 ResponseVpnConnection
B i R
id String o INAEIKAA: VPNIEREID,
o #&x(: 36fZUUID,
name String o INBEINAR: VPNEZEZIR,

o EUESEE: 1-641MFRF, XiFH=. =
X=FE, $3 (\ud4e00 - \u9fa5) . _

(FRIEL) « - (hRIE) . (=) o
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B

ESid)

%

status

String

o INEEIRAR: VPNERSIKE.

o HUESBHL:
ERROR: J&,

ACTIVE: IEE.

DOWN: K&,
PENDING_CREATE: Blgd,
PENDING_UPDATE: &E#h,
PENDING_DELETE: &,
FREEZED: &&EH,
UNKNOWN: %1,

vgw_id

String

e INALSIHAA: VPNRIXID,
o &= 36{UUID,

vgw_ip

String

o INAEIRAA: VPNPEEIPHYIDIIEAFA
WIPO

o H&Z: 36 UUIDE = TidHIPvALt:
it (40192.168.45.7 ) &

style

String

o INREIREA: EEER.
o HUESEE:
POLICY: ZRHgE=
STATIC: g SE8HIETC,
BGP: bgpiEHtE .
POLICY-TEMPLATE: $R&IERIER .

cgw_id

String

o INREIAR: RHRMIKID,
o &z 36fZUUID,

peer_subnets

Array of String

IPVASTim T . ZHVPNRIKAIKEMET 9
ERH Bstyle=FE&IBGPTZ{,POLICY. TZ{VPN
K BYIPHMY R A S 91PVERT AIR(E]

peer_subnets_v
6

Array of String

IPVERTURFM . 2VPNRIKAIXERET S
ERH B style==EZIBGPZ{,POLICY. VPN
I K RYIPHMY AR AN S /91 PvART AR [E]

tunnel_local_a
ddress

String

BAEX TR EEVPNM X _EaTtunnelis
Otk , N ZstyleISTATICEBGPRTHE
;‘Q o

tunnel_peer_a
ddress

String

BAEX TEREEEAPMIEE EAtunnel
EOMNE, NZstyle ASTATICEXBGPRTE
Bo
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E= £ =il 1k
enable_nqga Boolean o INAEIRER: FFENQAIEI, {XZstyle)s
STATICEHIR[E],
o BUESEE: true, false,
enable_hub Boolean o INREEIRER: FEHNSIEEL, (Xstylesy
BGPRJIR[E],
o EYEBHE: true, false,
policy_rules Array of IPVASREIR TV AUSRREHINIEE . (X Hstyley
PolicyRule POLICY HVPNR®I XA IPHMY AR A S J91Pv4
objects AR [EISCRRAYSREEHMAE
policy_rules_v6 | Array of IPVESRASIEIVHISRESIRMIZE . (N styles
PolicyRule POLICYEVPNRIFEHIIPHMYARA S AIPVE
objects AR [EISCRRAY SRR HRMAE .
ikepolicy IkePolicy ike REEITR o
object
ipsecpolicy IpsecPolicy ipsecEREEXTSR .
object
created_at String o GIZEATE .
o UTCHJIEIEIN: yyyy-MM-
ddTHH:mm.ss.S552,
updated_at String o EfE—IXEHATE,
o UTCHIEIEIN: yyyy-MM-
ddTHH:mm:ss.5552,
enterprise_proj | String o IfBEIHAR: WIRBID,
ectid o #&3L: 36(IUUID, Svgw_idFFARiR
VPNRIZKAIEIIRE ID—2 .
connection_mo | String o INAEIHAR: VPNIERZISIEID, (NHVPN
nitor_id EE TR EERERE,
e #&=\: 36MIUUID,
ha_role String o INEEIHAR: FH/ELVPNMETAYIER:
BY, 'master'ZF R FiERE, 'slave'®RE
ER . WEEIL THEREha_role#f2
'master’,
o ZXIAE: master,
psk String TheeiBe: =R,
tags Array of FrEEYIE
VpnResourceT
ag objects
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B E-Sid) fiiA
bgp_peer BgpPeer BGPEER -
object

2% 4-166 PolicyRule
B it fiA
rule_index Integer o IfgtiRER: #MMID,

o HYEEE: 0-50,

o I ZFRELZEF, BINAREBRS

M, BNAEERZFR.

source String TEHBIEIES o
destination Array of String | BRIIBIUEMIES . EENIPVARIERAS R :

192.168.52.0/24 , BB NPVEMERIE TN/
f5l: 16af:cacc:1097::/48, & PolicyRule
BRZIREI501,

2 4-167 IkePolicy

orithm

B E-Jid] R
ike_version String o INAELINAR: IKERRAS,
o EUESEE: V1, V2,
phase1_negoti | String o INRGIRAR: WHEIER. (NHIKERRA VI
ation_mode AfiR[E],
o EUETHE:
- main: F&E=, S iEZEM
o
- aggressive: FFEEEL, thEHRIER
ERINES.
authentication | String o INEGIRER: TAIEEE,
—algorithm o HVESBE: sha2-512, sha2-384,
sha2-256, shal, md5, sm3,
encryption_alg | String o IHAGINRAR: INZEX,

o HYESBE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des, sm4,
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B

fifik

dh_group

o INEEIRAA: SE—RNEREIAHA(ERRIDH
fH, HVPNMXflavorAGMETAIRE] .
o HYESEE: groupl, group2,
group5, groupl14, group15,
group16, group19, group20,
group21,

authentication
_method

String

o INEEWER: ikethESRTASIANIES &

o EVEBHE:
pre-share: FRHZ4H,
digital-envelope-v2: EZ#F(=.

lifetime_secon
ds

Integer

o INEEIAR: FRSAEEREER, Hiz&E
FEHBABAY IS IKE SASBIEH .

o HYESGE]: 60-604800, Baf: #b,

local_id_type

String

o INAEIRAA: ZANUHIDZERY, LVPNRIE
flavor AGMAEFANIR[E]

o HUEEHE:

- ip: IPZEEL,

local_id

String

AigID, Hlocal_id_typegiphtiR[E G2,
EHVPNIERZITEERIAIRID, WNRKE
ENIREIVPNIEEFERRIVPNRIXIP; =4
local_id_typeafqdnRTiR[EIEIZE T EHTVPN
EEAEERIARLHID o

VPN EflavorAGMBT RIR[E] ,

peer_id_type

String

o INAEEMAE: XFimIDAERY, LVPNRIRX
flavor sGMAESARIR[E],
o EUETHE:

- ip: IPZEEY

peer_id

String

XHimID, Hpeer_id_typegiphtiREI BT,
EHVPNIERZIHEERIXTIRID, WNRKE
ENIREFTHRFERIP; Zpeer_id_typels
fqdnATiR Bl B S, E T VPNIERZAT IS ERY
XFumID o
HVPNm*flavorIGMATAIR(E]

dpd

Dpd object

MFRFERNIIR
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2= 4-168 Dpd
2R i) Rk
timeout Integer o INEEIRER: WEARFEERNIESEEE
b o
o BYETHE: 2-60, Efy: ¥,
interval Integer o INEEINHAR: XIEMATF BN HATE,
o HUESEE: 10-3600, Eafi: b,
msg String o INEEIHAR: XWEFEMARFTENIRSAE .
o EUEEH:
seq-hash-notify: $8EDPDIRZFAIE;
fFliEFE=hash-notify
seq-notify-hash: 1§xEDPDIRHFHIZ:
fFlREEnotify-hash,

2R 4-169 IpsecPolicy

B

et

ik

authentication
_algorithm

String

o INBEEIRAR: TNEEXE,
o HYETGE: sha2-512, sha2-384,
sha2-256, shal, md5, sm3,

encryption_alg
orithm

String

o INEEIRER: INEEX.

o HUESEE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des, sm4,

pfs

String

o INEEIAA: PFS{EFERYDHEREHEAE, X
VPN XflavorAGMBFARIER[E]

o HUESEE: groupl, group2,
group5, groupl14, group15,
group16, group19, group20,
group21, disable,

transform_prot
ocol

String

o INEEIHAR: EithN.
o EVEEBHE:
esp: FELZEMN.

lifetime_secon
ds

Integer

o IfREIRAR: FECEIPSecEEREIAIME
BLARSE & ERIEFEHA

o EVESGHE: 30-604800, Eafii: .

encapsulation_
mode

String

o INAGIRER: IREEER
o EVEEHE:
tunnel: BEEE,
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& 4-170 VpnResourceTag

BR xE fiiju
key String o INREIRAR: FREATHE.

o EUEEHE: 1-1281M=FF, IFHF.
BNFE, P, BRFE. @5 =
*gy LJ&D/{-F?fg _-::+'@o

value String o INEEIREE: REHIE.

o EUEEE: 0-2551FfFF, M=,
BEYFH, fX. mARFE. G5 T
1%, URUTER: _=+@,

.

& 4-171 BgpPeer

B 2] R

peer_ip_addres | String BGPERFE it .

s

peer_asn Integer BGPABERIBGPE &g mS -

state String BERZE.

state_duration | String AR

num_received_ | Integer EUREIRIEEEE .

routes

num_message | Integer EREIRYEESE .

_received

num_message | Integer EREEEH
sent

= 4-172 Pagelnfo

B -5t R

next_marker String T—mHmarker, {EXE—XEGNNH
BRE— 1 EIERCIERE,

current_count | Integer L ERPRRHE ., S/NTFEIHEKRE
ABIlimitNFRRE&E—R.

o [BRZHFA
a. EEFTEVPNIERHIIMAT
{

"vpn_connections": [{
"id": "228a68f0-demo-a8df-va86-a9919a3ea3de",

|||||
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"status": "DOWN",
"vgw_id": "ba90819b-demo-a8df-va86-3a01622856a5",
"vgw_ip": "3ea3b006-demo-a8df-va86-ae180ae07885",
"style": "STATIC",
"cgw_id": "537d9c26-demo-a8df-va86-99364a410f00",
"peer_subnets": [
"192.168.1.0/24"
1
"tunnel_local_address": "169.254.149.2/30",
"tunnel_peer_address": "169.254.149.1/30",
"enable_nga": true,
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm™: "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "10.1.1.216",
"peer_id_type": "ip",
"peer_id": "10.0.1.67",
"dpd": {
"timeout": 15,
"interval": 30,
"msg": "seg-hash-notify"
}
b
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
by
"created_at": "2025-06-11T13:59:59.633Z",
"updated_at": "2025-06-11T13:59:59.633Z",
"enterprise_project_id": "0"
b
{
"id": "a4df33ca-demo-a8df-va86-410a7dd6973f",
"name": "vpn-15ea",
"status": "DOWN",
"vgw_id": "02217fb1-demo-a8df-va86-806ea291a8f2",
"vgw_ip": "f5acac2c-demo-a8df-va86-72b819a5f525",
"style": "POLICY",
"cgw_id": "10a4496f-demo-a8df-va86-7510f4b2af33",
"tunnel_local_address": "169.254.77.169/30",
"tunnel_peer_address": "169.254.77.170/30",
"policy_rules": [{
"source": "10.0.0.0/24",
"destination": [
"192.168.44.0/24"
1
1,
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm™: "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 3600,
"local_id_type": "ip",
"local_id": "88.*** *** 167",
"peer_id_type": "ip",
"peer_id": "10.x***** 21",
"dpd": {
"interval": 30,
SCHEhRZAS 01 (2026-04-24) RN © LARABIRAE 185



FEILE M4
AP &%

4 API

b.

"timeout": 15,
"msg": "seg-hash-notify"
}
by
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm™: "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
by
"created_at": "2022-06-09T07:24:27.674Z",
"updated_at": "2022-06-09T07:24:27.674Z",
"enterprise_project_id": "0",
"ha_role":"master"
}
1,
"page_info": {
"next_marker": "2025-06-09T07:24:27.674Z",
"current_count": 2
1
"request_id": "1d94a4e8-fdc2-7bfd-943e-19bfadb234ac",
"total_count": 2

}
1BEvVgW_ipEiaVPNIEZAIIMAL
{

"vpn_connections": [

{

"id": "8fa335dd-demo-a8df-va86-78bb55a8bb04",

"name": "vpn-2acd",

"status": "DOWN",

"vgw_id": "02217fb1-demo-a8df-va86-806ea291a8f2",

"vgw_ip": "f5acac2c-demo-a8df-va86-72b819a5f525",

"style": "STATIC",

"cgw_id": "eba04567-demo-a8df-va86-5b0352f89af0",

"peer_subnets": [

"192.168.44.0/24"

1
"tunnel_local_address": "169.254.58.225/30",
"tunnel_peer_address": "169.254.58.226/30",
"enable_nga": false,

"ikepolicy": {

"ike_version": "v2",

"authentication_algorithm": "sha2-256",

"encryption_algorithm": "aes-128",

"dh_group": "group15",

"authentication_method": "pre-share",

"lifetime_seconds": 3600,

"local_id_type": "ip",

"local_id": "88.*** *** 167",

"peer_id_type": "ip",

"peer_id": "10.x** *** Q"

"dpd": {

"timeout": 15,
"interval": 30,
"msg": "seg-hash-notify"

}

b
"ipsecpolicy": {

"authentication_algorithm": "sha2-256",

"encryption_algorithm": "aes-128",

"pfs": "group15",

"transform_protocol": "esp",

"lifetime_seconds": 3600,

"encapsulation_mode": "tunnel"

b
"created_at": "2025-06-11T14:24:25.115Z",
"updated_at": "2025-06-11T14:24:25.115Z",
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}

{

"enterprise_project_id": "0"

"id": "a4df33ca-demo-a8df-va86-410a7dd6973f",
"name": "vpn-15ea",

"status": "DOWN",

"vgw_id": "02217fb1-demo-a8df-va86-806ea291a8f2",
"vgw_ip": "f5acac2c-demo-a8df-va86-72b819a5f525",
"style": "POLICY",

"cgw_id": "10a4496f-demo-a8df-va86-7510f4b2af33",
"tunnel_local_address": "169.254.77.169/30",
"tunnel_peer_address": "169.254.77.170/30",
"policy_rules": [

"source": "10.0.0.0/24",
"destination": [
"192.168.44.0/24"
1
}
1
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm™: "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 3600,
"local_id_type": "ip",
"local_id": "88.*** *** 167",
"peer_id_type": "ip",
"peer_id": "10.x***** 21",
"dpd": {
"interval": 30,
"timeout": 15,
"msg": "seg-hash-notify"
}

by
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
b
"created_at": "2025-06-11T13:59:59.633Z",
"updated_at": "2025-06-11T13:59:59.633Z",
"enterprise_project_id": "0",
"ha_role":"master"
}
1,
"page_info": {
"next_marker": "2025-06-11T13:59:59.633Z",
"current_count": 2
1
"request_id": "1d94a4e8-fdc2-7bfd-943e-19bfadb234ac",
"total_count": 12

5E VPN FSLAIE1EVPNIEZAINE R

"vpn_connections": [

"id": "8fa335dd-demo-a8df-va86-78bb55a8bb04",
"name": "vpn-2acd",

"status": "DOWN",

"vgw_id": "02217fb1-demo-a8df-va86-806ea291a8f2",
"vgw_ip": "f5acac2c-demo-a8df-va86-72b819a5f525",
"style": "STATIC",

"cgw_id": "eba04567-demo-a8df-va86-5b0352f89af0",
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"peer_subnets": [
"192.168.44.0/24"
1
"tunnel_local_address": "169.254.58.225/30",
"tunnel_peer_address": "169.254.58.226/30",
"enable_nga": false,
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm™: "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 3600,
"local_id_type": "ip",
"local_id": "88.*** *** 167",
"peer_id_type": "ip",
"peer_id": "10.}** *** Q"
"dpd": {
"timeout": 15,
"interval": 30,
"msg": "seg-hash-notify"
}
b
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
by
"created_at": "2025-06-11T14:24:25.115Z",
"updated_at": "2025-06-11T14:24:25.115Z",
"enterprise_project_id": "0",
"ha_role":"master"

"id": "a4df33ca-demo-a8df-va86-410a7dd6973f",
"name": "vpn-15ea",

"status": "DOWN",

"vgw_id": "02217fb1-demo-a8df-va86-806ea291a8f2",
"vgw_ip": "f5acac2c-demo-a8df-va86-72b819a5f525",
"style": "POLICY",

"cgw_id": "10a4496f-demo-a8df-va86-7510f4b2af33",
"tunnel_local_address": "169.254.77.169/30",
"tunnel_peer_address": "169.254.77.170/30",
"policy_rules": [

"source": "10.0.0.0/24",
"destination": [
"192.168.44.0/24"

1

}
1
"ikepolicy": {

"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm™: "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 3600,
"local_id_type": "ip",
"local_id": "88.*** *** 167",
"peer_id_type": "ip",
"peer_id": "10.** *** 21",
"dpd": {

"interval": 30,

"timeout": 15,

"msg": "seg-hash-notify"
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}
U
"ipsecpolicy": {

"authentication_algorithm": "sha2-256",

"encryption_algorithm™: "aes-128",

B
"created_at": "2025-06-11T13:59:59.633Z",

"updated_at": "2025-06-11T13:59:59.633Z",
"enterprise_project_id": "0",

}
1,
"page_info": {

"current_count": 2

}

"total_count": 12

}

N

=3
=]

N
=

A2,

=

4.1.3.5 &5 VPN i&E#Z - UpdateVPNConnection

INRENM A

IRIBIERID, EHEEMVPNERIISH
EASE

B2 MAHTERAPI
ERUER

"request_id": "1d94a4e8-fdc2-7bfd-943e-19bfadb234ac",

w=EEEAPIRYERSIR, WNRERAKS FRIAMBFERZHEIAP, 1ZIAMBRE

B&ARBAPIFRFEIIR .

o WMREAABSRIEEN, BAENIRERES IAPRMZINIR.
o MREMABMHRIGEIN, FESUTEDRIEIR,

R Bk | JEER | F4R Bl& ARIAYIRAN
il (¥ IR
M)

vpn:vpnCon | write vpnGatew | e g:Enterpri | - vpc:routeTa
nections:upd ays seProjectl bles:update
ate d

e (g:Resource

Tag/<tag-

key>
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FEE FAIES

APl &% 4 API
AR DR | WIREE | R4 il ARIREIIRAR
il /(ﬁ *)73% I

customer | g:ResourceTa
Gateways | g/<tag-key>

vpnConne | e g:Enterpri
ctions seProjectl
d

e g:Resource
Tag/<tag-
key>

URI
PUT /v5/{project_id}/vpn-connection/{vpn_connection_id}
£ 4-173 2E1KA
2R ESid] =5Y | kA
ik
project_id String = IREID, aILABIIIkEIE IDZRERE
ID,
vpn_connectio | String = VPNIEZID,
n_id
=R =15

o IBRBY

% 4-174 EKksH

B E- Sl =R | it
i%
vpn_connecti | UpdateVpn | & vpn_connection{J& ,
on Connection
RequestBod
yContent
object
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Z 4-175 UpdateVpnConnectionRequestBodyContent

B

RE

=AY

ik

name

String

oy | §f

IHAEIAE: VPNIEESHR,
EUESEE: 1-641MFF, iFH
F. BYFHE. $3Z (\ude0O -
\udfa5) . _ (X&) . - (hkl
%)..(H).

cgw_id

String

iy

TNREIAR: XFiRMIKID
£J3R: 36fZUUID,

peer_subnets

Array of
String

iy

IHAGHAR: IPVAXT ISR o

2R

- IPHMYERAS AIPVERTAIE;
VPN XA XEREDR HerB
style==E& ApolicysibgpAtA

- ERSOMERRVPCIREMER, F
BEVE AT im—F00, f5I%n:
100.64.0.0/10.
100.64.0.0/12, 214.0.0.0/8,
A ElregionHYFREMNERAE,
SCRMER L console BRI
WERZEE(FEFH100.64.0.0/108%
100.64.0.0/12, SRz TEEH
Bo

- BYNVPNEERSES50M
i o

peer_subnets
V6

Array of
String

oy

INESIHAE: IPVEXTiHF M .

49k

- IPMYARAS AIPVARTAIE;
VPNRKRYKB & oerB
style==E& ApolicysibgpAtA

- BYVPNEERZSIESS50MY
U o
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2R it} ZEA/Y | ik
ik
tunnel_local_ | String & o INREIHRER: RAEXX TEEHEVPN
address W% _ER9tunneliZOtht . H1a0:
169.254.76.1/30,
o Z9TR:

BiI16{%ME169.254, FRE(HF

169.254.195.xxX

RS KEMNIRZE30, P

tunnel_peer_addresstEE—>30

ISEE .

MBS M EZHRAY AL .
tunnel_peer_ | String B o INREIRAR: BREAEX TEEERP
address Mg & _ER9tunnedZ Otk . )

W: 169.254.76.1/30,

o #ATR:

B 16{ME169.254, FRE(HF

169.254.195.xxx

RS RKEVIRE30, HAF

tunnel_local_addressfE[E—1 30

BISEE .

MBS M EZHRAYFEA LI .
enable_hub | Boolean B o INBEEIHAR: FEHXHEL,

o HYUESEE: true, false,
o ZHAE: false,
o ZJ5R: YstyleHBGPRHES, &N
~E,
psk String B o INEEIHER: FAXZZREH, ikehRAK

Fv2hY, RIERZFEARER.

LVPNRIFEHIflavorIGMAT, psk

AZEFEH

o ZUTR: 8-1281MFFF, HEeBAK

B5x8. N\NEXFE. HFFKRFE

F(~@#$%N*()-_+={ },./;) BED

BE MR =F,
policy_rules | Array of & INEEIREA: IPVASRESIRTUAYSRRS N

PolicyRule 4,

object 4R RBEESM, Xstyley
policy BVPNRIKATIPHMYIRA S5
IPVARTIES .
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B E- St =AW | it
i%
policy_rules_ | Array of & TNgEBA: IPVERERIETUAISRAS LY
v6 PolicyRule A,
object 2R RBES5T, (Xstyley
policy BVPNRIKHIIPIY IR A S /9
IPVERTIES .
ikepolicy UpdatelkeP | & ikeSREEXTSR o
olicy object
ipsecpolicy Updatelpsec | & ipsecTRAEITSR
Policy object
%< 4-176 PolicyRule
=1 it =AY | ik
%
rule_index Integer B e IpEEBA: MWD,
o EUEBE: 0-50,
o I ZFREKRER, BINRARRE
AU, BNAEERZF
2o
source String B o INAEIHAR: JEHBUEER, MER
IPv4/IPvetETLFE S5 VPNIRIKAIIPH
WhRASPILAL .
o ZUSR: FBeSHAEPolicyRule FRY
sourcefg[E] .
destination | Array of B o INASIHAR: BRYHELEMES, MER
String IPv4/IPVeAETLEE 5 VPN R ZAYIPH
WhRASILAL .
BN PvA R EAE TN -
192.168.52.0/24,
BN IPVvER) ER ST~
16af.cacc:1097::/48,
o #%R: G PolicyRulefzZIEE50
PAS
o
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%= 4-177 UpdatelkePolicy

B

#a

B | R

ike_version

String

IHESHAR: IKERRAS,
EESEE:

- HVPNMERIflavorBc B IGM
B4, BUESEE VI,

- Hftp=TEEEE VI,

V2,
EOANME:

- HVPNMERIflavorBc B RIGM
Bt, BRIAMESVI,

- HfttinsT, BOMESV2,

phase1_nego
tiation_mod
e

iy

String

Inaeisien: e,
EYBESCH:

VPN EHIflavorBit & IGM
B, BYESEEImain,
Hithin= FEESEE Jamain,
aggressive,

main: FiER, thadieeelt
= o

aggressive: B¥ESiR=(, WIEFHUE
BihEmRINES.

95K ikehRZA V2T ARELLF
B¢, IKERRASVIETERL

authenticati
on_algorith
m

N

String

IHREIRAR: INEEX, 1BEUZFER
E%E%SATJ}F%—MEQ%%EE
EESCH:

- HVPNREEflavorBicEIGM
AY, BUESEE9sm3,

- Hittp=TFEECEN
sha2-512, sha2-384,
sha2-256, shal, md5,

Hreh, shalfimdsZ MBI, 5
'LE\-}EHo
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B S =AY | ik
i
encryption_a | String & o INRENAA: MIEEX. BGZFR
lgorithm RRBESFSANE—MERENEE
o

o HEUESEE:
HVPNRIEHflavorBic & IGM
AY, BUESEBEIsM4,

Hitnip = TEUESEE ~aes-256-
gcm-16, aes-128-gcm-16,
aes-256, aes-192, aes-128,
3des,

Hrh, 3des, aes-128,
aes-192, aes-256F MK, 15
=128

o IfREIRER: P EREARIRER
BIDHAE, EizFREFESF
BA—MERENEER.
ZHVPNMXHIflavorEE B HGM
B, ZFREEEL

o HYESBHE: groupl, group2,
group5, group14, group15,
group16, group19, group20,
group21,

Hrh, groupl, group2,
group5, groupl4ZeHRIE, 15
18R,

lifetime_seco | Integer IHESIHAR: ETRSAREFEHED,

nds iz 17 EHABRTEIKE SASEIh
Eifr. BT RERESME—
M ERBEE .

o HYESEE: 60-604800, EBfi:
*d\o

o INEEIAR: ZKimIDZEE!
VPN EHflavorfe & IGM
BY, Z=FEREEEN,

o EYESBHE:

- ip: IPZEBY,

N

dh_group String

iy
[

iy

local_id_type | String
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B

ik

local_id

o INREIREA: ZANimID,
LVPNREAYflavorE B HGM
B, ZFREEEN .

o !

Hlocal_id_typeiphd, BIFRIH,
IHEFHEIPVAER .

Hlocal_id_typesfqdnid, A
E2550FFF, REERK/NE=R
B, HFMFHRFSEN, 732355
PATHFRFER: & <. > [ ).
\« K. ? , XoKRNE,
Hlocal_id_typesfqdniHIES, &
FING IR EIpeer_id—#,

peer_id_type

String

N

o INBEEIRAR: XJimIDEEY,
BVPNMEHflavorfe & IGM
BY, ZFEREEEN

o BUEEE:

- ip: IPZEEY

peer_id

String

iy

o INREEWBA: XJimID,
VPN XAYflavorEE B HGM
B, ZFREEEL.

o ZR:
Hlocal_id_typeSipAd, BJAIE,
IEEFEHEIPVAER o

Hlocal_id_typefafqdnhT, FAK
E2550FF, ReeAARNEF
5. HFINSHRATSHR, FiF
PATHFRERT: & <. >0 [ 1.
\W &, ? , RoKINE,
Hpeer_id_typeafqdniHiBEE, F
B imigE#local_id—&,

dpd

UpdateDpd
object

iy

MNERFECITR
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& 4-178 UpdateDpd

B

RE

ik

timeout

Integer

o INEEIRAR: WHEAEIENIRNE
EIER

o EUESEE: 2-60, Bfy: ¥,
BYERIA915,

NE

interval

Integer

iy

o INEEIHER: MWEHEREIRNZRET
).

o EWESGE: 10-3600, EEfi: b,
FIERTERIAE30,

msg

String

iy

o INEEIHEA: XFFERTFFQNIRIAE
o

o HBUEEE:
seg-hash-notify: ¥§EDPDIRXH
RYEEIF2hash-notify
seg-notify-hash: }§EDPDIRM
RETIREZnotify-hash
i\ Hseq-hash-notify

%= 4-179 UpdatelpsecPolicy

B

ik

authenticati
on_algorith
m

o INEEIRAR: IAIEESEL, SHATFD
MD5Z£MHRIK, 1BIEMA. X
ZFREFEEEWEMRENE
.

o EUESEHE:
BVPNMEHIflavorEtEIGM
BY, BUESEE/9sm3,

Hithins FEESEE
sha2-512, sha2-384,
sha2-256, shal, md5,
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B E- St =AW | it
i%
encryption_a | String & o INAEIRAR: MNEEELE. 3des,

lgorithm aes-128, aes-192, aes-256%%
MRIR, BIEA. ExFRES
BEPE_MRENEER.

o HUEEE:
HVPNRXAYflavorBEERGM
B, BUESEEsm4,

Hithizn= FEUESEE Haes-256-
gcm-16, aes-128-gcm-16,
aes-256, aes-192, aes-128,
3des,

TNREIER: PFS{EFBRIDHESAA.
VPN XAYflavorBE B AGM
B, ZFRAER, TiXES.
o HYESEE: groupl, group2,
group5, group14, group15,
group16, group19, group20,
group21, disable, BRIAJS
group15,

Hrh, groupl1, group2,
group5, groupl4ZeHRIE, 15
1B

transform_pr | String o INBEEIRER: (LY.

otocol o EYEEHED:

esp: HELZEIMN.

ERINSgesp,

lifetime_seco | Integer IhBEIRAR: R RACEIPSeEiEZsE
nds SRR E LR B N EERNEFRE
Hi. EzFREFESFNE M
EBEWEEN .

o HYESEBE: 30-604800, EE{v:
¥, BEXIA3600,
encapsulatio | String o INEEIAR: IBEPEERER,

n_mode o EVESEHE:
tunnel: FFEIEI,

BRiAAtunnel,

iy
[ ]

pfs String

oy

N
[ ]

iy

o iEREAHI
a. E%ﬁiﬁ#ﬁ?@ o

PUT https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}

{
"vpn_connection": {
"peer_subnets": [
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"192.168.1.0/24"
]
}
}

b. EHREEAIN

PUT https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}

{
"vpn_connection": {
"policy_rules": [{

"destination": [
"192.168.1.0/24"
1
1
}
}

c. EFrEasREE.

PUT https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}

{
"vpn_connection": {
"ikepolicy": {
"lifetime_seconds": 3600
B
"ipsecpolicy": {
"lifetime_seconds": 3600
}
}
}

d. EFNEEER.

PUT https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}

{
"vpn_connection": {
"name": "vpn_connection_name"
}
}

N Az
o NS
IREMRZESRS S 200: successful operation,

= 4-180 gL Body 2#7IE

B it ik
vpn_connectio | ResponseVpn | vpn_connection{4%,
n Connection
object
request_id String BXKID,
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2% 4-181 ResponseVpnConnection

B

RE

%3

id

String

o IHAEIRAA: VPNIEIZID,
o &=: 36{UUID,

name

String

o INALIHAR: VPNIEZSZIR,

o EUESEE: 1-641MFEF, TIFH=F. =
XFHE. A3 (\u4e00 - \udfas). (T
¥zk) . -(PXLk) .

vgw_id

String

e INEEIRAR: VPNRIZXID,
o #z{: 36{7UUID,

vgw_ip

String

o INAEEIRAR: VPNPYEEIPHYIDEEIEAFA
WIPO

o I&Z: 36 UUIDE = TiHHIPvAit
fit (40192.168.45.7 ) &

style

String

o INREIREA: EEER.
o HUESEE:
POLICY: RE&E .
STATIC: BFSERAER .
BGP: bgpigHtE= .
POLICY-TEMPLATE: $R&IERIER .

cgw_id

String

o INAEIHAR: RHRMIKID,
o 18z 36fZUUID,

peer_subnets

Array of String

IPVAXSimF . Z9VPNRIFKAIKERIETZ
ERH Bstyle==EZIBGPZ{,POLICY. VPN
R K RYIPHMY AR AN S /91 PVERT AR [E]

peer_subnets
6

_V

Array of String

IPVEIT i TR0 . 24VPNRERIEERER S
ERFHstyle==ERABGPELPOLICY. TEVPN
XA IPHMY R A S A 1PvART AR [E]

tunnel_local_a | String BHER TEREEVPNM X _Fitunnelis

ddress Othtit . {XZstyle ASTATICELBGPRIE
o

tunnel_peer_a | String RN TR ETERFMIZE _EAYtunnel

ddress EOMNE, [N&style ASTATICELBGPRIA
o

enable_nga Boolean o IfEEIRAA: FFENQAKEM, {XHstyley

STATICAHIRE],
o HUESGE: true, false,
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B 281 fR
enable_hub Boolean o INREEIRER: FEHPIEEL, (XYstylesy
BGPEJIR[E],
o EUESEE: true, false,
policy_rules Array of IPVATRESAE T ROSRESHINAE . (N Hstyledn
PolicyRule POLICYBEVPNRIKAIIPHMY AR A S J91Pv4
objects AR [E1SEFRAVSRREARNIZE .
policy_rules_v6 | Array of IPVOERESAE T ASRESHINLE . {NHstyledn
PolicyRule POLICY BVPNRIKAIIPHMY MR A S J91Pv6
object ATIR [EISERRAYSRES HLNLHE .
ikepolicy IkePolicy ikeZREENIR o
object
ipsecpolicy IpsecPolicy ipseCRASNIR
object
created_at String o BIERTE,
o UTCHIIEI&N: yyyy-MM-
ddTHH:mm.ss.S55Z,
updated_at String o Efe—IREHATE,
o UTCHIEMEZC: Jyyy-MM-
ddTHH:mm.ss.S552,
enterprise_proj | String o IpELIHER: BIIREID,
ectid o #8L: 36(IUUID, Svgw_idFFtRiR
VPNRIZAIEAIRE ID— .
connection_mo | String o INBEIHAR: VPNEEEISIZID, {NHVPN
nitor_id EE TR EEIEEMRE,
o #&x(: 36fZUUID,
ha_role String o INEEIHBA: FHEEXVPNRIX TRIER:
BF, 'master®REIERE, 'slave'TRE
TR, WEERL THEREha_role#f2
'master’,
e ZHAE: master,
tags Array of mEFIE.
VpnResourceT
ag objects
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2% 4-182 PolicyRule

B St ik

rule_index Integer o IHBEIHER: #NID,
o EUESEE: 0-50,
o I ZFREXKER, BINAREBES

M, BNAZEFERZFR.

source String TRIBHERES

destination Array of String | BRI ER . BEENPVARI ERAE TR :
192.168.52.0/24 , BB NPVEMERIE TN~
f5ll: 16af:cacc:1097:/48, & PolicyRule
B&ZIRES501,

< 4-183 IkePolicy

B

%S

ike_version

o IHALIRAA: IKERRAS,
o EUEEHE: vi1,v2,

phasel1_negoti
ation_mode

o INEEBA: tHESIETC. (NHIKERRA VT
ETJJ\EEO

o HUESEE:
main: F&EHK, IEEEZEES.
aggressive: FFEEIET, HEFHRIEBEMD
ERINES

authentication
_algorithm

String

o INEEIAER: INIEEX.
o EYESBEl: sha2-512, sha2-384,
sha2-256, shal, md5, sm3,

encryption_alg
orithm

String

o INEEIRER: MNEEX,

o HUESEME: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des, sm4,

dh_group

String

o INEEIHAR: SE—MERER{HAIREAARYIDH
3, HVPNMXflavorAGMBIRIR[E],

e BY&ESBE: groupl, group2,
group5, group14, groupl5,
group16, group19, group20,
group21,

authentication
_method

String

o INEEIRER: ikethFSHTHDAIES X,

o HUESEHE:
pre-share: FRHZ=Z4H,
digital-envelope-v2: EZ#HFEH .
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2R it} ik
lifetime_secon | Integer o INRLIHER: FTRSAMSEZEHR, Hiz4d
ds FEERBAYISIKE SASBREH .
o EUESEE: 60-604800, Efi: #,
local_id_type String o INECIHER: ZAiRIDZERY, LVPNRIK
flavor AGMAFASIR[E] o
o EUESEH:
- ip: IPZEEY,
local_id String AiID, Hlocal_id_typegiphthiREIGIED,

BEHVPNIEZITEEARIFID, KigERT
IR[EIVPNIERZFA{ERAIVPNRIXIP; =
local_id_typeafqdnBdiR B8RS B #
VPNEZITEERIARIRID o
LVPNM X flavor IGMATFIR[E] o

peer_id_type | String o INAEINAR: IFURIDHEEY, VPN
flavor AGMATAIR[E] .
o EUEBHE:
- ip: IPZEEY
- any: FE
peer_id String IFRID, Hpeer_id_typegiphtiR[EIBIFESY,

EFIVPNIEZITIEENiRID, RIgER
IREIXTiRMFEAIIP; Lpeer_id_typeafqdn
AR [E1 632k B #VPNIEREZ AT S BRI iR
ID; Hpeer_id_typesanyBtAIR[E],
LVPN® Xflavor AGMBFFRIR[E .

dpd Dpd object SHERTFRNITR .

% 4-184 Dpd

B i) RER

timeout Integer o INEEIRBE: MWHEARFENIREEE

bR o

o BUETGHE: 2-60, Bfu: ¥,

interval Integer o INEEIRBE: XHEARFENZHATE,
o HUESEE: 10-3600, Eafy: b,
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B -3t ik
msg String o INREIRER: MFARFECNARIAETC

o HUESEE:
seg-hash-notify: 1§XEDPDIRSCFHIE;
fallEEZhash-notify
seg-notify-hash: #g§EDPDIRI HAIE
Al Enotify-hash,

< 4-185 IpsecPolicy

mode

B E- St 1k
authentication | String o INEEHAER: IAEEX.
—algorithm o EVEEE: sha2-512, sha2-384,
sha2-256, shal, md5, sm3,
encryption_alg | String o INBELIHEE: NNERESE,
orithm e HUESEME: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des, sm4,
pfs String IngeiBA: PFSEFERYDHESALE
o HUESEE: groupl, group2,
group5, groupl14, group15,
group16, group19, group20,
group21, disable,
transform_prot | String o INAEEIRER: (&Y.
ocol . EUEEE:
esp: FERZEMN.
lifetime_secon | Integer o IfEEIRAA: FRBCEIPSeciEIFEEIAYRE
ds BLAR B AEENEZFE,
o EYESBE: 30-604800, Bfii: #b.
encapsulation_ | String o INREIREA: IRSEIEARTC,

o HEUESEE:
tunnel: BEFEE,
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2% 4-186 VpnResourceTag

B KE fik
key String o INREIRAR: FREATHE.

o EUESEE: 1-1281MFFF, FH=.
BYFE., fX. APFIE. @iE. &
B, URLTERS: _=+@,

value String o INEEREE: REHIE.

o EUESBE: 0-25570FfF, M=
BEYFH, fX. mARFE. G5 T
1%, URUTERS: _=+@,

o NIRZFES
a. EFHVPNIEEHINER .
{

"vpn_connection": {
"id": "98c5af8a-demo-a8df-va86-ae2280a6f4c3",
"name": "vpn-1655",
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0eb0bde",
"style": "POLICY",
"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": ["192.168.1.0/24"],
"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"policy_rules": [{
"source": "10.0.0.0/24",
"destination": [
"192.168.1.0/24"
1
1,
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "10.*** *** 134",
"peer_id_type": "ip",
"peer_id": "88.*** *** 164",
"dpd": {
"timeout": 15,
"interval": 30,
"msg": "seq-hash-notify"
}
2
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
h?
"created_at": "2025-06-26T13:41:34.626Z",
"updated_at": "2025-06-26T13:41:34.626Z",
"enterprise_project_id": "0",
"ha_role": "master"
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"request_id": "f91082d4-6d49-479c-ad1d-4e552a9f5cae"
}

b. &SR FEHFEM.
{

"error_code": "VPN.0001",
"error_msg": "invalid request: ILLEGAL not allowed update vpnConnection",
"request_id": "8c833634-4560-7897-7740-a7462f5bcbd4"

}
REED
B2WA.2,

4.1.3.6 fflE& VPN i%E#Z - UpdateVPNConnection

INRENME

RIBIEREID, MIRAIEERIVPNIESE .
AR5

B2 AHTERAPI
BRUER

W=ESEEAPIRYERSIR, WNRERAKS FRIAMBFERZHEIAP, 1ZIAMBRE
BEZERAPIFTERISUR .

o WMRFEAABSRIEEN, BARNIRERES IABRMFZINR.
o MREMBMHRIGRN, FESUTEORIEIR,

R B | WRER | KR Bl& ARIAYIRAN
il (*ws IR
M)
vpn:vpnCon | write vpnGatew | e g:Enterpri | - vpc:routeTa
nections:del ays seProjectl bles:update
ete d
e g:Resource
Tag/<tag-
key>
customer | g:ResourceTa
Gateways | g/<tag-key>
vpnConne | e g:Enterpri
ctions seProjectl
d
e g:Resource
Tag/<tag-
key>
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FEILE A4
AP &%

4 API

URI

DELETE /v5/{project_id}/vpn-connection/{vpn_connection_id}

& 4-187 SEiKA

n_id

BFR R =AY | A
ik
project_id String g2 IRHID, aILAEIZAENIRE IDFREVIRE
ID,
vpn_connectio | String 2 VPNIEZID,

IEKRIHE
o IBRBY
o
o EREAH

DELETE https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}

AREHER
o IMEBH

IREMAZISH 204: MIBREID

o  [BRZHFH

G TIBRR M

DELETE https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}

{

"error_code":"VPN.0001",

"error_msg":"invalid request: ILLEGAL not allowed delete vpnConnection",
"request_id":"76b771cb-3b2a-151a-5bed-fdf5df12ff82"

}

K&
B20A.2,

W

4.1.3.7 &if VPN iEEHE - QueryVPNConnectionLogs

&b
IEEN 4

RIEEZID, EFEENVPNEZRT.

AR

52 WAaERBAPI,
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B ETS
WKSESZMEAPIBVERINIR, MRERKS FTRIAMBRERZSRIAPI, ZIAMBEFRE
B&ABAPIFRFRINR
o WREAMRBSHRIEEN, BEEMRERIES WAPRFIEAIN
o MRFEABMHRETIN, FESUTBSHRIEIR .
=R B | BREE | KR Bl&E KRRV
2l (*Jws 17
M)
vpn:vpnCon | read vpnGatew | e g:Enterpri | - -
nections:get ays seProjectl
Log d
e g:Resource
Tag/<tag-
key>
customer | g:ResourceTa
Gateways | g/<tag-key>
vpnConne | e g:Enterpri
ctions seProjectl
d
e g:Resource
Tag/<tag-
key>
URI
GET /v5/{project_id}/vpn-connection/{vpn_connection_id}/log
K 4-188 25 AH
ZR - S =AY | %A
i%
project_id String 2 IREID, aILABIdIkEIRE IDFRERE
ID,
vpn_connectio | String = VPNIEZID,
n_id
iﬁ*;ﬁl§\

o IERBY

Fo

o EREH

GET https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}/log
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FEILE M4
AP &%

4 API

N Rz

T

4.1.3.8 EEE VPN & -

ThRENR

AR

BRER

Mg Rz S%L

IREMRZEFS S 200: successful operation,

% 4-189 AR Body S#51E

B it ik
logs Array of Log logXg5
objects
request_id String BKID,
2 4-190 Log
B St A
time Integer o IfEEWAEA: BYEIEK,
raw_message String o IHEtiIHER: HEFEE,

LI v =]
{

"logs": [
{

"time": 1735024112,

"raw_message":

"2024-12-24T07:08:32.730275+00:00 host-xx-xx-xx-xx ipsec_ike[30085]:

[xx.xx.xx.xx] IPSec tunnel negotiation fails. (IfiIndex=[207], PolicyName=[], SeqNum=[0],
PeerAddress=[xx.xx.xx.xx], PeerPort=[500], Reason=[version mismatch])"

}
1

"request_id":

IRIEEZID, EEIEENIVPNESE,

52 WANMiEFAPI .

ResetVPNConnection

"f15d2c621593f2018c23eb1d49e3605e"

w=EEEAPIRYERSIR, WNRERAKS FRIAMBFERZHEIAP, 1ZIAMBRE

HEAAPIFRFRAINR
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o WRFEAMBSHEIEEN, BERMIRERIES IAPRFIHEAIN.
o NREASMHRIEIEN, TEBUTIDHRIENR
=AIR niEgk | BFEER | KR Bl HRERAVFEAN
bill (*J9us 17
;)
vpn:ivpnCon | write vpnConne | e g:Enterpri | - -
nections:res ctions seProjectl
et d
e g:Resource
Tag/<tag-
key>
URI
POST /v5/{project_id}/vpn-connection/{vpn_connection_id}/reset
£ 4-191 25008
2R i) =5y | %A
i%
project_id String 2 IREID, aILABIdIREIRE IDFRERE
ID,
vpn_connectio | String 2 VPNEEZID,
n_id
BEXRIEE
o BEXKSH
Tco
o iEKEEA
POST https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}/reset
N AzH R

o IHRIEH

IREYAZSAZ ST 200: successful operations,

% 4-192 IR Body S2H31%&

R it R
request_id String iB3KID

o IBRZHFA
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{
"request_id": "c63d850876bcddbdfbd11776cce57914"

}

W&

%

B2MA.2,

\

4.1.3.9 & VPN EZHCE - ExportPeerConfig

TheEN 4R
IRIBEENNIRIRE, SHVPNIEEENIRRERIEE.
BRI
52 WANTERAPI
BRIUER
WSEEFRBAPIRERIIR, WMRERAKS FRIAMBFERSERIAPI, ZIAMBRFE
BHEERAPIFRFEAIR o
o WIREAABSRIREN, BARNIRERIES IR,
o UIREMABHRIEEN, FESWNMTIHRESR.
IR iplE | JiRSEE | SR Bl& RIAYHR
& | (YA IR
;)
vpnivpnConnecti | write | vpnConne | e g:Enterpri | - -
ons:exportPeerCo ctions seProjectl
nfig d
e g:Resourc
eTag/
<tag-key>
URI

POST /v5/{project_id}/vpn-connection/{vpn_connection_id}/peer-configuration/
export

%+ 4-193 SEiKA

B it =5Y | %A
%
project_id String 2 IREID, aILABIdIREIER B IDFRENRE
ID.
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FEE FAMIES

APl &%

\$ o 24
18> 7ﬁl§\

N RzHR

4 API
B 5] =A/Y | kA
i%
vpn_connectio | String 2 VPNZEEID,
n_id
o EKREH
+ 4-194 BRSH
B il =RY | A
pri

vendor String = =

type String = 7,

model String = =,

version String = IRZS o

o IEKREA

POST https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}/peer-configuration/

export

{

|||||

"type": "type-1"

"model": "model-1",

"version": "1.0"

o NS

IREMAZSAS ST 200: successful operations

2= 4-195 [ Body &#%I%

L= E-Sit) fhR
request_id String B5KID,
peer_config String iR EEE .

LI vz =2
{

"request_id": "e905df2f8ec9f68f1d8c53a692dc7eea",
"peer_config": "the configuration information of the peer device"

}
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N

B20A.2,

W

4.1.3.10 3REX0I S VPN EEiRECERYIZE - QuerySupportedDevices

ThRENA

AR7SE

BRER

URI

IEXRHE

SRENE] SHVPNEE S IR EAYIR S o

52 AeE FAPI,

IKSESFMEAPIRIERNR, WMRERKS TRIAMBFIERISRIAP, ZIAMARFE
BHEEABAPIFRFAINR

o WMREAABSRIEREN, BENIRERIES IR,

o MREMABMHRIGRN, FESUTEDRIER,

IR B | BRER | KR Bl& KRRV
| (*Jais 17
M)
vpn:listPeer | list - - vpn:peerDev | -
Devices ices:list

GET /v5/{project_id}/peer-configuration/supported-devices

3+ 4-196 SEiKA

B i) 2AY | %A
%
project_id String 2 IREID, aILABIdIREIRE IDFRENRE
ID.

o IBERBH

960

o EREH

GET https://{Endpoint}/v5/{project_id}/peer-configuration/supported-devices
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IALEE
o [INS%L
IREYAZSAS S 200: successful operations,
% 4-197 UL Body 2#%IFE
2R S R
request_id String BXKID,
supported_devices SupportedDevice SRR .
Object
2% 4-198 SupportedDevice
2R il A
vendor String I &,
type String 75,
model String Bs,
version String bR o
o [IRZFF
{
"supported_devices": [
{
"vendor": "vendor-name-1",
"type": "type-1",
"model": "model-1",
version": "1.0"
.
{
vendor": "vendor-name-2",
type": "type-2",
model": "model-2",
"version": "1.0"
: }
"’request_id": "44b94ae1f579e74526627b5a1a1a6428"
}
RS
BE0A.2,
4.1.3.11 &if VPN EEZMNEINEER
INRENA
RIZEZID, EEEENVPNIEZENERINEEER.
XH5hRA 01 (2026-04-24) WRINERE © LA ARBIRAE] 214



FEE FAMIES

APl &% 4 API
BRI
52 WA FAPI
BRIUER
WSESZMEAPIRVARNIR, MRFERKS FHIAMBERERZSEIAPI, ZIAMBRS
BE&ZBAEAPIFREIIBUR
o WREAABSRIEIEN, BEAMNIREKIES IABRFEINIR
o NREASMHRIEIEN, FEBUTIHDHRIEINR
=R hiEk | BRER | K Bl PRV
Eill (*Aw I
;)
vpn:vpnCon | read vpnConne | e g:Enterpri | - -
nections:listl ctions seProjectl
psecSa d
e (g:Resource
Tag/<tag-
key>
URI
GET /v5/{project_id}/vpn-connection/{vpn_connection_id}/ipsec-sa
Z 4-199 S5 A
B S =R/Y | A
1%
project_id String 2 IREID, BILABIIIRENIRE IDFREIRE
ID,
vpn_connectio | String 2 VPNIEZID,
n_id
IBRHR
o IERSH
o
o IEKIFAI
GET https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}/ipsec-sa
RGEE

Mg Rz S4L

IREYAZSAZ ST 200: successful operations,
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FEE AL

APl &% 4 API
2= 4-200 [ Body &#1%I1%
2R E it )%
request_id String BKID,
sa_infos Array of Salnfo objects | SalnfolJ&,
2 4-201 Salnfo
B it 0%
id String MIEZHASID o
source_ip_cidr String TEIPRIES o
dest_ip_cidr String BAHIIPRIER .
packets_sent Integer KiXE
packets_recv Integer BEWE .
traffic_sent Integer o RiERE,
[ ] %ﬁi: Byteo
traffic_recv Integer o EIRE,
o EB{: Byte,
collected_at String o HUEWIEERTE,
o UTCHIENEZ: yyy-
MM-
ddTHH:mm:ss.SSSZ
o [IRZAF4
{
"sa_infos": [
{
"id": "4f43df63-9263-4895-bal15-e9aae9c9fa68",
"source_ip_cidr": "0.0.0.0/0",
"dest_ip_cidr": "0.0.0.0/0",
"packets_sent": 15516,
"packets_recv": 15513,
"traffic_sent": 1295454,
"traffic_recv": 1294979,
"collected_at": "2026-04-09T03:28:33.351Z"
: }
"request_id": "61593611ee016546ba0a61992083d80b"
}
R
B2MA.2,
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FEILE M4
APl &% 4 AP

4.1.4 VPN EZGE

4.1.4.1 B2 VPN iERZUSEE - CreateVPNConnectionMonitor

IREN 4R
BUERVPNIEEIGSS , ISR M X ANRENE, FINREAETLREVPNA
X, SRR XSRS, StSIRERMENEL®E, AFRNVPNERIIER
5o

ARG

i5Z LAMEE AP,

BRUER

IKSEEFFEAPIRIERNIR, MRERKS TRIAMBRIERBZRIAP, ZIAMABFE
BEBABAPIFRFRAINR .

o WMREAABSRIEREN, BARNIREXRES IAPRMFZNR.

o MNREMABMHRIGEIN, FESUTEHORIER,

=R A | JERE | F4E Bl& ARERIEA
Al /% *)7:1&14\ IR

vpn.connecti | write | vpnConne | e g:Enterpri | - -
onMonitors: ctions seProjectl
create d

e g:Resource
Tag/<tag-
key>

URI

POST /v5/{project_id}/connection-monitors

& 4-202 SRR
=1 KB

B | HER

=

IRBID, BILUEISIRENINE IDFRENIRE
ID.

wn
o
=
(]

fim

project_id

iEKiHE

o IBRBY
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FEILE M4
APl &% 4 AP

% 4-203 i5Kks%

B i) 2EY | itk
i
connection_ | CreateConn | & connection_monitor¥dsR .
monitor ectionMonit
orRequestB
odyContent
object

% 4-204 CreateConnectionMonitorRequestBodyContent

B S} =EY | A
1%
vpn_connecti | String 2 VPNIiERZE S IEIT M AIVPNIESEID
on_id AILABS BV PNERESIESEVPN
EEID,

o EREH

POST https://{Endpoint}/v5/{project_id}/connection-monitors

{

"connection_monitor": {
"vpn_connection_id": "cae286f2-demo-a8df-va86-e22416ca1220"

}
}

)AL
LI )V
EMAZERS ST 201: successful operation.

= 4-205 IR Body 2#5I%

E= E-Sit) ik
connection_mo | ConnectionM | connection_monitor{d&,
nitor onitorinfo
object
request_id String BKID,

2 4-206 ConnectionMonitorinfo

AR i iR
id String o IfACIRER: VPNIERZEMSIZID,

o 1&=L: 36{ZUUID,
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FEE LS

APl &% 4 API
E= i) 1k
vpn_connectio | String o INAEIHAR: VPNIERESIEITRIAIVPNIE
n_id D,
e ’I(: 36{UUID,
type String o INBEIRAR: WEimsERY,

o HUEEE:
gateway: VPN,

source_ip String VPNEZIGIEAYRIBIE
destination_ip | String VPNIERZ EI=R B RIHEUE .
proto_type String o INEEIHAR: nqafEAAYTMNEEY,

o HUESEE:
icmp: ICMPHMY.

o IWRzAFAI
{

"connection_monitor":{
"id":"76f64229-demo-a8df-va86-3907e2815b6d",
"vpn_connection_id":"cae286f2-demo-a8df-va86-e22416ca1220",
"type":"gateway",

"source_ip":"88.****** 60",
"destination_ip":"88.*** *** 32"
"proto_type":"icmp"
by
"request_id": "bd37d16d-387c-41ab-a180-01b649f73590"
}

T

B20A.2,

4.1.4.2 &if VPN iEENE - QueryVPNConnectionMonitor

INRENR

RIBVPNIE A I2=/Y1D, s ERIVPNIEZ ISR
WRABEx

B2 AETEBAPI,
ERER

KSESFMEAPIRIEMEXR, WNRERAWKS TRIAMBFIERSRIAP, ZIAMARE
BEIFRAPIFRFEINIR .

o WMREAABSREEREN, BARNIRERES IAPRMIZNR.
o MREMBMHRIGRN, FESUTEORIEIR,
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FEE FAMIES

APl &%& 4 API
R PR | BRER | KR Bl& RIAYIRAN
il (*Hes 7
M)
vpn:connecti | read vpnConne | e g:Enterpri | - -
onMonitors: ctions seProjectl
get d
e g:Resource
Tag/<tag-
key>
URI

GET /v5/{project_id}/connection-monitors/{connection_monitor_id}

* 4-207 SH05A
B R =5Y | %A
%
project_id String b~ IREID, aILABIdIREER B IDFRENRE

ID,
VPNEZIEIERIID .

connection_m | String
onitor_id

Fali

IEKHE
. BERBH
o
o IERIEH

GET https://{Endpoint}/v5/{project_id}/connection-monitors/{connection_monitor_id}

vt
o IARIBH
IREWAZSASA 200: BT

%= 4-208 N Body 253

E= i) 1k
connection_mo | ConnectionM | connection_monitor{d&,
nitor onitorinfo
object
request_id String BKID,
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FEILE M4
AP &% 4 AP

2 4-209 ConnectionMonitorinfo
2R it ik

id String o IfEGIRER: VPNEREISIZ=ID
o T : 36{ZUUID,

status String o IfEEIRAA: VPNIEIZEIEIRE,

o HUEEHE:
ACTIVE: IFE,

PENDING_CREATE: 6lzh,
PENDING_DELETE: fip&h,

vpn_connectio | String o INBEIHER: VPNIEEISISISMAIVPNIE
n_id $ZID,

e 1&4: 36{UUID,
type String o INEEIRER: HEimsREY,

o HUESEE:
gateway: VPN,

source_ip String VPNEZIGIEAYRIBIE
destination_ip | String VPNiER ISR B AOEE
proto_type String o INAEEIRER: nqafdFEAIMNEEEY,

o HUEEE:
icmp: ICMPHMY.

o lBRZHFEAR
{

"connection_monitor": {
"id": "76f64229-demo-a8df-va86-3907e2815b6d",
"status": "ACTIVE",
"vpn_connection_id": "cae286f2-demo-a8df-va86-e22416ca1220",
"type": " gateway",
"source_ip": "88.***.***.60",
"destination_ip": "88.*** *** 32"

|||||

"proto_type": "icmp"
%
"request_id": "6d212bc0-ecb1-457b-977b-5e815fce658d"
}
&G
B=A.2,

4.1.4.3 &if VPN iEESESZFE - QueryVPNConnectionMonitors

TheEN A

EEVPNIER TSR
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FEE FAMIES

AP| &% 4 API
BEREE
iESANEERAPI,
BRER
WSEEFMEAPIRIERNIR, WMRERAKS THIAMABRIERZEIAPI, ZIAMBRE
B&EARBAPIFRERISSR
o WNREMAABSRIEIEN, BEMMNIREKIES NABRFHEANIN
o NREASMHRIEIEN, FEBUTHDRIENR
IR hiEgk | WRER | K4 Bl HRERAVFRIAN
a1l (*Jas IR
;)
vpn:connecti | list vpnConne | - - -
onMonitors:l ctions
ist
URI
GET /v5/{project_id}/connection-monitors
2 4-210 S #05i A
2R R =Ry | A
%
project_id String 2 IREID, aILAEIZAENIRE IDFREVIRE
ID,
F+ 4-211 53K Query 2H%1%
B E-Sit) =EY | A
i%
vpn_connecti | String & VPNERZID,
on_id
enterprise_pr | Array B ®IIREID,
oject_id
IBRHEE

o IBRBY
o
o BRI
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FEILE M4
AP &% 4 AP

a. EAEFFEVPNIERZIEE,
GET https://{Endpoint}/v5/{project_id}/connection-monitors

b. #E#EBvpn_connection_idZifVPNIERE IS,
GET https://{Endpoint}/v5/{project_id}/connection-monitors?
vpn_connection_id={vpn_connection_id}

pzER
o IS
IRENRZES A 200: EHiEIN.

% 4-212 IR Body 2#31%

2R i) fR
connection_mo | Array of connection_monitor{dsR .
nitors ConnectionM
onitorinfo
objects
request_id String BXKID,

2% 4-213 ConnectionMonitorinfo
B Ry A

id String o INRELIRER: VPNIEZISEI
o ’&Z{: 36{UUID,

status String e IfEEIHEA: VPNIEEISIRIRE.
o EUESEH:
ACTIVE: IEE.
PENDING_CREATE: @,
PENDING_DELETE: &,

vpn_connectio | String o INEEIHAR: VPNIEZIEIEXIMAIVPNIE
n_id #ID,

e 1&=: 36{ZUUID,
type String o INREINHAR: UAinERY

o HUESEHE:
gateway: VPNRIX,

source_ip String VPNIEZISISAYE L .
destination_ip | String VPNEZIGEAI B AL
proto_type String o INEEIRBA: nqafEAARIIMNYEEEL,

o BUESEE:
icmp: ICMPHMY o
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FEILE M4
AP &% 4 AP

LI vz =2
a. EL’JFEEVPN USRI o

"connection_monitors":[
{
"id":"76f64229-demo-a8df-va86-3907e2815b6d",
"status":"ACTIVE",
"vpn connection_id":"2342adf2-demo-a8df-va86-12aq511s0917",
"type":"gateway",

"source_ip":"88.****** 60",
"destination_ip":"88.****** 32",

"proto_type":"icmp"

"id":"85t53318-demo-a8df-va86-z2q9312525f6t",
"status":"ACTIVE",
"vpn connection_id":"cae286f2-demo-a8df-va86-e22416ca1220",
"type":"gateway",
"source_ip":"89.¥** *** 21",
"destination_ip":"88.****** 12",
"proto_type":"icmp"
}
]I
"request_id": "531f8b2c-ec55-45d8-90a3-ede922f7d63c"

}
b. $E}Evpn connection_idZifVPNIEZ MITAIITR

"connection_monitors":[
{
"id":"76f64229-demo-a8df-va86-3907e2815b6d",
"status":"ACTIVE",
"vpn_connection_id":"2342adf2-demo-a8df-va86-12agq511s0917",
"type":"gateway",
"source_ip":"88.****** 60",
"destination_ip":"88.*** *** 32"
"proto_type":"icmp"
}
1,
"request_id": "05ab9b58-9b4c-4cee-8113-4b0f325f1dfc"
}

T

\\31P

A2,
4.1.4.4 W& VPN i&E#Z15$E - DeleteVPNConnectionMonitor
IheeN 4R

IRIEVPNIEZEERIID, MIFRIEEIVPNIEZ ST,

ER7SE
S ATEFAPL

BRUER

LK%E—%FEEAPIE’JWFHWBE, WNRFERKS FRIAMBFIERXHEIAPI, 1ZIAMBRE
IR FAPIFTEAINIR o
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FEILE M4
AP &% 4 AP

o WMREAAESREEN, BARNIRERES IAPRMIZINIR.
o MREMBMHRIGRN, FESUTEORIEIR,

R B | RRER | KR Bl& ARIAYIRAN
il (*es T
M)
vpn:.connecti | write vpnConne | e g:Enterpri | - -
onMonitors: ctions seProjectl
delete d
e g:Resource
Tag/<tag-
key>

URI
DELETE /v5/{project_id}/connection-monitors/{connection_monitor_id}
& 4-214 2#050A
2R R =AY | e
ik
project_id String g2 IREID, aILAEISAENIRE IDIREVIRE
ID,
connection_m | String = VPNIEZMSIERIID,
onitor_id
IBKER

o IBRBY
96 o
o EREH

DELETE https://{Endpoint}/v5/{project_id}/connection-monitors/{connection_monitor_id}

IAzHR
o [IRBE]
RENAZSHE S 204: BIBRELIH
LI vz =07

o
KE
B20A.2,
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FEILE M4
AP &% 4 AP

4.2 ZigA\z= VPN API
4.2.1 Kig \z= VPN [k

4.2.1.1 8l P2C VPN X - CreateP2CVPNGateway

IheeN 4R

El5£EP2C VPNMX
ERBExE

B2M3,
BERUER

KSESZMEAPIRIERER, WNRERAWKS TRIAMBFIERSRIAP, ZIAMARE
BEIEFRAPIFRFEIINIR .

o WMREAALSRIEEN, BARNIRERES IAPRMIZINR.
o MREMBMHRIGRN, FESUTEDRIER,
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FEILE M4
AP &% 4 AP

R PR | BRER | KR Bl& KRR
3l (*J9i% 07

M)
vpn:p2cVpn | write p2cVpnGa | e g:RequestT | - e eip:band

Gateway:cre teway ag/<tag- widths:lis
ate key> t

e g:TagKeys e eip:public
Ips:associ
atelnstan
ce

e eip:public
Ips:create

e eip:public
Ips:delete

e eip:public
Ips:disass
ociatelnst
ance

e eip:public
Ips:get

e eip:public
Ips:list

e eip:public
Ips:updat
e

e vpc:ports:
Create

e vpc:ports:
delete

e vpc:ports:
get

e vpc:quota
s:list

e vpc:subN
etworklint
erfaces:u
pdate

e vpc:subn
ets:get

e vpcvpcs:l
ist

e vpn:listA
vailability
Zones
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FEILE M4
AP &%

4 API

URI

iEKiHR

POST /v5/{project_id}/p2c-vpn-gateways

% 4-215 2508
BR i) =AY | @k
i%&
project_id String b~ IREID, mILABIIIRENIRE IDFRENRE
ID,
o BKBY
& 4-216 i5RSH
B Sl =AY | i
%
p2c_vpn_gat | CreateP2cV | 2 p2c_vpn_gatewayXd& .
eway gwRequestB
odyContent
object

& 4-217 CreateP2cVgwRequestBodyContent

2R it Wik R
name String = o IPELIHER: P2C VPNMIXZFR,
o EUESEE: 1-641FF, i
\U9fa5) [ ( —szué%) [N ( EFHZI.J
%) .
vpc_id String = o INBEIRER: P2C VPNRIE{ERRY
VPCHIID,

o #4%E: 36 UUID,
connect_sub | String g2 o INACEIHAA: P2C VPNRJX(ERIRY
net VPCFMID,

o #4%R: 36 UUID,
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FEILE M4
APl &%

4 API
B 68 Wik | ik
flavor String e o INEEINAE: P2C VPNRIEAIIMIEE
y
o BUETGHE:
Professional1
e EIAE: Professionall,
availability_z | Array of & o IHAEIRAA: ZREP2C VPNREHYE]
one_ids String BX., AMERTERIAP2C VPNRIX
EEATAK,
o ZJ5R: WNEP2C VPNRIFETIEFH D
KU\ ERITBXAY, HRESRA
IHK; ZF— 1 aEXEE—
15 T XA AEERIEEVPN
X,
eip CreateRequ | 2 o INBEIRER: P2C VPNRIE{ERRY
estEip object EIP,
max_connect | integer S o INEEIHEE: RENFRNEZNE
ion_number PimER ]
® HR{E:;E@' 1N5000
enterprise_pr | string & o INBEIRAR: WIREID,
oject_id
tags Array of Tag | & o INREEIRER: 1RKIIER.
object o 4R BEES204,
2% 4-218 CreateRequestEip
2R i) Wik | R
id String & o INBEIRER: EIPRYID,

o HUESEBE: 36fZUUID,

o #J%R: H(FFHEREIPFIES, H

FOIZREIPRTAIE
FJLUBT2ET TR AMIPYIRE
EEIPRYID,
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FEILE M4
APl &%

4 API

B

S Wig | ek

type

String B .

INREIHAR: EIPHYZEEY,

EVESEE: 0-361NF %,

A EEHIBEIPZE6FHtypeFEZAIEY
BECE . MR /Fm3Z3F5_bgp
KR, BN EIRZEER
N5 YICIREIPIZESNEEER
5, BUFRIE,

B RuJEERIBEIPRAYtype
FERIAE,

charge_mod
e

N

String

INEEIHAR EIPE’\J%"%WL‘I‘%*EEE o
Rt EdiEs Rt
BESEE:

bandwidth: & eE1tEk.
traffic: HR=EITE,

4% LMEFCIZEEIPII=S B R YE
HERENHEES, SNARE,
ZXINME: bandwidth,

bandwidth i
d

iy

String

TOREWER: WEID, BliEsEMERN
IPRIET LR EEBRHEFR.

EVESEE: 36{ZUUID,

HR: PERAEHFTENFTEES,
BNARE,

bandwidth_si
ze

Integer

iy
[ ]

INRERAE: EIPRORE SRR/, BB
fiZ: Mbit/s, B regionBEagiE{it
REIPRKEEARE, EIPHIERAT
2 IRTEIPIRSS, RILMERIER
KRS THIEIPRIR AT 5.
EVESEE: 1-300, EFEUEIES
EoP N IRSS IR EIPERL
AR HERCIREIPIZEERYE
HEFHHNEEES, BNFRE,

bandwidth_n
ame

oy

String

INREIEA: EIPHYSE=SIR,

EEBE: 1-641MFFF, ZIFH
?\ ﬁj?ﬂ\ EF'Y(\U4€OO -

\u9fa5). _(FXlZ). -(PXIL). .
(=)

\J O

4R HIHCIZEIPIZERNEEE
5, 5NFRIE,

ZOANE: JFCZEEIPIHSEET, R
HItF =B a4 Rig& Ip2c-
vpngw-bandwidth-****BJEIPT5 5
BAfR. fBIgN: p2c-vpngw-
bandwidth-e5b4,
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FEILE M4
AP &%

4 API

% 4-219 Tag
B 68 Wik | ik
key String = o INEEIRER: FRESAYEE,
o EVESEE: 1-1281F, i
F. BYFH., hX. mFE.
#HiE. =K, LURLUTER: =
+-@,
value String = o INASIHAR: FRESHIE.
o EYESBRE: 0-2550FFF, M
F. BYFE., P, mHFE.
B, K, LURUTERS: =
+-@,

o BRI

POST https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways

{

"p2c_vpn_gateway": {

"name": "p2c-vpngw-0003",

"vpc_id": "d9d85143-e1e1-427a-9994-d8b8fd9ebe3f",
"availability_zone_ids": ["cn-north-7a", "cn-north-7b"],
"connect_subnet": "2d1da07b-861d-447d-8233-1aff4d767825",

"eip": {

"bandwidth_name": "",
"bandwidth_size": 10,

"type": "5_bgp"

}
}

NaRzGHR
o NS

IREYAZSAZ S 201: successful operations,

2% 4-220 IR Body 2#5I%

B St fEiR
p2c_vpn_gateway ResponseP2cvVgw P2C VPNRJX o
object
request_id String BXKID,
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FEMLE M4
AP &% 4 AP

Z= 4-221 ResponseP2cVgw

B -5t S
id String e INACIHAA: P2C VPN
XD,

e F&I({: 36{:UUID,

o N@RAEAH
{

"p2c_vpn_gateway": {
"id": "10d176c7-aed8-4766-9180-a47e536c64d0"

b
"request_id": "b19ba5a0be8f7b7f664b14596f8f35db"
}

T

B2WA.2,

4.2.1.2 &if) P2C VPN [ - QueryP2CVPNGateway

ThREN4R
HRIEP2C VPNRIXID, EFHEEAIVPNRIX
ERREE
B5E=M3,
BREUERE
KSESZMEAPIRIERER, WNRERAWKS TRIAMBFIRERSRIAP, ZIAMARE
BEABAPIFRFRINR .
o WMREAABSRIEREN, BARNIRERES IR,
o UIRERABSMHRIEEN, FESWNTIHRESR
IR Bk | JWIRER | R4 Bl& RIAGIRAN
] (*390% I
)
vpn:p2cVpn | read p2cVpnGa | e g:Resource | - -
Gateway:get teway Tag/<tag-
key>
URI

GET /v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}
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FEE FAMIES

APl &% 4 API
& 4-222 S ¥uHH
B it BEY | @k
%
project_id String 2 IREID, aILABIdIREER B IDFRERE

ID,
P2C VPNRIFESLAIID

p2c_vgw_id String

el

BERIHE
o IFKRBY
o
o iEREEAHI
GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}
IAzHR
LI )V
IREMAZSASA 200: iR

% 4-223 I Body 2#3IFE

E= it R
p2c_vpn_gate p2c_vpn_gate | vpn_gatewayXJi&,
way way

object
request_id String BEKID,

2 4-224 p2c_vpn_gateway

B it R

id String o IfJAEIRAR: P2C VPNRMIEID,
o 1B3: 36f7UUID,

name String o INBEIRAE: P2C VPNRIEZHR,

o HUESEE: 1-641MFTF, iSHF. =
XFH. F3Z (\ude00 - \udfa5) . _
(TRIZ) « - (hRIZ)
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APl &% 4 API
B 281 A
status String o IPAEIHAR: P2C VPNMFEIRZES
o EYESHE:
PENDING_CREATE: g,
PENDING_UPDATE: E#id,
PENDING_DELETE: MR,
UPGRADING: F&&H,
ROLLING_BACK: [ElEH.,
PENDING_UPGRADE_CONFIRM: F&iA
o
ACTIVE: IF%,
FAULT: BE,
FROZEN: &%,
vpc_id String P2C VPNRIXPTIZERERIVPCAIID
connect_subne | String P2C VPNRIXFf{EFBRIVPCFMID,
t
flavor String o IPAEIHAR: P2C VPNMEAJIAESEEY
o EUESEHE!
Professional1: B,
availability_zo | Array of XY,
ne_ids strings
eip ResponseEipl | MX4BERIEIPZE
nfo
object
max_connectio | Integer o INECIER: RESYIFEINEZRNE iR
n_number B
o EYESBE: 1~500,
current_connec | Integer HBEIEENE P UmEEE .
tion_number
enterprise_proj | string EIIREID,
ect_id
tags Array of IR
VpnResourceT
ag
objects
order_id String 1JEID,
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FEILE M4
APl &%

4 API

B

St

1)

admin_state_u
p

Boolean

o INREREA: HEIRTE

o BUESGHE:
true: REKE.

false: &k,

frozen_effect

Integer

o INREIRAR: AERIN, tRRIZRIRKGES

= Bl LARR o

o HUEEHE:
0: KK,

11 FREAHIRR
2: REAATMIRR

version

string

o INESHAR: PRARZN .

upgrade_info

string

o INEEREE: FARIER.
o BUECHE:
- ready: BILAFR.

- expiring soon: BMEISHA,

- unready: xR,

created_at

String

o INESHAA: EUEERTIE,

o UTCHTEIER: yyyy-MM-
ddTHH:mm:ss.SS5Z,

applied_at

String

o INEEULRR: EXAETE,

o UTCHYEIRETN: Jyny-MM-
ddTHH:mm:ss.S557,

updated_at

String

o IfRERAR: RfE—IREHAEIE.

o UTCHYEMER: Jyyy-MM-
ddTHH:mm:ss.S552,

2R 4-225 ResponseEipInfo

B

ESid]

115

id

String

e IPREEBA: EIPEYID.
o #&: 36{ZUUID,

ip_version

Integer

o INEEIAA: EIPRRZAS,
o EUEEE: 4,
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FEILE M4
AP &%

4 API

B

1)

ip_billing_info

o INEEIREE: EIPRTER(ERE . BF/8H
EIPASIRENTRES., 1&HEITZRAYEIP
AIR[E]

o HI:
order_id:product_id:region_id:project_i
d, un:

CS22***xrkkk| BIV:00307-******-0--0:br-
iaas-
0din1:0605768a*******++**006c7e484a
ao

type

String

o IPALIHAR: EIPAYEEY,

o BUESGEl: 5_bgp ( £&IZABGP) ,
5_sbgp (#%&BGP ) , 5_youxuanbgp
( {fi%BGP)
AIEEEIBEIPER6PtypeFERAVENEE
El

ip_address

String

o INBEIRER: EIPEIAMIIPVALTELLE

o 18T\: ipvAZEEUHbuE, FIan:
88.x** Fxx 11

charge_mode

String

o INEEWBA: EIPRYEEITERELC,

bandwidth_id

String

o INELIRBA: EIPRYHEEID,
e #R: 36fIUUID,

bandwidth_siz
e

Integer

o INBEIRER: EIPRYTEE A/, BA(L:
Mbit/s, B regionBEiBIZHAYEIPR K
AR, EIPRIRAHEZIRTEIPIR
55, ALMERATIERESWKF FHIEIPAY
BRAT .

o HEYESEE: 1-1000, E{FEUEIESEM
MRS BUZREIPEHRL

bandwidth_na
me

String

o INESIHAR: EIPAYSEZE=ZFR.

o BUEBHE: 1-641FFF, HHF. &
NFE H3Z(\ude00 - \udfas). (T
W)« -(FxZ) . (<)o
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FEILE M4
AP &%

4 API

B xE 1)

bandwidth_bill | String o INEEIRAE: EIPRHEITRER. B8/

ing_info BREPHEASREGEITREER, &
FiTEVEIPHREAIRE],

o HI:
order_id:product_id:region_id:project_i
d, an:

CS22***xrkkk| |BIV:00307-******-0--0:br-
iaas-
0din1:0605768a*******++**006c7e484a
ao

share_type String o INREIRAER: TEHEZEE,

o HYESEHE:

PER: HEZ=FTE,

% 4-226 VpnResourceTag

B St fiiju
key String o INREIRAR: FREATHE.

o EUESEE: 1-1281MFfF, IHEEIE
*LP$E\ éﬁ?\ E\*gﬂ]_:""@, {EEE
TREEBTHE, Aeeld sys Fk.

value String o INEEIREE: REHIE.

o EUESBE: 0-2550FFF, IHERIE
*EP$\ %ﬁ?\ /HIQEZIZ*D_-:/:*_-@O

LI )V =271
{

"p2c_vpn_gateway": {
"id": "6d526e5f-a0c6-44b6-a785-000000000000",
"name": "p2c-vpngw-0000",
"status": "ACTIVE",
"vpc_id": "05b9d7de-9acd-4a05-b497-1a3c75afaala",
"connect_subnet": "1948ce22-ddc5-4fb6-87b8-dfccO9b176b51",
"flavor": "Professional1",
"availability_zone_ids": [
"cn-south-1f",
"cn-south-1e"
1
"eip": {
"id": "fObac06a-88a7-4d37-8e2e-c37691ee4ba2",
"ip_version": 4,
"ip_billing_info": "CS******** )\WWT1 O:Q FF[******+ixxr*5(078:cn-
south-1:47190474**++kxkixkixg8781092d16¢",
"type": "5_youxuanbgp",
"ip_address": "215.2***** 120",
"charge_mode": "bandwidth",
"bandwidth_id": "3456471c-9dac-40f6-8344-daca14fbd81e",
"bandwidth_size": 20,
"bandwidth_name": "p2c-vpngw-bandwidth-bd61",
"bandwidth_billing_info": "CS******** )\WT1Q:QFF[*******++*+*5078:cn-
south-1:47190474**x+kxkikxkixg8781092d16¢",
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AP &% 4 AP

"share_type": "PER"
1
"max_connection_number": 10,
"current_connection_number": 0,
"tags": [1,
"order_id"; "CS***rErRR WT1QO",
"admin_state_up": true,
"frozen_effect": 0,

"updated_at": "2024-06-14T10:24:12.147Z"

h
"request_id": "2ddd2f6107a8164ce6f6268bd991e57c"
}

WS

B20A.2,

4.2.1.3 &ifj P2C VPN <513 - QueryP2CVPNGateways

TheReN 4B
BFP2C VPNRIXFIE
ERGE
B=03,
TS
WSEEFRAAPIRIERIR, WNRERKS TRIAMABRERSRIAPI, ZIAMBRFE
B&EABAPIFRFRINR
o NMRFEAABESRIEFN, BMMURERIES WABRFFRAIRN
o NRFEABMHEMETIN, FEBUTBSHRIEIR .
AR gk | JIRER | R4 al& KRR
il (*Hw 17
m)
vpn:p2cVpn | list p2cVpnGa | - - -
Gateway:list teway
URI

GET /v5/{project_id}/p2c-vpn-gateways

X 4-227 SHU5EA
B it BEY | ik
%
project_id String 2 IREID, aILABIdIREIERE IDFREVRE
ID.
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FEE FAMIES

APl &% 4 API
& 4-228 155K Query ZHFIE
B E-Sit) 2Ry | Wk
i%
limit Integer S S REFNEBIUREINICRHYE.
marker String ) o INREEIRER: EAAIATEISINCH,
A= AEEE—R. BT —IH
markera] LURYE - —DUIm Ay
page_infoXy& A HInext_markerig
5.
o ATR: MmSlimit—ie(ER.
enterprise_pr | Array & ®IIREID,
oject_id
IBRiEE

o IBRBY
o
o BRI

GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways

TaREGER
o IARISH

IREMAZISF 200: G

%= 4-229 AL Body 2H5%

=T it ik
p2c_vpn_gate | Array of FPSEISEIIESN
ways p2c_vpn_gate
way objects
total_count Integer FEISt
page_info Pagelnfo PREHREER.
object
request_id string BXKRID,
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FEILE M4
AP &%

4 API

& 4-230 p2c_vpn_gateway

ect_id

2R i 7%
id String o INREIHEE: P2C VPNRIEID,
o #z(: 36{7UUID,
name String o IfEEIHER: P2C VPNMXZIR,
o EUETEHE: 1-641=FFF, HHF. =
XFE. 3 (\u4e00 - \u9fa5) . _
(TRIZ) « - (RRIZ) o
status String o IPELEHER: P2C VPNMIFIRZ .
o EUEEH:
PENDING_CREATE: Gl
PENDING_UPDATE: &,
PENDING_DELETE: fipgh,
UPGRADING: &,
ROLLING_BACK: [EiEH,
PENDING_UPGRADE_CONFIRM: i\
H&o
ACTIVE: IF&E.
FAULT: BE,
FROZEN: &L,
vpc_id String P2C VPN EFMERZRIVPCHIID,
connect_subne | String P2C VPNMXBT{EREAIVPCFMID,
t
flavor String o INAEIRAR: P2C VPNHIIAREEY
o EVEEHE:
Professionall: HilEY1,
availability_zo | Array of X,
ne_ids strings
eip ResponseEipl | MX4IERIEIPEE.,
nfo
object
max_connectio | Integer o DNEEIHAR: RBXIFENEXNE i
n_number B
o HUESBHE: 1~500,
current_connec | Integer HBEIEENE P UmEEE .
tion_number
enterprise_proj | string BIIREID,
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FEILE M4
AP &%

4 API
B 281 A
tags Array of FREFIZR
VpnResourceT
ag
objects
order_id String 1JEID,
admin_state_u | Boolean o INBEIRBA: HREIRTS.
P o EUEEHE:
true: FREFE,
false: JGR4E,
frozen_effect Integer o INEEIRBER: FEFN, FRRIZEIERLS
ERE LA,
o BUETBHE:
0: KRKLE
10 REEATHIER .
2 FREEAOTBR
version string o INREIRER: MERRZAS
upgrade_info | string o INRGIREE: FRIEE.
o EUESEE:
- ready: AILAFR.
- expiring soon: BM&I3HA,
- unready: TiEHAK.
created_at String o INALINAR: GUZEAYE.
o UTCHEIEIRSZN: Jyyy-MM-
ddTHH:mm:ss.S557,
applied_at String o INBEIGHR: 44ATIE]
o UTCHYEMER: Jyyy-MM-
ddTHH:mm:ss.S557
updated_at String o INACIHAER: RE—IXEHRATE,
o UTCRYEMER: Jyyy-MM-
ddTHH:mm:ss.S552,
2% 4-231 ResponseEipInfo
B i) fER
id String o INREIHER: EIPEYID,

o #=: 36f7UUID,
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FEILE M4
AP &% 4 AP

B KB 1)

ip_version Integer o INEEIHER: EIPRRZA,
o EUEEHE: 4.

ip_billing_info | String o IJESINEE: EIPHGITEMER. GF/AH
EIPFSIREITHER, &HEITEEAIEIP
Z:i}g@o

o IRI:
order_id:product_id:region_id:project_i
d, &n:
CS22***xxx%| |BIV:003017-******-0--0:br-
iaas-
0din1:0605768a**********xc006c7e484a
Ao

type String o INAEIRAR: EIPRYSEERY,

o EYESEE: 5 bgp (£@IEBGP) ,
5_sbgp ( 8%75BGP ) , 5_youxuanbgp

( fiLi%BGP )
A EEHIBEIPE6FtypeFERIVEVESE
E58

ip_address String o INAEIAA: EIPHYLNMIIPVALBLIL

o 1&z(: ipvASEEIMBNL, FlN:
88.F** ¥ 11,

charge_mode | String o INREIRER: EIPHYRERITERIER .
bandwidth_id | String o INBEHAA: EIPRYHESEEID,
e x(: 36IUUID,
bandwidth_siz | Integer o IPECIER: EIPRYT A/, BE:
e Mbit/s, & regionBEIZIRMHAYEIPER K

weAE, EIPRISRAKHERSZRTEIPIR
5, ALMERTERESKF TAYEIPAY
BT 5o

o EVESEE: 1-1000, E{AEVEiESE®
MRS CIREIPER .

bandwidth_na | String o INALINAA: EIPESEZEZTR.

me o EUETEHE: 1-641=FFF, THHF. =
X=F&, $3Z(\ude00 - \u9fas). _(F
X&) . -(PRIL) . .(52)o
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FEILE M4
AP &%

4 API

B

St

1)

bandwidth_bill
ing_info

String

o INEEIRER: EIPRYHERITRER . B85/
BREPFREASREIFEITRESR, 1%
FiTEVEIPHREAIRE],

o HI:
order_id:product_id:region_id:project_i
d, an:

CS22***xrkkk| |BIV:00307-******-0--0:br-
iaas-
0din1:0605768a*******++**006c7e484a
ao

share_type

String

o INEEUHAA: HERHZRE,

o HYESEHE:

PER: JRZHE,

3% 4-232 VpnResourceTag

2R i) R
key String o INREIRER: REAIE.
o EUETEE: 1-1281MFTF, XIFHESIE
*¢I$\ %ﬁ?\ /HIQ%*D_.::'F'@) 1E§,%
BB, Frell sys Frk.
value String o INEEIHAER: FREAYE.
o EUESEE: 0-2551MFF, SHEEIE
=i, HFE. BI_/=+-@,

& 4-233 Pagelnfo

B il A

next_marker String T—mAmarker B8 E—REBNHN P Ex
BE—1EIRAYCIZERTE] .

current_count | Integer HEFRPEREH=E.

LI v =271
{

"p2c_vpn_gateways":

[

"id": "6d526e5f-a0c6-44b6-a785-7e0ef7c9eb76",

"name": "p2c-vpngw-0001",

"status": "ACTIVE",
"vpc_id": "05b9d7de-9acd-4a05-b497-1a3c75afaala",

"connect_subnet": "1948ce22-ddc5-4fb6-87b8-dfccOb176b51",
"flavor": "Professional1",
"availability_zone_ids": [

"cn-south-1f"

'
’
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FEILE A4
AP &%

4 API

"cn-south-1e"

1
"eip": {
"id": "fObac06a-88a7-4d37-8e2e-c37691eedba2",
"ip_version": 4,
"ip_billing_info'": "CS****+kkik J\WT1 O:QFF|*****+++ktrt 5078 cn -

south-1:47190474*++++x+x+98781092d16¢",

"type": "5_youxuanbgp",

"ip_address": "215.x** *** 120",

"charge_mode": "bandwidth",

"bandwidth_id": "3456471c-9dac-40f6-8344-daca14fbd81e",
"bandwidth_size": 20,

"bandwidth_name": "p2c-vpngw-bandwidth-bd61",
"bandwidth_billing_info": "CS*********J\WT 1 O:OF F|******xixixx5078:cn-

south-1:47190474*++++x+x+98781092d16¢",

"share_type": "PER"
L
"max_connection_number": 10,
"current_connection_number": 0,
"tags": [1,
"order_id": "CS2406141822JWT10",
"admin_state_up": true,
"frozen_effect": 0,
"created_at": "2024-06-14T10:24:12.147Z",
"updated_at": "2024-06-14T10:24:12.147Z"

"id": "10d176c7-aed8-4766-9180-a47e536c64d0",
"name": "p2c-vpngw-0002",
"status": "ACTIVE",
"vpc_id": "01ffa178-9be5-4457-ba5b-874c01cfc872",
"connect_subnet": "be0d53dd-55a1-4e73-9002-54297e1a4c43",
"flavor": "Professional1",
"availability_zone_ids": [
"cn-south-1f",
"cn-south-1e"
1
"eip": {
"id": "106a269c-c8c1-425e-9f92-f6abcb4dc7b1",
"ip_version": 4,
"ip_billing_info": "CS********* \WT1O:OF F|********+kx**5(078:cn-

south-1:47190474*++++x++x+98781092d16¢",

"type": "5_bgp",

"ip_address": "10.83.51.162",

"charge_mode": "bandwidth",

"bandwidth_id": "beeababf-57aa-469e-8fc8-e6f01554711c",
"bandwidth_size": 20,

"bandwidth_name": "p2c-vpngw-bandwidth-4455",
"bandwidth_billing_info": "CS******** )\WT 1 Q:QFF|******+ixixix5078: -

south-1:47190474*++++x++x+98781092d16¢",

}
]

"share_type": "PER"
L
"max_connection_number": 10,
"current_connection_number": 0,
"tags": [1,
"order_id": "CS*rrERPNTTO",
"admin_state_up": true,
"frozen_effect": 0,
"created_at": "2024-06-14T10:01:39.654Z",
"updated_at": "2024-06-15T01:59:40.392"

total_count": 2,

"page_info": {
"current_count™: 2

}

"request_id": "6a88ffb594cdb382ac2c321bc6cbbe3"
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FEE FAMIES

AP| & 4 API
KD
B2WA.2,

4.2.1.4 {2 P2C VPN =% - UpdateP2CVPNGateway

ThEEN4R
TRHIEP2C VPNRIXID, {EXUEERIP2C VPNRIX .
BREE
BEM3,
S
WSEEFRBAPIRIERUR, WNRERKS TRIAMABARERSERIAPI, ZIAMABRFE
B&EABAPIFFFEAINIR
o NRFEAABESRIEFIN, BMURERIES WABRFMEAIRN
o MREASMHRETN, FESUWTSDREEIR.
R B | BRER | KR Bl& KRRV
il (*Js T
;)
vpn:p2cVpn | write | p2cVpnGa | e g:Resource | - e eip:band
Gateway:up teway Tag/<tag- widths:lis
date key> t
e vpn:Associ e eip:band
atePubliclp widths:up
date
e eip:public
Ips:associ
atelnstan
ce
e eip:public
Ips:disass
ociatelnst
ance
e eip:public
Ips:list
URI

PUT /v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}
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APl &% 4 API
& 4-234 S ¥UHH
B R BEY | ik
%
project_id String 2 IREID, aILABIdIREIERE IDFRENRE

IDo

p2c_vgw._id String = P2C VPNPYXSLHIID
BRIHR
o ERSH
& 4-235 iIE5RSH
B il BRY | R
%
p2c_vpn_gat | UpdateP2cV | 2 p2c_vpn_gatewayyJ£ .
eway gwRequestB
odyContent
object

R 4-236 UpdateP2cVgwRequestBodyContent

B il Wik fER
name String & o IfBEIHAR: P2C VPNMIXZR,

o EUESEE: 1-641MFE, TiEH
F. BYFH., FX (\ude0O -
;;%9)fa5) . _ (FRIZ) | - (gl

o INEEIRAE: BYHIEIPAIID, FR
HEFFRIEIPIERZBIR A= KAY
EIP, 4BEFBYEIPRIARSCRRYRS
[REHIEIP, aILUBIT RGN
31 PAEZEV PN X {sE FHAYEIP,

o £45R: 36{ZUUID,

iy

eip_id String

o BRI

PUT https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}

{
"p2c_vpn_gateway": {
"name": "p2c-vpngw-0003",
"eip_id": "d9d85143-e1e1-427a-9994-d8b8fd9ebe3f"
}
}
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FEME M4
AP &% 4 AP

N Az S
o NS
IREMRZERS A 200: successful operation,

%= 4-237 i Body S#5I%&

B it R

p2c_vpn_gateway ResponseP2cvVgw P2C VPNRJ>% o
object

request_id String B3KID,

Z= 4-238 ResponseP2cVgw

B i) )
id String e IfACiRER: P2C VPN
MXID,
o H&Z: 36{;ZUUID,

o [BRZHFA
{

"p2c_vpn_gateway": {
"id": "10d176c7-aed8-4766-9180-a47e536c64d0"

%,
"request_id": "b19ba5a0be8f7b7f664b14596f8f35db"
}

KD
B2WA.2,

4.2.1.5 HiF& P2C VPN 3% - DeleteP2CVPNGateway

INEENA

R¥EP2C VPNIXID, MIBRIEEAIP2C VPNRIX
BB

5203,
S

w=EEEAPIRYERSIR, WNRERAKS FRIAMBFERZHEIAP, 1ZIAMBRE
BEZERAPIFFERISUR .

o WREAABSRIGEN, BRUIRERISS WAPRAIZRIA
o MREMBMHRIGRN, FESUTEORIEIR,
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FEE FAMIES

APl &%& 4 API
AR PR | BRER | KR 15 KRR
3l (*J9i% 07
M)
vpn:p2cVpn | write | p2cVpnGa | g:ResourceTag e eip:public
Gateway:del teway /<tag-key> Ips:associ
ete atelnstan
ce
e eip:public
Ips:delete
e eip:public
Ips:disass
ociatelnst
ance
e eip:public
Ips:updat
e
URI
DELETE /v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}
2 4-239 2#<H8
2R it =EY |k
i%&
project_id String 2 IREID, aILABIdIREIRE IDFRERE
ID,
p2c_vgw._id String = P2C VPNPYESLHIID,
iﬁ*;ﬁl§\
o BRSY
To
o IEREAHI
DELETE https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}
A= 1St
o NS
IREMRZSHB A 204: MIBRALIN
N
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FEILE M4
APl &%

4 API

4.2.1.6 &if] P2C VPN RXH AKX - QueryAZs

TheENA
&ifP2C VPNRIXA B,
ERGE
B=03,
RS2
WSESMEAPIBVERNR, MRERKS FTHIAMABRERZSRIAPI, ZIAMARE
B&EABAPIFRFAINR
o WRFEAMBSHEEEN, BERMRERIES IAPRFIHEAIN.
o NRFEABMHREITIN, FEBUTSHRIEIIR .
AR KA | RRER | K4 Bl IRERATHEAN
il (*Ji% I
;)
vpn:listAvail | list - - - -
abilityZones
URI

GET /v5/{project_id}/p2c-vpn-gateways/availability-zones

% 4-240 4R A
2R it} =25y | md
&
project_id String = IRAID, BILUBIIIREIRE IDFXEIRE
ID
£ 4-241 53K Query BH5IFE
2R it =EY | |k
ik
flavor String S o INAEIEE: P2C VPNRYERIMAESE
B,
o HUESBE:
Professionall: ZMlEI1,
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FEE FAMIES

AP| &%& 4 API
IBREE
o EkSH
To
o BRI
GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/availability-zones?flavor=Professional1
IRLHR
o IRZSEL
IREYAZSAS S 200: successful operations
2 4-242 R Body £#1%511%
2R i) R
availability_zo | Array of AJRX5IZE
nes strings
request_id String iB3Kid
o NARFFHI
"availability_zones": [
"cn-south-1f",
"cn-south-1e"
1
"request_id": "c63d850876bcddbdfbd11776cce57914"
}
RSB

4.2.1.7 &ifj P2C VPN RKEZE(SE5E - QueryP2CVPNConnections

TORENA

ARTSE

BRER

HRIEP2C VPNRXID, EifiEZESIR

WKSESEMEAPIRIERR, WNRERWKS TRIAMBFIERSRIAP, ZIAMAFE
BH&EARAPIFRFAINR

o WMREAALSRIEEN, BRNIRERES IAPRMZINR.
o MREMBMHRIGRN, FESUTEORIEIR,

MAERRAS 01 (2026-04-24)
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FEE AL

APl &% 4 API
R PR | BRER | KR Bl& KRR
il (*J9i% 07
M)
vpn:p2cVpn | list p2cVpnGa | g:ResourceTag | - -
Gateway:list teway /<tag-key>
Connections

URI

GET /v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/connections

K 4-243 215 BE
BiR -3l =AY | #R
%
project_id String = IIJE BID, aILAEId3kEIR R IDFRENRE
p2c_vgw._id String 2 P2C VPNRJSESLHIID
& 4-244 155K Query 2HFIE
ZR it =RV | @k
%
limit Integer & P REFNERIRERNCREE
offset Integer =S D REENREBE

iEKRiHR
o BRBY
o
o BRI
1A RERIERIIR.
GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/connections
2.3 WERERTIZER.
GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/connections?limit=10&offset=0
MARzHR
LI V=S 4
IREMAZSREA 200: EiFIR .
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FEILE M4
AP &%

4 API

2= 4-245 IR Body 2#5I%

B 281 i)
connections Array of EEERS
Connection
objects

total_count Long EERDH

request_id String 1B3KID

28 4-246 Connection

2R 268 ik

connection_id | String o INALIRAR: JEREID

o #&z: 36/ZUUID

client_virtual_i | String & Fim&EiEat s oA A PitbiE

p

client_ip String = FimERERI A R PRt

client_user_na | String ERiGFAP&R

me

inbound_packe | Long NGRS

ts

outbound_pac | Long B2

kets

inbound_bytes | Long ARZFTEL

outbound_byte | Long HMNFTE

s

connection_est | String o INASIHAR: EPumEiEAYE AT

ablished_time o UTCHIIENES: 1yyy-MM-
ddTHH:mm:ss.S557

timestamp String o INREIRER: EERREEERITHIRTEE

o UTCHJIEWEZN: yyyy-MM-

ddTHH:mm:ss.S557

o [IBRNZRA
{

"connections": [

{

"connection_id": "10293371-114e-4d2a-878e-c6a616d0ecOe",

"client_virtual_ip": "36.%***** 149",

"client_ip": "100.******100",

"inbound_packets": 13,
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FEILE M4
AP &%

4 API

T

4.2.1.8 iFF P2C VPN %&£ - TearDownP2CVPNConnection

ab
ThEEN 4R

AR7IE

BRER

"outbound_packets": 24,
"inbound_bytes": 4185,
"outbound_bytes": 10480,

"connection_established_time":

"timestamp": "2024-06-17T02:58:48Z2"

"connection_id":

"client_ V|rtual _ip":
"client_ip":
"client_user_name":

'3[ KrE FkK 145

"100.4+5+.100",
..... i

"inbound_packets": 13,
"outbound_packets": 38,
"inbound_bytes": 4185,
"outbound_bytes": 15804,

"connection_established_time":

"timestamp": "2024-06-17T02:58:48Z2"

}
1

"total_count": 2,

"request_id":

B2WA.2,

"6844f73ab1dd713d369b88904a935bd6"

RIEERZID, BRrFFEEP2C VPNRIKER o

2024-06-17T02:58:27.213Z",

Gade9de6 b19e-4b87-874d-f4880be317c1",

2024-06-17T02:58:12.413Z",

w=EEMEAPIRYERSIR, WNRERAKS FRIAMBFERZHEIAP, 1ZIAMBRE

BEEARBAPIFRFEIIR .

o WNRFEAAHBSRIEFEIN, BANIREKIES INPRFHERIR
o WRFASMHKRIBIFIN, FEFSUNTEMDER
=R hiEk | BRER | KR Bl HRERAVFEAN
Eill (*Aw 417
;)
vpn:p2cVpn | write p2cVpnGa | - - -
Gateway:dis teway
connectCon
nection
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FEILE M4
AP &% 4 AP

URI

POST /v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/connections/
{connection_id}/disconnect

& 4-247 S EUHH
B E- St =EY | #Hid
%
project_id String b~ IRBID, mILAEId3RENIRE IDFRENRE
ID
p2c_vgw_id String = P2C VPNPYE3L45ID
connection_id | String = P2C VPN FKI&ESZID

o IEKIEFH
POST https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/connections/{connection_id}/
disconnect

N AziH R
o [N
IREYAZSAZ ST 200: successful operations,
3 4-248 K7 Body 2#51I%
B St ik
request_id String iBKkid
o Rz
{
"request_id": "c63d850876bcddbdfbd11776cce57914"
}
7 NAN T

B2A.2,

4.2.1.9 H& P2C VPN % - UpgradeP2CVPNGateway

ThEENR

FHRP2C VPN,
EREE

B5=03,
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FEE FAMIES

APl &%& 4 API
RS2
WSEEFRBAPIRIERUR, WNRERKS TRIAMABRERSRIAPI, ZIAMABRE
B&IEABAPIFRFRINR
o NMRFEAABERIEFN, BMURERIES AR
o WREABHRIBIFIN, FEZMNTEDREBIR,
IR B | BRER | KR Bl& RV
il (*J% T
M)
vpn:p2cVpn | write p2cVpnGa | g:ResourceTag | - -
Gateway:up teway /<tag-key>
grade
URI
POST /v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/upgrade
% 4-249 153K path 2H51I3%
BR E- Sl fEiR
project_id String InHID,
p2c_vgw_id String P2C VPNIXELHIID,
BXREE

Z= 4-250 UpgradeRequestBody

B it =R | R
ik
action String 2 o INALIRAA: FHRIR(E

o BYETH:
- start
- finish
- rollback

o EREH

POST https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/upgrade
{

"action": "start"

}

MAERRAS 01 (2026-04-24)
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FEE FAIES

APl &%& 4 API
IAzER
o RBH
IREYAZSAS/9202: successful operation,
2= 4-251 [ Body &#%I1%
B E-Jid] A
job_id String {F55id,
request_id String B3Kid,
o  NaRztF
{
"job_id"; "c7f1d3e3-0476-4a71-95a7-3ce8cbb9o69de",
"request_id": "73f072d8-demo-a8df-va86-2a755d95636f"
}
REB

4.2.1.10 FHFIR(ESFIZE - QueryResourceTasks

ab
ThEEN A

ARTSE

BRRER

EWRRESIIR

w=EEMEAPIRYERSIR, WNRERAKS FRIAMBFERZHEIAPI, 1ZIAMBRE
BEZERAPIFTERINIR .

o WMREAALSRIEEN, BAENIRERES IAPRMZINIR.
o MRFEMBMHRIGRN, FESUTEORIER,

IR BR | BRER | S BI% RIS
Bl (* A5 I
;)

vpn:p2cVpn | list - - - ]
Gateway:list
Resourcelob
S
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FEILE M4
AP &%

4 API

URI

IBERHEE

WAGEHR

GET /v5/{project_id}/p2c-vpn-gateways/jobs

& 4-252 SRR
BR it 2/ | %A
i%
project_id String = IREID, BJLABIIIRENINE IDFREIRE
ID,
7 4-253 153k Query 2#51%
B St =AY | #ER
%
resource_id String & &HiEID,
limit Integer S S REFNEIRREINICRHE.
marker String B o INREEIHER: EAAATEEISINC,

A= AEFE—R . BRI
markera] LARYE E—RIERAY
page_infoX3g&fAYnext_markerid
5.

o %R WRSlimit—iE(HER.

o BKB¥
o
o iEKEEH

a. BEEMERRES.

GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/jobs

b. iR#Eresource idEHEBIES
GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/jobs?resource_id={resource_id}

LI V=S 54

IREMAZIS A 200: @RI

2= 4-254 i Body S#5I%&

objects

B Syt fEiA
jobs Array of Job FBER.
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FEE AL

APl &%& 4 API
2R 281 fA
total_count Integer TS
page_info Pagelnfo object | PREEITIEE.,
request_id String BKID,
2% 4-255 Job
BiR E-Jid] iR
id String o INEEIHAR: {E53ID,
e 1&4: 36{ZUUID,
resource_id String o INECIHER: VPNMIXEIREID,
o &4 : 36{ZUUID,
job_type String o INREWEA: {E552EEL,
o HUESEE: upgrade, rollback,
auto_rollback, create_gateway,
status String o INBEIREA: VPNRIFIRZE,
o EUETGHE:
- init: ¥Rl
- running: {79
- upgrading: FKH,
- pending_upgrade_confirm: ZFE&FF
RN
- success: FERAAIN.
- rolling_back: [Ei&H,
- rollback_success: [EiZpIN .
- fail: FREM.
expected_time | Integer o INEEIRER: FREARIFINITAIE,
_seconds S Tk
L E{M- */o
created_at String o IHALIRAA: QUZERTIE],
o UTCHIIEIE: yyyy-MM-
ddTHH:mm:ss.5552,
finished_at String o INEEiAEA: £5sRAdiE.
o UTCRIEMEZ: Jyyy-MM-
ddTHH:mm:ss.5552,
error_message | String o IfEEIRAA: HBIR(EE.
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FEE FAMIES

APl &% 4 API
E= i) 1k
sub_jobs Array of o INEEIHAER: F{ESRHIE,
SubJob objects
28 4-256 Sublob
EZ i) ik
id String o INREIRAR: {FBID,
o #&=(: 36fZUUID,
job_type String o INAEIRER: {E3BREL,
o EYEEHE:
- prepare_resource
- upgrade_worker_1
- upgrade_worker_2
- migrate_network_1
status String o INREIHAR: (RS,
o EUESEH:
- init: ¥JMEML
- running: 79
- upgrading: Kk
- success: FRREIH
- fail: HLKREW
expected_time | Integer o INAELIRAR: FREAHITETIE
_seconds 2 Eh
° $1M */o
created_at String o INBEIHAR: GUEERYE.
o UTCHIIENEIN: Jyyy-MM-
ddTHH:mm:ss.5552,
finished_at String o IHBEIRAR: Z55RATiE,
o UTCHIIENEZN: Jyyy-MM-
ddTHH:mm:ss.5552,
error_message | String o INBEIHER: EiR(EE
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FEILE M4
AP &%

4 API

& 4-257 Pagelnfo

&R 3] 115

}_E__/I\;'}'Sl

next_marker String T—MWImarker B E—XR &GN FiEx
ERIBIEERTIE]

current_count | Integer LEIFERFREHZE .

LI )V =27]
{

"request_id": "5a71735f134a5e7b3e67300ddcd04d8e",
"jobs": [
{

"id": "5333d06c-8bdc-41e6-8758-f13fcef80d07",

"resource_id": "a016ce55-4e35-47c1-ae3b-91cd022d1717",

"job_type": "upgrade",
"status": "success",
"created_at": "2026-03-20T03:26:18.338355Z",
"finished_at": "2026-03-20T03:26:40.407165Z",
"sub_jobs": [

{

"id": "a5a1bebc-5430-4bc6-9b76-e24c6e5e3359",
"job_type": "prepare_resource",

"status": "success",

"expected_time_seconds": 20,

"created_at": "2026-03-20T03:26:18.334659064Z",
"finished_at": "2026-03-20T03:26:35.49934131Z"

"id": "e1cfb414-3630-4ed6-a602-22d9f40646fa",
"job_type": "migrate_network_1",

"status": "success",

"expected_time_seconds": 10,

"created_at": "2026-03-20T03:26:18.33738937Z",
"finished_at": "2026-03-20T03:26:40.124594368Z"

1
}
1
"total_count": 1,
"page_info": {
"current_count": 1

}
KEE
520A.2,
4.2.1.11 HBRISE(ESRICHE - DeleteTaskRecords
INEENA
RIBESSID, MbRIEEAMESICR.

ARSI

5203,
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FEE AL

APl &% 4 API
BERUEE
WS EEFEAPIRIERNIR, WNRERKS FTHIAMBRERZHEIAPI, ZIAMBRE
BE&ZEBEAPIFREIIBUR
o WNMRFHACESRIEEN, EFSIREKIES WAPRFHEINIR.
o WRFHASMHKIRIFIN, FEFUNTSHRIEE.
IR hiEgk | WRER | K4 B3 HRERATRIAR
]l (*Aw IR
)
vph:p2cVpn | write - - - -
Gateway:del
eteResource
Jobs
URI
DELETE /v5/{project_id}/p2c-vpn-gateways/jobs/{job_id}
% 4-258 S
2R 5] 2/Y | WA
ik
project_id String b~ IREID, aJLABIdIREIER B IDZRERE
ID,
job_id String = £
BKEHR
o BKB¥
To
o BRI
DELETE https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/jobs/{job_id}
) TA=1EN
o HRIES#L
IREYRZSRD S 204: MIBRALIN o
RS

B20A.2,

4.2.2 fR55in
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FEE FAMIES

APl &% 4 API

4.2.2.1 B VPN RS - CreateVPNServer

ThEEN 4R
BUEVPNARSS i
ERZS
B=03,
BRIUSE
WSESMEAPIBVERINIR, MRERKS FTHIAMABRERZSRIAPI, ZIAMARE
BEARAPIETFEAISIR
o WRFEAMBSHEIEEN, BEERMRERIES IAPRFIHEAIN
o WREABHRIBIEN, FEZNTEDREBINR,
R g | JIREE | SR Bl& IRRRATEZAN
| (*Hws 17
M)
vpn:p2cVpn | write p2cVpnGa | g:ResourceTag | - e scm:cert:
Gateway:cre teway /<tag-key> export
ateServer e scm:cert:l
ist
e iam:ident
ityProvid
ers:getlde
ntityProvi
der
e iam:ident
ityProvid
ers:listPro
tocols
e iam:ident
ityProvid
ers:listlde
ntityProvi
ders
URI
POST /v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/vpn-servers
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FEE FAMIES

APl &% 4 API
K 4-259 2#0<AA
B it BEY | @k
%
project_id String 2 IREID, aILABIdIREER B IDFRERE

IDo

p2c_vgw._id String = P2C VPNRIFESLHIID,
K 4-260 53k Header 2H%%E
B it =AY | ik
i
X-Client- String B o INELUIAE: BEEMiINL,
Token o #&zt: 36{IUUID,

iEKiHR

o BRBY

% 4-261 i5Kks%

=Y St =AY | i
%
vpn_server | CreateServe | 2 BIEIRSBIFIERITR
rRequest
object
R 4-262 CreateServerRequest
B E- il Wik | #R
tunnel_proto | String B o INEEIRAE: REEIMMNZEEL,
col o EYESE:
SSL: SSLfMY o
o EUAE: SSL.
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FEE FAMIES

APl &%& 4 API
2R S WA A
client_cidr String = o INREEINAR: EFIRMNER ., ZFimiE
SOEERT, SMZMEDE— N E
HAIPHbRE

o 1B "H oS /AR S,
f514N192.168.1.0/24
o #TR:

- EPunMEABERI M XFTE
VPCEMARRHZESPRIRHAFE
e,

- EPiURMNEARERAIRSS in
KimERHIZFRAIMERF7EH
52

- EPinRERbhEthAgIPihhEE]
EEARTFMEERAIEZEHAIN
=,

- EPRinMNEARBeERLLTE®
MIEZ: 0.0.0.0/8, 127.0.0.0/8,

224.0.0.0/4, 240.0.0.0/4,
169.254.0.0/16,

local_subnet | Array of IHEEIHER: AinMERSIZE ., ANk

s strings BRREEHAN= EAIBRIMES,
ZMEREEIBITVPNS P MIMEE
HiTHE,

o 18I "Mool 8,
1%010.10.1.0/24,

ali

o ZJR:
- ELFNKREME, BAR
ZHEHES 201N WER

- KinMERABeERLA T 45N
E%: 0.0.0.0/8, 127.0.0.0/8,
224.0.0.0/4, 240.0.0.0/4,

client_auth_t | String o INESIRAA: ZEPuEIAIESEE,

ype o EVESEHE:
- CERT: EHIAIE,
- LOCAL_PASSWORD: O%iA
iE (A4h) o
- IAM: IAMIAIE,
- FEDERATED: BEFBIAILE,
e ZRIAE: LOCAL_PASSWORD,

oy

server_certifi | server_certif | & IRSZIRIEH, BREiMYSERESSLAT
cate icate WIH, EEFFRREREIRIES,

object ANRSA3072/4096,
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FEE A4S

APl &% 4 API
2R St} WA A
client_ca_cer | Array of & o INBEIRAR: EFIRCAIFESIE,
tificates client_ca_ce BFIERimIEBHITIAL,
rtificate o #E:
objects - BEEMAEERIESSL, BEPiE
INIEZREUSIER NIRRT AE
- ERAIEREIEEIALE
B, = HE1ARZFIRCAILE
B, ESFEEI10R8E iR
CAIEF,
ssl_options ssl_options | & SSLEFE MY AYRNIEBCEIR ., FEE
object IWEERISZSSLATS, WiE,
dns_servers | Array of - e INECIER: DNSERSZIRIIE, &5
strings FADNS
o 1B "Moo HHEI"ERN, a0
172.16.1.1
idp_name String B o INEEINER: BMIRERBAIR,
o #JTR:
- EPIRIAIESERL AEFRIALE
B, wE,
= FImI AR X FRIAIE
BY, ABEEAN.
2k 4-263 server_certificate
BiR St} WA A
id String B IheeiBA: IEBID, ACCM(=UEH
5818 RS) P E EEBANERID,
WEPBEFEACCMAT, HE,
source String & INAEIRAR: IFREIE.
BESEE:
e CCM: EFIFH,
e SERVICE_SIGN: REZBEZZIE
$,
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FEE FAMIES

4 API

£ 4-264 client_ca_certificate

2R - Sid] Wik U
name String N o IEBHR, TEIBENERK
o EVETBE: 1-647MF1F. i
?\ §Y$ﬂ\ EF'Y(\U4eOO -
\uofab). _(TXlL). -(PXlzk).
content String = o INEEIRER: IFBRE, HEEEH=E

EBEIARGIES, W
RSA3072/4096

o FET\:
----- BEGIN CERTIFICATE-----

khkkkkkkkkkkkkkkhkkkhkkkhkkhkkkhkkkkx

kkkkkkkkkkkkkhkkkhhkkkhkkhhkkhhkkhkkhhx

& 4-265 ssl_options

&R e

\

4
"

[S2

R

iy

protocol String

o INREIHER: 1Y,
o EVESBHE: TCP,
o FIAE: TCP,

iy

port Integer

o INEGIRER: IwOS,
o BUETGHE:

- 443

- 1194
o EINME: 443,

N

encryption_a
lgorithm

String

o INEEIRBE: MIZEEE.
o BUESEE:
- AES-128-GCM
- AES-256-GCM
o ERINE: AES-128-GCM,

N

is_compresse | Boolean

d

o INEEIRAA: EBEIEYE.
o EUEEHE:
- true

- false

o ZINME: false,

(ERRES]
1ERIERBIANES B VPNARSS i o
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FEILE M4
AP &% 4 AP

POST https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/vpn-servers
{

"vpn_server": {
"tunnel_protocol": "SSL",
"client_cidr": "172.16.0.1/24",
"local_subnets": [

"10.16.0.0/24",
"10.16.1.0/24"
1
"client_auth_type": "CERT",

"server_certificate": {

Ilidll: |ISCS*********3922",
"source": "CCM"

h

"client_ca_certificates": [
{

"name": "client_ca_8sux3d",
"content": "----- BEGIN CERTIFICATE----- ki~ END CERTIFICATE "

}
1
"ssl_options": {
"protocol": "TCP",
"port": 443,
"encryption_algorithm": "AES-128-GCM",
"is_compressed": false
}
}
}

2. HEBOSNEL L RIZEVPNIRSS i
{
"vpn_server": {
"tunnel_protocol": "SSL",
"client_cidr": "172.16.0.1/24",
"local_subnets": [
"10.16.0.0/24",
"10.16.1.0/24"
1;
"client_auth_type": "LOCAL_PASSWORD",
"server_certificate": {
"id": "scs1716171403922",
"source": "CCM"
h
"ss|_options": {
"protocol": "TCP",
"port": 443,
"encryption_algorithm": "AES-128-GCM",
"is_compressed": false
}
}
}

3.fERIRS BERIEBH B VPNIRSS IR .
{

"vpn_server": {
"tunnel_protocol": "SSL",
"client_cidr": "172.16.0.1/24",
"local_subnets": [

"10.16.0.0/24",
"10.16.1.0/24"
1
"client_auth_type": "LOCAL_PASSWORD",
"server_certificate": {
"source": "SERVICE_SIGN"
h?
"ssl_options": {
"protocol": "TCP",
"port": 443,
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"encryption_algorithm": "AES-128-GCM",
"is_compressed": false

}
}
}
IaAzER
o RS
IREMAZERS A 201: successful operation,
< 4-266 [ Body 2#51%
2R E-Jid] 3%
vpn_server vpn_server VPNIESS R o
object
request_id String 15KID,
R 4-267 vpn_server
2R Ry )%
id String o INALHAR: VPNBRSZIE ID,
o FBT: 36{UUID,
o NaRzt£4l
{
"vpn_server": {
"id": "2407a20d-0bf7-4530-ba%a-7ffaOcedfa3b"
L
"request_id"; "b19ba5a0be8f7b7f664b14596f8f35db"
}
KB

520A.2,
4.2.2.2 EifRXT VPN fRS5i% - QueryVPNServer
INRENA

FR#EP2C VPNRMXID, BEHiEVPNRS IR,

ARTIE

BRER

w=EEMEAPIRIERSIR, WNRERAKS FRIAMBFERZHEIAPI, 1ZIAMBRE
BZRERAPIFFERINER .
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o NRFHAABESREFIN, BEMMRERIES IABRFAEAIR
o MREASMHREITIN, FESUTESHRIEUR
R B | RRER | KR Bl& KRRV
il (*J% T
M)
vpn:p2cVpn | list p2cVpnGa | g:ResourceTag | - -
Gateway:list teway /<tag-key>
Servers
URI
GET /v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/vpn-servers
K 4-268 25 HH
BN 3] m=a |k
i%&
project_id String 2 IREID, aILABIdIREER B IDFRENRE
ID,
p2c_vgw._id String = P2C VPNRIESLHIID,
IBXIHE
o BKSY
o
o iEREAHI
GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/vpn-servers
NAZES

o IHRIBH

IREMAZSRE 200: EiFIR .

= 4-269 UL Body 2#5I%

B i) R
vpn_servers Array of IRSSimIIE .
ShowsServerR
esponse
objects
total_count integer B2
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2R =i ik
page_info Pagelnfo S RERRYER
object
request_id String BKid,
% 4-270 ShowServerResponse
B it} )%
id String o INAEEiAR: VPNBERSEIR ID,
o T\ : 36{:ZUUID,
p2c_vgw._id String o INAEIHAR: P2C VPNMIEID,
o #z(: 36{7UUID,
client_cidr String o INRGIREE: ZEPIRMES . ZEFIREINE
=AY, SMZMER D EC— N EEHLIPith
ks
o &I "moHHEHI/AEE R, Hlun
192.168.1.0/24,
local_subnets Array of o INREIRER: AimMERFIZE .
strings o EE: "S- AEES, B
10.10.1.0/24,
client_auth_typ | String o INBEIRER: EFURIAIEZEERY,
€ o EYESEH:
CERT: iEHIAIE,
LOCAL_PASSWORD: MAZIAIE ( &
i),
IAM: IAMIAIE,
FEDERATED: BAEBIAIE,
tunnel_protoco | String o INREINER: FEIEMNEERY,

L

BESEE
SSL: SSLifM¥.

server_certifica | server_certific | RSB imIEH .
te ate object
client_ca_certif | Array of ZRiRCAIERSIZR, BFXNERimiESiH
icates QueryClientC | {TIAIE,
aCertificateBo
dy objects
ssl_options ssl_options SSLEFE MY AYei%ECE IR .
object
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2R =i g
dns_servers Array of o INAEIRER: DNSIRSBIRTIE
strings o 8z "mSHiEIMER, B
172.16.1.1
idp_name String BnieEmEiR.
status String o INEEIHER: PRBIRIRS.
o EUETHE:
PENDING_CREATE: gli&h,
PENDING_UPDATE: =E#rd,
ACTIVE: IEE,
FAULT: BE,
FROZEN: &%,
created_at String o INRLIHAA: CIZEATE).
o UTCRYEMER: Jyyy-MM-
ddTHH:mm:ss.5552,
updated_at String o INREHEE: REEHATE.
o UTCEIEHREZC: Jyyy-MM-
ddTHH:mm:ss.S552,
2R 4-271 server_certificate
2R i finak
id String IFBID, ACCM(ZIEBSEERS)FE
HEEBENEBID, EIEBECCMA#HE
fRfE, ZIDAR,
name String IFB&, ACCM(TIEBSEERS)FE
HEIEBRIERE .
issuer String o INREIHER: IFBMAE.
o EVESEBE: 1-25671FF,
subject String o INREIRAR: FPBEAE.

o HUESBHE: 1-2561FF,

serial_number | String

o INREIRAR: IERFIIS.
o EUETBHE: 1-641FF,

expiration_tim | String
e

o IfREIRAR: EIHARYIEL,

o UTCHYEIEZN: Jyyy-MM-
ddTHH:mm:ss.SSSZ,
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B it fiik
signature_algo | String o INREIRAE: IEPEZEE,
rithm o EUETE: 1-6471M37F,
source String o INEEIRER: IEBHRIE,

o HUEBHE:
- CC™
- SERVICE_SIGN

& 4-272 QueryClientCaCertificateBody

&R

KE

Hik

id

String

o INREIRER: IEBID,
o #: 36f7UUID,

name

String

o INREIREA: IEBER.

o EUETEE: 1-641MNFERF. XIFHF. =
XFE. #3Z(\u4e00 - \udfas). _(F

L)« -(PHIER)

issuer

String

o INBGIRER: IFBMEE.
o EVETGHE: 1-2561=FF,

subject

String

o INRLIRER: IFBFERAE.
o BUESEBE: 1-25671FF.

serial_number

String

o INBEIHBA: CAIFBRFEYIES,
o EVETGHE: 1-641MFS,

e

expiration_tim

String

o INREIRER: IEPRIRARTE].

o UTCHIIEWER: yyy-MM-
ddTHH:mm:ss.SS5Z,

rithm

signature_algo

String

o INREIHER: IFBEEE £,
o HUESBHE: 1-641MFF,

created_at

String

o IJREULHR: EUERATIE.

o UTCHYENEZ: Jyyy-MM-
ddTHH:mm:ss.55527,

updated_at

String

o IfRENAR: ERIEFATEL

o UTCHYENEZ: Jyyy-MM-
ddTHH:mm:ss.S55Z7,
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2 4-273 ssl_options

&R

sy

1114

protocol

string

Thagisia: Mo
BESEEl: TCP,

port

integer

INRERAA: iwE.
BEEE:

- 443

- 1194

encryption_alg
orithm

string

INREIRAA: INEEIE,
BETEE:

- AES-128-GCM

- AES-256-GCM

authentication
_algorithm

string

IHESIHAR: %,
EUETEE:
- SHA256
- SHA384

is_compressed

boolean

IheeiRiA: RBES, FIAE.
BEEHE:

- true

- false

3R 4-274 Pagelnfo

B

xE

i1}

next_marker

String

IneeiRBl: T—mBImarker, B E—
REENN P ERE— 1 RIRIICIERE

current_count

integer

TIREWER: SRPIRFRIFHE

LI ) =271
{

"vpn_servers": [

{

"id": "2407a20d-0bf7-4530-ba9%a-7ffaOcedfa3b",
"p2c_vgw_id": "3b5b64e4-2927-4062-acf6-05b0b842bbfe",

"client_cidr": "1.
"local_subnets":

1.0.0/16",
[

"192.168.12.0/24",
"192.168.1.0/24"

]

"tunnel_protocol": "SSL",
"server_certificate": {

"id": "scs1716171403922",
"name": "lsh-

newcert",

"client_auth_type": "LOCAL_PASSWORD",
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"issuer": "C=CN,ST=beijing,L=haidian,O=lesaas,OU=root, CN=www.***.com",
"subject": "C=CN,ST=beijing,L=haidian,O=server,OU=server,CN=www.***.com",
"serial_number": "310325804134830162280305057622726926320418980636",
"expiration_time": "2024-06-19T02:15:26Z",
"signature_algorithm": "SHA256WITHRSA",
"source": "CCM"
L
"client_ca_certificates": [],
"ssl_options": {
"protocol": "TCP",
"port": 443,
"encryption_algorithm": "AES-128-GCM",
"authentication_algorithm": "SHA256",
"is_compressed": false
L
"status": "ACTIVE",
"created_at": "2024-06-14T01:14:56.802Z",
"updated_at": "2024-06-14T08:53:22.855Z"
}
1
"request_id": "3378c265585ffb8aac68ec39a2db67al1"

NG
4.2.2.3 {& VPN fR$3i% - UpdateVPNServer

ab
IHEEN 4R

RIEVPNARSSIRID, (2oFEERIVPNARSS IR o

BRRER

W=SEEMEAPIRIERSIR, INRERAKS FRIAMBFERZHEIAP, 1ZIAMBRE

HEEAFAPIFRFRAIMNR

o WMREAABSRIEREN, BARNIRERES IAPRMFZINR.
o INREMABMHRIKEIN, FESUTEORISIR,
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AR KK | BRER | KR Bl& KRR
3l (*J9i% 07
M)
vpn:p2cVpn | write p2cVpnGa | g:ResourceTag | - e scm:cert:
Gateway:up teway /<tag-key> export
dateServer e scmicert:l
ist
e iam:ident
ityProvid
ers:getlde
ntityProvi
der
e iam:ident
ityProvid
ers:listPro
tocols
e iam:ident
ityProvid
ers:listlde
ntityProvi
ders
URI
PUT /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}
K 4-275 215 BE
&R S 2EY | ik
&
project_id String 2 IREID, aILABIdIREIERE IDFRENRE
ID,
vpn_server_id | String = VPNRRSSi%ID o
IEXREE
o IEKRSH
& 4-276 {IERESH
B E- il Wik | iR
vpn_server UpdateServ | 2 BEHTVPNIRS ImiaRKITR .
erRequest
object
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2 4-277 UpdateServerRequest

B

RE

\

4
"

(S

ik

client_cidr

iy

String

o INRENRAR: EFURMER. ZFimiE

SEERY, SMNZMNEDE—1E
HLPHELE

Bl "moHEE AERE S,

f5140192.168.1.0/24

245R:

- EPRinMNEABEFIMKERE
\&Pc%jti)\ﬁﬁﬂaiqﬂﬁgﬂﬁﬂaﬁﬁ
1 %Léo

- EPRinMNEAREFIAIRS in+
KimMERHIZRAIMERF7E$

- EPiRMERhRgI Pt EL
%%ﬁ?@?&%ﬁﬁﬁ‘%ﬁﬂgm

- BN FER AT
MEZ: 0.0.0.0/8, 127.0.0.0/8,

224.0.0.0/4, 240.0.0.0/4,
169.254.0.0/16,

local_subnet
S

iy

Array of
strings

INEEAA: KRigMERTIZE . Aixk

BREEELHON= ERIBRIMER,

ZMEREEBSVPNS IR

Bzl "o/ S,

f51%110.10.1.0/24.,

Z45R:

- EVENERENER, B AR
ZHIHES 201N WER

- RinPERABEERLL TSN
EZ: 0.0.0.0/8, 127.0.0.0/8,
224.0.0.0/4, 240.0.0.0/4,

server_certifi
cate

iy

server_certif
icate object

i

SSumilE, HEEERRERREIAR
iE$, WRSA3072/4096,

ssl_options

iy

ssl_options
object

SSLEFE MY AY AT EECE TN o
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B i) Wik | A
client_auth_t | String B o INAEIHAR: ZEFUHIAIESEE,
yPe o HUETBH:
CERT: EHIAIE,
LOCAL_PASSWORD: H%AuE
(Att) .
IAM: IAMIAIE
FEDERATED: BX3#BIAILE.
dns_servers | Array of B o INEEIHER: DNSERBIRIIE, =2
strings FADNS
o &I "moHHHI"E, Fln
172.16.1.1
idp_name String S o INEEWER: BMIREHEEIR. BEF
IRIAUESEBY OEXFIAERY, WA1E,
o £JTR:
- EBRImAIEEE SECEBIALE
BY, WE,
= FimI AESERIAS S BXFBIAIE
BY, ABEEAN.
2% 4-278 server_certificate
B il Wigk | R
id String g INAEIHAR: IERID, ACCM(=IEH
5E1#IRS) P E EEBRNERID,
& 4-279 ssl_options
2R i) WiE | R
protocol String & o INEEIRAR: Y.
o EYESEHE: TCP
o ZELINME: TCP
port Integer & o INREIRBE: wOS,
o EYEEHE:
- 443
- 1194
o FINE: 443,
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B

ESid)

ik

encryption_a
lgorithm

String

o INEERER: MNEEX.
o HUEBHE:
- AES-128-GCM
- AES-256-GCM
o ZRIME: AES-128-GCM,

o BRI

PUT https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}

{

"vpn_server": {

"client_cidr": "192.168.10.0/24",

"local_subnets": [
"172.16.0.0/24",
"172.16.1.0/24"

]

}

"ssl_options": {

"protocol": "TCP",

"port": 443,

"server_certificate": {
"id": "scs1717051012106"

"encryption_algorithm": "AES-128-GCM"

}

}
}

NaRLHS
o IARIBH

IREYAZSAZ ST 200: successful operations,

"client_auth_type": "CERT"

% 4-280 AR Body 2#51%

&R

ESig)

1%

request_id

string

iBEKido

o IBRRA
{

"request_id": "c63d850876bcddbdfbd11776cce57914"

}

W&

B20A.2,

4.2.2.4 S VPN JREZiHII N AZE FikEcE - ExportClientConfiguration

ThaEN A

RIEVPNIRSSIRID, SHEFIREERER .
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ARBE

1B5&03,
ERUSE

WS EZFEAPIRNERNIE, tNRFERAKS FTRIAMARIERZERIAPI, ZIAMBRE

B&EARAPIFRERISSR

o WNRFHACERIEIEN, EFSIREKIES WAPRFHEINIR.

o WRFHASHRIZEN, FEFUTEDRIENIR.

IR BEg | BREE | FE8E Bl& HRERATRZIA

il (*Aw IR
;)

vpn:p2cVpn | write p2cVpnGa | g:ResourceTag | - -

Gateway:ex teway /<tag-key>

portClientCo

nfig
URI

POST /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/client-config/

export

x 4-281 2Fux A

2R R =AY | Et

ik
project_id String b~ IREID, mJLABII3RENIRE IDFRENRE
ID,

vpn_server_id | String = VPNESSi%ID o

IBKER
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N Rz S

T

% 4-282 EKSH

BR S B | R

Os_type String & o INREIAR: #BRMFRGEE,

o EYECH
Windows: WindowsZ& %

Linux: Linux&%t
MacOS: MacOSERS
Android: AndroidER%t
i0S: IOSE%

e ZXINE: Windows,

=R =]

TBRED

POST https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/client-config/
export

{

"os_type": "Windows"

MRS
IREMYAZAZS 200: BRI .

= 4-283 MR Body 2#31%

2R i) A
client_config string EFiRbcE.
M Kz 7~ 15
{

"client_config": "client\ndev tun\nproto tcp\nremote 215.xx.xx.99 443\nresolv-retry infinite\nnobind
\npersist-key\npersist-tun\nremote-cert-tls server\ndata-ciphers AES-128-GCM\nauth SHA256\nverb
3\nauth-user-pass\n<ca>\n----- BEGIN CERTIFICATE----- S END CERTIFICATE----- \n</ca>\n\n
\nreneg-sec 0\n# Add a comment character (#) in front of disable-dco when OpenVPN 2.5 or earlier
is used.\ndisable-dco\n"

}

B2IA.2,

4.2.2.5 BEiFFHFPTFE VPN &% - QueryVPNServers

TIRENR

EWHEP TR VPNERSS IR
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BRI
B203,
BEER
WSEEFMEAPIRIERNIR, WRERKS THIAMBRIERZEIAPI, ZIAMBRE
BFEBAPIFTEAINIR .
o WNREAABSRIEIEN, BAMNIREKIES IAPRFHEINI,
o NREMASMRIEIEN, FEBUTHDRIENR
IR hiEgk | BRER | K4 Bl HRERAVFEEAN
Eall (*Faws 17
;)
vpn:p2cVpn | list p2cVpnGa | - - -
Gateway:list teway
AllServers
URI
GET /v5/{project_id}/vpn-servers
& 4-284 SR AA
B S BRY |k
i%
project_id String = IREID, aJLABIdIkEIE IDFRERE
ID,
% 4-285 53K Query 2%
B E-Sit) BRY | i
i%
limit Integer N D REENBIURERNCREE.
marker String B o INREEIRER: EAAIATEISINCH,
A= AEEE—R. BT —IH
markera] LATRYE E—TRIBRAY
page_infoXx3gHAInext_markeriE
_'%‘ o
o ZJR: MMSlimit—iEeER,
enterprise_pr | Array & tTWIRHEID,
oject_id

MAEARAS 01 (2026-04-24)

WRINERE © HERRAREBIRAT

281




FEE FAMIES

APl &% 4 API
BRER
o BEKREH
To
o BRI
GET https://{Endpoint}/v5/{project_id}/vpn-servers
TRLER

o IHRIBH

IREMAZISF 200: G

7% 4-286 I Body 2#%%

BR Ry 3%
vpn_servers Array of EifVPNBRSS il R XS
ShowServerResponse | %%,
objects
total_count Integer HefHP TAIVPNIRSS
wEE,
page_info Pagelnfo object PREHRER.
request_id String iaKid,

% 4-287 ShowServerResponse

2R il A
id String o INAENAR: VPNBRSZIE ID,
e 1&=(: 36{UUID,
p2c_vgw_id String e INHAEIRER: P2C VPNRIEID,
e 1&=: 36fZUUID,
client_cidr String o INEEIREE: EFIRME . BEFIREIE
EAY, SMZRMESEC— N EEHLIPitE
i,
o &I "moHHH/AEE g, flan
192.168.1.0/24,
local_subnets Array of o INEGIRER: ANimMERFIZE,
strings

o FBIV: "R THI/ER B, Flan
10.10.1.0/24,
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2R it ik
client_auth_typ | String o INEEIHER: ZPumIAIEZEEY .
€ o BUESGHE:
CERT: MERIAIE.
LOCAL_PASSWORD: OSHAIE ( &
i) .
IAM: IAMIAIE o
FEDERATED: EX#BiAilE.
tunnel_protoco | String o INEEIHAR: FEREHMYERY,

L

o BUEGHE
SSL: SSLMM .

UTCRIEE=C: Jy-MM-
ddTHH:mm:ss.5552,

server_certifica | server_certific | JRSURIEE
te ate object
client_ca_certif | Array of EZRiRCAIERSIZE, BFXNERimiEHiH
icates QueryClientC | 1F7IAILE,
aCertificateBo
dy objects
ssl_options ssl_options SSLEEEHMY AT IERCE IR .
object
dns_servers Array of o INBEIREA: DNSIRSZIRTIE
strings o 8 "mHHHEIIIE, Bl
172.16.1.1
idp_name String BIDRHBEBIR,
status String o INEEIHER: IRSBimIAS.
o EUEEHE:
PENDING_CREATE: @,
PENDING_UPDATE: &,
ACTIVE: IEF%,
FAULT: B,
FROZEN: &%,
created_at String o IhBEIHAR: GUEERTE.
o UTCHIEWER: yyyy-MM-
ddTHH:mm:ss.S557,
updated_at String o INEGIHAR: RIEEHANE.

MAERRAS 01 (2026-04-24)

WRIERE © HERRARBIRAT

283



FEILE M4
AP &% 4 AP

2% 4-288 server_certificate

B E-Sit) E[::)%
id String IEPID, ACCM(TIERSEEERS)+E
HEEPARERID, FIEBECCMAIRE
BRI, 1ZIDAZ,
name String IEBE, ICCM(BIEBEEERS)$FE
HEEBHREBER,
issuer String o INAGIHAR: IFBMAE.,
o HUESEE: 1-2561=F%,
subject String o INREINEE: FRERE.
o EUEBRE: 1-2567FF,
serial_number | String o INRLIHAA: EBFRIIS,
o HUESEE: 1-641MFTF
expiration_tim | String o INAEILAR: FJHARTIEL
€ o UTCHIEHER: Jyyy-MM-
ddTHH:mm:ss.S55Z,
signature_algo | String o INEGIRAR: IEPBIEL,
rithm o BUETSE: 1-641FH,
source String o INEGIHER: FBFKIE,
o HUBEEE:
- CC™M
- SERVICE_SIGN

= 4-289 QueryClientCaCertificateBody

B i) A

id String e INEEIHAR: JEBID,
o 1&={: 36{UUID,

name String o INRGIHER: IEBZIR,

o HUETBE: 1-641MFFF. IEFHF. &
=R, 3 (\u4e00 - \udfa5). _(F
X2%) . -(PriZk).

issuer String o INBEINER: IFPMAEE.

o EUEBRE: 1-2567FF,

subject String o INREIRAR: IFBFEAE.

o HUESBH: 1-2561=FTF
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B KB 1)

serial_number | String o INAEIRAR: CAIEBREIIZ,
o HUESBE: 1-641MZFFF,
expiration_tim | String o INAEIRAR: IEPEIHARTIE,
e o UTCRIIEMEZN: yyyy-MM-
ddTHH:mm:ss.5557,
signature_algo | String o INEGIRAR: IEPEIFEL,
rithm o EUEBE: 1-641MF15,
created_at String o IhBEIHAR: GUEERYE.
o UTCRIIEMEZN: yyyy-MM-
ddTHH:mm:ss.555Z,
updated_at String o INEEINER: REEFATIE.,

o UTCHYEIER: Jyyy-MM-
ddTHH:mm:ss.S552,

& 4-290 ssl_options
2R Ry )%

protocol string o INEEIAR: Y.
o HYESEE: TCP,

port integer o INEEURAA: WwO,
o HUEBHE:

- 443

- 1194

encryption_alg | string o INRSINBA: INZEE.,
orithm Hr .
o EYUESEHE:
- AES-128-GCM
- AES-256-GCM

authentication | string o INBEIHAR: INIFEXE,
_algorithm o EYESEE:
- SHA256
- SHA384

is_compressed | boolean o INREIRER: EEESE, NG,
o HYESEHE:

- true
- false
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4 API

% 4-291 Pagelnfo

B

et ik

next_marker String T—MImarker{BX E—XR &8N Pix

E—RIRRIBIEZRTE] o

current_count | Integer HEYRPHREHE

- [mRRA
{

"vpn_servers": [

{

"id": "3f7e48ca-cd3c-4ce2-a277-674382ced4ea",
"p2c_vgw_id": "10d176c7-aed8-4766-9180-a47e536c64d0",
"client_cidr": "173.16.1.0/24",
"local_subnets": [
"172.16.0.0/24",
"172.16.1.0/24"
1,
"client_auth_type": "CERT",
"tunnel_protocol": "SSL",
"server_certificate": {
"id": "scs1698803781642",
"name": "p2cvpn_test",
"issuer": "CN=p2cvpn.test",
"subject": "CN=p2cvpn.server",
"serial_number": "109258411809374886820602321558250159914",
"expiration_time": "2026-01-22T06:26:18Z",
"signature_algorithm": "SHA256WITHRSA",
"source": "CCM"
B
"client_ca_certificates": [
{
"id": "2f291995-9582-4ce8-a7f4-e1b7742e6e0c",
"name": "client_ca_sdk_test_1",
"issuer": "CN=p2cvpn.test",
"subject": "CN=p2cvpn.test",
"serial_number": "218730615113252363388323617489459159151767515623",
"expiration_time": "2033-10-17T06:21:25Z",
"signature_algorithm": "SHA256WITHRSA",
"created_at": "2024-06-15T01:59:46.612Z",
"updated_at": "2024-06-15T01:59:46.612Z"

}
1
"ssl_options": {
"protocol": "TCP",
"port": 443,
"encryption_algorithm": "AES-128-GCM",
"authentication_algorithm": "SHA256",
"is_compressed": false
B
"status": "ACTIVE",
"created_at": "2024-06-15T01:59:46.612Z",
"updated_at": "2024-06-15T02:01:16.606Z"

"id": "3840e9ea-84be-4ff9-ad26-817829ba16ed",
"p2c_vgw_id": "30dfb9cd-eeb0-4937-a7a5-4bc08184090b",
"client_cidr": "173.17.0.0/24",
"local_subnets": [

"172.16.0.0/24",

"172.16.1.0/24"
1
"client_auth_type": "LOCAL_PASSWORD",
"tunnel_protocol": "SSL",
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"server_certificate": {
"id": "scs1698803781642",
"name": "p2cvpn_test",
"issuer": "CN=p2cvpn.test",
"subject": "CN=p2cvpn.server",
"serial_number": "109258411809374886820602321558250159914",
"expiration_time": "2026-01-22T06:26:18Z",
"signature_algorithm": "SHA256WITHRSA",
"source": "CCM"
by
"client_ca_certificates": [],
"ssl_options": {
"protocol": "TCP",
"port": 443,
"encryption_algorithm": "AES-128-GCM",
"authentication_algorithm": "SHA256",
"is_compressed": false
by
"status": "ACTIVE",
"created_at": "2024-06-15T02:01:19.87Z",
"updated_at": "2024-06-15T02:01:19.87Z2"
}
1,
"total_count": 2,
"page_info": {
"current_count": 2

%,
"request_id": "2b16014544fff455b50ef3f1e62bbe35"

NN

4.2.2.6 REEZEPim CA IEP - VerifyClientCACertificate

e
RIS FIHCAEBEEN .

AR

BRUERE

w=SEEZMEAPIRIERSIR, WNRERAKS FRIAMBFERZHEIAP, 1ZIAMBRE
B&EARAPIFFEAISUR

o WMREMAABSREEN, BRMIRERIES WAPRMFEHNIR
o INREMABMHRIKEIN, FESUTEORIEIR,
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APl &%& 4 API
R PR | BRER | KR Bl& KRR
3 (*5% I
)
vpn:system:c | #338§ read - g:ResourceT | -
heckClientC | CAIE ag/<tag-
aCertificate | BHE key>
=
URI

POST /v5/{project_id}/p2c-vpn-gateways/vpn-servers/client-ca-certificates/check

% 4-292 &2#58H
2R 3t =aY | #Hik
iE
project_id String b~ IREID, mJLABIdIREIRE IDFRENRE
IDo
BKER
KB
& 4-293 IBERSY
2R St} =EY | #Hik
&
client_ca_certif| client_ca _cer | 2 ZRPiECAIEH .
icate tificate
object

X 4-294 client_ca_certificate

2R i) D v iR
name String B o INAEEIRER: IFBZIR.

o BUBEHE: 1-641FFF, STIFHF.
§K$\ ¢Y(\U4e00 - \u9fa5) N
_(—szl_]?%) N '(':FHZU?%) o
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B E-Sit) DV iR
content String = o INREHEE: IFBAS,
o FB:
————— BEGIN CERTIFICATE-----
————— END CERTIFICATE-----
TBRAFH
POST /v5/{project_id}/p2c-vpn-gateways/vpn-servers/client-ca-certificates/check
{
"client_ca_certificate": {
"name": "client_ca_8sux3d",
"content"; "----- BEGIN CERTIFICATE-----***_.___END CERTIFICATE-----
}}
=)
D)5
IREMRZSRD S 200: successful operation,
2 4-295 NI Body 2#5I%
E= i) R
name String o IfEEWRAA: IEPETR,
o BUEBHE: 1-641MFHF, XIHF. &
N=£., #3Z(\u4e00 - \udfas). _(F
XE%) . -(FxIZE) o
issuer String o INEGIHER: EFPMAE .
o EUESEE: 1-2567F%.
subject String o INEERER: UEBEFERE.
o EUEBE: 1-2567FF,
serial_number | String o IPBEIHAR: CAIEBFIIS,
o HUESEBE: 1-641FFF,
expiration_tim | String o IPEEIHER: JFBZEIERRTE,
€ o UTCRHEIER: yyyy-MM-
ddTHH:mm:ss.555Z,
signature_algo | String o INREIXER: IFPREZE L,
rithm o EUEEE: 1-641MFH.
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o [IARA
RS A -
{

"name": "client_ca_8sux3d",
"serial_number": "621079609299744022526309164429940520767604766768",

"expiration_time": "2033-08-05T11:52:347",
"signature_algorithm": "SHA256WITHRSA"

}
RSB N A -
{

T

4.2.2.7 &% i CA iEP - UploadClientCACertificate

ThEE4R
FEERIRCAIES,
ERRE
523,
U ETS
S EZPREAPIRNERIR, WMRERKS FRIAMBFIERZRIAPI, ZIAMARE
B&EABAPIFRFAINE
o NRFEAABESRIEIFN, BMURERIES WABRFIEANIR
o MREASMHRETIN, FESUTSDREEIR
=R B | BRER | KR Bl& AR
2 (905 T
M)
vpn:p2cVpn | write p2cVpnGa | g:ResourceTag | - -
Gateway:im teway /<tag-key>
portClientCa
URI

POST /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/client-ca-
certificates
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APl &% 4 API
% 4-296 SHAE
2R ESid] =Ry | EA
iE
project_id String = IREID, BJLABIIIRENIRE IDFREIRE
ID,
vpn_server_id | String =8 VPNESZi%ID o
2 4-297 {53k Header 23513
2R it} =GV | ik
ik
X-Client- String B o INESIHAE: ESMARA,
Token o 1&3: 36(UUID,
BKER

o EXRSH

+ 4-298 {HRSH

E=4 it =AY | R

ik
client_ca_cer | client_ca ce | 2 ERisCAIES,
tificate rtificate
object

2 4-299 client_ca_certificate

B i P AR

name String B o IEBER, TEBINERK.

o EUESBE: 1-641MF15, i
F. BWFE. $F3Z(\ude00 -
\UgfaS) N _(—szugﬁ) N ‘(':F'jzué%) o
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2R S Wik | ik
content String = o INEEIRER: IFBRE, HEEEHE
FRREEAER,
RSA3072/4096,
o FET\:

N Rz

khkkkkkkkkkkkkkkhkkkhkkkhkkkhkkkhkkkkkx

kkhkkkkkkkkkkkhkkkhkkkhkkhhkkhkkkhkkhhx

=g =2

=P

POST https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/client-ca-
certificates

{
"client_ca_certificate": {
"name": "client_ca_8sux3d",

}
}

M Rz S48
IREYAZSAZ S 201: successful operations,

Z% 4-300 N3N Body 253

2R it A
client_ca_certif | client_ca_certif| ZFiRCAIEBITS,
icate icate object

request_id String iBKid,

& 4-301 client_ca_certificate

B S5 115

id String o IfEEIREA: ZEPIRCAIEBID,

o 1z(: 36{LUUID,

- MRzl
{
"client_ca_certificate": {
"id": "4e3a364f-1213-4a37-917e-d494aeada34e"
}

"request_id": "4114fdd9ca33e22936ece75b97d7a363"
}
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N

4.2.2.8 BEifJZ i CA IEH - QueryClientCACertificate

ThEEN4R
RIEZ PiRCAIEBID, EIAEFimRCAIERER.
BRREE
BEM3,
BRIUSE
WSEEFRBAPIRIERIR, WMRERKS TRIAMABARERSRIAPI, ZIAMABRE
B&ARAPIFRFEIRIR o
o NRFEAABESREIFIN, BMMURERIES WABRFEIR
o MREABMHRETIN, FESUWTSDREEIR
R B | BRER | KR Bl& ARIAYIRAN
il (*Hws IR
M)
vpn:p2cVpn | read p2cVpnGa | g:ResourceTag | - -
Gateway:get teway /<tag-key>
ClientCa
URI

GET /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/client-ca-
certificates/{client_ca_certificate_id}

% 4-302 Si5AA

B 3] =EY | i
%
project_id String 2 IREID, mILABIdIRENIRE IDFRERE
ID,
vpn_server_id | String = VPNARSBi%ID
client_ca_certif | String = ZFirCAIEBID,
icate_id
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\$ :\ r4
BXREE
HERSH
Tco
TBERIEA)
GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/client-ca-
certificates/{client_ca_certificate_id}
) VAETS

RS

IREMAZSIS A 200: G

2= 4-303 IR Body 2#%%

B i ik
client_ca_certif | QueryClientC | ZigZEFiHCAIEBIIMNITSR
icate aCertificateBo
dy object
request_id string iBKid,

= 4-304 QueryClientCaCertificateBody

B

xE

ik

id

String

o IfJREHR:

UEHID,

o 1&z(: 36fZUUID,

name

String

o INEEIRER:
o EVESBHE:

IEFBEFR.
1-641FHF, IFHF. &

N=Z8. #3Z(\u4e00 - \udfas). (T
X%k) . -(FPklZk) .

issuer

String

o IfREIRAR:
o HYESEBHE:

IEPAE .

1-2561F%F o

subject

String

o IfREIRAR:
o HUESEHE:

IEBEFERE
1-256NF

serial_number

String

o INEEINRAR:
o HUEEHE:

CAIEBFIIS,
1-641MFEF

expiration_tim
e

String

o IfREIRAR:

IEFREIHARTE] o

o UTCHIEIER: yyyy-MM-
ddTHH:mm:ss.S55Z,

signature_algo
rithm

String

o IPEEIRAR:
o EUESTHE:

IEPEREX.
1-641F15 .

MAERRAS 01 (2026-04-24)

WRIERE © HERRARBIRAT

204




FEE AL

APl &%& 4 API
B 281 A
created_at String o INEGIRER: GIZEERTE),
o UTCHIEIER: yyyy-MM-
ddTHH:mm:ss.S552,
updated_at String o INELiRAA: ERfGEFATE,
o UTCRIEIEZN: yyyy-MM-
ddTHH:mm:ss.S557,
- RS
{

"client_ca_certificate": {
"id": "ab80b8f6-6d67-4bdb-ba39-e8dd9419e64e",
"name": "ca-cert-55f7",
"issuer": "CN=xxx",

"expiration_time": "2033-10-17T06:21:25Z",
"signature_algorithm": "SHA256WITHRSA",
"created_at": "2024-06-17T02:46:22.327Z",

T

4.2.2.9 1M Z Pif CA EH - UpdateClientCACertificate

ThREN A

RIEZE FiRCAIEBID, EffEEMNEFinCAILES.

AR

BREUSE

w=EEMEAPIRIERSIR, WNRERAKS FRIAMBFERZHEIAP, 1ZIAMBRE
BEZERAPIFTERINR .

o WMREAABSREREN, BARNIREXRES IAPRMIZNIR.
o MNREMBMHRIGRN, FESUTEORIER,
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R PR | BRER | KR Bl& KRR
il (*J9i% 07
M)
vpn:p2cVpn | write p2cVpnGa | g:ResourceTag | - -
Gateway:up teway /<tag-key>
dateClientC
a
URI

PUT /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/client-ca-
certificates/{client_ca_certificate_id}

3 4-305 SE(iA

2R St =EY | #Hik
ik
project_id String g2 IRHID, aILAEIZAENIRE IDFREVIRE
IDo
vpn_server_id | String = VPNESS#%ID o
client_ca_certif | String = ZRFisCAIFEID,
icate_id
BKEHE
o EXRBSH
% 4-306 {5KSH
&R i) Wi |
client_ca_cer | client ca_ce | 2 ZFiECAIFBS
tificate rtificate
object
2% 4-307 client_ca_certificate
2R i Wik | fk
name String B o INBEIHAR: IFPBZFR.

o EVESBHE: 1-647MFF, iEH
F. BXFE, 3 (\u4e00 -
\uofas). _(TEI&). -(FRIL).
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- ARSI
PUT https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/client-ca-
certificates/{client_ca_certificate_id}

{
"client_ca_certificate": {
"name": "client_ca_update"

}
}
N AZiE S
o NS
IREMRZESFS S 200: successful operation,
Z= 4-308 L7 Body 2#151%
B it R
request_id string 15Kid,
o IRzl
{
"request_id": "c63d850876bcddbdfbd11776cce57914"
}
NEE
i55HA.2,

4.2.2.10 HIpEZ i CA MEH - DeleteClientCACertificate

Ihee 4R

IRIEEFiRCAIEBID, MIFRZEFixCAIES.
BB

B2M3,
BEREE

KSEZMEAPIRIERENR, WNRERAWKS THIAMBFIERZERIAP, ZIAMARE
BHE&ERAPIFRFEAIIR o

o WMRFEAABSRIEREN, BARNIRERES IR
o MREMBMHRIGTRN, FESUTEORIER,

SCASRRZS 01 (2026-04-24) WA © LR ABIRAE] 297



FEE AL

APl &%& 4 API
R PR | BRER | KR Bl& KRR
il (*J9i% 07
M)
vpn:p2cVpn | write write p2cVpnGatew | g:ResourceT | -
Gateway:del ay ag/<tag-
eteClientCa key>
URI

DELETE /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/client-ca-
certificates/{client_ca_certificate_id}

7 4-309 S5

AR ESid] 2RY | FA
%
project_id String 2 IRHID, aJLABIIIAEI B IDFRERE
ID,
vpn_server_id | String = VPNBRSZ%ID o
client_ca_certif | String =2 ERisCAIEBID,
icate_id

SRHR
o BERBH
o
o iBERER

DELETE https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/client-ca-
certificates/{client_ca_certificate_id}

i Nz E 2
o IS
REMASIE S 204: BIRRELIN
K&
BE2WA.2,

4.2.2.11 {24 P2C VPN PKiEREHERBLE - UpdateConnectionLogConfiguration

TORES TR
#RIEP2C VPNRIXID, {E3HEEP2C VPNRIXAGEEAEEE .
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AR

BEUER

KSESZMEAPIRIERER, WNRERAWKS TRIAMBFIERSRIAP, ZIAMARE
BEIEFRAPIFRFEIIIR .

o WMREAAESRIEEN, BARNIRERES IAPRMIZNIR.
o MRFEMBMHRIGRN, FESUTEDRIER,

R B | JFRER | KR Bl& U2
il (*Hws 17
M)

vpn:p2cVpn | write | p2cVpnGa | g:ResourceTag | - e l[ts:logGro

Gateway:up teway /<tag-key> up:listLog

dateConnect Group

ionsLogConf o lts:logStr

'9 eam:listL
ogStream

URI
PUT /v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/log-config
% 4-310 2588
B 5] =Ry | EA
ik
project_id String 2 IREID, aILABIdIREER B IDFRENRE
ID,
p2c_vgw._id String = P2C VPNRIESLHIID,
IBKER
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& 4-311 1R8]
B Sl =AY | it
%
log_config UpdateVpnL | 2 log_configid=x,
ogConfigRe
questBodyC
ontent
object
Z 4-312 UpdateVpnLogConfigRequestBodyContent
B i) Wik | R
log_group_id | String = o IfgEWBA: HELAID, BE=AE
ARSSHIREN
log_stream_i | String = o INREHER: BEMID, BE=AE
d BRSS HIRER
o iFKEHI
PUT https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/log-config
{
"log_config": {
"log_group_id": "05c4052d-8d14-488f-aa00-19fea5a25fdd",
"log_stream_id": "d9d85143-e1e1-427a-9994-d8b8fd9ebe3f"
}
}
N AZiE S
o NS
IR[EIAZSHES S 200: successful operation,
% 4-313 AR Body S#5I%
=T it A
log_config ConnectionsLogConfig | log_configid&,
object
request_id String BKID,
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% 4-314 ConnectionsLogConfig

B Sl A

log_group_id String o INEEIHAA: HEA
ID, IBE=HERS
FR3REN

log_stream_id String o INEEIRER: BHEA
ID, BE=HERS
FR3REN

o N@RAEAH
{

"log_config": {
"log_group_id": "05c4052d-8d14-488f-aa00-19fea5a25fdd",
"log_stream_id": "d9d85143-e1e1-427a-9994-d8b8fd9ebe3f"
B
"request_id": "b19ba5a0be8f7b7f664b14596f8f35db"

NN

4.2.2.12 &iff P2C VPN MXiEEHEBCE - QueryConnectionLogConfiguration

TORENA

HRIEP2C VPNIXID, EiBEEP2C VPNRXHEZHSEE

ARG E
B5&03,
BRUER

KSEZFMEAPIRIERENR, MNRERAWKS THRIAMBFIERSRIAP, ZIAMARE
BEBBAPIFRFRAINR .

o WMREAABSRIEEN, BARNIRERES IAPRMZINIR.
o MREMBMHRIGRN, FESUTFEHORIER,

=R B | BRER | KRR B3 IRV
il (*Hws T
)
vpn:p2cVpn | read p2cVpnGa | g:ResourceTag | - -
Gateway:get teway /<tag-key>
Connections
LogConfig
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4 API

URI

\$ N 24
=E 7ﬁl§\

i Rz R

GET /v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/log-config

& 4-315 #4508
BiR i BEY |k
rid
project_id String 2 IREID, BILABIIIRENIRE IDFREIRE
ID,
p2c_vgw._id String = P2C VPNPESLHIID,

IERESH
o
55

GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/log-config

M Rz S4L

IREMAZISF 200: @RI,

2= 4-316 K Body 2#51%

E= -5t ik
log_config log_config log_configid&x,
object
request_id String BKID,
& 4-317 log_config

E= i) fR

log_group_id | String o INAEIRAA: P2C VPNRIEANERZBERR
BcERIHEAEID,

log_stream_id | String o IfAEIRAR: P2C VPNRIXAYIERERER
BcERYBRERID

LI )V =271
{

"log_config": {

"log_group_id": "05c4052d-8d14-488f-aa00-19fea5a25fdd",
"log_stream_id": "d9d85143-e1e1-427a-9994-d8b8fd9ebe3f"

h
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"request_id": "2ddd2f6107a8164ce6f6268bd991e57c"

T

ThEe 4R
HRHEP2C VPNRIXID, MIBRISEP2C VPNRIXAIERZBEECE
BREE
B=03,
BRRUSE
WSEBRMBAPINERIR, MRERAKS FRIAMAFERZERIAPI, ZIAMARE
BEEABAPIFRFERINR -
o NRFAABESREFIN, BEMMURERIES WABRFIEAIR
o MREASMHRERTN, FESUWTSOREEIR.
=R B | BRER | KRR Bl REAVIAR
il (*Hws 17
)
vpn:p2cVpn | write p2cVpnGa | g:ResourceTag | - -
Gateway:del teway /<tag-key>
eteConnecti
onsLogConfi
g
URI

DELETE /v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/log-config

& 4-318 SR

B R BEY | ik
%
project_id String 2 IREID, aILABIdIREIRE IDFRENRE

D,
P2C VPNPYESLHIID,

Fali

p2c_vgw_id String
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BRER
o EkSH
To
o IEKIEFH
DELETE https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/log-config
IALER
o IRIESEL
IREMRZSRZ S 204: MIBRALIN
RS
520A.2,
4.2.3 FFEE

4.2.3.1 617 VPN HF - CreateVPNUser

ThRENA

AR

BRUSE

URI

EIEEVPNIRS IR ~, BIEBVPNAEF,

w=EEEAPIRIERSIR, WNRERAKS FRIAMBFERZHEIAPI, 1ZIAMBRE
BZERAPIFFERINER .

o WMREAABSRIEREN, BARNIRERES IR,
o MREMBMHRIGRN, FESUTFEORIER,

=R B | BRER | KR B3 IREAVHIAR
il (*J9us IR
)
vpn:p2cVpn | write p2cVpnUs | - - -
User:create er

p2cVpnGa | g:ResourceTag
teway /<tag-key>

POST /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users
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FEILE M4
AP &% 4 AP

% 4-319 SR

B it BEY | @k
%
project_id String 2 IREID, aILABIdIREER B IDFRERE

ID,
VPNRSSRID o

el

vpn_server_id String

X 4-320 i53k Header 2¥31%

BiR it =EY | ik
%
X-Client- String S o IHAUHER: BEMiRD,
Token o #&L: 36fZUUID,
IBKEHR
o IERSY
= 4-321 i5kE8H
B St} =AY | R
ris
user CreateVpnU | £ BUEEVPNAFIERAXIR .
serRequestB
odyContent
object

& 4-322 CreateVpnUserRequestBodyContent

AR i Wik g
name String = o INEEIHAR: AAFZ.

o 18! 4~321FFF, ARNF
\ HF. <. T, hxlzd
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FEILE M4
AP &% 4 AP

BR S Wig | ek

password String = o INRCIRBE: FAFZ,
o #TR:
- KESCERSEI2NFFH
- EPEELTERPR2M: X
5F8. NEFE. ¥F.
BEF R ~@#$%N8H()-_=+\|
[} <>/? FI=H8
- FeESRAFE%AEIFIERE
GEIES
o INEEWEA: FPEIA.
o 18: 0-641MFFF, HPX. =
X. HFHTRIZER .
o INgEEBA: FRERIF4AID,
o #&=: 36{ZUUID,

TOREWERR: = FimAIsHSIPHELE

o 1BI: =oHitEIPvattblit (70
192.168.0.5 ) & "disable",

o EA\(E: disable, ERBEHHER
= g Pk
o £JTR:
- WIREEFIRMNESEERN
- A EESEFIRMERRIM XIPHE
[, FlIaNEFimMEES
192.168.0.0/24, NMIFEHEER
Pttt #9192.168.0.1
- WIRIES30 B MRS —
DNENBHE . FIR0XTF
192.168.10.4/30iX /30355
MEZHRRYPONIPHELE, REEE
EEPIEHNF9192.168.10.5
- A EESHEMAFSERIPHELE
GElE

oy

description String

N

user_group_i | String
d

iy
[

static_ip String

- 1BREG

POST https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users

"name": "user001",

"paSSWOrd": ll******ll,

"description": "FIFEIR1",

"user_group_id": "yWYnJtOR-Q0a7-RAQW-tFXX-QfundEqrR27W"
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EINERBMLE
APl &% 4 AP

N Az S
o NS
IREYAZSAZ S 201: successful operations,

7 4-323 IR Body 2¥%I%&

=T it iR
user user object VPNEFXR,
request_id String 1BKID,
7k 4-324 user
B E- Syt ik
id String o INAEIRAA: VPNEBFIID,
e 1&={: 36fUUID,

LI )V =271
{

"user": {
"id": "41ad472e-d3e4-482b-8f00-7b2c1bfc4b7d"
}

"'request_id": "b19ba5a0be8f7b7f664b14596f8f35db"
}

W&

B2WA.2,

4.2.3.2 #it=8IZ VPN B - CreateVPNUsers

IheeN48

EIBEVPNIRSS IR T, #HLECIEVPNEF,
BRLE

5203,
BERUEE

W=SEEZMEAPIRIERSIR, INRERAKS FRIAMBFERZHEIAP, 1ZIAMBRE
BZEBAPIFFERINER .

o WMRFEAALSRIEREN, BARNIREXRES PRI .
o MREMBMHRIGRN, FESUTFEORIER,
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FEE FAMIES

APl &% 4 API
R PR | BRER | KR Bl& RIAYIRAN
il (*Hes 07
M)
vpn:p2cVpn | write p2cVpnUs | - - -
User:batchC er
reate
p2cVpnGa | g:ResourceTag
teway /<tag-key>
URI

POST /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users/batch-

Create

% 4-325 SR

2R i) =AY | EA
i%
project_id String 2 IREID, aILABIdIREERE IDFREVRE
ID.
vpn_server_id | String =2 VPNRRSZ %D o
& 4-326 53K Header 2#313%
B St =EY | ik
%
X-Client- String & o INEEIRAA: EEMiRA,
Token o 3t 36UUID,
IBKRHR
o EKREH
= 4-327 {ERSH
E= E-Sit) 2EY | ik
%
users Array of = EIZEVPNRPXISRIIZE
CreateVpnU
ser
objects
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FEILE M4
AP &% 4 AP

% 4-328 CreateVpnUser

B RE

name String

\

4
"

(S

ik

IngeEe: BFE.

o 1B 4~320FFF, HENF
8. HF. 2. Tk, ki
%

ThEeiRER: AFZEE.

o #JTR:

- KESBERSEN2MNEF.

- EVEELITFERFFRI2M: X
5F8. INEFE. HF. &
BRFRF ~@#$%N8H()-_=+\|
({31 <>/? F0=H8

- TRESHEFE3EIFNARE
1BE.

o INEEIRBE: PR,
o t&I: 0-641FFF, PN, =

X HFHTRIZEER .

user_group_ | String o INEEIRER: FAEAFHES.

name o

- 1E64ANNFRF, BIfEARP. &
XFE. HF. TR, P

el

ali

password String

iy

description String

iy

%,
- BWREEERFAR.
static_ip String a o INREIRBA: EFimAYERSIPHELL

o 1BI(: =oHitHlIPvattbhit (70
192.168.0.5 ) & "disable",

e ZXIAE: disable, ERMENOHED
2= g | Ptk
o £JTR:
- WREEFiRMNESEER
- FRee5EFinMERAIMXIPHE
@ BlanZEFixME S
192.168.0.0/24, MFRLEEE
Pimitbib/9192.168.0.1
- RS 30BN ERHISE—
NN, FIRNXTTF
192.168.10.4/30iX/30: 355
MERRRIPY N IPHBLE, REEE
EZE Pimittit3192.168.10.5
- A EESEMAFIEER0IPHELL
sG]
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R E ML
APl &% 4 API

- 1EREA

POST /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users/batch-create

{

"users": [
{
"name": "user1",
"password"; "FrRERE
"description": "FFEIA1",
"user_group_name": "default"

"name": "user2",
"password"; "FrRERE
"description": "FFEIR2",

AGES
o [IRIZS%L
IR[EPMRZERS ST 201: successful operation,

% 4-329 AR Body S#51%

B i) %

invalid_users | Arrays of TRVPNARFPXIRSIZE . a1Rinvalid_users
Invalidvonus | IR, RIS CIZBFg%
or PSS AEBIE RS SRS
Object

request_id String BXKID,

7= 4-330 InvalidVpnUser

B i) R
name String BR&R.
description String FFf#ER,
user_group_na | String FRiEBFEER.
me
static_ip String = FinAIERSIPHELL
cause String EIES

- IR

A==yl Samn] vz =S
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FEE FAMIES

APl &%& 4 API
{
"invalid_users": [],
"request_id": "b19ba5a0be8f7b7f664b14596f8f35db"
}
FEAEER P IERETAI0 R4 :
{
"invalid_users": [
{
name": "USER1",
description": "FFEIR",
"user_group_name": "default",
"cause": "Duplicate user name."
%
{
"name": "USER2",
"description": "FFEIR",
"user_group_name": "default",
"cause": "Password length invalid."
}
]I
"request_id": "49b52ed16992baa4650d093b512a59b6"
}
RE&G
iBE20A.2,

4.2.3.3 &1 VPN FAF - QueryVPNUser

ThRENA

RIEVPNREFIDEIAFER

ARTIE

BRUSE

KSEZMEAPIRIERER, MNRERAKS THRIAMBFIERSRIAP, ZIAMARE
BEBABAPIFRFRAINR .

o WMREAABSREEEN, BARNIRERES IAPRMIZINIRK.
o MRFEMBMHRIGRN, FESUTEDRIENIR,

IR AR | BREE | FE pill = RIRAIIRAR
il (*J9i IR

7R)

vpn:p2cVpn | read p2cVpnUs | - - -

User:get er
p2cVpnGa | g:ResourceTag
teway /<tag-key>
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FEE FAMIES

AP &% 4 API
URI
GET /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users/{user_id}
% 4-331 20 H8
B i) =AY | i
1%
project_id String 2 IREID, mJLABII3RENIRE IDFRENE
ID,
vpn_server_id | String = VPNESS#%ID o
user_id String = BRFID,
BRER
o EKREH
To
o BRI
GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users/{user_id}
IALER

o IRIBH

IREMAZISF 200: G

2= 4-332 [ Body &#%I1%

E= i) ik
user VpnUser VPNEFI%R,
object

request_id String BXKID,

& 4-333 VpnUser

B St R

id String e IfEEIHEA: FFID,
e IT: 36fZUUID,

name String BR&R,.

description String FBFfER,

user_group_id | String o INEGIRER: FRAIERRF4ID,
o 1&=: 36{ZUUID,
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FEE FAMIES

AP &% 4 API
2R 281 g
user_group_na | String FriEBFEER.
me
static_ip String o INREIRAR: EPumAIERSIPHELE
o 1&I0: moHiEHIPvAtBIE (40
192.168.0.5 ) =& "disable",
created_at String o INAEIRAA: BliEEATE.
o UTCRYEMER: Jyyy-MM-
ddTHH:mm:ss.5552,
updated_at String o INREIRAE: EHATE,
o UTCRIEMEC: yypy-MM-
ddTHH:mm:ss.5552,

o N@RAEAHI
{

"user": {
"id": "41ad472e-d3e4-482b-8f00-7b2c1bfc4b7d",
"name": "user001",
"description": "FIFEIR1",
"user_group_id": "yWYnJtOR-Q0a7-R4AQW-tFXX-QfundEqrR27W",

"updated_at": "2024-06-17T06:53:46.302Z"

}
"request_id": "926a0edb3bf432943e2399b700173add"
}
REB
B520A.2,

4.2.3.4 &iff VPN FBF%I3& - QueryVPNUsers

INRENER

RIEVPNRRSSI%ID, B1OAHFEEIIER.
BB

B2M3,
S

KSEZMEAPIRIERENR, WNRERAWKS THRIAMBFIERSRIAP, ZIAMARE
BHE&ERAPIFRFEAIR o

o WMREAABSRIEEN, BENIRERES IR,
o MREMBMHRIGRN, FESUTEHORIEIR,
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FEE FAMIES

APl & 4 API
=AIR Bk | REER | KR Bl HRERAOFAN
bill (*Aw 17
;)
vpn:p2cVpn | list p2cVpnUs | - - -
User:list er
p2cVpnGa | g:ResourceTag
teway /<tag-key>
URI

GET /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users

& 4-334 SEiA

2R =AKE | ER
project_id = IREID, alLABIdkEVIE IDFXEVEID,
vpn_server_id = VPNBESZI®ID o

3 4-335 53K Query 2H31%&

B i) =EY | #A

i
limit Integer B D REENEBIURERNCREE.
marker String & o INEEUIRE: EAATANEIAIRICHL,

A=RHAEEE—R. EFTF—RH

markera] LARYE _E—TRIARAY
page_infoXJ& A Anext_markeriE
:%' o

o #U%R: WRSlimit—ie(HER.

IBERHE

o EREA

GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users

It
o IARIBH

IREMAZSISZ 200: @RI
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WRIERE © HERRARBIRAT

314



FEE FAMIES

APl &% 4 API

2% 4-336 IR Body 2#5I%&

B - St ik
users Array of HRFIIEREE.,
VpnUser
objects
total_count Integer LEIVPNIRSS I FRIFAR 23,
page_info Pagelnfo DREERAEE.
object
request_id String iBXKID,
& 4-337 VpnUser
B E- St ik
id String o INREIHER: HFID,
o 1&z0: 36fZUUID,
name String BR&R,
description String BFRER,
user_group_id | String o INBEIRER: FRIERPFLEID,
o 1&: 36{1ZUUID,
user_group_na | String FRiEBF4EER.
me
static_ip String o INREIRAE: EPiRAYERSIPHENL,
o 1&: |oHiEHIIPvALtEE (3N
192.168.0.5 ) s &"disable"
created_at String o INAEINAA: BUiEEATE.
o UTCHIEHSZC: yyyy-MM-
ddTHH:mm:ss.555Z,
updated_at String o INRSNBA: EFHATE.
o UTCHIEHSZC: yyyy-MM-
ddTHH:mm:ss.555Z,
& 4-338 Pagelnfo
B Syt faik
next_marker String T—RAImarker (B E—X &8RN PiEx

a— T RIFAICIZE .
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FEE FAMIES

API &%

4 API

N

4.2.3.5 {2 VPN FHF - UpdateVPNUser

ab
ThEEN 4B

BRUER

B

St

1)

current_count

Integer

AR RIREE

NG REAF451
{

"users": [

{

"id": "41ad472e-d3e4-482b-8f00-7b2c1bfc4b7d",
"name": "user001",

"description": "FIFEIR1",

"user_group_id": "yWYnJtOR-QO0a7-R4AQW-tFXX-QfundEqrR27W",

"user_group_name": "user-group1",

"created_at": "2024-06-17T06:53:46.302Z",

"id": "41ad472e-d3e4-482b-8f00-7b2c1bfc4b7d",
"name": "user002",

"description": "FIFEIA2",

"user_group_id": "yWYnJtOR-QO0a7-R4AQW-tFXX-QfundEqrR27W",

"user_group_name": "user-group1",

"created_at": "2024-06-17T06:53:46.302Z",

}
1

"total_count™: 2,
"page_info": {

"current_count™: 2

}
}

B2WA.2,

RIEVPNARFID, 1288 ERIRF

",request_id": "b04b68fb4d548344e0bc4b34dbd6f6e7"

KSEZMEAPIRIERENR, WNRERAWKS THRIAMBFIRERSRIAP, ZIAMARE
BEBAAPIFRFRAINR .

MR ERABSRIGRN, BARSURERIES IR .

NREABHREEIEN, FESUWTBHRER.
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FEE FAMIES

AP| &% 4 API
=AIR Bk | REER | KR Bl HRERAOFAN
bill (*Aw I
;)
vpn:p2cVpn | write p2cVpnUs | - - -
User:update er
p2cVpnGa | g:ResourceTag
teway /<tag-key>
URI
PUT /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users/
{user_id}
2 4-339 S EU5KEH
B R =EY | ik
%
project_id String g2 IREID, aILAEISAENIRE IDIREVIRE
ID,
vpn_server_id | String = VPNESS#%ID o
user_id String = BRFID,
IBKREHR
o EREBH
= 4-340 BRESHY
E=E i Wik | R
user Updatevpn | =2 BEHVPNAEPIBERITR
UserReques
tBodyConte
nt object

2 4-341 UpdateVpnUserRequestBodyContent

B il Wik | R
description String = o INBEIRER: FAFHIIAR.

[ ] $§Eﬁ 0'64??&7 @zéi\EPSZ\ ﬁ
M. H=F. T,
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FEE FAMIES

APl % 4 API
2R St} WhisE A
user_group_i | String B o INEEIRBE: FRERF4EID,
d o F&z: 36{IUUID,
static_ip String & o INBEIHAR: ZEFiRAYERSIPHELE,
o 1&I: =oHutHIPvALtBlE (40
192.168.0.5 ) =& "disable",
o #ATR:

- WREEFIEMNESEER

- FBESZEFiRMERAINXIPHE
B, FIaNZEFixMNER S
192.168.0.0/24, NIFEHEER
Prigtthht9192.168.0.1

- WIEB 30 BB MERIE—
ANENMBLE, FIENTTF
192.168.10.4/305X N 30{#55
MIEZFRAYPT/MPHELE, RAEE
EEPimithit/192.168.10.5

- FEESHEMAFIEEIPibiE
1=

o EREH

PUT https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users/{user_id}
{

"user": {
"description": "FF##iR-update”,
"user_group_id": "PTnsQAbZ-KOgW-mCzt-C9Sk-rMM3TcNjQ8wY"
}
}

i i S
LI )V
IREYAZSAS S 200: successful operations,

7= 4-342 IR Body 2¥%I%&

B St R

user VpnUser VPNEHFX%R,
object

request_id String BKID,
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FEE LS

APl &% 4 API
& 4-343 VpnUser
B it R
id String o INEEIREE: FFID,
o &= : 36{UUID,
name String BR&R,
description String BF#ER,
user_group_id | String o IfEEIHER: PRIEFAF4EID.
e Iz: 36fZUUID,
user_group_na | String FRiEFF4EE R
me
static_ip String o INBEIRAR: ZEPuRAYEESIPHELE
o 1&I0: moHiEHIPvAtBIE (40
192.168.0.5 ) 5¢&"disable",
created_at String o INESHAA: GUEEAYE.
o UTCHYEER: yyyy-MM-
ddTHH:mm.ss.5552,
updated_at String o INAEINAA: EEERATEL,
o UTCHYEIEZN: yyyy-MM-
ddTHH:mm:ss.5552,
- IRRA
{
"user": {
"id": "41ad472e-d3e4-482b-8f00-7b2c1bfcab7d",
"name": "1111",
"description": "FF##iR-update”,
"user_group_id": "PTnsQAbZ-KOgW-mCzt-C9Sk-rMM3TcNjQ8wY",
"user_group_name": "user-group2",
"created_at": "2024-06-17T06:53:46.302Z",
updated_at": "2024-06-17T08:45:20.973Z"
h
"request_id": "380562b4bda6dfe116c42e707d8e9110"
}
RS
BEESA2,
4.2.3.6 flf% VPN F§F - DeleteVPNUser
ThEEN 4B
RIBVPNEEFID, MIBREERF .
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FEE FAMIES

APl &%& 4 API
ARBE
5203,
BEER
WSEBFABEAPIRIERNIR, MNRFERKS FRIAMABRIERZSRIAPI, ZIAMBRHE
B&ZEARAPIEREISUR
o WRFAAESRIEEN, BEANRERIES IAEFHEAIR
o WRFHASMHEIRITEN, FEFUTEHRIEE.
IR Bk | DREEB | K4 il IRV
B (*Hhs I
;)
vpn:p2cVpn | write p2cVpnUs | - - -
User:delete er
p2cVpnGa | g:ResourceTag
teway /<tag-key>
URI
DELETE /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users/
{user_id}
% 4-344 SHHRA
2R -3t =AY | EA
ik
project_id String 2 IREID, aILABIdIREIER B IDFRENRE
ID,
vpn_server_id | String = VPNESZi%ID o
user_id String = HFID,
BKEE
o BFKEsH
To
o EKRIEH
DELETE https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users/
{user_id}
) UATEN

o IS
IREMAZSAS S 204: BIBRARIN .
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FEE FAMIES

AP| &% 4 API
KD
B2WA.2,

4.2.3.7 #t=MIER VPN BB - DeleteVPNUsers?

ThEE4R
HRIEVPNRFID, #tEMREERF .
EREE
B5E=M3,
BRUSE
WSEEFRBAPIRERIR, MRERAKS FRIAMBFIERSERIAPI, ZIAMBRFE
B&EABAPIFRFRINR .
o WIREAAESRIREN, BMURERIES PRI
o WIRERABSMHRIEEN, FESWNTBHRIER,
R PR | BRER | KR Bl& U102
il (*Hws Ty
M)
vpn:p2cVpn | write | vpnConne | e g:Enterpri | - -
User:batchD ctions seProjectl
elete d
e (g:Resource
Tag/<tag-
key>
URI

POST /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users/batch-
delete

3 4-345 SR

BFR ESid] =2BRY | Ek
&
project_id String 2 IREID, mJLABII3RENIRE IDFRENRE
ID.
vpn_server_id | String = VPNESSi%ID o
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FEILE M4
AP &%

4 API

IEXRHE

o IBRBY

% 4-346 {EKkEH

B St =AW | ik
i%
users Array of = MIBRVPNREEFPIIRSIZE
OpVpnUser
objects
& 4-347 OpVpnUser
B St Wik | ik
id String = o IfEEIRBH: FBFID,

o #&z: 36{ZUUID,

o EXREH

POST https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users/batch-

delete

{

"users": [

{

b
{

}
]
}

"id": "cc975b1d-ede5-448d-a47d-9dbf11f5d842"

"id": "30ad347e-e36e-42bd-a36b-c38f8ecc8bda"

VAREHER
o IARISH

IREYAZSAS S 200: successful operations

2 4-348 IR Body 2#%I%

2 it} R
request_id String 1B3Kid,

o IBRRA
{

"request_id": "c63d850876bcddbdfbd11776cce57914"

}
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FEE FAMIES

AP| &% 4 API
KD
B2WA.2,

4.2.3.8 {£4 VPN FHHF &3 - ChangeUserPassword

ThEEN4R
IEXUEEVPN IR,
BRAREE
B5E=03,
RS
WS EEFRBAPIRIERNIR, MNRERKS TRIAMABARERSRIAPI, ZIAMABRFE
B&ARAPIFRFEIIRIR o
o NRFEAABESRIEIFIN, BMURERIES WABRFEAIR
o MREASMHRETN, FESUWTEDREEIR
R B | BRER | KR Bl& KRRV
il (*Hws IR
;)
vpn:p2cVpn | write p2cVpnUs | - - -
User:update er
Password
p2cVpnGa | g:ResourceTag
teway /<tag-key>
URI

PUT /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users/
{user_id}/password

= 4-349 SR

BiR it =AY | @k
i%
project_id String =2 IREID, BLABIIIREVIRE IDFREIRE
ID,
vpn_server_id | String = VPNARSZi%ID
user_id String = VPNERID,
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FEE AL

APl £ 4 AP
IERE]S

aRGHR

I NEE

% 4-350 {5Kk&%

rd

ZHR E-Sit) Wik | R

old_passwor | String = FFIEZS.

d

new_passwo | String = e INRSHAA: FAFIRZRE.

o #TR:

- KESBEERZSHI2NZER.

- EOEEUTESDRI2M: X
Bxf., I\EFH. HF. 5
BRFERT ~1@#$%N8&*()-_=+|
[{31;:",<>/? F0=H&,

- FEESAPESEIFERSZ
18E,

- HERARESRaSRERIE
AL EI

o EREH

PUT https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users/{user_id}/

password

{
"old_password": "stringst-old",
"new_password": "stringst-new"

}

o IHRIBH

IREYAZSAS S 200: successful operations

% 4-351 MR Body 2¥5%

B S ik
request_id String iBKid,

o [IBRZRA
{

"request_id": "c63d850876bcddbdfbd11776cce57914"

}

B2WA.2,
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FEILE M4
APl &% 4 AP

4.2.3.9 55 VPN FHFZHS - ResetUserPassword

TheeN4a
EEIEEVPNEFIIZ,
BREE
B3,
RS2
WSEBERMBAPINERIR, MRERAKS FRIAMARERZRIAPI, ZIAMARE
B&EBAPIFTHEAINIR .
o NRFEAABESRIEFIN, BMMURERIES WABRFEAIR
o WREABMHRIBIEN, FEZWNTEHREBINR,
IR KR | FRER | KR B3 T2
il (*Jis 17
M)
vpn:connecti | write p2cVpnUs | - - -
onMonitors: er
delete
p2cVpnGa | g:ResourceTag
teway /<tag-key>
URI
POST /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users/
{user_id}/reset-password
K 4-352 28
B it =aY |k
i%
project_id String 2 IREID, aILABIdIREIERE IDFREVRE
ID,
vpn_server_id | String = VPNiES3i%ID o
user_id String =2 VPNEFID,
(=R =)
o BKSY
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FEILE M4
AP &%

4 API

% 4-353 {5Kks%

B il A R
new_passwo | String = o INREIHRER: FBPIEIL,
rd

o #ATR:

KEBERSHI32NFHF

ELEZLUTFAPRI2M: K
Bx8., N\EFf. HF.

BRFR ~@#$%N8H()-_=+\|
[{(31;:",<>/? Fi==h&.

FEeSAPEEEFIIRFS

H8E .

LA e S RIASIXERRYIAR

B8R .

o IEKREA

POST https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users/
{user_id}/reset-password

{
}

"new_password": "stringst-new"

N Bz
o NS

REMRZSRD S 200: successful operation,

2= 4-354 [ Body &#%I1%

E= i) R
request_id String B5Kido

o AR
{

"request_id": "c63d850876bcddbdfbd11776cce57914"

}

NN

EHEEVPNRRSSIm T, BIEVPNAEFAH,
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FEE AL

AP| &% 4 AP|
BRBxE

B2M3,
BERUSRE

KSESBMEAPIRIERR, WNRERAWKS TRIAMBFIERSRIAP, ZIAMARE
BHEBAFAPIFRFRAINR .

o WMREAABSREREN, BARNIREXES IAPRMIZNIRT.
o IMNREMBMHRIKEIN, FESUTEORISIR,

IR AR | BIREE | F4E pill = ARITAYIRAN
| (*J9us Ty
)
vph:p2cVpn | write p2cVpnGa | g:ResourceTag | - -
Gateway:cre teway /<tag-key>
ateUserGrou
p

URI
POST /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups
K 4-355 25 AH
BN 3] m=a |k
i%&
project_id String 2 IREID, aILABIdIREER B IDFRERE
ID,
vpn_server_id | String =2 VPNRRSZ %D o
2 4-356 53K Header 2313
BR St EaY | i
i
X-Client- String a o IfELIRAA: BEEMIRA,
Token o #&zt: 36(ZUUID,
IBEXREE

o IERSH
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FEE FAMIES

APl &%& 4 API
& 4-357 iIEREH
B Sl R | it
vi
user_group | CreateVpnU | 2 BUEEVPNEFAHIERAIIR
serGroupRe
questBodyC
ontent
object
% 4-358 CreateVpnUserGroupRequestBodyContent
B Sl Wik | R
name String = o INELIRAR: APHEZ.
o 1B 1F64ANFTF, BIfEA
X, BYFE. HF. Tk, &
b7]E5 8
o JR: AFABABEEE.
description String & o INBEIRAA: FFEEA.
o 1BI: 0FI6ANZFTF, BIfERA
X, XEFH., I\EFE., HF.
AT ~@#$%N&*()-_=+\|
[{(31:,<>/?,
- IEREG

N Rz

POST https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups

{

"user_group™: {

}
}

g Rz S%L

IREYAZSAZ ST 201: successful operations,

Z% 4-359 [IK; Body 2#5Z%

E= -5t 1

user_group user_group FBFEXNNR.
object

request_id String BKid,
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FEILE M4
AP &% 4 AP

Z= 4-360 user_group

BiR it )%
id String o IPAEIAR: VPNEBF4EID,

o HI: 36 UUID,

LI )V =271
{

"user_group": {
"id": "7625fd92-2e20-4e4d-8c56-66f110fbfaa8"
b

"request_id": "94d271493e144135423e7377e40127cf"
}

NN

B2WA.2,

4.2.3.11 Zif) VPN A4 - QueryUserGroup

ThEENR
RIEVPNAFEID EIRFEAER
ERGE
B=03,
TS
KSEZMEAPIRIERENR, WNRERAWKS THIAMBFIERZRIAP, ZIAMARE
B&EABAPIFFFEAINR
o NRFEAABESRIEFN, BMMURERIES WABRFEAIR
o MRFEASMHRETIN, FESUTSHRIEUR
AR Bk | JIRER | R4 al& (T2
il (*Hws 17
M)
vpn:p2cVpn | read p2cVpnGa | g:ResourceTag | - -
Gateway:get teway /<tag-key>
UserGroup
URI

GET /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups/
{group_id}
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FEE FAMIES

APl &%

4 API

BERHE

NaRzHR

% 4-361 SERHA

2R St =Ry | Ek
ik
project_id String 2 IREID, BILABIIIRENIRE IDFREIRE
ID,
vpn_server_id | String = VPNARSZi%ID o
group_id String = FAF4HID,
BREH
To
B RAEH
GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups/
{group_id}
EVE=S5

IREMAZSREA 200: EiFIR .

7= 4-362 3K Body 2#51Z%

EZ St fR
user_group VpnUserGrou | VPNEFHIIR,
p object
request_id String BERID,
& 4-363 VpnUserGroup
E= E-Sit) R
id String o IfESHEIA: VPNRAAFEID,
o I=: 36fZUUID,
name String FFHEBFR,
description String FBREEA,
type String o INEEIREE: FIPHZEE,
o HYESEHE:
Default: ERIARBF4H.
Custom: FAFEIEAFA.
user_number | Integer BR#E.

MAERRAS 01 (2026-04-24)

WRIERE © HERRARBIRAT

330



FEE AL

APl &% 4 API
B it fiik
created_at String o INEGIRER: GIZEERTE),
o UTCHTEMER: Jyy-MM-
ddTHH:mm:ss.S55Z,
updated_at String o INAEINAR: EFFATE.
o UTCRIEIEZN: yyyy-MM-
ddTHH:mm:ss.S55Z,
- IBRCRE
{
"user_group": {
"id": "7625fd92-2e20-4e4d-8c56-66f110fbfaa8",
"name": "user-group1",
"description": "FHF£E1",
"type": "Custom",
"user_number": 0,
"created_at": "2024-06-17T09:48:27.548Z",
updated_at": "2024-06-17T09:48:27.548Z"
B
"request_id": "6735d32bb3e35e9154cabaldbc6c2dc6"”
}
KRB

4.2.3.12 &if) VPN FBF4H51% - QueryUserGroups

IHEENA

EEERS KT, APAEEIIE.
BRRE

5203,
RS E

w=EEMEAPIRIERSIR, WNRERAKS FRIAMBFERZHEIAP, 1ZIAMBRE

B&EARBAPIFRFEIIR .

o WMREAABSRIEEN, BENIREXRES IAPRMIZINIRT.
o MREMBMHRIKRN, FESUTEORIER,
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FEE LS

APl &%& 4 API
R PR | BRER | KR Bl& KRR
3l (*J9i% 07
M)
vpn:p2cVpn | list p2cVpnGa | - - -
Gateway:list teway
UserGroup
URI
GET /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups
% 4-364 215 BE
BR - i EEY |k
rid
project_id String 2 IREID, aILABIdIkEIRE IDZRENRE
ID,
vpn_server_id | String =2 VPNRRSZ%ID o
& 4-365 155K Query 2HFI%
BiR it =Y | R
%
limit Integer B D REENEBIURERNCREE.
marker String & o INAEIREA: EAIARATRRIAIRICHL,
AT ABRE R, EFT—RAY
markera] LARHE_E—DIm A9
page_infoXJ&HAnext_markeriE
5,
o 2U%R: wimSlimit—iEefER .
EXRIHR

G Rz

o IBRBY
To
o EREH

GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups

o IHRIEH

IREMAZSIS A 200: G
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FEILE M4
AP &%

4 API

2% 4-366 UL Body 2#5I%

B it R

user_groups Array of FFHERIIZE.
VpnUserGroup objects

total_count Integer BREZH,

page_info Pagelnfo object SRERRAIER..

request_id String BKID,

%< 4-367 VpnUserGroup

B i ik
id String o IpBEHEIA: VPNEEF4HID,
o 3. 36{IUUID,
name String FBRBRAFR
description String FFHEmAR,
type String o IfREWGAEA: FAPRZEEL,
o EUETHE:
Default: BRIABFEH.
Custom: FIFGIZRAFH.
user_number | Integer BR#E.
created_at String o INAEIRAR: BUiEEATE.
o UTCHYEIETC: yyyy-MM-
ddTHH:mm:ss.5552,
updated_at String o INREIRAH: EHEATE,
o UTCHIEIETC: yyyy-MM-
ddTHH:mm:ss.5552,
& 4-368 Pagelnfo
B E-Jid] )%
next_marker String T—mAmarker B8 E—REBNHN P Ex
B— & RAYCIERTE
current_count | Integer HEIPIRPRFEHE.

- IEpzAEpl
{

"user_groups": [

MAERRAS 01 (2026-04-24)

WRIERE © HERRARBIRAT

333




FEILE M4
AP &%

4 API

"id": "7625fd92-2e20-4e4d-8c56-66f110fbfaa8",

"description™: "FIF4H1",

"type": "Custom",

"user_number": 0,

"created_at": "2024-06-17T09:48:27.548Z",
"updated_at": "2024-06-17T09:48:27.548Z"

"id": "0748b24e-cbd3-474e-9546-8586e8f2b5c6",

"description": "Default user group",
"type": "Default",
"user_number": 0,
"created_at": "2024-06-17T03:45:25.879Z",
"updated_at": "2024-06-17T03:45:25.879Z"
}
1

"total_count": 2,
"page_info": {
"current_count": 2

}

T

4.2.3.13 {&2Z VPN FHP4H - UpdateUserGroup

ThREN A

RIEVPNAERAHID, &8 ENAEFE.

EAR7SE

REBUSE

"request_id": "1ae5c7648497d3d90824985367da954a"

KSESEMEAPIRIERER, MNRERAWKS TRIAMBFIERSRIAP, ZIAMARE

BE&EARAPIFRFEIINR .

o WMREAABSRIEREN, BERNIRERES IR,
o MREMBMHRIGERN, FESUTEHORIER,

R Bk | JEER | F4R & ARIAYIRAN
il (*ws IR
M)
vpn:p2cVpn | write p2cVpnGa | g:ResourceTag -
Gateway:up teway /<tag-key>
dateUserGro
up
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FEILE M4
AP &% 4 AP

URI

PUT /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups/
{group_id}

& 4-369 207 H8

B it BEY |k
i%
project_id String 2 IREID, aILABIIIREIER B IDFRERE
ID.
vpn_server_id | String = VPNRRS5iRID
group_id String = FERFHID,
IBKHR
o IERBH
& 4-370 iIERSH
E=2 St Wik | fEik
user_group | UpdateVpn | £ EFVPNAEPHIEKITR,
UserGroupR
equestBody
Content
object

2 4-371 UpdateVpnUserGroupRequestBodyContent

B il Wik R
name String B o IfBEIHAR: AAF4EZ.

o 1BI: 1RI64NZFERTF, BIfERH
Y. XEx&. INEFH. ¥=F.
BHRER ~@#$%N\&*()-_=+\|
[{3];:"<>/2,

o #R: APHBZARREEES.,

o INEEIHER: HPHEER,

o 1B: 0ZI64AN=ZFRF, AIfERA
X. KEZH. NEFZE. #H=F.
BIRERT ~@#$%N&*()-_=+\]
({3 <>/7,

description String

N
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APl &%& 4 API
- IEREG
PUT https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups/
{group_id}
{
"user_group™: {
"name": "user-group1-update",
"description": "FF£H1-update"
}
}
ul“u]m;EI%\

LI V=S 4

IREMRZESFS A 200: successful operation,

2 4-372 3K Body S#51%

B it ik
user_group VpnUserGrou | VPNEFEITSR,
p object
request_id String 1BEKID,
= 4-373 VpnUserGroup
B it ik
id String o IfAEHHIA: VPNEEFLAID,
o 18=: 36{ZUUID,
name String FBFBEFR,
description String P4,
type String o INBEIREE: FIPZEZREL,
o HUEEHE:
Default: ERIAFF4AE,
Custom: FAFEUEERF4H.
user_number Integer BFR#E.
created_at String o IPBEIHAR: QUEERYE.
o UTCHITEIEZN: yyyy-MM-
ddTHH:mm:ss.555Z,
updated_at String o INEEIHER: EEFTAYE].
o UTCRIIEIETN: yyyy-MM-
ddTHH:mm:ss.555Z,
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AP &% 4 AP

- TARERBY
{

"user_group": {
"id": "7625fd92-2e20-4e4d-8c56-66f110fbfaa8",
"name": "user-group1-update"”,
"description": "FIF4H1-update",
"type": "Custom",
"user_number": 0,
"created_at": "2024-06-17T09:48:27.548Z",

%
"request_id": "6735d32bb3e35e9154cabaldbc6c2dc6"
}
T
i520A.2,

4.2.3.14 ffifR VPN FIF4E - DeleteUserGroup

ThEe A
RIEVPNRFEID MFRiEERF A,
BRREE
B=03,
U ELS
WSEEFRBAPIRERLIR, WMRERKS TRIAMBFIERSERIAPI, ZIAMBRFE
BEIEABAPIFRFRINR .
o WIREAABSRIREN, BMMIRERIES IR
o WIREMBHRIEEN, FESWNTIHRESR.
R pEk | JEER | FFRE Bl& AREAYIRAN
il (*Hws IR
M)
vpn:p2cVpn | write p2cVpnGa | g:ResourceTag | - -
Gateway:del teway /<tag-key>
eteUserGrou
p
URI

DELETE /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups/
{group_id}
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FEE FAMIES

APl S% 4 API
& 4-374 S¥UHH
2R i) BEY | ik
ik
project_id String 2 IREID, aILABIdIREIERE IDFRENRE
ID,
vpn_server_id | String = VPNARSSiwID o
group_id String = FBR4EID,
BKER
o BEKREH
o
o BRI
DELETE https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups/
{group_id}
MALER
o RIS
IREMRZESFS S 204: BIBRECIN o
RS

4.2.3.15 %50 VPN B4R - AddUserGroup

ab
INgEN4A

ARTIE

BRUER

BVPNEBFRIIEEERFEF .

w=EEEAPIRIERSIR, WNRERAKS FRIAMBFERZHEIAP, 1ZIAMBRE
BEZERAPIFTERINUR .

o WMREAABSREEN, BAENIRERES IAPRMZINIR.
o MREMBMHRIGRN, FESUTEDRIEIR,
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FEE LS

APl &%& 4 API
AR KK | BRER | KR Bl& KRR
] (*39u0% IR
M)
vpn:p2cVpn | write p2cVpnUs | - - -
Gateway:ad er
dUsers
p2cVpnGa | g:ResourceTag
teway /<tag-key>
URI
POST /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups/
{group_id}/add-users
K 4-375 215
BiR i) =Y |k
i%&
project_id String = IWHID, aJLABIIIREINE IDZRERE
ID,
vpn_server_id | String = VPNESZ#%ID o
group_id String 2 VPNARFHID,
BXREE
o IBERSH
= 4-376 iI5RBH
B Sl BERY | ik
%
users Array of = VPNARPFIZE,
OpVpnUser
objects
& 4-377 OpVpnUser
=T il EAY | R
%
id String g o IfBEHHIA: VPNEBFID,
o Iz(: 36{1ZUUID,
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FEE A4S

APl &% 4 API
- IEREG
POST https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups/
{group_id}/add-users
{
"users": [
{
"id": "41ad472e-d3e4-482b-8f00-7b2c1bfc4b7d"
}
{
"id": "a609eecb-3fa6-4d6d-a8c3-256a12d02b6c"
}
]
}
i A
LI )V
IREYAZSAS S 201: successful operations
2= 4-378 IR Body %513
=T it )%
request_id String 1BKID,
- IRRRAY
{
"request_id": "63c49a90467d1ee8a111e587eaedacf"
}
R&HS

4.2.3.16 ffifr£EA VPN FAR - RemoveUserFromGroup

BVPNRFNEERFPAFEIR.

IheEN 4R
VB abrs

5203,
EREE

WKSESMEAPIRIERR, WNRERAWKS TRIAMBFIERSRIAP, ZIAMARE
BEIFRAPIFRFEIINIR .

o MREMAALSREEN, BAENIRERES IAPRMZINIR.
o MREMABMHRIGRN, FESUTEORIER,
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FEE LS

APl &%& 4 API
AR KK | BRER | KR Bl& KRR
] (*39u0% IR
M)
vpn:p2cVpn | write p2cVpnUs | - - -
Gateway:re er
moveUsers
p2cVpnGa | g:ResourceTag
teway /<tag-key>
URI
POST /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups/
{group_id}/remove-users
K 4-379 215 PH
BiR i) =Y |k
i%&
project_id String = IWHID, aJLABIIIREINE IDZRERE
ID,
vpn_server_id | String = VPNESZ#%ID o
group_id String 2 VPNARFHID,
BXREE
o IBERSH
= 4-380 i53kSH
B Sl BERY | ik
%
users Array of = VPNARPFIZE,
OpVpnUser
objects
& 4-381 OpVpnUser
=T il EAY | R
%
id String g o IfBEHHIA: VPNEBFID,
o Iz(: 36{1ZUUID,
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FEE FAMIES

APl &%& 4 API
- IEREG
POST https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups/
{group_id}/remove-users
{
"users": [
{
"id": "41ad472e-d3e4-482b-8f00-7b2c1bfc4b7d"
}
]
}
NRLES
o NS
IRBPRZERS A 201: successful operation,
% 4-382 IR Body 2531%
B -3t 1153
request_id String BKRID,
- MaR7pY
{
"request_id": "254ee8ac1d39c2a0ec6200447b676e18"
}
I NEE
iBE0A.2,

4.2.3.17 &Eig2HA VPN FAF - QueryUsersinGroup

RIEVPNEFAID,ERERAFEE,

IHEENA
BRBEE

m203,
S

KSEZMEAPIRIERENR, WNRERAWKS THIAMBFIERZRIAP, ZIAMARE
BHE&ERAPIFRFEAIR o

o WMREMAABSRIEREN, BARNIRERES IAPRMZINIR.
o MRFEMABMHRIGRN, FESUTEDRIER,
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FEE FAMIES

APl &% 4 API
R PR | BRER | KR Bl& KRR
il (*J9i% 07
M)
vpn:p2cVpn | list p2cVpnGa | g:ResourceTag | - -
Gateway:list teway /<tag-key>
UsersinGrou
p
URI

GET /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups/
{group_id}/users

3 4-383 SR

B i) BEY |k
i%
project_id String = IIEEID, BILAEEIRENIR B IDIAEIRE
vpn_server_id | String = VPNESZi%ID o
group_id String = FBF4EID,
3 4-384 153k Query S¥5I%
B i) =EY | A
%
limit Integer S S REFNEBIUREINICRHE.
marker String & o INEEIRER: EAAATEISINCH,

NEWAIEEIE R, EEIT—IH
markera] LARIE_E—TANaRzAY
page_infoXy&HHnext_markerig
B,

o ZJBR: WRSlimit—i(FER,

IEKiHE
o ERBH
o
o IERIEH

GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups/
{group_id}/users
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N Rz

o [MLNZSE
IREMAZIS A 200: G

2= 4-385 I Body 2#5I%

E=2 St R
users Array of FBREXIRIIE.
VpnUserinGroup
objects
total_count integer AR S,
page_info Pagelnfo object SRERRAIER..
request_id String 1BKID,

7= 4-386 VpnUserIinGroup

B - Sl ik
id String o INREIHEE: HFID,
o INAEIRAA: 36{ZUUID,
name String BR&R,
description String BF#ER,

%< 4-387 Pagelnfo

B it R
next_marker String T—mA9marker B E—REENPN P Ex
E— 1" &RIRRIEIERTE
current_count | Integer LEIFERFREHZE
- IR
i "users”: [

"id": "41ad472e-d3e4-482b-8f00-7b2c1bfc4b7d",
"name": "user1",
"description": "FHF 1#A"
}
1
"total_count™: 1,
"page_info": {
"current_count": 1

b
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"request_id": "146c67110e52963d5bf62785aede7308"

4.2.4.1 BlIE VPN 505888 - CreateAccessPolicy

ThEEN4R
AIEEVPNIRSS IR T, BIEIAIDRES
ERGE
B=03,
TS
WS EZEPAEAPIRERANIR, WMRERKS FRIAMBRIERSEEIAPI, ZIAMARE
B&EABAPIFFFEAINR
o NRFEAABERIEIFIN, BMMURERIES WABRFEAIR
o MRFEABMHRETIN, FESUTESHRIEIR .
IR PR | BRER | KR al& U102
il (*Hws 17
;)
vpn:p2cVpn | write p2cVpnGa | g:ResourceTag | - -
Gateway:cre teway /<tag-key>
ateAccessPo
licy
URI

POST /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/access-
policies

X 4-388 2%{i<HA

BiR it =AY | @k
i%
project_id String 2 IREID, BILABIIIRENIRE IDFREIRE
ID,
vpn_server_id | String = VPNARSEi%ID o
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% 4-389 53K Header 2513

BR -3t BEEBY | ik
i%
X-Client- String B o INBGIHAR: BEMIRR,
Token o #&z(: 36{;ZUUID,
IBXREE
o BKREH
& 4-390 iERSH
B E- il BERY | ik
%
access_policy | CreateVpnA | 2 BUERVPNIGIE RIS IERATIR
ccessPolicyR
equestBody
Content
object

& 4-391 CreateVpnAccessPolicyRequestBodyContent

B i) =AY | A
i
name String = o IfEEHEA: HEIRIEE .
user_group_i | String = o INRSHEIA: VPNAF4EID,
d o F&zt: 36{IUUID,
description | String & RIS A
dest_ip_cidrs | Array of = o IfECHmIA: HAYIPMERSIZE .
strings o 1 "SR T/ SR,
f540192.168.1.0/24 ,
o R ELHINTME, 210
AN
Mo
- ARSI
POST https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/access-
policies
{

"access_policy": {
"name": "policy-001",
"user_group_id": "7625fd92-2e20-4e4d-8c56-66f110fbfaa8",
"description": "i5iT5RAZ1",
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"dest_ip_cidrs": [
"172.16.0.0/24",
"172.16.1.0/24"
1
}
}
AzER
o [INS%L
IREYAZSAS S 201: successful operations
= 4-392 [ Body &#%I%
B i) R
access_policy | access_policy | i5a5EEEXTSR .
object
request_id String iBXKRID,
& 4-393 access_policy
2R Ry )%
id String o INBEHIA: IHIEISKREZID,
o 1. 36{ZUUID,
o [IRZFFI
{
"access_policy": {
"id": "4f746482-a575-4e1f-9e80-5f6f69ff8588"
L
"request_id": "1663cd8cacbb3497ebc88877e5a3ad89"
}
RS
B2MA2,
4.2.4.2 &if] VPN i5[I5kkE - QueryAccessPolicy
INEENA
IRIEHITREEID, EiBVPNIHITHREE,
ARBE
B203,
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BIRER

IKSESFMEAPIRIERR, WMRERKS TRIAMBFIERSRIAP, ZIAMAFE
BH&EAFAPIFRFRAIMNR

o WMREAABSRIEREN, BARNIRERES IPRMFZINR.
o INREMABMHRIKEIN, FESUTEORIEIR,

IR AR | BREE | FE pill = ARERAIRAN
Al (*Fis I
)
vpn:p2cVpn | read p2cVpnGa | g:ResourceTag | - -
Gateway:get teway /<tag-key>
AccessPolicy

URI
GET /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/access-
policies/{policy_id}
& 4-394 27 H8
2R i) BEY | A
i%
project_id String = IREID, BJLABIIIRENIN R IDFREIRE
ID,
vpn_server_id | String = VPNBRS5i%ID o
policy_id String = IEEREEID
IBKER
o BFKSH
o
o iEKEEA
GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/access-policies/
{policy_id}
IRALHR

o IS
IREMAZSAD S 200: ZiERLIN.
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AP &%

4 API

2= 4-395 IR Body 2#5I%

B it fiik
access_policy VpnAccessPolicy object | VPNiBIHRESITSR .
request_id String B5KID,

7= 4-396 VpnAccessPolicy

=T it ik

id String o IfREREA: IHIEHRARID,
e ’T: 36{ZUUID,

name String IHIEERERE R

type String o INEEIRAR: IHOICRARSEEY,

o EUETEH:
- Default
- Custom

user_group_id | String

o IfREfEIR: XEXFIF4EID,
o &z 36{ZUUID,

o UTCHYENEZ: Jyyy-MM-
ddTHH:mm:ss.55527,

user_group_na | String KEXFIPHEFR
me
description String TSRS EIA
dest_ip_cidrs Array of String | e IhBEiHiA: BRIIPMERSIZE.
o 1BIN: "moHitHl/AEE 8L, FIal
192.168.1.0/24,
created_at String o INAEINAA: OUiEEATE.
o UTCHJIENEIN: yyyy-MM-
ddTHH:mm.ss.5552,
updated_at String o INAEIRAR: EFTAYIE.

LI v =271
{

"access_policy": {

"id": "4f746482-a575-4e1f-9e80-5f6f69ff8588",

"description": "i5IEI5REE1",

"dest_ip_cidrs": [
"172.16.0.0/24",
"172.16.1.0/24"
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1;
"created_at": "2024-06-17T13:32:19.57Z",

"updated_at": "2024-06-17T13:32:19.57Z"

b
"request_id": "85657002f01c35576606003cc36114ab"

T

4.2.4.3 &ifj VPN i5[a5kRE51ZR - QueryAccessPolicies

TheEN 4R
BITVPNERSSIwID, EEVPNILIRREETIZR.
BRREE
B5=03,
BREUEE
WS EEFRBAPIRIERIR, WMRERKS TRIAMABRERSRIAPI, ZIAMBRFE
BHEERAPIFRFEAIIR o
o WIREAAESRIREN, BMMIRERIES PRI
o WIREMBHRIEEN, FESWNTIHRESIR .
IR BEg | IR | R4 Bl& RIATIRAN
] (9205 Wi
)
vpn:p2cVpn | list p2cVpnGa | g:ResourceTag | - -
Gateway:list teway /<tag-key>
AccessPolici
es
URI

GET /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/access-policies

& 4-397 SEiKA

BiR St =aY |k
i%&
project_id String 2 IREID, BJLABIIIRENIRE IDFREIRE
ID,
vpn_server_id | String = VPNARSSwID o
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AP &%

4 API

K 4-398 153K Query 2#31%&

B E-Sit) =EY | #A

g
limit Integer & D REENEBIURERNCREE.
marker String & o INEEWIRE: BAATANEIAIRICHL,

A= AEEE—RN . BN
markera] LARYE E—RIERAY
page_infoX3gAYnext_markerid
=8

o %R WRSlimit—ie(FER.

IEKHE
o ERBH
o
o IERIER

GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/access-policies

NaRzHR
o NS

IREMAZSISF 200: EiEAII,.

2= 4-399 I Body 2#5I%

E= it ik
access_policies Array of SRS RIIER
VpnAccessPolicy
objects
total_count Integer HIBRIEEE

page_info Pagelnfo object DREFRAEE .
request_id String B5KID,

7= 4-400 VpnAccessPolicy

B it #iR

id String o INEEHAIA: IHITIERAZID,
e Iz: 36fZUUID,

name String BIARAERFR .
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E= i) fR
type String o INEEINAE: IHIDSRAEREY,
o BUBECHE:
- Default
- Custom

user_group_id | String

ThgetER: KEXRF4ID,

o &= : 36{ZUUID,
user_group_na | String KEXFIPHEEFR
me
description String IO SRES A .

dest_ip_cidrs Array of String | ¢ INgEHEIA: BEIIPMERFIZE.,

o &IV "moTHB/AEIE &I, Hian
192.168.1.0/24,

created_at String e INAGIRBR: BUsEARTE],

o UTCHYEIEZN: yyyy-MM-
ddTHH:mm:ss.5552,

updated_at String o IfAEIRAA: BEFRATE,

o UTCRYEIEZN: yyyy-MM-
ddTHH:mm:ss.SSSZ,

R 4-401 Pagelnfo

2R i )%

next_marker String T—mfImarker, {EA_E—XEENELNF
RE—1TRIRCIEERE

current_count | Integer HEPIRPRFHE

LI v =271
{

"access_policies": [
{
"id": "4f746482-a575-4e1f-9e80-5f6f69ff8588",
"name": "policy-001",
"type": "Custom",
"user_group_id": "7625fd92-2e20-4e4d-8c56-66f110fbfaa8",
"user_group_name": "user-group1",
"description": "i5iT5RAZ1",
"dest_ip_cidrs": [
"172.16.0.0/24",
"172.16.1.0/24"
1,
"created_at": "2024-06-17T13:32:19.57Z",

}
1
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"total_count": 1,
"page_info": {
"current_count": 1

b
"request_id": "02b5b35cab4c2963d1d89560f50017b9"

7 NEX T

B20A.2,

4.2.4.4 (&4 VPN 15[0)ZKHE& - UpdateAccessPolicy

TheEEN 4R
HRHIEVPNIBIBRERID, (EHGEERYILIRIZRES .
BREE
B=03,
IS
WSEBFMBAPIERKIR, MRERAWKS FRIAMARERZERIAPI, ZIAMARE
B ARAPIFTFERINR
o NRFAABESRIEFIN, BEMMURERIES IABRFEAIRN
o MRFEASMHRETIN, FESUTSHRIEIR
IR B | BRER | KR Bl&E KRRV
2 (95 IR
M)
vpn:p2cVpn | write p2cVpnGa | g:ResourceTag | - -
Gateway:up teway /<tag-key>
dateAccessP
olicy
URI

PUT /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/access-
policies/{policy_id}

£ 4-402 S0 A
B it =R | ER
&
project_id String 2 IREID, aILABIdIREIERE IDFRENRE
ID.
vpn_server_id | String = VPNiESZi%ID o
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BR KR

policy_id String = HIEIZRAEID .

IERHEE

% 4-403 EkSH

=i E-Sid] wig | R
access_policy | UpdateVpn | 2 BEFAILIERIIERATR
AccessPolicy
RequestBod
yContent
object

= 4-404 UpdateVpnAccessPolicyRequestBodyContent

B -3t W%k | fEik

name String S HEREEZR,

user_group_i | String S o IfRtiHA: XEBEFEFEID,

d o 1&zt: 36{ZUUID,

description | String & HaSRES IR

dest_ip_cidrs | Array of B o IfEEIA: BRIIPMERSIZE .

strings o 18R ATkl SR,
5121192.168.1.0/24,
o R ELHFINMMEL, EZ10D

MIES

- BRI
PUT https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/access-
policies/{policy_id}

{

"access_policy": {

"user_group_id": "efb92c43-c2e9-44c0-b2e5-5b980f0ca90a",
"description": "i5{a5E&1-update”,
"dest_ip_cidrs": [
"192.168.12.0/24",
"192.168.1.0/24"
1
}
}
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N Rz

LI )V
IREMRZESFS S 200: successful operation,

2= 4-405 I Body &#%I1%

2R i) HR
access_policy VpnAccessPolicy object | VPNiFESEREITSR .
request_id String BXKID,

%= 4-406 VpnAccessPolicy

=1 St ik

id String o INEEHAIA: IHITIERAZID,
e Hz: 36fZUUID,

name String BIOZRIERFR

type String I RREZEE

user_group_id | String o IhBEHEIA: FEXAEFAID,
o 1&=: 36fZUUID,

user_group_na | String KEXFIFHEEFR

me

description String SRS AR

dest_ip_cidrs Array of String | e IfgSHEIA: BHAJIPMERFIZE .

o 1&I: "M/ ET, HIan
192.168.1.0/24,

created_at String o INEEIRAR: GUEERTIE,
o UTCRIEIREZN: Jyyy-MM-
ddTHH:mm.ss.S55Z,
updated_at String o INAEEWIAE: EFRATIE.
o UTCHIEER: yyyy-MM-
ddTHH:mm.ss.555Z,
- ImRRABY
{

"access_policy": {
"id": "36f3f232-9204-4774-be20-84cc94da8535",
"name": "policy-001-update",
"user_group_id": "efb92c43-c2e9-44c0-b2e5-5b980f0ca90a",
"user_group_name": "FF4HA",
"description": "ij5/a)5kH&1-update”,
"dest_ip_cidrs": [
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"192.168.12.0/24",
"192.168.1.0/24"

1,
"created_at": "2024-06-14T08:59:45.598Z",

N

4.2.4.5 ffik VPN i5]a)5kHE - DeleteAccessPolicy

ThRENA
HRIBEVPNI )5 RE D, MIBRIEE S DI 5ERE
EREE
B5E=03,
RS2
KSESEBAPIRIERXIR, WMREAKS TRIAMBFIERSRIAP, ZIAMAFE
B&ARAPIFRFEAIRIR o
o NRFEAABESRIEIFN, BMMURERIES AR
o WIREMBHRIEEN, FESWNTIHRESR.
=R B | BRER | KRR Bl& RIAGIRAN
2 (905 T
)
vpn:p2cVpn | write p2cVpnGa | g:ResourceTag | - -
Gateway:del teway /<tag-key>
eteAccessPol
icy
URI

DELETE /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/access-
policies/{policy_id}

& 4-407 2¥45BA
B it BEY |k
%
project_id String 2 IREID, aILABIdIREIER B IDFRENRE
ID.
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BR 3] =AY |k
i%
vpn_server_id | String = VPNBRSBi%ID
policy_id String = HIEIZRAEID

IBXRIER
o BRSY
Tco
o IEKIEH
DELETE https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/access-
policies/{policy_id}
i A S
LI )VE—
IREMAZSAS 204: HHIBRALIN
N

4.3 RS

Wi
[

4.3.1 VPN Bg&R

4.3.1.1 HifHLER - QueryQuotas

I
EALEFPTEVPNIRS TR RTRRER, SIEVPNRXEAR. IHHRXEER. VPN
SRR o

BA7SE
B2 ATAERAPI,

BERUER

IKSESEFBAPIRIERNXR, WMRERWKS TRIAMBFIERSRIAP, ZIAMAFE
BH&EEAFAPIFRFRAINR

o MREMAAESREEEN, BARNIRERIES IAPRMIZINR.
o MREMBMHRIGRN, FESUTEHORIER,
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EIm Pk | WRER | F4R Bl& RIAYIRAN
Bl (*Hes 7
M)
vpn:connecti | write | vpnConne | e g:Enterpri | - -
onMonitors: ctions seProjectl
delete d
e g:Resource
Tag/<tag-
key>

URI
GET /v5/{project_id}/vpn/quotas
2 4-408 215
B 3] =BY | %A
%
project_id String 2 IREID, mILABIdIREIRE IDFRERE
ID,
IBREE
o IERSH
To
o IERIFH
GET https://{Endpoint}/v5/{project_id}/vpn/quotas
TIRLES.
o MRS
IRENURESES S 200: EERIN
2 4-409 AR Body S451%
B E-Sit) R
quotas Quotas object | quotasiJ&,
request_id String BXKID,
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FEILE M4
AP &%

4 API

2% 4-410 Quotas

E= -5t ik
resources Array of resourcesX¥sR .
Quotalnfo
objects
2% 4-411 Quotalnfo
E= il (i35
type String o INREIRER: tRiBtypeldiEE gL
AIBCER
o EUEEH:
- customer_gateway M RIESEANT
VPNXFiwHRI K o
- vpn_connection TRV RILEAN=
VPNiER
- vpn_gateway RAIRIEFAZVPN
XK o
- vpngw ZERRVPNRIX .
- vpn £HEIRVPNIERE
- vpn_gateway_local_subnet {MViR
IHERAZVPNRI KRR KA A i+
M
- vpn_connection_peer_subnet 7))
ARG RN VPNZER BN ER R i
+Mo
quota Integer Fc& EPR .
used Integer EfFR.
o IRIAES
{
"quotas": {
"resources": [
{
"type": "customer_gateway",
"quota": 100,
"used": 13
By
{
"type": "vpn_connection",
"quota": 5000,
"used": 306
By
{
"type": "vpn_gateway",
"quota": 50,
"used": 23
By
{
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"type": "vpn_gateway_local_subnet",
"quota": 50,
"used": 0

"type": "vpn_connection_peer_subnet",
"quota": 50,
"used": 0
}
1

h
"request_id": "9aeb7f73-e1b6-42eb-96ad-b68aef8186e3"

T

4.3.2 VPN #r&

4.3.2.1 BRRIESLHIFIZE - QueryResourcelnstances

ThEEN 4R
RiEtrEERRRELOITIE.
ERGE
52 WATEFAPI,
BRRUEE
WKSESMEAPIBVERINIR, MRERKS FTRIAMABRERZSRIAPI, ZIAMARE
B&EBAPIFTHEHIRIR .
o NRFHABSRIEFN, BEMMIRERIES WABRFAEAIR
o MRFEASMHREITIN, FESUTESHRIEIR
IR B | BRER | KR Bl&E U2
| (*J9% 07
;)
vpniresource | list - - - -
Instances:list
URI

POST /v5/{project_id}/{resource_type}/resource-instances/filter
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API &% 4 API
= 4-412 SHIHA
B i) =5Y | %A
i%
project_id String 2 IREID, aILABIdIREER B IDFRERE
ID.
resource_type | String 2 o INAEGIRAE: &BIEE,
o BUEGCHE:
vpn-gateway: hE AZ=VPNRI,
customer-gateway: XJimRI%E
vpn-connection: VPNiZE#E,
p2c-vpn-gateways: iz Az=VPN
MK
%+ 4-413 153K Query S¥3I%
B St =EY | ik
i%
limit Integer & o INELIHER: BTHICFEH.
o EYESEE: 1-1000,
e ELIAE: 1000,
offset Integer & o INREINAR: ZE|(UB . MFoffsetsE
RN T —REIEHBEA.
o BEEE: &/IMENO,
o BIAME: O,
R
o IERSH
& 4-414 ERSH
E= i) =RY | ik
ric
without_any | Boolean & o INBEIRER: ZFER AtrueRt &SGR
_tag BARHIRSRIERIR, A28
“tags” FE ., ZFEHfalsenE
KRiRZSHAT, ZFRERER,
BREIFABRIRIHIZ "tags",
"matches"&EF&HTIE
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APl &% 4 APl
2R S 2/ | ik
i
tags Array of Tag | & o IfREIRAR: RETIE.
objects o HE: REES204.
matches Array of B o INEENER: ERFE, S2keyfl
Match value, key RZEILFECHIFER, N
objects resource_nameZ¥, value/glLHg
A9E. keyNEEFHE,
% 4-415 Tag
2R S =/Y | A
i
key String = o INBEIRAR: FRESHIE.
o EVESEE: 1-1281FFF.
values Array of = o INEEINER: FRERAYETIFE. IR
String values =TI, NFRR
any_value, valueZ[BEkRY%
o EUESEEl: 0-2551FFF.
o UK. RBEF201,
& 4-416 Match
2R i =/ | ik
i
key String = o INgEWBA: DLACAYRE.
o HEYESEE: resource_name,
value String = o INHALIRAA: PUEZAY(E.
o EUESEE: 0-2551FF.

o BRI

POST https://{Endpoint}/v5/{project_id}/{resource_type}/resource-instances/filter

"tags": [{

"values": [
"value1",
"value2"

"values": [
"value1",

MAERRAS 01 (2026-04-24)

WRIERE © HERRARBIRAT

362



FEE AL

APl &% 4 API
"value2"
1
}
1
"matches": [{
"key": "resource_name",
"value": "resource1"
3,
"without_any_tag": "false"
}
IRLEE
o [INS%L
IREMAZSAS D 200: EiGRLIN
% 4-417 IR Body 2#4%%
2R 281 g
resources Array of HEXIRIIZE
Resource objects
total_count Integer SICRE
2% 4-418 Resource
2R i) U
resource_id String RIEID,
resource_detail | object RFEFE. BTV E, BAR=E,
tags Array of &R,
ResourceTag
objects
resource_name | String RIFREBR.
& 4-419 ResourceTag
2R 28 1)
key String RS
value String FRERYE .
o [IRZFF
{
"resources": [{
"resource_id": "134f9fb1-demo-a8df-va86-2040a5c13325",
"resource_name": "resource1",
"tags": [{
"key": "key1
value": "valuel
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FEE FAMIES

APl &%

4 API

T

1
3,

"total_count": 1000

4.3.2.2 EEEESLHIEE - QueryResourcelnstanceQuantity?

TIRENA

ARG

BRER

URI

REIRE TR RIRLAIEE

i5S AMEE AP,

WKSESEMEAPIRIERER, WNRERWKS TRIAMBFIERSRIAP, ZIAMARFE
BEIFBAPIFRFEIINIR

o WMREAAESRIEEN, BARNIRERES IAPRMIZINR.
o MNREMABMHRIGRIN, FESUTEORIEIR,

AR KK | FRER | KR B3 IRERATHZAN
Eill (*79us T
M)
vpn:listReso | list vpnGatew | g:TagKeys e vpniresou | -
urcesByTag ays rcelnstan
ces:list
customer
Gateways e vpn:resou
rcelnstan
vpnConne ces:count
ctions

POST /v5/{project_id}/{resource_type}/resource-instances/count

& 4-420 2#45%BA
B it =5Y | %A
%
project_id String 2 IREID, aILABIdIREIER B IDFRENRE
ID.
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FEILE M4
APl &%

4 API

2R

S

ol

resource_type

String

o INEEIREA: RWIREEE,

o BUEEE:
vpn-gateway: IhsANZ=VPNRIX,
customer-gateway: IJuERIx,
vpn-connection: VPNiZERE,

p2c-vpn-gateways: ZRig NZ=VPN
TS

iEKRiHE

% 4-421 EKSH

B i) 2EY | ik
i%
without_any | Boolean & o IHREINBE: iZFER HtrueRtEIGER
_tag BATGIRSIRR, WITRE
“tags” FE, 1ZFEHfalseniE
REZSHN, ZRHAER,
BNREIFABRIRIHIZ "tags",
"matches"E&E4TTE .
tags Array of Tag | & o INRSIHAR: FR&SHIZE.
objects . W BEES207.
matches Array of B o INACIHAER: EHRFER, ESkeyFl
Match value, key HEITERIFER, 0
objects resource_nameZs, value9PLHg
AYE. keyAEEFEE,
% 4-422 Tag
B i) 2EY | itk
1%
key String = o INEEIHBH: 1REERYEE.
o HUESEE: 1-1281M=F%,
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FEE FAMIES

APl &% 4 APl
B i) 2EY | gk
i%
values Array of = o INEEIRAR: FREMETIER. R
String valuesh=%IZk, MIZFEXR
any_value, valueZ[EREkRYE
=,

o EUESBEl: 0-2550=F%,
o Ak: FBEF201,

2% 4-423 Match

B i) =AY | A
ik
key String = o IfEEI<RA: PLECAYHE.
o HYESBHE: resource_name,
value String = o INREIMRE: DUHACAY(E.
o EYUESBE: 0-2557MF%,

o EREAH

POST https://{Endpoint}/v5/{project_id}/{resource_type}/resource-instances/count
"tags": [{

"values": [
"value1",
"value2"

"values": [
"value1",
"value2"

1

}
1

5
"matches": [{

"key": "resource_name",
"value": "resourcel"

1,

"without_any_tag": "false"

}

NaRLES
o IARISH
IRIEMAZHS S 200: EiERY.
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FEE FAMIES

APl &% 4 API
2= 4-424 IR Body 2#%%
2R i 57
total_count Integer SICRE
o NARFFHI
{
"total_count": 1000
}
REB

B2WA.2,

4.3.2.3 tEHFINZFBFRZ - AddResourceTags

IREN R

ARTIE

BRER

PEELFIRERINFE o

52 AeE FAPI,

KSEZMEAPIRIERER, WNRERAWKS THRIAMBFIERSRIAP, ZIAMARE
BEBABAPIFRFRAINR .

o WREAAESRIKRN, BRIRERISS WAPRAIRIRIA

o MREMBMHRIGRN, FESUTEHORIER,

IR Bk | JEER | F4R Bl& ARIAYIRAN
il (*aws IR
M)
vpn:tagReso | write vpnGatew | e g:Enterpri | vpn.resource | -
urce ays seProjectl | InstanceTag
d s:create
e g:Resource
Tag/<tag-
key>
e g:Request
Tag/<tag-
key>
e (g:TagKeys
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FEILE M4
AP &%

4 API

URI

]

] LSS
il

FRAR
(*Jos
)

Riw Bl& HRIREIIRAR

I

customer
Gateways

e (g:Resource
Tag/<tag-
key>

e g:Request
Tag/<tag-
key>

e (g:TagKeys

vpnConne
ctions

e g:Enterpri
seProjectl
d

e g:Resource
Tag/<tag-
key>

e g:Request
Tag/<tag-
key>

e (g:TagKeys

POST /v5/{project_id}/{resource_type}/{resource_id}/tags/create

& 4-425 SHIHA
B S 2/Y | A
i%
project_id String 2 IREID, aJLABIIIkEEE IDFRERE
IDo
resource_type | String = o INREINAE: EEZEE,
o HUEEE:
vpn-gateway: Ihs NZ=VPNRIX
customer-gateway: XJumRIx,
vpn-connection: VPNiZE#E,
p2c-vpn-gateways: ZRigA\z=VPN
TS
resource_id String g =IEID,
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FEIE M4
AP &%

4 API

IEXRHE

N RziHE

TN

% 4-426 {5KkS%

B Sl =AY | it
1%
tags Array of = o INEEWEA: 1RIIER.
ResqurceTa o HTH: BEZIEE0,
g objects
R 4-427 ResourceTag
B Sl =AY | i
1%
key String = THREWRE: PREERIRE .
BUESBE: 1-12810FRF, I
F. BNFE, P wmFE.
HiE. =48, LIRUTER: =
+-@,
value String B INaEeiseR: FREERYE,
EVESBE: 0-2550FFF, X%
F. HBNFHE, P wmFE.
#HiE. =48, LIRUTER: =
+-@,

o EREH

POST https://{Endpoint}/v5/{project_id}/{resource_type}/{resource_id}/tags/create

{
"tags": [{
"key": "key1",
"value": "valuel"
1
}

o ERSEL

IREYRZESRE S 204: SHIFES I o
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FEE AL

APlI &% 4 API

4.3.2.4 L EMSFEFFFZ - DeleteResourceTags

TIRENM A

ISR R RIRES .
AR5

B2 MATAERAPI
BERUER

KSESEMEAPIRIERR, WNRERWKS TRIAMBFIERSRIAP, ZIAMAFE
B&EARAPIFRFAINR .

o WMREAABSRIEN, BARNIRERES IAPRMZINIR.
o MRFEMRBMHRIGRN, FESUTEDRIENR,

IR PR | JRSEE | KR

pillE=1 RERASTIAY

Bl

(394
&)

I

vpn:unTagR | write

esource

vpnGatew
ays

g:Enterpri
seProjectl
d

g:Resource
Tag/<tag-
key>
g:Request
Tag/<tag-
key>
g:TagKeys

customer
Gateways

g:Resource
Tag/<tag-
key>

g:Request
Tag/<tag-
key>

g:TagKeys

vpn:resource
InstanceTag
s:delete
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FEE AL

APl & 4 API
R PR | BRER | KR 15 RIAYIRAN
il (*Hes 07
M)
vpnConne g:Enterpri
ctions seProjectl
d
g:Resource
Tag/<tag-
key>
g:Request
Tag/<tag-
key>
g:TagKeys
URI

\E h 24
18> 7ﬁl§\

POST /v5/{project_id}/{resource_type}/{resource_id}/tags/delete

& 4-428 SHUKEA
2R il = ik
%
project_id String 2 IRBEID, aILABId3kEIR R IDFAEURE
ID,
resource_type | String = o INALIRER: FiR
o EYEBHE:
vpn-gateway: IhEI AZ=VPNRI%,
customer-gateway: XJimHRIX
vpn-connection: VPNIZE#E,
p2c-vpn-gateways: #Rig AZ=VPN
IS
resource_id String = FIEID,
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FEILE M4
AP &%

4 API

% 4-429 &Kk

B i) =AY | R
i
tags Array of = o INEEIRER: REFIER,
ResqurceTa o I BEES0/.,
g objects

= 4-430 ResourceTag

BT et Eaw | ik
i
key String = o INEGIRAR: FREAYE.
o EUEEE: 1-1280FfF, ¥
F. BXFH. P, A,
/E. B8, URIATFE: =
+-@,
value String & o INRERAER: REHIE.
o EYESBE: 0-2550FFF, STiFH
F. BXFH., PX. YA,
/E. B8, URIATFRG: =
+@,

o EXREH

DELETE https://{Endpoint}/v5/{project_id}/{resource_type}/{resource_id}/tags/delete

"tags": [{
"key": "key1",
"value": "valuel1"
1
}

AT
o MESH
IREIAZSEE S 204: BIBSIRESARLN

T

iBE0A.2,
4.3.2.5 EiFFRFRE - QueryResourceTags

ab
ThREN A

EMEELAIRITREER

SASRRZS 01 (2026-04-24) WA © ERFRABIRAE 372



FEE FAMIES

APl &%& 4 API
ERGE
52 WANEFAPI
TS
KSEZPBAPIRERIR, WNRERKS FRIAMABFERZERIAPI, ZIAMARE
BEEARAPIEFEAISIR
o NRFAABESRIEIFIN, BEMMRERIES WABRFAEAIRN
o MREASMHRETN, FESUTEDREEIR
R B | JFRER | KR Bl& U2
il (*Hws 17
M)
vpn:listTags | list vpnGatew | e g:Enterpri | vpn:listTags | -
ForResource ays seProjectl | ForResource
d
e (g:Resource
Tag/<tag-
key>
customer | g:ResourceTa
Gateways | g/<tag-key>
vpnConne | e g:Enterpri
ctions seProjectl
d
e (g:Resource
Tag/<tag-
key>
URI

GET /v5/{project_id}/{resource_type}/{resource_id}/tags

& 4-431 SE0RH

B E-Sit) BRY | ik
%
project_id String = IREID, aILABId3kEI R IDFRENRE
ID,
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FEILE M4
AP &%

4 API
2R i) =R | ik
i%
resource_type | String 2 o INAELINAE: &EIEEE,
o EUETHE:
vpn-gateway: s NZ=VPNRIX,
customer-gateway: Xt
vpn-connection: VPNiE#E,
p2c-vpn-gateways: #Zig AZ=VPN
K
resource_id String = ZiIRID,

IEKIHE
o ERBH
o
o IERIEH

GET https://{Endpoint}/v5/{project_id}/{resource_type}/{resource_id}/tags

W REH =2
o IARIBH

IREMAZSREA 200: EiFIR .

2= 4-432 K Body 2#51%

R it A

tags Array of RIFIREIIZER
ResourceTag
objects

Z= 4-433 ResourceTag

B St R
key String s e
value String REEEYE.
o IRAES
i "tags":[
{
"key":"key1 ",
"value":"valuel"
}
1
}
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FEE FAMIES

APlI &%

4 API

N

B2A.2,

4.3.2.6 ZTAMBERE - QueryProjectTags

TheEeN 4R
EEHAFEEEIEPEERREE FRIREIRE
BREE
52 WATEFAPI .
RS2
WSEBFMBAPINERIR, MNRERAKS FRIAMARERZERIAPI, ZIAMARE
B ERAPIFTFERINIR
o NRFHABSRIEFEN, BEMMRERIES WABRFAEAIR
o MREASMHREITIN, FESUTESDRIEUR
IR B | BRER | KR Bl& KRRV
il (*Js T
;)
vpn:listTags | list vpnGatew | e g:Enterpri | vpniresource | -
ays seProjectl | InstanceTag
d s:list
e (g:Resource
Tag/<tag-
key>
customer | g:ResourceTa
Gateways | g/<tag-key>
vpnConne | e g:Enterpri
ctions seProjectl
d
e (g:Resource
Tag/<tag-
key>
URI
GET /v5/{project_id}/{resource_type}/tags
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FEE FAMIES

APl &% 4 API
& 4-434 SR
B E-Sit) =RY | ik
i%
project_id String = IREID, AJLABITIRENIH IDIREIRE
ID,
resource_type | String = o INEEER: BJIEXEDY,
o HUESEE:
vpn-gateway: ¥R AZVPNRIX,
customer-gateway: XHimpRIRE
vpn-connection: VPNZE$E,
p2c-vpn-gateways: s A\Z=VPN
I
EXRIEE

N Rz S

o IBRSH
o

o EREH

GET https://{Endpoint}/v5/{project_id}/{resource_type}/tags

o IHRIBH

IREMAZIS A 200: @RI

% 4-435 IR Body 2#%I%&

B St fiA

tags Array of RIRIREIIxR
ResourceTag
objects

3% 4-436 ResourceTag

R it ()%

key String s e

values Array of String | #r&SRYE.

LI )V =271
{

"tags":[
{

nkeyu:nkey-l u’
"values":["value1"]
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FEILE M4
AP &% 4 AP

T

B520A.2,

4.3.3 iBirE1E

4.3.3.1 EiagHR%I% - QueryMetrics

LIRENA
BNRALRTSERIETIIE, TINSEETeRENE. BIFSR. 5. HFS
X, BRICFNBACREHTFEIER,
it
RIRSEREMIRE, SREIMINGHRIRERS, E30\ 2 NIEaEE R RN M
2iglT, BT ERHR.
AR5
ESMATRERAP
URI

GET /V1.0/{project_id}/metrics

& 4-437 SH1HA
B i =AY |k
%
project_id String = IREID, BJLABITIREIRE IDFREURE
ID,
% 4-438 TGRS HIRA
B it =R | ik
i%
namespace String B o INEEIREE: ARSBIBIRHBATIE.

o EVESEE: hRVPNEIGRREZIEN
SYS.VPN,
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FEILE M4
APl &%

4 API

2R

ESid)

1)

metric_name

String

o INEEIHER: 1E#RID. WSiTiEiNESE
ZIFROMsIEENR (YA ZEVPNEYY
R ) FOSZRFROESERIERR (BiRAS
VPN) ,

o BVEBHE: FHKEREANT, &KX
7996; LALIFEIL, REEEE
0-9/a-z/A-Z/_/-; 3N: EIIERMLE
FRRYISIEIEAT
gateway_recv_pkt_rate, FRRVPNKY
KHUATBER,

dim

String

iy

o IfREIRAR: ISITRVHEE . EiStrRI%E
EFERRXR, TRERAZERE
EHUHTER.

o {UR: HEIRAXIFANEREE,
HERSINOFHR, RSINERE
o

o HUBESEE: #HEILAdIim.
{i}=key,value, keyfImKI<E32,
valuefIE KI<E 256,

AR ARG, BARS
FEAEESNFGEER (uh
RAZVPNEIAR ) FISZHFAONEIEE
& (BIRAZ=VPN ) FR94EREEIHAR .

- BRREE: INEIGAVPNRK
AOZEREEL
( gateway_connection_num ) ,
HHERE Ap2c_vpn_gateway_id,
Hp2c_vpn_gateway_idA0RE, 4
EEERAABLUT:
dim.0=p2c_vpn_gateway_id,4ae0
0000-0000-0000-0000-0000b14
28ef4,

- ZERHEE: Mihm N=VPNIEE

AISAKRIXEIRR
( sa_send_pkt_rate ) EH

evpn_sa_id, evpn_sa_id - =24
JJevpn_connection_id .
evpn_connection_id30&,
evpn_sa_idR1E, HHEEEEN
ABAT:
dim.0=evpn_connection_id,4ae0
0000-0000-0000-0000-0000b14
28ef5&dim.1=evpn_sa_id,4ae000
00-0000-0000-0000-0000b1428e
f6,

MAERRAS 01 (2026-04-24)

IRIERE © LA/ ARBIRAE 378


https://support.huaweicloud.com/usermanual-vpn/vpn_04_0702.html
https://support.huaweicloud.com/usermanual-vpn/vpn_04_0702.html
https://support.huaweicloud.com/usermanual-vpn/vpn_04_0707.html
https://support.huaweicloud.com/usermanual-vpn/vpn_04_0707.html
https://support.huaweicloud.com/usermanual-vpn/vpn_04_0702.html
https://support.huaweicloud.com/usermanual-vpn/vpn_04_0702.html
https://support.huaweicloud.com/usermanual-vpn/vpn_04_0707.html
https://support.huaweicloud.com/usermanual-vpn/vpn_04_0707.html

FEE FAMIES

APl &% 4 API
ZR -3l =R | R
i%

start String & o INREIRER: EAAATEIBINCH,
A= AEEE R,
&z
namespace.metric_name.key:value
o f5ln:
start=SYS.VPN.gateway_connection
_num.p2c_vpn_gateway_id:4aeObd2
d-
a5fb-4155-9775-4eb1b1428ef4.inde
X:756529722,

limit Integer B ThREIHER: HREENERRERIC
EYESEE: [1, 1000].
BAIABYE: 1000,

order String &= IheeiRie: AT RRERAEFLIE,
RSB
HUESEE: ReERascai&desc, asc
AFAEF, deschfER.
FOABUE: asco

EXIHR

. BEREH
%o
o iERELH

IEREGI—: EWSEIA R aEERT IR

GET https:/{z= ¥z x5 =3/V1.0/{project_id}/metrics

BRI TERIEANTVPNMXIDA

4ae00000-0000-0000-0000-0000b1428ef7R4 Stz Ry, EERIRATTREIR
FIFEB10550E,

GET https:/{ =¥ fEHIRiHT =}/V1.0/{project_id}/metrics?
namespace=SYS.VPN&metric_name=gateway_connection_num&dim.0=p2c_vpn_gateway_id,4ae00000-
0000-0000-0000-0000b1428ef7&limit=10&order=desc

NaRTES
o IARIBH

IREMAZSIS /Y 200: G
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2% 4-439 uRY Body 2#5I%

B E-Jid] i
metrics Array of IBFRRIRIIZER
Metrics
objects
meta_data MetaData BHERTHIEER, 8EPREREE.
object
Z& 4-440 Metrics
B St iR
namespace String IEfrPEmE=E.
dimensions Array of SRS IR
Dimensions
objects
metric_name String FEFRBTR, Wgateway_connection_num,
unit String ===k v

% 4-441 Dimensions

B

xE

ik

name

String

ISR R,

o BIFENTVPNIIEHILHEE S
p2c_vpn_gateway_id,

o IS ARVPNHEREFSESIFN IS
& (WEAZVPNIRNER ) , aI8E 4
Erhkey=ER

value

String

HEEE, HIINLIRAZVPNRIXAIID,

2% 4-442 MetaData

B 281 iR

count Integer LHENRMEERSEH,

marker String BIIARAEISEINC, AT AEIISE
—R, i F—IAmarkera] LIEE E—
RN AImeta_datafdSHA9markeriE
5,

total Integer ErEIER R,
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T

LI )iz =2
{

"metrics": [
{
"namespace": "SYS.VPN",
"dimensions": [
{
"name": "p2c_vpn_gateway_id",
"value": "72fe0000-0000-0000-0000-0000f0efd460"
}
1
"metric_name": "gateway_connection_num",
"unit": "count"
}

1
"meta_data": {
"count™: 1,
"marker":

"SYS.VPN.gateway_connection_num.p2c_vpn_gateway_id:72fe0000-0000-0000-0000-0000f0efd460.ind

ex:756558082",
"total": 16
}
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5 Rz 7=

5.1 =fl—: BIE=AZ VPN RX

e S T
AEDIESHAP@ITEBAPIESIFEILEE AN VPNRXE,
BUiRSR4
o BEIEVPC, EXiBESIEIZEVPC,
o BFEEMYIVPNRXFAENXIGER, FRIEXIGHERAAPIRIEndpoint,
o HIZ(EFEAToken NIES N FEROAIESEANAT, FEEIREVAHEF TokenH A BZE OIS
B “X-Auth-Token” E|NI$3#EOEKRIEESLH ., TokenmAIE, EMRIEIBESEIA
IFEENET .
(REETY:
BT IAMBRSZIRENZE A9 TokenE ZEA /9240, FBE(FERE—1Token&EMNAT, ATLASEE Token
ZF, BRmEER.
RS
% 5-1 Bl VPN MXiEKKiESH
S jizlilz] BYEG
vpc_id VPN X FmiZERZAIVPCRY cb4a631d-demo-a8df-va86-
ID. ca3fa348c36¢
local_subnets RimIES o 192.168.0.0/24,192.168.1.0/24
connect_subnet | VPNMXPR{EHEAIVPCHRY | f5741286-demo-a8df-
+MID, vaB86-2c82bd9ee114
eip1.id VPN®IFE(EFERISE—NEIPHY | cff40e5e-demo-a8df-
ID, va86-7366077bf097
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FEE FAMIES

APl &% 5 RzFA)
¥ Lzl EERESI
eip2.id VPNRIF{EFERYE —NEIPRY | d290f1ee-demo-a8df-va86-
ID, d701748f0851
BRIELR

1. BUERXEXVPCRIVPNRIZ,

a. &iX “POST https://{endpoint}/v5/{project_id}/vpn-gateways” ,
project_id AIREID,

b. fERequest Headerdri&fN “X-Auth-Token” .
c. fERequest BodyF{EANSEIUT
{

"vpn_gateway": {
"vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36¢",
"local_subnets": [
"192.168.0.0/24", "192.168.1.0/24"
1

"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"eip1 0o {

"id": "cff40e5e-demo-a8df-va86-7366077bf097"
}

"’eip2": {
"id": "d290f1ee-demo-a8df-va86-d701748f0851"
}
}
}

d. BEEBEKRMMNER.
" IERpLIOEY, MNMSEENT, idRtEVPNRIKAIID,
{

"vpn_gateway": {
"id": "620d99b8-demo-a8df-va86-200b868f2d7d",
"name": "vpngw-3caf",
"network_type": "public",
"attachment_type": "vpc",
"vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36c",
"local_subnets": ["192.168.0.0/24", "192.168.1.0/24"],
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 64512,
"access_vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36c",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"flavor": "Professional1",
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "0"
L
"request_id": "4a739f5c-edb7-4122-b31f-b77fb1b94857"
}

2. BAVPNRIXFE,
a. &iX “GET https://{endpoint}/v5/{project_id}/vpn-gateways/{vgw_id}” ,
project_id AIREID,
b. f#ERequest Headerd &N “X-Auth-Token” ,
c. BEEKMNER.
. }%WEJZI}JEU‘, MR SEENT, idFtEVPNRIATIID,

"vpn_gateway": {
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"id": "620d99b8-demo-a8df-va86-200b868f2d7d",
"name": "vpngw-3caf",
"network_type": "public",
"status": "ACTIVE",
"attachment_type": "vpc",
"vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36c",
"local_subnets": [
"192.168.0.0/24", "192.168.1.0/24"
1
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"access_vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36c",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 64512,
"flavor": "Professional1",
"availability_zone_ids": [
"cn-south-1f", "cn-south-1e"
1
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "0",
"eip1™: {
"id": "cff40e5e-demo-a8df-va86-7366077bf097",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 8"
"charge_mode": "bandwidth",
"bandwidth_id": "593a1a79-demo-a8df-va86-64ec45fb23f6",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-1391"

I
"eip2": {
"id": "d290f1ee-demo-a8df-va86-d701748f0851",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 6"
"charge_mode": "bandwidth",
"bandwidth_id": "0abb9d55-demo-a8df-va86-b7500ac2a338",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-1392"
}

"created_at": "2025-06-15T08:56:09.386Z",
"updated_at": "2022-06-15T11:13:13.677Z"

L
"request_id": "d099a7dc-ea71-45a6-a75b-dccbfe17d438"
}

5.2 "B BUEEXTuwmR ST

Bria=

HIRRERG

AELIESHAFETIERBAPIKEIZETIHRIX .

HIB(FERETokenI MIES NFERGAIESNAT, FEIRENAHF TokenF7EE AZORHENN
“X-Auth-Token” EVEEIEKREELF , TokemAil, BEMIR{EESZIAEEI
B2,
(] ¥ 88

BT IAMARSSIREREIRI Token B XER24/\0F , FHEEMRE—NTokenZEANAT, AJLASE S Token
&7, BRMEEA.
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FEE FAMIES

APl &% 5 Rz Al
HIRES
%= 5-2 BIENTIRMIKIER KBS H
8% izl:] &I
name X iwmPI KB FR o stub-customer-gateway-
id-1
id_value xR KARIRIE - 10.12.13.21

BIFSR

1. BIEXuRMX

a.

&% “POST https://{endpoint}/v5/{project_id}/customer-gateways” ,
project_id AIRHID,

fERequest Headerdt&f0 “X-Auth-Token” .
fERequest BodyHEASEUI T .
{

"customer_gateway": {
"name": "cgw-3ebf",
"id_type": "ip",
"id_value": "10.*** *** 21"

}

}

BESKRIIMNLER.

" EKEINAY, MNSHNT, dEXimkIXAIID,
{
"customer_gateway": {
"id": "03c0aa3d-demo-a8df-va86-9d82473765d4",

"id_type": "ip",
"id_value": "10.***** 21",
"created_at": "2025-07-17T16:49:28.108+08:00",
"updated_at": "2025-07-17T16:49:28.108+08:00"
%
"request_id": "e55783ba-5cc8-40c1-ad81-12cce6f773d2"
}

2. EiFXuiwMXFS.

a.

&% “GET https://{endpoint}/v5/{project_id}/customer-gateways/
{customer_gateway_id}” , project_idSIREID,

fERequest Headerdt&f0 “X-Auth-Token” .

BESKRIIMLER.
" IBKRpLIOEY, MNSEANT, idEtERSimMXAYID,
{

"customer_gateway": {
"id": "03c0aa3d-demo-a8df-va86-9d82473765d4",

"id_type": "ip",

"id_value™: "10.** *** 21",

"created_at": "2025-07-17T16:49:28.108+08:00",
"updated_at": "2025-07-17T16:49:28.108+08:00"

MAERRAS 01 (2026-04-24)

IRAERE © LA/ ARBIRAE 385



REHAE FAES
API & 5 NP

"request_id": "8cf476c4-c3d4-4516-bfbc-01e2473e549b"
}

5.3 ~fI=: Bl VPN NUER:

LE S
AEDIESHAF BT ERAPIREIZEVPNIUER
BUiRSR4
o ERIERVPNMX., BEEESNEIZEVPNRIX,
o BEEIENIRMX. BAiES eI iwmMX,
o HIR(EAToken NIEAXFTROIAESENAT, FEIRENAEF TokenHEEBZE OIS
N “X-Auth-Token” ENFEEOEKREELF, TokemAiE, BEIREBESEIA
IEEENET .
(1 %8B
BT IAMRSZIRENEIR Token B HE 924/ 8T, FE(FHRE—TokenEiAY, RIS
TokenEfr, BEEINEAMA.
RS
2 5-3 Gli2 VPN iIEEE K KBS
2% 4B BB 5
vgw_id VPNRJXID, 8030f6d6-demo-4d20-
a7f8-50a7a826e2f8
vgw_ip1 VPNRXEIP189ID, e4d7930f-demo-4cbf-b78a-
b004416c7485
vgw_ip2 VPNRJSZEIP289ID . 1fb97767-
demo-4d8b-83bb-6f878f662005
cgw_id SFumMIXID . 8916effb-
demo-42d8-83d7-4517567d3d26
peer_subnets XS+ o 192.168.44.0/24
psk mHE=%3A, abcd****
BMEER

1. EFXREXVPCEIVPNRIX, CIZFHSIMRIVAIVPNERE .

a. &iX “POST https://{endpoint}/v5/{project_id}/vpn-connections/batch-
create” , project_idAIREID,
b. fERequest Headerdi&fN “X-Auth-Token” .

c. TERequest BodyF{ENSEINT
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{
"vpn_connections": [
{
"vgw_ip": "e4d7930f-demo-4cbf-b78a-b004416c7485",
"cgw_id": "8916effb-demo-42d8-83d7-4517567d3d26",
"vgw_id": "8030f6d6-demo-4d20-a7f8-50a7a826e2f8",
"peer_subnets": [
"192.168.44.0/24"
1
"psk": "abcd****"
L
{
"vgw_ip": "1fb97767-demo-4d8b-83bb-6f878f662005",
"cgw_id": "8916effb-demo-42d8-83d7-4517567d3d26",
"vgw_id": "8030f6d6-demo-4d20-a7f8-50a7a826e2f8",
"peer_subnets": [
"192.168.44.0/24"
1
"psk": "abcd****"
}
1
}
d. BEEBEKRMNER.
= EKREINAY, MMNSEENT, idREVPNERRIID,
{
"vpn_connections": [
{
"id": "18be2aa1-demo-410f-832e-4d8ba13b4c5d",
"name": "vpn-22b6",
"vgw_id": "8030f6d6-demo-4d20-a7f8-50a7a826e2f8",
"vgw_ip": "e4d7930f-demo-4cbf-b78a-b004416c7485",
"style": "STATIC",
"cgw_id": "8916effb-demo-42d8-83d7-4517567d3d26",
"peer_subnets": [
"192.168.44.0/24"
1
"tunnel_local_address": "169.254.135.49/30",
"tunnel_peer_address": "169.254.135.50/30",
"enable_nga": false,
"policy_rules": [],
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "10.*** *** 128",
"peer_id_type": "ip",
"peer_id": "188.*** *** 189",
"dpd": {
"interval": 30,
"timeout": 15,
"msg": "seq-hash-notify"
}
h?
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
h?
"created_at": "2025-03-17T12:25:21.369Z",
"updated_at": "2025-03-17T12:25:21.369Z",
"enterprise_project_id": "0",
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"ha_role": "master",
"tags": [],
"policy_rules_v6": []

"id": "c7e617bd-877f-demo-8af0-44b5f8598116",
"name": "vpn-e41c",
"vgw_id": "8030f6d6-demo-4d20-a7f8-50a7a826e2f8",
"vgw_ip": "1fb97767-demo-4d8b-83bb-6f878f662005",
"style": "STATIC",
"cgw_id": "8916effb-demo-42d8-83d7-4517567d3d26",
"peer_subnets": [
"192.168.44.0/24"
1,
"tunnel_local_address": "169.254.73.253/30",
"tunnel_peer_address": "169.254.73.254/30",
"enable_nga": false,
"policy_rules": [],
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "215.*** *** 55",
"peer_id_type": "ip",
"peer_id": "188.x** *** 189",
"dpd": {
"interval": 30,
"timeout": 15,
"msg": "seq-hash-notify"
}
T
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
L
"created_at": "2025-03-17T12:25:21.678Z",
"updated_at": "2025-03-17T12:25:21.678Z",
"enterprise_project_id": "0",
"ha_role": "master",
"tags": [1,
"policy_rules_v6": []
}
1
"request_id": "a923f31456941e12c5fc9a663a6e630e"
}

2. EAVPNiEESEE,

a.

&% “GET https://{endpoint}/v5/{project_id}/vpn-connection/
{vpn_connection_id}” , project_id8IREID,

fERequest HeaderdEf0 “X-Auth-Token” .
BEIEKIMNER.

" IEKALIORY, MNSEUNT, idFiEVPNIEERIID,
{

"vpn_connection": {
"id": "98c5af8a-demo-a8df-va86-ae2280a6f4c3",
"name": "vpn-1655",
"status": "DOWN",
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0eb0Obde",
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}

{

}

"style": "STATIC",
"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": ["192.168.44.0/24"],
"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"enable_nga": false,
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm™: "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "10.*¥** *** 134",
"peer_id_type": "ip",
"peer_id": "88.****** 164",
"dpd": {
"timeout": 15,
"interval": 30,
"msg": "seg-hash-notify"
}
I
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
I
"created_at": "2025-06-26T13:41:34.626Z",
"updated_at": "2025-06-26T13:41:34.626Z",
"enterprise_project_id": "0",

request_id": "104c5608-b68b-462c-af17-ead2fb5cceed"

"vpn_connection": {

"id": "18be2aal1-demo-410f-832e-4d8ba13b4c5d",
"name": "vpn-22b6",
"status": "DOWN",
"vgw_id": "8030f6d6-demo-4d20-a7f8-50a7a826e2f8",
"vgw_ip": "e4d7930f-demo-4cbf-b78a-b004416c7485",
"style": "STATIC",
"cgw_id": "8916effb-demo-42d8-83d7-4517567d3d26",
"peer_subnets": [
"192.168.44.0/24"
1
"tunnel_local_address": "169.254.135.49/30",
"tunnel_peer_address": "169.254.135.50/30",
"enable_nga": false,
"policy_rules": [],
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "10.*¥** *** 128",
"peer_id_type": "ip",
"peer_id": "188.** *** 189",
"dpd": {
"interval": 30,
"timeout": 15,
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"msg": "seg-hash-notify"
}
U
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",

|||||

I
"created_at": "2025-03-17T12:25:21.369Z",
"updated_at": "2025-03-17T12:25:21.369Z",
"enterprise_project_id": "0",

"ha_role": "master",

"tags": [1,

"policy_rules_v6": [],

"eip_id": "e4d7930f-7038-4cbf-b78a-b004416c7485",
"type": "ROUTE",

L
"request_id": "62dc155a7353037f0a1ccc569016a3e9"
}

5.4 7~BIMY: €IE VPN &z

BEES
AETIESAPEIT A RAPISRAIVPNIEE IS .

HUESA{
o DEIRVPNIERE, BINESMAIRVPNER.
o HfEMATokenMEARFRIMELIETS, BERIAM TokenFHEERIEOIAIIE
B0 “X-Auth-Token” FISS#ERHELF . TokemAE, BAMRFIESEIA
IEEAETS .
(10 88

BITIAMBRSSIRENEIAY TokenBXIHA/924/\BF , FEERE—1 TokenZEANET, AILASEIS
Tokenf&fz, BEEINERA

HiEES

% 5-4 Bl VPN EZEREERKESH

2 2] BUEHEAI
vpn_connection_id VPNIEZSI=IINAIVPN | cae286f2-demo-a8df-
EEID, va86-e22416ca1220

BELT R
1. BUEBVPNIEIZISES,

a. &iX “POST https://{endpoint}/v5/{project_id}/connection-monitors” ,
project_id AIREID,
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b. fERequest Headerdri&f0 “X-Auth-Token” .

c. fERequest BodyR{EANSHEHUNT .
{

"connection_monitor": {
"vpn_connection_id": "cae286f2-demo-a8df-va86-e22416ca1220"
}
}

d. BEEBKRMMNESR.

" EKELTORY, MMNSEHINT, ideRVPNIEEEEAID,
{

"connection_monitor": {
"id": "76f64229-demo-a8df-va86-3907e2815b6d",
"vpn_connection_id": "cae286f2-demo-a8df-va86-e22416ca1220",
"type": "gateway",
"source_ip": "88.****** 60",
"destination_ip": "192.*** *** Q"
"proto_type": "icmp"
3
"request_id": "54af23d8-989e-445d-bb48-0a9da33d7f0f"
}

ERVPNEZERFR .

a. &iX “GET https://{endpoint}/v5/{project_id}/connection-monitors/
{connection_monitor_id}” , project_id9IREID,

b. fERequest Headerdi&N “X-Auth-Token” ,
c. BEEBEKRMNER.

" IEKRAKINEY, MNSEUNT, idEi2VPNIEEESERIID,
{

"connection_monitor": {
"id": "76f64229-demo-a8df-va86-3907e2815b6d",

"vpn_connection_id": "cae286f2-demo-a8df-va86-e22416ca1220",
"type": "gateway",
"source_ip": "88.****** 60",
"destination_ip": "192.*** ** Q",
"proto_type": "icmp"
%
"request_id": "72d05395-0637-4f93-9844-b4979e9d7bdc"
}

5.5 =R : GRS

Brin=

HURRER

EDIEE R EITIAEAPIEEIZEVPNIES ik

ErINBIEE FHIZL IR A ZVPNRX .

EEIERSERRSHWED HERSIHIED, #1552 WWESSLIERFI_LE
EBSSLIEE.

EEEfERAAPIFIEndpoint,

SHIERToken AMIES U FSROAIESINEY, FEIRENAF TokenFHERAZ RIS
A0 “X-Auth-Token” EISSEIBERIBELH . TokeniAilE, BIARIEIZSEIA
IEENET
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https://support.huaweicloud.com/usermanual-ccm/ccm_01_0074.html
https://support.huaweicloud.com/usermanual-ccm/ccm_01_0011.html
https://support.huaweicloud.com/usermanual-ccm/ccm_01_0011.html
https://support.huaweicloud.com/api-vpc/vpc_api00_0010.html
https://support.huaweicloud.com/api-vpc/vpc_api00_0010.html

FEE FAMIES

APl &%& 5 RN
(MARY:
BT IAMBRSSFRENZ A TokenERHA24/\BF, EB(FFHE—"NTokensEiNAT, FLASEIEToken
Z£7F, BEeRZiRA,
HiEER

VPNARSS i3 PUFAIES U, RIJ9IERIALE. O<STAIE. IAMIAEROEXFRIAILE .

R 5-5 IEBIMES TR VPN IRSImIERIESE

B8Y 5iAH EEHH

p2¢_vgw_id BIEANEMEID, HFEE | 595210dc-7998-4ba3-
BUEERIMIXID . aeb9-516fbcf7853c

client_cidr EFimER 100.10.1.0/24

local_subnets RimERFIZ 192.168.0.0/24,192.168.1.0/24

server_certificat
e.id

IREZIHIEBID, ATIEPS
EIRIRSFRNEBID,

scs1717051012106

client_ca_certifi
cate.content

ZRFECAIFBRA,

& 5-6 OSIMIES B VPN IRSSImIERIHESH

S8 iAH BYEHEH

p2c_vgw_id LIS NEMEID, BfFceE | dea8cafb-be5c-4d50-be9a-
SIZAIMXID, f9a5f3a9afc6

client_cidr EZFimEL 100.10.2.0/24

local_subnets RimMERFIZR o 192.168.0.0/24,192.168.1.0/24

server_certificat | FRBIFIEBID, A=IEPBE | scs1717051012106

e.id ETRIRSFEIERID,

& 5-7 IAMIAESR B VPN RSB imiEREESE

e 5iAH EEHH

p2c_vgw_id LIKRANZZMXKID, HFSEE | dea8cdfb-be5c-4d50-beda-
BUEERIMIKID . f9a5f3a9afc6

client_cidr EZRiRMEL . 100.10.2.0/24

local_subnets RimERFIZ o 192.168.0.0/24,192.168.1.0/24

server_certificat
e.id

REZIFIFBID, I=IFBS
SRS HRUEBRID,

scs1717051012106
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FEE FAIES

APl &% 5 Rz Fpl
% 5-8 BXFBAIES U EUEE VPN RSB imiE R FHESH
2% pizkils BBl
p2c_vgw_id LI N=MXID, AfscE | dea8cafb-be5c-4d50-be9a-
BIEZEAIMXKID, f9a5f3a9afc6
client_cidr BRI 100.10.2.0/24
local_subnets | ZAiBMIERFIZR . 192.168.0.0/24,192.168.1.0/24
server_certificat | [RBIFEBID, RIEIEBS | scs1717051012106
e.id BIERSHANERID,
idp_name BMIRHREEIR. idp1
BRIELR

1. BIEVPNIRSS I .

a. &ix “POST https://{endpoint}/v5/{project_id}/p2c-vpn-gateways/
{p2c_vgw_id}/vpn-servers” , project_idAIREID, {p2c_vgw_id} A Iz

BYLRig AZ=VPNRIEID

b. fERequest Headerdri&fN “X-Auth-Token” .

c. fERequest BodyF{EASE,
IERBINESEANSHUT:
{

"vpn_server": {

"client_cidr": "100.10.1.0/24",
"local_subnets": [
"192.168.0.0/24",
"192.168.1.0/24"
1
"client_auth_type": "CERT",
"server_certificate": {
"id": "scs1717051012106"

h
"client_ca_certificates": [
{
"content" : "----- BEGIN CERTIFICATE-----
}

]

"ss|_options": {

"port": 443,
"encryption_algorithm": "AES-128-GCM",
"is_compressed": false

}
}
}
ONERTUEANSHAT:
{

"vpn_server": {

"client_cidr": "100.10.2.0/24",
"local_subnets": [
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"192.168.0.0/24",
"192.168.1.0/24"
1,
"client_auth_type": "LOCAL_PASSWORD",
"server_certificate": {
"id": "scs1717051012106"
1
"ssl_options": {
"protocol": "TCP",
"port": 443,
"encryption_algorithm": "AES-128-GCM",
"is_compressed": false
}
}
}

IAMINIER TUEANSEANT -

"vpn_server": {
"tunnel_protocol": "SSL",
"client_cidr": "100.10.2.0/24",
"local_subnets": [

"192.168.0.0/24",
"192.168.1.0/24"
1,
"client_auth_type": "IAM",
"server_certificate": {
"id": "scs1717051012106"
h
"ss|_options": {
"protocol": "TCP",
"port": 443,
"encryption_algorithm": "AES-128-GCM",
"is_compressed": false
}
}
}

BRFBAIESTUEANSEIN T
{

"vpn_server": {
"tunnel_protocol": "SSL",
"client_cidr": "100.10.2.0/24",
"local_subnets": [

"192.168.0.0/24",
"192.168.1.0/24"
1
"client_auth_type": "FEDERATED",
"idp_name":"idp1",
"server_certificate": {
"id": "scs1717051012106"

%,

"ss|_options": {

"protocol": "TCP",

"port": 443,

"encryption_algorithm": "AES-128-GCM",

"is_compressed": false

}
}
}

BEEBRRIMNER

SRR, MNVSENT, idALZAIVPNARSSIRID .

{
"vpn_server": {
"id": "0e325fb6-83b9-4004-a343-8b6fc714a5d9"
}

n

request_id": "bf23a5884def9be4576cff33e4dd78d5"
}
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2. EEAVPNIRSIE

&% “GET https://{endpoint}/v5/{project_id}/p2c-vpn-gateways/
{p2c_vgw_id}/vpn-servers” , project_idJ9IREID, {p2c_vgw_id}HELIZE
RILRIEANZ=VPNRIKID,

fERequest Headerd &0 “X-Auth-Token” ,

a.

BESKRIMNEER,
BRSZi%AYstatus}y “PENDING_CREATE” HBAIE{ESIZES, J9"ACTIVE"iHAB
ElEZR .

IEBINERIBRSS il N E55R )9 -

{

"vpn_servers": [

{

"id": "b26c9c74-5bb9-4df8-8b98-ecf2051e3482",
"p2c_vgw_id": "595210dc-7998-4ba3-aeb9-516fbcf7853c",
"client_cidr": "100.10.1.0/24",
"local_subnets": [
"192.168.0.0/24",
"192.168.1.0/24"
]I
"client_auth_type": "CERT",
"tunnel_protocol": "SSL",
"server_certificate": {
"id": "scs1717051012106",
"name": "test-05304",
"issuer": "C=CN,ST=beijing,L=haidian,O=lesaas,OU=root,CN=www.root.huawei.com",
"subject":

"C=CN,ST=beijing,L=haidian,O=server,OU=server,CN=www.server.huawei.com",

}
]I

"serial_number": "350612543125953290200975245211283057292471206725",
"expiration_time": "2024-06-29T06:39:46Z",
"signature_algorithm": "SHA256WITHRSA"
}I
"client_ca_certificates": [
{
"id": "7e971612-f720-4d31-88b5-fc6280b88e36",
"name": "ca-cert-123e",
"issuer": "C=CN,ST=JS,L=NJ,0=NYS,0U=N10,CN=test.huawei.com",
"subject": "C=CN,ST=JS,L=NJ,0=NYS,0U=N10,CN=testCA.huawei.com",
"serial_number": "1591942200161",
"expiration_time": "2033-11-06T11:39:14Z",
"signature_algorithm™: "SHA256WITHRSA",
"created_at": "2024-06-18T12:19:17.978Z",
"updated_at": "2024-06-18T12:19:17.978Z"
}
]I
"ss|_options": {
"protocol": "TCP",
"port": 443,
"encryption_algorithm": "AES-128-GCM",
"authentication_algorithm": "SHA256",
"is_compressed": false
}I
"status": "ACTIVE",
"created_at": "2024-06-18T12:19:17.978Z",
"updated_at": "2024-06-18T12:19:17.978Z"

"request_id": "68188a14243b1b54d0b45a82d9123b98"

}

A<STAIERIBRSS nl A 45 5R 9 -

{

"vpn_servers": [

{

"id": "0e325fb6-83b9-4004-a343-8b6fc714a5d9",

MAERRAS 01 (2026-04-24)

IRIERE © LA/ ARBIRAE 395



FEILE M4
AP &%

5 NG

"p2c_vgw_id": "dea8c4fb-be5c-4d50-be9a-f9a5f3a9afc6",
"client_cidr": "100.10.2.0/24",
"local_subnets": [
"192.168.0.0/24",
"192.168.1.0/24"
1
"client_auth_type": "LOCAL_PASSWORD",
"tunnel_protocol": "SSL",
"server_certificate": {
"id": "scs1717051012106",
"name": "test-05304",
"issuer": "C=CN,ST=beijing,L=haidian,O=lesaas,0OU=root,CN=www.root.huawei.com",
"subject":

"C=CN,ST=beijing,L=haidian,O=server,OU=server,CN=www.server.huawei.com",

]
}

}

"serial_number": "350612543125953290200975245211283057292471206725",
"expiration_time": "2024-06-29T06:39:46Z",
"signature_algorithm": "SHA256WITHRSA"
by
"client_ca_certificates": [],
"ssl_options": {
"protocol": "TCP",
"port": 443,
"encryption_algorithm": "AES-128-GCM",
"authentication_algorithm": "SHA256",
"is_compressed": false
By
"status": "ACTIVE",
"created_at": "2024-06-18T12:21:54.889Z",
"updated_at": "2024-06-18T12:21:54.889Z"

"request_id": "f8e64d41466085f06383dc59ffb28230"

IAMIAIERYBR S im IR 45 52 9 :

{

"vpn_servers": [

"id": "0e325fb6-83b9-4004-a343-8b6fc714a5d9",
"p2c_vgw_id": "dea8c4fb-be5c-4d50-be9a-f9a5f3a9afc6",
"client_cidr": "100.10.2.0/24",
"local_subnets": [
"192.168.0.0/24",
"192.168.1.0/24"
1
"client_auth_type": "IAM",
"tunnel_protocol": "SSL",
"server_certificate": {
"id": "scs1717051012106",
"name": "test-05304",
"issuer": "C=CN,ST=beijing,L=haidian,O=lesaas,OU=root,CN=www.root.huawei.com",
"subject":

"C=CN,ST=beijing,L=haidian,O=server,OU=server,CN=www.server.huawei.com",

"serial_number": "350612543125953290200975245211283057292471206725",
"expiration_time": "2024-06-29T06:39:46Z",
"signature_algorithm": "SHA256WITHRSA"
B
"client_ca_certificates": [],
"ssl_options": {
"protocol": "TCP",
"port": 443,
"encryption_algorithm": "AES-128-GCM",
"authentication_algorithm": "SHA256",
"is_compressed": false
B
"status": "ACTIVE",
"created_at": "2024-06-18T12:21:54.889Z",
"updated_at": "2024-06-18T12:21:54.889Z"
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"request_id": "f8e64d41466085f06383dc59ffb28230"
}
EXFBIAIERIBR SSimNa R 5 R -
{
"vpn_servers": [

{
"id": "0e325fb6-83b9-4004-a343-8b6fc714a5d9",

"p2c_vgw_id": "dea8c4fb-be5c-4d50-be9a-f9a5f3a9afc6",
"client_cidr": "100.10.2.0/24",
"local_subnets": [
"192.168.0.0/24",
"192.168.1.0/24"
1
"client_auth_type": "FEDERATED",
"tunnel_protocol": "SSL",
"server_certificate": {
"id": "scs1717051012106",
"name": "test-05304",
"issuer": "C=CN,ST=beijing,L=haidian,O=lesaas,OU=root,CN=www.root.huawei.com",
"subject":
"C=CN,ST=beijing,L=haidian,0=server,0U=server,CN=www.server.huawei.com",
"serial_number": "350612543125953290200975245211283057292471206725",
"expiration_time": "2024-06-29T06:39:46Z",
"signature_algorithm": "SHA256WITHRSA"
b
"client_ca_certificates": [],
"ss|_options": {
"protocol": "TCP",
"port": 443,
"encryption_algorithm": "AES-128-GCM",
"authentication_algorithm": "SHA256",
"is_compressed": false
b
"idp_name": "idp1",
"status": "ACTIVE",
"created_at": "2024-06-18T12:21:54.8897",
"updated_at": "2024-06-18T12:21:54.889Z"
}
1,
"request_id": "f8e64d41466085f06383dc59ffb28230"
}

5.6 ~Pl7<: BIZERFFIREFA

Brn=s

AR

AEDIEE AP EITARAPISESIFEVPNEFFIEFA.

ELIZLIRATVPNIIX .

EEIEVPNIRSIR, BIRFHAVAMELSXAOSIAE, BEFRSIEIRERS .
EEEfERAAPIFIEndpoint,

JE(ERTokemAIE A NSERIAIESSARAS, FREIRENFF TokenFHHEiAAEZ OIS

i0 “X-Auth-Token” EISSHEIBERIBELH . TokeniAilE, BIFRIEIESEIA
IEENET
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(1] %88
BT IAMBRSSIRENE A Token & 3HA 924/ \BF, EE(EAR—TokendSiNET, ATLAKEIE
TokenfE?x, BHEAINZREMA.
BFPHIBEFPEBXAPIBTERERE, BEREE—RITEFASRER, NEELISHTE

MERMERFSERFERE, et NAZNEBHBANITER, RE#ER:
VPN.0030, The system is busy, please try later. EEZF—RBITEEEXER.

iR ER
3 5-9 SIEHAFEIERXESH
¥ 15488 BYE5
vpn_server_id VPNARSS%ID 0e325fb6-83b9-4004-
a343-8b6fc714a5d9
= 5-10 IZRAPIERXESH
2 548 B{EHHI
vpn_server_id VPNRSSR%ID 0e325fb6-83b9-4004-
a343-8b6fc714a5d9
RMET TR

1. tIZRF4A

a. &iX “POST https://{endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-
servers/{vpn_server_id}/groups” , project_id9IREID, {vpn_server_id}J9
BEeIEEAIVPNIRSIFID

b. 7ERequest Headerdi&N “X-Auth-Token” ,
c. fERequest BodyF{EANSE,
{

"user_group": {

}
}

d. BEEBRMNER.
" IEKREINRY, MNSEHAT, idAelEZRIBFEID
{

"user_group": {
"id": "7625fd92-2e20-4e4d-8c56-66f110fbfaa8"

%,
"request_id": "94d271493e144135423e7377e40127cf"
}

2. EWAPE

a. &iX “GET https://{endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-
servers/{vpn_server_id}/groups/{group_id}” , project_id8IREID,
{group_id} I ESIZERIFFID,
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b.
C.

fERequest Headerd1Ef0 “X-Auth-Token” .
BEIEKIMNER.
{

"user_group": {
"id": "7625fd92-2e20-4e4d-8c56-66f110fbfaa8",
"name": "user-group1",
"description": "FIFZE1",
"type": "Custom",
"user_number": 0,
"created_at": "2024-06-17T09:48:27.548Z",

%
"request_id": "6735d32bb3e35e9154cabaldbc6c2dc6"”
}

3. glEARF

a.

&i%x “POST https://{endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-
servers/{vpn_server_id}/users” , project_id AIREID, {vpn_server_id}AE
EIEEAIVPNRRSSI®ID o

fERequest HeaderdiEf0 “X-Auth-Token”

#ERequest BodyF{ENSHL,
{

"name": "user001",

"password": "Qwerasdf",

"description": "FAF1",

"user_group_id": "7625fd92-2e20-4e4d-8c56-66f110fbfaa8"

}

BEBEKINER

" IEKREINAT, WNSHAT, id9elERIABFID
{

"user": {
"id": "41ad472e-d3e4-482b-8f00-7b2c1bfc4b7d"
}

"’request_id": "b19ba5a0be8f7b7f664b14596f8f35db"
}

4. HFAF

a.

b.
C.

&% “GET https://{endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-
servers/{vpn_server_id}/users/{user_id}” , project_id8IRAID.,
{vpn_server_id}IE8IFEAIVPNEESZixID . {user_id}NEBIFZEAIFEFID,

fERequest HeaderdEf0 “X-Auth-Token” .
BEIEKIMNER.
{

"user": {
"id": "41ad472e-d3e4-482b-8f00-7b2c1bfc4b7d",
"name": "user001",
"description": "FBF1",
"user_group_id": "7625fd92-2e20-4e4d-8c56-66f110fbfaa8",
"user_group_name": "user-group1",
"created_at": "2024-06-17T06:53:46.302Z",

I
"request_id": "926a0edb3bf432943e2399b700173add"

}
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5.7 ~™BIt: eIEiniaIsRRs

BR{EZS
AETIESHFEIEBAPIEREIZIG DR .
BIiRSR(Y
o CERIEZIKATVPNIX,
o BEEIEVPNIRS IR, BIRSIHAGAES N AOSIALE, BRSEIERS R
o IBEBIHEIEMBAPIRYENdpoint,
o HIE{ERATokenNEAXFTROIAEENEY, FTEIREVHF TokenHE A AEORTIS
B0 “X-Auth-Token” ENI$3#EOERIEESLH ., TokemAIE, EMRIEIBESEIA
IS ET .
(MEELY::
BITIAMBRSZSRENZIRI TokenE A 24/ \0Y , EE(FRE—MokenSEANAT, AILISEIS
TokenE{zF, BEINEZEAMA,
BIIRBXAPIBTRERZ, BEEEE—RITEFSLIRERY, NRIELLIEATERE
REIBIORES, TEESHIMARAREBHEARITIEIR, IREIfEIR: VPN.0030, The system is
busy, please try later. EEEF—RATEIEEXEAR.
HiRES
% 5-11 SERBORISIE RS
¥ 5488 EVEHBGI
vpn_server_id VPNRSZim%ID 0e325fb6-83b9-4004-
a343-8b6fc714a5d9
user_group_id | FHF4EID 7625fd92-2e20-4e4d-8c56-6611
0fbfaa8
BREL R
1. GRS
a. &ix “POST https://{endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-
servers/{vpn_server_id}/access-policies” , project_id8IREID,
{vpn_server_id} A E BIFEAIVPNARSSI®ID -
b. fERequest Headerdi&fN “X-Auth-Token” .
C.

fERequest BodyH{EANSE,
{

"access_policy": {
"name": "policy-001",
"user_group_id": "7625fd92-2e20-4e4d-8c56-66f110fbfaa8",
"description": "I5iT5RAZ1",
"dest_ip_cidrs": [
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"172.16.0.0/24",
"172.16.1.0/24"
]
}
}

d. BEEBKRMNER.
" IEKRpLIORY, MNSEUNT, idALIZRIAFEID
{

"access_policy": {
"id": "4f746482-a575-4e1f-9e80-5f6f69ff8588"

L
"request_id": "1663cd8cacbb3497ebc88877e5a3ad89"
}

2. EEHITKRE
a. &iX “GET https://{endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-
servers/{vpn_server_id}/access-policies/{policy_id}” , project_idF9IRE
ID, {vpn_server_id}AEBIZEHIVPNIRSSIRID . {policy_id}IEIFEAYIHITIEE
B&ID,

b. fERequest Headerdri&fN “X-Auth-Token” .
c. BEEBKRMNER.
{

"access_policy": {
"id": "4f746482-a575-4e1f-9e80-5f6f69ff8588",
"name": "policy-001",
"user_group_id": "7625fd92-2e20-4e4d-8c56-66f110fbfaa8",
"user_group_name": "user-group1",
"description": "5 5RAE1",
"dest_ip_cidrs": [
"172.16.0.0/24",
"172.16.1.0/24"
1,
"created_at": "2024-06-17T13:32:19.572",

b
"request_id": "85657002f01c35576606003cc36114ab"
}
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FEILE M4
AP &%

6 AXPRFAIZANIR

6 I PRFIFRANIRN

6.1 BRI AR

SZIFHIRARIN

MREEEXEFABRIVPNEFRHTRHENNIRERE, EalLUERZ—SMHIAER
£ (Identity and Access Management, fSFRIAM ) , MREAKS DLEZREH BT
B3R, FRZCEMIZAMAR, SILBEAET, FAEIEERVPNIRSHE
AV

BANBRT, FENAMBRREEUNR, BEEEENABRE, FERPAER
FRESEA®, FaeERPEPRIBFRISHENAIR, X—IEMIIRN. &RIX
&, BRHALETEARRYZIRSHITERE.

PPREIERINASHIERE, DHBREHREE. AELURSHNE, RIAMRAEAL
—HPiRIER P A9 TAFERAEE XA BRAVFEALZ RS o SRESLAAPIZ O IR EH TR
oy, RINENEHE, AILUWSIHEIRNMEE. SRMEG, sEBHER I REN
HHIZEEEER,

(mEgL

INRIEE Ao 252 FEAMEORNRIERIR, 15ER%S.
WSEEREZEOERNE, MNREARAKS TIIAMBR&ZRAPISKETS, iZIAMA
P RBE & RRZEOREZENNIR, BN, APIEREEREW . SMEOREZEIN
IR, S MEORMMAMSIITEXIN, RBEALIERKIHEP IS SRR R AT
g, ZAPARERINERIZEO . fltn, AREERZEOKEEVPN MX5IE, BE

AIXNAMBPIRIS RIS R RE S 7F “vpnivpnGateways:list” BIEIIR, %
BOZ8EEMMRI.

RIEEERARBIBEINRE, IREARBAHTENER, EERALUGIES
EMEREE, FBITERFARTBE X RERHTHRMRINEES . RESSIFIRME
SAPIERIR, FRINIRYIZRABINT :

o PR: AIFEIEBEIURF.

o  XJWAPHEO: RESSEFRERAIAPHED

o NN REEHZIFAIAction, FEEEMRIEFHIACtiondPENZIIN, BJLASE
HREAR IS N AYEN PRI BE
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https://support.huaweicloud.com/usermanual-iam/iam_01_0601.html
https://support.huaweicloud.com/usermanual-iam/iam_01_0017.html

REHAE R4S
APl &% 6 I PRFNFZAIN

e IAMIKH (Project)/{®MLITE (Enterprise Project): BEMNRIRHISSCEE, SF
IAMIRBE SRR . FECCEMNRRNSZIFIAMIMBFEWINE, FRaREHENIT
SIMAYBREM KRS, ATLATEIAMANE ESIERNN RS Le B ERINHER. 1
RIHFIAMIRE ,, A5 EWIRE, RNNEEEIAMAPEREPAENFER, W
RERWEEPEN, WizBENREARER.

VPNRISZ 5 B E X RIS RN T :

[ =61 ] VPNRIK, EE&VPN MFEEOXIMAVENIR, WeElFEVPNRX. EifVPNK
¥*. EEVPNRXFIZE . FHVPNRIE. HIBRVPNRIXEEREO,

(0 %8R
VT RTIESE, X RRERZSS

6.2 it A= VPN S IR5IFE
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FEILE M4
AP &%

6 AXPRFAIZANIR

6.2.1 VPN (<

PR

XIRZAPIEL]

IR
(Action)

HREREIHRAR TR

IAM | f2MVIR
mB |H
(Proj | (Enter
ect) | prise
Projec

t)

ellE=S
VPN

POST /v5/
{project_id}/vpn-
gateways

vpn:vpnGat
eways:creat
e

e er:instances:lis
t

e erinstances.g
et

e vpcvpcs:list
e vpcpcs:get

e vpcisubnets:ge
t

e vpcisubnets:cr
eate

e vpcisubnets:de
lete

e vpc:isubNetwo
rkinterfaces:u
pdate

e vpc:publiclps:c
reate

e vpc:publiclps:d
elete

e vpc:publiclps:u
pdate

e vpc:publiclps:g
et

e vpc:publiclps:li
st

e vpc:ports:.creat
e

e vpc:quotas:list

e vpc:bandwidt
hs:list

e vpc:ports:get

e vpc:ports:delet
e

e vpcirouteTable
s:update

v v
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FEILE M4
AP &%

6 AXPRFAIZANIR

PR

M APHEN IR
( Action)

AR HRAR

IAM | 72MVIR
B | B
(Proj | (Enter
ect) | prise
Projec

t)

e vpcirouteTable
s:get

e vpc:bandwidt
hs:get

gify
VPN

GET /v5/ vpn:vpnGat
{project_id}/vpn- eways:get
gateways/{vgw_id}

e vpc:publiclps:g
et

e vpc:publiclps:li
st

e vpc:bandwidt
hs:list

e er:instances:lis
t

e er:instances:g
et

e vpcvpcs:list
e vpcpcs:get

e vpcisubnets:ge
t

i
VPNRY
SIS

GET /v5/ vpn:vpnGat
{project_id}/vpn- eways:list
gateways

e vpc:publiclps:g
et

e vpc:publiclps:li
st

e vpcbandwidt
hs:list

e er:instances:lis
t

e erinstances.g
et

e vpcvpcs:list
e vpcvpcs:.get

e vpc:subnets:ge
t
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FEILE M4
AP &%

6 AXPRFAIZANIR

PR

STRZAPHEC

EIR
( Action)

AR HRAR

IAM | £2MVIR
B | B
(Proj | (Enter
ect) | prise
Projec

t)

B
VPNRY

PUT /v5/
{project_id}/vpn-
gateways/{vgw_id}

vpn:vpnGat
eways:upda
te

er:iinstances:lis
t

er:instances:g
et

vpcvpces:list
vpcvpcs:get

vpc:subnets:ge
t

vpc:subnets:de
lete

vpc:subNetwo
rkinterfaces:u
pdate
vpc:publiclps:d
elete
vpc:publiclps:u
pdate
vpc:publiclps:g
et
vpc:publiclps:li
st
vpc:bandwidt
hs:list
vpc:ports:get
vpcrouteTable
s:update

vpcrouteTable
s:get

v v
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FEILE M4
AP &%

6 AXPRFAIZANIR

PR

STRZAPHEC

EIR
( Action)

AR HRAR

IAM
InH
(Proj
ect)

TELIR
=|
(Enter
prise
Projec

t)

i3
VPNRY

DELETE /v5/
{project_id}/vpn-
gateways/{vgw_id}

vpn:vpnGat
eways:delet
e

e er:instances:lis
t

e er:instances:g
et

e vpcvpcs:list
e vpcvpcs:get

e vpcisubnets:ge
t

e vpc:subnets:de
lete

e vpc:subNetwo
rkinterfaces:u
pdate

e vpc:publiclps:d
elete

e vpc:publiclps:u
pdate

e vpc:publiclps:g
et

e vpc:publiclps:li
st

e vpcbandwidt
hs:list

e vpc:ports:get

e vpc.ports:delet
e

e vpcrouteTable
s:update

e vpcrouteTable
s:get

v

i

VPNRY
XA
X (V5)

GET /v5/
{project_id}/vpn-
gateways/
availability-zones

vpn:vpnGat
ewayAvaila
bilityZone:li
st
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FEE FAMIES

APl &% 6 I PRFNFANIN
BURE X RIAPHE IR KBARIHA IS IAM | fRAVIR
( Action) g | B
(Proj | (Enter
ect) | prise
Projec
t)
&i8 GET /v5.1/ vpn:vpnGat | - v v
VPN | {project_id}/vpn- ewayAvaila
X0 | gateways/ bilityZone:li
X availability-zones | st
(V5.1)
=3 POST /v5/ vpn:vpnGat | - v v
VPN | {project_id}/vpn- eways:impo
XiEH | gateways/ rtCertificate
{vgw_id}/
certificate
&if GET /v5/ vpn:vpnGat | - v v
VPN® | {project_id}/vpn- | eways:getCe
XiEH | gateways/ rtificate
{vgw_id}/
certificate
B PUT /v5/ vpn:vpnGat | - v v
VPN® | {project_id}/vpn- | eways:upda
XiEH | gateways/ teCertificate
{vgw_id}/
certificate/
{certificate_id}
& GET /v5/ vpnivpnGat | - v v
VPN | {project_id}/vpn- eways:getR
XHI9EE | gateways/ outingTable
BxE {vgw_id}/routing-
table
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FEE FAMIES

APl &% 6 I PRFNFANIN
AR X RZAPIHEC =R AE RIS AR T IAM | VIR
( Action) g | B
(Proj | (Enter
ect) | prise
Projec
t)
LEIE | POST /v5/ vpnivpnGat | e erinstances:lis | v v
ZF=VPN | {project_id}/vpn- eways:upda t
M | gateways/ tePostpaidS . )
(s {vgw_id}/update- pecification ¢ gz.lnstances.g
specification
e vpcvpcs:list
e vpcvpcs:get
e vpcisubnets:ge
t
e vpc:subnets:de
lete
e vpc:subNetwo
rkinterfaces:u
pdate
e vpc:publiclps:d
elete
e vpc:publiclps:u
pdate
e vpc:publiclps:g
et
e vpc:publiclps:li
st
e vpcbandwidt
hs:list
e vpc:ports:ge
e vpcirouteTable
s:update
e vpcrouteTable
s:get
Hexiuy | POST /v5/ vpnivpnGat | - v v
=AZ= | {project_id}/vpn- eways:upgr
VPN | gateways/ ade
x {vpn_gateway_id}/
upgrade
Hifuh | GET Wv5/ vpn:vpnGat | - v v
=AZ= | {project_id}/vpn- eways:listRe
VPN | gateways/jobs sourceJobs
KES
HZ
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FEE FAMIES

AP| & 6 I PRFNFEAIN
BUR XTRIAPIEE =R RERRUIZAIR IAM | VIR
( Action) e | H
(Proj | (Enter
ect) | prise
Projec
t)
fBsuL | DELETE /v5/ vpn:vpnGat | - v v
=AZ= | {project_id}/vpn- eways:delet
VPN | gateways/jobs/ eResourcelo
X% | {job_id} bs
6.2.2 XFUmRI K
PR | WRZAPHEDO B=AIm HRHRAV AN IR IAM | 7dMk
( Action) mB | kB
(Pr| (E
ojec | nter
t) pris
e
Proj
ect
)
BEE%d | POST /v5/{project_id}/ | vpn:custom | - v v
I®MX | customer-gateways erGateways
Create
B | GET /v5/{project_id}/ vpn:custom | - v v
i®MX | customer-gateways/ erGateways
e {customer_gateway_id} | :get
Hig3F | GET /v5/{project_id}/ vpn:custom | - v v
imP% | customer-gateways erGateways
eSS :list
EHIXT | PUT /v5/{project_id}/ vpn:custom | - v v
iwp% | customer-gateways/ erGateways
{customer_gateway_id} | :update
fHB&3S | DELETE /v5/ vpn:custom | - v v
iwM*E | {project_id}/customer- | erGateways
gateways/ :delete
{customer_gateway_id}
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FEE AL

APlI &% 6 P PRFOFEANIN
6.2.3 VPN &E
R JTRZAPHE] IR PRI IAM | &
( Action) g | A
(Pr|Ig
ojec | H
t) (E
nte
rpri
se
Proj
ect
)
elzE POST /v5/{project_id}/ | vpn:vpnCon ces:metricDat | v v
VPNIZE | vpn-connection nections:cre a:list
v
= ate ces:currentRe
gionSupporte
dMetrics:list
vpc:vpcs:list
vpc:vpcs:get
vpc:subnets:g
et
vpc:subNetw
orklInterfaces:
update
vpc:publiclps:
get
vpc:publiclps:
list
vpc:bandwidt
hs:list
vpc:ports:get
vpc:routeTabl
es:update
vpc:routeTabl
es.get
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FEE AL

APl &% 6 HUPRFNRAIRT
RER | XIRZAPIEEC BEAIm RERIE AR IAM | &
( Action) B | A
(Pr| IR
ojec | H
t) (E
nte
rpri
se
Proj
ect
)
=14 GET /v5/{project_id}/ vpnivpnCon | e vpc:publiclps: | v v
VPNE | vpn-connection nections:list get
=5 e vpc:publiclps:
list
e vpcbandwidt
hs:list
e er:instances:li
st
e eriinstances:g
et
e vpcvpcs:list
e vpcvpcs:get
e vpc:subnets:g
et
=i GET /v5/{project_id}/ vpn:vpnCon | e vpc:publiclps: | v v
VPNIZE | vpn-connection/ nections:get get
EFB | {vpn_connection_id} e vpcpubliclps:
list
e vpc:bandwidt
hs:list
e er:instances:li
st
e erinstances.g
et
e vpcvpcs:list
e vpcvpcs:get
e vpc:subnets:g
et
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FEE AL

APl &% 6 PPRFIIZANIR
BUR | XIRZAPIEN IR HRRRATHZAN IR IAM | &
(Action) e | W
(Pr| IR
ojec | H
t) (E
nte
rpri
se
Proj
ect
)
EET?EE PUT /v5/{project_id}/ vpn:vpnCon vpcvpesilist | v v
VPNiZE | vpn-connection/ nections:up . .
223 {vpn_connection_id} date vpCvpcsiget

vpc:subnets:g
et

vpc:subNetw
orkinterfaces:
update
vpc:publiclps:
get
vpc:publiclps:
list
vpc:bandwidt
hs:list
vpc:ports:get
vpc:routeTabl
es:update

vpc:routeTabl
es:get
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APl &% 6 PPRFIIZANIR
BER | XRZAPIEO IR HRRRATHZAN IR IAM | &
( Action) e | A
(Pr| IR
ojec | H
t) (E
nte
rpri
se
Proj
ect
)
il DELETE /v5/ vpn:vpnCon ces:metricDat | v v
VPNiE | {project_id}/vpn- nections:del a:list
223 connection/ ete

{vpn_connection_id}

ces.currentRe
gionSupporte
dMetrics:list

vpc.vpcs:list
vpc.vpcs:get

vpc:subnets:g
et

vpc:subNetw
orkinterfaces:
update
vpc:publiclps:
get
vpc:publiclps:
list
vpc:bandwidt
hs:list
vpc:ports:get
vpcrouteTabl
es:update

vpc:routeTabl
es:get
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APl &% 6 RPRFNIEANIR
BUR STMZAPIHEC =RIm HRERIBAIR IAM | £&
( Action) g | Ak
(Pr| IR
ojec | H
t) (E
nte
rpri
se
Proj
ect
)
#tE26 | POST /v5/{project_id}/ | vpn:vpnCon ces:metricDat | v i
VPN | vpn-connections/batch- | nections:bat a:list
1EE create chCreate ces-currentRe
gionSupporte
dMetrics:list
vpc.vpcs:list
vpcvpcs:get
vpc:subnets:g
et
vpc:subNetw
orklinterfaces:
update
vpc:publiclps:
get
vpc:publiclps:
list
vpc:bandwidt
hs:list
vpc:ports:get
vpcrouteTabl
es:update
vpcrouteTabl
es:get
=i GET /v5/{project_id}/ vpn:vpnCon v v
VPNIE | vpn-connection/ nections:get
#HE | {vpn_connection_id}/log | Log
EN=1 POST /v5/{project_id}/ | vpn:vpnCon v v
VPNIE | vpn-connection/ nections:res
223 {vpn_connection_id}/ et
reset
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APl &% 6 PPRFIIZANIR
BER | XRZAPIEO IR HRRRATHZAN IR IAM | &
( Action) e | W
(Pr| IR
ojec | H
t) (E
nte
rpri
se
Proj
ect
)
= H POST /v5/{project_id}/ vpn:vpnCon | - v v
VPNiE | vpn-connection/ nections:ex
1ZHCE | {vpn_connection_id}/ portPeerCo
peer-configuration/ nfig
export
¥REYA] | GET /v5/{project_id}/ vpn:peerCo | - v v
g peer-configuration/ nfiguration:
VPNi%E | supported-devices getDevices
XS
=1z
RE
=i GET /v5/{project_id}/ vpn:vpnCon | - v v
VPN%E | vpn-connection/ nections:list
ZEMEZ | {vpn_connection_id}/ IpsecSa
RS | ipsec-sa
S|
6.2.4 VPN &Eizlists
PR XITRIAPHEC =R BRI IAM | ©&
(Action ) IRE | Ak
(Pr | IR
ojec | H
t) (E
nte
rpri
se
Pro
ject
elE%E | POST /v5/{project_id}/ | vpn:connect | - v v
s | connection-monitors ionMonitors
:create
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APl &% 6 PPRFIIZANIR
PR XITRIAPIHEC =R ARRARIHZANI IAM | &
(Action) mB | I
(Pr | IR
ojec | H
t) (E
nte
rpri
se
Pro
ject
)
HifE | GET /v5/{project_id}/ vpn.connect | - v v
jZIsi= | connection-monitors ionMonitors
IES :list
ME&ZE | DELETE /v5/ vpn.connect | - v v
st | {project_id}/connection- | ionMonitors
monitors/ :delete
{connection_monitor_id
}
HifiE | GET /v5/{project_id}/ vpn.connect | - v v
jEIsi= | connection-monitors/ ionMonitors
{connection_monitor_id | :get
}

6.3 LiE \Z= VPN SN IR%5IZFE
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6.3.1 VPN [J3€
BUR XS RZAPHEC] AT BRI RZARTN IAM | fVVIR
( Action) mB |H
(Proj | (Enter
ect) | prise
Projec
t)
TweeE | - vpn:p2cVpn | e vpn:system:list | v v
[EJHRZZ Gateway:su AvailabilityZo
BN bscribe nes
\;GPNW e vpcvpcs:list
e vpcisubnets:ge
t
e vpc:bandwidt
hs:list
e vpc:publiclps:c
reate
e vpc:publiclps:d
elete
e vpc:publiclps:u
pdate
e vpc:publiclps:li
st
e vpc:quotas:list
TEE |- vpn:p2cVpn | - v v
[EHA Gateway:up
VPN dateSpecific
FHE ation
E#ER | PUT /v5/ vpn:p2cVpn | e vpc:publiclps:c | ¥ Vv
WA= | {project_id}/p2c- Gateway:up reate
VPN | vpn-gateways/ date e vbcpubliclos:d
* {p2c_vgw_id} efefg bs:
e vpc:publiclps:u
pdate
e vpc:publiclps:g
et
e vpc:publiclps:li
st
e vpcbandwidt
hs:list
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PSR XTRIAPIEN AT BRI IR IAM | VIR
(Action) ImH | H
(Proj | (Enter
ect) | prise
Projec
t)
Hig& | GET /v5/ vpn:p2cVpn | vpc:publiclps:get | v v
igAZ= | {project_id}/p2c- Gateway:ge
VPN | vpn-gateways/ t
XiFE | {p2c_vgw_id}
HifE | GET /v5/ vpn:p2cVpn | vpc:publiclps:get | v v
WA= | {project_id}/p2c- Gateway:list
VPN | vpn-gateways
SIS
HifL | GET /v5/ vpn:p2cVpn | - Vv v
igANz= | {project_id}/p2c- Gateway:list
VPNIE | vpn-gateways/ Connections
®=51%& | {p2c_vgw_id}/
connections
W POST /v5/ vpn:p2cVpn | - v v
pP2C {project_id}/p2c- Gateway:dis
VPN | vpn-gateways/ connectCon
XiERE | {p2c_vgw_id}/ nection
connections/
{connection_id}/
disconnect
AR | POST /v5/ vpn:p2cVpn | - v v
igA\z= | {project_id}/p2c- Gateway:up
VPN | vpn-gateways/ grade
x {vpn_gateway_id}/
upgrade
i | GET /v5/ vpn:p2cVpn | - v v
igA\z= | {project_id}/p2c- Gateway:list
VPN | vpn-gateways/jobs | Resourcelob
X155 s
SIS
HpR£% | DELETE /v5/ vpn:p2cVpn | - v v
wAZ= | {project_id}/p2c- Gateway:del
VPN | vpn-gateways/ eteResource
*{E55 | jobs/{job_id} Jobs
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6.3.2 fEBim

PR XIRIAPIE BRam HRERAO AT IAM | &&
( Action) mBg | A
(Pr [ IR
ojec | H
t) (

BE# | POST /v5/{project_id}/ vpn:p2cVpn | e scm:cert:get |V Vv
IWAZ | p2c-vpn-gateways/ Gateway:cr
VPNAR | {p2c_vgw_id}/vpn-servers | eateServer
Kz e scm:cert:dow
nload

e scm:cert:list

e vpc:publiclps:
get

e vpcrouteTabl
es:update

e vpcisubnets:g
et

e vpc:quotas:lis
t

e iam:identityP
roviders:getl
dentityProvid
er

e iam:identityP
roviders:listPr
otocols

e iam:identityP
roviders:listld

entityProvide
rs
&if— | GET /v5/{project_id}/p2¢c- | vpn:p2cVpn | - v v
TX | vpn-gateways/ Gateway:lis
TBEYAR | {p2c_vgw_id}/vpn-servers | tServers
Sk
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BURE XTRIAPIE IR IRRRATHZAR I IAM | &
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EFRifg | PUT /v5/{project_id}/p2c- | vpn:p2cVpn | o scmicert:get | v
EMXE | vpn-gateways/vpn- Gateway:u o
AYBRSS | servers/{vpn_server_id} pdateServe e scmicertilist
Ui r scm:cert:dow
nload
vpc:publiclps:
get
vpc:routeTabl
es:update
vpc:subnets:g
et
iam:identityP
roviders:getl
dentityProvid
er
iam:identityP
roviders:listPr
otocols
iam:identityP
roviders:listld
entityProvide
rs
Eihk | POST /v5/{project_id}/ vpn:p2cVpn | - v v
SimXd | p2c-vpn-gateways/vpn- Gateway:ex
[A9Z | servers/{vpn_server_id}/ | portClientC
Plimtic | client-config/export onfig
BiER
IECA | POST /v5/{project_id}/ vpn:system: | - v v
IFBHY | p2c-vpn-gateways/vpn- | checkClient
BiEME | servers/client-ca- CaCertificat
certificates/check e
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FEE FAMIES

APl &% 6 APRFIIZANIR
BPR XIRZAPIEO =R HRERAFEAIR IAM | &
( Action) mE |k
(Pr | IR
ojec | H
t) (E
nt
er
pri
se
Pr
oje
ct
)
8AZE | POST /v5/{project_id}/ vpn:p2cVpn | - v v
PiwCA | p2c-vpn-gateways/vpn- Gateway:i
uEh servers/{vpn_server_id}/ mportClien
client-ca-certificates tCa
&z | PUT /v5/{project_id}/p2c- | vpn:p2cVpn | - v v
FiwCA | vpn-gateways/vpn- Gateway:u
uEH servers/{vpn_server_id}/ pdateClient
client-ca-certificates/ Ca
{client_ca_certificate_id}
BEiEE | GET /v5/{project_id}/p2c- | vpn:p2cVpn | - v v
FiwCA | vpn-gateways/vpn- Gateway:g
P servers/{vpn_server_id}/ etClientCa
client-ca-certificates/
{client_ca_certificate_id}
fflfR= | DELETE /v5/{project_id}/ | vpn:p2cVpn | - v v
PiwCA | p2c-vpn-gateways/vpn- Gateway:d
P servers/{vpn_server_id}/ eleteClient
client-ca-certificates/ Ca
{client_ca_certificate_id}
&EGFH | GET /v5/{project_id}/vpn- | vpn:p2cVpn | - v v
P TR | servers Gateway:lis
FrEIR tAllServers
Finls
2
WrFFER | POST /v5/{project_id}/ vpn:p2cVpn | - v v
IKAZ= | p2c-vpn-gateways/ Gateway:di
VPN | {p2c_vgw_id}/ sconnectCo
XKiEREE | connections/ nnection
{connection_id}/
disconnect
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FEE FAMIES

APl &% 6 I PRFNANIN
BURE XTRIAPIE IR IRRRATHZAR I IAM | &
(Action) mE |
(Pr | I
ojec | H
t) (E
nt
er
pri
se
Pr
oje
ct
)
B4R | PUT /v5/{project_id}/p2c- | vpn:p2cVpn lts:logGroup:l | ¥ v
iGNz | vpn-gateways/ Gateway:u istLogGroup
VPNiE | {p2c_vgw_id}/log-config | pdateConn lts:logStream
EHE ectionsLog 'lis'tLgJ Strea
=T Config m g
Hifg#& | GET /v5/{project_id}/p2c- | vpn:p2cVpn v v
iGNz | vpn-gateways/ Gateway:g
VPNiE | {p2c_vgw_id}/log-config | etConnecti
EEE onsLogConf
=T ig
Mf&2% | DELETE /v5/{project_id}/ | vpn:p2cVpn v v
IiKA\Z= | p2c-vpn-gateways/ Gateway:d
VPNiZE | {p2c_vgw_id}/log-config | eleteConne
EZHE ctionsLogC
iy onfig
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FEE FAMIES

APl &% 6 X PRFNIZANIR
6.3.3 A&
BER | MEZAPHEO IR REAIRAIN IAM | i&
( Action) me |
(Pr | Im
ojec | B
t) (E
nt
er
pri
se
Pr
oje
ct
)
Bl POST /v5/{project_id}/ vpn:p2cVpn | - v v
VPNH | p2c-vpn-gateways/vpn- User:create
= servers/{vpn_server_id}/
users
#tE8 | POST /v5/{project_id}/ vpn:p2cVpn | - v v
##2VPN | p2c-vpn-gateways/vpn- User:batch
=)= servers/{vpn_server_id}/ Create
users/batch-create
#Fif GET /v5/{project_id}/p2c- | vpn:p2cVpn | - v v
VPNH | vpn-gateways/vpn- User:list
P%IZE | servers/{vpn_server_id}/
users
ERY PUT /v5/{project_id}/p2c- | vpn:p2cVpn | - v v
VPNH | vpn-gateways/vpn- User:updat
= servers/{vpn_server_id}/ |e
users/{user_id}
Fif GET /v5/{project_id}/p2c- | vpn:p2cVpn | - v v
VPNA | vpn-gateways/vpn- User:get
= servers/{vpn_server_id}/
users/{user_id}
illiES DELETE /v5/{project_id}/ | vpn:p2cVpn | - v v
VPNH | p2c-vpn-gateways/vpn- User:delete
= servers/{vpn_server_id}/
users/{user_id}
#LEM | POST /v5/{project_id}/ vpn:p2cVpn | - v v
FRVPN | p2c-vpn-gateways/vpn- User:batch
=)= servers/{vpn_server_id}/ Delete
users/batch-delete
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FEE FAMIES

APl &% 6 I PRFNFANIN
PSR XTRIAPIE IR IRRRATHZAR I IAM | &
(Action) mB |
(Pr | Im
ojec | B
t) (E
nt
er
pri
se
Pr
oje
ct
)
EBa PUT /v5/{project_id}/p2c- | vpn:p2cVpn | - v v
VPNA | vpn-gateways/vpn- User:updat
%3 | servers/{vpn_server_id}/ | ePassword
users/{user_id}/password
ES= POST /v5/{project_id}/ vpn:p2cVpn | - i v
VPNH | p2c-vpn-gateways/vpn- User:resetP
FZRG | servers/{vpn_server_id}/ | assword
users/{user_id}/reset-
password
ik POST /v5/{project_id}/ vpn:p2cVpn | - v v
VPNH | p2c-vpn-gateways/vpn- Gateway:cr
PH servers/{vpn_server_id}/ | eateUserGr
groups oup
718 GET /v5/{project_id}/p2¢c- | vpn:p2cVpn | - v v
VPNA | vpn-gateways/vpn- Gateway:lis
P4B%\ | servers/{vpn_server_id}/ | tUserGroup
= groups
EB PUT /v5/{project_id}/p2c- | vpn:p2cVpn | - v v
VPNH | vpn-gateways/vpn- Gateway:u
P servers/{vpn_server_id}/ | pdateUser
groups/{group_id} Group
&#if GET /v5/{project_id}/p2¢c- | vpn:p2cVpn | - v v
VPNA | vpn-gateways/vpn- Gateway:g
P servers/{vpn_server_id}/ | etUserGrou
groups/{group_id} p
IR DELETE /v5/{project_id}/ | vpn:p2cVpn | - v v
VPNA | p2c-vpn-gateways/vpn- Gateway:d
P servers/{vpn_server_id}/ | eleteUserG
groups/{group_id} roup
s POST /v5/{project_id}/ vpn:p2cVpn | - v v
VPNA | p2c-vpn-gateways/vpn- Gateway:a
FEI4H | servers/{vpn_server_id}/ | ddUsers
groups/{group_id}/add-
users
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FEE FAMIES

APl &% 6 I PRFNFANIN
BURE XTRIAPIE IR IRRRATHZAR I IAM | &
(Action) mB |
(Pr | Im
ojec | B
t) (E
nt
er
pri
se
Pr
oje
ct
)
HpReE | POST /v5/{project_id}/ vpn:p2cVpn | - v v
AVPN | p2c-vpn-gateways/vpn- Gateway:re
=)= servers/{vpn_server_id}/ moveUsers
groups/{group_id}/
remove-users
&Eig4H | GET /v5/{project_id}/p2c- | vpn:p2cVpn | - v v
AVPN | vpn-gateways/vpn- Gateway:lis
=)= servers/{vpn_server_id}/ tUsersInGr
groups/{group_id}/users | oup
6.3.4 15[ 5RHE
PSR XRIAPIE IR IRERATHZAR I IAM | &
(Action) mB |
(Pr | Im
ojec | B
t) (E
nt
er
pri
se
Pr
oje
ct
)
eIz POST /v5/{project_id}/ vpn:p2cVpn | - v v
VPNij | p2c-vpn-gateways/vpn- Gateway:cr
[a)5ER& | servers/{vpn_server_id}/ | eateAccess
access-policies Policy
=Hih GET /v5/{project_id}/p2c- | vpn:p2cVpn | - v v
VPNiJ5 | vpn-gateways/vpn- Gateway:lis
[B)5ERE | servers/{vpn_server_id}/ | tAccessPoli
e access-policies cies
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FEE FAMIES

APl &% 6 I PRFNFANIN
BURE XTRIAPIE IR IRRRATHZAR I IAM | &
(Action) mB |
(Pr | Im
ojec | B
t) (E
nt
er
pri
se
Pr
oje
ct
)
ED PUT /v5/{project_id}/p2c- | vpn:p2cVpn | - v v
VPNiJ3 | vpn-gateways/vpn- Gateway:u
iBEkRE | servers/{vpn_server_id}/ | pdateAcces
access-policies/ sPolicy
{policy_id}
&b GET /v5/{project_id}/p2¢c- | vpn:p2cVpn | - v v
VPNiJ3 | vpn-gateways/vpn- Gateway:g
BERkE | servers/{vpn_server_id}/ | etAccessPol
access-policies/ icy
{policy_id}
DilES DELETE /v5/{project_id}/ | vpn:p2cVpn | - v v
VPNiJ | p2c-vpn-gateways/vpn- Gateway:d
iBEkRE | servers/{vpn_server_id}/ | eleteAccess
access-policies/ Policy
{policy_id}
6.4 IR AIEEEORIRGIZER
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FEE AL

APl &% 6 PPRFIIEZANIR
6.4.1 VPN BEc&m
PR XIRIAPIEO NI HRERAOIEAIR IAM | &
( Action) mE | W
(Pr|Im
ojec | H
t) (E
nte
rpr
ise
Pro
jec
t)
&if GET /v5/ vpn:quota:li | - v v
VPNEE | {project_id}/vpn/quotas | st
4
6.4.2 VPN =&
BUR XTRIAPIEO =R KHRRIIEAIR IAM | &
( Action) mB |
(Pr | I
ojec | H
t) (
En
ter
pri
se
Pr
oje
ct
)
BIEEZ=R | POST /v5/{project_id}/ vpn:resourc | - v v
JBFRES | {resource_type}/ elnstanceT
{resource_id}/tags/create | ags.create
Mp&Z= | POST /v5/{project_id}/ vpn:resourc | - v v
JBFRES | {resource_type}/ elnstanceT
{resource_id}/tags/delete | ags:delete
HifR | GET /v5/{project_id}/ vpn:resourc | - v v
JRERY | {resource_type}/tags eTypeTags:l
FREEF ist
=
EifE | POST /v5/{project_id}/ vpn:resourc | - v v
B3 | {resource_type}/ elnstances:l
e resource-instances/filter | ist
MA4hRAS 01 (2026-04-24) RN © LARABIRAE 428




FEE AL

API &% 6 I BRFNIANIN
BPR YIRZAPIEO =R KHRRIIAIR IAM | i&
( Action) mB | Jk
(Pr | I
ojec | H
t) (
En
ter
pri
se
Pr
oje
ct
)
HFE | GET /v5/{project_id}/ vpn:resourc | - i i
JBFRES | {resource_type}/ elnstanceT
SIES {resource_id}/tags ags:list
&FiFE | POST /v5/{project_id}/ vpn:resourc | - v v
JBESLA5) | {resource_typel}/ elnstances:
H=E resource-instances/count | count
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FEE LS

APl &% A B3z

A

A.1 3REXINH ID

B’rn=

ERAEOREHE, B2 URLPFEREANRBID, PRLAFERNEREBID. BUTH
FERENS = :

e FARBAPEREXIREID,
o  MNIZEHIBKEVIRBID,

VEF3 API 3XEXIH ID
INH DT LB A AESEERM TRIESIRAPIERE .

SREXIRBIDAYECON “ GET https://{Endpoint}/v3/projects” , EA{Endpoint}AIAM
NRIET R, FEOMAEESIES IAEENET,

MRBIENT , EFRprojects FAY “id” BISIREAID.
{

"projects": [

"domain_id": "65382450e8f64ac0870cd180d14e684b",
"is_domain": false,
"parent_id": "65382450e8f64ac0870cd180d14e684b",
"description": "",
"links": {
"next": null,
"previous": null,
"self": "https://www.example.com/v3/projects/a4a5d4098fb4474fa22cd05f897d6b99"
I
"id": "a4a5d4098fb4474fa22cd05f897d6b99",
"enabled": true
}
1
"links": {
"next": null,
"previous": null,
"self": "https://www.example.com/v3/projects"

}
}
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https://support.huaweicloud.com/api-iam/iam_06_0001.html
https://support.huaweicloud.com/api-vpc/vpc_api00_0010.html#vpc_api00_0010

FEE AL

APl &% A BfFF
MiZHIE3RENE ID
MEFIBIREUR B IDRYLE BT
) SBIRHE
2. LuffT\EFT EJ:% HERPR, EIFETHYIERTA “TRAEIE”
£ “APIEIE” TWERIMBSIERHEEFIREID,
A-1 EBIH ID
APIEIE @
e ﬂ EXEATHS, IAMTFEFINEMESEE. EomE
| apmiE
HEE Q
e = r.mz!a =
A.2 RS
£ A1 FEIREE
IEFEIRDES | 3E8 5488
200 OK GET. PUTIR{EIEEIR[E],
201 Created POSTIR{EIEEIR[E],
204 No Content DELETERR{EIEZEIR[E],
% A-2 BEIROIE
REE S izl
400 Bad Request | BRSZ2EHREELIEIEK
401 Unauthorized | #I5KAIREZERPZFZERI .
403 Forbidden SFIE KR EAIAIEHREELL
404 Not Found BRSS 2T A RHRIEKAY @ -
405 Method Not | iERFIEERITIZRBEDIF o
Allowed
406 Not ARSS 22 A R AYND R o A4 = P im &S o
Acceptable
XHhRAS 01 (2026-04-24) IRIERE © LA/ ARBIRAE 431




FEILE M4
APl &%

A B#=R
REE E Sit) 4B
407 Proxy BR/RE S ERNIBIRS S HITIIE, XHFIEK
Authenticatio SHEAME
n Required
408 Request BB T RS ESRISERTIE
Timeout
409 Conflict AF R, ERTERTHK
500 Internal BRKRTH . RERE,
Server Error
501 Not BREKRTH . BRZBASZIFIMEKRAYINGE
Implemented
502 Bad Gateway | iE3kEKTH . IRSZEM LibFARSSSFWEI—1TEREY
MRz
503 Service BREKTHK . RAGHRE.
Unavailable
504 Gateway X FBAT o
Timeout

A.3 IEi=g

ThEEisHe

IR[E{AEC

HixiSiEe

APIRREEREIRIY, SEBEREHNRE], Z/\PEEEXNVPNEEEO (A81E
OpenStack[REEO ) EIREHERRER .

{

"code": "VPN.0001",
"message": "invalid request:xxx"

}

LIEARAPIRT, tNRIBE “APIGW” FFLAYEEIRE, 152 WEATFAPIMXEIRSHT

ﬁfi o

& A-3 VPN AHENEIRS

RSB =B HIREE ik QL IBEHE
400 VPN.0001 invalid BIANSH | BREREAIS,
request:xxx | AAE
NiEARZAS 01 (2026-04-24) IRAERE © LA/ ARBIRAE 432



FEE FAMIES

AP| &% A B

RS e SIS A S IEfEE

500 VPN.0002 server error: | fRSZEEA | AR,
XXX EREEIR

403 VPN.0003 | Authenticatio | IE2B151E) | B IEFRRIERIERIR
n failed: xxx

404 VPN.0004 resource not | FFEKL | BRIARENIJESEESIE
found £ WEZz AR T EEHLEE

ZEE

400 VPN.0030 | The system is | RHE BHEEEIR .
busy, please | T, 5
try later. BEEiR.

400 VPN.0031 Repeated Esp=fc BHEEER .
operation. E.

E A-4 Zig \== VPN (HIR3

RSB TELE HRER A A IBHEE
400 VPN.0070 | The key WEB%s | BEAEREEAMFESERD
algorithm of | RYZSAE | IEH.
the certificate | 2T
%s is not
supported.
400 VPN.0071 The signature | iEH%s | IBEAEZEELHFEER
algorithm of | R9BZE | iEH,
the certificate | 2T
%s is not
supported.
400 VPN.0072 Certificate %s | iEHB%s | BSARIIEARIZE FixCAIE
has expired. | EidH#i. | B,
400 VPN.0073 Certificate %s | IEH%s | BESNEREGES.
has not taken | &3R4
effect. B
400 VPN.0074 The format WEH%s | IBSAIERRUIES,
of the AT
certificate %s | ¥,
is invalid.
400 VPN.0075 The content | iFH%s | iBENIFBRITES,
of the RS
certificate %s | 3%,
is invalid.
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FEE AL

APl &% A Btz
RSB R HIREE A A IBFETE
400 VPN.0076 Certificate %s | iIFH%s | BENIFBEITES,
is not a CA AAECA
certificate. WH,
400 VPN.0077 Duplicate UEFH%s | BEHERESANES.
certificate: gE,
%s.
400 VPN.0078 Invalid w5 BESAIERRIEIIER,
format of the | %sHY
CRL %s. L
e
400 VPN.0079 Invalid w5 BESANIERNmREIIER,
content of & %sHY
the CRL %s. | A&FE
e
400 VPN.0080 Invalid date | B§H5 BSAIERIGBEIIZE.
of the CRL 2 %sHY
9%s. HEET
e
400 VPN.0500 VPC %s is not | VPC %s | iBtBIAVPCRUIDEEIESIE
found. KEE., | .
400 VPN.0501 Interconnecti | EEXF BRIATFMEYIDEEIESIE
on subnet %s | M%s*k | i,
is not found. | &%,
400 VPN.0502 Interconnecti | EEXF BERAZHIPFTEEAIFM .
on subnet %s | M%sZS
has RIPA
insufficient Eo
available IP
addresses.
400 VPN.0503 Interconnecti | BEAF BERIEEVPCHIFM .
on subnet %s | P%sA~
does not BFVPC
belong to the | %s
VPC %s.
400 VPN.0504 | The number | iEEHGE | BN SERNEEE,
of THAEE
connections | XHIERK
exceeds the | iZ&EiE%,

upper limit
defined by
the
specification.
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FEILE M4
AP &%

A BiF
RSB e HIXER fR SIS
400 VPN.0505 | Gateway MKFIR | BRI
resources are | A&
insufficient.
400 VPN.0506 | The gateway | MXIETE | iBHERBER .
is being e,
created, BREE
please try it
again later.
400 VPN.0507 | The gateway | MXIETE | iBHEBER .
is being B,
updated, BHEE
please try o
again later.
400 VPN.0508 The gateway | MXIE#E | 1BHEER.
is being BRA
deleted.
404 VPN.0509 | The gateway | MXAE | iBRIAMXRIIDEREIESIE
does not £o ;8
exist.
500 VPN.0510 | The gateway | MXIRZS | BEARFEATE
status is B8,
abnormal.
500 VPN.0511 The gateway | MEXKRH | BHEEEIR .
is not ready. | 4,
400 VPN.0512 | The gateway | MXE4P | BNESHPEEIP,
already has | XEEIP,
an EIP bound.
400 VPN.0513 | Insufficient PIRECER | 1S SEMIBRA R ERIIMX,
gateway E. E BRIET ARXRIRAYES
quota. A
400 VPN.0514 | Two AZs BHEER | BEERITHBX,
must be ANETA
specified. X,
400 VPN.0515 Duplicate EErn | BlEEFENTRK,
AZs. FAXE
s,
400 VPN.0550 | The EIP EIPEE | B SIEREIPHES .
bandwidth BT R
exceeds the | EXHIEG
upper limit o
defined by
the

specification.
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FEILE M4
AP &%

A BiF
RSB R HIREE ik QL IBETE
400 VPN.0551 EIP %s is not | EIP %s>k | iI5fAIAEIPAUIDEREIESIE
found. ?ﬁ:ztl.lo E%o
400 VPN.0552 EIP %s is EIP %s#% | iR ARYEIP,
frozen. R
400 VPN.0553 EIP %s has EIP %st | 15T FHRYEIP,
been bound RBRTESL
to an 5l
instance.
400 VPN.0554 EIP %s does | EIP %s>k | i5{ERMEH=AYEIP,
not have ﬁﬁﬁﬂ;
exclusive E2iom
bandwidth.
400 VPN.0555 EIP %s does | EIP %sA | is{EAFCMUHBYEIP,
not belong to | MU
a center. BYEIP,
400 VPN.0556 EIP type %s | EIPZE B{EFAIEMARYEIPZEEY,
is invalid. EY0hsTo
A,
400 VPN.0557 EIPs of the %sZER! | {5(EFERIFERYEIPSEEY,
type %s have | FYEIPE
been sold ZRERE,
out.
400 VPN.0558 Incomplete EIPES% | IBHIAMABIEIPESHER
EIP 75 DIRBESH,
parameters.
400 VPN.0559 EIP EIPS%L | iBHIAEIPEYIDFIE(BAYEIP
parameter P SRR
conflict.
400 VPN.0560 EIP quota not | EIPECER | HRIEY KEIPECERE RN
enough. e EIP,
400 VPN.0561 EIP quota not | EIPECER | IBEXRIA
found. FEKE,
400 VPN.0562 The current HEIMX | 1IBEBEREARF,
gateway AORRAA
version does | 3713%s
not support | IRE
%s feature.
404 VPN.0563 The EEAE | B ERRNEREID,
connection ‘.
does not
exists.
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FEE FAMIES

APl &%& A BfFF
RSB TELE ERER A A IBFETE
400 VPN.1100 | The server IRSBImIE | BMANRSIRIED .
certificate PBAEESN
cannot be =,
empty.
400 VPN.1101 At least one | E/DE BRRELE—MEFiKCA
client CA —HER | IEB.
certificate is | iwCAIE
required. H,
400 VPN.1102 | The number | BRSBimHY | IBZEMX T RIS NRS
of servers HE U o
exceeds the PR o
upper limit.
400 VPN.1103 CIDR block %sMEE | IBMIABEMEIMER .
%s is invalid. | T
400 VPN.1104 CIDR block %sMJES BRI BERIIMES .
%s is A8,
unavailable.
400 VPN.1105 The number | KigMER | BN 201 s B/ D AIAIF R
of local HNEEE | Ko
subnets =38
exceeds the
upper limit.
400 VPN.1106 Duplicate AKige 1EMIBRESRIARIRMES
local subnet: -2%SE
9%s. 1=
400 VPN.1107 The mask ZRiEN | iSASIENEPiEMNER o

length of the | ERAYIERD
client CIDR KEWR
block must in | £

the range of | [16,26]

16 to 26. Zig,
400 VPN.1108 The number | ZRigEN | B ASENZPimMES
of IP BREE/

addresses in | HhttEE
the client INFRSE
CIDR block is | EEHE
less than the | ZgYtthit
number of IP | HE.,
addresses
required by
gateway
connections.
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FEILE M4
APl &%

A B
RSB TELE ERER A A IBFETE
400 VPN.1109 The client ZRigk] | BEASENZEFiRMNER
CIDR block EB5VPC
conflicts with | EEE%s
the VPC S,
route %s.
400 VPN.1110 | The status of | BRBimEY | BEEIEBRIAE.
server UEH%s
certificate %s Jku,—.—
is abnormal. =,
400 VPN.1111 The number | Zifk BN HEDLHEFiR
of client CA CAIFH | CAIEH.
certificates =8
exceeds the PR o
upper limit.
400 VPN.1112 Server IRSZImIE | IBFIABRSZIRIEBRYIDER
certificate %s | H%s*k | EHEIFf,
is not found. | %I,
400 VPN.1113 | The serveris | BRSBIRIE | BHEEER.
being fEelsE
created, F, 5%
please try BEiR.
again later.
400 VPN.1114 | The serveris | BRSBIRIE | BHEEER.
being EEH
updated, , 155
please try BREiR.
again later.
404 VPN.1115 Client CA =i BAZ PiIHCAIEBRIIDE
certificate %s | CAIIF BIESIFH,
does not FH%sA~
exist. ==,
404 VPN.1116 The server RBinA | BRIARSIHINIDESEES
does not ==, 1FH,
exist.
500 VPN.1117 The server SRk | BRI AT,
status is 7‘5#% o
abnormal.
400 VPN.1118 | The local RinE | BN RIRMNES
CIDR block Ny
cannot be T,
empty.
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FEE FAMIES

APl & A M=
REB IR BIREE A QMBI E
400 VPN.1119 The client ZRiEMN | BEASENEFIRNER

CIDR block EBS5Kig
conflicts with | MEZ%s

the local S,
CIDR block
%s.
400 VPN.1120 Client CRL ZRinm | IBmAEFinmiEYIEANID
%s not = ERIESIFHA,
found. F£%sA~
==
400 VPN.1121 Gateway not | PSR4 | MX4PEeip/REIR
bind eip. TEeip
400 VPN.1122 There are IRBinfF | BMRERE, BHTE

users on the | FEAF, | {E.
server. Delete | i55CHIBR
them first. ===

400 VPN.1123 | There are IRSinF | BRIBRRAFAEE, BHTE
user groups | fEFAF o
on the server. | A, &5

Delete them | HIF&FEF

first. 48,

400 VPN.1124 | There are IRSSiwTE | IBMIERIAIOSRESS, BT
access EiRasR | 34,
policies on &, &

the server. HIBRA1E)
Delete them | $5E&,

first.
400 VPN.1125 There are RBinfF | IBMREFiRCAEEE, B
client CA EERiE | #HTRE.

certificates CAIIE
on the server. | B, &5
Delete them | iRz

first. I CAE
H,
400 VPN.1300 | The user FBFAEE | FERARNBFEAEIR.
group name | EE,
already
exists.
404 VPN.1301 The user FBRPER | BEmAERIEPAEID,
group does Ve o
not exist.
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RSB =G EIREE ik QL IBETE

400 VPN.1302 The BREE | EEIRARARER.
username =
already
exists.

404 VPN.1303 The user BRAE | BMAERIBFID,
does not o
exist.

400 VPN.1304 The user %s | FHP%s | iBHEIANZBAREEEERM

has been EEoE | HIZmAFA, REE,
added to FEME | BEZBRNEMEFEAS
another user | P4H, BIREER0.

group.

400 VPN.1305 The user %s | FHFR%s | iBHIASEIRIIARFIDES
is not in the | RTEHRET | 1.
current user BPR4E,

group.
400 VPN.1306 | The number | FBFP4EZ | BREERFEH=E, AFPA
of user sHtER | HEFEEEBImARS.
groups KERE!
exceeds the 50,
upper limit
(50).
400 VPN.1307 | The number | BF#E | BlNERAFHE, faeed
of users BHR ) B AIERE R
exceeds the #l,
upper limit.
400 VPN.1308 | The password | ZIEZ | BEHIENZBIES S
complexity EXHE | Eo
does not ZeE
meet X,
requirements.
400 VPN.1309 | The password | ZIEAEE | IBWAFREEHEFZAR

cannot be 5RFE | BRAIFNEB.
the username | f3IFERY
or the reverse | FBFPZ4E

of the BB
username.

400 VPN.1310 | The password | ZiEEE | BRANERWTEEERT
contains EE=F RS KBxFE. INEF
invalid o 8. #$=F. E%FEG:
characters. @#$%N&*()-_=+\|[{}];"’

“ <>
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400 VPN.1311 The new MEBA | BEFMAELEESHE
password geSIE®E | ZR8tEE .
cannot be f5tERE .
the same as
the old one.

400 VPN.1312 | The old FEFIE% | BRAIERIIZERS
password is | F3&IR,
incorrect.

400 VPN.1313 | The user FFEE | BiBRXEANSINRESE,
group has XEcipE | BRIBREFA.
been REE, B
associated SeMpRIs
with an ISR .
access policy.

Delete the
access policy
first.

400 VPN.1314 | The password | 32355 | BEHBAZEERESHZ
is weak. 9, =

400 VPN.1315 Duplicate Ez=)E! BMANESENREF.
user 9%s. F%s.,

400 VPN.1316 | Operations ZOANBR | BDRIERNABRFA.,
on the BIiEiR
default user | {E.
group are not
allowed.

400 VPN.1317 | The BREF | BHAEREBERS.
username is | AJA,
unavailable.

400 VPN.1318 User list is BR%IE | BEANIERIRFIIZE.
empty. h=,

400 VPN.1400 | The number | i5a5EE | iIBEEIHIOREEE, A0
of access HEBH | REFEEBIRART .
policies ERAPRH
exceeds the 100,
upper limit
(100).

400 VPN.1401 The access IHIAEREE | IBHAIERISIHIEREEID,
policy does I FE.
not exist.
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APl &% A B#=R
RS e SIS A A TRIEDE
400 VPN.1402 | The number | BHIMER | iBZMAZTF101BHIN
of HHEE | B
destination PR
CIDR blocks
exceeds the
upper limit.
400 VPN.1403 | The BHIM IERABMHIBERIRIES .
destination E&%sTc
CIDR block Mo
%s is invalid.
400 VPN.1404 Duplicate BH9m BOBMANESRBERIRNE
destination 3 %SE
CIDR block =10
%s
400 VPN.1405 | The BaY IBERABMHIBERIMIES .
destination CIDRM
CIDR block ERATIH
%s is
unavailable.
400 VPN.1406 Default BEAGIE | IBDIRERGAGIBIZRAES
access policy | REETiE
cannot be #BIE,
operated.
400 VPN.1801 You have TERE | BEFEINTREREHT
orders in AT 1R,
progress and | 88, A AE
cannot HITHE
perform the | $&{E,
current
operation.
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