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MI{EAEIE ML ( Virtual Private Network, LATREGFRVPN ) . VPNEBF LIS
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AMBEEIRE. BHABERT, EEUFAB= (VPC) FHEMRIRES SR ESAFEY
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3 RNMalE A AP

3.1 HiEIEK

ATNLBREST APIEREVAERL, FLUEBIAMIRSHSEIERCIZEIAMEP KRB
BRIAPI, ZAPIZEENEFHToken, Tokena] LA FBREEMAPIRTER,

AT LABIT X MBREAE 7 REAIaiEEKIEARAPI: https://
bbs.huaweicloud.com/videos/102987 .

5K URI

TERURIEAN AR 4E R -
{URI-scheme}://{Endpoint}/{resource-path}?{query-string}

REBKURIBEEFERERLT, ERSHESHERMBEREMNEKE S HRIRE
BE, FRLAFEILSIRE .

% 3-1 URI RIS EHIA

2%

Hik

URI-
scheme

FKTRATEREERAIINY, SRIFFEAPIIRAHTTPSHINY

Endpoint

IEERERESTIRSS in R AYARSS 28182 8KIP, FRIARSAEXIHAY
Endpointf[E,

BIANIAMARSS7E “fedb-JbRPY” Xi%AYEndpoints “iam.cn-
north-4.myhuaweicloud.com” ,

resource
-path

HIRIZZ, BIAPIGIERE . MEFAPIRJURIBEERIREY, a0 “SRENA
FToken” APIfJresource-pathg “/v3/auth/tokens” .

query-
string

WS, BEUEND, AFAESTAPEEERSH . SRSHRIES
BHE— P77, R “SHSZ-SHEUE" , fIg0 “?limit=10" , &
TEIIREE1057E8E .
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BIANEEECERIAMBR, BFIAMA2BERSS, WERE—XIZAYENdpoint ( EbaN
“fedb-dbmPU” XiHAYEndpoint:  “iam.cn-north-4.myhuaweicloud.com” ) , 3
AEERLIZBIAMBRFAIURIERS#EIresource-path ( /v3.0/OS-USER/users ) , &
FCRUN 7R o

POST https://iam.cn-north-4.myhuaweicloud.com/v3.0/OS-USER/users

3-1 URI =E=E

| http5| :,-’,.f| ia m_cn-nDrth-4.myhuaweicloud_com| v3.0/05-USER/users

T T I

URI-scheme Endpoint resource-path

(MARIY:
RHEEEE, E81EKRAPIBJURIERS, Régtiresource-pathifsy, FHBIBRAEZEE—IE.

XEZFEFIURI-scheme#BZHTTPS, TIEndpointfEE— M XigthiEE, FrLARLSE IESXmERsD
#Hig,

BXRAE
HTTPIER 5% (BIRAERESNE ) , SHRFERSIEEERMTASEZEHIRE,
% 3-2 HTTP %

BiE 1588

GET BERRSRREUEERIE

PUT BRRSREFIEERIR

POST TERARSS 2SI RS T IRIRIE o

DELETE BERRSHRMEREERIR, WMPBRTSRE.

HEAD BRIRSS R RELER .

PATCH BRRSREHMIFENBLAS
%ﬁiﬁﬂ?ﬁ&ﬂ@ﬁa‘ﬂi, PATCHEJBE=E I —MNTRIR

EESERZBIAMBRURIERD, EaILIERIEBERGEN “POST” , MEIEK
5

POST https://iam.cn-north-4.myhuaweicloud.com/v3.0/OS-USER/users

iERiERk

BNNIERLFER, AHEERIURIFIHTTPSIEFRERIIFER . HIANEGEERERIAGE
kL “Content-Type” , iERENEEZE.

FHANAHBEKERAFRIESIAHEBRHERL.
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KA B | sEpdiz==rea :
hostname[:port] . J}ﬁoﬁ"?‘ﬁx code.test.com:443
IO fRE AT EEAEA
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Content-Type | HEMFRISER (18 = application/json: JEE*
) . EWERFE AZ2FILERY JSON F
FEOANE T
application/json,

BHEERSE
BEOFEI TR
A

Content- iBXKbodyikE, B2 | & 3495

Length I F9Byte,

X-Project-Id project id, INB% | & ©9993f7*wwwrimniiiiha334
= E%ﬁg%mlﬁ NBEELERELS 0f9c0f4
HIDEH3REURE =52
TS o AK/SKIATERS

RYEEOIS
K, HEZ
projectiz=¥
FBAK/SKIAILE
ROEOIEK,
N[Z= B
1%,

X-Auth-Token | FAFToken, B i AN Token~fl 5
PP Tokenth st 28 | fEfTokeniA | B
FR3REXFEFTokend% | IERHZFERY | MIIPAgYJKoZIhveNAQcCo
ARYENAE, %3 | & ..ggg1BBIINPXsidG9rZ
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(REETY:
APIEIRTSZIFEREAK/SKIAIE, AK/SKINIEERSDKINERHITE S, ERidiESBiEERFR
fMAuthorization ( SZIAIEHSE. ) FIX-Sdk-Date (i&5RkA&1XRIATE ) 5Kk,
AK/SKINIERSIEMIR RIS S IIAESSE “ AK/SKIAE”
Xj‘?‘é‘fiﬁ@ﬂ@lAMﬁﬁF?ﬁD, {ERAK/SKA VAR, MIIBE LGNSR T

No
POST https://iam.cn-north-4.myhuaweicloud.com/v3.0/OS-USER/users

Content-Type: application/json

iﬁ*iﬁ%\ﬁ-‘ ( E.ﬁ& )

ZERDEIE, IERIHEMBEIUSMUIEIL (AIISONFXML ) R, SiEkHEELH
Content-TypeXJiz, (EEFRIERIERLZIMIANS . EIBKBEEFPRIISESIFH
X, MRS RFRAIUTE-84%ED o

BMEONBRERARARBTE, EHTES M EOMBFEEERERAE (HEHHE
SRR ) , GET. DELETEHERE(ERERZRNMATERRS, HRAEFATFER
EEAZEOME.

MFEEREBAMARFED, SILUNEZEORNBEKREDEBRIFIFEIISRSH NS
7B BRI ERIERIN TR, IMENFREZRELNMEERES,

e accountid AIAMBRFIERNKSID,
e usernameNECIZENIAMABRFE.
e emailHIAMBEFBIHRFE o

o e AMBIFIRIESRET .
POST https://iam.cn-north-4.myhuaweicloud.com/v3.0/OS-USER/users

Content-Type: application/json

X-Sdk-Date: 20240416T095341Z

Authorization: SDK-HMAC-SHA256 Access=*****+xxxriarix  SignedHeaders=content-type;host;x-sdk-date,
Sig natu re:****************

{
"user": {
"domain_id": "accountid",
"name": "username”,
"password" "**********"'
"email": "email",
"description": "IAM User Description"
}
}

FXERILXMEREENASHESFTLT, BELUERcurl, PostmanziEES
SREELRNRXIBRBAAPI . S3TFIRENVEFTokentE O, IREIRIIMLLE LAY
“x-subject-token” FEHEEIRENAIFF Token, BT TokenZf5, EHAILAGER
Tokeni \IEFFREBAPI

3.2 TAIEEERR

BAZOBUTHEMIAELSDR, EaLUEIREP—FHITIAES,

e Tokeni\iE: @I Tokem AIERREIERK .

e AK/SKIAIE: JBITAK (Access Key ID ) /SK ( Secret Access Key ) INZHERIEK .
HEZEBAK/SKALE, HZ2 M TokentNIEES -
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TokeniAiE
(RARY:

TokenfIBEXER24/N\0t, FEEA— TokendEAXAT, AILASEETRER, BHEINEEA,

TokenfEIHENEZHREXSHE (IGHT) FIERE, BETokenFiXTIHEEMIUR
TokenI AIEEE 2 1EE FBAPIFIRHES TokenINEIEKEE LR, NMBIEDIAIE, 3K
SHREAPIFIBUR . Tokenm] i@ A FZAEN A P TokeniZ3KEY .

ZIRSEFERMEELN: MBRRSNEBHREKESS .
o IMBRRBEEHFIINERIIToken, WATERbodysauth.scopefIBE S

project,
o ERERIRSEEIXNEBERIIAIToken, WATIERKbodyFauth.scopeAIEUES
domain,

EREIERMEAPIEZIRNBRIHIToken, BIEARIREVETokeniZORY, &K
body/rauth.scopeRIBUETE ZEi5kiEproject, TR,

{
"auth": {
"identity": {
"methods": [
"password"
1

)
"password": {
"user": {
"name": "username”,
"password" "********”’
"domain": {
"name": "domainname"
}
}
}
}I
"scope": {
"project": {
"name": "XXXXXXXX"
}
}
}
}

$kEXTokenfs, BEAREMEON, SEBEBEREELFHRIN “X-Auth-Token” ,
H{HB)AToken, ffla0Token{E8 “ABCDEFG...” , NIEREORIS “X-Auth-Token:
ABCDEFG....” INENEIEELAITT, WA

POST https://iam.cn-north-4.myhuaweicloud.com/v3.0/OS-USER/users

Content-Type: application/json
X-Auth-Token: ABCDEFG....

SRR LABIT XN ISRENAE 7 RN ol sSE TokenlAIE: https://
bbs.huaweicloud.com/videos/101333,

AK/SKIAIE
(RARY:
AK/SKEZINEA NI EEARANE12MBLAA, 12MBLL ERYIEKiIEEATokenIAIE .

AK/SKINIERLZERAK/SKIFIERIAITE R, AIFKIPBERERIRNNELIEEL, MM
BT EHBINILE
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3.3 iR[E1%

e AK (Access Key ID) : i5ia)E$BID, STABIHAEAXKAIIE—IRAR; Ha%
RIDFIFAB B RIER—EEER, MEREITNEESR.

e SK (Secret Access Key ) : FABIAIAZER. SIHIOZHEIDESER, ERHT
MZEL, TRREIET, FHHLEEREIER.

{ERAK/SKIANIERY, ERJLIETERZFIAERAK/SKHEREITES, BAILUERE]
AIZERASDKIBRIHITER . 1FHAIRERTTIEFSDKERTXFS WAPIE RIS .

AR
KZSDKRURMHEZINEE, SIRSZIZMAISOKAE, ERIEER.

AR LUBIT X MISREGE 7 BEANa{ERIAK/SKIAIE: https://
bbs.huaweicloud.com/videos/100697 ,

7/ NT
IBREELE, SB2WEINLN, EPEEIREE. IMAESLFMERA.

INSEZE—BNDEISRIEFAD, IKEMBRT T IERIDNAPRTE, RIS
HIRIBFS RS

MTFEERCRIAMARED, NRBAREREMREE S “2017 , MRREKRMI.
N Rz S Sk

MMWIERERL, MEREFEAHEEL, 2 “Content-type” .
MFEERCRIAMABRED , XENE1FRREE.

3-2 EERGE IAM BFIGR;EE Sk

"¥-Frame-Options": "SAMEORIGIN",
"X-IAM-ETag-1id": "2552365939-daf6f12521974cba@o7338acllfceacia”,

"Transter-Encoding”: "chunked”,
"Strict-Transport-Security™: "max-age=31536688; includeSubdomains;”,
"Server”: “api-gateway",

"¥-Request-Id": "af2053f2bcca7a42325a6%a1% 6c32a2",
"X-Content-Type-Options”: "nosniff”,

"Connection": "kesp-alive",

"X-Download-Options": "noopen”,

"M-K5S5-Protection™: "1; mode=block;",

"X-IAM-Trace-Id": "token_ W _null af2953f2bcch7ad2325a6831%e603232",
"Date": "Tue, 21 May 2824 89:83:48 GMT",

"Content-Type": "application/json; charset=utfs"”

aRGHZA (")

IZERD Al MNGHRREE SR (ISONERXML ) iRE], SERzES Sk
Content-TypeXJiz, (EIEFRAALEELZIMIRE o

MTFEERICRIAMAREZD, RONTFERE. AREEELD, XERRETRIOR
o
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{
"user": {
"id": "c131886aec...",
"name": "IAMUser",
"description": "IAM User Description",
"areacode": "",
"phone": "",
"email": "***@***.com",
"status": null,
"enabled": true,
"pwd_status": false,
"access_mode": "default",
"is_domain_owner": false,
"xuser_id": "",
"xuser_type": "",
"password_expires_at": null,
"create_time": "2024-05-21T09:03:41.000000",
"domain_id": "d78cbacl.......... ",
"xdomain_id": "30086000........
"xdomain_type": "",
"default_project_id": null
}
}

SEOEALER, SREESREBRIREERE, ExWAIBody A EzUaI TR
o
{

"error_msg": "Request body is invalid.",
"error_code": "IAM.0011"

}
HrAR, error_codeZXRiBIRIG, error_msgRREIREIAEE .
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4 API

API

4.1 itsS ANZ= VPN API

4.1.1 i AN = VPN %

4.1.1.1 €3 VPN Ri<

ThEEN4R
BIEBVPNRIX . HRIXSZIFOIRIZRITZERIVPNIIK
BREE
15& 3 WMaERAPI,
URI
POST /v5/{project_id}/vpn-gateways
& 4-1 2E0REB
BiR St =aY | R
%
project_id String b~ IREID, aILABIdIREIER B IDFREVRE
ID,
BEXRIHR
o BKSY
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FEILE M4
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£ 4-2 5KkSH

B RE B | iR

vpn_gateway | CreateVgwR VPNRZITR o
equestBody
Content

object

% 4-3 CreateVgwRequestBodyContent

BR RE EAY | R

s,

o | A
i

name String

o INREUIRE: VPNMXSZ #Ro

o HUENGHE!: 1-64MNFEE, IEH
F. BYFE. $X (\ude0O -
\UgfaS) N ( -szué%) . T ( I:szl.]
%)..(=).

o ZUME: NENRESBIERIEH

vpngw-***g9Z¥R, FIE0: vpngw-
a45b,

iy

network_typ | String o INAEEAA: VPNRIFERILRAERS, 2\
e M ( public ) SREAIVPNRYEIEIL
EIPSXIuRMCERIE; FAR
( private ) ZEEIAIVPNRIFKIEIT
VPCRARIRIFAM P S 3Fi% M KERIE
o HUEEHE:
public: 2,

private: FAMJ,
e ZAE: public,

oy

attachment_ | String o INREIHER: XEfET,

type o EUETE:
vpc: EHIFAB =,

er: BIVERHZE,
e BHIME: vpco

N

o gg%“éi%ﬂﬁ: VPNRIKAIIPHMYAR

o EUESBHE: ipv4. ipv6,
o ZXINME: ipv4

ip_version String
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R

ESid)

i)

er_id

String

o INAEIREA: VPNREAMEREAYERST
BIE9ID,

o #J3: 36fZUUID,
Hattachment_typefie & 9"er /S
BHS, aUARE,
er_idfvpc_id AR gERIAT A= o

ALABS EgEERHSIFREEERT

BIE9ID,

vpc_id

String

N

o INREIER:
vpc_id2VPNRIFEKEXAYII$5VPC
RYID, {XHattachment_typeAvpc
AYiR[E],

o #J3R: 36fzZUUID,
Lattachment_typefic & /9" vpc"BT
WIE; Hattachment_typefit &9
"er" BRI ANIES, ZHvpc_idfl
access_vpc_id&BiESAT,
access_vpc_id&E¥ .

vpc_idFler_id RBERIATAZ o

ALUETEEVPCEIEEEVPCH
D,

local_subnet
S

Array of
String

iy

o INREIHER: IPVAKIGFMES EF
M, ZFMNEZBEIVPNS=Z TS
I RHITEIR,
BIPMVPNMXRZES5010 AR
W, EEANFRIRELaE:
192.168.52.0/24,

o #ygk: Yattachment_typefcE S
"vpc"BY. Hip_versionBt& A
"ipV4"Ej£Z\iE; ZCI:)H\UZ:EO

local_subnet
S_v6

Array of
String

iy

o INREIRER: IPV6ARImFME= EF
M, 1ZFNEZEIVPNSZ T
I RHITEIR,
HVPNRMXRZBIES501AihF
M, BANFRIENRE:
16af:cacc:1097::/48 ,

o #%R: Hattachment_typeicEH
"vpc"BY. Hip_versionBt& A
"ipv6"Ej£lZ‘iH, IZZI:)H\UZ:EO
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FEE FAMIES

APl &% 4 API
2R i) BEY | A
i%
connect_sub | String B o INBEIHAR: VPNME{ERRVPCF

net XD .

o #J%R: 36fZUUID,
Yattachment_typefe &4 "vpc" At
WIE; Hattachment_typeficE S
"er"lA]AES, X
connect_subnet#l]
access_subnet_id&#BIESHT,
access_subnet_id4E3 .

attachment_typeSgerfid, FM
hEEEED2PMTHIP,
Lattachment_typeJavpcht, R
access_subnet_id5
connect_subnetfg@, MFMEFE
EEEDANPTRIP; NRAE,

MFEEZ/D2MNEHIP,

bgp_asn Long B o IPAEIRAE: VPNRXHRIBGPEALE
w3,

o EYETSHE: 1-4294967295,
o EHAE: 64512,
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AP &% 4 AP

B S B | R

flavor String & o INAGHE: VPNRIFHIMASLEY,
SLRRAEEEIESE VPNIZHI St
#2VPNRIX I HEAYSpecificationis
Ih,

o BUETH:
- Basic
- Professional1
- Professional2

- Professional1-NonFixedIP ( &

ZHF)
- Professional2-NonFixedIP ( &
ZH)
- GM
FEMASSEEIAE S, 1BSE IR
AZ=VPNF=RRE

- f5ib-53Z£E%—: Basic.
Professionall .
Professional2. GM

- fEFE-I"N: Basic.
Professional1. Professional2

- %e4b-16%=PY: Basic.
Professional1. Professional2

- fEZg- 38— Basic.
Professionall. Professional2

- POrEg-=PA—: Basic.
Professional1. Professional2

- thE-F#: Professionall.
Professional2

- FK-24: Professionall.
Professional2

- APK-§hniE: Professionall.
Professional2

- MX-HEDMA: Professionall.
Professional2

- BRIN-ERAAHFK: Professionall.

Professional2

- FZR-fgfnFLEL-OP5:
Professional1. Professional2
- FUsE-SEPaER
Professional1. Professional2
- THE-RHMEHIR:

Professionall. Professional2
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FEILE M4
AP &% 4 AP

B S B | R

o ZJR: Lnetwork_typefiprivate
AT ABEESBasic; 24
attachment_type Nerfd A gEIES
Basic,

o ZXAE: Professionall,

availability_z | Array of o INEEIHER: EZFEVPNRKZHITT B
one_ids String X, AERTERIAVPNRKIEER]
BX., inRFEIEEIBXaLUE
HEFVPNRXETAXE AT AX
FZ, BEiRiEflavor.
attachment_type. ip_versionfy&
HHESHHEVPNMXZIFAI0TH
X,

o ZATR: WNERVPNMEZIFH N RZLIL
FROTAXE, HIESHEAN A
X; IEF—NHEXFEE—;
ii?%ﬂﬁﬁ&ﬁﬂ?ﬁ&@l]@vmw

o IhgeikBA: IIRAID,

o #JgR: 36 UUIDZLE"0",

o EHANE: "0, XERARET
default®IVIRH .

eip1 CreateRequ o IfREIRAR: WUEVPNMIXZERRER
estEip object BISE—EIP, EFRAMKETR
FEIP,

o #J5R: network_typegpublichd i
%, AprivatelIFAHEES,

eip2 CreateRequ o INAEIRAR: IUEVPNMXERMER
estEip object BB —EIP, EBIEXMEET
&EIP,

o 29%E: network_typeJgpublichdws
&, AprivatelAFEEE,
access_vpc_i | String o INBEEIHAR: VPNRIXERAEAN

d VPCID,
e #4%R: 36fIUUID,
o EFNME: EvpcidFERFTERE.

ALUBITERVPCHIFEEEVPCHY
ID,

iy

iy

enterprise_pr | String
oject_id

iy

iy

iy
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FEE FAMIES

APl &% 4 API
2R S 2/ | A
i%
access_subn | String B o INBEIHAR: VPNRIZ(ERAMEAN
et_id VPCHAJFMID,

e #J%R: 36fUUID,

Hattachment_typemerfs, FM
FEEEED21THIP,
Lattachment_typeJavpcht, TN
access_subnet_id5
connect_subnettg@, MFM+E
E5EPATTRIP; WRAE,
MFBEZE/D2MNZTFHIP,

o ZXAME: Elconnect_subnet=EZFT

1HAYE .

ha_mode String B o INAGIHAR: MIFEHIHARET,
"active-active"R"XWE, "active-
standby"F&R~EH

o EYESEE: active-active, active-

standby,

o EXIME: active-active,
access_privat | String B o IHEEIRAR: FARIZERIVPNM AT
e_ip_1 ANFARIPT, $5REipBIZEFARI SRS

RE, EEMXAAEp, WEN
KBS AZEipT.
o EUEEE: BAFMMNENAIRIS
Ecipo
o AR: FEEEANIp2EAHEE, &
BESIENIP2EE.
access_privat | String B o INEEIER: FAMIZSEIVPNRISKCAYEE
e_ip_2 NFARIIP2, $5XEipCIEEFAMI AT
RE, TEMXE AR, YEN
KRR EiIp2,
o HUETEE: BAFMMNEARARAS
Ecipo
o AR: ESEANPIEREE, &
BESENPIEE,
tags Array of & o INEEIRAR: IFEFIER,
VpnResourc o EE: BEEE04
eTag objects - - °
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& 4-4 CreateRequestEip

B RE B | iR

id String o IfAEIRER: EIPRYID,

o EUESEHE: 36{ZUUID,

o U5 HFREHAEIPHIES, 3
HEZREIPRTRIE,

JLIES = BT M NIPTIRES
FEIPRIID,

iy

type String e INBEIRER: EIPHYSEEY,

o EUESBE: 5_bgp (&2zh&
BGP) , 5_sbgp ( 3%#7&BGP) ,
5_youxuanbgp ( {fti%&BGP )
A EEHISEIPE6FtypeERHIEY
BEE. NRNNEm21F5_bgp
KR, @B RS,

o #ATR:
- WIRRSREARSIFAORE,
- HFPZEEIPIHSINEEEE,

BUARE,

B R EERIBEIPFR4type
FERIATR,

iy

charge_mod | String o IfEEIRBA: EIPAYT SRR,
e EREtELIETRIT R,

o BUECE:
bandwidth: & eaitEk.

traffic: IZR=EITE,

o ZJTR: LFHCIZEEIPIH=ERYTE
HETRNSEEES, SNARIE,

e ZtiME: bandwidth,
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FEILE M4
AP &%

4 API

R

ESid)

ik

bandwidth_si
ze

Integer

o INEEWBA: EIPRYTSEEA/N, B

fi7: Mbit/s, & regionfEiigiR(it
MEIPRASEARE, EIPIRAS
X IRTEIPIRSS, nJLMERIER
K2 FHIEIPHR AR .

EVESEE: 1-1000, E{ABYES
SEWMENMIRSBIZREIPERL,

295k HFtUEEIPISEETYIE
HEHENEEIES, SNAE,
flavorgBasichd, BYEABERTF
100; flavorgProfessional1fd,
BEFEEAT300; flavorSy
Professional2fd, BYEAREREAT
1000; flavorAGMRAY, BUEFAE
AKF500,

bandwidth_n
ame

iy

String

INEEIRAR: EIPRYHE=ETR,
EUESBE: 1-641MNFERF, I
F. BXFE. $F3Z(\ude00 -
\lIJ£9fa5) N _(-szl.]é%) Y -(El:'jzug%) N
(=)o

295k HECIEREIPIZEERYPE
HETRNEEES, SNARIE,

BONME: SFREIZEIPIHRAT, R
HitFERSBERERH
vpngw-bandwidth-***fJEIPHS
ZR. HEn: vpngw-bandwidth-
elfa,

bandwidth i
d

iy

String

TheEisER: wERID, BUEEsEEAR
IPRIRT LR EEBRIHEFR.

EUESBE: 36fZUUID,

HR: PERAEHTENFEES,
BUFE.

& 4-5 VpnRes

ourceTag

B

s#ry

ik

key

HID | 1S HO

String

o INEEINAE: FRERYE,
) HR{ETPSI. 1-1281MN 255, ST

« BYFHE, P AmlTRE.
BE. T, URUTERS: =
+-@,
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FEILE M4
AP &% 4 AP

B S B | iR

value String = o INEEIRER: IREMYE.

o EVESBE: 0-2551FF, HiFH
F. BYFH. B, EIFE.
BIE. T, URUTZER: =
+'@o

o IERIEH
a. {FRABEBEIPEIEXEXVPCAIVPNIIS,

POST https://{Endpoint}/v5/{project_id}/vpn-gateways

{
"vpn_gateway": {
"vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36c”,
"local_subnets": [
"192.168.0.0/24", "192.168.1.0/24"
1
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"eip1 ||: {
"id": "cff40e5e-demo-a8df-va86-7366077bf097"
L
"eip2":{
"id": "d290f1ee-demo-a8df-va86-d701748f0851"
}
}
}

b. FHEEIPEIZEXEXERAYVPNIIX .

POST https://{Endpoint}/v5/{project_id}/vpn-gateways

{
"vpn_gateway": {
"name": "vpngw-1234",
"attachment_type": "er",
"er_id": "cb4a631d-demo-a8df-va86-ca3fa348c36¢",
"vpc_id": "584a238f-demo-a8df-va86-edca746f6277",
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 65533,
"flavor": "Professional2",
"availability_zone_ids": [
"cn-south-1f",
"cn-south-1e"
1
"eip1": {
“type": "5_bgp",
"charge_mode": "bandwidth",
"bandwidth_size": 1000,
"bandwidth_name": "vpngw-bandwidth-1391"
h
"eip2": {
"type": "5_bgp",
"charge_mode": "bandwidth",
"bandwidth_size": 1000,
"bandwidth_name": "vpngw-bandwidth-1392"
}
}
}

c. CUEFARIKEXVPCHYVPNIIK .

POST https://{Endpoint}/v5/{project_id}/vpn-gateways

{

"vpn_gateway": {
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"vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36c”,
"local_subnets": [

"192.168.0.0/24", "192.168.1.0/24"
1
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",

"network_type": "private"

}

}

N RzHR
o NS
IR[EPMRZSRS ST 201: successful operation,

2= 4-6 I[N Body 2¥5I%

B -3t 11053
vpn_gateway | ResponseVpn | VPNREITHR,
Gateway
object
request_id String BXKRID,

%= 4-7 ResponseVpnGateway

B E-Jid] A

id String o INAEEIRAR: VPNRIEID,
o #&=: 36{2ZUUID,

name String o INBEIHEA: VPNMXZFR,

o BUEEHE: 1-641=FFF, BIFHF. =
N=F&., 132 (\ude00 - \udfas). (T
X%) . -(PXI%%) .

network_type | String o INBEIRAA: VPNRIFEMLZZERY,
o BUETCHE

public: 2K,
private: FAR],
e ZXIAME: public,

attachment_ty | String o INBEIHER: XEXETL,
be o EUETE:

vpc: EIFAE =,
er: 1AVFRAHSE,

ip_version String o TNBEEIEE: VPNRIR0IPHNIARE .,
o EUESEE: ipv4. ipv6,
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R

St

A

certificate_id

String

e IfEEIRAA: UEBID,
o 1&=: 36{UUID,

er_id

String

VPN Y FmiZERZAYERSLAIRYID , X
attachment_typeAerfdiR[E] .

vpc_id

String

vpc_id2VPNRIFKFKEXAILSSVPCRYID . X
Hattachment_type AvpcHtiR[o],

local_subnets

Array of String

IPVARIHF M . RigFME= EFM, %
W EREEBITVPNS BN E#TE
Bo BEAREAETG:
192.168.52.0/24, {¥Xattachment_type
JFavpcHip_versionAipv4RTiR[E]

local_subnets_
v6

Array of String

o IHEEIRAA: IPV6ARIRFM ., ANimFME
= EFM, ZMEEEEIIVPNSHER
MIRAZEHITEIE
B EAE TR :
16af.cacc:1097::/48 .

o ZTR: {¥Yattachment_typeIvpcE
ip_versionAAipv6AtiR[E .

connect_subne
t

String

VPNRI X P {EFRRIVPCHREY—FMID,

bgp_asn

Long

VPNRIXHIBGPEEIHRE .

flavor

String

o INBEEIHAA: VPNKAIFARSERY , SLFR
OB EIESEVPNIREI A EIEVPNK
X TAmEAYSpecificationiEIR .

o EVEEHE:
v300: A ATZ300Mbps, ZEUE
ERER, BINARBREME, &2
WAEERIZEE,
vlg: KA R 1Gbps, iZEUEER
B3, BIRARBREEMSS, BiINA
BFERIZEUE.

Basic: ExKiE AT 5a100Mbps.,

Professionall: kit km
300Mbps.

Professional1-NonFixedIP: g AFe%k
H28300Mbps,  ( [EASHF )
Professional2: A& 5 1Gbps,
Professional2-NonFixedIP: f§ A%k
e 1Gbps, (@A)

GM: ;e RE: AT 5500Mbps ..
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B 281 fER
connection_nu | Integer VPNRK RYERAVPNIERZEL
mber
used_connecti | Integer VPNRX T HBIEEFERIVPNIEER
on_number
used_connecti | Integer VPN X T HeIE&FEREIVPNIEZEAN
on_group o A—ARPMXA=RIRSFZIERZER—
MEEE ., VPNRIKBAIASZIF 101N R ZER
VPNIZEREEH
enterprise_proj | String o IfgEIRAR: RAIREID,
ECt_Id ° *gl_:ﬁ. 3611‘ZUU|D§%"O"0
access_vpc_id | String e INBEIRAA: VPNREERAYIEAVPC
1D,
o #&=: 36{2ZUUID,
access_subnet_ | String e INEEIHAR: VPNMIX(ERAIEAVPCH
id BIFMID
[ ] *gj_l:t' 3611‘ZUU|D0
ha_mode String o INEEIRBE: MIXAYHAREZL, "active-

active"FRR"WE, "active-standby"Z
~EH,

o EYESEME: active-active, active-
standby .

o Z{A\{E: active-active,

policy_templat

PolicyTemplat

JEEE P VPN X /K AY SR SIS L

e e object 5, REEIIHEAIEEEIPEEAVPNRIKAT
AT
tags Array of ey,
VpnResourceT
ag objects
R 4-8 VpnResourceTag
B it R
key String o INREIREA: IRHIRE.
o EUEBHE: 1-1280FFF, XISH=F.
RNFE, B2, BAMRFE. EiE. =
18, URUTZER: _=+@,
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R S 1)
value String o INAEWAR: 1REAYE.

o HUESBHE: 0-2551M=FTF, iFH=.
HNFH, P, ARFIE. @iE. T
1%; D)\&D)\T??& _-::+'@o

& 4-9 PolicyTemplate

B it fiik
ike_policy IkePolicy ike SREENISR .
object
ipsec_policy IpsecPolicy ipsec SREEXISR
object
= 4-10 lkePolicy
=1 it #iR
encryption_alg | String o INAEIRAR: INZEEX,
orithm e HYESEME: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,
dh_group String o IfEEIRAR: M EREAIEEARIDH
H,

o HUESEBE: groupl4, groupls,
group16, group19, group20,
group21, disable,

authentication | String o INASIHAR: INFESE,
_algorithm o EYESEME: sha2-512, sha2-384,
sha2-256,
lifetime_secon | Integer o INECIER: FRSAHEZEEED, Iiz4E
ds TFEHBBRYEIKE SASEENEH .
o HYESEE: 60-604800, Efi: &b,
i5hRAS 01 (2025-06-25) WRINPTE © HERIRARBIRAT) 25
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AP &%

4 API

& 4-11 IpsecPolicy

B 281 )

authentication | String o INAEEIHAR: INIEEE,

—algorithm o EYEBE: sha2-512, sha2-384,
sha2-256,

encryption_alg | String o INEEIREE: NIEEE.

orithm o EYESBHE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,

pfs String o INEEIRAA: PFSFAAYDHESHLA,

o HUESEE: groupl4, groupls,
group16, group19, group20,
group21, disable,

lifetime_secon | Integer o INEEIHAR: T RECEIPSeciEiEE AR
ds BLARS B AEEREFERR

o HEYESBEl: 30-604800, E{i: #b,

o  [IARZHFAH

a. {FRAEBEEIPEIEXEXVPCAIVPNR ALY o
{

"vpn_gateway": {

"id": "134f9fb1-demo-a8df-va86-2040a5c13325",

"name": "vpngw-9f24",
"network_type": "public",
"attachment_type": "vpc",
"ip_version": "ipv4",

"vpc_id": "0cf79a3f-demo-a8df-va86-d7ace626b0fa",

"local_subnets": ["192.168.0.0/24"],

"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",

"bgp_asn": 64512,

"flavor": "Professionall1",
"connection_number": 200,
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "0",

"access_vpc_id": "0cf79a3f-demo-a8df-va86-d7ace626b0fa",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",

"ha_mode": "active-active"

}
}

"request_id": "7b37532a-d6e4-46b9-98dc-9169ec2ca58f"

b. FrEEEIPBIEESEXERAIVPN M AINGT R o
{

"vpn_gateway": {

"id": "80ac167b-demo-a8df-va86-a9a2a23223b8",

"name": "vpngw-1234",
"network_type": "public",
"attachment_type": "er",

[IANTH

"ip_version": "ipv4",

"er_id": "cb4a631d-demo-a8df-va86-ca3fa348c36¢",

"bgp_asn": 65533,

"flavor": "Professional2",
"connection_number": 200,
"used_connection_number": 0,
"used_connection_group": 0,
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"enterprise_project_id": "0",

"access_vpc_id": "0cf79a3f-demo-a8df-va86-d7ace626b0fa",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode": "active-active"

1
"request_id": "cd71cade-bfbd-410b-b672-4bfe46cfc311"
}

c.  BUERFARIEERVPCAIVPNRIFEAINERS o
{

"vpn_gateway": {
"id": "80ac167b-demo-a8df-va86-a%9a2a23223b8",
"name": "vpngw-1234",
"network_type": "private",
"attachment_type": "vpc",
"ip_version": "ipv4",
"vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36¢",
"local_subnets": ["192.168.0.0/24", "192.168.1.0/24"],
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 65533,
"flavor": "Professional2",
"connection_number": 200,
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "0",
"access_vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36¢",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode": "active-active"

}I

"request_id": "cd71cade-bfbd-410b-b672-4bfe46cfc311"

}

KB
1%§WJA.2 %%ﬁﬁg °

4.1.1.2 &if VPN RJ%

IIREN A

HRIBVPNFIXID, BIEEMVPNRIX.
AR5

ESM3 YTRFAPL.

URI
GET /v5/{project_id}/vpn-gateways/{vgw_id}

& 4-12 SE0RT

B it =AY | %A
7%
project_id String 2 IREID, mJLABII3RENERE IDFRENRE
ID,
vgw_id String = VPNMZXID,
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APl £ 4 AP
IERE]S
o ERSH
Tco

o EXREAH

GET https://{Endpoint}/v5/{project_id}/vpn-gateways/{vgw_id}

N pziER
o IHRIBH
SREMAASESH 200 BRI .

% 4-13 IR Body 2%71%

=T St 1k

vpn_gateway | ResponseVpn | vpn_gateway3J,
Gateway
object

request_id String B3XKID,

= 4-14 ResponseVpnGateway

2R ESid) R

id String e IHESIRAR: VPNRIID,
o &=: 36{UUID,

name String o INBEIHER: VPNMXZIR,

o BUEBE: 1-641FFF, IFHF. &
MZFE, F3 (\u4e00 - \udfa5) . _
(TRIZ) « - (&) « . (=) .

network_type | String o INREIHAE: VPNMIFKEMILEIER

o HUEBHE:
public: 2K,

private: FAM,
e ZFIAE: public,
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R

1)

status

o INEEIRBE: VPNRIXIKZE,

o HUESEHE:
PENDING_CREATE: @iz,

PENDING_UPDATE: &,
PENDING_DELETE: ffif&eh,
UPGRADING: FH&H,
ROLLING_BACK: [ElEH,
PENDING_UPGRADE_CONFIRM: #iA
R

ACTIVE: IEF%,

FAULT: B3,

FREEZED: &&%,

attachment_ty
pe

String

o INBEEIRA: XREXEIC,
o BUBEEHE:
vpc: EIFABE =,

er: AVERAAEE,

ip_version

String

o INREIRBE: VPNRIZATIPHMYARTS
o HUESEE: ipv4. ipv6,

certificate_id

String

o INRERAR: IEFID,
o 18z 36fZUUID,

er_id

String

VPN EZEIZRIERSEAIAIID . 1N
attachment_typeJgerffiR[al,

er_attachment
_id

String

VPNRIKKEAHIERESRZID

vpc_id

String

VPN EXAISSVPCHIID . X
attachment_typeJgvpcATiR[aE],

local_subnets

Array of String

IPVAZRIRFI . NimFMEm EFR, 1ZMN
BEEEEVPNSAHFNINEZRITERB. 2
MRERFENRBI: 192.168.52.0/24 . XX
attachment_typeAvpcHip_versiongipv4
ATiR[E]

local_subnets_
v6

Array of String

o INAEIRER: IPVeRIHFM . AKimFRE
= EFN, ZMEEEBEEVPNSHR
MpLRIHITEIE
B ERE TR
16af:cacc:1097::/48

o Z9%R: {¥Hattachment_typegvpcH
ip_versionJgipveRTiR[E] .
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connect_subne | String VPNRIK B FEAIVPCHREI—NFMID,
t
bgp_asn Long VPNIXHIBGPEBIERS o
flavor String o INBEGER: VPNIXAIFIAZSERY

o HUESEHE:
Basic: sz K%t A& 5a100Mbps,
Professionall: kit karss
300Mbps.

Professional1-NonFixedIP: KA

#2300Mbps (BRI ) .
Professional2: g KiEAkmes1Gbps,

Professional2-NonFixedIP: KA

#1Gbps (EARFF) -
GM: AR AT ZHE500Mbps,

availability_zo
ne_ids

Array of String

#PEVPNMXRIRT X . SisE 7 T RAXHES
WiRE]; SRIEETHXE, EVPNRXHY

ect_id

o F&T: 36{IUUID, BIEERIARIENK(T]
"0", FrABRBEFdefault®WIRE .
i "0O"HAREXLEFEAEWIRBID,

KB SACTIVERHRE],

public_border_ | String NHIDRFRE,

group

connection_nu | Integer VPNRX FRIERARVPNIZERZEL

mber

used_connecti | Integer VPNRX T He1ELFARIVPNIEEE

on_number

used_connecti | Integer VPNRX T HEIE&ERRIVPNIEZA D

on_group . @B—EBAFRIXANZHRSFEZER—
TERE4H . VPNRIREOASZIF101 22209
VPNiE#H,

enterprise_proj | String o INBGIRAER: IRBID,

eip1

ResponseEip
object

YGEVPNRIEFZR(FERIE—EIP, &
BXVPNFEEREEIP, TEVPNRIFERIA
SHACTIVERHR[E]

eip2

ResponseEip
object

WGEVPNI KRR ERRISEZNEIP, £5&
tEIVPNIKFRREFEIP, FEVPNRIKAPIA
SAACTIVERTIR[E],
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R

St

1)

created_at

String

o BUFEERTE, FEVPNMIXHMRZSSIACTIVE
AfiR[E],

o UTCHYEIE: Jyyy-MM-
ddTHH:mm:ss.S552,

applied_at

String

o HXATE, FEVPNRIKAMRZSIACTIVE
FHhRE

o UTCRIEME: yypy-MM-
ddTHH:mm:ss.SSSZ,

updated_at

String

o HG—IREFATE., EVPNRXAVRZS
JIACTIVERHER[E] o

o UTCHYENEZ: Jyyy-MM-
ddTHH:mm:ss.S552,

access_vpc_id

String

o IfAEIRAR: VPNRIK{ERAYEAVPC
IDo

o &2L: 36{ZUUID,

access_subnet_
id

String

o INEEIRAA: VPNRKERAYIEANVPCH
A9FMID,

o &2L: 36{ZUUID,

access_private_
ip_1

String

FARIZEBIVPN X KAGIZNFARIIP, VPNRIXE
{FERIZFAMNIP ST iR IERIE . WEEMFKER
?{;ﬁ%ﬁ’ﬂ%—ﬁ‘%lﬂi&ﬂt, FEERTREFAN

~fE: 192.168.52.9, {XZnetwork_typeJs
privatefdiR[E],

access_private_
ip_2

String

FARIZEEIVPN X FEAGIZENFARIIP, VPNRIXE
(ERIZFANIP ST iR X IERIE . WEEMFKER
a—éfﬁmm%:/%mm, FEFREFAN
bk,

~f5l: 192.168.52.9, {XZnetwork_type)s
privatefdiR[E],

certificate_id

String

o INALIRAR: VPNPSE(ERARIVPNRIIE
HID, {XfEflavorIGMEHRE,

o 1&=: 36{IUUID

ha_mode

String

o INESHIAR: PFEMIHARETL, "active-
active"FRXUE, "active-standby"Z&x
F5,

o HUETGE: active-active, active-
standby,

o ZfINE: active-active,
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policy_templat | PolicyTemplat | FEEIEIPEE A VPNRIX M XA IEIRED
e e object B, REENEHIEEIEIPENVPNRI AT

&MEl,

supported_flav
ors

Array of String

P9 K AT FHECE R BRI o

supported_feat
ures

Array of String

ThREBE: MR SZHFAUFETNRE .
BEEE:
query_connection_log: BEEERE.

tags

Array of
VpnResource
Tag objects

eI

upgrade_info

String

o INEEEE: ARERE. (BARIFHE)
o BUETH:
ready: ATLAFER.

expiring soon: BMZISHA,
unready: FTiEHAHRK.

& 4-15 ResponseEip

2R it R
id String o IfNAEIRAR: EIPRYID,
o #gzt: 36MTUUID. H(EFEHALIIR
BEHRE"0"
ip_version Integer o INEGIRAR: EIPERZAS,
o HUEBE: 4.
ip_billing_info | String o INEEIRAE: EIPENITER(EE. BF/8H
EIPASIRENTRER, &HEITEEHIEIP
AIR[E]
o HI:
order_id:product_id:region_id:project_i
d, an:
CS22%+*+++++| |BIV:00301-******-0--0:br-
iaas-
0din1:0605768a*********+*c006c7e484a
do
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E= it fiik
type String o INAEIRAR: EIPRYSERY,

o EYESEE: 5 _bgp (£#IEBGP) ,
5_sbgp (##7SBGP) , 5_youxuanbgp

( {1%EBGP )
O EEHBEIPR6FtypeFERAVEUETE
Bl

ip_address String o INREIHER: EIPAYAMIIPVALHLL

o 1&Z(: ipvASSEitiblE. BUAN:
88 #4511,

charge_mode | String o IJREUHAR: EIPRYFREITERIRI, KnE
TH R R LT 2R

o BUESGHE:
bandwidth: e+,

traffic: IRELTER.

bandwidth_id | String o INAEIRAR: EIPRIEEESID.
o ’z{: 36ZUUID,
bandwidth_siz | Integer o INBEIREA: EIPRYEE A/, BA(L:
e Mbit/s. B regionBEiSIRHAYEIPER K

twaaAE, EIPAIR AT PR TEIPIR
%, JJLMFER T RRIESKP THIEIPRY
BAT o

o HEYESEE: 1-1000, E{AEHEIZSEM®
TN IRSS BIZREIPE R

bandwidth_na | String o INEEIRER: EIPAYRERRTR,
me o BUETE: 1-640EH, TR, &

NFH, #3Z(\u4e00 - \udfas). (T
XZk) . -(FRlK). .(R).

bandwidth_bill | String o IfEEIHEA: EIPAUEERITRES . S5/

ing_info BREPHFEASREGEITRER, &
T ERAIEIPT SR AIR(E]

o HRI:

order_id:product_id:region_id:project_i
d, &0:
CS22***+kxkx| |BIV:00301-******-0--0:br-
iaas-
0din1:0605768a********++*c006c7e484a
Ao

share_type String o INREIREA: WERHZER,

o BUESEHE:

PER: JHZ=FTE,

WHOLE: H=%5%s.
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% 4-16 PolicyTemplate

E= i) fR
ike_policy IkePolicy ike SREENTISR .
object
ipsec_policy IpsecPolicy ipsec SREEXISR
object
2 4-17 lkePolicy
B -3t R
encryption_alg | String o INAEIRAA: INZEX,
orithm o BEYESEE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,
dh_group String o IfEEIRAR: M EREAIEEFERIDH
H,

o HUESBE: group14, groupls,
group16, group19, group20,
group21, disable,

authentication | String o INAEIHAR: INIEEE,

_algorithm o EUEBE: sha2-512, sha2-384,
sha2-256,

lifetime_secon | Integer o INBEEIHAR: FRSANEZEHD, Hiz4&E

ds

ZEERBRIEIKE SASENEH .
o HVESTE: 60-604800, Hfi: .

R 4-18 IpsecPolicy

orithm

=T it )%

authentication | String o INEEHER: TAIEEE,

~algorithm o EUEEE: sha2-512, sha2-384,
sha2-256,

encryption_alg | String o INEGIHER: INZE;X,

o HUESEE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,
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B -3t fiik
pfs String o INAGIRER: PFS{ERIAYDHEAA.

e HYESBEl: groupl4, groupls,
group16, group19, group20,
group21, disable,

lifetime_secon | Integer o INAEIHAR: FRACEIPSecEEEIHIME

ds

BLAREREENEZREEA,
o EVESEE: 30-604800, EAfy: #b,

2R 4-19 VpnResourceTag

B i) HR
key String o INBEIRBH: FREERYHE.
o HEUESEHE: 1-12810FFF, TIFH=F.
RNFHE. v, ARFE. EiE. T
1% 3 D}\&D)\T?fg . _~:=+'@ o
value String o INEEIRER: RERYE.
i R b
RYFE, P2, BAMFE. @5 =
*g ) L\/L&L\)\—Fifg . _-::+'@ o
o NaRFF
a. EFLMEREKEXERRIVPNIX ,
{
"vpn_gateway": {
"id": "66ddeacb-demo-a8df-va86-9a414b5bd7d5",
"name": "vpngw-5bd6",
"network_type": "public",
"status": "ACTIVE",
"attachment_type": "er",
"ip_version": "ipv4",
"er_id": "c62fad0d-demo-a8df-va86-e06c4c351bof",
"bgp_asn": 64512,
"flavor": "Professional1",
"availability_zone_ids": ["cn-south-1f", "cn-south-1e"],
"connection_number": 200,
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "0",
"eip1 " {
"id": "0f6d1415-demo-a8df-va86-edb2ee97c9cc",
"ip_version": 4,
"type": |I5_bgp|l’
"ip_address": "88.*** *** 251",
"charge_mode": "bandwidth",
"bandwidth_id": "e93767cc-demo-a8df-va86-bac2987f90a4",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-10c3"
h?
|Ieip2l|: {
"id": "7b46b62f-demo-a8df-va86-6b8e44312416",
"ip_version": 4,
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b.

}

n

}

"type": "5_bgp",

"ip_address": "88.***** 102",

"charge_mode": "bandwidth",

"bandwidth_id": "bde3557e-demo-a8df-va86-629a3754ae07",

"bandwidth_size": 300,

"bandwidth_name": "vpngw-bandwidth-18bd"
L
"created_at": "2025-06-28T02:22:27.24Z",
"updated_at": "2025-06-28T02:22:27.24Z",
"access_vpc_id": "0cf79a3f-demo-a8df-va86-d7ace626b0fa",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode": "active-active"

request_id": "28b795f8-d431-4f1e-93ab-1c401a82b799"

BEEFARSERLCBXVPCAIVPNI X o

{

"vpn_gateway": {

3

n

}

"id": "66ddeacb-demo-a8df-va86-9a414b5bd7d5",

"name": "vpngw-5bd6",

"network_type": "private",

"status": "ACTIVE",

"attachment_type": "vpc",

"ip_version": "ipv4",

"vpc_id": "91a74241-demo-a8df-va86-9b5f98c66c8c",
"local_subnets": ["192.168.0.0/24"],

"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 64512,

"flavor": "Professional1",

"availability_zone_ids": ["cn-south-1f", "cn-south-1e"],
"connection_number": 200,

"used_connection_number": 0,

"used_connection_group": 0,

"enterprise_project_id": "0",

"created_at": "2025-06-28T02:22:27.24Z",

"updated_at": "2025-06-28T02:22:27.247",

"access_vpc_id": "0cf79a3f-demo-a8df-va86-d7ace626b0fa",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"access_private_ip_1": "192.168.146.45",
"access_private_ip_2": "192.168.146.77",

"ha_mode": "active-active"

request_id": "28b795f8-d431-4f1e-93ab-1c401a82b799"

c. ERAMERIXELVPCHIFEEIEIPIEAVPNRIX o
{

"vpn_gateway":{

"id":"66ddeacb-demo-a8df-va86-9a414b5bd7d5",
"name":"vpngw-5bd6",
"network_type":"public",
"status":"ACTIVE",
"attachment_type":"vpc",
"ip_version": "ipv4",
"vpc_id":"c62fad0d-demo-a8df-va86-e06c4c351b9f",
"local_subnets":[

"192.168.0.0/24"
]

"connect_subnet":"fd75bf7b-demo-a8df-va86-db13f03e299a",
"bgp_asn":64512,
"flavor":"Professional1-NonFixedIP",
"availability_zone_ids":[
"cn-north-7¢"
1
"connection_number":200,
"used_connection_number":0,
"used_connection_group":0,
"enterprise_project_id":"0",
"ha_mode":"active-standby",
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"eip1"{
"id":"0f6d1415-demo-a8df-va86-edb2ee97c9cc",
"ip_version":4,
"type":"5_bgp",
"ip_address":"88.*** *** 251",
"charge_mode":"bandwidth",
"bandwidth_id":"e93767cc-demo-a8df-va86-bac2987f90a4",
"bandwidth_size":300,
"bandwidth_name":"vpngw-bandwidth-10c3"
L
"eip2"{
"id":"7b46b62f-demo-a8df-va86-6b8e44312416",
"ip_version":4,
"type":"5_bgp",
"ip_address":"88.*** *** 102",
"charge_mode":"bandwidth",
"bandwidth_id":"bde3557e-demo-a8df-va86-629a3754ae07",
"bandwidth_size":300,
"bandwidth_name":"vpngw-bandwidth-18bd"
L
"policy_template":{

"ike_policy":{
"encryption_algorithm":"aes-128",
"dh_group":"group20",
"authentication_algorithm":"sha2-256",
"lifetime_seconds":86400

b

"ipsec_policy":{

"authentication_algorithm":"sha2-256",

"encryption_algorithm":"aes-128",

"pfs":"group20",

"lifetime_seconds":3600

}
L
"created_at":"2025-06-28T02:22:27.24Z",
"updated_at":"2026-06-28T02:22:27.24Z",
"access_vpc_id":"4d03fe2d--demo-a8df-va86-6def96440f2b",
"access_subnet_id":"fd75bf7b--demo-a8df-va86-e-db13f03e299a"

}
"request_id":"28b795f8-d431-4f1e-93ab-1c401a82b799"
}
RED
AR e
4.1.1.3 251 VPN [£51%E
INREN4B

BVPNRXFIE .
BRSE
B2 M3 AMTERAPI.

URI

GET /v5/{project_id}/vpn-gateways
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%= 4-20 205K
B S =5Y | %A
i%
project_id String 2 IREID, aILABIdIREER B IDFRERE
ID.
& 4-21 153K Query 285z
B E-Sit) =AY | ik
1%
enterprise_pr | Array B EWIRBEID,
oject_id
IBKEHR
BRSH
To
BRI

WAGER

a. EEATEVPNRIX,

GET https://{Endpoint}/v5/{project_id}/vpn-gateways

b. #R#Eenterprise_project_idZifVPNE ,
GET https://{Endpoint}/v5/{project_id}/vpn-gateways?

enterprise_project_id={enterprise_project_id}

i Rz S40

IREMAZIS A 200: @I

= 4-22 R Body 2%

=T it ik
vpn_gateways | Array of FESESH
ResponseVpnGat
eway objects
request_id String BEXID,
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= 4-23 ResponseVpnGateway

2R ESid) )%

id String e IHESIREA: VPNMID,
o &= 36{UUID,

name String o INBEIHER: VPNMXZBIR,

o EUETEHE: 1-641MFF, XiFH=F. &
X=FE. $3 (\u4e00 - \u9fa5) . _
(FRIZE) « - (hRIE) . (=) o

network_type | String o INRGIRAE: VPNMIKEMILEZER
o HEUBETE:

public: 2K,
private: FAM,
e ZIAE: public,

status String o INBEIRER: VPNRIFIRZ,

o HUESEHE:
PENDING_CREATE: gz,

PENDING_UPDATE: E#i,
PENDING_DELETE: Mip&eh,
UPGRADING: F&h,
ROLLING_BACK: [EiEH,
PENDING_UPGRADE_CONFIRM: #iA
i

ACTIVE: IEE.

FAULT: B8,

FREEZED: &4,

attachment_ty | String o IHEEUHER: KEXET(.
be o EUETBHE:

vpc: EIAFAE =,
er: AVFRAHSE,

ip_version String o INAEIHAA: VPNMIEAIIPHMY AR .
o EUESEHE: ipv4. ipv6,
certificate_id String e IfAEIRER: UEBID,
e 1&z{: 36fIUUID,
er_id String VPN FIZEREAIERSLEIRIID . X
attachment_typeAerfFiR[E] .
eraattachment String VPN X FREXRIERIEEID
i

SCRSREA 01 (2025-06-25) IS © ERRAGIRAT 39



FEE AL

APl &%& 4 API
2R =i i)
vpc_id String {NHattachment_typeIvpchhiR[E, 2

VPNRIXZFKELAIN S VPCHIID

local_subnets

Array of String

IPVARIHFM . RipFMeE= LEFR, %
M EEEE VPNSAPMIMNEHITE
B, B RERISRA:
192.168.52.0/24 , {¥=attachment_type
JavpcHip_versiongipv4RTiR[E] .

local_subnets_
v6

Array of String

o INEEIRAR: IPV6RIHFM . AKim M2
= EFM, ZMEEEEIVPNSHR
MIRLEHITEIE
BB EAE UG -
16af.cacc:1097::/48 .

o #9%R: {NYattachment_typegvpcH
ip_versionAgipveRtiR[E] .

connect_subne | String VPN B {ERRIVPCHEI— P FMID o
t

bgp_asn Long VPNRXAIBGPEBIERS o

flavor String o INAEIHAR: VPNPEAIINAZSEEY,

o EUEEH:
Basic: gz K%t A& 100Mbps,

Professionall: Akt R
300Mbps.

Professional1-NonFixedIP: g Xi&EA
T a300Mbps,

Professional2: g K&&A&T5s1Gbps,

Professional2-NonFixedIP: S XiEk
e 1Gbps,

GM: RX¥E AT E500Mbps,

availability_zo
ne_ids

Array of String

ZREVPNRXHIAT X ., HisE T BEX
ATRiR[E]; HKRIEEATRXAS, TEVPNKX
KPR S AIACTIVERHR[E]

public_border_ | String NHIDFH,

group

connection_nu | Integer VPNMX RIS RVPNIZEREE] .

mber

used_connecti | Integer VPNRX T HEIEEERAIVPNIEEE

on_number

used_connecti | Integer VPNMX T HBIELFEHEAIVPNEZA N

on_group #H. @B—BRRIXANHRSIERZAR—
PEREA . VPNRIKERASZ 101N R EER
VPNiZE#EAH,
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enterprise_proj | String o IfACIRER: IWIRBEID,
ect.id o #8t: 36(TUUID, BIRRIAMENIRE]
"o" y %iﬁiﬁ%?de'faultﬁéﬂlﬁg o
*: "0"HAREEEFENEWIREID,
eip1 ResponseEip | VPNRIX(ERRISE—PEIP, FEVPNRIXAY
object IREHAACTIVERTR[E],
eip2 ResponseEip | VPNRIXERAISEZNEIP, FEVPNRIKHY
object REFACTIVERTIR[E]
created_at String o BUEEATIE, FEVPNRIKATIRZSFACTIVE
AgIR[E]
o UTCRIEMEZ: Jyyy-MM-
ddTHH:mm.ss.S55Z,
applied_at String o £XATIE., FEVPNRIFEHIRZSSIACTIVE
AfiR[E]
o UTCRIEME: Jyyy-MM-
ddTHH:mm:ss.5552,
updated_at String o ERfe—IXREHMAIE, FEVPNRIKAPIRZS
BACTIVERTIR[E]
o UTCHIEMEZC: Jyyyy-MM-
ddTHH:mm.ss.S552,
access_vpc_id | String o IfEEIHER: VPNMIX{EFRAYIZEAVPC
ID,
o #&x(: 36fZUUID,
access_subnet_ | String e INBEIRAA: VPNRI(ERRIIEAVPCH
id H9FMIID,
o #&x(: 36fZUUID,
access_private_ | String FARIZEBIVPN R EAIIZNFARIP, VPNRIE
ip_1 FERIZFANIPS IR EE . SUERX
FNERRE— I FAMBIE, FEFRRE
FAMIHBLE
~f5l: 192.168.52.9, {XHnetwork_type
FprivatefFix[E],
access_private_ | String FAPISEEIVPN I ZAIIZNFARIIP, VPNRISE
ip_2 ERIZFARIPSXTimM KEIE . SEEMK
FRERNEZ AL, FEFRRE
FAMIHBLE
B: 192.168.52.9, {NZnetwork_type
FprivatefFix[a],
XH4hRA 01 (2025-06-25) WRIXERE © LR ARBIRAT 4
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E= i) 1k
ha_mode String o INBEIHAR: MIEAIHARET, "active-
active"F=XUE, "active-standby"ZE
=EE,
o HYESBE: active-active, active-
standby .
o BRIAE: active-active,
policy_templat | PolicyTemplat | FEEIEIPIEANVPNRIKHIRISIEIRECE, R
e e object BEAMEHIEREEIPEAVPNRXATRE]

supported_flav
ors

Array of String

P K AT FHECERY BRI o

supported_feat

Array of String

P KT S I F AT IETRE -

ures
tags Array of ey,

VpnResourceT

ag objects
upgrade_info | String o INEEWEE: AREE. (BAZIFHER)

o HUESEE:
ready: BJLAFHER,

expiring soon: BMZISHA,
unready: FTiEHK-

2= 4-24 ResponseEip

=T it 1A
id String o IfBEIRER: EIPRYID,
o #8: 36AIUUID, SfEFRBALIIR
ERHEE"0"
ip_version Integer o INELIHER: EIPARAS.
o EUEBE: 4.
ip_billing_info | String e INBEINAA: EIPKNITER(EE. 8% /88
EIPARIRERTRER, &HITZEAYEIP
AiR[E],
o FBT:
order_id:product_id:region_id:project_i
d, a0:
CS22r**xkxkx| |BIV:00301-******-0--0:br-
iaas-
0din1:0605768a*********+**c006c7e484a
do
i5hRAS 01 (2025-06-25) WRIXERE © LR ARBIRAT 42



FEILE M4
APl &%

4 API

R

%

type

o INBEINAR: EIPRYSEEY,
o HUESEE!: 5_bgp ( £07BGP) ,

5_sbgp ( E7SBGP) , 5_youxuanbgp
( {1iEBGP )

D EERIBEIPR6TtypeFRAVENETE
E58

ip_address

String

INBEIEE: EIPAYAMIPvALtEIL

Mt ipv4SEBittbit . Ian:
88wk wk 11

charge_mode

String

IIRENER: EIPRYmEEITERRI, WiiE
TR L2 .

BYESEE:
bandwidth: &asssitE,

traffic: ER=E1TE,

bandwidth_id

String

IHEEIRAR: EIPHYEESID,
¥&=t: 36{7UUID,

bandwidth_siz
e

Integer

IhEEIRER: EIPRYTEE RN, BBfi:
Mbit/s. B regionBEISIRMHAIEIPERK
HeaAE, EIPRIS AT EESZRTEIPAR
5, AILMERT RISk TRIEIPRY
=P N

EYESBE: 1-1000, EREVEEFSE
HELRMARSS BIZREIPRRY

bandwidth_na
me

String

INESIHAE: EIPHIEEEEZFR,

BEEE: 1-641MFFF, XIFH=F. =
XFE., P32 (\ude00 - \udfas). (T
X&) -(FRIZK). .(R).

bandwidth_bill
ing_info

String

IhgeiREA: EIPRYSEERITRER . BF/
BREPEFEARROGREITRER, &
EENEIPHERRE,

B
order_id:product_id:region_id:project_i
d, tn:

CS22r**xkxkx| |BIV:00301-******-0--0:br-
iaas-
0din1:0605768a*********+**c006c7e484a
Ao

share_type

String

INEEIRAE: Teatt =R,
BESEE:
PER: JHMZ=FE,

WHOLE: H=75%,
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& 4-25 PolicyTemplate

E= i) ik
ike_policy IkePolicy ike TREENIR o
object
ipsec_policy IpsecPolicy ipsec SRAEXISR
object
& 4-26 lkePolicy
B -3t R
encryption_alg | String o INAEIRAA: INZEX,
orithm o BEYESEE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,
dh_group String o IfEEIRAR: M EREAIEEFERIDH
H,

o HUESBE: group14, groupls,
group16, group19, group20,
group21, disable,

authentication | String o INAEIHAR: INIEEE,

—algorithm o EVESBE: sha2-512, sha2-384,
sha2-256,

lifetime_secon | Integer o INBEEIHAR: FRSANEZEHD, Hiz4&E

ds

ZEERBRIEIKE SASENEH .
o HVESTE: 60-604800, Hfi: .

R 4-27 IpsecPolicy

orithm

=T it )%

authentication | String o INEEHER: TAIEEE,

~algorithm o EUEEE: sha2-512, sha2-384,
sha2-256,

encryption_alg | String o INEGIHER: INZE;X,

o HUESEE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,
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B it fiik
pfs String o INREIBA: PFS{ERIAIDHZERSALA.

e HYESBEl: groupl4, groupls,
group16, group19, group20,
group21, disable,

lifetime_secon | Integer o INEEINAE: FRHCLE|PSecEEE T AR
ds BLAR B AEENEFEER.

o HYESBE: 30-604800, Bfii: 7,

2% 4-28 VpnResourceTag

B St R
key String o LNREHEE: AREAOEE.
o EUESBE: 1-1281MFFF, T,
HBYFE, PN, AFE. FiE. &
1%7 D}\&Ll??fg _~:=+'@o
value String o INREIRER: 1REAIE.
o BUESBE: 0-2551FfF, XH¥F.
RBYFE., P, BAYRFE. @5 =
$§7 L\/L&Ly\—lzifg _-::+'@o

LI vz =27
a. EEPTEVPNRIKAIIMAL .
{

"vpn_gateways": [{

"id": "8e1d0686-demo-a8df-va86-91f32faldfc8",
"name": "vpngw-1af3",
"network_type": "public",
"status": "ACTIVE",
"attachment_type": "vpc",
"ip_version": "ipv4",
"vpc_id": "91a74241-demo-a8df-va86-9b5f98c66c8c",
"local_subnets": ["192.168.15.0/24"],
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 64512,
"flavor": "Professional1",
"availability_zone_ids": ["cn-south-1f", "cn-south-1e"],
"connection_number": 200,
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "0",
"eip1": {
"id": "8ff5d6b5-demo-a8df-va86-b9d598033153",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.** *** 111",
"charge_mode": "bandwidth",
"bandwidth_id": "aa62f8f2-demo-a8df-va86-b05b2b999715",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-13a3"
h?
"eip2": {
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"id": "08e7e927-demo-a8df-va86-26a6394021eb",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 199",
"charge_mode": "bandwidth",
"bandwidth_id": "887d61f7-demo-a8df-va86-38ee8232e27c¢",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-1afb"
L
"created_at": "2025-06-28T02:36:16.834Z",
"updated_at": "2025-06-28T02:36:16.834Z",
"access_vpc_id": "91a74241-demo-a8df-va86-9b5f98c66c8c",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode": "active-active"

A

Al

"id": "66ddeacb-demo-a8df-va86-9a414b5bd7d5",
"name": "vpngw-2be4",
"network_type": "public",
"status": "ACTIVE",
"attachment_type": "er",
"ip_version": "ipv4",
"er_id": "c62fad0d-demo-a8df-va86-e06c4c351bof",
"bgp_asn": 64512,
"flavor": "Professional1",
"availability_zone_ids": ["cn-south-1f", "cn-south-1e"],
"connection_number": 200,
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "0",
"eip1": {
"id": "0f6d1415-demo-a8df-va86-edb2ee97c9cc",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 251",
"charge_mode": "bandwidth",
"bandwidth_id": "e93767cc-demo-a8df-va86-bac2987f90a4",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-10c3"
L
"eip2": {
"id": "7b46b62f-demo-a8df-va86-6b8e44312416",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 102",
"charge_mode": "bandwidth",
"bandwidth_id": "bde3557e-demo-a8df-va86-629a3754ae07",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-18bd",
L
"created_at": "2025-06-28T02:22:27.24Z",
"updated_at": "2025-06-28T02:22:27.247",
"access_vpc_id": "0cf79a3f-demo-a8df-va86-d7ace626b0fa",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode": "active-active"

"id":"66ddeacb-demo-a8df-va86-9a414b5bd7d5",
"name":"vpngw-5bd6",
"network_type":"public",
"status":"ACTIVE",
"attachment_type":"vpc",
"ip_version": "ipv4",
"vpc_id":"c62fad0d-demo-a8df-va86-e06c4c351b9f",
"local_subnets":[

"192.168.0.0/24"
1
"connect_subnet":"fd75bf7b--demo-a8df-va86-db13f03e299a",
"bgp_asn":64512,
"flavor":"Professional1-NonFixedIP",
"availability_zone_ids":[
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}

"cn-north-7¢"
1
"connection_number":200,
"used_connection_number":0,
"used_connection_group":0,
"enterprise_project_id":"0",
"ha_mode":"active-standby",
"eip1"{
"id":"0f6d1415-demo-a8df-va86-edb2ee97c9cc",
"ip_version":4,
"type":"5_bgp",
"ip_address":"88.*** *** 251",
"charge_mode":"bandwidth",
"bandwidth_id":"e93767cc-demo-a8df-va86-bac2987f90a4",
"bandwidth_size":300,
"bandwidth_name":"vpngw-bandwidth-10c3"
I
"eip2"{
"id":"7b46b62f-demo-a8df-va86-6b8e44312416",
"ip_version":4,
"type":"5_bgp",
"ip_address":"88.*** *** 102",
"charge_mode":"bandwidth",
"bandwidth_id":"bde3557e-demo-a8df-va86-629a3754ae07",
"bandwidth_size":300,
"bandwidth_name":"vpngw-bandwidth-18bd"
I
"policy_template":{

"ike_policy":{
"encryption_algorithm":"aes-128",
"dh_group":"group20",
"authentication_algorithm":"sha2-256",
"lifetime_seconds":86400

b

"ipsec_policy":{

"authentication_algorithm":"sha2-256",

"encryption_algorithm":"aes-128",

"pfs":"group20",

"lifetime_seconds":3600

}

L

"created_at":"2025-06-28T02:22:27.24Z",
"updated_at":"2025-06-28T02:22:27.247",
"access_vpc_id":"4d03fe2d--demo-a8df-va86-6def96440f2b",
"access_subnet_id":"fd75bf7b--demo-a8df-va86-e-db13f03e299a"

1

"request_id": "de1b6caf-d024-4dac-850e-645af40c84f3"

b. iR#Eenterprise_project_idZigVPNMFAINEN
{

"vpn_gateways": [{
"id": "8e1d0686-demo-a8df-va86-91f32fa1dfc8",
"name": "vpngw-1af3",
"network_type": "public",
"status": "ACTIVE",
"attachment_type": "vpc",
"ip_version": "ipv4",
"vpc_id": "91a74241-demo-a8df-va86-9b5f98c66c8c",
"local_subnets": ["192.168.15.0/24"],
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 64512,
"flavor": "Professional1",
"availability_zone_ids": ["cn-south-1f", "cn-south-1e"],
"connection_number": 200,
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "7354dda9-demo-a8df-va86-a6b08fb92043",
"eip1": {
"id": "8ff5d6b5-demo-a8df-va86-b9d598033153",
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"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.** *** 111",
"charge_mode": "bandwidth",
"bandwidth_id": "aa62f8f2-demo-a8df-va86-b05b2b999715",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-13a3"
L
"eip2": {
"id": "08e7e927-demo-a8df-va86-26a6394021eb",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 199",
"charge_mode": "bandwidth",
"bandwidth_id": "887d61f7-demo-a8df-va86-38ee8232e27c¢",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-1afb"
L
"created_at": "2025-06-28T02:36:16.834Z",
"updated_at": "2025-06-28T02:36:16.834Z",
"access_vpc_id": "91a74241-demo-a8df-va86-9b5f98c66c8c",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode": "active-active"

A

Al

"id": "66ddeacb-demo-a8df-va86-9a414b5bd7d5",

"name": "vpngw-2be4",

"network_type": "private",

"status": "ACTIVE",

"attachment_type": "er",

"ip_version": "ipv4",

"er_id": "c62fad0d-demo-a8df-va86-e06c4c351b9of",
"bgp_asn": 64512,

"flavor": "Professional1",

"availability_zone_ids": ["cn-south-1f", "cn-south-1e"],
"connection_number": 200,

"used_connection_number": 0,

"used_connection_group": 0,

"enterprise_project_id": "7354dda9-demo-a8df-va86-a6b08fb92043",
"access_private_ip_1": "192.168.4.7",

"access_private_ip_2": "192.168.4.99",

"created_at": "2025-06-28T02:22:27.24Z",

"updated_at": "2025-06-28T02:22:27.247",

"access_vpc_id": "0cf79a3f-demo-a8df-va86-d7ace626b0fa",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode": "active-active"

"id":"66ddeacb-demo-a8df-va86-9a414b5bd7d5",
"name":"vpngw-5bd6",
"network_type":"public",
"status":"ACTIVE",
"attachment_type":"vpc",
"ip_version": "ipv4",
"vpc_id":"c62fad0d-demo-a8df-va86-e06c4c351b9f",
"local_subnets":[
"192.168.0.0/24"
1
"connect_subnet":"fd75bf7b--demo-a8df-va86-db13f03e299a",
"bgp_asn":64512,
"flavor":"Professional1-NonFixedIP",
"availability_zone_ids":[
"cn-north-7¢"
1
"connection_number":200,
"used_connection_number":0,
"used_connection_group":0,
"enterprise_project_id":"0",
"ha_mode":"active-standby",
"eip1"{
"id":"0f6d1415-demo-a8df-va86-edb2ee97c9cc",
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}

NN

"ip_version":4,
"type":"5_bgp",
"ip_address":"88.*** *** 251",
"charge_mode":"bandwidth",
"bandwidth_id":"e93767cc-demo-a8df-va86-bac2987f90a4",
"bandwidth_size":300,
"bandwidth_name":"vpngw-bandwidth-10c3"
L
"eip2"{
"id":"7b46b62f-demo-a8df-va86-6b8e44312416",
"ip_version":4,
"type":"5_bgp",
"ip_address":"88.*** *** 102",
"charge_mode":"bandwidth",
"bandwidth_id":"bde3557e-demo-a8df-va86-629a3754ae07",
"bandwidth_size":300,
"bandwidth_name":"vpngw-bandwidth-18bd"
L
"policy_template":{

"ike_policy":{
"encryption_algorithm":"aes-128",
"dh_group":"group20",
"authentication_algorithm":"sha2-256",
"lifetime_seconds":86400

b

"ipsec_policy":{

"authentication_algorithm":"sha2-256",

"encryption_algorithm":"aes-128",

"pfs":"group20",

"lifetime_seconds":3600

}
I
"created_at":"2025-06-28T02:22:27.24Z",
"updated_at":"2025-06-28T02:22:27.24Z",
"access_vpc_id":"4d03fe2d--demo-a8df-va86-6def96440f2b",
"access_subnet_id":"fd75bf7b--demo-a8df-va86-e-db13f03e299a"

3,

"request_id": "bfa819a1-e824-4799-8e72-21a35dad97c9"

B2 A2 K63

4.1.1.4 3 VPN RI%

TORENA

HRIEVPNRIXID, BEFEERIVPNMIX .

AR

15203 AMEEAAPI,

URI

PUT /v5/{project_id}/vpn-gateways/{vgw_id}
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% 4-29 SH05A
2R 5] =AY | A
i
project_id String = IREID, BLABIIIRENIRE IDFREIRE
ID,
vgw_id String = VPNPIESEAIID
BKRHEE
o IBEKEH
*® 4-30 i5ksH
B S =EY | ik
%
vpn_gateway | Updatevgw | & vpn_gatewayXdsR o

RequestBod
yContent
object

Z 4-31 UpdateVgwRequestBodyContent

&R

ESid]

=AY

=3

R

name

String

N

INAGHAR: VPNRIXEZIR,

o EVESBE: 1-641MFR, iTH
F. BYFHE. $3 (\ude0O -
\uofa5) . _ (T ) . - (hkl
%)..(8).

local_subnet
S

Array of
String

N

o INREIHER: IPVARIGFM . AN+
M EFM, ZMEEEBT
VPNSEBFMIMEZ#HITERE., 8249
(I wN R
192.168.52.0/24,

o #JR: Hattachment_typefeE AN
"vpc"Bt. Hip_versionfL &R
"ipvd"IEES, BURE. 81
VPN X ERZIEE50 N AN F M
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B xE B | iR

local_subnet | Array of o INELIHER: IPVeARImTFM, ANimF
s v6 String ME= EFR, ZFMNEEET
VPNEZ T imFMHETEIE
BN F G -
16af.cacc:1097::/48,

o #J%R: attachment_typefiE N
"vpc"Bt. Hip_versionEtE
"ipv6"lIIES, BURE. 819
VPN X ERZIEE50 M A7 M

iy

o IfEEIHBE: BAYEIPRIID, FR
HRTEFTRIEIPYESIRLEVPN R KA
FBRYSE—EIPEL E VPN XAY
FEIP, 4PEFAYEIPRIWLIRSCHELN
1HEBRIEIP, BILUBIT RS0
22 I PRESEVPN R K {52 FRRYEIP

e Z4%R: 36{UUID, 3
network_typefic & 9publicAImIiE
E, Izzl:muzziﬁo

eip_id_1 String

iy

eip_id_2 String o INEEIREE: BYAYEIPAID, FR
SEEFHIEIP/EANGE VPN {5
FARYEE — A EIPELERZVPNIZEAY
FBEIP, 4FEFRIEIPRIN RS CRRYD
HEEREIP, BJLUES 40
P IPEREBVPN Y = (EFAYEIP

o £JR: 36{ZUUID,
network_typefic & 9publicAInIiE
5, BURE,

THRERBA: REBEIR.

o £45R: RBEHVPNMAIMIES
Professional1-NonFixed|Pg}
Professional2-NonFixed|PAJ{E
B, BFEHRMIAIRISENR -

iy
[

policy_temp | PolicyTempl
late ate object

& 4-32 PolicyTemplate

B RKE Hik

ike_policy IkePolicy ike SREEITR
object

ipsec_policy IpsecPolicy ipsec SREEXTSHR
object
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% 4-33 lkePolicy

ds

E= i) %

encryption_alg | String o INAEIHAR: MNZTEXL,

orithm o EVESEE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,

dh_group String o IfEEIRER: SFE—PERERTAIEFEFERIDH
H,

o EYESEE: group14, groupl5,
group16, group19, group20,
group21, disable,

authentication | String o INREIRER: IAIEE X,

_algorithm o EVEBE: sha2-512, sha2-384,
sha2-256,

lifetime_secon | Integer o INEEIHER: FRSANEEFRERE, Iizx4&

1ZEHBABAT S IKE SASBENES .
EVESBE: 60-604800, Eafi: #,

2 4-34 IpsecPolicy

ds

2R il A

authentication | String o INBEIHAR: INIEFEXE,

—algorithm o EYEEE: sha2-512, sha2-384,
Shaz-256o

encryption_alg | String o INEEINAE: NIZFEE,

orithm o HUESBE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,

pfs String o INEEIRAR: PFS{ERRAYDHERELA .

o EYESEE: groupl4, groupl5,
group16, group19, group20,
group21, disable,

lifetime_secon | Integer o INESHAR: ERECEIPSeciEiEZiE AR

BLAREAEENEFEEA
EYESEE: 30-604800, H{i: #,

o EREAH

a. EHFEEIPEAMX,

PUT https://{Endpoint}/v5/{project_id}/vpn-gateways/{vgw_id}

{
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"vpn_gateway": {
"name": "vpngw-4321",
"local_subnets": [
"192.168.0.0/24"
1
"eip_id_1": "f1469b4a-demo-a8df-va86-bb7de91cf493",

}
}

b. FEFFIEEEIPEN VPN L RBEAENR o

PUT https://{Endpoint}/v5/{project_id}/vpn-gateways/{vgw_id}
{

"vpn_gateway":{
"policy_template":{

"ike_policy":{
"authentication_algorithm":"sha2-256",
"encryption_algorithm™:"aes-128-gcm-16",
"dh_group":"group21",
"lifetime_seconds":86400

%

"ipsec_policy":{
"authentication_algorithm":"sha2-256",
"encryption_algorithm™:"aes-128-gcm-16",
"pfs":"disable",

"lifetime_seconds":3600
}
}
}
}

NaRLER
o NS
IREYAZSAZ ST 200: successful operations,

= 4-35 N Body S#5%

E=2 St R

vpn_gateway | ResponseVpn | vpn_gatewayXi&,
Gateway
object

request_id String B3XKID,

%= 4-36 ResponseVpnGateway

2R £ it iR

id String e IfEEIHEA: VPNMIXID,
e 1&4: 36{ZUUID,

name String o IfEEIRER: VPNMIKZFR.

o EUETEE: 1-641MZFFF, BIFH=F. &
XF8. H3(\ude00 - \udfas). (T
X&) . -(FRILk) o
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R

%

network_type

INBEIHEE: VPNRIERIZREEY
BESEE:

public: 2K,
private: FAM,
ZAE: public,

attachment_ty
pe

String

IhEeiRRE: KEXET .
BYESEE:

Vpc: E?u*l\ﬁz_:o
er: 1IVIRHZE.

ip_version

String

INgEEAR: VPNRIEAIPHMY AR o
EUESEE: ipv4. ipv6.

certificate_id

String

ToREwRR: IEFID,
#8=: 36fZUUID,

er_id

String

VPN ErEIZRIERSEFIRYID . (X2
attachment_typeAerfdiR[E],

vpc_id

String

vpc_id2VPNRIFKKEXASSVPCHYID,, {X

Hattachment_typeAvpchdiR[aE],

local_subnets

Array of String

RNigFM . NigFREm LFN, ZMER
FEBIVPNSRHPMUIMEHITERE, B
ANRERFEZRAI: 192.168.52.0/24, X4
attachment_typeAvpcHip_versionAgipv4

AiRME .

local_subnets_
v6

Array of String

o INREIREA: IPV6RImFM, AimTF M2
= L7, ZMERFZELTVPNSHR

MpLBHITEIE
B MRS
16af:cacc:1097::/48

2958 {XHattachment_typeJavpcE

ip_versionAgipv6AtiR[E

connect_subne | String VPNMZBr{EREIVPCHEI—PFMID o
t
bgp_asn Long VPN XHIBGPEBIERS -
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R ESis %
flavor String o INAEIRAR: VPNMIKAIHIASSEEL

o HUESEE:
Basic: ExKiE AT 5 100Mbps.,

Professionall: kA
300Mbps.

Professional1-NonFixedIP: g Xi&EA
= 5300M bps.

Professional2: g AiEA& T 1Gbps,

Professional2-NonFixedIP: g Xi&EA
s 1Gbps.

GM: EAEEEEE500Mbps,

availability_zo
ne_ids

Array of String

EREVPNRXHIRTAEX , HisE T TAX
AINRE];, HKRIEETHXAS, VPN
FKHPRSSACTIVERR[E]

connection_nu | Integer VPNRIX FRIERAVPNIEZEL .

mber

used_connecti | Integer VPNRIX T HEIS 2 ERAIVPNIEREE

on_number

used_connecti | Integer VPNRX T HEIEEERAVPNIERZAD

on_group . @B—BFRRINHRSIERZEAR—
MERH ., VPNRIKEAIASZ 101322509
VPNiERZH

enterprise_proj | String o IfBEIHAR: WIRAID,

ect_id

o 1&=: 36 UUID, GIEEITAMENIR[D]
"0", FrABEEFdefault®WIRE .
E 0" HARELFEMNEWIREID,

eip1 ResponseEip | WUEVPNRIXEFRRFERNE—NEIP, &
object VPNRXZFRREEIP, FEVPNRXAIIRS S
ACTIVERHIR[E],
eip2 ResponseEip | WUEVPNRIXFRFERIEZNEIP, &
object VPNRXFRREEIP, FEVPNRXAIIRS
ACTIVERHIR[E],
created_at String o BIFERTE., TEVPNMIEAPRZSSIACTIVE
AfiR[E
o UTCHYEIEZN: yyyy-MM-
ddTHH:mm:ss.5552,
updated_at String o HE—IREIYE. FEVPNRIXAVRES
BACTIVERTIR[E] ,
o UTCRYEIFEZN: yyyy-MM-
ddTHH:mm.ss.S55Z,
i5hRAS 01 (2025-06-25) WRIXERE © LR ARBIRAT 55



FEE AL

API 5% 4 API
E= £ =il 1k
access_vpc_id | String o IHEEIRAA: VPNMIEERAJEAVPC
ID,
e ’I(: 36{UUID,
access_subnet_ | String o INECIHER: VPNMX{ERAJEAVPCH
id BIFMID,
e 1&zL: 36fIUUID,
access_private_ | String FARISEELVPNRIKHIEENFARIIP, VPNRIX
ip_1 {EAIZFAM IPEXJURP KEIE . BLEMIK
FRERNE— I FARMIE, FEFRRE
FARIHBAL .
A~ 192.168.52.9, {XZnetwork_type
HprivatelFiR[E]
access_private_ | String FAPISEEIVPN I AIFZNFARIIP, VPNRIZE
ip_2 FERIZFARIPSXTimMEIE . MGEMK
FRERNEZNFANMIE, FERRE
FARIHBAL .
~fF: 192.168.52.9, {¥Znetwork_type
HprivatefFiR[E],
ha_mode String o INAEIRAE: MIFAIHAER, "active-
active"FRXUE, "active-standby"ZE
T~EE
o HUESEE: active-active, active-
standby,
policy_templat | PolicyTemplat | IEEEIPEAVPNMKAIRESEIRECE, R
e e object BEAUESIEEIEIPIEAVPNRIXATIRE] o
tags Array of mEFIFE.
VpnResourceT
ag objects

& 4-37 ResponseEip

B St 1205
id String o INAEEHEA: EIPEYID,
o 18z(: 36{ZUUID, HERENATIIT
BetHiRE"0",
ip_version Integer e INBEIRAA: EIPKRZAN.
o HUBEEE: 4,
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R

%

ip_billing_info

o INEGIRER: EIPRNITER(EE. BF/8H
EIPASIRENTRER, &HEITZEAYEIP
AIR[E

o FET:
order_id:product_id:region_id:project_i
d, an:

(CS22***+xkkx| BIV:00301-******-0--0:br-
iaas-
0din1:0605768a******+*++**c0)06c7e484a
ao

type

String

o IfASINAR: EIPRYSEEY,

o BYESGE: 5_bgp (£mZ&BGP) ,
5_sbgp (3%Z&BGP) , 5_youxuanbgp
({fi%BGP)

A EEARIBEIPER6FtypeFERAVEUETE
&l

ip_address

String

o INAEIREA: EIPRIRMIPVALELL,

o 18&I\: ipvAZEEUMENE, BIEn:
88 xx* Fxx 11

charge_mode

String

o TEENEE: EPMBEUEIER. BRE
SRR,

o EVEBHE:
bandwidth: &&=,

traffic: ER=EiTE.

bandwidth_id

String

e IHAEIRAA: EIPEYEEEID,
e I&=: 36{UUID,

bandwidth_siz
e

Integer

e INEEHER: EIPAUTER AR/, BAf:
Mbit/s. B regionBEIBIRILAIEIPERK
A, EIPRIERKHESZRTEIPER
%, AILAMER T ERESIKP TRIEIPAY
BRA™R.

o EVEBE: 1-1000, E{AEEIESZH
AR iR eipEHL

bandwidth_na
me

String

o INBEIHAR: EIPAUHZEZIR.

o EUESEHE: 1-641MFERF, IFH=F. =
XF8. H3(\ude00 - \udfas). _(F
XK. -(FRIE) . (=),
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R KB %

bandwidth_bill | String o INgEIRER: EIPRUTRITERER. 85/

ing_info BREPHEASREGEITEER, 1%
FIHERVEIPHRAIRE]

o FE:
order_id:product_id:region_id:project_i
d, @n:

(CS22***+xkkx| BIV:003017-******-0--0:br-
iaas-
0din1:0605768a******+*++**c)06c7e484a
ao

share_type String o INRENRAE: HEHZRE,

o EVEBHE:

PER: JRZHE

WHOLE: H=75%,

& 4-38 PolicyTemplate

E=E -] ik
ike_policy IkePolicy ike SREEITR o
object
ipsec_policy IpsecPolicy ipsecZREEXISR o
object
7= 4-39 lkePolicy
E= St R
encryption_alg | String o INREINEE: NNZRESL,
orithm o EUESBE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,
dh_group String o INEEIHEE: SE—MEREPIEERRIDH
H,

e HUESBE: group14, groupls,
group16, group19, group20,
group21, disable,

authentication | String o IHASIHAR: INFESE,
—algorithm o BYESEE: sha2-512, sha2-384,
sha2-256,
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E= i) fR
lifetime_secon | Integer o INECIER: FRSAHEZEEEE, Liz4sE
ds ZREERBATSIKE SASBENEH .

o EYESGE: 60-604800, EAfii: .

& 4-40 IpsecPolicy

B St fipu
authentication | String o INECHAA: TANIEEE.
_algorithm

o HUEBE: sha2-512, sha2-384,
sha2-256,

encryption_alg
orithm

String

o IJRENER: NIEEIE.

o HYESBEl: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,

pfs String

o IfREIREA: PFSEEFRAUDHESRA

o HUESBE: groupl4, groupls,
group16, group19, group20,
group21, disable,

lifetime_secon
ds

Integer

o INREEIREA: FRECEIPSecERSEIIAIRE
ELARSE B RV EIER

o HEUETGE: 30-604800, Bafi: #b.

%% 4-41 VpnResourceTag

B it )%
key String o INREULRAR: FRESAIRE,
o EUESEE: 1-1280FFF, SEH=F.
BNFE, P AMRFE. &g =
*gi D)\&D)\T?fg _-::+'@o
value String o INEEIREE: REMIE.
o EUETE: 0-2557FfF, XIFH=F.
RYFHE, P, mARFE. EiE. T
*gy L\/L&L\)\—lt$fgl _-::+_@o
g =]
a. EEHFEIEIPEEAVPNRIKAIMAL
i "vpn_gateway": {
"id": "620d99b8-demo-a8df-va86-200b868f2d7d",
"name": "vpngw-4321",
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"attachment_type": "vpc",
"network_type": "public",
"ip_version": "ipv4",
"vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36c”,
"local_subnets": [
"192.168.0.0/24"
1
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 64512,
"flavor": "Professional1",
"availability_zone_ids": ["cn-south-1f", "cn-south-1e"],
"connection_number": 200,
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "0",
"eip1": {
"id": "f1469b4a-demo-a8df-va86-bb7de91cf493",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 102",
"charge_mode": "bandwidth",
"bandwidth_id": "cff40e5e-demo-a8df-va86-7366077bf097",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-1391"
I
"eip2": {
"id": "6ad8e297-demo-a8df-va86-da0f885cch98",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 188",
"charge_mode": "bandwidth",
"bandwidth_id": "d290f1ee-demo-a8df-va86-d701748f0851",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-1392"

i

"created_at": "2025-06-15T08:56:09.386Z",

}

n

"updated_at": "2025-06-15T11:13:13.677Z",

"access_vpc_id": "0cf79a3f-demo-a8df-va86-d7ace626b0fa",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode": "active-active"

request_id": "33a2b77a-65f9-4fa0-90bd-4bd42038eb41"

b. EHAFEIEIPEAVPNRXAIIDAL o
{

"vpn_gateway":{

"id":"620d99b8-demo-a8df-va86-200b868f2d7d",
"name":"vpngw-4321",
"attachment_type":"vpc",
"network_type":"public",
"ip_version": "ipv4",
"vpc_id":"cb4a631d-demo-a8df-va86-ca3fa348c36c",
"local_subnets":[
"192.168.0.0/24"
1
"connect_subnet":"f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn":64512,
"flavor":"Professional1",
"availability_zone_ids":[
"cn-south-1f",
"cn-south-1e"
1
"connection_number":200,
"used_connection_number":0,
"used_connection_group":0,
"enterprise_project_id":"0",
"eip1"{
"id":"f1469b4a-demo-a8df-va86-bb7de91cf493",
"ip_version":4,
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"type":"5_bgp",
"ip_address":"88.*** *** 102",
"charge_mode":"bandwidth",
"bandwidth_id":"cff40e5e-demo-a8df-va86-7366077bf097",
"bandwidth_size":300,
"bandwidth_name":"vpngw-bandwidth-1391"
I
"eip2"{
"id":"6ad8e297-demo-a8df-va86-da0f885ccb98",
"ip_version":4,
"type":"5_bgp",
"ip_address":"88.*** *** 188",
"charge_mode":"bandwidth",
"bandwidth_id":"d290f1ee-demo-a8df-va86-d701748f0851",
"bandwidth_size":300,
"bandwidth_name":"vpngw-bandwidth-1392"
I
"created_at":"2025-06-15T08:56:09.386Z",
"updated_at":"2025-06-15T11:13:13.677Z",
"access_vpc_id":"0cf79a3f-demo-a8df-va86-d7ace626b0fa",
"access_subnet_id":"f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode":"active-active",
"policy_template":{
"ike_policy":{
"authentication_algorithm":"sha2-256",
"encryption_algorithm":"aes-128-gcm-16",
"dh_group":"group21",
"lifetime_seconds":86400
b
"ipsec_policy":{
"authentication_algorithm":"sha2-256",
"encryption_algorithm":"aes-128-gcm-16",
"pfs":"disable",
"lifetime_seconds":3600
}
}
1
"request_id":"33a2b77a-65f9-4fa0-90bd-4bd42038eb41"
}
c. VPNIRZEA “GliEch” , EEREM,
{
"error_code":"VPN.0003",
"error_msg":"resource (type=GATEWAY, ID=ff9bdca6-demo-a8df-va86-e4bcclea52bc) is not
ready, currently CREATING",
"request_id": "abafe41c-7744-41af-bf3d-4452872af799"
}
RS
‘%E%JHLIAZ %lu\ﬁg o

4.1.1.5 (BRI SHHE

ThREN A

BRI, BRI IHER MK

ARSI

152 WATEFAPI

URI

POST /v5/{project_id}/vpn-gateways/{vgw_id}/update-specification
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& 4-42 SHURA
BiR xR =AY | %A
i%&
project_id String 2 IREID, wJLAEISREUIRE IDIRENRE
ID,
vgw_id String = VPNRISELAIID
BEXRIHR
o BKSY
& 4-43 i5R5Y
B E- il ERY | ik
1%
vpn_gateway | Updatevgw | 2 vpn_gatewayXiR .
Specificatio
nRequestBo
dyContent
object

R 4-44 UpdateVgwSpecificationRequestBodyContent

B i) 2/Y | A
i%
flavor String = o INEEIER: FFEAIVPNRIHL

o

EESEE:

Basic: ExKiE AT 5a100Mbps.,
Professionall: & XKi&Ekw =
300Mbps,

Professional1-NonFixedIP: &k
Ak =300Mbps, ( EASZ

1)
Professional2: mKi&EkHw =
1Gbps,

Professional2-NonFixedIP: &KX
R mm1Gbps, ( BASF)
GM: JAEATH500Mbps,
BN E CESEEG
VPNRISKIE R A

supported_flavors=Eg
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o BRI

POST https://{Endpoint}/v5/{project_id}/vpn-gateways/{vgw_id}/update-specification
{

"vpn_gateway": {
"flavor": "Basic"
}
}

I AzHR
o IS
IR[EYRZERZ S 200: successful operation,

& 4-45 K7 Body £2#51I%
B ESid) 1)
vpn_gateway ResponseVpn | vpn_gatewayX4& .
Gateway
object
request_id String B3XKID,

Z= 4-46 ResponseVpnGateway

2R it} ik

id String e INBEIRAR: VPNRIXID,
o &=: 36{UUID,

name String o INBEIHER: VPNMXZIR,

o BYETBE: 1-641FFF, BIEHF. =
NFE X (\ude00 - \udfa5). (T
X))« -(PLilzk) .

network_type | String o IHEEIRAA: VPNRIPEEZERY

o EUEBHE:

public: 23,
private: FAM,
e ZAE: public,

attachment_ty | String o INAEIHAE: XEXER,
pe o EUEBEL

vpc: EIAFAE =,
er: AVERAASE,

ip_version String o INALIER: VPNRIEHIPHHIRA.
o HUESEHE: ipv4. ipv6,
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E= i) 1k
certificate_id String o IfgtiRER: UFBID,
e 1&z{: 36fIUUID,
er_id String VPN X EmZERZAIERSEAIAIID . X2
attachment_typeAerfdiR[E],
vpc_id String vpc_id2VPNMKEXRI S5 VPCRIID . {X

Lattachment_typeAvpchdiR[aE],

local_subnets

Array of String

Ingeiiea: KigFM. NnFMNE=LF
W, ZMEREERIEVPNS B 4E#
THE,

B MEET~E: 192.168.52.0/24,
{¥Hattachment_typeAvpchtiR[ao],

local_subnets_
v6

Array of String

INEEER: IPveRInFM . KigFME=
7R, 1ZMNERFEEELVPNS M
LHITEIBE,

BNMERERFI: 16af:cacc:1097::/48,
{XHattachment_type AvpcHip_version /g
ipveHtiR[E

connect_subne | String VPN EH{ERRIVPCHAI—NFMID,
t

bgp_asn Long VPNRIXHIBGPEIGHERS -

flavor String o INELIHEA: VPNMZAIINARZERY:

o HUBETE:
Basic: Ex K& AT 5a100Mbps,

Professionall: At Em
300Mbps,

Professional1-NonFixedIP: A%k
#E5300Mbps, ( EARSZHE)
Professional2: gz K%tk 1Gbps,
Professional2-NonFixedIP: ExXKi&k
e 1Gbps, (EAYF)

GM: BRAREEATHE500Mbps,

availability_zo
ne_ids

Array of String

ZREVPNMXHIT AKX . HigsE THHEX
AR E]; HKRIEETHXAS, 7EVPNK
FHPRSAACTIVERHR[E] ,

connection_nu | Integer VPNRIX TFRIERAVPNIZEZE -
mber
used_connecti | Integer VPNRX T HEIEEERAIVPNIEZEE

on_number
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R

St

%

used_connecti
on_group

Integer

VPN X T HBI2&FRAIVPNEZE D
. E—RAFPMEN=RIRSEZERS—
MEREH . VPNRIKEAASZIF10MN R R
VPNiZE#EAH,

enterprise_proj
ect_id

String

o IhEEiEA: AIREID,

o #&3(: 36{ZUUID, BIERIAENIRE
"0", FrAFETFdefault®IInE,
iE: "0"HARESEFAERIEWIREID,

eip1

ResponseEip
object

WGEVPNRX R R(FERIE—EIP, &
VPNPRXZRREEIP, fEVPNMFEAMRES
ACTIVERHEE],

eip2

ResponseEip
object

SGEVPNM X R RMERISE _NEIP, &
VPNPRXFRRFEIP, FEVPNRIFEAMRE S
ACTIVERHR[E ,

created_at

String

o GlEERTE., TEVPNMXAPRZESAACTIVE
AfiR[E],

o UTCRYEE: yyyy-MM-
ddTHH:mm:ss.S552,

updated_at

String

o EE—IXEHATE, TEVPNRIXAPAZS
FACTIVERHR[E],

o UTCHYENERN: yyyy-MM-
ddTHH:mm:ss.SS52,

access_vpc_id

String

o INACIHAA: VPNMIZ{EFRRYIEANVPC
ID,

o &= 36{UUID,

access_subnet_
id

String

o INAEIAE: VPNRIE(ERRIEAVPCH
AIFMID,

o &=: 36{UUID,

access_private_
ip_1

String

FARIZEEIVPN I KATIENFARIIP, VPNRIX
FERIZFANIPSIT iR EIZE . NGEN X
FRERE— AL, FEERRE
FAmItbAE

~f5l: 192.168.52.9, {XHnetwork_type
HprivateRFiR[E],

access_private_
ip_2

String

FARISEEIVPN I KAIEENFARIIP, VPNRIZK
(EFRIZFAMIPSXSiRMXEiE . TEERIK
FRAEANE AR, FERTE
FARISELIE o

il 192.168.52.9, {XZnetwork_type
FprivatefFix[a],
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2R it} ik
ha_mode String o INBEIRAR: MXAIHARETL, "active-

active"ERXUE, "active-standby"ZE
TEH.

o HYESBE: active-active, active-
standby .

policy_templat

PolicyTemplat

JEEEIPIEA VPN XA RES SRS, R

e e object BENEHIEEEIPEAN VPN EATIR(E]
tags Array of mEFIE.

VpnResourceT

ag objects

% 4-47 ResponseEip

2R i i)
id String o INREIHAR: EIPEIID,
o 1&I\: 36{ZUUID, H{ERABIAIIRN
BiiR[E"0",
ip_version Integer o INBEIHER: EIPARA.
o EUEEHE: 4,
ip_billing_info | String o IHEEIRAR: EIPRYITER(ZE ., B84 /8H
EIPZASIREITHRER, RFEITZAIEIP
Aix[E],
o FE:
order_id:product_id:region_id:project_i
d, a:
CS22*+*xxxxx| |BI\V:00301-******-0--0:br-
iaas-
0din1:0605768a**********c006c7e484a
Ao
type String o IpAELIRAR: EIPRYZEEY,
o EUEEE!: 5_bgp (£ZNEBGP) ,
5_sbgp ( 8%75BGP ) , 5_youxuanbgp
( {iLi%BGP )
AEEHRIBEIPE6FtypeFERHIEVESE
Elo
ip_address String o IHASIRAR: EIPAYARIIPVAELE
o 1B3(: ipvaZEBUMEhE, BYn:
88.xx* xrk 11
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E= i) 1k
charge_mode | String o INEEIRBA: EIPEUHEITHEIEN . 1BRE
TSR TR,
o EYEEHE:
bandwidth: (Z&Eit#:.
traffic: WREITE .
bandwidth_id | String o INRSIHAE: EIPRYEESID,
e 1&4t: 36{ZUUID,
bandwidth_siz | Integer e IfAGIHER: EIPEYT S A/, B :
e Mbit/s. B regionBEISIZHHIEIPER A
moeAE, EIPRERAHERZIRTEIPHR
55, oILAMERTIERESMHP TRIEIPAY
BRAHR.
o EYEEBE: 1-1000, E{AEUEIESE#H
L MRS iR eipEFt
bandwidth_na | String o IHEEIHER: EIPEISREEEIR,
me o BUETE: 1-640FH, RFHF. &
N=FE., #3(\u4e00 - \udfas). (T~
X&) -(FRIZ%) . (=),
bandwidth_bill | String o INAEHAEA: EIPRUREEITER(EE., B85/
ing_info BHREPEREISREHREITRER, &
EHEREIPH RAIRE]
o BT :
order_id:product_id:region_id:project_i
d, u:
(CS22rkkkkx| |BIV:00307-******-0--0:br-
iaas-
0din1:0605768g*******++++*c)06c7e484a
do
share_type String o INBEIRAR: o= R

o HUEEHE:

PER: JHZHE,

WHOLE: H=w%E,

2% 4-48 PolicyTemplate

E= i) ik

ike_policy IkePolicy ike REEITR o
object

ipsec_policy IpsecPolicy ipsecZREEXISR o
object
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& 4-49 lkePolicy

ds

B 5] R

encryption_alg | String o INREUGRE: INZRE %,

orithm o EUESEE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,

dh_group String o INREIRER: FE—EREIPI(FRAIDH
H,

o HUESEE: groupl4, groupls,
group16, group19, group20,
group21, disable,

authentication | String o INBEIHAR: INIEEXE,

—algorithm o EYESEE: sha2-512, sha2-384,
Shaz-256o

lifetime_secon | Integer o INELIRBR: FTRSAHETFEHR, Hix4E

1ZEEABAYISIKE SASBIEH .
BYESEE: 60-604800, H{i: #,

2% 4-50 IpsecPolicy

ds

2R =i Ak

authentication | String o IHASHAR: INFESE,

—algorithm o EUESBE: sha2-512, sha2-384,
sha2-256,

encryption_alg | String o INAEINAR: HNZREE,

orithm o EVESHE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,

pfs String o INAEEIHEA: PFSEEFIRIDHZESALA

o HUESEE: groupl4, groupl5,

group16, group19, group20,
group21, disable,

lifetime_secon | Integer o INELiRAA: TRECEIPSeciEIZFEIHIME

BLAREAEENEEFEEER,
EVESEE: 30-604800, E{i: b,
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2% 4-51 VpnResourceTag

B 268 )%
key String o INEEULRAA: FRESAIRE,
o EUEBE: 1-1281 2, M=,
RYFE, P, BARFE. EiE. T
*gs D)\&D)\T?fg _-::+'@o
value String o INEEIREE: REMIE.
o HUESBHE: 0-2557M=FFF, TiFH=F.
BXFE, P, ARFE. @5 T
*gy L\/L&L\)\—lt$fgl _-::+_@o

o  [BRZHFA

a. EHIEEIPEANVPNRXAINWAT o
{

"vpn_gateway": {

}

"id": "620d99b8-demo-a8df-va86-200b868f2d7d",
"name": "vpngw-4321",
"attachment_type": "vpc",
"network_type": "public",
"ip_version": "ipv4",
"vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36c”,
"local_subnets": [
"192.168.0.0/24"
1
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 64512,
"flavor": "Professional1",
"availability_zone_ids": ["cn-south-1f", "cn-south-1e"],
"connection_number": 200,
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "0",
"eip1": {
"id": "f1469b4a-demo-a8df-va86-bb7de91cf493",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 102",
"charge_mode": "bandwidth",
"bandwidth_id": "cff40e5e-demo-a8df-va86-7366077bf097",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-1391"

2
"eip2": {
"id": "6ad8e297-demo-a8df-va86-da0f885cch98",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 188",
"charge_mode": "bandwidth",
"bandwidth_id": "d290f1ee-demo-a8df-va86-d701748f0851",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-1392"
j?

"created_at": "2025-06-15T08:56:09.386Z",

3

n

"updated_at": "2025-06-15T11:13:13.677Z",

"access_vpc_id": "0cf79a3f-demo-a8df-va86-d7ace626b0fa",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode": "active-active"

request_id": "33a2b77a-65f9-4fa0-90bd-4bd42038eb41"
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b.  EHIFEIEIPEANVPNRIKAIRNL .
{

C.

"vpn_gateway":{
"id":"620d99b8-demo-a8df-va86-200b868f2d7d",
"name":"vpngw-4321",

"attachment_type":"vpc",
"network_type":"public",
"ip_version": "ipv4",
"vpc_id":"cb4a631d-demo-a8df-va86-ca3fa348c36¢c",
"local_subnets":[

"192.168.0.0/24"

1
"connect_subnet":"f5741286-demo-a8df-va86-2c82bd9ee114",

"bgp_asn":64512,

"flavor":"Professional1",

"availability_zone_ids":[

"cn-south-1f",
"cn-south-1e"

1

"connection_number":200,

"used_connection_number":0,

"used_connection_group":0,

"enterprise_project_id":"0",

"eip1"{
"id":"f1469b4a-demo-a8df-va86-bb7de91cf493",
"ip_version":4,

"type":"5_bgp",

"ip_address":"88.*** *** 102",

"charge_mode":"bandwidth",
"bandwidth_id":"cff40e5e-demo-a8df-va86-7366077bf097",
"bandwidth_size":300,
"bandwidth_name":"vpngw-bandwidth-1391"

h?

"eip2"{
"id":"6ad8e297-demo-a8df-va86-da0f885ccb98",
"ip_version":4,

“type":"5_bgp",
"ip_address":"88.*** *** 188",
"charge_mode":"bandwidth",
"bandwidth_id":"d290f1ee-demo-a8df-va86-d701748f0851",
"bandwidth_size":300,
"bandwidth_name":"vpngw-bandwidth-1392"

}

"created_at":"2025-06-15T08:56:09.386Z",
"updated_at":"2025-06-15T11:13:13.6772",
"access_vpc_id":"0cf79a3f-demo-a8df-va86-d7ace626b0fa",
"access_subnet_id":"f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode":"active-active",
"policy_template":{
"ike_policy":{
"authentication_algorithm":"sha2-256",
"encryption_algorithm™:"aes-128-gcm-16",
"dh_group":"group21",
"lifetime_seconds":86400

Ui

"ipsec_policy":{
"authentication_algorithm":"sha2-256",
"encryption_algorithm™:"aes-128-gcm-16",
"pfs":"disable",
"lifetime_seconds":3600

}

}
%
"request_id":"33a2b77a-65f9-4fa0-90bd-4bd42038eb41"
}

VPNIRZSTS “BlliEZsh” , BEHEM.
{

"error_code":"VPN.0003",
"error_msg":"resource (type=GATEWAY, ID=ff9bdca6-demo-a8df-va86-e4bcclea52bc) is not
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ready, currently CREATING",
"request_id": "abafe41c-7744-41af-bf3d-4452872af799"
}

N
52 0A.2 K&

4.1.1.6 & VPN Ri<

TIRENR
TRIEVPNRIXID, MIBRISERIVPNII . EiRFEHERAVPNRIXSEE T B8/ AEP,
B R B SRS S /A AEIP, BNTEMR.

AR5
ESM3 AMTEBAPI

URI

DELETE /v5/{project_id}/vpn-gateways/{vgw_id}

% 4-52 ¥R

B i) =AY | %A
%
project_id String 2 IREID, aILABIdIkEIRE IDZREVRE
ID.
vgw_id String = VPNRIXELAIID,

BRHE
o EREBH
To
o BEKIESI

DELETE https://{Endpoint}/v5/{project_id}/vpn-gateways/{vgw_id}

NARLHR
o NS
IREIAZSEE 204: BIRALIN .
o MRAER)

VPNIRZES “BlEZsh” , MIBREM.

{

"error_code":"VPN.0003",

"error_msg":"resource (type=GATEWAY, ID=ffobdca6-demo-a8df-va86-e4bcclea52bc) is not ready,
currently CREATING",

"request_id": "1d94a4e8-fdc2-7bfd-943e-19bfa9b234ac"
}
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N

52 0A.2 K&HL.

4.1.1.7 &if VPN R FHX (V5)

Ihee 4
BiGVPNRXETREX, A SEEELVS. 132O8 D> (FIa0IPve. BSZuhmEf FE ) o
BRI
1523 AMTREEAPI,
URI
GET /v5/{project_id}/vpn-gateways/availability-zones
% 4-53 SR
2R i) =/Y | WA
i%
project_id String 2 IREID, aILABIdIREIER B IDFRENRE
ID,
IBKER
o EKREH
o
o IERIFHI
GET https://{Endpoint}/v5/{project_id}/vpn-gateways/availability-zones
IRALHR

o RS
IR[EPMRZRS I 200: successful operation,

% 4-54 IR Body 2%(31%&

B it ik
availability_zo | AvailabilityZo | AfAKX%IZ.
nes nes object

request_id String 1BXKID,
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% 4-55 AvailabilityZones

B St faik
basic VpnGatewayA | BasicPxiiig .
vailabilityZon
es object
professionall VpnGatewayA | Professional1 it o
vailabilityZon
es object
Professional1- | VpnGatewayA | Professionall-NonFixedIPRIHIAE o
NonFixedIP vailabilityZon
es object
professional2 | VpnGatewayA | Professional2[ it
vailabilityZon
es object
Professional2- | VpnGatewayA | Professional2-NonFixedIPRIHIAE o
NonFixedIP vailabilityZon
es object
gm VpnGatewayA | GMMIEHIAE o
vailabilityZon
es object

LA E R KAAERISCRA] IS B EIE &% VPNIZHI & S22 VPN X R E RIS pecification

IR,

2 4-56 VpnGatewayAvailabilityZones

E= it R
vpc Array of String | KEXVPCEEPIRIAHXFIE,
er Array of String | KEXERZERIRII XTI,
N R4
{

"availability_zones": {

"basic": {

"vpc": ["cn-south-1f"],

"er": []
}

"professionall1": {

"vpc": ["cn-south-1f", "cn-south-1e", "cn-south-1c"],

"er": ["cn-south-1f"]
|ler|l: [llaZ1I|]
L
"professional2": {
"vpc": ["cn-south-1f", "cn-south-1e", "cn-south-1c"],
"er": ["cn-south-1f"]
|ler|l: [llaZ1I|]

b
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"Professional1-NonFixedIP": {
"vpc": [],
"er: []
%,
"Professional2-NonFixedIP": {
"vpc": [],
"er: []
%
ngm': {
"vpc": ["cn-south-1f", "cn-south-1e", "cn-south-1c"],
"er": [||cn_south_1f"]
}
by

"request_id": "b60309ab-812c-4269-9de4-fb9a65e6db16"
}
RS
TONH=
B2 A2 K&,

4.1.1.8 &if VPN MXAJAHX (V5.1)

Ihee 4R

EiGVPNMXEBX, MAASELVSEOEZ (HIaNIPve. BBt EHIFYE ) -
BRABE

15203 U{EiEREAPI,
URI

GET /v5.1/{project_id}/vpn-gateways/availability-zones

xR 4-57 SHIHA
B i) =5Y | %A
%
project_id String 2 IREID, aILABIdIRENER B IDFREVRE
ID.

I5RiHE
o BEXRBH
o
o IEREA

GET https://{Endpoint}/v5.1/{project_id}/vpn-gateways/availability-zones

NaRLER
o NS
IREYAZSAZ ST 200: successful operations,
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% 4-58 IR Body 2%(31%

2R Ry iR
availability_zo | Array of AKX,
nes ExtendedAvail

abilityZone

object
request_id String BXKID,

R 4-59 ExtendedAvailabilityZone

L= i) 1k

name String AHXZFR,

public_border_ | String LHBRH,

group

available_specs | Array of Zo] X FoliEAIVPN IR AES -
AvailableSpec
object

& 4-60 AvailableSpec

E= St ik

flavor String VPN A o

attachment_ty | String o INAEIRER: VPNRIKAIFEAET
pe o HUESEE:

vpc: EIAFABE =,
er: BIVERAIZE,

ip_version String VPN MR PHMYARZS o

LI )V =271
{

"availability_zones": [
{
"name": "cn-southwest-242a",
"public_border_group": "center",
"available_specs": [

{

"flavor": "Basic",

"ip_version": "ipv4"

"flavor": "GM",

"ip_version": "ipv4"
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"flavor": "Professional2",
"attachment_type": "vpc",
"ip_version": "ipv6"
}
1
}
1
"request_id": "9c114ae240ac4e2afdedc113fadae34c"
}
R
B2 A2 K&,
4.1.1.9 &if VPN MXIRHZE
ab
INREN4A

HRIEVPNRIXID, EifHEEVPNRXAIEREZR .

ARTSE

5203 STERAPI,

URI
GET /v5/{project_id}/vpn-gateways/{vgw_id}/routing-table
%= 4-61 2E0HA
2R i) =/Y | WA
i%
project_id String 2 IREID, aILABIIIREER B IDFRERE
ID,
vgw_id String = VPNXID,
BKER

. EREH
Ee
o BRI

GET https://{Endpoint}/v5/{project_id}/vpn-gateways/{vgw_id}/routing-table

AREHER
o MRS

IREMAZSREA 200: EifIR .
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% 4-62 IR Body 2%(31%&

2R il T
routing_table | Array of Route objects | $§EVPNMZAIIEHZE
total_count Long ZME THIBAREEH
page_info ResponsePagelnfoV3 | o REE
& 4-63 Route
B E-Sic) R
destination String IR B Rttt
nexthop String T—BkIPiBE
outbound_interface_ip | String HiZEO Pt
origin String o IHALINAA: BGPIEHIMIIRH
kiR
o BYESEE: igp, egp,
incomplete
as_path String BGPEEHIAJASERIZ
med Integer BGPEEEHAIMED{E
nexthop_resource NexthopResourc | IZIEHAXIMAI T—BEZRR
e object
R 4-64 NexthopResource
E=4 i) ik
id String T—HEIRAYID, UUIDAER
type String o INEEIRBE: T—BERIRAVRIREE
o HUESEE: vpn_gateway,
vph_connection, er

% 4-65 ResponsePagelnfoV3

=1 Sl ik
current_count Integer HESIRPREHE
next_marker String T—RAYmarker,
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a. BEAMIERIKELERAIVPNMIXK
{

"routing_table": [

"destination": "192.168.0.0/24",
"nexthop": "192.168.0.240",
"outbound_interface_ip": "192.168.0.240",

"origin”: "igp",
"as_path": "64513",
"med": 0,

"nexthop_resource": {
"id": "fd8e4220-cdcd-4c84-809e-09fd3148b24b",
"type": "vpn_connection"

}
}
{
"destination": "222.69.222.1/32",
"nexthop": "169.254.1.2",
"outbound_interface_ip": "169.254.1.1",
"origin": "igp",
"as_path": "64513",
"med": 0,
"nexthop_resource": {
"id": "e3c28cc1-fb34-4acd-97f9-29d8e42efe0f",
"type": "vpn_gateway"
}
}
{
"destination": "222.69.222.2/32",
"nexthop": "169.254.2.2",
"outbound_interface_ip": "169.254.2.1",
"origin": "igp",
"as_path": "64513",
"med": 0,
"nexthop_resource": {
"id": "85d31993-f519-49ea-8d2e-7afeffb8ef5e",
"type": "vpn_connection"
}
}
1
"total_count™: 3,
"page_info": {
"current_count": 3
}
}
7NN
B2 A2 KB,
4.1.1.10 E£& VPN RKIE+H
&)
TIRENR

EZEX _EEIEBHIFATR

AR

523 WNMEiERAPI,
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URI
POST /v5/{project_id}/vpn-gateways/{vgw_id}/certificate
& 4-66 =#45HA
2R S =Ry | Ek
ik
project_id String g2 IRHID, aILAEIZAENIRE IDFREVIRE
ID,
vgw_id String = EZERXID,
IBREE

o IBRBY

& 4-67 CreateVpnGatewayCertificateRequestBody

B E- Sl =AY | fEr
1%
certificate CreateVpnG | 2 VPN IEBITER .
atewayCertif
icateReques
tBodyConte
nt object

2R 4-68 CreateVpnGatewayCertificateRequestBodyContent

BiR

e

=AY

=3

R

name

String

N

IHAGHAR: VPNRIKEIEBEFR .
EVESBE: 3-631F=. i
F. BXFHE, 3 (\ube00 -
\uofas). _(T&ILk). -(hkLk). .
(BEXAH) .

ZHANE: FERNSBEmERIERA
vpngw-*gZ TR, FIEN: cert-
ad5b,

certificate

String

f

IhREHAR: BZiIEPH.
EVESEE: 1-4096 7 FF,
IR EZRIECAIES .
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B S B | iR

private_key | String = o INEEIHEH: EEEZIUERTAR.

o EUBETGE: 1-40967MFF,
S5&ZIEBRY L AITES

ali

certificate_ch | String INREIRAE: CAIEBHE.

amn o EVESEE: 1-819270%%,
RS EZEICATES,

enc_certificat | String 2 o INEEIRAR: ANZNIESR.

€ o EVESEE: 1-40967Z7%,
IR EZEAECAIES

enc_private_ | String = o INEEEA: EEMNEIERFAR.

key o EUESEE: 1-40961FFF .

SINEEBRINALE

o IEKREA

POST https://{Endpoint}/v5/{project_id}/vpn-gateways/certificate

{

"certificate": {

certificate": "----- BEGIN CERTIFICATE----- AN\ - END CERTIFICATE-----

"private_key": "----- BEGIN EC PRIVATE KEY-----\n*******\n____ END EC PRIVATE KEY----- g
"enc_certificate™: "----- BEGIN CERTIFICATE----- \n#rre\ 0 END CERTIFICATE----- ",
"enc_private_key": "----- BEGIN EC PRIVATE KEY----- A\2 Il (g EESES END EC PRIVATE KEY----- .
"certificate_chain™: "----- BEGIN CERTIFICATE----- AN\ END CERTIFICATE----- "

I AzHR
o NS
IR[EYRZERZ S 201: successful operation,

% 4-69 [ Body S#5%

=T it ()%

certificate VpnGatewayC | VPNRIZKIFPITE .
ertificateConf
ig object

request_id String B3KID,
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2 4-70 VpnGatewayCertificateConfig

2R ESid) )%

id String e IHAEIRAA: VPNMIFEIEEID,
o &= 36{UUID,

name String o INEEHEA: VPNMIEIEBEZIR,

o EUEEE: 3-631F&F. XiFH=F. &
XFH., A3 (\u4e00 - \udfas). (T
¥zk) . -(PRLk) .

vgw_id String o INAEIRAR: VPNMIEID,
e 18=: 36{1UUID,
issuer String o INEEIREE: EESRIEPMAE.
o HEUESEE: 1-25671MNFF,
signature_algo | String o INEEIRER: EEEZIIBEZE L.
rithm o EUEBE: 1-6440F7,
certificate_seri | String o INECIHER: EREZIEEFIIS,
al_number o EUETEE: 1-64724,
certificate_subj | String o INECIHER: BLZIFBFERE,
ect o EUEEE: 1-25670FH.
certificate_expi | String o INEEIHAER: EEEZIEHITHEATE,
re_time
certificate_chai | String o IHAEEIRAA: CAIFBRFEIIS.

n_serial_numb o HUETGE: 1-6471MFH,

er
certificate_chai | String o IfELIHER: CAUFB(ERZE.
n_subject o EUETEE: 1-25671F%.
certificate_chai | String o INREIHAR: CAIFPITHARTE,
n_expire_time

enc_certificate | String o INESIHAA: EEINZTIEFRYIE,
_serial_number o EVEGE: 1-641M=75.
enc_certificate | String o INAEHRR: INENEH(FERE,
—subject o EUETEE: 1-25671F7.
enc_certificate | String o INREEIRER: EEMNZEERISHEARTE,
_expire_time

created_at String o INBEIHAR: GUEERYE.

o [BRZHFA
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{

"certificate": {

- @i,

}
}

N

BZ20A.

"id": "73f072d8-demo-a8df-va86-2a755d95636f",

"name": "cert-dce7",

"vgw_id": "c7f1d3e3-0476-4a71-95a7-3ce8cbb969de",

"issuer": "C=CN,ST=Beijing,L=HaiDian,0=GMCert.org,CN=GMCert GM Root CA - 01",
"signature_algorithm": "SM3WITHSM2",

"certificate_serial_number": "16548506527294397241",

"certificate_subject": "C=CN,ST=beijing,L=beijing,0=huawei,OU=vpn,CN=hwcloud-vpn",
"certificate_expire_time": "2024-02-20T15:41:39+08:00",

"certificate_chain_serial_number": "12369133709000538078",

"certificate_chain_subject": "C=CN,ST=Beijing,L=HaiDian,0=GMCert.org,CN=GMCert GM Root CA

"certificate_chain_expire_time": "2039-07-11T720:31:33+08:00",
"enc_certificate_serial_number": "16548506527294397242",

"enc_certificate_subject": "C=CN,ST=beijing,L=beijing,0=huawei,OU=vpn,CN=hwcloud-vpn",
"enc_certificate_expire_time": "2024-02-20T15:43:26+08:00",

"created_at": "2023-03-30T10:47:16.657+08:00"

2 K&

4.1.1.11 &y VPN RSTERES

hRENA

HRIEVPN

ARTIE

RXID, EIEVPNRKXESARNES.

15203 AMEERAPI,

URI

GET /v5/{project_id}/vpn-gateways/{vgw_id}/certificate

% 4-71 SEURA

BR Sl R
project_id String InHid,
vgw_id String VPNRIZSEHIID

\i hJ 4
'=E 7&1%\

o IBRBY

To

o EREH

GET https://{Endpoint}/v5/{project_id}/vpn-gateways/{vgw_id}/certificate
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IALEE
o [INS%L
IRENURZSRS S 200: EERIN
% 4-72 R Body 2755
B - Jid] i
certificate VpnGatewayC | IEBIIR,
ertificate
object
request_id String BXKID,
& 4-73 VpnGatewayCertificate
B 2681 g
id String o INREIHER: VPNMIEIERID,
o 3. 36{UUID,
name String o INREIRER: VPNRIFIEBZIR,
o EUESEE: 3-631FEfF. IFHF. &=
XF&, $3Z(\u4e00 - \u9fas). _(F
X&) -(PRIZ) . .(RXAR).
project_id String o INREIHER: FAPRIIREBID.
o EUEEE: 1-641MFF
vgw_id String o INHBEIRER: VPNRMIID,
e ’&=: 36fZUUID,
status String o INREIHAR: MFEIEBIRZE,
o EUETEHE:
- BOUND: BBt
- FAULT: XBrKM
- BINDING: Bt
issuer String o INEEIHEE: EESKIEBMAE .
o EUESEE: 1-2561NFFF.
signature_algo | String o IfEEIRAR: EELZIAERBEZEE.
rithm o EUETEE: 1-644F.
certificate_seri | String o INRCIHER: EXEEZILEFIIS,
al_number o EUEBE: 1-641NFH.
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2R =i A
certificate_subj | String o IPBEEIHAR: SZIEPFEEE.
ect o EUESEE: 1-2561FF.
certificate_expi | String o INEEEE!: EREZIEBITEARTE.,
re_time
certificate_chai | String o INREIHAR: CAIFBFEIIZ.
n_serial_numb o EUEEE: 1-64MFH,
certificate_chai | String o INREIHER: CAIFB(ERE.
n_subject o HUESSE: 1-25671FH.
certificate_chai | String o INBEIRER: CAIFRIZHARTE.
n_expire_time
enc_certificate | String o IfEEIHER: EEMELEBFIIS.
_serial_number o EUEBE: 1-6470=7,
enc_f:ertificate String o INESIHAR: MNZMEP(FERE.
_subject o EWESEE: 1-2567F,
enc_certificate | String o INEEIRAE: EZEINZNEPITEARTE,
_expire_time
created_at String o INREGRE: ClUEEAYE],
updated_at String e INEEURA: EFRATIE],

o IWRzAFAI
{

"certificate":
{
"id": "18b81966-demo-a8df-va86-51db2ae6cfbd"”,
"name": "cert-ces-test",
"project_id": "06057689f680d5762f7fc008c77b8891",
"vgw_id": "b1€94931-demo-a8df-va86-ec906c458ba7",
"status": "BOUND",

"issuer": "C=CN,ST=Beijing,L=HaiDian,0=GMCert.org,CN=

"signature_algorithm": "SM3WITHSM2",
"certificate_serial_number": "16548506527294397241",

GMCert GM Root CA - 01",

"certificate_subject": "C=CN,ST=beijing,L=beijing,0=huawei,OU=vpn,CN=hwcloud-vpn",

"certificate_expire_time": "2023-03-21T07:41:392",

"certificate_chain_serial_number": "12369133709000538078",
"certificate_chain_subject": "C=CN,ST=Beijing,L=HaiDian,0=GMCert.org,CN=GMCert GM Root

CA-01",
"certificate_chain_expire_time": "2023-03-21T01:31:33Z",

"enc_certificate_serial_number": "16548506527294397242",
"enc_certificate_subject": "C=CN,ST=beijing,L=beijing,0=huawei,OU=vpn,CN=hwcloud-vpn",

"enc_certificate_expire_time": "2023-03-21T07:43:26Z",
"created_at": "2023-03-14T07:48:13.705Z",
"updated_at": "2023-03-14T07:48:13.887Z"

}
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AP &%

4 API

N

&b
IHEEN4A

AR

URI

IEXRHE

BS A2 KEE,

4.1.1.12 E§ VPN RKIEH

SEFTEFEZEVPNIKER(ERRES, BFRIEBRIR. KRIEH. 2B, =
IEH. INZFATAFICAIERHE

5203 STERAPI,

PUT /v5/{project_id}/vpn-gateways/{vgw_id}/certificate/{certificate_id}

3+ 4-74 153K path 2#51%

2R E- St ik

project_id String InHID,

vgw_id String VPNRIXSERIID
certificate_id String VPNRFEUFEID,

2 4-75 UpdateVpnGatewayCertificateRequestBody

B E-Sit] =AY | iR
%
certificate Updatevpn | £ VPN IEBITR .
GatewayCer
tificateRequ
estBodyCon
tent object
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AP &%

4 API

N RzHZ

& 4-76 UpdateVpnGatewayCertificateRequestBodyContent

B 5] =/ | #A
i
name String & o INBEIRAA: VPNRIFEIERZFR,
o EVUESBE: 3-637FfF. i

F. BXFH. F3(\u4e00 -
\udfa5). _(TXI). -(FXlLk). .
(RXHR) .

certificate String & o INEEHAE: EZRSZITIHHREM
RAEFNERBIRATLURNE

o EUESBE: 1-409671MFFF,
private_key | String & o INEEIREE: EESZIEPEFATA, W

RAREFNEPBIRATLURNE

o EUESBE: 1-409671M=F%F,
certificate_ch | String = o INREIHAR: CAIFBAZE, MNER
ain BFNIEBRFRALARNME,

o EUESEE: 1-819271FF,
enc_certificat | String B o INEEIHER: EEIZEBASR, W
e RAFEFMEPBRTLUAAME,

o EUESBE: 1-409671MF%F,
enc_private_ | String & o INEEIREE: EEINZEERFATA, a0
key RAFEFMEPBRTLUAAE,

o EUESBE: 1-409671MN=F%F,
I=El
POST https://{Endpoint}/v5/{project_id}/vpn-gateways/{vgw_id}/certificate/{certificate_id}

{
"certificate": {
name": "cert-dce7",
certificate": "-----BEGIN CERTIFICATE----- A\ lsicieisiod Vo EESE END CERTIFICATE-----
"private_key": "----- BEGIN EC PRIVATE KEY----- \nFrREER\ 0 END EC PRIVATE KEY-----
"enc_certificate": "----- BEGIN CERTIFICATE----- A\ g ikl | s BESE END CERTIFICATE-----
"enc_private_key": "----- BEGIN EC PRIVATE KEY----- \ R\ END EC PRIVATE KEY-----
"certificate_chain": "----- BEGIN CERTIFICATE----- \nFrRER\ END CERTIFICATE-----
}
}
) E=S5

IR[EYAZSHES/9200: successful operation,

MAERRAS 01 (2025-06-25)
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& 4-77 aRL Body 2#5%
B - St R
certificate VpnGatewayC | VPNRIKIEHEITR
ertificateConf
ig object

request_id String BKid,
< 4-78 VpnGatewayCertificateConfig
B E- St 1k
id String o INREIRAE: VPNMISEIERID,

e 1&x(: 36fZUUID,
name String o INAEIHAE: VPNRIFEIEREZR.

o BUEEE: 3-631FfF. IFHF. &

N=ZH8. 33 (\ude00 - \udfas). (T~
¥iZe) . -(hllL) .

vgw_id String o LNESIHER: VPNRIID.

e II(: 36{ZUUID,
issuer String o INEEINER: EEERIEPMAS .

o EUETEE: 1-2567=F,
signature_algo | String o INREIHEA: EEEIRIEREIF L
rithm o EVESEE: 1-641MF7.
certificate_seri | String o INEEIHEE: EEESRIERFIIS.
al_number o EUETBE: 1-640FH.
certificate_subj | String o INEEIHEE: EESRIERFERE.
ect o EVETBE: 1-2561FF,
certificate_expi | String o EEBZIFHITHARTE .
re_time
certificate_chai | String o INELIHER: EZCAIFBRFEIIS.
n_serial_numb o EUEBE: 1-647FH,
certificate_chai | String o INREIHAR: EZCAIEBERE.
n_subject o EVESEE: 1-2561MF%.
certificate_chai | String o INREHER: EZRCAIFBIZHARTE .,

n_expire_time
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B 281 fR
enc_certificate | String o INRGIRAR: EZEMZBLERFIIS,
serial_number N -
- - o EUEEE: 1-641MFF.
enc_certificate | String e INEGIRER: EZINZHERERE,
subject .
-t o EUESEE: 1-2567145.
enc_certificate | String o INEEIHAR: EZNIZIEHITHEERTE],
_expire_time
created_at String o INEGIHER: GliEATE,
o IRZAEA
{
"certificate": {
"id": "73f072d8-demo-a8df-va86-2a755d95636f",
"name": "cert-dce7",
"vgw_id": "c7f1d3e3-0476-4a71-95a7-3ce8cbb969de",
"issuer": "C=CN,ST=Beijing,L=HaiDian,0=GMCert.org,CN=GMCert GM Root CA - 01",
"signature_algorithm": "SM3WITHSM2",
"certificate_serial_number": "16548506527294397241",
"certificate_subject": "C=CN,ST=beijing,L=beijing,0=huawei,OU=vpn,CN=hwcloud-vpn",
"certificate_expire_time": "2024-02-20T15:41:39+08:00",
"certificate_chain_serial_number": "12369133709000538078",
"certificate_chain_subject": "C=CN,ST=Beijing,L=HaiDian,0=GMCert.org,CN=GMCert GM Root CA
- 01",
"certificate_chain_expire_time": "2039-07-11720:31:33+08:00",
"enc_certificate_serial_number": "16548506527294397242",
"enc_certificate_subject": "C=CN,ST=beijing,L=beijing,0=huawei,OU=vpn,CN=hwcloud-vpn",
"enc_certificate_expire_time": "2024-02-20T15:43:26+08:00",
"created_at": "2023-03-30T10:47:16.657+08:00"
}
}
RS
152 A.2 K& .
4.1.1.13 F+£% VPN RIX
ab /A\$D
INRENA

FHRVPNRI .
AREE
5203 W{TEAAPI,

URI

POST /v5/{project_id}/vpn-gateways/{vgw_id}/upgrade
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F+ 4-79 53K path 2¥51%
B i) fER
project_id String InHID,
vgw_id String VPNRIFKSEAIID
IBKER
o EKRESH
& 4-80 UpgradeRequestBody
2R it =EY | R
i
action String = o INRSIHAR: FHRIR(E
o EUESEHE:
- start
- finish
- rollback
o iEKEES
POST https://{Endpoint}/v5/{project_id}/vpn-gateways/{vgw_id}/upgrade
{
"action": "start"
}
IRLER
o MRS
IR[EYRZERSF9202: successful operation,
% 4-81 UKL Body 2%(31%&
B i) A
job_id String {£55id,
request_id String BKid,
o [IRZAFH
{
"job_id": "c7f1d3e3-0476-4a71-95a7-3ce8cbb969de",
"request_id": "73f072d8-demo-a8df-va86-2a755d95636f"
}
RS
B2 A2 K&,
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4.1.1.14 EHFRIESIIE

TORENA

ARSI

URI

BERHE

NaRzHR

EWRRESIIR

523 WMTEAPI,

GET /v5/{project_id}/vpn-gateways/jobs

X 4-82 SH15A

2R i) Z2/Y | HA
i%
project_id String = INEID, aJLABIIIREINE IDZRERE
ID,
& 4-83 15K Query SHFIE
B -5t =AY | A
ik
resource_id String & FEID,

o IBKREH
o
o iEREAHI
a. BERFBERIRES.

GET https://{Endpoint}/v5/{project_id}/vpn-gateways/jobs

b. #R#Eresource idEHEBE(ES,

GET https://{Endpoint}/v5/{project_id}/vpn-gateways/jobs?resource_id={resource_id}

o NS
IREMAZISH 200: G
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2 4-84 UKL Body 2#%1%

E= i) R
jobs Array of Job FBEE,
objects
request_id String BXKID,
2 4-85 Job
E= it R
id String o INAEEHAR: {F53ID,
o #&x(: 36fZUUID,
resource_id String o IPEEIHER: VPNMIXZFIRID,
o 1&=(: 36fZUUID,
job_type String o INEEIREA: {E553EE,
o HUESEE!: upgrade, rollback,
status String o IfEEIHEA: VPNMEIRZS,
o EVEEHE:
upgrading: F&k,
pending_upgrade_confirm: ZE&FHK
iAo
success: FHRREI.
rolling_back: [Ei&H,
rollback_success: [EIZREIN.
fail: FREM,
created_at String o IHBEIHAR: GUEERYE.
o UTCHIEIEZN: yyyy-MM-
ddTHH:mm:ss.5552,
finished_at String o INEGIHAR: ZLTRAtdiE),
o UTCRIIENEZ: yyyy-MM-
ddTHH:mm:ss.5552,
%5 4-86 SubJob
E= it ik
id String o IfEEIHBA: 551D,

¥&=t: 36{ZUUID,

MAERRAS 01 (2025-06-25)
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B St ik
job_type String o INAEIRER: {E55REL,
o HUEEE:
— prepare_resource
- upgrade_worker_1
- upgrade_worker_2
status String o INEGIRER: 1ERIRZE,
o HUEEE:
- init: #08AK
- upgrading: FHZKkF
- success: FEBIN
- fail: AHREW
created_at String o INEGIRAR: GUZEERTE.,
o UTCHIEIE: yyyy-MM-
ddTHH:mm.ss.S55Z,
finished_at String o INEEIRER: Z55RAd(a),
o UTCHIEIME: yyyy-MM-
ddTHH:mm.ss.S55Z,
error_message | String o INEEIRER: FEhR(ER
LI )z =207
{
"request_id": "8dfd314d50caab38ccc40e4df2213eda",
"jobs": [
{
"id": "e3be04c3-0b62-45d8-b1dc-f4785c96412e",
"resource_id": "b3eb2b86-2a6d-41f2-835f-879021764b84",
"job_type": "upgrade",
"status": "success",
"created_at": "2025-06-04T03:29:01.855Z",
"finished_at": "2025-06-04T03:29:33.085Z",
"sub_jobs": [
{
"id": "80c103ab-61b9-4e74-8e47-fd78ac6177eb",
"job_type": "prepare_resource",
"status": "success",
"created_at": "2025-06-04T11:28:01.926+08:00",
"finished_at": "2025-06-04T11:29:03.993+08:00",
"error_message": ""
B
{
"id": "b035cd1c-b9f4-4b05-b9af-b8fcf75eaeba"”,
"job_type": "upgrade_worker_1",
"status": "success",
"created_at": "2025-06-04T11:29:01.926+08:00",
"finished_at": "2025-06-04T11:29:14.993+08:00",
"error_message": ""
B
{
"id": "db3dabe1-60a0-45ff-91b7-735aff90a3dd",
"job_type": "upgrade_worker_2",
"status": "success",
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"created_at": "2025-06-04T11:29:01.931+08:00",
"finished_at": "2025-06-04T11:29:33.037+08:00",
"error_message": ""
}
1
}
}
RS
ES A2 RSB,
4.1.1.15 HBREEESZENCR
IgeN A
RIBESSID, MERIEERIESICR-
ARRE
15203 WTEAHBAPI,
URI
DELETE /v5/{project_id}/vpn-gateways/jobs/{job_id}
2 4-87 2#45 B8
2R i) =&Y | kA
ik
project_id String 2 IREID, BLABIIIRENIRE IDFREIRE
ID,
job_id String y {F531D,
BKEE
o EkBH
To
o BRI
DELETE https://{Endpoint}/v5/{project_id}/vpn-gateways/jobs/{job_id}
MRLHR
o IHRISH
IRBUAZESRS D 204: MIBRALIN -
RSB
1%%)|_|LaA-2 )Iklu\ﬁg o
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AP &% 4 AP

4.1.2 SumpI K

4.1.2.1 SIS

ThEEN 4R
B AT S5 VPNREARIERIXTimR % o
ERRE
52 WATEFRAPI,
URI
POST /v5/{project_id}/customer-gateways
5 4-88 S
BR i =&Y | %A
i%&
project_id String = IRAID, BILUBIIIRENINE IDFAENIRE
ID,
BXRIER
. iEREH
& 4-89 BREY
B Sl =AY | i
1%
customer_ga | CreateCgwR | 2 customer_gatewayX$& .
teway equestBody
Content
object
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& 4-90 CreateCgwRequestBodyContent

B RE =AY | @R

oy | §f

o INEEIRBE: XimMIXBIR, AIERY
SBEERMEI A cgw-* 195
FRo #F0: cgw-21a3,

o EVESBE: 1-647MFF, HiFH
F. BYFH. $ (\ude0O -
\uofa5) . _ (X&) . - (hkl
%)..(H).

name String

iy

o INREIRAE: XFiHMEFRASERY,
o HUESEHE:
- ip: XRMIEARRZEE Aip,
- fqdn: XIHMFIHRERE S
PREE
o EIME: ip.

id_type String

el

IHEEIRAR: XTIRMFARRE .

o EUEEE: 1-1287MFF. 4
id_type Niphd, RAES Mo+l
IPvAttitiE (%0192.168.45.7 ) ; 24
id_typeAfqdnit, RIEEX/NG
FE. HFWIFHRTS, s3T50
THEBRZRF: & <> [V ]\,
=L ? .

id_value String

iy

o INREIRAE: XFiHMIEHIBGPEAE
wmS,

o HVESEE: 1-4294967295,

o ZR: Hid_typeNiplIAEE, &
WAE,

bgp_asn Long

ca_certificate | CaCertificat o INREIHER: XFimMIECAIEE, 6
eRequest EEREIXY im M XA EE L& o
object

iy

iy

o INEEHHA: 1FRIIR,
o AR RBES20M,

tags Array of
VpnResourc
eTag object
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N Rz

& 4-91 CaCertificateRequest

B i) =EY | A
i

id String & IhAeiRg: IEPID,
¥: 36{ZUUID,

content String & INEEIAR: XSimM X CAIEH A
B
BUESEE: 1-819210=F .

% 4-92 VpnResourceTag

2R i) =/Y | A

pri

key String = THEEWRE: TREERIRE
EUESEE: 1-1281M=F%, S
F. BXFH. . ERFE.
#HiE. =1, LURUTERF: =
+-@,

value String = Ihgeiil: REHYE.
EUESTE: 0-2550F1F, S
F. BYFH. . ERFE.
#HiE. =1, LURUTER: =
+-@,

=EEl

POST https://{Endpoint}/v5/{project_id}/vpn/customer-gateways

{

"customer_gateway": {

: "cgw-2abf",
"id_type": "ip",

"bgp_asn": 65000,
"ca_certificate": {
"content";

}
}
}

) VE=25

IREMAZSAD S 201: BIEERRIN.
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% 4-93 K Body S#71%&
B -3t )%
customer_gate | ResponseCusto | customer_gatewayX4sR,
way merGateway
object
request_id String BKid,
& 4-94 ResponseCustomerGateway
B St f#iA
id String o INREIREA: XJumMIKAYID.
e 1&z{: 36fIUUID,
name String o INRLIHER: XTIRMFESZFR,
o BUEEE: 1-641FFF, BIEHF. &
N=FE. B3 (\ude00 - \uofas). _(F
jzug%)\ _(I:Fljzué%)o
id_type String o INAGIRAA: ITURMIKIRAZEERY,
o HUESEE:
- ip: MRk RIRRZEE Aip,.
- fqdn: XiRMNXIRRER S EIRES
BAo
id_value String X it PO KRR
bgp_asn Long XFimMXAIBGPEIAIHRS . (XXid_type

HipHFiR[E .

ca_certificate

CaCertificate
object

i KCAIERBER o (XNEXSimMKGEE
CAIEBATIRE] .

created_at String o BlIFERTE,
o UTCHIIEI&N: yyyy-MM-
ddTHH:mm.ss.S552,
updated_at String o EBfe—IXREFATIE .
o UTCHIIEI&ZN: yyyy-MM-
ddTHH:mm:ss.S552,
tags Array of mEFIE.
VpnResourceT
ag objects
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& 4-95 CaCertificate

B Syt fiHid

id String IUERID,
serial_number | String WEBFIIS,
signature_algo | String BEEE

rithm

issuer String IEPMAE

subject String UERFERE
expire_time String UEBId HARTIE]
is_updatable boolean EEEEEEBHE

& 4-96 VpnResourceTag
R it ik

key String o INACIRAR: IREHIE.

o EUESEE: 1-1281FF, XiFH=F.
BYFE, 7. ARFE. @i T
$§7 L\/L&Ly\—lzifg _-::+'@o

value String o INEEIRAR: FREAVE.

o EUESEHE: 0-25571FF, iEHHM=E.
BYFH., B, mPFE. g5 T
1%; D)\&D)\T?fg _-::+'@o

V.

/.

LI )V =271
{

"customer_gateway": {
"id": "03c0aa3d-demo-a8df-va86-9d82473765d4",

"bgp_asn": 65000,
"ca_certificate": {

"signature_algorithm": "SM3WITHSM2",
"issuer": "C=CN,0=a0002,CN=XXX",
"subject": "C=CN,0=a0002,CN=XXX",
"expire_time": "2039-07-11T07:34:227",
"is_updatable": true

I

"created_at": "2025-08-13T02:34:56.784574762Z",

"updated_at": "2025-08-13T02:34:56.784574762Z"

by
"request_id": "7e0383bf-a7fb-461b-a926-baa8a795bf1a"

}

T

52 0A.2 K&
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AP &% 4 AP

4.1.2.2 EiFxFigkIxE
Ihee 4R

IRESHRMEID, BEISEITTERRE .,
ARBEx

152 IAMEEFAPI .,

URI
GET /v5/{project_id}/customer-gateways/{customer_gateway_id}
& 4-97 2#45 8
B E-it) =R | ik
i%
project_id String = IREID, aJLABId3kEI R IDFRENRE
ID,
customer_gat | String = Xt iwMIKID o
eway._id
IBREE

o EREA

GET https://{Endpoint}/v5/{project_id}/customer-gateways/{customer_gateway_id}

NaRzHS
o IARIBH
IREMAHS S 200: EiERY.

% 4-98 N Body S#5%

R it IR
customer_gate | ResponseCusto | customer_gatewayyd&,
way merGateway
object
request_id String B3Kid,
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= 4-99 ResponseCustomerGateway

2R ESid) )%
id String o IfEEIRAA: XJuimMKAYID,
o #&z{: 36{iZUUID,
name String o INRSHAA: YHiHEMIXEZER,
o BUBEE: 1-641FFF, ST, &
XF8. $F3Z (\ude00 - \u9fas) . _
(—F“ZU%) N '(Epiug%) ~ (I;i\\) o
id_type String o IfEEIRAA: XJumPRFRiRSEE!,
o EVESEHE:
- ip: XimMEFRRZER ip,
- fqdn: JimMEARRSEE N2 IRE
2o
id_value String XTI KARIR(E
bgp_asn Long TimP EAIBGPRIGEHRS . {NHid_type

HipAFiR[E],

ca_certificate

CaCertificate
object

iR KCAIEBER o (N3 KGEE
CAIEBATIR[E]

created_at String o BIiERTE,
o UTCEHEIRETU: yyy-MM-
ddTHH:mm:ss.5552,
updated_at String o H5—IXEFRATIE,
o UTCHIIEHEIN: yyyy-MM-
ddTHH:mm:ss.5552,
tags Array of mEFIER
VpnResourceT
ag objects
2% 4-100 CaCertificate
B E-Sit) R
id String IEBID,
serial_number | String EBFRIIS,
signature_algo | String TEE X,
rithm
issuer String UEPMAE
subject String IERERE.
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B 281 fR
expire_time String UEBId HARTIE]
is_updatable boolean EREEMEBAS.
2 4-101 VpnResourceTag
B il A
key String o INBEIIER: IRESHVHE
o EUEBHE: 1-1281M=FFF, TIFHFE.
BXFE, P, ARFE. @5 T
*g ) L\/L&Ly\—lzifg . _-::+'@ o
value String o INREIREH: FRERYES
o EUESEME: 0-2550FFF, TiFH=F.
BXFE. FX. ARFE. 85 T
1% ’ D)\&D)\T?fg . _-::+'@ o
o IR
{
"customer_gateway": {
"id": "03cO0aa3d-demo-a8df-va86-9d82473765d4",
"name": "cgw-ba08",
"bgp_asn": 65000,
Ilid_typell: "ip",
"id_value™: "10.%** *** 21",
"ca_certificate": {
"serial_number": "14257156674311863338",
"signature_algorithm": "SM3WITHSM2",
"issuer": "C=CN,0=a0002,CN=XXX",
"subject": "C=CN,0=a0002,CN=XXX",
"expire_time": "2039-07-11T12:31:33Z",
"is_updatable": true
h
"created_at": "2025-08-13T02:38:05.09035Z7",
"updated_at": "2025-08-13T02:38:05.09035Z"
"tags": [J,
b
"request_id": "8111d315-5024-45c9-8ee3-5ef676edb0d1"
}
RS

B2 A2 WS,
4.1.2.3 EiFg¥tighiXyIFE

ab
ThEEN AR

BRI KIIR
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FEE FAMIES

APl &%& 4 API
RARBE
B2 AR BAPI,
URI
GET /v5/{project_id}/customer-gateways
£ 4-102 2% BH
2R ESid] =&Y | kB
ik
project_id String = IREID, aILABIdIkEEE IDZRERE
ID.
% 4-103 153k Query 2%51%
2FR - Sid] =AY | fk
i
limit Integer & o INEEIHAER: D IREGEIUREIRYC
o HBYESEBE: 0-200,
e ZKIAME: 200,
marker String £ o INEEINAER: EAARRAVEEIAIRCHL,
HNERTAEEE—R, EE TR
markera] LARIE _E—RIg A9
page_infoXd& A AInext_markeriE
5.
o £9%R: WmSlimit—EefER,
BKEE
o BEXRBSH
o
o IEKIEH
GET https://{Endpoint}/v5/{project_id}/customer-gateways?limit={limit}&marker={marker}
TRz HE

o IS
IRENRZSEE S 200: EiEKIN,.
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FEILE M4
APl &%

4 API

= 4-104 uR Body 2#5I%&

E= i) (i35
customer_gate | Array of customer_gatewayXJ4s .
ways ResponseCust

omerGateway

objects
total_count Long P TITimN XS5
page_info Pagelnfo DRIER

object
request_id String BKido

2R 4-105 ResponseCustomerGateway

2R i iR
id String o INAELIRAR: XFimMFEAIID,
o T : 36{ZUUID,
name String o INEEIHAER: XFuRPIEZFR.
o EUESEHE: 1-641MFERF, IFH=F. =
XFE. B3 (\ude00 - \u9fas) | _
(_Fﬁug%) N7 (':FHZU%) ~ (ﬁ) o
id_type String o INALIRAR: XJimMIFARIAZEEY,
o EUETHE:
- ip: MimMXFRRZERip,
- fgdn: XimMRIMREE HLIRER
Ao
id_value String i KARIR(E -
bgp_asn Long XHimMIKHIBGPEIGERS . (X=id_type

RiphhRE,

ca_certificate

CaCertificate
object

IFimMXCAIEBEE . N ITimMN X4 E
CAIEREHIR[E],

created_at String o BIiERTIE,
o UTCHIIENEZN: Jyyy-MM-
ddTHH:mm:ss.5552,
updated_at String o HE—IXEFRATE,

o UTCHYEIEZ: Jyyy-MM-
ddTHH:mm:ss.SS52,
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FEE FAMIES

APl &% 4 API
B 281 fR
tags Array of FrREgE
VpnResourceT
ag objects
& 4-106 CaCertificate
B 28 ik
id String UEBID,
serial_number | String EBFIS,
signature_algo | String BREL,
rithm
issuer String UERMAE .
subject String IERERE
expire_time String UEBIS HARTIE]
is_updatable boolean EREEEEBHE
2% 4-107 VpnResourceTag
B 28 )
key String o INEEIRAA: IREERIHEE
o EUEBE: 1-1281M=F1F, IFH=E.
BYFE., FX. ARFE. G5 T
*gy LJ&D)\T??& _-::+'@o
value String o INREIRER: REHYE.
o EUEEE: 0-2551FfFF, SIFH=.
BXFE, P, ARFE. EiE. T
1B, URLTFZER: _=+@,
% 4-108 Pagelnfo
2R it R
next_marker String T—mBImarker, {EXE—RXE NN
RE— 1 RIREBIERYE
current_count | Integer L ERFPRRH=E, S/NTFEIHBEKRE

ABlimitNI R RERE—R
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FEE FAMIES

APl &% 4 API
o R4
{
"customer_gateways": [{
"id": "e67d6e27-demo-a8df-va86-be9a0f0168e9",
"name": "cgw-a45b",
"id_type": "ip",
"id_value™: "100.*** *** 81",
"bgp_asn": 65588,
"ca_certificate": {
"serial_number": "14257156674311863338",
"signature_algorithm™: "SM3WITHSM2",
"issuer": "C=CN,0=a0002,CN=XXX",
"subject": "C=CN,0=a0002,CN=XXX",
"expire_time": "2039-07-11T12:31:33Z",
"is_updatable": true
h
"created_at": "2025-08-13T02:38:05.09035Z",
"updated_at": "2025-08-13T02:38:05.09035Z",
"tags": [1,
W
"id": "312067bb-demo-a8df-va86-09dc941bbffc",
"name": "cgw-21a3",
"id_type": "fqdn",
"id_value": "123***+*456"
"created_at": "2025-08-13T02:48:56.995988Z",
"updated_at": "2025-08-13T02:48:56.995988Z",
"tags": []
hif
"total_count™: 2,
"page_info": {
"next_marker": "2025-04-17T07:11:55.045Z",
"current_count™: 2
by
"request_id": "82a108d9-0929-42e9-adb7-e146c04c587c"
}
RS
B2 A.2 K&,
ALl
4.1.2.4 EFHXFuRRIK
ab 25
IjJEbfl\gn
RIEXIRMIKID, BHFEEIXTHMNX . SZIFEMBFRFIEIRIES, EXEHBSEHE
BRI IR,
\| N
ARBE
52 UMTERIAPI,
URI
PUT /v5/{project_id}/customer-gateways/{customer_gateway_id}
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FEILE M4
AP &% 4 AP

= 4-109 S5

BiR it =aY | R
%
project_id String 2 IRBEID, aILABIdIkEIR B IDFRENRE
ID,
customer_gat | String = FumMIEID
eway._id
BEXIHR
o IERSH
& 4-110 15Kk5H
=T i) EAY | R
1%
customer_ga | UpdateCgw | 2 customer_gateway I,
teway RequestBod
yContent
object

Z 4-111 UpdateCgwRequestBodyContent

2R il =/ | EA
i
name String B o INBEIHAR: MIXZFR.

o EVESGE: 1-641MFR, iTH
F. BYFHE. 3 (\ude0O -
\uofa5) . _ (T ) . - (hkl
%), . (=),

ca_certificat | CaCertificat | & o INAEIRAR: IJuHMECAIEH,
e eRequest
object
2 4-112 CaCertificateRequest
E=2 S =/Y | A
vi

id String & o INREAR: IEBID,

e #&={: 36fIUUID,
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FEILE M4
APl &%

WAGER

4 API
2R il AW | i
ik
content String & o INEEIRAER: XFumPRECAIEEA
B
o HUESBE: 1-819270FF,
BRI

PUT https://{Endpoint}/v5/{project_id}/customer-gateways/{customer_gateway_id}

{

"customer_gateway": {

"ca_certificate": {
llcontentu:l!******u

}
}
}

Ve
REMAZSFD S 200: BEFRLIN .

= 4-113 gK Body 2#7IE

B St iR
customer_gate | ResponseCust | customer_gatewayXdsR,
way omerGateway
object
request_id String BKido

R 4-114 ResponseCustomerGateway

B St ik

id String

o IfREIRAR: XJuwMIKAJID.

¥&=: 36{ZUUID,

name

String

INEEIRR: XFumPXEFR o

BEEE: 1-641MFF, BiFEHFE. =
XFHE. A3 (\u4e00 - \udfas). (T
¥zk) . -(PRZk) .

id_type

String

ThEgisiA: XJumbd XARIRSEE
BEsEE:

- ip: XuRMIKIRRZEE Aip.

- f:gdn: iR RATIRSEE N 2 IREE
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FEE FAMIES

4 API
E= it 1k
id_value String XFimMRA FFRIRE o
bgp_asn Long i XHIBGPEIGIHRS . (XHid_type
RipAhiRE,
created_at String o BIiERTIIE,
o UTCRIEMEZN: yyyy-MM-
ddTHH:mm:ss.S552,
updated_at String o RE—IXEHATE,

o UTCHYEIEZ: Jyyy-MM-
ddTHH:mm:ss.S552,

ca_certificate

CaCertificate
object

XimI K CAIEBER o (XNEXSimMKGE
CAIEBATIRE] .

tags Array of ey,
VpnResourceT
ag objects
= 4-115 CaCertificate
B it A
id String IEBID,
serial_number | String WEBFINS,
signature_algo | String BEE2EE
rithm
issuer String UEBMAE
subject String IERERE.
expire_time String IERITHARTIE,
is_updatable boolean EREEMEBAS.

& 4-116 VpnResourceTag

B

ESid]

Haik

key

String

o INEEHAA: FRZBAYE,

o HUEEE: 1-1281FFF, XIFHF.
RBNFE, BN, AYFE. @i =
1, URUTFFRH: _=+-@,
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FEE FAMIES

APl & 4 API
B i) )%
value String o INEEIREH: FRERYES
o EUESEHE: 0-2550FFF, TiFH=F.
BXFE., X, ARFE. G5 T
1% ’ D)\&D)\T?fg : _-::+'@ o
o IRIAEH
{
"customer_gateway": {
"id": "03cO0aa3d-demo-a8df-va86-9d82473765d4",
"name": "cgw-f846",
"bgp_asn": 65533,
"id_type": ”ip",
"id_value": "10.*** *** 21",
"ca_certificate": {
"serial_number": "14257156674311863338",
"signature_algorithm": "SM3WITHSM2",
"issuer": "C=CN,0=a0002,CN=XXX",
"subject": "C=CN,0=a0002,CN=XXX",
"expire_time": "2024-05-22T07:34:227",
"is_updatable": true
1
"created_at": "2025-08-13T02:38:05.09035Z",
"updated_at": "2025-08-13T02:58:44.30276Z",
"tagS": []
B
"request_id": "96718f4a-f57a-4e1f-8d05-7d5e903c8d90"
}
RS

4.1.2.5 RIS iRRI<

TIREN A

AR

URI

T2 A2 K&,

RIEXSIRMXID, MIPREEAITIRMX .

52 AMEE AP,

DELETE /v5/{project_id}/customer-gateways/{customer_gateway_id}

& 4-117 SEURP

gﬁ} %ﬁg IEEIZZ?’\ ﬁi&
ik
project_id String 2 IREID, AILAESIRENRE IDFREURE
ID,
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FEE FAMIES

APl &% 4 API
B E-it) =R | ik
i%
customer_gat | String = FiwmMIXID 6
eway._id

IBKIHE
o ERBH
o
o IERIEH

DELETE https://{Endpoint}/v5/{project_id}/customer-gateways/{customer_gateway_id}

AR S
o IIRBE
IREYAZSEE S 204: MIBRELIN
o NaRFFI

imk X EERIEBVPNIER:, MIFREM .

DELETE https://{Endpoint}/v5/{project_id}/customer-gateways/{customer_gateway_id}

"error_code": "VPN.0001",

"error_msg": "invalid request: customer gateway 575c¢1722-demo-a8df-va86-dd7f41876332 has

connection",

"request_id": "c923ac44-1890-48d5-a004-5be6432cf361"

-

K&

4.1.3 VPN &

4.1.3.1 8JZ VPN 1E#E:
INeEN 4R

BUFEVPNIERS, EREVPNRIESITERE .,
WERRBE

52 IAMEERAPI .,

URI

POST /v5/{project_id}/vpn-connection
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FEE FAMIES

APl &% 4 API
& 4-118 SR
B i) =5Y | %A
i%
project_id String 2 IREID, aILABIdIREER B IDFRERE
ID.
IBEKIEE
o BFKSY
= 4-119 iERSH
B St =AW | it
1%
vpn_connecti | CreateVpnC | 2 vpn_connection{4&R .
on onnectionR
equestBody
Content
object

2R 4-120 CreateVpnConnectionRequestBodyContent

B

EBY

ik

name

oy | &

o INBEIRER: VPNIEIEZIR, FERT
SBEEMEINAvpn-197
FRo f5IEN: vpn-13be,

o EUESTHE: 1-641MFTF, K
F. BYFHE., X (\ude00 -
\uofas) . _ (FRIZ) . - (=%l
%)..(8H).

vgw_id

String

el

e INASIHAA: VPNRXID,

o #9%H: 36f7UUID, XVPNRIZXRY
flavorfeE HIGMAT, VPNRIFELA
RESNTIVPNREITES,

LB EIFIVPNRXTIZFREEVPN

MZAIID,
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FEILE M4
AP &%

4 API

R

ESid)

ik

vgw_ip

String

o INREIREA:

- HVPNRXHAInetwork_typefic
EApublichf, vgw_ip/aVPN
MFKEIPEYID

- HVPNMXKHInetwork_typefic
& Aprivatelf, vgw_ip/gVPN
MFKAEFRRIEEANFARIP

o ZJR: 36{UUIDEL =S
IPvAttBit (20192.168.45.7 ) o
BJLUBE EIIVPNRIKEERVPNR X

Fr{E FRRIEIPAYIDEIENFARIIP

style

String

iy

o INREWIRA: EEHEI .
o EVESBHE:
policy: REZIET(
static: FFSEEHER .
bgp: bgpiEHIE= .
policy-template: SEREIEHRIET .
o ELA(E: statico

cgw_id

String

el

o INACIHER: XFumPIEID,

e #J%E: 36{UUID, VPNRIFAY
flavorBcEHNGMAT, XTuRMTA
MES NS ITiHMNFEIES

peer_subnet
S

Array of
String

iy

o INEEIRAA: IPVAXTIEFM o
o #J%R:

- IPMYARAS HIPVORTAIE;
VPN XHIXBREDR IerB
style=2E& JapolicyzibgpAiA
18; Hitip=s=wiE,

- EROMERRVPCTIEMER, &
BEAE AT uRFM, FlEn:
100.64.0.0/10.
100.64.0.0/12, 214.0.0.0/8,
A[ElregionRIFREMERA[E ,
SCRMER L console BN .
WNSRFEE(FEF100.64.0.0/108%
100.64.0.0/12, {5IRZ T EH
Bo

- B1MVPNIEERZSES501Y
e 08
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FEILE M4
AP &%

4 API

R

ESid)

i

w®

peer_subnet
S_v6

Array of
String

INREHAR: IPvEXTdis M o

295

- IPHMMARAS HIPVARTAIE;
VPN XHIXBREDR DerB
style=2E& ApolicysibgpRd A~
15, Hitias=wiE,

- 81MVPNEERSES50M
T L

tunnel_local
_address

String

N

Ineei<hl: IHEI FECETEVPN

Wk _EAYtunneliEZ Ottt , FI40:

169.254.76.1/30,

295k

- BU16{UWZR2169.254, A ELfE
F3169.254.195.xxX o

- BIBKEVIE30, Y
tunnel_peer_addresstE@—1
30¥ERSEE -

- NIESRMERARRIETLIbBIL

tunnel_peer
_address

String

N

IngeiRhl: AER TECETERF

M3 _EH9tunneliEObiE . 41

: 169.254.76.2/30,

295K

- BI16(AIWR169.254, ABEFE
FH169.254.195.XxX o

- BIBEKEMMRE30, IR
tunnel_local_addressfE[E@—1
304555 .

- MIESMEFRYENLIELE

enable_nga

Boolean

N

INgeiRhE: FAIENQAKET
BYESEE: true, false,
ZRINE: false,

295 HstylestaticATES, &
WAE,

enable_hub

Boolean

N

IngeiRhl: FRo < BB,
EVESGE: true, falses
ZINE: false,

A5k YstyleIBGPAHES, &N
TiE,
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FEE FAMIES

APl &% 4 API
E= =il BEY | ik
i%
psk String & o INACIHAER: FRHEZ=Z4A.
VPN XAIflavorBit EHGM
B, WFEARES, SUWE,
o 2J3R: 8-1281"FRF, HEeBAK
5F8. I\EFE. FFEKF
FF(~1@#3$%N()-_+={ }./;) BED
BEUMFRHF=M,
policy_rules | Array of & TheeiREA: IPVASRESIETU SRS AN
PolicyRule A,
object HR: BBES5). Nstyled
policy BVPNRIKHIIPIY R A S /9
IPVARTIES .
policy_rules_ | Array of & INEEER: IPVESREEAEZLAVSRAE AL
v6 PolicyRule H,
object WR: KBEB5D, Nstyled
policy HVPNRIKRIIPHMYARAS /9
IPVERTIES .
ikepolicy IkePolicy S ikeZREEXIER o
object
ipsecpolicy | IpsecPolicy | & ipsecRBEITR o
object
ha_role String B o INEEIRAE: XUERINVPNRIXTE!
BT ANE, FHENVPNRIX
TEUEIERERT, 'masterRnEiE
%, ‘slave'wREiERE.
o ZHIAME: master,
o ASR: FHEEILVPNRIKIEEEIP
& EFARIHBIEER T AOIEIEUR
'master', 7EFFEIPEE SFAMIBIE
SEITHNERE Y UE slave'
tags Array of & o INAEIREA: IRBTIE.
Vanesourc ° Q{JEE: E—ﬁgﬁgzo/\o
eTag object - -
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FEILE M4
AP &%

4 API

2% 4-121 PolicyRule

R

RE

ik

source

String

o INEEIER: RMELEMIER, IER
IPv4/IPveAEZLEE S5 VPN Y A3 1P
WhRAPTES

o #JR: ABeSH{tEPolicyRule ™Y

sourcetBE

destination

Array of
String

iy

o INEEIRBE: BRYMBIIMIES, MIEZ
IPv4/IPv6I&TLEE S5 VPN SHY P
WhRAPUHL .

B IPvA R ERAE TN -
192.168.52.0/24
BN IPvE ERA& T~ -
16af:cacc:1097::/48,

o A% : G/ PolicyRulefzZIEE50
/N

"o

7% 4-122 lkePolicy

&R

xE

ik

ike_version

String

o INASIHAR: IKERRAS,

o EUEEHE:
HVPNRIEHflavorBic & FIGMAT,
EUESEE v .
Hitnin = FEUESEE AV, v2,

o ZNAE:
LVPNMEHflavorft & IGMAT,
ZNMEAVT;

Hiba=T, BFIAMEHV2,
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FEE FAMIES

APl &% 4 API
2R St} =/Y | A
i
phase1_nego | String S o INREIREA: PHRESIER.
tiation_mod o EUEHHE:
€ VPN flavorBRE GMAT,
EYBESBEAmain,
Hitip=TEUYESEE Amain,
aggressive,
main: e, hadETEHE
=o
aggressive: FFERIET, MHRFHRIE
ISR AUESS
e ZHIAME: main,
o ZUsR: IKERRAAVIEHES, Av2
AYA1E,
authenticati | String B o INREIRAR: INFEEL,
on_algorith o EVEEE:
m VPN A flavorER B JIGMET,
EYBESBEAsm3,
Hitnin = NEUESEE Asha2-512,
sha2-384, sha2-256, shal,
md5,
Hh, shalfimdsZeHRE, 5
=122
o ZINME:
VPN X flavorEeE JIGMAT,
ZKINMEASM3,
Hitins=T, BKIAMESsha2-256,
encryption_a | String = o INEEIRAA: NNZE&EIE,
lgorithm o EVETE:
LVPNRIZHIflavorBic & IGMAT,
BESEEAsm4,
Hithins TEUESEE Haes-256-
gcm-16, aes-128-gcm-16,
aes-256, aes-192, aes-128,
3des.
Hrh, 3des, aes-128, aes-192,
aes-256 MK, 1BIEA,
o EHAE:
HVPNRIFEIflavorEe B I GMAT,
ZINMEASMA4;
Hitiza=T, BRiAMEHaes-128,
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FEE FAMIES

APl &% 4 API
2R St} =AY | A
ik
dh_group String B o INEEIHAR: F—MERZAIER
RYDHZE
LVPNRIZHIflavorBic B IGMAT,
ZFRBRARES,

o HYESEE: groupl, group2,
group5, group14, groupi5,
group16, group19, group20,
group21,

Hrh, groupl, group2,
group5, groupl4ZE£MRI(E, 18
=122

e ZIAE: groupl5s,

authenticati | String & o INREIRAR: ket ESATAGIAIESS
on_method %o
o BUEEE:

pre-share: FAHZZH,
digital-envelope-v2: EZEH=FE
i

o EIANE: JEEIEMXpre-share,
[E2% W *digital-envelope-v2,

lifetime_seco | Integer B o INEGMER: ERSAMEGEEE, X
nds ZEFEERERTFRIKE SABEIE
#o
o EVESEME: 60-604800, BA{i:
o

o ZLIME: 86400,

INEeiRBl: NimlD3ERY,
HVPNRIEHYflavorBic & JIGMAT,
ZFERARES,
o BUESCHE:

- ip: IPZEEY,

- fgdn: FQDNZsE!,
o EHAE: ips

oy
[ ]

local_id_type | String
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FEE FAMIES

APl &%& 4 API
B i) BEY | A
iﬁ
local_id String & o IPREINBR: ZANiFKID.
LVPNMFEAflavorE & HGMAT,
ZFRABES,
o #JER:
Hlocal_id_typemiplS, BJAIE,
EHEEHEIPVAER .
Hlocal_id_typefsfqdnid, wJXIE
E2550FFF, REeRK/NE=
B, HFMFHRGFSEK, 325
ATHEHRER: & <o >0 [ ]
\W B ?, KoK, H
local_id_typeafqdnBd4/RIEE,
BEMImEEpeer_id—.
peer_id_type | String ® o INEGIHER: XumIDIEREY,
LVPNM A flavorBit & IGMEAT,
ZFRABEES,
o EUESEHE:
- ip: IPZEEY
- fqdn
o FIAE: ipo
peer_id String B o INECIHER: XHi®ID,
LVPNM A flavorBic & IGMAT,
ZFRABEES,
o #AJTR:
Hlocal_id_typeiplS, AIAIE,
EHEZHEIPVAMETR
Hlocal_id_typeAfqdnif, KK
E2550FFF, ReeRK/NEF
B, HFIUFHRGSEN, FiF
PATAFSEERT: & < >0 [V ).
\W B ?, ROKRINE., H
peer_id_type AfqdnRA/RIES,
FEMT IR EBlocal_id—#,
dpd Dpd object | & PUEZNVEIET PO
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FEE FAMIES

APl &% 4 API
2= 4-123 Dpd
B E- Sl =AY | fEr
1%
timeout Integer B o INREIRAA: XFAFENIRIIE
S
o EUEEHE: 2-60, Bfi: #,
o BUAME: 15,
interval Integer & o INAEIRER: XHEAFEAN=HES
518
o HEYESEE: 10-3600, EAfu: .
o ZFIAE: 30,
msg String & o INEEWBEA: XTFERFFICNRIAE
o
o BUETH:
seg-hash-notify: $§EDPDIRXH
AYEEIIUF=2hash-notify
seg-notify-hash: }§EDPDIRM
Y far = 2 notify-hash,
e EIANE: seg-hash-notify,
3% 4-124 IpsecPolicy
B il =aw | ik
%
authentigati String ) o IHEEIRAA: INIEE X,
I(’)nn_algorlth o EUETHE:

LVPNMXHIflavorEL & IGM
BY, BYESEEAsm3,
Hiip=TEUESCEA
sha2-512, sha2-384,
sha2-256, shal, md5.

Hrh, shalfimdsLZ&MB(E, 15
=1z

o ZRAE:
HVPNRIEHflavorBie & HIGM
BF, BRAMESSM3,
Hig=T, BAESN
sha2-256,
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B E- St =a | it
i%
encryption_a | String & o INBEIRER: NMIZEE,

lgorithm o EVEHE:
HVPNRIEHflavorBic & IGM
AY, BUYESBEIsM4,

Hitnip = TEUESERE ~aes-256-
gcm-16, aes-128-gcm-16,
aes-256, aes-192, aes-128,
3des,

EHrh, 3des, aes-128,
aes-192, aes-256L MK, 1B
=1==8

e FINME:
BVPNREHflavorfit B HIGM
B, BRINMESsm4,
Hibig=T, BKINMEaes-128,

TNREIRER: PFS{EFERIDHEAA
HVPNRIXAIflavorfit EAGM
B, ZFRAMEES.

o EWESBE: groupl, group2,
group5, groupl14, group15,
group16, group19, group20,
group21, disable,

Hreh, groupl, group2,
group5, groupl4ZeMR(R, 5
1B,

o ZXIAME: groupl5,

transform_pr | String o INBEEIRER: (LY.
otocol o BUETH:

esp: FERZEMN
o PHIME: esp.
lifetime_seco | Integer INEEIREE: AL E|PSecEEsE
nds SRR E AR B A EERNEFRE
HA,

o HYESSE]: 30-604800, BAfi:
i

e ZHAE: 3600,
o INEEIRAR: IREFEER
o HUESEE:
tunnel: [EBIE,
e FIAE: tunnel,

iy
[

pfs String

oy

iy
[ ]

iy

encapsulatio | String
n_mode
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2% 4-125 VpnResourceTag

2R i =AY | @R
yoir
key String = o INEEIRRA: FREAVHE.
o EVESBE: 1-1281MNF1F, XiFH
F.EBXFH., BN, mYFE.
BE. =™K, UKRUTER: =
+-@,
value String = o INEEIRAA: FREAYE.
o EVESEE: 0-2551MF1F, i
F.EBXFHE., B, mYFE.
BE. =™K, URIUTER: =
+-@,

o BRI

a. BUIEFASIEAENEE.,
POST https://{Endpoint}/v5/{project_id}/vpn-connection

{

"vpn_connection": {
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0ebObde",
"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": [

"192.168.44.0/24"

1

"psk': "abcd****"
}
}

b. CUESRRSEIIER.
POST https://{Endpoint}/v5/{project_id}/vpn-connection

{

"vpn_connection": {
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0eb0Obde",
"style": "policy",
"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": [

"192.168.44.0/24"

1

"psk": "abcd****",

"policy_rules": [{
"source": "10.0.0.0/24",
"destination": [

"192.168.0.0/24"

1

3

}
}

c. BlEbgpigHEINIER,
POST https://{Endpoint}/v5/{project_id}/vpn-connection

{
"vpn_connection": {
"name": "vpn-1655",
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0eb0bde",
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"style": "bgp",
"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": [
"192.168.44.0/24"
1
"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"psk": "abcd****",
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"dh_group": "group16",
"lifetime_seconds": 172800,
"local_id_type": "fqdn",
"local_id": "123**",
"peer_id_type": "fqdn",
"peer_id": "456***",
"dpd": {
"timeout": 30,
"interval": 60,
"msg": "seqg-notify-hash"
}
I
"ipsecpolicy": {
"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"pfs": "group16",
"transform_protocol": "esp",
"lifetime_seconds": 7200,
"encapsulation_mode": "tunnel"
}
}
}
d. SIREZRFHSIREEINER .
TRE &M
vgw_idXFRZA9VPN K R EZEVPNN X BESAEZFIES .
cgw_idXF Rz RIXTiw MK 2 ST iR KIE o
POST https://{Endpoint}/v5/{project_id}/vpn-connection
{
"vpn_connection": {
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0ebObde",
"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": [
"192.168.44.0/24"
1
}
}
MALHR
o NS
IRBPRZERS A 201: successful operation,
122
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2 4-126 ljIL; Body S#5%
B - 3] R
vpn_connectio | ResponseVpnC | vpn_connectionXJ$%R .
n onnection
object
request_id String BXKID,
3% 4-127 ResponseVpnConnection
B E- S 1k
id String o IfBEIRAR: VPNIEHEID,
o #&x(: 36fZUUID,
name String o IHAEIRAA: VPNIEIZZIR.
o BUETGHE: 1-641MFFF, IFHF.
N FH. F3Z(\ude00 - \u9fas).
_(FXIZR) . -(PRIZ) o
vgw_id String o IfEEIRBA: VPNMIXID,
e I3(: 36{UUID,
vgw_ip String o IfEEIRAA: VPNMIZEEIPHIIDEIENFA
WP o
o zL: 36{ZUUIDEL M itk IPvaith
it (40192.168.45.7 ) o
style String o INEEINHAE: EEHER,
o EUEEHE:
POLICY: SRE&IES .
STATIC: E#SEEERET
BGP: bgpIEHIER .
POLICY-TEMPLATE: SRESIEHRIET
cgw_id String o INRSNRA: XHimRIXEID,
e I3(: 36{1ZUUID,
peer_subnets | Array of String | IPvAITimFM . ZVPNRIIFHIFEMEI A
ERH Bstyle=FEZ IBGPZ{POLICY. T
VPNRIKRYIPIMY AR A S J91PVERT AR
[=],
peer_subnets_v | Array of String | IPveXdim—FM, ZVPNRXHIKERETI A
6 ERFHBstylexEZIBGPZLPOLICY. I
VPNRIKHBIPHMY AR A S 9 PVART AR
5],
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E= i) ik
tunnel_local_a | String BHEN FEEEVPNRM X _EAYtunnelis
ddress Otttk , {NZstyleISTATICEBGPRTHE
Bo
tunnel_peer_a | String KEEX TEREETEAFP S _£89tunnel
ddress EOMNE, {N2styleISTATICEBGPRTHE
o
enable_hub Boolean o INEGIHER: FENXEEL,
o EWESBHE: true, false,
enable_nga Boolean o INAEEIHAR: FFENQAKM . {Nstyle
FSTATICERR[E],
o HUESEE: true, false,
policy_rules Array of IPVASRESIETVRYSRISHINAE . (N Zistyley
PolicyRule POLICY B VPNRIZEHIIPHMY AR A S 5 IPv4
objects AR [BISEFRAY RIS HRNIZE o
policy_rules_v6 | Array of IPVEIRESIETVRYSRESHINLE . (X Zistyley
PolicyRule POLICY B VPNRIFEHIIPHMY AR A S HIPV6
objects AR [EISCFRATSRRE IR
ikepolicy IkePolicy object | ikeZREENISR o
ipsecpolicy IpsecPolicy ipsecCREEXTSR .
object
created_at String o BUFEERTE],
o UTCHIIEI&N: yyyy-MM-
ddTHH:mm.ss.5552,
updated_at String o HE—IXEFRATIE,
o UTCHJIEIEZN: Jyyy-MM-
ddTHH:mm.ss.5552,
enterprise_proj | String o IfBEIRAR: WIRBID,
ect.id o 1zt: 36fIUUID, Svgw_idFfRig
VPNRIZKAIRIIRE ID— .
ha_role String o INEEIHAR: EH/EXLVPNMIE T A IER:
BY, 'master'ZFRFiER, 'slave'®:x
FiERE . WERET TRIEREha_roleB
&'master’,
o ZRAME: master,
tags Array of mEFIE.
VpnResourceTa
g objects
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% 4-128 PolicyRule

B £ R

rule_index Integer o IfgGIRER: #MNID,
o EVESBRE: 0-50,

source String TRIBHERES

destination Array of String | BRIEIEMER . BEENPVARIERAE TR :
192.168.52.0/24 , EENIPVOERAE TR
f5l: 16af:cacc:1097:/48, & PolicyRule

BRZIR[E501,

= 4-129 IkePolicy
2R Ry fR
ike_version String o INRSIHAA: IKEFRAS,
o EUESEE: V1, V2,
phasel1_negoti | String o INRGIRER: AR, (NHIKERRA VI
ation_mode AfiR[E],

. HWE:}EZ N
main: FRH, IETEZEHS.
aggressive: BFEIET, HIERERN
[EloAES=

authentication | String o IHEEWHER: TAUFELE,

—algorithm o HVESBE: sha2-512, sha2-384,
sha2-256, shal, md5, sm3,

encryption_alg | String o INALIHAR: INZFESE.

orithm o HY&ESBE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des, sm4,

dh_group String o INEEIRER: FE—EREIPIE(FERIRIDH
28, ZVPNMEflavoriGMBTAIRE

o HYESEE: groupl, group2,
group5, groupl14, group15,
group16, group19, group20,
group21,

authentication | String o INEEIHAER: ikethEBTHSIAIETSE
_method o EVESTE:

pre-share: FAHZZ4H,
digital-envelope-v2: EZEHF(EET.
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R

St

%

lifetime_secon
ds

Integer

o INAGIRAR: FRSAMEZEREE, Jiz4E
ZEHBBAY S IKE SASBIET .

o EWESGHE: 60-604800, Eafii: .

local_id_type

String

o INAEIRAR: ZNimIDZERY, LVPNMX
flavor AGMAFASIR[E] o

o EYEEHE:
- ip: IPZEEY,
- fqdn: FQDNZEE!,

local_id

String

Ki%ID, Hlocal id_typeiphhiRE|BlEEg,
EHVPNIEZITISEARIRID, WNRKE
TE AN DR [E]VPNZELZFr{sE FBAYVPN XY
%IP; Hlocal_id_typeAfqdnBtiR[E L
EHVPNIEEIH S ERIAIFID o
LVPNMIXflavor AGMATAIR[E] o

peer_id_type

String

o INAELIHAE: XJURIDZER!, VPNRIX
flavor AGMATAIR[G]

o EYEBHE:
- ip: IPZER
- fgdn

peer_id

String

XHimID, Hpeer_id_typegipAtiR[EBIFED,
EHVPNIEZITEERIXTIRID, NRKE
ENLRERTHMERIIP; Lpeer_id_typey
fc_J|‘dnEB‘J‘EIE]@U@ESZE%EVPNJE}%EEHEZ’EE’\J
SHFID,

LVPNRXEflavorIGMATAIRE

dpd

Dpd object

MERFEENIR

% 4-130 Dpd

B

e

1)

timeout

Integer

o INRERAF: MFMMFEENIRLEILE

bR

o HUESEE: 2-60, B{u: &,

interval

Integer

o INEEIAA: XFHMTFEBRENZHATE
o EWESGE: 10-3600, Baf: #b,
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B -3t faik
msg String o INREIRER: MFARFECNARIAETC

o HUESEE:
seg-hash-notify: 1§XEDPDIRSCFHIE;
fallEEZhash-notify
seg-notify-hash: #g§EDPDIRI HAIE
Al Enotify-hash,

< 4-131 IpsecPolicy

2R it ik

authentication | String o INEEHAER: IAEEX.

—algorithm o EVESEE: sha2-512, sha2-384,
sha2-256, shal, md5, sm3,

encryption_alg | String o INRLIHAR: INZFEEE.

orithm

e HUESEME: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des, sm4,

pfs String o INAEIRBA: PFS{EFAAYDHESRE, X
VPNMXflavor AGMBTAIR[E]

o HYESEE!: groupl, group2,
group5, groupl14, group15,
group16, group19, group20,
group21, disable,

transform_prot | String o INEEIHEE: (&MY,
ocol o BUEEHE:

esp: FERZEN.
lifetime_secon | Integer o INBELIHAE: FERECEIPSeciEEETHIRE
ds BLAREAEENEFEE,

o EUESEE: 30-604800, Efi: #,

encapsulation_ | String o IHEEIRAR: IRIFTEER,
mode o EVEEE:

tunnel: BEREIET .
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2% 4-132 VpnResourceTag
E= i) fR
key String o INgEEiREe: REHIRE.
o EUESEHE: 1-12810FFF, TIFH=F.
RXFE, P, BARFE. EiE. T
1% ’ D)\&D)\T?fg . _-::+'@ o
value String o INEEIREH: #RERYES
o EUESEE: 0-2550FFF, IFH=.
RNFHE., B, ARFE. @iE. T
18, URUTFER: _=+@,
a. GIEFHSIERBEINERIIEN
{
"vpn_connection": {
"id": "98c5af8a-6ee2-4482-99a2-ae2280a6f4c3",
"name": "vpn-b2cb",
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0eb0bde",
"style": "STATIC",
"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": ["192.168.44.0/24"],
"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"enable_nga": false,
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "10.** ** 134",
"peer_id_type": "ip",
"peer_id": "88.*** *** 164",
lldde:{
"timeout": 15,
"interval": 30,
"msg": "seq-hash-notify"
}
L
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfS": ngroup—l 5"’
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
L
"created_at": "2025-06-26T13:41:34.626Z",
"updated_at": "2025-06-26T13:41:34.626Z",
"enterprise_project_id": "0",
"ha_role":"master"
1
"request_id": "f91082d4-6d49-479c-ad1d-4e552a9f5cae"
}
b. BUERISEIVEZAININ o
{
"vpn_connection": {
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"id": "98c5af8a-demo-a8df-va86-ae2280a6f4c3",
"name": "vpn-799d",

"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0Oeb0bde",
"style": "POLICY",
"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": ["192.168.44.0/24"],
"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"policy_rules": [{
"rule_index": 1,
"source": "10.0.0.0/24",
"destination": [
"192.168.44.0/24"
1
1,
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "10.*** *** 134",
"peer_id_type": "ip",
"peer_id": "88.****** 164",
"dpd": {
"timeout": 15,
"interval": 30,
"msg": "seq-hash-notify"
}
b
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
L
"created_at": "2025-06-26T13:41:34.626Z",
"updated_at": "2025-06-26T13:41:34.626Z",
"enterprise_project_id": "0",
"ha_role":"master"
1
"request_id": "f91082d4-6d49-479c-ad1d-4e552a9f5cae"
c. GliEbgprEAETERZRINMEN .
"vpn_connection": {
"id": "98c5af8a-demo-a8df-va86-ae2280a6f4c3",
"name": "vpn-1655",
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0eb0bde",
"style": "BGP",
"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": ["192.168.44.0/24"],
"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"dh_group": "group16",
"authentication_method": "pre-share",
"lifetime_seconds": 172800,
"local_id_type": "fqdn",
"local_id": "123***",
129
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"peer_id_type": "fqdn",
"peer_id": "456***",
"dpd": {
"timeout": 30,
"interval": 60,
"msg": "seqg-notify-hash"
}
L
"ipsecpolicy": {
"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"pfs": "group16",
"transform_protocol": "esp",
"lifetime_seconds": 7200,
"encapsulation_mode": "tunnel"
I
"created_at": "2025-06-26T13:41:34.626Z",
"updated_at": "2025-06-26T13:41:34.626Z",
"enterprise_project_id": "0",
"ha_role":"master"
1
"request_id": "f91082d4-6d49-479c-ad1d-4e552a9f5cae"
}

R
52 A.2 K&,
4.1.3.2 #it=6I%EE VPN iEEE
INREN4A
L= 0UFEVPNERE, ER— MK TEATEIFET-25VPNIERE,

ARTIE

52 IWAMTERAPI

URI
POST /v5/{project_id}/vpn-connections/batch-create
= 4-133 SE5AE
B i) =/Y | WA
i
project_id String 2 IREID, aILABIdIREIER B IDFRERE
ID,
IBKER

o BRBY

SA%hRA 01 (2025-06-25) WRIERE © HERRARBIRAT 130



FEILE M4
AP &%

4 API

% 4-134 EKksH

B E- Sl =AY | fEr
1%

vpn_connecti | Array of 2 vpn_connectionXJREH, SEE
ons CreateVpnC 1-2,

onnectionR

equestBody

Content

object

2R 4-135 CreateVpnConnectionRequestBodyContent

B

ESid)

EZ{L‘Z\

s,

I

=3

R

name

String

oy

o INACIRAE: VPNIEESZFR, AEA
SBERgl avpn-~H7
FRo f5IEN: vpn-13be,

o EVESBE: 1-647MNFF, iEH
F. BYFE. X (\ude0O -
\uofa5) . _ (X&) . - (%l
%)..(H).

vgw_id

String

i

o INBEIRAR: VPNRIZEID,

o Z9%H: 36 UUID, VPNRIZHY
flavorfieE HIGMAET, VPNRIFELA
MESANITVPNMFEH , BlFE2
LT, vow_idEMEE,

BILAES EIGVPNRIFZFIZEEEVPN
M<A9ID,

vgw_ip

String

ali

o INREIREA:

- HVPNXAInetwork_typefic
B ApublicBY, vgw_ip/9VPN
MFKEIPEYID

- HVPNMXKHInetwork_typefic
& Aprivatelf, vgw_ip/gVPN
MFKAEFRIEEANFARIP

o ZJR: 36{UUIDEL =S

IPvAttBiE (20192.168.45.7 ) o

A LABISEiRVPNRIXEEVPNRX
Fr{E FBRSEIPAYIDELIENFARIIP
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B xE B | iR

o INEEIHER: EEHAER.
o EUETEE:
policy: ZREEIRT(
static: FRSERAIET .
bgp: bgpEHIE= .
policy-template: SERSIEMRIET .
o BXIAME: static,
THEEHBE: XJiRRIEID,
o #4%R: 36fiUUID, VPNMXHY

flavorBie B HIGMAT, XTI,
MESNI T imM FAEF o

peer_subnet | Array of o INEEIRAR: IPVARSIHFM o
s String o ZyBR:

- IPIMYARAS 9IPVERT AR ;
VPN B XBER HerB
style=E& Aapolicyzbgpht A
i#; HiizSwx%iE,

- BB MEREVPCIREEMESR, F
BEAE XS um R, Flan:
100.64.0.0/10.
100.64.0.0/12, 214.0.0.0/8,
AEregionBIFREE MEEAE,
SEfRfERLAconsole BRI
WNERFEE(FEFI100.64.0.0/108%
100.64.0.0/12, iSiEx T B8R

style String

el

cgw_id String

N

Bo
- BAVPNEERZIEE501
i 8
peer_subnet | Array of & o INREIRAR: IPVEITIRFM o
s_v6 String o #yE:

- IPMYARAS HIPVARTAIE;
VPN KB KBER HerB
style=FE& JapolicygibgpRIF
1, BfigsSniE,

- BYVPNEERZES50MYY
Ui 7
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APl &%& 4 API
2R it 2/ | ik
i%

tunnel_local | String & o INRGIHER: BEAEXXTEEEVPN
_address W% _ER9tunneliZOtht . H1a0:

169.254.76.1/30,

o #JIR:
- BI6{I4N=2169.254, ARL(F
F3169.254.195.xxX o

- BERRKELIRZE30, %R
tunnel_peer_addresstE@—1*
30IEE .

- RNHESMEEHRIET L,
tunnel_peer | String o INEEiRER: IRAE TEETRRF

_address Mg _EAStunneliEZ Okt . 41
W: 169.254.76.2/30,

o #TR:

- BU16AIAE169.254, AREfE
FH169.254.195.XxX o

- BREKEXIE30, WF0
tunnel_local_addresstfE@—1
30EE5EE .

- RIESMEARRIETLIBIL

o INEEIHEH: FFENQAKN,

o HYESBE: true, false,

o ZKIAE: false,

o ZJ%R: stylefstaticAHES, &
WAIE,

o INEEIHEE: AEDZEE,

o EYESEBE: true, false,

o ZIME: false,

o #UsR: ZHstyle ABGPRTIEE, AN
TE,

o INEEIHER: FAHZ=2R4A,
LVPNMEHIflavorEt B HIGM
BY, LWFERABES, SUWHIE,

o AR: 8-1281MFFF, HELEE XK
BEFH. NEFE. HFNFKRF
F(~1@#$%N()-_+={ },./5) BED
BE R =5,

oy

iy

enable_nga Boolean

oy

enable_hub | Boolean

iy

psk String
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E= =il BRY | ik
i%
policy_rules | Array of B INEeihl: IPVASRERIETAISREE AN
PolicyRule A,
object R RBES5, NHstyle)s
policy BVPNRIKHIIPIY IR A S /9
IPVARTIES .
policy_rules_ | Array of & IngeiBA: IPVERAGIETURISRES AL
v6 PolicyRule H,
object R RBES5. (XHstyle)s
policy BVPN®IKATIPIMYARAS 3
IPVERTIES .
ikepolicy IkePolicy B ike REEXTSR o
object
ipsecpolicy | IpsecPolicy | & ipsecCRAENISR o
object
ha_role String & o IfREIRAER: XUERILVPNRIX TE!
EEENAE, EHELVPNRIK
TEUEIERERT, 'master'RnEiE
#, 'slave'RREF&EE,
e ZIAE: master,
o ASR: FHEBEILVPNRIKIEEEIP
& EFARIHBIEE T AOIEIEUR
'master', TEFFEIPEE FFAMIBIE
FESTRYERZ W UE slave'
tags Array of S o INEEWEA: 1RFIIER.
VpnResourc o HR: RBIEF20M,
eTag object
2% 4-136 PolicyRule
E= i) BEY | ik
i%
source String B o INEEIRRE: JRHBLUEMIES, IEZR

IPv4/IPvet& I EE 5 VPN AP
WhRAPTES .
o Z5R: FEeS5HE(PolicyRule ™Y

sourcetBE
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APl &% 4 AP
E= i) BEY | ik
1%
destination | Array of & o INREHRR: BAVHBUEMES, MIER
String IPv4/IPv6i&TLEE S5 VPN RISCHY P

BHRA AL,
EBNPVAR EAE TR
192.168.52.0/24.

EANPv6 R ERAE U1 -
16af.cacc:1097::/48

o #AJ%k: A PolicyRulefzZIEE50
PAS

"o

< 4-137 IkePolicy

E=2

sery

fik

ike_version

String

o INAGIHAR: IKERRAS,

o EUEEHE:
HVPNRIEHflavorBic B IGMAT,
EUESEE v,

Hithin= FEUESEE V1, v2,

o ZAE:
LBVPNMEHflavorft & IGMAT,
EINMESVT;

Hiig=T, HKAEAV2,

phase1_nego
tiation_mod
e

String

iy

o INEERER: thiEtE=(,

o BUETGHE:
LVPNRFEAYflavorE & HGMAT,
EUESEEImain,
Hitnip=TEUESBE Amain,
aggressive,
main: EiEX, hEEEREME
= o
aggressive: FFERIET,, MHRFHRIE
BinESRIES .

o ZHIAME: main,

o ZUSR: IKERRAAVIFHES, Hv2
BYAIE,
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APl &%& 4 API
2R St} =/Y | A
i
authenticati | String B o INAEIRER: TAIEELE,
on_algorith o EUEHHE:
m VPN LYflavorfRE HGMAT,
EUESBEIsm3,

Hitttin = TNEUYBEERE Asha2-512,
sha2-384, sha2-256, shal,
md5.

Hreh, shalflmdsZ MK, B
ITE% o

o ZAE:
LVPNRIZHIflavorBic B IGMAT,
EAEASM3,

Hitinp=T, BKiAMESsha2-256,

encryption_a | String IhREIRAR: MNEEX.

lgorithm o EVEEE:
VPN EHYflavorBic B I GMAT,
EYESBEAsm4,

Hithin= TEUESEE Haes-256-
gcm-16, aes-128-gcm-16,
aes-256, aes-192, aes-128,
3des,

Erh, 3des, aes-128, aes-192,
aes-256 MR, BIER.

o FINME:
LVPNMEHflavorEe & IGMAT,
ZANESISM4;

Hiig=T, BKiAENaes-128,

o INEEHAA: E—MEREHRIRER
AIDHZ.,
ZHVPNMXHIflavorEE B HGMAT,
ZFRARES.

o HYESEE: groupl, group2,
group5, group14, groupi5,
group16, group19, group20,
group21,

Hrh, groupl, group2,
group5, group14Z£ERIK, 15
=122

e EAE: groupl5,

iy
[ ]

iy

dh_group String
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B S B | R

authenticati | String o INREIRAR: iketDFERTAGIAIES

on_method %o

o BUEEE:
pre-share: FAHZ=%$A,
digital-envelope-v2: EZEH=F(E
i,

o EINE: IFEEZEMXpre-share,
[E2% W Xdigital-envelope-v2,

lifetime_seco | Integer o INREHBA: FRSAHISEZFEER,
nds ;ZE??EHH#EE?EIKE SAKGHERIE
#o

o BYESGE]: 60-604800, EAfi:
7,

e ZHAE: 86400,

o INEEIRAR: AimIDEEY,
HVPNRIEHflavorBic & IGMAT,
ZFERARES,

o BUEEE:

- ip: IPZER,
- fgqdn: FQDNZEE!,

e ZIME: ipo

o IhEGRER: AuxID,
HVPNRIEHflavorBic & FIGMAT,
ZFBRARES,

o Z4ER:

Hlocal_id_typemiphd, BJAIE,
BEEEHEIPVAER .
Llocal_id_typeJafqdnid, AR
2550 FRF, REERAAXNEF
. HFMEFRGSHEE, 32385
ATFH®RER: & <0 >0 [V ).
\« K. ? , KDKNE, H
local_id_typeafqdnAt A iES,
FEMN IR EAIpeer_id—H,

o INAEEIRAR: IJumIDZEEL,

VPN ERflavorBi & HGMET,
ZFERAREES,
o BUESCHE:
- ip: IP¥ER
- fgdn: FQDNZEEY
o FINME: ipo

iy

N

local_id_type | String

N

local_id String

iy

peer_id_type | String
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R

ESid)

AW | fiik

peer_id

String &5

o INREEIREA: XJimID.

VPN EAYflavorEl & IGMEAT,
ZFRARES.

LN

Ylocal_id_typeiphd, AJAIE,
IHESEHREIPVAME .

Hlocal_id_typesfqdnid, A
E2550FFF, REeRK/NE=
B, HFMFHRGFSEK, 325
PATHEHRER: & <o >0 [ .
\. K. ? , XoKRNE, H
peer_id_type AfqdniTH/RIES ,
FEMimgSHaIlocal_id—&.

dpd

Dpd object

iy

FFHEFELNITR o

% 4-138 Dpd

B

sry

y
4
e

ik

timeout

Il | [ HO

Integer

o INREIRAR: MFHFEICNIRTE

f&iamm.
BVESERE: 2-60, B$fi: .
BIME: 15,

interval

Integer

iy
[

IHAEEIRAE: IS AEEIENZ RS
=18

EMESEEE: 10-3600, Bfu: ®
BIAME: 30,

msg

N

String

THEEIRER: WEATFER RIS
o

EESEE:

seg-hash-notify: }#§EDPDiRXH
B9 Zhash-notify.
seg-notify-hash: 1§xEDPDIRI
AYE R =Znotify-hash
ZHNME: seqg-hash-notify,
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AP &%

4 API

& 4-139 IpsecPolicy

R

RE

R

authenticati
on_algorith
m

String

INeEiAR: INEEL,
BESEE:
HVPNRIEHflavorBic B IGM
it, BYESEEIsm3,
Hitnim=TNEUESCEA
sha2-512, sha2-384,
sha2-256, shal, md5,

Hrh, shalfimdsZ MK, 15
Irgmo

ZONME:
VPN X flavorEi & IGM
Bd, BRIMESISM3,

Hia=T, RAES
sha2-256,

encryption_a
lgorithm

oy

String

Iheeibl: IMEEE,
BESEE:
BVPNMEHIflavorEt & IGM
it, BYESEEIsm4,

Hitins TEUESEE Jaes-256-
gcm-16, aes-128-gcm-16,
aes-256, aes-192, aes-128,
3des,

Hrh, 3des, aes-128,
aes-192, aes-256L MK, 15
=122

ZOAE:
BVPNMEHflavorBt & IGM
BY, BRIAMESsM4,
Hitia=T, BKiINMEHaes-128,

pfs

N

String

Ihgei<Be: PFS{EREAIDHESALA
LHVPNRXEAYflavorE B HGM
B, ZFBRARES.

BEYESEE: groupl, group2,
group5, group14, group15,
group16, group19, group20,
group21, disable,

Hrh, groupl1, group2,
group5, groupl4ZeHRIE, 15
1BH.

ZRIAME: groupl5,
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APl &% 4 API
E= i) BEY | ik
i%
transform_pr | String B o INBELIHAR: 1@t
otocol o BUETGHE:

esp: IERZEIMN
o FIAE: espo

lifetime_seco | Integer B o INRLIHEE: EREEIPSeciE R
nds ST HIRRELART B O EE I AT
H,
o EYESEME: 30-604800, EAfi:
o

o ZAE: 3600,
o INEEIRER: IREIEER
o EUESEHE:
tunnel: BFERT,
o EAE: tunnel,

oy

encapsulatio | String
n_mode

%% 4-140 VpnResourceTag
B bS]

B | R

key String = o INEEWEA: 1REAVER.

o EUESTE: 1-12810F1F, iEH

F. BXYFH., B, mYFE.

BIE. =™K, UKRIUTERS: =

+_@o

IeeiRhE: AREAYE.

o EVESEE: 0-2550F1%, i
F. BXYFH., B, mYFE.
#215. 8, URIUTER: =
+'@o

ali

value String

o EREAH
a. HECIEESIRHRINERE

POST https://{Endpoint}/v5/{project_id}/vpn-connections/batch-create

{
"vpn_connections": [
{
"vgw_ip": "0d0f4af1-42b9-41eb-97b9-b4d41a0bfoc4",
"cgw_id": "12f3577a-cbd8-4602-b68c-ecbf792fcec5",
"vgw_id": "8030f6d6-32a8-4d20-a7f8-50a7a826e2f8",
"peer_subnets": [
"192.168.2.0/24"

1
"psk": "abcd****"
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AP &%

4 API

b.

C.

}
]
}

"vgw_ip": "1fb97767-d780-4d8b-83bb-6f878f662005",
"cgw_id": "12f3577a-cbd8-4602-b68c-ecbf792fcec5",
"vgw_id": "8030f6d6-32a8-4d20-a7f8-50a7a826e2f8",
"peer_subnets": [

"192.168.2.0/24"
1

"pSk": "abcd****"

S0 RIS NER: .
POST https://{Endpoint}/v5/{project_id}/vpn-connections/batch-create

{

"vpn_connections": [

{

"vgw_ip": "0d0f4af1-42b9-41eb-97b9-b4d41a0bfoc4",
"cgw_id": "12f3577a-cbd8-4602-b68c-ecbf792fcec5",
"vgw_id": "8030f6d6-32a8-4d20-a7f8-50a7a826e2f8",
"style": "policy",
"peer_subnets": [

"192.168.2.0/24"
1,
"psk™: "abcd****",
"policy_rules": [

"source": "10.0.0.0/24",
"destination": [
"192.168.0.0/24"
1
}
1

"vgw_ip": "1fb97767-d780-4d8b-83bb-6f878f662005",
"cgw_id": "12f3577a-cbd8-4602-b68c-ecbf792fcec5",
"vgw_id": "8030f6d6-32a8-4d20-a7f8-50a7a826e2f8",
"style": "policy",
"peer_subnets": [

"192.168.2.0/24"
I’
"psk": "abcd****",
"policy_rules": [

"source": "10.0.0.0/24",
"destination": [
"192.168.0.0/24"

it EeEbgpiE R -

POST https://{Endpoint}/v5/{project_id}/vpn-connections/batch-create

{

"vpn_connections": [

{

"name": "vpn-1655",
"vgw_ip": "0d0f4af1-42b9-41eb-97b9-b4d41a0bfoc4",
"cgw_id": "12f3577a-cbd8-4602-b68c-ecbf792fcec5",
"vgw_id": "8030f6d6-32a8-4d20-a7f8-50a7a826e2f8",
"style": "bgp",
"peer_subnets": [

"192.168.2.0/24"
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1
"tunnel_local_address": "169.254.56.225/30",

"tunnel_peer_address": "169.254.56.226/30",
"psk": "abcd****",
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"dh_group": "group16",
"lifetime_seconds": 172800,
"local_id_type": "fqdn",
"local_id": "123***",
"peer_id_type": "fqdn",
"peer_id": "456***",
"dpd": {
"timeout": 30,
"interval": 60,
"msg": "seg-notify-hash"
}
b
"ipsecpolicy": {
"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"pfs": "group16",
"transform_protocol": "esp",
"lifetime_seconds": 7200,
"encapsulation_mode": "tunnel"

"name": "vpn-1341",
"vgw_ip": "1fb97767-d780-4d8b-83bb-6f878f662005",
"cgw_id": "12f3577a-cbd8-4602-b68c-ecbf792fcec5",
"vgw_id": "8030f6d6-32a8-4d20-a7f8-50a7a826e2f8",
"style": "bgp",
"peer_subnets": [

"192.168.2.0/24"

1
"tunnel_local_address": "169.254.56.225/30",

"tunnel_peer_address": "169.254.56.226/30",
"psk": "abcd****",
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"dh_group": "group16",
"lifetime_seconds": 172800,
"local_id_type": "fqdn",
"local_id": "123***",
"peer_id_type": "fqdn",
"peer_id": "456***",
"dpd": {
"timeout": 30,
"interval": 60,
"msg": "seg-notify-hash"
}
b
"ipsecpolicy": {
"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"pfs": "group16",
"transform_protocol": "esp",
"lifetime_seconds": 7200,
"encapsulation_mode": "tunnel"
}
}
1
}

d. HSCIEETRESRAEIEE,
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FRE S
vgw_idX R AJVPNX A EZEVPNN X HESANEZFIEH
cgw_idXg M AYXSim MK E S AR imR FIEF
POST https://{Endpoint}/v5/{project_id}/vpn-connections/batch-create
{
"vpn_connections™: [
{
"vgw_ip": "da21634b-56bf-4137-bc80-b1a0937294ec",
"cgw_id": "12f3577a-cbd8-4602-b68c-ecbf792fcec5",
"vgw_id": "768b2790-ccc9-4257-91b3-e008747db9e6",
"peer_subnets": [
"192.168.2.0/24"
1
%,
"vgw_ip": "36857950-95e2-4e57-9c53-da7fe0f9841b",
"cgw_id": "12f3577a-cbd8-4602-b68c-ecbf792fcec5",
"vgw_id": "768b2790-ccc9-4257-91b3-e008747db9e6",
"peer_subnets": [
"192.168.2.0/24"
1
}
1
}
N AZiE S
o NS
IREMRZERS A 201: successful operation,
= 4-141 K Body 2¥7IE
=T St f#iA
vpn_connectio | Array of vpn_connections{J&R#4H
ns CreateRespon
seVpnConnect
ion object
request_id String BXKID,
% 4-142 CreateResponseVpnConnection
B - i) iR
id String o INALINER: VPNIEREID,
o &x(: 36ZUUID,
name String o INEEWEEA: VPNEZESER,
o EUETBE: 1-641MFFHF, I
TN FH. F3Z(\ude00 - \u9fas).
_(FXIZ) . -(hXIZ) .
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R

RE

A

vgw_id

String

e IHAEIRAA: VPNMXID,
o 1&=: 36{UUID,

vgw_ip

String

o INAEEIHAR: VPNPYEEIPHIIDEIEAFA
WIPO

o 1&3{: 36 IUUIDELE D TidEIPv4itt
it (40192.168.45.7 ) o

style

String

o INgEiBA: EEHEC,
o HUESEE:
POLICY: SRE8HER .
STATIC: B3SERHER -
BGP: bgpIEHE .
POLICY-TEMPLATE: ER&tERIE

cgw_id

String

o INAEHAR: XHRMIKID.
o &= 36fZUUID,

peer_subnets

Array of String

IPVARTiHF M . HVPNRIFRIFEAET T
ERFFHstyle=FE&9BGPELPOLICY. X
VPN B PHMYAR A S 91 PVERT AR
[,

peer_subnets_v
6

Array of String

IPVERTiRFM . VPN FAI KBRS
ERFFHstyle=FE&IBGPTLPOLICY. Tk
VPNRIKHIIPHMY AR A S /9 IPVART AR
@O

tunnel_local_a | String BREER TEREEVPNRME _EAYtunnelis
ddress Attt , {XHstyleISTATICEBGPHYE
o
tunnel_peer_a | String EER TR ETEAFP U _E£AJtunnel
ddress FEOMNE, {NZstyle ASTATICELBGPRIHR
o
enable_nga Boolean o INBEEIHAR: FFENQAKM, {NZistyle
ASTATICRHE[E],
e HUESEE: true, false,
policy_rules Array of IPVAZREEIETURISRARHINIZE . {NHstylely
PolicyRule POLICYBVPNRIXAIIPHMY KR A S J91Pv4
objects AR [EISEFRRISRIS HLNLHE .
policy_rules_v6 | Array of IPVERASIETVRISRESHINLE . (X Zistyley
PolicyRule POLICYBVPNRIKAIIPHMY AR A S S91Pv6
objects AR [EISEFRRISRIS HLMZHE .

ikepolicy

IkePolicy object

ikeZREEXIR -
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B it fEiA
ipsecpolicy IpsecPolicy ipsecRAEITHR o
object
created_at String o GIFEERTE,
o UTCHJIEIEZN: yyyy-MM-
ddTHH:mm:ss.5552,
updated_at String o EfE—IKEHHTE,
o UTCHIIEIEZN: Jyyy-MM-
ddTHH:mm.ss.5552,
enterprise_proj | String e IpELiHEA: BMIRBID,
ect_id

o 1&Z: 36fIUUID, Svgw_idFTHRiA
VPNMIZHIBWIRE ID—3

ha_role String o INBEIREA: FHFEXLVPNMETHNIERE
BY, 'master'FrEiERE, 'slave'FzR
Bk, WHEEIL T E9ERZha_role#B

7= master’,
e ZLIAE: master,

tags Array of REFIER,

VpnResourceTa

g objects

7% 4-143 PolicyRule

B St 11153
source String TR IES o

destination Array of String | BRIMBIEMER . B2 IPVARIERAE T~ :
192.168.52.0/24 , BB IPVOERAETNR
f5l: 16af:cacc:1097:/48, & PolicyRule

=ZIR[E501

% 4-144 IkePolicy

2R it} A

ike_version String o INRSHAA: IKERRAS,
o EUESEE: V1, V2,
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R

%

phasel1_negoti
ation_mode

o INEEBR: tHFSIEC. (NHIKERRA VT
Ej‘@@o

o EVESEHE:
main: F&EH, IETEZEHS.
aggressive: EyEsiE=(, WESHUEBD
FERINERS .

authentication
_algorithm

String

o INEEIRAA: INEEX,
o HYESEBE: sha2-512, sha2-384,
sha2-256, shal, md5, sm3,

encryption_alg
orithm

String

o INREEWEH: MNEEZX

o HYESBE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des, sm4,

dh_group

String

o IfREIRAR: SE—PIEREAR(EAAIDH
¢H, HVPNMXflavorIGMATFRIRME],
e HYESEE: groupl, group2,
group5, groupl14, group15,
group16, group19, group20,
group21,

authentication
_method

String

o INREIRER: iketPESATHOIAIESSIZ

o EUETEHE:
pre-share: FAHZZR$H,

digital-envelope-v2: EZ#HF(Ei.

lifetime_secon
ds

Integer

o INAGIRAR: FRSAHEZEEE, x4t
ZEHBABAY S IKE SASBIES -

o EWESGHE: 60-604800, EAfii: .

local_id_type

String

o INRCIRBE: AimIDZERY, LVPNIIX
flavor AGMAFASIR[E] o

o BEUESEH:
- ip: IPZEEY,
- fgqdn: FQDNZEE!,

local_id

String

AKi%ID, Hlocal id_typeiphhiRElBlIEE,
EHVPNIERZITEERIARIRID, WNRKE
XE A | DI [E]V PNZERZFR{E FIRIVPN K
*IP; Hlocal_id_typeafqdniFiREIBIFEEY
EHVPNIEZIHEERIARIGID,
HVPNK*flavorAGMBTAIR[E],
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E= i) 1k
peer_id_type String o INREIRBH: XtumIDZEEY, ZVPNRIX
flavor AGMBEYAIR[E]
o EUESEH:
- ip: IPZEEY
~ fqdn: FQDNEEY
peer_id String IFRID, Hpeer_id_typeHiphtiR[EIBIFEESY,

EFVPNEZITIEERITIKID, WNRKE
ENHREIFHMFERIIP; ZHpeer_id_typels
fqdnBtiR[E] SRk B FVPNIEZATIEERY
FimwID o

LVPNREflavor IGMATAIR[E] o

dpd Dpd object MHERFEICNUITR o

%5 4-145 Dpd
2R it R
timeout Integer o INEEIHBA: XHFAFEHRNIRIMEEE

B o

o EUESEE: 2-60, 2{: .

interval Integer o INEEIHAA: XIEMTEBRENZHATE
o EWESGE: 10-3600, Bafi: #b,

msg String o INEEWER: XHFAFECNIRIAER .
o EUETHE:
seq-hash-notify: $§EDPDIRZFAIE;
fFliEE2hash-notify
seg-notify-hash: }§EDPDIRSIHHIE;
fFlREEnotify-hash,

R 4-146 IpsecPolicy

B -5t ik
authentication | String o INEEHAER: IAEEX.
_algorithm

o EYETGHE: sha2-512, sha2-384,
sha2-256, shal, md5, sm3,

encryption_alg | String o INRLIHAR: INZFEEE.

orithm e HUESEME: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des, sm4,
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B it i2)5
pfs String o INEEIEBA: PFS{EFBRYDHESRHE, X

VPN XflavorAGMBFARIER[E]

o HUESEE: groupl, group2,
group5, groupl14, group15,
group16, group19, group20,
group21, disable,

transform_prot | String o INBEIHAR: {EMNNY .
ocol o EUEBE:

esp: FRZEMN.
lifetime_secon | Integer o INEEIHAR: FRABLEIPSeCEEZETHIRE
ds BLAREAEENEFE,

o HYESEE: 30-604800, Bafi: &,

encapsulation_ | String o INEEWRA: IRSGIFEER,
mode o EETEE:

tunnel: BEREIET .

3% 4-147 VpnResourceTag

=Y it )%

key String o INREIRAR: FREHIRE.

o EUEBHE: 1-1280FFF, XISH=F.
BYFE, P, BRFE. EiE. T
1&, LIRIAITFFR: _=+-@,

value String o IfEERAA: 1REAYE.

o EUEEE: 0-2551FfFF, IFHF.
BYFE. P, ABRFE. GE. T
*gy L\J\&D)\-lt?fg _-::+'@o

V.

V.

- IR
i HtEeERSR AR ERAINA .
{

"vpn_connections": [
{
"id": "cf91c03¢c-9679-495f-a201-3622a1aec817",
"name": "vpn-b8fa",
"vgw_id": "8030f6d6-32a8-4d20-a7f8-50a7a826e2f8",
"vgw_ip": "0d0f4af1-42b9-41eb-97b9-b4d41a0bfoc4",

"cgw_id": "12f3577a-cbd8-4602-b68c-ecbf792fcec5",
"peer_subnets": [

"192.168.2.0/24"
1

"tunnel_local_address": "169.254.12.37/30",

NiERAS 01 (2025-06-25) IRIERE © LA/ ARBIRAE 148



FEILE M4
AP &%

4 API

"enable_nga": false,
"policy_rules": [],
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "10.*** *** 173",
"peer_id_type": "ip",
"peer_id"; "2} x* Q1
"dpd": {
"interval": 30,
"timeout": 15,
"msg": "seq-hash-notify"
}
L
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
L
"created_at": "2025-02-21T03:53:23.557Z",
"updated_at": "2025-02-21T03:53:23.557Z",
"enterprise_project_id": "0",
"ha_role": "master",
"tags": [1,
"policy_rules_v6": []

"id": "64c09578-a23c-4d9d-9c64-56b2f9a74695",
"name": "vpn-ec21",
"vgw_id": "8030f6d6-32a8-4d20-a7f8-50a7a826e2f8",
"vgw_ip": "1fb97767-d780-4d8b-83bb-6f878f662005",
"style": "STATIC",
"cgw_id": "12f3577a-cbd8-4602-b68c-ecbf792fcecs",
"peer_subnets": [
"192.168.2.0/24"
1,
"tunnel_local_address": "169.254.60.229/30",
"tunnel_peer_address": "169.254.60.230/30",
"enable_nga": false,
"policy_rules": [],
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "215.*** *** 55",
"peer_id_type": "ip",
"peer_id": "2} **x Q1
"dpd": {
"interval": 30,
"timeout": 15,
"msg": "seq-hash-notify"
}
L
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
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"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
L
"created_at": "2025-02-21T03:53:23.226Z",
"updated_at": "2025-02-21T03:53:23.226Z",
"enterprise_project_id": "0",
"ha_role": "master",
"tags": [1,
"policy_rules_v6": []
}
1
"request_id": "3¢53db019753c69323303c198af58a85"
}

i.  HtECIEREE SN .
{

"vpn_connections": [
{
"id": "db06a7cb-e3b5-4c8c-b682-40ed54e8eb54",
"name": "vpn-ed37",
"vgw_id": "8030f6d6-32a8-4d20-a7f8-50a7a826e2f8",
"vgw_ip": "1fb97767-d780-4d8b-83bb-6f878f662005",
"style": "POLICY",
"cgw_id": "12f3577a-cbd8-4602-b68c-ecbf792fcec5",
"peer_subnets": [
"192.168.2.0/24"
1

"tunnel_local_address": "169.254.44.197/30",
"tunnel_peer_address": "169.254.44.198/30",
"policy_rules": [

"rule_index": 1,
"source": "192.168.37.0/24",
"destination": [
"192.168.2.0/24"
1
}
1
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "215.*** *** 55",
"peer_id_type": "ip",
"peer_id": "2} *x Q1
"dpd": {
"interval": 30,
"timeout": 15,
"msg": "seq-hash-notify"
}

}

ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"

2

"created_at": "2025-02-21T03:59:50.341Z",

"updated_at": "2025-02-21T03:59:50.341Z",

"enterprise_project_id": "0",

"ha_role": "master",

“tags": [1,

"policy_rules_v6": []
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I
{
"id": "9f5220fd-f674-420c-9df7-6b6420a3ae99",
"name": "vpn-d0c2",
"vgw_id": "8030f6d6-32a8-4d20-a7f8-50a7a826e2f8",
"vgw_ip": "0d0f4af1-42b9-41eb-97b9-b4d41a0bfoc4",
"style": "POLICY",
"cgw_id": "12f3577a-cbd8-4602-b68c-ecbf792fcec5",
"peer_subnets": [
"192.168.2.0/24"
1,
"tunnel_local_address": "169.254.192.61/30",
"tunnel_peer_address": "169.254.192.62/30",
"policy_rules": [
"rule_index": 1,
"source": "192.168.37.0/24",
"destination": [
"192.168.2.0/24"
1
}
1,
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "10.*** *** 173",
"peer_id_type": "ip",
"peer_id"; "2} x* 2 Q1
"dpd": {
"interval": 30,
"timeout": 15,
"msg": "seq-hash-notify"
}
L
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
L
"created_at": "2025-02-21T03:59:50.651Z",
"updated_at": "2025-02-21T03:59:50.6512",
"enterprise_project_id": "0",
"ha_role": "master",
"tags": [1,
"policy_rules_v6": []
}
1
"request_id": "81237dad5e1338b1818cd6582781b610"
}
iii. #tE6UiEbgpEEARETUERRINEL .
{
"vpn_connections": [
{
"id": "5ddf5d02-c746-4075-be4b-95e9213e1c3c",
"name": "vpn-1655",
"vgw_id": "8030f6d6-32a8-4d20-a7f8-50a7a826e2f8",
"vgw_ip": "0d0f4af1-42b9-41eb-97b9-b4d41a0bfoc4",
"style": "BGP",
"cgw_id": "12f3577a-cbd8-4602-b68c-ecbf792fcecs",
"peer_subnets": [
"192.168.2.0/24"
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1,
"tunnel_local_address": "169.254.56.225/30",

"tunnel_peer_address": "169.254.56.226/30",
"enable_hub": false,
"policy_rules": [],
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"dh_group": "group16",
"authentication_method": "pre-share",
"lifetime_seconds": 172800,
"local_id_type": "fqdn",
"local_id": "123***",
"peer_id_type": "fqdn",
"peer_id": "456***",
"dpd": {
"interval": 60,
"timeout": 30,
"msg": "seq-notify-hash"
}
L
"ipsecpolicy": {
"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"pfs": "group16",
"transform_protocol": "esp",
"lifetime_seconds": 7200,
"encapsulation_mode": "tunnel"
T
"created_at": "2025-02-21T06:50:25.238Z",
"updated_at": "2025-02-21T06:50:25.238Z",
"enterprise_project_id": "0",
"ha_role": "master",
"tags": [1,
"policy_rules_v6": []

"id": "bb3632dd-f517-4e94-96b7-977c70d28966",
"name": "vpn-1341",
"vgw_id": "8030f6d6-32a8-4d20-a7f8-50a7a826e2f8",
"vgw_ip": "1fb97767-d780-4d8b-83bb-6f878f662005",
"style": "BGP",
"cgw_id": "12f3577a-cbd8-4602-b68c-ecbf792fcecs",
"peer_subnets": [
"192.168.2.0/24"
1,
"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"enable_hub": false,
"policy_rules": [],
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"dh_group": "group16",
"authentication_method": "pre-share",
"lifetime_seconds": 172800,
"local_id_type": "fqdn",
"local_id": "123***",
"peer_id_type": "fqdn",
"peer_id": "456***",
"dpd": {
"interval": 60,
"timeout": 30,
"msg": "seq-notify-hash"
}

%
"ipsecpolicy": {
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"authentication_algorithm": "sha2-512",
encryption_algorithm": "aes-256",
"pfs": "group16",
"transform_protocol": "esp",
"lifetime_seconds": 7200,
"encapsulation_mode": "tunnel"
L
created_at": "2025-02-21T06:50:25.5Z",
updated_at": "2025-02-21T06:50:25.5Z",
enterprise_project_id": "0",
ha_role": "master",
"tags": [1,
"policy_rules_v6": []
}
1
"request_id": "938ea2bba48836a429c741bd6f7627a4"
}
RS
1BS A2 KL,

4.1.3.3 &1 VPN 1E#E

ab
ThEEN R

RIEEZID, EFEERVPNEZERNSE

AR

52 IWAMTERAPI,

URI
GET /v5/{project_id}/vpn-connection/{vpn_connection_id}
£ 4-148 S P
BFR ESid] =AY | e
i
project_id String 2 IREID, mJLABII3RENERE IDFRENE
ID,
vpn_connectio | String 2 VPNiEZID,
n_id
IBKER

o IBERBH
o
o IFKRIEFH

GET https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}
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N Rz

o NS
IREMRZERS S 200: successful operation,

% 4-149 QL Body 2#%I%&

B it ik
vpn_connectio | ResponseVpn | vpn_connection{4%,
n Connection
object
request_id String BXKID,

& 4-150 ResponseVpnConnection

BiR i A

id String o INREIHER: VPNIEREID,
o HT: 36{:7UUID,

name String o INAEINAA: VPNIEZZIR,

o EUEEHE: 1-641FFF, N FE. &=
XF8, 3 (\ude00 - \u9fa5) . _
(TFRIEZ) « - (FRIZL) . . (=)

status String o IPELIHER: VPNIEEIRES.

o BUEEE:
ERROR: 8% .

ACTIVE: IFE,

DOWN: Ri&E#z.
PENDING_CREATE: @,
PENDING_UPDATE: E#h,
PENDING_DELETE: fE&eh,
FREEZED: &&5HR,
UNKNOWN: &40,

vgw_id String o INEgiiAA: VPNRIXID,
e 1&3(: 36fZUUID,
vgw_ip String o INAEIRAA: VPNRIFEEIPAIIDEENFA
MIP o

o & 36fIUVIDEE S 4!IPvatts
fit (%0192.168.45.7 ) &
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R

ik

style

o INEEIRER: EREHEC,
o HUEEHE:
POLICY: SRESER .
STATIC: BFSEREAIER .
BGP: bgpi&HItE .
POLICY-TEMPLATE: SER&tEHRIER .

cgw_id

String

o INEEiRAA: XJimMXID,
o HT: 36{UUID,

peer_subnets

Array of String

IPVASSIG TR o ZVPNRIKAIKERET /9
ERF Bstyle=FE&IBGPTPOLICY. BEVPN
W) KA IPIMY AR A S A9 IPVERT AIR[E]

peer_subnets_v
6

Array of String

IPVERTUHFM o VPN XAIXKERETC A
ERF Bstyle=FE&IBGPTEPOLICY. TEVPN
WA PEMY AR AN S 9 I PVART AR [E] o

tunnel_local_a | String e TEREEVPNRXE Ea9tunneliE
ddress Atk , {XZstyleISTATICEBGPRIB
o
tunnel_peer_a | String KEER TEREETAFMIZE _Ef9tunnel
ddress EOMIE, {NYstyleISTATICELBGPETHE
o
enable_nga Boolean o INEEIHAR: FFENQAK, {NXstyley
STATICRTIR[E],
o EYESEE: true, false,
enable_hub Boolean o INEEIHAER: FEHXZERL, NHstyleh
BGPHIR[E,
o EYESEHE: true, false,
policy_rules Array of IPVAZRREIEUROSRESHANIZE . (N Hstylely
PolicyRule POLICYBVPNRIKAIIPHMY AR A S S91Pv4
objects AR [EISEFRAVSEREALNZA .
policy_rules_v6 | Array of IPVERASIETVAISRAS NI . (N Hstylely
PolicyRule POLICYBVPNRIFEHIIPHMYARA S AIPVE
objects AT IR [EISEFRRYSRRE RN ZE o
ikepolicy IkePolicy ikeZREEXIR o
object
ipsecpolicy IpsecPolicy ipsecEREEITSR .
object
created_at String o BliERTE],
o UTCHIEWEZN: yyy-MM-
ddTHH:mm:ss.5552,
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E= it fiik
updated_at String o HE—REHATE,
o UTCHIEMER: yyyy-MM-
ddTHH:mm.ss.S552,
enterprise_proj | String o IhgtinER: ®MIRBID,
ect_id o #&3t: 36(LUUID, Svgw_ idFtFiR
VPNRIKAIE I IRE ID—3 .
connection_mo | String o INELiiAA: VPNIERISIZEID, {NZVPN
nitor_id EE TR EEGERRE],
o #&={: 36fZUUID,
ha_role String o INEEIRAE: FHEXVPNRIK THYERE
Bf, 'masterFRnEiERE, 'slave'®RnE
&R, WEEILTRIERZha_role#2
'master’,
e ZIAE: master,
tags Array of eI,
VpnResourceT
ag objects
bgp_peer BgpPeer BGPHPEEE .
object
%< 4-151 PolicyRule
B St 1k
source String TRHELERIES .
destination Array of String | BRIMBIEMER . B2 IPVARIERAS T~ :

192.168.52.0/24 , BB IPVOIEGHE <
f5: 16af:cacc:1097:/48, & PolicyRule
=ZIR[E]501 .

7% 4-152 lkePolicy

B KE 1)
ike_version String o IHEEIRAA: IKERRAS,

o HUEEHE: vi1,Vv2,

MAERRAS 01 (2025-06-25)

WRIERE © HERRARBIRAT

156



FEILE M4
AP &%

4 API

R

%

phasel1_negoti
ation_mode

o INEEBR: tHFSIEC. (NHIKERRA VT
Ej‘@@o

o EVESEHE:
main: F&EH, IETEZEHS.
aggressive: EyEsiE=(, WESHUEBD
FERINERS .

authentication
_algorithm

String

o INEEIRAA: INEEX,
o HYESEBE: sha2-512, sha2-384,
sha2-256, shal, md5, sm3,

encryption_alg
orithm

String

o INREEWEH: MNEEZX

o HYESBE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des, sm4,

dh_group

String

o IfREIRAR: SE—PIEREAR(EAAIDH
¢H, HVPNMXflavorIGMATFRIRME],
e HYESEE: groupl, group2,
group5, groupl14, group15,
group16, group19, group20,
group21,

authentication
_method

String

o INREIRER: iketPESATHOIAIESSIZ

o EUETEHE:
pre-share: FAHZZR$H,

digital-envelope-v2: EZ#HF(Ei.

lifetime_secon
ds

Integer

o INAGIRAR: FRSAHEZEEE, x4t
ZEHBABAY S IKE SASBIES -

o EWESGHE: 60-604800, EAfii: .

local_id_type

String

o INRCIRBE: AimIDZERY, LVPNIIX
flavor AGMAFASIR[E] o

o BEUESEH:
- ip: IPZEEY,
- fgqdn: FQDNZEE!,

local_id

String

AKi%ID, Hlocal id_typeiphhiRElBlIEE,
EHVPNIERZITEERIARIRID, WNRKE
MR EIVPNEREFT{ERARIVPNRIXIP; =
local_id_typeJafqdnBdiR[ElBIEE S #
VPNIEEZ I E e A iwID

VPN Xflavor AIGMBETARIR[E]
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E= i) 1k
peer_id_type String o INREIRBH: XtumIDZEEY, ZVPNRIX
flavor AGMBEYAIR[E]
o EUESEH:
- ip: IPZEEY
- fqdn
peer_id String IFRID, Hpeer_id_typeHiphtiR[EIBIFEESY,

EFVPNEZITIEERITIKID, WNRKE
ENHREIFHMFERIIP; ZHpeer_id_typels
fqdnBtiR[E] SRk B FVPNIEZATIEERY
FimwID o

LVPNREflavor IGMATAIR[E] o

dpd Dpd object MHERFEICNUITR o

25 4-153 Dpd
2R it R
timeout Integer o INEEIRER: XWEARFEERNIESEEE

B o

o EUESEE: 2-60, 2{: .

interval Integer o INEEIHAA: XIEMTEBRENZHATE
o EWESGE: 10-3600, Bafi: #b,

msg String o INEEWER: XHFAFECNIRIAER .
o EUETHE:
seq-hash-notify: $§EDPDIRZFAIE;
fFliEE2hash-notify
seg-notify-hash: }§EDPDIRSIHHIE;
fFlREEnotify-hash,

R 4-154 |psecPolicy

B -5t ik
authentication | String o INEEHAER: IAEEX.
_algorithm

o EYETGHE: sha2-512, sha2-384,
sha2-256, shal, md5, sm3,

encryption_alg | String o INRLIHAR: INZFEEE.

orithm e HUESEME: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des, sm4,
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R

%

pfs

o INAGIRAR: PFS{HEFAIDHERIREA, X
VPN XflavorAGMBFARIER[E]

o HUESEE: groupl, group2,
group5, groupl14, group15,
group16, group19, group20,
group21, disable,

transform_prot
ocol

String

o INBEEIRAR: (EHtMY.
o HUESEE:
esp: HEZEMMN.

lifetime_secon
ds

Integer

o INEEREA: RECEIPSeciEIFEIAIME

BUAREAEENEEFRER,
o EVESTE: 30-604800, Eafi: #,

encapsulation_
mode

String

o INEEINAR: IRETEMET
o EVESEHE:
tunnel: BEREIET .

& 4-155 VpnResourceTag

BiR it} 3%
key String o INBEIHAR: IREAVE.
o BUESEE: 1-1281FF, XiFH=F.
BYFH, fX. fmAfFE. #iE. T
#:lz’ LJ&D)\T??& _-::+'@o
value String o INEEIREE: REHIE.
o EUETBEl: 0-2551FFF, iFs=.
BYFH., BN, AFE. g5, T
1, URUTERS: _=+-@,
R 4-156 BgpPeer
B - it R
peer_ip_addres | String BGPER[FE it ,
s
peer_asn Integer BGPABERIBGPHEElE RS -
state String BERZE.
state_duration | String TSGR
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B it )%
num_received_ | Integer EUEIRIEEEE
routes
num_message | Integer EWRIEEE .
_received
num_message | Integer ERXAEEH.
_sent

o N@RzAFAHI
{

"vpn_connection": {
"id": "98c5af8a-demo-a8df-va86-ae2280a6f4c3",
"name": "vpn-1655",
"status": "DOWN",
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0eb0Obde",
"style": "POLICY",
"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": ["192.168.0.0/24"],
"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"policy_rules": [{
"rule_index": 1,
"source": "10.0.0.0/24",
"destination": [
"192.168.0.0/24"
1
1,
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "10.%** *** 134",
"peer_id_type": "ip",
"peer_id": "88.*** *** 164",
"dpd": {
"timeout": 15,
"interval": 30,
"msg": "seq-hash-notify"
}
L
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
L
"created_at": "2025-06-26T13:41:34.626Z",
"updated_at": "2025-06-26T13:41:34.626Z",
"enterprise_project_id": "0",
"ha_role":"master",
"tags™ [1,
"policy_rules_v6": [],
"bgp_peer": {
"peer_ip_address": "169.254.173.1",
"peer_asn": 64516,
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"state": "established",
"state_duration": "3d01h34m24s",
"num_received_routes": 5,
"num_message_received": 15541,
"num_message_sent": 15516
1
h
"request_id": "f91082d4-6d49-479c-ad1d-4e552a9f5cae"
}
RSB

52 0A.2 K.

4.1.3.4 &if) VPN i&EiE513%=

ab
ThEEN 4B

ARTIE

URI

EifVPNiERZTIZE.

52 LAMEE AP,

GET /v5/{project_id}/vpn-connection

%+ 4-157 SEiKA

BR it 2/ | %A
i%
project_id String = IREID, BJLABIIIRENINE IDFREIRE
ID,

% 4-158 153Kk Query 2HFI%

ZR - St =RY | i
i%
vgw_ip String & VPNPXEIPRIIDEIZENFAMIP
vgw_id String = VPNMZXID,
enterprise_pr | Array B ®IIREID,
oject_id
limit Integer & o IfEEIREH: HREFNEIRIRERIC
RY=.
o EYESEE: 0-2000,
o ZEKIAME: 2000,
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B 8 BEY | A
i%
marker String & o INEEIREE: EEARAIEIBINCH,
HN=TAEEE—R . EiFTF—RRY
markera] LITRYE E—TRIBRAY
page_infoXy&HHnext_markerig
5.
o ZJBR: WRSlimit—ie(FER,
BRiHE
o EREBH
To
o BRI
a. HiEFBVPNIEE:,
GET https://{Endpoint}/v5/{project_id}/vpn-connection
b. fSEvgw_ipEifVPNIZERE,
GET https://{Endpoint}/v5/{project_id}/vpn-connection?
vgw_ip={vgw_ip}&limit={limit}&marker={marker}
c. IEEVPNRIXELHIEIRVPNEL,
GET https://{Endpoint}/v5/{project_id}/vpn-connection?
vgw_id={vgw_id}&limit={limit}&marker={marker}
IALHR
o THRIEH

IREYAZSAS S 200: successful operations

2= 4-159 [ Body &#%I%

B -3t fi#id
vpn_connectio | Array of vpn_connection{J&,
ns ResponseVpn
Connection
objects
page_info Pagelnfo PRIER.
object
request_id String B3XKID,
total_count Long R TEESE.
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& 4-160 ResponseVpnConnection

R

xE

%

id

String

e IHAEIRAA: VPNIEIZID,
o &= 36{UUID,

name

String

o INALIHAR: VPNIEREZIR,

o EUETEE: 1-641MFF, XiFH=F. &
X=FE. $3 (\u4e00 - \u9fa5) . _
(FRIZE) « - (hRIE) . (=)o

status

String

o INEEIRAR: VPNERSIRE.

o HUESBHL:
ERROR: J&,

ACTIVE: IEE.

DOWN: K&,
PENDING_CREATE: Blgd,
PENDING_UPDATE: &E#h,
PENDING_DELETE: &,
FREEZED: &éEH,
UNKNOWN: k%1,

vgw_id

String

e INALSIHAA: VPNRXID,
o &= 36{UUID,

vgw_ip

String

o INBEIRAA: VPNPYSEEIPHIIDIRIEAFA
WIPO

o H&T: 36 UUIDE = TidHIPvALt:
it (40192.168.45.7 ) &

style

String

o INREIREA: EEER.
o HUESEE:
POLICY: ZRHgE=
STATIC: E#SE8HIETC,
BGP: bgpiEHtE .
POLICY-TEMPLATE: $R&IERIER .

cgw_id

String

o INAEIAR: RHRMIKID,
o &z 36fZUUID,

peer_subnets

Array of String

IPVAXTimFM . Z9VPNRIFKAIKERIET
ERFH Bstyle==E&IBGPTZ{,POLICY. VPN
) K RYIPEMY AR AN S /91 PVERT IR [E]

6

peer_subnets_v | Array of String

IPVERTUHFM . ZVPNRIKAIKERET S
ERH B style==EZIBGPZ{,POLICY. VPN
I K RYIPHMY AR AN S /91 PvART IR [E]
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E= £ =il 1k
tunnel_local_a | String BEEX TEREEVPNRME _EAYtunneliE
ddress Ot {XZstyleASTATICEBGPRSHE
o
tunnel_peer_a | String AR N EEAF MRS Eftunnel
ddress EOMNE, {NYstyleISTATICE,BGPETHE
o
enable_nga Boolean o INEEBA: FENQAIGIN ., {XZstylesy
STATICEHIR[E],
o EYEBHE: true, false,
enable_hub Boolean o INREEIRER: FAEHSIEEF, (Xstylesy
BGPRJIR[E],
o BYEBHE: true, false,
policy_rules Array of IPVASRESIEICHISRESIRMZE , (N Hstyles
PolicyRule POLICY BVPN®FEHIIPHMYERAS A IPv4
objects AR [E1SEFRAVSRREARNIZE .
policy_rules_v6 | Array of IPV6IREEAETVRISREEHINILE . (N & styles
PolicyRule POLICYBEVPNRIFEHIIPHMYARA S AIPVE
objects AR [E1SEFRAISEREARNIZE .
ikepolicy IkePolicy ikeZRAEXTIR o
object
ipsecpolicy IpsecPolicy ipsecCREEXTR .
object
created_at String o QUFEERTE],
o UTCHJIEIEIN: yyyy-MM-
ddTHH:mm:ss.5552,
updated_at String o EfE—IXEHATE,
o UTCHIEIEIN: yyyy-MM-
ddTHH:mm:ss.5552,
enterprise_proj | String o IfBEIHAR: WIRBID,
ect id o &3 36fUUID, Svgw_idFftRiR
VPNRAI IR E ID—3 .
connection_mo | String o INREIRAR: VPNIEEISIZID, {NHVPN
nitor_id EETEEEEERERE,
o 1&=: 36/ZUUID,
ha_role String o INEEIHAR: FH/EXLVPNME A IER:

BY, 'master T RFiERE, 'slave'TR_E
EE, WEEI TAIEREEha_role#l2
'master’,

e PRINE: master,
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B ESid] faik
tags Array of RS,

VpnResourceT

ag objects

%= 4-161 PolicyRule

=T il A
source String TRIBHERES
destination Array of String | BRIMEAEER . BENPVARI ERAE TR :

192.168.52.0/24 , BN IPV6ESHE <
f5: 16af:cacc:1097::/48, & PolicyRule
RZIR[E]501

< 4-162 IkePolicy

L2

semy

111

ike_version

String

ThREeA:
EESeRE:

IKERRZASS .

vl, v2,

phase1_negoti
ation_mode

String

IHEEIREA: 1RSIt . (XM IKERRA V1

Ej\@@o

EVESE:

- main: g, MHEEESN
l%o

- aggressive: BEIRS, HRFHREE
R

authentication
_algorithm

String

IhEeiRRA: TAIEEE,
EUESEEl: sha2-512, sha2-384,
sha2-256, shal, md5, sm3,

encryption_alg
orithm

String

IhREREA: MEEE.

HUESEE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des, sm4,

dh_group

String

TheeiRBA: S ERERTAIIR(ERRYDH
¢H, HVPNRXflavor AGMATAIRE] .
BY&ESEE: groupl, group2,

group5, group14, group15,
group16, group19, group20,
group21,
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2R =i i)
authentication | String o INEEIHAER: ikethEBIHSIAIETSE
~method o BUEEE:
pre-share: FHt=#E5H,
digital-envelope-v2: EZHFEH .
lifetime_secon | Integer o INELIHER: FTRSANSEZFERE, Iiz4E
ds FEIEABRY IS IKE SASBiIEHT.
o HVESEEl: 60-604800, &fi: b,
local_id_type | String o INAEIRAR: ZNiRIDZERY, LVPNMX
flavor AGMBTAIR[T]
o EUESEH:
- ip: IPZEEY,
_ fqdn: FQDNZEEY,
local_id String AiglID, Hlocal_id_typeSipHtiR[ElE#EED)
EHVPNIEZIHEENARIRKID, WNRKE
ENLREVPNERZFTERRIVPNRXIP; &
local_id_typeJafqdnBdiR[ClBIEE S #
VPNIEERHEERI AiwID o
VPN EflavorAGMAY RIR([E] ,
peer_id_type String o INREHER: XFumIDZERY, LVPNRIE
flavor AGMBETAIR[T]
o EUESEH:
- ip: IPZEEY
- fqdn: FQDN2z:EY
peer_id String XtimID, Hpeer_id_typegiphtiREIGIFED,
EFVPNEZITIEERIMTIRID, WNRFKIE
ENIREFSHMFERIP; Zpeer_id_typels
fqdnBd R [E1 8RS B #TVPNIERZAT S ERY
XFiFID o
VPN EflavorAGMBTRIR(E] ,
dpd Dpd object SHERFHRNITR .
% 4-163 Dpd
B E-Jid] A
timeout Integer o INEEIRER: XWEARFEERNIRSEEE
PR o
o EUESEE: 2-60, Bfi: #,
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B it R
interval Integer o INAGIRAR: XWEHEMEBENZHETE,
o HEVESEE: 10-3600, &fy: #,
msg String o INEEIRAR: MIHFRFBICMIRIIAER -

o EUEBE:
seq-hash-notify: }§EDPDIRSIHHIZ;
Tl E=2hash-notify
seq-notify-hash: 1§xEDPDIRHFHIZ:
fFlREEnotify-hash,

% 4-164 IpsecPolicy

B

ESid]

%3

authentication
_algorithm

String

o INEEIRAR: INIEEX,
o HYESEBE: sha2-512, sha2-384,
sha2-256, shal, md5, sm3,

encryption_alg
orithm

String

o INREEWIEH: MNEEIX

o HYESBE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des, sm4,

pfs

String

o INEEIRR: PFS{EFIRYDHEREHEAE, X
VPNMXflavorAGMATARIR[E] .

o HYESEE: groupl, group2,
group5, groupl14, group15,
group16, group19, group20,
group21, disable,

transform_prot
ocol

String

o INAEILER: {EitNY.
o EUESEH:
esp: FEZEMY.

lifetime_secon
ds

Integer

o INEEWRA: FRINACEIPSeciEIEIEIAIRE
ELARGE D& ERIEFEHA

o EVESGE: 30-604800, EAfi: b,

encapsulation_
mode

String

o INBEIRAA: IRCIIEER .
o HUESEHE:
tunnel: BEREIET .
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2% 4-165 VpnResourceTag

B 281 fER
key String o INREULRR: FRESAIE,
o HUESBHE: 1-1281M=FFF, IFHFE.
RXFE, P, ARFE. EiE. T
1%; DX&LXT??& _-:=+'@o
value String o INREEAE: FRESHY(E.,
o EUEBHE: 0-2551FfF, XIFHF.
BXFE, P, ARFE. @5 T
B, URLTZERS: _=+@,

& 4-166 Pagelnfo

B St R

next_marker String T—mfImarker, ERE—XRE WA
RE— 1 RIRAIEIZERTE

current_count | Integer LHEPRPREHE . B/NTEEEKE
ANBlimitIFR R RE—R.

LI )iz ==

a. EiAFEVPNIERERINELT .
{

"vpn_connections": [{

"id": "228a68f0-demo-a8df-va86-a9919a3ea3de",
"name": "vpn-56ea",
"status": "DOWN",
"vgw_id": "ba90819b-demo-a8df-va86-3a01622856a5",
"vgw_ip": "3ea3b006-demo-a8df-va86-ae180ae07885",
"style": "STATIC",
"cgw_id": "537d9c26-demo-a8df-va86-99364a410f00",
"peer_subnets": [

"192.168.1.0/24"
1

"tunnel_local_address": "169.254.149.2/30",
"tunnel_peer_address": "169.254.149.1/30",
"enable_nga": true,
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "10.1.1.216",
"peer_id_type": "ip",
"peer_id": "10.0.1.67",
"dpd": {
"timeout": 15,
"interval": 30,
"msg": "seg-hash-notify"
}
}

n

ipsecpolicy": {
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"authentication_algorithm": "sha2-256",
"encryption_algorithm™: "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
by
"created_at": "2025-06-11T13:59:59.633Z",
"updated_at": "2025-06-11T13:59:59.633Z",
"enterprise_project_id": "0"

"id": "a4df33ca-demo-a8df-va86-410a7dd6973f",
"name": "vpn-15ea",
"status": "DOWN",
"vgw_id": "02217fb1-demo-a8df-va86-806ea291a8f2",
"vgw_ip": "f5acac2c-demo-a8df-va86-72b819a5f525",
"style": "POLICY",
"cgw_id": "10a4496f-demo-a8df-va86-7510f4b2af33",
"tunnel_local_address": "169.254.77.169/30",
"tunnel_peer_address": "169.254.77.170/30",
"policy_rules": [{
"source": "10.0.0.0/24",
"destination": [
"192.168.44.0/24"
1
1,
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 3600,
"local_id_type": "ip",
"local_id": "88.*** *** 167",
"peer_id_type": "ip",
"peer_id": "10.***** 21",
"dpd": {
"interval": 30,
"timeout": 15,
"msg": "seg-hash-notify"
}

b
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm™: "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
b
"created_at": "2022-06-09T07:24:27.674Z",
"updated_at": "2022-06-09T07:24:27.674Z",
"enterprise_project_id": "0",
"ha_role":"master"
}
1,
"page_info": {
"next_marker": "2025-06-09T07:24:27.674Z",
"current_count": 2
1
"request_id": "1d94a4e8-fdc2-7bfd-943e-19bfadb234ac",
"total_count": 2

}
b. 1EEvgw_ipEIEVPNEZAIILAL o
{

"vpn_connections": [

{
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"id": "8fa335dd-demo-a8df-va86-78bb55a8bb04",
"name": "vpn-2acd",

"status": "DOWN",
"vgw_id": "02217fb1-demo-a8df-va86-806ea291a8f2",
"vgw_ip": "f5acac2c-demo-a8df-va86-72b819a5f525",
"style": "STATIC",
"cgw_id": "eba04567-demo-a8df-va86-5b0352f89af0",
"peer_subnets": [
"192.168.44.0/24"
1
"tunnel_local_address": "169.254.58.225/30",
"tunnel_peer_address": "169.254.58.226/30",
"enable_nga": false,
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm™: "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 3600,
"local_id_type": "ip",
"local_id": "88.*** *** 167",
"peer_id_type": "ip",
"peer_id": "10.}** *** Q"
"dpd": {
"timeout": 15,
"interval": 30,
"msg": "seg-hash-notify"
}
by
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
by
"created_at": "2025-06-11T14:24:25.115Z",
"updated_at": "2025-06-11T14:24:25.115Z",
"enterprise_project_id": "0"
L
{
"id": "a4df33ca-demo-a8df-va86-410a7dd6973f",
"name": "vpn-15ea",
"status": "DOWN",
"vgw_id": "02217fb1-demo-a8df-va86-806ea291a8f2",
"vgw_ip": "f5acac2c-demo-a8df-va86-72b819a5f525",
"style": "POLICY",
"cgw_id": "10a4496f-demo-a8df-va86-7510f4b2af33",
"tunnel_local_address": "169.254.77.169/30",
"tunnel_peer_address": "169.254.77.170/30",
"policy_rules": [
"source": "10.0.0.0/24",
"destination": [
"192.168.44.0/24"
1
}
1
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 3600,
"local_id_type": "ip",
"local_id": "88.*** *** 167",
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"peer_id_type": "ip",
"peer_id": "10.x***** 21",
"dpd": {
"interval": 30,
"timeout": 15,
"msg": "seg-hash-notify"
}
b
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm™: "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
by
"created_at": "2025-06-11T13:59:59.633Z",
"updated_at": "2025-06-11T13:59:59.633Z",
"enterprise_project_id": "0",
"ha_role":"master"

}

1,

"page_info": {
"next_marker": "2025-06-11T13:59:59.633Z",
"current_count": 2

}

"request_id": "1d94a4e8-fdc2-7bfd-943e-19bfadb234ac",
"total_count": 12

}
C. IEEVPNMKSEFIEFIEVPNEZAIIEDA o
{

"vpn_connections": [
{

"id": "8fa335dd-demo-a8df-va86-78bb55a8bb04",

"name": "vpn-2acd",

"status": "DOWN",

"vgw_id": "02217fb1-demo-a8df-va86-806ea291a8f2",

"vgw_ip": "f5acac2c-demo-a8df-va86-72b819a5f525",

"style": "STATIC",

"cgw_id": "eba04567-demo-a8df-va86-5b0352f89af0",

"peer_subnets": [

"192.168.44.0/24"

1
"tunnel_local_address": "169.254.58.225/30",
"tunnel_peer_address": "169.254.58.226/30",
"enable_nga": false,

"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 3600,
"local_id_type": "ip",
"local_id": "88.*** *** 167",
"peer_id_type": "ip",
"peer_id": "10.}** *** Q"
"dpd": {

"timeout": 15,

"interval": 30,

"msg": "seg-hash-notify"

}

B

"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
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"encapsulation_mode": "tunnel"
by
"created_at": "2025-06-11T14:24:25.115Z",
"updated_at": "2025-06-11T14:24:25.115Z",
"enterprise_project_id": "0",
"ha_role":"master"

"id": "a4df33ca-demo-a8df-va86-410a7dd6973f",
"name": "vpn-15ea",
"status": "DOWN",
"vgw_id": "02217fb1-demo-a8df-va86-806ea291a8f2",
"vgw_ip": "f5acac2c-demo-a8df-va86-72b819a5f525",
"style": "POLICY",
"cgw_id": "10a4496f-demo-a8df-va86-7510f4b2af33",
"tunnel_local_address": "169.254.77.169/30",
"tunnel_peer_address": "169.254.77.170/30",
"policy_rules": [
{
"source": "10.0.0.0/24",
"destination": [
"192.168.44.0/24"
1
}
1
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 3600,
"local_id_type": "ip",
"local_id": "88.*** *** 167",
"peer_id_type": "ip",
"peer_id": "10.x***** 21",
"dpd": {
"interval": 30,
"timeout": 15,
"msg": "seg-hash-notify"
}
by
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
By
"created_at": "2025-06-11T13:59:59.633Z",
"updated_at": "2025-06-11T13:59:59.633Z",
"enterprise_project_id": "0",
"ha_role":"master"

}

page_info": {

"next_marker": "2025-06-11T13:59:59.633Z",
"current_count": 2

request_id": "1d94ade8-fdc2-7bfd-943e-19bfa9b234ac",
"total_count": 12

B2 A2 K63,
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APl &%& 4 API
4.1.3.5 & VPN &
INEEN4A
RIEEREID, EFEEIVPNIEEIISE,
RARBE
152 WAMTEBAPI,
URI
PUT /v5/{project_id}/vpn-connection/{vpn_connection_id}
& 4-167 SH4%HA
2R 5] =AY | e
ik
project_id String 2 IREID, aILABIIIREERE IDFREVRE
ID,
vpn_connectio | String = VPNEHEID,
n_id
BKEE
o FKSH
+ 4-168 BRSY
2R il =/Y | #A
i
vpn_connecti | UpdateVpn | & vpn_connection{J& ,
on Connection
RequestBod
yContent
object
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Z 4-169 UpdateVpnConnectionRequestBodyContent

B 5] =/Y | mA
ik
name String & o INBEIREE: VPNIEEZZFR,

o EVESBE: 1-647MFF, HiFH
F. BYFHE. $3Z (\ude0O -
\udfa5) . _ (X&) . - (hkl
%)..(H).

o IHEEIRAA: XJimMIKID,
o #4TE: 36{ZUUID,

IHEEIRAE: IPVARTiHFR o

o #JTR:

- IPHMMARA S HIPVERTAIE;
VPNRKRYKE & erB
style==E& ApolicysibgpAtA

- EROMERRVPCITIREMES, A
BEAE XU, flan:
100.64.0.0/10.
100.64.0.0/12, 214.0.0.0/8,
AEregionBITREE MERA[E]
SEfRERLAconsole BRI
WERZEE(FEFH100.64.0.0/108%
100.64.0.0/12, SRz TEHEH
Bo

- B1YVPNIEERZIESS0YY
U=l o

peer_subnets | Array of IhEeiRBA: IPVEXTJim=M .

_v6 String o #T:

- IPHMMARAS HIPVARTANIE;
VPNRKRYKB & oerB
style=2E& AapolicyaibgpAt A

- BYVPNIEERZIESS01YY
U o

iy

cgw_id String

iy
[ ]

peer_subnets | Array of
String

oy
[ ]
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FEE FAMIES

APl &% 4 API
2R St} ZEA/Y | ik
i
tunnel_local_ | String & o INREIHRER: RAEXX TEEHEVPN
address W% _ER9tunneliZOtht . H1a0:
169.254.76.1/30,
o Z9TR:

BiI16{%ME169.254, FRE(HF

169.254.195.xxX

RS KEMNIRZE30, P

tunnel_peer_addresstEE—>30

ISEE .

MBS M EZHRAY AL .
tunnel_peer_ | String B o INREIRAR: BREAEX TEEERP
address Mg & _ER9tunnedZ Otk . )

W: 169.254.76.1/30,

o #ATR:

B 16{ME169.254, FRE(HF

169.254.195.xxx

RS RKEVIRE30, HAF

tunnel_local_addressfE[E—1 30

BISEE .

MBS M EZHRAYFEA LI .
enable_hub | Boolean B o INBEEIHAR: FEHXHEL,

o HYUESEE: true, false,
o ZHAE: false,
o ZJ5R: YstyleHBGPRHES, &N
~E,
psk String B o INEEIHER: FAXZZREH, ikehRAK

Fv2hY, RIERZFEARER.

LVPNRIFEHIflavorIGMAT, psk

AZEFEH

o ZUTR: 8-1281MFFF, HEeBAK

B5x8. N\NEXFE. HFFKRFE

F(~@#$%N*()-_+={ },./;) BED

BE MR =F,
policy_rules | Array of & INEEIREA: IPVASRESIRTUAYSRRS N

PolicyRule 4,

object 4R RBEESM, Xstyley
policy BVPNRIKATIPHMYIRA S5
IPVARTIES .
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APl &% 4 API
E= i) BRY | ik
i%
policy_rules_ | Array of & ThEeiREA: IPVESRESIETURYSRES AN
v6 PolicyRule A,
object 2R RBES5T, (Xstyley
policy BVPNRIKHIIPIY IR A S /9
IPVERTIES .
ikepolicy UpdatelkeP | & ikeSREEXTSR o
olicy object
ipsecpolicy Updatelpsec | & ipsecTRAEITSR
Policy object
%< 4-170 PolicyRule
E=2 St =AY | ik
%
source String B o ZJ%R: FARLSHEfPolicyRule FHY
sourcefg[E] .
destination | Array of & o INBEIHAR: ERYHEIEMES, MES
String IPv4/IPVeAETLEE 5 VPN R SZAYIPH
AR AN ITEL .
BN PvAR ERAE TR -
192.168.52.0/24,
BB IPVE MBS :
16af.cacc:1097::/48,
o #AJ%R: G PolicyRulefzZIEE50
PAS
o
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= 4-171 UpdatelkePolicy

R

#a

B | iR

ike_version

String

IHESHAR: IKERRAS,
EESEE:

- HVPNMERIflavorBc B IGM
B4, BUESEE VI,

- Hftp=TEEEE VI,

V2,
EOANME:

- HVPNMERIflavorBc B RIGM
Bt, BRIAMESVI,

- HfttinsT, BOMESV2,

phase1_nego
tiation_mod
e

iy

String

Inaeisien: e,
EYBESCH:

VPN EHIflavorBit & IGM
B, BYESEEImain,
Hithin= FEESEE Jamain,
aggressive,

main: FiER, thadieeelt
= o

aggressive: B¥ESiR=(, WIEFHUE
BihEmRINES.

95K ikehRZA V2T ARELLF
B¢, IKERRASVIETERL

authenticati
on_algorith
m

N

String

IHREIRAR: INEEX, 1BEUZFER
E%E%SATJ}F%—MEQ%%EE
EESCH:

- HVPNREEflavorBicEIGM
AY, BUESEE9sm3,

- Hittp=TFEECEN
sha2-512, sha2-384,
sha2-256, shal, md5,

Hreh, shalfimdsZ MBI, 5
'LE\-}EHo
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R S =R | ik
i
encryption_a | String & o INRENAA: MIEEX. BGZFR
lgorithm RRBESFSANE—MERENEE
o

o HEUESEE:
HVPNRIEHflavorBic & IGM
AY, BUESEBEIsM4,

Hitnip = TEUESEE ~aes-256-
gcm-16, aes-128-gcm-16,
aes-256, aes-192, aes-128,
3des,

Hrh, 3des, aes-128,
aes-192, aes-256F MK, 15
=128

o INEEUIAA: SE—MEREHRIEER
HIDHAE . (EizFREFEF N
B—MERELEER.
ZVPNREAIflavorE B HGM
B, ZFRIEEEL.

o BYESBE: groupl, group2,

group5, group14, group15,
group16, group19, group20,
group21,
Hrr, groupl, group2,
group5, groupT4ZEMRIR, 15
1&H.

lifetime_seco | Integer IBEIRER: FRSAMAETZE,

nds LR F EIRFBAYISIKE SAKSE N

B, BizFREREESIhE—
MEZEE .

o BEYESBE: 60-604800, Bafi:
o

o INEEIRBE: ZAimIDEEY
VPN EHIflavorBit B AGM
B, ZFERELEEL .

o HUESEHE:
- ip: IP2EEY,
- fqdn: FQDNZEEY,

N

dh_group String

iy
[

iy

local_id_type | String
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APl &% 4 API
2R St} ZEA/Y | ik
i
local_id String B o INRSINAR: ZAURID,

LVPNMXHIflavorEL & IGM
Y, ZFREEES

o ZJTR:
Hlocal_id_typeiphT, AIAIE,
IEEEHEIPVAEI

Hlocal_id_typesfqdnid, A
E2551FfF, ReeAXKNEF
5. HFIUSHRAFSHR, T35
ATMFSEFR: & <. >0 [ 1.
\W BHE. ?, RpKIINE,
Hlocal_id_typeIfqdnitiES, &F
EMXTimigERIpeer_id—3,

INEEAR: XJiRIDEE!,
HVPNRIEHflavorBie & IGM
BY, ZFEREEEN

o BUEEE:

- ip: IPZEEY

- fqdn

o IfREIRAEA: XiwID,
LVPNMXHIflavorEL & IGM
Y, ZFREEIEL

o ZJR:

Hlocal_id_typeHiphT, AIAIE,
IEEEHEIPVAEI

Llocal_id_typeSafqdnht, BRAK
E2550F R, REEAKRNEF
5., HFHRATSEN, T
A3 & <o >0 [V 1.
\. &, ? , RPKRIINE,
Lpeer_id_typeAfqdniHiEs, &
B imigE#localid—#,

MNERFECNITR

N
[ ]

peer_id_type | String

iy

peer_id String

N

dpd UpdateDpd
object
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R 4-172 UpdateDpd

R

RE

ik

timeout

Integer

o INEEIRAR: WHEAEIENIRNE
EIER

o EUESEE: 2-60, Bfy: ¥,
BYERIA915,

NE

interval

Integer

iy

o INEEIHER: MWEHEREIRNZRET
).

o EWESGE: 10-3600, EEfi: b,
FIERTERIAE30,

msg

String

iy

o INEEIHEA: XFFERTFFQNIRIAE
o

o HBUEEE:
seg-hash-notify: ¥§EDPDIRXH
RYEEIF2hash-notify
seg-notify-hash: }§EDPDIRM
RETIREZnotify-hash
i\ Hseq-hash-notify

%= 4-173 UpdatelpsecPolicy

B

ik

authenticati
on_algorith
m

o INEEIRAR: IAIEESEL, SHATFD
MD5Z£MHRIK, 1BIEMA. X
ZFREFEEEWEMRENE
.

o EUESEHE:
BVPNMEHIflavorEtEIGM
BY, BUESEE/9sm3,

Hithins FEESEE
sha2-512, sha2-384,
sha2-256, shal, md5,
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B E- St =a | it
i%
encryption_a | String & o INAEIRAR: MNEEELE. 3des,

lgorithm aes-128, aes-192, aes-256%%
MRIR, BIEA. ExFRES
BEPE_MRENEER.

o HUEEE:
HVPNRXAYflavorBEERGM
B, BUESEEsm4,

Hithizn= FEUESEE Haes-256-
gcm-16, aes-128-gcm-16,
aes-256, aes-192, aes-128,
3des,

INEEiAR: PFSEARIDHESAL
HVPNRIEHflavorBic B IGM
BY, 1ZFERAER, TEEX,

e HYESBE: groupl, group2,
group5, group14, group15,
group16, group19, group20,
group21, disable, KA
group15,

Hrh, groupl1, group2,
group5, groupl4ZeHRIE, 15
1B

iy
[ ]

pfs String

oy

transform_pr | String o INBEEIRER: (LY.
otocol o EUETHE:
esp: FEZEMN,
ERINSgesp,

N
[ ]

lifetime_seco | Integer IhgeiHEE: FRECE|IPSecEiEE

nds SRR E LR B N EERNEFRE
H, Bz FREEZESFME M
EBEWEEN .

o HUESBE: 30-604800, Effy:
®, BAAJI3600,

iy

encapsulatio | String o INEEIRBE: IREEER,
n_mode o EVEEE:
tunnel: BB,

BRiAAtunnel,

o iEREAHI
a. E%ﬁiﬁ#ﬁ?@ o

PUT https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}

{
"vpn_connection": {
"peer_subnets": [

SA%hRA 01 (2025-06-25) WRIERE © HERRARBIRAT 181
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"192.168.1.0/24"
]
}
}

b. EHREEAIN

PUT https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}

{
"vpn_connection": {
"policy_rules": [{

"destination": [
"192.168.1.0/24"
1
1
}
}

c. EFrEasREE.

PUT https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}

{
"vpn_connection": {
"ikepolicy": {
"lifetime_seconds": 3600
B
"ipsecpolicy": {
"lifetime_seconds": 3600
}
}
}

d. EFNEEER.

PUT https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}

{
"vpn_connection": {
"name": "vpn_connection_name"
}
}

N AZiE S
o NS
IREMRZESRS S 200: successful operation,

= 4-174 K7 Body 8%51%

B it ik
vpn_connectio | ResponseVpn | vpn_connection{4%,
n Connection
object
request_id String BXKID,
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& 4-175 ResponseVpnConnection

R

RE

%

id

String

o IHAEIRAA: VPNIEIZID,
o &=: 36{UUID,

name

String

o INALIHAR: VPNIEZSZIR,

o EUESEE: 1-641MFEF, TIFH=F. =
XFHE. A3 (\u4e00 - \udfas). (T
¥zk) . -(PXLk) .

vgw_id

String

e INEEIRAR: VPNRIZXID,
o #z{: 36{7UUID,

vgw_ip

String

o INAEEIRAR: VPNPYEEIPHYIDEEIEAFA
WIPO

o I&Z: 36 UUIDE = TiHHIPvAit
fit (40192.168.45.7 ) &

style

String

o INREIREA: EEER.
o HUESEE:
POLICY: RE&E .
STATIC: BFSERAER .
BGP: bgpigHtE= .
POLICY-TEMPLATE: $R&IERIER .

cgw_id

String

o INAEIHAR: RHRMIKID,
o 18z 36fZUUID,

peer_subnets

Array of String

IPVAXSimF . Z9VPNRIFKAIKERIETZ
ERH Bstyle==EZIBGPZ{,POLICY. VPN
R K RYIPHMY AR AN S /91 PVERT AR [E]

peer_subnets
6

_V

Array of String

IPVEIT i TR0 . 24VPNRERIEERER S
ERFHstyle==ERABGPELPOLICY. TEVPN
XA IPHMY R A S A 1PvART AR [E]

tunnel_local_a | String BHER TEREEVPNM X _Fitunnelis

ddress Othtit . {XZstyle ASTATICELBGPRIE
o

tunnel_peer_a | String RN TR ETERFMIZE _EAYtunnel

ddress EOMNE, [N&style ASTATICELBGPRIA
o

enable_nga Boolean o IfEEIRAA: FFENQAKEM, {XHstyley

STATICAHIRE],
o HUESGE: true, false,
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E= i) 1k
enable_hub Boolean o INEEWBEH: FEHDXEEK. {XZstyley
BGPEJIR[E],
o EUESEE: true, false,
policy_rules Array of IPVASRRSIE TV AYSRERHINIZE . (N Hstylen
PolicyRule POLICYBEVPNRIKAIIPHMY AR A S J91Pv4
objects AJIR [EISEFRAVSRES AL .
policy_rules_v6 | Array of IPVEERRSIE L AYSRARHINIZE . (N Hstylen
PolicyRule POLICY BVPNRIKAIIPHMY MR A S J91Pv6
object ATIR [EISERRAYSRES HLNLHE .
ikepolicy IkePolicy ikeZREENIR o
object
ipsecpolicy IpsecPolicy ipseCRASNIR
object
created_at String o BIERTE,
o UTCHIEIME: yyyy-MM-
ddTHH:mm.ss.S55Z,
updated_at String o Efe—IREHATE,
o UTCHJIEIEZN: yyyy-MM-
ddTHH:mm.ss.S552,
enterprise_proj | String o IpAEIRAR: WIRHEID,
ect_id o #zt: 36IUUID, Svgw_idFFiRR
VPNRAI R IRE ID—3 .
connection_mo | String o IfEEURAA: VPNIEIZIEIEID, (NZVPN
nitor_id EE TR EERERE,
e 1&z: 36fIUUID,
ha_role String o INEEIHBA: FHEEXVPNRIX TRIER:
BF, 'master®REIERE, 'slave'TRE
TR, WEERL THEREha_role#f2
'master’,
e ZHAE: master,
tags Array of mEFIE.
VpnResourceT
ag objects
2% 4-176 PolicyRule
E= i) ik
source String TRHEAEIES .
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R

St

%

destination

Array of String

BRI ES . BN IPVARIERAE U1
192.168.52.0/24, BN IPVERIEAE TR
f5l: 16af:cacc:1097:/48, & PolicyRule
RZIR[E501,

R 4-177 lkePolicy

R

SRy

ik

ike_version

String

INREIREA: IKEARAS .,
BUESBE: v1, v2,

phasel1_negoti
ation_mode

String

InEEiRee: B, {NHIKERRA AV
ATIRE],

BUESEE:

main: F&E, IETEZENS.
aggressive: FFEEIET, HEFHRIERBMD
[ElAUESSH

authentication
_algorithm

String

INEEER: INIESEX,
EESBE: sha2-512, sha2-384,
sha2-256, shal, md5, sm3,

encryption_alg
orithm

String

InREIREA: MESE.

BESEE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des, sm4,

dh_group

String

ThEeRiA: SE—ERE A3 HAERRIDH
fH, HVPNMXflavorAGMEFTAIRE]
EUESEE: groupl, group2,

group5, group14, groupl5,
group16, group19, group20,
group21,

authentication
_method

String

ThaeiiiA: ikethREIRIATIANIETS &
EEEHE:

pre-share: FRHZ=Z$H.
digital-envelope-v2: EZ#F(=.

lifetime_secon
ds

Integer

THREIRAA: FRRSARIEFRME, Hiz4E
FEHAERTEIKE SASBRIEH .

EVESEE: 60-604800, B{y: #,
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2R =i i)
local_id_type String o INBEIRAE: ZAimIDZERY, LVPNRIFE
flavor AGMAETAIR[E] ,
o EYESCH:
- ip: IPZEEY,
- fqdn: FQDNEY,
local_id String AigID, Hlocal_id_typeSipHtiR[ElE#EEDY

BEHVPNIEZIHEENARIRID, KIgERT
IR[EIVPNIERZF{ERRIVPNRIXIP; =
local_id_typeJafqdnBdiR[ClBlEE S #
VPNERZATEERI A RID o
LVPNMXflavor SGMBTAIR[E]
peer_id_type String o IHEEIRAR: XJUHIDEERY, HVPNRIX

flavor IGMAETAIR[E]
o EYEEHE:

- ip: IPZERY

- any: FE

- fqdn
peer_id String IFimID, peer_id_typeHiphtiR[E| Gl
EFVPNEZITIEERIRTIRID, KIgERT
REIXFiHMAIIP; ZHpeer_id_typeAfgdn
AR O Bl s R ¥ VP NIEE R S BRI ik
ID; Hpeer_id_typeganyltAiR[E
BVPNRFEflavorIGMBTRIR[E]

dpd Dpd object MEARFECNUITR o
% 4-178 Dpd
E=2 St ik
timeout Integer o INEEWER: XHFEAF BRI EEE
P o
o EUESEHE: 2-60, Bfu: #,
interval Integer o INEEIHAR: XFEMARF TN HATIE,
o HYESEE: 10-3600, &fu: .
msg String o INREIRER: MFAEFECNARIETC
o HUESEE:
seq-hash-notify: }5EDPDIRX HAIZ;
fAFlRE2hash-notify
seq-notify-hash: 18EDPDIRIZPHIE;
fFliEFEEnotify-hash,
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2 4-179 IpsecPolicy

mode

B i) ik
authentication | String o INEGIRER: TAIEEE,
_algorithm o EVESEE: sha2-512, sha2-384,
sha2-256, shal, md5, sm3,
encryption_alg | String o INEGIRER: MNZE;X,
orithm o EUESBE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des, sm4,
pfs String IN&EEA: PFS{ERIRIDHEREHE
o HYESEE: groupl, group2,
group5, groupl14, group15,
group16, group19, group20,
group21, disable,
transform_prot | String o INRGIHER: &Y,
ocol o HUEBE:
esp: FRZEIN.
lifetime_secon | Integer o INREIHAR: FRECEIPSecEBEETHIRE
ds BLAREAEENEFREER,
o HEVESEEl: 30-604800, Zfy: b,
encapsulation_ | String o INEEIRAE: IRCEHEER

o HUBESEE:
tunnel: BEEIET .

%= 4-180 VpnResourceTag

B 268 )
key String o INEEULRA: FRESAIRE,
o HUESBE: 1-1281M=F1F, iFH=FE.
RYFE, P, BARFE. EiE. T
*gs LJ&D/{-F?fg _-::+'@o
value String o INEEIREE: REHIE.
o HUEEE: 0-2551FfF, M=,
BXFE, P, ARFE. @5 T
B, URLITFZER: _=+@,

o N@RAEAH

a. EFVPNIEEHINER .
{

"vpn_connection": {
"id": "98c5af8a-demo-a8df-va86-ae2280a6f4c3",
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}

n

"name": "vpn-1655",

"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0Oeb0bde",

"style": "POLICY",

"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",

"peer_subnets": ["192.168.1.0/24"],
"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"policy_rules": [{
"source": "10.0.0.0/24",
"destination": [
"192.168.1.0/24"
1
1,
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "10.*** *** 134",
"peer_id_type": "ip",
"peer_id": "88.****** 164",
"dpd": {
"timeout": 15,
"interval": 30,
"msg": "seq-hash-notify"
}
I
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
L
"created_at": "2025-06-26T13:41:34.626Z",
"updated_at": "2025-06-26T13:41:34.626Z",
"enterprise_project_id": "0",
"ha_role": "master"

request_id": "f91082d4-6d49-479c-ad1d-4e552a9f5cae"

N

}

b. &G FEHFEM.

{
"error_code": "VPN.0001",

"error_msg": "invalid request: ILLEGAL not allowed update vpnConnection",

"request_id": "8c833634-4560-7897-7740-a7462f5bcbd4"

4.1.3.6 & VPN iEE

TORENA

IRIEEZID, MIFRIEERIVPNIEE
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BRABE
B2 AEEAABAPI,

URI

DELETE /v5/{project_id}/vpn-connection/{vpn_connection_id}

& 4-181 SEiKA

BR it =25Y | %R
i&
project_id String = IREID, BILABIIIRENINE IDFREIRE
ID.
vpn_connectio | String = VPNEREEID,
n_id

iEKRiHE
o IBRBY
o
o BRI

DELETE https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}

ImAGEE
o [INZ#
IR[EMRZSRD S 204: IBRALIN
LI vz =27
RET S MRIBREM

DELETE https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}

{
"error_code":"VPN.0001",
"error_msg":"invalid request: ILLEGAL not allowed delete vpnConnection",
"request_id":"76b771cb-3b2a-151a-5bed-fdf5df12ff82"

}

I NT

ESIA.2 RS .
4.1.3.7 &ifj VPN &EEHE

ab
ThEEN B

RIEEZID, EFEENVPNEZAT.

SA%hRA 01 (2025-06-25) WRIERE © HERRARBIRAT 189



FEE FAMIES

APl &%& 4 API
RARBE
B2 AR ABAPI,
URI
GET /v5/{project_id}/vpn-connection/{vpn_connection_id}/log
X 4-182 2#KHEA
2R ESid] =&Y | kB
ik
project_id String 2 IREID, aILABId3kEERE IDFRERE
ID,
vpn_connectio | String = VPNIEZID,
n_id
BXKEHE
. RS
o
o EKIEH
GET https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}/log
TRz HEE

LI V=S 4

IREPMRZSRS ST 200: successful operation,

3 4-183 IRZ Body S#51I%
R il A
logs Array of Log | logld&
objects
request_id String BEKID,
Z 4-184 Log
=1 il A
time Integer o IHREIHAA: BYjEEk.
raw_message | String o INEEIRAA: HEEER.

LI v =271
{

"logs": [

MAERRAS 01 (2025-06-25)
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{

"time": 1735024112,

"raw_message": "2024-12-24T07:08:32.730275+00:00 host-xx-xx-xx-xx ipsec_ike[30085]:
[xx.xx.xx.xx] IPSec tunnel negotiation fails. (IfiIndex=[207], PolicyName=[], SeqNum=[0],
PeerAddress=[xx.xx.xx.xx], PeerPort=[500], Reason=[version mismatch])"

}
1

"request_id": "f15d2c621593f2018c23eb1d49e3605e"

}
NG
BS A2 R,
4.1.3.8 EE VPN &
ThEeN48

RIEEZID, EEEENVPNEE,

ARTSE

152 IWAMTERAPI

URI
POST /v5/{project_id}/vpn-connection/{vpn_connection_id}/reset
3 4-185 SE5AA
2R 5] =/Y | WA
i
project_id String 2 IREID, aILABIIIREER B IDFRERE
ID,
vpn_connectio | String = VPNEZID,
n_id
IBKEHR

o IBKREH
o
o IFKIEFH
POST https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}/reset
N Rz S
o NS
IREYAZSAS I 200: successful operations

SA%hRA 01 (2025-06-25) WRIERE © HERRARBIRAT 191



FEILE M4
AP &% 4 AP

= 4-186 IR Body 2#5I%&

E= i) ik
request_id String B3KID

o IGRFEB
{

"request_id": "c63d850876bcddbdfbd11776cce57914"
}

RS
BEEMA.2 K&,

4.1.4 VPN 1EZIGE

4.1.4.1 B3 VPN EiElsis

INRENA
BUEEVPNIEREIGTR . IEEGIEEMNXZ BINERNE, MIERKEETLIEEVPNK
SE AXS i X AXMENIRI, FiTiERERSIEFIESR, BFENVPNERZLIR
io
ARBE
152 WAMTEBAPI,
URI
POST /v5/{project_id}/connection-monitors
& 4-187 S#4%HA
2R 3] =AY | A
ik
project_id String 2 IREID, aILABIdIREIER B IDFRENRE
ID,
BXKHEHE
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% 4-188 {5Kks%]

B 28 2EY | itk
i
connection_ | CreateConn | & connection_monitor¥dsR .
monitor ectionMonit
orRequestB
odyContent
object

% 4-189 CreateConnectionMonitorRequestBodyContent

B St} =EY | R
1%
vpn_connecti | String 2 VPNIiERZE S IEIT M AIVPNIESEID
on_id AILABS BV PNERESIESEVPN
EEID,

o EREH

POST https://{Endpoint}/v5/{project_id}/connection-monitors

{

"connection_monitor": {
"vpn_connection_id": "cae286f2-demo-a8df-va86-e22416ca1220"

}
}

i Rz S
LI )V
EMAZERS ST 201: successful operation.

= 4-190 IR Body 2#5I%

E= i) ik
connection_mo | ConnectionM | connection_monitor{d&,
nitor onitorinfo
object
request_id String BKID,

2 4-191 ConnectionMonitorinfo

B i ik
id String o IfACIRER: VPNIERZEMSIZID,

o 1&=L: 36{ZUUID,
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APl &% 4 API
B 281 fR
vpn_connectio | String o INAEGIHAR: VPNIEREISIEITRIAIVPNIE
n_id #ID,
o 1&=(: 36fZUUID,
type String o INEEIAR: MamsgRY
o EUESEH:
gateway: VPN,
source_ip String VPNEZIGIEAYRIBIE
destination_ip | String VPNIEZISI=RI B ROttt .
proto_type String o INACIHAA: ngafEFRIIMNYEERY,
o EUEEH:
icmp: ICMPHMY.
o NaRFEI
{
"connection_monitor":{
"id":"76f64229-demo-a8df-va86-3907e2815b6d",
"vpn_connection_id":"cae286f2-demo-a8df-va86-e22416ca1220",
"type":"gateway",
"source_ip":"88.****** 60",
"destination_ip":"88.4**** 32",
"proto_type":"icmp"
h
"request_id": "bd37d16d-387c-41ab-a180-01b649f73590"
}
RS
BES A2 K&,
4.1.4.2 Ei VPN EiElsEs
INEEN4A
RIEVPNIEZ IS I=AY1D, B S EHIVPNIERE G 1S,
ARBE
52 AMETEABAPI,
URI
GET /v5/{project_id}/connection-monitors/{connection_monitor_id}
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APl &% 4 API
& 4-192 S ¥u5 A
2R i) 2/Y | A
i%
project_id String = INEID, aJLABIIIREINE IDZRERE
ID,
connection_m | String g2 VPNEZEEIZEAIID,
onitor_id
BRiHE
o EKREH
To
o BRI
GET https://{Endpoint}/v5/{project_id}/connection-monitors/{connection_monitor_id}
RGES

o NS
REMAZSIS /A 200: @A

2= 4-193 IR Body S2#5I%E

E= i) 1k
connection_mo | ConnectionM | connection_monitor{d&,
nitor onitorinfo
object
request_id String BXKID,
28 4-194 ConnectionMonitorinfo
2R St R
id String o INBEIHAR: VPNIERESIZID
o ’&T{: 36{UUID,
status String e IfEEIHER: VPNIEEISIRIRE.
o EUETHE:
ACTIVE: IEE.,
PENDING_CREATE: @I,
PENDING_DELETE: MR,
vpn_connectio | String o INAEEIHAR: VPNIERZEIEIIMAAIVPNIE
n_id };z|D
e Iz: 36{ZUUID,
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APl| &% 4 API
E= i) 1k
type String o INACIAR: NafmagRy

o HUESEE:
gateway: VPNRJX,

source_ip String VPNIEEZ IS=RYIE L .
destination_ip | String VPNERZIGIEAI B R
proto_type String o INAEIREA: nqalFERRUINNEEEL,

o EYEEHE:
icmp: ICMPHY .

LI )iz =2
{

"connection_monitor": {
"id": "76f64229-demo-a8df-va86-3907e2815b6d",
"status": "ACTIVE",
"vpn_connection_id": "cae286f2-demo-a8df-va86-e22416ca1220",
"type": " gateway
"source_ip": 8 xR 60",
"destination_ip": 8 ok e 32",
"proto_type": "i
%
"request_id": "6d212bc0-ecb1-457b-977b-5e815fce658d"

}

RS
BEESMA.2 SR,

4.1.4.3 &) VPN iEZA1ER5%

IRENER

VPN ISR
ARG

BESANTEFAPL,
URI

GET /v5/{project_id}/connection-monitors

& 4-195 S5 A

2R KR 28 | 15
&
project_id String = IREID, aJLUEII3RENIRE IDFREIRE
ID,
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APl &%& 4 API
K 4-196 153K Query 28513
2R 5] =R/Y | #R
i
vpn_connecti | String B VPNIEZID,
on_id
enterprise_pr | Array B EWIRBEID,
oject_id
BKEE
o BEXRSH
To
o BRI
a. BEEFEVPNEREKEE,
GET https://{Endpoint}/v5/{project_id}/connection-monitors
b. #R#Evpn_connection_id&ifVPNIEZIIZ,
GET https://{Endpoint}/v5/{project_id}/connection-monitors?
vpn_connection_id={vpn_connection_id}
IAzER
o IS
IREMAZSAS D 200: EiGRLIN
= 4-197 gL Body 2#7IE
B - Jid] A
connection_mo | Array of connection_monitor{d&R .
nitors ConnectionM
onitorinfo
objects
request_id String BEKID,
2£ 4-198 ConnectionMonitorInfo
B E-Jid] i)
id String o INAEIGAR: VPNIEZISEID,
o T : 36{ZUUID,
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APl &% 4 API
B i) fR
status String e INEEIRAR: VPNIEZSEIIRE,
o EUESEH:
ACTIVE: IEE.,

PENDING_CREATE: @lz&*rh,
PENDING_DELETE: &,

vpn_connectio | String o INBEIHAR: VPNIEESISISMAYVPNIE
n_id ;IIDO

o I&=: 36{ZUUID,
type String o IfEEUGAA: MRImSERY,

o EYETBHE:
gateway: VPN,

source_ip String VPNIEZ ISISRYE L .
destination_ip | String VPNERZIGEAI B AL
proto_type String o INEEIRBA: nqafEAARIIMNEEEL,

o EUETHE:
icmp: ICMPHHMY o

LI )iz =2
a. El’]ﬁEﬁVPN R MR o

"connection_monitors":[
{

"id":"76f64229-demo-a8df-va86-3907e2815b6d",
"status":"ACTIVE",
"vpn_connection_id":"2342adf2-demo-a8df-va86-12agq511s0917",
"type":"gateway",
"source_ip":"88.****** 60",
"destination_ip":"88.*** *** 32",
"proto_type":"icmp"

"id":"85t53318-demo-a8df-va86-zq9312525f6t",
"status":"ACTIVE",
"vpn_connection_id":"cae286f2-demo-a8df-va86-e22416ca1220",
"type":"gateway",
"source_ip":"89.7** *** 21",
"destination_ip":"88.*** *** 12",
"proto_type":"icmp"
}
1,

"request_id": "531f8b2c-ec55-45d8-90a3-ede922f7d63c"
}

b. $E§Evpn connection_id&iAVPNEZ KA

"connection_monitors":[
{
"id":"76f64229-demo-a8df-va86-3907e2815b6d",
"status":"ACTIVE",
"vpn_connection_id":"2342adf2-demo-a8df-va86-12agq511s0917",
"type":"gateway",
"source_ip":"88.***.*** 60",
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"destination_ip":"88.*** *** 32",
"proto_type":"icmp"

}
1,
"request_id": "05ab9b58-9b4c-4cee-8113-4b0f325f1dfc"
}
RS
TCAH=
B2A.2 K&,

4.1.4.4 HIE& VPN ERESEE

IHEENA

RIBVPNIEZIEIEAIID, MIBRIEEAIVPNIEREISE,
BB

52 ANalERBAPI,
URI

DELETE /v5/{project_id}/connection-monitors/{connection_monitor_id}

£ 4-199 S5

B i) =Ry | %A
i%
project_id String s IREID, mILABIIIREIRE IDFRERE
ID,
connection_m | String = VPNEZIEIERIID .
onitor_id

ISRiHE
o ERBY
o
o IERIER

DELETE https://{Endpoint}/v5/{project_id}/connection-monitors/{connection_monitor_id}

I vH=1S
o IHRIBH
SREMAASESH 204: BIRRALIN .
o IHRIEH
%,
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RS
BEBMA2 KW,

4.2 Zig\z= VPN API
4.2.1 Zig\z= VPN RJ3%

4.2.1.1 8 P2C VPN >k

ThEeN 48
BUEP2C VPNRIX o
ERGE
5203 WTERAPI,
URI
POST /v5/{project_id}/p2c-vpn-gateways
£ 4-200 205
BR i) BEBY | it
i%
project_id String = IRHID, aJLABIIIREINE IDZRERE
ID,
EXRIHR
o BFKSH
& 4-201 iERSH
=T il BEY | R
ris
p2c_vpn_gat | CreateP2cV | 2 p2c_vpn_gatewayXJ&,
eway gwRequestB
odyContent
object
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AP &%

4 API

& 4-202 CreateP2cVgwRequestBodyContent

B i) Dvi R
name String e o INAEEIRAE: P2C VPNRIEZHR,
o HUEEE: 1-641MZFRF, HiFH
F. BZXFE, X (\ude00 -
\uofa5) . _ (X&) . - (%l
%) .
vpc_id String = o IHREIHBE: P2C VPNRIE(ERE
VPCRYID,
o #J3R: 36fZUUID,
connect_sub | String 2 o INEEIHAR: P2C VPNRIX{EREH
net VPCFMID,
o #J%R: 36f7UUID,
flavor String 5 o INEEINAE: P2C VPNRIEHIIMIEE
B,
o EUETEHE:
Professionall
e EIAE: Professionall,
availability_z | Array of B o INEEIRAR: EPEP2C VPNMIEAIE]
one_ids String BX. AERTE&AP2C VPNRX
TR AKX,
o ZJTR: HNERP2C VPNRIESIEFH
KU\ EBRTBXAS, HRESRA
JEX; F— 1 HEXHES—
1 TS B XAABERIZEVPN
X,
eip CreateReque | 2 o INAEIRAR: P2C VPNMIE(EFRRY
stEip object EIP,
tags Array of Tag | & o INEEIRBE: 1RRIIZE,
object o HH: BSES201.
2R 4-203 CreateRequestEip
2R Ry Wik e
id String & o IfBEIHAR: EIPRIID,

o HEUESBE: 36{UUID,
o AR: H(FHACHEIPES, %
FOIZREIPARYAIE

JLIES = EFaE ML NIPTIRES
EEIPRIID,

MAERRAS 01 (2025-06-25)

WRIERE © HERRARBIRAT

201



https://support.huaweicloud.com/api-eip/ListPublicipsV3.html

FEE A4S

APl & 4 API
E= i) Wik | fEik
type String a o INAEINAE: EIPRYZEEY,

o BYESGE: 0-361FH,
B & EHRISEIPE6typeFEZRYEY
ECE. RN BaZIF5_bgp
R, R EIEIFZER,

o HTR: HICIREIPIHSINTEE
5, BUFRIE,
BRI RA B EHIBEIPEAStype

FEIAR,
charge_mod | String & o INBEIHEA: EIPEIS=ITERED,
e Rt EdiEs Rt
o EUEEHE:

bandwidth: &Zmeait.
traffic: ZMEITEE,
o #USR: HICIEREIPIHSEEAREE
HELTENFEES, SURE,
e ZXIAMME: bandwidth,

bandwidth_si | Integer o IfBEIHAR: EIPRUEEZE AR/, B8

ze fii: Mbit/s, B/ regiongeisigft
REIPR KT ZAR, EIPHEAT
2 PRFEIPIRSS, ATLAERTER
FKiESKP THEIPHR AR .

o EVESHE: 1-300, B{FEVEES
EP N MRS IR EIPERL

o Z%R: HFEIZEEIPIZS=BEARYE
HERENHEES, SNARE,

bandwidth_n | String INREIRAE: EIPHYRS=EIR,
ame o EUEEE: 1-64027F, T
F. BYFE. $F3Z(\ude00 -

\u9fa5). _(FXIZ). -(PRI). .
(=)o

o ZJR: HICIREIPIHSITHEERIEA
5, alARE,

o BUAME: ZHRCIZREIPIZZAT, £
I FREEAERET/Ip2c-
vpngw-bandwidth-****AJEIPH5 55
AR, B8n: p2c-vpngw-
bandwidth-e5b4,

iy

iy
[ ]
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FEE FAMIES

APl &%& 4 API
% 4-204 Tag
2R 258 Wik | fR
key String = o INEEIRER: FRESAYHE,
o EUESEE: 1-12810FE, i
F. BmNFE, . AFE.
#HiE. =1, LURUTERF: =
+-@,
value String = o INRLIHER: FRSHIE.
o BUESEE: 0-2550FFF, i
F. BNFE., . ARFE.
#HiE. =1, LURUTER: =
+-@,

o BRI

POST https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways

{
"p2c_vpn_gateway": {

"name": "p2c-vpngw-0003",

"vpc_id": "d9d85143-e1e1-427a-9994-d8b8fd9ebe3f",
"availability_zone_ids": ["cn-north-7a", "cn-north-7b"],

"connect_subnet": "2d1da07b-861d-447d-8233-1aff4d767825",

"eip":{
"bandwidth_name": "",
"bandwidth_size": 10,

"type": "5_bgp"

}
}

AREHER
o IARIBH

IREYAZSAS S 201: successful operations,

= 4-205 IR Body 2#5I%

2T St A

p2c_vpn_gateway ResponseP2cVgw P2C VPNMJ% o
object

request_id String BKID,
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Z= 4-206 ResponseP2cVgw

E=2 E-Sit) R
id String o INACHAA: P2C VPN
MXID,
e 18=: 36{ZUUID,

o N@RAFAHI
{

"p2c_vpn_gateway": {
"id": "10d176c7-aed8-4766-9180-a47e536c64d0"
b

"’request_id": "b19ba5a0be8f7b7f664b14596f8f35db"
}

AT
ESMA.2 K50,

4.2.1.2 &if] P2C VPN M3

TheEN4R
HRIEP2C VPNIIXID, EiFfEEAIVPNRIX
ERRE
5203 WTERAPI,
URI
GET /v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}
2 4-207 SE05H
BiR St =a | R
i%&
project_id String 2 IREID, aILABIdIREIER B IDFRERE
ID,
p2c_vgw._id String = P2C VPNPIXSLHIID
IBXRIER

o IBERBH
96 o
o IBKRIEFH

GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}
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NAREHER
o MRS
IREHRAFD S 200: ERY.

= 4-208 IR Body 2#5I%

2R il R
p2c_vpn_gate | p2c_vpn_gate | vpn_gatewaylJ&,
way way
object
request_id String BKID,

3% 4-209 p2c_vpn_gateway

E= St R

id String e INAEIRAR: P2C VPNRIEID,
o #&=: 36fIUUID,

name String e INAEIRER: P2C VPNPRIEZFR,

o EUEBE: 1-641FFRF, IFH=F. &
XF8, 3 (\ude00 - \u9fa5) . _
(TFRIE) « - (FRIZ)

status String o IfEEIHER: P2C VPNMIFIRZE,

o BUEEE:
PENDING_CREATE: @lgd,

PENDING_UPDATE: &,
PENDING_DELETE: i,
UPGRADING: &,
ROLLING_BACK: [EEH.,
PENDING_UPGRADE_CONFIRM: #iA
Ao

ACTIVE: IEE.

FAULT: B,

FROZEN: &%,

vpc_id String P2C VPN X FEEZAIVPCAIID
connect_subne | String P2C VPN EFH{ERAIVPCFMID

t

flavor String o INREHRE: P2C VPNRIEATIIARSEEY

o BUESGHE:
Professional1: HJIEI1,
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APl &% 4 API
2R 281 )%
availability_zo | Array of JAKSIE,
ne_ids strings
eip ResponseEipl | PMXEEERIEIPEE
nfo
object
max_connectio | Integer o INEEIREE: REBXIFEANELIE i
n_number B
o HEYESBE: 1~500,
current_connec | Integer HRTERERE P UmEREE .
tion_number
tags Array of mEIIER
VpnResourceT
ag
objects
order_id String JEID,
admin_state_u | Boolean o INEEIRAR: HERE,
P o EVEBHE:
true: REE.
false: &RéL,
frozen_effect Integer o INREEIRER: RGN, IRRIZEIRRE
e A LAMRIER o
o EUESEHE:
0: RiFKLE
1: TR
2 FREEAOTBR
version string o INEGIRAR: MRhRAN,
created_at String e INAGIRBR: BUsEARTE],
o UTCHIEWEZ: yyy-MM-
ddTHH:mm:ss.5552,
applied_at String o INEGIHEE: 4XAYiE,
o UTCRYEMER: Jyy-MM-
ddTHH:mm:ss.5552,
updated_at String o INEEIRER: RiE—IXEHAETE,

UTCRYEE=C: yy-MM-
ddTHH:mm:ss.SSSZ,
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% 4-210 ResponseEipInfo
B S iR

id String o IPASIHAR: EIPAYID,
e 1&=: 36fZUUID,

ip_version Integer o IfALIRER: EIPRRZAN,
o EYESEE: 4.

ip_billing_info | String o INEEIREE: EIPRNITER(EE . BF/8H
EIPASIRENTHRES., 1&HEITZRAYEIP
SER

o HI:
order_id:product_id:region_id:project_i
d, an:
CS22***xrkkk| |BIV:00307-******-0--0:br-
iaas-
0din1:0605768a*******++**)06c7e484a
ao

type String o IfAEIRAR: EIPRYSERY,

o EMESEHE: 5_bgp (£#&BGP) ,
5_sbgp (3%7&BGP ) , 5_youxuanbgp

({#Li%BGP)
O BEEHIBEIPR6FtypeFERAVEUETE
&l

ip_address String o INAEIRER: EIPRYLMIIPVALHLLE,

o 18T\: ipvAEEUHbHE, FIGn:
88 *rx 11

charge_mode | String o INEEIRER: EIPITSRITERER . KRS
TTEREIRERITE.
o BYETEHE:

bandwidth: &HEE1tE.
traffic: &R=1t#,

bandwidth_id | String o IDAEUIAR: EIPRYHHERID,
o T: 36{UUID,
bandwidth_siz | Integer o INBEIRER: EIPEYREEA/N, BAN:
e Mbit/s, B regionfEIZIRHAYEIPERA

wmAE, EIPAmR AT RRTEIPIR

%5, EL‘MEEHI%EE%MP THIEIPRY
BT o

o EUESEME: 1-1000, E{REUEIESE#
AR BUFREIPERL
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FEILE M4
AP &%

4 API

R

ESid)

1)

bandwidth_na
me

String

o INEEIRAR: EIPAYHEERFR.

o BUEBE: 1-641MZFFF, TIFHMF. =
XFE. #$3Z(\ud4e00 - \u9fas). (T
XEk) . -(FRIZ) . .(5).

bandwidth_bill
ing_info

String

o INEEIREE: EIPRYEERITRERE. 85/
BAEPFREASREFEITREER, %
EHEREIPTREAIRE],

o IRI:
order_id:product_id:region_id:project_i
d, &n:

CS22*#*xxx%| |BIV:003017-******-0--0:br-
iaas-
0din1:0605768a**********xc006c7e484a
Ao

share_type

String

o INEEHAR: HEIHLZRE,

o HUESEHE:

PER: JHZHE,

%% 4-211 VpnResourceTag

2R i) )
key String o INREULRAR: FRESAIE,
o EUESEE: 1-1281FfF, IHE=IE
MFE, ¥F. =K =+@, BE5E
TEERBTHE, ABelAsys Fk.
value String o INEEIREE: REAIE.
o EUESEE: 0-2550N=FFF, iFES=IE
*¢I$\ ﬁ?\ &q*g%u_-:/:-k_@o

LI v =271
{

"p2c_vpn_gateway": {
"id": "6d526e5f-a0c6-44b6-a785-000000000000",

"status": "ACTIVE",
"vpc_id": "05b9d7de-9acd-4a05-b497-1a3c75afaala",

|||||

"flavor": "Professional1",
"availability_zone_ids": [

"cn-south-1f",
"cn-south-1e"

1
"eip": {

"id": "fObac06a-88a7-4d37-8e2e-c37691ee4ba2",

"ip_version": 4,

"ip_billing_info": "CS**)WT10:0FFltesrs5078:cn-

south-1:47190474*++++xk++kx98781092d16¢",
"type": "5_youxuanbgp",
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"ip_address": "215.** *** 120",

"charge_mode": "bandwidth",

"bandwidth_id": "3456471c-9dac-40f6-8344-daca14fbd81e",

"bandwidth_size": 20,

"bandwidth_name": "p2c-vpngw-bandwidth-bd61",

"bandwidth_billing_info": "CS*********)\WT1Q:OFF|********+kxk*5078:cn-
south-1:47190474*++++xk++xx98781092d16¢",

"share_type": "PER"

b

"max_connection_number": 10,
"current_connection_number": 0,

"tags": [1,

"order_id"; "CS***rRrRRWTT1QO",
"admin_state_up": true,

"frozen_effect": 0,

"created_at": "2024-06-14T10:24:12.147Z",
"updated_at": "2024-06-14T10:24:12.147Z"

h
"request_id": "2ddd2f6107a8164ce6f6268bd991e57c"
}

RED
ESIA.2 RS,
4.2.1.3 Z5if) P2C VPN [RI2£%513k

IheeN 4R

BEiEP2C VPNMXFIE,
BRBE

15203 AMITEMAAPI,

URI
GET /v5/{project_id}/p2c-vpn-gateways

& 4-212 SH450A
B it BEY |k
%
project_id String 2 IREID, aILABIdIREIER B IDZREVRE
ID,
7 4-213 153K Query 251513
B it BERY | i
%
limit Integer S S REFNEBIREINICRHE.
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APl &% 4 API
B 81 BEw | #iA
%
marker String & o INEEIRER: EAATIATEEIBINCH,

AERHAEIE -, ERF—RH

IBERHEE

NaRzHR

markera] LARIE_E—TA@RzAY
page_infoXy&HHInext_markerig
:%‘ o

o AR: MRSlimit—ifER,

IBREH
o
5K

GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways

) VE=24

IREPAZSREA 200: EiFIR.

= 4-214 gK; Body 2#7IE

B it R
p2c_vpn_gate | Array of EESESUIEN
ways p2c_vpn_gate
way objects
total_count Integer R 2E] o
page_info Pagelnfo PREEREER.
object
request_id string BKRID,
2 4-215 p2c_vpn_gateway
B St R
id String o IfAEIRAR: P2C VPNRXID,
e 1= : 36{UUID,
name String o IPAEIHAR: P2C VPNMEZHR,

o EUESEE: 1-641MFFF, TiFH=. =
XF8&. F3Z (\ude00 - \udfas) . _
(TFRIZ) « - (PRIE)

MAERRAS 01 (2025-06-25)
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E= i) fR
status String o INBEIRAA: P2C VPNMEIRZE.

o HEUESEHE:
PENDING_CREATE: 6z,

PENDING_UPDATE: E#ih,
PENDING_DELETE: it
UPGRADING: F&r,
ROLLING_BACK: [ElEH.,
PENDING_UPGRADE_CONFIRM: #iA
o

ACTIVE: IF%,

FAULT: B3,

FROZEN: &%,

vpc_id String P2C VPN X FEREZAIVPCAIID .
connect_subne | String P2C VPN/XBT{EREAIVPCFMID,

t

flavor String o IPAEIHAR: P2C VPNMEAJIAESEEY

o HUEEHE:

Professional1: HJIEI1,

availability_zo | Array of TAKSIE,
ne_ids strings
eip ResponseEipl | MX4BERIEIPZE

nfo

object
max_connectio | Integer o INEEIREE: RBIIFENELNE i
n_number B

o BYUETEE: 1~500,

current_connec | Integer HEEENE P imEES
tion_number
tags Array of eI

VpnResourceT

ag

objects
order id String 1JEID,
admin_state_u | Boolean o INAEIRAR: HREIRS.
P o EUETE:

true: XREKE.
false: &4,
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2R -3t} ik
frozen_effect | Integer o INEERER: FEFIN, FRRZRIRERS
=25 LARIRR .

o EUESEE:
0: FREFE.

1: FREAHIRR
2: IREEAETHIRR

version string o INASIHAR: MIXEERA

created_at String o IhAEIHAR: QUERRYE.

o UTCRIEIREZN: Jyyy-MM-
ddTHH:mm:ss.5552,

applied_at String o INAEIRAR: £XATIE

o UTCHIIEWER: yyyy-MM-
ddTHH:mm:ss.555Z

updated_at String o INEGIRAA: RE—XREFATE,

o UTCHIEER: yyyy-MM-
ddTHH:mm:ss.5552,

2R 4-216 ResponseEipInfo
B it ik

id String o INHBEIRER: EIPRYID,
o #&z(: 36fUUID,

ip_version Integer o INACIHAA: EIPRRAS,
o HUEEBH: 4.

ip_billing_info | String o INEEIRER: EIPRNITER(ERE . BF/8H
EIPASIRENTRES., 1&HEITZRAYEIP
AiR[E],

o 1B :
order_id:product_id:region_id:project_i
d, un:

CS22%+xxkkxx| |BIV:003017-******-0--0:br-
iaas-
0din1:0605768a*********++*c()06c7e484a
Ao
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R

1)

type

o INAEIRAR: EIPRYSERY,
o HUESEE!: 5_bgp ( £z07BGP) ,

5_sbgp (E#7SBGP) , 5_youxuanbgp
( {fi%&BGP )

B EERIBEIPR6FtypeFRAVEVETE
Bl

ip_address

String

INEEIRBA: EIPAIZNMIPvALTHLILE

FU: ipv4SEBithE, Fan:
88wk xwk 11

charge_mode

String

IIRENEA: EIPRYWEEITERR . IinE
TR LT 2R

BEEHE:
bandwidth: &+,

traffic: IRELTER,

bandwidth_id

String

IHREIRAE: EIPEYEESID,
&=t 36{ZUUID,

bandwidth_siz
e

Integer

IhEEIRER: EIPRYITSEE RN, EBBfi:
Mbit/s. B regionBEiSIRHAYEIPERK
hiaAm, EIPRIE KR EESZPRT-EIPAR
55, ILMERTIEREESMP FAIEIPRY
RATEE .

EVESBE: 1-1000, EMAEVEESE M
ML MARSS EUZEIPERL

bandwidth_na
me

String

INEEIRAE: EIPEYEESZFR

EEBE: 1-641FRF, SIFH=F. &
NFE, #3Z(\u4e00 - \udfas). (T
Xgk) . -(FRIZ). .(R).

bandwidth_bill
ing_info

String

INREIRAA: EIPRYSERITRER . BF/
BREPEFEARREHREITRER, &
EHERAYEIPH R ARE .

&l
order_id:product_id:region_id:project_i
d, &o:

CS22***+kxk%| |BIV:00301-******-0--0:br-
iaas-
0din1:0605768a***********+c006c7e484a
Ao

share_type

String

TIRENHR: HERHE R,

BESEHE:

PER: JRZHE
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AP &% 4 AP

& 4-217 VpnResourceTag
B - Sl ik

key String o INEGIRAR: FRESAIE.

o HUBSEBE: 1-1281=FfF, IFFEIE
*¢I$\ %ﬁ?\ /HIQ%*D_.::'F'@) 1E§,%
TR BETH, Frell sys Frk.

value String o INBEIRAA: FREMIE.

o EUESBE: 0-2551FfF, XFHERIE
MFE, T, SHH_/=+@,

R 4-218 Pagelnfo

B E-3it) R

next_marker String T—RMImarker B E—XR &GN Fix
B—1EIRAYCIERTE] .

current_count | Integer HEFRPEREHE,

LI ) =271
{

"p2c_vpn_gateways": [

"id": "6d526e5f-a0c6-44b6-a785-7e0ef7c9eb76",
"name": "p2c-vpngw-0001",
"status": "ACTIVE",
"vpc_id": "05b9d7de-9acd-4a05-b497-1a3c75afaala",
"connect_subnet": "1948ce22-ddc5-4fb6-87b8-dfccO9b176b51",
"flavor": "Professional1",
"availability_zone_ids": [
"cn-south-1f",
"cn-south-1e"
1
"eip": {
"id": "fObac06a-88a7-4d37-8e2e-c37691ee4ba2",
"ip_version": 4,
"ip_billing_info": "CS********* )\WT1Q:OF F|******+ixx** 5078 cn-
south-1:47190474**++kxkixkixg8781092d16¢",
"type": "5_youxuanbgp",
"ip_address": "215.*** *** 120",
"charge_mode": "bandwidth",
"bandwidth_id": "3456471c-9dac-40f6-8344-daca14fbd81e",
"bandwidth_size": 20,
"bandwidth_name": "p2c-vpngw-bandwidth-bd61",
"bandwidth_billing_info": "CS******** )\WWT1 O:QF F[******+ixx+* 5078 cn-
south-1:47190474**++kxkikxkixg8781092d16¢",
"share_type": "PER"
"max_connection_number": 10,
"current_connection_number": 0,
"tags™ [1,
"order_id": "CS2406141822JWT10",
"admin_state_up": true,
"frozen_effect": 0,
"created_at": "2024-06-14T10:24:12.147Z",
"updated_at": "2024-06-14T10:24:12.1472"
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{
"id": "10d176c7-aed8-4766-9180-a47e536c64d0",
"name": "p2c-vpngw-0002",
"status": "ACTIVE",
"vpc_id": "01ffa178-9be5-4457-ba5b-874c01cfc872",
"connect_subnet": "be0d53dd-55a1-4e73-9002-54297e1a4c43",
"flavor": "Professional1",
"availability_zone_ids": [
"cn-south-1f",
"cn-south-1e"
1
"eip":{
"id": "106a269c-c8c1-425e-9f92-f6abcb4dc7b1",
"ip_version": 4,
"ip_billing_info'": "CS****+#kik J\WT1 O:QFF|*****+++ktrt 5078 cn -
south-1:47190474**+++-+++98781092d16¢",
"type": "5_bgp",
"ip_address": "10.83.51.162",
"charge_mode": "bandwidth",
"bandwidth_id": "beeababf-57aa-469e-8fc8-e6f01554711c",
"bandwidth_size": 20,
"bandwidth_name": "p2c-vpngw-bandwidth-4455",
"bandwidth_billing_info": "CS******** )\WT 1 Q:QFF|******+ixixix5078: -
south-1:47190474*++-++++98781092d16¢",
"share_type": "PER"
L
"max_connection_number": 10,
"current_connection_number": 0,
"tagS": []’
"Order_id": "CS**********JWT1 O",
"admin_state_up": true,
"frozen_effect": 0,
"created_at": "2024-06-14T10:01:39.654Z",
"updated_at": "2024-06-15T01:59:40.39Z"
}
"total_count": 2,
"page_info": {
"current_count™: 2
request_id": "6a88ffb594cdb382ac2c321bc6cbbe13"
R
OA.2 R3S
4.2.1.4 {2 P2C VPN Rjx
ab /Ay n
INEEN A
TRHEP2C VPNMXID, ESHEERIP2C VPNMX .
AJ N
BRRE
D13 SNMaliEREAPI,
URI
PUT /v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}
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% 4-219 2008
B R BEY | ik
%
project_id String 2 IREID, aILABIdIREIER B IDFRENRE

IDo

p2c_vgw._id String = P2C VPNPYXSLHIID
BRIHR
o ERSH
& 4-220 iI5RSH
B il BRY | R
%
p2c_vpn_gat | UpdateP2cV | 2 p2c_vpn_gatewayyJ£ .
eway gwRequestB
odyContent
object

R 4-221 UpdateP2cVgwRequestBodyContent

B -] Wik faR
name String & o IfBEIHAR: P2C VPNMIXZR,

o EUESEE: 1-641MFE, TiEH
F. BYFH., FX (\ude0O -
;;%9)fa5) . _ (FRIZ) | - (gl

o INEEIRAE: BYHIEIPAIID, FR
HEFFRIEIPIERZBIR A= KAY
EIP, 4BEFBYEIPRIARSCRRYRS
[REHIEIP, aILUBIT RGN
31 PAEZEV PN X {sE FHAYEIP,

o £45R: 36{ZUUID,

iy

eip_id String

o BRI

PUT https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}

{
"p2c_vpn_gateway": {
"name": "p2c-vpngw-0003",
"eip_id": "d9d85143-e1e1-427a-9994-d8b8fd9ebe3f"
}
}
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IAzLHR
o NS
IREYAZSAS S 200: successful operations,
& 4-222 9K Body S#513%
B it R
p2c_vpn_gateway ResponseP2cVgw P2C VPNMJZ% o
object
request_id String BKRID,
& 4-223 ResponseP2cVgw
B S ik
id String e INgEEiAA: P2C VPN
MXEID,
e 1&z: 36fIUUID,
o IRAEHB
{
"p2c_vpn_gateway": {
"id": "10d176c7-aed8-4766-9180-a47e536c64d0"
by
"request_id": "b19ba5a0be8f7b7f664b14596f8f35db"
}
N

52 A2 K&

4.2.1.5 k& P2C VPN Rk

INRENA

TR#EP2C VPNRXID, fIRIEREAIP2C VPNRIX
BRI

15213 AMITEAAPI,
URI

DELETE /v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}
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*+= 4-224 SHIGEP
B i) BEY | #k
%
project_id String 2 IREID, aILABIdIkEIRE IDFRERE
ID,
p2c_vgw_id String = P2C VPN®IESLHIID

IBERHEE

o BRBY

xo

o EREH

DELETE https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}

IREMAZSISF 204: MIBRELID

NaRZHS
o IMESH
IR

52 0A.2 &L

4.2.1.6 &if P2C VPN RM(RTHKX

hREN A

&EFigP2C VPNMXBIFHX

ARSI

523 WMMTERAPI,

URI

GET /v5/{project_id}/p2c-vpn-gateways/availability-zones

& 4-225 ST
2R it BEY | fEk
%
project_id String 2 IRBEID, aILABId3kEIR R IDZKEVRE
ID

MAERRAS 01 (2025-06-25)

IRIERE © LA/ ARBIRAE 218



FEILE A4
AP &% 4 AP

& 4-226 153K Query 2#FIFE

B i) =EY | #A
g
flavor String B o INBEINAR: P2C VPNRIXEHIIRZE

&,
o HUEEE:

Professionall: HZJlEI1,

iEKRiHE

o EREA

GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/availability-zones?flavor=Professional1

IRz S
o NS
IREYAZSAS S 200: successful operations,

%= 4-227 AL Body 2#5%

B St R
availability_zo | Array of TRAX5IZE
nes strings

request_id String iBKkid

o IRzAFAI
{

"availability_zones": [
"cn-south-1f",
"cn-south-1e"

1,
"request_id": "c63d850876bcddbdfbd11776cce57914"
}

KL
ESMA2 RS0,
4.2.1.7 &if P2C VPN PSEZ(EES%E

ab
hREN R

FRIEP2C VPNRIXID, BEiERESIZE,
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BEREE
152003 WaEFHEAPI,
URI
GET /v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/connections
K 4-228 2#1<HA
S Sl 2EY | fik
%
project_id String 2 IRBEID, aJLABId3kEIR R IDFKENRE
ID
p2c_vgw._id String = P2C VPNRIESLHIID
& 4-229 iE3K Query 2%51%&
B E-Sit) BRY | i
i%
limit Integer S S REFNEBIUREINICRHYE
offset Integer o D REEREBE
IBREE

o IEKIES
1 ADREEERESIER,
GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/connections

2N NEENERTIR.
GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/connections?limit=10&offset=0

upziER
o IS
IREMAZSAD S 200: ZiERLIN.

2= 4-230 IR Body S2#5I%

B it R
connections Array of ERER
Connection
objects
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B it fiik

total_count Long EESH

request_id String 1B3KID

Z& 4-231 Connection

B it fiik

connection_id | String o INEEIHER: &EEEID

o 1&=: 36fZUUID

client_virtual_i | String = FimiZEiE Yo BcaV R Pttt

p

client_ip String E FimERZ A2 I PHEiE

client_user_na | String ERiGFAP&R

me

inbound_packe | Long ANMIELEL

ts

outbound_pac | Long I EEL

kets

inbound_bytes | Long ANRFTE

outbound_byte | Long ERFTE

s

connection_est | String o INASIHAA: EPumEiEAYE AT

ablished_time o UTCHHEMERL: yyyy-MM-
ddTHH:mm:ss.555Z2

timestamp String o INEEIRER: EERREEERITHIRTBEL

o UTCHI/ENETN: Jyyy-MM-

ddTHH:mm:ss.555Z2

o [IBRNZRA
{

"connections": [

{

"connection_id": "10293371-114e-4d2a-878e-c6a616d0ecOe",

"client_virtual_ip": "36.%**** 149",
"client_ip": "100.***.***100",

"inbound_packets": 13,
"outbound_packets": 24,
"inbound_bytes": 4185,
"outbound_bytes": 10480,

"timestamp": "2024-06-17T02:58:48Z2"
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"connection_id": "6ade9de6-b19e-4b87-874d-f4880be317c1",
"client_virtual_ip": "36.%***** 145",
"client_ip": "100.****** 100",
client_user_name": "1111",
"inbound_packets": 13,
"outbound_packets": 38,
"inbound_bytes": 4185,
"outbound_bytes": 15804,
connection_established_time": "2024-06-17T02:58:12.413Z
"timestamp": "2024-06-17T02:58:48Z"
}
1
"total_count": 2,
"request_id": "6844f73ab1dd713d369b88904a935bd6"
}
RSB
B2 A2 K&,
4.2.1.8 fiFF P2C VPN RjKi&EdE
IHEENA
IRIBIERZID, WiFFEEP2C VPNRMKIER
ARGE
152003 WaEFHAPI,
URI
POST /v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/connections/
{connection_id}/disconnect
& 4-232 2¥45EA
B E-Sit) BEY | #iR
i
project_id String 2 IREID, aILABId kIR IDZREVRE
ID
p2c_vgw_id String = P2C VPNRJESLHIID
connection_id | String = P2C VPN XZEEEID

o BRI

POST https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/connections/{connection_id}/
disconnect

N Rz 2

o NS
IREYAZSAZ ST 200: successful operations,
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% 4-233 IR Body 2#5I%&

E= i) ik
request_id String iBKid

o AR
{

"request_id": "c63d850876bcddbdfbd11776cce57914"
}

RS
ESMA2 KA.

4.2.1.9 FH£% P2C VPN Rk

IheEN4A

FHKEP2C VPN,
BRBEE

15203 N{EEARAPI,
URI

POST /v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/upgrade

X 4-234 53K path 2#35FK

BN Sl R
project_id String ImBID,
p2c_vgw._id String P2C VPNRJXEHIID

\$ o 24
18> 7&1%\
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2% 4-235 UpgradeRequestBody

£ e 2EY | #ik
i%
action String = o INEGIHER: HIIR(E
o BYETHE:
- start
- finish
- rollback

o EREH

POST https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/upgrade
{

"action": "start"

}

NALHS
o NS
IREYAZSAS/9202: successful operation,

2= 4-236 I Body &#%I1%

B it fi#id
job_id String {EEid,
request_id String iBKid,

o [BRZHFA
{

"job_id": "c7f1d3e3-0476-4a71-95a7-3ce8cbb969de",
"request_id": "73f072d8-demo-a8df-va86-2a755d95636f"
}

NG
BEEMA.2 R0,

4.2.1.10 EHFR(ESFIE

TheEN 4R
EYAFESTIE.
BATSE

523 W(EERAPI,
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URI
GET /v5/{project_id}/p2c-vpn-gateways/jobs
& 4-237 2¥45EA
B S =hY | %A
i%
project_id String b~ IREID, mILABIIIRENIRE IDFRENRE
ID,
3 4-238 153k Query S¥5%
2 it} =AY | #ER
i%
resource_id String & ZIREID,
IBKEHR

AGER

o EREH
a. BERFFBERIRIES.

GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/jobs

b. #RiEresource idEFGRIFITSE,

GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/jobs?resource_id={resource_id}

LI V=S 54
IREMAZISF 200: @RI,

%= 4-239 AL Body 2H5%

B it ik

jobs Array of Job EFBER.
objects

request_id String BKID,
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FEE AL

APl &% 4 API
2= 4-240 Job
B it A
id String o INREIREA: {E551D,
o 1&z{: 36fZUUID,
resource_id String o IfEEIRAA: VPNMEZEEID,
e 1&x(: 36fZUUID,
job_type String o INREIRER: {E55KEL,
o HYESEE: upgrade, rollback,
status String o INBEIHER: VPNMFEIRZES,

o HEUETE:
upgrading: F&,

pending_upgrade_confirm: ZE&FHK
717N

success: FHRALIN.
rolling_back: [EiRH,
rollback_success: [ELRRIN.
fail: HREM.

created_at String o INAEIHAR: GUERRYE.

o UTCRIEMEZ: Jyyy-MM-
ddTHH:mm:ss.5552,

finished_at String o INEEIEA: Z5%RAT(E),

o UTCRIEMEZC: Jyyy-MM-
ddTHH:mm:ss.5557,

error_message | String o INELIHER: EIR(EE

sub_jobs Array of o INRLIHEE: F{ERFIE
SubJob objects

2 4-241 SubJob

R i) iR

id String o INEEIREA: 151D,
o #&z: 36{ZUUID,

job_type String o INAEIREA: {EBREL,

o HUESEE:
- prepare_resource
- upgrade_worker_1
- upgrade_worker_2
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AP &%

4 API

R

il %

status String o INEEIRAA: {FRIRE.

o HUESEE:

init: ¥4k
upgrading: F&
success: FEREEIN
fail: HLREW

created_at String o INALIHAR: CUERRTE.

o UTCHYENEZ: Jyyy-MM-
ddTHH:mm.ss.SS52,

finished_at String o INEEiAER: £55RAYiE.

o UTCHYEIEZ: Jyyy-MM-
ddTHH:mm:ss.5S52,

error_message | String o INEGIRER: FBiR(EE

e

o [lERZHFEAR
{

"request_id": "8dfd314d50caab38ccc40e4df2213eda",
"jobs": [

{

"id": "e3be04c3-0b62-45d8-b1dc-f4785c96412¢",
"resource_id": "b3eb2b86-2a6d-41f2-835f-879021764b84",
"job_type": "upgrade",
"status": "success",
"created_at": "2025-06-04T03:29:01.855Z",
"finished_at": "2025-06-04T03:29:33.085Z",
"sub_jobs": [
{

"id": "80c103ab-61b9-4e74-8e47-fd78ac6177eb",
"job_type": "prepare_resource",

"status": "success",

"created_at": "2025-06-04T11:28:01.926+08:00",

"finished_at": "2025-06-04T11:29:03.993+08:00",
"error_message": ""

"id": "b035cd1c-b9f4-4b05-b9af-b8fcf75eaeba”,

"job_type": "upgrade_worker_1",

"status": "success",

"created_at": "2025-06-04T11:29:01.926+08:00",
"finished_at": "2025-06-04T11:29:14.993+08:00",
"error_message": ""

"id": "db3dabe1-60a0-45ff-91b7-735aff90a3dd",
"job_type": "upgrade_worker_2",

"status": "success",

"created_at": "2025-06-04T11:29:01.931+08:00",
"finished_at": "2025-06-04T11:29:33.037+08:00",
"error_message": ""
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FEILE M4
AP| &% 4 AP

RS
BEBMA2 KW,

4.2.1.11 BEFEEESENCH

Ihee 4
RIB(ESSID, MIERIEERIESICR-
BRI
1523 WMTREEAPI,
URI
DELETE /v5/{project_id}/p2c-vpn-gateways/jobs/{job_id}
X 4-242 S¥45BA
2R i) =/Y | WA
i%
project_id String 2 IREID, aILABIdIREIER B IDFRENRE
ID,
job_id String = {£551D,
BKER
o BKREH
o
o IERIFHI
DELETE https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/jobs/{job_id}
TRRGHR
o THRISH
IRENRZESRE S 204: BIBREIN -
RS

52 0A.2 K7&EL.

4.2.2 IRS5im
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FEILE M4
AP &% 4 AP

4.2.2.1 B3 VPN RS

TIRENA

BIEBVPNIRSS .
ARG

ESM3 GTRRAPL,
URI

POST /v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/vpn-servers

& 4-243 SHIHA
ZR it BBY | ik
i%
project_id String = IREID, aILABIIIkEEE IDZREVRE
ID.
p2c_vgw._id String = P2C VPNPYXELHIID
% 4-244 53K Header 2513%
BR St BEY | fid
1%
X-Client- String B o INAEAER: EHMARD,
Token o &= 36{ZUUID,

IBERHEE

= 4-245 i5REH

B i) =RV | ER
ik
vpn_server CreateServe | 2 B IRSSIRIEKITR .
rRequest
object
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AP &% 4 AP

2% 4-246 CreateServerRequest

B RE ik

\

4
"

(S

iy
[ ]

tunnel_proto | String THAEiRE: FREMNEEEY,
col o ENETE:

SSL: SSLIfMX o
e FIME: SSL,

INEEIRAR: ZEFIRMER . ZFiniE
SOEER, SMZMERDE—1NE
HAIPHBLIL

o 1B "SI /AERE S,
f6140192.168.1.0/24.,

o #9TR:

- EPRinMNEABeF 1M XERE
VPCERIARAZRPIIBAFE
s,

- EPRinMEABEFIAIRS int
Kim M ERSIZRAINEGF

- PR ERhEYI Pt
EEATF MR AEZEAI
{S‘ﬁzo

- EBPRinMNEABeERLLTR®
MIEZ: 0.0.0.0/8, 127.0.0.0/8,

224.0.0.0/4, 240.0.0.0/4,
169.254.0.0/16,

local_subnet | Array of 2 o INBGINER: AILMERTIE, AN

S strings BREETHENE LB IMER,
ZMESE @IS VPNS BRI M 4E
HiTEIE,

o IETL: "= HHEF/HERE R,
f614010.10.1.0/24,

o #JTR:

- ELFENKRIEME, BHAR
SXIES20MMER .

- A EEABefE R LA TR
EZ: 0.0.0.0/8, 127.0.0.0/8,
224.0.0.0/4, 240.0.0.0/4,

client_auth_t | String o INEGIHER: P UmIAIFZEEY
ype o EUEEAE:

- CERT: iEBIAIE,

- LOCAL_PASSWORD: O%iA
IE (AHE)

o ZXAE: LOCAL_PASSWORD,

ali

client_cidr String

iy
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APl &%& 4 API
2R 3] WA A
server_certifi | server_certif | & IRSZIRIEH, BFEHMYSERESSLAT
cate icate WiE, EFFEAEEEEEITESR,
object ANRSA3072/4096 .
client_ca_cer | Array of =S o INEEIRAA: ZEPuECAIFETIE,
tificates client_ca_ce BAFXZERmIERHTIAL.
rtificate o 4E:
objects - RHENERIESSL, B
INIESEBUAIERIANIERT A E
- ERFImAIESERUESIALE
B, = HE1ARZRiFCAIE
B, BREHFEE10R8E iR
CAIEH,
ssl_options ssl_options | & SSLpFEIMYAIRIEECEIR . FRED
object IERIZSSLAT, HiE,
dns_servers | Array of B o IfBEEIAA: DNSERSZIRIIE, &E
strings 1 DNS
o 1B "moHHSI"ERN, BHiad
172.16.1.1
& 4-247 server_certificate
B it WA A
id String & IhgEiRAE: IEBID, ACCM(=IER
EIRIRSS) P E LEEBANERID, iE
FRBEHCCMAT, HiE,
source String 5 IhREAE: IEREIRE.
BESEE:
e CCM: BEBIE#H.,
e SERVICE_SIGN: FREZBEZZIF
.
£ 4-248 client_ca_certificate
2R E Jic) Wik | fER
name String B o IFREIR, FERSBNEK.
o EUESEE: 1-647MFF. i
F. BZXFE., 3 (\ube00 -
\udfa5). _(TXlIZk). -(FXI%).
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APl &%& 4 API
2R 3] Wik | ik
content String = o INEEIRER: IFBRE, HEEEHE
FRREEAER,
RSA3072/4096,
o FET\:

khkkkkkkkkkkkkkkhkkkhkkkhkkkhkkkhkkkkkx

kkhkkkkkkkkkkkhkkkhkkkhkkhhkkhkkkhkkhhx

& 4-249 ssl_options

B St Wik | R
protocol String & o INEEWBA: MY,
o EUEBE: TCP,
o BUAME: TCP,
port Integer &5 o INBEIRER: wOS,
o HUEEE:
- 443
- 1194
o BUAME: 443,
encryption_a | String & o INBEINHAR: INZESX,
lgorithm o EUETHE:
- AES-128-GCM
- AES-256-GCM
o ZRIAE: AES-128-GCM,
is_compresse | Boolean & o INRLHEE: 2EBESE.
d o ERfETEE:
- true
- false
o BRINE: false,

o IEREFA
1 ERIERBINESL B VPNARSS i o

POST https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/vpn-servers
{

"vpn_server": {
"tunnel_protocol": "SSL",
"client_cidr": "172.16.0.1/24",
"local_subnets": [

"10.16.0.0/24",
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AP &%

4 API

"10.16.1.0/24"
1
"client_auth_type": "CERT",
"server_certificate": {

"id": |ISCS*********3922I|,

"source": "CCM"

h
"client_ca_certificates": [

{

"name": "client_ca_8sux3d",

"content": "----- BEGIN CERTIFICATE----- PR e END CERTIFICATE----- "
}

1
"ssl_options": {
"protocol": "TCP",
"port": 443,
"encryption_algorithm": "AES-128-GCM",
"is_compressed": false
}
}

}

2 FEAOSIANES IR VPNIRSS I
{
"vpn_server": {
"tunnel_protocol": "SSL",
"client_cidr": "172.16.0.1/24",
"local_subnets": [
"10.16.0.0/24",
"10.16.1.0/24"
1

client_auth_type": "LOCAL_PASSWORD",
"server_certificate": {
"id": "scs1716171403922",
"source": "CCM"
b
"ss|_options": {
"protocol": "TCP",
"port": 443,
"encryption_algorithm": "AES-128-GCM",
"is_compressed": false
}
}
}

3fERRS BERIEB L EIZVPNIRSS iR .
{

"vpn_server": {
"tunnel_protocol": "SSL",
"client_cidr": "172.16.0.1/24",
"local_subnets": [

"10.16.0.0/24",
"10.16.1.0/24"
1

client_auth_type": "LOCAL_PASSWORD",
"server_certificate": {
"source": "SERVICE_SIGN"
B
"ssl_options": {
"protocol": "TCP",
"port": 443,
"encryption_algorithm": "AES-128-GCM",
"is_compressed": false
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APl &%& 4 API
N AZiE S
LI )V
IREMRZESRS A 201: successful operation,
= 4-250 gL Body 2#7I%
=T it )%
vpn_server vpn_server VPNIESS IR o
object
request_id String BKID,
2= 4-251 vpn_server
=T it )%
id String o INAZINAR: VPNERSSE ID,
e 18™: 36fZUUID,
LIz =247
{
"vpn_server": {
"id": "2407a20d-0bf7-4530-baa-7ffa0cedfa3b"
%
"request_id": "b19ba5a0be8f7b7f664b14596f8f35db"
}
RE&G
B2 A2 &8,
4.2.2.2 EiFRXT VPN fRS3im
TheEEN 4R
HRHEP2C VPNIXID, BEiGVPNIRSS -
ERGE
1BE& 3 WMaEEAPI,
URI
GET /v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/vpn-servers
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FEE FAMIES

APl &%& 4 API
K 4-252 S2#45%0A
B i) =AY | EA
i
project_id String 2 IREID, aILABIdIREER B IDFRERE
ID,
p2c_vgw._id String = P2C VPNRIFESLHIID,
iﬁ*;ﬁl§\
BREH
To
TBRAEH
GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/vpn-servers
AR S

)RS5

IREPAZSRS 200: EiFIRL .

% 4-253 I Body 2#%I%&

B E-Sit) HER
vpn_servers Array of REZimIIZE
ShowServerR
esponse
objects
total_count integer PSSy
page_info Pagelnfo SERRAPIER
object
request_id String 1E3Kid,
& 4-254 ShowServerResponse
E= i) R
id String o IPAEIHAR: VPNBRSEZ% ID,
o #&x(: 36{ZUUID,
p2c_vgw_id String o INAEEIHER: P2C VPNMXID,
o &= : 36{1UUID,
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FEE FAMIES

4 API

R

)

client_cidr

o IJRERER: BFIRMER. ZFIREIE

=Y, SNZMERDEC— N EHLIPiD
i.'t o

&0 "/ E, Bl
192.168.1.0/24,

local_subnets

Array of
strings

IRERBA: ANimPERSIZR o
=V b il TR e L
10.10.1.0/24,

client_auth_typ
e

String

INeEIREE: ERIRAIESRE,
BYESEHE:
CERT: FHIAIE.

LOCAL_PASSWORD: O4iAIE ( A&
) .

tunnel_protoco
(

String

TORENEER: BRENMNEREL,

BEEHE
SSL: SSLiMY.

server_certifica | server_certific | JREZiRIESR
te ate object
client_ca_certif | Array of EFiRCAIERIIZE, AFXNEFiRIERH
icates QueryClientC | {TIAIE,
aCertificateBo
dy objects
ssl_options ssl_options SSLEEE MY AY AT EECE IR o
object
dns_servers Array of o IPELIiHA: DNSHRSZIRTIZE
strings o 83t "EHHHEEIES, Bl
172.16.1.1
status String o INAEIRAR: PRSBIRIRES,
o BUESBHE:
PENDING_CREATE: g,
PENDING_UPDATE: E¥i,
ACTIVE: IEE,
FAULT: BE.
FROZEN: &%,
created_at String o INAEINAA: BUiEATE.

UTCRIEHE=C: yyy-MM-
ddTHH:mm:ss.55527,
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FEE FAMIES

APl &% 4 API
2R it} ik
updated_at String o INELIRAR: HRIGEFATE.,
o UTCHTEMER: Jyy-MM-
ddTHH:mm:ss.S552,

28 4-255 server_certificate
2R -S4 3%

id String IFBID, ACCM(=IFBEERS)PEL
EIEBASERID . EFBECCMAEMIER
5, ZIDAZ,

name String P43, ACCM(ZIFPEERS)FEL
BUEBENERE -
issuer String o INREIHER: IFBMAE.
o EUEEE: 1-2567F%F.
subject String o INEEHER: MEBFERZE.
o EUEBHE: 1-2561FfF,
serial_number | String o INEEIHER: WEBFIIE,
o BUEEE: 1-641MF o
expiration_tim | String o IhREIGAE: FHARTE.
e o UTCHIMEET: yyyy-MM-
ddTHH:mm:ss.5557,
signature_algo | String o INECIHAR: IEBEREX,
rithm o EUEBE: 1-641MF15.
source String o INAGIHAR: IFBRE,
o BUEEH:

- CCM

- SERVICE_SIGN

& 4-256 QueryClientCaCertificateBody

B 28 )%
id String o INREIHER: IEBID,

o #&={: 36fZUUID,
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AP &%

4 API

R

)

name

ThEEBR: IEBER,

EUEBE: 1-641NFRF. i, =
XFE. #$3Z(\ud4e00 - \udfas). (T

HEL) . -(FHIER)

issuer

String

INRESiAR: IFBMAE .
EVESEE: 1-25610MFF.

subject

String

INREIRER: IEBERE.,
BESBE: 1-256 7%,

serial_number

String

INREHREE: CAIFEREIS,
BVESSE: 1-641N=F%,

expiration_tim
e

String

ThEEBA : IEREIHARTE],

UTCHYEIEZC: Jyyy-MM-
ddTHH:mm:ss.5552,

signature_algo
rithm

String

Theeiee: IEREZEE.
EVESEE: 1-647MFF5

created_at

String

THREI<AR: EUZRTIE.

UTCREIREZC: yyy-MM-
ddTHH:mm:ss.SSS5Z,

updated_at

String

IREIRAR: REEFHEIE.

UTCRYEHE=C: yy-MM-
ddTHH:mm:ss.SSSZ,

& 4-257 ssl_options

B

ESid)

ik

protocol

string

Ingei<hl: thils
EYESEE: TCP,

port

integer

IneeiRBe: iwOa,
EE;EH:

~ 443

- 1194

encryption_alg
orithm

string

ThEGIHEE: NZEEx.
EVESEHE:

- AES-128-GCM

- AES-256-GCM
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APl &% 4 API
2R =i g
authentication | string o INAEINAR: INIEESE,
_algorithm ° HR{E:;E
- SHA256
- SHA384
is_compressed | boolean o INEEIHER: BHBIELE, BAS
o BVETH:
- true
- false
& 4-258 Pagelnfo
2R R ik
next_marker String e IfEEIHAR: T—IafYmarker, ERE—
REENIR P EfF— N EIEAVCIEERT 8]
current_count | integer o INAEEIHAR: HEIFEREEHE

LI ) =271
{

"vpn_servers": [

{

"id": "2407a20d-0bf7-4530-ba9a-7ffaOcedfa3b",
"p2c_vgw_id": "3b5b64e4-2927-4062-acf6-05b0b842bbfe",
"client_cidr": "1.1.0.0/16",
"local_subnets": [
"192.168.12.0/24",
"192.168.1.0/24"
1
"client_auth_type": "LOCAL_PASSWORD",
"tunnel_protocol": "SSL",
"server_certificate": {
"id": "scs1716171403922",
"name": "lsh-newcert",
"issuer": "C=CN,ST=beijing,L=haidian,O=lesaas,OU=root, CN=www.***.com",
"subject": "C=CN,ST=beijing,L=haidian,O=server,0U=server,CN=www.***.com",
"serial_number": "310325804134830162280305057622726926320418980636",
"expiration_time": "2024-06-19T02:15:26Z",
"signature_algorithm": "SHA256WITHRSA",
"source": "CCM"
h?
"client_ca_certificates": [],
"ssl_options": {
"protocol": "TCP",
"port": 443,
"encryption_algorithm": "AES-128-GCM",
"authentication_algorithm": "SHA256",
"is_compressed": false
2
"status": "ACTIVE",
"created_at": "2024-06-14T01:14:56.802Z",
"updated_at": "2024-06-14T08:53:22.855Z"
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4 API

"request_id": "3378c265585ffb8aac68ec39a2db67a1"

}

N
EEMA.2 R0,

4.2.2.3 {4 VPN RS %

ab
THEEN R

HRIEVPNARSSIRID, (Z2oFEERIVPNARSS IR o

ARREE
ES3 AMTEMAPI
URI

PUT /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}

3 4-259 S5 EA

2R KE =EY | #Hik
ik
project_id String b~ IREID, mJLABIIIRENIRE IDFRENRE
IDo
vpn_server_id | String = VPNESS#%ID o
BKEE
o BEXRSH
= 4-260 BRSY
2R il Wik | R
vpn_server UpdateServ | 2 EFIVPNIRS RIS RITR .
erRequest
object
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2 4-261 UpdateServerRequest

R

RE

\

4
"

(S

i

client_cidr

String

iy

o INRENRAR: EFURMER. ZFimiE
SEER, SNZMERSE—1E

LPHEHE

o BT "moHEH /B S,
f5140192.168.1.0/24
o #JTR:
- EPRinMNEABEFIMKERE
\&Pc%jti)\ﬁﬁﬂaiqﬂﬁgﬂﬁﬂaﬁﬁ
1 %Léo
- EPRinMNEAREFIAIRS in+
KimMERHIZRAIMERF7E$
- EPiRMERhRgI Pt EL
%%ﬁ?@?&%ﬁﬁﬁ‘%ﬁﬂgm
- BN FER AT
MEZ: 0.0.0.0/8, 127.0.0.0/8,

224.0.0.0/4, 240.0.0.0/4,
169.254.0.0/16,

local_subnet
S

Array of
strings

iy

o INEEIRAR: KinMERFIZR ., ANimk
BREEELHON= ERIBRIMER,
ZMEREEBSVPNS IR

o 1Bz: "o/ S,
f614010.10.1.0/24,

o #JTR:

- EVENERENER, B AR
ZHIHES 201N WER

- RinPERABEERLL TSN
EZ: 0.0.0.0/8, 127.0.0.0/8,
224.0.0.0/4, 240.0.0.0/4,

server_certifi
cate

server_certif
icate object

iy

ARSSImIED, HEEFERREREAR
iE$, WRSA3072/4096,

ssl_options

ssl_options
object

iy

SSLEFE MY AY AT EECE TN o

client_auth_t
ype

String

N

o INAEIHAR: EFURIAIESREL,

o EUESCHE:
CERT: iEHIAILE.,
LOCAL_PASSWORD: O<$3AIE
(&) o

MAERRAS 01 (2025-06-25)

IRIERE © LA/ ARBIRAE 241
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APl &% 4 AP|
B i) Wik R
dns_servers | Array of B o IfBEIHAA: DNSIRSZIRIIE, =2
strings FANDNS
o &I "moHHHI"EX, Fln
172.16.1.1
& 4-262 server_certificate
B 28 Wi R
id String 2 INEERAR: IEBID, ACCM(=IEP
BRSSP E LZIEBRYIERID,
& 4-263 ssl_options
2R il WA T
protocol String & o INEEWBA: MY,
o BYESGE: TCP
e ZIME: TCP
port Integer &5 o INBEIRER: wOS,
o BUETGH:
_ 443
- 1194
o BRINE: 443,
encryption_a | String &5 o INREUGRE: INZRES%,
lgorithm o EVELE:
- AES-128-GCM
- AES-256-GCM
o ZIAE: AES-128-GCM,

o BRI

PUT https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}

{

"vpn_server": {

"client_cidr": "192.168.10.0/24",

"local_subnets":

[

"172.16.0.0/24",
"172.16.1.0/24"

]

5
"server_certificate": {

"id": "scs1717051012106"

}

"ssl_options": {

"protocol": "TCP",
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"port": 443,

"encryption_algorithm": "AES-128-GCM"

"client_auth_type": "CERT"

}
}

RzER
o IHRIEH

IREYAZSAS S 200: successful operations,

% 4-264 UL Body 2#3I%&

E= i) fhR
request_id string B53Kido

o [IBAZRA
{

"request_id": "c63d850876bcddbdfbd11776cce57914"

}

7T

52 A2 K&

4.2.2.4 & VPN [RSFIHXTNAIE Fikic &

ThRENA

RIEVPNIRSSIRID, SHEEFIREEES

ARTIE

5203 STEFAPI,

URI

POST /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/client-config/
export
7 4-265 SEUKAA

BFR et =AY | Ek

ik
project_id String 2 IREID, BILABIIIRENIRE IDFREIRE
ID.
vpn_server_id | String = VPNARSEi%ID o
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% 4-266 {5KkS%

B ESid) =R | @R
i
Os_type String & o IfREIRAR: IMERFREEL,

o EYESCH
Windows: WindowsZ& %

Linux: LinuxZ&%
MacOS: MacOSERS
Android: AndroidER%t
i0S: IOSE%

e ZXIME: Windows,

o iEKEEA
POST https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/client-config/
export

{

"os_type": "Windows"

WAGHER
o [IRBE]
IREPRZFE S 200: FiERLIN -

2= 4-267 [ Body &#%I%

B St fiid
client_config string ERiREcE

o [IRN7RA
{

"client_config": "client\ndev tun\nproto tcp\nremote 215.xx.xx.99 443\nresolv-retry infinite\nnobind
\npersist-key\npersist-tun\nremote-cert-tls server\ndata-ciphers AES-128-GCM\nauth SHA256\nverb
3\nauth-user-pass\n<ca>\n----- BEGIN CERTIFICATE----- Hkkk o END CERTIFICATE----- \n</ca>\n\n
\nreneg-sec 0\n# Add a comment character (#) in front of disable-dco when OpenVPN 2.5 or earlier
is used.\ndisable-dco\n"

}

NG
ESMA2 R
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4.2.2.5 ERHF T8 VPN IRSS5iR

TORENA

AR

URI

BERHEE

N RziER

AR TABEVPNIRSS I

5213 WMTEAPI,

GET /v5/{project_id}/vpn-servers

& 4-268 SH% A
2R e i) EEY | ik
i%
project_id String 2 %EID, AT LAEBITEREIR B IDFAEIR H
7 4-269 153K Query 2E51%
BiR il EBY | #d
%
limit Integer & P REINERIREIIICREE.
marker String & o INEEIRAR: EIEARAYRIAIRICHL,

HN=RTAEEE— R, BT
markera] LARIE_E—TNaRzAY
page_infold& HfInext_markeri&
::_; o

o I WFSlImi—iR{ER.

o EREH

GET https://{Endpoint}/v5/{project_id}/vpn-servers

o NS
IREMAZSIS /A 200: @RI
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% 4-270 IR Body 2#5I%&

B E-Sic) HR
vpn_servers Array of EiHVPNPRSS im0 M3
ShowServerResponse | %3I%,
objects
total_count Integer HEIfHP THIVPNARSS
I E
page_info Pagelnfo object S REFRANER.
request_id String 1BEkKid,

= 4-271 ShowsServerResponse

E= it fR
id String o IPREIEAE: VPNARSZI® ID,
o ’z: 36ZUUID,
p2c_vgw_id String o INAEHAEA: P2C VPNRIEID,
o #&z: 36/ZUUID,
client_cidr String o INEERAR: BFIRMNER. ZFIREILE
ﬁﬂa‘, S MNIZMERS Ee— 1 REHAIPit

o 1B "moHS /MRS S, Fln
192.168.1.0/24,
local_subnets | Array of o IPECIER: KRixMERTIZE.

strings o iEEt: "EeS-HIEHIEIE S, Bt
10.10.1.0/24,

client_auth_typ | String o INBEIRAA: EFURIAUEZEEY,

€ o BUEEH:

CERT: EFIAILE,
LOCAL_PASSWORD: H43AIE ( A
) .

tunnel_protoco | String o INREINER: FXIEMNEERY,

‘ o EYEEE
SSL: SSL#MY.

server_certifica | server_certific | JREZiRIESR

te ate object
client_ca_certif | Array of ERIGCAIERIIER, ATFNERImER#H
icates QueryClientC | {TIAILE,

aCertificateBo

dy objects
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2R =i g
ssl_options ssl_options SSLEEE MY YA IEECE N
object
dns_servers Array of o IfAEIAE: DNSHRSZIHRTIZE
Strings o 83t "RHHHE S, fIK
172.16.1.1
status String o INAEEIHER: IRFBIFIRE,
o EVESEH:
PENDING_CREATE: @I,
PENDING_UPDATE: &,
ACTIVE: IFE,
FAULT: &%,
FROZEN: &4,
created_at String o IPAEIHAR: QUEERTE.
o UTCHIEMER: Jy-MM-
ddTHH:mm:ss.S557,
updated_at String o INELiRAA: ERfGEFATE,
o UTCHIIEWER: yyyy-MM-
ddTHH:mm:ss.S557,
£ 4-272 server_certificate
BiR E-Jid] 3%
id String IEBID, ACCM(=IEPEERS)FEL
BIEBHNERID, FEBECCMAHEMIFR
&, 1ZIDAZ,
name String IEPRE, ACCM(TIEREERS)FEL
BIEBRIEBEIR.
issuer String o INAEIHAR: IEPMAE.
o EUEBE: 1-2567MFF,
subject String o IHREIRAE: IEBFEAE.
o BVESBE: 1-2567FF,
serial_number | String o INEEIRAA: WEBFEIIS,
o HUEEE: 1-641FFf .
expiration_tim | String e INEEUIRA: ZFHARTIE],
€ o UTCHIENEZ: yyyy-MM-
ddTHH:mm:ss.S552,
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B it fiik
signature_algo | String o INREIRAE: IEPEZEE,
rithm o EUETE: 1-6471M37F,
source String o INEEIRER: IEBHRIE,

o HUEBHE:
- CC™
- SERVICE_SIGN

& 4-273 QueryClientCaCertificateBody

B

KE

Hik

id

String

o INREIRER: IEBID,
o #: 36f7UUID,

name

String

o INREIREA: IEBER.

o EUETEE: 1-641MNFERF. XIFHF. =
XFE. #3Z(\u4e00 - \udfas). _(F

L)« -(PHIER)

issuer

String

o INBGIRER: IFBMEE.
o EVETGHE: 1-2561=FF,

subject

String

o INRLIRER: IFBFERAE.
o BUESEBE: 1-25671FF.

serial_number

String

o INBEIHBA: CAIFBRFEYIES,
o EVETGHE: 1-641MFS,

e

expiration_tim

String

o INREIRER: IEPRIRARTE].

o UTCHIIEWER: yyy-MM-
ddTHH:mm:ss.SS5Z,

rithm

signature_algo

String

o INREIHER: IFBEEE £,
o HUESBHE: 1-641MFF,

created_at

String

o IJREULHR: EUERATIE.

o UTCHYENEZ: Jyyy-MM-
ddTHH:mm:ss.55527,

updated_at

String

o IfRENAR: ERIEFATEL

o UTCHYENEZ: Jyyy-MM-
ddTHH:mm:ss.S55Z7,
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R 4-274 ssl_options

B 5] R
protocol string o INEGIHBR: i,
o HYESBE: TCP,
port integer o INBEIHER: i,
o EUETEHE:
- 443
- 1194
encryption_alg | string o INEGIRER: MIZE;E,
orithm o EVETSHE:
- AES-128-GCM
- AES-256-GCM
authentication | string o IPECHAA: TANEEE.
_algorithm ° Hy{ﬁ:;ﬁ
- SHA256
- SHA384
is_compressed | boolean o INEEHEE: BRREMR, BIAS.
o EUETHE:
- true
- false
R 4-275 Pagelnfo
B 281 R

next_marker String

E—RIRRIBIZRTE] .

T—m@markerEA_ E—X BN 5

SRR RIRNE

current_count | Integer

)]
{

"vpn_servers": [
{
"id": "3f7e48ca-cd3c-4ce2-a277-674382ced4ea",
"p2c_vgw_id": "10d176c7-aed8-4766-9180-a47e536c64d0",
"client_cidr": "173.16.1.0/24",
"local_subnets": [
"172.16.0.0/24",
"172.16.1.0/24"

1
"client_auth_type": "CERT",

"server_certificate": {
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"id": "scs1698803781642",
"name": "p2cvpn_test",
"issuer": "CN=p2cvpn.test",
"subject": "CN=p2cvpn.server",
"serial_number": "109258411809374886820602321558250159914",
"expiration_time": "2026-01-22T06:26:18Z",
"signature_algorithm": "SHA256WITHRSA",
"source": "CCM"
by
"client_ca_certificates": [
{
"id": "2f291995-9582-4ce8-a7f4-e1b7742e6e0c",
"name": "client_ca_sdk_test_1",
"issuer": "CN=p2cvpn.test",
"subject": "CN=p2cvpn.test",
"serial_number": "218730615113252363388323617489459159151767515623",
"expiration_time": "2033-10-17T06:21:25Z",
"signature_algorithm": "SHA256WITHRSA",
"created_at": "2024-06-15T01:59:46.612Z",
"updated_at": "2024-06-15T01:59:46.612Z"

}
1
"ssl_options": {
"protocol": "TCP",
"port": 443,
"encryption_algorithm": "AES-128-GCM",
"authentication_algorithm": "SHA256",
"is_compressed": false
By
"status": "ACTIVE",
"created_at": "2024-06-15T01:59:46.612Z",
"updated_at": "2024-06-15T02:01:16.606Z"

"id": "3840e9ea-84be-4ff9-ad26-817829ba16ed",
"p2c_vgw_id": "30dfb9cd-eeb0-4937-a7a5-4bc08184090b",
"client_cidr": "173.17.0.0/24",
"local_subnets": [
"172.16.0.0/24",
"172.16.1.0/24"
1
"client_auth_type": "LOCAL_PASSWORD",
"tunnel_protocol": "SSL",
"server_certificate": {
"id": "scs1698803781642",
"name": "p2cvpn_test",
"issuer": "CN=p2cvpn.test",
"subject": "CN=p2cvpn.server",
"serial_number": "109258411809374886820602321558250159914",
"expiration_time": "2026-01-22T06:26:18Z",
"signature_algorithm": "SHA256WITHRSA",
"source": "CCM"
By
"client_ca_certificates": [],
"ssl_options": {
"protocol": "TCP",
"port": 443,
"encryption_algorithm": "AES-128-GCM",
"authentication_algorithm": "SHA256",
"is_compressed": false
b
"status": "ACTIVE",
"created_at": "2024-06-15T02:01:19.87Z",
"updated_at": "2024-06-15T02:01:19.87Z2"

}

"total_count": 2,
"page_info": {

"current_count": 2
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%,
"request_id": "2b16014544fff455b50ef3f1e62bbe35"
}

N
BEEMA.2 R0,

4.2.2.6 BEEEFin CAIEH

INEEN4B
KIEEZFIRCAIETREXRE
ARRE
1523 AMTREEAPI,
URI
POST /v5/{project_id}/p2c-vpn-gateways/vpn-servers/client-ca-certificates/check
& 4-276 S#45HA
2R R =Ry | Ek
ik
project_id String g2 IREID, aILAEIZAENIRE IDFREVIRE
ID,
IBKER
B RS
* 4-277 BRBH
2R i) =AY | A
1%
client_ca_certif| client_ca cer | 2 ZRFiRCAIER,
icate tificate
object
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N Rz R

2% 4-278 client_ca_certificate

IREYAZSAZ ST 200: successful operations,

2= 4-279 K Body 2#5%

B E-Sit) Dvi iR
name String &= o INEGIRER: IEBZFR,
o EUEBHE: 1-641EFFRF, TIHFHFE.
T FH, H3Z(\ude00 - \u9fas).
_(-Fﬁug\%) . _(I:Fljzl.lé\%) )
content String = o INALHAR: IFBAS.
o 1&T:
————— BEGIN CERTIFICATE-----
----- END CERTIFICATE-----
TBRAEH
POST /v5/{project_id}/p2c-vpn-gateways/vpn-servers/client-ca-certificates/check
{
"client_ca_certificate": {
"name": "client_ca_8sux3d",
"content": "----- BEGIN CERTIFICATE----- o END CERTIFICATE-----
}
}
o IS

B it fiik
name String o INREIRER: IEBEIR.
o HUEEHE: 1-641M=EFF, FHF. =
XZFH. #3(\ude00 - \udfas). _(F
¥ee) . -(PHZ) .
issuer String o INBEIRER: IFBMEE.
o HUETEE: 1-2567MF%.
subject String o INAERAR: EBERE.
o BUESBE: 1-2567FFF
serial_number | String o INAEINAA: CAIFBFIIZ.
o HUESEE: 1-641MZF%5
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B i) )%
expiration_tim | String o INAEIRAR: IFPEIHARTIE,
e . ..
o UTCHTEMER: Jyy-MM-
ddTHH:mm:ss.5552,
signature_algo | String o INEGIHER: WMFPEZEE,
rithm P -
o HUESBE: 1-641MFFF,
o [ER7RAI
BISBI IR :
{
"name": "client_ca_8sux3d",
issuer": "CN=xxx",
subject": "CN=xxx",
"serial_number": "621079609299744022526309164429940520767604766768",
"expiration_time": "2033-08-05T11:52:34Z",
"signature_algorithm": "SHA256WITHRSA"
}
g St I
{
"error_code": "VPN.0072",
"error_msg": "Certificate client_ca_8sux3d has expired.",
"request_id": "b012532f51675c0ffdcfb2868669bd4e"
}
RS

ESMA2 KA.
4.2.2.7 HEZFiE CA IEH

ThRENR

EAEEPIRCATES.
AR5

ESM3 AMTREBAPI
URI

POST /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/client-ca-

certificates

7 4-280 SEURAA
gﬁ} %ﬂ IEEIZZ?’\ ﬁ)‘i
i
project_id String = IREID, AJLABIIIRENIRE IDFREVRE
ID,
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2R ESid] /Y | A
vpn_server_id | String VPNARSS %D,
X 4-281 153K Header 25K
2FR -S4 =AY | fk
ik
X-Client- String B o INREIHAR: BRI,
Token o #&zt: 36{ZUUID,
BKEE

x 4-282 i5KkS#

2R St} =AY | ik
&
client_ca_cer | client ca ce | 2 ZRigCAIEH .
tificate rtificate
object
2% 4-283 client_ca_certificate
B i) WA iR
name String B o IEBER, TEIBIIERK.
o EVESEE: 1-641NFR, HIFH
F. BXFH. B3 (\ude00 -
\UgfaS) N _(—szugﬁ) N ‘(':F'jzué%) o
content String = o INEEIRBE: IEPRND, HEEEFFEAR
FRIRELEAIER, W
RSA3072/4096,
o FBI\:

o EREH

POST https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/client-ca-

certificates
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{
"client_ca_certificate": {
"name": "client_ca_8sux3d",
"content"; "----- BEGIN CERTIFICATE-----****+xxx_____END CERTIFICATE-----"
}
}
pzER
o [INS%L
IR[EIAZSES S 201: successful operation,
7% 4-284 IR Body S2¥%I%&
2R =i i)
client_ca_certif | client_ca_certif| 2 PixmCAIEBITH
icate icate object
request_id String BEkKid,
2% 4-285 client_ca_certificate
B -3l iR
id String o INAEINAR: ZEPuECAIEBID,
o #&={: 36/2UUID,
- MaRzzRpl
{
"client_ca_certificate": {
"id": "4e3a364f-1213-4a37-917e-d494aeada34e"
3,
"request_id": "4114fdd9ca33e22936ece75b97d7a363"
}
RSB
B2 A2 KEB.
4.2.2.8 HigEFix CAEH
IHEENA
RIEZEFIRCAIEFRID, BEEFIRCAIERER.
ARBE
15213 WTEAAPI,
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URI

GET /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/client-ca-
certificates/{client_ca_certificate_id}

K 4-286 S E<AA

2R it BEY | @k
i%
project_id String 2 IREID, aILABITIREER B IDFRENRE
ID,
vpn_server_id | String = VPNRRS5iRID
client_ca_certif | String =8 ZRFigCAIEEID,
icate_id
BRIBE
o EKRESH
To

o iEKEEA
GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/client-ca-
certificates/{client_ca_certificate_id}

NaRLHS
o IARIBH
IREWAZSESA 200: EAMY

= 4-287 R Body 2#31%

BR Ry )%
client_ca_certif | QueryClientC | EBZEFixCAIFBIINITSR
icate aCertificateBo
dy object
request_id string BKid,

& 4-288 QueryClientCaCertificateBody

B E-Sit) Ei::)%
id String o INREUHER: IEBID,

o &=: 36{UUID,
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2R =i ik
name String o INEERER: IEBRIR,
o BUESBHE: 1-641FERF, IFHF. &=
NZF&. 3Z(\ude00 - \udfas). (T
X%) . -(PXIZk).
issuer String o INEEIRAR: IEBMEE.
o BUEBE: 1-2561FF,
subject String o INEEIRAR: IEPFERE.
o HUEEE: 1-25671NFF,
serial_number | String o IPBEIHAR: CAIEBFIIS,
o EUEBE: 1-641MFF.
expiration_tim | String o INEGiIRER: WEPZFIEAETE],
€ o UTCHHEHRR: yyyy-MM-
ddTHH:mm:ss.S552,
signature_algo | String o INREIXAR: IFPREZE L,
rithm o EVEBE: 1-641F.
created_at String o INREUGRE: ClUZEEAYE],
o UTCHTEMER: Jyy-MM-
ddTHH:mm:ss.SSS5Z,
updated_at String o INEEIRER: EREEFATE.
o UTCHIEIER: yyyy-MM-
ddTHH:mm:ss.SSSZ,
- IR
{
"client_ca_certificate": {
"id": "ab80b8f6-6d67-4bdb-ba39-e8dd9419e64e",
"name": "ca-cert-55f7",
"issuer": "CN=xxx",
subject": "CN=xxx",
serial_number": "218730615113252363388323617489459159151767515623",
"expiration_time": "2033-10-17T06:21:25Z",
"signature_algorithm": "SHA256WITHRSA",
"created_at": "2024-06-17T02:46:22.327Z",
updated_at": "2024-06-17T02:46:22.3272"
L
"request_id": "29d83bb1-5349-4af5-9fa6-672af3daf4d1"
}
REB
A2 WKL
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4.2.2.9 {EME Fiw CAIEH

INRENA
RIEZ FPiRCAIERID, EfEENEFinCAILES,
ARBE
1523 WMTEEAPI,
URI
PUT /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/client-ca-
certificates/{client_ca_certificate_id}
% 4-289 &2#uiEA
B 5] 2RY | FA
ik
project_id String = IREID, BJLABIIIRENINE IDFREIRE
ID,
vpn_server_id | String = VPNRRSZ®ID o
client_ca_certif | String =2 ERisCAIEBID,
icate_id
BRI
o IERSH
+ 4-290 i5KSH
B il Whik A
client_ca_cer | client ca ce | 2 ZRinCAIEBIIR,
tificate rtificate
object
£ 4-291 client_ca_certificate
2R il Wik faR
name String B o INEGIRER: IEBZFR,

o EUESEE: 1-641MFF, HiEH
F. BEXFH., $F32(\ude00 -
\uofa5). _(T&ILk). -(FLILX).
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- ARG

PUT https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/client-ca-
certificates/{client_ca_certificate_id}

{

"client_ca_certificate": {

"name": "client_ca_update"

}
}

NaRZHS
o IARIBH

IR[EPMRZSRS ST 200: successful operation,

2= 4-292 IR Body 2#5I%

E= it ik
request_id string 153Kid,

o [IBARA
{

"request_id": "c63d850876bcddbdfbd11776cce57914"

}

T

52 A2 K&

4.2.2.10 fIpF=Fim CAMEH

ab
ThEEN B

RIEZFiRCAIERID, MIFREFIKCAIER,

ERE
ESM3 WITERAPI.
URI

DELETE /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/client-ca-
certificates/{client_ca_certificate_id}

2 4-293 SH45%0A
B it =R | EA
&
project_id String 2 IREID, aILABIdIREIERE IDFRENRE
ID,
vpn_server_id | String = VPNESZi%ID o
XH5hRA 01 (2025-06-25) WRINERE © LA ABIRAE] 259



FEE FAIES

APl| &% 4 API
ZR it BBY | ik
i%
client_ca_certif | String = ZFirCAIEBID,
icate_id

IBKIHE
o ERBH
o
o IEREEH

DELETE https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/client-ca-
certificates/{client_ca_certificate_id}

MALHEE
o MESH
IREHAZSHS Y 204: BBRAET -
NG

BS A2 K8,

4.2.2.11 &2 P2C VPN M5iEEZASE S

INEENA

FRIEP2C VPNMXID, EBU8EP2C VPNMFANEZASEE
AR

15203 UEERAPI,
URI

PUT /v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/log-config

& 4-294 S=¥45EA
B it 2EY |k
i%
project_id String = IREID, BJLABIIIRENINE IDFREIRE
ID,
p2c_vgw_id String = P2C VPNRJFKELHAIID
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FEILE M4
AP &% 4 AP

IEXRHE

% 4-295 {EKkS%

B Sl =AY | it
%
log_config UpdateVpnL | 2 log_configid=,
ogConfigRe
questBodyC
ontent
object

& 4-296 UpdateVpnLogConfigRequestBodyContent

E= i) Wik | fiEik

log_group_id | String = o INAEIREA: HELEID, BE=HEE
AR5 HIREN

log_stream_i | String = o INREHER: BERID, BE=AE

d ARSSHIREN .

o BRI

PUT https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/log-config

{
"log_config": {
"log_group_id": "05c4052d-8d14-488f-aa00-19fea5a25fdd",
"log_stream_id": "d9d85143-e1e1-427a-9994-d8b8fd9ebe3f"
}
}

IAGES
o [N
IR[EIAZSHES S 200: successful operation

= 4-297 K Body 2#7IE

B St R

log_config ConnectionsLogConfig | log_configRd&,
object

request_id String BXID,

SA%hRA 01 (2025-06-25) WRIERE © HERRARBIRAT 261




FEE FAMIES

APl &% 4 API
& 4-298 ConnectionsLogConfig
B St i)
log_group_id String o IfBLIRER: HEAH
ID, BE=BERS
HREREN
log_stream_id String o IHAEIRAA: AER
ID, BEE=BHERS
HREREN
o MRz
{
"log_config": {
"log_group_id": "05c4052d-8d14-488f-aa00-19fea5a25fdd",
"log_stream_id": "d9d85143-e1e1-427a-9994-d8b8fd9ebe3f"
}I
"request_id": "b19ba5a0be8f7b7f664b14596f8f35db"
}
N

BS A2 KEE,

4.2.2.12 &if] P2C VPN M5 EEZAEERS

HRIEP2C VPNRIXID, EIEHEEP2C VPNRIXAYEREHTEE -

IHRENER
BB

15213 W{EiEAAPI,
URI

GET /v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/log-config

& 4-299 SR
B S BEY | A
i%
project_id String = IREID, aJLABIIIkEIE IDFREVRE
ID,
p2c_vgw_id String = P2C VPNRIELHAIID
IBKHR
o IERSH
xo
SCHEhRZAS 01 (2025-06-25) RN © LARABIRAE 262



FEMLE M4
AP &% 4 AP

o BRI

GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/log-config

N AZiE S
o IESH
IREMRZAS /9 200: EiFRLIN.
2= 4-300 LK Body 2#51%
B St iR
log_config log_config log_configdd=x,
object
request_id String BXKID,
& 4-301 log_config
B it ik
log_group_id | String o INAEIRAA: P2C VPNRIEANERE AR
BeERIBELAID,
log_stream_id | String o INAEINAR: P2C VPNMXAEZEBERT
EeERHERID,
o MRz
{
"log_config": {
"log_group_id": "05c4052d-8d14-488f-aa00-19fea5a25fdd",
"log_stream_id": "d9d85143-e1e1-427a-9994-d8b8fd9ebe3f"
}I
"request_id": "2ddd2f6107a8164ce6f6268bd991e57c"
}
7 NEE

52 A2 K& .

4.2.2.13 & P2C VPN M5 EREASERES

ThEe T 4A

1RHEP2C VPNIXID, #iBRIEEP2C VPNMIXAIEEHEERE
ERGE

1B5Z13 AMaERAPI,
URI

DELETE /v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/log-config
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FEE FAMIES

APl &%& 4 API
& 4-302 SHIREP
BiR -] =AY | i
i%&
project_id String 2 IRHID, aILAEISAENIRE IDIREVIRE
ID,
p2c_vgw_id String = P2C VPNRFEZLHFIID,
EXRIHR
o ERSH
Tco
o iEREAHI
DELETE https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/log-config
i Az 2
o NS
IREMAZSESA 204: MHIBRALIN
I NENE

52 A.2 ;K&

4.2.3 RS

4.2.3.1 tl# VPN AR

ab
ThEEN AR

fEHEEVPNRRSS IR T, BIEZVPNAEF.

BARE
15203 NETEREAPI,
URI

POST /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users

3 4-303 SEiKA

B R BEY |k
%
project_id String 2 IREID, aILABIdIREIERE IDFRENRE
ID.
SCHEhRZAS 01 (2025-06-25) RN © LARABIRAE 264



FEE FAMIES

APl &%& 4 API
BR - i =AY |k
i%
vpn_server_id | String = VPNARSSwID o
7 4-304 {53k Header 281313
BiR it BV | R
1%
X-Client- String & o INELIRAA: EEMIRA,
Token o &zt: 36fUUID,
IBXEE
o ERSH
& 4-305 i53K S
B i) BEY | ik
%
user CreateVpnU | 2 BIZEVPNEHFPIERATR,
serRequestB
odyContent
object
3% 4-306 CreateVpnUserRequestBodyContent
£ e o |k
name String = o INEEIHAR: AAFZ.
o 18 4~32PFFRF, HENF
5. HF. 2. TRIZ%. PRIZ%E
%
password String = o INBEIRER: FAFZTL,
o #9TR:

- KEBERSEIR2NFH

- ELEIUATFHHRI2M: X
Bx8., N\EFf. HF.
FRFFF ~1@#$%N&*()-_=+\|
{3 <>/? FOZ4&

- FeeSRPESEFIIRFA
H8E .

MAERRAS 01 (2025-06-25)

WRIERE © HERRARBIRAT

265



FEILE M4
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E= i) Wik | fEik

description | String a o INBEEIREE: FBFEA,

o 1&X: 0-64NFRF, PN, =
X. HFHTRIZER .

o INEEIHBH: FREAF4EID,

o &z(: 36{ZUUID,

o INREHAR: ZEFimATEHSIPHELL,

o BI: =oHiElIPvattblit (70
192.168.0.5 ) & "disable",

o ZRIAE: disable., FRENHHED
2= i | PHbtE
o #TR:
- WIREEFIENESEERN
- A BESZEPFIRMERRIM XIPE
[ BHlanZEFimMER S
192.168.0.0/24, NMIFEHEER
Pistb49192.168.0.1
- WIEB30EIEMERRIE—
ANENHENE . FIE0RTTF
192.168.10.4/30iX/ 30{:4E83
MIEZRAYPY N IPHBLE, RS
EZEPuEEA192.168.10.5
- A EESEMAFIEER0IPHEL
ElE

oy

user_group_i | String
d

iy

static_ip String

- IBREG

POST https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users

"name": "user001",
vaasswordn: H******Il'
"description": "FHFRIA1",
"user_group_id": "yWYnJtOR-Q0a7-RAQW-tFXX-QfundEqrR27W"
}
}

I AzH R
o NS
IREYAZSAZ S 201: successful operations,

= 4-307 IR Body 2#5I%

B it ik
user user object VPNEAFXR,
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APl &% 4 API
2R it} ik
request_id String BKID,
2% 4-308 user
BiR it} )%
id String e IBAESHAR: VPNEFID,
o HT: 36{:7UUID,
o [NSAEH
{
"user": {
"id": "41ad472e-d3e4-482b-8f00-7b2c1 bfcab7d"
1
"request_id": "b19ba5a0be8f7b7f664b14596f8f35db"
}
R
52 A.2 JREB .
4.2.3.2 tE=8IZE VPN AR
IheEN 4R
EIEEVPNIRSSIm ~, LECIZEVPNARF,
BRBEE
523 WMEiERAPI,
URI

POST /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users/batch-

Create

& 4-309 S5

BFR ESid] =aw | mk
&
project_id String = IWEID, aILABIIIREINE IDZREE
ID,
vpn_server_id | String = VPNESS#%ID o
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APl &% 4 API
% 4-310 i53K Header 2¥51%
B E-Sit) =EY | #A
i
X-Client- String =S o INREEIHER: BEMIRR,
Token o &3 36(ZUUID,
BKREE
o BEKRBH
*4-311 BREHY
B i) =EY | ik
i
users Array of 2 EIFEEVPNAHPIERIZE
CreateVpnU
ser
objects
& 4-312 CreateVpnUser
2R E-Sit) WiE | R
name String = e IHREINER: AFL.
o 1B 4~329FFF, HEXF
B, #=F. 2. T, PRILA
B o
password String = o INAEINEE: FBFETL,
o #JTR:
- KESEER8EIR2MFER .
- EPEZLUTFERFPRI2M: X
ExH. NEFH. HF. 5
BRFRF ~1@#$%N&*()-_=+|
({31 <>/? FN=H8
- AEES5HEFES%EIRRARA
8@,
description | String B o INEEINREE: FBFEA,
o 1&: 0-640FFF, HPX. &
X. HFFITXIZAR -
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APl &% 4 API
B i) Wik | fEik
user_group_ | String a5 o IfgeiREl: FRAEAPHES.
name ° QI\JEE:
- 1E6ANNFRF, AIfERPZ. K
XFE. HF. THZE. 1
E5 78
- BWREEERFER.
static_ip String & o INEEIRAE: ZEFimAYERZSIPHBNL
o 18: moHEHIIPvAtistit (40
192.168.0.5 ) =& "disable",
o ZRIME: disable, ERBENOES
2 P | PiBiE
o £JTR:
- WIREEFiGRMESEER
- A EE5EFiHMEZRIMKIPHE
@, FlINEFiHMESN
192.168.0.0/24, NIREEIEEE
Pttt 79192.168.0.1
- WS 30 RS MEATE—
ANEHELE . FIENXSF
192.168.10.4/30iX 30/ 4513
MEZRAYPYMPHENE, HAEE
EEFimitbiit79192.168.10.5
- AeeSHMAFIEERYIPHBLE
GElE
- 1EKEA
POST https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users
{
"users": [
{
"name": "user1",
"password"; "FrrERE
"description": "FIF##EIAR1",
"user_group_name": "default"
T
{
"name": "user2",
"password"; "FrRERE
"description": "FF##IA2",
user_group_name": "FFH1"
}
1
}

NaREHR
o IARIBH

IREYAZSAZ ST 201: successful operations,
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AP| &% 4 API
2 4-313 IR Body S%(5%
B it R
invalid_users Arrays of TVPNEBRFIESRYIZE ., t08invalid_users
or B, BENEBIERSHEEET.
Object
request_id String BXKID,
& 4-314 InvalidVpnUser
B it fiik
name String BR&R,
description String FFfER,
user_group_na | String FriEBFEER.
me
static_ip String E PimAYHSIPHELLE
cause String [RE .
- MRz
Rt S8l Rk TH MZAER -
{
"invalid_users": [],
"request_id": "b19ba5a0be8f7b7f664b14596f8f35db"
}
FEIEEAFERATRINE RIAFB -
{
"invalid_users": [
{
name": "USER1",
description": "FAF A",
"user_group_name": "default",
"cause": "Duplicate user name."
h
{
"name": "USER2",
"description": "FIFEIR",
"user_group_name": "default",
"cause": "Password length invalid."
}
1,
"request_id": "49b52ed16992baa4650d093b512a59b6"
}
N

BEMA.2 K&,

SA%hRA 01 (2025-06-25) WRIERE © HERRARBIRAT 270




FEE FAMIES

APl &%& 4 API
4.2.3.3 &ifj VPN FBF
INEEN4A
RIEVPNAEFID,EGRAFER,.
AARRE
15213 UMIEAAPI,
URI
GET /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users/{user_id}
% 4-315 2EuKEA
2R ESid] 2R | JA
ik
project_id String = IREID, aILABIIIkEEE IDZREVRE
ID,
vpn_server_id | String = VPNBRSZ®ID
user_id String = BRFID,
iﬁ*;ﬁl§\
o IFKESH
To
o IERIEH
GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users/{user_id}
Az ER

o NS
IREMAZIS A 200: G,

%% 4-316 [l Body S#5I%&

B E-Sit) fER

user VpnUser VPN,
object

request_id String BXKID,
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FEE AL

APl &% 4 API
2 4-317 VpnUser
B i) oA
id String o INREIHER: HFID,
e 1= : 36fZUUID,
name String BR&R,
description String FAP#EA
user_group_id | String o IPEEIHAER: EREAFID,
o #&z: 36fUUID,
user_group_na | String FriE R FEEFR.
me
static_ip String o INREIRAE: ZPiRAYEESIPHEAL,
o 1B3N: moEHlIPvAttEtit (40
192.168.0.5 ) ox&"disable",
created_at String o IhEEiHER: GIUEATE,
o UTCHTEMER: Jyyy-MM-
ddTHH:mm:ss.555Z,
updated_at String o IHAESIHAR: E|HATE.
o UTCHTEMER: Jyyy-MM-
ddTHH:mm:ss.5552,
o IR
{
"user": {
"id": "41ad472e-d3e4-482b-8f00-7b2c1bfcab7d",
"name": "user001",
"description": "FIF#EIAR1",
"user_group_id": "yWYnJtOR-Q0a7-R4QW-tFXX-QfundEqrR27W",
user_group_name": "user-group1",
created_at": "2024-06-17T06:53:46.302Z",
"updated_at": "2024-06-17T06:53:46.302Z"
h
"request_id": "926a0edb3bf432943e2399b700173add"
}
RSB
B2 A2 K&,
4.2.3.4 &ifj VPN BBP%IE
IheeN4A
RIEVPNARSS I I D, B FE R I%E.
BEREE
152003 WaEAHEAPI,
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AP &% 4 AP

URI

GET /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users

%= 4-318 SR
B BEWIE | A

project_id 2 IREID, aILAEISKENIRE IDIREVRBID,
vpn_server_id =2 VPNRRSZI%ID o

% 4-319 753K Query S2¥5I%

BFR Sl =AY | fk

ik
limit Integer & S REENERIREIINICREE.
marker String B o INEEIHAR: EAARRAVEIRIRICHL,

HN=RTAEEE—R, EE TR
markera] LARIE_E—RaRAY
page_infold& FfInext_markeri&
5,

o A PASlImit—E(ER.

EXRIER
o IERBH
o
o iEREAHI
GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users
N Az 2

o IHRIBH
SREAASESA 200 BRI .

= 4-320 R Body 2#31%

B St )
users Array of BRIIEER.
VpnUser
objects
total_count Integer HBIVPNIRSS IR FAIRARP 25,
page_info Pagelnfo AREERER.
object
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APl &% 4 API
E= i) fR
request_id String 1B5KID,
& 4-321 VpnUser
E= E-Sit) ik
id String o INEEIHER: BHFID,.
e #&x(: 36{ZUUID,
name String BR&%R,
description String BRF#ER,
user_group_id | String o IhEEIRAE: FRERF4EID,
e 1&z: 36IUUID,
user_group_na | String FRiEBFEER.
me
static_ip String o INEERBH: EFirAYERSIPHBLE,
o 1&30: moEHlIPvattitit (40
192.168.0.5 ) s¢&"disable",
created_at String o IPAEIHAR: QUEERTE.
o UTCHIEISTN: Jyy-MM-
ddTHH:mm.ss.S552,
updated_at String o INAEINAR: EFTATIE.
o UTCRIEIEZN: Jyyy-MM-
ddTHH:mm:ss.S55Z,
& 4-322 Pagelnfo
E= St R
next_marker String T—m@ImarkerEA_ E—RE@IGLN P Ex
BE—1RIRRICIERTE
current_count | Integer HEIFIERPREHSE

LI v =271
{

"users": [

{

"id": "41ad472e-d3e4-482b-8f00-7b2c1bfc4b7d",
"name": "user001",
"description": "FFEIAR1",

"user_group_id": "yWYnJtOR-Q0a7-R4QW-tFXX-QfundEqrR27W",

"user_group_name": "user-group1",
"created_at": "2024-06-17T06:53:46.302Z",
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"updated_at": "2024-06-17T06:53:46.302Z"

"id": "41ad472e-d3e4-482b-8f00-7b2c1bfc4b7d",

"name": "user002",

"description": "FIFHIR2"

"user_group_id": "yWYnJtOR-Q0a7-R4QW-tFXX-QfundEqrR27W",
"user_group_name": "user-group1"”,

"created_at": "2024-06-17T06:53:46.302Z",

"updated_at": "2024-06-17T06:53:46.302Z"

}
1
"total_count": 2,
"page_info": {
"current_count™: 2
h
"request_id": "b04b68fb4d548344e0bc4b34dbd6f6e7"
}
R
1BS A2 K&,
4.2.3.5 {2 VPN FBF
ap
:UJH /\QJJ

RIEVPNRFID, 122sERIRF

AREE
ES 3 AMTEMBAPI .

URI
PUT /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users/
{user_id}
& 4-323 S2#05HHA
2R R =Ry | Ek
ik
project_id String b~ IREID, mJLABIIIRENIRE IDFRENRE
ID,
vpn_server_id | String = VPNESS#%ID o
user_id String = BRFID,
IBKER
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AP &% 4 AP

% 4-324 EKEH

B Sl Wik | ik

user UpdateVpn | 2 EHVPNEPIBERTR,
UserReques
tBodyConte
nt object

& 4-325 UpdateVpnUserRequestBodyContent

B E- i Wik | ik
description | String & o INBEIRER: FBFEA,

o 18I(: 0-64FFF, AEFN. =
Y\ ﬁ?\ -Fﬁug%o

user_group_i | String & o INELIHER: EREHRF4EID,
d o #&zL: 36fZUUID.
static_ip String B o INACIRBE: ZEFimAIEESIPHEAL,

o 1830 ROTEHlIPvAttbilE (40
192.168.0.5 ) 5 & disable",

o £JTR:

- WREEFiRMNESEER

- FReeE5EF iR XIPHE
@ BlanZEFixME S
192.168.0.0/24, MFRLEEE
Pimitbib/9192.168.0.1

- BB 30BN ERHISE—
NN, FIR0XTTF
192.168.10.4/30iX /30355
MEZRAYPY M IPHELE, REES
EZE Pimittit3192.168.10.5

- A EESEMAFIEER0IPHELL
|G

o BRI

PUT https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users/{user_id}

{
"user": {
"description": " ##iA-update”,
"user_group_id": "PTnsQAbZ-KOgW-mCzt-C9Sk-rMM3TcNjQ8wY"

NALHS
o NS
IREYAZSAZ ST 200: successful operations,
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2= 4-326 IR Body 2#5I%

B i) ik

user VpnUser VPN,
object

request_id String BKID,

2 4-327 VpnUser

B - Sl ik
id String o INREHEE: HFID,
o #8z: 36{ZUUID,
name String BR&R,
description String FBFfEAR,
user_group_id | String o INBEIRER: FRERPFLID,
e Iz: 36fZUUID,
user_group_na | String FriEBFEER.
me
static_ip String o INREIRAR: EPumAYERSIPHELE

o 1Bz(: mo+iAHlIPv4ltEtl (70
192.168.0.5 ) @& "disable",

created_at String o INEGIHER: GliEATE],
o UTCHYEIETC: yyyy-MM-
ddTHH:mm.ss.5552,
updated_at String o INREIRAE: EHEATE,
o UTCHIEIEC: yyyy-MM-
ddTHH:mm.ss.5552,
- MR
{
"user": {

"id": "41ad472e-d3e4-482b-8f00-7b2c1bfc4b7d",

"name™: "1111",

"description": " ##EiA-update”,

"user_group_id": "PTnsQAbZ-KOgW-mCzt-C9Sk-rMM3TcNjQ8wY",
"user_group_name": "user-group2",

"created_at": "2024-06-17T06:53:46.302Z",

b
"request_id": "380562b4bda6dfe116c42e707d8e9110"
}
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API 2% 4 API
NG
55 A.2 )REMH .
4.2.3.6 filix VPN FIF
ThEE TR

RIEVPNRFID, MMEERF

BRRE
15213 AMITEAAPI,
URI
DELETE /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users/
{user_id}
% 4-328 =#uiiEA
BFR R =AY | Ed
ik
project_id String g2 IREID, aILAEIZAENIRE IDFREVIRE
IDo
vpn_server_id | String = VPNESS#%ID o
user_id String = BRFID,
BKEE
o EXRBSH
o
o IEKIEFH
DELETE https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users/
{user_id}
TRz EE
o IHRIEH
IREYAZSTS S 204: WIRRENIN
RS

52 A2 K&
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4.2.3.7 #itEMFR VPN AR

ThRENT 4R

RIBVPNAFID, HEMIREERR.
BATSE

B2 I3 AHTEAAPI.
URI

POST /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users/batch-
delete

3 4-329 SR

2R R =Ry | Fik
ik
project_id String b~ IREID, mJLABII3RENIRE IDFRENRE
ID,
vpn_server_id | String = VPNARSS%ID,
IBKEHR
o EKREH
= 4-330 iERkE8H
E= St BEY | R
i
users Array of 2 HIBRVPNRE ISR
OpVpnUser
objects
& 4-331 OpVpnUser
E=E it Wik | R
id String = o INELIHAE: FFID,
o #&x(: 36fZUUID,

o IEKIFAI
POST https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users/batch-
delete
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APl &% 4 API
{
"users": [
{
"id": "cc975b1d-ede5-448d-a47d-9dbf11f5d842"
h
{
"id": "30ad347e-e36e-42bd-a36b-c38f8ecc8bda"
}
1
}

N AzH R
o NS
IR[EPMRZRS I 200: successful operation,

= 4-332 AR Body 2H51I%

2R i ik
request_id String BKid,

o [IAZRA
{

"request_id": "c63d850876bcddbdfbd11776cce57914"
}

N
ESMA2 KA.

4.2.3.8 {£3 VPN FIFEG

&b
hREN A

IEXUEREVPNEFPHIZERS

ER7E
ES M3 UITERAPI.
URI

PUT /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users/
{user_id}/password

% 4-333 SR

B R BEY |k
%
project_id String 2 IREID, aILABIdIREIERE IDFRERE
ID,
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FEE FAMIES

APl &%& 4 API
2R ESid] 2R/ | JA
iE
vpn_server_id | String = VPNBRSBi%ID
user_id String = VPNHEFID,
BXKEHE
o BEXRBSH
% 4-334 5K
2R i Wik | R
old_passwor | String = BRI,
d
new_passwo | String = o INREIHBE: HFHEZEL,

rd

o #JTR:
- KECER8%F32

ElE

EBHEE

N

I"F1TFo

- ELEESUTFARRM: X
5x8. NEFE. HF. 5
FRFTF ~ | @#$%N&H()-_=+\|
{3 <.>/? FOZEH&.

- TBESAPEEIFRIARS

- HEEARESHEIESXERRIE

o EREH

PUT https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users/{user_id}/

password

{

"new_password": "stringst-new"

}

ivA=1SA
o IARIBH

|||||

IREMRZERS A 200: successful operation,

2= 4-335 [l Body S#5I%&

R it R
request_id String BEkKid,

MAERRAS 01 (2025-06-25)
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FEILE M4
AP &% 4 AP

o [IAZRA
{

"request_id": "c63d850876bcddbdfbd11776cce57914"
}

KD

B2 MA2 KRS,
4.2.3.9 E5E VPN FHFPZ5
ThEEN A

FEIEEVPNEBEFHIZEE,
VE)z=mbrs

523 WM(EiERAPI,
URI

POST /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users/
{user_id}/reset-password

& 4-336 SHIREA

BFR ESid] 2B | Fk
ik
project_id String = INEID, aJLABIIIREINE IDZRERE
ID,
vpn_server_id | String = VPNESZ#%ID o
user_id String = VPNERID,

IEXRHE
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FEILE M4
AP &%

4 API

% 4-337 iEKksH

B il A R
new_passwo | String = o INREIHRER: FBPIEIL,
rd

o #ATR:

KEBERSHI32NFHF

ELEZLUTFAPRI2M: K
Bx8., N\EFf. HF.

BRFR ~@#$%N8H()-_=+\|
[{(31;:",<>/? Fi==h&.

FEeSAPEEEFIIRFS

H8E .

LA e S RIASIXERRYIAR

B8R .

o IEKREA

POST https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users/
{user_id}/reset-password

{
}

"new_password": "stringst-new"

N Rz
o NS

REMRZSRD S 200: successful operation,

2= 4-338 I Body &#%I1%

EZ i) iR
request_id String B5Kido

o AR
{

"request_id": "c63d850876bcddbdfbd11776cce57914"

}
R&HS
BEIA.2 PR,
4.2.3.10 €l VPN BR4
ThEEN 4R

EHEEVPNRRSSIm T, BIEVPNRFAH,
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APl &% 4 API
ERGE
5203 UMEEARAPI,
URI
POST /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups
& 4-339 SR
BR - i BBY | ik
i%
project_id String = IREID, aILABIdIkEEE IDZRERE
ID,
vpn_server_id | String = VPNBRSZ%ID o
2 4-340 53K Header 2#313%
BR it =AY |k
%
X-Client- String B o INRLIHAR: REEMHRN,
Token o #8zt: 36f7UUID.
IBXEE
o BKSY
% 4-341 i5KSH
B E- Sl =R | it
%
user_group | CreateVpnU | 2 EIEZEVPNRPEIERAITR
serGroupRe
questBodyC
ontent
object
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FEILE M4
APl &% 4 AP

2% 4-342 CreateVpnUserGroupRequestBodyContent

2R i Wik PG
name String = o INELIRAR: APHEEZ.

o 18I\ 12I641FFF, AIfERF
X, BYFE., HF. T, $
5o

o AR AFABRTREEES.

description | String B o IHREINBE: FIPEIER,
o #&I: 0RIGANFESRF, AIERP
X. XEFH. INEFH. #H=F.
SRR ~@#$%N&H()-_=+\|
{3 <>/2,
- IEREA
POST https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups
{

"user_group": {

}
}

N AzHR
o NS
IREMAZRS A 201: successful operation,

% 4-343 UL Body 2#%IF&

B E-Sit) 1
user_group user_group FBFEXNR.
object

request_id String BKid,

& 4-344 user_group

B i) R

id String o INREIHER: VPNAF4EID,

e #&x(: 36{ZUUID,

N R A4
{

"user_group": {
"id": "7625fd92-2e20-4e4d-8c56-66f110fbfaa8"
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FEILE M4
AP &%

4 API

by
}

T

ES A2 RS,
4.2.3.11 &if§ VPN FBP4H

&l
THEENB

RIEVPNAEFEID,BHAFAEER,

ARTIE

5203 STERAPI,

"request_id": "94d271493e144135423e7377e40127cf"

URI
GET /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups/
{group_id}
& 4-345 2845 EA
2R R =Ry | Ek
ik
project_id String g2 IRHID, aILAEISAENIRE IDFREVIRE
ID,
vpn_server_id | String = VPNESS#%ID o
group_id String = FAPEID,
IBKER

o EXRBSH
o
o iEREEH

GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups/

{group_id}

upziER
o IHRIBH

IREPAZSRE A 200: EiFIRL.
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APl &%& 4 API
7= 4-346 L7 Body S¥(51%
B - Jid] ik
user_group VpnUserGrou | VPNAPFAEITSR,
p object
request_id String BKRID,
R 4-347 VpnUserGroup
B i) A
id String e INgdimiA: VPNHERFHID,
o 3. 36{UUID,
name String FBFEZFR,
description String BRFEER,
type String o INEEIRER: FAPHZEE,
o EUESTHE:
Default: BRIABPA.,
Custom: FAFEIEAFAE.
user_number | Integer BR#E.
created_at String o INEEIRAR: GUEERTIE,
o UTCHIEIER: yyyy-MM-
ddTHH:mm:ss.555Z,
updated_at String o IHAESIHAR: E|IATE.
o UTCHTEMER: Jyyy-MM-
ddTHH:mm:ss.5552,
- (RS
{
"user_group": {
"id": "7625fd92-2e20-4e4d-8c56-66f110fbfaas",
"name": "user-group1",
"description": "FAF4H1",
"type": "Custom",
"user_number": 0,
"created_at": "2024-06-17T09:48:27.548Z",
updated_at": "2024-06-17T09:48:27.548Z"
%
"request_id": "6735d32bb3e35e9154cabaldbc6c2dc6"
}
RS
B2 A2 K&,
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FEILE M4
AP &%

4 API

4.2.3.12 Z5if) VPN FIP4E%13E

TORENA

ARSI

URI

IBXRHE

AGEHER

EEEERSIR ~, BRAERIIE.

523 WMEiERAPI,

GET /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups

& 4-348 SEiiA

2R i) BEY |k
i%
project_id String 2 IREID, aILABIdIREIER B IDFRERE
ID,
vpn_server_id | String = VPNBRSZRID .
& 4-349 155K Query 2HFI%E
B it BEY | @k
%
limit Integer & D REENEBIURERNCREE.
marker String S o INREEWEE: ERARTANCISTRICHL,

A= AEEE—RN . BN
markera] LATRYE E—RIERNAY
page_infoX3gAYnext_markerid
5.

o %R WRSlimit—iE(FER.

o IBRBY
To
o EREH

GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups

o NS

IREMAZSIS /A 200: G

MAERRAS 01 (2025-06-25)
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FEILE M4
AP &%

4 API

= 4-350 IR Body 2#5I%

B it ik

user_groups Array of FFHERIIZE.
VpnUserGroup objects

total_count Integer BREZH,

page_info Pagelnfo object SRERRAIER..

request_id String BKID,

%< 4-351 VpnUserGroup

B i ik
id String o IpBEHEIA: VPNEEF4HID,
o 3. 36{IUUID,
name String FBRBRAFR
description String FFHEmAR,
type String o IfREWGAEA: FAPRZEEL,
o EUETHE:
Default: BRIABFEH.
Custom: FIFGIZRAFH.
user_number | Integer BR#E.
created_at String o INAEIRAR: BUiEEATE.
o UTCHYEIETC: yyyy-MM-
ddTHH:mm:ss.5552,
updated_at String o INREIRAH: EHEATE,
o UTCHIEIETC: yyyy-MM-
ddTHH:mm:ss.5552,
& 4-352 Pagelnfo
B E-Jid] )%
next_marker String T—mAmarker B8 E—REBNHN P Ex
B— & RAYCIERTE
current_count | Integer HEIPIRPRFEHE.

- IEpzAEpl
{

"user_groups": [

MAERRAS 01 (2025-06-25)
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FEE FAIES

APl &% 4 API
{
"id": "7625fd92-2e20-4e4d-8c56-66f110fbfaa8",
name": "user-group1",
"description™: "FIF4H1",
"type": "Custom",
"user_number": 0,
"created_at": "2024-06-17T09:48:27.548Z",
"updated_at": "2024-06-17T09:48:27.548Z"
b
{
"id": "0748b24e-cbd3-474e-9546-8586e8f2b5c6",
name": "default",
"description": "Default user group",
"type": "Default",
"user_number": 0,
"created_at": "2024-06-17T03:45:25.879Z",
"updated_at": "2024-06-17T03:45:25.879Z"
}
1,
"total_count": 2,
"page_info": {
"current_count": 2
1
"request_id": "1ae5c7648497d3d90824985367da954a"
}
RSB
B2 A2 K&,
4.2.3.13 {222 VPN HHR4H
&)
INgENA

RIEVPNAEFAEID, (ZXUsErIBFE.

AR

523 WMTEFAPI,

URI

PUT /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups/

{group_id}

% 4-353 SR

2R KR =EY | #Hik
ik
project_id String = IREID, BILABIIIRENIRE IDFREIRE
IDo
vpn_server_id | String = VPNESS#%ID o
group_id String = FAF4HID,
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BKEE
o BFKESH
% 4-354 i5KSH
2R il Wik | fER
user_group | UpdateVpn |2 BEFHVPNAEPEIBKITR,
UserGroupR
equestBody
Content
object
< 4-355 UpdateVpnUserGroupRequestBodyContent
2R i Wik | #A
name String B o INELIRAR: APHEEZ.
o 1BI: 1RI64NERF, olfERA
X. KEF8. N\EFE. #H=F.
BIRFRT ~@#$%N&H()-_=+\|
({3 <>/7,
o AR: AFBERZFRLEES,
description | String S o INAEINAA: FAPAEINA,
o 1B ORUGANZESRF, TJfERHR
X. XKEF8. N\ExE. #H=F.
BIRFRT ~@#$%N&H()-_=+\|
({3 <>/?,
- ARSI
PUT https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups/
{group_id}
{

"user_group": {

}
}

N AzH R
o IS
IR[EPMRZSRS I 200: successful operation,
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APl &% 4 API
% 4-356 [ Body 2#%IF&
2R il A
user_group VpnUserGrou | VPNAPFAEITSR,
p object
request_id String BKRID,
& 4-357 VpnUserGroup
B i) A
id String e INgdimiA: VPNHERFHID,
o 1&={: 36{ZUUID,
name String FBFEZFR,
description String BRFEER,
type String o INEEIHEE: FIPHZEE,
o BUECHE:
Default: BRIABPA.,
Custom: FAFEIEAFAE.
user_number | Integer BR#E.
created_at String o INEEIRAR: GUEERTIE,
o UTCHTEMER: Jyyy-MM-
ddTHH:mm:ss.555Z,
updated_at String o INgei<BH: EFTAYIEL,
o UTCHIEIER: yyyy-MM-
ddTHH:mm:ss.5552,
- MaNzzRpl
{
"user_group": {
"id": "7625fd92-2e20-4e4d-8c56-66f110fbfaas",
"name": "user-group1-update",
"description": "FIF2E1-update”,
"type": "Custom",
"user_number": 0,
"created_at": "2024-06-17T09:48:27.548Z",
updated_at": "2024-06-17T09:59:03.318Z"
1
"request_id": "6735d32bb3e35e9154cabaldbc6c2dc6"
}
RS
B2 A2 K&,
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APl &% 4 API
4.2.3.14 #fif& VPN FBP4A
ThEEN 4B
IRIBVPNREF4HID MIPRIEER A
BREE
1523 AMTREEAPI,
URI
DELETE /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups/
{group_id}
7 4-358 SH5AE
B i) =EY | ik
%
project_id String b~ IREID, mILABIdIRENIRE IDFRERE
ID,
vpn_server_id | String = VPNARSZi%ID
group_id String = FAPEID,
IBKHR
o EREBH
To
o iEKREEH
DELETE https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups/
{group_id}
TAGEE
o NS
IREPAZSFS A 204: IBRALIN
RS

B2 A2 RS,
4.2.3.15 i7h1 VPN FARZI4E

TIREN A

BVPNERFRIIZEEERFEAY.
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APl &% 4 API
BEREE
152003 WaEAFAPI,
URI
POST /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups/
{group_id}/add-users
% 4-359 SR
2R R =Ry | Ek
ik
project_id String g2 IREID, "ILAEISAENIRE IDIREVIRE
ID,
vpn_server_id | String = VPNESS#%ID o
group_id String 2 VPNEIF4ID,
IBKBER
o EXRSH
% 4-360 IERSH
&R Sm 2Z0% | ik
i
users Array of = VPNHERF%IZE,
OpVpnUser
objects
% 4-361 OpVpnUser
2R il =/Y | A
i
id String = o INBEHEIA: VPNARFID,
o #&x: 36fZUUID,
- IEREA

POST https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups/
{group_id}/add-users

{

"users": [

{
"id": "41ad472e-d3e4-482b-8f00-7b2c1bfc4b7d"
b
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AP &%

4 API

NI RS

{

"id": "a609eecb-3fa6-4d6d-a8c3-256a12d02b6c"

}
]
}

LI V=S 4

IREYAZSAZ S 201: successful operations,

Z 4-362 [IN; Body 2#5Z%

=T St ik
request_id String B3KID,
- IRz
{

"request_id": "63c49a90467d1ee8a111e587eaedacf"

}

K&

ESIA2 KA.
4.2.3.16 HHIB&£HPI VPN FHF
IHRENA

ARTSE

URI

VPN NEERF AR,

523 WMTEAPI,

POST /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups/
{group_id}/remove-users

& 4-363 SEiKA

2R i) BEY | ik
i%
project_id String 2 IREID, aILABIdIREIERE IDFRERE
ID,
vpn_server_id | String = VPNiESZi%ID o
group_id String 2 VPNARFID,

MAERRAS 01 (2025-06-25)
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APl £ 4 AP
IERE]S

% 4-364 EKSH

B E- Sl =AY | #Er
%
users Array of = VPNHERF%IZE,
OpVpnUser
objects
& 4-365 OpVpnUser
B e Sl =AY | R
ris
id String 2 o INREHEIA: VPNAFID,
e I3(: 36{ZUUID,
- Bk

POST https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups/

{group_id}/remove-users

{
"users": [
{
"id": "41ad472e-d3e4-482b-8f00-7b2c1bfc4b7d"
}
1
}

NnALES
o NS
IREYAZSAS S 201: successful operations

2= 4-366 L Body 2#5%&

E= i) R
request_id String 15KID,
- MaRzzRpl
{
"request_id": "254ee8ac1d39¢2a0ec6200447b676e18"
}
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APl &% 4 API
K&
B2A.2 IKEB.
4.2.3.17 ZF4HM VPN FAF
ThEEN4R
RIBVPNAEFEID, EENRAFER
ERGE
15203 UMEEARAPI,
URI
GET /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups/
{group_id}/users
% 4-367 25 BH
BR it BEBY | ik
i%
project_id String = IREID, BJLABIIIRENINE IDFREIRE
IDo
vpn_server_id | String = VPNRRSSI%ID,
group_id String = FBF48ID,
7 4-368 153K Query 251513
2R St =AY |k
%
limit Integer & P REENEBIURERICREE.
marker String B o INEEIHAR: EAARRAVEIRIRICHL,
AT ABRE R, EFT—RAY
markera] LURYE - —TRNmRzAY
page_infold& FfInext_markeri&
5,
o ZYR: imSlimit—ie(ER .
IBEKIEE
o BEKSY
Tco
i5hRAS 01 (2025-06-25) WRAXFTE © SR AREIRAE 297



FEE FAMIES

APl &%& 4 API
BRERI
GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups/
{group_id}/users
IIAzE R
=S5
IREMAZSES /9 200: iGN .
% 4-369 L Body 2#%I%&
B it 0%
users Array of FBRENRIIZE.
VpnUserinGroup
objects
total_count integer HR2#,
page_info Pagelnfo object PREEHRER.
request_id String BXKID,
& 4-370 VpnUserInGroup
2R Ry A
id String o INBEIRAR: AFID,
o INAEEIRER: 36{ZUUID,
name String BR&R.
description String BR#ER,
& 4-371 Pagelnfo
2R Ry A
next_marker String T—RAImarker (Bl E—X &8N Pix
E— 1 RIRERYCIEERTE),
current_count | Integer HEPIRPRFHE
- RS
{
"users": [

"id": "41ad472e-d3e4-482b-8f00-7b2c1bfc4b7d",
"name": "user1",
"description": "FAF 1{#iA"
}
1
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AP| &% 4 API
"total_count": 1,
"page_info": {
"current_count": 1
1
"request_id": "146c67110e52963d5bf62785aede7308"
}
R

4.2.4 150 5RHE

4.2.4.1 GIE VPN i50)5ERg

ab
IhEEN B

ARG

URI

\$ o 24
18> 7ﬁl§\

EHEEVPNBRSS IR T, BIEZINITRES

523 WMEiERAPI,

POST /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/access-

policies

% 4-372 SR

B S BRY |t
7%
project_id String b~ IREID, mJLABII3RENERE IDFRENRE
ID,
vpn_server_id | String 2 VPNBRSSIRID
% 4-373 i53K Header 2513%
B E-Sit) BERY | i
%
X-Client- String B o INAEHAER: EHMARD,
Token e &= 36{ZUUID,

o IBRBY

MAERRAS 01 (2025-06-25)

WRIERE © HERRARBIRAT

299



FEILE A4
AP &%

4 API

AGEHER

% 4-374 EKEH

R RE

CreateVpnA
ccessPolicyR
equestBody
Content
object

access_policy

BIEEVPNILIARIEBERAFIIR

& 4-375 CreateVpnAccessPolicyRequestBodyContent

2R i) =/ | EA
i
name String 2 o INEEEIA: IHDEES.
user_group_i | String = o IfBEHA: VPNEFAID,
d o 1&t: 36(IUUID,
description | String B TR EIA
dest_ip_cidrs | Array of 2 o INEEHHIA: BRIIPMERYIZE,
strings o 18 "SR/ E,
$180192.168.1.0/24
o AR EVHINTME, £210
A
"o
- IEREA
POST https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/access-
policies
{

"access_policy": {
"name": "policy-001",

"user_group_id": "7625fd92-2e20-4e4d-8c56-66f110fbfaa8",

"description": "i5ialEEHE1",
"dest_ip_cidrs": [
"172.16.0.0/24",
"172.16.1.0/24"
1
}
}

M Rz S4L

IREPMRZERS ST 201: successful operation,
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FEILE M4
APl &% 4 AP

= 4-376 IR Body 2#5I%&

B St R

access_policy | access_policy | iHa5RAEXISR.
object

request_id String 1B5KID,

& 4-377 access_policy

=T it ik

id String o INREHHIA: HIRIRAZID,
e 1&zL: 36fIUUID,

o [BRZHFA
{

"access_policy": {

"id": "4f746482-a575-4e1f-9e80-5f6f69ff8588"
h
"request_id": "1663cd8cacbb3497ebc88877e5a3ad89"

T

4.2.4.2 &if] VPN 5o SR
IHEENA
RIZHITSRAZID, EGVPNIHTSRES.
BRBE
15203 UN{EERAPI,
URI

GET /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/access-
policies/{policy_id}

% 4-378 2¥KxEA
B it =AY | Ek
&
project_id String 2 IREID, aILABIdIREIERE IDFRENRE
ID,
vpn_server_id | String = VPNESZi%ID o
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APl &% 4 API
ZR it BBY | ik
i%
policy_id String = HIEIZRAEID .
IBKiHR

o BKB¥
o
o iEREEH

GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/access-policies/

{policy_id}

NI RZHS
o IARIBH

IREMAZSIS /Y 200: G

% 4-379 AR Body 2#51%

B

xE ik

access_policy

VpnAccessPolicy object | VPNifal5REEITSR o

request_id

String BKID,

= 4-380 VpnAccessPolicy

B E-Sit) R
id String o INBEHEIA: iHITIERERID,
o 1&=: 36{LUUID,
name String IHIE SRR 2R
type String o INEEINAE: IHDSRAEREY,
o EUETE:
- Default
- Custom
user_group_id | String o INgEHEIA: XKEXFF4EID,
o 1&={: 36{ZUUID,
user_group_na | String KEXFIPHEFR
me
description String RIS A

MAERRAS 01 (2025-06-25)
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B -3t )%
dest_ip_cidrs Array of String | e IHEEHIA: BHRIIPMERFIZE,
o 1B "S-t /A &zC, Fian
192.168.1.0/24,
created_at String o IhAEIHAR: QUEERTE.
o UTCRIEIEZN: yyyy-MM-
ddTHH:mm:ss.555Z,
updated_at String o INREIREA: EEFFAYIE.
o UTCRIEIREZN: Jyyy-MM-
ddTHH:mm:ss.555Z,
LI ]z =247
{
"access_policy": {
"id": "4f746482-a575-4e1f-9e80-5f6f69ff8588",
name": "policy-001",
type": "Custom",
user_group_id": "7625fd92-2e20-4e4d-8c56-66f110fbfaa8",
user_group_name": "user-group1",
"description": "I5IEI5REE1",
"dest_ip_cidrs": [
"172.16.0.0/24",
"172.16.1.0/24"
1,
"created_at": "2024-06-17T13:32:19.57Z",
"updated_at": "2024-06-17T13:32:19.57Z"
%
"request_id": "85657002f01c35576606003cc36114ab"
}
K&

52 A2 K&

4.2.4.3 &ifj] VPN 55588513k

BIIVPNERSSIwID, EEVPNILIRREETIZR.

LIRENR
EREE

ES3 AMTEAAPI,
URI

GET /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/access-policies

MAERRAS 01 (2025-06-25)
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APl &% 4 API
= 4-381 2#45%0A
2R ERY =AY | EA
ik
project_id String 2 IREID, aILABIdIREIR B IDFRENRE
ID,
vpn_server_id | String = VPNRRSSi%ID o
7 4-382 {53k Query 251513k
2R E-Sit) =EY | #A
5.
limit Integer & D REENBIURERNCREE.
marker String H o INEEWIRE: BAATANEIAIRICH,
AEAEFE—R. TR
markera] LURYE = —DUm Ay
page_infoXy&HHnext_markerig
5,
o ZUR: MRSlimit—Ee(FER .
IBKER

o IBRBY
96 o
o EREAH

GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/access-policies

NaRzHR
LI V=S 4

IREMAZSASA 200: EiFREIN.

%= 4-383 i Body S#5I%&

E= it fER
access_policies Array of BIASREEXTRIIER
VpnAccessPolicy
objects
total_count Integer PHaRIEEE

page_info Pagelnfo object DREERAIEE .
request_id String B5KID,
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APlI &% 4 API

= 4-384 VpnAccessPolicy

2R E-Jid] )%
id String o IfREEIA: HASKRERID,
o B : 36{IUUID,
name String IHIAERERE R
type String o INEEUIRE: IHIDICRASSREY,
o EUEBHE:
- Default
- Custom
user_group_id | String o INBEEIA: XEXFHRF4EID,
o FBT: 36{UUID,
user_group_na | String KEXFIFHEBFR,
me
description String VIO SRES A
dest_ip_cidrs Array of String | e IhfgHEIAR: BHIIPMERSIZE .
o 1Bz(: "= F/AERE L, BN
192.168.1.0/24,
created_at String o INAEINAA: BUiEATE.
o UTCHYEIETC: yyyy-MM-
ddTHH:mm:ss.5552,
updated_at String o INREIRAE: EHEATE,
o UTCHIEIETC: yyyy-MM-
ddTHH:mm:ss.5552,
%< 4-385 Pagelnfo
2R =i g
next_marker String T—mfImarker, B E—XxENENF
RE— 1 RIFEAYBIERTE
current_count | Integer LRGP REHSE .

LI v =271
{

"access_policies": [

"id": "4f746482-a575-4e1f-9e80-5f6f69ff8588",

"name": "policy-001",

"type": "Custom",

"user_group_id": "7625fd92-2e20-4e4d-8c56-66f110fbfaa8",
"user_group_name": "user-group1",

"description": "i5iI5RAZ1",
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"dest_ip_cidrs": [
"172.16.0.0/24",
"172.16.1.0/24"

1

"created_at": "2024-06-17T13:32:19.57Z",

}
1
"total_count™: 1,
"page_info": {

"current_count": 1

b
"request_id": "02b5b35cab4c2963d1d89560f50017b9"
}

N
EEMA.2 R0,

4.2.4.4 {2 VPN 505508

IIRENME

IRIBVPNIBITIEARID, (EXIEEROIIENS .
EAE

BESM3 GTRFAPL.
URI

PUT /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/access-
policies/{policy_id}

= 4-386 S5

B it BEY | @k
%
project_id String 2 IREID, aILABIdIREER B IDFRERE
ID.
vpn_server_id | String = VPNRRS5iRID
policy_id String = 31 ZRE8ID

\$ N 24
18> 7ﬁl§\
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% 4-387 iEKkEH
2R it}

access_policy | UpdateVpn
AccessPolicy
RequestBod
yContent
object

\

4
"

i

fik
EINBAREBRIETR .

el

= 4-388 UpdateVpnAccessPolicyRequestBodyContent

E=4 St} S iR

name String S HERIEEIR,

user_group_i | String B o INBEHHA: XELEP4AID,

d o #&3L: 36{ZUUID,

description | String & HaSRES IR

dest_ip_cidrs | Array of & o INgEiIA: BRYIPMERSIZE.

strings o 8T "ES-HHI/ARB g,
f51%10192.168.1.0/24
o AR: ELHINTMER, EZ100

MIER o

- BRI
PUT https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/access-
policies/{policy_id}

{
"access_policy": {
"name": "policy-001-update",
"user_group_id": "efb92c43-c2e9-44c0-b2e5-5b980f0ca90a",
"description": "i5ia5kEE1-update”,
"dest_ip_cidrs": [
"192.168.12.0/24",
"192.168.1.0/24"
]
}
}

N AZiE S
o NS
IREMRZERS A 200: successful operation,

= 4-389 I Body 2#5I%

B it R
access_policy VpnAccessPolicy object | VPNIFAIEREEITR
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B i) fiik
request_id String B5KID,

= 4-390 VpnAccessPolicy
=T it ik
id String o IfREHIA: 1HASKRRID,
e Iz: 36fZUUID,
name String BIERAERFR .
type String THIaREESEE
user_group_id | String o INEEmIA: XEXFPHID,
e I=: 36fZUUID,
user_group_na | String KEXPBBR.
me
description String SRS A
dest_ip_cidrs Array of String | e INBEHIA: BHIIPMERFIZE,
o 1&30: "moHEHSI/AEE &, B0
192.168.1.0/24
created_at String o INBEIHAR: GUEERYE.
o UTCHYEIEZN: Jyyy-MM-
ddTHH:mm.ss.555Z,
updated_at String o INAEEWAR: EFRATIE.
o UTCHYEIEZN: yyyy-MM-
ddTHH:mm.ss.5552,
- NaRzZRpl
{
"access_policy": {
"id": "36f3f232-9204-4774-be20-84cc94da8535",
"name": "policy-001-update",
"user_group_id": "efb92c43-c2e9-44c0-b2e5-5b980f0ca90a",
"user_group_name": "FF£HA",
"description": "i/i@5kE&1-update”,
"dest_ip_cidrs": [
"192.168.12.0/24",
"192.168.1.0/24"
1
"created_at": "2024-06-14T08:59:45.5987",
"updated_at": "2024-06-14T09:01:59.539Z"
I
"request_id": "2e4cc58a4ea5fe69f62d6d8943b5f99b"
}
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N

EEMA2 RS,
4.2.4.5 & VPN 50 5E8E

ThREN 4R
HRIBVPNIE5EREID MBS E VIR 5E0E .
BRTSE

15203 UEiEAAPI,

URI
DELETE /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/access-
policies/{policy_id}
X 4-391 S=#45%BA
2R i) =Ry | Ek
ik
project_id String 2 IREID, aILAEIZRENIRE IDIREVIRE
ID,
vpn_server_id | String = VPNARSEi%ID
policy_id String = AIEIZRAEID .
BKREE
o EkSH
To
o iEKEEA
DELETE https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/access-
policies/{policy_id}
IRALER
o THRIEH
IRENRZSRE S 204: MIBREIN .
RSB

BS A2 KL,

4.3 [RSF O
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4.3.1 VPN E&

4.3.1.1 HiFfcER

TheEEN4A
EIRHEPEVPNIRS FRIMSE KRR, SFEVPNMIKACER. XimMIXEET. VPN
ERRCE
BREE
52 WATEFRAPI,
URI
GET /v5/{project_id}/vpn/quotas
3 4-392 2KA
BR it =aY | %A
i%
project_id String 2 IREID, aILABIIIREER B IDFRENRE
ID,
IBKIHR
o BKSY
o
o IBFKIESI
GET https://{Endpoint}/v5/{project_id}/vpn/quotas
) A=)
o NS
IRENAZSHSA 200: TGN
# 4-393 IR Body 2#%%
B it A
quotas Quotas object | quotasif&,
request_id String BKID,
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£ 4-394 Quotas

B -5t ik

resources Array of resourcesXys .
Quotalnfo
objects

Z& 4-395 Quotalnfo

SR 7 ik
type string o THASHER: WRIEtypelTEEIIS AR
FOREAR .

o HUESEE:
- customer_gateway XtimRIX
- vpn_connection RAIRVPNIZESE
- vpn_gateway 1EMIERVPNRIK
- vpngw ZERRVPNRX .
- vpn £HEIRVPNIEEE

quota Integer A& LR .
used Integer E{FRE.

o N@RAEAHI
{

"quotas": {
"resources": [
{
"type": "customer_gateway",
"quota": 100,
"used": 13

"type": "vpn_connection",
"quota": 5000,
"used": 306

"type": "vpn_gateway",
"quota": 50,
"used": 23
}
1
h
"request_id": "9aeb7f73-e1b6-42eb-96ad-b68aef8186e3"
}

RS
ESMA2 RSB

4.3.2 VPN {58
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4.3.2.1 TmRFIRLHIFIE

IhEEN 4R
RIS ERRIELAIFIE,
BRELE
52 WATEFAPI .
URI
POST /v5/{project_id}/{resource_type}/resource-instances/filter
2 4-396 2 #0<AA
B i) =25y | %A
i%
project_id String = IREID, aILABIIIkEIRE IDZRERE
ID.
resource_type | String = o INEEHER: H|IRERY,
o BUEEE:
vpn-gateway: G AZVPNRIX,
customer-gateway: XJumRIx,
vpn-connection: VPNiE#Z,
p2c-vpn-gateways: ZRig \z=VPN
X o
7 4-397 153K Query 2#51%
2 -t} =AY | R
i%
limit Integer B o INBEIHAR: BHICRE,
o EUEEE: 1-1000,
e FKIAME: 1000,
offset Integer & o INEEIRER: ES|{UE. MFEoffsetsk
HIEN T —REEFBES,
o EUETGHE: &/IMEAHO,
o BIME: O,
IBKHR

o IBRBY

SA%hRA 01 (2025-06-25) WRIERE © HERRARBIRAT 312



FEILE M4
AP &%

4 API

% 4-398 {5KkS%

BiR i 2EY | itk
i%
without_any | Boolean & o INBEIRER: ZFER NtrueltEiAFT
_tag BATGIRSHEIR, a8
“tags” FE . ZFEHfalsenE
FIEHZSHAT, ZREREX,
BREIFrERIRIIZ tags",
"matches"E&ATIE .
tags Array of Tag | & o INREIHBE: 17T,
objects o WER: RESES201.
matches Array of & o INEGIRER: ERFE, G&keyH
Match value, key SEMEHIFEZ,
objects resource_nameZs, value/gltEg
B9E. keyNEIEFHE.,
& 4-399 Tag
B i) =AY | mEA
i
key String = o IfgEiRER: IREAIRE,
o HUESEE: 1-1281M=F%,
values Array of = o INEEIRAR: FREMETIER. IR
String valueshH=FIZE, MFER
any_value, valueZ[E9akA9%
%,
o HUESEE: 0-2551=F7%F,
o R HRBEF201,
2% 4-400 Match
2R S =EY | A
vi
key String = o INgEEWBA: DLECAYRE.
o HYESEE: resource_name,
value String = o INASIHAR: PUHCHY(E.
o EUEEE: 0-2551Ff
I=REl

POST https://{Endpoint}/v5/{project_id}/{resource_type}/resource-instances/filter

MAERRAS 01 (2025-06-25)
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tags": [{
key": "key1
"values": [
"value1",
"value2"
1
3,
{
key": "key2
"values": [
"value1",
"value2"
1
}
1,
"matches": [{
"key": "resource_name",
"value": "resourcel"
3,
"without_any_tag": "false"
}
TALEE
o IRIES%L
IRENRZES A 200: EFiEKIN,.
2= 4-401 [ Body &#1%I1%
2R il R
resources Array of RENRIIZE,
Resource objects
total_count Integer SIEFEH.
2% 4-402 Resource
B i) fR
resource_id String =IEID,
resource_detail | object "FEFE. BTV E, ARz,
tags Array of ey,
ResourceTag
objects
resource_name | String ZRBZR
2% 4-403 ResourceTag
B ikl fR
key String s e
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B 281 fR
value String FREERYE

o IWRCAFAI
{

"resources": [{
"resource_id": "134f9fb1-demo-a8df-va86-2040a5c13325",
"resource_name": "resouecel”,

3
"total_count": 1000
}

NG
ESMA.2 R,

4.3.2.2 BiFARLHIEE

IIREN 4R

RIS B ESC AR .
A7

B2 MAHTAERAPI
URI

POST /v5/{project_id}/{resource_type}/resource-instances/count

7= 4-404 SH5BH
B it =5Y | %A
i%
project_id String 2 IREID, aILABIdIkEIRE IDFRERE
ID.
resource_type | String = o INEEHER: H|RERY,

o HUESEE:
vpn-gateway: ¥HERAZVPNRIX,

customer-gateway: XJumRIx,
vpn-connection: VPNi&E#E,

p2c-vpn-gateways: ZRig\z=VPN
X,
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IEXRHE

IBRESH

£ 4-405 {5Kks%

B i) =AY | A
i
without_any | Boolean S o INELIRBA: ZFERtrueRIEIGRT
_tag BATIREEIR, L2
“tags” FE ., 1ZFEHfalseniE
KIBHZS AT, }Z%‘:#Z:E%Z ;
BMREIFFE &RREIL tags",
"matches" & &I E
tags Array of Tag | & o INREIREA: 1R&IIE.
objects o YR REES204.
matches Array of & o INEEIREE: ERFE, B5keyHl
Match value, key HREILFEHIFER, N
objects resource_nameZs, valueJITHED
AHE . keyNEIEFHE,
R 4-406 Tag
2R =i =aY | R
i
key String = o INEEIRER: FRESAYHE,
o EUESEE: 1-128)FFF.
values Array of = o INEEIRAR: FREMETIE. R
String valuesh=FzE, NIFER
any_value, valueZ[EREkRYE
o EUESBE: 0-2557MFFF,
o A4k: RRBEF20M,
2% 4-407 Match
B 3] ZEA/Y | ik
i
key String = o INgEBA: DLECAYRE.
e EYESBHE: resource_name,
value String = o INASIHAR: PUHCHY(E.

EVESEE: 0-2550FF .
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o EREH

POST https://{Endpoint}/v5/{project_id}/{resource_type}/resource-instances/count
{

"tags": [{
"key": "key1",
"values": [
"value1",
"value2"

"values": [
"value1",
"value2"
1
}
1
"matches": [{
"key": "resource_name",
"value": "resourcel"
1,
"without_any_tag": "false"

}

IWAGEHER
o OB
REPMAZSFD S 200: EiFREIN .

2= 4-408 IR Body 2#5I%

E=4 i) 7%
total_count Integer SICRE

LI vz =27
{

"total_count": 1000
}

RS
BEBIA2 R0,

4.3.2.3 ERINZRIFE
IHRENA
FIEEL AL E R IR .

AREE
ESAEAERAP,
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URI
POST /v5/{project_id}/{resource_type}/{resource_id}/tags/create

& 4-409 =#45EA
B S =/Y | A
i%
project_id String = IREID, AJLABIIIRENIR E IDFREIRE
ID,
resource_type | String = o INEGIHER: &IESEAY,
o BUEEH:
vpn-gateway: IfmIAZVPNRIX
customer-gateway: IFuERIX,
vpn-connection: VPNi&E#E,
p2c-vpn-gateways: #Rig NZ=VPN
X,
resource_id String = HiIEID,
IBKRHR
o IERBH
= 4-410 i5REH
E= St =AY | R
1%
tags Array of = o INEEWEA: 1RFIIER.
ResqurceTa o HTH: BRZEE0,
g objects
& 4-411 ResourceTag
E= i =AY | R
1%
key String = o INBEIHAR: IRSHIE.

o EVEBE: 1-1280FFF, ZFH
F. BYFE., . FEHFE.
5. =8, URUTFH: =
+-@,
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APl &% 4 AP|
B E- St =a | it
i%
value String & o INEEWBEA: 1RFEAVE.
J HSME?E: 0-2551FFF, XIFH
¥ RYFE, F3, A,
. =18, LIRLITFER: =
+@,
o IEKIFAI
POST https://{Endpoint}/v5/{project_id}/{resource_type}/{resource_id}/tags/create
"tags": [{
"key": "key1",
value": "value1
1
}
ImEGEE
o IS
IREMAZAZ I 204: iRNNNARES AT
K&

B2 A2 S8,

4.3.2.4 HEMFREEIRSE

URI

JEESLHIHL EMPRIRE .

52 LAMEE AP,

POST /v5/{project_id}/{resource_type}/{resource_id}/tags/delete

*= 4-412 SHIHA
2R il BEY | @k
%
project_id String 2 IRBEID, aILABIdIkEIR R IDFKEVRE
ID,
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BHR St G | ik

resource_type | String = o INEEIHER: &ESEHY,

o EUETHE:
vpn-gateway: s NZ=VPNRIX,

customer-gateway: Xt
vpn-connection: VPNiE#E,

p2c-vpn-gateways: #Rig AN Z=VPN
K

resource_id String = HIEID,
BKHR
o IERSH
= 4-41315REH
E=4 St =AY | ik
jric
tags Array of = o INEEIRAR: IFBFIER,
ResqurceTa o #JE: BZIEE204,
g objects
& 4-414 ResourceTag
B St =AY | R
1%
key String = o INACIHER: FRESAYEE,
o BUESEE: 1-1281FFF, M
F. HBNFHE, P wmFE.
i, =18, LURLITFER: =
+-@,
value String B o INBEIRER: IRSHIE,
o EVEBE: 0-2557FFF, XiFH
F. HBNFHE, P wmFE.
BB, =8, LUIRUTER: _=
+-@,

o BRI

DELETE https://{Endpoint}/v5/{project_id}/{resource_type}/{resource_id}/tags/delete
{

"tags": [{
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4 API

H

NIRZES
o IARISH

IREMRZSIE S 204: IBSARESALIH

N
ESMA2 RSB,

4.3.2.5 EfERIRE
IHRENA

ISR AINRSS S,
UE)zzmbrs

52 WAeEFAPI,

URI
GET /v5/{project_id}/{resource_type}/{resource_id}/tags
+ 4-415 SHUKA
B it =AY |k
%
project_id String 2 IREID, mILAEISKENIRE IDIRENRE
ID,
resource_type | String = o INEGIHER: &EEAY,
o EYEEHE:
vpn-gateway: G AZVPNRIX,
customer-gateway: XHimRIR
vpn-connection: VPNiEE,
p2c-vpn-gateways: ZRixgA\Z=VPN
X o
resource_id String = HIEID,
IBREE

o IBRBH
96 o
o EREH

GET https://{Endpoint}/v5/{project_id}/{resource_type}/{resource_id}/tags

MAERRAS 01 (2025-06-25)
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APl &% 4 API
IALEE
o RS
IREIAZSES S 200: TGN
% 4-416 UL Body 2#%IFE
2R il R
tags Array of RIFIREIxR
ResourceTag
objects
& 4-417 ResourceTag
B it R
key String SR
value String FRERYE -
o IR
{
"tags":[
{
"key":"key1",
"value":"valuel"
}
1
}
KB
B2 A2 K&,
4.3.2.6 HREIRE
INEeN4A
HiaEPEIEERBEPIEERIRRE TRIFIBIRE
BRALEE
152 ILAaAFEAPI,
URI
GET /v5/{project_id}/{resource_type}/tags
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APl &% 4 API
& 4-418 2k HA
2R E-Sit) =ERY | ik
i%
project_id String = IREID, AJLABITIRENTH IDFREIRE
ID,
resource_type | String = o INEEER: BJIEXEDY,
o HUESEE:
vpn-gateway: ¥R AZVPNRIX,
customer-gateway: XHimpRIRE
vpn-connection: VPNZE$E,
p2c-vpn-gateways: s A\Z=VPN
I
BEXRIEE

N Rz S

o IBRSH
o

o EREH

GET https://{Endpoint}/v5/{project_id}/{resource_type}/tags

o IHRIBH

IREMAZIS A 200: @RI

% 4-419 QL Body 2#%I%&

B St fiA

tags Array of RIRIREIIxR
ResourceTag
objects

& 4-420 ResourceTag

R it A

key String s e

values Array of String | ¥r&EHIE.

LI )V =271
{

"tags":[
{

nkeyu:nkey-l u’
"values":["value1"]
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APl &% 4 AP
}
]
}
NG
1%%)I_IUA-2 )Ikll.a ﬁg o
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5 Rz 7=

5.1 =fl—: BIEE=AZ VPN MK

e S i
AEDIESHAP@ITEBAPIESIFEILEE AN VPNRXE,
BUiRSR4
o BEIEVPC, EXNiBESIEIZEVPC,
o BFEEMYIVPNRXFAENXIGER, FRIEXIGHERAAPIRIEndpoint,
o HIZ(EFEAToken NIES N FEROAIESEANAT, FEEIREVAHEF TokenH A BZE OIS
B “X-Auth-Token” E|NI$3#EOEKRIEESLH ., TokenmAIE, EMRIEIBESEIA
SN ET .
(REETY:
BT IAMBRSZIRENZE A9 TokenE ZEA /9240, FBE(FERE—1Token&EMNAT, ATLASEE Token
ZF, BRmEER.
RS
% 5-1 8% VPN RXiEKKiESH
S8 yizlilz] BYEG
vpc_id VPN X FmiZERZAIVPCRY cb4a631d-demo-a8df-va86-
ID. ca3fa348c36¢
local_subnets RimIES o 192.168.0.0/24,192.168.1.0/24
connect_subnet | VPNMXPR{EHEAIVPCHRY | f5741286-demo-a8df-
+MID, vaB86-2c82bd9ee114
eip1.id VPN®IFE(EFERISE—NEIPHY | cff40e5e-demo-a8df-
ID, va86-7366077bf097
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FEE FAMIES

APl &% 5 RzFA)
¥ Lzl EERESI
eip2.id VPNRIF{EFERYE —NEIPRY | d290f1ee-demo-a8df-va86-
ID, d701748f0851
BRIELR

1. BUERXEXVPCRIVPNRIZ,

a. &iX “POST https://{endpoint}/v5/{project_id}/vpn-gateways” ,
project_id AIREID,

b. fERequest Headerdri&fN “X-Auth-Token” .
c. fERequest BodyF{EANSEIUT
{

"vpn_gateway": {
"vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36¢",
"local_subnets": [
"192.168.0.0/24", "192.168.1.0/24"
1

"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"eip1 0o {

"id": "cff40e5e-demo-a8df-va86-7366077bf097"
}

"’eip2": {
"id": "d290f1ee-demo-a8df-va86-d701748f0851"
}
}
}

d. BEEBEKRMMNER.
" IERpLIOEY, MNMSEENT, idRtEVPNRIKAIID,
{

"vpn_gateway": {
"id": "620d99b8-demo-a8df-va86-200b868f2d7d",
"name": "vpngw-3caf",
"network_type": "public",
"attachment_type": "vpc",
"vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36c",
"local_subnets": ["192.168.0.0/24", "192.168.1.0/24"],
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 64512,
"access_vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36c",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"flavor": "Professional1",
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "0"
L
"request_id": "4a739f5c-edb7-4122-b31f-b77fb1b94857"
}

2. BAVPNRIXFE,
a. &iX “GET https://{endpoint}/v5/{project_id}/vpn-gateways/{vgw_id}” ,
project_id AIREID,
b. f#ERequest Headerd &N “X-Auth-Token” ,
c. BEEKMNER.
. }%WEJZI}JEU‘, MR SEENT, idFtEVPNRIATIID,

"vpn_gateway": {
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"id": "620d99b8-demo-a8df-va86-200b868f2d7d",
"name": "vpngw-3caf",
"network_type": "public",
"status": "ACTIVE",
"attachment_type": "vpc",
"vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36c",
"local_subnets": [
"192.168.0.0/24", "192.168.1.0/24"
1
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"access_vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36c",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 64512,
"flavor": "Professional1",
"availability_zone_ids": [
"cn-south-1f", "cn-south-1e"
1
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "0",
"eip1™: {
"id": "cff40e5e-demo-a8df-va86-7366077bf097",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 8"
"charge_mode": "bandwidth",
"bandwidth_id": "593a1a79-demo-a8df-va86-64ec45fb23f6",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-1391"

I
"eip2": {
"id": "d290f1ee-demo-a8df-va86-d701748f0851",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 6"
"charge_mode": "bandwidth",
"bandwidth_id": "0abb9d55-demo-a8df-va86-b7500ac2a338",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-1392"
}

"created_at": "2025-06-15T08:56:09.386Z",
"updated_at": "2022-06-15T11:13:13.677Z"

L
"request_id": "d099a7dc-ea71-45a6-a75b-dccbfe17d438"
}

5.2 "B BUEEXTuwmR ST

Bria=

HIRRSR

AELIESHAFETIERBAPIKEIZETIHRIX .

HIB(FERETokenI MIES NFERGAIESNAT, FEIRENAHF TokenF7EE AZORHENN
“X-Auth-Token” EVEEIEKREELF , TokemAil, BEMIR{EESZIAIESEIN
B2,
(] ¥ B88

BT IAMARSSIREREIRI Token B XER24/\0F , FHEEMRE—NTokenZEANAT, AJLASE S Token
&7, BRMEEA.
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FEE FAMIES

APl &% 5 Rz Al
HIRES
%= 5-2 BIENTIRMIKIERXBESH
8% izl:] &I
name X iwmPI KB FR o stub-customer-gateway-
id-1
id_value xR KARIRIE - 10.12.13.21

BIFSR

1. BIEXuRMX

a.

&% “POST https://{endpoint}/v5/{project_id}/customer-gateways” ,
project_id AIRHID,

fERequest Headerdt&f0 “X-Auth-Token” .
fERequest BodyHEASEUI T .
{

"customer_gateway": {
"name": "cgw-3ebf",
"id_type": "ip",
"id_value": "10.*** *** 21"

}

}

BESKRIIMNLER.

" EKEINAY, MNSHNT, dEXimkIXAIID,
{
"customer_gateway": {
"id": "03c0aa3d-demo-a8df-va86-9d82473765d4",

"id_type": "ip",
"id_value": "10.***** 21",
"created_at": "2025-07-17T16:49:28.108+08:00",
"updated_at": "2025-07-17T16:49:28.108+08:00"
%
"request_id": "e55783ba-5cc8-40c1-ad81-12cce6f773d2"
}

2. EiFXuiwMXFS.

a.

&% “GET https://{endpoint}/v5/{project_id}/customer-gateways/
{customer_gateway_id}” , project_idSIREID,

fERequest Headerdt&f0 “X-Auth-Token” .

BESKRIIMLER.
" IBKRpLIOEY, MNSEANT, idEtERSimMXAYID,
{

"customer_gateway": {
"id": "03c0aa3d-demo-a8df-va86-9d82473765d4",

"id_type": "ip",

"id_value™: "10.** *** 21",

"created_at": "2025-07-17T16:49:28.108+08:00",
"updated_at": "2025-07-17T16:49:28.108+08:00"
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"request_id": "8cf476c4-c3d4-4516-bfbc-01e2473e549b"
}

5.3 ~fI=: Bl VPN NUER:

LE S ks
AEDIESHAF BT ERAPIREIZEVPNIUER
BUiRSR4
o ERIERVPNMX., BEEESNEIZEVPNRIX,
o BEEIENIRMX. BAiES eI iwmMX,
o HIR(EAToken NIEAXFTROIAESENAT, FEIRENAEF TokenHEEBZE OIS
N “X-Auth-Token” ENWFEEOEKREELF , TokemAiE, BEMIREBESEIA
IEEENET .
(ALY
BT IAMRSZIRENEIR Token B HE 924/ 8T, FE(FHRE—TokenEiAY, RIS
TokenEfr, BEEINEAMA.
RS
Z 5-3 Gli2 VPN iEEE K KRS
2% 4B BB 5
vgw_id VPNRJXID, 8030f6d6-demo-4d20-
a7f8-50a7a826e2f8
vgw_ip1 VPNRXEIP189ID, e4d7930f-demo-4cbf-b78a-
b004416c7485
vgw_ip2 VPNRJSZEIP289ID . 1fb97767-
demo-4d8b-83bb-6f878f662005
cgw_id SFumMIXID . 8916effb-
demo-42d8-83d7-4517567d3d26
peer_subnets XS+ o 192.168.44.0/24
psk mHE=%3A, abcd****
BMEER

1. EFXREXVPCEIVPNRIX, CIZFHSIMRIVAIVPNERE .

a. &iX “POST https://{endpoint}/v5/{project_id}/vpn-connections/batch-
create” , project_idAIREID,
b. fERequest Headerdi&fN “X-Auth-Token” .

c. TERequest BodyF{ENSEINT
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{
"vpn_connections": [
{
"vgw_ip": "e4d7930f-demo-4cbf-b78a-b004416c7485",
"cgw_id": "8916effb-demo-42d8-83d7-4517567d3d26",
"vgw_id": "8030f6d6-demo-4d20-a7f8-50a7a826e2f8",
"peer_subnets": [
"192.168.44.0/24"
1
"psk": "abcd****"
L
{
"vgw_ip": "1fb97767-demo-4d8b-83bb-6f878f662005",
"cgw_id": "8916effb-demo-42d8-83d7-4517567d3d26",
"vgw_id": "8030f6d6-demo-4d20-a7f8-50a7a826e2f8",
"peer_subnets": [
"192.168.44.0/24"
1
"psk": "abcd****"
}
1
}
d. BEEBEKRMNER.
= EKREINAY, MMNSEENT, idREVPNERRIID,
{
"vpn_connections": [
{
"id": "18be2aa1-demo-410f-832e-4d8ba13b4c5d",
"name": "vpn-22b6",
"vgw_id": "8030f6d6-demo-4d20-a7f8-50a7a826e2f8",
"vgw_ip": "e4d7930f-demo-4cbf-b78a-b004416c7485",
"style": "STATIC",
"cgw_id": "8916effb-demo-42d8-83d7-4517567d3d26",
"peer_subnets": [
"192.168.44.0/24"
1
"tunnel_local_address": "169.254.135.49/30",
"tunnel_peer_address": "169.254.135.50/30",
"enable_nga": false,
"policy_rules": [],
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "10.*** *** 128",
"peer_id_type": "ip",
"peer_id": "188.*** *** 189",
"dpd": {
"interval": 30,
"timeout": 15,
"msg": "seq-hash-notify"
}
h?
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
h?
"created_at": "2025-03-17T12:25:21.369Z",
"updated_at": "2025-03-17T12:25:21.369Z",
"enterprise_project_id": "0",
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"ha_role": "master",
"tags": [],
"policy_rules_v6": []

"id": "c7e617bd-877f-demo-8af0-44b5f8598116",
"name": "vpn-e41c",
"vgw_id": "8030f6d6-demo-4d20-a7f8-50a7a826e2f8",
"vgw_ip": "1fb97767-demo-4d8b-83bb-6f878f662005",
"style": "STATIC",
"cgw_id": "8916effb-demo-42d8-83d7-4517567d3d26",
"peer_subnets": [
"192.168.44.0/24"
1,
"tunnel_local_address": "169.254.73.253/30",
"tunnel_peer_address": "169.254.73.254/30",
"enable_nga": false,
"policy_rules": [],
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "215.*** *** 55",
"peer_id_type": "ip",
"peer_id": "188.x** *** 189",
"dpd": {
"interval": 30,
"timeout": 15,
"msg": "seq-hash-notify"
}
T
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
L
"created_at": "2025-03-17T12:25:21.678Z",
"updated_at": "2025-03-17T12:25:21.678Z",
"enterprise_project_id": "0",
"ha_role": "master",
"tags": [1,
"policy_rules_v6": []
}
1
"request_id": "a923f31456941e12c5fc9a663a6e630e"
}

2. EAVPNiEESEE,

a.

&% “GET https://{endpoint}/v5/{project_id}/vpn-connection/
{vpn_connection_id}” , project_id8IREID,

fERequest HeaderdEf0 “X-Auth-Token” .
BEIEKIMNER.

" IEKALIORY, MNSEUNT, idFiEVPNIEERIID,
{

"vpn_connection": {
"id": "98c5af8a-demo-a8df-va86-ae2280a6f4c3",
"name": "vpn-1655",
"status": "DOWN",
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0eb0Obde",
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}

{

}

"style": "STATIC",
"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": ["192.168.44.0/24"],
"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"enable_nga": false,
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm™: "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "10.*¥** *** 134",
"peer_id_type": "ip",
"peer_id": "88.****** 164",
"dpd": {
"timeout": 15,
"interval": 30,
"msg": "seg-hash-notify"
}
I
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
I
"created_at": "2025-06-26T13:41:34.626Z",
"updated_at": "2025-06-26T13:41:34.626Z",
"enterprise_project_id": "0",

request_id": "104c5608-b68b-462c-af17-ead2fb5cceed"

"vpn_connection": {

"id": "18be2aal1-demo-410f-832e-4d8ba13b4c5d",
"name": "vpn-22b6",
"status": "DOWN",
"vgw_id": "8030f6d6-demo-4d20-a7f8-50a7a826e2f8",
"vgw_ip": "e4d7930f-demo-4cbf-b78a-b004416c7485",
"style": "STATIC",
"cgw_id": "8916effb-demo-42d8-83d7-4517567d3d26",
"peer_subnets": [
"192.168.44.0/24"
1
"tunnel_local_address": "169.254.135.49/30",
"tunnel_peer_address": "169.254.135.50/30",
"enable_nga": false,
"policy_rules": [],
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "10.*¥** *** 128",
"peer_id_type": "ip",
"peer_id": "188.** *** 189",
"dpd": {
"interval": 30,
"timeout": 15,
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"msg": "seg-hash-notify"
}
U
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",

|||||

I
"created_at": "2025-03-17T12:25:21.369Z",
"updated_at": "2025-03-17T12:25:21.369Z",
"enterprise_project_id": "0",

"ha_role": "master",

"tags": [1,

"policy_rules_v6": [],

"eip_id": "e4d7930f-7038-4cbf-b78a-b004416c7485",
"type": "ROUTE",

L
"request_id": "62dc155a7353037f0a1ccc569016a3e9"
}

5.4 7~BIMY: €IE VPN &z

BIEES
AETIESAPEIT A RAPISRAIVPNIEE IS .

HUESA{
o DEIRVPNIERE, BINESMAIRVPNER.
o HfEMATokenMEARFRIMELIETS, BERIAM TokenFHEERIEOIAIIE
B0 “X-Auth-Token” BISSiERHELF, TokemAE, BAMRFIESEIA
IEEAETS .
(00 #88

BITIAMBRSSIRENEIAY TokenBXIHA/924/\BF , FEERE—1 TokenZEANET, AILASEIS
Tokenf&fz, BEEINERA

HiEES

% 5-4 Bl VPN EZEREERKESH

2 lz] BUEHEAI
vpn_connection_id VPNIEZSI=IINAIVPN | cae286f2-demo-a8df-
EEID, va86-e22416ca1220

BELTR
1. BUEBVPNIEIZISES,

a. &iX “POST https://{endpoint}/v5/{project_id}/connection-monitors” ,
project_id AIREID,
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b. fERequest Headerdri&f0 “X-Auth-Token” .
c. fERequest BodyR{EANSHEHUNT .
{

"connection_monitor": {
"vpn_connection_id": "cae286f2-demo-a8df-va86-e22416ca1220"
}
}

d. BEEBKRMMNESR.
" EKAINAY, IMNSEHIT, idalEVPNEESEERID,
{

"connection_monitor": {
"id": "76f64229-demo-a8df-va86-3907e2815b6d",
"vpn_connection_id": "cae286f2-demo-a8df-va86-e22416ca1220",
"type": "gateway",
"source_ip": "88.****** 60",
"destination_ip": "192.*** *** Q"
"proto_type": "icmp"
3
"request_id": "54af23d8-989e-445d-bb48-0a9da33d7f0f"
}

ERVPNEZERFR .

a. &iX “GET https://{endpoint}/v5/{project_id}/connection-monitors/

{connection_monitor_id}” , project_id9IREID,
b. fERequest Headerdi&N “X-Auth-Token” ,
c BEBKRWNSER,

" IEKRAKINEY, MNSEUNT, idEi2VPNIEEESERIID,
{

"connection_monitor": {
"id": "76f64229-demo-a8df-va86-3907e2815b6d",

"vpn_connection_id": "cae286f2-demo-a8df-va86-e22416ca1220",
"type": "gateway",
"source_ip": "88.****** 60",
"destination_ip": "192.*** ** Q",
"proto_type": "icmp"
%
"request_id": "72d05395-0637-4f93-9844-b4979e9d7bdc"
}

5.5 ~flHR: GRS

Brin=

HURRSR

EDIEE R EITIAEAPIEEIZEVPNIES ik

ErINeIE B REEEIR AZVPNMX .

EATIEREERS WL LERSIRIES, FIEESNWLSSLIER LEE

BSSLIEH,
EEEfERAAPIFIEndpoint,

SHIERToken AMIES U FSROAIESINEY, FEIRENAF TokenFHERAZ RIS
A0 “X-Auth-Token” EISSEIBERIBELH . TokeniAilE, BIARIEIZSEIA

IEENET
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REH T AR

(AR

BT IAMBRSSIRENE IR Token B XA 924/\8F , FEEME—TokenANAY, BJLASEHEToken
®fF, BRMEEA.

HEES

VPNBRSZImSIFRMIAIES T, 723 IEFHIAEROSIAILE

= 5-5 IEHBINIES B VPN RSBImERFHESH
2% Lzl EEtE1
p2c_vgw_id LI NEMXID, AfsceE | 595210dc-7998-4ba3-

BIEZAIMIKID aeb9-516fbcf7853c¢

client_cidr EFimMER 100.10.1.0/24
local_subnets | AimMIERFIZE 192.168.0.0/24,192.168.1.0/24
server_certificat | BREZIHFIEBID, I=IFPBE | scs1717051012106
e.id IBARSS RRGIERID
client_ca_certifi | EFIKCAIEBRE |- BEGIN CERTIFICATE-----
cate.content FHAIIH e END CERTIFICATE-----

#* 5-6 OSIAIESUEEE VPN RSBImiEKRXHESH
2% 5iRA BB
p2c_vgw_id LISANZMXKID, HFSEE | dea8cdfb-be5c-4d50-be9a-

BIZAIMKID foa5f3a9afc6
client_cidr =Z iRk EL 100.10.2.0/24
local_subnets RimIERFZ 192.168.0.0/24,192.168.1.0/24
server_certificat | IRBIFIEBID, I=IEPE | scs1717051012106
e.id RS FRNESID
BMELR

1. GUEVPNIRS K

a. &KX “POST https://{endpoint}/v5/{project_id}/p2c-vpn-gateways/
{p2c_vgw_id}/vpn-servers” , project_idAIREID, {p2c_vgw_id}AE Iz
ROLRIB N =VPNRIZKID,

b. fERequest Headerdri&fN “X-Auth-Token”
c. fERequest BodyH{ENSHL,
IEHANELTEANSHUT:
{

"vpn_server": {
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"tunnel_protocol": "SSL",
"client_cidr": "100.10.1.0/24",
"local_subnets": [
"192.168.0.0/24",
"192.168.1.0/24"
1,
"client_auth_type": "CERT",
"server_certificate": {
"id": "scs1717051012106"

1
"client_ca_certificates": [
{
"content" : "----- BEGIN CERTIFICATE----- ko END CERTIFICATE----- "
}
1,

"ssl_options": {
"protocol": "TCP",
"port": 443,
"encryption_algorithm": "AES-128-GCM",
"is_compressed": false

}

}
}
ASNESENSEHAT:
{

"vpn_server": {

"client_cidr": "100.10.2.0/24",
"local_subnets": [
"192.168.0.0/24",
"192.168.1.0/24"
1,
"client_auth_type": "LOCAL_PASSWORD",
"server_certificate": {
"id": "scs1717051012106"
}

"ss|_options": {

"port": 443,
"encryption_algorithm": "AES-128-GCM",
"is_compressed": false
}
}
}

BEBSKIINER
TERAEINEY, MASHUNT, idABIERRIVPNARSSI®ID
{
"vpn_server": {
"id": "0e325fb6-83b9-4004-a343-8b6fc714a5d9"
}

"request_id": "bf23a5884defObe4576cff33e4dd78d5"
}

2. EEAVPNIRS IS

a.

&% “GET https://{endpoint}/v5/{project_id}/p2c-vpn-gateways/
{p2c_vgw_id}/vpn-servers” , project_idAINEID, {p2c_vgw_id}AEEIZE
LR ZZVPNRXID .

fERequest Headerd1&f0 “X-Auth-Token” .
BEIEKIMNER.

BRSZi%AYstatus}y “PENDING_CREATE” HBRIEESIZEA, J9"ACTIVE"iHAR
BT o

IEFHINIERIBRSS il N £55R )9 -
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{

"vpn_

{

servers": [

"id": "b26c9c74-5bb9-4df8-8b98-ecf2051e3482",
"p2c_vgw_id": "595210dc-7998-4ba3-aeb9-516fbcf7853c",
"client_cidr": "100.10.1.0/24",
"local_subnets": [
"192.168.0.0/24",
"192.168.1.0/24"
1
"client_auth_type": "CERT",
"tunnel_protocol": "SSL",
"server_certificate": {
"id": "scs1717051012106",
"name": "test-05304",
"issuer": "C=CN,ST=beijing,L=haidian,O=lesaas,0OU=root,CN=www.root.huawei.com",
"subject":

"C=CN,ST=beijing,L=haidian,O=server,OU=server,CN=www.server.huawei.com",

}
]

}

"serial_number": "350612543125953290200975245211283057292471206725",
"expiration_time": "2024-06-29T06:39:46Z",
"signature_algorithm": "SHA256WITHRSA"
by
"client_ca_certificates": [
{
"id": "7e971612-f720-4d31-88b5-fc6280b88e36",
"name": "ca-cert-123e",
"issuer": "C=CN,ST=JS,L=NJ,0=NYS,0U=N10,CN=test.huawei.com",
"subject": "C=CN,ST=JS,L=NJ,0=NYS,0U=N10,CN=testCA.huawei.com",
"serial_number": "1591942200161",
"expiration_time": "2033-11-06T11:39:14Z",
"signature_algorithm": "SHA256WITHRSA",
"created_at": "2024-06-18T12:19:17.978Z",
"updated_at": "2024-06-18T12:19:17.978Z"

}
1
"ssl_options": {
"protocol": "TCP",
"port": 443,
"encryption_algorithm": "AES-128-GCM",
"authentication_algorithm": "SHA256",
"is_compressed": false
b
"status": "ACTIVE",
"created_at": "2024-06-18T12:19:17.978Z",
"updated_at": "2024-06-18T12:19:17.978Z"

"request_id": "68188a14243b1b54d0b45a82d9123b98"

OSIAERIBR S IRIARTEE R -

{

"vpn_servers": [

{

"id": "0e325fb6-83b9-4004-a343-8b6fc714a5d9",
"p2c_vgw_id": "dea8c4fb-be5c-4d50-be9a-f9a5f3a9afc6",
"client_cidr": "100.10.2.0/24",
"local_subnets": [
"192.168.0.0/24",
"192.168.1.0/24"
1
"client_auth_type": "LOCAL_PASSWORD",
"tunnel_protocol": "SSL",
"server_certificate": {
"id": "scs1717051012106",
"name": "test-05304",
"issuer": "C=CN,ST=beijing,L=haidian,O=lesaas,0OU=root,CN=www.root.huawei.com",
"subject":

"C=CN,ST=beijing,L=haidian,O=server,OU=server,CN=www.server.huawei.com",

"serial_number": "350612543125953290200975245211283057292471206725",
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"expiration_time": "2024-06-29T06:39:46Z",
"signature_algorithm": "SHA256WITHRSA"
}

"client_ca_certificates": [],

"ssl_options": {

"port": 443,

"encryption_algorithm": "AES-128-GCM",
"authentication_algorithm": "SHA256",
"is_compressed": false

B
"status": "ACTIVE",

"created_at": "2024-06-18T12:21:54.889Z",
"updated_at": "2024-06-18T12:21:54.889Z"

}
1;
"request_id": "f8e64d41466085f06383dc59ffb28230"
}

5.6 ;=75 : GIEERBFFIRAFA

2(Eiz=
AEPHIESHPE T EBAPISEAIZEVPNEFFIARA.,

BIRSA

o ERIEZIRARVPNRX,

o EBIZEVPNERSH, BRSIHIAESXNAOSIAIE, BFSelERS .

o BEEMEIRFAPIRIEndpoint,

o HIR{EATokent\IEANFERIAIESEANAT, FREIRENVFF TokenFEiE A OAHE
in “X-Auth-Token” FSESHEMEKRKIEZLH . TokenAE, BIMEEFSEIA
IEENET,

(10 588
B IAMBRSIRENEIAI TokenBRHER 924/ M0, FHEFFBRE—1 Tokens=iXAY, AL
Token%EfF, BHIMEIEA .
FRHRAREBEXAPIETREMZE, REERE BRI EFSLRER, NRELISHTE

ERMERFSERFERE, et NAZNEBHANITER, REI#ER:
VPN.0030, The system is busy, please try later. EEZF—EBATEEEXER.

HiRES
* 5-7 QEMPEIERXREH

2 izl EYEHHI
vpn_server_id VPNRSE %D 0e325fb6-83b9-4004-
a343-8b6fc714a5d9
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% 5-8 BIZAFERXESH

S 15488 BYEHE5
vpn_server_id VPNRSSi%ID 0e325fb6-83b9-4004-

a343-8b6fc714a5d9

BELR
1. elgmra

a. &iX “POST https://{endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-
servers/{vpn_server_id}/groups” , project_id9IMEID, {vpn_server_id}J9
EBIEEAIVPNRSSI%ID

b. 7ERequest Headerdi&iN “X-Auth-Token” ,

c. fTERequest BodyH{E NS,
{

"user_group": {
"name": "user-group1"”,
"description": "FHFZE1"
}
}

d. BEEBKRMMNESR
" ERERINAY, MNSHAT, idaelEZRIBFEID
{

"user_group": {
"id": "7625fd92-2e20-4e4d-8c56-66f110fbfaa8"
}

"request_id": "94d271493e144135423e7377e40127cf"
}

2. EWAPE

a. &iX “GET https://{endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-
servers/{vpn_server_id}/groups/{group_id}” , project_id9IREID,
{group_id} A EEIZRIFFZEID,

b. fERequest Headerdi&N “X-Auth-Token”
c. BEEBEKRMNER.
{

"user_group": {
"id": "7625fd92-2e20-4e4d-8c56-66f110fbfaa8",
"name": "user-group1",
"description": "FAF4H1",
"type": "Custom",
"user_number": 0,
"created_at": "2024-06-17T09:48:27.548Z",

1
"request_id": "6735d32bb3e35e9154cabaldbc6c2dc6"
}

3. glEARF

a. &iX “POST https://{endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-
servers/{vpn_server_id}/users” , project_id9IREID, {vpn_server_id}AE
BIEEAIVPNIRS %D,

b. 7ERequest Headerdi&iN “X-Auth-Token” ,
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c. f{ERequest BodyH{ENSE,
{

"name": "user001",

"password": "Qwerasdf",

"description": "FF1",

"user_group_id": "7625fd92-2e20-4e4d-8c56-66f110fbfaa8"

}
d. BEEBEKIMNEG

" EREINEY, NSEHUT, idJ9tlERIAFID
{

"user": {
"id": "41ad472e-d3e4-482b-8f00-7b2c1bfc4b7d"
}

";’equest_id": "b19ba5a0be8f7b7f664b14596f8f35db"
}

EEAF

a. &iX “GET https://{endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-
servers/{vpn_server_id}/users/{user_id}” , project_idAIREID,
{vpn_server_id}IE8IiEAIVPNEESZIxID . {user_id}IEBIFZEAIFEFID,

b. fERequest Headerdri&fN “X-Auth-Token” .
¢ BEEBKRMNER.
{

"user": {
"id": "41ad472e-d3e4-482b-8f00-7b2c1bfc4b7d",
"name": "user001",
"description": "FEF1",
"user_group_id": "7625fd92-2e20-4e4d-8c56-66f110fbfaa8",
"user_group_name": "user-group1",
"created_at": "2024-06-17T06:53:46.302Z",

>

b
"request_id": "926a0edb3bf432943e2399b700173add"
}

5.7 R~ ft: GIEILIIRES

BEn=
AETIES AP BRAPIR ARSI .

BIfESR
o ERIEEIRAZVPNRX,
o BEBIEVPNIRSIR, BIRSIHAVAESLAOSAE, ks LeIZKRS .
o BEERTERAAPIBIENdpoint,
o HiE{ERTokemAIEANTERIAUEEINET, FEIRENEFTokenH LA RIEOIRHE

AN “X-Auth-Token” FNVSHEIIBERHELF . TokenI\iE, BARIEESEIA
IEENET
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AR

BITIAMBRSSIRENEAY TokenBXHA 924/ \BF , EEFAE—{ TokensEANET, AILASEIS

TokenZE1F

IBARBIEXAPIBTRERE, IEEFE—RIE

, BERIMEOFA .

SLPRER, WNRIELAGRTESREE

BRIERIDRES, ATREs IR SAEHBARATEIR, REIFEIR: VPN.0030, The system is
busy, please try later. EEEF—RATEIEEXEAR.

RS

& 5-9 IEINIIRIBIER KBS

2%

iz

E{E4EB

vpn_server_id

VPNRRSZ %D

0e325fb6-83b9-4004-
a343-8b6fc714a5d9

user_group_id

FBRF48ID

7625fd92-2e20-4e4d-8c56-66f11

0fbfaa8

BRIFL R

1. GBI
a. &iX “POST https://{endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-

servers/{vpn_server_id}/access-policies” , project_idAIREID,

{vpn_server_id}AE BIEEAIVPNIRSZIKID o
b. fERequest Headerdi&N “X-Auth-Token” ,
c. f{ERequest BodyH{E NS,
{

"access_policy": {
"name": "policy-001",
"user_group_id": "7625fd92-2e20-4e4d-8c56-66f110fbfaa8",
"description": "iIE)EEH&1",
"dest_ip_cidrs": [

"172.16.0.0/24",
"172.16.1.0/24"

1
}
}

d. BEEBEKRMMNER.
" IEREINAY, NSEHAT, idaelEZRIRFEID
{

"access_policy": {
"id": "4f746482-a575-4e1f-9e80-5f6f69ff8588"

}

}
2. EiEpEIsRE

"request_id": "1663cd8cacbb3497ebc88877e5a3ad89"

a. &iX “GET https://{endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-
servers/{vpn_server_id}/access-policies/{policy_id}” , project_idAIRHE
ID, {vpn_server_id}BE6IZAIVPNIRSSI®ID, {policy id} B EIERAITSR

B&ID.
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b. fERequest Headerdri&f0 “X-Auth-Token” .
c. BEEBEKRNLE
{

"access_policy": {
"id": "4f746482-a575-4e1f-9e80-5f6f69ff8588",
"name": "policy-001",
"user_group_id": "7625fd92-2e20-4e4d-8c56-66f110fbfaa8",
"user_group_name": "user-group1",
"description": "5/ 5RAE1",
"dest_ip_cidrs": [
"172.16.0.0/24",
"172.16.1.0/24"
1,
"created_at": "2024-06-17T13:32:19.572",
"updated_at": "2024-06-17T13:32:19.57Z"

b
"request_id": "85657002f01c35576606003cc36114ab"
}
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6 P PRFIFRANIRN

6.1 BRI AR

SZIFHIRARIN

MREEEXEFABRIVPNEFRHTRHENNIRERE, EalLUERZ—SMHIAER
£ (Identity and Access Management, fSFRIAM ) , MREAKS DLEZREH BT
B3R, FRZCEMIZAMAR, SILBEAET, FAEIEERVPNIRSHE
AV

BANBRT, FENAMBRREEUNR, BEEEENABRE, FERPAER
FRESEA®, FaeERPEPRIBFRISHENAIR, X—IEMIIRN. &RIX
&, BRHALETEARRYZIRSHITERE.

PPREIERINASHIERE, DHREHREE. AELURSHINE, RIAMRAEAL
—HPiRIER P A9 TAFERAEE XA BRAVFEALZ RS o SRESLAAPIZ O IR EH TR
oy, RINENEHE, AILUWSIHEIRNMEE. SRMEG, sEBHER I REN
HHIZEEEER,

(mERL

INRIEE Ao 252 FEAMEORNRIERIR, 15ER%S.
WSEEREZEOERNE, MNREARAKS TIIAMBR&ZRAPISKETS, iZIAMA
P RBE & RRZEOREZENNIR, BN, APIEREEREW . SMEOREZEIN
IR, S MEORMMAMSIITEXIN, RBEALIERKIHEP IS SRR R AT
g, ZAPARERINERIZEO . fltn, AREERZEOKEEVPN MX5IE, BE

AIXNAMBPIRIS RIS R RE S 7F “vpnivpnGateways:list” BIEIIR, %
BOZ8EEMMRI.

RIEEERARBIBEINRE, IREARBAHTENER, EERALUGIES
EMEREE, FBITERFARTBE X RERHTHRMRINEES . RESSIFIRME
SAPIERIR, FRINIRYIZRABINT :

o PR: AIFEIEBEIURF.

o  XJWAPHEO: RESSEFRERAIAPHED

o NN REEHZIFAIAction, FEEEMRIEFHIACtiondPENZIIN, BJLASE
HREAR IS N AYEN PRI BE
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REHAE R4S
APl &% 6 I PRFNFZAIN

e IAMIKH (Project)/{®MLITE (Enterprise Project): BEMNRIRHISSCEE, SF
IAMIRBE SRR . FECCEMNRRNSZIFIAMIMBFEWINE, FRaREHENIT
SIMAYBREM KRS, ATLATEIAMANE ESIERNN RS Le B ERINHER. 1
RIHFIAMIRE ,, A5 EWIRE, RNNEEEIAMAPEREPAENFER, W
RERWEEPEN, WizBENREARER.

VPNRISZ 5 B E X RIS RN T :

[ =61 ] VPNRIE, EEVPN MFEOXIMAVENIR, WeElFEVPNRX. EifVPNK
¥*. EEVPNRXFIZE . FHVPNRIE. HIBRVPNRIXEEREO,

(0 %8R
VT RTIESE, X RRERZSS

6.2 it A= VPN S IR5IFE

NiERAS 01 (2025-06-25) IRIERE © LA/ ARBIRAE 344



FEILE M4
AP &%

6 AXPRFAIZANIR

6.2.1 VPN (<

PR

XIRZAPIEL]

IR
(Action)

HREREIHRAR TR

IAM | 2)VIR
mB | H
(Proj | (Enter
ect) | prise
Projec

t)

ellE=S
VPN

POST /v5/
{project_id}/vpn-
gateways

vpn:vpnGat
eways:creat
e

e er:instances:lis
t

e erinstances.g
et

e vpcvpcs:list
e vpcpcs:get

e vpcisubnets:ge
t

e vpcsubnets:lis
t

e vpc:isubnets:cr
eate

e vpcisubnets:de
lete

e vpc:subNetwo
rkinterfaces:u
pdate

e vpc:publiclps:c
reate

e vpc:publiclps:d
elete

e vpc:publiclps:u
pdate

e vpc:publiclps:g
et

e vpc:publiclps:li
st

e vpc:ports:.creat
e

e vpc:quotas:list

e vpc:bandwidt
hs:list

e vpc:ports:get

e vpc:ports:delet
e

v v
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PR

STRZAPHEC

EIR
( Action)

AR RAR

IAM | £2MVIR
B | B
(Proj | (Enter
ect) | prise
Projec

t)

vpc:routeTable
s:update

vpc:routeTable
s:iget

vpc:bandwidt
hs:get

=4
VPN

GET /v5/
{project_id}/vpn-
gateways/{vgw_id}

vpn:vpnGat
eways:get

vpc:publiclps:g
et

vpc:publiclps:li
st

vpc:bandwidt
hs:list

er:iinstances:lis
t

er:instances:g
et

vpc:vpces:list
vpcvpcs:.get

vpc:subnets:ge
t

vpc:subnets:lis
t

MAERRAS 01 (2025-06-25)
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APl &% 6 I PRFNFZAIN
AR X RZAPIHEC =R I AIIZAR T IAM | 2IVIR
( Action) mB | 8
(Proj | (Enter
ect) | prise
Projec
t)
&#if GET /v5/ vpn:vpnGat vpcpubliclps:g | v x
VPN | {project_id}/vpn- eways:list et
XK3UZ | gateways vpc:publiclps:li
st
vpc:bandwidt
hs:list
er:instances:lis
t
er:instances:g
et
vpc:vpces:list
vpc:vpcs:get
vpc:isubnets:ge
t
vpc:subnets:lis
t
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PR

STRZAPHEC

EIR
( Action)

AR RAR

IAM | £2MVIR
B | B
(Proj | (Enter
ect) | prise
Projec

t)

B
VPNRY

PUT /v5/
{project_id}/vpn-
gateways/{vgw_id}

vpn:vpnGat
eways:upda
te

er:iinstances:lis
t

er:instances:g
et

vpcvpces:list
vpcvpcs:get

vpc:subnets:ge
t

vpc:subnets:lis
t

vpc:isubnets:de
lete

vpc:subNetwo
rkinterfaces:u
pdate
vpc:publiclps:d
elete
vpc:publiclps:u
pdate
vpc:publiclps:g
et
vpc:publiclps:li
st
vpc:bandwidt
hs:list
vpc:ports:get
vpcrouteTable
s:update

vpcrouteTable
s:get

v v
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PR

STRZAPHEC

EIR
( Action)

AR RAR

IAM
InH
(Proj
ect)

TEALIR
=|
(Enter
prise
Projec

t)

i3
VPNRY

DELETE /v5/
{project_id}/vpn-
gateways/{vgw_id}

vpn:vpnGat
eways:delet
e

e er:instances:lis
t

e er:instances:g
et

e vpcvpcs:list
e vpcvpcs:get

e vpcisubnets:ge
t

e vpc:subnets:de
lete

e vpc:subNetwo
rkinterfaces:u
pdate

e vpc:publiclps:d
elete

e vpc:publiclps:u
pdate

e vpc:publiclps:g
et

e vpc:publiclps:li
st

e vpcbandwidt
hs:list

e vpc:ports:get

e vpc:ports:delet
e

e vpcrouteTable
s:update

e vpcrouteTable
s:get

v

i

VPNRY
XA
X (V5)

GET /v5/
{project_id}/vpn-
gateways/
availability-zones

vpn:vpnGat
ewayAvaila
bilityZone:li
st
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APl &% 6 I PRFNFANIN
PSR X RIAPHE IR AKRARIHA I IAM | fRAVIR
( Action) g | B
(Proj | (Enter
ect) | prise
Projec
t)
&if GET v5.1/ vpnivpnGat | - v X
VPN | {project_id}/vpn- ewayAvaila
X0 | gateways/ bilityZone:li
X availability-zones | st
(V5.1)
=3 POST /v5/ vpn:vpnGat | - v v
VPN | {project_id}/vpn- eways:impo
XiEH | gateways/ rtCertificate
{vgw_id}/
certificate
&if GET /v5/ vpn:vpnGat | - v v
VPN® | {project_id}/vpn- | eways:getCe
XiEH | gateways/ rtificate
{vgw_id}/
certificate
B PUT /v5/ vpn:vpnGat | - v v
VPN® | {project_id}/vpn- | eways:upda
XiEH | gateways/ teCertificate
{vgw_id}/
certificate/
{certificate_id}
& GET /v5/ vpnivpnGat | - v v
VPN | {project_id}/vpn- eways:getR
XHI9EE | gateways/ outingTable
BxE {vgw_id}/routing-
table
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REHAE P4
APl &% 6 I PRFNFZAIN

AR X RZAPIHEC IR I AIIZAR T IAM | 2IVIR
( Action) g | B
(Proj | (Enter
ect) | prise
Projec

t)

TEIE | POST /v5/ vpnivpnGat | e eriinstances:lis | v v
ZF=VPN | {project_id}/vpn- eways:upda t
MK | gateways/ tePostpaidS
15 {vgw_id}/update- pecification
specification

e er:instances:g
et

e vpcvpcs:list
e vpcvpcs:get

e vpcisubnets:ge
t

e vpc:subnets:lis
t

e vpcsubnets:.de
lete

e vpc:subNetwo
rkinterfaces:u
pdate

e vpc:publiclps:d
elete

e vpc:publiclps:u
pdate

e vpc:publiclps:g
et

e vpc:publiclps:li
st

e vpcbandwidt
hs:list

e vpc:ports:ge
e vpcirouteTable
s:update

e vpcrouteTable
s:get

Fekud | POST /v5/ vpn:vpnGat | - v v
BmAZ= | {project_id}/vpn- | eways:upgr
VPN | gateways/ ade

x {vpn_gateway_id}/
upgrade
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AP| &3 6 I PRFNFZAIN
PSR X RIAPHE IR AKRARIHA I IAM | fRAVIR
( Action) g | B
(Proj | (Enter
ect) | prise
Projec
t)
&L | GET /v5/ vpn:vpnGat | - x
=AZ= | {project_id}/vpn- eways:listRe
VPN | gateways/jobs sourceJobs
X155
SlIES
fip&us | DELETE /v5/ vpnivpnGat | - x
=AZ= | {project_id}/vpn- eways:delet
VPN | gateways/jobs/ eResourcelo
XL | {job_id} bs
6.2.2 XFUmIX
BER | XRIAPHED =R IRV IAM | 7Nk
( Action ) g | B
(pr| (E
ojec | nter
t) pris
e
Proj
ect
)
RUEENT | POST /v5/{project_id}/ | vpn:custom | - v x
imMIE | customer-gateways erGateways
:Create
HiFXS | GET /v5/{project_id}/ vpn:custom | - v X
iwmME | customer-gateways/ erGateways
#15 {customer_gateway_id} | :get
ETEX | GET /v5/{project_id}/ vpn:custom | - v X
imME | customer-gateways erGateways
SIS :list
E#¥S | PUT /v5/{project_id}/ vpn:.custom | - v X
imME | customer-gateways/ erGateways
{customer_gateway_id} | :update
B&%d | DELETE /v5/ vpn:custom | - v x
w3 | {project_id}/customer- | erGateways
gateways/ :delete
{customer_gateway_id}
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FEE AL

APlI &% 6 P PRFOFEANIN
6.2.3 VPN &5
LR JTRZAPHE] IR PRI IAM | &
( Action) g | A
(Pr|Ig
ojec | H
t) (E
nte
rpri
se
Proj
ect
)
ellfES POST /v5/{project_id}/ | vpn:vpnCon ces:metricDat | v v
VPNE | vpn-connection nections:cre a:list
vl
= ate ces:currentRe
gionSupporte
dMetrics:list
vpc:vpcs:list
vpc:vpcs:get
vpc:subnets:g
et
vpc:subnets:li
st
vpc:subNetw
orkinterfaces:
update
vpc:publiclps:
get
vpc:publiclps:
list
vpc:bandwidt
hs:list
vpc:ports:get
vpc:routeTabl
es:update
vpcrouteTabl
es:.get
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FEILE M4
AP &%

6 AXPRFAOZANIN

PR

EIm
( Action)

IFRZAPHEN

RERIIRZ AR

IAM | &
mB | Ak
(Pr| IR
ojec | H
t) (E

&#if
VPNIE
1Z5%

GET /v5/{project_id}/
vpn-connection

vpn:vpnCon
nections:list

vpc:publiclps:
get

vpc:publiclps:
list

vpc:bandwidt
hs:list

er:instances:li
st

er:iinstances:g
et

vpc.vpcs:list
vpc:vpcs:.get

vpc:subnets:g
et

vpc:subnets:li
st

i
VPNZE
EiFB

GET /v5/{project_id}/
vpn-connection/
{vpn_connection_id}

vpn:vpnCon
nections:get

vpc:publiclps:
get

vpc:publiclps:
list

vpc:bandwidt
hs:list

er:instances:li
st

er:iinstances:g
et

vpcvpces:list
vpc:vpes:get

vpc:subnets:g
et

vpc:subnets:li
st
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APl &% 6 PPRFIIZANIR
BUR | XIRZAPIEN IR HRRRATHZAN IR IAM | &
( Action) e | W
(Pr| IR
ojec | H
t) (E
nte
rpri
se
Proj
ect
)
EET?EE PUT /v5/{project_id}/ vpn:vpnCon vpcvpesilist | v v
VPNiZE | vpn-connection/ nections:up . .
223 {vpn_connection_id} date vpCvpcsiget

vpc:subnets:g
et

vpc:subnets:li
st

vpc:subNetw

orklInterfaces:

update

vpc:publiclps:
get

vpc:publiclps:
list

vpc:bandwidt
hs:list

vpc:ports:get

vpc:routeTabl
es:update

vpcrouteTabl
es:get

MAERRAS 01 (2025-06-25)

WRIERE © HERRARBIRAT

355
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APl &% 6 PPRFIIZANIR
BER | XRZAPIEO IR HRRRATHZAN IR IAM | &
( Action) e | A
(Pr| IR
ojec | H
t) (E
nte
rpri
se
Proj
ect
)
il DELETE /v5/ vpn:vpnCon ces:metricDat | v v
VPNiE | {project_id}/vpn- nections:del a:list
223 connection/ ete

{vpn_connection_id}

ces.currentRe
gionSupporte
dMetrics:list

vpc.vpcs:list
vpc.vpcs:get

vpc:subnets:g
et

vpc:subNetw
orkinterfaces:
update
vpc:publiclps:
get
vpc:publiclps:
list
vpc:bandwidt
hs:list
vpc:ports:get
vpcrouteTabl
es:update

vpc:routeTabl
es:get
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APl &% 6 PPRFIIZANIR
BUR | XIRZAPIEN IR HRRRATHZAN IR IAM | &
( Action) e | W
(Pr|Im
ojec | H
t) (E
nte
rpri
se
Proj
ect
)
#tE26 | POST /v5/{project_id}/ | vpn:vpnCon ces:metricDat | v v
VPN | vpn-connections/batch- | nections:bat a:list
1ERE create chCreate ces-currentRe
gionSupporte
dMetrics:list
vpc.vpcs:list
vpc:vpcs:get
vpc:subnets:g
et
vpc:subnets:li
st
vpc:subNetw
orkinterfaces:
update
vpc:publiclps:
get
vpc:publiclps:
list
vpc:bandwidt
hs:list
vpc:ports:get
vpcrouteTabl
es:update
vpc:routeTabl
es:get
=i GET /v5/{project_id}/ vpn:vpnCon v v
VPNiZE | vpn-connection/ nections:get
#HE | {vpn_connection_id}/log | Log
E=1 POST /v5/{project_id}/ | vpn:vpnCon v v
VPNIE | vpn-connection/ nections:res
£ {vpn_connection_id}/ et
reset
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AP| & 6 I PRFNFZAIN
6.2.4 VPN &SI
BUR TRZAPHE IR KRRV IAM | &
(Action) mB |
(Pr | IR
ojec | H
t) (E
nte
rpri
se
Pro
ject
)
tlIgiE | POST /v5/{project_id}/ | vpn:connect | - v v
jEsIm | connection-monitors ionMonitors
:Create
BEifiE | GET /v5/{project_id}/ vpn:connect | - v X
ZI532 | connection-monitors ionMonitors
IES :list
fI&ZE | DELETE /v5/ vpn:connect | - v i
#EI84s  | {project_id}/connection- | ionMonitors
monitors/ :delete
{connection_monitor_id
}
& | GET /v5/{project_id}/ vpn:connect | - v i
#2541 | connection-monitors/ ionMonitors
{connection_monitor_id | :get
}
6.3 Zimw A= VPN BN In5%E
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FEE AL

AP| &% 6 PPRFIIZANIR
6.3.1 VPN [
BUR XIRZAPIEE] AT BRI RZARTN IAM | f2)IR
( Action) mB |H
(Proj | (Enter
ect) | prise
Projec
t)
TweeE | - vpn:p2cVpn | e vpn:system:list | v X
[EJHRZZ Gateway:su AvailabilityZo
BN bscribe nes
\;GPNW e vpcvpcs:list
e vpcisubnets:ge
t
e vpc:bandwidt
hs:list
e vpc:publiclps:c
reate
e vpc:publiclps:d
elete
e vpc:publiclps:u
pdate
e vpc:publiclps:li
st
e vpc:quotas:list
TEEL |- vpn:p2cVpn | - y x
JEHA Gateway:up
VPN dateSpecific
FHE ation
B | PUT /v5/ vpn:p2cVpn | e vpc:publiclps:c | v x
WA= | {project_id}/p2c- Gateway:up reate
VPN | vpn-gateways/ date o VDC e
. pc:publiclps:d
x {p2c_vgw_id} elete
e vpc:publiclps:u
pdate
e vpc:publiclps:g
et
e vpc:publiclps:li
st
e vpcbandwidt
hs:list
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APl &% 6 I PRFNEHANIN
PR XERIAPIEN NI BRI IR IAM | VIR
(Action) ImH | H
(Proj | (Enter
ect) | prise
Projec
t)
Hig®& | GET /v5/ vpn:p2cVpn | vpc:publiclps:get | v x
igAZ= | {project_id}/p2c- Gateway:ge
VPN | vpn-gateways/ t
XiFE | {p2c_vgw_id}
HifE | GET /v5/ vpn:p2cVpn | vpc:publiclps:get | v x
WA= | {project_id}/p2c- Gateway:list
VPN | vpn-gateways
SIS
BHiFL | GET /v5/ vpn:p2cVpn | - i x
igANz= | {project_id}/p2c- Gateway:list
VPNIE | vpn-gateways/ Connections
®=51%& | {p2c_vgw_id}/
connections
W POST /v5/ vpn:p2cVpn | - i X
pP2C {project_id}/p2c- Gateway:dis
VPN | vpn-gateways/ connectCon
XiERE | {p2c_vgw_id}/ nection
connections/
{connection_id}/
disconnect
FiR#E | POST /Vv5/ vpn:p2cVpn | - i x
igA\z= | {project_id}/p2c- Gateway:up
VPN | vpn-gateways/ grade
x {vpn_gateway_id}/
upgrade
HiFL | GET /v5/ vpn:p2cVpn | - v x
igA\z= | {project_id}/p2c- Gateway:list
VPN | vpn-gateways/jobs | Resourcelob
X155 s
SIS
fIp&eE | DELETE /v5/ vpn:p2cVpn | - v X
wAZ= | {project_id}/p2c- Gateway:del
VPN | vpn-gateways/ eteResource
F*{£5%% | jobs/{job_id} Jobs
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AP| & 6 I PRFIFZAIN
6.3.2 fRS5im
BUR XIRZAPIEO =AIm IRERATHZAR I IAM | &
( Action) mB | A
(Pr | Im
ojec | H
t) (E
nt
er
pri
se
Pr
oje
ct
)
UL | POST /v5/{project_id}/ vpn:p2cVpn scm:cert:get | v X
IKAZ= | p2c-vpn-gateways/ Gateway:cr o
VPNAR | {p2c_vgw_id}/vpn-servers | eateServer scm:cert:list
g scm:cert:dow
nload
vpc:publiclps:
get
vpc:routeTabl
es:update
vpc:subnets:g
et
vpc:quotas:lis
t
&Eig— | GET /v5/{project_id}/p2c- | vpn:p2cVpn v X
WX | vpn-gateways/ Gateway:lis
THIAR | {p2c_vgw_id}/vpn-servers | tServers
FEimls
2
EF#hiE | PUT /v5/{project_id}/p2c- | vpn:p2cVpn scm:cert:get | v X
TEMX | vpn-gateways/vpn- Gateway:u ST
AYARES | servers/{vpn_server_id} pdateServe scm:certilist
s r scm:cert:dow
nload
vpc:publiclps:
get
vpc:routeTabl
es:update
vpc:subnets:g
et
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APl &% 6 PPRFIIZANIR
BUR XIRZAPIEO ERIm HRERAOFEA IR IAM | &
( Action) mE |k
(Pr | IR
ojec | H
t) (E
nt
er
pri
se
Pr
oje
ct
)
SHihk | POST /v5/{project_id}/ vpn:p2cVpn | - v X
Simxd | p2c-vpn-gateways/vpn- Gateway:ex
MNAYZE | servers/{vpn_server_id}/ | portClientC
FiwEE | client-config/export onfig
B5ER
BE&CA | POST /v5/{project_id}/ vpn:system: | - v X
IFBHY | p2c-vpn-gateways/vpn- | checkClient
AiElE | servers/client-ca- CaCertificat
certificates/check e
SAZE | POST /v5/{project_id}/ vpn:p2cVpn | - v X
PiwCA | p2c-vpn-gateways/vpn- Gateway:i
P servers/{vpn_server_id}/ mportClien
client-ca-certificates tCa
8z | PUT /v5/{project_id}/p2c- | vpn:p2cVpn | - v X
FimCA | vpn-gateways/vpn- Gateway:u
iuEh servers/{vpn_server_id}/ pdateClient
client-ca-certificates/ Ca
{client_ca_certificate_id}
HifZE | GET /v5/{project_id}/p2¢c- | vpn:p2cVpn | - v X
FimCA | vpn-gateways/vpn- Gateway:g
iuEh servers/{vpn_server_id}/ etClientCa
client-ca-certificates/
{client_ca_certificate_id}
iB&Z | DELETE /v5/{project_id}/ | vpn:p2cVpn | - v X
FimCA | p2c-vpn-gateways/vpn- Gateway:d
uEh servers/{vpn_server_id}/ eleteClient
client-ca-certificates/ Ca
{client_ca_certificate_id}
& | GET /v5/{project_id}/vpn- | vpn:p2cVpn | - v X
FTH | servers Gateway:lis
FrEik tAllServers
FEimfs
1=}
SCHEhRZAS 01 (2025-06-25) RN © LARABIRAE 362



FEE FAMIES

APl &% 6 I PRFNANIN
PSR XTRIAPIE IR IRRRATHZAR I IAM | &
( Action) mE |
(Pr | I
ojec | H
t) (E
nt
er
pri
se
Pr
oje
ct
)
BrFFZZ | POST /v5/{project_id}/ vpn:p2cVpn | - v X
iGNz | p2c-vpn-gateways/ Gateway:di
VPN | {p2c_vgw_id}/ sconnectCo
FKiEHE | connections/ nnection
{connection_id}/
disconnect
BEHLE | PUT /v5/{project_id}/p2c- | vpn:p2cVpn | e lts:logGroup:l | ¥ x
igA\Z= | vpn-gateways/ Gateway:u istLogGroup
VfNJ‘-_‘E {p2c_vgw_id}/log-config pdgteConn e lts:logStream
BHE ectionsLog listLogStrea
[i=1 Config : g
m
Big4& | GET /v5/{project_id}/p2c- | vpn:p2cVpn | - v x
igA\Z | vpn-gateways/ Gateway:g
VPNiE | {p2c_vgw_id}/log-config | etConnecti
e = P onsLogConf
=1 ig
flERZZ | DELETE /v5/{project_id}/ | vpn:p2cVpn | - v x
IBAZ | p2c-vpn-gateways/ Gateway:d
VPNIE | {p2c_vgw_id}/log-config | eleteConne
e = P ctionsLogC
e onfig
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APl &% 6 X PRFNIZANIR
6.3.3 A&
BER | MEZAPHEO =AIm IREAORAIN IAM | i&
( Action) me |
(Pr | Im
ojec | B
t) (E
nt
er
pri
se
Pr
oje
ct
)
Bz POST /v5/{project_id}/ vpn:p2cVpn | - v X
VPNH | p2c-vpn-gateways/vpn- User:create
= servers/{vpn_server_id}/
users
#t26l | POST /v5/{project_id}/ vpn:p2cVpn | - v X
##2VPN | p2c-vpn-gateways/vpn- User:batch
=)= servers/{vpn_server_id}/ Create
users/batch-create
&if GET /v5/{project_id}/p2c- | vpn:p2cVpn | - v X
VPNH | vpn-gateways/vpn- User:list
P%IZE | servers/{vpn_server_id}/
users
EB PUT /v5/{project_id}/p2c- | vpn:p2cVpn | - v X
VPNH | vpn-gateways/vpn- User:updat
= servers/{vpn_server_id}/ |e
users/{user_id}
&if GET /v5/{project_id}/p2c- | vpn:p2cVpn | - v X
VPNA | vpn-gateways/vpn- User:get
= servers/{vpn_server_id}/
users/{user_id}
illiES DELETE /v5/{project_id}/ | vpn:p2cVpn | - v X
VPNH | p2c-vpn-gateways/vpn- User:delete
= servers/{vpn_server_id}/
users/{user_id}
#LEM | POST /v5/{project_id}/ vpn:p2cVpn | - v X
FRVPN | p2c-vpn-gateways/vpn- User:batch
=)= servers/{vpn_server_id}/ Delete
users/batch-delete
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APl &% 6 B PRFIFZAIN
PR XTRIAPIE IR IRRROFEARIN IAM | &
( Action) mB |
(Pr | IR
ojec | B
t) (E
nt
er
pri
se
Pr
oje
ct
)
EB PUT /v5/{project_id}/p2c- | vpn:p2cVpn | - v X
VPNA | vpn-gateways/vpn- User:updat
%3 | servers/{vpn_server_id}/ | ePassword
users/{user_id}/password
ES= POST /v5/{project_id}/ vpn:p2cVpn | - v X
VPNH | p2c-vpn-gateways/vpn- User:resetP
FZRG | servers/{vpn_server_id}/ | assword
users/{user_id}/reset-
password
elzE POST /v5/{project_id}/ vpn:p2cVpn | - v X
VPNH | p2c-vpn-gateways/vpn- Gateway:cr
PH servers/{vpn_server_id}/ | eateUserGr
groups oup
718 GET /v5/{project_id}/p2¢c- | vpn:p2cVpn | - v X
VPNA | vpn-gateways/vpn- Gateway:lis
P4B%\ | servers/{vpn_server_id}/ | tUserGroup
= groups
5 PUT /v5/{project_id}/p2c- | vpn:p2cVpn | - v X
VPNH | vpn-gateways/vpn- Gateway:u
P servers/{vpn_server_id}/ | pdateUser
groups/{group_id} Group
&#if GET /v5/{project_id}/p2c- | vpn:p2cVpn | - v X
VPNA | vpn-gateways/vpn- Gateway:g
P servers/{vpn_server_id}/ | etUserGrou
groups/{group_id} p
IR DELETE /v5/{project_id}/ | vpn:p2cVpn | - v X
VPNA | p2c-vpn-gateways/vpn- Gateway:d
P servers/{vpn_server_id}/ | eleteUserG
groups/{group_id} roup
s POST /v5/{project_id}/ vpn:p2cVpn | - v X
VPNA | p2c-vpn-gateways/vpn- Gateway:a
FEI4H | servers/{vpn_server_id}/ | ddUsers
groups/{group_id}/add-
users
MAERRAS 01 (2025-06-25) WRINPTE © HERIRARBIRAT) 365



FEE FAMIES
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PSR XTRIAPIE IR IRRRATHZAR I IAM | &
( Action) mB |
(Pr | Im
ojec | B
t) (E
nt
er
pri
se
Pr
oje
ct
)
HpReE | POST /v5/{project_id}/ vpn:p2cVpn | - v X
AVPN | p2c-vpn-gateways/vpn- Gateway:re
=)= servers/{vpn_server_id}/ moveUsers
groups/{group_id}/
remove-users
&Eig4H | GET /v5/{project_id}/p2c- | vpn:p2cVpn | - v X
AVPN | vpn-gateways/vpn- Gateway:lis
=)= servers/{vpn_server_id}/ tUsersInGr
groups/{group_id}/users | oup
6.3.4 15[ 5RHE
PSR X RIAPIE IR IRERATHEAR I IAM | &
( Action) mB |
(Pr | Im
ojec | B
t) (E
nt
er
pri
se
Pr
oje
ct
)
elbEd POST /v5/{project_id}/ vpn:p2cVpn | - v X
VPNij | p2c-vpn-gateways/vpn- Gateway:cr
[a)5ER& | servers/{vpn_server_id}/ | eateAccess
access-policies Policy
=Hih GET /v5/{project_id}/p2c- | vpn:p2cVpn | - v X
VPNiJ5 | vpn-gateways/vpn- Gateway:lis
[B)5ERE | servers/{vpn_server_id}/ | tAccessPoli
e access-policies cies
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PSR XTRIAPIE IR IRRRATHZAR I IAM | &
( Action) mB |
(Pr | Im
ojec | B
t) (E
nt
er
pri
se
Pr
oje
ct
)
EB PUT /v5/{project_id}/p2c- | vpn:p2cVpn | - v X
VPNiJ3 | vpn-gateways/vpn- Gateway:u
iBEkRE | servers/{vpn_server_id}/ | pdateAcces
access-policies/ sPolicy
{policy_id}
&b GET /v5/{project_id}/p2¢c- | vpn:p2cVpn | - v X
VPNiJ3 | vpn-gateways/vpn- Gateway:g
BERkE | servers/{vpn_server_id}/ | etAccessPol
access-policies/ icy
{policy_id}
DilES DELETE /v5/{project_id}/ | vpn:p2cVpn | - v X
VPNiJ | p2c-vpn-gateways/vpn- Gateway:d
iBEkRE | servers/{vpn_server_id}/ | eleteAccess
access-policies/ Policy
{policy_id}
6.4 IRSZ AIEEOFIIRGIZER
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6.4.1 VPN BEc&m
PR XIRIAPIEO IR HRERAOIEAIR IAM | &
( Action) mE | I
(Pr|Im
ojec | H
t) (E
nte
rpr
ise
Pro
jec
t)
&if GET /v5/ vpn:quota:li | - v x
VPN#CE | {project_id}/vpn/quotas | st
4
6.4.2 VPN &
BUR XTRIAPIEO =R KHRRIIEAIR IAM | &
( Action) e | Ak
(Pr | IN
ojec | H
t) (
En
ter
pri
se
Pr
oje
ct
)
BIEEZ=R | POST /v5/{project_id}/ vpn:resourc | - v v
JBFRES | {resource_type}/ elnstanceT
{resource_id}/tags/create | ags.create
Mp&Z= | POST /v5/{project_id}/ vpn:resourc | - v v
JBFRES | {resource_type}/ elnstanceT
{resource_id}/tags/delete | ags:delete
HifR | GET /v5/{project_id}/ vpn:resourc | - v X
JRERY | {resource_type}/tags eTypeTags:l
FREEF ist
=
EifE | POST /v5/{project_id}/ vpn:resourc | - v X
B3 | {resource_type}/ elnstances:l
e resource-instances/filter | ist
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FEE AL

API &% 6 I BRFNIANIN
BPR YIRZAPIHEO =R KHRRIAIR IAM | i&
( Action) mB | Ak
(Pr | I
ojec | H
t) (
En
ter
pri
se
Pr
oje
ct
)
HFE | GET /v5/{project_id}/ vpn:resourc | - i i
JBFRES | {resource_type}/ elnstanceT
SIES {resource_id}/tags ags:list
&R | POST /v5/{project_id}/ vpn:resourc | - v x
JBESLA5) | {resource_typel}/ elnstances:
H=E resource-instances/count | count
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FEE LS

APl &% A B3z

A

A.1 3REXINH ID

Brn=

ERAEOREHE, B2 URLPFEREANRBID, PRLAFERNEREBID. BUTH
FERENS = :

e FARBAPEREXIREID,
o  MNIZEHIBKEVIRBID,

EF3 API 3XEXIH ID
INH DT LB A AESEERM TRIESIRAPIERE .

SREXIRBIDAYECON “ GET https://{Endpoint}/v3/projects” , EA{Endpoint}AIAM
MNRIET R, FEOMAEESIES IAMEENET,

MRBIENT , EFRprojects FAY “id” BISIREAID.
{

"projects": [

"domain_id": "65382450e8f64ac0870cd180d14e684b",
"is_domain": false,
"parent_id": "65382450e8f64ac0870cd180d14e684b",
"description": "",
"links": {
"next": null,
"previous": null,
"self": "https://www.example.com/v3/projects/a4a5d4098fb4474fa22cd05f897d6b99"
I
"id": "a4a5d4098fb4474fa22cd05f897d6b99",
"enabled": true
}
1
"links": {
"next": null,
"previous": null,
"self": "https://www.example.com/v3/projects"

}
}
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FEE AL

APl &% A BfFF
MizHIE3RENE ID
MEFIBIREUR B IDRYLE BT
) SBIRHE
2. LuffT\EFT EJ:% HERPR, EIFETHYIERTA “TRAEIE”
£ “APIEIE” TWERIMBSIERHEEFIREID,
A-1 EBIH ID
APIEIE @
e ﬂ EXEATHS, IAMTFEFINEMESEE. EomE
| apmiE
HEE Q
e = r.mz!a =
A.2 RS
£ A1 FEIREE
IEFEIRDES | 3EE 5488
200 OK GET. PUTIR{EIEEIR[E],
201 Created POSTIR{EIEEIR[E],
204 No Content DELETERR{EIEZEIR[E],
% A-2 BEIROIE
REHE S izl
400 Bad Request | BRSZ2EHREELIEIEK
401 Unauthorized | #I5KAIREZERPZFZERI .
403 Forbidden SFIE KR EAIAIEHREELL
404 Not Found BRSS 2T A RHRIEKAY @ -
405 Method Not | iERFIEERITIZRBEDIF o
Allowed
406 Not ARSS 22 A R AYND R o A4 = P im &S o
Acceptable
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FEILE M4
APl &%

A B#=R
REE E Sit) izl
407 Proxy BR/RE S ERNIBIRS S HITIIE, XHFIEK
Authenticatio SHEAME
n Required
408 Request BB T RS ESRISERTIE
Timeout
409 Conflict AF R, ERTERTHK
500 Internal BRKRTH . RERE,
Server Error
501 Not BREKRTH . BRZBASZIFIMEKRAYINGE
Implemented
502 Bad Gateway | iE3kEKTH . IRSZEM LibFARSSSFWEI—1TEREY
MRz
503 Service BREKTHK . RAGHRE.
Unavailable
504 Gateway X FBAT o
Timeout

A.3 IEi=g

ThEEisee

IR[E{AEC

HixiSiAe

APIRREEREIRIY, SEBEREHNRE], Z/\PEEEXNVPNEEEO (A81E
OpenStack[REEO ) EIREHERRER .

{

"code": "VPN.0001",
"message": "invalid request:xxx"

}

LIEARAPIRT, tNRIBE “APIGW” FFLAYEEIRE, 152 WEATFAPIMXEIRSHT

ﬁfi o

& A-3 VPN AHENEIRGS

RSB e HIREE ik QL IBEE
400 VPN.0001 invalid BIANSH | BREREAIS,
request:xxx | AAE
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FEE FAMIES

AP| &% A B

RS = HREE A S IEfEE

500 VPN.0002 server error: | fRSZEEA | AR,
XXX EREEIR

403 VPN.0003 | Authenticatio | IE2B151E) | B IEFRRIERIERIR
n failed: xxx

404 VPN.0004 resource not | FFEKL | BRIARENIJESEESIE
found £ WEZz AR T EEHLEE

ZEE

400 VPN.0030 | The system is | RHE BHEEEIR .
busy, please | T, 5
try later. BEEiR.

400 VPN.0031 Repeated Esp=fc BHEEER .
operation. E.

E A-4 Zig \ = VPN (HIR3

RSB TELE HRER A A IBHETE
400 VPN.0070 | The key WEB%s | BEAEREEAMFESERD
algorithm of | RYZSAE | IEH.
the certificate | 2T
%s is not
supported.
400 VPN.0071 The signature | iEH%s | IBEAEZEELHFEER
algorithm of | R9BZE | iEH,
the certificate | 2T
%s is not
supported.
400 VPN.0072 Certificate %s | iEHB%s | BSARIIEARIZE FixCAIE
has expired. | EidH#i. | B,
400 VPN.0073 Certificate %s | IEH%s | BESNEREGES.
has not taken | &3R4
effect. B
400 VPN.0074 The format WEH%s | IBSAIERRUIES,
of the AT
certificate %s | ¥,
is invalid.
400 VPN.0075 The content | iFH%s | iBENIFBRITES,
of the RS
certificate %s | 3%,
is invalid.
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FEE AL

APl &% A Btz
RSB =B HIREE A A IBFETE
400 VPN.0076 Certificate %s | iIFH%s | BENIFBEITES,
is not a CA AAECA
certificate. WH,
400 VPN.0077 Duplicate UEFH%s | BEHERESANES.
certificate: gE,
%s.
400 VPN.0078 Invalid w5 BESAIERRIEIIER,
format of the | %sHY
CRL %s. L
e
400 VPN.0079 Invalid w5 BESANIERNmREIIER,
content of & %sHY
the CRL %s. | A&FE
e
400 VPN.0080 Invalid date | B§H5 BSAIERIGBEIIZE.
of the CRL 2 %sHY
9%s. HEET
e
400 VPN.0500 VPC %s is not | VPC %s | iBtBIAVPCRUIDEEIESIE
found. KEE., | .
400 VPN.0501 Interconnecti | EEXF BRIATFMEYIDEEIESIE
on subnet %s | M%s*k | i,
is not found. | &%,
400 VPN.0502 Interconnecti | EEXF BERAZHIPFTEEAIFM .
on subnet %s | M%sZS
has RIPA
insufficient Eo
available IP
addresses.
400 VPN.0503 Interconnecti | BEAF BERIEEVPCHIFM .
on subnet %s | P%sA~
does not BFVPC
belong to the | %s
VPC %s.
400 VPN.0504 | The number | iEEHGE | BN SERNEEE,
of THAEE
connections | XHIERK
exceeds the | iZ&EiE%,

upper limit
defined by
the
specification.
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FEILE M4
AP &%

A BiF
RSB e HIXEE fR REEfEE
400 VPN.0505 | Gateway MKFIR | BRI
resources are | A&
insufficient.
400 VPN.0506 | The gateway | MXIETE | iBHERBER .
is being e,
created, BREE
please try it
again later.
400 VPN.0507 | The gateway | MXIETE | iBHEBER .
is being B,
updated, BHEE
please try o
again later.
400 VPN.0508 The gateway | MXIE#E | 1BHEER.
is being BRA
deleted.
404 VPN.0509 | The gateway | MXAE | iBRIAMXRIIDEREIESIE
does not £o ;8
exist.
500 VPN.0510 | The gateway | MXIRZS | BEARFEATE
status is B8,
abnormal.
500 VPN.0511 The gateway | MEXKRH | BHEEEIR .
is not ready. | 4,
400 VPN.0512 | The gateway | MXE4P | BNESHPEEIP,
already has | XEEIP,
an EIP bound.
400 VPN.0513 | Insufficient PIRECER | 1S SEMIBRA R ERIIMX,
gateway E. E BRIET ARXRIRAYES
quota. A
400 VPN.0514 | Two AZs BHEER | BEERITHBX,
must be ANETA
specified. X,
400 VPN.0515 Duplicate EErn | BlEEFENTRK,
AZs. FAXE
s,
400 VPN.0550 | The EIP EIPEE | B SIEREIPHES .
bandwidth BT R
exceeds the | EXHIEG
upper limit o
defined by
the

specification.
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FEILE M4
AP &%

A BiF
RSB =B HIREE ik A IBEE
400 VPN.0551 EIP %s is not | EIP %s>k | iI5fAIAEIPAUIDEREIESIE
found. ?ﬁ:ztl.lo E%o
400 VPN.0552 EIP %s is EIP %s#% | iR ARYEIP,
frozen. R
400 VPN.0553 EIP %s has EIP %st | 15T FHRYEIP,
been bound RBRTESL
to an 5l
instance.
400 VPN.0554 EIP %s does | EIP %s>k | i5{ERMEH=AYEIP,
not have ﬁﬁﬁﬂ;
exclusive E2iom
bandwidth.
400 VPN.0555 EIP %s does | EIP %sA | is{EAFCMUHBYEIP,
not belong to | MU
a center. BYEIP,
400 VPN.0556 EIP type %s | EIPZE B{EFAIEMARYEIPZEEY,
is invalid. EY0hsTo
A,
400 VPN.0557 EIPs of the %sZER! | {5(EFERIFERYEIPSEEY,
type %s have | FYEIPE
been sold ZRERE,
out.
400 VPN.0558 Incomplete EIPES% | IBHIAMABIEIPESHER
EIP 75 DIRBESH,
parameters.
400 VPN.0559 EIP EIPS%L | iBHIAEIPEYIDFIE(BAYEIP
parameter P SRR
conflict.
400 VPN.0560 EIP quota not | EIPECER | HRIEY KEIPECERE RN
enough. e EIP,
400 VPN.0561 EIP quota not | EIPECER | IBEXRIA
found. FEKE,
400 VPN.0562 The current HEIMX | 1IBEBEREARF,
gateway AORRAA
version does | 3713%s
not support | IRE
%s feature.
404 VPN.0563 The EEAE | B ERRNEREID,
connection ‘.
does not
exists.
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FEE FAMIES

APl &%& A BfFF
RSB ETELE HRER A A IBFETE
400 VPN.1100 | The server IRSBImIE | BMANRSIRIED .
certificate PBAEESN
cannot be =,
empty.
400 VPN.1101 At least one | E/DE BRRELE—MEFiKCA
client CA —HER | IEB.
certificate is | iwCAIE
required. H,
400 VPN.1102 | The number | BRSBimHY | IBZEMX T RIS NRS
of servers HE U o
exceeds the PR o
upper limit.
400 VPN.1103 CIDR block %sMEE | IBMIABEMEIMER .
%s is invalid. | T
400 VPN.1104 CIDR block %sMJES BRI BERIIMES .
%s is A8,
unavailable.
400 VPN.1105 The number | KigMER | BN 201 s B/ D AIAIF R
of local HNEEE | Ko
subnets =38
exceeds the
upper limit.
400 VPN.1106 Duplicate AKige 1EMIBRESRIARIRMES
local subnet: -2%SE
9%s. 1=
400 VPN.1107 The mask ZRiEN | iSASIENEPiEMNER o

length of the | ERAYIERD
client CIDR KEWR
block must in | £

the range of | [16,26]

16 to 26. Zig,
400 VPN.1108 The number | ZRigEN | B ASENZPimMES
of IP BREE/

addresses in | HhttEE
the client INFRSE
CIDR block is | EEHE
less than the | ZgYtthit
number of IP | HE.,
addresses
required by
gateway
connections.
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FEILE M4
APl &%

A B
RSB TELE HRER A A IBFETE
400 VPN.1109 The client ZRigk] | BEASENZEFiRMNER
CIDR block EB5VPC
conflicts with | EEE%s
the VPC S,
route %s.
400 VPN.1110 | The status of | BRBimEY | BEEIEBRIAE.
server UEH%s
certificate %s Jku,—.—
is abnormal. =,
400 VPN.1111 The number | Zifk BN HEDLHEFiR
of client CA CAIFH | CAIEH.
certificates =8
exceeds the PR o
upper limit.
400 VPN.1112 Server IRSZImIE | IBFIABRSZIRIEBRYIDER
certificate %s | H%s*k | EHEIFf,
is not found. | %I,
400 VPN.1113 | The serveris | BRSBIRIE | BHEEER.
being fEelsE
created, F, 5%
please try BEiR.
again later.
400 VPN.1114 | The serveris | BRSBIRIE | BHEEER.
being EEH
updated, , 155
please try BREiR.
again later.
404 VPN.1115 Client CA =i BAZ PiIHCAIEBRIIDE
certificate %s | CAIIF BIESIFH,
does not FH%sA~
exist. ==,
404 VPN.1116 The server RBinA | BRIARSIHINIDESEES
does not ==, 1FH,
exist.
500 VPN.1117 The server SRk | BRI AT,
status is 7‘5#% o
abnormal.
400 VPN.1118 | The local RinE | BN RIRMNES
CIDR block Ny
cannot be T,
empty.
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FEE FAMIES

APl & A M=
REB IR BIREE A QMBI E
400 VPN.1119 The client ZRiEMN | BEASENEFIRNER

CIDR block EBS5Kig
conflicts with | MEZ%s

the local S,
CIDR block
%s.
400 VPN.1120 Client CRL ZRinm | IBmAEFinmiEYIEANID
%s not = ERIESIFHA,
found. F£%sA~
==
400 VPN.1121 Gateway not | PSR4 | MX4PEeip/REIR
bind eip. TEeip
400 VPN.1122 There are IRBinfF | BMRERE, BHTE

users on the | FEAF, | {E.
server. Delete | i55CHIBR
them first. ===

400 VPN.1123 | There are IRSinF | BRIBRRAFAEE, BHTE
user groups | fEFAF o
on the server. | A, &5

Delete them | HIF&FEF

first. 48,

400 VPN.1124 | There are IRSSiwTE | IBMIERIAIOSRESS, BT
access EiRasR | 34,
policies on &, &

the server. HIBRA1E)
Delete them | $5E&,

first.
400 VPN.1125 There are RBinfF | IBMREFiRCAEEE, B
client CA EERiE | #HTRE.

certificates CAIIE
on the server. | B, &5
Delete them | iRz

first. I CAE
H,
400 VPN.1300 | The user FBFAEE | FERARNBFEAEIR.
group name | EE,
already
exists.
404 VPN.1301 The user FBRPER | BEmAERIEPAEID,
group does Ve o
not exist.
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FEE AL

APl & A M=

RSB =G EIREE ik A IBEE

400 VPN.1302 The BREE | EEIRARARER.
username =
already
exists.

404 VPN.1303 The user BRAE | BMAERIBFID,
does not o
exist.

400 VPN.1304 The user %s | FHP%s | iBHEIANZBAREEEERM

has been EEoE | HIZmAFA, REE,
added to FEME | BEZBRNEMEFEAS
another user | P4H, BIREER0.

group.

400 VPN.1305 The user %s | FHFR%s | iBHIASEIRIIARFIDES
is not in the | RTEHRET | 1.
current user BPR4E,

group.
400 VPN.1306 | The number | FBFP4EZ | BREERFEH=E, AFPA
of user sHtER | HEFEEEBImARS.
groups KERE!
exceeds the 50,
upper limit
(50).
400 VPN.1307 | The number | BF#E | BlNERAFHE, faeed
of users BHR ) B AIERE R
exceeds the #l,
upper limit.
400 VPN.1308 | The password | ZIEZ | BEHIENZBIES S
complexity EXHE | Eo
does not ZeE
meet X,
requirements.
400 VPN.1309 | The password | ZIEAEE | IBWAFREEHEFZAR

cannot be 5RFE | BRAIFNEB.
the username | f3IFERY
or the reverse | FBFPZ4E

of the BB
username.

400 VPN.1310 | The password | ZiEEE | BRANERWTEEERT
contains EE=F RS KBxFE. INEF
invalid o 8. #$=F. E%FEG:
characters. @#$%N&*()-_=+\|[{}];"’

“ <>
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FEILE M4
AP &%

A BiF

RSB =B HIREE A A IBFETE

400 VPN.1311 The new MEBA | BEFMAELEESHE
password geSIE®E | ZR8tEE .
cannot be f5tERE .
the same as
the old one.

400 VPN.1312 | The old FEFIE% | BRAIERIIZERS
password is | F3&IR,
incorrect.

400 VPN.1313 | The user FFEE | BiBRXEANSINRESE,
group has XEcipE | BRIBREFA.
been REE, B
associated SeMpRIs
with an ISR .
access policy.

Delete the
access policy
first.

400 VPN.1314 | The password | 32355 | BEHBAZEERESHZ
is weak. 9, =

400 VPN.1315 Duplicate Ez=)E! BMANESENREF.
user 9%s. F%s.,

400 VPN.1316 | Operations ZOANBR | BDRIERNABRFA.,
on the BIiEiR
default user | {E.
group are not
allowed.

400 VPN.1317 | The BREF | BHAEREBERS.
username is | AJA,
unavailable.

400 VPN.1318 User list is BR%IE | BEANIERIRFIIZE.
empty. h=,

400 VPN.1400 | The number | i5a5EE | iIBEEIHIOREEE, A0
of access HEBH | REFEEBIRART .
policies ERAPRH
exceeds the 100,
upper limit
(100).

400 VPN.1401 The access IHIAEREE | IBHAIERISIHIEREEID,
policy does I FE.
not exist.
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FEE FAMIES

APl &% A B#=R
RS = HREE A A IRIEDE
400 VPN.1402 | The number | BHIMER | iBZMAZTF101BHIN
of HHEE | B
destination PR
CIDR blocks
exceeds the
upper limit.
400 VPN.1403 | The BHIM IERABMHIBERIRIES .
destination E&%sTc
CIDR block Mo
%s is invalid.
400 VPN.1404 Duplicate BH9m BOBMANESRBERIRNE
destination 3 %SE
CIDR block =10
%s
400 VPN.1405 | The BaY IBERABMHIBERIMIES .
destination CIDRM
CIDR block ERATIH
%s is
unavailable.
400 VPN.1406 Default BEAGIE | IBDIRERGAGIBIZRAES
access policy | REETiE
cannot be #BIE,
operated.
400 VPN.1801 You have TERE | BEFEINTREREHT
orders in AT 1R,
progress and | 88, A AE
cannot HITHE
perform the | $&{E,
current
operation.
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FEILE M4
APl &%

B {21Tic%

B ZiTicx

& B-1{8iTicR

y-Zil=):

EEHTiAR

2025-06-30

BHREREH . XEABSEHNA:

o (BXMUENVPNIGOKRIEET, 18K “type” SEAIEIAILE,

o EMEIHMXTVPNIRSIHET, 18 “page_info” SEAYE
;_}'I:O

o BXIWECIEVPNERFET, &K “name” ] “password”
SHAIIEIR

o (ZBPRFFNINET o

2025-04-16

FHRERA. XERBEH:
(B BIFEVPNIERE . BiEVPNiER: . ILECIRVPNIEEET, (&
Mz “PolicyRule” AYfEIARIER o

2025-02-05

BHRERAT . XEREEH:
(£ BIZEVPNEF. #E6IZEVPNEF. EifVPNAERF. &iF

VPNAIF%IZR. (2VPNAF .. HBRVPNARRET, #iEE ik
BRI PHBIEASREIARISER -

2024-08-31

B URIERXN AT . HEREEH:
IS ELIZVPNAER . H#HEMFRVPNERET

2024-08-23

FEXREXKH . MEATEH:
FIRIE R A ZVPNEIIRFIER . LIgAZVPNERISIR . RS
AHEHENRINSIRSTS .

2024-06-30

BIORERAS . XERBEFHF:
ERIEANZVPNRIX. IRBim. APSE. HakEE. VPNES
. VPNIREED,

B EMXAMEET

2024-04-19

BRREXNA . XEREEH:
{iﬂﬁﬁUEVPN RMXETs, “flavor” SEHEIEVPNRIXIEAHEIL
15888 o
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FEILE M4
APl &%

B {21Tic%

y-Zil=) -

SEHTIAA

2023-12-30

BINRIERXNAR . XEREEHN:

EIREET .

(EEIEEVPNRISE . EFVPNRISK. EiGVPNRIKSIZE. B3
VPNRIE. BIEETiRRX. Eigximhic. Eiaxtinhixs
*. ERXtiRRC. CUIEVPNIER. EiEVPNERE. &HifFVPN
EESIE. EHVPNEREET, 8 “tags” 2%,
(EZEIZEVPNRISE . EFVPNRIK. EHiGVPNRIXFIERET,
k& “master_eip” . “slave_eip” 2%,
IELEHRVPNRIXET, Mibk “master_eip_id” .
“slave_eip_id” =¥,

IEXEEVPNRIX . EIVPNRMXFIRET, Mkk

“access_private_ips” 2%,

2023-09-30

FDRENA . XERETEH:

{EcXEIIVPNRIX . EIFVPNRIXSIZER. EHVPNRIXETS,
“flavor” SEFTIEIEEEIPIENBIVPNRIAEEIIEIA R
(ENEIGVPNRXTBXET, WGBS
“professional1-NonFixedIP” “professional2-NonFixedIP”
S, EaRAFEEl .

(EEIIVPNRISE. EFVPNRIKSIZE. BHVPNRIXET,
FEIEEIE PN IERIE R
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FEE AL

APl &% B I&1TicH
y-Zil= ] BT
2023-07-15 FIRERA . NERNSEHA:
o % HEVPNMXIPEET.,
o FEFBVPNRMGERIFEED,
o FNIEEIHVPNRIEEBET,
o [EEUEVPNRI, BEGVPNRIXE, EiGVPNRIZEFIE. B
VPNRIXET, “flavor” SHFEMIEEZIFHAEARIREA
o (ENEAVPNRIX. B iRMNC. EEXtiRMX. Eifxlin
MKFIE . EFXHMEET, Fig “certificate_id” 2%,
o EMEIHVPNRIXATAKET, WABEFHIE “GM” &
#, 1EwRES
o (ENEIFEVPNIERE. EiFVPNIERE. TGVPNERESIE. &t
VPNIEEET, FEEZIFHEEXAIEIAIRE,
o (BEIFEVPNRIXETS, &2 “bandwidth_size” S¥AYIEHIA
AR,
o (EMBIFBVPNIEREETS, & “dh_group” #1 “pfs” SHHY
EINMEA “groupls”
o [EMEUEBVPNRIE, EFVPNRIXE, BEiGVPNRIXTIE. B
VPNRIXET, #iE “ha_mode” . “eip1” . “eip2” &
#, 1B “master_eip” . “slave_eip” SERVHEIRITEE,
o (EXNEIFVPNRIX. EiFVPNRIXFIZRINEHRVPNRIXET,
i “access_private_ip_1” . “access_private_ip_2” , 18X
“access_private_ips” S¥HIHHAILA
o (ENEIFEVPNIERE., EiFVPNIERE . TGVPNERESIZE. BT
VPNIEZET, #iE “ha_role” 2%,
2022-12-31 F—RERE
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