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AT AR MRS T TS SRIGRAPI: https://
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URI-scheme | {EaiEKAIMMY, HEIFFEAPIIIRAHTTPSHMNY .
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N AEBEELFTERINENERF,

e Content-Type: JHEMFRAIER (18 ) , ik, BUABYEA “application/
json”
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o X-Sdk-Date: 1E3KAIXAIATIE], Wik, fFIa0: 202211077020014Z,

e Host: FEEENIMUE, #9%, fNidentitycentermyhuaweicloud.com,
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APISZHHERAK/SKIAIE, AK/SKINER(FASDKITIERIFITES, BZIIESEHMEEK
mhifRbNAuthorization ( £ZINEFEE ) FIX-Sdk-Date (iERAIEAIATE ) iBEKL, AK/SK
TNIERSIEMIRBAIES W AK/SKIAIE.

XFFIHSEFIEN, BRI TR,

GET https://identitycenter.myhuaweicloud.com/v1/instances

content-type: application/json

X-Sdk-Date: 20230330T021902Z

host: identitycenter.myhuaweicloud.com

Authorization: SDK-HMAC-SHA256 Access=XXXXXXXXXXXXXXXXXXX, SignedHeaders=content-type;host;x-sdk-
date, Signature=xxXXXXXXXXXXXXXXXXXX

ERIHEA (ATiE)

I5KEBMEREIUSBURERIURL, SiEKERLFPContent-typeXIRr, (EEFRIER
HELZIMIAE . BERBEEERPFSEIFPNL, WRFFURAUTF-84D .
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BMEONBRERARBTRE, EHTESNEOBZTEEERERAE (HERHE
A% ) , GET. DELETERRMERENIEOMATERER, HEAREAASTER
EEAEOMmE.

3.2 TAIEEER

B O HEAAK/SKIAIE, @IFAK ( Access Key ID ) /SK ( Secret Access Key ) 1l

ZEAREK.
AK/SK IAIE
() 33488

AK/SKEZINEA R IFEEA XN 2MEAA .

AK/SKINIEFR 2EBAK/SKITIERIHTESR, TERIMEEFEERNEIERL, M

BIg BN

e AK (Access Key ID) : i5aZ4HID, SFABIHIOZEHAXBHB—IRRART; H%
$HIDFNFABIBINZE—EER, NEKRBTINESS.

e SK (Secret Access Key ) : S5ihaZ$AIDESFERRIZH, WE ki TMEES
B, IRRKRIETR, FhLEEREER.

EARAK/SKINIERY, AR FEREAFERAK/SKIEREITER, tBALMERE]
A ZSDKITERFHITER . 1FHAE R EFISDKERSEREEN: APIERIERE.

A
HASDKRIZHZRINEE, SRSFIEMAISDKAE, ERIHEES.

3.3 R[EIFR
WRREIUS, CRUENNRN, SRS, MIHEFHEE,

RS
RSBE—AMDEISEBFREE, REBRT TIERMMIORES, SRR
SIFES RS,
MHFFIHLAIEO, MRBRBFEREIREN 2007 , MFERERE .
NaRTES Sk

NRAEKBEEL, MMEFEBEEEL, W “Content-type” ,
FHN AN EE L FRIES N T X,
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%x 3-2 NHIpRSEEsL

HESLBR faR

Content-Type REASHIZER,
ZERY: String
HIANE: To
Connection 1BIESRSSENERERIEETEEERE

ZERY: String
BWE: keep-alive | close,

BIME: Lo
Date AR S5 28N M AYRT E]
KA String
EONME: Eo
X-Request-id | RS OISKIE—REARERAE, LU ZARTEIT
n,
;ﬁg: String
BIME: Lo

N Rz A

N Rz H BB R LSS TURE], ShR;EE kA Content-typeRXIhy, (&iERRIRL
HELZIMIRE

XFFFIHSEFIED, REIITNERAE.
{

"instances": [
{
"identity_store_id": "d-66f****b80",
"instance_id": "ins-2c1e**** ***{3c6",
"alias": null,
"instance_urn": "ldentityCenter::system:instance:ins-2c1e********f3c6"
}
1,
"page_info": {
"next_marker": null,
"current_count": 1

}
}
SEOEALERN, SREESREBREREERE, ExWAIBody A EzUaI TR
o
{

"error_code": "lIC.1215",

"error_msg": "only organizations administrator account can operate, please log in to the administrator
account!",

"request_id": ”e31 ‘I530********************51 31 1 n
}

Hrh, error_codeR81RI5, error msgR N EIREIAER, request_idRHRSS
SIS kE—REARBERIE, TLUBHZERE T,
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ThRENA

ERIAMBBFORISEAITIZR .

GET /v1/instances

2 4-1 Query 2

2H WS SHEE R

0 | HO

Integer BNMEKEREINGRKERE .
BIME: 1

=BX{E: 100

fR&{E: 100

limit

String P THRIC .
BMEE: 24
BRAKE: 24

iy

marker
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2% vy A SRR )%
X-Security- S String WMRIEEFERIRITLZEETE, T
Token LttheaderEMER], ZEBEZIG
&2 ERNEZESHE (£15S
F2) o
BAEE: 2048
V=251

W&E: 200

% 4-3 IR Body &

B8H SR R
instances Array of IAMB D HOELFNEETIER
objects
page_info Object BEPREENNR.
Z 4-4 instances
B84 BHER R
identity_store | String KEENIAMBE D FOIHINS KRS B HE—R
_id iRFF (ID)
BIME: 1
RAKE: 64
instance_id String IAMB R HROELFINEBE—RRRF (ID) .
sAMKE: 20
RAKE: 20
alias String BRASMIEFRRFFENXAISIE .
instance_urn | String SITRIPFG—ERBFR (URN) .

MAERRAS 02 (2024-03-29)

WRINERE © HERRAREBIRAT 10



IAM B{aeuly
AP| &% 4 AP

2 4-5 page_info

8% SHRT RR
next_marker | String WMREFE, NFRRTHANEEESEEN e s

M2 . EXRENELEERYS, TERESiEK
SHPERIE, DERBEEN T35 . 8N
ZEEIIEIE, BZlnext_markerlgizrcZEiR[E]

Fanull,
current_count | Integer AMREIZB#HE.
KEME: 400
2 4-6 NI Body S
S8 ¥R A
error_code String B,
error_msg String BIREE,
request_id String IEKE—TIR
KE&ME: 403
3% 4-7 1A/ Body &%
S8 SR A
error_code String eI N
error_msg String EIRER,
request_id String TEKRE—IRIR

ISR
EIAMBHH FORISERIZIZE .

GET https://{hostname}/v1/instances

N bz 735
RE&B: 200
Successful
{
"instances" : [ {

"identity_store_id" : "d-a00aaaa33f",
"alias" : "new-store-id-123",

SZH%RRA 02 (2024-03-29) WRIERE © HERRARBIRAT 1




IAM Bl

APl &% 4 API
"instance_id" : "ins-bd8baaaaaaaade60"
11
"page_info" : {
"next_marker" : null,
"current_count" : 1
}
}
R
B2 RSB,
H 0
HI=g
BEEIEIRB.

4.2 sthlipiaEs i E EiE
4.2.1 FREELAIRGIEEHITIEE

IhEENA
[ERREELAIRNAIaEHITNEE o
URI
POST /v1/instances/{instance_id}/access-control-attribute-configuration
*4-8 BIESH
2% =A%k SHRT R
instance_id 2 String IAMB oL SEf 2 BE—FR
IRFF (ID) &
IBREH
% 4-9 153K Header ¥
2% B WI% SRR ik
X-Security- B String WMRIEEFERIRIT LS EE,
Token ttheader2 % FEHY, Z(EZIR

HREERNIZEOR (R1EFS
hE) o
BAKE: 2048

S5k 02 (2024-03-29) WRINERE © HERRAREBIRAT
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IAM Bl

AP| &%& 4 API
% 4-10 153K Body &%
S =AW SR iR
instance_acc | 2 Object IEEERINEIABACECERIIAM
ess_control_a BB miREHE
ttribute_confi
guration

2 4-11 instance_access_control_attribute_configuration

2 ey SR )%
access_contro | 2 Array of IAMB {0 S| ABACEEE
[_attributes objects B
#BKE: 0-20
£ 4-12 access_control_attributes
2¥ =A% SR R
key 2 String S5ENSMIEFRSHXENE
HEIBIR .
BMEE: 1
BAEE: 128
value = Object BFBiEEEEIREEI B9TRY
=R
2 4-13 value
2 =Rk SR )%
source = Array of BFEiEE RS B7mIERY
strings B

BME: 0
BAKE: 255
HAEKE: 1-1

=
RE/: 400

MAERRAS 02 (2024-03-29)
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IAM BH{peuly
AP| &% 4 AP

% 4-14 uiZ Body 2

8% e el fik
error_code String 2=,
error_msg String EIRER.
request_id String EKE—TIR

R7SF5: 403

# 4-15 IR Body 23

8% e el ik
error_code String LN
error_msg String HEIRER.
request_id String EKE—FRR,

\$ —

1=
[EFtEESEBIRYE a=HIThRE o
POST https://{hostname}/v1/instances/{instance_id}/access-control-attribute-configuration
{

"instance_access_control_attribute_configuration" : {
"access_control_attributes" : [ {

"key" : "email",
"value" : {
"source" : [ "${path:emails[primary eq true].value}" ]
}
1A
"key" : "displayName",
"value" : {
"source" : [ "${path:displayName}" ]
}
H
}
}
iz~
7
N
BESIREE
j:t\
e
ESIEIRE

SZA%RRAN 02 (2024-03-29) WRINERE © HERRAREBIRAT 14




IAM B{p el
APl &%

4 API

4.2.2 SREGEELBIRTGEEH R IEECE

INEEN4A
REIEEENSIEEIAME RN FOLLFINE T EHAYSITES ( ABAC) —E(FERRY
IAMB{D RO BDREMESIZR .
URI
GET /v1/instances/{instance_id}/access-control-attribute-configuration
F 4-16 BBRER2H
2 BRIk SR i)
instance_id 2 String IAMB oL SERI £ BE—FR
IRFF (ID) »
BREH
X 4-17 153K Header &%
S =AWk SR U
X-Security- & String WMRIEEFERIRIT LS EE, U
Token ttheader@EHY, 1ZERIR
HNZeEENTe<H (2FS
) .
BAEE: 2048
R &%
KEB/: 200
& 4-18 gl Body 2#
84 SHER R
instance_acc | Object ERINEIABACEERIAMB D OB R E HERY

ess_control_a
ttribute_confi

guration

FR.

MAERRAS 02 (2024-03-29)
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IAM Bl

AP| &% 4 API
2H SR iR
status String ABACEHECERIIRES
KZME:
e ENABLED
o CREATION_IN_PROGRESS
e CREATION_FAILED
status_reason | String EHEXIEERMHNHFIRSHEZSFHER.

2 4-19 instance_access_control_attribute_configuration

S SR R
access_contro | Array of IAMBH{9 (> SEFIRABACEERIEE .
L_attributes objects HAIERE: 0 - 20

£ 4-20 access_control_attributes

e SR A

key String S5ENSHIREFRISH XEXNEIERIEFR .
BM<E: 1
BAKEE: 128

value Object BFEEER MRS MIRIE.

Z 4-21 value
8% e el fiik
source Array of BFSiEE RSN RIS HIENE.
strings 2NEEE: 0

RAIKE: 255
HAKE: 11

R&6G: 400

K 4-22 WLy Body

2% e ESiS fR
error_code String 2L,
SZA%RRAN 02 (2024-03-29) WRIERE © HERRARBIRAT 16




IAM B{p el

APl &%& 4 API
2H SR iR
error_msg String BIREE.
request_id String TEKME—ITIR

RZSMD: 403
& 4-23 Wi Body 2#
e SHEE iR
error_code String IR,
error_msg String EIREE.
request_id String TEKE—ITIR
=GNl
SREMEELAIRYEIEH B EECE
GET https://{hostname}/v1/instances/{instance_id}/access-control-attribute-configuration
i Rz~ 5
RS 200
Successful
{
"instance_access_control_attribute_configuration" : {
"access_control_attributes" : [ {
"key" : "email",
"value" : {
"source" : [ "${path:emails[primary eq true].value}" ]
}
e
"key" : "displayName",
"value" : {
"source" : [ "${path:displayName}" ]
}
11
h
"status" : "ENABLED",
"status_reason" : null
}
RS
B IRAD.
xS
BESIEIRE.
M A%hRAS 02 (2024-03-29) RN © LARABIRAE 17




IAM Bl

APl 5% 4 API
4.2.3 EFgEEAIRGaEHEEECE
ThEE TR

B SIAMBR R OEH—RERIIAMBR R OBHIRRENE, LUdTETEMENS
=% (ABAC) .

URI
PUT /v1/instances/{instance_id}/access-control-attribute-configuration
* 4-24 IRZS¥
S¥ =AWk SHER U
instance_id 2 String IAMEB O LB 2 B HE—FR
RFF (ID) o
IBRESH
K 4-25 153Kk Header 2%
2% 2RIk SR T
X-Security- S String WMRIEAEFAIREZEERE, U
Token Ittheader2 &MY, Z(EZIf
HNZeZRENZESHE (8FS
)
BAKEE: 2048

% 4-26 15k Body 2%

¥ BRIk SR fHiR
instance_acc | 2 Object FEHABACELERIE M .

ess_control_a
ttribute_confi
guration

2 4-27 instance_access_control_attribute_configuration

2H BRIk SR fHR
access_contro | 2 Array of IAMEB 5O SLBIFRABACEEE
L_attributes objects B,

HEKE: 0-20

SZA%RRAN 02 (2024-03-29) WRINERE © HERRAREBIRAT 18



IAM B{peuly
APl &% 4 AP

£ 4-28 access_control_attributes

SH A% SR ik
key = String SERB 0 IEFRISDREXRYE
PERIETR

BIEE: 1
BXEE: 128

value 2 Object BFEiEERE M EI SRR
=
2 4-29 value
S BRI SHEER i)
source 2 Array of BFEBiEEREMETEIS7DRAY
strings B,

=2I<E: 0
BRAKE: 255
HEKE: 1-1

D)VES54
KA 400

% 4-30 IR Body S%

8% e et fik
error_code String LN
error_msg String BIR(EE
request_id String ERE—IRIR

WR&6G: 403

# 4-31 (IR Body 2%

2% S¥RT ik
error_code String 2=,
error_msg String HIRER.
request_id String TEKE—ITIR

SZA%RRAN 02 (2024-03-29) WRIERE © HERRARBIRAT 19




IAM Bl
APl &% 4 AP

=GNl
BB ELARAaES B R E .
PUT https://{hostname}/v1/instances/{instance_id}/access-control-attribute-configuration

{
"instance_access_control_attribute_configuration" : {
"access_control_attributes" : [ {

"key" : "email",
"value" : {
}"source" : [ "${path:emails[primary eq true].value}" ]
hA
"key" : "nickName",
"value" : {
}"source" : [ "${path:nickName}" ]
H
}
}
R Rz 7351
7
R
B IREE .
=
BESIEIRE .
4.2.4 fEIRisELAnvinaiEdlEtECE
ThEEN A
ZHBIEEIAMBEMFOLFNETFEMRAEES (ABAC) TheE, HMREERERFT
BB,
URI

DELETE /v1/instances/{instance_id}/access-control-attribute-configuration

K 4-32 RS

2 =A% SR A
instance_id 2 String IAMEB 3O LBIE B HE—FR

275 (ID)

SZA%RRAN 02 (2024-03-29) WRINERE © HERRAREBIRAT 20



IAM Bl
AP| &%

4 API

IERSH

% 4-33 53K Header 2%

B2Y EEWI%E SR R
X-Security- & String WRIEEFRIRIZEEE, U
Token Itbheader@ AT, ZE=R/R
HZeERENZE2SE (215
) o
BRAKE: 2048
RS2
REB: 400
7 4-34 IR Body 2%
e SHRT R
error_code String E1=E .
error_msg String HEIRER.
request_id String TERE—IRIR

R&G: 403

% 4-35 5 Body S

2% SR fHiA
error_code String TAELIEN
error_msg String EIRER.
request_id String IERE—IRIR

BRI

R EESEAIAYhIEHEH R IR E .

DELETE https://{hostname}/v1/instances/{instance_id}/access-control-attribute-configuration

il iz 73~
%

MAERRAS 02 (2024-03-29)
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IAM Bl

APl &% 4 API
RS

1%5%%%&; EE.,I o
xS

BESIEIRB.

4.3 NREETE

4.3.1 FINEFBD RS

IheeNAa
IR ERIRERRINAE RSO RIS .
izt
EaJLATEAPI Explorerdifidiziz [, SXIFEMAIEEEAN . API Explorera] LABRI4ERK
SDKACRBRMI, FRHSDKIBRAENEIXINEE
URI
POST /v1/instances/{instance_id}/permission-sets/{permission_set_id}/attach-
managed-policy
* 4-36 BZBY
8% =% SR 1k
instance_id 2 String IAMEB 3 OLBI 2 B HE—FR
IRFF (ID) »
permission_se | 2 String BIRENE BHE—IRREF
t_id (ID) »
IBREH
R 4-37 153K Header 2#{
8% B Wi%E SR ik
X-Security- & String WMREEFERIRIT LS EE, U
Token Itbkheader2% 09, BRI

NReERNZEOE (RIEFS
hE) o
RAKE: 2048

MAERRAS 02 (2024-03-29)
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IAM Bl
APl &

4 API

% 4-38 153Kk Body 2%

2% BEWI% SR fEid
managed_poli | 2 String IAME S SHD RBEHE—IRIR .
cy_id
managed_poli | & String IAMRFBADREEEFR
cy_name 2K 1
BRAEKE: 128
InJVE=S5't
RESE8: 400
3 4-39 I Body &%
2% SR A
error_code String 2= .
error_msg String HEIRER.
request_id String TERE—IRIR

WRE&RS: 403

2 4-40 IR Body 2%

8% e et ik
error_code String TSN
error_msg String EIREE,
request_id String IERE—IRIR

WR&G: 409

% 4-41 IR Body 2%

e SR R
error_code String FESIER
error_msg String BIREER,
request_id String TERE—RIR

S5k 02 (2024-03-29) WRIERE © HERRARBIRAT
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IAM Bl
AP| &%

4 API

BRI

N Rz~

N

IS ERIPREFRINR D RES o

POST https://{hostname}/v1/instances/{instance_id}/permission-sets/{permission_set_id}/attach-managed-

policy

{

"managed_policy_id"

: "848805579*+*+**+r+(03de60620a5",

"managed_policy_name" : "sys_example_456"

}

P G

o
w
> N
=]
$
]
T
"

RIEIREEID, MIFFEERIPREE .

DELETE /v1/instances/{instance_id}/permission-sets/{permission_set_id}

% 4-42 BIRSH

2% =% SR A

instance_id 2 String IAMBHA IO SEAIRg £ B E—R
RFF (ID) »

permission_se | & String MIRENZBHE—FRRET

t_id (ID) &

MAERRAS 02 (2024-03-29)
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IAM Bl
APl &

4 API

IERSH

K 4-43 153Kk Header 2%

8% B SRR ik
X-Security- & String WMRIEEFERIRRZEERE, U
Token Itbheader@&EHY, ZE=ZIR
NZ2ERENZESE (2159
B2 o
BAEE: 2048
D)VE254
RE&ES: 400
& 4-44 11 Body ¥
e SHRT R
error_code String I
error_msg String HEIRER.
request_id String TERE—RIR

WR&6G: 403

2K 4-45 WL Body 2

e SR R
error_code String IR,
error_msg String BIRER,
request_id String TERE—RIR

R&RG: 404

2 4-46 I Body S

e SHRE R
error_code String E1= .
error_msg String BIRER,
request_id String TERE—IRIR

MAERRAS 02 (2024-03-29)

WRIERE © HERRARBIRAT

25




IAM Bl

APl &%& 4 API
=Rl
IRIEPREEID, MBRIEERINPREE
DELETE https://{hostname}/v1/instances/{instance_id}/permission-sets/{permission_set_id}
il Rz 73~ 15
7
RS
1%%%%&»55 °
IS EL
B2 EIRE .
4.3.3 EANREFIE
INRENA
IRIESFREEID, ESEEMIRENFIBER.
URI
GET /v1/instances/{instance_id}/permission-sets/{permission_set_id}
X 4-47 BRSH
2 =RWIE SR 1)
instance_id 2 String IAMB oL SEBI £ BE—FR
IR (ID) &
permission_se | 2 String BIREMNEBH—IRRRT
t_id (ID)
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IAM B{p el

APl &% 4 API
IBREH
K 4-48 153Kk Header 2%{
8% BE W% SRR 1k
X-Security- S String WMRIEEFERIRITLZEETE, T
Token ttheader2@ W EHY, ZERIR
NZ2ERENZESE (2159
B2 o
BRAKE: 2048
e

RZSEE: 200

2 4-49 I[IR7 Body 5%

e SR fix
permission_s | Object SENIREFHERBAINTR,
et

% 4-50 permission_set

B8H e il R
created_date | Long Y PREEAIBIFERTIE]
description String I PREERYIEIA
BME: 1
BRAKE: 700
name String RERBFR

BME: 1
RAKE: 32

permission_se | String
t.id

I BREERIME—FRIR o

relay_state String

FHEEH%QE{QE@IEHEEPEEFEUF_EFHEF%EF'E’\J
% o

BIME: 1
RAKE: 240

MAERRAS 02 (2024-03-29)
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IAM BH{p el
APl &

n

4 API
28 SR A
session_durati | String N B F R AIETEISO-860 1R R A AYATE
on KEO
BIME: 1
BAEKEE: 100
permission_ur | String PPRERFZ—ZFBRZFR (URN) o

WK&6G: 400

% 4-51 IR Body S%

2% SR fHiA
error_code String TAELIEN
error_msg String BIREE,
request_id String ERE—IRIR

REG: 403

% 4-52 IR Body &%

e SHRE R
error_code String BIZE,
error_msg String BIRER,
request_id String TERE—IRIR

REE: 404

% 4-53 K Body S%

2¥ SRR iR
error_code String LI
error_msg String BIREE,
request_id String ERE—IRIR
X #4hRA 02 (2024-03-29) WRIXERE © LR ARBIRAT 28




IAM Bl

APl &%& 4 API
=
IRIBINPREEID, EiiEERERIFBER.
GET https://{hostname}/v1/instances/{instance_id}/permission-sets/{permission_set_id}
I pz 7~
RSB 200
Successful
{
"permission_set" : {
"created_date" : 1684794344964,
"description" : "RFIINPREE",
"name" : "example_0615",
"permission_set_id" : "ps-8603aaaaaaaal4bd",
"relay_state" : "",
"session_duration" : "PT4H",
"permission_urn" : "ldentityCenter::system:permissionSet:ps-8603aaaaaaaal4bd"
}
}
RS
B2 RSB
xS
ESIEIRB.
4.3.4 EFIPREE
IhgeNn4a
IRIBINREEID, EFIEENIRENEM
URI
PUT /v1/instances/{instance_id}/permission-sets/{permission_set_id}
E 4-54 IR1Z2H
2% BE W% SRR ik
instance_id 2 String IAMB oL SERI £ BE—FR
IRFF (ID) &
permission_se | & String RIRENE BHE—IRREF
t_id (ID) &
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IAM B{p el
APl &

4 API

IERSH

% 4-55 53K Header 2%

24

SHR HEk

X-Security-
Token

iy

String NRIFEFERIRIRZEERE, N
Ittheader@WFEHY, 1ZERIR
HZeERNEZE<SHE (21ES
Hﬁ) o

BRAEKE: 2048

% 4-56 153K Body 2%

2%

Rk

SHER %S

description

TGS
[=]

String PRERYIA .
=BIEE: 0
BAEE: 1024

relay_state

iy

String ATFERSENIIEEIREFERE
R AR .

BME: 0
BAXEE: 240

session_durati
on

iy

String NP SIETEISO-8601
FREPE RIS ENRE
BRIMKE: 1

RAXIKE: 100

N Rz S4L

WR&E: 400

2 4-57 [0 Body &%

2% SHRT T
error_code String LTI
error_msg String HIRER.
request_id String TEKE—ITIR
K& 403
SiSkRA 02 (2024-03-29) WRINPTE © HERIRARBIRAE) 30




IAM BH{peuly
AP| &% 4 AP

2K 4-58 WLy Body 2#

8% e et fEik
error_code String LN
error_msg String EIRER,
request_id String EKE—FRR,

WK&G: 404

# 4-59 IR Body 2

e ¥R R
error_code String FESIE
error_msg String BIREER,
request_id String IEKME—IRIR .

ERTB
TRIZUREID, BHIEEIIRENREL.

PUT https://{hostname}/v1/instances/{instance_id}/permission-sets/{permission_set_id}

{
"description" : "EHRAINIRE",
"relay_state" : "",
"session_duration" : "PT8H"
}
M Rz~
7
RSB
1B IIRESE .
xS
B2 ERB.
4.3.5 RIBRRFS D RM
IhgeN4A

MBS B REPHIR DR o
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IAM BH{p el
AP| &% 4 AP

URI

POST /v1/instances/{instance_id}/permission-sets/{permission_set_id}/detach-
managed-policy

X 4-60 IR

S AW SR iR

instance_id 2 String IAMB {9 £ BE—FR
RFF (ID) o

permission_se | 2 String BIREMNEBH—IRRRT

t_id (ID) &

IBREH

2 4-61 153K Header &%

2H BRIk SHEE HEk

X-Security- B String WMREEFERIRIT LS EE, U
Token Ittheader@ &MY, ZEEI
RZeERENZeSRE (218
B o

BAEE: 2048

% 4-62 55K Body B8

2% =AUk SR A
managed_poli | 2 String IAME SR SHD TREEME—RIR
cy_id

VRS54
RAF: 400

7 4-63 IR Body 2%

B8Y et et ik
error_code String S
error_msg String HEIRER.
request_id String TERE—RIR
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IAM B{peuly

APl &% 4 API
RE&ME: 403
2 4-64 NI Body &%
2 SR R
error_code String LI
error_msg String BIREE,
request_id String TEKME—ITIR
JRARG: 404
% 4-65 AN Body B4
28 SR A
error_code String LI
error_msg String EI=RER.
request_id String EKE—FRR,
=Rl

RSB REFHIR GO RS o

POST https://{hostname}/v1/instances/{instance_id}/permission-sets/{permission_set_id}/detach-managed-

"managed_policy_id" : "ps-8603aaaaaaaal4dbd"

policy

{

}
g Rz

¥
I NT

ESIRESE
tHIRIG

52 IR

4.3.6 EHEENXBDRIEFE

ab
ThEEN 4B

EEENREFHIBEXSHRIEFE.

MAERRAS 02 (2024-03-29)
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IAM B{p el

APl &% 4 API
URI
GET /v1/instances/{instance_id}/permission-sets/{permission_set_id}/custom-policy
%+ 4-66 IB1ZBY
8% BEWI% SRR 1k
instance_id 2 String IAMBHR RO LBIR 2 B HE—R
IRFF (ID) »
permission_se | 2 String NIRENE BHE—RRRT
t_id (ID) .
IBREH
K 4-67 153Kk Header 2%
2% BEWI% SRR R
X-Security- S String MREAEFEARZEENRE, T
Token Ittheader@ TR, ZERIR
HZeEENZeSHE (2EFS
) o
BRAKE: 2048
D)VE254

W&E: 200

2 4-68 [ Body &%

¥ SR iR
custom_policy | String INEIRRERI B E X SO RS

BME: 1
BAEKE: 131072

WK&G: 400

% 4-69 iKY Body %4

2H SR iR
error_code String EIRg
error_msg String BIRER

MAERRAS 02 (2024-03-29)
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IAM B{a el

APl &% 4 API
2% SRR fik
request_id String IEKRIE—RIR
RS 403
& 4-70 K] Body 2%
8% e el ik
error_code String =3
error_msg String HEIREE
request_id String TEKIE—IRIR
=GNl

SIS ENIRETHIBEXSDRIEFR .

GET https://{hostname}/v1/instances/{instance_id}/permission-sets/{permission_set_id}/custom-policy

e 3z 73~ 5]
REB: 200
{

"custom_policy" : "{\"Version\":\"5.0\",\"Statement\":[{\"Effect\":\"Deny\",\"Action\":
[\"organizations:ous:delete\"],\"Condition\":{\"StringEquals\":{\"g:ResourceAccount\":
[\"0a6d25d23900d45c0faac010e0fb4de0\"]}}}1}"

}
RS

BB RSB,
IRt

SR

4.3.7 FINBEX B R

EREEAISRESRFINEE X BHRE

URI

PUT /v1/instances/{instance_id}/permission-sets/{permission_set_id}/custom-policy

MAERRAS 02 (2024-03-29)
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IAM B{p el

APl &%& 4 API
xR 471 BRSY
¥ =AWk SHER i)
instance_id 2 String IAMEB UL 2 B HE—FR
RFF(ID) o
permission_se | 2 String NIRENE BRI
t_id (ID) .
IBRESH
% 4-72 153K Header 2%
2H 2RIk SR faR
X-Security- S String WMRIEAEFEAIRZEERE, U
Token Ittheader@ % FEHY, Z(ERIR
HZeEENZe<H (2iFS
)
BAKE: 2048
7 4-73 153K Body 2%
2% =AWk SHER R
custom_policy | 2 String ERINENRENEEXSDER
B o
RIMKE: 1
BAEE: 131072
V254
KEB: 400
K 4-74 uZ Body 2
S SRR g
error_code String =g
error_msg String BIRER
request_id String IERE—HRIR

RS 403
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AP| &%

4 API

2 4-75 Wiy Body 2

2% SR f#iA
error_code String RS
error_msg String HIREE
request_id String IERE—HRIR

W&G: 409

2K 4-76 uLi Body 2#

e ¥R R
error_code String eI
error_msg String BIRER
request_id String IERE—RIR

BRI

EREEMINIRERFINEE X BHRE

PUT https://{hostname}/v1/instances/{instance_id}/permission-sets/{permission_set_id}/custom-policy

{

"custom_policy" : "{\"Version\":\"5.0\",\"Statement\":[{\"Effect\":\"Deny\",\"Action\":
[\"organizations:ous:delete\"],\"Condition\":{\"StringEquals\":{\"g:ResourceAccount\":

[\"0a6d25d23900d45c0faac010e0fb4deO\"1}}}1}"

}
e Mz 73~/

X
REB

BES RS
RS

ES IR .
4.3.8 i B E X B REE
IHREN4A

WIS B REFHIEEX SO
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URI
DELETE /v1/instances/{instance_id}/permission-sets/{permission_set_id}/custom-
policy
x 4-77 BRSH
2¥ =A% SR R
instance_id = String IAMB{pRILSERI 2 BE—FR
R (ID) o
permission_se | 2 String NIRENE BE—IRRE
t_id (ID) &
B2
K 4-78 153K Header 2%{
2 =AWk SR )%
X-Security- B String MREAEFEARZEENRE, T
Token Ittheader2®FEH, ZEZIR
HZ2ERNEZe<SHE (S1EFS
) .
BRAXEKE: 2048
Nl iz 2
RS 400
2 4-79 IR Body 244
28 SR R
error_code String EIRS
error_msg String BIRER
request_id String 1EKIE—IRIR

W&G: 403

% 4-80 IR Body S%

2 SR R
error_code String RS
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2 SRR A
error_msg String BIRER
request_id String 1EKE—IRIR

=Rl

il iz 73~ 451

T

WIS e REFHIEEX SDREE

DELETE https://{hostname}/v1/instances/{instance_id}/permission-sets/{permission_set_id}/custom-policy

ESEENREXKAIKSTIE

GET /v1/instances/{instance_id}/permission-sets/{permission_set_id}/accounts

* 4-81 IR1ZSH

t_id

(ID) .

8% W% SR ik

instance_id 2 String IAMEB O LBI 2 B HE—FR
7 (ID) &

permission_se | 2 String NIRENE BRI
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APl &%& 4 API
K 4-82 Query 2%
2% =A%k SR #R
limit S Integer BMEKREINRKERE.
=ME: 1
BAE: 100
fR&(E: 100
marker & String S TIRFRIC.
=BIVEE: 24
BRAKE: 24
provisioning_s | & String BIREDEIRE -
tatus eI =k
o LATEST PERMISSION_SET
_PROVISIONED
e LATEST PERMISSION_SET
_NOT_PROVISIONED
BRESH
K 4-83 153k Header 2#{
2% BRWIE SR fHR
X-Security- & String WMREEFERIRITZEETE, T
Token Ittheader@ % FERY, Z(ERIG
HZeZRENZESHE (8FS
) .
BAKEE: 2048
R3S

WRE&RS: 200

2 4-84 I[IR7 Body 5%

2% SR fik
account_ids Array of KSIDFIE,
strings
page_info Object BENERIINR.
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AP| &%

4 API

2K 4-85 page_info

2H SR iR
next_marker | String WMREFE, NFRRTHANEEESEEN e s
A E . FEXHEENEERARS, EiR&IEK
SHPFERLE, LERBGREHN T35 . &L
ZEEIMIRE, EZInext_markerlif TR (Gl
Fnull,
current_count | Integer ATUREIZBHE.,
KE/: 400
2 4-86 I Body &%
¥ SHE iR
error_code String B,
error_msg String HIRES.
request_id String IEKE—TIR

RSE5: 403

%= 4-87 IR Body £%4

8% e el ik
error_code String 2=,
error_msg String EIRER.
request_id String TEKRE—IRIR

iERTH

EESEENREXRIKAIKSIIE

GET https://{hostname}/v1/instances/{instance_id}/permission-sets/{permission_set_id}/accounts

N Mz 73~ 51
REB: 200
Successful

{

"account_ids" : [ "9ced4bf2b81c086cf24fd70c3932f84f" ],

"page_info" : {
"next_marker" : null,

MAERRAS 02 (2024-03-29)
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APl &% 4 API|
"current_count" : 1
}
}
RS
B2 RSB,
e

4.3.10 K ESH B (DR

ab
IHEEN B

URI

IREVAINENSERREFHIR GBI RETTIR

GET /v1/instances/{instance_id}/permission-sets/{permission_set_id}/managed-

policies

X 4-88 RIS

B8H =AWk SR R

instance_id 2 String IAMEB 3 FOLBI 2 B HE—FR
IRFF (ID) »

permission_se | 2 String NIRENE BE—RRRT

t_id (ID) .

2 4-89 Query 2%

85 =AWk SHERR R

limit =S Integer BMEKRREIPERAERE.
=IME: 1
BXE: 100
TR&(E: 100

marker & String P IRFRIC
BRAMKE: 24
RAKE: 24
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APl &% 4 API
IBREH
% 4-90 153K Header 2%
8% BE W% SRR ik
X-Security- S String WMREEFERIRITLZEETE,
Token Ittheader@FERY, ZERIR
L2 ERNZESE (2159
B2 o
BRAKE: 2048
R &%

R&HE: 200

& 4-91 WLy Body #

e SR R

attached_ma | Array of IAMR SR B D ERERIIZE
naged_polici | objects

es

page_info Object BEPRERAINTR,

Z 4-92 attached_managed_policies

¥ S¥R A
policy_id String IAMR S SHD SR HE—IRIR .

=RIMKE: 20
BAKE: 2048

policy_name String

IAMERZ S D REEEFR-
BIM<E: 1
BAKEE: 100

2 4-93 page_info

24 SHH

R

next_marker String

WMREFE, UFRRTHEPHEESmNSES
N . EXRENRLEARY, ERSIEK
SHPFERILE, DEREGMEN T35 . &5
%Egﬁtﬁwﬁ, BEZnext_markerlg N 7tEEiR (2]
Fanull,
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APl &% 4 API
2% SR fik
current_count | Integer ATUREIZBHE,

RS 400

% 4-94 [ Body £%{

BH SRR fix
error_code String LN
error_msg String HEIRER.
request_id String TERE—RIR

R7SE5: 403

7 4-95 IR Body 2%

2% ST ik
error_code String 2=,
error_msg String HEIRER
request_id String TEKME—TIR

i5RHl

IREVAINEEERRERI R AR HRIZTIZR

GET https://{hostname}/v1/instances/{instance_id}/permission-sets/{permission_set_id}/managed-policies

il iz 73~ 151
K& 200
Successful

{
"attached_managed_policies" : [ {
"policy_id" : "848805579*****+++++()3de60620a5",
"policy_name" : "sys_example_456"
11
"page_info" : {
"next_marker" : null,
"current_count" : 1
}
}
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APl 5% 4 API
NG

52 WIS
iRt

B2 EIRE .

EfEESLAIFRIUIRER D BRI .

URI

GET /v1/instances/{instance_id}/permission-sets/provisioning-statuses

% 4-96 IR122H

2H

Rk

SHER

%

instance_id

String

IAMB{pIOSLAIR £ BHEE—FR
RFF(ID) o

2 4-97 Query 2%

2%

Rk

SHERE

ik

limit

A
=

Integer

BMEKREIRKERE .
2/ME: 1

BAE: 100

Hhe&{E: 100

marker

iy

String

P THFFIC
=IMKE: 24
BRKKE: 24

status

iy

String

RIBREENRBIHETIERIPINE
e

EHE:

e IN_PROGRESS
e SUCCEEDED
e FAILED
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AP| &% 4 API
IBREH
K 4-98 153Kk Header 2%{
8% BE W% SRR 1k
X-Security- S String WMRIEEFERIRITLZEETE, T
Token ttheader2@ W EHY, ZERIR
NZ2ERENZESE (2159
B2 o
BRAKE: 2048
e

W&E: 200

% 4-99 [ Body S%

BH e il R

permission_s | Array of BURERSURE
ets_provisioni | objects

ng_status

page_info Object BEPRERINR,

& 4-100 permission_sets_provisioning_status

2% SRR R
created_date | Long WPREECIZBHA

request_id String

BERME—RIH,
=/IM<E: 36
BKIKE: 36

status String

BURERIRE .
zME:

e IN_PROGRESS
e FAILED

e SUCCEEDED
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APl &%

4 API

iERTH

N Mz 73~

Z 4-101 page_info

2H SR iR
next_marker | String WMREFE, NFRRTHANEEESEEN e s
A E . FEXHEENEERARS, EiR&IEK
SHPFERLE, LERBGREHN T35 . &L
ZEEIMIRE, EZInext_markerlif TR (Gl
Fnull,
current_count | Integer ATUREIZBHE.,
KE/: 400
2 4-102 I Body 2#4
¥ SRR iR
error_code String B,
error_msg String HIRES.
request_id String IEKE—TIR

RSE5: 403

% 4-103 gL Body 2%

8% e el ik
error_code String 2=,
error_msg String EIRER.
request_id String TEKRE—IRIR

EfE LA FRIBIRER D BOIREIIR .

GET https://{hostname}/v1/instances/{instance_id}/permission-sets/provisioning-statuses

REB: 200
Successful

{

"permission_sets_provisioning_status" : [ {
"created_date" : 1677175760379,

"request_id" : "1c8c7c49238e605a11775963d34cad92",

MAERRAS 02 (2024-03-29)

WRIERE © HERRARBIRAT

47




IAM Bl

APl &% 4 API
"status" : "IN_PROGRESS"
11
"page_info" : {
"next_marker" : null,
"current_count" : 1
}
}
R
155 IIRESE .
H D3
BI=e

BESIEIRE
4.3.12 S HPREE

TORES TR

EfEESLA FRIUIREESIZR .

URI

GET /v1/instances/{instance_id}/permission-sets

% 4-104 BBRIZSH

2% =E SR R
instance_id 2 String IAMB oL SERI 2 BE—FR
IRFF (ID) »
2 4-105 Query #
84 BE W% SR R
limit B Integer BMEKRREIERAERE.
=ME: 1
=AE: 100
Hhe&(E: 100
marker S String P TIRIC,
BMEE: 24
BRAKE: 24
permission_se | & String NIRENE BRI
t_id (ID) &
name S String PREBZFR
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APl &% 4 API
IBREH
K 4-106 153K Header 3
8% BE W% SRR 1k
X-Security- S String WMRIEEFERIRITLZEETE, T
Token ttheader2@ W EHY, ZERIR
NZ2ERENZESE (2159
B2 o
BRAKE: 2048
e

RZSEE: 200

2 4-107 IR Body 2%

BH e il fix

permission_s | Array of WPREESIZR

ets objects

page_info Object BEPREENNR.

Z 4-108 permission_sets

BH e il ik

created_date | Long I PREEAIBIFERTIE] .

description String W PREERYIEIA
BMSE: 1
EAKE: 700

name String RERBFR

=BME: 1
RAKE: 32

permission_se | String
t_id

I PREERIME—FRIR o

relay_state String

Fﬁ;&ﬂ%é%{ﬁ%iﬁﬂ&qﬂifﬁFEUF_EFHEF%EF'E’ﬂ
% o

BIME: 1
RAKE: 240
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APl &% 4 API
2H SR iR
session_durati | String N B F R AIETEISO-860 1R R A AYATE
on KE o

BIME: 1
BAEKEE: 100

permission_ur | String PPRERIF—RIREZFR (URN) o
n

2 4-109 page_info

¥ SHRT RiA
next_marker | String WMREFE, NWERRTBEmEEEHEENPES

st E ., EXHRMENRLART, ERESIER
SHPFERLE, DEREGREHN T35 . &N
ZEEIEIE, BFInext_markerlgiztEiR[E]

Fanull,
current_count | Integer ATUREIZBHE.,
KEME: 400
% 4-110 MR Body 244
2% SR R
error_code String IR,
error_msg String HEIRER.
request_id String ERME—RR,
RE&ME: 403
= 4-111 IR Body 2%
2 SR R
error_code String BIZ6E,
error_msg String BIREE,
request_id String TEKME—ITIR
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BRI
ERiEESLAI FRITUREESIZR .

GET https://{hostname}/v1/instances/{instance_id}/permission-sets

N Mz 73~
KEB: 200
Successful

{
"permission_sets" : [ {
"created_date" : 1677175760379,
"description" : "R FREET",
"name" : "test_ps_1",
"permission_set_id" : "ps-8603aaaaaaaal4bd",
"relay_state" : "",
"session_duration" : "PT4H",
"permission_urn" : "ldentityCenter::system:permissionSet:ps-8603aaaaaaaal4bd"
1
"page_info" : {
"next_marker" : "649040aaaaaaaaaaaa3e3050",
"current_count” : 1

}

}
IRAED

B2 RS,
$Ei2rD

B2IEIRE,
4.3.13 CIENPEE
IREN4B

EREENIAMB DO EIE—MYPREE .
URI

POST /v1/instances/{instance_id}/permission-sets

% 4-112 BRS#

2 BRI SR i)
instance_id 2 String IAMB oL SERI £ BE—FR

17 (ID)
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4 API

IERSH

2 4-113 153K Header 2%

2% R WI% SR HEid

X-Security- & String WMRIEEFERIRITLZEETE, T

Token ttheader2@ W EHY, ZERIR
NZ2ERENZESE (2159
) o
BAKE: 2048

7% 4-114 153K Body &4{

2% Bk SR fEiA

description & String PREERIA .
=BIEE: 0
BRAEKE: 1024

name = String WPREERFR
BIVEE: 1
BRAKE: 32

relay_state = String BFEBKEBHIIEIEREE
[N FEERPEIERF
=BIV<E: 0
RAKE: 240

session_durati | & String NEFHBAFPSIE7EISO-8601

on FREPE AR ENRE
BMEE: 1
BRAEKE: 100

tags & Array of ERINEIFMNPRERIIRES o

objects HUAEE: 0 - 50
# 4-115 tags
2% BEWwI% SR fiEid
key 2 String ARV

BMEE: 1
BAKE: 128
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APl &%& 4 API
2 BRI SR i)
value 2 String RENE, JLUATERS, B
Z:‘ﬁ\gﬂgnu“o
RIMSE: 0
BAKE: 255
D)VES58

WR&E: 200

% 4-116 u i Body &#

2% SR A
permission_s | Object SBENPREFMEEBRINTR
et

2 4-117 permission_set

2% SR A
created_date | Long W PREERYBIFERTIE] .
description String PR EERYHEIAR
=RMSE: 1
FAKE: 700
name String PREERIBTR
B&AMRE: 1
EAKE: 32
pe(rjmission_se String BPREAIH—FIRIR .
ti
relay_state String Eg&ﬁ%é%{ﬁgﬁiﬁﬁﬁqﬂifﬁFD'.IF_"ZFHEJ?:F'E’\J
BIMEE: 1
BRAIKE: 240
session_durati | String N B F R AIETEISO-860 1R ER A AYATIE
on KE.
BMSE: 1
BXIKE: 100
permission_ur | String PPRERFZ—ZFBRZFR (URN) o
n
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KE&EE: 400
3= 4-118 IR Body 2%
S SRR g
error_code String e
error_msg String EIRER.
request_id String ERE—FRR,
JRZASRG: 403
# 4-119 @i Body S
2% SR R
error_code String LTI
error_msg String BIREER,
request_id String TERE—IRIR
KEME: 409
2 4-120 i Body 2%
S SRR iR
error_code String eI N
error_msg String EIRER.
request_id String IERE—IRIR
=Rl
FEIEERNIAMB R FOSLHIPEIZE—MMUREE.
POST https://{hostname}/v1/instances/{instance_id}/permission-sets
{
"description" : "#FEEREINPREE",
"name" : "$EENRE",
"relay_state" : "",
"session_duration" : "PT8H",
"tags" : [ {
"key" . "tag_k",
"value" : "tag_v"
1]
}
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Nl Mz 73~
REB: 200
Successful

{

"permission_set" : {

"created_date" : 1677175760379,
"description" : "$FERAIRPRE",

"name" : "FEENFRE",
"permission_set_id" : "ps-8603aaaaaaaal4bd",

"relay_state" : "",

"session_duration"

:"PTTH",

"permission_urn" : "ldentityCenter::system:permissionSet:ps-8603aaaaaaaal4bd"

}

}
NG

ESIRSH .
xS

ESEIR.

4.3.14 5 H o Bk SAINPREE

&b
INEEN4A

SN EAIEERSHITIRES X,

URI

GET /v1/instances/{instance_id}/permission-sets/provisioned-to-accounts

% 4-121 BERSH

8% =AWk SRR R

instance_id = String IAMBHA IO SEFIRg 2 B E—R
IRFF (ID) »

2 4-122 Query 3#

2% =AWk SR ik

limit =S Integer BMNERIREIIERALERE .
=BIME: 1
BRAXE: 100
fREfE: 100
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APl &% 4 API
2% BRI SRR ik
marker & String P TAFRIC o
BAMKE: 24
BRAKE: 24
account_id = String KSHE—BHDIRE,
provisioning_s | & String BPRERBURE
tatus WEE:
e LATEST _PERMISSION_SET
_PROVISIONED
e LATEST _PERMISSION_SET
_NOT_PROVISIONED
ERSH
% 4-123 i53K Header 2%
2% BEWI% SR R
X-Security- B String MREAEFEAIRZEENRE, T
Token Itheader@ &Y, ZERIR
ZEERNZeSE (2159
) o
BRAKE: 2048
N Rz S8
REB: 200
K 4-124 IR Body 2%
2% SRR ik
permission_se | Array of HEEIFRMHRINPREEIDTIZR .
ts strings
page_info Object BELERINR.
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£ 4-125 page_info

2H SR iR
next_marker | String WMREFE, NFRRTHANEEESEEN e s
A E . FEXHEENEERARS, EiR&IEK
SHPFERLE, LERBGREHN T35 . &L
ZEEIMIRE, EZInext_markerlif TR (Gl
Fnull,
current_count | Integer ATUREIZBHE.,
KE/: 400
7= 4-126 IR Body &%
¥ SHE iR
error_code String B,
error_msg String HIRES.
request_id String IEKE—TIR

RSE5: 403

2 4-127 0[; Body 2%

8% e el ik
error_code String 2=,
error_msg String EIRER.
request_id String TEKRE—IRIR

iERTH

BN EAIEEWSHIIRET X

GET https://{hostname}/v1/instances/{instance_id}/permission-sets/provisioned-to-accounts

N Mz 73~
REB: 200
Successful

{

"permission_sets" : [ "ps-8603aaaaaaaal4bd" ],

"page_info" : {

"next_marker" : null,

MAERRAS 02 (2024-03-29)

WRIERE © HERRARBIRAT

57




IAM S5

APl &% 4 API
"current_count" : 1
}
}
RS
1%%%%&:\55 o
IS
BSIEIRB.

4.3.15 T Bt PR EE

TORENA

URI

IBREH

BHEENREM D ECLLIEEMKS -

POST /v1/instances/{instance_id}/permission-sets/{permission_set_id}/provision

* 4-128 BREH
B8Y = WI% SR R
instance_id = String IAMB oL SERI £ BE—FR
IRFF (ID) o
permission_se | 2 String NIRENE BRI
t_id (ID)
2 4-129 153K Header 3#
B8H B W% SR ik
X-Security- & String WMRIEEFERIRIT LS EE, U
Token Ittheader@ &Y, ZEZI
HZeEENTe<HE (2FS
) o
BRAKE: 2048
7= 4-130 153k Body &%
2% BEWI% SRR R
target_id & String K=ID,
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AP| &% 4 AP

2% BRI SRR ik

target_type 2 String BURSPERISLIAEEY,
e

e ACCOUNT

e ALL_PROVISIONED_ACCO
UNTS

=31
RASEG: 200

2 4-131 8K Body 2%

2% SHRT R

permission_s | Object BENRERENASIFMREEDAINR .
et_provisioni

ng_status

€ 4-132 permission_set_provisioning_status

2% SR fHiA

account_id String KSHIE—SDIRIR
created_date | String WPREEBIFEH AR,
failure_reason | String LMIEE o
permission_se | String WPREEME—HRIR

t id

request_id String TERE—IRIR

&/MKE: 36
mAKE: 36
status String I PRERAVRS
BE(E:

e IN_PROGRESS
e FAILED

e SUCCEEDED

WR&G: 400
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2 4-133 IR Body &%
2% SHEE iR
error_code String LI
error_msg String EIREE.
request_id String TEKE—RIR
K& 403
K 4-134 I Body 2%
2% SR R
error_code String LS
error_msg String BIREER,
request_id String TERE—IRIR
RSB 404
% 4-135 L Body %4
84 e e R
error_code String FAESIE
error_msg String EIREE.
request_id String ERME—RR,
=Nl
BIEERREMR D BCLAIEERS -
POST https://{hostname}/v1/instances/{instance_id}/permission-sets/{permission_set_id}/provision
{
"target_id" : "5146d03d8aaaaaaaaaaaabbae60620a5",
"target_type" : "ACCOUNT"
M Rz~ A3l
K&/ 200
Successful
{
"permission_set_provisioning_status" : {
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"account_id" : "5146d03d8aaaaaaaaaaaabbae60620a5",
"created_date" : "1677175760379",

"failure_reason" : "",

"permission_set_id" : "ps-8603aaaaaaaal4bd",
"request_id" : "a1177591c8c7c49238e60563d34cad92",
"status" : "SUCCEEDED"

}
}
RS
B2 RSB,
e
B2 IERE.
4.3.16 IR EMDECREIFE
INRENA
IRIEIEKID, EENREMSEIRSHIFHBER .
URI
GET /v1/instances/{instance_id}/permission-sets/provisioning-status/{request_id}
x 4-136 IR123#
2% =AWk SR faR
instance_id = String IAMB oL SERIR 2 BE—FR
RFEF(ID) »
request_id 2 String TERAYE—IRIR
BREH

% 4-137 i53K Header 2%

2% ERWIE SHER 1%

X-Security- & String WMREEFERIRITZEETE,
Token Ittheader@FEHY, Z(ERIG
HNZeEENZe<H (2iFS
) .

BAKE: 2048

=351
&S 200
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AP| &% 4 AP

7 4-138 IR Body &%

2% SHRT iR

permission_s | Object B ENRERIURSFREEANIR,
et_provisioni

ng_status

2k 4-139 permission_set_provisioning_status

2% SR fHiA

account_id String KSHIE—BHIRR.
created_date | String BREESIZEHER,
failure_reason | String LMRE
permission_se | String PPREEME—IRR

tid

request_id String TEKE—ITIR

mAMKE: 36
RAKE: 36
status String PPREFAURS
K=E:

o IN_PROGRESS
e FAILED

e SUCCEEDED

WR&6G: 400

7 4-140 IR Body 2%

2% S¥RT R
error_code String 2= .
error_msg String HEIRES.
request_id String TERE—IRIR

WK&G: 403
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IAM BH{aeuly

APl &% 4 API
% 4-141 QR Body &%
2% SR R
error_code String E1= .
error_msg String BIREER,
request_id String TERE—IRIR
REB: 404
2 4-142 [IRZ Body %1
8% e el fiik
error_code String IR,
error_msg String EIRERE.
request_id String IEKE—FRR,
=]
RIEIEKID, EIENREMSECRSHIFBER.
GET https://{hostname}/v1/instances/{instance_id}/permission-sets/provisioning-status/{request_id}
N Sz 735
RE&ES: 200
Successful
{
"permission_set_provisioning_status" : {
"account_id" : "5146d03d8aaaaaaaaaaaabbae60620a5",
"created_date" : "1677175760379",
"failure_reason" : "",
"permission_set_id" : "ps-8603aaaaaaaal4bd",
"request_id" : "a1177591c8c7c49238e60563d34cad92",
"status" : "SUCCEEDED"
}
}
RSB
BESIREE .
eI
BES IR
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APl &% 4 AP

4.3.17 NINEFRES

ab
ThEEN 4R

R BRI PRETR IR TR

URI
POST /v1/instances/{instance_id}/permission-sets/{permission_set_id}/attach-
managed-role
F 4143 BRBY
B8H =% SR R
instance_id 2 String IAMEB UL E B HE—FR
IRFF (ID) »
permission_se | 2 String NIRENE BHE—RRE
t_id (ID) &
IBRESH
= 4-144 153K Header 2%
2% =% SRR R
X-Security- B String MREAEFEAIRZEENRE, U
Token Lttheader@WFEHY, 1ZERI
HZeEENTeSHE (2EFS
) o
BRAKE: 2048
3 4-145 153k Body &
84 =AWk SRR R
managed_role | 2 String IAMER SRS HE—HRIR
_id
managed_role | & String IAMEZHRIEZTR
name BMKE: 1
BRAEKE: 128
RS

REB: 400

SZA%RRAN 02 (2024-03-29) WRIERE © HERRARBIRAT 64



IAM B{p el
AP| &%

4 API

K 4-146 0L Body 2%

2% S¥RT R
error_code String 2i=ig,
error_msg String BIREER,
request_id String TERE—IRIR

W&G: 403

% 4-147 B Body 2%

2% SR f#iA
error_code String TSI
error_msg String EIREE,
request_id String IEKE—FRR,

KEB/: 409

K 4-148 I Body 2%

2% SHRE R
error_code String TEIESEN
error_msg String BIREER,
request_id String ERE—IRIR

iERBI

BRI PREFR IR TR o

POST https://{hostname}/v1/instances/{instance_id}/permission-sets/{permission_set_id}/attach-managed-

roles

{

"managed_role_id" : "ba5146848aaaaaaaaaaaa03de60620a5",
"managed_role_name" : "role_example_456"

}

N Rz7~51
%
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IAM Bl

APl &% 4 API
RS
1%%%%&:\55 °
xS
B2 ERB.
4.3.18 MIFRFRFHRRE
IheeN4A
R ENPREFIIRF KL
URI
POST /v1/instances/{instance_id}/permission-sets/{permission_set_id}/detach-
managed-role
x 4-149 IR22HY
B2H BE W% SR fHR
instance_id 2 String IAMB 5 IOSLBIR & B E—R
IRFF (ID) &
permission_se | 2 String BIRENE BHEE—IRREF
t_id (ID) &
RS
2 4-150 153K Header 2
2% B WI% SR ik
X-Security- & String WMRIEEFERIRITLZEEE,
Token ththeader2%ER, ZERIG
NZ2ERENZESE (2159
B2 o
BAKE: 2048
& 4-151 153K Body &%
8% BEWiI%E SRR fER
managed_role | 2 String IAME S RIEHE—FRIH
_id

MAERRAS 02 (2024-03-29)
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APl &

4 API

MR SEL

W&G: 400

K 4-152 I Body 2#{

B8H e el fik
error_code String eI
error_msg String EIRER,
request_id String EKE—FRR,

W&G: 403

% 4-153 lILZ Body &8

8% e et fik
error_code String EIRfE,
error_msg String BIR(EE.
request_id String TERE—IRIR

KRG 404

K 4-154 IR Body 2%

B8H e il R
error_code String LN
error_msg String BIRER,
request_id String IERE—FRR,

i5RHl

MRS EAIREPRIRFERES o

POST https://{hostname}/v1/instances/{instance_id}/permission-sets/{permission_set_id}/detach-managed-

"managed_role_id" : "ba5146848aaaaaaaaaaaa03de60620a5"

roles
{
}
M Rz7~f51
7
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APl &%& 4 API
RS
1%%%%&:\55 °
ELE)

E

= )ﬂulf-tati?&ﬁ— o

4.3.19 FIth R GRS

b
b

\

IREVAINZNS B REFRIRSERIETIR .

URI

GET /v1/instances/{instance_id}/permission-sets/{permission_set_id}/managed-

roles

% 4-155 BR&SH

S BRIk SHEER i)

instance_id 2 String IAMBHR RO LBIR 2 B HE—R
IRFF (ID) »

permission_se | 2 String NIRENE BHE—RRRT

t_id (ID) &

K 4-156 Query 2H

2% BE W% SR A

limit B Integer BMEKRREINGEAERE.
=/IME: 1
BX{E: 100
HR&E: 100

marker S String PTRIC,
BIMEE: 24
RAKE: 24

MAERRAS 02 (2024-03-29)
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IAM B{p el

APl &% 4 API
BRSH
3£ 4-157 153K Header &%
2% BBk SRR )%
X-Security- S String WMREEFERIRITZEETE, T
Token ttheader@ W 3EBHY, ZERIR
H&ZeERENZ2S (215
FE) o
BAKEE: 2048
IS5

W&G: 200

2 4-158 L7 Body &%

8% e el ik

attached_ma | Array of IAMRSERRESIZR .
naged_roles | objects

page_info Object BEPRERAINTR,

£ 4-159 attached_managed_roles

SH SHRE

i

role_id String

IAME FRAEME—FRIR .
=B/NME: 20
BAKE: 2048

role_name String

IAMZRFERBEEFR
RAMKE: 1
BAKE: 100

2 4-160 page_info

24 SHH

R

next_marker String

WMREFE, UFRRTHENHEESmNSES
N . EXRENRLEARY, ERSiEK
SHPFERILLE, DEREGMEN T35 . &5
%Egﬁtﬁwﬁ, BEZlnext_markerlg N 7tEEiIR (5]
Fanull,
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APl &% 4 API
2% SR fik
current_count | Integer ATUREIZBHE,

RS 400

% 4-161 9 Body 2%

BH SRR fix
error_code String LN
error_msg String HEIRER.
request_id String TERE—RIR

R7SE5: 403

7 4-162 gk Body S

2% ST ik
error_code String 2=,
error_msg String HEIRER
request_id String TEKME—TIR

isK7pl
FEGRINEIS B RE IR A SREET IR .

GET https://{hostname}/v1/instances/{instance_id}/permission-sets/{permission_set_id}/managed-roles

il iz 73~ 151
K& 200
Successful

{
"attached_managed_roles" : [ {
"role_id" : "ba5146848aaaaaaaaaaaa03de60620a5",
"role_name" : "role_example_456"
11
"page_info" : {
"next_marker" : null,
"current_count” : 1
}
}
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APl &% 4 API
IR
1%%%%&:\55 o
24D
B2 E=RE.
4.3.20 REN Hea N RER B E X RIS
THRE/ME

SREND BC A TR EERI B E MR E

URI
GET /v1/instances/{instance_id}/permission-sets/{permission_set_id}/custom-role
F 4-163 IB2BH
2% BEWIE SR R
instance_id = String IAM Identity CentersLAIRY2/F
H—+RRE (ID)
permission_se | 2 String WREN L BME—HRRTHS (ID)
t_id
IBRESH
2 4-164 153K Header 2%
8% EE W% SHERR R
X-Security- B String WRIEEFERIRITLEERE, U
Token ttheader@FERY, (BRI
HZeEENTedHE (8EFS
) o
N R &%

WK&G: 200
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IAM B{p el
APl &% 4 API

2 4-165 1L Body &%§

2% SHER A
custom_role | String FMEDNEIANPREERY B RE M 2R G

BM<E: 1
BAKEE: 131072

KL 400

2 4-166 IR Body 2%

2% SR fHiA
error_code String =3
error_msg String HEIRER
request_id String IERE—HRIR

W&G: 403

2 4-167 IR Body 2%

2% SRR fik
error_code String EIRS
error_msg String HRER
request_id String TEKIE—IRIR

i5K7pl
FREN S FRLA PR EE A B E M R

GET https://{hostname}/v1/instances/{instance_id}/permission-sets/{permission_set_id}/custom-role
I piz 7~ A5

WR&G: 200

{
"custom_role" : "{\"Version\":\"1.1\",\"Statement\":[{\"Effect\":\"Allow\",\"Action\":[\"example:*:*\"]}]}"
}

T

5SS
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AP| &% 4 AP

FHI=0

==

52 EIRE .

4.3.21 B EE X RERMINZINPRE

INRENA
B R E X KIS INEITPREE .
URI
PUT /v1/instances/{instance_id}/permission-sets/{permission_set_id}/custom-role
* 4-168 IE122H
¥ AW SR T
instance_id = String IAM Identity CentersLEIRY2BH
H—FRR&F (ID)
permission_se | 2 String RIRENEBHEE—RRT (1D)
t id
=R 5
2 4-169 i53K Header 2
2% B SR A
X-Security- 5 String MREEFEARZEENRE, U
Token ttheader@ W &ERY, ZERIG
HZeERNEZe<SHE (25T
) .
= 4-170 153K Body &%
¥ BRI SHEER i)
custom_role | 2 String EMNNEINPRER B E M 5%
BMEE: 1
BAEE: 131072
RS EL

W&G: 400

SZA%RRAN 02 (2024-03-29) WRINERE © HERRAREBIRAT 73



IAM Bl
APl &%

4 API

2 4-171 O Body 2%

2% SR f#iA
error_code String =3
error_msg String HIREE
request_id String 5 KE—FRR

WK&G: 403

7= 4-172 giZ Body %4

2¥ SR fHiA
error_code String =3
error_msg String EIRER
request_id String ERE—HRIR

WK&6G: 409

% 4-173 5 Body 2%

2% SR fHiA
error_code String =3
error_msg String HEIRER
request_id String TEKIE—IRIR

5K

B X ERER M INEIA PREE

PUT https://{hostname}/v1/instances/{instance_id}/permission-sets/{permission_set_id}/custom-role

"custom_role" : "{\"Version\":\"1.1\",\"Statement\":[{\"Effect\":\"Allow\",\"Action\":[\"example:*:*\"]1}]}"

{
}
N Rz 73~/
X

T

5SS
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APl &% 4 AP
Z1EdiE]
52 LEIRB.

4.3.22 HIFFIEENPREFHIEE X R

ab
IHaeN4a

IBRTE B PREEPRIE E X REE -

URI
DELETE /v1/instances/{instance_id}/permission-sets/{permission_set_id}/custom-
role
£ 4-174 BZBH
2% =A%k SR R
instance_id = String IAM Identity CentersLIRY2B
H—HRRE (ID)
permission_se | 2 String RREMNEBME—HRRHS (ID)
t id
IBRESH
% 4-175 153K Header 2
2% =AWk SR ik
X-Security- S String WMREEFEAIGIZEENRE, U
Token Ittheader@ % FEHY, ZBEREIN
HNZeEENZe<HE (2FS
) o
VRS54
REB/: 400
2 4-176 Wi Body 2%
8% SHRT e
error_code String =3
error_msg String BIRER
request_id String IEKME—RIR
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WR&G: 403

2 4-177 0R; Body 2%

8% ST ik
error_code String EIRg
error_msg String HEIRER
request_id String 1EKIE—IRIR

=GNl
RIS ENPREFHIE E X RHE
DELETE https://{hostname}/v1/instances/{instance_id}/permission-sets/{permission_set_id}/custom-role
) aa ]
7
RS
1%%)'_&3{*“55 °
xS

%

JdA

52 ERB.
4.4 KSSELETE
4.4.1 fipEMKS o B

a6
ThEEN 4B

\

{EEi‘éx"ﬁﬂ’ﬂ’fﬂﬁﬁ;’%M?Ez’EE’ﬂﬂK%ﬂﬂﬂ PREFRDILIENIR, EATAIAMBGFOREFEL
ﬁﬁ —\H o

URI

POST /v1/instances/{instance_id}/account-assignments/delete

* 4-178 BRSH

¥ =AW SHER )G
instance_id 2 String IAMEB O LBI 2 B HE—FR

275 (ID)
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IAM BH{p el

APl &% 4 API
IBRESH
7 4-179 153K Header &%
8% BE W% SRR 1k
X-Security- S String WMRIEEFERIRITLZEETE, T
Token ttheader2@ W EHY, ZERIR
e ERENZE<S (215S
) .
BRAKE: 2048
% 4-180 153k Body &%
8% BEWi% SRR ik
permission_se | 2 String W PREEME—HRIR
t.id
principal_id 2 String IAMBEHRHOF—PDEARED
WE—tRiR, GIANAEFZAEFE.
principal_type | & String SRR,
e
e USER
e GROUP
target_id 2 String Bk S S MmRR.
target_type = String SN
ESER
e ACCOUNT
V=S5t
RE&E8: 200
# 4-181 IR Body 2%
2% S¥RT R

account_assi
gnment_dele
tion_status

Object

THHIAPRERIFFITIRERINIR .
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AP| &% 4 AP

& 4-182 account_assignment_deletion_status

el SR R
created_date | Long GBI B,
failure_reason | String LMRE
permission_se | String P PREEME—HRIR
t.id
principal_id String IAMBHAFIOFRI— P EARFHE—IRR, FIa0

FIPs AP,
principal_type | String RERYSEIRSEEY,

KEE:

e USER

e GROUP
request_id String EKE—FRR,
status String W PREEZIRS

KZME:

e IN_PROGRESS

e FAILED

e SUCCEEDED
target_id String BRI —RR
target_type String SCIRZEEY,

KZME:

e ACCOUNT

WK&G: 400

2 4-183 gL Body %1

8% SRR fiik
error_code String LI
error_msg String HIRES.
request_id String BKE—ITIR

WR&G: 403

SZA%RRAN 02 (2024-03-29) WRIERE © HERRARBIRAT 78




IAM Bl
AP| &% 4 AP

K 4-184 I Body 2#f

2% e el fiik
error_code String LI
error_msg String HIRES.
request_id String BKE—TIR

K&ERS: 404

2= 4-185 IR Body %

2% ST iR
error_code String IR,
error_msg String HEIRER
request_id String TEKME—ITIR

W&G: 409

3 4-186 ljuh Body &

2% SR R
error_code String LTI
error_msg String HEIRER.
request_id String TERE—IRIR

\$ —
(=Rl
(FR1E RIS REMIE BRI SHIERIAM B {5 70O B PR TEAR
POST https://{hostname}/v1/instances/{instance_id}/account-assignments/delete
{
"permission_set_id" : "848805579************()3de60620a5",
"principal_id" : "ac6aa714-daa7-1aaa-aaa2-6715aaaa4dd9",
"principal_type" : "USER",

"target_id" : "5146d03d8aaaaaaaaaaaabbae60620a5",
"target_type" : "ACCOUNT"

M Rz~
RE/: 200

Successful
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AP| &%

4 API

{

"account_assignment_deletion_status"

"created_date" : 0O,
"failure_reason" : "string",
"permission_set_id" : "string",
"principal_id" : "string",
"principal_type" : "USER",
"request_id" : "string",
"status" : "IN_PROGRESS",
"target_id" : "string",
"target_type" : "ACCOUNT"

B IIAEB.

52 EIRE.

4.4.2 ERKS S EEIRRSIFIE

{

INgeN4A
RIEIEKID, EEEEIAMBMDHOELE RIS DB elERTFBER .
URI
GET /v1/instances/{instance_id}/account-assignments/creation-status/{request_id}
* 4-187 BIRBH
8% =E W% SR R
instance_id 2 String IAMB O LBIE B HE—FR
IRFF (ID) »
request_id 2 String TERIIE—IRIR
IR
X 4-188 153K Header 2#
B8H = WI% SRR 1k
X-Security- S String WMRIEEFERIRIT LS EE,
Token ttheader2 % &FEHY, Z(EZIR

HZeEENEe<HE (RIES
h2) o
BAKE: 2048
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API &% 4 API
R3S
K& 200
% 4-189 IR Body 244
B8H BHEE U
account_assi | Object AR PRERIERITIRSAINT .
gnment_crea
tion_status
2 4-190 account_assignment_creation_status
2% SR T
created_date | Long BB,
failure_reason | String LMIRE
permission_se | String P PREEME—HRIR
t.id
principal_id String IAMEB{p ORI — PN SLAES D E—FRR, Hian
FIFaBF4E.
principal_type | String RERISEIRSEEY,
KZME:
e USER
e GROUP
request_id String TERE—IRIR
status String W PREEZBIR
KZME:
e IN_PROGRESS
e FAILED
e SUCCEEDED
target_id String BREARIE—IRIR o
target_type String SCIRZEEY,
KZME:
o ACCOUNT
RSB 400
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IAM B{p el
AP| &% 4 AP

2 4-191 Ui Body 2%

e ST iR
error_code String LI
error_msg String BIREE,
request_id String TEKE—RIR

KE@/: 403

% 4-192 g Body &#

2% S¥RE R
error_code String LTI
error_msg String BIREER,
request_id String TERE—IRIR

R&EG: 404

2 4-193 R Body 2%

e et et ik
error_code String FAESIE
error_msg String EIREE.
request_id String ERME—RR,

15K
RIZERID, EEIEEIAMBMROLIA FHKSSREIBRSIHEEE.

GET https://{hostname}/v1/instances/{instance_id}/account-assignments/creation-status/{request_id}

N Mz 73~
REB: 200
Successful

{
"account_assignment_creation_status" : {
"created_date" : 1677175760379,
"failure_reason" : "",
"permission_set_id" : "ps-8603aaaaaaaal4bd",
"principal_id" : "ac6aa714-daa7-1aaa-aaa2-6715aaaaddd9",
"principal_type" : "USER",
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"request_id" : "9238e6aaaaaaaaaaaaaaaaaaaadcad92”,
"status" : "IN_PROGRESS",
"target_id" : "5146d03d8aaaaaaaaaaaabbae60620a5",
"target_type" : "ACCOUNT"
}
}
RS
1%%%%&:\55 °
e
B2 EIRE .
lry 23 A3
4.4.3 FHKSHEC RIS
IhEENA
EITEEIAMB D HOEF TR S S EEIBIEIRESIIE,
URI
GET /v1/instances/{instance_id}/account-assignments/creation-statuses
* 4-194 BRBH
2% =A%k SHRT R
instance_id 2 String IAMB oL SEBI 2 BE—FR
IRFF (ID) &
2 4-195 Query ¥
B8H =% SR R
status S String RIBEENEHED ISR ERES
FFK.
KEME:
e IN_PROGRESS
e SUCCEEDED
e FAILED
limit & Integer BMEKREINRKERE
=/ME: 1
BAE: 100
fR&(E: 100
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APl &%& 4 API
2 BRI SR i)
marker &= String PRS-
RIMKE: 24
BRAKE: 24
BRSH
2 4-196 153K Header %]
2% =Rk SR A
X-Security- S String MREAEFEAIRZEENRE, T
Token Ittheader@ TR, ZERIR
HNZeZRENZESHE (SEFS
) o
BRAXEKE: 2048
D)VES58

R&G: 200

& 4-197 gk Body &

e SHRT T

account_assi | Array of IRERSIIER.
gnments_cre | objects

ation_status

page_info Object BESERIINR.

£k 4-198 account_assignments_creation_status

2% SHRT R
created_date | Long elfE{= =N
request_id String TBERE—IRIR
status String PPREFAURS
W=E:
e IN_PROGRESS
e FAILED

e SUCCEEDED

MAERRAS 02 (2024-03-29)
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IAM B{a el
AP| &%

4 API

K 4-199 page_info

8% SR iR
next_marker | String WMREFE, NFRRTHANEEESEEN e s
A E . FEXHEENEERARS, EiR&IEK
SHPFERLE, LERBGREHN T35 . &L
ZEEIMIRE, EZInext_markerlif TR (Gl
Fnull,
current_count | Integer ATUREIZBHE.,
KE/: 400
2 4-200 157 Body &%
¥ SHE iR
error_code String B,
error_msg String HIRES.
request_id String IEKE—TIR

RSE5: 403

2 4-201 I Body 2%

8% e el ik
error_code String 2=,
error_msg String EIRER.
request_id String TEKRE—IRIR

iERTH

EEEIAMBA O SEA FRIKS S ECRIBIEINESIZR

GET https://{hostname}/v1/instances/{instance_id}/account-assignments/creation-statuses

N Mz 73~ 51
REB: 200
Successful

{

"account_assignments_creation_status" : [ {
"created_date" : 1677175760379,
"request_id" : "9238e6aaaaaaaaaaaaaaaaaaaadcad9”,
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"status" : "IN_PROGRESS"
11
"page_info" : {
"next_marker" : null,
"current_count" : 1
}
}
RS
B2 RSB,
e
B2 EIRE.
4.4.4 5| HKS S EHIFRIAZS
IHEENA
EITEEIAMB D HOEF TR S 5 EaIMERIRSIIZE,
URI
GET /v1/instances/{instance_id}/account-assignments/deletion-statuses
* 4-202 BIRBH
2% =A%k SR #R
instance_id 2 String IAMB oL SEB £ BE—FR
IRFF (ID) &
K 4-203 Query ¥
B8H =AWk SR R
status S String RIBEENEHEDISIRERES
FFK.
KEME:
e IN_PROGRESS
e SUCCEEDED
e FAILED
limit & Integer BMEKREIRKERE,
=/IME: 1
BAE: 100
fR&(E: 100
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AP| &% 4 API
2H BRIk SR fHR
marker & String P IRFRIC
BMEE: 24
RAKE: 24
IBRESH
% 4-204 53K Header 2
2% =% SRR R
X-Security- S String MREAEFEAIRZEENRE, T
Token Ittheader@ TR, ZERIR
HZeEENZedHE (2EFS
)
BRAXEKE: 2048
NuRESEL

R&G: 200

3 4-205 g Body &

e SHRT T

account_assi | Array of IBREIRSTIZER
gnments_del | objects

etion_status

page._info Object BEPNEENNSR.

£ 4-206 account_assignments_deletion_status

2% SHRT R
created_date | Long elfE{= =N
request_id String TBERE—IRIR
status String PPREFAURS
W=E:
e IN_PROGRESS
e FAILED

e SUCCEEDED
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AP| &%

4 API

£ 4-207 page_info

8% SR iR
next_marker | String WMREFE, NFRRTHANEEESEEN e s
A E . FEXHEENEERARS, EiR&IEK
SHPFERLE, LERBGREHN T35 . &L
ZEEIMIRE, EZInext_markerlif TR (Gl
Fnull,
current_count | Integer ATUREIZBHE.,
KE/: 400
2 4-208 1L Body &%§
¥ SHE iR
error_code String B,
error_msg String HIRES.
request_id String IEKE—TIR

RSE5: 403

% 4-209 gL Body 2%

8% e el ik
error_code String 2=,
error_msg String EIRER.
request_id String TEKRE—IRIR

iERTH

EIEEIAMBA O SEA FRIKS S ECRIMIBRIRSSIZR .

GET https://{hostname}/v1/instances/{instance_id}/account-assignments/deletion-statuses

N iz 73~ 51
REB: 200
Successful

{

"account_assignments_deletion_status" : [ {
"created_date" : 1677175760379,
"request_id" : "9238e6aaaaaaaaaaaaaaaaaaaadcad9”,
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"status" : "IN_PROGRESS"
1L
"page_info" : {
"next_marker" : null,
"current_count" : 1
}
}
RS
1?5%)@3{7(@55 °
T
B2 ERB.
4.4.5 B SHKUREX B AP R AP
INEEN4A
I SiEEKS AR ENREXBAIAFESAFA .
URI
GET /v1/instances/{instance_id}/account-assignments
xR 4-210 BIZBH
2% =EWi%E SR A
instance_id 2 String IAMBHf IO SEFIRg £ B E—R
IRFF (ID) »
Z 4-211 Query #
84 BE W% SR R
limit B Integer BMEKRREIERAERE.
=ME: 1
=AE: 100
THh&E: 100
marker S String pa LN
RIMKE: 24
BRAKE: 24
account_id 2 String WSAIE—BDIRR,
permission_se | & String EENRENE—B MRS,
t id
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APl &%& 4 API
BRSH
£ 4-212 15K Header &
28 BRI SRR A
X-Security- S String WMRIEEFERIRITLZEETE, T
Token Itbkheader2WER, 1ZELZH
HZeERENZESHE (21FS
)
BAEE: 2048
Nl fiz &2

W&E: 200

% 4-213 IR Body 2%

BH SR R
account_assi | Array of HEEHERMFIIKRS oESIER.
gnments objects
page_info Object BEPREENNR.
£ 4-214 account_assignments
BH BHER R
account_id String MSHIE—IRIR
permission_se | String PPREEME—IRIR
t.id
principal_id String IAMBHRHRIOFRN— P SHRSDE—IRIR, FIa0
FAPs AR,
principal_type | String SBRERISCIRREY,
KEME:
e USER
e GROUP
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AP| &% 4 AP|

£ 4-215 page_info

8% SHRT RR
next_marker | String WMREFE, NFRRTHANEEESEEN e s

M2 . EXRENELEERYS, TERESiEK
SHPERIE, DERBEEN T35 . 8N
ZEEIIEIE, BZlnext_markerlgizrcZEiR[E]

Fanull,
current_count | Integer AMREIZB#HE.
K& 400
7 4-216 IR Body &%
S8 ¥R A
error_code String B,
error_msg String BIREE,
request_id String IEKE—TIR
RESEE: 403
2 4-217 R Body &8
S8 SR A
error_code String eI N
error_msg String EIRER.
request_id String TEKRE—IRIR

ISR
S SR EM SR IS B REX AR A A,

GET https://{hostname}/v1/instances/{instance_id}/account-assignments

N bz 735
R&B: 200
Successful
{
"account_assignments” : [ {

"account_id" : "5146d03d8aaaaaaaaaaaabbae60620a5",
"permission_set_id" : "ps-8603aaaaaaaal4bd",
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"principal_id" : "ac6aa714-daa7-1aaa-aaa2-6715aaaa4dd9",
"principal_type" : "USER"
1,

"page_info" : {
"next_marker" : null,
"current_count" : 1

}
}
RS
B IRESB .
TS
B2 E=EB.
4.4.6 BIEWKS S HEC
INEEN4A
FRIEEANRENIEEWRS DB M FEARANBASIRE, AT RIAMB L HOER
FAFA.,
URI
POST /v1/instances/{instance_id}/account-assignments/create
£ 4-218 IR1Z8#
2 =AWk SR R
instance_id 2 String IAMEB 3 FOLBI 2 B HE—FR
RFF (ID) o
IBRESH

2 4-219 153K Header 2%
28 BE Ik SR iR

X-Security- S String WMRIEEFERIGIZEENRE, U
Token Itheader@ &R, ZERIG
=2 ERNZE<SHE (215
R2) o

BRAKE: 2048
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7= 4-220 53k Body £#{
2% BEWI% SHRT (i35
permission_se | 2 String W PREEME—HRIR
t id
principal_id 2 String IAMEB 5O FREY— NSRS D
H—trR, BIAIEPEARE.
principal_type | 2 String BUSRSPERISLIAREY,
MzE:
e USER
e GROUP
target_id = String FHENBIREAFIRR
target_type 2 String CUERSPERISEIRSEEL,
wzE:
e ACCOUNT
[ e
RE&ES: 200
% 4-221 57 Body £
2% SR fhR
account_assi | Object AT PRER I TIRSAINT R o

gnment_crea
tion_status

£ 4-222 account_assignment_creation_status

FFsRAFA.

2% SR fHiA

created_date | Long tIZBH.

failure_reason | String KWIREA ,

permission_se | String WPREEME—HRIR

tid

principal_id String IAMBARHROFR— SRS D E—IRIR, FIa0
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API &% 4 API
2H SRR iR
principal_type | String RERYSEIRSEEY,
KZME:
e USER
e GROUP
request_id String IEKE—FRR,
status String I PRERBURS
KZME:
e IN_PROGRESS
e FAILED
e SUCCEEDED
target_id String BEfRERRIE—RR .
target_type String SCIRZEEY,
KZME:
e ACCOUNT
RED: 400
% 4-223 5 Body %
B8H SHERR U
error_code String LI
error_msg String EI=ER.
request_id String IRE—FRR,
RS 403
% 4-224 IR Body 244
2H SRR iR
error_code String I
error_msg String BIREE,
request_id String TEKME—ITIR
KEB: 404
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4 API

K 4-225 [ Body 2%

2H SHE fik

error_code String IR,

error_msg String EIREE.

request_id String TERE—ITIR

=P N ]]
{FRE AN PR EIIEER S S HCXT RIAM B 5 O B P AYA AR
POST https://{hostname}/v1/instances/{instance_id}/account-assignments/create

{
"permission_set_id" : "848805579********+*+*()3de60620a5",
"principal_id" : "ac6aa714-daa7-1aaa-aaa2-6715aaaa4dd9",
"principal_type" : "USER",
"target_id" : "5146d03d8aaaaaaaaaaaabbae60620a5",
"target_type" : "ACCOUNT"

Nl Mz 73~
REE: 200
Successful

{
"account_assignment_creation_status" : {

"created_date" : 0,
"failure_reason" : "string",
"permission_set_id" : "string",
"principal_id" : "string",
"principal_type" : "USER",
"request_id" : "string",
"status" : "IN_PROGRESS",
"target_id" : "string",
"target_type" : "ACCOUNT"

B2 RSB

52 iEIRE .

RIEIBRID, EWEEAMBDHOLE TRIKSHERFRINSFBER.
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APl &%

4 API
URI
GET /v1/instances/{instance_id}/account-assignments/deletion-status/{request_id}
* 4-226 BIZBH
B8H =Rk SR faR
instance_id 2 String IAMB 3 FOLIE BHE—FR
RFF(ID) o
request_id 2 String BRE—RIR
=R 5
R 4-227 153K Header 2§
2% =AWk SHEER R
X-Security- & String WMRIEEFERIRIT LS ETE,
Token lttheader2 &MY, ZEZIR
HNZeFZRENZESHE (SFS
) .
BAKEE: 2048
V254
KEB/: 200
2 4-228 I Body &%
¥ SRR iR
account_assi | Object AT PREIRERITIRSAIT R .

gnment_dele
tion_status

Z 4-229 account_assignment_deletion_status

2% SR fHiA
created_date | Long tIZBH.
failure_reason | String LWRE
permission_se | String BPREEME—RIR

t_id
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2% SRR fik
principal_id String IAMB e AS— LA B HE—FRIR, fIan
FAPs AR,
principal_type | String REROSCIRREY
KzE:
e USER
¢ GROUP
request_id String TEKE—IRIR
status String PPRERBUR S
WzE:
e IN_PROGRESS
e FAILED
e SUCCEEDED
target_id String BARSARIE—RIR
target_type String SCIRSERY,
W=E:
e ACCOUNT
K& 400
% 4-230 I[RT Body 2%
BH SRR fix
error_code String IR,
error_msg String HEIRER.
request_id String ERME—RR,

WK&G: 403

3 4-231 gk Body &

2% SHRT R
error_code String IR,
error_msg String BIREER,
request_id String TBERE—IRIR
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KE&E: 404
7 4-232 g Body S
B8 SRR 15
error_code String S
error_msg String HEIRER.
request_id String ERME—RR,
(=GN
RIEIERID, EIEHEEIAMBHH O TS HERIMASFEER.
GET https://{hostname}/v1/instances/{instance_id}/account-assignments/deletion-status/{request_id}
N 7~
K& 200
Successful
{
"account_assignment_deletion_status" :
"created_date" : 1677175760379,
"failure_reason" : ""
"permission_set_id" : "ps-8603aaaaaaaal4bd",
"principal_id" : "ac6aa714-daa7-1aaa-aaa2-6715aaaa4dd9",
"principal_type" : "USER",
"request_id" : "9238e6aaaaaaaaaaaaaaaaaaaadcad92"”,
"status" : "IN_PROGRESS",
"target_id" : "5146d03d8aaaaaaaaaaaabbae60620a5",
"target_type" : "ACCOUNT"
}
}
WR&G
1 % 'lklu\ﬁqo
=
BESIEIRG.
4.5 IFEETE
b oY | Bl = =P iN — et
4.5.1 S HPBEFNEE R FHIIRES
THRENR
HIHSIEIHEERIFIRE . SRISHFANRERINGE
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URI

GET /v1/instances/{resource_type}/{resource_id}/tags

% 4-233 BIZS¥

2% =R WI% SR fik
resource_type | & String RIRSEEY
KA
e identitycenter:permissions
et (1REE)
resource_id = String BOREMNME—HRRFF (ID) .
BRAEKE: 130

2 4-234 Query 2

B8H Wik SR 1k

Integer BMERIREIERALERE
=B/ME: 1

=A{E: 100

EREE: 100

String S RARIC -

BMEE: 24

BRAKE: 24

limit

o | A

iy

marker

BRSH
2K 4-235 153K Header £%f
28 =EWIk SR )%
X-Security- & String WRIEEFERIRITZEEE, U
Token ttheader@ W EH, 1ZERIR
&L ERENEZE4SE (£21FS
) o
BAEKE: 2048
I R&E

WK&G: 200
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4 API

K 4-236 I Body 2%

2% SR R
tags Array of REIIR,
objects
page_info Object BELTERINR.
K 4-237 tags

B8Y ¥R ik
key String A= e

BIMEE: 1

RAKE: 128
value String RERYE, TLAATZFRE, BA8Enull,

=IM<E: 0
BKIKE: 255

2k 4-238 page_info

¥ SRR iR
next_marker | String WMREFE, NFRRTHNEEE SN AE S
I E . FEXHEENEERARS, EREIEK
SHHPFERLE, LERBGREHI T35 . &L
ZEEIRE, HRnext_markerli N TcEIR[E]
Fanull,
current_count | Integer ATUREIZBHE.,
KR&B: 400
2 4-239 IR Body &%§
2% SR A
error_code String RS
error_msg String BIRER
request_id String EKME—RIR

REHE: 403
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AP| &%& 4 API
K 4-240 IR Body 2%
2% S¥RT R
error_code String RS
error_msg String BIRER
request_id String IEKME—RIR
=GNl
I HHPEFHEERBAIIRES o
GET https://{hostname}/v1/instances/{resource_type}/{resource_id}/tags
i Rz 7~ 5
REH: 200
Successful.
{
"tags" : [ {
"key" : "auto09230Uv5key",
"value" : "auto0923XXFmvalue"
1
"page_info" : {
"next_marker" : "5f13d2346712e4890abc5678",
"current_count” : 10
}
}
RSB
1 25 'lklu\ﬁr.,!o
el
BESIEIRE.
> e DL N [N —s
4.5.2 ﬁ?aEk:ﬁ:ﬁﬂﬂ*ﬁ%
INgeN A
SEENRFRERI—N S MRS . JRISIFAINIRERIIRE .
URI
POST /v1/instances/{resource_type}/{resource_id}/tags/create
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F 4241 BRBY
2% BEWIE SRR R
resource_type | = String RRRE,
KEE:
¢ identitycenter:permissions
et (UREE)
resource_id 2 String PPREAE—FRRET (ID)
RAKE: 130
IBRSH
5 4-242 53K Header 2%
e EE W% SR R
X-Security- B String WRIEEFRIRITZEEE, U
Token Ittheader@&FERY, ZE=Z/R
HZEEENTeSHE (8FS
) o
BRAKE: 2048
%= 4-243 153K Body S
2% BEWI% SRR ik
tags 2 Array of ATFEEREN—EREX,
objects HUAEE: 0 - 50
K 4-244 tags
2% BEWI% SRR A
key 2 String RS,
=BIVEE: 1
BRAKE: 128
value = String ERYE, JUAATERESA, B
AeeAnull,
BME: 0
BAKE: 255
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Nl fiz 22
RSB 400
& 4-245 uR Body 2
28 SR )%
error_code String 2R3
error_msg String HIREE
request_id String ERE—FRR
KEB/: 403
7 4-246 gL Body 2%
28 SR R
error_code String EIRg
error_msg String BIRER
request_id String iEKME—RIR
RSB 409
& 4-247 0L Body 2
28 SR )%
error_code String EIRg
error_msg String HIREE
request_id String RE—FRR
=Rl
FEERRNIMRE .
POST https://{hostname}/v1/instances/{resource_type}/{resource_id}/tags/create
{
"tags" : [ {
"key" : "keystring",
"value" : "valuestring"
11
}
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N Rz 7~

%
RS

BESIURSE.
S

B2 IR,

4.5.3 BIFRIEE R RAVEERS

ThEEN R
MEEREFHPRISERIRES o
URI
POST /v1/instances/{resource_type}/{resource_id}/tags/delete
#+ 4-248 IR1ZBH
2% BEWIE SRR R
resource_type | = String HRRE,
KEE:
e identitycenter:permissions
et (HREE)
resource_id 2 String PPREAME—FRRTT (ID)
BRAKE: 130
IBRESH
% 4-249 53K Header 2%
B2Y =R W% SR ik
X-Security- B String WRIEEFRIRIZEEE, U
Token Ltktheader2% &R, ZBERI

HNReERNZEOE (RIFS
hE) o
RAKE: 2048
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% 4-250 53K Body 2%

2% AUk SR R
tags 2 Array of AFEEREN—HEEX,
objects HUREE: 1-20
£ 4-251 tags
2 EEWI% ST ik
key 2 String A= e

B2IVEE: 1

BAEKE: 128

String wEE, ATLAA=FrHE, B
AgEAnull,

=BI<E: 0

BRAKE: 255

value

i1y

RS &

WR&G: 400

2 4-252 IR Body 2%

2¥ SR fi#iA
error_code String EIRg
error_msg String HIREE
request_id String IERE—HRIR

REB@: 403

% 4-253 g7 Body 2%

2% S¥RE RR
error_code String RS
error_msg String BIRER
request_id String EKME—RIR
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4 API

BRI

MEERFEFRIFFISEERIRE

POST https://{hostname}/v1/instances/{resource_type}/{resource_id}/tags/delete

{
"tags" : [ {
"key" : "keystring",
"value" : "valuestring"
1
}
i Rz 7~ 5
7
N
1%%%%&:\55 °
S
ESIEIRB.

4.6 AFPEE
4.6.1 B

ab
IhBEN B

FERRENS MR EIZE—NMAMBGHROEF.

URI

POST /v1/identity-stores/{identity_store_id}/users

% 4-254 IRIZSH

¥ 2RIE SRR A
identity_store | 2 String SHENEEHE—RREF (ID)
_id

RIMKE: 12
RAKE: 12
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IERSH

2 4-255 153K Header 2%{

8% BE W% SRR 1k

X-Security- S String WMRIEEFERIRITLZEETE, T

Token ttheader2@ W EHY, ZERIR
NZ2ERENZESE (2159
B2 o
BRAKE: 2048

% 4-256 153K Body &
2% 2RWIE SRR R

addresses B Array of AFtIHEE5IER .
objects BRI 1-1

display_name | 2 String BRFINEREIR,
BIVEE: 1

BAEE: 1024

Array of FFHIBFHRfEE R,
objects BAKE: 1-1

String BRI X EES..
BIEE: 1

BAXEKEE: 1024

Object BEEFUEEENNTR,
String FBFEIR,

BMEE: 1

BAEE: 1024
phone_numb Array of BFRBIESIBERIIE,
ers objects HBAKE: 1-1
preferred_lan String BRIESEIEIN,

guage =RIMEE: 1

BAEE: 1024

String 5P XEXRIURL,
BIEE: 1

BAXEKEE: 1024

ali

emails

i1y

locale

name

0 | HO

nickname

iy

iy

iy

profile_url
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4 API

SH

SHERE

%S

timezone

String

BRFIX.,
BIMKE: 1
BAEE: 1024

title

iy

String

BRPL,
=RIKE: 1
BAKE: 1024

user_name

ali

String

BFR&, BT RRBEPE—F
FER,

w=AMKE: 2

BAKE: 128

user_type

iy

String

BPzEE,
BRIMKE: 1
BAKE: 1024

password_mo
de

i

String

aaEREL N, —RMEERD/
RS -

WaE:

e OTP

e EMAIL

enterprise

iy

Object

BEARLARXERIINR.

£ 4-257 addresses

24

S

HEk

country

A
=

String

ExR/MX,
RAKE: 1
BAKE: 1024

formatted

1y

String

BAEEERIMHAE R A
=T,

=RIMKE: 1

BAKE: 1024

locality

i1y

String

I & .
RAKE: 1
BAKE: 1024

postal_code

iy

String

BRI mAS o
BIMKE: 1
BAEE: 1024
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APl £ 4 API
2% BEWwI% SRR ik
primary & Boolean —MRME, FRXEBRAR
B9=E It
region B String X1z,

RIKE: 1
BAKE: 1024

street_address | & String ERERN
BMEE: 1
BAXEKEE: 1024
type & String FRHERBIF R,
BMEE: 1
BAEE: 1024
K 4-258 emails
SH BRI SHER i)
primary = Boolean —MRME, FRXEBRAR
AYEEBFHBFE
type 2 String R TFHFERENF RS,
B2IVEE: 1
BRAKE: 1024
value = String B EBEFHFEREIAY RIS,
BMEE: 1
BAXEKEE: 1024
verification_st | & String B FHBFEIHEAYISIEIRS .
atus KA
e NOT_VERIFIED
e VERIFIED
2 4-259 name
2% =Rk SR A
family_name |2 String BRI,

BRIMKE: 1
BAKE: 1024
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2% BRI SRR ik
formatted S String BEEBEERIZRANERE
=R,
BIVEE: 1
BAKE: 1024
given_name 2 String BFRBIZ=E.
BMEE: 1
BRAEKE: 1024
honorific_prefi | & String BRFSERREI%R
X BME: 1
BAEE: 1024
honorific_suffi | & String HAPINETRER,
X BIVEE: 1
BAEE: 1024
middle_name | & String HPIRERE
BIEE: 1
BAXEE: 1024
Z 4-260 phone_numbers
BH B W% SR R
primary B Boolean —MRE, FRXEERAR
BOEBIESE,
type & String FREIESIBRERIFHE,
BMEE: 1
BAEE: 1024
value " String BEBIESBINERRSE,
RIMRE: 1
BAEE: 1024
2 4-261 enterprise
2% =A%k SHER R
cost_center & String BRAHG

=RIMKE: 1
BAKE: 1024
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APl &% 4 API
2% BEWwI% SR fiEid
department & String 87,

RIMKE: 1
RAKE: 1024

division & String 2EB,
BAMKE: 1
BRAKE: 1024
employee_nu | & String BTHRS,
mber BMRE: 1
BRAEKE: 1024
manager S Object =g,
organization | & String 4840,

w=AMKE: 1
BAXEE: 1024

Z 4-262 manager

2% =AWk SR )
value = String 28,

=RIMKE: 1
BAKE: 1024

MR S4L
REE: 201

7= 4-263 [N Body &%§

2 SR fik
identity_store | String BSmENEEHE—RRE (ID) .
_id BIMEE: 1
EAKE: 36
user_id String SHREPIAMBE R OHEFRIE B E—IRRT
(ID) .
B&AMRE: 1
BAKE: 47
password String BB —X =43
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APl &

4 API

R&6G: 400

% 4-264 9 Body 2%

2% SHEE iR
error_code String 2=,
error_msg String EIREE.
request_id String 1B5KID,
encoded_auth | String EER.
orization_mes

sage

WR&6G: 403

2 4-265 I Body 2%

¥ SHEE iR
error_code String TAELIEN
error_msg String EREE.
request_id String 15KID,
encoded_auth | String EREE.
orization_mes

sage

WR&MG: 409

% 4-266 g Body 2%

2% SHE iR
error_code String LI
error_msg String EIREE.
request_id String 15KID,
encoded_auth | String EES.
orization_mes

sage

ISR
TEEENSHIEF A —NAMSHBHORR.
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POST https://{hostname}/v1/identity-stores/{identity_store_id}/users

{
"user_name" : "FHHFPZu1",
"display_name" : "HFExRZ",
"emails" : [ {

"primary" : true,
"type" : "Work",
"value" : "email@example.com"
b1
"name" : {
"family_name" : "#EEE",
"given_name" : "Z=%"
}

"password_mode" : "OTP"
}

i Mz 73~
RED: 201
Successful

{
"identity_store_id" : "d-a00aaaa33f",
"user_id" : "ac6aa714-daa7-1aaa-aaa2-6715aaaa4dd9",
"password" : "one-time-password-123"

}
RS
BESIURSE.

52 EIRB .

EHIIHEES MR FTHIAME M FROBEFIZE,

URI

GET /v1/identity-stores/{identity_store_id}/users

% 4-267 BIZSH

el BERWI% SRR iR
identity_store | 2 String SRR E BRI
_id (ID) .

BIMKE: 12
BRAKE: 12
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IAM BH{p el

APl &%& 4 API
K 4-268 Query 2H
2% =RWIE SR 1)
marker &= String SRS o
BMEE: 24
RAKE: 24
limit B Integer BMEKRREINERAERE.
=/IME: 1
=BAE: 100
Hhe&(E: 100
user_name & String BR&.
=P
K 4-269 153K Header 2#
2% =RWIE SR 1)
X-Security- S String WMRIEEFERIRIT L2 ETE,
Token Ittheader@FEHY, Z(ERIG
HNZeZRENZESHE (SiFS
)
BRAKE: 2048
N R 23
RSB 200
7 4-270 Nghi Body S
¥ SRR iR
page_info Object BESEEINR.
users Array of SpIEFEFYIE,
objects
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IAM B{p el
APl &%

4 API

£ 4-271 page_info

2H SHE

ik

next_marker String

WMREFE, UFRRTHEHEE ST ES
Nt . EXRENELEARY, ERSiEK
SHEPERIE, DEREEEN T35 8N
%Egﬁtﬁ%{’ﬁ BEZnext_markerlg N 7tEIR (2]
Fanull,

current_count | Integer AREIZB#H=.
2 4-272 users
8% SRR iR
addresses Array of FRPaoteiHEE%IZE .
objects SRR 1-1
display_name | String BEFRERER,

RIMKE: 1
BEAKE: 1024

emails Array of FBFHEBEFIRFEE R
objects KR E: 1-1
external_id String SMEBE R IR D EC AU RAVIRIR R o
external_ids | Array of FRFHIIMNBRRTHERYIZE
objects HOEEE: 1-10

identity_store | String
_id

BpRINEBEHE—RRS (ID) .
RAMKE: 1
BAKE: 36

locale String

APt XV EER
BME: 1
RBRAEKE: 1024

name Object

BERAFPUAEEINR.

nickname String

FEFRRFR
RAMKE: 1
BEAKE: 1024

phone_numb | Array of
ers objects

RFPBIESERYIR.
HAKE: 11
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AP| &%

4 API

SH

SHRE

i

preferred_lan
guage

String

BRIESEIEN,
BME: 1
BAKE: 1024

profile_url

String

5AFXEXAIURL,
RAMKE: 1
BAKE: 1024

timezone

String

FBEFIX,
BME: 1
BRAEKE: 1024

title

String

Pk,
RAMKE: 1
EAKE: 1024

user_id

String

%('153‘7‘J;§EPIAM%{$J‘¢/L‘,\}EHPEI’\J$E ME—FRIRTF
ID) o

RAKE: 1
RAKE: 47

user_name

String

BFRE, BFtRRAPIE—F % H,
&AMRE: 2
BAKE: 128

user_type

String

A8,
RAMKE: 1
BAKE: 1024

created_at

Long

Bl AP ETRIBT E1EL .

created_by

String

BlEE .

updated_at

Long

SEFT A PR AORS E)EL .

updated_by

String

BEIE

enabled

Boolean

—1M/RME, RRBFREEER.

enterprise

Object

BEAFTFEXERRINR.
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APl &

4 API

£ 4-273 users.addresses

2H

SHE

ik

country

String

EZxR/MIX .
BIME: 1
BAEKE: 1024

formatted

String

B EEERMHFAME AR R ZERTER .
BM<E: 1
BEAKE: 1024

locality

String

MU E
BIMKE: 1
BAKE: 1024

postal_code

String

HREZRES
BRIMKE: 1
RAKE: 1024

primary

Boolean

—M/RME, RRXEEIAPRERLL,

region

String

RAMKE: 1
BAKE: 1024

street_address

String

#naE,
BME: 1
BRAEKE: 1024

type

String

FRHEASE R REER
=BME: 1
BAKE: 1024

2 4-274 users.emails

2H

SHH

ik

primary

Boolean

—Mh/R(E, RRXEENAPIERFHE,

type

String

=
R REFHFEEBNFEE,
RAMKE: 1
BAKE: 1024

value

String

B S BEFHfEHRIF TR
BIME: 1
BAEKE: 1024
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IAM Bl

APl &% 4 API
2H SR iR
verification_st | String String
atus B8 FHBFE I AIIIIEIRS .
KA
e NOT_VERIFIED
e VERIFIED
2 4-275 users.external_ids
B84 SHRT RhR
id String MBS DR AR AR 28 LR RRIF NIRRT o
BIME: 1
BRAKE: 256
issuer String SNERFRIRFTRIIA & -
=BME: 1
BRAEKE: 100

2 4-276 users.name

2%

SHH

i

family_name

String

FAPRYEER
BIMKE: 1
BRAEKE: 1024

formatted

String

BREERB ISR ARIF I/ E .
BIME: 1
BAEKE: 1024

given_name

String

BRPIEE,
RAMKE: 1
BEAKE: 1024

honorific_prefi
X

String

FFRISEFREIER
RAKE: 1
BAKE: 1024

honorific_suffi
X

String

BRPIEIRES.
BIMKE: 1
BAEKE: 1024
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IAM B{peuly
APl &

4 API
2 SRR A
middle_name | String FBFRHFiESE.

BNME: 1
BAKE: 1024

2K 4-277 users.phone_numbers

2% S¥RT R
primary Boolean —MRE, FRXEEARAPNERIESHE.
type String RTRHEIESHERENFHE,
BAMRE: 1
BEAKE: 1024
value String BEBIESBINFE/FE,

BIME: 1
BAKE: 1024

Z 4-278 enterprise

2%

SHH

ik

cost_center

String

AL,
BIMEE: 1
BAKE: 1024

department

String

&6,
BIME: 1
BAKE: 1024

division

String

DEB,
RAMKE: 1
BAKE: 1024

employee_nu
mber

String

RITRS,
BIME: 1
RBRAEKE: 1024

manager

Object

=,

organization

String

a0,
=BME: 1
BAEKE: 1024
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IAM B{p el

APl &% 4 API
K 4-279 manager
2 SR R
value String KR8,
BIM<E: 1
BXKE: 1024
KM 400
2 4-280 ML Body &%
28 SR R
error_code String B,
error_msg String BIREE,
request_id String 15KID,
encoded_auth | String ERER.
orization_mes
sage
K& 403
% 4-281 [ Body S
2 SR iR
error_code String eI
error_msg String BIREER,
request_id String 15KID,
encoded_auth | String ENER.
orization_mes
sage
BRI
HIEESMIETHIAMBSFORBRYIE,
GET https://{hostname}/v1/identity-stores/{identity_store_id}/users
I 7~ A5
KEEL: 200
{
"page_info" : {
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IAM B{p el
AP| &%

4 API

T

tHI=E

"next_marker" : null,
"current_count” : 1
1
"users" : [ {
"addresses" : null,
"display_name" : "R RxRE",
"emails" : [ {
"primary" : true,
"type" : "Work",
"value" : "email@example.com"
11
"external_ids" : null,
"identity_store_id" : "d-a00aaaa33f",
"locale" : null,
"name" : {
"family_name" : "#EEG",
"formatted" : null,
"given_name" : "&=%",
"honorific_prefix" : null,
"honorific_suffix" : null,
"middle_name" : null
B
"nickname" : null,
"phone_numbers" : null,
"preferred_language" : null,
"profile_url" : null,
"timezone" : null,
"title" : null,
"user_id" : "ac6aa714-daa7-1aaa-aaa2-6715aaaa4dd9",
"user_name" : "FHP&uU1",
"user_type" : null,
"created_at" : 1687184129925,
"created_by" : "5146d03d8aaaaaaaaaaaabbae60620a5",
"updated_at" : 1687184129926,
"updated_by" : "5146d03d8aaaaaaaaaaaabbae60620a5",
"enabled" : true
1]
}

BEIREE

A

52 WiEIRD

4.6.3 AR

ThEEN A

URI

RIEAFID, MFEXINANIAMBHHORERF

DELETE /v1/identity-stores/{identity_store_id}/users/{user_id}
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AP| &% 4 AP

% 4-282 IRIZSH

el BEWI% SHRT (i35
identity_store | 2 String SRR E BRI
_id (ID)

RAMKE: 12
RAKE: 12

String BpiEFRIAMB R OREFINE
BH—+xR%F (ID) .

BRIKE: 1
BRAKE: 64

i

user_id

BRSE
K 4-283 i53K Header 2#

2% BBk SR )%

X-Security- & String WMRIEAEFAIREZEERE, U

Token ttheader@W B0, 1ZERIR
H&ZeERENEZe2SHE (215
F2) o
BAKE: 2048

o R/ 2#
RASED: 400

2 4-284 i Body &%

S8 SR A
error_code String LN
error_msg String EIRER.
request_id String 1B5KID,
encoded_auth | String ERUEE,
orization_mes

sage

W&G: 403
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IAM B{p el

APl &%& 4 API
2 4-285 [ Body &%
S SHERR R
error_code String 2=,
error_msg String BIREE,
request_id String 153KID,
encoded_auth | String ERES.
orization_mes
sage
KEE: 404
2% 4-286 N7 Body &%
¥ SR T
error_code String EI=fT,
error_msg String EIRER.
request_id String 1B5KID,
encoded_auth | String ERUEE,
orization_mes
sage
=Rl
RIEAFID, MR MAIAMBDHOERF,
DELETE https://{hostname}/v1/identity-stores/{identity_store_id}/users/{user_id}
) aa ]l
7
REB
B2 RSB
e
B2 EIRE .
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APl &%& 4 API
4.6.4 SIIAHFIFR
IHEENA
IBIERFID, EEXNIAMB S ORPINEBER .
URI
GET /v1/identity-stores/{identity_store_id}/users/{user_id}
* 4-287 R1ZBH
S8 BRI SRR ik
identity_store | 2 String SRR E BRI
_id (ID) &
RIMKE: 12
RAKE: 12
user_id 2 String SpiBEFRIAMBHHFOEFINE
BH—xRF (ID)
RIMKE: 1
BRAKE: 64
B2
K 4-288 153K Header 2#{
S BEWI%E SR iR
X-Security- & String WMRIEEFERIRITZEETE,
Token lttheader2 BRI, ZEZIR
HZ2ERNEZe<SHE (SiES
) .
BAKE: 2048
VRS54
HKEB/: 200
% 4-289 IR Body S
2 SR R
addresses Array of BRAtIHERSIE
objects SRR 1-1
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4 API

SH

SHRE

i

display_name

String

FBFREREMR.
BRIMKE: 1
RAKE: 1024

emails

Array of
objects

PRI FHERFEERIIE
HAKE: 11

external_id

String

HNERRD TR BRI R RATARIR T

external_ids

Array of
objects

FRPRMNBRRFHEESIR
HAKE: 1-10

identity_store
_id

String

BRI EEE—FRREF (ID)
BIME: 1
RAKE: 36

locale

String

PRIt IE X e EE5E .
RAMKE: 1
BEXKE: 1024

name

Object

EEAFERERINR

nickname

String

FBFBERR o
BRIMKE: 1
RAKE: 1024

phone_numb
ers

Array of
objects

FFRIEIESHRERIIR
HAKE: 11

preferred_lan
guage

String

BRESEIE.
BIME: 1
BAEKE: 1024

profile_url

String

S XEAIURL,
RAMKE: 1
BEAKE: 1024

timezone

String

FAFRX,
BRIMKE: 1
RAKE: 1024

title

String

P4,
RAMKE: 1
BAKE: 1024
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APl &% 4 API
2H SR iR
user_id String %ﬁj‘ﬁ;iq:'IAM%{%‘EF“L‘}}EHF'EI’\Jé)%ﬂE—ﬁﬁRﬁ
ID) .
RIMRE: 1
RAKE: 47
user_name String BFRE, BFmRREFRRNE—=5E,
RIMRE: 2
RAKE: 128
user_type String FARFZEE,
RIMKE: 1
BAKE: 1024
created_at Long Bl A FITRYATEIEL
created_by String Bl .
updated_at Long B ATAYRT B o
updated_by String BE.
email_verified | Boolean — 1 /RE, TRAPENBEFHERERIE.
enabled Boolean —RME, TrAPEEER.
enterprise Object BEHAFIEBXERNNR.

2 4-290 addresses

24

SHR

ik

country

String

EZ=xR/MX
RAMKE: 1
BAKE: 1024

formatted

String

BEEE R AR AFERT S .
BNME: 1
BAKE: 1024

locality

String

M E .
RAMKE: 1
BAKE: 1024

postal_code

String

MR BIERES o
BIME: 1
BEAKE: 1024

primary

Boolean

—PRE, RRXEEAAPEIE,
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2H SR iR
region String X1,
BNME: 1
BAKE: 1024
street_address | String g,
RAMKE: 1
BAKE: 1024
type String MR F RS,
BME: 1
BRAEKE: 1024
2 4-291 emails
2% SR iR
primary Boolean —NRME, FRXEENEFPEREFAE.
type String T FHBFEREF TS
=BME: 1
BRAEKE: 1024
value String BB FHpfEBURYF TS
BIME: 1
BAEKE: 1024
verification_st | String B FHBFE B AYIGIEIRES .
atus KZME:
e NOT_VERIFIED
e VERIFIED
3£ 4-292 external_ids
8% SHEE iR
id String SNEBE D IREE A LS LR TRAIRIR ST o
BIME: 1
RAKE: 256
issuer String SMNERARIR TR A E -

RAMKE: 1
BEAKE: 100
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IAM BH{p el
AP| &%

4 API

2% 4-293 name

2H SHE

ik

family_name | String

FBFRIEES.
BIME: 1
BAEKE: 1024

formatted String

B EEERNBRAER AR ZERTE .
BM<E: 1
BEAKE: 1024

given_name String

FAPRNZE,
RIME: 1
EAKE: 1024

honorific_prefi | String
X

FAFBSBHREIR.
BRIMKE: 1
RAKE: 1024

honorific_suffi | String
X

BFRHEIREE.
RAMKE: 1
BAKE: 1024

middle_name | String

FEFRIHEE,
BIME: 1
RBRAXEKE: 1024

Z 4-294 phone_numbers

24 SHH

R

primary Boolean

—RE, REIXEBNAFPNERIESHE,

type String

=
FRBIESIBERNFEMSE,
BIME: 1
BRXEKE: 1024

value String

BEBIESBINERE,
=BME: 1
BAEKEE: 1024
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APl &% 4 API
2K 4-295 enterprise
el SHRT R
cost_center String ALy
BRAMKE: 1
BRAEKEE: 1024
department String =BT,
RIMKE: 1
RAKE: 1024
division String PEB,
BIMEE: 1
BRAEKE: 1024
employee_nu | String RIRmS,
mber BMREE: 1
BRAEKEE: 1024
manager Object ZIg,
organization | String AL 4a N
RIMRE: 1
BAKE: 1024
K 4-296 manager
2% S¥RT fER
value String =18,
BRAMKE: 1
BRAKE: 1024
REMB: 400
7 4-297 IR Body 2%
2% SR R
error_code String LTI
error_msg String BIREE,
request_id String 153KID,
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2 SRR A
encoded_auth | String EREE.
orization_mes
sage

RE&MS: 403
7 4-298 IR Body 2%
2H SRR R
error_code String 2=,
error_msg String HEIRER.
request_id String 15KID,
encoded_auth | String ERER,
orization_mes
sage
RE&E: 404
2 4-299 L7 Body %1
2% SHERR R
error_code String 2=,
error_msg String BIREE,
request_id String 153KID,
encoded_auth | String ERER.
orization_mes
sage
=Rl
RIBAFID, EEXMIAMBMHHOAPIIFEBER.
GET https://{hostname}/v1/identity-stores/{identity_store_id}/users/{user_id}
M 7~ 5
KEEE: 200
Successful
{
"addresses" : null,
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T

tHI=E

"display_name" : "FHHRPERZ",
"emails" : [ {
"primary" : true,
"type" : "Work",
"value" : "email@example.com"
11
"external_ids" : null,
"identity_store_id" : "d-a00aaaa33f",
"locale" : null,
"name" : {
"family_name" : "¥EG",
"formatted" : null,
"given_name" : "&=",
"honorific_prefix" : null,
"honorific_suffix" : null,
"middle_name" : null
1
"nickname" : null,
"phone_numbers" : null,
"preferred_language" : null,
"profile_url" : null,
"timezone" : null,
"title" : null,
"user_id" : "ac6aa714-daa7-1aaa-aaa2-6715aaaa4dd9",
"user_name" : "FHHFP&Zu1",
"user_type" : null,
"created_at" : 1687184129925,
"created_by" : "5146d03d8aaaaaaaaaaaabbae60620a5",
"updated_at" : 1687184129926,
"updated_by" : "5146d03d8aaaaaaaaaaaabbae60620a5",
"email_verified" : true,
"enabled" : true

BEIREE

B2 IR

\

4.6.5 EHTFHF

ThEEN A

URI

RIEAFID, EFNIAMBMFROEFRNEE.

PUT /v1/identity-stores/{identity_store_id}/users/{user_id}
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IAM Bl

APl &% 4 API
* 4-300 IRRBH
2% =EWi%E SR A
identity_store | 2 String BSRENEBE—RRRT
_id (ID) .
RAMKE: 12
BRAKE: 12
user_id 2 String BipiEHRIAMB D OEFPNE
BEE—RREF (ID) .
BIEE: 1
BRAKE: 64
IBREH
2 4-301 153K Header 2%{
¥ =AWk SR U
X-Security- & String WMRIEEFERIRITZEEE, U
Token ttheader2FEHY, Z(EZIR
HNZeEENTe<H (2FS
) .
BAKEE: 2048
7= 4-302 {53k Body &%
2% =AWk SRR )
operations = Array of FEHRIAREHIIE
objects %@Eﬁg 1-100
€ 4-303 operations
2% =AWk SR U
attribute_path | 2 String EFMNEENFHFERT.
=BIVEE: 1
RAKE: 255
attribute valu | & String EEHNEMHE. HEEINR

e

KRBT, IAMESIIRAIISON
FRER . AnulBTRRMIFRRT
E‘r o
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AP &% 4 API

MR SEL

W&G: 400

3 4-304 g Body &

28 SR A
error_code String LN
error_msg String HEIRER.
request_id String 1B5KID,
encoded_auth | String ERER,
orization_mes

sage

WR&MG: 403

# 4-305 IR Body 2%

2 SR R
error_code String IR,
error_msg String EIREE.
request_id String 153KID,
encoded_auth | String EREE.
orization_mes

sage

&G 404

2 4-306 97 Body 2%

B8H SRR faR
error_code String IR,
error_msg String HEIRER.
request_id String 1BXKID,
encoded_auth | String ERER,
orization_mes

sage
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BRI

N Mz 73~

N

URI

RIEAFID, BEFXINIAMBSHOBFRIER

PUT https://{hostname}/v1/identity-stores/{identity_store_id}/users/{user_id}

{

"operations" : [ {

"attribute_path" : "emails",

"attribute_value" : "[{\"primary\":true \"type\":\"Work\",\"value\":\"new-email@example.com\"}]"

I

"attribute_path" : "name",
"attribute_value" : "{\"family_name\":\"#EE\",\"given_name\":\"Z=-new\"}"

I

"attribute_path" : "display_name",
"attribute_value" : "FAF &B&-new"

]
}

RIEAREESMNEEDIRID, LUSIHILERNSXESAFID. RFREMINIBMHIRID
RIEEL R _iE—, AXIFRIMEN.

POST /v1/identity-stores/{identity_store_id}/users/retrieve-user-id

% 4-307 BIES¥

_id

B8H =% SR R
identity_store | 2 String BRI BE—IRRE

(ID) &
BMEE: 12
BRAKE: 12
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4 API

IERSH

2 4-308 153k Header 2%{

2¥ BRIk SR ik
X-Security- S String WMRIEEFERIRITLZEETE, T
Token ttheader@WER, ZERIG
NZ2ERENZESE (2159
B2 o
BRAKE: 2048
7 4-309 53K Body &%{
8% 2RIk SHER fER
alternate_ide | 2 Object BRRRRT
ntifier
£ 4-310 alternate_identifier
e =RWIE SR #R
external_id S Object INERE IR MR LR L RRRY
PR .
unique_attrib | & Object S E SR HE—RISCR B

ute

2% 4-311 alternate_identifier.external_id

24

BRIk

SHEE

HEk

id

=
=

String

INERE D IR R AR 28 LR TRRY
FRRF .

BIVMEE: 1

RAKE: 256

issuer

ali

String

ANEBA MR TR A S o
=RIMSE: 1
BAEKE: 100
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2 4-312 alternate_identifier.unique_attribute

2% BEWI% SR R
attribute_path | 2 String EESETEN

BIVMEE: 1
RAKE: 255
attribute_valu String EHRYE.

€ RIMEE: 1
BAKEE: 255

ali

) 7 2#
WRASED: 200

% 4-313 KT Body 2%

28 SR ik

identity_store | String BRI BEE—F RRREF (ID) .

- BMRE: 1

RAKE: 36

user_id String BpiEFRIAMB ORI BE—RRET
(ID) .

BIM<E: 1

RAKE: 47

RASE5: 400

% 4-314 I Body 2%

84 SHRT R
error_code String S
error_msg String BIRER,
request_id String 15KID,
encoded_auth | String ENER.
orization_mes

sage

W&G: 403
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2 4-315 Ui Body 2%

2% SR R
error_code String 2=,
error_msg String EIREE.
request_id String 153KID,
encoded_auth | String ERES.
orization_mes

sage

BRI
RIERFZESMNBSMIRID, LUSHITENSREERFID,

POST https://{hostname}/v1/identity-stores/{identity_store_id}/users/retrieve-user-id

{

"alternate_identifier" : {
"external_id" : null,
"unique_attribute" : {

"attribute_path" : "user_name",
"attribute_value" : "FHR&u1"
}
}
}

il iz 73~ 451
KERG: 200
Successful

{
"identity_store_id" : "d-a00aaaa33f",
"user_id" : "ac6aa714-daa7-1aaa-aaa2-6715aaaa4dd9"

}
NN

BES RSB,
tHIxEg

TS EIRB .

4.7 BFAEE
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APl &% 4 API
4.7.1 GIERAFA
INgEN A
EEENBNIEREIE—NNAMB O BEFHE,
URI
POST /v1/identity-stores/{identity_store_id}/groups
= 4-316 IR1ZBH
8% BEWi% SRR fER
identity_store | 2 String SRR E BRI
_id (ID) .
RIMKE: 12
BRAKE: 12
IBRESH
% 4-317 153K Header 2%
2¥ B Wi%E SR ik
X-Security- & String WMRIEEFERIRITLZEEE, U
Token ttheader@ 4 FERY, Z(ERIG
HZeERENZ2SHE (21FS
) o
BAKEE: 2048
#* 4-318 153k Body &%
2H BE W% SR R
description & String BFEEA,
BMEE: 0
BAKE: 1024
display_name | 2 String BFRHEEREIR,
BIVMEE: 1
BAEE: 1024
)2

W&B: 201
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AP| &%
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7 4-319 IR Body &%

2H

SHE

ik

group_id

String

SEREPIAMED R OBRENEBE—RRA

(ID) o
RAKE: 1
RAKE: 47

identity_store
_id

String

SnFERIZREE—RRF (ID) .
&AMRE: 1
EAKE: 36

REHE: 400

2 4-320 I Body 2#f

B8H ST ik
error_code String LI
error_msg String HEIRER
request_id String 15KID,
encoded_auth | String ENER,
orization_mes
sage

KREE: 403

= 4-321 g Body 2%
B8H e el R
error_code String S
error_msg String EIRER.
request_id String 1BEXKID,
encoded_auth | String EREE,

orization_mes
sage

RSB 409
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APl &% 4 API
K 4-322 I Body 2%
2% e el fEiA
error_code String LN
error_msg String EIRER.
request_id String B3KID,
encoded_auth | String ERUER,
orization_mes
sage
(=GRl
FEIEENEDIREPEIE—NAMB M RO EFA.,
POST https://{hostname}/v1/identity-stores/{identity_store_id}/groups
{
"description" : "REIFFA",
"display_name" : "FEF¢E&g1"
N iz~ 451
W&\ 201
Successful
{
"group_id" : "OefaaOdb-6aa4-7aaa-6aa5-c222aaaaf31a",
"identity_store_id" : "d-a00aaaa33f"
}
K&
IEE I
T EL
5 EIRG .
4.7.2 5\ ARA
ThEeN 4R
TR ESHIE FIIAMB SR APASIE,
URI
GET /v1/identity-stores/{identity_store_id}/groups
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£ 4-323 [BRBH
2% =RWIE SR 1)
identity_store | 2 String SRR E BRI
_id (ID) &
=RIMKE: 12
BRAKE: 12
£ 4-324 Query 3#
S =AWk SHR iR
marker S String P TARIC,
BIMEE: 24
BRAKE: 24
limit S Integer BNMEKEREINGRKRERE .
=IME: 1
=XE: 100
HhaE{E: 100
display_name | & String BEEREEMERRARAE
B
=P
7 4-325 {53k Header £
2% A% SR R
X-Security- & String WMREEFERIRITLZEETE,
Token Ittheader@FEHY, ZERIG
HNZeZRENZESHE (SFS
) .
BAKE: 2048
D)VES58

REB: 200

MAERRAS 02 (2024-03-29)

WRINERE © HERRAREBIRAT

141




IAM BH{p el
AP| &%

4 API

K 4-326 I Body 2%

2% SHRT iR
groups Array of WEEERMHHIBRENRIIZER,
objects
page_info Object BELITERINR.
2K 4-327 groups
2% SHRT iR
description String SEBFEEANFRE,

RAMKE: 1
BEAKE: 1024

display_name | String

BEAPHERBRFERFSE,
BIME: 1
BAKE: 1024

external_id String SNERED IR D ECLE L SR IRARIR T
external_ids | Array of BEINEE D IREEMA LS LR RARRFFAIRS
objects K&,
#HAKE: 0-10
group_id String SPEFIAMEHFORARENEBE—RRR

(ID) o
=BME: 1
RAKE: 47

identity_store | String

SRFERIEREE—RRF (1ID) .

- BMREE: 1
BAKE: 36
created_at Long BUEERTAYAT EEL o
created_by String BlEEE .
updated_at Long EFRATAIRTEIEL
updated_by String &

MAERRAS 02 (2024-03-29)
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2K 4-328 groups.external_ids

28 SHE R
id String SMEREAD IR IR B L R TRRAIFRIRTT o

RAMKE: 1
BEAKE: 256

issuer String SNERARIRFFAIM A E -
BIME: 1
RAKE: 100

2 4-329 page_info

¥ SHRT RiA
next_marker | String WMREFE, NWERRTBEmEEHEEINPES

st E ., EXHRMENRLART, ERESIER
SHPERIE, DERBEEN T 59 &5
ZESIRE, BHEInext_markerlgtEIRE]

Fanull,

current_count | Integer ATUREIZBHE,

KEB/: 400

7 4-330 IR Body 2%
2¥ SR A
error_code String IR,
error_msg String BIRER,
request_id String 15KID,
encoded_auth | String ENER.
orization_mes
sage

RE&MS: 403

% 4-331 IR Body 2%
S8 SR A
error_code String TSN
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APl &% 4 API
28 SR A
error_msg String BIREE.
request_id String 15KID,
encoded_auth | String ENER.
orization_mes
sage
BRI

EHIIHEES MR FTHIAME B FORFASIE

GET https://{hostname}/v1/identity-stores/{identity_store_id}/groups

il iz 73~ 451
KEB: 200
Successful

{
"groups" : [ {
"description" : "REIFEFLA",
"display_name" : "FHF4Hg1",
"external_ids" : null,
"group_id" : "Oefaa0db-6aa4-7aaa-6aa5-c222aaaaf31a",
"identity_store_id" : "d-a00aaaa33f",
"created_at" : 1677175760379,
"created_by" : "5146d03d8aaaaaaaaaaaabbae60620a5",
"updated_at" : 1677175760379,
"updated_by" : "5146d03d8aaaaaaaaaaaabbae60620a5"

11
"page_info" : {
"next_marker" : null,
"current_count" : 1
}
}
NG
BESIREHE .
RS
BESIEIRE
4.7.3 HIBRAF4A
TheEN R
RIEAFAEID, BFRYNAIAMBHHORFE,
URI

DELETE /v1/identity-stores/{identity_store_id}/groups/{group_id}
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% 4-332 IRRSH

el BEWI% SHRT (i35
identity_store | 2 String SRR E BRI
_id (ID)

BIMEE: 12

RAKE: 12

String BRBIAMB SO BEFER
EBH—FRRFF (ID) .
B2IVEE: 1

RAKE: 64

i

group_id

BRESE
K 4-333 153K Header 2%
2% BBk SR )%
X-Security- & String WMRIEAEFAIREZEERE, U
Token ttheader@W B0, 1ZERIR
H&ZeERENEZe2SHE (215
F2) o
BAKE: 2048
D)VES54

WR&E: 400

% 4-334 gk Body &%

S8 SR A
error_code String LN
error_msg String EIRER.
request_id String 1B5KID,
encoded_auth | String ERUEE,
orization_mes

sage

W&G: 403

SASRRZS 02 (2024-03-29) WRINERE © HERRAREBIRAT 145




IAM Bl

APl &% 4 API
2 4-335 [ Body &%§
S SHERR R
error_code String 2=,
error_msg String BIREE,
request_id String B3RID,o
encoded_auth | String ERES.
orization_mes
sage
KEE: 404
7 4-336 gL Body £
¥ SR T
error_code String EI=fT,
error_msg String EIRER.
request_id String 1B5KID,
encoded_auth | String ERUEE,
orization_mes
sage
=Rl
RIEAFAID, MIFRIINAIAMB RO ERE,
DELETE https://{hostname}/v1/identity-stores/{identity_store_id}/groups/{group_id}
Il iz 73~ 451
7
REB
B2 RSB
Z) e
B2 EIEB.
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4.7.4 EFHAFA
INEEN4B
RIEFAFEID, FFMNIAMB{aFOBEFERNEE.
URI
PUT /v1/identity-stores/{identity_store_id}/groups/{group_id}
+ 4-337 BRBH
2% =AWk SHEER fR
identity_store | 2 String BRI BHE—RRRT
_id (ID) &
=IMKE: 12
BRAKE: 12
group_id 2 String BHIEFIAMBEHHOBFERN
£RE—RRH (ID)
BMEE: 1
BRAKE: 64
BRESH
K 4-338 153K Header 2#
2% =Rk SR A
X-Security- B String MREAEFEARZEENRE, U
Token Ittheader2 % &EHY, ZE=I
HNZeZRENZESHE (SFS
) .
BRAXEKE: 2048
% 4-339 153K Body ¥
¥ =AWk SHLR faR
operations 2 Array of BB AEREMNYIZE.
objects

¥ABEKEE: 1-100
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2K 4-340 operations

8% BE W% SRR ik
attribute_path | 2 String EEFNEMNFHFERTR.

BMEE: 1
BAEE: 255

attribute_valu | & String EFHEMNE. SEMHINR

e ZARY, LHAMESITRAYISON
FER, FnullBTRRMIBRIT R
B

NS

7
(=R GN

RIERFAID, EFIMIAMB M FOBFREANES .

PUT https://{hostname}/v1/identity-stores/{identity_store_id}/groups/{group_id}

{

"operations" : [ {
"attribute_path" : "description”,
"attribute_value" : "B FPAEIA"
]

}
i 7~ f51

7
ENELE

1%%mllklu\ﬁg o
HIRD

5= EIRG .
4.7.5 EAFHFE
TheEeN 48

RIEAFAEID, EFAMEMFOBFPENFEERERE.
URI

GET /v1/identity-stores/{identity_store_id}/groups/{group_id}
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% 4-341 BIZSH

2% R SR R
identity_store | 2 String SMENEBE—IRREF
_id (ID) .

=IMKE: 12

RAKE: 12

String SRIRPIAME 5O FERY
£RE—RRR (ID)
BIVEE: 1

RAKE: 64

]

group_id

BRESE
3£ 4-342 15K Header &%
28 BRIk SR )%
X-Security- & String WMRIEEFERIRITZEETE,
Token ttheader2W B0, ZERIR
&2 ERENEZE4SHE (2158
F2) o
BAEKE: 2048
=5

WR&G: 200

% 4-343 IR Body %

2% ST iR
description String BEHEEANFHE,

=RMSE: 1

BRAEKEE: 1024
display_name | String SEAERBIRINFERE,
BRMSE: 1

BAKE: 1024

external_id String INEREDIR D EeLE b SRR RIRRT o
external_ids | Array of BEIMEREDIRAREMA LS LR RAVRRFTAIXT
objects KII%E.

#HAKE: 1-10

SHSRRZS 02 (2024-03-29) WRINERE © LA ARBIRAE] 149



IAM Bl

APl &% 4 API
¥ SR A
group_id String SHEFRIAMEHHORAFPENEBE—IRRE

(ID) .
BIME: 1
RAKE: 47

identity_store | String

SHRNEEE—RRE (ID) -

- BMREE: 1
RAKE: 36

created_at Long GUZEATRYIRT IR o

created_by String BlEEE .

updated_at Long RSN EREI A

updated_by String BEE.

3 4-344 external_ids

2% S¥RT RER

id String SRR DR E AR LS I RRARIRGG -
RAMKE: 1
RAKE: 256

issuer String ANERPRIRFFRIM A E o
RBMSE: 1
BRAEKEE: 100

i5RHl

RIERFAID, ERIAMBGHORFANFRER.

GET https://{hostname}/v1/identity-stores/{identity_store_id}/groups/{group_id}

I Rz 735
REB: 200

{
"description" : "7~GIFBF4E",
"display_name" : "FIF£B&g1",
"external_ids" : null,

"group_id" : "OefaaOdb-6aa4-7aaa-6aa5-c222aaaaf31a",

"identity_store_id" : "d-a00aaaa33f",
"created_at" : 1677175760379,

"created_by" : "5146d03d8aaaaaaaaaaaabbae60620a5",

"updated_at" : 1677175760379,

"updated_by" : "5146d03d8aaaaaaaaaaaabbae60620a5"
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RS
1%%%%&; 3,
EIE
152 W=D
4.7.6 Ei9HF4H ID
INEEN4A
REERBSINEPSMHIEID, LUSHILENAXEISRFAID. EnafiINEismniR
IDAMEIIR N % —, FAIFEAMEN,
URI
POST /v1/identity-stores/{identity_store_id}/groups/retrieve-group-id
+ 4-345 BRRBH
2% =E W%k SR R
identity_store | 2 String SMHENEBE—RREF
_id (ID) &
RIMKE: 12
RAKE: 12
IBREH
% 4-346 153K Header 2
84 =AWk SHERR faR
X-Security- B String WRIEEFRIRIZEEE, U
Token ttheader2WFEHY, 1ZERIR
HZEEENTe<HE (2EFS
) .
BRAKE: 2048
% 4-347 153K Body 2%
2H BEWI%E SR fEiR
alternate_ ide | 2 Object BRFRRE
ntifier
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AP| &%

4 API

3£ 4-348 alternate_identifier

ute

el =A%k SHRT (i35

external_id S Object INERE IR MR LB LR RRY
FRIRE

unique_attrib | & Object S ESLAHE—RISCR B .

2 4-349 alternate_identifier.external id

24

Rk

SHEE

HEk

id

=
=

String

INERE D IR R AR 25 LR TRRY
FRRF o

BIVMEE: 1

RAKE: 256

issuer

ali

String

ANEBARRFFRIMA S o
=RIMSE: 1
BAEKE: 100

2K 4-350 alternate_identifier.unique_attribute

e

e = SR ik

attribute_path | 2 String B,
BIMEE: 1
BAKE: 255

attribute_valu | & String BHERYE.

RIMKE: 1
RAKE: 255

il iz 228

REB: 200
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AP &% 4 API
% 4-351 IR Body &%§
2 SR iR
group_id String SpEFRIAMEHFORARPENEBE—RRR
(ID) »
=BME: 1
RAKE: 47
identity_store | String BpERNEBEE—RER (ID)
_id MR 1
RAKE: 36
K& 400
& 4-352 g7 Body &%
S SRR R
error_code String 2R,
error_msg String HEIRER
request_id String 153KID,
encoded_auth | String ERER.
orization_mes
sage
RE/: 403
2 4-353 I Body ¥
28 SR A
error_code String Ei=fg,
error_msg String EIRER,
request_id String 1B5XKID,
encoded_auth | String ERUEE,
orization_mes
sage
=R Rl

REERZEIMNEBEMIRID, LUSHITENSNE-RAFAID,

POST https://{hostname}/v1/identity-stores/{identity_store_id}/groups/retrieve-group-id
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{
"alternate_identifier" : {
"external_id" : null,
"unique_attribute" : {
"attribute_path" : "display_name",
"attribute_value" : "FIF£B&g1"
}
}
}
M iz 7~ A5
RSB 200
Successful
{
"group_id" : "OefaaOdb-6aa4-7aaa-6aa5-c222aaaaf31a",
"identity_store_id" : "d-a00aaaa33f"
}
RS
B2 RSB
el
ESIEIRB.
o
4.8 AR /APASEXREE
ety
4.8.1 4fEFIFFN4E
IhEeENA
BEFRINZBFES, BRMNAFPAXRER—SHIET.
URI
POST /v1/identity-stores/{identity_store_id}/group-memberships
% 4-354 IRZSH
e =A%k SHRT R
identity_store | 2 String SRR E BRI
_id (ID) .
=RIMKE: 12
BRAKE: 12
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RAMKE: 1
RAKE: 36

APl &%& 4 API
BRSH
& 4-355 153K Header 2%
S BRI SHEER i)
X-Security- S String WMRIEEFERIRITLZEETE, T
Token ttheader@WER, ZERIG
HNZeEENZe<HE (8FS
) .
BAEE: 2048
% 4-356 153K Body &%
2% A% SHER R
group_id = String SHIEFIAMBHHOEFER
LRE—RRHE (ID) »
BIVEE: 1
RAKE: 47
member id 2 Object BEERRFMRFFTR,
% 4-357 member_id
2% =A% SHEER R
user_id = String SpiEFRIAMBSFOEFINE
BW—RRF (ID)
BMEE: 1
RAKE: 47
VRS54
KEB/: 200
2 4-358 Qi Body 2%
2% SR A
identity_store | String SENEEE—RRFE (ID) .
_id
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2H SRR iR
membership_i | String SpEPAFFIEXEXRNE BE—IRRFF
d (ID) .

BIME: 1
RAKE: 47

K& 400

7 4-359 IR Body &%
2% SHE iR
error_code String IR,
error_msg String BIREE,
request_id String 1B5KID,
encoded_auth | String ERES.
orization_mes
sage

RE&E: 403

2K 4-360 I Body 2%
2% SR A
error_code String BIZ6E,
error_msg String HIRER.
request_id String 153KID,
encoded_auth | String EREE.
orization_mes
sage

iI=P N ]]

BHEFRINZBFEYS, BRMNAPAXRER—SHIET.
POST https://{hostname}/v1/identity-stores/{identity_store_id}/group-memberships

{
"group_id" : "OefaaOdb-6aa4-7aaa-6aa5-c222aaaaf31a",
"member_id" : {
"user_id" : "ac6aa714-daa7-1aaa-aaa2-6715aaaa4dd9"
}
}
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AP| &%

4 API

N Rz 7~

URI

REB: 200
Successful

{
"identity_store_id
"membership_id"

" : "d-a00aaaa33f",
: "2b0aa970-7aa4-3aaf-0aae-7a2eaaaae3a5"

RIEAFAID, JIERAFETSRIAR.

GET /v1/identity-stores/{identity_store_id}/group-memberships

% 4-361 BIZSH

2¥ BRIk SR fHR
identity_store | 2 String BpRNEBHE—FR
_id (ID) &
BRAMKE: 12
BRAKE: 12
2 4-362 Query 3H
84 =AWk SHERR faR
limit B Integer BMEKRREIPERAERE.
=IME: 1
=AE: 100
fHhR&E{E: 100
marker & String P IRFRIC
BMEE: 24
BRAKE: 24
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2% BRI SRR ik
group_id 2 String BRIREFIAMB D0 AEFER
EEWE—RRF (ID) .
BRAMKE: 1
BRAKE: 64
RS
2 4-363 153K Header 2#
8% =% SRR ik
X-Security- & String WMRIEEFERIRIT LS EE, U
Token Itbheader@FE0Y, ZERIR
HZeERENZeSRE (218
) o
BAEKE: 2048
NaRSEL

REB: 200

% 4-364 I Body S

2 SR iR
group_memb | Array of WEEIRMHRIKEARRITRIIZER
erships objects
page_info Object BE7RERINR,
2 4-365 group_memberships
28 S i)
group_id String BHIEFRIAMEHHOBFENE SE—IRREF

(ID) ,
=RIME: 1
BRAKE: 47

identity_store
_id

String

SnFERIZREE—RRF (ID) .
&AMRE: 1
RAKE: 36

member _id Object

BEERRITRFFAIR
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2% SRR fik
membership_i | String %ﬁﬁjﬁqﬂﬁﬁf;‘ﬂ]éﬂ*ﬁ*%%ﬂgéﬁ MHE—HRIRRF
d D),

BIME: 1
RAKE: 47

2 4-366 group_memberships.member_id

2 SR R
user_id String %('ﬁzﬁgﬁ':il IAMB 5 FIOAFPRIEBE—IRMRRT
ID) .

BME: 1
RAKE: 47

2 4-367 page_info

e SHRT R
next_marker | String WMRFE, WRRTANmEESmENAEE

NS . EXRENRLEARY, ERSiEK
SHPFERILLE, DEREGMEN T35 . &5
ZEEIIRE, BHFInext_markerlgfitEEiIRE]

Janull,
current_count | Integer AREIEZBHE.

=GNl

RIERFHEID, FIHBFEAFRIAR.

GET https://{hostname}/v1/identity-stores/{identity_store_id}/group-memberships
I Rz~ 51

WR&G: 200
{

"group_memberships" : [ {
"group_id" : "OefaaOdb-6aa4-7aaa-6aa5-c222aaaaf31a",
"identity_store_id" : "d-a00aaaa33f",
"member_id" : {
"user_id" : "ac6aa714-daa7-1aaa-aaa2-6715aaaa4dd9"
}

"membership_id" : "2b0aa970-7aa4-3aaf-0aae-7a2eaaaae3a5"
11
"page_info" : {

"next_marker" : null,

"current_count" : 1
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}
}
RS
1%%%%&; 3,
=
ESIEIRE.
4.8.3 5 HAFIIARIE
INgeN A
RIBEFID, FIHAFIIARBRFA.
URI
GET /v1/identity-stores/{identity_store_id}/group-memberships-for-member
%+ 4-368 IR1ZBH
2% BEWYI% SR R
identity_store | 2 String SMENERBE—IRREF
_id (ID) &
RIMKE: 12
RAKE: 12
2 4-369 Query 2#{
2% BEWI% SR R
limit B Integer BMEKRREINGEAERE.
=IME: 1
BAE: 100
fR&(E: 100
marker & String S IRFRIC
BIMEE: 24
RAKE: 24
user_id 2 String BRE—RR,
BIMEE: 1
RAKE: 64
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APl &% 4 API
BRSH
& 4-370 153K Header 2%
28 BEWI% SR iR
X-Security- B String MREAEFEARZEENRE, T
Token tktheader@WEHY, 1ZERIR
&2 ERNEZE4SHE (2158
B2 o
BRAXEKE: 2048

V=251
RSB\ 200

% 4-371 iz Body S

8% e et ik

group_memb | Array of HWEERRMRIKEAXRZXTRIIE
erships objects

page_info Object SELERIINR,

£ 4-372 group_memberships

8% e el ik

group_id String %ﬁ:‘ﬁjﬁqﬂ IAMB{p O AFENEBHE—IRRRT
ID) .

identity_store | String SENEEE—RRE (ID) .

_id

member _id Object BEEMRFMRFTHINR

membership_i | String %ﬁ:\ﬁjﬁ':‘:'ﬁﬁli'ﬂ]éﬂ?éﬁ*?é?ﬁ’ﬂ@% ME—HRIRRF

d ID) .

£ 4-373 group_memberships.member_id

2% SR A
user_id String BpiEFRIAMB ORI BE—RRET

(ID) &
BM<E: 1
RAKE: 47
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2K 4-374 page_info

2% S¥RT R
next_marker | String WMRFE, WRRATANmEE SN E

EEE ., EXHRMENRLART, ERSiER
SHPFERILE, DEREGMEN T35 . &5
ZEEMEE, BZInext_markerliizrcEiR[E]

Aanull,

current_count | Integer AREIEZBHE.

REE: 400

% 4-375 [ Body S%
2% SR fHiA
error_code String LI
error_msg String BIREE,
request_id String B3KRID,o
encoded_auth | String EREE,
orization_mes
sage

KRS8 403

2 4-376 1L Body &%§
2% SR iR
error_code String BIZE,
error_msg String HEIRER.
request_id String 153KID,
encoded_auth | String ENER.
orization_mes
sage

15K
IRIEFFID, ZULFFINAIRFA.

GET https://{hostname}/v1/identity-stores/{identity_store_id}/group-memberships-for-member
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N Rz 7~

REB: 200
Successful

{

"group_memberships" : [ {

"group_id" : "OefaaOdb-6aa4-7aaa-6aa5-c222aaaaf31a",
"identity_store_id" : "d-a00aaaa33f",

"member_id" : {

"user_id" : "ac6aa714-daa7-1aaa-aaa2-6715aaaa4dd9"

}

11
"page_info" : {

"next_marker" : null,
"current_count" : 1

}
}

BB

52 iEIRE .

4.8.4 48P0

URI

"membership_id" : "2b0aa970-7aa4-3aaf-0aae-7a2eaaaae3a5"

RIEXRECKRIDESFEFHAFE, ttERSAFPBRLEARE,

DELETE /v1/identity-stores/{identity_store_id}/group-memberships/

{membership_id}

% 4-377 BIEZSH

8% BEWI% SRR 1k
identity_store | 2 String SRR BEE— IR
_id (ID)
BRAMKE: 12
BRAKE: 12
membership_i | 2 String SMEPREFFIEXBEXRNE
d BE—tRRE (ID) .

BIVMEE: 1
RAKE: 64
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IERSH

K 4-378 153K Header 2H
28 BBk S¥ER )%

X-Security- & String WRIEEFERIRITZEETE,
Token Ittheader@FEHY, Z(ERIG
HNZeEENZe<H (2FS
) .

BAKE: 2048

VRS54

REB: 400

# 4-379 IR Body 2%
2% SR fHiA
error_code String LI
error_msg String BIREE,
request_id String B3KRID,
encoded_auth | String EREE,
orization_mes
sage

REME: 403

2% 4-380 L7 Body &%
2% SR fiA
error_code String 2= .
error_msg String HEIRER.
request_id String 153KID,
encoded_auth | String ENER.
orization_mes
sage

(=R GNl

RIEXRECKRIDESFFAFE, ttHESAFPBREARE,
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il iz 73~f51

N

4.8.5 EFEXRRIFIE

ab
ThEEN 4B

URI

IBREH

DELETE https://{hostname}/v1/identity-stores/{identity_store_id}/group-memberships/{membership_id}

RIEXRECXRID, ElIXEXRRFBER

GET /v1/identity-stores/{identity_store_id}/group-memberships/{membership_id}

% 4-381 IR128H

8% BEWI% SRR ik
identity_store | 2 String SRR E BRI
_id (ID)
BAMKE: 12
BRAKE: 12
membership_i | 2 String SpIEFBFIEXEEXRNE
d BHE—RRFEF (ID) »
BAMKE: 1
RAKE: 64
2 4-382 i53K Header 3#
el =A%k ST A
X-Security- & String WMRIEEFERIRIT L2 ETE,
Token Ittheader@FERY, ZERIR

RZEERENZESH (R1ES
hE) o
RAKE: 2048
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MR SEL
REH: 200

2 4-383 IR Body 2%

2 SR fix
group_id String BSPEFIAME M ORARPENEBE—RRR

(ID) o
=BME: 1
RAKE: 47

identity_store | String
_id

SpENEEE—RREF (ID)
BIME: 1
RAKE: 36

member_id Object

BEERRITRFAIIR

membership_i | String
d

%E'{ﬁﬂ;!iqﬂﬁﬁ)'—"%ﬂéﬁééﬁﬁéﬁﬂ’ﬂé% ME—FRIRF
D),

=BME: 1
BRAKE: 47

2 4-384 member_id

o SHRT A
user_id String BRRFPIAMB SR OEFIEEE—RRT

(ID) ,
RAMKE: 1
RAKE: 47

WR&G: 400

% 4-385 g Body 2%

2% SR T
error_code String FESIER
error_msg String BIREER,
request_id String 153KID,
encoded_auth | String ERES.
orization_mes
sage
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WR&G: 403

2 4-386 l[IR Body 2%

S8 SR A
error_code String Ei=fg,
error_msg String HEIRER.
request_id String 1BKID,
encoded_auth | String ERUEE,
orization_mes

sage

5K
IRIEXBCERID, EMILXBXRMIFEER.

GET https://{hostname}/v1/identity-stores/{identity_store_id}/group-memberships/{membership_id}

I Rz73~451
REG: 200
Successful

{
"group_id" : "Oefaa0db-6aa4-7aaa-6aa5-c222aaaaf31a",
"identity_store_id" : "d-a00aaaa33f",
"member_id" : {
"user_id" : "ac6aa714-daa7-1aaa-aaa2-6715aaaa4dd9"

1'rnembership_id" : "2b0aa970-7aa4-3aaf-0aae-7a2eaaaae3as"
}
T
52 WIS
FRIRtg
52 SR
4.8.6 HIAEXER ID
ThEeN 4R
RIEFFIDFIAFEID, EEXIRAIREXXERID,
URI

POST /v1/identity-stores/{identity_store_id}/group-memberships/retrieve-group-
membership-id
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X 4-387 IRZEH
2% =A% SR R
identity_store | 2 String BRI EBHE—RRR
_id (ID) &
=RIMKE: 12
BRAKE: 12
=R 25
& 4-388 153k Header 2%{
2 A% SR U
X-Security- & String WMRIEEFERIRITZEETE, T
Token Ittheader2&FEHY, Z(EZIR
HZeERENZESE (21FS
) .
BRAIKE: 2048
7= 4-389 153Kk Body &%
2¥ AW SR T
group_id = String SHIEFIAMBMHHOEFER
£RE—RRR (ID)
BIEE: 1
RAKE: 47
member id 2 Object BEHERIMRFAINTSR
& 4-390 member_id
S BAEWI%E SR )
user_id 2 String BipiERIAMB DO BEFPNE
Bl—+rREE (ID) .
BIEE: 1
BRAKE: 47
VRS54

REB: 200
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2 4-391 g Body 2%

2 SR R
identity_store | String BHRNEZEHE—RRE (ID) .
_id
membership_i | String SpiEHBFEXEX RN E BE—RRRF
d (ID) »

JRZARG: 400

& 4-392 L7 Body %1
S8 SR A
error_code String B,
error_msg String BIREE,
request_id String B3KRID,
encoded_auth | String EREE,
orization_mes
sage

KESB: 403

Z 4-393 [IK Body 2%
28 SR A
error_code String IR,
error_msg String EIRER.
request_id String 1B5KID,
encoded_auth | String EREE,

orization_mes
sage

iERTA

HRIEAFIDFAFAID, EFXYNAIKEEXERID,

POST https://{hostname}/v1/identity-stores/{identity_store_id}/group-memberships/retrieve-group-

membership-id

{

"group_id" : "Oefaa0db-6aa4-7aaa-6aa5-c222aaaaf31a",

"member_id" : {
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"user_id" : "ac6aa714-daa7-1aaa-aaa2-6715aaaa4dd9"
}
}
I 7~ 5
RSB/ 200
Successful
{
"identity_store_id" : "d-a00aaaa33f",
"membership_id" : "2b0aa970-7aa4-3aaf-0aae-7a2eaaaae3as"
}
RSB
1%%%%&:\55 °
S
BSIEIRB.
4.8.7 AR A NEFPAE/RER
ThEEN 4R
RIEEFIDFIAFAIDIIZE, ENBFEaIARPEANKR .
URI
POST /v1/identity-stores/{identity_store_id}/is-member-in-groups
F* 4-394 BZBH
2% BEWIE SRR R
identity_store | 2 String SMENEBE—IRREF
_id (ID) .
RAMKE: 12
RAKE: 12
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IBREH
& 4-395 153K Header 2%
2¥ BE W% SR ik
X-Security- S String WMRIEEFERIRITLZEETE, T
Token ttheader2@ W EHY, ZERIR
NZ2ERENZESE (2159
B2 o
BRAKE: 2048
7 4-396 153k Body &4{
8% BEWi% SRR fER
group_ids = Array of FBPEFRRHESIE.
strings EMEE: 1
RAKE: 47
HAKE: 1-100
member_id 2 Object BEEAMRRIHRFIONR.
£ 4-397 member_id
2% BEWI% SRR R
user_id 2 String BiniERIAMB D OEFPE
Bl—+rREE (ID) .
BMEE: 1
RAKE: 47
N Rz SE
R&ES: 200
7 4-398 IR Body 2%
2H SR iR
results Array of R REATERFEANNERSIZE.
objects R 1-100
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£ 4-399 results

e SR fiA

group_id String %lﬁ[J;J)?q:' IAMB{H OB FENEBE—IRRET
BME: 1
RAKE: 47

member _id Object BEEMRIFRTIINR

membership_ | Boolean —RME, FrAPEEEAF.

exists

Z& 4-400 results.member_id

8% e et it
user_id String SRERIAMEHFOAPHNEEE—RRE

(ID) &
RAMKE: 1

RAKE: 47

RS 400

# 4-401 IR Body 2%
84 SHRE R
error_code String FESIER
error_msg String HEIRER.
request_id String 1BEXKID,
encoded_auth | String ENER.
orization_mes
sage

KEB/: 403

% 4-402 K7 Body %
2% SHRE T
error_code String LS
error_msg String BIREER,
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2H SR iR
request_id String 15KID,
encoded_auth | String EEE.
orization_mes
sage
WRE&E: 404
K 4-403 I Body 2%
B8H SR R
error_code String LN
error_msg String HEIRER.
request_id String 1B5KID,
encoded_auth | String ERER,
orization_mes
sage
B pl
RIBEEFIDIIAFAIDIIZE, ERBFEANAERPEANKR.
POST https://{hostname}/v1/identity-stores/{identity_store_id}/is-member-in-groups
{
"group_ids" : [ "OefaaOdb-6aa4-7aaa-6aa5-c222aaaaf31a" ],
"member_id" : {
"user_id" : "ac6aa714-daa7-1aaa-aaa2-6715aaaa4dd9"
}
}
N Rz7~f51
RSB/ 200
Successful
{
"results" : [ {
"group_id" : "OefaaOdb-6aa4-7aaa-6aa5-c222aaaaf31a",
"member_id" : {
"user_id" : "ac6aa714-daa7-1aaa-aaa2-6715aaaa4dd9"
%
"membership_exists" : true
1]
}
RS
IEE I
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ZPS

4.9 SCIM BRE&E
4.9.1 gIEARF

INEEN4A
EASCIMINY, BZEREIAMBBHLD,
URI
POST /{tenant_id}/scim/v2/Users
F 4-404 BB12BH
2 BRI SR i)
tenant_id 2 String HFEEE—RRE (ID)
IBREH
2 4-405 153k Header 2%
S EEWi%E SHR R
Authorization | & String RESHE,
7= 4-406 153k Body &%
2% =A% SR iR
externalld & String AMNEBFRIRET o
userName S String BR&, BFmREPNE—F
fFeR,
name & Object BEAPEEEENNR,
displayName | & String BEBFRERBNFRE,
nickName & String BEBPRIRIN=ZRE
profileUrl & String B & 0ee5 AR XEXRIURLAYF
TR,
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2 BRIk SR i)
emails ES Array of B& PR FHEERAINTR
objects FZ%,
addresses ES Array of B2 APEIHEERIRSIE.
objects
phoneNumbe | & Array of B EBEFBEIESIBEENTRY
rs objects xo
userType B String ETRRAPERENFRS,
title & String BEBPLENERS,
preferredLang | & String BERFPEIEESINFME.
uage
locale S String B&BPHIE X s SRR
==
timezone & String BEAFPRXNEFE,
active e Boolean E=rEFRERA.
schemas & Array of BE,
strings
urniietf:para | & Object BERRPIFEXERRINR.
ms:scim:sche
mas:extensio
n:enterprise:
2.0:User
2% 4-407 name
2% =RWIE SR 1)
formatted S String BEEERIZ RIS R A
i=arss==
familyName | & String BHFAITEE.
givenName S String BPRIE=E,
middleName | & String =2 =]z [==T1=] =4
honorificPrefi | & String FHAPFPIEFREIR
X
honorificSuffi | & String BRIESTRES.
X
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2 4-408 emails
2% BEWI% SR fEid
value 2 String B EBEFHFEREIAY RIS
type & String R TFHFERENFRE,
primary = Boolean —MRME, FRXEENAER
HYEEE FHBFE o
2 4-409 addresses
e =A% S ik
formatted S String BEEERNIRIEICIRA
=R
streetAddress | & String g,
locality & String A AYA=19
region & String X1,
postalCode S String HRBImAS o
country S String EZxRoHEX
type & String FRHUERBINF R
primary & Boolean —MRME, TRXEENAER
A9FEHBhE,
Z 4-410 phoneNumbers
2¥ =AWk ST A
value B String BEBIESBINERSE,
type & String RTEIESIRENFRE,
primary S Boolean — 1 HRE, ERXEENAF
HEBIESH.

2 4-411 urn:ietf:params:scim:schemas:extension:enterprise:2.0:User

2% Buwsik SHER R
costCenter & String AR,

BMEE: 1
BAEE: 1024
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2H BRI SR fHR
department & String #B1 7

BMEE: 1
BRAEKE: 1024
division & String 2EB,
B2IVEE: 1
BAEE: 1024
employeeNu | & String BTHRS,
mber BMRE: 1
BAXEE: 1024
manager S Object =g,
organization | & String 4840,
BMEE: 1
BRAEKE: 1024
Z 4-412 manager
8% BEW%E SRR fER
value & String 218,
BIMEE: 1
BRAKE: 1024
IR SE
KB 201
% 4-413 IR Body S
B8H BHEE R
id String FERNEZREE—RRFEF (ID) .
externalld String HMNERFRIRFT o
meta Object ToEURE
schemas Array of WE,
strings
userName String BFR&, BFRRBFRNE—=r/E,
name Object SEAFPUEERINSR.
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2% SR fHiA
displayName | String SERARERBIRNFRE,
nickName String BEBRFRRIZEE,
title String BEAPLEINERSE,
userType String ERBFPERENFRGE,
preferredLang | String BEAPEEESNFERS,
uage
locale String SEAFEXISSENFRE,.
timezone String SEBAFNXIFERS,
active Boolean AN = b~y =) == I8
emails Array of B2 APIREFHEEREINNRIIE.
objects
addresses Array of S22 APHTHIHEEIXRSIER,
objects

phoneNumbe | Array of BEHAFREIESBERINNIRIIZE.
rs objects
urn:ietf:para | Object SERARPIEBEXEEINR.
ms:scim:scl'!e
mas:extensio
n:enterprise:
2.0:User

& 4-414 meta
2 SR A
resourceType | String RIRREL,
created String RIRGIFERTIE
lastModified | String RiFex/a EFATE

& 4-415 name
2% SR ik
formatted String BAEERB RS MR ABIFRTE .
familyName | String FAPBIEE .
givenName String BRPE=,
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2H SR iR
middleName | String FBRPa9hE&,
honorificPrefi | String FFRISFRAIE
X
honorificSuffi | String BFEFREZ.
X
2 4-416 emails
84 e e R
value String BB FHFEBUAYF TS
type String R FHBFERERIF /TSR,
primary Boolean —MRE, FRXEEHNEPRIERFHFE.

£ 4-417 addresses

2% SR fHiA

formatted String BEEERAIUAME R AIFERT S .
streetAddress | String f#nE,

locality String 1| VA=

region String X1,

postalCode String HRBERAS o

country String EZxReittX .

type String FRHERBINF RS,

primary Boolean —MRME, JTRXEEREPRELL

Z€ 4-418 phoneNumbers

2% SR A

value String SEEBIESBINFE/FE,

type String FTRHEIESHERENFHE,

primary Boolean —M/RE, RRIXEENAFPNERIESHE.
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2 4-419 urn:ietf:params:scim:schemas:extension:enterprise:2.0:User
2% ST RER
costCenter String ARy
B/AMKE: 1
BRAKE: 1024
department | String 2B
BME: 1
BRAEKE: 1024
division String 2EB.
BME: 1
BRAEKE: 1024
employeeNu | String RIRS,
mber BMREE: 1
BRAKE: 1024
manager Object =18,
organization | String A,
BME: 1
BRAEKE: 1024
Z 4-420 manager
2% SR ik
value String =8,
BME: 1
BRAEKE: 1024
REB: 400
= 4-421 IR Body 2%
2% SR ik
schema String WE,
schemas Array of BMEIE,
strings
detail String BEIFE.
status Integer RESRS
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2H SR iR
timeStamp String AYTE)Ek

JRZARG: 403
% 4-422 uR Body 2
2% SHEE e
schema String BE,
schemas Array of BMEIZxE,
strings
detail String BEFB.
status Integer RS/,
timeStamp String AfiElE .
KEMS: 404
X 4-423 [l[ Body ¥
2% SHE iz
schema String =,
schemas Array of BMEIxE,
strings
detail String SEIFE.
status Integer RESRS
timeStamp String AfiEIE .
R 409
% 4-424 IR Body S
2H SHEE R
schema String BE,
schemas Array of BMEIE,
strings
detail String SEIFE.
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2H SR iR
status Integer RS,
timeStamp String AYTE)Ek o

WK&HG: 500

3= 4-425 IR Body %

2% SR fEA
schema String BE,
schemas Array of BME5%E,
strings
detail String SEFB.
status Integer IRERS
timeStamp String AfiEIE .
(=R G
BIEAR

POST https://{hostname}/{tenant_id}/scim/v2/Users

"externalld" : "123456",
"userName" : "xxx",
"name" : {
"formatted" : "xxx",
"familyName" : "xxx",
"givenName" : "xxx",
"middleName" : "xxx",
"honorificPrefix" : "xxx",
"honorificSuffix" : "xxx"
I
"displayName" : "xxx",
"nickName" : "xxx",
"profileUrl" : "xxx",

"emails" : [ {
"value" : "xxx",
"type" : "WOrk",
"primary" : true

11

"addresses" : [ {
"formatted" : "xxx",
"streetAddress" : "xxx",
"locality" : "xxx",
"region" : "xxx",
"postalCode" : "123456",
"country" : "xxx",

"type" : "work",
"primary" : true
11

"phoneNumbers" : [ {
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"value" : "xxx",
"type" : "work",
"primary" : true
11
"userType" : "xxx",
"title" : "xxx",

"preferredLanguage" : "zh-CN",
"locale" : "zh-CN",

"timezone" : "xxx",

"active" : true,

"schemas" : [ "urn:ietf:params:scim:schemas:core:2.0:User" ]

N Rz~

R&B: 201

Successful

"id" : "ac6aa714-daa7-1aaa-aaa2-6715aaaad4dd9",
"externalld" : "123456",

"meta" : {
"resourceType" : "User",
"created" : "2023-04-08T14:53:43Z",

"lastModified" : "2023-04-08T14:53:43Z"
}

n

b
schemas" : [ "urn:ietf:params:scim:schemas:core:2.0:User" ],
"userName" : "xxx",

"name" : {
"formatted" : "xxx",
"familyName" : "xxx",
"givenName" : "xxx",
"middleName" : "xxx",
"honorificPrefix" : "xxx",
"honorificSuffix" : "xxx"
h
"displayName" : "xxx"
"nickName" : "xxx",
"title" : "xxx",
"userType" : "xxx",
"preferredLanguage" : "zh-CN",
"locale" : "zh-CN",
"timezone" : "xxx"
"active" : true,

’

1

"emails" : [{
"value" : "xxx",
lltypeu : "Work",
"primary" : true

11

"addresses" : [ {
"formatted" : "xxx",
"streetAddress" : "xxx",
"locality" : "xxx",
"region"” : "xxx",
"postalCode" : "123456",
"country" : "xxx",
"type" : "work",
"primary" : true

11
"phoneNumbers" : [ {

"value" : "xxx",

"type" : "work",

"primary" : true

1
}
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K&
1%%%%&:\55 °
=S
ESEIRE .
4.9.2 FIHFR
TheEEN R

MIMBERFYIRATRHIEER, REREERE501MER.

URI
GET /{tenant_id}/scim/v2/Users
+ 4-426 B1RBH
84 =AWk SRR R
tenant_id 2 String HFPEEE—RRET (ID)
IBREH
3 4-427 153K Header 2
2% =% SR ik
Authorization | & String RESHE,
D)VE=254

WR&G: 200

2 4-428 L7 Body &%

2% SR fHiA
totalResults Integer BERH,
itemsPerPage | String BFRAITTENE.
startindex String FEIAERSE ],
schemas Array of WE,

strings
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2% SR fHiA
Resources Array of SERAFRERTIE,
objects
2 4-429 Resources
2 SR A
id String BFHNZBEE—RRFE (ID) .
externalld String AMNERFRIRET o
meta Object ToEUR
schemas Array of BE,
strings
userName String BFR&, BFmREFINE—F/FE,
name Object BEAFPHEERIINR.
displayName | String SEEFREREMINFRE,
active Boolean =rREFREERER.
emails Array of B EBAFEFEFEEENNRIIE.
objects
userType String ERBPERENFRFE,
nickName String FAFBRFR
B/AMRE: 1
BAKE: 1024
title String APk,
&AMRE: 1
BAKE: 1024
preferredLang | String BRFIEEEIEN.
uage RAMKE: 1
RAKE: 1024
locale String FEFRtEXIG S EER .
BIMEE: 1
BRAEKE: 1024
timezone String BFIX,
&AMRE: 1
BRAKE: 1024
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2% SR fHiA
addresses Array of FBRethlHERSIZE .
objects KRR 1-1

phoneNumbe | Array of FFRIRBRIESBERESIZER.
rs objects KRR 1-1
urn:ietf:para | Object SEHAFIEBXERNNTR.
ms:scim:sche
mas:extensio
n:enterprise:
2.0:User

2R 4-430 Resources.meta
2% SR f#iA
resourceType | String RIREE,
created String RIRCUEEATE
lastModified | String REREEMATE,

£ 4-431 Resources.name
28 SHERE R
formatted String BEEETRNBRAISIUUREZR/FE
familyName | String FAFRYEES.
givenName String BRPEIE=,
middleName | String FBFBFESE.
honorificPrefi | String BRFBSFREIZR
X
honorificSuffi | String BFRHESTREE.
X

2 4-432 Resources.emails
2% SR ik
value String BB FHRFEBUAYF TS
type String R FHBFERENF RS
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¥ SR A
primary Boolean —MRME, FRXEBRREPNERFAE.

2% 4-433 users.addresses

2%

SHE

1

K

formatted

String

>

BAE TR AR AR BIF & .
BMSE: 1
BRAEKE: 1024

streetAddress

String

g,
BIMEE: 1
BAKE: 1024

locality

String

MU E .
RAMKE: 1
BAKE: 1024

region

String

RAMKE: 1
BEAKE: 1024

postalCode

String

HRBIERED o
BIMKE: 1
BRAEKE: 1024

country

String

ER/MX,
BIMEE: 1
BAXKE: 1024

type

String

FRHNERI=RE R,
RAMKE: 1
BAKE: 1024

primary

Boolean

—M/RE, RRXEEIAPERLL,

2K 4-434 users.phoneNumbers

2% SR fER
value String BEBIESBNFE/FE,

RAMKE: 1
BAKE: 1024
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APl &

4

API

SHRE

i

String

FTFEIESIORERIFRR
BRIMKE: 1
RAKE: 1024

primary

Boolean

—RE, REIXERNAPHNERESE.

Z 4-435 urn:ietf:params:scim:schemas:extension:enterprise:2.0:User

2%

SHH

i

costCenter

String

AL
RAMKE: 1
BEAKE: 1024

department

String

ZBi7,
BIME: 1
BAKE: 1024

division

String

DEB.
BM<E: 1
BEAKE: 1024

employeeNu
mber

String

RIRS,
BIMEE: 1
BAKE: 1024

manager

Object

=28,

organization

String

PR,

BNME: 1
BAKE: 1024

2 4-436 manager

B8H SHEE iR
value String =18,

RIMKE: 1
BAKE: 1024

RE: 400
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4 API
K 4-437 0[; Body 2%
2% S¥RT I
schema String BE,
schemas Array of WMEIxE,
strings
detail String SEFB.
status Integer LN
timeStamp String ATiEE .
REMB: 403
% 4-438 K7 Body %
2% S¥RT T
schema String W=,
schemas Array of BME5%E,
strings
detail String SEFB.
status Integer NN
timeStamp String AfiEE .
REM\: 404
& 4-439 L7 Body %1
e SR R
schema String BE,
schemas Array of BME5%E,
strings
detail String SEFB.
status Integer NI
timeStamp String ATiEE .
K& 409
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APl &%& 4 API
2 4-440 K7 Body 3
¥ SR fEiA
schema String BE,
schemas Array of BME5%E,
strings
detail String SEFB.
status Integer RS/,
timeStamp String AfiEIE .
KZ88: 500
K 4-441 [O[ Body 2%
2 SR fEiA
schema String M=,
schemas Array of BMEIZxE,
strings
detail String SEIFE.
status Integer RS,
timeStamp String REIE A
(=R mN]
HIHRRF.
GET https://{hostname}/{tenant_id}/scim/v2/Users
N Rz 7=
K388 200
Successful
{
"totalResults" : 1,
"itemsPerPage" : 10,
"startindex" : "649040aaaaaaaaaaaa3e3050",
"schemas" : [ "urn:ietf:params:scim:api:messages:2.0:ListResponse" ],
"Resources" : [ {
"id" : "ac6aa714-daa7-1aaa-aaa2-6715aaaa4dd9",
"externalld" : "123456",
"meta" : {
"resourceType" : "User",
"created" : "2023-04-08T14:53:43Z2",
"lastModified" : "2023-04-08T14:53:43Z"
%
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"schemas" : [ "urn:ietf:params:scim:schemas:core:2.0:User" ],

"userName" : "xxx",
"name" : {
"formatted" : "xxx",
"familyName" : "xxx",
"givenName" : "xxx",
"middleName" : "xxx",
"honorificPrefix" : "xxx",
"honorificSuffix" : "xxx"
%
"displayName" : "xxx",
"active" : true,
"emails" : [ {
"value" : "xxx",
"type" : "work",
"primary" : true
11

"userType" : "xxx"

P G2

B2 ERB.
4.9.3 =GR IFE

&b
IHEEN4Aa

EWNERPIFRER.

GET /{tenant_id}/scim/v2/Users/{user_id}

% 4-442 B2

¥ ERWIE SHERE

1%

tenant_id String

HFRIZEE—RRF (ID) .

fD | A

user_id String

BFRHZBEE—RRF (ID) .

IERSH

2 4-443 153K Header 2%

2% BRIk ST 1215
Authorization | 2 String EESHE
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R3S
REHB: 200
% 4-444 KL Body S5
B8H BHEE R
id String FERNEZREE—RREF (ID) .
externalld String HMNERFRIRFT o
meta Object ToEURE
schemas Array of WE,
strings
userName String P&, BFRRBPNE—FFE,
name Object SEBEFUEEENNR,
displayName | String SEBFRERSINFERS,
active Boolean =rEFEERER
emails Array of SEBFEFEFEEEINRIIE.
objects
userType String EBRBPERENFRE,
nickName String FAFBRHR .
RAMKE: 1
BAKE: 1024
title String APk,
BMSE: 1
BAEKE: 1024
preferredLang | String FAPESEIER,
uage RIMKE: 1
BAEKE: 1024
locale String AR ERESE .
BIME: 1
BEAKE: 1024
timezone String FARFYX,
BM<E: 1
BRAKE: 1024
addresses Array of BFRRtHER5%R,
objects KRR 1-1
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2% SR fEiA
phoneNumbe | Array of BFHEESBEEIIE.
rs objects KRR 1-1
urn:ietf:para | Object BEHAFRIEBXERNNR,
ms:scim:sche
mas:extensio
n:enterprise:
2.0:User

3 4-445 meta
2% S fHiA
resourceType | String AP e
created String RIRCUEEARTE
lastModified | String REREEHATE,

% 4-446 name
28 S R
formatted String BEEETRNBMRISIUUREZERFE,
familyName | String FAPRYEEE
givenName String BRPIEE,
middleName | String FBFBIHEIAE,
honorificPrefi | String FFIEFREIER
X
honorificSuffi | String HPHNETRELR.
X

& 4-447 emails
e SHE fHiA
value String BB FHFEBUAYF TS
type String R FHBFERENF RS
primary Boolean —MRME, ZFRXEBARAPNERFHRE.
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3£ 4-448 users.addresses

2H SHE

ik

formatted String

SAE BRI AR AR F /5 .
BIME: 1
BAEKE: 1024

streetAddress | String

#ma.
BM<E: 1
BAEKE: 1024

locality String

M
BIMKE: 1
BAKE: 1024

region String

BRIMKE: 1
RAKE: 1024

postalCode String

HREERAS o
RAMKE: 1
BAKE: 1024

country String

E=xR/MIX .
BIME: 1
BRAKE: 1024

type String

FRIHEERI SR,
BIMKE: 1
BEAKE: 1024

primary Boolean

—RE, REXESHAFPRIELIL,

%% 4-449 users.phoneNumbers

2% SHE it
value String BEBIESBINERE,
=BME: 1
BRAEKE: 1024
type String FREBIESIBRBNFRE,
BIME: 1
BAEKE: 1024
primary Boolean —M/RME, REIXEENAFPHNERIESHE.
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2 4-450 urn:ietf:params:scim:schemas:extension:enterprise:2.0:User
2% SR RER
costCenter String ARy
B/AMKE: 1
BRAKE: 1024
department | String 2B
BME: 1
BRAEKE: 1024
division String 2EB.
BME: 1
BRAEKE: 1024
employeeNu | String RIRS,
mber BMREE: 1
BRAKE: 1024
manager Object =18,
organization | String A,
BME: 1
BRAEKE: 1024
Z 4-451 manager
2% SRR ik
value String =8,
BME: 1
BRAEKE: 1024
REM: 400
= 4-452 I Body 2%
2% e il ik
schema String WE,
schemas Array of BMEIE,
strings
detail String BEIFE.
status Integer RESRS
SiSkRA 02 (2024-03-29) WRINPTE © HERIRARBIRAE) 195



IAM B{p el
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2H SR iR
timeStamp String AYTE)Ek

JRZARG: 403
& 4-453 i Body 2
2% SHEE e
schema String BE,
schemas Array of BMEIZxE,
strings
detail String BEFB.
status Integer RS/,
timeStamp String AfiElE .
KEMS: 404
% 4-454 IR Body S
2% SHE iz
schema String =,
schemas Array of BMEIxE,
strings
detail String SEIFE.
status Integer RESRS
timeStamp String AfiEIE .
R 409
% 4-455 IR Body S
2H SHEE R
schema String BE,
schemas Array of BMEIE,
strings
detail String SEIFE.
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2H SR iR
status Integer RS,
timeStamp String AYTE)Ek o

R7SE5: 500

% 4-456 IR Body ¥

S¥ SR ik
schema String WE,
schemas Array of WMEIE,
strings
detail String REFSE.
status Integer RS,
timeStamp String REIES A
15K~
FHRARFES.

GET https://{hostname}/{tenant_id}/scim/v2/Users/{user_id}

N Rz73~451
REHG: 200
Successful
{

"id" : "ac6aa714-daa7-1aaa-aaa2-6715aaaa4dd9",
"externalld" : "123456",
"meta" : {
"resourceType" : "User",
"created" : "2023-04-08T14:53:43Z",
"lastModified" : "2023-04-08T14:53:43Z"
I

"schemas" : [ "urn:ietf:params:scim:schemas:core:2.0:User" ],

"userName" : "xxx",
"name" : {
"formatted" : "xxx",
"familyName" : "xxx",
"givenName" : "xxx",
"middleName" : "xxx",
"honorificPrefix" : "xxx",
"honorificSuffix" : "xxx"
I
"displayName" : "xxx",
"active" : true,

"emails" : [ {
"value" : "xxx",
"type" : "WOI’k",
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APl &% 4 API
"primary" : true
11
"userType" : "xxx"
}
RS
1%%%%&;\55 o
e
BSIEIRB.
4.9.4 fHERFAF
IheeNna
BRIRE R
URI
DELETE /{tenant_id}/scim/v2/Users/{user_id}
£ 4-457 B1ZBH
2% =E W%k SR R
tenant_id 2 String HPNEBH—HRRFF (ID)
user_id 2 String BRIEBH—RRFF (ID) .
IBRESH
K 4-458 153K Header 2H
24 =% SRR R
Authorization | 2 String RS
VRS54
KEB/: 400
= 4-459 IR Body 2%
2% S¥RE R
schema String BME,
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API &% 4 API
2H SR iR
schemas Array of BME5%E,

strings
detail String SEFB.
status Integer NN
timeStamp String AfiEIE .
K& 403
7 4-460 IgL; Body 2%
2% SHEE iR
schema String BE,
schemas Array of BME5%E,
strings
detail String SEFB.
status Integer NN
timeStamp String AfiEE .
K&\ 404
7= 4-461 gL Body %4
2% SR fER
schema String BmE,
schemas Array of BME5%E,
strings
detail String SEFB.
status Integer NN
timeStamp String ATiEE .
K& 409
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K 4-462 0 Body 2%
2% S¥RT R
schema String BE,
schemas Array of WMEIxE,
strings
detail String SEFB.
status Integer LN
timeStamp String ATiEE .
K&mB: 500
& 4-463 lIL7 Body &%
2% S¥RT RER
schema String BE,
schemas Array of BME5%E,
strings
detail String SEFB.
status Integer NN
timeStamp String AY1E)EL
=]
MIBREBF -
DELETE https://{hostname}/{tenant_id}/scim/v2/Users/{user_id}
M iz 7~ A5
7
RS
B2 RSB,
e
BSIEIRB.
X #4hRA 02 (2024-03-29) WRIXERE © LR ARBIRAT 200




IAM B{peuly

APl &%& 4 API
4.9.5 BEFTFARF
INREN4A
BMERARF.
URI
PUT /{tenant_id}/scim/v2/Users/{user_id}
+ 4-464 BRBH
2% B SR R
tenant_id I~ String HPEBE—RRRF (ID) .
user_id = String FAFNE2BE—RIFF (ID) .
BRESH
7= 4-465 {53k Header 2%
2% =AWk SR faR
Authorization | 2 String RS
7= 4-466 153k Body &%
S =Rk SHELR faR
id B String BFR2EE—RREF (ID)
externalld & String AMNEBFRIRET o
userName S String BR&, BFRRERPNE—F
FeR,
name S Object BERAPEEEENNR,
displayName | & String BEBERERBTNFE/RE,
nickName & String B BPRIRIN=ZSEE,
profileUrl & String B & nee5 AR XERIURLAYF
TR,
emails B Array of B&BAPNEFHEEEAINTR
objects FF.
addresses & Array of BEBFPHHIHERRINTRIIZE,
objects
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2 BRIk SR i)
phoneNumbe | & Array of BEAFPRIESIHERITRY
rs objects e
userType & String ETRRAPERENFRES,
title B String B2 APLENFRE,
preferredLang | & String BERFPEIEESIFME,
uage
locale S String B& B IR X ST
==I8
timezone B String BERAPRNXIZERSE,
active e Boolean =rEFRERA.
schemas & Array of BE,
strings

urn:iietf:para | & Object BEBFIEEXERNNTR.
ms:scim:sche
mas:extensio
n:enterprise:
2.0:User

% 4-467 name
2% =A%k SR A
formatted ES String BREETRNZRAMEARA

i=arss==

familyName | & String BHFAITEES .
givenName S String BPBIE=E,
middleName | & String HPIRERE
honorificPrefi | & String HPIEFREIR
X
honorificSuffi | & String BRIEREE.
X

2 4-468 emails
¥ BRIk SHEER iR
value 2 String B EBFHRFEREIIAY =TS,
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2% BEWwI% SR fiEid

type & String R FHBFERBINF T,

primary = Boolean —IMRME, FRXEENAER
HOEEE FHBFE

2R 4-469 addresses

8% BEWI% SR fEiR

formatted & String B8 EE IR LIRS
HF#FE.

streetAddress | & String S

locality B String M E .

region & String X1z,

postalCode & String BB B RAS o

country S String EzxRHEX

type & String TR F RS,

primary S Boolean —MRE, TRXEERAR
A9,

2R 4-470 phoneNumbers

2% AUk ST ik

value B String BEBIESBINERRSE,

type & String RTEIESERENFRE,

primary S Boolean —MRE, TRXEERAR
HEBIESH.

2 4-471 urn:ietf:params:scim:schemas:extension:enterprise:2.0:User

2% =% SRR R
costCenter & String BRI o

=RIMKE: 1
BEAKE: 1024
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2H BRI SR fHR
department & String #B1 7

BMEE: 1
BAEE: 1024
division & String 2EB,
BRAVMKE: 1
BAEE: 1024
employeeNu | & String BTHRS,
mber BMRE: 1
BRAEKE: 1024
manager S Object =g,
organization | & String 4840,
BMEE: 1
BRAEKE: 1024
Z 4-472 manager
8% BEW%E SRR fER
value & String 218,
BIMEE: 1
BRAKE: 1024
IR SE
REES: 200
& 4-473 WL Body 2
B8H BHEE R
id String FERNEZREE—RRFEF (ID) .
externalld String HMNERFRIRFT o
meta Object ToEURE
schemas Array of WE,
strings
userName String BFR&, BFRRBFRNE—=r/E,
name Object SEAFPUEERINSR.
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2% SR fHiA
displayName | String SERARERBIRNFRE,
nickName String BEBRFRRIZEE,
title String BEAPLEINERSE,
userType String ERBFPERENFRGE,
preferredLang | String BEAPEEESNFERS,
uage
locale String SEAFEXISSENFRE,.
timezone String SEBAFNXIFERS,
active Boolean AN = b~y =) == I8
emails Array of B2 APIREFHEEREINNRIIE.
objects
addresses Array of S22 APHTHIHEEIXRSIER,
objects

phoneNumbe | Array of BEHAFREIESBERINNIRIIZE.
rs objects
urn:ietf:para | Object SERARPIEBEXEEINR.
ms:scim:scl'!e
mas:extensio
n:enterprise:
2.0:User

& 4-474 meta
2 SR A
resourceType | String RIRREL,
created String RIRGIFERTIE
lastModified | String RiFex/a EFATE

& 4-475 name
2% SR ik
formatted String BAEERB RS MR ABIFRTE .
familyName | String FAPBIEE .
givenName String BRPE=,
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2H SR iR
middleName | String FBRPa9hE&,
honorificPrefi | String FFRISFRAIE
X
honorificSuffi | String BFEFREZ.
X
2 4-476 emails
84 e e R
value String BB FHFEBUAYF TS
type String R FHBFERERIF /TSR,
primary Boolean —MRE, FRXEEHNEPRIERFHFE.

£ 4-477 addresses

2% SR fHiA

formatted String BEEERAIUAME R AIFERT S .
streetAddress | String f#nE,

locality String 1| VA=

region String X1,

postalCode String HRBERAS o

country String EZxReittX .

type String FRHERBINF RS,

primary Boolean —MRME, JTRXEEREPRELL

2k 4-478 phoneNumbers

2% SR A

value String SEEBIESBINFE/FE,

type String FTRHEIESHERENFHE,

primary Boolean —M/RE, RRIXEENAFPNERIESHE.
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2 4-479 urn:ietf:params:scim:schemas:extension:enterprise:2.0:User
2% ST RER
costCenter String ARy
B/AMKE: 1
BRAKE: 1024
department | String 2B
BME: 1
BRAEKE: 1024
division String 2EB.
BME: 1
BRAEKE: 1024
employeeNu | String RIRS,
mber BMREE: 1
BRAKE: 1024
manager Object =18,
organization | String A,
BME: 1
BRAEKE: 1024
Z 4-480 manager
2% SR ik
value String =8,
BME: 1
BRAEKE: 1024
REB: 400
7 4-481 IR Body 2%
2% SR ik
schema String WE,
schemas Array of BMEIE,
strings
detail String BEIFE.
status Integer RESRS
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2H SR iR
timeStamp String AYTE)Ek

JRZARG: 403
& 4-482 u[ Body 2
2% SHEE e
schema String BE,
schemas Array of BMEIZxE,
strings
detail String BEFB.
status Integer RS/,
timeStamp String AfiElE .
KEMS: 404
2R 4-483 I Body ¥
2% SHE iz
schema String =,
schemas Array of BMEIxE,
strings
detail String SEIFE.
status Integer RESRS
timeStamp String AfiEIE .
R 409
% 4-484 IR Body S
2H SHEE R
schema String BE,
schemas Array of BMEIE,
strings
detail String SEIFE.
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AP| &%

4 API
2H SR iR
status Integer RESRS
timeStamp String AYTE)Ek o

RE&F: 500

% 4-485 Kz Body %
¥ SR iR
schema String BE,
schemas Array of BME5%E,

strings

detail String SEFB.
status Integer REEB,
timeStamp String AfiEIE .

5K
EHEF.

PUT https://{hostname}/{tenant_id}/scim/v2/Users/{user_id}

"id" : "ac6aa714-daa7-1aaa-aaa2-6715aaaa4dd9",

"externalld" : "123456",

"userName" : "xxx",

"name" : {
"formatted" : "xxx",
"familyName" : "xxx",
"givenName" : "xxx",
"middleName" : "xxx",
"honorificPrefix" : "xxx"
"honorificSuffix" : "xxx"

’

I
"displayName" : "xxx",
"nickName" : "xxx",
"profileUrl" : "xxx"
"emails" : [ {
"value" : "xxx",
"type" : "work",
"primary" : true
11
"addresses" : [ {
"formatted" : "xxx",
"streetAddress" : "xxx",
"locality" : "xxx",
"region" : "xxx",
"postalCode" : "123456",
"country" : "xxx",
"type" : "work",
"primary" : true

I H

’
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4 API

MRz~

}

MAERRAS 02 (2024-03-29)

"phoneNumbers" : [ {
"value" : "xxx",
"type" : "work",
"primary" : true

11

"userType" : "xxx",

"title" : "xxx",

"preferredLanguage" : "zh-CN",

"locale" : "zh-CN",
"timezone" : "xxx",
"active" : true,

"schemas" : [ "urn:ietf:params:scim:schemas:core:2.0:User" ]
}

RED: 201
Successful

{

"id" : "ac6aa714-daa7-1aaa-aaa2-6715aaaa4dd9",

"externalld" : "123456",
"meta" : {
"resourceType" : "User",

"created" : "2023-04-08T14:53:43Z",
"lastModified" : "2023-04-16T21:32:55Z"

}
"
"userName" : "xxx",
"name" : {
"formatted" : "xxx",
"familyName" : "xxx",
"givenName" : "xxx",
"middleName" : "xxx",
"honorificPrefix" : "xxx",
"honorificSuffix" : "xxx"
1
"displayName" : "xxx",
"nickName" : "xxx",
"title" : "xxx",
"userType" : "xxx",
"preferredLanguage" : "zh-CN",
"locale" : "zh-CN",
"timezone" : "xxx",
"active" : true,

"emails" : [ {
"value" : "xxx",
”type" : "WOrk",
"primary" : true

11

"addresses" : [ {
"formatted" : "xxx",
"streetAddress" : "xxx",
"locality" : "xxx",
"region" : "xxx",
"postalCode" : "123456",
"country" : "xxx",
"type" : "work",
"primary" : true

11
"phoneNumbers" : [ {

"value" : "xxx",

"type" : "work",

"primary" : true

1]

b
schemas" : [ "urn:ietf:params:scim:schemas:core:2.0:User" ],
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RS
1%%%%&:\55 °
ELE)
18 amiﬁi;ﬁg o

(BB RFRIERD B

URI
PATCH /{tenant_id}/scim/v2/Users/{user_id}
F+ 4-486 IR1ZBH
2% =Rk SR A
tenant_id ! String HPEEE—RRAR (ID)
user_id 2 String BFIE2EE—RREE (ID)
IBRESH
7= 4-487 153K Header 2%
2% =A%k SR R
Authorization | & String IRESRE,
7= 4-488 153k Body &4{
¥ BRIk SHER R
schemas & Array of M=,
strings
Operations B Array of EHATHYESURIEYIE
objects
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2K 4-489 Operations

2 BEwI% ST fEiR

op & String EITRYESURIEREL, add:
N, replace: EifE
t, remove: MIBREM.

path S String ZENREEREZ. RERAFN
AT BRI LS :
userName, active,
externalld, displayName,
nickName, title, userType,
preferredLanguage, locale,
timezone, name,
enterprise, emails,
addresses, phoneNumbers,

value S String BENHIEHE. FUTHIBREE
HEHES.

[ e

R&E8: 200

2 4-490 L7 Body %1

2¥ SR fiHiA

id String BRNZREE—RREF (ID) .

externalld String HMNERFRIRFT o

meta Object ToEURE

schemas Array of WE,

strings

userName String FAFR&, BFRRARPNE—FRFE,

name Object BEAFEHEEENNTR,

displayName | String SERARERBIRNFRE,

nickName String BEBRFRRIZEE,

title String SEBEFLEINFRE,

userType String ERBRPRENFRGE,

preferredLang | String BEAFEEESHNFHE.

uage

locale String SEAFEXIGESENFRE,.

timezone String BEHAPHXIERSS,
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2% SR fik
active Boolean =rAFPEBRER.
emails Array of SEBFEFEFEEEINRIIE,
objects
addresses Array of SEHAFIHERAINIRYIZE.
objects

phoneNumbe | Array of B2 AFPEIESHERINNRIIE.
rs objects
urn:ietf:para | Object SEHAFIEBXERNNR.
ms:scim:sche
mas:extensio
n:enterprise:
2.0:User

£ 4-491 meta
8% SHEE ik
resourceType | String RIREE,
created String HIRCIEERTE
lastModified | String RRREEHATE,

% 4-492 name
e SHRT R
formatted String BEEERNBRAISIUREZR/RFE,
familyName | String FAFRIEES
givenName String BRPRIE=,
middleName | String FBFaYhEIA.
honorificPrefi | String FBRPRIEFREIER .
X
honorificSuffi | String RIS TREE.
X
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2 4-493 emails
2 S A
value String BB FHfEUAFRTE
type String R FHBFEREENF RS
primary Boolean —M/RME, TRXEENAPIERFHRE.

3£ 4-494 addresses

2% SR ik

formatted String BAEE RIS MR AR BIF T .
streetAddress | String #naE,

locality String MM E .

region String X1,

postalCode String HRBRES

country String ExRaEX

type String FRHERBINFREE,

primary Boolean —M/RIE, FRXEENERPNER L,

2K 4-495 phoneNumbers

e S fix

value String BEBIESBINFERFE,

type String FREIESIBERBNFRE,

primary Boolean —MRME, FRXERARAPNERIESHE.

2K 4-496 urn:ietf:params:scim:schemas:extension:enterprise:2.0:User

B8H SHRT e
costCenter String AT,

BME: 1
BRAIKE: 1024
department String =
BME: 1
BRAEKEE: 1024
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API &% 4 API
2% SR fik
division String 2EB.
RIMRE: 1
BAKE: 1024
employeeNu | String RTHS,
mber BMREE: 1
BAKE: 1024
manager Object Z18,
organization | String A,
BME: 1
BAEKE: 1024
K 4-497 manager
e SHRT R
value String =18,
RIMRE: 1
BAKE: 1024
REHB: 400
7 4-498 IR Body &%
e SHRT R
schema String WE,
schemas Array of WMEIE,
strings
detail String SEIFE.
status Integer LN E
timeStamp String AYTE)Ek o
KE&E: 403
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4 API
2 4-499 1] Body &%§
2% S¥RT I
schema String BE,
schemas Array of WMEIxE,
strings
detail String SEFB.
status Integer LN
timeStamp String ATiEE .
RS 404
# 4-500 IR Body &%
2% S¥RT T
schema String W=,
schemas Array of BME5%E,
strings
detail String SEFB.
status Integer NN
timeStamp String AfiEE .
REMB: 409
2 4-501 NgL7 Body %
e SR R
schema String BE,
schemas Array of BME5%E,
strings
detail String SEFB.
status Integer NI
timeStamp String ATiEE .
K7588: 500
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APl &%

4 API

i5RHl

il iz 73~ 451

7 4-502 IR Body &%

2% SR fEA

schema String BE,

schemas Array of BME5%E,
strings

detail String SEFB.

status Integer K&,

timeStamp String AfiEIE .

(BB RFRIERD R

PATCH https://{hostname}/{tenant_id}/scim/v2/Users/{user_id}

{

"schemas" : [ "urn:ietf:params:scim:api:messages:2.0:PatchOp" ],

"Operations" : [ {
"op" : "replace",
"path" : "active",
"value" : "false"

1]

}

RSE5: 200

Successful

"id" : "ac6aa714-daa7-1aaa-aaa2-6715aaaa4dd9",
"externalld" : "123456",
"meta" : {
"resourceType" : "User",
"created" : "2023-04-08T14:53:43Z",
"lastModified" : "2023-04-16T21:32:55Z"
}

n

)
schemas" : [ "urn:ietf:params:scim:schemas:core:2.0:User" ],
"userName" : "xxx",

"name" : {
"formatted" : "xxx",
"familyName" : "xxx",
"givenName" : "xxx",
"middleName" : "xxx",
"honorificPrefix" : "xxx"
"honorificSuffix" : "xxx"

’

L
"displayName" : "xxx",
"nickName" : "xxx",

"title" : "xxx",

"userType" : "xxx",
"preferredLanguage" : "zh-CN",
"locale" : "zh-CN",
"timezone" : "xxx"
"active" : false,
"emails" : [ {

1
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4 API

"value" : "xxx",
"type" : "work",
"primary" : true

11

"addresses" : [ {
"formatted" : "xxx",
"streetAddress" : "xxx",
"locality" : "xxx",
"region" : "xxx",
"postalCode" : "123456",
"country" : "xxx",
"type" : "xxx",
"primary" : true

11

"phoneNumbers" : [ {
"value" : "xxx",
"type" : "work",
"primary" : true

1]

}

N
SRS

tHI=E

TS EIRB.

4.10 SCIM FHF4EETE
4.10.1 SIEHPFH

TORENA

EASCIMINY, REZREFRAZIAMBDFIL,

POST /{tenant_id}/scim/v2/Groups

% 4-503 BRIZS¥#

2% BE W% SR R
tenant_id 2 String HFEEE—RRET (ID)
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APl &% 4 AP

IERSH

2 4-504 {53k Header 2%

2% AW SR iR
Authorization | 2 String FEHSHE,

% 4-505 153K Body 2%

2% BRIk SR fHR
externalld & String HMNERFRIRET o
displayName | & String BERPEERSIRINERE,
members S Array of BPHEPIIERTRIIZE,
objects
schemas & Array of =,
strings

2 4-506 members

e =A% S ik
value 2 String HRRIIEEE—RRHTF (ID)
$ref B String RIS IBER.
type & String RS, User: AR,
VRS54
KREB: 201
2 4-507 L7 Body &%
2% SR fHiA
id String RAPRENEREE—IRIAF (ID) .
externalld String HMNERFRIRET o
meta Object ToEURE
schemas Array of WE,
strings
displayName | String SERAPERREFRNFRE,
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2H SR iR
members Array of FPEBPBIRITRIIZE
objects
X 4-508 meta
8% SHE iR
resourceType | String ZIRSEE,
created String RIRGIZERTE
lastModified | String RiFex/a EMATE .
£ 4-509 members
B8H SR faR
value String RRNERBE—IRREF (ID) .
$ref String RIS IBER .
type String FRZER, User: AR,
RE&H: 400
# 4-510 IR Body 2%
2% S¥RT T
schema String W=,
schemas Array of BME5%E,
strings
detail String SEFB.
status Integer NN
timeStamp String ATiEE .
RE&H: 403
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4 API
2 4-511 Ui Body 2%
2% S¥RT I
schema String BE,
schemas Array of WMEIxE,
strings
detail String SEFB.
status Integer LN
timeStamp String ATiEE .
RS 404
2 4-512 gL Body &%
2% S¥RT T
schema String W=,
schemas Array of BME5%E,
strings
detail String SEFB.
status Integer NN
timeStamp String AfiEE .
REMB: 409
2 4-513 g7 Body &%
e SR R
schema String BE,
schemas Array of BME5%E,
strings
detail String SEFB.
status Integer NI
timeStamp String ATiEE .
K7588: 500
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AP| &%

4 API

K 4-514 0 Body 2%

2% e et fik
schema String WE,
schemas Array of WmEIxE,
strings
detail String REFE.
status Integer RERD
timeStamp String AYiEE .
(=R &Rl
BIZAFA,

POST https://{hostname}/{tenant_id}/scim/v2/Groups

"displayName" : "SCIMFIF£B:&g1",
"members" : [ {

"value" : "ac6aa714-daa7-1aaa-aaa2-6715aaaa4dd9",

"$ref" : "../Users/ac6aa714-daa7-1aaa-aaa2-6715aaaa4dd9",

"type" : "User"
11

}

N Rz 73~/
K& 201

Successful

"id" : "OefaaOdb-6aa4-7aaa-6aa5-c222aaaaf31a",
"meta" : {
"resourceType" : "Group",
"created" : "2023-04-08T14:53:43Z",
"lastModified" : "2023-04-08T14:53:43Z"
h

"schemas" : [ "urn:ietf:params:scim:schemas:core:2.0:Group" 1,

"displayName" : "SCIMAF4H&Zg1",
"members" : [ {

"value" : "ac6aa714-daa7-1aaa-aaa2-6715aaaa4dd9",

"$ref" : "../Users/ac6aa714-daa7-1aaa-aaa2-6715aaaaddd9",

"schemas" : [ "urn:ietf:params:scim:schemas:core:2.0:Group" ]

"type" : "User"
3]

}
7T

B2 IREB .
tHIRD

B2 WIERE .
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AP| &% 4 API
4.10.2 FIHAFA
IhEeENA
NI ARFHEYRNTIFIEEID, 2 REGREIS501MER.
URI
GET /{tenant_id}/scim/v2/Groups
& 4-515 IRZBH
84 =AWk SHERR fR
tenant_id 2 String HPHNE2REE—RHRAR (ID)
IBRESH
2 4-516 153K Header 2%{
2% =AWk SR ik
Authorization | & String IRESHE,
D)VES54
RSB 200
K 4-517 W[ Body 2#{
2¥ SRR it
totalResults Integer BEERH,
itemsPerPage | Integer BFRATERNH.
startindex String FCIaZs|,
schemas Array of WE,
strings
Resources Array of SaAPAERNYIE.
objects
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2 4-518 Resources

2 SR A
id String FPEN2EHE—FRRAT (ID) .
externalld String HMNERFRIRET o
meta Object ToEURE
schemas Array of BE,
strings
displayName | String BERAPERREFRIFRH,
members Array of FAPA+FHIERITRIIZFR .
objects

& 4-519 Resources.meta

2% SR fiA

resourceType | String RIREE,

created String RIREUERTE
lastModified | String RiFex/G EATE

2 4-520 Resources.members

2% SR ik

value String RRNERBE—IRRFEF (ID) .
$ref String RIS IBER .

type String FRRZERY, User: AR,

WR&6G: 400

2 4-521 [g[; Body 2%

2% SR fHiA

schema String BE,

schemas Arljay of BME5%E,
strings

detail String SEFB.

status Integer RS,
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2H SR iR
timeStamp String AYTE)Ek

JRZARG: 403
& 4-522 i Body 2
2% SHEE e
schema String BE,
schemas Array of BMEIZxE,
strings
detail String BEFB.
status Integer RS/,
timeStamp String AfiElE .
KEMS: 404
& 4-523 [l Body ¥
2% SHE iz
schema String =,
schemas Array of BMEIxE,
strings
detail String SEIFE.
status Integer RESRS
timeStamp String AfiEIE .
R 409
% 4-524 iR Body S
2H SHEE R
schema String BE,
schemas Array of BMEIE,
strings
detail String SEIFE.
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APl &%

BRI

N Rz~

4 API
2H SR iR
status Integer RS,
timeStamp String AYTE)Ek o

KE/: 500

3 4-525 gk Body &

2¥ S ik

schema String WE,

schemas Array of WMEIxE,

strings

detail String SEFE.

status Integer K&,

timeStamp String AYiEE .
HIHAFA,

GET https://{hostname}/{tenant_id}/scim/v2/Groups

REB: 200
Successful

{

"totalResults" : 1,
"itemsPerPage" : 10,
"startindex" : "649040aaaaaaaaaaaa3e3050",

"schemas" : [ "urn:ietf:params:scim:api:messages:2.0:ListResponse" ],

"Resources" : [ {
"id" : "Oefaa0db-6aa4-7aaa-6aa5-c222aaaaf31a",
"meta" : {
"resourceType" : "Group",
"created" : "2023-04-08T14:53:43Z2",
"lastModified" : "2023-04-08T14:53:43Z"
%

"schemas" : [ "urn:ietf:params:scim:schemas:core:2.0:Group" ],

"displayName" : "SCIMEIF4B:&g1",
"members" : [ {
"value" : "ac6aa714-daa7-1aaa-aaa2-6715aaaa4dd9",

"$ref" : "../Users/ac6aa714-daa7-1aaa-aaa2-6715aaaa4dd9",

"type" : "User”
1]
]
}
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APl &

4 API

N

4.10.3 EHAFHIFE

INEEN4A
ERNERFENFEER.
URI
GET /{tenant_id}/scim/v2/Groups/{group_id}
&= 4-526 IRZBH
84 =AWk SRR R
tenant_id 2 String HFPEEE—RRET (ID)
group_id 2 String BFENEEE—RRET
(ID) »
IBREH
% 4-527 53K Header 2%
2% =AWk SRR )
Authorization | 2 String ERESHE,
R3S
KEB/: 200
% 4-528 g Body 2%
84 SR A
id String FFENEEE—RREF (ID)
externalld String AMNERFRIR T
meta Object ToEURE
SCHEhRZAS 02 (2024-03-29) RS © AR ARBIRAE 227



IAM BH{p el

APl &% 4 API
2H SR iR
schemas Array of BE,
strings
displayName | String BERAPERREFRIFRE,
members Array of FPEAFHIRRITRIIFR .
objects
2 4-529 meta
2¥ SR it
resourceType | String RIREE,
created String RIRCUEEATE
lastModified | String REREEMATE,
Z 4-530 members
B8H BHEE R
value String RRNERBE—IRRFEF (ID) .
$ref String RIS IBER .
type String BRZEEY, User: AR,
K& 400
2 4-531 g7 Body &%
2% SR R
schema String BE,
schemas Array of BME5%E,
strings
detail String SEFB.
status Integer NN
timeStamp String AfiEE .
K& 403
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4 API
2K 4-532 I Body 2#f
2% S¥RT I
schema String BE,
schemas Array of WMEIxE,
strings
detail String SEFB.
status Integer LN
timeStamp String ATiEE .
RS 404
# 4-533 IR Body 2%
2% S¥RT T
schema String W=,
schemas Array of BME5%E,
strings
detail String SEFB.
status Integer NN
timeStamp String AfiEE .
REMB: 409
& 4-534 L7 Body %1
e SR R
schema String BE,
schemas Array of BME5%E,
strings
detail String SEFB.
status Integer NI
timeStamp String ATiEE .
K7588: 500
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APl &% 4 API
% 4-535 K7 Body 2%
84 SHRT RhR
schema String BE,
schemas Array of BME5xE,
strings
detail String SEFE.
status Integer NN
timeStamp String AYiEE .
Bl
BEiGAPHFRS.
GET https://{hostname}/{tenant_id}/scim/v2/Groups/{group_id}
N Rz~
K&/ 200
Successful
{
"id" : "0OefaaOdb-6aa4-7aaa-6aa5-c222aaaaf31a",
"meta" : {
"resourceType" : "Group",
"created" : "2023-04-08T14:53:43Z",
"lastModified" : "2023-04-08T14:53:43Z"
T
"schemas" : [ "urn:ietf:params:scim:schemas:core:2.0:Group" ],
"displayName" : "SCIMAAF4B4g1",
"members" : [ {
"value" : "ac6aa714-daa7-1aaa-aaa2-6715aaaa4dd9",
"$ref" : "../Users/acbaa714-daa7-1aaa-aaa2-6715aaaa4dd9",
"type" : "User"
1
}
RS
IEE
el
BES ISR
4.10.4 BRIP4
INEEN4A
IHBRENE R4 .
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URI
DELETE /{tenant_id}/scim/v2/Groups/{group_id}
= 4-536 IR1ZBH
B8H =AWk SR R
tenant_id 2 String HFPLBEE—RRS (ID) .
group_id 2 String FRPENERBE—RRT
(ID) &
IBREH
2% 4-537 153K Header &%
2% =RWIE SR RER
Authorization | 2 String FEESHE,
R &%
KREMG: 400
7 4-538 IR Body 2%
e ¥R RR
schema String WE,
schemas Array of BME5xE,
strings
detail String FEFB.
status Integer AN
timeStamp String AYiEE .
KRE&ME: 403
7= 4-539 gL Body %4
2% SHRT R
schema String BE,
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API &% 4 API
2H SR iR
schemas Array of BME5%E,

strings
detail String SEFB.
status Integer NN
timeStamp String AfiEIE .
REMB: 404
2 4-540 1L Body &%§
2% SHEE iR
schema String BE,
schemas Array of BME5%E,
strings
detail String SEFB.
status Integer NN
timeStamp String AfiEE .
RE&MB: 409
%= 4-541 gh7 Body %4
2% SR fER
schema String BmE,
schemas Array of BME5%E,
strings
detail String SEFB.
status Integer NN
timeStamp String ATiEE .
RE&M: 500
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APl &% 4 API
K 4-542 g Body 2%
B8H BHEE R
schema String WE,
schemas Array of BMEIE,
strings
detail String FEIFB.
status Integer IRESES
timeStamp String AYTE)Ek o
=GNl
BREB4H .
DELETE https://{hostname}/{tenant_id}/scim/v2/Groups/{group_id}
I Rz~
7
RS
1%572‘)'_&3{*“550
EIE
ESIEIRB.
4.10.5 ZpoEFHAFA
IheeNa
(EXIMERFENES BN, MEERPESIER.
URI
PATCH /{tenant_id}/scim/v2/Groups/{group_id}
% 4-543 BEBH
2% BEWI% SRR R
tenant_id 2 String HPNEBH—HRRFF (ID)
group_id 2 String FBFPEANE BHE—RRRF
(ID)
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APl &%& 4 API
BRSH
& 4-544 753K Header 2
28 ERYIE SR R
Authorization | & String RESHE,
7= 4-545 153K Body &%
2% BRIk ST faik
schemas &= Array of Bz,
strings
Operations S Array of EHTAYESURIEY IR,
objects
2R 4-546 Operations
2 =A% ST ik
op = String FHATAUESIRIEXEL, add:
A INENE, replace: HifjE
M, remove: BIEREM:.
value = Object EEBEHE.
path B String ZEEMLRE . REHRFPA
LA EHERTLAE :
displayName, members,
N Rz S4L
RZ&MB: 400
K 4-547 0[; Body 2%
¥ SR fEiA
schema String BE,
schemas Array of BME5%E,
strings
detail String SEFE.
status Integer RS/,
timeStamp String AfiEIE .
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APl &% 4 API
RE&M: 403
& 4-548 i Body &
2% SHEE iR
schema String BE,
schemas Array of BME5%E,
strings
detail String SEFB.
status Integer NN
timeStamp String AfiEE .
RESE: 404
2 4-549 1L Body &%
B8H BHEE R
schema String WE,
schemas Array of BMEIZE,
strings
detail String BEEFB.
status Integer RESRS
timeStamp String REIES A
R 409
Z 4-550 i Body 2%
2% S¥RT I
schema String WE,
schemas Array of MESIER,
strings
detail String SEFB.
status Integer NN
timeStamp String ATiEE .
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APl &% 4 API
RZ&MG: 500
% 4-551 NLZ Body &%
2H SR iR
schema String BE,
schemas Array of BME5%E,
strings
detail String SEFB.
status Integer REEB,
timeStamp String AfIElEL .
s=E= —
=l
EHMBAFENESD R .
PATCH https://{hostname}/{tenant_id}/scim/v2/Groups/{group_id}
{
"schemas" : [ "urn:ietf:params:scim:api:messages:2.0:PatchOp" ],
"Operations" : [ {
"op" : "replace",
"value" : {
"id" : "OefaaOdb-6aa4-7aaa-6aa5-c222aaaaf31a",
"displayName" : "B EREHR"
}
Ao
"op" : "add",
"path" : "members",
"value" : [ {
"value" : "ac6aa714-daa7-1aaa-aaa2-6715aaaa4dd9"
11
Ao
"op" : "replace",
"path" : "members",
"value" : [ {
"value" : "ac6aa714-daa7-1aaa-aaa2-6715aaaa4dd9"
b
"value" : "1bdaa75c-7aaf-3aa2-7aac-6a00aaaa335f"
11
Ao
"op" : "remove",
"path" : "members",
"value" : [ {
"value" : "ac6aa714-daa7-1aaa-aaa2-6715aaaa4dd9"
e
"value" : "1bdaa75c-7aaf-3aa2-7aac-6a00aaaa335f"
11
1
}
Il iz 73~ 451
7o
M A%hRAS 02 (2024-03-29) WRAXFTE © SR ARBIRAE 236



IAM B{p el

APl &% 4 API
RS
B2 RSB
IR
B2 WE=EB.
=
4.11 RBiIRHREE
4.11.1 HHRSBIRHPERE
INRENA
BifIAMBHHOHSCIMIBXECEE R
URI
GET /{tenant_id}/scim/v2/ServiceProviderConfig
& 4-552 IR1Z8H
2% Bk SR U
tenant_id 2 String HPEEE— R (ID)
IBREH
K 4-553 i53K Header ¥
¥ =AWk SR faR
Authorization | & String IRESHE,
VRS54
RESHB: 200
% 4-554 IR Body S
2% SR A
schemas Array of WE,
strings
documentatio | String RN~ R EE
nUri
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2% SR iR

authenticatio | Array of INIEBEESIZ .

nSchemes objects

patch Object ERIRSIEEREE TN IESURIE, RXTEB
DHECSURERIBXRECE

bulk Object ETRIRSIREREE LSRR, KttEiR
ERIIBRECE -

filter Object ERIRSBIEHEEE ISR, RXIiEE
{ERIMBRECE -

changePassw | Object FRRSIREERESIFHESEDRIE, KXHE

ord TR ERIBRECE

sort Object FRRSIREEREIFHEFRE, RGHIFE
ERVBXRECE .

etag Object %Tﬂﬁ%kﬁiﬁl% SZIFRETFIRE, RITEBFIR

THIEXECE
3£ 4-555 authenticationSchemes

2¥ SHEE it

type String INIEREY, 1BEEaIs=.

name String INIEBEEZFR

description String INEEZRIRIAER

specUri String MEpkE,

documentatio | String RSO SEE

nUri

primary Boolean R RAEERPAELR

Z 4-556 patch

B8H BHEE iR

supported Boolean —RME, TRRSIREHBEESIFHXER
1’EO
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API &% 4 API
& 4-557 bulk
el SHRT R
supported Boolean —MRME, FRRSBIRUBEE ISR
o
maxOperation | Integer —IR AR AR Lo
s
maxPayloadSi | Integer RABYHATE
ze
2K 4-558 filter
el SHRT R
supported Boolean —MRME, FRRSBIRUBEE ISR
Eo
maxResults Integer BRAERE

2 4-559 changePassword

2% SRR N
supported Boolean — I RRE, TRRFBIEAEEESIFXME
£,
2= 4-560 sort
2% SR R
supported Boolean — I RE, BRRFZIEAEERESIFXE
£,
K 4-561 etag
2% SR R
supported Boolean —MRE, FRRSIEEEEE X MER
Eo

RSE8: 400
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4 API
K 4-562 I Body 2%
2% S¥RT I
schema String BE,
schemas Array of WMEIxE,
strings
detail String SEFB.
status Integer LN
timeStamp String ATiEE .
REMB: 403
# 4-563 UL Body 2%
2% S¥RT T
schema String W=,
schemas Array of BME5%E,
strings
detail String SEFB.
status Integer NN
timeStamp String AfiEE .
REM\: 404
& 4-564 L7 Body &%
e SR R
schema String BE,
schemas Array of BME5%E,
strings
detail String SEFB.
status Integer NI
timeStamp String ATiEE .
K& 409
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APl &%& 4 API
2K 4-565 I Body 2%
¥ SR fEiA
schema String BE,
schemas Array of BME5%E,
strings
detail String SEFB.
status Integer RS/,
timeStamp String AfiEIE .
WR&E: 500
% 4-566 gL Body 2%
2 SR fEiA
schema String BE,
schemas Array of BMEIZxE,
strings
detail String SEIFE.
status Integer RS,
timeStamp String REIE A
(=R
B AMBH R OHISCIMBERESE..
GET https://{hostname}/{tenant_id}/scim/v2/ServiceProviderConfig
N Rz~
K388 200
Successful
{
"schemas" : [ "urn:ietf:params:scim:schemas:core:2.0:ServiceProviderConfig" ],
"documentationUri" : null,
"authenticationSchemes" : [ {
"type" : "authenticationtype",
"name" : "Authentication Name",
"description" : "Authentication scheme using the AAA Authentication Standard",
"specUri" : "http://www.example.org/doc/auth1234",
"documentationUri" : null,
"primary" : true
1]
"patch" : {
"supported" : false
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4 API

1
"bulk" : {
"supported" : false,
"maxOperations" : null,
"maxPayloadSize" : null
1
"filter" : {
"supported" : false,
"maxResults" : null
1
"changePassword" : {
"supported" : false
1
"sort" : {
"supported" : false
1
"etag" : {
"supported" : false
}
}

N

52 ISR

RI=0

52 EIRE .

412 EFiREE

4.12.1 FPERFin

EIAMBHSROERERR, XAFEFPIREMNREEIN, BHNZEAKUMETS

ThRENA

PIGIEEREA
URI

POST /v1/clients
iERSH

% 4-567 153K Body B4

2 =A% SR A
client_name =2 String ZFigEZR,.

BAMEE: 1
BAKE: 1024
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APl &% 4 API
2% BE W% SRR ik
client_type 2 String EPImAIEE, ZERSBINZEF
public/EAE FimtE,
KEE:
e public
token_endpoi | 2 String [<ShiR R ARIXTEKRIT AR S
nt_auth_meth PIIESE.
od KEsE:
e client_secret_post
scopes B Array of EPimENXERETIZE. 11X
strings &, WIRBFEEFIHESHE
ASPRHIANPR o
grant_types 2 Array of & Pim o] LATE S hRim = FERY
strings OAuth2. 08N ZEBI4E
BEE:
e urn:ietf:params:oauth:gra
nt-type:device_code
e authorization _code
response_type | 2 Array of Z P Al AR R = E R
s strings OAuth2. 0¥ ZEBI%I4H .
WEHE:
e code
e
REHB: 200
% 4-568 K Body 244
B8H BHEE iR
client_info Object BEERRIMEENNR.

& 4-569 client_info

2% S¥RT R

authorization | String Z Fim e LUEKRIEN YIRS o
_endpoint

client_id String = Fin N FAE—RR .

MAERRAS 02 (2024-03-29)

WRIERE © HERRARBIRAT

243



IAM Bl

APl &% 4 API

2% SR iR

client_id_issue | Long E FistRR A IE iR An0EedE .

d_at

client_secret | String NEFIRERIMEFFE ., BRIRSERLE
FREELARPRERZNEMHIIIE.

client_secret_ | Long E FistRR I P iR 2 A a9ediE .

expires_at

token_endpoi | String Z P a] LIEEAIREGAE SRR o

nt

scopes Array of IRSEBRAEFimEMEERESIZER . BEENE

strings B <SRERT, HPREBNIZPRFIFELLIERIHFIRAF

EEER.

=GNl
BAIAMBDHRIOERE i .
POST https://{hostname}/v1/clients

{
"client_name" : "exampleClient",
"client_type" : "public",
"token_endpoint_auth_method" : "client_secret_post",
"scopes" : [ "openid" ],
"grant_types" : [ "authorization_code", "urn:ietf:params:oauth:grant-type:device_code"],
"response_types" : [ "code" ]

N Mz 73~
KL 200
Successful

{
"client_info" : {
"authorization_endpoint" : "https://example-region-oidc.examplehh.com:443/v1/authorize",
"client_id" : "example_client_id",
"client_id_issued_at" : 1677175760,
"client_secret" : "example_client_secret",
"client_secret_expires_at" : 1684951760,
"token_endpoint" : "https://example-region-oidc.examplehh.com:443/v1/tokens",
"scopes" : [ "openid" ]

}

}
NG

BB IRED.
tEixEg

B2 IR,
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AP| &% 4 AP

4.13 SHEEE
4.13.1 QIESHE

ThEEN 4

SREGA SR,
URI

POST /v1/tokens
IBREH

7= 4-570 153k Body £%{

2% 2EIE SRR ik

String EFiRAIE—RR,

String NEFIRERIINEFTER, B
PSRt F R EELEER
IR SRS IS I,

String ISR ARSI AHEIULES . 1
FEUE FIERLGKERS SRR
B RATEE LS5,

String NENZRERBIENRSEEAAILL
APIRF{EH

String TERATRINEER . STIFRANAD
IREFEE . ERREIEFRIF<S
WAEIRINEEE

ESIER

e authorization _code

client_id

client_secret

i1y

code

i1y

device_code

]

grant_type

e urn:ietf:params:oauth:gra
nt-type:device_code

String BRI CABRI RN TR PRI
B, AFERNRSRKERAIXE
[liglvi—g8

String RIFTHE, ISR <ShE
S HARIREGET AL SR o

Array of ERimEMRERESIR, TR
strings B RPim B EIRERINR . 1Y
&, WIERAFEREFHISHE
R BRAHIAR o

iy

redirect_uri

iy

refresh_token

i1y

scopes
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AP| &%

4 API

RS &

R&E: 200

% 4-571 A Body 2%

2% SHEE R

token_info Object BEShHRERIINR,
2K 4-572 token_info

84 SHER R

access_token | String

RFipasiERPRNIAMB SR ORIRIIRE
AR

expires_in Integer hia<ShERNIERRYE) ( LARDAERGL)
id_token String BTFxRBEFSHAERSHE.

refresh_token | String

RIFT<SHE, <SR ESIE<S R HA IS ERENATAY
pE<hE

token_type String

AT ENEFinRERSEZIEESHE, Bkl

BearerToken,

5K
BIEAIA S .

POST https://{hostname}/v1/tokens

{

"client_id" : "example_client_id",

"client_secret" : "example_client_secret",

"code" : "1234567890123456",
"device_code" : null,

"grant_type" : "authorization_code",

"redirect_uri" : "https://example- redlrect example.com/redirect/url",

"refresh_token" : null,
"scopes" : [ "openid" ]

N Mz 73~ 51
REB: 200
Successful
{

"token_info" : {

"access_token" : "example_access_token",

"expires_in" : 1684955360,
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"id_token" : "example_access_token",
"refresh_token" : null,
"token_type" : "Bearer"

R
BESIURSE.
RS

B NEIRE

4.14 I BIEINEE

4.14.1 IFRIFIEN

ab
INgeN4A

U=}

u—

KRIEIRERTIER

POST /v1/device/authorize
IBREH

% 4-573 {53 Body 2

84 =AWk SRR R

client_id 2 String FEIAMB DR ERRIZE FixaY
HE—HRIRRT .

client_secret | 2 String NEFIRERIIMEFGER, B

FimiSERILF /TR EREORMA
HRIR1SERSSAIBHDIILE o

start_url = String EBFIJFBEIURL,
VRS54
R&ES: 200
% 4-574 [ Body S
2% SR A
device_code String REERIISIES B FERINRSEE.
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APl &% 4 API

2% SR fik

expires_in Integer IREBREEMAETE (LIRRER) .

interval Integer IBRICIESIER, BERIRERREINZ BWRE
FEOREL,

user_code String —RMEBFRIIES . EEEFERRENEE
HERIE .

verification_ur | String EAR— IR B PRI IEAUR S AYISIE ST EAY

i URI,

verification_ur | String EZFima] BT BalEanNnssi&AURL, thid

i_complete fEPhd BPpE R E AN BRI FRE
®.

== —
=P

IBEKIZEFIN

POST https://{hostname}/v1/device/authorize

{
"client_id" : "example_client_id",
"client_secret" : "example_client_secret",
"start_url" : "https://example-start.example.com/start/url"

}

il iz 73~f51
KEMG: 200
Successful

{
"device_code" : "1234567890123456789012345678901234567890123456789012345678901234",
"expires_in" : 1684955360,
"interval” : 10,
"user_code" : "1234567890123456",
"verification_uri" : "https://example-erification.example.com/erification/url",
"verification_uri_complete" : "https://example-erification-complete.example.com/erification/url"

}
AT
ESIREE.
HIx03
SR

4.15 1ZINEE
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APl &% 4 API
4.15.1 EHAR
IheeEN 4R

BRPMIPESE,
URI

GET /v1/logout
BIRSE]

%
=351

x
BRI

AR,

GET https://{hostname}/v1/logout

Ml Bz 73~5)

I
WA

1%%)'7){7(".. ﬁz_,l o
21D

B2NEIRE,
4.16 IkSEE
4.16.1 F|HKS
THEENE

B o ECLERAPHIEREKS .
URI

GET /v1/assigned-accounts
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2K 4-575 Query 2

2% =Rk SR A
limit ES Integer NEYPHEAERYS.

=IME: 1

BA(E: 2000

HR&E: 200

String PDWIRC. IEDRAVEO, FMFE
Bizi&.

=B2IVEE: 4

RAKE: 400

1y

marker

BkSH
2 4-576 153K Header 2%
2 =AW SHER A
access-token | 2 String SIEShEOERSEAEES
.
BAEE: 4096
Nl fiz 228

WK&G: 200

2 4-577 IR Body 2%

BH SR R

account_list | Array of HEEHIEMHFIIRSIRIIER,
objects

page_info Object BE7RERAINTR.

2R 4-578 account_list

2H SR iR

account_id String PELEBFPIIKSHEBEH—RARF (ID)
account_nam | String DB B FRIKSHIETR.

e
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APl &% 4 API
2H SR iR
email_address | String 2 Eess Fl PRI S AV FREFEHELL
BME: 1
BRAEKE: 254
& 4-579 page_info
2% SR iR
next_marker | String WMREFE, NFRRTHNEEE SN +AE s
M E . EXHRENRLEARF, EiRsiEk
SHPFERLE, LERBGREHN T35 . &L
ZEEIMIRE, EZInext_markerlif TR (Gl
Anull,
current_count | Integer ATUREIZBHE,
BRa

S EEBFRIFBKS .

GET https://{hostname}/v1/assigned-accounts

I Rz73~451)
REG: 200
Successful

{

"account_list" : [ {

"account_id" : "5146d03d8aaaaaaaaaaaabbae60620a5",
"account_name" : "example-account-name",
"email_address" : "email@example.com"

11

"page_info" : {
"next_marker" : null,
"current_count" : 1

}
}
RSB
1%%%%&:&5 °
e
B2 =B

4.17 EHEEE
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APl &% 4 AP
4.17.1 I HEKSEIE
INEEN4A

SRS S EcA PRI B RIEaEEEE.

URI
GET /v1/assigned-agencies
2 4-580 Query 2#{
BH EE W% SR R
limit & Integer NEYHEAERES.
=IME: 1
=AX{E: 2000
TR&(E: 200
marker B String PRIRC. FFHTEEO, ME
FiZzi&.
=B2IVEE: 4
BRAXKE: 400
account_id = String WESHNERBE—tRRAR (ID)
BRBH
K 4-581 153K Header 2#
84 =AWk SHERR faR
access-token | 2 String SUiRSHIEOIAASARIAIES
8
BRAXKE: 4096
R &%

WR&B: 200

2 4-582 IR Body 2%

8% e et fiik
agency_list | Array of HEEIRHNEIRLFEZRIENRIIE.
objects
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2% SRR fik
page_info Object 85

2k 4-583 agency_list

2 ¥R R

account_id String PEEBFPHIKSHEBEHE—RRRT (ID) .
agency_name | String DB A PRI EEEIERTR,
permission_se | String PREZTR

t_name

agency_urn String FRHEEEIIH—FFEZTR (URN)
description String BRMEE.

2K 4-584 page_info

2% SHEE iR
next_marker | String WMREFE, WFRRTBEELEEaimN+EE

st E ., EXHRMENRLART, FERESIER
SHPFERILE, DEREEmEN T35 . &N
ZESIMERE, BEInext_markerlniztEiR[E]

Fnull,
current_count | Integer AREIZBHE.

R
SIS S B R S e SR,

GET https://{hostname}/v1/assigned-agencies

il iz 73~f51
REE: 200
Successful

{

"agency_list" : [ {
"account_id" : "5146d03d8aaaaaaaaaaaabbae60620a5",
"agency_name" : "example-agency-name",
"permission_set_name" : "example-permission-set-name",
"agency_urn" : "example-agency-urn",
"description" : "example agency"

11

"page_info" : {
"next_marker" : null,
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APl &% 4 API
"current_count" : 1
}
}
RS
1%%%%&: EE.,! o
e

52 EIRB.
4.18 EIFEIE
4.18.1 SRENEITET

=}

INEEN4R
SRENS Eota FB PRI B (S 1EERITAISTSIEHAEIE -
URI
GET /v1/credentials
Z 4-585 Query 3#
B8H =Rk SR faR
target_accoun | 2 String BirkSHEBH—FtRREG
t_id (ID) &
agency_urn = String ZIESEERIENRE—RBERFR
(URN) o
BREH
2 4-586 153K Header %]
2% =A% SHEER R
access-token | 2 String tIZShIEAREANAIES
2,
BAXEE: 4096
R3S

REB: 200
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APl &% 4 API
2K 4-587 0i; Body 2#f
¥ S A
agency_crede | Object Pl AP EREEZRIENEERIE TREIL.
ntials
2k 4-588 agency_credentials
28 SR R
access_key_id | String BFRitE 2 EIERFRRT .
expiration Long IRAZ 2 EIEEIHRRY B ER
secret_access_ | String FTF AR TR B,
key
session_token | String BTGB EIEAIShE
(=R GN]
SREN S Bcta AP RIZ IS EEFERISTSIZHREIE .
GET https://{hostname}/v1/credentials
M 73451
KE&B: 200
Successful
{
"agency_credentials" : {
"access_key_id" : "example-access-key-id",
"expiration" : 1684955360,
"secret_access_key" : "example-secret-access-key",
"session_token" : "string"
}
}
7T
IEE I/
eI
52 EIRE .
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AP| &%

5 Mgz

D sz

5.1 K&

& 5-1 IRE&H8
RS “RE3 WiAA
100 Continue PREFIER
XANIGAI N BRBEIE Fin, SRIEDIEREE
WARSS2EEW, BIAREIES
101 Switching Y . REETIREIESRAIMN
Protocols B0, PERIHTTPRGSTAR AN o
201 Created BUEERANE KT E/MIN.
202 Accepted ELEZIER, BERCIETK.
203 Non-Authoritative | IESHUSE., &R,
Information
204 NoContent BEREEHI, BIHTTPIIN A SRR
ZNIRZOPTIONSHERIHTTPiE KT IR [EILLIRZS
5,
205 Reset Content BFEND, IRFIGIERKIN,
206 Partial Content RSB 2R INAL IR T BB GETIE XK o
300 Multiple Choices | Zfu%iE. BERNFEAISEZSNMIE, BNANR
[E— MRSt A9 R BT RPRiE (4l
an: MBSEE ) kR,
301 Moved KA, 1BKZR RSB AR NEIFRAY
Permanently URI, RESESEIEFFAIURI,
302 Found REHIGAIFEED
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AP| &% 5 iR
RSB T i)z
303 See Other BEEHCHIL,
{EFAGETAIPOSTIEREE .
304 Not Modified FRERAYZRIREARIEN, RS EREILRESRIN, A
SIREYFHIEIR
305 Use Proxy FrigskaSR RS IuEI IR .
306 Unused ERBEFHTTPIRER
400 BadRequest EEBEK,
FNEEESZBEK, FEEHiZIEK,
401 Unauthorized EEFIRIRMANEEER, REIZIASE, FIPIR
Fimtg P inFriR AT S EARERTIAEE,
BRI ABRPRMEBEE 1R,
402 Payment Required | {REBIEK o
403 Forbidden BREERIAE .
IRENZIAESS, RBIEKEEIEEIARS IR, BIRS
iR IR PIEK, (BRIERMESHER,
ZBRWIRERIESEIAE, ENEEEXZIE
x, AEHFIXIZIBEK,
404 NotFound FMERINEBEAFE
I EEERZIEK, FEEHZEK.
405 MethodNotAllow | IEKRAHFBEIZRIEAIFAIGIE.
ed ENEBENZER, FTESRZER.
406 Not Acceptable RS LERIBE P imE KRBT ETHRIEK
407 Proxy ERERREBISMDINE, 5401240, EiEkE
Authentication N 2 IR TS
Required
408 Request Time-out | PRSZEEHRIEKAT A LFERT
= Rima] AR B /R izIa Rk ot T a8
X
409 Conflict RS RIETRIEKRAT AL IR,
IRENZIAER, KAZEFIE=IRENTRERF
£, ERT RIS ROEIIRERBEH TS
410 Gone ﬂF‘iﬁ”ﬁ%YEL\EE‘, EAREFE,
IRENZRERS, RBIBEKRAVSRSH X AMBR
411 Length Required | IRSBEELIEIEE FimAIXAIA T Content-
LengthE’Jla‘Rﬁ: 2,
412 Precondition R ERIRSRM, REBARFBEBEKRETEKRPIR
Failed ERNEP—PEHREM.
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AP| &% 5 MR
RSB w5 izl
413 Request Entity BTSRRI K, IRBF[/LIELE, it
Too Large BR. HPFIEEFIRANELLER, IRFBEEAEEX
& . IRRERS[EGRTERE, N8
—/MRetry-AfterfJIILR{ZE -
414 Request-URI Too | iEXKAJURIE IS (URIBEAMLE ) , IRSBEELIE
Large RhIE,
415 Unsupported RS 2R LI A IRIE KM RIS
Media Type
416 Requested range | ZFimiEKRASEEITLTH o
not satisfiable
417 Expectation Failed | JRSZ28 L EExpectAIiERLIEE
422 UnprocessableEnt | i5RIEZV1EMR, (ERATEEEBENEIR, LA
|ty F_“Z o
429 TooManyRequests | FREFIEKIEH 7 & FinipasuZ=AIPRHIsk & RS5in
BEWEIZ T O IBaNEK . BINEFimisEUEN
HIRetry-AfterE B, AEEFZEEMEHAIMNERE
BEi,
500 InternalServerErro | REAIRS imeeIEKIAIOZEI, (B2 EEIEMEEFRY
r BKo
501 Not Implemented | fRSZEEAZIEHERIIINEE, TiEFTHIBEK .
502 Bad Gateway TEMXHCERIRSSEE, MminiRS s EWE T
— P TBHNEK
503 ServiceUnavailabl | #i5EKAIIRS T -
€ BWEERERNZIEK, FEFRZEK.
504 ServerTimeout ERELLENRIERAEETK . EFIR(XENBEK
1EEREAT ( Timeout ) SHATSSENZITL .
505 HTTP Version not | BRSS2EASZIFIBERAIHTTPHMYAYRRA, ToiEFThk
supported QIR

5.2 5t

LIEFBAPIRT, WNSRIBE “APIGW” FFLRYFEIRTT, 152 IWAPIRIEIZIDH T

i#,

BEZIRFZEIRGIES WAPKREIRFLD
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IAM B{aeuly

APl 2% 5 BF

R | BER | BRER A AbIEfEDE

oN ﬁg

B

400 | Identi | Bad Request: {0}. IERESHEEIR, BREERSHER
tyCen IEff.
ter40
0

404 | Identi | Bad Request: {0}. IERESHIEIR BREEKRSHER
tyCen I
ter40
0

404 | Identi | Not Found: {0}. HAREZIR, BNEREEEE
tyCen .
ter40
4

403 | Identi | No permission for ZER . BREEREEEN
tyCen | action {0}. AR o
ter.10
00

403 | Identi | Access denied: {0} KEEOLiERD,. | BREEEEEEN
tyCen AR PRAZ MR ERAIAN
ter.10 PR o
01

404 | Identi | Bad Request: {0}. ERSEIEIR, BREIEKRSHES
tyCen IFf.
ter.10
02

403 | Identi | Bad Request: {0}. BRESHEIR. BREEKRSHES
tyCen IE.
ter.10
03

403 | Identi | Bad Request: {0}. IBRESHBIR. BREIERSHEDS
tyCen IEf.
ter.10
04

409 | Identi | Concurrency HEPR, BHEE | BNEIEKRSHES
tyCen | conflicts. Try again it PSRAIEEI
ter.10 | later.
06

409 | Identi | Data modification (ETE S BREHIEEAE T
tyCen | failed. =,
ter.10
07
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APl 2% 5 BF

R | BR |BRER fik RbIEfEDE

oN ﬁg

B

409 | Identi | The permission set WIREEEIE BRERRCET
tyCen | already exists. BRI PREE .
ter.12
04

404 | Identi | The permission set AR PREE IBIRENRERESF
tyCen | does not exist. o
ter.12
05

409 | Identi | A permission set PIREEIREE BREERCEET
tyCen | with the same name HHEBFRAVIRES
ter.12 | already exists.

06

409 | Identi | Duplicate system- FHEERNREZRE | BRESEE IR
tyCen | defined policy or HERSDREE SERMTHEENRS
ter.12 | identity policy. R RAE MR
07 B o

500 | Identi | Bad Request:{0}. PITALRIRSIRIERT | IBEXEREARIZF.
tyCen RETHEIR.
ter.12
09

400 | Identi | Account not found. | FHAZIHKE BREKS AT
tyCen £, BfuF4ER
ter.12
10

409 | Identi | The permission set | IFEXRBHIKS, T | iBCHERKS KEX,
tyCen | has been attached to | ;EHITHIBRIEIE REEI
ter.12 | accounts and cannot
10 be deleted.

404 | Identi | System-defined EARBHERBD | BOERFARIEHRR
tyCen | policy or identity RIEARTFE FEDRIBERTEN
ter.12 | policy not found. PR&EH.

11

404 | Identi | Request ID not HAZIEKRIDIIN,. | iBREIEKIDER
tyCen | found. AIIEK o .
ter.12
12

400 | Identi | Region not FEMXIE BRERATMTX
tyCen | registered in the 1%
ter.12 | service.

14
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403 | Identi | This operation is IR ERBHAOEE | B AIENSER
tyCen | available only for the | RIKSA BRI | WWSEHITIHRE,
ter.12 | organization's 7o
15 administrator.

409 | Identi | Only one region can | RANFMH— KX, | iBHREREHCE M
tyCen | be registered. THMXIE,
ter.12
16

404 | Identi | HTTP request header | iZBHEIHTTPIER | BICERERIES T
tyCen | {0} not found. L, EHTTPIERL
ter.12
17

400 | Identi | Invalid X-Request- TRAERIERL . | IBEIEKIEALE
tyCen | Proof request header. BIEH.
ter.12
18

400 | Identi | Failed to obtain the | SRENIGRTEIEAM . | iEHEEFRTFIREUIGAT
tyCen | identity token. ERANEKIERASL 2
ter.12 B
19

403 | Identi | Failed to obtain the | SRENIGRTEIRAM , | S E R FRENIGAT
tyCen | identity token. EREANESKIEASL 2
ter.12 H5BX.
19

400 | Identi | Failed to create BIRIRSKEAFRIEX | BRBIEKRSHES
tyCen | service-linked W, iEEEER. IE#.
ter.12 | agencies. Try again
20 later.

400 | Identi | Failed to enable BRTERSEY, | BREERESHES
tyCen | trusted services. Try | BiEEGIAMBDHC | IEH.
ter.12 | again later. S5RPRELNER .
21

409 | Identi | IAM Identity Center | lKSIDE#EH. BREKSEREE
tyCen | has been enabled in BT AR5 SLhI
ter.12 | another region.
22

400 | Identi | Organizations not HBRSSAFE 1B FHBHERRSS .
tyCen | enabled.
ter.12
23
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404 | Identi | Failed to update the | BMIGIELEW, EA | BEBENRESKS
tyCen | permission set status | fRERSEKSK | KB,
ter.12 | because the BX,
25 permission set is not
attached to
accounts.
400 | Identi | Identity store elf= =20 BEE S BREEKRESHER
tyCen | creation failed. I
ter.12
27
500 | Identi | Identity store BUEBDTREY BRI AR 1
tyCen | creation failed.
ter.12
27
400 | Identi | Identity store PR B0 TR BB KRESHES
tyCen | deletion failed. F.
ter.12
28
500 | Identi | No service instance | BIBREHMDTELEM BRI
tyCen | can be deleted.
ter.12
29
400 | Identi | Service-linked MERIRSS XEXZIE | BREIEKRSHES
tyCen | agency deletion g8 Ff.
ter.12 | failed.
30
400 | Identi | Failed to query the | EEAFIIARAL | BEEBERSHES
tyCen | groups which the o I
ter.12 | user belongs to.
31
500 | Identi | Failed to query the | EEAFPIIARIESL | BEERATE,
tyCen | groups which the M o
ter.12 | user belongs to.
31
400 | Identi | Invalid {0} TS BOERRSHER
tyCen B
ter.12
36
403 | Identi | please open the ARSSSLBIARFFIE 1BC BRI
tyCen | service instance first!
ter.12
42
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400 | Identi | Failed to create the | BIRFEZIEEM . | BREBKREHES
tyCen | trust agency. IEff.
ter.12
43

400 | Identi | Authentication WRIGE R BREERSHER
tyCen | failed. I
ter.12
44

403 | Identi | Authentication BRI E R BREEREEIRE
tyCen | failed. R
ter.12
44

500 | Identi | Authentication BURIEELY - IBIARR AR
tyCen | failed.
ter.12
44

400 | Identi | Only one instance RQoFE— 1 Efl. | BRERRCETE
tyCen | can be provisioned. TS,
ter.12
45

400 | Identi | System-defined IDJ{policyld}IR | BRERAZSMHE
tyCen | identity policy whose | ZtBDRIEATFE. | BNIDREIEH.
ter.12 | ID is {0} not found.
46

500 | Identi | Failed to delete the | MHBRKMEIEZIEEM ., | IBEAREARZF.
tyCen | trust agency.
ter.12
47

500 | Identi | Failed to query the | EEEEEEEM ., | BERERATE,
tyCen | trust agency.
ter.12
48

400 | Identi | Deletion failed. KRR SAEFE, T | BRENRESKS
tyCen | Associated account | jEHITHIRRIEIE, =X,
ter.12 | not found.
49

400 | Identi | Associated principal | KEXFARAREFE, T | BRBENRESERK
tyCen | is not found and IEHATIHBRIRE =X,
ter.12 | cannot be deleted.
50
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400 | Identi | Incorrect format of | BRHTHTTPIZALE | IBHEHTTPIREASKL
tyCen | the X-Request-Proof | . BRAEEER.
ter.12 | request header.

52

400 | Identi | Failed to deregister | IRESLHIFERT, K | IBAXAIRS LA,
tyCen | the region because | BIMIRREIE; .
ter.12 | an associated service
53 instance exists.

404 | Identi | No region registered. | #AZFEMAIXIE, | BREBERFM T
tyCen 1%,
ter.12
54

409 | Identi | Duplicate entity FHEEENLAHYT | BREHIERSE
tyCen | objects. 3 s,
ter.12
57

400 | Identi | The start time FHaRtEARRNEE 45 | BRRFIGRTEE T
tyCen | cannot be later than | SRAFE, £EERAYIE]
ter.12 | the end time.

58

404 | Identi | Service instance not | 3 ARZISCHA, BIERSLAEES
tyCen | found. Bz,
ter.12
59

500 | Identi | Internal server error. | NERIRSSEEIR . BEARN AT,
tyCen
ter.12
60

400 | Identi | Failed to obtain the | EAXBHBMIEL | BRESDRERERF
tyCen | identity store Mo =,
ter.12 | information.

61

404 | Identi | no permission to XEHRERSHIN | BREKRSIEEIMA
tyCen | bind account. PR o TR,
ter.10
00

409 | Identi | This account does K= 2 BIARSSSE | istaEMSIDFISLA)
tyCen | not have this service | £, IDEEIEH.
ter.10 | instance.

00
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409 | Identi | Permanent delete KA MBRsdrREIR | IBRERIERS
tyCen | sdr meter db data FEEiEF R g,
ter.12 | filed.
61

400 | Identi | The account has not | IZIKSHKEBEAM, | IBEEBLIN,
tyCen | applied for OBT.
ter.12
63

400 | Identi | Account tag query BARSirELE. | BAREERSHES
tyCen | failed. 1Ef.
ter.12
64

403 | Identi | HTTP request header | #AZIHTTPiEK BRNEERET W
tyCen | not found. L, BRYHTTPIER L,
ter.12
65

400 | Identi | HTTP request header | TEHHIHTTPIEK BIREHTTPIERL
tyCen | not found. %, =RBE.
ter.12
66

400 | Identi | fail request for RNEIEEIEAY ., | BRESHES
tyCen | assume with service fa.
ter.12 | principal.
69

403 | Identi | fail request for RENZIEEIEEY ., | BREEEEEERE
tyCen | assume with service PR
ter.12 | principal.
69

400 | Identi | Failed to obtain the | SKERBDIRAIMFAIR | IBREBESHEDR
tyCen | MFA settings of the | &%, ;8
ter.12 | identity store.
70

409 | Identi | The alias can be SMRIDRIZEL | BRERRCECIE
tyCen | modified only once. | &, TEMIRIDRIE
ter.12
70

400 | Identi | Failed to update the | EFBDIRHIMFAR | BIRESHESR
tyCen | MFA settings of the | &%, o
ter.12 | identity store.
71
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409 | Identi | The alias already BpEIDIBREE., | BERIBEEL.
tyCen | exists.
ter.12
71

403 | Identi | No permission to aﬁ’fﬂﬂﬁﬂ Boy ki | IBREEREE R
tyCen | perform this 5Lfil, EI’JWBEo
ter.12 | operation.
72

400 | Identi | The identity store BHBERETRS. | BRASHIER
tyCen | does not belong to FXINE IEL’LVEO
ter.12 | the account.
73

403 | Identi | The operation is not | IKSAFHERT, | BREKSZEHF
tyCen | allowed because the | RAIFHEIE, &,
ter.12 | account is frozen.
73

403 | Identi | The operation is not | IKSAFZIRIRTE, | BHREKSERES
tyCen | allowed because the | RAIFEIE, R o
ter.12 | account is restricted.
74

400 | Identi | The region is invalid | XIFZFHEEHEIXE | BEEBEXIGES
tyCen | or IAM Identity TixBEIAME ) x‘io
ter.12 | Center cannot be 0o
75 enabled in the

region.

400 | Identi | Service instance not | SLHIARTELE. BRBESHED
tyCen | found. .
ter.12
76

404 | Identi | Service instance not | SLHIFRTELE, BALAERE
tyCen | found. =,
ter.12
76

400 | Identi | Agency creation BIERFIEEY . BRESHER
tyCen | failed. 72218
ter.12
77

500 | Identi | Agency deletion MHBRZIEEY BIARR AT
tyCen | failed.
ter.12
78

MAERRAS 02 (2024-03-29)

WRIERE © HERRARBIRAT

266



IAM B{aeuly

APl &% 5 BF

R | BR |BRER iR RbIEfEDE

oN ﬁg

i)

500 | Identi | Role query failed. RIS BRI AR
tyCen
ter.12
79

500 | Identi | Agency query failed. | EOFEIEEK IBEARN A,
tyCen
ter.12
80

404 | Identi | Role ID {roleld} not | A{F1EFERRID: BREHRIDESE
tyCen | found. {roleld}, =,
ter.12
81

409 | Identi | A conflict occurred BIEEIRS KEAZITF | BINERSKEKETE
tyCen | during the service- =, iBHEER. E'T":P , FEi,
ter.12 | linked agency
82 creation. Try again

later.

400 | Identi | Failed to process IAM%{ﬁEP/L‘,\}ﬁﬁéH BRESHES
tyCen | Organizations NEHER, .
ter.12 | broadcast messages.
84

403 | Identi | Failed to process IAM%ﬁJ\EF'/L‘,\;ﬁ%%gH EREE2EE R
tyCen | Organizations LEHRIR BEO
ter.12 | broadcast messages.
84

500 | Identi | Failed to process IAMBHo LN EREE | IBEXRIASIF,
tyCen | Organizations NEHEIR,
ter.12 | broadcast messages.
84

400 | Identi | Custom role creation | BEMKIEBIEL | IBRBEBENKRIER
tyCen | failed. o BIEH
ter.12
85

400 | Identi | Custom role update | BEXRIEEFHL | BREEENKER
tyCen | failed. M, HIEH.
ter.12
86

500 | Identi | Custom role deletion | BEMKIEMIBRE | IBEAREARZES.
tyCen | failed. W o
ter.12
87
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500 | Identi | Authorization HAZINI RAIIEIK | 1B RIS
tyCen | association not BRXR, TELEZ
ter.12 | found. 15K
90
403 | Identi | The target account | BiskSAREFAH | BREBIRKSES
tyCen | does not belong to | ¢4, TELRLRA,
ter.12 | the organization.
91
400 | Identi | Size limit exceeded. | BIIZREEABT AR | BREREABTES
tyCen | A policy content can | &l U
ter.12 | contain a maximum
93 number of 6,144
characters.
500 | Identi | Internal server error. | HERARSZEEIR . BRI AR 1
tyCen
ter.13
00
409 | Identi | Failed to create LWSEFIEEHET — | IBIRELHIREEE
tyCen | another identity MEBIR- HBETBMIE.
ter.13 | store because an
01 identity store has
been configured for
the service instance.
400 | Identi | Account not found. | HAZILLIKSIIMAY | IBHEBEBRSHES
tyCen RQEE IE#.
ter.13
02
400 | Identi | Organizations not RIOPRSZAFTIE BAFHBEALRRS .
tyCen | enabled.
ter.13
03
500 | Identi | Bad Request: {0}. PUTASIREEIR. | BECERERARIZEF.
tyCen
ter.13
04
403 | Identi | This operation is IRERBHANSIE | BN ENSIER
tyCen | available only for the | RIS A BRI | WSEHITUIRIE,
ter.13 | organization's 7o
05 administrator.

MAERRAS 02 (2024-03-29)

WRIERE © HERRARBIRAT

268



IAM B{aeuly

APl &% 5 Bgs%

R | BR |BRER iR RbIEfEDE

oN ﬁg

B

409 | Identi | The {0} is associated | LttFEARTFIEXRERRINK | BB EARSKS
tyCen | with an account. =S, 1EMRXEEE | BUXKEX, ARER.
ter.13 | Disassociate the ito
06 account and try

again.

404 | Identi | Principal not found | EFEARGFESHERE | BREEARREEFE
tyCen | or principal type not | BYRIEH, BFAETIER,
ter.13 | correct.

07

400 | Identi | Identity store not KAZBHDIR, BIRESMDRIDES
tyCen | found. 1Ff,.
ter.13
08

404 | Identi | Identity store not HKAEIS IR B S HIREREF
tyCen | found. .
ter.13
08

500 | Identi | Failed to obtain the | XEXPKISHIEM, | IBSEERIAZIS,
tyCen | access token.
ter.13
09

400 | Identi | Duplicate username | FAFPZEEFHREFD | BEEXEHMARPZE
tyCen | or email address. HWEs, B FHBAHBAL
ter.13
10

400 | Identi | The maximum BREFHNEFRHE | BREE. H=80
tyCen | number of allowed | AR TAIEERAFH | RS #HE S0
ter.13 | users has been A9_ERR. Xk, BRI EE
11 reached. Ao

404 | Identi | User not found. FARAFE BRERFEERE
tyCen =,
ter.13
12

404 | Identi | User extended BFRaEREAE | BRERFENRES
tyCen | attributes not found. | £, SR,
ter.13
13

400 | Identi | Invalid password. FHREREAHEL | BERAEEFNE
tyCen £EK, E
ter.13
14
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400 | Identi | The password cannot | i3 AEESIHZENE | 5B,
tyCen | be the same as the | Bi— X MEZER3HEE .
ter.13 | old password or one-
15 time password.

404 | Identi | Unique user ID not | #AZIEE—HAR | BREEOSHES
tyCen | found. ID, 1Ff,
ter.13
16

400 | Identi | User disabled. B55EMH, IBRENRRERE
tyCen 2R,
ter.13
17

400 | Identi | User enabled. k=] =)= N BRENRKRESES
tyCen =2z
ter.13
18

400 | Identi | Login credentials BERE3ZBER. | BREEREIEES
tyCen | cannot be verified. IEffs, FHEIE.
ter.13 | Please try again.
19

404 | Identi | we couldn't verify AR5 ZBAE B BRI
tyCen | your sign-in =, =EEE.
ter.13 | credentials. please
19 try again.

400 | Identi | User disabled. FIFREER . BRERFEER
tyCen R
ter.13
20

400 | Identi | duplicate email. EBFHMEEE | BEIXEE AR
tyCen £o bk,
ter.13
21

500 | Identi | Algorithm not found: | E;ZRFE, BB ERAR
tyCen | {0}.
ter.13
22

400 | Identi | The new password BENEIBAEER | EERED.
tyCen | must be different FEEE.
ter.13 | from the username.
24
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400 | Identi | Invalid one-time THE—REZRS, | BRE—R LR
tyCen | password. B
ter.13
25

500 | Identi | Internal server error: | PIZRERSZEEIR . IBEARN A,
tyCen | {0}.
ter.13
26

400 | Identi | Invalid metadata. ToXIHISAMLITEL BIRBEIERSHES
tyCen & IE#.
ter.13
27

400 | Identi | IdP configuration IdPECEERE, &~ | BREIdPEERS
tyCen | already exists. RFESLE, EEFT,
ter.13
28

400 | Identi | The IdP |dPECEIRSAIE B EIdPECEIRS
tyCen | configuration status | . =5 1EH,.
ter.13 | is incorrect.
29

404 | Identi | IdP configuration not | #FZIIdPECE . B BIIPEEER
tyCen | found. EZEN
ter.13
30

400 | Identi | IdP tenant already F1EIdPFER, BHREIdPAFESR
tyCen | exists. ELEFE.
ter.13
31

404 | Identi | Tenant ID not found. | ¥AZIIdPFEF, BREIdPIEFEE
tyCen ez
ter.13
32

400 | Identi | Failed to delete the | IF1ESHE, RAIFH | iBEHIESHE,
tyCen | tenant because itis | f&o
ter.13 | associated with a
33 bearer token.

404 | Identi | Bearer token ID not | 3kAFZI$HE, BRESHESE
tyCen | found. =,
ter.13
34
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400 | Identi | The maximum SHEMGRRIT E | BRESHEEE
tyCen | number of allowed PR
ter.13 | bearer tokens has
35 been reached.

400 | Identi | Username WIFBAFEEIR. BREEKRSHER
tyCen | verification failed. IEff.
ter.13
36

403 | Identi | No permission for REWTIREINR | BREEREEEERE
tyCen | action {0}. IR o R o
ter.13
37

403 | Identi | Request parameter is | SEABENZT BINESHER
tyCen | required. ;8
ter.13
38

403 | Identi | Service instance not | 2¥EIR, HAZR | BRESHESRILE
tyCen | found. 55chl, 3218
ter.13
39

409 | Identi | Duplicate display ENEREMRELF | BEHEMIER
tyCen | name of the group. £o 2o
ter.13
41

409 | Identi | Duplicate entity HIBEEBALURK | BREHIRERS
tyCen | objects. Mo g,
ter.13
42

404 | Identi | Group not found. KAZRIFEFAE, BNERPHERTE
tyCen £,
ter.13
43

400 | Identi | The query condition | BHHIBRIFRFT. | BRIPRFTORIRE
tyCen | must be an external AUTEZ—:
ter.13 | ID or a unique external_id,
44 attribute, and they unique_attribute,

cannot be specified
at the same time.
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400 | Identi | The query condition | RFEEexternalid, | BREBIRRGR
tyCen | must be an external | unique_attributesh | BREFERT—15
ter.13 | ID or a unique B—1 & %,
48 attribute, and they

cannot be specified
at the same time.

404 | Identi | The attribute_path HWEREFAEE—E | PRNEREEANHE
tyCen | must be unique. =8 —EtE.
ter.13
49

400 | Identi | The maximum SRIEFRIBFEH | BREheil. &80
tyCen | number of allowed | EIXFTHUEERARF | ESANHEENE
ter.13 | groups has been HEHI EIR . X, BB EE
51 reached. o

400 | Identi | The identity store BHEAETILK | BRESNHIERERE
tyCen | does not belongto | &, TRV EIEKS .
ter.13 | the account.
52

400 | Identi | The display name of | FAFPENETREAEE | IBRNEBERFHETRS
tyCen | the group is A=, HEABEM.
ter.13 | required.
53

400 | Identi | The association FPFMEANXERR | BREEREREH
tyCen | between users and EEFE, PIIEIZEHT .
ter.13 | groups already
70 exists.

404 | Identi | The association HAZIEREXXRID | BREXRBEXRINR
tyCen | between users and | WMAIXEEXER, AR,
ter.13 | group does not exist.
71

400 | Identi | Group not found. FPHEARFE. BNERPHERTE
tyCen £,
ter.13
72

404 | Identi | Group not found. BFREREFE. BRERFEREF
tyCen =,
ter.13
72

400 | Identi | User not found. FARPAEFE BREBERAFEARE
tyCen o
ter.13
73
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404 | Identi | User not found. BRPAEE, BNERPEEE
tyCen =,
ter.13
73

404 | Identi | The association KAZILEFFERT | BERP SR
tyCen | between users and REAIREAKER . B TES,
ter.13 | group does not exist.
74

404 | Identi | Group member not | FKRFFE. BN EESIFKT
tyCen | found. FRE R REMFE -
ter.13
75

400 | Identi | The start time FriaRd B F4E5RAT | IBRARFTIGRTEIETF
tyCen | cannot be later than | &, ¢ERATE .
ter.13 | the end time.
80

500 | Identi | Request processing HFAEPIRSREM | BEAREASF.
tyCen | failed due to an FIEIR. BEIE
ter.13 | unknown error, fZ, BERGIBLE,
81 exception, or fault

on the internal
server.

409 | Identi | Permanent delete db | K AMIFREIRZESIE | BNEHIERRE
tyCen | data filed. FEREM ., =18
ter.13
82

400 | Identi | The account has not | A~2Betalk=ID, i5{fHBetallk S,
tyCen | applied for OBT.
ter.13
83

400 | Identi | Account tag query EAKSIFELEE. | BREERSHES
tyCen | failed. IE#.
ter.13
84

404 | Identi | HTTP request header | ¥ AZIHTTPiER BREERET T ¥
tyCen | not found. sk, BRIHTTPIERL,
ter.13
85

400 | Identi | HTTP request header | TEHAIHTTPIEK IBIREHTTPIERL
tyCen | not found. sk, =58,
ter.13
86
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400 | Identi | MFA device {0} not EKAZIMFAIRE . BRESHES
tyCen | found. .o
ter.13
87

400 | Identi | The maximum ﬁﬁF‘E’JMFALE A | IBISEMFAECET
tyCen | number of allowed | JXZIEEI LR, ik
ter.13 | MFA devices has m\J]l]o
88 been reached.

400 | Identi | Incorrect format of | IANMESLEREEIR BIEEINELZES
tyCen | the X-Request-Proof tho
ter.13 | request header.
89

404 | Identi | HTTP request header | #AZIHTTPiEK BREBERLESE
tyCen | {0} not found. %L, =,
ter.13
90

400 | Identi | Invalid X-Request- IBEKIERBEEIR BREEKRLSEHE
tyCen | Proof request header. B,
ter.13
91

400 | Identi | Failed to obtain the | JRENSTS!EIEHSE . | IBREIEKSHES
tyCen | identity token. IE#.
ter.13
92

403 | Identi | Failed to obtain the | JRENSTSEIFLEE . | BREESTEBER
tyCen | identity token. WBEO
ter.13
92

403 | Identi | The operation is not | IKSATFHERT, | BREKSEERK
tyCen | allowed because the | RABIFIRIE, &
ter.13 | account is frozen.
93

403 | Identi | The operation is not | IKS4FZIRIRZE, | BREKSEES
tyCen | allowed because the | RAIFRIE, R
ter.13 | account is restricted.
94

404 | Identi | Tenant not found. HAZEF. BIREHFPEEE
tyCen o
ter.13
98
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400 | Identi | Failed to obtain the | SREUEEFHSHEEM . | BRESHESD
tyCen | bearer token. .o
ter.13
99

400 | Identi | Bad Request: {0}. IERINIASHEAK ., | BREIEKRSHED
tyCen I
ter.14
00

500 | Identi | Bad Request: {0}. SIERIFIRISREE, | IBERERE AR,
tyCen
ter.14
02

400 | Identi | Access denied: {0}. HiHRES BREEBRSHEDS
tyCen E.
ter.14
04

403 | Identi | Access denied: {0}. HIaHIEL BREEEEEERE
tyCen U
ter.14
04

400 | Identi | Bad Request: {0}. BERSBHERKREE. | BREBSKSHES
tyCen IF.
ter.14
05

500 | Identi | Bad Request: {0}. BREHREEE. | BERERALIS.
tyCen
ter.14
05

404 | Identi | not found AR BNENARERF
tyCen | application. .
ter.14
06

400 | Identi | Failed to request the | #FZAZUEN . BREEERSHES
tyCen | authorization of the I
ter.14 | account.
07

400 | Identi | Invalid token. THIIDSRE BIBEIDSHES
tyCen o
ter.14
09

MAERRAS 02 (2024-03-29)

WRIERE © HERRARBIRAT

276




IAM B{aeuly

APl &% 5 Bgs%

R | BER | ERER A A IBHETE

o ﬁg

i

401 | Identi | {0}. R o IBRIEERMERHT
tyCen B
ter.14
10

401 | Identi | Failed to verify the RIESIEEY, A | BREsiEEal
tyCen | session because the | FI<$HE, H,
ter.14 | token is not found.
10

400 | Identi | Client registration FMERIRRE BREIERSHED
tyCen | error. 1Ef.
ter.14
11

500 | Identi | Client registration EMERIRRE BRI
tyCen | error.
ter.14
11

500 | Identi | Algorithm not found: | ;@B ILE%, BHARERS
tyCen | {0}. i, SBARAS
ter.14 o
12

400 | Identi | Invalid session state: %x&E’J IEIRSRR | BRI ASIRIRESE R
tyCen | {0}. o HEBIER,
ter.14
13

400 | Identi | redis error. mﬁRedlsi;.J’E# BREIERSHES
tyCen o IE#.
ter.14
14

400 | Identi | Failed to obtain the | XENERSHEEE., | BAREBKRSHES
tyCen | login token: {0}. IE#.
ter.14
15

500 | Identi | Failed to obtain the |3RKENERSHRE. | BEARIIARZS,
tyCen | login token: {0}.
ter.14
15

500 | Identi | Internal server error: | PIZBIRSZ IR, BRI,
tyCen | {0}.
ter.14
16
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404 | Identi | Identity store ID not | #AFZISHIEID, BRESHIRIDES
tyCen | found. EZEN
ter.14
17

400 | Identi | The workflow cannot | Bl# T{ERLEM BRESHERIE
tyCen | be created. 1z
ter.14
18

400 | Identi | An error occurred BEIR B IENAS e BINESHES
tyCen | when activating the | iRo tho
ter.14 | device authorization
20 code.

400 | Identi | An error occurred BEIR BN BRESHES
tyCen | when canceling the | iR, ;8
ter.14 | device authorization
20 code.

403 | Identi | Invalid Token. TIHIH RIS RE BIREILNSHES
tyCen B,
ter.15
00

500 | Identi | Failed to obtain the | SRENSHAEIEShESL | BEARIEALIE,
tyCen | identity token: {0}. g8
ter.15
01

500 | Identi | Failed to list SKEVHFHIK SR | IBERERATIF.
tyCen | accounts for the N
ter.15 | user: {0}.
02

500 | Identi | Failed to list IR SHIEFRFEE | BEARARIZT,
tyCen | agencies for the EEEEM
ter.15 | account: {0}.
03

500 | Identi | Token verification BIgpaShRELEM ., | BRI,
tyCen | failed: {0}.
ter.15
04

400 | Identi | Invalid Param: {0}. TRENEKSE BUEBKRSHES
tyCen IFf.
ter.15
05
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500 | Identi | Algorithm not found. | ;&BLLE%, BAREZER
tyCen 8, EARFRARZ
ter.15 .
06

400 | Identi | Failed to obtain the | SKAENARSZLAISEL | BREIBRSHES
tyCen | service instance g8 IEff.
ter.15 | information: {0}.
07

500 | Identi | Failed to obtain the | SXEVARSZEHUSERL | BB RIAT T,
tyCen | service instance o
ter.15 | information: {0}.
07

400 | Identi | Failed to delete the | MIFRFEEFPAIMFAIZE | IBINESHES
tyCen | MFA device: {0}. 5L, 218
ter.15
08

500 | Identi | Failed to delete the | BIBRAEFHIMFAIRE | BB RIS IF,
tyCen | MFA device: {0}. KM
ter.15
08

400 | Identi | Failed to create the | SIERT{EREM, BINESHER
tyCen | workflow: {0}. .
ter.15
09

500 | Identi | Failed to create the | S IT{EFREMK, IBEARN AT,
tyCen | workflow: {0}.
ter.15
09

400 | Identi | Failed to obtain the | ToESREVAHFHIMFA | IBIEESHES
tyCen | MFA settings: {0}. BEREER. ;8
ter.15
11

500 | Identi | Failed to obtain the | FToiZIKEVAAFHRIMFA | IBEBF R AT IF,
tyCen | MFA settings: {0}. SEZEER,
ter.15
11

400 | Identi | Failed to list MFA TiERBPYIEMFA | BICESHESR
tyCen | devices for the user: | 8%, .o
ter.15 | {0}.
12
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500 | Identi | Failed to list MFA TERAFFIEMFA | BEERIIATE .
tyCen | devices for the user: | &%,
ter.15 | {0}.
12

500 | Identi | Request processing ATFARIIRSELEM | BREEATF,
tyCen | failed due to an KREEIR. BEI
ter.15 | unknown error, fE, ERGEBEY,
13 exception, or fault

on the internal
server.

400 | Identi | Failed to update the | TiZNFEFEHMFA | BINESHES
tyCen | MFA device: {0}. 15538 F7:218
ter.15
14

500 | Identi | Failed to update the | FToiZ AP EFHMFA | BEEREARZS,
tyCen | MFA device: {0}. "o
ter.15
14

400 | Identi | Failed to obtain the | FAEXANPREELLTY . BRESHES
tyCen | permission set. 8.
ter.15
15

500 | Identi | Failed to obtain the | SXEViXPREELM BB ERATF
tyCen | permission set.
ter.15
15

400 | Identi | Email verification KO FEMHERM ., | BRESHES
tyCen | failed: {0}. i,
ter.15
16

500 | Identi | Email verification BFER FHBAEM ., | BB RS
tyCen | failed: {0}.
ter.15
16

500 | Identi | failed to get the PKI | FoiEFKEXPKISHE BRAREATE.
tyCen | token.
ter.15
17

403 | Identi | read permission does | IEEMXPRAZIFMFA | iIBRERRE EHEN
tyCen | not support MFA . R o
ter.15 | registration.
18
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403 | Identi | MFA disabled. MFA#EZEF 1B5TRFAMFA,
tyCen
ter.15
19

400 | Identi | Invalid access token. | ToBGHESHE, BREIHOSHEES
tyCen B™Y.
ter.15
20

404 | Identi | Client not found. E IR AT BIEEFIRIDES
tyCen 1Ef.
ter.16
00

403 | Identi | Client expired. EFimdHR. BREEFihemid
tyCen HA, WNRIHREESR
ter.16 FREFim .
01

403 | Identi | Client secret expired. | ZFiHE4EITHA BREEFiREAE
tyCen EEHA, WRIHAE
ter.16 BFNIMERIR.
02

500 | Identi | Internal server error: | PIZBARSZEEIR BRI,
tyCen | {0}.
ter.16
03

401 | Identi | Invalid token. THTHIShE IBEMERIFHDS
tyCen i, FEE.
ter.16
04

500 | Identi | Algorithm not found: | BiERTFE. BRI AT
tyCen | {0}.
ter.16
05

400 | Identi | Invalid param: {0}. TRENEKRSH BREIERSHED
tyCen I
ter.16
06

403 | Identi | Invalid param: {0}. THNEKRSEL BIEIEKSHES
tyCen IFf.
ter.16
06
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404 | Identi | Invalid param: {0}. THNERSE BREERSHER
tyCen IEff.
ter.16
06
400 | Identi | Failed to verify the IWTSHERRE IR, | BRBIWTSHEES
tyCen | JWT signature: {0}. 1FH#,
ter.16
07
400 | Identi | Authorization i Pending®HE . |BEHEREER.
tyCen | pending exception.
ter.16
08
400 | Identi | The client does not ERigAEiE, BEEBRER
tyCen | support {0}. ;8
ter.16
09
500 | Identi | Internal server error. | NEBIRSSFEIR BRI,
tyCen
ter.16
10
500 | Identi | Failed to obtain the | 3RENISIRISHEEM, | iIBEARAZF,
tyCen | access token.
ter.16
11
401 | Identi | Invalid authorization | B ERIT . B EEIEERER
tyCen | type. IE.
ter.16
12
404 | Identi | Authorization AR . BRI AAFRERRE
tyCen | rejected. B,
ter.16
13
400 | Identi | Requests of this type | AZIFIEBANE | BREBFKERES
tyCen | are not supported. Ko I
ter.16
15
400 | Identi | The workflow is not | AZiFUE TIET . BRRETERESES
tyCen | supported. B,
ter.16
16
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400 | Identi | Failed to parse the FEATIDShESML BEBIDSHRER
tyCen | ID token. Ao
ter.16
17

400 | Identi | User verification ConazslShei= BREEKRSHER
tyCen | exception. I
ter.17
01

500 | Identi | User verification MAERBF IBIARER AR
tyCen | exception.
ter.17
01

400 | Identi | Login authentication | BFIAIFHIR. BIOERINEEE
tyCen | error. Ao
ter.17
02

400 | Identi | Unsupported FRTAZENR | BREERSHR
tyCen | encoding. E EeaER.
ter.17
03

400 | Identi | approve code error. | HL/EEAIBHIEE . IBRERINEES
tyCen Ao
ter.17
04

423 | Identi | User locked. BFESiEsZR. | ERtAPxEREE
tyCen F.
ter.17
05

424 | Identi | User expired. FAFZ=R5#8HE EEHMAFEE,
tyCen
ter.17
06

400 | Identi | Incorrect username, | P&, BEHED | BRERF&. B8
tyCen | password, or identity | IFARIRFFAIER FHEDFIRRGEE
ter.17 | store id. IFff.
07

400 | Identi | An error occurred RESMIREEER | BRESKSHES
tyCen | when obtaining the | H#&. IE#.
ter.17 | external IdP.
08
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400 | Identi | An error occurred MEESAMLIEREE | IBREBEKRESHESR
tyCen | when constructing M & 58 o 1Eff,
ter.17 | the SAML request or
09 response.

400 | Identi | No supported FRASISIA L. | BNEIEKRESHES
tyCen | methods. I
ter.17
10

400 | Identi | An error occurred RENSAMLTTEURLE | BREBEKRESHES
tyCen | when obtaining B 1Ef.
ter.17 | SAML metadata.
11

400 | Identi | The signature TERIFE IR, | BREIEREERE
tyCen | certificate cannot be E.
ter.17 | decoded.
12

400 | Identi | Incorrect SAML HEIRRISAMLIERE , | IBISESAMLIBRZE
tyCen | response. BIEH.
ter.17
14

500 | Identi | Algorithm not found: | BiERIFHE, BRI
tyCen | {0}.
ter.17
16

400 | Identi | Session expired. SIEERK. BlRERIEERE
tyCen Ao
ter.17
17

400 | Identi | Failed to reset the HEFBHE. BREERSHES
tyCen | password. BX.
ter.17
18

400 | Identi | Username KRR Z . BREIERSHED
tyCen | verification failed. IEff.
ter.17
19

400 | Identi | Session timed out or | EHISIEIUFHBAIEE | IBEFBINERITIE
tyCen | stopped working. ELETE. BEHE | Mo
ter.17 | Restart your NS TIER
21 workflow.
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400 | Identi | Request cannot be BAIMELIETHRE | 1BHEEEIL.
tyCen | completed. Try again | BUiEK . BHEE
ter.17 | later. it
22
400 | Identi | Failed to process the | TERLMIERM, 15 | BHEEI
tyCen | workflow. Try again | FHIiEGER .
ter.17 | later.
24
400 | Identi | This operation WMELEHITZIR | BAEEKRSHES
tyCen | cannot be E. IE#.
ter.17 | performed.
25
400 | Identi | Failed to verify the MFARBAREG LT . BREEKRESHES
tyCen | MFA code. B™Y.
ter.17
26
400 | Identi | Failed to create an TiE AP CIEMFA | BREISRSHES
tyCen | MFA device: {0} 53-8 1F#,
ter.17
27
400 | Identi | Failed to update the | TiZEFHEFHIMFA | BREBRSHES
tyCen | MFA device: {0} "o 1FH,
ter.17
28
400 | Identi | Failed to find the KAZIEFIIMFAR | IBIREBMFAIRERS
tyCen | MFA device: {0} %o EZE
ter.17
28
400 | Identi | Devices of this type | & ABEEIEMULEEER | BIOEFMIMFAIZ
tyCen | cannot be registered | B985 BHERBCIKE L
ter.17 | again. PR o
29
400 | Identi | Failed to obtain the | SRENRSZELAIEEL | BEBEBERSHES
tyCen | service instance 88 IEff.
ter.17 | information.
30
400 | Identi | Invalid session state. | TTHHISIEIRZS - BRESERERET
tyCen HA,
ter.17
31
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400 | Identi | User search failed. KMERBFPLM, BRNEBRSHED
tyCen IEff.
ter.17
34

400 | Identi | Incorrect username, | AP&. Fi5. Wik | BAPA. 8. I
tyCen | password, B BMIRIDALE | IEB%SDIRIDES
ter.17 | verification code, or | i, 1Fff.
35 identity store id.

400 | Identi | Workflow creation SIZTEREW, 5 | BREER.
tyCen | failed. Try again HEE.
ter.17 | later.
36

400 | Identi | Incorrect username, | BP5]. 3. I8F | BAFSE. 15, &
tyCen | password, B BEHIRIDAIE | IS DIRIDER
ter.17 | verification code, or | ffi. 1FH#,
37 identity store id.

500 | Identi | Failed to obtain the | FiEFRENEEIFAD . BB ERARST
tyCen | verification code.
ter.17
38

403 | Identi | Login failed. Contact | IBEEER, BHR | BHKAEERTMHM
tyCen | the administrator to | BIERFMMFAIRZ | MFAIRE
ter.17 | add an MFA device. o
39

400 | Identi | Invalid {0} THNSE BREIERSHED
tyCen B,
ter.17
40

400 | Identi | Invalid one-time T —X MRS, | BlRE—REELE
tyCen | password. BEH.
ter.17
41

500 | Identi | Algorithm not found: | HARZIRIMAIE L, | IBEAEREARTIS.
tyCen | {0}
ter.17
50

400 | Identi | Failed to update the | EFFFEEFHMPIREEK | BREBKRSHES
tyCen | email status: {0} Mo IE#.
ter.17
51
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HT | lOR | IFEEIRER R RHIBEHE

TP | &4k

=

5

40 | 400 | Bad Request: {0} AZIFRE B EIERSE IR

0 =EIEH,

40 | 404 | User [{0}] not found. BRAEFE. BRBHAPEEF

4 =

40 | 404 | Group [{0}] not found. | BFPEARFE. BN ERFEREERR

4 £,

40 | 404 | Group member not HRRAFE BRERAPEERE

4 found. £, HAERHEAIRK
Ro

40 | 409 | User [{0}] or email BFRE&EFE, BRBERAPEEES

9 address already exists. ==,

40 | 409 | Group [{0}] already BFRHEEREE. BREBERFERRE

9 exists. ZFE,

50 | 500 | There was an internal | FEAZBRSZBEIR. | BRI,

0 server error.

5.3 FREUKS. IAM AR, InH. AP4E. X, ZEHE

FRF0ID

REUS . IAM R . TIEAYSZFRF0 1D

FEEHATERALA, 2F ‘EHET .
EALANBREIEE “BRIEILE” .

NEHSRBKSE . KSID. BF&. AFID. IB&MR. IMBID
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¢ & “ERREILET FE, APFIERES, BEKSSE. KSID. AFE. BF
ID. IME&FR. INEID,
B XKIHRIIE IDBRAAE, FEREWSSPTERIXIEERENS MAYIREID

APIEE @

mmmmm

o EMAPEREXAFID. IREID
- REAFIDES%E: EERERIAMARYIZE.
- REUIRBIDEZS%E: EREEFM TRBRIE.

SRENFAFZH-2FRF0 1D
SB BRENE, BNAMSHE, EF “BPE TE.
$B2 PEBESANBPEANNTIE, MTSEMPESER. BPEID,

5-3 EWAFHEEM. FFE 1D
S BHWEES BRE ©

e
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F—BATERS HE @
. O S EHEURE B, LRSS SRR ANEETAERS SRR ATIESS. NSTROWNE, S5 SERY, S5 SROLTE, x
Q
FRERE = A = e = S BERERR = B
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cnnotn = .
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51 = ==
b= B ==
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e ] B ==
EmEE— == -
BEE E =5

R

SRERZFERTRA ID
S BRERR, HNAMEBHIG, % ‘S 1S,

$IR2 %ﬁ?ﬁbﬁﬂﬁﬁgﬁi@%ﬁﬁmDE’J%?EJ:, EEEPENNFE—ITHERRIR, 17
HNZEFEID,
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