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HERSMIAE. SRS ES. HaEHEINEENSHEIRRS, TSN ELEE
IR AT ERAGAE . ERILMERIAMEIZUNREERF, FHERNRRRIFIHIE
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IAMBR T STIFREIEHI SIRIESN, IREAPHRZGER, EaILUERASHREAIAPI
MIAMEITIRXEE, WelZAF. eIZAFA. R TokenZE .. TFAIAMAIAPIZ
HI, BIAREERD THRIAMRIEXRS, FREEBE2R: IAMFaRTME.,

MIBERZGE—BDIAILE (Identity and Access Management, f&IFRIAM ) . IAMEIZ
HRARSMINE. SERDES. HIIEFIEFINEERNBHERIRSS, AEHEZ Stz
FIN AT RIENAE ., ERILUERIAMEEZEUNRERRER, HERBIRERIFIIE
BN N RIRAYIAE,

IAMES T iSRS SRIES,, IMRHAPHREAR, EaLUERASIRIRHAIAPI
STIAMB THEIRIE, WNEIERRF . AP EH. KB TokenZE, EIEBIAMAIAPIZ
B, BIRFRCETHS THRIAMBEXES, 1FHEEBESR: IAMFaNE.

Rim T _EIEBAPIRSIERIMIL, FRRSERRKIFRIRIGTI AR, ERILINBX
MR RPETIAMARE TR .

IAMBYER T IR PR IAMZERERSS, MEER—H, AERMBTEFE,
IAMERBHIAPIERET LAFE A2 BIRSHIENdpointi@; T 2BXigs, A TEEH
XiF R =BRSSAIAPI/CLIAIE], IAMTEEMIKIE (BREBRSIMIFTE XIS ) 12382
API, TEISIRIRLISR SRS, RN XIFRIRIRT RIEFAPI .

% 1-1 IAM IRIET S

Xi=ZFR Xigg &iET5ea (Endpoint )
eSS global iam.myhuaweicloud.com
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| | =L cn-north-4 iam.cn-
north-4.myhuaweicloud.c
om

HR-Ei5— cn-east-3 iam.cn-
east-3.myhuaweicloud.co
m

feIR- L8 cn-east-2 iam.cn-
east-2.myhuaweicloud.co
m

EL=G-T M cn-south-1 iam.cn-
south-1.myhuaweicloud.c
om

£5G-5 Y cn-south-2 iam.cn-

south-2.myhuaweicloud.c
om

Farg-=fH— cn-southwest-2 iam.cn-
southwest-2.myhuaweicl
oud.com

HE-FE ap-southeast-1 iam.ap-

southeast-1.myhuaweiclo
ud.com

ap-southeast-2

iam.ap-
southeast-2.myhuaweiclo
ud.com

TP AN

ap-southeast-3

iam.ap-
southeast-3.myhuaweiclo
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TPXK-FEAmA

ap-southeast-4
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southeast-4.myhuaweiclo
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IEM-L9ERERE

af-south-1
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SRR

{EFHIAM AP R AISES M AEIEH S 2R AMEEREY, d03R1-2P7R.

£ 1-2 SR

APIZEZFR EHeR | ZEHEeEME | ITAEHSIRE
B R
domain K= Account KBS ZFRF1ID
domain_id/fER | IKSID Account ID
ID
domain_name/f8 | IkSZ Account name
P&
user IAMEFR | IAM user FREUAMBRZFRFOID
user_id IAMEPF | IAM user ID
ID
user_name IAMEBF | IAM user
4 name
group P4 User group IRENFEPLAZFRFAID
group_id FBF4EID | User group ID
group_name FIF£A% | User group
¥R name
project g Project IR BE#RF01D
project_id ImgID Project ID
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MHEIB( BTN BRI E RS, B—RegionIHZ M ITE . HREFME. R
FhiE. VPCLE ., B ARIP, BEEATIRSS . Region AEMARegionfIEE

Region, @FIRegionfEEMAHIEFIREBER=IRSAIRegion; EERegioniER
EER—R S RmaF e PR SSRSAIE FRegion,

ATAKX (AZ, Availability Zone )

AZZ— PR E MIEEIETORIES, BIRZAIXKIKE, AZRIZIE EBIST
8. MK, FHEEFRFENDHSPERE. — 1 'RegionFHIZSPAZ BT SES LT
i, ikERFPBAZSES R BERRINEK.

InH

ELRTRIXFEOASN—NRE, XTIMEHRFNE, AXREEIEXIEER
HR (HERR. FHESFEIMESER) , EUAIRBARALE TR, AP
LURIEEK Sz XIERIFrE RiR. NREHFEHTEINSHRINRZS], FTLL
AEXEEOANREFeZFIRE, AEFREFBLRR, ABLUFIRENSBM
J‘gﬁﬁ’fﬂ, (ESAP XD EFRBSRE, (EERIFEIINIRESIEING

E o
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BEIEEA, Eigp

EHEERNELET, SUESRAID,

o mVWIRH
TIIREERENHER, XU ARRINEERRNSENSE, 22180
5. tWIRBEE 2/ KIGaEE, BIMBRSETLUEANTEL
ZF IR B IDRREUR VIR B4 HRFRER, B2 ( &I SERSHEF
B ) -
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MRV IRE EEXERR | izEOa ATFRERE L IRE B X P RRSGR,
A9 PR
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ERRSEREFRPER | ZEOTRTESERIEKSIRIERIPERE.
EHAWSIREFRIPERE | ZEOTURTEOWSIRIEFRPERE.
(B SEIEDERRS ZEOTU B TFERRENKSEERE
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BFBEDINIEE TR
=0 1588
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F—EBINE
APl &%

2 API 1EYs
=0 i=l:]
BT BRI AESLAY LA “Client4ShibbolethldP” BIAJfI, N4BIdP initiated

Token ( IdP initiated
B=t)

T IRENEXFRIAIE TokenA975 7% o

BRSHBIRAETIR ZEOTLURATEISHRMHEIIE.

BRSHBIRAUEFE ZEOTLURATFEOSHRHEFS.

BB iR Lrs ZEOTLURATFEERIMBhizHE.

ggSAM LEMIRMEE | ZEOBTEERERSHIZEHE.

HERSAMLE iRt | ZEOTLURTFEERMRSHIRMERS.

EfMEITIR ZEOT L RTFEIMSIIE.

ERREHFE ZEOTLIRTFESMRSNEE.

AR AR S ZEO R TEE RS

EaFTRReY ZEO U RATEEREHRRE

il[ES ) ZEO AR TEE R MRS

EahiNgIE ZEOTLIRFEEmMYSIE.

B ZEOTLIBFESmMGERE.

EARY iZEO LR TFEERIEMMY CBIMKEEIE—51%
R ) .

BEFTMY ZEOT LR TFERREMIMNY

i[53 0130%8 iZziEO T AR FEE R MY

BifjMetadata3ff ZEOT L AT EEREASHREBSATIAMABRT
MetadataX {4,

BifJKeystonefy ZiEO A LA BFEifkeystonefYMetadata3lfs

Metadata3Z{4

S A\Metadata3Zf4 ZEOTLIAFEERS A\Metadatadl {4,

SRENEXFRIAIEunscoped | iZziEOATLARIFBIZIdP initiated AUBXFBIAIE S UFREY

token(IdP initiated) unscoped token,

;ﬁﬁiﬁ*?ﬂiﬁl—tscoped ZEOn AR F BB MIES T3kE scoped token,

oken

SRENEXFBIAE iZiEOTLABF@iZ0penID Connect ID tokenA = 3KEY

token(OpenlID
Connect ID tokenJs
=)

EX#BiAiiEtoken,
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APl £ 2 API 8
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IRENEXFBIAIEUnscoped | iZ#E ORI LA FBidOpenID Connect ID tokenF5 TUIREX
token(OpenID BXFBIAiEunscoped token,

Connect ID tokenJs

)

BGBFHHEFTLALGE | ZEORTFEEERIBEFTLUAENKSSIZER.
RIS

BEX SRR

=0 1548

ﬁﬂ%x"ﬁ)‘{%{ﬁﬁﬁﬁ ZEOBTREENX S EEREE ogintoken,
RE

IRAEEEE

0O 5iHH

&iflKeystone APIFURR | iZiZO0 T &ifKeystone APIFIRAE R .

KER

EifJKeystone APIFY3.0 | iZiZO0FBF&EifKeystone APIFY3.0MRABIES -
RAER

RSBINLRIRT =

#0 Lkl

BHifgiRs35FE ZEOTLIBFEaRSIIE.

HiFRSSZFIE ZEOTLIBFEaRSFE.

BHiIRSER ZEOTL BFEEIERLFX-Auth-TokenX M AYBRSS

E % o
HRZIET RS ZEOLBTFEIRnTRIIE.
BT RFERE ZEOTLBFEIZIRTRIFE.
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BH—BDINIE
API &% 3 WN{TifE A API

3 oA API

3.1 HiEIEK

ABNEREST APIEKRAVERL, LAEBIKEIAMBFToken ( fERE%EHS ) ORI
{TERAPI, iZAPIFREXAFAYToken, Token2FEFHIAIEISHE, EEHSH SRS
B, Token®JLAFTEBEMAPIETER,

AR LIS X MRS 7 BTSSR RIBFIAPI: https://
bbs.huaweicloud.com/videos/102987 ,

53K URI
1BERURIBAN BB 4ERL -
{URI-scheme}://{Endpoint}/{resource-path}?{query-string}

% 3-1 153K URL
28 4B
URI-scheme | {EaiEKAIMNY, HBEIFFEAPIEIRAHTTPSHMNY .

Endpoint HERERESTIRSS I RRYBRSS IR A EKIP, ARIRSERREXIE,
EndpointAR@E, SJLANERRIAEFIREL. BISNIAMBRSTE “fedt-
tZm—" XigAIEndpointsiam.cn-north-1.myhuaweicloud.com,

resource- RIRIRZ, BIAPIGEEEE . MEFAPIBYURIEHIREL, a0 “3REX
path FFToken” APIfdresource-path)g “/v3/auth/tokens” ,

query-string | 2%, Ak, SESHEIEBEET— “?7 , B ‘BB
=S¥EVE" , a0 “limit=10" , BREWABIT105HUE.

FIUNIRFEEIREN “fedb-1bmm—" Xiga9Token, MIFEFER “Eit-dt=—" XigAY
Endpoint ( iam.cn-north-1.myhuaweicloud.com ) , HEZKEUAMAFToken ( {§/4
1 ) BYURIEBS K Eresource-path ( /v3/auth/tokens ) , HHERERIN TR

https://iam.cn-north-1.myhuaweicloud.com/v3/auth/tokens

SRS 55 (2025-07-03) IS © ERRAGIRAT 15


https://support.huaweicloud.com/api-iam/iam_30_0001.html
https://bbs.huaweicloud.com/videos/102987
https://bbs.huaweicloud.com/videos/102987
https://support.huaweicloud.com/api-iam/iam_30_0001.html
https://support.huaweicloud.com/api-iam/iam_30_0001.html

BH—BDINIE
API &% 3 WN{TifE A API

3-1 URI REE]

https:// iam.cn-north-1.myhuaweicloud.com |/v3/auth/tokens

A A A
URl-scheme Endpoint resource-path
[MARTL:

KREEHE, BPEKAPIBIURI, RtsEresource-pathihsy, FHEFEKRA EZEE—#R., XEH
JIURI-scheme#BEHTTPS, MEndpointfEE— P XigtEiEE, FrllEiEkRiEXmEin &g .

BRBEE
HTTPiER 5% (BIRAERESNE ) , SHRFIRSBREEERMTAEZEHIRE,
e GET: i5XKRSEEROIEERE.
e PUT: BEXIRSHFIIEEERR .
e POST: {BERIRSSSEFIE R RS HITIFIRIRIE
e DELETE: 15KIRSZSZHEMIRIEEZDIR, INMBENRE.
e HEAD: 5KIRSZ2ERIELER,
e PATCH: BEKRIEEZRFHRBFIEOAS . ARBEAEERNE, PATCHERES
EOBE—MHERR,
EFKEVIAMAIFToken ( fERE ) BOURIERSY, ERILABRIEISRGER
“POST” , MIEIFKA:

POST https://iam.cn-north-1.myhuaweicloud.com/v3/auth/tokens

ilE.l‘ ﬁ%\%

BIImERLFER, WISERIURIFIHTTPRRRERIIFER . BIRNE N EBEAEBIRNE

kL “Content-Type” , B RENEEZE,

T AHEELEZRINENSEKRS,

e Content-Type: HEMAAIEE (18X ) , wik, BABES “application/
json”

e X-Auth-Token: HFToken, A%, X{EMTokenHIAIERT, HBIEKIZE
E& . X-Auth-Token2iEAIKENIAMAFToken ( fEAAZES ) EOREIRINILN(E,
ZIEOINRE IFKE Token, FHULLERZIEOR, FREBBSARFE,
(1 #i88

NEZAPIRIITSHERAK/SKIAE, AK/SKIMEZEMASDKIHERHITES, £ZidES
BahdiEskeiiNAuthorization ( ZRZ2IAMEEE ) F0X-Sdk-Date (1EKAIXAIATE] ) iBEK
L, AK/SKINIERGIEMIRARIEZS M AK/SKIAILE.

X FIRENAMAIFToken ( EF%S ) 0, BFAFEIMIE, FRLAREIN
“Content-Type” BI], HRINBELEHNERUN TR,

POST https://iam.cn-north-1.myhuaweicloud.com/v3/auth/tokens
Content-Type: application/json

SRS 55 (2025-07-03) IS © ERRAGIRAT 16


https://support.huaweicloud.com/api-iam/iam_30_0001.html
https://support.huaweicloud.com/api-iam/iam_30_0001.html
https://support.huaweicloud.com/api-iam/iam_30_0001.html

BH—BDINIE
API &% 3 WN{TifE A API

IERIHRIF

BRHEHEMEBEIEAERAAY, SiEkiEELFContent-typeXdiz, {EiBERIEK
BELZIMINS . BEKEERPSEIFHN, WHNZEFFAUTF-84R3

BMEONBRERERBTRE, EHTES N EOBFTEEERERAE (HEHHE
SAJ9% ) , GET. DELETERMERBNEOMATEREN, HEKREREAASTTEER
EEAEOMmE.

S FIRENAMEI R Token ({EE%D ) =0, EalNEONBERITHEERENE

RESHNSHIRA, BEEMIINGHIERN TR, INHENRAFREERIESCIR

BHIES, HAusernamehFHFHE, *******HERFINEREE, domainname)IFEF
FrERIKSBIR, WREWRSKEIKEtoken, usernameilldomainnametEI—34,

XXXXXXXXXXXXXXXXxxJIprojectiIID, KBNS KIES WERKS .. IAMAERF. InH. B
P, Xig. SHERIZFRFID,

(MR

scopeSETE X T TokenAWEREE, BYEprojectakdomain, ~BHIFFEMEAproject, FIKEL
HToken{X L5 T8 Eproject FRYEIE, BUE mdomainAd, FRIXEXRItokenTI LG ITSEWKS
TERBEIR, scopeSHANEMAAA, B8N0 FKEUAMAFToken ({FRAZE) .

POST https://iam.cn-north-1.myhuaweicloud.com/v3/auth/tokens
Content-Type: application/json

{
"auth": {
"identity": {
"methods": [
"password"
1

)
"password": {
"user": {
"name": "username",
"password" " *******3!',
"domain": {
"name": "domainname"
}
}
}
by
"scope": {
"project": {
"id": " XOOXXXXXXXXXXXXX
}
}
}
}

FXBERIEXMEREBENABTHESTE T, BLUERACrl. PostmandiEiZdR
SRIBEARRIZFEKAAAPI, IFFIHEIAMBRToken ({FA®SI ) 0, RERY
MAGEESLH “x-subject-token” FRREEIRENHIAIFToken, BT TokenZ 5, &5
ATLAUFE A Token AIEEAFBEMEAPI,

3.2 TAUFEN
FEREOBNTFTHEMIAELSR, EoJLUEIREF—FHTIAESIN

e Tokeni\if: EidTokeni\EEBAIBK .

o (IFF) AK/SKIAIE: 1@BIZFAK (Access Key ID ) /SK ( Secret Access Key ) INZZE
gk,
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BH—BDINIE
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Token IAIE
(MARIY:
TokenB9BEMER 924\, EE(FHE—TokenEIXAT, ATLAEFESK, BEER.

TokenfEH BHLRZHHAERSHE (R8T ) IR, BBTokenfRIBEEMUR.
TokeniAiIEf)tx%EiE%APlE]’\JEﬂ“ﬂ%ﬂ%’ﬁoken?J[IEUi%ﬁ?iiﬁ%lék, MBI SHDINIE, %15
EREAPIBIIR o

Tokena] &S RZRENIAMA F Token (EFEED ) ZOKEY, AAKRSBAPIFRS
BaIAIToken, BHEMIRENIAMAFToken ({EMAEHS ) #OAY, iEkbodyd
auth.scopeRIBUEFZ ZEikiEdomain, TR,

{
"auth": {
"identity": {
"methods": [
"password"
1

5
"password": {
"user": {
"domain": {
"name": "IAMDomain"
}

"name": "IAMUser",
"password": "IAMPassword"
}
}
by
"scope": {
"domain": {
"name": "IJAMDomain"
}
}
}
}

KB Tokenfs, BiRARAEMIEORN, BEEBEBREELFHIM “X-Auth-Token” ,
E{ERPFRENEIRIToken, HuNToken{E “ABCDEFG...” , NIERBZEORE “X-
Auth-Token: ABCDEFG....” IIEIEXKEELENT], W=,

GET https://iam.cn-north-1.myhuaweicloud.com/v3/auth/projects
Content-Type: application/json
X-Auth-Token: ABCDEFG....

SRR LB XN IBREAE 7 RN o sE A TokeniAIE: https://
bbs.huaweicloud.com/videos/101333 ,

AK/SK IAIE
(MARIY:
o AK/SKEZINEANIFEEARAN ML, 12MEA_EASEKiE{ERTokeni i o
o AK/SKEZINEA AT LA EE1ZA Token L SHHIAPIE AL MAYEIRE .
AK/SKINEFL 2 ERAK/SKITEREITER, A KITEEREEMIZIEEL, MM
BITBDIAILE,
e AK(Access Key ID): i51a125$8ID . SFABHIDZEIATEARME—IRRRT; 1H0%558
IDFNFAB IR —RER, XERFITINEES .

e SK(Secret Access Key): SiplaZBIDESFERANZE, WERHITIIEES,
ARMRARIET, HELIEERBIER
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F—EBINE
APl &%

3 tN{a)iE A API

{ERAK/SKINIERY, ERJLIRETEZFIEERAK/SKIEREITES, AILUERE]
AR ZASDKIIBRFITE S . FHAIRZT5IEFSDKERSEZBESN: APIEEIER.

A
HASDKRIZHZRINEE, SIRSFIEMAISDKAE, EREHEES.

3 IR[EIZEER

N

A==

IBRAELGE, BRI, BEREE. MAGERFNERER.

INSHEE—BNTDXEISAIEFARD, IREBRR T BERIDNAVRTE, TEAPREH
SIRBESIREB

STFERENIAMEFToken ({FAXE ) &0, WRERBREIASHEA “2017 , WX
AN=E AN

MMWIERBERL, WEEFEEEEL, 2 “Content-type” .
SHFIRENAMAIFToken ( SEFEEERS ) #2001, IREIEPIRATGHESL, H “x-

subject-token” FEEBILENRIEFToken, BT TokenZ g, &EmioILAfEATokeniA
IEEREAAPI,

& 3-2 FREXFF Token NahziE 23k

connection —  keep-alive

content-type — application/json

date — Tue, 12 Feb 2019 06:52:13 GMT

server —

strict-transport-security — max-age=31536000; includeSubdomains
transfer-encoding — chunked

via — proxy A

x-content-type-options — nosniff

x-download-options —~ noopen

x-frame-options — SAMEORIGIN

x-iam-trace-id — 218d45ab-d674-4995-3f3a-2d0255ba41b3

x-subject-token

x-xss-protection —  1; mode=block
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F—EDINIE
APl &%

3 alER A

Pl

N Rz 2

N Rz H SR E R LSS TURE], SHRGEE kA Content-typeRIhy, {&iERRIMA
HELZIMIRE

X FIRENIAMAFToken (A% ) £#0, REWITERA. AREEER, XEXR
BTREPRE .

{
"token": {
"expires_at": "2019-02-13T06:52:13.855000Z",
"methods": [
"password"

]

"catalog": [
{
"endpoints": [
{
"region_id": "cn-north-1",

SEOREALER, SREEHRERIEREERE, ExWAAIBody A EzUaI TR
o

{

"error_msg": "The format of message is error",
"error_code": "AS.0001"
}

HAR, error_codeZXRiBIRIG, error_msgRREIREIAEE .
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F—BDIAILE
API &% 4 HRIEN]

4 FSEYNE

4.1 ZAERBE&IICR

BEihA
W BFBELHSERIBINZE (AK/SK) AR EEBEHITAPIAE, (BRih
BEAEEMEIEN B, MIRESEITESBENZENK .,
AETIESHEFNERAPIRBNA R CRAIDEE, EeE—E @i RIEFRTTMH
EHIERNCHR T E,

BUHESRIY
KSEERREEMIAMBRISIRZARS, EEMBSecurity Administratori¥fR,
IAMA FIZ/EE S ROB I ZA T RAHTRUR -

SMRBER

ERptCIRIAIRER (AK/SK) B, SEBINT:
1. BUERAK/SK;

2. E;@;gﬁﬁﬁAK/SKE’\J@U@Em‘Eﬂ ( SIEEAK/SKRYCIEERTE] ) , FIRR{FERAEREES
BE0HE,;

3. EHEFRAYAK/SK,

4. MIFRFZEFIRAIAK/SK;
WRAEONT:

o SIEKRALEERB

o EHRMAKABIDEH
o HEiEiEEKAILINEH
o HIFRIEREXAILIIEH

LTE1: BlIEEXA AK/SK

URI: POST /v3.0/OS-CREDENTIAL/credentials
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F—EBINE
AP &%

4 HENI]

APIMIEIFEBEEN: BIEKAEIDEH
API ExplorerffZei@iizs: B KA GITEH

o iEKRHI
POST https://iam.myhuaweicloud.com/v3.0/OS-CREDENTIAL/credentials

"credential": {
"description": "IAMDescription",
"user_id": "07609fb9358010e21f7bc003751..."
}
}

o [IBARA
{

"credential": {

"user_id": "07609fb9358010e21f7bc003751...",
"description": "IAMDescription",

"secret": "TTgAHPbhWorg90zx8Dv9MUyzYnOKDppxzHt...",
"status": "active"

}

T 2: BHif AK/SK BIEIEERTIE) ( RERHEE AK/SK RIEYEEATE] )
o  EAFTBAK/SKAIGIZEERTIE],
URI: GET /v3.0/OS-CREDENTIAL/credentials
APIEIFEREN: EaMEXALIEH
API ExplorerfzZei@iiEsil: EARAXAGIOEH
- iEKkEA
1) IAMEFEISE 2B AK/SKRYBIEERTE .

GET https://iam.myhuaweicloud.com/v3.0/OS-CREDENTIAL/credentials

2) SIEREEIAMBFERBAK/SKAYEIEZERTE ., (FEIRIEFID):076--+)

GET https://iam.myhuaweicloud.com/v3.0/OS-CREDENTIAL/credentials?user_id=076...

- TARERBY
{

"credentials": [

{

"user_id": "07609fb9358010e21f7bc0037...",
"description™: "",
"status™: "active"

"user_id": "07609fb9358010e21f7bc003751...",
"description": "",
"status™: "active"
}
1
}

o EHIEFEAK/SKAIGIZEERTIE],
URI: GET /v3.0/OS-CREDENTIAL/credentials/{access_key}
APIIEIFIEEE N : EiFEEKALDEH
API ExploreriEZ&iFiis& N : EFEEKAKIDEH
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F—EBINE
AP &%

4 HHENI]

- Bk
GET https://iam.myhuaweicloud.com/v3.0/OS-CREDENTIAL/credentials/{access_key}

- MaRzzRpl
{
"credential": {

"access": "LOSZM4YRVLKOY9ES...",
"create_time": "2020-01-08T06:26:08.123059Z",
"user_id": "07609fb9358010e21f7bc00375....",
"description": "",
"status": "active"
}
}

LR 3: BT AK/SK

EIBFTAIAK/SK, BEETE1 BIEEKAAK/SK,

L 4: HERFEZEEAY AK/SK

URI: DELETE /v3.0/OS-CREDENTIAL/credentials/{access_key}
APIMIEFEBEEN: MEREREXAGIDEH
API ExploreriEZiFiliEE I : MIBRMEEXALEIESA

o IERTHI
DELETE https://iam.myhuaweicloud.com/v3.0/OS-CREDENTIAL/credentials/{access_key}

o AR
ZIEOTIREE, REIEH204RTMIBRELIN -

4.2 WS HT FSHHFRIBFSAL

IR

HIRRSR

MR

B EWEAREAE LFAESKS, FRBEIEWRIDPRAKPERENERN
FERSHITRIE, FEIERIBIIAPIEIEEBRIIAIL.

AETIESHEFNOERAPIERNS B RIECEBKFIAL.

RS TIEMLESNIREFTERB Security Administratori R .

BTN EZHFPREFBAILE, £BNT:
RS =gk et

AR ARET ;

ERNY

S A\Metadata3Z{4;

BIER,

W RAEOWNT:

ok N =
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o ESHIRHE

o EffARRSY

o EAMMY

e S AMetadatad (¥

LB EMEHIRHES
URI: PUT /v3/OS-FEDERATION/identity_providers/{id}
APIIEFIEESI: CIESHIRMHE
API Explorerfz&iFidiES il : EMEDRHtE

o iEKTRHI
PUT https://iam.myhuaweicloud.com/v3/OS-FEDERATION/identity_providers/{id}

{
"identity_provider":{
"description":"Stores ACME identities.",
"enabled":true
}
}
o AR~
{
"identity_provider": {
"remote_ids": [],
"enabled": true,
"id": "ACME",
"links": {
"self": "https://iam.myhuaweicloud.com/v3/OS-FEDERATION/identity_providers/ACME",
"protocols": "https://iam.myhuaweicloud.com/v3/OS-FEDERATION/identity_providers/ACME/
protocols"
T
"description": "Stores ACME identities."
}
}

£ 2: ARG
URI: PUT /v3/OS-FEDERATION/mappings/{id}
APISHSFEIBES I EARIREY
API ExplorerfEZiitiE2 L : JHARRRET

o IFRTHI
PUT https://iam.myhuaweicloud.com/v3/OS-FEDERATION/mappings/{id}

{
"mapping":{
"rules":[

"local":[
{
"user":{
"name":"LocalUser"
}
B
{
"group":{
"name":"LocalGroup"
}
}
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1
"remote":[
{
"type":"UserName"
b
{
"not_any_of":[
"Contractor",
"Guest"

1y
"type":"orgPersonType

o [IBRZRA
{

"mapping":{
|lidl|:llAcM Ell’
"links":{
"self":"https://iam.myhuaweicloud.com/v3/OS-FEDERATION/mappings/ACME"
}

b
"rules":[

"local"™:[
{
"user":{
"name":"LocalUser"
}
I
{
"group":{
"name":"LocalGroup
}

}

]

;
"remote":[

{

"type":"UserName"

I
{
"not_any_of":[
"Contractor",
"Guest"

1,
"type":"orgPersonType"

£ 31 iEAMY
URI: PUT /v3/OS-FEDERATIONY/identity_providers/{idp_id}/protocols/{protocol_id}
APISHEFIZRES I EMHNY
API ExplorerfE&iEifiEES N : ERHNY

o IERTHI
PUT https://iam.myhuaweicloud.com/v3/OS-FEDERATION/identity_providers/{idp_id}/protocols/
{protocol_id}
{

"protocol":{
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BH—BDINIE

AP &% LRESEINE
"mapping_id":"ACME"
}
}
o Rl
{
"protocol":{
"id":"saml",
"links":{
"identity_provider":"https://iam.myhuaweicloud.com/v3/OS-FEDERATION/identity_providers/
ACME",

"self":"https://iam.myhuaweicloud.com/v3/OS-FEDERATION/identity_providers/ACME/
protocols/saml"

%
"mapping_id":"ACME"

}

£ 4: S\ metadata 34

URI: POST /v3-ext/OS-FEDERATION/identity_providers/{idp_id}/protocols/
{protocol_id}/metadata

APISZRS¥IBIESN: B A\Metadata3zfit
API ExplorerfEZiFiiEE& I : S AMetadata3 {4

o Bk
POST https://iam.myhuaweicloud.com/v3-ext/OS-FEDERATION/identity_providers/{idp_id}/protocols/
{protocol_id}/metadata

{
"domain_id":"d78cbac186b744899480f25bd022....",

"metadata":"$metadataContent”,
"xaccount_type":""

}
o [IBM7RA
{

"message":"Import metadata successful"

}

B 5: BKHER
SRE L SAPPERATERS ., BTERIEBeE: SHIRHRT,

4.3 3J IAM AFPRBRE ITZE LT
ISR

%

W EAFEEFEN A B LIAMAFRISRERHITZEHIT, LIBEIAMARR
PRABEMERTEE . HIa0: FRIKSHIE T RAFPLSMIPTEIAMBRPEANIZE
}?EEE{EJIAME’\J'*’E"‘EEWBEO ltZ2E T ERRFEHENCE, AFEERAPIK:

AETIES AP MIERAPIE RIS XN AMBFEURE TR L Et, ERit—E
B F R EZ R EI TIE.
BRI

HITRMIAMARIIRHITZ 2 HIT, FEHHBIAM ReadOnlyAccess ( #E%E ) 3¢
Security AdministratorfipR .
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Z—BAmAIE
AP| &% 4 HRIENI]

MR

SHAMB RN R#ITZ2HIT, SENT:

EiHAREYE;

HiLBIRSFHIBFESSR;

EHiTIRB RS HHIEFERGR;

BEEEHITHINR, TaRPEFIAMBR, #{TL2EHIT,
BRAEONT:

o ENAPFATIE

o EALBIRSHNAFEBIR

o HHMBRSHHIAEFENER

o EHEREHHRFEMESNIAMAR

L] 1: FRAPEYIER
URI: GET /v3/groups
APIIEFEIES N ERAFHESIZE
API Explorerfz&iFidiESnl: Ei@BFAESIZE

o BRI
GET https://iam.myhuaweicloud.com/v3/groups

o BRI
{

"groups":[

AN =

"create_time":1536293929624,

"description":"IAMDescription",

"domain_id":"d78cbac186b744899480f25bd022....",

"id":"5b050baea9db472c88cbae67e8d6....",

"links":{
"self":"https://iam.myhuaweicloud.com/v3/groups/5b050baea9db472c88cbae67e8d6...."

"name":"IAMGroupA"
b
{
"create_time":1578107542861,
"description":"IAMDescription",
"domain_id":"d78cbac186b744899480f25bd022....",
"id":"07609e7eb200250a3f7dc003cb7a....",
"links":{
"self":"https://iam.myhuaweicloud.com/v3/groups/07609e7eb200250a3f7dc003cb7a...."

"name":"IAMGroupB"
}
1
"links":{
"self":"https://iam.myhuaweicloud.com/v3/groups"

}

LR 2: EEERRSFRIAFERR

URI: GET /v3/domains/{domain_id}/groups/{group_id}/roles
APIMIEFEEEN: ERLFIRSHRIEFANR
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API ExplorerEZiBIXiIEE N EiGE£BIRSSHHIAFHNR

o i5ERRAI
GET https://iam.myhuaweicloud.com/v3/domains/{domain_id}/groups/{group_id}/roles

o [IARA
{

"links":{
"self":"https://iam.myhuaweicloud.com/v3/domains/d78cbac186b744899480f25bd022f468/
groups/077d71374b8025173f61c003eala11ac/roles"
"roles":[
{
"catalog":"CDN",
"description":"Allow Query Domains",
"description_cn":"EiEHZER",
"display_name":"CDN Domain Viewer",
"flag":"fine_grained",
"id":"db4259cce0ce47c¢9903dfdc195eb....",
"links":{
"self":"https://iam.myhuaweicloud.com/v3/roles/db4259cce0ce47c9903dfdc195eb...."
L
"name":"system_all_11",
"policy":{
"Statement":[

"Action":[
"cdn:configuration:queryDomains",
"cdn:configuration:queryQOriginServerinfo",
"cdn:configuration:queryOriginConflnfo",
"cdn:configuration:queryHttpsConf",
"cdn:configuration:queryCacheRule",
"cdn:configuration:queryReferConf",
"cdn:configuration:queryChargeMode",
"cdn:configuration:queryCacheHistoryTask",
"cdn:configuration:querylpAcl”,
"cdn:configuration:queryResponseHeaderList"

1,

"Effect":"Allow"

}

]

"

)
Version":"1.1"

b
"type""AX"
}

1
}

LI 3: ERMBRSFRIABFENIR

URI: GET /v3/projects/{project_id}/groups/{group_id}/roles
APIXHEIFIEEES N : EEMERSHHIAFHENR
API ExplorerfEZei@itiz2 N : EAMBE RS HPEIFEFENER

o IERTHI
GET https://iam.myhuaweicloud.com/v3/projects/{project_id}/groups/{group_id}/roles

o [IARNZRA
{

"links":{
"self":"https://iam.myhuaweicloud.com/v3/projects/065a7c¢66da0010992ff7c0031e5a..../groups/
077d71374b8025173f61c003ea0a..../roles"
%
"roles":[

{
"catalog":"AOM",
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"description":"AOM read only",
"description_cn":" N FAIZ 4 ETEARSS RIZUR",
"display_name":"AOM Viewer",
"flag":"fine_grained",
"id":"75cfe22af2b3498d82b655fbb39d....",
"links":{
"self":"https://iam.myhuaweicloud.com/v3/roles/75cfe22af2b3498d82b655fbb39d...."
1
"name":"system_all_30",
"policy":{
"Statement":[
{
"Action":[
"aom:*list",
"aom:*.get",
"apm:*:list",
"apm:*.get"
1,
"Effect":"Allow"
}

1
"Version":"1.1"
1
"type:"XA"

}

]
}

LR 4: HEFEFTHNR, E0AFAFRI IAM BF, #{TREHIT
URI: GET /v3/groups/{group_id}/users

APIMIEFEIEEN: EEREHWAPERESIIAMABR

API ExplorerE%EIRIEEN: EEREWRAPERSSHIAMAR

o IERTHI
GET https://iam.myhuaweicloud.com/v3/groups/{group_id}/users

o [IARNZRA
{

"links":{
"self":"https://iam.myhuaweicloud.com/v3/groups/07609e7eb200250a3f7dc003cb7a..../users"

\

)

"users":[

{

"description":"--",

"domain_id":"d78cbac186b744899480f25bd022....",

"enabled":true,

"id":"07609fb9358010e21f7bc003751c....",

"last_project_id":"065a7c¢66da0010992ff7c0031e5a....",

"links":{
"self":"https://iam.myhuaweicloud.com/v3/users/07609fb9358010e21f7bc003751c...."

}

"name":"IAMUserA",
"pwd_status":true

"description":"",

"domain_id":"d78cbac186b744899480f25bd022....",

"enabled":true,

"id":"076837351e80251c1f0fc003afe4....",

"last_project_id":"065a7c¢66da0010992ff7c0031e5a....",

"links":{
"self":"https://iam.myhuaweicloud.com/v3/users/076837351e80251c1f0fc003afe4...."

}

"name":"IAMUserB",
"pwd_status":true
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F—EBINE
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F—EBINE
AP &% 5 AP

API

5.1 Token &18
5.1.1 3%BY IAM P Token ( {EFZ355 )

&b
IHEeN4a

ZEO L BFEEEFE/ZBHN A NEHTIAMERIRENIAMB R Token . Token@H
FIALLIAMBRFRAIESR, EFEBEFPHNEHD. SIRFEER . ERIAMUNREMZR
SHYEOR, ATLUERAZEOKEEIAMAR Tokeni# T4, (BIRZUIEEFSEA
AK/SKEZIANIEAUERAPI, v BB EZEFAI Token S EAIAPIE AL MATI)

A o

1%;:EI__[LJ\1§H§@%I:HE’JEndpomt%I] L b XikAYENdpointiE A . IAMBJENdpointii
20 WXMRED=.

EEAAEOR, BEMIASEIEEIRE TokenAISH7 :

Bl 5-1 RESH3REX Token AY75i%

IAMABR EIERRIE RS HIRBHRE T oken.

HLAKS BIE—MNAMABR, FEFBENR, EHROIEMNIAMBFREFIE, KEUAMBFToken.,
FRENToken

LEARWKS EERRIE RS HIRIERE T oken.

B=HEGERP BAELHENBRTE, BT ‘TICHB” e, RBREAEZWSHD, BRMNToken.

o |AMHP3kEToken
BEEIZEEIERESEIAIAE Token,
o HhKEZKENToken

EHWSASTHFEIFIREK S Token, HIBEERNEAKSIESN: BARIEZSR
BEREHARERNR “CAKS” ER “LATKS” ?
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H—BDINIE

APl &% 5 API
I SIKE TokeniB2 WA TEE: lE—NMAMAR, EFZEFUERN
IR, [FREIZEMIAMBRZFIZM, SKEUAMBFToken,
£ H=MSIRE Token
BEEREERSEINAEAE Token,
B=FRG AP Token
MRS EE=FRFSGAF, EEEABRIBATNARZMZE55E Token, %S
BRRERER, BATENZNERTE, B “micEe” e, REELA=
WS,
Bid PostmanikEXAH P Token/R~BiESM: AMTiEd Postman3kEX I Token,
AT LABIT SRR 7 s al{E B TokenIAIE: IAMYBTREEED
YR 5RE
Tokenf9BERER24/N\ET . EBIGHITETE, BIRIIZEAR. [FHTokenaliEiHR
TokenE S HAE EIERIATIE], BHLEERBAPIRYISIE TokenidHASEUE FAAPILK »
EFIRENToken, A I@EBTokenBRME.
WNRETokenBHHIHITUNTRIE, ZaiToken&xI<3053 #5KLM o
- WER/ZRIAMEBR.
- ERAMBRPZER. HEEE.
- IAMEPIREEZH (KSR BLLHNRRS . BiEANED. IAME
FPRPRIENSE ) -
{EATokenAA=ARSZAPIAT, iR[E] “The token must be updated” , NlToken
IHA, EEEFImEHIAEToken,
Token2E AT LAMEN: TokenERATIIN T B ZFHEAINE], TokentIEE /=
TRBIIeE, BhlEToken#i{his,
Wi
RALATEAPI ExplorerdriEifiziEOl,
URI

POST /v3/auth/tokens

2 5-1 Query 2#{

2 P fttik
nocatalog & | String BRBZEH, REAREER

T rcataloglEE . HUIEEFRFRERIS
fREE Atrue, FHEZFEREN
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https://console.huaweicloud.com/apiexplorer/#/openapi/IAM/doc?api=KeystoneCreateUserTokenByPassword

F—EBINE
APl &% 5 AP

IERSH

£ 5-2 53K Header &%

8% =E | B8R ik
WA
Content-Type | 2 String ZFERNEIES “application/
json;charset=utf8” ,

& 5-3 i53K Body 2%

2% =E | a¥EsE 1235
Whif
auth = Object INIEHEE .
£ 5-4 auth
2 =E | s%EE fhR
WHI
identity = Object INIESEL,
scope = Object TokenRY(FFEE, BUEAprojectsy
domain, —i%&—BPA],
48R

o WRIFIGscopeigEIdomain, ZToken
ERTFLERIES; MEEscopeiRER
project, iZTokeniEFTIMBEHRARSS -

o WERITIEscopeERtiRE projectdl
domain, ¥LAproject2¥ o, RENF
B % ARSHIToken,

o WNREIEscopeBES, SIHKBFLERIR
£Token, BNSIREEIES Token(§

FSSE .
2 5-5 auth.identity
8% =E | BHEE ik
WA
methods 2 Array of NIETS i, ZFEBRAEH
strings ["password"] .

SCRSRRA 55 (2025-07-03) IS © ERRAGIRAT 3



H—BDINIE

APl &% 5 API
2% =E | 5% fiik
Wi
password 2 Object IAMBPZREBIAIEHER .
L)z}

o usernamefuser.domain.name® LIER
miEFE “BRAVEIE” hEE, BIRFKE
BiziE2l: RS, IAMAR. I
BH. AFHE. XiE. SFEH[FRFID,

o ZIEMIRMH T BIEN BT LER I
f#, AR, SRFEEPZZINIER, W
E—EREISHE .

Z 5-6 auth.identity.password

e =S | 5% R
WhI
user 2 Object EEFRE TokenBIAMBFEE..

£ 5-7 auth.identity.password.user

B8Y = SR HhR
WHIE
domain = Object IAMAFFIERSEE . THRKSS5IAM
FAPRIXER.
name = String IAMAARZ .,
password = String IAMABFPHIZEREN,
48R

o SMRIEEEMNIER, BiRiKEToken
LM

o WMRENERNZRE AR NIERIKS,
BALHEFREK S Token, EINEAES
EIE—NMAMBR, BFZBPYERIN
IR, SRERIAMFAEFToken,

o RBRE=ZPRHRF, EEERIFD
INERIAF 2 &35k Token, RAS
RTREBRER. BEEATNERNHE,
B “TIicEE” eE, REENRKS
B, FHiEpassword FEINFNEBERIE
EEO
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F—EBINE
AP &% 5 AP

£ 5-8 auth.identity.password.user.domain

2% =h | sEEn )%
whisE
name 2 String IAMAFERBWS &R, SKEARIES

0 RS . IAMARF. 8. AF
H. Xig. ZFERIRFRAID,

2 5-9 auth.scope
2%

=R | s¥Es R

Wik

domain S Object BYEIdomainid, FRIXENAITokend]
LMERTFEBIRS, £BRSAXDIN
Bk X1, 210BSARSS . WNE T H#EIRSS
EFEE, B2ERGMR. domainst
Fidflname, Ti%—BNw], ZiiEE
“domain_id” .

Object BEY{EIprojectht, ZFIRENAITokenmILA
{ERFTINBEXKARSS, (XEEhnlEE
project FAYEIR, WECSERSS . WNFE T H#
IRSBZ1EREE, BEERAUR.
projectsz#Fidflname, —i%—E0H],

iy

project

2 5-10 auth.scope.domain

2H =h | 28E fik
Wi
id a String IAMBFFRERSID, RERGIES

: KBS, IAMERA. I8, AF
H, Xig. ZIEHBIRFID., =
auth.scopei®i® 7 domainfd, FKEVHY
Token®AJLMWERF£BMRSS, idflname
FE jk—,

String IAMAFERBWS AR, SKEARIES
0 FEKS. IAMAERF. Ii8. AR
H., Xig. ZIEA[FRMID, H
auth.scopeii®E T domaind, IKENAY
Token®A]LUWERF £33, idfIname
FETE—,

1y

name
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F—ERINE
AP &%

5 API

2 5-11 auth.scope.project

2%

B A

=0

SHERE

i

id

i5RBl

S String FRIAMARFEFIEWRSHIIREID, KEUS
RiEEsh: KRS, IAMAR. IR
B. AFPA. Xig. SHER[FRAID,
Hauth.scopei&E 7 projectAT, IREXAY
Tokena] LMERFIMB&ARSS, idF0
nameFE i%x—, BMXIGHIREIDE
FrAE, SERESERENXEFER
XIRAYIREID

name

iy

String FRIAMARFTEWSHIIE ZFR, FREX
HEEN: KRS, IAMAR. I
B. BPE. Xig. FFERIBFRFID.
Hauth.scopei®&#E 7 projectht, FREXAY
Tokena] LMERFINB KRS, idF0

nameEE"i%—,

FENAMBRZA “IAMUser” , IAMBRZ124 “IAMPassword” , FRriEfER3
73 “IAMDomain” , {EFSBEIAIE “cn-north-1” , BIREIRNIGRAFIERE
RcatalogfEERIToken, IAMBFE. FIEKSZILIEREIEHE “FHAE
e EE, BSREUSEESR: KBS . IAMARF. IH. BFR4E. K
. ZFEHFFRFID,

POST https://iam.myhuaweicloud.com/v3/auth/tokens?nocatalog=true

"auth": {
"identity": {
"methods": [
"password"
1

"password": {
"user": {
"domain": {
"name": "/AMDomain" /| AMABFFREKS3
}

"name": "IAMUser", /NAMBFRZ
"password": "IAMPassword”  [/IAMBBFZHS
}
}
h
"scope": {
"project": {
"name": "“ecn-north-1" //TE &R
}
}
}
}

SREVIAMBBFREZ 7 “IAMUser” , IAMBRZREH “IAMPassword” , FREKS 3
7 “IAMDomain” , {EFSEEAENKSHIToken, IAMEBFE. FRBKSZR]

DEREEFES “BOEIE f&EE, BEGREEEEER: KBS . IAMA

FP. mB. AFP4A. K. EHN[FRFID,

POST https://iam.myhuaweicloud.com/v3/auth/tokens

"auth": {
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APl & > API
"identity": {
"methods": [
"password"
1
"password": {
"user": {
"domain": {
"name": "JAMDomain" //\AMABF BB S3
%
"name": "IJAMUser", /\AMER&
"password": "JAMPassword”  [/|AMFBFZH3
}
}
1
"scope": {
"domain": {
"name": "JAMDomain" /| AMAEFRTES3
}
}
}
}
ID)VE=S5't
2 5-12 MU/ Header &%
2% SR R
X-Subject- String &2 EHIToken, /\F32KB,
Token

% 5-13 I Body £%f

e SHRT R
Token Object SKENEIRToken(5 8 o
& 5-14 Token
2% SR fik
catalog Array of REFERER
objects
domain Object sKEXTokenBIIAMBFFTERNKS{EE . N5RIKEX
TokenRHiEsK{AscopeS#iRE Jsdomain, N
RENZFES .
expires_at String TokeniIHARYIE]
588
UTCR/E], $&=XAYYYY-MM-DDTHH:mm:ss.ssssssZ,
HERFNAYEE& NS HRISO-8601, 40:
2023-06-28T08:56:33.710000Z ,
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2% SRR fik
issued_at String Token FA&HHE,
AR
UTCRTE], #&=LAYYYY-MM-DDTHH:mm:ss.555555Z ,
HERFNAYEIEM& XS HRISO-8601, UN:
2023-06-28T08:56:33.710000Z.,
methods Array of $KENTokenB95 = o
strings
project Object SREXTokenBYIAMAFFREKSHIBEER . W%
FREX TokenBTiEsk{AHscopeS ¥z & SIproject,
IJ IEI]V(%EX o
roles Array of TokenBIRN RIS E -
objects
user Object sxEXTokenfIIAMBFEE .

£k 5-15 Token.catalog

2 SR A
endpoints Array of BiRTIR.
objects
id String ARS3ID,
name String RSB EZFR,
type String ZEOMERS
£ 5-16 Token.catalog.endpoints
8% SR A
id String ZinT=ID,
interface String EOEE, }EE AMEOEZZRT R W, &
73 “public” , FRzEOARFEO.
region String KinpRFEXE.
region_id String KT RPTEXIEID,
url String RimT =mAYURL,
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2 5-17 Token.domain

2% SR fHiA
name String KSEFRo
id String K=ID,
2k 5-18 Token.project
2% SR ik
domain Object IMBFEKSER .
id String ImBID,
name String IE&AFR,
£ 5-19 Token.project.domain
2% SR ik
id String W=ID,
name String KSEZFR,
% 5-20 Token.roles
2 SR A
name String BPREZFR
id String NPRID, BRAERA0, JEESLANRID,

2% 5-21 Token.user

8% e el ik

name String IAMARF&,

id String IAMARID,

password_exp | String EOHARTE, 7 FRREEAEH.

ires_at 1488
UTCRTE], &=L AYYYY-MM-DDTHH:mm:ss.5sssssZ,,
BHAFORT 28 £881S0-8601, :
2023-06-28T08:56:33.710000Z ,

domain Object IAMAFERrERIKSEE -
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2 5-22 Token.user.domain

2H SRR iR
name String IAMA R FERERS EFR -
id String IAMEFFTEKSID.

N Rz 7~

RSB S 201 B
CIEERLI

SREVIAMERFRE& A “IAMUser” , IAMARPZRS “IAMPassword” , FiEKS3
73 “IAMDomain” , {ERSEEAIRE “cn-north-17 , BIRERIBLA{AHIEAE
Tcatalog{SEHIToken,

lapzHeader&# ( FFEXEIAIToken ) :
X-Subject-Token:MllatAYJKoZIhveNAQcCollapTCCGqECAQEXDTALB...

IR Body % :

{

"token": {
"catalog": [],

"issued_at": "2020-01-03T09:05:22.701000Z",
"methods": [
"password"
]I
"project": {
"domain": {
"id": "d78cbac186b744899480f25bd022f...",
"name": "IAMDomain"

L
"id": "aa2d97d7e62c4b7da3ffdfc11551f...",
"name": "cn-north-1"

}

n

roles": [
{
llidll: |IOI|,
"name": "te_admin"

"id": "0",
"name": "op_gated_Video_Campus"
}
]I
"user": {
"domain": {
"id": "d78cbac186b744899480f25bd022f...",
"name": "IAMDomain"
%
"id": "7116d09f88fa41908676fdd4b039e...",
"name": "IAMUser",
"password_expires_at": ""
}
}
}

FENAMBREZA “IAMUser” , IAMBRFZ1E4 “IAMPassword” , FRiEKS%3
73 “IAMDomain” , {EFSEEAENKSAIToken,

lapzHeader2# ( F#ENEIRToken ) :
X-Subject-Token:MllatAYJKoZIhveNAQcCollapTCCGGECAQEXDTALB...

IaRBody 2% :

{

SRS 55 (2025-07-03) IS © ERRAGIRAT 20
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"token": {
"catalog": [
{
"endpoints": [
{
"id": "33e1cbdd86d34e89a63cf8ad16a5f...",
"interface": "public",
"region": "*",
"region_id": "*",
"url": "https://iam.myhuaweicloud.com/v3.0"
}
1
"id": "100a6a3477f1495286579b819d399...",
"name": "iam",
"type": "iam"

"endpoints": [
{
"id": "29319cf2052d4e94bcf438b55d143...",
"interface": "public",
"region": "*",
"region_id": "*",
"url": "https://bss.sample.domain.com/v1.0"
}
1
"id": "c6db69fabbd549908adcb861c7e47...",
"name": "bssv1",
"type": "bssv1"
}
1,
"domain": {
"id": "d78cbac186b744899480f25bd022f...",
"name": "IAMDomain"
1
"expires_at": "2020-01-04T09:08:49.965000Z",
"issued_at": "2020-01-03T09:08:49.965000Z",
"methods": [
"password"
1,
"roles": [
{
"id": "0",
"name": "te_admin"

Ilidll: |l0l|,
"name": "secu_admin"

"id": "0",
"name": "te_agency"
}
1,
"user": {
"domain": {
"id": "d78cbac186b744899480f25bd022f...",
"name": "IAMDomain"
I
"id": "7116d09f88fa41908676fdd4b039%e...",
"name": "IAMUser",
"password_expires_at": ""
}
}
}

R75579 400 B
ST BHFEbodyA 2B FSjsoniE %,
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{
"error": {
"code": 400,

|||||

"title": "Bad Request"
}
}

RSB F 401 B
TNIERTY

o WMBEBEF=FEREFGHEF, EIXFRFKFHAENARZFNZEIREToken, RS
IRTRENEIR, BEEHCHERNME, BT “TIEER” I8, RELH=MK
SEFE, FHiEpassword P AN ERIZERD

o WMREHILATKSEHARNELANKS, BFFERLAKSZFIZIBIREToken,
RAESIRTERER. 2 IECIE—NAMBR, BB YERN
fR, SREXIAMEBRToken,

{
"qug;eg': 401,
riler ronauthorizede o Lo 8 WOng
, }
IREHE
REE ik
201 BUERRYIN
400 ST .
401 TANIERML
403 IRBIRIERIR
404 REKEENAER
500 AEBIRSS IR
503 RSAH .
$HIR0
7
R

o IRTFAFPBLEFINER: BHIEEMANBAFRSNZEEA1EH. BR2%BIER
B2BIBRE, BHEEHEERE TokenfIKS 2B/ AERKS, ELAKSAZIF
BiZi B Token, BHE—NMAMBRFHEN, FHERZIAMARAFIZERIIREL
Token,

o IRNRBAPILIIIR: ERAPIEI, BHREFERENID.
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HBXRE

o NREFARTERRIPHEEEFFRIPAMFAIGIE, BH2EIKEIAMEFToken
({ERZE+ELIMFA ) FREIAMAF Token,

o UNRFEEFREVE B Security AdministratortfRAYToken, 152 W, W{aIZkEY
Security Administratorf{fEfYToken,

5.1.2 ¥%HY IAM FH Token ( (EFAZZ3+EEHL MFA )

TORENA

ZEOT L BFESARE/ZB+EMFAR A UHITIAE, EIAMBRAFR TR
FIFRPThEE, FHEEEDEHIMFAIGIERTSRENIAMAFToken, TokenZ2 RStk LaH
FPROBESHE, FAEAFPNBH .. SURFER .. BARIAMUREMEIRSHIZEON,
AT LERARZEOSKENEI TokeniH 1T

ﬁklil_luﬁﬁﬁééﬁEi:EE’JEndpomtﬂIl Lt X1AYEndpointiEA . IAMAJEndpointid
20 MXMNBHETR

BEOFRSH:

IAMAFZ%E Token

FI Rk S RENKSIERENTKS
H£KSIRE Token

R =EMSIKENToken

SE=H RS AR Token

TokenF A5 A

SREXToken& Ml jE)RX

ERRE

o |IAMHPF3kEXToken
TAFHREK , BiRIRIERSEIHAAIRE Token,
o FMHRIkSBENKSERENERS

EAWSASHFEIZIREK S Token, HIEERNEAKSIESN: BARNIEZR
BERTHAREANPR “CAKS” KER “HARKS” ?

o HEHIKSIKEToken
HERKSHKE tokeniBE WIATERE: SIE—MAMAR, #FZARPYEIN
PR, {FREIERIAMAR, SRENAMAFToken,

o TEHZEMEFEEToken
TAFHERK, BiREERSEIHEIREToken,

o  FB=HARHFAFIREToken

MRERB=FRFEAF, EEERAKBINERIARZTIED R Token, EfR
Eﬁ'gﬁ% Bix. IBRAENZNERNE, BY “TIcER™ I8, REEAR
WKSER,

o TokenB¥HAIHAR
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- TokenfIBXIEAN24/0\EY . BIGHITER, BRIMNZREA ., ERTokenaliEH
{RTokenZEZHIE E92RYATIE], BALEARAPIRYE 2 TokeniIRR S EUE AP
LW, EFIRENToken, FEIIEHTokenBXE
- WNR7AETokenBEMHEARHITUITIRIE, SHEIToken&RI<3073#15Lo
" MER/IERIAMAR,
" [ERAMBRZE. HEEE.
" AMAPRIREZEZTM (MRS RELEH DRSS . BEANED.
IAMAPRRBIENSE ) -
- {FEFTokeniAE=IRSZBAPIES, iR[E] “The token must be updated” , M|
Tokeni3Hl, FEEFinEHIAEToken,
o IXEXToken® ILjaRt
BRESEZBRER: FHERANBARSIIEREEER. ARSEBIERER
RIERE, BHEESEERE TokenIIKSREREIKS, LAKSAZIFEE
§REXToken, 1BEFMEIAMBRFEN, FERIAMAF3kE Token,
ZBAPIAAIIR: EAFAPIET, BRIREHBHRELD.
o HHXIRME
- WRFZFREVE B Security AdministratorifRAIToken, 1520 : AN{a]3KEY
Security AdministratorffREfJToken,
- BidPostmanikEXHF Token~liEES W : WHTEIZPostmaniREX AR
Token,
i
RA LATEAPI ExplorerdriElifiziEOl,
URI

POST /v3/auth/tokens

2 5-23 Query 2%

8% =E | BHEE R
nocatalog | & | String MBEEZSY, REREEST
Ercatalog(F 2 . HTIE=FRFREE
R Atrue, FHEZFERER.
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IERSH

X 5-24 &K Header &%

2 EEWiE s | ER
-5t
Content-Type | @ String | iZ=FEREIES “application/
json;charset=utf8” ,
% 5-25 153K Body £#§
2 =E | a¥EsE fA
WA
auth = Object INIEHEE .
K 5-26 auth
8% =E | BHEE R
WA
identity = Object INESE,
scope = Object TokenB9fEEFESEE, BEYE Aprojectdy
domain, Zi%&—ENA],
AR

o WISRIEEscopeiRE Adomain, ZToken
ERTE2RRIRSS; NREscopeiRER
project, %TokeniEFFMBRIRSS .

o UNREEscopeETIZE Aprojectill
domain, &LAproject2#uitE, IRENZ!
BRI Token,

o WMREHEscopeER, KHRNBEILBHRIR
$3HToken,, EIEIRBEEHAS Tokenfi
el

2R 5-27 auth.identity
2% =E | s%EE HhR
WHiE
methods B Array of INIER ., ZFERABA["password",
strings "totp"].

BEEE:
e password

e totp
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2% =E | 5% fiik
Wi
password 2 Object BRPZEBIAIEER.
L)z}

o usernamefuser.domain.name® LIER
mEiEFE “TRAVEILE” hEE, BIRFRE
BiziE2kl: RS, IAMAR. I
BH. AFHE. XiE. SFHB[FRFID,

o ZIEMIRMT BIENFI BT LER I
iR, AR, SRFEEPZEINIER, W
B—EXH (ERREREZIN, 5%
B2 WSHESRR ) BiEiiE.

Object totplAIHER,, (NEESHEEIAMFA
BFXNERFRIPIENEEESZS
#.

i

totp

2k 5-28 auth.identity.password

e =E | 5% R
user 2 Object FEZ5RETokenIAMAFER -

2 5-29 auth.identity.password.user

2% B RS
WHiE
domain = Object IAMAFFIERSEE . THRKSS5IAM
FAPRIXER.
name = String IAMABPZ,
password = String IAMABFPHIZERZE,
izl
o SMRIEFBINIER, BERIKEToken
ESS
o MRBEBEE=FRHAF, EIEEREK
INER P B FIZERSIREXToken, RHS
RTREEER. BEEATNESRIT@E,
BY ‘SIcEE” 8, REEARKS
B8, FHiEpassword FEIAFNZENZE
Ego
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£ 5-30 auth.identity.password.user.domain

2% =h | sEEn )%
whisE
name 2 String IAMAFERBWS &R, SKEARIES

0 RS . IAMARF. 8. AF
H. Xig. ZFERIRFRAID,

£ 5-31 auth.identity.totp

2% 2E | s Rk
DV
user = Object IAMBF{EE., ZIAMAFREFEEREF

P, FEELESMFARNHTEH I
iE, FE/XAERFRIFFEBFEN: &
RRME

&k 5-32 auth.identity.totp.user

8% =E | BHEE ik
WA
id = String EFBEREHIMFAL RIEFRFIPEIIAM
FBRFID,
passcode 2 String FEHIMFASSIERS, TEMFARLFRFZR3A
EXEh7SEGIERS, SRENDEBES I T
SRENREHAM FALSIIFES .
1588
%a‘é{%ﬁEBﬁﬁEﬁEEﬁ)\Eﬁﬁ, BHERIREN Tokensk
o
£k 5-33 auth.scope
8% =E | BHEE fR
Whik
domain B Object BYEAIdomainld, FRIXEXAITokend]

LMERTE£BIRS, £BRSAXDIN
HaiXig, aNOBSIRSS . WNFE T MERSS
EFEE, BEERSGIR. domainsz
#FidFIname, TiE—B0E], EIEEF
“domain.id” .
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BH—BDINIE

APl &% 5 AP
2% =E | BHEE R
WHik
project & Object BEY{EIprojectit, ZFIRENAITokendILA
ERTINBERARSS, {XEEHatEE
project FAYEIR, ANECSERSS . WNE T H#
IRSB1EREE, BEERFUR.
projectziFidfIname, —i%—EBNHE],
2 5-34 auth.scope.domain
8% =E | BHEE R
WA
id ) String IAMEFFTEWKSID, RENAIES
. KBRS . IAMARF., INH. BF
A, Xig. FFEN[RMID,
name B String IAMBFITEWRS &R, KEGiES
: KBRS, IAMAR., INH. BAF
B, Xig. FFERIZIRMID,
2k 5-35 auth.scope.project
8% =E | BHEE 1
WA
id B String IAMAFFTEWRSHIIEId, SREG S
2 FKNKS. IAMEF. e, B
. Xig. ZFERILBFRFIID,
name & String IAMBFETERSHIIBE &R, SKEUA
520 REKS. IAMAR. IB.
BFA. Xig. ZERZFRFID,
15K~

o RN FKENAMBRPEZA “IAMUser” , i34 “IAMPassword” , FREKSE
73 “IAMDomain” , {EFBSEEIAZENMKSHIToken, IAMARFEZ. FRiElKSEH
DESREEFE “BOEIE $&EE, BEGREGEEER: KBS . IAMA
FP. mB. AFP4A. K. &EHN[FRFID,

POST https://iam.myhuaweicloud.com/v3/auth/tokens

"auth": {
"identity": {
"methods": [
"password",
"totp"
1,
"password": {
"user": {

"name": "IAMUser",

/\AMARZ
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"password": "/AMPassword", //IAMBFZH5
"domain": {

"name": "JAMDomain" /\AMB PR S5
}
}
L
"totp": {
"user": {
"id": "7116d09f88fa41908676fdd4b03%...", |/|IAMFFID
"passcode'; ke /REAMFALSIIERD
}
}
1
"scope": {
"domain": {
"name": "JAMDomain" //|AMAEFFTEkS3
}
}
}
}

o R~F2: SKEVMAMBRPEA “IAMUser” , 2854 “IAMPassword” , FREKSE
73 “IAMDomain” , {EFSBEIAIRE “cn-north-1” , BIREIRNIENAFIERE
RcataloglEERIToken, IAMBBFE. FIEKSZILEREIEHE “FHAE
e EE, BESREUSAESR: KBRS . IAMARF. . BFR4E. K
. FENZFRAID,

POST https://iam.myhuaweicloud.com/v3/auth/tokens?nocatalog=true

"auth": {
"identity": {
"methods": [
"password",
"totp"
1
"password": {
"user": {
"name": "IAMUser", /NAMBRZ
"password": "IAMPassword", /\AMBRZ15
"domain": {
"name": "IAMDomain" /\AMRBFErEKS S
}
}
h?
"totp": {
"user": {
"id": "7116d09f88fa41908676fdd4b03%e...", |/|AMFBFID
"passcode"; ek //REAMFARIERS
}
}
}I
"scope": {
"project": {
"name": “cn-north-1" [/TRBE AR
}
}
}
}

MR S4L

2% 5-36 I Header £%§

8% ST HhR
X-Subject-Token String FHAERIToken,
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K 5-37 WKL Body 2%

2% SR R
token Object SKENEIRYToken(5 8 .
£k 5-38 token
2% SR R
catalog Array of REZERES.
objects
domain Object SREXTokenfIIAMAFERBHIRSEE . ANSRIREN
TokenRHiEsK{AscopeS iR E Jsdomain, N
IRENZFES .
expires_at String TokeniIHARTIE] o
1588
UTCHYE], #&=XAYYYY-MM-DDTHH:mm:ss.ssssssZ,
BEAFOAT 28 &081S0-8601, :
2023-06-28T08:56:33.710000Z ,
mfa_authn_at | String MFALISIERTIE o
1588
UTCETIE, #&ZAYYYY-MM-DDTHH:mm:ss.sss55Z,
HERFNATEIE& L& BRI1SO-8601, H0:
2023-06-28T08:56:33.710000Z,
issued_at String Token A& HAFIE],
1588
UTCRTE], #&=LAYYYY-MM-DDTHH:mm:ss.555555Z ,
BHAFORS [ER8 X £ /81S0-8601, #N:
2023-06-28T08:56:33.710000Z ,
methods Array of $KENTokenB95 = o
strings
project Object $REXTokentlIAMARFIEKSHIINBER . MR
sREXTokenBHEk{AHscopeS iz & Hproject,
NREIZFE
roles Array of TokenBIRN RIS E -
objects
user Object $KREXTokendIIAMAFPE R

2 5-39 token.catalog

2% S fR
endpoints Array of RIEF S,
objects
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APl &% 5 API

2% SR fHiA

id String fRS3ID,

name String RSB BFR

type String ZZEOMERS

2 5-40 token.catalog.endpoints

2 SR A

id String KT =ID,

interface String EOER, EREOEZRIED S, B

73 “public” , FRzEOARFEO.,

region String LinHRFEXE.

region_id String KigmErEXIFHID,

url String KimTI=AJURL,

% 5-41 token.domain

2% SR ik

name String KSEZFR,

id String KSID,
2k 5-42 token.project

2% SR fHiA

domain Object IMERERSER.

id String InHID,

name String B &R,
2k 5-43 token.project.domain

2% SR fHiA

id String K=ID,

name String KSEFRo
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2 5-44 token.roles

¥ SRR iR
name String PRBER,
id String BPRID . EHAERF0, JEELARID,

£ 5-45 token.user

B8H SRR R

name String IAMABPSZ

id String IAMHEFID,

password_exp | String EfSidHARGE, 7 FRREBAIH.

ires_at i5AE
UTCHETE), #&ZLAYYYY-MM-DDTHH:mm:ss.ssssssZ,
HERFNAYEIE& NS HRISO-8601, 40:
2023-06-28T08:56:33.710000Z ,

domain Object IAMAFERBHKSEE

£ 5-46 token.user.domain

2H SR iR
name String IAMA R FERERSZFR.
id String IAMBFEFEWRSID,

i Rz 73~/
RSB 201 A:
BUERRIN

o fil 1: FEUNAMAPEZR “IAMUser” , B84 “IAMPassword” , FREKS
£ “IAMDomain” , {EFSBEANENMKSHIToken,

iR Header£# ( 3kENZEIfIToken ) :

X-Subject-Token:MllatAYJKoZIhveNAQcCollapTCCGqECAQEXDTALB...

NaRzBody 2% :
{
"token": {

"mfa_authn_at": "2020-01-03T09:08:49.965000Z",

"methods": [
"password",
"totp"

1

"catalog": [

{

"endpoints": [
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"id": "33e1cbdd86d34e89a63cf8ad16a5f...",
"interface": "public",

"region"; ",

|lregion_idl|: ll*H’

"url": "https://iam.myhuaweicloud.com/v3.0"

}

1

"id": "100a6a3477f1495286579b819d399...",
"name": "iam",

"type": "iam"

"endpoints": [
{
"id": "29319cf2052d4e94bcf438b55d143...",
"interface": "public",
"region": "*",
"region_id": "*",
"url": "https://bss.sample.domain.com/v1.0"
}
1
"id": "c6db69fabbd549908adcb861c7e47...",
"name": "bssv1",
"type": "bssv1"
}
1,
"domain": {
"id": "d78cbac186b744899480f25bd022f...",
"name": "IJAMDomain"
1
"roles": [
{
"id": "0",
"name": "te_admin"

Ilidll: |l0l|,
"name": "secu_admin"

"id": "0",
"name": "te_agency"
}
1,
"issued_at": "2020-01-03T09:08:49.965000Z",
"user": {
"domain": {
"id": "d78cbac186b744899480f25bd022f...",
"name": "IAMDomain"

I
"id": "7116d09f88fa41908676fdd4b039%e...",
"name": "IAMUser",
"password_expires_at": ""
}
}
}

o R~ 2: FSRERIAMABFREZA “IAMUser” , &34 “IAMPassword” , FRlElKS
£Z79 “IAMDomain” , YEFFSEENIRE “cn-north-17 , BIREIRNERAFZEAR
E7rcatalogfEE/9Token,
lmpzHeader2# ( FEENEIAIToken ) :
X-Subject-Token:MllatAYJKoZIhveNAQcCollapTCCGqECAQEXDTALB...

N RBodyS%4:
{

"token": {
"expires_at": "2020-01-04T09:05:22.701000Z",
"mfa_authn_at": "2020-01-03T09:05:22.701000Z",
"methods": [
"password",
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"totp"
1,
"catalog": [],
"roles": [
{
Ilidll: |l0l|,
"name": "te_admin"

Ilidll: |l0l|,
"name": "op_gated_OBS_file_protocol"

"id": "0",
"name": "op_gated_Video_Campus"
}
1,
"project™: {
"domain": {
"id": "d78cbac186b744899480f25bd022f...",
"name": "IAMDomain"

I
"id": "aa2d97d7e62c4b7da3ffdfc11551f...",
"name": "cn-north-1"

1
"issued_at": "2020-01-03T09:05:22.701000Z",
"user": {

"domain": {

"id": "d78cbac186b744899480f25bd022f...",
"name": "IAMDomain"

I
"id": "7116d09f88fa41908676fdd4b039%e...",
"name": "IAMUser",
"password_expires_at": ""
}
}
}

R7ERSJ0 400 B
{

"error": {
"code": 400,

|||||

"title": "Bad Request"
}
}

RESS 401 B:

ARSI .

o WRBEF=FRFGHEF, BEEFERAFEBIAMERIAFRZFZEIKEToken, Rfi=
BREIEIR, BELHCNERTE, @Y “IicEB” hEe, REEATMK
SXE, FHiEpasswordh IR BRI,

o MWMBEHENRKSEARAELANKS, EIHFRENKSZFNZFLIAEToken,
ARESIRTERER. BNEABCEIE—IAMAR, EFZBERPYERIN
R, 3#ENIAMBRToken,

{
"error": {
"code": 401,
"message": "The username or password is wrong.",
"title": "Unauthorized"
}
}
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U

iz

URI

EREHE ik

201 BUERLIN

400 ST

401 TNIESETY o

403 IRBERIEINR
404 REEIER AR
500 MEBARSSHRIR -

503 ARSSAATA

xR LA T 3RERZEFE /5 AYtoken

plan: AIKSHEBKSEIERCHRLRIR, FILAKSEIEZ T ZEEBIKS, TAK
SHEEXS, BIKSHHRETS . BBABKSHLAETZiZO5REZEEtoken . BIKS{X
BEfEARZtokenFIEAIKSHEZIERR, FEEEBCKSTHRR. WRBKSEE

%":%E CKSHHNRE, WFEERMBCHIAFtoken, #1555%: ZEHEHMKSE
BRI,

tokenZ2 RGN LERAFRILIESHE, FAEAFRIED .. URFHES . ERIAMLIEE
fh=ARSSAIZE RS, AILMERANZCSRERATtokeni T4

ZiEOLAMER 2B XIFAYEndpointF I E M X IFAYENdpointiE . IAMBYENndpointis
21 WXHLRIREDSR.

(AR
o tokenRIBXHA24/\RTS, BINHITET, BRITEFA.

o {EFTokenBliBHA{R TokenEIIHIB EIERIETIE, BILEERAAPIRIIZFEFTokenTHASEERBAPIK
g8

RE]LATEAPI ExplorershiEidiziEO,

POST /v3/auth/tokens
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K 5-47 Query 2%

24 BE | sk ik
nocatalog | & | String MBREZESY, EERARERST

FrcataloglE8 . (HUIEEFERFRERIS
R Atrue, FHMEZFEREN

RS
% 5-48 153K Header &%§
B8H =E | SR R
WA

Content-Type | 2 String ZFERSIEA “application/
json;charset=utf8” ,

X-Auth-Token | 2 String WEIEH B SFHIIAMEFtoken, BH
iZtokenEHAgent Operatori¥fR .

K 5-49 153k Body 2%

B8H =E | BHEE #ik
WA
auth e Object INIEHER..
# 5-50 auth
8% =E | BHEE ik
Wi
identity = Object INIESEL,
scope = Object tokenfYEMREE, FEHEESFIEHARY
projectzkdomain, EEEFE—EIA,
5ER

o W& scopeiREadomain, %Token
ERTFEERRS; NEEscopeiREH
project, %TokeniEFFMBRIRSS .

o WERIFEscopeRtiRE aprojectfl
domain, &LAproject2#uit, RENZF!
RB% RS Token,

o WMRIBEscopeF=, BKNBILBHEIKR
%E#9Token,, BIUSIZEEIES Token(#H
B,
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2 5-51 auth.identity

el 28 | 5% ik
Wik
methods = Array of tokenfU3RENS 0, 1ZFERABH
strings ["assume_role"],
EEEE:
e assume_role
assume_role | 2 Object assume_roleFIEKZE

2 5-52 auth.identity.assume_role

28 =h | s%Es )%
Wik

domain_id P String FIEHFARNKSID, “domain_id” 5
“domain_name” E/MES—, EiX
1% “domain_id” .
FREBATLISEREKS . IAMARF.
mA. AFRAE. K. EFEH[FFFID
SREUKSID,

domain_name | & String FIEFANKSZIR, “domain_id” 5
“domain_name” Z/MEE—1, #iX
1% “domain_id” .
EA LTI AMIZHI SRR RFEERIT
FARMKSEFR

agency_name | 2 String FIELACIENEILER, KBALRBES
W FEEKS. IAMERF., IRH. AR
H, Xi%. ZIERS[FRMID,

£k 5-53 auth.scope

28 B2E | 2R ik

Wik

domain B Object BYEIdomainid, FRIXKEXAITokend]
LMERTE£BIRS, £BIRSAXDIN
HeiXis, WNOBSIRSS . WNFE 7 #EIRSS
EFEE, BEERSGIR. domainz
#Fidflname, Tik—BNA], EFIXEE
“domain_id” .
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SH A | SEEE )

project & Object BEY{EIprojectit, ZFIRENAITokendILA
ERTINBERARSS, {XEEHatEE
project FHIEIR, WNECSARSS . WNET R
IRSIEREE, BEERFR.
projectziFidfIname, —i%—EBNHE],

2 5-54 auth.scope.domain

28 =E | SR ik

id i String ZREHFANKSID, REVSNIBESH: 3K
BKS. IAMBF. B, AFPE. X
8. FIERIZFHFIID, idFlname, —i%
_EDE,]-O

name N String EREFAKSE, SKEGES0: K
S . IAMEBF. . AFP4A. X
8. EIERYF[FRFOID, idFOname, ik
—Rpa],

£ 5-55 auth.scope.project

2 =h | 2R 7%

id S String FIEHAMBMIID, KEAIES0: 3k
BKS. IAMEARF. IB. AFPA. X
8. EIERIFZFRFID, idFOname, ik
—Ba],

name B String FREHAIMBRIZIR, RGBS R:
RS, IAMAR. IB. AF4A.
Xig. ZEMZFFFAID, idFdname, —
1%—BpE]

BRI

o  HIFEIEHB (KSFHIAMDomainB ) FAJIIAMAEFB ( F&IAMUserB, 153K
SLhfgX-Auth-TokenFEREEIES IAMUserBEIAFtoken, HiztokenEEEH
Agent OperatorffR ) , REXZFESA (KSEZAIAMDomainA ) BIEERIERIES
HIAMAgency, {EFSEEIAZIEHFARNIRE “cn-north-17 , HiREIRIIGRAFE
AR 7Rcatalog{EEHItoken,

POST https://iam.myhuaweicloud.com/v3/auth/tokens?nocatalog=true

"auth": {
"identity": {
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"methods": [
"assume_role"

]

;
"assume_role": {

"domain_name": "/AMDomainA", //EERIAMABRARTEKS ZR
"agency_name": "JAMAgency” [/ IAMBFARIZEIIEIEZIR
}
%
"scope": {
"project": {
"name": "cn-north-1" [/IRB &R
}
}

}
}

o  HIFEIESHB (KSFHIAMDomainB ) FAJIIAMAFB ( HF&IAMUserB, 153K
SLhpyX-Auth-TokenZEEEEIESIAMUserBRIFAEPtoken, HiZtokenEEBRH
Agent Operatori¥fR ) , FKEVFIEHA (WSEHIAMDomainA ) BIERIZIES

HIAMAgency, {EFSBEIAZIEHAZE N KSHItoken,
POST https://iam.myhuaweicloud.com/v3/auth/tokens

"auth": {
"identity": {
"methods": [
"assume_role"
]

;
"assume_role": {

"domain_name": "JAMDomainA", //ZEFEHIAMBFARRBIKSZR
"agency_name": "[AMAgency"” //ZEFE T IAMA P ASIRRIEIEZFR
.
"scope": {
"domain": {
"name": "JAMDomainA" [/ZFEHIAMABFARREKSZR
}
}

}
}

RS &

2% 5-56 [[giy Header £%§

2% ST ik
X-Subject-Token String E & Ea5token,

& 5-57 NI Body %5

2% SR fik
token Object tokenEE31ZK
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& 5-58 token
el SHRT iR
methods Array of ¥xEXtokenBI5 = .
strings
expires_at String tokenZHAAYE
1588
UTCHT/E], #&ZAYYYY-MM-DDTHH:mm:ss.ssssssZ,
BHATORT a8 &881S0-8601, :
2023-06-28T08:56:33.710000Z
issued_at String token A& RHE .
1588
UTCRYE], #&ZLIYYYY-MM-DDTHH:mm:ss.s55555Z,
H ARt EEE X & 081S0-8601, 4M:
2023-06-28T08:56:33.710000Z ,
assumed_by | Object HEIEHBAVEXERS..
catalog Array of RFERER
objects
domain Object RIEFANKSER . WNRIKEtokenATiERAAH
scopeSHIZE Hdomain, NIRENZFE:,
project Object ZREHFANIBER . NERIKEtokenAtiEHKAH
scopeSEIRE Nproject, MIRENZFER,
roles Array of ZittokentITRIZE.,
objects
user Object B ARTBIENZIEER .

£ 5-59 token.assumed_by

2% S¥RT R
user Object HEIEHBRIAMARRIBARER.

2 5-60 token.assumed_by.user

2% SR f#iA

name String WEIEHBHRIAMBFHIARE
id String WEIEHBHRIAMABRFRERFID,
domain Object BRI HBHKSEE.
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2H SHER iR
password_exp | String WERIEHBHRIAMARFZEEIZERRYE, 7 Fx
ires_at EREAIEHE
iz kil

UTCRTIE], & AYYYY-MM-DDTHH:mm:ss.ssssssZ,
HERFNRTBEAE L& 881S0-8601, UM:
2023-06-28T08:56:33.710000Z ,

Z 5-61 token.assumed_by.user.domain

2% SR fHiA

name String WEIEH BRI S BEIR,

id String WEIEHBIMKSID,

2 5-62 token.catalog

28 SHERE R

endpoints Array of BimTo e

objects

id String ARS3ID,

name String RSB EZFR,

type String ZEOMERS
£ 5-63 token.catalog.endpoints

28 SHERE R

id String ZinT=ID,

interface String EORE, mAEOTz&ZinrT = . 8

73 “pu blic” , ERZEIRAFHED.

region String Kin T RAEXE.

region_id String Kin T RFTEXIHID,

url String KimT mAJURL,
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Z& 5-64 token.domain
el SR R
name String EIEHARNKSZTR,
id String ZIEHARNKSID,
2 5-65 token.project
B8H B3R U
name String ZIEHFANIB &R,
id String FHEHFANIRBID,
domain Object FREHFANKRSER,
£ 5-66 token.project.domain
2% SR fER
name String FEHANKSEZR,
id String ZHEFARKSID,
2K 5-67 token.roles
2% SHEE iR
name String BPRBEFR
id String WPRID ., ENAERF0, JEELANPRID,
2K 5-68 token.user
2% S¥RT R
name String FIERAKSE/EIESR.
id String Z1EID,
domain Object FEHFANKSER.
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2 5-69 token.user.domain

B8H BHEE R
id String FEHFARNKSID,
name String FIEHFANKSZIR,

i Rz 73451
RSB S 201 B:
BIERIN .

M BEERIESB (WSBHIAMDomainB ) FRYIAMAEIFB ( FIFR&IAMUserB,
BERLPEIX-Auth-TokenFZEREEIESIAMUserBEIEFtoken, HiZtokenEEEH
Agent OperatorflfR ) , IREXZFEHA (MSEAIAMDomainA ) BIENEIEEN
IAMAgency, {EFSEERZEITHAZNMKSAItoken,

M2 BEERIESB (MS&HIAMDomainB ) FRYIAMAEIFB ( FIFP:&IAMUserB,
53K h9X-Auth-TokenZEREEEIES IAMUserBBYEEFtoken, BiZtokenFEEEH
Agent OperatorffR ) , IKEXZEIEHA (MKSEZAIAMDomainA ) EIZMNEEEZ N
IAMAgency, {EFSEEIAZIEHFARNIE “cn-north-17 , BIREIRINGMAFIEARER
catalogfS2HJtoken,

o A1
ARz Header2%4:
X-Subject-Token:MllatAYJKoZlhveNAQcCollapTCCGqECAQEXDTALB...
Rz Body % :
{
"token": {

"methods": [
"assume_role"
1

"catalog": [
{
"endpoints": [
{
"id": "33e1cbdd86d34e89a63cf8ad16a5f49f",
"interface": "public",
"region": "*",
"region_id": "*",
"url": "https://iam.myhuaweicloud.com/v3.0"
}
1
"id": "100a6a3477f1495286579b819d399e36",
"name": "iam",
"type": "iam"

1
"domain": {
"id": "d78cbac186b744899480f25bd022f468",
"name": "IJAMDomainA"

%,
"roles": [
{
llid!l: |l0l|,
"name": "op_gated_eip_ipv6"
%
{

"id"- "0",
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"name": "op_gated_rds_mcs"
}
1,
"issued_at": "2020-01-04T05:05:17.429000Z",
"user": {
"domain": {
"id": "d78cbac186b744899480f25bd022f468",
"name": "IAMDomainA"
I
"id": "0760a9e2a60026664f1fc0031f9f205e",
"name": "IAMDomainA/IAMAgency"
1
"assumed_by": {
"user": {
"domain": {
"id": "a2cd82a33fb043dc9304bf72a0f38f00",
"name": "IAMDomainB"
by
"id": "0760a0bdee8026601f44c006524b17a9",
"name": "IAMUserB",
"password_expires_at": ""
}
}
}
}

o fill 2
NmfzHeaderS% :

X-Subject-Token:MllatAYJKoZIhveNAQcCollapTCCGqECAQEXDTALB...

IR BodyS%:
{

"token": {
"expires_at": "2020-01-05T06:49:28.094000Z",
"methods": [
"assume_role"
1
"catalog": [],
"roles": [
{
"id": "0",
"name": "op_gated_eip_ipv6"

"id": "0",
"name": "op_gated_rds_mcs"
}
1
"project": {
"domain": {
"id": "d78cbac186b744899480f25bd022f468",
"name": "JAMDomainA"
2
"id": "aa2d97d7e62c4b7da3ffdfc11551f878",
"name": "cn-north-1"
L
"issued_at": "2020-01-04T06:49:28.094000Z",
"user": {
"domain": {
"id": "d78cbac186b744899480f25bd022f468",
"name": "JAMDomainA"
h?
"id": "0760a9e2a60026664f1fc0031f9f205e",
"name": "IAMDomainA/IAMAgency"
L
"assumed_by": {
"user": {
"domain": {
"id": "a2cd82a33fb043dc9304bf72a0f38f00",
"name": "IAMDomainB"

b
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"id": "0760a0bdee8026601f44c006524b17a9",
"name": "IAMUserB",
"password_expires_at": ""
}
}
}
}

RZ58879 400 AY:
{
"error": {
"code": 400,
"title": "Bad Request"

}
}

KZ58879 401 BY:
NS,
{
"error": {
"code": 401,
"title": "Unauthorized"

}
}

KM 403 B:
IREIRIERUR .

o TJRYRMEA: #EIEHBHEFBHIFFtoken ( BIX-Auth-TokeniESHtoken ) R/
Agent OperatortX[fR, ERIIAR .

{
"error": {
"code": 403,
"message": "You have no right to do this action",
"title": "Forbidden"
}
}
IR[EE
REE R
201 BUEERYLIN
400 ST .
401 NI S
403 IREERENIR

Age/RRE: #HZItHBPAFBAIFFtoken ( BIX-Auth-TokeniESAY
token ) fRZ>Agent OperatorflfR, 1&EZRINIER o

404 REFBERAVER
500 AEBIRSSHEIR
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REIE )%
503 RS AR,
e
¥

5.1.4 158 Token BB

IhEEN 4R
ZEOTUBATFEERREAKSHIAMARtokenfIE8E, SIAMBFREED
tokenf BRI . EERNEERIGAKSHIAMAFtokenfIEMME, FEERIGEBNK
SrhIAMAFtokenfIB R . INRFEHIEATItokenBER, MIiR[EZtokenANIEMEZE
iz O] LUERAEBXIFAIEndpointFIE B X iatHYEndpointi@ A .. IAMBJEndpointi&
s WXMRIETR.
izt
1ZALATEAPI ExplorerdriElidiziEOl,
URI
GET /v3/auth/tokens
2 5-70 Query 2%
e =E | 5% R
Whif
nocatalog & String MREEZSE, RERNDRAFER
ErcatalogS# . (HTIF=FRFREE
fERENtrue, FHEZFEREM.
IERSH

x 5-71 15K Header &%

28 2R | SHes g
Wik
Content-Type | 2 String ZFRABIEN “application/
json;charset=utf8” ,
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2 2R | SHes ik
X-Auth-Token | 2 String EERRRIEAKSHIAMAR A tokenkd
Bt B Security AdministratoriX
FEAYtoken
IAMAP#ECHE S tokenfIB IS : 1%
IAMAFHtoken ( TTE4FFEAUR ) -
X-Subject- = String FRIEATtoken,
Token
=R
RS TokenBIBE M .
GET https://iam.myhuaweicloud.com/v3/auth/tokens
VRSt

2K 5-72 QA Header £%§

2¥ SR ik

X-Subject- String ERRATItoken,

Token
% 5-73 IR Body 2%

2% SR ik

token Object SRENEIRItoken(5 2
% 5-74 token

2¥ SR R

catalog Array of REZERER.

objects
domain Object R tokenBIIAMAFTERNKSERS . ARIK

EXtokenBiEsk{AHscope=#ig & /gdomain, T

REZFER
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28 SR A
expires_at String tokenid HARTE] .
WiBA
UTCHYE, #&=£IIYYYY-MM-DDTHH:mm:ss.ssssssZ,
HERFORT E#E & 0R1S0-8601, 4N:
2023-06-28T08:56:33.710000Z ,
issued_at String token N A& A318 .
1588
UTCRTIE, & AYYYY-MM-DDTHH:mm:ss.ssssssZ,
B EAFNRTEEAE R 2 881S0-8601, 40:
2023-06-28T08:56:33.710000Z ,
methods Array of KRENtokengI5 = -
strings
project Object B tokenIAMABFFIEKSHINBER . W
RiREXtokenAHiER{AFscopeS K EN
project, MIRENZFE:
roles Array of tokenBIRIZE -
objects
user Object $kEtokenBIIAMAF{EE .

£ 5-75 token.catalog

e S ik

endpoints Array of LR TIR o
objects

id String fR$ZID,

name String RSB BFR

type String ZZORERS

&k 5-76 token.catalog.endpoints

2¥ SR R
id String Kim=ID,
interface String EOEE, MAEOEZERE TR . B8
73 “pu bllC” FNzEOARFHEO,
region String KinT RAEXE.
region_id String Zin T RFTEXIHID,
url String AKimT =AJURL,
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2 5-77 token.domain

2% SR fHiA
name String KSEFRo
id String K=ID,
2k 5-78 token.project
2% SR ik
domain Object IMBFEKSER .
id String ImBID,
name String IE&AFR,
£ 5-79 token.project.domain
2% SR ik
id String W=ID,
name String KSEZFR,
% 5-80 token.roles
2 SR A
name String BPREZFR
id String NPRID, BRAERA0, JEESLANRID,

2% 5-81 token.user

8% e el ik

name String IAMARF&,

id String IAMARID,

password_exp | String EOHARTE, 7 FRREEAEH.

ires_at 1488
UTCRTE], &=L AYYYY-MM-DDTHH:mm:ss.5sssssZ,,
BHAFORT 28 £881S0-8601, :
2023-06-28T08:56:33.710000Z ,

domain Object IAMAFERrERIKSEE -
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3£ 5-82 token.user.domain

2% SR RER

name String IAMAPFRIERS B TRo

id String IAMEFFTEWSID, REVANIESH: KRB
i IAMAF. InH. AFP4E. X, NS
RAOID

i Rz 73~/
R7Z&EL 7 200 AF:
BEREIN

Mg Header&%4:
X-Subject-Token:MllatAYJKoZlhveNAQcCollapTCCGqECAQEXDTALB...
NERzBodyZ4L:

{

"token": {
"expires_at": "2020-01-04T09:08:49.965000Z",
"methods": [
"password"
1,

"catalog": [
"endpoints": [

"id": "33e1cbdd86d34e89a63cf8ad16a5f49f",
"interface": "public",

"region"; ",

l|region_id|l: l'-kH,

"url": "https://iam.myhuaweicloud.com/v3.0"

}

1,

"id": "100a6a3477f1495286579b819d399e36",
"name": "iam",

"type": "iam"

"endpoints": [
{
"id": "29319cf2052d4e94bcf438b55d143832",
"interface": "public",
"region"; ",
l|region_id|l: l'-kH,
"url": "https://bss.sample.domain.com/v1.0"

}

"id": "c6db69fabbd549908adcb861c7e47ca4",
"name": "bssv1",
"type": "bssv1"
}
1
"domain": {
"id": "d78cbac186b744899480f25bd022f468",
"name": "IAMDomain"

b
"roles": [
{
|lidl|: l|0ll'
"name": "te_admin"
I
{
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llidll: I|Oll'
"name": "secu_admin"

"id": "0",
"name": "te_agency"
}
1,
"issued_at": "2020-01-03T09:08:49.965000Z",
"user": {
"domain": {

"id": "d78cbac186b744899480f25bd022f468",

"name": "IJAMDomain"
1
"id": "7116d09f88fa41908676fdd4b039e95b",
"name": "IAMUser",
"password_expires_at": ""
}
}
}

R&T 404 B:
FIKEIERATETR
{

"error": {
"code": 404,

"title": "Not Found"

) =

REHE ik

200 BRI

401 IANIERY

403 EBIREBUR

404 REEENAIERTR

500 REBIRSZ IR -

S
%

5.2 G0 E TR

5.2.1 ZRENEFeR ImAT 512254870 securitytoken

ab
ThREN 4R

iZE O L BT B REIREIGRNA D258 (IRRTAK/SK ) Flsecuritytoken,
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IGRFAK/SKFOsecuritytoken2 R FM AL IAMBFPRIGRT SIS, BXHARIE159
HE24UNFEERIRE, SHEFEEIIRE. IGATAK/SKFsecuritytokenE{EIXR
B/AMUEN , AT, IBRTAK/SKFsecuritytoken®AsREIAMER, ERLPEEFM

“x-security-token” FE, R EFEESE: FHIGITAK/SKEZEZ
iz O LAMERAEBXIFAIEndpointFIE B X iEtHYEndpointi@E .. IAMBIEndpointi’
2N WXRILIRT R,

I
1ZBILATEAPI ExplorerdrifidizizO.

URI
POST /v3.0/OS-CREDENTIAL/securitytokens

=R

& 5-83 i53K Header £%§

2% =E | B3R ik
WHIE

Content-Type | @ String 1Z=FERIE “application/
json;charset=utf8” |

Authorization | & String X-Auth-TokenF]Authorization —i%—,
#EZ{EAAuthorization 5, AK/SKZ
ZINERE%ERAuthorization Header,
BEE(ERIESEAK/SKEZINTEEEF
&

X-Auth-Token | & String X-Auth-TokenFAuthorization —i%—,
B Agent OperatortXfRAYtoken

7 5-84 53K Body 2%

8% 2E | s R
WA
auth = Object INIEHEE .
2 5-85 auth
2H 2 | ¥R )
Whik
identity = Object INESEL,
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2K 5-86 auth.identity

2% =h | sEEn R
Wik
methods = Array of IWETE, ZFERASH
strings ["assume_role"],
assume_role | 2 Object assume_rolelNE R EE,
policy B Object FAFBEENKIBNEE, ATFIRHIFREX

FIRIERESAIE AR securitytokenfgtR
PR ( H4B1{XOBSERSSTIFHZRH] ) -
WNRIEBLSEL, NIGRTAEIZAF]
securitytokenfIt RN : ZIEEBRIN
PRFOpolicySEPRHIAINPREZEE . policy
SHIIFERF A KT 2048,
éﬂ:IAM%%E’\J’f&EﬁDE%, BEE: §

£ 5-87 auth.identity.assume_role

2 =2h | sEEm ik
Wik

agency_name | 2 String RIEBWR, KEANBESNH: REUK
=. IAMARF. INB. BFA. Xig.
FIERBFRFAID,

domain_id & String FEHFIKSID, “domain_id” 5
“domain_name” E/MEE—1, X
%3 “domain_id” .

domain_name | & String FEFHKSE., “domain_id” 5
“domain_name” E/MEE—1, #iX
1% “domain_id” .

duration_seco | & Integer AK/SK#0securitytokend9E34HA, AFEIER

nds RIS . BUESEE: 15980 ~ 24/M\dt
A N155%h,

session_user | & Object AN AFREE .
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2k 5-88 auth.identity.assume_role.session_user

el = | %R HR
whik
name B String B XM EFE .

ARSERRITAN: KES~642

8, REEAMTEE: ANEE.

=StE . AT (- ) BRE
SEFL.

2 5-89 auth.identity.policy

B8H 2 | s¥ER )
WA
Version 2 String WIRMRAS, GIEZBENKIEET, %F
BEEN “117
BiRe
1.1: ZKBE. IAMERFTIREAI—FhRR EIEY
BIEES, AILUETRZIERIRSINRIE. BIR
PABGE SRS
Statement = Array of BGEL, WMABEMNREINEARRA
objects &, T8,

£ 5-90 auth.identity.policy.Statement

2H

=a
Wi

SHIEE

ik

Action

=
=

Array of
strings

IR, ENRENERRMENIR.
RIS E SRS (APISE )
h “BPRFIIEAIR” B9,

48R

o BB RBBRRXEELRIE, fI:
vpc.ports:create,

o RBBAFREMR, flfllecs. evsFlvpc
%, RBE(NHFNE, REEBTE
ERBERNE, BEXZIFERGFS, X
EDTEEEIRN,

Effect

ali

String

EF. Ba™M: 1F (Alow ) FOiELH
(Deny) , BEXBAlowXBDenyfI#E
BEAAY, BIEDenyft5chIRN,

BESEHE:
e Allow
e Deny
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2% =E | BHEE R
Wik
Condition S Map<String,M | BREIZE, TREEZSHEHXSEH, B85
ap<String Arr | %&: BLEBEENEKEE.
ay<string>>> | jugg
LA SRR FIFRIConditionJaffl: {42
(obs:prefix ) 1 & ( public) FEEF
( StringEquals ) o
"Condition": {
"StringEquals": {
"obs:prefix": [
"public"
1
}
}
Resource & Array of iR, MU0
strings L]
o &N “BRS B region:domainld: &R
BERRR , RREETRERAS
*, BEASRINE. W
"obs:**:bucket:*": T RFFIEAIOBSHE
o regionFEX s AP AAEH region,
servicelhEE Hresource/@ FXI M
service,
% 5-91 WRZ Body &%
B8Y SHRT RhR
credential Object INEERER
Z 5-92 credential
2% ST R
expires_at String AK/SKFOsecuritytokenHJiZ HBRTE] . IN/ZSE00
UTCHY/EA8ZC, JERATEIAUTC+8/0NET
gMiR[E:
"expires_at": "2020-01-08T02:56:19.587000Z"
Jt5RAFIE): 2020-01-08 10:56:19.587
access String FRENHIAK o
secret String FRENAISK,
securitytoken | String securitytoken2fGFIRAYAK . SKEEEHITINE

[ERYFFFER
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F—BBINILE
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BRI

e 1ES"session_user'2#, EIEIEANANTIWAFER, 88FEATMAIE
BRFP&.

POST https://iam.myhuaweicloud.com/v3.0/OS-CREDENTIAL/securitytokens
{

"auth": {
"identity": {
"methods": [
"assume_role"
1

)
"assume_role": {
"domain_name": "IAMDomainA",

"duration_seconds": 3600,
"session_user": {
"name": "SessionUserName"
}
}
}
}
}

o EF"policy"s#, BIAFEENKBNEE, ATIRFEREZEIRIIGET 5225850
securitytokenf9tX PR ( HENIEFRHIOBSIRSZHINIR ) » WRIBEESE, W
@Ei}i [a)Z$AF0securitytokenhIt R EHEEBRINIRFIpolicy SHPRFIAIIR R
;8?;;ttps://iam.myhuaweicloud.com/v3.0/OS—CREDENTIAL/securitytokens

"auth": {
"identity": {
"methods": [
"assume_role"
1

"policy": {
"Version": "1.1",
"Statement": [{
"Effect": "allow",
"Action": [
"obs:object:*"
1
"Resource": ["obs:**:object:*"],
"Condition": {
"StringEquals": {
"obs:prefix": ["public"]
}
}
1
L
"assume_role": {
"domain_name": "IAMDomainA",

"duration_seconds": 3600

}
}
}
}

o RIEF"session_user'#policy=%#8,
POST https://iam.myhuaweicloud.com/v3.0/OS-CREDENTIAL/securitytokens
{

"auth": {
"identity": {
"methods": [
"assume_role"
1
"assume_role": {
"domain_name": "IAMDomainA",
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"agency_name": "lJAMAgency",
"duration_seconds": 3600
}
}
}
}
N Rz 7=
K779 201 A
BRI .
Fitsession_userlBEE5®, REIFIZERA . HIES Fsession_user, NITE
securitytoken®h & & T FriEERIsession_user{5 8 .
{
"credential": {
"access": "E6DX0TF2ZREQ4Z...",
"expires_at": "2020-01-08T02:56:19.587000Z",
"secret": "w9ePumOqdfac39ErLDOUdjofYkqort6lw....",
"securitytoken": "gQpjbi1ub3J0aCo..."
}
}
RENE
REHE R
201 BRI
400 ST
401 TNIERL
403 IRBBRIFIR
500 AERARSS TRIR -
=i
7

5.2.2 3XEVFAFRYIEAET 5 19)%558%0 securitytoken

ZiE O AT @id token33XEUIGATAK/SKFsecuritytoken . IIGETAK/SKEO
securitytoken@ RAMAZSIAMARPIGRNEIESHE, BRHARTE 150 FE24/N\0858
EEE, SHIGEEZEHHRE . IGATAK/SKFIsecuritytoken BB RER/IMLRN ,

12?;:[!71«)\1@55@%I:iLEEI’JEndpomtﬂ] L b XikAIENdpointiEH . IAMBYENdpointii
2N WRIZIRPS.

(EARTREVEIRYIGRATAK/SKFOsecuritytokenfE R EIEHIAI=ARSS, IGATAK/SKED
securitytokenfiE A/REIRIEER, BRLPFERID “x- securlty -token” FEZ, {EMA
LRFBESE: (ERIGATAK/SKIHES .
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it
1ZBILATEAPI ExplorerdrifidizizOl.
URI
POST /v3.0/OS-CREDENTIAL/securitytokens
IBREH
K 5-93 {53k Header 2%{
el =8 | %R HR
Wik
Content-Type | @ String 1Z=FERIE “application/
json;charset=utf8” ,
Authorization | & String X-Auth-TokenF]Authorization —i%—,
#EZ{EAAuthorization 5, AK/SKZ
ZINERE %R Authorization Header,
FZ(ERIESEAK/SKEZINEE L
&,
AuthorizationFlig>kBodyAJtokenZ&%{
ERBENFS, L5 Authorization
B9E.
X-Auth-Token | & String X-Auth-TokenF[Authorization —i%&—,
#EZ{EBAuthorization/A . IAMABR
TokenZkBX3 BB Token=ZE4E
Token ., EiTIERIXEUAMF R Tokenzy;,
ZHtToken, EZS#X-Subject-TokenH
AT LASRENS A9 Token , X-Auth-Token#N
i5kBodyftokenS BRI B ENIZA
=, L5EEX-Auth-TokenfY{&,

& 5-94 153k Body 2#{

2% =E | BHEE iR
Whi%E
auth 2 Object INIHER.
Z 5-95 auth
8% =E | BHEE R
WA
identity = Object INIESEL,
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2 5-96 auth.identity

el 28 | 5% ik
WhisE
methods 2 Array of NIES L, ZFEBRAB [ "token"]
strings
token & Object I&ETiAIR)ZZ$EFsecuritytokenfIBE R
H,
policy B Object BFRBEENEREIES, BAFIRHIFKE

FIRYIERT G a2 AF0securitytokenfI4Y
PR ( HB1{XOBSHRSZZIFHZIRHEI ) -
WMRIEBLSEL, WIGRTHEZSEF]
securitytokenfIfRS: [HTokenE BRI
WPRFOpolicy S HPRHIRIINPRAIEE o
policy SERIFHFNEAKTF 2048,
é?lAM%H%E’\J*%EﬁDiEE, BeE: §

2 5-97 auth.identity.policy

2% =8 | sEEEn R
DV
Version 2 String PIRMRAS, CIEBENEKIET, %=
EBEER “117 .
izl
1.1: 5KRE. IAMERFTIZHEEI—FhRR AN
898, AILUEHEIERIRSHNRIE. BIR
DNIEREEE.,
Statement 2 Array of BERGER, AR ENREBINERA
objects Bo
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2K 5-98 auth.identity.policy.Statement

2H SHR

B
pS = =]

Wi

9

=

Action pS= Array of

strings

NI, EXEENEREERIR.
FHIRNINESEZTIRS ( APISE )
“BPRFIHEAIR BT,

izl

o &R RSB AR
vpcports:create,

o RSBBAFEMEBIR, Hlfllecs. evsHlvpc
%, REBR(NZIFNE., BRERIE
EEBANE, BEXZIFBERGS,
DS ERENIN,

ERELIRIE, 1

Effect String

i

EF. BATM: F (Allow ) FNiE4H
(Deny ) , BEBAllowXHBDenyRJEY
BT, EEDeny{fS5ERIER,

EUETE:
e Allow
e Deny

i1y

Condition Map<String,M
ap<String,Arr

ay<String>>>

IRBISZ, THRESIEXSH, BS
Z: REE
izl
LAERREIHAYConditionaffl: HMKEE
( DomainName ) &F
DomainNameExamplef, iZHEEA S
o
"Condition": {
"StringEquals": {
"g:DomainName": [
"DomainNameExample"
1

}
}

iy

Resource Array of

strings

RiF. MNLNT:
il

o A “PRSZ A region:domainld:FiEZE
BRREER , BREETGBEGS
*, BERAFSRRAE. A
"obs:**:bucket:*": FREFEARIOBSHE ., 2
HIAMB R EENNERS, BEEX
FIAMBRRE N EIRSS o

o region=FE A TP EIiGEHregion,
serviceARIF{E Hresource/@ F X3 iz
service,

e H, PBRSSHR. region. domainld. &R
HRER D AFEE. HF. TL%.
EFEF. 25486k, KEA1FEI501MEFE
7, BRBFRIENH: BRSS. B
%, FR&. K515, KIES. BiES.
RIESUSMUTEEZRFER, KER1E
1200725,
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Nl iz 228

BRI

K 5-99 auth.identity.token

8% =E | BHEE fR
WhIE
id & String Bitoken, &Ei5RHeaderdhR{&EX-Auth-

Token, MIZAELLZS#, X-Auth-Token
FNiEkBodyHy “token” ¥ [ERIHEE
RIS, {5EENX-Auth-Tokenf9{E

duration_seco | & Integer IGATI5Ia)ZZ$AF0securitytokenfIBE
nds HA, RYEERAIRR.
BUESEE: 15920 ~ 24/hBd , BRAR
15534,
% 5-100 [fE Body S%
2% S¥RT R
credential Object INEERER
2 5-101 credential
2¥ SRR iz
expires_at String AK/SKFsecuritytokenf9id BARTIE] . MRS E0
UTCRTIEIRER, JERATEIAUTC+8NET .
gNiRE]:
"expires_at": "2020-01-08T02:56:19.587000Z"
1t=A31E): 2020-01-08 10:56:19.587
access String FSRENAYAK o
secret String SREXAISK,
securitytoken | String securitytoken2fEFIRAYAK . SKEEBEHITINE

[ERI=FRFER

IEE"token"&#{, B&tokenld ( Bltoken ) FlliGATiAIa1ZR¢AF0securitytokentd

XA

POST https://iam.myhuaweicloud.com/v3.0/OS-CREDENTIAL/securitytokens

"auth": {
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"identity": {
"methods": [
"token"
1
"token": {
"id": "MIIEIgYJKoZlhvc...",
"duration_seconds": 900
}
}
}
}

o TIEFE “token” &% (iEFKILFFEEX-Auth-Token) ,
POST https://iam.myhuaweicloud.com/v3.0/OS-CREDENTIAL/securitytokens

{
"auth": {
"identity": {
"methods": [
"token"
1
}
}
}

e IEE “policy” 2# ., BNAFPBEENXRIEEE, BTFIREIZRENEIRIIGETHIRZEA
FlsecuritytokenfIBR ( Ha{XEFRHIOBSERSZEINIR ) . tNRIESLLSE,
N iERTIHIa1ZE AR 0securitytokenBIR R : [REToken EBERITRF0policy 2R H!
AR PRAZEE .

POST https://iam.myhuaweicloud.com/v3.0/OS-CREDENTIAL/securitytokens

"auth": {
"identity": {
"methods": [
"token"
1

"policy": {
"Version": "1.1",
"Statement": [

"Effect": "Allow",
"Action": [

"obs:object:GetObject"
1

"Resource": [
"OBS:*:*:object:*"
1

"Condition": {
"StringEquals": {
"g:DomainName": [

" DomainNameExample" /I, RRIRHIRMEE, RIBEIRERES
1
}
}
}

1
B
"token": {

"duration_seconds": 900
}

}
}
}

o) vzat]l
RAFDHA 201 B:
BRI,
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{
"credential": {
"access": "NZFAT5VNWEIDGZ4PZ...",
"expires_at": "2020-01-08T03:50:07.574000Z",
"secret": "riEoWsy3qO0BvgwfkolLVgCUvzgpjBBcvdg...",
"securitytoken": "gQpjbi1ub3J0aC00jD4E;..."
}
}
R[EE
IR[EHE )%
201 BRI
400 ST
401 TNERY
403 IZBBRIFIR
500 AEPIRS BIR -
FHIRtg
7
5.2.3 BIEKAIITEA
ThEE TR
ZEOT U RTFEERSGIAMABRRIEXANRER, SIAMARSECSEIEXAISE
Ao
825458 ((Access Key ID/Secret Access Key, fEIFRAK/SK) , 2EiBESHAATE
(API, CLI, SDK) 1E|7“5732:E3‘E’J%{5:‘ TiE, TRTEREHS %%LQAK Q51
HEARNER, BIgSKHITEZRIIE, JEJJ?JDEK%LLIE_JL,{E%{%EYE’JH% (N
%Lﬁﬂlﬁu?%%{ﬁﬂ’ﬂﬁmi B EtIZIpaEPNARNES N HEEHE,
1%;:EITLJJ§H§@%IZiZEE’JEndpomtiFIII Lt X1t AYENdpointiE . IAMAJEndpointi®
SN WXMBiHT .
I
ZALATEAPI ExplorerdiElidiziEOl,
URI

POST /v3.0/OS-CREDENTIAL/credentials
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IBRESH
K 5-102 i53K Header 3
8% BE W% 2% | #Hk
i)
Content-Type | 2 String | iZFEIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | BEIERLAIAMAFSIEXAIBRER: 15
SR, IAMARPSECEIEXAS
BZ5H: ERAFuser_idFXINIAMA
FiJtoken ( BFBAFEHIR ) o

7= 5-103 153k Body &

2¥ 2 | ¥R )
Whik
credential 2 Object INEHER .

2 5-104 credential

B2H 28 | ¥R )
WA
user_id 2 String FoUEEIRIE=EA (AK/SK) BIIAMAF
ID, SREXSiBEN: KBS .. 1AM
BF. 8. AFRHE. Xi%. ZENE
FRFAID,
description & String HIEEEEAER
NaRSEL
& 5-105 WKL Body &1
e SR R
credential Object INEERER
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2 5-106 credential

2% SHEE e
create_time String BUERI5Ia AT E) o
iz kil

UTCRTE], &=L AYYYY-MM-DDTHH:mm:ss.5sssssZ,,
HERFORT EBA& L2 8R1SO-8601, #0:
2023-06-28T08:56:33.710000Z ,

access String BUEAYAK,
secret String BUEAISK,
status String HIEZEIRES
EUESEHE:
e active: BH
e inactive: {=H
user_id String IAMBFRID,
description String HEEEEAER.

=P
SIAMBRFRIEE K A G824 ( FHFIDA: 07609fb9358010e21f7bc003751c.... )
POST https://iam.myhuaweicloud.com/v3.0/OS-CREDENTIAL/credentials

"credential": {
"description": "IAMDescription",
"user_id": "07609fb9358010e21f7bc003751c...."
}
}

i Mz 73~/
R&EGH 201 B:
BUERRIN.
{

"credential": {
"access": "P83EVBZJMXCYTMUIL...",
"create_time™: "2020-01-08T06:25:19.014028Z",
"user_id": "07609fb9358010e21f7bc003751...",
"description": "IAMDescription",
"secret": "TTqJAHPbhWorg90zx8DvOMUyzYnOKDppxzHt...",
"status": "active"

}
}
K7Z&E379 400 A
ST, (BIEZBRHECAT LR, )
{
"error": {
"message": "akSkNumExceed",
"code": 400,
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"title": "Bad Request",
"error_msg": null,
"error_code": null
}
}

IR[EHE
REHE ik
201 BUERRIN .
400 SHTH. (BIEZPAHECAF LR, )
401 NI .
403 RBIRIENIR
500 REPIRSSHEIR .
TEEL
7
5.2.4 BT XKABIOEH
INRENA
ZEOTUBTFERRERIAMBRPIFREXALEEE, sAMAREIECSIFRE
KB
ZEO LAEREBXIFAIEndpointFIE B X itHYEndpointi@fE . IAMBIEndpointi’
20 XM TN.
@it
RE]LATEAPI ExplorershiEidiziEO.,
URI

GET /v3.0/OS-CREDENTIAL/credentials

2 5-107 Query ¥

B8H = | SR A
WA
user_id & String FEIEIAMEBRID,
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BH—BDINIE

APl &%& 5 API
BRSH
2K 5-108 153K Header 2#{
2H = Tap i 25 | #R
St}
Content-Type | 2 String | iZFEIEA “application/
json;charset=utf8” ,
X-Auth-Token | £ String | IAMBIFP&EISBE CRIFMEXAILIAEA:
iZ AMAFHItoken ( TFAFHBIR ) -
EESEHIAMARKRREXAISEE
. BFEENIm.

R3S
% 5-109 WKL Body &%
e SHRT RhR
credentials Array of INEERERIIZE.
objects
2% 5-110 credentials
2% SHRT R
user_id String IAMBERID,
access String &HiFRJAK,
status String HEZEIRE
EESEHE:
e active: BZH
e inactive: =M
create_time String BIa A eIERTIE .
1588
UTCESE, & IYYYY-MM-DDTHH:mm:ss.ssssssZ ,
HEfNATEEE N &081S0-8601, 40:
2023-06-28T08:56:33.710000Z ,
description String HEEREAER.
=]

e |IAMARFERBCRIEXABEER,

GET https://iam.myhuaweicloud.com/v3.0/OS-CREDENTIAL/credentials
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F—EBINE
AP &%

5 API

o EIERTHIAMABPIFIEXASLEER .

07609fb9358010e21f7bc003751c... )
GET https://iam.myhuaweicloud.com/v3.0/OS-CREDENTIAL/credentials?
user_id=07609fb9358010e21f7bc0037....

Ml iz 73~ 451

RZ&1BF 200 A
TEKBE o

{

"credentials": [

{

"user_id": "07609fb9358010e21f7bc0037...",
"description": "",
"status": "active"

"user_id": "07609fb9358010e21f7bc003751...",
"description": "",
"status": "active"

R[E{E

(FEEAFIDI:

REHE fifik

200

IERNAU

400

401

TNIERML

403

IZBBRIEIR

404

REEENAIERR

500

REBIRS3 tEIR -

7x

5.2.5 BfiEEXABOEH

ab
ThREN A

ZEOT L BT EERERIAMBRIEEXALNER, HIAMBRESECHHEE
SKATBIAEH

ZEOLUER2BXIFAYENdpointF I E X IFHIENdpointiE@FE . IAMAYENndpointis
21 WXLEDS.
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BH—BDIAIE

APl &% 5 API
it
REJLATEAPI ExplorerdiEiiziE.
URI
GET /v3.0/OS-CREDENTIAL/credentials/{access_key}
£ 5-111 IZ28H
2¥ 2 | ¥R %
whik
access_key = String FEHAVEEAK,
IBRSH
% 5-112 53K Header 2#
e BEWYIE s | ER
28
Content-Type | 2 String | IZZFEIEJ “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | BEEREGIAMBFIEEXRAIFEE
B 1EEENR,
IAMAFEISH CRIEEXAGIDE:
URLHaccess_keyFr/EIAMPFHtoken
( THAFHRIR ) -
V=3

% 5-113 g Body %4

2¥ SR A

credential Object INIEERER
2 5-114 credential

2% SR A

user_id String IAMBFRID,

access String HiFRJAK,
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5 API

SH

SHRE

i

status

String

HEERIRE
EUEEE:

e active: ZH
e inactive: =

create_time

String

BIaZ A eIEERTIE] .

WER
UTCRTE], &=L AYYYY-MM-DDTHH:mm:ss.ssssssZ,
HERFORT BB L2 0R1SO-8601, ¥0:
2023-06-28T08:56:33.710000Z ,

last_use_time

String

BIaZsERYEAE, WMRZFESEERE, N

IR [E]22EBAYBUEZEATE] .

Ll
UTCRTE], &=L AYYYY-MM-DDTHH:mm:ss.5s5555Z,,
HHEAFNAY E&E £ 88150-8601, UN:
2023-06-28T08:56:33.710000Z ,

description

String

IDRZRIEIAMER

BRI

IAMBFEiIE CAHEEXANIIER .

GET https://iam.myhuaweicloud.com/v3.0/OS-CREDENTIAL/credentials/{access_key}

WA Rz~

JRZSESJ9 200 A

BRI
{

"credential": {

"access": "LOSZM4YRVLKOY9ES...",

"create_time": "2020-01-08T06:26:08.123059Z",
"user_id": "07609fb9358010e21f7bc003751...",

"description": "
"status": "active"
}
}
IR[EE
REE ik
200 BRI
400 ST .
401 NI S
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F—EDINE
AP &%

5 API

REE

fifik

403

IZBBRIFIR

404

RKEIENAIRR o

500

REBIRSS tEIR .

19)
¥
()]
5
!
mE
Al
XU
o)
ot
)
B
Jdn

ZEOTUATEERENAMBREEXARRER, HAMBRENBCRIEE
IKAIBIBEH o

ZEOTLUERE R XIFRIEndpointFIE i XIERIENdpointiEE . IAMBJENdpointid
S MRMBRDR.

i

REJLATEAPI ExplorerdiEidiziE.

URI

PUT /v3.0/OS-CREDENTIAL/credentials/{access_key}

% 5-115 BIZS#

2%

B | 2EE

Hik

access_key

= String

PA

FHELLRIFEEAK

IERSH

2 5-116 153K Header 2

24

RE

ik

Content-Type | = String

ZFERIES “application/
json;charset=utf8” ,
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SH BRWIE S8 | i

s

String | B RIEMIAMBRIIEEX A HEE
B EEENIR.

IAMAFE E SRS E X AL IDEA:
URLHraccess_keyFrXIRzZIAMAIFRY
token ( TTHEHFHRBUR )

X-Auth-Token

ali

% 5-117 153k Body &

2% = | ¥R 7
WA
credential 2 Object INIEHER .

2 5-118 credential

8% =E | BHEE ik
whik
status ES String HIEEEIRE
EUETEE:
e active: EBH
e inactive: {=H
description & String HIEEEEAER
=2
%= 5-119 I Body %
2% SR R
credential Object INIEHER..
2 5-120 credential
8% e el ik
user_id String IAMBFRID,
access String BRIAK
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5 API

SH

SHRE i

status

String HEEEIRES
EVESCH:

e active: [BF
e inactive: =

create_time

1588

String hiEEsEelEYE .

UTCRTE], &=L AYYYY-MM-DDTHH:mm:ss.ssssssZ,
HERFORT BB L2 0R1SO-8601, ¥0:
2023-06-28T08:56:33.710000Z ,

description

String HIREREIAER.

BRI

IAMB & B CIEEXABEEERESS “FBA” .
PUT https://iam.myhuaweicloud.com/v3.0/OS-CREDENTIAL/credentials/{access_key}

"credential": {

"status": "inactive",
"description": "IAMDescription"

}
}

N Mz 73~ 51

RZSFEJ9 200 A

BRI

{

"credential": {

"status": "inactive",
"access": "LOSZM4YRVLKOY9...",

"create_time": "2020-01-08T06:26:08.123059Z",

"user_id": "07609fb9358010e21f7bc00375..."

}
}
IREHE
REE R
200 BRI
400 ST
401 TANIERML
403 IRBIRIEIR
404 RLFWEN AR -
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BH—BDINIE

APl &% 5 API
REIE )%
500 AEBIRSEEI= -
e
¥

5.2.7 MIFFEEXRAILIEEA

IhEEN 4R
ZEOT U ATEERERBRIAMBRIEEXAIBE%EA, SIAMAFRERE SRYEE
KABIEER
ZZEOLEREBXIGAIEndpointFIE B XIHAYEndpointiEFE . IAMBIEndpointid
S WXNREDS.
(MARIY:
MBRIRIERIEIRE , PIRIEWSESM, BN AREEHE—RALLERERE, #HITMERERE.
s
1ZA]LATEAPI ExplorerdrifEiftizizOl,
URI
DELETE /v3.0/OS-CREDENTIAL/credentials/{access_key}
& 5-121 BRe¥
2% 2EY | SHEE )
i%
access_key = String EFMBRAVIEEAK
IBRESH
% 5-122 53K Header 2#
B8Y BEY | B8R R
i%
Content-Type | 2 String Z=FER1EH “application/
json;charset=utf8” ,
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SH B | SHEE )

(& HD

X-Auth-Token String EERMIFRIAMAFEYEEX A G
B B2 ENIR,

IAMAFBRE SRYEE X AL IDEE
URLHraccess_keyFrXIRzZIAMAIFRY
token ( TTHEHFHRBUR )

ali

=S
.
1= Nl
HBRIEEX AIBIAIEA
DELETE https://iam.myhuaweicloud.com/v3.0/OS-CREDENTIAL/credentials/{access_key}
i Rz~ 5
.
IR[EE
REHE R
204 FRIBRARIH
400 ST
401 TAIERY .
403 IREERENR .
404 REKEENAER
500 REPIRSSTEIR
T
7o

5.3 Xl &1
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BH—BDIAIE

APl &% 5 API
5.3.1 EiaXESIE
ThEEN 4B
ZEO L BTFEEEAZIHFNXIFIIE.
1%;&]71«1@}5@@%EHE’JEndpomtﬂ] Lt X1HAYEndpointiEA . IAMAJEndpointid
s WXMRIETR.
G5
1ZA]LATEAPI ExplorerdrifdiftizizOl,
URI
GET /v3/regions
IERSH
% 5-123 153K Header £
el =A%k 2% | #t
i)
Content-Type | @ String | IZ=FERIFIES “application/
json;charset=utf8”
X-Auth-Token | 2 String | IAMABPHJtoken ( TTEB4FFHRIUR ) -
RtokenigBFABregion(E&, "“Jél’Eﬂ
ZERAIR[EIFABregion,
[ e
& 5-124 95z Body 2%
8% SHEE fik
links Object RRIHZER
regions Array of XiFEEH*E,
objects
2% 5-125 links
2% SR RER
self String TR pEEbE .
previous String BI—ARIERIRGEIE I, REER Anull,
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BH—BDINIE

APl &% 5 API

2% SR fHiA
next String [E—BRERIRE ML, RTFERS JInull,

& 5-126 regions
e SR fix
description String XigHAMES
parent_region | String null.
_id
links Object XA R RIHEER
locales Object Xig&, SXFE2FMEE, F—ERERISR

FERIEFER

id String X1gID,
type String Xig2e8,

K 5-127 regions.links
2% SR fHiA
self String RIRSEE AL

2k 5-128 regions.locales
e S ik
zh-cn String XIHAIHIZZTR,
en-us String XIHAIZIZZTR,
pt-br String XiFEEFIERTR.
es-us String XiFHIEERRFIEZTR.
es-es String XiFAIFEIIFIE RN,

15K~
FAXIEHFIE

GET https://iam.myhuaweicloud.com/v3/regions
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BH—BDINIE

APl &% 5 API
M iz 7~ A5
RSB 200 B
BRI
{
"regions": [
{
"parent_region_id": null,
"description": "",
"links": {
"self": "https://iam.myhuaweicloud.com/v3/regions/cn-north-1"
1
"type": "public",
"id": "cn-north-1",
"locales": {
"zh-cn": "Hedb-dbTmE—",
"en-us": "cn-north-1"
}
h
{
"parent_region_id": null,
"description": "",
"links": {
"self": "https://iam.myhuaweicloud.com/v3/regions/la-south-2"
1
"type": "public",
"id": "la-south-2",
"locales": {
"pt-br": "AL-Santiago",
"zh-cn": "HSE-FITE",
"en-us": "LA-Santiago",
"es-us": "AL-Santiago de Chile1",
"es-es": "LA-Santiago"
}
}
1,
"links": {
"self": "https://iam.myhuaweicloud.com/v3/regions",
"previous": null,
"next": null
}
}
IR[EE
REHE ik
200 BRI
400 ST
401 NI S
403 IREERENIR
404 RIKEBNAIEIE
405 AREFNTEE
413 BEREI K,
500 REBARSS IR
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REHE fifik

503 ARSAAT .
TES
7
5.3.2 ERXIHIFFE
INEEN4A
ZEOTUBFEEXIFFE.
iz O LAERAEBXIFAIEndpointFIE B X iatHYEndpointi@ .. IAMBJEndpointi&
2l WXHLIETR.
U
ZALATEAPI ExplorerdriEidiziE0l,
URI
GET /v3/regions/{region_id}
#+ 5-129 BEZBH
84 2E | &HEn A
WA
region_id 2 String FEENXIEID, JLFREAXIES]
FIEMOIREY, BHIEREGEESL:
SRENXIID
IBRESH
& 5-130 153K Header 2%
2H BRIk 2% | A
i)
Content-Type | =2 String | IZ=FERABIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | IAME P token (TLE4FHIR) o
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e
% 5-131 R Body 244
8% e el fik
region Object XiFER.
2 5-132 region
2% S¥RT R
description String XigHAMEE
parent_region | String FuE=FE, SRILERENY, REnull,
_id
links Object XIFRIRREHEER
locales Object Xig&, SXFEEFMTE, F—ERERTR
FHREFE,
id String Xi%ID,
type String X3,
£ 5-133 region.links
B8 e il R
self String RIRSEREZRAL
& 5-134 region.locales
2% S¥RT iR
zh-cn String XIHAIHIZEZFR,
en-us String XIFAYESIZ TR
pt-br String XiFEEFIERTR.
es-us String XiGREERRFIEZFR.
es-es String XERIFEHIFIERFR
=]
EHXIFIFSE.
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GET https://iam.myhuaweicloud.com/v3/regions/{region_id}

il iz 7315
RZSFSJ9 200 A
15K -
{

"region": {
"description": "",
"links": {

%
"type": "public",
"id": "la-south-2",
"locales": {
"pt-br": "AL-Santiago",
"zh-cn": "RIE-EHIAE",
"en-us": "LA-Santiago",
"es-us": "AL-Santiago de Chile1",
"es-es": "LA-Santiago"

}
}
}
RENE
R[EHE ()%
200 BRI
400 ST
401 TANIESETY
403 IRBERIEINR
404 REIENAVER o
405 RRVFRITTIE
413 BRFIT K
500 AEBIRSS fEIR
503 RS AR,
tHI=0
¥

5.4 IHEIHE
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F—EBINE
AP &%

5 API

5.4.1 EiEEERH THIBESIE

ThRENA

ZEOTL R TFEAEERE THRBSIE.
ZEO LAMERAEBXIFAIEndpointFIE B X tHYEndpointi@E .. IAMBJEndpointi’

20 WXAERT S

iz

RE]LATEAPI ExplorershiEidiziE0,

URI

GET /v3/projects

2 5-135 Query 2#

2H

B

EH
Wi

SHR

Hik

domain_id

T
[

String

INEFEWSID, SRENSHIEEN: 3k
S, IAMAR. IH. BFRA. K
f. EFERIRFRFID,

enabled

Boolean

MBRAEEM.

is_domain

Boolean

ZFREBES.

name

| 0¥ | I

String

INEER, KREGNIESH: IREUK
. IAMAPR. 8. AFP4E. X4,
ZFERIZFRFOID

page

i1y

Integer

P REFNHIENRE, SHER/N
1, EE5per_pageERIFE-

parent_id

iy

String

MEEAECLIEAIIE, NLtbabriE
HEREXIFAIREID,
NETFEAN2RFNEINE, Mcn-
north-1, MILALRIERKSID,
SRENIE IDFOKSID, 520 : IREUK
%\ IAMmP\ IﬁE\ m):léﬂ\ zﬁ\
FIEHBZFRFAID,

per_page

iy

Integer

P REFNEROEIEN S, BUETEE
73[1,5000] . FESpageEtFE,
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IERSH

2 5-136 153K Header 2#

B2Y EEWI%E 2% | Er
i)
Content-Type | @ String | iZ=FEREIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | BIAISHE, FEBFSH . NREE
=
token A IRIE S WIFAIR

i Rz S4L

% 5-137 gz Body B
2% S¥RT iR
links Object REIEHEZER
projects Array of mBEESIZ%.

objects

Z 5-138 links
BH SRR fix
self String RIRSEREbL
previous String BI—SBE RSN, RFEERT ANull,
next String [E—SREER R ERE, AFER AAnull,

2 5-139 projects

2H ST fk

is_domain Boolean false.
description String ImEmAMEE.
links Object IMENRREEE.
enabled Boolean ImB2E9H,
id String InHID,
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BH—BDINIE

APl &% 5 API
2 SRR A
parent_id String MRFHECCIEIIE, NtAhREIFREXE
BIIREBID,
MRETEORRFZARNEIE, flcn-north-1, M
HAMREIMSID
domain_id String IMBEKSID,
name String IE&#R. Wcn-north-1, MOSE, HEAMOSH
OBSHEIH .
2 5-140 projects.links
8% SHRE fhR
self String GCAD LIS EIREN |
previous String BI—PIE R IR S IE, AFEERS Inull,
next String 8B ERRpEERIE, AFEER Inull,
=P N

TiEERM TRIRBSIE.

GET https://iam.myhuaweicloud.com/v3/projects

il iz 73~ 151

RZEIBF 200 A
=B

{

"projects": [

b
{

"domain_id": "d78cbac186b744899480f25bd02...",
"is_domain": false,
"parent_id": "d78cbac186b744899480f25bd022...",

"description": "",
"links": {
"next": null,
"previous": null,

"self": "https://iam.myhuaweicloud.com/v3/projects/06f1c15e6f0010672f86c003006c5f17"

b
"id": "06f1c15e6f0010672f86c00300...",

"enabled": true

"domain_id": "d78cbac186b744899480f25bd...",
"is_domain": false,
"parent_id": "d78cbac186b744899480f25bd0...",
"name": "cn-north-1",
"description": "",
"links": {

"next": null,
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"previous": null,

"self": "https://iam.myhuaweicloud.com/v3/projects/065a7c66da0010992ff7c0031e5a..."
1
"id": "065a7c66da0010992ff7c0031e5a...",

"enabled": true

}
1,
"links": {

"next": null,

"previous": null,

"self": "https://iam.myhuaweicloud.com/v3/projects"

}
}
IR[EHE
REE 0%
200 BKEI0.
400 ST
401 TNIESM
403 SBEIRERIR
404 RILEIERAYZIR
500 AEBERSZ IR
503 RSZARTH
Ei=
7
5.4.2 EiFfEE IAM BFINIRB%IZE
INRENA
?%DEJL‘,&H%F%‘IEEE’EB}EEIAM%PE@JIDﬁE§U$, IAMAREIECHIRBS!
iZEO LAMERAEBXIFAIEndpointFIE B X iatHYEndpointi@ .. IAMBJEndpointi’
2N WXILIET R
it
RALATEAPI ExplorerdriElidiziEOl,
URI

GET /v3/users/{user_id}/projects
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2H & | B8 | ik

user_i | 2 |Strin | FEEMIAMBRID, KREARESN: KBS . IAMA
d g F. mB. AFA. XiE. FFEISETHEMID,

IBRESH
K 5-142 53K Header 2¥
8% BEMIE | BHEE | B
it
Content- | £ String | ZFERABIESA “application/
Type json;charset=utf8” ,
X-Auth- | 2 String BIAShE, AEAPNEH . SREES.
Token EERSISEIAMARNRESIE: E2 108
B
IAMAR&ERIBEBINEYIZ: URLAuser_idFXd
KIIAMAFtoken ( TFTAFHBUR ) -
D)VES54
& 5-143 gL Body &%
B2H SR iR
links Object RIREZER
projects Array of ImEERIZE.
objects
€ 5-144 links
2H SR iR
self String AN S EINEN |
previous String BI—ePIE AR pHEIE , AEFEER ANl
next String E—SRE R R L, AEFEERT Snull,

SASRRAS 55 (2025-07-03) WA © ERFRABIRAE 106



https://support.huaweicloud.com/usermanual-iam/iam_01_0001.html

ZH—BDINIE

APl &%& 5 API
2k 5-145 projects

2% SR fHiA

is_domain Boolean false.

description String MBmEAER.

links Object B RREHEE .

enabled Boolean IMEHEEYHA.

id String InHID,

parent_id String MRETREHSERRIIE , NLttabREFTEX
RIRBID,
MREHWRRRFRNEINR, fcn-north-1, T
AN EIKSID,

domain_id String IMEmMEKSID,

name String B &R,

2R 5-146 projects.links

2% SR fHiA

self String BRRSEEIRL

previous String BI—EPIE R IRpHEIE , AEFEER Anull,

next String [E—BRERIRE RN, RTFEERS Jonull,

(=R %N

BIHEEIAMBRPINIESIE

GET https://iam.myhuaweicloud.com/v3/users/{user_id}/projects

i Rz 73~451
RZSHTH 200 F:
BRI
{

"projects": [

"domain_id": "d78cbac186b744899480f25bd02...",

"is_domain": false,

"parent_id": "d78cbac186b744899480f25bdO0...",

"description": "",
"links": {
"next": null,
"previous": null,

"self": "https://iam.myhuaweicloud.com/v3/projects/06f1cd8ea9800ff02f26c003d93..."
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5 API

1
"id": "06f1cd8ea9800ff02f26c003d93...",
"enabled": true

h

{
"domain_id": "d78cbac186b744899480f25bd02...",
"is_domain": false,
"parent_id": "d78cbac186b744899480f25bd0...",

"description": "",
"links": {
"next": null,
"previous": null,

"self": "https://iam.myhuaweicloud.com/v3/projects/babf0605d15b4f9fbcacc6a8ee0f8d84"

1
"id": "babf0605d15b4f9fbcacc6a8ee0f8d84",
"enabled": true
}
1,
"links": {
"next": null,
"previous": null,

"self": "https://iam.myhuaweicloud.com/v3/users/7116d09f88fa41908676fdd4b039e95b/projects"

}
}

)

REHE ik

200 RN AN

400 ST

401 IANIERML

403 RBERIESUR .

404 RILEIERAYZIR

405 ARFEE.

413 BRIET K,

500 AERIRSSTHIR o

503 RS AATA .

=)
E

5.4.3 &#if IAM P LUBIERIRBESIZR

TIREN4R
ZEOT AT ESDAMBFELISEMRESIE.

ZEOaLUER2BXIFAYEndpointF I E X IFHIENdpointiE@FE . IAMAYENndpointis

2 MXMBRDR .
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BH—BDIAIE

APl &% 5 API
5}
RE]LATEAPI Explorer®iEidiziE.
URI
GET /v3/auth/projects
RS
% 5-147 15K Header &%
2% EEWI% 2% | #k
S
Content-Type | 2 String | 1Z=FERRBIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | IAMFFHYtoken ( TLEAFHFIUR )
)RS5t
7 5-148 iz Body 2%
2% S¥E iR
links Object REIHEER
projects Array of mBEE%I%.
objects
2 5-149 links
e S R
self String GAD LIS eI RN 1|
2 5-150 projects
2 SR R
is_domain Boolean false.
description String IMEmAMEE.
links Object IMENR R,
enabled Boolean MBS,
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H—BDINIE

AP| &% 5 API
2% SRR fik
id String IBID,
parent_id String MREGESLIENINE, NitkahREFrEX
AIIREID,

MRETHNERRFZNEINE, cn-north-1, N
AR EIKSID,

domain_id String IMBrEKSID,
name String B &R,

2 5-151 projects.links

2% S¥RT R
self String RIRSERZIbL .

iER7pl
EAMABFEILLAERIRE S .

GET https://iam.myhuaweicloud.com/v3/auth/projects

N Sz 73~
R 7 200 AF:
BERIN

"projects": [

"domain_id": "d78cbac186b744899480f25bd02...",
"is_domain": false,
"parent_id": "d78cbac186b744899480f25bd022...",
"name": "af-south-1",
"description": "",
"links": {
"self": "https://iam.myhuaweicloud.com/v3/projects/06f1cbbaf280106b2f14c00313a9d065"
}

|d "06f1cbbaf280106b2f14c00313a9...",
"enabled": true

"domain_id": "d78cbac186b744899480f25bd02...",
"is_domain": false,
"parent_id": "d78cbac186b744899480f25bd022...",
"name": "cn-north-1",
"description": "",
"links": {
"self": "https://iam.myhuaweicloud.com/v3/projects/065a7c66da0010992ff7c0031e5a5e7d"
}

|d "065a7c66da0010992ff7c0031e5a5e7d",
"enabled": true
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APl &%& 5 API
"links": {
"self": "https://iam.myhuaweicloud.com/v3/auth/projects"
}
}
(REELY:
o HISHATNB KRS, NIREIESEZNAIIBEIIZE.
o HISHUAFRERIERS, NIREIAFR THREIE.
o HISHUAE BRSO IENAT, WREHIIE AT,
R[EHE
REWE A
200 BRI
400 ST
401 TAIESRY
403 IBIRIERR
404 RIEERNAYEIE
405 RRFEHEE
413 BEREEK,
500 AEPIRSEIR -
503 BRSBAATH,
EI=
"
5.4.4 SI#INH
INRENA
ZEOUBTFEERCIZERE.
ZEOTLER£BEXIEAEndpointFIE M XIFHAIEndpointiAA . IAMAIEndpointis
2N WRILIRTE.
i
1ZBLATEAPI ExplorerdrifidizizOl.
URI

POST /v3/projects
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F—EBINE
AP &% 5 AP

IERSH

2 5-152 &K Header &3

2% R WI% ¥ | #Hr
St
Content-Type | =2 String | iZ=FERABIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | i5IA)<SHE, FABAFSMH . RREE
=
token A RIS S WAZANIN

% 5-153 {53k Body &

B8H =E | BHEE fR
WhisE
project = Object ImBfER.

2 5-154 project

el =8 | %R HR
whisk
name 2 String IMB &R, WRLAFERY" XD _"FF

xL, KENFETF64, HlaNXiE “HEdt-
52— PWKIEIDS “cn-north-17
FEHTEEBER, MERRME “on-
north-1_IAMProject”

parent_id = String XIFXIWAIIREID, Flanxisg “4edb-1t
F—" XigIIMAIIRE DA
04dd42abe48026ad2fa3c01ad7fa.....,
KA NESN: KEUKS . IAMA
F. IRH. AFPAE. Xi%. ZEHEBR
#ID,

domain_id & String mBEKSID,

description S String MBEAER, KENFEF255FH.
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F—BBINE
AP &%

5 API

MR SEL

R 5-155 i Body %4

¥ SR fHiA
project Object mBfER.
2 5-156 project
2% SHERE R
is_domain Boolean false.
description String IMEmAMEE.
links Object IMENRREEE.
enabled Boolean ImB2E9H,
id String InHID,
parent_id String XigIFTMAIIME D, HanXis “Edt-dtm—" X
XS AYIRE D :
04dd42abe48026ad2fa3cO01ad7fa......
domain_id String IMEMEKSID,
name String B &R,
Z 5-157 project.links
2% S fHiA
self String RIRSEEZHL

BRI

BIEE— 15 “cn-north-1_IAMProject” BfELdb-ItR—HIINE, IBFEKSIDZ

d78cbac186b744899480f25bdO...

POST https://iam.myhuaweicloud.com/v3/projects

"project": {

"name": "cn-north-1_IAMProject",

"parent_id": "aa2d97d7e62c4b7da3ffdfc11551f878",
"domain_id": "d78cbac186b744899480f25bd0...",

"description": "IAMDescription"
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H—BDINIE

APl &% 5 API
M iz 7~ A5
RS F 201 B:
UKD
{
"project": {
"is_domain": false,
"description": "IAMDescription",
"links": {
"self": "https://iam.myhuaweicloud.com/v3/projects/07707ab14980265e2f5fc003a021bbc3"
by
"enabled": true,
"id": "07707ab14980265e2f5fc003a021bbc3",
"parent_id": "aa2d97d7e62c4b7da3ffdfc11551f878",
"domain_id": "d78cbac186b744899480f25bd02...",
"name": "cn-north-1_IAMProject"
}
}
IR[EHE
REHE R
201 BUERRIN .
400 SHEH.
401 TAIERY .
403 IREEENR
409 BRI,
TES
7o
5.4.5 EImEER
INEEN4A
ZEOVLUBTFEEREXRBES.
ZEOTLER£BEXIEAEndpointFIE M XIFAIEndpointiAA . IAMAIEndpointis
%m : itﬂlz*uégﬁﬁ‘ﬁ:ﬁ-,‘“ o
UL
RE]LATEAPI ExplorerdiEidiziE.
URI

PATCH /v3/projects/{project_id}
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F—EBINE
AP &% 5 AP

% 5-158 RIZSH

2% 28 | 5% FA
Whisk
project_id B String FHEKXIREID, KENARIBESN: 3K

BKS. IAMARF. 8. AP4E. K
f. EFERIRFRFID,

RS
# 5-159 153K Header 2%
2% mEWIE 28 |
St

Content-Type | =2 String | IZ=FERABIES “application/
json;charset=utf8” ,

X-Auth-Token | 2 String | IGIEISHE, FEAPHNEMD . NREE
=
token A RIS S WAZANIN

% 5-160 53K Body &#!

2% =E | BHEE HR
WhIE
project = Object REEHXIMBER.
K 5-161 project
2% 2E | aHEE HR
WhIE
name & String IMB &R, YRLAFERY XD _"FF
%, KENFETF64, MBFREXIEA
RekZ, BNRIMBEA “on-
north-1_IAMProject” R, FhIE&RAL
LA “cn-north-1_" 7k, “name” 5
"description"ZE/MEE—1,
description & String ImBHEA, KENFEF255FFF,
“name” 5"description"&/MEE—
AN
o
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APl &%& 5 API
MR 2SEL
#& 5-162 LK Body 2%
¥ SR fHiA
project Object mBER.
2 5-163 project
2 SHERE R
is_domain Boolean false.
description String IMEEAEER
extra Object IMERNEMER
links Object IMENR RS
enabled Boolean ImB2&9HH,
id String ImgID,
parent_id String XIGXIMAIIREID, FliNXig “fib-tm—" K
XS AYIRE D :
04dd42abe48026ad2fa3c01ad7fa......
domain_id String IMBrEKSID,
name String B &R,
R 5-164 project.links
2 SHE fHiA
self String RIRSEEZAL
(=R G N]

(EXIRBERIRTRA “cn-north-1_IAMNewProject” , fEIiMEXH

“IAMDescription” ,

PATCH https://iam.myhuaweicloud.com/v3/projects/{project_id}

"project™: {
"name": "cn-north-1_IAMNewProject",
"description": "IAMDescription"

}

}
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F—ERINE
APl &%

5 API

i Rz 77~
RAHB 200 B:
ERA

{
"project": {
"is_domain": false,
"description": "IAMDescription",
"links": {

h
"extra": {},

"enabled": true,

"id": "07707ab14980265e2f5fc003a021bbc3",
"parent_id": "aa2d97d7e62c4b7da3ffdfc11551f878",
"domain_id": "d78cbac186b744899480f25bd...",
"name": "cn-north-1_IAMNewProject"

}
}
S EILE]
REHE R
200 BRI
400 SHTH,
401 NESR
403 SBIRERUR
409 BRhsE,
== fD
7
5.4.6 EAINARI¥E
INeEN 4R
ZEO L BFESREIFS.
iz O LAMERAEBXIFAIEndpointFIE b X iatHYEndpointi@ A .. IAMBJEndpointi’
21 WXHRIFTS.
Wi
R0 LATEAPI ExplorerdrifEiiziEz .
URI

GET /v3/projects/{project_id}
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F—EBINE
AP &% 5 AP

% 5-165 RIZSH

e BE | 5% Rk
WhiE
project_id 2 String FEANIEID, KREARIBESN: 3K

KRS, IAMEF. IB. AFPA. X
8. EFEHBFRFID,

iBRESH
Z 5-166 153K Header 3#
8% BE W% 2% | @R
E-Sit)
Content-Type | @ String | IZ=FERRABIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | IAMFIPAYtoken ( BEE4FHRIR ) »
MR SEL
2= 5-167 IR Body %
8% SHEE iR
project Object IMEEE.

£k 5-168 project

2 SHE )7

is_domain Boolean false.

description String IMEmAEE.

links Object IMENRREEE.

enabled Boolean ImB2E&9HH,

id String IngID,

parent_id String MREGESLIENINE, NitkahREFFEX
RIIRBID,
MEEHNREARNEME, Wcn-north-1, T
AR EIKSID

domain_id String IMBFTEWSID,
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APl &% > API
2 SRR A
name String B &R,

£ 5-169 project.links

2% SR A
self String AR LIS eI NN |
previous String BI—PIE R IR S IE, AFEERS Inull,
next String e ERRpEERIE, AFEER Inull,
(=R GNl
EEWEERE.

GET https://iam.myhuaweicloud.com/v3/projects/{project_id}

N Rz 73~/
ARE1BA 200 A:
BRAIN.

{

"project": {
"is_domain": false,
"description": "",
"links": {

}

"enabled": true,

"id": "2e93d63d8d2249f5a4ac5e2c78586a6e",
"parent_id": "44c0781c83484eb9ad4a5d4d233522cea",
"domain_id": "44c0781c83484eb9a4a5d4d23...",

"name": "MOS"
}
}
R[El{E
REHE R
200 BRI
400 ST
401 TANIESETY
403 IRBIRIEIR
404 RELFENAIEIR -
500 AEBIRSS IR
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F—EBINE
AP &%

5 API

5.4.7 \EERE

INREN4A
ZEOTUBFERRIRENBRS. MBRESEE: EE. &
ZEOTLMEREBE XIFAYEndpointFIE B XigtAYENndpointi@ A . IAMBYEndpointis
2l HMXILIETS.
UL
R LATEAPI ExplorershiEidiziEO,
URI
PUT /v3-ext/projects/{project_id}
£ 5-170 B2SH
B8H = SR A
project_id = String FRBERSHINEID, KA iES
: FEKE. IAMARF., IR, BF
H. Xig. FENBFRAID,
IBRESH

£ 5-171 153K Header 2%

2% =A%k 2% |k
il
Content-Type | @ String | iZ=FEREIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | IhEShE, EFEBFPISMD. XRHE
B,
tokenFrEEiXRIES ISR

MA4RRAS 55 (2025-07-03)

WRIERE © HERRARBIRAT

120
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F—EDINE
AP &% 5 AP

% 5-172 i53K Body &#!

e =E | 5% R
Whif
project = Object IMEEE,

2 5-173 project

2% =R | sEEm i)
05V
status 2 String IMERTER, S289ER

"suspended"gk"normal",

o status{E9"suspended"RJ, £¥EIE
IRENFERS

e statusfE}"normal"Bt, £IEWAEIE
BAEE (B5F) K&

EVESBHE:

e suspended

e normal

RS &

s Rpl
REWERSH RE”" RS,

PUT https://iam.myhuaweicloud.com/v3-ext/projects/{project_id}

"project”: {
"status": "suspended"
: }
i Rz 7351
%
RENE
REE A
204 REMNI .
400 ST
401 NNES @
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APl &% 5 API
REIE )%
403 RBEIREBUR
404 RILEIERMAYZIR
500 AEBIRS = -
503 RSB ABIF .
BI=0
¥

5.4.8 BAMBFESIRE
J

TORENA

it
URI
IERSH

ZEOULATEEREEREFESRE.

ZiEOLAME A2 B XIFAYEndpointF lE ML X IFAYENdpointiE . IAMBYENndpointis
21 WXLRIEDSR.

1RA LATEAPI ExplorerdriflifiziEO,

GET /v3-ext/projects/{project_id}

%k 5-174 BIZESH

e BE | 5% Rk
Whise
project_id 2 String FEANIEID, REARIBESN: K

BKS. IAMEF. IB. AFPA. X

5. EFERIRTRIID,

2 5-175 153K Header 2%

2% BEWI% 2% |k
i)
Content-Type | @ String | iZ=FERNEIES “application/
json;charset=utf8” ,
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https://console.huaweicloud.com/apiexplorer/#/openapi/IAM/doc?api=ShowProjectDetailsAndStatus

BH—BDINIE

APl &%& 5 API
2% Rk 2% |k
il
X-Auth-Token | 2 String | #B&Security AdministratortfRAY
token,
V254
#& 5-176 NN Body 2%
2 S iR
project Object ImE{ER.
2 5-177 project
2 SHERE R
domain_id String IBFrEMKSID,
is_domain Boolean false.
parent_id String MMRETRECLZRIIE , NttabREFTEX
RYIREID,
MREHHIRRAZRNEINR, fcn-north-1, T
IHAMREIKSID,
name String IE&AFR.
description String IMBmAER.
id String ImBID,
enabled Boolean MBS,
status String IMERE.
(=R GN]
FRMBFESRE.
GET https://iam.myhuaweicloud.com/v3-ext/projects/{project_id}
Rz~
IRERTF 200 B:
IERN AR
{
"project”: {

MAHRARAS 55 (2025-07-03)
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"domain_id": "d78cbac186b744899480f25bd02...",
"is_domain": false,

"parent_id": "aa2d97d7e62c4b7da3ffdfc11551...",
"name": "cn-north-1_IAMProject",

"description": "IAMDescription",

"id": "07707ab14980265e2f5fc003a02...",
"enabled": true,

"status": "normal"

}
}
=]
R[EE )%
200 BRI .
400 ST,
401 NS
403 IRBIRIERR
404 RILEERRYRR
500 AEPIRS IR -
503 ARSZAATA.
TEEL
7
5.4.9 ERINBEACER
INRENA
ZEOT L BFESRBEE .
ZEOLERE£BXIFAIEndpointFIE B XIFZAIEndpointiEFE . IAMBJEndpointis
2N WXILIET R
it
RA LATEAPI ExplorerdriElifiziEOl,
URI

GET /v3.0/0S-QUOTA/projects/{project_id}
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https://console.huaweicloud.com/apiexplorer/#/openapi/IAM/doc?api=ShowProjectQuota

BH—BDIAIE

APl &% > API
+ 5-178 RS
8% 2E | SHEn A
Whif
project_id 2 String FEINIEID, REABSN: K
NS, IAMARF. B, AFA. K
s, FEBFRIOID
IBRESH
2 5-179 153K Header 2
2% =8 | SR A
WhiE
X-Auth-Token | 2 String G Security AdministratorffRAY
token, ZKIAMAFRItoken, ( TTE4F
RIPR, {BtokenfdscopeEFURLFAY
project, )
R3S
& 5-180 iz Body 2%
2% SHE e
quotas object WSHEEEE
Z 5-181 quotas
2¥ SHEE iR
resources Array of BREE
objects
£ 5-182 resources
84 SHRT faR
max Integer BoEax AE.
min Integer Bcalex/JME .
quota Integer SRIECEN
type String [Tt
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F—ERINILE
AP &%

5 API

SH SHRE i

used Integer SR RRYECER .

5K
B ERAR .

GET https://iam.myhuaweicloud.com/v3.0/OS-QUOTA/projects/{project_id}

[ iz 73<5)
RS 200 BF:
BRI
{

"quotas" : {
"resources" : [

{
"max" : 50,
"min" : 0,
"quota" : 10,
"type" : "project"”,
"used" : 4

}
REBH 403 A:
REERIENR

o fA1
{

"error_msg" : "You are not authorized to perform the requested action.",
"error_code" : "IAM.0002"

}
o T2
{

"error_msg" : "Policy doesn't allow % (actions)s to be performed.",
"error_code" : "|IAM.0003"
}

K788 79 404 HY:
RIKEBRZAIER R
{
"error_msg" : "Could not find %(target)s: %(target_id)s.",

"error_code" : "IAM.0004"
}

R 7 500 A:
REP RS IR
{

"error_msg" : "An unexpected error prevented the server from fulfilling your request.",
"error_code" : "IAM.0006"

}
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H—BDINIE

APl &%& 5 API
REB
RSB 0%
200 BRI
401 AR .
403 RBIRIENIR
404 RIEERNAYEIE
500 REPIRSSHEIR
e
B2 EIRE.
5.5 IkSEE
5.5.1 &if] IAM AFAILAUGIRIRNKSFIS
IHEENA
ZEOT L BFEEIAMABRE LUGIERK SIS
ZiEOLAMERA 2B XIFAYENdpointF I E M X IFAYENdpointiE . IAMBYEndpointis
21 WXL IREDSR.
A
1 a] LAFEAPI ExplorershiffliizizE.
URI
GET /v3/auth/domains
5RESH
£ 5-183 i53K Header 2
2 BRIk 2% | HmR
it}
Content-Type | @ String | IZ=FERABIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | IAMFBFPRtoken ( TEB4SFHAUR ) -
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https://console.huaweicloud.com/apiexplorer/#/openapi/IAM/doc?api=KeystoneListAuthDomains

H—BDINIE

APl &% 5 API
V=251
% 5-184 IR Body S%f
2% SR ik
domains Array of KSEEIIZE,
objects
links Object REIEHEZER
2 5-185 domains
2% SR ik
enabled Boolean EREEKE, trueNEH, false{EH, ZRIA
Htrue,
id String WSID,
name String WS,
links Object KSHZRIEHEER.
description String KSHIERER
2% 5-186 domains.links
2% SR )%
self String RIREE AL
2% 5-187 links
2% SR )%
self String RIRSEZAL
BRI
BRIAMABRPTLUGENKSIFESE .
GET https://iam.myhuaweicloud.com/v3/auth/domains
Ml iz 73~ 451
RSB F 200 B:
BB
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BH—BDINIE

AP| &% 5 API
{
"domains": [
{
"description": "",
"enabled": true,
"id": "d78cbac186b744899480f25bd022f468",
"links": {
"self": "https://iam.myhuaweicloud.com/v3/domains/d78cbac186b744899480f25bd022f468"
1
"name": "IAMDomain"
}
1,
"links": {
"self": "https://iam.myhuaweicloud.com/v3/auth/domains"
}
}
IR[EE
REHE R
200 BRI
400 ST
401 TAIERTY .
403 IRBEEENR
405 RRFRIRAE
413 BEREAI K,
500 AEPIRSSEEIR
503 RS AR
=
7o
hJ = -—e-{
5.5.2 BiEKS L EEREE
IHEeNa

ZEOR L BTEORKSEDRERE, E0EREEEDRERIRAIIENREARR

Higik,

iz O LUMERAEBXIFAIEndpointFIE B X iatHYEndpointi@ .. IAMBJEndpointi’

20 MXAERT .

i

1ZALATEAPI ExplorerdrifEiftizizOl,

URI

GET /v3/domains/{domain_id}/config/security_compliance
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H—BDINIE

AP| &% 5 API
%+ 5-188 IERBH
8% =E | BHEE R
WA
domain_id 2 String FEENKSID, KESIBESN: K
WS, IAMEBF. IiH. AFPE. X
5. ZFENZFRFID,
1BRBH
K 5-189 53K Header 2#
8% BE W% 2% |k
3t
Content-Type | @ String | IZ=FERABIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | URLFrdomain_idprXd RNk SHIAME R
Htoken ( BFH4FHEIR ) -
)RS5t
% 5-190 I Body S
el S¥RT R
config Object BeEER.
£ 5-191 config
8% SR ik
security_com | Object ZhaERIRER.
pliance

& 5-192 config.security_compliance

84 SHRT R

password_reg | String Zi8smE RISAYIENIZRIXT
ex

password_reg | String R ESRARAYEA
ex_description
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F—EBINE
AP &% 5 AP

5Kl
Bk S IDIRE RS

GET https://iam.myhuaweicloud.com/v3/domains/{domain_id}/config/security_compliance

N Rz 73~/
R7Z&EL7 200 AF:
BEREIN

{
"config": {
securlty compliance™: {
"password_regex": "A(?I[A-Z]*$) (?![a-z]*$) (2! [\\d]*$) (P [M\W]*$)\\S{6,32}$",
"password_regex_description": "The password must contain at least two of the following character
types: uppercase letters, lowercase letters, digits, and special characters, and be a length between 6 and 32."

}
}
IREHE
IREWE 3%
200 IERN AN
400 ST
401 TAIER ML
403 IRERIENR
404 RIKENERAIRIR o
405 RRFNTGE,
413 BRI K
500 AEBIRSS fEI=
503 RS AATR .
$HIRES
7
5.5.3 IHEMHEARSEHEERESR
TheeN 48
ZEOTLURATFEREHEERSEERERE, S9AROEEEEERBIENZER
R R ELEIA
1Z$§D__[LJ\1§)EH@%I:HEI’JEndpomt%I] L {th X1 AYEndpointiEFE . IAMAYENndpointis
 MXEIRT R
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H—BDINIE

APl &%& 5 API
i
1 B] LAFEAPI ExplorerdhifiiizizE .
URI
GET /v3/domains/{domain_id}/config/security_compliance/{option}
x 5-193 RIZBH
S =2h | sEem ik
domain_id = String FEENKSID, KESIBESN: 3K
BK=S. IAMEBF., IB. AFPA. X
8. FHERIZFRFAID,
option = String HAFEY . ZFERASH:
password_regexzy,
password_regex_description,
password_regex: ZAE5RERIZAIIEN
FIAT; password_regex_description:
RO R ERISAYIEIA
EEEE:
e password_regex
e password_regex_description
IBRESH
2 5-194 153k Header 2%
8% B 8% | Bk
it
Content-Type | @ String | IZ=FERNEIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | URLARdomain_idFrXd M Ik ShIAMARF
A9token ( THAFHIUR )
V254
7= 5-195 NIz Body S
¥ SRR iR
config Object BEER.
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F—EBINE
AP &%

5 API

£ 5-196 config

2% SR R

password_reg | String FIDEERIBAIIENZFRIAIL, (SHoptionJy

ex password_regexHtiR[@])

password_reg | String ZIERERERAVEIA . (Hoptionfy

ex_description password_regex_descriptionAFiR[a])
(=Pl

o IRBEMHEIIKRSERRERM, option/gpassword_regex,

GET https://iam.myhuaweicloud.com/v3/domains/{domain_id}/config/security_compliance/

password_regex

o IXBEMHEAWSEZAIREREE, optionJgpassword_regex_description,
GET https://iam.myhuaweicloud.com/v3/domains/{domain_id}/config/security_compliance/
password_regex_description

il iz 73~f51

K765 200 A

(=R NZAYS

51: optionApassword_regex.,

M52 optiongpassword_regex_description,

o fil1
i "config": {
}
}
o 2
i "config": {

"password_regex_description":

The password must contain at least two of the following

character types: uppercase letters, lowercase letters, digits, and special characters, and be a length
between 6 and 32."

}
}
REE
REHE R
200 BRI
400 ST
401 TANIESETY
403 IRBIRIEIR
404 REEFIEN AR o
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H—BDINIE

APl &% 5 API
REWE iR
405 ARG X,
413 =R SO NS
500 AEBIRSS IR -
e
x
5.5.4 HifKSHEER
IhEeENA
ZEO L BTFEaRSHEE.
ZEOLERE£BXIFAIEndpointFIE B XIFZAIEndpointiEFE . IAMBJEndpointis
2l MXHLETR.
U
1RA LATEAPI ExplorerdriEidiziEOl,
URI

GET /v3.0/0S-QUOTA/domains/{domain_id}

% 5-197 IBRE¥

¥ 28 |oHEm i
WhisE
domain_id 2 String FEFNKSID, FKEAIES N 3K

S, IAMAR. IH. BFPA. K
f. EFERIRFRFOID
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H—BDINIE

AP| &% 5 API
K 5-198 Query 2#
el = | %R HR
WhisE
type & String HiRCEHIRE, IRTIESIS,
NREIFFEREER . BUETENT:
e user: IAMEPEIER
e group: FAF4HECER
o idp: SPIRMHEEER
e agency: FHITEER
e policy: BHENRHEHECER
e assigment_group_mp: —/1FFPA
EFIAMIB A48 E A RECER
e assigment_agency_mp: —{&EIER]
HBERIINPRECER
e assigment_group_ep: —\FIFHEE
FEWIRE T4 ERINPRECER
e assigment_user_ep: — M HFETF
IR B T4 ERINPRECER
e mapping: WKSHEESHIRHE
g WU
IBREH
% 5-199 53K Header 2%{
8% 2 | %R R
WhisE
X-Auth-Token | 2 String IAMEB P aStoken., ( TEFHIIE. )
R3S

RS 200 B

% 5-200 lui; Body 2#

B8H e il iR
quotas Object KSEAER
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BH—BDINIE

APl &% 5 API
& 5-201 quotas
2 SR A
resources Array of ZHREE,
objects
2 5-202 resources
2Y SR ik
max Integer BoEax AE
min Integer [N =
quota Integer HBIBcA.
type String [ St
used Integer E{FEAYECE .
Hp S DR IREIHN mapping E(EFREE S
RRBfTRE, EHEE.
(=R GN]
MK SHCER

N Rz 7~

GET https://iam.myhuaweicloud.com/v3.0/OS-QUOTA/domains/{domain_id}

R7&6375 200 A

IERN AV
{
"quotas" : {
"resources" : [
{
"max" : 1000,
"min" : 50,
"quota" : 50,
"type" : "user",
"used" : 10
%
{
"max" : 300,
"min" : 10,
"quota" : 20,
"type" : "group",
"used" : 8
%
{
"max" : 20,
"min" : 10,
"quota" : 10,
"type" : "idp",
"used" : 9
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APl &% 5 API
T
{
"max" : 300,
"min" : 10,
"quota" : 50,
"type" : "agency",
"used" : 12
T
{
"max" : 300,
"min" : 128,
"quota" : 200,
"type" : "policy",
"used" : 8
T
{
"max" : 500,
"min" : 50,
"quota" : 200,
"type" : "assigment_group_mp",
"used" : 8
T
{
"max" : 500,
"min" : 50,
"quota" : 200,
"type" : "assigment_agency_mp",
"used" : 8
T
{
"max" : 5000,
"min" : 50,
"quota" : 500,
"type" : "assigment_group_ep",
"used" : 8
L
{
"max" : 5000,
"min" : 50,
"quota" : 500,
"type" : "assigment_user_ep",
"used" : 8
L
{
"max" : 100,
"min" : 10,
"quota" : 10,
"type" : "mapping",
"used" : null
}
1
}
}
RZ58879 400 AY:
ST
{

"error_msg" : "Request parameter %(key)s is invalid.",
"error_code" : "IAM.0007"

}
REBH 403 B:
IREIRIERUR

o A1
{

"error_msg" : "You are not authorized to perform the requested action.",
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AP &% 5 AP

"error_code" : "IAM.0002"

}
o ffll 2
{

"error_msg" : "Policy doesn't allow % (actions)s to be performed.",
"error_code" : "IAM.0003"
}

W& J9 404 B
FRLFENAVER -
{
"error_msg" : "Could not find %(target)s: %(target_id)s.",

"error_code" : "IAM.0004"
}

REBH 500 A:
W_‘BHEQ%E 1* o
{

"error_msg" : "An unexpected error prevented the server from fulfilling your request.”,
"error_code" : "IAM.0006"

}
T

7N )%

200 BRI

400 ST

401 TANIESETY o

403 IRBERIEIR

404 RIEIENAVE R o

500 MEBARSSHRIR -
ghom

B2 ARG

5.6 IAM HR =18
5.6.1 SEREIF IAM BHR%IE

INRENEA
ZiEOT L BT EEREWAMAFIIE.

1Z?§D_JLJJ§JEH$% XigAIEndpointF I E X istHIENdpointiE . IAMBIEndpointis
D RARIRT R

SASRRAS 55 (2025-07-03) WA © LR ABIRAE 138


https://support.huaweicloud.com/usermanual-iam/iam_01_0001.html
https://developer.huaweicloud.com/endpoint?IAM

F—EBINE
AP &%

5 API

i

URI

ZA LATEAPI ExplorerdriElifiziEOl,

GET /v3/users

K 5-203 Query 2

SH =5

SHR

1)

domain_id & String

IAMRFFETBIKSID, SREVGRiES
: IREKS. IAMAR. 8. AF
H. Xig. EFERIRFRFAID,

iy

enabled Boolean

=ABREIAMAR, trueSAfGHA, falsed
=8, EiASBtrue,

name String

IAMEBFS .

o | DN

password_exp String

EAI EAR A ZEANUIRTRIRER

ires_at

oS HRRYE]

=EWk
password_expires_at={operator}:
{timestamp},

timestampt&zL9: YYYY-MM-
DDTHH:mm:ssZ, 733l
password_expires_at=[t:2016-12-08T722:02:00Z

1528H
e operatorBUESBHE: lt, lte, gt, gte,
eq, neqo

o lt: THARTIE N Ftimestamp,

o lte: THARGIEVNFEETFtimestamp,

o gt: iIHARYEIKFtimestamp,

o gte: FHEARTIEIAFEFtimestamp,
o eq: JHARYEE Ftimestamp,

e neq: JHARSEAZFFtimestamp,

IBREH

2K 5-204 153Kk Header &%

2% =AUk ¥ | Er
Sl
Content-Type | & String | iZFERABIES “application/
json;charset=utf8” ,
SASRRAN 55 (2025-07-03) WA © LR ABIRAE 139
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BH—BDINIE

APl &% 5 API
2H BRI 2% | A
i)
X-Auth-Token | 2 String | BIAISHE, FEBFSH . NRFEE
B,
tokenFT B RIES ISR .
N Rz SE
7 5-205 mAZ Body 2%
2% SHRT T
links Object RIFEEER
users Array of IAMEF{EE%E,
objects
& 5-206 links
2H SR iR
self String R pEEHEL
previous String FI—SBEERIR R, RFEERT ANl
next String E—PERIREEIE, AFER ANl

2% 5-207 users

2% SR fHiA

name String IAMEBF&

links Object IAMBFHIRIBEIHEES

domain_id String IAMAFERBWKSID,

enabled Boolean IAMBREERBH. trueR~BH, false®R(E
Fi, EiAJatrue,

id String IAMARID,

password_exp | String

IAMAFZBZEARTE, “null” RREFRBATD

ires_at HA,
Ll
UTCRTE, &= AYYYY-MM-DDTHH:mm:ss.ssssss, H
HAFOAT @B AR U0 2023-06-28T708:56:33.710000,
description String IAMAFEIMEE.,
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AP &%
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2H SR iR
access_mode | String IAMBFAEER .
o default: ERABIEMER, wIZHOIFEIEES
&ihiE,
e programmatic: #RIZiAIE.
e console: BIEIEHIAGIAIE,
pwd_status Boolean IAMAPZIEIRES, true: EE(EMET,
false: IFE. MIRZFEREE, HFEAIBERIR
[El,
last_project_id | String IAMRERFIRBLE R SRR, EEHe&ERaImE
ID, MNRAFEIHIEIERE, WFEAsERRE,
pwd_strength | String IAMBBFPRIZRIRE . high: ZERES; mid:

EiYEEPE; low: EFEER. WRAFPKRR
BE, FRATEERIRE,

£ 5-208 users.links

2% SR ik

self String CAD LIS eI rEN |

previous String BI—4BIERIREEIBIE, REER AUl
next String [E—EBEER R R, AFEER Anull,

i5RHI

BEREAIAMBRSIE,

GET https://iam.myhuaweicloud.com/v3/users

(MR

RGN EISTE, FTLUSMEESH, m:

GET https://iam.myhuaweicloud.com/v3/users?
domain_id=d78cbac186b744899480f25bd02...&enabled=true

il iz 73~ 451

JRZSFEJ9 200 A

BRI
{
"links": {
"next": null,

"previous": null,

"self": "https://iam.myhuaweicloud.com/v3/users"

}

;
"users": [
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APl &%

5 API

)

"domain_id": "d78cbac186b744899480f25bd02...",
"name": "JAMUserA",
"description": "IAMDescriptionA",
"password_expires_at": null,
"links": {
"next": null,
"previous": null,
"self": "https://iam.myhuaweicloud.com/v3/users/07667db96a00265f1fc0c003a3..."

1
"id": "07667db96a00265f1fc0c003a...",
"enabled": true

"pwd_status": true,
"domain_id": "d78cbac186b744899480f25bd02...",
"last_project_id": "065a7c66da0010992ff7c0031e5a...",

"name": "JAMUserB",
"description": "IAMDescriptionB",
"password_expires_at": null,
"links": {
"next": null,
"previous": null,
"self": "https://iam.myhuaweicloud.com/v3/users/07609fb9358010e21f7bc003751c7...

%,
"id": "07609fb9358010e21f7bc003751¢7...",

"enabled": true

REHE fik

IERN2A

TN

RERENIR

RKEIENAIRR o

RAVFRITT IR

RIRHSE

IERIFIT K.

ARSSAATA .

MAERARAS 55 (2025-07-03)

WRIERE © HERRARBIRAT

142



F—EBINE
AP &%

5 API

5.6.2 Zif] IAM FPEE (%)

INgENTA
ZEOTUBTFEESERAMARFER, AMBREIECHFS.
1%;:EITLM§FH£J%EHE’JEndpomtﬂ] Lt X1AYEndpointi@A . IAMAJEndpointid
2N WXHLIETR
i
1 e] LAFEAPI Explorerdhifiliriziz .
URI
GET /v3.0/0S-USER/users/{user_id}
% 5-209 IRZSH
¥ =R | sEEn g
WA
user_id 2 String FEEWNIAMBRID, FEAIES
Ju FEKS. IAMBER. 8. AF
H. Xig. ZFEHIFRMID,
BRESH
2 5-210 153K Header 2%{
2 =h | 2HeE A
WA
X-Auth-Token | 2 String ESERTERIAMARIER: 152 EIR
I,
IAMAF&EIIESAYFE: URLAF
user_idFrXtRIAMBIPEItoken ( TS
BRIUR ) ©
VRS54
%= 5-211 I Body %
2% SR A
user Object IAMABPEE,
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https://support.huaweicloud.com/usermanual-iam/iam_01_0001.html
https://developer.huaweicloud.com/endpoint?IAM
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https://support.huaweicloud.com/usermanual-iam/iam_01_0001.html

BH—BDIAIE

5 API
2 5-212 user
el SHRT R
enabled Boolean IAMAARPZ28AEH. trueR~igH, falseXx R
F, EiAJgtrue,
id String IAMEFID,
domain_id String IAMBREREWKSID,
name String IAMAAFZ .
links Object IAMB PR EIRIEHEER .
xuser_id String IAMRPTESMNEBRZHRIID,
xuser_type String IAMBPTESMNBR S HRIZEE,
areacode String IAMARPFISAIESG
email String IAM B FHEFE .
phone String IAMABRPFIS,
pwd_status Boolean IAMBBFPZRBIRTES . true: EE(EHKZRRI,
false: IEE. MIRZFEREE, WFEABERIR
=,
pwd_create_ti | String |IAMFBFZ 3 El2RTE) o
me 1588
UTCR/E], $&=XAYYYY-MM-DD HH:mm:ss,
modify_pwd_t | String |IAM BB 2R3 E #ATE] o
ime 58
UTCHJIE, &= AYYYY-MM-DD HH:mmiss,
update_time | String IAMP P EFhETE] .
izt
UTCR/E], &=V AYYYY-MM-DD HH:mm:ss,
create_time String IAMA P 6UzERTIE]
1588
UTCRT/E], $&ZAYYYY-MM-DD HH:mm:ss,
last_login_tim | String IAM AP &EZERIEE0AIERDE .
e 1588
UTCRFE, #&=LAYYYY-MM-DD HH:mm:ss.
last_pwd_aut | String IAMA P& /= FAZISIAIERTE] .
h_time =L
UTCR/E], $&ZAYYYY-MM-DD HH:mm:ss,
pwd_strength | String IAMAPZEEE . (558 9Low/Medium/Strong/
None, D RIRTFEIDRER/F/E/F.
is_domain_ow | Boolean IAMABREEAKS .

ner
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AP &%
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2% SR fEA
access_mode | String IAMBFAEER .

o default: EUAGIEIETC, wIZHIOFIEERES

=Vl 18

e programmatic: #RIZiAIE.

e console: EEEHIAIHIA,
description String IAMAF#ERMEE .
Z 5-213 user.links
2% SR ik
self String RIRSERERL
previous String FI—SPEERIREERIE, RFEERT ANl
next String [E—SBEER R ERE, AFEER AAnull,

BRI

HIBIAMARFE, 8FEaAMARBFS . BfE

BEHER

GET https://iam.myhuaweicloud.com/v3.0/OS-USER/users/{user_id}

i Rz 735
RSB 200 B
IERN AV
{
"user" : {

"pwd_strength" : "Strong",
"create_time" : "2020-07-08 02:19:03.0",

"pwd_create_time" : "2022-10-13 07:35:12.0",
"modify_pwd_time" : "2022-10-13 07:35:12.0",

"last_login_time" : null,
"last_pwd_auth_time" : null,
"areacode" : ""

"enabled" : true

"domain_id" : "086ba757f90089cf0fe5c000dbe7f...",

"xuser_id" : "",
"pwd_status" : false,
"update_time" : null,
"phone" : "-"
|s_doma|n_owner" : false,
"access_mode" : "default",
"name" : "autotest1",
"links" : {

"next" : null,

"previous" : null,

"self" : "https://iam.myhuaweicloud.com/v3.0/OS-USER/users/093f75808b8089ba1f6dc000c7cac..."

"’id" : "093f75808b8089ba1f6dc000c7cac...”,

no.onn

"xuser type
emall" o nn
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"description" : "aaa"
}
}
R[EE
REHE A
200 BRI o
403 RBIRIENIR
404 RIKEBNAIRIE
405 AFRIBEIE.
500 AEPIRSHBIR -
T
BEEHEED.
5.6.3 &if] IAM BBl
INEEN4A
ZEOUBTFEESERIAMARFER, AMBREEECHAFFERE.
1Z$§IZI_JLJ\1§H§$%EHEI’JEndpomtﬂl L{th X1 AYEndpointiEFE . IAMAYENndpointis
20 WXMRED=.
EOL%R
ZEOTEEGIAMBRIFNS. IHEFES. IFEEELRAER, B2 &8
IAMAFFE (%) .
it
RE]LATEAPI ExplorershiEidiziE0,
URI

GET /v3/users/{user_id}

% 5-214 IRZSH

2%

= | 2EEE

ik

user_id

= String

FEANAMBRID, KEAKIES
W FEKE. IAMERF. TiH. BF
H, Xi. ZFEHSZHRMID,
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BH—BDIAIE

APl &% 5 API
IBRSH
7= 5-215 153K Header £
8% BE W% 2% | #Hk
St
Content-Type | =2 String | iZ=FERABIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | EEREAIAMBFIERS: B2 IER
I,
IAMAFPEIRIECHFE: URLF
user_idFTXtRZIAMAIFPEtoken ( BFH4F
SRR ) o
[ e
% 5-216 [ Body S%
8% SRR iR
user Object IAMARFER.
% 5-217 user
2% SR RR
name String IAMARZ,
links Object IAMBBFRIRREIHEES
domain_id String IAMAFEREMKSID
enabled Boolean IAMARPZREEH. truek~BHA, falseRRiZ
F3, Bi\Jtrue,
id String IAMEFID,

password_exp | String

IAMAFRZRISEARSE), “null” RREBRY

ires_at HA,
WiEH
UTCRTE], #&ZXAYYYY-MM-DDTHH:mm:ss.ssssss, H
BAFORT a8 AE 00 : 2023-06-28T08:56:33.710000,
description String IAMEPH#EIRMER
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F—BBINE
AP &%

iERHl

N Rz~

5 API
2H SR iR
access_mode | String IAMBFAEER .

ainld,
e programmatic: RI2iHIE.
e console: BEIFFHIGIHE,

e default: BECAIBIEER, HmIEHOFISEEH

pwd_status Boolean IAMARPZIBIRES, true: EEBHZRT,

[al,

false: IEE ., WIRZHBFRIEE, FEEAIEE

last_project_id | String

ID, WMNRARPLIBEICE, WFEAIEE

IAMBBFPIEE &R %ta1, EEH E‘—Fuﬁ@ﬂﬁlﬁﬁ

2% 5-218 user.links

2 SHE f#iA

self String AR LIS eI rEN |

previous String BI—SPIE R RS IE , AEER Anull,
next String E—SME A RSN, AEER Anull,

FHIAMAREE, TEEEIAMABRIFIS. iFEEER.

GET https://iam.myhuaweicloud.com/v3/users/{user_id}

HREBH 200 A:
BRI -

{

}

"user": {

}

"pwd_status": true,
"domain_id": "d78cbac186b744899480f25bd02...",
"last_project_id": "065a7c¢66da0010992ff7c0031e5a5...",
"name": "IAMUser",
"description": "--",
"password_expires_at": null,
"links": {
"next": null,
"previous": null,
"self": "https://iam.myhuaweicloud.com/v3/users/07609fb9358010e21f7bc003751..."

b

"id": "7116d09f88fa41908676fdd4b039...",
"access_mode": "console",

"enabled": true

MAHRARAS 55 (2025-07-03)
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H—BDINIE

APl & > API
REHE
R[EE 0%
200 BKEI0 .
400 ST,
401 TNESM
403 SBEIRERIR
404 RILEIERAYZR
405 ARFREE.
413 mEHZE,
500 AEBIRSSHEIR
503 RBARIH,
BI=0
7
5.6.4 &if IAM BFFrERF4A
INEENA

ZEOULATEERENAMAFRERFE, AMAFERBCHERFH.

ZEOYLER£BEXIEAEndpointFIE M XIFHAIEndpointiAA . IAMAJEndpointis
20 HMRANRIFEHR.

i
1ZA LATEAPI ExplorerdrifEiftizizOl,
URI

GET /v3/users/{user_id}/groups

% 5-219 BIZS#

S = SHEE 3%
05V
user_id 2 String FEEIAMERID, KEARIES

W FREKE. IAMER. TiH. BF
H. Xig. ZFENSZTHRMID,
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BH—BDINIE

APl &% > API
IBRESH
% 5-220 153K Header 23
B2Y EEWI%E 2% | Er
i)
Content-Type | @ String | iZ=FEREIES “application/
json;charset=utf8” ,
X-Auth-Token | & String | EEREEIAMBFFRERFAE: B2l
BRI
IAMBR&EISECHERPA: URLH
user_idprXIRIIAMBE P RItoken ( TFH4F
PERUR ) o
IR &%
% 5-221 Kz Body %
2% SHRT iR
groups Array of FFAERIIZE.
objects
links Object RFIHZER

K 5-222 groups

e SR fix
description String FFEERAER.
id String FAF4EID,
domain_id String FF4EmEKSID,
name String FFBEFR,
links Object FFHENSFIEHEER
create_time Long FAF4B8I%EATE) .
2K 5-223 groups.links
2% SR A
self String RIRSEREHbL

Sk 55 (2025-07-03) WRIERE © HERRARBIRAT
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BH—BDIAIE

APl &% 5 AP|
2 SRR A
previous String BI—ePIERRpHEIE, RAEFEER Anull,
next String [E—4RIERIREEIBIE, RFEER AL,
2 5-224 links
S SRR iR
self String RIRSEE AL
previous String BI—4RBIERIREEIBIE, REER AL,
next String E—SME A REE N, RAEER Anull,

RGN
B AMAF R4 .

GET https://iam.myhuaweicloud.com/v3/users/{user_id}/groups

e Rz 73~451
K& 200 B
ERAIN
{

"groups": [

"domain_id": "d78cbac186b744899480f25bd0...",
"create_time": 1578107542861,

"description": "",
"links": {
"next": null,
"previous": null,
"self": "https://iam.myhuaweicloud.com/v3/groups/07609e7eb200250a3f7dc003cb..."

Iy
"id": "07609e7eb200250a3f7dc003cb7..."
}
1
"links": {
"next": null,
"previous": null,
"self": "https://iam.myhuaweicloud.com/v3/users/076837351e80251c1f0fc003afe43.../groups"

}
}

R[EE

REHE il
200 BRI
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BH—BDINIE

APl & > API
REE )%
400 ST
401 INIESE .
403 RERIESUR .
404 REEERAYEE
405 RARVFRITS %
413 TRz,
500 AEBERSZ IR -
503 RESARTE
==
¥
5.6.5 EEREAAFAREER IAM BF
INEENA

ZEOUUATFEEREERFPAFREERIAMAR,

ZiEOn LAME A2 B XIFAYENdpointF I E M X IFAYENdpointiEFE . IAMBYENndpointis
21 WXRIEDSR.

it
1ZBLATEAPI ExplorerdrifidizizOl.
URI

GET /v3/groups/{group_id}/users

% 5-225 BRIZS#

2¥ =E | sHEE )%
D57
group_id = String FEENAREID, REGRIESR:

RS IAMAR. IB. AF4A.
Xig. ZENZFHRFID,
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BH—BDINIE

AP| &% 5 API
IBREH
2 5-226 153K Header 3#
2% =AWk 8% | Rk
i
Content-Type | @ String | IZ=FERIEIES “application/
json;charset=utf8”
X-Auth-Token | = String iﬁ a<$hE, FEBEFNSM5 . NRFHE
tokenﬁEmWBE L
)2
% 5-227 ImKZ Body &1
2H SRR iR
links Object FBPEZEIERY G .
users Array of IAMBFR{ER%%.
objects
2% 5-228 links
2% SHRT R
self String RIRSEREL
previous String BI— P RIR ML, RNFERT Anull,
next String E—eERRpEERIE, AEFEER Inull,
2 5-229 users
2% SRR iR
name String IAMEBF& .
links Object IAMEBFHIRIEIHEES
domain_id String IAMAFERBWKSID,
enabled Boolean HREEBR. trueRREH, falseXR=H,
KN AItrue,
id String IAMARID,
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H—BDINIE

APl &% 5 API
2H SR iR
password_exp | String ZROSHARTE, “null” RRBZDAITH,
ires_at =l

UTCAHE, X IYYYY-MM-DDTHH:mm:ss.ssssss, H
HAFNATIEIEAE=LHN: 2023-06-28T08:56:33.710000,

description String IAMAF#EIRMER .
access_mode | String IAMARIBIEER .
o default: EUABIEMER, wiZHEIFEIEES
=1EIR

e programmatic: RIZIHIT.
e console: EBIFZHI&IATE,

pwd_status Boolean IAMARZRAS ., true: EEEXERT,
false: IEH ., IREFPRIRE, WFERAIRENR
[,

last_project_id | String IAMERIBHE =R, EEHla&EHERIIR
BID, MIRAFLIHEICR, WFRATEERIR
=],

pwd_strength | String IAMBFHIZRS58E ., high: FMERES; mid:
FRBEEHPE; low: FiaER. NRAPERE
EHEL, WFEAETRE,

2% 5-230 users.links

2% SR fHiA

self String BRESEERL

previous String BI—ePIE AR pHEIE , AEFEER Anull,
next String [E—eMiEsRRat b, AFERT Anull,

5K
BEREARPERSSNIAMARN,

GET https://iam.myhuaweicloud.com/v3/groups/{group_id}/users

i) aa ]l
R7SEDH 200 A
BREIN
' "links": {

"next": null,
"previous": null,
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"self": "https://iam.myhuaweicloud.com/v3/groups/07609e7eb200250a3f7dc003cb7a4e2d/users"

%
"users": [
{
"pwd_status": true,
"domain_id": "d78cbac186b744899480f25bd...",
"last_project_id": "065a7c66da0010992ff7c0031e...",
"name": "JAMUserA",
"description": "--",
"password_expires_at": null,
"links": {
"next": null,
"previous": null,
"self": "https://iam.myhuaweicloud.com/v3/users/07609fb9358010e21f7bc00375..."
1
"id": "07609fb9358010e21f7bc003751c7...",
"enabled": true
h
{
"pwd_status": true,
"domain_id": "d78cbac186b744899480f25bd022...",
"last_project_id": "065a7c66da0010992ff7c0031e5a...",
"name": "JAMUserB",
"description": "",
"password_expires_at": null,
"links": {
"next": null,
"previous": null,
"self": "https://iam.myhuaweicloud.com/v3/users/076837351e80251c1f0fc003af..."
1
"id": "076837351e80251c1f0fc003afe43...",
"enabled": true
}
1
}
,
IR[EE
REHE iR
200 BRI
400 ST
401 TNIESETY .
403 REBRIERUIR
404 RIKEBNAIEIE
>
%mﬁﬂ
7
=gds (=)
5.6.6 EERGIZE IAM A (=
ab AL
INRENA

ZiEORLATEEREZIAMAR.
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F—EBINE
AP &% 5 AP

ZEOTLUERE R XIFAIEndpointFIE tXIEERIENdpointiEE . IAMBJENdpointid
S BMRMBRDR.

izt
RE]LATEAPI ExplorerdiEiiziE.
URI
POST /v3.0/OS-USER/users
BRBH
K 5-231 i53K Header 3#
8% BE W% 2% | R
St
Content-Type | =2 String | iZ=FERABIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | EASHE, FEEEFPNSR . NREE
=
tokenPTFRAXPRIE S AR »

% 5-232 53K Body 2#{

84 28 | s R
WHIf
user = Object IAMAR{EE.
< 5-233 user
2% B2 | ¥R iR
Wik
name = String IAMBRFZ, KE1~6428, REEES
MTFER: KINEFE., TR, HF
SHSHRFA (- ) BRI F S IBFT
L,
domain_id 2 String IAMARFERBHIIKSID, SKENARIES
0 FFEKS. IAMAF. IHE. AF
H. Xig. FFERBIRFID,
password B String IAMAFZES
email S String IAMABFHRFE, FBRFSHRFEER, KEN
FEF 25511,
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BH—BDINIE

APl &% 5 API
2% =h | SR fik
Wik
areacode B String ExRB. “RSFHSERFE. FE
KpESH “0086”7 .
phone B String IAMBRFNS, 4#=F, KENFETF
32, BARSERIBENFE.
enabled & Boolean EEBRIAMABR., true G, falsed
28, BiABtrue,
pwd_status i Boolean IAMBEFEXRERESREEFR, KAE
BEE,
xuser_type & String IAMRPTESNEBR A HRIZEE, KE/NF
2T 6417, xuser_typellR1FE, ME
E5E—fE 5 f9xaccount_type.
xdomain_typetkis, MSxuser_idEAT
FHE . xuser_typeBUESRNNZHF
Tenantldp,
588
HNBRGHIE SN TIHENINB I ETER
%, xaccount_type. xaccount_id.
xdomain_type. xdomain_id. xuser_type.
xuser_idESHIE, TEELARIKE, BE
W EER,
xuser_id B String IAMARTEINBRZHRIID . KE/NFE
F128(u, ZSxuser_type[EASFE, fF
FAAPIR BN IDE, HTFAIZEIAM
EHEELEALNER, BEERIFFE
&,
izl
HNBRSEE SR TIHERIINB WV ETRR
%, xaccount_type. xaccount_id.
xdomain_type. xdomain_id. xuser_type.
xuser_idESH(E, TEEELATRKE, BE
WEEER,
access_mode | & String IAMARIBIEER .
e default: ERAGIEMER, wiEHEFN
EIEEHEHE,
e programmatic: 4RI2iAIE.,
e console: EBEFIGIAE,
description S String IAMABFPEREE

MA4RARAS 55 (2025-07-03)
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F—EBINE
APl &%

5 API

MR SEL

% 5-234 g Body &%

B2Y et et RR
user Object IAMBF{EE.
& 5-235 user

e SR fhR

status Integer IAMABPIREEE

pwd_status Boolean IAMBBFRFEXREREEEEENE,

xuser_id String IAMBREIMBRERSHRIID,

1588

HNBERGHE SN TINHENINBR WV EIR RS,
xaccount_type. xaccount_id. xdomain_type.
xdomain_id. xuser_type. xuser_id&S#(H, TiEE
HERTRE, BEACVEER,

xuser_type String FFREINBRFHRIRE,

3R
HNBRFIE SN IHERISNBE W EE RS,
xaccount_type. xaccount_id. xdomain_type.
xdomain_id. xuser_type. xuser_id&ES8#H, L&
HEHRRIRE, FEEEWVEERER,

access_mode | String

IAMAFIGIERIER .

o default: ENAGIEIRTC, wIEHIDFISIEES
ainla.

e programmatic: RIZIHIT.

e console: EIF=FI&IAE,

description String IAMBF#EIRAMER .

name String IAMBFPZ, KE1~3228, ReeB3T=
& KNSFE, 8, HFaFHRFE ()
BRI TS =HEF k.

phone String IAMBRFEINS, &#=F, KENFETF3204L,

WIS ERBENFE.

is_ domain_ow | Boolean

IAMAFREAKSEER.

ner

domain_id String IAMBFRTEKSID,

enabled Boolean EEERIAMEBR ., trueAfEHA, falseEH,
EINHtrue,

areacode String ExRiB. FEKXRA “00867
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BH—BDINIE

APl &%& 5 API
2 SRR A
email String IAMEB P #RFE
create_time String IAMPB P El2RT8] .
iRE
UTCRTE], &=L AYYYY-MM-DDTHH:mm:ss.ssssss, H
HAFOATEBAZ=U0: 2023-06-28T708:56:33.710000,
xdomain_id String BEEFRRIERRSE.
xdomain_type | String BEEEMR,
default_projec | String FARFELMARIIREID,
t_id
id String IAMEBBFID, KEHN32FH,
password_exp | String ZROITHRRGE, “null” TREBERIIH
ires_at =Lz
UTCRTE], &=L AYYYY-MM-DDTHH:mm:ss.ssssss, H
HAFOAT EBAZ=U0: 2023-06-28T708:56:33.710000,
Bkl

g Rz7~51

SWRAE—NEZH “IAMUser” BIIAMBR, FBPROmRfEHtitE
IAMEmail@huawei.com, FH=F8E2008612345678910, {FHEZKIABOER,, BJLL

miEhaMERER&InE.
POST https://iam.myhuaweicloud.com/v3.0/OS-USER/users

"user": {
"domain_id": "d78cbac186b744899480f25...",
"name": "I[AMUser",
"password": "IAMPassword@",
"email": "IAMEmail@huawei.com",

"phone": "12345678910",
"enabled": true,

"pwd_status": false,
"xuser_type": "",

"xuser_id": "",

"access_mode" : "default",
"description": "IAMDescription"

RSB S 201 B:
BIERKIN .
{

"user": {
"pwd_status": false,
"xuser_id": "",
"xuser_type": "",
"access_mode" : "default",
"description": "IAMDescription",

MAHRARAS 55 (2025-07-03)
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"name": "IAMUser",

"phone": "12345678910",

"is_domain_owner": false,

"enabled": true,

"domain_id": "d78cbac186b744899480f25bd...",
"areacode": "0086",

"email": "IAMEmail@huawei.com",
"create_time": "2020-01-06T08:05:16.000000",
"xdomain_id": "",

"xdomain_type": "",

"id": "07664aec578026691f00c003a...",
"status": null,

"password_expires_at": null,
"default_project_id": null

}
}
REHE
REE ik
201 BUEERYIN
400 ST
401 TAIERML
403 IRBIRIEIR
404 RLFWEN AR -
405 AREFNTEE,
409 BRI,
413 BRI K
500 AEBIRSS fEI=
503 RS AR
HELE]
IESEEIRE,
5.6.7 SR EIE IAM R
ThEENR

ZEOTUBATFEEREIZAMAR ., IAMVAREXERINEEENEDR.
ZEOLUER2BXIFAIEndpointF I E Mt XIFAIENdpointi@F . IAMAYENndpointis
2N WRIRIRE S

EOLR

fﬁﬁﬂlZ}xElﬁULlAMﬁﬁF'Ej FREMEIAMAFRIF I SIBMERE, WHERE LIRS
2, 520 EEREIAMAR (%) .
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BH—BDINIE

APl &% 5 API
5}
1RA LATEAPI ExplorerdriElidiziEOl,
URI
POST /v3/users
IBRSH
% 5-236 153K Header 2%
2 EEWiE s | Er
i)
Content-Type | @ String | iZ=FEREIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | BIAISHE, FEBFSH . NREE
B,
tokenFrFBAIRIE S WIFAIR

% 5-237 153k Body &

8% =E | BHEE R
WA
user = Object BFR{ER,
& 5-238 user
8% =E | BHEE ik
WA
name = String IAMARFZ, KE1~642/8, REeEs

WTFRF: RKINEFE, =K. HFa
AT (- ) BRI

String IAMAFERBWRSID,

i1y

domain_id
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BH—BDINIE

APl &%& 5 API
2 =2h | sEEm ik
Wik
password B String IAMRBFPZ1S,
o EFZENAEBRIMENSUFESR,
E8-32{U 2 AR BENEBI
E.
o EVEGILUTINUMEFPAIFM: X
BEx. INEFH. HFNFHERF
o
o WINHEKFIZETHFBRIGHIE
Ko
enabled &= Boolean EEBHRIAMAR., trueilSH, falsed
12/, BilAtrue,
description & String IAMABP#ERMEE .
VRS54
2 5-239 i Body 2%
SH SR R
user Object IAMBF{EE.
2= 5-240 user
2 SRR N
enabled Boolean EEBRHIAMAR., trueiBH, false =M,
2RI\ Sotrue,
id String IAMEFID,
domain_id String IAMBRREWKSID,
name String IAMEARS .
links Object IAMB PR EIRIEHEER .
pwd_status Boolean IAMBPZRIRE, true: EEEXEZ,
false: IFE; MRZREREE, LFERAIGBERER
[,
password_exp | String FRIHARTE, “null” FREBAIH.
ires_at M4AR
UTCRT/E, &= AYYYY-MM-DDTHH:mm:ss.ssssss, H
HAFNRTIEIBAE=CHN: 2023-06-28T08:56:33.710000,
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BH—BDINIE

AP| &% 5 API
2% SRR fik
description String IAMBF#EIRAMER .

£ 5-241 user.links

2H SR iR
self String R pEEHEL

iBERTA
EERE—EH “IAMUser” RIFF.

POST https://iam.myhuaweicloud.com/v3/users

"user": {
"name": "IJAMUser",
"domain_id": "d78cbac186b744899480f25bd02...",
"enabled": true,

"description": "IAMDescription"

e Mz 73~
RSB 201 A:
BUEERLIN -
{

"user": {
"description": "IAMDescription",
"name": "l[AMUser",
"enabled": true,
"links": {

%
"domain_id": "d78cbac186b744899480f25b...",

"id": "076598a17b0010e21fdec003f3a2a...",
"password_expires_at": null,

"domain_id": "54a636f5a39c4e13809489dbcaa8e6b0",
"pwd_status": false

}
}
REHE
REE A
201 BUEERYLIN
400 ST
401 NS¢
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APl &% 5 API

IREHE A

403 S BEREINR .

404 RILEIBRAYERR o

405 RRFNREE.

409 BRI,

413 BERAEIT K,

500 MEBIRSS IR .

503 RSB AR,
e

ESEEIRB.

5.6.8 {22 IAM %15

URI

ZEOF LU ATFIAMAFENRE SRR .

ZiEOLAMERA 2B XIFAYENdpointF IE L X IFAYENdpointiEFE . IAMBYENndpointis
20 WMXRIRHR.

1ZA LATEAPI ExplorerdriElidiziEOl,

POST /v3/users/{user_id}/password

% 5-242 BIZSH

2¥ 2 | ¥R %
WhisE
user_id 2 String FERZBRIAMARID, KENSRIS

20 RKS. IAMAF. 8. A
PH. Xig. ZFEIRFRIID,
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BH—BDINIE

APl &% 5 API
IBRSH
7= 5-243 153K Header £
2% BRIk ¥ | #Hr
St
Content-Type | =2 String | iZ=FERABIES “application/
json;charset=utf8” ,
X-Auth-Token | & String | URLARuser_idpfrXdfzIAMFEFHJtoken
( THRAFHRBIR ) -

7 5-244 153K Body S

2% =E | sHEE fiik
WA
user = Object IAMAPREE,
2R 5-245 user
2% =E | sHEE fiik
WHik
password = String IAMABBPRIFh RS .

o EFIABBRIMKENSNUFF,
E8-321ﬁZI‘Eﬂ§%ﬁHP BENXZGIK

o EVHZLITEMFFAFHAIEH: X
BF8. N\EFE. HFIRAKF
o

o FEEESFHSHMERFE.

o WINiHERFERSHEEREIE

Ko
o FMEIBARES HRIEISIER .
original_pass | = String IAMARFRRZ
word
N Rz SE
7
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H—BDINIE

APl &% 5 API
(=R GNl
IAMAFISE CHEISZRS “IAMOriginalPassword@” 824
“IAMNewPassword@” .
POST https://iam.myhuaweicloud.com/v3/users/{user_id}/password
"user: {
rorginal password: IAMOnginalpassword@”
}
g Rz 7=
7%
IR[EHE
REE ik
204 1E22REIN
400 SHTH
401 TNIERY
403 IRERIFIR .
404 RILEIBRAVERE o
405 RAVFRITTIE
413 BRI K.
500 REBIRSS tEIR -
503 ARSSAETA.
eI
%
5.6.9 {22 IAM FIP(ERE (&)
Theen4a
ZzEOTLUABAFIAMBFEXRECHAFER.
ZEOTLMFEREBEXIFEAYEndpointFIE B X1t Endpointi@ A . IAMBYEndpointid
SN WXNLETR.
i

RB]LATEAPI ExplorerdiEiiziE.

S5k 55 (2025-07-03) WRIERE © HERRARBIRAT

166


https://developer.huaweicloud.com/endpoint?IAM
https://console.huaweicloud.com/apiexplorer/#/openapi/IAM/doc?api=UpdateUserInformation

F—EBINE
AP &% 5 AP

URI
PUT /v3.0/OS-USER/users/{user_id}/info

% 5-246 BRIZS¥#

2% =S | sEEEn S
DA
user_id 2 String FEREERINAMARID, SKENARIE

2N FIKS. IAMEF. TiIH. B
PE. Xig., SENSZFRFID,

IBRSH
7= 5-247 153K Header %
8% =W 2% |
il

Content-Type | =2 String | IZ=FERABIES “application/
json;charset=utf8” ,

X-Auth-Token | £ String | URLARuser_idFrXdRZIAMFIFBtoken
( TRAFERBUR ) o

7 5-248 153k Body &%

2% 28 | &HEen R

WhiE

user = Object IAMARF{EER,

K 5-249 user

2% =E | BHEE fR

Whik

email & String IAMBFRIFTERFE, FSHMEER, KE
INFETF 2550,

mobile & String IAMARFPREREB+FHFINS, FINSH
ayF, KENFEFF32(i,

V254
7
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H—BDINIE

APl &% 5 API
(=R %N
IAMFEM E CHIBRfELEE S “IAMEmail@huawei.com” , FHSEH
“0086-123456789”
PUT https://iam.myhuaweicloud.com/v3.0/0S-USER/users/{user_id}/info
"user": {
e e o’
: }
M iz~ 51
7
REE
BEHE R
204 BT .
400 ST
401 TANIESETY o
403 IRBERIEINR
404 RIFENAER
405 RRFTGE.
409 RIS,
413 BRI K,
500 MEBARSSHRIR -
503 ARSZAATA
Hi=5
IESEHEIRB.
5.6.10 BEEREN IAM FFER (%)
TheEEN 4R
ZEOUUATFEERENAMARER -
12};&]__[1«)\1@55%%I:HEI’JEndpomt%I] 1 {th X 1 AYEndpointiEFE . IAMBIENndpointis
S MRMBRDR.
i

RE]LATEAPI ExplorerdiEiiziE.
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https://support.huaweicloud.com/usermanual-iam/iam_01_0001.html
https://developer.huaweicloud.com/endpoint?IAM
https://console.huaweicloud.com/apiexplorer/#/openapi/IAM/doc?api=UpdateUser

F—EDINE
AP &% 5 AP

URI
PUT /v3.0/OS-USER/users/{user_id}

% 5-250 BRIZS#

2 =R | sFey )%
user_id = String FHERESERMIAMABRID, KA IS

2N FIWKE. IAMEF. TiIH. B
PE. X, ZENB[FRFID,

IBREH

2 5-251 153k Header 2]

2% =E | BHEE R
WA
Content-Type | 2 String ZFERABIEN “application/
json;charset=utf8” ,
X-Auth-Token | 2 String BB Security AdministratoriXfRAY
token,

% 5-252 153K Body 2%

e =S | 5% fhR
WA
user = Object IAMARF{EE.
Z 5-253 user
e BE | 5% fhR
WA
name S String MAMARE, KE1~322/8, REed

BUITFER: KINEFHE. =K. HF
SAFHRFRA (- ) BARRELAMFHES
Tk,
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F—EDINE
AP &% 5 AP

SH A | SEEE )

password & String IAMPBBPHIZRS

o RANEBHRIMKENSMIFH,
E8-32{uZ A FFFFP EE N ZBIK
E.

o EVEZLUTUMFR/FHAIREF: X
5x8. INEFE. HFEFHKF
o

o W EMFIZREPEIDRIEHIE
Ko

o HEMBABES HRIEEEE.

String IAMPF#rHEBFE, BRTSHMERSR, KE
INFETF255F %,

String EZxiE. WRESFINSERIGFE. FE
Kbt “0086” o

String IAMAF#HFNS, 48=F, KENFE
F32i, WREERBRENEFE.

Boolean EEBRIAMAR., trueAiSH, falsed
1=/, BEiAHtrue,

Boolean IAMBBFPZIBIRE ., true: EEEHZR
3, false: IFE. IRFBFRIKE, It
FEAJaEf R[],

String IAMBRPEIINIR S HRIZEER,, KE/NTF

ZF 641, xuser_typeflRIF1E, NFE

E5RE—fHFAIxaccount_type.

xdomain_typefis, Z5xuser_id[=HY

EZaa

i8R
INBRFIESENTIIHEAIINBE L SRR
%, xaccount_type. xaccount_id.
xdomain_type. xdomain_id. xuser_type.
xuser_idESHIE, TEEENTIRE, B
AEVEER., EXEENREE, TES
J9Tenantldp,

String IAMAREINERZFRID, KENF

FTF1280, WiSxuser_typeEIIJTF

£, EFRAPIRESNBEDIDfE, BFAT

EIAMIZFIEE LA TR, BHEER

wEE.

2z
INBRGHESENTXIHERISNB R EER
%, xaccount_type. xaccount_id.
xdomain_type. xdomain_id. xuser_type.
xuser_idESH(E, TEEEARIRE, BE
EWEWEER,

email

iy

i1y

areacode

iy

phone

iy

enabled

iy

pwd_status

iy

xuser_type

i1y

xuser_id
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BH—BDINIE

APl &% 5 API
2% =E | BHEE R
access_mode | & String IAMARIBEER .
o default: ENINIGIEIER, iZIHIDF
EEEHIEAE.
e programmatic: fRIEiHIE.
e console: BIEIHIAIAT,
description & String IAMABPFHEIRMEER .
V254
& 5-254 K7 Body &%
2% SHRT iR
user Object IAMARF{EE,
2K 5-255 user
8% SR ik
pwd_status Boolean IAMBBFPZRIRE . true: EB(EXZHRT,
false: IF® . MIRZFRERIZE, LtFERAIEE
[,
create_time String IAMEBFB9613ERS 8]
L)z
UTCR31E], & YYYY-MM-DDTHH:mm:ss.ssssss, H
HAFNRT B BEAZ TN 2023-06-28T08:56:33.710000,
xdomain_id String IAMRPTESNERRZHRIID,
izl
INBRFIE ST SERS,
xaccount_type. xaccount_id. xdomain_type.
xdomain_id. xuser_type. xuser_id&E2#H, TEE
LRI, BEATIEER,
xdomain_type | String IAMA RSN R FHRIRE,
Lz}
INBRFIESEATITEIIINBE B RS,
xaccount_type. xaccount_id. xdomain_type.
xdomain_id. Xuser_type. Xuser _dESHE, TiEE
FLHRRE, BEEAWEERR,
is_domain_ow | Boolean IAMARPEAAKSEER,
ner

MAERARZAS 55 (2025-07-03)
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F—BBINE
AP &%

5 API

SH

SHERR

ik

xuser_id

String

IAMRBFTESMERRFHRIID

AR
INBRFIESENTITERIINBE W EE RS,
xaccount_type. xaccount_id. xdomain_type.
xdomain_id. xuser_type. xuser_id&ESHE, TiEE
HEHRRIKE, FEOEWEERER.

xuser_type

String

IAMA RSN R S HPRIEE

]
INBRGHESENTXHERIINBE W EE RS,
xaccount_type. xaccount_id. xdomain_type.
xdomain_id. xuser_type. xuser_id&ESHE, TiEfE
HLARKE, BEEIEWEERER,

access_mode

String

IAMAFILEER .

o default: ECABIE, wIZHOFSIEIET
‘ihin,

e programmatic: ZRIZiAIa,

e console: EEIEHIAIAE,

description

String

IAMBFRIFHEIRMER o

name

String

IAMBR#IERE, KE1~322/8, REeaaEu
TF/F: KNEFE. 8. HFIIFHFRA (-
_) BFgEs a8 L

phone

String

IAMRAR#HFNS, &#8F, KENFFTF32
. WREERBENFE,

domain_id

String

IAMARFREWKSID,

enabled

Boolean

EEBERIAMABR, truehEH, false A=A,
ZRINHtrue,

areacode

String

EZxRiE. FEXA “0086”

email

String

|AM R 3 HBAE o

id

String

IAMARID,

links

Object

IAMAFRIRRHERIEE o

password_exp
ires_at

String

EROTEARTE . HEA “null” BF, FR[E].
izl
UTCATE], $&XHIYYYY-MM-DDTHH:mm:ss.ssssss, H
BAFNAT a3 AR=AN: 2023-06-28T08:56:33.710000,

2% 5-256 user.links

S SRR iR
self String BBGEEL
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F—EBINE
AP &%

5 API

BRI

il iz 73~f51

R[EE

PUT https://iam.myhuaweicloud.com/v3.0/OS-USER/users/{user_id}

"user": {
"email": "IAMEmail@huawei.com",

"areacode": "0086",

"phone": "12345678910",
"enabled": true,

"name": "IAMUser",
"password": "lAMPassword@",
"pwd_status": false,
"xuser_type": "",

"xuser_id": "",

"access_mode" : "default",
"description": "IAMDescription"

RE&E5J 200 AY:
BRI

"user": {

"description": "IAMDescription",
"areacode": "0086",

"enabled": true,

"pwd_status": false,

"xuser_id": "",

"access_mode" : "default",

"domain_id": "d78cbac186b744899480f25bd0...",

"phone": "12345678910",
"name": "IAMUser",
"links": {

}

"self": "https://iam.myhuaweicloud.com/3.0/OS-USER/users/076934ff9f0010cd1f0bc003..."

"xuser_type": "",

"email": "IAMEmail@huawei.com",
"create_time": "2024-03-28T03:42:08.000000",

"is_domain_owner": false,

"xdomain_id": "30086000630940966",

"xdomain_type": ""

’|d "076934ff9f0010cd1f0bc0031019...",

SEREHZ T “IAMUser” BURBFEHELIES “IAMEmail@huawei.com” , FHEEH
“008612345678910” , ZH3HIAMPassword@,

REE ik

200 =R
400 ST

401 TNIESETY .
403 IERIENR

MA4RARAS 55 (2025-07-03)
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BH—BDINIE

APl &% 5 API
IREHE A
404 FRILEIBRAYERR o
405 RRFNREE.
409 BRI,
413 BRI K
500 MEBIRSS IR .
503 RSB AA .
eI
IESEHEIRB.

5.6.11 EEREN IAM FFER

ThRENA

ZEOTLATEERENAMABRER.

ﬁhclil_]l«)\ﬁﬁﬁé%IZiZEE’JEndpomtiFIII L b XikAYENdpointiE A . IAMBJENdpointii
2N WXNREDR.

BOYR

ZEOXLKELFIS . HEFEE. W

EEXELAMARER (EF) .

55

RE]LATEAPI ExplorerdiEiiziE.

URI

PATCH /v3/users/{user_id}

% 5.257 I¥122

HIERFNS. HREHER, BEREO:

2%

B | 2EE

i1}

user_id

= String

FHESUSBAIAMARID, KREVAGHIE
20 REKS. IAMAF. 8. A
PH. Xig. ZFE2FRAID,
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https://support.huaweicloud.com/usermanual-iam/iam_01_0001.html
https://developer.huaweicloud.com/endpoint?IAM
https://console.huaweicloud.com/apiexplorer/#/openapi/IAM/doc?api=KeystoneUpdateUserByAdmin

F—EBINE
APl &% 5 AP

IERSH

3£ 5-258 153K Header &%

2% =E | %R ik
WhIE
Content-Type | @ String ZFERASIEA “application/
json;charset=utf8” ,
X-Auth-Token | & String B, AEBFPNEMm. SIRHE
S
tokenPT RN PRIE S AR »

% 5-259 153K Body S

2% =E | 5%EE fR
WHIE
user 2 Object IAMBFEE.
& 5-260 user
8% =E | BHEE R
WA
domain_id &5 String IAMBFBErEMSID
name B String IAMAPR#FRARE, KE1~322/d, R
BEENTER: KNEFE. T8,
HFUAFHFER (- ) BAREEUE DL
STk,
password & String IAMRBRFZS,
o REFINEBR/IMKERIFH,
E8-32{u 2z [ A FRFP EE N EEK
E.
o ZMEEZUTHUMFR/FHRIFREM: X
5F8. INEFE. ¥FNEFHF
o
o TEEEBFHSHIMBFE.
o WIHEMPIREPEBRISAIZE
Ko
o A BESHBIEMER.
enabled & Boolean EEBEBRIAMBR, trueNEH, false
1=F, BilAtrue,
description & String IAMAR#ERMEE .
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BH—BDINIE

APl &%& 5 API
28 B2h | 2R ik
Wik
pwd_status B Boolean IAMBRPZBIRE. true B2IEKE
f3, false:lEE .
)25

% 5-261 Ik Body 2#

2% SR R

user Object IAMBF{EE.
2 5-262 user

28 SR )%

name String IAMAEFZ,

domain_id String IAMBRREWKSID,

enabled Boolean IAMBRZ28BH. trueR~BH, false®R=

B, EilStrue,

id String IAMEBFID,

password_exp | String FISHARTE, “null” FREBARIZE.
ires_at =Tz

UTCHSE, & IYYYY-MM-DDTHH:mm:ss.ssssss, H
HAFOATEBAZU0: 2023-06-28T708:56:33.710000,
description String IAMBFEIAMER, NREHAEE, WFEA
BUT )§|E|o
pwd_status Boolean IAMBRFRZIBIRS, true: EB(EXEZT,

false: IFE. NRFHPKRIZE, LFERAIEE
@,

last_project_id | String

IAMBFIRBESE =R, EEHa&EIHEIIIRN
HID, WRARXEIHIEER, =EKRAI8E
CI

links Object

IAMAFRIRRERER .

2 5-263 user.links

2% SHH R
self String JESEEEHL
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F—BRINE
AP &%

5 API

BRI

N Mz 73~ 51

R [E{E

SHEREBHREZN “IAMUser” BNIAMBRFRIZREA “IAMPassword@” .
PATCH https://iam.myhuaweicloud.com/v3/users/{user_id}

"user": {
"domain_id": "d78cbac186b744899480f25bd02...",
"name": "l[AMUser",
"password": "IAMPassword@",
"enabled": true,
"pwd_status": false,
"description": "IAMDescription"

RZ&1B79 200 A
=B
{

"user": {
"pwd_status": false,
"description": "IAMDescription",
"name": "IAMUser",
"enabled": true,
"links": {

B
"id": "07609fb9358010e21f7bc003751c7...",
"domain_id": "d78cbac186b744899480f25bd02..."
}
}

R[EE

B
K

200 1

il

KRB o

400 I

W

401 TAIESRY

403 SEIRERIR .

404 RILEIERAYZR

405 ARFREE.

409 BRHE,

413 BRIRT K,

500 AREBIRSZTEIR o

503 RS AAIA .
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BH—BDINIE

APl &% 5 API
$EED
BE2EEIRE,
5.6.12 SE2 X MR IAM P
THRENE

ZEOT L AT EERNIREEAMAR .

ZEOTLMEREBEXIFAYEndpointFIE B X igtAYEndpointi@ A . IAMBJEndpointid
2N WXILIETP R

E)5
RB]LATEAPI ExplorerdrifEidiziE.
URI
DELETE /v3/users/{user_id}
3 5-264 BBiZ3¥
B8H =E | BHEE ik
WA
user_id 2 String ZEMIERAYIAMERID, KEVARIES
. XEKS. IAMAR., INH. BF
H. Kig. ZFEHBFRIID,
IERESH
% 5-265 153K Header 2
8% B 2% | #Ht
il
Content-Type | =2 String | iZ=FERABIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | HEI<SHE, FAERAPHNEM . NIREE
=
tokenFrEE X RIS S DA .
VRS54

7
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https://support.huaweicloud.com/usermanual-iam/iam_01_0001.html
https://developer.huaweicloud.com/endpoint?IAM
https://console.huaweicloud.com/apiexplorer/#/openapi/IAM/doc?api=KeystoneDeleteUser

F—EBINE
AP &% 5 AP

B3R
SIERMIRIAMABR,

DELETE https://iam.myhuaweicloud.com/v3/users/{user_id}

i Rz 73~5
7
REE
REE fiik
204 FRIRR YT o
400 ST
401 INIEEML
403 IRBEREINR .
404 RKENERAVEIR o
405 RRFRTEE
413 BRI K
500 MEBIRSS IR
503 BRSSAETA.
e
IESEHEIRE,

5.7 APAEE
5.7.1 E9AFHSIZzE

IHEENA
ZiEOBTEEREaAFHEYIER,
ZiEOLAMER 2B XIFAYENdpointF lE M X IFAYENdpointiEFE . IAMBYENndpointis
21 WXHRIRDS,

i

RE]LATEAPI ExplorerdiEidiziE.
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https://support.huaweicloud.com/usermanual-iam/iam_01_0001.html
https://developer.huaweicloud.com/endpoint?IAM
https://console.huaweicloud.com/apiexplorer/#/openapi/IAM/doc?api=KeystoneListGroups

BH—BDINIE

APl &% 5 API
URI
GET /v3/groups
K 5-266 Query 2H
2% =E | BHEE R
WHik
domain_id & String BRAEMEKSID, KRENAGIESL:
RS IAMARF. INB. AF4A.
Xigh. ZHERNZFRFID,
name & String BFES, KE1~128F&28, *EA
HLiESN: KEKS. IAMAR. I
B. AP4A. Xi&. EFRIBMRAID,
IERSE
K 5-267 153K Header 3
2% =AWk 2 | R
i)
Content-Type | @ String | iZ=FEREIES “application/
json;charset=utf8”
X-Auth-Token | 2 String | BIAISHE, FEBFSH . NREE
=W
tokenFrFEARIE S WIFAIR
InJVE=S5't
% 5-268 I Body 2%
8% ST iR
groups Array of FFAERIIZE
objects
links Object RRIHZER
2 5-269 groups
2% SR R
description String HAPAEERAMESE.,
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BH—BDINIE

APl &%& 5 API
2% SR fHiA
id String FF4EID,
domain_id String FBREREKSID,
name String FBREE.
links Object RPENRRIHEES .
create_time Long FAF4B eI ERYE) .
& 5-270 groups.links
B8 SRR R
self String CAD LIS eI RN |
previous String BI—SPIE R RS IE , AEER Anull,
next String E—8E R RSN, RAEER Anull,
2% 5-271 links
2% ¥R R
self String AD LIS EINEN 1|
previous String BI—SPIE ARSI, AEFEER Anull,
next String E—eMER RSN, REER Anull,
(=R GRl
EIRAPAESIE.
GET https://iam.myhuaweicloud.com/v3/groups
N 73451
KZEREJ9 200 B
IERN AR
{
"groups": [
"domain_id": "d78cbac186b744899480f25bd02...",
"create_time": 1536293929624,
fescription” "IAMDescrption”,
et nul,
"previous": null,
SAhRA 55 (2025-07-03) WRIERE © HERRARBIRAT 181




F—EBINE
AP &%

5 API

"self": "https://iam.myhuaweicloud.com/v3/groups/5b050baea9db472c88cbaeb7..."

1
"id": "5b050baea9db472c88cbaeb..."
h

{
"domain_id": "d78cbac186b744899480f25...",
"create_time": 1578107542861,

"links": {
"next": null,
"previous": null,

"self": "https://iam.myhuaweicloud.com/v3/groups/07609e7eb200250a3f7dc003cb7a4e2d"

%,
"id": "07609e7eb200250a3f7dc003cb..."

}

1,

"links": {
"next": null,

"previous": null,
"self": "https://iam.myhuaweicloud.com/v3/groups"

)

R[EHE 1k

200 BRI .

400 ST .

401 TAIESRY

403 IRERIEIR

7%

ZEOUUATFEEREERPAEFS.

ZEOTLER£BEXIEAIEndpointFIE M XIFHAIEndpointiAA . IAMAJEndpointis

%)'_‘Ll : i&g*u%iﬁ-ﬁl\\\ o
it
REJLATEAPI ExplorerdiEidiiE.

URI
GET /v3/groups/{group_id}
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https://support.huaweicloud.com/usermanual-iam/iam_01_0001.html
https://developer.huaweicloud.com/endpoint?IAM
https://console.huaweicloud.com/apiexplorer/#/openapi/IAM/doc?api=KeystoneShowGroup

H—BDINIE

APl &%& 5 API
% 5-272 BIZBH
2% =8 | SR 3%
Wi
group_id 2 String FEIHAFAEID, KEBRESR:
REUKS . IAMAF. THE . AF4A.
Xig. ZFEZFRFID,
=P
2 5-273 153K Header 2%
¥ BRWIE S8 | ik
il
Content-Type | =2 String | IZ=FERABIES “application/
json;charset=utf8”
X-Auth-Token | 2 String | 1HA$HE, EFEBFPHEMD. NIREE
=W
tokenfFTFEINPRIES WIS
D)VES54
& 5-274 KL Body &1
S SRR R
group Object FREER.
R 5-275 group
2% SHER faR
description String FFEERAER.
id String FAF4EID,
domain_id String FBF4EmREKSID,
name String [ZE] SHEE=N
links Object BRENSRIEZER..
create_time Long FAF4BeI%ERTE) .
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H—BDINIE

APl &% 5 API
2K 5-276 group.links
2% S¥RT R
self String R pEEE,
previous String AI—eREERIRGE b, ATFERS Anull,
next String [E—eREER RS, ATFERS AAnull,
=GNl
BEGAPHFR.
GET https://iam.myhuaweicloud.com/v3/groups/{group_id}
I Rz 7~ 51
KB 200 AY:
BRI
{
"group": {
"domain_id": "d78cbac186b744899480f25bd02...",
"create_time": 1578107542861,
"name": "IAMGroup",
"description": "",
"links": {
"next": null,
"previous": null,
"self": "https://iam.myhuaweicloud.com/v3/groups/07609e7eb200250a3f7dc003cb7a..."
by
"id": "07609e7eb200250a3f7dc003cb7..."
}
}
R[EE
R[EHE A
200 BRI
400 ST
401 TAIERY .
403 RBIRERNIR
404 RIEBNAIRE
xS
7o
M A4hRA 55 (2025-07-03) RN © LARABIRAE 184




F—EDINE
AP &% 5 AP

5.7.3 SIZAFA

ab
ThEEN 4B

ZEOL AT EEREZERFSE.

ZEOTLUERE R XIFRIEndpointFIE I XIERIENdpointiBFE . IAMBJENdpointid
S MRMBRDR.

i

1ZATLATEAPI ExplorerdrifdiftizizOl,
URI

POST /v3/groups
=P

2 5-277 153K Header &3

2% BEWI% s¥% | ER
-t
Content-Type | @ String | iZ=FERNEIES “application/
json;charset=utf8”
X-Auth-Token | 2 String | ihiEI$hE, EEBFPHSMD. XREE
B,
tokenFrEE X RIES ISR

3% 5-278 153k Body &

¥ BE |oEEE Efi1)%
AT
group 2 Object FRAEER.

K 5-279 group

2% =8 | sHEen A
WhIE
description & String HAPFEEAMEE, KENFEF255=F
o
domain_id B String FBRAEmEKSID, KEAIESL:
RIS . IAMAF. IH. AF4E.
Xis. FHENZFRFID,
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https://developer.huaweicloud.com/endpoint?IAM
https://console.huaweicloud.com/apiexplorer/#/openapi/IAM/doc?api=KeystoneCreateGroup

BH—BDINIE

APl &% 5 API
2% =E | BHEE R
name 2 String BRHaEZ, KE1~128F/FZd,
e
2= 5-280 NI Body %
8% e el fik
group Object FREER.
& 5-281 group
2% SR R
description String FAPEIEIRMER .
id String FIF4HID,
domain_id String HPEFREWKSID,
name String BRFRABE,
links Object FAFENRRIEZER..
create_time Long FAF4BeIERTE) .
2 5-282 group.links
8% e et ik
self String RIRSEEZL
1=
BlEEA “IAMGroup” BIFEF4H.
POST https://iam.myhuaweicloud.com/v3/groups
"group": {
"description": "IAMDescription",
"domain_id": "d78cbac186b744899480f25bd0...",
"name": "IAMGroup"
}
}
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AP &%

5 API

N Rz 7~

RSB F 201 B:

BIERLIN .

{
"group": {

"description": "IAMDescription",

"links": {

b

"id": "077a4c7bcd8010d53fb7c003e9d966c2",
"create_time": 1578969208707,

"domain_id": "d78cbac186b744899480f25bd0...",
"name": "IAMGroup"

}
}
IREHE
REE 0%
201 IR
400 ST
401 TNIES
403 SBEIRERIR .
409 TiRHzE,
e
¥
5.7.4 EHAFAH
INRENER

ZEOR U BATFEEREHHAFARER.

ZiEOaLUER2BXIFAYENdpointF I E X IFHIENdpointiEFE . IAMAYENndpointis
20 WXL REDS.

iz

1ZA LATEAPI ExplorerdrifEifizizOl,

URI

PATCH /v3/groups/{group_id}
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H—BDINIE

IERSH

5 API
= 5-283 IRRBH
el 28 | 5% HR
WhisE
group_id = String SEMEBFAEID, KEBIEESN:

RIS, IAMARF. 8. BP4E.
Xig. EFERRFRFID,

2 5-284 &K Header &3

8% BE W% 2% | #r
St

Content-Type | =2 String | IZ=FERABIES “application/
json;charset=utf8”

X-Auth-Token | 2 String | EA1SHE, FEEBAPHNSS . NREE
B,
tokenPTRAXPRIE S AR »

7= 5-285 153K Body &%

2% =E | BHEE R

WhIE

group 2 Object FREES.

2K 5-286 group

2% 2E | aHEE ik

WhIE

description & String BREBRAMER, KENFEF255F
% . name5descriptionE/MEE—,

domain_id & String BRHEREKSID, KEARIESN:
IREUKS . IAMAF. 8. AP4E.
Xig. FFERIZIRFOID,

name & String FAFHEE, KE1~128F#. name5
descriptionZ2/MEE—,
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APl &% 5 API
ID)VE=S5't
2 5-287 i Body 2%
2% SR R
group Object FFAER.
2k 5-288 group
2¥ S ik
description String FIPEIEIRMER
id String FFHID,
domain_id String FIFHEFREMKSID,
name String BREE.
links Object BRENERIEHEER.
create_time Long FIF4B6I%ERTIE) .
2k 5-289 group.links
2% SR fiA
self String GCAD LIS eI RN 1|
(=R &Rl
B AFAENEZTRA “IAMGroup” , EIMEXA “IAMDescription” ,
PATCH https://iam.myhuaweicloud.com/v3/groups/{group_id}
{ "group™: {
domain. i "d7Bebac184b7448994801256d02..",
"name": "IAMGroup"
! }
W Rz7a~f
K& 200 BY:
BRI
{
"group": {
::lcl!ﬁsk(;r'izp{tion": "IAMDescription”,
"self": "https://iam.myhuaweicloud.com/v3/groups/077a4da48a00251f3fodc0032103400f"
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AP| &% 5 AP
},
"id": "077a4da48a00251f3f9dc0032103400f",
domain.d: "d76cbac B66744599480125b..,
"name": "IAMGroup"
, }
IR[EE
IR[EHE R
200 IERNAYN
400 ST
401 NS
403 S BEREINR .
404 FRILEIBRAYERR o
409 BRI,
501 #EOigBL,
e
7

URI

ZEO L AT EERMRRIE.

ZEOLEREBXIFAIEndpointFIE B XIFZAIEndpointiEFE . IAMBJEndpointis

20 XHAERT R,

RALATEAPI ExplorerdiEifiziEOl,

DELETE /v3/groups/{group_id}
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F—EBINE
AP &% 5 AP

% 5-290 IRIZS#

2% =E | B ik
WhisE
group_id = String SHBRAYEBF4EID, FKENANIEEN:

RIS, IAMARF. 8. BP4E.
Xigk. FHFERIZFRFID,

BRESH
2R 5-291 153K Header 2§
¥ BRI S | ik
Al
Content-Type | =2 String | iZ=FERABIES “application/
json;charset=utf8”
X-Auth-Token | 2 String | 1HiT<$hE, FEEBPBD . BUREE
=W
tokenFrENRIES IS
RS E
7o
=R N
fHBRAA P .
DELETE https://iam.myhuaweicloud.com/v3/groups/{group_id}
N Rz 73~ f51
7
R[EHE
R[EE ik
204 FRIBRARIH
400 ST
401 TAIERTY .
403 IRBIRIENR
404 RILEIERRIZRTE
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AP &%

5 API

FHI=0

7

5.7.6 &if] IAM P =B ERFAF

Iheen 4
ZEOTUBTFERRERIAMBREEERRAR,
ZEOTLER£BEXIEAEndpointFIE M XIFHAIEndpointifAA . IAMAIEndpointis
S0 WXMRED=.
izt
1 a] LAFEAPI ExplorershiffliizizE .
URI
HEAD /v3/groups/{group_id}/users/{user_id}
* 5-292 IRRBH
8% =E | BHEE ik
Whik
group_id = String FIPZID, SKENAGRBESN: FREUK
S. IAMARF. INB. APA. Xi%.
FFERIZFRFOID,
user_id 2 String FEENAMBRID, KEARIES
: KBS, IAMERA. I8, AF
H., Xig. ZFEBFRAID,
iERSH

K 5-293 i53K Header 2

2% B 8% |
i)

Content-Type | @ String | iZ=FERNEIES “application/
json;charset=utf8”

X-Auth-Token | 2 String | 1hiEI$hE, EEBFPHSMH. XREE
B
tokenFrEE i RIES ISR .
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BH—BDINIE

APl &% 5 API
ID)VE=S5't

7
=R &Nl

BRIAMARZEEAFPAYF.

HEAD https://iam.myhuaweicloud.com/v3/groups/{group_id}/users/{user_id}
i Rz 73~5

7
REE

REE ik

204 AR, (ZIAMBRELEFES )

400 SHEH.

401 IAIERI .

403 ILERIENR

404 FEEENASERE. (ZAMBRPARELRFAS )
ELE)

7

5.7.7 Zshn 1AM BBPZIFBRA

TORENA

i

URI

ZEOTLATEERRINAMAREIRRE.

1ZT§I:I_JLJ\1§J5H@%IZiJZE’JEndpomtiFIII Lt X1t AYENdpointiB . IAMAJENdpointi®
2 WXNREDR.

1ZBLATEAPI ExplorerdrifidizizOl,

PUT /v3/groups/{group_id}/users/{user_id}

MA4RARAS 55 (2025-07-03)

IRIERE © LA/ ARBIRAE 193


https://support.huaweicloud.com/usermanual-iam/iam_01_0001.html
https://developer.huaweicloud.com/endpoint?IAM
https://console.huaweicloud.com/apiexplorer/#/openapi/IAM/doc?api=KeystoneAddUserToGroup

F—EBINE
AP &% 5 AP

%k 5-294 RIZSH

2% =R | s¥Ey R
whik

group_id 2 String FIF4EID, RENGNiES I : TREUK
S. IAMARF. IIB. AFPA. Xi.
FFERILFRFOID,

user_id = String FRIIIAMEBRID, FKEARIES
0 FEKS. IAMERF. I8, AR
fH. Xig. ZFEHIFTRMID,

IBREH
K 5-295 153K Header 2#
2% BRWIE 2% | A
sem)
Content-Type | =2 String | IZ=FERABIES “application/
json;charset=utf8”
X-Auth-Token | 2 String | HIASHE, FEEAFPNSM . RIREE
=
tokenFrEE X RIES ISR
R3S
7o
Bpl
INAMARFZEIBRA.,
PUT https://iam.myhuaweicloud.com/v3/groups/{group_id}/users/{user_id}
M Rz~
7
R[EE
1R[EHE A
204 ADORREH o
400 ST
401 TAIERY .
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APl & > API
REWE A
403 IRBIRIERR
404 FIEBNAIRIE
T
%

5.7.8 BIRFFPHTH IAM R
)

TheeN 4R

ZEO AT EERBHRAFPEFRIAMAR

iz O] LAERAEBEXIFAYEndpointFIE b X iatHYEndpointi@ .. IAMBIEndpointi’
S0 WXMBHTR.

izt
RALATEAPI ExplorerdriEidiziEO,
URI
DELETE /v3/groups/{group_id}/users/{user_id}
F+ 5-296 IRZSH
2Y | EEuik SRR (220
grou | =2 String FBF4EID, SKEBERBESN: KK
p_id S. IAMAR. INH. AFPA. Xik.
FHERZFRFID,
user_ | 2 String FMNEPESFEIRAIAMEBRID, $XKEX
id HEER: KEKS. IAMARF. I
B. AFPA. Xig. ZFESBHRAID,
IBREH

2K 5-297 153K Header 2§

2% =AUk ¥ | Er
Sl
Content-Type | & String | iZFERABIES “application/
json;charset=utf8” ,
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BH—BDINIE

APl &% 5 API
2% BEWwI% 28 | R
e
X-Auth-Token | 2 String | BIAISHE, FEBFSH . NRFEE
g\o
tokenFT B RIES ISR .
) EZS
7
=
BrIRRAPAEFIAMAR
DELETE https://iam.myhuaweicloud.com/v3/groups/{group_id}/users/{user_id}
i Rz 7351
7
IREHE
REHE ik
204 BEREEIN -
400 ST
401 TN
403 IERIENR
404 REEENASERE. (ZIAMBRPARELRFAS )
=Sl
7

5.8 (N RETE
5.8.1 E=HINRSIZE

TRENA
ZEONT BT ERREIIRIIE.

ZEOaLUER2BXIFAIEndpointF I E X IFAIENdpointiAFE . IAMAYENndpointis
21 WXLIEDS.
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BH—BDINIE

APl &% 5 API
it

1RA LATEAPI ExplorerdriElidiziEOl,
URI

GET /v3/roles

K 5-298 Query 2#

SH

=R

24
xal

%

domain_i
d

B
=

String

KSID, SREAZUES: REUKS . IAMAF. IR
B. BP4A. Xif. ZFERNSFRMID,
1588

o WMEESUSH, MREKS FHHEEXHREE.

o WMRMASISH, MREMERANR (BERAR
BRIRARE ) .

permissio
n_type

iy

String

XHRFENPRFEEISE , Hdomain_idSE =R
£,

e policy: IREIRFHRAE

e role: REIZZHE,

name

iy

String

REREZWMAINREFR. MN=BERIRSZCCSEER
FHYBRCCS Userfdnamefccs_user,

EiVEBESdisplay_name, RfEnameS#,

display_n
ame

iy

String

NIRBIRSIT ISR . 1ZSHOTLUEANEF SRS

PUREREIPREZFR

o NPRZBFR: AMESIHECS FullAccess, MR[ENZIX
PRIEEXER.

o IIEEM: WfESHAdmiInistrator, NIRELHE
ZHHIFFEEERIUR

page

iy

Integ
er

SRERNEIENREY, EERIH1. TES
per_pageBRI1FEE . EANdomain_idS¥EIBEEN
REERT, TIECERER.

per_page

iy

Integ
er

D REENEREIENE, BUESEEN[1,300], 2K
IMEF9300, EESpageRRtFE-
AM&pagefliper_page2#it, BRHEZIR[E300™MY
BEO
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BH—BDINIE

APl &% 5 AP
2H 28 |2% | f#ak
type B String | IZIEAPRAVERMER . BUESEE: domain,

project, all, typegdomainfd, iR[Eltype=AAEKLAX
AORPR; typeJaprojectT, iR[Eltype=AATEXARIFR
FR; typefgallidiREltypeIAA. AX. XARIBR .
izL:l

e AXFRfEdomainEE R,

o XAFEREprojectEETR.

o AAFERTEdomainFproject RIS,

o XXFRfEdomainFlprojectEHIARE R

String | ™RFRIEE R . catalogEfEHAITHECHRAEAIcatalog=
ER(ALUTEIRSHIZRES . B BENKE) .

iy

catalog

IBREH

7 5-299 153K Header £

2H 28 |3% |t

Content- | 2 String | iIZ=FERABIEA “application/json;charset=utf8” ,

Type

X-Auth- | 2 String | HEISHE, AEAFPNSMD . BIREEE.

Token tokenFrEE i RIES ISR
)R-

% 5-300 ImKZ Body &1

2% SHSE | ER

links Object RFIHZER

roles Array of | fR{EE5IE,

objects
total_nu | Integer REWPRAYZEL
mber
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APl &%& 5 API
Z 5-301 links
¥ SHEE | #R
self String RiEpEE
previous | String BI—SPIER RS, RFEERT Anull,
next String E—SRiERRpE S, RFER Anull,

2 5-302 roles

B8H SR | WA
domain_i | String NRFFEMKSID,
d
flag String ZS#EHfine_grainedht, IRRIIRARFANERIR
B o
descriptio | String BURAIFMIIAER, (RTECIERIHENT
n_cn description_cn&%{, MNAFASIREILFE
catalog String WIRFFEBE R,
name String RANEZMAIBPRBEFR . MN=BRIRSCCSEBAFR
FECCS Userfnamegccs_user,
EHTERFRtoken, RIRSBIRIBZATRRFIMEF 2
HBENRIGE,
descriptio | String REAEE .
n
links Object IR EREEZER.
id String PRID,
display_n | String BPREZFR
ame
type String NPRAYE BT,
Ll
e AXFRfEdomainEER.
o XAFEREprojectEETR.
o AAFERTEdomainflproject R
o XXFERfEdomainFlproject EHIARER,
o BTEMEIHNERMELXRBENAXEEXA, FEEtEdomainEl
project BEBER (AA) , HEEdomainEHprojectZEAE
=~ (XX) o
policy Object MERRIEHRARE
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5 API
2H SR | #AR
updated_t | String WREFFAYE, (XEEAWKS FTErEBEENXKIERT, R(E]
ime FEHAE, ERRANIRINAIREILFE .
i5AR
UNIXESIEIBAE, SRR, maRisa:
1687913793000,
created_ti | String WRGIEERYE], (XEEEWKS FEEBEENXKIERT, k(G
me tliERTE, ERRFNRRIIREILFES .
iR
UNIXESIEIAE, SBAIR=R), Ragisa:
1687913793000,
& 5-303 roles.links
2% SHSEE | ER
self String iR,
previous | String BI—SPIERIR S, RFERT Anull,
next String E—SRiER RS, RFER Anull,

2k 5-304 roles.policy

8% SR | ik
Depends | Array of | iZINPREFKERAIIR
objects
Statemen | Array of | 5T, EANIRRIRARS.
t objects
Version String BIRIRAS .
i5EA

e 1.0: REMENAE. LARSHUE, RHUBIRARSEX
AERTEN.

o 1.1: RBE. IAMEFTIRHAI—FRBRIEZIZINAIEED, AILIAS
HEIEAIRSHIRE . RRIUARIBRESS

2k 5-305 roles.policy.Depends

8% SR | #R

catalog String WIRFFEBE R
display_n | String WIRERE
ame
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2k 5-306 roles.policy.Statement

2% SHSEE | WA
Action Array of | IR, IEXRRRIEMRENIR. STIFHENINESE
strings EZ=RSE (APISE ) Fh “SPRFHENIR” E75,
548
o RBUA: IRBZFZRIEBLIRIE, #: vpcports:create,
o REBLHFEREIR, flilecs. evsHlvpc®, RRBZNIF/N
5. RFEEEMEEIEANNG, EXIIFERMS, T
DY SRR,
o HBENMKAZIEEENKRIN, ZFEREN: "Action”:
["fam:tokens:assume"],
Effect String El. BaFM: 1F (Allow ) FHEZ (Deny) , BEH
AllowX B DenyfUESUERRY, EEDenyL7cAIRN
BESEE:
e Allow
e Deny
Condition | Object PRFISRM . ANREIZLCRIEKREANLFER, WIREILZLERAH
HELFER .
15AH
LAERFIFEIConditionJofl: £&{4%E (obs:prefix ) F1F 5
( public ) &#8% ( StringEquals) o
"Condition": {
"StringEquals": {
"obs:prefix": [
"public"
1
}
}
Resource | Object HiE. MNRECIZLCRISAIREANLFER, NIREIZERA

TUt=FEE . MNAIT:
jizl:l:]
o TJIE *PARESR: ::, f8: "obs::bucket:*",
o regionFE A P ETiAEIA region, servicelhfFER
resourcefEFXIMiservice,
o HiZBENKRIEAZITEENKIEHT, 1Z=FERIERINODbject,
{B9: "Resource”: {"uri": ["/iam/agencies/agencyTest"]}.

& 5-307 roles.policy.Statement.Condition.operator

strings

B8H SHEEE | ER
attribute | Array of | {4, key NSEERFENNXRZNESEEBML .

ZS R NEHENFRRHA,
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5Kl
BURTIE .

GET https://iam.myhuaweicloud.com/v3/roles

N Rz 7~

R7EF5J5 200 B
BRI -

"roles" : [ {
"domain_id" : null,

"description_cn" : "SEiEIEARSS (VSS ) SIER, HEZRS FHIEENIR",
"catalog" : "VulnScan",
"name" : "wscn_adm",

"description" : "Vulnerability Scan Service administrator of tasks and reports.",
"links" : {

"next" : null,

"previous" : null,

"self" : "https://iam.myhuaweicloud.com/v3/roles/0af84c1502f447fa9c2fa18083fbb87e"
}

"id" : "0af84c1502f447fa9c2fa18083fbb87e",
"display_name" : "VSS Administrator",
"type" : "XA",
"policy" : {
"Version" : "1.0",
"Statement" : [ {
"Action" : [ "WebScan:**" ],
"Effect" : "Allow"

11
"Depends" : [ {
"catalog" : "BASE",
"display_name" : "Server Administrator"

A
"catalog" : "BASE",
"display_name" : "Tenant Guest"

11
}
Ao
"domain_id" : null,
"flag" : "fine_grained",
"description_cn" : "{ARSS5 |ZRFEERIUR",
"catalog" : "CSE",
"name" : "system_all_34",

"description" : "All permissions of CSE service.",
"links" : {

"next" : null,
"previous" : null,

"self" : "https://iam.myhuaweicloud.com/v3/roles/Ob5ead4ebdc64a24a9¢372b2317f7e39"

2

"id" : "Ob5ea44ebdc64a24a9c372b2317f7e39",

"display_name" : "CSE Admin",

"type" : "XA",
"policy" : {

"Version" : "1.1",

"Statement" : [ {

"Action™ : [ eserE! Mecs ! MeysE, "VpC:*:*" ],
"Effect" : "Allow"

1
}
11
"links" : {
"next" : null,
"previous" : null,

"self" : "https://iam.myhuaweicloud.com/v3/roles"
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1
"total_number" : 300

}

=]
R[EHE iR
200 BRI
400 ST,
401 NS
403 RBIRIENR
St
%
5.8.2 EFIIRIFIE
INRENA
ZEOTBETFEERSEONRIFERS.
ZEOTLMEREE EiIE’JEnd pointFIEfth X1 AYEndpointiElFE . IAMAYEndpointis
2. WRILIRT=
UE
RE]LATEAPI ExplorershiEidiziEO,
URI

GET /v3/roles/{role_id}

% 5-308 BIRSH

¥ =8 | sFEm )%
wHisE
role_id 2 String BPRID, SRENSIBESW: KEUNR
ID,
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IERSH

3£ 5-309 153K Header &%

2% R WI% ¥ | #Hr
St
Content-Type | =2 String | iZ=FERABIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | i5IA)<SHE, FABAFSMH . RREE
=
token A RIS S WAZANIN

i Rz S4L
% 5-310 I[IRT Body £
2% SR ik
role Object BIRER
% 5-311 role
2% SR A
domain_id String NPRFTEMSID
flag String ZBHENfine_grainedid, FRRAPRARSTERN
BRIREE
description_cn | String BURAIFPSHEIRER,, (NIECIEERTENT
description_cn&#{, IMNAFASRELFES .
catalog String BERFAIER R
name String EFRE2WMHIBPEEFR . IN=BRIRSZCCSE

BRAPIPRCCS Userfnameyccs_user,
S TERPRtokentsh, =IRFBIRIBZZTREFHIRT

AR EEEMRIAE.
description String BIREIAMSE .
links Object PIRRY R RIEEEE
id String PRID,
display_name | String BPREFR
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2H SR iR
type String BRAIEMET
AR
o AXFERfEdomainEE R,
o XAFEREprojectEETo
o AAFERTEdomainfiproject IRz
o XXFRTEdomainfproject EHIARE T
o BEENRIHNEMEXNIBENAXLEXA, REEE
domainEfprojectZEBER (AA) , BE
domainE#Iproject BEBAE R (XX) .
policy Object BTSN
updated_time | String I PREFATIE]
1588
UNIXETEIRE=C, B2, RaRig=ta:
1687913793000,
created_time | String PR BUEERTE
AR

UNIXESEIERAE L, B2, REdua=tan:
1687913793000,

2% 5-312 role.links

2% SR A

self String RIRSEREIbL

previous String BI—SREEREpEER L, AFER Anull,
next String [E—SMEsRRak b, AFERT Anull,

2 5-313 role.policy

2% SHEE iR

Depends Array of ZA BRI ERAIANR o
objects

Statement Array of BENES, EASRRIERRS.
objects
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APl &% > API
2 SRR A
Version String BIRIRAES .
WiBA

o 1.0: REMBNAE. LRSHNE, REBIRA
IRSSEXAEBRTEN.

o 1.1: RE8. IAMEFTHRHAI—FHBRIEIZINAYRE
73, AILUEHREIRARIRSAURIE. RRURIBERE

L=
& 5-314 role.policy.Depends
2% SHE fik
catalog String WRFAER R
display_name | String WIRERE o
2 5-315 role.policy.Statement
e et et R
Action Array of BIR, 1EXRENERRIENIR . 2018
strings INESEE MRS (APISE ) Bh “IPRFIFEX
=
izt
o BN IRSZFRAEELIRE, B
vpc:ports:create
o IRSBNTREIR, Hlilecs. evstlvpcs, IRSE
NZFINE., BRERMEIBRNNG, BXR
HBEAS*, THRDIILEMENIR,
o HETENMKRIAZITETEIRIEH, ZFRER:
"Action": ["iam:tokens:assume"],
Effect String ER. BE®M: iF (Allow ) FIIEL
(Deny ) , BEBAllowXHBDenyfJEHUEDAT,
BEDeny fL5EaIREN .
EEEE:
e Allow
e Deny
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APl &% 5 API
2H SR iR
Condition Object PREIZF . ANRECIZRLLFRIERENLFEE, MR
EERPBTIFES
iz Ll

BRI

il iz 73~ f51

F=#FER (public ) FHEE ( StringEquals )

LA sRRfIFfConditionJafl: £4442 (obs:prefix )

SFERPBLLFEE, MU
pizlil]
o TJIE * BIRERZ: =, f3: "obs::bucket:*",

F1EHresource/F Xt Miservice,

JIO0bject, {EA: "Resource”: {"uri": ["/iam/
agencies/agencyTest"[}.

"Condition": {

"StringEquals": {

"obs:prefix": [
"public"

1

}

}
Resource Object HiR . WNEREIZEIRIRAIHRENLFER, (G

o regionFE e EliAEIHIregion, serviceds

o LZEENREEAZIEEENERIEN, ZFREE

EENRIFB.

GET https://iam.myhuaweicloud.com/v3/roles/{role_id}

RAEBH 200 A:
BRI

"role": {

"domain_id": null,
"description_cn": "iEEAREARSS (VSS ) BER, HHEZRS THIFMEIIR",
"catalog": "VulnScan",
"name": "wscn_adm",
"description": "Vulnerability Scan Service administrator of tasks and reports.",
"links": {
"next": null,
"previous": null,
"self": "https://iam.myhuaweicloud.com/v3/roles/0af84c1502f447fa9c2fa18083fbb87e"

b
"id": "0af84c¢1502f447fa9c2fa18083fbb87¢e",
"display_name": "VSS Administrator",
"type": "XA",
"policy": {

"Version": "1.0",

"Statement": [

{
"Action": [
"WebScan:*:*"
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}
1y
"Depends": [

{

"catalog": "BASE",
"display_name": "Server Administrator"

b
{
"catalog": "BASE",
"display_name": "Tenant Guest"
}
1
}
}
}
R[EE
RENE ik
200 BRI
400 ST
401 INIERML
403 S BEREINR .
404 RIHKEFBNAIZFR
S
7
5.8.3 HiFfHFENER
ThEeN R
ZEORTFEEERSHIIENICR
iz O LUERAEBXIFAIEndpointFIE B X iatHYEndpointi@ A .. IAMBJEndpointi&
Sl WXMNRIETR.
it
RE]LATEAPI ExplorershiEidiziEO,
URI

GET /v3.0/OS-PERMISSION/role-assignments
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2% 5-316 Query %

2% =EY | SR | R
ik
domain_id =2 String FEPKSID, RESNES W FRENK
S. IAMAF. IIH. AF4E. Kig. &t
B9 FRFAID
role_id & String FRERID,
subject & String IEER, BUESEE: user. group.
agency, iZ2#5subject.user_id.
subject.group_id. subject.agency_id 2 ggi%k
B,
subject.user_i | & String ENBIAMABRID, FEAIES W FKE
d &S, IAMEAF. IiB. AP4E. XiE. &£
FEROBIRFID,
subject.group | & String IEINAIRPAEID, SREVAIESI: KRBV
_id =. IAMAF. IiH. BP4. Xig. &%
R9ZFRFOID,
subject.agenc | & String IEINRYEIEID, FKEVARIBES I KRB
y_id 5. IAMAF. IB. AFA. Kig. 5%
R9BZFRFNID .
scope & String ECEE, BUESEE: project. domain.
enterprise_project, 1Z2#5
scope.project_id. scope.domain_id.
scope.enterprise_projects_id R AEEIE—
o
izl
o NEBELBIRSZIEMICH, scopeBlE
domaingliESscope.domain_id
o MFBEETAHBERBREINEHICSE, scopeBl
{B5domain, BHis_inheritedBYEHtrue,
o MEBTEETHEANSEAUCRE, scopeEUEN
projectaiiEE scope.project_id,
o WMEEEETHRWINBANENICRE, scopeBl
{EJ9enterprise_projectafiE 5
scope.enterprise_project_id.
scope.project_ | & String ENRIIEID, RENARBES: KRB
id =. IAMARF. 8. AFP4E. KiE. &t
R9ZFRFOID,
scope.domain | & String FE|KSID, RESNES W SRENK
_id =. IAMAF. IiH. BP4. Xig. &%
R9ZFRFNID .
scope.enterpri | & String ENRIWIREID, REVAIESR: T
se_projects_id FRENWIRAID .
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BH—BDINIE

APl &% 5 API
2% =EY | S¥EE | fid
i%
is_inherited & Boolean | EEEEETFHREMBIENANCRE, HAR

false, ZiZ¥scope=domainsi#
scope.domain_idfFfERTERL . true: &Hif
EFFREMEENICR. false: HE
F2BRSBIENRNCR

Boolean | EESASEFIAMARFRERPAISIRENS
=, HiABtrue, HSHsubject=userzi

subject.user_idFERTER - true: EGE

FIAMBF#EN. IAMBRFETEEPAIEI

AICR. false: (NEHEFIAMARIENH
ICFo

Integer | DIREGRHIBHIIRE, E@ERNH.
FESper_pageRIItFE.

Integer | PREGNBREIENE, BUETEEN
[1,50], EESpageIEE.

iy

include_group

iy

page

iy

per_page

5RSH
2% 5-317 153K Header &%
2 2RY | SEEE | Eh
ik
X-Auth-Token | 2 String HIAShE, FEAPNSMD. SIREEE.
tokenFT BN RIES ISR
D)VE=254
%= 5-318 lghZ Body %4
28 SR ik
total_num Long REIFHICRIVED S
role_assignmen | Array of BEREE.
ts RoleAssignm
entBody
objects
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5 API

2 5-319 role_assignments

B it ik
user RoleUserAssig | #EZINBRPER.. (NEENER, BUES
nmentld object | userBHREILFES .
role RoleAssignmen | IEIRRREE .
tld object
group RoleGroupAssi | EZIXAFAREE . (RERINER, BES
gnmentld groupRTIR[EILLFES .
object
agency RoleAgencyAss | IEIXEIBER. . (RIERINER, BES
ignmentld agencyRTIR[EILLFER
object
scope RoleAssignmen | IEHERASEE .
tScope object
is_inherited Boolean EAETHEMBEI.
2K 5-320 role_assignments.user
28 S 115
id String IAMHEFID,
2 5-321 role_assignments.role
BiR it IR
id String BBRID
2K 5-322 role_assignments.group
B it A
id String FF4HID,
£ 5-323 role_assignments.agency
B it A
id String Z#ID,
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2K 5-324 role_assignments.scope
BR il fEIA
project RoleProjectAssi | EFIAMINBEIZSNEEE . (USHCEEER
gnmentld projectATIR[EILLFER o
object
domain RoleDomainAs | EF£BRZBWUFABIMBIENAIER .. X
signmentld EBHCEEEFEdomainihiR B FER o
object
enterprise_project | RoleEnterprise | EF W IRBISRANEE . (MUEBCCHEIE
ProjectAssignm | #¥enterprise_projectAfiR[EItE=FES
entld object
2 5-325 role_assignments.scope.project
BR - il IR
id String IAMIRHID,
2 5-326 role_assignments.scope.domain
BiR St fEiA
id String 2FRS51D,
£ 5-327 role_assignments.scope.enterprise_project
BiR it A
id String W IREID,
(=R GN]
FFHEFERER.

GET https://iam.myhuaweicloud.com/v3.0/OS-PERMISSION/role-assignments?{domain_id}

e Sz 73~
REB 792000 :
BERIN
{

"role_assignments":{
"group":{

h

"id":"07609e7eb200250a3f7dc003cb7a4e2d"
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"is_inherited":true,
"role":{
"id":"11e5c42d20cc349a2b9e2f8afd253f50c"
h
"scope":{
"domain":{
"id":"d78cbac186b744899480f25bd022f468"
}
}
}

"total_num":1

}
REHE
R[EE )%
200 BRI
400 ST
401 INIER .
403 RBIRIENIR
BI=0
B2 EIRE.
5.8.4 a9 BIRSPEIAFEANR
INRENA
ZEOTUBTFEERERLBERSHHIRFEANR .
ZiEOLAMERA 2B XIFAYENdpointF IE ML X IFAYENdpointiEFE . IAMBYENndpointis
21 WXHRIREDSR.
I
R LATEAPI ExplorershiEidiziEO,
URI

GET /v3/domains/{domain_id}/groups/{group_id}/roles

% 5-328 IRIZSH

2% = | ¥R 1
domain_id 2 String FBRAEmREKSID, KEAIESL:

RS . IAMAR. IB. AF4A.
Xig. ZENZFHRFID,
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BH—BDINIE

APl &% 5 API
2% =E | BHEE R
WHik
group_id = String FIF4EID, FKESXiESN: TREUK
S. IAMAR. INB. APA. Xig.
FHERIZFRAID,
IBRSH
K 5-329 i53K Header 3#
8% =% 2% | #k
il
Content-Type | =2 String | IZ=FERABIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | i5iEI<$RE, EFEBEFPHED. BIREE
=
tokenPTFRAXPRIE S WARZAIR -
MRS
2 5-330 I Body ¥
BH SR R
links Object RRIHZER
roles Array of BREETIE
objects
& 5-331 links
BH BHEE R
self String REHEE
previous String BI— OB IRE ML, ANTFERTInull,
next String BE— e RREE L, AFERT anull,
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2% 5-332 roles

2% SHRT iR

domain_id String NPRFTEMSID

flag String ZBHENfine_grainedid, FRRLAIRARFER
EAVZRHE .

description_cn | String BURAIPSIBIAMER . (RIEBIZERTHENT
description_cn2%{, MRS ASIREILFER .

catalog String BERFFIER R

name String EFRE2WMAIBERFR. N=BRIRSCCSE

1BAFPRECCS Userfnameaccs_user,
S TERAPRtokensh, =IRSBIRIBIZZTREFHIRT

AR REBXRILIE .
description String BIREIAMSE .
links Object PIRAEREEIZEE -
id String PRID,
display_name | String WPREFR
type String WPRAYE BT .

AR

o AXFEREdomainEETo

o XAFERfEprojectEETRo

o AAFERTEdomainfiprojectBHIE o

o XXFERTEdomainFlproject EARER,

o BEENRBHERMEXNIBENAXLEXA, KB
domainZEfllproject BEBER (AA) , ETE
domainE#Iproject BEBAE R (XX) .

policy Object WERRIEHRARE

updated_time | String I PREEFTAS (] o

1588
UNIXEEZEC, BUR=R, RHERig=an:
1687913793000,

created_time | String PR CIEEATIE] o

WiBA
UNIXETEEE, BfUR=r), BHa@s:
1687913793000,

£ 5-333 roles.links

2% S¥RT R
self String RIRSEREL
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5 API
2 SRR A
previous String BI—ePIERRpHEIE, RAEFEER Anull,
next String [E—4RIERIREEIBIE, RFEER AL,

2= 5-334 roles.policy

85 SHER faR
Depends Array of ZA PR TR ERAIANER o
objects
Statement Array of BRUET, EIASORIIERRS.
objects
Version String WRARAS .
iRE

o 1.0: RFAMENAE. LIRS HHE, REBIRAY
IRSSEXAERTEN.

o 1.1: REE, IAMEFTIRHAI—FhABRIE1ZINAYRE
73, ALUSHREIRARIRSHRE. BRARIERSE

"%,
2R 5-335 roles.policy.Depends
2% S i1
catalog String BORFFEE R
display_name | String BIRERA -
& 5-336 roles.policy.Statement
2% SRR fiik
Action Array of BRI, 1EXEFERIEMRRIERIR . SHRFAVIEI
strings MESEZ RS (APISE ) Fh “IUPRFNIEAN

)y ==

n” &1,
WiBA

o &N IRBAFREEVIRE, fl:
vpc:ports:create,

o [RSBBNFTRBIR, Blilecs. evstvpcsE, RSE
NZHNE, BEFBIRMESBEANG, BXR
HEEAS*, TEDIIEEENIT.

o HETENRIENZITEENFKEEN, ZFREN:
"Action": ["iam:tokens:assume"],
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2% SHARTY A
Effect String EF. BamM: 21F (Allow ) FliE4

(Deny) , BEBAllowXBDenyJiStUEaAT,
BfEDeny{L5EHIEN

EVESEE:
o Allow
e Deny

Condition Object PREIFRM . WIRCIFBICZREEREALFER, iR
BRI .
1588
LABRRAIFAIConditionJafl: 521442 (obs:prefix )
FIF&FER (public) F4B%E ( StringEquals)
"Condition": {
"StringEquals": {
"obs:prefix": [
"public"
]

}
}

Resource Object HIR, WNEREIZEIRIRATHRENLFER, WiE
FERPTUFEE . FINENT:
1588

o TNE * WAER: =, fl: "obs::bucket*",

o regionFE e E]IAERgregion, servicelidu
FEHresourcelEF X3 Miservice,

o HiZBENRAFIEEENRIEN, 1ZFER3EE
JI0bject, {EA: "Resource”: {"uri": ["/iam/
agencies/agencyTest"]}.

ISR
B2 BRSSPI PR

GET https://iam.myhuaweicloud.com/v3/domains/{domain_id}/groups/{group_id}/roles

i Rz 73~451
RS 200 B
ERAIN
{

"roles": [
{
"domain_id": null,
"flag": "fine_grained",
"description_cn": "EiEiH&ZEE",

"links": {
"next": null,
"previous": null,
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"self": "https://iam.myhuaweicloud.com/v3/roles/db4259cce0ce47c9903dfdc195eb453b"
B
"id": "db4259cce0ce47c9903dfdc195eb453b",
"display_name": "CDN Domain Viewer",
"type": "AX",
"policy": {
"Version": "1.1",
"Statement™: [
{
"Action": [
"cdn:configuration:queryDomains",
"cdn:configuration:queryOriginServerinfo",
"cdn:configuration:queryOriginConflnfo",
"cdn:configuration:queryHttpsConf",
"cdn:configuration:queryCacheRule",
"cdn:configuration:queryReferConf",
"cdn:configuration:queryChargeMode",
"cdn:configuration:queryCacheHistoryTask",
"cdn:configuration:querylpAcl",
"cdn:configuration:queryResponseHeaderList"
1y
"Effect": "Allow"
}

1
}

}
1,
"links": {

"next": null,

"previous": null,

"self": "https://iam.myhuaweicloud.com/v3/domains/d78cbac186b744899480f25bd022f468/groups/
077d71374b8025173f61c003ealal1ac/roles"

}
}

R[EE

REHE R

200 BRI

400 ST

401 TNIESM

403 EEERESUR

404 R FBNAYETR o
BI=0

7

5.8.5 EiRINH RS FHIHEFPANE
INEENA

ZEOR L ATFEERERNERSPIAFANR,

ZEOLUER2BXIFAYENdpointF I E X IFAIENdpointiE@FE . IAMAYENndpointis
20 WXL REDS.
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H—BDINIE

APl &% 5 API
5}
1 B] LAFEAPI ExplorershifiliizizE .
URI
GET /v3/projects/{project_id}/groups/{group_id}/roles
* 5-337 IR123¥
8% =E | BHEE ik
WA
group_id = String FIPZID, KA RBESN: FKREUK
S. IAMARF. INB. AFPA. Xi%.
FFERIZFRFOID,
project_id 2 String IRBID, RENAIEEN: KBS .
IAMARF. INH. BF4AH. Xig. Fit
HOZFRFOID
iERESH
K 5-338 53K Header 2#
e BEWYI% ¥ | ER
it
Content-Type | @ String | iZ=FERNEIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | 1hiEl$hE, EFEBFHSMH. XREE
S
tokenFrEE i RIES DIEAUIR .
V=S5t
7 5-339 WKL Body &%
2% ST iR
links Object REIEHEER
roles Array of MREESIZE.
objects
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2 5-340 links
¥ S¥R A
self String RiEHEE
previous String BI—EPERIREEIIE, RAEER AUl
next String E—EMER RSN, RAEER ANl

2 5-341 roles

B8H e el R

domain_id String WRFTEMSID,

flag String ZSHEHfine_grainedid, FRRLRARFEN
ERIRHE

description_cn | String BPRRIPIHEIAME R . (NERIRATHENT
description_cn&#{, ML {AFA=IREIFE .

catalog String BORFFEE R

name String EEREZ2ZMAIBPRBZTR . N=BRIRFCCSHE

BRAPIPRECCS Userfnamegccs_user,
wEAFBtokend, =IRSBZIRIEIZBATIRIFIRT

Fﬁ)’—“‘ =a AR,
description String BURIEAMER
links Object MR RIHZER
id String BRID
display_name | String BPRBZTR
type String WPRAIE BT

Lz

o AXF/RfEdomainEER.

o XAERTEprojectEER.

o AAFERTEdomainflproject EHER.

o XXFERTEdomainFlprojectEHIARER.

o BEMRBHEMEXREENAXHEXA, T EE
domainEFfproject2EET (AA) , :E%?"
domainEfproject BEFARE R ( XX ) 0

policy Object MIRBEARNE .
updated_time | String W PREFATE
iRE
UNIXEEBAEC, BIR=R, Raig=t:
1687913793000,
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5 API
2 SRR A
created_time | String R GIERTIE]
WiBA

UNIXESEIERAE L, B2, REdug=tan:
1687913793000,

3£ 5-342 roles.links

28 SR R

self String RIRSEREbL

previous String BI—SREER RSN, AEER Anull,
next String E—8ER RSN, REER Anull,

2k 5-343 roles.policy

S SRR g
Depends Array of ZA BRI ERBIANR o
objects
Statement Array of BRGER, HEASPRINEARARS.
objects
Version String BRIRAS .
iz Ll

o 1.0: RFEMENAE, LIRSHHNE, REEIRAY
IRSSEXAERTEN.

o 1.1: RE&, IAMEFTIRHAI TR E 1IN ATRE
73, AILAEHREIERIRSAUIRIE. RIRURIBERSE

HE,
% 5-344 roles.policy.Depends
B8 e el ik
catalog String BORFFEE R
display_name | String BUREFR
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5 API

i5RHI

2K 5-345 roles.policy.Statement

2H

SHE

ik

Action

Array of
strings

BN, ENEFEINERRERIR . STIFRIRIN
TsSE S RMRSS (APIZE ) Fh “IXPRFOEN

In” |1,
B

o &N IRSBAFREEIRE, fI:
vpc:ports:create,

o IRSBBAFTMBIR, Hlilecs. evstlvpcE, IRSE
NSNS, BRERIMRESEANS, BRS
HEEMS, TEDYLIBIUIR.

o HEENRIENZITEENFKEEN, ZFRERN:

"Action": ["iam.tokens:assume"],

Effect

String

YEF . B&mH: fiF (Allow ) FNiE4
(Deny) , EXBAllowX B DenyRUiSHUEGIAT,
B1EDeny{fL5EaIREN .

BESEE:
e Allow

e Deny

Condition

Object

PREIFM . NRBIZBULRIEREANLFER, Wik

EIERPETIFE .
1588
LAiE R F R ConditionJaffl: 4452 ( obs:prefix )
=5 (public ) 85 ( StringEquals )
"Condition": {
"StringEquals": {
"obs:prefix": [
"public"
]
}
}

Resource

object

HIR, WNRCIERLZRIRAREANLFE, WiR[E]
FERPTUFEE . FINENT:
izt

o TJE * WAER: =, fl: "obs::bucket*",

e regionFEX s ATAIaRYregion, servicedssm
FrEBresourcef@F I Rservice,

o HiZBEENRIEAZITEE N RIS, 1ZFEREE
JIObject, {EF: "Resource”: {"uri": ["/iam/
agencies/agencyTest"[}.

ERIRE RS FRIBFANR.

GET https://iam.myhuaweicloud.com/v3/projects/{project_id}/groups/{group_id}/roles
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N Rz 7~

RAEBH 200 A:
BRI o

"roles": [
{
"domain_id": null,
"flag": "fine_grained",
"description_cn": "N FIG#EEIRRSS LIZHR",
"catalog": "AOM",
"name": "system_all_30",
"description": "AOM read only",
"links": {
"next": null,
"previous": null,
"self": "https://iam.myhuaweicloud.com/v3/roles/75cfe22af2b3498d82b655fbb39de498"
Iy
"id": "75cfe22af2b3498d82b655fbb39de498",
"display_name": "AOM Viewer",
"type": "XA",
"policy": {
"Version": "1.1",
"Statement": [

{
"Action": [
"aom:*:list",
"aom:*.get",
"apm:*list",
"apm:*.get"
1
"Effect": "Allow"
}
]
}
}
1
"links": {
"next": null,

"previous": null,
"self": "https://iam.myhuaweicloud.com/v3/projects/065a7c66da0010992ff7c0031e5a5e7d/groups/
077d71374b8025173f61c003eala11ac/roles"
}
}

R[EE

REHE E1::)%

200 BRI

400 ST

401 TNIESEE

403 IRBEERIFIR

404 RELFEN AR -
=il

7
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5.8.6 JAFHEKETF 2 BIRSZNE

ab
ThEEN 4B

ZEORLUBATEERIAFREETERIRSIIR. SREAEEBFESN: RHEN
BEO

ZiEOLAME A2 B XIFAYENdpointF lE M X IFAYENdpointiEFE . IAMBYENndpointis
21 WXLRIREDS.

it
IZRJLATEAPI ExplorershifEifliziz[
URI
PUT /v3/domains/{domain_id}/groups/{group_id}/roles/{role_id}
3 5-346 IR1ZSH
el 28 | 5% (2202
domain_id = String FBRAEmREKSID, REAGIBESR:
REWS . IAMEF. INH. BAF4.
Xigk. EIEHBFRFID,
group_id = String FIF4EID, FKENSXiESN: REUK
S. IAMAR. IRB. AFPA. Xig.
FHENZFRFID,
role_id 2 String BPRID, SRENSIBESW: TKEUWR
ID,
48R
MREERLEBFARETFEAR0BSIEENE
ENKRE, BORICIEIEREEAEER
. XIFRINE, HittaHER2MEEX
®REE, BN RERNEFREPA.
IBREH

K 5-347 153K Header 2#

¥ BRIk ¥ |k
St
Content-Type | =2 String | IZ=FERABIES “application/
json;charset=utf8” ,
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F—EBINE
AP &% 5 AP

SH BRWIE S8 |

al

String | inA<SHE, ABAFPNSG . NREE
ES

C0N 0

X-Auth-Token

ali

tokenP BN RIES ISR .

I e
7
(=R %N
NAFREETFEBRSBINR,
PUT https://iam.myhuaweicloud.com/v3/domains/{domain_id}/groups/{group_id}/roles/{role_id}
i pz 7451
T
R[EE
R[EHE fHik
204 I
400 SHEH.
401 TNIERL
403 IREIREBR
404 RLFWEN AR o
409 TIPSR
=il
¥
5.8.7 ARAFPHEETFIE RS R
ThEEN R

ZEOTLUATEERNAFRARETFRBRSTR. SURFFAERBZSI: REFN
BEO

ZiEOaLUER2BXIFAYEndpointF I E X IFHIENdpointi@FE . IAMAYENndpointis
20 WXL EDS.
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BH—BDINIE

APl &%& 5 API
i
1 B] LAFEAPI ExplorershifiliizizE .
URI
PUT /v3/projects/{project_id}/groups/{group_id}/roles/{role_id}
X 5-348 RIS
S =R | sEm g
Wi
group_id = String JEHFLHID éichYTi_tl% )L. ﬁﬂyﬂ’o’:
%?EE’\J‘E?I’F*EIDO
project_id = String HARPERINRIIREID, KA RES
: FEKE. IAMARF., IIe. BF
H., Xi%. ZIEAIS[FRMID,
BRRZIE SHEFPARIAMBREFR
1;2\ {iﬁﬁE{JIAMIﬁE_ﬁO
588
MBI EEARAFARETESO0BSIRENR
ENERRE, BERTERERG THIES
FIREE A “MOS” WIIREID, AFPER
FiZITEHIOBSEHEN RS ,
role_id 2 String BPRID, SRENSIBESW: TREUWNR
ID,
=P
R 5-349 153K Header 2#
2% =AW S5 | #k
it
Content-Type | @ String | IZ=FERIIFIES “application/
json;charset=utf8”
X-Auth-Token | 2 String iHI‘E_I%\HE‘?, AEEAFNEm .. NREE
tokenﬁﬁﬁaWBE ES ISR,
)24

p
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BH—BDINIE

APl &% 5 API
(=R GNl
HRAPAEEFIRBRSINR
PUT https://iam.myhuaweicloud.com/v3/projects/{project_id}/groups/{group_id}/roles/{role_id}
MRz~
7
IR[BHE
REE ik
204 BRI o
400 ST
401 AR
403 IRBIRIEIR
404 RLFWEN AR -
409 RIRPR,
HEI=D
7

5.8.8 EITAFAREHEERRSZTUIR
J

ThEEN A

iz

URI

ZEOTUATEEREEIRFPHRSHEERREIR.

ZEOTLER£BEXEAEndpointfIE M XIFHAIEndpointiAA . IAMAJEndpointis
S WXMRED=.

1ZA]LATEAPI ExplorerdrifEiftizizOl,

HEAD /v3/domains/{domain_id}/groups/{group_id}/roles/{role_id}
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BH—BDINIE

APl &% 5 API
#+ 5-350 IR12SH
B8H = SR A
WA
domain_id = String BPHEREKSID, KEBERES !
RS . IAMAR. INB. AF4A.
Xis. FFERIZIRFID,
group_id 2 String FIFEID, SKENANBES I FRENK
%\ IAMmP\ IﬁE\ mpéﬂ\ zﬁ\
FHEMNZFRFID,
role_id 2 String BPRID, SKENAIESN: TKEWUR
ID,
IBREH
2 5-351 153K Header 2%{
2% =RWIE S | Bk
S
Content-Type | @ String | IZ=FERIBIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | IhE$hE, EFEBFPISMD . XREE
=
tokenFT BN PRIES WIS IR
VRS54
.
iI=P G N]]
EIAFHREHREEBERINR.
HEAD https://iam.myhuaweicloud.com/v3/domains/{domain_id}/groups/{group_id}/roles/{role_id}
N Rz 735
7
IR[EIE
IR[EHE A
204 JaAN. (BEEENR)
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H—BDINIE

APl &% 5 API
REIE )%
400 ST
401 NN S¢S
403 RBEIRERUR
404 RILEIERAYZIR

B
¥
5.8.9 B HESHBINEIRSZNRE
IheEN 4R

ZEOUTUATEEREIRFPEHRSHBIMARSIIR.

ZiEORLAMER 2B XIFAYENdpointF I E M X IFAYENdpointiE . IAMBYENndpointis
21 WXL IEDS,

IE 1
A LATEAPI ExplorerdriEidiziEOl,
URI

HEAD /v3/projects/{project_id}/groups/{group_id}/roles/{role_id}

% 5-352 IRIZSH

2% =E | sHEE fiik

group_id = String FIR4ID, FKEASXiESN: TREUK
=. IAMARF. INH. BFPA. Xig.
FHFERIRFRFIID,

project_id = String IREID, KA XEEN: KKS .

IAMAF. IiH. AFPH. Xif. £t
BYRFRFIID

String XBRID, FREXSIBESN: SREVNR
ID,

role_id

ali
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F—EBINE
AP &% 5 AP

IERSH

2 5-353 i53K Header 2

2% B WI% 2% | R
-3t
Content-Type | =2 String | iZ=FERABIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | 1HE$HE, EFEBFPHEMD. BIREE
=W
tokenPT AN PRIE S AR »

[ e

7
(=R %N

BHRAFAERAHABEINERSR

HEAD https://iam.myhuaweicloud.com/v3/projects/{project_id}/groups/{group_id}/roles/{role_id}
N Bz 7=

%
REE

R[EHE R

204 'K, (BBEENR)

400 BTN

401 TNIERL

403 IZBBRIFIR

404 REKEENEIR
FEIRtg

¥
5.8.10 EHiHAHFAHNRBIBEXRSIZE
ThEeN 48

ZEORAUATEERERAREMEIERSNRIIE
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H—BDINIE

AP| &% 5 API
ZE O LAMEREBXIFAIEndpointFIE B X idAYENdpointi@E .. IAMBIEndpointi’
%m: i&z*u%iﬁ‘ﬁ-ﬁlu\o
U
RB]LATEAPI ExplorerdriEidiziE.
URI
GET /v3/OS-INHERIT/domains/{domain_id}/groups/{group_id}/roles/
inherited_to_projects
2% 5-354 RIZSH
2% BEWIE SRR R
domain_id = String W=D, RENEIESN: IREX
WS, IAMBRF. IiH. AR
£H. Xi. ZIERILZFRFNID,
group_id = String FIF4EID, RIS RiEEN: 3K
kS . IAMER. ITH. AF
£H. Xi. FIERILZFRFNID,
B3RS
K 5-355 i53K Header 2
e BRIk | SHER R
X-Auth-Token | 2 String B Security Administratoril
PRAYtoken,
)25t
K7Z58879 200 AY:
#= 5-356 NiIhZ Body S
el SR R
links object REIEHEER
roles Array of BIRIEESIZE .
objects
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F—EBINE
AP &% 5 AP

2% 5-357 roles

8% SR ik

flag String Z2HEHfine_grainedid, FRRLRARFER
BRI

description_cn | String PR IHEIAER . (RIECIRRIHIENT
description_cn&#{, MM {AFAIREIFE

catalog String BORFFEE R

name String WRE . EHEAFEtokend, =IRSBIRIEZS
FRRFITR P RSB INRGE .

description String BIREIAMSE .

links object PRAYEREEZEE -

id String BPRID,

display_name | String PIRERE -

type String BPRAYE BT .
]

o AXF/RfEdomainEER,

o XAFERfEprojectEETRo

o AAFERTEdomainfiproject IRz

o XXFKRTEdomainFlproject EHIARE R

o HEMERNEMMEXREENAXHEXA, FEEE
domainEfproject ZERER (AA) , EBEE
domainE#lproject BEBAE R (XX) o

policy object RIRIEAAS
updated_time | String W PREFTATIE]
iRE
UNIXESiE@E, BUER=EY, IHa@sa:
1687913793000,
created_time | String PR EUFERTIE
iRg
UNIXRHE#HE, BARER, Ia#igia:
1687913793000,
2 5-358 links
84 SHRT R
self String GAD LIS E=IrEN 1|
previous String BI— PRI, ARTFERTInull,
next String E—SBEER R ERE, AFEER AAnull,
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F—EBINE
AP &% 5 AP

2k 5-359 roles.policy

el SHRT iR
Depends Array of ZAPR PR ERAIAR o
objects
Statement Array of BERET, HIASPRRIERRS.
objects
Version String PPRIRAS .
588
o 1.0: EZMEBENAE. MRS NE, ZEERY
RSBSEXAERATEN.
o 1.1: FEE, IAMERFTRIHAI—FhdB I EIZAAYRE
ﬁéﬁﬂlﬂf%ﬁ?:u&{d&ﬂﬁ%?ﬂﬁ{’ﬁ\ RRLARIERSE
1 =Fo
& 5-360 roles.policy.Depends
8% ST iR
catalog String BPRFAIER R
display_name | String WIRERE o
£ 5-361 roles.policy.Statement
B8H e il R
Action Array of AR, IEXTRIRRIEMEIENIR . SZIFRUIEAR
strings MESER RS (APISE ) b “RURFIIEN
> &1,
588

o 18N IRBAFREEVIRE, f:
vpc:ports:create.,

o IRSBBNZTREIR, Hlilecs. evstvpcs, IRSE
NEZRFNE ., BRERIMRESBEANNG, BEXRZ
FBEAS*, TEDYILEFENIN.

o HBEENKAZIEEENREN, ZFREN:
"Action": ["iam:tokens:assume'],

Effect String EF. BE&FM: 1F (Allow ) FIHEL

(Deny) , BFBAllowX B DenylEHGEGIRT,

BEfEDeny{L5EHIEN

KZME:

e Allow

e Deny
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BH—BDINIE

APl &% 5 API
2H SR iR
Condition Object PREIZF . ANRECIZRLLFRIERENLFEE, MR
EERPBTIFES
iz Ll

LA sRRfIFfConditionJafl: £4442 (obs:prefix )
=5 (public ) 8 (StringEquals ) o
"Condition": {
"StringEquals": {
"obs:prefix": [
"public"
1
}
}

Resource Object B, WMNERCIZRIRIRIIFRENLFER, WG
SERPETUFEE ., MNENT:
izl
o TE*HIAER: =, fil: "obs::bucket:*",
e regionZFEE i FIFE]AERregion, servicediiu
F1ERresourceEF I3 Miservice.

o HiZBEENFEIENEIEEENHRIEHT, 1ZFBFEE
JIO0bject, {EA: "Resource”: {"uri": ["/iam/
agencies/agencyTest"[}.

R
BiFFARFTEREAURGIE .

GET https://iam.myhuaweicloud.com/v3/OS-INHERIT/domains/{domain_id}/groups/{group_id}/roles/
inherited_to_projects

i Mz 73~/
AEE/: 200
BERIN

"roles" : [ {
"description_cn" : @RS (VSS) BER, HEZRS THIFIEIIR",
"catalog" : "VulnScan",
"name" : "wscn_adm",
"description" : "Vulnerability Scan Service administrator of tasks and reports.",
"links" : {
"next" : null,
"previous" : null,
"self" : "https://iam.myhuaweicloud.com/v3/roles/0af84c1502f447fa9c2fa18083fbb..."

h?
"id" : "0af84c1502f447fa9c2fa18083fbb...",
"display_name" : "VSS Administrator",
"type" : "XA",
"policy" : {
"Version" : "1.0",
"Statement" : [ {
"Action" : [ "WebScan:**" ],
"Effect" : "Allow"
11
"Depends" : [ {
"catalog" : "BASE",
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F—EBINE
AP &% 5 AP

"display_name" : "Server Administrator"
W
"catalog" : "BASE",
"display_name" : "Tenant Guest"
1]
}
h o
"flag" : "fine_grained",
"description_cn" : "SS5 |1 ERSZEERIR",
"catalog" : "CSE",
"name" : "system_all_34",
"description" : "All permissions of CSE service.",
"links" : {
"next" : null,
"previous" : null,
"self" : "https://iam.myhuaweicloud.com/v3/roles/Ob5ea44ebdc64a24a9¢372b2317f7..."
L
"id" : "Ob5ea44ebdc64a24a9c372b2317f7...",
"display_name" : "CSE Admin",
"type" : "XA
"policy" {
"Version" : "1.1",
Statement [ {
"Action" : [ "cse:**", "ecs**", "evs:¥*!, "vpct! ],
"Effect" : "Allow"
1]
}
11
"links" : {
"next" : null,
"previous" : null,
"self" : "https://iam.myhuaweicloud.com/v3/roles"

}
}
REEL
R[EE %
200 EXRAIN.
401 INIES
403 RBEIRIERIR
e

1% / %ﬂ\nﬁq o

5.8.11 E0AFPAERSGRERRBEMBREENR

IhEENA
ZEON U BTEEREOAFARSIHEFREINBIEENR.
12}3::[!__[1«11@55@%I:i:EEI’JEndpomtﬂ] { fth X i AYEndpointiEFE . IAMAYEndpointis
D RS S
@it

f&a]LATEAPI ExplorershifidiziEO .
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BH—BDINIE

APl &% 5 API
URI
HEAD /v3/OS-INHERIT/domains/{domain_id}/groups/{group_id}/roles/{role_id}/
inherited_to_projects
% 5-362 BRIZSH
el =A%k SR R
domain_id 2 String BAFEFrFREKSID, SKENARIE
S0 FBEKS. IAMAR. I
B. BFRAE. Xig. FENEMR
#0ID,
group_id b String FFLEID, KA BESN: K
WS, IAMERF. IiB. AF
fH. XiF. ZEHZFRFID,
role_id 2 String BPRID, SRENGIBESM: FKEY
fH. Xi%. ZEHZFRFID,
BREH
2 5-363 153K Header 2%{
2¥ BRIk SR ik
X-Auth-Token | 2 String & Security AdministratoriX
PRAYtoken,
VRS54
.
=GNl
BiAFAEEREREFREIMEIEENR.
HEAD https://iam.myhuaweicloud.com/v3/OS-INHERIT/domains/{domain_id}/groups/{group_id}/roles/
{role_id}/inherited_to_projects
N Rz 7~ A5
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H—BDINIE

AP| &% 5 AP
RS

RSB 0%

204 E=FRIN .

401 TNESRM

403 SEIRERIR .

404 RILEIER IR
==

B2 EIRE.

5.8.12 BIRAPARFIEINEIRBINR

TORENA

ZEOT L AT EERBRAPENFEIRERSIR .

ZiEOn LAMERA 2B XIFAYEndpointFIE M X IFAYENdpointiEFE . IAMBYEndpointis
20 WXZEDS.

i

1ZA LATEAPI ExplorerdrifEiftizizOl,

URI

DELETE /v3/OS-INHERIT/domains/{domain_id}/groups/{group_id}/roles/{role_id}/
inherited_to_projects

% 5-364 RIZSH

2% =AWk SHER RHR

domain_id = String FFREFREKSID, KBNS IE
20: KBRS . IAMAR. I
B. AFA. XiE. EEH[R
D,

group_id 2 String FFLEID, KA BEEN: K
BIKS. IAMEBRF. I8, AF
$H. Xif. ZIEHZFRFIID,

role_id 2 String BERID, KENAIESW: FKEY
WS, IAMARF. IiE. AF
$H. Xif. ZIEHZFRFID,
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F—EBINE
AP &% 5 AP

IERSH

K 5-365 153K Header 2#

28 BRI SRR fEiA
X-Auth-Token | 2 String B Security Administratoril
PRAYtoken,
V254
7

SRR
B AP AR IR B RS IR o

DELETE https://iam.myhuaweicloud.com/v3/OS-INHERIT/domains/{domain_id}/groups/{group_id}/roles/
{role_id}/inherited_to_projects

N Rz73~ 451
RESB: 403

=P Si57 3N
o A1
{

"error_code" : "IAM.0002",
"error_msg" : "You are not authorized to perform the requested action."

}

o ffl2
{
"error_code" : "IAM.0003",

"error_msg" : "Policy doesn't allow % (actions)s to be performed."

}
RS 500
Internal Server Error
{

"error_code" : "IAM.0006",
"error_msg" : "An unexpected error prevented the server from fulfilling your request."

}
RE&H
IR[EHE R
204 =R
401 TNIESETY
403 TBERAIZIN
404 REEENZIR
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H—BDINIE

APl &% 5 API
REE ik
500 I*_IDBHE?U Elaao
S
5= WHEIRG .

5.8.13 BIFRFHIIZBIRSUR

TORES TR

ZEOT L AT EERBRAPENZBRSTR.

1%;:DTLM§FH@%EiIEEI’JEndpomt%I] L fth Xt AYENdpointiEFE .

20 MXZETR

i

R LATEAPI ExplorershiEidiziEO.,

URI

DELETE /v3/domains/{domain_id}/groups/{group_id}/roles/{role_id}

% 5-366 BI2SH

IAMBYEndpointis

2% 2 | %R )%
D23V

domain_id = String BRAEmREKSID, KEAGIBESR:
FREWWS . IAMBF. IE. BAF4A.
Xigt. ZIEHNZ[FRFID.

group_id = String FIR4EID, FKEVSiEESN: REUK
=. IAMARF. IRB. AFA. Xig.
EHENBFRFAID,

role_id 2 String BPRID, SRENGIBSW: KEUNR
ID,
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F—ERINE
APl &% 5 AP

IERSH

2 5-367 153K Header 2

2% B WI% 2¥ |k
-3t
Content-Type | =2 String | IZ=FERABIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | BA1SHE, FEEBAFPNSER . NREE
S
tokenFT AN PRIE S AR o

[ e
7
(=R %N
BrAPANEBERSINR .
DELETE https://iam.myhuaweicloud.com/v3/domains/{domain_id}/groups/{group_id}/roles/{role_id}
N oz 7=
%
REE
R[EHE R
204 PRI
400 SHTN.
401 TNIERL
403 IZBBRIFIR
404 REKEENEIR .
FEIRtg
7
5.8.14 BBIRAFAHNINE RS
ThEEN 4R

ZZEO L AT EERBRAPENRERSIR .
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F—EBINE
AP &% 5 AP

ZEOTLUERE R XIFAIEndpointFIE tXIEERIENdpointiEE . IAMBJENdpointid
S BMRMBRDR.

A
ZAJLATEAPI ExplorerdiiiziE
URI
DELETE /v3/projects/{project_id}/groups/{group_id}/roles/{role_id}
% 5-368 IRZSH
8% 2 | %R fER
Wik
group_id = String FIFEID, SRENASES I FRENK
S. IAMARF. InB. AFPA. Xi.
FRENZFRFAID,
project_id 2 String IREID, FKENAHEEN: KEKS.
IAMAF. IIB. AFP4A. XiE. &£t
RYRFRFOID
role_id 2 String BPRID, SRENSIBESW: TREUNR
ID,
IBREH
% 5-369 53K Header 2%
8% BE W% 8% | R
i)
Content-Type | @ String | iZ=FERNEIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | ihiEI<$hE, EEBFPHSMD. XREE
B
tokenFTBEINRIES WIEHIR
D)2
7
=Pl

PR P HEAVINE RSIUR -

DELETE https://iam.myhuaweicloud.com/v3/projects/{project_id}/groups/{group_id}/roles/{role_id}

SASRRAS 55 (2025-07-03) WA © ERFRABIRAE 241


https://developer.huaweicloud.com/endpoint?IAM
https://console.huaweicloud.com/apiexplorer/#/openapi/IAM/doc?api=KeystoneRemoveProjectPermissionFromGroup

BH—BDINIE

APl &% 5 API
Nl Mz 73~
¥
R[EHE
REE )%
204 FEBRAYIN
400 ST
401 INIESE .
403 RBEIRERUR
404 RILEIERAYZIR
Pt
¥
5.8.15 JHRAFABZEFFrBEINEIRFZINR
INRENA

ZEOTLBATFEER NAFRAETIEMERSNIR, REFEESEEBRS
MFTBIAMIE .

ZE O LAMER 2B XIFAIEndpointFIE B X idAYENdpointi@E .. IAMBIEndpointi’
sl HXNRIHETR.

55N
RE]LATEAPI ExplorerdifEidiziE.
URI

PUT /v3/OS-INHERIT/domains/{domain_id}/groups/{group_id}/roles/{role_id}/
inherited_to_projects

% 5-370 BIESH

2% =R | s¥Ey R
WA
domain_id = String FBFRAEmREKSID, REAGBESR:

RIS, IAMARF. 8. AP4E.
XiE. EFERIFFRFID,
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BH—BDINIE

APl &% 5 API
2% =E | BHEE R
group_id = String FIF4EID, FKESXiESN: TREUK
S. IAMAR. INB. APA. Xig.
FHENZTRAID,
role_id 2 String BPRID, IRENSIBSW: TKEUWR
ID,
IBREH
K 5-371 153K Header 2H
2% =A%k 2% | ik
e
Content-Type | @ String | IZ=FERIBIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | BIASHE, FEBAFPNSM . PIEHE
B,
tokenFrEE X fRIES DISAUR
e
7
=]
HRAPEEFERBEIERSINR
PUT https://iam.myhuaweicloud.com/v3/OS-INHERIT/domains/{domain_id}/groups/{group_id}/roles/
{role_id}/inherited_to_projects
i 7~ 5
7
IR[EE

IR[EHE R

204 AT
400 SHIH .

401 IAIER .

403 IRBERIEINR
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BH—BDINIE

APl & > API
REHE R
404 RKENERAVER o

5.9 HEMRIREIE
5.9.1 TAEENXFRIZSIZE

INEEN4A
ZEOTUBTFEEREIEENKIESIE.
ZEOTLMEREBE XIFAIEndpointFIE X igtHIEndpointiB A . IAMAJEndpointid
2N WRILIRHR.
it
RE]LATEAPI ExplorershiEidiziE0.,
URI
GET /v3.0/OS-ROLE/roles
2 5-372 Query 2#{
2% =8 |2% | W
Wik | 28
page & Integ | DIREEIEIENRE, EHERN. TES
er per_page[@iiEE .
per_page | & Integ | HINEARTERAEIENE, BUESEES[1,300]. &
er FE5page@itFE.
BRESH

2 5-373 153K Header 2#{

28 = | 2% Bk
Wik | 5B
Content- | 2 String | iZ=FERABIES “application/json;charset=utf8” ,
Type
X-Auth- = String | 1AIAI<HE, EBAPBMD. NREFEEE.
Token tokenFr AN BRIES IISAIR .
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F—EBINE
APl &%

5 API

MR SEL

& 5-374 g Body %4

¥ SR | f#Hd
links Object REEHEER .
roles Array of | BENKRIRESIIZE.
objects
total_nu | Integer RO B E M RIEHI SR RE
mber
% 5-375 links
2% SHERE | R
self String RiRpEEH L,
previous | String BI—SPIERIRpEEblE, REFEER Anull,
next String fE—SPEERiRpE R, ATFFER Anull,

2% 5-376 roles

8% SRR | Wk

domain_i | String BEMXRIEFEKRSID,

d

updated_t | String BE X R EFATE

ime =1
UNIXRE#EC, BUE=ER, agzt:
1687913793000,

created_ti | String EhYE S EENER

me i5EA
UNIXEHE#E0, BAUEER, Ia@gzia:
1687913793000,

descriptio | String BEMEREHNPIGERMES., (XEIEBE N RIBIHMENT

n_cn description_cn2%{, IMR{APASIREILLFER .

catalog String BENRKRERESR.

name String BEMEKIES .

descriptio | String BEMRIEIEREE,

n

links Object BEN R ERIEEEE
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F—EAINILE
AP &%

5 API
2% ST | WA
id String BEMEKEEID,
display_n | String BENRBETRSZ.
ame
type String BEN R ETMET
i8R
o AX: 2BIRS.
o XA: XIFRINE.
o BEMFEBHERNMERXNREENAXTHEXA, FetERELER
SHXIFRIMEER (AA) , FEELBRSNXIFRINE
EAER (XX)
policy Object BEMEREHNERAS .

2% 5-377 roles.links

2¥ SHERR | ik
self String RIRGEEIRL
2k 5-378 roles.policy
2% SHSER | BR
Version String WPRRAS .
i8R
o 1.0: EZMEBENAE. LIRS HHE, REERIRSEX
RABRTFEN.
o 1.1: FREE, IAMERIFIREAI—FRI EIEINAIEES, ATLUE
HHEIEAIRSAMRE. BREURIGKREHE,
Statemen | Array of | EGET, WIABENKIENEARRS.
t objects

MAERARZAS 55 (2025-07-03)
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BH—BDINIE

APl &%& 5 API
2K 5-379 roles.policy.Statement
2H SHEE | #A
Action Array of | IR, $ETERIIBMEIFIIR, SISHIRININESS
strings EZ=RSE (APISE ) b “IRFENIR” E15,
jizL:ld
o &N IRSAFBREEUIEIE, B vpcportsicreate,
o IREBNAFTTRBMR, Hlilecs. evstlvpcE, IRSZBEAGIF/N
5., RRFEVMEFESBEANNG, EXZIFEEMAS, TH
DH LRI,
o HBEENKAFZIEEENRIN, ZFEREN: "Action”:
["iam:tokens:assume"],
Effect String EF. B&FM: 1T (Allow ) FI#EZ (Deny ) , BEH
AllowX BDenyfJiEHGE DAY, EEDenyL5EHIREN
Condition | Map<Stri | BRI . WNRBIFBLLFRIERENLFE:, MIREIZERP
ng,Map<S | B LItt=FER .
tring,Arra | ;sp8
y<String> LABSRRFIFAIConditionJafl: 242 ( obs:prefix ) F1FFR
>> ( public ) E8% ( StringEquals) o
"Condition": {
"StringEquals": {
"obs:prefix": [
"public"
1
}
}
Resource | Object ®HIR, NRCZLRIEAIIREALTFE, WIRELERFH
TU=FES o
e
jizLl
o TE * WEER: u:, ffl: "obs::bucket:*",
o regionZE ek AP EIIAIEAregion, serviceFER
resource/g FXIRservice,
o HZBENKIAFTIEEENKIERT, 1ZFEZEEIH0bject,
{E: "Resource”: {"uri": ["/iam/agencies/agencyTest"]},
=P ]
EIEENKIESIER,

MRz~

GET https://iam.myhuaweicloud.com/v3.0/OS-ROLE/roles

RSB 200 AY:

BRI
{

"roles" : [ {

"domain_id" : "d78cbac186b744899480f25bd022f...",

MA4RARAS 55 (2025-07-03)
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F—EBINE
AP &% 5 AP

"updated_time" : "1579229246886",

"created_time" : "1579229246886",

"description_cn" : "FA3HEIA",

"catalog" : "CUSTOMED",

"name" : "custom_d78cbac186b744899480f25bd022f468_1",
"description" : "IAMDescription",

"links" : {

"self" : "https://iam.myhuaweicloud.com/v3/roles/93879fd90f1046f69e6e0b31c94d2..."
%
"id" : "93879fd90f1046f69e6e0b31c94d2...",

"display_name" : "IAMCloudServicePolicy",
"type" : "AX",
"policy" : {
"Version" : "1.1",
"Statement" : [ {
"Condition" : {
"StringStartWith" : {
"g:ProjectName" : [ "cn-north-1" ]
}
h
"Action" : [ "obs:bucket:GetBucketAcl" ],
"Resource" : [ "obs:**:bucket:*" ],
"Effect" : "Allow"
1]
}
h o

"domain_id" : "d78cbac186b744899480f25bd022f...",

"updated_time" : "1579229242358",

"created_time" : "1579229242358",

"description_cn" : "FA3HHIA",

"catalog" : "CUSTOMED",

"name" : "custom_d78cbac186b744899480f25bd022f468_0",

"description" : "IAMDescription",

"links" : {

"self" : "https://iam.myhuaweicloud.com/v3/roles/f67224e84dc849ab954ce29fb4f47..."

%
"id" : "f67224e84dc849ab954ce29fbaf473...",
"display_name" : "IAMAgencyPolicy",

"type" : "AX",
"policy" : {
"Version" : "1.1",
"Statement" : [ {
"Action" : [ "iam:tokens:assume" ],
"Resource" : {
"uri" : [ "/iam/agencies/agencyTest" ]
h
"Effect" : "Allow"
1]
}
11
"links" : {

"next" : null,

"previous" : null,

"self" : "https://iam.myhuaweicloud.com/v3/roles?’domain_id=d78cbac186b744899480f25bd022f...

}'}"total_number" : 300
RENE

REHE fik

200 BRI

400 ST

401 TANIESETY o
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F—EBINE
AP &% 5 AP

REHE fifik

403 RBEIREBUR
500 AEBIRSSHEIR o
BI=0
¥

Ul
o
N
Iy
&
il
Al
<
m
=
T
0t

INREN4A
ZEOTUBATFEERENEENRIKIFRE.
ZEO LAMEREBXIFAIEndpointFIE B X idAYENdpointi@E .. IAMBIEndpointi’
2 MXLRIETR.
I
A LATEAPI Explorer®iEidiziEO,
URI
GET /v3.0/OS-ROLE/roles/{role_id}
% 5-380 IR12SH
2% =E |2y 3%
Wi
role_id 2 String FEENBEENEEID, FRARES
W: BENKREEID,
iBREH

K 5-381 153K Header 2§

BH EE W% 8% | #r
i)
Content-Type | 2 String | IZ=FEREIEA “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | BIAISHE, FEBFSMH . NRFE
=
tokenFrFBAIRIE S WIFAIR
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BH—BDINIE

APl &% 5 API
e
7 5-382 Az Body %
8% SR fiik
role Object BEMNRIEER .
Z 5-383 role
e SHRT R
domain_id String BENXRIEMEWSID,
references Integer BEMRIEHIS | FIRE .
updated_time | String BE X RIEEFATE .
izt
UNIXRTE#E, BARER, Radigt:
1687913793000,
created_time | String BE X RE&CIZATE .
588
UNIXRHE#E0, B2, IaEgta:
1687913793000,
description_cn | String BE MR IRAMER., (XEIEEBE XK
BHMEN T description_cn2%, IMMNAAFA RIR[E]
HFEL .
catalog String BEMKRERERR.
name String BENRIESE
description String BE M RIEIHAMER .
links Object BE N RN EREEER.
id String BENRZID,
display_name | String BENRBRERE
type String BE MR ERMER
588
o AX: 2BIRS.
o XA: XIFFINB.,
o HEMEBHNETMERXFEENAXTEXA, FeeEA
EERBRSTIKIGRIEER (AA) , ZEETES
ARSSFIXIFRINEEBARLER (XX) o
policy Object BEMKRIEHNEARRS.
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BH—BDIAIE

5 API

2% 5-384 role.links

2% S¥R A
self String GAD LIS EINEN 1|
2k 5-385 role.policy
2% e et fHiA
Version String RARAS .
1588
o 1.0: EZMEBNAE. LRSHNE, BEGR
IRSEXAmERTEN.
o 1.1: FREE. IAMERFIREAI—FhABR IS AVRE
7, ATLARERREIEAERSANRIE. BRURIBERE
E=
Statement Array of EES, MIAEENRBREARRS.
objects

2k 5-386 role.policy.Statement

2%

SHE

ik

Action

Array of
strings

BRI, ENERERRIIERRERIR. SIFAIRN
TESEERMRS (APIZSE )  “IIRAHER

In” |1,
B

o &N IRBZFFRSEEVIRIE, fl:
vpc.ports:create,

o IRSBBAFTMBIR, Blilecs. evstlvpcE, IRSE
NZIRNE, BRERIMREREANS, BRY
HEEMAS*, TEDYLIBIUIR.

o HBEENKRBAZIEEENKRIEN, ZFREN:

"Action": ["iam.tokens:assume"],

Effect

String

YEF ., B&mH: fiF (Allow ) FNiE4
(Deny) , EXBAllowX B DenyRIZIUEGIAT,
BIEDeny{fL5EaIREN .

BESEE:
e Allow

e Deny
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BH—BDINIE

APl &% 5 API
2H SR iR
Condition Map<String,M | PRHIZHF . INRCIFRLLRIEFRENLFES, Wik

ap<String,Arr | BIERPETIFES
ay<String>>> | ;upg
LA sRRfIFfConditionJafl: £4442 (obs:prefix )
FI=RFER (public) FHB%E ( StringEquals)
"Condition": {
"StringEquals": {
"obs:prefix": [
"public"
1
}
}

Resource Object B, WMNERCIZRIRIRIIFRENLFER, WG
ERPBLUFE . MUENT:
588

o TJIE * BIRERZ: =, f3: "obs::bucket:*",

o regionFE e EliAEIHIregion, serviceds
F1E resourceEFXIMiservice,

o HiZBEENFEIENEIEEENHRIEHT, 1ZFBFEE
JIO0bject, {EA: "Resource”: {"uri": ["/iam/
agencies/agencyTest"[}.

R
BEE LRI

GET https://iam.myhuaweicloud.com/v3.0/OS-ROLE/roles/{role_id}

N Rz~
RS 200 BF:
BEREIN
{

"role": {
"domain_id": "d78cbac186b744899480f25bd02...",
"references": 0,
"description_cn": "FR3Z{EIA",
"catalog": "CUSTOMED",
"name": "custom_d78cbac186b744899480f25bd022f468_11",
"description": "IAMDescription",
"links": {
"self": "https://iam.myhuaweicloud.com/v3/roles/a24a71dcc41f4da989c2a1c900b52d1a"

"id": "a24a71dcc41f4da989c2a1c900b52d1a",
"display_name": "IAMCloudServicePolicy",
"type"; "AX",
"policy": {

"Version": "1.1",

"Statement": [

"Condition": {
"StringStartWith": {
"g:ProjectName": [
"cn-north-1"
]
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AP| &% 5 API
}
by
"Action": [
"obs:bucket:GetBucketAcl"
‘]"Resource": [
"obs:**:bucket:*"
Effect """ Allow"
}
1
}
}
}
R[EE
REHE iR
200 BRI
400 ST
401 INIERML
403 S BEREINR .
500 WMBHEjj Elaao
e
7
5.9.3 SIE=IRF B ENX R
IhEeNA
ZEOVUBTEERAIERRSBEN R,
1%;&]_]1«1@}5@@%EHE’JEndeInt*D Lt XIFAIEndpointiAA . IAMAJEndpointis
2N WXHLIETR
U5
RE]LATEAPI ExplorershiEidiziEO,
URI

POST /v3.0/OS-ROLE/roles
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F—EBINE
AP &% 5 AP

IERSH

% 5-387 i53K Header 2%

8% BE W% 8% | A
il
Content-Type | =2 String | IZ=FERABIES “application/
json;charset=utf8”
X-Auth-Token | 2 String | EA1SHE, EEEFPHNSM . NREE

SN0

tokenPEr X BRISS R .

% 5-388 153K Body 2#

2% 28 | 5T ik
WA
role =2 Object BEMXRKIEER.
< 5-389 role
2% =E | &HEn R
WA
display_name | @ String HEMKRERTRSZ .
type 2 String BE M REIEREE .
o £FARS: AX
o [XIFRINE: XA
BE X RN ETMER REEHAXEE
XA, FeERIINEL2BRSHIXIFKINE
4 (AA) , HETELERSIIXIER
INE&EARER (XX)
5ER
o WNREBFEELAFEETEEO0BSIEIFRY
EIEM?EFH%, BORICIRIEREEALE
« KRN, HithSHERN2
QEI'E)Z%E%, 2 R EEF P
—\EO
o NREF/IMESCEE, #BINOBSHENER
EPAEG S EMRIRS NI
description 2 String BEMXREBHERAEE
description_cn | & String ERIES e E =
policy = Object BENXRBHNEARRS
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F—EDINE
AP &%

5 API

2K 5-390 role.policy

2% =h | sEEn R
whik
Version =2 String BIRMRAS, CIZEBENKIEN, Z=F
EBEEN “117 .
izl
o 1.0: ZEZAMENRAE. LIRS IHE,
REERNRSIEXAERTEN.
o 1.1: HEE, IAMERIIRHA—FhdmrIERE
EYEES, TATLABEHIREIBRIRSSAVIRIE.
BRLUREREHE,
Statement = Array of BRGES, WMABEMNREINEARRA
objects B

£ 5-391 role.policy.Statement

2H

= | 2EE
Wil

ik

Action

=

= Array of
strings

BRI, EXNRFERNERRERIR. 32
FRRININSESE SRS (APISE )
B BPRFFENIR” E .

15288

o BXA: RSB RIREERIE, B
vpcports:create

o [RBBNFMBIR, Hlilecs. evsFlvpc
ZE, RESIFNE ., BIRZEEFNER
ERBXNG, BXRZIFEERMASY, T
ED5LERBNIR

o —/EAENZMRErole.policy.Statement
fEENE A IBRRSNEERSH
action, BERSNIRMEFCEIESE:
RGRUR -

Effect

String

i

EF. B&mH: AiF (Allow ) FNiE4E
(Deny) , EXBAlowXEDenyI#EY
EQRT, BEDenyAEHIER

BEEH:
e Allow

e Deny
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BH—BDIAIE

APl &%& 5 API
2 =2h | sEEm ik
Wik
Condition B Map<String,M | [RHIREF . THRESHEXSH, 55
ap<String Arr | %&: BLEBEENEKEE.
ay<string>>> | jugg
LA SRR FIFRIConditionJaffl: {42
(obs:prefix ) fF1=2f5&R ( public ) TS
(StringEquals ) .
"Condition": {
"StringEquals": {
"obs:prefix": [
"public"
1
}
}
Resource & Array of iR, MU0
strings 5488
o THE* AR =, B
"obs::bucket:*",
o regionZFE T AP alihaAYregion,
servicelhEE Hresource/@ FXI i
service,
)R-
% 5-392 5 Body 24
2% SR A
role Object BEMEKIEER .
Z& 5-393 role
S SRR iR
catalog String BEMKEREER.
display_name | String BENRIEERE
description String BE M RIEAHIAER .
links Object BEN R RIREEEER .
policy Object BEMREHEFRRS
description_cn | String BE MR MHAMER, (NEEKRFPENT
description_cn2%, MR{KAPASIREILFER .
domain_id String B X KIEFTEMKSID,
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H—BDINIE

APl & > API
¥ S R
type String BE MRS ERER .
3R

o AX: £2BRS.
o XA: XiHKINH,

o BEMREBRIETMELHBENAXSEXA, FEERRT
AERRSTKFFMELEN (AA) , HEEES
IRSFXIHRIMEEBAERL (XX) o

id String BENKZID,
name String BEMNRIESE

updated_time | String ERBE L ETNEIR

588
UNIXEHE@E0, BUEER, Iagzia:
1687913793000,

created_time | String BHE N RIEEZTE] .

izl
UNIXETE3AE, BBUE=R, IE@igtu:
1687913793000,

2% 5-394 role.links

84 SHRE faR
self String CAD LIS eI RN 1|

2K 5-395 role.policy

¥ SRR R
Version String PPRIRAS .
WiBA
e 1.0: ZEZMENAE. LIRS HNE, REBRAN
IRSHEXHBERTFIEN.

o 1.1: KBS, IAMEFTIRHAI—FRBRIEIZINAYRE
73, AILUEHREIRAERSAURIE. RRURIBERSE

a2
Statement Array of ENEG, MAEENRIENEARS, Fi8id8

objects ™o
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F—EBINE
AP &%

5 API

2K 5-396 role.policy.Statement

B8Y SHERR Rk
Action Array of strings | IR, 1EXTEIRAIEMREIENIR .
Effect String EF . Bami: oiF (Allow ) FNiEH
(Deny) , BEEBAllowX B DenyRIiStLiES
BF, BIEDenyfL5ERIEN
EEEHE:
e Allow
e Deny
Condition Map<String,Ma | BRHIFM, WNREKRPREALFE, WiR
p<String,Array< | BIZERAPBELIFE:
String>>>
Resource Array of strings | &R, WMRIEKRPRIEALFE, WiRELE
Rth XU FEE . AT :
AR
o TE*HIRERR: ::, #l: "obs::bucket*",
e regionZE A S alifialflregion, service
WHIRTEIE Bresource/@F Xt Miservice

iBERA

BIE— 1B “IAMCloudServicePolicy” BIBENKEE . RIERRXFCIFLAINB BFR

73 “cn-north-17 FLANERIREVFIBRBACLATHEXER .

POST https://iam.myhuaweicloud.com/v3.0/OS-ROLE/roles

"role": {
"display_name": "IAMCloudServicePolicy",
"type": "AX",

"description": "IAMDescription",
"description_cn": "FR3Z A",
"policy": {
"Version": "1.1",
"Statement": [

{

"Action": [
"obs:bucket:GetBucketAcl"
1

"Condition": {
"StringStartWith": {
"g:ProjectName": [
"cn-north-1"
]
}
}

"Resource": [
"obs:**:bucket:*"
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F—BRINE
AP &% 5 AP

Nl Mz 73~
RSB F 201 B:
BIEZERIN .
{

"role": {

"catalog": "CUSTOMED",
"display_name": "IAMCloudServicePolicy",
"description": "IAMDescription",
"links": {

"self": "https://iam.myhuaweicloud.com/v3/roles/93879fd90f1046f69e6e0b31c94d2615"
h
"policy": {
"Version": "1.1",
"Statement": [

"Action": [
"obs:bucket:GetBucketAcl"
1
"Resource": [
"obs:**:bucket:*"
1
"Effect": "Allow",
"Condition": {
"StringStartWith": {
"g:ProjectName": [
"cn-north-1"

h

"description_cn": "FR3Z{EIR",

"domain_id": "d78cbac186b744899480f25bd...",

"type": "AX",

"id": "93879fd90f1046f69e6e0b31c9...",

"name": "custom_d78cbac186b744899480f25bd022f468_1"

}
}
IREHE
REE ik
201 BUEERYLIN
400 ST .
401 TN
403 IRBRIERIR
500 MERIRSS IR
$HI=0
7
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5.9.4 BIEEEBENKRER

ab
ThEEN 4B

ZEO L AT EEREIZEEERENRE.

iz O] LAMERAEBEXIFAIEndpointFIE B X itHYEndpointi@E .. IAMBIEndpointi&
sl HXNRETR.

U

RE]LATEAPI ExplorershiEidiziE0,
URI

POST /v3.0/OS-ROLE/roles
BRESH

2 5-397 153K Header 2#{

B8H =% 2% | #k
E- St
Content-Type | 2 String | 1Z=FERRBIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | i5iEI<$RE, EFEEFPHED . BUREE
=
tokenPTFRAXPRIE S WHZAIR o

£ 5-398 153K Body £2#{

2% = | ¥R HR
WhsE
role 2 Object BEMXRKIBER,
2 5-399 role
B8H = SR R
WA
display_name | 2 String BEMKIERERE, KE1~128Ff/FZ
8]
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BH—BDINIE

APl &% 5 API
2% =E | 5% fiik
WHik
type 2 String BEMERIEHNERMER .
i5%A8
o AX: 2BIRS.
o XA: XIFRINH.
o BEMKREEHIZMERN RBEIAXTE
XA, FEERINEEBRSIXIGRINEE
H(AA) , HEELFBIRSFIXIHRIR
BEAREXR (XX) o
description = String BEMKIEEAMEE .
description_cn | & String BEM RN HENMER .
policy = Object BEMEREHNERAS
2k 5-400 role.policy
2 =E | 5% fiik
WHis
Version = String WIRMRAS, GIZEBENKIEET, %=F
EEEN “1.17
5HE
o 1.0: REMBNAE. LRSS HHE,
EHERNRSEXAERTEN.
o 1.1: ZEE. IAMEFTIRAT—FhR 1%
RE9EES, ATLAEHREIEIRIRSS AUIRIE
BRURIBERE NS,
Statement = Array of BNGES, HIABENXRIBHNERN
objects Bo

2k 5-401 role.policy.Statement

S =h | sEm ik
Action = Array of BRIR, IEXNERENERRENR.
strings FRENINE2ZE RS (APIBE )
 “RBRFNIEANIR BT,
izl
o HETEMKRIEAZIEEENEIE, Z=F
ER{EA: "Action™
["iam:tokens:assume"],
EYESCH:
e jam:tokens:assume
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APl &% 5 API
2H 28 | ¥R A
Effect 2 String EF . Bami: oiF (Allow ) FNiEH
(Deny ) , BEBAlowNXHDenyRJ#E
IEAAT, BfEDenyf5ERIEN
EEEE:
e Allow
e Deny
Resource B Object FERE. TEHEMKSEZREIZETS
PEIEXR, EREERS, EE5
FIEFEMNRIEIGEAENARAE, X
L PEFRIAMBFIE TR IR,
{NEetIREIISINAIRIEP, A petlin
HithF3E ., fi:
"Resource": {"uri": ["/iam/agencies/agencyTest"]}
2R 5-402 role.policy.Statement.Resource
8% 28 | SHEn %
WA
uri 2 Array of FIEZFEURI, KEFEBIZ128, &
strings 73: /iam/agencies/ZEName, fi:
"uri": ["/iam/agencies/agencyTest"]
VRS54
& 5-403 l[ILZ Body &3
2% SR e
role Object BEMNRIRER .
2 5-404 role
84 SHRT RhR
catalog String BEMKRERERR.
display_name | String HEMRERETRZ
description String BE X RIEHIAER.
links Object BN R RIEEHEZER
policy Object BEMREHERRNS .
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2% SRR fik
description_cn | String BENRIEHNPIEAER, (NEEKPENT
description_cn&%{, IMNAFAZRELLFES
domain_id String BE M KIEEKSID,
type String BENXRBHNETER .
588

o AX: £2BRS.
o XA: XigZRInE.

o BHEMRBRIETRXRBENAXTEXA, FEEERT
FE2RRSIKFRMEER (AA) , HEEER
ARSI RIMBEAER (XX) o

id String BENXZRIEID,
name String ERIVET =R

updated_time | String BE X RIEEFATE

588
UNIXRHE#E, BARER, IaEigta:
1687913793000,

created_time | String HE N RIEEEZATE] .

WER
UNIXRTEBEN, BUE=ER, IE@gt:
1687913793000,

£ 5-405 role.links

B2H SR iR
self String RIREE AL

& 5-406 role.policy

84 SHRT R
Version String WRARAS .
iz Ll
o 1.0 EZGTBNAE. LIRS HHE, 1RHEIRM
IRSBIEXAERBTIEN.

o 1.1: RE&, IAMERFTIRHAI—FhABRIE1ZINAYRE
73, ALEHREIRARIRSHRE. BRARIERSE

2=
Statement Array of BEREG, MIAEENREBNERRNS.

objects
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2K 5-407 role.policy.Statement

2% SRR A
Action Array of IR, X RIERIEARIENIR . SRS
strings IMESER RS (APISE ) th “IIRFIEN
" &1,
588
o IEENRIEAZITEEIN RIS, ZFREN:
"Action”: ["fam:tokens:assume”],
Effect String EF . B&mH: iF (Allow ) FNIEHE
(Deny) , BEBAllowXBDenyJiStUEaAT,
B {EDenyfL5THYRER
EVESEE:
e Allow
e Deny
Resource Object FIERR, NERIBEKRPEELFE, TR
ElIts . AEEMIKSSEEIET B 1MEEX
R, MEEREERITH, FERZITPRIPRIEN
BARARPE, XLAPASNIAMBRHT
REiEnt, (NEIRRIMISEETE+R, T8
VR EMET . Bl
"Resource": {"uri": ["/iam/agencies/agencyTest"]}

& 5-408 role.policy.Statement.Resource

8% SR ik
uri Array of FIEXRFRIURI, KEFREIZ128, 180
strings J9: /iam/agencies/Z$EName, fi:
"uri": ["/iam/agencies/agencyTest"]

5Kz

BIE—1EA “IAMAgencyPolicy” RIFIEEEN KIS . RIEEXRREFAEEANZFR
55, FEZREAIURIZ/iam/agencies/agencyTest,

POST https://iam.myhuaweicloud.com/v3.0/OS-ROLE/roles

"role": {

"display_name": "IAMAgencyPolicy",

"type": "AX",
"description": "IAMDescription",
"description_cn": "FR3Z{EIA",
"policy": {
"Version": "1.1",
"Statement": [

{
"Effect": "Allow",
"Action™: [
"iam:tokens:assume"
1
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5 API

MRz~

"Resource": {
"uri": [
"/iam/agencies/agencyTest"

R F 201 BF:

BIEZRIN.

{

"role": {

"catalog": "CUSTOMED",

U

"display_name": "IAMAgencyPolicy",
"description": "IAMDescription",
"links": {
"self": "https://iam.myhuaweicloud.com/v3/roles/f67224e84dc849ab954ce29fb4f47f8e"
h
"policy": {
"Version": "1.1",
"Statement": [
{
"Action": [
"iam:tokens:assume"
1
"Resource": {
"uri": [
"/iam/agencies/agencyTest"

by
"Effect": "Allow"
}

1
h
"description_cn": "FR3ZHEIR",
"domain_id": "d78cbac186b744899480f25bd02...",
"type": "AX",
"id": "f67224e84dc849ab954ce29fb4f47f8e",
"name": "custom_d78cbac186b744899480f25bd022f468_0"

REE

fifik

201

BRI,

400

401

TNIERL

403

IRERIFIR .

500

REBIRSS tEIR -
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APl &% 5 API
%60
7
5.9.5 (2= IRFEE N KRR
THRENME

ZEO BT EERIENRIRS BE XK.

ZiEOLAMER 2B XIFAYEndpointF IE M X IFAYENdpointiE . IAMBYENndpointis
21 WXHLRIEDS.

it
RBJLATEAPI ExplorerdiEidiziE.
URI
PATCH /v3.0/OS-ROLE/roles/{role_id}
2 5-409 IR12BH
e =S | 5% Rk
role_id 2 String FERBBRENKEID, FKEARES
: BREMXERERID,
IBRSH

2 5-410 153k Header 2%

e EEWIE 2 | R
i)
Content-Type | 2 String | 1Z=FERNEIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | BIAISHE, FEBFSH . NRFEE
=
tokenFrFBARIES WIFAIR

% 5-411 153K Body &#{

e = | %R HR
whik
role = Object BEMXRKIBER.
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BH—BDINIE

APl &% 5 API
Z 5-412 role
2% 28 | 5% ik
WA
display_name | 2 String HEMNKRERTRSZ
type = String BEMEREHNERMER .
1588
o AX: 2BMRSE.
o XA: XIFRINE.
o BEMRBMETENREENAXE
XA, FEERIELBRSXIGRINEE
M (AA) , HEELBRSINXEKIRT
BEARER (XX) o
description = String BHE M RIEAEREE .
description_cn | & String BHE X RIEAF IR ER .
policy 2 Object BEMERIENERAS
2 5-413 role.policy
8% =E | BHEE HhR
WA
Version = String WIRMRAS, GIZBENKIERT, %Z=F
BEEN “1.17
1588
o 1.0: EZFMEBENAE. LURSHHE,
RIEBIRMBRSIEX AERTEI.
o 1.1: REE. |IAMBFTIRMAI—FhamiL EHE
WEIRES, ATLASHREIERBRSSHOIRIE
RRLARIEREHE,
Statement = Array of ENET, mAEENREHNERRN
objects Bo
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APl &%
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RS &

2K 5-414 role.policy.Statement

2H BE | S¥EE
Wik

ik

=

Action = Array of

strings

BRAIR, EXNRFERNERRERIR. 32
FRRININSESE SRS (APISE )
B “APRAEAIN” 15,

15288

o BN RSB RIREERIE, B
vpcports:create,

o [RBBNFTMEBIR, Hlilecs. evsFlvpc
E, RESGHFNE ., BIREEFNER
ERBXNG, BXRZIFBERMAS, T
ED5 L ERBNIR

Effect String

ali

EH. B8 : iF (Alow ) FiEL
(Deny) , BExBAllowXBDenyfI#ER
BEAAY, BIEDenyft5chIRN,

EUEEE:
e Allow
e Deny

iy

Condition Map<String,M
ap<String,Arr

ay<String>>>

IRHIRM. THRESIHEXSH, 55
% eEEENEE.
BiAE
LABRRAIFAIConditionJaffl: 4t
(obs:prefix ) #1==f5&R ( public ) TR
(StringEquals ) o
"Condition": {
"StringEquals": {
"obs:prefix": [
"public"
1

}
}

iy

Resource Array of

strings

HilF. MUE0T:
izl
o THE*MIAEI: , fi:
"obs::bucket:*"

o regionFER/ g FAFAEJiEIEAregion
servicesZF1E Bresource/E F I3

service,

% 5-415 @R Body 2%

2% SR ik

role Object
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BH—BDINIE

APl &% 5 API
2 5-416 role
el SHRT iR
catalog String BENKEREER.
display_name | String BEMKIERRE .
description String BEMRIEHEIAEE .
links Object BEM RN ERIEHZHER.
policy Object BEMKRIEHNEARRS.
description_cn | String BENRIEHNPIEAER, (NEEKPENT
description_cn&%{, IMNAFRASRELFES
domain_id String BENXRIEMEWSID,
type String BENXRBHNETER .
588
o AX: ZBIRS.
o XA: Eﬁ—&lﬁ E o
o HEMKRBHNEMEXNREENAXTEXA, FEEET
EEBRSTIKIGRIEER (AA) , ZEETES
IRSFXIFRIMEEBAERL (XX) ©
id String BEMXRERID,
name String ERIVE =
updated_time | String BE X RIEEFATE .
588
UNIXRHE#EE, BAEER, Ia@igta:
1687913793000,
created_time | String B X RIECIEZERTE .
iz Ll
UNIXEHE#E0, BUEER, Iagzia:
1687913793000,
2 5-417 role.links
8% SR ik
self String RIREE AL
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2K 5-418 role.policy
el SHEE iR
Version String PIRIRAS .
1588
1.0: REMBNAE. LIRSHHE, ZEER
IRSEXAERTEN.
1.1: 5RBE. IAMERFIRMA—Fh4mRI 1AL AVAE
7£JF,$EJL‘)\¥%E%§UE{ZKHIE%E’\J};T%{’E\ BRIARIERS
1 =Fo
Statement Array of ENEG, MIAEENRIBEARS.
objects
R 5-419 role.policy.Statement
B84 SR R
Action Array of strings | IR, $EXTERIRAIEMRIEIENIR .
Effect String EF . Bami: oiF (Allow ) FNIEH
(Deny) , BEBAllowNXEDenyRIiStIES
Bf, BIEDenyfL5ERIEN
BEEE:
o Allow
e Deny
Condition Map<String,Ma PREISZME, WMNRIEKRPHREANLFER, MR
p<String,Array< | BIZ5RAPBELIFE: .
String>>>
Resource Array of strings | &R, MRIERPREANFE, WiREL
Rt U FE . HNENT:
AR
o TE*HIRERR: ::, #l: "obs::bucket:*",
e regionZE A S A aliAaAdregion, service
WHIRIFIE Bresource/@F Xt Miservice
=GNl

&2 79 “IAMCloudServicePolicy” RIBENRER . REJESCNFIFLATRE ATRA
“cn-north-1” FLAGERIRENFFBREACLAVIEXIER

PATCH https://iam.myhuaweicloud.com/v3.0/OS-ROLE/roles/{role_id}

"role": {

"display_name": "IAMCloudServicePolicy",

"type": "AX",

"description": "IAMDescription",
"description_cn": "FR3Z{EIA",

"policy": {
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APl &%

5 API

"Version": "1.1",
"Statement": [

N Rz~

{

"Effect": "Allow",
"Action": [
"obs:bucket:GetBucketAcl"
1
"Condition": {
"StringStartWith": {
"g:ProjectName": [
"cn-north-1"
1
}
by
"Resource": [
"obs:**:bucket:*"

RSB 200 AY:

BRI

{

"role": {

"catalog": "CUSTOMED",

"display_name": "IAMCloudServicePolicy",

"description": "IAMDescription",
"links": {

"self": "https://iam.myhuaweicloud.com/v3/roles/93879fd90f1046f69e6e0b31c94d2615"

}

n

policy": {

"Version": "1.1",
"Statement": [

]
}

}

"Action": [
"obs:bucket:GetBucketAcl"

1

"Resource": [
"obs:**:bucket:*"

1

"Effect": "Allow",
"Condition": {
"StringStartWith": {
"g:ProjectName": [
"cn-north-1"
]

}
}

"description_cn": "FR3Z{EIAR",
"domain_id": "d78cbac186b744899480f25bdo0...",

"type": "AX",

"id": "93879fd90f1046f69e6e0b31c94d2615",
"name": "custom_d78cbac186b744899480f25bd022f468_1"
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APl &% 5 API
IR[EE
RENE R
200 BRI
400 ST
401 TANIESETY
403 RBERIEIR
500 MEBARSSHRIR -
XA
v
5.9.6 {EEFEBE N RIS
IhEEN 4R
ZEO L B TEERENTIEEE N K.
ZEOALERAE B XIERIEndpointFNE it XIgtRYEndpointilA . IAMRIENdpointis
S WXNREDS.
izt
1ZBILATEAPI ExplorerdrifidizizOl.
URI

PATCH /v3.0/OS-ROLE/roles/{role_id}

% 5-420 BRiZS¥

2¥ =h | sy )%
S vis
role_id 2 String FEMHIBENRIEID, SRENAIES
W: BENSKID,
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F—EBINE
AP &%

5 API

IERSH

2 5-421 153K Header &3

8% BE W% 2% | #Hk
i)
Content-Type | =2 String | iZ=FERABIES “application/
json;charset=utf8”
X-Auth-Token | 2 String | HE1<SHE, FAERAPHNEM . NIREE
=
tokenPTFRAXPRIE S WHZAIR »
% 5-422 153K Body 3%
B8H =E | BHEE fR
Whi%
role 2 Object BEMNRKIRER.
Z 5-423 role
2% =E | 5% R
WA
display_name | 2 String BEMKIEETRE .
type = String BEMEREHNERMER .
zL ]
o AX: 2BMRSS.
o XA: XIFRINE.
o BEMKREHNEMER I NAXTE
XA, FEERINEEBRSIXIGRINEE
M (AA) , HEELFIRSFIXIERIT
BEARER (XX) o
description 2 String BHE M RIEAERAEE.
description_cn | & String ERIVE LN EIS
policy = Object BEMEREHNERAS .,
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APl &%
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2K 5-424 role.policy

2% =h | sEEn R
whik
Version =2 String BIRMRAS, CIZEBENKIEN, Z=F
EBEEN “117 .
izl
o 1.0: ZEZAMENRAE. LIRS IHE,
REERNRSIEXAERTEN.
o 1.1: HEE, IAMERIIRHA—FhdmrIERE
EYEES, TATLABEHIREIBRIRSSAVIRIE.
BRLUREREHE,
Statement = Array of BRGES, WMABEMNREINEARRA
objects B

R 5-425 role.policy.Statement

¥ =R | sy 3%
Action 2 Array of BRIR, BRI ERNERRENR.
strings FHIBNINE2EE RS (APIZE )
O “BPRFIISAIR” B,
VB
o FEEMKRIEAZTIEEEN K, ZF
BN "Action™
[iam:tokens:assume"],
EEEE:
e jam:tokens:assume
Effect 2 String EF . Bami: oiF (Allow ) FNIEH
(Deny) , BXBAllowNXBEDenyHIiE
EQAT, EEDeny5EaIEN ,
EESEE:
e Allow
e Deny
Resource B Object FERE. SEEMKSEZRIZETS
PMEIEXR, ERHERRS, 585
FIEPFINRIZIGEAENARAE, X
L PEFRYIAM B P TR S IRET,
{NEEIIREIISINAIRIEP, A petlin
HithF3E., 4:
"Resource": {"uri": ["/iam/agencies/agencyTest"]}
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API &% > API
2K 5-426 role.policy.Statement.Resource
2% =E | ¥ R
uri = Array of FIERRAIURI, KEARBIZ128, &
strings 73: /iam/agencies/Z$EName, f:
"uri": ["/iam/agencies/agencyTest"]
InJVE=S5't
2 5-427 0 Body 2%
2 SR A
role Object BEMKEEE .
K 5-428 role
2% SR RER
catalog String BENRBMERR
display_name | String BENRBRERE

description String BE M RIEHIHIAMEE .
links Object BN RIEHRIEEHZER
policy Object BEMRBHNERRS .

description_cn | String

BESCRISRIFIGHEIAER, (NEBEKRPENT
description_cn&#{, MM {AFAIREIFE .

domain_id String BENXRIEFTERSID,
type String BE MR ERMET .
iz Ll
o AX: 23RS,
o XA: XIHKRINH.
o BENMFBHNENMEXNREENAXTHEXA, FeERIAT
EEBRSTIXKIGRMEER (AA) , ZEEES
ARSSFIXIFRINBEEBARER (XX) o
id String BE N KHI&ID
name String BENRIEE
updated_time | String BE X RIEEFATE
1588

UNIXESEJEIE, SEEr, AdEEisian:
1687913793000,
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2H SR iR
created_time | String BE X RE&CIZATE .
iRE

UNIXESEIERAE Y, B2, REdug=tan:
1687913793000,

2 5-429 role.links

2% SR R
self String RIRSEREbL
2R 5-430 role.policy
8% SHEE fiik
Version String BRARAS .
1588
o 1.0: EZMEBNAE. LURSHNE, BEERN
IRESEXMERTE.
o 1.1: FRBE. IAMERFIRMEAI—FhABR I AVRE
7, AILARERREI SRS ANRIE. BRURIBERE
G
Statement Array of BINER, mABEEMNERIENERAS,
objects

2R 5-431 role.policy.Statement

2% SR R
Action Array of AR, B RBERNERRIERIR . SFRIEN
strings MESEEZ RS (APIZE ) b “IUPRFNIEN
IJ\ ? E-ﬁo
588
o HEENRIEAZIEEEN KT, ZFRERN:
"Action": ["iam:tokens:assume"],
Effect String ER. BEMM: iF (Allow ) FIEL

(Deny ) , BEBAllowXHBDenyfJEHUEDAT,
B{EDeny{fL5ERYER

BESEE:
o Allow
e Deny
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APl &% 5 AP
2H SR iR
Resource Object FIERR, (NEEKRPEBLFE, TSREL

MR, EERMKSSEEIRZTSNEEXR,
BUZEREIES, EEREITHRIBIRENETR
BERIEFE, XERFRAPRIAMBRHTHAE
TDHRRT, (NREDIREIARIEAAOEIES, FRElliR
HithZF=4t. fi:

"Resource": {"uri": ["/iam/agencies/agencyTest"]}

2k 5-432 role.policy.Statement.Resource

2% S¥RT RER
uri Array of FIEXRFRIURI, KEAEIZ128, 1830
strings JF3: /iam/agencies/Z3EName, f§:
"uri": ["/iam/agencies/agencyTest"]

i5RBl

12N “IAMAgencyPolicy” FIZRIEEEN KL . REEREFEENZBEIRS,
FIEABFERIURIZ/iam/agencies/agencyTest,

PATCH https://iam.myhuaweicloud.com/v3.0/OS-ROLE/roles/{role_id}
{
"role": {
"display_name": "IAMAgencyPolicy",
"type": "AX",
"description": "lAMDescription",
"description_cn": "FR3Z{EIR",
"policy": {
"Version": "1.1",
"Statement": [

"Action": [
"iam:tokens:assume"
1
"Resource": {
"uri": [
"/iam/agencies/agencyTest"

e Rz 73~451
RSB 200 A:
BRI .
{

"role": {
"catalog": "CUSTOMED",

SCASRRAS 55 (2025-07-03) WA © LR ABIRAE] 277



F—ERINE
AP &%

5 API

"display_name": "IAMAgencyPolicy",
"description": "IAMDescription",
"links": {

h
"policy": {
"Version": "1.1",
"Statement": [
{
"Action": [
"iam:tokens:assume"
1
"Resource": {
"uri": [
"/iam/agencies/agencyTest"

]

}

1
h
"description_cn": "FR3ZH#IR",
"domain_id": "d78cbac186b744899480f25b...",
"type": "AX",
"id": "f67224e84dc849ab954ce29fb4f47f8e",
"name": "custom_d78cbac186b744899480f25bd022f468_0"

R [E{E

R[EE 0%
200 BRI
400 ST
401 TNIESM
403 RERIESUR .
500 AEBIRSSHEIR
==
¥
5.9.7 MR EE X R
INEENA

ZEOT LA TEERMIRE E X ERE

ZEOTLER£BEXIEAIEndpointFIE M XIFAIEndpointiAA . IAMAIEndpointis

2 BMXMBRIRDR .

i
RE]LATEAPI ExplorerdiEidiziE.

S5k 55 (2025-07-03) WRIERE © HERRARBIRAT

278
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H—BDINIE

APl &% 5 API
URI
DELETE /v3.0/OS-ROLE/roles/{role_id}
+ 5-433 BIZBH
B8H = | 3% R
role_id = String SFIBRRYBE E M REEID, KBNS iES
W: BEMREEID,
IBREH
2 5-434 153K Header 2%
B8H BRWIE 8% | ik
)
Content-Type | =2 String | iZ=FERABIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | 1HA$HE, EFEBFPHEMD. TIREE
=W
tokenfT N PRIES WIS
R3S
2% 5-435 [ Body &%
2% SHEE iR
message String MREE
=P AN
EISIYE S
DELETE https://iam.myhuaweicloud.com/v3.0/OS-ROLE/roles/{role_id}
I 7~

{

"message":"Delete success"

}
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APl & 5 API
IREHE

REE ik

200 fIBRRETH o

400 ST .

401 TANIERML

403 IRBRIERIR

500 MEBARSSHRIR -
e

7

510 EEEE
5.10.1 EFEESHFTHERSIZE

INRENA
ZEOTUBTFERRESEERE THERIRIIE,
ZEOoLUER2BXIFAYENdpointF I E X IFHIENdpointiAFE . IAMAYENndpointis
21 WXRIEDS.

i
1ZBILATEAPI ExplorerdrifidizizEOl.

URI

GET /v3.0/OS-AGENCY/agencies

2 5-436 Query H

8% 2 | %R R
D23V
domain_id 2 String FIEAWSID, KEBRIESN: IR

K=, IAMEBR. IR8. AFPE. X

. ZIERIRFRFAID,

ol
X-Auth-Token=EIESHE K RAYtoken
BY, domain_id3Ew4i%.
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BH—BDIAIE

APl &% 5 API
2% 28 | ¥R A
WHik
name B String S, RMHIUESN: REKS.
IAMAERF. INH. BF4E. Kig. Fit
RORTRFOID
trust_domain_ | & String WERIEBWSID, KESIBESN: 3K
id WS, IAMEBF. IiH. AFPE. X
8. EFEZFRFID,
page & Integer S RERREIRINRE, FaEsIS
1., EE5per_page@IF .
per_page & Integer S RERREREIEN 2, BUETE
A[1,500], FEZESpageERfFHE.
IBRESH
% 5-437 153K Header 23
e B WI%E 8H |
E-Sit)
Content-Type | @ String | iZ=FERNEIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | & Security Administratori fREk 5
BBRAYtoken
ID)VE=S5't
7= 5-438 IR Body &%§
2% SR iR
agencies Array of FIEERIIZE
objects
£ 5-439 agencies
e SHRE R
create_time String FIctlEEadaE.
588
UTCRYE], #&ZLIYYYY-MM-DDTHH:mm:ss.ssssss, H
HAFNAT/E)2EAE =N 2023-06-28T08:56:33.710000,
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H—BDINIE

APl &% 5 API

2% SR fEA

description String ZEIAMEE

domain_id String ZHEBFKSID,

duration String ZHERYHARR . BYE"FOREVER"EK “null” FR
FIERVHABR 97K A, BUEI"ONEDAY"RREE
HIERBRA—K .

expire_time String FIEISEARSE . “null” FTRAIEA,
iHEJETCEHI‘EU, KB AYYYY-MM-DDTHH:mm:ss.ssssss, H

HAFNATIEREAS0AN: 2023-06-28T08:56:33.710000,

id String ZHEID,

name String FE2.

agency_urn String Z1EURN,

F(;ust_domain_ String WEIEAWKSID,

i

trust_domain_ | String WEIEHWKSE,

name

iERPI

EfEESRM TRIEIRIIR.

GET https://iam.myhuaweicloud.com/v3.0/OS-AGENCY/agencies?
domain_id=0ae9c6993a2e47bb8c4c7a9bb82...

il iz 7= 451

RZERSJ5 200 B
BRI -

{

"agencies": [

{

"description™: "",
"domain_id": "d78cbac186b744899480f25b...8",
"duration": "FOREVER",
"expire_time": null,

"id": "0760a9e2a60026664f1fc0031f9f2...",

"agency_urn": "iam::d78cbac186b744899480f25b...8:agency:IAMAgency",
"trust_domain_id": "a2cd82a33fb043dc9304bf72...",
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H—BDINIE

APl &% 5 API
REHE
R[EE 0%
200 BKEI0.
401 TNIESM
403 SEIRENIR
404 RILEIERAYZR
500 AEBERSZ IR
BI=0
7
5.10.2 FAFEEIFIE
IHEENA
ZEO BT EEREOEITFE.
ZEOALUERAEBXIERIEndpointFIEth XIgtRYEndpointilA .. IAMRIENdpointis
2N WRIRIRE S
@it
R0 LATEAPI ExplorerdrifEiiziE .
URI

GET /v3.0/OS-AGENCY/agencies/{agency_id}

% 5-440 BRIZS#

B8Y =E | 5% Rk
Whie
agency_id 2 String FEANEFEID, KREARIBESN: 3K
BKS. IAMAR. B, AFR4A. X
. BB,
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BH—BDINIE

APl &% 5 API
IBRESH
2 5-441 i53K Header ¥
2% BEWI% ¥ | ER
-t
Content-Type | @ String | IZ=FEREIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | #Biam:agencies:getAgency B EI R
gk Security Administratort¥fRHtoken,
THREZWMNENR, 55%: EI
I,
D)VES54
7= 5-442 IR Body &%
e ¥R A
agency object FIEER.
2K 5-443 agency
8% e et fik
create_time String FiceliEatE.
1588
UTCRTE, &= AYYYY-MM-DDTHH:mm:ss.ssssss, H
HAFORIEBAS R0 2023-06-28T08:56:33.710000,
description String AR,
domain_id String FIERFKSID,
duration String FIERVEAIR, BAA “/NET7 .
e FOREVER/null: FTREFEAIEAPRIAKXK
o 24: FRTREFERIEARRA—XK, BD24/1\ES,
o XXX: FIREICRIHAIR/9BBRATE, 4N480/)\
Y
expire_time String FITIIHARTE . “null” FRAIH,
1588
UTCHY1E], #&=AYYYY-MM-DDTHH:mm:ss.ssssss, H
HAFORIEBEAE R0 2023-06-28T08:56:33.710000,
id String FEID,
name String FE2.
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H—BDINIE

APl &%& 5 API
2% SR iR
agency_urn String ZHEURN,
trust_domain_ | String WEIERWKSID,
id
trust_domain_ | String BERIEAKSZ.
name
=GNl
BOFIEFRE.
GET https://iam.myhuaweicloud.com/v3.0/OS-AGENCY/agencies/{agency_id}
N Rz7~f51
RAEDH 200 B
153RKAI0 -
{
"agency":{
"create_time":"2020-01-04T03:37:16.000000",
"description™:"",
"domain_id":"d78cbac186b744899480f25bd...8",
"duration":"FOREVER",
"id":"0760a9e2a60026664f1fc0031f9f205e",
"name":"IAMAgency",

"agency_urn": "iam::d78cbac186b744899480f25b...8:agency:IAMAgency",
"trust_domain_id":"a2cd82a33fb043dc9304bf72...",
"trust_domain_name":"IAMDomainB"

}
}
IR[EIE
RENE ik
200 BRI
401 TAIERTY .
403 S BEREINR .
404 REKEENEIR
500 AEBARSS HEIR
TES
7
M A4hRA 55 (2025-07-03) RN © LARABIRAE 285



BH—BDINIE

APlI &%

5 API

5.10.3 SIEFIE

ab
IhBEN B

i

URI

ZEOUL AT EEREIEERE.

ZEOLEREBXIGAIEndpointFIE B XIFAIEndpointiEFE . IAMBJEndpointid

20 XARIFET R

R LATEAPI ExplorershiEidiziEO,

POST /v3.0/OS-AGENCY/agencies

2 5-444 153K Header 2

B8H =E | B8R R
WA
Content-Type | 2 String ZFERABIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String BIAShE, FEAPNED . SIREE
B,
tokenFrEE X RIS S DTN .
%= 5-445 153K Body &%
2% 2E | 5T ik
WhIE
agency 2 object FEER.
2K 5-446 agency
8% =E | BHEE R
WA
name = String Fit8R, KEAKXTF641MI,
domain_id = String FERFKSID,
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BH—BDIAIE

APl &% 5 API
2H 28 | ¥R A
Wik
trust_domain_ | & String WEIEHMKSID, trust_domain_id#0
id trust_domain_nameZ/MEE—, &
EIES MRS trust_domain_name.,
trust_domain_ | & String WEIEH WS, trust_domain_idFll
name trust_domain_nameZ/MEE—1, &
EIEB MR trust_domain_name.,
description S String FIEHERMER, KEARKF255(,
duration B object RIERVERR, B8 “X7 . BAR
FOREVER,
EVESBHE:

e FOREVER: FRZEFEHIHAR XA o
e ONEDAY: FRZIERIEARA—XK,
o HENMKHE: FRTEITAVHARAEIR

KE, w020,
Ve

7 5-447 Kz Body %

8% SHEE fik

agency object FIElER.
2K 5-448 agency

2% S¥RE RR

create_time String FictlgEEadaE.

588

UTCHYE, ¥&ZLHYYYY-MM-DDTHH:mm:ss.ssssss, B
HAFORTEIBAS=0EN: 2023-06-28T08:56:33.710000,

description String FIEERER
domain_id String ZHEBFWKSID,
duration String RITRYHAPR, A8 “/NET7 o

e FOREVER/null: FTREFERIEAR AKX o
o 24: FREFCAUHEBRA—K, BN24/)MRT,

o XXX: FZEIERIHEARRIBIRATIE, 20480/
B,
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BH—BDIAIE

APl &%& 5 API
2 SRR A
expire_time String FIEISEARGE . “null” TRAIZER,
WiBA
UTCRTE], &=L AYYYY-MM-DDTHH:mm:ss.ssssss, H
HAFOAT EBAZ=U0: 2023-06-28T708:56:33.710000,
id String 1D,
name String FHE2.
trust_domain_ | String WEIEPAWKSID,
id

5K

BUIE—NEZ “IAMAgency” HIEHE, IRERIKSIDRE
€2cd82a33fb043dc9304bf72a..., MSERIAMDomainB, ZFEAIEKHARZEKRA

POST https://iam.myhuaweicloud.com/v3.0/OS-AGENCY/agencies

"agency": {

"name": "IAMAgency",
"domain_id": "d78cbac186b744899480f25bd...",
"trust_domain_id": "c2cd82a33fb043dc9304bf72a...",

"trust_domain_name": "IAMDomainB",
"FOREVER",
"description™: "IAMDescription"

"duration":

il iz 73~ 151

RAREH 201 B

BIEZRI.
{

"agency": {

"description": "IAMDescription",

"trust_domain_id": "a2cd82a33fb043dc9304bf72a0f...",
"id": "078ade0fc20010004f8fc0034fad529d",

"FOREVER",

"create_time": "2020-01-20712:59:20.811642",
"expire_time": null,
"domain_id": "d78cbac186b744899480f25bd02...",
"name": "IAMAgency"

}
}
R[EE
REHE R
201 SUERIN .
400 ST,
401 TAIESEY
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BH—BDINIE

APl & > API
REIE )%
403 RERIESUR .
404 RILEIERMAYZIR
409 THiEHsE,
500 EY
BI=0
¥

5.10.4 {EF=4E

ThRENA

ZEOUL AT EERENERE.

ZiEOLAMERA 2B XIFAYEndpointF I E ML X IFAYENdpointiEFE . IAMBYENndpointis
21 WXLRIEDSR.

55N
1ZA LATEAPI ExplorerdriElidiziEOl,
URI
PUT /v3.0/OS-AGENCY/agencies/{agency_id}
& 5-449 IERBH
2 =E | s%Ess fhR
WA
agency_id 2 String FEHRNFIEID, FKENARIBESN: 3K
HXJ”\’&%\ IAMARF. B, AFP4A. X
19, EFERIBFRFOID,
ERESH
# 5-450 153K Header 2%
2% BEWI% ¥ | Er
-t
Content-Type | @ String | iZ=FERNEIES “application/
json;charset=utf8” ,
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F—EBINE
AP &% 5 AP

SH BRWIE S8 |

al

String | inA<SHE, ABAFPNSG . NREE
ES

C0N 0

tokenP BN RIES ISR .

X-Auth-Token

ali

3 5-451 153K Body &%

S8 =h | SEER 3%
Wik

agency = object EZRERE.

2 5-452 agency

28 =E | SR 3%

Wi

trust domain_ | & String WEIEHFWKSID, 08 trust_ domain_id

id Fltrust_domain_name#MES, NIE5E
I8 trust_domain_name, PUNSEE
PEE—N,

trust_ domain_ | & String WEIEHKSE . MR trust_domain_id

name FOtrust_domain_name#fES, MLt
I8 trust_domain_name, PUMSHE
wﬁg_/l\o

description B String FeEAER, KEAKTF2550. U4
SHEMEE—,

duration B object RIERVHARR, BN ‘X7 . [UPSH
EMEE—,
EESEH:
e FOREVER: FRZIERIEAPRI9K K o
e ONEDAY: FRZEFEAVHAIRA—XK.
o EENKE: FZEITAUHARAEBIR

K&, 7020,

SASRRAS 55 (2025-07-03) WA © ERFRABIRAE 290




H—BDINIE

APl &% 5 API
ID)VE=S5't
K 5-453 I Body 2%
2 S ik
agency object FIEER.

2 5-454 agency

8% SHRT T
create_time String FIctlEEadaE.
iRE

UTCRTE, &= AYYYY-MM-DDTHH:mm:ss.ssssss, H
HAFNRTE)EAR AN : 2023-06-28T08:56:33.710000,

description String EZEIAMEE
domain_id String FZIERFEKSID,
duration String FIERVEAIR, B4R “/NEE7 .

e FOREVER/null: FTREFERIEAR AKX o
o 24: FRREFCAVHEBRA—K, BN24/)MRT,
o XXX: FIEITAVHAPRSERATIE), 7N0480/)

Ao
expire_time String FIEIHARTE,. “null” FRAEHR
Lz

UTCHYE, &TLHYYYY-MM-DDTHH:mm:ss.ssssss, H
HAFNATEIBAR AN 2023-06-28T08:56:33.710000,

id String £#EID,

name String T2,
trust_domain_ | String HEIEFWKSID,
id

=Nl
(ENZIEIBEATEN TR,
PUT https://iam.myhuaweicloud.com/v3.0/OS-AGENCY/agencies/{agency_id}

"agency": {
"trust_domain_id": "b2cd82a33fb043dc9304bf72...",
"trust_domain_name": "IAMDomainB",
"description": "IAMDescription",
"duration": "ONEDAY"
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F—ERINIE
AP &%

5 API

N Rz 7~

) =

R 200 BF:
IEXBRIN

{

"agency": {
"description": "IAMDescription",
"trust_domain_id": "b2cd82a33fb043dc9304bf72a0...",
"id": "0760a9e2a60026664f1fc0031f9f205e",
"duration": "ONEDAY",
"create_time": "2020-01-04T03:37:16.000000",
"expire_time": "2020-01-21T13:06:11.241588",
"domain_id": "d78cbac186b744899480f25...",
"name": "IAMAgency"

REHE fiik

(ERRUR

TNIERML

IRERIFIR .

REEENAIERR

REBIRSS tEIR -

7z

5.10.5 WIFRFIT

TheeNA

il

URI

ZEOTL AT EERMREE.

ﬁiszl:l_luﬁﬁﬁéﬁI:iIEI’JEndpomtﬂ] L fth X i AYEndpointifEFE

D RARIED S

EAJLATEAPI ExplorersRifizliziz O .

DELETE /v3.0/OS-AGENCY/agencies/{agency_id}

IAMAYENdpointis

MA4RARAS 55 (2025-07-03)

WRIERE © HERRARBIRAT

292


https://support.huaweicloud.com/usermanual-iam/iam_01_0001.html
https://developer.huaweicloud.com/endpoint?IAM
https://console.huaweicloud.com/apiexplorer/#/openapi/IAM/doc?api=DeleteAgency

F—EBINE
AP &% 5 AP

% 5-455 IRIZS#

2% =E | B A
D
agency_id 2 String FMEREOFIEID, SKENARIBESN: 3K

S, IAMARF. 8. AP4E. K
fg. EFERIRFRFID,

BRESH
2 5-456 153K Header 2
2% BRIk 8% | A
il
Content-Type | =2 String | iZ=FERABIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | 1HiT<$hE, FEEBPBMD . BUREE
B,
tokenFrAR AR BRIES TSN
RS E
7c
=R N
HBRZITE
DELETE https://iam.myhuaweicloud.com/v3.0/OS-AGENCY/agencies/{agency_id}
I Rz~ f51
y
REE
R[EE ik
204 FRIBRARIH
401 NS
403 RBIRIENR
404 RICEERN RIS
500 REPIRSSEEIR
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H—BDINIE

APl &% 5 API
$EA2AD
7
5.10.6 EH£BEIRFPRIZFEINRE
THEEN 4B

ZEORALUBATFEEREREBRS PSR

ZEOTLUERE R XIFAIEndpointFIE i XIERIENdpointiEF . IAMBJENdpointid
S MRMBRDR.

i
1 a] LAFEAPI ExplorerdhifiliizizE .
URI
GET /v3.0/OS-AGENCY/domains/{domain_id}/agencies/{agency_id}/roles
X 5-457 IR1Z2H
S =R | sEm g
agency_id = String F1EID, AL NBESN: KKS.
IAMAR. InH. AFP4AE. Xi%. £
BIRFRFOID,
domain_id 2 String FHERWSID, KEVAHIES N 3KEL
&S, IAMBRF. ITB. AFPEA. X
5. FHERIZFRFAID,
IBRESH

K 5-458 i53K Header 2

2% BEWYIE 2% | ER
-3l
Content-Type | @ String | iZ=FERNEIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | IBIA<SHE, EEAFPNEMD . NIRZHFE
S
tokenPT RN PRIE S WIEAIR .
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H—BDINIE

AP| &% 5 API
e
K 5-459 I Body 2%
e SR A
roles Array of NIREE%E,
objects
2k 5-460 roles
B8H e el ik
domain_id String UEENES= D
flag String ZSHEHfine_grainedid, FRRLRARER

BRIRER

description_cn | String

PRAYPIHIAMER -

catalog String WPRFIER R
name String WRE . EHEAFItokend, =IRSBIRIEZS
FRRFIET P Ra B RIAIE .
description String BPREIRMER o
links Object BRI RIHEEE
id String BRID
display_name | String PIRERA -
type String RIRAYERET
1588
o AXFERfEdomainEETR.
e XAFEREprojectEETRo
o AAFERTEdomainFlproject 2HER.
o XXFRTEdomainFlproject B IR E o
o BEMERIHNEMEXRBENAXSEXA, FEHE
domainE#project BT (AA) , SREE
domainEproject BEAER (XX) o
policy Object BIRBIEHRAA
updated_time | String PR HTATE
1588

UNIXESEIEUASTL, BA22R, RfEdns=ia:
1687913793000,

created_time | String

PR EUERETE o

1588
UNIXESEIEHETN, SBALEER), Bfladtsan:
1687913793000,
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H—BDINIE

5 API

2 5-461 roles.links

¥ S¥R A

self String GAD LIS EINEN 1|

previous String BI—SPIE ARSI, AEER Anull,
next String E—EMER RSN, RAEER ANl

% 5-462 roles.policy

B8H BHEE R
Depends Array of ZA PR ERAIANER o
objects
Statement Array of BEES, WMASPRRIERRS
objects
Version String WRARAS .
588

o 1.0: RFMEMNAE, LIRSHHNE, REEIRAY
IRSSTEXAERTEN.

o 1.1: RE&, IAMEFTIRHAI—FHABRIE1ZINATRE
73, ALUSHREIEAIRSHURE. BRURIERE

"%,
2R 5-463 roles.policy.Depends
B SR 15
catalog String BORFFEER R
display_name | String BIRERE o
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F—EBINE
AP &% 5 AP

2K 5-464 roles.policy.Statement

2 SR R
Action Array of BN, B ERRNEMRRIERIR . STIFAYEIL
strings MESEZ RS (APISE ) b “IPRFNIEN
IR B,
iRE

o &N RSB FRSEEVIRE, Al
vpc:ports:create,

o REBZBAFMBFR, Hlilecs. evsFlvpcE, IRBA
NEZRNE, BRERIMRESBEANG, BXRZ
FBOASY, THTIIEEMENIRN.

o YHBEENFEBAIZITEENFEEN, ZFREN:

"Action": ["iam.tokens:assume"],

Effect String EF. BamH: iF (Allow ) FNiEL
(Deny) , BEBAlowXEDenyRiESIEEAT,
BEDeny{L5EHIEN

EESEHE:

e Allow

e Deny

Condition Object [REISE. TRESIBXSH, 5% IEH
BN R
5iAR
LAiEskon s Condition/afl: &4 (obs:prefix )
F=#FER (public ) FHEE ( StringEquals ) .
"Condition": {
"StringEquals": {
"obs:prefix": [
"public"
]

}
}

Resource Object HiR. ME0T:
HER
o TOJIE *BIRERZ: ::, f8: "obs::bucket:*",

o regionFE e EliAEIfIregion, servicedi
ZF1ERresourceEF I3 Miservice.

o HiZBEENFEIENEIEEE RIS, 1ZFBEE
JI0bject, {EA: "Resource”: {"uri": ["/iam/
agencies/agencyTest"[}.

=P

B BRSHHEIEINR

GET https://iam.myhuaweicloud.com/v3.0/OS-AGENCY/domains/{domain_id}/agencies/{agency_id}/roles
I pz 7~ A5

R 200 A
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BH—BDINIE

APl &%& 5 API
BRI .
{
"roles": [
{
"flag": "fine_grained",
"display_name": "CDN Domain Viewer",
"description": "Allow Query Domains",
"name": "system_all_11",
"policy": {
"Version": "1.1",
"Statement": [
"Action": [
"cdn:configuration:queryDomains",
"cdn:configuration:queryQOriginServerinfo",
"cdn:configuration:queryOriginConfinfo",
"cdn:configuration:queryHttpsConf",
"cdn:configuration:queryCacheRule",
"cdn:configuration:queryReferConf",
"cdn:configuration:queryChargeMode",
"cdn:configuration:queryCacheHistoryTask",
"cdn:configuration:querylpAcl”,
"cdn:configuration:queryResponseHeaderList"
1,
"Effect™: "Allow"
}
1
%
"description_cn": "EiiFZEE",
"domain_id": null,
"type": "AX",
"catalog": "CDN",
"id": "db4259cce0ce47¢9903dfdc195eb453b"
}
]
}
A
RENE
REE ik
200 BRI
401 TNIERIL
403 IREIREBR
404 REIENAVER o
500 MERARSSHRIR -
H >0
T
x
N,
5.10.7 EiFB RS FPIZEENIR
ab
TORENA
ZEOVL B TFEERENRE RS HPRIFIENR
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F—EBINE
AP &% 5 AP

ZEOTLUERE R XIFAIEndpointFIE tXIEERIENdpointiEE . IAMBJENdpointid
S BMRMBRDR.

U
RA LATEAPI ExplorerdriEifiziEO,
URI
GET /v3.0/OS-AGENCY/projects/{project_id}/agencies/{agency_id}/roles
%+ 5-465 IRRSH
2% 2 | ¥R )
Wik
agency_id = String F1EID, KA NBESN: KKS.
IAMAERF. INH. AF4H. Kig. &t
BIRBFRFOID,
project_id 2 String ZIELRIMAEID, KREVGRIBESN: 3K
WS, IAMF. B, AFPE. X
5. FHERIZFRFAID,
IBREH
K 5-466 153K Header 2
2% = W%k S | @k
Sml
Content-Type | @ String | 1IZ=FERIIBIES “application/
json;charset=utf8” |
X-Auth-Token | 2 String | iHE$kRE, EFHBFPHEMD. BIREE
B,
tokenFrFE X RIES ISR
)RS
3 5-467 KL Body &%
e SHRT RhR
roles Array of MIREETIZE.
objects
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F—EBINE
AP &% 5 AP

3£ 5-468 roles

2% ST fik

domain_id String NPRFTEMSID

flag String ZSHEHfine_grainediT, FRRLRARFEN
=1

description_cn | String BORAIFMEINMEE -

catalog String BORFFEE R

name String WRE . EHERAFRtokend, =IRSZRIEZS
MRRFIT AP RA B RIAEIE .

description String BIREIAMSE .

links Object PRAEREEZEE -

id String PRID,

display_name | String WIRERE o

type String WPRAYE BT .
3R

o AXFEREdomainEETo

o XAFERfEprojectEETo

o AAFERTEdomainfiproject IR

o XXFERTEdomainFlproject EEIARER,

o BEMERHBHETMERNRBENAXTEXA, TEE
domainZE#llproject EEBER (AA) , ETE
domainEFprojectEEPARER (XX) o

policy Object WERRIEHRAE

updated_time | String I PREEFTAS ] o

1588
UNIXEJIE)EIAET0, BRu=R=R, BIE@&=an:
1687913793000,

created_time | String PR CIERATIE] o

WiBA
UNIXETEIEAE, BfuR=d), BTa@s:
1687913793000,

2 5-469 roles.links

2% SR A

self String AN S EINEN |

previous String BI—ePIE R RpHEIE, RAEFEER Anull,
next String [E—ePiEsRRat b, AFERT Anull,
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BH—BDIAIE

5 API

2K 5-470 roles.policy

el SHRT R
Depends Array of ZAPR PR ERAIAR o
objects
Statement Array of BERET, HIASPRRIERRS.
objects
Version String PPRIRAS .
588

e 1.0: REMENAE, LIRSHNE, REBIRAY
RSHEXAEBRTEN.

o 1.1: RE8. IAMEFTIRHAI—FRABRIEIZINAYRE
73, AILUEHREIRARIRSAURIE. RRURIERE

HE,
2K 5-471 roles.policy.Depends
2 SR A
catalog String BPRFAIER R
display_name | String WIRERE o
R 5-472 roles.policy.Statement
2% SR ik
Action Array of BRIR, 1EXERENEFRIENIR
strings 1488
o 18I RSB RIRRELIRE, A
vpc:ports:create,
o IRSBATTREIR, Hlilecs. evstvpcs, IRSE
NG, BREEMMESERNG, BRZ
HBR/S, TESIISEENIN,
o HEEMREAZTIEATENEKE, ZFRERN:
"Action": ["iam:tokens:assume'],
Effect String EF. BE&FM: 1F (Allow ) FIHEL
(Deny) , BEBAllowX B DenyliEHGEGIRT,
B {EDeny{fL5ERYER .
EUESEHE:
e Allow
e Deny
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BH—BDINIE

APl &%& 5 API
2% SHARTY A
Condition Object REIZE. TRESEXSH, 5% IEB
EMRRE .
iz Ll

LA sRkRfIFfConditionJafl: 24442 (obs:prefix )
=5 (public ) 18 (StringEquals ) o
"Condition": {
"StringEquals": {
"obs:prefix": [
"public"
1
}
}

Resource Object RiF. MUINT:
1588
o TMHE * WHRERT: ::, f5l: "obs::bucket:*",

o regionZE B E]AaRgregion, serviceliim
F1EHresource/gF Xt Riservice,

o HZBEENKIEANERIEEENKIZHT, 1ZFBRHEE
JIO0bject, {EA: "Resource”: {"uri": ["fiam/
agencies/agencyTest"[}.

isK7pl
BIRE IRSS PEIEIEAUR.

GET https://iam.myhuaweicloud.com/v3.0/OS-AGENCY/projects/{project_id}/agencies/{agency_id}/roles

M Rz~
REBH 200 A:
BEREIN

"roles": [
{
"domain_id": null,
"flag": "fine_grained",
"description_cn": "N 4 ETEIRSS RIERPR",
"catalog": "AOM",
"name": "system_all_30",
"description": "AOM read only",
"id": "75cfe22af2b3498d82b655fbb39de498",
"display_name": "AOM Viewer",
"type": "XA",
"policy": {
"Version": "1.1",
"Statement": [

"Action": [
"aom:*:list",
"aom:*.get",
"apm:*:list",
"apm:*:get"

1

"Effect": "Allow"

}
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BH—BDINIE

APl &% 5 API
]
}
}
]
}
R[EE
REE )%
200 BRI
401 INIESE .
403 RERIESUR .
404 RILEIERMAYZIR
500 AEBERSZ IR o
EI=g
¥
5.10.8 AZFEEFEBIRFZIR
INEENA

ZEOTLATEERNERRFERRS IR

iZE O] LAMERAE B XIFAIEndpointFIE B X idtAYEndpointi@E . IAMBIEndpointi’
2l HXNRHETR.

EOLR

URLHrole_idXg AN PRAAEZ =], AGeEte_agency,
i

1 e] LAFEAPI ExplorerdhifFirizizE .
URI

PUT /v3.0/OS-AGENCY/domains/{domain_id}/agencies/{agency_id}/roles/{role_id}

% 5-473 BRIZS¥

2¥ =E | sHEE )%
agency_id = String F1EID, KA NBESN: RKS.

IAMAF. IiH. BFPH. XiE. £t
RYZFRFOID
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BH—BDINIE

APl &%& 5 API
2H 28 | ¥R A
domain_id 2 String FIEHEWSID, KEBRIES N IREX
W=, IAMARF. 8. AF4E. K
5. EFERBFRIID,
role_id 2 String 2FRSINRID, KENAESW: 3K
ERID .
IBREH
K 5-474 153K Header 2
2% =A%k 2% | Rk
e
Content-Type | @ String | IZ=FERIBIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | BIASHE, FEBAFPNSM . PIEHE
B,
tokenFrEE X fRIES DISAUR
R3S
.
iI=P ]
HEIEEFERERSINR .
PUT https://iam.myhuaweicloud.com/v3.0/OS-AGENCY/domains/{domain_id}/agencies/{agency_id}/roles/
{role_id}
i Rz~ 5l
7o
R[EE

IR[EHE R

204 BRI -

401 TNIESETE

403 IRBIRIEIR

404 RELFIEN AR o
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H—BDINIE

APl &% 5 API
REE ik
500 mnBﬂEjj Hixo

ELE)
7

5.10.9 AEFER FINERSR

TORE TR

ZEOUL AT EERNERR FIRERS IR

1%;:[|TLM§FH$JEJEiIEI’JEndpomt*l] Lt XIFAIEndpointiAA . IAMAJEndpointis
S0 WXMARRTR

FEOLR

URLArole_idX A PRAAE R RIzH,

i

1ZA]LATEAPI ExplorerdifEiftizizOl,

URI

(5=

~Bes=secu_admin. te_agency,

PUT /v3.0/OS-AGENCY/projects/{project_id}/agencies/{agency_id}/roles/{role_id}

& 5-475 IRIRBH
e =E | 5% Rk
Whik

agency_id 2 String F1EID, KA XBESN: KIKS.
IAMAF. B, AFP4E. XK. £
HIZFRFOID

project_id 2 String FREHIEID, KEARBESN: 3%
BKS. IAMAR. B. AFR4A. K
i, EFRIBTRFID,

role_id 2 String INBERSNIRID, KEVAiBESR: 3K
EABRID .
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BH—BDINIE

APl &% 5 API
BRSH
7 5-476 153K Header £
¥ BRIk ¥ |k
St
Content-Type | =2 String | iZ=FERABIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | HE1<SHE, FAERAPHNEM . NIREE
=
token A RIS S WAZANIN
[ e
%
(=R %N
HNEEEFIMBRSINR
PUT https://iam.myhuaweicloud.com/v3.0/OS-AGENCY/projects/{project_id}/agencies/{agency_id}/roles/
{role_id}
i 7~
%
R[EE
R[EHE fHix
204 I
401 AR .
403 IRBERERIR
404 RILEENAVETE o
500 MERARSS HEIR -
EIRtg
¥
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F—EBINE
AP &% 5 AP

5.10.10 ZIEFETHEL2ERZUR

ab
ThEEN 4B

ZEOUL AT EEREREERGREERRSNIR.

ZEOTLMER2BE XIgAYEndpointFIE B XigtAYEndpointi@ A . IAMBYEndpointii
2N WXLIRT =

i
1 e] LAFEAPI ExplorershiffirizizE .
URI
HEAD /v3.0/OS-AGENCY/domains/{domain_id}/agencies/{agency_id}/roles/
{role_id}
% 5-477 BRiZSH
2% = | %R R
agency_id = String 1D, FKEHIESN: KBS
IAMABF. IIB. AFP4E. XiE. it
B9RFRFOID,
domain_id 2 String FHEHFWSID, KEAHES W 3KEX
WS, IAMABR. I8, AFA. X
5. FHERIZFRFID,
role_id 2 String 2ERBVRID, KIS IBESW: 3K
EUBRID .
BRkESH

K 5-478 153k Header 2%

2% EEi% s% | @
e
Content-Type | 2 String | Z=ERAZSIER “application/
json;charset=utf8”
X-Auth-Token | 52 string | iAIEIHE, FHMFMISY . SIRSE

LJO

tokenPfrFEX RIS S AR .
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BH—BDINIE

AP| &% 5 API
R3S
7
=P AN
B RSRREEBIRIPUR
HEAD https://iam.myhuaweicloud.com/v3.0/OS-AGENCY/domains/{domain_id}/agencies/{agency_id}/roles/
{role_id}
M iz 7~ A5
7
IR[EIE
REWE iR
204 BiEIN. (EBEENR)
401 TAIESRY
403 RBIRIENR
404 FIEBNAIRIE
500 REBARSS IR o
e
7

5.10.11 EIEEEGHEIMAKRSNR

TORENA

iz

URI

ZEOULUATEEREERIERSREMAERSNIR.

ZiEOLAMERA 2B XIFAYENdpointF I E M X IFAYENdpointiE . IAMBYENndpointis
21 WXL iEDS,

1ZBILATEAPI ExplorerdrifidizizOl.

HEAD /v3.0/OS-AGENCY/projects/{project_id}/agencies/{agency_id}/roles/{role_id}
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F—EDINE
AP &% 5 AP

% 5-479 BIZSH

2% 2E | e 3%
WhiE
agency_id = String F1EID, KA XBESN: KRS
IAMERF. IiH. AFA. Xig. &%
HIBRFRFOID
project_id = String FHEHLIEID, KENARBESN: 3K

BKS. IAMAFR. 8. AP4E. K
f. EFERIRFRFID,

String INBRSIRID, KENARIESN: 3K
EVABRID .

i

role_id

BkSH
2 5-480 153K Header &%
S BRI S | Wk
i)
Content-Type | =2 String | iZ=FERABIES “application/
json;charset=utf8” ,
X-Auth-Token | £ String | EIAUEAYIEB Security AdministratortX
fRAYtoken,
VRS54
7o
=Rl
BHZIEESHEIERS R
HEAD https://iam.myhuaweicloud.com/v3.0/OS-AGENCY/projects/{project_id}/agencies/{agency_id}/roles/
{role_id}
il iz 73~ 451
7
R[EHE
R[EE ik
204 BN, (BEEEENR)
401 NIERYL
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H—BDINIE

APl & > API
REIE )%
403 RERIESUR .
404 REEIERNATEE
500 AEBIRS = -
==
7
5.10.12 BR{REIEHN2BIRSTUR
INRENA

ZEOU L AT EERBREEINEBRSNIR

12};:IZI_JLM§}EHEJ%Ei:EE’JEndpomt%D Lt X1FAYEndpointi@A . IAMAJEndpointid
2l MXNRETR.

IE 1
A LATEAPI ExplorerdriElifiziEOl,
URI

DELETE /v3.0/OS-AGENCY/domains/{domain_id}/agencies/{agency_id}/roles/
{role_id}

# 5-481 BR8]

e =S | 5% Rk
Whise
agency_id 2 String F1EID, FKEAHXBESN: KKS.
IAMAF. . APE. KiK. &t
RIZFRFOID
domain_id 2 String B WSID, RESHES W FKEL

KS. IAMARF. . AFA. X
i, EFERIRFRFID,

String 2BEIRSIRID, FKENHGRIBESH: 3K
EYARID

i

role_id
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BH—BDINIE

APl &%& 5 API
BRSH
3£ 5-482 153K Header &
S BRI S | ik
i)
Content-Type | =2 String | iZ=FERABIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | iAE<$hE, EFEBEFPHBEMD. BUREE
=W
tokenFrE N RIES IS
)25
7o
=Rl
BIRZIEN 2 BIRS IR
DELETE https://iam.myhuaweicloud.com/v3.0/OS-AGENCY/domains/{domain_id}/agencies/{agency_id}/roles/
{role_id}
Il iz 73~ 451
7o
R[EE
R[EHE A
204 ARIBR %I
401 TAIESR
403 IRBRIERUR
404 RILEERAYEIE
500 REPIRSSHEIR
e
"
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F—EBINE
AP &% 5 AP

5.10.13 BPFZEHEHIIN B ARSSTXAR

ab
ThEEN 4B

1ZZEO LB T EERBHREERIIE RS IR .

ZEO LAMEREBXIFAIEndpointFIE B X itAYEndpointi@E .. IAMBIEndpointi’
sl HXNRETR.

i
SERILATEAPI Explorersrifidliziz .
URI
DELETE /v3.0/OS-AGENCY/projects/{project_id}/agencies/{agency_id}/roles/
{role_id}
7+ 5-483 IRRBH
2 =E | a¥EE i35
agency_id = String 1D, FKEHIESN: KBS
IAMAR., TiH. AFA. Xig. &F
BB FRFID,
project_id = String FHEHLIREID, KENARBESN: 3K
kS, IAMARF., IiH. AF4A. X
1o, ZFERIBTRFOID,
role_id 2 String INBERSNPRID, KEVAiESN: 3K
EAXBRID .
ERESH

2R 5-484 153K Header 2

2% BEWI% S¥% | #Er
-3l
Content-Type | @ String | IZ=FERIIEIES “application/

json;charset=utf8” |

X-Auth-Token | 2 String | AT hE, FEBFPRIBM . POREE
=

15N O

tokenPfrFEX RIS S AR .
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F—EBINE
AP &% 5 AP

MR SEL

5K
B EEIE RS IR .

DELETE https://iam.myhuaweicloud.com/v3.0/OS-AGENCY/projects/{project_id}/agencies/{agency_id}/roles/

{role_id}
il iz 73~ 451
y
R[EE
REWE A
204 FRIBRA%IH -
401 AW .
403 RBIRIENR
404 RIEERNAYEIE
500 REBARSS IR o
TES
7
5.10.14 E19ZEHE FRUFMBINA IRSZIPRSIZR
INEEN4A
ZEOTBTFEEREOZIEFRENE RSRIIZE.
ZEOTLMEREBEXIFAYEndpointFIE B X igtAYEndpointi@ A . IAMBJEndpointid
2N WXILIET R
UE5
1ZR]LATEAPI ExplorerdriEidizizE .
URI

GET /v3.0/OS-INHERIT/domains/{domain_id}/agencies/{agency_id}/roles/
inherited_to_projects
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F—EBINE
AP &% 5 AP

% 5-485 B2

2% = | %R )%
DV

agency_id = String 1D, FEHIESN: KBS
IAMARF. . AF4A. K. Zit
B9RFRFOID,

domain_id =2 String FHEBFWSID, KEAHES W 3REX
WS, IAMABR. I8, AFA. X
. EERNB[IRFID,

BREH
7 5-486 153K Header £{
2¥ 2 | ¥R )
Whik
X-Auth-Token | 2 String BIAShE, AEAPNED . MIREE
B,
tokenFrEE i RIES DLISAUR
)2
7 5-487 gk Body 2%
2% SR A
roles Array of BIREESIZE
objects
links object RRIHZER

3£ 5-488 roles

28 S 115

id String BURID,

links object NIRRY R RIEHEEE
name String PR o
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H—BDINIE

AP| &% 5 API
3£ 5-489 links
2% SR A
self String GADLIL S EInEn |

ISR
B FHORTERE RS IRSIE.

GET https://iam.myhuaweicloud.com/v3.0/OS-INHERIT/domains/{domain_id}/agencies/{agency_id}/roles/
inherited_to_projects

[ iz 73~5 )
1R7ZR87 200 A:
=) AY
{

"roles" : [
{
"name" : "system_all_154",
"links" : {
"self" : "https://internal.iam.ctcclouddev.com/v3/roles/04570dfe267c45a3940e1ae9de868..."

"id" : "04570dfe267c45a3940e1ae9de868..."
b
{

"name" : "test1_admin",
"links" : {
"self" : "https://internal.iam.ctcclouddev.com/v3/roles/1bf20f1adba94747a6e02e1be3810..."
b
"id" : "1bf20f1adba94747a6e02e1be3810..."
}
1,
"links" : {
"self" : "https://internal.iam.ctcclouddev.com/v3.0/OSHERIT/domains/
05b09b4723001dc90f27c0008f8b1.../agencies/08c6652e86801d234f01c00078308.../roles/
inherited_to_projects"

}

RE&G
R ik
200 =31c1]AY)|
401 TAIERML
403 IRBIRIEIR
404 RLFWEN AR -
500 REBARSSHEIR
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H—BDINIE

N 5 APl
$E2AD
BSIEIRE.
5.10.15 AFFEE B IHE RFNR
THREAME

ZEOTLU AT EERAERE FIEIERSR,

ZEOTLER£BEXIEAIEndpointFIE M XIFAIEndpointiAA . IAMAJEndpointis
S WXMREDS.

EOLIR

URLArole_idXd AU PREBEZ BRIZHI, FBEREte_agency,
izt

A LATEAPI ExplorerdriEidiziEO,
URI

PUT /v3.0/OS-INHERIT/domains/{domain_id}/agencies/{agency_id}/roles/{role_id}/
inherited_to_projects

% 5-490 RIS

2% =8 | sEEEn R
D2V

agency_id 2 String F1EID, KA XBESW: KRS,
IAMAF. IE. AP4E. K. £
RBFRFID,

domain_id 2 String ZREHFWKSID, KESBESH: 3K
kS, IAMAF. MB. AFRAE. K
5. ZERBRFID,

role_id 2 String BPRID, SKENATIESW: FKEWUR
ID,
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H—BDINIE

APl &%& 5 API
BREH
ZE 5-491 i53k Header 2]
8% 2 | %R fER
X-Auth-Token | 2 String BIEShE, FEBEFPINSM . NREE
=W
tokenFrEEtNPRIES DR o
D)VE=254
7
=GNl
PEREFFREIMERSNR.
PUT https://iam.myhuaweicloud.com/v3.0/OS-INHERIT/domains/{domain_id}/agencies/{agency_id}/roles/
{role_id}/inherited_to_projects
M Rz~
7
N
RS ik
204 EARRIN
401 NI S
403 IREERENR
404 RILEERAYEIE
500 MEBIRSS IR
IR
BESIEIRB.

5.10.16 i EEE FEEEAFAMA RSINR

ab
IEeN4a

ZEOFUBATFEERNEEEEREAMEIERS R

ZEOaLUER2BXIFAYENdpointF I E X IFHIENdpointi@FE . IAMAYENndpointis
20 WXL DS.
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BH—BDINIE

AP| &%& 5 API
i
AJLATEAPI ExplorerdiitiziE O
URI
HEAD /v3.0/OS-INHERIT/domains/{domain_id}/agencies/{agency_id}/roles/
{role_id}/inherited_to_projects
& 5-492 IR1ZSH
2H =8 | sfEEm R
agency_id b String F1EID, FEAHXBESN: KKS.
IAMEBF. IIB. AFP4A. XiE. it
H9RFRFAID
domain_id 2 String ZREEMKSID, FKENAEBESR: 3K
K=, IAMERF. IIB. AFPA. X
5. EHERIZFRFID,
role_id 2 String BPRID, SRENSIBESN: TREUWR
ID,
BRESH
2K 5-493 i53K Header 3#
S8 =R | sFey )%
X-Auth-Token | 2 String BIaShE, AEEFINEm . NREE
B,
tokenFT BN PRIES WIEHIR
)25
7o
=Rl
BRI TS EEEIBERSNR
HEAD https://iam.myhuaweicloud.com/v3.0/OS-INHERIT/domains/{domain_id}/agencies/{agency_id}/roles/
{role_id}/inherited_to_projects
il Rz 73~ 15

p

SASRRAS 55 (2025-07-03) WA © ERFRABIRAE 318
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H—BDINIE

APl & 5 API
K&
b L R
204 FaA. (BEEEENR)
401 TAIERML
403 IRBRIEIR
404 RLFWEN AR o
500 REBARSSHEIR
IS
ESIEIRE .

5.10.17 BFRZEFE FRIFFIAIN AR IRSIR

TheENA

ZEO L AT EERBREEIPTEIRE RS R

ZiEOa LAME A2 B XIFAYENdpointF I E M X IFAYENdpointiEFE . IAMBYENndpointis
21 WXL EDH.

i

RE]LATEAPI ExplorershiEidiziEO,

URI

DELETE /v3.0/OS-INHERIT/domains/{domain_id}/agencies/{agency_id}/roles/
{role_id}/inherited_to_projects

% 5-494 BRiZS¥#

2% =f |23y R
wHisE

agency_id 2 String FIEID, FEHXBESNW: FKKS.
IAMAEF. IB. AFP4A. XiE. £
BBFRFID,

domain_id = String FIEHFHKSID, KENASBESH: 3K
NS, IAMBF. IiH. AFRSE. K
5. EFEHBFRFID,

role_id 2 String BPRID, KBNS IBESW: FKEUR
ID,
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https://support.huaweicloud.com/usermanual-iam/iam_01_0001.html
https://developer.huaweicloud.com/endpoint?IAM
https://console.huaweicloud.com/apiexplorer/#/openapi/IAM/doc?api=RemoveAllProjectsPermissionFromAgency

BH—BDINIE

APl &% 5 API
IBRESH
% 5-495 53K Header 2
2 =E | s%EE fhR
X-Auth-Token | 2 String BIEShE, FEAPNED . SIREE
=W
tokenPTRAXPRIE S WA AIR »
N R 23
7
=GNl
BIREE THIFTEIE RS R .
DELETE https://iam.myhuaweicloud.com/v3.0/OS-INHERIT/domains/{domain_id}/agencies/{agency_id}/roles/
{role_id}/inherited_to_projects
i sz 7~ A5
7
NG
KRB iR
204 PRI o
401 TN
403 IRERIENR
404 REFIENAIER -
500 AEBIRSS IR -
T EL
BSIEIRE.
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BH—BDINIE

API B 5 API
5.11.1 AR E XEXAIA A
ThEe A

ZiEORATEaEWIREEEXEKAIAFE.

ZEOTLUERE R XIFAIEndpointFIE tXIERIENdpointiEFE . IAMBYENdpointid
S BMRMBRDR.

it
1ZA]LATEAPI ExplorerdrifEidtizizOl,
URI
GET /v3.0/OS-PERMISSION/enterprise-projects/{enterprise_project_id}/groups
& 5-496 IERESH
2 AUk ST R
enterprise_pro | 2 String FEIt W IRBRID,
ject_id
ERSH
% 5-497 153K Header &%
2% BRIk SR fiHid
X-Auth-Token | 2 String SINEREE
iam:permissions:listGroupsOnE
nterpriseProject?H¥y Rk
Security Administratort¥fRAY
token, [EIATEK
enterprise_project_idpffi[EMKS
AY9domain_id5TokendHY
domain_id—%,
) E=S

REMBA 200 Ay:

% 5-498 i Body £#

2¥ SR fiHiA
groups Array of FRPEER.
objects
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https://developer.huaweicloud.com/endpoint?IAM
https://console.huaweicloud.com/apiexplorer/#/openapi/IAM/doc?api=ListGroupsForEnterpriseProject

F—EBINE
AP &% 5 AP

2 5-499 groups

2% SR A

createTime Integer FIF4EGIEATE
description String FIPEER
domainld String W=D,

id String FBF4HID,

name String FEPHEEZR,

15K
B UIRE XA,

GET https://iam.myhuaweicloud.com/v3.0/OS-PERMISSION/enterprise-projects/{enterprise_project_id}/
groups

e iz 73~5 )
REB: 200
ERELI .

{
"groups" : [ {
"createTime" : 1552093271000,
"description" : null,
"domainld" : "dc7f62ae236c47b8836014c16d64d...",
"id" : "e6bde2403bda43e2813a1a6848963...",
"name" : "auth"

}
}
N
K& R
200 BRI
400 BRSEE
401 INIEEML
403 RBEREINR .
404 KARNEERIR
415 Content typetIS&IR o
500 NEBRFERE
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H—BDINIE

API &% 5 API
RIR
5= EIRE .

5.11.2 EE IR E B AP AR

ThEEN 4R
iz O] AFEigEWInE B XA AR
1%;:EITLJJ§FH£J%I:i:EE’JEndpomtﬂ] Lt X1AYEndpointi@A . IAMAJEndpointid
S WXMABiHRT .
3
1ZA LATEAPI ExplorerdriEiftiziEOl,
URI
GET /v3.0/OS-PERMISSION/enterprise-projects/{enterprise_project_id}/groups/
{group_id}/roles
& 5-500 BRIESH
2 Uk ST R
enterprise_pro | & String FEBETWIREID,
ject_id
group_id = String FEIAPAID,
BERSH
% 5-501 53K Header 2
2% BRI DB fEiA
X-Auth-Token | 2 String SINEREE
iam:permissions:listRolesForGr
oupOnEnterpriseProject4B#i &
B PREKSecurity Administrator
XPRAYtoken, [EIRTEK
group_idFrE@k=SHAYdomain_id
5Tokendrf9domain_id—%.
VRS54

REMBA 200 AY:
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https://developer.huaweicloud.com/endpoint?IAM
https://console.huaweicloud.com/apiexplorer/#/openapi/IAM/doc?api=ListRolesForGroupOnEnterpriseProject

F—EBINE
APl &%

5 API

2 5-502 i Body 2%

2% SHRT iR
roles Array of BeY%x,
objects
Z 5-503 roles
2% SR R
catalog String BERFTEER
display_name | String PIRRERER

description String

description_cn | String

PRAVESHIAMER -
RAYPIHRMER -

o

domain_id String NIRFFEWSID,

flag String ZBHENfine_grainedid, FRRLAPRARFEN
BRI .

id String BRID,

name String PRBEFR

policy object RIREARNE

type String BIRAYEMET
Lz

o AXFERfEdomainEETR.

o XAFEREprojectEETo

o AAFERTEdomainflproject EHER.

o XXFERTEdomainFlprojectEHIARER.

o BEMRHBHNEMERXNRBENAXTEXA, TEEE
domainEfproject EEETR (AA) , TETE
domainEfproject EEAET (XX) »

& 5-504 roles.policy

2 S¥n ik

Depends Array of ZA PR AT EAIIR
objects

Statement Array of BRUET, EIASORIIERRS.
objects
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BH—BDIAIE

APl &% > API
2 SRR A
Version String BIRIRAES .
WiBA

o 1.0: REMBNAE. LRSHNE, REBIRA
IRSSEXAEBRTEN.

o 1.1: RE8. IAMEFTHRHAI—FHBRIEIZINAYRE
73, AILUEHREIRARIRSAURIE. RRURIBERE

",
& 5-505 roles.policy.Depends
2% ST fEiA
catalog String WRFAER R
display_name | String WIRERE o
2R 5-506 roles.policy.Statement
e S R
Action Array of BIR, 1EXRENERRIENIR . 2018
strings ESEE MRS (APISE ) fb “IURFANFEAR
=
1588
o &R RBZFTREELRE, HI:
vpc.ports:create,
o IRSBNTREIR, Hlilecs. evstlvpcs, IRSE
NG, RRRBMRESEANE, BERX
HBEAS*, THRDIILEMENIR,
o HEEMKIEAZTITEEN KIS, ZFBER:
"Action": ["iam:tokens:assume"],
Effect String ER. BE®M: iF (Allow ) FIIEL
(Deny ) , BEBAllowXHBDenyfJEHUEDAT,
BEDeny fL5EaIREN .
WEME:
e Allow
e Deny
H5hRA 55 (2025-07-03) WRINPTE © HERIRARBIRAE) 325




H—BDINIE

APl &%& 5 API
2% SHARTY A
Condition Object REIZE. TRESEXSH, 5% IEB
EMRRE .
iz Ll

LA sRkRfIFfConditionJafl: 24442 (obs:prefix )
=5 (public ) 18 (StringEquals ) o
"Condition": {
"StringEquals": {
"obs:prefix": [
"public"
1
}
}

Resource Object RiF. MUINT:
1588
o TMHE * WHRERT: ::, f5l: "obs::bucket:*",

e regionFE A s ANAIEAIregion, servicedssn
7F#£Hresource[@F X fiservice,

o HiZBEENRIEAZITEE N RIS, ZFEREE
JIObject, {EF: "Resource” {"uri": ["/iam/
agencies/agencyTest"[},

isK7pl
BRI E X PP AR .

GET https://iam.myhuaweicloud.com/v3.0/OS-PERMISSION/enterprise-projects/{enterprise_project_id}/
groups/{group_id}/roles

e Rz 73~ 451
REB: 200
ERAIN
{

"roles" : [ {
"catalog" : "CUSTOMED",
"description" : "u81eau5b9au4e49u6743u9...",
"description_cn" : null,
"display_name" : "XpBdkPYCCx",
"domain_id" : "0456fd5a278033120f37c006683ab...",
"flag" : null,
"id" : "5d1b6256331f4fb494534bf240698...",
"name" : "custom_policy1",
"policy" : {
"Statement" : [ {
"Action" : [ "aaa:a*b:baa*" ],
"Condition" : null,
"Effect" : "deny",
"Resource" : null
e
"Action" : [ "aaa:a*b:bab*" ],
"Condition" : null,
"Effect" : "Allow",
"Resource" : null
IR

"Version" : "1.1"

SCASRRAS 55 (2025-07-03) WA © LR ABIRAE] 326


https://support.huaweicloud.com/usermanual-iam/iam_01_0605.html#section1
https://support.huaweicloud.com/usermanual-iam/iam_01_0605.html#section1

BH—BDINIE

APl &% 5 API
}
"type" : "XA"
11
}
REB
RSB ik
200 =4 an
400 BERESHEE,
401 NIEEY
403 REERIENR
404 RIEERNAYEIE
415 Content typefIG &=
500 SR
EI=g
52 EIRB.
5.11.3 EFAFA AT ITRE SN
INREN4A
ZiEOBATHRIEEI DI WIRBEN, @y tWInE . BPAMNNRAIFERER .
ZZEOLEREBXIGAIEndpointFIE B XIFAYEndpointiEFE . IAMBIEndpointid
20 XL RDS.
@it
1ZBILATEAPI ExplorerdrifidizizO.
URI

PUT /v3.0/OS-PERMISSION/enterprise-projects/{enterprise_project_id}/groups/
{group_id}/roles/{role_id}

% 5-507 IRIZSH

2 BEwWik SRR iR
enterprise_pro | &= String tTWIRHID,
ject_id

group_id 2 String FBRF4ID,
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https://developer.huaweicloud.com/endpoint?IAM
https://console.huaweicloud.com/apiexplorer/#/openapi/IAM/doc?api=AssociateRoleToGroupOnEnterpriseProject

BH—BDINIE

APl &%

5 API

IBREH

N Rz S4L

iERBI

Ml iz 73~ 451

7 NEX T

SH

SHERE

%S

role_id

= String

faeiD,

{588
BRANZAeIEACWIREE
goﬁgiﬁﬁﬂmEEWM£m

2 5-508 153k Header 2]

2%

ERWIE SHEE

ik

X-Auth-Token | 2 String

EINIERE
iam:permissions:grantRoleToGr
oupOnEnterpriseProjectZB{E
I PReY Security Administrator
MREtoken , EATER
group_idFrEKS#AJdomain_id
5Token®domain_id—H.

ETFRRAEAEWIRERFIN.

PUT https://iam.myhuaweicloud.com/v3.0/OS-PERMISSION/enterprise-projects/{enterprise_project_id}/
groups/{group_id}/roles/{role_id}

%
b L R
204 TBEKMBAELI o
400 EREEAEIEE,
401 tokeniAIERML
403 ZIHRE, RS,
415 Content typefIGEi=.
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https://support.huaweicloud.com/usermanual-em/zh-cn_topic_0108763979.html
https://support.huaweicloud.com/usermanual-em/zh-cn_topic_0108763979.html

F—BBINE
AP &% 5 AP

I ik
500 HERARE.

52 WEHIRED .

5.11.4 RV IRE <BX A P EA R

IheeNA
1Z3% O AT mIFRE IR B X B A P ERIR .
ZEOLEREBXIFAIEndpointFIE B XIFZAIEndpointiEFE . IAMBJEndpointis
20 XNREDR.

U
RE]LATEAPI ExplorershiEidiziEO,

URI

DELETE /v3.0/OS-PERMISSION/enterprise-projects/{enterprise_project_id}/groups/
{group_id}/roles/{role_id}

% 5-509 RIS

BH EEWI% SR 1k
enterprise_pro | 2 String AW IREID,
ject_id

group_id = String FBR4ID,
role_id = String BPRID
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https://developer.huaweicloud.com/endpoint?IAM
https://console.huaweicloud.com/apiexplorer/#/openapi/IAM/doc?api=RevokeRoleFromGroupOnEnterpriseProject

BH—BDINIE

APl &%

5 API

IERSH

il iz 228

i5RHI

N Mz 73~ 51

I NT

tHi=hg

2 5-510 153K Header 2#{

24

BRIk SHR

ik

X-Auth-Token | 2 String

EINERYEE
iam:permissions:revokeRoleFro
mGroupOnEnterpriseProjectZH
FER PR Security
AdministratorffRAJtoken, [
RTEskgroup_idFT =49
domain_id5Tokenhfg
domain_id—%,

MBS LV I3 B KB F B RIABR

DELETE https://iam.myhuaweicloud.com/v3.0/OS-PERMISSION/enterprise-projects/{enterprise_project_id}/
groups/{group_id}/roles/{role_id}

7
R A
204 IERREIa AV
400 EREBAEIEE,
401 tokenTAIESEKL
403 ZIHRE, R,
404 BRERIEATEFE
415 Content typefRIGiaiR .
500 REBRARE
ESEIRE.
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H—BDINIE

APl &% 5 API
5.11.5 E=H AP A BRI IRE
TRENER

ZiEO R BFEmAPEREXAIEIIRNE .

ZiEO LAME A2 B XIFAYENdpointF I E M X IFAYENdpointiEFE . IAMBYENndpointis
21 WXLRIEDSR.

I
RA LATEAPI ExplorerdriEidiziEOl,
URI
GET /v3.0/OS-PERMISSION/groups/{group_id}/enterprise-projects
F5-511 IBRSH
2 AUk ST R
group_id 2 String FEIIHBF4AEID,
BERESH
% 5-512 153K Header £
e ERWIE SR iR
X-Auth-Token | 2 String SINEREE
iam:permissions:listEnterpriseP
rojectsForGroupZi#i B+ fREY
Security AdministratortXRHY
token., ERTEKgroup_idF/E
Mk =HIdomain_id5Token Y
domain_id—%,
)28

HEBA 200 B :

Z 5-513 @i Body 2%

2% SR R
enterprise- Array of EWIREER
projects objects
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https://developer.huaweicloud.com/endpoint?IAM
https://console.huaweicloud.com/apiexplorer/#/openapi/IAM/doc?api=ListEnterpriseProjectsForGroup

H—BDINIE

APl &%& 5 API
£ 5-514 enterprise-projects
84 e el RR
projectld String IRHID,
=P ]l
EGRAFAXERITIWIRE
GET https://iam.myhuaweicloud.com/v3.0/OS-PERMISSION/groups/{group_id}/enterprise-projects
M Rz~
R 200
BRI
{
"enterprise-projects" : [ {
"projectld" : "dd87a1a8-8602-45a8-8145-393af4¢95..."
1]
}
RS
RS iR
200 BRI
400 ERSHHE
401 NI S
403 IREERENIR
404 RIKEBNAIRIE
415 Content typefIGiEiR .
500 SEIER =3
ELE)
BSIEIRE.
> v
5.11.6 EiFFFEEXBHKRITIIRE
IhEeEN4A

ZEOABTERRAPEZEXEKAIEIINE .

ZEOLUER2BXIFAYENdpointF I E X IFHIENdpointi@FE . IAMAYENndpointis

%)'_‘U : i&z*ugiﬁ-ﬁln\ o

Sk 55 (2025-07-03) WRIERE © HERRARBIRAT
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https://developer.huaweicloud.com/endpoint?IAM

H—BDINIE

APl &% > API
s,
REJLATEAPI ExplorerdiEiiziE.
URI
GET /v3.0/OS-PERMISSION/users/{user_id}/enterprise-projects
= 5-515 IKRBH
2% BRIk SR HEid
user_id 2 String FEIEAERPID,
ERSH
K 5-516 153K Header 3#
2% BRIk ST fiEid
X-Auth-Token | 2 String SINEREE
iam:permissions:listEnterpriseP
rojectsForUserZl#i EAX PRIk
Security Administratorf¥fRAY
token, EIRTEKuser_idF/EMK
SHJdomain_id5Token=HY
domain_id—%,
) VE=S
KAE5H 200 BY:
& 5-517 Kz Body %
2¥ S¥R A
enterprise- Array of EWIRBER.
projects objects

£k 5-518 enterprise-projects

Y SR ik
projectld String IHID.
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https://console.huaweicloud.com/apiexplorer/#/openapi/IAM/doc?api=ListEnterpriseProjectsForUser

F—EBINE
AP &% 5 AP

BRI

EWRAFPEZEXEKIIEIINE .

GET https://iam.myhuaweicloud.com/v3.0/OS-PERMISSION/users/{user_id}/enterprise-projects

0@ Rz 73~5 )
REB: 200
R AN
{

"enterprise-projects" : [ {
"projectld" : "dd87a1a8-8602-45a8-8145-393af4¢95..."

}"‘{projectld" : "dd87a1a8-8602-45a8-8145-393af4¢95..."
}]
}
REB
RSB iR
200 BKEI0 .
400 BRSHLE.
401 TNIERY
403 RERIESUR .
404 RILEERRIRE
415 Content typefRIGsEiR o
500 AEIEARE -
EiRD
B2 EIRB.
5.11.7 EigtWIRE BREREB -
IHEENA

ZiEOBAFERtWInE EEXBKINER.

1%::DTLM§H§%%IZiIEI’JEndpomt%I] { fth Xt AYEndpointiElfE . IAMAYEndpointis
D WRAEIRT A

IR
RE]LATEAPI ExplorerdiEiiziE.
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https://developer.huaweicloud.com/endpoint?IAM
https://console.huaweicloud.com/apiexplorer/#/openapi/IAM/doc?api=ListUsersForEnterpriseProject

BH—BDINIE

APl &% 5 API
URI
GET /v3.0/OS-PERMISSION/enterprise-projects/{enterprise_project_id}/users
% 5-519 IR1Z3H
2% EEWI% SR 1k
enterprise_pro | £ String #FEECWIRBID,
ject_id
BRESH
K 5-520 153K Header 2#
2% BEWI% SR R
X-Auth-Token | 2 String SINERYARE
iam:permissions:listUsersForEn
terpriseProject4R¥ EAN R,
Security AdministratortXpRHY
token,
R SEL
REFB: 200
K 5-521 I Body 2%
2¥ ¥R A
users Array of BFRER.
objects
K 5-522 users
2% e el fHiA
domain_id String AR FTEKRSID,
id String EIARID,
name String ENARPE.
enabled Boolean ENREREEEH, trueRrBH, falsexR=
F3, BilJtrue,
description String BENAPERMEE,
Si5kRA 55 (2025-07-03) WRINPTE © HERIRARBIRAE) 335




BH—BDINIE

APl &% 5 API
2H SHARTY iR
policy_num Integer N PRIZRREEL
lastest_policy_ | Long BF&ESEIRE XEERIEARTE (Z7)
time

iI=P ]l

EWEWIREEZXEKAF

GET https://iam.myhuaweicloud.com/v3.0/OS-PERMISSION/enterprise-projects/{enterprise_project_id}/users

MRz~
REF: 200
BRI
{

"users" : [ {

"domain_id" : "d78cbac186b744899480f25bd02...",

"id" : "07667db96a00265f1fc0c003a...",
"name" : "IAMUserA",

"enabled" : true,

"description" : "IAMDescriptionA",
"policy_num" : 2,

"lastest_policy_time" : 1589874427000

}
}

RS
/NG R
200 BRI
400 HERSEE
401 INESM
403 ISEBRIENIR
404 RIEFNEXZRIR
500 RBEFE.

5.11.8 it I B BB P RIR

ab
ThEEN R

ZiEOTATFEECWIRE EEXEERPIISR .
ZEOaLUER2BXIFAYENdpointF I E X IFHIENdpointiEFE . IAMAYENndpointis

%m : Mg*ugiﬁ-ﬁln\ o
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https://developer.huaweicloud.com/endpoint?IAM

BH—BDINIE

APl &% 5 API
it
RE]LATEAPI ExplorerdrifEidiziE.
URI
GET /v3.0/OS-PERMISSION/enterprise-projects/{enterprise_project_id}/users/
{user_id}/roles
#+ 5-523 RIZBH
8% B SRR 1k
enterprise_pro | 2 String tTWIRHID,
ject_id
user_id =2 String FAFID,
ERSH
K 5-524 153K Header 2%
8% BEWi%k SRR ik
X-Auth-Token | 2 String SINEREE
iam:permissions:listRolesForUs
erOnEnterpriseProjectZBfi 4R
FREkSecurity Administratori¥
FRAYtoken,
R &4

W&E: 200

% 5-525 i Body %4

¥ SR iR
roles Array of = f=L7IE=
objects

£ 5-526 Rolesltem

2% SR fik
catalog String BBRFFIEE R
display_name | String PRERER,
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https://console.huaweicloud.com/apiexplorer/#/openapi/IAM/doc?api=ListRolesForUserOnEnterpriseProject

F—EBINE
APl &%

5 API
2% SR fHiA
description String WPRAYZE SR
description_cn | String BPRRIFPSTHEIAER
domain_id String WRFTEMKSID,
flag String ZBHENfine_grainedid, FRRLABIRARFEN
BEHIREE .
id String BRI o
name String BPREFR
policy object NIREARS.
type String RIRAIERET
Lz

o AXFRfEdomainEER,

o XAFEREprojectEETRo

o AAFERTEdomainFlproject 2R R.

o XXFERTEdomainFlproject EHIARER.

o HEMEBHNETERXFEENAXTEXA, FEEE
domainEfproject EEER (AA) , SETE
domainZE#Iproject EEBARER (XX)

£ 5-527 RolePolicy

2% S¥RE RR
Depends Array of ZAUPR PR ERAIAR o
objects
Statement Array of BET, HIASORIERRS.
objects
Version String WRMRAS .
588

e 1.0: REMENAE, LIRSHHNE, REBIRAY
IRSSEXAERTEN.

o 1.1: RE&, IAMERITIRILAI—FRARML EIZANAYRE
7, AILAEHREIEAIRSAURIE. RRURIBERE

=3

2k 5-528 PolicyDepends

28 e e ;35
catalog String BIRFRER R -
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F—EBINE
AP &%

5 API

SH SHRE

i

display_name | String

PRERRE

2 5-529 PolicyStatement

28 SHH

R

Action Array of
strings

BRI, ENERERIIERRERIR. SIFAIRIN
TESEE LRSS (APISE ) “BURFNIER

In” |1,
izl

o &N IRBZFFDREEVIRIE, fI:
vpc:ports:create,

o IRBBAFTMBIR, Blilecs. evstlvpcE, IRSE
NEINE, FRERIMEESEANG, BRY
HEEMAS*, TEDYLIBIUIR.

o HBEENKRBAZIEEENKIEN, ZFRERN:

"Action": ["lam:tokens:assume"],

Effect String

Y. BaFH: RF (Alow ) FNiEH
(Deny) , BEBAllowXHBDenyJiStUEaAT,
BfEDeny{fL5EHIEN

Condition Object

PREIZM

Resource Object

RiE. G :
WAH
o ONE *MAER: =, fi: "obs::bucket*",

o regionZE s E]ih@Adregion, servicelsim
17#£Hresource[@F X fzservice,

o HiZBEENKIENEIEEEINRIEHY, 1ZFBRHEE
JI0bject, {EA: "Resource”: {"uri": ["/iam/
agencies/agencyTest"]},

BRI

EEEWINE BEZEXEAFPRIER .

GET https://iam.myhuaweicloud.com/v3.0/OS-PERMISSION/enterprise-projects/{enterprise_project_id}/users/

{user_id}/roles

i Rz 73~451)
KEE: 200
BRI

"roles" : [ {

"display_name" : "Customed ECS Viewer",

"description" : "The read-only permissions to all ECS resources, which can be used for statistics and

survey.",

MAERARZAS 55 (2025-07-03)
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F—EBINE
AP &% 5 AP

"domain_id" : "9698542758bc422088c0c3eabfc30d...",
"catalog" : "CUSTOMED",
"policy" : {
"Version" : "1.1",
"Statement" : [ {
"Action" : [ "ecs:*:get*", "ecs:*:list*", "ecs:blockDevice:use", "ecs:serverGroups:manage",
"ecs:serverVolumes:use", "evs:*:get*", "evs:*:list*", "vpc:*::get*”, "vpct:list*", "ims:*:get*", "ims:*:list*" ],

"Effect" : "Allow"
1]
%
"id" : "24e7a89bffe443979760c4€9715c1...",
"type" : "XA",
"name" : "custom_9698542758bc422088c0c3eabfc30...."
1]
}
RS
ent=
RS A
200 BRI
400 EREHEE
401 TAIERY .
403 IREERENIR
404 KAEEERIE
500 ERRE,

5.11.9 EFARPATEWIRB RN

INRENEA
ZEOAUET AP R IR EY.

ZiEOLAMERA 2B XIFAYENdpointF I E M X IFAYENdpointiEFE . IAMBYENndpointis
21 WXRIEDS.

i
RBJLATEAPI ExplorerdiEiiziE.

URI

PUT /v3.0/OS-PERMISSION/enterprise-projects/{enterprise_project_id}/users/
{user_id}/roles/{role_id}

% 5-530 BRIZS#

S8 =Bk SRR g
enterprise_pro | 2 String ™IIRHEID,
ject_id
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BH—BDINIE

AP| &%& 5 API
2 BRI SR i)
user_id = String BRFID,
role_id = String BPRID
BREH
2 5-531 153K Header 2%{
2% =A% SR R
X-Auth-Token | 2 String EINERYRE

iam:permissions:grantRoleToU
serOnEnterpriseProjectfM¥

PRk Security Administrator

M PRATtoken

MR 2 &

5K
EFAPHELREEN.

PUT https://iam.myhuaweicloud.com/v3.0/OS-PERMISSION/enterprise-projects/{enterprise_project_id}/users/

{user_id}/roles/{role_id}

e Rz 73~ 451
KEMG: 400
BRSELE.
{

"error" : {
"message" : "lllegal request",
"code" : 400,
"title" : "Bad Request"
}
}

WE&G: 401
INIER
{

"error" : {

"message" : "Authentication failed",

"code" : 401,
"title" : "Unauthorized"
}
}

W&G: 403
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F—BBINE
AP &% 5 AP

IRBRIEIR
{

"error" : {
"message" : "Forbidden operation"”,
"code" : 403,
"title" : "Forbidden"
}
}

T
E7NG R
204 =R
400 IBRSHHE
401 TN
403 IR
500 RERE.

5.11.10 MIBR{ENVIR H BB FPRINR

ThEEN4R
ZiEOT AR TR IR B EiEXE AP RISSR .
ZEOTLER£BEXIEAEndpointfIE M XIFHAIEndpointiAA . IAMAJEndpointis
sl HXNRHETR.

it
RALATEAPI ExplorerdriEidiziEOl,

URI

DELETE /v3.0/OS-PERMISSION/enterprise-projects/{enterprise_project_id}/users/
{user_id}/roles/{role_id}

# 5-532 BIZRSH

2% BEWwI% SR fEid
enterprise_pro | & String AWIRBID,
ject_id

user_id v String HFID,
role_id = String NPRID,
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BH—BDINIE

APl &%& 5 API
BRSH
& 5-533 i&53K Header &%

¥ BRI SHEER i)

X-Auth-Token | 2 String SINEREE
iam:permissions:revokeRoleFro
mUserOnEnterpriseProjectZHfi
ERREkSecurity
AdministratoriXfRAItoken,

)RS5
7
=Rl
BRI IR B B3 BX A P EIRR o
DELETE https://iam.myhuaweicloud.com/v3.0/OS-PERMISSION/enterprise-projects/{enterprise_project_id}/
users/{user_id}/roles/{role_id}
M Rz~
7
REB

RSB iR

204 BKEIN.

400 RS

401 TNIERYL

403 IRBIRIERR

404 HAEHEERIE,

500 AEFE,

5.11.11 EFHFEIEWIRHIEN

ab
ThEEN 4B

ZiEOR LE T EEAEWIREFER

ZEOLUER2BXIFAIENdpointF IE X IFAIENdpointiE@FE . IAMAYENndpointis
21 WXL EDS.
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BH—BDINIE

APl &%& 5 API
s,
REJLATEAPI ExplorerdiEiiziE.
URI
PUT /v3.0/OS-PERMISSION/subjects/agency/scopes/enterprise-project/role-
assignments
BERESH

& 5-534 i&K Header %]

2% BEWIE SR R

Content-Type | 2 String ZFERAARIES “application/
json;charset=utf8”

X-Auth-Token | 2 String SINERIRE

iam:permissions:grantRoleToA
gencyOnEnterpriseProjectZHfi
ERPREkSecurity
AdministratorfpRAYtoken.

% 5-535 153k Body &

8% =E | BHEE R

WA
role_assignm | £ Array of FEEELWINE ERHERR, BEY
ents objects 1£52504%

2k 5-536 role_assignments

BH =E | BHEE #R
WA
agency._id = String 3D,
enterprise_pro | 2 String I IREID,
ject_id
role_id = String REZID,
VRS54
T
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F—EBINE
AP &% 5 AP

5Kl
EFEEHEWRE .

PUT /v3.0/OS-PERMISSION/subjects/agency/scopes/enterprise-project/role-assignments
{

"role_assignments": [
"agency_id": "as0d9f8asdfasdfa09sd8f9aaa",
"enterprise_project_id": "3asdfs0d9f8asdfasdfa09sd8f9aaa",
"role_id": "5s0d9f8dafsdfasdfa09sd8f9aaa"
}

]
}

N Mz 73~
RE/: 200
BEREIN

RSE5: 400

ERSHHE
{
"error" : {
"message" : "lllegal request",
"code" : 400,
"title" : "Bad Request"
}
}
K&\ 401
TAIERM
{
"error" : {
"message" : "Authentication failed",
"code" : 401,
"title" : "Unauthorized"
}
}
R&EE: 403
IRBERIENR
{
"error" : {
"message" : "Forbidden operation"”,
"code" : 403,
"title" : "Forbidden"
}
}
NG
R ik
200 =R
400 BRSHHE
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H—BDINIE

AP| &% 5 AP
K& A
401 INIEEML
403 IR BEREINR .
500 RREEE.

5.11.12 fjlp&ENIR H XBXEFERINR

TheEEN R
iz 0] LARIBRE IR B F4E_ LRI
ZiEOLAMERA 2B XIFAYEndpointF I E M X IFAYENdpointiEFE . IAMBYENndpointis
SN WXMRFTA.

i
SERILATEAPI Explorerdrifgitiziz O .

URI
DELETE /v3.0/OS-PERMISSION/subjects/agency/scopes/enterprise-project/role-
assignments

RS

2 5-537 153K Header 2#{

2 =A% SR A
X-Auth-Token | 2 String SINEREE

iam:permissions:revokeRoleFro
mAgencyOnEnterpriseProject
M EER PR Security
AdministratorffRATtoken

% 5-538 153K Body 2%

BH =E | B R
WA
role_assignm | £ Array of FEELWINE EHERR, BEY
ents objects 125042,
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BH—BDINIE

API &%

5 API

N Rz S4(

i5RBl

N Mz 73~ 51

2k 5-539 role_assignments

B8H =E | BHEE R
WA
agency._id 2 String 3D,
enterprise_pro | 2 String BIIREID,
ject_id
role_id = String HARID,
T

MBS LE VI B KEXZAERIINIR

DELETE /v3.0/OS-PERMISSION/subjects/agency/scopes/enterprise-project/role-assignments

{

"role_assignments": [

{

"agency_id": "as0d9f8asdfasdfa09sd8f9aaa",

"enterprise_project_id": "3asdfs0d9f8asdfasdfa09sd8f9aaa",

"role_id": "5s0d9f8dafsdfasdfa09sd8f9aaa"

}
]
}

RS 204
BRI -

KEB/: 400
BERSHHBE
{

"error" : {
"message" : "lllegal request",
"code" : 400,
"title" : "Bad Request"
}
}

HKEB: 401
AR .
{

"error" : {

"message" : "Authentication failed",

"code" : 401,
"title" : "Unauthorized"
}
}

MA4RRAS 55 (2025-07-03)
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F—EBINE
AP &% 5 AP

RS 403
IREIRIERIR .
{

"error" : {
"message" : "Forbidden operation”,
"code" : 403,
"title" : "Forbidden"
}
}

EINEE
WREH ik
204 =R
400 IBRSHHE
401 TN
403 IERIENR
500 RERE.

512 &LIRE
5.12.1 {E K SHE(ERIPERES

ThEEN 4B
ZE O L B TFEERE K SRIERIPRE .
ZEOALMERE B XIERIEndpointFIE it XigtRYEndpointilAE .. IAMRIEndpointis
S WXMREDS.
i
1ZBILATEAPI ExplorerdrifidizizEO .
URI

PUT /v3.0/OS-SECURITYPOLICY/domains/{domain_id}/protect-policy

% 5-540 IRIZSH

2% EARE | ¥R )%

domain_i | 2 String FERBIMWSID, KENSBESH: 3K

d kS, IAMAF. MB. ARAE. K
5. ZERBRFID,
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F—EBINE
AP &%

5 API

IERSH

2K 5-541 153K Header &%

B2H BEWIE | SEERE R

X-Auth- = String HIaShE, FEEAPNSD. SEREE

Token B,
tokenf N PRIES ISR

Z 5-542 153K Body ¥

2% Bk | S8R HER

protect p | 2 ProtectPolicyO | E{EIRIPERES

olicy ption object

2 5-543 protect_policy

2% BEVIE | SHSER R

operation_ | 2 boolean ERHBERERP, FER "true", 77

protection B false"

allow use | & AllowUserBod | BIEERIZEIAMFRAFRILIB HEXHE

r y object .

mobile & String RIS EFN S,
admin_checkJgon. scene’gmobilefd,
WIIES . 71:/51:0086-123456789,

admin_ch | & String ERIEEARKIE, onHiEEARK

eck IE, HuEEsceneS#, of HIRERI
ik

email S String BRERIPIGIEIS E AR E
admin_checkJgon. scenegemailld,
WIRIES , ~ffl:example@email.com,

scene = String BREFRIPIEE ARRKIES T,
admin_checkgonRY, MIEES, B1F
mobile. email,

2R 5-544 protect_policy.allow_user

BiR ERWE | SHEER )%
manage_a | & boolean EEATFFEFBEITEEAK, BUETEE
ccesskey truedifalse,

MAERARZAS 55 (2025-07-03)
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BH—BDINIE

APl &% 5 API
B BEWIE | SHEE fR
manage_e | & boolean =T FRAFECEXHE, BUETEE
mail truedkfalse,
manage_m | & boolean e FRFECENSEE, BETE
obile truezifalse,
manage_p | & boolean =T FRAFECEES, BUETHE
assword truedkfalse,
e

REES: 200

3 5-545 liKz Body S%{
B8H SR R
protect_p | protect_policy BRERIPZRES
olicy object

2 5-546 protect_policy
8% SHEE RER
allow_use | AllowUserBody BRaLlBEEX8EHE.
r object
operation_ | boolean R FEERIERP, BYEEEtrueskfalse,
protection
admin_ch | String ERIEEARRKIE, onHIEEARKIE, off 9%
eck ERIGIIE
scene String RERIFEEARWIES T,

2K 5-547 protect_policy.allow_user

2R il R

manage_a | boolean EERFFHEFBTEEAK, BYEEEtruedy
ccesskey false,

manage_e | boolean EEATFFEFECEXENE, BUEEEtruek
mail false,

manage_ | boolean SRR FHEFRECENEIE, BETEEtrued)
mobile false,
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BH—BDINIE

APl &%& 5 API
2R £ Sid] A
manage_p | boolean =T FRFECEXERS, BUETEtruesk
assword false,

=GNl
(BB SIRIERIPEREE, FERIEFRP,
PUT https://iam.myhuaweicloud.com/v3.0/OS-SECURITYPOLICY/domains/{domain_id}/protect-policy

{
"protect_policy" : {
"operation_protection" : true

e Sz 73~
RSB 200 A:
BRI

{

"protect_policy": {
"allow_user": {
"manage_mobile": true,
"manage_accesskey": true,
"manage_email": true,
"manage_password": true
%,
"operation_protection": true,
"admin_check": "off",
"scene": ""

}

}

RZEFS )5 400 B
BRIEEE

o A1
{

"error_msg" : "'%(key)s' is a required property.",
"error_code" : "IAM.0072"

}
o fill 2
{

"error_msg" : "Invalid input for field '%(key)s'. The value is '%(value)s'.",
"error_code" : "IAM.0073"
}

K F 403 B
= E SV

o M1
{

"error_msg" : "Policy doesn't allow %(actions)s to be performed.",
"error_code" : "IAM.0003"

}
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F—EBINE
APl &% 5 AP

o fl2
{

"error_msg" : "You are not authorized to perform the requested action.",
"error_code" : "IAM.0002"

}
KE[BH 500 AY:
RERE.

{

"error_msg" : "An unexpected error prevented the server from fulfilling your request.”,
"error_code" : "IAM.0006"

}
REEL
REB R
200 BRI
400 BRAEFE,
401 TNIESM
403 SN,
500 E4=0
BI=0
B2 EIRB.
5.12.2 EigKSE(ERIPRES
INRENA

ZEZEOT L BT ERKSRERPRE

ZEOn] LAMERAEBXIFAIEndpointFIE B X itAYEndpointi@E . IAMBIEndpointi’
s HXNRETR.

it
1ZA]LATEAPI ExplorerdifEiftizizOl.

URI
GET /v3.0/OS-SECURITYPOLICY/domains/{domain_id}/protect-policy
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https://console.huaweicloud.com/apiexplorer/#/openapi/IAM/doc?api=UpdateDomainProtectPolicy

BH—BDINIE

APl &% 5 API
+ 5-548 IERSH
8% BEVIE | B3R ik
domain_i | 2 String FEANKSID, KENARBESN: 3K
d kS, IAMAR. IB. AFR4A. K
8. FERIBRAID,
iERSH
3 5-549 153K Header 2%
8% BEWIE | SEEE fR
X-Auth- | 2 String hiaShE, FEEBFRSMH . XREE
Token B,
tokenPT RN PRIE S AR »
RS2
REHB: 200
2R 5-550 iz Body 2%
2% e el iR
protect_p | protect_policy BRERIPRES
olicy object
2 5-551 protect_policy
B¥ SHERR R
allow_us | AllowUserBody BRaLABEEXEM .
er object
operation | boolean =AOHERERFRP, BUEBEtrueskfalse,
_protectio
n
mobile String BRERIFIEEEFN S8, =
11:0086-123456789
admin_ch | String EEEEARKIE, onEEARKIE, offoig
eck ERIILE,
email String RERIPIOIE S E BB . 7=
ff:example@email.com,
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H—BDINIE

APl &% 5 AP
2H SR fER
scene String BRERIFIEEARKIES L, SiEmobile.

email,

2k 5-552 protect_policy.allow_user

B =it ik

manage_accesskey | boolean AT FHAFEITEEAK, BUETEE
truezffalse,

manage_email boolean EERFFRFECEXHME, BEE
Eltruedkfalse,

manage_mobile boolean EARTFFHERBECEXEIE, BETE
Eltruegkfalse,

manage_password | boolean EERTFRFECENER, BEE

Eltruegifalse,

s K7pl
B S IR EIRIPERES .

GET https://iam.myhuaweicloud.com/v3.0/OS-SECURITYPOLICY/domains/{domain_id}/protect-policy

e Mz 73~ 51
RS 200 BF:
BEREIN

{
"protect_policy" : {

"operation_protection" : false

}
KEBH 403 B:
IREIRIERUR .

o N
{

"error_msg" : "You are not authorized to perform the requested action.",

"error_code" : "IAM.0002"

o fil2

"error_msg" : "Policy doesn't allow % (actions)s to be performed.",

"error_code" : "IAM.0003"
}

REBH 404 [:

MA4RARAS 55 (2025-07-03)
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F—EAINE
AP &% 5 AP

REEENAIERR o
{

"error_msg" : "Could not find %(target)s: %(target_id)s.",
"error_code" : "IAM.0004"
}

RAEBH 500 A:
AEBIRSSEIR o
{

"error_msg" : "An unexpected error prevented the server from fulfilling your request.”,
"error_code" : "IAM.0006"

}
RE
RSB )%
200 BKBEIN .
401 TN,
403 IBIRIERR
404 RILEIERAYZIR
500 RERIRSS IR o
==
B2 EIRE .
5.12.3 {E MK SEEERES
IheEN 4R
ZEOTUBTFERREXNIKSZIDREE,
ZiEOLAMER 2B XIFAYEndpointF I E M X IFAYENdpointiEFE . IAMBYENndpointis
21 WXHLRiEDS.
Wil
1ZALATEAPI ExplorerdriEliftiziEOl,
URI

PUT /v3.0/OS-SECURITYPOLICY/domains/{domain_id}/password-policy
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BH—BDINIE

AP| & 5 AP
% 5-553 RIZSH
28 BEVIE | SR R
domain_id | 2 String WKSID, FKEVGNIESN: FHIKS.
IAMAEF. InH. AFPH. Xig. T
RYZFRFOID
BRESE

& 5-554 153K Header &%

8% =EWE | SEER A
X-Auth- 2 String BIAShE, FAEAPNER . NIREE
Token IS

tokenp BN RIES ISR .

% 5-555 53K Body &

B8H BEWVIE | SEELE R
password_ | 2 object ERORES o
policy
Z 5-556 password_policy
2% B WIE ¥R 7
maximum | & Integer E—FFEEE IR AARE, BUETE
_consecuti [0,32],
ve_identic
al_chars
minimum_ | & Integer FINRREEAE (9, BUETEE
password_ [0,1440] .
age
minimum_ | & Integer FRR/NFHE, BEEE[8,32].
password_l
ength
number_of | & Integer A SHEEBES XY, ETE
_recent_pa [0,24],
sswords_di
sallowed
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F—EBINE
AP &%

5 API

V=351

SH

SR | R

password_
not_userna
me_or_inv

ert

Boolean

Fo

ERREEUIURRAFZ AR

password_
validity_pe
riod

iy

Integer
IREORTAKMNIZRE

ZREYE (X) , BUESEE[0,180],

password_
char_comb
ination

iy

Integer EVOEFHMENPLY, BUEXE

[2,4],

% 5-557 luii Body £#

2H

SHE

password_
policy

object

Z 5-558 password_policy

2%

SHR

maximum_
consecutive
_identical_c
hars

Integer

maximum_
password_Ll
ength

Integer

minimum_
password_a
ge

Integer

FiORaERE (98) .

minimum_
password_l
ength

Integer

B/ FIE

number_of
_recent_pas
swords_dis
allowed

Integer

BIETRESHEEBES IR,
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F—EBINE
AP &%

iERBI

il iz 73~f51

5 API
2% SR fik
password_n | Boolean ZREaUERRE%ARENRF .
ot_userna
me_or_inve
rt
password_r | String IREEBVRBEENFHEK,
equirement
s
password_v | Integer ERBEME (X) .
alidity_peri
od
password_c | Integer EVEEFEFMHEMNNE, BUEXE[2,4].
har_combi
nation

(ELRSHIZIERES: BR&RDNBNFFT, BRAESIA2DXLRERBES, Zikik
FEEFRE2008, BAEMEIN60K, E—FfHELHIRIGR ORI 3, ZER
JURRRESAFENRE, EOEE3FFMEER,

PUT https://iam.myhuaweicloud.com/v3.0/OS-SECURITYPOLICY/domains/{domain_id}/password-policy

{

"password_policy" : {
"minimum_password_length" : 8,
"number_of_recent_passwords_disallowed" : 2,
"minimum_password_age" : 20,
"password_validity_period" : 60,
"maximum_consecutive_identical_chars" : 3,
"password_not_username_or_invert" : false,
"password_char_combination" : 3

}

}

K& 200 A:
EXKIN.
{

"password_policy" : {

"password_requirements" : "A password must contain at least two of the following: uppercase letters,

lowercase letters, digits, and special characters.",
"minimum_password_age" : 20,
"minimum_password_length" : 8,
"maximum_password_length" : 32,
"number_of_recent_passwords_disallowed" : 2,
"password_validity_period" : 60,
"maximum_consecutive_identical_chars" : 3,
"password_not_username_or_invert" : true,
"password_char_combination" : 3
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BH—BDINIE

APl &% 5 API
JR7&R5 7 400 B
BRARE,
o fil 1
{
"error_msg" : "'%(key)s' is a required property.",
"error_code" : "IAM.0072"
}
o il 2
{
"error_msg" : "Invalid input for field '%(key)s'. The value is '%(value)s'.",
"error_code" : "IAM.0073"
}
RZ58879 403 BY:
ENEM
o N
{
"error_msg" : "You are not authorized to perform the requested action.",
"error_code" : "IAM.0002"
}
o il 2
{
"error_msg" : "Policy doesn't allow %(actions)s to be performed.",
"error_code" : "IAM.0003"
}
HK&/BH 500 A
EARBE,
{
"error_msg" : "An unexpected error prevented the server from fulfilling your request.”,
"error_code" : "IAM.0006"
}
RS
RS R
200 IERN AN
400 BRERE
401 TAIERML
403 £ E S
500 EREE.
HELE]
ESIEIRB.
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H—BDINIE

APl &%

5 API

5.12.4 K SEEELE

INEENA
ZEOT L BTFEEIRSEEREE
ZEOLEREBXIFAIEndpointFIE B XIFHAIEndpointiEFE . IAMBJEndpointid
21 XZiEDS.
@it
RE]LATEAPI ExplorershiEidiziE0.,
URI
GET /v3.0/OS-SECURITYPOLICY/domains/{domain_id}/password-policy
% 5-559 RIZSH
28 EAVE | SR )%
domain_id | 2 String FEINKSID, FKEAIES N 3K
KRS, IAMERF. IB. AFPA. X
5. EHERIBTRFOID,
5kSH
2 5-560 153K Header 2#{
S8 EAWE | SEEER 3%
X-Auth- 2 String BIEShE, FEHEFPNSM .. NREE
Token 1=
tokenFrE N RIES IS
Nl fiz 28
%% 5-561 i Body 2
2¥- SR i)
password_pol | object RIS
icy
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F—EAINE
AP &%

5 API

BRI

e Rz 7~

2 5-562 password_policy

r_combination

B8H SR faR

maximum_co | Integer E—FFEEH AR KRE
nsecutive_ide

ntical_chars

maximum_pa | Integer EIBRAFHFE
ssword_length

minimum_pas | Integer FIBERISEREE (28) o
sword_age

minimum_pas | Integer EIER/NFRFE
sword_length

number_of_re | Integer EIBAeShEEBES IR,
cent_passwor

ds_disallowed

password_not | Boolean EREERUERRESBERENRE
_username_or

_invert

password_req | String IREFRIEVWRBENFEREK,
uirements

password_vali | Integer ERREME (X) .
dity_period

password_cha | Integer ELEEFAMENTE, BEXE[24].

EEKSEERE

GET https://iam.myhuaweicloud.com/v3.0/OS-SECURITYPOLICY/domains/{domain_id}/password-policy

KB 200 AY:

BRI
{

"password_policy" : {

"password_requirements" : "A password must contain at least two of the following: uppercase letters,
lowercase letters, digits, and special characters.",
"minimum_password_age" : 20,

"minimum_password_length" : 8,
"maximum_password_length" : 32,

"number_of_recent_passwords_disallowed" : 2,
"password_validity_period" : 60,
"maximum_consecutive_identical_chars" : 3,
"password_not_username_or_invert" : true,

"password_char_combination" : 3
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}
}

RZ&BF 403 B
IREBRAER

o RfA
{

"error_msg" : "You are not authorized to perform the requested action.",
"error_code" : "IAM.0002"

}
o ffll2
{

"error_msg" : "Policy doesn't allow % (actions)s to be performed.",
"error_code" : "IAM.0003"
}

K783 79 404 HY:
RIEENRISE
{
"error_msg" : "Could not find %(target)s: %(target_id)s.",

"error_code" : "IAM.0004"
}

RZSF879 500 A
REPIRSS IR -
{

"error_msg" : "An unexpected error prevented the server from fulfilling your request.",
"error_code" : "IAM.0006"

}

T

7Nz 1::)% 3

200 BRI

401 TANIESETE

403 IRBIRIEUR

404 RIKENERAVEIR o
500 AERARSSTRIR -

tHi=hg

B2EIRE,
5.12.5 (EX K SEFRFRKIE

ThEEN A

ZEOT AT EERENIKSERRES .
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BH—BDINIE

APl &%& 5 API
ZEOYTLER£BEXIEAEndpointFIE M XIFHAIEndpointiAA . IAMAJEndpointis
21 XZEDS.
At
RE]LATEAPI ExplorerdiEiiziE.
URI
PUT /v3.0/OS-SECURITYPOLICY/domains/{domain_id}/login-policy
% 5-563 [R1ZSH
2 BRIk | SHEE i)
domain_i | 2@ String WSID, RENSBESN: KBRS .
d IAMARF. INBH. AF4H. Xi%. Ft
BIRFRFOID
=P
K 5-564 {53k Header 2
2% ERVIE | SEERR R
X-Auth- 2 String BIaShE, AEEFINEM . NREE
Token B
tokenfFT BN PRIES ISR
%= 5-565 153K Body £%{
2 =EAWIE | SEER R
login_poli | 2 object BRRIE,
cy
2R 5-566 login_policy
2% =Rkt | SR iR
account v | & Integer WSEZERENERE (X)) AXKRE
alidity_per F, W#i=A, BESEEI[0,240].
iod
custom_in | & String EFIEREE.
fo_for_logi
n
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BH—BDINIE

AP| &%& 5 API
2 ERVIE | SEEER ik
lockout d | & Integer WSHiEm (98 ) , BUETE
uration [15,1440],
login_faile | & Integer PRERTEIAFIFRIRAEREBOREL,
d_times EESERE[3,10].
period_wit | & Integer PRERTENRE (28 ) , BUESEE
h_login_fa [15,60].
ilures
session_ti | & Integer ERSELRMATE () , BUETEE
meout [15,1440],
show rece | & Boolean ErmE—IRNEREE . BUEEEtrue
nt_login_i gifalse,
nfo
V254
2 5-567 l[ILZ Body &%
S SRR iR
login_policy | object BRERE,
& 5-568 login_policy
¥ SHERR A
account_validi | Integer WSEZERENERE (X) ARER, WK
ty_period =,
custom_info_f | String BRIERER
or_login
lockout_durati | Integer KSHERHE (28 ) -
on
login_failed_ti | Integer PRERS BN SEIFRISRAEREBURE .
mes
period_with_l | Integer IRERNERE (H8) .
ogin_failures
session_timeo | Integer ERSIREMATE (28H) .
ut
show_recent_| | Boolean REETRRE—IRNERER.
ogin_info
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5 API

BRI

N Rz~

ENKSHERREE: ERERMERSBERSA159, WSHEIIRMAARERNIH
=, IREFERERELBORE 3R, BERRIERIAEN165, BREE—IXAY

BRER.

PUT https://iam.myhuaweicloud.com/v3.0/OS-SECURITYPOLICY/domains/{domain_id}/login-policy

"login_policy" : {
"custom_info_for_login" : "",
"period_with_login_failures" : 15,
"lockout_duration" : 15,
"account_validity_period" : 99,
"login_failed_times" : 3,
"session_timeout" : 16,
"show_recent_login_info" : true

RSB 200 A:
BRI .

"login_policy" : {
"custom_info_for_login" : "",
"period_with_login_failures" : 15,
"lockout_duration" : 15,
"account_validity_period" : 99,
"login_failed_times" : 3,
"session_timeout" : 16,
"show_recent_login_info" : true

}

"error_msg" : "Invalid input for field '%(key)s'. The value is '%(value)s

"error_msg" : "You are not authorized to perform the requested action.",

}
KZ8879 400 AY:
BRARE,
o fil1
{
"error_msg" : "'%(key)s' is a required property.",
"error_code" : "IAM.0072"
}
o fil2
{
"error_code" : "IAM.0073"
}
K&/ 403 B
ENEY
{
"error_code" : "IAM.0002"
}
K&/EH 500 A
AFEFE,

MA4RARAS 55 (2025-07-03)

WRIERE © HERRARBIRAT

365



F—EBINE
AP &% 5 AP

{

"error_msg" : "An unexpected error prevented the server from fulfilling your request.",
"error_code" : "IAM.0006"
}

KRS
RESL R
200 BRI
400 BRERE,
401 NESR
403 EYE S
500 RRERE,
L
B2 ERB.
5.12.6 FiEkSEFRHRKIE
THEEN 4B
ZEOTL BTFEAKSERERE
iz O LUMERAEBEXIFAIEndpointFIE B X iatHYEndpointi@ A .. IAMBJEndpointi’
2N MXFZiETE.
W
RE]LATEAPI ExplorershiEidiziEO,
URI

GET /v3.0/OS-SECURITYPOLICY/domains/{domain_id}/login-policy

% 5-569 RI2SH

2 BRIE | SR )%

domain_i | 2 String FEENWKSID, KESBESH: 3K

d kS . IAMAF. MB. APAE. X
g . ZERNBIRMID,
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F—ERINE
AP &%

5 API

IERSH

£ 5-570 153K Header 2

2H BEEYE | BHE ik

X-Auth-
Token

ali

String

SN 0

tokenpr BN RIES WIS .

g [E<HE, FEAFRIBD . NURFE

=351

R 5-571 i Body 2%

2% SR A
login_policy | object BRE
£ 5-572 login_policy
¥ S¥R A
account_validi | Integer WSEZERENERE (X) AFRFER, MWK
ty_period =8,
custom_info_f | String ERERER.

or_login

lockout_durati | Integer
on

IKSHERHS (28) -

login_failed_ti | Integer
mes

PREASIE A FIFAIER RS REMOREL

period_with_l | Integer
ogin_failures

PREBJIEHSE (98) -

session_timeo | Integer
ut

BRIERYEIE (58) o

show_recent_l | Boolean

ogin_info
=
EOKSERE.

GET https://iam.myhuaweicloud.com/v3.0/OS-SECURITYPOLICY/domains/{domain_id}/login-policy
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APl &% 5 API
)]l
JRZ&ERL 7 200 A
BRI
{
"login_policy" : {
"custom_info_for_login" : "",
"period_with_login_failures" : 15,
"lockout_duration" : 15,
"account_validity_period" : 99,
"login_failed_times" : 3,
"session_timeout" : 16,
"show_recent_login_info" : true
}
}
KZ58879 403 AY:
IRBIRIENR
o fil1
{
"error_msg" : "You are not authorized to perform the requested action.",
"error_code" : "IAM.0002"
}
o f3l2
{
"error_msg" : "Policy doesn't allow % (actions)s to be performed.",
"error_code" : "IAM.0003"
}
K583 ) 404 BY:
FIKEBRAYER R
{
"error_msg" : "Could not find %(target)s: %(target_id)s.",
"error_code" : "IAM.0004"
}
K7 500 A
RERIRSSEEIR
{
"error_msg" : "An unexpected error prevented the server from fulfilling your request.”,
"error_code" : "IAM.0006"
}
RS
RS R
200 IERN AV
401 TAIERTY .
403 IRBEERENR
404 REKEENAER
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LA fiR

500 AEBARSS HEIR
e
B2 EREB.
5.12.7 (& S=HI S H RS
INREN4A
ZEOTUBATFEEREXKSIEFEIHNRE, REXEENIKS THREIAMA
FRIBEFBRER (SPHIL) &£,
ZEOALMERAE B XIERIEndpointFIE it XiGtRYEndpointilA . IAMRIEndpointis
2l WXRIETS.
i
1ZA]LATEAPI ExplorerdifEiftizizOl.
URI
PUT /v3.0/OS-SECURITYPOLICY/domains/{domain_id}/console-acl-policy
E 5-573 IR1ZBH
B8H BRVIE | SEEER )
domain_i | 2 String WSID, KENAESN: KEKS .
d IAMARF. . AFA. K. it
RIBFRFOID
BRkSH

2 5-574 &K Header &3

28 BAVIE | Sl ik
X-Auth- | 2 String HIEShE, FEAPNED . SIREE
Token B,

tokenFT BN PRIES WAEHIR
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F—EBINE
APl &%

5 API

2 5-575 153K Body £2#{

2H BEWIE | SEEE A
console_a | 2 object EH BRI
cl_policy

& 5-576 console_acl_policy

2% =EYE | SEEkE 3%

allow ad | & Array of FEFHIEAYIPvALEIEEEES .

dress_net objects allow_address_netmasks5

masks allow_ip_rangesm S8 —iE—BIE],

allow_ip_ | & Array of BIFIABIRYIPvALELIEEX 8] .

ranges objects allow_address_netmasks5
allow_ip_ranges@ ™S5 " 1%—BRIA]

allow ad | & Array of VFHIEIRYIPveitbia MES

dress_net objects allow_address_netmasks_ipv65

masks_ip allow_ip_ranges_ipv6 NS5 —i%—ER]

ve o

allow_ip_ | & Array of BIFIAaIRYIPveitiE X |E] .

ranges_ip objects allow_address_netmasks_ipv65

v6

allow_ip_ranges_ipv6i NS5 —i%—AD
A,

2 5-577 allow_address_netmasks

S ERVIE | SEER R

address n | & String IPvAtteiib ek IES, f51%0:192.168.0.1/24 .
etmask

descriptio | & String A EE

n

£ 5-578 allow_ip_ranges

2% ERWIE | SR R
descriptio | & String HIRMEE
n
ip_range |2 String |PvAtttEX(E], 1
401:0.0.0.0-255.255.255.255,
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2K 5-579 allow_address_netmasks_ipv6
¥ EAWE | SEEER g
address n | 2 String IPvoitEtt ol ES, 31
etmask 40:0000:0000:0000:0000:0000:0000:000
0:0000/100,
descriptio | & String HIAMEE
n
2 5-580 allow_ip_ranges_ipv6
2% BEWE | SR R
descriptio | & String HIRMEE
n
ip_range = String IPveitlit X&), 51
%0:0000:0000:0000:0000:0000:0000:000
0:0000-
FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FF
FF,
IR S%

% 5-581 i Body %4

e et et R
console_acl_p | object Consolelf[afZ=HIZEEE o

olicy

2k 5-582 console_acl_policy

el S¥RT iR
allow_addres | Array of FEFIAIaIEYIPvALBLEELER , (NTEIRE T SiFR
s_netmasks | objects B89 IPvALtEiIaY M EE A SIR[EILEFES
allow_ip_ran | Array of FEFRIERYIPVALBLEXE], (RTEIRE T SiFAE
ges objects AYIPVALBIF X B A IR [EILEFES .
allow_addres | Array of FEFIAIaIRYIPVeitELE L MES, (NTEIRE T SiFh
s_netmasks_i | objects [a)a9IPveitEi M EE A SIR[EILEFES
pv6
allow_ip_ran | Array of FEFIAIEIEYIPVeitEtE X (E], (NTEIRE T iFha
ges_ipv6 objects BYIPveitit X (B A SR EIFER o
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2% 5-583 allow_address_netmasks
2% SR fHiA
address_netm | String IPvAttBlFER ER , fI40:192.168.0.1/24,
ask
description String HAMEE,
2k 5-584 allow_ip_ranges
28 SHERE R
description String HRMEE,
ip_range String |PvattitE X 8], f1%0:0.0.0.0-255.255.255.255,
2k 5-585 allow_address_netmasks_ipv6
2 SR A
address_netm | String IPvoithiitslIER, 151
ask %1:0000:0000:0000:0000:0000:0000:0000:0000/
100,
description String mRER.
£k 5-586 allow_ip_ranges_ipv6
2% SR fHiA
description String ERER.
ip_range String IPveitbttX(a], {5
%1:0000:0000:0000:0000:0000:0000:0000:0000-
FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF
(=R GN

"console_acl_policy": {
"allow_ip_ranges": [{
"ip_range": "0.0.0.0-255.255.255.255",
"description": "EEipv4fdipitit X |a"

1

"allow_ip_ranges_ipv6": [{
"ip_range": "0000:0000:0000:0000:0000:0000:0000:0000-FFFF.FFFF:FFFF:FFFF:FFFF:FFFF:FFFF.FFFF",
"description": "FEipv6adipitbilt Xia"

1,

"allow_address_netmasks": [{
"address_netmask": "192.168.0.1/24",

PUT https://iam.myhuaweicloud.com/v3.0/OS-SECURITYPOLICY/domains/{domain_id}/console-acl-policy
{
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APl &%

5 API

N Mz 73~

"description": "B Eipv4ATipitiit sk Eg"

1,

"allow_address_netmasks_ipv6": [{
"address_netmask": "0000:0000:0000:0000:0000:0000:0000:0000/100",
"description": "F2ipverJipitit sk M ER"

1

}
}

REBH 200 A:
BRI -
{

"console_acl_policy": {

"allow_ip_ranges": [{
"ip_range": "0.0.0.0-255.255.255.255",
"description": "B Ripv4iJipBitX|a"

hif

"allow_ip_ranges_ipv6": [{
"ip_range": "0000:0000:0000:0000:0000:0000:0000:0000-FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF",
"description": "B Ripv6fJipbitX|a"

hif

"allow_address_netmasks": [{
"address_netmask": "192.168.0.1/24",
"description": "E2ipv4HJipithiit ey Eg"

hif

"allow_address_netmasks_ipv6": [{
"address_netmask": "0000:0000:0000:0000:0000:0000:0000:0000/100",
"description": "E2ipv6hJipithilt ek Eg"

1
}
}
KZE5H 400 B
BERAEFRE.
o fil1
{
"error_msg" : "'%(key)s' is a required property.",
"error_code" : "IAM.0072"
}
o fil 2
{
"error_msg" : "Invalid input for field '%(key)s'. The value is '%(value)s'.",
"error_code" : "IAM.0073"
}
KRS J9 500 A
RERE.
{
"error_msg" : "An unexpected error prevented the server from fulfilling your request.",
"error_code" : "IAM.0006"
}
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AP| &% 5 API
REB
RSB 0%
200 =4 An
400 BREEE
401 NIEEY
403 EIKM
500 RN
EiRD
B2 EIRE .
5.12.8 HikSiEHlI B HInIREE
INEENA
ZE OB TFEAKSIEH S0 s HIzRS o
ZEOALAERAE B XIERIEndpointFIE it XiGtRYEndpointilA .. IAMRIENdpointis
20 WXL RDS.
i
1ZBLATEAPI ExplorerdrifidizizOl.
URI

GET /v3.0/OS-SECURITYPOLICY/domains/{domain_id}/console-acl-policy

% 5-587 BRiIZS#
23 BERMIE | SR ik

domain_i | 2 String FEINKSID, KEARIES N 3K
d NS, IAMEBF. IiH. AFRE. X

f. EFERIRFRFID,
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H—BDINIE

APl & > API
BRESH
&k 5-588 153K Header 2%
28 BRIk | SR )%
X-Auth- 2 String HIESHE, FEAPNED . SUREE
Token B,
tokenfrEBEINRIES WISEHUIR .
V=251
% 5-589 MK Body 2%
S8 SR A
console_acl_p | object EH&heEE SRS
olicy

2 5-590 console_acl_policy

28 SR A

allow_addres | Array of RVFRIEAYIPvABLEE ER , (NTEIRE T R1FA
s_netmasks | objects iSAYIPHBLEEY N ER A IR Bl FES
allow_ip_ran | Array of FEFLIERYIPVALBLEXE], (RTEIRE T SiFiAIE
ges objects AOIPHELL X (B A IR I FES .

allow_addres | Array of IFiIHIERYIPveitiita MES .

s_netmasks_i | objects

pv6

allow_ip_ran | Array of SEFIAIEAYIPVEIEE X 8]

ges_ipv6 objects

2 5-591 allow_address_netmasks

2% SHEE it

address_netm | String IPvAtiIEaR ES, BI%0: 192.168.0.1/24,
ask

description String A EE,
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2 5-592 allow_ip_ranges
2% SHER e
description String HIrMEE
ip_range String IPvABHERX 8], 1%00.0.0.0-255.255.255.255,
2K 5-593 allow_address_netmasks_ipv6
¥ SR g
address_netm | String IPveitbhtEy IEZ, FIan:
ask 0000:0000:0000:0000:0000:0000:0000:0000/100
description String HRMEE.
Z 5-594 allow_ip_ranges_ipv6
2 SRR R
description String mRER.
ip_range String IPveitiit X ia], fgn:
0000:0000:0000:0000:0000:0000:0000:0000-
FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF,
=Rl
EAKSEHSIHEERE
GET https://iam.myhuaweicloud.com/v3.0/OS-SECURITYPOLICY/domains/{domain_id}/console-acl-policy
Ml iz 73~ 451

HKEBA 200 A:

AR o
{

"console_acl_policy": {
"allow_ip_ranges": [{
"ip_range": "0.0.0.0-255.255.255.255",
"description": "F.Eipv4RYipitbilt Xia"

1,

"allow_ip_ranges_ipv6": [{
"ip_range": "0000:0000:0000:0000:0000:0000:0000:0000-FFFF.FFFF:FFFF:FFFF:FFFF:FFFF:FFFF.FFFF",
"description": "FEipv6adipitbilt Xia"

1,

"allow_address_netmasks": [{
"address_netmask": "192.168.0.1/24",
"description": "EE2ipv4fYipitbiltak MIES"

i
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"allow_address_netmasks_ipv6": [{
"address_netmask": "0000:0000:0000:0000:0000:0000:0000:0000/100",
"description": "B Eipv6dipitiit e Eg"
1
}
}

RZ&IBF 403 BY:
IRBERER

o N
{

"error_msg" : "You are not authorized to perform the requested action.",
"error_code" : "IAM.0002"

}
o fl2
{

"error_msg" : "Policy doesn't allow % (actions)s to be performed.",
"error_code" : "IAM.0003"
}

RE/BH 404 BY:
SR FNEREEE
{
"error_msg" : "Could not find %(target)s: %(target_id)s.",

"error_code" : "IAM.0004"
}

A1 500 A:
AEP RS IR -

{

"error_msg" : "An unexpected error prevented the server from fulfilling your request.”,
"error_code" : "IAM.0006"
}

T

/NG R

200 BRI

401 TNIESETY o

403 IRBERIEINR
404 RIEIENAVER o
500 MEBARSSHRIR -

52 EIRB .

SCASRRAS 55 (2025-07-03) WA © LR ABIRAE] 377



F—EBINE
AP &%
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5.12.9 (2K S L5IERER

TORENA

izl

URI

IERSH

ZEOT AT EERENKSZEOILERE, REBENSHIKS FEEIAMBER
FIEXFBAEF (SPHTU) 4.

ZEOTLER£BEXIEFAIEndpointFIE M XIFAIEndpointiAA . IAMAJEndpointis

2 BRMBIRT R

1ZALATEAPI ExplorerdriEiftizizOl,

PUT /v3.0/OS-SECURITYPOLICY/domains/{domain_id}/api-acl-policy

% 5-595 RIZS#

2% =Bk SHEER

domain_ | 2 String WSID, KENGIBESN: KBS .
id IAMAF. IIH. AF4AE. Xig. &t

AYRFRFID

& 5-596 153K Header 2%

B8H BEVE | SEEE
X-Auth- | 2 String HIEShE, FEAPNED . SIREE
Token =
tokenFrEEtXRIES DS TR
7= 5-597 153Kk Body &%
api_acl p | 2 object B 5RES .
olicy
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H—BDINIE

AP| &% 5 API
2K 5-598 api_acl_policy
el =EYE | SRR HER
allow ad | & Array of FEEFAIEAYIPHELE R RES o
dress_net objects allow_address_netmasks5
masks allow_ip_ranges®@ N2 ¥ —ik—BIA]
allow_ ip_ | & Array of FEFIBIEAYIPHELEXE]
ranges objects allow_address_netmaskss
allow_ip_ranges@ ™S " 1&—BRIA]
2% 5-599 allow_address_netmasks
8% BEWIE | SEEE fER
address n | 2 String IPHbEERES, f5I%0:192.168.0.1/24,
etmask
descriptio | & String HRMER.
n
£ 5-600 allow_ip_ranges
BH EEYiE | SR R
descriptio | & String HRMER.
n
ip_range |2 String IPHBAEX (8], £
401:0.0.0.0-255.255.255.255,
e
2% 5-601 I Body &%
8% SR it
api_acl_po | object EOpaEHIsREE
licy
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& 5-602 api_acl_policy

e SHRE R

allow_add | objects FFABIEIAYIPHELI B ES, (NEIRE T R1FAIE)
ress_netm AP S N EE A IR B FES .

asks

allow_ip_r | objects FEFRIERYIPHEILX(E], {NEIRE T FAIaaY
anges IPHtE X B A IR [EIFES

£ 5-603 allow_address_netmasks

2% SR R

address_ne | String IPHtBLEEkMIES, f51%0:192.168.0.1/24,
tmask

description | String HRER.

Zk 5-604 allow_ip_ranges

B2¥ e Bl iR
description | String mRER.
ip_range String IPHbIE X 8], f51%0:0.0.0.0-255.255.255.255,

=GNl
IEMEERIZOHEER: RiFARAYIPHENEXE A “0.0.0.0-255.255.255.255”
PUT https://iam.myhuaweicloud.com/v3.0/OS-SECURITYPOLICY/domains/{domain_id}/api-acl-policy
{

"api_acl_policy": {
"allow_ip_ranges": [

"description": "2",
"ip_range": "0.0.0.0-255.255.255.255"

]

}
}

i Mz 73~
R7Z&EL 7 200 AF:
BRI
{

"api_acl_policy": {
"allow_ip_ranges": [
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APl &% 5 API
"ip_range": "0.0.0.0-255.255.255.255",
"description": "2"
}
1
}
}
K78 J9 400 B
BRERE
o MBI
{
"error_msg" : "'%(key)s' is a required property.",
"error_code" : "IAM.0072"
}
o fil 2
{
"error_msg" : "Invalid input for field '%(key)s'. The value is '%(value)s'.",
"error_code" : "IAM.0073"
}
K& J9 500 A
4N =3
{
"error_msg" : "An unexpected error prevented the server from fulfilling your request.",
"error_code" : "IAM.0006"
}
7 NA T
KRB )%
200 BRI
400 BREFE
401 TNIERML
403 IR
500 RBERE,
H 0
T

B2 NEI=RE.
5.12.10 EEKSE G EIRES

INREN4A
ZEOT U BFEARSZEOBEIESSE

1Z?§D_JLJJ§JEH$% XigAYEndpointFIE X istHIENdpointiE . IAMBIEndpointis

D WMRMRIRT R
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H—BDINIE

APl &%& 5 API
i
1 B] LAFEAPI ExplorershifiliizizE .
URI
GET /v3.0/OS-SECURITYPOLICY/domains/{domain_id}/api-acl-policy
#+ 5-605 RRBH
S BRIk | SHEE g
domain_i | 2 String FEENKSID, KESIBESN: 3K
d BKS. IAMABRF. MB. ARAE. K
g, ZFEHNBRFID
=P
2 5-606 153Kk Header 2]
¥ BRIk | SHEE ik
X-Auth- | 2 String HIEShE, FEAPNSD . SIREE
Token B,
tokenfFT N PRIES WIS
D)VES54
7 5-607 Nz Body S%{
2 SHERR U
api_acl_polic | object EOpaEHIsREE
y
2k 5-608 api_acl_policy
2% SRR R
allow_addres | Array of FOVFRIERYIPHENEEYMES , (NTEIRE T FoiFiAIa
s_netmasks | objects APt S M EE A SR EILLFES .
allow_ip_ran | Array of FEFRIERYIPHEIL X (E], {NEIRE T FAIEaY
ges objects IPHEIE X (B A IRl FES
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F—EBINE
AP &% 5 AP

2 5-609 allow_address_netmasks

2% ST fik
address_netm | String IPHbYEERPMES, 51%0:192.168.0.1/24,
ask
description String HrMEE,
& 5-610 allow_ip_ranges
8% e el fiik
ip_range String IPHbIE X 8], f5I1500.0.0.0-255.255.255.255,
description String HRMEE.

=P

BSOS .

GET https://iam.myhuaweicloud.com/v3.0/OS-SECURITYPOLICY/domains/{domain_id}/api-acl-policy
il iz 73~ 451

RAFEH 200 A

BRI

{

"api_acl_policy" : {
"allow_ip_ranges" : [ {
"ip_range" : "0.0.0.0-255.255.255.255",
"description" : ""
o
"ip_range" : "0.0.0.0-255.255.255.255",
"description" : ""
jap
"allow_address_netmasks" : [ {
"address_netmask" : "192.168.0.1/24",
"description" : ""
e
"address_netmask" : "192.168.0.1/24",
"description" : ""
11
}
}

K& H 403 B
REBRAER

o XN
{

"error_msg" : "You are not authorized to perform the requested action.",
"error_code" : "IAM.0002"
}
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o fil 2
{
"error_msg" : "Policy doesn't allow % (actions)s to be performed.",
"error_code" : "IAM.0003"
}
KT 404 B
RLFWENAVEIR -
{
"error_msg" : "Could not find %(target)s: %(target_id)s.",
"error_code" : "IAM.0004"
}
WRZRDF 500 B
AEBIRSS IR
{
"error_msg" : "An unexpected error prevented the server from fulfilling your request.”,
"error_code" : "IAM.0006"
}
7 NE T
K& ik
200 BRI
401 TNIESETY o
403 IRBERIEINR
404 RIEIENAVEE o
500 MEBARSSHRIR -
IRt
5S IR

5.12.11 & IAM PRI MFA 8BS B 51IFR

ThREN 4R

ZEOTURTFEEREEIAMARIIMFASIEEEIIE.

ZZEOLEREBXIGAIEndpointFIE B XIFAIEndpointiEFE . IAMBIEndpointid

%m : imz*uggiﬁ‘ﬁ-ﬁln\ o
it
1ZBLATEAPI ExplorerdrifidizizOl.

URI
GET /v3.0/0OS-MFA/virtual-mfa-devices
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ZH—BDINIE

AP| &%& 5 API
BRSH
2 5-611 153K Header &%
2 BRWIE | SR i)
X-Auth- 2 String BIaShE, AEEFNSM . NREE
Token B,
tokenFrENRIES IS
MR S5
Z 5-612 i Body 2#{
2% SR iR
virtual_mf | Array of objects REHIMFAIRE(EESIZER.
a_devices
2 5-613 virtual_mfa_devices
S SRR U
serial_numb | String FEIUAMFARSIR B RIS .
er
user_id String IAMBBFRID,
=Rl
HAIAMBFHPIMFASES 2513,
GET https://iam.myhuaweicloud.com/v3.0/OS-MFA/virtual-mfa-devices
N Rz~
RZERBH 200 A:
BKIN .
{
"virtual_mfa_devices" : [
{
"user_id" : "16b26081f43d4c628c4bb88cf32e9...",
"serial_number" : "iam:16b26081f43d4c628c4bb88cf32e9..."
{},
"user_id" : "47026081f43d4c628c4bb88cf32e9...",
"serial_number" : "iam:75226081f43d4c628c4bb88cf32e9..."
}
1
}
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5 API

RZ&1B7 403 B
RBERER

o 1

{

"error_msg" : "You are not authorized to perform the requested action.",
"error_code" : "IAM.0002"

}
o fl2
{

"error_msg" : "Policy doesn't allow %/(actions)s to be performed.",
"error_code" : "IAM.0003"

}

REML S 404 B:
RILEIEMNATER

{

"error_msg" : "Could not find %(target)s: %(target_id)s.",
"error_code" : "IAM.0004"

}

KEmBH 500 A:

MEBIRSS tHIR -

{

"error_msg" : "An unexpected error prevented the server from fulfilling your request.”,

"error_code" : "IAM.0006"

}
KA
7Nz R
200 IERN AN
401 TAIERML
403 IERIENR
404 REKEENAER
500 AEBARSS HEIR
IR0
52 NEIRB .

5.12.12 &EiffsE IAM B MFA 48882

ThREN A

ZEOULATEEREEEEAMARNMFARERESS, SIAMABREIECH

MFASBEE R .
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BH—BDINIE

AP| &%& 5 API
ZE O LAMEREBXIFAIEndpointFIE B X idAYENdpointi@E .. IAMBIEndpointi’
2N WRILIRE R
it
1ZB]LATEAPI ExplorerdrifidizizO.
URI
GET /v3.0/OS-MFA/users/{user_id}/virtual-mfa-device
% 5-614 IBZSH
2% e Ui SR R
user_id 2 String FHEEWAMBRID, SFEARIES
W: RS . IAMAERF. ItH. BF
H., Ki%. ZIEAOS[FRMID,
=P
2 5-615 153K Header 2#{
¥ BRIk SHEER | JR
X-Auth- = String EERRERIAMARIMFASEEE
Token 52 IR .
IAMBFZEIIESHIMFA4SIEEE: URL
dhuser_idpFXdRZIAM B FE9token ( TTE
SERBUR ) -
B VRS54
% 5-616 gL Body %4
2% SHER e
virtual_mfa_ | object EHIMFAIREREE .
device

2 5-617 virtual_mfa_device

28 SR A
serial_number | String EHIMFARNRE RIS .
user_id String IAMABFRID,
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F—EBINE
AP &%

5 API

BRI

il iz 73~ 451

T

EFiEEIAMARIIMFASERER .

GET https://iam.myhuaweicloud.com/v3.0/OS-MFA/users/{user_id}/virtual-mfa-device

KARTH 200 A
=R AU
{

"virtual_mfa_device" :
{
"user_id" : "16b26081f43d4c628c4bb88cf32e9...",
"serial_number" : "iam:16b26081f43d4c628c4bb88cf32e9..."
}
}

RS 403 B:
IREIRIERUR .

o BN
{

"error_msg" : "You are not authorized to perform the requested action.",
"error_code" : "IAM.0002"

}
o fl2
{

"error_msg" : "Policy doesn't allow % (actions)s to be performed.",
"error_code" : "IAM.0003"

}
RSB 404 B
RIKEMBRRIER R
{
"error_msg" : "Could not find %(target)s: %(target_id)s.",

"error_code" : "IAM.0004"
}

WRZRSF 500 B
AEBIRSS IR
{
"error_msg" : "An unexpected error prevented the server from fulfilling your request.”,

"error_code" : "IAM.0006"
}

R A

200 BRI
401 TAIERML

403 IRBIRIEUR
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APl & > API
RSB A
404 REERNAYEIR
500 AEPIRS IR o
iR
B2 EIRB.

5.12.13 &if IAM APHERFIPRESEESFE

IhEEN 4R
ZiEOT BETFEEREGIAMBRIERFRPIRSIIE,
ZEOYTLER£BEXIEFAEndpointFIE M XIFAIEndpointiAA .. IAMAJEndpointis
Sl XMRIEDS,
i
&R LATEAPI ExplorerdriEidiziE O,
URI
GET /v3.0/0OS-USER/login-protects
iERSH
K 5-618 153K Header 3#
e BRIk SR R
X-Auth- | 2 String BIAShE, AEAPNSD . SIREE
Token 2,
tokenFT B PRIES IISAIR .
D)VE254
& 5-619 Kz Body %
8% SHE fiik
login_protect | Array of BRRSHFIPMERIIE.
s objects =i
RREHEIERFFNBEFRSER
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BH—BDINIE

APl &%

iERBI

N Rz 7~

2 5-620 login_protects

2% SR R

enabled Boolean IAMBRESHEEZERFIF, FBEA"true", kF
B false",

user_id String IAMARID,

verification_m | String IAMBRZREIEL .

ethod

EWAMAFPRNERFRIPIRSERIIR.

GET https://iam.myhuaweicloud.com/v3.0/OS-USER/login-protects

RAEBH 200 A:
ERKIN o
{

"login_protects" : [

"user_id" : "75226081f43d4c628c4bb88cf32e9...",
"enabled" : true,
"verification_method" : "email"
h
{
"user_id" : "16b26081f43d4c628c4bb88cf32e9...",
"enabled" : true,
"verification_method" : "vmfa"
h
{
"user_id" : "56b26081f43d4c628c4bb88cf32e9...",
"enabled" : true,
"verification_method" : "sms"

}
]

}

(AR

SHFNFF BT EFRPWIAMAR, ZENT LN ESSEPRAEE, RREFEIEE
SEPHEPREEE.

REBH 403 F:

RBIRERIR .

o Al

{

"error_msg" : "You are not authorized to perform the requested action.",
"error_code" : "IAM.0002"

}

o M2

{

"error_msg" : "Policy doesn't allow %(actions)s to be performed.",
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"error_code" : "IAM.0003"
}

K187 404 A
RIEERAIERIE
{
"error_msg" : "Could not find %(target)s: %(target_id)s.",

"error_code" : "IAM.0004"
}

R85 500 A:
I*.I_LBHEQ%E 1xo
{

"error_msg" : "An unexpected error prevented the server from fulfilling your request.”,
"error_code" : "IAM.0006"

}
RS
RSB R
200 BKEI0.
401 TNIESM
403 SRBEIRERIR
404 RILEIERAYZR
500 AEBERSZ IR -
==
B2 IR
5.12.14 FifiEE IAM BPRIEREFEPIRSER
INRENA
1Z§§EI‘JLAJEHH="‘IEE§1’EU}EEIAMJ%PE?Jﬁ%ﬁﬂﬁ%ﬁ%% , IAMBREIECSH
ERFPRTER
1%;:D‘Jbl1§ﬁﬁ@%Ei:kE’JEndpomt*D L th X1t AYEndpointiBA .. IAMAJENdpointi’
D WRARIET S
@it
1Za]LATEAPI ExplorerdriEidizizE .,
URI

GET /v3.0/0OS-USER/users/{user_id}/login-protect
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F—BBINE
AP &% 5 AP

% 5-621 RIZS#
28 BBk SR ik

user id |2 String FEENIAMEBRFID, KEARiES
0: REKS. IAMERF, INH. AF
H, Xig. ZFEHSZTRMID,

ERESH
2 5-622 153K Header 2%
2 =AW SR R
X-Auth- 2 String EERREGIAMARERFIPRESE
Token B: 52 ER,
IAMAR&EEB CHNERFIPRESER:
URLARuser_idFrIRZIAMA P HJtoken
( TTHAFHRBUR ) o
il fiz &£
JRZSEE A 200 A
%= 5-623 L7 Body %4
2% SR R
login_protect | object BRIRSEFPER.
2R 5-624 login_protect
2% SHER R
enabled Boolean IAMBRE2aRFBERRIP, FBER"true", xFF
B 3" false",
user_id String IAMBFRID,
verification_m | String IAMBRERIIELT .
ethod
=R

EEEIAMAFPRIERFRIPRSER

GET https://iam.myhuaweicloud.com/v3.0/OS-USER/users/{user_id}/login-protect
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F—EBINE
AP &%

5 API

N Rz 7~

T

RZ&1BF 200 A
TR o

{
"login_protect" : {
"user_id" : "16b26081f43d4c628c4bb88cf32e9...",
"enabled" : true,
"verification_method" : "vmfa"
}
}

RZ&B7 403 B
REBRAEIR

o BT
{

"error_msg" : "You are not authorized to perform the requested action.",
"error_code" : "IAM.0002"

o ffll 2

"error_msg" : "Policy doesn't allow % (actions)s to be performed.",
"error_code" : "IAM.0003"

}
IRERDH 404 B
RILZERAVER -
{
"error_msg" : "Could not find %(target)s: %(target_id)s.",

"error_code" : "lam.0004"

}
AR

HFMARFEEERFRIFNIAMAR, ZZOTEBEHERFPRSER, SO

IAM.00045E81=%5 .
R85 7 500 A:
SR FE=E
{

"error_msg" : "An unexpected error prevented the server from fulfilling your request.",
"error_code" : "IAM.0006"

}

KRS 1k

200 BRI

401 TAIESEY

403 EEERESUR

404 FEFBENAYETR o
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H—BDINIE

AP| & 5 API
RS R
500 AEBIRSSHEIR
eI
B2 ERB.

5.12.15 1228 IAM AFPRIEREFIPIREER

INEEN4A
ZEOTL BATFEEREXNAMARNERRFRIPRESER.
1%;&]_]1«1@}5@@%EiIEI’JEndeInt*I] Lt XIFAIEndpointiAA . IAMAJEndpointis
2N WRILIRT=
i
RE]LATEAPI ExplorershiEidiziEO.,
URI
PUT /v3.0/OS-USER/users/{user_id}/login-protect
% 5-625 [RIZSH
2% BAYIE SHEER | iR
user_id 2 String FEREFFIPKSEERIAMEBRID (R
YIFHENBEHNEFRFIPIRSER ) , $KEL
BEREEN: KBS . IAMEBR. .
BPA. i, ZHERISZFRFID,
BRSH
& 5-626 153K Header 2%
¥ EAWIE SEEER | ik
X-Auth- = String & Security AdministratoriXfRAYtoken,
token
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F—BBINE
APl &%

5 API

RS &

iBERTA

% 5-627 153K Body &#!

2¥ BAEYE | SEEER R
login_pro | £ object BRFPREER.
tect
2k 5-628 Login_project
28 BRVIE | SEEER R
enabled 2 Boolean IAMBAREREHEERFP, FEA
"true", KB "false",
verificatio | 2 String IAMARERIGIEATR . FHIUEA
n_method “sms” , BBFEISIESN “email” , MFALS
EA “vmfa” o
RZE&BH 200 A
% 5-629 I[IKI Body 2%
2% SR ]
login_prote | object BRFEPIRSER
ct
€ 5-630 login_protect
2 SR iR
user_id String FESERFIPRSEENIAMARID,
enabled Boolean IAMBARFRE2aHFHBERRIP, FBR"true", =FF
B "false",
verification_ | String IAMBRERIIEST. FHIIES “sms” , B
method FERRIEA “email” , MFALGIEA “vmfa” .

"login_protect" :

{

EIAMARPHNERFIPRSER: FRERRFIF, BERIIESNAMFAIGIE,

PUT https://iam.myhuaweicloud.com/v3.0/OS-USER/users/{user_id}/login-protect
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"enabled" : true,
"verification_method" : "vmfa"
}
}

[ iz 73~ 5
JRAF: 200
ERELI .

{
"login_protect" : {
"user_id": "16b26081f43d4c628c4bb88cf32e9...",
"enabled" : true,
"verification_method" : "vmfa"

}
}
NG
K& R
200 IERNAYN
400 BERRIGFE
401 INIERML
403 BRI
404 FRILEIBRAVERR o
500 RAEIR
eI
52 NEIRIB

5.12.16 4B MFA &%

ThREN A

ZiEORI LI FIAMAR ABCHEMFAIRE . BRMFARAEINEIRE TokenAIBRK
tE, EIESTiERHZEEMFAR ZRIAIE .

ZiEOLAMERA 2B XIFAYEndpointF I E M X IFAYENdpointiE . IAMBYENndpointis
21 WXHLRIEDS.

)
1ZA] LATEAPI ExplorerdrifEiftizizOl.

URI
PUT /v3.0/0OS-MFA/mfa-devices/bind

SCASRRAS 55 (2025-07-03) WA © LR ABIRAE] 39


https://developer.huaweicloud.com/endpoint?IAM
https://console.huaweicloud.com/apiexplorer/#/openapi/IAM/doc?api=CreateBindingDevice

F—EDINIE
AP &% 5 AP

IERSH

2 5-631 153K Header 2

2 =A% | 8% | R

E-Sic)
X-Auth- = String | i&53kBodyuser_idFrXdRIAMAFAtoken
token ( THRAFHRDIR ) -

% 5-632 53K Body 2%

2¥ =ARIE | SEEE | #R
il_]
user_id 2 String | fS4PEMFAIRZHIIAMEBFID,
serial numb | 2 String | MFAIREFIIS .,
er
authenticati | 2 String | SF—HIIERD
on_code_firs
t
authenticati | 2 String | S8 _£H3SERS
on_code_sec
ond
VRS54
7

BRI

BEMFAIRES, SF—HINIERSH “977931” , S _HIRIFFA “527347” , MFAIR
FZFEHEA “iam:09f6bd6a96801de40f01c00c85691...mfa/{device_name}” ,

PUT https://iam.myhuaweicloud.com/v3.0/OS-MFA/mfa-devices/bind

{
"user_id" : "09f99d8f6a001d4f1f01c00c31968...",
"authentication_code_first" : "977931",
"authentication_code_second" : "527347",
"serial_number" : "iam:09f6bd6a96801de40f01c00c85691....mfa/{device_name}"

i Rz 73~/
REB: 204,
BRAIN .
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APl & > API
K&

K& ik

204 BRI

400 BRI FE

401 TANIERML

403 TBERARIE

404 T EENERE R

409 REFEEKRZERTRER,

500 REHEiR.
e

52 IR

5.12.17 4B MFA 128§

ab
ThREN 4R

i

URI

BREH

ZEOTLUBTEERAIAMBRBRYIMFAIRES, IAMBRIECRERYIMFAIRE .

ZEOYLER£BEXIFAEndpointFIE M XIFHAIEndpointifAA . IAMAJEndpointis
2l WXNRHETR.

RE]LATEAPI ExplorerdiEidiziE.

PUT /v3.0/OS-MFA/mfa-devices/unbind

K 5-633 153K Header 2#

2¥- = Tap i SR
X-Auth- 2 String o ZTIRRAIAMAFE4IMFA
Token ®E: BESRENT,

o IAMAFABCHEEMFAIZ
% 153KBodyHuser_idpfxd
MNIAMEFRItoken ( TEHS
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F—ERINE
AP &%

5 API

=351

BRI

il iz 73~f51

NS

7= 5-634 153k Body &#{

S =AW SR U
user_id 2 String FRREIMFAIRSERIAMARID,
authenticat | 2 String o BRI NIAMPBFESIMFA
ion_code RE: ES6MEERIES,
N
o |IAMAFIEC#R4IMFAIR
% ESEMFALSIERS .
serialLhum | 2 String MFAIZEFIS .
ber
7c

R4PESIS “iam:09f6bd6a96801de40f01c00c85691...mfa/{device_name}” B9

MFAIRE, IGiERS=2 “373658”

PUT https://iam.myhuaweicloud.com/v3.0/OS-MFA/mfa-devices/unbind

{

"user_id" : "09f99d8f6a001d4f1f01c00c31968...",
"authentication_code" : "373658",
"serial_number" : "iam:09f6bd6a96801de40f01c00c85691...mfa/{device_name}"

}

K& : 204

BRI
K& ik
204 BRI
400 BRI FE
401 AR
403 TBERARIFN
404 T EHENERER
409 REFEEKRZERRERR,
500 AR,
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BH—BDINIE

APl &% 5 API
iR
B2 EIRE .
5.12.18 GlIE MFA &%
INRENA
ZEOT U BFIAMBRIECEIEMFAIRSE
12};:[!__[1«)\1@55@%I:HEI’JEndpomtﬂ] L b XikAIEndpointiE A . IAMBIENdpointii
21 WXL IREDR.
@it
1ZA LATEAPI ExplorerdriElifiziEOl,
URI
POST /v3.0/OS-MFA/virtual-mfa-devices
B2

K 5-635 153K Header 2

2% BEWi%E SRR ik
X-Auth- 2 String i5kBodyshuser_idFfXI MZIAM
Token FFBY9token ( ToEB4FAIX
R)
7= 5-636 153k Body &%{
8% BB YIE SRR ik
virtuaLmf | £ object BIZRIMFAIRSEE.
a_device
=€ 5-637 virtual_mfa_device
2% =A%k SRR ik
name = String REBBR
BIVEE: 1
RAKE: 64
user_id 2 String SIEMFAIZZRIAMARID,
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https://developer.huaweicloud.com/endpoint?IAM
https://console.huaweicloud.com/apiexplorer/#/openapi/IAM/doc?api=CreateMfaDevice

F—EBINE
AP &%

5 API

Nl fiz 22
R&EJ 201 B

R 5-638 i Body £%{

2H SHE R

virtual_mfa_ | object BIZRIMFAIRE .
device

2 5-639 virtual_mfa_device

2H SHE R

serial_number | String MFAIZE RIS,

base32_string | String ZIRER, BTFE=REE RIS,
_seed

5Kz
BIEEMFAIRE

POST https://iam.myhuaweicloud.com/v3.0/OS-MFA/virtual-mfa-devices

{
"virtual_mfa_device" : {
"name" : "{device_name}",
"user_id" : "09f99d8f6a001d4f1f01c00c31968..."

}
}

N Rz
REHG: 201
(=R NZAVS
{

"virtual_mfa_device": {
"serial_number": "iam:09f6bd6a96801de40f01c00c85691....mfa/{device_name}",
"base32_string_seed": "{string}"
}
}

T

REES 1R

201 BRI

400 BRRIERE,

401 TAIESEY
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H—BDINIE

AP| &% 5 AP
RS R
403 BRARIEN -
500 RGEiR.
TS
B2 ERB.

5.12.19 fifif& MFA &

4=

INEeN4a
ZEOTUBTFERRZMMRE CHMFAIRSE
12?;:E|_Juﬁﬂaé%EiIE’JEndpomtﬂ] L {th X g AYEndpointiEFE . IAMBIENndpointis
2N WXHLIETR
it
1ZA LATEAPI ExplorerdrifElidtiziEOl,
URI
DELETE /v3.0/0OS-MFA/virtual-mfa-devices
2 5-640 Query 2#{
¥ BRIk SHEER ik
user_id 2 String FMEMFAIREZRIIAMERID,
RENAEEN: KBRS .
IAMEBRF. ITB. AFPA. X
. FFERIZFRFID
serialLnum | 2 String MFAIZE RIS,
ber
BRESH
K 5-641 153K Header 2#
¥ =Rk SHEER i)
X-Auth- = String 153kBody-user_idFfX3MIAM
Token R BiR%ESecurity
AdministratoriXfRAJtoken,
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F—EBINE
AP &% 5 AP

MR SEL

=Rl
MIBEMFAIRES .

DELETE https://iam.myhuaweicloud.com/v3.0/OS-MFA/virtual-mfa-devices?
user_id=09f6bd85fc801de41f0cc00ce9172...&serial_number=iam:09f6bd6a96801de40f01c00c85691....mfa/
{device_name}

N Rz 7~
REF: 204

BXKIN.
RSET
RSB R
204 BRI
401 TAIESEY
403 BRKRIEN -
500 RiEiR.
L
52 ERE,

5.13 BEXFBMAIEEIE
5.13.1 B I EXFBIAUEIREY token

5.13.1.1 SP initiated 5=

Openstack#IShibboleth @ iZ FERN—EFREBSMINERRS R, BMHTEX
HBESEREESN, BREPEEEWAIMNIZTHNERS . REN4REITOpenstack
Client#0ShibbolethECP Client¥REXEXFRIAIE TokenfYT53%

\tn

DLEE

SP initiated BXFBIAIERSRIZA FEIFAR o
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APl && 5 API
5-2 7F2E ( SP initiated A=t)
Q : —»
| liertife F SRENERER '
_ | Client AiFrokerdizl
c|ien&§ﬁm$ < e T
4—0—» Reques Y SAML Request JETE
ldPFIAER A = —
|E|PJ§E — @ q&:ESAML R@DI"ISE _
PR o < an=
{ZEfEAML —
S{H{EHE | o e %ﬁ%ﬁw
o
AFihiaAzRER.
-Ih A
T

8.

ClientiABAE =R AIRMHAY “1BIdSP initiated S FAENELFBtoken” 21,

NEZRZFRIBURLFIAR RIdPEEEKXMetadataX {4, &IXSAML
Request, &k IFiaiE Client,

ClientXySAML Requestift{TEHFT TR AL SAML Requestfi1dP,
FIF#SANB P BMZ85TREMDIAIE,

FRIANLERINGE, |dPISETERFEHEERIES&ZIXSAML Response, i53KE
iIHiEE M Client,

Client¥3SAML ResponseiHfTE #3515 ASAML Response?a AB = o
REZXSHITRIGFIAL, FRERFESHIREEEENSHIEIEMNIE
B lmAiE el EiE o

FAPRIES BEIRIBEABE R EIR.

Openstack Client

SZ—aSITERE T ENLEEE([FArootf R, LU TEEOpenstack ClientiJiR{ER
FELEBERPBUR

ikl

EOREBRERZE— N RERIMEINMEPHT (EVPNSEEEFN=RS S
F) , MREALZENMERETR, JRESZHREARE.

ERNARIERRCIBIMNELEN M, AXHTIRERFS. B3, XiE. SAMLIMYUR
K. IAMIBIFIIROFEE . SEIRBBINERS-642F17.

BIENT
export OS_IDENTITY_API_VERSION=3

export OS_AUTH_TYPE=v3samlpassword

export OS_AUTH_URL=https://iam.cn-north-1.myhuaweicloud.com:443/v3

export OS_IDENTITY_PROVIDER=idpid

export OS_PROTOCOL=saml

MA4RARAS 55 (2025-07-03)
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export OS_IDENTITY_PROVIDER_URL=https://idp.example.com/idp/profile/
SAML2/SOAP/ECP

export OS_USERNAME=username
export OS_PASSWORD=userpassword
export OS_DOMAIN_NAME=example-domain-name

% 5-642 KBTS HSHRA

SHAM 15388

OS_IDENTITY_API_VERSION NIEEOMRA, EEER “37
OS_AUTH_TYPE TNIEZERY , EE{EIv3samlpassword .,
OS_AUTH_URL & “https:// IAMBELEIH TS ZORA

o iKMS: BIEEN “4437
o EORA: BIEEA “v37 6

OS_IDENTITY_PROVIDER BRERRZLZEINSMHIZMHEARFR, Flan:
Publiccloud-Shibboleth,

OS_DOMAIN_NAME AR B&FR.

OS_PROTOCOL SAMLIMYERAS, BEIEER “saml” .

OS_IDENTITY_PROVIDER_URL | Identity ProviderQtFBi@id 2 Fim{CIEH 5
( ECP) AEATAIEEKAYHBLL

OS_USERNAME FBF#EIdentity Providel\ERHERRIARFEZ .
OS_PASSWORD FBF#Eldentity ProvidelA\MERHEFERYZRRT .

T2 HITH TS, RENETSE,
source keystonerc

T3 HITUI TS, KBltoken,
openstack token issue

>>openstack token issue
command: token issue -> openstackclient.identity.v3.token.IssueToken (auth=True)
Using auth plugin: v3samlpassword

| Field | Value

| expires | 2018-04-16T03:46:51+0000

| id | MIIDbQYJKoZIhveNAQcColIDXjXXX...

| user_id | 9B7CJy5ME14f0fQKhb6HJVQdpXXX...

[EI RS B rhid o IRENEIBE AT token
.

Shibboleth ECP Client

Z81 7£Shibboleth IdP v3shEiz & metadata-providers.xml3 {4, FEmetadata.xmISZEHL
BEEMMEEET.
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<MetadataProvider id="LocalMetadatal"xsi:type="FilesystemMetadataProvider" metadataFile="C:\Program

Files (x86)\Shibboleth\IdP\metadata\web_metadata.xml"/>

<MetadataProvider id="LocalMetadata2"xsi:type="FilesystemMetadataProvider" metadataFile="C:\Program

Files (x86)\Shibboleth\|ldP\metadata\api_metadata.xml"/>
MRy

e MetadataProvider id: TERAISPRFHITTEIE TR
e metadataFile: SPHYTTEUNESNHEDWIAPRFFHMERIIEER

TEShibboleth IdP v3shfiiEattribute-filterxmI3Z{& .

<afp:AttributeFilterPolicy id="example1">
<afp:PolicyRequirementRule xsi:type="basic:AttributeRequesterString" value="https://
auth.example.com/" />
<afp:AttributeRule attributelD="eduPersonPrincipalName">
<afp:PermitValueRule xsi:type="basic:ANY" />
</afp:AttributeRule>
<afp:AttributeRule attributelD="uid">
<afp:PermitValueRule xsi:type="basic:ANY" />
</afp:AttributeRule>
<afp:AttributeRule attributelD="mail">
<afp:PermitValueRule xsi:type="basic:ANY" />
</afp:AttributeRule>
</afp:AttributeFilterPolicy>

<afp:AttributeFilterPolicy id="example2">
<afp:PolicyRequirementRule xsi:type="basic:AttributeRequesterString" value="https://iam.
{region_id}.example.com" />
<afp:AttributeRule attributelD="eduPersonPrincipalName">
<afp:PermitValueRule xsi:type="basic:ANY" />
</afp:AttributeRule>
<afp:AttributeRule attributelD="uid">
<afp:PermitValueRule xsi:type="basic:ANY" />
</afp:AttributeRule>
<afp:AttributeRule attributelD="mail">
<afp:PermitValueRule xsi:type="basic:ANY" />
</afp:AttributeRule>
</afp:AttributeFilterPolicy>

(MEREY:
AttributeFilterPolicy id: TEHISPRFAITEIEHZTR .
value: SPRSITTHIEHFHAYENtitylD,
fEecp.pyHIAFE E R IdPRFHIR IR TS mtthilt

# mapping from user friendly names or tags to IdP ECP enpoints
IDP_ENDPOINTS = {

"idp1": "https://idp.example.com/idp/profile/SAML2/SOAP/ECP"
}

WiTecp.py I ARIREREXFRIAIEtoken o

>>python ecp.py
Usage: ecp.py [options] IdP_tag target_url login

>>python ecp.py -d idp1 https://iam.{region_id}.example.com/v3/OS-FEDERATION/identity_providers/

idp_example/protocols/saml/auth {username}
X-Subject-Token: MIIDbQYJKoZIhveNAQcColIDXXX...

X-Subject-Token AFKEXZEIEXFRIAiiEtoken,,
-

5.13.1.2 IdP initiated 5T,

ARELL “Client4ShibbolethldP” BIZARHI, 74RI1dP initiated 5V EREXEXFRIAIEToken
7L, “Client4ShibbolethldP” HIAIEHIAFRENSEE EEREWIAPERES, B
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https://wiki.shibboleth.net/confluence/display/SHIB2/Contributions#Contributions-simplepython

BH—BDINIE

AP| &% 5 API
%I?ﬂbgé'"'a%hscﬂ’]i%iﬁ)ﬁﬂﬂF‘lﬁ”%EH)uE’JSUl:B HEHARPAAAREIIPERFENEF
UmA AN
BIRRSRM
IV IdPARSSEES7#5IdP Initiated S URIBEFRIAILE o
= RinmELapythontEiRbeautifulsoup4
A
IdP initiatedBAFBINIERSRIZ0 FEIFAR o
B 5-3 mu*I. (IdP initiated Tj__t)
4 Client o
E Q- e (] S ETETE
Mgl « ﬁjﬂrj
—_— SPRM R
= e ] w T o
IdPES Clienth 1
BIHEHE | savuEm O—i
LEZER
SRR
ClientiFFIdPIRERIETIP initiated SN ERIEE, HESREEPIRELE
=Rt , BIAB=MetadataX{FFRY “entitylD” , #l{alskEXMetadataSli4,
B2EEifgKeystonefIMetadatad {4,
ClientfkEXIdPRVERNE, FAFPBEEClientiRRZXSDEELEIdPHITIALE
FRINERRINE, |dPIZET AR S E RIS &IESAML Response, iFKE
IHREEA Client,
ClientXSAML Responseit{TEF IG5 & SAML Response, EREAB =gt
BOFRENEEERIAIFunscoped token(IdP initiated)#Z[1.,
NBZ=XISAML ResponseFHIMT S HTIRIGFIIAIE, FRIBRFESHIRHSHES
BRISHEEIIN 4L unscoped token, #AFClienti@idunscoped token i
SRENEXFR AR PRYIGRT A B Z2$8F0se curitytokenskEX R GRS 5 1) 4EI0E
FBFERREEINIGRT ARSI AB =R IR
& Fimsc
“Client4ShibbolethldP.py” BIAs ((REE5E ) , SCIARBIIAPEIRRFAIAPI/CLITY
EXFBIAIERTRIA o
BT E bt :
https://obs-iam-download01.obs.cn-north-1.myhuaweicloud.com/non-ecp-script/
Client4ShibblethIdP.py
TE1 EERIWIIPHERIERE,
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%K 5-643 FH IdP FF@mAYE R URL

IdP URLAFRICSSPRISE | ERURLTMI
ADFS logintorp https://adfs-server.contoso.com/

adfs/ls/IdplnitiatedSignon.aspx?
logintorp=https://iam.example.com

Shibboleth providerld https://idp.example.org/idp/profile/
SAML2/Unsolicited/SSO?
providerld=iam.example.com

SimpleSAMLphp | spentityid https://idp.example.org/simplesaml/
saml2/idp/SSOService.php?
spentityid=iam.example.com

BeEkE, EARNEEREMATRURL, NSRS TERTME:

5-4 ERTH

Username

Password

Don't Remember Login

Client4Shibboleth|d PRI ASSCHL :
import sys

import requests

import getpass

import re

from bs4 import BeautifulSoup

from urlparse import urlparse

# SSL certificate verification: Whether or not strict certificate
# verification is done, False should only be used for dev/test
sslverification = True

# Get the federated credentials from the user
print "Username:",
username = raw_input()

SCASRRAS 55 (2025-07-03) WA © LR ABIRAE] 208



BH—BDINIE

APl &%

5 API

£IR2

password = getpass.getpass()
print "

session = requests.Session()

# The initial url that starts the authentication process.
idp_entry_url = 'https://idp.example.com/idp/profile/SAML2/Unsolicited/SSO?providerld=https://
iam.example.com'

# Programmatically get the SAML assertion,open the initial IdP url# and follows all of the HTTP302
redirects, and gets the resulting# login page

formresponse = session.get(idp_entry_url, verify=sslverification)

# Capture the idp_authform_submit_url,which is the final url after# all the 302s
idp_authform_submit_url = formresponse.url

EFIHRZINEER . ZEFimEdbeautifulsoupdBIRFETERTE, HIXBFEER
Nfli\ i5Kaction, MEEKSE, AEMIdPRISIDIAILE.

SRR SR AN E R AR 3R B R PEUE

5-5AIFEE (1)

® O WY | Vew i= == Group by frame | | Preserve log Disable cache Offline  Online ¥
Filter Hide data URLs [} | XHR JS CSS Img Media Font Doc WS Manifest Other
Name X | Headers | Preview Response Cookies Timing

|| S507providerdd=https://10.1... | ¥ General
S50;jsessionid=3lchzzrp9u8... Request URL: https://idp.hanshengjie.com/idp/profile/SAML2/Unsolicited/550%execution=elsl
— Request Method: POST
Status Code: & 382 Found
Remote Address:
_| favicon.ico Referrer Policy: no-referrer-when-downgrade
[ ] s507execution=alsi

| main.css

| dummylogo.png

» Response Headers (9)

| S507execution=els2 » Request Headers (13)

| dummylogo.png » Query String Parameters (1)

|| consent.css ¥ Form Data iew source view URL encoded
j_username:
j_password:
_eventld_proceed:

Client4Shibboleth|d PRI A<SCHL :

# Parse the response and extract all the necessary values in order to build a dictionary of all of the form
values the IdP expects

formsoup = BeautifulSoup(formresponse.text.decode('utf8'), "lxml")

payload = {}

for inputtag in formsoup.find_all(re.compile('(INPUT|input)")):
name = inputtag.get('name’, ")
value = inputtag.get('value', ")
if "username" in name.lower():
payload[name] = username
elif "password" in name.lower():
payload[name] = password
else:
payload[name] = value

for inputtag in formsoup.find_all(re.compile('(FORM|form)')):
action = inputtag.get(‘action')
if action:
parsedurl = urlparse(idp_entry_url)
idp_authform_submit_url = parsedurl.scheme + "://" + parsedurl.netloc + action

# please test on browser first, add other parameters in payload
payload["_eventld_proceed"] = ""

formresponse = session.post(
idp_authform_submit_url, data=payload, verify=sslverification)

SCASRRAS 55 (2025-07-03) WA © LR ABIRAE] 409



F—EAINE
APl &%

5 API

£E3 BFIRETT—

(HpEWIdPEERRAFEEITNHE ) -

F__'
BTN S B RENE R IR SRR PR A R EEERE

5-6 IAEEE (2)
=

® O WY | View
Filter Hide data URLs [il]

Console  Sources  Network Performance

Elements

roup by frame | (¥

(]

Preserve log

Name X | Headers | Preview R Cockies

B 550%execution=el1s2 ¥ General

esponse

Memory

XHR JS CS5 Img Media Font Doc WS

Disable cache Offline Online

Manifest Other

Timing

| Request URL: https://idp.hanshengjie.com/idp/profile/SAML2/Unsolicited/550%execution=els2

Request Method: POST
Status Code: @ 282 OK
Remote Address: 18.146.62.219:443

Referrer Policy: no-referrer-when-downgrade

» Response Headers (7)
» Request Headers (13)
¥ Query String Parameters (1)

¥ Form Data view source ew UR
shib_idp_consentlds:
shib_idp_consentlds:
shib_idp_consentlds:
shib_idp_consentlds:

mail
uid

eventld_proceed: Accept

eduPersonAffiliation
eduPersonPrincipalliame

shib_idp_consentOptions: _shib_idp_rememberConsent

Client4ShibbolethId PRI ANSEHR -

# In shebbleth IdP v3, browser will show attributes page for user,# so we need parse the page
formsoup = BeautifulSoup(formresponse.text.decode('utf8'), "lxml")

payload = {}

# Add other form data required from browser to payload

_shib_idp_consentlds = []
for inputtag in formsoup.find_all(re.compile('input')):
name = inputtag.get("name")
value = inputtag.get("value")
if name =="_shib_idp_consentlds":
_shib_idp_consentlds.append(value)

payload["_shib_idp_consentlds"] = _shib_idp_consentlds

payload["_shib_idp_consentOptions"] = "_shib_idp_rememberConsent"

payload["_eventld_proceed"] = "Accept"

# user can get the action url from the html file

nexturl = "https://idp.example.com/idp/profile/SAML2/Unsolicited/SSO?execution=e1s2"

for inputtag in formsoup.find_all(re.compile('(FORM|form)")):

action = inputtag.get('action')
if action:
parsedurl = urlparse(idp_entry_url)

nexturl = parsedurl.scheme + "://" + parsedurl.netloc + action

response = session.post(
nexturl, data=payload, verify=sslverification)

EPUREETIAPRIMAN . EFIRIERAFERSEWIdPRSIAILE, IdPINERFEEM
NE, REMNAER, &Fini#ETHSAMLResponseS4,

Client4ShibbolethIdPEIANSEHR -

# Decode the response and extract the SAML assertion

soup = BeautifulSoup(response.text.decode('utf8'), "lxml")

SAMLResponse ="

# Look for the SAMLResponse attribute of the input tag

for inputtag in soup.find_all('input'):
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if (inputtag.get('name') == 'SAMLResponse'):
SAMLResponse = inputtag.get('value')

# Better error handling is required for production use.

if (SAMLResponse =="):
print 'Response did not contain a valid SAML assertion, please troubleshooting in Idp side.'
sys.exit(0)

$KEXUnscoped token, SEFXENELFBIAIEunscoped token(IdP initiated)
Client4Shibbolethld PR A<SEIR :

# Set headers
headers = {}
headers["X-Idp-1d"] = "test_local_idp"

# |AM API url: get unscoped token on IDP initiated mode
sp_unscoped_token_url = "https://iam.example.com/v3.0/OS-FEDERATION/tokens"

# Set form data
payload = {}
payload["SAMLResponse"] = SAMLResponse
response = session.post(
sp_unscoped_token_url, data=payload, headers=headers, verify=sslverification)

# Debug only
print(response.text)
print "Status Code: " + str(response.status_code)
if response.status_code != 201:
sys.exit(1)

unscoped_token = response.headers.get("X-Subject-Token") if "X-Subject-Token" in response.headers.keys()

else None
if unscoped_token:
print ">>>>>>X-Subject-Token: " + unscoped_token

SRENIGRTIG 0250 . SEIRENEXFRE PRYIRET a2 $EF1securitytoken,
Client4Shibboleth|d PRI ASSEH :

# Set form data

payload = {
"auth": {
"identity": {
"methods": ["token"],
"token": {
"duration_seconds": "900"
}
}
}
}

# Set headers
headers = {}
headers["X-Auth-Token"] = unscoped_token

sp_STS_token_url = "https://iam.myhuaweicloud.com/v3.0/OS-CREDENTIAL/securitytokens"

response = session.post(
sp_STS_token_url, json=payload, headers=headers, verify=sslverification)

# Debug only
print "Status Code: " + str(response.status_code)
if response.status_code != 201:

print response.text

sys.exit(1)

sts_token = response.text if response.status_code == 201 else None
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if sts_token:

print ">>>>>>STS Token:" + sts_token

-

5.13.2 B{p12HRS

5.13.2.1 EES{pIRAHRETIER

TheeN A
ZEOTLIBTFEaSMmiRERIIxE.
iz O LAMERAEBXIFAIEndpointFIE B X itHYEndpointi@AE . IAMBIEndpointi’
sl XNREDR.
i
RE]LATEAPI ExplorershiEidiziE0,
URI
GET /v3/OS-FEDERATION/identity_providers
RS
% 5-644 153K Header 23
2¥ Bk % |
%)
Content-Type | @ String | IZ=FERABIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | 1HE$HE, EFEBFPHEMD. BIREE
=
tokenPTRAXPRIE S AR »
IJVE=S5't
% 5-645 Lz Body %
2% e et fHiA
identity_prov | Array of BiiRMrEERII%R.
iders objects
links Object RIFEEER.
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2K 5-646 identity_providers

2 SR A
ss0_type String SP1RMEmERE . SRS TR
) vir)t:llJal_user_SSOZ EXFRER DR S hRET S EHA
BF.
e iam_user_sso: BX}PERBIIEEIRET HLIRF
ERNIAMABR,
EAECLE Svirtual_user_ssoZEEY
id String BRI EEID,
description String ShiREEmmRrER.
enabled Boolean BH1RUEBEREER, trueNBA, falseHE
B, BfilAfalse,
remote_ids Array of SR HrRYEFBE FIDAIE
strings
links Object SRR RIEEEER .

K 5-647 identity_providers.links

2% SR f#iA
self String B Hia0EIRbE L
protocols String XA .
% 5-648 links
2 SR A
self String AR LIS EINEN |
previous String BI—4RE R R, AEERT Snull,
next String [E—BRERIRE ML, RTFEERS null,

=P AN

BB MmizHErmslE.

GET https://iam.myhuaweicloud.com/v3/OS-FEDERATION/identity_providers
I Rz 7~ A5

RSB 200 AY:
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IERAI.

{
"links": {

"self": "https://iam.myhuaweicloud.com/v3/OS-FEDERATION/identity_providers",

"previous": null,
"next": null

}

"identity_providers": [

"remote_ids": [],
"enabled": true,
Ilid!l: IIACMEH’

||||||

"links": {

"self": "https://iam.myhuaweicloud.com/v3/OS-FEDERATION/identity_providers/ACME",

protocols"

%
"description": "Stores ACME identities."
}

R[E{E

REE )%
200 BRI
400 ST
401 INIEEM
403 ILERIENR
404 REEIER AR
405 RARVFRITTIE
413 BERAEIT K,
500 MEBARSSHRIR -
503 ARSZAATA
$HIR0S
7
5.13.2.2 HASHIREFIFRE
ThEeN 4R

ZiEORLIRTERS M0 REEFES.

ZEOaLUER2BXIFAIEndpointF I E X IFHIENdpointiE@FE . IAMAYENndpointis

2 BMXMBIRDR .
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https://developer.huaweicloud.com/endpoint?IAM

BH—BDIAIE

APl &% 5 API
5}
ZAJLATEAPI Explorerdiiiziz
URI
GET /v3/OS-FEDERATION/identity_providers/{id}
+ 5-649 IERBH
2% =E | sHEE fiig
WA
id = String FEINSHIRMEREID,
IERSH
% 5-650 153K Header &%{
2Y EEwI% 8% | #r
Sl
Content-Type | 2 String | IZ=FEREIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | IAMFFHItoken ( TLEAFHHFIIR )
VRS54
% 5-651 Lz Body S%{
2¥ e et fi#iA
identity_prov | Object BIREEER.
ider

Z 5-652 identity_provider
2 SHERE R

ss0_type String BN1RMEEEE, SRsFn TR

e virtual_user_sso: BXFPERHIEEEIRET0ENL
m):l o

e iam_user_sso: EXFPERKIEEIRET HLIRTF
ERIAMBR,

PRIANECE Jgvirtual user ssoZEEY
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BH—BDIAIE

APl &% 5 API
2% SRR fik
id String SHRMEEID,
description String BiniRmmEiEE.
enabled Boolean BHIRMBEEER, trueABH, falsehiE
F3, EiAJofalse,
remote_ids Array of SR rSRYBFR A FIDIER .
strings
links Object SMHREENEREEER.

2 5-653 identity_provider.links

e SHRT R
self String SR rRy SRR EE L
protocols String TR SRR gL

iERBI

WS DNRMEFRS.

GET https://iam.myhuaweicloud.com/v3/OS-FEDERATION/identity_providers/{id}

N Mz 73~ 51

RAEBH 200 A:

BRI
{

"identity_provider": {
"remote_ids": [],
"enabled": true,
|lidl|: llACMElI,

""sso_type":

"links": {

"iam_user_sso",

"protocols": "https://iam.myhuaweicloud.com/v3/OS-FEDERATION/identity_providers/ACME/

protocols”
1’description": "Stores ACME identities."
, }
IR[EE
RENE R
200 IERN A
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BH—BDINIE

APl &% 5 AP
REHE ik
400 ST
401 INELML
403 RERIESUR .
404 REZERAVETR
405 RARVFRITS %
413 ERIRIE K,
500 AEPIRSEIR -
503 REZARTH,
==
7
5.13.2.3 SISO
IheEN4R
ZEOULBATEERIZS MRS, BUIESmIREEE, TMMGHERSH
RIS
iz O LAERAEBXIFAIEndpointFIE b X iatHYEndpointi@ .. IAMBJEndpointi’
20 XNRETE.
i
RE]LATEAPI ExplorershiEidiziE0,
URI

PUT /v3/OS-FEDERATION/identity_providers/{id}

% 5-654 IRIZS¥

¥ =8 | sFEm e
wHisE
id 2 String BpIRHEBRIR,
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https://developer.huaweicloud.com/endpoint?IAM
https://console.huaweicloud.com/apiexplorer/#/openapi/IAM/doc?api=KeystoneCreateIdentityProvider

F—EBINE
AP &%

5 API

IERSH

2 5-655 153K Header 2%{

2¥ BRIk 8% | #k
il
Content-Type | =2 String | iZ=FERABIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | 510$HE, FEEFPNSMH . NREE
=W
tokenFrEE X RIE S DA
% 5-656 153K Body &%
2H 2 | ¥R fER
Wik
identity prov | Object BIpIRIHEER,
ider
£ 5-657 identity_provider
B8H = | S¥ER A
S
ss0_type B String SP1RHEEEE, SRSIFNTRM:
e virtual_user_sso: BXPEFkitEML
SREHIRF
e iam_user_sso: BEXFPEFRBEEFIRGT
FELFREFEERNIAMBR . WNREFEZ
X8, BEREEEEENTCIEIAM
BF.
EIABLE Svirtual_user_ssoZEH!, F—
MRS TRFEEIARERNEFE, B
iam_user_ssofg % RELBIE— .
description & String BpitEimAEE,
enabled B Boolean SHIRUEBEREER, truehBE,
false NEFE, BAiAJfalse,
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H—BDINIE

APl &%& 5 API
RS E
7= 5-658 lILZ Body 44
84 SHRT R
identity_prov | Object BHREBER.
ider
# 5-659 identity_provider
8% e e R
ss0_type String BniRHrmRiy,
id String B{H1RHEID,
description String SihitEmmERrEE.
enabled Boolean BHiRHEE2EEH, trueIBH, falseHE
F3, BiASfalse,
remote_ids Array of S 12 AFIDYE
strings
links Object BHREFNRRIHEER .
2 5-660 identity_provider.links
2¥ SRR iz
self String SpIRH Ry RIREE L
protocols String XA R RS
iI=P Nl
tIZBSriRtEmHFEER-
PUT https://iam.myhuaweicloud.com/v3/OS-FEDERATION/identity_providers/{id}
"identity_provider": {
"sso_type": "iam_user_sso",
"description": "Stores ACME identities.",
"enabled": true
}
}
I 7~
RSB H 201 B:
15K o
M A4hRA 55 (2025-07-03) WRINERE © AR ARBIRAE] 419




BH—BDINIE

AP| &% 5 API
{
"identity_provider": {
"remote_ids": [],
"enabled": true,
"id": "ACME",
""sso_type": "iam_user_sso",
"links": {
"self": "https://iam.myhuaweicloud.com/v3/OS-FEDERATION/identity_providers/ACME",
"protocols": "https://iam.myhuaweicloud.com/v3/OS-FEDERATION/identity_providers/ACME/
protocols"
h
"description": "Stores ACME identities."
}
}
IR[EE
REHE ik
201 BRI
400 ST .
401 NI S
403 IREERENIR
404 RIEBNAIEIE
405 AREFNTEE,
409 BRI,
413 BEREAI K,
500 BRI K
503 RS AR
xS
7

5.13.2.4 {2 SAML B{piHsEi s

TheeN 4R
ZEO U BATFERREXETFSAMLIMY SIS MHIREEEE.
ZEOTLER£BEXIEAEndpointFIE M XIFHAIEndpointiAA . IAMAJEndpointis
SN WXNREDR.

it

RE]LATEAPI ExplorerdiEidiziE.
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https://console.huaweicloud.com/apiexplorer/#/openapi/IAM/doc?api=KeystoneUpdateIdentityProvider

H—BDINIE

APl &%& 5 API
URI
PATCH /v3/OS-FEDERATIONY/identity_providers/{id}
% 5-661 IX1ZSH
2 = SR A
Wik
id = String FEFNBDIRERSID,
=P
2 5-662 153k Header 2%f
2% =Rk 25 | Bk
it
Content-Type | @ String | iZ=FERNEIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | BIAISHE, FEBFISH . NREE
B,
tokenFTFEINRIES ISR
# 5-663 153K Body &%
S =R | sy A
Wik
identity_prov | 2 Object BniEmER.
ider
2K 5-664 identity_provider
2% =R | s¥Ey R
Wik
description & String BoiREmEAEE.
enabled & Boolean BhiREEEEREH, trueABH,
false o=, BAikHfalse,
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F—EBINE
AP &%

5 API

MR SEL

R 5-665 i Body 2%

BH e il iR

identity_prov | Object BHREBER.

ider

2k 5-666 identity_provider

2% SHRT iR

ss0_type String BSpiRitrezeal,

id String SHREEID,

description String BiniREmmiEE.

enabled Boolean BHIRMBEEER, trueABH, falsehiE
F3, Bilsufalse,

remote_ids Array of B2 rSRYEX S FIDYIE

strings
links Object SHRHEIEREHEER

2 5-667 identity_provider.links

2% SR fik
self String B Hia0miRpE L
protocols String XA B R pE b

BRI

(B SAMLB BRI ARTER

PATCH https://iam.myhuaweicloud.com/v3/OS-FEDERATION/identity_providers/{id}
{

"identity_provider": {

"description": "Stores ACME identities.",
"enabled": false

}
}
e Rz 7~ 451
1RZR8F 200 A:
BRI
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BH—BDINIE

AP| &% 5 API
{
"identity_provider": {
"remote_ids": [],
"enabled": false,
"id": "ACME",
""sso_type": "iam_user_sso",
"links": {
"self": "https://iam.myhuaweicloud.com/v3/OS-FEDERATION/identity_providers/ACME",
"protocols": "https://iam.myhuaweicloud.com/v3/OS-FEDERATION/identity_providers/ACME/
protocols"
h
"description": "Stores ACME identities."
}
}
IR[EE
REHE ik
200 BRI
400 ST .
401 NI S
403 IREERENIR
404 RIEBNAIEIE
405 AREFNTEE,
409 BRI,
413 BEREAI K,
500 REBARSS IR
503 BRSFAIF.
xS
7

5.13.2.5 fHf$ SAML B{p1R4tEs

ab
ThEEN AR

i

ZiEORI L AT EEEMHRET SAMUMNYAISHRMRE .

ZEOTLER£BEXIEAEndpointFIE M XIFHAIEndpointiAA . IAMAJEndpointis
SN WXNREDR.

RE]LATEAPI ExplorerdiEidiziE.
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https://developer.huaweicloud.com/endpoint?IAM
https://console.huaweicloud.com/apiexplorer/#/openapi/IAM/doc?api=KeystoneDeleteIdentityProvider

BH—BDINIE

APl &%& 5 API
URI
DELETE /v3/OS-FEDERATIONY/identity_providers/{id}
% 5-668 IK12SH
2% =8 | SR )%
id = String FHRIBREY S D IRERSID,
=P
K 5-669 153Kk Header 2§
2% =RWIE S | @k
sem
Content-Type | @ String | IZ=FERIBIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | A< hE, FEBFPRIBM . BIREE
B,
tokenFT BN PRIES ISR
R3S
"
=R
HHIBRSAMLEAD IR -
DELETE https://iam.myhuaweicloud.com/v3/OS-FEDERATION/identity_providers/{id}
M Rz~ 31
7
R[EE
R[OE A
204 il A
400 ST
401 IAIER .
403 RBIRIENIR
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BH—BDINIE

APl &%& 5 API
REWE A
404 RILEERRIRR
405 ARFBEE.
413 BERAI K,
500 REPIRSSEEIR
503 ARSZAATA
TES
"
5.13.2.6 BlJ# OpenlID Connect B{piRREEIE
INEEN4A
ZEO L BTFEERTEIRSmRMEE, FHEmmY (OIDCHMY ) &, 6@
OpenID ConnectBp 1R HEECE -
ZiEOn LAME A2 B XIFAYEndpointF I E ML X IFAYENdpointiEFE . IAMBYENndpointis
2. WXALIRT R
i
A LATEAPI ExplorerdriEifiziEOl,
URI
POST /v3.0/OS-FEDERATION/identity-providers/{idp_id}/openid-connect-config
£ 5-670 IR1ZSH
2% =8 | SR 3%
idp_id 2 String SHREEER.
BRESH

K 5-671 153K Header 2

2% 28 | 5% R
Whik
Content-Type | @ String ZFEERBIEA “application/
json;charset=utf8” ,
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https://developer.huaweicloud.com/endpoint?IAM
https://console.huaweicloud.com/apiexplorer/#/openapi/IAM/doc?api=CreateOpenIdConnectConfig

BH—BDINIE

APl &%& 5 API
2H 28 | ¥R A
Whik
X-Auth-Token | 2 String BIAShE, FAEAPNED . NIREE
g\o
tokenFT B RIES ISR .

3 5-672 153k Body &

8% =E | BHEE ik

PR
openid_conn | 2 object OpenlD ConnectEc&EiF s,
ect_config

2 5-673 CreateOpenlDConnectConfig

2% =E | ¥ R
WA
access_ mode | 2 String BEBER.
e program_console: 35 mizin 0 0E
BiEHanas.
e program: X#FRIEIAEAL T
idp_url 2 String OpenID Connect B2 RFRR, TR

ID token/Riss=FE& .
BIMKE: 10, FKKE: 255,

client_id 2 String #£OpenID ConnectB A 12EEEMAIZE
PigID,
RIMKE: 5. &xAKE: 255,
authorization | & String OpenlD ConnectB {12 igfitbil
_endpoint BaE T, aprogram_consoled%ik .

&/IVMKE: 10, &RKKE: 255,
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BH—BDINIE

APl &% 5 API
2% =E | BHEE R
WHik

scope B String ENEKREREE.
BIalE = program_consolei%isk
WA
e openid
e email
e profile

5EA

o Itt=FERWMIE(E “openid” .

o EMINME, RBIONME, ZEERT
BoE.

Blg0: "openid" . "openid email".

"openid profile". "openid email

profile",

String BERIREIRYZEE,

Bia5 = Iprogram_consoledisk
WEE:

e id_token

response_mod String RS RIREILR .

e iBia A Iprogram_consoledisk .
WEE:

e fragment

i1y

response_type

iy

e form_post

String OpenID ConnectS{512HEFID Token&s
BHIRA,

=/MEE: 10, xKKE: 30000,
=Ewan
{

"keys":[
{

ali

signing_key

"kid":"d05ef20c4512645wv1.." ,
"n":"cws_cnjiwsbvweolwn_-vnl...",
"e""AQAB",

il Rz 22
R&S7 201 B:
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F—EBINE
AP &%

5 API

X 5-674 g Body 2%{

¥ S 115
openid_conn | object OpenlID ConnectBt&i¥15
ect_config

£ 5-675 openid_connect_config

28

SHH

faR

access_mode

String

BEAEH.

e program_console: Z#F4RiEiIHAIFIEIREHIS
BEER.

e program: X¥HRIEHIEIGR .

idp_url

String

OpenlID ConnectSARAEIRIR . XIRID token
HissFER .

client_id

String

f£OpenID Connect BA1RMHEEMAIZ FixID

authorization
_endpoint

String

OpenlD ConnectB{pi2{trigiitiit,
EIaBE Iprogram AR E null

scope

String

ENEKREETEE.
BB Aprogram AR AHRENull,
WA
e openid
e email
e profile
iBg
o Ur=FERWE(E “openid” .
o mMNME, REBI10ME, ZEFERTEDE

f5g0: "openid" . "openid email".
profile". "openid email profile",

"openid

response_type

String

BB KIREIRIZEEL
ihiEBETgprogram A EHREInull,
MEE:

e id_token

response_mod
e

String

BEREKIRES .

hiEE R Aprogram AR Elnull
W=E:

e fragment

e form_post

MAERARZAS 55 (2025-07-03)
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H—BDINIE

APl &% 5 API
2% SR fHiA
signing_key String OpenID ConnectB{7 121D TokenEZHIA
B

BRI
o BIETIFRIZHEEAIOpenID Connect NIRRT .

POST /v3.0/OS-FEDERATION/identity-providers/{idp_id}/openid-connect-config

{
"openid_connect_config" : {
"access_mode" : "program",
"idp_url" : "https://accounts.example.com",
"client_id" : "client_id_example",
"signing_key" : "{\"keys\":[{\"kty\":\"RSA\",\"e\":\"AQAB\" \"use\":\"sig\",\"n\":\"example\",\"kid
\":\"kid_example\",\"alg\":\"RS256\"}]}"
}
}

o BIEZIHRIENIFEERRH RILTECERIOpenID Connect T RMR

POST /v3.0/OS-FEDERATION/identity-providers/{idp_id}/openid-connect-config

{
"openid_connect_config" : {
"access_mode" : "program_console",
"idp_url" : "https://accounts.example.com",
"client_id" : "client_id_example",
"authorization_endpoint" : "https://accounts.example.com/o/oauth2/v2/auth",
"scope" : "openid",
"response_type" : "id_token",
"response_mode" : "form_post",
"signing_key" : "{\"keys\":[{\"kty\":\"RSA\",\"e\":\"AQAB\" \"use\":\"sig\",\"n\":\"example\",\"kid
\":\"kid_example\",\"alg\":\"RS256\"}]}"
}
}

i Sz 73~
RSB F 201 A:

BRI
o R
{

"openid_connect_config" : {
"access_mode" : "program",
"idp_url" : "https://accounts.example.com",
"client_id" : "client_id_example",
"signing_key" : "{\"keys\":[{\"kty\":\"RSA\",\"e\":\"AQAB\",\"use\":\"sig\",\"n\":\"example\",\"kid
\":\"kid_example\",\"alg\":\"RS256\"}]}"
}
}

o f3 2

"openid_connect_config" : {
"access_mode" : "program_console",
"idp_url" : "https://accounts.example.com",
"client_id" : "client_id_example",
"authorization_endpoint" : "https://accounts.example.com/o/oauth2/v2/auth",
"scope" : "openid",
"response_type" : "id_token",
"response_mode" : "form_post",
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F—EBINE
APl &% 5 AP

"signing_key" : "{\"keys\":[{\"kty\":\"RSA\",\"e\":\"AQAB\" \"use\":\"sig\",\"n\":\"example\",\"kid

}

R
K& ik
201 BRI
400 ST .
401 TANIERML
403 IRBIRIERIR
404 RKENERAIEIR o
409 REEHFRE.
500 RFEABBEIR
$HI=0
B2 =D,

INRENA
ZIEOT BT EERIEXOpenID Connect B IRILEHECE .
ZiEO LAMERA 2B XIFAYENdpointF lE ML X IFAYENdpointiEFE . IAMBYENndpointis
21 WXHLRIEDSR.
B
BT LAFEAPI ExplorershifElidiziE .
URI

PUT /v3.0/OS-FEDERATION/identity-providers/{idp_id}/openid-connect-config

% 5-676 IRIZSH

2% =R | sy 3%
Wik
idp_id = String Bp1EHEID,
=IMKE: 1. RAKE: 64,
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BH—BDINIE

APl &% 5 API
IBRESH
& 5-677 153K Header 2%
8% =E | BHEE ik
WA
Content-Type | 2 String ZFERAAIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String BIaShE, FEEFPNEM .. NREE
=
tokenFrBARIE S WIFANIN

K 5-678 153K Body £2#{

ol 2E | sEEs ik

Wik
openid_conn | £ object OpenID Connectf&i¥15,
ect_config

£ 5-679 openid_connect_config

2% =R | SHE #R
WA
access_mode | & String HEsER.
e program_console: SZiF4RIZiHIAFNE
BiEH&hanR.
e program: ZiFRIZIHIASGR
idp_url & String OpenlID ConnectSMIREEIRIR, XTI/

ID tokenHRiss=REg
BIMKE: 10, FKKE: 255,

client_id & String E£OpenID ConnectB{p 1R HE FMMAIZE
FimlID,
RIMKE: 5. RAKKE: 255,
authorization | & String OpenID ConnectS{p1RHESIEHUILL
_endpoint iBiE A Iprogram_consoled%isk .

RAMKE: 10, RAKE: 255,
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BH—BDINIE

APl &% 5 API
2% =E | BHEE R
WHik

scope B String ENEKREREE.
BIalE = program_consolei%isk
WA
e openid
e email
e profile

5EA

o tt=FERWIE(E “openid” .

o EMINME, RBIONME, ZEERT
1&oEl,

Blg0: "openid" . "openid email".

"openid profile". "openid email

profile",

String BERIREIRYZEE,

Bia5 = Iprogram_consoledisk
WEE:

e id_token

response_mod String RS RIREILR .

e iBia A Iprogram_consoledisk .
WEE:

e fragment

i1y

response_type

iy

e form_post

iy

String OpenID ConnectS{512HEFID Token&s
BHIRA,

=/MEE: 10, xKKE: 30000,
=Ewan
{

"keys":[
{

signing_key

"kid":"d05ef20c4512645wv1.." ,
"n":"cws_cnjiwsbvweolwn_-vnl...",
"e""AQAB",

il Rz 22
HKEBH 200 A:

SASRRAS 55 (2025-07-03) WA © ERFRABIRAE 432



F—EBINE
AP &%

5 API

2 5-680 i Body 2%{

¥ S 115
openid_conn | object OpenlID ConnectBt&i¥15
ect_config

£ 5-681 OpenlDConnectConfig

28

SHH

faR

access_mode

String

BEBER.

e program_console: Z#F4RiEiIHAIFIEIREHIS
hiEBE.

e program: X¥FmIEHAIA T

idp_url

String

OpenID ConnectBD1RMHtEEHRIR, XIRZID token
FRissFEL

client_id

String

f£OpenID Connect BA1RMHEEMAIZ FixID

authorization
_endpoint

String

OpenlD ConnectB{pi2{trigiitiit,
EIaBE Iprogram AR E null

scope

String

ENEKREETEE.
BB Aprogram AR AHRENull,
WA
e openid
e email
e profile
iBg
o Ur=FERWE(E “openid” .
o mMNME, REBI10ME, ZEFERTEDE

f5g0: "openid" . "openid email".
profile". "openid email profile",

"openid

response_type

String

BB KIREIRIZEEL
ihiEBETgprogram A EHREInull,
MEE:

e id_token

response_mod
e

String

BEREKIRES .

hiEE R Aprogram AR Elnull
W=E:

e fragment

e form_post
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BH—BDIAIE

APl &% 5 API
2% SR fHiA
signing_key String OpenID ConnectB{7 121D TokenEZHIA
B

s K7pl
o EXUREIHIIRE

PUT /v3.0/OS-FEDERATION/identity-providers/{idp_id}/openid-connect-config

{
"openid_connect_config" : {
"access_mode" : "program",
"idp_url" : "https://accounts.example.com",
"client_id" : "client_id_example",
"signing_key" : "{\"keys\":[{\"kty\":\"RSA\",\"e\":\"AQAB\",\"use\":\"sig\",\"n\":\"example\",\"kid
\":\"kid_example\",\"alg\":\"RS256\"}]}"
}

}
o (EXUmENRFIEEEHSINTEE

PUT /v3.0/OS-FEDERATION/identity-providers/{idp_id}/openid-connect-config

{
"openid_connect_config" : {
"access_mode" : "program_console",
"idp_url" : "https://accounts.example.com",
"client_id" : "client_id_example",
"authorization_endpoint" : "https://accounts.example.com/o/oauth2/v2/auth",
"scope" : "openid",
"response_type" : "id_token",
"response_mode" : "form_post",
"signing_key" : "{\"keys\":[{\"kty\":\"RSA\",\"e\":\"AQAB\" \"use\":\"sig\",\"n\":\"example\",\"kid
\":\"kid_example\",\"alg\":\"RS256\"}]}"
}
}

i Rz 77~
PRASHDH 200 B:
R
{

"openid_connect_config" : {
"access_mode" : "program_console",
"idp_url" : "https://accounts.example.com",
"client_id" : "client_id_example",
"authorization_endpoint" : "https://accounts.example.com/o/oauth2/v2/auth",
"scope" : "openid",
"response_type" : "id_token",
"response_mode" : "form_post",
"signing_key" : "{\"keys\":[{\"kty\":\"RSA\",\"e\":\"AQAB\",\"use\":\"sig\",\"n\":\"example\",\"kid
\":\"kid_example\",\"alg\":\"RS256\"}]}"
}

}

T

RSB R
200 BRI
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APl & > API
RS R
400 ST,
401 INES
403 RBEIRERUR
404 FEFBNAETR
500 RFEARLEIR-
e
52 EIRB.

5.13.2.8 &if] OpenlD Connect S{HiEHETEE

IHRENA
ZiEO L BT EEREIFOpenID Connect HPIRABEELE .
ZEOoLUER2BXIFAYENdpointF I E X IFHIENdpointi@FE . IAMAYENndpointis
21 WXLIEDS.

V&
R0 LATEAPI ExplorerdifEidiziE .

URI

GET /v3.0/OS-FEDERATIONY/identity-providers/{idp_id}/openid-connect-config

% 5-682 BRIZS#

2% = | ¥R 7
idp_id 2 String SH1RIHrEID,
=RIMEE: 1. RAKE: 64,
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BH—BDIAIE

APl &%& 5 API
BRSH
%% 5-683 53K Header %{
28 =E | SR 3%
Wi
Content-Type | 2 String ZFERAAIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String BIEShE, FEAPNSN . SIREE
=W
tokenFrE N RIES IS
R &%
K7&E379 200 A
R 5-684 i Body 2%
2¥ SR R
openid_conn | object OpenlD Connectft&i¥1E.
ect_config

£ 5-685 OpenlDConnectConfig

BH e il ik
access_mode | String wmaBEx.
e program_console: X#FRIEIHAFIEEIZHS
BEBE.
e program: XHHRIZIHIEIE T
idp_url String OpenlD ConnectSH{H1ZMHEIRR, XIRZID token
HhissFE .
client_id String £0penID ConnectB o2t FAAYZ FikID o
authorization | String OpenID ConnectB{p iRt rsigfitilt
~endpoint a7 Aprogram 5 AR EInull,
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AP &%

5

API

SHKE

i

String

EEKEEEE .
AEE I Aprogram S TR Enull,
wWEHME:
e openid
e email
e profile
1588
o UFERWIEE “openid”
o FMNME, RBI10ME, ZIEHERTIEHE,

f5lgn: "openid" . "openid email". "openid
profile". "openid email profile",

response_type | String

IRRUERIR[EIAYEEY
BaBEFprogramBSXEHEEnull,
KZE:

e id_token

response_mod
e

String

BEREKIREIS .
miEBEIprogramS TR EInull,
WIZE(E:

e fragment

e form_post

signing_key String

OpenlID ConnectB1RHREFID Token&EZAIA
Ho

iBERTA

&ifOpenID Connect SR IRHEACE

GET https://{address}/v3.0/OS-FEDERATION/identity-providers/{idp_id}/openid-connect-config

N Rz 7=
K& 200 B
BIEERLIN
{

"openid_connect_config" : {

"access_mode" : "program_console",

"idp_url" : "https://accounts.example.com",

"client_id" : "client_id_example",

"authorization_endpoint" : "https://accounts.example.com/o/oauth2/v2/auth",

"scope" : "openid",
"response_type" : "id_token",
"response_mode" : "form_post",

"signing_key" : "{\"keys\":[{\"kty\":\"RSA\",\"e\":\"AQAB\" \"use\":\"sig\",\"n\":\"example\",\"kid

\"\"kid_example\",\"alg\":\"RS256\"}]}"

MAHRARAS 55 (2025-07-03)

WRIERE © HERRARBIRAT

437



BH—BDINIE

APl &% 5 API
}
}
RZ58879 400 AY:
{
"error_msg" : "Request body is invalid.",
"error_code" : "IAM.0011"
}
K88 H 401 B
NS4
{
"error_msg" : "Request parameter %(key)s is invalid.",
"error_code" : "IAM.0007"
}
RZ8879 403 BY:
IRBIRIENIR .
{
"error_msg" : "Policy doesn't allow % (actions)s to be performed.",
"error_code" : "IAM.0003"
}
KERBF 404 B
e 5 FLE IV O
{
"error_msg" : "Could not find %(target)s: %(target_id)s.",
"error_code" : "IAM.0004"
}
K7Z58879 500 AY:
EBZNIBRE.
{
"error_msg" : "An unexpected error prevented the server from fulfilling your request.”,
"error_code" : "IAM.0006"
}
RS
RSB R
200 BRI
400 SHIH.
401 TAIERY .
403 IREERENR
404 REKEENAER
500 RRRERE
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Hi=t
52 IR
5.13.3 fggd

5.13.3.1 EiFME5IZFR

TheeN4a
ZEO LA BTEaMREIIIER.
ZEO LAMERAEBEXIFAIEndpointFIE B X idAYENdpointi@E .. IAMBIEndpointi’
Sl XNRED=.
i
A LATEAPI ExplorerdiEifiziEOl,
URI
GET /v3/OS-FEDERATION/mappings
RS
7 5-686 153K Header 2%
B8H B W% 2% | #k
-]
Content-Type | 2 String | iZ=FERABIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | i5iEI<$RE, EFEEFPHED . BUREE
=
tokenFrEE X PRIE S DTN .
[ e
% 5-687 NIk Body 2#
2% SR RER
links Links object REEEEE,
mappings Array of PENRISYIEN
MappingResul
t objects
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2 5-688 links
¥ S¥R A
self String GAD LIS EINEN 1|
previous String BI—SPIE ARSI, AEER Anull,
next String E—EMER RSN, RAEER ANl

Z 5-689 mappings

2% SR ik

id String BREFID

links Object BT RAEHEE R .

rules Atr)raytof SRR PR e A A PRSI
objects

Z 5-690 mappings.links

B8H BHEE R
self String RIRSEERAL
£ 5-691 mappings.rules

2% SHRT RR

local Array of RREIBAFEARFZFHAPES . userBXH
RulesLocal BREAZRFFIEBFZR. groupEX3fFEFE
objects REFGHFAERFA.

remote Array<Object | FREAFTAFZEIAPFRIBFES . HESEMER
> EEFE/RNFRIA, BUERMSRE.

2 5-692 mappings.rules.local

2% SRR R
user user object BIBARPEARSHRIAFER
group group object | BXISEBPEARRSFAERFA
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2K 5-693 mappings.rules.local.user

2R E =it R
name String BIBRAPEARSHRIBFER

2 5-694 mappings.rules.local.group

B it RHR
name String BEPEARFEFEREFA

£ 5-695 mappings.rules.remote

2% SRR fidik
type String FNIdPETS (SAMLERMY ) 3D token ( OIDCHR
i) FRIE M
any_one_of Array of BMABEEFESEEESEN, FREMR/R
strings 8, BREMEREEA T locallRPHISAIF. ER—

Premote#¢BrtESR, any_one_ofSnot_any_of
B, MEEZEE—, TEMES.

not_any_of Array of BMABMHEPAEREEEAER, FHRERR
strings 8, REHEFREEATFlocallRAAI SHIFT -

not_any_of5any one ofBEff, MEEZIEE—
A, FREEHES.,

=R
BETEIE .
GET https://iam.myhuaweicloud.com/v3/OS-FEDERATION/mappings
Il iz 73~ 451
RASEEH 200 B
BRI
{
"mappings": [
"rules": [
"local";

{
"user": {
"name": "LocalUser"
}
h?
{
"group": {
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}
}
1
"remote": [
{
"type": "UserName"
L
{
"type": "orgPersonType",
"not_any_of": [
"Contractor",
"Guest"
1
}
1
}
1,
"id": "ACME",
"links": {
"self": "https://iam.myhuaweicloud.com/v3/OS-FEDERATION/mappings/ACME"
}
}
1,
"links": {
"self": "https://iam.myhuaweicloud.com/v3/OS-FEDERATION/mappings",
"previous": null,
"next": null
}
}
R[EE
REHE iR
200 BRI
400 ST
401 INIERML
403 S BEREINR .
404 RILEEN IR
405 ARVFRIAE.
413 BRAI K,
500 AEBARSStEIR -
503 ARSZAATA
e
7

SASRRAS 55 (2025-07-03) WRIERE © HERRARBIRAT 442



F—EBINE
AP &%

5 API

5.13.3.2 EiAMETFIB

ab
ThEEN 4B

iEi

URI

IEREH

il iz 228

ZEOR L RTEERIFR.

iZEO LAMERAEBEXIFAIEndpointFIE B X itAYEndpointi@E .. IAMBIEndpointi&
2l HXNRHETR.

RE]LATEAPI ExplorershiEidiziE0,

GET /v3/OS-FEDERATION/mappings/{id}

% 5-696 RIS

B8H = SR R
WA
id 2 String FEIERIIRETID
% 5-697 153K Header 2
2% BEWI% 2% |k
-]
Content-Type | @ String | iZ=FERNEIEA “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | HEI<HE, AEAFNSM . XIRHE
B,
tokenFT RN PRIE S AR o
2% 5-698 [ Body &%
8% SR fik
mapping Object IREHER
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APl &%

5 API

2 5-699 mapping

¥ S¥R A

id String BRETID

links Object RETHYZRREEIREE -

rules Aglfaytof GEXFB AR IRET A B FPRIFINZIZR
objects

£ 5-700 mapping.links

2% SHRT R
self String GAD LIS EINEN 1|
Z 5-701 mappings.rules

2% SHEE iR

local Array of EREIBREARFEFHAFPES . userBXF
RulesLocal FREARRZHRIFAF SR, groupBX3BARTE
objects AEZHFERFE,

remote Array<Object | RREXFFEPEIAPHRIARES . HNSEMER
> IEBRFFERNFRIAI, BUERMSRE

2 5-702 mappings.rules.local

¥ SHRR A
user user object BIBEPEARFEFIARZIR
group group object | X BRPTEARARFRERFA

£ 5-703 mappings.rules.local.user

B il RR
name String BIBPERRSFIIRARETR
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F—EBINE
AP &% 5 AP

2k 5-704 mappings.rules.local.group

B E- i A
name String BIBEPEARSEFRERFA

2 5-705 mapping.rules.remote

8% e el ik
type String FIdPETS ( SAMLINY ) 3%ID token ( OIDCHA
i) FRIE M
any_one_of Array of WA EFESEEETEN, FIREMR/R
strings 8, IREHEFREEAFlocallRApI 51T . ER—

remote#4BrtES, any_one_of5not_any_of
BfF, MEEZES—, FERIMES,

not_any_of Array of BMABRMERAEREEEA LR, FRERR
strings 8, REMERAEBFlocallRAAY 5145 .

not_any_of5any one ofBff, BEESZIEE—
D, FEERIES,

=]

HiFREIFIE

GET https://iam.myhuaweicloud.com/v3/OS-FEDERATION/mappings/{id}
M Sz 7351

K7&1879 200 A

IR AR
{
"mapping": {
"rules": [
"local": [
{
"user": {
"name": "LocalUser"
}
Uy
{
"group": {
"name": "LocalGroup"
}
}
1,
"remote": [
{
"type": "UserName"
Uy
{

|||||

"not_any_of": [
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"Contractor",
"Guest"
1
}
1
}
1
"id": "ACME",
"links": {
"self": "https://iam.myhuaweicloud.com/v3/OS-FEDERATION/mappings/ACME"
}
}
}
R[EE
R[EHE R
200 BRI
400 SHIH.
401 TAIERY .
403 RBIRIENIR
404 RIKEBNAIRIE
405 AFRIBE.
413 BERAI K,
500 REBARSSHEIR
503 RS AR
L
.
5.13.3.3 jFAfaREY
IheeNA
ZEOTL B TFERERITMEET
ZEOTLEREBEXIEFAIEndpointFIE M XIFHAIEndpointiAA . IAMAJEndpointis
2 WXLRIETR.
U
1 a] LAFEAPI ExplorerdhiffliizizE .
URI

PUT /v3/OS-FEDERATION/mappings/{id}
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APl &% 5 API
& 5-706 FERBH
2% =E | &HEn R
WhiE
id 2 String I EARAYBRETID
IERSE
K 5-707 153K Header 3#
8% BE W% 2% | #r
St
Content-Type | =2 String | IZ=FERABIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | AAISHE, FEEBEFPNSR . NREE
B,
tokenPTRAXPRIE S AR »
7= 5-708 {53k Body &%
e =S | 5% R
Whifk
mapping 2 Object BEHER o
Z 5-709 mapping
8% =E | BHEE R
WA
rules = Array of YEERFR P IREY A At A R EIHL S
objects =o
£ 5-710 mapping.rules
8% =E | BHEE ik
WA
local = Array of FRBRIBAREARZTRIRAFPER
RulesLocal userBXF P ERRRHRIFAFEFR,
objects group:EXF SR EARFFRERR

fH,
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5 AP
2H 28 | ¥R A
remote = Array of FREF P EIdPRRIBFER.. 8
objects SAMLIMYAES, HRETSEHERIZEGER/K

RFIATN, BEVERBSRE. (£/H0IDC
iMYAS, BYEHID tokenRTE o

R 5-711 mappings.rules.local

e =AY | BHEEE | R
%
user & user XIS AFRERRZPRIIAF AR
object
group & group B SRPEARSGRERERFA
object

£ 5-712 mappings.rules.local.user

2FR = |8 R
pri
name 2 | String B PEARR SRR EFR

Z 5-713 mappings.rules.local.group

BFR = | EH )%
a
[ |
%
i
name 2 | String B PEARR SRR FH

Z 5-714 mapping.rules.remote

2% =B | sy S
WA
type 2 String ERIdPETS ( SAMLEMY ) 3%ID token
( OIDCHMY ) HRIE M
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2% =E | BHEE R
WhisE
any_one_of S Array of MABHEPESIEEESTEN, FIR
strings Elf/RME, REEAEERFlocalRHRY
SF . FEE—1remote# i,
any_one_of5not_any_ofBEff, &EZE
giﬁ—%'—/l\, Zzﬁgﬁﬁjﬁ—% o
not_any_of S Array of BMABHEPAESIEEESEN, F
strings REIF/RME, IREHEAEERFlocaltRe
B5AI#F. not_any_of5any one_ofE
F, MEZEZEE—, TEERE
5.
[ e
% 5-715 MK Body 2%
8% SR iR
mapping Object IREHER

£ 5-716 mapping

2% SR A

id String BREFID

links Object ST R RS R .

rules Atr)raytof IGEXER AR IRET A FPRIRINIZIZE
objects

2 5-717 mapping.links

2% S¥RT RR
self String RIRSEREIbL
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£ 5-718 mappings.rules

el SHRT R
local Array of EREIBAFEARFEFHNAPES . user: BX
objects HEFREARZFHIARER. group: EX3BH
PEXRZEZFEAFA.
remote Array of RSB EIdPHRRIEFER . ERSAML
objects AT, HMSEHERIZEREMNFRIA, BUE

FRMrSRE. (EAO0IDCHMNYES, BUEMHID token
RTE o

K 5-719 mappings.rules.local

2% SR iR
user user object B BPEARRZHIIREFAFR
group group object | XIS EARRSHETERFA

2 5-720 mappings.rules.local.user

B E- i Rk
name String BAFPEARFFIBREZIR

£ 5-721 mappings.rules.local.group

B il RR
name String B IBRAPEARSHFRERAFA

2 5-722 mapping.rules.remote

¥ SR iR

type String FRIdPHTE ( SAMLIINY ) 1D token ( OIDCHf
i) FRIEHE.

any_one_of Array of BMARMEFRESIEEEAER, FHRERR

strings 8, REERGERTFlocallRPHI H1F . ER—
remote#4BitES, any_one_of5not_any_of
BiF, MEEZES—, FEEIHES,
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2% SR fik
not_any_of Array of MABHETFAESIEEESERN, FiREMR
strings 8, REHEAREEATFlocallRAAI SHIFT -
not_any_of5any one ofBEff, MEEZIEE—
1, FEERAHES.,
=GNl
EARBRET .
PUT https://iam.myhuaweicloud.com/v3/OS-FEDERATION/mappings/{id}
{
"mapping": {
"rules": [
"local": [
{
"user": {
"name": "LocalUser"
}
b
{
"group": {
"name": "LocalGroup"
}
}
1
"remote": [
{
"type": "UserName"
b
{
"type": "orgPersonType'
"not_any_of": [
"Contractor",
"Guest"
1
}
1
}
1
}
}

e Mz 73~ 51
REDS 201 B:
BUERRIN.

{
"mapping": {
"rules": [

"local": [

{

"user": {
"name": "LocalUser"

}

B

{
"group": {
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"name": "LocalGroup"
}
}
1
"remote": [
{
"type": "UserName"
b
{
"type": "orgPersonType"
"not_any_of": [
"Contractor",
"Guest"
1
}
1
}
1
"id": "ACME",
"links": {
"self": "https://iam.myhuaweicloud.com/v3/OS-FEDERATION/mappings/ACME"
}
}
}
IR[EE
REE ik
201 BUEERYLIN
400 ST .
401 NI S
403 IREERENIR
404 RIKEBNAIERIE o
405 AREFNTEE
409 BRI,
413 BEREI K,
500 REBARSS IR
503 RS AR
xS
7
5.13.3.4 EFEd
IhgeNn4A
ZEOTL B TEEREMRE
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APl &% 5 API
ZEOYTLER£BEXIEAEndpointFIE M XIFHAIEndpointiAA . IAMAJEndpointis
2 WXNREDR.
it
1ZA]LATEAPI ExplorerdrifEiftizizOl,
URI
PATCH /v3/OS-FEDERATION/mappings/{id}
& 5-723 BRBH
el 2E | 5HERE ik
WHIE
id = String FEFEIMETID,
IBREH
K 5-724 153K Header 3#
8% BE W% 2% | #Hr
i)
Content-Type | =2 String | IZ=FERABIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | iAE<$hRE, EEBEFPHBED. BUREE
=W
tokenPTFRAXPRIE S AR »
7= 5-725 {53k Body &%
e =S | 5% R
WhIf
mapping 2 Object AENEIS
Z 5-726 mapping
8% =E | BHEE R
Whi%k
rules 2 Array of YGEXFR R BREY 9 A ith B PRI IZ
objects o

MAERRZAS 55 (2025-07-03)

WRIERE © HERRARBIRAT

453



https://developer.huaweicloud.com/endpoint?IAM
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2 5-727 mapping.rules

2% =R | sEEE R
whik
local 2 Array of FRBFFAPEARSFTHIAFPER,
RulesLocal userBXF AP EARFFHARETR,
objects group:ﬁ*?ﬁﬁﬁpﬁzﬁfﬁﬁﬁqﬂﬁﬁﬁﬁﬁp
—lH o
remote 2 Array of RGP EIdPRRIBFES.. 8
objects SAMLIMYAS, HETSEMERIZERFER/R
FAR, BEUERBSRE. EAROIDC
T’j}iyﬁj.5 HR{EEEID tOken;%iEo

2K 5-728 mappings.rules.local

2% 2EY | ¥R Y%

yrir
user & user object | BXIBAPEARZHFRIBFZIR
group & group object | XIS EARSAFERFA

2 5-729 mappings.rules.local.user

B BEW | 8
%
name 2 String B AP EARRFEFNBRZR

2k 5-730 mappings.rules.local.group

2R BEw | %®
i
name 2 String B AP EARR ST EREAFA

2 5-731 mapping.rules.remote

e =AY | SR %
yrir
type 2 String FRIdPHTEHRIEM .
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2 Z2R/Y | SR ik
ik
any one | & Array of strings MABHEPESIEEESTEN, FIR

_of Elfp/RME, REHEAREEA T localtReay
S . ERE— P remoteFHTEF,
any_one_of5not_any_ofBEff, BEZE
giﬁ—%'—/l\, Zzﬁgﬁﬁjﬁ—% o

not_any_ Array of strings MABMHERAESIEEESTEN, H
of REfR/RE, IREEARGEA T localtke
B5AIfF. not_any_of5any one_ofH
R, MEEZEE—, FeeRENE

iy

5,
[ e

% 5-732 IR Body 244
8% SRR iR
mapping Object IREHER

& 5-733 mapping
2% S¥RE R
id String BREFID
links Object ST R RS R .
rules Array of WGEFT R P RRET A A A P EIHIN SR

objects

R 5-734 mapping.links
2% S¥RT R
self String RIRSEREIbL
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£k 5-735 mappings.rules

el SHRT R
local Array of EREIBAFEARFEFHNAPES . user: BX
objects HEFREARZFHIARER. group: EX3BH
PEXRZEZFEAFA.
remote Array of RSB EIdPHRRIEFER . ERSAML
objects AT, HMSEHERIZEREMNFRIA, BUE

FRMrSRE. (EAO0IDCHMNYES, BUEMHID token
RTE o

£ 5-736 mappings.rules.local

2% SR iR
user user object B BPEARRZHIIREFAFR
group group object | XIS EARRSHETERFA

2 5-737 mappings.rules.local.user

B E- i Rk
name String BAFPEARFFIBREZIR

£k 5-738 mappings.rules.local.group

B il RR
name String B IBRAPEARSHFRERAFA

2 5-739 mapping.rules.remote

¥ SR iR

type String FRIdPHTE ( SAMLIINY ) 1D token ( OIDCHf
i) FRIEHE.

any_one_of Array of BMARMEFRESIEEEAER, FHRERR

strings 8, REERGERTFlocallRPHI H1F . ER—
remote#4BitES, any_one_of5not_any_of
BiF, MEEZES—, FEEIHES,
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F—EBINE
AP &%

5 API
2% SRR fik
not_any_of Array of MABHETFAESIEEESERN, FiREMR
strings B, REEFREEATlocallRAAI ST o
not_any_of5any one ofBEff, MEEZIEE—
1, FEERAHES.,
=GNl
EHTBRET
PATCH https://iam.myhuaweicloud.com/v3/OS-FEDERATION/mappings/{id}
{
"mapping": {
"rules": [
"local": [
{
"user": {
"name": "LocalUser"
}
b
{
"group": {
"name": "LocalGroup"
}
}
1
"remote": [
{
"type": "UserName"
b
{
"type": "orgPersonType'
"not_any_of": [
"Contractor",
"Guest"
1
}
1
}
1
}
}

e Mz 73~ 51
K& 200 BF:
BERIN

{
"mapping": {
"rules": [

"local": [

{

"user": {
"name": "LocalUser"

}

B

{
"group": {
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APl &% 5 API
"name": "LocalGroup"
}
}
1
"remote": [
{
"type": "UserName"
b
{
"type": "orgPersonType'
"not_any_of": [
"Contractor",
"Guest"
1
}
1
}
1
"id": "ACME",
"links": {
"self": "https://iam.myhuaweicloud.com/v3/OS-FEDERATION/mappings/ACME"
}
}
}
IR[EE
REE ik
200 BRI
400 ST .
401 NI S
403 IREERENIR
404 REKEENAER
405 AREFNTEE
409 BRI,
413 BEREI K,
500 REBARSS IR
503 RS AR
xS
7
5.13.3.5 fHpkansd
IhgeNn4A
ZEOTLIBTFEERMERRET
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BH—BDINIE

AP| &%& 5 API
ZE O LAMEREBXIFAIEndpointFIE B X idAYENdpointi@E .. IAMBIEndpointi’
%m: i&z*u%iﬁ‘ﬁ-ﬁlu\o
i
RB]LATEAPI ExplorerdriEidiziE.
URI
DELETE /v3/OS-FEDERATION/mappings/{id}
x 5-740 IR128#
2¥ 2 | ¥R %
id 2 String FFAHBRAYBRETID o
BREH
K 5-741 153K Header 2#
84 BE W% 25 | Bk
i)
Content-Type | @ String | iZ=FERNEIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | ihiEI$hE, EEBFPHSMH. XREE
B,
tokenFTFBEINRIES ISR
R3S
7c
=Rl
fRIpR AR ES o
DELETE https://iam.myhuaweicloud.com/v3/OS-FEDERATION/mappings/{id}
I Rz 7~ 51
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BH—BDINIE

N 5 APl
IREHE

REE R

204 fIBRARTH

400 ST

401 AR

403 IREEENR

404 REKEENAER

405 AREFNTGE,

413 BRI K

500 AEBIRSS IR

503 RSB

=Sl
7

5.13.4 MY

5.13.4.1 =EHNIIE

INEEN4A
ZEOT L BETFEamNGIE.
ZEOTLMER2B XIGAIEndpointFIE Xt HIEndpointiB A . IAMAJEndpointis
2N WRILIRTR.
it
1RALATEAPI ExplorerdriidiziEOl,
URI

GET /v3/OS-FEDERATION/identity_providers/{idp_id}/protocols

% 5-742 BBIZS¥

2% = | ¥R 7
idp_id 2 String SH1RHrEID,
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F—BBINE
AP &% 5 AP

IERSH

2 5-743 153K Header 2%{

8% BE W% 2% | #Hk
i)
Content-Type | =2 String | iZ=FERABIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | HE1<SHE, FAERAPHNEM . NIREE
=
tokenPTFRAXPRIE S WHZAIR »

i Rz S4L

% 5-744 TN Body ¥
2% SR ik
links Object RRIHZER
protocols Array of MXERIIZE.

objects

R 5-745 links
2% SR fHiA
self String R pEEHEL
previous String BI—ePEERIRPEEIBIE, AFERT AUl
next String E—SRE R R R, AFEERT Snull,

2R 5-746 protocols

2% SR fiA

id String tMXID,

mapping_id String BREFID

links Object MYBIRRIHEER. .
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APlI &%

5 API

iBERTA

il iz 73~ 451

R[EE

2K 5-747 protocols.links

2% S¥RT RR

identity_provi | String = g ] SR E LR

der

self String RIRSEZAL
RISV

GET https://iam.myhuaweicloud.com/v3/OS-FEDERATION/identity_providers/{idp_id}/protocols

REEJ 200 AY:
=R

{
"links": {
"self": "https://iam.myhuaweicloud.com/v3/OS-FEDERATION/protocols",
"previous": null,
"next": null
%
"protocols": [
{
"mapping_id": "ACME",
"id": "saml",
"links": {
"self": "https://iam.myhuaweicloud.com/v3/OS-FEDERATION/identity_providers/ACME/protocols/
saml",

ACME"

BEHE R

200 BRI

400 ST

401 INESM

403 ILERIENR
404 RIKFENAYER
405 RARVFRITTIE

413 BERAEIT K,
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APl &% 5 API
REIE )%
500 AEBIRSEEI= -
503 IRSAATH.
S
¥

5.13.4.2 EEIGFIE

INgeN A
ZEOTLABFEEMGES-
1%;&]71«11@55%%IZiIEI’JEndpomt%I] L fth X iA9EndpointiElFE . IAMBYEndpointis
s XMNRETR.
it
RA LATEAPI ExplorerdriElifiziEOl,
URI
GET /v3/OS-FEDERATIONY/identity_providers/{idp_id}/protocols/{protocol_id}
% 5-748 IRRB¥
2% 2 | ¥R R
Wik
idp_id = String BpIRHEID,
protocol_id 2 String FERAIMNID,
IBREH
%% 5-749 53K Header %{
el =A%k S | @k
St}
Content-Type | @ String | IZ=FERIBIES “application/
json;charset=utf8”
X-Auth-Token | 2 String iHI‘E_I%\HE‘?, AEEFPNEm .. NREE
tokenﬁﬁﬁaWBE BS ISR,
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BH—BDINIE

AP| &% 5 API
e
% 5-750 IR Body 2%
B2Y e el R
protocol Object XER.
Z 5-751 protocol
e SHRT R
id String XD,
mapping_id String BRETID,
links Object XA RIHEEE
2 5-752 protocol.links
2% S¥RT R
identity_provi | String BNREERIRIR IS
der
self String RIRSEEL
=]
EFHNER.

Ml iz 73~ 451

GET https://iam.myhuaweicloud.com/v3/OS-FEDERATION/identity_providers/{idp_id}/protocols/{protocol_id}

RZ&BF 200 A
TEKBE o
{

"protocol": {
"mapping_id": "ACME",
|lidl|: "Saml"’

"links": {

saml",

"identity_provider": "https://iam.myhuaweicloud.com/v3/OS-FEDERATION/identity_providers/ACME"
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H—BDINIE

APl &% 5 API
REHE
RENE HhiR
200 BRI
400 ST
401 INIESETY o
403 RERIESUR .
404 RRFBMRVETR
405 ARG IE.
413 BRIRE K,
500 AEPIRSEIR -
503 RSZAAIR .
IHI=E
7
5.13.4.3 ;EAY
IHEENA
ZEOTUBTFERRECIZSMIRMEERE, BIMKBEIE—BDRHE.
ZEOTLER£BXIEAEndpointFIE M XIFHAIEndpointiAA . IAMAJEndpointis
20 WRINKREDSE.
Wil
R0 LATEAPI ExplorerdifEiiziE .
URI

PUT /v3/OS-FEDERATION/identity_providers/{idp_id}/protocols/{protocol_id}

% 5-753 BRIZSH

8% =E | BHEE 1
WA
idp_id 2 String SMHREEEIR.
protocol_id = String FHEMAINYID . ZFERAB A
“saml” @ “oidc” ,
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H—BDINIE

AP| &% 5 API
IBREH
3 5-754 153K Header &%
B8H =E | B R
D
X-Auth-Token | 2 String BIaShE, AEEFINSM . NREE
B,
tokenPT RN PRIE S AR »
= 5-755 153K Body &%
8% =E | BHEE ik
WA
protocol 2 Object MYER. .
2k 5-756 protocol
2% 2E | sHEE A
WhiE
mapping_id & String BRESID ., SHDIRMHRSZEEN
iam_user_ssofif, FFEEHBEMETID,
TRENFE; BNIFERXKIE,
MRy 2S48

& 5-757 i Body %4

2 et et ik
protocol Object XER .
2 5-758 protocol
2 et et ik
id String MYID, ZFEBABAH “saml” 3% “oidc” .
mapping_id String BRETID,
links Object XA RIERHEER
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APl &%

5 API

iBERTA

e Rz 7~ 45

)

2 5-759 protocol.links

el SRR R
identity_provi | String BN1REERYRIR S
der
self String AP LIS eI RN |
ERR NN o
PUT https://iam.myhuaweicloud.com/v3/OS-FEDERATION/identity_providers/{idp_id}/protocols/{protocol_id}
"protocol": {
"mapping_id": "ACME"
}

}

R/ 201 B

15K -
{
"protocol": {
"mapping_id": "ACME",
"id": "saml",
"links": {
"self": "https://iam.myhuaweicloud.com/v3/OS-FEDERATION/identity_providers/ACME/protocols/
saml",
"identity_provider": "https://iam.myhuaweicloud.com/v3/OS-FEDERATION/identity_providers/ACME"
}
}
}

REHE R

201 BRI

400 ST

401 TANIESETY

403 IRBIRIEIR

404 REFEN AR -
405 RARVFRITTIE

413 BRAFIT K

500 AERARSSTRIR -

503 RS AR
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AP &%

5 API
L
7
5.13.4.4 SEFFHMY
INRENTA
ZEOTBTFEEREHMNY .
ZiEOLAMER 2B XIFAYEndpointF lE M X IFAYENdpointiEFE . IAMBYENndpointis
2l WXL ETR.
it
1ZA LATEAPI ExplorerdriElifiziEOl,
URI
PATCH /v3/OS-FEDERATION/identity_providers/{idp_id}/protocols/{protocol_id}
% 5-760 B2
2% 2 | ¥R )
idp_id 2 String SRR MR,
protocol_id = String FEHAIEMNID,
=P
2K 5-761 153K Header 2#{
24 2E | s¥Ess R
WA
X-Auth-Token | 2 String BIAShE, FEAPNED . SEREE
=
tokenFT BN PRIES WIEHIR
% 5-762 153k Body &%
2H 2 | ¥R )
whik
protocol 2 Object IER
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F—EBINE
AP &%

5 API

2k 5-763 protocol

IvES 't

2% SR iR
identity_provi | String SP1REERYRIR s
der
self String AP LIS eI RN |
=GNl
BN o

2% 28 | 5% ik
WhisE
mapping_id & String BRESID ., BHDIRMRESZEE S

iam_user_ssofid, AFEE4PEMETID,
TEENFE, BN FERWE,

% 5-764 g Body 2%

2% SR fHiA
protocol Object XER.
& 5-765 protocol
2 S ik
id String XD
mapping_id String BRETID,
links Object XA RIHEEE

& 5-766 protocol.links

PATCH https://iam.myhuaweicloud.com/v3/OS-FEDERATION/identity_providers/{idp_id}/protocols/

{protocol_id}
{

"protocol": {

"mapping_id": "ACME"
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F—EBINE
AP &%

5 API

Nl Mz 73~
R7&EEL7 200 AF:

ERAEI
{
"protocol": {
"mapping_id": "ACME",
il
"self": "https://iam.myhuaweicloud.com/v3/OS-FEDERATION/identity_providers/ACME/protocols/
ik "identity_provider": "https://iam.myhuaweicloud.com/v3/OS-FEDERATION/identity_providers/ACME"
}
}
IR[EHE
IREHE R
200 BRI
400 SHIH
401 INIERTY
403 IRBEREINR .
404 RKENERAVEIR o
405 RAFHTE
409 BRI,
413 BRI K
500 MEBIRSS IR
503 RSAAE.
$HIR0
7
5.13.4.5 BRI
ThEEN 4R
iZiEOR LA FEE R MR
ZEOFLMER2B XIgAYEndpointFIE B XigtAYEndpointi@ A . IAMBYEndpointis
20 MXMRRTR.
it

RE]LATEAPI ExplorerdiEidiziE.
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BH—BDINIE

APl &% 5 API
URI
DELETE /v3/OS-FEDERATIONY/identity_providers/{idp_id}/protocols/{protocol_id}
% 5-767 IRIZSH
2% =8 | SR A
idp_id 2 String SHREEER.
protocol_id = String FFMBRAOIMYID
IBREH
K 5-768 153K Header 2
84 BEWYIE sH |
i)
Content-Type | @ String | IZ=FERNEIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | i5iEI<$RE, EFEBEFPHEMD . BIREE
B
tokenFrEEINPRIES DI AUR o
R3S
7o
iI=P ]
FRIBRIMN o
DELETE https://iam.myhuaweicloud.com/v3/OS-FEDERATION/identity_providers/{idp_id}/protocols/
{protocol_id}
M pz 7~ A5
7o
R[EE
1R[EHE A
204 FRIBRARIH
400 ST
401 TAIERY .
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BH—BDINIE

APl &% 5 API
IREHE A
403 S BEREINR .
404 RILEIBRAYERR o
405 RRFNREE.
413 BRI K
500 MEBIRSS IR .
503 RSB AR .
e
7

5.13.5 Metadata

5.13.5.1 &ifj Metadata 34

TheeN 4
ZEO L BATFEEREASMHIREFESAZIAMPFRMetadatadl 4.
ZEOYTLER£BEXIEAEndpointFIE M XIFHAIEndpointiAA . IAMAJEndpointis
Sl WXMRED=.

55N
1 B] LAFEAPI ExplorerdhifiiizizE .

URI

GET /v3-ext/OS-FEDERATION/identity_providers/{idp_id}/protocols/{protocol_id}/
metadata

% 5-769 IRIZ&H

e 28 | &HEen Rk

WhisE
idp_id = String BSMniREEEIR.
protocol_id = String PMXID,
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F—EBINE
APl &%

5 API

IERSH

MR S4L

iERpl

N Rz~

2 5-770 153K Header 2%

2% AWk 2% | ER
il
Content-Type | @ String | iZ=FEREIES “application/
json;charset=utf8” ,
X-Auth-Token | 2

String gl‘lﬂé\ﬁﬁﬂ, EHERBPINSE . NREE

15N O

tokenfrENRIES WIEINIR .

% 5-771 O Body ¥

2H SHERE R
id String MetadatafdID,
idp_id String SMHREBEIR,
entity_id String Metadata3Z{4shfdentityDFER .
protocol_id String tMXID,
domain_id String HFREKSID,
xaccount_type | String KSXKR, FANT,
update_time | String S EHTMetadata S {4HIETE]
1588
UTCHYIE, AE=XAYYYY-MM-DD HH:mmiss
data String MetadataM 4IRS -
BifMetadataX {4,

GET https://iam.myhuaweicloud.com/v3-ext/OS-FEDERATION/identity_providers/{idp_id}/protocols/

{protocol_id}/metadata

HKEBH 200 A:

BRI
{

"domain_id": "d78cbac186b744899480f25bd022f468",
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"data": "<md:EntityDescript...",

"idp_id": "ACME",

"protocol_id": "saml",

"id": "11354739a6c940bc899fd9070ed1036d",
"entity_id": "https://idp.test.com/idp/shibboleth",
"xaccount_type": ""

REHE

REE ik

200 EXKEIN .

400 ST

401 NI,

403 RBIREBUR

500 AERIRSSHEIR o
EixfD

¥

5.13.5.2 &if] Keystone [ Metadata {4

ThEeN A
ZEO0 L BT &ifkeystonefIMetadataS {5,
1%;:EI_JLJ\1§FH£J%Ei:EE’JEndpomtﬂ] Lt X1AYEndpointi@A . IAMAJEndpointid
D XFAIRET R,
E3)5
IZRJLAFEAPI ExplorershifEidliziz [
URI
GET /v3-ext/auth/OS-FEDERATION/SSO/metadata
IBRESH

2 5-772 153K Header &%

B8H = Wi% 8% | ik
-]

unsigned & Boole | 2&EIRSAML2.0IEAI TTEEMES,
an 2\ A false,
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F—EBINE
AP &%

5 API

MR SEL

BRI

N Rz~

&ifKeystonefYMetadatadf4,

GET https://iam.myhuaweicloud.com/v3-ext/auth/OS-FEDERATION/SSO/metadata

R7Z&EL 7 200 A:
BEREIN

<?xml version="1.0" encoding="UTF-8"?>
<md:EntityDescriptor ID="Mc106d5b14b70a4945fa270d8b52d0ed" entitylD="https://
iam.myhuaweicloud.com" xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata">
<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256"/>
<ds:Reference URI="#Mc106d5b14b70a4945fa270d8b52d0ed">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature"/>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#sha1"/>
<ds:DigestValue>GmS+Nvta/AvNy4fE7dFID5D+P1U=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>|jRL...</ds:SignatureValue>
<ds:KeyInfo>
<ds:X509Data>
<ds:X509Certificate>MIIC...</ds:X509Certificate>
</ds:X509Data>
</ds:KeyInfo>
</ds:Signature>
<md:SPSSODescriptor WantAssertionsSigned="true"
protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol">
<md:KeyDescriptor use="signing">
<ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:X509Data>
<ds:X509Certificate>MIIC...</ds:X509Certificate>
</ds:X509Data>
</ds:KeyInfo>
</md:KeyDescriptor>
<md:KeyDescriptor use="encryption">
<ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:X509Data>
<ds:X509Certificate>MIIC...</ds:X509Certificate>
</ds:X509Data>
</ds:KeyInfo>
</md:KeyDescriptor>
<md:NamelDFormat
xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata">urn:oasis:names:tc:SAML:2.0:nameid-format:transient</
md:NamelDFormat>
<md:AssertionConsumerService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
Location="https://iam.myhuaweicloud.com/v3-ext/auth/OS-FEDERATION/SSO/SAML2/POST" index="0"
isDefault="true" xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata"/>
<md:AssertionConsumerService Binding="urn:oasis:names:tc:SAML:2.0:bindings:PAOS"
Location="https://iam.myhuaweicloud.com/v3-ext/auth/OS-FEDERATION/SSO/SAML2/ECP" index="1"
xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata"/>
</md:SPSSODescriptor>
</md:EntityDescriptor>
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APl &% 5 API
REHE

R[EE R

200 BRI

500 AEBERSZ IR

503 RSZARTH
BI=

¥

5.13.5.3 &\ Metadata 3{&

INEEN4A
ZEOTLUBTEERS A\MetadataX 4,
WSTEERBFRAIEINGERT, BEIEMetadataXESANFIIAMS, MetadataX {42
SAML 2.0FMXAERIEEON 4, S2paEOiiMERESR., ke EERIREN
1 VIdPRYMetadataSZfs,
ZEOLEREBXIGAIEndpointFIE B XIFAIEndpointiEFE . IAMBJEndpointid
2N WXLIETS.

i
1 a] LAFEAPI ExplorershiffliizizE.

URI
POST /v3-ext/OS-FEDERATION/identity_providers/{idp_id}/protocols/{protocol_id}/
metadata
+5-773 BRBH
8% =E | BHEE ik
idp_id 2 String SR RMEEIR.
protocol_id 2 String #XID,
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F—ERINE
AP &%

5 API

IERSH

2 5-774 153K Header &3

e EEWIE 2% | ER
E-Sit)

Content-Type | @ String | IZ=FERNEIES “application/
json;charset=utf8” ,

X-Auth-Token | 2 String | BIAISHE, FEBFSH . NRFEE
=,
tokenFrFBEARIE S WIFAIR

#& 5-775 15K Body %

B8Y =E | 5% R

Ay

domain_id 2 String FBRETEWSID,

xaccount_type | 2 String ZFERARRERKEFE, BAB
=,

metadata = String 1ZFER AP IdPRRSSE8AIMetadata X 4
RS

[ e

2% 5-776 [I Body &%

2% S¥RT R

message String SENERER

BRI
S AMetadata3 {4,

POST https://iam.myhuaweicloud.com/v3-ext/OS-FEDERATION/identity_providers/{idp_id}/protocols/

{protocol_id}/metadata
{

"xaccount_type": "",

"domain_id": "d78cbac186b744899480f25bd...",
"metadata": "<md:EntityDescript..."

}

i Rz73~51
REG S 201 B:
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SN,
{

"message": "Import metadata successful"

}

IR[EHE

R[EE R

201 SINAR

400 SHIH.

401 AR

403 IRBIRIEIR

500 AEBIRSS IR
$HIR6S

7

5.13.6 Token

5.13.6.1 FRENEAFBIAIE unscoped token(IdP initiated)

IheeN 4
ZiZORLABTFEEIdP initiatedBYBXFRIAIE 5 T3REX unscoped token,
Unscoped token R EEFAREEMN, BT E(FERHunscoped tokeniBid1Z O 3RENEXFI Y
IG5 a2 8F0securitytokensKEXIGET 5182 $BF0securitytoken, [S£E{EARIAENEIRY
GRS IaZZ$EF0securitytokenfEAEIE A I =ARSS -

ZEOYTLMER 2B XIEAEndpointfIE B XIFHAIEndpointiAA . IAMAYEndpointis
Sl XNREDR.

AR

o ZIEONIFIESSITMER, FTEEFIREMIP initiated AIBEFBHAIES UIXENSAMLResponse,
FERFN SRR P EIEAIS I, FKEunscoped token,

I
1ZBLATEAPI ExplorerdrifidizizOl.

URI

POST /v3.0/OS-FEDERATION/tokens
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F—EBINE
API &% 5 AP

IERSH

&K 5-777 153K Header 2

2% BEWI%K 2% | @k
St
Content-Type | 2 String | B iRy /RN e R B EHIERY

AR EARSSIRIESAMLResponseS £, i
ZFERFEREINT: application/x-
www-form-urlencoded

String | BPIRMHEID,

i

X-Idp-Id

X 5-778 153K formData &%{

B8Y EEWI%E ¥ |
i)
SAMLRespons | 2 String | FEIdPINIERLINEIR EIRIIERIAK
e
SAMLResponse kBN A T :

1. TENSSSRAIHBUEF=E N FFkEE5%EE: https://idp.example.org/idp/profile/SAML2/
Unsolicited/SSO?providerld=iam.example.com,

2. idp.example.org : IDPmetadata® fentitylD;
iam.example.com : SPmetadatadr¥kEXHYentitylD,
3. IZEEENHIASMIRMUBERNE, RIESERARSNHIUFHERE (5%

BER) , BEER, BMANIERERGKRF12, BHIMEREaccept. NTEFT
RHIPOSTHSRENSAMLResponse,

5-7 ¥XEY SAMLResponse

<« i /au Al 0 L2/POST a#x @

------------

SAML Response
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APl &% 5 API
ID)VE=S5't
2R 5-779 Iy Header 2§
8% SR ik
X-Subject-Token String 2 EM%unscoped token,
2 5-780 Wi Body 2%
e SHRT R
token Object BXFBIAIEAYunscoped tokenfE & .
K 5-781 token
2% SR fik
issued_at String tokenfF=4ERT(E] .
588
UTCHYE, #&=£IYYYY-MM-DDTHH:mm:ss.ssssssZ,
RHAFOA RS & BRISO-8601, 4N:
2023-06-28T08:56:33.710000Z ,
expires_at String tokenZHAATE
588
UTCETE, #&ZLAYYYY-MM-DDTHH:mm:ss.ssssssZ,
HERFNAYEIE& XS HRISO-8601, 4N:
2023-06-28T08:56:33.710000Z ,
methods Array of KRENtokengI5 = -
strings
user Object $REXtokendIAHFE B

=& 5-782 token.user

2% SR A

domain Object FFFIERSER.
id String FFID,

name String FBR&R,

Os- Object BFREMINEER.
FEDERATION
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BH—BDINIE

APl &% 5 API
2K 5-783 token.user.domain
2% ST RER
name String BFREKSE.
id String FFFEWSID,
K 5-784 token.user.OS-FEDERATION
2% SR R
groups Array of FFAERIIZE.
objects
identity_prov | Object BHREBER.
ider
protocol Object IPRE=R
2k 5-785 token.user.OS-FEDERATION.groups
8% SR A
id String FAF4EID,
name String FFEZFR
2k 5-786 token.user.OS-FEDERATION.identity_provider
2% SR fHiA
id String B MEID,
& 5-787 token.user.OS-FEDERATION.protocol
2% SR f#iA
id String #MXID o
=Nl
SRENEXFRIAIEunscoped token(ldP initiated) o
POST https://iam.myhuaweicloud.com/v3.0/OS-FEDERATION/tokens
SAMLResponse=PD94b...
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N Rz 7~

K& J9 201 B
BRI

IR Header2%]:
X-Subject-Token:MllatAYJKoZlhveNAQcCollapTCCGqECAQEXDTALB...
R BodyS#:

{

"token": {
"expires_at": "2020-02-13T14:21:34.042000Z",
"methods": [
"mapped"

1
"issued_at": "2020-02-12T14:21:34.042000Z",
"user": {

"OS-FEDERATION": {

"identity_provider": {
"id": "ACME"

T

"protocol": {
"id": "saml"

T

"groups": [

"id": "062a22601502cec4a23ac0084a74038f",
"name": "admin"
}
1
1
"domain": {
"name": "lJAMDomain",
"id": "06ba0970a097acc0f36c0086bb6cfe0"
1
"name": "FederationUser",
"id": "LdUTYSC7zmJVlic3yaCbLBXDxPAdDxLg"

)

REE ik

201 BRI .
400 ST

401 TANIESETY o
403 ISERIENR
405 RRVFRITTIE
413 =R SO NS
500 AERARSS TRIR
503 RS ARIA.
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=
%

5.13.6.2 SKENEXFBIAIE scoped token

INeEN A
ZiEOn LA BT @ EFRAIE S T3kEXscoped token,
NTEFNLEER, FENEIKEscoped token, sEFZUEEFR(FRunscoped token
81T £ CI3RENEXHB A FRYIGRS 512 % $BfIsecurity tokenREX G AT 15 18) 25 5540
securitytoken, JS£E{ERIRENEIRYIGATIERZE AFsecuritytokenfEAFIEBIT =R
2
FJ o
ZEOLEREBXIGAIEndpointFIE B XIFHAIEndpointiEFE . IAMBJEndpointid
2N WXILIEP R
U
1 B] LAFEAPI ExplorershiffliizizE .
URI
POST /v3/auth/tokens
IBREH
K 5-788 153K Header 2#
B84 2E | sHen Rk
WA
Content-Type | & String ZFERABIEN “application/
json;charset=utf8” ,

3 5-789 153k Body &

8% =E | BHEE R
WA
auth 2 Object INIEHEE..
Z 5-790 auth
8% =E | BHEE ik
WA
identity 2 Object INIESEL,
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https://developer.huaweicloud.com/endpoint?IAM
https://console.huaweicloud.com/apiexplorer/#/openapi/IAM/doc?api=KeystoneCreateScopedToken

H—BDINIE

APl &% 5 API
2% =E | 5% fiik
A%
scope = Object tokenfY{ERFEE, BUEIprojectsy;
domain, —iE—BPA],
£ 5-791 auth.identity
e =R | SHEE ik
WA
methods 2 Array of INIER X, ZFEBRER “token” .
strings
token = Object EX#Bunscoped tokendIEE .

K 5-792 auth.identity.token

2% =E | 5%EE ik
WhIE
id = String EXFBunscoped tokenfyID,
£ 5-793 auth.scope
2% =E | &% ik
WhIE
domain & Object BYEadomainld, FRIXEXAItokend]
LABSXiE{E, domainxz#FidFlname,
“ik—B0A],
project B Object BEU{EIprojectt, FIAENHItoken{XEE
ihiEtEEproject FRYRIE, projectszfF
id¥Iname, —i%&—BNA],

2K 5-794 auth.scope.domain

2% 2E | s R
WhIsE
id S String KSID, id5name—i%&—ENA],
name S String WS, id5name—i%&—ENA],
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APl &% 5 AP

2K 5-795 auth.scope.project

¥ =E | 5% i35

WA
domain & Object IMBREWS, {EAnamefdW4iE,
id =S String IRBID, id5namei%—BNAT,
name & String InB&, id5name_i%&—BNHE],

2K 5-796 auth.scope.project.domain

el =5 | SRR R

IAY
id S String WSID, id5namei&—ENAT,
name B String KS5%, id5name—i%&—RlA],

e
K 5-797 i Header 3
8% SRR R
X-Subject-Token String &2 E9scoped token,

% 5-798 lui; Body 2%

2 e et 15
token Object BXFBIAIEAYscoped tokenfE &,

2 5-799 token

2H SHE iR
methods Array of $KREXtokenBI A o
strings
expires_at String token T HARY(E]
588

UTCHEFE), #&ZLAYYYY-MM-DDTHH:mm:ss.ssssssZ,
HERFNAYIEE& XS HRISO-8601, 40:
2023-06-28T08:56:33.710000Z ,
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F—BBINE
AP &%

5 API
2% SR fik
catalog Array of REFERER
objects
domain Object sREXtokenfIBBFFTERNKSEE . AN5RIKEY
tokenAfiEK{AHbscope&#i& & Hdomain, MR
EliZ=EE
project Object iREXtokenAIABFFREIKSRIMEE R . ANRIKE
tokenBJiEK{AFscopeSEIZE Sproject, MiR
EliZ=EE
roles Array of tokenBIRIZE -
objects
user Object $REXtokenfIAHPEE .
issued_at String token N &A1&,
588
UTCHYE, ¥&XHIYYYY-MM-DDTHH:mm:ss.ssssssZ,
HEFFNRdiEEAE U S881S0-8601, 4N:
2023-06-28T08:56:33.710000Z ,

& 5-800 token.catalog

8% SR A
type String ZZEOMERS
id String fR$ZID,
name String RSB BFR,
endpoints Array of BimT R
objects
# 5-801 token.catalog.endpoints
2% SR fHiA
url String ZimTI mAJURL,
region String KT mEXE.
region_id String KinTRrEXIHID,
interface String EOEE, iEE AMEOEZEET AT . B
A “public” , FRZEOARFEO.
id String LiHTRID,
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BH—BDIAIE

APl &%& 5 API
% 5-802 token.domain
¥ S¥R A
name String IIS=E =18
id String K=ID,
2k 5-803 token.project
2% SR ik
name String mB&.
id String InHID,
domain Object IMEMRERSER.
2K 5-804 token.project.domain
2% SR R
name String RS,
id String KSID,
2 5-805 token.roles
2% SR fHiA
name String BPRBEFR
id String WPRID ., ENAERF0, JEELANPRID,
% 5-806 token.user
28 SHERE R
domain Object HRFPFrIEKS{EE .
0S- Object BFREDIAIE SR .
FEDERATION
id String FERFID,
name String BFR&Z.
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H—BDINIE

APl &% 5 AP
2H SHARTY iR
password_exp | String FIdEARYE, 7 RRERDAIEH,
ires_at =12

UTCRTE], %=L YYYY-MM-DDTHH:mm:ss.555555Z ,
HHEAFNAY E&E X £ 88150-8601, 40:

2023-06-28T08:56:33.710000Z ,

3£ 5-807 token.user.domain

2% S¥RT T
name String BFEKRS &R,
id String FFFTEWSID,

2 5-808 token.user.OS-FEDERATION

8% e et fiik

groups Array of HAPFAEFEESIER.
objects

identity_prov | Object SMHIREBER.

ider

protocol Object XER.

2K 5-809 token.user.OS-FEDERATION.groups

2% S¥RT RR
id String FIF4HID,
name String FFRBEFR,

2 5-810 token.user.OS-FEDERATION.identity_provider

28 SRR 735
id String SRIRHEREID,
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F—ERINE
AP &% 5 AP

& 5-811 token.user.OS-FEDERATION.protocol

25 S¥ERE iR
id String XD,

=GNl
SRENEXFRIAIESscoped token,

POST https://iam.myhuaweicloud.com/v3/auth/tokens

"auth": {
"identity": {
"methods": [
"token"
1,
"token": {
"id": "MllatAYJKoZlhveNAQcCollapTCCGqECAQEXDTALB..."
}
h
"scope": {
"domain": {
"id": "063bb260a480cecc0f36c0086bb6c..."
}
}
}
}

il Mz 73~
R8T H 201 B:
BUERRIN

N Header&#:
X-Subject-Token:MllatAYJKoZlhveNAQcCollapTCCGqECAQEXDTALB...
MRBodyS%:
{
"token": {
"expires_at": "2020-02-13T14:21:34.042000Z",
"methods": [
"token"
1

catalog": [

"endpoints": [
{
"id": "d2983f677ce14f1e81cbb6a9345a107a",
"interface": "public",
"region"; ",
l|region_id|l: l'-kH,
"url": "https://iam.cn-north-1.myhuaweicloud.com/v3"

}

"id": "fd631b3426cb40f0919091d5861d8fea",
"name": "keystone",
"type": "identity"
}
1
"domain": {
"id": "06aa2260a480cecc0f36c0086bb6cfe0",
"name": "IAMDomain"

h
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"roles": [
{
llidll: I|Oll'
"name": "te_admin"

"id": "0",
"name": "secu_admin"
}
1
"issued_at": "2020-02-12T14:21:34.042000Z",
"user": {
"OS-FEDERATION": {
"groups": [

"id": "06a2a2260bb00cecc3f3ac0084a74038f",
"name": "admin"
}
1
"identity_provider": {
"id": "ACME"
T
"protocol": {
"id": "saml"
}
1
"domain": {
"id": "062a2260a480cecc0f36c0086bb6cfe0",
"name": "IJAMDomain"
1
"id": "LdQTDSC7zmJVlic3yaCbLBXDxPAdDxLg",
"name": "FederationUser",
"password_expires_at": ""

}
}
}
IR[EE
IR[EHE R
201 BUEERYIN
400 ST
401 INIERML
403 R BEREINR .
404 FRILEIBRAYERR o
500 AEBIRSS IR
503 ARSI
=Sl
7
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5.13.6.3 3XEVEXFBIAIE token(OpenID Connect ID token A=)

ThEEN 4B
iZEO T LABF®IZOpenID Connect ID token 5 HFKENEXFRIAiEtoken
HEERRBdiZE O kElunscoped token, F{#ERAunscoped tokeni@id#z 1ZRENEXFS
BAFPRIEEEa2E e securitytokensRERIGHT 510125 $HF0securitytoken, fELE(FRR
BRI IERT 82558 securitytokenfE R EIE A A =ARSS o
iz O] LAMERAEBXIFAIEndpointFIE B X iatHYEndpointi@E .. IAMBJEndpointi&
sl XNREDR.

i
RALATEAPI ExplorerdriEidiziEOl,

URI
POST /v3.0/OS-AUTH/id-token/tokens

IBRBH

2 5-812 153K Header 2H

8% =E | BHEE 1
WhiE
X-1dp-Id = String BH1REmRID,

Z 5-813 53K Body £2#{

2% = | sEEEn 3%
Wik
auth = object BRauthSEEE .

2 5-814 GetldTokenAuthParams

2% =8 | sfEs iR
Wik
id_token 2 object B53Kid tokenZE*lE .
scope B object i5xKscope2HiFtE, PRFIFKELtokenfy
WIREE . AMELFER, $KBXunscoped
toke,
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BH—BDINIE

APl &% 5 API
2K 5-815 GetldTokenldTokenBody
2% =E | ¥ ik
WA
id 2 String id_tokenf9{E, id_tokenmE{>)MlIdPHS
2, BEERHARB0nER. 55ER
Ml IdP3ZAE T #R3REXId_tokenBY 75 i
£k 5-816 GetldTokenldScopeBody
2% =E | sHEE faik
WA
domain & object domain scopei¥fg, Sproject—i%k—,
project & object project scopeiFts, Sdomain—iE—,
£ 5-817 GetldTokenScopeDomainOrProjectBody
2¥ =E | 5% ik
WA
id & String domain idsi & project id, Sname=FE&
ELFE
name & String domain name&{ & project name, 5id
FREDEE—.
=S

RZESREH 201 B

& 5-818 i Header £%f

8% SRR ik
X-Subject- String EHZE89Token,
Token
& 5-819 KL Body %
2% SHRT R
token object SRENEItokeniF E o
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2% 5-820 token

2% SHRT iR
expires_at String ITHAAYE
588

UTCHYE, #&ZLHYYYY-MM-DDTHH:mm:ss.ssssssZ,
HERFNRT AR 2 081S0-8601, ¥0:
2023-06-28T08:56:33.710000Z,

methods Array of $REXtokend95 T, BXFRFIFEAIAJImapped,
strings
issued_at String 4 REATIE .
1588

UTCRTIE], & AYYYY-MM-DDTHH:mm:ss.sss555Z,
HERFNRT AR 2081S0-8601, ¥0:
2023-06-28T08:56:33.710000Z,

user object BRiFE.
domain object HPIEFEB.
project object IMB#1E, {XiExKscopefIprojecthd, R[EILEXT
K,
roles Array of B/ RIS,
objects
catalog Array of catalogiFia.
objects

2 5-821 token.user

2¥ SR fHiA

Os- object EXFBFH P useri¥ls .
FEDERATION

domain object HEFFS.

id String FAFid.

name String BFR&Z.

2% 5-822 token.user.OS-FEDERATION

8% e Bt fik
identity_prov | object SHREFEFES.
ider

protocol object IPSEIR
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H—BDINIE

APl &% 5 API
2% SRR fHiA
groups Array of FFHFE.
objects

£k 5-823 token.user.OS-FEDERATION.identity_provider
2% ST A
id String S RMEId.

& 5-824 token.user.OS-FEDERATION.protocol
2% e it ik
id String thixid .

2K 5-825 token.user.OS-FEDERATION.groups
2% SR R
id String FIF4Hid .
name String BRFRABE,

2 5-826 token.user.domain
2¥ e el fiHiA
id String fHFid,
name String s Sz

2 5-827 token.domain
2% SR RER
id String fARFid,
name String iz k=N
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2K 5-828 token.project

2% SR iR
domain object PR
id String InHid,
name String I SE=
%t 5-829 token.project.domain
¥ S¥R A
id String FHFid,
name String BRE,
%% 5-830 roles
8% SR A
id String BPRid o
name String PR o
< 5-831 token.catalog
2% SR fHiA
endpoints Array of BiIRTIR o
objects
id String AR331D,
name String RS EFR,
type String ZEOMERS
£k 5-832 token.catalog.endpoints
2¥ SR R
id String #imTIRID
interface String EORE, mAEOmzZinm = iitE. E
A3 “public” , FRZEORAAFED.
region String Kin T =AEXE.
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APl &% 5 API
28 SR A
region_id String KinT =T EXIHID
url String 2T mAYURL,

£k 5-833 CataloglInfo

2% SR f#iA

id String ZimT=ID,

interface String BEOEE, fAEOEmzZinm =i, E
A3 “public” , FRZEOIRFEO.

region String Zim T RATERX .

region_id String KT RrEXiID,

url String i MAYURL,

BRI

o FRENEXIRIAIEproject scoped token
POST /v3.0/0OS-AUTH/id-token/tokens

{
"auth" : {
"id_token" : {
"id" : "eyJhbGciOiJSU..."
2
"scope" : {
"project" : {
"id" : "46419baef4324...",
"name" : "cn-north-1"
}
}
}
}

o FREYEXFRIAIEdomain scoped token
POST /v3.0/0OS-AUTH/id-token/tokens

{
"auth" : {
"id_token" : {
"id" : "eyJhbGciOiJSU..."
j?
"scope" : {
"domain" : {
"id" : "063bb260a480...",
"name" : "IJAMDomain"
}
}
}
}

e ¥%BXunscoped token
POST /v3.0/0OS-AUTH/id-token/tokens
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5 API

N Mz 73~ 51

"auth" : {
"id_token" : {
"id" : "eyJhbGciOiJSU..."
}
}
}

RSB S 201 B:
BIERIN .

{
"token" : {
"expires_at" : "2018-03-13T03:00:01.168000Z",
"methods" : [ "mapped" ],
"issued_at" : "2018-03-12T03:00:01.168000Z",
"user" : {
"OS-FEDERATION" : {
"identity_provider" : {
"id" : "idptest"
b

"protocol" : {
"id" : "oidc"
by
"groups" : [ {
"name" : "admin",
"id" : "45a8¢8f..."
]
h?
"domain" : {
"id" : "063bb260a480...",
"name" : "IJAMDomain"
2
"name" : "FederationUser",
"id" : "suvmgvUZc4PaCOEc..."
}
}
}

REBH 400 AY:
ST
{

"error_msg" : "Request body is invalid.",
"error_code" : "IAM.0011"

}

KBS 401 B

NN

{
"error_msg" : "The request you have made requires authentication.",
"error_code" : "IAM.0001"

}

KRS F9 403 B

IRBERIENIR

{

"error_msg" : "Policy doesn't allow % (actions)s to be performed.",
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AP| & 5 AP
}"error_code" : "IAM.0003"
KZE8879 404 A
RILZERAVER
{
"error_msg" : "Could not find %(target)s: %(target_id)s.",
}"error_code" : "IAM.0004"
RSB 500 A
RENIBRE
{
"error_msg" : "An unexpected error prevented the server from fulfilling your request.",
}"error_code" : "IAM.0006"
KB
RSB R
201 BUERRIN
400 ST
401 TAIERY .
403 IREERENR
404 REKEENAER
500 RBERERE
el
BESIEIRE.

5.13.6.4 FREXVEAFBIAIE unscoped token(OpenlD Connect ID token /53)

ThREN A

iZEO T LUBFi®Iid OpenlD Connect ID token/5 TXFRENEXFRIAEunscoped token,

Unscoped tokenAgERAREN, BT EEAunscoped tokeni@id i OFRENEXF A AY
ImATi5 2 $EF0securitytoken3REX ImAT 151825 $8F Nsecuritytoken, [SLE{EFERENZEIAY
If&RTiAE) R4 FsecuritytokenfE R EIEA A =ARSS -

ZE O LAMERAEBXIFAIEndpointFIE B X itHYEndpointi@E .. IAMBIEndpointi’
S XMBHET .

i

RE]LATEAPI ExplorerdiEiiziE.
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H—BDINIE

AP| &% 5 API
URI
POST /v3/OS-FEDERATION/identity_providers/{idp_id}/protocols/{protocol_id}/
auth
2 5-834 BIZSH
el = | %R (2202
Wik
idp_id 2 String SHREEER.
protocol_id = String timXid,
IBREH
2 5-835 153K Header 2#
2H 2 | ¥R )
05V
Authorization | 2 String OpenID ConnectS{p 12 HEFAIID
Token, t&={/9Bearer {ID Token},
V254

RSB F 201 B:

2% 5-836 Mg/ Header &4

8% SR ik
X-Subject- String EZEa9Token,
Token

£ 5-837 i Body £%{

2H SHE iR
token object SRENETtokeniF|E .
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F—EBINE
APl &%

5 API

2% 5-838 token

2% SHRT iR
expires_at String ITHAAYE
1588
UTCRHE], $&ZAYYYY-MM-DDTHH:mm:ss.ssssssZ,
R HAFOAY 282 881S0-8601, 10:
2023-06-28T08:56:33.710000Z,
methods Array of token3REXA T, BXFBIAMERAIAImapped.
strings
issued_at String 4 REATIE .
1588
UTCETIE, #&ZAYYYY-MM-DDTHH:mm:ss.sss555Z,
R HATOA 28 &881S0-8601, U:
2023-06-28T08:56:33.710000Z,
user object BFFE.
roles Array of B/ RIBES.
objects
catalog Array of catalogiFia.
objects
2K 5-839 token.user
2% SR R
Os- object BEXFBFA P useri¥ls .
FEDERATION
domain object HPEFEB.
id String FFid,
name String BFR&.

£ 5-840 token.user.OS-FEDERATION

2% SR R
identity_prov | object BSI1REEERS.
ider
protocol object IFIE
groups Array of FPEIFE.
objects
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https://www.iso.org/iso-8601-date-and-time-format.html
https://www.iso.org/iso-8601-date-and-time-format.html

BH—BDINIE

APl &% 5 API
2K 5-841 token.user.OS-FEDERATION.identity_provider
2% SR R
id String SpiHtrsid,.
2K 5-842 token.user.OS-FEDERATION.identity_provider
2% SR R
id String timXid
& 5-843 token.user.OS-FEDERATION.groups
2% SHRT iR
id String FBF4Hid,
name String BRFRABA,
2 5-844 token.domain
8% ST ik
id String fAFid,
name String HPE,
2k 5-845 token.roles
8% e et ik
id String PRid
name String R o
& 5-846 token.catalog
8% SRR fiik
endpoints Array of BIRTIR o
objects
id String AR331D,
name String RS EBFR,
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BH—BDINIE

APl & > API
2% SRR fik
type String ZEOERS .

2K 5-847 token.catalog.endpoints

2% SR ik

id String KinTRID,

interface String =0 é‘é i REOFZZRD RN, B8
A3 “public” , FRZEOARFHEO.

region String ZimT RFTEXE .

region_id String Lin T RFTEXIHID,

url String 2Zim T mAJURL,

=GNl
SRENEXFRIAIFunscoped token(OpenID Connect ID token /A=) .

POST https://{address}/v3/OS-FEDERATION/identity_providers/{idp_id}/protocols/{protocol_id}/auth

i Sz 73~
RSB 201 A:
BIEZRIN .

{
"token" : {
"expires_at" : "2018-03-13T03:00:01.168000Z",
"methods" : [ "mapped" ],
"issued_at" : "2018-03-12T03:00:01.168000Z",
"user" : {
"OS-FEDERATION" : {
"identity_provider" : {
"id" : "idptest"
b
"protocol" : {
"id" : "oidc"
b
"groups" : [ {
"name" : "admin",
"id" : "45a8c8f..."
]
2
"domain" : {
"id" : "063bb260a480...",
"name" : "IJAMDomain"
2
"name" : "FederationUser",
"id" : "suvmgvUZc4PaCOEc..."
}
}
}
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R7S6375 400 A
ST
{

"error" : {
"code" : 400,
"message" : "Request parameter 'idp id' is invalid.",
"title" : "Bad Request"
}
}

R&EHLH 401 B:
IANIESEI .
{

"error" : {
"code" : 401,
"message" : "The request you have made requires authentication.",
"title" : "Unauthorized"

}
}

R7&HL7 403 B:
IREIRERIR .
{

"error" : {
"code" : 403,
"message" : "You are not authorized to perform the requested action.",
"title" : "Forbidden"

}
}

R&HL7 404 B:
FEKEIBN TR
{

"error" : {
"code" : 404,
"message" : "Could not find %(target)s: %(target_id)s.",
"title" : "Not Found"
}
}

HKEmBH 500 A:
REFERIRE,
{

"error" : {
"code" : 500,
"message" : "An unexpected error prevented the server from fulfilling your request."
"title" : "Internal Server Error"

’

T

RSB 0%
201 SUZERIN .
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BH—BDINIE

APl % 5 API
RS R
400 ST,
401 INES
403 RBEIRERUR
404 FELBBRN IR
500 RENERE,
S
52 ERB.

5.13.7 liGBdi5i0)%5%A

5.13.7.1 ZRENEXFBA FPRYIGETIGI8)25H%0 securitytoken

TORENA

i

URI

iBREH

ZiEO] LA F@idunscoped token3k3REXIMATAK/SKFsecuritytoken, IIGATAK/SK
Flsecuritytoken@ R AL LLIAMBFHIIGESSESHE, BHARI7E15 #hZE 24/ \a
BERIEE, THIEEZEHIXR, IGRFAK/SKFIsecuritytokeniB{ERER/IMLER
i,

iz O] LAMERAEBXIFAIEndpointFIE B X iFAYENdpointi@E .. IAMBIEndpointi’
sl HXNRE TR,

(S FSRENEYIIGATAK/SKFIsecuritytokenfEEIE A A =ARSS, IIGATAK/SKFN
securitytokenf@&E W RRIATEER, 1BRELPFEZRI “x-security-token” FEZ, {FFH
BiEFEESE: (FHIGITAK/SKHES .

1ZA LATEAPI ExplorerdrifEiftizizOl,

POST /v3.0/OS-CREDENTIAL/securitytokens

K 5-848 153k Header 2%{

2% =E | B8 FR
Content-Type | 2 String Z=FERIEA “application/
json;charset=utf8” ,
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https://developer.huaweicloud.com/endpoint?IAM
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H—BDINIE

APl &% 5 API
2% =E | SR R
WHik
X-Auth-Token | & String BXFRIAIEAYunscoped tokenm] LUBETFEX-
Auth-Tokenzii&E>kBodyHY “token” &
#h, #EFBunscoped token RIETE
body{k, X-Auth-Token ( Z&Z i)
A& NNAYAuthorizationigskHeader ) #01
iHRkBodyHy “token” S EIRIHER
1w, SEEX-Auth-Token ( ZER15
[a)AT & INAYAuthorizationigskHeader )
A&,
7= 5-849 153K Body &4{
B8H =E | BHEE R
WA
auth 2 Object INIEHEE..
2 5-850 auth
8% =E | BHEE R
WHIE
identity = Object INIESEL,
2 5-851 auth.identity
B8Y =E | 5% R
WA
methods ! Array of INIERE, ZFERAS [ token"]
strings
token & Object IfERTiAiE) 224 FsecuritytokenAY B XK
HA,
policy B Object FARBENXKRIBRIEE, FFIRHIGREY

FIRY IR IAIa) 2 AR 0securitytokenI4Y
R ( HBI{XOBSERS ZIFHZRH ) »
MMSRES IS, WiskdihiazEA%0
securitytokenf9t RS9 : ERETokenEHHY
R FRFNpolicy SEPRFIAIPRIZEE -
policy BEIIFHFNEAKT 2048,
XFIAMEIAMERFNE L, BEE: K
M o
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https://support.huaweicloud.com/usermanual-iam/iam_01_0017.html

F—EBINE
AP &% 5 AP

2K 5-852 auth.identity.policy
¥ SR i35

25
whisE
Version =2 String BIRMRAS, CIZEBENKIEN, Z=F
EBEEN “117 .
izl
1.1: ZKBg. IAMERFTIREHI—FhRRI EIRIN
g9, ATLUSHREIERIRSHIRIE. BIR
URIEKREHE,

Array of BRER, HIABRENERBIERR
objects Bo

i

Statement

2k 5-853 auth.identity.policy.Statement
2 SR fEiA

=B
Whik
Action = Array of IR, ERENERRENRE. 2
strings RN INESEE RS ( APISE )
BPRFIEAIR =15,

jizLilz

o 18N IRBAHFREELIRE, f:
vpcports:create,

o RBB/AF=MBIR, Bldlecs. evsHivpc
£, RSENFNE ., RRRIFMNE
ERBXRINE, BEXZIFBE/MAS*, T
ETHE RN,

String EF. B&mM: iF (Allow ) FNiE4
(Deny) , EXBAllowX B DenyfIiE1Y
EQRY, BEDenyL5ERIEN

EESEHE:

e Allow

Effect

i

e Deny

Map<String,M | BR&EIF, THRESHXSH, B
ap<String, Arr | &: RE&EX,

ay<string>>> | ;xgg

IAER I Conditionaffl: HMKSR

( DomainName ) ZF
DomainNameExampleRs, %A SE
Ao
"Condition": {
"StringEquals": {
"g:DomainName": [
"DomainNameExample"
1
}
}

i1y

Condition
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https://support.huaweicloud.com/usermanual-iam/iam_01_0019.html#section1

BH—BDINIE

APl &% 5 API
2H 28 | ¥R iR
WhisE
Resource B Array of HiF. MUENT:
strings =13

R A “IRSS A region:domainld: &g
BRRIRE , BRRETIGERGS
*, BECFRFS*RRATE. A
"obs:**:bucket:*": FRETBHIOBSHE ., 2
BIAMBE RN ESNNERS, 58EX
FIAMBRAERIN RS -

region= B9 s FAF BT 3ia)R9region.
servicelsTZ7E Bresource @ F AT i
service,

Hrh, AR, region. domainld. &E
FERPIERA N BER. HE. TRI&%.
EFF. 25486, KEMFEIS0NF
7F;, BRIEFRAIEAN: BEsS. B
%. WR%. k5|5, KIES. BiES.
RIESLIMUEEZRER, KER1E
12001MZEFF .

Z 5-854 auth.identity.token

S8 =E | SR )%
Wi

id = String Bltoken, #&issKHeaderdhAR{EX-Auth-
Token, MZUELLSEL,
X-Auth-Token#[i53kBodyRY “token”
SHENEENSS, L5EEX-Auth-
Tokenf9{& .

duration_seco | & Integer IGATIAIa)ZZ$AF0securitytokenfIBE

nds HA, BYEERAAF),
EUESBHE: 159 ~ 24/0\8F , BRI
15984,

il Rz 2%

2K 5-855 N Body 2#f

2 SR iR

credential Object INEERER
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https://support.huaweicloud.com/usermanual-iam/iam_01_0610.html
https://support.huaweicloud.com/usermanual-iam/iam_01_0610.html

F—EDINE
AP &% 5 AP

£ 5-856 credential

2 SRR R

expires_at String AK/SK#securitytokenHJiZ BBATE] . IN/2SE00
UTCHYEEZC, JEERATEIAUTC+8/N\T
aMiR[E]:

ib==AYiE): 2020-01-08 10:56:19.587

access String FREXRYAK

secret String FRENAYISK,

securitytoken | String securitytoken2fEFIRAIAK . SKEEEHITINE
BRFHE

=P
o IEF"token"S#, B&tokenld ( Bltoken ) FIIEATIHEIZE A securitytokenfdE
R

POST https://iam.myhuaweicloud.com/v3.0/OS-CREDENTIAL/securitytokens

"auth": {
"identity": {
"methods": [
"token"
1

"token": {
"id": "MIIEIgYJKoZlhvc...",
"duration_seconds": "900"
}
}
}
}

o FIEE “token” &% (iFKLPFEZEX-Auth-Token ) .
POST https://iam.myhuaweicloud.com/v3.0/OS-CREDENTIAL/securitytokens

"auth": {
"identity": {
"methods": [
"token"
1
}
}
}

o IEE “policy” &%, BIAFPBEMREENES, ATFREFREERIGEIHEZER
FllsecuritytokenBIRUR ( HFN{IEAIREIOBSIRSBHIUR ) . MIRIESIH S,
U'\gldltﬁﬂiﬁﬁg%’”ﬁﬂﬂ]secu ritytokenf9RR ST [RTokenE BRI PRFIpolicy S PR
E‘ yBEﬁ*o

POST https://iam.myhuaweicloud.com/v3.0/OS-CREDENTIAL/securitytokens

"auth": {
"identity": {
"methods": [
"token"
1

"policy": {
"Version": "1.1",
"Statement": [
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BH—BDINIE

APl &% 5 API
"Effect": "Allow",
"Action": [
"obs:object:GetObject"
1
"Resource": [
"OBS:**:object:*"
1
"Condition": {
"StringEquals": {
"g:DomainName": [
" DomainNameExample" [, BRIREISEHE, RIELRERES
1
}
}
}
1
by
"token": {
"duration_seconds": 900
}
}
}
}
I Rz~ 5
KZ&E3 201 A
BUERRLIN
{
"credential": {
"access": "NZFAT5VNWEIDGZ4PZ...",
"expires_at": "2020-01-08T03:50:07.574000Z",
"secret": "riEoWsy3qO0BvgwfkolLVgCUvzgpjBBcvdg...",
"securitytoken": "gQpjbi1ub3J0aC00jDA4E;..."
}
}
IR[EHE
REE R
201 BUERRYIN
400 SHIH.
401 TAIERY .
403 IREERENR
500 REBARSS IR
EI=D
7
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F—EBINE
AP &%

5 API

5.13.8 EBF AFEILAIAERNKSSIZR

INEEN4A
ZiEOBTFERKBAFRTLAGENKSIIZE,
ZiEOLAMER 2B XIFAYEndpointF I E ML X IFAYENdpointiEFE . IAMBYENndpointis
2N WXILIRT R
(e
o EFFERTAIAMARTLUSGRNKSHEE, ZEOLUREERREAIEC.
iz
RA LATEAPI ExplorerdriEidiziEO,
URI
GET /v3/OS-FEDERATION/domains
IBREH
K 5-857 153K Header 2
2% BE W% S | Rk
i)
X-Auth-Token | 2 String | BX¥BIAIEAYunscoped token,
RS
7= 5-858 ML Body %4
2% SR A
domains Array of KSEEIIZE.
objects
links Object RRIHZER
Z& 5-859 domains
2¥ SRR iR
enabled Boolean =RERAKS, true NG, falseHEH, BKIA
Htrue,
id String MSID,
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https://developer.huaweicloud.com/endpoint?IAM
https://console.huaweicloud.com/apiexplorer/#/openapi/IAM/doc?api=KeystoneListFederationDomains

H—BDINIE

AP| &% 5 API
2% SRR fik
name String IIS=E =18
links Object KSHRREZES.
description String WSAERER
Z& 5-860 domains.links
B2Y et et A
self String AP LIS E=IrEN 1|
2 5-861 links
2¥ ST iR
self String AN S EINEN |
=GNl
BRI AP AR IR S
GET https://iam.myhuaweicloud.com/v3/OS-FEDERATION/domains
N Rz 735
KZ58879 200 A
BRI
{
"domains": [
{
"description": "",
"enabled": true,
"id": "d78cbac186b744899480f25bd022f468",
"links": {
"self": "https://iam.myhuaweicloud.com/v3/domains/d78cbac186b744899480f25bd022f468"
I
"name": "IAMDomain"
}
1
"links": {
"self": "https://iam.myhuaweicloud.com/v3/OS-FEDERATION/domains"
}
}
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APl &% 5 API
IREHE
REE ik
200 BRI
400 ST .
401 TANIERML
403 IRBIRIERIR
405 RAFHTE o
413 BRI K
500 AEBIRSS IR
503 RSAH .
$HIR0
7

5.13.9 EFEF AP LILGERNIBSIZE

ThRENR

ZEOULABTERE AR LULRNIESIZR .

ZEOLUERAEBXIERIEndpointF It XigtRYEndpointilAH .. IAMRIEndpointis
S XMRED=.

(11 #58R

o EFEAERIAMARTLUAENMBSIR, ZEORTLIREHERAIERAE.

URI

GET /v3/OS-FEDERATION/projects

IERSH

K 5-862 153K Header 2#

24 RENE | B4 |k
i)
X-Auth-Token | = String | BX¥BIAIEAYunscoped tokenfE &,
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https://developer.huaweicloud.com/endpoint?IAM

H—BDINIE

APl &% 5 API
) E=S
7 5-863 l[IN Body %
2% SR fHiA
links Object RIREZER
projects Array of IMBERYIE.
objects
Z 5-864 links
2 S ik
self String RRpEEME
2k 5-865 projects
2% SR ik
is_domain Boolean false.
description String IMBmAER.
links Object IMENSREEE.
enabled Boolean ISPl )22
id String InHID,
parent_id String MMRETHECLZIIE , NittabREFTEX
RYIREID,
MREHHRRSZRNEINR, fcn-north-1, T
IHAMREIKSID,
domain_id String IBFrEMKSID,
name String IE&AFR.
2 5-866 projects.links
2% SR ik
self String RIRSEEL
(=R GN]

GET https://iam.myhuaweicloud.com/v3/OS-FEDERATION/projects

MAERARZAS 55 (2025-07-03)

IRIERE © LA/ ARBIRAE 513




F—BRINE
AP &%
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N Rz 7~

RZEBF 200 B
5K o

{

"projects": [

{

}
1

"domain_id": "d78cbac186b744899480f25...",
"is_domain": false,

"parent_id": "d78cbac186b744899480f2...",
"name": "af-south-1",

"description": "",

"links": {

"self": "https://iam.myhuaweicloud.com/v3/projects/06f1cbbaf280106b2f14c00313a9d065"

1
"id": "06f1cbbaf280106b2f14c00313a9...",
"enabled": true

"domain_id": "d78cbac186b744899480f25bd02...",
"is_domain": false,

"parent_id": "d78cbac186b744899480f25bd0...",
"name": "cn-north-1",

"description": "",

"links": {

"self": "https://iam.myhuaweicloud.com/v3/projects/065a7c66da0010992ff7c0031e...

1
"id": "065a7c66da0010992ff7c0031e5...",
"enabled": true

"'links": {

"self": "https://iam.myhuaweicloud.com/v3/OS-FEDERATION/projects"

}
}

L

REHE fifik

200

IERNZAYIS

400

401

TNIERL

403

IRERIFIR .

405

REEENAIERR

413

IERFT K.

500

REBIRSS tEIR -

503

RS AAIA .

=t
%
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5.14 HENX B4R
5.14.1 3RENEEX BT EBEERER

IheeN 4R
ZEORT B EN M IEEFRERlogintoken, logintoken2RFMALEETEN
BHRERAFPNERZER, FEAFPB). sessionF S8 . BHEEXBHE
URLER=IRSBIZFHIEHY, sJLAERAEOIRENAlogintokeni#1TIAILE

ZEOTLUERE R XIFRIEndpointFIE tXIERIENdpointiEFAE . IAMBJENdpointid
S MRMBRDR.

(MARY::|
BEMBHRIBERZRElogintokenBABRHI1 008, SNiREBEI100E~12/\0T
i
1A LATEAPI ExplorerdriEidiziEO,
URI
POST /v3.0/OS-AUTH/securitytoken/logintokens

iBREH

2 5-867 153K Header 2#{

s EZusE | B4 | A
S

Content-Type | 2 String | 1Z=FEREIES “application/
json;charset=utf8” ,

2 5-868 153K Body 2#{

2% =E | 5% ik
WhiE
auth 2 Object INIEHER.
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https://developer.huaweicloud.com/endpoint?IAM
https://console.huaweicloud.com/apiexplorer/#/openapi/IAM/doc?api=CreateLoginToken

H—BDINIE

APl &% 5 API
Z 5-869 auth
el 28 | 5% ik
WHIE
securitytoken | 2 Object INIES#,

2 5-870 auth.securitytoken

28 =E | a¥EE )%
WA
access = String AK,
secret = String SK,
id 2 String BlliRETZ £ EilEsecuritytokens,

TIHERBEN SN ERAPSEER
FsxEXAYsecuritytokenfEY
logintoken, FIEESNW: Eidtokenik
GRS 5ia125$RF0securitytoken
IFFEEIA T, {BiKBXsecuritytoken
BY, iEREPNITIES
session_user.nameZ#, FHESN:
B EIeIREIEAT 0255550

securitytoken,

duration_seco | & Integer BENXSMHRIBERERElogintokenfyE

nds XAdiEl, RSEEPEAIAR) . BRIA10558,
BN600%), BESEE10573¥0~12/\0
WiRE

o WMRENRERERETEE (105385~12
NI ) P, UBREGAME10DH.

o logintokenB AT A A IGHT L2 EIE
securitytokenF REWATES
duration_secondsfE&H95/M#E .

o Jyitaduration_secondstEE L,
B E IRt £ EiEsecuritytoken
BEERKNEHEA (1553 8h~24/)\
Bt ) , Bduration_seconds{E&/\F
Rt &2 EiEsecuritytokenfEl & B3
AYiE,

o YlkETRLEiFsecuritytokenFIRE
RASEVNF 1092 80AT, logintokenfd
BXATENSEEIAE 108
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MR SEL

2K 5-871 Iy Header 2§

8% ST ik

X-Subject-LoginToken | String &2 E/logintoken,
K 5-872 i Body 2#f

e SR fik

logintoken Object BEXSHRBEERERES.

& 5-873 logintoken

2%

SHRE

i

domain_id

String

KSID,

expires_at

String

logintokenfY13 HARYIE] .

method

String

INER L. HANEBRRPAEA=RFE, ZF&
AAEAN “token” , HIANERFAEEXSHRIE
FAFET, Z=FEBRSA “federation_proxy” .

user_id

String

)EH):”DO

user_name

String

ﬁﬁ)jgo

session_id

String

£iEID,

session_user_i
d

String

HEMXBHIEERID,

WEE
BT EIIRENIERT 518258 0securitytoken BiER Ik
FiESsession_usernameSHAT, SIREIZFE .. %
FEZRYERNgsession_usernamefriESHNE.

session_name

String

HEXBHERRSZ.

izl
BT I EIREIERT Sia 2 A 0securitytoken BiE Kk
FiEEsession_user.nameS#AT, SIREIZFE . %
FERRYERN9session_usernamefMESHIE,

assumed_by

Object

WEIELRHEFPER,
WAE
B R ENIERT 582 $H Isecuritytoken BiE KA

i Ssession_usernameS#AT, SIREIZFER.
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2K 5-874 logintoken.assumed_by
2% SR fER
user Object WEIEFRAFER.
&k 5-875 logintoken.assumed_by.user
2% SR iR
domain Object BERIEHFBFRIEKRSES.
name String WERIEHFEFA,
password_exp | String BT H BRI E RS ERRTE]
ires_at 1488
UTCHYE, ¥&XIIYYYY-MM-DDTHH:mm:ss.ssssssZ,
HERFORT [E@&&0R1S0-8601, 4N:
2023-06-28T08:56:33.710000Z ,
id String HZIEHBFID,
£k 5-876 logintoken.assumed_by.user.domain
8% SHE iR
name String WEIE L BEFTERS AR,
id String WEIE L RAFPRERSID,
=P N
KRB ENBHRIBEERERE,
POST https://iam.myhuaweicloud.com/v3.0/OS-AUTH/securitytoken/logintokens
{
"auth": {
"securitytoken": {
access": "LUJHNN4AWB569PGAP...",
secret": "7qtrm2cku0XubixiVkBOcvMfpnu7H2mLN...",
id": "gQpjbilub3J)0a...",
duration_seconds":"600"
}
}
}
i Rz 73~ 5
K788 201 A
BUERRLIN
1 iBidtokenZKEXIGRT SR $HF0securitytoken
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F—EBINE
AP &%

5 API

T2 BT FEIRENIGET A ZE A 0securitytoken BiERKIKAFIEHE

Sess

)

jon_user.nameZ&#{,

1

ARz Header&%4:
X-Subject-LoginToken:MllatAYJKoZlhveNAQcCollapTCCGqECAQEXDTALB...
NiRzBody S48 :

{

"logintoken": {
"domain_id": "05262121fb00d5c30fbec013bc1...",
"expires_at": "2020-01-20T08:18:36.447000Z",
"method": "token",
"user_id": "0526213b8a80d38a1f31c013ed...",
"user_name": "IAMUser",
"session_user_id": "093f75808b8089ba1f6dc000c7cac...",
"session_id": "40b328b6683a41b9bf8e7185e..."

}

}

=~ 2
Nz Header2% :
X-Subject-LoginToken:MllatAYJKoZlhveNAQcCollapTCCGqECAQEXDTALB...
aRzBody % :
{
"logintoken": {
"domain_id": "05262121fb00d5c30fbec01...",
"expires_at": "2020-01-23T03:27:26.728000Z",
"method": "federation_proxy",
"user_id": "07826f367b80d2474ff9c013a...",
"user_name": "IAMDomainA/IAMAgency",
"session_id": "0012c8e6addadce787e90585d...",
"session_user_id": "093f75808b8089ba1f6dc000c7cac...",
"session_name": "SessionUserName",
"assumed_by": {
"user": {
"domain": {
"name": "IAMDomainB",
"id": "0659ef9c9c80d4560f14c009ac..."
b
"name": "IAMUserB",
"password_expires_at": "2020-02-16T02:44:57.000000Z",
"id": "0659ef9d4d00d3b81f26c009fe..."

R[EHE 1k

ellfES2 AV

400

SHTH.

401

TNIERL

403

IRERIEIR .

405

RIVFRITT %o

413

BRI K.

500

REBIRSS tEIR -
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H—BDINIE

APl &% 5 API
REIE )%
503 RS AR,
==
¥

5.15 IR MR EIE

5.15.1 Zif] Keystone APl BYhRA

—
=10

Thee 4R
iZ3EO BT &EifKeystone APIRIARASE .
ZE O LAEREBXIFAIEndpointFIE B X idAYENdpointi@E .. IAMBIEndpointi’
S WXNREDS.
i
RA LATEAPI ExplorerdriEidiziEOl,
URI
GET/
IBRSH
7
IR SEL
% 5-877 Kz Body %
2% SR R
versions Object Keystone APIFUIRAEE o
2k 5-878 versions
8% e et fik
values Array of Keystone APIFUIRAZEFIZE
objects
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https://developer.huaweicloud.com/endpoint?IAM
https://console.huaweicloud.com/apiexplorer/#/openapi/IAM/doc?api=KeystoneListVersions

H—BDINIE

APl &%& 5 API
£ 5-879 versions.values
B84 SHER e
status String IRAIRZE
updated String EEEHATE,
links Array of IRARERHEZEE
objects
id String RS, #v3.6,
media-types | Array of ZIFHIHERE
objects
2% 5-880 versions.values.links
2% SRR iz
rel String pHESERY, self: HENEHZREA TIRAEHENE
5. bookmark: PBEHHHARP T —IKARER
KA$EE, alternate: FHMERESTERENE
R .
href String BESEREHEE
2k 5-881 versions.values.media-types
B8H SRR R
type String IRIARZEEY,
base String EhitikE,
iI=P ]
BifJKeystone APIFIRRASE .
GET https://iam.myhuaweicloud.com/
) aa ]
K7Z58879 300 AY:
BEiFIN. ( Multiple Choices )
{
"versions": {
"values": [
{
"media-types": [
X A4ERAS 55 (2025-07-03) WRAXFTE © SR ARBIRAE 521
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APl &%& 5 API
"type": "application/vnd.openstack.identity-v3+json",
"base": "application/json"
}
1,
"links": [
{
"rel": "self",
"href": "https://iam.myhuaweicloud.com/v3/"
}
1,
"id": "v3.6",
"updated": "2016-04-04T00:00:00Z",
"status": "stable"
}
]
}
}
R[EE
R[EHE 1k
300 HifpkIN. ( Multiple Choices )
400 ST
404 RILEENAVETE o
503 ARSZAATA
HIRD
¥

5.15.2 2if] Keystone API Y 3.0 fRAS 2

INRENA
iZiEO AT &EifKeystone APIFI3.0ARZAHIEE .
ZEOoLUER2BXIFAIEndpointF I E X IFHIENdpointiE@FE . IAMAYENndpointis
2 WXARIETS.

@it
RALATEAPI ExplorerdriEidiziEOl,

URI
GET /v3

BRSH
7
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https://developer.huaweicloud.com/endpoint?IAM
https://console.huaweicloud.com/apiexplorer/#/openapi/IAM/doc?api=KeystoneShowVersion

ZH—BDINIE

APl &% 5 API
ID)VE=S5't
% 5-882 i Body 2#{
2% e el fHiA
version Object Keystone APIFY3.0RAEE -
& 5-883 version
2% e el fHiA
status String ARARZS
updated String REEHATE,
links Array of IRABEREEREE -
objects
id String RS, Wv3.6,
media-types | Array of SEFHEERET .
objects
£k 5-884 version.links
2% e el f#iA
rel String HERZRTY  self: BENIHEEE T IRAEZAVE
B . bookmark: PEHEEARM T —NXKARIEN
KAGEE, alternate: FHEHEEESTRRNE
xR,
href String RIRSERZHbL
2k 5-885 version.media-types
e S 115
type String IR,
base String EAitikE,
15K~
&ifJKeystone APIFY3.0iRANMEE
GET https://iam.myhuaweicloud.com/v3
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5 API

MRz
PR 200 A:
5K o
{
"version": {

"media-types": [

"type": "application/vnd.openstack.identity-v3+json",
"base": "application/json"

}
1
"links": [
"rel": "self",
"href": "https://iam.myhuaweicloud.com/v3/"
}
1
|lidl|: "V3.6",

}
}
R[EHE
REE ik
200 BRI
400 ST .
404 REKEERAER
503 ARSZARTA
$HI=0
7

5.16 RSB MNZiFT =
5.16.1 EiFRSIIER

ThEEN4A
ZEO L ATEARSYIZR.
iz O] LUERAEBXIFAIEndpointFIE b X iatHYEndpointi@ .. IAMBJEndpointi’
S0 WXMABiRT .

it

RE]LATEAPI ExplorerdiEiiziE.
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https://developer.huaweicloud.com/endpoint?IAM
https://console.huaweicloud.com/apiexplorer/#/openapi/IAM/doc?api=KeystoneListServices

H—BDINIE

AP| &% 5 API
URI
GET /v3/services
< 5-886 Query #
B8H = | 3% R
WA
type & String ARS52EE,
IBRESH
K 5-887 153K Header 2#
e BEWYIE s | ER
28
Content-Type | @ String | iZ=FERNEIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | IAMFIFHJtoken ( TTE4EHAR )
MR SEL
% 5-888 ljIi Body 2#
B84 BHER R
links Object RSBV REZRER .
services Array of IRBEEIIZE.
objects
& 5-889 links
B8H BHEE R
self String RIRSEEAL
previous String BI—ePEERIRPEEIIE, AFER AUl
next String E—SBiERREE L, AFER null,
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APl &%

5 API

3£ 5-890 services

2% SR ik
name String IRBE .
description String RSHEARER, REMESHAMEEN, TRE
=g
links Object IRSBHVERYEE o
id String fRS3ID,
type String ARS52EE,
enabled Boolean RSZEETA
& 5-891 services.links
2 S fix
self String RIRSERE L
previous String BI—SHE RSN, REERT ANull,
next String fE—SBiE R L, AFER null,
=Rl
BRI

GET https://iam.myhuaweicloud.com/v3/services

MRz~
RSB 200 B:
BRI
' "links": {

"next": null,
"previous": null,

"self": "https://iam.myhuaweicloud.com/v3/services"

%
"services": [

{

"links": {
"next": null,
"previous": null,

"self": "https://iam.myhuaweicloud.com/v3/services/1842ae22353d45a39a1eb89c22f0fe50"

b
"id": "1842ae22353d45a39a1eb89c22f0fe50",

"type": "identity",
"enabled": true

b

{
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APl &% 5 API
"name": "iam",
"links": {
"next": null,
"previous": null,
"self": "https://iam.myhuaweicloud.com/v3/services/6cf6e23e00dd49beb13313b024aec598"
1
"id": "6cf6e23e00dd49beb13313b024aec598",
"type": "identity",
"enabled": true
}
1
}
IR[EE
RENE ik
200 BRI
400 ST
401 NI S
403 IREERENR
404 RIEBNAIERIE o
405 AREFNTEE
413 BEREI K,
501 EOSE,
503 RS AR
xS
7
5.16.2 EiffRFZIF1E
INgeN4A
ZEOTLBTEERSIFS.
ZEOTLER LB XIEAEndpointFIE M XIFHAIEndpointiAFA . IAMAJEndpointis
S XMRED=.
UL
REJLATEAPI ExplorerdifEidiiE.
URI

GET /v3/services/{service_id}
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https://developer.huaweicloud.com/endpoint?IAM
https://console.huaweicloud.com/apiexplorer/#/openapi/IAM/doc?api=KeystoneShowService

H—BDINIE

AP| &% 5 API
& 5-892 IR1IZS#
2% = | %R R
Wik
service_id = String FEERSID,
IBREH
2 5-893 i53K Header 3#
B2H BRWIE S8 | ik
it
Content-Type | =2 String | iZ=FERABIES “application/
json;charset=utf8”
X-Auth-Token | 2 String | IAMFAPHItoken ( TTEAFHANIR )
)RS
3 5-894 l[ILZ Body ¥
2% SHEE R
service Object RBIES.
& 5-895 service
8% SRR U
name String IRBE .
description String RSBHERXMER, REMRSHRMERES, FRE]
L=FES,
links Object IRSZEVZR R ERE o
id String ARS3ID,
type String ARS52EE,
enabled Boolean RS EE0I A,
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H—BDINIE

APl &%& 5 API
2% 5-896 service.links
2% SHRT R
self String RIRSEREbL
previous String BI—ePEER IR R, ATFFERT Sanull,
next String [E—SPEsRak b, AFERT Anull,
=P Nl
BifRSIFE.
GET https://iam.myhuaweicloud.com/v3/services/{service_id}
MRz~
RSB 200 B
15K -
{
"service": {
"name": "iam",
"links": {
"next": null,
"previous": null,
"self": "https://iam.myhuaweicloud.com/v3/services/6cf6e23e00dd49beb13313b024aec598"
by
"id": "6cf6e23e00dd49beb13313b024aec598",
"type": "identity",
"enabled": true
}
}
R[EE
IR[EHE A
200 BRI
400 ST
401 TAIERTY .
403 IRBEERENR .
404 RILEERNRIRIE
405 AFRIAEE.
413 BERAI K,
501 EORBXM,
503 RS AETA.
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APl 2% 5 API
tEIRtG
%
5.16.3 EMFIfRZ AR
TheEN R

iz O] LA FEIgERLFX-Auth-Token S W AIRRSS B R -

ZEOTLER£BEXIEAIEndpointFIE M XIFHAIEndpointiAA . IAMAJEndpointis
S WXMREDS.

it
ZAJLATEAPI ExplorerdiiiziE
URI
GET /v3/auth/catalog
IERSE
% 5-897 153K Header 2
2% BEWI% s¥% | #Er
e
Content-Type | @ String | IZ=FERIBIES “application/
json;charset=utf8” |
X-Auth-Token | 2 String | IAMEBFPftoken., ( CEAFHAUR, B
tokenfYscopeFEHIproject, )
IDJVE=S5't
7 5-898 Lz Body %
2% e et fHiA
catalog Array of RSBEREEIE.
objects
links Object RIFEEZER.
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https://developer.huaweicloud.com/endpoint?IAM
https://console.huaweicloud.com/apiexplorer/#/openapi/IAM/doc?api=KeystoneShowCatalog

BH—BDINIE

APl &% 5 API
K 5-899 catalog
8% SHEE fEik
endpoints Array of Rigp s,
objects
id String AR351D,
name String RS2 -
type String ARS52EE,
2K 5-900 catalog.endpoints
2% SR fik
id String HigT=ID,
interface String KR, publicRRANT.
region String KinT mATEXE.
region_id String ZinT RFTEXIEAIID,
url String 2Rim T AL .
€ 5-901 links
B8H B3R R
self String RIRSEEL
=GNl
BERFBE=R-
GET https://iam.myhuaweicloud.com/v3/auth/catalog
i Rz~ 5
K879 200 A
KN
{
"catalog": [
{
"endpoints": [
{
"id": "33e1cbdd86d34e89a63cf8ad16a5f49f",
"interface": "public",
"region": "*"
"region_id": "*"
"url": "https://iam.myhuaweicloud.com/v3.0"
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}
1,

"id": " 00a6a3477f1 495286579b819d399e36",

"name": " |am
"type": "iam"

b
{

"endpoints": [

"id": "6c91faa9890f40b397542561e3d87444",
"interface": "public",

"region"; "

"region_id": "*"

"url": "https://cbc.sample.domain.com/v1.0"

}

],
"id": "ad7396ee0eea4281a180c4230641b72f",
"name": "bss-intlv1",
"type": "bss-intlv1"

}
],
llr“;Zlf{ "https://iam.myhuaweicloud.com/v3/auth/catalog"
, }
IR[EHE
REE ik
200 BRI
400 ST
401 INIEEML
403 ISERIENIR
404 REKEENAIER
405 AREFNTEE
413 BRI K
501 EOsE,
503 IRSAA .
=Sl
7

5.16.4 EigRigTRIIE

LIREN4R
ZEOPUR T SRR RIIR . QT ARRRERS AL,

1Z?§D_JLJJ§JEH$% XigAIEndpointFIE X istHIENdpointiE A . IAMBIEndpointis
D WRARIRT R
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BH—BDIAIE

APl &% 5 API
it
RE]LATEAPI ExplorerdiEiiziE.
URI
GET /v3/endpoints
2 5-902 Query #
el =E | BHEE fER
WHIE
interface & String KigT =FH,
service_id & String fRs31D,
IBREH
R 5-903 i53K Header 3#
8% =W 8% | #k
il
Content-Type | =2 String | iZ=FERABIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | IAMEBFP R token ( TE4SHAUR )
V254
2= 5-904 NI Body %
8% SR iR
endpoints Array of RIRREEbL
objects
links Object K REE5FR.

& 5-905 endpoints

28 ST R

service_id String KinrmmFrERSAIID,
region_id String Kin b RPTEXIZAIID,
links Object Zin T RHRFHEEER .
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H—BDINIE

APl &% 5 API
2% SR fHiA
id String HixTIRID,
interface String LinT R FH .
region String LinTRFTEXE
url String £2imT5 mAYHBAL
enabled Boolean KinHreaH.
2 5-906 endpoints.links
S¥ SR ik
self String RIRSEREZRL
next String [E—SBEER R ERE, AFEER Anull,
previous String BI— PR IR ML, ARTFERTINull,
Z 5-907 links
2% ¥R R
self String BRESEEHELE
previous String BI—SPIE ARSI, AEFEER Anull,
next String E—EBE R R pEE L, AFEER Anull,
=
BRRIETRIIER.

N Mz 73~ 51

GET https://iam.myhuaweicloud.com/v3/endpoints

RAEBH 200 A:
EXKIN o
{

"endpoints": [

{

"service_id": "3e93d3eb20b34bfbbdcc81a79¢c1¢c3045",
"region_id": "cn-north-1",
"links": {

"next": null,

"previous": null,

"self": "https://iam.myhuaweicloud.com/v3/endpoints/0046cca357c94165b7a10ec2c01bdf60"

b

MAHRARAS 55 (2025-07-03)
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BH—BDINIE

APl &% 5 API
"id": "0046cca357c94165b7a10ec2c01bdf60",
"interface": "public",
"region": "cn-north-1",
"url": "https://ims.sample.domain.com",
"enabled": true
h
{
"service_id": "5186586acd38461d84b3dbfof02e33ae",
"region_id": "cn-north-1",
"links": {
"next": null,
"previous": null,
"self": "https://iam.myhuaweicloud.com/v3/endpoints/00d546d4823e452491407284ab26612c"
1
"id": "00d546d4823e452491407284ab26612c",
"interface": "public",
"region": "cn-north-1",
"url": "https://ges.sample.domain.com/v1.0/$(tenant_id)s",
"enabled": true
}
1,
"links": {
"next": null,
"previous": null,
"self": "https://iam.myhuaweicloud.com/v3/endpoints"
}
}
\
R[EE
REHE R
200 BRI
400 SHEH.
401 TAIERY .
403 IREERENR
404 REKEENAER
405 RRFNEE
413 BEREAI K,
501 EORBXEW,
503 RSAETF.
H OO
BI=g
7
., AL =g 33
5.16.5 EifKim T =iFlE
o 73
INEEN 4R

ZEOFLUBATEILE T RIFS. KinT RAREHRSHEAD.
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BH—BDIAIE

APl &% 5 API
1%;:D‘JLM§%@%IZi:EE’JEndpomtﬁl Lt X1HAYEndpointi@A . IAMAJEndpointid
D RFZET R
i
1ZA]LATEAPI ExplorerdrifEiftiziz0l.
URI
GET /v3/endpoints/{endpoint_id}
2 5-908 Z1XSH
8% =E | BHEE ik
WA
endpoint_id 2 String FEINRIET =D,
IERSH
% 5-909 153K Header 2%
e % 8% |
E-Sit)
Content-Type | @ String | iZ=FEREIES “application/
json;charset=utf8”
X-Auth-Token | 2 String | IAMFIFPRItoken ( TEAFFHAUR ) »
V254
& 5-910 N5z Body S%¢
BH e il R
endpoint Object ZinHRER
Z 5-911 endpoint
2% ST RER
service_id String KinrmmFrERSAIID,
region_id String Kin b RPTEXIZAIID,
links Object LinT R RIHEEE .
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https://developer.huaweicloud.com/endpoint?IAM
https://console.huaweicloud.com/apiexplorer/#/openapi/IAM/doc?api=KeystoneShowEndpoint

BH—BDIAIE

APl &%& 5 API
2H SR iR
id String LR T =ID,
interface String LinT R FH .
region String LinTRFTEXE
url String 2T mAYHBE
enabled Boolean BinrPRendH.
£ 5-912 endpoint.links
8% SHE iR
self String AR LIS EINEN 1|
next String E—EERIRpEERIE, RAFEER Inull,
previous String BI—SPIE R RpHEIE, RAEFEER Anull,
=P ANl
BiIZiR TP RIFR.
GET https://iam.myhuaweicloud.com/v3/endpoints/{endpoint_id}
I iz 7~ A5
RZ58879 200 AY:
15K o
{
"endpoint": {
"service_id": "3e93d3eb20b34bfbbdcc81a79¢c1c3045",
"region_id": "cn-north-1",
"links": {
"next": null,
"previous": null,
"self": "https://iam.myhuaweicloud.com/v3/endpoints/0046cca357c¢94165b7a10ec2c01bdf60"
b
"id": "0046cca357c¢94165b7a10ec2c01bdf60",
"interface": "public",
"region": "cn-north-1",
"url": "https://ims.sample.domain.com",
"enabled": true
}
}
IR[EE
IR[EHE A
200 IERN AN
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BH—BDINIE

APl & > API

REE ik

400 SHIH

401 INIEEML

403 IRBEREINR .

404 FRILEIBRAYERR o

405 RARVFRITTIE

413 BRI K

501 EOsE,

503 IRSAAHE.
$HIR0

7
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AP &% 6 A5 API

6 [/352 API

6.1 EifEIINE XEXRIFAFAE

ThEeN4a
ZEORTEEEEIDRIEIR B FrREXRIB A,
(RAELY:
RIEF@EAITR, ZEOSES T, BEEEREatWIREXBMIERA.
URI
o URIFE
GET /v3.0/0OS-PAP/enterprise-projects/{enterprise_project_id}/groups
e URIZSHU5EA
=5 =% E it 5AH
enterprise_p | =2 String FEEEWIRB/RID,
roject_id
BR
e Request Header&#ixHH
2 EEWI% S 58R
X-Auth- = String EIAUERYAB Security
Token AdministratoriXfRAYtoken .
Content- 2 String ZFERRBIEA “application/
Type json;charset=utf8”

o BRI
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curl -i -k -H "X-Auth-Token:$token" -H 'Content-Type:application/json;charset=utf8' -X GET https.//
fam.myhuaweicloud.com/v3.0/OS-PAP/enterprise-projects/535fb147-6148-4c71-a679-b79a2cbOee5d/

groups
i &z
e Reponse BodyZ#ijiAH
e =A% ESic) 15388
groups = Array EWIRB XERIBFEIFS .
e groupst&=(ikhA
e =R wI% ESic) 1528
group_id B String KEXFBF4ERIID,
group_name | 2 String KEXAPARIBIR.
group_desc | 2 String KEXAPARYEIA
user_num = Int KEKFARHPRIAERE.
policy num | 2 Int KEXFPERIRISE .
created_at | 2 Int KEXFF4EBIZRRIATE ( UnixBS
a: Z8) .
o NIRA¥M]: EAMIEWIRE XX T AFE,
{ "groups": [
"group_id": "758b99fa1fa24ec4a297d44e092bd..",
rgroup_descr: Tests,
“policy o1,
"created_at": 1549088526...
: }
}
o EHFNEWIRERBEXEMHIRAFE, RERINERIAES “groups” RS AZ.
o groupst: [
7 NAN
R 5iE8
200 BRI
400 TN
401 TNERW
403 =ESLE
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AP| &% 6 35 AP
RS Lol
404 HARZEE,

6.2 EFTWINHE S XEXHFAHEINR

ThRENA

ZiEORTEIgEEI DIIEIIRBAREXEARENNIR, ERTHFERINEWIRBEE
KEXTFRFPH.

ZiEOLMEREBXIENEZER, £BXIERIIESZ iam.myhuaweicloud.com,

(AR
RIEF@ERTTR, ZEOBES T, HEEEERERRIIRE KA EOR .

URI

iBER

URIFEZ(

GET /v3.0/0OS-PAP/enterprise-projects/{enterprise_project_id}/groups/
{group_id}/roles

URIZ#<AE
B =RWI%k =it 1588
enterprise_p | = String FERNDIIRBR/IID,
roject_id
group_id = String IR E EXEXAIBFPHEMID,
Request Header2 #1508
2% =R WI% =i 15488
X-Auth- 2 String EIANIERYHB Security
Token AdministratorfXfRAJtoken
Content- = String ZFERNAEN “application/
Type json;charset=utf8” ,
B RAEH

curl -i -k -H "X-Auth-Token:$token" -H 'Content-Type:application/json;charset=utf8' -X GET https.//
fam.myhuaweicloud.com/v3.0/0S-PAFP/enterprise-projects/535fb147-6148-4c71-a679-b79a2cb0e.../
groups/10d8104f395d43468094753f28692.../roles
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}iv
e Reponse BodyZ#{ixHH
2 Yy Ay it i5EH
roles 2 JSONArra | BURAYIFMIE B =TI
y

o roletE=iEH

e BRIk | %8 iAe

display_name |2 String WIREREFHEIR,

description 2 String BURAYZ IR o
description_cn | 2 String BRI IHEIA .

domain_id 2 String o AFHESENEETENEE,
ZEHEtIEIZEE N R
FHRIFEFID,

o FFEYPENIRRFRER, 1%
SHAZ: null,

String fine_grained, tRIREFZHAERIH
R EXPRRole

String NIRFTEE R,

o APFAIEZEENFREE
RS, DURFTEERA
“CUSTOMED”

o FHFELENRRATNE R
iY, SORFFEERA=RSZ
FR, #Ug0: ECS,

Dict PRG£S . 520 policytg
2wl

String PRAYID,

String PR ERUE, HA:
o AXERTAEZBMBHER

o XAZFERESFRES ML

REHER

i
PURBYE M B HAEHAXEE
XA, FeeE=RBIEMERMIE
PHDT (M) , HEELER
?*D%ﬂﬂlﬁ BREHAET

XX) o

String BRERFRERRIBIR

iy

flag

il

catalog

Fali

policy

fl | A

type

ali

name
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e policyt&=ixBA

28 =AYE | EE 15488
Version 2 String RIEAIRAS .
Statement = JSONArra | REIEHBGER), REISYS. BIEF T
y HA5ER: EA (Effect) FIAUR
£ (Action) ,
e Statementi&=i5EH
S EA/YE | EE 1588
Effect 2 String 7 (Allow ) F03E4E ( Deny )
LERIRPEEBAllow X B Deny9iE
BUEGRT, BfEDeny{L5EHIE
n,
Action = StringArr | NREE, XNEFEIEFRESIR,
ay A BERBIZ 1001
BLA:

RS2 RREELIRIE, HIa0:
vpc:ports:create,

‘RSB PFEEmBFR, Flan
ecs. evsfllvpcE, IRFBB(ZHF
=

CRIREEY” R0 BT iRERN
BEk, FEBERGSY, BRAR
FEDILEENIN, BEEEE
Befr S A LA (BB ESCEE
o

o MR (IRMAYLH )
{

"roles": [

{

"display_name": "Customed ECS Viewer",
"description": "The read-only permissions to all ECS resources, which can be used for statistics

and survey.

n
’

"domain_id": "9698542758bc422088c0c3eabf...",
"catalog": "CUSTOMED",
"policy": {

"Version": "1.1",

"Statement": [

{

"Action": [
"ecs:*:get*",
"ecs:*:list*",
"ecs:blockDevice:use",
"ecs:serverGroups:manage",
"ecs:serverVolumes:use",
"evs:::.get*”,
"evs:*:list*",
"vpc*:get*”,
"vpc:rlist*”,
"ims:*.get*",

MA4RARAS 55 (2025-07-03)
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"ims:*:list*"

1,
"Effect": "Allow"
}
1
L
"id": "24e7a89bffe443979760c4e9715c1...",
"type": "XA",
"name": "custom_9698542758bc422088c0c3eabfc30d1..."
}

]
}

e Error Reponse BodyZ#{i5iRH

¥ =AYk | KB izL:]

error = Dict M) A7 FE1R o
message 2 String = ESES
code = Int K&,
title = String BIRE .

LI ) vz =2 NG ) v ST
{

"error": {
"message": "Authentication failed",
"code": 401,
"title": "Unauthorized"
}
}
RSB
RS 15488
200 IERN AR
400 ST
401 IANIERY
403 ENEW
500 MEBARSSEEIR

6.3 ETRFENEIIRRFEN

INgEN4A
ZEOBTALIEEIDIEWIRBENR, #x7aWmE .. AFRENSIRIEPEXR .
ZEOLEREBXIGNEZ AR, £BXIiEHZ iam.myhuaweicloud.com,
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(AR
RIEF @I, ZEOBES TS, EEEERETRREREIIREREN.

URI
e URIKE=
PUT /v3.0/0OS-PAP/enterprise-projects/{enterprise_project_id}/groups/
{group_id}/roles/{role_id}
o URISHuHEA
Bt BEWI% it Lzl
enterprise_p | 2 String I IRBRIID,.
roject_id
group_id = String FIENEBPEABID,
role_id 2 String NPRAIID, RegtsFFEE T4
R EINPRERRE ( EIERRRIEH
BENEEE ) , MRERIKENZ
BRIRAS 1. 1Y .
=P
e Request Header&#{ijiBH
2 BAWIE =it i8R
X-Auth- = String EIAIERYABE Security
Token Administrator{XfRAJtoken.
Content- = String ZFERRAEA “application/
Type json;charset=utf8” ,
o BFKIES
curl -i -k -H "X-Auth-Token:$token" -H 'Content-Type:application/json;charset=utf8' -X PUT https.//
fam.myhuaweicloud.com/v3.0/OS-PAP/enterprise-projects/535fb147-6148-4c71-a679-b79a2cboe.../
groups/10d81041395d43468094753f28692.../roles/013ad036ee4c4d10832702cbb4a79...
Mg 7
TR
NG
R kA
204 BRI
400 ST
401 TNIESE
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RS Lol
403 EIE
404 HARREE,
500 AERIRSSHEIR o

6.4 BRIl TN E REXHIFE FE PR

TheeN4a
Z3E QIR EMBFREA IR B XEXRI B P HEBE -
ZEOTMERAEBEXIENEZAR, £BXIERYESE iam.myhuaweicloud.com,
(MARY:
RIEFRIERITR, ZEOISES TS, HEEERMbRE L IR E XB A ERBER .
URI
e URIFEZ
DELETE /v3.0/OS-PAP/enterprise-projects/{enterprise_project_id}/groups/
{group_id}/roles/{role_id}
o URISHuHHEA
Bt =%k il 5AH
enterprise_p | 2 String IIRERIID,
roject_id
group_id = String FAPEMIID,
role_id = String K EXETrolefdID,
15K
e Request Header&#{ii<HB
B8y BRWIE =it jizkil3
X-Auth- = String EIAIERYAB Security
Token AdministratoriXfRAYtoken,
Content- = String ZFERARAEA “application/
Type json;charset=utf8” ,

o iERELH
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curl -i -k -H "X-Auth-Token:$token" -H 'Content-Type:application/json;charset=utf8' -X DELETE https.//
fam.myhuaweicloud.com/v3.0/OS-PAP/enterprise-projects/535fb147-6148-4c71-a679-b79a2cboOe.../
groups/10d8104f395d43468094753f28692.../roles/013ad036ee4c4d108327f02cbb479...

N[ iz
TR
RE&G
RSB 48R
204 BRI
400 SHTH
401 ISR o
403 KW
404 KAZNRE
500 AEBIRSS iR o
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7 1BRAARANIR

7 PR AZ AR

7.1 BPRAZ B AA

SZIFHIRUIR

BIANBIRT, FENAMBRKEEUNR, BEEFEINABRAE, FERPAER
FRISEAE, FREEMRPATRIBPIRSHENAIR, X—IIEMRAREN . EIX
&, BRHAUETEBNIRYZIRSZHITIRE.

PPREIERINAEHIERE, DHBEHREE. AELURSHNE, RIAMRARAL
— P iRIER P B9 TAFERAEE XA PRAVFEALZ ZAE o SRERLAAPIZ IR EHI TR
w5, ENENEE, JLABHEIRENRE. JRMEMYE, EgHERUITIREN
HHIREEEER,

(1 588
REERIFSESEIEE MEORRIEIR, 1BERRE.

WSERREZEOERNE, MNRERAKS TRIAMBRAZRAPISKETS, ZIAMA
PRBEEZERZIZEORRENNIR, BN, APISRISARELK . 8 MEORREERIN
IR, SEMEORXNASSIRERIN, REARIEKHEPHEIEFISSIRFTT NAY
K&, ZFEPARERINARIZIED . fla0, BREEBEOREE=RSEIIE, 3B
Z;J‘Xﬁ\}gzl\;ljﬁﬁ)ﬂ%&ﬁ%E@J%H‘éﬂlﬂ%\iﬁ@,f—%ﬁ# “ecs:serverslist” USSR, 1ZEOA
BEVERRLTI -

RS SRGRBIEENRE, NRAFRBAHEENER, EERALIGIES
EXEREE, FBISERFART BE X REERHTHRARIAEES . RESSITRIERME
SAPIEXIN, RININFIRIGAAINT

o PR: RIFEIEBEIUEF.
o FIWAPIHEM: BEMRISEPRERRIAPIHEL

o ENIN: BENEREHSZIFAIAction, FEETENRIEFAIACtionFIENZINIR,
BT LASCHURANIRRT R AT BRINAE o

e IAMIKH (Project)/{®MlIRE (Enterprise Project): BEMNRIBHISSCEE, SF
IAMIRBE SRR . FECCEMNRRSZIFAMIMBFEWINE, FRaREHENIT
XIMAYBREM KRS, ATLATEIAMAE ESIERNIRS e B ERNHER. W0
RIHFIAMIRE ,, A5 EWINE, RNEEEIAMAPEREFPAENFFER], W
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H—BDINIE
APl &% 7 1BRAARAIR

FECWEEREN, WZAEMREAER . XTIAMIESEWIREEX
B, FiEEEL: IAMMBSEWRB/RNXE .

AR L
o NV ETEE, ‘X" RFETRE, 7 BRFER.
o AMHLBES, THRETREEN.
o B, FEBSTIREISEIUR (Action) , HARSTIFAPI, MEEHIMFASE,

7.2 $ZRIN

Token &1
BR XIRIAPIEO 30 IAM | DIRE
(Action ) InH (Enterpri
(Proj | se
ect) Project)
$%ENZ$EToken | POST /v3/auth/ iam:tokens:assu | - -
tokens me
B HE IR
PR YT RZAPHEL IR IAM | DIRE
= (Enterpri
(Proj | se
ect) | Project)
HHRBXAS | GET /v3.0/0S- iam:credentials:li | - -
i)254H CREDENTIAL/ stCredentials
credentials
EEIEEX A | GET /v3.0/0S- iam:credentials:g | - -
i254H CREDENTIAL/ etCredential

credentials/
{access_key}

IRk AiAHa=: | POST /v3.0/0S- iam:credentials:c | - -
$H CREDENTIAL/ reateCredential

credentials
(EMIEEXRAIS | PUT /v3.0/0S- iam:credentials:u | - -
iB)Z5H CREDENTIAL/ pdateCredential

credentials/
{access_key}

MIEgISTEXR ALY | DELETE /v3.0/0S- iam:credentials:d | - -
iB)Z58 CREDENTIAL/ eleteCredential
credentials/
{access_key}
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BH—BDINIE

APl &% 7 PR IZINIR
FEfA MFA 12
BUR XS RIAPIEL] -2 IAM | WVIRE
E (Enterpri
(Proj | se
ect) Project)
HPEMFAIR S PUT /v3.0/OS-MFA/ iam:mfa:bindMF | - -
mfa-devices/bind ADevice
FRGIMFAIR S PUT /v3.0/OS-MFA/ iam:mfa:unbind - -
mfa-devices/unbind MFADevice
BIEEEHIMFAIZ | POST /v3.0/OS-MFA/ | iam:mfa:createVi | - -
= virtual-mfa-devices rtualMFADevice
HIEEMFAIR S DELETE /v3.0/0S- iam:mfa:deleteVi | - -
MFA /virtual-mfa- rtualMFADevice
devices
IEEE
BUR XS RZAPHEC AT IAM | IIRE
E (Enterpris
(Proj | e Project)
ect)
HRIMBYIE GET /v3/projects iam:projects:list | - -
Projects
iU =] POST /v3/projects iam:projects:.cre | - -
ateProject
EHRIIB{EE PATCH /v3/projects/ | iam:projects:upd | - -
{project_id} ateProject
BEIMBIRZE | PUT /v3-ext/projects/ | iam:projects:upd | - -
{project_id} ateProject
HiFIEEIAMA | GET /v3/users/ iam:projects:list | - -
FRIRESIZE | {user_id}/projects ProjectsForUser
kR EIE | x iam:projects:del | - -
eteProject
EGEEIEM | GET /v3.0/0S-QUOTA/ | iam:quotas:listQ | - -
Boan projects/{project_id} uotasForProject
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AP| & 7 BPRBIZAIN
e EE
PR XTRZAPIEC AR IAM | 2WIRE
L= (Enterpri
(Proj | se
ect) Project)
B SECET GET /v3.0/0S- iam:quotas:list | - -
QUOTA/domains/ Quotas
{domain_id}
IAM FFESE
BR M APHEL =R IAM | DIIRE
E (Enterpri
(Proj | se
ect) Project)
SEREIFIAM | GET /v3/users iam:users:listUs | - -
BR3IE ers
EEREUEEIAM | POST /v3/users jam:users:create | - -
J=2)= User
SIEREKIAM | PATCH /v3/users/ iam:users:updat | - -
BRER {user_id} eUser
ZI1E S MIPRIAM | DELETE /v3/users/ iam:users:delete | - -
AR {user_id} User
SIERBUFEIAM | POST /v3.0/0S-USER/ | iam:users:create | - -
BF (EE) users User
HRHEPIEFER GET /v3.0/OS-USER/ | iam:users:getUs | - -
(BEHRF5F1F | users/{user_id} er
H=43)
BHHIAMBFIE | GET /v3/users/ iam:users:getUs | - -
B {user_id} er
SHERIEEIAM | x iam:users:reset | - -
BRZ5 UserPassword
REERFR x iam:users:setUs | - -
erLoginProtect
BEEEmELE | x iam:users:listUs | - -
BINRRIEFSY ersForProject
x
BHiHIAMBFR | GET /v3.0/0S-MFA/ iam:mfa:listVirt | - -
MFA4RE(SZE%! | virtual-mfa-devices ualMFADevices
=
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APl &% 7 I PRI
BUR XTRIAPIEO IR IAM | fDIIREB
= (Enterpri
(Proj | se
ect) Project)
=HHisEIAMA | GET /v3.0/0S-MFA/ iam:mfa:getVirt | - -
PHIMFAZBE(S | users/{user_id}/ ualMFADevice
2 virtual-mfa-device
BHRIAMEBFH | GET /v3.0/OS-USER/ | iam:users:listUs | - -
EFRIFIPIRE(E | login-protects erLoginProtects
B3x
HiFEEIAMA | GET /v3.0/OS-USER/ | iam:users:getUs | - -
PRIZEZRIFPIK | users/{user_id}/login- | erLoginProtect
SES protect
FIFE
PR XIRZAPIE AR IAM | fRIIRE
= (Enterpri
(Proj | se
ect) Project)
ERIAMABFRFFT | GET /v3/users/ iam:groups:listG | - -
BRF4A {user_id}/groups roupsForUser
SEREHHARF | GET /v3/groups/ iam:users:listUs | - -
BB ERIIAM | {group_id}/users ersForGroup
AR
EiGHEFHEYIE | GET /v3/groups iam:groups:listG | - -
roups
ERAPAEIFE | GET /v3/groups/ iam:groups:get | - -
{group_id} Group
tUZRFE POST /v3/groups iam:groups:crea | - -
teGroup
EAPA PATCH /v3/groups/ iam:groups:upd | - -
{group_id} ateGroup
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APlI &% 7 PR IZNIR
PSR XTRZAPIEO IR IAM | UIRE
= (Enterpri
(Proj | se
ect) Project)
IR PR DELETE /v3/groups/ iam:groups:dele | - -
{group_id} teGroup
iam:permissions
:removeUserFro
mGroup
iam:permissions
:revokeRoleFro
mGroup
iam:permissions
:revokeRoleFro
mGroupOnProj
ect
iam:permissions
:revokeRoleFro
mGroupOnDom
ain
HiGHAPE387E | HEAD /v3/groups/ iam:permissions | - -
R4 {group_id}/users/ :checkUserInGr
{user_id} oup
WINIAMEBFZE| | PUT /v3/groups/ iam:permissions | - -
=) SF4E {group_id}/users/ :addUserToGrou
{user_id} p
AP 4ESE) | DELETE /v3/groups/ | iam:permissions | - -
IAMERF {group_id}/users/ :removeUserFro
{user_id} mGroup
PREE
BUR XIRZAPIHE IR IAM | f2IIRE
E (Enterpr
(Proj | ise
ect) Project)
EIRNRYIZE GET /v3/roles iam:roles:listRol | - -
es
BEIINRIFS GET /v3/roles/ iam:roles:getRol | - -
{role_id} e
EFEFPERE | GET /v3.0/0S- iam:permissions: | v v
S PERMISSION/role- listRoleAssignm
assignments ents
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AP| & 7 BPRRIZAIN
PR XIRZAPHE IR IAM | fDWIRE
nH (Enterpr
(Proj | ise
ect) Project)
HHLERS T | GET /v3/domains/ iam:permissions: | - -
YA PENR {domain_id}/groups/ | listRolesForGrou
{group_id}/roles pOnDomain
HGMERSH | GET /v3/projects/ iam:permissions: | - -
YA PLENR {project_id}/groups/ listRolesForGrou
{group_id}/roles pOnProject
FEREEFE | PUT /v3/domains/ iam:permissions: | - -
BIRSZ R {domain_id}/groups/ | grantRoleToGro
{group_id}/roles/ upOnDomain
{role_id}
FEFEEFIR | PUT /v3/projects/ iam:permissions: | - -
BERS R {project_id}/groups/ | grantRoleToGro
{group_id}/roles/ upOnProject
{role_id}
TR 4EMIN | DELETE /v3/projects/ | iam:permissions: | - -
BHIRSR {project_id}/groups/ revokeRoleFrom
{group_id}/roles/ GroupOnProject
{role_id}
TR 4HE | DELETE /v3/domains/ | iam:permissions: | - -
BERRSB R {domain_id}/groups/ | revokeRoleFrom
{group_id}/roles/ GroupOnDomai
{role_id} n
HFHAPHEZEE | HEAD /v3/domains/ iam:permissions: | - -
HE2BREN | {domain_id}/groups/ | checkRoleForGr
PR {group_id}/roles/ oupOnDomain
{role_id}
EiGAFHEES | HEAD /v3/projects/ iam:permissions: | - -
HEIMERSMN | {project_id}/groups/ checkRoleForGr
PR {group_id}/roles/ oupOnProject
{role_id}
FRPEESEr | PUT /v3/OS-INHERIT/ | iam:permissions: | - -
BEIMERSNE | domains/ grantRoleToGro
{domain_id}/groups/ up
{group_id}/roles/
{role_id}/
inherited_to_projects
BSBFPEEE | x iam:permissions: | - -
IRB BB/ listRolesForUser
PR OnProject
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AP| &3 7 BPRRIZAIN
PR XIRZAPIEC IR IAM | fDIIRH
= (Enterpr
(Proj | ise
ect) Project)
BEISAFENT | x iam:permissions: | - -
BRR listRolesForGrou
p
BGAPHZS | x iam:permissions: | - -
HBEEESIR checkRoleForGr
oup
BIREFPENE | x iam:permissions: | - -
TERR revokeRoleFrom
Group
BIKSENC | x iam:permissions: | - -
xR listRoleAssignm
ents
BEMRIREE
BUR YTRZAPIEC =R IAM | DIRE
0 (Enterpr
(Proj | ise
ect) Project)
EFREN % | GET /v3.0/0S-ROLE/ iam:roles:listRol | - -
B roles es
BREENSHERR | GET /v3.0/0S-ROLE/ | iam:roles:getRol | - -
e roles/{role_id} e
BIE=IRSEE | POST /v3.0/OS-ROLE/ | iam:roles:create | - -
M5 roles Role
B =IRSZEZE | PATCH /v3.0/0S- iam:roles:updat | - -
M ERHE ROLE/roles/{role_id} eRole
ks BEEN SR | DELETE /v3.0/0S- iam:roles:delete | - -
ROLE/roles/{role_id} Role
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API &% 7 PR R AZ IR
E3an=td
PR XIRMIAPIEL] AR IAM | RVIRE
E (Enterpr
(Proj | ise
ect) | Project)

BUEEERE POST /v3.0/0S- iam:agencies:cr | - -
AGENCY/agencies eateAgency

BEEESEMHT | GET /v3.0/0S- iam:agencies:lis | - -

FRESIAIES AGENCY/agencies tAgencies

EHEITFEE GET /v3.0/0S- iam:agencies:ge | - -
AGENCY/agencies/ tAgency
{agency_id}

BFEFT PUT /v3.0/0S- iam:agencies:up | - -
AGENCY/agencies/ dateAgency
{agency_id}

HBRZESE DELETE /v3.0/0S- iam:agencies:de | - -
AGENCY/agencies/ leteAgency
{agency_id}

AEAEETFINE | PUT /v3.0/0S- iam:permissions | - -

RSB HUR AGENCY/projects/ :grantRoleToAg
{project_id}/agencies/ | encyOnProject
{agency_id}/roles/

{role_id}

EGEEESI | HEAD /v3.0/0S- iam:permissions | - -

BIERSNIE | AGENCY/projects/ :checkRoleForA
{project_id}/agencies/ | gencyOnProject
{agency_id}/roles/

{role_id}

EiRMBERSS | GET /v3.0/0S- iam:permissions | - -

FES IS AGENCY/projects/ :listRolesForAge
{project_id}/agencies/ | ncyOnProject
{agency_id}/roles

FEFREIEAYINE | DELETE /v3.0/0S- iam:permissions | - -

ARSZBR AGENCY/projects/ :revokeRoleFro
{project_id}/agencies/ | mAgencyOnPro
{agency_id}/roles/ ject
{role_id}

HEEIEFLE | PUT /v3.0/0S- iam:permissions | - -

ARSSHR AGENCY/domains/ :grantRoleToAg
{domain_id}/agencies/ | encyOnDomain
{agency_id}/roles/

{role_id}
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AP| &3 7 PR R AZAIN
BPR XTRZAPIHEO 1=RIR IAM | fRIVIRE
IE (Enterpr
(Proj | ise
ect) | Project)
BHREIEE25H | HEAD /v3.0/0S- iam:permissions | - -
ELBIRSINE | AGENCY/domains/ :checkRoleForA
{domain_id}/agencies/ | gencyOnDomai
{agency_id}/roles/ n
{role_id}
ER2BERES | GET /v3.0/0S- iam:permissions | - -
ORIEANR AGENCY/domains/ :listRolesForAge
{domain_id}/agencies/ | ncyOnDomain
{agency_id}/roles
BHZFIENLS | DELETE /v3.0/0S- iam:permissions | - -
IRSIBR AGENCY/domains/ :revokeRoleFro
{domain_id}/agencies/ | mAgencyOnDo
{agency_id}/roles/ main
{role_id}
EiBEEFRE | GET /v3.0/0S- iam:permissions | - -
IR INHERIT/domains/ :listRolesForAge
{domain_id}/agencies/ | ncy
{agency_id}/roles/
inherited_to_projects
BEHZITESIH | HEAD /v3.0/0S- iam:permissions | - -
BiIEENR INHERIT/domains/ :checkRoleForA
{domain_id}/agencies/ | gency
{agency_id}/roles/
{role_id}/
inherited_to_projects
HEIEIZFIEE | PUT /v3.0/0S- iam:permissions | - -
IR INHERIT/domains/ :grantRoleToAg
{domain_id}/agencies/ | ency
{agency_id}/roles/
{role_id}/
inherited_to_projects
B8 FITA9SE | DELETE /v3.0/0S- iam:permissions | - -
PR INHERIT/domains/ :revokeRoleFro
{domain_id}/agencies/ | mAgency
{agency_id}/roles/
{role_id}/
inherited_to_projects
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API &% 7 PR R AZ IR
VIR E 1R
PR XIRIAPIEL] IR IAM | fRAIRE
E (Enterpr
(Proj | ise
ect) | Project)
H\WITE>* | GET /v3.0/0S- iam:permissions | - v
XA PERMISSION/ :listGroupsOnEn
enterprise-projects/ terpriseProject
{enterprise_project_id}
/groups
HFFPWIRBEE | GET /v3.0/0S- iam:permissions | - v
FEXFF4ERIN | PERMISSION/ :listRolesForGro
fR enterprise-projects/ upOnEnterprise
{enterprise_project_id} | Project
/groups/{group_id}/
roles
HEFAPHEAE | PUT /v3.0/0S- iam:permissions | - v
A IRB N PERMISSION/ :grantRoleToGr
enterprise-projects/ oupOnEnterpris
{enterprise_project_id} | eProject
/groups/{group_id}/
roles/{role_id}
Mk AVIGE>% | DELETE /v3.0/0S- iam:permissions | - i
EXARYAF4EME | PERMISSION/ :revokeRoleFro
enterprise-projects/ mGroupOnEnte
{enterprise_project_id} | rpriseProject
/groups/{group_id}/
roles/{role_id}
EGAFHEXEE | GET /v3.0/0S- iam:permissions | - v
RO IS PERMISSION/groups/ | :listEnterprisePr
{group_id}/enterprise- | ojectsForGroup
projects
BiGRFAFEEX | GET /v3.0/0S- iam:permissions | - v
BRI IR E PERMISSION/users/ :listEnterprisePr
{user_id}/enterprise- ojectsForUser
projects
HGWIREH | GET /v3.0/0S- iam:permissions | - v
BEXELER PERMISSION/ listUsersForEnt
enterprise-projects/ erpriseProject
{enterprise_project_id}
Jusers
=P WIREE | GET /v3.0/0S- iam:permissions | - v
EXEEAHPRYA | PERMISSION/ :listRolesForUse
=] enterprise-projects/ rOnEnterprisePr
{enterprise_project_id} | oject
Jusers/{user_id}/roles
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API &% 7 PR R AZAIN
PSR XTRZAPIEO AT IAM | fRNIRE
IiE (Enterpr
(Proj | ise
ect) [ Project)
HEFARPREW | PUT /v3.0/0S- iam:permissions | - v
ISESTY PERMISSION/ :grantRoleToUs
enterprise-projects/ erOnEnterprise
{enterprise_project_id} | Project
Jusers/{user_id}/roles/
{role_id}
MikRS\IREE | DELETE /v3.0/0S- iam:permissions | - Vv
EXELAEPRIS | PERMISSION/ :revokeRoleFro
R enterprise-projects/ mUserOnEnter
{enterprise_project_id} | priseProject
Jusers/{user_id}/roles/
{role_id}
ZRIRE
PR XIRZAPIE AR IAM | DWIRE
s (Enterpr
(Proj | ise
ect) | Project)
B SZEIER | PUT /v3.0/0S- iam:securitypoli | - -
IPERRE SECURITYPOLICY/ cies:updateProt
domains/{domain_id}/ | ectPolicy
protect-policy
EHEWKSERIER | GET /v3.0/0S- iam:securitypoli | - -
PERHE SECURITYPOLICY/ cies:getProtectP
domains/{domain_id}/ | olicy
protect-policy
(BkS=E5 | PUT /v3.0/0S- iam:securitypoli | - -
1522 SECURITYPOLICY/ cies:updatePass
domains/{domain_id}/ | wordPolicy
password-policy
EAKSHEBE | GET /v3.0/0S- iam:securitypoli | - -
B SECURITYPOLICY/ cies:getPasswor
domains/{domain_id}/ | dPolicy
password-policy
B SEZRSE | PUT /v3.0/0S- iam:securitypoli | - -
B SECURITYPOLICY/ cies:updatelogi
domains/{domain_id}/ | nPolicy
login-policy
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BPR XTRZAPIEO 1=RIR IAM | fRMVIRE
IiE (Enterpr
(Proj | ise
ect) | Project)
ERWSEREK | GET /v3.0/0S- iam:securitypoli | - -
B SECURITYPOLICY/ cies:getLoginPol
domains/{domain_id}/ | icy
login-policy
EKSizFE | PUT /v3.0/0S- iam:securitypoli | - -
RIS SECURITYPOLICY/ cies:updateCons
domains/{domain_id}/ | oleAclPolicy
console-acl-policy
BAWKSEFHES | GET /v3.0/0S- iam:securitypoli | - -
SRR SECURITYPOLICY/ cies:getConsole
domains/{domain_id}/ | AclPolicy
console-acl-policy
(EHXKS4E0O35 | PUT /v3.0/0S- iam:securitypoli | - -
BIS SECURITYPOLICY/ cies:updateApiA
domains/{domain_id}/ | clPolicy
api-acl-policy
H\EGWKSHEOE | GET /v3.0/0S- iam:securitypoli | - -
eSS SECURITYPOLICY/ cies:getApiAclP
domains/{domain_id}/ | olicy
api-acl-policy
BIEDAIEETE
PR XIRIAPIEC IR IAM | f2IVIRE
= (Enterpr
(Proj | ise
ect) | Project)
HRESMHIEHEE | GET /v3/0S- iam:identityPro | - -
e FEDERATION/ viders:listldentit
identity_providers yProviders
HREMHIEHE | GET /v3/0S- iam:identityPro | - -
EJE FEDERATION/ viders:getldenti
identity_providers/{id} | tyProvider
BIEZESAMLEHIE | PUT /v3/0S- iam:identityPro | - -
Hrs FEDERATION/ viders:createlde
identity_providers/{id} | ntityProvider
EEISAMLEHIE | PATCH /v3/0S- iam:identityPro | - -
HiShE FEDERATION/ viders:updateld
identity_providers/{id} | entityProvider
M A4hRA 55 (2025-07-03) WRINERE © LA ARBIRAE] 560



BH—BDINIE

API &% 7 PR R AZAIN
PSR XTRZAPIEC IR IAM | RIRE
g (Enterpr
(Proj | ise
ect) | Project)
MIBRSAMLE {512 | DELETE /v3/OS- iam:identityPro | - -
" FEDERATION/ viders:deletelde
identity_providers/{id} | ntityProvider
EIZOIDCE{451E | POST /v3.0/0S- iam:identityPro | - -
it FEDERATION/identity- | viders:createOp
providers/{idp_id}/ enlDConnectCo
openid-connect-config | nfig
(BOIDCE{p1Z | PUT /v3.0/0S- iam:identityPro | - -
HiShE FEDERATION/identity- | viders:updateO
providers/{idp_id}/ penlDConnectC
openid-connect-config | onfig
HiFOIDCEH1E | GET /v3.0/0S- iam:identityPro | - -
Hrs FEDERATION/identity- | viders:getOpenl
providers/{idp_id}/ DConnectConfi
openid-connect-config | g
RN TS GET /v3/0S- iam:identityPro | - -
FEDERATION/ viders:listMappi
mappings ngs
BEiTIREHFE GET /v3/0S- iam:identityPro | - -
FEDERATION/ viders:getMappi
mappings/{id} ng
ERR AR PUT /v3/0OS- iam:identityPro | - -
FEDERATION/ viders:createMa
mappings/{id} pping
EFrRRsT PATCH /v3/0S- iam:identityPro | - -
FEDERATION/ viders:updateM
mappings/{id} apping
lliERER) DELETE /v3/0S- iam:identityPro | - -
FEDERATION/ viders:deleteMa
mappings/{id} pping
EEMNEIE GET /v3/0S- iam:identityPro | - -
FEDERATION/ viders:listProtoc
identity_providers/ ols
{idp_id}/protocols
ESGER GET /v3/0S- iam:identityPro | - -
FEDERATION/ viders:getProtoc
identity_providers/ ol
{idp_id}/protocols/
{protocol_id}
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7 SRR

BPR XRZAPIEO ERIR IAM | fIIRB

= (Enterpr
(Proj | ise
ect) | Project)

JERR N PUT /v3/0OS- iam:identityPro | - -
FEDERATION/ viders:createPro
identity_providers/ tocol
{idp_id}/protocols/

{protocol_id}

EHMY PATCH /v3/0S- iam:identityPro | - -
FEDERATION/ viders:updatePr
identity_providers/ otocol
{idp_id}/protocols/

{protocol_id}

fIBRtMY DELETE /v3/0S- iam:identityPro | - -
FEDERATION/ viders:deletePro
identity_providers/ tocol
{idp_id}/protocols/

{protocol_id}

&HigMetadataX | GET /v3-ext/OS- iam:identityPro | - -

s FEDERATION/ viders:getIDPM
identity_providers/ etadata
{idp_id}/protocols/

{protocol_id}/

metadata
E A\MetadataX | POST /v3-ext/OS- iam:identityPro | - -
o FEDERATION/ viders:createlDP

identity_providers/
{idp_id}/protocols/
{protocol_id}/
metadata

Metadata
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8 M=

8 =

8.1 K&

x 8-1 IR&H8
RS “RE3 WiAA
100 Continue PREFIER
XANIGAI N BRBEIE Fin, SRIEDIEREE
WARSS2EEW, BIAREIES
101 Switching Y . REETIREIESRAIMN
Protocols B0, PERIHTTPRGSTAR AN o
201 Created BUEERANE KT E/MIN.
202 Accepted ELEZIER, BERCIETK.
203 Non-Authoritative | IESHUSE., &R,
Information
204 NoContent BEREEHI, BIHTTPIIN A SRR
ZNIRZOPTIONSHERIHTTPiE KT IR [EILLIRZS
5,
205 Reset Content BFEND, IRFIGIERKIN,
206 Partial Content RSB 2R INAL IR T BB GETIE XK o
300 Multiple Choices | Zfu%iE. BERNFEAISEZSNMIE, BNANR
[E— MRSt A9 R BT RPRiE (4l
an: MBSEE ) kR,
301 Moved KA, 1BKZR RSB AR NEIFRAY
Permanently URI, RESESEIEFFAIURI,
302 Found REHIGAIFEED
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AP| &% 8 fff=
RSB T i)z
303 See Other BEEHCHIL,
{EFAGETAIPOSTIEREE .
304 Not Modified FRERAYZRIREARIEN, RS EREILRESRIN, A
SIREYFHIEIR
305 Use Proxy FrigskaSR RS IuEI IR .
306 Unused ERBEFHTTPIRER
400 BadRequest EEBEK,
FNEEESZBEK, FEEHiZIEK,
401 Unauthorized EEFIRIRMANEEER, REIZIASE, FIPIR
Fimtg P inFriR AT S EARERTIAEE,
BRI ABRPRMEBEE 1R,
402 Payment Required | {REBIEK o
403 Forbidden BREERIAE .
IRENZIAESS, RBIEKEEIEEIARS IR, BIRS
iR IR PIEK, (BRIERMESHER,
ZBRWIRERIESEIAE, ENEEEXZIE
x, AEHFIXIZIBEK,
404 NotFound FMERINEBEAFE
I EEERZIEK, FEEHZEK.
405 MethodNotAllow | IEKRAHFBEIZRIEAIFAIGIE.
ed ENEBENZER, FTESRZER.
406 Not Acceptable RS LERIBE P imE KRBT ETHRIEK
407 Proxy ERERREBISMDINE, 5401240, EiEkE
Authentication N 2 IR TS
Required
408 Request Time-out | PR3 EEFFERAT R LRERT .
= Rima] AR B /R izIa Rk ot T a8
X
409 Conflict RS RIETRIEKRAT AL IR,
IRENZIREE, RPEFiR=XEZEINRREEEF
£, ERT RIS ROEIIRERBEH TS
410 Gone ﬂF‘iﬁ”ﬁ%YEL\EE‘, EAREFE,
IRENZRERS, RBIBEKRAVSRSH X AMBR
411 Length Required | IRSBEELIEIEE FimAIXAIA T Content-
LengthE’Jla‘Rﬁ: 2,
412 Precondition R ERIRSRM, REBARFBEBEKRETEKRPIR
Failed ERNEP—PEHREM.
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AP &%

8.2 tHI=MS

8 Bifx
RS w5 58
413 Request Entity BTSRRI K, IRBF[/LIELE, it
Too Large BKR. AEIEERIRENELER, RSBEETES
TiERz . MRRZBIRSBEEEITEANIE, WSS
— P Retry-AfterfIIN(S 2
414 Request-URI Too | iEXKAJURIE IS (URIBEAMLE ) , IRSBEELIE
Large RhIE,
415 Unsupported RS 2R LI A IRIE KM RIS
Media Type
416 Requested range | ZFimiEKRASEEITLTH o
not satisfiable
417 Expectation Failed | JRSZ28 L EExpectAIiERLIEE
422 UnprocessableEnt | i5RIEZV1EMR, (ERATEEEBENEIR, LA
|ty F_“Z )
429 TooManyRequests | FREFIEKIEH 7 & FinipasuZ=AIPRHIsk & RS5in
BWRIZT et BaNE K. BINEFimEEUERN
HIRetry-AfterB &0, AREFZEEHEHAETES
BEi,
500 InternalServerErro | RBFIRSInEEHRIFKIBINE, (B2 BIEMAFAY
r BKo
501 Not Implemented | BRSZEEASIFIERAIINEE, TiETHIEK
502 Bad Gateway TEMXHCERIRSSEE, MminiRS s EWE T
— PN EHBIEK
503 ServiceUnavailabl | #1EXKAIIRS TR -
€ ENEEERZIEK, FESFRiZEK,
504 ServerTimeout BRELTEAIRIBIARTIETRK . ZFiR(XTENIEK
1SERBAY ( Timeout ) SHATESEENZITR
505 HTTP Version not | BRSZ8EAZENFSKAIHTTPIMYAYRRA, Toik5Thk

supported

ﬂfi o

HIHFEAPIET, WNSRIEE “APIGW” FFSLRIEEIRD, 1525 MAPIRCHEIRIDEH T

B3,
BZRSBIEIREIES WAPHEIRFL
REB BRI ERER g Q- IBFETE
400 1100 TREES Thaeits BREIEKRSEH.
%& o %ﬁ o
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APl &% 8 M=

RS =i=B EHRER A A IBIERE

400 1101 BFRaRik | BRaiak | BRERFE.
g8 Mo

400 1102 HRFERRIN SR SRS B EHE
48 g8

400 1103 CAEIE VS E B S BIREED,
8 W

400 1104 FNSKRKE | FNSEaX | BREFIS.
Mo Mo

400 1105 xuser_typess | xuser_typeds | iEffiiAxuser_type
5 ms 5xdomain_type2
xdomain_type | xdomain_type | &tEE .
8@, 1=,

400 1106 EXRE. F | EXRB. F | BEEERLDHNFE
SYRERNE | SRAERNE | NSEERERNE
£ o v

400 1107 KSEERA | KSEERART | FARIUFIIRE.
BEMEIIRR o BEARRIES o

400 1108 MEEARES | FIEBARS | BIESGhEE.
[RZREHERE . [RZ5+EE .

400 1109 BREE"® BRZE®= BIESBFE
£, o

400 1110 HfEEFE. | #FECFE. | 1BEXHE.

400 111 FNSEF FHNSER BIERFNS .
=, =,

400 1113 xuser_id. xuser_id. B&Hsixuser_idF0
xuser_typet2 | xuser_typeE2 | xuser_type,
=FE. ez

400 1115 IAMBR#E | IAMARHE | BEXEFEERak
KRR AR KEIERAIR BRI,
#lo &l

400 1117 BRERREE | BPmARSe | BB EA,
K. KW o

400 1118 FBR5E%E FID255% BIMSEEN.
5, =N

400 1120 access_mode | access_mode | {&Eaccess_mode
SHAGE SHAEGE S
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APl &% 8 Bff%

RSB = HI=ER fik e =i

400 IAM.0007 Request BERSBHRE | BREBEKSH.
parameter % | KM,
(key)s is
invalid.

400 IAM.0008 Please scan BT | BRI TR,
the QR code | 3,
first.

400 IAM.0009 X-Subject- 1BERARYX- BRREERSH .
Token is Subject-Token
invalid in the | BI&EM .
request.

400 IAM.0010 The QR code | Lt—#BEE | THLE,
has already HEfEA
been scanned | ##,
by another
user.

400 IAM.0011 Request body | iEKAIREGK | IBREBEKIEK.
is invalid. W o

400 IAM.0072 '%(key)s' is a | IBRIKEE TBEARIAR .
required B, 26 %
property. (key)sHWE

Bt

400 IAM.0073 Invalid input | INFERT BRI
for field '% Ho
(key)s'. The
value is '%
(value)s'.

400 IAM.0077 Invalid policy | SREEZEEIGE BRI
type. =0

400 IAM.1000 The role must | ER/DroleXy KEIEKEFHES
be a K. Broleldx,
JSONObiject.

400 IAM.1001 The HREE ¥&display_name
display_name | display_name | ZERHMERS
must be a NEREET | .
string and o
cannot be left
blank or
contain
spaces.
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RSB Hi=B ERER A AL IBFETE

400 IAM.1002 The length R ¥&Edisplay_name
[input length] | display_name | FERIKE.
of the display | FREHBIZ641
name exceeds | F%,

64 characters.

400 IAM.1003 The R ¥&Edisplay_name
display_name | display_name | ZERHIVMERS
contains BE5IELF ;18
invalid o
characters.

400 IAM.1004 The type type A=, KB type=FERHIE
must be a EEIEH,
string and
cannot be left
blank or
contain
spaces.

400 IAM.1005 Invalid type EEMItype=x | HEtypeFERAVE
[input type]. | E&. =H1EM.

400 IAM.1006 The custom BENRIEA | MBRcatalogFER .
policy does FEcatalog,
not need a
catalog.

400 IAM.1007 The custom BEMKIEAR | Mibkflag=ER.
policy does F=Zflag,
not need a
flag.

400 IAM.1008 The custom BENRIEA | fiERname=Es,
policy does =Zname,
not need a
name.

400 IAM.1009 The type of a | BRENXFRIEN | IRIEFEREK type
custom policy | type RBEk FERAAXTXA',
must be 'AX' 'AX'EE' XA o
or 'XA'.

400 IAM.1010 The catalog catalog=FEW | ¥iEcatalog=FERY
must be a MAFFR, | BREEH.
string.

400 IAM.1011 The length catalogFERA | fiEcatalogFERH

[input length]
of the catalog
exceeds 64
characters.

REBIZ 641N F
o

KE
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RSB =i=B EHRER A A IBIERE

400 IAM.1012 Invalid IEi%MYcatalog | ¥eEcatalog=FEERY
catalog. FE. BEEBIER.

400 IAM.1013 The flag must | flag=FEWR | lEflagFERRYE
be a string. NFFE, =AIEH.

400 IAM.1014 The value of | flag==ERAYE | Eflag=EREVEE
the flag must | Rz 5]
be "fine_grained" | "fine_grained",
'fine_grained'. | .

400 IAM.1015 The name name=XEA | RZAEBRIname
must be a BERZT, FRUWIES,
string and
cannot be left
blank or
contain
spaces.

400 IAM.1016 The length of | nameZFEREK | i&Ename=ERY
the name EARgEBiZ64 | ERTIER.
[input name] | =¥,
cannot exceed
64 characters.

400 IAM.1017 Invalid name. | 3FiZf9name | & name=ERRY

8. EETER.

400 IAM.1018 Invalid IEER K& description=F

description. description® | BBV EREIEH.
E.

400 IAM.1019 Invalid JEERY wmE

description_cn | description_cn | description_cn=¢
FE. EBREREIER,

400 IAM.1020 The policy H/DpolicyXd | EBKRAEFZEE
must be a %, BpolicyXIH
JSONObject.

400 IAM.1021 The size policyXIsRK | aEpolicyXIHRAY
[input INBIZ6144F | KE,
policySize] of | #F,
the policy
exceeds 6,144
characters.

400 IAM.1022 The length dFBEAX/ME | MEIdFERRIS
[input id 12128F %%, E.
length] of the
ID exceeds
128
characters.
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RS Hi=B EHRER A A IBIERE

400 IAM.1023 Invalid ID RERIAFEREL | KEIJFRIVER
'[input id]". B BIEH,

400 IAM.1024 The version of | HFESREEAY | AR EREEversion
a fine-grained | versionf<A FEAYER KA
policy must 1.1, 1.1,
be '"1.1".

400 IAM.1025 Fine-grained | ARERIEA | Mibkdepends=
policies do FZdepends g o
not need FE.
depends.

400 IAM.1026 The version of | RBACHY versionZZEZ BN
an RBAC versionRBEN | 791.08¢1.1,
policy must 1.0%#01.1,
be '"1.0' or
"1.1'.

400 IAM.1027 The statement= KEEAEFE
Statement/ BARA statement, B!
Rules must be | JSONArray., Ajson#

a JSONArray.

400 IAM.1028 The number statementz® | 2/VNES—)
of statements | ERIKEARNA statement, #if&
[input 1-8, B8N
statement statement,
size] must be
greater than
0 and less
than or equal
to 8.

400 IAM.1029 The value of | effect=FEg R effect=RERIES
Effect must geallowsy allowz}deny,
be 'allow' or | deny,

'deny"'.

400 IAM.1030 The Action or | actions} B actionITHRAY
NotAction notAction=FE& | (BERE1EH.
must be a REiEo
JSONArray.

400 IAM.1031 The Action action#[] HB&Ractionsk
and notAction=2E& | notAction=2E%,
NotAction N
cannot be set | £,
at the same
timein a
statement.
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RS ERS E=ER iR A IBIERE

400 IAM.1032 The OCP OCPHY OCPZRIEUNR{F
NotAction notActionA<gE | notActionll| FEES
cannot be Hallow, deny,

'allow'.

400 IAM.1033 The number | actionfJ#(E | 1&FactionfI%
of actions 13100, =, el
[input action 100,
size] exceeds
100.

400 IAM.1034 The length actioniKE#E | 1&&EESKactionfy
[input urn 128, KE, Fae8id
length] of an 128=F%5,
action URN
exceeds 128
characters.

400 IAM.1035 Action URN actionB&IE | KFactionfJER
'linput urn]" | JEFFF B
contains
invalid
characters.

400 IAM.1036 Action '[input | actionZ®#E | BiLiEMFOHIE
action]' has . AOsEiEAfaction,
not been
registered.

400 IAM.1037 The number | resource#{E | #&&Eresourcef%8
of resource HEER1-20, | £,

URIs [input
Resource uri
size ] must be
greater than
0 and less
than or equal
to 20.

400 IAM.1038 Resource URI | EERIEIR KMEBRFIRURI
'linput URI, MEEEIER.
resource uri]'
is invalid. Old
resources only
support
agencies.

400 IAM.1039 Old policies |Bt8CREEA | MlFRconditiongk s
do not 5 R
support condition,
conditions.
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BRER

ik

AbiBiEkE

400

IAM.1040

The number
of resources
[input
Resource size]
must be
greater than
0 and less
than or equal
to 10.

EEURIES
HEEA1-10,

KBS resource
ITZRAIURIZE .

400

IAM.1041

The resource
URI cannot be
left blank or
contain
spaces.

BIEURIS

z3
T o

ETMEE IEE%o

400

IAM.1042

The length
[input uri
length] of a
resource URI
exceeds 1,500
characters.

HIRURIBID
A

1500F%F

MEEEAIRURI
KE,

400

IAM.1043

A region must
be specified.

ﬂ/l\/ﬂ

region,

FRURIFIES
region,

400

IAM.1044

Region '[input
resource
region ]' of
resource
"[input
resource]' is
invalid.

RegionFEE A
A2£
Ri/1LHo0

e BregionF R
BERTIER,

400

IAM.1045

Resource URI
'linput
resource uri]'
or service
'[input
resource
split]' is
invalid.

ZEURIFAR
2T,

KERRSEER
gﬁ%ﬁﬁf‘ﬁﬁﬂﬂiﬂﬁ

400

IAM.1046

Resource URI
"[input
resource]' or
resource type
'linput
resource
split]' is
invalid.

ZEEURIFRZE
BT o

MERREEES

IEfERSTEM TR

RE,
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RS

=63

BRER

g

AbiBiEkE

400

IAM.1047

Resource URI
"[input
resource uri]'
contains
invalid
characters.

BTEURIAES
%o

BMEEIRURIFE
2B1EH,

400

IAM.1048

Resource URI
'[input
resource uri]'
is too long or
contains
invalid
characters.

EEURIBES
IEEFRT .

KEdEREES
IEEFFH o

400

IAM.1049

The Resource
must be a
JSONObject

or JSONArray.

fR/Dresource

Xj% o

& resourceXd R
=B jsonEH,

400

IAM.1050

The number
of conditions
[input
condition
size] must be
greater than
0 and less
than or equal
to 10.

FHHERRE

$31-10,

EES— 5
, SIS RA
=3

400

IAM.1051

The values of
Operator
'[input
operator]'
cannot be
null.

HA

RIS

o

iE'ﬁIEE%E’J? R
o

400

IAM.1052

Invalid
Attribute
'linput
attribute ]'.

IEERBMEF
EXO

RERMAIERS
IE#f,

400

IAM.1053

Attribute
'linput
attribute]'
must be a
JSONArray.

attribute 7
json#¢H .

e &Eattributeds
=B Ajson#H .
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8 M=

RS

=63

BRER

g

AbiBiEkE

400

IAM.1054

The number
[input
attribute

size ] of
attributes
"[input
attribute]' for
operator
'[input
operator]'
must be
greater than
0 and less
than or equal
to 10.

FMRERXT
NREMHE
HEgR1-10,

RESMRMESNT
BattributeF 22
&I1EHf,

400

IAM.1055

Attribute
'[input
attribute ]'
does not
match
operator
"[input
operator]".

BIESERERF
ITEC,

B attributefig
ERFEBIRART

Bco

400

IAM.1056

The length
[condition
length] of
attribute
"[input
attribute]' for
operator
"[input
operator]'
must be
greater than
0 and less
than or equal
to 1024
characters.

conditionf<E
ek
~Be/:

1-1024,

KB conditionXis:
NEKE,
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400 IAM.1057 Value [input | conditionf3%& | #&&conditiond 2
condition] of | IBEFT. BEEIEEFH.
attribute
[input
attributes] for
operator
[input
operator]
contains
invalid
characters.

400 IAM.1058 The number | depends#E | MRS HRAY
of depends #8120, dependsf&.
[input
policyDepend
s size]
exceeds 20.

400 IAM.1059 Invalid key KEEBEIEE | EXEMPRRIEE
. AIKey o KAPIEER

key o

400 IAM.1060 The value of | ZFE#RA | display_nameF[
key '{}' must | FfFER, name=ZER¥HF
be a string. frEEzen,

400 IAM.1061 Invalid TOTP | IEEAVAIERE | IEFIAIERIELR
passcode. Ho AR

400 IAM.1062 Login EFRFFER | BAEKEER
protection has | 4BEMFAIA R,
been bound | i, fR4PIRIE
to mfa, the TEEHAT -
unbinding
operation
cannot be
performed.

400 IAM.1101 The request | IBRIARIANN | BRBEBREEE
body size %s | FEME. AEFHIK (KF
is invalid. 32KB) .

400 IAM.1102 The %s in the | IBXRAPRIE | BSRZEOZHMG
request body | MELRIR HiERAFREMSE
is invalid. B

400 IAM.1103 The %s is IEREFRIY | ESEREOZRMG
required in E(EREK EHiEKIA,
the request
body.
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400 IAM.1104 The access IERAIAKETE | BIRIAAKZEDSF
key %s is in Eggd, £
the blacklist.

400 IAM.1105 The access IEKAKESR | {BEFHCIEHDE
key %s has gHA. Ho
expired.

400 IAM.1106 The user %s | 3XFZIAKERE | iSHIAAKERERF
with access BFREER, HEREREFE
key %s
cannot be
found.

400 IAM.1107 The access BREIAKEH | EFFFFBAK,
key %s is 2R,
inactive.

400 IAM.1108 The IRET DR | IS EFIREIGAT IS
securitytoken | 2iZHA, EIRZE N
has expired.

400 IAM.1109 The project HAZproject | IBREEIERKNTE
information =SB, token/sAYproject
cannot be BEFE, WFEE
found. RRIBEA R A

o

401 IAM.0001 The request IR INNES BT EIAIE K
you have M NIEER
made requires
authenticatio
n.

401 IAM.0061 Account BRP#EEiE. |IBESFEmED,
locked.

401 IAM.0062 Incorrect FIFZfEtE BRI S
password. =0 A

401 IAM.0063 Access token | accesstokeni\ | IBEAERIIA I,
authenticatio | IFZEM,

n failed.

401 IAM.0064 The access IAMARIRE | BRIAMZIAMBR
token does BPRIEK o BIRIERE o
not have
permissions
for the
request.
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401 IAM.0065 HUAWEI IDs | BRMiG=A Tt | IBRIANENEF
registered in | FEFR, KRS .
European
countries
cannot log in
to HUAWEI
CLOUD.

401 IAM.0066 The token has | token2id ENBIEAIIAY
expired. HA, token,

401 IAM.0067 Invalid token. | $£iRHY ENIERRY

token, token,

403 IAM.0002 You are not IBRKIFN - BIRIAR TSI
authorized to I,
perform the
requested
action.

403 IAM.0003 Policy doesn't | SREERIZNULL | BHIAKIEEER
allow % 2B1E, BULEIRAE o
(actions)s to
be performed.

403 IAM.0080 The user %s | AKERERFP# | BEERAFFREHER
with access =H, NLZeEBEBR,
key %s is
disabled.

403 IAM.0081 This user only | FBFP{X3Z#HE | BXEAFERETER
supports HenaE, & | NLEEERIEN
console IR BRipaER.
access, not I8
programmatic
access.

403 IAM.0082 The user %s | FAF#EEA. | BEXEFEFER
is disabled. PZ2EEBR,

403 IAM.0083 You do not S =YY =] 15 thregion
have regiondJinia | SEEXRFAT
permission to | HR, regionEIER,
access the
private region
%s.

404 IAM.0004 Could not TEHENER | B AEREEXER
find % =i, RAR .

(target)s: %
(target_id)s.
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409 IAM.0005 Conflict FEEKRER | BRIAEKEEAR
occurred Ri&REsE, | BRI,
when
attempting to
store %
(type)s - %
(details)s.
410 IAM.0020 Original auth | EXiFAuthfR | RFEBEIH#TIA
failover to SIS E | IERER.
other regions, | X1, &
please auth SIS BT
downgrade TAIEPEER .
429 IAM.0012 The throttling | EXZIRAE | IBHIAERIELR
threshold has | {&. AR,
been reached.
Threshold: %d
times per %d
seconds
500 IAM.0006 An ABEiR, TBEARIAR .
unexpected
error
prevented the
server from
fulfilling your
request.

8.3 KBS, IAM P, InH. HFPA. X, ZFEHEA

750 ID

IREUKS . 1AM AP . TIERYRZFRA ID

o MEHIGHIKSS. KSID. AF&. AFID. IB&FR. TRID

a.
b.

EEeAmERA LA, BF ‘BHE7 .
FALANBREHIEE “RIEIE” .
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APIEE @

mmmmm

o EMAPEREXAFID. IREID
- REAFIDES%E: EERERIAMARYIZE.
- REUIRBIDEZS%E: EREEFM TRBRIE.

SRENFAFZH-2FRF0 1D
SB BRENE, BNAMSHE, EF “BPE TE.
$B2 PEBESANBPEANNTIE, MTSEMPESER. BPEID,

8-3 EAFHEBM. FF4E 1D
S BHWEES BRE ©

e
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