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BH—BDINIE

API &% 1 EFERIIE
1 (EJZZETIDAES
1.1 Bk

IERZE—BIANIE ( Identity and Access Management, fEifRIAM ) . IAMEIZ
HARPSMIANE. NRSES. BT HIEFINEERS M EIERSS, IS ST
FIXGE A= ERANAE,, ETLMERIAMEIZIUNEIERF, HEBNREDIFSHIE
XTI RIRRIAGIE

IAMBS T iR EISHISERIES,, FREHAPHREAR, EaLMERASIRHAIAPI
STIAMIBITHEIRIE, WEIERRF . AP EH. KB TokenZ, EIEABIAMAJAPIZ
81, 1BRFREEFTD TRIAMBIBEXHES., FMERBEESN: |1AM FmNaE.

1.2 A RAA

FZ—BDINERRSIZM TREST ( Representational State Transfer ) XIA&API, SZHHSR
BEHTTPSIERIER, ARG EEE WAUTEREAPI,

ﬁEﬂiiﬁ-%ﬁi)@ftﬂﬁ%ﬁﬁﬁ%W%EWE%—EI’\JSDKﬁi@@ﬁﬁ, SDKIYERREEEN
SDKAay,

Kir mBENEABAPIRYEKblE, FRIRSEARBXIGHNRiGTRAE, ErTLANBX
R HED = PEFIAMARIRET =,

IAMRY R iR RUIR 1R . IAMZZ2RRIRSS, FIEERE—D, EERINEPFE,
IAMFPRBRIAPIERRT LAFE £ BIRSZAYEndpointiAFE; FRTEBXig, ITEGHM
XIFR=ARSSAIAPI/CLIAIE], IAMTEEMKIE (BRERBRSIMIFME X ) 238D
API, TBEHRIELISRSIRE], XN KIHAILinT RIFBAP

% 1-1 IAM RIET S

Xi=ZFR Xigg &iET5ea (Endpoint )

eSS global iam.myhuaweicloud.com
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1 {EFRRIIE

i =R Xigk #5455 ( Endpoint )

feib-bm— cn-north-1 iam.cn-
north-1.myhuaweicloud.c
om

fib-tm=— cn-north-2 iam.cn-
north-2.myhuaweicloud.c
om

| | =L cn-north-4 iam.cn-
north-4.myhuaweicloud.c
om

HR-Ei5— cn-east-3 iam.cn-
east-3.myhuaweicloud.co
m

feIR- L8 cn-east-2 iam.cn-
east-2.myhuaweicloud.co
m

EL=G-T M cn-south-1 iam.cn-
south-1.myhuaweicloud.c
om

£5G-5 Y cn-south-2 iam.cn-

south-2.myhuaweicloud.c
om

Farg-=fH— cn-southwest-2 iam.cn-
southwest-2.myhuaweicl
oud.com

HE-FE ap-southeast-1 iam.ap-

southeast-1.myhuaweiclo
ud.com

ap-southeast-2

iam.ap-
southeast-2.myhuaweiclo
ud.com

TP AN

ap-southeast-3

iam.ap-
southeast-3.myhuaweiclo
ud.com

TPXK-FEAmA

ap-southeast-4

iam.ap-
southeast-4.myhuaweiclo
ud.com

IEM-L9ERERE

af-south-1

iam.af-
south-1.myhuaweicloud.c
om
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F—EBINE
APl &%

1 {EFRRIIE

i =R Xigk #5755 ( Endpoint )

RIsE-ZMIVES la-south-2 iam.la-
south-2.myhuaweicloud.c
om

K -EBFEAR eu-west-101 iam.myhuaweicloud.eu

R -EE2R eu-west-0 iam.eu-
west-0.myhuaweicloud.c
om

T EH-AHmBER/R tr-west-1 iam.tr-
west-1.myhuaweicloud.c
om

FhZR-Fa7a#LEL-OP5 ae-ad-1 iam.ae-
ad-1.myhuaweicloud.co
m

1.4 £95R 5RF

ERIEMIAMBFRIHESIAE AR, WREEEERSEM. ¥ AEH, BIKS

SRS IRE

1.5 S#UHAR

{EFHIAM AP R AISENS AR H S 2 TR AMEEREY, R,

£ 1-2 SR

APIZEIBTR EHeR | EHEEME | MEAEHEIRE
NXEFR FR
domain K= Account SREUKSZFRF0I1D
domain_id/fBF K=ID Account ID
ID
domain_name/fH | k=35 Account name
P&
user IAMBER IAM user SEEUAMBRZFRF0ID
user_id IAMEBF | IAM user ID
ID
user_name IAMBFR | IAM user
4 name
group =)=k User group SRENFEF4AZFRFOID
group_id FBF£EID | User group ID
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F—BAINIE
AP &%

1 {EHFIE

1.6 EXEEE

APIZEIZFR e | EHEERNE | IMTNESISIREL
X&ATR i
group_name HRF44% | User group
R name
project = Project SREXI B &2 FRF01D
project_id InHID Project ID
project_name IMEAFR | Project Name
agency E3an Agency IRENFAEZIRFOID
agency_id Z1EID Agency ID
agency_name ZIE]TR | Agency Name

{EFAPLE R RIS RS

RS

RFEMEANTINKRS, WSHERBERRIERZIRS BB 7ERIAEIN

R, AILIEERFER. PERFPNRSE. BTWKSE2LEER, ATHEFEKS

ZE, ENErEERERAKSHITAEEETNE, MELIZBPHERMbII®

TRESEIE,

AR

EEEK?—EIAMEP@UEE?J?HF', RoRBSHERAR, BEEBMNEIE (EBi0HE

=H) o

ARRVELET, EeLIEEWSIDAIAFID, BEEEAAPIRERIRES, &F
ZRIIKS. AFRIIEBREER

X1 ( Region)

MR EFNREATELE LS, E— 1 RegionAHZ 8 M4I+E ., HREFMHE. WK
FiE. VPCRZE. BEAMIP, BIEEATIRSS . Region HiEFIRegionf L&

Region, iEFRegioniSHEEAIAHIAFIRHBRA=RSAIRegion; EERegioniER
A& E—XRI S REaiSER PR SIRSAIEBRegion,

FiEEs L XEMTHERX,

ATAKX (AZ, Availability Zone )

AZB—PEEMIEEIERDORIES, BIRZAIXKIKE, AZRIZIE EBISIT
8. MK, FHEFZRYDHSIERF. — 1 Regionh NS NAZ[EBIT=EI LT
&, isEeRREBAZZS BAERZINER,

InH

ELRTRIXGEOASN—NRE, XTIMEHRFNE, AREEIEXIEER
AR (HERR. FEIROMNEER) , LEBOARBABMHETEN, AP
LURBIEEK Sz XIERIFIE RiRE. INREHEHTEINSHRIIRZS], FTLL
AEXERANREFeIZFIRE, AEFREFMLER, ABLUFIRE NS
J‘Lgﬁﬁ’fﬂ, ESAFXEELISEFIRESRRR, BERRINIRIZHIEINE
1018
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https://console.huaweicloud.com/iam/#/mine/apiCredential
https://support.huaweicloud.com/usermanual-iaas/zh-cn_topic_0184026189.html

HK—BHINILE

1-1 B fRE&EE

mEA =
mEA1 THBEAZ mEB1 TIEEB.2
BEIEEA, Eigp

EHEERNELET, SUESRAID,

o mVWIRH
TIIREERENHER, XU ARRINEERRNSENSE, 22180
5. tWIRBEE 2/ KIGaEE, BIMBRSETLUEANTEL
ZF IR B IDRREUR IR B4 HRFERER, B2 ( DI SERSHEF
B ) -
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BH—BDINIE

APl &% 2 API S
API HEY
SO
Token &8
=0 kA
RENIAMAFToken | iZz#EOALARFEISRARE/ZBR975 TUHITIAERIKEUAM
(fEFEZS ) FBFToken,
IRENAMAFToken | iZEOLIRAFEIAMBRAR T ER&FIFI8E, HiEEE
( (EFRZEE+REHL S EHAMFARGIERY , BT FFE/ER5+EIUMFAR S T
MFA ) INIESRIRERIAMFEFtoken
$RENZ$EToken iz OO0 LA FIRENEE S Btoken,
B Token B | ZEOITLIRATFEERRIOAKSHIAMAFtokenfYB
t, sKIAMBFREGH StokenBIB %
haESHEE
=0 154EH
BEIEERIEES | iZEOn LB FEdRERREBGRNA D2 (I6RT
B AK/SK ) Fllsecuritytoken ,
securitytoken
EidtokenRERIGRT | iZdE 0] LA FiEid tokenRIREXIGATAK/SKEN
ThiEEEAT securitytoken
securitytoken
BERKAEIDESA ZEOTUBETFERRAIAMBRRIEX AN, o
IAMAP%E B CRIEXALEESR
BHARBEKABEE | O BTFEERERIAMBFRIFEXABEEH,
A FIAMAREISE CHFBEXAIBIEER.
BiFEEXABDE | ZzEOTUBTEERERIAMBRRIEEXAERER,
i FIAMBFEITIE CREEXABIEZESR
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BH—BDINIE

APl &% 2 API HEE
#0 ol
BEUEEAABINE | ZEOTATFEERENIAMBRRYEEXABEEA,
A IAMA g E SAHEE XA ILITEHR .
WPREERABEE | ZEOUUATFEEIMIRAMBRRYEEXATBAEA,
$H sIAMA PR E SAMEE X AIBIEER o

Xig S
#0 158
EaAXiTIE ZEOTLATFEIXIESIER.
EAXIFFE ZEO L ATFEIXIEERS.

EEE
&0 ol
EFMIRERM TR | ZEO0dUBTESEERE THIRESIE.
B5l%
BEEEIAMARN | ZEOYUBTEERENEEAMBFRIIESIZER,
mBAsx IAMBRFEIIESHmBSIE.
FAIAMAFTLLL | ZEOTUBTFESAMBFRTLUSERNIBESIE .
SIS
BlEIE ZEOTLATFEERCIERE
ESIREER ZEOTLATFEREREMEEREER.
EAMEFIE ZEO L ATFESEEmEFS.
REMERE ZEOT L ATFEERKREEENERS, MEKRESE

& IEE. R

EAMEFESKE | ZEOUTURATFEERESEEMRFESRE.
EEINE R ZEOT L AT EgEENE .

KSEHE
&0 ol
FAIAMARTLLL | ZEOTUBTFESAMBRTLUSERNKESIFER.
BRI SIFE
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BH—BDINIE

APl &% 2 APl {15
=0 A
ERKSEREER | ZEOUJUBRTEERSHEEESRE, S0EREER
A& BiRERIRAIENRAR R E#EAR
BREEETAWSED | ZEOTUBTFREEEIRSEHEESRE, SiFER
SRETRER BIEZEREREHIENREAL R EER
EiakSEER ZEOY U BATEIRSEER.

IAM R &1
=0 A
%J‘%ﬁﬁi’sﬂmmm)ﬂ ZiEOTBTFEERERIAMARTIE,
%]
EfRIAMARFES ZEOTUBFEEREEAMBRIERS, sKIAMARPES
(=) BEMBFIES. (ATUEEFNS. fpfE)
EiFIAMARiFE ZEOUUBAFEEREEAMARIFER, sIAMAPES

HSHREFES. (FAUUEEFNS. HfE )

EHIAMARFFRER | ZEOTUBTFERRERIAMBREIERFA, siIAMEB
P4E FEIBECHRERFSE,
SEREOAFAFR | ZEOYUARATFERERESEEFESFREENIAMEBR,
S5MIAMAER
SHEREFIAMAR | ZEOTUBTEERRCZEIAMBR,
(#EE)
SERFEIAMAR | ZEOYLUATEERAZEIAMBR,
EXIAMBFES iZiEOal LA BFIAMAREXRE CIZE
ERIAMABFER ZiEOTBEFIAMABRERECHBRER.
(%)
BEREXAMAR | ZEOYUATFEERIENAMBREER
=8 (E=)
Egﬁﬂ%ﬂimwﬁ)ﬂ ZiEOBTFEERERAMABRER,
SERBRIAMAR | ZEOTLATEERNRSEIAMABR,
EHIAMARBMFA | ZEOTUBTFEERRERIAMBRPIMFASREEES
HEEDIE =
EAEEIAMERYN | ZEOUUBRTFEEREITEEIAMARIMFASERS
MFASSEER 2, NAMBFREIECHIMFASEEE
FRIAMARFNER | ZEOUUBTFEESTFIEAMBFRHERFERIPIRSIIE,
FRIPREEESIER
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BH—BDIAIE

APl &% 2 API HES
=0 15388
BEEEIAMARY | ZEOJUATEERETEEIAMARINERFRIPREE
BERRIPREER 2, WAMAFREEECHERRIPREER.
EBRIAMARHNER | ZEOJUATEERENAMARNERFIPRSER.
RIPREER
HEMFAIRES ZEOTUAFIAMAFEEMFAIZE .
BRUIMFAIR S ZEOTURTIAMBFE4MFAIRE
BIEEMFAIRES EOTLIBFIAMBFEIZEMFAILS
BIFAMFAISEZ iZzEOT LR TFEERMRMFAILE .
FARHEE
£0 588
ERAFAEIE ZzEOTLRTFEEREEAFAENIE.
BHAFHEFS ZzEOT L RTFEEREaARHEFR.
el Iz ZEOT L RTFEERCIZAFE.
EFAFAE ZEOTLRTFEERENAFEER.
(1322 T ZiEOT L R TFEERMERERE.
BHAIAMARZEER | ZEOTURTFEEREEIAMAREEEAPEY,
P
FINAMABRZIRFA | ZzEO L BTFERRFINAMBRRIBRE.
E@%Pﬁ*%mmm ZEO LR FERRBIRAFPETNIAMABR
NIRETE
£=0 588
BFENRTIR ZEOT R TFEEREIINRYIE.
BFENRIFE ZEOT R TFEEREIINRFRS.
TALBRSPEF | ZEOTUATEEREILERSPIBPENR.
{RIXBR
FEWMERS PR | ZEOTUATEEREINERSPHIBPENR.
LRIXPR
EgPﬁE%@EW% ZEOT L RTFEER NAFEEFEBRSIIR
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#0 i8R
EEF?&E?E BiRSS | ZZAR L ATEERABFERTIERSUR .
EHRAFPEREREE | WEOULBATERRENAFARSRE2BIRSN
RS TBR PR
SHAFPARESREN | ZZOLBATEEREEAFARSHEIERSS
B iRSSAR PR o
ERAFANRERE | ZEOULUBTEEREERFARERERSRS
PRSI o
SHRFPASEREMH | RZOLUBRTEEREERAPARSREREREREE
BIBREERR BUR.
BIREFANREIE | ZZOTLBTEERBIRAFANREINERSIR.
ARSI PR
EE@F@F‘@E’\J@%H&% 1ZEOA LR TEERBREFENERRSHUR.
ggﬁﬁﬁ)ﬂéﬂﬂﬁlﬁ BiRS | x0T LR TEERRBRAFENRE KSR,
PRFERFIRERE | ZEOTLUBRTEERANRFAETFRERERSIR.
AR5 PR

BEMREEE
&M 158A
EREEMNREIIR | ZEOJLUATERRENEENRIEIIE.
BEHEEMREFRE | ZEOJLUATERRENEENXREFSE.
NEZRSEENRE | ZEOUJLUBTEERZERIRSBE X R
NEERAENEE | ZEOULUBATEERERTEERE.
ESZRFEENRE | ZEOUTLUBTEERIENRIRS BEX R
ENEEEENEE | ZEROULUBTEERIENFREERE.
PR E e S R 1z AR LA T SRR B E S RES

ZItEE
0 1588
%g?ﬁiﬁ%ﬁ'ltﬂgiﬁ ZEO LA RTEEREEEER M THIEEIIE.
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AP &%

2 AP| KRS

I EEE

#0

15388

ERETIFIE

ZEOULATEERENEEFE.

BT

ZEO LU AT EEREEERT

(ENEFE

ZEO LU AT EERENET.

HIFRZEFE

ZEO L AT EERMRET.

a2 RRSPET
PR

ZEOJ U ATFEERENEBRSPHETIR.

B E RS PRET
PR

ZEO LA TFEERENNERSTHETNR.

gﬂiﬁﬁ?ﬂé}%ﬁﬁ%’&
R

ZEO L BT EERNERETFERRSTUR.

@%ﬁ?ﬁ%ﬁﬁﬁﬁ%&

ZEO L AT EERAERETFRBERSR.

ERNEEEAREER
ARSS AR

ZEOUL AT EERENERERGREERRS IR

EHERIERAHENER
ARSSTBR

ZEOTUATEERENREREREMAERSIIR.

Eﬁ@%ﬁﬁgéﬁjﬁﬁ%&

ZEOA L BT EERBRERNERRS TR

%Bﬁ%ﬁﬁﬂﬁﬁﬁﬁ%ﬂ

ZEO AL AT EERRREENIRBRS R

EREE THFERE
ARSSINBRY 2

ZEO U AT EEREREEMEINERS IR IZE.

PERRFEEHAR
SR

ZEO L AT EERNERRE FEIRERSR,

REEIETTEEHEMm
BIERSR

ZEOULATFEERNERIEREEAMEIMERSX
PR

BIFEETHERE
ARSSABR

ZEO LU AT EERBREERPMEIE RS R

#0

e

BRI R XEXIARFE

ZiEORTEIEEIDRIT IR XEXRIAFE.

AUBR

BighIIRE XEXFEFER

ZiEO AT EREEI DAEI B XEXARENNR, ERTFES
RIEWIRE EXEK T BF4E.
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BH—BDINIE

APl &% 2 AP #R55

&0 i8R

ETRPENEWIRERR f%g%?ﬁﬁim%ﬁﬂﬁ@ﬁw,EEQHEE\%PQWWWW

BEXR

P@ﬁﬂﬁﬁ%ﬁ%Pﬁ% 1z CHR MR A RV TR E KEXEI AR AR -

SR

EFARAPAXBRIEILIRE | ZEOTRTESRFERXEKAIEIIE.

ERIRFPERXBIELR | ZEOTRTESRFRXEKEIEIEIE .

=

ERtWINEEEXBAR | ZEOUBRTEERWINEEZXEKAR.

EREWIMEEEXBAR | ZROTBRTERWIREEZXEBKAFIR.

HIBBR

ETFRPAEWTRERZ ZEORRTETRARPARIRE RN

eV INE BIZXERAR | O BT lEREINE i XEXRFRIRER,

FIAR PR

REIRE
&0 A
B SRERIPRRE | ZEOULUBTEERIENKSEIFRPRE.
ERRSRERIPRE | ZEOTLURTEAWRSRERIPRE.
BRIk SEIERE 1ZEOT L AT ERRIENK S HIDHREE .
BRIk SE DR 1z O LR TEARSZRREE .
[EISEREE ZEOT L ATERRIENKSEREE .
ERKS SRR 1ZEATLATEERSERREE .

ﬁ&%%ﬁﬂéﬁﬁ%

ZEO LU AT EERENKSER SR .

%ﬂ%%ﬁﬂéﬁ@%

ZEO L AT EaRSES SinaEsIREg

(S OIAID RN

ZEO L AT EERENKSIZEOLERE

EAKSEOEE5RE

ZEO LB TERKSEOLIEHEIRES .
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BH—BDINIE

AP B 2 API fiES
BB IAIEETR

0 Lz

BT ECFBIAEIREN iBidOpenstack Clientf1ShibbolethECP Client3XBXEXFR

Token ( SP initiated/5
)

IAilEToken,

BT EXERIAUEIREN
Token ( IdP initiated
BR)

LA “Client4ShibbolethldP” BIZAAMEI, 714BIdP initiated
FUIRENERERIAMETokenf9 5% o

BiSpieitrng® ZEOJLURATFEISniRMHEIIE.

BiRSHpRMUEIFE ZEO L ATFE IS HRMHREFE.

SR UL ZEOT LU BTFEERITMSHiRME.

g%%SAM LEHRME | ZEOTLUBETEERERS MR,

HERSAMLE piRtE | ZEOTLUURTFEERMRSHRERS.

HiRRGIFIZER ZEOT L RTFEIMSIIR.

HiRRGTFIE ZEOYT L RTFESMSNFES.

AR AR ZEO U RTEEREMRE

TRy ZEOT U RATEERERRE

HRIpR A ES ZEO AR TEERMBRRET

gl ZEOTLIRFEImMYIIE.

=311 IYAE S ZEOJLIRTFESMGES.

FEAHINY iZEOTT LA TFEERIEMMY CEMKEEIRE—S%
R ) .

BEFMY ZEOTURATFEEREHRMY

HRIRR MY ZEO L RTEERMBRIMY

&EilMetadatad {4 ZEOTUATFEERE IS HIRMUESAEIAMART
MetadataSZ {4,

&EifKeystoneld ziEOa LA F&igkeystonefIMetadataX 4,

Metadata3 {4

S AMetadata3Zf4 ZEOTL RATFEERS A\ Metadata3 4,

FREVEXERIAIEunscoped | iz OO0 LA FiBIZIdP initiated B9BXFBIAE /S UIREY

token(IdP initiated) unscoped token,

:ﬁﬁﬁ*?BiAiIEscoped ZiEO AR F BT EFRIAIE S kB scoped token,

oken
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BH—BDINIE

AP B% 2 API iR

=0 izl

IRENEXFBIAIE ZiEOA LB F®iZOpenID Connect ID token/5T{FREN

token(OpeniD BXFIAliEtoken

Connect ID token7s

)

IRENEXFRIAIEUnscoped | iZizORLARSF18idOpenlID Connect ID tokenJ5T{3REX

token(OpenID BXFBiAiiEunscoped tokens

Connect ID tokens

)

EEBIHERTLAILE | ZEORTFEERKBEFTLUAENKSSIZE.

HLSERIES
BENXSHE

=0 1dBA

ﬁﬂﬂ%x’ﬁﬂ%ﬁﬁﬂﬁ ZEOBRTFHFEAREX B REEREE ogintoken,
IRAEEEE

0 58H

HiflKeystone APIRIAR | iz F&ifIKeystone APIRYRRAER

MR

HifKeystone APIEY3.0 | iziEOATFEifKeystone APIFI3.0RAHIER .

IRAER
RSBFLIRTI =

0 1588

HifiRSIIFE ZEOTLIBTFEaRSIxE.

EiIRSSFIE ZEOTLIBTFEaRSFE.

EiIRSEHR ZEOLIAFE SRk FX-Auth-TokenXt N HIBRSS

B=R.
BT R ZEOTLBFEIZIRTRIIE.
BT RFE ZEOTLBFEIZIRTRIFE.
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H—BDINIE
API &% 3 Wn{aifE A API

3 Y{aniAFE API

3.1 HiEIEK

KRTBNEREST APIEKRAYERL, LAERIRENIAMBFToken ( %S ) #OAALN
{TiEFEAPI, iZAPIFAEXAF A Token, Token2AFEYHIEISH, EEESMNSHIRE
B, Tokenv] AT ERHEMAPIRTEN

AT LABIT X MIBREAE T REAIiaiEiEkiEAAAPI . https://
bbs.huaweicloud.com/videos/102987 ,
153K URI
15KURIBEN &R 4BR% o
{URI-scheme}:// {Endpoint} / {resource-path} ? {query-string}

% 3-1 153K URL
S8 15488
URI-scheme | {EiaiEKAIMNY, HEIFFEAPIIIRAHTTPSHMNY .

Endpoint HEERESTIRSS In mRIBRSS SR A THIP, ARIRSERREXIE,
EndpointR &, BILAMERIRIIEAIREN . BISNIAMARSSTE “4edt-
1tz=—" XigtAYEndpointJgiam.cn-north-1.myhuaweicloud.com,

resource- HIREER, BIAPIBOEER . MERAPIBYURIEERIREY, #ia0 “3KEX
path FFToken” APIfdresource-pathg “/v3/auth/tokens” ,

query-string | E@2%, Ok, EEHSHEEEET— “? 7, A ‘8%
Z=2¥EVE" , FlI “limit=10" , XREEREIT10EEE.

BN EIREY “fedb-1b5—" Xigii9Token, MFEEER “fib-bm—" XigH9
Endpoint ( iam.cn-north-1.myhuaweicloud.com ) , H1EZREUAMFFToken ( {5/
18 ) AYURIEBS #kEresource-path ( /v3/auth/tokens ) , HHEHERINTFAIR.

https://v3/auth/tokens
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F—BBINE
AP &%

3 WN{a)iE A API

BRI

IEXRHRL

https://iam.cn-north-1.myhuaweicloud.com/v3/auth/tokens

3-1 URI =E=E

https:// iam.cn-north-1.myhuaweicloud.com |/v3/auth/tokens

A A A
URl-scheme Endpoint resource-path
[MARiTL:

HREEHE, BPEMKAPIFIURI, RigHresource-path#lyy, FEIERSGEZEE—RE, XEHA
JIURI-scheme#BEHTTPS, MEndpointfER— P XigtBiERE, FrlAEiERiEXmERnEg.

HTTPiEKTG % (BFRGIEESEE ) , EERRSIRETERMTAEEARE,

o GET: iBKIRSZHRENEERR -

e PUT: iEKIRSZEEHIEERIE,

e POST: BERIRSBEEFNIGE IR TIFIRISIE

e DELETE: EKIRSZS==MIREERE, MPFRTRE.

e HEAD: EXKIRSZEEHIELER.

e PATCH: BEXRIRSBEEFHEENEPAD . BRBEAFEAVAHRE, PATCHAIRESR
EOIEE— N FHER

TEIRBNIAMEIF Token ( EFZERS ) BOURIERSY, ERILABRIEIBEKRGERN

“POST” , MIEBERA:

POST https://iam.cn-north-1.myhuaweicloud.com/v3/auth/tokens

MEAMESRLFEE, WHEERIURIFIHTTPIS AT ERIIFER . BIGNE BB AEENNE
kL “Content-Type” , BERENSEE,

WA EELFTERNZNSKF,

e Content-Type: JEEMFAIZEE (&= ) , ik, EOABUES “application/
json”

e X-Auth-Token: FFToken, m@Ji%, H{EMATokenAINIERT, HITUEFIZE
E& . X-Auth-Token2iEFEKENIAMAI P Token ( FRZEE ) EOIREAYIGLN(E,
ZIEOINRE A5k E Token, FEERIZEORN, FHRESAFE.,

(1 588

NBEZ=APIEIRTSZIFERAK/SKIAIE, AK/SKIMEEFERSDKMERHITEZ, E213ES
BahiEiEkeiRi0Authorization ( ZRZINEER ) FIX-Sdk-Date (iBERAXAIATE ) iBK
L, AK/SKINERGIFEEIREBIE S AK/SKIAIE.

SHFIRENAMAEFToken ( EFEEERS ) #0, AFARZIAIE, FTLAREM
“Content-Type” B, iRINEELERIBERIN TR,
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H—BDINIE
API &% 3 WN{TifE A API

POST https://iam.cn-north-1.myhuaweicloud.com/v3/auth/tokens
Content-Type: application/json

iﬁ > fﬁ:%ﬁs

BEXHEMBEUSHURNAL, SiEkEELFContent-typeXdiz, {EERiEK
HELZINMINES . BIEKBEEERFPSHIFPN, WP FHFURAUTF-8R5

BMEONBRERRARABTE, EHTES M EOMFEEETRERAE (HEHHE
SRR ) , GET. DELETEHERE(ERERZOMAFTERRS, HRAEFABTTFER
EEAZEOME.

STFERENIAMEFToken (A% ) &0, SaLNEONEKREDERIFERE

KRSENSHRE ., BERMRINGERNEKRI TR, INHENORHEAFEREEIRIELIR

BIES, HAusernameJBRHE, ******JBFHNEREM, domainname/IFEF
FREBRSBIR, MNREWSAKSIKEtoken, usernameflldomainnameEi—iL,

XXXXXXXXXXXxXxxXJIprojectidID, KBV RES WIKENKS . IAMAR. InH. B
P4, Xig, ZIERISBFRFAID,

(MR

scopeSHE N T TokenfERSERE, BUEIprojectdidomain, 7~fFI5REYE Sproject, F~ixHY
A9Token{XBEiHIaligEproject FHYEIR, BYEIdomainly, FRIXEAItokenTTLASTISEMKS
THRERIE, scopeSHHNFMiHE, ESN: KBUAMBFToken ({FAHZERE ) .

POST https://iam.cn-north-1.myhuaweicloud.com/v3/auth/tokens
Content-Type: application/json

{
"auth": {
"identity": {
"methods": [
"password"
]

,
"password": {
"user": {
"name": "username",
"password" " *******aﬂll
"domain": {
"name": "domainname"
}
}
}
by
"scope": {
"project™: {
"id": " XXX
}
}
}
}

FXBERIEXMEREENABHEEZ LT, ELMEMcurl. PostmansiEiEdR
BSRBEAXLXEKAAAPI, SIFIRENAMARToken ( fEHAZERE ) &0, RERY
MALGEESLF “x-subject-token” FhERFEIRENAIAFToken, BT TokenZfa, &L
B LAfE A Tokeni \IEA R E AP,

3.2 TAMEESIN

FEFEOBMTRAMINESR, EeTLUERER—FME TIAESE
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BH—BDINIE

APl &% 3 AN{aTiE AR AP
e Tokeni\ilE: &BidTokeniNIEEREIEK -
e AK/SKIAIE: iBIFAK (Access Key ID ) /SK ( Secret Access Key)INZERIEK .
Token TAIE
(D ieA
TokenBIEER24/0\0T, FBE(FERR— TokenfEAT, aILABFRER, #BEINEER,
TokenEItEMNRZZHLESHE (IR ) BIER, BB TokenFHXEIREEMINIR.
Tokent \IEF 2 EEFAPIFIRHES TokenINEERHE L, NMEIBDIANILE, %15
IREAPIRIBUR o
TokenaliEid I FIRENIAMAF Token ( RS ) #13REY, ARAIRSBAPIFES
B#5IR9Token, BNiEFZRENIAMEIFToken ( EFZTS ) £ 0RY, iE3KbodyH
auth.scopeRJBUEF ZikiEdomain, TR,
{
"auth": {
"identity": {
"methods": [
"password"
1
"password": {
"user": {
"domain": {
"name": "IAMDomain"
b
"name": "IAMUser",
"password": "IAMPassword"
}
}
by
"scope": {
"domain": {
"name": "IJAMDomain"
}
}
}
}
KEXToken/S, FABHEMEORN, SEEEBEKREELFIRM “X-Auth-Token”
H{BBN93REXZIAIToken . BlaNTokenfE/9 “ABCDEF)....” , NERZEORNE “X-
Auth-Token: ABCDEF)...” INZIEREESLENTT, TR
GET https://iam.cn-north-1.myhuaweicloud.com/v3/auth/projects
Content-Type: application/json
X-Auth-Token: ABCDEF)J....
AR LUBIT X MISREGE 7 EaNfal{ERTokenIAIE: https://
bbs.huaweicloud.com/videos/101333 ,
AK/SK TAIE

(MARIY:
AK/SKEZINEANZIEEEA AN 2MEARA, 12MEL EH9iEKis{EHE TokenIAIE

AK/SKIMIERLZERAK/SKIHERRITER , HIBKIPBEREERNEIERL, MM
B EDINILE

o AK(Access Key ID): IHITZHAID, STAGHIAEHXBIE— R, D853
|DRIRAS IR A—RefER, XOEREHT IR o
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BH—BDINIE
API 2% 3 WN{TifE A API

e  SK(Secret Access Key): S5iplaZ$BIDESFERANZE, WERHITIIEES,
ARMRARIET, HBELIEERBIES

EARAK/SKINIERY, AR FEREAFERAK/SKINEREITER, tBAILAERE]
R ZSDKITERHITER . 1FHAIE R 5 EFISDKERSXZEEN: APIERIEE.

ikl
HASDKRIZHZRINEE, SRSFRMAISDKAE, ERIHEER.

IR[EIZE5R

NG
EREEIUE, CRUEINN, SEREE. MEHEAEEA.

INEBR—ENDESEIEFAD, IWSBRR T IERBNAPATE, TEIAEHD
HIFRIBFZS RS

ST FERENIAMEFToken (AR ) &0, WRERBREMASEA “2017 , WX
aKRIN .

NaRTES Sk
RROEREEL, MREH#LAERSk, 2 “Content-type”

X FIRENAMEIFToken ( EFE%ERS ) #0, IREUWIEFRAYESL, HP “x-
subject-token” FEREEFRENIFAFToken, BT TokenZfg, EFtrlLUERTokeniA
IEEARERRAPI,

=] 3-2 SRENFF Token NaR;EESk

connection — keep-a

content-type — application/json

date — Tue, 12 Feb 2019 06:52:13 GMT

server —

strict-transport-security — max-age=31536000; includeSubdomains
transfer-encoding — chunked

via — proxy A

x-content-type-options — nosniff

x-download-options —~ noopen

x-frame-options — SAMEQRIGIN

x-iam-trace-id — 218d45ab-d674-4995-af3a-2d0255ba41b5

x-subject-token

x-Xss-protection — 1: mode=block
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F—EDINIE
APl &%

3 alER A

Pl

N R 2

N Rz H SR E R LSS TURE], SHRGEE kA Content-typeRIhy, {&iERRIMA
HELZIMIRE

X FIRENAMAIFToken (A% ) £#0, REWITERA. AREEERN, XEXR
BTREPRE .

{
"token": {
"expires_at": "2019-02-13T06:52:13.855000Z",
"methods": [
"password"

]

"catalog": [
{
"endpoints": [
{
"region_id": "cn-north-1",

SEOREALER, SREEHRERIEREERE, ExWAAIBody A EzUaI TR
o

{

"error_msg": "The format of message is error",
"error_code": "AS.0001"
}

HAR, error_codeZXRiBIRIG, error_msgRREIREIAEE .
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F—BDIAILE
APl &% 4 HRIEN]

4 FSEINE

4.1 ZAER &R

BEihA
W BFBELHSERIBINZE (AK/SK) AR EEBEHITAPIAE, (BRih
BEAEEMEIEN B, MIRESEITESBENZENK .,
AETIESHEFNERAPIRBNA R CRAIDEE, EeE—E @i RIEFRTTMH
EHIERNCHR T E,

BUHRSRIY
KSEERREEMIAMBRIBIRZARS, EEMBSecurity AdministratoriXfR,
IAMA FIZ/EE S ROB I ZA T RAHTRUR -

SMRBER

ERptCIRIAIRER (AK/SK) B, SEBINT:
1. BUERAK/SK;

2. E;@;gﬁﬁﬁAK/SKE’\J@U@Em‘Eﬂ ( SIS TEAK/SKRIRIEERTE] ) FIRTERRTEEREE
Bi0HE,;

3. EHEFRAYAK/SK,

4. MFRFZEFIRAYAK/SK;
WRAEONT:

o SIEKAILEERB

o EHMAKABIDEH
o HEiEiEEKAILINEH
o HIFRIEREXAISIIEH

LTE1: BlIEEXA AK/SK

URI: POST /v3.0/OS-CREDENTIAL/credentials
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F—EBINE
AP &%

4 HENI]

APIMIEIFEBEEN: BIEKAGIDEH
API ExplorerffZei@iizS: B KA GIDEH

o iEKRHI
POST https://iam.myhuaweicloud.com/v3.0/OS-CREDENTIAL/credentials

"credential": {
"description": "IAMDescription",
"user_id": "07609fb9358010e21f7bc003751..."
}
}

o [IBARA
{

"credential": {

"user_id": "07609fb9358010e21f7bc003751...",
"description": "IAMDescription",

"secret": "TTgAHPbhWorg90zx8Dv9MUyzYnOKDppxzHt...",
"status": "active"

}

£ 2: Hif AK/SK BIEIEERTIE) ( KERHEE AK/SK RIEIEEATE] )
o  EAFTBAK/SKAIGIZEERTIE],
URI: GET /v3.0/OS-CREDENTIAL/credentials
APIEIFEREN: EafMBEXALDEH
API ExplorerfzZei@i{iEsil: EARAXAGIOEH
- iEKkEA
1) IAMEFEISE 2B AK/SKRYBIEERTE .

GET https://iam.myhuaweicloud.com/v3.0/OS-CREDENTIAL/credentials

2) SIEREEIAMBFERBAK/SKAYEIEZERTE ., (FEIRIEFID):076--+)

GET https://iam.myhuaweicloud.com/v3.0/OS-CREDENTIAL/credentials?user_id=076...

- TARERBY
{

"credentials": [

{

"user_id": "07609fb9358010e21f7bc0037...",
"description™: "",
"status™: "active"

"user_id": "07609fb9358010e21f7bc003751...",
"description": "",
"status™: "active"
}
1
}

o EHIEFEAK/SKAIGIZEERTIE],
URI: GET /v3.0/OS-CREDENTIAL/credentials/{access_key}
APIIEIFIEEE N : EiFEEKAISLDEH
API ExploreriEZ&iFiis& N : EFEEKAKIDEH
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https://apiexplorer.developer.huaweicloud.com/apiexplorer/doc?product=IAM&api=CreatePermanentAccessKey
https://apiexplorer.developer.huaweicloud.com/apiexplorer/debug?product=IAM&api=QueryAllPermanentAccessKeys
https://apiexplorer.developer.huaweicloud.com/apiexplorer/doc?product=IAM&api=QueryPermanentAccessKey

F—EBINE
AP &%

4 HHENI]

- Bk
GET https://iam.myhuaweicloud.com/v3.0/OS-CREDENTIAL/credentials/{access_key}

- MaRzzRpl
{
"credential": {

"access": "LOSZM4YRVLKOY9ES...",
"create_time": "2020-01-08T06:26:08.123059Z",
"user_id": "07609fb9358010e21f7bc00375....",
"description": "",
"status": "active"
}
}

LR 3: HEIHRY AK/SK

EIBFTAIAK/SK, BEETE1 BIEEKAAK/SK,

L 4: HERFEZEHEAY AK/SK

URI: DELETE /v3.0/OS-CREDENTIAL/credentials/{access_key}
APIMEFEBEEN: MEREREXAGIDEH
API ExploreriEZiFiliEE I : MIBRMEEXALEIEA

o IERTHI
DELETE https://iam.myhuaweicloud.com/v3.0/OS-CREDENTIAL/credentials/{access_key}

o AR
ZIEOTIREE, REIEH204RTMIBRELIN -

4.2 PWEBHEHR FSHHFRIBKFSAL

InRER

HIRRSR

MR

B EWEAREAE LFAESKS, FRBEIEWRIDPRAKPERENERN
FERSHITRIE, FEIERIBIIAPIEIEEBRIIAIL.

AETIESHEFNOERAPIERNS B RIECEBKFIAL.

RS TIEMLESNIREFTERB Security Administratori R .

BTN EZHFPREFBAILE, £BNT:
RS =gk et

AR ARET ;

ERNY

S A\Metadata3Z{4;

BIER,

W RAEOWNT:

ok N =
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o ESHIRHE

o EffRRSY

o EAMMY

e S AMetadatad{¥

LB’ EMBHIRHES
URI: PUT /v3/OS-FEDERATION/identity_providers/{id}
APIIEFIEESI: CIESHIRMHE
API Explorerfz itz il : EMEDRHtrE

o iEKTRHI
PUT https://iam.myhuaweicloud.com/v3/OS-FEDERATION/identity_providers/{id}

{
"identity_provider":{
"description":"Stores ACME identities.",
"enabled":true
}
}
o AR~
{
"identity_provider": {
"remote_ids": [],
"enabled": true,
"id": "ACME",
"links": {
"self": "https://iam.myhuaweicloud.com/v3/OS-FEDERATION/identity_providers/ACME",
"protocols": "https://iam.myhuaweicloud.com/v3/OS-FEDERATION/identity_providers/ACME/
protocols"
T
"description": "Stores ACME identities."
}
}

SRR 2: ARG
URI: PUT /v3/OS-FEDERATION/mappings/{id}
APISHSFEIBES I TEARIRES
API ExplorerfEZiitiE2 I : JEARRRET

o IFRTHI
PUT https://iam.myhuaweicloud.com/v3/OS-FEDERATION/mappings/{id}

{
"mapping":{
"rules":[

"local":[
{
"user":{
"name":"LocalUser"
}
B
{
"group":{
"name":"LocalGroup"
}
}
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1
"remote":[
{
"type":"UserName"
b
{
"not_any_of":[
"Contractor",
"Guest"

1y
"type":"orgPersonType

o [IBRZRA
{

"mapping":{
|lidl|:llAcM Ell’
"links":{
"self":"https://iam.myhuaweicloud.com/v3/OS-FEDERATION/mappings/ACME"
}

b
"rules":[

"local"™:[
{
"user":{
"name":"LocalUser"
}
I
{
"group":{
"name":"LocalGroup
}

}

]

;
"remote":[

{

"type":"UserName"

I
{
"not_any_of":[
"Contractor",
"Guest"

1,
"type":"orgPersonType"

£ 31 EAMY
URI: PUT /v3/OS-FEDERATIONY/identity_providers/{idp_id}/protocols/{protocol_id}
APISHEFIZRES I EMHNY
API ExplorerfE&iEifiEES N : ERHNY

o IERTHI
PUT https://iam.myhuaweicloud.com/v3/OS-FEDERATION/identity_providers/{idp_id}/protocols/
{protocol_id}
{

"protocol":{
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BH—BDINIE

AP &% LRESEINE
"mapping_id":"ACME"
}
}
o Rl
{
"protocol":{
"id":"saml",
"links":{
"identity_provider":"https://iam.myhuaweicloud.com/v3/OS-FEDERATION/identity_providers/
ACME",

"self":"https://iam.myhuaweicloud.com/v3/OS-FEDERATION/identity_providers/ACME/
protocols/saml"

%
"mapping_id":"ACME"

}

£ 4: SN\ metadata 34

URI: POST /v3-ext/OS-FEDERATION/identity_providers/{idp_id}/protocols/
{protocol_id}/metadata

APISZRS¥IBIESN: B A\Metadata3zfit
API ExplorerfEZiFifiEE& I : S AMetadata3 {4

o Bk
POST https://iam.myhuaweicloud.com/v3-ext/OS-FEDERATION/identity_providers/{idp_id}/protocols/
{protocol_id}/metadata

{
"domain_id":"d78cbac186b744899480f25bd022....",

"metadata":"$metadataContent”,
"xaccount_type":""

}
o [IBM7RA
{

"message":"Import metadata successful"

}

B 5: KHER
SRE ESAPBERATERS ., BTERIEEeE: SHIRHRT,

4.3 3F IAM ARPRIBRE ITZE LT
ISR

%

W EAFEEFEN A B LIAMAFRISRERHITZEHIT, LIBEIAMARR
PRABEMERTEE . HIa0: FRIKSHIE T RAFPLSMIPTEIAMBRPEANIZE
}?EEE{EJIAME’\J'*’E"‘EEWBEO ltZ2E T ERRFEHENCE, AFEERAPIK:

AETIES AP MIERAPIE RIS XN AMBFEURE TR L Et, ERit—E
B F R EZ R EI TIE.
BRI

HITRMIAMARIIRHITZ 2 HIT, FEHHBIAM ReadOnlyAccess ( #E%E ) 3¢
Security AdministratorfipR .
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https://apiexplorer.developer.huaweicloud.com/apiexplorer/debug?product=IAM&api=ImportMetadataFile
https://support.huaweicloud.com/usermanual-iam/iam_08_0001.html

Z—BAmAIE
AP| &% 4 HRIENI]

MR

SHAMB RN R#ITZ2HIT, SENT:

EiHAREYE;

HiLBIRSFHIBFESSR;

EHiTIRB RS HHIEFERGR;

BEEEHITHINR, TaRPEFIAMBR, #{TL2EHIT,
BRAEONT:

o ENAPAFAZIE

o EALBIRSHIAFEBIR

o HHMBRSZSHHIAEFENER

o EHEREHHAFEMESNIAMEAR

L], 1: FRAPEYIER
URI: GET /v3/groups
APIMIEFEIES N ERAFESIZE
API Explorerfz&ifidiESll: Ei@BFAESIZE

o BRI
GET https://iam.myhuaweicloud.com/v3/groups

o BRI
{

"groups":[

AN =

"create_time":1536293929624,

"description":"IAMDescription",

"domain_id":"d78cbac186b744899480f25bd022....",

"id":"5b050baea9db472c88cbae67e8d6....",

"links":{
"self":"https://iam.myhuaweicloud.com/v3/groups/5b050baea9db472c88cbae67e8d6...."

"name":"IAMGroupA"
b
{
"create_time":1578107542861,
"description":"IAMDescription",
"domain_id":"d78cbac186b744899480f25bd022....",
"id":"07609e7eb200250a3f7dc003cb7a....",
"links":{
"self":"https://iam.myhuaweicloud.com/v3/groups/07609e7eb200250a3f7dc003cb7a...."

"name":"IAMGroupB"
}
1
"links":{
"self":"https://iam.myhuaweicloud.com/v3/groups"

}

LR 2: EEERRSFRIAFPERR

URI: GET /v3/domains/{domain_id}/groups/{group_id}/roles
APIMIEFEEEN: ERLFIRSPRIEFANRR
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API ExplorerEZ%iIBIXIEE N : EiGEBRSHHIAFEHEHNR

o i5ERRAI
GET https://iam.myhuaweicloud.com/v3/domains/{domain_id}/groups/{group_id}/roles

o [IARA
{

"links":{
"self":"https://iam.myhuaweicloud.com/v3/domains/d78cbac186b744899480f25bd022f468/
groups/077d71374b8025173f61c003eala11ac/roles"
"roles":[
{
"catalog":"CDN",
"description":"Allow Query Domains",
"description_cn":"EiEHZER",
"display_name":"CDN Domain Viewer",
"flag":"fine_grained",
"id":"db4259cce0ce47c¢9903dfdc195eb....",
"links":{
"self":"https://iam.myhuaweicloud.com/v3/roles/db4259cce0ce47c9903dfdc195eb...."
L
"name":"system_all_11",
"policy":{
"Statement":[

"Action":[
"cdn:configuration:queryDomains",
"cdn:configuration:queryQOriginServerinfo",
"cdn:configuration:queryOriginConflnfo",
"cdn:configuration:queryHttpsConf",
"cdn:configuration:queryCacheRule",
"cdn:configuration:queryReferConf",
"cdn:configuration:queryChargeMode",
"cdn:configuration:queryCacheHistoryTask",
"cdn:configuration:querylpAcl”,
"cdn:configuration:queryResponseHeaderList"

1,

"Effect":"Allow"

}

]

"

)
Version":"1.1"

b
"type""AX"
}

1
}

LR 3: ERRMBRSFRIAFENR

URI: GET /v3/projects/{project_id}/groups/{group_id}/roles
APIXHEIFIEIEES N : EEMERSHPHIAFHENR
API ExplorerfEZeifit izl : EAME RSZHPEIFEFEHENER

o IERTHI
GET https://iam.myhuaweicloud.com/v3/projects/{project_id}/groups/{group_id}/roles

o [IARNZRA
{

"links":{
"self":"https://iam.myhuaweicloud.com/v3/projects/065a7c¢66da0010992ff7c0031e5a..../groups/
077d71374b8025173f61c003ea0a..../roles"
%
"roles":[

{
"catalog":"AOM",
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"description":"AOM read only",
"description_cn":" N FAIZ 4 ETEARSS RIZUR",
"display_name":"AOM Viewer",
"flag":"fine_grained",
"id":"75cfe22af2b3498d82b655fbb39d....",
"links":{
"self":"https://iam.myhuaweicloud.com/v3/roles/75cfe22af2b3498d82b655fbb39d...."
1
"name":"system_all_30",
"policy":{
"Statement":[
{
"Action":[
"aom:*list",
"aom:*.get",
"apm:*:list",
"apm:*.get"
1,
"Effect":"Allow"
}

1
"Version":"1.1"
1
"type:"XA"

}

]
}

LR 4: HEFEFTHNR, E0AFAFRI IAM BF, #{TREHT
URI: GET /v3/groups/{group_id}/users

APIMIEFEIEEN: EEREHWAPERESIIAMABR

API ExplorerE%EIRIEEN: EEREWRAPERESHIAMAR

o IERTHI
GET https://iam.myhuaweicloud.com/v3/groups/{group_id}/users

o [IARNZRA
{

"links":{
"self":"https://iam.myhuaweicloud.com/v3/groups/07609e7eb200250a3f7dc003cb7a..../users"

\

)

"users":[

{

"description":"--",

"domain_id":"d78cbac186b744899480f25bd022....",

"enabled":true,

"id":"07609fb9358010e21f7bc003751c....",

"last_project_id":"065a7c¢66da0010992ff7c0031e5a....",

"links":{
"self":"https://iam.myhuaweicloud.com/v3/users/07609fb9358010e21f7bc003751c...."

}

"name":"IAMUserA",
"pwd_status":true

"description":"",

"domain_id":"d78cbac186b744899480f25bd022....",

"enabled":true,

"id":"076837351e80251c1f0fc003afe4....",

"last_project_id":"065a7c¢66da0010992ff7c0031e5a....",

"links":{
"self":"https://iam.myhuaweicloud.com/v3/users/076837351e80251c1f0fc003afe4...."

}

"name":"IAMUserB",
"pwd_status":true
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F—EBINE
AP &% 5 AP

API

5.1 Token &18
5.1.1 3%EX IAM F Token ( (%L )

ab
INEEN4a

ZEOT BT @ETAFPE/ZE A UE TAESRSAEIAM BRI Token, TokenZ2 &
FIMALIAMBRRYAIESR, EFEBEFPHNEHN. SIRFEE .. ERIAMUNEM=R
£H9EORY, ATLMFERAZEOIKERIAMAR Tokeni# 7541,

12?;:D_JL11§}5|§§%I:iIEI’JEndeIntﬂ] Lt X1AYENdpointiFH . IAMAJENdpointid
2N MXMBIRTR.

BEOFRSH:

IAMA 3B Token

FIMT SRS RENKSIERENRIKS
9K S3RE Token

3R IKSIKE Token
FEELRFFAFIREToken

TokenB AR

IREXToken& I jE1E

Ht#EXERAE

e |IAMAFZXEXToken
TAFHREKR, BIRBIERSEIHIBIRE Token,

o FIMSHRIKSRENKSERENTIKS
AR SAZIFEEREK S Token, HIERBAENIKSIES
BRENTHERPR ‘€HKS” &R ‘WS’ ?

=
a
N
g
i
LaLl]ét
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https://developer.huaweicloud.com/endpoint?IAM
https://support.huaweicloud.com/account_faq/faq_id_0009.html
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F—EBINE
APl &%

5 API

iEi

URI

£ HS3RE Token

K SIREtokeniBSIILATEE: SIE—MAMAR, BEFzZARBERIN
IR, ERCIEMIAMAR, SKEUAMAFToken,

#HH=EMKSIREToken

TAFHREK, BIRIRIEKRkSEUHBIAE Token,

B=H RS AF3REToken

MRS EE=FRFKAF, EEERBRIBATMNARZMZE55E Token, RFHES
RREEER, BAECI=NERTE, B “ICER” hee, REEIT
KSEB.

TokenBERHAAA

- TokenH9BXHE 24/ . BIHITER, BEINZEREA., (FRHTokenBliEH
{RTokenZ T HIF E92AYATIE], BALEARAPIAYEi2hTokeniIER S EUE AP
LM, EFIRENToken, AZIWEBTokenBRIE .

- WIRETokenBMEIRHITUN TEIE, SEITokenEi<303 5K o
" WER/ZRIAMABR.
" (ERAMARERE. HEEH,.
" IAMAPSURREDTW (KRS KELEZHDRIRS . RISANES .
IAMAFPBURKIZNRTE ) o

- {EfTokenAR=RSZAPIRS, iR[E] “The token must be updated” , M
Tokeni3Hf, FEEFinEHIREToken,

$KEXToken & I jalRR

ARPENEEER: FHFERANBRENEREESIEN. AR2ZEERER
MR, BHFEESEAN TokenIKS BENEAKS, ARSI ZFERE
§REXToken, BHTEIAMBFFHIRIN, (ERIAMAFIREXToken,

IZBAPIBIENIR: AP, BREREHBEHEZESD.
HAtEXER

- NRERFTERFERIPHREEFRFRIPAMFARRIE, {E2EKEIAMBER
Token ( {EFZEB+EHIMFA ) $KERIAMAIFToken,

- WRFEIRENEBSecurity AdministratortXfREIToken, &M WHIIREN
Security AdministratorflfEfJToken,

- iBidPostmanikEYFIF Token~AIiEE2 N U@ idPostmanikEY A
Token,

- BERILUBE SRR T AT E A TokentAIIE: IAMASRFEED o

#RB]LATEAPI ExplorerdrifEidiziE.

POST /v3/auth/tokens
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https://support.huaweicloud.com/usermanual-iam/iam_02_0001.html
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https://support.huaweicloud.com/iam_faq/iam_01_0608.html
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https://support.huaweicloud.com/iam_faq/iam_01_034.html
https://support.huaweicloud.com/iam_faq/iam_01_034.html
https://support.huaweicloud.com/iam_video/index.html
https://apiexplorer.developer.huaweicloud.com/apiexplorer/doc?product=IAM&api=KeystoneCreateUserTokenByPassword

F—EBINE
AP &% 5 AP

2 5-1 Query 2#{

25 2% |syxm fti5A
nocatalog | & | String MBREZSY, RERRRAHER

E7rcataloglER . (HUIFEFAFREG
R true, FEZFREY.

RS
& 5-2 153K Header 2#
2% = E | 3R fiik
Wiz
Content-Type | =2 String ZFERARAEAN “application/
json;charset=utf8” ,

& 5-3 i53K Body 2%

2 =E | s%Es R
WHIf
auth = Object INIEHEE .
£ 5-4 auth
e =R | SHEE ik
WA
identity = Object INIESE,
scope & Object TokenRY{ERSEE, BUEAprojectdy
domain, Zi&—B0A],
i528A

o WRBIEscopeiRE Idomain, %Token
ERATEBERES; WNREscopeiiER
project, iZTokeni&FHTFINBHARSS .

o WERITIEscopeERtiRE projectdl
domain, §liproject2# N, RENE!
B % ARSHIToken,

o WNREIEscopeES, SIKEFLBHIR
EHToken, BNEEEEHE S Token(#
BB,

SCRSRRA 49 (2022-06-20) RIS © ERRAGIRAT 3



F—EBINE
AP &%

5 API

£ 5-5 auth.identity

2% =h | sy 3%
Wik
methods 2 Array of INERE, ZFEBRRAN
strings ["password"],
password 2 Object IAMBFZERBIAIHER
izl

o user.namefuser.domain.named] LIER
miEFE “HRAVELE” FEE, BIRFEE
FiEESN: KRS, IAMAR. IR
B. BFA. Xig. EHSFRFID,

o IZIEOUEM THIENSIRTIILER K
%, RN, BRRBPSE0RIER, B
BH—ERY (EERREZAN, 5k
BN WEHERE ) BRiE.

£ 5-6 auth.identity.password

B8H =E | BHEE R
WA
user 2 Object FEEB5RETokenfIAMAREE.,

2k 5-7 auth.identity.password.user

2H 2 | ¥R i)
WhisE
domain = Object IAMAFFTERSER . THRIKSS5IAM
BPRIXER.
name = String IAMAF&,
password = String IAMBFHIERERE
BiRE

o BWMRIEEDMNIER, B%IRE Token
eSS

o WMREFENEARKSEFRAERKS,
BAL RIS Token, BINEIED
EIE—NMAMBR, BFZBPYERIN
IR, SRENAMPIFToken,

o NMREEEB=FERHHAF, EEFEHB
INERI B Z 02885k Token, RFis
BREHRER. BECICHNERRTHE,
Bt “IcERS” hee, REERATIKS
B8, FfEpasswordhi AFNZERIE
3,
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https://support.huaweicloud.com/usermanual-iam/iam_01_0001.html
https://support.huaweicloud.com/usermanual-iam/iam_01_0704.html
https://support.huaweicloud.com/productdesc-iam/iam_01_0023.html#section2
https://support.huaweicloud.com/productdesc-iam/iam_01_0023.html#section2

F—EBINE
AP &% 5 AP

£ 5-8 auth.identity.password.user.domain

2% =h | s¥En )%
wWhisk
name 2 String IAMAFERBWS &R, SKEARIES

0 RS . IAMARF. 8. AF
H. Xig. ZFERIRFRAID,

2 5-9 auth.scope
2%

=R | s¥Ey iR

Wik

domain S Object BYEIdomainid, FRIXENAITokend]
LMERTFEBIRS, £BRSAXDIN
Bk X1, 210BSARSS . WNE T H#EIRSS
EFEE, B2ERGMR. domainst
Fidflname, Ti%—BNw], ZiiEE
“domain_id” .

Object BEY{EIprojectht, ZFIRENAITokenmILA
{ERFTINBEXKARSS, (XEEhnlEE
project FAYEIR, WECSERSS . WNFE T H#
IRSBZ1ERSEE, BEERAUR.
projectsz#Fidflname, —i%—E0H],

iy

project

2 5-10 auth.scope.domain

2H =h | 28E fik
Wik
id a String IAMBFFRERSID, RERGIES

: KEWKS. IAMERA. I8, AF
H, Xig. ZIFEHBIRFID., =
auth.scopei®i® 7 domainfd, FKEVHY
Token®AJLMWERF£BMRSS, idflname
FE jk—,

String IAMAFERBWS AR, SKEARIES
0 FEKS. IAMAERF., Ii8. AR
H., Xig. ZIEA[FRMID, H
auth.scopeii®E T domaind, IKENAY
Token®A]LUWERF £33, idfIname
FETE—,

1y

name
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F—ERINE
AP &%

5 API

& 5-11 auth.scope.project

2%

B A

=0

SHERE

i

id

i5RHl

S String FRIAMARFEFIEWRSHIIREID, KEUS
RiEEsh: KRS, IAMAR. IR
B. APA. Xig. SHER[FRFID,
Hauth.scopei&E 7 projectAT, IREXAY
Tokena] LMERFIMB&ARSS, idF0
nameFE i%x—, BMXIGHIREIDE
FrAE, SERESERENXEFER
XIRAYIREID

name

iy

String FRIAMARFTEWSHIIE ZFR, FREX
HEENR: KBRS, IAMAR. I
B. BPE. Xig. FFERIBFRFID.
Hauth.scopei®&#E 7 projectht, FREXAY
Tokena] LMERFINB KRS, idF0

nameEE"i%—,

FENAMBRZA “IAMUser” , IAMBRZ124 “IAMPassword” , FRriEfER3
73 “IAMDomain” , {EFSBEIAIE “cn-north-1” , BIREIRNIGRAFIERE
RcatalogfEERIToken, IAMBFE. FIEKSZILIEREIEHE “FHAE
e EE, BSREUSEESR: KBS . IAMARF. . BFR4E. K
. ZFERFFRFID,

POST https://iam.myhuaweicloud.com/v3/auth/tokens?nocatalog=true

"auth": {
"identity": {
"methods": [
"password"
1

"password": {
"user": {
"domain": {
"name": "/AMDomain" /| AMABFFREKS3
}

"name": "IAMUser", /NAMBFRZ
"password": "IAMPassword”  [/IAMBBFZHS
}
}
h
"scope": {
"project": {
"name": "“ecn-north-1" //TE &R
}
}
}
}

SREVIAMBBFREZ 7 “IAMUser” , IAMBRZREH “IAMPassword” , FREKS 3
7 “IAMDomain” , {EFSEEAENKSHIToken, IAMEBFE. FRBKSZR]

DEREEFES “BOEIE f&EE, BEGREGEEEER: KBEKS. IAMA

FP. mB. AFP4A. K. EHN[FRFID,

POST https://iam.myhuaweicloud.com/v3/auth/tokens

"auth": {
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"identity": {
"methods": [
"password"
1,
"password": {
"user": {
"domain": {
"name": "JAMDomain" //|AMBFErEMS 3
L
"name": "IJAMUser", ///AMAR&
"password": "JAMPassword”  [/|AMFBFZH3
}
}
L
"scope": {
"domain": {
"name": "JAMDomain" [\ AMBFFRrEMS 3
}
}
}
}
) ES
2R 5-12 @i Header £%§
2% S R
X-Subject- string &2 EHIToken, /\F32KB,
Token

% 5-13 I Body £%f

e SHRE R
Token Object SKENEIRToken(5 8 o
& 5-14 Token
2% SR fik
catalog Array of REFERER
objects
domain Object sKEXTokenBIIAMBFFTERNKS{EE . N5RIKEX
TokenRHiEsK{AscopeS#iRE Jsdomain, N
RENZFES .
expires_at String TokeniIHARYIE]
588
UTCR/E], &= YYYY-MM-DDTHH:mm:ss.ssssssZ,
HERFNAYEIBA&TUSHR 1S0-8601, 4N:
2023-06-28T08:56:33.710000Z ,
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F—BBINE
AP &%
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2% SRR fik
issued_at String Token FA&HHE,
1588
UTCRTE], %=L YYYY-MM-DDTHH:mm:ss.555555Z ,
HERFNRTIE)EAE N SER 1S0-8601, UN:
2023-06-28T08:56:33.710000Z ,
methods Array of $KENTokenB95 = o
strings
project Object $REXTokenIAMARFTEKSHIIMBER . MR
FREX TokenBTiEsk{AHscopeS ¥z & SIproject,
IJ IEI]V(%EX o
roles Array of TokenBIRN RIS E -
objects
user Object sxEXTokenfIIAMBFEE .

£k 5-15 Token.catalog

2 SR A
endpoints Array of BiRTIR.
objects
id String ARS3ID,
name String RSB EZFR,
type String ZEOMERS
£ 5-16 Token.catalog.endpoints
2% SR A
id String ZinT=ID,
interface String EOEE, }EE AMEOEZZRT R W, &
73 “public” , FRzEOARFEO.
region String KinpRFEXE.
region_id String KT RPTEXIEID,
url String RimT =mAYURL,
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2 5-17 Token.domain

2% SR fHiA
name String KSEFRo
id String K=ID,
2k 5-18 Token.project
2% SR ik
domain Object IMBFEKSER .
id String ImBID,
name String IE&AFR,
£ 5-19 Token.project.domain
2% SR fiA
id String W=ID,
name String KSEZFR,
% 5-20 Token.roles
2 SR A
name String BPREZFR
id String NPRID, BRAERA0, JEESLANRID,

2% 5-21 Token.user

8% e et ik

name String IAMARF&,

id String IAMARID,

password_exp | String EOHARTE, 7 FRREEAEH.

ires_at 1588
UTCEHE, &9 YYYY-MM-DDTHH:mm:ss.ssssssZ ,
BEAFORT BR8N & 08 1S0-8601, 40:
2023-06-28T08:56:33.710000Z ,

domain Object IAMAFERrERIKSEE -
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AP &%
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2 5-22 Token.user.domain

¥ SRR iR
name String IAMA R FERERS EFR -
id String IAMEFFTEKSID.

N Rz 7~

RSB F 201 B
CIEERLI

SRERIAMBBREZ 7 “IAMUser” , IAMBRZREH “IAMPassword” , FREKS 3
73 “IAMDomain” , {ERSBEIAIE “cn-north-17 , BiREIPIME{AFERE
Tcatalog{SEHIToken,

N Header&#Y (XAYEIfYToken ) :

X-Subject-Token:MllatAYJKoZIhveNAQcCollapTCCGqECAQEXDTALB...
iR BodyS% :
{

"token": {
"catalog": [],

"issued_at": "2020-01-03T09:05:22.701000Z",
"methods": [
"password"
]I
"project": {
"domain": {
"id": "d78cbac186b744899480f25bd022f...",
"name": "IAMDomain"

L
"id": "aa2d97d7e62c4b7da3ffdfc11551f...",
"name": "cn-north-1"

}

n

roles": [
{
llidll: |IOI|,
"name": "te_admin"

llidll: |IOI|,
"name": "op_gated_OBS_file_protocol"

"id": "0",
"name": "op_gated_Video_Campus"
}
]I
"user": {
"domain": {
"id": "d78cbac186b744899480f25bd022f...",
"name": "IAMDomain"
%
"id": "7116d09f88fa41908676fdd4b039e...",
"name": "IAMUser",
"password_expires_at": ""
}
}
}

FENAMBREZA “IAMUser” , IAMBRFZ1E4 “IAMPassword” , FiElKS%3
7 “IAMDomain” , {EFSEBEIAZENKSHIToken,
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lafzHeader2# ( FEXEIRToken ) :
X-Subject-Token:MllatAYJKoZlhveNAQcCollapTCCGqECAQEXDTALB...
NiRzBody S48 :

{

"token": {
"catalog": [

"endpoints": [

"id": "33e1cbdd86d34e89a63cf8ad16a5f...",
"interface": "public",

|lregionl|: ll*H’

|lregion_idl|: ll*H’

"url": "https://iam.myhuaweicloud.com/v3.0"

}

1

"id": "100a6a3477f1495286579b819d399...",
"name": "iam",

"type": lliamH

"endpoints": [

{

"id": "29319cf2052d4e94bcf438b55d143...",
"interface": "public",
"region": "*",
"region_id": "*",
"url": "https://bss.sample.domain.com/v1.0"
}
1
"id": "c6db69fabbd549908adcb861c7e47...",
"name": "bssv1",
"type": "bssv1"
}
1,
"domain": {
"id": "d78cbac186b744899480f25bd022f...",
"name": "IAMDomain"
1
"expires_at": "2020-01-04T09:08:49.965000Z",
"issued_at": "2020-01-03T09:08:49.965000Z",
"methods": [
"password"
1,
"roles": [
{
"id": "0",
"name": "te_admin"

Ilidll: |l0l|,
"name": "secu_admin"

"id": "0",
"name": "te_agency"
}
1,
"user": {

"domain": {

"id": "d78cbac186b744899480f25bd022f...",
"name": "IAMDomain"

I
"id": "7116d09f88fa41908676fdd4b039%e...",
"name": "IAMUser",
"password_expires_at": ""
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KZS1B7 400 A
SHTY . 1BHFEbody R 2B T ajsonEix,
{
"error": {
"code": 400,

"title": "Bad Request"
}
}

RSB S 401 B:

AR

o WREBEF=FREHKHEF, EEERFKBAMINAFRZMZEIREToken, A S
IBREIEIR, BELHCNERRTHE, @Y “IicEB” hEe, REEATMNK
SZEB, FHiEpasswordhBNITNZ BRI,

o MREHRILNRWSEFRNENKS, BRERLHKSZFIZEIREToken,
RASRTERRIR. EENBCEIZ—NAMAR, EFizRAPYERIN
PR, SREXIAMF3IFToken,

{
"er‘l:f:)cl;ge{": 401,
e s e PR s wrons
: }
R[EIE
REHE R
201 BUERRLIN
400 SHTY -
401 INEEM
403 RBIRIENR
404 RILFWEN AR
500 MEBAIRSSERIR -
503 RSB
RS
7

ZEOT LR T EEARE /&0 +EIMFARN S R TIAL, EIAMAFRAERTHNE
FRIFTHEE, FEFREIEHMFAIGIERRENAMAFToken, Token@RFMARLEH
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FRIBIRSHE, AEBPNSH . NREEE .. ARIAMUREMM=IRSHIEOR,
B LAMERAREZOIREXNAI Token# 1 7551 o

ZEOTLEREBEXIEAIEndpointFIE M XIFAIEndpointiAA . IAMAJEndpointis
S MXAMBRDR.

BORSHT:

IAMAIF3XEXToken

FIM =Rk S RENKSEREN TS
#£9MkSIkEN Token

HHIEMSIKE Token
E=ELRFFAFIREToken

TokenB A5 AH

SREX Token® Il [G)R

E RSB

e |IAMHPF3%£EToken
TAFREK, BIRIRIERSEUHBIRE Token,

o FIM=HEIKSBENKSERENENRS
AR S A STIFEEREK S Token, HIERBAEAKSESN: BAKHESR
BREARFERANRE ‘LIRS ER “CREKS” ?

o HEHIKSIkEToken
R SIREXtokeniESMATEE: SIEE—MAMABR, EFZAPBEIN
IR, {FRCIZEAIAMAER, RENAMAFToken,

o  HEHRIKSIKEToken
TAFREK, BIRRiERSELEIRE Token,

o FE=HEERGZHEFIXREToken

MRERB=FRFEAF, BEEERKBINERIAREZTIEL R Token, EfR
ﬁa‘%ﬁ% Bix. IBRAENZNERNE, BY “TIcER” I8, REEAR
KSEH,

o TokenBXHAIRAB

- TokenfIBXIEAN24/0\EY . BIGHITER, BRIMNZREAA, ERTokenaliEH
{RTokenZE I HIE E92RYATIE], BALEARAPIRYEFETokeniIRR S EUE AP
L, EFFRENToken, AEIWEBTokenBRIE,

- WIRETokenBHHANHITUNTIRIE, HBITokenFRI<303#h -
= HRipR/A=ERIAMBR,
" EBXRIAMBFZER. HaEHA.

" IAMBFPRREETW (MKSRELXZBORIRS . RIEANED .
IAMAB PRI ) -
- {FRTokeniAA=BRSSAPIEY, IR[E “The token must be updated” , N
Tokeni3ff, TEEFimEHIREToken,

e FKEXTokenFE ILiazR
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H—BDINIE

APl &%& 5 API
BRPELEBRER: BHERANBREIIZNESIER. BRAEBIERER
IBRE, SHEESFRE Token IS 2B RERKS, LAKSAZIFEE
$REXToken, 1EFEIAMBRFHIEN, (FERIAMABF3REToken,
CBEAPIBIONIR: EAEAPIE, BRIECEHBRESE.
o 1EXIRE
- WIRFEEFLENE B Security Administratori[RAIToken, 520 : AaFKEY
Security AdministratorffEfYToken,
- iBidPostman3kEXAF Token~BliES W : AMTiEITPostmaniREX AR
Token,
it
1Za] LAFEAPI ExplorerdhifFiizizE .
URI
POST /v3/auth/tokens
2 5-23 Query 2
S =8 | sEEm g
Whise
nocatalog B String MERIREIZSEH, REIRYRAAFEAR
EiRrcataloglEE . (HOUIEEFrFREE
R Atrue, FEZFERENM.
BRSH
K 5-24 153K Header 2%
2% BE W% 8% | @k
it
Content-Type | @ String | IZ=FERNEIES “application/
json;charset=utf8” ,
%= 5-25 153K Body &4
2 =h | 2R iR
Wik
auth 2 Object INIEHEE. .
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F—EBINE
AP &%

5 API

2 5-26 auth

2%

,Hm

&
(& Il

SHR

fik

i

identity

Object

INIESEL

il

scope

Object

TokenBY(EREE, BUEIprojectdy,
domain, —i%&—E0A],
588

o WEREIGscopeiRE JIdomain, ZToken

ERTERERIES; MNREscopeiER
project, iZTokeniEBFITFIMBHRARS -

o WNREIGscopeFHREHprojectill
domain, §lAproject2# 0, IKENE!
B % MRS HIToken,

o WG scopeBEZR, BHENALFRIR
EHToken, BNFEFEEIES TokenfF
BEE.

R 5-27 auth.identity

s &

SHEa

ik

methods =

Array of
strings

IEFE, 1Z=FERAS [ password",
lltotpn] o

BEEE:
e password
e totp

Fali

password

Object

FPZEEIAIEHER.
1588

o user.namefuser.domain.named] LAESR
HiEFE “BRIVELE” FEE, BRFEE
BiEiE2k: KBS, IAMAER. I
B. BFA. Xig. ZEHSFRFID,

o IZEOUEM THIENSIR T LERDK
%, RN, BRRBPSE0RIER, B
BH—ERY (EERREZAN, 5k
BN WESHERE ) BRiE.

ali

totp

Object

totpIAIEER, (NEEEHFEENIMFA
BRNERFRIPINEENEEIESZS
.
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5 API

£k 5-28 auth.identity.password

2% 28 | 5% ik
WHIE
user 2 Object FEEF B TokenBIAMBFER.,

2 5-29 auth.identity.password.user

2% 2E | e A
WhIsE
domain = Object IAMBFEFERSEE . TRESS5IAM
BAFPRXE.
name = String IAMARF
password = String IAMABPIERENE,
1588
o SMFIEERDIMANIER, BEIREToken
SIS

o WMREFBEFE=PRFGHAF, EiZFHEXN
INERY AP 201693k Token, Rft=
BREEER. BEEACHESTHE,
BiY “ICER” IeE, REENATIKS
T8, HiEpassword i A\FHZEHI=
3,

£k 5-30 auth.identity.password.user.domain

el 28 | 5HEE ik
WhisE
name 2 String IAMAFERBWRS &R, SKEGRIES
0: KEKS . IAMEBRF. ITH. AF
H., Xig. ZHENSFRFID,
2 5-31 auth.identity.totp
2% 2E | sHEE ik
WhisE
user 2 Object IAMBF{EE., ZIAMAFREFEEREF

P, FEELELMFARHTEH I
iE, FE/XAERFRIFFEBFEN: &
RRME
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2K 5-32 auth.identity.totp.user

el 28 | 5% E[::)%
WHIE

id = String EFREIMMFAL HIERIFIFEIIAM
FARFID,

passcode = String FEHAMFALGIIERS, FEMFAR FRFERFAHIR
ENEnSEGIERS, SRENSEBES I T
SRENEEHAM FALETIERS
i8R

%LIZ\{%IEB@IEE%E@)\IEE%, BEBIREN Tokensk
Mo
2K 5-33 auth.scope
e 2E | &HEeE R
WhiE

domain &5 Object BY{&Edomainkt, FRIKEXAITokenn]
LMWERT2ERSS, £BRSAX IR
BaiXis, WOBSHRSS . W& 7 RARSS
EFTEE, BESERFAMPR. domainsz
fFidfname, Ti%—BA], ENIERE
“domain.id” ,

project 5 Object BY{EIprojectly, FRRIKEXAYTokenwILA
{ERFIBEHKRSS, (XEEhlERE
prOjeCt-FE"J%}'E;ﬁ; QDECSHE%O QD%T%Q
IRSBIEFEEE, BEERSR.
projectsz#Fidflname, —i%—E0A],

2 5-34 auth.scope.domain

2H B | 2EE fiiju
id & String IAMBFFREKSID, SRENGRIES

W: KBS, IAMARF. Q. AF
H, Xig. ZFERBHRAID,

String IAMBFFREWS &R, SRESNES
0 KBRS, IAMER. INH. AF
B, Xig. ZFERBRAMID,

iy

name

SCRSRRA 49 (2022-06-20) RIS © ERRAGIRAT 47



https://support.huaweicloud.com/iam_faq/iam_01_0001.html
https://support.huaweicloud.com/iam_faq/iam_01_0001.html
https://support.huaweicloud.com/usermanual-permissions/iam_01_0001.html
https://support.huaweicloud.com/usermanual-permissions/iam_01_0001.html

F—EBINE
AP &% 5 AP

2k 5-35 auth.scope.project

s 2% |sgxm ftik
3%
id % | string IAMBRFFEKSHREI, RIS

20 FIWKE. IAMEF. TiH. B
PE. X, ZEN[FRFID,

String IAMBFFFEKSHIRE SRR, KBS
52l FEKS. IAMARF. 8.
BPFA. Xig. EESZFRFID,

name

iy

iERPI

o fA1: SREIAMBFEZA “IAMUser” , &3 “IAMPassword” , FRlElKS%3
73 “IAMDomain” , {EEEEAEMKSHIToken, IAMAFE . FiEKSET
DEREESE “BOEIE f&EE, BRI EEESR: KBS . IAMA
FP. mB. AFP4A. K. EHN[FRFID,

POST https://iam.myhuaweicloud.com/v3/auth/tokens

"auth": {
"identity": {
"methods": [
"password",
"totp"
1
"password": {
"user": {
"name": "/AMUser", /\/AMEBR&
"password": "/AMPassword", /\AMB P Z45
"domain": {
"name": "JAMDomain" /\AMB RS &
}
}
h?
"totp": {
"user": {
"id": "7116d09f88fa41908676fdd4b039%e...", |/|\AMFEFID
"passcode"; "FEEEEE //FEHAMFALGIERS
}
}
L
"scope": {
"domain": {
"name": "/AMDomain" /\AMBFERrEKSS
}
}
}
}

o ~F2: SKENIAMERFEZA “IAMUser” , 2834 “IAMPassword” , FRilEKSS
$ “IAMDomain” , fEESBEINIRE “cn-north-17 , BIREIPIANAFISRE
~catalog{EEMIToken, IAMEF& . FiEKS ST LIER@EHIE “BE
iE” EE, BRKEAEEESN: KBS, IAMAR., . APA. X
. EFERZFRFID,

POST https://iam.myhuaweicloud.com/v3/auth/tokens?nocatalog=true

"auth": {
"identity": {
"methods": [
"password",
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"totp"
1,
"password": {
"user": {
"name": "IJAMUser", /\AMBR&
"password": "/AMPassword", //IAMAFZHS
"domain": {
"name": "JAMDomain" /| AMBFETEWRS &
}
}
h?
"totp": {
"user": {
"id": "7116d09f88fa41908676fdd4b039%e...", |/|\AMFEFID
"passcode"; "HEkEEE [/EEHAMFAISIERS
}
}
L
"scope": {
"project": {
"name": "cn-north-1" [/TRB &R
}
}
}
}
IN)VE=S5't
2k 5-36 [Ihy Header 22§
2% SR ik
X-Subject-Token string &G Token,

% 5-37 9K Body &%

B8H SHEE fiik
token Object IRENEIAYToken(EE .
2 5-38 token
2% S¥RT R
catalog Array of REZERER.
objects
domain Object SREXTokenfIIAMAFFRIBHIKSEE . ANRIREN
TokenRHiEsK{AscopeS iR E Jsdomain, N
IRENZFES .
expires_at String TokeniIHBRY(E]
iz kil
UTCHYE], #&=0J9 YYYY-MM-DDTHH:mm:ss.ssssssZ,
HEAFORT @& UE0R 1S0-8601, #N:
2023-06-28T08:56:33.710000Z ,
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2 SR iR
mfa_authn_at | String MFALSIERTE] o
1588
UTCRTE], %=L YYYY-MM-DDTHH:mm:ss.555555Z ,
HHEAFIRY E&#E XS 88 1S0-8601, 0:
2023-06-28T08:56:33.710000Z ,
issued_at String Token T~ A&BJ(8]
izl
UTCRT1E], &£ YYYY-MM-DDTHH:mm:ss.sssssSZ,
HERFNAT I8 BA& U208 1S0-8601, 40:
2023-06-28T08:56:33.710000Z ,
methods Array of $KEXTokenBI 5= o
strings
project Object skEXTokenfIIAMEBFFTESHIBEES . 1R
$REXTokenRHiEK (KA scopeS Hig & Sproject,
MIRERZFES
roles Array of TokenHIR RIS E -
objects
user Object $KREXTokenfIIAMAF{EE .

£ 5-39 token.catalog

2 S fik

endpoints Array of LR TIR o
objects

id String fR$ZID,

name String RSB BFR

type String ZZORERS

2 5-40 token.catalog.endpoints

2¥ SR R
id String Kim=ID,
interface String EOEE, MAEOEZERE TR . B8
73 “pu bllC” FNzEOARFHEO,
region String KinT RAEXE.
region_id String Zin T RFTEXIHID,
url String AKimT =AJURL,
SHSRRA 49 (2022-06-20) WRINERE © HERRAREBIRAT 50



https://www.iso.org/iso-8601-date-and-time-format.html
https://www.iso.org/iso-8601-date-and-time-format.html

F—EBINE
AP &% 5 AP

2 5-41 token.domain

2% SR fHiA
name String KSEFRo
id String K=ID,
2 5-42 token.project
2% SR ik
domain Object IMBFEKSER .
id String ImBID,
name String IE&AFR,
£ 5-43 token.project.domain
2% SR fiA
id String W=ID,
name String KSEZFR,
% 5-44 token.roles
2 SR A
name String BPREZFR
id String NPRID, BRAERA0, JEESLANRID,

£ 5-45 token.user

8% e et ik

name String IAMARF&,

id String IAMARID,

password_exp | String EOHARTE, 7 FRREEAEH.

ires_at 1588
UTCEHE, &9 YYYY-MM-DDTHH:mm:ss.ssssssZ ,
BEAFORT BR8N & 08 1S0-8601, 40:
2023-06-28T08:56:33.710000Z ,

domain Object IAMAFERrERIKSEE -
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£ 5-46 token.user.domain

2 SR R
name String IAMAAFERrEKS &R o
id String IAMAFEREKSID,

i Rz 77~
RSB 201 B:
eli=zan

o A 1: FENAMBRFRZA “IAMUser” , Z838 “IAMPassword”
£ “IAMDomain” , {EFSBEANENMKSHIToken,
lupzHeader2# ( F#EXEIToken ) :
X-Subject-Token:MllatAYJKoZIhveNAQcCollapTCCGGECAQEXDTALB...

NaRBody 2% :
{

"token": {
"expires_at": "2020-01-04T09:08:49.965000Z",
"mfa_authn_at": "2020-01-03T09:08:49.965000Z",
"methods": [
"password",
"totp"
1

n

catalog": [

"endpoints": [
{
"id": "33e1cbdd86d34e89a63cf8ad16a5f...",
"interface": "public",
"region": "*",
"region_id": "*",
"url": "https://iam.myhuaweicloud.com/v3.0"
}
1
"id": "100a6a3477f1495286579b819d399...",
"name": "iam",

"type": "iam"
h?
{
"endpoints": [
{
"id": "29319cf2052d4e94bcf438b55d143...",
"interface": "public",
"region": "*",
"region_id": "*",
"url": "https://bss.sample.domain.com/v1.0"
}
1
"id": "c6db69fabbd549908adcb861c7e47...",
"name": "bssv1",
"type": "bssv1"
}
1
"domain": {
"id": "d78cbac186b744899480f25bd022f...",
"name": "IJAMDomain"
I
"roles": [

"id": |l0l|,
"name": "te_admin"

, FTEIKS
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}

}

Ilidll: |l0l|,
"name": "secu_admin"

"id": "0",
"name": "te_agency"
}
1,
"issued_at": "2020-01-03T09:08:49.965000Z",
"user": {
"domain": {
"id": "d78cbac186b744899480f25bd022f...",
"name": "IAMDomain"

I

"id": "7116d09f88fa41908676fdd4b039%e...",
"name": "IAMUser",
"password_expires_at": ""

}

o R~ 2: FSRERIAMAFREZA “IAMUser” , Zf38 “IAMPassword” , FRlElKS
£ “IAMDomain” , {EFFSEEIAIAE “cn-north-17 , HiREIRIIER{AAHIEAR
E7RrcatalogfEE/9Token,
lmpzHeader2# ( FEENEIAIToken ) :
X-Subject-Token:MllatAYJKoZIhveNAQcCollapTCCGqECAQEXDTALB...

NaRBody2%4:

{

"token": {

"expires_at": "2020-01-04T09:05:22.701000Z",
"mfa_authn_at": "2020-01-03T09:05:22.701000Z",

"methods": [
"password",
"totp"
1
"catalog": [],
"roles": [
{
"id": "0",
"name": "te_admin"
h?
{
"id": "0",
"name": "op_gated_OBS_file_protocol"
h?
{
"id": "0",
"name": "op_gated_Video_Campus"
}
1
"project": {
"domain": {
"id": "d78cbac186b744899480f25bd022f...",
"name": "IAMDomain"
h?
"id": "aa2d97d7e62c4b7da3ffdfc11551f..",
"name": "cn-north-1"
L
"issued_at": "2020-01-03T09:05:22.701000Z",
"user": {
"domain": {

"id": "d78cbac186b744899480f25bd022f...",
"name": "IAMDomain"
h?
"id": "7116d09f88fa41908676fdd4b039%e...",
"name": "IAMUser",
"password_expires_at": ""
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}
}
}

RZF575 400 A
ST
{

"error": {
"code": 400,

"title": "Bad Request"
}
}

REBA 401 B
INIESEI .
o WBEEFE=FRFHEF, BEEFERKIPAINBERZMNZEILEToken, Rfis

IRTREEIR, BEEHCHERNME, BT “TICER” I8, RELH=IK
SEE, FHiEpassword P AINKERIZER

o WREBHNELANRIKSEARAENKS, EIEFERLAKSZFIZIEIRENToken,
REBESIRTERER. B8 IECIE—NAMBR, BRZBRPYERN
fR, $XEVIAMFFToken,

i "error": {
"code": 401,
il SUmauthorizedr Lo N
, }
REE
REE ik
201 BUERRYIN
400 ST -
401 TANIERML
403 IRBIRIERIR
404 REKEENAEFR
500 AEBIRSS IR
503 RSAH .
$HI=0S
7
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5.1.3 XENZE4E Token

THREN R

Z3EOR LA BT 3RENEE HRYtoken,

fFlaN: AKSHEBKSEIEHCHELRIER, FTLIAKSEIE T EIEEBKS, NALK
SHETLH, BKSHAEEITLH . IBABKSH LUEITZiEO5kENZE Ttoken,, BIKS1X
BE(FERIZtokenEBIBAKSHIEILRIR, FEEEECKSHHRIER. NRBKSE
SIEEHCKSHFRER, NEEXECHA token, £5152%: EHHEHMKSE
BER.

tokenZ2 RGN LERAFRILIESHE, FAEAFRIED .. URFES .. HRIAMLIEE
fh=ARSSAIZEOIRT, AILMER AN ZRCSRERATtokeni T4

iz O LAMERAEBXIFAIEndpointFIE B X iEtHYEndpointi@E . IAMBJEndpointi’
S WXMBHRT .

AR

o tokenRIBRHASI24/N\ET, BIHITET, BRINEFA.
o {EMTokenmliBfHiR TokenETHAE BIZAIATIE], FHLEEABAPIRIEZHTokeniSEASEUERAPIK

M
it
RALATEAPI ExplorerdriEidiziEO,
URI
POST /v3/auth/tokens
K 5-47 Query 2%
2H 2 | %R fER
5 i
nocatalog B String MRIEEZSEH, REAMAAEFIER
ErcataloglFE . (HUEEFRHFBRERE
fRRE Atrue, FEZFEREY.
RS

K 5-48 153K Header 2%{

2% 2E | s R
WhIE
Content-Type | @ String ZFEERBIEA “application/
json;charset=utf8” ,
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H—BDINIE

APl &% 5 API
2% =E | sHEE fiik
X-Auth-Token | £ String HEIEHBRSHAIAMARFtoken, H
1ZztokenBEBAgent Operatort{[RE,

& 5-49 153k Body 2#

BH =E | B R
Whis
auth = Object NIEIS
Z 5-50 auth
B8H =E | BHEE ik
WA
identity = Object INIESEL,
scope = Object tokenfYEREE, REHESFIEHARY
projectakdomain, EHEEFE—EIA,
5ER

o WNERIFEscopeiREJIdomain, ZToken
BRTEERIRS; MNRREscopeiREN
project, ZTokeniEBFATFHBERIRS .

o WG scopeEIFHIZREHprojectil]
domain, §llproject2#JuitE, FKEVE
TB 4 ARSS M Token,

o WMRIBEscopeE=, BKNBILBHEIK
$#9Token, BIUSIREEIES Token(#

.
£ 5-51 auth.identity
2H# =2h | sEEm ik
Wik
methods = Array of tokenfU3RENG 0, ZFERABH
strings ["assume_role"] .
BEEHE:
e assume_role
assume_role | 2 Object assume_rolef9EMSE..
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2K 5-52 auth.identity.assume_role

2%

g5

SHR

fik

domain_id

GBS
[

String

FIEHFANKSID, “domain_id” 5
“domain_name” E/MES—, EiX
1% “domain_id” .
ZREFATUSERRKS. IAMABR.

mB. AP4E. XiEg. EERIRTIRFMID
FREVIKSID

domain_name

1y

String

FEHAIKSEFR, “domain_id” 5
“domain_name” E/MEE—, #EiX
1%E$E “domain_id” .
ERILEIAMIZHI S RIB RGP EERHE
FHARIKSEFR,

agency_name

ali

String

IS ACIRRNEEEIR, KGNSS
0: KBS, IAMARF. Q. AF
H. X, ZFERIRTRAID,

£ 5-53 auth.scope

SH

B A

xEH

SHERR

1)

domain

A
=

Object

BYEAdomainid, FRIKEXAYTokend]
LMERTE£BIRS, £BRSAXDIN
HekXig, QNOBSIRSS . WNFE 7 #EIRSS
EFEE, BEERSGIR. domainsz
#FidFIname, “iE—B0E], EIEEF
“domain_id” .

project

iy

Object

EY{EAprojectht, FRIRENAITokenmILA
EBFIMBHRARSS, XBEIBIOERE
project FRYIEIR, SNECSPRSS . WFE 77
IRSZ1EFCE, BEEREFHNR.
projectsziFidflname, —i%&—EPA],

2 5-54 auth.scope.domain

2¥ =f | sy R
Whisk
id & String FREHARNKSID, SKESIESW: 3K
WS, IAMBF. IiE. AFPEA. X
5. ZIERIZFRFID, idFOname, ik
_EDE.]-O
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2H 28 | ¥R )
Whik
name & String FRHFANKSE, KEBNESN: K
S, IAMEBF. B, AP4E. X
5. EIEZFRFID, idflname, —i%
—HB0a],
2 5-55 auth.scope.project
2H 28 | ¥R A
whisk
id B String FEHFAIMBMID, KBBRIEESN: &K
S, IAMEBF. B, AP4E. X
5. EIELFRFID, idflname, —i%
—H0a],
name & String B AIMBRIZIR, REBGBESL:
REKS . IAMAR. IR . AFA.
Xig. ZHEHZFRFID, idFIname, =
1E=—BIE]
=P

FHREEHB (MKSZHIAMDomainB ) FRIIAMAFB ( FIFR&IAMUserB, 153K
L hfYX-Auth-TokenFEREEIEEIAMUserBRIFEFtoken, BiZtokenEEBH
Agent OperatorfifR ) , IREXZIEHA (SEIAMDomainA ) BIEEIES
HIAMAgency, {EFSBEIAZIEHFARIE “cn-north-17 , HiREIRIIER{KRFIE
AR Rcatalog{EEaJtoken,

POST https://iam.myhuaweicloud.com/v3/auth/tokens?nocatalog=true

"auth": {
"identity": {
"methods": [
"assume_role"
1

"assume_role": {

"domain_name": "JAMDomainA", //EFEHIAMBRAFFEKSZR
"agency_name": "IAMAgency"” //ZEE T IAMAPABIZRIEIEZR
%
"scope": {
"project": {
"name": "cn-north-1" [/RE &R

}
}
}
}
HA#ZEIESB (IKSZAIAMDomainB ) HRJIAMERFB ( BFP&IAMUserB, 153K
SLAREIX-Auth-TokenZFRREEESIAMUserBRYFEFtoken, BiZtokenEEEH
Agent OperatorffR ) , IREXZIEHA (KSEIAMDomainA ) BIENEIES

HIAMAgency, {EREEIAZIEHAZE K-S AItoken,
POST https://iam.myhuaweicloud.com/v3/auth/tokens

"auth": {
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"identity": {

"methods": [
"assume_role"

]

}
}

b
"scope": {

"assume_role": {
"domain_name": "/AMDomainA",
"agency_name": "/AMAgency"”

/=B AMARFAFTERSZTR
/=¥ AMAF AR EIEETR

"domain": {

"name": "IAMDomainA"

}
}
}
}

IR S4L

/=B AMARFAFTEKSBTR

& 5-56 I Header £%f

84 ST Rk
X-Subject-Token string & EHItoken,
£ 5-57 Wiy Body 2
8% SHRE fhR
token Object tokenfSR5IZ.
& 5-58 token
2% SHRE R
methods Array of $KEXtokenBIA = o
strings
expires_at String tokenZHAAYE]
%88

UTCRTE], #&=L YYYY-MM-DDTHH:mm:ss.555555Z ,
HERFNAYEIBME NS ER 1S0-8601, 4N:
2023-06-28T08:56:33.710000Z ,

issued_at String token N A&RH8] o

1588

UTCREE], #&ZL79 YYYY-MM-DDTHH:mm:ss.ssssssZ,
HEAFNRT @& TS0 1S0-8601, 4l:
2023-06-28T08:56:33.710000Z ,

assumed_by | Object WEIE A BIIEXERE .

catalog Array of REFERER

objects

MAERRZAN 49 (2022-06-20)

WRIERE © HERRARBIRAT

59


https://www.iso.org/iso-8601-date-and-time-format.html
https://www.iso.org/iso-8601-date-and-time-format.html

F—EBINE
AP &%

5 API

2H SR iR
domain Object ZIREHFAKSER . ANERIKE tokenATiEIK{KH

scopeSHIZE HJdomain, NIREZFES,
project Object FZIELANIBER . WNRIKEtokenAHiEKAH

scopeSEigE Aproject, MIRENZFER
roles Array of FttokenfIBRIER -

objects

user Object RIEBAFRCIENZIEIEE .

£ 5-59 token.assumed_by

2% SR iR
user Object WEIEHBHRIAMBFRHAFEER.

2 5-60 token.assumed_by.user

ires_at

28 SHERE fEIA

name String WEIEHBRIAMBFRIARE.

id String HEELBHRIAMARFRAERID,

domain Object HEIEHBIKSER..

password_exp | String WERIEHBHRIAMAFREIIHIRYE, 7 FR

EREATHA

Ll
UTCRTE], %=L YYYY-MM-DDTHH:mm:ss.555555Z ,
HHEFFNRY @SS 88 1S0-8601, 0:
2023-06-28T08:56:33.710000Z .,

2K 5-61 token.assumed_by.user.domain

2 SRR R
name String HEIE R BRI S ZTR,
id String WEIEHBHIWKSID,
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2 5-62 token.catalog
2 S¥R A
endpoints Array of BT,
objects
id String ARS31D,
name String RSB BFR,
type String ZEOMERS
£ 5-63 token.catalog.endpoints
2¥ SR A
id String ZinT=ID,
interface String eSO }EE MEOFEIZEIGET = W, &
73 “public” , FRIZIEOAAFHZEO,
region String KinpRFEXE.
region_id String Kin T RPTEXIEID,
url String KimT mAJURL,
Z 5-64 token.domain
2% SR A
name String EIEHARIKSZTR,
id String ZIEBARKSID,
£k 5-65 token.project
e SR fix
name String ZIEHFANIB &R,
id String FHEHFANIRBID,
domain Object FREFARNIKSER.
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£k 5-66 token.project.domain
¥ SRR iR
name String B ARIKSZTR,
id String ZIEBARNKSID,
& 5-67 token.roles
2H# SRR A
name String PRBER,
id String BPRID, BIAERI0, IEESEAFRID,
& 5-68 token.user
2 SRR iR
name String EREFAKRSE/EIER -
id String F1EID,
domain Object EREHFANKSEE,
& 5-69 token.user.domain
SH SRR iR
id String ZIEBARNKSID,
name String B ARIKSEZTR,
) aa ]

R&SH 201 B:
BUEERLIN .

BN BEERIEAB (KS&HIAMDomainB ) REIIAMAFB ( BF&IAMUserB,
BERLFRIX-Auth-TokenZEREEIES IAMUserBEYF Ftoken, HiztokenFEEBRH
Agent OperatorffR ) , 3REXEIESA (MKSBEIIAMDomainA ) BIFERIERIER S

IAMAgency, {EFSEEIAZIEH AR KSHItoken,

wI2: BEEIEAB (KSEHIAMDomainB ) FEIIAMAFB ( FIF&IAMUserB,
BRLPRIX-Auth-TokenZEREZIES IAMUserBgYFHPtoken, HiztokenFEERH
Agent Operatorf¥fR ) , REVFIEHA (SEHIAMDomainA ) SIENFIEEZ S
IAMAgency, {EFSEEIAZIEHANIRE “cn-north-17 , BHIREINIMRAFIERET
catalogfS2HJtoken,
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o A1
NfZHeader=% :
X-Subject-Token:MllatAYJKoZIhveNAQcCollapTCCGqECAQEXDTALB...
iRz BodyS% :
{
"token": {
"expires_at": "2020-01-05T05:05:17.429000Z",
"methods": [
"assume_role"
1

"catalog": [
"endpoints": [

"id": "33e1cbdd86d34e89a63cf8ad16a5f49f",
"interface": "public",
"region": "*",
"region_id": "*",
"url": "https://iam.myhuaweicloud.com/v3.0"
}
1
"id": "100a6a3477f1495286579b819d399e36",
"name": "iam",
"type": "iam"
}
1
"domain": {
"id": "d78cbac186b744899480f25bd022f468",
"name": "IAMDomainA"
h
"roles": [
{
"id": "0",
"name": "op_gated_eip_ipv6"

"id": "0",
"name": "op_gated_rds_mcs"
}
1
"issued_at": "2020-01-04T05:05:17.429000Z",
"user": {
"domain": {
"id": "d78cbac186b744899480f25bd022f468",
"name": "IAMDomainA"
}
"id": "0760a9e2a60026664f1fc0031f9f205e",
"name": "IAMDomainA/IAMAgency"
L
"assumed_by": {
"user": {
"domain": {
"id": "a2cd82a33fb043dc9304bf72a0f38f00",
"name": "[AMDomainB"
b
"id": "0760a0bdee8026601f44c006524b17a9",
"name": "JAMUserB",
"password_expires_at": ""
}
}
}
}

o 2
lafHeader2%4:
X-Subject-Token:MllatAYJKoZlhveNAQcCollapTCCGqECAQEXDTALB...
NaRzBody S48 :
{

"token": {
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"expires_at": "2020-01-05T06:49:28.094000Z",
"methods": [

"assume_role"
1,
"catalog": [],
"roles": [
{
"id": "0",
"name": "op_gated_eip_ipv6"
L
{
"id": 0",
"name": "op_gated_rds_mcs"
}
1,
"project™: {
"domain": {
"id": "d78cbac186b744899480f25bd022f468",
"name": "IAMDomainA"
I
"id": "aa2d97d7e62c4b7da3ffdfc11551f878",
"name": "cn-north-1"
1
"issued_at": "2020-01-04T06:49:28.094000Z",
"user": {
"domain": {
"id": "d78cbac186b744899480f25bd022f468",
"name": "IAMDomainA"
I
"id": "0760a9e2a60026664f1fc0031f9f205e",
"name": "IAMDomainA/IAMAgency"
1
"assumed_by": {
"user": {
"domain": {
"id": "a2cd82a33fb043dc9304bf72a0f38f00",
"name": "[AMDomainB"
by
"id": "0760a0bdee8026601f44c006524b17a9",
"name": "IAMUserB",
"password_expires_at": ""
}
}
}
}
K588 79 400 A
{
"error": {
"code": 400,
"message": "The request body is invalid",
"title": "Bad Request"
}
}
KZ&RZ 79 401 AY:
IANIESR ML,
{
"error": {
"code": 401,
"message": "The X-Auth-Token is invalid!",
"title": "Unauthorized"
}
}
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RZ&1B7 403 B
IRERAER .

o TJREEME: #HEITHBHAFBRYAtoken ( BDX-Auth-TokeniEERtoken ) FR/b
Agent OperatortfR, BERIINR

{
"error": {
"code": 403,

"title": "Forbidden"

}
}
R[EE
RENH e
201 BUERRLIN
400 ST
401 NS
403 RBIRIENR
OJREIRE: #WEFEHBHRAFBARIA token ( BIX-Auth-TokentESH]
token ) fR/Agent OperatorffR, 1EARINIER o
404 RIEBNAIEIE
500 REPIRSS IR
503 BRSBAATH,
TS
7
5.1.4 13538 Token B9BIE
INEEN4A
ZEOT U BFEERIKIEAKShIAMBFtokenfBERME, HIAMAFRIRES
tokenfUBE It . EERNAERIEAKEHIAMAE P tokenfIER M, RIS E bk
SrhIAMABFtokenfIB R . INRFHLIEATItokenER, MIiREZtokenASIFMIZE
ZEOTLER£BEXIEAIEndpointFIE M XIFAIEndpointiAA . IAMAIEndpointis
20 WXL DS.
izt

1ZA]LATEAPI ExplorerdrifEiftizizOl,

SCRSRRA 49 (2022-06-20) IS © ERRAGIRAT &


https://support.huaweicloud.com/usermanual-iam/iam_01_0001.html
https://developer.huaweicloud.com/endpoint?IAM
https://apiexplorer.developer.huaweicloud.com/apiexplorer/doc?product=IAM&api=KeystoneValidateToken

H—BDINIE

APl &%& 5 API
URI
GET /v3/auth/tokens
2 5-70 Query 2
S8 =R | sFey A
i
nocatalog | & | String MBSE RS, REHIBRAER
E7rcatalogs# . HIIEEFFRFEEE
R Atrue, FEZFERENM.
IBRESH

2 5-71 153K Header &%

2% 2E | S¥EsE A
WhIsE

Content-Type | @ String ZFEERBIEA “application/
json;charset=utf8” ,

X-Auth-Token | 2 String SRR AKSHIAMARAItokendy
B B8 Security Administratori¥
PRAYtoken,
IAMBFP#38 E Stokenf9B R %
IAMEF#token ( TFAFFHEBIR ) -

X-Subject- = String FEaAYtoken,

Token

5K

K& TokenBB M .

GET https://iam.myhuaweicloud.com/v3/auth/tokens

=351

2R 5-72 @iy Header &4

2% SR ik
X-Subject- string ERRIEAItoken,
Token
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% 5-73 L7 Body 2%

2% SHEE it
token Object IRENEIAYtokenfE 2.,
Z 5-74 token
2% ST R
catalog Array of REFERER
objects
domain Object wiRIatokenBIAMB RIS EE . ANR3K
BXtokenftiEskiAshscopeS#i& & fadomain, M
RENZFES .
expires_at String tokeniIHAAYE
15488
UTCHY1E], #&=0J9 YYYY-MM-DDTHH:mm:ss.ssssssZ,
BHEATNRTIEREAS S 88 1S0-8601, 10:
2023-06-28T08:56:33.710000Z ,
issued_at String token A& RFE .
1588
UTCAYIE, A&7 YYYY-MM-DDTHH:mm:ss.555555Z ,
RHATOR RS20 1S0-8601, 40:
2023-06-28T08:56:33.710000Z,
methods Array of $kENtokenfIA = o
strings
project Object R tokenlIAMAFTEKRSHIIBER .. W
FRikEtokenBHiEKAHFscopeSHIRE N
project, MREIZFE
roles Array of tokenBIRIZE -
objects
user Object sxEXtokenfIIAMAFEE.,

£ 5-75 token.catalog

2% S¥RT iR
endpoints Array of ZiIRTR
objects
id String ARS3ID,
name String RSB EZIR,
type String ZIEOFERSS
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£ 5-76 token.catalog.endpoints
28 SHERE R
id String ZimTRID,
interface String EOER, }Ea AMEOEZRIET = L, B
A3 “public” , FRZEOAR F?szlilo
region String Kin T mAEXE.
region_id String Zin T RFTEXIHID,
url String RimT =mAYURL,
% 5-77 token.domain
28 SHERE R
name String KSEZFR,
id String KSID,
2k 5-78 token.project
2% SHERE R
domain Object mMBEKSEE.,
id String InHID,
name String AR,
£ 5-79 token.project.domain
2 SR A
id String KSID,
name String SRR
£ 5-80 token.roles
2% SR fEiA
name String PRBAFR o
id String PRID, FAERA0, IFESEARID,
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£ 5-81 token.user

2% SR fEA

name String IAMEBFR&

id String IAMEBFID,

password_exp | String FIdEARYE, 7 RRERSAIEH,
ires_at =1

UTCRTE], %=L YYYY-MM-DDTHH:mm:ss.555555Z ,
HHEAFNRY @SN S8 1S0-8601, 0:
2023-06-28T08:56:33.710000Z .,

domain Object IAMARFETBIRSERE .

£ 5-82 token.user.domain

8H SRR iR

name String IAMA R FERERSEFR.

id String IAMBFFTEWSID, KEVAREESN: KRB
i IAMARF. InH. AP4E. Xif. N3
RA0ID o

il Sz 73~
R&EL 7 200 AF:
BRI

N Header&#:
X-Subject-Token:MllatAYJKoZlhveNAQcCollapTCCGqECAQEXDTALB...
MRBodyS %
{
"token": {
"expires_at": "2020-01-04T09:08:49.965000Z",
"methods": [
"password"
]

"catalog": [
{
"endpoints": [
{
"id": "33e1cbdd86d34e89a63cf8ad16a5f49f",

"region": "*",
"region_id": "*",
"url": "https://iam.myhuaweicloud.com/v3.0"
}
1,
"id": "100a6a3477f1495286579b819d399e36",

"name": "iam",
"type": "iam"

b
{

"endpoints": [

SRS 49 (2022-06-20) IS © ERRAGIRAT 69



https://www.iso.org/iso-8601-date-and-time-format.html

F—EBINE
AP &%
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"id": "29319cf2052d4e94bcf438b55d143832",
"interface": "public",

"region"; ",

l|region_id|l: "*”,

"url": "https://bss.sample.domain.com/v1.0"

}

1
"id": "c6db69fabbd549908adcb861c7e47ca4",
"name": "bssv1",
"type": "bssv1"
}
1
"domain": {
"id": "d78cbac186b744899480f25bd022f468",
"name": "IAMDomain"
h
"roles": [
{
"id": "0",
"name": "te_admin"

llidll: I|Oll'
"name": "secu_admin"

"id": "0",
"name": "te_agency"
}
1
"issued_at": "2020-01-03T09:08:49.965000Z",
"user": {
"domain": {
"id": "d78cbac186b744899480f25bd022f468",
"name": "IJAMDomain"
1
"id": "7116d09f88fa41908676fdd4b039e95b",
"name": "IAMUser",
"password_expires_at": ""
}
}
}

RSB F 404 B:
RILEIERAYZR
{

"error": {
"code": 404,
"message": "X-Subject-Token is invalid in the request",
"title": "Not Found"
}
}

U

REHE ik

200 BERAIN

401 AL .

403 SBIRERIR .

404 REEENAIERR o
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REIE 227
500 AERIRSSHEIR

tHi=hg

7z

5.2 G0 ETE

5.2.1 B EHERENUIERT 52850 securitytoken

IHEENA
ZEO A FBEEERRERETAEZHE (IGRTAK/SK ) Flsecuritytoken,
I&ETAK/SKFIsecuritytoken@ R Gl A AIAMAFRIIGEEEISHE, BRHIRE155
HE24/NIFEERIRE, SHIEFEESHIAEL IGRTAK/SKFsecuritytokenZB &R
B/AMUEN , YRS, IRTAK/SKFsecuritytoken®ASREIRMER, BERLPEEHFIMN

“x-security-token” FE, R AFHEESE: FHIGITAK/SKHESR

ZEOLUER2BXIFAYEndpointF I E X IFAIENdpointiEFE . IAMAYENndpointis
2 WXHLRIEDS.

E
1ZBLATEAPI ExplorerdrifidizizOl.

URI
POST /v3.0/OS-CREDENTIAL/securitytokens

=P

2K 5-83 153K Header 2%{

2% =E | B fik
%551
Content-Type | @ String Z=FERIEA “application/
json;charset=utf8” ,
X-Auth-Token | 2 String B Agent OperatoritXfRAJtoken,
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% 5-84 153k Body 2%

2% =E | 5% ik
WA
auth 2 Object INIEHER.
Z 5-85 auth
2% =E | &% R
WA
identity = Object INESE,

2k 5-86 auth.identity

2% = | SR A
Wi
methods 2 Array of INERE, ZFEBRRAN
strings ["assume_role"] .
assume _role | 2 Object assume_roleflIEREE,
policy B Object FAFBEENRIBIESE, AFIRHIFREX

FIRIERRSAIE 2 AR securitytokenfgtR
bR )( LR IEFERHIOBSARSS AT

BR) -

MBS IHSE, WigktihiazEsaFn
securitytokenf9t R : ZIEEBHIN
BRFOpolicy S #RHIRINPRIZEE .
%?IAM%H%E’\J*%K*DWIE%, BeE: %

2k 5-87 auth.identity.assume_role

28 =h | 28R 7%
Wik

agency_name | 2 String RIEEWR, FKEARNES N : TREUK
5. IAMARF. INH. BFA. Xig.
FIEMBFRFOID,

domain_id P String FIEAIWKEID, “domain_id” 5
“domain_name” E/MES—, EiX
1% “domain_id” .
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2H 28 | ¥R )
WHik

domain_name | & String FEFHIKSE., “domain_id” 5
“domain_name” E/MESE—, #iY
%3 “domain_id” .

duration_seco | & Integer AK/SK#Osecuritytokenf9E34HE, AiEIE

nds AR, BUESEE: 1594 ~ 24/M\8T ,
ZRIAS155%h,

session_user | & Object AN AREE .

& 5-88 auth.identity.assume_role.session_user

2H 28 | ¥R A
Whik
name & String BN EFE .

BREFHEWM TN : KES~642
6, REESWMTFFF: KINEFH.
=HE . BFEAEAFE () BRBEL
FEFFk.

2k 5-89 auth.identity.policy

2% = | ¥R 1
WA
Version 2 String WIRMRAS, GIZBENKIERT, %=F
EBEER “117 .
5ER
1.1 K&, IAMBRFTIRIEAT—FREAR I
BIEES, BILUETRZIEARIRSINRIE. BIE
ARG REZMEE
Statement = Array of ENET, EAEENXREIERRN
objects B, FHEIE8 S,
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2 5-90 auth.identity.policy.Statement
2¥ ST R

=R
WA
Action = Array of BN, EXRFRIEARENR .
strings BRI 2 E SRS ( APISE )
iR “ARBRFNIEAIN &5,

iR

o 1B RS2 RREERME, B
vpc:ports:create,

o REBAFMEBIR, fHldllecs. evsFivpc
%, RBBNFNE ., REXETE
EREXNE, EXXIHFBEER/MS, T
FDIILEIEIN,

String EF . Bamf: oiF (Allow ) FNiEH
(Deny) , BEBAllowXHDenyJEY
EQAY, EEDenyfL5ERIER,

BYESEE:

e Allow

Effect

i

e Deny

Map<String,M | [RBISZ. THRESIEXSH, BS
ap<String Arr | &: BCEBEENEKE.
ay<String>>> | japg
LA RRAIFAIConditionJaffl: St
(obs:prefix ) ¥1ZF#FEE ( public ) FHEEF
( StringEquals )
"Condition": {
"StringEquals": {
"obs:prefix": [
"public"
]

}
}

Array of HiE. FNE0T:

strings =1

o &I A “BRSB A region:domainld: &R
BRRREFR” | BRRRIFERG S,
BEHFSRRAE. W"obs**bucket:*":
FRETEHIOBSHE.

o regionFE A e AP AIAIEIAregion,
servicelssRfFE Hresource/g@ F X4 iz
service,

i1y

Condition

iy

Resource
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F—EBINLE
APl &% 5 AP

MR SEL

% 5-91 NI Body £%§

8% SHEE iR
credential Object INEERER

£ 5-92 credential

2 SRR A

expires_at String AK/SK#0securitytokenHJiZ BBATE] . IN/2E00
UTCHY/EEZC, JEERATEIAUTC+8/N\T
qMR[E]:

Jb==AYiE): 2020-01-08 10:56:19.587

access String FRENAIAK

secret String FRENAYISK,

securitytoken | String securitytoken2{GFTIRAIAK. . SKEEEHITIIE
FRFRFE.

BRI

o 1EF"session_user'2%, BIRIEAWNNAITIWAFEE, 88FEAIMAIE
BFR&.

POST https://iam.myhuaweicloud.com/v3.0/OS-CREDENTIAL/securitytokens

"auth": {
"identity": {
"methods": [
"assume_role"
1

)
"assume_role": {
"domain_name": "IAMDomainA",

"duration_seconds": 3600,
"session_user": {
"name": "SessionUserName"
}
}
}
}
}

o EF"policy"S#, BMAFBENEKRBNER, ATIREERENEIRIIGES 5825870
securitytokenfI R ( Ha{NIEFERFIOBSIRSHINIR ) . MRIESLSE, N
@Eiﬁ [a)Z$A*securitytokenfIIN R : ZEIEEBRINRHIpolicy SEPRHIRIAR
;é);?;ttps://iam.myhuaweicloud.com/v340/OS—CREDENTIAL/securitytokens

"auth": {

"identity": {
"methods": [
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"assume_role"
1
"policy": {
"Version": "1.1",
"Statement": [{
"Effect": "allow",
"Action": [
"obs:object:*"
1,
"Resource": ["obs:**:0bject:*"],
"Condition": {
"StringEquals": {
"obs:prefix": ["public"]

}
}
|
1
"assume_role": {
"domain_name": "IAMDomainA",
"agency_name": "lJAMAgency",
"duration_seconds": 3600
}
}

}
}

o RIEF"session_user"#policy2#4,
POST https://iam.myhuaweicloud.com/v3.0/OS-CREDENTIAL/securitytokens

"auth": {
"identity": {
"methods": [
"assume_role"
1
"assume_role": {
"domain_name": "IAMDomainA",
"agency_name": "IAMAgency",
"duration_seconds": 3600
}
}
}
}

e Rz 735 )
R H 201 BF:
BUERRIN

Titsession_userlBESE, REFEIEREN. &HIES 1 session_user, ME
securitytoken B & T FriESRIsession_user{58 .

{
"credential": {
"access": "E6DX0TF2ZREQ4Z...",
"expires_at": "2020-01-08T02:56:19.587000Z",
"secret": "w9ePumO0qgdfac39ErLDOUdjofYkgort6lw....",
"securitytoken": "gQpjbi1ub3J0aCo..."
}
}

SCRSRRA 49 (2022-06-20) IS © ERRAGIRAT 76



BH—BDINIE

APl & 5 API
IREHE

REE ik

201 BUERRYLIN

400 ST .

401 TANIERML

403 IRBRIERIR

500 MEBARSSHRIR -
=S

7

iz

URI

iEREH

ZEOnT LB FiBid tokenskIXBIGRTAK/SKFsecuritytoken , IfATAK/SKE]
securitytoken R RGATRAAMABFHIGESAEISH, ARHIATEE] 59 6E24/ NS
FRRE, SHSREBEMIRE. IEIAK/SKRIsecurity tokeni G BAUIRE MUER.

ZiEOoLUER2BXIFAIEndpointF I E X IFHIENdpointiEFE . IAMAYENndpointis
20 WXL REDS.

{FE FRFRENRIRYIGRTAK/SKFIsecuritytokenfEREIEAII=IRS , IGATAK/SKFD
securitytoken®EL/REIRIER, 15RLHPFEHRIM “x-security-token” FE&,

HikFEES

1ZBLATEAPI ExplorerdrifidizizOl.

% (EAIGATAK/SKIHES .

POST /v3.0/OS-CREDENTIAL/securitytokens

K 5-93 153K Header £2#{

2H =8 | s%En 3%
W
Content-Type |2 String Z=FERIEA “application/
json;charset=utf8” ,
SCHEhRAS 49 (2022-06-20) WRINERE © LA ARBIRAE] 77
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H—BDINIE

APl &% 5 API
2% =E | B¥EE R
Wi
X-Auth-Token | £ String |IAM B FtokenakBX38FI P RItokena &
FEtoken,
& 5-94 153k Body 2%
BH =E | B R
Whis
auth 2 Object INIEHER..
Z 5-95 auth
B8H = ST R
WA
identity = Object INIESEL,
2 5-96 auth.identity
8% =E | BHEE ik
WA
methods 2 Array of INIERZE, ZFERABA["token"],
strings
token & Object IfERTiAE) 224 FsecuritytokenAY B R
H,
policy B Object FAFBEENRIENEE, AFRHIEREX
EIAYIRATIAIE 25 A F0securitytoken 94X
i )( LIS R HIOBSARSSAIHY
BR) -
MBS IS, WinktihiazEsaTn
securitytokenfIR R A: RtokenEBEHY
R PRFOpolicy S PRHIRIIPRIZES .
XFIAMKRIERMEINE X, BEE: R
B o
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2K 5-97 auth.identity.policy
2 SR ik

25
wWhisk
Version =2 String BIRMRAS, CIZEBENKIEN, Z=F
EBEEN “117 .
izl
1.1: ZKBg. IAMERFTIREHI—FhRRI EIRIN
g9, ATLUSHREIERIRSHIRIE. BIR
URIEKREHE,

Array of BRER, HIABRENERBIERR
objects Bo

i

Statement

2 5-98 auth.identity.policy.Statement
¥ SR fEiA

=B
Wik
Action = Array of IR, ERENERRENRE. 2
strings RN INESEE RS ( APISE )
BPRFIEAIR =15,

jizLilz

o 18N IRBAHFREELIRE, f:
vpcports:create,

o RBB/AF=MBIR, Bldlecs. evsHivpc
£, RSENFNE ., RRRIFMNE
ERBXRINE, BEXZIFBE/MAS*, T
ETHE RN,

String EF. B&mM: iF (Allow ) FNiE4
(Deny) , EXBAllowX B DenyfIiE1Y
EQRY, BEDenyL5ERIEN

EESEHE:

e Allow

Effect

i

e Deny

Map<String,M | BREIF, THRESHXSH, B
ap<String, Arr | &: RE&EX,

ay<String>>> | ;xgg

IAER I Conditionaffl: HMKSR

( DomainName ) ZF
DomainNameExampleRs, %A SE
Ao
"Condition": {
"StringEquals": {
"g:DomainName": [
"DomainNameExample"
1
}
}

i1y

Condition
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H—BDINIE

AP| &% 5 API
2H 28 | ¥R R
WhiE
Resource B Array of HiF. MUENT:
strings =13

o A A “IRSSA region:domainld:EiEZE
BRRRE  BREETERGST,
BERS R RFIE . 2"obs:**bucket:*":
FRATBRIOBSHE . IFIAMZIERIER
RRERSS, BSEZRIAMBIRAER
WH=IRSS

o regionFE/I A ATIEEAIregion
servicelARIF{EE resource/@ F Xt iz
service,

o Hrh, AR5, region. domainld. &iE
FERPIER N BER. HE. TRI&%.
EFF. 2S48, KERF500MF
7F; BEERARNIMES: Bk S. B
%. WR%. k5|5, KIES. BiES.
RIESLIMUEEZRER, KER1E

12001MZEFF .
# 5-99 auth.identity.token
S8 =E | SR ik
Wik
id & String Bitoken, &i5kHeaderdhR{EX-Auth-
Token, MZUELLSEL,
duration_seco | & Integer BT iAIa) a5 AF0securitytokenf9E R
nds HA, BYEERfI AT,
EUETBE: 1598 ~ 24/0\8F , BN
15534
V254
7= 5-100 L7 Body %4
2 SRR iR
credential Object INIEERER
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2 5-101 credential

2 SRR R

expires_at String AK/SK#securitytokenHJiZ BBATE] . IN/2SE00
UTCHYEEZC, JEERATEIAUTC+8/N\T
aMiR[E]:

ib==AYiE): 2020-01-08 10:56:19.587

access String FREXRYAK

secret String FRENAYISK,

securitytoken | String securitytoken2fEFIRAIAK . SKEEEHITINE
BRFHE

=P
o IEF"token"S#, B&tokenld ( Bltoken ) FIIEATIHEIZE A securitytokenfdE
R

POST https://iam.myhuaweicloud.com/v3.0/OS-CREDENTIAL/securitytokens

"auth": {
"identity": {
"methods": [
"token"
1

"token": {
"id": "MIIEIgYJKoZlhvc...",
"duration_seconds": "900"
}
}
}
}

o FIEE “token” &% (iFKLPFEZEX-Auth-Token ) .
POST https://iam.myhuaweicloud.com/v3.0/OS-CREDENTIAL/securitytokens

"auth": {
"identity": {
"methods": [
"token"
1
}
}
}

o &S “policy” 2. MAFBEENEBRNES, BTIRHAFKEEIIGRTSD%
FllsecuritytokenBIRUR ( HFN{IEIREIOBSIRSBHIUR ) . MRIESIHS%,
mgiﬁﬂa‘iﬁg%%%ﬁ%usecuritytokenﬂ’ﬂffRBEﬂa: JRtoken BB HIBRFpolicyS EPRE
E‘ yBEﬁ*o

POST https://iam.myhuaweicloud.com/v3.0/OS-CREDENTIAL/securitytokens

"auth": {
"identity": {
"methods": [
"token"
1

"policy": {
"Version": "1.1",
"Statement": [
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"Effect": "Allow",
"Action": [
"obs:object:GetObject"
1
"Resource": [
"OBS:**:object:*"
1
"Condition": {
"StringEquals": {
"g:DomainName": [
" DomainNameExample" [, BRIREISEHE, RIELRERES
1
}
}
}
1
by
"token": {
"duration_seconds": 900
}
}
}
}
I Rz 7~ 5
KRB 201 A
BUERRLIN
{
"credential": {
"access": "NZFAT5VNWEIDGZ4PZ...",
"expires_at": "2020-01-08T03:50:07.574000Z",
"secret": "riEoWsy3qO0BvgwfkolLVgCUvzgpjBBcvdg...",
"securitytoken": "gQpjbi1ub3J0aC00jDA4E;..."
}
}
IR[EHE
REE R
201 BUERRYIN
400 SHIH.
401 TAIERY .
403 IREERENR
500 REBARSS IR
=
7
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APl &% 5 API
5.2.3 BIE Xk Aih1a%5H
IHRE/ B

ZEOTUUBTFERRLIAMARRIEXAIBEER, SIAMARSBCEIEXA A
=48,

iH18Z258 ( Access Key ID/Secret Access Key, fEIFRAK/SK) , EFBEIHATE

(API, CLI\ SDK) ifa%EA=MISHEILE, FRTFEREHE. RABITAKRE

HIEBFNER, BESKHTERRIE, JEJJ?JI]EK%LLE_JLM%{ TERAINZE
SEMIIERESHIIERE . TEflatiEinaZBrAaNEEl: HaEA,

12};:III_JLM§}EHE%Ei:EE’JEndpomt%D Lt X1%AYEndpointiFFH . IAMRIEndpointid
20 WXL ETR

i

A LATEAPI ExplorerdriEifiziEO,
URI

POST /v3.0/OS-CREDENTIAL/credentials
BREH

2 5-102 153K Header 2#{

e EEWI%E S8H | i
i)
Content-Type | 2 String | IZFEIE/ “application/
json;charset=utf8”
X-Auth-Token | 2 String | BEIEERAIAMARFSIE KA IHDZA

SENIR, IAMARZ% EE&@UL%%}&
@248 i&K{AEFuser_idpr¥xdRIAMEE
FiJtoken ( TTHEAFHAUIR ) -

% 5-103 153k Body &

84 2E | s A
Wik
credential = Object NS
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F—EDINLE
AP &% 5 AP

3£ 5-104 credential

2% = | ¥R 1
WAl
user_id = String FelEmIaEA (AK/SK) RIIAMAR
ID, SRENAIBEEN: KBS . IAM
BF. E. AP4A. K. a4
FRFAID,
description & String HIEEEEAER
) E=2:5
2 5-105 157 Body &%
2% SRR iR
credential Object INEERER
Z& 5-106 credential
84 SHEE T
create_time String SR IEInZEAYE) o
iz Ll
UTCATIE, %= YYYY-MM-DDTHH:mm:ss.ssssssZ,
HERFNAYEIBAENSHR 1S0-8601, 4N:
2023-06-28T08:56:33.710000Z ,
access String BUZRIAK,
secret String BUE2[ISK,
status String HIZAIRES
EVESEHE:
e active: BSH
e inactive: 1=/
user_id String IAMBFRID,
description String HEEEEAER.
=P

LBIAMBRF AKX AIRIDZESE ( BFIDJ: 07609fb9358010e21f7bc003751¢7¢32 )
POST https://iam.myhuaweicloud.com/v3.0/OS-CREDENTIAL/credentials

"credential": {
"description": "IAMDescription",
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"user_id": "07609fb9358010e21f7bc003751c7c32"
}
}

[ iz 73~5 )
RAMA 201 F:
BUEERLI .
{

"credential": {
"access": "P83EVBZJMXCYTMUIL...",
"create_time": "2020-01-08T06:25:19.014028Z",
"user_id": "07609fb9358010e21f7bc003751...",
"description": "IAMDescription",
"secret": "TTgAHPbhWorg90zx8DvOMUyzYnOKDppxzHt...",
"status": "active"

}
}
K879 400 B
ST, (BIEZRHECAT LR, )
{
"error": {
"message": "akSkNumExceed",
"code": 400,
"title": "Bad Request"
}
}
IREHE
REE ik
201 BRI .
400 SHEH. (BEFEEHECAF LR, )
401 AR
403 IRBRIEIR
500 AEBIRSS IR
=Sl
7
5.2.4 ERBKAILIEIERR
ThEeN48

ZEOUJATEEREEAMARRFREXAREER, AMBFRERECRIRE
KAIBIDEH

ZEOoLUER2BXIFAYENdpointF I E X IFHIENdpointiE@FE . IAMAYENndpointis
21 WXLEDS.
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BH—BDIAIE

APl &% 5 API
A
REJLATEAPI ExplorerdiEiiziE.
URI
GET /v3.0/OS-CREDENTIAL/credentials
Z 5-107 Query 3#
2H 2 | ¥R 1
Whik
user_id & String HEEHIAMBRID,
IBRESH
2 5-108 i53K Header 2
8% =AWk 2% | Ek
268
Content-Type | 2 String | IZZFEIEJ “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | IAMBFR&EISB CRIFTEXALIAEA:
ZIAMARFRItoken ( THEAFHAUR )
EERERIAMARFREXAIEEE
H: B ENIR,
D)VES54
2% 5-109 I Body S
B8H SRR U
credentials Array of INEERERYIER.
objects
Z& 5-110 credentials
2H SRR iR
user_id String IAMBFRID,
access String HiFRJAK,
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F—EBINE
AP &%

5 API

SH

SHRE

g

status

String

HEERIRE
EUEEE:

e active: ZH
e inactive: =

create_time

String

DA BIEERYE) o

WEA
UTCEHE, &9 YYYY-MM-DDTHH:mm:ss.ssssssZ ,
HERFNATIEIEA& X288 1S0-8601, 40:
2023-06-28T08:56:33.710000Z ,

description

String

IHIREZRIEIAMER

BRI

o IAMARPEBIECHFREXAILIEER.
GET https://iam.myhuaweicloud.com/v3.0/OS-CREDENTIAL/credentials

o BERERIAMBFIFREXABAER. (FEA0BEFIDA:
07609fb9358010e21f7bc003751c... )

GET https://iam.myhuaweicloud.com/v3.0/OS-CREDENTIAL/credentials?
user_id=07609fb9358010e21f7bc0037....

i Rz 73~f5

HKEBH 200 A:

15K
{

"credentials": [

{

n

"user_id": "07609fb9358010e21f7bc0037...",
"description™: "",

"status":

n

"active"

"user_id": "07609fb9358010e21f7bc003751...",
"description™: "",

"status":

)

"active"

1R

IERNZAYI

SHTH.
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F—EDINE
AP &% 5 AP

REE ik

401 INESM

403 IRERIENR
404 RIEERATER
500 AEBIRSS IR -

R

7
5.2.5 BEiFigEXAILE%EH

ZEOTLATFEERERIAMBRIEEXALEER, HIAMBRENECIHEE
KABIDER

ZEOLUMEREBXIERIEndpointF It XigtRYEndpointiEA .. IAMRIEndpointid
S WXMREDS.

izt
RE]LATEAPI ExplorershiEidiziEO,

URI

GET /v3.0/OS-CREDENTIAL/credentials/{access_key}

% 5-111 BESH
28 2E | SR ik

access_key = String FEIHAVEEAK,

IERSH

2 5-112 i53K Header 2

2% BEWYI% ¥ | Er
-]
Content-Type | 2 String | IZFEIE/ “application/
json;charset=utf8” ,
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BH—BDINIE

APl &% 5 API
28 BBk 2% | Hk
it
X-Auth-Token | 2 String | BEEREEIAMBFIEEXRAIFEE
. B ENmR,
IAMAR&EEBCIEEXABIDER:
URLHaccess_keyFr/EIAMPFHtoken
( THIFHBUR ) -
il fiz &8
7= 5-113 IR Body &%§
2 SR R
credential Object INEERER.
2K 5-114 credential
2¥- SR R
user_id String IAMFFID,
access String HiFHIAK,
status String HIAZEIRES
BESEE:
e active: B
e inactive: =/
create_time String D ESABIERAYE] o
izl
UTCRTE], &=L YYYY-MM-DDTHH:mm:ss.ssssssZ,
HERFORT B2 08 1S0-8601, 4M:
2023-06-28T08:56:33.710000Z ,
last_use_time | String BIaZEARYERAE, WMRFHESEERE, U
R[22 8RB AT E] .
izl
UTCRTE], &= YYYY-MM-DDTHH:mm:ss.ssssssZ,
HEFFNASE#E 2 ] 1S0-8601, 40:
2023-06-28T08:56:33.710000Z ,
description String HEEEEAER.
BRI

IAMBFEiIE CAHEEXANIER .
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F—EBINE
APl &% 5 AP

GET https://iam.myhuaweicloud.com/v3.0/OS-CREDENTIAL/credentials/{access_key}

e iz 73<5 )
RAFA 200 F:
ERELI .

"credential": {

"access": "LOSZM4YRVLKOY9ES...",
"create_time": "2020-01-08T06:26:08.123059Z",
"user_id": "07609fb9358010e21f7bc003751...",
"description™: "",

"status": "active"

}
}
IR[EHE
R[EE )%
200 BRI
400 ST,
401 INIEE
403 RBIREBUR
404 RILEIERAYZIR
500 AEBIRS IR
RIS
¥
5.2.6 {EXUEEXRATANZEH
INREN4A

ZEOTJL AT EERENAMAREEXAREER, HAMAFEXECRIEE
IKAIBIBEH o

ZiEOLAMER 2B XIFAYENdpointF I E M X IFAYENdpointiEFE . IAMBYENndpointis
21 WXL IEDS,

G
1ZA]LATEAPI ExplorerdifEiftiziz0l.

URI
PUT /v3.0/OS-CREDENTIAL/credentials/{access_key}
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F—EBINE
AP &% 5 AP

% 5-115 BEZSH

2 =E | 5% ik
WA
access_key = String FIEKHIEEAK,

IERSH

2 5-116 153K Header 2%

¥ ERWiE ¥ | Ek
St

Content-Type | @ String | iZ=FERIES ¢ application/
json;charset=utf8” ”

X-Auth-Token | 2 String MIE,JF&AM%PH’HEER%E@%
8 B2 R,
IAMFHFW'%EQE CHYEE KA IBIEIER:
URLAPaccess_keyFrXdizZIAMFFRY
token ( TFRAFHAUR ) -

% 5-117 153K Body &#!

2% =8 | %R HR
Wik
credential = Object INIEHEE..

£ 5-118 credential

2% = | %R HR
Wik
status B String BIEZEIRES .
BEEE:
e active: B
e inactive: =/
description & String HIOZAEIAMEE .
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F—EBINE
AP &%

5 API

MR SEL

£ 5-119 g Body 2%

8% SHEE ik
credential Object INIEER
2R 5-120 credential
8% SHE iR
user_id String IAMBEFRID,
access String BRIAK
status String HIAZERES
EVESCH:
e active: ZH
e inactive: =
create_time String DA BIERRYE) o
1588
UTCEHE, &9 YYYY-MM-DDTHH:mm:ss.ssssssZ ,
BEATORTER8 U208 1S0-8601, 40:
2023-06-28T08:56:33.710000Z ,
description String IHREREIAER.

iERBl

IAMA g B SHEEXABDERRES “FER” -

PUT https://iam.myhuaweicloud.com/v3.0/OS-CREDENTIAL/credentials/{access_key}

"credential": {
"status": "inactive",

"description": "IAMDescription"

}
}

i Rz 73~/
RSB 200 A:
BRI -

"credential": {
"status": "inactive",

"access": "LOSZM4YRVLKOYO...",

"create_time": "2020-01-08T06:26:08.123059Z",
"user_id": "07609fb9358010e21f7bc00375..."

}
}
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BH—BDINIE

APl & > API
IREHE

REE ik

200 BRI

400 ST .

401 TANIERML

403 IRBIRIERIR

404 REKEENAER

500 MEBIRSS IR
$HI=6

7

ZEOT L AT EERNRAMBRREE XA REER, AMBAFRRE CRISE

ZEOTLMEREBEXIFAYEndpointFIE B XigtAYEndpointi@ A . IAMBYEndpointid

MBMRIETIERE , HRIEWSSEEE, BERALEER—RAU ERERE, #1THREE,

RE]LATEAPI ExplorershiEidiziEO,

IIRENM A
KRB
S0 WRALREHE.
mapl:

il

URI

DELETE /v3.0/OS-CREDENTIAL/credentials/{access_key}

% 5-121 BIZSH

o EEN | SHER R
%
access_key = String EMIBRETISEAK
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BH—BDINIE

APl & > API
BRSH
2 5-122 i53K Header 2
2% =AY | s R
ik
Content-Type | 2 String iZ=FERIEA “application/
json;charset=utf8” ” ,
X-Auth-Token | 2 String EERMFRIAMAFRYEEX AL
5. B ENIR,
IAMA IR B SaMEEX AT
URLHraccess_keyFrXIRzZIAMAIFRY
token ( TBAFHAIR ) -
IR S5
7
=Rl
MBRIEEX AIBIEZEA
DELETE https://iam.myhuaweicloud.com/v3.0/OS-CREDENTIAL/credentials/{access_key}
il iz 73~ 451
7
REHE
IR[EHE 0%
204 illEIa A
400 SHFE
401 NIEEY
403 REERIENR
404 RIEERAYERIE
500 AEPIRSHBIR -
iR
7
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F—EBINE
AP &% 5 AP

5.3 Xig =18
5.3.1 EiIXig51Z%*

Theen4a
ZEOTLBTFEaRSHTLAGRNXIESIZE,
ZE O LAMERE B XIFAIEndpointFIE B X idtAYEndpointi@AE . IAMBIEndpointi’
sl XNRED=.
55N
RE]LATEAPI ExplorershiEidiziEO,
URI
GET /v3/regions
RS
% 5-123 153K Header 2%
B8H =E W% 2% | #k
-]
Content-Type | 2 String | 1Z=FERRBIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | IAMFEPRYtoken ( TTEASHINR ) - T
RtokenigEFfABregionf5 5., N&EiF
ZERAIR[EIFABregion,
D)VE254
% 5-124 g7 Body 2#
8% e et iR
links Object RRIHZER
regions Array of XiFEEIxE,
objects
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BH—BDINIE

APl &% 5 API
2 5-125 links
2 SR A
self String GADLAIL S EINEN |
previous String B — PR IR L
next String [E— SRR R bt .
Z 5-126 regions
2% SR fik
description String iR EE o
parent_region | String null.
_id
links Object XiGR R R ER .
locales Object X1 o
id String XD,
type String XL,
2 5-127 regions.links
2% SR A
self String GADLAI S EINEN |
2k 5-128 regions.locales
2 SR fix
zh-cn String XIHAIHIZEZTR,
en-us String XIS EZTR,
pt-br String XiFEEFIERTR
es-us String XiFHEERRFIEZFR.
es-es String XIZAIFEI BB IR
(=GRl
FRXEIIZER.
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F—EBINE
AP &% 5 AP

GET https://iam.myhuaweicloud.com/v3/regions

e Mz 73~ 51
1R7&SR87 200 A:

KA.
{
"regions": [
{

"parent_region_id": null,
"description™: "",
"links": {
"self": "https://iam.myhuaweicloud.com/v3/regions/cn-north-1"
}

n nmen

type": "public",

"id": "cn-north-1",

"locales": {

"zh-cn™ " “ﬁéjt'jb,_?":_” u’
"en-us": "cn-north-1"

}

"parent_region_id": null,
"description™: "",
"links": {
"self": "https://iam.myhuaweicloud.com/v3/regions/la-south-2"
h
"type": "public",
"id": "la-south-2",
"locales": {
"pt-br": "AL-Santiago",
"zh-cn": "HZE-EHITE",
"en-us": "LA-Santiago",
"es-us": "AL-Santiago de Chile1",
"es-es": "LA-Santiago"
}
}
1
"links": {
"self": "https://iam.myhuaweicloud.com/v3/regions",
"previous": null,

"next": null
}
}
RENE
REHE R
200 BRI
400 ST
401 TNIESETY
403 IRBERIEINR
404 RLFENAVEIR -
405 RRVFRITTIE
413 BRI K
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F—EBINE
APl &% 5 AP

REHE fifik

500 REPIRSSEEIR
503 RS AATA
TESTE
y
5.3.2 EiIXIHiFiE
INEEN4A
ZEOT L BTFEIXIGIFE.
ZiEOn LAMERA 2B XIFAYENdpointF I E ML X IFAYENdpointiEFE . IAMBYENndpointis
2. WXFLIRT R
i
BT LAFEAPI ExplorershifElifiziE .
URI
GET /v3/regions/{region_id}
£ 5-129 RIZBH
8% 28 | s R
region_id 2 String FEEIXIEID, FTLAERAE XIS
FIEOIREY, THIGREGABESL:
FREXXIFHID .
RS

2 5-130 i53K Header 2

2% =A%k S | @k
E5ix)
Content-Type | @ String | IZ=FERIBIES “application/
json;charset=utf8” |
X-Auth-Token | 2 String | IAMFEFtoken (ESFHIUR) o
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H—BDINIE

APl &% 5 API
e
% 5-131 gk Body 2#
2 et et R
region Object XiFER.
2 5-132 region
2% S¥RT fER
description String XigHAMEE
parent_region | String null.
_id
links Object XA RRIHEER
locales Object X3,
id String XD,
type String X8,
2R 5-133 region.links
2% S¥RT fER
self String RIESEREbL
& 5-134 region.locales
8% SR iR
zh-cn String XGPS EZTR
en-us String XIERIZRIZEZFR,
pt-br String XiFEEFERTR.
es-us String XA ERFERTR.
es-es String XiAIFRIEFIEZFR
=Nl
BEXIHFS.
GET https://iam.myhuaweicloud.com/v3/regions/{region_id}
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H—BDINIE

AP| &% 5 API
M Rz~
KB J9 200 A:
15K o
{
"region": {
"description™: "",
"links": {
"self": "https://iam.myhuaweicloud.com/v3/regions/la-south-2"
by
"type": "public",
"id": "la-south-2",
"locales": {
pt-br": "AL-Santiago",
"zh-cn": "HISE-EHIVE",
"en-us": "LA-Santiago",
"es-us": "AL-Santiago de Chile1",
"es-es": "LA-Santiago"
}
}
}
IR[EHE
REHE iR
200 =4 An
400 ST
401 TAIESEY
403 S BEREINR .
404 RILEEN RIS
405 ARVFRIAE.
413 BRAI K,
500 REPIRSSEEIR
503 ARSZAATA
LI
7
54 IEHEE
S, =
5.4.1 BEifiEEFG TRHIBSIE
INEEN4A
ZEOTLUBTFEaEERE ~TamBsI%E.
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BH—BDINIE

APl &%& 5 API
ZE O LAMEREBXIFAIEndpointFIE B X idAYENdpointi@E .. IAMBIEndpointi’
2 MXLRETR.
izt
1ZA]LATEAPI ExplorerdifdiftizizOl,
URI
GET /v3/projects
£ 5-135 Query 2#
2% = | sEEEm A
Wik
domain_id & String IMBEREWKSID, KEVSBESN: 3K
kS, IAMARF., iH. AF4A. X
g . FFEHBRAID,
enabled ES Boolean MERERER.
is_domain & Boolean ZFEBLTEES,
name & String IMBEEMR, REBNBESH: KEUK
S. IAMAF. IIB. AFPA. Xi.
FFERIBFRFOID,
page & Integer S NERREIENREY, EaEsINH
1. BESper_page[EHIFE.
parent_id B String MRETRECLZEIIE , NittatrsE
HEREXIFAIIREID,
MRTENRRARNEIE, Wcn-
north-1, NLLARIERMKSID,
SRENIRB IDFIKSID, 1550 IREUK
%\ IAMmF\ IﬁE\ mpgﬂ\ ziﬁ\
FFERILFRFOID,
per_page & Integer D REFNEBREIENE, BUETEE
73[1,5000] . FHESpageERIFHE.
IBRESH

2K 5-136 153K Header 2#{

2% =AUk ¥ | Er
Sl
Content-Type | & String | iZFERABIES “application/
json;charset=utf8” ,
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BH—BDINIE

APl &% 5 API
2% BEWI%E 2% | R
St
X-Auth-Token | 2 String | BIAISHE, FEBFSH . NRFEE
B,
tokenFrFBAIRIE S WIFAIR
)35t
% 5-137 [ Body £
e SR R
links Object RRIHZER
projects Array of mMEERYIE,
objects
Z 5-138 links
e S¥En R
self String AR LIS eI RN 1|
previous String BI—ARE R R L .
next String [E— PR Rt .

£ 5-139 projects

2% SR fHiA

is_domain Boolean false.

description String MBwEAER.

links Object B RRRER .

enabled Boolean IMEHEE&7HA.

id String InHID,

parent_id String MEEGESLEEIME, NAREIFEXE
RIIRBID,
MREHWRRFANENR, fcn-north-1, T
MR EIKSID,

domain_id String IMEMEKSID,
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BH—BDINIE

APl &% 5 API
2% SRR fik
name String IME&#R. Wcn-north-1, MOSE, HEFMOSH
OBSHEINH .
2R 5-140 projects.links
2% SR R
self String AR LIS EI NN |
previous String BI— PR IR ML
next String [E— PR IRk L
s=E= —
=GNl
HiEERM FTRIIB I,
GET https://iam.myhuaweicloud.com/v3/projects
N 7~ A5
K&EBF 200 A
BRI
{
"projects": [
"domain_id": "d78cbac186b744899480f25bd02...",
"is_domain": false,
"parent_id": "d78cbac186b744899480f25bd022...",
"name": "cn-north-1",
"description": "",
"links": {
"next": null,
"previous": null,
"self": "https://iam.myhuaweicloud.com/v3/projects/06f1c15e6f0010672f86c003006c5f17"
Iy
"id": "06f1c15e6f0010672f86c00300...",
"enabled": true
by
{
"domain_id": "d78cbac186b744899480f25bd...",
"is_domain": false,
"parent_id": "d78cbac186b744899480f25bd0...",
"name": "cn-north-1",
"description": "",
"links": {
"next": null,
"previous": null,
"self": "https://iam.myhuaweicloud.com/v3/projects/065a7c66da0010992ff7c0031e5a..."
Iy
"id": "065a7c66da0010992ff7c0031e5a...",
"enabled": true
}
1
"links": {
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AP| &% 5 AP
"next": null,
"previous": null,
"self": "https://iam.myhuaweicloud.com/v3/projects"
, }
IR[EE
IR[EHE R
200 BRI o
400 ST
401 INIEEML
403 IR BEREINR .
404 FRILEIBRAYERR o
500 AEBARSS tEI= -
503 ARSI
$HI=0
7

5.4.2 BiffigE IAM FFHIRE3I%E
J

ThREN4R

ZEOTUATFEEREEEEAMAFRNRBSI%E, sAMBREIEECHIES!

o

ZEOLEREBXIFAIEndpointFIE B XIFHAIEndpointiEFE . IAMBJEndpointis

20 WXAERTS.

iz

RB]LATEAPI ExplorerdrifEidiziE.

URI

GET /v3/users/{user_id}/projects

2¥ |28 |28 |#ER
user_ii | 2 |Strin | FEENIAMARID, KA ESN: KBS, IAMA
d g F. T8, APE. K. EHNSTRAID,
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BH—BDINIE

APl &% 5 API
BRESE
K 5-142 153k Header 23§
2 =EARPIE | S8 | ER
gg
Content- | £ String | ZFERABIENR “application/
Type json;charset=utf8” ,
X-Auth- | 2 String BIaShRE, FERAFNSD. NRFEE.,
Token EﬁﬁﬁﬂEEMM%PmmEﬂi:%%mﬁ
NI
IAMBR&EBRBBINE?YIZ: URLAuser_idFXd
MNIAMEFRItoken ( TTEASFFHRAUR ) -
N Rz SE

% 5-143 O Body 2#

8% e et ik

links Object RIREZER

projects Array of IMBERIIE.

objects
2K 5-144 links

2% SR R

self String RIRSEREbL

previous String BI— SRR R B HE
next String [E—4Bi R R AL .

2 5-145 projects

2 S fEiA
is_domain Boolean false.
description String mBEAEE.
links Object IMBERYR RS
enabled Boolean MBRAATA.
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H—BDINIE

APl &% 5 API
2% SR fEA
id String IBID,
parent_id String MREWBESCIZEAIIRE, NIAMREIFTEXE
HIRBID,
MEEHWHRRFAEINE, fcn-north-1, T
HAMREIKSID,
domain_id String IMEMEKSID,
name String B &R,
2 5-146 projects.links
2% SR fiA
self String RIRSEREbL
previous String BI— SRR R B L
next String [E—SBi R R AL .
(=BGl

BIHEEIAMBRPINIESIE

GET https://iam.myhuaweicloud.com/v3/users/{user_id}/projects

Nl Mz 73~
1RZR87 200 A:
BRAIN .
{

"projects": [

"domain_id": "d78cbac186b744899480f25bd02...",

"is_domain": false,

"parent_id": "d78cbac186b744899480f25bdO0...",

"description": "",
"links": {
"next": null,
"previous": null,

"self": "https://iam.myhuaweicloud.com/v3/projects/06f1cd8ea9800ff02f26c003d93..."

}

"enabled": true
b
{

"'id": "06f1cd8ea9800ff02f26c003d93...",

"domain_id": "d78cbac186b744899480f25bd02...",

"is_domain": false,

"parent_id": "d78cbac186b744899480f25bdO0...",

"name": "MOS",
"description": "",
"links": {
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"next": null,
"previous": null,
"self": "https://iam.myhuaweicloud.com/v3/projects/babf0605d15b4f9fbcacc6a8ee0f8d84"

1
"id": "babf0605d15b4f9fbcacc6a8ee0f8d84",
"enabled": true
}
1,
"links": {
"next": null,

"previous": null,
"self": "https://iam.myhuaweicloud.com/v3/users/7116d09f88fa41908676fdd4b039e95b/projects"

}
}
REHE
REHE R
200 BRI
400 ST,
401 TNIESRM
403 EEEBRESUR
404 R FBERAETR o
405 ARFRIEE.
413 BRIETK,
500 AEBIRS = -
503 RS AR,
SIS
¥
5.4.3 &1 IAM P RJLAARINIRE S
INREN4R

ZEOFLUATFERIAMBRTLIGENIRBSIZE.

ZE O LAERAEBEXIFAIEndpointFIE b X iatHYEndpointi@E . IAMBIEndpointi’
S XMBHET .

1ZALATEAPI ExplorerdrifEidtiziEzOl,

URI
GET /v3/auth/projects
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BH—BDIAIE

APl &%& 5 API
BRSH
3 5-147 53K Header
28 AUk ¥ | R
E- Sl
Content-Type | @ String | IZ=FERIEIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | IAMEBFHItoken ( TFE4FHBUR ) -
D)VES54
2% 5-148 UL Body &%
28 SHERE R
links Object RIFEEER
projects Array of mBEEYE.
objects
K 5-149 links
e BHE fHiA
self String RIRSERZRAL
# 5-150 projects
28 SHERE R
is_domain Boolean false.
description String IMEmAEE.,
links Object IMENRREEE.
enabled Boolean ImB2&9HH,
id String ImgID,
parent_id String MREGESLIENINE, NitkahREFFEX
RIIREID,
MEEHREARNEINE, Wcn-north-1, T
IHAMREIKSID
domain_id String IMBFTEWKSID,
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H—BDINIE

APlI &%

5 API

BRI

N Rz 7~

SHRE g

name String B &R,

Z 5-151 projects.links

2%

SHE R

self

String RIRREEbIL

FWIAMARFTLUBIERIIESIE .

GET https://iam.myhuaweicloud.com/v3/auth/projects

RZ&1B7 200 A
TEKBE o

"projects": [

}
1

"domain_id": "d78cbac186b744899480f25bd02...",
"is_domain": false,
"parent_id": "d78cbac186b744899480f25bd022...",
"name": "af-south-1",
"description™: "",
"links": {
"self": "https://iam.myhuaweicloud.com/v3/projects/06f1cbbaf280106b2f14c00313a9d065"
}

'Id "06f1cbbaf280106b2f14c00313a9...",
"enabled": true

"domain_id": "d78cbac186b744899480f25bd02...",
"is_domain": false,
"parent_id": "d78cbac186b744899480f25bd022...",
"name": "cn-north-1",
"description™: "",
"links": {
"self": "https://iam.myhuaweicloud.com/v3/projects/065a7c66da0010992ff7c0031e5a5e7d"
}

"id": "065a7c¢66da0010992ff7c0031e5a5e7d",
"enabled": true

"'links": {

"self": "https://iam.myhuaweicloud.com/v3/auth/projects"

}
}
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BH—BDINIE

AP| &% 5 AP
REHE
REHE iR
200 BKEIN .
400 ST,
401 TNIESM
403 RERIESUR .
404 RILEIERRIZRE
405 ARFNSEE,
413 BRI K,
500 RN
503 RS AR,
BI=g
7
5.4.4 Sl#EINH
INREN4A
ZEOUBTFEERCIZENE.
ZEOLAMERAEBEXIFAIEndpointFIE B X idHIENdpointi@E .. IAMBIEndpointi’
2N WXIRIEP =
A
1ZB] LAFEAPI ExplorershiffiiziE .
URI
POST /v3/projects
IR

2K 5-152 153K Header 2#{

Sl

114

Content-Type | = String

ZFERATIEA “application/
json;charset=utf8” ,
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F—EBINE
AP &% 5 AP

SH ERWIE S8 |

al

String gl‘lﬂ@}%@-, AEAFRBM0 . URFE

C0N 0

tokenPr BN PRIES ISR .

X-Auth-Token

ali

% 5-153 153k Body &

8% =E | BHEE ik
WA
project = Object mBEE.
2 5-154 project
8% =E | BHEE ik
WA
name = String IMB &R, WRLAFER"XI%ID_"F
L, KENFET64, FlanXis “fedb-
Jtm=—" WIXIEHIDA “cn-north-17 ,
FEHTRIZMBR, IMB&RIE “cn-
north-1_IAMProject”
parent_id 2 String XX AYIREID, FIanXis “4edb-1t
R XX NAIIRE DA :
04dd42abe48026ad2fa3c01ad7fa.....,
SRNGNIEEN: FREUKS. IAMA
F. IRH. AFRAE. Xif. FENER
D,
domain_id B String INBrEWSID .
description & String IMBE#RER, KENFEF255FH,
I e
& 5-155 Az Body %
8% SR ik
project Object mBER.
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5 API

iERBI

MRz~

2 5-156 project

2% SR fHiA

is_domain Boolean false.

description String B ER.

links Object IMENERYEE .

enabled Boolean MBS,

id String mBID,

parent_id String XIS AYIREID, fFlanXis “fedb-Jbm—" X
133 N AYIRE DY :
04dd42abe48026ad2fa3c01ad7fa......

domain_id String IBFrEMKSID,

name String IE&AFR.

£ 5-157 project.links

B8H SHRTY e
self String RIRSEEAL

BlEE—1 2R “cn-north-1_IAMProject” BfELEAL-IE=—RIIRE , TEFEWSIDZ

d78cbac186b744899480f25bdO...
POST https://iam.myhuaweicloud.com/v3/projects
{

"project": {
"name": "cn-north-1_IAMProject",
"parent_id": "aa2d97d7e62c4b7da3ffdfc11551f878",
"domain_id": "d78cbac186b744899480f25bd0...",
"description": "IAMDescription"
}
}

R8T 201 B:
CIERRLIN

{
"project": {
"is_domain": false,
"description": "IAMDescription",
"links": {

b
"enabled": true,
"id": "07707ab14980265e2f5fc003a021bbc3",
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H—BDINIE

APl &% 5 API
"parent_id": "aa2d97d7e62c4b7da3ffdfc11551f878",
"domain_id": "d78cbac186b744899480f25bd02...",
"name": "cn-north-1_IAMProject"
}
}
IR[EE
RENE ik
201 BUEERYIN
400 ST
401 NI S
403 IREERENIR
409 BRI,
e
.
IHEENA
ZEOTLUBTFEEREXRBES.
1%;:EITLJJ§H§%J%I:HEI’JEndpomt%I] L b XikAIENdpointiE A . IAMBIENdpointii
2. WXALIRT S
izt
1ZBILATEAPI ExplorerdrifidizizOl.
URI

PATCH /v3/projects/{project_id}

% 5-158 IRIZSH

2 =h | sEEm ik

project_id = String FHEMRIIMEID, KRENVGRBESH: 3K
S, IAMEBF. IBE. AFP4A. X
5. EFEHF[FRAID,
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BH—BDINIE

APlI &% 5 API
IBRSH
& 5-159 153K Header 2%
8% BE W% 2% | #t
i)
Content-Type | =2 String | iZ=FERABIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | HE1<SHE, FAERAPHNEM . NIREE
=
tokenPTFRAXPRIE S WA AR »

% 5-160 53k Body &

B8H =E | BHEE R
WhisE
project B Object FEEHXIMBER.

K 5-161 project

el = | %R HR
WhisE

name & String IMB &R, YRLAFERY" XD _"FF
3L, KENFEF64, MBMBEXEAR
e, BIEIBEEA “on-
north-1_IAMProject” R, #FhIE&RAL
LA “cn-north-1_" sk, “name” 5
"description"ZE/MEE—,

description & String ImBHEA, KENFEF255FFF,
“name” 5"description"&/MEE—
AN
o

=2

% 5-162 I[IK7 Body 2%

2% SHRE T

project Object mBEE.
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F—ERINE
AP &%

5 API

2 5-163 project

2% SR fik

is_domain Boolean false.

description String IMBmAER.

extra Object IMENEMER .

links Object INEHSE R

enabled Boolean ISPl )22

id String ImBID,

parent_id String XIFSIRAYIREID, X “fedb-Jbm—" X
XS AYIRE D :
04dd42abe48026ad2fa3c01ad7fa......

domain_id String IMEMEKSID,

name String IE&AFR.

2R 5-164 project.links
2% SR fEA
self String BRIRSEEHLE

5K

(EXINBRIZTRA “cn-north-1_IAMNewProject” , fEiMEXA

“IAMDescription”

PATCH https://iam.myhuaweicloud.com/v3/projects/{project_id}
{

"project": {

"name": "cn-north-1_IAMNewProject",
"description": "IAMDescription"

}
}

i Rz 77~
RAHB 200 B:
BRI
{

"project": {
"is_domain": false,

"description": "lAMDescription",

"links": {

b
"extra": {},
"enabled": true,
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"id": "07707ab14980265e2f5fc003a021bbc3",
"parent_id": "aa2d97d7e62c4b7da3ffdfc11551f878",
"domain_id": "d78cbac186b744899480f25bd...",
"name": "cn-north-1_IAMNewProject"

}
}
IREHE
REE 0%
200 BRI
400 ST
401 TNIES
403 SBEIRERIR
409 TiRHsE,
e
7
5.4.6 EHIMEI¥E
INRENEA

ZEOTLURTERREFRS.

ZiEOaLUER2BXIFAYEndpointF I E X IFHIENdpointiEAFE . IAMAYENndpointis
20 WXLIETS.

5
1ZALATEAPI ExplorerdrifEiftizizOl,

URI

GET /v3/projects/{project_id}

% 5-165 BRIZS#

2% =E | BHEE R
WhiE
project_id = String FERNIREID, KENARBESN: 3K

S . IAMAR. IH. BFRA. K
fe. EFERIRFRFID,
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BH—BDIAIE

APl &%& 5 API
BRSH
% 5-166 153K Header 2%
2% BEWI% 28 | ik
i)
Content-Type | =2 String | iZ=FERABIES “application/
json;charset=utf8”
X-Auth-Token | 2 String | IAMAFPRItoken ( TTERAFERARIR ) o
N Rz S4L
% 5-167 L Body 2%
2 SR A
project Object ImEER.
2 5-168 project
2% SR A
is_domain Boolean false.
description String IMB#RMER
links Object IMENRREEE.
enabled Boolean IMBZRAHA.
id String IRHID,
parent_id String MREGESCIENINE, NitkahREFFEX
BYIRBID,
MEEHREFANEIE, fcn-north-1, T
IHAMREIKSID
domain_id String mBREKSID,
name String IMB&R,
Z 5-169 project.links
2% SR ik
self String TR pEEbE
previous String BI— B RIR AL
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BH—BDINIE

APl &% 5 API
2H SR iR
next String [E— SRR R pE bt .
iI=p N ]]
RIS HES
GET https://iam.myhuaweicloud.com/v3/projects/{project_id}
M Rz73~f51
KZS1E7 200 A
15K o
{
"project": {
"is_domain": false,
"description™: "",
"links": {
"self": "https://iam.myhuaweicloud.com/v3/projects/2e93d63d8d2249f5a4ac5e2c78586a6e"
h
"enabled": true,
"id": "2e93d63d8d2249f5a4ac5e2c78586a6e",
"parent_id": "44c0781c83484eb9a4a5d4d233522cea",
"domain_id": "44c0781c83484eb9a4a5d4d23...",
"name": "MOS"
}
}
R[EE
IR[EHE A
200 BRI
400 ST
401 TAIERTY .
403 S BEREINR .
404 REKEENAEIR
500 REPIRSSEEIR
TES
7o
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5.4.7 \EERE

ThEeN 48
ZEOTUATERRRENERES. MBRESEE: EE. F4E.
ZEOTLER £ B XIEAIEndpointFIE M XIFAIEndpointiAA . IAMAIEndpointis
2l WXALETR.
i
RE]LATEAPI ExplorershiEidiziE0,
URI
PUT /v3-ext/projects/{project_id}
£ 5-170 IERBH
2% = SR )%
project_id = String FIRBERNSHINEID, KA NiIES
0 KRS, IAMAF. IRE. AF
A, Xig. EENSBIRAID,
RS

2 5-171 153k Header 2%f

2% BEWIE 28 | ik
St
Content-Type | = String | Z=FERATIEAN “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | IGIEISHE, FEAPHNEMD . NREE
B,
token A RIS S WAZANIN

% 5-172 153K Body &

2% =E | B%EE ik
WhIE
project = Object IMBER.
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F—EBINE
AP &%

5 API

K 5-173 project

s =5
3%

SHE

Hik

status =

String

IMEIREER, SHYEN

"suspended"=k"normal",

o status{Eg"suspended"R}, £IEIE
RENFEIRS.

e statusfE9"normal"BF, £IEIMAE
BAEE (BF) K&

EUEEE:

e suspended

e normal

RS &

iERpI

IRBIMBREN “HFE” Ko

PUT https://iam.myhuaweicloud.com/v3-ext/projects/{project_id}

st “suspendedt
}
}
i Rz 73~5
7
RENE
REE ik
204 RERI .
400 ST -
401 AR
403 IRBRIEIR
404 REKEENAER
500 AEBIRSS IR
503 RSAETE.
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APl &% 5 API
e
7
5.4.8 EMBIFESIRE
THREAME

ZEOTL BT EERERMBIFESRES.

ZEOTLER £ B XIEAIEndpointFIE M XIFAIEndpointiAA . IAMAJEndpointis
S0 XMREDS.

izt
IZRJLAFEAPI ExplorershifEidliziz[
URI
GET /v3-ext/projects/{project_id}
£ 5-174 BRBH
B8H =E | BHEE R
project_id = String FEANIEID, REARIBESN: 3K
kS . IAMABF. B, AFPAE. X
8. FERBRMID,
=P

2 5-175 153k Header 2]

2% ERWIE S | R
-3l
Content-Type | @ String | IZ=FERNEIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | #8&Security AdministratortfRAY
token,
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F—EBINE
AP &%

5 API

MR SEL

K 5-176 g Body 2%

2% SR fiHiA
project Object mEER.
K 5-177 project

2% SR fHiA

domain_id String IMEmMEKSID,

is_domain Boolean false.

parent_id String MREFGBCLIEIIE, NtAhREIFREXE
AYIREID,
NREHWRIRRFARNEINR, fcn-north-1, T
IHAMREIKSID,

name String B &R,

description String B ER.

id String InHID,

enabled Boolean IMEHEEYHA.

status String IMERZE.

ISRl
BT FESRES.

GET https://iam.myhuaweicloud.com/v3-ext/projects/{project_id}

I Rz 73~ 451
RSB 200 A:
BRI -

{
"project": {

"domain_id": "d78cbac186b744899480f25bd02...",

"is_domain": false,

"parent_id": "aa2d97d7e62c4b7da3ffdfc11551...",

"name": "cn-north-1_IAMProject",
"description": "lAMDescription",

"id": "07707ab14980265e2f5fc003a02...",

"enabled": true,
"status": "normal"
}
}

MAHRRZAN 49 (2022-06-20)

IRIERE © LA/ ARBIRAE 122




BH—BDINIE

AP| &% 5 AP
R[EHE
R[EE 0%
200 BKEI0 .
400 ST,
401 NN
403 SEIRENIR
404 RILEIERAYZR
500 AEBERSZ IR -
503 BRSBAATH.
BI=0
v
5.4.9 EiFIREEER
IhEENA
ZiZEOa L B TFEaIREEE .
ZEOn LAMEREBEXIFAIEndpointFIE B X idtAYEndpointi@E .. IAMBIEndpointi’
21 WXZIEDS.
i
1ZBILATEAPI ExplorerdrifidizizEO .
URI

GET /v3.0/0S-QUOTA/projects/{project_id}

% 5-178 BIZS#

1. EFERIBFRFID

e =E | 5% FhR
Whise
project_id 2 String FEANIREID, KREARIBESN: 3K

BKS. IAMEF. IB. APA. X
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F—EBINE
APl &% 5 AP

IERSH

2 5-179 153K Header 2

2¥ =E | sEEE ik
WA
X-Auth-Token | 2 String BB Security AdministratorifRAY
token, Z¢IAMAFHItoken, ( LFE4F
SRR, {BtokenAYscopeFs IURLHRY
project, )
) VES
2 5-180 i Body 2%
e SR ik
quotas object KSEIER
% 5-181 quotas
2 e el ik
resources Array of BRES
objects
2 5-182 resources
2% SR fHiA
max Integer =N =1
min Integer Fogias/IME -
quota Integer E N[
type String [ SESiEN
used Integer EfFARYECER .
(=R
EFHIMBRCER.

GET https://iam.myhuaweicloud.com/v3.0/OS-QUQOTA/projects/{project_id}
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APl &% 5 API
N Rz~
RZ58879 200 AY:
BRI
{
"quotas" : {
"resources" : [
{
"max" : 50,
"min" : 0,
"quota" : 10,
"type" : "project”,
"used" : 4
}
1
}
}
KZ8879 403 A
RBEERENR
o Rfil1
{
"error_msg" : "You are not authorized to perform the requested action.",
"error_code" : "IAM.0002"
}
o fil2
{
"error_msg" : "Policy doesn't allow %(actions)s to be performed.",
"error_code" : "IAM.0003"
}
K383 404 AY:
FRIKEBRRIERR
{
"error_msg" : "Could not find %(target)s: %(target_id)s.",
"error_code" : "IAM.0004"
}
R7Z58879 500 AY:
MEBARSSEEIR -
{
"error_msg" : "An unexpected error prevented the server from fulfilling your request.”,
"error_code" : "IAM.0006"
}
RSB
RS R
200 IERN AV
401 TAIERTY .
403 IRBEERENR .
404 REKEENAER
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APl &%& 5 API
RSB )%
500 REPIRSSEEIR
S
B2 EIRB.
5.5 kS =1E
5.5.1 &if] IAM AHRFAILABIERK SIS
IHEENA
ZEOY U BTFERAMBRA LSRN KSIFE .
ZEOoLUER2BXIFAIENdpointF I E X IFHIENdpointi@FE . IAMAYENndpointis
2l MXHZRETS,
@it
1Za]LATEAPI ExplorerdriEidizizE O,
URI
GET /v3/auth/domains
BRSH

K 5-183 i53K Header 2

2% BEWI% 2% |k
i)
Content-Type | @ String | iZ=FEREIE “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | IAMEBFRYtoken ( TEAFFHAUR ) »
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H—BDINIE

APl &% 5 API
V=251
% 5-184 IR Body S%{
2% SR ik
domains Array of KSEEIIZE,
objects
links Object REIEHEZER
2 5-185 domains
2% SR ik
enabled Boolean EREEKE, trueNEH, false{EH, ZRIA
Htrue,
id String WSID,
name String WS,
links Object KSHZRIEHEER.
description String KSHIERER
2% 5-186 domains.links
2% SR ik
self String RIREE AL
2% 5-187 links
2 SR ik
self String RIRSEZAL
BRI
BRIAMABRPTLUGENKSIFESE .
GET https://iam.myhuaweicloud.com/v3/auth/domains
Ml iz 73~ 451
R F 200 B:
BB
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AP| &% 5 API
{
"domains": [
{
"description": "",
"enabled": true,
"id": "d78cbac186b744899480f25bd022f468",
"links": {
"self": "https://iam.myhuaweicloud.com/v3/domains/d78cbac186b744899480f25bd022f468"
1
"name": "IAMDomain"
}
1,
"links": {
"self": "https://iam.myhuaweicloud.com/v3/auth/domains"
}
}
IR[EE
REHE R
200 BRI
400 ST
401 TAIERTY .
403 IRBEEENR
405 RRFRIRAE
413 BEREAI K,
500 AEPIRSSEEIR
503 RS AR
=
7o
hJ = -—e-{
5.5.2 BiEKSHELEEREE
IhEeENa

ZEOR L BTEORKSEDRERE, E0EREEEDRERIRAIIENREARR

Higik,

iz O LUMERAEBXIFAIEndpointFIE B X iatHYEndpointi@ .. IAMBJEndpointi’

20 WXAERT S .

i

1ZALATEAPI ExplorerdrifEiftizizOl,

URI

GET /v3/domains/{domain_id}/config/security_compliance
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H—BDINIE

AP| &% 5 API
%+ 5-188 IERBH
8% =E | BHEE R
WA
domain_id 2 String FEENKSID, KESIBESN: K
WS, IAMEBF. IiH. AFPE. X
5. ZFEZFRFAID,
1BRBH
K 5-189 53K Header 2#
2% B W% 2% | Ak
-3t
Content-Type | @ String | IZ=FERABIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | URLFrdomain_idprXd RNk SHIAME R
Htoken ( BFH4FHEIR ) -
)RS5t
2% 5-190 I Body S
2% ST R
config Object BeEER.
£ 5-191 config
B8H SR ik
security_com | Object ZhaERIRER.
pliance

& 5-192 config.security_compliance

84 SHRT R

password_reg | String Zi8smE RISAYIENIZRIXT
ex

password_reg | String R ESRARAYEA
ex_description
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F—EBINE
AP &% 5 AP

ISR
Bk S IDIRE RS

GET https://iam.myhuaweicloud.com/v3/domains/{domain_id}/config/security_compliance

N Rz 73~/
R7Z&E57 200 A:
BEREIN

{
"config": {
securlty compliance™: {
"password_regex": "A(?I[A-Z]*$) (?![a-z]*$) (2! [\\d]*$) (P [M\W]*$)\\S{6,32}$",
"password_regex_description": "The password must contain at least two of the following character
types: uppercase letters, lowercase letters, digits, and special characters, and be a length between 6 and 32."

}
}
IREHE
IREWE 3%
200 IERN AN
400 ST
401 TAIER ML
403 IRERIENR
404 RIKENERAIRIR o
405 RRFNTGE,
413 BRI K
500 AEBIRSS fEI=
503 RS AATR .
$HIR6
7
5.5.3 IEEMHEARSEHEDRER
TheeN 48
ZEOTLURATFEREHEERSEERERE, S9AROEEEEERBIENZER
R R ELEIA
1Z$§D__[LJ\1§)EH@%I:HEI’JEndpomt%I] L {th X1 AYEndpointiEFE . IAMAYENndpointis
: WMXEIRT R
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H—BDINIE

APl &%& 5 API
i
1 B] LAFEAPI ExplorerdhifiiizizE .
URI
GET /v3/domains/{domain_id}/config/security_compliance/{option}
x 5-193 RIZSH
S =h | sEem fa
domain_id = String FEENKSID, KESIBESN: 3K
BK=S. IAMEBF., IB. AFPA. X
8. FHERIZFRFAID,
option = String HAFEY . ZFERASH:
password_regexzy,
password_regex_description,
password_regex: ZAE5RERIZAIIEN
FIAT; password_regex_description:
RO R ERISAYIEIA
EEEE:
e password_regex
e password_regex_description
IBRESH
2 5-194 153k Header 2%
8% BE W% 8% | @k
it
Content-Type | @ String | IZ=FERNEIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | URLARdomain_idFrXd M Ik ShIAMARF
A9token ( THAFHIUR )
V254
7= 5-195 NIz Body S
¥ SRR iR
config Object BEER.
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F—EBINE
AP &%

5 API

£ 5-196 config

2% SR R

password_reg | String FIDEERIBAIIENZFRIAIL, (SHoptionJy

ex password_regexHtiR[@])

password_reg | String ZIERERERAVEIA . (Hoptionfy

ex_description password_regex_descriptionAFiR[a])
=Pl

o IRBEMHEIIKRSERRERM, option/gpassword_regex,

GET https://iam.myhuaweicloud.com/v3/domains/{domain_id}/config/security_compliance/

password_regex

o IXBEMHEAWSEZAIREREE, optionJgpassword_regex_description,
GET https://iam.myhuaweicloud.com/v3/domains/{domain_id}/config/security_compliance/
password_regex_description

il iz 73~f51

JR7ZEF375 200 B

(=R NZAYS

51: optionApassword_regex.,

M52 optiongpassword_regex_description,

o fil1
i "config": {
}
}
o 2
i "config": {

"password_regex_description":

The password must contain at least two of the following

character types: uppercase letters, lowercase letters, digits, and special characters, and be a length
between 6 and 32."

}
}
REE
REHE R
200 BRI
400 ST
401 TANIESETY
403 IRBIRIEIR
404 REEFIEN AR o
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APl &% 5 API
RENE iR
405 ARG X,
413 =R SO NS
500 AEBIRSS IR -
TEL
x
5.5.4 EHifKSHEER
IhEeENA
ZEO L BTFEaRSHEE.
ZEOLERE£BXIFAIEndpointFIE B XIFZAIEndpointiEFE . IAMBJEndpointis
2N WXL ETR.
U
1RA LATEAPI ExplorerdriEidiziEOl,
URI

GET /v3.0/0S-QUOTA/domains/{domain_id}

% 5-197 IRRE¥

2% 28 |oHEm HhA
WhisE
domain_id 2 String FEFNKSID, KEAIES N 3K

S, IAMAR. IH. BFPA. K
f. EFERIRFRFOID
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H—BDINIE

APl &% > API
2 5-198 Query 2#
el = | %R E[::)%
WHIE
type & String HifcEAIRE, BUETEENT.
o user: |IAMBPECER
e group: FAF4EACER
o idp: BPIRMHESECER
e agency: ZEIEHcEN
e policy: BHENRHEHECRR
e assigment_group_mp: —AFA
EFIAMIRB T4 ERINPRECER
e assigment_agency_mp: —/NEIER
SPERI FRACEN
e assigment_group_ep: —MNHFPER
FEWIRB T4 eI PRECER
e assigment_user_ep: — M HFETF
VIR B A4 RN PR ECER
e mapping: WKSFTESHIRHEEMT
ERp WU
RS
2 5-199 153K Header 3#
B8H = | S¥ER R
WA
X-Auth-Token | 2 String IAMFFHJtoken, ( TESFHIIR. )
)22

REB 200 AY:

2 5-200 Mg Body 2%

) SHE iR
quotas Object MK SEEUS S o
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BH—BDINIE

APl &% 5 API
K 5-201 quotas
2 SR A
resources Array of ZHREE,
objects
2 5-202 resources
Y SR ik
max Integer BoEax AE
min Integer [N =
quota Integer HBIBcA.
type String [ St
used Integer E{FEAYECE .
Hp S DR IREIHN mapping E(EFREE S
RRBfTRE, EHEE.
(=R GN]
MK SHCER

N Rz 7~f5)

GET https://iam.myhuaweicloud.com/v3.0/OS-QUOTA/domains/{domain_id}

RZS6375 200 A

IERN AV
{
"quotas" : {
"resources" : [
{
"max" : 1000,
"min" : 50,
"quota" : 50,
"type" : "user",
"used" : 10
%
{
"max" : 300,
"min" : 10,
"quota" : 20,
"type" : "group",
"used" : 8
%
{
"max" : 20,
"min" : 10,
"quota" : 10,
"type" : "idp",
"used" : 9
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T
{
"max" : 300,
"min" : 10,
"quota" : 50,
"type" : "agency",
"used" : 12
T
{
"max" : 300,
"min" : 128,
"quota" : 200,
"type" : "policy",
"used" : 8
T
{
"max" : 500,
"min" : 50,
"quota" : 200,
"type" : "assigment_group_mp",
"used" : 8
T
{
"max" : 500,
"min" : 50,
"quota" : 200,
"type" : "assigment_agency_mp",
"used" : 8
T
{
"max" : 5000,
"min" : 50,
"quota" : 500,
"type" : "assigment_group_ep",
"used" : 8
L
{
"max" : 5000,
"min" : 50,
"quota" : 500,
"type" : "assigment_user_ep",
"used" : 8
L
{
"max" : 100,
"min" : 10,
"quota" : 10,
"type" : "mapping",
"used" : null
}
1
}
}
RZ58879 400 AY:
ST
{

"error_msg" : "Request parameter %(key)s is invalid.",
"error_code" : "IAM.0007"

}
REBH 403 B:
IREIRIERUR

o A1
{

"error_msg" : "You are not authorized to perform the requested action.",
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"error_code" : "IAM.0002"

}
o ffll 2
{

"error_msg" : "Policy doesn't allow % (actions)s to be performed.",
"error_code" : "IAM.0003"
}

K& J9 404 B
FRLFENAVER -
{
"error_msg" : "Could not find %(target)s: %(target_id)s.",

"error_code" : "IAM.0004"
}

REBH 500 A:
W_‘BHEQ%E 1* o
{

"error_msg" : "An unexpected error prevented the server from fulfilling your request.”,
"error_code" : "IAM.0006"

}
T

7N )%

200 BRI

400 ST

401 TANIESETY o

403 IRBERIEIR

404 RIEIENAVE R o

500 MEBARSSHRIR -
ghom

B2 EIRE .

5.6 IAM HR =18
5.6.1 SEREIF IAM BHR%IE

INRENEA
ZiEOT L BT EEREWAMAFIIE.

1Z?§D_JLJJ§JEH$% XigAIEndpointF I E X istHIENdpointiE . IAMBIEndpointis
D WRARIRT R
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F—EBINE
AP &%

5 API

i

URI

ZA LATEAPI ExplorerdriElifiziEOl,

GET /v3/users

K 5-203 Query 2

SH =5

SHR

1)

domain_id & String

IAMRFFETBIKSID, SREVGRiES
: IREKS. IAMAR. I8, AF
H. Xig. EFERIRFRFAID,

iy

enabled Boolean

=ABREIAMAR, trueSAfGHA, falsed
=8, EiASBtrue,

name String

IAMEBFS .

o | DN

password_exp String

EAI EAR A ZEANUIRTRIRER

ires_at

oS HRRYE]

=EWk
password_expires_at={operator}:
{timestamp},

timestampt&zL9: YYYY-MM-
DDTHH:mm:ssZ, 733l
password_expires_at=[t:2016-12-08T722:02:00Z

1528H
e operatorBUESBHE: lt, lte, gt, gte,
eq, neqo

o lt: THARTIE N Ftimestamp,

o lte: THARGIEVNFEETFtimestamp,

o gt: iIHARYEIKFtimestamp,

o gte: FHEARTIEIAFEFtimestamp,
o eq: JHARYEE Ftimestamp,

e neq: JHARSEAZFFtimestamp,

iBREH

2K 5-204 153Kk Header &%

2% =AUk ¥ | Er
Sl
Content-Type | & String | iZFERABIES “application/
json;charset=utf8” ,
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BH—BDINIE

APl &% 5 API
2% BEWI%E 2% | R
it
X-Auth-Token | 2 String | BIAISHE, FEBFSH . NRFEE
B,
tokenFT B IRIES ISR .
VRS54
3 5-205 WKL Body &%
2% SR R
links Object RIFEEER
users Array of IAMEF{EE%E,
objects
2K 5-206 links
BH e il R
self String RIRSEZL
previous String BI— B R Ak HbLIE
next String [E— P RR L

2 5-207 users

¥ SHERE R

name String IAMAARFS .

links Object IAMBFHIERIHEEE

domain_id String IAMARFETEWKSID,

enabled Boolean IAMBRESER. truex=B, falsex~ =
A, EiANAtrue,

id String IAMARID,

password_exp | String
ires_at

IAMAIP 13 ERRYE], “null” RRZFREGAT

HA,

iRE
UTCRFE], &L YYYY-MM-DDTHH:mm:ss.ssssssZ,
HERFORT BB L2068 1S0-8601, 4M:
2023-06-28T08:56:33.710000Z
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BH—BBINIE

APl &% 5 API

2% SRR fik

description String IAMBF#EIRAMER .

pwd_status Boolean IAMBPZIBIRE ., true: EEEHZF,
false: IE&E.,

last_project_id | String IAMABFIRHR SRR, EEHSREHENIRE
ID,

pwd_strength | String IAMEBFPHIZ358E . high: Zf@ES; mid:
BIOREE; low: FIORE(E.

2% 5-208 users.links

e S ik
self String RIRSEREbE
previous String BI—4RIE R b ,
next String [E— PR R Rt .
(=R &Rl
BEEREAIAMARSIE.
GET https://iam.myhuaweicloud.com/v3/users
AR

B NEISTE, FTLUSMBESE, W

GET https://iam.myhuaweicloud.com/v3/users?
domain_id=d78cbac186b744899480f25bd02...&enabled=true

e Rz 73~ 451
RSB 200 A:

BRI
{
"links": {
"next": null,

"previous": null,
"self": "https://iam.myhuaweicloud.com/v3/users"
2
"users": [
{
"domain_id": "d78cbac186b744899480f25bd02...",
"name": "JAMUserA",
"description": "IAMDescriptionA",
"password_expires_at": null,
"links": {
"next": null,
"previous": null,
"self": "https://iam.myhuaweicloud.com/v3/users/07667db96a00265f1fc0c003a3..."
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1
"id": "07667db96a00265f1fc0c003a...",
"enabled": true

"pwd_status": true,
"domain_id": "d78cbac186b744899480f25bd02...",
"last_project_id": "065a7c66da0010992ff7c0031e5a...",

"name": "JAMUserB",
"description": "IAMDescriptionB",
"password_expires_at": null,
"links": {

"next": null,

"previous": null,

"self": "https://iam.myhuaweicloud.com/v3/users/07609fb9358010e21f7bc003751¢7..."
1
"id": "07609fb9358010e21f7bc003751c7...",
"enabled": true

}
]
}
IREHE
IR[EHE fa
200 BRI
400 ST .
401 TANIERML
403 IRBRIERIR
404 REKEENAER
405 AREFNTEE
413 BRI,
500 BRI K
503 RSAAA.
$HI=0S
7
5.6.2 &iff IAM BFiFE (%)
TheeN4a

ZEOFLUBATFEERERIAMARFR, sAMAFREIECSHFS.

ZEOALUMERAEBXIERIEndpointF It XIgtRYEndpointilAE .. IAMRIEndpointis
S WXNREDS.
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BH—BDIAIE

APl &% 5 API
Wil
ZA LATEAPI ExplorerdriEidiziEOl,
URI
GET /v3.0/OS-USER/users/{user_id}
% 5-209 IR122H
2% =S | SEEEs ik
Wik
user_id 2 String FEENAMBRID, FKEARIES
W FEKE. IAMEBF. 8. AF
H. Xk, ZIERIZFRFOID,
IR
2 5-210 153K Header &%
28 =h | sy R
Wik
X-Auth-Token | 2 String EERERIAMAREFERE: 152 RER
M,
IAMABPEIBCANFEE: URLE
user_idFrXIRIIAMPBE P dtoken ( TTH4F
HREUR )
R S &
% 5-211 I Body £%
28 S¥R iR
user Object IAMAARF{EE,
2% 5-212 user
28 SR ik
enabled Boolean IAMBFEBEH. truexr~BH, false®xr(=
B, Ei\Strue,
id String IAMEBFID,
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BH—BDINIE

APl &% 5 API
2H SR iR
domain_id String IAMAFERBKSID,
name String IAMEBF .
links Object IAMBFHIRIEIHEES
xuser_id String IAMBFEIMNBR G HEIID,
Xuser_type String IAMB PN R FHAIZEEY,
areacode String IAMERFSHIEZRE
email String IAM F FHBFE o
phone String IAMBRFENS,
pwd_status Boolean IAMBPZRIRE, true: EEEXZ,
false: IF%.,
update_time | String |IAM B E#RRT8] .
588
UTCRHE], #4879 YYYY-MM-DDTHH:mm:ss.sss555Z,
BHEAFORT A28 208 1S0-8601, 40:
2023-06-28T08:56:33.710000Z ,
create_time String IAMFF 8IZERT1E]
588
UTCRTE, &= YYYY-MM-DDTHH:mm:ss.ss5555Z,
HHEAFIRY @SSR 1S0-8601, 0:
2023-06-28T08:56:33.710000Z ,
last_login_tim | String IAMBFRREERANTE .
e 588
UTCRTE], &£ YYYY-MM-DDTHH:mm:ss.sss55SZ,
HERFNAYEIBM& U SHR 1S0-8601, 4N:
2023-06-28T08:56:33.710000Z ,
pwd_strength | String IAMAPZEEE . £ 9Low/Medium/Strong/
None, D RIRTFEIDRER/F/E/F.
is_domain_ow | Boolean IAMBREEAKS .
ner
access_mode | String IAMBFAEER .
o default: ZUABIEMER, wiIZHOIFEIEES
B&ipa,.
e programmatic: #RIZiAIE.,
e console: EIFERFHI&AIE,
description String IAMABPHEIRMEE .
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BH—BDIAIE

APl &% 5 API
& 5-213 user.links
8% SHE iR
self String AN S EINEN |
previous String B — PR IR
next String [E— SRR RpE bt .
== —
=R
FFIAMARFE, GEEEAMBRIFIS. IEEHEE.
GET https://iam.myhuaweicloud.com/v3.0/OS-USER/users/{user_id}
M Rz~
R/ 200 AF:
BRI
{
"user" : {
"pwd_strength" : "Strong",
"create_time" : "2020-07-08 02:19:03.0",
"last_login_time" : null,
"areacode" : "",
"enabled" : true,
"domain_id" : "086ba757f90089cf0fe5c000dbe7f...",
"xuser_id" : "",
"pwd_status" : false,
"update_time" : null,
"phone" : "-",
"is_domain_owner" : false,
"access_mode" : "default",
"name" : "autotest1",
"links" : {
"next" : null,
"previous" : null,
"self" : "https://iam.myhuaweicloud.com/v3.0/OS-USER/users/093f75808b8089ba1f6dc000c7cac..."
h?
"id" : "093f75808b8089ba1f6dc000c7cac...",
"xuser_type" : "",
"email" : "",
"description" : "aaa"
}
}
IR[EE
R[EHE A
200 BRI
403 RBIRIENIR
404 RIEBNAIRE
405 AFRIAEE.
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APl &%& 5 API
REHE A
500 AEBARSS HEIR
=R
BESEEIRB.
5.6.3 i) IAM FFi¥iE
INEEN4A
ZEOTUBTFEESERAMARFER, AMBREEECHRAFFER.
1Z}§D_JLJ\1§)5|§$%EHE’JEndeInt*D Lt X1%AYENdpointiEfE . IAMAJEndpointis
2N WXNRETR.
e MESE Y
ZEOTEERIAMBRBPFNS. HEFEE. IFEILRAER, B2 &8
IAMBFiFE (EF) S
i
R LATEAPI ExplorershiEidiziE0,
URI
GET /v3/users/{user_id}
£ 5-214 I&122#
25 =f | s ik
Wik
user_id 2 String FEANIAMBRAID, FKEARKIES
: S, IAMARF. 8. AR
H, Xi%. ZERIBFRMID,
BRkSH

K 5-215 53K Header 2#

o SENLiE s | ik
Sl
Content-Type | & String | iZFERABIES “application/
json;charset=utf8”
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BH—BDINIE

APl &%& 5 API
2 BRI S | ik
it
X-Auth-Token | 2 String | BIEREIEHIAMARIFE: B2 IS
I,
IAMBR&EBIECHFE: URLA
user_idFrXSRIIAMEFHItoken ( BFE4F
TRBR )
R3S
%% 5-216 i Body 2
2% SHER T
user Object IAMEPEE.
2 5-217 user
2 SRR iR
name String IAMEBF&
links Object IAMAFPRYEIRIEHEEE
domain_id String IAMAFERBKSID,
enabled Boolean IAMEARZ28BH. trueR~gH, falseXx (=
F, BikJHtrue,
id String IAMAFID,
password_exp | String IAMEIPZRSZ AT E, “null” FREBART
ires_at 2R,
jizLilz
UTCRTE, &= YYYY-MM-DDTHH:mm:ss.sss555Z,
HERFNAYIEIBME NS ER 1S0-8601, 4N:
2023-06-28T08:56:33.710000Z ,
description String IAMABPHEIRMEE .
pwd_status Boolean IAMBPRZIEIRES, true: EE(EMET,
false: IFE.,
last_project_id | String IAMERIBH R SRR, HIEHE6&EHDNIE
ID,
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BH—BDIAIE

APl &% 5 API
2% 5-218 user.links
2% S¥RT R
self String RIRSEREIbL
previous String AI— PR IR bl .
next String [E—4BiE R R AL .
=Pl
EFIAMARIFE, TEEGAMBRIFIS. iEEHEEE.
GET https://iam.myhuaweicloud.com/v3/users/{user_id}
M Rz~
RZE1E7 200 AY:
BRI
{
"user": {
"pwd_status": true,
"domain_id": "d78cbac186b744899480f25bd02...",
"last_project_id": "065a7c66da0010992ff7c0031e5a5...",
"name": "IAMUser",
"description": "--",
"password_expires_at": null,
"links": {
"next": null,
"previous": null,
"self": "https://iam.myhuaweicloud.com/v3/users/07609fb9358010e21f7bc003751..."
I
"id": "7116d09f88fa41908676fdd4b039...",
"enabled": true
}
}
IR[EE
REHE R
200 BRI
400 ST
401 TAIERY .
403 IREEENR
404 REKEENAER
405 AFRIBEE.
413 TR,
500 REPARSSEEIR
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APl &% 5 API
REIE )%
503 RS AR,
S
¥

INEEN4A
ZEOVUBTFEERERIAMARMRERFA, SIAMBFRESBECHERRE.
ZEOLFEREBXIFAIEndpointFIE B XIFZAIEndpointiEFE . IAMBJEndpointis
2l WXHLIET R,
U
RE]LATEAPI ExplorershiEidiziEO,
URI
GET /v3/users/{user_id}/groups
#+ 5-219 IR2SH
¥ 2 | % HER
Wik
user_id = String FHFEEMIAMBRID, FKEARES
0: KBS, IAMERA. IR, AF
H. Xi. ZFEHZRAID,
IBREH
%% 5-220 53K Header 2%{
2H BRIk S | ik
i)
Content-Type | =2 String | iZ=FERABIES “application/
json;charset=utf8” ,
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H—BDINIE

APl &% 5 API
2% mEwI% 2% | R
it
X-Auth-Token | 2 String | EEREEIAMBFFIERFAE: B2l
BN
IAMARFEISECHERF4: URLA
user_idFXIRZIAMABFPRItoken ( TTFR4F
SRR ) o
) EZS
7 5-221 RN Body S
2 SR fiA
groups Array of FPEEEIE
objects
links Object RIREZER
K 5-222 groups
e e et fik
description String FFEERAER.
id String FF£HID,
domain_id String FF4EmREKSID,
name String FAPHEEBIR,
links Object FIFHEISRRIEHEER
create_time Long FIF4EGIERTE
2 5-223 groups.links
2% SR f#iA
self String R pEEHEL
previous String BI— AR R Ak L
next String [E—SBiE R Rt .
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BH—BDIAIE

APl &% 5 API
2% 5-224 links
2% ST R
self String GAD LIS EINEN |
previous String BI— SRR R B HE
next String [E—4BE R R AL .
=P
HGIAMBRFTERFA.
GET https://iam.myhuaweicloud.com/v3/users/{user_id}/groups
I 7~
K583 200 A
15KAI0 -
{
"groups": [
{
"domain_id": "d78cbac186b744899480f25bd0...",
"create_time": 1578107542861,
name": "IAMGroup",
"description": "",
"links": {
"next": null,
"previous": null,
"self": "https://iam.myhuaweicloud.com/v3/groups/07609e7eb200250a3f7dc003cb..."
1
"id": "07609e7eb200250a3f7dc003cb7..."
}
1,
"links": {
"next": null,
"previous": null,
"self": "https://iam.myhuaweicloud.com/v3/users/076837351e80251c1f0fc003afe43.../groups"
}
}
IR[EE
R[EHE R
200 BRI
400 ST
401 TAIERY .
403 RBIRIERIR
404 RIEBNAIRE
405 AFRIBE.
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BH—BDINIE

APl &% 5 API
REE iR
413 TR,
500 AEBARSS HEIR
503 RS AH .
IS
7o
5.6.5 EEREFGHAFAMSEH IAM BF
IheeN4A
iZiEO L BT RguanliyuanEigHPEFFREESHIIAMABR,
ZEOLMER 2B XERNEndpointFIE M XIFHAIEndpointidA .. IAMAYEndpointis
2N WXNRETR.
E)5
1ZA LATEAPI ExplorerdriEidtiziEOl,
URI
GET /v3/groups/{group_id}/users
% 5-225 RIZBH
2% =8 | 5HEE A
group_id 2 String FERNAREID, REARIESR:
KBS . IAMAR. 8. AF4A.
Xis. FFERIZFRFID.
IBREH

2K 5-226 153K Header 2§

2% mEWI% 28 | ik
St
Content-Type | =2 String | iZ=FERABIES “application/
json;charset=utf8” ,
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BH—BDIAIE

APl &% 5 API
2% mEwI% 2% | R
e il
X-Auth-Token | 2 String | BIAISHE, FEBFSH . NRFEE
=
tokenFrFBAIRIE S WIFAIR
D)VES58
& 5-227 WKL Body &%
2 SR R
links Object FFHERRRIER
users Array of IAMAF{EE%IK.
objects
2% 5-228 links
2% e il ik
self String RIRSEEZRAL
previous String BI— AR R Ak HbLIE
next String [E— P RIR L

2 5-229 users

2% SR R

name String IAMAP

links Object IAMARFRIRIEIHEZER

domain_id String IAMAFEREKSID

enabled Boolean BRPEGER. true~BR, falseX~=ERA,

2RIA Sotrue,

id String IAMARID,

password_exp | String FRIHEARTE, “null” FRREBAIH .

ires_at 1588
UTCEHE, & YYYY-MM-DDTHH:mm:ss.ssssssZ ,
HERFNRTEE LS8R 1S0-8601, Ul:
2023-06-28T08:56:33.710000Z ,

description String IAMAFERMEE .

M AGhRA 49 (2022-06-20) RN © LARABIRAE 152



https://www.iso.org/iso-8601-date-and-time-format.html

BH—BDINIE

APl &% 5 API

2% SRR fEA

pwd_status Boolean FIRZS, true: FEBEEXKZMY, false: EE,

last_project_id | String IAMERIBHE =R, EEHla&EHIERIIR
BID,

pwd_strength | String IAMFBF Y958 , high: FEEBES; mid:
FRREDE; low: ZIHRER.

extra object IAMAFRIEMER

2% 5-230 users.extra

e SR fix

description string IAMAPEIRAMEE .

last_project_id | string IAMAFBYH R SE EiEt e REHENIE
ID,

pwd_status boolean IAMARPZRDIRT . true: EB(EZL, false: 1IE
Ho

2% 5-231 Users.links

2% SR fEA

self String BRESEEHL

previous String B — PR IRt
next String [E— P RIR L

iI=P ]

EEREEAFAREENIAMAER,

GET https://iam.myhuaweicloud.com/v3/groups/{group_id}/users
M Rz73~f51

RZEBH 200 B

BRI
{
"links": {
"next": null,

"previous": null,
"self": "https://iam.myhuaweicloud.com/v3/groups/07609e7eb200250a3f7dc003cb7a4e2d/users"
}

;
"users": [
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F—EAINIE
AP &% 5 AP

"pwd_status": true,
"domain_id": "d78cbac186b744899480f25bd...",
"last_project_id": "065a7c66da0010992ff7c0031e...",
"name": "JAMUserA",
"description": "--",
"password_expires_at": null,
"links": {
"next": null,
"previous": null,
"self": "https://iam.myhuaweicloud.com/v3/users/07609fb9358010e21f7bc00375..."
1
"id": "07609fb9358010e21f7bc003751c7...",
"enabled": true

"pwd_status": true,
"domain_id": "d78cbac186b744899480f25bd022...",
"last_project_id": "065a7c66da0010992ff7c0031e5a...",
"name": "JAMUserB",
"description": "",
"password_expires_at": null,
"links": {
"next": null,
"previous": null,
"self": "https://iam.myhuaweicloud.com/v3/users/076837351e80251c1f0fc003af..."
%
"id": "076837351e80251c1f0fc003afe43...",
"enabled": true

}
]
}
REHE
IR[EE 0%
200 BRI
400 ST
401 TNIESM
403 RERIESUR .
404 R FBRAVETR
ZESE
7
5.6.6 ETERCIE IAM P (EE)
IheEN4A

ZiEO U ATFEERAIZEIAMAR,

ZEOaLUER2BXIFAYENdpointF I E X IFAIENdpointi@FE . IAMAYENndpointis
21 WXL EDS.
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BH—BDIAIE

APl &% 5 API
it
1ZBILATEAPI ExplorerdrifidizizOl.
URI
POST /v3.0/OS-USER/users
ERSH

2 5-232 153K Header &%

2% BEWI% 28 | ik
St
Content-Type | =2 String | iZ=FERABIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | 5iT<hE, FEEBPBMD . BOREE
=
token A RIS S WASANIN

% 5-233 153K Body &

2% = | ¥R 7
Wi
user = Object IAMAPREE,
2 5-234 user
84 B | s e
Wik
name 2 String IAMARFZ, KE1~322/8, Rfeas

MR KNEFE. =8, HFa
15T (- ) BERRELAMFRHRIT

L,

domain_id = String IAMARFEREHIIKSID, SKENSGRIES
W: REKS. IAMEBF. IIB. AR
H. Xig. ZIEHBIRFID,

password S String IAMERZ,

email ) String IAMFBFEBFE, HAFSHMEE, KE/N
FEF 255,

areacode S String ERB. “RSFHSEREFE. FE

KBt “0086” .
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F—EBINE
AP &%

5 API

SH

SHRE

g

phone

String

IAMARFIS, 88T, KENFT
3201, BRSERBEREFE.

enabled

Boolean

EREBIAMBR, trueAEH, falsefs
1=/, B Rtrue,

pwd_status

iy

Boolean

IAMAFEXREREEEERNE, HAE
CEEE=—18

xuser_type

oy

String

IAMAPTEIMNEBRSEHRIEREL,, KENTF
ETF64Mi, xuser_typetNRFE, NWFE
E5E—fEFFAIxaccount_type.
xdomain_typefi&, ZuSxuser_idERT
TF1E . xuser_typeBYEYEINZiF
Tenantldp,
BiRg
MR R B E SR IHERISNER D TR
%t, xaccount_type. xaccount_id.
xdomain_type. xdomain_id. xuser_type.
xuser_idESHIE, TEATELEIAN, BE
WEWEER,

xuser_id

oy

String

IAMBREINTRSAFRID, KE/NFE

F128(, HSxuser_typeEIAIIFIE. {F

FBAPIZESMBEHIDE, BFAIFEIAM

EHeELEALN R, BHEERME

=

iR
HNBRFIE SN TITERISNBE W ETER
%%, xaccount_type. xaccount_id.
xdomain_type. xdomain_id. xuser_type.
xuser_idESHE, TEAELNIRN, BE
HEWEER,

access_mode

N

String

IAMABFRFIAIEAR .

o default: BUNBIEARTN, wIEIHIEF
BEEHaINE.

e programmatic: RIZHI.
e console: BIEHISIATE .

description

iy

String

IAMAFHEIAMER .

N Rz S4L

R 5-235 i Body 2%

2H

YR

R

user

Object

IAMABFPEE,
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APl &%& 5 API
% 5-236 user
2% SHERE R
status Integer IAMAAPIREER .
pwd_status Boolean IAMBAFRFEXREREEEEENE,
xuser_id String IAMRPTESMNEBRAHRIID,
1588

HNBRFIE SN IHERISNB W E TR RS,
xaccount_type. xaccount_id. xdomain_type.
xdomain_id, xuser_type. xuser _dESHE, TiEE
HERTRE, BEACVEER,

xuser_type String FREINBRFHRIRE,

i5AA
SMERRSBHE SN TXEAIINBE W EIR RS,
xaccount_type. xaccount_id. xdomain_type.

xdomain_id. Xuser_type xuser_id&E2#E, TEE
“"jJE?SkEy, 1@ llj_lJ:J.L EEJ'E‘\Q

access_mode | String IAMARIBIEER .

o default: ERABITER, RIZHOFMSIEITH
ainiE,

e programmatic: #RIEiAIE,

e console: SEIEFIGIAE,

description String IAMBF#EIRAMER .

name String IAMBRFE, KE1~322/8, Rt SinT=
F: KINBEH, . HFoUFHR=ESs ()
BRI FS &k

phone String IAMBRFINS, &#=F, KENFETF324L,
WIS ERBRNEE.

is_domain_ow | Boolean IAMBFREBAKSSER,

ner

domain_id String IAMABRFREWKSID,

enabled Boolean EEBRIAMABR., trueABHA, falseH{EH,
KA Atrue,

areacode String ERE., REKXFES “00867 ,

email String IAMEB P #RFE

create_time String IAMA P 6UzERTIE]
WiBA

UTCHYE, #&=LJ YYYY-MM-DDTHH:mm:ss.ssssssZ,
HHIFIRT A8 288 1S0-8601, 0:
2023-06-28T08:56:33.710000Z ,

xdomain_id String EEFANZEFRE.

xdomain_type | String BEEEMR,
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BH—BDIAIE

APl &% 5 API

2% SRR fik

id String IAMEBBFID, KEHN32FH,

password_exp | String ZROSHARTE, “null” RRBZEAITH.

ires_at 1588
UTCRTE], %=L YYYY-MM-DDTHH:mm:ss.555555Z ,
HERFNAYIEIBME NS ER 1S0-8601, 4N:
2023-06-28T08:56:33.710000Z ,

BRI

SWRAE—NEH “IAMUser” BIIAMBR, FPROmRfEttitE
IAMEmail@huawei.com, FHEFBE2008612345678910, {FHZKIAAAER, AJLL
RO SRS EI&ina,

POST https://iam.myhuaweicloud.com/v3.0/OS-USER/users

"user": {
"domain_id": "d78cbac186b744899480f25...",
"name": "IAMUser",
"password": "IAMPassword@",
"email": "IAMEmail@huawei.com",
"areacode": "0086",
"phone": "12345678910",
"enabled": true,
"pwd_status": false,
"xuser_type": "",
"xuser_id": "",
"access_mode" : "default",
"description": "IAMDescription"

i Mz 73~
REGH 201 B
CIEERLIN
{

"user": {
"pwd_status": false,
"xuser_id": "",
"xuser_type": "",
"access_mode" : "default",
"description": "IAMDescription",
"name": "IAMUser",
"phone": "12345678910",
"is_domain_owner": false,
"enabled": true,
"domain_id": "d78cbac186b744899480f25bd...",
"areacode": "0086",
"email": "IAMEmail@huawei.com",
"create_time": "2020-01-06T08:05:16.000000",
"xdomain_id": "",
"xdomain_type": "",
"id": "07664aec578026691f00c003a..."
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BH—BDINIE

APl &% 5 API
REHE
R[EE 0%
201 SIERIN .
400 ST,
401 NN
403 SEIRENIR
404 RILEIERAYZR
405 AIFEIE.
409 ZiRsE
413 BRIRIE K,
500 AEPERSZ IR -
503 BRSBAATH.
BI=0
E2EHEIRE,
5.6.7 EIEREIE IAM R
INRENA
ZiEOT U BETEERCZEIAMAR,, IAMAREXEZINEEENERD,
ZEO LAMERAEBXIFAIEndpointFIE B X idtAYEndpointi@E .. IAMBIEndpointi’
2N WMXILIRP =
EOL%
fﬁﬁﬁlZ}xDﬁUi%IAMFHF'ET TEEMEIAMBFPIFNSHEFHME, WERE LIAME
2, 52 SEREIAMBR (#F) .
A
1 e] LAFEAPI ExplorershifFirizizE.
URI

POST /v3/users
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F—EBINE
APl &%

5 API

IERSH

2 5-237 153K Header &3

2% BEWI% 24 | #Hr
St}
Content-Type | =2 String | iZ=FERABIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | i5IA)<SHE, FABAFSMH . RREE
=
token A RIS S WAZANIN

5t 5-238 153K Body &#!

2H 2 | ¥R fER
Whik
user 2 Object BFRiER.
K 5-239 user
el = | %R HR
WhIE
name 2 String IAMBFRZ, KE1~322/8, R8s
WFFRF: KNEFE. &, #HFk
SR FR (- ) BT =EF
L,
domain_id EN String IAMAFFEREWKSID,
password & String IAMBRPZ1S,
o EARARNEBR/IMKEN(IFF,
fE6-32U Z B IFHF BE N EBK
E.
o EVOEBUUTIUMERPRIRmM: X
BEF8. I\EFE. HFMFHKT
o
o WRHEKRFIREPEERIENE
Ko
enabled & Boolean EEEBIAMER ., true AFFHE, false)s
{=F, BiABtrue,
description & String IAMERF#ERMEE,
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F—BBINE
APl &% 5 AP

MR SEL

% 5-240 g Body &%

2¥ et et R

user Object IAMBF{EE.

K 5-241 user

2 SR A

enabled Boolean EEBRIAMAR, trueAlEH, falseA1EH,

ZiAAtrue,

id String IAMEBFID,

domain_id String IAMBFRTEKSID,

name String IAMAEFZ

links Object IAMABP B EE A,

password_exp | String FRIHEARTE, “null” RREBAIH.

ires_at =12
UTCEHE, & YYYY-MM-DDTHH:mm:ss.ssssssZ ,
BEAFORT[ERE 208 1S0-8601, 40:
2023-06-28T08:56:33.710000Z ,

description String IAMABPHEIRMEE

2 5-242 user.links

2% SHRT R
self String RIESEREbL

5K
EERE—EH “IAMUser” RIFF.

POST https://iam.myhuaweicloud.com/v3/users

"user": {
"name": "l[AMUser",
"domain_id": "d78cbac186b744899480f25bd02...",
"enabled": true,
"password": "IAMPassword@",
"description": "IAMDescription"
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F—EBINE
AP &% 5 AP

N Rz 7~

RSB F 201 B
BIEZERIN .
{

"user": {
"description": "IAMDescription",
"name": "IAMUser",
"enabled": true,
"links": {

b
"domain_id": "d78cbac186b744899480f25b...",
"id": "076598a17b0010e21fdec003f3a2a..."

}
}
IREHE
REE ik
201 BUERRYLIN
400 ST .
401 IANIERML
403 IRBRIERIR
404 REKEENAIEFR
405 AREFNTEE
409 BRI,
413 BRI K
500 REBARSS IR
503 RSAHE.
$HI=6S
IESEEIRE,
5.6.8 1EX IAM AP35
TheEN 4R

ZEOT L AFIAMAFENRE SRIZER .

ZEOTLER£BEXIEAEndpointFIE M XIFAIEndpointiAA . IAMAIEndpointis
Sl WXNREDS.
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H—BDINIE

APl &%& 5 API
i
1RA LATEAPI ExplorerdriElidiziEOl,
URI
POST /v3/users/{user_id}/password
% 5-243 RIZSH
2 =2h | sEEm g
user_id = String FEXZRERIAMBFID, KA B
20 FEKS. IAMFBF. IH. A
PE. X, FHEORFRFID,
BREH

2 5-244 153K Header &3

2% EEWI% 28 |
il

Content-Type | =2 String | IZ=FERABIES “application/
json;charset=utf8” ,

X-Auth-Token | 2 String | URLARuser_idFrxIRIAMEB P Htoken
( THIFHRIR ) o

7 5-245 53Kk Body 2

2¥ =E | sHEE fiid

WA
user = Object IAMAREE,
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BH—BDINIE

APl &% 5 API
K 5-246 user
2% e RS
WA
password = String IAMA B .
o RAIIANEBHRIMKEN(IFH,
£6-32 ZEFHF EENZBK
E.
o ZEVEEZUUTHUMFRHAHAIRmM: X
B5F8. INEFE. FFMEFHKF
o
o FEEEEFHSHMEFE
o WRHERFPMEKSHNERRIEE
Ko
o FEIBARES IARIEISER .
original_pass | & String IAMABPRIEZERS .
word
) EZS
7

BRI

IAMAFEECHERIAZZRE “IAMOriginalPassword@” 1820
“IAMNewPassword@” ,

POST https://iam.myhuaweicloud.com/v3/users/{user_id}/password

"user": {

"password": "IAMNewPassword@",

N Rz7~51

v
R[EE
REHE R
204 1EERI0 -
400 ST,
401 NESR
403 REIRENIR
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H—BDINIE

AP & 5 AP
REHE R
404 FREEENASE
405 ARFRREE,
413 BERIEI K,
500 EY S
503 IRSBAATH,
e
7
5.6.9 {E IAM BBP{SE (#7%F)
IheEN 4R
ZEOR L AFIAMABRPENBECHARPER.
ZiEOLAMER 2B XIFAYEndpointF IE M X IFAYENdpointiEFE . IAMBYENndpointis
2l MXLRETE,
Wil
1RA LATEAPI ExplorerdriEidiziEOl,
URI

PUT /v3.0/OS-USER/users/{user_id}/info

% 5-247 BIERSH

B2H 2 | ¥R )
WhisE
user_id 2 String FEEE2RIAMARID, SKENA S

20 KRS, IAMARF. Ii8. B
PE. X, SEN[FRFID,
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BH—BDINIE

5 API
BRSH
K 5-248 153K Header 2#
S8 BRI 2% | Hk
i)
Content-Type | =2 String | iZ=FERABIES “application/
json;charset=utf8” ,
X-Auth-Token | & String | URLARuser_idpfrXdRZIAMFEFHJtoken
( TTEAFTHRUR ) -

7 5-249 153K Body S

B8H = | 3% A
S
user = Object IAMAR{EE.
2 5-250 user
8% 28 | 5HEn A
WA
email B String IAMPIFPRIFTERFE, FTEEMESE, KE
INFETF 25561,
mobile B String IAMARFREREB+HHFNS, FINSH
@y, KENEF32,
D)2
%

iBERTA

IAMAFEX E CRImBFEEIE S “IAMEmail@huawei.com” , FHIE/8H

“0086-123456789”
PUT https://iam.myhuaweicloud.com/v3.0/OS-USER/users/{user_id}/info
{
"user": {
"email": "IAMEmail@huawei.com",
"mobile": "0086-123456789"

}
}

N Mz 73~
%

SR 49 (2022-06-20) WRIERE © HERRARBIRAT

166



BH—BDINIE

AP| &% 5 AP
REHE
R[EE 0%
204 EipauR
400 ST,
401 TNIESM
403 EEIRENIR
404 RILEIERAYZE
405 AL
409 RRHZE,
413 BRI K,
500 AEPIRSZ IR -
503 RS AR
e
ESEHEIRB.
5.6.10 EEREX IAM FHFEE (=)
INEENA
ZEOTUBTFERREXNAMBRER .
1%;:DTUEFE%JEJEiIEI’JEndpomt*I] Lt XIHAIEndpointiAA . IAMAJEndpointis
2N WXILIRT =
@it
1ZBILATEAPI ExplorerdrifidizizOl.
URI

PUT /v3.0/OS-USER/users/{user_id}

% 5-251 IRIERSH

2% = | ¥R g
user_id = String FEREERIAMARID, SKENARIS

2N FIWKE. IAMEF. TiH. B
PE. X, ZENS[FRFID,
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F—EDINE
APl &%

5 API

IERSH

2K 5-252 i53K Header 2

e BE | 5%y R
WHif
Content-Type | 2 String ZFERABIEN “application/
json;charset=utf8” ,
X-Auth-Token | @ String A Security AdministratorffRAY
token,
% 5-253 {53k Body &
8% =E | BHEE R
WA
user = Object IAMAPREE,
K 5-254 user
2% 28 | sfEen R
WhIE
name B String MAMARZ, KE1~322/8, REeE
BUNTER: KINEFE., K. HF
FAFHFR (- ) BRI FS IS
Fk.
password B String IAMBF#ZH5,
o RAIINEBHRIMKENN(IFH,
£6-32 ZEAFHF EENEBK
E.
o EVABLUITHUMFRFIFREM: X
B5F8. INEFE. FFMEFHF
o
o WIRHEMPIREPEBRISAIE
Ko
o FMEMARES HBIZIBER .
email B String IAMPIF#THEBFE, BRSHMERER, KE
INFEF255F .
areacode & String ExRB. “RESFINSENEFTE. FE
Kbk “0086” ,
phone S String IAMBR#FNS, 48F, KENTFE
F320%, WIRESERBENFE.
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F—EBINE
AP &%

5 API

N Rz S4L

SH

A | SEEE

1)

enabled

& Boolean

=EBREIAMAR, true SfFH, falsed
=R, EARBtrue,

pwd_status

5 Boolean

IAMBPZEIBIRS, true: EB(EKE
i3, false: IFE,

xuser_type

= String

IAMARTEINBRZHRIEEL, KENF

ZF6417, xuser_typellRIFE, WE

E5E—FfEFaAIxaccount_type.

xdomain_typetls, ZSxuser_idERT

FEo

WiRE
INEBRFIE S LN IR SRR
%t, xaccount_type. xaccount_id.
xdomain_type. xdomain_id. xuser_type.
xuser_idESHE, TEATEAIAN, BE
WEEER,

xuser_id

iy

String

IAMBBPTESNSRRZHRIID . KENTF

EFTF128f1, wSxuser_typeERtFE

. (ERAPIREINTSEMIDE, BFHS

SEIAMIZHIEE TIAL B, 1BHEER

MBS,

5iER
INBRGHESENTXHERIINB BV EER
%, xaccount_type. xaccount_id.
xdomain_type. xdomain_id. xuser_type.
xuser_idESHIE, TEATEATRE, BE
WEWEER,

access_mode

i1y

String

IAMAFRFIAEAER .

o default: BOIAIGIOHED, fRiEiAAF
SR HIERE,

e programmatic: #RIZIHIE .
e console: EIEIEHISIAE,

description

iy

String

IAMRF#ERMEE

% 5-255 g Body 2%

24

SHR

R

user

Object

IAMBF{ER.
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BH—BDINIE

5 API

2 5-256 user

2%

SHER

ik

pwd_status

Boolean

IAMEPZIEIRE . true: EB(BHZRT,
false: IF&E.,

xuser_id

String

IAMBPRTEINERSHRIID,

)z
INBRFESEATIIERISNBEWEERS,
xaccount_type. xaccount_id. xdomain_type.
xdomain_id. xuser_type. xuser_id&ESHE, TiEfE
HLHARKE, BEEIEWEER,

xuser_type

String

IAMA RSN R ZEHRYREL,

iRe
INEBRFIE SN TIIEHIINEB I SRR S,
xaccount_type. xaccount_id. xdomain_type.
xdomain_id. xuser_type. xuser_id&2#H, TixfE
LRHRIREY, EEECWERR,

access_mode

String

IAMBRiBEIEE

o default: BUAAIEMER, RIZHIDFIEERE
ainld,

e programmatic: fRIZIHIE,

e console: EIBIEHIGIAE.,

description

String

IAMRFRIFTEIAMER

name

String

IAMRF#RERE, KE1~322/8, Jeeaa
TFF: KNEFE, TR, WFIIFHRFH (-
_) BB TR

phone

String

IAMRFHFNS, BHF, KENFFTF32
i, BIRSERBENFE.

domain_id

String

IAMAFFTBIKSID,

enabled

Boolean

EEERAIAMAR ., trueIBH, falseAEHA,
ZiAAtrue,

areacode

String

EZt3. PEKFS “0086” .

email

String

IAM B F#HBFE o

id

String

IAMEBFID,

links

Object

IAMB PRI RHEEER

password_exp
ires_at

String

ZROITHARTIE) . HER “null” B, FR[E],
Ll
UTCHYE], ¥ YYYY-MM-DDTHH:mm:ss.555555Z ,
HHAFORY [E#E NS08 1S0-8601, 4A:
2023-06-28T08:56:33.710000Z ,
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F—EBINE
AP &% 5 AP

2 5-257 user.links

el SR R
self String AN LIS EINEN |

i5RHl

SHERERZH “IAMUser” gImEFaHELEA “IAMEmail@huawei.com” , FH 2B
“008612345678910” , ZFEHIAMPassword@,

PUT https://iam.myhuaweicloud.com/v3.0/OS-USER/users/{user_id}

"user": {
"email": "IAMEmail@huawei.com",
"areacode": "0086",
"phone": "12345678910",
"enabled": true,
"name": "I[AMUser",
"password": "IAMPassword@",
"pwd_status": false,
"xuser_type": "",
"xuser_id": "",
"access_mode" : "default",
"description™: "IAMDescription"

N Rz 77~
RAHB 200 B:
ERA
{

"user": {
"description": "IAMDescription",
"areacode": "0086",
"enabled": true,
"pwd_status": false,
"xuser_id": "",
"access_mode" : "default",
"domain_id": "d78cbac186b744899480f25bd0...",
"phone": "12345678910",
"name": "IAMUser",
"links": {
"self": "https://iam.myhuaweicloud.com/3.0/OS-USER/users/076934ff9f0010cd1f0bc003..."

%,
"id": "076934ff9f0010cd1f0bc0031019...",

neonn

"xuser_type": "",
"email": "IAMEmail@huawei.com"

) =

R[EHE 1R

200 BRI
400 ST
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BH—BDINIE

APl &% 5 API

REE ik

401 INIEEML

403 IR BEREINR .

404 FRILEIBRAYERR o

405 RRFNREE.

409 BRI,

413 BRI K

500 MEBIRSS IR

503 ARSZAATA
=

ESEEIRB.

BOXR

iz

URI

ZEOTL AT EERENAMABRER.

=15

5.6.11 EER(&X IAM FHF(

ZEOLEREBXIFAIEndpointFIE B XiFAIEndpointiEFE . IAMBJEndpointis

20 WXAERT .

ZEOTXELFIS. HESHEE . UBEIFIS. MEFER, BEMRREO:
EERENAMAREER (%) .

1ZBILATEAPI ExplorerdrifidizizOl.

PATCH /v3/users/{user_id}

% 5-258 BRIZS#

2% =E | o%EE )Y
user_id = String FHEREEMIAMARID, FKENSRIE

20 RIKS. IAMAF. 8. A

PH. Xig. ZFEaI2FRAID,
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F—EBINE
APl &% 5 AP

IERSH

3£ 5-259 153K Header &%

2% =E | %R ik
WhisE
Content-Type | @ String ZFERASIEA “application/
json;charset=utf8” ,
X-Auth-Token | & String B, AEBFPNEMm. SIRHE
S
tokenPT RN PRIE S AR »

% 5-260 53k Body &

2¥ =E | 5%EE fR
WhIE
user 2 Object IAMBFEE.
2 5-261 user
8% =E | BHEE R
WA
domain_id &5 String IAMBFBErEMSID
name B String IAMAPR#FRARE, KE1~322/d, R
BEENTER: KNEFE. T8,
HFUAFHFER (- ) BAREEUE DL
STk,
password & String IAMRBRFZS,
o REFINEBR/IMKERMIFH,
7£6-32{ 2 [ A FRFP EE N EEIK
E.
o ZMEEZUTHUMFR/FHRIFREM: X
5F8. INEFE. ¥FNEFHF
o
o TEEEBFHSHIMBFE.
o WIRHEMPIZEPEBRISAIZE
Ko
o A BESHBIEMER.
enabled & Boolean EEBEBRIAMBR, trueNEH, false
1=F, BilAtrue,
description & String IAMAR#ERMEE .
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BH—BDINIE

APl &% 5 API
2H 28 | ¥R )
Wik
pwd_status = Boolean IAMARZIBIRES, trueBEENE
fig,false:IE&
)2
& 5-262 LI Body &%
84 SHER faR
user Object IAMBF{EE.
2 5-263 user

¥ SHER iR

name String IAMEBFS .

domain_id String IAMAFEREKSID,

enabled Boolean IAMBRZ2&REH. truek~igH, falseXxR(Z

ﬁﬁ, %ﬁiA?ﬂtI’UEO

id String IAMAFID,

password_exp | String ZIOTEARTE, “null” RREBHFITH

ires_at =13
UTCHTE], &=L YYYY-MM-DDTHH:mm:ss.ssssssZ,
HEAFNRT @& TUEER 1S0-8601, 4l:
2023-06-28T08:56:33.710000Z ,

description String IAMARHERAEE..

pwd_status Boolean IAMAPZIBIAS., true: EEBHZEL,

false: IEE,

last_project_id | String

IAMRFIRHR SR, EiEFa&EhEINE
ID,

extra Object IAMAFHEMER,
links Object IAMA PR S BSEEE A .

2 5-264 user.extra

2% SR R
description String IAMABFP#ERMEE
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H—BDINIE

APl &% 5 API
2% SR fik
pwd_status Boolean IAMABPZIBIRE ., true: EEEHZF,
false: IFE,
last_project_id | String IAMARRE RS, EiEHlaREHE/IRE
ID,
2 5-265 user.links
e SHRT RR
self String AR LIS E=IrEN |
s=E= —
1=
EERIENEZ A “IAMUser” BIIAMARPRIZREA “IAMPassword@”
PATCH https://iam.myhuaweicloud.com/v3/users/{user_id}
{
"user": {
"domain_id": "d78cbac186b744899480f25bd02...",
"name": "IAMUser",
"password": "lAMPassword@",
"enabled": true,
"pwd_status": false,
"description": "IAMDescription"
}
}
i Rz~ 5l
KE&BJ9 200 A:
BRI
{
"user": {
"pwd_status": false,
"description": "IAMDescription",
"name": "l[AMUser",
"extra": {
"pwd_status": false,
"description": "IAMDescription",
}I
"enabled": true,
"links": {
"self": "https://iam.myhuaweicloud.com/v3/users/07609fb9358010e21f7bc003751c7..."
}I
"id": "07609fb9358010e21f7bc003751c7...",
"domain_id": "d78cbac186b744899480f25bd02..."
}
}
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BH—BDINIE

N 5 APl
IREHE

R[EE ik

200 BRI

400 ST

401 TAIERML

403 IRBIRIEIR

404 RLFWENAIEIR -

405 AREFNTGE

409 BRI,

413 BRI K

500 AEBIRSS fEI=

503 RSB
T EL)

ESEERE,

5.6.12 BB SEMIER IAM AP

URI

ZEOT L AT EERMIREEAMAR

iz O LUERS B XIHAEndpointFIE it RIFAIENdpointiB A . IAMAIENdpointis
S0 MRALHTS,

1ZALATEAPI ExplorerdrifEidtiziEzOl,

DELETE /v3/users/{user_id}

% 5-266 IRIZSH

2% = | ¥R g
Wik
user_id = String EMERAYIAMEBRID, KEVARIES

W FEKE. IAMERF. IiH. BF
H., Xig. ZFENSZTHRAID,
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BH—BBINIE

APl &% 5 API
BRSH
K 5-267 153K Header 2%
28 =AW 8% | R
i
Content-Type | 2 String | IZ=FERNBIEA “application/
json;charset=utf8” |
X-Auth-Token | 2 String | BIAISHE, FEBFPSEMH .. NRFEE
=
tokenr BN RIES WIENIN .
MRS &
7
=Rl
EERMERIAMBR
DELETE https://iam.myhuaweicloud.com/v3/users/{user_id}
N Mz 73~ 51
7
R[EHE
R[EE 0%
204 RIBRELIN o
400 ST,
401 NIEE
403 RERIENR .
404 RIEERNAYERIE
405 AIFEIE.
413 BRIERIE K,
500 AEBERSZ IR -
503 BRSBAATH,
S
BSEHIRB.
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F—EBINE
AP &% 5 AP

5.7 HFHEEE
5.7.1 &GP AYIZzE

IhEEN 4R
ZEOTUBATFEEREOAPAYIE.,
ZEOTLMEREBEXIFAYEndpointFIE B X igtAYENndpointi@ A . IAMBYEndpointid
2 WXNRETR.
izt
RA LATEAPI ExplorerdriEidtiziE0l,
URI
GET /v3/groups
< 5-268 Query #
2% 28 | e A
WhIsE
domain_id S String FBFREmREKSID, REAGIBESR:
REWS . IAMEF. INH. BAF4.
Xigh. FHEHZFRFID,
name B String BREE, KE1~128ZF&F 28, KA
XiEEN: KEWKS. IAMAR. I
B. BFRE. Xi. ZHEa92FRFID,
RS

K 5-269 153K Header 2

¥ ERWiE ¥ |k
7
Content-Type | =2 String | iZ=FERABIES “application/
json;charset=utf8”
X-Auth-Token | 2 String | IGIEISHE, FEAPHNEMD . NREE
B,
tokenFrFEA RIS S WAFANIN
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BH—BDINIE

APl &% 5 API
ID)VE=S5't
& 5-270 Kz Body S%¢
8% SR fiik
groups Array of HAFAEFEESIER.
objects
links Object RIFEEER
Z 5-271 groups
2% SR R
description String BPAEERAMESE,
id String FBF4HID,
domain_id String BRFEREWKSID,
name String BRFEZ,
links Object BRENSREIEZER..
create_time Long =) SNl fELREIA
2R 5-272 groups.links
2% SR fidik
self String BRESEE L
previous String B — PR IRt
next String [E— P RIR L
2% 5-273 links
8% SHEE ik
self String RIRSEE AL
previous String Bl — P RIR AL
next String [E—SBIE R Rt .
1=
EIGRFHEYIE.
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F—BRINE
AP &%

5 API

GET https://iam.myhuaweicloud.com/v3/groups

N Rz~

RZE1BF 200 A
TEKBE o

{

"groups": [

}
1

"domain_id": "d78cbac186b744899480f25bd02...",
"create_time": 1536293929624,
"name": "IAMGroupA",
"description": "IAMDescription",
"links": {
"next": null,
"previous": null,
"self": "https://iam.myhuaweicloud.com/v3/groups/5b050baea9db472c88cbae67..."

’Id "5b050baea9db472c88cbaesb..."

"domain_id": "d78cbac186b744899480f25...",
"create_time": 1578107542861,
"name": "IAMGroupB",
"description": "IAMDescription",
"links": {
"next": null,
"previous": null,
"self": "https://iam.myhuaweicloud.com/v3/groups/07609e7eb200250a3f7dc003cb7a4e2d"

L
"id": "07609e7eb200250a3f7dc003cb..."

"iinks": {

"next": null,
"previous": null,
"self": "https://iam.myhuaweicloud.com/v3/groups"

}
}

L

R[EE 1k

200

IERNZAYIS

400

SHEH.

401

TNIERL

403

IREBRIEIR .

FRIR0S
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H—BDINIE

APl &% 5 API
5.7.2 1 HPAIFE
THRENME

ZEOUUATEEREERAPAEFS.

iZEOa] LUMERAEBEXIFAYEndpointFIE b X iatHYEndpointi@ .. IAMBJEndpointi’
S WXMBHT .

it
Re] LAFEAPI ExplorershiffliiziE.
URI
GET /v3/groups/{group_id}
* 5-274 BBRBH
2¥ 2 | ¥R 1
WA
group_id 2 String FERNAFEID, REAESR:
KBS . IAMAF. IH. BAFP4A.
X, FFEHZFRFID,
BREH
% 5-275 53K Header 2%
8% BE W% 8% | R
%)
Content-Type | @ String | IZ=FERRABIES “application/
json;charset=utf8”
X-Auth-Token | 2 String | iHE$HE, EFEBFPHEMD. BIREE
B,
tokenfT I PRIES ISR
)
%= 5-276 [ Body %
8% SHRT RhR
group Object FRAER.
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BH—BBINIE

APl &%& 5 API
K 5-277 group
ol SR R
description String FPHEERER.
id String FAF4EID,
domain_id String FFEREKSID,
name String BPFPAEZ.,
links Object FAFRENERIEHEEE
create_time Long FAFZAGIEZATE
2k 5-278 group.links
e SHRT RR
self String CAD LIS E=IrEN |
previous String BI— PR IR .
next String [E— PR R L
=GNl
BiGAPHFRS.
GET https://iam.myhuaweicloud.com/v3/groups/{group_id}
i Rz~ 5
REB 9 200 A:
BRI
{
"group": {
"domain_id": "d78cbac186b744899480f25bd02...",
"create_time": 1578107542861,
"name": "I[AMGroup",
"description™: "",
"links": {
"next": null,
"previous": null,
"self": "https://iam.myhuaweicloud.com/v3/groups/07609e7eb200250a3f7dc003cb7a..."
By
"id": "07609e7eb200250a3f7dc003cb7..."
}
}
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H—BDINIE

APl & > API
IREHE

REE ik

200 BRI .

400 ST .

401 TANIERML

403 IRBRIERIR

404 REKEENAER
=S

7

iz

URI

ZEOULU AT EEREZERFE.

ZEOoLUER 2B XIFAIEndpointF I E X IFHIENdpointiEAFE . IAMAYENndpointis

2 BXMRIRDR .

1ZALATEAPI ExplorerdrifEiftizizOl,

POST /v3/groups

2 5-279 153Kk Header 2%

2% BEwI% s |
il
Content-Type | @ String | IZ=FERABIES “application/
json;charset=utf8”
X-Auth-Token | 2 String

gl‘lﬂ%\h‘ﬁ, EEAFRBG . UREE

15N O

tokenPfrFEX RIS S AR .
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H—BDINIE

APl &% 5 API
7= 5-280 iE3k Body &%
2 =E | 5% ik
WA
group = Object FBRPAEE.
€ 5-281 group
2% =E | &% ik
WA
description S String EP?H?EJ‘LK{E,%, KENFEF255F
To
domain_id B String BREMREKESID, FEAXIESN:
REKS . IAMAFR. INE. BF4E.
Xiz . FHERIZFRFID,
name = String BFHEEZ, KE1~128FF2id,
) EZS
K 5-282 i Body 2%
2¥ SR fiA
group Object FPEER.
& 5-283 group
2% SR fEA
description String FFHEEAER.
id String FF4EID,
domain_id String FF4EmEKSID,
name String BREE.
links Object BFRENERIEHZEE .
create_time Long FIF4EBIEEATE
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F—EBINE
AP &%

5 API

5K

N Mz 73~ 51

) =

tHI=0S

2k 5-284 group.links

24

SHE

faR

self

String

TRRHEEIAL

BUEEEZN “IAMGroup” BIFFH,

POST https://iam.myhuaweicloud.com/v3/groups

"group": {

"description": "IAMDescription",

"domain_id": "d78cbac186b744899480f25bd0...",
"name": "IAMGroup"

}
}

RZSF8J9 201 B

BIERI.

{
"group": {

"description": "IAMDescription",

"links": {

}

"id": "077a4c7bcd8010d53fb7c003e9d966¢2",
"create_time": 1578969208707,

"domain_id": "d78cbac186b744899480f25bd0...",
"name": "IAMGroup"

}
}

R[EE

1k

201

ellfES2 AN

400

SHEH.

401

TNIERIL

403

IREBRIEIR

409

RIS,

7
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F—EBINE
AP &% 5 AP

5.7.4 BT

ab
ThEEN 4B

ZEOTLATEERERAPARER

ZEOTLER£BEXIEAIEndpointFIE M XIFAIEndpointiAA . IAMAJEndpointis
S XMREDS.

izt
RE]LATEAPI ExplorershiEidiziE0.,
URI
PATCH /v3/groups/{group_id}
% 5-285 IR2SH
BH = SR R
group_id = String FEMAVERAEID, KEBRESR:
RS . IAMAR. INB. AF4A.
Xig. FFERIZIRFOID,
IBRESH

2 5-286 153k Header 2%f

¥ ERWiE ¥ | Ek
il
Content-Type | = String | Z=FERATIEAN “application/
json;charset=utf8”
X-Auth-Token | 2 String | IGIEISHE, FEAPHNEMD . NREE
B,
tokenFrFEA RIS S WAZANIN

3 5-287 153k Body &

28 =E | aEEE R
WATFE
group 2 Object FREES.
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H—BDINIE

APl &% 5 API
%t 5-288 group
2% =E | sHEE ik
WAiE
description | & | String FPERAES, KE/NFETF2555
% . nameSdescriptionZ/MES—,
domain_id S String BRHEREKSID, KEBERESN:
KBS . IAMAR. IIB. BF4A.
Xis. FFERIZFRFID,
name ES String BAFAEZ, KE1~128F%. name5
descriptionZ/MES—1,
VeS8
5 5-289 TR Body 2
2 SR A
group Object FFAER.
& 5-290 group
2% SR fHiA
description String FEFEERAER.
id String FIF4HID,
domain_id String FF4EmREKSID,
name String FBF4EE,
links Object BRENSRIEHZER..
create_time Long FAF4BeIsERTE) .
2 5-291 group.links
2% SR fiA
self String RIRSEREbL
15K~

B AFAERNZFRA “IAMGroup” , EIMEXA “IAMDescription” ,
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5 API

PATCH https://iam.myhuaweicloud.com/v3/groups/{group_id}

"group": {
"description": "IAMDescription",
"domain_id": "d78cbac186b744899480f25bd02...",
"name": "IAMGroup"
}
}

N Rz~
RAFDH 200 B:
BERA

{
"group": {
"description": "IAMDescription",
"links": {

L
"id": "077a4da48a00251f3f9dc0032103400f",

"create_time": 1578969360636,
"domain_id": "d78cbac186b744899480f25bd...",
"name": "IAMGroup"

}
}
IR[EHE
REHE R
200 BRI
400 ST
401 TNIESM
403 EEEBRESUR
404 REFBMAVETR o
409 REHZE,
501 EOREXLW,
) e
7
5.7.5 HIFRFAFZH
INRENA

ZEO LA AT EERMRRIE.

ZEOaLUER2BXIFAYENdpointF I E X IFAIENdpointiEAFE . IAMAYENndpointis

2 WRMBRIRDR
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BH—BDINIE

APl &% 5 API
55
1RA LATEAPI ExplorerdriElidiziEOl,
URI
DELETE /v3/groups/{group_id}
#+ 5-292 IERSH
2% =E | 5% fiik
WHik
group_id = String SHBRAYEBF4EID, FKENANIEEN:
KBS . IAMAR. I8, BF4E.
Xigh. ZHERNZFRFID,
IBRSH
K 5-293 i53K Header 3#
2% EEWI% 28 |
il
Content-Type | =2 String | IZ=FERABIES “application/
json;charset=utf8”
X-Auth-Token | 2 String | iAE<$RE, EFBEFPHBEMD. BUREE
=1
tokenFrEEtXPRIE S DA o
VRS54
7
=R GNl
IR,
DELETE https://iam.myhuaweicloud.com/v3/groups/{group_id}
Iz~
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H—BDINIE

APl & > API
REHE
R[EE 0%
204 RIBREEIN
400 ST,
401 TNIESM
403 SEIRENIR
404 RILEIERAYZR
BI=0
7
5.7.6 Zif] IAM BRE2&ERAPAHS
INRENR

ZEOTLURATFEERERIAMARREERREY.

ZEOALAERAE B XIERIEndpointFIEth XigtRYEndpointilAE .. IAMRIEndpointis
Sl WXNREDS.

i
1ZA LATEAPI ExplorerdrifEiftizizOl,
URI

HEAD /v3/groups/{group_id}/users/{user_id}

% 5-294 BRiZS¥#

2% =h | %R R
5V

group_id 2 String FIFEID, SRENANBES I FRENK
%\ IAMmF‘ N IﬁE N mpéﬂ\ zﬁ\
FIEZFRFOID,

user_id 2 String FEIENIAMEBRID, FKEGNES
: FEKE. IAMARF., IR, BF
H., Xi%. ZIERILBFRMID,
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BH—BDINIE

APl &%& 5 API
BRSH
R 5-295 153K Header £%f
2 BARWI% S8 | ik
=S
Content-Type | =2 String | iZ=FERABIES “application/
json;charset=utf8”
X-Auth-Token | 2 String | 1HE$kE, EFEBFPHEMD. BIREE
B,
tokenFrENRIES IS,
IR SE
y
Bkl
BHiRIAMAREREERFAS,
HEAD https://iam.myhuaweicloud.com/v3/groups/{group_id}/users/{user_id}
I piz =51
"
R[EHE
R[EHE iR
204 BN, (ZIAMBRPELARES)
400 ST
401 TNIERY
403 IRBIRIERR
404 FEBBENAER. (IZAMBRAREL ARG )
IS EL
7

ZEOUBTFEEBRIANNIAMABRZEIBARA,
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AP &% 5 AP

ZEOTLUERE R XIFAIEndpointFIE tXIERIENdpointiBFE . IAMBJENdpointid
S WMRMBRDR.

i
RB]LATEAPI ExplorerdiEidiiE.
URI
PUT /v3/groups/{group_id}/users/{user_id}
% 5-296 IRIFSH
2% =8 | sEEEn HR
group_id 2 String FBF4ID, SKEAERESN: REUK
S. IAMAR. IIB. AFA. Xk,
FFRIZFRFOID,
user_id 2 String FRMBIAMBRID, KEARIBES
: FEKS. IAMAR. 8. BF
H., Xi%. Z¥ERIBTRMID,
5RKESH
2 5-297 153K Header 2%
2 BRI S | ik
it
Content-Type | =2 String | iZ=FERABIES “application/
json;charset=utf8”
X-Auth-Token | 2 String | 1HE$kE, EFEBFPHSEMD. BIREE
B,
tokenfFT BN PRIES WIS
)25
y
=Rl
SINAMBREIBFA.
PUT https://iam.myhuaweicloud.com/v3/groups/{group_id}/users/{user_id}
I Rz 73~

7
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BH—BDINIE

APl & > API
IREHE

REE ik

204 IR

400 ST

401 TAIERML

403 IRBIRIEIR

404 RLFWEN AR -
IR0

7

5.7.8 BERHEP AR IAM FBF

ZEOT L AT EERBRAPETRIAMAR

ZEOALUERAE B XIERIEndpointFIE it XIGtRYEndpointilA . IAMRIENdpointid
S WXMRED=.

1ZA LATEAPI ExplorerdrifEiftizizOl,

URI

DELETE /v3/groups/{group_id}/users/{user_id}

% 5-298 RIS

2 | EBWiE SH2eR 3%

grou |2 String FIFEID, SRENASNBES I FRENK

p_ld %\ IAMmF\ IﬁE\ m):éﬂs Iziﬁ\
FFERIZFRFOID,

user_ | @ String FMNFEFPEFFEIRAIAMBFID, $XEX

id ARiEEN: KBRS, IAMBF. Ik
B. AFPH. X, FFE8[FRFAID,
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H—BDINIE

APl &%& 5 API
BREH
K 5-299 i53K Header 2
¥ 2RIk 8% | R
SR
Content-Type | @ String | IZ=FERABIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | 1HE$HE, EFEBFPHEMD. BIREE
B,
tokenFT BN PRIES WIEHUIR
I R7SE
7o
=P Nl
BIRAPHEFPIIAMAR
DELETE https://iam.myhuaweicloud.com/v3/groups/{group_id}/users/{user_id}
N Rz 7~
7
R[E)E
REHE (220
204 TEBRALIN o
400 ST,
401 INIER .
403 IRBIRIENR
404 FEFBNAER. (IZAMBRAREL ARG )
e
.

5.8 REE
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APl &% 5 API
5.8.1 &R SIZ=
ThEENA
ZEOTL R TEEREINRYIZE.
iZEO LAMERAEBEXIFAIEndpointFIE B X iatHYEndpointi@E .. IAMBJEndpointi’
S WXMBiRT .
i
SERILATEAPI Explorersrifidliziz .
URI

GET /v3/roles

K 5-300 Query 2

28 = | 2% | Bk
domaini | & String | kS ID, RENANESN: FKEKS . IAMAR. IR
d B. AFH. XiE. ZFEHZFRFID,
izl
o WNRIESILSH, WREIKS FRREEENEE.
o NMERESIISH, WREFERFMIR (BEE%HR
BIRZERAE) .
permissio | & String | KD RFARZEERISE . Hdomain_idSE =Y
n_type H,
o policy: IREIRFZFKHEE
e role: REIRZAE,
name & String | REAIBZIMAIBPREZTR. N=BRIRFCCSEER
FHPRCCS Userfdnamefgccs_user,
EEESdisplay_name, R~fEnameZH,
display_n | & String | RBIREITIESEME . 1ZS I LUENEF B ES
ame PR ZERAIPRZFR
o BURZIR: AMESIIECS FullAccess, NIR[EIZAR
PRIEXER .
o ITIEEM: WES9AdmiInistrator, MR[ELHEHE
EIHRFFE SRR
page ) Integ | DIREEREIRIIRE, EEERN1. BEE
er per_page@RIEE . EANdomain_id2#EIBEENX
REEHT, AIECE(FH.
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BH—BDINIE

AP| % 5 AP
28 2E | 2% | mtd
per_page | & Integ | P RREEIERAVEIENE, BUESEEA[1,300], B

er IME300, EESpageRIYFE.
A fEpagefllper_page2#Hit, BR&ZIR[EI300MY
R

String | EIEARRIERER . BUESEHE:
domain,project,all, typegdomainfd, ix[Eltype=AA
SRAXHIRR; typeIprojecthd, iR[Eltype=AATEXARY
WIR; typeallitiREltypeIAA. AX. XAHRIRR .
1588

o AXFEREdomainEET.

o XAFEREprojectEER.

o AAKTRTEdomainfllproject YRR -

o XXFRfEdomainFproject EIIARE R,

String | ARFFEE R . catalogBFEHAICACEMAcatalog=F
B (ATLUSRIRSZHIREE . siEBENRE)

Iy

type

iy

catalog

RS
2 5-301 153K Header 3#
e =a | B3 | #k
Wik | KR
Content- |2 String | IZ=FERNEIES “application/json;charset=utf8” ,
Type
X-Auth- 2 String | HEISHE, AEBFHNEMH. XIRFES.
Token tokenFrEE X RIES DS AIR
IR S5
K 5-302 I Body £2#{
2% SHEE | Bk
links Object RREHEER,
roles Array of | SURISEIER,
objects
total_nu | Integer REWPRAYZEL
mber
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2% 5-303 links
2 SHRE | #R
self String RiEpEE
previous | String F—BERIRERE .
next String T ePIERRREE

2 5-304 roles

B8H SRR | Bk
domain_i | String NRFFEMKSID,
d
flag String ZS#EHfine_grainedht, IRRIIRARFANERIR
B o
descriptio | String BPRAYPIHEIAME R .
n_cn
catalog String WIRFFEBE R
name String RANEZMAIBPRBEFR . MN=BRIRFSCCSEBAFR
FECCS Userfnamegccs_user,
S TERFRItoken, RIRSBIRIBZETRRFIMBFZ2
HBENRIGE
descriptio | String REAEE .
n
links Object IR EREEZER.
id String PRID,
display_n | String BPREZFR
ame
type String NPRAYE BT,
A8
e AXFRfEdomainEER.
o XAFEREprojectEETR.
o AAFERTEdomainflproject R
o XXFERfEdomainFlproject EHIARER,
o BTEMEIHNERMELXRBENAXEEXA, FEEtEdomainEl
project BEBER (AA) , HEEdomainEHprojectZEAE
=~ (XX) o
policy Object NIRRBEAERS .
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28 SRR | ik
updated_t | String W PREHTATE
ime =1 ]
UTCRTE], #&=LH YYYY-MM-DDTHH:mm:ss.ssssssZ, B ERFOAT
A& R 208 1S0-8601, #1: 2023-06-28T08:56:33.710000Z,
created_ti | String PR BUFERTE] o
me izl
UTCESIE, 8= YYYY-MM-DDTHH:mm:ss.ssssssZ, HEAFIAT
[BEHE 208 1S0-8601, #1: 2023-06-28T08:56:33.710000Z

£ 5-305 roles.links

2% S¥ERRE | A

self String GADEILE C2an |
previous | String BI—PEERIRAEE L .
next String [E—eBIER IR pE b

2k 5-306 roles.policy

e SRR | R
Depends | Array of | iZNPRFTKERAIIIR

objects
Statemen | Array of | E8UET, EASURAIEARE.
t objects
Version String WPRRAS .

588
e 1.0: EZFMEBENAE. LIRS HE, IREERARSEX
RABRTFEN.

o 1.1: RI&. IAMEFTIRIHAI—FHBRIZIZINAIEED, AILIAS
REIBMRIRSANRE . BRURIBRENE

2R 5-307 roles.policy.Depends

2% SRR | R

catalog String BIRPRTEER
display_n | String WIRERE
ame
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2k 5-308 roles.policy.Statement

2% SHSEE | ER
Action Array of | IR, IEXRRRIEMRENIR. STIFHENINESE
strings EZ=RSE (APISE ) Fh “SPRFHENIR” E75,
548
o RBUA: IRBZFZRIEBLIRIE, #: vpcports:create,
o REBLHFEREIR, flilecs. evsHlvpc®, RRBZNIF/N
5, ZEEHIRMESEXNNE, EXTIFERMGS®, TR
DY SRR,
o HETEMNRIEAZIEEENKIER, Z=FREN: "Action”
["lam:agencies:.assume"],
Effect String El. BamM: 1F (Allow ) FHEZX (Deny) , BEH
AllowX B DenyfUESUEERY, EIEDenyL5cAIREN
BESEE:
o Allow
e Deny
Condition | Object [REIZSF . TRESIEXSH, 55 EEENSEK
B o
jizL:ld
LUBRGIgp9Condition il : 21452 (obs:prefix ) F1=F1F &R
( public ) &#8% ( StringEquals) o
"Condition": {
"StringEquals": {
"obs:prefix": [
"public"
1
}
}
Resource | Array of HiF, #NEnT:
strings =Tl
o TE*HIRERR: :, #l: "obs::bucket*",
o regionF I B Ol iAEIAregion, servicelRfFER
resource/g FXIMiservice,
o NHiZBENKIAZIEEENKRIET, 1Z=FERZEEINO0Dbject,
{BA: "Resource™ {"uri": ["/iam/agencies/
07805acaba800fdd4fbdcO00b8f888c7c" ]}

2K 5-309 roles.policy.Statement.Condition.operator

Ed SHSEE | ER
attribute | Array of | R4, key IEEERFENNXENGEREM, valuels
strings KEREBIT 100975 54E,

ZSHEEBNEENFRHA,
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F—EBINE
AP &%

ISR
BURTIE .

GET https://iam.myhuaweicloud.com/v3/roles

N Rz 7~

R78575 200 B
BRI -

"roles" : [ {
"domain_id" : null,

"description_cn" : "SEiEIEARSS (VSS ) SIER, HEZRS FHIEENIR",
"catalog" : "VulnScan",
"name" : "wscn_adm",

"description" : "Vulnerability Scan Service administrator of tasks and reports.",
"links" : {

"next" : null,

"previous" : null,

"self" : "https://iam.myhuaweicloud.com/v3/roles/0af84c1502f447fa9c2fa18083fbb87e"
}

"id" : "0af84c1502f447fa9c2fa18083fbb87e",
"display_name" : "VSS Administrator",
"type" : "XA",
"policy" : {
"Version" : "1.0",
"Statement" : [ {
"Action" : [ "WebScan:**" ],
"Effect" : "Allow"

11
"Depends" : [ {
"catalog" : "BASE",
"display_name" : "Server Administrator"

A
"catalog" : "BASE",
"display_name" : "Tenant Guest"

11
}
Ao
"domain_id" : null,
"flag" : "fine_grained",
"description_cn" : "{ARSS5 |ZRFEERIUR",
"catalog" : "CSE",
"name" : "system_all_34",

"description" : "All permissions of CSE service.",
"links" : {

"next" : null,
"previous" : null,

"self" : "https://iam.myhuaweicloud.com/v3/roles/Ob5ead4ebdc64a24a9¢372b2317f7e39"

2

"id" : "Ob5ea44ebdc64a24a9c372b2317f7e39",

"display_name" : "CSE Admin",

"type" : "XA",
"policy" : {

"Version" : "1.1",

"Statement" : [ {

"Action™ : [ eserE! Mecs ! MeysE, "VpC:*:*" ],
"Effect" : "Allow"

1
}
11
"links" : {
"next" : null,
"previous" : null,

"self" : "https://iam.myhuaweicloud.com/v3/roles"
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1
"total_number" : 300

}

=]
IR[EHE iR
200 BRI
400 ST,
401 NS
403 RBIRIENR
St
%
5.8.2 EFIRIFIE
INRENA
ZEOTBETFEERSEONRIFERS.
ZEOTLMEREE EiIE’JEnd pointFIEfth X1 AYEndpointiElFE . IAMAYEndpointis
2. WRILIRT=
UE
RE]LATEAPI ExplorershiEidiziEO,
URI

GET /v3/roles/{role_id}

% 5-310 IBRESH

2% =R | sy )%
wWHisE
role_id 2 String BPRID, RENSIBES W : KEUNR
ID,
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IERSH

2% 5-311 153K Header &3

2% BEWI% 24 | #Hr
St}
Content-Type | =2 String | iZ=FERABIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | i5IA)<SHE, FABAFSMH . RREE
=
token A RIS S WAZANIN

[ e

% 5-312 IR Body 2%
8% e et ik
role Object BIRER

% 5-313 role
2% SR R
domain_id String RPRFTEMSID o
flag String ZBHENfine_grainedid, FRRAPRARSTERN

=)

description_cn | String BPRAIPSHEIAE R
catalog String BORFFER R
name String RARNE2MAIBPREFR. IN=BRIRSBCCSHE

BRAPIPRECCS Userfnamegccs_user,
EHERAPRtokend, =IRBIRIEIZZTREFIBT

AR EE&ERAE.
description String BIREIAEE .
links Object MR RRIHZER
id String BRID
display_name | String BPRBEFR o
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2% SRR fik
type String WPRAYE BT .
588

o AXFEREdomainEET.

o XAFEREprojectEETo

e AAZER7Edomainilproject IR

o XXFKRTEdomainFlproject EHIAE R

o HEMERNERMEXREEAHAXTEXA, FEEE
domainEfprojectZEBER (AA) , BE
domainZEHproject ZEARE R (XX) &

policy Object BTSN
updated_time | String I PREFATIE]
Lz

UTCRT/E, #&=XA YYYY-MM-DDTHH:mm:ss.sss555Z,
HERFNRTEI#AE U208 1S0-8601, #0:
2023-06-28T08:56:33.710000Z,

created_time | String R GIERTE]

WiBA
UTCASE, &P YYYY-MM-DDTHH:mm:ss.ssssssZ ,
HEAFORT [ EBAE 208 1S0-8601, #0:
2023-06-28T08:56:33.710000Z ,

2 5-314 role.links

2% SR 15205

self String RIRSEREIbL

previous String BI— PR IR bl .
next String [E— PR IR L

2 5-315 role.policy

2% SHEE it

Depends Array of ZA BRI ERAIANR o
objects

Statement Array of BENES, mASIRRIERARS.
objects
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BH—BDIAIE

APl &% > API
2 SRR iR
Version String BIRIRAES .
WiBA

o 1.0: REMBNAE. LRSHNE, REBIRA
IRSSEXAEBRTEN.

o 1.1: RE8. IAMEFTHRHAI—FHBRIEIZINAYRE
73, AILUEHREIRARIRSAURIE. RRURIBERE

L=
& 5-316 role.policy.Depends
2% SRR fidik
catalog String WRFAER R
display_name | String WIRERE o
& 5-317 role.policy.Statement
2¥ S¥En R
Action Array of BIR, 1EXRENERRIENIR . 2018
strings INESEE MRS (APISE ) Bh “IPRFIFEX
=
izt
o & RBZEREERE, HI:
vpc:ports:create
o IRSBNTREIR, Hlilecs. evstlvpcs, IRSE
NZFINE., BRERMEIBRNNG, BXR
HBhGS*, THESIIEEPENIN,
o HETENMKRIAZITETEIRIEH, ZFRER:
"Action": ["lam:agencies:assume"],
Effect String ER. BEFM: iF (Allow ) FIEL
(Deny) , BEBAllowX B DenyfIERUEGIAT,
BIEDeny{fL5EaIREN .
EEEE:
e Allow
e Deny
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2% SHARTY A
Condition Object REIZE. TRESEXSH, 5% IEB
BN KRS .
iz Ll

LA sRkRfIFfConditionJafl: 24442 (obs:prefix )
F=#FER (public ) FHEE ( StringEquals ) .

"Condition": {

"StringEquals": {

"obs:prefix": [
"public"

1

}

}
Resource Array of HilE. ML
strings =1

o TIE *HAER=: ::, #: "obs::bucket*",

e regionFER s ATAIaIRYregion, servicedssm
F1EHresource/gF Xt Riservice,

o HiZBEENKRBAZITEENKRIENT, ZFERER
JIObject, {EF: "Resource” {"uri": ["/iam/
agencies/
07805acaba800fdd4fbdc00b81888c7c"[}.

BERTH
EIIRIFR.

GET https://iam.myhuaweicloud.com/v3/roles/{role_id}

i Rz 73~
RAEB 200 B:
BRI
{

"role": {
"domain_id": null,
"description_cn": "iEIEAREARSS (VSS ) BER, HHEZRS THIFMEIIR",
"catalog": "VulnScan",
"name": "wscn_adm",
"description": "Vulnerability Scan Service administrator of tasks and reports.",
"links": {
"next": null,
"previous": null,
"self": "https://iam.myhuaweicloud.com/v3/roles/0af84c1502f447fa9c2fa18083fbb87e"

b
"id": "0af84c1502f447fa9c2fa18083fbb87¢e",
"display_name": "VSS Administrator",
"type": "XA",
"policy": {
"Version": "1.0",
"Statement": [
{
"Action": [
"WebScan:*:*"
1

"Effect": "Allow"
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}
1y
"Depends": [

{

"catalog": "BASE",
"display_name": "Server Administrator"

b
{
"catalog": "BASE",
"display_name": "Tenant Guest"
}
1
}
}
}
R[EE
RENE ik
200 BRI
400 ST
401 INIERML
403 S BEREINR .
404 RIHKEFBNAIZFR
S
7
5.8.3 HiFfHFENER
TheeN i
ZEORTFEEERSHIIENICR
iz O LUERAEBXIFAIEndpointFIE B X iatHYEndpointi@ A .. IAMBJEndpointi&
s WXMNRIETR.
izt
RE]LATEAPI ExplorershiEidiziEO,
URI

GET /v3.0/OS-PERMISSION/role-assignments
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3 5-318 Query

2% =EY | SR | R
ik
domain_id =2 String FEPKSID, RESNES W FRENMK
S. IAMAF. IIH. AF4E. Kig. £t
B9 FRFAID
role_id & String FRERID,
subject & String IEER, BUESEE: user. group.
agency, iZ2#5subject.user_id.
subject.group_id. subject.agency_id 2 ggi%k
B,
subject.user_i | & String ENBIAMABRID, FEANIES W FKE
d &S, IAMEAF. IiB. AP4E. XiE. &£
FEROZIRFID,
subject.group | & String IEINAIRPAEID, REVAIESI: KRBV
_id =. IAMAF. IiH. BP4. Xig. &%
R9ZFRFOID,
subject.agenc | & String IEINRYEIEID, KEVARIBES I KRB
y_id . IAMAF. IB. AFA. Kig. 5%
R9BZFRFNID .
scope & String ECEE, BUESEE: project. domain.
enterprise_project, 1Z2#5
scope.project_id. scope.domain_id.
scope.enterprise_projects_id R AEEIE—
o
izl
o NEBELBIRSZIEMICH, scopeBlE
domaingliESscope.domain_id
o MFBEETAHBERBREINEHICSE, scopeBl
{B5domain, BHis_inheritedBYEHtrue,
o MEBTEETHEANSEAUCRE, scopeEUEN
projectaiiEE scope.project_id,
o WMEEEETHRWINBANENICRE, scopeBl
{EJ9enterprise_projectafiE 5
scope.enterprise_project_id.
scope.project_ | & String ENRIIEID, RENARBES: KRB
id =. IAMARF. 8. AFP4E. K. £t
R9ZFRFAID,
scope.domain | & String FEEKSID, RESNES W IRENK
_id =. IAMAF. IiH. BP4E. Xig. &%
R9ZFRFNID,
scope.enterpri | & String ENRIEWIREID, REVAIESR: T
se_projects_id FRENWIRAID .
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BH—BDINIE

APl &% 5 API
2% 2Ry | SEEE | ik
i%
is_inherited & Boolean | EEEEETFHREMBIENANCRE, HAR

false, ZiZ¥scope=domainsi#
scope.domain_idfFfERTERL . true: &Hif
EFFREMEENICR. false: HE
F2BRSBIENRNCR

Boolean | EESASEFIAMARFRERPAISIRENS
=, HiABtrue, HSHsubject=userzi

subject.user_idFERTER - true: EGE

FIAMBF#EN. IAMBRFETEEPAIEI

AICR. false: (NEHEFIAMARIENH
ICFo

String S REANEIENRTRE, &EExI\H1,
FE5per_pageElEFE,

String S AE I ERIIEIEN 5 BB EE
[1,50], EESpageER1EE.

iy

include_group

iy

page

iy

per_page

5RSH
Z 5-319 153K Header 2%
2 2RY | SEEE | ERk
ik
X-Auth-Token | 2 String HIAShE, FEAPNSMD. SIREEE.
tokenfFTBINRIES ISR
D)VE254
7= 5-320 iz Body %4
28 SR )%
total_num Long REIFHICRIVED S
role_assignmen | Array of BEREE.
ts RoleAssignm
entBody
objects
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2 5-321 role_assignments
BiR 3] fEiA
user RoleUserAssig | ISNNAPEER.
nmentld object
role RoleAssignmen | 1ISHEREREE .
tld object
group RoleGroupAssi | SN EPHIEE
gnmentld
object
agency RoleAgencyAss | IBINEIEER .
ignmentld
object
scope RoleAssignmen | S ERRTEE .
tScope object
is_inherited Boolean EAETHEMBEI.
2 5-322 role_assignments.user
2 SR ik
id String IAMHEFID,
2 5-323 role_assignments.role
BFR E3id] /1205
id String BBRID
2K 5-324 role_assignments.group
BiR E-Sid] fEiA
id String FF4HID,
£ 5-325 role_assignments.agency
BiR 3] fEiA
id String Z1EID,
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2K 5-326 role_assignments.scope

BR i) fEIA

project RoleProjectAssi | EFIAMITBIFNAYER .
gnmentld
object

domain RoleDomainAs | EF£BRSHFABEREENNER.
signmentld
object

enterprise_project | RoleEnterprise | EFHWIRRBINHIEE .
ProjectAssignm
entld object

2 5-327 role_assignments.scope.project

BR - il R
id String IAMIRHID,

2K 5-328 role_assignments.scope.domain

2R i) R
id String 2FRSEID,

£ 5-329 role_assignments.scope.enterprise_project

B i) R
id String W IREID,
=]
HAEFEINER.

GET https://iam.myhuaweicloud.com/v3.0/OS-PERMISSION/role-assignments?{domain_id}

i Rz 735
KZ588792000 :
BRI
' "role_assignments":{

"group":{
"id":"07609e7eb200250a3f7dc003cb7a4e2d"
b
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"is_inherited":true,
"role":{
"id":"11e5c42d20cc349a2b9e2f8afd253f50c"
h
"scope":{
"domain":{
"id":"d78cbac186b744899480f25bd022f468"
}
}
}

"total_num":1

}
IREHE
R[EE )%
200 BRI
400 ST
401 INIER .
403 RBIRIENIR
BI=0
B2 EIRE.
5.8.4 a9 BIRSPEIAFEANR
INRENA
ZEOTUBTFEERERLBEIRSFHHIRFEANR
ZiEOLAMERA 2B XIFAYENdpointF IE ML X IFAYENdpointiEFE . IAMBYENndpointis
21 WXLRIREDS.
E
R LATEAPI ExplorershiEidiziEO,
URI

GET /v3/domains/{domain_id}/groups/{group_id}/roles

% 5-330 BERE=H

2% = | ¥R 1
domain_id 2 String FBRAEmREKSID, KEAIESL:

RS . IAMAR. IB. AF4A.
Xig. ZENZFHRFID,
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BH—BDINIE

APl &% 5 API
2% =E | BHEE fR
WHik
group_id = String FEFEID, SRENANES I FRENK
S. IAMAR. INB. APA. Xig.
FHERIZFRAID,
IBRSH
Z 5-331 153K Header 3#
8% =% 2% | #k
il
Content-Type | =2 String | IZ=FERABIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | i5iEI<$RE, EFEBEFPHED. BIREE
=1
tokenPTFRAXPRIE S WARZAIR »

N Rz S4L

% 5-332 IR Body B
2% SR ik
links Object RRIHZER
roles Array of BREETIE

objects

< 5-333 links
2% SR fik
self String REHEE
previous String I BRERIRERE
next String T EMERREE
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2% 5-334 roles

2¥ SHE A

domain_id String WBRFTEKSID,

flag String ZBHENfine_grainedid, FRRLAIRARFER
BRIREE .

description_cn | String BPRAIPSHEIAER

catalog String BORFFEERR .

name String EEREZMAIRPRBZTR . N=BRIRFCCSHE

BRAPIPRECCS Userfnamegccs_user,
wEAFBtokend, =IRSBIRIEIZBTRIFIRT

Fﬁ)’—“‘ =aaNRIEE,
description String BURIEAMER o
links Object MR RIHZER
id String BRID
display_name | String BPRBZTR
type String WPRAIEMETC

Lz

o AXFRfEdomainEER.

o XAERTEprojectEER.

o AAFERTEdomainflproject EHER.

o XXFERTEdomainFlprojectEHIFRER.

o BEMERBHNEMERXNRBENAXZEXA, THEE
domainEMproject E#ER (AA) , EETE
domainEfproject BEFARER ( XX ) 0

policy Object NIRRIEAFRRS .
updated_time | String W PREFATE
iRE

UTCHHE, &9 YYYY-MM-DDTHH:mm:ss.ssssssZ ,
HERFORT E#& &0 1S0-8601, #0:
2023-06-28T08:56:33.710000Z ,

created_time | String PR EIERATE .

ol
UTCHYE, %&£ YYYY-MM-DDTHH:mm:ss.ssssssZ,
HHAFNES a8 288 1S0-8601, #0:
2023-06-28T08:56:33.710000Z ,,
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H—BDINIE

5 API

£ 5-335 roles.links

2 S¥R A

self String GAD LIS EINEN 1|

previous String Bi— SRR IR AL .
next String B4R R R L .

< 5-336 roles.policy

B8H BHEE R
Depends Array of ZA PR ERAIANER o
objects
Statement Array of BEES, WMASPRRIERRS
objects
Version String WRARAS .
588

o 1.0: RFMEMNAE, LIRSHHNE, REEIRAY
IRSSTEXAERTEN.

o 1.1: RE&, IAMEFTIRHAI—FHABRIE1ZINATRE
73, ALUSHREIEAIRSHURE. BRURIERE

"%,
2k 5-337 roles.policy.Depends
B SR 15
catalog String BORFFEER R
display_name | String BIRERE o
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2k 5-338 roles.policy.Statement

2% SRR R
Action Array of BN, ENRREANEREENIR. STIFAIEN
strings MESEZ RS (APISE ) b “IUPRFNIER
I)\ 7 E%o
iBE

o &N IRSBAFREEIRE, fI:
vpc:ports:create,

o IRSBBAFTMBIR, Hlilecs. evstlvpcE, IRSE
NSNS, BRERIMRESEANS, BRS
HFEOATS*, THTIeEMENIR.

o HEENRIENZITEENFKEEN, ZFRERN:

"Action": ["lam:agencies:assume"],

Effect String FF. BamM: 21F (Allow ) FliE4
(Deny) , BEBAllowXHBDenyJiStHUEaAT,
BIEDeny{fL5EaIREN .

BESEHE:

e Allow

e Deny

Condition Object REISEF. TRESIBEXSH, 5% IEH
EN R
1588
LAER R BIF A ConditionJaffl: 4452 ( obs:prefix )
FI=#FER (public) F4B%E ( StringEquals)

"Condition": {

"StringEquals": {

"obs:prefix": [
"public"

]

}

}
Resource Array of TR MUENT:
strings iHAE

o TE*MFRER: =, fl: "obs::bucket:*",

o region=FEA*E A ETAIEIAIregion, servicelsiR
FrEBresource BT I Rservice,

o HiZBEENEIENERIEEENKIEHT, 1ZFERHEE
JIO0bject, {EA: "Resource”: {"uri": ["/iam/
agencies/
07805acaba800fdd4fbdc00b8f888c7c" ]}

ISRl
B2 BIRSS TR PR

GET https://iam.myhuaweicloud.com/v3/domains/{domain_id}/groups/{group_id}/roles
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5 API

Nl Mz 73~
RSB 200 A:

15K o
{
"roles": [
{

"domain_id": null,
"flag": "fine_grained",
"description_cn": "EiIlEZEE",
"catalog": "CDN",
"name": "system_all_11",
"description": "Allow Query Domains",
"links": {

"next": null,

"previous": null,

"self": "https://iam.myhuaweicloud.com/v3/roles/db4259cce0ce47¢9903dfdc195eb453b"

%
"id": "db4259cce0ce47¢9903dfdc195eb453b",
"display_name": "CDN Domain Viewer",
"type": "AX",
"policy": {

"Version": "1.1",

"Statement": [

"Action": [
"cdn:configuration:queryDomains",
"cdn:configuration:queryOriginServerinfo",
"cdn:configuration:queryOriginConflnfo",
"cdn:configuration:queryHttpsConf",
"cdn:configuration:queryCacheRule",
"cdn:configuration:queryReferConf",
"cdn:configuration:queryChargeMode",
"cdn:configuration:queryCacheHistoryTask",
"cdn:configuration:querylpAcl”,
"cdn:configuration:queryResponseHeaderList

1
"Effect": "Allow"
}

1
}
}
1
"links": {
"next": null,
"previous": null,

"self": "https://iam.myhuaweicloud.com/v3/domains/d78cbac186b744899480f25bd022f468/groups/

077d71374b8025173f61c003eala11ac/roles"
}
}

) =

REHE R

200 BRI

400 ST

401 TANIESETY

403 IRBIRIEIR

404 REFEN AR -
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5 API

5.8.5 EiFIHIRSSPRIAF AR
)

ThEEN A

ZEOBTFEERESNBRSFIREFESIR.
ZEOTLER£BEXIEAIEndpointFIE M XIFHAIEndpointiAA . IAMAJEndpointis

Ll

2 WXMREDS.
izt
1ZBILATEAPI ExplorerdrifidizizOl.
URI
GET /v3/projects/{project_id}/groups/{group_id}/roles
%+ 5-339 IBIZBH
8% =E | BHEE ik
10435
group_id = String FAR4EID, FKENASESN: HREUK
S. IAMAR. INH. AFPA. Xik.
FHERIZFRFAID,
project_id 2 String IREID, KA XBESN: KKS.
IAMARF. INH. AF4AH. Xig. Fit
RYZFRFID,
IBRSH

2 5-340 153K Header &

e AWk s | EmR
i)

Content-Type | @ String | IZ=FEREIES “application/
json;charset=utf8” ,

X-Auth-Token | 2 String | BIAISHE, FEBFSH . NREE
B,
token A IRIE S WIFAIR
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BH—BDINIE

APl &% 5 API
ID)VE=S5't
7= 5-341 IR Body &%§
2% SR f#iA
links Object RRIHZER
roles Array of MIREEYIE.
objects
& 5-342 links
2% SR fHiA
self String RRHEE
previous String I PEREEE.
next String T EPERREE
% 5-343 roles
2% ST fiA
domain_id String NIRFTEMSID,
flag String ZSHEHfine_grainedid, FRRLRARFEN
=1
description_cn | String BORAIFEINMEE -
catalog String WPRFIEE R
name String RERNE2MHIBPREFR. =B RIRSBCCSHE
BRAFPMPRCCS UserflYnamegccs_user,
T EAPRtokend, =ARSBIRIEIZZTRKFIKT
R 2EBNRGIE .
description String BURERAMEE
links Object PR RREEHEE R .
id String BRID,
display_name | String WPRBFR
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APl &% 5 API
2% SRR fik
type String WPRAYE BT .
588

o AXFEREdomainEET.

o XAFEREprojectEETo

e AAZER7Edomainilproject IR

o XXFKRTEdomainFlproject EHIAE R

o HEMERNERMEXREEAHAXTEXA, FEEE
domainEfprojectZEBER (AA) , BE
domainZEHproject ZEARE R (XX) &

policy Object BTSN
updated_time | String I PREFATIE]
Lz

UTCRT/E, #&=XA YYYY-MM-DDTHH:mm:ss.sss555Z,
HERFNRTEI#AE U208 1S0-8601, #0:
2023-06-28T08:56:33.710000Z,

created_time | String R GIERTE]

WiBA
UTCASE, &P YYYY-MM-DDTHH:mm:ss.ssssssZ ,
HEAFORT [ EBAE 208 1S0-8601, #0:
2023-06-28T08:56:33.710000Z ,

3£ 5-344 roles.links

2% SR 15205

self String RIRSEREIbL

previous String BI— PR IR bl .
next String [E— PR IR L

2R 5-345 roles.policy

2% SHEE it

Depends Array of ZA BRI ERAIANR o
objects

Statement Array of BENES, mASIRRIERARS.
objects
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BH—BDIAIE

APl &% > API
2 SRR iR
Version String BIRIRAES .
WiBA

o 1.0: REMBNAE. LRSHNE, REBIRA
IRSSEXAEBRTEN.

o 1.1: RE8. IAMEFTHRHAI—FHBRIEIZINAYRE
73, AILUEHREIRARIRSAURIE. RRURIBERE

",
& 5-346 roles.policy.Depends
2% SRR fEiA
catalog String WRFAER R
display_name | String WPREFR
2R 5-347 roles.policy.Statement
2¥ S R
Action Array of BIR, 1EXRENERRIENIR . 2018
strings ESEE MRS (APISE ) fb “IURFANFEAR
=
1588
o 18 A: RSBZRIFERELIRE, fi:
vpc.ports:create,
o IRSBNTREIR, Hlilecs. evstlvpcs, IRSE
NZIFNE, BREIMESERING, BKZ
HBEAS*, THRDIILEMENIR,
o HEEMKIEAZTITEEN KIS, ZFBER:
"Action": ["lam:agencies:assume"],
Effect String ER. BEFM: iF (Allow ) FIEL
(Deny) , BEBAllowX B DenyfIERUEGIAT,
BIEDeny{fL5EaIREN .
EUESEHE:
e Allow
e Deny
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APl &%& 5 API
2% SHARTY A
Condition Object REIZE. TRESEXSH, 5% IEB
BN KRS .
iz Ll

LA sRkRfIFfConditionJafl: 24442 (obs:prefix )
F=#FER (public ) FHEE ( StringEquals ) .

"Condition": {

"StringEquals": {

"obs:prefix": [
"public"

1

}

}
Resource Array of HilE. ML
strings =1

o TIE *HAER=: ::, #: "obs::bucket*",

e regionFER s ATAIaIRYregion, servicedssm
F1EHresource/gF Xt Riservice,

o HiZBEENKRBAZITEENKRIENT, ZFERER
JIObject, {EF: "Resource” {"uri": ["/iam/
agencies/
07805acaba800fdd4fbdc00b81888c7c"[}.

isK7pl
EIRE RS FHIRFEIR

GET https://iam.myhuaweicloud.com/v3/projects/{project_id}/groups/{group_id}/roles

i Rz 73~
RAEB 200 B:
BRI
{

"roles": [
{
"domain_id": null,
"flag": "fine_grained",
"description_cn": "M FiE#EIEIRS RIESPR",
"catalog": "AOM",
"name": "system_all_30",
"description": "AOM read only",
"links": {
"next": null,
"previous": null,
"self": "https://iam.myhuaweicloud.com/v3/roles/75cfe22af2b3498d82b655fbb39de498"

"id": "75cfe22af2b3498d82b655fbb39de498",
"display_name": "AOM Viewer",
"type"; "XA",
"policy": {
"Version": "1.1",
"Statement": [

"Action": [
"aom:*:list",
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"aom:*.get",
"apm:*:list",
"apm:*.get"

1,
"Effect": "Allow"
}
1
}
}
1,
"links": {
"next": null,
"previous": null,

"self": "https://iam.myhuaweicloud.com/v3/projects/065a7c66da0010992ff7c0031e5a5e7d/groups/
077d71374b8025173f61c003ealal1ac/roles"

}
}
R[EHE
RENE it
200 BRI
400 ST
401 NI .
403 RBIRIERNIR
404 RIEBNAIEIE
TEEL
7
5.8.6 NP AEEFEBIRSNRE
INRENA
ZEOTUBTERRNBPAETFE2BIRSTIR . SOREFEEIBES: RN
PR o
iZEO LAMERAEBXIFAIEndpointFIE B X itHYEndpointi@E .. IAMBIEndpointi’
20 BRNREDSR.
@it
RE]LATEAPI ExplorershiEidiziEO.,
URI

PUT /v3/domains/{domain_id}/groups/{group_id}/roles/{role_id}
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% 5-348 RIZS#

2% =h | sy R
D5V
domain_id 2 String BFEREKSID, KA ESN:

FEKS. IAMAR. INB. AF4.
Xk, ZFEHZFRFID,

group_id = String FIFPAID, SREXASNES I FRENK
=. IAMARF. INH. BFA. Xik.
RRENBFRFID,

role_id 2 String BPRID, SKENAIBES W : FKEUR
ID,
iRe

MREFELRAPAR T SO0BSIRENR
EXRE, BO3IEREREEAERR
5. XEAME, BEtSHEERN21TBENX
RER, FR2ARIBRINEFRFA.

IERSH
7 5-349 153K Header £
2% mEwI% 28 | R
sem
Content-Type | =2 String | IZ=FERABIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | 1HESHE, EFBFPHEMD. BIREE
=
tokenPT AN PRIE S AR »
D)VE254
7
=Nl
HNAREEFEEREIIR.
PUT https://iam.myhuaweicloud.com/v3/domains/{domain_id}/groups/{group_id}/roles/{role_id}
i 7~ 451
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APl & > API
REHE

R[EE 0%

204 ERRIN .

400 ST,

401 NN

403 SEIRENIR

404 RILEIERAYZR

409 TRz,
BI=0

7

5.8.7 JAPAZIHEIRSZNE
INEENA

ZEOTLATEER NAREETRBRSTIR. SUREFEEBFSN: RSN
PR

iz O] LUERAEBXIFAYEndpointFIE b X iatHYEndpointi@ .. IAMBJEndpointi’

20 WXALERTR.

izt
RA LATEAPI ExplorerdriEidiziEOl,
URI

PUT /v3/projects/{project_id}/groups/{group_id}/roles/{role_id}

% 5-350 BIRSH

2% =E | o%EkE R
Wi
group_id = String FIFR4EID, FKENSiESN: REUK
. IAMBR. IRB. AF4A. XiF.
FENZIRFID,
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BH—BDINIE

APl &% 5 API
2% =E | 5% fiik
project_id = String HARPEFENRIIREID, KA RIES

W: IREKS. IAMAR. 8. AF
H. Xig. EFERIRFRFAID,

BRFRIZINB SHEFPEFIAMBREE

. FEHEBNIAMITE—X.

Ul
NRIGEBLAFEEFES0BSIRIFRIE
EMNREE, SERETEESETHNIRES
EHREEZH “MOS” WIREID, JFAEFERS
FiZIREHIOBSEE N BHE

String BURID, 3RERASES W IREWUR
ID,

i

role_id

IBRESH
2 5-351 153K Header 2%{
e BEWYIk 8% |
Sem
Content-Type | 2 String | IZ=FERNEIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | BIAISHE, FEBFSH . NRFEE
=W
tokenFrEEINPRIES DIAUR o
=S
7
1=
HEBFEFEFIRE RS
PUT https://iam.myhuaweicloud.com/v3/projects/{project_id}/groups/{group_id}/roles/{role_id}
i Rz~ 5
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H—BDINIE

APl & > API
IREHE

IR[EHE R

204 AN

400 ST

401 TAIERML

403 IERIENR

404 REKEENAEIR

409 RIREPR,
$HI=AS

7

5.8.8 B AHEERBHE 2 BIRSZINE

ZEORUATFEERERAREHRSREEBRSIR

1%;:D‘JLM§H§%%IZi;EE’JEndpomtiFlII Lt X1 AYEndpointiE A .

2 WXL IREDS.

1ZALATEAPI ExplorerdrifEiftiziEzOl,

URI

HEAD /v3/domains/{domain_id}/groups/{group_id}/roles/{role_id}

% 5-352 IRIZSH

IAMBYENdpointis

2H = SR A

domain_id = String BRHEREKSID, KEARIESN:
KIS . IAMAF. IHEH. AFP4E.
Xig. ZHEHZFRFID,

group_id 2 String FIFPEID, SKENANBES I FRENK
%\ IAMmP\ IﬁE\ m):léﬂs Eﬁ\
RFERIZFRFOID,

role_id 2 String BURID, SRERGXIESN: KEUWR
ID,
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F—EBINE
AP &% 5 AP

IERSH

2 5-353 i53K Header 2

8% BER W% 2% | A
i)
Content-Type | =2 String | iZ=FERABIES “application/
json;charset=utf8”
X-Auth-Token | 2 String | 1HE$HE, EFEBFPHEMD. BIREE

SN0

tokenPfrFEAX RIS S R .

[ e
7
(=R %N
BOAFARSIHEEBERSNR.
HEAD https://iam.myhuaweicloud.com/v3/domains/{domain_id}/groups/{group_id}/roles/{role_id}
N Rz 7=
x
REE
IR[EHE )%
204 'K, (BBEENR)
400 BTN
401 TNIERL
403 IZBBRIFIR
404 REKEENEIR
FEIRtg
¥
5.8.9 EIAHFHEEHBIEIRSZNIR
ThEeN 48

ZEOFLUATEERENAFREHRESREERSR,
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F—EDINE
AP &% 5 AP

ZEOTLUERE R XIFAIEndpointFIE tXIERIENdpointiBFE . IAMBJENdpointid
S WMRMBRDR.

U
ZAJLATEAPI ExplorerdiiiziE
URI
HEAD /v3/projects/{project_id}/groups/{group_id}/roles/{role_id}
#+ 5-354 IR1ZBH
Ed 2 | %R fER
Wik
group_id = String FIFEID, SRENAES I FRENK
S. IAMARF. InB. AFPA. Xi.
FREMNZFRFAID,
project_id 2 String IREID, FKENAXEEN: KEKS.
IAMAERF. INH. AF4AE. Kig. Fit
H9RFRFIID
role_id 2 String BPRID, SRENSIBESW: TREUWNR
ID,
IBREH
2 5-355 153K Header 2%{
8% BE W% 8% | R
i)
Content-Type | @ String | iZ=FERNEIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | ihiEI<$hE, EEBFPHSMD. XREE
B,
tokenFT BN RIES WIEHIR
V254
7
=8l

ENAFARSRERERSTIR.

HEAD https://iam.myhuaweicloud.com/v3/projects/{project_id}/groups/{group_id}/roles/{role_id}
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H—BDINIE

APl &% 5 API
Nl Mz 73~
7
IR[EHE
REIE ik
204 ', (BEREENR)
400 ST,
401 INIESE .
403 RBERIESUR
404 FEFBNAETR
EI=g
7

5.8.10 EIAHFPARNFFEIBIRESIZE

ThREN A

iZEO L AT EERENRAFEMEIERSIRYIZER .

ZiEOn LAME A2 B XIFAYENdpointF IE ML X IFAYENdpointiEFE . IAMBYENndpointis
20 WXL IETR.

i

1ZBILATEAPI ExplorerdrifidizizOl.

URI

GET /v3/OS-INHERIT/domains/{domain_id}/groups/{group_id}/roles/
inherited_to_projects

% 5-356 RIS

28 BE W% SRR ik

domain_id = String WKSID, FKEVGNIESW: FKEL
S, IAMARF. IE. BF
H, Xig. ZENOZ[FRAID,

group_id 2 String FFLEID, KA BEEN: K
Bk=S. IAMEBF. Ii8. AF
. Xig. ZENZ[FRAID,
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BH—BDIAIE

APl &% 5 API
RS
% 5-357 i53K Header 2%
8% BEVE | SEEE 1k
X-Auth-Token | @ String & Security AdministratoriX
PRAEYtoken,
IR S
RZESF9 200 B
% 5-358 Mg Body 2%
2 SR A
links object RRIHZER
roles Array of ST EISEIE S
objects
total_number | Integer EEASHIFEdomain_idit, REIBE N FHE

ISt

£ 5-359 RoleResult

2% SR fHiA

domain_id String WRFTEMKSID,

flag String ZBHENfine_grainedid, FRRLABIRARFERN
BEHIREE .

description_cn | String BURRYPHEIAEE .

catalog String PIRFIEER

name String IR . EHEAFKtokend, =IRZIRIEIZE
RRFIETFA P 2 A B NXRGIE

description String BPRHERMER

links object MR RRIHZER

id String BRID

display_name | String BRI -
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BH—BDIAIE

APl &% 5 API
2% SRR fik
type String WPRAYE BT .
588

o AXFEREdomainEET.

o XAFEREprojectEETo

o AAFERTEdomainfiproject IRz

o XXFKRTEdomainFlproject EHIAE R

o BEMERHBHETMERNRBENAXTEXA, TEE

domainEfprojectZEBER (AA) , BE
domainZEHproject ZEARE R (XX) &

policy object BTSN
updated_time | String I PREFATIE]
Lz

UTCRT/E, #&=XA YYYY-MM-DDTHH:mm:ss.sss555Z,
HERFNRTEI#AE U208 1S0-8601, #0:
2023-06-28T08:56:33.710000Z,

created_time | String R GIERTE]

WiBA
UTCASE, &P YYYY-MM-DDTHH:mm:ss.ssssssZ ,
HEAFORT [ EBAE 208 1S0-8601, #0:
2023-06-28T08:56:33.710000Z ,

% 5-360 Links
2% SR 15205
self String RIRSEREIbL
previous String BI— PR IR bl .
next String [E— PR IR L

2 5-361 RolePolicy

2% SHEE it

Depends Array of ZA BRI ERAIANR o
objects

Statement Array of BENES, mASIRRIERARS.
objects
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BH—BDIAIE

APl &% > API
2 SRR iR
Version String BIRIRAES .
WiBA

o 1.0: REMBNAE. LRSHNE, REBIRA
IRSSEXAEBRTEN.

o 1.1: RE8. IAMEFTHRHAI—FHBRIEIZINAYRE
73, AILUEHREIRARIRSAURIE. RRURIBERE

L=
£ 5-362 PolicyDepends
2% SRR iR
catalog String WRFAER R
display_name | String WIRERE o
2 5-363 PolicyStatement
e e e RhR
Action Array of BIR, 1EXRENERRIENIR . 2018
strings INESEZ RS (APISE ) tb “IUPRFNIEX
I B,
iz Ll
o & RBZEREERE, HI:
vpc:ports:create
o IRSBNTREIR, Hlilecs. evstlvpcs, IRSE
NN, ZREERIIMESEXRNNG, Bk
HBhGS*, THESIIEEPENIN,
o HETEMERIAZITEENERIEN, ZFRERN:
"Action": ["lam:agencies:assume"],
Effect String ER. BEFM: iF (Allow ) FIEL
(Deny ) , BEBAllowXHBDenyAJEHUEDAT,
BIEDeny{fL5EaIREN .
KEME:
e Allow
e Deny
SCHEhRA 49 (2022-06-20) WRIXERE © LR ARBIRAT 232




H—BDINIE

APl &%& 5 API
2% SHARTY A
Condition Object REIZE. TRESEXSH, 5% IEB
BN KRS .
iz Ll

LA sRkRfIFfConditionJafl: 24442 (obs:prefix )
F=#FER (public ) FHEE ( StringEquals ) .

"Condition": {

"StringEquals": {

"obs:prefix": [
"public"

1

}

}
Resource Array of HilE. ML
strings =1

o TIE *HAER=: ::, #: "obs::bucket*",

e regionFER s ATAIaIRYregion, servicedssm
F1EHresource/gF Xt Riservice,

o HiZBEENKRBAZITEENKRIENT, ZFERER
JIObject, {EF: "Resource” {"uri": ["/iam/
agencies/
07805acaba800fdd4fbdc00b81888c7c"[}.

isK7pl
B ANFTEREURTIE.

GET https://iam.myhuaweicloud.com/v3/OS-INHERIT/domains/{domain_id}/groups/{group_id}/roles/
inherited_to_projects

N Rz 7751
RAEB: 200
BRI

"roles" : [ {
"domain_id" : null,
"description_cn" : "IEiEIIEIRSS (VSS) BIER, WEIZRS FTHIFRAIR",
"catalog" : "VulnScan",
"name" : "wscn_adm",
"description" : "Vulnerability Scan Service administrator of tasks and reports.",
"links" : {
"next" : null,
"previous" : null,
"self" : "https://iam.myhuaweicloud.com/v3/roles/0af84c1502f447fa9c2fa18083fbb..."
%
"id" : "0af84c1502f447fa9c2fa18083fbb...",
"display_name" : "VSS Administrator",
"type" : "XA",
"policy" : {
"Version" : "1.0",
"Statement" : [ {
"Action" : [ "WebScan:**" ],
"Effect" : "Allow"
11
"Depends" : [ {
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F—EAINIE
AP &% 5 AP

"catalog" : "BASE",
"display_name" : "Server Administrator"
WA
"catalog" : "BASE",
"display_name" : "Tenant Guest"
1]
}
h o
"domain_id" : null,
"flag" : "fine_grained",
"description_cn" : "S55 |1 ERSZEERIR",
"catalog" : "CSE",
"name" : "system_all_34",
"description" : "All permissions of CSE service.",
"links" : {
"next" : null,
"previous" : null,
"self" : "https://iam.myhuaweicloud.com/v3/roles/Ob5ea44ebdc64a24a9¢372b2317f7..."
L
"id" : "Ob5ea44ebdc64a24a9c372b2317f7...",
"display_name" : "CSE Admin",
"type" : "XA",
"policy" : {
"Version" : "1.1",
"Statement" : [ {
"Action" : [ "cse:**", "ecs**", "evsi¥*!, "vpct*! ],
"Effect" : "Allow"
1]
}
11
"links" : {
"next" : null,
"previous" : null,
"self" : "https://iam.myhuaweicloud.com/v3/roles"

}
}
RS
REE 5%
200 BB
401 NESR
403 SBEIRERIR .
=g
B2 EIRB.
5.8.11 EiOAFA =R IHEREIMBEENR
INRENA

ZEORUATFEERENAFPHESREMEMBEENR,

ZiEOLAME A2 B XIFAYENdpointF lE L X IFAYENdpointiE . IAMBYENndpointis
21 WXALRIEDSR.
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BH—BDINIE

AP| &% 5 API
A
1 B] LAFEAPI ExplorershifFiriziz .
URI
HEAD /v3/OS-INHERIT/domains/{domain_id}/groups/{group_id}/roles/{role_id}/
inherited_to_projects
% 5-364 IR12B#
B8H =AWk BHER R
domain_id = String BREFFEWSID, RENGIE
20: FEKS. IAMAR. I
B. AFPH. XiE. EFEHN[FR
D,
group_id 2 String FFLEID, KB BEEN: K
kS . IAMER. INH. AF
fH. Xig. FZHERILZFRFNID,
role_id 2 String WPRID, 3RENGiBESM: TKEY
WS, IAMABF ., TH, P
(H. Xif. ZHERIZFRFOID,
IBREH
2K 5-365 153K Header 2§
2H BRIk SR fHR
X-Auth-Token | 2 String & Security AdministratoriX
PRAYtoken,
RS %L
7o
=GNl
BiAPAHEAREFRBEIMEIEENR.
HEAD https://iam.myhuaweicloud.com/v3/OS-INHERIT/domains/{domain_id}/groups/{group_id}/roles/
{role_id}/inherited_to_projects
M 7~ 5

p
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H—BDINIE

AP| &% 5 AP
RS

RSB 0%

204 E=FRIN .

401 TNESRM

403 SEIRERIR .

404 RILEIER IR
HI=g

B2 EIRE.

5.8.12 BIRAPARFFEINEIRBIR

ThRENA

ZEOU L AT EERBRAPENFEIRERSIR .

ZiEOn LAMERA 2B XIFAYEndpointFIE M X IFAYENdpointiEFE . IAMBYEndpointis
20 WXL REDS.

i

1ZA LATEAPI ExplorerdrifEiftizizOl,

URI

DELETE /v3/OS-INHERIT/domains/{domain_id}/groups/{group_id}/roles/{role_id}/
inherited_to_projects

% 5-366 RIZSH

2% =Rk SHER RHR

domain_id = String FFREFREKSID, KBNS IE
20: KBRS . IAMAR. I
B. BAFA. XiE. EEH[R
D,

group_id 2 String FFEID, KA BEEN: K
BIKS. IAMEBPR. 8. AF
$H. Xif. ZIEHZFRFIID,

role_id 2 String WERID, KENAIESW: FKEY
WS, IAMARF. IiE. AR
$H. Xif. ZIEHZFRFID,
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F—EBINE
AP &% 5 AP

IERSH

K 5-367 153K Header 2#

28 =W SRR fEid
X-Auth-Token | 2 String B Security Administratoril
PRAYtoken,
D)2
7

SRR
B AP AR IR B RS IR o

DELETE https://iam.myhuaweicloud.com/v3/OS-INHERIT/domains/{domain_id}/groups/{group_id}/roles/
{role_id}/inherited_to_projects

N Rz73~ 451
RESMB: 403

=P Si57 3N
o A1
{

"error_code" : "IAM.0002",
"error_msg" : "You are not authorized to perform the requested action."

}

o ffl2
{
"error_code" : "IAM.0003",

"error_msg" : "Policy doesn't allow % (actions)s to be performed."

}
KRG 500
Internal Server Error
{

"error_code" : "IAM.0006",
"error_msg" : "An unexpected error prevented the server from fulfilling your request."

}
RS
IR[EHE R
204 =R
401 TNIESETY
403 TBERAIZIN
404 REEENZIR
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H—BDINIE

APl &% 5 API
REE ik
500 I*_IDBHE?U Elaao
S
5= WHEIRG .

5.8.13 BFRFHEHIIZBIRSIR

TORES TR

ZEOT L AT EERBRAPENZBRSTR.

1%;:DTLM§FH@%EiIEEI’JEndpomt%I] L fth Xt AYENdpointiEFE .

20 MXFRETE

i

R LATEAPI ExplorershiEidiziEO.,

URI

DELETE /v3/domains/{domain_id}/groups/{group_id}/roles/{role_id}

% 5-368 BI2SH

IAMBYEndpointis

¥ 2 | % )%
D23V

domain_id = String BRAEmREKSID, KEAGIBESR:
REWS . IAMBF. IE. BAF4A.
Xigt. ZIEHNB[FRFID.

group_id = String FIF4EID, FKENSiESN: REUK
=. IAMAR. IRB. AFPA. Xig.
EHENBFRFID,

role_id 2 String BPRID, SRENGIBESW: TKEUWR
ID,
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F—ERINE
APl &% 5 AP

IERSH

K 5-369 153K Header 2

8% BER W% 2 |k
-3t
Content-Type | =2 String | IZ=FERABIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | BA1SHE, FEEBAFPNSER . NREE
S
tokenFT AN PRIE S AR »

[ e
7
(=R %N
BrAPANEBERSINR .
DELETE https://iam.myhuaweicloud.com/v3/domains/{domain_id}/groups/{group_id}/roles/{role_id}
N oz 7=
%
REE
IR[EHE )%
204 PRI
400 SHTN.
401 TNIERL
403 IZBBRIFIR
404 REKEENEIR .
FEIRtg
7
5.8.14 BBIRAFAHNINE RS
ThEEN 4R

ZZEO L AT EERBRAFPENRERSR .
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F—EBINE
AP &% 5 AP

ZEOTLUERE R XIFAIEndpointFIE tXIERIENdpointiBFE . IAMBJENdpointid
S WMRMBRDR.

U
ZAJLATEAPI ExplorerdiiiziE
URI
DELETE /v3/projects/{project_id}/groups/{group_id}/roles/{role_id}
% 5-370 IRESH
Ed 2 | %R fER
Wik
group_id = String FIFEID, SRENAES I FRENK
S. IAMARF. InB. AFPA. Xi.
FREMNZFRFAID,
project_id 2 String IREID, FKENAXEEN: KEKS.
IAMAF. IIB. AFP4A. XiE. £t
RORFRFOID
role_id 2 String BPRID, SRENSIBESW: TREUWNR
ID,
IBREH
% 5-371 153K Header 2
8% BE W% 8% | R
i)
Content-Type | @ String | iZ=FERNEIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | ihiEI<$hE, EEBFPHSMD. XREE
B
tokenFT BN RIES WIEHIR
V254
7
=8l

PR P HEAVINE RSIUR -

DELETE https://iam.myhuaweicloud.com/v3/projects/{project_id}/groups/{group_id}/roles/{role_id}
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BH—BDINIE

APl &% 5 API
Nl Mz 73~
¥
R[EHE
REIE )%
204 FEBRAYIN
400 ST
401 INIESE .
403 RBEIRERUR
404 RILEIERAYZIR
S
¥
5.8.15 JHAFABZEFFrEINEIRFZINR
INRENA

ZEOTLBATFEER NAFRAETIEMERSNIR, REFEESEEBRS
MFTBIAMIE .

ZE O LAMEREBXIFAIEndpointFIE B X idtAYEndpointi@E .. IAMBIEndpointi’
sl HXNRHETR.

it
RE]LATEAPI ExplorerdifEidiziE.
URI

PUT /v3/OS-INHERIT/domains/{domain_id}/groups/{group_id}/roles/{role_id}/
inherited_to_projects

% 5-372 BIESH

2% =R | s¥Ey R
DAV
domain_id = String FBFRAEmREKSID, REAGBESR:

RIS, IAMAF. 8. AP4E.
Xig. EFERIZFRFID.
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BH—BDINIE

APl &% 5 API
2% =E | BHEE fR
group_id = String FIFR4EID, FKENSXiESN: TREUK
S. IAMAR. INB. APA. Xig.
FHENZTRFID,
role_id 2 String BPRID, IRENSIBESN: KEUWR
ID,
IBREH
2 5-373 153K Header 2#
2% =A%k 2% | ik
e
Content-Type | @ String | IZ=FERIBIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | BIASHE, FEBAFPNSM . PIEHE
B,
tokenFrEEiXfRIES ISR
e
7
=]
HRAPEEFERBEIERSINR
PUT https://iam.myhuaweicloud.com/v3/OS-INHERIT/domains/{domain_id}/groups/{group_id}/roles/
{role_id}/inherited_to_projects
i Rz~ 5
7
IR[EE

IR[EHE R

204 AT
400 SHIH .

401 IAIER .

403 IRBERIEINR
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BH—BDINIE

APl & > API
REHE R
404 RKENERAVER o

5.9 HEM RIS
5.9.1 TAEENXFRIZSIZE

INEEN4A
ZEOTUBTFEEREIEENKIESIE.
ZEOTLMEREBE XIFAIEndpointFIE X igtHIEndpointiB A . IAMAJEndpointid
2N WRILIRP R
it
RE]LATEAPI ExplorershiEidiziE0.,
URI
GET /v3.0/OS-ROLE/roles
2 5-374 Query 2#{
2% =8 |2#% | @R
Wik | 28
page & Integ | DIREEIEIENRE, EHERN. TES
er per_page[@iiEE .
per_page | & Integ | HINEARTERAEIENE, BUESEES[1,300]. &
er FE5page@itFE.
RS

2 5-375 153K Header 2#{

28 = | 2% Bk
Wik | 5B
Content- | 2 String | iZ=FERABIES “application/json;charset=utf8” ,
Type
X-Auth- = String | 1AIAI<HE, EBAPBMD. NREFEEE.
Token tokenFr AN BRIES IISAIR .
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BH—BDINIE

APlI &%

5 API

MR SEL

& 5-376 i Body %4

2% SR | ik
links Object REEHEER .
roles Array of | BEMKIKEREIIER.
objects
total_nu | Integer RO B E M RIEHI SR RE
mber
% 5-377 links
2% SR | R
self String RIS
previous | String BI— SRR R aE R A
next String [E—eBIER IR bE

2% 5-378 roles

2H SHERR | ik

domain_i | String BEMXRIEFEKRSID,

d

references | Integer BENKRIERIS I FRIRE

updated_t | String BE X R EFATE

ime iR
UTCRY7E), #&=A YYYY-MM-DDTHH:mm:ss.ssssssZ, HERFIRT
(BT 288 1S0-8601, ¥1: 2023-06-28T08:56:33.710000Z,

created_ti | String EhYES - EESNER

me i5BA
UTCHTE], %=L YYYY-MM-DDTHH:mm:ss.ssssssZ, HEBFORT
B2 28 1S0-8601, #0: 2023-06-28T08:56:33.710000Z

descriptio | String BE M REHNPIHERES .

n_cn

catalog String BENRERERSR.

name String ERIE =

descriptio | String BEMRIEIEREE,

n
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F—ERINE
AP &%

5 API
2% ST | WA
links Object BEMREHNEEEHEES..
id String BEMNKEEID,
display_n | String BENRBERSZ.
ame
type String BENXRIEIETMER .
i8R
e AX: 2BBRS.
o XA: XIFRINE.
o BEMFEHBHNERNMEXNREENAXTHEXA, FeEENERER
SHMXIFRIMEER (AA) , FEELBRSNXIFRINE
EARER (XX) -
policy Object BEMEKEHNERARS.

2% 5-379 roles.links

B8H SHERE | ik
self String RIRGEERL
2k 5-380 roles.policy
2% SHSER | ER
Version String WPRRAS
i8R
o 1.0: EZFMENAC. LIRS HE, 1REERIRSEX
AERTFEN.
o 1.1: &, IAMRHIRMHRI—FhAER EIZANAYEES, AILAGE
THEIEARSAMRE. BREURIGKREHE,
Statemen | Array of | EGET, WIABENEKIENEARARAS, FEBEHE81 .
t objects

MAERRZAN 49 (2022-06-20)

WRIERE © HERRARBIRAT

245



H—BDINIE

APl &%& 5 API
2k 5-381 roles.policy.Statement
B8H SHEEE | ER
Action Array of | IR, 1IEXTERAIEMIRIENIR . SFRNINIESE
strings E=RE (APISE ) b “IRFENIR” &5,
jizL:ld
o BN IRSZZFEBLIRIE, #: vpcports.create,
o REBBAF=MBIR, Bltllecs. evstlivpcE, IRSBBINZTIFN
5, BEFEIMBMELEANE, EXZIGERGS, £5
DY ERIENIR
o HEENFEAHZILEENRIE, ZFREN: "Action”:
["fam.agencies:assume"],
Effect String ERB. BamM: 1F (Allow ) F1#E4 (Deny ) , BXE
AllowX B DenyfUEHUETRT, BfEDenyL5EHIER
Condition | Map<Stri | [REIZME. THREZSHEXSH, B2%: EATENEK
ng,Map<S | B,
tring,Arra | jsg8
y<String> LUk BIsRA9ConditionJafil: {45 (obs:prefix ) 1= RFER
>> ( public ) 8% ( StringEquals) o
"Condition": {
"StringEquals": {
"obs:prefix": [
"public"
1
}
}
Resource | Array of HiE, HINENT:
strings =Ll
o TIE*WAER: =, ffl: "obs::bucket:*",
o regionFE I el AIiAEIregion, servicelRfFTER
resource/g FXIMservice,
o HZBENKIAFTITEENKIERT, 1ZFERZEEIN0bject,
{&J9: "Resource™ {"uri": ["/iam/agencies/
07805acaba800fdd4fbdc00b8f888c7c"]}-
=GNl
BEiIEENKIBIIER,

Rz~

GET https://iam.myhuaweicloud.com/v3.0/OS-ROLE/roles

JRZSF5J9 200 A

53R
{

"roles" : [ {

"domain_id" : "d78cbac186b744899480f25bd022f...",
"updated_time" : "1579229246886",
"created_time" : "1579229246886",
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F—EBINE
AP &% 5 AP

"description_cn" : "FA3ZEIA",
"catalog" : "CUSTOMED",
"name" : "custom_d78cbac186b744899480f25bd022f468_1",
"description" : "IAMDescription",
"links" : {
"self" : "https://iam.myhuaweicloud.com/v3/roles/93879fd90f1046f69e6e0b31c94d2..."

L
"id" : "93879fd90f1046f69e6e0b31c94d2...",
"display_name" : "IAMCloudServicePolicy",
"type" : "AX",
"policy" : {
"Version" : "1.1",
"Statement" : [ {
"Condition" : {
"StringStartWith" : {
"g:ProjectName" : [ "cn-north-1" ]
}
h
"Action" : [ "obs:bucket:GetBucketAcl" ],
"Resource" : [ "obs:**:bucket:*" ],
"Effect" : "Allow"
1]
}
Lo
"domain_id" : "d78cbac186b744899480f25bd022f...",
"updated_time" : "1579229242358",
"created_time" : "1579229242358",
"description_cn" : "FA3EIA",
"catalog" : "CUSTOMED",
"name" : "custom_d78cbac186b744899480f25bd022f468_0",
"description" : "IAMDescription",
"links" : {
"self" : "https://iam.myhuaweicloud.com/v3/roles/f67224e84dc849ab954ce29fb4f47..."

B
"id" : "f67224e84dc849ab954ce29fbaf473...",
"display_name" : "IAMAgencyPolicy",
"type" : "AX",
"policy" : {
"Version" : "1.1",
"Statement" : [ {
"Action" : [ "iam:agencies:assume" ],
"Resource" : {
"uri" : [ "/iam/agencies/07805acaba800fdd4fbdcO0b8f888..." ]
h
"Effect" : "Allow"
3]
}
11
"links" : {
"next" : null,
"previous" : null,

"self" : "https://iam.myhuaweicloud.com/v3/roles?’domain_id=d78cbac186b744899480f25bd022f...

%
"total_number" : 300
}

R[EE

IR[EHE R

200 =R
400 ST

401 TNIESETY
403 IRBERIEINR
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F—EBINE
AP &% 5 AP

REHE fifik

500 mnBHEjj ElliEo
BI=hg
7c
5.9.2 I BEMRIEIFIE
INEEN A
ZEOUBTFEEREIEE N KIEFE.
ZEOTLMEREBE XIFAYEndpointFIE B XigtAYENndpointi@ A . IAMBJEndpointii
2N WXILIRT R,
i
1 e] LAFEAPI ExplorerdhifFiizizE .
URI
GET /v3.0/OS-ROLE/roles/{role_id}
3% 5-382 BIZSH
2H = SHEE 3%
WA
role_id = String FEIINBENKREEID, KEARIES
W: BENSRIID,
BRkESH

K 5-383 i53K Header 2

2% =A% 2% | #r
St
Content-Type | =2 String | iZ=FERABIES “application/
json;charset=utf8”
X-Auth-Token | 2 String | 15iT<$hE, FEEBPIBD . BUREE

SN0

tokenPErFHEAX RIS S RN .
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BH—BDINIE

APl &% 5 API
R3S
3 5-384 AL Body %L
2¥ SR iz
role Object BEMNRIEER .
& 5-385 role
8% SHRT R
domain_id String BENXRIEMEWSID,
references Integer BEMRIEHIS | FIRE .
updated_time | String BE X RIEEFATE .
588
UTCAYE], #&ZLH YYYY-MM-DDTHH:mm:ss.ssssssZ,
HERFNAYEIBM&TUSHR 1S0-8601, 4N:
2023-06-28T08:56:33.710000Z ,
created_time | String BE M REECIZERTE)
iRE
UTCRTE], %=L YYYY-MM-DDTHH:mm:ss.555555Z ,
HERFNRTIE)EAE VS ER 1S0-8601, UN:
2023-06-28T08:56:33.710000Z ,
description_cn | String BE M RIEHPIHERES. .
catalog String BEMKRERERR.
name String BENRIESE
description String BE M RIEIHAMER .
links Object BE N RN EREEER.
id String BE X KHI&ID,
display_name | String BENRBRERE
type String BEMREEHIETRRR
588
o AX: £BBRS.
o XA: XIZKIMH.
o HEMEBHNETMERXFEENAXTEXA, FeeEA
EERBRSTIKIGRIMEER (AA) , HEETES
IRSBFIXIFRIMBEARER (XX) -
policy Object BEMNREBIIERRSE,
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BH—BDIAIE

5 API

2% 5-386 role.links

el SR R
self String GAD LIS EINEN 1|
2 5-387 role.policy
2% SHE it
Version String RARAS .
iz kil
e 1.0: RRFTMENAE. LIRSHHNE, 12HERA
IRBHEXBERTFIEN.
o 1.1: K&, IAMGRHATIRHA—FheBr EIFINAYRE
11, ATLUEHEIEAIRSSATERE. RIRUMIEREE
HE,
Statement Array of BENET, mABENXKIENEARS, F8id8
objects ™o

2k 5-388 role.policy.Statement

2%

SHE

ik

Action

Array of
strings

BRI, ENERERRIIERRERIR. SIFAIRN
TESEERMRS (APIZSE )  “IIRAHER

In” |1,
izl

o &N IRBZFFRSEEVIRIE, fl:
vpc.ports:create,

o IRSBBAFTMBIR, Blilecs. evstlvpcE, IRSE
NZIRNE, BRERIMREREANS, BRY
HEEMAS*, TEDYLIBIUIR.

o HBEENKRBAZIEEENKRIEN, ZFREN:

"Action": ["fam:agencies:assume"],

Effect

String

EF. B&mM: fiF (Allow ) FNiE4E
(Deny) , EXBAllowX B DenyRUZIUEGIAT,
BIEDeny{fL5EaIREN .

BESEHE:

e Allow

e Deny
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F—EBINE
AP &% 5 AP

SH SHRE g

Condition Map<String M | [RFIZMH. THREZIEXSH, 55%: BER
ap<String,Arr | EEXEEHE

ay<String>>> | ;upg

LA sRkRfIFEConditionJafl: 4442 (obs:prefix )
=5 (public ) 18 (StringEquals )

"Condition": {

"StringEquals": {

"obs:prefix": [
"public"

1

}

}
Resource Array of HilE. ML
strings =1

o TIE *HAER=: ::, #: "obs::bucket*",

e regionFER s ATAIaIRYregion, servicedssm
F1EHresource/gF Xt Riservice,

o HiZBEENKRBAZITEENKRIENT, ZFERER
JIObject, {EF: "Resource” {"uri": ["/iam/
agencies/
07805acaba800fdd4fbdc00b81888c7c"[}.

BERTH
BTN RIEFE.

GET https://iam.myhuaweicloud.com/v3.0/OS-ROLE/roles/{role_id}

N Rz 77~
RAHB 200 B:
R
{

"role": {
"domain_id": "d78cbac186b744899480f25bd02...",
"references": 0,
"description_cn": "FR3Z{EIA",
"catalog": "CUSTOMED",
"name": "custom_d78cbac186b744899480f25bd022f468_11",
"description": "IAMDescription",
"links": {
"self": "https://iam.myhuaweicloud.com/v3/roles/a24a71dcc41f4da989c2a1c900b52d1a"

"id": "a24a71dcc41f4da989c2a1c900b52d1a",
"display_name": "IAMCloudServicePolicy",
"type"; "AX",
"policy": {

"Version": "1.1",

"Statement": [

"Condition": {
"StringStartWith": {
"g:ProjectName": [
"cn-north-1"

]
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BH—BDINIE

AP| &% 5 API
}
by
"Action": [
"obs:bucket:GetBucketAcl"
‘]"Resource": [
"obs:**:bucket:*"
Effect """ Allow"
}
1
}
}
}
R[EE
REHE iR
200 BRI
400 ST
401 INIERML
403 S BEREINR .
500 WMBHEjj Elaao
e
7
5.9.3 SIE=IRF B ENX R
IHEENA
ZEOVUBTEERAIERRSBEN R,
1%;&]_]1«1@}5@@%EHE’JEndeInt*D Lt XIFAIEndpointiAA . IAMAJEndpointis
2N WXHLIETR
U5
RE]LATEAPI ExplorershiEidiziEO,
URI

POST /v3.0/OS-ROLE/roles
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F—EBINE
AP &% 5 AP

IERSH

3£ 5-389 &K Header &%

8% BE W% 8% | ik
il
Content-Type | =2 String | IZ=FERABIES “application/
json;charset=utf8”
X-Auth-Token | 2 String | EA1SHE, EEEFPHNSM . NREE

SN0

tokenPEr X PRISS R .

% 5-390 153K Body 2%

2% 2E | 5T ik
WA
role =2 Object BEMXRKIEER.
2 5-391 role
2% =8 | HEen R
WA
display_name | @ String HEMKRERTRSZ .
type 2 String BE M REIEREE .
o £FARS: AX
o [XIFRINE: XA
BE X RN ETMER REEHAXEE
XA, FeERIINEL2BRSHIXIFKINE
4 (AA) , HETELERSIIXIER
INE&EARER (XX)
%8R
o WNREBFEELAFEETEEO0BSIEIFRY
EIEM?EFH%, BORICIRIEREEALE
« KRN, HithSHERN2
QEI'E)Z%E%, 2 R EEF P
—\EO
o NREF/IMESCEE, #BINOBSHENER
EPAEG S EMRIRS NI
description 2 String BEMXREBHERAEE
description_cn | & String ERIES e E =
policy = Object BENXRBHNEARRS
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F—EDINE
AP &%

5 API

2K 5-392 role.policy

2% =h | s¥En R
whik
Version =2 String BIRMRAS, CIZEBENKIEN, Z=F
EBEEN “117 .
izl
o 1.0: ZEZAMENRAE. LIRS IHE,
REERNRSIEXAERTEN.
o 1.1: HEE, IAMERIIRHA—FhdmrIERE
EYEES, TATLABEHIREIBRIRSSAVIRIE.
BRLUREREHE,
Statement = Array of BRGES, WMABEMNREINEARRA
objects B

& 5-393 role.policy.Statement

2H

= | 2EsE
Wi

ik

Action

=

= Array of
strings

BRI, EXNRFERNERRERIR. 32
FRRININSESE SRS (APISE )
B BPRFFENIR” E .

15288

o BXA: RSB RIREERIE, B
vpcports:create

o [RBBNFMBIR, Hlilecs. evsFlvpc
ZE, RESIFNE ., BIRZEEFNER
ERBXNG, BXRZIFEERMASY, T
ED5LERBNIR

o —/EAENZMRErole.policy.Statement
fEENE A IBRRSNEERSH
action, BERSNIRMEFCEIESE:
RGRUR -

Effect

String

i

EF. B&mH: AiF (Allow ) FNiE4E
(Deny) , EXBAlowXEDenyI#EY
EQRT, BEDenyAEHIER

BEEH:
e Allow

e Deny
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BH—BDIAIE

APl &% 5 API
2H 28 | ¥R )
Wik
Condition B Map<String M | [RHIFMA. TRESIEXSH, 55
ap<String, Arr | &: BCBEBEEMNEE.
ay<string>>> | jxgg
LA SRR FIFRIConditionJaffl: {42
(obs:prefix ) fF1=2f5&R ( public ) TS
( StringEquals ) o
"Condition": {
"StringEquals": {
"obs:prefix": [
"public"
1
}
}
Resource & Array of iR, MU0
strings =T
o TNE * A =, fl:
"obs::bucket:*",
o regionFE S AP AAIEIAregion,
servicelhEE Hresource/@ FXI i
service,
V254
% 5-394 IR Body £3
2% SR A
role Object BEMEKIEER .
2 5-395 role
2H SRR iR
catalog String BEMKEREER.
display_name | String BENRIEERE
description String BEMRIEHIEIAEE .
links Object BE MR EEEHEZES..
policy Object BEMREHEFRRS
description_cn | String BE M RIEHPIHERES. .
domain_id String BEMNKIEEFAEKSID,
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BH—BDINIE

APl & > API
el S R
type String BE M RS ERER .
A8

o AX: £2BRS.
o XA: XIZKZINH.,

o BEMREBRIETMELHBENAXSEXA, FEERRT
AERRSTKFFMELEN (AA) , HEEES
IRSFXIHRIMEEBAERL (XX) o

id String BENRZID,

name String BEMNRIESE

updated_time | String ERBE L ETNEIR
iz kil

UTCRTE, & YYYY-MM-DDTHH:mm:ss.ssssssZ,
HEFFORT A8 28 1S0-8601, #0:
2023-06-28T08:56:33.710000Z ,

created_time | String BHE N RIEEZTE] .
iBE
UTCHYE, #&=LY YYYY-MM-DDTHH:mm:ss.ssssssZ,

HHEFNES a8 288 1S0-8601, #M:
2023-06-28T08:56:33.710000Z ,

references String BE M RIS | FIXE .

£ 5-396 role.links

84 SHRT faR
self String AR LIS E=IrEN 1|

2 5-397 role.policy

¥ SRR R
Version String PPRIRAS .
WiBA
e 1.0: ZZMENAE. LIRS HNE, REBRMN
IRSHEXHBERTFIIN.

o 1.1: RE8. IAMEFTHRHAI—FRBRIEIZINAYRE
73, AILUEHREIRAIRSAURIE. RRURIERSE

o=
Statement Array of BENET, MABENXKIENEARS, Fi8id8

objects ™o
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BH—BDINIE

APl &%& 5 API
2K 5-398 role.policy.Statement
2H 2 | ¥R )
Wik
Action = Array of BRIR, IEXNERNERRENR.
strings FHENINESEZ=IRS ( APISE )

“BPRFIIEAIR” BT,
yizL ]

o BN RSB EREEIRIE, 6
vpc:ports:create,

o RBBAFMEBIR, flfllecs. evsFlvpc
%, BSANZIFNE ., RRERMZ
ERBRINE, BRIIFBERGS, &
ETHLERENIN .

Effect 2 String EFE. BamH: 1F (Alow ) FliE4

(Deny) , BEBAllowXHEDenyJiEiY

EGRT, BfEDenyfLsEHIEN
BEEE:
o Allow
e Deny
Condition S Map<String,M | BREIZE, TREEZHEHXSH, B85
ap<String Arr | %&: BCEBEENEE.
ay<String>>> | jugg

USSR EIR A Condition ol : £2{458

(obs:prefix ) F1=FFFER ( public ) FTHEZE

( StringEquals )

"Condition": {

"StringEquals": {
"obs:prefix": [

"public"

1

}

}
Resource & Array of HilR. MUI0T:
strings =Tz

o ONE *MAER: =, Al
"obs::bucket:*",

o regionFEJI* T A AIAEAIregion,
serviceUFE B resource@F IR
service,

=Rl

BIE—1NZ “IAMCloudServicePolicy” BIEENRIE . FBIRFRMXADIFLIRE IR
73 “cn-north-1” FFLAYIERIREN R EEACLAYIEXEE .

POST https://iam.myhuaweicloud.com/v3.0/OS-ROLE/roles

"role": {

"display_name": "IAMCloudServicePolicy",

"type": "AX",
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F—EBINIE
APl &%

5 API

"description": "lAMDescription",
"description_cn": "FR3ZH#IR",
"policy": {
"Version": "1.1",
"Statement": [
{
"Effect": "Allow",
"Action": [
"obs:bucket:GetBucketAcl"
1
"Condition": {
"StringStartWith": {
"g:ProjectName": [
"cn-north-1"
1
}
by
"Resource": [
"obs:**:bucket:*"

N Rz 73~/
R 201 B:
BUERRIN.

"role": {
"catalog": "CUSTOMED",

"display_name": "IAMCloudServicePolicy",

"description": "IAMDescription",
"links": {

}

"self": "https://iam.myhuaweicloud.com/v3/roles/93879fd90f1046f69e6e0b31c94d2615"

policy": {
"Version": "1.1",
"Statement": [

"Action": [
"obs:bucket:GetBucketAcl"

1

"Resource": [
"obs:**:bucket:*"

1

"Effect": "Allow",
"Condition": {
"StringStartWith": {
"g:ProjectName": [
"cn-north-1"

h
"description_cn": "FR3Z{EIA",

"domain_id": "d78cbac186b744899480f25bd...",

"type": "AX",
"id": "93879fd90f1046f69e6e0b31c9...",

"name": "custom_d78cbac186b744899480f25bd022f468 1"
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H—BDINIE

APl & 5 API
IREHE

REE ik

201 BUERRYLIN

400 ST .

401 TANIERML

403 IRBRIERIR

500 MEBARSSHRIR -
=S

7

i

URI

ZEOUL AT EEREIREIERENRE.

ZiEOoLUER2BXIFAYEndpointF I E X IFHIENdpointiEAFE . IAMAYENndpointis
20 WXL EDS.

1ZALATEAPI ExplorerdrifEiftizizOl,

POST /v3.0/OS-ROLE/roles

3£ 5-399 153K Header &%

2% BEwI% s |
%)
Content-Type | @ String | IZ=FERABIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String

gl‘lﬂ%\h‘ﬁ, EEAFRBG . UREE

15N O

tokenPfrFEAX RIS S AR .
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F—EBINE
APl &%

5 API

7= 5-400 53k Body &%

el 28 | 5% ik
WHIE
role 2 Object BEMXRKIEER.
2 5-401 role
2% 2E | e R
WhIsE
display_name |2 String BEMREERS, KE1~128=F/FZ
E1)8
type 2 String BE X RN ERMER .
1588
[ ) AX @E}HE%O
o XA: XIHRIRH.
o BEMRHEHNEMERRBENAXSE
XA, FeERIRELBIRSHIXISKRINE £
»(AA) , HEELFIRSIXIERIT
BEBARER (XX) o
description = String BEMRIEEAEE,
description_cn | & String BE M RIS SEAMEE .
policy = Object BEMKENEARAS,
2R 5-402 role.policy
e =E | s fhR
Whifk
Version 2 String PR AS, CIEBENEKIEET, %=
EEERN “1.17
ER
o 1.0: RAMENAE. LURSHNE,
IREERNIRSEXBERATE.
o 1.1: FBE. IAMBRFIRMHEA—Fh4BRIEIE
WRYEEH, TLUSIHRIEAIRSARIE.
BRURIEREMNS,
Statement = Array of BNET, EAEENRIEIERN
objects Bo
SRR 49 (2022-06-20) WRAXFTE © SR AREIRAE 260




H—BDINIE

AP| &% 5 API
2K 5-403 role.policy.Statement
B8H = | SR A
Action 2 Array of BRIR, BRI BERNERRENR.
strings RIS E SRS (APISE )
O “BPRFIISEAIR” B,
WiRg
o HBENRAFIEEENRIEN, iZF
E¥{ES: "Action":
[iam:agencies:assume”],
EESEE:
e iam:agencies:assume
Effect 2 String EF. BAamM: 21F (Alow ) FliEL
(Deny) , BEBAllowXHEDenyfJEiY
BEART, BIEDeny{fL5EHIRN,
EUETEE:
e Allow
e Deny
Resource = Object FERE. TEHEMKSEZRIZETS
PEIEXR, IBRERERS, BE25
FIEPRINRIZIEARINARA, X
LA FEFRRYIAMB R {TR ek,
{XBEHRZIEISINZITH, A Eetlik
HihF4E ., fi:
"Resource": {"uri": ["/iam/agencies/
07805acaba800fdd4fbdc00b8f888c7c"]}
2k 5-404 role.policy.Statement.Resource
2% =8 | SR A
uri = Array of FIEZBEURI, KEAREIZ128, &
strings J3: Jiam/agencies/ZFEID, fl:
"uri": ["/iam/agencies/
07805acaba800fdd4fbdc00b8f888c7c"]
D)VES58
2K 5-405 I Body 2%
B8H B3R U
role Object BEMNRIEER .
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BH—BDINIE

APl &% 5 API
& 5-406 role
ol SR R
catalog String BENKEREER.
display_name | String BEMKIERRE .
description String BEMRIEHEIAEE .
links Object BE MR ERIEHEER..
policy Object BEMKRIEHNEARRS.
description_cn | String BE X RIEHNPIIERER
domain_id String BEMXRIEFREKSID
type String BE M RIS ETRER .
iRE
o AX: 2BRS.
o XA: XIZRINH.
o HEMEBNERMERXREEAAXEXA, FEeE
ELBRSTIXIGREEY (AA) , HEBELS
IRSFIXIFRIMEEBARERL (XX) o
id String BE M KIEID,
name String BEMNRIESE
updated_time | String ERELETNEIR
iz Ll
UTCHY1E], #&=0J9 YYYY-MM-DDTHH:mm:ss.ssssssZ,
HEAFORT @& TUE0R 1S0-8601, #0:
2023-06-28T08:56:33.710000Z
created_time | String BIE X RI& Gl ZERTIE .
1588
UTCRHE], &7 YYYY-MM-DDTHH:mm:ss.ss5555Z,
BEAFORT A28 208 1S0-8601, 40:
2023-06-28T08:56:33.710000Z ,
references String BE X RIEAYS | FIREL

£ 5-407 role.links

2% SR RR
self String AP LIS EI NN |
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BH—BDINIE

5 API

2k 5-408 role.policy

2% SRR R
Version String PRIRAS .
iBE
e 1.0: ZZMENAE. LIRS HNE, REBRAN
IRBIEXABERTIEN.
o 1.1: ZKE&, IAMERFTHIRHAYT—ThemF EISINAYEE
73:, FLUEHREIEAIRSANRE. BRLARIEKRE
HE,
Statement Array of BENET, HABENKIENEARRS,
objects

R 5-409 role.policy.Statement

2% SR R
Action Array of BRIR, ENERAERRENIR . STHFAIEN
strings IMESEZ RS (APISE ) tb “IUPRFNIEX
N &7,
1588
o UEAEMEIANEITATENEEN, ZFRERN:
"Action": ["lam.agencies:assume"],
Effect String EF. BamM: iF (Allow ) FNiE4
(Deny) , BEBAlowXEDenyRiESIERAT,
BfEDeny{L5EHIEN
EVESEE:
e Allow
e Deny
Resource Object FIERE. AEEHMKS SRR TS/ EIEX

&, AEERELRS, EEREFEFRIBIRIZIN
SARNAFA, XERPESPIIAMABRHTT
ek, (NEEHRERIEIRAIEIEH, 6
RE T, B

"Resource": {"uri": ["/iam/agencies/
07805acaba800fdd4fbdc00b8f888c7c"]}

& 5-410 role.policy.Statement.Resource

8% e el ik
uri Array of FIEZFEMURI, KEA#BIZ128, B
strings 791 Jiam/agencies/Z3EID, fi:

"uri": ["/iam/agencies/07805acaba800fdd4fbdc00b8f888c7c"]
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F—EBINE
AP &% 5 AP

iBERTA

BIEE—1 B “IAMAgencyPolicy” BIRIEEEN KIS . RIERTMERCEAZBER
5%, ZIEAEREAIURIZ/iam/agencies/07805acaba800fdd4fbdc00b8f888c7c.

POST https://iam.myhuaweicloud.com/v3.0/OS-ROLE/roles

"role": {
"display_name": "IAMAgencyPolicy",
"type"; "AX",

"description": "IAMDescription",
"description_cn": "FR3Z{EIAR",
"policy": {
"Version": "1.1",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iam:agencies:assume"
]I
"Resource": {
"uri": [
"/iam/agencies/07805acaba800fdd4fbdc00b8f888c7c"

I Rz 73~
RSB 201 A:
BUEERLIN .

"role": {
"catalog": "CUSTOMED",
"display_name": "IAMAgencyPolicy",
"description": "IAMDescription",
"links": {
"self": "https://iam.myhuaweicloud.com/v3/roles/f67224e84dc849ab954ce29fb4f47f8e"
by
"policy": {
"Version": "1.1",
"Statement": [
{
"Action": [
"iam:agencies:assume"
1,
"Resource": {
"uri": [
"/iam/agencies/07805acaba800fdd4fbdc00b8f888c7c"

L
"Effect": "Allow"

}

1
h
"description_cn": "FR3Z{EIA",
"domain_id": "d78cbac186b744899480f25bd02...",
"type": "AX",
"id": "f67224e84dc849ab954ce29fb4f47f8e",
"name": "custom_d78cbac186b744899480f25bd022f468_0"
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H—BDINIE

AP| &% 5 AP
REHE
R[EE R
201 el
400 ST
401 TNIESM
403 SEIRENIR
500 AEBERSZ IR
BI=0
7
5.9.5 IEX=IRZ B E N K&
IHEENA

ZEOT LU AT EERENTIRS BE MR

ZEOLER£BEXIEAEndpointFIE B XIFAIEndpointiAA . IAMAJEndpointis
S WXMREDS.

i
1ZA]LATEAPI ExplorerdrifEiftiziEzOl,
URI

PATCH /v3.0/OS-ROLE/roles/{role_id}

% 5-411 BIERS¥

2¥ =h | sy )%
S
role_id 2 String FEMHIBENRIEID, SRENAIES
W: BENSKEID,
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F—EBINE
AP &%

5 API

IERSH

2 5-412 &K Header &3

8% BE W% 2% | #t
i)
Content-Type | =2 String | iZ=FERABIES “application/
json;charset=utf8”
X-Auth-Token | 2 String | HE1<SHE, FAERAPHNEM . NIREE
=
tokenPTFRAXPRIE S WA AR »
% 5-413 153K Body 3%
B8H =E | BHEE R
Whi%
role 2 Object BEMNRKIRER.
K 5-414 role
2% =E | BHEE R
WA
display_name | 2 String BEMKIEETRE .
type = String BEMEREHNERMER .
L]
o AX: 2BMRSS.
o XA: XIFRINE.
o BEMKREHNEMER I NAXTE
XA, FEERINEEBRSIXIGRINEE
M (AA) , HEELFIRSFIXIERIT
BEARER (XX) o
description 2 String BHE M RIEAERAEE.
description_cn | & String ERIVE LN EIS
policy = Object BEMEREHNERAS .,
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F—EDINE
APl &%

5 API

2K 5-415 role.policy

2% =h | s¥En R
whik
Version =2 String BIRMRAS, CIZEBENKIEN, Z=F
EBEEN “117 .
izl
o 1.0: ZEZAMENRAE. LIRS IHE,
REERNRSIEXAERTEN.
o 1.1: HEE, IAMERIIRHA—FhdmrIERE
EYEES, TATLABEHIREIBRIRSSAVIRIE.
BRLUREREHE,
Statement = Array of BRGES, WMABEMNREINEARRA
objects B

R 5-416 role.policy.Statement

B8 =E | BHEE R
Action 2 Array of BTIR, IENERIEMRENIR.
strings FIENINESEZRIRS (APISE )
ARSI B9,
i8R
o & IRBBFJFZEELEME, f:
vpc:ports:create,
o RBBAFRER, flfllecs. evsFlvpc
Z, BSBHFNE., RIFERBTNR
ERBERNE, BEXZIFERGFS, X
FDHEEIENIR,
Effect 2 String EF . Bamf: oiF (Allow ) FNiEH
(Deny) , BEEBAllowXBEDenyHI#ER
B, EBfEDenyft5cAIEN
EUETEE:
o Allow
e Deny
Condition B Map<String,M | [REIZE, THREZSHEXSH, 52
ap<String Arr | &: BLEEEMNEE.
ay<String>>> | jxpg
PUBERRGIFAICondition 9l : S35
(obs:prefix ) #1=2fF&R ( public ) TR
( StringEquals ) o
"Condition": {
"StringEquals": {
"obs:prefix": [
"public"
1
}
}
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BH—BDIAIE

APl &% 5 API
2H 28 | ¥R )
Wik
Resource B Array of TR, MUEnT:
strings =13

o WHE* AR , B
"obs::bucket:*",

o regionFER/I S FAFATIAIERIregion
servicehSRIFTE Rresource/g F XTIz
service,

V254
% 5-417 oLz Body &%
2% SR R
role Object BEMNRIEERE .
& 5-418 role
2¥ SRR e
catalog String BEMKREREER.
display_name | String BENKRIEERE
description String BE M RIEAIHAER .
links Object BEMN R RIEEEER .
policy Object BEMREHEFRRS
description_cn | String BE MR F IR ER .
domain_id String BEMKIEEKSID,
type String BE MR ERMET .
iRE
o AX: 2BRS.
o XA: XIZKINB.
o BENMFBHNERNMERXNREENAXTHEXA, FeERIAT
EERBRSTIXKIGRINEER (AA) , ZEEES
ARSFOIFRIMBEBARERL (XX) -
id String BEMRIID,
name String ERIVET =R
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F—BBINE
AP &%

5 API

SH

SHRE

g

updated_time

String

BE X R EFATIE .

Ll
UTCRTE], %=L YYYY-MM-DDTHH:mm:ss.555555Z ,
HERFNATIEEA& LS8 1S0-8601, 40:
2023-06-28T08:56:33.710000Z ,

created_time

String

HE N RIE G EZATE] .

izl
UTCRT1E], &£ YYYY-MM-DDTHH:mm:ss.sssssSZ,
HERFORT BB 208 1S0-8601, 40:
2023-06-28T08:56:33.710000Z ,

references

String

ERIENEIE N

2% 5-419 role.links

2H SR iz
self String R pEEHEL
2K 5-420 role.policy
8% SHRT R
Version String BIRIRAS .
588
e 1.0: REGHMEBEBNAR. LIRS HHE, BHEERN
RSESEXAERTIEN.
o 1.1: &, IAMRIIZHAI—FheBr EIINAYEE
1, AILAEHEIRAIRSAVRIE. BRUARIEKRSE
2=
Statement Array of BET, HABENKIENEARRNS,
objects
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F—EBINE
AP &% 5 AP

2K 5-421 role.policy.Statement

SH =2h | sEEm ik
Wik
Action = Array of BRIR, IEXNERNERRENR.
strings FHENINESEZ=IRS ( APISE )
“BPRFIIEAIR” BT,
izl
o &N RS2 FREEVIRE,
vpc.ports:create,
o RBBAFMEBIR, flfllecs. evsFlvpc
F, BREEMHEINE, BRERR
EREXRNE, BEXTIFBEEGS*, T
EBHLEFIENIR,
Effect 2 String EFE. BamH: 1F (Alow ) FliE4
(Deny) , BEBAllowXHEDenyJiEiY
EGRT, BfEDenyfLsEHIEN
BESEH:
o Allow
e Deny
Condition S Map<String,M | BREIZE, TREEZHEHXSH, B85
ap<String Arr | %&: BCEBEENEE.
ay<String>>> | jugg
USSR EIR A Condition ol : £2{458
( obs:prefix ) F1=f5&R ( public ) TS
( StringEquals )
"Condition": {
"StringEquals": {
"obs:prefix": [
"public"
1
}
}
Resource & Array of HilR. MUI0T:
strings =Tz
o ONE *MAER: =, Al
"obs::bucket:*",
o regionFEJI* T A AIAEAIregion,
serviceUFE B resource@F IR
service,

iBERTA

B2 “IAMCloudServicePolicy” BIBENX KIS . FREMEX AN AIFLAIRE ZFR
“cn-north-1” FFkAYIERIRENFFBHEACLAEXREE

PATCH https://iam.myhuaweicloud.com/v3.0/OS-ROLE/roles/{role_id}

"role": {
"display_name": "IAMCloudServicePolicy",
"type": "AX",
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AP &%

5 API

"description": "lAMDescription",
"description_cn": "FR3ZH#IR",
"policy": {
"Version": "1.1",
"Statement": [
{
"Effect": "Allow",
"Action": [
"obs:bucket:GetBucketAcl"
1
"Condition": {
"StringStartWith": {
"g:ProjectName": [
"cn-north-1"
1
}
by
"Resource": [
"obs:**:bucket:*"

i Rz 73~451
RSB 200 A
BRI

"role": {
"catalog": "CUSTOMED",

"display_name": "IAMCloudServicePolicy",

"description": "IAMDescription",
"links": {

}

"self": "https://iam.myhuaweicloud.com/v3/roles/93879fd90f1046f69e6e0b31c94d2615"

policy": {
"Version": "1.1",
"Statement": [

"Action": [
"obs:bucket:GetBucketAcl"

1

"Resource": [
"obs:**:bucket:*"

1

"Effect": "Allow",
"Condition": {
"StringStartWith": {
"g:ProjectName": [
"cn-north-1"

h
"description_cn": "FR3Z{EIA",

"domain_id": "d78cbac186b744899480f25bd0...",

"type": "AX",

"id": "93879fd90f1046f69e6e0b31c94d2615",
"name": "custom_d78cbac186b744899480f25bd022f468 1"
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H—BDINIE

APl &% 5 API
IR[EE
REE R
200 BRI
400 ST
401 TANIESETY
403 RBERIEIR
500 MEBARSSHRIR -
XA
v
5.9.6 {EXEFEBE N RIS
IhEEN 4R
ZEO L B TEERENTIEEE N K.
ZEOALERAE B XIERIEndpointFNE it XIgtRYEndpointilA . IAMRIENdpointis
Sl WXNREDS.
izt
1ZBILATEAPI ExplorerdrifidizizOl.
URI

PATCH /v3.0/OS-ROLE/roles/{role_id}

% 5-422 BRiZS¥

2¥ =h | sy )%
S
role_id 2 String FEMHIBENRIEID, SRENAIES
W: BENSKEID,
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F—EBINE
AP &%

5 API

IERSH

2 5-423 153K Header 2%

8% BE W% 2% | #t
i)
Content-Type | =2 String | iZ=FERABIES “application/
json;charset=utf8”
X-Auth-Token | 2 String | HE1<SHE, FAERAPHNEM . NIREE
=
tokenPTFRAXPRIE S WA AR »
R 5-424 153K Body 2#{
B8H =E | BHEE R
Whi%
role 2 Object BEMNRKIRER.
Z 5-425 role
2% =E | BHEE R
WA
display_name | 2 String BEMKIEETRE .
type = String BEMEREHNERMER .
L]
o AX: 2BMRSS.
o XA: XIFRINE.
o BEMKREHNEMER I NAXTE
XA, FEERINEEBRSIXIGRINEE
M (AA) , HEELFIRSFIXIERIT
BEARER (XX) o
description 2 String BHE M RIEAERAEE.
description_cn | & String ERIVE LN EIS
policy = Object BEMEREHNERAS .,
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F—EBINE
APl &%

5 API

2K 5-426 role.policy

2% =h | s¥En R
whik
Version =2 String BIRMRAS, CIZEBENKIEN, Z=F
EBEEN “117 .
izl
o 1.0: ZEZAMENRAE. LIRS IHE,
REERNRSIEXAERTEN.
o 1.1: HEE, IAMERIIRHA—FhdmrIERE
EYEES, TATLABEHIREIBRIRSSAVIRIE.
BRLUREREHE,
Statement = Array of BRGES, WMABEMNREINEARRA
objects B

R 5-427 role.policy.Statement

¥ =R | sy A
S
Action 2 Array of BRIR, BRI ERNERRENR.
strings BRSNS 2 EE RS (APIBE )
O “BPRFIISAIR” B,
VB
o FEEMKRIEAZTIEEEN K, ZF
BN "Action™
[iam:agencies:assume”],
B!
e iam:agencies:assume
Effect 2 String EF . Bami: oiF (Allow ) FNIEH
(Deny) , EEBAllowXEDenyJiEt
EQAT, EEDeny5EaIEN ,
EUETEE:
e Allow
e Deny
Resource = Object FERE. TEHEMKSEZREIZETS
PMEIEXR, ERHERRS, 585
FIEPFINRIZIGEAENARAE, X
L PEFRYIAM B P TR S IRET,
{NEEIIREIISINAIRIEP, A petlin
HithFTt, 6l:
"Resource": {"uri": ["/iam/agencies/
07805acaba800fdd4fbdc00b8f888c7c"]}
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BH—BDINIE

APl &% 5 API
2K 5-428 role.policy.Statement.Resource
2% =E | sHEE fiid
Whid
uri = Array of FIEARRAIURI, KEARBIZ128, &
strings 73: /iam/agencies/Z$EID, fl:
"uri": [*/iam/agencies/
07805acaba800fdd4fbdc00b8f888c7c"]
) VE=S5't
% 5-429 IR Body 244
2% SR fiA
role Object BEMKIEEE .
& 5-430 role
2% SR A
catalog String BENRBRERR
display_name | String BENRBRERE
description String BE M RIEHIHIAMER .
links Object BENRIEHRIEEHEZER .
policy Object BEMREHERRS .

description_cn | String BE MR AIAER
domain_id String BEMRIEFTEKSID
type String BEMRBNERE
588
o AX: 23RS,
o XA: XEHRIHE.
o HEMEHHNERMEXREEHAXEXA, FeeE
E2BERSIXFRREER (AA) , HEEZRB
IRSFIXIFRITEEBAER (XX) o
id String BE M KIEID,
name String BEMNRIESE
updated_time | String ERELETNEIR
iz kil

UTCRTE, & YYYY-MM-DDTHH:mm:ss.ssssssZ,
HEFFORY EE#E 218 1S0-8601, #0:
2023-06-28T08:56:33.710000Z ,
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F—EBINE
AP &%

5 API

SH SHRE

g

created_time | String

BE X KB EUZERTE

Ll
UTCRTE], %=L YYYY-MM-DDTHH:mm:ss.555555Z ,
HERFNATIEEA& LS8 1S0-8601, 40:
2023-06-28T08:56:33.710000Z ,

references String

BEMERERRIS I FIREL

2 5-431 role.links

2¥ ¥R R
self String RIESEREbL
2 5-432 role.policy
2¥ SR fi#iA
Version String BRARAS .
1588
o 1.0: REMBMAE. LIRS HRE, =EEIRN
IRSIEXAERTEN.
o 1.1: REE, IAMERFTIRIHAY TR IR AYAE
5, AILUEHREIRAIRSHVRIE. BWRURIERE
HE,
Statement Array of BINER, mABEEMERIENERAS,
objects

& 5-433 role.policy.Statement

¥ SHRT R
Action Array of IR, IEXERIEMRRIERPR . STHEFIIIEI
strings MESEZ RS (APISE ) b “IUPRFNIEN

) ==+

In” |1,
1588
o YBETENEBAZITEEN RGN, ZFRERN:

"Action": ["lam:agencies:assume"],
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AP &%

5 API

SH

SHRE

g

Effect

String

M. BaFH: RIF (Alow ) FIiEH
(Deny) , BEBAllowXBDenyJiStUEaAT,
BfEDeny{L5EHIEN

EUESEE:
o Allow
e Deny

Resource

Object

ZIERF. AEHMKSSERIZT SN HEIEX
&, EEHEEN, TEBEFEPRINPRIRN
SAENAFE, XERFASRRIIAMBRETT
AT, (NEERERIRINAIEIEHR, e
AT, B

"Resource": {"uri": ["/iam/agencies/
07805acaba800fdd4fbdc00b8f888c7c"]}

2k 5-434 role.policy.Statement.Resource

2%

SHE

ik

uri

Array of
strings

FIERRAIURI, KEAEIZ128, 180
J3: Jiam/agencies/Z3EID, fll:

"uri": ["/iam/agencies/07805acaba800fdd4fbdc00b8f888c7c"]

iERHI

1EXEZN “IAMAgencyPolicy” FIZRIEEEN KL . REEREFEENZBEIRS,
FIERRERIURIZ /iam/agencies/07805acaba800fdd4fbdc00b8f888c7c,

PATCH https://iam.myhuaweicloud.com/v3.0/OS-ROLE/roles/{role_id}
{

"role": {
"display_name": "IAMAgencyPolicy",
"type": "AX",

"description": "IAMDescription",
"description_cn": "FR3Z{EIR",
"policy": {
"Version": "1.1",
"Statement": [

{

"Action": [
"iam:agencies:assume"
1
"Resource": {
"uri": [
"/iam/agencies/07805acaba800fdd4fbdc00b8f888c7c"
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AP &% 5 AP

N Rz
AT 200 A:
15K
{

"role": {
"catalog": "CUSTOMED",
"display_name": "IAMAgencyPolicy",
"description": "IAMDescription",
"links": {
"self": "https://iam.myhuaweicloud.com/v3/roles/f67224e84dc849ab954ce29fb4f47f8e"
B
"policy": {
"Version": "1.1",
"Statement": [
{
"Action": [
"iam:agencies:assume"
1
"Resource": {
"uri": [
"/iam/agencies/07805acaba800fdd4fbdc00b8f888c7c"

I
"Effect": "Allow"
}

1
B
"description_cn": "FR3Z{EIR",
"domain_id": "d78cbac186b744899480f25b...",
"type": "AX",
"id": "f67224e84dc849ab954ce29fb4f47f8e",
"name": "custom_d78cbac186b744899480f25bd022f468_0"

R[EE

R[EE R
200 BRI
400 ST
401 TNIESM
403 REIRENIR
500 AEPIRSZ IR -
RIS
7
5.9.7 MIF& B E N SRR
INRENA

ZiEORI LR T EERMERE E MR .
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F—BBINE
AP &% 5 AP

ZEOTLUERE R XIFAIEndpointFIE tXIERIENdpointiBFE . IAMBJENdpointid
S WMRMBRDR.

i
RB]LATEAPI ExplorerdriEidiziE.
URI
DELETE /v3.0/OS-ROLE/roles/{role_id}
x 5-435 [R1ZB#
S =8 | sEEm g
role_id 2 String FHIBREIBE N REZID, KBNS NIES
W: BENSREID,
=P
2K 5-436 153K Header 2§
¥ BRWIE S8 | ik
sem
Content-Type | = String | Z=FERATIEAN “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | iHA$HE, EFEBFPHEMD. NIREE
B,
tokenfT N PRIES WIS
D)VES58
7
=R
fRIBR B B M RRE o
DELETE https://iam.myhuaweicloud.com/v3.0/OS-ROLE/roles/{role_id}
M 7~ A5

7z
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BH—BDINIE

APl & 5 API
IREHE

REE ik

200 fIBRRETH o

400 ST .

401 TANIERML

403 IRBRIERIR

500 MEBARSSHRIR -
FHIx6S

7

510 EEEE
5.10.1 EFEERHFTHIERSIE

INRENA
ZEOTUBTFERRESEERG THERIRIIE.
ZEOoLUER2BXIFAYENdpointF I E X IFHIENdpointiAFE . IAMAYENndpointis
21 WXHRIEDS.

i
1ZBILATEAPI ExplorerdrifidizizEOl.

URI

GET /v3.0/OS-AGENCY/agencies

2 5-437 Query 2

8% 2 | % R
WhisE
domain_id 2 String FIEAWSID, KEARIESN: IR

K=, IAMEBR. IRB. AFPE. X

. ZIERIRFRFID,

ol
X-Auth-Token=EIESHE K RAYtoken
BY, domain_id3Ew4i%.
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BH—BDIAIE

APl &% 5 AP
2% 2E | s¥Ekm 1%
name B String FE, KEHXESR: KBS,
IAMAF. . AFAE. KiF. Fit
RBFRFAID
trust_domain_ | & String WEIEBWSID, KESIBESN: 3K
id WS, IAMABF. IEH. AFRHE. X

f5. EFERIRFRFIID,

IBRESH
3k 5-438 153K Header 2%
2% EEWiI% 24 | fEr
Ser
Content-Type | 2 String | IZ=FERIBIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | #A&Security Administratort¥ Rkl
BUBRAYtoken,
) EZS
7 5-439 l[IK Body %
2¥ SR 115
agencies Array of FEEEYE,
objects

& 5-440 agencies

e SHRT RhR
create_time String ZitelEaE.
izt

UTCRTIE, & YYYY-MM-DDTHH:mm:ss.ssssssZ,
HEFFORT EEiE 28 1S0-8601, #0:
2023-06-28T08:56:33.710000Z ,

description String EZEIAMEE
domain_id String FZIEREKSID,
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BH—BDINIE

APl &% 5 API
2% SR fik
duration String ZFERYHARR . BYEN"FOREVER"EE “null” F/=

LHERYHAR KA, BUEJI"ONEDAY"RREFE
AYEABRI—XK

expire_time String FIEIERRGE .  “null” TRAIZER,
588

UTCRTE], %=L YYYY-MM-DDTHH:mm:ss.555555Z ,
HHEAFNRY BN S H8 1S0-8601, 0:
2023-06-28T08:56:33.710000Z ,

id String FHEID,

name String FHE2.
trust_domain_ | String WEIEBAWKSID,
id

trust_domain_ | String WERIERKSE,
name

RNl
BEERNE TREETIE.

GET https://iam.myhuaweicloud.com/v3.0/OS-AGENCY/agencies?
domain_id=0ae9c6993a2e47bb8c4c7a9bb82...

[ iz 73~5 )
RS 200 BF:
BEREIN
{

"agencies": [

{

"description": "",

"domain_id": "d78cbac186b744899480f25b...",
"duration": "FOREVER",

"expire_time": null,

"id": "0760a9e2a60026664f1fc0031f9f2...",

}
]
}
R[EHE
IR[EE iR
200 BRI
401 TNIESM
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BH—BDINIE

APl &% 5 API
REE iR
403 IS BEREINR .
404 RILEENRIZRIE
500 AEBIRSS IR -
IS
7o
5.10.2 ERETEFIE
IheeN4A
ZEOTUBETFEEREAZRITFES.
ZEOLERE£BXIFAIEndpointFIE B XiFZAIEndpointiEFE . IAMBJEndpointis
s XN ETR.
U535
RA LATEAPI ExplorerdriEidiziEOl,
URI
GET /v3.0/OS-AGENCY/agencies/{agency_id}
* 5-441 BIZBH
2% =8 | 5HEE A
agency_id 2 String FEANEFEID, KENARBESN: 3K
kS, IAMAERF. MB. ARAE. K
g%, FERIBRAID,
IBRBH

% 5-442 i53K Header 2

28 BEE S8 | A
it
Content-Type | = String | I ERAZAIEH “application/
json;charset=utf8” ,
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F—EBINE
AP &% 5 AP

SH ERWIE S8 |

al

String | $iBiam:agencies:getAgency B IR
gk Security AdministratortpRAJtoken,

TRESHNERR, 52%: B

X-Auth-Token

ali

I,
InJVE=S5't
5k 5-443 1L Body &3
8% SR ik
agency object FHRER.
Z 5-444 agency
2 et et R
create_time String ZItelEaE.
588

UTCRTE, & YYYY-MM-DDTHH:mm:ss.ssssssZ,
HEFFORY EEE 28 1S0-8601, 0:
2023-06-28T08:56:33.710000Z ,

description String ZEIAMEE
domain_id String ZIERFEKSID,
duration String RITAYEAPR, A8 “/NET7 o

e FOREVER/null: EREFEHIEARE AKX o
o 24: FREFEAVHEBRA—K, BN24/)MRT,
o XXX: FIEITAVHAPRSEIRATIE), #N480/)

AT,
expire_time String FILIHARSE,  “null” FRAITHE,
Lz

UTCRTE, #&=H YYYY-MM-DDTHH:mm:ss.ssssssZ,
HERFORT S S 08 1S0-8601, #0:
2023-06-28T08:56:33.710000Z,

id String 1D,

name String FER.
trust_domain_ | String HEIERWKSID,
id
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BH—BDINIE

AP| &% 5 API
2H SR iR
trust_domain_ | String WERIERAKSE,
name
=P Nl
BHAHEFS

GET https://iam.myhuaweicloud.com/v3.0/OS-AGENCY/agencies/{agency_id}

e Rz 73~ 45
RSB 200 A:
BRI -
{

"agency":{
"create_time":"2020-01-04T03:37:16.000000",
"description™:"",
"domain_id":"d78cbac186b744899480f25bd...8",
"duration":"FOREVER",
"id":"0760a9e2a60026664f1fc0031f9f205e",
"name":"IAMAgency",
"trust_domain_id":"a2cd82a33fb043dc9304bf72...",
"trust_domain_name":"IAMDomainB"

}
}
REHE
REHE R
200 BRI
401 TNIESM
403 REIRENIR
404 RILEIERAYZR
500 AEBIRSSTEIR
5=
¥
5.10.3 GIEEIE
INEENA

ZEOUL AT EEREIESRE.
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BH—BDINIE

APl &%& 5 API
ZEOYTLER£BEXIEAEndpointFIE M XIFHAIEndpointiAA . IAMAJEndpointis
S XM

B
R LATEAPI ExplorershiEidiziE0,

URI
POST /v3.0/OS-AGENCY/agencies

ERSH

R 5-445 153K Header 2%

2% =E | 3R fiik
Whi%e
Content-Type | = String ZFERARBIEA “application/
json;charset=utf8” ,
X-Auth-Token | 2 String inESHE, FERAPISH. BIRERE
B,
token A RIS S WAZANIN

%= 5-446 153K Body &%

2% =E | 5% fiik
Wi
agency 2 object FEHEER.

R 5-447 agency

¥ 2h | sEEm ik
Wik

name 2 String FE8, KEAKTF64I,

domain_id = String FIERWKSID,

trust domain_ | & String WEIEHFWSID, trust_ domain_id%0

id trust_domain_nameZ/MES—, &
FES(5EREE trust_domain_name,

trust domain_ | & String WEIEFWSZ . trust domain_id%0

name trust_domain_nameZE/MEE—1, &
ERIES 58 trust_domain_name,

description & String EEIAMEE, KEARKTF 255,
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BH—BDIAIE

APl &% 5 API
2% =E | BHEE fR
Wik
duration B String RIERUHRIR, B8 “X7 . BAR
FOREVER,
EESEH:
e FOREVER: FRZFFEHIHABR AKX o
e ONEDAY: FRZEFEHIEARAI—XK.
o BEMEKE: FRRZIERIHARABIR
X, 2020,
D)2
& 5-448 Kz Body %
8% B3R iR
agency object FRER.
K 5-449 agency
8% SR R
create_time String FiooliEataE.
1588
UTCHJ/E], =79 YYYY-MM-DDTHH:mm:ss.ssssssZ,
BEATORT[ERE 208 1S0-8601, 40:
2023-06-28T08:56:33.710000Z ,
description String EZEIAMEE
domain_id String FIEREKSID,
duration String FIEREAIR, 2L /BT .
e FOREVER/null: FRRFAIEHERAKA o
o 24: FINEIERHABRA—XK, BD24/0\AT,
o XXX: FEFCHIHAIE HBIRATE, 40480/
Y.
expire_time String FIEARTE . “null” TRATER,
1588
UTCHJ/E], =79 YYYY-MM-DDTHH:mm:ss.ssssssZ,
BHATOR R8N & 08 1S0-8601, 40:
2023-06-28T08:56:33.710000Z ,
id String Z1EID,
name String FiEA.
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BH—BDIAIE

APl &% 5 API
2H SR iR
trust_domain_ | String WEIERWKSID,
id
trust_domain_ | String WEIERKSE .
name
iI=P ]

BIE—EA “IAMAgency” BIZIE, HEIEKSIDE

c2cd82a33fb043dc9304bf72a..., MKSZ2IAMDomainB, FIERIBMERRZEXA o

POST https://iam.myhuaweicloud.com/v3.0/OS-AGENCY/agencies

"agency": {
"name": "’

'[AMAgency",

"domain_id": "d78cbac186b744899480f25bd...",
"trust_domain_id": "c2cd82a33fb043dc9304bf72a...",

"trust_domain_name": "IAMDomainB",

"duration

": "FOREVER",

"description": "IAMDescription"

NG Rz7~5Y

K& J9 201 B

BRI
{

"agency": {

"description": "IAMDescription",
"trust_domain_id": "a2cd82a33fb043dc9304bf72a0f...",
"id": "078ade0fc20010004f8fc0034fad529d",

"duration": "FOREVER",
"create_time": "2020-01-20T12:59:20.811642",
"expire_time": null,
"domain_id": "d78cbac186b744899480f25bd02...",
"name": "IAMAgency"
}
}
IR[EE

R[EHE R

201 BUERRIN

400 ST

401 TAIERY .

403 RBIRIERIR

404 RIEBNAIRE

409 BRI,
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H—BDINIE

APl &% 5 API
RENE iR
500 AEBARSS HEIR
e
7o
5.10.4 (BN ZEE
INEeN4A
ZEOTLBTFEERIERET.
ZEOALUMERAEBXIERIEndpointFIE it XigtRYEndpointilA .. IAMRIEndpointis
2l WXRIETR.
iz
1 e] LAFEAPI ExplorershifiliizizE .
URI
PUT /v3.0/OS-AGENCY/agencies/{agency_id}
2 5-450 IR12BHE
2H 28 | ¥R R
agency_id = String FHEXNFIEID, KA RBESN: 3K
NS, IAMEBF. IiH. ARPE. X
5. EFEBFRFID,
RS

K 5-451 153K Header 2H

2¥ AWk 2 | R
i)

Content-Type | 2 String | 1Z=FEREIES “application/
json;charset=utf8” ,

X-Auth-Token | 2 String | BIAISHE, FEBFISH . NRFEE
=
tokenFrFBAIRIE S WIFAIR .
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F—EBINE
AP &% 5 AP

& 5-452 i53k Body &%

2% 28 | 5% ik
WHIE
agency 2 object FER.

2 5-453 agency

2 =R | s¥Ey R
WA

trust_domain_ | & String WEIERFWKSID, dN8trust_ domain_id

id Fltrust_domain_nameZfES, N5t
& trust_domain_name, PUPMSHE
9\1’5\—%‘_4\0

trust_ domain_ | & String WEIEFKSE . W8 trust_domain_id

name Ftrust_domain_name#fES, N5t
I8 trust_domain_name, PUPNSEE
PEE—1N,

description &S String FREAEE, KERKTF255(, G4
SHEMEE—,

duration & String FFERVEAR, BN ‘X7 . [OPSH
EDES—,
EUETEE:

e FOREVER: FRRZEFERIEAFRIIIKA o
e ONEDAY: FRZEFERIHARA—X.

o HEMKXE: FrRETHIHIRAEIR
XE, 120,

R &%
3 5-454 I Body %
84 e e R
agency object FIEER.
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F—BBINE
AP &% 5 AP

2 5-455 agency

2% SRR R
create_time String FITeEERTE
WiBA

UTCHYE, #&=LJ YYYY-MM-DDTHH:mm:ss.ssssssZ,
HHAFIRT A8 288 1S0-8601, 0:
2023-06-28T08:56:33.710000Z,

description String A EE,
domain_id String ZREHFWKSID,
duration String RICHHAR, B9 “/MAT7 o

e FOREVER/null: FRRZEERIEARAXAK o
o 24: FFEFERIHARA—XK, BD24/0\BT o
o XXX: FZEFERIHARRDBIRATIE, 20480/

B o
expire_time String FIEIEARTE . “null” FRATER,
WiBA

UTCHYE, #&=LJ9 YYYY-MM-DDTHH:mm:ss.ssssssZ,
HHIFIRT A8 288 1S0-8601, #0:
2023-06-28T08:56:33.710000Z

id String 1D,

name String FHEZ.
trust_domain_ | String WEIEPWKSID,
id

trust_domain_ | String HEIERKSE,
name

== —
=R N
(ENEFERIB TR 1R
PUT https://iam.myhuaweicloud.com/v3.0/OS-AGENCY/agencies/{agency_id}
{
"agency": {
"trust_domain_id": "b2cd82a33fb043dc9304bf72...",
"trust_domain_name": "IJAMDomainB",
"description": "IAMDescription",
"duration": "ONEDAY"
}
}
I Rz~ f51
R7Z58879 200 AY:
(E AR
{
"agency": {
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H—BDINIE

APl &%& 5 API
"description": "lAMDescription",
"trust_domain_id": "b2cd82a33fb043dc9304bf72a0...",
"id": "0760a9e2a60026664f1fc0031f9f205e",
"duration": "ONEDAY",
"create_time": "2020-01-04T03:37:16.000000",
"expire_time": "2020-01-21T13:06:11.241588",
"domain_id": "d78cbac186b744899480f25...",
"name": "IAMAgency"
}
}
R[EE
IR[EHE )%
200 2RI -
400 ST
401 TNIERML
403 IR
404 REFIENAIER -
500 AERARSSTRIR
FHIRtg
7
5.10.5 MpRZEFE
ThEET 4R
ZEO LB TEERMBRET.
ZEOLERE£BXIFAIEndpointFIE B XIFZAIEndpointiEFE . IAMBJEndpointis
S0 WXMBHT R
i
RaLATEAPI ExplorerdriEidiziEOl,
URI

DELETE /v3.0/OS-AGENCY/agencies/{agency_id}
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F—EBINE
AP &% 5 AP

% 5-456 IRIZS#

2% =E | BHEE FhA
WhiE
agency_id 2 String FMEREOFIEID, SKENARIBESN: 3K

BKS. IAMAR. 8. AP4E. K
f. EFERIRFRFID,

BRESH
K 5-457 153K Header 2§
S BRI S | ik
i)
Content-Type | =2 String | iZ=FERABIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | 1HiT<$hE, FEEBPBMD . BUREE
=W
tokenFrE N RIES SN
EVEZS5Y
7o
=R N
MIBREIE
DELETE https://iam.myhuaweicloud.com/v3.0/OS-AGENCY/agencies/{agency_id}
il Rz 73~
"
R[EHE
R[EE ik
204 FRIBRARIH
401 NS
403 RBIRIENR
404 RILEIERRYZE
500 REPIRSSEEIR
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APl &% 5 API
HEA2AD
7
5.10.6 EH£BEIRFPRIZFEINRE
THEEN 4B

ZEORALUBATEEREREBRS PSR

ZEOTLUERE R XIFAIEndpointFIE i XIERIENdpointiEF . IAMBJENdpointid
S MRMBRDR.

i
1 a] LAFEAPI ExplorerdhifiliizizE .
URI
GET /v3.0/OS-AGENCY/domains/{domain_id}/agencies/{agency_id}/roles
xR 5-458 IR1ZSH
¥ =8 | sEEm g
agency_id = String F1EID, AL NBESN: KKS.
IAMAR. InH. AFP4AE. Xi%. £
BIRBFRFOID,
domain_id 2 String FHERWSID, KEVAHES N FKEL
&S, IAMBF. ITB. AFPEA. X
5. FFERIZFRFAID,
IBRESH

K 5-459 i53K Header 2

2% BEWYIE 2% | ER
-3l
Content-Type | @ String | iZ=FERNEIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | IBIA<SHE, EEAFPNEMD . NIRZHFE
S
tokenPT RN PRIE S WIEAIR .

SCA%hRAN 49 (2022-06-20) WRIERE © HERRARBIRAT 204


https://support.huaweicloud.com/usermanual-iam/iam_01_0001.html
https://developer.huaweicloud.com/endpoint?IAM
https://apiexplorer.developer.huaweicloud.com/apiexplorer/doc?product=IAM&api=ListDomainPermissionsForAgency

BH—BDIAIE

APl &% 5 API
e
2 5-460 L7 Body &%
8% e et fiik
roles Array of MIREEYIE.
objects

2% 5-461 roles

2% SR fHiA

domain_id String WRFTEMKSID,

flag String ZBHENfine_grainedid, FRRLABIRARFEN
BEHIREE .

description_cn | String BURRYPHEIAEE .

catalog String PIRFAEER

name String IR . EHEAFKtokend, =IRZIRIEIZE
RRFIETFA P 2 A B NXRGIE

description String BPRERMER

links Object MR RIHZER

id String BRID

display_name | String BRI -

type String WPRAIE R MET
Lz

o AXF/RfEdomainEER.

o XAEKRTEprojectEER.

o AAFERTEdomainflproject ZHER.

o XXF/RTEdomainFlproject B IR E TR

o BEMKRHBHNEMEXNRBENAXTEXA, TEEE
domainZEfproject EEBER (AA) , SBETE
domainE#project BEBAER (XX) o

policy Object MRIEAFRRR .
updated_time | String W PREFATE
iRE

UTCRTE], %=L YYYY-MM-DDTHH:mm:ss.555555Z ,
HHEAFNRY @SS 88 1S0-8601, #0:
2023-06-28T08:56:33.710000Z ,
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H—BDINIE

5 API
2 SRR iR
created_time | String R GIERTIE]
WiBA

UTCRTE], %=L YYYY-MM-DDTHH:mm:ss.555555Z ,
HHEAFORY @SS 88 1S0-8601, 40:
2023-06-28T08:56:33.710000Z ,

3£ 5-462 roles.links

2% SR fiA

self String RIESEREL

previous String BI— SRR R B HE
next String [E—2Bi R R L .

2k 5-463 roles.policy

S SRR g
Depends Array of ZA PR TR ERBIANR o
objects
Statement Array of BRGEG, HEASPRINERARS.
objects
Version String BIRIRAS .
iz kil

o 1.0: RFEMENAE, LIRSHHNE, REEIRAY
IRSSEXAERTEN.

o 1.1: RE&, IAMEFTIRMHAI TR EE 1IN ATRE
73, AILAEHREIERIRSAUIRIE. RRURIBERSE

L=
R 5-464 roles.policy.Depends
8% e et ik
catalog String BORFFEE R
display_name | String BIRRRE -
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F—EBINE
AP &% 5 AP

2K 5-465 roles.policy.Statement

2% SRR R
Action Array of BN, ENRREANEREENIR. STIFAIEN
strings MESEZ RS (APISE ) b “IUPRFNIER
I)\ 7 E%o
iBE

o &N IRSBAFREEIRE, fI:
vpc:ports:create,

o IRSBBAFTMBIR, Hlilecs. evstlvpcE, IRSE
NSNS, BRERIMRESEANS, BRS
HFEOATS*, THTIeEMENIR.

o HEENRIENZITEENFKEEN, ZFRERN:

"Action": ["lam:agencies:assume"],

Effect String FF. BamM: 21F (Allow ) FliE4
(Deny) , BEBAllowXHBDenyJiStHUEaAT,
BIEDeny{fL5EaIREN .

BESEHE:

e Allow

e Deny

Condition Object REISEF. TRESIBEXSH, 5% IEH
EN R
1588
LAER R BIF A ConditionJaffl: 4452 ( obs:prefix )
FI=#FER (public) F4B%E ( StringEquals)

"Condition": {

"StringEquals": {

"obs:prefix": [
"public"

]

}

}
Resource Array of TR MUENT:
strings iHAE

o TE*MFRER: =, fl: "obs::bucket:*",

o region=FEA*E A ETAIEIAIregion, servicelsiR
FrEBresource BT I Rservice,

o HiZBEENEIENERIEEENKIEHT, 1ZFERHEE
JIO0bject, {EA: "Resource”: {"uri": ["/iam/
agencies/
07805acaba800fdd4fbdc00b8f888c7c" ]}

5K
B2 BIRS FIEIEAUR.

GET https://iam.myhuaweicloud.com/v3.0/OS-AGENCY/domains/{domain_id}/agencies/{agency_id}/roles
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H—BDINIE

APl &%& 5 API
i Rz 73~5
R/ 200 AF:
IR AR
"roles": [
{
"flag": "fine_grained",
"display_name": "CDN Domain Viewer",
"description": "Allow Query Domains",
"name": "system_all_11",
"policy": {
"Version": "1.1",
"Statement": [
{
"Action": [
"cdn:configuration:queryDomains",
"cdn:configuration:queryOriginServerinfo",
"cdn:configuration:queryOriginConflnfo",
"cdn:configuration:queryHttpsConf",
"cdn:configuration:queryCacheRule",
"cdn:configuration:queryReferConf",
"cdn:configuration:queryChargeMode",
"cdn:configuration:queryCacheHistoryTask",
"cdn:configuration:querylpAcl",
"cdn:configuration:queryResponseHeaderList"
1y
"Effect": "Allow"
}
]
B
"description_cn": "EiFiHZEE",
"domain_id": null,
"type": "AX",
"catalog": "CDN",
"id": "db4259cce0ce47c9903dfdc195eb453b"
}
]
}
A
R[EE
R[EHE R
200 BRI
401 TNIERL
403 IRBBRIFIR
404 RKEIENAIRR o
500 AERERSS tEIR -
H 30
TES
7
SMASRRAS 49 (2022-06-20) WRINPTE © HERIRARBIRAT) 298



H—BDINIE

APl &% 5 API
5.10.7 EgINBRFZPRIZITINERE
IBEN B

ZEOT U RTFEEREINERS FRIZER

ZEOLAMERAEBXIFAIEndpointFIE b X iatHYEndpointi@E .. IAMBIEndpointi’
S WXMABHT .

i
RE]LATEAPI ExplorershiEidiziE0,
URI
GET /v3.0/OS-AGENCY/projects/{project_id}/agencies/{agency_id}/roles
& 5-466 RS
2% =E | 5% ik
WHIE
agency_id = String F1EID, FEAHXBESN: KKS.
IAMAR., TiH. AFA. Xig. &F
RIZBFRFID,
project_id = String FHEHLIEID, KENARBESN: 3K
BKS. IAMABRF. B, AREHE. K
5%, FHERIBRAID,
IBRSH
2K 5-467 153K Header 3
2% =AWk 28 |
i)
Content-Type | =2 String | iZ=FERABIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | HiT<$hE, FEEBPBD . BUREE
B,
tokenPTFRAXPRIE S WA AIR »
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BH—BDIAIE

APl &% 5 API
e
2 5-468 I Body &%
8% e et fiik
roles Array of MIREEYIE.
objects

3£ 5-469 roles

2% SR fHiA

domain_id String WRFTEMKSID,

flag String ZBHENfine_grainedid, FRRLABIRARFEN
BEHIREE .

description_cn | String BURRYPHEIAEE .

catalog String PIRFAEER

name String IR . EHEAFKtokend, =IRZIRIEIZE
RRFIETFA P 2 A B NXRGIE

description String BPRERMER

links Object MR RIHZER

id String BRID

display_name | String BRI -

type String WPRAIE R MET
Lz

o AXF/RfEdomainEER.

o XAEKRTEprojectEER.

o AAFERTEdomainflproject ZHER.

o XXF/RTEdomainFlproject B IR E TR

o BEMKRHBHNEMEXNRBENAXTEXA, TEEE
domainZEfproject EEBER (AA) , SBETE
domainE#project BEBAER (XX) o

policy Object MRIEAFRRR .
updated_time | String W PREFATE
iRE

UTCRTE], %=L YYYY-MM-DDTHH:mm:ss.555555Z ,
HHEAFNRY @SS 88 1S0-8601, #0:
2023-06-28T08:56:33.710000Z ,
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H—BDINIE

5 API
2 SRR iR
created_time | String R GIERTIE]
WiBA

UTCRTE], %=L YYYY-MM-DDTHH:mm:ss.555555Z ,
HHEAFORY @SS 88 1S0-8601, 40:
2023-06-28T08:56:33.710000Z ,

3£ 5-470 roles.links

2% SR fiA

self String RIESEREL

previous String BI— SRR R B HE
next String [E—2Bi R R L .

2 5-471 roles.policy

S SRR g
Depends Array of ZA PR TR ERBIANR o
objects
Statement Array of BRGEG, HEASPRINERARS.
objects
Version String BIRIRAS .
iz kil

o 1.0: RFEMENAE, LIRSHHNE, REEIRAY
IRSSEXAERTEN.

o 1.1: RE&, IAMEFTIRMHAI TR EE 1IN ATRE
73, AILAEHREIERIRSAUIRIE. RRURIBERSE

L=
R 5-472 roles.policy.Depends
8% e et ik
catalog String BORFFEE R
display_name | String BIRRRE -
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F—ERINE
AP &% 5 AP

2K 5-473 roles.policy.Statement

2% S¥RT RER
Action Array of RN, 1EXRIEIEARIENIR
strings =L

o &N IRBZFFRIEEIRE, fI:
vpc:ports:create,

o IRSBBAFTMBIR, Hlilecs. evstvpcE, IRSE
NEINE, FRERIMREREANS, BRY
BT S*, THSIeEHEMNIR.

o HBEENKRBAZIEEENKIEN, ZFREN:

"Action": ["lam:agencies:assume"],

Effect String EF. BamM: 21F (Allow ) FliEL4
(Deny) , BEBAllowXBDenyJiStUEaAT,
BIEDeny{fL5EaIREN .

BESEHE:

e Allow

e Deny

Condition Object REIEEF. THRESIBXSH, 55 IEH
E MRS .
1588
LABRRAIFAIConditionJafl: 521442 ( obs:prefix )
FI=#&FE (public) F4B%E ( StringEquals)

"Condition": {

"StringEquals": {

"obs:prefix": [
"public"

]

}

}
Resource Array of HiR. MUEOT:
strings =L

o ONE *MAER: =, fi: "obs::bucket*",

o regionZER eI E]iAaAdregion ., serviceliiu
FrEBresource BT I Rservice,

o HiZBEENEIEANTIEEENKIEHT, 1ZFBRHEE
JIO0bject, {EA: "Resource”: {"uri": ["/iam/
agencies/
07805acaba800fdd4fbdcO00b8f888c7¢c"]}

(=R

FIMA RS FRIZIEINR

GET https://iam.myhuaweicloud.com/v3.0/OS-AGENCY/projects/{project_id}/agencies/{agency_id}/roles
N Rz 7

RS9 200 H:
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BH—BDINIE

APl &% 5 API
BRI
{
"roles": [
{
"domain_id": null,
"flag": "fine_grained",
description_cn": " Iz ETEARSS RIEAUR
catalog": "AOM"
name": "system_all_30",
description": "AOM read only",
id": "75cfe22af2b3498d82b655fbb39de498"
display_name": "AOM Viewer",
type": "XA
policy": {
"Version": "1.1
"Statement": [
{
"Action": [
"aom:*:list",
"aom:*:.get",
"apm:*:list",
"apm:*.get"
"Effect”: "Allow”
}
1
}
}
1
}
REHE
REE iR
200 BRI
401 NS S
403 IRBEREINR .
404 RIEKEERAIER
500 MEBIRSS IR .
S
7
5.10.8 HERRFEBIRFIE
IheeN4Aa
ZEO L BTFEERAFIEEFEBRSINR.
ZEOTLMEREBEXIFAYEndpointFIE B X igtAYEndpointi@ A . IAMBJEndpointid
s WXNREDR.
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H—BDINIE

APl &% 5 API
EOLR
URLArole_idXI R AYINPRAAE S BT, A BERte_agency,
izt
ZAJLATEAPI ExplorerdiifiziE O
URI
PUT /v3.0/OS-AGENCY/domains/{domain_id}/agencies/{agency_id}/roles/{role_id}
* 5-474 BRIRBH
2% = | ¥R 1
Wi
agency_id = String FIEID, KEBRESN: REKS.
IAMEBF. IMB. AP4A. X, £
RIBIRFOID,
domain_id e String FREHWKSID, KESXBES W FKEL
k=, IAMARF. INH. AFP4E. K
8. FERBRAID,
role_id 2 String 2BERSZINRID, KESIBESH: 3K
EUBRID
RS
%t 5-475 153K Header 2%{
2% =AWk 8% | #k
i)
Content-Type | =2 String | iZ=FERABIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | AR, FEEFPNSMN . NREE
=W
tokenfFTFEINPRIES ISR -
R3S
7
=GNl

NERRTFERRSTIR
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F—EBINE
AP &% 5 AP

PUT https://iam.myhuaweicloud.com/v3.0/OS-AGENCY/domains/{domain_id}/agencies/{agency_id}/roles/

{role_id}
il Rz 73~ 15
%
REHE
R[EE 0%
204 AT
401 TAIERY .
403 RERIENR
404 RIKEBNAIRIE
500 REPIRSSTEIR
EIRB
7
5.10.9 AZHERFINEIRFZIRE
IHEENA
ZEOTUBTFEER AZITRFIERSNR
ZEOn LAMER 2B XIFAIEndpointFIE B X idAYENdpointi@E .. IAMBIEndpointi’
2N HXIRIEH R
EOAR
URLArole_idxS A PR EZ Bz, AaERsecu_admin, te_agency,
N
1ZR]LATEAPI ExplorerdriEidizizE .
URI

PUT /v3.0/OS-AGENCY/projects/{project_id}/agencies/{agency_id}/roles/{role_id}
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F—EDINE
AP &% 5 AP

% 5-476 BI2SH

2¥ BE | o%EE R
WhisE
agency_id = String F1EID, REBRBESN: REKS.
IAMEF. INH. AP4E. Xi%. it
RIZFRFOID
project_id 2 String ZIELRIMEID, RGBS 3K

S, IAMAR. IH. AFPA. K
f. EFERIRFRFIID,

String INBERSBXRID, KNG RIESN: 3K
EVABRID .

ali

role_id

IBREH
2 5-477 153K Header 2%
B8H B WI%E 8% | ik
e
Content-Type | 2 String | IZ=FEREIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | BIAISHE, FEBFSMH . NRFEE
=W
tokenFrEEtNPRIES DR o
=2
7
=]
HNEEEFIBRSINR
PUT https://iam.myhuaweicloud.com/v3.0/OS-AGENCY/projects/{project_id}/agencies/{agency_id}/roles/
{role_id}
M iz 7~ 5
7
R[EE

IR[EHE iR
204 IO
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F—EBINE
AP &%

5 API
REIE )%
401 NN S¢S
403 RBEIREBUR
404 RILEIBRMAYZIR
500 AERIRSSHEIR o
Z) et
7

5.10.10 EERREHEERRSIR

TIRENA

ZEOUUATEEREIRIEREREERRSIIIR.

ZiEORLMERA 2B XIFAYENdpointF lE M X IFAYENdpointiE . IAMBYENndpointis
21 WXL iRDS.

i

1ZBLATEAPI ExplorerdrifidizizO.

URI

HEAD /v3.0/OS-AGENCY/domains/{domain_id}/agencies/{agency_id}/roles/

{role_id}

% 5-478 BIZSH

¥ 28 | S fhit
Whise

agency_id = String F1EID, KA NBESN: KKS.
IAMARF. IH. AFAE. Ki. &t
FIZFRFID,

domain_id = String FIEFEWSID, FKEBFRIES W : IR
k=, IAMARF. IIH. AFP4HE. K
. ZIERBIRFID,

role_id 2 String 2BERSBIVRID, KENSIBESW: 3K
EXARID
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BH—BDINIE

APl &%& 5 API
BRSH
K 5-479 153K Header 3
S BRI S | ik
sem
Content-Type | =2 String | iZ=FERABIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | iAE<$hE, EFEBEFPHBEMD. BUREE
=W
tokenFrE N RIES IS
)25
7o
=Rl
BRI ERREEBRSZPUR.
HEAD https://iam.myhuaweicloud.com/v3.0/OS-AGENCY/domains/{domain_id}/agencies/{agency_id}/roles/
{role_id}
il iz 73~ 451
7o
R[EE
REHE A
204 BN, (EBEENR)
401 TAIESR
403 REERIENR
404 RILEERAYEIE
500 AEPIRSEIR -
e
"
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F—EAINE
AP &% 5 AP

5.10.11 ERERERGHEMERSNR

IRENA

ZEOFUATFEERENEREEHBIERS IR

12};:III_JLM§}EHE%Ei:EE’JEndpomt%D Lt X1%AYEndpointiFfH . IAMRIEndpointid
2N WXL ETR

iz
RE]LATEAPI ExplorershiEidiziE0,
URI
HEAD /v3.0/OS-AGENCY/projects/{project_id}/agencies/{agency_id}/roles/{role_id}
7+ 5-480 BBIZBH
2 = SR A
WA
agency_id = String F1EID, KA XBESN: KRS,
IAMEF. IIB. AP4A. Xi. T
R9RFRFOID
project_id 2 String RIEFHIMEBID, KEBRESW: 3K
kS . IAMABF. IMB. APAE. X
g, FFEHBRAID,
role_id 2 String INBRSNIRID, KEVSBESN: 3K
EMBRID ,
B3RS
K 5-481 153K Header 2#
2 BRWIE 2% | ik
it
Content-Type | =2 String | iZ=FERABIES “application/
json;charset=utf8”
X-Auth-Token | 2 String | EIAIEAYIHEE Security Administratortl
FRAYtoken,
VRS54

p
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F—EBINE
AP &% 5 AP

iBERTA

EEEERGHENERSTUR.

HEAD https://iam.myhuaweicloud.com/v3.0/OS-AGENCY/projects/{project_id}/agencies/{agency_id}/roles/

{role_id}
il Rz73~ 451
7
IREHE
R[EHE ik
204 B, (BEBEIEENUR)
401 TNIESM
403 SBEIRENIR
404 RILEIERAYZR
500 AEBERSZ IR
)i
7
5.10.12 BIREFNZBIRZNRE
INEENA
ZEOT L BATFEEREHREITHNEBIRSHUR .
ZEOALUERE B XIERIEndpointFIEth XIgtRYEndpointillAH . IAMRIEndpointis
20 WRNRETS.
WA
R0 LATEAPI ExplorerdrifEiiziE .
URI

DELETE /v3.0/OS-AGENCY/domains/{domain_id}/agencies/{agency_id}/roles/
{role_id}
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F—EDINE
AP &% 5 AP

% 5-482 RIZESH

2¥ BE | o%EE R
WhisE
agency_id = String F1EID, REBRBESN: REKS.
IAMERF. IiH. AFA. Xig. &F
RIZFRFOID
domain_id 2 String FIEAWSID, KEBRIES N IREX

K=, IAMEBRF., IR8. AFPE. X
5. EFEHF[FRFID,

String ERMRSBIRID, KESHEEN: 3Kk
EVARBRID .

ali

role_id

IBREH
Z 5-483 153K Header 2%{
B8H B WI%E 8% | ik
-t
Content-Type | 2 String | IZ=FEREIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | BIAISHE, FEBFSMH . NRFEE
=W
tokenFrEEtNPRIES DR o
=2
7
=]
BIREIE2BIRSR
DELETE https://iam.myhuaweicloud.com/v3.0/OS-AGENCY/domains/{domain_id}/agencies/{agency_id}/roles/
{role_id}
M iz 7~ 5
7
R[EE

R[EE Ei:)%
204 RIBRELIO
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H—BDINIE

APl & > API
REIE )%
401 NN S¢S
403 RERIESUR .
404 RILEIBRMAYZIR
500 EY SN

Z) et
¥
5.10.13 B&FFERIINE RS NRE
INRENA

ZEOT LU AT EERBREEIERSIR

ZiEORLMER 2B XIFAYENdpointF I E M X IFAYENdpointiE . IAMBYENndpointis
2N WXLIETR. -

5
1ZBLATEAPI ExplorerdrifidizizOl.
URI

DELETE /v3.0/OS-AGENCY/projects/{project_id}/agencies/{agency_id}/roles/
{role_id}

% 5-484 IRIZSH

2% =E | o¥EE fna
WAiEE
agency_id = String F1EID, KA NBESN: KKS.
IAMEF. INH. AP4E. Xi%. Fit
HIBFRFID,
project_id = String ZIEANIMEID, KWABESN: K

BKS. IAMEF. ImB. AFP4A. X
5. EFEHZFRFID,

String INBRSHIRID, RENARIBESH: 3K
EXAGRID

role_id

Fali
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BH—BDINIE

APl &% 5 API
RS
2 5-485 153K Header 3#
8% BE W% 2% | #t
i)
Content-Type | =2 String | iZ=FERABIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | 510$HE, FEEFPNSMH . NREE
=
tokenFrEE RIS S DA .
)2
7
=]
BIRZIERIIM B RSZAR
DELETE https://iam.myhuaweicloud.com/v3.0/OS-AGENCY/projects/{project_id}/agencies/{agency_id}/roles/
{role_id}
I Rz73~ 51
7
R[EHE
REE )
204 FRIRR BRI o
401 NIEEY
403 ISEERIENIR
404 REKEENAIER
500 MEBARSSHRIR -
e
7
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H—BDINIE

APl B 5 API
5.10.14 Ei9ZFH FRIFBEIE IRSSTRYIZR
ThEET A

ZEOFLUBTFEEREREEMEIERS IR IZE.

iZEOn LAERAEBEXIFAIEndpointFIE b X iatHYEndpointi@E .. IAMBJEndpointi’
S XMABHT .

it
RE]LATEAPI ExplorershiEidiziE0,
URI
GET /v3.0/OS-INHERIT/domains/{domain_id}/agencies/{agency_id}/roles/
inherited_to_projects
X 5-486 IR12S8#
S8 =R | sEey A
agency_id = String F1EID, FKEHXBESN: FKIKS.
IAMEF. IIB. AP4E. Xi. T
B9RFRFOID
domain_id 2 String FREHWKSID, KRESXES W FKEL
&S, IAVMEBRF. 8. AFPEA. X
g, FFEHBRAID,
B2

K 5-487 153K Header 2

28 =S | s )%
X-Auth-Token | 2 String BashE, FEBFPNSD . NREHE

=|

SN0

tokenPfrFHEAX RIS S IR .
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F—EBINE
AP &% 5 AP

MR SEL

% 5-488 i Body 2#

84 SHRT R

roles Array of MIREETIZE.
objects

links object RIREZER

2 5-489 roles

Y SR ik
id String BRID
links object MR RRIHEER
name String BPRE o
% 5-490 links
2¥ SR A
self String GADLAIL S EINEN 1|

s Kzpl
BEEIE FHFTEIRE RS IR,

GET https://iam.myhuaweicloud.com/v3.0/OS-INHERIT/domains/{domain_id}/agencies/{agency_id}/roles/
inherited_to_projects

[ iz 73~5)
RAFH 200 F:
TR
{

"roles" : [
{
"name" : "system_all_154",
"links" : {
"self" : "https://internal.iam.ctcclouddev.com/v3/roles/04570dfe267c45a3940e1ae9de868..."

h
"id" : "04570dfe267c45a3940e1ae9de868..."

"name" : "test1_admin",
"links" : {
"self" : "https://internal.iam.ctcclouddev.com/v3/roles/1bf20f1adba94747a6e02e1be3810..."
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BH—BDINIE

APl &% 5 API

"id" : "1bf20f1adba94747a6e02e1be3810..."

}
1
"links" : {

"self" : "https://internal.iam.ctcclouddev.com/v3.0/OSHERIT/domains/
05b09b4723001dc90f27c0008f8b1.../agencies/08c6652e86801d234f01c00078308.../roles/
inherited_to_projects"

}
RSB
RSB iR
200 &R
401 TAIERTY .
403 R BEREINR .
404 REKEENAEIR
500 REPIRSSEEIR
S
B2 EIED.

5.10.15 AZIEEFFIEINBIRFBIR

TORENA

ZEOUL AT EERAERR FEIRERSXR,

iz O LUMERAEBEXIFAYEndpointFIE B X iatHYEndpointi@ A .. IAMBJEndpointi&
S WXMBHT .

FOLR

URLArole_idXS AN PRAEZ BI=HI, AEeRte_agency.,

iz

1ZATLATEAPI ExplorerdrifEiftizizOl,

URI

PUT /v3.0/OS-INHERIT/domains/{domain_id}/agencies/{agency_id}/roles/{role_id}/
inherited_to_projects
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https://developer.huaweicloud.com/endpoint?IAM
https://apiexplorer.developer.huaweicloud.com/apiexplorer/doc?product=IAM&api=AssociateAgencyWithAllProjectsPermission

BH—BDINIE

APl &% 5 API
* 5-491 IR12BH
B8H = SR R
agency_id 2 String D, FEHIESN: KIS,
IAMARF. INBH. AF4H. Xi%. Fit
R9BRFRFOID,
domain_id 2 String ZREHFHKSID, KESBESR: 3K
kS . IAMAF. MB. APAE. X
8. FERIBIRAID,
role_id 2 String BPRID, IRENGiBESN: IREUNR
ID,
IBREH
K 5-492 53K Header 2
2% 2 | ¥R )
X-Auth-Token | 2 String BIAShE, AEAPNED . NREE
B
tokenFTBEINRIES IR
VRS54
7
=P ANl
NEIEEFEBEIBERSINR .
PUT https://iam.myhuaweicloud.com/v3.0/OS-INHERIT/domains/{domain_id}/agencies/{agency_id}/roles/
{role_id}/inherited_to_projects
I 7~
7
RS
RS A
204 AT
401 TAIERY .
403 IREEENR .
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F—EBINE
AP &% 5 AP

LA fiR

404 RILEEN AR
500 AERERSS tEIR -
= ST
ESIEIRE
5.10.16 1S EBEFIE FREEBFIEIERSZHIR
ThEeN 4B
ZEO L ATFEERNERIEEREEFEIERSBINR
iZEOa] LAERAEBXIFAIEndpointFIE b X iatHYEndpointi@ A .. IAMBJEndpointi’
s MXNRHETR.
&t
1RA LATEAPI ExplorerdiifiziEOl,
URI

HEAD /v3.0/OS-INHERIT/domains/{domain_id}/agencies/{agency_id}/roles/
{role_id}/inherited_to_projects

% 5-493 BRiZS#

2% =S | sEEEm R
DAV

agency_id 2 String F1EID, KA XBEN: KKS.
IAMAF. IiE. AP4E. XK. £
RBFRFAID,

domain_id 2 String EFREHFHKSID, KEHSBESH: 3K
kS . IAMABF. MB. AFRAE. K
5. ZERBRMID,

role_id 2 String BPRID, IRENGiBESN: REUNR
ID,
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https://developer.huaweicloud.com/endpoint?IAM
https://apiexplorer.developer.huaweicloud.com/apiexplorer/doc?product=IAM&api=CheckAllProjectsPermissionForAgency

H—BDINIE

APl &%& 5 API
BREH
7 5-494 i53K Header 2%
¥ 2 | %R HER
X-Auth-Token | 2 String BIEShE, FEBEFPINSM . NREE
=W
tokenp BN PRIES WIS .
IR SE
7
=P Nl
MERITETEAEEEIERSIR.
HEAD https://iam.myhuaweicloud.com/v3.0/OS-INHERIT/domains/{domain_id}/agencies/{agency_id}/roles/
{role_id}/inherited_to_projects
) aa ]
.
RS
RS ik
204 HifpIh. (BEEENR)
401 NI S
403 IREERENR
404 RILEERAYEIE
500 MEBIRSS IR
IR
BESIEIRB.

5.10.17 #BIRZEIE FRIFFEINE IRSHR

ab
IHEEN4a

ZEO L BT EERBREEIPTEIRE RS R

ZiEOaLUER2BXIFAYENdpointF I E X IFHIENdpointi@FE . IAMAYENndpointis
20 WXL EDS.
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https://support.huaweicloud.com/usermanual-iam/iam_01_0001.html
https://developer.huaweicloud.com/endpoint?IAM

BH—BDINIE

APl &%& 5 API
i
AJLATEAPI ExplorerdiitiziE O
URI
DELETE /v3.0/OS-INHERIT/domains/{domain_id}/agencies/{agency_id}/roles/
{role_id}/inherited_to_projects
% 5-495 RIZSH
2% =R | sy R
agency_id =2 String 1D, KB RIBESN: KBS .
IAMEF. IIB. AFP4E. XiE. it
H9RFRFAID
domain_id 2 String ZIEEMKSID, FKENAEBESR: 3K
K=, IAMERF. IiB. AFPA. X
5. EHERIZFRFIID,
role_id 2 String BPRID, SRENSIBESN: TKEUWNR
ID,
BRESH
2K 5-496 153K Header 3#
2 =R | sFey A
X-Auth-Token | 2 String BIaShE, AEEFINEm . NREE
B,
tokenfFT BN RIES WIEHIR
)25
7o
=Pl
BRI TRIFRE I B RSHUR
DELETE https://iam.myhuaweicloud.com/v3.0/OS-INHERIT/domains/{domain_id}/agencies/{agency_id}/roles/
{role_id}/inherited_to_projects
Nl Rz 73~

7
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https://apiexplorer.developer.huaweicloud.com/apiexplorer/doc?product=IAM&api=RemoveAllProjectsPermissionFromAgency

H—BDINIE

APl & > API
NG

RS ik

204 BERAIN o

401 TAIERML

403 IRBRIER

404 RFWEN AR -

500 AEBIRSS IR
IR0

BESIEIRB.

5.11 £V IREEE

5.11.1 &g IRE BRI RA

ZEO LAMERAEBXIFAIEndpointFIE b X itHYEndpointi@E .. IAMBJEndpointi’

ThEEN4R
ZEOTRTFEEe IR E EEXBRRFE.
S0 WXMBRTE. -

i
1 B] LAFEAPI ExplorerdhifFirizizE .

URI

GET /v3.0/OS-PERMISSION/enterprise-projects/{enterprise_project_id}/groups

#* 5-497 BIRSH

2% BEWI% SRR R
enterprise_pro | 2 String FEItWIRBRID,
ject_id
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https://developer.huaweicloud.com/endpoint?IAM
https://apiexplorer.developer.huaweicloud.com/apiexplorer/doc?product=IAM&api=ListGroupsForEnterpriseProject

F—EAINILE
AP &%

5 API

IERSH

2 5-498 153K Header &%

2% A WI% SRR fEid
X-Auth-Token | 2 String SINERIRE
iam:permissions:listGroupsOnE
nterpriseProjectZBfi AR,
Security AdministratortfRAY
token, EIATEK
enterprise_project_idEf @S
B9domain_id5Tokenshfg
domain_id—%,
I e
K758879 200 AY:
2= 5-499 [ Body %
2% e el ik
groups Array of FREER.
objects
2R 5-500 ListGroupsForEnterpriseProjectResDetail
2% ¥R 275
createTime Integer FBFZAEGIEZRTE
description String FAF4BiER .
domainld String WSID,
id String FAF4EID,
name String FAF4BEFR,

5Kz

EEEWINE XEXRIARFE.

GET https://iam.myhuaweicloud.com/v3.0/OS-PERMISSION/enterprise-projects/{enterprise_project_id}/

groups

il iz 73~ 151

W&G: 200
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BH—BDINIE

APl &%& 5 API
15K -
{
"groups" : [ {
"createTime" : 1552093271000,
"description" : null,
"domainld" : "dc7f62ae236c47b8836014c16d64d...",
"id" : "e6bde2403bda43e2813a1a6848963...",
"name" : "auth"
1
}
RS
RS iR
200 BRI
400 BRSEE
401 NS S
403 IRBEREINR .
404 BAEEERR
415 Content typefIS&IR o
500 REBRARE.
el
BESIEIRE.
5.11.2 Eif{PIIRE KB P AR
IhgeNn4A
ZEOETFE IR E XA AR
ZiEOLAMERA 2B XIFAYENdpointF lE M X IFAYENdpointiE . IAMBYENndpointis
sl WXMREDR. -
U
1ZA LATEAPI ExplorerdriidtiziEOl,
URI

GET /v3.0/OS-PERMISSION/enterprise-projects/{enterprise_project_id}/groups/

{group_id}/roles
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https://developer.huaweicloud.com/endpoint?IAM
https://apiexplorer.developer.huaweicloud.com/apiexplorer/doc?product=IAM&api=ListRolesForGroupOnEnterpriseProject

F—EBINE
AP &% 5 AP

% 5-501 BBIRSH

2% BEWI% SHRT (i35
enterprise_pro | 2 String FEEEWIREID,
ject_id

group_id = String FEIRAPLAID,

IERSH

3£ 5-502 153K Header &%
S8 BBk SRR ik

X-Auth-Token | 2 String SINEREE
iam:permissions:listRolesForGr
oupOnEnterpriseProjectZH#i; &
I PRek Security Administrator
BURATtoken,, EIRTER
group_idPi/@MKSHIdomain_id
5TokendaYdomain_id—%{,

251
R 200 B

R 5-503 i Body %4

2% SR fHiA
roles Array of ==L 7IE=
objects

& 5-504 roles
2% SR A
catalog String BPRFRIER R
display_name | String WRERER
description String WPRAYZHEIAME R
description_cn | String BPRAIHPSHEIAE R
domain_id String WRFTEMKSID,
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H—BDINIE

APl &% 5 API

2% SR fEA

flag String ZBHENfine_grainedid, FRRLAIRARFEN
BEHIREE .

id String BRID

name String PRBEFR

policy object WREFRE

type String BIRAYEMET
58

o AXFERfEdomainEETR.

o XAFEREprojectEETRo

o AAZFKRTEdomainfprojectEIHE R,

o XXFERTEdomainFlprojectEHIARER.

o HEMERBHNERMEXSEEHAXTEXA, FEeE
domainEfproject E&EER (AA) , TETE
domainEFproject EEAER (XX)

2k 5-505 RolePolicy

e SHRE R
Depends Array of ZA PR PR EAIAR
objects
Statement Array of BRES, MIASIRIERRE.
objects
Version String BURRAS .
588

o 1.0: RAMENAGE. LIRS HHNE, REBIRAY
RS EXAERTEN.

o 110 SEEE. IAMBSTIRIO—IMRAERITAORE
7, ALMEHEIRERSIRE. ARURERS

=

2k 5-506 PolicyDepends

2% SR A
catalog String PIRFIEER
display_name | String PIRERE -
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F—EBINE
AP &%

5 API

2K 5-507 PolicyStatement

2% S¥RT iR
Action Array of BN, 1EXRIERIEARIENIR . STIFRYIEIN
strings INESEE SRS (APIZE ) th “IRFIEN
" &1,
1588
o 18N RBZBFREERIE, Al
vpc:ports:create
o RBBAFREIR, filfllecs. evstlvpcE, IRSBH
NZFINE ., REERBIRESAENINE, BXRx
HEhS*, THRSIISERENIR,
o HBEENRIEAZTITEE RIS, ZFEREN:
"Action": ["lam:agencies:assume"],
Effect String FF. BamM: 21F (Allow ) FliE4
(Deny) , BEBAllowXHEDenyRiERIEDAT,
B {EDeny{fL5ERYREN
e =R
e Allow
e Deny
Condition Object REISEF. TRESIBEXSH, 5% IEH
EN RS .
1588
LAER R BIF A ConditionJaffl: 4452 ( obs:prefix )
FI=#FER (public) F4B%E ( StringEquals)
"Condition": {
"StringEquals": {
"obs:prefix": [
"public"
1
}
}
Resource Array of TR MUENT:
strings 1588
o HE*HRERR: ::, #I: "obs::bucket*",
o region=FEA*E A ETAIEIAIregion, servicelsiR
F£Bresource BT X fiservice,
o HiZBEENEIENERIEEENKIEHT, 1ZFERHEE
JIO0bject, {EA: "Resource”: {"uri": ["/iam/
agencies/
07805acaba800fdd4fbdc00b81888c7c"[}.

ISRl
B IR E XA P ARTIUR .

GET https://iam.myhuaweicloud.com/v3.0/OS-PERMISSION/enterprise-projects/{enterprise_project_id}/

groups/{group_id}/roles
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F—EBINE
AP &%

5 API

Nl Mz 73~
RE/: 200
BERIN

"roles" : [ {
"catalog" : "CUSTOMED",
"description" : "u81eau5b9au4e49u6743u9...",
"description_cn" : null,
"display_name" : "XpBdkPYCCx",
"domain_id" : "0456fd5a278033120f37c006683ab...",
"flag" : null,
"id" : "5d1b6256331f4fb494534bf240698...",
"name" : "custom_policy1",
"policy" : {
"Statement" : [ {
"Action" : [ "aaa:a*b:baa*" ],
"Condition" : null,
"Effect" : "deny",
"Resource" : null
o
"Action" : [ "aaa:a*b:bab*" ],
"Condition" : null,
"Effect" : "Allow",
"Resource" : null
11
"Version" : "1.1"
j?
"type" : "XA"
13
}

WS

LA iR

200 RN AN

400 BRSH .

401 NS

403 RBERIESUR .

404 RILEIERAYZIR

415 Content typefIgEix o

500 RBRFEZE,

52 EIRB.
5.11.3 EFHPAEHEIIRBEEIR

TIRENA

ZiEO AT EiEE DRI WIREER, EeWIng .. ARAMISRISIEXRSR
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F—EBINE
AP &% 5 AP

ZEOTLUERE R XIFAIEndpointFIE tXIERIENdpointiBFE . IAMBJENdpointid
S WMRMBRDR.

I
RE]LATEAPI ExplorerdiEiiziE.

URI
PUT /v3.0/OS-PERMISSION/enterprise-projects/{enterprise_project_id}/groups/
{group_id}/roles/{role_id}
& 5-508 RS
e BRIk SR iR
enterprise_pro | 2 String ®AWIREID,
ject_id
group_id = String FBR4ID,
role_id = String fBeliD,
i%A8
IBRAZAEIFAEWINEE
go BEXFEWIRB IR
ERSH
% 5-509 53K Header 2%{
2 Uk ST R
X-Auth-Token | 2 String SEINERYARE

iam:permissions:grantRoleToGr
oupOnEnterpriseProject/B#;E
I PREkSecurity Administrator
WBRAYtoken, EIRTESR
group_idpfr/EMk=HYdomain_id
5Tokensfddomain_id—H.

MR S4L

5K
EFAPENEWIREER.

PUT https://iam.myhuaweicloud.com/v3.0/OS-PERMISSION/enterprise-projects/{enterprise_project_id}/
groups/{group_id}/roles/{role_id}
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https://developer.huaweicloud.com/endpoint?IAM
https://apiexplorer.developer.huaweicloud.com/apiexplorer/doc?product=IAM&api=AssociateRoleToGroupOnEnterpriseProject
https://support.huaweicloud.com/usermanual-em/zh-cn_topic_0108763979.html
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H—BDINIE

APl &% 5 API
M Rz~
T
RESHS
RSB A
204 IERREIaa AV
400 ERIBEAERIEE,
401 tokenTAIEEM
403 ZIHRE, RS,
415 Content typefRISsEiR
500 AERARE
T
BE =D,
5.11.4 MR INE XEXFE P AR
IheeNna
1Z3% O BT BRE IR B BB FPERISSR
ZEOALUMERAEBXIERIEndpointFIEth XigtRYEndpointilAE . IAMRIENdpointis
2 WXRIETR.
U
A LATEAPI Explorerdiiziziz .
URI

DELETE /v3.0/OS-PERMISSION/enterprise-projects/{enterprise_project_id}/groups/
{group_id}/roles/{role_id}

% 5-510 IRZSH

28 =Wk ST fEiA
enterprise_pro | & String TAIRBID,
ject_id

group_id = String FBRF4HID,
role_id = String WPRID,
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https://developer.huaweicloud.com/endpoint?IAM
https://apiexplorer.developer.huaweicloud.com/apiexplorer/doc?product=IAM&api=RevokeRoleFromGroupOnEnterpriseProject

BH—BDINIE

APl &%

5 API

IERSH

il iz 228

i5RHl

N Mz 73~ 51

NTN

tHi=hg

2 5-511 153K Header 2#{

2H

ERWIE SHE

ik

X-Auth-Token | 2 String

EINERYEE
iam:permissions:revokeRoleFro
mGroupOnEnterpriseProjectZH
FER PR Security
AdministratorffRAJtoken, [
RTEskgroup_idFT =49
domain_id5Tokenhfg
domain_id—%,

MBS LV I3 B KB F B RIABR

DELETE https://iam.myhuaweicloud.com/v3.0/OS-PERMISSION/enterprise-projects/{enterprise_project_id}/
groups/{group_id}/roles/{role_id}

7
R A
204 IERREIa AV
400 EREBAEIEE,
401 tokenTAIESEKL
403 ZIHRE, R,
404 BRERIEATEFE
415 Content typefRIGiaiR .
500 REBRARE
ESEIRE .
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H—BDINIE

APl &% 5 API
5.11.5 E=R AP A BRI IRE
THRENER

ZiEO R BFEmAPEREXAIEIIRNE .

ZiEO LAME A2 B XIFAYENdpointF I E M X IFAYENdpointiEFE . IAMBYENndpointis
21 WXLRIREDSR.

I
RA LATEAPI ExplorerdriEidiziEOl,
URI
GET /v3.0/OS-PERMISSION/groups/{group_id}/enterprise-projects
& 5-512 IERSH
2% Rk ST iR
group_id 2 String FEIIHBF4AEID,
ERESH
% 5-513 153K Header £
e ERWIE SR iR
X-Auth-Token | 2 String SINEREE
iam:permissions:listEnterpriseP
rojectsForGroupZi#i B+ fREY
Security AdministratortXRHY
token., ERTEKgroup_idF/E
Mk =HIdomain_id5Token Y
domain_id—%,
V254

HEBA 200 B

Z 5-514 g Body £%{

2% SR R
enterprise- Array of EWIREER
projects objects
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https://developer.huaweicloud.com/endpoint?IAM
https://apiexplorer.developer.huaweicloud.com/apiexplorer/doc?product=IAM&api=ListEnterpriseProjectsForGroup

H—BDINIE

APl &%& 5 API
2K 5-515 ListEnterpriseProjectsResDetail
84 SHRT RhR
projectld String IHID,
=P ]l
EGRAFAXERITIWIRE
GET https://iam.myhuaweicloud.com/v3.0/OS-PERMISSION/groups/{group_id}/enterprise-projects
M Rz~
KRG 200
BRI
{
"enterprise-projects" : [ {
"projectld" : "dd87a1a8-8602-45a8-8145-393af4¢95..."
1]
}
RS
RS ik
200 BRI
400 ERSHHE
401 NI S
403 IREERENIR
404 RIKEBNAIRIE
415 Content typefIGiEiR .
500 SEIER =3
ELE]
BSIEIRE.
> v
5.11.6 EiFFFEEXBHKRITIINE
IhEeEN4A

ZEOABTERRAPEZEXEKAIEIINE .

ZEOLUER2BXIFAYENdpointF I E X IFHIENdpointi@FE . IAMAYENndpointis

%)'_‘U : i&z*ugiﬁ-ﬁln\ o
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https://developer.huaweicloud.com/endpoint?IAM

H—BDINIE

APl &% > API
s,
REJLATEAPI ExplorerdiEiiziE.
URI
GET /v3.0/OS-PERMISSION/users/{user_id}/enterprise-projects
= 5-516 RS
2% BRIk SR fEid
user_id 2 String FEIEAERPID,
ERSHE
K 5-517 153K Header 3#
2% ERWiE SR fiEid
X-Auth-Token | 2 String SINEREE
iam:permissions:listEnterpriseP
rojectsForUserZl#i EAX PRIk
Security Administratorf¥fRAY
token, EIRTEKuser_idF/EMK
SHJdomain_id5Token=HY
domain_id—%,
) E=S
WKAE5H 200 BY:
& 5-518 Lz Body %
2 S¥R A
enterprise- Array of EWIRBER.
projects objects

2 5-519 enterprise-projects

2Y SR ik
projectld String IHID.
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https://apiexplorer.developer.huaweicloud.com/apiexplorer/doc?product=IAM&api=ListEnterpriseProjectsForUser

F—EBINE
AP &% 5 AP

iBERTA

EWRAFPEZEXEKIIEIINE .

GET https://iam.myhuaweicloud.com/v3.0/OS-PERMISSION/users/{user_id}/enterprise-projects

0@ Rz 73~5)
REB: 200
R AN
{

"enterprise-projects" : [ {
"projectld" : "dd87a1a8-8602-45a8-8145-393af4¢95..."

}"‘{projectld" : "dd87a1a8-8602-45a8-8145-393af4¢95..."
}]
}
REB
RSB iR
200 BKEI0 .
400 BRSHLE.
401 TNIERY
403 RERIESUR .
404 RILEERRIRE
415 Content typefRIGsEiR o
500 AEIEARE -
EiRD
B2 EIRE.
5.11.7 EigtIRE BRERE -
IHEENA

ZiEOBAFERtWInE EEXBKINER.

1%::DTLM§H§%%IZiIEI’JEndpomt%I] { fth Xt AYEndpointiElfE . IAMAYEndpointis
D WRMEIRT A

IR
RE]LATEAPI ExplorerdiEiiziE.
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https://developer.huaweicloud.com/endpoint?IAM
https://apiexplorer.developer.huaweicloud.com/apiexplorer/doc?product=IAM&api=ListUsersForEnterpriseProject

BH—BDINIE

APl &% 5 API
URI
GET /v3.0/OS-PERMISSION/enterprise-projects/{enterprise_project_id}/users
& 5-520 IEERSH
2% EEWI% SR 1k
enterprise_pro | £ String #FEECWIRBID,
ject_id
IBREH
K 5-521 i53K Header 2
2% BEWI% SR R
X-Auth-Token | 2 String SINERYARE
iam:permissions:listUsersForEn
terpriseProject4R¥ EAN R,
Security AdministratortXpRHY
token,
R SEL
RE&FB: 200
K 5-522 i Body 2%
2¥ ¥R R
users Array of BFRER.
objects
K 5-523 users
2% e el fHiA
domain_id String AR FTEKRSID,
id String EIARID,
name String ENARPE.
enabled Boolean ENREREEEH, trueRrBH, falsexR=
F3, BilJtrue,
description String BENAPERMEE,
SHSRRA 49 (2022-06-20) WRINPTE © HERIRARBIRAE) 335




BH—BDINIE

APl &% 5 API
2H SHARTY iR
policy_num Integer N PRIZRREEL
lastest_policy_ | Long BF&ESEIRE XEERIEARTE (Z7)
time

iI=P ]

EWEWIREEZXEKAF

GET https://iam.myhuaweicloud.com/v3.0/OS-PERMISSION/enterprise-projects/{enterprise_project_id}/users

MRz~
REF: 200
BRI
{

"users" : [ {

"domain_id" : "d78cbac186b744899480f25bd02...",

"id" : "07667db96a00265f1fc0c003a...",
"name" : "IAMUserA",

"enabled" : true,

"description" : "IAMDescriptionA",
"policy_num" : 2,

"lastest_policy_time" : 1589874427000

}
}

RS
/NG R
200 BRI
400 HERSEE
401 INESM
403 ISEBRIENIR
404 RIEFNEXZRIR
500 RBEFE.

5.11.8 Eif{t I B BB P RIIR

ab
ThEEN AR

ZiEOTATFEECWIRE EEXEERPIISR .
ZEOaLUER2BXIFAYENdpointF I E X IFHIENdpointiEFE . IAMAYENndpointis

%m : Mg*ugiﬁ-ﬁln\ o
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https://developer.huaweicloud.com/endpoint?IAM

BH—BDINIE

APl &% 5 API
it
RE]LATEAPI ExplorerdrifEidiziE.
URI
GET /v3.0/OS-PERMISSION/enterprise-projects/{enterprise_project_id}/users/
{user_id}/roles
F+ 5-524 BIZBH
8% B SRR 1k
enterprise_pro | 2 String tTWIRHID,
ject_id
user_id =2 String FAFID,
ERSH
K 5-525 153K Header 2#
8% BERWi%E SRR ik
X-Auth-Token | 2 String SINEREE
iam:permissions:listRolesForUs
erOnEnterpriseProjectZBfi 4R
FREkSecurity Administratori¥
FRAYtoken,
R &4

W&E: 200

% 5-526 i Body 2%

¥ SR iR
roles Array of = f=L7IE=
objects

2 5-527 Rolesltem

2% SR fiA
catalog String BBRFFIEE R
display_name | String PRERER,
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F—EBINE
APl &%

5 API
2% SR fEA
description String WPRAYZE SR
description_cn | String BPRRIFPSTHEIAER
domain_id String WRFTEMKSID,
flag String ZBHENfine_grainedid, FRRLABIRARFEN
BEHIREE .
id String BRI o
name String BPREFR
policy object NIREARS.
type String RIRAIERET
1588

o AXFRfEdomainEER,

o XAFEREprojectEETRo

o AAFERTEdomainFlproject 2R R.

o XXFERTEdomainFlproject EHIARER.

o HEMEBHNETERXFEENAXTEXA, FEEE
domainEfproject EEER (AA) , SETE
domainZE#Iproject EEBARER (XX)

2k 5-528 RolePolicy

2% SHRE RR
Depends Array of ZAUPR PR ERAIAR o
objects
Statement Array of BET, HIASORIERRS.
objects
Version String WRMRAS .
1588

e 1.0: REMENAE, LIRSHHNE, REBIRAY
IRSSEXAERTEN.

o 1.1: RE&, IAMERITIRILAI—FRARML EIZANAYRE
7, AILAEHREIEAIRSAURIE. RRURIBERE

=3

2K 5-529 PolicyDepends

23 SHE ik
catalog String BIRFRER R -
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APl &%& 5 API
2 SRR iR
display_name | String WIRERE o
£ 5-530 PolicyStatement
25 SR R
Action Array of RN, EXNRIENERRIENIR . 208N
strings IME2EZ RS ( APIZE ) th “SURFIIEIN
" B,
iRE
o BN RBZFREEIRIE, Fl:
vpc:ports:create,
o REBBHNF=MBIR, flflecs. evsflvpcE, RSBZ
NHNE, FREISMESENNG, BX
FBEAS*, TEDYILIFENIT.
o HERTENKIEARITEENKIEH, 1ZFREN:
"Action": ["lam:agencies:assume"],
Effect String EF . B&mH: iF (Allow ) FNIEHE
(Deny) , BEBAllowXBDenyJiStUEaAT,
BIEDeny{fL5EHIEN
Condition Object PRSI
Resource Array of HilE. MU0
strings =L
o THE*RIAERR: =, B "obs::bucket:*,
o region=FERA* s ETiAIEHIregion, servicels
F1EHresource/gF Xt iservice,
o HiZEENFREANEITEEN R, ZFRER
JIO0bject, {EH: "Resource”: {"uri": ["/iam/
agencies/
07805acaba800fdd4fbdcO00b8f888c7c" ]}
=Rl

ERE B EZEXEKAFAIR .

GET https://iam.myhuaweicloud.com/v3.0/OS-PERMISSION/enterprise-projects/{enterprise_project_id}/users/

{user_id}/roles

N Rz 7~ f5)
REFD: 200
(=R NZAVS

"roles" : [ {

"display_name" : "Customed ECS Viewer",
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"description" : "The read-only permissions to all ECS resources, which can be used for statistics and
survey.",
"domain_id" : "9698542758bc422088c0c3eabfc30d...",
"catalog" : "CUSTOMED",
"policy" : {
"Version" : "1.1",
"Statement" : [ {
"Action" : [ "ecs:*:get*", "ecs:*:list*", "ecs:blockDevice:use", "ecs:serverGroups:manage",
"ecs:serverVolumes:use", "evs:*:get*", "evs:*:list*", "vpc:*:get*”, "vpct:list*", "ims:*:get*", "ims:*:list*" ],

"Effect" : "Allow"
1]
%
"id" : "24e7a89bffe443979760c4€9715c1...",
"type" : "XA",
"name" : "custom_9698542758bc422088c0c3eabfc30...."
1]
}
RSB
RSB iR
200 BRI
400 BREBHLE
401 INIERML
403 S BEREINR .
404 KAZPEERR
500 =

5.11.9 EFAHRP AT TRE R

TORENA
ZEOATUETF RPN EWIREREN .

ZEOTLER£ B XIEAEndpointFIE M XIFHAIEndpointiAA . IAMAIEndpointis
Sl WXNREDR.

it
1ZALATEAPI ExplorerdifEiftizizOl.

URI

PUT /v3.0/OS-PERMISSION/enterprise-projects/{enterprise_project_id}/users/
{user_id}/roles/{role_id}
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H—BDINIE

APl &%& 5 API
% 5-531 IRIZSH
S8 =EWIE SRR A
enterprise_pro | 2 String ™IIRHEID,
ject_id
user_id =2 String AFID,
role_id = String NIRID,
B2
2 5-532 153k Header 2%f
S8 pyay A SRR ik
X-Auth-Token | 2 String SINEREE

iam:permissions:grantRoleToU
serOnEnterpriseProjectZHfi EE
I PRekSecurity Administrator

PRAYtoken

=5

5Kl
EFRAPRHEUIREER.

PUT https://iam.myhuaweicloud.com/v3.0/OS-PERMISSION/enterprise-projects/{enterprise_project_id}/users/

{user_id}/roles/{role_id}

e iz 73~5)
KE/: 400
BRSBTS,
{

"error" : {
"message" : "lllegal request",
"code" : 400,
"title" : "Bad Request"
}
}

KRS8 401
INIEETK
{

"error" : {

"message" : "Authentication failed",

"code" : 401,
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"title" : "Unauthorized"
}
}

WK&G: 403

IRBIRIENIR
{
"error" : {
"message" : "Forbidden operation"”,
"code" : 403,
"title" : "Forbidden"
}
}
RS
RS A
204 BRI
400 BREBHLE
401 TAIERTY .
403 S BEREINR .
500 ERRE.

5.11.10 MIBR{ENIR H BB FPRINR

IhEEN 4R
iz On LB TR IR E BB P RIRIR
ZEO LAMERAEBEXIFAIEndpointFIE B X itAYEndpointi@E .. IAMBIEndpointi’
2l HXNRETR.
IR
1RALATEAPI ExplorerdriEifiziEOl,
URI

DELETE /v3.0/OS-PERMISSION/enterprise-projects/{enterprise_project_id}/users/
{user_id}/roles/{role_id}

% 5-533 BIRSH

S8 =Bk SRR g
enterprise_pro | 2 String ™IIRHEID,
ject_id
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H—BDINIE

APl &% 5 API
2% BEWI%E SRR ik
user_id = String HRFID,
role_id = String BPRID
IERSH
% 5-534 53K Header 2
B8H B WI% SRR ik
X-Auth-Token | 2 String SINEREE
iam:permissions:revokeRoleFro
mUserOnEnterpriseProjectZHfi
EMNPRE Security
AdministratoriXfRAYJtoken,
VRS54
7

iERHI

N Rz~

T

MR LV IR B 12 KB R P RISR -

DELETE https://iam.myhuaweicloud.com/v3.0/OS-PERMISSION/enterprise-projects/{enterprise_project_id}/
users/{user_id}/roles/{role_id}

7%
R ik
204 BRI
400 BERSHHE
401 TAIERML
403 IRBIRIEIR
404 BAEHEERR
500 =3
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H—BDINIE

APl &% > API
5.11.11 EFFIEREWIRHIEN
THREN 4B

ZiEOR LETEEAEWIREFER

ZEO LAMERAEBXIFAIEndpointFIE b X iatHYEndpointi@E .. IAMBIEndpointi’
S XMBHT .

i3
1RA LATEAPI ExplorerdrilifiziEOl,

URI
PUT /v3.0/OS-PERMISSION/subjects/agency/scopes/enterprise-project/role-
assignments

ERSH

& 5-535 153K Header 2%

2% =A% SHER R
X-Auth-Token | 2 String SINEREE

iam:permissions:grantRoleToA
gencyOnEnterpriseProjectZBf1
E PRI, Security
AdministratorffRAJtoken

% 5-536 153K Body &#!

2% =E | 5% fiik

A%
role_assignm | 2 Array of FatWInE FHEXR, &=BX
ents objects $£5250%%,

2 5-537 role_assignments

2 =E | s%EE fhR

WHIf
agency._id = String 1D,
enterprise_pro | & String BIIREID,
ject_id
role_id 2 String HARID,
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F—EBINE
AP &%

5 API

MR SEL

BRI

MRz~

EFEEHREWIREF

PUT /v3.0/OS-PERMISSION/subjects/agency/scopes/enterprise-project/role-assignments

{

"role_assignments": [

"agency_id": "as0d9f8asdfasdfa09sd8f9aaa",
"enterprise_project_id": "3asdfs0d9f8asdfasdfa09sd8f9aaa",
"role_id": "5s0d9f8dafsdfasdfa09sd8f9aaa"

}
]
}

W&G: 200
BRI

WK&G: 400
IERSHHE
{

"error" : {
"message" : "lllegal request",
"code" : 400,
"title" : "Bad Request"
}
}

WR&L: 401
NS
{

"error" : {
"message" : "Authentication failed",
"code" : 401,
"title" : "Unauthorized"
}
}

W&G: 403
IRBRIEIR
{

"error" : {
"message" : "Forbidden operation",
"code" : 403,
"title" : "Forbidden"
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H—BDINIE

APlI &%

5 API

N

R A

200 BRI
400 BRSEE
401 TAIERML

403 IRBIRIER
500 RBEFE.

5.11.12 PRIV TN E KEXZFERIINBR

TIRENA

i

URI

iZziEO AT LARIBR IR B 4 LRSI,

iz O LUMERAEBXIFAIEndpointFIE B X iatHYEndpointi@ .. IAMBJEndpointi’
S WXMABiRT.

RE]LATEAPI ExplorershiEidiziEO,

DELETE /v3.0/OS-PERMISSION/subjects/agency/scopes/enterprise-project/role-

assignments

3£ 5-538 153K Header &%

2% A% SR T
X-Auth-Token | 2 String SINEREE

iam:permissions:revokeRoleFro
mAgencyOnEnterpriseProject
R EANPREK Security
AdministratorffRAYtoken
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F—EBINE
AP &%

5 API

2 5-539 53K Body 2#{

2% =E | B R
role_assignm | 2 Array of FatWINE FHEXR, &*BX
ents objects 1£5250%%,

2 5-540 role_assignments

2% =E | oHEE 1153
WA
agency_id 2 String 1D,
enterprise_pro | & String BIIREID,
ject_id
role_id = String HARID,
D)2t
¥
‘EE\ —
15K~
ARIBR 1BV T B K EXZFERIAN PR
DELETE /v3.0/OS-PERMISSION/subjects/agency/scopes/enterprise-project/role-assignments
{
"role_assignments": [
{
"agency_id": "as0d9f8asdfasdfa09sd8f9aaa",
"enterprise_project_id": "3asdfs0d9f8asdfasdfa09sd8f9aaa",
"role_id": "5s0d9f8dafsdfasdfa09sd8f9aaa"
}
]
}
I Rz~

W&E: 204
BRI

W&G: 400
IERSHHEE,
{

"error" : {
"message" : "lllegal request",
"code" : 400,
"title" : "Bad Request"
}
}
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APl &% 5 API
REE: 401
NS
{
"error" : {
"message" : "Authentication failed",
"code" : 401,
"title" : "Unauthorized"
}
}
R&ME: 403
IBIRIENIR .
{
"error" : {
"message" : "Forbidden operation",
"code" : 403,
"title" : "Forbidden"
}
}
RS
RS A
204 BRI
400 BREBHLE
401 TAIERTY .
403 S BEREINR .
500 RREE.

512 2188
5.12.1 (EXK SR IEIRIP R

ZEOALMEREBXIERIEndpointF Nt XigtRYEndpointilA .. IAMRIENdpointis

IhEEN 4R
ZE O LA TFEERE K SERIERIPRE .
S0 WXMREDS.

i
1RALATEAPI ExplorerdriElifiziEOl,

URI

PUT /v3.0/OS-SECURITYPOLICY/domains/{domain_id}/protect-policy
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BH—BDIAIE

APl &% 5 API
%E 5-541 BIZSH
S =h | 28R 7%
domain_id 2 String FELRIKSID, FKENGIES W 3K
KRS, IAMERF. IIB. AFPA. X
. FIERIRFRFID,
BRESH

2 5-542 &K Header &3

8% 2 | ¥R R
WA

X-Auth-Token | 2 String HIAShE, FEAPNSD. SIREE
=
token X RIES ISR

7 5-543 i53k Body 2%
B8H = | 3% A
WA
protect_polic | 2 ProtectPolicyO | #{EIRIFHEEE .
y ption object
2R 5-544 protect_policy

2% =8 | sfEEn R

operation_pro | & boolean EEABEERPFBR true", XHB

tection A"false"

allow_user & AllowUserBod | BIERIZEIAMFHEPILIEFEXEE

y object {8

mobile e string BRERIPIIHEEF NS, =
151:0086-123456789,

admin_check | & string EERIEEARKIE. onHIBEARIGILE,
WIRESsceneS# . of HIRIERIGIE.

email & string BRERIPIIIE S E R . 7=
ff:example@email.com,
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APl &%

=31

5 API
2 =h | sEERn i)
scene S string BERIPIEEARKIES

Ih,admin_checkHonAT, MBS . B3F
mobile. email,

£ 5-545 protect_policy.allow_user

ZR =h | By iR

WHis
manage_acce | & boolean =T FRAFBETEEAKBETE
sskey truezifalse,
manage_ema | & boolean ERTFFEFE S EXHE BUETCE
il truemkfalse,
manage_mob | & boolean =R FRAFE NS BETE
ile truezifalse,
manage_pass | & boolean =T FHREFECEERS BETE
word truedkfalse,

W&E: 200

% 5-546 i Body 2#

e S 115
protect_poli | protect_policy | #R{EIRIFERES
cy object
£ 5-547 protect_policy
2% SR 1k
allow_user AllowUserBod | FAFRILAB FHIEMRIENM -
y object
operation_pro | boolean EEHBIREFRP BUESEE ttruegfalse,
tection
admin_check | string EEEEARRKIE. onHiEEARRKIE,VIUES
sceneZ#, of HIRERIRIE.
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F—EBINE
APl &%

i5RBI

Na Rz~

WIIES , B3Emobile. email,

5 API
2% SRR ik
scene string BREFRIPIEE ARIIEA T, admin_check/gonkd,

2k 5-548 protect_policy.allow_user

word

BFR £ it 227

manage_acce | boolean EERIFFRARETEIEAK BUESEE truesk
sskey false,

manage_ema | boolean =R TR B SEXHRE EUESEEtruedk
il false,

manage_mo | boolean EATFFRER B &N EIE BEEEttruedy
bile false,

manage_pass | boolean EATFFRFBCENEE BEEEttrued)

false,

(B SIRIERIPREE, FFRRIERF.

PUT https://iam.myhuaweicloud.com/v3.0/OS-SECURITYPOLICY/domains/{domain_id}/protect-policy

{

"protect_policy" : {

"operation_protection" : true

KB 200 AY:

BRI
{

"protect_policy" : {

"operation_protection" : false

}
}

REBH 400 A:

IERERE

o BN
{

"error_msg" : "'%(key)s' is a required property.",
"error_code" : "IAM.0072"

}
o fAl2
{

"error_msg" : "Invalid input for field '%(key)s'. The value is '%(value)s'.",
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"error_code" : "IAM.0073"
}

REBA 403 [:
N

o XN
{

"error_msg" : "Policy doesn't allow % actions)s to be performed.",
"error_code" : "IAM.0003"

}
o ffll2
{

"error_msg" : "You are not authorized to perform the requested action.",
"error_code" : "IAM.0002"
}

KEBH 500 AY:
RRERE.
{

"error_msg" : "An unexpected error prevented the server from fulfilling your request.”,
"error_code" : "IAM.0006"

}

REB
RS it
200 BRI
400 BRIKRFE,
401 TAIESEY
403 EYVE S
500 RERE,

E1xf3

52 LEIRB.

2 FIK SR FRIPRES

ZIEO R LA BT E KSR ERIFERES o

1%&[!7%%%@% XigHIEndpointF I E X isHIENdpointiE . IAMBJEndpointi’
D RARIRT A

i
1ZRILATEAPI ExplorerdrifidizizEO .

SCA%hRAN 49 (2022-06-20) WRIERE © HERRARBIRAT 352


https://developer.huaweicloud.com/endpoint?IAM
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BH—BDINIE

APl &% 5 API
URI
GET /v3.0/OS-SECURITYPOLICY/domains/{domain_id}/protect-policy
%+ 5-549 IR12SH
2% 2 | ¥R 1
it
domain_id 2 String FEENWKSID, KESBESH: K
NS, IAMEBF. IiH. ARPE. X
5. ZFENZFRFAID,
IBREH
& 5-550 153K Header 2%{
2% =E | 5HEen A
X-Auth-Token | 2 String HIESHE, FEAPNED . SEREE
=
tokenFrEE X RIS S DA
V254

WRE&ES: 200

Z 5-551 g Body £#

¥ SRR R
protect_polic | protect_polic | IR{EIFHERE .
y y object
£ 5-552 protect_policy
¥ SRR fhis
allow_user AllowUserBod | BRAILAB F &4 BIE M
y object
operation_pro | boolean EEFEERERP BUESEE truegkfalse,
tection
mobile string BRIERIPRIHEEF NS, =
16:0086-123456789,,
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SH SRR %

admin_check | string EREEARRKIE, onHIEEARKIE,HIUES
sceneS#, of HIRERIRIE,

email string BRERIPIIE S E R . 7=

f5:example@email.com,

scene string BRIERIPIEE A RKIIEST(,admin_check/gonhY,
WIIES , BiEmobile. email,

2 5-553 protect_policy.allow_user

B E-Sit) R
manage_accesskey boolean EARIFFRERPRITEREAKREEE
truedifalse,

manage_email boolean AR FREPE BN E BETEE
truedifalse,

manage_mobile boolean EATFFRAFECENEIE BETE
truedifalse,

manage_password boolean ERATFFEFECERERS BEEE
truezffalse,

BERTH
SRS ERIPRE .

GET https://iam.myhuaweicloud.com/v3.0/OS-SECURITYPOLICY/domains/{domain_id}/protect-policy

i Rz 73~/
R&EL 7 200 AF:
BERIN

{
"protect_policy" : {
"operation_protection" : false
}
}

K& 403 AY:
REERIENR

o A1
{

"error_msg" : "You are not authorized to perform the requested action.",
"error_code" : "IAM.0002"

}
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APl &% 5 API
o fil 2
{
"error_msg" : "Policy doesn't allow % (actions)s to be performed.",
"error_code" : "IAM.0003"
}
K& J9 404 B
RLFWENAVEIR -
{
"error_msg" : "Could not find %(target)s: %(target_id)s.",
"error_code" : "IAM.0004"
}
WRZRDF9 500 B
W¥BHE&%EI* o
{
"error_msg" : "An unexpected error prevented the server from fulfilling your request.”,
"error_code" : "IAM.0006"
}
AT
RS ik
200 BRI
401 TNIESETY o
403 IRBERIEINR
404 RIEIENAVEE o
500 MEBARSSHRIR -
$HI=0
1% / % i*ﬁg o
[ =
5.12.3 {E K SZFERES
ThREN 4R

ZZEOT AR TEERENIKSZBRE .

12?;:[!71«11@55@% XiHAYENdpointFIE it X st A9EndpointiEB . IAMAYEndpointis

D XAIRET S,
i
R0 LATEAPI ExplorerdifEi{iziE .

URI

PUT /v3.0/OS-SECURITYPOLICY/domains/{domain_id}/password-policy
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BH—BDINIE

APl &% 5 API
% 5-554 [RIZSH
S =h | s¥En ik
wWhisk
domain_id 2 String WSID, KENGIBEESN: KBS .
IAMEF. B, AFP4A. XiE. &t
BYRFRFOID
BRESH

# 5-555 153K Header 2%

8% 2 | ¥R )
WA
X-Auth-Token | 2 String BIAShE, AEAPNED . NIREE
B
tokenFT B IRIES ISR .
% 5-556 153K Body &
B8H = | 3% R
WA
password_pol | 2 object FIDRES
icy
2 5-557 password_policy
2% 2E | e A
WhIsE
maximum_co | & Integer F—FFEEE IR AARE, BUETE
nsecutive_ide [0,32],
ntical_chars
minimum_pas | & Integer EIEHREERE(SH), BETE
sword_age [0,1440]
minimum_pas | & Integer FRR/NFHE, BEEEI[6,32].
sword_length
number_of re | & Integer EBARSHERBES XY, BEDE
cent_passwor [0,10].
ds_disallowed
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APlI &%

=351

5 API
2 =2h | sEEm g
Whik
password_not | & Boolean EiEEa I Z2RAFRE3ARENR
_username_or Fo
_invert
password_vali | & Integer ZREYE (X) , BUESEE[0,180],
dity_period IRBEOFRRKANZEKE
password_cha | & Integer EPEOEFHMENINE, BUEXE
r_combination [2,4].
% 5-558 K Body 244
2 SHERR U
password_pol | object RIS
icy
Z 5-559 password_policy
¥ SRR g
maximum_co | Integer E—=FfEEH MR R
nsecutive_ide
ntical_chars
maximum_pa | Integer BHEHmRAFEHFH.
ssword_length
minimum_pas | Integer FHREFERE (9% ) .
sword_age
minimum_pas | Integer BHHR/NFRFE
sword_length
number_of re | Integer FBAESHERBES IR,
cent_passwor
ds_disallowed
password_not | Boolean ZREaUERRE%ARENRE .
_username_or
_invert
password_req | String IREFIEVWRBEENFEREK,

uirements
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H—BDINIE

APl &% 5 API
2% SRR fik
password_vali | Integer EIEEYHEA (X) .
dity_period
password_cha | Integer EZVEEFHHENE, BUEXE[2,4].
r_combination

iBERTA

(EAMKSHOZRIRES: BRHNERDAHONFR, BRAESEVXLEZENES, Zh3
EAREFARRYE9209380, BRAMHAN60KR, E—FFELHMARAIREI3, FiT
AALZRFERAFRENRE, EVEE3MFRRE,

PUT https://iam.myhuaweicloud.com/v3.0/OS-SECURITYPOLICY/domains/{domain_id}/password-policy

{

"password_policy" : {
"minimum_password_length" : 6,
"number_of_recent_passwords_disallowed" : 2,
"minimum_password_age" : 20,
"password_validity_period" : 60,
"maximum_consecutive_identical_chars" : 3,
"password_not_username_or_invert" : false,
"password_char_combination" : 3

N Rz73~51
KRS 200 B:
BRI
{

"password_policy" : {
"password_requirements" : "A password must contain at least two of the following: uppercase letters,
lowercase letters, digits, and special characters.",
"minimum_password_age" : 20,
"minimum_password_length" : 8,
"maximum_password_length" : 32,
"number_of_recent_passwords_disallowed" : 2,
"password_validity_period" : 60,
"maximum_consecutive_identical_chars" : 3,
"password_not_username_or_invert" : true,
"password_char_combination" : 3
}
}

RZEIEF 400 B
IBRERE .

o A1
{

"error_msg" : "'%(key)s' is a required property.",
"error_code" : "IAM.0072"

}
o T2
{

"error_msg" : "Invalid input for field '%(key)s'. The value is '%(value)s'.",
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APl &%& 5 API
"error_code" : "IAM.0073"
}
K879 403 B
ENEM
o R
{
"error_msg" : "You are not authorized to perform the requested action.",
"error_code" : "IAM.0002"
}
o 2
{
"error_msg" : "Policy doesn't allow % actions)s to be performed.",
"error_code" : "IAM.0003"
}
ARG F 500 B
RERE.
{
"error_msg" : "An unexpected error prevented the server from fulfilling your request.”,
"error_code" : "IAM.0006"
}
7 NAN T
R ik
200 BRI
400 BREEE.
401 TNIESETY
403 KW .
500 RERE.
H M
T
5 IR

5.12.4 K SZEE5HREME

ZIEORI L AT EIOKS Ei3RES .

iZEO LAMEREBEXIFAIEndpointFIE B X idtAYEndpointi@E .. IAMBIEndpointi&
20 HXNRHETR.

i

1ZATLATEAPI ExplorerdrifdiftizizOl,
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BH—BDIAIE

APl &%& 5 API
URI
GET /v3.0/OS-SECURITYPOLICY/domains/{domain_id}/password-policy
F+ 5-560 IR2SH
B8H = SR A
Wik
domain_id 2 String FEENWKSID, KESBESN: K
kS . IAMAF. IMB. AFPAE. X
o, FFEHBRAID,
IBRESH
& 5-561 {53k Header 2
2% =R | s¥Ey )%
Wik
X-Auth-Token | 2 String BIEShE, FEHEFPNSM .. NREE
=W
tokenFrE N RIES WIEININ
RS EL
K 5-562 I Body 2%
84 SHER e
password_pol | object EIDERRS
icy
Z 5-563 password_policy
8% SRR fHiR
maximum_co | Integer B—FhELHIMAIRKREL .
nsecutive_ide
ntical_chars
maximum_pa | Integer EIBRAKFHE
ssword_length
minimum_pas | Integer EIBeRiEAEE (2) .
sword_age
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BH—BDINIE

APl &% 5 API
2% SR fik
minimum_pas | Integer BN FERE
sword_length
number_of_re | Integer FIRAEShEEBES IR,
cent_passwor
ds_disallowed
password_not | Boolean ZiEEa I Z2AFRE3ARENRF-
_username_or
_invert
password_req | String IREEEVNESNFAEK,
uirements
password_vali | Integer FHEEME (X) .
dity_period
password_cha | Integer EVAEFHMENE, BEXE[24].
r_combination
=GNl
EEKSEIBREE

N Rz 7~

GET https://iam.myhuaweicloud.com/v3.0/OS-SECURITYPOLICY/domains/{domain_id}/password-policy

HREBH 200 A:

=B
{

"password_policy" : {

"password_requirements" : "A password must contain at least two of the following: uppercase letters,

lowercase letters, digits, and special characters.",

"minimum_password_age" : 20,
"minimum_password_length" : 8,
"maximum_password_length" : 32,
"number_of_recent_passwords_disallowed" : 2,
"password_validity_period" : 60,
"maximum_consecutive_identical_chars" : 3,
"password_not_username_or_invert" : true,
"password_char_combination" : 3

}

}

RZF575 403 B

IRBRIEIR

o RfA1
{

"error_msg" : "You are not authorized to perform the requested action.",
"error_code" : "IAM.0002"

}
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o fil 2
{
"error_msg" : "Policy doesn't allow % (actions)s to be performed.",
"error_code" : "IAM.0003"
}
K& J9 404 B
RLFWENAVEIR -
{
"error_msg" : "Could not find %(target)s: %(target_id)s.",
"error_code" : "IAM.0004"
}
WRZRDF9 500 B
W¥BHE&%EI*O
{
"error_msg" : "An unexpected error prevented the server from fulfilling your request.”,
"error_code" : "IAM.0006"
}
AT
RS ik
200 BRI
401 TNIESETY o
403 IRBERIEINR
404 RIEIENAVEE o
500 MEBARSSHRIR -
$HI=0
1% / % i*ﬁg o
=
5.12.5 {EKSERRR
ThREN 4R

ZEOTL AT EERENIKSERREL .

12?;:[!71«11@55@% XiHAYENdpointFIE it X st A9EndpointiEB . IAMAYEndpointis

D XAIRET S,
i
R0 LATEAPI ExplorerdifEi{iziE .

URI
PUT /v3.0/OS-SECURITYPOLICY/domains/{domain_id}/login-policy
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BH—BDINIE

APl &% 5 API
% 5-564 BRIZSH
2% =S | sEEm ik
DA
domain_id e String WSID, KEARIESN: KIS .
IAMAF. B, AP4A. XiE.
RBFRFID,
BkSH

2 5-565 153K Header 2#{

2% 28 | %R fER

Wik
X-Auth-Token | 2 String BIAShE, FAEAPNSn . SIREE

=W
tokenFT B IRIES ISR .
7 5-566 153K Body &%

2¥ 2 | ¥R )

Wik
login_policy |2 object ERRIE,

2k 5-567 login_policy

2H 28 | ¥R i)

Wik
account_validi | & Integer EZFEHEE, BUETEEI0,240],
ty_period
custom_info f | & String BERIERER.
or_login
lockout_durati | & Integer WS HiEr<, BUBEEN155#HE24
on /N o
login_failed_ti | & Integer PRERHENEREIMURE, BETE
mes [3,10],
period_with_| | & Integer IREMERE (H8) , BUEEE
ogin_failures [15,60],
session_timeo | & Integer ERSIREATE, BETEE
ut [15,1440],
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BH—BDINIE

APl &% 5 API
2% =S | sEs R
%S i
show _recent | | & Boolean Ermf—IRNERER . BUESEEtrue
ogin_info gy false.

N Rz S4L

Z 5-568 i Body 2%

2% SHRT R
login_policy | object BREE

2K 5-569 login_policy

2 SR R

account_validi | Integer WSEZERENBHEIRKRER, WHEH.
ty_period

custom_info_f | String EFRRERER.

or_login

lockout_durati | Integer KESHER (928 ) -

on

login_failed_ti | Integer PRERIBINEREMURE -

mes

period_with_l | Integer PRERERE (98) .
ogin_failures

session_timeo | Integer EFRSIERMATE,

ut

show_recent_| | Boolean REETRRE—IRHNERER.
ogin_info

iBERTA

B SHIBERRES: ERKVWEKSIREITKAN150H, WSHEIIRMKERNIH
=M, IREFERERELORE R, BERRIERIEIEN165H, BR&E—IXAY

BRER.
PUT https://iam.myhuaweicloud.com/v3.0/OS-SECURITYPOLICY/domains/{domain_id}/login-policy

{
"login_policy" : {
"custom_info_for_login" : "",
"period_with_login_failures" : 15,
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AP &%

5 API

Ml iz 73~ 451

7 NEX T

"lockout_duration" : 15,
"account_validity_period" : 99,
"login_failed_times" : 3,
"session_timeout" : 16,
"show_recent_login_info" : true

R7Z&EL 7 200 AF:
BRI .

"login_policy" : {
"custom_info_for_login" : "",
"period_with_login_failures" : 15,
"lockout_duration" : 15,
"account_validity_period" : 99,
"login_failed_times" : 3,
"session_timeout" : 16,
"show_recent_login_info" : true

}

}

K7ZERS )0 400 B
BRIARERE

o TfN

{
"error_msg" : "'%(key)s' is a required property.",
"error_code" : "IAM.0072"

}

o T2
{

"error_msg" : "Invalid input for field '%(key)s'. The value is '%(value)s'.",
"error_code" : "IAM.0073"

}
RZERJ9 403 B:
EERM
{
"error_msg" : "You are not authorized to perform the requested action.",

"error_code" : "IAM.0002"
}

IRAERDF 500 B:
RERE.
{
"error_msg" : "An unexpected error prevented the server from fulfilling your request.",

"error_code" : "IAM.0006"
}

LN 1R

200 BRI
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H—BDINIE

APl &% 5 API
RSB )%
400 BRERE.
401 TN,
403 R,
500 ERRE,
B
B2 EIRE .
5.12.6 HifKSERRE
IheEN 4R
ZEOU BTFEARSERREE
ZiEORLAMER 2B XIFAYENdpointF IE M X IFAYENdpointiE . IAMBYENndpointis
21 WXL iEDS.
Wi
A LATEAPI ExplorerdriEidiziEOl,
URI

GET /v3.0/OS-SECURITYPOLICY/domains/{domain_id}/login-policy

% 5-570 IRZSH

¥ 28 | o i
WhisE
domain_id 2 String FEINKSID, KEBIESN: 3K

S, IAMAR. IH. BFPA. X
f. EFERIRFRFIID,
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F—EBINE
APl &%

5 API

IERSH

R S5

iERpI

2 5-571 153K Header &3

2% =R | s¥Ey R
WA
X-Auth-Token | 2 String BIaShE, FAEBEFPNSM . NREE

=|

SN 0

tokenFrFE RIS RN .

K 5-572 g Body %4

2% SR RR
login_policy | object BRERE
2R 5-573 login_policy
B8H BHEE U
account_validi | Integer WEEZERENBHEIRRER, WHEH.
ty_period
custom_info_f | String BRIERER.
or_login
lockout_durati | Integer WSHERE (28 ) -
on
login_failed_ti | Integer IRERTEINEREMUREL
mes
period_with_l | Integer PREREHRE (D) »
ogin_failures
session_timeo | Integer BRSELMATE,
ut
show _recent_| | Boolean ERETRRE—IRINERER.
ogin_info
BiEIWSERKE.

GET https://iam.myhuaweicloud.com/v3.0/OS-SECURITYPOLICY/domains/{domain_id}/login-policy

MAHRRZAN 49 (2022-06-20)

IRIERE © LA/ ARBIRAE 367



BH—BDINIE

APl &% 5 API
M Rz~
JRZERL 7 200 A
BRI
{
"login_policy" : {
"custom_info_for_login" : "",
"period_with_login_failures" : 15,
"lockout_duration" : 15,
"account_validity_period" : 99,
"login_failed_times" : 3,
"session_timeout" : 16,
"show_recent_login_info" : true
}
}
KZ58879 403 AY:
IRBIRIENR
o fil1
{
"error_msg" : "You are not authorized to perform the requested action.",
"error_code" : "IAM.0002"
}
o f3l2
{
"error_msg" : "Policy doesn't allow % (actions)s to be performed.",
"error_code" : "IAM.0003"
}
R7&E3) 404 BY:
FIKEBRAYER R
{
"error_msg" : "Could not find %(target)s: %(target_id)s.",
"error_code" : "IAM.0004"
}
K& 500 A
RERIRSSEEIR
{
"error_msg" : "An unexpected error prevented the server from fulfilling your request.”,
"error_code" : "IAM.0006"
}
RS
RS R
200 IERN AV
401 TAIERTY .
403 IRBEERENR
404 REKEENAER
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F—EBINE
AP &% 5 AP

LA fiR

500 AEBARSS HEIR
TES
BESIEIRE
5.12.7 (XK SEH SH 05N
INgeN4A
ZEO U ATFERRENKSETI SIED5REE .
iz O LAERAEBEXIFAIEndpointFIE b X iatHYEndpointi@ A .. IAMBJEndpointi’
s WXMNRIETR.
izt
1RA LATEAPI ExplorerdriEidiziEOl,
URI
PUT /v3.0/OS-SECURITYPOLICY/domains/{domain_id}/console-acl-policy
£ 5-574 R1ZBH
e =E | 5% %
domain_id 2 String WSID, KENAESN: KEKS .
IAMAF. B, AFP4A. XK. £
HIZFRFID,
BRESH

3£ 5-575 153K Header &%

¥ 28 | ¥R A
whisk
X-Auth-Token | 2 String BIAShE, FAEAPNED . NIREE
g\o
tokenFT B PRIES ISR .
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F—EBINE
AP &% 5 AP

K 5-576 153K Body 2#{

el = | %R E[::)%
console_acl p | 2 object EHIaThIEHISRES
olicy

Z 5-577 console_acl_policy

% B2E |sHm |k

allow_addres | & Array of FEFAIEAYI P RES

s_netmasks objects allow_address_netmasks5
allow_ip_rangesf@ N2 ¥ —ik—BIA]

allow_ip_ran | & Array of FEFIBIEAYIPHELLXE]

ges objects allow_address_netmasks5
allow_ip_rangesFN&51 —i%—A0A]

2% 5-578 allow_address_netmasks

2% =8 | %R HR
Wik
address_netm | 2 String IPiBtIb e MES, f8140:192.168.0.1/24,
ask
description & String A EE

Z 5-579 allow_ip_ranges

2% = SR )%
WHIE
description & String A EE
ip_range = String |PHBAEX (8], 31
%0:0.0.0.0-255.255.255.255,
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AP &% 5 AP

MR SEL

& 5-580 i Body %4

e et et R
console_acl_p | object Consolelf[afZ=HIZEEE o
olicy

& 5-581 console_acl_policy

2% S R

allow_addres | Array of SVFIARIAYIPHE I EE IES
s_netmasks objects

allow_ip_ran | Array of FFAIEAYIPHELLX 8] .
ges objects

2% 5-582 allow _address_netmasks

2% SR R

address_netm | String IPHtBLitEk MIES, f51%0:192.168.0.1/24,
ask

description String HRER.

£k 5-583 allow_ip_ranges

8% ST fik
description String mRER.
ip_range String IPHbIE X 8], f51%0:0.0.0.0-255.255.255.255,

(=]
IEXKSRISHIAIFIRER: RiFAIEAYIPHNEKEY “0.0.0.0-255.255.255.255”
PUT https://iam.myhuaweicloud.com/v3.0/OS-SECURITYPOLICY/domains/{domain_id}/console-acl-policy

{
"console_acl_policy" : {

"allow_ip_ranges" : [ {
"ip_range" : "0.0.0.0-255.255.255.255",
"description" : "1"

3o
"ip_range" : "0.0.0.0-255.255.255.253",
"description" : "12"

gk
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APl &% 5 API
"allow_address_netmasks" : [ {
"address_netmask" : "192.168.0.1/24",
"description" : "3"
W
"address_netmask" : "192.168.0.2/23",
"description" : "4"
1]
}
}
M Rz~
K&/ 200 A
BRI
{
"console_acl_policy" : {
"allow_ip_ranges" : [ {
"ip_range" : "0.0.0.0-255.255.255.255",
"description" : ""
e
"ip_range" : "0.0.0.0-255.255.255.255",
"description" : ""
jap
"allow_address_netmasks" : [ {
"address_netmask" : "192.168.0.1/24",
"description" : ""
e
"address_netmask" : "192.168.0.1/24",
"description" : ""
11
}
}
K&EBF 400 A
BRARE,
o BN
{
"error_msg" : "'%(key)s' is a required property.",
"error_code" : "IAM.0072"
}
o ffl2
{
"error_msg" : "Invalid input for field '%(key)s'. The value is '%(value)s'.",
"error_code" : "IAM.0073"
}
K7 500 B
Es =
{
"error_msg" : "An unexpected error prevented the server from fulfilling your request.",
"error_code" : "IAM.0006"
}
R&HS
RS iR
200 BRI
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APl &%& 5 API
RSB A
400 BRERE
401 AW .
403 =W
500 RARRE.
e
B2 EIRB.
5.12.8 HifkSiEHIATHIEIRE
INRENER
ZiEOT L BTFEakSEHShDEHIZRES
ZEOTLMEREBEXIFAYEndpointFIE B X igtAYEndpointi@ A . IAMBJEndpointid
2 WXARIET S,
i
RALATEAPI ExplorerdriEidiziEOl,
URI

GET /v3.0/OS-SECURITYPOLICY/domains/{domain_id}/console-acl-policy

% 5-584 IRIZSH

¥ 28 | o i
WhisE
domain_id 2 String FEINKSID, KEBIESN: 3K

S, IAMAR. IH. BFPA. X
f. EFERIRFRFIID,
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https://apiexplorer.developer.huaweicloud.com/apiexplorer/doc?product=IAM&api=ShowDomainConsoleAclPolicy

BH—BDINIE

APl &% 5 API
BRSH
& 5-585 153k Header 2%{
23 =S | s8R R
Whise
X-Auth-Token | 2 String HIASHE, FEAPNED . SEREE
=
tokenfrENRIES WIEINIR .
=251
% 5-586 NI Body &%
28 SR iR
console_acl_p | object EHIShRE R .
olicy

2 5-587 console_acl_policy

2¥ SR R

allow_addres | Array of FEEFISIEIAYIPHEE S RIER o
s_netmasks objects

allow_ip_ran | Array of FeVFAIRIAYIPHBLIEX 8]
ges objects

2% 5-588 allow_address_netmasks

2% SR RER

address_netm | String IPHEIEERIES, #I%0: 192.168.0.1/24,
ask

description String BRER.

2 5-589 allow_ip_ranges

2¥ e et R

description String HIrMEE,

ip_range String IPHbEX &), f51%100.0.0.0-255.255.255.255,
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AP &%

5 API

iBERTA

N Rz~

ERKSIEH SILERE

GET https://iam.myhuaweicloud.com/v3.0/OS-SECURITYPOLICY/domains/{domain_id}/console-acl-policy

HKEBH 200 A:
BRI o
{

"console_acl_policy" : {
"allow_ip_ranges" : [ {
"ip_range" : "0.0.0.0-255.255.255.255",
"description" : ""

1A
"ip_range" : "0.0.0.0-255.255.255.255",

"description" : ""

I P

"allow_address_netmasks" : [ {
"address_netmask" : "192.168.0.1/24",
"description" : ""

o
"address_netmask" : "192.168.0.1/24",

"description" : ""
3
}
}

RZ&1B7 403 B
IRBEREIR

o N
{

"error_msg" : "You are not authorized to perform the requested action.",
"error_code" : "IAM.0002"

}
o f3l2
{
"error_msg" : "Policy doesn't allow % (actions)s to be performed.",

"error_code" : "IAM.0003"
}

KRB 404 B
RLFENAVEIR -
{
"error_msg" : "Could not find %(target)s: %(target_id)s.",

"error_code" : "IAM.0004"
}

R85 500 AF:
RERIRSEIR
{

"error_code" : "IAM.0006"
}

"error_msg" : "An unexpected error prevented the server from fulfilling your request.",
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H—BDINIE

AP| &% 5 API
REB
RSB 0%
200 =4 An
401 NIEEY
403 RERIENR .
404 RIEERAYEIE
500 AEPIRSEIR -
EiRD
B2 EIRE .
5.12.9 {EXk SEOiAIa5RES
IhEENA
ZEO BT EERELKSEOEINRE.
ZEOALMEREBXIERIEndpointF It XiGtRYEndpointilA .. IAMRIEndpointid
20 WXZRDS.
@it
1ZBILATEAPI ExplorerdrifidizizO .
URI

PUT /v3.0/OS-SECURITYPOLICY/domains/{domain_id}/api-acl-policy

% 5-590 RIZS#

2% = | s¥EEm R
DA
domain_id 2 String WSID, SKENAIESN: KIS .
IAMARF. M. AF4H. Ki%. Fit
RIBFRFAID,

SCA%hRAN 49 (2022-06-20) WRIERE © HERRARBIRAT 376


https://support.huaweicloud.com/usermanual-iam/iam_01_0001.html
https://developer.huaweicloud.com/endpoint?IAM
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F—EBINE
AP &% 5 AP

IERSH

& 5-591 &K Header &%

2¥ 2 | ¥R 1
WhisE
X-Auth-Token | 2 String gfﬂ%ﬁﬁ, EFEAPNSD .. SIREE
tokenFrFE i RIES DISAUR .

3 5-592 {53k Body &

BH =E | BHEE R

WA
api_acl_polic | 2 object ORISR
y

£ 5-593 api_acl_policy

2% = | %R 220
allow_addres | & Array of SR PHELE I IER o
s_netmasks objects

allow_address_netmasks5
allow_ip_ranges@@ NS " iE—BIAT
allow_ip_ran Array of BIFIABIRYIPHBEX (],

ges objects allow_address_netmasks5
allow_ip_rangesf@ 28 —ik—BIA]

iy

2% 5-594 allow_address_netmasks

2¥ =E | sy 3%
Wik
address_netm | 2 String IPHbEERES, f5I%0:192.168.0.1/24,
ask
description B String HIRMEE
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APl &% 5 API
2 5-595 allow_ip_ranges
2H =h | s8R iR
D5V
description S String HRER.
ip_range = String |PHELIEXE], 51
%0:0.0.0.0-255.255.255.255,
IN)VE=S5'8
7= 5-596 NI Body &%
2 SR R
api_acl_polic | object EOpaEHISRES
y
£ 5-597 api_acl_policy
S8 SR A
allow_addres | objects FVFAIEAYIPHBIE S ER
s_netmasks

allow_ip_ran | objects
ges

FEFIAIERTIPHENEXE]

2% 5-598 allow_address_netmasks

B8H e il R
address_netm | String IPitBLEEgMES, f51%0:192.168.0.1/24,
ask
description String mRER.
2 5-599 allow_ip_ranges
B8H ST iR
description String mRER.
ip_range String IPHBLIEX (8], f51%0:0.0.0.0-255.255.255.255,
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F—ERINE
AP &% 5 AP

Bkl
ERKSHEOGEER: AiFEaaIPHLEXEY s “0.0.0.0-255.255.255.255”

PUT https://iam.myhuaweicloud.com/v3.0/OS-SECURITYPOLICY/domains/{domain_id}/api-acl-policy

{
"api_acl_policy" : {
"allow_ip_ranges" : [ {
"ip_range" : "0.0.0.0-255.255.255.255",
"description" : "1"
o
"ip_range" : "0.0.0.0-255.255.255.253",
"description" : "12"
IR
"allow_address_netmasks" : [ {
"address_netmask" : "192.168.0.1/24",
"description" : "3"
o
"address_netmask" : "192.168.0.2/23",
"description" : "4"
11
}
}

[ iz 73~5)
R 200 F:
BRI .

{
"api_acl_policy" : {
"allow_ip_ranges" : [ {
"ip_range" : "0.0.0.0-255.255.255.255",

"description" :

o
"ip_range" : "0.0.0.0-255.255.255.255",
"description" : ""

jap

"allow_address_netmasks" : [ {
"address_netmask" : "192.168.0.1/24",

"description" :

hq
"address_netmask" : "192.168.0.1/24",
"description" : ""
I3
}

}
R7&6375 400 A
BRIFEE

o AN
{

"error_msg" : "'%(key)s' is a required property.",
"error_code" : "IAM.0072"

}
o fl2
{

T

"error_msg" : "Invalid input for field '%(key)s'. The value is '%(value)s'.",
"error_code" : "IAM.0073"
}

K& 500 A:
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REREE
{

"error_msg" : "An unexpected error prevented the server from fulfilling your request.”,
"error_code" : "IAM.0006"

}

R
RSB )%
200 BKBEIN .
400 BREEE.
401 TAIESR
403 IRBRIERUR
500 RN
EI=g
B2 EIRE .
0 TAMKSEOHIREE
INEENA
ZiEO LA BFEaRSZEOGDETI SRS
1%;:EITLJJ§H§@%EHEI’JEndpomtﬂ] L {th X1 AYEndpointiEFE . IAMAYENndpointis
2l MXHZRETS,
@it
BT LAFEAPI ExplorershifFidiziE .
URI

GET /v3.0/OS-SECURITYPOLICY/domains/{domain_id}/api-acl-policy

2 5-600 IBIRSH

2% = SHER R
DA
domain_id 2 String FEENWKSID, KESBESR: 3K

KRS, IAMEF. ImB. AFP4A. X
5. ZEHNSFFFID
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https://developer.huaweicloud.com/endpoint?IAM
https://apiexplorer.developer.huaweicloud.com/apiexplorer/doc?product=IAM&api=ShowDomainApiAclPolicy

BH—BDINIE

AP| &% 5 AP
BRSH
2 5-601 153K Header 2¥
23 =S | s8R R
X-Auth-Token | 2 String HIASHE, FEAPNED . SEREE
B,
tokenFrEEARIES ISR .
=251
% 5-602 ljui; Body £#
28 SR iR

api_acl_polic
y

object

EOAEEHSRES o

2 5-603 api_acl_policy

2¥ SR R

allow_addres | Array of FEEFISIEIAYIPHEE S RIER o
s_netmasks objects

allow_ip_ran | Array of FeVFAIRIAYIPHBLIEX 8]
ges objects

2% 5-604 allow_address_netmasks

2% SHRT R
address_netm | String IPHEAIEEY IES , $140:192.168.0.1/24,
ask
description String BREE.
2 5-605 allow_ip_ranges
B8¥ S¥En R
ip_range String IPHbIE X 8], f5I500.0.0.0-255.255.255.255,
description String A EE,
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F—EBINE
AP &%

5 API

iBERTA

N Mz 73~

EERSEOHIRES

GET https://iam.myhuaweicloud.com/v3.0/OS-SECURITYPOLICY/domains/{domain_id}/api-acl-policy

REBH 200 A:
BRI o

{
"api_acl_policy" : {
"allow_ip_ranges" : [ {
"ip_range" : "0.0.0.0-255.255.255.255",
"description" : ""

A
"ip_range" : "0.0.0.0-255.255.255.255",
"description" : ""

11

"allow_address_netmasks" : [ {
"address_netmask" : "192.168.0.1/24",
"description" : ""

Ao
"address_netmask" : "192.168.0.1/24",
"description" : ""
1]
}
}

RZ&1BF 403 BY:
REBRAEIR

o RfA1
{

"error_msg" : "You are not authorized to perform the requested action.",
"error_code" : "IAM.0002"
}

o fj 2
{

"error_msg" : "Policy doesn't allow % (actions)s to be performed.",
"error_code" : "IAM.0003"
}

K187 404 A
FIKEBRIAYERR
{
"error_msg" : "Could not find %(target)s: %(target_id)s.",

"error_code" : "IAM.0004"
}

KZESF 500 B
REBARSS RIR
{
"error_msg" : "An unexpected error prevented the server from fulfilling your request.",

"error_code" : "IAM.0006"
}

SR 49 (2022-06-20) WRIERE © HERRARBIRAT
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H—BDINIE

APl & > API
NG

R A

200 =R

401 TAIERML

403 IRBRIER

404 RFWEN AR -

500 AEBIRSS IR
IR0

5 IR

5.12.11 &8 IAM AP MFA 8 E(E R 51FE

INEENA
ZEOTUBFEEREAIAMBPIMFAYPESESIE,
ZEOLERE£BXIGAIEndpointFIE B XIFAYEndpointiEFE . IAMBIEndpointid
2N WRIRIRP S
i
1ZBILATEAPI ExplorerdrifidizizOl .
URI
GET /v3.0/0S-MFA/virtual-mfa-devices
IERESH
Z 5-606 153Kk Header %]
2% =R | sEEm i)
Wik
X-Auth-Token | 2 String BIaShE, FEEFPINSM . NREE
=W
tokenFrEEtNPRIES DR o
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https://developer.huaweicloud.com/endpoint?IAM
https://apiexplorer.developer.huaweicloud.com/apiexplorer/doc?product=IAM&api=ListUserMfaDevices

BH—BBINIE

APl &% 5 API
e
2 5-607 I Body 2%
e SR R
virtual_mfa_ | Array of objects | EEHIIMFAIRZIEETIE,
devices
=€ 5-608 virtual_mfa_devices
8% SHEE 1k
serial_number | String EMFARNREFIIS .
user_id String IAMBBRFID,
=]
HiFIAMBFHIMFASIESEFIER.
GET https://iam.myhuaweicloud.com/v3.0/OS-MFA/virtual-mfa-devices
I 7~
KRZE1BH 200 A
BRI
{
"virtual_mfa_devices" : [
{
"user_id" : "16b26081f43d4c628c4bb88cf32e9...",
"serial_number" : "iam/mfa/16b26081f43d4c628c4bb88cf32e9..."
{},
"user_id" : "47026081f43d4c628c4bb88cf32e9...",
"serial_number" : "iam/mfa/75226081f43d4c628c4bb88cf32e9..."
}
1
}
K&/ 403 B
RBEERENR .
o fil1
{
"error_msg" : "You are not authorized to perform the requested action.",
"error_code" : "IAM.0002"
}
o f3l2
{
"error_msg" : "Policy doesn't allow %(actions)s to be performed.",
"error_code" : "IAM.0003"
}
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H—BDINIE

AP| &% 5 AP
K887 404 HY:
RIKEIBRAVETR -
{
"error_msg" : "Could not find %(target)s: %(target_id)s.",
}"error_code" : "IAM.0004"
K7 500 A
AEPIRSZ IR
{
"error_msg" : "An unexpected error prevented the server from fulfilling your request.",
}"error_code" : "IAM.0006"
NG
K& R
200 IERN AN
401 TAIERML
403 R BEREINR .
404 REKEENEIR
500 AEBIRSS IR
e
52 SR .

5.12.12 EiagEE IAM FBFEY MFA 48 E(E82

&b
INgeN4a

ZEOT BT EEREREEAMBFHIMFASEREE, AMBFREEECH

MFASBEIEE o

ZEOLUER2BXIFAIENdpointF I E Mt XIFAIENdpointiA . IAMAYENndpointis

20 XARIRD R

i
1ZATLATEAPI ExplorerdrifdiftizizOl,
URI

GET /v3.0/0OS-MFA/users/{user_id}/virtual-mfa-device
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https://support.huaweicloud.com/usermanual-iam/iam_01_0001.html
https://developer.huaweicloud.com/endpoint?IAM
https://apiexplorer.developer.huaweicloud.com/apiexplorer/doc?product=IAM&api=ShowUserMfaDevice

BH—BDINIE

APl &%& 5 API
% 5-609 IRIZSH
2% =h | sy iR
Wik
user_id 2 String FEANIAMBRAID, FKEARKIES
W: RS, IAMAF. INH. AF
H. Xig. ZFEHBRMID,
=P
2K 5-610 153K Header 2§
¥ =2h | sEEm ik
Wik
X-Auth-Token | £ String EERERIAMBFHMFASEES:
B2 ISR,
IAMBFZEIIECHIMFA4IEEE: URL
Fuser_idFFXgRIAMA P RStoken ( TTE
FRBUR ) -
N R S5
%= 5-611 i Body %4
2% SRR R
virtualLmfa_ | object EIIMFAIREEE.
device
2 5-612 virtual_mfa_device
SH SR faR
serial_number | String EIMFARNREFIIS .
user_id String IAMFFID,
=R

EFiEEIAMARIIMFASERER .

GET https://iam.myhuaweicloud.com/v3.0/OS-MFA/users/{user_id}/virtual-mfa-device
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F—EDINE
AP &%

5 API

N Rz 7~

W&

RZEIBF 200 AY:
5B o
{

"virtual_mfa_device" :
{
"user_id" : "16b26081f43d4c628c4bb88cf32e9...",
"serial_number" : "iam/mfa/16b26081f43d4c628c4bb88cf32e9..."
}
}

RZ&BF 403 B
IRBRER

o A1
{

"error_msg" : "You are not authorized to perform the requested action.",
"error_code" : "IAM.0002"

}
o f3 2
{

"error_msg" : "Policy doesn't allow % (actions)s to be performed.",
"error_code" : "IAM.0003"
}

K839 404 A
RIEERRIZE
{
"error_msg" : "Could not find %(target)s: %(target_id)s.",

"error_code" : "IAM.0004"
}

KZFSF9 500 B
ARSI HRIR -
{
"error_msg" : "An unexpected error prevented the server from fulfilling your request.”,

"error_code" : "IAM.0006"
}

/NG R

200 BRI

401 TANIESETY

403 RBERIEINR
404 RILEIENAVETR o
500 AEBARSSHRIR -
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F—EBINE
APl &%

5 API

ZPS

52 EIRE .

5.12.13 &8 IAM BRPRERFIPIKSEBESIZE

ThRENA

i

URI

IEREH

RS &

ZEOTATFEEREEAMBARINERFRIPREIIR.

iz O LAMERAEBXIFAIEndpointFIE b X iEtHYEndpointi@E .. IAMBJEndpointi’
S WXMBHT .

RE]LATEAPI ExplorerdiEidiziE.

GET /v3.0/0OS-USER/login-protects

2 5-613 153K Header 2H

28 =E | 2¥sE R
X-Auth-Token | 2 String

gl‘lﬂ%\h‘ﬁ, EEAFRBG . UREE

15N O

tokenPEfr X PRISS AT .

% 5-614 g Body £#{

B2¥ ST iR
login_protect | Array of BERIRSHFIPERIIER.
s objects 1588

REEAEIERFRIFIAPRSER.

£ 5-615 login_protects

2 SHE ik
enabled Boolean IAMAF2EFRERFRF, FEA"true", KFF
[579"false"
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https://developer.huaweicloud.com/endpoint?IAM
https://apiexplorer.developer.huaweicloud.com/apiexplorer/doc?product=IAM&api=ListUserLoginProtects

BH—BDINIE

APl &% 5 API
2% SR fik
user_id String IAMBFRID,
verification_m | String IAMBRERIIELT .
ethod
=]
BFIAMBRFRIZERFIPRSERSIER.
GET https://iam.myhuaweicloud.com/v3.0/OS-USER/login-protects
M iz 7~ 51
KRB 200 B
BRI
{
"login_protects" : [
{
"user_id" : "75226081f43d4c628c4bb88cf32e9...",
"enabled" : true,
"verification_method" : "email"
1
{
"user_id" : "16b26081f43d4c628c4bb88cf32e9...",
"enabled" : true,
"verification_method" : "vmfa"
1
{
"user_id" : "56b26081f43d4c628c4bb88cf32e9...",
"enabled" : true,
"verification_method" : "sms"
}
1
}
(MARY:
MFMRABEERFIFIIAMAR, ZEOLTERBEHERFPRSER, RREAEEE
FFRPHBFREER
RZ58879 403 AY:
IRBIRIENR .
o PN
{
"error_msg" : "You are not authorized to perform the requested action.",
"error_code" : "IAM.0002"
}
o 2
{
"error_msg" : "Policy doesn't allow % (actions)s to be performed.",
"error_code" : "IAM.0003"
}
R7Z&E8 79 404 HY:
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BH—BDINIE

APl &%& 5 API
RILZENAVER o
{"error_msg" : "Could not find %(target)s: %(target_id)s.",
"error_code" : "IAM.0004"
}
WRZRSF 500 B
MEBIRSSEEIR
{"error_msg" : "An unexpected error prevented the server from fulfilling your request.",
"error_code" : "IAM.0006"
}
NEE
K& A
200 =4 An
401 TAIERYL
403 IR
404 RILFEN AR
500 MERARSS HEIR -
IRt
BESEIRE.
5.12.14 HFEEE IAM FFPHNERFIPREER
ThEEN 4R
ZEOTUATEERETEE AMAFRNERFRIPFRESER, SIAMAREIIECH
BRIRIPRTER.
1%;:D‘Jbl1§ﬁﬁ@%Ei:kE’JEndpomt%D Lt X1gtAYENdpointiBAE . IAMAJENdpointi’
D XFIRET S
i
1 e] LAFEAPI ExplorerdhifFirizizE .
URI

GET /v3.0/0OS-USER/users/{user_id}/login-protect
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https://support.huaweicloud.com/usermanual-iam/iam_01_0001.html
https://developer.huaweicloud.com/endpoint?IAM
https://apiexplorer.developer.huaweicloud.com/apiexplorer/doc?product=IAM&api=ShowUserLoginProtect

F—EBINE
AP &% 5 AP

% 5-616 IRIZS#

2H 28 | ¥R A
user_id = String FEEIAMBRFID, REBERiES

W FEWE. IAMERF. ITe. BF
H., Xi%. ZERK[FRMID,

BRESH
2K 5-617 153K Header 2%
¥ =2h | sEm iR
Wik
X-Auth-Token | 2 String EESEIIAMARPNERFIPRESE
2. BsENI,
IAMAR&EEB CHNERFIPRESER:
URLARuser_idFrXdRzZIAM B FHJtoken
( THIFHBUR ) -
R S5
IR7ZSR5F 200 A:
K 5-618 I Body 2%
2 SRR R
login_protect | object BERREHFPER.
& 5-619 login_protect
2% SHER e
enabled Boolean IAMBRE2aFBERRIP, FER"true", XxFF
B 3"false",
user_id String IAMBFRID,
verification_m | String IAMARZEREIESR .
ethod
=Rl

EEEIAMBFIIERFRIPREER
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F—EBINE
AP &%

5 API

N Rz~

W&

GET https://iam.myhuaweicloud.com/v3.0/OS-USER/users/{user_id}/login-protect

R7ZEFSJ5 200 B
ERKIN o

{
"login_protect" : {
"user_id" : "16b26081f43d4c628c4bb88cf32€9...",
"enabled" : true,
"verification_method" : "vmfa"
}
}

RZ&B7 403 B
RBBRAER

o M1
{

"error_msg" : "You are not authorized to perform the requested action.",
"error_code" : "IAM.0002"

}
o ffl2
{

"error_msg" : "Policy doesn't allow % (actions)s to be performed.",
"error_code" : "IAM.0003"

}
K88 ) 404 B
FIKEBRAYERR
{
"error_msg" : "Could not find %(target)s: %(target_id)s.",

"error_code" : "lam.0004"

}
REREL:

MFNRABEERFIFNIAMAR, ZEOLTBRBEHSERFIPASER, SERME

IAM.0004581R13
K& 500 AY:
AERIRSS IR o
{

"error_code" : "IAM.0006"
}

"error_msg" : "An unexpected error prevented the server from fulfilling your request.”,

REED 1R

200 BRI

401 TAIESEY

403 REIRENIR
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F—EBINE
AP &% 5 AP

RSB )%
404 RILEIERMAYZIR
500 AEBIRSSHEIR

Hi=hg

52 iEIRE.

5.12.15 22 IAM ARFRIERFEIPFIKEER

INREN4R
ZEOTUBTFERRENAMBRPIERRIPKEER.
1%;:EI_JLJ\1§FH£J%EHE’JEndpomtﬂ] Lt X1AYEndpointi@A . IAMAJEndpointid
2N WXHLIETR

i
1ZA LATEAPI ExplorerdriEifiziEOl,

URI
PUT /v3.0/OS-USER/users/{user_id}/login-protect
+* 5-620 IZ2SH

2% =B | 2EER A
i
user_id 2 String FEXEFFIPKRSEENIAMEBRID, 3%
AR BESN: KBRS, IAMAR. I
B. AFPHE. XiE. FFE[FRFID,
=P
2K 5-621 153K Header 2#f
¥ 2R | s A
Wik

#Security Administratort¥fRAJtoken ,

X-Auth-token | 2 String

393
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https://support.huaweicloud.com/usermanual-iam/iam_01_0001.html
https://developer.huaweicloud.com/endpoint?IAM
https://apiexplorer.developer.huaweicloud.com/apiexplorer/doc?product=IAM&api=UpdateLoginProtect

F—BBINE
AP &% 5 AP

% 5-622 53K Body &#!

e G | 5%y R
D v
login_protect | 2 object BREPREER

2R 5-623 Login_project

28 B2E | sEs iR
A1k
enabled 2 Boolean IAMBFRFEEFEERFEP, BB
"true", FFFBE"false",
verification.m | 2 String IAMBRERIERIC. FHIRIUER
ethod “sms” HBFEIGIES “email” ,MFAISIE
5 “vmfa” .

=351
RAFDH 200 B

% 5-624 g Body £#{

2% S¥RT iR
login_protect | object BRFPRSER.

£ 5-625 login_protect

2 SHEER R

user_id String FESERFIPRSEENIAMARID,

enabled Boolean IAMAARFRE2EHFBERRIP, FBR"true", =FF
B 3" false",

verification_m | String IAMBRERIIERL. FHNIESR “sms” HB

ethod FEISIEA “email” MFAREIEA “vmfa” .

15K~
IERAMARFNBERFIPFRSER: FEREREIP, BHERKNIES N AMFALGIE,
PUT https://iam.myhuaweicloud.com/v3.0/OS-USER/users/{user_id}/login-protect

{
"login_protect" : {
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AP &% 5 AP

"enabled" : true,
"verification_method" : "vmfa"
}
}

[ Rz 73<5)
JRAF: 200
ERELI .

{
"login_protect" : {
"user_id": "16b26081f43d4c628c4bb88cf32e9...",
"enabled" : true,
"verification_method" : "vmfa"

}
}
NG
K& R
200 IERNAYN
400 BERRIGFE
401 INIERML
403 BRI
404 FRILEIBRAVERR o
500 RAEIR
eI
52 IR

5.12.16 4BE MFA &%

ThREN A

ZiEORI LI FIAMAR ABCHEMFAIRE . BRMFARAEINEIRE TokenAIBRK
tE, EIESTiERHZEEMFAR ZRIAIE .

ZiEOLAMERA 2B XIFAYEndpointF I E M X IFAYENdpointiE . IAMBYENndpointis
21 WXL IEDS,

I
1ZA] LATEAPI ExplorerdrifEiftizizOl.

URI
PUT /v3.0/0OS-MFA/mfa-devices/bind
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https://developer.huaweicloud.com/endpoint?IAM
https://apiexplorer.developer.huaweicloud.com/apiexplorer/doc?product=IAM&api=CreateBindingDevice

F—ERINE
AP &%

5 API

IERSH

2 5-626 153K Header 2]

2¥ 2= |8% |k
AR it
X-Auth-token = String | iE3kBodyRuser_idFrX3RIIAM P RYtoken
( THIFHERIR )
% 5-627 155K Body 2
2% BEY | St |
ik B
user_id 2 String | fS4PEMFAIRZHIAMEBFID,
serial_ number | 2 String | MFAIREFIIS
authentication_ | 2 String | Z8—fHISIERS
code_first
authentication_ | 2 String | S8 _£H3SIERS

code_second

R S5

i5RBl

HRTEMFAIRS:, S—BIIERD A “9779317 , SELAIFRI N “527347” , MFAIR
FZFEHEH “iam:09f6bd6a96801de40f01c00c85691...mfa/{device_name}” ,

PUT https://iam.myhuaweicloud.com/v3.0/OS-MFA/mfa-devices/bind

{

"user_id" : "09f99d8f6a001d4f1f01c00c31968...",
"authentication_code_first" : "977931",

"authentication_code_second" : "527347",
"serial_number" : "iam:09f6bd6a96801de40f01c00c85691....mfa/{device_name}"

e Rz 73~ 451
REB: 204,
BB
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BH—BDINIE

APl & > API
NG

K& ik

204 BRI

400 BRI FE

401 TANIERML

403 TBERARIE

404 T EENERE R

409 REFEEKRZERTRER,

500 REHEiR.
FHI=0

52 IR

5.12.17 4B MFA 128§

ab
RN 4R

5

URI

EREH

ZEOTLUBTEERAIAMBRBRYIMFAIRES, IAMBRIECRERYIMFAIRE .

ZEOYLER£BEXIFAEndpointFIE M XIFHAIEndpointifAA . IAMAJEndpointis
2l WXNRHETR.

RE]LATEAPI ExplorerdiEidiziE.

PUT /v3.0/OS-MFA/mfa-devices/unbind

K 5-628 153K Header 2

e BE W% SR R
X-Auth-Token | 2 String o BHRNIAMPBFREGIMFA

RE: BEIENR,

o IAMAFABCHEEMFAIZ
% B&kBodyHuser_idFf3d
MNIAMEFRItoken ( TEHS
RBUR )
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https://developer.huaweicloud.com/endpoint?IAM
https://apiexplorer.developer.huaweicloud.com/apiexplorer/doc?product=IAM&api=DeleteBindingDevice
https://support.huaweicloud.com/usermanual-iam/iam_01_0001.html

F—BBINE
AP &%

5 API

2 5-629 153K Body 2#{

B8H =E W% BHER R
user_id =2 String FRRYPMFAIRSERIAMARFID,
authenticatio | & String o EMHRNIAMBFRRE4IMFA
n_code RF: ES6MEEIRIES,
NG
o |IAMAF B CH4IMFAIR
% IESENMFARIERS
serial_number | 2 String MFAIZEFIIS

N R S%(

x
=]
R4BETIS “iam:09f6bd6a96801de40f01c00c85691...mfa/{device_name}” B9
MFAIZE, RS2 “373658” ,
PUT https://iam.myhuaweicloud.com/v3.0/OS-MFA/mfa-devices/unbind
{
"user_id" : "09f99d8f6a001d4f1f01c00c31968...",
"authentication_code" : "373658",
! "serial_number" : "iam:09f6bd6a96801de40f01c00c85691....mfa/{device_name}"
N Rz73~f51
KREE: 204
BRI
RSB
RSB iR
204 BRI
400 BRI FE
401 NI S
403 TBRKIFN
404 T EHENERER
409 REFEEKRZEITRERR,
500 RFEHER
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https://support.huaweicloud.com/usermanual-iam/iam_01_0001.html

H—BDINIE

APl &% 5 API
iR
B2 EIRE .
5.12.18 GlIE MFA &%
INRENA
ZEOT U BFIAMBRIECEIEMFAIRSE
12};:[!__[1«)\1@55@%I:HEI’JEndpomtﬂ] L b XikAIEndpointiE A . IAMBIENdpointii
21 WXL IEDR.
@it
1ZA LATEAPI ExplorerdriElifiziEOl,
URI
POST /v3.0/OS-MFA/virtual-mfa-devices
B2

2 5-630 153K Header 2

2% BE W% SRR ik
X-Auth-Token | 2 String ia3kBodyHuser_idERXIRZIAM
FFBYtoken ( ToEB4FIAIX
R)
% 5-631 153k Body &%{
8% BEWI%E SRR ik
virtual mfa_ | 2 object BIENMFAIRREE.,
device
=€ 5-632 virtual_mfa_device
2% BEWwI% SRR ik
name = String RERBR.
BIVEE: 1
RAKE: 64
user_id 2 String SIEMFAIZZRIAMARID,
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https://developer.huaweicloud.com/endpoint?IAM
https://apiexplorer.developer.huaweicloud.com/apiexplorer/doc?product=IAM&api=CreateMfaDevice

F—EBINE
AP &%

5 API

Nl fiz 22
R&REJ 201 B

% 5-633 g Body £%{

2H SHE R

virtual_mfa_ | object BIZRIMFAIRE .
device

£ 5-634 virtual_mfa_device

2H SHH R

serial_number | String MFAIZE RIS,

base32_string | String ZIRER, BTFE=REE RIS,
_seed

5Kz
BIEEMFAIRE

POST https://iam.myhuaweicloud.com/v3.0/OS-MFA/virtual-mfa-devices

{
"virtual_mfa_device" : {
"name" : "{device_name}",
"user_id" : "09f99d8f6a001d4f1f01c00c31968..."

}
}

N Rz
REHG: 201
(=R NZAVS
{

"virtual_mfa_device": {
"serial_number": "iam:09f6bd6a96801de40f01c00c85691....mfa/{device_name}",
"base32_string_seed": "{string}"
}
}

W&

REED 1R

201 BRI

400 BRRIERE,

401 TAIESEY
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H—BDINIE

APl &%& 5 API
RSB A
403 TERAEN
500 RAER.
Eixf3
B2 EIRB.
5.12.19 fiff MFA 25
INRENA
ZEOU BTFEERHFRE CHIMFAIRE
12};:EI_JLM§FE$JEJI:iI,EEI’JEndpomt*EI L {th X g AYEndpointiEFE . IAMBIENndpointis
2N WXHBIETR
it
1ZA LATEAPI ExplorerdrifElidtiziEOl,
URI
DELETE /v3.0/0OS-MFA/virtual-mfa-devices
2 5-635 Query 2#{
S BRI SHEER fig
user_id = String FﬂﬂJBfFMFALQ HIIAMARID,
EERECHERID, KBS
Eﬁi%%)'_‘ui RS, IAMA
F. 8. BFPA. Xig. &F
R9ZFRFID
serial_number | 2 String MFAIZEFIIS,
=P
K 5-636 153K Header 2H
¥ =AW SHEER iR
X-Auth-Token | 2 String iB3kBodyHuser_idERXIRZIAM

R BifESecurity

AdministratoriXfRAYtoken,
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https://support.huaweicloud.com/usermanual-iam/iam_01_0001.html
https://developer.huaweicloud.com/endpoint?IAM
https://apiexplorer.developer.huaweicloud.com/apiexplorer/doc?product=IAM&api=DeleteMfaDevice

F—EBINE
AP &% 5 AP

MR SEL

=Rl
MIBEMFAIRES .

DELETE https://iam.myhuaweicloud.com/v3.0/OS-MFA/virtual-mfa-devices?
user_id=09f6bd85fc801de41f0cc00ce9172...&serial_number=iam:09f6bd6a96801de40f01c00c85691....mfa/
{device_name}

N Rz 7~
REF: 204

BXKIN.
RSET
RSB R
204 BRI
401 TAIESEY
403 BRKRIEN -
500 RiEiR.
L
52 ERE,

5.13 BXFBMAIEEIE
5.13.1 B I EXFBIAUEIREY token

5.13.1.1 SP initiated 5=

Openstack#IShibboleth @ iZ FERN—EFREBSMINERRS R, BMHTEX
HBESEREESN, BREPEEEWAIMNIZTHNERS . REN4REITOpenstack
Client#0ShibbolethECP Client¥REXEXFRIAIE TokenfYT53%

\tn

DLAE

SP initiated BXFBIAIERSRIZA FEIFAR o
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BH—BDINIE

APl && 5 API
5-1 F2E ( SP initiated 5=t)
Q : —»
| liertife F SRENERER '
_ | Client AiFrokerdizl
c|ien&§ﬁm$ < e T
4—0—» Reques Y SAML Request JETE
ldPFIAER A = —
|E|PJ§E — @ q&:ESAML R@DI"ISE _
PR o < an=
{ZEfEAML —
S{H{EHE | o e %ﬁ%ﬁw
o
AFihiaAzRER.
-Ih A
T

8.

ClientiABAE =R AIRMHAY “1BIdSP initiated S FAENELFBtoken” 21,

NEZRZFRIBURLFIAR RIdPEEEKXMetadataX {4, &IXSAML
Request, &k IFiaiE Client,

ClientXySAML Requestift{TEHFT TR AL SAML Requestfi1dP,
FIF#SANB P BMZ85TREMDIAIE,

FRIANLERINGE, |dPISETERFEHEERIES&ZIXSAML Response, i53KE
iIHiEE M Client,

Client¥3SAML ResponseiHfTE #3515 ASAML Response?a AB = o
REZXSHITRIGFIAL, FRERFESHIREEEENSHIEIEMNIE
B lmAiE el EiE o

FAPRIES BEIRIBEABE R EIR.

Openstack Client

SZ—aSITERE T ENLEEE([FArootf R, LU TEEOpenstack ClientiJiR{ER
FELEBERPBUR

ikl

EOREBRERZE— N RERIMEINMEPHT (EVPNSEEEFN=RS S
F) , MREALZENMERETR, JRESZHREARE.

ERNARIERRCIZBIMNELENH, AXHTIRERFS. B3, XiE. SAMLIMYUR
K. IAMIBIIIROFEE . SEIRBBINERS-637F7.

BIENT
export OS_IDENTITY_API_VERSION=3

export OS_AUTH_TYPE=v3samlpassword

export OS_AUTH_URL=https://iam.cn-north-1.myhuaweicloud.com:443/v3

export OS_IDENTITY_PROVIDER=idpid

export OS_PROTOCOL=saml

MAERRZAN 49 (2022-06-20)
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export OS_IDENTITY_PROVIDER_URL=https://idp.example.com/idp/profile/
SAML2/SOAP/ECP

export OS_USERNAME=username
export OS_PASSWORD=userpassword
export OS_DOMAIN_NAME=example-domain-name

% 5-637 MBELEXHS A

SHAM 15388

OS_IDENTITY_API_VERSION NIEEOMRA, EEER “37
OS_AUTH_TYPE TNIEZERY , EE{EIv3samlpassword .,
OS_AUTH_URL & “https:// IAMBELEIH TS ZORA

o iKMS: BIEEN “4437
o EORA: BIEEA “v37 6

OS_IDENTITY_PROVIDER BRERRZLZEINSMHIZMHEARFR, Flan:
Publiccloud-Shibboleth,

OS_DOMAIN_NAME AR B&FR.

OS_PROTOCOL SAMLIMYERAS, BEIEER “saml” .

OS_IDENTITY_PROVIDER_URL | Identity ProviderQtFBi@id 2 Fim{CIEH 5
( ECP) AEATAIEEKAYHBLL

OS_USERNAME FBF#EIdentity Providel\ERHERRIARFEZ .
OS_PASSWORD FBF#Eldentity ProvidelA\MERHEFERYZRRT .

T2 HITU TS, RENETS,
source keystonerc

T3 HITUI TS, KBltoken,
openstack token issue

>>openstack token issue
command: token issue -> openstackclient.identity.v3.token.IssueToken (auth=True)
Using auth plugin: v3samlpassword

| Field | Value

| expires | 2018-04-16T03:46:51+0000

| id | MIIDbQYJKoZIhveNAQcColIDXjXXX...

| user_id | 9B7CJy5ME14f0fQKhb6HJVQdpXXX...

[EI RS B rhid o IRENEIBE AT token
-

Shibboleth ECP Client

Z81 7£Shibboleth IdP v3shEiz & metadata-providers.xml3 4, FiEmetadata.xmISZEHL
BEEMMEEET.
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APl &%

5 API

I3

L4

<MetadataProvider id="LocalMetadatal"xsi:type="FilesystemMetadataProvider" metadataFile="C:\Program

Files (x86)\Shibboleth\IdP\metadata\web_metadata.xml"/>

<MetadataProvider id="LocalMetadata2"xsi:type="FilesystemMetadataProvider" metadataFile="C:\Program

Files (x86)\Shibboleth\|ldP\metadata\api_metadata.xml"/>
(MERiY::

e MetadataProvider id: TERAISPRFHITTEIE TR
e metadataFile: SPHYTTEUNESNHEDWIAPRFFHMERIIEER

TEShibboleth IdP v3shfiiEattribute-filterxmI3Z{& .

<afp:AttributeFilterPolicy id="example1">
<afp:PolicyRequirementRule xsi:type="basic:AttributeRequesterString" value="https://
auth.example.com/" />
<afp:AttributeRule attributelD="eduPersonPrincipalName">
<afp:PermitValueRule xsi:type="basic:ANY" />
</afp:AttributeRule>
<afp:AttributeRule attributelD="uid">
<afp:PermitValueRule xsi:type="basic:ANY" />
</afp:AttributeRule>
<afp:AttributeRule attributelD="mail">
<afp:PermitValueRule xsi:type="basic:ANY" />
</afp:AttributeRule>
</afp:AttributeFilterPolicy>

<afp:AttributeFilterPolicy id="example2">
<afp:PolicyRequirementRule xsi:type="basic:AttributeRequesterString" value="https://iam.
{region_id}.example.com" />
<afp:AttributeRule attributelD="eduPersonPrincipalName">
<afp:PermitValueRule xsi:type="basic:ANY" />
</afp:AttributeRule>
<afp:AttributeRule attributelD="uid">
<afp:PermitValueRule xsi:type="basic:ANY" />
</afp:AttributeRule>
<afp:AttributeRule attributelD="mail">
<afp:PermitValueRule xsi:type="basic:ANY" />
</afp:AttributeRule>
</afp:AttributeFilterPolicy>

(RARY:
AttributeFilterPolicy id: TEHISPRFAITEIEHZTR .
value: SPRSITTHIEHFHAYENtitylD,
fEecp.pyHIAFE E R IdPRFHIR IR TS mtthilt

# mapping from user friendly names or tags to IdP ECP enpoints
IDP_ENDPOINTS = {

"idp1": "https://idp.example.com/idp/profile/SAML2/SOAP/ECP"
}

WiTecp.py I ARIREREXFRIAIEtoken o

>>python ecp.py
Usage: ecp.py [options] IdP_tag target_url login

>>python ecp.py -d idp1 https://iam.{region_id}.example.com/v3/OS-FEDERATION/identity_providers/

idp_example/protocols/saml/auth {username}
X-Subject-Token: MIIDbQYJKoZIhveNAQcColIDXXX...

X-Subject-Token AFKEXZEIEXFRIAiiEtoken,,
-

5.13.1.2 IdP initiated 5T,

ARELL “Client4ShibbolethldP” BIZARHI, 74RI1dP initiated 5V EREXEXFRIAIEToken
7L, “Client4ShibbolethldP” HIAIEHIAFRENSEE EEREWIAPERES, B
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https://wiki.shibboleth.net/confluence/display/SHIB2/Contributions#Contributions-simplepython

BH—BDINIE

AP| &% 5 API
SRS EHRRIR BB E FimSSIRIXILL, BHRARAAAREWIdPRFRIZH
BN
BUIRSRY
o IVIdPERSSEETIFIAP Initiated HTUAVELFRIAILE .
o EFiREEZEpythont&Eibeautifulsoup4.,
AT
|dP initiatedBXFBIAMERTRAZ AN N EIFAR
5-2 ;7#2E (1dP initiated 753 )
N - o o IcnenﬁﬁjﬁaAPl T
E « Q> iR FEVRITHE ETETE
GRAERA « ®
P EE 0O— O e )
s | SHIAEE AHZ
IdPEE Client s i3
BimEHE SAMUFIRE | —FEF'HP
HBE=ER
SIRISEA
1. ClientiFABIdPIRHAIETFIdP initiated SNRIEFEEE, HESREEPRELT
=ROMhE, BIAEZ=MetadataX{44AY “entitylD”
Client3REXIdPHYERNHE, FAFBEClientd@REM{EELIdPHEHITIAL.
FRINERRINGE, |dPIEET AP S5 RRIET S &IXSAML Response, iB3KE
I EE Client,
4. ClientXySAML ResponseiH{TEFTI%/555 A SAML Response, FRNB=IE M
A9 “1@iZIdP initiated 5 U FRENEXFRtoken” %,
5. ABEEMESHTIRIGIIAL, FRERFESHRUEEENSHIEERNE
BYIERS 5 E)EIE
6. FAFPIRBEDEANIRILEABREIR.
E Gl
“Client4ShibbolethldPpy” MIA ({Xt&%E ) , SCIIAREIAPEIARZRSAIAPI/CLI
EXFBIAIERYRIA o
i1 N = A
https://obs-iam-download01.obs.cn-north-1.myhwclouds.com/non-ecp-script/
Client4ShibblethIdP.py
B BERIdPRIEFIERE,
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2K 5-638 FH IdP FEmAYE R URL

IdP URLAFRICSSPRISE | ERURLDTMI
ADFS logintorp https://adfs-server.contoso.com/

adfs/ls/IdplnitiatedSignon.aspx?
logintorp=https://iam.example.com

Shibboleth providerld https://idp.example.org/idp/profile/
SAML2/Unsolicited/SSO?
providerld=iam.example.com

SimpleSAMLphp | spentityid https://idp.example.org/simplesaml/
saml2/idp/SSOService.php?
spentityid=iam.example.com

BeEkE, EARNEEREMATRURL, NSRS TERTME:

5-3 ERTH

Username

Password

Don't Remember Login

Client4Shibboleth|d PRI ASSCHL :
import sys

import requests

import getpass

import re

from bs4 import BeautifulSoup

from urlparse import urlparse

# SSL certificate verification: Whether or not strict certificate
# verification is done, False should only be used for dev/test
sslverification = True

# Get the federated credentials from the user
print "Username:",
username = raw_input()
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£IR2

password = getpass.getpass()
print "

session = requests.Session()

# The initial url that starts the authentication process.
idp_entry_url = 'https://idp.example.com/idp/profile/SAML2/Unsolicited/SSO?providerld=https://
iam.example.com'

# Programmatically get the SAML assertion,open the initial IdP url# and follows all of the HTTP302
redirects, and gets the resulting# login page

formresponse = session.get(idp_entry_url, verify=sslverification)

# Capture the idp_authform_submit_url,which is the final url after# all the 302s
idp_authform_submit_url = formresponse.url

EFIHRZINEER . ZEFimEdbeautifulsoupdBIRFETERTE, HIXBFEER
Nfli\ i5Kaction, MEEKSE, AEMIdPRISIDIAILE.

SRR SR AN E R AR 3R B R PEUE

5-4 INEHER (1)

® O WY | Vew i= == Group by frame | | Preserve log Disable cache Offline  Online ¥
Filter Hide data URLs [} | XHR JS CSS Img Media Font Doc WS Manifest Other
Name X | Headers | Preview Response Cookies Timing

|| S507providerdd=https://10.1... | ¥ General
S50;jsessionid=3lchzzrp9u8... Request URL: https://idp.hanshengjie.com/idp/profile/SAML2/Unsolicited/550%execution=elsl
— Request Method: POST
Status Code: & 382 Found
Remote Address:
_| favicon.ico Referrer Policy: no-referrer-when-downgrade
[ ] s507execution=alsi

| main.css

| dummylogo.png

» Response Headers (9)

| S507execution=els2 » Request Headers (13)

| dummylogo.png » Query String Parameters (1)

|| consent.css ¥ Form Data iew source view URL encoded
j_username:
j_password:
_eventld_proceed:

Client4Shibboleth|d PRI A<SCHL :

# Parse the response and extract all the necessary values in order to build a dictionary of all of the form
values the IdP expects

formsoup = BeautifulSoup(formresponse.text.decode('utf8'), "lxml")

payload = {}

for inputtag in formsoup.find_all(re.compile('(INPUT|input)")):
name = inputtag.get('name’, ")
value = inputtag.get('value', ")
if "username" in name.lower():
payload[name] = username
elif "password" in name.lower():
payload[name] = password
else:
payload[name] = value

for inputtag in formsoup.find_all(re.compile('(FORM|form)')):
action = inputtag.get(‘action')
if action:
parsedurl = urlparse(idp_entry_url)
idp_authform_submit_url = parsedurl.scheme + "://" + parsedurl.netloc + action

# please test on browser first, add other parameters in payload
payload["_eventld_proceed"] = ""

formresponse = session.post(
idp_authform_submit_url, data=payload, verify=sslverification)
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APl &%
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£E|3 BFIRETT—

(HpEWIdPEERRAFEEITNHE ) -

F__'
BTN S B RENE R IR SRR PR A R EEERE

5-5 MR (2)
=

® O WY | View
Filter Hide data URLs [il]

Console  Sources  Network Performance

Elements

roup by frame | (¥

(]

Preserve log

Name X | Headers | Preview R Cockies

B 550%execution=el1s2 ¥ General

esponse

Memory

XHR JS CS5 Img Media Font Doc WS

Disable cache Offline Online

Manifest Other

Timing

| Request URL: https://idp.hanshengjie.com/idp/profile/SAML2/Unsolicited/550%execution=els2

Request Method: POST
Status Code: @ 282 OK
Remote Address: 18.146.62.219:443

Referrer Policy: no-referrer-when-downgrade

» Response Headers (7)
» Request Headers (13)
¥ Query String Parameters (1)

¥ Form Data view source ew UR
shib_idp_consentlds:
shib_idp_consentlds:
shib_idp_consentlds:
shib_idp_consentlds:

mail
uid

eventld_proceed: Accept

eduPersonAffiliation
eduPersonPrincipalliame

shib_idp_consentOptions: _shib_idp_rememberConsent

Client4ShibbolethId PRI ANSEHR -

# In shebbleth IdP v3, browser will show attributes page for user,# so we need parse the page
formsoup = BeautifulSoup(formresponse.text.decode('utf8'), "lxml")

payload = {}

# Add other form data required from browser to payload

_shib_idp_consentlds = []
for inputtag in formsoup.find_all(re.compile('input')):
name = inputtag.get("name")
value = inputtag.get("value")
if name =="_shib_idp_consentlds":
_shib_idp_consentlds.append(value)

payload["_shib_idp_consentlds"] = _shib_idp_consentlds

payload["_shib_idp_consentOptions"] = "_shib_idp_rememberConsent"

payload["_eventld_proceed"] = "Accept"

# user can get the action url from the html file

nexturl = "https://idp.example.com/idp/profile/SAML2/Unsolicited/SSO?execution=e1s2"

for inputtag in formsoup.find_all(re.compile('(FORM|form)")):

action = inputtag.get('action')
if action:
parsedurl = urlparse(idp_entry_url)

nexturl = parsedurl.scheme + "://" + parsedurl.netloc + action

response = session.post(
nexturl, data=payload, verify=sslverification)

EPUREETIAPRIMAN . EFIRIERAFERSEWIdPRSIAILE, IdPINERFEEM
NE, REMNAER, &Fini#ETHSAMLResponseS4,

Client4ShibbolethIdPEIANSEHR -

# Decode the response and extract the SAML assertion

soup = BeautifulSoup(response.text.decode('utf8'), "lxml")

SAMLResponse ="

# Look for the SAMLResponse attribute of the input tag

for inputtag in soup.find_all('input'):
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if (inputtag.get('name') == 'SAMLResponse'):
SAMLResponse = inputtag.get('value')

# Better error handling is required for production use.

if (SAMLResponse =="):
print 'Response did not contain a valid SAML assertion, please troubleshooting in Idp side.'
sys.exit(0)

5 ¥KEXUnscoped token, SE3KENELFBIAIEunscoped token(ldP initiated)
Client4ShibbolethId PR ASCIR -

# Set headers
headers = {}
headers["X-ldp-1d"] = "test_local_idp"

# |1AM API url: get unscoped token on IDP initiated mode
sp_unscoped_token_url = "https://iam.example.com/v3.0/OS-FEDERATION/tokens"

# Set form data
payload = {}
payload["SAMLResponse"] = SAMLResponse
response = session.post(
sp_unscoped_token_url, data=payload, headers=headers, verify=sslverification)

# Debug only
print(response.text)
print "Status Code: " + str(response.status_code)
if response.status_code '= 201:
sys.exit(1)

unscoped_token = response.headers.get("X-Subject-Token") if "X-Subject-Token" in response.headers.keys()
else None
if unscoped_token:

print ">>>>>>X-Subject-Token: " + unscoped_token

$186 FKENScoped token, SEFRENELFBIAIEscoped token

Client4Shibboleth|d PRI A<SCHL :

payload = {
"auth": {
"identity": {
"methods": ["token"],
"token": {
"id": unscoped_token
}
b
"scope": {
"project": {
"name": "{region_id}_test1"
}
}
}
}

sp_scoped_token_url = "https://10.120.171.90:31943/v3/auth/tokens"

response = session.post(
sp_scoped_token_url, json=payload, verify=sslverification)

# Debug only
print "Status Code: " + str(response.status_code)
if response.status_code != 201:

print response.text

sys.exit(1)

scoped_token = response.text if response.status_code == 201 else None
if scoped_token:
print ">>>>>>Scoped Token:" + scoped_token
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$£IB7 FREUGRSAEZ4A,, SE@EiStokeniRENIGATAEZ$EF0securitytoken,

Client4Shibbolethld PRI ASSCHL -

# Set form data
payload = {
"auth": {
"identity": {
"methods": ["token"],
"token": {
"duration_seconds": "900"
}

}
}
}

# Set headers

headers = {}

headers["X-Auth-Token"] = unscoped_token

sp_STS_token_url = "https://10.120.171.90:31943/v3.0/OS-CREDENTIAL/securitytokens"

response = session.post(
sp_STS_token_url, json=payload, headers=headers, verify=sslverification)

# Debug only
print "Status Code: " + str(response.status_code)
if response.status_code '= 201:
print response.text
sys.exit(1)
sts_token = response.text if response.status_code == 201 else None

if sts_token:
print ">>>>>>STS Token:" + sts_token

R

5.13.2 By iR

5.13.2.1 FiFB{DRARETIE

TheEN A

ZEOULBATERShREHETIZx.

ZEOTLMERE2BE XIFAYEndpoint I E B XigtAYENndpointi@ A . IAMBJEndpointis

%m: imz*uggiﬁdﬁ-ﬁn“o
i
S&AILATEAPI ExplorerRifidiZi&Z O .

URI
GET /v3/OS-FEDERATIONY/identity_providers
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F—EBINE
AP &% 5 AP

IERSH

K 5-639 153K Header 2H

e EEWI%E s | Er
i)
Content-Type | @ String | iZ=FEREIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | BIAISHE, FEBFSH . NREE
=
token A IRIE S WIFAIR

[ e
% 5-640 Lz Body S%¢
2¥ SR R
identity_prov | Array of BihiRtmERII%E.
iders objects
links Object RREIHZER

£ 5-641 identity_providers

B8H SR faR
sso_type string BHRMmEt . SpsiFI TR
o virtual_user_sso: BEXFPERBkILFIRGTIREHL
FF.
e iam_user_sso: EXFPERBKEESIRET HSEFRTF
ERIAMABR,
ZABLE Svirtual_user_ssoZLHY,
id String Sp1RIHrEID,
description String SihitEmmERrER.
enabled Boolean BINRUBEESREA, truehBA, falsehiE
F, EiAHfalse,
remote_ids Array of SR rSRYEFS A FIDSIER
strings
links Object SRR RIEEEER .
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F—EBINE
AP &% 5 AP

2K 5-642 identity_providers.links

8% e el ik
self String Bz Hia0EIRbE L
protocols String MY AR RS .
2K 5-643 links
8% e el fik
self String R pEEHEL
previous String BI— AR R AL
next String [E—SBiE R Rt .

15K
BSHIRMHRETIR.

GET https://iam.myhuaweicloud.com/v3/OS-FEDERATION/identity_providers

Nl Nz 73~451
RSB 200 B
ERAIN

{
"links": {
"self": "https://iam.myhuaweicloud.com/v3/OS-FEDERATION/identity_providers",
"previous": null,
"next": null
h?
"identity_providers": [
{
"remote_ids": [],
"enabled": true,
"id": "ACME",
"links": {
"self": "https://iam.myhuaweicloud.com/v3/OS-FEDERATION/identity_providers/ACME",

}

U

REHE R
200 BRI
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BH—BDINIE

APl &% 5 AP
EEHE R
400 ST
401 NS
403 RERIESUR .
404 RILEIERAYZIR
405 RARVFRITS %
413 ERIRIE K,
500 AEBERSZ IR -
503 REZARTH,
==
7
5.13.2.2 EASHIRHEFIFRE
IheEN4R
ZEO U BFEaSMmIRHEIFRE.
ZEOTLER£BEXIEAIEndpointFIE M XIFAIEndpointiAA . IAMAJEndpointis
20 WXL REDS.
Wi
1ZBTLATEAPI ExplorerdrifidizizOl.
URI

GET /v3/OS-FEDERATION/identity_providers/{id}

% 5-644 BRIZS#

s 25 | sy it
id = | string HEISHIREREID,
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BH—BDINIE

APl &% 5 API
IBREH
2K 5-645 153K Header 3#
2¥ BE W% 8% | #k
i)
Content-Type | =2 String | iZ=FERABIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | IAMEBFP R token ( TE4SFHRAUR )
D)VE254
3 5-646 KL Body &%
2H SR iR
identity_prov | Object SMHiREBRER.
ider
2K 5-647 identity_provider
2% SHEE R
ss0_type string SN1RMEEEE . SRS TR
e virtual_user_sso: BXFRERBKEESIRET IREHL
BF.
e iam_user_sso: EXFPERBKEFIRETHLIRF
TERIIAMAF,
EMABLE Avirtual_user_ssoZEHY
id String B MHEID,
description String ShiRUEBmAER.
enabled Boolean BHIREEERREA, trueABA, falseHiE
F, BfiABfalse,
remote_ids Array of BN EBRIBFBEFIDSIZx .
strings
links Object SMHREENEREEER.
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F—EBINE
AP &%

5 API

2K 5-648 identity_provider.links

28 SHE ik

self String SRR EERIRIR b

protocols String YRS R gL

ISR
S HIRMERIEE.

GET https://iam.myhuaweicloud.com/v3/OS-FEDERATION/identity_providers/{id}

@ iz 73~5)
RAMA 200 Ft:
ERELI .

{

"identity_provider": {
"remote_ids": [],
"enabled": true,

"id": "ACME",
"sso_type": "iam_user_sso",
"links": {

"protocols": "https://iam.myhuaweicloud.com/v3/OS-FEDERATION/identity_providers/ACME/
protocols"

%
"description": "Stores ACME identities."

) =

R[EHE fEik

200 BRI

400 ST

401 TAIESRY

403 IRERIEIR .

404 RILEIERRYZE

405 RICVFRITT IR

413 BRIRIT K,

500 REBIRSZTEIR o

503 RS AAIA .
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H—BDINIE

APl &% 5 API
P
%
5.13.2.3 BB S{DIRHRS
ThEEN 4B

ZiEOR LU ATFEERESHIREE .. BRIESHiIEHERE, EMGHENS R
EMtEECE.

ZEOLMER 2B XEREndpointFIE M XIFHAIEndpointidA .. IAMAYEndpointis
2 WXNRETR.

55
A LATEAPI ExplorerdriEidiziEOl,
URI
PUT /v3/OS-FEDERATION/identity_providers/{id}
& 5-649 IBRBH
2% =E | BHEE fik
WHik
id 2 String BIRHEBRIR,
IERSH
2 5-650 153K Header 3#
8% =% 2% | #k
il
Content-Type | =2 String | IZ=FERABIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | iAIE<$hRE, EFEBEFPHBEMD . BUREE
B,
tokenPTFRAXPRIE S WA AIR »
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BH—BDIAIE

APl &% 5 API
7= 5-651 153k Body &%
¥ 2 | ¥R A
Wik
identity_prov | 2 Object SmiREEEE,
ider
2 5-652 identity_provider
2% = | %R HER
Wik
sso_type B string SH1RMmRE . SRR
e virtual_user_sso: BXffEFkitEML
SREHIBF
e iam_user_sso: BXFREFBEE SRS
NEFFFENIAMABR . IREFZ
KB, BREREEEEITOIEIAM
FBF.
EABLE Svirtual_user_ssoZEEY,
description B String BRI EE,
enabled &5 Boolean BhiREEEEEH, trueAEH,
falseof=R, BKiAHfalse,
)RS
% 5-653 MKz Body %
2% SR R
identity_prov | Object SHiREBRER.
ider

2 5-654 identity_provider

2% SR fHiA

s50_type string Binteimeiy,

id String SniRHEID.

description String ShRUEBmAER.

enabled Boolean BmiRHEEREHE, true NG, falseA{E
F3, BiAJfalse,
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BH—BDINIE

AP| &% 5 API
2H SR iR
remote_ids Array of SR rSRYBFR A FIDSXR .
strings
links Object BSHREENERRIHEER .

£ 5-655 identity_provider.links

el SR iR
self String 4= LV | DA b E |
protocols String MRS TR b

=P Nl
tiEBMmiIREEHERR.
PUT https://iam.myhuaweicloud.com/v3/OS-FEDERATION/identity_providers/{id}

"identity_provider": {
"description": "Stores ACME identities.",
"enabled": true
}
}

N Rz73~51
R&HL7 201 B:
BEREIN

{

"identity_provider": {
"remote_ids": [],
"enabled": true,

"id": "ACME",
"sso_type": "iam_user_sso",
"links": {

"protocols": "https://iam.myhuaweicloud.com/v3/OS-FEDERATION/identity_providers/ACME/
protocols"

b
"description": "Stores ACME identities."
}

}

R [E{E

R[EHE 1R

201 BRI
400 ST
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BH—BDINIE

APl &% 5 API

REE ik

401 INIEEML

403 IR BEREINR .

404 FRILEIBRAYERR o

405 RRFNREE.

409 BRI,

413 BRI K

500 BERAEI K,

503 ARSZAATA
$HIRE

7

5.13.2.4 {2 SAML B 12itrshe =

TIRENA

ZEOT LR TFEERENE T SAMUMYRISHIREEEE.

ZEOLUMEREBXIERIEndpointFIEth X igtRYEndpointilA .. IAMRIEndpointis
2 XMRED=.

iz

1ZALATEAPI ExplorerdriEidtiziEz0l,

URI

PATCH /v3/OS-FEDERATION/identity_providers/{id}

% 5-656 RIZSH

23 = SR Er
id 2 String FEHNBSMDIRMHEREID,
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BH—BDINIE

APl &% 5 API
RS
% 5-657 153K Header 2%
B8H BEwWi% 8% | @R
E-Sit)
Content-Type | @ String | IZ=FERRABIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | iHE$HE, EFHBFPHEMD. BIREE
=
tokenPTRAXPRIE S WAZHAIR »
7= 5-658 153k Body &%
2 =E | a¥EE 12234
Whif
identity prov | 2 Object BpIRIHBER.
ider
2 5-659 identity_provider
B8H =E | BHEE fR
WHik
description & String SiniREtEmErEs.
enabled & Boolean BhiRtEmEaER, truesEH,
falses9f=A, BAiAAfalse,
In)VE=S5't
% 5-660 I Body 2%
8% ST iR
identity_prov | Object SHREBER.
ider
2 5-661 identity_provider
2% SR RER
ss0_type string BinieitrsRi,
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H—BDINIE

APl &% 5 API
2H SR iR
id String B{H1RHEmBID,
description String BiniRmmEiEE.
enabled Boolean BHiEUEEEREH, trueiiBH, falsehiE
ﬁﬁ ) ﬁgjﬂmﬂﬂfa lse o
remote_ids Array of SR rSRYBFR A FIDIER .
strings
links Object SHREBINRRIHEER .
2 5-662 identity_provider.links
e SHRT fhR
self String BN EmERIRIR IS
protocols String VR 223 i
=GNl
(ESAMLE DRI ARE A .
PATCH https://iam.myhuaweicloud.com/v3/OS-FEDERATION/identity_providers/{id}
"identity_provider": {
"description": "Stores ACME identities.",
"enabled": false
}
}
N Rz~
K717 200 AY:
BRI
{
"identity_provider": {
"remote_ids": [],
"enabled": false,
"id": "ACME",
"sso_type": "iam_user_sso",
"links": {
"self": "https://iam.myhuaweicloud.com/v3/OS-FEDERATION/identity_providers/ACME",
"protocols": "https://iam.myhuaweicloud.com/v3/OS-FEDERATION/identity_providers/ACME/
protocols"
by
"description": "Stores ACME identities."
}
}
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H—BDINIE

APl &% 5 API
IREHE

REE ik

200 BRI

400 ST

401 INIEEML

403 ISERIENIR

404 REKEENAER

405 AREFNTEE

409 BRI,

413 BRI K

500 AEBIRSS IR

503 RSAHA.
$HI=0

7

5.13.2.5 & SAML B{p124trs

IHEENA
ZEOTUBTFEERBIBRETF SAMLIMYAS DR .
ZiEOn LAME A2 B XIFAYEndpointF I E L X IFAYENdpointiEFE . IAMBYENndpointis
20 WXL EDS.
it
RA LATEAPI ExplorerdriEidiziEO,
URI

DELETE /v3/OS-FEDERATIONY/identity_providers/{id}

% 5-663 RI2E=H

24 B=E | s8EE 115
Wii5e
id = String FBRRIEHDIRHEID .
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BH—BDINIE

APl &%& 5 API
BRSH
K 5-664 153K Header 2
S8 =AW 8% | R
i
Content-Type | 2 String | IZ=FERNBIEA “application/
json;charset=utf8” |
X-Auth-Token | 2 String | BIAISHE, FEBFPSEMH .. NRFEE
=
tokenr BN RIES WIENIN .
MRS &
7
=Rl
RIBRSAMLB DR .
DELETE https://iam.myhuaweicloud.com/v3/OS-FEDERATION/identity_providers/{id}
N Mz 73~
7
R[EHE
IR[EHE 0%
204 illEIa A
400 ST
401 NIEE
403 RERIENR .
404 RIEERNAYERIE
405 AFRIBE.
413 BRIERIE K,
500 AEBERSZ IR -
503 BRSBAATH,
S
7
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F—EBINE
AP &% 5 AP

5.13.2.6 BlJ# OpenlID Connect B{piE{HEEIE

INEEN4A
ZEO L BATFEERTAIRSmRMEE, FHEmimY (OIDCHMY ) &, 6
OpenlID ConnectB{ R HEELE .
ZiEOn LAMERA 2B XIFAYENdpointF I E ML X IFAYENdpointiEFE . IAMBYENndpointis
21 WXL,
i
RA LATEAPI ExplorerdriEidtiziEOl,
URI
POST /v3.0/OS-FEDERATIONY/identity-providers/{idp_id}/openid-connect-config
% 5-665 IEIZSH
2 2R | sEEm finak
idp_id 2 String SNIREEEIR,
BREH

3£ 5-666 153K Header &4

S =2h | sEm fna
WAk
Content-Type | 2 String ZFERAAIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String BESHE, AEAPNERD . SIREE
=W
tokenFrEE N PRIES DLISAIR .

# 5-667 153K Body 2#{

2 =h | 2R ik

Wik
openid_conn | £ object OpenID Connectf&i¥15
ect_config
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F—EBINE
APl &% 5 AP

Z 5-668 CreateOpenlDConnectConfig
28 ST R

=0
whi5e
=

access_ mode |2 String HiEEI.

e program_console: STiE4RIZIHIFNE

BiIEHainEE .
e program: X#FRIEIAEIL T
String OpenlID ConnectS MR EEIRIR, XI/
ID token 5 issZFER
B/IMKE: 10, RAKE: 255,
String f£0penID ConnectB{N1RHE EMAIE
FisID,
=IMKE: 5. &xAKE: 255,
authorization String OpenlD ConnectB {12 ISt
~endpoint SR SR A A sk,
miEnEAARE,
=R/IMSE: 10, &AKE: 255,
String ENEKERTEE .
mIEHOFSEEREHSREE %%,
miEma A INATE,
KEME:

e openid

i

idp_url

ali

client_id

iy

1y

scope

e email
e profile
iEA
o Ith=ERWIE(E “openid” .

o BMINME, B10ME, ZEFERAT
BoEl.

f5Ign: "openid" . "openid email".

"openid profile". "openid email

profile",

String BREUERIREIRIZEE

wIELIIEEREHSIERERE,
wEHISNAAE,

KEsE:

e id_token

iy

response_type
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F—EBINE
AP &%

5 API

RS &

SH

SHERR

1)

response_mod | &
e

String

BREUERIRES
mEERMERERS NIRRTk,
wEERRGAAAE,

ESIER

e fragment

e form_post

i

signing_key

String

OpenlD ConnectB{712HRESID Token&
BRIRA,

BIMKE: 10, &KIKE: 30000,
BB
{

"keys":[
{

"kid":"d05ef20c4512645w1..." ,
"n":"cws_cnjiwsbvweolwn_-vnl...",
"e":"AQAB",

"kty":"RSA",

"use":"sig",

"alg":"RS256"

REBA 201 B:

& 5-669 i Body 2%

SH

SHRE

i

openid_conn
ect_config

object

OpenlD ConnectBe&i¥is.

£ 5-670 openid_connect_config

24

s

R

access_mode | String

BEAE.

e program_console: X#HmiZiHAFIEERIEH S
A,

e program: XHHRIZIHIAILR .

idp_url String

OpenlID Connect S RMAFHIRIR . XIRZID token
HissFER .
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F—EBINE
AP &% 5 AP

2 SR iR
client_id String £OpenID ConnectSHA 2R FMMAIZ FimID,

authori;ation String OpenID ConnectB{p 1R rEgISAUILL
—endpoint SIS ARES b, b
BRAHIE,

scope String ENEKRERTEE.

miEpaMSEEF e nanwiE, HEHE
BAAE,

KZME:

e openid

e email
e profile
Lz}
o IFEWIEE “openid” .
o ZMINME, REBI0ME, ZEERTERSE

f5lgn: "openid" . "openid email". "openid
profile". "openid email profile",

response_type | String ERNEKIREIRYEE,
wmishnISEBESahRARwiE, KER
HHARTIE,
waE:
e id_token

response_mod | String EAEKRIEREIL .

€ wiEpOMSBEH e haneiE, HERE
BAAIE,
KEHE:
e fragment

e form_post

signing_key String OpenID ConnectB{712HEID TokenEZAIA
B

BRI
o BIETIHRIZHAEEAIOpenID Connect BHIRARET .

POST /v3.0/OS-FEDERATION/identity-providers/{idp_id}/openid-connect-config

{
"openid_connect_config" : {
"access_mode" : "program",
"idp_url" : "https://accounts.example.com",
"client_id" : "client_id_example",
"signing_key" : "{\"keys\":[{\"kty\":\"RSA\",\"e\":\"AQAB\" \"use\":\"sig\",\"n\":\"example\",\"kid

}
}
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BH—BDINIE

APl &%

5 API

ARz~

T

o BIESTIHRIEIHIFIEIERIEH B15EECERIOpenID Connect H1RIMR

POST /v3.0/OS-FEDERATION/identity-providers/{idp_id}/openid-connect-config

{
"openid_connect_config" : {
"access_mode" : "program_console",
"idp_url" : "https://accounts.example.com",
"client_id" : "client_id_example",
"authorization_endpoint" : "https://accounts.example.com/o/oauth2/v2/auth",
"scope" : "openid",
"response_type" : "id_token",
"response_mode" : "form_post",

"signing_key" : "{\"keys\":[{\"kty\":\"RSA\",\"e\":\"AQAB\",\"use\":\"sig\",\"n\":\"example\",\"kid

\":\"kid_example\",\"alg\":\"RS256\"}]}"
}
}

RZSFEJ9 201 B

BUEERLIN -
o M1
{

"openid_connect_config" : {
"access_mode" : "program",
"idp_url" : "https://accounts.example.com",

"client_id" : "client_id_example",

"signing_key" : "{\"keys\":[{\"kty\":\"RSA\",\"e\":\"AQAB\" \"use\":\"sig\",\"n\":\"example\",\"kid

\":\"kid_example\",\"alg\":\"RS256\"}]}"
}
}

o fil 2
{
"openid_connect_config" : {
"access_mode" : "program_console",
"idp_url" : "https://accounts.example.com",
"client_id" : "client_id_example",
"authorization_endpoint" : "https://accounts.example.com/o/oauth2/v2/auth",
"scope" : "openid",
"response_type" : "id_token",
"response_mode" : "form_post",

"signing_key" : "{\"keys\":[{\"kty\":\"RSA\",\"e\":\"AQAB\" \"use\":\"sig\",\"n\":\"example\",\"kid

\":\"kid_example\",\"alg\":\"RS256\"}]}"
}
}

K& R

201 BRI .

400 ST

401 TNIESETE o

403 IRBIRIEIR
404 RLFEN AR -
409 RREEFE
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F—EBINE
AP &% 5 AP

RS i
500 REANEPEIR -

IHEENA
ZEOT L BAFEERIEXKOpenID Connect B IR RS .
ZEOTLMFEREBEXIFAYEndpointFIE B X igtAYEndpointi@ A . IAMAJEndpointid
21 WXLRIEDR.
it
1RA LATEAPI ExplorerdriEifiziEO,
URI
PUT /v3.0/OS-FEDERATION/identity-providers/{idp_id}/openid-connect-config
+ 5-671 IBRSH
2% =S | sEEEm )%
Wik
idp_id = String BHREmID,
=IME: 1. mAKE: 64,
BRkESH
2K 5-672 153K Header 2#f
2 =R |2y 3%
Wik
Content-Type | 2 String ZFERABIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String BIEShE, FEBEFPNEM . NREE
=B,
tokenFrENRIES ISININ
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F—EDINE
AP &%

5 API

K 5-673 153K Body £2#{

ect_config

S =h | 28R 7%
Wik
openid_conn | £ object OpenID Connectfit &i¥lE.

2 5-674 openid_connect_config

B g2n |sgeem @
Wi
access_mode | & String HEBE.
e program_console: SZiFRIZIHIAFNE
BiEHamEEER.

e program: X¥FmIEIHEAAT
idp_url & String OpenlD ConnectE D 1RHERIRIR, XIML

ID token = iss=FEg,

=RIMKE: 10, &RKEKE: 255,
client_id B String £OpenID ConnectBp 1R HEFMAIZE

Pi®ID,

BAMKE: 5. RAKE: 255,
authorization | & String OpenID ConnectS{p 2RI
~endpoint GRS A ES e,

miEhEANARE,

BMKE: 10, RAKE: 255,
scope B String EINEKRERTEE.

miZHOFSEBEHS RSk,

it E¥a] ] e v N B 8

KEME:

e openid

e email

e profile

Lz}
o Lh=FEGWIE(E “openid” .
o B/MNME, BRBI10ME, ZEFERT
EoEl,
flgn: "openid" . "openid email".
"openid profile". "openid email
profile",
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F—EBINE
AP &%

5 API

RS &

SH

A | SEEE

1)

response_type

= String

BREGERIRMEAIEE,
mEERMERERS NIRRTk,
wIEHASNAAE,

HEsE:

e id_token

response_mod
e

iy

String

BREGERIRE S,

wiZ IS EREHSILRAERE,
wEHIAS AL,

ESIER
e fragment

e form_post

signing_key

iy

String

OpenlD ConnectB{712HESID Token&
BRIRB.

BIMKE: 10, & AKE: 30000,
BB
{

"keys":[
{

"kid":"d05ef20c4512645w1..." ,
"n":"cws_cnjiwsbvweolwn_-vnl...",
"e":"AQAB",

"kty":"RSA",

"use":"sig",

"alg":"RS256"

K& 200 AY:

K 5-675 i Body 2%

S8 SR A
openid_conn | object OpenID ConnectBitEBi¥1E .
ect_config
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Z 5-676 OpenlDConnectConfig

2% SHE iR
access_mode | String wiaBE.
e program_console: X iFRizipiaAIEIREHE
wmaBE.
e program: XiFREIZHIIA
idp_url String OpenID Connect SRt FEHRIR, XIRID token
1 issFER
client_id String f£O0penID ConnectS{A1REEEMAIZFixID,
authorization | String OpenlD ConnectB{pi2{trgigiitit
_endpoint mEpaMSEEHenanwiE, HEHE
BRAOE
scope String BRINEKRERTEE.
miBHRMSEEH SRR N%E, RiEhi
BRAHIE,
WEHE:
e openid
e email
e profile
i5AE
o IWFEWIEE “openid” .
o BMNME, BREI10ME, ZEFERTKSE
fgn: "openid" . "openid email". "openid
profile". "openid email profile",
response_type | String EREKIREIRISEE,
wiBhRMSEEHSHEANE, RiEhi
BRAAEE,
KZME:
e id _token
response_mod | String ERuEKIRERI .
€ wiBHRMSEEHSHEAINAIE, RiEhi
BRAHE,
e
e fragment
e form_post
signing_key String OpenlID ConnectB{D12M4tEFID TokenEZHAIA
B,
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ISR
o (IEHRRBIRE

PUT /v3.0/OS-FEDERATION/identity-providers/{idp_id}/openid-connect-config

{
"openid_connect_config" : {
"access_mode" : "program",
"idp_url" : "https://accounts.example.com",
"client_id" : "client_id_example",
"signing_key" : "{\"keys\":[{\"kty\":\"RSA\",\"e\":\"AQAB\",\"use\":\"sig\",\"n\":\"example\",\"kid
\":\"kid_example\",\"alg\":\"RS256\"}]}"
}
}

o (EXmIENRIIEEESISINTER

PUT /v3.0/OS-FEDERATION/identity-providers/{idp_id}/openid-connect-config

{
"openid_connect_config" : {
"access_mode" : "program_console",
"idp_url" : "https://accounts.example.com",
"client_id" : "client_id_example",
"authorization_endpoint" : "https://accounts.example.com/o/oauth2/v2/auth",
"scope" : "openid",
"response_type" : "id_token",
"response_mode" : "form_post",
"signing_key" : "{\"keys\":[{\"kty\":\"RSA\",\"e\":\"AQAB\",\"use\":\"sig\",\"n\":\"example\",\"kid
\":\"kid_example\",\"alg\":\"RS256\"}]}"
}

}

i Rz 73~/
KEBH 200 A:
BRI
{

"openid_connect_config" : {
"access_mode" : "program_console",
"idp_url" : "https://accounts.example.com",
"client_id" : "client_id_example",
"authorization_endpoint" : "https://accounts.example.com/o/oauth2/v2/auth",
"scope" : "openid",
"response_type" : "id_token",
"response_mode" : "form_post",
"signing_key" : "{\"keys\":[{\"kty\":\"RSA\",\"e\":\"AQAB\" \"use\":\"sig\",\"n\":\"example\",\"kid
\":\"kid_example\",\"alg\":\"RS256\"}]}"
}
}

T

K& R

200 IER AN

400 ST

401 TANIESETE

403 IRBIRIEIR
404 RELFEN AR -
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RS i
500 REANEPEIR -

IHEENA
ZEOT L BAFEEREAOpenID Connect BRI RS .
ZiEO LAMERA 2B XIFAYENdpointF I E M X IFAYENdpointiEFE . IAMBYENndpointis
21 WXLRIEDR.
L
1RA LATEAPI ExplorerdriEifiziEO,
URI
GET /v3.0/OS-FEDERATIONY/identity-providers/{idp_id}/openid-connect-config
x 5-677 IR1ZBH
2¥ =8 | sy )%
Wik
idp_id 2 String B{nIRH™EID,
BIMKE: 1, &KKE: 64,
BRkESH
& 5-678 153K Header 2%
2% =h | 2%ER 3%
Wik
Content-Type | 2 String ZFERABIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String BIEShE, FEBEFPNEM . NREE
=B,
tokenFrENRIES ISININ
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F—EBINE
AP &%

5 API

MR SEL
K718 J9 200 A

% 5-679 i Body 2#

2% e il ik
openid_conn | object OpenlD ConnectBt&i¥E .
ect_config

Z 5-680 OpenlDConnectConfig

2% SRR it
access_mode | String wHaBE.
e program_console: ZiFRIZHEIFEIEEH S
wBEBE.
e program: ZIFRIEHAH
idp_url String OpenlD ConnectSHDIZMHEFIRIR, XIRZID token
HissFER .
client_id String #£0penID Connect PR E I EMAIZ FiKID,
authorization | String OpenlD ConnectS {12t RSt ,
—endpoint GBS ARES S, SN
BHAAE
scope String EEKRERTEE.
RIS BEHSnRE YL, HEHD
BRAOE,
KZME:
e openid
e email
e profile
iz Ll
o IWFEWIE(E “openid” .
o HMVINME, REBI0NME, ZEHERTKEDE.
fBI%0: “openid" . "openid email". "openid
profile". "openid email profile",
response_type | String ERGEKIREIRYSER
wiEmOMSBEHShRs YL, HEHD
BRAAIE,
KZME:
e id_token
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2% SR fEA
response_mod | String ENEKRIRESI(.
€ wiZpaMSBEHaRanwiE, mEHE
BRI,
w=HE:
e fragment
e form_post
signing_key String OpenlID ConnectB{H1RMHLESID Token&EZRIA
Ho
(=R GN
&ifOpenlD ConnectB{DIRMHAEECE -
GET https://{address}/v3.0/OS-FEDERATION/identity-providers/{idp_id}/openid-connect-config
i Rz 735
RSB 200 BY:
BRI .
{
"openid_connect_config" : {
"access_mode" : "program_console",
"idp_url" : "https://accounts.example.com",
"client_id" : "client_id_example",
"authorization_endpoint" : "https://accounts.example.com/o/oauth2/v2/auth",
"scope" : "openid",
"response_type" : "id_token",
"response_mode" : "form_post",
"signing_key" : "{\"keys\":[{\"kty\":\"RSA\",\"e\":\"AQAB\",\"use\":\"sig\",\"n\":\"example\",\"kid
\":\"kid_example\",\"alg\":\"RS256\"}]}"
}
}
RS J9 400 B
ST
{
"error_msg" : "Request body is invalid.",
"error_code" : "IAM.0011"
}
KA J9 401 A
NS
{
"error_msg" : "Request parameter %(key)s is invalid.",
"error_code" : "IAM.0007"
}
RSB 403 B:
IRBERIENIR
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{
"error_msg" : "Policy doesn't allow % actions)s to be performed.",
"error_code" : "IAM.0003"
}
KZ8879 404 BY:
RIKEMBNRIERR o
{
"error_msg" : "Could not find %(target)s: %(target_id)s.",
"error_code" : "IAM.0004"
}
K788 79 500 A
EBENIBRE.
{
"error_msg" : "An unexpected error prevented the server from fulfilling your request.”,
"error_code" : "IAM.0006"
}
RS
RSB ik
200 BRI
400 ST .
401 NS
403 RBIRIENIR
404 RIEIENAVETR o
500 RERFRE
XA

52 EIRB.

5.13.3 Bhsd

5.13.3.1 ZTiaREI5I«E

TRENA
ZEOI BT EamessIE.

1%;:DTLM§FE%J%IZiI,EEI’JEndpomt%III L fth X s AYENdpointifEFE .
 WXFAIRETD R,

I
f&aTLATEAPI ExplorerdhifidizizO .

IAMAJENdpointis
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BH—BDIAIE

APl &% 5 API
URI
GET /v3/OS-FEDERATION/mappings
RS
% 5-681 153K Header 2%
B8H =% 8% | ik
-]
Content-Type | 2 String | 1Z=FERNBIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | i5iEI<$RE, EFEEFPHEM0D . BIREE
=
tokenFrEEtX RIS S DA .
IN)VE=S5'8
% 5-682 Kz Body %
2 SR RER
links Links object TEREIEEE,
mappings Array of REHEEFIZE.
MappingResul
t objects
2K 5-683 links
2% SR RER
self String RIRSEREbL
previous String BI— SRR R B L
next String [E—2Bi R R AL .

% 5-684 mappings

o SHER A
id String BRETID
links Object BRSO ETRNEE S S,
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2 SRR iR
rules Array of BRI PR ST A AR AN SR
objects

2 5-685 mappings.links

e SHRT R
self String GAD LIS E=I RN 1|
£ 5-686 mappings.rules

2% SHRT R

local Array of EREIBAFEARFEFHARPES . userBXF
RulesLocal FRPERRFHPRIFAF SRR, group B3RP
objects RREGEFERAFA.

remote Array<Object | FRREXIBFFZEIIPHRIBFER . HMSEER
> EEFFERINFRIAR, BUERKSRE

2 5-687 mappings.rules.local

2% SR A

user user object BIBEPEARRFEFIARPZIR
group group object | X BRPEARZRFRERFA
groups String BXIBRPEARAPERERFES %

2k 5-688 mappings.rules.local.user

BN it RHR
name string BHEPEARSFIRARPETR

2 5-689 mappings.rules.local.group

2R ESid) faR
name string B IBRAPEARSHEREAFA
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2 5-690 mappings.rules.remote

2% SR R
type String FRIdPHERS ( SAMLIMY ) 841D token ( OIDCHf
) FRIEMHE.
any_one_of Array of MABHEFEIIEEEAEY, FREIHRR
strings 8, BREMERGEATlocallRPpISRI&F. ER—

Nremote#¢BTEH, any_one_ofSnot_any_of
EE, Wg—%igﬁg_ﬁ\; Kﬁglﬁlﬂjﬁ—% o

not_any_of Array of BMABMHETAEREEEA L, FREMRR
strings 8, IREHEFREEAFlocallRAAI HAIFF -

not_any_of S5any_one_of B, MEESEE—
1, FBERATES,

=GNl

EFMETFIZR

GET https://iam.myhuaweicloud.com/v3/OS-FEDERATION/mappings
N Rz73~f51

1K7Z58879 200 AY:

BRI
{
"mappings": [
"rules": [
"local": [
{
"user": {
"name": "LocalUser"
}
%
{
"group": {
"name": "LocalGroup
}
}
1,
"remote": [
{
"type": "UserName"
%
{
"type": "orgPersonType",
"not_any_of": [
"Contractor",
"Guest"
]
}
]
}
1,
"id": "ACME",
"links": {
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"self": "https://iam.myhuaweicloud.com/v3/OS-FEDERATION/mappings/ACME"
}
}
1,
"links": {
"self": "https://iam.myhuaweicloud.com/v3/OS-FEDERATION/mappings",
"previous": null,
"next": null
}
}
IR[EE
RENE ik
200 BRI
400 ST
401 NI S
403 IREERENIR
404 RIKEBNAIEIE
405 RRFRIAE
413 BEREI K,
500 REBARSS IR
503 RS AR
xS
7

5.13.3.2 EiHEHFIE

IheeN4A
ZEOT L BT EISMEFIE.
ZEOALAERAE B XIERIEndpointF It XigtRYEndpointilA .. IAMRIEndpointis
S WXMRED=.

it
1ZRILATEAPI ExplorerdrifidizizEOl .

URI

GET /v3/OS-FEDERATION/mappings/{id}
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F—EBINE
AP &% 5 AP

% 5-691 BBIZSH

S = SH2eR 3%
Wik
id 2 String FEIERIIRETID,

IBRSH
% 5-692 53K Header 2%
e EE W% 2% | Mk
i)
Content-Type | @ String | iZ=FERNEIEA “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | IBIA<SHE, EEAFNEMD . TIRFE
S
tokenFT RN PRIE S AR o
In)VE=S5't
% 5-693 iz Body S%{
e SR ik
mapping Object IREHER o

2 5-694 mapping

2% SR fHiA

id String BREFID

links Object LRI SR .

rules Atr;aytof SGEXFR AR IRET AR BB PRI NIZIER .
objects

£ 5-695 mapping.links

B8H BHEE U
self String RIRSEEZAL

SHSRRZS 49 (2022-06-20) WRINERE © LA ARBIRAE] 443




F—EBINE
AP &%

5 API

£ 5-696 mappings.rules

2% SR R

local Array of RREFITHAFERRZAZHRRIARPER . userBXFS
RulesLocal FAREARRZFHIEFER. groupBXF P&
objects REGHFERFA,

remote Array<Object | FREAFIFEFZEIAPPRIBFES . HESEMER
> EEFFARIFRIAN, BUERERE

2 5-697 mappings.rules.local

28 ST R

user user object B BPEARRZHIIREFAFR
group group object | BXISAPEARRSFANERFA
groups String BKISRPEARFRFRERFAS%

Z 5-698 mappings.rules.local.user

B KR e
name string BAFPEARFEFIBRZIR

2 5-699 mappings.rules.local.group

B E-Sic) RR
name string IR EARSFERFA

2 5-700 mapping.rules.remote

¥ SRR iR

type String FRIdPHTE ( SAMLINY ) 2ID token ( OIDCHf
i) FRIEHE.

any_one_of Array of MABHEPESEEESER, FHREIHR

strings 8, REIEREERTFlocallRPHI H{F . ER—
remote#4BrtES, any_one_of5not_any_of
BF, MEEZES—, FEREHES,
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2H SRR iR
not_any_of Array of MANBHETAERIEEEAER, FHIREHRKR
strings 8, REHEAREEATFlocallRAAI SHIFT -
not_any_of S5any_one_ofBff, MEEZIEE—
N, FEEERTES,
=GNl
BEiREITIE,

GET https://iam.myhuaweicloud.com/v3/OS-FEDERATION/mappings/{id}

i Rz 73~/
REBH 200 A:

IERN AR
{
"mapping": {
"rules": [
"local": [
{
"user": {
"name": "LocalUser"
}
}I
{
"group": {
"name": "LocalGroup"
}
}
1,
"remote": [
{
"type": "UserName"
}I
{
"type": "orgPersonType",
"not_any_of": [
"Contractor",
"Guest"
1
}
1
}
1,
"id": "ACME",
"links": {

}
}
}
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REHE
REE 0%
200 BKEI0.
400 ST
401 TNIESM
403 SEIRERIR .
404 RILEIERAYZR
405 RIFEIE.
413 ERIRIE K,
500 AEBERSZ IR
503 RS AATH .
BI=g
¥
5.13.3.3 j:AhsT
INREN A
ZEO B TFEER MRS
ZEOALUMEREBXIERIEndpointFIE it XigtRYEndpointilA . IAMRIEndpointis
2N WX IRDE.
it
1ZRLATEAPI ExplorerdrifidizizEO .
URI

PUT /v3/OS-FEDERATION/mappings/{id}

% 5-701 BIZS#

2%

SHERR

i1}

id

String

FIEAAIBRETID
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F—EBINE
AP &%

5 API

IERSH

2 5-702 153K Header &3

8% BE W% 2% | #t
i)
Content-Type | =2 String | iZ=FERABIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String gf@@ﬁﬁ, PSR .. NREE
tokenPTFRAXPRIE S WA AR »
% 5-703 iE3Kk Body &%
B8H =E | BHEE R
Whik
mapping 2 Object MEHER .
Z 5-704 mapping
el =E | BHEE R
WhIE
rules 2 Array of GRS P IREY HARE R PRI ZY
objects o
2 5-705 mapping.rules
8% =E | BHEE R
WA
local = Array of FTRBEFIAPEARSHHAEFPER,
RulesLocal userBXFPAFPERRAZFRIAFEIR.
objects grOUp:EﬁBﬁHPTﬂK%ZEEPﬁEEﬁHP
—HO
remote = Array of FREF AP EIdPHRIBFER.. 8
objects SAMLIMYAS, HRETSEMRIZEGER/N
FIA, BUERMSRE. FEHEOIDC
1YEY, BEMID tokenRxE o
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2K 5-706 mappings.rules.local

el BEY | SEEE |k
%
user & user BIBPEARRFEFIARZIR
object
group e group BIBREARSEFERFA
object
groups & String BXIBRPEARRERERFES %

£ 5-707 mappings.rules.local.user

B = |3H A
=
%
yrir
name 2 | string BIBPEARRFEFIIARZIR

2k 5-708 mappings.rules.local.group

B = |8 3%
a~
[ |
%
yrir
name 2 | string BIBEPEARRFEFREREFA

2 5-709 mapping.rules.remote

e 2E | HEen Rk
D
type 2 String FRIdPHTS ( SAMLINY ) XID token
(OIDCHMY ) HRIE M-
any_one_of B Array of BMABMHETEEEESE, FR
strings Ef/RE, REHEAREERTFlocaltkAEy
S . FEE—1remote¥ i,
any_one_of5not_any_ofBEff, EZE
ZEE—, FHERERITES,
not_any_of B Array of BWMABLEFAESEEETER, F
strings REIF/RME, REHEAREERFlocaltke
B9, not_any_of Sany one ofH
FF, MEZEZEE—, FEERTE
5,
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VRS54
% 5-710 IR Body S
8H SR fiik
mapping Object IREHER
Z 5-711 mapping
2% SR fiik
id String BRETID,
links Object BREFHIRIRHHEE R
rules Array of IGEXFR A P IRET DA FPAINGIE
objects

2 5-712 mapping.links

B8Y ¥R RhR
self String BEEGEEtE,
& 5-713 mappings.rules

B8¥ SHEE g

local Array of ERBEIAPEARSHHIAEFEE, user: B
objects HARPEARRZPFIIFEFEZTR. group: EXFBF

FPEARFFRERFA.

remote Array of FREGIRAFEIdPRIIBF{ER . EHESAMLER

objects WEY, BTSRRI RZERFAMIFEAR, BE

FRMT=RE. (EAOIDCHNYES, BUEMRID token
RTE o

2 5-714 mappings.rules.local

2% SRR iR
user user object BIBARPEARSHRIBAFER
group group object | BXISEBFPEARRSFAERFA
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¥ SR ik
groups String BISRPEARARFRERFES%

£ 5-715 mappings.rules.local.user

2R E =it R
name string PR EARRSHRIBEFRER

2 5-716 mappings.rules.local.group

2R =it U
name string BIBREARSFERFA

2 5-717 mapping.rules.remote

B8 SR R
type String FRIdPHERS ( SAMLIMY ) 841D token ( OIDCHf
i) PEIEM
any_one_of Array of MABHEFTESIEEEAEN, FREIR/R
strings B, BREEFREATlocalRPAI ST, ER—

Nremote#¢BIcET, any_one_of5not_any_of
ELFF, Wg—%ggﬁg_ﬁ\; Kﬁgﬁﬂjﬁ—% o

not_any_of Array of BMABMHERAERIEEEA L, FRERR
strings 8, REHEFREEATlocallRA A HAIFF -

not_any_of Sany_one_ofBff, MEESEE—
1, FBERTES,

s== —
=GNl
EARRRET
PUT https://iam.myhuaweicloud.com/v3/OS-FEDERATION/mappings/{id}
"mapping": {
"rules": [
"local": [
{
"user": {
"name": "LocalUser"
}
B
{
"group": {

"name": "LocalGroup"
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}
}
1,
"remote": [
{
"type": "UserName"
B
{
"type": "orgPersonType",
"not_any_of": [
"Contractor”,
"Guest"

i Nz 73~451
REBH 201 B:
BUEERLID -

{
"mapping": {
"rules": [

"local": [
{
"user": {
"name": "LocalUser"
}

b
{
"group": {
"name": "LocalGroup"

"not_any_of": [
"Contractor",
"Guest"
1
}
1
}
1
"id": "ACME",
"links": {
"self": "https://iam.myhuaweicloud.com/v3/OS-FEDERATION/mappings/ACME"
}
}
}
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REHE

REE )%

201 BUERRLIN

400 ST,

401 TAIESR

403 IRBIRIERUR

404 RIEERAYEIE

405 ArRBE.

409 BRI,

413 BEREEK,

500 AEPIRSEIR -

503 RSBAATH.
IS EL

7
5.13.3.4 E¥ g
IhEENA

ZEOT U BTFERREHMET

ZiEOn LAMERA 2B XIFAYEndpointF I E L X IFAYENdpointiEFE . IAMBIENndpointis

2l MXHLRETE,
it

RA LATEAPI ExplorerdriEidiziEO,
URI

PATCH /v3/OS-FEDERATION/mappings/{id}

#* 5-718 BIE&H

25 =E | sy R
D5V
id 2 String FEFAYBRETID,
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F—EBINE
AP &%

5 API

IERSH

2 5-719 153K Header 2%{

8% BE W% 2% | #t
i)
Content-Type | =2 String | iZ=FERABIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String gf@@ﬁﬁ, PSR .. NREE
tokenPTFRAXPRIE S WA AR »
% 5-720 153K Body 3%
B8H =E | BHEE R
Whik
mapping 2 Object MEHER .
Z 5-721 mapping
el =E | BHEE R
WhIE
rules 2 Array of GRS P IREY HARE R PRI ZY
objects o
Z 5-722 mapping.rules
8% = | 3R R
WA
local = Array of FTRBEFIAPEARSHHAEFPER,
RulesLocal userBXFPAFPERRAZFRIAFEIR.
objects grOUp:EﬁBﬁHPTﬂK%ZEEPﬁEEﬁHP
—\HO
remote = Array of FREF AP EIdPHRIBFER.. 8
objects SAMLIMYAS, HRETSEMRIZEGER/N
FIA, BUERMSRE. FEHEOIDC
1YEY, BEMID tokenRxE o
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F—EAINE
AP &%

5 API

2 5-723 mappings.rules.local

2 =AY | SR A

1%
user B user object | BXIBAPEARSHFRIBFZIR
group B group object | XIS EARSFERFA
groups | & String BXIBRPEARRRERERFES %

2K 5-724 mappings.rules.local.user

B =AY | RE A
%
name 2 string B AP EARRZFHARZR

2 5-725 mappings.rules.local.group

B BRY | R %
yrir
name 2 string BIBEPEARRFEFRBRFA

2 5-726 mapping.rules.remote

2H =AY | SR iR
i

type 2 String FRIAPEISHRIEM

any_one | & Array of strings BABHEFEREEETEN, HIR

_of EfR/RME, IREHEAREERFlocaltkAaY
ST . FERE—remote#iATEF,
any_one_of5not_any of B, B&EZE
ZE5—, FEERMES,

not_any_ | & Array of strings MABRMHERFAEEIEEESEN, H

of RER/RE, IREIEAREEAF localtkep
Y 5{ifF . not_any_of S5any_one_ofH
J:T:! ﬁ%ggﬁg_ﬁ\a Z:%\glﬁ_lﬂjig
5,
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H—BDINIE

APl &% 5 API
e
% 5-727 IAKZ Body £%
e SHRT R
mapping Object REHES. .
£k 5-728 mapping
e e e R
id String BRESID
links Object SRR REEER. .
rules Array of B PR A A PRSI FIER
objects

# 5-729 mapping.links

8% e el ik
self String RIREE AL
2 5-730 mappings.rules

8% e et ik

local Array of FREKIBARPEARSZTPIARER. user: BX
objects HRARPEARRPRIFAFER. group: EX3BA

PEXRRFEFFERFA.

remote Array of FREIBFEIdPHRREBFER . ERSAMLET

objects AT, HETSEMERIZEFFE/RINFRIAR, BUE

FRMr=RE. (EAO0IDCHNYES, BUEMRID token
;;&I'_Eo

2R 5-731 mappings.rules.local

2% SRR R
user user object BIBAPEARSHRIAFER
group group object | BX¥SEBFPEARRSFATERFA
groups String BIBREARGFERFAYIZE
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BH—BDINIE

AP| &% 5 API
2R 5-732 mappings.rules.local.user
B =it ik
name string BIAPEARRRFRIRARETR
2k 5-733 mappings.rules.local.group
B it 1k
name string BIBREARSFERFA
£ 5-734 mapping.rules.remote
e et et R
type String FRIdPBERS ( SAMLIMY ) 841D token ( OIDCHf
i) FRIEM
any_one_of Array of MABHEFTERIEEEAER, FHREIHR/KR
strings &, REEAREAFlocalkF 5T, FERE—
MremoteH¢HITES, any_one_ofSnot_any_of
EE, ﬁ%ggiﬁg_ﬁ\; Z:ﬁgﬁﬂjjﬁ—%‘ o
not_any_of Array of BMABEHEFAEESEEESER, FREMR
strings 8, REHEAREGEA T locallRAPp 5.
not_any_of S5any one of B, MEESIEE—
1, FEEEIHES.,
=GNl
ARG,
PATCH https://iam.myhuaweicloud.com/v3/OS-FEDERATION/mappings/{id}
"mapping": {
"rules": [
"local": [
{
"user": {
"name": "LocalUser"
}
}
{
"group": {
"name": "LocalGroup"
}
}
1,
"remote": [
{
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AP &% 5 AP

"not_any_of": [
"Contractor",
"Guest"

i Mz 73~
K& 200 AY:

BRI
{
"mapping": {
"rules": [
"local": [
{
"user": {
"name": "LocalUser"
}
b
{
"group": {
"name": "LocalGroup"
}
}
1
"remote": [
{
"type": "UserName"
b
{
"type": "orgPersonType"
"not_any_of": [
"Contractor",
"Guest"
1
}
1
}
1
"id": "ACME",
"links": {
"self": "https://iam.myhuaweicloud.com/v3/OS-FEDERATION/mappings/ACME"
}
}
}
,
IR[EHE
REE ik
200 BRI
400 ST .
401 TAIERY .
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BH—BDINIE

APl &% 5 AP
REHE ik
403 RERIESUR .
404 RRFBRAVETR
405 ARFRIEIE.
409 THiEHsE,
413 ERIRIE K,
500 AEPIRSEIR -
503 RS AR
HI=g
7
5.13.3.5 fijIB&pRsET
IHEENA
ZEOT BT EE R MRS
ZEOTLER£BEXIEAIEndpointFIE M XIFAIEndpointiAA . IAMAJEndpointis
20 WRNKREDSE.
@it
1ZBTLATEAPI ExplorerdrifidizizOl.
URI

DELETE /v3/OS-FEDERATION/mappings/{id}

% 5-735 BRIZS#

28 =h | SFEkR ik
id 2 String EBRAYBRETID 6
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BH—BDINIE

APl &% 5 API
BRSH
K 5-736 153K Header 2%
28 =AW 8% | R
i
Content-Type | 2 String | IZ=FERNBIEA “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | BIAISHE, FEBFPSEMH .. NRFEE
=
tokenr BN RIES WIENIN .
MRS &
7
=Rl
AR B B
DELETE https://iam.myhuaweicloud.com/v3/OS-FEDERATION/mappings/{id}
il Mz 73~ 51
7
R[EHE
R[EE 0%
204 illEIa A
400 ST
401 NIEE
403 RERIENR .
404 RIEERNAYERIE
405 AFRIBE.
413 BRIERIE K,
500 AEBERSZ IR -
503 BRSBAATH,
S
7
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F—EBINE
AP &% 5 AP

5.13.4 1iMY

5.13.4.1 E19HNSIZE

IhEeN4A
ZEO L BTFEaYIER.
ZEOTLER 2B XIEAIEndpointFIE M XIFAIEndpointiAA . IAMBIEndpointis
2l WXL TN.
izt
RA LATEAPI ExplorerdriElifiziEO,
URI
GET /v3/OS-FEDERATION/identity_providers/{idp_id}/protocols
* 5-737 IRRBH
2¥ = | ¥R 1
WA
idp_id 2 String SH1RHrEID,
IBRESH
R 5-738 153K Header 8#
e BEWYIE 2% | EmR
268
Content-Type | @ String | iZ=FERNEIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | BIAISHE, FEBFSH . NRFEE
=,
tokenFT B PRIES IISHAIR .
)22
K 5-739 I Body 2%
2% S¥RE R
links Object RIFHEEER

SCA%hRAN 49 (2022-06-20) WRINERE © HERRAREBIRAT 460



https://developer.huaweicloud.com/endpoint?IAM
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H—BDINIE

API &% 5 API
2H SR iR
protocols Array of ERTIZER
objects
2 5-740 links
84 SHRE RhR
self String CAD LIS eI RN |
previous String BI— PR IR L .
next String [E— PR IR Rt .
& 5-741 protocols
2% S¥RE R
id String tMXID,
mapping_id String BREFID
links Object MYBSRRIHEER .
£ 5-742 protocols.links
Ed SR R
identity_provi | String BN1RERERIRIR S
der
self String RIRSEREL
=P AN
EIHNTIR
GET https://iam.myhuaweicloud.com/v3/OS-FEDERATION/identity_providers/{idp_id}/protocols
M Rz~
REBJ9 200 A:
BRI
"links": {
"self": "https://iam.myhuaweicloud.com/v3/OS-FEDERATION/protocols",
"previous": null,
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BH—BDINIE

APl &% 5 API
"next": null
%
"protocols": [
{
"mapping_id": "ACME",
"id": "saml",
"links": {
"self": "https://iam.myhuaweicloud.com/v3/OS-FEDERATION/identity_providers/ACME/protocols/
saml",
"identity_provider": "https://iam.myhuaweicloud.com/v3/OS-FEDERATION/identity_providers/
ACME"
}
}
1
}
R[EE
R[EHE R
200 BRI
400 ST
401 TAIERY .
403 RBIRIENIR
404 RICEERN RIS
405 AFRIAE.
413 BERAI K,
500 AEBARSSHEIR
503 RS AR
xS
7
5.13.4.2 A E
INEEN4A
ZEOTLBTEImNFES.
ZEOTLMEREBE XIFAYEndpoint I E B XigtAYEndpointi@ A . IAMBJEndpointis
2l WXLIETS.
U
1ZR]LATEAPI ExplorerdriEidiziz O,
URI

GET /v3/OS-FEDERATION/identity_providers/{idp_id}/protocols/{protocol_id}
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F—EBINE
AP &%

5 API
& 5-743 BREH
e 2E | &HEen R
Whik
idp_id 2 String SniREmEID,
protocol_id 2 String FERAINXID,
IBRBH
3£ 5-744 153K Header &3
8% BEWi% 8% | @R
E-Sit)
Content-Type | @ String | iZ=FERABIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | iHE$kE, EFEBFPHEMD. BIREE
=W
tokenPT AN PRIE S WAZAIR »
V254
% 5-745 5 Body S
8% SR ik
protocol Object XER
2k 5-746 protocol
8% SHEE ik
id String tMYID,
mapping_id String BREFID,
links Object XA RRRHEE R

2 5-747 protocol.links

B8H e et fiik
identity_provi | String SR rR Rt

der
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H—BDINIE

APlI &%

i5RHl

il iz 7= 451

i[d]

=]

5 API
2H SR iR
self String AN S EINEN |
EIGER

GET https://iam.myhuaweicloud.com/v3/OS-FEDERATION/identity_providers/{idp_id}/protocols/{protocol_id}

HKEBH 200 A:

153RKAI0 o
{
"protocol": {
"mapping_id": "ACME",
"id": "saml",
"links": {
"self": "https://iam.myhuaweicloud.com/v3/OS-FEDERATION/identity_providers/ACME/protocols/
saml",
"identity_provider": "https://iam.myhuaweicloud.com/v3/OS-FEDERATION/identity_providers/ACME"
}
}

IR[EHE R

200 BRI

400 ST

401 TAIER ML

403 S BEREINR .

404 REKEENAEIR

405 RRFNTGE

413 BRI K

500 AEBARSS tEIR

503 ARSI
7
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H—BDINIE

APl &% 5 API
5.13.4.3 jEAHHY
IHRENA

ZEA LU ATEREREIERSGOREMER, BihKEKERE—BHRMHE.

ZEO LAMERAEBEXIFAIEndpointFIE B X itAYEndpointi@E .. IAMBIEndpointi&
2l HXNRETR.

i
RE]LATEAPI ExplorershiEidiziE0,
URI
PUT /v3/OS-FEDERATION/identity_providers/{idp_id}/protocols/{protocol_id}
xR 5-748 IR1ZB8#
S8 =R | sFey A
idp_id 2 String BHIREmER.
protocol_id = String FEMAINYID . ZFERAB A
“saml” 8¢ “oidc” .
iBRESH
2 5-749 153K Header 2#{
¥ =R | s A
i
X-Auth-Token | 2 String BIAShE, AEAPNSH . NREE
=W
tokenFrEENRIES ISR,

3 5-750 153k Body &

8% =E | BHEE ik
WA
protocol 2 Object IER
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F—BBINIE
AP &% 5 AP

2 5-751 protocol

8% =E | BHEE R
Whisk
mapping_id & String BRETID,
)25t
R 5-752 l[Ii; Body 2%
2% SR R
protocol Object MXEE
2k 5-753 protocol
2% SR R
id String YD, 1ZFERAES “saml” g% “oidc” .
mapping_id String BREFID
links Object TMYBIRRIHEER. .

iERpl

N Rz7~51

2K 5-754 protocol.links

e S¥RT iR
identity_provi | String BN1RERRYRIR S
der
self String RIRSEREZHL
R o

PUT https://iam.myhuaweicloud.com/v3/OS-FEDERATION/identity_providers/{idp_id}/protocols/{protocol_id}

"protocol": {

"mapping_id": "ACME"

}
}

K& J9 201 B

BRI
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APl &% 5 API
{
"protocol": {
"mapping_id": "ACME",
i g
"self": "https://iam.myhuaweicloud.com/v3/OS-FEDERATION/identity_providers/ACME/protocols/
bk "identity_provider": "https://iam.myhuaweicloud.com/v3/OS-FEDERATION/identity_providers/ACME"
}
}
IREHE
REE ik
201 BRI .
400 ST
401 TANIERML
403 IRBRIERIR
404 REKEENAER
405 RARVFRITTIE
413 BRI K
500 AEBIRSS IR
503 RSAAE.
$HI=0S
7
5.13.4.4 EHHHMY
TheEN 4R
ZEOT LR TFEEREHIMNY
ZEOALUMERAEBXIERIEndpointFIEth X igtRYEndpointilA .. IAMRIEndpointis
S WXMBHTH.
it
1ZA]LATEAPI Explorerdifdiftiziz0l,
URI

PATCH /v3/OS-FEDERATION/identity_providers/{idp_id}/protocols/{protocol_id}
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F—EBINE
AP &%

5 API
& 5-755 BBRBH
2% =E | 5HEE Rk
WhE
idp_id 2 String SHREEER.
protocol_id 2 String FEFAIMNID,
IBRBH
K 5-756 153K Header 3#
8% =E | SR R
WA
X-Auth-Token | 2 String BIAShE, AEAPNED . NIREE
B
tokenPT RN PRIE S SRR .
& 5-757 {53k Body 2
8% =E | BHEE fR
WA
protocol 2 Object MYER. .
2k 5-758 protocol
e 28 | &HEen Rk
WhisE
mapping_id & String BRESID ., BDIRMRESEELS
iam_user_ssofif, N 4P EIRETID, o7
EANFE BN F A,
N R E&E
% 5-759 IR Body £%
8% SR fik
protocol Object HXER
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F—EBINE
AP &% 5 AP

& 5-760 protocol

¥ SR fHiA

id String #MXID

mapping_id String BRETID

links Object AR IREHEER .

2 5-761 protocol.links

e SHRT RR
identity_provi | String = gt ]S ANE LR
der
self String R pEEHEL
=GNl
=2 5111 SIVAN

PATCH https://iam.myhuaweicloud.com/v3/OS-FEDERATION/identity_providers/{idp_id}/protocols/
{protocol_id}
{
"protocol": {
"mapping_id": "ACME"
}
}

N Rz
RE1BH 200 AY:

BRI
{
"protocol": {
"mapping_id": "ACME",
|lidl|: "Saml”,
"links": {
"self": "https://iam.myhuaweicloud.com/v3/OS-FEDERATION/identity_providers/ACME/protocols/
saml",
"identity_provider": "https://iam.myhuaweicloud.com/v3/OS-FEDERATION/identity_providers/ACME"
}
}
}
\
R[EE
IR[EHE A
200 BRI
400 ST
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BH—BDINIE

APl & 5 API
REHE #hk
401 INIEEML
403 RERIESUR -
404 RILEIERAYZIR
405 ARFRIEIE.
409 THiEHsE,
413 ERIRIE K,
500 AEBERSZ IR -
503 REZARTH,
== ED
7
5.13.4.5 MIERImY
IHEENA
ZEO LU BTFEEIMIFRIMNY .
ZEOTLER£BEXIEAEndpointFIE M XIFAIEndpointiAA . IAMAJEndpointis
20 WXZREDS.
I
1ZBILATEAPI ExplorerdrifidizizOl.
URI

DELETE /v3/OS-FEDERATION/identity_providers/{idp_id}/protocols/{protocol_id}

% 5-762 BRiZ&#

8% =E | BHEE R
WA
idp_id 2 String = (ko AR
protocol_id = String FFHBRAYIMYID
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H—BDINIE

APl &%& 5 API
BRSH
2K 5-763 153K Header &%
2% =Rk 25 | #R
it
Content-Type | @ String | iZ=FEREIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | BIAISHE, FEBFSH . NREE
=,
tokenFrEEA RIS S ISR .
IR S5
7
=Rl
FHIBRIDN o
DELETE https://iam.myhuaweicloud.com/v3/OS-FEDERATION/identity_providers/{idp_id}/protocols/
{protocol_id}
il iz 73~ 451
7
R[EHE
IR[EE 0%
204 illEIa A
400 SHFE -
401 NIEEY
403 REERIENR .
404 RIEERAYERIE
405 AFRIBE.
413 BFRIRIE K,
500 AEBERSZ IR -
503 BRSZAATH.
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F—EBINE
AP &%

5 API

ZPS

x
5.13.5 Metadata

5.13.5.1 &ifj Metadata {4

TheEEN 4B
ZEOT L BTFEERERSMHIREFESAEIAMPRIMetadatad 4,
iZEO LAMERAEBXIFAIEndpointFIE B X iatHYEndpointi@E .. IAMBJEndpointi’
sl WXMBIEDR.
E)5N
1ZA LATEAPI ExplorerdriElifiziEOl,
URI
GET /v3-ext/OS-FEDERATION/identity_providers/{idp_id}/protocols/{protocol_id}/
metadata
& 5-764 BBi23¥
2% =E | 5% fiik
WHik
idp_id 2 String BSNIREEEIR,
protocol_id = String tMXID,
IBRSH
% 5-765 53K Header 2%
e AWk 2% | R
-3l
Content-Type | 2 String | IZ=FEREIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String

g [E<HE, FEAFRIBD. URFE

oM 0

tokenP BN PRIES ISR .
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F—EBINE
AP &%

5 API

MR SEL

% 5-766 ljui Body 2%

2 SHERE R

id String MetadatafdID,

idp_id String BN 1IREEBEIR,

entity_id String Metadata3Z{4shfdentityDFER .
protocol_id String HMYID,

domain_id String HFREWKSID,

xaccount_type | String

KSKiE, AR,

update_time | String

S\ E#H MetadataS{4ERIATE o

WiEH
UTCRTE], %=L YYYY-MM-DDTHH:mm:ss.555555Z ,
HERFNATIEE& U288 1S0-8601, 40:
2023-06-28T08:56:33.710000Z ,

data String MetadataM 4IRS -
15K~
&EifMetadataS {4,

GET https://iam.myhuaweicloud.com/v3-ext/OS-FEDERATION/identity_providers/{idp_id}/protocols/
{protocol_id}/metadata

N Rz~

RSB 200 AY:

BRI
{

"domain_id": "d78cbac186b744899480f25bd022f468",

|||||

"data": "<md:EntityDescript...",
"idp_id": "ACME",

"protocol_id":

"Saml",

"id": "11354739a6c940bc899fd9070ed1036d",
"entity_id": "https://idp.test.com/idp/shibboleth",
"xaccount_type": ""

}
REHE
IR[EE 0%
200 BRI
400 ST,
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https://www.iso.org/iso-8601-date-and-time-format.html

BH—BDINIE

APl &% 5 API
REIE )%
401 NN S¢S
403 RBEIREBUR
500 AEBIRS = -
BI=0
¥

5.13.5.2 Zif] Keystone [ Metadata {4

IhgeN4A
iZiEOn] LA AT &EifkeystonefIMetadatasli4 .
ZEOTLER £ B XIEAIEndpointFIE B XIFAIEndpointiAA . IAMAJEndpointis
S XMREDS.
izt
1ZALATEAPI ExplorerdriElifiziEOl,
URI
GET /v3-ext/auth/OS-FEDERATION/SSO/metadata
IBREH
% 5-767 153K Header 2%
B8H B W% 2% |
i)
unsigned & Boole | E&EIRSAML2. OB TTAIBME S,
an il Afalses
R &%
%
=]

&ifKeystonefyMetadatadf4,

GET https://iam.myhuaweicloud.com/v3-ext/auth/OS-FEDERATION/SSO/metadata
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https://apiexplorer.developer.huaweicloud.com/apiexplorer/doc?product=IAM&api=ShowKeystoneMetadataFile

F—EBINE
AP &% 5 AP

Nl Mz 73~
K& F 200 BF:
BB

<?xml version="1.0" encoding="UTF-8"?>
<md:EntityDescriptor ID="Mc106d5b14b70a4945fa270d8b52d0ed" entitylD="https://
iam.myhuaweicloud.com" xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata">
<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256"/>
<ds:Reference URI="#Mc106d5b14b70a4945fa270d8b52d0ed">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature"/>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#sha1"/>
<ds:DigestValue>GmS+Nvta/AvNy4fE7dFID5D+P1U=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>ljRL...</ds:SignatureValue>
<ds:KeyInfo>
<ds:X509Data>
<ds:X509Certificate>MIIC...</ds:X509Certificate>
</ds:X509Data>
</ds:KeyInfo>
</ds:Signature>
<md:SPSSODescriptor WantAssertionsSigned="true"
protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol">
<md:KeyDescriptor use="signing">
<ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:X509Data>
<ds:X509Certificate>MIIC...</ds:X509Certificate>
</ds:X509Data>
</ds:KeyInfo>
</md:KeyDescriptor>
<md:KeyDescriptor use="encryption">
<ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:X509Data>
<ds:X509Certificate>MIIC...</ds:X509Certificate>
</ds:X509Data>
</ds:KeyInfo>
</md:KeyDescriptor>
<md:NamelDFormat
xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata">urn:oasis:names:tc:SAML:2.0:nameid-format:transient</
md:NamelDFormat>
<md:AssertionConsumerService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
Location="https://iam.myhuaweicloud.com/v3-ext/auth/OS-FEDERATION/SSO/SAML2/POST" index="0"
isDefault="true" xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata" />
<md:AssertionConsumerService Binding="urn:oasis:names:tc:SAML:2.0:bindings:PAOS"
Location="https://iam.myhuaweicloud.com/v3-ext/auth/OS-FEDERATION/SSO/SAML2/ECP" index="1"
xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata"/>
</md:SPSSODescriptor>
</md:EntityDescriptor>

)

R[EHE R

200 BRI
500 RERERSS tEIR -
503 RSB
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F—EBINE
AP &% 5 AP

5.13.5.3 &\ Metadata 3{&

IheeEN4A
ZEO L BTFEERS \Metadata3 {4,
MWSTEEFEBFBIAIEINGERT, HE5/oiEMetadataXFSAEIIAMA, Metadata3 {42
SAML 2. 0MXAERIEOS S, SEBEEOMIFHERES, B EERIKE
T\l ldPEYMetadata>lit .
12};&]__[1«)\1@5@@%I:i:EEI’JEndpomtﬂ] Lt X 1%AYENdpointif A . IAMBIYEndpointid
2N WRIRIRTR
izt
RALATEAPI ExplorerdriifiziEOl,
URI
POST /v3-ext/OS-FEDERATIONY/identity_providers/{idp_id}/protocols/{protocol_id}/
metadata
+ 5-768 IRZSH
84 2E | R
Wik
idp_id 2 String BniREEER.
protocol_id 2 String tMYID,
BRESH
2 5-769 153K Header 2%{
B8H =AWk 5 R
i
Content-Type | 2 String | 1Z=FEREIES “application/
json;charset=utf8”
X-Auth-Token | 2 String | BIAISHE, FEBFSH . NRFEE
tokenFrEEtNPRIES DR o
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BH—BDIAIE

APl &% 5 API
= 5-770 iE3k Body &%
2% 28 | HEen A
Whik
domain_id = String BRREWKSID,
xaccount_type | 2 String ZFERARRERKEFE, BAB
=,
metadata 2 String ZF R AFPIdPIRSS28RIMetadatasl {4
RIS
V254
% 5-771 [ Body S
B8H BHEE fi
message String ENERER.
=
S AMetadataX 4,

POST https://iam.myhuaweicloud.com/v3-ext/OS-FEDERATION/identity_providers/{idp_id}/protocols/
{protocol_id}/metadata

{

"xaccount_type": "",

"domain_id": "d78cbac186b744899480f25bd...",

"metadata": "<md:EntityDescript..."

}

N Mz 73~ 51

RZSFE 201 B

SR,
{ "message": "Import metadata successful"
}
R[EE
IR[EHE R
201 CINAYN
400 SHTY .
401 INERM
403 IRBERIFIR
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H—BDINIE

APl &% 5 API
REE ik
500 mnBﬂEjj Hixo
EST
7

5.13.6 Token

5.13.6.1 SREXEXFBIAIE unscoped token(IdP initiated)

ThEe T 4A
Z3ZEOT LA BT @R IdP initiatedAYBXESAIE 5 T03RE unscoped token,
Unscoped tokenBEFAREMN, BEAFRAFFEER(EMtokeniH1TEN, 1ESEIRENEX
FFiAiEscoped tokenikEYscoped token,
ﬁhleI_JLJ\ﬁﬁﬁi%Ei:EE’JEndpomtﬂ] Lt X1%AYEndpointiFfH . IAMRIEndpointid
S WXMBEHTR.
MR
B
1ZA LATEAPI ExplorerdriEiftiziEOl,
URI
POST /v3.0/OS-FEDERATION/tokens
RS

2 5-772 153K Header 2#{

2% =% S | Rk
i)
Content-Type | 2 String | B iRARFE N SRR EHIEN

HEARSSIRIESAMLResponse S, #
ZFEREEVEINT: application/x-
www-form-urlencoded

String | BD1IREEID,

X-Idp-Id

ali
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F—EBINE
APl &%

5 API

% 5-773 53K formData &%

2%

ey

sH
erl

fik

SAMLRespons
e

=
=

String

FIdPIAIERIA SR [EIAINE R AA o

SAMLResponse3kEX /5=t :

1. EXSSEEATMEE =t N FFBkERSERE: https://idp.example.org/idp/profile/SAML2/
Unsolicited/SSO?providerld=iam.example.com,

2. idp.example.org : IDPmetadata® fentitylD;

iam.example.com :

SPmetadatad$kEXAYentityID,

3. IZEETHIASMIRMRERNE, RIEFEMAMRNINPNERE (255
BER) , BEER, BAMIEGER 2,25 IMERERaccept. WTEFRR
TRHIPOSTHFRENSAMLResponse ,

5-6 XHY SAMLResponse

€ C A F2% | iamhuaweicloud.com31943/v ERATION/SSO/SAML2/POST

Ferrer” ("code” 500, nessage”-"So Tikesponselo filed value in respons

MR S4L

=

X 5-774 a; Header &3

SAML Response
v

8% SRR ik
X-Subject-Token string F&EHunscoped token,
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F—BBINE
APl &%

5

API

K 5-775 i Body 2%

2% SR R
token Object BEFBIAIEAYunscoped tokenfSE.,
& 5-776 token
2% SHE it
issued_at String tokenF=4Ad18]
iz kil
UTCEHE, &9 YYYY-MM-DDTHH:mm:ss.ssssssZ ,
BEAFORT A28 &0 1S0-8601, 40:
2023-06-28T08:56:33.710000Z ,
expires_at String tokenZI/HARTE] .
588
UTCRTE], &£ YYYY-MM-DDTHH:mm:ss.ss555SZ,
HERFNAYEIBAETUSHR 1S0-8601, 4N:
2023-06-28T08:56:33.710000Z ,
methods Array of $KEXtokenfI A o
strings
user Object sxEXtokenfIFFEE.

2 5-777 token.user

2% SR A

domain Object BFEKSER.
id String FBFID,

name String FBR&FR,.

oS- Object BISINIEES.
FEDERATION

2% 5-778 token.user.domain

2 SR iR
name String BRFEKSE .
id String FFFREW%SID,
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BH—BDINIE

APl &%& 5 API
2 5-779 token.user.OS-FEDERATION
28 S iR
groups Array of FFHERIIZE.
objects
identity_prov | Object BHRREBER.
ider
protocol Object XER
& 5-780 token.user.OS-FEDERATION.groups
¥ SR fEiA
id String FAF4EID,
name String FIFB&EFR.
2 5-781 token.user.OS-FEDERATION.identity_provider
¥ SR fEiA
id String B{HRHEID,
& 5-782 token.user.OS-FEDERATION.protocol
2¥ S fHiA
id String #MXID o
(=GN
SRENEXFSIAIEunscoped token(ldP initiated) .
POST https://iam.myhuaweicloud.com/v3.0/0S-FEDERATION/tokens
SAMLResponse=PD94b...
i fz 7~ 451
K& 201 /F:
BRI .
g Header&%4:
X-Subject-Token:MilatAY)KoZIhveNAQcCollapTCCGGECAQEXDTALB..
IRRBodyS¥4:
' "token": {
"expires_at": "2020-02-13T14:21:34.042000Z",
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BH—BDINIE

API &% 5 API
"methods": [
"mapped"
1
"issued_at": "2020-02-12T14:21:34.042000Z",
"user": {
"OS-FEDERATION": {
"identity_provider": {
"id": "ACME"
T
"protocol": {
"id": "saml"
T
"groups": [
"id": "06aa22601502cec4a23ac0084a74038f",
"name": "admin"
}
1
1
"domain": {
"name": "lJAMDomain",
"id": "06ba0970a097acc0f36c0086bb6cfe0"
1
"name": "FederationUser",
"id": "LdUTYSC7zmJVlic3yaCbLBXDxPAdDxLg"
}
}
}
R[EE
REE iR
201 BUZRIN .
400 ST
401 NIES
403 IRBIRERIR .
405 RRFRTEE
413 BEREI K,
500 REBARSS IR
503 RSZATIR .
=g
7
5.13.6.2 FKEXEXFBIAIE scoped token
INEEN4A

ZiEOn LA BT @I FRAIE S TV 5kE scoped token,

ZEOLUER2BXIFAYEndpointF I E X IFAIENdpointi@F . IAMAYENndpointis

2 BMXMBRDR .
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https://developer.huaweicloud.com/endpoint?IAM

H—BDINIE

APl &%& 5 API
i
1RA LATEAPI ExplorerdriElidiziEOl,
URI
POST /v3/auth/tokens
BRESH

2 5-783 153K Header 2#{

e =R | 8%k Rk
D
Content-Type | & String ZFERABIEN “application/
json;charset=utfg8” ,

% 5-784 53K Body &#!

2% =E | 5% fik
Whi%E
auth 2 Object INIHER..
Z 5-785 auth
2% =E | 5% ik
WA
identity = Object INESE,
scope = Object tokenBYfERSEE, BYEIprojectdl

domain, —i%&—El0],

Zk 5-786 auth.identity

8% =E | BHEE R
WA
methods 2 Array of INIER %, ZFERABA “token” ,
strings
token 2 Object BtFBunscoped tokenfI(EE.,
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BH—BDINIE

5 API

2K 5-787 auth.identity.token

¥ =E | oEEE 11053
WA
id = String BXFBunscoped tokenfdID,
2K 5-788 auth.scope
¥ BE |o¥EE )%
WhiZ
domain & Object BB 5domainy, FRIXEXAItoken®]
PABEXIg{ERS, domainsziFidFname,
:\L_EDE_[O
project S Object EX{EAprojectt, FIREXHItoken{XEE

B Eproject FAYERIR, projectsziF

id¥lname, Zi%—ENA],

2K 5-789 auth.scope.domain

2% =E | sHEE fiik
id B String K=ID, id5name_i%&—Ble],
name & String K=, id5name_i%&—BNH],

2 5-790 auth.scope.project

2% =E | 5% fiik

A%
domain & Object IMBREWKS, {EfnameldW4iE,
id & String IREID, id5name_i%—ENA],
name S String MB&, id5name—i%&—ENA],

2K 5-791 auth.scope.project.domain

2% = | B fEA

WA
id & string K=ID, id5name_i%&—EBNHE],
name B string =%, id5name_i%&—EBlA],

MAERRZAN 49 (2022-06-20)

WRIERE © HERRARBIRAT

484




BH—BDINIE

AP| &% 5 API
e
2R 5-792 [Ihy Header 2§
8% SR ik
X-Subject-Token string &2 E9scoped token,

% 5-793 g Body &%

2 S A
token Object BXFBIAIERYscoped tokenfS &,

2 5-794 token

2H SR iR
methods Array of $KEXtokenfI A o
strings
expires_at String tokeniIHAAYE
izt

UTCRTIE, & YYYY-MM-DDTHH:mm:ss.sss555Z,
HEFFRT E#E 28 1S0-8601, #0:
2023-06-28T08:56:33.710000Z ,

catalog Array of REFERER
objects
domain Object skEXtokenfIBBFFTERNKSEE . NSRIKEY
tokenAfiEK{AHpscope&#i& & Hdomain, MR
EliZ=EE,
project Object skEXtokenIBFFTEKSHIINBES . ARIKEX
tokenBJiEK{AFscopeSEIKE Sproject, MiR
EliZ=EE
roles Array of tokenfIRRIZE .
objects
user Object $REXtokenfIAHFEE .
issued_at String token N A&HA(E],
i8R

UTCEHE, &9 YYYY-MM-DDTHH:mm:ss.ssssssZ ,
HERFORT E#& &0 1S0-8601, #0:
2023-06-28T08:56:33.710000Z ,
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H—BDINIE

APl &% 5 API
2K 5-795 token.catalog
2 S¥R A
type String ZEOMERS
id String ARSZID,
name String RS BFR
endpoints Array of BiRTR.
objects
2 5-796 token.catalog.endpoints
2¥ SR A
url String ZimTImAIURL,
region String KR eTEXIE
region_id String Lin D RPIEXIHID,
interface String e mESicH iEE MEOFEZZHETD RN, B
73 “public” , FRzEOARFEO,
id String KimTIRID,
K 5-797 token.domain
2% SR A
name String IIS=E =18
id String K=ID,
& 5-798 token.project
e SR fix
name String IMEA.
id String InHID,
domain Object IMBFEKSER .
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F—EBINE
AP &% 5 AP

K 5-799 token.project.domain

e SR ik
name String IS=E=
id String WKSID,
% 5-800 token.roles
e S ik
name String PRBEFR
id String WPRID, BRIAESRA0, IEESIARID,

2% 5-801 token.user

SH SR R

domain Object FFEFERSER

oS- Object B REMAILEER

FEDERATION

id String FBFID,

name String BR&.

password_exp | String FOEHEARTE, 7 TRERBAZH.

ires_at =L
UTCRTE], %=L YYYY-MM-DDTHH:mm:ss.555555Z ,
HERFORT [E#& &0 1S0-8601, #0:
2023-06-28T08:56:33.710000Z

2% 5-802 token.user.domain

2% SRR g
name String BFRREWRS &R,
id String BFFREWKSID,

2£ 5-803 token.user.OS-FEDERATION

2¥ SR fHiA
groups Array of HAFAEFEEYIER.
objects
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BH—BDINIE

AP| &% 5 API
2% SRR fik
identity_prov | Object SMHiREBER.
ider
protocol Object IER.

& 5-804 token.user.OS-FEDERATION.groups

2H SHE iR
id String FAF4EID,
name String FAREEAFR,

£k 5-805 token.user.OS-FEDERATION.identity_provider

B8H SR faR
id String BS1RHEID,

2K 5-806 token.user.OS-FEDERATION.protocol

2% S¥RE iR
id String YD,

=P
SREVEXFRIAIEscoped token,
POST https://iam.myhuaweicloud.com/v3/auth/tokens

"auth": {
"identity": {
"methods": [
"token"
1

"’token”: {
"id": "MllatAYJKoZlhveNAQcCollapTCCGqECAQEXDTALB..."
}
by
"scope": {
"domain": {
"id": "063bb260a480cecc0f36c0086bbéc..."
}

}
}
}
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F—BBINE
AP &%

5 API

i Rz 77~
RSB 201 B:
BUEERRIN.

IR Header2%]:
X-Subject-Token:MllatAYJKoZlhveNAQcCollapTCCGqECAQEXDTALB...
NERzBodyZ4L:

{

"token": {
"expires_at": "2020-02-13T14:21:34.042000Z",
"methods": [
"token"
1,
"catalog": [
{
"endpoints": [
{
"id": "d2983f677ce14f1e81cbb6a9345a107a",
"interface": "public",
"region": "*",
"region_id": "*",
"url": "https://iam.cn-north-1.myhuaweicloud.com/v3"
}
1,
"id": "fd631b3426cb40f0919091d5861d8fea",
"name": "keystone",
"type": "identity"
}
1

"domain": {
"id": "06aa2260a480cecc0f36c0086bb6cfe",
"name": "IAMDomain"

}

b
roles": [

|lidl|: l|0l|'

"name": "te_admin"

"id": "0",
"name": "secu_admin"
}
1,
"issued_at": "2020-02-12T14:21:34.042000Z",
"user": {
"OS-FEDERATION": {
"groups": [

"id": "06aa2260bb00cecc3f3ac0084a74038f",
"name": "admin"
}
1,
"identity_provider": {
"id": "ACME"
h?
"protocol": {
"id": "saml"
}
I
"domain": {
"id": "06a2a2260a480cecc0f36c0086bb6cfe0",
"name": "IJAMDomain"
I
"id": "LdQTDSC7zmJVlic3yaCbLBXDxPAdDxLg",
"name": "FederationUser",
"password_expires_at": ""
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H—BDINIE

APl & > API
}
}
R [EE
ER[EHE R
201 BRI .
400 ST
401 TANIESETY o
403 IRBERIEIR
404 REIENAVER o
500 AEBIRSS IR
503 RS AR,
Hi=hg
7

5.13.6.3 FRENEAFBIAIE token(OpenlD Connect ID token 5=)

IhgeN4a
iZZEO T LABF®IZOpenID Connect ID token5 HFKENEXFRIAiEtoken

iz O] LAMERAEBEXIFAIEndpointFIE b X itHYEndpointi@E .. IAMBIEndpointi&
SN XMBEHT .

it

RBJLATEAPI ExplorerdriEidiziE.
URI

POST /v3.0/0S-AUTH/id-token/tokens
iERSH

2 5-807 153k Header 2%f

8% =E | BHEE R
WhisE
X-1dp-Id = String SH1RMEmRID,
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F—EBINE
AP &%

5 API

2 5-808 153K Body £2#{

e = | %R HER
whik
auth 2 object BERauthSE¥E.

2 5-809 GetldTokenAuthParams

2% 28 | &R 0

id_token 2 object 1B53Kid tokenZE%lE .

scope S object iBKscopeSHFIE, FRHIFKENtokenhY
WIREE . AMELFER, $KBXunscoped
toke,

2K 5-810 GetldTokenldTokenBody

e =S | 5% R
Whif
id 2 String id_tokenf9{E, id_tokenH{E\lIdPH

2, EmRKPBAREMNER. FEE®
AVIdP3ZAE T f#3RERId_tokenRYIT3i%

Z 5-811 GetldTokenldScopeBody

B8Y BE | 5% Rk

WA
domain & object domain scopei¥lg, Sproject_i%k—,
project & object project scopei¥ld, Sdomain_—iE—,

R 5-812 GetldTokenScopeDomainOrProjectBody

2% =R | S#EE )%
WA
id & String domain id (& project id, Sname=
BELEFE—.
name & String domain name ¢& project name, 5id

FREVEE—.
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F—EBINE
AP &% 5 AP

V=251
RAEBH 201 A:

& 5-813 i Header £%f

B8H SR ik
X-Subject- String #F & ERYToken,
Token
% 5-814 K Body 244
8% e el fik
token object FRENAItokeniF B o
2k 5-815 ScopedTokeninfo
2% SR R
expires_at String ITHARTE .
158

UTCHYE, #&=CJ YYYY-MM-DDTHH:mm:ss.ssssssZ,
HERFNRT IS LS8 1S0-8601, UM:
2023-06-28T08:56:33.710000Z

methods Array of FREVtokend95 =, EXFRFHFEAIAImapped.,
strings
issued_at String =7 E1 8
1588

UTCRTE, #&=XH YYYY-MM-DDTHH:mm:ss.sss555Z,
HERFOAT B3R U208 1S0-8601, YM:
2023-06-28T08:56:33.710000Z ,

user object BRiFE.

domain object HPIFE.

project object BB

roles Array of B/ RIRES.
objects

catalog Array of catalogiFia.
objects

%R 49 (2022-06-20) WRIERE © HERRARBIRAT 292



https://www.iso.org/iso-8601-date-and-time-format.html
https://www.iso.org/iso-8601-date-and-time-format.html

H—BDINIE

APl &%& 5 API

2K 5-816 FederationUserBody
2 S¥R A
0S- object BXFBFEFuser#ig.
FEDERATION
domain object HPIFEE.
id String FFid,
name String BFR&.

Z 5-817 OSFederationinfo
2¥ SR A
identity_prov | object BpIREHREFR.
ider
protocol object IS o
groups Array of FIPEIFE.

objects

£ 5-818 Idpldinfo
2% SR ik
id String B{5iRMHesid,

% 5-819 Protocolldinfo
2¥ ¥R R
id String Nid .

& 5-820 token.user.OS-FEDERATION.groups
2¥ SR fiHiA
id String FIF4Rid,
name String FBF4EE,
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BH—BDINIE

AP| &% 5 API

& 5-821 token.user.domain
2% SRR iR
id String fARFid,
name String HPE,

2k 5-822 DomainlInfo
2% SHER T
id String fHFid,
name String iz k=N

Z 5-823 Projectinfo
B84 SHER R
domain object HPIFEB.
id String InHid,
name String IMERA.

& 5-824 token.project.domain
2% SRR iR
id String fHFid,
name String s Sz

2 5-825 roles
2H SRR iR
id String BPRid o
name String PR -

2k 5-826 CataloglInfo
2% SR T
id String Zim T =D,

M AghRAS 49 (2022-06-20) WRINERE © LA ARBIRAE] 494




H—BDINIE

AP| &% 5 API
2H SR iR
interface String BEOXEE, MAEOEZE R ST . &
A3 “public” , FRZEOALTFEO.
region String KinT =T X
region_id String LinT RETEXIHID,
url String 2RimTImAYURL
=P ]l

o FRENEXIRIAIEproject scoped token
POST /v3.0/OS-AUTH/id-token/tokens

{
"auth" : {
"id_token" : {
"id" : "eyJhbGciOiJSU..."
%
"scope" : {
"project" : {
"id" : "46419baef4324...",
"name" : "cn-north-1"
}
}
}
}

o FREYEXFRIAIEdomain scoped token
POST /v3.0/0OS-AUTH/id-token/tokens

{
"auth" : {
"id_token" : {
"id" : "eyJhbGciOiJSU..."
}

"scope" : {
"domain" : {
"id" : "063bb260a480...",
"name" : "IAMDomain"
}
}
}
}

e ¥%EXunscoped token
POST /v3.0/OS-AUTH/id-token/tokens

{
"auth" : {
"id_token" : {
"id" : "eyJhbGciOiJSU..."
}
}
}

i Rz 73451
&GS 201 B
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5 API

BIERLIN .

{
"token" : {
"expires_at" : "2018-03-13T03:00:01.168000Z",
"methods" : [ "mapped" ],
"issued_at" : "2018-03-12T03:00:01.168000Z",
"user" : {
"OS-FEDERATION" : {
"identity_provider" : {
"id" : "idptest"
I
"protocol" : {
"id" : "oidc"
I
"groups" : [ {
"name" : "admin",
"id" : "45a8¢8f..."
i3
L
"domain" : {
"id" : "063bb260a480...",
"name" : "IAMDomain"
L
"name" : "FederationUser",
"id" : "suvmgvUZc4PaCOEc..."
}
}
}

K179 400 B
{
"error_msg" : "Request body is invalid.",

"error_code" : "IAM.0011"
}

REBH 401 B:
IANIESR .
{

"error_msg" : "The request you have made requires authentication.",
"error_code" : "IAM.0001"

}
R 7 403 B:
IREIRIERUR

{

"error_msg" : "Policy doesn't allow % actions)s to be performed.",
"error_code" : "IAM.0003"

}

KEMEH 404 B

RIEERNRISE

{
"error_msg" : "Could not find %(target)s: %(target_id)s.",
"error_code" : "IAM.0004"

}

K7Z58879 500 AY:

RANBRE
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{

"error_msg" : "An unexpected error prevented the server from fulfilling your request.",
"error_code" : "IAM.0006"

}

RSB

K& ik

201 BRI

400 ST

401 INIEEML

403 ISEERIENIR

404 RIEKEERAIER

500 RAATBFE
=0

B2 IHEIRE .

5.13.6.4 $EENEXFBIAIE unscoped token(OpenlD Connect ID token /5=)

IhEeN4A
iZEO T LABFi®IZOpenID Connect ID token/5 T FRENEXERIAEunscoped token,

ZEOLUER2BXIFAYENdpointF I E X IFHIENdpointi@FE . IAMAYENndpointis
21 WXZEDS.

E)E N
RB]LATEAPI ExplorerdrifEidiziE.
URI

POST /v3/OS-FEDERATION/identity_providers/{idp_id}/protocols/{protocol_id}/
auth

#* 5-827 BIRESH

2% =E | sHEE fiik

Whi%
idp_id 2 String SMNIREEEIR.
protocol_id = String tXid
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APl &%& 5 API
BRSH
7 5-828 153K Header 2%
¥ 2E | s 11053
Whid
Authorization | 2 String OpenID ConnectS{p12HEFAIID
Token, #&=z{JgBearer {ID Token},

NS
RSB 201 A:

& 5-829 Iy Header 2§

8% SR ik
X-Subject- String EZEa9Token,
Token

% 5-830 i Body 2%

2H SR iR
token object FRENEJtokeniF|E o

2 5-831 UnscopedTokenlinfo

S8 SR iR
expires_at String T HARTE]
ol

UTCRTE, & YYYY-MM-DDTHH:mm:ss.ssssssZ,
HEFFORT EEE N 218 1S0-8601, #0:
2023-06-28T08:56:33.710000Z ,

methods Array of tokensRENA T, BXEBIAMIERAIASAmapped,
strings
issued_at String =7 E18
588

UTCRTE, & YYYY-MM-DDTHH:mm:ss.ssssssZ,
HEFFORY EEE N 218 1S0-8601, #0:
2023-06-28T08:56:33.710000Z ,

user object BRi#E.
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H—BDINIE

APl &% 5 API
2% SR fEA
roles Array of A/ EIKES.
objects
catalog Array of catalogi¥is.
objects
2k 5-832 FederationUserBody
2¥ S ik
0sS- object XA useri®ls.
FEDERATION
domain object PESE,
id String FBRid,
name String BFR&.
%t 5-833 OSFederationinfo
2 e el ik
identity_prov | object BHREFEFS.
ider
protocol object GERS
groups Array of FPAIFE.
objects
€ 5-834 Idpldinfo
2% SR fEA
id String SipiRtEido
%t 5-835 Protocolldinfo
e SR ik
id String thxid .
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2K 5-836 token.user.OS-FEDERATION.groups
2% SR R
id String FIF4Rid.
name String HRFEZ,
£ 5-837 Domainlinfo
2% ST iR
id String fAPid,
name String HPZ,
Z& 5-838 token.roles
8% e el ik
id String PRid
name String BPRE -
£k 5-839 token.catalog
B8H e el R
id String LT mID,
interface String EOER iR OTEZzEin o mR e W, B8
“public” FrzEOALFEO.
region String ZinT mFTEXE .
region_id String KT RFTEXIEID,
url String £2iHT5 mAYURL,
=GNl
SRENEXFIAiEunscoped token(OpenlD Connect ID token5 1) o
POST https://{address}/v3/OS-FEDERATION/identity_providers/{idp_id}/protocols/{protocol_id}/auth
a7~

REHGH 201 B:

BIEZRI.
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"token" : {
"expires_at" : "2018-03-13T03:00:01.168000Z",
"methods" : [ "mapped" ],
"issued_at" : "2018-03-12T03:00:01.168000Z",
"user" : {
"OS-FEDERATION" : {
"identity_provider" : {
"id" : "idptest"
h
"protocol" : {
"id" : "oidc"
h
"groups" : [ {
"name" : "admin",
"id" : "45a8c8f..."
1]
T
"domain" : {
"id" : "063bb260a480...",
"name" : "IJAMDomain"
T
"name" : "FederationUser",
"id" : "suvmgvUZc4PaCOEc..."

}
}
}
WR7&EJ9 400 B
ST
{
"error" : {
"code" : 400,
"message" : "Request parameter 'idp id' is invalid.",
"title" : "Bad Request"
}
}
KB J9 401 B
TANERM
{
"error" : {
"code" : 401,
"message" : "The request you have made requires authentication.",
"title" : "Unauthorized"
}
}
KASE5H 403 H:
RBRIENR
{
"error" : {
"code" : 403,
"message" : "You are not authorized to perform the requested action.",
"title" : "Forbidden"
}
}
K779 404 B
FRILEERCRR -
{
"error" : {
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"code" : 404,
"message" : "Could not find %(target)s: %(target_id)s.",
"title" : "Not Found"
}
}
RZ58879 500 AY:
EBENIBRE.
{
"error" : {
"code" : 500,
"message" : "An unexpected error prevented the server from fulfilling your request.",
"title" : "Internal Server Error"
}
}
RS
RS R
201 BUEERYIN
400 SHIH.
401 TAIERTY .
403 IREEENIR
404 RIEENRE
500 RBERERE
=g
BSIEIRB.

5.13.7 S A FEILUAERNKSSIZER

ab
IRENR

55

URI

ZEORTERERHBRAATLUGEMNKSSIZE.

ZiEOLAMER 2B XIFAYENdpointF lE M X IFAYENdpointiE . IAMBYENndpointis
21 WXLiEDS.

(AR
o EEFEREMIAMAFRTLULRNKSHERS, ZZOTLIREERANEAAEE .

REJLATEAPI ExplorerdiEidiziE.

GET /v3/OS-FEDERATION/domains
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RS
K 5-840 53K Header 2#
B8H B W% 8% | ik
i)
X-Auth-Token | 2 String | BX¥BIAIEAYunscoped token,
VRS54
& 5-841 KL Body %
2% SHRT T
domains Array of KSEEIIZFE.
objects
links Object RRIHZER

2% 5-842 domains

2% SR ik

enabled Boolean =EAEHAKS, trueNiZH, falseAEH, EOA
Htrue,

id String KSID,

name String IIS=E =18

links Object KSRIRIEEIZER

description String KSHIERER

3£ 5-843 domains.links

2% SRR iR

self String AN S EINEN |
2K 5-844 links

2H SRR iR

self String RIREE AL
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=
EHIREFAFTLUAENKS I,
GET https://iam.myhuaweicloud.com/v3/OS-FEDERATION/domains
I 7~
RSB 200 A
IERd AV
{
"domains": [
{
"description": ",
"enabled": true,
|d "d78cbac186b744899480f25bd022f468",
lmEZlf{ "https://iam.myhuaweicloud.com/v3/domains/d78cbac186b744899480f25bd022f468"
'}"name": "IAMDomain"
. }
"links": {
"self": "https://iam.myhuaweicloud.com/v3/OS-FEDERATION/domains"
, }
IR[EHE
REE R
200 BRI
400 SHEH.
401 TAIERY .
403 IREEENR
405 AREFNTGE
413 BEREAIK,
500 REPIRSSTEIR
503 RSAHETF.
e
%
5.14 HEX BB
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5.14.1 SRENEEX BN IBEERERE

TORENA

ZIEORTFFINEEN S IEERERlogintoken,, logintoken2RFMASBETEN
BRIEBRAFNESER, REEFPHBM. sessionFEE . AHEEEXBHHRE
URLER=IRSIEHI G, aJLUFERAEOSKERIlogintoken I TIAILE .

iz O LAMERAEBXIFAIEndpointFIE b X iatHYEndpointi@ A .. IAMBJEndpointi&
S WXMABHTI.

[MARY:E
BEXSHEERREE ogintokenBIABMEI105H, FAHREEE102#~12/0\d,

izt

1ZBILATEAPI ExplorerdrifidizizOl.
URI

POST /v3.0/0OS-AUTH/securitytoken/logintokens
IBREH

K 5-845 153k Header 2%{

2% BEWI%E 8% |k
St
Content-Type | =2 String | iZ=FERABIES “application/
json;charset=utf8” ,

3 5-846 153k Body &

B8Y =E | 5% R
WHIE
auth = Object INIEEE .
2 5-847 auth
B8H = SR R
WhIE
securitytoken | 2 Object INIES L,
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2K 5-848 auth.securitytoken
2 SR ik

=G
whi5e

String AK,

i

access

String SKo,

il

secret

id

String Bl Z £ EiEsecuritytoken,
YIFERREN SRR EER
P3REXAYsecuritytokeniiEY

logintoken, ¥EEZSN: @idtokenik
GRS 5122558 Fsecuritytoken ,
HFEIENHE T, {B3kEsecuritytoken
B, BREFHIES
session_user.nameZ&#, 1FIEEESMW:
B EIERENIGRT 502 A%0

securitytoken,

duration_seco Integer BENXSMHRIBEERERElogintokenfyE
nds XATiE), BHERAAR . BA105Eh,
BN600%), EUESEEI105#h~12/\dd
Lz}
o MEENWEREEETE (1058h~12
AT ) A9, MUBREGAE1094,
o logintokenBE AT A AIGRT L2 EIE
securitytokenFISRBEHATES
duration_secondsfE&HI5/MaE .

e At duration_secondsfEETH,
ENR BT R E EilEsecuritytoken
BERKIERHEE (1595 8#~24/)
Bt ) , Bduration_seconds{E&/\F
IRt Z & EiEsecuritytokenFISRE R
AdiEl

o YlfAtR L EisecuritytokenRIRE
HEF BV INF1090ET, logintokenHd
BRAY EISELENAE 1058,

ali

iy

) e
& 5-849 NI Header &%
2% SR faik
X-Subject-LoginToken | string F&ZEHlogintoken,
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2 5-850 i Body 2%

2% SR A
logintoken Object BEXBHRIBEEREREER.

£k 5-851 logintoken

2% SR T
domain_id String WSID,
expires_at String logintokenfY13 HARTIE] o
method String INIER L. AR AEA=BRE, ZFK
AAER “token” , FIANERFAEEXSHHIE
FFEY, ZFERAA “federation_proxy”
user_id String BPRID,
user_name String BR&.
session_id String =iEID,
session_user_i | String BENXBHIEARID,
d
session_name | String BEXSHREBRFE.
iRE
BT I EIRENIRRT A2 A 0securitytoken B iE sk ik
FiESsession_user.nameS#Ht, SIREZFER. %
FESRY{ERN JIsession_user.namefTESHYE
assumed_by | Object WEIEFHPER.
iBg

BT EICIRENIERT 532 $3F0securitytoken BiE Rk

i Ssession_user.nameS#At, £IREIZFES.

2k 5-852 logintoken.assumed_by

B8H BHEE U
user Object BERIEHRBFER.

2k 5-853 logintoken.assumed_by.user

B8H SR fR
domain Object BEIELBFREKRSES.
name String WERIEHFHEFPE.
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MRz~

5 API
28 SR A
password_exp | String HEITH BRI ERRTE .
ires_at =Lz
UTCRTE], %=L YYYY-MM-DDTHH:mm:ss.555555Z ,
HERFORT EBAE 288 1S0-8601, #0:
2023-06-28T08:56:33.710000Z ,
id String HZIEHBFID,

2k 5-854 logintoken.assumed_by.user.domain

2 SR R
name String WEIEH BEFERS AR,
id String WEIEHFFAFERSID,

IRNBEENBHHEERRRE.

POST https://iam.myhuaweicloud.com/v3.0/OS-AUTH/securitytoken/logintokens

"auth": {

"securitytoken": {
"access": "LUIHNN4WB569PGAP...",

"secret": "7qtrm2ckuOXubixiVkBOcvMfpnu7H2mLN...",
"id": "gQpjbilub3J0a...”,
"duration_seconds":"600"

}
}
}

RSB F 201 B

BIEZRIN.

1 B tokensREXIGRT AR 2 HFsecuritytoken,

w2 BT EEIRENIRAT 52 S 0securitytoken BIERIAHIES
session_user.nameZ&%,

o fA1

ARz Header&#4:

X-Subject-LoginToken:MllatAYJKoZlhveNAQcCollapTCCGqECAQEXDTALB...

NaRzBody 2% :
{

"logintoken": {
"domain_id": "05262121fb00d5c30fbec013bc1...",
"expires_at": "2020-01-20T08:18:36.447000Z",
"method": "token",
"user_id": "0526213b8a80d38a1f31c013ed...",

"user_name": "IAMUser",

"session_user_id": "093f75808b8089ba1f6dc000c7cac...",
"session_id": "40b328b6683a41b9bf8e7185e¢..."
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}
}
o ff2
NfZHeaderS%) :
X-Subject-LoginToken:MllatAYJKoZlhveNAQcCollapTCCGqECAQEXDTALB...
IaRzBody % :
{
"logintoken": {
"domain_id": "05262121fb00d5c30fbec01...",
"expires_at": "2020-01-23T03:27:26.728000Z",
"method": "federation_proxy",
"user_id": "07826f367b80d2474ff9c013a...",
"user_name": "IAMDomainA/IAMAgency",
"session_id": "0012c8e6addadce787e90585d...",
"session_user_id": "093f75808b8089ba1f6dc000c7cac...",
"session_name": "SessionUserName",
"assumed_by": {
"user": {
"domain": {
"name": "IAMDomainB",
"id": "0659ef9c9c80d4560f14c009ac..."
b
"name": "IAMUserB",
"password_expires_at": "2020-02-16T02:44:57.000000Z",
"id": "0659ef9d4d00d3b81f26c009fe..."
}
}
}
}
A Y
IR[EE
REHE R
201 BUERRLIN
400 ST
401 TAIERY .
403 RBIRIENIR
405 RRFREE
413 BERAI K,
500 REBARSSHEIR
503 RS AR
H 3
=1EE)
7
o
5.15 IR AEREE
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5.15.1 &if) Keystone APl B9RRZA

a6
ThEEN 4B

iEid

URI

iBREH

R S4L

=K

/o

iZE O BT &EifKeystone APIRIARASE .

ZEOALMEREBXIERIEndpointFIEth XIGtRYEndpointilAE .. IAMRIEndpointis
S WXMREDS.

Za LATEAPI ExplorerdriEidiziEOl,

GET /

% 5-855 MR Body £%

SH SHERE R
versions Object Keystone APIFUIRAEE -

2 5-856 versions

2% SR fHiA
values Array of Keystone APIFIRRAEEFIZE
objects

% 5-857 versions.values
2% SR fHiA
status String ARARZS
updated String REEHATE.,
links Array of IRARERHEZEE
objects
id String RS, 4v3.6,
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2% SR fEA
media-types | Array of XIEFREERE .
objects

£ 5-858 versions.values.links

2H SHE R
rel String HHESRRL, self: BEMHHEEE T RATHENR

7. bookmark: HBEHHEFRME T —NKAZRM
FKAGEE ., alternate: BHEEESTZENE
mETRF .

href String AN S EINEN |

£ 5-859 versions.values.media-types

2% ST T
type String IRIRSERY,
base String EhtisEny,

(=R GR]
&ifKeystone APIFIRAISE .

GET https://iam.myhuaweicloud.com/

MRz~
KB 300 A:
EifpEIN. (Multiple Choices )
{

"versions": {
"values": [

{

"media-types": [

"base": "application/json"

}
1,
"links": [
"rel": "self",
"href": "https://iam.myhuaweicloud.com/v3/"
}
1,
|lidl|: "V3.6",
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"status": "stable"
}
1
}
}

REIE
REE ik
300 HifpkIN. ( Multiple Choices )
400 ST
404 REIENAIRTR o
503 RS A,
EIRtg
.

ThEeN 48
1ZiEO BT &EifEKeystone APIAI3.0RAAIEE .
ZEO LAMERAEBEXIFAIEndpointFIE B X itHYEndpointi@AE . IAMBIEndpointi’
2l WXNRHETR.
A
RALATEAPI ExplorerdriEifiziEO,
URI
GET /v3
ERESH
7
)34
7 5-860 Lz Body S2%{
2% SR fEiA
version Object Keystone APIFY3.0lRAMEE -
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2% 5-861 version

BRI

S ¥R R
status String IRAIRES
updated String EEEHATE,
links Array of IRARRRHERER -
objects
id String WRAS, Wv3.6.
media-types | Array of ZIFHIHERE
objects
2K 5-862 version.links
8% SHE fiik
rel String PEIZSEEY, self: BEISHEE R THRAIEEAVE
B o bookmark: PEHERARM T —NXKARIEN
KASEE . alternate: EFRHEESSTHRIIE
R o
href String RIESEREbL
2k 5-863 version.media-types
BH SR R
type String IRIARZEEY,
base String EhitikE,

&ifJKeystone APIFI3.0IRAE R -

GET https://iam.myhuaweicloud.com/v3

I 7~
RASED 4 200 A:
ERE o
{
"version": {

"media-types": [

"type": "application/vnd.openstack.identity-v3+json",
"base": "application/json"
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}
1
"links": [
"rel": "self",
"href": "https://iam.myhuaweicloud.com/v3/"
}
1
"id": "v3.6",
"updated": "2016-04-04T00:00:00Z",
"status": "stable"
}
}
R[EE

REHE iR

200 BRI

400 ST

404 REKEENAEIR

503 RS AATA

HEIE]
7

5.16 PRSI RTI =

5.16.1 EHIRFBIIE

IHEENA
ZEOATUBEFEaRSSIE
ZiEOnLAME A2 B XIFAYEndpointF IE L X IFAYENdpointiEFE . IAMBYENndpointis
201 WXLIEHR.
@it
Re] LAFEAPI ExplorershifElidiziE .
URI

GET /v3/services
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BH—BDIAIE

APl &% 5 API
K 5-864 Query 2
84 2E | sHEm A
WA
type & String ARS52EE
B3RS
& 5-865 153K Header 2%
2% =RWIE S | @k
i)
Content-Type | @ String | IZ=FERIEIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | IAMEBPEtoken ( EH4FHAUR ) -
R3S
7 5-866 KL Body &%
2% SR fER
links Object IRSBFZRIEEER .
services Array of RBIEEIIZE.
objects
& 5-867 links
8% SHEE iR
self String AN S EINEN 1|
previous String B — PR IR
next String fE— B RRpEEbLlL .
K 5-868 services
2% SR fEiR
name String Rz
description String RSHEARER
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2% SRR fik
links Object IRSBHVERSEE o
id String ARS31D,
type String ARS52EE
enabled Boolean RS EE0 .
Z& 5-869 services.links
B8H e il ik
self String RIRSEEAL
previous String BI— PR IR L .
next String [E— P RR L
\E\ —
iI=P ]l
BigRSYIZE-
GET https://iam.myhuaweicloud.com/v3/services
I Rz~ 5l
K& 200 AY:
IERd AR
"links": {
"next": null,
"previous": null,
"self": "https://iam.myhuaweicloud.com/v3/services"
2
"services": [
{
"name": "keystone",
"links": {
"next": null,
"previous": null,
"self": "https://iam.myhuaweicloud.com/v3/services/1842ae22353d45a39a1eb89c22f0fe50"
I
"id": "1842ae22353d45a39a1eb89c22f0fe50",
"type": "identity",
"enabled": true
b
{
"name": "iam",
"links": {
"next": null,
"previous": null,
"self": "https://iam.myhuaweicloud.com/v3/services/6cf6e23e00dd49beb13313b024aec598"
I
"id": "6cf6e23e00dd49beb13313b024aec598",
"type": "identity",
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"enabled": true
}
]
}
R[EHE
REHE 0%
200 BKEI0.
400 ST,
401 NIEEY
403 RERIENR .
404 RICEERAYERIE
405 RITFEIE.
413 BRI K,
501 EOREXLW,
503 RSB ARTH.,
iR
7
5.16.2 EiHRSZIFE
INRENA
ZiEO L BFEIRSFS
ZEOn LAMEREBEXIFAIEndpointFIE B X idtAYEndpointi@E . IAMBIEndpointi’
20 XZREDS.
i
R LATEAPI ExplorershiEidiziE0,
URI

GET /v3/services/{service_id}

% 5-870 IRIZSH

2% 28 | sfEen R
service_id = String FEIEIIRSSID,
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BH—BDINIE

AP| &% 5 API
IBREH
K 5-871 153K Header 3#
B8H =% 8% | ik
i)
Content-Type | 2 String | IZ=FEREIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | IAMFFHdtoken ( TLEAFHFIIR )
0222
% 5-872 [ Body %
2% SR iR
service Object RSBIES.
K 5-873 service
2% SHEE iR
name String IRBE .
description String IRSHERER
links Object IRSBHVEREERE
id String ARS3ID,
type String AR EE,
enabled Boolean RSB 2ETE.
& 5-874 service.links
2% ST RER
self String RIRSEREIbL
previous String BI—SRiE R R B HE
next String [E—4Bi R R AL .
BRRpBI
BERSFE
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GET https://iam.myhuaweicloud.com/v3/services/{service_id}

el Mz 73~
RZ&EL7 200 AF:
BRI
{

"service": {
"name": "iam",
"links": {
"next": null,
"previous": null,
"self": "https://iam.myhuaweicloud.com/v3/services/6cf6e23e00dd49beb13313b024aec598"

by

"id": "6cf6e23e00dd49beb13313b024aec598",
"type": "identity",

"enabled": true

}
}
IR[EHE
R[EE 0%
200 BKEIN.
400 ST,
401 TNIESM
403 SEIRENIR
404 FEFBENAETR o
405 ARFRGEE.
413 BRIEIT K,
501 EOREXW,
503 RBARIA,
Eixf3
7
5.16.3 HRSER
INRENEA

iZEOA L BATFESERLHX-Auth-Tokenxd R AIBRSZ BHR

ZEOaLUER2BXIFAIENdpointF I E X IFHIENdpointiE@FE . IAMAYENndpointis
20 WXL DS.
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APl &% 5 API
55
1RA LATEAPI ExplorerdriElidiziEOl,
URI
GET /v3/auth/catalog
BRSH
% 5-875 153K Header &%
2¥ EEWiE 2 | R
i)
Content-Type | @ String | iZ=FEREIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | IAMFIFHitoken, ( TEAFERIE, B
tokenfdscopeFE Aproject, )
N Rz SE
% 5-876 Kz Body %
2% S¥RT iR
catalog Array of RFERERIIZE.
objects
links Object RRIHZER

2K 5-877 catalog

2H SHERE R

endpoints Array of RigPaEE,
objects

id String ARS3ID,

name String IRBE .

type String ARSZEE,
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2K 5-878 catalog.endpoints
BH e il ik
id String ZimT=ID,
interface String KigT=FMHE, publicRrmARNT.
region String ZKinT RFTE X
region_id String KinTRFEXIGAIID,
url String 2RUmTI mAYHBLE
2 5-879 links
8% e el ik
self String RIRSEE AL
=
BiIRSBER-
GET https://iam.myhuaweicloud.com/v3/auth/catalog
MRz~
KZ58879 200 AY:
IERN AR
{
"catalog": [
"endpoints": [
{
"id": "33e1cbdd86d34e89a63cf8ad16a5f49f",
"interface": "public",
"region": "*",
"region_id": "*",
"url": "https://iam.myhuaweicloud.com/v3.0"
}
d "100a6a3477f1495286579b819d399e36",
"name": "iam",
"type": "iam"
b
{
"endpoints": [
{
"id": "6c91faa9890f40b397542561e3d87444",
"interface": "public",
"region": "*",
"region_id": "*",
"url": "https://cbc.sample.domain.com/v1.0"
; }
|d "ad7396ee0eead281a180c4230641b72f",
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"name": "bss-intlv1",
"type": "bss-intlv1"

1,
"links": {
"self": "https://iam.myhuaweicloud.com/v3/auth/catalog"

REHE
R[EE )%
200 BRI
400 ST,
401 INIEEY
403 RBERIESUR -
404 RILEIERMAYZIR
405 ARRFSEE.
413 BREE K,
501 EOREXW,
503 RSZATTR .
==
¥
4 BT RFIE
INEEN4A
ZEOTBTFEIRIR T RIER . KigTaARRHIRS BEAD.
1Z}zlil__fl«)\1§ﬁﬁé%I:iJZE’JEndeIntiFIZI Lt XikAYENdpointiElfE . IAMBJEndpointi&
2l MXLRETE.
it
1ZALATEAPI ExplorerdriEidiziEOl,
URI

GET /v3/endpoints
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BH—BDINIE

APl &% 5 API
K 5-880 Query 2#
2% = | SR 3%
Wi
interface S String KT R FH.
service_id ) String IRSZID,
IBREH
& 5-881 153K Header 2%{
S BRIk S | ik
i)
Content-Type | =2 String | iZ=FERABIES “application/
json;charset=utf8”
X-Auth-Token | 2 String | IAMFBFPEItoken ( TTEB4FHAUR ) -
NnR S
% 5-882 5 Body S%
¥ SRR A
endpoints Array of AL n A
objects
links Object ZirTRERIIR.

£k 5-883 endpoints

2% SR A

service_id String Rig S Fr/EIRSHIID
region_id String Kin b RPTEXIZAIID,
links Object KinT RRRIEHEER
id String #imTIRID

interface String ZimT R o

region String Zimm RATERX .

url String i T RAYHBAL
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2% SR ik
enabled Boolean R =] ) ==

2 5-884 endpoints.links

2% SR f#iA
self String R pEEHEL
next String [E—SBiE R Ryt .
previous String BI— AR R R Ak HbLIE
% 5-885 links
e S ik
self String RIRSEEbL
previous String BI—RIE A R b ,
next String [E— PR Rzt .
(=R GN]
FRRIRTRIIR.

GET https://iam.myhuaweicloud.com/v3/endpoints

i Rz 73~451
WRESEEA 200 A
BRI

"endpoints": [
{
"service_id": "3e93d3eb20b34bfbbdcc81a79¢c1c3045",
"region_id": "cn-north-1",
"links": {
"next": null,
"previous": null,
"self": "https://iam.myhuaweicloud.com/v3/endpoints/0046cca357c94165b7a10ec2c01bdf60"
I
"id": "0046cca357c94165b7a10ec2c01bdf60",
"interface": "public",
"region": "cn-north-1",
"url": "https://ims.sample.domain.com",
"enabled": true

"service_id": "5186586acd38461d84b3dbfof02e33ae",
"region_id": "cn-north-1",
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"links": {
"next": null,
"previous": null,
"self": "https://iam.myhuaweicloud.com/v3/endpoints/00d546d4823e452491407284ab26612c"
1
"id": "00d546d4823e452491407284ab26612c",
"interface": "public",
"region": "cn-north-1",
"url": "https://ges.sample.domain.com/v1.0/$(tenant_id)s",
"enabled": true
}
1,
"links": {
"next": null,
"previous": null,
"self": "https://iam.myhuaweicloud.com/v3/endpoints"

}
}
IR[EHE
R[EE 0%
200 BKEIN.
400 ST
401 TNIESM
403 SBEIRERIR .
404 REERAYER
405 RIFEIE.
413 ERIRIE K,
501 EOREXLW,
503 RBARIHA,
==
7
5.16.5 EiRiIFT AiElE
INEENA
ZEOTUBFERIRGED SiFE. KinmsARRHRS HAEAD.
1Z?§EI_JLM§}EH$%IZiIEI’JEndpomt%I] { fth Xt A9EndpointiEFE . IAMAYEndpointis
D XFIRIRT S,
it

& BT LATEAPI ExplorerdhifidizizEO .
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BH—BDIAIE

APl &% 5 API
URI
GET /v3/endpoints/{endpoint_id}
7 5-886 IKRBH
8% =E | BHEE ik
WA
endpoint_id 2 String FEINRRTRID,.
IBRSH
% 5-887 153K Header 23
B8Y B WI% 8H | Bk
i)
Content-Type | @ String | IZ=FERNEIES “application/
json;charset=utf8”
X-Auth-Token | 2 String | IAMFBFHYtoken ( TLEAFFFIIR )
InJVE=S5't
2 5-888 [ Body 2%
BH SR R
endpoint Object ZinHRER
2k 5-889 endpoint
BH SR R
service_id String Kint RFTERSSAIID,
region_id String KT RPTEXIEHAYID,
links Object KinT RRRREIHEER .
id String KimT =D,
interface String KimT R,
region String KT AT X1E .
url String RumT mAgHbt
enabled Boolean BinmRena .
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£ 5-890 endpoint.links
2% SHEE e
self String RIRSEEZHAL
next String [E—SBiE R Ryt .
previous String BI—PEER IR E L .
=GNl
EIREDRFR.
GET https://iam.myhuaweicloud.com/v3/endpoints/{endpoint_id}
N Rz 7~ A5
RSB 200 B
BRI
{
"endpoint": {
"service_id": "3e93d3eb20b34bfbbdcc81a79c1c3045",
"region_id": "cn-north-1",
"links": {
"next": null,
"previous": null,
"self": "https://iam.myhuaweicloud.com/v3/endpoints/0046cca357c¢94165b7a10ec2c01bdf60"
by
"id": "0046cca357c94165b7a10ec2c01bdf60",
"interface": "public",
"region": "cn-north-1",
"url": "https://ims.sample.domain.com"”,
"enabled": true
}
}
IR[EHE
R[EHE A
200 BRI
400 ST
401 IANIER .
403 RBIRIERNIR
404 RIKEBNAIRE
405 AFRIBEIE.
413 BERAI K,
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RENE iR
501 EORBXEM,
503 ARSSAATA
ELE]
%
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6 [/352 API

6.1 EifEIINE XEXRIFAFAE

ThEeNn4a
ZEORTEEEEIDRIEIR B FrREXRIB A,
(RAELY:
RIEFREAITR, 1ZEOSES T, BEEEREatWIREXBMIERAE.
URI
o URIFE
GET /v3.0/0OS-PAP/enterprise-projects/{enterprise_project_id}/groups
e URIZSHU5EA
=5 =% E it 5iAH
enterprise_p | =2 String FEEEWIRB/RID,
roject_id
BR
e Request Header&#ixHH
2 =EWI% S 58A
X-Auth- = String EIAUERYAB Security
Token AdministratoriXfRAYtoken .
Content- 2 String ZFERRBIEA “application/
Type json;charset=utf8”

o BRI
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curl -i -k -H "X-Auth-Token:$token" -H 'Content-Type:application/json;charset=utf8' -X GET https.//
fam.myhuaweicloud.com/v3.0/OS-PAP/enterprise-projects/535fb147-6148-4c71-a679-b79a2cbOee5d/

groups
i &z
e Reponse BodyZ#ijiAH
e =A% ESic) 1538
groups = Array EWIRB XERIBFEIFS .
e groupst&=(ikhA
e =Rk ESis) 15388
group_id B String KEXFBF4ERIID,
group_name | 2 String KEXAPARIBIR.
group_desc | 2 String KEXAPARYEIA
user_num = Int KEKFARHPRIAERE.
policy num | 2 Int KEXFPERIRISE .
created_at | 2 Int KEXFF4EBIZRRIATE ( UnixBS
a: Z8) .
o NIRA¥M]: EAMIEWIRE XX T AFE,
{ "groups": [
"group_id": "758b99fa1fa24ec4a297d44e092bd..",
rgroup_descr: Tests,
“policy o1,
"created_at": 1549088526...
: }
}
o EHFNEWIRERBEXEMHIRAFE, RERINERIAES “groups” RS AZ.
o groupst: [
7 NAN
RS 5iE8
200 BRI
400 TN
401 TNERW
403 =ESLE
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AP| &% 6 35 AP
RS Lol
404 HARZEE,

6.2 g INHE S XEXHFAHEINR

ThREN A

ZiEORTEIgEEI DIIEIIRBAREXEARENNIR, ERTHFERINEWIRBEE
KEXTFRFPH.

ZiEOLMEREBXIENEZER, £BXIERIIESZ iam.myhuaweicloud.com,

(AR
RIEF@ERTTR, ZEROBES T, HEEEERERRIIRERBAFEROR .

URI

iBEK

URIFEZ(

GET /v3.0/0OS-PAP/enterprise-projects/{enterprise_project_id}/groups/
{group_id}/roles

URIZ#<AE
B =R WI%k =it 588
enterprise_p | = String FERNDIIRBR/IID,
roject_id
group_id = String IR E EXEXAIBFPHEMID,
Request Header2 #1508
2% =R WI% =i 5488
X-Auth- 2 String EIANIERYHB Security
Token AdministratorfXfRAJtoken
Content- = String ZFERNAEN “application/
Type json;charset=utf8” ,
B RAEH

curl -i -k -H "X-Auth-Token:$token" -H 'Content-Type:application/json;charset=utf8' -X GET https.//
fam.myhuaweicloud.com/v3.0/0S-PAFP/enterprise-projects/535fb147-6148-4c71-a679-b79a2cb0e.../
groups/10d8104f395d43468094753f28692.../roles
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}iv
e Reponse BodyZ#{ixHH
2 Yy Ay it i5EH
roles 2 JSONArra | BURAYIFMIE B =TI
y

o roletE=iEH

24 BEYE | X8 iAe

display_name |2 String WIREREFHEIR,

description 2 String BURAYZ IR o
description_cn | 2 String BRI IHEIA .

domain_id 2 String o AFHESENEETENEE,
ZEHEtIEIZEE N R
FHRIFEFID,

o FFEYPENIRRFRER, 1%
SHAZ: null,

String fine_grained, tRIREFZHAERIH
R EXPRRole

String NIRFTEE R,

o APFAIEZEENFREE
RS, DURFTEERA
“CUSTOMED”

o FHFELENRRATNE R
iY, SORFFEERA=RSZ
FR, #Ug0: ECS,

Dict PRG£S . 520 policytg
pawi i

String PRAYID,

String PR ERUE, HA:
o AXERTAEZBMBHER

o XAZFERESFRES ML

REHER

i
PURBYE M B HAEHAXEE
XA, FeeE=RBIEMERMIE
PHDT (M) , HEELER
?*D%ﬂﬂlﬁ BREHAET

XX) o

String BRERFRERRIBIR

iy

flag

il

catalog

Fali

policy

fl | A

type

ali

name
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e policyt&=ixBA

28 =RYE | EB 1588
Version 2 String RIEAIRAS .
Statement = JSONArra | REIEHBGER), REISYS. BIEF T
y HA5ER: EA (Effect) FIAUR
£ (Action) ,
e Statementi&=i5EH
S EAYiE | EE 1588
Effect 2 String 7 (Allow ) F03E4E ( Deny )
LERIRPEEBAllow X B Deny9iE
BUEGRT, BfEDeny{L5EHIE
n,
Action = StringArr | NREE, XNEFEIEFRESIR,
ay A BERBIZ 1001
BLA:

RS2 RREELIRIE, HIa0:
vpc:ports:create,

‘RSB PFEEmBFR, Flan
ecs. evsfllvpcE, IRFBB(ZHF
=

CRIREEY” R0 BT iRERN
BEk, FEBERGSY, BRAR
FEDILEENIN, BEEEE
Befr S A LA (BB ESCEE
o

o MR (IRMAYLH )
{

"roles": [

{

"display_name": "Customed ECS Viewer",
"description": "The read-only permissions to all ECS resources, which can be used for statistics

and survey.

n
’

"domain_id": "9698542758bc422088c0c3eabf...",
"catalog": "CUSTOMED",
"policy": {

"Version": "1.1",

"Statement": [

{

"Action": [
"ecs:*:get*",
"ecs:*:list*",
"ecs:blockDevice:use",
"ecs:serverGroups:manage",
"ecs:serverVolumes:use",
"evs:::.get*”,
"evs:*:list*",
"vpc*:get*”,
"vpc:rlist*”,
"ims:*.get*",
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"ims:*:list*"

1,
"Effect": "Allow"
}
1
L
"id": "24e7a89bffe443979760c4e9715c1...",
"type": "XA",
"name": "custom_9698542758bc422088c0c3eabfc30d1..."
}

]
}

e Error Reponse BodyZ#{i5iRH

e =AYk | KB izL:]

error = Dict M) A7 FE1R o
message 2 String = ESES
code = Int K&,
title = String BIRE .

LI ) vz =2 NG ) v ST
{

"error": {
"message": "Authentication failed",
"code": 401,
"title": "Unauthorized"
}
}
RSB
RS 15488
200 IERN AR
400 ST
401 IANIERY
403 ENEW
500 MEBARSSEEIR

6.3 ETRFENEIIRRFEN

IgeN4A
ZEOBTALIEEIDIEWIRBENR, #x7aWmE .. AFRENSIRIEPEXR .
ZEOLEREBXIGNEZ AR, £BXIiEHZ iam.myhuaweicloud.com,
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(AR
RIEFRIAHR, ZEOBES TS, EEEERETRREREIIRERN.

URI
e URIKE=
PUT /v3.0/0OS-PAP/enterprise-projects/{enterprise_project_id}/groups/
{group_id}/roles/{role_id}
o URISHuHEA
Bt BEWI% =it Lzl
enterprise_p | 2 String I IRBRIID,.
roject_id
group_id = String FIENEBPEABID,
role_id 2 String NPRAIID, RegtsFFEE T4
R EINPRERRE ( EIERRRIEH
BENEEE ) , MRERIKENZ
BRIRAS 1. 1Y .
=P
e Request Header&#{ijiBH
2 BAWIE =it 5EA
X-Auth- = String EIAIERYABE Security
Token Administrator{XfRAJtoken.
Content- = String ZFERRAEA “application/
Type json;charset=utf8” ,
o BFKIES
curl -i -k -H "X-Auth-Token:$token" -H 'Content-Type:application/json;charset=utf8' -X PUT https.//
fam.myhuaweicloud.com/v3.0/OS-PAP/enterprise-projects/535fb147-6148-4c71-a679-b79a2cboe.../
groups/10d81041395d43468094753f28692.../roles/013ad036ee4c4d10832702cbb4a79...
Mg 7
TR
NG
RSB kA
204 BRI
400 ST
401 TNIESE
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AP| &% 6 735 AP
RS Lol
403 EIE
404 HARREE,
500 AERIRSSHEIR o

6.4 BRIl TN E REXHIFE AR

ThEeN4a
Z3E QIR EMBFREA IR B XEXRI B P HEBE -
ZEOTMERAEBEXIENEZAR, £BXIERYESE iam.myhuaweicloud.com,
(MARY:
RIEFRIERITR, ZEOISES TS, HEEERMbRE L IR E XB A ERBR .
URI
e URIFEZ
DELETE /v3.0/OS-PAP/enterprise-projects/{enterprise_project_id}/groups/
{group_id}/roles/{role_id}
o URISHuHHEA
it =% il 5AH
enterprise_p | 2 String IIRERIID,
roject_id
group_id = String FAPEMIID,
role_id = String K EXETrolefdID,
15K
e Request Header&#{ii<HB
8% BRWIE =it 5iBH
X-Auth- = String EIAIERYAB Security
Token AdministratoriXfRAYtoken,
Content- = String ZFERARAEA “application/
Type json;charset=utf8” ,

o iERELH
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curl -i -k -H "X-Auth-Token:$token" -H 'Content-Type:application/json;charset=utf8' -X DELETE https.//
fam.myhuaweicloud.com/v3.0/OS-PAP/enterprise-projects/535fb147-6148-4c71-a679-b79a2cboOe.../
groups/10d8104f395d43468094753f28692.../roles/013ad036ee4c4d108327f02cbb479...

N[ iz
TR
RE&G
RS 48R
204 BRI
400 SHTH
401 ISR o
403 KW
404 KAZNRE
500 AEBIRSS iR o
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7 1BRAARANIR

7 PR AZ IR

7.1 BPRAR B AA

SZIFHIRUIR

BIANBIRT, FENAMBRKEEUNR, BEEFEINABRAE, FERPAER
FRISEAE, FREEMRPATRIBPIRSHENAIR, X—IIEMRAREN . EIX
&, BRHAUETEBNIRYZIRSZHITIRE.

PPREIEZINAEHIERE, DHBEHREE. AELURSHNE, RIAMRARAL
— P iRIER P B9 TAFERAEE XA PRAVFEALZ ZAE o SRERLAAPIZ IR EHI TR
w5, ENENEE, JLABHEIRENRE. JRMEMYE, EgHERUITIREN
HHIREEEER,

(1 588
REERIFSESEIEE MEORRIEIR, 1BERRE.

WSERREZEOERNE, MNRERAKS TRIAMBRAZRAPISKETS, ZIAMA
PRBEEZERZIZEORRENNIR, BN, APISRISARELK . 8 MEORREERIN
IR, SEMEORXNASSIRERIN, REARIEKHEPHEIEFISSIRFTT NAY
K&, ZFEPARERINARIZIED . fla0, BREEBEOREE=RSEIIE, 3B
Z;J‘Xﬁ\}gzl\;ljﬁﬁ)ﬂ%&ﬁ%E@J%H‘éﬂlﬂ%\iﬁ@,f—%ﬁ# “ecs:serverslist” USSR, 1ZEOA
BEVERRLTI -

RS SRGRBIEENRE, NRAFRBAHEENER, EERALIGIES
EXEREE, FBISERFART BE X REERHTHRARIAEES . RESSITRIERME
SAPIEXIN, RININFIRIGAAINT

o PR: RIFEIEBEIUEF.
o FIWAPIHEM: BEMRISEPRERRIAPIHEL

o EIN: BENEREHSZIFAIAction, FEETENRIEFAIACtionFIENZINIR,
BT LASCHURANIRRT R AT BRINAE o

e IAMIKH (Project)/{®MlIRE (Enterprise Project): BEMNRIBHISSCEE, SF
IAMIRBE SRR . FECCEMNRRSZIFAMIMBFEWINE, FRaREHENIT
XIMAYBREM KRS, ATLATEIAMAE ESIERNIRS e B ERNHER. W0
RIHFIAMIRE ,, A5 EWINE, RNEEEIAMAPEREFPAENFFER], W
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H—BDINIE
APl &% 7 1BRAARAIR

FECWEEREN, WZAEMREAER . XTIAMIESEWIREEX
B, FiEEEL: IAMMBSEWRB/RNXE .

AR L
o NV ETEE, ‘X" RFETRE, 7 BRFER.
o AMHLBES, THRETREEN.
o B, FEBSTIREISEIUR (Action) , HARSTIFAPI, MEEHIMFASE,

7.2 $ZRIN

Token &1
BR XIRIAPIEO IR IAM | DIRE
(Action ) InH (Enterpri
(Proj | se
ect) Project)
$%ENZ$EToken | POST /v3/auth/ iam:tokens:assu | - -
tokens me
B HER
PR XRZAPIEO IR IAM | DIRE
B (Enterpri
(Proj | se
ect) Project)
TR EXAS | GET /v3.0/0S- iam:credentials:li | - -
i)254H CREDENTIAL/ stCredentials
credentials
EEIEEX A | GET /v3.0/0S- iam:credentials:g | - -
i254H CREDENTIAL/ etCredential

credentials/
{access_key}

IRk AiAHa=: | POST /v3.0/0S- iam:credentials:c | - -
$H CREDENTIAL/ reateCredential

credentials
(EMIEEXRAIS | PUT /v3.0/0S- iam:credentials:u | - -
iB)Z5H CREDENTIAL/ pdateCredential

credentials/
{access_key}

MIEgISTEXR ALY | DELETE /v3.0/0S- iam:credentials:d | - -
iB)Z58 CREDENTIAL/ eleteCredential
credentials/
{access_key}
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BH—BDINIE

APl &% 7 PR IZINIR
FEfA MFA E1E
BUR XS RIAPIHEL] AT IAM | WVIRE
E (Enterpri
(Proj | se
ect) Project)
HPEMFAIR S PUT /v3.0/OS-MFA/ iam:mfa:bindMF | - -
mfa-devices/bind ADevice
FRGIMFAIR S PUT /v3.0/OS-MFA/ iam:mfa:unbind - -
mfa-devices/unbind MFADevice
BIEEEHIMFAIZ | POST /v3.0/OS-MFA/ | iam:mfa:createVi | - -
= virtual-mfa-devices rtualMFADevice
HIEEMFAIR S DELETE /v3.0/0S- iam:mfa:deleteVi | - -
MFA /virtual-mfa- rtualMFADevice
devices
IESE
BUR XS RZAPHEC I IAM | IIRE
E (Enterpris
(Proj | e Project)
ect)
HRIMBYIE GET /v3/projects iam:projects:list | - -
Projects
iU =] POST /v3/projects iam:projects:.cre | - -
ateProject
EHRIIB{EE PATCH /v3/projects/ | iam:projects:upd | - -
{project_id} ateProject
BEIMBIRZE | PUT /v3-ext/projects/ | iam:projects:upd | - -
{project_id} ateProject
HiFIEEIAMA | GET /v3/users/ iam:projects:list | - -
FRIRESIZE | {user_id}/projects ProjectsForUser
kR EIE | x iam:projects:del | - -
eteProject
EGEEIEM | GET /v3.0/0S-QUOTA/ | iam:quotas:listQ | - -
Boan projects/{project_id} uotasForProject
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BH—BDINIE

AP| & 7 BPRBIZAIN
e EE
BPR XTRZAPIEC BRI IAM | 2WIRE
L= (Enterpri
(Proj | se
ect) Project)
B SECET GET /v3.0/0S- iam:quotas:list | - -
QUOTA/domains/ Quotas
{domain_id}
IAM FFESE
BPR M APHEL =R IAM | DIIRE
E (Enterpri
(Proj | se
ect) Project)
SEREIFIAM | GET /v3/users iam:users:listUs | - -
BR3IE ers
EEREUEEIAM | POST /v3/users jam:users:create | - -
J=2)= User
SIEREKIAM | PATCH /v3/users/ iam:users:updat | - -
BRER {user_id} eUser
ZI1E S MIPRIAM | DELETE /v3/users/ iam:users:delete | - -
AR {user_id} User
SIERBUFEIAM | POST /v3.0/0S-USER/ | iam:users:create | - -
BF (EE) users User
HRHEPIEFER GET /v3.0/OS-USER/ | iam:users:getUs | - -
(BEHRF5F1F | users/{user_id} er
H=43)
BHHIAMBFIE | GET /v3/users/ iam:users:getUs | - -
B {user_id} er
SHERIEEIAM | x iam:users:reset | - -
BRZ5 UserPassword
REERFR x iam:users:setUs | - -
erLoginProtect
BEEEmELE | x iam:users:listUs | - -
BINRRIEFSY ersForProject
x
BHiHIAMBFR | GET /v3.0/0S-MFA/ iam:mfa:listVirt | - -
MFA4RE(SZE%! | virtual-mfa-devices ualMFADevices
=
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BH—BDINIE

APl &% 7 I PRI
BUR XTRIAPIEO IR IAM | fDIIREB
= (Enterpri
(Proj | se
ect) Project)
=HHisEIAMA | GET /v3.0/0S-MFA/ iam:mfa:getVirt | - -
PHIMFAZBE(S | users/{user_id}/ ualMFADevice
2 virtual-mfa-device
BHRIAMEBFH | GET /v3.0/OS-USER/ | iam:users:listUs | - -
EFRIFIPIRE(E | login-protects erLoginProtects
B3x
HiFEEIAMA | GET /v3.0/OS-USER/ | iam:users:getUs | - -
PRIZEZRIFPIK | users/{user_id}/login- | erLoginProtect
SES protect
FIFE
PR XIRZAPIE AR IAM | fRIIRE
= (Enterpri
(Proj | se
ect) Project)
ERIAMABFRFFT | GET /v3/users/ iam:groups:listG | - -
BRF4A {user_id}/groups roupsForUser
SEREHHARF | GET /v3/groups/ iam:users:listUs | - -
BB ERIIAM | {group_id}/users ersForGroup
AR
EiGHEFHEYIE | GET /v3/groups iam:groups:listG | - -
roups
ERAPAEIFE | GET /v3/groups/ iam:groups:get | - -
{group_id} Group
tUZRFE POST /v3/groups iam:groups:crea | - -
teGroup
EAPA PATCH /v3/groups/ iam:groups:upd | - -
{group_id} ateGroup
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BH—BDINIE

APlI &% 7 PR IZNIR
BURE XTRZAPIEO IR IAM | &2UIRE
= (Enterpri
(Proj | se
ect) Project)
IR PR DELETE /v3/groups/ iam:groups:dele | - -
{group_id} teGroup
iam:permissions
:removeUserFro
mGroup
iam:permissions
:revokeRoleFro
mGroup
iam:permissions
:revokeRoleFro
mGroupOnProj
ect
iam:permissions
:revokeRoleFro
mGroupOnDom
ain
HiGHAPE387E | HEAD /v3/groups/ iam:permissions | - -
R4 {group_id}/users/ :checkUserInGr
{user_id} oup
WINIAMEBFZE| | PUT /v3/groups/ iam:permissions | - -
=) SF4E {group_id}/users/ :addUserToGrou
{user_id} p
AP 4ESE) | DELETE /v3/groups/ | iam:permissions | - -
IAMERF {group_id}/users/ :removeUserFro
{user_id} mGroup
PREE
BUR XIRZAPIHE IR IAM | 2IIRE
E (Enterpr
(Proj | ise
ect) Project)
EIRNRYIZE GET /v3/roles iam:roles:listRol | - -
es
BEIINRIFS GET /v3/roles/ iam:roles:getRol | - -
{role_id} e
EFEFPERE | GET /v3.0/0S- iam:permissions: | v v
S PERMISSION/role- listRoleAssignm
assignments ents
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BH—BDINIE

AP| & 7 BPRRIZAIN
PR XIRZAPIHE IR IAM | fDWIRE
nH (Enterpr
(Proj | ise
ect) Project)
HHLERS T | GET /v3/domains/ iam:permissions: | - -
YA PENR {domain_id}/groups/ | listRolesForGrou
{group_id}/roles pOnDomain
HGMERSH | GET /v3/projects/ iam:permissions: | - -
YA PLENR {project_id}/groups/ listRolesForGrou
{group_id}/roles pOnProject
FEREEFE | PUT /v3/domains/ iam:permissions: | - -
BIRSZ R {domain_id}/groups/ | grantRoleToGro
{group_id}/roles/ upOnDomain
{role_id}
FEFEEFIR | PUT /v3/projects/ iam:permissions: | - -
BERS R {project_id}/groups/ | grantRoleToGro
{group_id}/roles/ upOnProject
{role_id}
TR 4EMIN | DELETE /v3/projects/ | iam:permissions: | - -
BHIRSR {project_id}/groups/ revokeRoleFrom
{group_id}/roles/ GroupOnProject
{role_id}
TR 4HE | DELETE /v3/domains/ | iam:permissions: | - -
BERRSB R {domain_id}/groups/ | revokeRoleFrom
{group_id}/roles/ GroupOnDomai
{role_id} n
HFHAPHEZEE | HEAD /v3/domains/ iam:permissions: | - -
HE2BREN | {domain_id}/groups/ | checkRoleForGr
PR {group_id}/roles/ oupOnDomain
{role_id}
EiGAFHEES | HEAD /v3/projects/ iam:permissions: | - -
HEIMERSMN | {project_id}/groups/ checkRoleForGr
PR {group_id}/roles/ oupOnProject
{role_id}
FRPEESEr | PUT /v3/OS-INHERIT/ | iam:permissions: | - -
BEIMERSNE | domains/ grantRoleToGro
{domain_id}/groups/ up
{group_id}/roles/
{role_id}/
inherited_to_projects
BSBFPEEE | x iam:permissions: | - -
IRB BB/ listRolesForUser
PR OnProject
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BH—BDINIE

AP| &3 7 BPRRIZAIN
PR XIRZAPIEC IR IAM | fDIIRH
= (Enterpr
(Proj | ise
ect) Project)
BEISAFENT | x iam:permissions: | - -
BRR listRolesForGrou
p
BGAPHZS | x iam:permissions: | - -
HBEEESIR checkRoleForGr
oup
BIREFPENE | x iam:permissions: | - -
TERR revokeRoleFrom
Group
BIKSENC | x iam:permissions: | - -
xR listRoleAssignm
ents
BEMRIBEE
BUR YTRZAPIEO 1=RUR IAM | DIRE
0 (Enterpr
(Proj | ise
ect) Project)
EFREN % | GET /v3.0/0S-ROLE/ iam:roles:listRol | - -
B roles es
BREENSHERR | GET /v3.0/0S-ROLE/ | iam:roles:getRol | - -
e roles/{role_id} e
BIE=IRSEE | POST /v3.0/OS-ROLE/ | iam:roles:create | - -
M5 roles Role
B =IRSZEZE | PATCH /v3.0/0S- iam:roles:updat | - -
M ERHE ROLE/roles/{role_id} eRole
ks BEEN SR | DELETE /v3.0/0S- iam:roles:delete | - -
ROLE/roles/{role_id} Role
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BH—BDINIE

API &% 7 PR R AZ IR
E3an=td
PR XIRMIAPIEL] AR IAM | RVIRE
E (Enterpr
(Proj | ise
ect) | Project)

BUEEERE POST /v3.0/0S- iam:agencies:cr | - -
AGENCY/agencies eateAgency

BEEESEMHT | GET /v3.0/0S- iam:agencies:lis | - -

FRESIAIES AGENCY/agencies tAgencies

EHEITFEE GET /v3.0/0S- iam:agencies:ge | - -
AGENCY/agencies/ tAgency
{agency_id}

BFEFT PUT /v3.0/0S- iam:agencies:up | - -
AGENCY/agencies/ dateAgency
{agency_id}

HBRZESE DELETE /v3.0/0S- iam:agencies:de | - -
AGENCY/agencies/ leteAgency
{agency_id}

AEAEETFINE | PUT /v3.0/0S- iam:permissions | - -

RSB HUR AGENCY/projects/ :grantRoleToAg
{project_id}/agencies/ | encyOnProject
{agency_id}/roles/

{role_id}

EGEEESI | HEAD /v3.0/0S- iam:permissions | - -

BIERSNIE | AGENCY/projects/ :checkRoleForA
{project_id}/agencies/ | gencyOnProject
{agency_id}/roles/

{role_id}

EiRMBERSS | GET /v3.0/0S- iam:permissions | - -

FES IS AGENCY/projects/ :listRolesForAge
{project_id}/agencies/ | ncyOnProject
{agency_id}/roles

FEFREIEAYINE | DELETE /v3.0/0S- iam:permissions | - -

ARSZBR AGENCY/projects/ :revokeRoleFro
{project_id}/agencies/ | mAgencyOnPro
{agency_id}/roles/ ject
{role_id}

HEEIEFLE | PUT /v3.0/0S- iam:permissions | - -

ARSSHR AGENCY/domains/ :grantRoleToAg
{domain_id}/agencies/ | encyOnDomain
{agency_id}/roles/

{role_id}
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BH—BDINIE

AP| &3 7 PR R AZAIN
BPR XTRZAPIHEO =R IAM | fRMVIRE
IE (Enterpr
(Proj | ise
ect) | Project)
BHREIEE25H | HEAD /v3.0/0S- iam:permissions | - -
ELBIRSINE | AGENCY/domains/ :checkRoleForA
{domain_id}/agencies/ | gencyOnDomai
{agency_id}/roles/ n
{role_id}
ER2BERES | GET /v3.0/0S- iam:permissions | - -
ORIEANR AGENCY/domains/ :listRolesForAge
{domain_id}/agencies/ | ncyOnDomain
{agency_id}/roles
BHZFIENLS | DELETE /v3.0/0S- iam:permissions | - -
IRSIBR AGENCY/domains/ :revokeRoleFro
{domain_id}/agencies/ | mAgencyOnDo
{agency_id}/roles/ main
{role_id}
EiBEEFRE | GET /v3.0/0S- iam:permissions | - -
IR INHERIT/domains/ :listRolesForAge
{domain_id}/agencies/ | ncy
{agency_id}/roles/
inherited_to_projects
BEHZITESIH | HEAD /v3.0/0S- iam:permissions | - -
BiIEENR INHERIT/domains/ :checkRoleForA
{domain_id}/agencies/ | gency
{agency_id}/roles/
{role_id}/
inherited_to_projects
HEIEIZFIEE | PUT /v3.0/0S- iam:permissions | - -
IR INHERIT/domains/ :grantRoleToAg
{domain_id}/agencies/ | ency
{agency_id}/roles/
{role_id}/
inherited_to_projects
B8 FITA9SE | DELETE /v3.0/0S- iam:permissions | - -
PR INHERIT/domains/ :revokeRoleFro
{domain_id}/agencies/ | mAgency
{agency_id}/roles/
{role_id}/
inherited_to_projects
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BH—BDINIE

API &% 7 PR R AZ IR
VI E 1R
PR XIRIAPIEL] IR IAM | fRAIRE
E (Enterpr
(Proj | ise
ect) | Project)
H\WITE>* | GET /v3.0/0S- iam:permissions | - v
XA PERMISSION/ :listGroupsOnEn
enterprise-projects/ terpriseProject
{enterprise_project_id}
/groups
HFFPWIRBEE | GET /v3.0/0S- iam:permissions | - v
FEXFF4ERIN | PERMISSION/ :listRolesForGro
fR enterprise-projects/ upOnEnterprise
{enterprise_project_id} | Project
/groups/{group_id}/
roles
HEFAPHEAE | PUT /v3.0/0S- iam:permissions | - v
A IRB N PERMISSION/ :grantRoleToGr
enterprise-projects/ oupOnEnterpris
{enterprise_project_id} | eProject
/groups/{group_id}/
roles/{role_id}
Mk AVIGE>% | DELETE /v3.0/0S- iam:permissions | - i
EXARYAF4EME | PERMISSION/ :revokeRoleFro
enterprise-projects/ mGroupOnEnte
{enterprise_project_id} | rpriseProject
/groups/{group_id}/
roles/{role_id}
EGAFHEXEE | GET /v3.0/0S- iam:permissions | - v
RO IS PERMISSION/groups/ | :listEnterprisePr
{group_id}/enterprise- | ojectsForGroup
projects
BiGRFAFEEX | GET /v3.0/0S- iam:permissions | - v
BRI IR E PERMISSION/users/ :listEnterprisePr
{user_id}/enterprise- ojectsForUser
projects
HGWIREH | GET /v3.0/0S- iam:permissions | - v
BEXELER PERMISSION/ listUsersForEnt
enterprise-projects/ erpriseProject
{enterprise_project_id}
Jusers
=P WIREE | GET /v3.0/0S- iam:permissions | - v
EXEEAHPRYA | PERMISSION/ :listRolesForUse
=] enterprise-projects/ rOnEnterprisePr
{enterprise_project_id} | oject
Jusers/{user_id}/roles
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BH—BDINIE

API &% 7 PR R AZAIN
BURE XTRZAPIEO AT IAM | fRNIRE
IiE (Enterpr
(Proj | ise
ect) [ Project)
HEFARPREW | PUT /v3.0/0S- iam:permissions | - v
ISESTY PERMISSION/ :grantRoleToUs
enterprise-projects/ erOnEnterprise
{enterprise_project_id} | Project
Jusers/{user_id}/roles/
{role_id}
MikRS\IREE | DELETE /v3.0/0S- iam:permissions | - Vv
EXELAEPRIS | PERMISSION/ :revokeRoleFro
R enterprise-projects/ mUserOnEnter
{enterprise_project_id} | priseProject
Jusers/{user_id}/roles/
{role_id}
ZRIRE
PR XIRZAPIE AR IAM | DWIRE
s (Enterpr
(Proj | ise
ect) | Project)
B SZEIER | PUT /v3.0/0S- iam:securitypoli | - -
IPERRE SECURITYPOLICY/ cies:updateProt
domains/{domain_id}/ | ectPolicy
protect-policy
EHEWKSERIER | GET /v3.0/0S- iam:securitypoli | - -
PERHE SECURITYPOLICY/ cies:getProtectP
domains/{domain_id}/ | olicy
protect-policy
(BkS=E5 | PUT /v3.0/0S- iam:securitypoli | - -
1522 SECURITYPOLICY/ cies:updatePass
domains/{domain_id}/ | wordPolicy
password-policy
EAKSHEBE | GET /v3.0/0S- iam:securitypoli | - -
B SECURITYPOLICY/ cies:getPasswor
domains/{domain_id}/ | dPolicy
password-policy
B SEZRSE | PUT /v3.0/0S- iam:securitypoli | - -
B SECURITYPOLICY/ cies:updatelogi
domains/{domain_id}/ | nPolicy
login-policy
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BH—BDINIE

7 SR RIS
BPR XTRZAPIHEO 1=RIR IAM | fRMVIRE
IiE (Enterpr
(Proj | ise
ect) | Project)
ERWSEREK | GET /v3.0/0S- iam:securitypoli | - -
B SECURITYPOLICY/ cies:getLoginPol
domains/{domain_id}/ | icy
login-policy
EKSizFE | PUT /v3.0/0S- iam:securitypoli | - -
RIS SECURITYPOLICY/ cies:updateCons
domains/{domain_id}/ | oleAclPolicy
console-acl-policy
BAWKSEFHES | GET /v3.0/0S- iam:securitypoli | - -
SRR SECURITYPOLICY/ cies:getConsole
domains/{domain_id}/ | AclPolicy
console-acl-policy
(EHXKS4E0O35 | PUT /v3.0/0S- iam:securitypoli | - -
BIS SECURITYPOLICY/ cies:updateApiA
domains/{domain_id}/ | clPolicy
api-acl-policy
H\EGWKSHEOE | GET /v3.0/0S- iam:securitypoli | - -
eSS SECURITYPOLICY/ cies:getApiAclP
domains/{domain_id}/ | olicy
api-acl-policy
BIEDAIEEEE
PR XIRIAPIEC IR IAM | f2IVIRE
= (Enterpr
(Proj | ise
ect) | Project)
HRESMHIEHEE | GET /v3/0S- iam:identityPro | - -
e FEDERATION/ viders:listldentit
identity_providers yProviders
HREMHIEHE | GET /v3/0S- iam:identityPro | - -
EJE FEDERATION/ viders:getldenti
identity_providers/{id} | tyProvider
BIEZESAMLEHIE | PUT /v3/0S- iam:identityPro | - -
Hrs FEDERATION/ viders:createlde
identity_providers/{id} | ntityProvider
EEISAMLEHIE | PATCH /v3/0S- iam:identityPro | - -
HiShE FEDERATION/ viders:updateld
identity_providers/{id} | entityProvider
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BH—BDINIE

API &% 7 PR R AZAIN
BURE XTRZAPIEO IR IAM | RIRE
g (Enterpr
(Proj | ise
ect) | Project)
MIBRSAMLE {512 | DELETE /v3/OS- iam:identityPro | - -
" FEDERATION/ viders:deletelde
identity_providers/{id} | ntityProvider
EIZOIDCE{451E | POST /v3.0/0S- iam:identityPro | - -
it FEDERATION/identity- | viders:createOp
providers/{idp_id}/ enlDConnectCo
openid-connect-config | nfig
(BOIDCE{p1Z | PUT /v3.0/0S- iam:identityPro | - -
HiShE FEDERATION/identity- | viders:updateO
providers/{idp_id}/ penlDConnectC
openid-connect-config | onfig
HiFOIDCEH1E | GET /v3.0/0S- iam:identityPro | - -
Hrs FEDERATION/identity- | viders:getOpenl
providers/{idp_id}/ DConnectConfi
openid-connect-config | g
RN TS GET /v3/0S- iam:identityPro | - -
FEDERATION/ viders:listMappi
mappings ngs
BEiTIREHFE GET /v3/0S- iam:identityPro | - -
FEDERATION/ viders:getMappi
mappings/{id} ng
ERR AR PUT /v3/0OS- iam:identityPro | - -
FEDERATION/ viders:createMa
mappings/{id} pping
EFrRRsT PATCH /v3/0S- iam:identityPro | - -
FEDERATION/ viders:updateM
mappings/{id} apping
lliERER) DELETE /v3/0S- iam:identityPro | - -
FEDERATION/ viders:deleteMa
mappings/{id} pping
EEMNEIE GET /v3/0S- iam:identityPro | - -
FEDERATION/ viders:listProtoc
identity_providers/ ols
{idp_id}/protocols
ESGER GET /v3/0S- iam:identityPro | - -
FEDERATION/ viders:getProtoc
identity_providers/ ol
{idp_id}/protocols/
{protocol_id}
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F—EBINE
APl &%

7 SRR

BPR XRZAPIEO ERIR IAM | fIIRB

= (Enterpr
(Proj | ise
ect) | Project)

JERR N PUT /v3/0OS- iam:identityPro | - -
FEDERATION/ viders:createPro
identity_providers/ tocol
{idp_id}/protocols/

{protocol_id}

EHMY PATCH /v3/0S- iam:identityPro | - -
FEDERATION/ viders:updatePr
identity_providers/ otocol
{idp_id}/protocols/

{protocol_id}

fIBRtMY DELETE /v3/0S- iam:identityPro | - -
FEDERATION/ viders:deletePro
identity_providers/ tocol
{idp_id}/protocols/

{protocol_id}

&HigMetadataX | GET /v3-ext/OS- iam:identityPro | - -

s FEDERATION/ viders:getIDPM
identity_providers/ etadata
{idp_id}/protocols/

{protocol_id}/

metadata
E A\MetadataX | POST /v3-ext/OS- iam:identityPro | - -
o FEDERATION/ viders:createlDP

identity_providers/
{idp_id}/protocols/
{protocol_id}/
metadata

Metadata
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8 M=

8 =

8.1 K&

x 8-1 IR&H8
REHE ) WiAA
100 Continue PREFIER
XANIGAI N BRBEIE Fin, SRIEDIEREE
WARSS2EEW, BIAREIES
101 Switching Y . REETIREIESRAIMN
Protocols B0, PERIHTTPRGSTAR AN o
201 Created BUEERANE KT E/MIN.
202 Accepted ELEZIER, BERCIETK.
203 Non-Authoritative | IESHUSE., &R,
Information
204 NoContent BEREEHI, BIHTTPIIN A SRR
ZNIRZOPTIONSHERIHTTPiE KT IR [EILLIRZS
5,
205 Reset Content BFEND, IRFIGIERKIN,
206 Partial Content RSB 2R INAL IR T BB GETIE XK o
300 Multiple Choices | Zfu%iE. BERNFEAISEZSNMIE, BNANR
[E— MRSt A9 R BT RPRiE (4l
an: MBSEE ) kR,
301 Moved KA, 1BKZR RSB AR NEIFRAY
Permanently URI, RESESEIEFFAIURI,
302 Found REHIGAIFEED

MAERRZAN 49 (2022-06-20)

WRIERE © HERRARBIRAT

553



BH—BDINIE

AP| &% 8 MR
RSB T itz
303 See Other BEEHCHIL,
{EFAGETAIPOSTIEREE .
304 Not Modified FRERAYZRIREARIEN, RS EREILRESRIN, A
SIREYFHIEIR
305 Use Proxy FrigskaSR RS IuEI IR .
306 Unused ERBEFHTTPIRER
400 BadRequest EEBEK,
FNEEESZBEK, FEEHiZIEK,
401 Unauthorized EEFIRIRMANEEER, REIZIASE, FIPIR
Fimtg P inFriR AT S EARERTIAEE,
BRI ABRPRMEBEE 1R,
402 Payment Required | {REBIEK o
403 Forbidden BREERIAE .
IRENZIAESS, RBIEKEEIEEIARS IR, BIRS
iR IR PIEK, (BRIERMESHER,
ZBRWIRERIESEIAE, ENEEEXZIE
x, AEHFIXIZIBEK,
404 NotFound FMERINEBEAFE
I EEERZIEK, FEEHZEK.
405 MethodNotAllow | IEKRAHFBEIZRIEAIFAIGIE.
ed ENEBENZER, FTESRZER.
406 Not Acceptable RS LERIBE P imE KRBT ETHRIEK
407 Proxy ERERREBISMDINE, 5401240, EiEkE
Authentication N 2 IR TS
Required
408 Request Time-out | PRSZEEHRIEKAT A LFERT
= Rima] AR B /R izIa Rk ot T a8
X
409 Conflict RS RIETRIEKRAT AL IR,
IRENZIAER, KAZEFIE=IRENTRERF
£, ERT RIS ROEIIRERBEH TS
410 Gone ﬂF‘iﬁ”ﬁ%YEL\EE‘, EAREFE,
IRENZRERS, RBIBEKRAVSRSH X AMBR
411 Length Required | IRSBEELIEIEE FimAIXAIA T Content-
LengthE’Jla‘Rﬁ: 2,
412 Precondition R ERIRSRM, REBARFBEBEKRETEKRPIR
Failed ERNEP—PEHREM.
X HEhRA 49 (2022-06-20) WRINERE © LA ABIRAE] 554



F—EBINIE
AP &%

8.2 tHI=MS

8 Bifx
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413 Request Entity BTSRRI K, IRBF[/LIELE, it
Too Large BKR. AEIEERIRENELER, RSBEETES
TiERz . MRRZBIRSBEEEITEANIE, WSS
— P Retry-AfterfIIN(S 2
414 Request-URI Too | iEXKAJURIE IS (URIBEAMLE ) , IRSBEELIE
Large RhIE,
415 Unsupported RS 2R LI A IRIE KM RIS
Media Type
416 Requested range | ZFimiEKRASEEITLTH o
not satisfiable
417 Expectation Failed | JRSZ28 L EExpectAIiERLIEE
422 UnprocessableEnt | i5RIEZV1EMR, (ERATEEEBENEIR, LA
|ty F_“Z )
429 TooManyRequests | FREFIEKIEH 7 & FinipasuZ=AIPRHIsk & RS5in
BWRIZT et BaNE K. BINEFimEEUERN
HIRetry-AfterB &0, AREFZEEHEHAETES
BEi,
500 InternalServerErro | RBFIRSInEEHRIFKIBINE, (B2 BIEMAFAY
r BKo
501 Not Implemented | BRSZEEASIFIERAIINEE, TiETHIEK
502 Bad Gateway TEMXHCERIRSSEE, MminiRS s EWE T
— PN EHBIEK
503 ServiceUnavailabl | #1EXKAIIRS TR -
€ ENEEERZIEK, FESFRiZEK,
504 ServerTimeout BRELTEAIRIBIARTIETRK . ZFiR(XTENIEK
1SERBAY ( Timeout ) SHATESEENZITR
505 HTTP Version not | BRSZ8EAZENFSKAIHTTPIMYAYRRA, Toik5Thk

supported

ﬂfi o

HIHFEAPIET, WNSRIEE “APIGW” FHSLRIEEIRD, 1525 MAPIRCHEIRIDEHI T

B3,
BZRSBEIREIES WAPHEIRFL .
REB IR ERER g Q- IBFETE
400 1100 TREES Thaeits BREIEKRSEH.
%& o %ﬁ o
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400 1101 BFRaRik | BRaiak | BRERFE.
¥ o

400 1102 HRFERRIN SR SRS B EHRFE .
48 g8

400 1103 CAEIE VS A e S BIREED,
¥ o

400 1104 FHSRIaK | FNSKRKEX | BREFIS.
g8 o

400 1105 xuser_typess | xuser_typeds | iEffiiAxuser_type
m5 m5 5xdomain_type2
xdomain_type | xdomain_type | &tEE .
=B 1= .

400 1106 ExRB. F | BXRE. FH | BEEERBIOF
SWRRRNE | SURERE | ISE8RINE
£ o v

400 1107 KSEERA | KSEERART | FARIUFIIRE.
BEMEIBR o BEMEAHIRR o

400 1108 MEEARES | FIEBARS | BIESGhEE.
[RZREHERE . [RZ5+EE .

400 1109 BR&eF BRZE®= BIESBFE
£, £,

400 1110 WFEEFT. |HEEFEE. | BIEXERE.

400 111 FNSERF FHNSER BIERFNS .
=, =,

400 1113 xuser_id. xuser_id. B&Hsixuser_idF0
xuser_typet2 | xuser_typeE2 | xuser_type,
=FE. ez

400 1115 IAMBR#E | IAMARHE | BEXEFEERak
KRR AR RERAKIR BRI,
#lo &l

400 1117 BRERREE | BPmARSe | BB EA,
K. KW,

400 1118 IR CABISEERS BINEEEE.
5, =N

400 IAM.0007 Request BERSBERLE | BREBRSE.
parameter % | KW,
(key)s is
invalid.

SCASRRZA 49 (2022-06-20) RN © LARABIRAE 556




F—EDINE
AP &%

8 Pz
RSB =i=B ERER A A IBIE e
400 IAM.0008 Please scan BT | 1B A,
the QR code %,
first.
400 IAM.0009 X-Subject- 1BERAAIX- BEEERSH,
Token is Subject-Token
invalid in the | #&3&5LM,
request.
400 IAM.0010 The QR code | L "#HmBELR | THELIE,
has already HE A
been scanned | i,
by another
user.
400 IAM.0011 Request body | iEKARIGE | BIREIEKRE,
is invalid. 48
400 IAM.0072 '%(key)s'is a | IBRIKIESR BRI,
required B, 30 %
property. (key)s LA
B
400 IAM.0073 Invalid input | IANFERT TBEARIAR .
for field '% A,
(key)s'. The
value is '%
(value)s'.
400 IAM.0077 Invalid policy | SRREERUE BEARAT .
type. E
400 IAM.1000 The role must | fR/DroleXd KMESKREPES
be a %, BroleXd&
JSONObject.
400 IAM.1001 The R K&Edisplay_name
display_name | display_name | ZERHIEESE
must be a RNESFEET | .
string and o
cannot be left
blank or
contain
spaces.
400 IAM.1002 The length HRHEE ¥&display_name
[input length] | display_name | FERIKE.
of the display | FREHBIZ641
name exceeds | F&.

64 characters.
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400 IAM.1003 The R ¥&Edisplay_name
display_name | display_name | ZERHIVMERS
contains B8&3EEF 3:: 8
invalid o
characters.

400 IAM.1004 The type type A=, KB type=FERHIE
must be a =AIEHR.
string and
cannot be left
blank or
contain
spaces.

400 IAM.1005 Invalid type EZEBtypeFE | KEtypeFERHIYE
[input type]. | E&. =R,

400 IAM.1006 The custom BENKRIEA | MiBRcatalog=FER .
policy does FEcatalog,
not need a
catalog.

400 IAM.1007 The custom BENRIEAR | MibRflag=FER .
policy does F=£flag,
not need a
flag.

400 IAM.1008 The custom BENRIEA | MiBRname=FEg.
policy does EZEname,
not need a
name.

400 IAM.1009 The type of a | BREMKIERY | IRIBFEKEKtype
custom policy | type REEH FER'AXELXA',
must be 'AX' 'AX'EEXA'
or 'XA'.

400 IAM.1010 The catalog catalog=FEW | ¥i&Ecatalog=FERY
must be a MAFFE, | BEEREIER.
string.

400 IAM.1011 The length catalogFERA | fiEcatalogFERH
[input length] | BEBIZ64ANF | KE-
of the catalog | .
exceeds 64
characters.

400 IAM.1012 Invalid JEi£RIcatalog | HE&Ecatalog=FERAY
catalog. FE. BEERIER.

400 IAM.1013 The flag must | flag=FEWR | lEflag=FERAYE
be a string. RNFEFE, =EIEH,
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400 IAM.1014 The value of | flag=ERAYE | Eflag=ERBVEIE
the flag must | Rz B
be "fine_grained" | "fine_grained",
'fine_grained'. | .

400 IAM.1015 The name name=XEA | REAEBRIname
must be a BERT, FRVIUES,
string and
cannot be left
blank or
contain
spaces.

400 IAM.1016 The length of | name=zEREK | HEnameFERH
the name EAEeiBid64 | BERBIER.
[input name] | =¥,
cannot exceed
64 characters.

400 IAM.1017 Invalid name. | 3Ei&fname | Ke&Ename=EZRY

FE. AMBERSIEM.

400 IAM.1018 Invalid JEERY & description=F

description. description® | RV ERS
Eﬁo Eﬁo

400 IAM.1019 Invalid EER mE

description_cn | description_cn | description_cn=
FEo ERRYERS
=<8

400 IAM.1020 The policy R/ DpolicyXd | IEIEKAEPEE
must be a %, BpolicyddxR,
JSONObject.

400 IAM.1021 The size policyXdZRK | Fe&EpolicyXIHRHY
[input NBE6144F | KE.
policySize] of | &,
the policy
exceeds 6,144
characters.

400 IAM.1022 The length dFEA/NE | REIdFERRK
[input id 12128=F%%, E.
length] of the
ID exceeds
128
characters.

400 IAM.1023 Invalid 1D REGidFRE | REIdFRIER
"linput id]". Ao BIEff.
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400 IAM.1024 The version of | fHFIEREEHY | HRIE KBS version
a fine-grained | versionAJg FERIVENKH
policy must 1.1, 1.1,
be '1.1".

400 IAM.1025 Fine-grained | #HAERIEA | MBRdepends=
policies do FEdepends 2 o
not need FE,
depends.

400 IAM.1026 The version of | RBACHIverion | version=EZRIEL
an RBAC DEE791.0%0 $91.08%1.1,
policy must 1.1,
be '1.0' or
1.1

400 IAM.1027 The statement=%¢ KERSEFE
Statement/ AR statement, &8I
Rules must be | JSONArray, HjsonHH .

a JSONArray.

400 IAM.1028 The number statement= E/ONEBEE—
of statements | ERIKEARS statement, HF&
[input 1-8, FBIZ8 MY
statement statement,
size] must be
greater than
0 and less
than or equal
to 8.

400 IAM.1029 The value of | effect2ERR effect2RIES
Effect must geallowsy allowskdeny,
be 'allow' or deny.

'deny’.

400 IAM.1030 The Action or | actionz; B actiondIRH
NotAction notAction=FER | (BERA1EH,
must be a REE
JSONArray.

400 IAM.1031 The Action actionF(] ME&actionzk
and notAction=2E& | notAction=FEg .
NotAction ReEEAE
cannot be set | £,
at the same
timein a
statement.

400 IAM.1032 The OCP OCPHY OCPZREEUNR{FEF
NotAction notActionA<gE | notActionl| RS
cannot be Hallow, deny,

'allow'.
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400 IAM.1033 The number actionf9#E | teEactionfI%
of actions #8i2100, =2, feelEl
[input action 100,
size] exceeds
100.

400 IAM.1034 The length actioniKE#8 | teEESactiondy
[input urn 2128, KE, FaeEd
length] of an 128FFF,
action URN
exceeds 128
characters.

400 IAM.1035 Action URN actionB8&3E | taEactionfIER
'linput urn]’ P O BIEH,
contains
invalid
characters.

400 IAM.1036 Action '[input | actionz}R#E | B EMFORYE
action]' has o H5EF Afaction,
not been
registered.

400 IAM.1037 The number | resource# & | H&&EresourcefI%]
of resource Hgeh1-20, =18
URIs [input
Resource uri
size ] must be
greater than
0 and less
than or equal
to 20.

400 IAM.1038 Resource URI | IEERIER KMEBRFIEURI
'linput URI, HERELEH.
resource uri]'
is invalid. Old
resources only
support
agencies.

400 IAM.1039 Old policies |BF8CEREEAR | MBRconditionakfs
do not ¥F RS lzREg
support condition,
conditions.
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BRER

g

AbiBiEkE

400

IAM.1040

The number
of resources
[input
Resource size]
must be
greater than
0 and less
than or equal
to 10.

EEURIES
HEEA1-10,

KBS resource
ITZRAIURIZE .

400

IAM.1041

The resource
URI cannot be
left blank or
contain
spaces.

BIEURIS

z3
T o

ETMEE IEE%o

400

IAM.1042

The length
[input uri
length] of a
resource URI
exceeds 1,500
characters.

HIRURIBID
A

1500F%F

MEEEAIRURI
KE,

400

IAM.1043

A region must
be specified.

ﬂ/l\/ﬂ

region,

FRURIFIES
region,

400

IAM.1044

Region '[input
resource
region ]' of
resource
"[input
resource]' is
invalid.

RegionFEE A
A2£
Ri/1LHo0

e BregionF R
BERTIER,

400

IAM.1045

Resource URI
'linput
resource uri]'
or service
'[input
resource
split]' is
invalid.

ZEURIFAR
2T,

KERRSEER
gﬁ%ﬁﬁf‘ﬁﬁﬂﬂiﬂﬁ

400

IAM.1046

Resource URI
"[input
resource]' or
resource type
'linput
resource
split]' is
invalid.

ZEEURIFRZE
BT o

MERREEES

IEfERSTEM TR

RE,
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400

IAM.1047

Resource URI
"[input
resource uri]'
contains
invalid
characters.

BTEURIAES
%o

BMEEIRURIFE
2B1EH,

400

IAM.1048

Resource URI
'[input
resource uri]'
is too long or
contains
invalid
characters.

EEURIBES
IEEFRT .

KEdEREES
IEEFFH o

400

IAM.1049

The Resource
must be a
JSONObject

or JSONArray.

fR/Dresource

Xj% o

& resourceXd R
=B jsonEH,

400

IAM.1050

The number
of conditions
[input
condition
size] must be
greater than
0 and less
than or equal
to 10.

FHHERRE

$31-10,

EES— 5
, SIS RA
=3

400

IAM.1051

The values of
Operator
'[input
operator]'
cannot be
null.

HA

RIS

o

iE'ﬁIEE%E’J? R
o

400

IAM.1052

Invalid
Attribute
'linput
attribute ]'.

IEERBMEF
EXO

RERMAIERS
IE#f,

400

IAM.1053

Attribute
'linput
attribute]'
must be a
JSONArray.

attribute 7
json#¢H .

e &Eattributeds
=B Ajson#H .
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400

IAM.1054

The number
[input
attribute

size ] of
attributes
"[input
attribute]' for
operator
'[input
operator]'
must be
greater than
0 and less
than or equal
to 10.

FMRERXT
NREMHE
HEgR1-10,

RESMRMESNT
BattributeF 22
&I1EHf,

400

IAM.1055

Attribute
'[input
attribute ]'
does not
match
operator
"[input
operator]".

BIESERERF
ITEC,

B attributefig
ERFEBIRART

Bco

400

IAM.1056

The length
[condition
length] of
attribute
"[input
attribute]' for
operator
"[input
operator]'
must be
greater than
0 and less
than or equal
to 1024
characters.

conditionf<E
ek
~Be/:

1-1024,

KB conditionXis:
NEKE,
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400 IAM.1057 Value [input | conditionfl& | #&&condtionh 2
condition] of | IBEFT. BEEIEEFR
attribute
[input
attributes] for
operator
[input
operator]
contains
invalid
characters.

400 IAM.1058 The number | depends#E | MIFAZHRAY
of depends #8120, dependsf&.
[input
policyDepend
s size]
exceeds 20.

400 IAM.1059 Invalid key KEEBEEIEE | EXEMPRRIEE
. AIKey o KAHIEER

key o

400 IAM.1060 The value of | ZFEHRA | display_nameF[
key '{}' must | FfFEE, name=ZFER¥HF
be a string. frEEzen,

400 IAM.1061 Invalid TOTP | IEEATAIERE | IEFIAIERIELR
passcode. Ho AR

400 IAM.1062 Login EFRFFER | BIAEKEER
protection has | 4BEMFAIA R,
been bound | iF, fR4PIRIE
to mfa, the TEEHAT -
unbinding
operation
cannot be
performed.

400 IAM.1101 The request | IBRIARIANN | BRBEBREEE
body size %s | FEME. ALK (KF
is invalid. 32KB) .

400 IAM.1102 The %s in the | IBRAPRIE | BSRZEOZHMG
request body | MELRIR HiERAFREMSE
is invalid. B

400 IAM.1103 The %s is IEREFRIY | ESEREOZRME
required in E(ERK EHiEKRIAK,
the request
body.
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400 IAM.1104 The access IERAIAKETE | BIRIAAKZEDSF
key %s is in Eggd, £
the blacklist.

400 IAM.1105 The access IEKAKESR | {BEFHCIEHDE
key %s has gHA. Ho
expired.

400 IAM.1106 The user %s | 3XFZIAKERE | iSHIAAKERERF
with access BFREER, HEREREFE
key %s
cannot be
found.

400 IAM.1107 The access BREIAKEH | EFFFFBAK,
key %s is 2R,
inactive.

400 IAM.1108 The IRET DR | IS EFIREIGAT IS
securitytoken | 2iZHA, EIRZE N
has expired.

400 IAM.1109 The project HAZproject | IBREEIERKNTE
information =SB, token/sAYproject
cannot be BEFE, WFEE
found. RRIBEA R A

o

401 IAM.0001 The request IR INNES BT EIAIE K
you have M NIEER
made requires
authenticatio
n.

401 IAM.0061 Account BRP#EEiE. |IBESFEmED,
locked.

401 IAM.0062 Incorrect FIFZfEtE BRI S
password. =0 A

401 IAM.0063 Access token | accesstokeni\ | IBEAERIIA I,
authenticatio | IFZEM,

n failed.

401 IAM.0064 The access IAMARIRE | BRIAMZIAMBR
token does BPRIEK o BIRIERE o
not have
permissions
for the
request.
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401 IAM.0065 HUAWEI IDs | BRMiG=A Tt | IBRIANENEF
registered in | FEFR, KRS .
European
countries
cannot log in
to HUAWEI
CLOUD.

401 IAM.0066 The token has | token2id ENBIEAIIAY
expired. HA, token,

401 IAM.0067 Invalid token. | $£iRHY ENIERRY

token, token,

403 IAM.0002 You are not IBRKIFN - BIRIAR TSI
authorized to I,
perform the
requested
action.

403 IAM.0003 Policy doesn't | SREERIZNULL | BHIAKIEEER
allow % 2B1E, BULEIRAE o
(actions)s to
be performed.

403 IAM.0080 The user %s | AKERERFP# | BEERAFFREHER
with access =H, NLZeEBEBR,
key %s is
disabled.

403 IAM.0081 This user only | FBFP{X3Z#HE | BXEAFERETER
supports HenaE, & | NLEEERIEN
console IR BRipaER.
access, not I8
programmatic
access.

403 IAM.0082 The user %s | FAF#EEA. | BEXEFEFER
is disabled. PZ2EEBR,

403 IAM.0083 You do not L =F =] 15 thregion
have regiondJinia | SEEXRFAT
permission to | HR, reigonEER,
access the
private region
%s.

404 IAM.0004 Could not TEHENER | B AEREEXER
find % =i, RAR .

(target)s: %
(target_id)s.
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409 IAM.0005 Conflict FEEKRER | BRIAEKEEAR
occurred Ri&REsE, | BRI,
when
attempting to
store %
(type)s - %
(details)s.
410 IAM.0020 Original auth | EXiFAuthfR | RFEBEIH#TIA
failover to SIS E | IERER.
other regions, | X1, &
please auth SIS BT
downgrade TAIEPEER .
429 IAM.0012 The throttling | EXZIRAE | IBHIAERIELR
threshold has | {&. AR,
been reached.
Threshold: %d
times per %d
seconds
500 IAM.0006 An ABEiR, TBEARIAR .
unexpected
error
prevented the
server from
fulfilling your
request.

8.3 KBS, IAM P, InH. HPA. X, ZFEHEA

740 ID

IREUKS . 1AM AP TIERYZFRF ID

o MEHIGHIKSS. KSID. AF&. AFID. IB&FR. TRID

a.
b.

EEeAmERA LA, BF ‘BHE7 .
FALANBREHIEE “RIEIE” .
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8-1 EANFLRVEIE

miEsE=  A-Company

¢ & “ERREILET FE, APFIERES, BEKSSE. KSID. AFE. BF
ID. IME&FR. INEID,
B XKIHRIIE IDBRAAE, FEREWSSPTERIXIEERENS MAYIREID

APIEE @

mmmmm

o EMAPEREXAFID. IREID
- REAFIDEES%E: EERERIAMARYIZE.
-  REUIRBIDEZS%E: EEEFM TRBIE.

SRENFFZH2 7570 ID
SB BRENE, BANAMSHE, EF “BPE TE.
$B2 PEBESANBPEANNTIE, MTSEMPESER. BPEID,

8-3 EAFHEBM. FF4E 1D
S BHWEES BRE ©

s
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IREN[X 15 1D
SW BREHT, HNAMBHES, %2 ‘T T,
$E2 “TE” JIRZRIAFTEXERIRAID .

8-4 E&EXI ID

F—BATERS HE @
. O S EHEURE B, LRSS SRR ANEETAERS SRR ATIESS. NSTROWNE, S5 SERY, S5 SROLTE, x
Q
FRERE = A = e = S BERERR = B
cn-northeast-1 cn-northeast-1 - I
cnnotn = .
s hiz ==
51 = ==
b= B ==
P = ==
e ] B ==
EmEE— == -
BEE E =5

R

SRERZFERTRA ID
S BRERR, HNAMEBHIL, % ‘S 1S,

$IR2 %ﬁ?ﬁbﬁﬂﬁﬁgﬁi@%ﬁﬁmDE’J%?EJ:, EEEPENNFE—ITHERRIR, 17
HNZEFEID,

8-5 BFZIEID

F-sHUTES ) ==
= o Q
FeaaD = =R 1= @K 1= e ot (= e

=S

.
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