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Ziz#Erly ( Cloud Operations Center, fEFRCOC ) NAFIEMZEZ S, BRHI—IAT
Btz F e, BEBREPEHRFK. REEHIBELSH SIS, BHETE
BiE. #tEEESZORFE, IMELZEEMEHET, BB EHENMREAE
= HIEHRER,

COCIRMHLATINRE

1.2 A RAE

BHSBRBAAR, ARFRAREHEARNITRIZHBIER, HEEERER
REFMAL B

RFEEmEEE, IxeﬁfﬁzEM BRiS. RN, a4, TECRLEEHE. BIEFE
SmEHIETE, NRERREESEE.

TEXIERAFILAIE, EEA‘WJSREE‘iéEF"% TLHRATEERREE, BhER
'f"EJ.L__I-1;*D*%ETa Eo

IRENHIEETE, IFWarRoomEELSIEAE, SCIMEIESINREFIRIERS

BRetBieiES, SERTIERRSR, BBEEAKMEHEHRN, HIER
AEDEHETE .

SRR T REST ( Representational State Transfer ) KIAEAPI, ZiFE@EId
HTTPSIEKiEA

1.3 Bigpea

RimT = ENERAPIRNERIbLE, FRIRSZARXFAIRIRT RAE, ERILABXA

KimTs

RAEERSHNER TR,

1.4 L95R SR
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RFEMIIIKS, WSYEMABRRERZRSEBERIEIENIR, AL
EEAPER. PERPNRSE. BTWKSENEER, ITHFERKSZE, #
i&i&ﬁ%ﬁ%ﬁﬁﬁ KSHITAEEETF, MEIZRAFRAERRFHITEREE
IEI o

AR

EE%K?—EIAM FRIZMAR, E=RBIEBAR, BEEEMEIE ( ZBfiGE
B ) o

ERNEILT, Bl EEKSIDIIAMEBRID, BETABAPIRISIITIES,
EEEREKS. BRIZREEE,

X1 ( Region)

MR EF N EATIELEE XIS, B—PRegionIHEZEMIHE . RIFME. WR
FiE. VPCRIZE, SBIEAMIP, $REF LIRSS . Regionsy HiEFRegionf L&
Region, BFIRegioniEEME AR EREZ=IRSSAIRegion; E/ERegionfER
AEE—3 S RE S EE IR SRS AIE FRegion

#1552 MXEFMaTEX .

AKX (AZ, Availability Zone)

— N HHXE—N S MIEHEFRONES, BHMTAXKIKE, AZWiZiE L
BEITE. ML, FREZENDES1EREE. — 1 RegionFIZNAZEEIT S
BCEFEE, LUBERFEAZEESTRERSNE X,

=]

XA —NRE, XNMREHRSFME, AXREEYEXIGENER (1t
BRI, FEERNEER) , LBHAIRBARMETENR, BRLLSOE
WKEFIZXIEHFERR. MREHEEHITEINBAEINRIES), ATLATEX 2k
INNIBHEIEFINE, HEFRESOIREER, ABRUFIRBE ARHTE
N, FERFPXEERUFEFIRBEFIER, HEXRAIRIEEIEINEHE,

1-1 INBfREEE

mBA mEe
WEA1 TIEA2 WEB1 IWEB.2
A XiB

EHEBRNEET, Sa&EEREID,
I IRE

EAIRBERINBRIFRM, FHIEWVARIRE ENFRETOHEMEE, 2248
B . EWIMBHAIUEESMXERNER, BIMEPHREREAILUENTE.
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3 tn{a)iE A API

3 Y{aniAFE API

3.1 MiSiBX
AT MAREST APHESRAVERE, FLLBFIAMIES AU BRI A Tokensiis BN TFS

API, iZAPIZREXFFEYToken, Tokend] AT IAREMAPIRTEN

SR LB XM SRENAE 7 BRI A1E1E KA RBAPI . https://
bbs.huaweicloud.com/videos/102987 .

53K URI
15KURIFBEN &2 4ER -
{URI-scheme}://{Endpoint}/{resource-path}?{query-string}
REBERURIEBEEEKRBELSP, BERBHESHERERENEKBEEPEINE
B, AR SIS .
# 3-1 URI IS H5AE
¥ U
URI-scheme | B RETFEMERIINMNY, HFIFFTBAPIIRAHTTPSIRNY .
Endpoint 1EEARFRESTIRSS IR=RIIRSSEIHBEKIP, FRRSABXIEMN
EndpointR[@E, ERTLAMNMEXFNLE IR s3REL .
FIANIAMBRSSTE “fedb-IbRIN” XiAYEndpoint/s “iam.cn-
north-4.myhuaweicloud.com” ,
resource-path | FEIKE, BIAPIAIEEEE . MEAKAPIFJURIELRIREY, a0 “3Xk
BEYFIFToken” APIfSresource-pathJg “/v3/auth/tokens” .
query-string | EiE2#, RoiEED, HARE APIFHEEESH . EHSH
BEREES— “?7 , X “SHB=HEVE" , I “?
limit=10" , FRREETHBIL105EIE
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FIUNIEFEEIRENAMIE “fedb-1b=PY” XigA9Token, MFEEER “fedt-db=P0” Xig
AYEndpoint ( iam.cn-north-4.myhuaweicloud.com ) , FHEFREXNFHF TokendJURIER
& Flresource-path ( /v3/auth/tokens ) , }#ﬁﬁﬂ%ﬂ[}?ﬁﬁn—:o

https://iam.cn-north-4.myhuaweicloud.com/v3/auth/tokens
3-1 URI REE

https:// iam.cn-north-4.myhuaweicloud.com |/v3/auth/tokens
A 'y '

URl-scheme Endpoint resource-path

MR

NHEEEE, E81EKRAPIBIURIERS, Régtiresource-pathifsy, FHBBERAEZEE—IE.
XE2EHURI-schemeEBEHTTPS, FfﬁEndpomtT_ﬂ—AEilEfE’fEﬂ FRLAE &R X SR
&g

I5KT5iE
HTTPIERA % (HRFRDIRFNENG ) . EEIRIRSEEEBRAREMIBRE.

E 3-2 HTTP ik

Bix 5iEH

GET BKIRSRIROIEERIR .

PUT BXRIRSHREHIEERIR

POST BERIRSS 2GRS I TR IRIE o

DELETE BXRIRSHRMIREEZRIR, WMIPRIS

HEAD TBERIRSS 2ERIRLED

PATCH BERRSREHMTENEBLAS
LRBEEERIIHR, PATCHEIRESECIB—NRNE

B

E&WEPTOkenE{JURIEBﬁ5 Iu\E_I-LJ\EIJH-LE—.RE %jj “ POST” ’ *ngﬁ?jj

POST https://iam.cn-north-1.myhuaweicloud.com/v3/auth/tokens

iERiHRk

BEAMERLFE:, AHEERIURIFIHTTPAEEARERIFER . HIANE X EESAREEANS
kL “Content-Type” , IBREREEE,

FANATBERERLFRIESN&RS-3,
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& 3-3 RHEKIERL

ARHE—AFEIA
WSO,
15K R INETE
EIVHSISES
(Headers ) 85
A9 “X-Subject-
Token” BYEEDA
Token{&,

B iR BEWI% bl

Host 1B KAIARSS 2E(E B code.test.com
SRR, o | EAKISKiL | or

R R | sEpfiz==aas ,
hostname[:port] . J}ﬁoﬁ"?‘ﬁx code.test.com:443
IO fRE AT EEAEA
ABIRE, httpsAY
EINIREA9443,

Content-Type | HEMFRIEE (88 |2 application/json
) . EWERFE
FEOANE
application/json,

BHEERSE
BEOFEI TR
BH.

Content- iBXKbodyikE, B2 | & 3495

Length fiZ/3Byte,

X-Project-Id projectid, INB% | & €9993fc787d94b6c886¢cb
S. BEERIR | ymeems | 2a340f9c0f4
BIDET3REUIRH =52
WS o AK/SKIAETS

RYEEOIS
K, HEZ
projectiz=¥
FBAK/SKIAIE
ROEOIEK,
N[Z= B
yririh

X-Auth-Token | FAFToken, B i AN Token R~ 5
PP TokentB 28 | fEFATokeniA | Bo
FB3KENFIF TokeniZ | IEANZ=FERY | MIIPAgYJKoZIhveNAQcCo
ARMBRIE, Z#E | &, ..ggg1BBIINPXsidG9rZ
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(MEETY:
APIEIRTSZ3HFHAK/SKIAIE, AK/SKINIEERSDKIHERHITEE, SZidiELBmEaERPiE
fNAuthorization ( SZIAIESE ) FIX-Sdk-Date (iERAIERIASE ) iEKL,
AK/SKINIERYIEMIR RIS S WIAEEEET “ AK/SKIAE”

X FIRENFAF Tokeni O, HFAZTEINIE, FRLARRID “Content-Type” BN, iR
BB ERERM AR,

POST https://iam.cn-north-1.myhuaweicloud.com/v3/auth/tokens
Content-Type: application/json

iEREEE (k)

ZEPD ik, IBRERAEBIAEMUEIL (2ISONSXML ) &, SiEKEELSH
Content-TypeXJ iz, (EEFRIERIERLZIMIANS . BBKBEERFRISESIFH
X, NS ZFRFARAIUTE-84%ED o

BMEONBRERAARBTE, EHTES N EOBFEEERERMAE (HEHHE
BA9% ) , GET. DELETERMERENIEOMATERRR, HEKRBEKASTEER
EEAEOME.

STFIRENAEF TokeniZ, EnIAMNEORIERE D EEIFrEINEKRKSH N SEIR
B, BERMIINGRNEKRIN TR, IR EEREERELMEERES, B
username/JFBF%, domainnameFEFFREBRIKSBIR, ****HRERERE
13, xxooooooxxxxxxaprojectlIZFR, 0 “cn-north-17 , EAJLAMN MK FNR R
T RIREY

(1 #%E8
scopeSEEN T TokenfWWERLS, THEREIFIRENHIToken{XEESiElproject FAYERIR . 4L ]

LUR B TokenfHWERIF AENKS FEAEZIRIMSHIEMproject FIUEIR, FMENIBES IR
EXARToken,

POST https://iam.cn-north-1.myhuaweicloud.com/v3/auth/tokens
Content-Type: application/json

{
"auth": {
"identity": {
"methods": [
"password"
]

,
"password": {
"user": {
"name": "username",
“password": " *******’Fl,
"domain": {
"name": "domainname"
}
}
}
b
"scope": {
"project™: {
"name": " XXXXXXXXXXXXXXXXXX"
}
}
}
}

HIXEAIEXNMERFBENABTHESZTTE T, EaILUERccurl, PostmansiHiEYR
SREBFELNREBFRBAAPI . J3TFIRENAEFTokeniZ M, IREIRYIMALE R SLHHY
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“x-subject-token” FEFEIRENHIFAFToken, BT TokenZf5, EHinILAFER
TokentTAIEEAREAMBAPI,

3.2 TAUESSIN

AREOBNTHEMALELR, ETLUSRER—FHITIAESI,
e Tokeni\if: @I TokemAIFEREBR.

o AK/SKIAIE: @IFAK (Access Key ID ) /SK ( Secret Access Key ) TIZZRAIER
HEZEBAK/SKALE, HZE2 M TokentNIEES -

Token TAIE
(MARY:

TokenBUEMERI924/N0F, EE(BEFR— N Token$AT, ATLISEEFRSE, B MEERA,
TokenTEIT BN A ZHLFRSHE (IGET) HIER, BB TokenFXFRIBBEEFMUR
TokenNIEFL 2 TE A BAPIHIRHEG TokenIIZNIEKIBEL P, NMBEEDIAIE, 3K
SIREAPIBIRUR » TokenAI &I FAEREN A Tokeni% 3KEY .
ERARRSAPIFZEINE &5 Token, BNERIKENAF TokeniZORY, iB3kbody
auth.scopefJEEFREIELEproject, W AR,

{
"auth": {
"identity": {
"methods": [
"password"
1
"password": {
"user": {
"name": "username", [/IAMEBR&
"password'": " ##EEE (| AM P FEERG
"domain": {
"name": "domainname' |/\AMBFFREIKSZ
}
}
}
b
"scope": {
"project": {
"name": "xxxxxxxx' [/IMIE&R
}
}
}
}
KB Tokenf5, BABHEMEORN, BFEEBERBEELFIRM “X-Auth-Token”
H(EBpIToken, ffliToken{&)9 “ABCDEF)....” , MLARRBEORE “X-Auth-Token:
ABCDEF)....” INENEKREELENET, WTRAR.
POST https://iam.cn-north-1.myhuaweicloud.com/v3/auth/projects
Content-Type: application/json
X-Auth-Token: ABCDEF)....
IR R LB XM LSRR 7 RN el sE A TokenlAIE: https://
bbs.huaweicloud.com/videos/101333,
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AK/SK IAE

3.3 iR[El%%
RS

(MARIY:
AK/SKEZINEANZIFEEARA/NE12MBLLA, 12MBLL YIS KiEEATokenIAIE .

AK/SKINIERLZERAK/SKIFIERIAITE R, AIFKIPBERERIRNNELEE L, MM
BT BRI

e AK (Access Key ID) : i50)Z$8I1D ., SFTABIHIRZEAXBAIE—IRRRT; H0%E
SHIDFFABIBIREHE—EER, MNEREFTINERE,

e SK (Secret Access Key ) : FABIAIOEH ., SiHOEAIDESER, ERET
NZLER, TItRRAIXS, FBLIEEREER,

EARAK/SKINIERY, AR FEREAFERAK/SKIEREITER, tBALMERE]
I ZSDKITIERFHITER . 1FAIIE RS EFSDKERBFES NAPIEZIERM

(MERITY::
HZSDKRIRMHERINEE, SIRSZIRMAISOKAE, ERIIEER.

IBRAELGE, SRR, EREEIEE. IMALEESSAERE.

INSIBZE—BNDEISRIE D, IKEBRR T ERIDNAPRT, RIS
HFRIBS RS

XFIRENFF TokendE [, WIREARIREIAZISA “2017 , MFRRIBERELI,

MaRzHR Sk
MRERERL, MMERHBARSL, W0 “Content-type” .
3 FIRENFIF TokeniE O, IREMNEZ-2FTRATEESL, HA “x-subject-token” B2
BEREIAF Token, BT TokenZ /5, EstrILAER Token MERFIEAEAPI o
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3 tN{a)iE A API

[ 3-2 FKEYAF Token N@Rz;E Sk

connection — keep-a
content-type — application/json

date — Tue, 12 Feb

server —

strict-transport-security — max-age=31536000; includeSubdomains

transfer-encoding — chunked

via — proxy A

x-content-type-options — nosniff

x-download-options —~ noopen

x-frame-options — SAMEORIGIN

x-iam-trace-id — 218d45ab-db674-4995-af3a-2d0255bad1b5

x-subj

x-Xss-protection — 1 mode=block

MALHRYA ( 7k )

ZEPDANE . MEALEEMERE USSR (FISONEXML ) iR[E], SiHRGESLH
Content-TypeXdiz, {EiEFRIONEELZIMINE .

X FERENFFTokeni% O, IREINNTEER, HRElERRL, RETRBPARE .

{
"token": {
"expires_at": "2019-02-13T06:52:13.855000Z",
"methods": [
"password"
1,

"catalog": [

"endpoints": [
{
"region_id": "az-01",

SEOEALEN, SIROERBRSRESIRNE, EXMNAYBody SN T
o
{

"error_msg": "The format of message is error",

"error_code": "AS.0001"
}

HAr, error_codeXREEIRIE, error_msgR R EIRERER
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4 API

API

4.1 MARIFEEIE

4.1.1 HRFZREEFHFPIRIRER

IheeN4a
HPEZIEEEHEPRNERER
URI
GET /v1/resources
2 4-1 Query 2#
2% =AWk SRR faR
resource_id_lis | & Array &EiEidgFE
t
provider = String =IREB AR
type 2 String RIRSEBIZIR
limit = Integer EARAREIHE, FAE100
marker B String PREH, BE E—MEKRFIR
ElfmarkerZRIERNBIN, 3K
VEETHY
IBRESH
7
XHhRA 2.0 WRINERE © £ ATITERABIRAE 12
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payeac: Ll

APl &% 4 API
) E=S
REB: 200
% 4-2 A Body £
2% SR fiA
data Array of data | &iR3IE
objects
Z 4-3 data
2% SR fHiA
id String CMDBLHBLRIFIRID
resource_id String =IRSZ D BCRIZIRID
name String CApEE=P
provider String =IRSBER
type String AP e
project_id String Openstack#AYIRE |
region_id String region ID
ep_id String EWIRBID
tags Map<String,St | BRIz
ring>
properties Map<String,0 | ZRIFMEM
bject>
agent_id String uniagents>BchYid
RZ&RS:  400
& 4-4 IR Body 2%
2% SR ik
error_code String RS
=IMEE: 8
BAKE: 36
error_msg String HEiRfAR
BNME: 2
BAEKE: 512
SCHSRRAS 2.0 WRINERE © ARITERARBIRAE 13
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payeayi: e el

APl &% 4 AP
=Rl
7o
il Rz 73~ 151
7
REB
RSB 0%
200 resource info
400 Error response

4.2 ISR
4.2.1 BIERIAR

TheEN 4R
BIZVEEIAS: BENXMIA
o Hiﬂfﬁff/ﬁ%ﬁ%‘ﬁt, ErealA, SIEIHEREENHAR TEEESHN =
IRIRES 6
o HITHHFIRE; JtREOCIENEA, EAFEAES, BMARNTEFH
o JRE:
o MHAREZFR: E—HFT, HEXBHIEEE, RAFHANFER, FFP+FE
+HF+ T .
o HARRBHRAL40961MF o
o HASH I HEZ20M,
o AR RAR2561F
o  BNSHWISHER 641MFR, RFFE+HF+ T,
o  HANSHRIERAK10241MFR, EVFRAANT: A((?1{2,})[a-zA-Z20-9_-/*
\x207:",=+@\[{1}])*$,
o EHHMARSZHISA.
o HMAMEMNBEESERIFHFIMB,
URI
POST /v1/job/scripts
SUASHRA 2.0 RIS © AT ERABRAT 14
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APl &% 4 API
IBREH
# 4-5 153K Body 2%
2¥ BE W% SRR ik
name 2 String IAZIR: REeEEaP. &=
X. ¥F. TRI%
RIMKE: 1
RAKE: 64
properties = ScriptPropert | BIARRES :
lesModel o RIEEELKrisk_level(BUED
object El: LOW/MEDIUM/
HIGH). &#tAreviewer,
A fRIRZEinterpreterss
description = String IR IA
RIMRE: 1
BAEE: 256
type = String BIAZEEY: M TFHIAESR:
SHELL:.sh PYTHON:.py
BAT:.bat
K=E:
e SHELL
e PYTHON
e BAT
content = String HARNE
BMEE: 1
BAKE: 4096
script_params | & Array of HANS
ScriptParam UREE: 0 - 20
Define
objects
SCASHRAS 2.0 IRBFRE © AT BRABRAT 15
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AP &%

4 API

2K 4-6 ScriptPropertiesModel

2%

R

SHER

1%

risk_level

=
E

String

XS4 LOW:EXEE
MEDIUM:FXIBE HIGH: S XIBE

wzME:
e LOW
e MEDIUM
e HIGH

version

i

String

BIZRAS
B&AMRE: 1
BAKE: 10

reviewers

iy

Array of
Reviewerlnfo
objects

HitA, FESAFTESH
HAKE: 0-5

protocol

iy

String

EHEEEEMY, BT @0
#t A DEFAULT: ERIA SMS: 48
S EMAIL: HP{4 DING_TALK:
£T%T WE_LINK: welink
WECHAT:${= CALLNOTIFY:
iE= NOT_TO_NOTIFY: Ri&@
&0

ESIER

e DEFAULT

e SMS

e EMAIL

e DING_TALK

e WE_LINK

o WECHAT

e CALLNOTIFY

e NOT_TO_NOTIFY

£ 4-7 Reviewerlnfo

28

BRIk

SHER

1)

reviewer_nam
e

String

HILAZTR (IAMABRPS)
=RIMKE: 1
BAKE: 64

SRR 2.0
(2024-07-04)
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APl &%&

Vet

4 API
2 BRI SR i)
reviewer _id = String =it AID (IAMAFId)
BME: 0
BRAKE: 32
£k 4-8 ScriptParamDefine
2% =AWk SR A
param_name | & String SHEM: AIFRI. #HF.
TR
BMEE: 1
BAKE: 64
param_value |2 String SHEINE
BME: 0
BAEE: 1024
param_descri | & String sHEA
ption BIMEE: 0
RAKE: 256
param_order | £ Integer SHIRFE, MFR, (RinEsE
=/ME: 1
=AE: 20
sensitive 2 Boolean EEENESH
K& 400
= 4-9 aN; Body 2%
2 SRR R
error_code String EIRg
B/IM<E: 8
RAKE: 36
error_msg String A
BIME: 2
BAKEE: 512

SRR 2.0
(2024-07-04)
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APl &%

4 API

iBERTA

N Mz 73~

T

R

SLHIERIE
https://coc.myhuaweicloud.com/v1/job/scripts

{

"type" : "SHELL",

"content" : "echo ${value}",

"name" : "09101112",

"description" : "SLAIRIA",

"properties" : {
"risk_level" : "HIGH",
"version" : "1.0.0",
"reviewers" : [ {

"reviewer_name" : "test",
"reviewer_id" : "7a8513cd87b7448283a1d5190eb91234"

1
"protocol" : "WECHAT"

L

"script_params" : [ {
"param_name" : "a",
"param_value" : "string",
"param_description" : "string",
"param_order" : 1,
"sensitive" : true

1

}

KEEL: 200
A uuid

{
"data" : "SC2023102521413701c4a8a62"
}
KRE&B: 400
BEERER

{
"error_code" : "COC.00040701",

}

"error_msg" : "script_params size must be between 0 and 50"

INAE 1k

200 AR uuid

400 BEERER

B2 NERE

SR 2.0
(2024-07-04)

WRIERE © LEARITERARERAF
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payeac: Ll

APl &%& 4 API
4.2.2 EHHARTIZE
INEEN4A
R ARFIZR: BENXHA
limitEzX/9100
URI
GET /v1/job/scripts
2 4-10 Query 2%
25 =Rk SR iR
limit 2 Integer PRESE: BIWREICRIMER
il
=/IME: 1
B=XE: 100
marker & Long PDREBH: T—RRE—MNER
id
=/ME: 0
=AE:
9223372036854775807
name_like & String AR (1&EHA )
B2IVEE: 1
RAKE: 32
creator & String BlEA
BMEE: 1
RAKE: 64
risk_level & String MPEEES LOW:AKXEE
MEDIUM: AXif& HIGH: &X,
(s
KA
e LOW
e MEDIUM
e HIGH
NHERRA 2.0 RIS © L ARITERARBIRAE 19
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APl &% 4 API
2% mEwI% SR fiEid
type & String FAIZARZEEY SHELL:shellfZ
PYTHON: pythonfiZ BAT:
BatfiiZs
ESIER
e SHELL
e PYTHON
e BAT
BRSH
7
RS
K& 200
# 4-11 gL Body 2
2¥ S 115
total Long S
=/IME: 1
e A{E: 9223372036854775807
data Array of EREIRIIE
ScriptListMo #AE: 1- 100
del objects B
Z 4-12 ScriptListModel
2% SR fHiA
id Long HIAB1gid
B/ME: 1
AfE: 9223372036854775807
script_uuid String AR uuid
RAMKE: 1
RAKE: 25
name String RIARZFR
BAMKE: 1
RAKE: 64
SCASHRAS 2.0 IRBFRE © AT BRABRAT 20
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AP &%

4 API

SHRE

g

String

FIZANZERY SHELL:shellfi)Z< PYTHON:pythonfiZs
BAT:batfiiiZs

zE:

e SHELL
e PYTHON
e BAT

status String

BIAYKZS PENDING_APPROVE: &8t
APPROVED: I1F& ( EH#tbi@Ed ) REJECTED: 3
B (LA, BXEZEIZAS

zE:

e PENDING_APPROVE
e APPROVED

e REJECTED

gmt_created Long

ElFELRE)
=B/ME: 1
BA{E: 9223372036854775807

gmt_modified | Long

ESGRIE]
BME: 1
BA(E: 9223372036854775807

creator String

BlEEA
RAMKE: 1
RAKE: 64

creator_id String

gl Ald
BIME: 1
RAKE: 64

operator String

ESON
RAMKE: 1
RAKE: 64

properties ScriptPropert
iesModel

object

BIAHRES: RUSZRrisk_level (BUESBE: LOW/
MEDIUM/HIGH) . &t Areviewer

SRR 2.0
(2024-07-04)
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APl & 4 API

2K 4-13 ScriptPropertiesModel

2% SHE ik

risk_level String XFEZ LOWAEXES MEDIUM:ARXIEE HIGH: &
JX1B&:

wW=HE:

e LOW

¢ MEDIUM
e HIGH

version String AR A S
BIMEE: 1
RAKE: 10

reviewers Array of BHitA, FEEAFEHHR
ReviewerInfo | sx/picms. o. 5
objects
protocol String HHLES @AY, AT @A DEFAULT:

ZHA SMS: %215 EMAIL: HpB{4 DING_TALK: £J
£J WE_LINK: welink WECHAT:#{S
CALLNOTIFY: 15 NOT_TO_NOTIFY: @A

ESIER

e DEFAULT

e SMS

e EMAIL

e DING_TALK

e WE_LINK

e WECHAT

e CALLNOTIFY

e NOT_TO_NOTIFY

2 4-14 Reviewerlnfo

2% S ik

reviewer_nam | String EHAZTR (IAMARS)
S =BME: 1
BRAKE: 64

reviewer_id String it AID (IAMAFId)
BIMSE: 0
RAKE: 32

SCASHRAS 2.0 IRBFRE © AT BRABRAT 22
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APl &%& 4 API
KE&EE: 400
K 4-15 Wi Body 2
2% SR R
error_code String RS
=RIMSE: 8
RAKKE: 36
error_msg String BiRimiA
BIME: 2
RAKE: 512
Bkl
y
I piz 7~ 51
RE&RG: 400
BEEIRER
' "error_code" : "COC.00040701",
"error_msg" : "error_msg"
}
REB
RSB A
200 A TR
400 BEERER
SpEil
B2 EIRB .
4.2.3 R B EX B
INRENA
RIBRENEIZA: BEMEIA.
URI
DELETE /v1/job/scripts/{script_uuid}
SCASHRAS 2.0 IRBFRE © AT BRABRAT 23
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ZiEH

APl &% 4 API
x 4-16 IBR3#
2¥ =AWk SR ik
script_uuid = String fEiARuuid
BIVEE: 1
BRAKE: 25
BXkSH
7
IR SE
KE&EE: 400
2 4-17 WKL Body 2#
S8 SR A
error_code String EIRg
=MSE: 8
BAKE: 36
error_msg String EiRiEA
BIMSE: 2
BRAKE: 512
=Rl
7
I piz 7451
KES6G: 400
BEEBIRER
{
"error_code" : "COC.00040701",
"error_msg" : "error_msg"
}
REB
RESHL iR
200 B2 uuid
400 BEERER
NHShRA 2.0 IRIERE © L ATITERAGIRAT 24
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SiEH

APl &%& 4 API
HIRD
B EIRE .
4.2.4 (3 BIA
ThEeN 48
IESEWIA: BENMIA REMS: WAZIR: B—HEHPT, HASMAEEE,
BRAFHANTFR, IFP+FEAHF+ % . HARBRAKL40961MFRFF, B
SHIMHRZ201 . AR RR25610F/F. BINSHISHER 64125,
AXFFEHF+ TR BISHRVUERK10241MFRF, ENFRALIT: A((?L
{2 ))[a-zA-Z0-9_-/.|x202:",=+@[{J}])$ . 1ERHIAMREHFMAN, FIENLZF, &
EEIREEFILA, EigEit
URI
PUT /v1/job/scripts/{script_uuid}
E 418 BESH
2% =% ST ik
script_uuid = String fEiARuuid
BAMKE: 1
BRAKE: 25
RS
% 4-19 153K Body &%
2% BRI SR fiEid
description = String AR
BMEE: 1
BRAKE: 256
content = String HARS
BIVMEE: 1
BAKE: 4096
properties B ScriptPropert | XS54 : LOW; HIGH;
iesModel MEDIUM; Bt A R2HHEL
object
SCASHRAS 2.0 IRBFRE © AT BRABRAT 25
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ZIEEI
AP &%

4 API

SH

SHERE

%

=
=
script_params | &

Array of
ScriptParam
Define
objects

HANS
HBKE:

2K 4-20 ScriptPropertiesModel

2% ERWIE

SHER

%S

risk_level =

String

XS4 LOW:{EXEE
MEDIUM:FXIBE HIGH: S XIBE

wEE:
e LOW
e MEDIUM
e HIGH

i

version

String

RIARRAS
BRAMKE: 1
RXKE: 10

iy

reviewers

Array of
Reviewerlnfo
objects

HitA, FESAFTESHI
HAKE: 0-5

iy

protocol

String

EHEEEEMY, BT @0
A DEFAULT: ERIA SMS: 48
S EMAIL: HR{4 DING_TALK:
£T%T WE_LINK: welink
WECHAT:${= CALLNOTIFY:
iE= NOT_TO_NOTIFY: Fi@
g3l

WEE:

e DEFAULT

e SMS

e EMAIL

e DING_TALK

e WE_LINK

o WECHAT

e CALLNOTIFY

e NOT_TO_NOTIFY

SRR 2.0
(2024-07-04)
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AP &% 4 AP

£ 4-21 Reviewerlnfo

2% =Rk SR A
reviewer_nam | £ String Bt AZIR (IAMEBRFRE)
€ RIMRE: 1
RAKE: 64
reviewer_id =2 String gEHtAID (IAMARFId)
=B2I<E: 0
BRAKE: 32

& 4-22 ScriptParamDefine

S8 BBk SR ik
param_name | 2 String SHBR: RAFEX. #H=F.
TR
BRIMRE: 1
RAKE: 64
param_value |2 String SHEOANE
=2M<E: 0
BAXEE: 1024
param_descri | 2 String SEEIA
ption B/MRE: 0
BAEE: 256
param_order | 2 Integer SHInFE, MFHGE, FRIREE
=ME: 1
mAE: 20
sensitive = Boolean =EENESE
)25
RSB/ 400
% 4-23 I Body £2#§
S8 SR A
error_code String RS

=MSE: 8
BRAKE: 36

SASHRA 2.0 RIS © AT ERABRAT 27
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4 API

iERBI

g Rz7~51

T

HRI=0

SH

SHRE g

error_msg

String SRR
BNMNE: 2
BAEKE: 512

https://coc.myhuaweicloud.com/v1/job/scripts/SC2023110211155901a700000

{

"type" : "SHELL",
"content" : "echo ${a}",
"name" : "019101112",
"description" : "{&2¢",

"properties" : {

"risk_level" : "HIGH",
"version" : "1.1.1",
"reviewers" : [ ]

}

"script_params" : [ {

"param_name" : "a",
"param_value" : "string",
"param_description" : "string",
"param_order" : 1,

"sensitive" : true

]

RSF5: 200

A uuid
{

"data" : "SC2023110211155901a787af4"

}

WK&6G: 400

{

"error_code" : "COC.00040701",

n.on

"error_msg" : "error_msg"

}

RSES

1k

200

Bz uuid

400

BEERER

52 SR .

SRR 2.0
(2024-07-04)
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APl &%

4 API

4.2.5 FREN B E X B ARFIE

ThEENA
IREVHIAIERS L9REM: RetEIBEEXHARFE
URI
GET /v1/job/scripts/{script_uuid}
& 4-24 IRIZSH
2¥ =A% ST ik
script_uuid = String FEIZARUUID
IERSH
7
V=254
WRE: 200
2 4-25 Wiy Body 2#
2% e el fHiA
script_uuid String AR uuid
BME: 1
RAKE: 25
name String FIARZFR
BIME: 1
AKE: 64
version String IARRRAS L95RE FHAERR, ABINER
BIME: 1
BAKE: 16
description String R EA
=BME: 1
RAKE: 256
SCASHRAS 2.0 IRBFRE © AT BRABRAT 29
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SiEdEI)
APl &%&

4 API

SHRE

g

String

BIZANSEEY SHELL:shellfiZx,
N, BAT:BatiK,

zE:

e SHELL
e PYTHON
e BAT

PYTHON:Pythonfi)

content

String

HARS
RAMKE: 1
BAKE: 4096

script_params

Array of
ScriptParam
Define
objects

HANS
HEKE:

status

String

BIAIAZS PENDING_APPROVE:#58Eilt
APPROVED: IFE ( Ea#ti@id ) REJECTED: 3
B (EEHEA, BXENZHIA )

zE:

e PENDING_APPROVE
e APPROVED

e REJECTED

gmt_created

Long

BRI
B&/IME: 1
BA(E: 9223372036854775807

gmt_modified

Long

ERER]LE]
=/IME: 1
EA{E: 9223372036854775807

creator

String

BIEA
RAMKE: 1
RAKE: 64

creator_id

String

Bz Ald
RAMKE: 1
BRAKE: 32

operator

String

ED'IN
RAMKE: 1
RAKE: 32

SRR 2.0
(2024-07-04)
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APl &% 4 API
2H SRR iR
properties ScriptPropert | BIAARES : XSS SHrisk_level(BUESEE: LOW/
iesModel MEDIUM/HIGH) . it Areviewer. BIZASf#TEES
object interpreterss
2R 4-26 ScriptParamDefine
B8H SR faR
param_name | String SHEM: AFRX. #HF. T
BMSE: 1
RAKE: 64
param_value | String SHEINE
=ME: 0
BRAEKE: 1024
param_descri | String SEER
ption B/IMEE: 0
RAKE: 256
param_order | Integer SHRF, M1FHE, RIFESL
=B/ME: 1
BRAE: 20
sensitive Boolean EEEHEESE
2R 4-27 ScriptPropertiesModel
2% SHRT R
risk_level String XFEZER: LOWAEXEE MEDIUM:ARXEE HIGH: &
JX.B&
KZME:
e LOW
e MEDIUM
e HIGH
version String RIRIRAS
BME: 1
RAKE: 10
reviewers Array of BN, NEEAEEEHR
Reviewerlnfo HIEKE: 0-5
objects
XHEhRA 2.0 RN © LARITBIRABREAT 31
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APl &% 4 API
28 SR A
protocol String BEEEEAMY, BT @*NEiHt A DEFAULT:
2N SMS: 45{= EMAIL: HB/4 DING_TALK: £T
£7 WE_LINK: welink WECHAT:#41=
CALLNOTIFY: = NOT_TO _NOTIFY: A@B4#N0
MEME:
e DEFAULT
e SMS
e EMAIL
e DING_TALK
e WE_LINK
o WECHAT
o CALLNOTIFY
e NOT _TO_NOTIFY
£ 4-28 Reviewerlnfo
S8 SR A
reviewer_nam | String EHAZTR (IAMERS)
€ BIMEE: 1
BAKE: 64
reviewer_id String it AID (IAMAFId)
=RIMKE: 0
BRAKE: 32
BRI
7
I iz~ 51
7
RS
RSB )%
200 SR ENESH
NHShRA 2.0 IRIERE © L ATITERAGIRAT 32
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AP &%

4 API

tHI=0

52 EIRE .

4.2.6 HITEEN A
)

ThaEN A

HATHIA

BIANS. EBEdE. FITHAR. BEZR MAANSZEF201 . RIX T RAWIERSZE
2007, BXHADXABHEERA10T . SRAHUXEE204L. HAmERNESER

EHTFIMB,
URI
POST /v1/job/scripts/{script_uuid}
xR 4-29 B2
2¥ =AWk SHEER R
script_uuid =2 String BIZRUUID
BkSH
# 4-30 753k Body &%
28 BRI SR ik
execute_para | =2 ScriptExecute | HIAHITESEL
m Param object
execute_batch | 2 Array of BFrsLHIoHEE
es Executelnsta
ncesBatchInf
o objects
2 4-31 ScriptExecuteParam
28 BRI SR ik
resourceful =2 Boolean EEERBEZR, trueXr=-i=
IR, falseRr=IR
timeout 2 Integer AERTRTE, BBf: ¥, BECE
&%, 5 < timeout < 1800
=/ME: 5
BX{E: 1800
NHShRA 2.0 IRIERE © L ATITERAGIRAT 33
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AP &% 4 AP

SH ERWIE SHERE %

success_rate | 2 Double BINER, SFINSEE—
=BIME: 1
=XE: 100

ali

execute_user String BIASITEREP, f0: root
B2IVEE: 1

ERAKE: 32

iy

script_params Array of HANSFIE
ScriptExecute
InputParam

objects

& 4-32 ScriptExecutelnputParam

2H ERUWIE SHEE ik

param_name | 2 String IARNSRIBIR EA— A,
SHEFEE

BIVEE: 1

RKKE: 64

String HANSE

=B2I<E: 0

BAEE: 1024

KEME:

o AN((PN\{2

e })[a-zA-Z0-9_\-\/\.\x20\?:"
o =+@\\\[\{\1\}])*$

Integer SHINREF, MIFHE, (RIFEES
=IME: 1
=AE: 20

ali

param_value

i

param_order

2 4-33 ExecutelnstancesBatchinfo

S8 =AW SHER A

batch_index | £ Integer xRS, MI1FFR, FIRK:
=AE

=IME: 1

B=XE: 20

SCASHRAS 2.0 IRBFRE © AT BRABRAT 34
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APl &% 4 API
2% mEwI% SR fiEid
target_instanc | @ Array of BiroaslE
es ExecuteReso HEKE: 1-10

urcelnstance
objects
rotation_strat | & String HS RS
€9y WEE:
e CONTINUE
e PAUSE
2 4-34 ExecuteResourcelnstance
2% mEWI% SR HiEid
resource_id 2 String ecs=hREZERID
BMEE: 1
BRAKE: 64
agent_sn = String UniAgent_sn
BIVMEE: 1
BRAKE: 32
project_id = String ImBId
BAMKE: 1
BRAKE: 32
region_id = String &35 2EFR/Eregion
BMEE: 1
BRAKE: 32

N S S 4L
K&\ 204
K 4-35 Wiy Body 2
2¥ SR A
error_code String EIRg

BIM<E: 8
FAKE: 36
SCASHRAS 2.0 IRBFRE © AT BRABRAT 35
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2% SR fik
error_msg String HEiRfAR

BNMNE: 2
BRAEKE: 512
== —

=Rl

https://coc.myhuawei.com/v1/job/scripts/{script_uuid}
{
"execute_param" : {
"timeout" : 300,
"execute_user" : "root",
"success_rate" : "100.0",
"script_params" : [ {
"param_name" : "a",
"param_value" : "key1",
"param_order" : 1
1]
1
"execute_batches" : [ {
"batch_index" : 1,
"rotation_strategy" : "CONTINUE",
"target_instances" : [ {
"resource_id" : "resource_id",
"agent_sn" : "agent_sn",
"agent_status" : "ONLINE",
"region_id" : "cn-north-7",
"project_id" : "project_id"
1]
1]
}
M Rz 751
RS 200
execute_uuid
{
"data" : "SCT2023083109562601af694bf"
}
RE&E: 204
{
"error_code" : "COC.00040701",
"error_msg" : "error_msg"
}

RS
RS A
200 execute_uuid
204 BEREER

SCASHRAS 2.0 IRBFRE © AT BRABRAT 36
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=3
52 LEIRB.

4.3 HARTER
431 BETRHATREEREE

INREN4A
BT BEAEE ITEE. JITEIR. BB A . CIEERYE. LSRATE. BTk
S RE (HIARd, HAs, HTHASEH, THP, BT, RIhESE )
FRERMES LB B ERES PR A Ekey
URI
GET /v1/job/script/orders/{execute_uuid}
*4-36 BIESH
BH =AWk SR faR
execute_uuid | 2 String RIARTEa9h1TId, BXR
executeJobScriptFll
ListJobScriptOrdersiR[El{AH
BIVEE: 1
RAKE: 26
IBRESH
%
)
RS/ 200
%= 4-37 IR Body £%4
84 SHER faR
execute_uuid | String HfTuuid
gmt_created | Long HATRIEERTE)
gmt_finished | Long MAIT5ERKATE)
execute_costs | Long MiTHEERY, Bfu: ¥
creator String BUEA
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2% SRR fik
status String PITIRES
KZME:
e READY
e PROCESSING
e ERROR
e PAUSED
e CANCELED
e FINISHED
e ROLLBACKED
properties JobScriptOrd | El%: HIARId, BIAE, BITHASE, HiTH
erinfoProp P, SRR, AIhEREE. HariTitiRindex
object =3
2k 4-38 JobScriptOrderinfoProp
8% e el ik
script_uuid String AR uuid
script_name | Long FIARZFR
script_version | Long Ak ASuuid
_uuid
script_version | String Ak A2
_name
current_execu | Integer LEiITHERiIndex
te_batch_inde
X
execute_para | ScriptExecute | HFIfTHIASE, BITHF, BRI, RINEE
m Param object | B
2 4-39 ScriptExecuteParam
8% e et ik
resourceful Boolean BEREZMR, trueRR-AZIR, falseRR~ZR
timeout Integer TEATRTEl, B ¥, BUEEERFE, 5<
timeout < 1800
&/IME: 5
RAE: 1800
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SH SHRE g

success_rate | Double BINR, SFINEEF—
=ME: 1
BAE: 100

execute_user | String BIARITRAF, 0 root
RIME: 1
RAKE: 32

script_params | Array of HIARNSSI%
ScriptExecute
InputParam
objects

2k 4-40 ScriptExecutelnputParam

2 SR A
param_name | String HANSRIZTR EB— AR, SHETEEE

RAMKE: 1
RAKE: 64

param_value | String HIANSRIE

BM<E: 0

BRAIKE: 1024

KZME:

o AN(PN\{2

e }[a-zA-Z0-9 \-\/\.\x20\?:"
o =+@\\\[\{\I\}])*$

param_order | Integer SHIRFE, MFFHE, RisEs:
=/AME: 1
RAE: 20
=8
y
il iz 73~ 451
KEB/: 200
MITEARER
{
"data" : {
"execute_uuid" : "SCT2023102217147 3XXXXXXXXXX",
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"gmt_created" : 1697946452186,
"gmt_finished" : 1697946763469,
"execute_costs" : 311282,
"creator" : "Xxxxxxxxxxxcontainer1",
"status" : "CANCELED",
"properties" : {
"script_uuid" : "SC2023101717XXXXXXXXXXXXX",
"script_name" : "Xjptxxxxxxxx",
"current_execute_batch_index" : 1,
"execute_param" : {
"resourceful" : true,
"timeout" : 300,
"execute_user" : "root",
"success_rate" : 100,
"script_params" : [ ]
T
"script_source" : "CUSTOM_SCRIPT"
}
}
}
KB
RSB iR
200 HATEREE
=
BEESEIRE
— \
4.3.2 RRRFIZE
ThEeN 4R
&Hif: #RFIZE IR[E]: #ERindex. #UXIREE
URI
GET /v1/job/script/orders/{execute_uuid}/batches
xF 44 BRBY
8% BE W% SRR fHik
execute_uuid | 2 String AT BEa9h1TId, BXB
executeJobScriptfQl
ListlobScriptOrdersig El{A
BMEE: 1
RAKE: 26
1BRBH
7
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R3S
K& 200
% 4-42 I Body 2%
B8H SHERR U
[#14B75E] Array of A1
JobScriptBatc
hListModel
objects
2k 4-43 JobScriptBatchListModel
2% SHEE iR
batch_index Integer ftxZ=s|, M1FFEE
total_instance | Integer HOR BT a3 E
S
rotation_strat | String ES R ERA
egy KEME:
o CONTINUE
o PAUSE
properties String HERFRES -
=GNl
7
M iz 7~ A5
7
RS
RS iR
200 #HoRFIZE
HELE]
BESIEIRB.
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4 API

4.3.3 ET*W“*IL:\—Eﬁ_{n:u\

INREN4A
&Hif: LHRSFHIHER
URI
GET /v1/job/script/orders/{execute_uuid}/statistics
= 4-44 BIEBY
2¥ BRIk SR ik
execute_uuid | 2 String AT Ea9h1TId, BXB
executeJobScriptfQl
ListJobScriptOrdersix[al{A e
Hﬁlj\kg: 1
BRAKE: 26
IBRESH
x
RS E
RSB 200
2K 4-45 W7 Body 2
B8H SR faR
total_instance | Integer SIS
execute_statis | Array of BMRE— N count, BEEICFIZIREHNSHE,
tics ExectuionSta | AR B EIZIASHINIRTIZE
tistic objects
2R 4-46 ExectuionStatistic
8% SHER fER
instance_statu | String PITEHRS
s
instance_coun | Integer ZARS T HITERIN L
t
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28 SR A
batch_indexes | Array of IZIRE T HERindex3IZR
integers

iERpl

e Rz 73~ 5 )
REF: 200

{
"data" : {

"total_instance" : 1,

"execute_statistics" : [ {
"instance_status" : "READY",
"instance_count" : 0,
"batch_indexes" : [ ]

W
"instance_status" : "PROCESSING",
"instance_count" : 0,
"batch_indexes" : [ ]

W
"instance_status" : "ABNORMAL",
"instance_count" : 0,
"batch_indexes" : [ ]

W
"instance_status" : "CANCELED",
"instance_count" : 1,
"batch_indexes" : [ 1]

W
"instance_status" : "FINISHED",
"instance_count" : 0,
"batch_indexes" : [ ]

1]

}
}

T

K& fiEig
200 SEHPRESHIHER

52 ARG .

4.3.4 BRIbRES

TRENR
B HORES, DTFEURRIOSLAZIR. SRR DAY
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URI

IERSH

GET /v1/job/script/orders/{execute_uuid}/batches/{batch_index}

% 4-47 BIRSH

2H

Rk

SHER

%S

batch_index

i

Integer

#tyRindex
=/ME: 1
B=XE: 20

execute_uuid

ali

String

AT 2a4TId, BYR
executeJobScriptFll

ListJobScriptOrdersiR[E]{&
BIVEE: 1
BRAIKE: 26

K 4-48 Query 2%

24

SHER

1)

status

=B V8
=Rk
A

String

SEEHITIAZS READY: £3A1T
PROCESSING: #{T7dn
ABNORMAL: B
CANCELED: ESEUH
FINISHED: REIfb

SR

e READY
PROCESSING
ABNORMAL
CANCELED
FINISHED

limit

i

Integer

gﬁ%ﬁﬁi BRREICRMER
!

B&/AME: 1

EAfE: 50

marker

i

Long

PREH: T—REEFE—MCH
id

=/IME: 0

B A(E: 2147483647

SRR 2.0
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Nl fiz 22
RS 200
2 4-49 uiZ Body 2#
28 SR A
batch_index Integer #RZSl, M1FE
total_instance | Integer HOXAATEIFIZE
S
execute_insta | Array of WITLHIZIZR, PR
nces Exectioninsta
nceModel
objects
2% 4-50 ExectionInstanceModel
2 SR R
id Long F##id
target_instanc | Resourcelnst | E#RSCAH
e ance object
gmt_created | Long k=R
gmt_finished | Long SSRkHTIE]
execute_costs | Long FEATASE), SB{LFD
status String SLAHIMATIRES
WEME:
e READY
o PROCESSING
e ABNORMAL
o CANCELED
e FINISHED
e ROLLBACKED
message String IHITEE
2£ 4-51 Resourcelnstance
S8 SR A
resource_id String ecsXIRAYEHid
XAGRRZS 2.0 IR © EATIHERARERAT 45
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2H SR iR
agent_sn String agentZNEid
agent_status | String agentWENRZE
properties Resourcelnst | EHKINNEM:
anceProp
object
2K 4-52 ResourcelnstanceProp
2H SR it
host_name String FHNE RRRLE: KE
fixed_ip String MMip RiREG: 180, KE
floating_ip String sEEARIp KRE: B, KE
region_id String Xig Kih: KE
zone_id String AKX
application String CMDBRZF, CMDBNFEIEABHE. RIUSTE
HI=IRSS
group String CMDB%4H, CMDBNFWIEIABE. RIUSHE
mEfIschema
project_id String S5IRY project_id
TEHRE, BE KRERKE
(=Pl
7o
) aa ]
RSB 200
R[BlZ5
{
"data" : {
"batch_index" : 1,
"total_instances" : 1,
"execute_instances" : [ {
"id" : 1588,
"target_instance" : {
"resource_id" : "resource_id",
"agent_sn" : "agent_sn",
"agent_status" : null,
"region_id" : null,
"project_id" : null,
"properties" : {
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"host_name" : "host_name",
"fixed_ip" : "x.x.x.x",
"floating_ip" : null,
"region_id" : "cn-north-7",
"zone_id" : "cn-north-7c",
"application" : null,
"group" : null,
"project_id" : null
) }
"'gmt_created" : 1697946452436,
"gmt_finished" : 1697946763467,
"execute_costs" : 311031,
"status" : "CANCELED",
"message" : "Script execution result"
1]
}
}
N
RSB ik
200 IR[EIER
S
BESIEIRB.
4.3.5 BRI R5IE
TheeN 4R
EWRLTHIIR, DREW TG CERETE, CEEREER. QA RE:
id. BIARBIR, Xig. GIEA. BIEEAYE. SRATE. SHERT. K&
URI
GET /v1/job/script/orders
Z 4-53 Query 2%
8H BRI SRR ik
limit & Integer PRESE
=/ME: 1
BRAXE: 100
marker & Long PNRESH
=IME: 1
BARE: 2147483647
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2 BRI SR i)
start_time & Long elFEL I EIPR 8,
=BIME: 1
BRAX(E: 2147483647
end_time & Long ElfELNEREES
=/ME: 1
BRAX(E: 2147483647
creator & String BUEA
BIVEE: 1
BRAKE: 64
status & String T Bk READY: 11T
PROCESSING: #1174
ABNORMAL: && PAUSED:
#5{= CANCELED: BEGH
FINISHED: FgIf
K=E:
e READY
o PROCESSING
e ABNORMAL
e PAUSED
o CANCELED
e FINISHED
5kSH
7
R3S
KEEE: 200
% 4-54 IR Body &%
2% SR R
total Long B
data JobScriptOrd | EETREESIER
erListModel
object
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2K 4-55 JobScriptOrderListModel
2H SRR iR
order_id Long F#id, XIMjob_order_doRyF#E
=/ME: 1
RAfE: 9223372036854775807
order_name String TEHEEFR
RAMKE: 1
RAKE: 64
execute_uuid | String FRBKEEENFBRT, BiXuuid, XIR
execute_data_dofYexecute_uuid
gmt_created | Long ElFEL R
gmt_finished | Long SSRkHTE]
execute_costs | Long WiTHEERY, B B
creator String BUEA
status String TERE
ESER
e READY
e PROCESSING
e ABNORMAL
e PAUSED
o CANCELED
e FINISHED
properties JobScriptord | 7% XiGEEE
erListProp
object
2R 4-56 JobScriptOrderListProp
2¥ SRR it
region_ids String CMDBRRSZEAIXEid, ATREESA
=GNl
7
I Rz~
&G 200
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WATH REUE
{
"data": {
"total": 222,
"data": [
{
"order_id": 74,
"order_name": "071201",
"execute_uuid": "SCT2023072420TXXXXXXXXXXXX",
"gmt_created": 1690200829451,
"gmt_finished": 1690200850293,
"execute_costs": 20842,
"creator": "xxxxxxxxxxxcontainer1",
"status": "CANCELED",
"properties": {
"region_ids": "cn-north-7"
}
I
{
"order_id": 73,
"order_name": "071201",
"execute_uuid": "SCT202307247 TXXXXXXXXXXXXX",
"gmt_created": 1690168434460,
"gmt_finished": 1690168443277,
"execute_costs": 8817,
"creator": "xxxxxxxxxxxcontainer1",
"status": "FINISHED",
"properties": {
"region_ids": "cn-north-7"
}
I
{
"order_id": xx,
"order_name": "xxx",
"execute_uuid": "SCT202307221718TXXXXXXXXXX",
"gmt_created": 1690017490247,
"gmt_finished": null,
"execute_costs": null,
"creator": "xxxxxxxxxxxcontainer1",
"status": "ABNORMAL",
"properties": {
"region_ids": "cn-north-7"
}
I
{
"order_id": 71,
"order_name": "patch_730",
"execute_uuid": "SCT202307 1971 5XXXXXXXXXXXXX",
"gmt_created": 1689753553241,
"gmt_finished": 1689753579363,
"execute_costs": 26122,
"creator": "xxxxxxxxxxxcontainer1",
"status": "FINISHED",
"properties": {
"region_ids": "cn-north-7"
}
I
{
"order_id": 70,
"order_name": "111",
"execute_uuid": "SCT2023071975XXXXXXXXXXXXX",
"gmt_created": 1689751168547,
"gmt_finished": null,
"execute_costs": null,
"creator": "xxxxxxxxxxxcontainer1",
"status": "ABNORMAL",
"properties": {
"region_ids": "cn-north-7"
}
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}
1
}
}
RS
RSB ik
200 HATH TUEE
TES
BESIEIRB.
4.3.6 {R{ERHIA T
IheeNA
IRVEREY: BUBESCI. BRSHtR. BUEEAN TR, GEENTR, RER/ TR
URI
PUT /v1/job/script/orders/{execute_uuid}/operation
* 4-57 BEBY
BH W% SRR R
execute_uuid | 2 String RIARTEa917Id, BXR
executeJobScriptFll
ListJobScriptOrdersiR[El{AH
BIVEE: 1
RAKE: 26
1BREH
% 4-58 153K Body &%
el =A%k ST (i35
batch_index | & Integer & FHERIRERT
=ME: 1
=AE: 20
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2 BRI SR i)
instance_id & Long & SoRERT JE
script_execute_instance_do=
iD, BEMEFE
=BIME: 1
=AE:
9223372036854775807
operation_typ | & String 1REZEEY: BGHSCAI. Bhiddt
e R, BUEEANT R, 881 T
B, REBANTE
CANCEL_INSTANCE: BGEsC{5!
SKIP_BATCH: Bkidittix
CANCEL_ORDER: EYEZEANT
B3 PAUSE_ORDER: H{E&# /1T
B8 CONTINUE_ORDER: %45
AT
K=HE:
e CANCEL_INSTANCE
e SKIP_BATCH
e CANCEL_ORDER
e PAUSE_ORDER
e CONTINUE_ORDER
D)VE254
7
BTGl
{
"batch_index" : "1",
"instance_id" : 383,
"operation_type" : "RETRY_INSTANCE"
}
M Rz~
7
REB
RSB iR
200 execution_uuid
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ZPS

4.4.1 HSHSIE

4.4.1.1 BlEESHE

IR 4R
ellEEatsd

URI

POST /v1/external/incident/create

& 4-59 153k Body 2#{

2% ERWIE SHER

%S

region “® Array of

strings

XiFCode, WNRBPHIEC
WarRoomlhwAiE, MER
F

BIV<E: 0

BAEE: 255

HAEKE: 0-1

iy

enterprise_pro Array of
ject strings

®AIREID, HEiRZFAN
=B2I<E: 0

BXKE: 255

HAKE: 0-1

i

current_cloud Array of
_service strings

JFENAEID, HERRsEFITD
BME: 0

BAKE: 255

HBKE: 0-1

String

ali

incident_level

EHRR 2% KEE SHE5)

incident_level
BME: 0
BAKE: 255

SRR 2.0
(2024-07-04)
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SH

SHERE

%

is_service_inte
rrupt

i

Boolean

WSEEHRT, BUE: true/
false

KzME:
e true
e false

incident_type

Fali

String

EHER F: 15 HH3ER
incident_type

=IMKE: 0
BKEKE: 255

incident_title

i

String

FHrl, &RAIKE: 200
BAMKE: 0

mAKE: 200

incident_descr
iption

ali

String

B, fRRKE:
=IMKE: 0
BAKE: 600

600

incident_sourc
e

il

String

BIEKE &% & SHXKE
incident_source

BI<E: 0

RAKE: 255

incident_assig
nee

iy

Array of
strings

=EA, AHBZSAIAE
(HHBASIHH A RIERE
BN ) FREERTAZT, DIUERE

—

BME: 0
BAKE: 255
HEKE: 0-1

assignee_scen
e

iy

String

HEM7=, HEHZSARIAE

(HHHASHE A RIERE
BN ) FREEIATA, DIUERE
— M ERIMKE: 0

ERAKE: 255

assignee_role

iy

String

HHiRe, KNS
RIMKE: 0
BAKE: 255

creator

ali

String

BUEEA
=IMKE: 0
BXKE: 255

SRR 2.0
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A EE
incident_assignee ( &={FA ) Flassignee_scene ( HEFHZS ) . assignee_role ( HEHE
At ) VIEBHEFP—, IIREE Tincident_assignee, aJARFIiESassignee_scene
#lassignee_role, assignee_scenefassignee_role2IR4BE—EHY -
Nl fiz 228
RE&RG: 200
2 4-60 L7 Body 2%
¥ SR R
provider_code | String IRSZHRR
TRE(E: 049
=ME: 3
BRXAIEE: 100000000
error_code String BEKRIEACES, SBE: 0000~9999, I1FEATEX
#: 0
fR&{E: GOM.00000000
BIMEE: 1
BRXAEE: 100000000
error_msg String 15K RHEA
BIM<E: 0
BAEE: 100000000
data CreateExtern | data
allncidentRes
ponseData
object
2 4-61 CreateExternallncidentResponseData
2% SHER U
incident_num | String FHEes
=RIM<E: 0
BAKEE: 255
RERG: 400
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K 4-62 WLy Body 2
2% ST RER
provider_code | String ARSSIRR
REE: 049
=MSE: 3
BAEKE: 100000000
error_code String ERIINACHS, SEE: 0000~9999, IFEATEX
#: 0
fR&{E: GOM.00000000
BIME: 1
HAKE: 100000000
error_msg String 153K N R AR
=BIMEE: 0
BAKE: 100000000
\i\ —
=GNl
GET https://IP:PORT/v1/external/incident/create
Request Headers:
Content-Type: application/json
X-Auth-Token: MI******ghkgB
Request Body:
"region": [
"cn-southwest-252"
1
"enterprise_project": [
"ab080d9f-6b97-4e73-8679-b6d76057f274"
1
"current_cloud_service": [
"65659ae2f42bf80e5f3f0635"
1
"incident_level": "level 50",
"is_service_interrupt": "true",
"incident_type": "inc_type_p_security_issues",
"incident_title": "JUi{AYEIES10001",
"incident_description": "MiXATiEIE2 S10001",
"incident_source": "incident_source_manual”,
"incident_assignee": ["7da46971b7e24eed90cf777cc2ff8b91"],
"creator": "7da46971b7e24eed90cf777cc2ff8b91",
"assignee_scene": "",
"assignee_role": ""
}
M Rz~
{
"provider_code": "049",
"error_code": "GOM.00000000",
"error_msg": null,
"data": {
"incident_num": "IM202403221515060171753781"
}
}
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4.4.1.2 SFHHEHR

TORENA

ZHEE M

URI
POST /v1/external/incident/handle
& S, EXBRAER, RIFERIEURI—EL,

IERSH

7 4-63 53K Body 2
¥ 2ERI% SRR 205

incident_ num | 2 String sHes, R~
IM20240318132203017804260
8

BME: 0

RAKE: 255

String BRIEANID, fI:
00909e0a9c0a49a1b5e1c3eac

362e3d7, BJLATE [ ERtECE ]
[ AREIE ] f&EHF

=2I<E: 0
BRAKE: 255

String RIERE, BEE(E:
acceptedincident1

=IMKE: 0
BEAKE: 255
EEEE:

Map<String,0 | A2, SEBE&ESH, ETWH
bject> EMERDAT

]

operator

i

operate_key

iy

parameter

=
REB/: 200
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K 4-64 uLy Body 2
¥ SRR iR
provider_code | String ARSSTRIR
REE: 049
BM<E: 3
BAXIE: 100000000
error_code String ERIINALHS, SBE: 0000~9999, IFFEATEX
fg: 0
FR&1E: GOM.00000000
BIME: 1
BAXIE: 100000000
error_msg String =R IR U
BM<E: 0
BAKE: 100000000
RSB/ 400
7 4-65 IR Body 24
2% SR R
provider_code | String ARSSIRIR
TREE: 049
BM<E: 3
BAKE: 100000000
error_code String BERIACES, SBE: 0000~9999, IEEATEN
#: 0
FRE{E: GOM.00000000
RIMSE: 1
BAIEE: 100000000
error_msg String IERREVEES
BM<E: 0
BRXIE: 100000000
=Rl
POST https://IP:PORT/v1/external/incident/handle
Request Headers:
Content-Type: application/json
X-Auth-Token: MI*++ghkgB
Request Body:
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incident_num":"IM202403221515060171753781",
operator":"7da46971b7e24eed90cf777cc2ff8b91",
"operate_key":"acceptedIncident1",
"parameter":{}
}
I 7~ 5
{
"provider_code": "049",
"error_code": "GOM.00000000",
"error_msg": null,
"data": null
}
RSB
RS A
200 response
400 Error response
IR
RS fER
The field[operate_key] | operate_keyFc&&
value[acceptedIncident
111] invalid
incidentNum size must | incident_num #28{<
be between 0 and 255
4.4.1.3 IBRXEHRBRHE
IeeN4A
HandleCocIncident {hEEE{4ea
URI
POST /v1/external/incident/handle
g T, EXBEBE, KIEERIFURI—E,
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IERSH

N Rz S4L

7 4-66 53k Body 2%

2¥ =A% ST ik
incident_num | 2 String E=tlg=cR=
=2I<E: 0
BAKE: 255
operator = String #=IEAID
BMEE: 0
BRAKE: 255
operate_key |2 String EREZREY, BYE:
commitSolution1
=2I<E: 0
BRAKE: 255
ElIEBUE:
parameter 2 Map<String,0 | A&
bject>
parametermt | 2 String 4351
m_type B 2 HAR
incident_type
parameter.is_s | = Boolean W25, BYE: true/
ervice_interru false
pt
parameter.cau | &= String BEE, &XKE: 10000
se
parametersol | 2 String BRAZE, FAKE: 10000
ution
KEE: 200
K 4-67 WLy Body 2
2% SR RR
provider_code | String ARSSIRIR
TREE: 049

=RIMKE: 3

BXEE: 100000000

SRR 2.0
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2% SR fik
error_code String I5KIINALCES, SEBEl: 0000~9999, IEFEARTEX
B: 0
fR&{E: GOM.00000000 5Kk
BME: 1
BAXEKE: 100000000
error_msg String 15K REA
=NME: 0
RAKE: 100000000
K& 400
X 4-68 gL Body 2#
8% SR ik
provider_code | String ARSSHIRIR
ThE{E: 049
=BIMSE: 3
RAKE: 100000000
error_code String BEKRIEACEE, SBE: 0000~9999, 1FEATEX
fB: 0
FR&(E: GOM.00000000, EiR4mA3
BNME: 1
RAKE: 100000000
error_msg String =R IR U
BIM<E: 0
RAKE: 100000000
=
GET https://IP:PORT/v1/external/incident/handle
Request Headers:
Content-Type: application/json
X-Auth-Token: MI*******ghkgB
Request Body:
{
"incident_num":"IM202403221515060171753781",
"operator":"7da46971b7e24eed90cf777cc2ff8b91",
"operate_key":"commitSolution1",
"parameter":{
"mtm_type": "inc_type_p_config_issues",
"is_service_interrupt": true,
"cause": "100001",
"solution": "20001"
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}
}
M Rz~
{
provider_code": "049",
"error_code": "GOM.00000000",
"error_msg": null,
"data": null
}
RS
RS A
200 response
400 Error response
A
.
4.4.1.4 EIFEHIBEER
IHEENA
Cof ==t =2|
URI
POST /v1/external/incident/handle
BFiE: T, EXBRLE, WIFEERIFURI—
I5RESH
#* 4-69 153k Body 2%
24 =% SR R
incident_ num | £ String FHHBs
RIMSE: 0
BRAKE: 255
operator = String #IEAID
=B2M<E: 0
BRAKE: 255
SCASHRAS 2.0 IRBFRE © AT BRABRAT 62

(2024-07-04)



payeayi:3esl

APl &% 4 AP
28 BRI SR ik
operate_key = String E{ESERY, BYE: confirm
=IMKE: 0
BAEE: 255
EEEE:
parameter =2 Map<String,0 | AZ
bject>
parametervirt | 2 Boolean IGUEEEIE, BYE: true (B
ual_confirm_r 1A ) /false
esult
parameter.virt | 2 String ISFRAE, BAKE: 300
ual_confirm_c
omment
V24
REEL: 200
& 4-70 IR Body %4
S8 SR A
provider_code | String ARSSIRIR
TREE: 049
BIM<E: 3
BXIE: 100000000
error_code String BRIBACEE, SBE: 0000~9999, I1F&EATEX
g: 0
ThE{E: GOM.00000000, iEREIN
RAMKE: 1
BAEE: 100000000
error_msg String =R IR U
=RIM<E: 0
BAKE: 100000000
RERG: 400
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4 API

2 4-71 uiZ Body 2

2 S¥R A
provider_code | String ARSSIRIR
fREE: 049

=IMKE: 3
BXEE: 100000000

error_code String BEKRIDFALES, SBE: 0000~9999, IFEAIEY
&: 0
FRE{E: GOM.00000000
=IMKE: 1
BAIE: 100000000
error_msg String IERREVELS

BM<E: 0
BRAEKEE: 100000000

BRI

GET https://IP:PORT/v1/external/incident/handle

Request Headers:
Content-Type: application/json
X-Auth-Token: MI*******ghkgB
{

"operate_key":"confirm",
"parameter":{

"virtual_confirm_result": false,
"virtual_confirm_comment": "13"

}
}

N Rz~

"error_code": "GOM.00000000",
"error_msg": null,
"data": null

NS

REES 1R

200 response

400 Error response

SRR 2.0
(2024-07-04)
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=D
%

4.4.1.5 HROEHBEFE

ab
ThEEN 4B

IRENE R
URI
GET /v1/external/incident/{incident_num}
£ 4-72 IBRSE
2H BRWIE SR fER
incident._ num | & String E4eps
BME: 0
BAKE: 255
BRESH
"
) E=2:5
RSB 200
2 4-73 g Body 2#
85 SHER R
provider_code | String ARSSIRIR
The{E: 049
BIMKE: 3
BRXAIEE: 100000000
error_code String 1EKIINALES, SEBEl: 0000~9999, IEFEARTEX
B:0
fR&{E: GOM.00000000
BME: 1
BRXAIEE: 100000000
error_msg String 15K REA
=BME: 0
BEAKE: 100000000
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SH

SHRE

g

data

IncidentTicke
tinfoRespons
eData object

data

Z 4-74 IncidentTicketInfoResponseData

2%

SHE

R

incident_num

String

E=¥iad=sR=
=RIMKE: 0
BRAKE: 255

region

Array of
strings

XigCode, INEBEIHFEWarRoomUlFgiE,
HEIRZFIN

=IMKE: 0
BAKE: 255
HBKE: 0-1

enterprise_pro
ject

Array of
strings

TWIRBID, HRIRsFHF11
=ME: 0

mAIKE: 255

HAEKE: 0-1

current_cloud
_service

Array of
strings

IAERAID, HEIRZIF1N
=RIMKE: 0

BRAKE: 255

HBKE: 0-1

incident_level

String

EHR5 2% a3 EERFlincident_level
=RIM<E: 0
BRKIKE: 255

is_service_inte
rrupt

Boolean

W 2EHlr, BYE: true/false
MEME:
o true

o false

incident_type

String

SRR 2% K Bkilincident_type
=RAMKE: 0
mAKE: 255

incident_title

String

B, mAKE: 200
BIMSE: 0
=AKE: 200

SRR 2.0
(2024-07-04)
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SH

SHRE g

incident_descr
iption

String 4R, RKRIKE: 600
=BME: 0
BAEKE: 600

incident_sourc
e

String BiEsRE 2% K% E{KiEincident_source

=IM<E: 0
BAKE: 255

incident_assig
nee

Array of =EA

strings 2MEE: 0
BRAKE: 255
HAKE: 0-1

assignee_scen
e

String HiHaS
BIMKE:
RAIKE: 255

o

assignee_role

String HiiAe
RAMKE:
BAKE: 255

o

warroom_id

String warroom_id
=RIM<E: 0
RAIKE: 255

handle_time

Long ERE— IR RS AT a)E;
BME: 1
BAE: 9999999999

status

String IKEKEY, &%F: KZ SHRE
&/MRE: 0
RAKE: 255

create_time

Long SRR E)E
&/IME: 0
BRAE: 999999999

creator

String BIEEA
BIMSE: 0
BAKE: 255

enum_data_lis
t

eLlIES
#4AEE: 0 - 100000000

Array of
TicketinfoEn
umbData
objects

SRR 2.0
(2024-07-04)
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2 4-75 TicketInfoEnumData

2% SHE

ik

filed_key String

FERKEY tRREN=FER
BIM<E: 0
RAKE: 255

enum_key String

MIZEKEY
=RIMKE: 0
BRAKE: 255

name_zh String

X ZFR
=RIM<E: 0
BRAKE: 255

name_en String

RIETR
&/IMRE: 0
RAKE: 255

REHB: 400

% 4-76 N7 Body S¥{

2% SHE

ik

provider_code | String

ARSSHRIR

FRES(E: 049
=RIMSE: 3
BAIEE: 100000000

error_code String

BERIENCES, SEEl: 0000~9999, IFFEARTEY
#: 0

FR&{E: GOM.00000000

RIMSE: 1

BAIEE: 100000000

error_msg String

15K Rz HEIA
=IMKE: 0
BEXIE: 100000000

RSF5: 200

SRR 2.0
(2024-07-04)
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2 4-77 O Body 2
S SRR R
provider_code | String ARSSIRIR
HRE(E: 049
=RIMSE: 3
BAKE: 100000000
error_code String BERIACES, SBE: 0000~9999, IEEATEN
&: 0
The{E: GOM.00000000
RIMSE: 1
BAIE: 100000000
error_msg String IERREVELS
=RIM<E: 0
BRAEKEE: 100000000
data CreateExtern | data
allncidentRes
ponseData
object
£ 4-78 CreateExternallncidentResponseData
¥ SR iR
incident_num | String EHEsS
=NME: 0
BAEKEE: 255
RS 400
= 4-79 IR Body 2%
8 B fitik
provider_code | String IRSZHRR
REE: 049
RIMKE: 3
BAXEEE: 100000000
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2H SR iR
error_code String BRI CES, SEEl: 0000~9999, IEFERTEX
B: 0
fR&{&E: GOM.00000000
mIMKE: 1
BAXEKE: 100000000
error_msg String 15K REA
=NME: 0
BXEE: 100000000
\E —
=R N
GET https://IP:PORT/v1/external/incident/IM2024******Q8
Request Headers:
Content-Type: application/json
X-Auth-Token: MI*******ghkgB
i Rz 73~ 451l
{
"provider_code": "049",
"error_code": "GOM.00000000",
"error_msg": null,
"data": {
"incident_num": "IM202403181322030178042608",
"region": [
1,
"enterprise_project": [
ngn
1,
"current_cloud_service": [
"6470681a31da2a47ed50a919"
1,
"incident_level": "level_50",
"is_service_interrupt": true,
"incident_type": "inc_type_p_function_issues",
"incident_title": "tet",
"incident_description": "25819b46251b46218bf6ad238ddd860c",
"incident_source": "incident_source_manual",
"incident_assignee": [
"25819b46251b46218bf6ad238ddd860c"
1,
"assignee_scene": "",
"assignee_role": "",
"warroom_id": "WR202403181334366050100030",
"handle_time": null,
"status": "INCIDENT_STATUS_ACKNOWLEDGED",
"create_time": 1710739323172,
"creator": "1",
"enum_data_list": [
{
"filed_key": "current_cloud_service_id",
"enum_key": "6470681a31da2a47ed50a919",
"name_zh": "COC",
"name_en": "COC"
I
{
"filed_key": "creator",
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"enum_key": "25819b46251b46218bf6ad238ddd860c",
"name_zh": "coc-cim-user",
"name_en": "coc-cim-user"
i}
{
"filed_key": "level_id",
"enum_key": "level_50",
"name_zh": "P5",
"name_en": "P5"
i}
{
"filed_key": "work_flow_status",
"enum_key": "INCIDENT_STATUS_ACKNOWLEDGED",
"name_zh": "EIE",
"name_en": "ACKNOWLEDGED"
i}
{
"filed_key": "mtm_type",
"enum_key": "inc_type_p_function_issues",
"name_zh": "THAEEIR",
"name_en": "function issues"
i}
{
"filed_key": "source_id",
"enum_key": "incident_source_manual",
"name_zh": "ATBIE",
"name_en": "Manual Creation"
i
{
"filed_key": "assignee",
"enum_key": "25819b46251b46218bf6ad238ddd860c",
"name_zh": "coc-cim-user",
"name_en": "coc-cim-user"
}
1
}
}
RS
RSB R
200 response
400 Error response
H O
==
7
4.4.1.6 HHHEXIEEE
4.4.1.6.1 EHE5
KEY R B vzt i
level 10 P1 P1
level 20 P2 P2
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4.4.1.6.2 H4E3

4 API
level_30 P3 P3
level_40 P4 P4
level 50 P5 P5
KEY R EZTR T B
inc_type_p_security_issues L Security issues
inc_type_p_function_issues InEEERE function issues

inc_type_p_reliability_issues

LRI 3SR

reliability issues

inc_type_p_config_issues BoE(alR config issues
inc_type_p_middleware_issue | Frjal{4aIgR middleware issues
s

inc_type_p_hardware_issues | fE{4a]gR hardware issues

inc_type_p_networking_issue
S

P £ et

networking issues

inc_type_p_shelter_issues DI EIE R shelter issues
inc_type_p_monitoring_issue | Y5f=[algR monitoring issues
s
inc_type_p_consulting_issues | W/$3&ig2% consulting issues
inc_type_p_suppliers_issues VST suppliers issues
inc_type_p_ohter_issues EHity ohter issues
inc_type_p_change_issues T EIR{ER Change operation problem
4.4.1.6.3 BHRIR
KEY FRXZFR TN BZTR
incident_source_manual ANTLGlIEE Manual Creation
incident_source_forwarding Rl Transfer creation
incident_source_alarm S8 alarm
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4.4.1.6.4 HEHERE
status KEY I ZTR TN HBIR
incident_draft =T DRAFT
INCIDENT_STATUS_TRIGGER | k=IE TRIGGERED
ED
INCIDENT_STATUS_ACKNOW | E18 ACKNOWLEDGED
LEDGED
INCIDENT _STATUS REJECTED | ##3X[g] REJECTED
INCIDENT_STATUS_RESOLVE | BfRR#EIGUE RESOLVED
D
INCIDENT_STATUS _COMPLET | 255k COMPLETED
ED
4.4.2 WarRoom
75l WarRoomFl&Ei©WarRoom{E B89
4.4.2.1 €13 Warrom
INEEN A
BIEZWarRoom
URI
POST /v1/external/warrooms
BRkESH
7 4-80 i53K Body 23
2 BARWI%E SR faR
war_room_na | 2 String warroominrgs
me BRAMKE: 1
BAKE: 255
description & String waroomimit
=2IV<E: 0
RAKE: 255
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SH

SHERE

%

region_code_li
st

Array of
strings

Xiid

RIMEE: 1
BRAKE: 255
HAEKE: 0-1000

application_id
_list

ali

Array of
strings

NI R Aid
=RIMSE: 1
BAKE: 255
HAKE: 1-1000

incident_num
ber

i

String

EHgEs
BIMKE: 1
BRAKE: 255

schedule_grou
p

Fali

Array of
ScheduleGro
uplinfo
objects

HEE>¢H
¥BEE: 0-1000

participant

1y

Array of
strings

5%

=RIMKE: 0
BRAKE: 255
HBKE: 0- 1000

war_room_ad
min

]

String

warrooms1E &
RIME: 1
RAKE: 255

application_n
ames

iy

Array of
strings

N FEFRTIZR
=RIMKE: 0
BAKE: 1000
HEKE: 0- 1000

region_names

iy

Array of
strings

regionZFRFIZR
RIME: 0
=BAKE: 1000
HBKE: 0-1000

enterprise_pro
ject_id

ali

String

IR id
BME: 1
BRAKE: 64

SRR 2.0
(2024-07-04)
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2H BRWIE SR fHR
notification_ty | & String SUEEHAB
pe BIMEE: 0

RAKE: 64
HEME:
o WECHAT
e DING_TALK
e LARK
e NULL_GROUP
2 4-81 ScheduleGrouplinfo
84 =AWk SRR R
role_id = String fBtaid
=B2I<E: 0
BAKE: 255
scene_id 2 String =id
BME: 0
RAKE: 255
R E&%
K&mB: 200
% 4-82 I Body £2#f
2H SHEE iR
provider_code | String IRSZHRR
REE: 4
=ME: 3
RAKE: 3
error_code String iEKIMAAAS, SBEl: 0000~9999, IEEHATEX
E: 0
BME: 1
RAKE: 20
error_msg String 15K RHEA
=BNME: 0
BRAEKE: 10240
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2% SRR fik
data String warroom Id
=BME: 0
EmAKE: 255
=
7
MRz~
7
N
N iR
200 pAn] )i
4.4.2.2 Biff WarRoom &
Thee 4
&Hiflwarroom{5E
URI
POST /v1/external/warrooms/list
BRSH
% 4-83 153Kk Body 2%
8% mEWI% SR ik
limit a Long limit
=/ME: 0
=AE: 1000
REE: 0
offset & Long BigH=
=/IME: 0
RAE:
9223372036854775807
REE: 10
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SH

SHERE

%

incident_num

String

EHES BRES
BME: 0
RAKE: 64

title

iy

String

warroomZ iR {EHAEIE
=RIMKE: 0
BAEE: 1000

region_code_li
st

i1y

Array of
strings

Xisf, Lk
B2I<E: 0
RAKE: 200
HEKE: 0- 1000

incident_level
s

iy

Array of
strings

EHR5 Bk
BME: 0
RAKE: 32
HAEKE: 0-1000

impacted_app
lication_ids

i1y

Array of
strings

2 ImRz FHid
=B2I<E: 0
BRAEKEE: 200
#4BI<E: 0- 1000

admin

iy

Array of
strings

warroomEg R
BME: 0
BAEKE: 200
#HAKE: 0- 1000

status

iy

Array of
strings

warroomikz&
=2I<E: 0
BRAKE: 10
#EIKE: 0-100

triggered_star
t_time

iy

Long

REcFFaaRda) FARI30X
&/IME: 0

=XIE:
9223372036854775807

triggered_end
_time

i1y

Long

RIECEERATIE) FOAZRIRTE)
&/IME: 0

EA(E:
9223372036854775807

SRR 2.0
(2024-07-04)
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2 BRI SR i)
occur_start ti | & Long KEFIRATE
me =B/ME: 0
=RAE:
9223372036854775807
occur end ti | & Long RELETRATE
me =B/IME: 0
BAE:
9223372036854775807
recover start_ | & Long IREFFiaRtE)
time =/]ME: 0
BAE:
9223372036854775807
recover end_ti | & Long RS L5RATIE)
me =/JME: 0
BRXE:
9223372036854775807
notification_le | & Array of BRI 5!
vel strings 2NEE: 0
RAKE: 32
HAKE: 0-1000
enterprise_pro | & Array of IIRBid
ject_ids strings ENKE: 0
BRAKE: 64
#HBKE: 0-500
war_room_nu | & String war Room BB S Hiig{$EF
m BIEE: 0
RAKE: 255
statistic_flag | & Boolean BEE%1t false IREIEAR(E
BitrueizORIREIFITHER:
total_num,running_num,closed
_num
Th&{E: false
N R E&E
RSB/ 200
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K 4-84 uLy Body 2#
2% SRR R
provider_code | String ARSSIRIR
HREE: 4
RIMSE: 3
RAKE: 3
error_code String BERIACES, SBE: 0000~9999, IEEATEN
#: 0
BIME: 1
RAKE: 20
error_msg String 5K N R A
BM<E: 0
BAKE: 10240
data data object Mo i 537
& 4-85 data
2% SR R
list Array of warroom{5 8
WarRoomTen #AKE: 0 - 1000
antinfo
objects
total Long B
=IME: 0
BA{E: 9223372036854775807
running_num | Long #HiTHwarroom 2%
=/JME: 0
BA(E: 9223372036854775807
closed_num Long 23X Fwarroomz2%
=/JME: 0
BAE: 9223372036854775807
total_num Long warroom/=#{
=/JME: 0
BA{E: 9223372036854775807
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2 4-86 WarRoomTenantlnfo

2%

SHE

ik

id

String

Ea:cd
=RIMKE: 0
=AKE: 100

title

String

PRk
=IMKE: 0
RAKE: 255

admin

String

WarroomEIE R
RIMKE: 0
RAIKE: 255

recover_mem
ber

Array of
strings

=IMKE: 0
RAIKE: 255
#HAKE: 0-1000

recover_leade
r

Array of
strings

FIRERIEA
RIMKE: 0
BRAKE: 255
HBKE: 0-1000

incident

WarRoomlnci
dent object

=4

source

String

e S
=RIM<E: 0
BEAKE: 255

regions

Array of
regions
objects

#2NIAYRegion
#AKE: 0 - 1000

change_num

String

TERES
=RIMKE: 0
BRAKE: 255

occur_time

Long

FriaRTE
B/IME: 0
BA(E: 9223372036854775807

recover_time

Long

P RS AT E)
fR/IME: 0
ERA{E: 9223372036854775807

SRR 2.0
(2024-07-04)
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SH

SHRE

g

fault_cause

String

LIRS
=BME: 0
BAKE: 255

create_time

Long

I INATIE)
=/ME: 0
=A{E: 9223372036854775807

first_report_ti
me

Long

BEREIRATE
=/IME: 0
B A{E: 9223372036854775807

recovery_notif
ication_time

Long

REEBEIRATIE
=/IME: 0
B X{E: 9223372036854775807

fault_impact

String

EUEEAN
=RIMKE: 0
RAIKE: 255

description

String

warRoomiiR
=RIMKE: 0
RAIKE: 255

circular_level

String

BRI AR XESEERS
=BIMEE: 0
RAKE: 32

war_room_sta
tus

WarRoomEn
umeration
object

warroom JRZS

impacted_app
lication

Array of
impacted_ap
plication
objects

s AR
#HEKE: 0-1000

processing_du
ration

Long

SMEBRHR (928
BR/IME: 0
ERA{E: 9223372036854775807

restoration_d
uration

Long

RERH (95h)
=/JME: 0
B A{E: 9223372036854775807

SRR 2.0
(2024-07-04)
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SH

SHRE

g

war_room_nu
m

String

warroom BB
BIMEE: 0
BRAKE: 255

enterprise_pro
ject_id

String

™I IRBRid
=IM<E: 0
BKIKE: 64

£ 4-87 WarRoomlIncident

2%

SHH

ik

id

String

Ea:cd
=R/IMKE: 0
RAKE: 100

incident_id

String

E{Hid
RIMKE: 0
RAKE: 32

is_change_eve
nt

Boolean

EOTEEH

failure_level

String

RS
=RIMKE: 0
RAKE: 32

incident_url

String

SRR
RIMKE: 0
RAKE: 20000

2K 4-88 regions

24

SHA

R

code

String

i
=IMKE: 0
RAKE: 100

name

String

g 1N
=RIMKE: 0
BAKE: 255

SRR 2.0
(2024-07-04)
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% 4-89 WarRoomEnumeration

2%

SHE

ik

id

String

Kz5Eid
=RIMKE: 0
RAKE: 255

name_zh

String

KEMEHXZ
=RIMKE: 0
BRAKE: 255

name_en

String

KEEEXHZ
BIMSE: 0
BAKE: 255

type

String

%S

BIMSE: 0
BAKE: 255

& 4-90 impacted_application

2%

SHE

i

id

String

5
BIMEE: 0
BRAKE: 100

name

String

2=
=IM<E: 0
BAKE: 255

R 400

% 4-91 5 Body 2%

24

SHE

faR

provider_code

String

ARSSHRIR
H&EE: 4
=IMKE: 3
RAKE: 3

SRR 2.0
(2024-07-04)
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28 SR A
error_code String I5KIINALCES, SEBEl: 0000~9999, IEFEARTEX
B: 0
BIME: 1
RAKE: 20
error_msg String BRI RAEIA
=ME: 0
BRAEKE: 10240
data Object IEIVES &=
BRI
{
"marker" : 10,

"page_size" : 1,
"incident_num" : "string",
"title" : "string",
"change_num" : "string",
"region_ids" : [ 0],
"level_names" : [ "string" ],
"impacted_services_ids" : [ 0],
"root_cause_service_ids" : [0 ],

"site_ids" : [0 ],
"admin" : [ 0],
"status" : [0 ],

"triggered_start_time" : O,
"triggered_end_time" : 0,
"occur_start_time" : 0,
"occur_end_time" : 0,
"recover_start_time" : 0,
"recover_end_time" : 0,
"effectiveness" : [ "string" 1,
"recover_leader_id": [ 0],
"pre_warning_briefing_p2" : true,
"is_verify" : true

}
i 7<)
7
N
BTN R
200 =icl | AV
400 BEREW

4.4.3 EEpETE
SERARPETEENSZHIE
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INREN4A
IEFHPE B ANEIE R FIRRNENERZECOC, EREEESERBINERILE
RECOCEHZAR()
URI
POST /v1/event/huawei/custom/{integration_key}
% 4-92 IRIZSH¥
¥ =AW SHER i)
integration_ke | 2 String ERKID
y BIMEE: 1
BAKE: 255
BRSH
% 4-93 {53k Body 2%
2H =AW SHLR A
alarmid = String £Eid
B2IEE: 1
BRAKE: 255
alarmName = String HEZMR
BMEE: 1
BAKE: 255
alarmLevel =2 String g sl . BYEACritical (&£
=), Major (EE ) , Minor
(MRZE ), Info ($&7R)
B2IVEE: 1
RAKE: 255
KEHME:
e Critical
e Major
e Minor
e Info
time = Long ey eI
nameSpace 2 String ARSSRYA 2 =SId]
BMEE: 1
BRAKE: 255
MAHERRAS 2.0 RN © L ARITERAGRAS 85
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SH

SHERE

%

regionld

String

SEEE X
=RIMSE: 0
BAKE: 255

applicationld

ali

String

NAHid
=RIKE: 1
BAKE: 255

resourceNam
e

iy

String

HRZR
=IMKE: 0
BAKEKE: 255

resourceld

iy

String

HRID
=IMKE: 0
BRAKKE: 255

alarmDesc

Fali

String

EEHR
=AMKE: 1
EBAKE: 255

URL

iy

String

[RIAEHZURL
=IMKE: 0
BAIKE: 255

alarmStatus

i1y

String

HEEYRE, —AREVEalarm
(&%h ) ok (2IRE)

BRAMKE: 0
BRAKE: 255
BEE:

e alarm

e ok

alarmSource

ali

String

HELY
=015

=RIMKE: 1
BXKE: 255

additional

i1y

Object

HEMIER

MR SEL
RASHG: 200
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K 4-94 W7 Body 2

8% ST fidik
provider_code | String ARSSIRIR
TR&(E: 049
&/MKE: 0
RAKE: 256
error_code String IERIIMNALHS, SBE: 0000~9999, IFEATEX
g: 0
REE: 0
BIM<E: 0
RAKE: 256
error_msg String IER IR
BM<E: 0
BRAKE: 256

BRI

https://coc.myhuaweicloud.com/v1/event/huawei/custom/{integration_key}

{
"alarmld" : "18cfxxxxxxxxxx0f8",
"alarmName" : "Cpu {5 FEABERTRE"
"alarmLevel" : "Critical",
"time" : 1709118444540,
"nameSpace" : "shanghai",
"regionld" : "cn-north-4",
"applicationld" : "18cfa0a5ef8d",
"resourceName" : "machine-1",
"resourceld" : "18cxxxxxxxxxxxxff68625",
"alarmDesc" : "string",
"URL" : "https://example.com",
"alarmStatus" : "alarm",
"alarmSource" : "coc",
"additional" : { }

[ iz 73~ 5
REB: 200
BRI

{
"error_code" : "COC.00000000",
"error_msg" : "success",
"data" : null,
"provider_code" : "049"

}
R7SE5: 400
BERIAFIR

{
"error_code" : "COC.00000001",

SRR 2.0
(2024-07-04)

WRIERE © EARITERARERAF

87




pay il
AP &% 4 AP

"error_msg" : "alarmName must not be null | alarmld must not be null",
"data" : null,
"provider_code" : "049"

}

WK&mB: 401
= NESHES
{

"error_code" : "common.01010001",
"error_msg" : "Token missing or invalid.",

"data" : null,
}"provider_code" 1 "049"
R
K& ik
200 BRI
400 BERAEBIR
401 ENEIR

4.5 N T EIR

4.5.1 EiFx T SRS

INREN4A
DI T RERMERS
URI
GET /v1/patch/instance/compliant
2 4-95 Query 2%
2H =R SR ik
enterprise_pro | & String A IRHEId
ject_id
name B String B
instance_id i String ECS=C{5lid
ip & String AMip
eip & String SR Mip
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REB: 200

AP| &%& 4 API
2 BRI SR i)
operating_syst | & String BIERS
em e HuaweiCloudEulerOS
e (CentOS
e EulerOS
region B String X1
group & String o4
compliant_sta | & String BHEIRES
tus e non_compliant: A&
e compliant: &%
order_id & String TEid
offset & Integer lmis=
=IME: 1
BX{E: 1000000
REE: 1
limit S Integer BRH=E
=IME: 1
B=XE: 100
H&EE: 10
sort_dir & String HEF
e asc: HF
o desc: (&%
sort_key & String HEF=RER
e report_time: IRE5ATIE]
report_scene | & String RSE=
e CCE
e ECS
cce_info_id &= String cce EEHSEid
BRESH
7o
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APl &%& 4 API
2 4-96 [ Body &%
2 S¥R A
count Long RERH
instance_com | Array of TREMRS
pliant InstanceCom | spsm1cme: 0 - 1000
pliant objects
2 4-97 InstanceCompliant
2% SR ik
compliant_su | CompliantSu | &% TIEE
mmary mmary object
non_complian | NonComplia | A& TEE
t_summary ntSummary
object
execution su | ExecutionSu | HifT=E2
mmary mmary object
id String id
enterprise_pro | String IR id
ject_id
name String REI=E=4 1
instance_id String TmID
node_id String cceEEREH AID
ip String T IP
eip String G /N
region String Xigf
group String pariz|
report_scene | String R&E1m= (CCE,ECS)
cce_info_id String cce EEEHERId
status String BIEIRE
baseline_id String H4id
baseline_nam | String HEBR
e
rule_type String HZNZEEY
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2% SRR fik
operating_syst | String BRIERS
em

Z 4-98 CompliantSummary

2% ST ik
compliant_co | Integer BN THE
unt

severity_sum | SeveritySum | SlE4E
mary mary object

& 4-99 NonCompliantSummary

B8 e il R
non_complian | Integer TEHHNTHE
t_count

severity_sum | SeveritySum | §ME24E
mary mary object

2 4-100 SeveritySummary

2 S¥R A
critical_count | Integer BREMMEIRGEH=
high_count Integer SEMHREHE
informational | Integer SEMENRSHE
_count
low_count Integer EEMEIREEH =
medium_coun | Integer PR EMIEIRSHE
t
unspecified_c | Integer KIEEEMMEIREH=E
ount
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2K 4-101 ExecutionSummary

S8 SR A
order_id String TEId
job_id String I AHATId
report_time Long RESATE
R&HG: 500
2 4-102 gL Body %1
2¥ SR R
error_code String e

=B/IM<E: 8
RAKE: 64
error_msg String EiREA
BIMEE: 2
BRKIKE: 512

s Kzpl
BECSIRE T A AR EFI%

/v1/patch/instance/compliant?offset=1&limit=10&compliant_status=non_compliant&report_scene=ECS

e Rz 73~451
KE&S: 200
BEAMMREEE
{

"count" : 1,
"instance_compliant" : [ {
"baseline_id" : "JX-f2d85e2554f7385cbbf2c23a01f41",
"baseline_name" : "COC-EulerOSDefaultPatchBaseline",
"cce_info_id" : null,
"compliant_summary" : {
"compliant_count" : 264,
"severity_summary" : {
"critical_count" : 0,
"high_count" : 0,
"informational_count" : 0,
"low_count" : 0,
"medium_count" : 0,
"unspecified_count" : 264
}
}

"eip" : null,
"enterprise_project_id" : "string",
"execution_summary" : {

SRR 2.0
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T

"job_id" : "string",
"order_id" : "string",
"report_time" : 1715308575000
B
"group" : null,
"id" : "string",
"instance_id" : "string",
"ip" : "string",
"name" : "string",
"node_id" : "",
"non_compliant_summary" : {
"non_compliant_count" : 204,
"severity_summary" : {
"critical_count" : 0,
"high_count" : 0,
"informational_count" : 0,
"low_count" : 0,
"medium_count" : 0,
"unspecified_count" : 0
}
B
"operating_system" : "EulerOS",
"region" : "string",
"report_scene" : "ECS",
"rule_type" : "standard",
"status" : "non_compliant"
1]
}

KR&MG: 500
BixERIRE]

{
"error_code" : "string",

"error_msg" : "string"

}

W& faik

200 TRAMEREER

500 HHix{EEIRE

PDITGRERTI R4 N T 115

GET /v1/patch/instance/compliant/{instance_compliant_id}
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AP &% 4 API
£ 4-103 [BR2#
S ey SR iR
instance_com | 2 String altiREd
pliant_id
2 4-104 Query ¥
2 =AWk SR )%
offset &= Integer lmiz=
=ME: 1
B=A{E: 1000000
HREE: 1
limit & Integer BRH=E
=BIME: 1
BXE: 100
tHh&E: 10
title & String T BAFR
sort_dir &= String HEz
e asc: A
o desc: (&%
sort_key S String HER=ER -installed_time: %I
LZHEATE
patch_status | & String #NTIRZE INSTALLED: B&RE%E
INSTALLED_OTHER: BZ%iEH
fth MISSING: £R4c REJECT: 1B
#8 FAILED: 2
PENDING_REBOOT: BE%#fH
E=
classification | & String PE
severity level | & String TEE MRS
compliance_le | & String =y e
vel
BRESH
"
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ID)VE=S5't
KREE: 200
Z 4-105 N[IK7 Body %
2% SR ik
count Long REH
compliance_it | Array of HTEEE
ems Compliancelt | wspicrs: 0 - 1000
em objects
2K 4-106 Complianceltem
2 ¥R R
instance_id String T e=id
title String #HTBEWR
classification | String VAES
severity_level | String TE MRS
compliance_le | String =]
vel
patch_detail | PatchDetail | #*NTi¥1B
object
£ 4-107 PatchDetail
e SR fix
installed_time | Long LZHRATE)
patch_baselin | String T Eikid
e id
patch_baselin | String T EEZFR
e_name
patch_status | String TR
R&M: 500
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7 4-108 IR Body &%
B8H BHEE R
error_code String e
BM<E: 8
RAKE: 64
error_msg String His R
BNME: 2
RAKE: 512
== —
=R N
IERIEERS TR TER
/v1/patch/instance/compliant/3f5f3c944f50da3a7038457c5ff76c667offset=1&limit=10
)]l
RS 200
TRITER
{
"count" : 1,
"compliance_items" : [ {
"classification" : "",
"compliance_level" : "UNSPECIFIED",
"instance_id" : "string",
"patch_detail" : {
"installed_time" : 1713864585000,
"patch_baseline_id" : "JX-f2d85e2554f7385cbbf2c23a01f41",
"patch_baseline_name" : "COC-EulerOSDefaultPatchBaseline",
"patch_status" : "PENDING_REBOOT"
%
"severity_level" : "",
"title" : "string"
11
}
R7&: 500
HiREEIRE]
{
"error_code" : "string",
"error_msg" : "string"
}
RS
RS A
200 TRANTER
500 A== RIR[G]
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D sz

5.1 ti=t5

EIRg
REHE Hi=E H=ER ik AL IBETE
400 COC.0004060 | Exist script GFERRZIR | (BXEHAZIR
1 with same AR AN
name:
test1111_para
m.
400 COC.0004070 | Internal IREBNEEIR | BREZER
1 server error
400 COC.0004060 | The RIRSHEIR | BXHEASE, &
1 paramValue is EIEEHE
invalid.

5.2 3XEXINH ID
B

ERBEOREHE, B2 URLPFEREANRBID, PLFERNEMEID,. BaTH

FERENS =L :

o ERAPIEKEXAEID
o  NEHIGIRENEID

iR APl 3REXIRE ID

INH DR LAES E A EIRE S FRITESIZRAPIZREY .
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by tv4=1==11 I}
APl &%& 5 Bf#F

SREVIRE IDRYIEO S “GET https://{Endpoint}/v3/projects” , EA{Endpoint}FIAM
IR TIR, ATANBRFNZIRT RIRE . EORNAEENIES ARSI

MRBIENT , EAprojects FAY “id” BIAIREAID.
{

"projects": [

"domain_id": "65382450e8f64ac0870cd180d14e684b",
"is_domain": false,
"parent_id": "65382450e8f64ac0870cd180d14e684b",

|||||

"description": "",
"links": {
"next": null,
"previous": null,
"self": "https://www.example.com/v3/projects/a4a5d4098fb4474fa22cd05f897d6b99"

Iy
"id": "a4a5d4098fb4474fa22cd05f897d6b99",
"enabled": true

}

1

"links": {
"next": null,

"previous": null,
"self": "https://www.example.com/v3/projects"

}
}

MizHIE3RENRE 1D
MEHISIREURE DS BRI T :
1. BREEEHE.
2. FIRBEEALANMPE, EE TSR “RIEE"
£ “APISIE” REMTESIRFEERAID.
3. BEHEAPE, T MSIRPEE ‘HRNSE .
£ “HNEIE" RENRBSIEFSERED.

5-1 IR ID

s - ;
BRI APIEIE © 0 sETmURESESREIRERRRNE, LTS > O RENEENS

APIEE © mRenTHS, WFESONSMENES, SeEss

IAMERD

TrEs
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