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1 {FFRaIE

1 {E FARTHAIEE

1.1 #iR

WfEABZERL 2RSS (Container Guard Service, CGS) , BRLEARSSEEEITE

REPRESEERER, BUMEWERRERZERGTERA

BRMENEHE; F

EHEMARHEOZ R . HRIZFIPMER[LIRICNINGE, BEMIEERIE TR

EXPEEHRIRE
BRI LME A AR HAIAPIRI B RS R & TIHKIRE,

TRRERRERFAPIZAE], BRREERS THERLTEEXIME, FAERIES

WE=meE.

1.2 ER5EE

RELLIRSZIZM TREST ( Representational State Transfer ) KARAPI, ZiEHEEIS
HTTPSIERIER, ERE XSS NAEEREAPI,

1.3 BigHa

Zint = ( Endpoint ) BIERAPIRYIEKEIE, RERSFREIXIFNEZHETRAR, &
LA FILRIRET R ERRS LR T <o

BERERSNELIRT IR, BEREW S EEEREY N KGR =,

xR 1-1 SRLZERSRIH DR

XE&R | X £iRT = (Endpoint) IE i)
I™M-&4F | cn-south-4 | cgs.cn- HTTPS
BRPIE south-4.myhuaweicloud.com
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https://support.huaweicloud.com/productdesc-cgs/cgs_01_0001.html
https://developer.huaweicloud.com/endpoint?DEW
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1.4 HYRSIRE

ARRERZNEAFPE S LUSRAIAPHREHEIRE NS

1.5 BEXRHEE
o MKS
RTINS, KSXNEMAENSRERRSZEEEHAIEIIR, 7L

EEAPER. PEBAPNRE. BTIKSEMEENR, ATHRFRIKSZE, #
WERBRERERKSHITAEEETF, MEIZAFFHERMIIEITERE

BT,

e HF
EEIEK?—?:EIAM eI, EoRSOERAR, BEEBMHEIE (EBHE
r&hl\ H o

ABRNEET, SLUEEKSIDIEFID, BEEABAPIRIERIZES, BE
EHFIKS. APIZEREEE.

e [Xig (Region)
MHIBIEFIMEATIELEL D, E—RegionAHZ#MHIHE .. HFE. WK
FiE. VPCRIZE . BHEAMIP, BIGEEATLIRS . Region HiEFRegionf 1L E
Region, #@FIRegionfsEMEAHIEFIREER=RSSAIRegion; EERegionigR
AR S REaSER PR EIRESAIEBRegion,
#5152 MXEMTEX .

e TJHK (AZ, Availability Zone)
—PMAZZR— N MIEBHIERONES, BMUZAXKIKE, AZRZE EBE
HE. WML, FREIRUS SN ERE. — 1 RegionFHIZPAZEEIT SRS
FiRiE, LB ERAPBAZIZESTRAMRFIEK.,

e INH
XA —NRE, XNMREHRSME, AXREEYEXIGEINER (1
BRE. FEIENINSGEE) , LEKAIRBARMETER, BRaLLGEE
KSFZXIFRIAERIER. MNREHEHTEINBANNRES], aJLAEX2L
INNIBHEIEFINE, HEFRESOIREER, ABRUFIRE ARHTIE
W, FEBFPXEELSFEFIREPRERE, FEREINRIEHIEINGER.

1-1 B RE&EE

HEA LiEB
HEA1 THEA2 WEB1 1MEB.2
kA iR
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https://console.huaweicloud.com/iam/?locale=zh-cn#/mine/apiCredential
https://support.huaweicloud.com/usermanual-iaas/zh-cn_topic_0184026189.html

BREERS

e WIRH

EAWIRBERIMERIARMR, T EVARIREEREFENSEMEE, 2i2ER
Bo. BWIREHIILIEESIMKENER, BMEPIRREITLIENTL
KT IR E IDRUSRE R AR B4 ERNFMER, BN EENHEGS .
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https://support.huaweicloud.com/usermanual-em/em_am_0006.html
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API &% 2 SNfanE A API

2 SNMaliE AR API

2.1 HIEIEK

AN BUTFIEREST APIFIIER, FLUERIAMARSSHIZREYFIF Tokeni BBEN{aliE
FBAPI, iZAPIZREXEFToken, Token® AR FEABEMAPIRTER

EE R LA X MRS T BRI HIIS T RIEFEAPI: https://
bbs.huaweicloud.com/videos/102987 .

153K URI
1ERURIRAN T3P 4EA -
{URI-scheme} :// {Endpoint} / {resource-path} ? {query-string}
REBEKRURIEBEEBEKRBRELT, BASEIESHERMBEKRENEKBEPEINE
BEe, FrLATELEER IS,
e URI-scheme:
FrRTEEERAIMNY, JBITEAPIIIRAHTTPSINY .
e Endpoint:
IEEFRERESTIRS In=HIARS RS HBZ P, FRERSZARXIEHIIENdpointAR[E,
SR LAM B X FNLRUmT5 mIREY

FIENIAMARSSTE “Ledb-bZ=—" XIFAYEndpointh “iam.cn-
north-1.myhuaweicloud.com” ,

e resource-path:

KRR, tHENAPLAAEER . NEFAPIRIURIKELRIKEY, fIan “SKEXNER
Token” APIf9resource-pathi “/v3/auth/tokens” .

e query-string:
EESH, SUEHD, HAEEMAPEIEEISH . EsHamEsEE+s—"
27, RN “SHE-SHEME" , fIa0 “limit=10" , RREBFEBILI105K
i

BINEFREIRENAMIE “Hlb-Itm—" XigR9Token, WFEMER “HAb-Ibm—" Xig

RYEndpoint ( iam.cn-north-1.myhuaweicloud.com ) , FH7E3XEXEHF TokenAJURIER
3 Elresource-path ( /v3/auth/tokens ) , HHEERII TR,
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https://support.huaweicloud.com/api-iam/iam_30_0001.html
https://bbs.huaweicloud.com/videos/102987
https://bbs.huaweicloud.com/videos/102987
https://developer.huaweicloud.com/endpoint
https://support.huaweicloud.com/api-iam/iam_30_0001.html
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https://iam.cn-north-1.myhuaweicloud.com/v3/auth/tokens

2-1 URI =E=E]

https:// iam.cn-north-1.myhuaweicloud.com |/v3/auth/tokens

A A A
URl-scheme Endpoint resource-path
() #8e

NEEHE, T8N ERAPIBJURIERS, Régtiresource-pathipsy, HBEBEKRAZEE—IE.
XE2FEAURI-scheme#BZHTTPS, E—MRSZAYENdpointfER—MXigitiERE, FrlAELSER
BIXFEE D EE

BRGZE
HTTPiERTiE (BRIRARMESENE ) , EERRSRETERTALERNRIE,
o GET: BKIRFZHREREIEERR .
e PUT: BEKRIRSZHREFIEERR-
e POST: EKRARSS SIS TR TIFIRIRIE
e DELETE: BKRIRS==MIFEERTE, MMFRTRE.
e HEAD: iBKRIRSZEERIRLER .
e PATCH: EXRIRSZHEHMEFIBOAS . IRFEAFERIANE, PATCHOIEES
EHOIBR— MR
TEIRENE P TokenfJURIERD, EATLABRIESKAGER “POST” , MIEBEKA:

POST https://iam.cn-north-1.myhuaweicloud.com/v3/auth/tokens

BXREHESk

FIIMERELFER, WIBEAURIFIHTTPRFERAFER . BIUNEMEEASERIRNE

kL “Content-Type” , IEREREEE,

N AHEELEEZRINENSERS

e Content-Type: JEEMRAYIZEE (&) , &k, EOABUES “application/
json” , BEMEVERNSEERZEOFE| iR,

e X-Auth-Token: FFToken, @Ji%, M{ERATokenAUINIERT, HIEKZE
E%. FAPTokentt gt 2 AKENAF TokeniZOMIMA(E, ZIEOEH—FREEIA
WERYEEO

(0 #ea
APIEIRTSZHFERAK/SKINIE, AK/SKINIER{FRSDKITIERHITER, ERTES8mF
BERFRI0Authorization ( BZIAESE ) F0X-Sdk-Date (53R A&IZEHIATE ) iRk,
AK/SKIAIERTIEMIRBRIE S WAK/SKIAILE o

I FIREVE P TokeniZE, HFAEEIAE, AFLARERID “Content-Type” BIAE], i
IRk ERE RN TR,
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https://support.huaweicloud.com/api-iam/iam_30_0001.html
https://support.huaweicloud.com/api-iam/iam_30_0001.html
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2 YN{apiE R API

IERIHRIF

POST https://iam.cn-north-1.myhuaweicloud.com/v3/auth/tokens
Content-Type: application/json

IERERREREIUSHUREIURL, SiERERLFCContent-typeXIiz, (EEFRIFER
HELZINIRE . BERBEBRFSEIFPN, WRXFFURAUTF-8%D .

BMEONBRERRARABTE, EHTES M EOMFERFTRERE (HEHH
BA9= ) , GET. DELETERRMERENIEOMATEHER, HEAREAASTER
EEAZOME.

STFEREVEARFTokeniz O, Ee]LANEORNBEREF D EEFEIERSH RS EHIR
B, BERMIINGRNEKRIN TR, INHENRMRFEEREERELMEES, B
usernameSFBFH, domainnameARFFIEHKSEIR, ***HHERERE
1B, xoooooocooooocoxxaprojectlIZFR, Xigal “cn-north-17 , &aTLAMMBXFD
KimT mEREN, WNHXANZRiETRREA ‘X" FRIE.

MR

scopeSHE X T TokenfWERLE, TERAIFIKENAIToken{XEEIGEproject FRYEIR . ZuEA]
L‘,LE%TokeM’EﬁEiEWyE/MK%"FFEﬁ BRIKSHIE N project FARVEIR, FHENIES WIKE
FAPFToken,

POST https://iam.cn-north-1.myhuaweicloud.com/v3/auth/tokens
Content-Type: application/json

{
"auth": {
"identity": {
"methods": [
"password"
1

,
"password": {
"user": {
"name": "username",
"password" " *******"'
"domain": {
"name": "domainname"
}
}
}
by
"scope": {
"project": {
"name": " XXXXXXXXXXXXXXXXXX"
}
}
}
}

FXBAILXMEREBENABTHERZTET, ZalLERcurl. PostmanziBiEdR
ERBELNRZEKRFHAPI, XIFIRENAFTokeniZ O, REIRININEESLH “x-
subject-token” FEEEIRENHIFAF Token, BT TokenZ 5, EgtalLAERTokeniA
UEEREMAPI,

2.2 TAUMEEERN

BEREOSWTHRMALELD, BeJLUSIEREFR—FEITIAEER,
e Tokeni\ilE: @I Tokenm\IEBREARIERK
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https://support.huaweicloud.com/api-iam/iam_30_0001.html
https://developer.huaweicloud.com/endpoint
https://developer.huaweicloud.com/endpoint
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https://curl.haxx.se/
https://www.getpostman.com/
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e AK/SKIAIE: JBIFAK (Access Key ID ) /SK ( Secret Access Key ) INZERIEK .
HEZEBAK/SKALE, HZE2 M TokenNIEES -

Token TAIE
(e
TokenBUBEMERSI24/\0F, EE(FERE— M Token AT, ATLASEEFRSE, BioMEERA,
TokenfEIENRFZPRESHE (I5HT ) HER, BB TokenfARBEEMNE,
Token AR R E R BAPIHIRHEIE TokenIIZNEKEE L, NMBEEMDIAILE, K18
IREAPIRIBUR o
Tokenn] @i /& FERENFAF TokeniZ O5KEY, ARAIRSAPIEZE projectR IR
Token, BNiRERISAENAF TokeniZ AT, i53kbodydauth.scopeHIEVEEEkIF
project, AT~ FI7Ro
{
"auth": {
"identity": {
"methods": [
"password"
1
"password": {
"user": {
"name": "username",
"password'"; " #EEEEEE
"domain": {
"name": "domainname"
}
}
}
by
"scope": {
"project™: {
"name": "xXxxxxxxx",
}
}
}
}
kBN TokenfS, BABHEHMEON, SFEEBEKRBEELFIRIN “X-Auth-Token”
H{@BNfToken, fflaNToken{&Y s “ABCDEF)....”” , NERBEORNE “X-Auth-Token:
ABCDEF)...” MNENERBELENAT, SR,
Content-Type: application/json
X-Auth-Token: ABCDEF)....
AR LUBIE X MIBREGE 7 EaNal{FERETokenIAIE: https://
bbs.huaweicloud.com/videos/101333,
AK/SK IALE

0 #a8
AK/SKEZINEANZIFEEMAR AN 2MBLAR, 12MBLAEBYiEKIS{FETokeniAE

AK/SKINIERZERAK/SKIFIERIFITE S, AIFKIPBERERRMEIEEL, MM
BTSN

o AK(Access Key ID): IHITZHAID, STAGHIAEHXBIE— TR, D853
IDRIRAS IR A—RefER, XOEREHT IR .
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e  SK(Secret Access Key): S5iplaZ$BIDESFERANZE, WERHITIIEES,
AMRRIET, HBELIEERBIER

{ERAK/SKINIERY, 1EAJLIETERZFIAERAK/SKHEREITES, AILUERE]
AIZEZSDKIFIBRIFITER . 1FHAIREZTTIEFNSDKERTSABES WAPIEZIER .

gl
HASDKRIZHZRINEE, SIRSFRMAISDKAE, ERIHEES.

2.3 IR[O]4ER

SRS
IBRAELG, GRWEINER, BEREE. IMAGERSFNERIER.

KEILR—EBMNTESXEIMERD, KSBRRTIBRIENAPRTS, TGRS
IS N R

XFIRENFF TokendEk [, YIRFARIREIATSISA “2017 , MFRRIBERELII

MRSk
RRIEREE L, MARMEARESL, 1 “Content-type” .

S FIREXFAF Token$E [, IREIMNER-2FTRATESk, HA “x-subject-token” FiZ
FERIHIFAFToken, BT TokenZfg, &EwialLA{ERATokenI \IEEFEEARAPI,

& 2-2 FREVAF Token MRE S L

connection —  keep-alive

content-type — application/json

date — Tue, 12 Feb 2019 06:52:13 GMT

server —

strict-transport-security — max-age=31536000; includeSubdomains
transfer-encoding — chunked

via — proxy A

x-content-type-options — nosniff

x-download-options —~ noopen

x-frame-options — SAMEQRIGIN

x-iam-trace-id - 218d45ab-d674-4995-af3a-2d0255ba41b5

x-subject-token

x-Xss-protection — 1: mode=block
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https://support.huaweicloud.com/devg-apisign/api-sign-provide.html
https://support.huaweicloud.com/api-iam/iam_30_0001.html
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BREEERS
API &% 2 SNfalE AR API

MIREERA (7% )

Na Rz H SR E R LSS TURE], ShR;ES Sk Content-typeRIhy, {&iERRIRA
HELZIMIRE

X TERENAAF TokeniZ [, IXEUNTNERAF. AREERN, XERBRTEORE.
{

"token": {
"expires_at": "2019-02-13T06:52:13.855000Z",
"methods": [
"password"

]

"catalog": [

{

"endpoints": [

"region_id": "XXXxxxxx",

SEOEALEN, SROERBREREEIRNE, EXMNAIBodyF SN T
o
{

"error": {

"title": "Unauthorized"

}
}

Hrh, error_codeZRRiGIRMG, error msgRRHI=HIAEE .
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https://support.huaweicloud.com/api-iam/iam_30_0001.html
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APl &% 3 APl i5BH

API i B8

3.1 e
3.1.1 EHBET IR

TORES TR
ERERTRIR ((WRASRLE:, BIBLEE, susHiRs! )

iz
SERTLAEAPI ExplorerdifhifliZiE [, SZTHFERMIAIESE . APl Explorera] LABEIAERY
SDKACERRAI, FIRHESDKICEIRAEIEIXINGE .

URI

GET /v5/{project_id}/container/nodes

£ 3-1 BESH

2H A% SRR figid
project_id = String ImgID

2 3-2 Query 2#{

¥ BRI SHEER iR
host_name & String e (RSSEE) B8R

SRSRRA 01 (2021-12-23) IS © ERRAGIRAT 10


https://apiexplorer.developer.huaweicloud.com/apiexplorer/doc?product=CGS&api=ListContainerNodes

BREERS

AP| &% 3 API 588
2H BRWIE SR fHR
agent_status | & String Agentik®, U3,
e not_installed : K&
e online : %
e offline : BZ
limit S Integer EREIE SRR RYIFREE
RHEAYEL, EEA10
offset B Integer TR, YIERIENO
IBRESH
2 3-3 i53K Header 2
B8H =Rk SR faR
x-auth-token | 2 String P Token, @iTiERBIAMRS
SREYFE P TokeniZ[O5KEY ( Nz
iHEBsLdhX-Subject-TokenH
B)
=25
K&/ 200
# 3-4 IR Body 2%
2% SR N
total_num Integer BRETREH
data_list Array of BETRIIE
ContainerNo
delnfo
objects
Z& 3-5 ContainerNodelnfo
2% SHSEE R
host_id String Peaid
host_name String T (RS2 ) R

MAERRAS 01 (2021-12-23)
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APl &% 3 API 5388
2% SRR fik
host_status | String RES|IRS, SEWMT4H.
e ACTIVE : IFTEIE1T.
e SHUTOFF : *H#l.
e BUILDING : gz,
e ERROR : #4E,
agent_status | String Agentik®E, U3,
e not_register : KiFM
e online : £,
o offline : Bk,
protect_status | String PR, B8 28,
e closed : %7,
e opened : R,
=]
7
N Rz~
K& 200
success response
{
"total_num" : 1,
"data_list" : [ {
"host_id" : "caa958ad-a481-4d46-b51e-6861b8864515",
"host_name" : "test",
"host_status" : "ACTIVE",
"agent_status" : "not_register",
"protect_status" : "opened"
1
}
RSB
RS iR
200 success response
=
BEESEIRE
SCHEhRAS 01 (2021-12-23) WRAXFTE © SR AREIRAE 12
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4 [A5E API

4 [/352 API
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A BFzR

A fyR

A1 RS

by fmhs RAIER

200 OK iEKEMI,

202 Accept FSIRRAIN, HERFZEIC, TRIES
SIEIRRLE

204 No Content EREMY, TREIRE.

300 multiple choices WERNFRFES A ol HEEmL

400 Bad Request BRESHEIR

401 Unauthorized WIEKNRERZEZAFEMEDL

403 Forbidden IRSZRELIERIER, BREBEEIITE.

404 Not Found RERFE, RFERKE,

405 Method Not Allowed | IERFPISERITIETE T o

406 Not Acceptable RSS2 A AR AYND R T A = Fim TS

407 Proxy Authentication | FAFW/RE SFERIERSS SSHITIOE, X

Required MHIESRA ST

408 Request Timeout 15KiBH T RS 22009F/FAT1E] .

409 Conflict BTz, BRILERTTH -

500 Internal Server Error | IR AEREIR

501 Not Implemented BERKTERH . BRFZEEAIFIMERAIINEE

502 Bad Gateway IBKAKRTR . BRSZEEM EiFiRSSEsEl—1
ToXHINIRE o

503 Service Unavailable | iEXKKT. RABINEE .

MAERRAS 01 (2021-12-23)
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BREERS

AP| & A BiISR
RSB imia R
504 Gateway Timeout [TESEEN

2 FHIRM

HIHFEAPIEY, WNSEE “APIGW” FFSLRIEEIRD, 1525 WAPIRCHEIRIDEH T
i#,

BEZIRFZEIRIGIES WAPKREIRFLD

RS = ERER RR A IRYEE

400 HSS.0001 invalid param | 2¥AR&i% BIRESHERS
error ix

500 HSS.0041 Query host EREELHE | BRESHESS
extend info iE
error

A.3 3REXINH ID

AF3 API 3REXIRE 1D
InH DA LAES A AEEEERE FIIB S EAPIZREL

SRENINB DAY “GET https://{Endpoint}/v3/projects” , EA{Endpoint}AIAM
IR =, JLAMNBXINEIET AR, EONAEENES IIAIESEI

MRZREIINT, EAprojects FAY “id” BIARIREID,
{

"projects": [

"domain_id": "65382450e8f64ac0870cd180d14e684b",
"is_domain": false,
"parent_id": "65382450e8f64ac0870cd180d14e684b",
"name": "XXXXXXxX",
"description": ""
"links": {
"next": null,
"previous": null,
"self": "https://www.example.com/v3/projects/a4a5d4098fb4474fa22cd05f897d6b99"
Iy
"id": "a4a5d4098fb4474fa22cd05f897d6b99",
"enabled": true
}
1
"links": {
"next": null,
"previous": null,
"self": "https://www.example.com/v3/projects"
}
}

SRR 01 (2021-12-23) RIS © ERRAGIRAT 15


https://support.huaweicloud.com/devg-apisign/api-sign-errorcode.html
https://apierrorcenter.developer.huaweicloud.com/apierrorcenter
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KBRS
APIE% N
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