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2 SNMaliE AR API

2.1 HIEIEK

AN BUTFIEREST APIFIIER, FLUERIAMARSSHIZREYFIF Tokeni BBEN{aliE
FBAPI, iZAPIZREXEFToken, Token® AR FEABEMAPIRTER

EE R LA X MRS T BRI HIIS T RIEFEAPI: https://
bbs.huaweicloud.com/videos/102987 .

153K URI
1ERURIRAN T3P 4EA -
{URI-scheme} :// {Endpoint} / {resource-path} ? {query-string}
REBEKRURIEBEEBEKRBRELT, BASEESHERMBEKRENEKBEPEINE
BEe, FrLATELEER IS,
e URI-scheme:
FrRTEEERAIMNY, JBITEAPIIIRAHTTPSINY .
e Endpoint:
IEEFRERESTIRS In=HIARS RS HBZ P, FRERSZARXIEHIIENdpointAR[E,
SR LAM B X FNLRUmT5 RIKEY

FIENIAMARSSTE “Ledb-1b=M” XiFAYEndpointh “iam.cn-
north-4.myhuaweicloud.com” ,

e resource-path:

RIEREZR, tHEAPLAAEER . NEFAPIRIURIKELRIKEY, fIan “SRENER
Token” APIf9resource-pathi “/v3/auth/tokens” .

e query-string:
ETESH, D, HAEEMAPEIEEISH . EsfamsEE+s—"
27, RN “SHE-SHEME" , fIa “limit=10" , RREBFEBILI105K
i

BN EIRENAMAE “fedb-1bmPY” XigA9Token, MIFEEER “Hdb-1b=IN” Xig

RYEndpoint ( iam.cn-north-4.myhuaweicloud.com ) , FH7EZXENEHF TokenAJURIER
3 Elresource-path ( /v3/auth/tokens ) , HHEERII TR,
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https://iam.cn-north-4.myhuaweicloud.com/v3/auth/tokens

2-1 URI REE]

|hllr:s|:H|iam.cm—norlh—4.myhuaweicloud.com|PVSfaulhflokens|

| | I

IRI-scheme Endpoint resource—path

MR

FEEHE, T8 TERAPIRIURIERS, R&Hresource-pathEfsy, FHIBIBERAZEE—IC.
XEEURI-scheme#BEHTTPS, E—MRSZAIENdpointfEB— X t4EE, FrLAGELSRER
BIXFERD S

IBKDE
HTTPIERA L (BIRARIESENE ) , EHERRSIRERBERTALREAURE,
o GET: iBKIRSBESIREIEERIE
e PUT: EKRIRSHREFIEERIE
e POST: BEKRIRSBFING RSN TITIRIRIE
e DELETE: EKRIRSZHMFMEERTR, MMERIIRE.
e HEAD: iBKRIRSZEERIRELER.
o PATCH: BEXKIRSZHREHIFRIBOAS . SRFEAFERIBHE, PATCHOIRES
EeIEE—NRRER
TEIRENE P TokenfJURIER, EAILABEIESKAGEA “POST” , NEBEKA:

POST https://iam.cn-north-4.myhuaweicloud.com/v3/auth/tokens

BXRIEESL

FIIMERELFER, WIBEAIURIFIHTTPERRERIFER . BIANE M EEASERIRNE

&k “Content-Type” , B REREEZE,

T AHEELEZRINENSEKRS,

e Content-Type: HEMFRAIER (18X ) , ik, BABYES “application/
json” , BEMEVERSEEMREOSRE TR,

e X-Auth-Token: FFToken, m@Ji%, XM{EMTokenAUINIERT, HIEFZE
% . FBFPTokentt gt 2 AKENAF TokeniZOMIWA(E, ZIEOEH—FEEIA
WEAYEO

(1 #i88
APIEIRYSZ3FHERAK/SKIAIE, AK/SKIMER{FRSDKINERFITER, &R TESBEE
BERFFI0Authorization ( BZIAIEEE ) #0X-Sdk-Date (15K A&EHIATE ) iBERk,
AK/SKIANERYIFEAH RIS S IWAK/SKIAE

I FIREVE P TokeniZE, HFAEEIALE, FFLARERID “Content-Type” BIAET, i
IRk ERE RN AR.
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TR EERS
AP &%

2 YN{a)iE R API

IERIHRIF

POST https://iam.cn-north-4.myhuaweicloud.com/v3/auth/tokens
Content-Type: application/json

IERKERREREIUSHUREIURL, SiEKERLFContent-typeXIRz, (EEFRIFR
HELZINMIRE . BIEREBEPFSEHTHI, WRFRFBRAUTF-84E3.

BMEONBRERARABTE, EHTESMEOBFTEEERERAE (HEHHE
BSAJ9% ) , GET. DELETEERMERBRIEOMATERERE, HEKREKAASTTEER
EEAEOMmE.

XHFIRENAFTokentz O, EalLAMNEORERE D EEIFIEINEKRSHNSEIR
BB, SEERIANGEERN TR, IENRARFEREERIBLAMEES, He
username/ABF%, domainnameAFFFRERIKSBIR, ****HFRRERE
1B, x00000000000000xxaprojectlIZFR, 1 “cn-north-4” , EETLAM X FNLR S
TR, NRMXFZiRTRRE ‘X" FERIE.

AR

scopeSEEN T TokenfWWERLS, THEEIFIRENHIToken{XEESiElproject FAYERIR . 44 E]
L‘,LiFIQETo kenfEBIFAENMEKS THRIEERGIKSHIE Nproject FHIEIR, 1FHAENIES IR
FHPRToken,

POST https://iam.cn-north-4.myhuaweicloud.com/v3/auth/tokens
Content-Type: application/json
{
"auth": {
"identity": {
"methods": [
"password"
1

5
"password": {
"user": {
"name": "username",
"password" " *******alll
"domain": {
"name": "domainname"
}
}
}
by
"scope": {
"project": {
"name": " XXXXXXXXXXXXXXXXXX'
}
}
}
}

FXBERNIEXMEREENABHMEETET, EJLUEMcurl. PostmansiEiESR
5EERNREEKRIFRHAPI, X TFIREVFEFTokeniZO, REIRMEATEELH “x-
subject-token” FEEEIFRENAIFIFToken, BT TokenZfg, EHAILAEHTokeniA
IEEREAAPI,

2.2 TAUEESIN

FEREOBMTRMAESR, ERTLUGRER—FME TIAESENR
o Tokeni\ilE: i&id TokenI\IEERIER

e AK/SKIAIE: JBIFAK (Access Key ID ) /SK ( Secret Access Key ) INZERIEK
HEZEBAK/SKALE, HZ2 M TokenNIEES -
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SIEREIERSS
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Token IAIE
() 5 HB
TokenfIBEMERF924/\FF, EE(EH— P TokenEMNAT, ATLASEEFRSR, BEsnZiER,
TokenfEIHENEZFZGHLERSH (168 ) WER, HBTokengiLRIBEEMIER,
Token NIEFL 2 E A FHAPIRIEHES Token NS KIBESL, MNMmBIEBHIAIE, K5
ZRIEAPIFIRR o

Tokena] B2 A FIZRENAF TokeniZ 3KEY, AAARIRSAPIFZZEprojectZRAIHY
Token, BNERZKEVFEF TokeniZ[ORY, iE3kbodyArauth.scopeRIEVEEZEEXFE
project, N A7

{
"auth": {
"identity": {
"methods": [
"password"
1,
"password": {
"user": {
"name": "username",
"password'"; " ##HEEE
"domain": {
"name": "domainname"
}
}
}
b
"scope": {
"project": {
"name": " xXxxxxxxx"
}
}
}
}
KB Token/S, FABHEMEORN, SEEEBEKREELFIRM “X-Auth-Token”
H{@BNfToken, fBli0Token{&J “ABCDEF)....” , MEBEORNE “X-Auth-Token:

ABCDEF)...” NIEEXRBEELEIAT, W=,

Content-Type: application/json
X-Auth-Token: ABCDEF)....

SR LABIT X MBI 7 RN ol §E A TokenlAME: https://
bbs.huaweicloud.com/videos/101333,
AK/SK TAUE
(MARY::|
AK/SKEZINER TN HEREEA AN 2MBLAA, 12MBLL RIS RiS{EH TokenIAIE

AK/SKINERRERIAK/SKITBRIHTES , EBRENEESERRNELEL, M

BT SN

o AK(Access Key ID): AIZAID, STAGBITRAXERIME—IRIRG; a5
IDHIFAG AR A— R, BRI TIEES.

e  SK(Secret Access Key): S5iplaZBIDESFERANZE, WNERHITIIEES,
ARMRARIET, HEELIEERBIES
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https://support.huaweicloud.com/api-iam/iam_30_0001.html
https://support.huaweicloud.com/api-iam/iam_30_0001.html
https://bbs.huaweicloud.com/videos/101333
https://bbs.huaweicloud.com/videos/101333

SIEREIERSS
APl &% 2 Yn{aifE A API

{ERAK/SKINIERY, ERJLIETEZFIEERAK/SKHIEREITES, AILUERE]
AIZEZASDKIBRIFITE S . IFHAIEZT5IEFNSDKERTSEXES WAPIEZIS™E .

A
HASDKRBHZRINEE, SRSIRMAISDKAE, ERIHEES.

2.3 R[OS

T
IBRAELAE, BRI, BEREE. IMAERSFNERR.

INSEBZE—BMNDEISRIEFAR, KEBRTR T IERIMNAYRE, TEIRE
FIRESINREHE

X3 FIRENFIF TokeniZ O, WMNRFAFERENMASIEA “2017 , NMRFBERES.

NaRGHERSE
SRIEREEk, MREFEEREL, 1 “Content-type” .

X+ FIREVE P TokeniZx O, IR[EIMNER2-2FRAEESL, HA “x-subject-token” Fi2
EEIRENRIFEFToken, BT TokenZfa, &gialLAEATokentAIEEREMAPI

& 2-2 FREXFIF Token NahziE 23k

connection — keep-a

content-type — application/json

date — Tue, 12 Feb 2019 06:52:13 GMT

server —

strict-transport-security — max-age=31536000; includeSubdomains
transfer-encoding — chunked

via — proxy A

x-content-type-options — nosniff

x-download-options —~ noopen

x-frame-options — SAM|

x-iam-trace-id - 218d45ab-d674-4995-af3a-2d0255ba41b5

x-subject-token

x-Xss-protection — 1: mode=block

MARGEEE (A )
IARGE S B RIS TIRE, SRS kFContent-typeXIRE, {EEEIRINA
HELZIMINE.

X TFIRENAAF TokeniZ M, IREUNTNERA. NREERN, XERBTEHOIRE.
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https://support.huaweicloud.com/devg-apisign/api-sign-provide.html
https://support.huaweicloud.com/api-iam/iam_30_0001.html
https://support.huaweicloud.com/api-iam/iam_30_0001.html
https://support.huaweicloud.com/api-iam/iam_30_0001.html

TR EERS
API &%

2 QN{aTiE RS AP
{
"token": {
"expires_at": "2019-02-13T06:52:13.855000Z",
"methods": [
"password"
1
"catalog": [
{

"endpoints": [
{
"region_id": "xxxxxxxx",

SEOREALEN, SREEEREBRIEREERE, ExWAAIBody A EzlaI TR
o

{
"error": {
"message": "The request you have made requires authentication.",
"title": "Unauthorized"
}
}

s [

HrAR, error_codeZXRiBIRIG, error_ msgRREIREIAEE .

SASRRAS 09 (2023-12-29) WRIERE © LEARITERARERAF 9



IEREIERSS

APl &% 3 APl {15
1l
API oS
;@ﬁ‘ﬁ%z—:ﬁ#’éﬂﬁﬁ%ﬁﬁiﬁ’ﬂﬁm, RE L B E AT B SR IRZSIFRE D
BEo
18 SSLiFH
API 1<AA
EEERIE BEFSSLIFPGZE,
SIS SNIFBZEISCMIRS 18,
REIEBiFIE BEAEIKSSLUEBRIFEMER.,
HRIERITER RIBRSSLIES
SHIrH SHSSLIFH,
HEXIEH HEXSSLE PR EN=EM =M.
EEAGIEP
API el
EEFABCA FNVECAEIEREN, GFFABCANEIE, &iF, Mk
O,
SETAFIEH PABIEPREREEZEN, g8EfAEIEREEs, &iF, il
IREEO,
EEIEEREGE IFBREGIESIEED, SREERENREE. &
19, LAROBSHESIEREAZEEO.,

MAERRAS 09 (2023-12-29)
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https://support.huaweicloud.com/api-ccm/ListCertificates.html
https://support.huaweicloud.com/api-ccm/ImportCertificate.html
https://support.huaweicloud.com/api-ccm/ShowCertificate_0.html
https://support.huaweicloud.com/api-ccm/DeleteCertificate_0.html
https://support.huaweicloud.com/api-ccm/ExportCertificate_0.html
https://support.huaweicloud.com/api-ccm/PushCertificate.html
https://support.huaweicloud.com/api-ccm/topic_300000000.html
https://support.huaweicloud.com/api-ccm/topic_300000001.html
https://support.huaweicloud.com/api-ccm/topic_300000002.html

TR EERS
AP &% 4 API i385

API i B8

4.1 E1E SSLiFH
4.1.1 IFB4&Ea RHISTE

4.1.1.1 EEIEBYIE

IIREN A
RIBEB ARSI AEMERTIE.

il
IEEILIFEAPI Explorer iz, STIFEHAIESMR. APl Explorera]LAEIEN4ER]
SDKAATRA, FHEMHSDKRIBRAIEILTIAE.

URI

GET /v3/scm/certificates

MHERAS 09 (2023-12-29) WA © EARTERABIRAE 11


https://console.huaweicloud.com/apiexplorer/#/openapi/SCM/doc?api=ListCertificates

TIEREERS
AP &%

4 APl i

]

2 4-1 Query 2%

2%

SHER

limit

= YA
BARWYIE
=

Integer

£B¥=, BVEWNT:
10: BRERI0KIERE

20: BRER20FIERE

50: BRERS0FIERE
=]

=/ME: 10
BAME: 50
Hh&EE: 10

offset

iy

Integer

REE.
=/ME: 0
HR&aE: o0

sort_dir

iy

String

HEF AL, IRIBHEFES
sort_keyi#t{THEF, BEIIT:

e ASC: AR,

DESC: [&F%.

Th&(E: DESC
=IMKE: 0
BAKEKE: 32

sort_key

iy

String

HEFRIESE, BENT:

certExpiredTime: IEHZIHEA
AdiEl,
certStatus: IEPIRE

certUpdateTime: IFBEH
B8]

Th&E: certUpdateTime
BRAMKE: 0
RAKE: 64

MAERRAS 09 (2023-12-29)
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IEREIERSS

AP| &% 4 API 5588
2% BBk SHEER ik
status & String WP, BYEWNT:

e ALL: FRBIEHIRE,

e PAID: iFHEX(T, FHIE
B,

e ISSUED: iFBESA,

e CHECKING: iFPERiE®ERZ
==8

e CANCELCHECKING: EWHIE
PBERIFEHEZH,

e UNPASSED: iFHBEiEHRE

e EXPIRED: iFHE3HA,

e REVOKING: iFHRiHERE
BHiZH

e REVOKED: iFHEBH.

e UPLOAD: IFBIEEH,

e CHECKING_ORG: #&5=mitt
YR RINILE .

e ISSUING: iFHEES..

e SUPPLEMENTCHECKING:
S Z I BFIEM N2 =
ZH,

EhEs(E: ALL

=2I<E: 0

BRAKE: 64

SCRSRRZS 09 (2023-12-29) WRIFRE © L ARITERABIRAE 13



TR EERS
APl &%

4 AP 5B

SH

SHERE

%

=
=
enterprise_pro | &
ject_id

String

EWZIREID, ARRFER
ZINER, FEEBNZFE
BRFEtl 2B, EiaR
B LA ZFEE . GRFAR
BMNZFE, RAETBHEPRE
BRI ZINE FHYEE,
ItEAT “enterprise_project_id”
EER “all” . BREFBIANZ
FE, BEHELAT™ME—FMH.
g “all”

BYEAR “0”

WEENTE: “A[0-9a-7]
{8}-[0-9a-z]{4}-[0-9a-z]
{4}-[0-9a-z]{4}-[0-9a-z]

{12}$ »

meaE: all
=IMKE: 0
BRAKE: 64

iy

deploy_suppo
rt

Boolean

EATIFNE,
tRE{E: false

IERSH

£ 4-2 153K Header 2%

2H BRWIE

SHERE

%

X-Auth-Token | 2

String

HFToken, @iZiERIAMIRSS
SREVFE P TokendZ SREX ( M@k
BB sLrhX-Subject-Tokenfd
B) .

=RIMKE: 32

RAKE: 2097152

)RS
R&B: 200

MHERAS 09 (2023-12-29) WA © EARTERABIRAE 14



TIEREERS
AP &%

4 AP 5B

% 4-3 [IRZ Body £

B AX{E: 10000

el SR R
certificates Array of IFB%IE, ¥1EiE2 W CertificateDetai FEREIE
CertificateDe | Z5aiRBH.
tail objects /EIKEE: 0 - 1000
total_count Integer EBH=E,
=IME: 0

2 4-4 CertificateDetail

24

SHH

ik

id

String

WEHid,
=RIMKE: 16
BAKE: 16

name

String

UEBER,
BX{E: 63
=IMKE: 3

domain

String

IEBEPEREE -
RAMKE: 1
BAKE: 255

sans

String

S ZIE PP ERIT IS o
BME: 1
BRAEKE: 4096

signature_alg
orithm

String

EREL,
BIMKE: 0
=AKE: 64

deploy_suppo
rt

Boolean

?T_I‘%B% o

type

String

WEPEERY, BYEINT: DV_SSL_CERT.
DV_SSL_CERT_BASIC. EV_SSL_CERT.

EV_SSL_CERT_PRO. OV_SSL_CERT.
OV_SSL_CERT_PRO

RAMKE: 1
RAKE: 128

MAERRAS 09 (2023-12-29)

WRIERE © EARITERARERAF
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TIEREERS
AP &%

4 AP 5B

SH

SHRE

g

brand

String

WEPMmhE ., BYEIIT: GLOBALSIGN.
SYMANTEC. GEOTRUST. CFCA

BIME: 1
BAKE: 255

expire_time

String

BT HAATE]
RAMKE: 1
BRKIKE: 32

domain_type

String

IR, BEWT:

e SINGLE_DOMAIN: HigZ
e WILDCARD: BFeHF

e MULTI_DOMAIN: Zi5Z
RIMKE: 1

RAKE: 128

validity_perio
d

Integer

WEBBXER, AR, B2020509801H
2, 2EKPFFECAFOEEZRISSLEBIIRIKER
HIME, mIEBEERSERHT —MUISEES
YEREPRIBRS R, XMSEEIEREIPER
B ABKEREANVFERISSLEBEMER, 4l
W: BYEA 3% AIEBLIRE A 3KE R
FEBIEHERIRISSLES, TEFE—IKIEBEIHA
BI30K, RABMIUE—KIEPRIEERBET
SKIEH, SR _SKEPRIEARIZ0OR, RFHBEILL
E—IKIF B EERBEE=KIIER,

=/IME: 12

BXE: 12

MAERRAS 09 (2023-12-29)
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TR EERS
APl &%

4 AP 5B

SH

SHRE

g

status

String

IR, BB :

e PAID: IEREXAT; FHRIBFIES.

e ISSUED: IFBEX..

e CHECKING: iEHHiFHEZT.,

e CANCELCHECKING: EGHIFBERIEHEZP.
e UNPASSED: FHERiERED .

e EXPIRED: iFHEiZHA,

e REVOKING: HEPRIERIEHZF.

e CANCLEREVOKING: iFHEUH RiEBEIEHEZ
==

e REVOKED: iFHERH,

e UPLOAD: FHIEEH,

e SUPPLEMENTCHECKING: ZiZiFHHris
N EZE,

e CANCELSUPPLEMENTING: BYE&ETIEphniay
ZEZT,

=IM<E: 0

BAKE: 64

domain_count

Integer

UEB AT EBEI 21N o
=B/ME: 1
BXE: 100

wildcard_coun
t

Integer

IEBAIEREZIHE L.
&/ME: 0
BRAE: 100

description

String

UEPBHEA,
BIM<E: 0
BRAKE: 255

enterprise_pro
ject_id

String

HIWIRBID, BKAA “07 . WFFEEWIRE
AR, BREBRGTFHRACWIRE T, XFR
FEEWIRBAR, TRIBERGTFEWINE
T

=BME: 0

RAKE: 36

K&RB: 401

MAERRAS 09 (2023-12-29)
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IEREIERSS

AP| &% 4 APl B8
# 4-5 IR Body £
24 SR T
error_code String Hixieg KIREIRYFEIRD
RAMKE: 3
RAKE: 36
error_msg String Hi=RiEKIREIEIRIER .
BM<E: 0
BRAEKE: 1024
REB/: 403
# 4-6 IR Body 2%
84 SHRT R
error_code String Hixia IR EIAVEIRD .
B/M<E: 3
RAKE: 36
error_msg String EIRIERIREREIRER
=ME: 0
BRAEKE: 1024
K& 500
% 4-7 KL Body 2%
2% SHEE it
error_code String EIREIREAVEIRD .
BIMKE: 3
BRAKE: 36
error_msg String HEIRERIREPIEIRES
BIMSE: 0
BAEKE: 1024
=GNl
7
X H4hRA 09 (2023-12-29) IS © ARITTERARBIRAT 18



IEREIERSS

APl &% 4 API B8
M Rz~
RS/ 200
IEEIR[E,
{
"certificates" : [ {
"id" : "scs1554192131150",
"name" : "test",
"domain" : "www.zx.com",
"sans" : "a.zx.com;b.zx.com",
"type" : "OV_SSL_CERT",
"deploy_support" : true,
"signature_algorithm" : "SHA256 WITHRSA",
"brand" : "GEOTRUST",
"expire_time" : "2021-05-27 16:46:25.0",
"domain_type" : "MULTI_DOMAIN",
"validity_period" : 12,
"status" : "ISSUED",
"domain_count" : 2,
"wildcard_count" : 0,
"description" : null
1
"total_count" : 1
}
RE&E: 401
NS
{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"
}
K& 403
2\ kipia),
{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"
}
R7589: 500
BRK5H, IRSBENEHLRE.
{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"
}
RS
RS R
200 EEIRE,
401 TAIERTY .
403 = w1118
404 A REAREE
MHERAS 09 (2023-12-29) WA © EARTERABIRAE 19



IEREIERSS

AP| &% 4 API 5588
RS R
500 BRAKRTE, IRSENEERE.
L
52 ERB,

4.1.1.2 SN

ab
hREN A

iEid

URI

iEREH

ENIFBFISCMIRRZ S8,

RB]LATEAPI ExplorersRiiiziz [, IFEMAIESEN . API Explorera] LABENERY
SDKAXEBRABI, FHRESDKRBREIEXINGE

POST /v3/scm/certificates/import

K 4-8 153K Header ¥

2% BEWI% SRR R
X-Auth-Token | 2 String R Token, BEEiEBIAMIRSS

$REVA P TokeniZ 5XEY ( WAL
jE B sLrhX-Subject-Tokenfd
B).

RIMKE: 32

BXEKE: 2097152

& 4-9 153K Body 2#{

2% BE W% SRR ik
name 2 String IERER. FHKEN3~63
fiio

=RIKE: 3
BRAKE: 63

MHERAS 09 (2023-12-29) WA © EARTERABIRAE 20


https://console.huaweicloud.com/apiexplorer/#/openapi/SCM/doc?api=ImportCertificate

TIEREERS
AP &%

4 AP 5B

SH

B SHERE

%

certificate

i

String

FBRE, J88EiEB&E
IEH . Ecertificate_chain=FE}
ENIEBHE, WiZFERREGER
KB, BFERITHEEFERENF
FF\nZE \r\nEie,

BME: 0

BAEE: 4096

certificate_ch
ain

iy

String

WEPsE, EE, AEd
certificate=FERIEN . [BIZFEIRST
Eﬁﬁﬁﬁ?)‘i?ﬁmﬁ%\r\ng
BME: 0

BAEE: 8192

private_key

i

String

UERFAH. A LEHBEOS
RIFRYFASE, EIERITHREER
BNFRF\nSE\r\n&ik,
BI<E: 0

BAEE: 4096

enterprise_pro
ject_id

iy

String

®IWZBIMBID, AFRARFEE
ZIMER, FHFERNZFE
BRFEtI 2B, &iRE
B LUSANIZFE .. HERAPAR
MNZFE, MAEISHEFRE
BRI ZINE THRIE.
ItbAT “enterprise_project_id”
EER “all” . BRFBAZ
FE, BEBEUTE—FHE.
BER “all”

EfEs “07

WELENITES:  “A[0-9a-7]
{8}-[0-9a-z]{4}-[0-9a-z]
{4}-[0-9a-z]{4}-[0-9a-z]
{12}$”

RAMKE: 0

RAKE: 64

enc_certificate

i1y

String

%S, EEEBRIINEES
A . BFERITEEFERENF
F\NZLE\r\nEi%,

=2M<E: 0
BAXEE: 4096

MAERRAS 09 (2023-12-29)
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IEREIERSS

APl &% 4 APl B8
2% BEWI%E SRR ik
enc_private_k | & String RS, EEIEBAIINETA
ey H, FRELETEOSRPHN
FASH, BIFERITHREFRENT
FF\nZE\r\nEi,
BRAMKE: 0
BAKE: 4096
Ve

REB: 200

% 4-10 gL Body &%

2 SR A
certificate_id | String UFPid,

=RIM<E: 16
RAKE: 16

RS 401

% 4-11 I Body 5%

2%

SHE

i

error_code

String

EiRiEKIREAVEIRIE
BM<E: 3
RAKE: 36

error_msg

String

EREKIREREIRER
BM<E: 0
BAKE: 1024

REH: 403

% 4-12 I Body 2%

2%

SHE

i

error_code

String

EiRiEKIREAVEIRIE
=BNME: 3
RAKE: 36

MAERRAS 09 (2023-12-29)
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SIEREIERSS

AP| &%& 4 APl BB
2 SRR iR
error_msg String BRI KIREAVEIRER .
=BNME: 0
BAKE: 1024
KES6G: 500
# 4-13 (WA Body 2%
2 SRR A
error_code String BiximKIREIAYEEIRD .
BNME: 3
RAKE: 36
error_msg String EIRIEKIREVEIRES
BIM<E: 0
BXKE: 1024
=Rl
{
"name" : "test_cert",
"certificate" : "-----BEGIN CERTIFICATE---*****____END CERTIFICATE---------- BEGIN CERTIFICATE-----
sxiik_____END CERTIFICATE-----"
"private_key" : "-----BEGIN RSA PRIVATE KEY-----***_____END RSA PRIVATE KEY.
I piz 7~ A5l
RE&RG: 200
IEERE],
{
"certificate_id" : "scs1600313391074"
}
KL 401
NS,
{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"
}
RESMB: 403
=y b ha1]=] N
{
"error_code" : "SCM.XXX",
MHERAS 09 (2023-12-29) WA © EARTERABIRAE 23




TR EERS
AP &% 4 API i85

"error_msg" : "XXX"

}

RZEMD: 500

BRKRH, IRSBENEHRE.
{

"error_code" : "SCM.XXX",

"error_msg" : "XXX"

}

R
RSB iR
200 IEEiRE],
401 INIERM
403 2 HipiE,
404 IR TEAREE
500 BRAKRTH, RSBENIBHE.
T
B2 EREB.
4.1.1.3 SREUIEBIFE
INEENT A
BHIEHIEBAERES .
it
RBJLATEAPI ExplorersRiidiziE ], IFEMAIEEN . API Explorerf] LABENERK
SDKAXAB =AY, FHEMSDKARMBREIEIXINGE
URI

GET /v3/scm/certificates/{certificate_id}

% 4-14 IR1ZSH

S BRI SHEER i)
certificate id | & String uFPid,

RIMKE: 16
RAKE: 16
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https://console.huaweicloud.com/apiexplorer/#/openapi/SCM/doc?api=ShowCertificate

TIEREERS
AP &% 4 API i85

IERSH

& 4-15 53K Header £%f

2% BBk SEEER ik
X-Auth-Token | String FFToken, EiZiEARHIAMARSS

$REVA P TokeniZ O5XEY ( MWAZ
&2 sLAX-Subject-Tokenfd
E) .

BIMKE: 32

BAKE: 2097152

V=2
REHG: 200

% 4-16 IR Body S%

8% e el ik
id String UEPid,

=IM<E: 16
BKIKE: 16

status String UEPIRES . BB :

e PAID: IEREXAT, FHRIBIES.

e ISSUED: IFBEE..

e CHECKING: iEFPBHiEFREZS,

e CANCELCHECKING: BUHIFBHRIEHEIZT,
e UNPASSED: FRERiEREL .

e EXPIRED: iFBEiZHA,

e REVOKING: HFHRERIEHZF.

e REVOKED: iFHEERH.

e UPLOAD: iFH$EE&H,

e SUPPLEMENTCHECKING: Zia:ZiFHriLpt
N EZS,

e CANCELSUPPLEMENTING: BUE#riEnfthnia;
BAEZH,

BM<E: 0

RAKE: 32

order_id String 1JEid,
=R/IMKE: 36
RAKE: 36
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TR EERS
AP &%

4 AP 5B

SHRE

g

String

UEBEFR,
BNME: 3
RAKE: 63

type

String

UEPEERY, BYEINT: DV_SSL_CERT.
DV_SSL_CERT_BASIC. EV_SSL_CERT.
EV_SSL_CERT_PRO. OV_SSL_CERT.
OV_SSL_CERT_PRO,

=ME: 0

BAKE: 32

brand

String

IEP Rk, BYEINT: GLOBALSIGN.
SYMANTEC. GEOTRUST. CFCA.,

BM<E: 0
RAKE: 32

push_support

String

WP ERASIFEX,
=ME: 0
RAKE: 32

revoke_reason

String

IEBREEE.
BIM<E: 0
RAKE: 255

signature_alg
orithm

String

=28 x,
BM<E: 0
RAKE: 64

issue_time

String

BIMEE: 0
RAKE: 32

~
o

IEPEERRE, RERNEGRETIZE

not_before

String

BIM<E: 0
RAKE: 32

N
o

IEPERTE, RERIEIERER A

not_after

String

=RIMKE: 0
BAKE: 32

~
o

IEPRMATE, RERINEIERERT T

MAERRAS 09 (2023-12-29)
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IEREIERSS

APl &% 4 APl B8
2% SRR fik
validity_perio | Integer IEBEXEE, BB M. B2020509801H
d e, EEKMBCARIDERIISSLEPRHIREKBY

HIREF, mIEREBERSIEER T —MWBEIZFE
EMIEPRIBRS R, XMSEFEEIERERER
B AZREZEAN NV FRISSLERSMNERL, £l
W BYEIA 3% AIEBLIREE3KERER
F1EEMEERRISSLER, EE—KIEHZEIER
BI30K, RABMNIUE—KIEPRIEERBEET
SRIEH, SR SKIEPEIEARI30KR, REBRILA
FE—KIEPRUSERIBEE =KIEPR,

=B/ME: 12

B=AE: 12
validation_me | String HZINIERTC, BUYEWT: DNS. FILE.
thod EMAIL,

=IMKE: 0

RAKE: 32

domain_type | String IR, BEWT:

e SINGLE_DOMAIN: EigZ
e WILDCARD: BEfF

e MULTI_DOMAIN: ZiFZ
BM<E: 0

RAKE: 32

domain String UEBEBEE .

=ME: 0

RAKE: 255

sans String UEBHERIMIINRZER
BIM<E: 0

BAKE: 4096
domain_count | Integer IE B4 e 21N
=B/ME: 1

BAE: 100

wildcard_coun | Integer UEB RSP EM N 14
t =/IME: 0

B=AE: 99

fingerprint String IEBAISHA-1384L,
=B/NMSE: 40

RAKE: 40
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TIEREERS
AP &%

4 API 15iB8

2% SR fik
enterprise_pro | String ®WIREID, BHAAR “07 . MNFFESWIRE
ject_id AP, ERERGCTFEHACWIE T, SFER

FEEWIRBRAR, ®RRFERGTEWIRE

To

BM<E: 0

EAKE: 36
authentificati | Array of HEFERUAIEHER, FiEEEN
on Authentificat | Authentification=ZEREIRLEEFILAR .

ion objects

HEKE: 0-100

2 4-17 Authentification

2%

SHE

g

record_name

String

HEREZF.
=RIMKE: 0
RAKE: 255

record_type

String

AR EZRE,
=RIMKE: 0
BEAKE: 255

record_value

String

HERIE(E .
=RIMKE: 0
RAKE: 255

domain

String

RIGEIT A -
=/IM<E: 0
BAKE: 255

RSES: 401

7= 4-18 IR Body £%4

2H

SHE

ik

error_code

String

ERiEKIREIAIEEIRED -
BM<E: 3
RAKE: 36

error_msg

String

EiREKREAVEIRER
=NME: 0
BAKE: 1024

MAERRAS 09 (2023-12-29)
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IEREIERSS

APl &%& 4 APl B8
RS 403
= 4-19 WK Body 2%
2H SRR R
error_code String HiRiaSIREIAIEEIRD
BM<E: 3
RAKE: 36
error_msg String HEIRIERIRENEIRIER
=NME: 0
BAKE: 1024
R&FG: 500
2 4-20 ui Body 2#
2% SHERR R
error_code String EIRIEKIREAVEIRID
BIM<E: 3
RAKE: 36
error_msg String HEIRIERIREINEIRIER .
BM<E: 0
BAKE: 1024
=Rl
"
I pz 751
KE&EE: 200
EEiRE],
{
"id" : "scs1590053258704",
"order id" : "CS20052117270N7V9",
"name" : "scm-testing”,
"type" : "DV_SSL_CERT",
"brand" : "SYMANTEC",
"push_support" : "OFF",
"revoke_reason" : null,
"status" : "CHECKING_DOMAIN",
"signature_algorithm" : null,
"issue_time" : null,
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SIEREIERSS

APl &% 4 APl B8
"not_before" : null,
"not_after" : null,
"validity_period" : 12,
"validation_method" : "DNS",
"domain_type" : "SINGLE_DOMAIN",
"domain" : "hosting-****** cloudtest.cn",
"sans" : null,
"domain_count" : 1,
"wildcard_count" : 0,
"fingerprint" : "185d687de3f44f2249d0e0f084efccb56b7c2cbe",
"enterprise_project_id" : "0",
"authentification" : [ {
"record_name" : "_dnsauth.hosting-****.cloudtest.cn",
"record_type" : "TXT",
"record_value" : "201801040000001ytmdqg*******+****cd8p7eg9ktlwfsord",
"domain" : "hosting-*****.cloudtest.cn"
1]
}
RE&ES: 401
INIESRML
{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"
}
RE&E: 403
2kipia),
{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"
}
RZ&D: 500
BRAREH, IRSZENERE.
{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"
}
RS
RSB ik
200 EEiR[GE],
401 NI S
403 =1 115118
404 TBERIUEARLE
500 BRKTH, RSENERE.
H O
EI=g
B2 ERD.
MHERAS 09 (2023-12-29) WA © EARTERABIRAE 30



TR EERS
AP &%

4 AP 5B

4.1.1.4 RIFSIES

IhEEN 4R
PBRIEFSLA], BEIEIEREBREN RS MR
i
RAJLATEAPI ExplorerdRiidiziE [, IFEIMAIEEN . API Explorera] LABENERK
SDKRBRAI, FHRESDKIBRAENEIXINEE
URI
DELETE /v3/scm/certificates/{certificate_id}
*4-21 BREY
e EEWI%E SR R
certificate_id | @ String uEPid,
RAMKE: 16
BRAKE: 16
BRBH
7
V=S58
K&MB: 401
K 4-22 Wi Body 2
2% SR R
error_code String HEIRIERIRERIEIRG .
RAMKE: 3
RAKE: 36
error_msg String HiRiERIREIEIRIER .
BM<E: 0
RAXIKE: 1024

RS 403

MAERRAS 09 (2023-12-29)
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https://console.huaweicloud.com/apiexplorer/#/openapi/SCM/doc?api=DeleteCertificate

IEREIERSS

APl &%& 4 API B8
K 4-23 Wiy Body 2
2% SRR g
error_code String Ei=iEKIREIAYFEIRD
BIMKE: 3
BRAKE: 36
error_msg String HEIRERIREIPIEIRES .
=BME: 0
BAKE: 1024
R&MB: 500
K 4-24 W7 Body 2
B8H SRR iR
error_code String EiRiEKIREIRVEIRD .
=BNME: 3
RAKE: 36
error_msg String EIRIEKIREVEIRES
=IMKE: 0
BEAKE: 1024
=P N
.
M Rz~
REG: 401
NS,
{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"
}
RE&H: 403
=l 111
{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"
}
RS 500
BRK5H, IRSBENERE.
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TR EERS
AP &% 4 API i85

{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"

}

RSB
RSB )%
204 EEIRE,
401 TNIESM
403 =\ Hmial,
404 ERNERIEE
500 BRRTH, IRBEAIBFE-
S
B2 IEIRB.
4.1.1.5 EHiFH
INREN4R
SHIEHE,
it
1EATLATEAPI ExplorerdRiidiziE [, STIFEEIAIEEN . API Explorera] LABR4ERK
SDKLEGREI, FHEMSDKLIBRENEIXINEE .
URI

POST /v3/scm/certificates/{certificate_id}/export

% 4-25 IB1ZSH

2 A% SR T
certificate id | & String uFPid,

=IMKE: 16
BAKE: 16
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https://console.huaweicloud.com/apiexplorer/#/openapi/SCM/doc?api=ExportCertificate

TR EERS
AP &% 4 API i85

IERSH

X 4-26 53K Header &8

2% BEWi% SRR ik
X-Auth-Token | 2 String R Token, BZEBIAMIRSS

$RHYFE A TokendZFKEX ( MR
&2 sLAX-Subject-Tokenfd
B).

=RIME: 32

BXEKE: 2097152

N Rz S4L

WK&G: 200

2 4-27 Wi Body 2#

2 SR R
entire_certific | String B RIEPE,
ate BRIME: 1
BAKE: 12288
certificate String FBAE, A8aIEHi%E,

BME: 1
BXIKE: 4096

certificate_ch | String WPk,

ain BIMEE: 1
BRAIKE: 8192

private_key String UEPFAE

BIME: 1
BAEKE: 4096

enc_certificate | String EZEBIRE], INZEPAS.
=IMKE: 1
BAKE: 4096

enc_private_k | String EZEBIRE], MNZIERFAR.
ey BME: 1

BAKE: 4096

WK&RS: 401

MHERAS 09 (2023-12-29) WA © EARTERABIRAE 34



IEREIERSS

AP| &% 4 APl B8
7= 4-28 IR Body &%
24 SR T
error_code String Hixieg KIREIRYFEIRD
RIMKE: 3
RAKE: 36
error_msg String Hi=RiEKIREIEIRIER .
BM<E: 0
BRAEKE: 1024
REB/: 403
% 4-29 IR Body 2%
84 SHER R
error_code String Hixia IR EIAVEIRD .
B/M<E: 3
RAKE: 36
error_msg String EIRIERIREREIRER
=ME: 0
BRAEKE: 1024
REMB: 500
% 4-30 A Body %
2% SRR it
error_code String EIREIREAVEIRD .
BIMKE: 3
BRAKE: 36
error_msg String HEIRERIREPIEIRES
BIMSE: 0
BAEKE: 1024
=GNl
7
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TR EERS
AP &% 4 API i385

N Rz 7~

WR&E: 200

EEIRE,
{
"entire_certificate" : "----- BEGIN CERTIFICATE---******____.END CERTIFICATE---------- BEGIN CERTIFICATE---
wrmes____END CERTIFICATE---—--",
"certificate" : "----- BEGIN CERTIFICATE----- kkkkkk - END CERTIFICATE----- ",
"certificate_chain" : "----- BEGIN CERTIFICATE----- kkkkkk_ - END CERTIFICATE----- ",
"private_key" : "----- BEGIN RSA PRIVATE KEY----- Fkkkkk - END RSA PRIVATE KEY----- "
}
HKEB: 401
ARSI .
{

"error_code" : "SCM.XXX",
"error_msg" : "XXX"

}

W&G: 403
ZEIEiAIE),

{

"error_code" : "SCM.XXX",
"error_msg" : "XXX"

}

WK&G: 500

IBRARFTH, RSERIZRE.
{

"error_code" : "SCM.XXX",
"error_msg" : "XXX"

}
NG
b L ik
200 IEEIREL,
401 TAIERML
403 2 bisiE,
404 HIRREREE
500 BRARTTH, RSBFBRIBHE.
Hixtg
ESEIRE .

4.1.2 IFBHEEXSERE
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TIEREERS
AP &%

4 AP 5B

4.1.2.1 #EXEH

INREN4A
HEXSSLIEPBRISE M R ETIE ( Elastic Load Balance, {&FRELB) . WebR G KIS
( Web Application Firewall, WAF) . CDN ( Content Delivery Network, R&HS %
ML ) EEE=FmP.
it
RAJLATEAPI ExplorersRiidiziE ], IFEIMAIEEN . APl Explorera] LABENERK
SDKALHERAI, FHRHESDKARIRAIRIXINEE
URI
POST /v3/scm/certificates/{certificate_id}/push
X 4-31 IBR2¥
2 =AW SR )%
certificate_id | 2 String uFHid,
=/IMKE: 16
RAKE: 16
BXRSH
% 4-32 153K Header 2%f
¥ BRI SHEER fig
X-Auth-Token | 2 String FBFToken, B EBIAMIRSS
SREVFE P Token$Z SREX ( M@k
B BsLrhX-Subject-Tokenfd
E) .
=IMKE: 32
BAEE: 2097152
7 4-33 53K Body 2%
2¥ =AWk SR )%
target_project | 2 String HEXEIRY B FRBRSS TR X i,
CONZ#FXIgEES: Global,
BMEE: 1
BAEE: 255
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https://console.huaweicloud.com/apiexplorer/#/openapi/SCM/doc?api=PushCertificate

SIEREIERSS

API &% 4 APl B8
2% BEWI%E SRR ik
target_service | 2 String WEPBHEXAIBRIRSS, Ha
¥5: CDN. WAF. ELB,
BRAVMKE: 1
BRAKE: 64
D)2
RE&ES: 401
2 4-34 iKY Body &%
8% SR ik
error_code String EIRIEKIREIAVEIRID
=BME: 3
RAKE: 36
error_msg String HEIRIEKIREVEIRES .
FAMKE: 0
BAKE: 1024
K& 403
% 4-35 I Body 2%
2% S¥RT T
error_code String Hixia IR EIRIEIR .
RAMKE: 3
RAKE: 36
error_msg String HEIRIERIREINEIRER .
BM<E: 0
BRAEKE: 1024
KRE&ME: 500
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IEREIERSS

APl &%& 4 API iiZBA
2K 4-36 WLy Body 2
2 SR fEiA
error_code String EIREIREAIEIRD .
BM<E: 3
EAKE: 36
error_msg String HEIRERIREIPEIRES
=BME: 0
BRAKE: 1024
(=R %N
{
"target_service" : "waf",
"target_project" : "cn-north-7"
N 7~ 451
REMB: 401
IANIERY
{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"
}
R&FS: 403
=111/
{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"
}
R&FS: 500
BRARTR, RERAMBEE.
{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"
}
P NEE
R ik
204 IEEIR[E,
401 TNIESETY
403 = by 1)=] 8
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TR EERS
AP &% 4 API i85

LA fiR

404 B EARLE .

500 BRRTH, RBEAIBFE-
TES

B2 EIRB.
4.1.2.2 {{ EHEXIEP
INRENA

HEEEXSSLIEPB RSB R ETSE ( Elastic Load Balance, {&#RELB) . WebRFHRAX

1% ( Web Application Firewall, WAF ) . CDN ( Content Delivery Network, &%

EMLE ) EHE R mEregiond,
it

1Za]LATEAPI Explorerdididiziz [, SXIFESNMAUESEM . APl Explorera] LABZ4ERE

SDKACHBRA, FHRMtSDKARREIEIRXINEE .
URI

POST /v3/scm/certificates/{certificate_id}/batch-push

= 4-37 BEE2¥

B8H BRWIE SHR fHR

certificate id | & String uFPid,

=IMKE: 16
BAKE: 16

=P

K 4-38 {53k Header &%

2% BBk SR ik
X-Auth-Token | 2 String FFToken, EiZiEARHIAMARSS

SREXFE A Token#Z[5KEY ( MERZ
BB sLrhX-Subject-Tokenfd
H)

BIMKE: 32

BAKE: 2097152
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https://console.huaweicloud.com/apiexplorer/#/openapi/SCM/doc?api=BatchPushCertificate

SIEREIERSS

APl &% 4 API 15iB8
& 4-39 153K Body &8
2% AUk SR R
target_project | 2 Array of HEXEIRY B FRERSS TR X i,
s strings CONEHEKIgEEN: Global,
BIVEE: 1
RAKE: 32
HAEKE: 1-10
target_service | 2 String UEBHEXAIBERIRSS, HaX
¥5: CDN. WAF, ELB,
BMEE: 1
RAKE: 64
N Rz SE
R&EB: 200
% 4-40 gL Body &%
2% ST A
results Array of EPBLER
results HOEKE: 1-10
objects
2 4-41 results
2% e il ik
project_name | String XX IFZFR, Wcn-north-7,
®BMSE: 0
RAKE: 63
cert_id String BfREBID,
=NME: 0
BAKE: 255
message String HEXER
&/MKE: 0
RAKE: 255
REMB: 401
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IEREIERSS

APl &% 4 APl B8
K 4-42 WLy Body 2
2% SR fiik
error_code String EixEKIRERVEIRD .
=BNME: 3
RAKE: 36
error_msg String EIRIEKIREVEIRES .
&IMKE: 0
RAKE: 1024
RE&E: 403
2 4-43 L7 Body 2%
e SHRT RhR
error_code String Hixim IR EIAIEIRD .
BM<E: 3
AKE: 36
error_msg String EiRiERIREIPEIRER .
=BIMKE: 0
BRAEKE: 1024
K388: 500
K 4-44 O Body ¥
8% SHEE ik
error_code String BiximKIREIAYEEIRD .
=ME: 3
RAKE: 36
error_msg String ERBENERENEIRER
BIM<E: 0
BAKE: 1024
=GNl
{
"target_service" : "waf",
"target_projects" : [ "cn-north-7", "cn-north-4" ]
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TR EERS
AP &% 4 API i385

N Rz 7~
REFB: 200

IEEIR[E,
{
"results" : [ {

"project_name" : "cn-north-7",
"cert_id" : "25adb1d8f2ed40d483da8d8cf92ba3a7",
"message" : "success"
1]
}

WK&mB: 401
TNIERML

{
"error_code" : "SCM.XXX",

"error_msg" : "XXX"

}
W&G: 403
ZbipiE,

{

"error_code" : "SCM.XXX",
"error_msg" : "XXX"

}
REHB: 500
BRARTH, REBEAIBRE.

{
"error_code" : "SCM.XXX",

"error_msg" : "XXX"

}
R

RS ik

200 IEEIREL,

401 TANIERML

403 2 b,

404 AEITEARLE

500 BRARTH, RSBALRE
e

5 EIRG .
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SIEREIERSS

APl &% 4 AP 5388
4.1.2.3 ZPEUEH
ThEENT 4R

ERBSSLIEPRISEM 191 ( Elastic Load Balance, TEFRELB ) . WebRiFHFA XS
( Web Application Firewall, WAF ) . CDN ( Content Delivery Network, &%
M) EHERTmT.

e MESEY
o HEIEBE3INBEMIANLIES, HBEM=~mY, E=ZEHA3057T/iH3.
it
RAJLATEAPI ExplorerdRiidiziE ], IFEIMAIEEN . APl Explorera] LABENERK
SDK{XHE M, FRMSDKAAIREIEIRINEE .
URI
POST /v3/scm/certificates/{certificate_id}/deploy
x 4-45 BBRE2H
S =A% SR iR
certificate_id | 2 String uFHid,
BIMKE: 16
RAKE: 16
BREH

2 4-46 153k Header 2%

8% = Wi%E SRR 1k
X-Auth-Token | 2 String HPFPToken, @B AMIAMIRSS

SREXFE P TokenZ 3REY ( M@k
JEESLAX-Subject-Tokenfd
B).

=BIMKE: 32
BAXKE: 2097152
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https://console.huaweicloud.com/apiexplorer/#/openapi/SCM/doc?api=DeployCertificate

TR EERS
AP &%

4 AP 5B

& 4-47 53K Body 2%

2H

SHER

1%

project_name

= YA
BARWYIE
=

String

HENZRAENE SRR, &
FEFXWET, Wizf&/region
id, CONZ#FXIFEEN:
Global,

RIMRE: 1

BRAKE: 255

service_name

i

String

IFHEHERRENBERRS, X
B{NZ3%: CDN. WAF, ELB,

BRAKE: 1
BRAKE: 64

resources

i

Array of
DeployedRes
ource objects

FrEERERIRIRTIE
HAKE: 1-20

2k 4-48 DeployedResource

24

EEWIE

SHER

1)

id

Py
=

String

ZIEId, ZREWAFSELBRY, #4ME
t=ES

BMEE: 0

BAKE: 63

type

iy

String

RERE, HEINEPBWAFS
IRRTEIEN, BIHEEL

( premium ) 5=ER
(cloud) .

=RIMKE: 0

=AKE: 63

domain_name

iy

String

FEPERIER, JRXERE
CDNBIFHREN, BIFNHEAYE
B, HRSIERYRA .

B&AMKE: 0
EBAKE: 63

enterprise_pro
ject_id

iy

String

FEPERIRIFFTERIEIINE
ID, HEIXEREWAFSIRRY,
HEN

=IMKE: 0
BXKE: 63
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TR EERS
APl &%

4 AP 5B

MR SEL

WRERS: 200

% 4-49 IR Body 2%

2 SHE fHiA

failure_list Array of EREBLMAVRIETIZER
FaiureResour | sgspicre. 9 . 20
ce objects

3£ 4-50 FaiureResource

2% SR A

resource String HEEWHERSE SPEWAFSELBRT, L=ES
FEIBID, EPECDNRES, KFERINEES .
=BIMEE: 0
RAKE: 63

failure_info String KWRE, —iHBERIRSIRERIEIRBER
BIM<E: 0
RAKE: 255

RSB 401

K 4-51 Wiy Body 2

2% SHEE T

error_code String EimiEKIREAVEIRED .
BIM<E: 3
RAKE: 36

error_msg String EIRERRENEIRER
=RIM<E: 0
RAKE: 1024

KEB/: 403

M AghRAS 09 (2023-12-29) IR © EATITEEABRAS 46



IEREIERSS

AP| &% 4 API B8
K 4-52 miy Body 2#
B8H BHEE iR
error_code String EIREKIREAIEEIRG
Ei/_]\ttr;: 3
RAKE: 36
error_msg String EREKERENEIRER
=BNME: 0
BAKE: 1024
RS 500
£ 4-53 Wiy Body 2#
B8H SR R
error_code String ERiEKIREIAIEEIRED -
BM<E: 3
RAKE: 36
error_msg String EREKIREREIREE
Ej/_]\'l;tr;: 0
BRAEKE: 1024
=Nl
o
"service_name" : "ELB",
"project_name" : "cn-north-7",
"resources" : [ {
"id" : "982b8a6abebc43809d82a46ca99aaeb7"
1]
}
o
"service_name" : "CDN",
"project_name" : "Global",
"resources" : [ {
"domain_name" : "test.com"
31
}
M iz 7~ A5
RE&MB: 200
IEEIR[E,
"failure_list" : [ {
"resource" : "982b8ababebc43809d82a46ca99aaeb7",
"failure_info" : "ELB.8904:certificate 982b8a6abebc43809d82a46ca99aaeb7 does not exist"
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IEREIERSS

APl &% 4 API B8

1]

}

REE: 401

NS

{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"

}

KREE: 403

=y | 1118

{

"error_code" : "SCM.XXX",
"error_msg" : "XXX"

}
KE/: 500

BERATH, IRSENILRE.
{

"error_code" : "SCM.XXX",
"error_msg" : "XXX"

}
K&

K& R

200 IEEIRE

401 TAIER ML

403 2 bipia,

404 HIRREREE

500 BRARTTH, RSBF|RIBEE .
e

B2 IEIRE .

4.2 SBFAFIES

4.2.1 FAB CA E1E
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TIEREERS
AP &%

4 AP 5B

4.2.1.1 &g CAFIFE

TORENA

R LATEAPI ExplorersRiidiziE [, ZIFEINMAIEEN . APl Explorera] LABENERK

SDKIHERGI, FRHESDKICHIRABIEIRNINARE .

BFCAFIZE ..
A
URI

GET /v1/private-certificate-authorities

2 4-54 Query 2%

24

SHER

1)

limit

=k SV
=Bk
A

Integer

EEEERMEICRFEH, BAME
10,

=IME: 0
EX{E: 1000

name

iy

String

CAIFEZFR (CN) iT38E, B
FIREZ IR EESEERICA
IEBES,

AMKE: 1

BRAKE: 64

offset

iy

Integer

K3 E, MoffsetisERIT—
SZHIEFIRER., IAMENO,

&/JME: 0

status

iy

String

CAIFHIRE, BRI IEIE

PBES:

e PENDING : F¥5E, HIRE
T, AalHFERIUES;

e ACTIVED : E¥iE, HIRE
T, TRFELIESR;

e DISABLED : BZ5H, IIKZ
T, RalEFERIE;

e DELETED : itXIMIB&, tbik
ST, FOBFERILES;

e EXPIRED : EidHf, IR
T, AORAFELRIER.
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https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=ListCertificateAuthority

SIEREIERSS

APl &% 4 APl BB
28 BBk SRR ik
type & String CAIEH2EE:
e ROOT : {RCAIEPH
e SUBORDINATE : MJECAIE
B
sort_key S String HiFEtE, BriciHUATEME:
e create_time : IFHEZEATE
(EN)
e common_name : IFPZFR
o type : CAIFF
e not_after : iFHZIHAATE]
sort_dir S String HEFAmE, SZFLACTME:
o DESC:[&F (BLiA)
o ASC: FH=
BRESH
2 4-55 153K Header &%
28 AWk SRR )%
X-Auth-Token | 2 String FBFtoken, &:1AM token3k
5%
il Rz 228
K&\ 200
# 4-56 IR Body 2%
2 SR R
total Integer CAIERZE .
certificate_aut | Array of CA%IZE, ¥15iEZ& W CertificateAuthorities=
horities CertificateAu | EREIEEMIREE
thorities
objects
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https://support.huaweicloud.com/api-iam/iam_30_0001.html
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2 4-57 CertificateAuthorities

2%

SHE

ik

ca_id

String

CAIE#HID,
BIMEE: 36
BRAKE: 36

type

String

CAERY:
e ROOT: fRCA
e SUBORDINATE: M\JECA

status

String

CAIEHIRE:

e PENDING : Fgi&E, WIRET, FaBEFE
RIEB;

e ACTIVED : E&iE, WWIKET, AIETFELRIE
+H;

e DISABLED : EZH, LBKET, RaIREFE
RIEB;

e DELETED : itXUMliR, LLIKET, AeIBEFE
RIEB;

e EXPIRED : Ei3Hf, IWIKET, FHIRFEL
B,

path_length

Integer

CARIRKE

1588
iE: ERBMRCAIES, HBFKERAMPRE, (BRF
BRAMIEETR—ENT. NECANBEKERCIER
MAFEE, REEN0,.

=IME: 0
EA{H: 6

issuer_id

String

RCAIFEID, ENZEILLTEFEAICAIERID, FRCA
B, tES#Anull,

H/IMKE: 36
BRAIKE: 36

issuer_name

String

RCAIFBEZ#R, RCAR, k2% Anull,
RAMKE: 1
RAKE: 64

key_algorithm

String

BHEX.

signature_alg
orithm

String

SERFHE.

freeze_flag

Integer

IREERRIR:
o 0:IFKRERT;
o HYE : KERTE, SRITE.
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2H SRR iR
gen_mode String WEPERSER:

e GENERATE : PCARZLER;

e IMPORT : 4N SN

e CSR: /MEBIRMHCSR, AIERCAEITE L, BIFA

SHRTEPCAHITIEE .

serial_number | String WEBFIIS,

BM<E: 1

RAKE: 64
create_time Long IEPEIERTE, BCAEE (Z0ER) .
delete_time Long IEPERATSE, B AMEE (Z0ER) .
not_before Long IEPEIEERNE, B AEE (ZE0ER) .
not_after Long UEPBEIEARTE, X AEEE (ZEWER) .
distinguished_ | Distinguishe | IEBETRECE, F1E5&MDistinguishedName
name dName FEREREMIRAE

object
crl_configurati | ListCrlConfig | iEHCRLECE, 1¥EiE2 W ListCrlConfiguration
on uration FEREURLSMAR
object

enterprise_pro | String W IREID, AR “07 o MNFFERIIRE
ject_id AR, EREBRGCTERACWIE T, TR

FEEWIRBREBR, frEERGTFEWIRE

o
free_quota Integer BEUFPEET
charging_mod | Integer TR
€ . O'EWHE;

;;Zﬁ'ﬁo

£k 4-58 DistinguishedName
2% SHE iR
common_nam | String IERBAEMR (CN) , SFRRgedR"-" """
e NN - S SN 2N ﬂ—?—ﬂﬁk ‘lXJ:EF

71" ﬁbﬁ_L641_"Z$ﬁo

BIME: 1

RAKE: 64
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2¥ SR A
country String ExRmiS, REEMIEAR, KER2UFH.

=RIMEE: 2
RAKE: 2
State String _/é\l—_ﬁg*/—{, g*}—(/q Emu n nmon n ll\ ll‘ll\ u,n\

%Et H=F . NFHRE, tcr 7[' Bid128(u=F
o

BIM<E: 1
BRAKE: 128
locality String WXEZFR, BREeeR"-" """ "

%! H=. XNFHRL, H‘ 7f' 12812
o

BIME: 1
BRAEKE: 128

organization | String HOZIR, BREGEH"-". """ ","\
8. HF. XFHRK, H‘ RERBIE 64(
o

=BME: 1
RAKE: 64

organizational | String RIORTTEFR, BIREREEH"-". " "L """
_unit " FE. BFE. INFAR, tcr 7F e8I 6447
?f—’}o
BIME: 1

RAKE: 64

2 4-59 ListCrlConfiguration

2 SR R
enabled Boolean EASEBHCRLERINEE,

e true

e false
crl_name String RIHTIFRIUERFR

1588

EAPTIEE, RSBATAYSPNEBRIRCA ID,
obs_bucket_n | String OBSHERBFR .
ame
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SH SHRE

g

valid_days Integer

CRLEEFFEER, BB{uR"X". HBHECRLEMRIN

e, FWIEIR,
BME: 7
ERAME: 30

crl_dis_point String

MmIRYIRS &ML, BIXSNAYOBSHEHRAICRLIZIAF

i chil g
1588

ARSHBEFRIECrl_name. obs_bucket_namelA}%

OBSHBUEHITIHIZETAL o

KEB/: 400

% 4-60 IfIK Body S%

24 SHE

ik

error_code String

HixiaKIREIAIEEIRED -
=MEE: 3
RAKE: 36

error_msg String

BRI KIREAVEIRER .
=BNME: 0
BAKE: 1024

K&G: 401

% 4-61 IR Body %4

2% SHRE

g

error_code String

FEIRIESOREAI IR .
=IMKE: 3
BKIKE: 36

error_msg String

ERIEKIREREIREE
BIM<E: 0
BRAEKE: 1024

RSE5: 403
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BRI

K 4-62 WLy Body 2

SH

SHRE

i

error_code

String

HIRIAKIR
=2\ -SES
RAKE:

[EIRYEEIRAD .
3
36

error_msg

String

EIRIERIR
RAMKE:
BAKE:

EIRIEIRER .
0
1024

RSB 404

% 4-63 IRI Body &%

2H

SHE

R

error_code

String

EIRIE IR
RAMKE:
RAKE:

ERYEEIRAD o
3
36

error_msg

String

EiRiE IR
U NEF
BEAKE:

EIRHIRIES .
0
1024

REE: 500

% 4-64 IL; Body &%

28

SHH

R

error_code

String

EiRIE IR
RAMKE:
BAKE:

[EIRYEIRD o
3
36

error_msg

String

EIRIE IR
RAMKE:
RAKE:

EIRIEIRER -
0
1024

BFHCAIERYIZE, FKLhEIX-Auth-TokenFZEREEEStoken, HiZtokenEEER
BAAPIRGISIEASER .

GET https://ccm.cn-north-4.myhuaweicloud.com/v1/private-certificate-authorities
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N Rz 7~

REBL: 200
BREKIN

"total" : 2,
"certificate_authorities" : [ {
"signature_algorithm" : "SHA384",
"issuer_id" : null,
"issuer_name" : null,
"not_after" : 1678159435000,
"not_before" : 1646623375000,
"status" : "ACTIVED",
"freeze_flag" : 0,
"gen_mode" : "GENERATE",
"serial_number" : "202203070322544291829058",
"distinguished_name" : {
"country" : "cn",
"state" : "shanghai",
"locality" : "shanghai",
"organization" : "shanghai",
"organizational_unit" : "shanghai",
"common_name" : "CSR_123"
2
"key_algorithm" : "EC384",
"create_time" : 1646623375000,
"delete_time" : null,
"ca_id" : "a6bbfObe-79f3-4f66-858a-0fdcb96dfcbe",
"type" : "ROOT",
"path_length" : 7,
"crl_configuration" : {
"enabled" : false,
"obs_bucket_name" : null,
"valid_days" : null,
"crl_name" : null,
"crl_dis_point" : null
}
o
"signature_algorithm" : "SHA256",
"issuer_id" : null,
"issuer_name" : null,
"not_after" : 1727492412000,
"not_before" : 1632797952000,
"status" : "ACTIVED",
"freeze_flag" : 0,
"gen_mode" : "GENERATE",
"serial_number" : "202109280259122080649087",
"distinguished_name" : {
"country" : "CN",
"state" : "Sichuan",
"locality" : "Chengdu",
"organization" : "Huawei",
"organizational_unit" : "CloudBU",
"common_name" : "pca-ca"
h?
"key_algorithm" : "RSA2048",
"create_time" : 1632797953000,
"delete_time" : null,
"ca_id" : "fb7bd6a6-6a11-4a58-8710-a3c0a620aedc",
"type" : "ROOT",
"path_length" : 7,
"crl_configuration" : {
"enabled" : false,
"obs_bucket_name" : null,
"valid_days" : null,
"crl_name" : null,
"crl_dis_point" : null
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APl &% 4 API B8
}
1]
}
KR&ME: 400
BREHBIR
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RS 401
RN NDUETEEE = S
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RE&ES: 403
INIERML
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
WRESRE: 404
REAFESREARLE
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
R&EB: 500
ARSSAEREEIR
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RSB
RSB ik
200 =R =Y
400 BRSHEIR
401 BRI RE R EZEN,
403 TAIERY .
404 REAFESREERILE
500 ARSS AEREEIR
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4.2.1.2 Gll# CA

o GIRBIRCA, RIESHNEBD, HELIHE;
o BIENECA, HEEZERYEZLES, RIESHNEY, EELIKE;
o CIENECA, FREERMHLETR, ERbodyp RFEHRDIL=1"SEZ—Al

issuer_id. signature_algorithm. validity,

ZB]LATEAPI ExplorerdrifFiiziE [, STIFERIAIELEIN . APl Explorera]LABRI4ERL
SDKRXEB MBI, FHRESDKABREIEIXINGE .

POST /v1/private-certificate-authorities

TheeN A
BIECA, DIAT=MIER:
aJ:
i3
URI
BREH

% 4-65 53K Header 2%

2% BEWI% SRR R
X-Auth-Token | £ String FFtoken, £&l:1AM tokenZk
5%
% 4-66 153k Body 2%
e BEWYIE SRR faR
type 2 String BUERAICAZERY,
e ROOT : tRCA
e SUBORDINATE : \/ECA
distinguished_ | 2 Distinguishe | FPEREE, FHEEERL
name dName DistinguishedName=ER#¥z
object LEFIIRBA

MAERRAS 09 (2023-12-29)
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SH ERWIE SHERE %

String BIARE, AN&ENT:

e RSA2048 : RSAE%, Z4H
KE2048(1;

e RSA4096 : RSAE %, 48
KE409611;

e EC256 : H[EIILEL
( Elliptic Curve Digital
Signature Algorithm
(ECDSA) ) , Z$AKE256
fiz;

o EC384 : iEIF&EX
( Elliptic Curve Digital
Signature Algorithm
(ECDSA) ) , Z$AKE384
fiz;

o SM2: EXRZILEERDMA
AEILE L (E2RE
BiASM3) , ERRE256
fii. (HEuL)

Validity EBEHE, PUT=fMIER:
object o CIEIRCA, FouiEME;

o BIENECA, HEEEEH
EZIE, AMR(E;

o BIEMNECA, FEEBEEHY
EZIER, ASHEBHER
B%, BB BIEERXE
No

i5iBE
¥i5Es NvalidityFEREUREN
WERH o

String RCAIERID, FLAR=M1E
B

o BIEIRCA, IRCAHBEZIE
B, BRCA, BRIEGZS
#;

o BIEMECA, HEEEHEH
mZIEH, AWIEE;

o BIEMECA, FEEEHEH
EZIEH, ASHERHRZ
B, BiEEPNSEERXIE
AO

=IMKE: 36

BRAKE: 36

i

key_algorithm

iy

validity

i1y

issuer_id
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SH

SHERE

%

path_length

=
=
= Integer

CAIFBRRIZKE, DLAT=M

ED

o GIERCA, NEFFEIRHIE
BERIW E, RCARIAT
STRRRI<EMIRS, 552
RiZ2S# . IEBERRX]
FAMECAPRES;

o GIENECA, HEEEEH
EZIEH, APYUEEN .
THREENO;

o SIENECA, FEEBEEY
EZIER, ASHEBHER
B, BRI BINEEEE
X, EEBBEREN;

=/IME: 0

B=AE: 6

signature_alg
orithm

iy

String

BRBRFHE X
o DLATF=FMER:
- BUZBIRCA, HWIE(E;
- BIENECA, HEEER
AEIZIE, PWEE;
- BIENECA, FHEEBER
ABZIET, ASHIES
R, MHEBHNERE
BIREN.
o HIE(EIT:
- SHA256
- SHA384
- SHA512

- SM3 (FhEis, ZEREE
SM2)
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SH

SHERE

%

key_usages

Array of
strings

EIRRIE, BEMRESIIRFC

52807:4.2.1.375,

o digitalSignature : =%

e nonRepudiation : A
i

e keyEncipherment : 558
FINZZREE;

e dataEncipherment : B30
BHIE;

e keyAgreement : Z 81

e keyCertSign : & &iFH;

e CcRLSign : &&BHTIE;

e encipherOnly : {XFF1N
=)

o decipherOnly : (YT

%A
REEWNT:
o IRCAIEF: EKIAH

**[digitalSignature keyCertSig

n,cRLSign]*, ZREEFEAN
8;

o MECAIEH: BiASA
**[digitalSignature keyCertSig
n,cRLSign]*, XEFHFBE

o

crl_configurati
on

iy

CrlConfigurat
ion object

IEBCRLELE, iFIEEEN
CrlConfiguration= FRE{IELEH
58

enterprise_pro
ject_id

iy

String

®WZIMEID, BRERFFEEL
ZINER, FHEERNZFE
BRFEtl 2B, EifR
B LMNIZF R . &ERPA
WAZFER, BRATRHERAE
BRI ZINE THER.
ItEAT “enterprise_project_id”
BUER “all” . BERPBANZ
FE, BERHEUME—FH.
BYE “all” BUEAS “07 %
EIENITES:  “A[0-9a-7]
{8}-[0-9a-z]{4}-[0-9a-z]
{4}-[0-9a-z]{4}-[0-9a-Z]

{12}$ ”

MAERRAS 09 (2023-12-29)

WRIERE © EARITERARERAF 61


https://datatracker.ietf.org/doc/html/rfc5280#section-4.2.1.3

TR EERS
AP &%

4 AP 5B

SHERE

%

String

CAMEBID, MR AT
RECA; MRAAT
BEHICAEE.,

RIMKE: 36
RAKE: 36

, el
, WiRE

Z 4-67 DistinguishedName

2H BRWIE

SHERE

%S

common_nam | &£

e

String

IEB@AZIR (CN) , BIRR

AbEEu " non non nn nn

R e SR,
KETBEBIS64UFF
BIMKE: 1

EBAKE: 64

i

country

String

?ﬁﬁﬁqs /\EEEEIEQSZ—.HE‘Z 'tt
E200FF
BIVEE: 2
BAKE: 2

ali

state

String

BhER, /IRREEH"-"

" " " " " "\ "["\ %E éﬁ
%\&%ﬂ& KEAREE
12855

=AMKE: 1

BAEE: 128

ali

locality

String

WXZIR, FIRR ﬁ‘é "t
=, &%ﬂﬁk t:r‘ ZS ﬁ‘éi_
128 =5 o

RIMRE: 1

BRAKE: 128

i

organization

String

—/\g?_{a %ﬂ/\HEEE" "
N %5(
F. ,R%QHEJZ kFT
6ANFF o
BIEE: 1
BRAKE: 64

MAERRAS 09 (2023-12-29)

WRIERE © EARITERARERAF

62




TIEREERS
AP &%

4 AP 5B

SH

SHERE

%

organizational
_unit

= String

ANBTEFR, AFRREER
ll_ll\ ll_ll\ n ll\ II-II\ |l,ll\ ?\
H=. NFHRE, KEABGED
64MUFRT o

BIVEE: 1

BAKE: 64

% 4-68 Validity

24

SHEE

R

type

= String

BRHAREL, AwiR(E:
e YEAR: £ (1298)

e MONTH: B ( %&—i%31
x)

e DAY : H
e HOUR : /B

value

Integer

fali

WP EYHEAE, StypeXIrzAIzE

?%{E, ME R EEHELATR

-

o IRCA, BREINFETF30
F;

o MECASIAGIEH, BXHA
INFETF205E,

start_from

i1y

Integer

fCyREdE), JAENEE:

o B NANEE (ZRR) ,
401645146939688(L3E
2022-02-18 09:15:39;

o ARBFHFiRtEsHsH, BN
start_from > (current_time
- 5min) .

£ 4-69 CrlConfiguration

2%

BRYi%

enabled

SHERE

= Boolean

i3
EEBRCRLEINAE
[ ]

true

e false
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APl &%& 4 API BB
2 BRI SR i)
crl_name & String REIIRSERTR
158AR
ERFTREE, RAEBAREY
ANEBAIRCA ID,
obs bucket n | & String OBSHHEZFRo
ame 1588
UHEEERHCLARINEE:
o ttEH AWIEIR, BHREFPYIR
ECIREIEIFN, EFPCARSS
XTOBSHIHEXANIR, BEiFsR
AXHY: EBREHGE-EER
BEEZITHUR. EBmiEt
B> 02 EIE;
o IEEMIOBSHEWRTFIE, B
RS .
valid_days & Integer CRLEEFREHR, BAIA"XK", X
[EECRLE#INEE, HEIR,
=/IME: 7
B&XE: 30
IRz SE
RSB 200
& 4-70 Imii Body 2#
¥ SR iR
ca_id String LEIR RHICAIEBID,
w&/IMKE: 36
RAKE: 36
RSB 400
£ 4-71 W7 Body 2
2 SR iR
error_code String EixiEKIRERVEIRD .
=BNME: 3
RAKE: 36
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APl &%& 4 APl B8

2 SRR iR

error_msg String EIRBENRERENEIRER
=BNME: 0
BAKE: 1024

REB/: 401

= 4-72 QR Body 2%

2% SHEE R

error_code String EIRIEKIREAVEEIRID
BIME: 3
RAKE: 36

error_msg String HEIRIERIREINEIRIER
BM<E: 0
RAKE: 1024

KEB/: 403

Z 4-73 gk Body #

2% SHER R

error_code String Hixia IR EIAVEIRD .
B/M<E: 3
RAKE: 36

error_msg String HRERREPEIRER
Hj/_]\{tr;. 0
BRAKE: 1024

K& 404

K 4-74 WL Body 2%

¥ SRR iR

error_code String EiIRiEKIREAVEIRIE
=BME: 3
RAKE: 36
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2% SR fik
error_msg String HiRERIREIPEIRES .
=BNME: 0
BRAEKEE: 1024
REHB: 500
= 4-75 WK Body &%
2% SHRT R
error_code String HEIRIERIRERIEIRE
B/MKE: 3
RAKE: 36
error_msg String HiRERIREINEIRIER .
®BMSE: 0
BRAEKE: 1024

iBERTA

BUEECAIEE, BERLPAIX-Auth-TokenFEREEIEStoken, HiZtokenEEBBAK

APIRII IR -

POST https://ccm.cn-north-4.myhuaweicloud.com/v1/private-certificate-authorities

{
"type" : "ROOT",
"key_algorithm" : "RSA4096",
"signature_algorithm" : "SHA512",
"distinguished_name" : {
"common_name" : "demoRootRSA",
"country" : "CN",
"locality" : "chengdu",
"organization" : "HW",
"organizational_unit" : "dew",
"state" : "sichuan"
1
"validity" : {
"type" : "YEAR",
"value" : 3
1
"crl_configuration" : {
"enabled" : false,
"obs_bucket_name" : "demoBucket",
"valid_days" : 8
}
}

MRz~

W&E: 200
ERERMIN
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{
"ca_id" : "66504812-fedc-414a-9b7c-4¢1836398524"
}
KR&ME: 400
BREHBIR
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RS 401
RN NDUETEEE = S
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RE&ES: 403
INIERML
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
WRESRE: 404
REAFESREARLE
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
R&EB: 500
ARSSAEREEIR
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RSB
RSB ik
200 =R =Y
400 BRSHEIR
401 BRI RE R EZEN,
403 TAIERY .
404 REAFESREERILE
500 ARSS AEREEIR
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tHI=0

4.2.1.3 &if) CA BiEhn

INEENT A
BEFCAIEHEET
it
RBJLATEAPI ExplorersRiiiziEz ], IFEMAIESEN . API Explorerf] LAEENERY
SDKISRIRAI, FHEMSDKACAS R INEE .
URI
GET /v1/private-certificate-authorities/quotas
5RESH
%K 4-76 153K Header &%
B8H =Rk SR R
X-Auth-Token | 2 String FBFtoken, &:1AM token3k
5.
) E=2:5

R&E: 200

% 4-77 I Body 2%

2¥ SR A
quotas Quotas object | IEPHECER, 1FIBEES N QuotasFEREIRELEIIN
iz

2 4-78 Quotas

84 SHER R

resources Array of RRECESIZE, 1FIHES I ResourcesFEREIE
Resources £EHI15ER .
objects HUEKEE: 0-10
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2 4-79 Resources

28 SR iR
type String IUEPHEE:
e CERTIFICATE_AUTHORITY: CAIF$;
e CERTIFICATE: JABGIFH,
used Integer E{FFEECENES -
quota Integer BoAn= 24
e CERTIFICATE_AUTHORITY: YRR FAIEE
100;
e CERTIFICATE: HEIZESti5E 100000,

WK&G: 400

% 4-80 [ Body B4

2H

SHE

R

error_code

String

ERiEKIREIAIEEIRED -
B/M<E: 3
RAKE: 36

error_msg

String

EIRIEREIEIRER
=IM<E: 0
BAKE: 1024

WR&B: 401

% 4-81 AR Body S

2%

SHH

ik

error_code

String

Himia KR EIAIEEIRED -
=ME: 3
RAKE: 36

error_msg

String

EIRIERREIEIRER
=IM<E: 0
BAKE: 1024

RSE5: 403
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2 4-82 [ Body &%
2% SHEE fidik
error_code String BiximKIREIAVEEIRD .
=BIMSE: 3
RAKE: 36
error_msg String EIRIEKIREVEIRES
BM<E: 0
BAKE: 1024
RESE: 404
2 4-83 L Body 24
B8 SR R
error_code String EIRIEKIREAIEEIRG
=MSE: 3
RAKE: 36
error_msg String HiRERIREIPEIRES .
=ME: 0
BRAEKE: 1024
RS 500
% 4-84 IR Body £%
2% SHRT T
error_code String HiximIREIRVEIR .
B/MKE: 3
RAKE: 36
error_msg String HEIRIERIREINEIRER
=BMSE: 0
BRAEKE: 1024
=]

BEHCAIFBEER, 153KLEIX-Auth-TokenFZEREEEStoken, HiZtokenEEER
BARAPIRIHIIR

GET https://ccm.cn-north-4.myhuaweicloud.com/v1/private-certificate-authorities/quotas
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IEREIERSS

APl &%& 4 API B8
M iz 7~ A5
REMB: 200
BEREMIN
{
"quotas" : {
"resources" : [ {
"type" : "CERTIFICATE_AUTHORITY",
"used" : 25,
"quota" : 100
11
}
}
R7ASEG: 400
BREHBIR
{
"error_code" : "PCA.XXX",
"error_msg" : "XXX"
}
REG: 401
AR RERE SN
{
"error_code" : "PCA.XXX",
"error_msg" : "XXX"
}
KRE&ME: 403
NS
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RE/E: 404
REAFESEEARLE
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RZASMG: 500
RS PIEBEEIR
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RS
RS A
200 BEREMID
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SIEREIERSS

APl &% 4 API1%ER
RS R
400 BXRESHEIR,
401 ISR UEEELEN
403 TN,
404 BBEAFES R RERLE
500 IREZAEEIR
SIS
52 ERB.

4.2.1.4 &if) CA ¥15

ThEEN A

iz

URI

IBREH

HAICAIFE,

RBJLATEAPI ExplorerdRiisiziE ], IFEIMAIEEN . API Exploreri] LABENERK

SDKACHERAI, FHEMSDKRIDREIEIRINEE

GET /v1/private-certificate-authorities/{ca_id}

% 4-85 IR1ZSH

¥ BRI SHEER
ca_id =2 String CAIEBID,
2 4-86 153K Header 2%f
X-Auth-Token | 2 String FAPRFtoken, £:1AM tokenZk
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https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=ShowCertificateAuthority
https://support.huaweicloud.com/api-iam/iam_30_0001.html
https://support.huaweicloud.com/api-iam/iam_30_0001.html

TIEREERS
AP &% 4 API i85

MR SEL
RBHG: 200

% 4-87 IR Body B4

B8H e il R
ca_id String CAIERID,

w/MKE: 36

RAKE: 36

type String CASSEY:

e ROOT: 1#8CA

e SUBORDINATE: M\J/ECA

status String CAIERIRTS:

e PENDING : FEiE, WIKET, FUBETFE
RIEB;

e ACTIVED : EEiE, WWIKET, aIEFELIE
B,

e DISABLED : E£H, LBKET, AaIBFE
KIEH;

e DELETED : itXIifliR, LIRS, AaIBFE
RIEB;

e EXPIRED : 2138}, WIRET, FUBEFELR
#H.

path_length Integer CABRERKE,

il ]
E ERAIRCAILEE, HIRRKERMIRS], (BXR=E

BREHEEPR—ENT . NECARIBRIKERLIZR
FRAFEE, REEN0,.

&/IME: 0

mAfE: 6

issuer_id String RCAIEPID, BIEAUGEPBRICAIESRID, #RCA
F, SEAnull,

=IMKE: 36

BRAKE: 36

issuer_name | String RCAIFBEIR, tRCAH, LE2EAnull,
BIME: 1

RAKE: 64

key_algorithm | String EREE.
signature_alg | String BERRABFEL,
orithm
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SIEREIERSS

APl &% 4 APl B8

2% SR iR
freeze_flag Integer REEIRIR:

o 0:IERENT;

o HEME  FERS, HpiE
gen_mode String MEBER AL

e GENERATE : PCARSZAER;

e IMPORT : #MNEBEN;

o CSR:SMEMEMCSR, HEBCARITER, BIFA

SHARTEPCAITIES .

serial_number | String UWEBFIIS,

BNME: 1

RAKE: 64
create_time Long IEB AT E, & NEE (ZRWER) .
delete_time Long IEBHIERETE, & ANEE (ZRWER) .
not_before Long IEBeEERTE, & ANEE (ZRWER) .
not_after Long WP EIERRTE), & ARTEE (ZE0ER) .
distinguished_ | Distinguishe | IFBEFRECE, 1¥155& M DistinguishedName
name dName FERHURSMAR

object
crl_configurati | ListCrlConfig | IFBCRLECE, 1¥1EiES MiListCrlConfiguration
on uration FEHURSAR
object

enterprise_pro | String ®WIREID, BHUAR “07 . MNFHFBERWIRE
ject_id AR, FRERGTFEACWIRE T, NFE

FERWIRBRNER, rRERGTEWIRE

To
free_quota Integer REIEPECEN
charging_mod | Integer TR
€ e 0:&FHR;

;Rﬁ'ﬁo
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TIEREERS
AP &% 4 API i85

2K 4-88 DistinguishedName

2% SHRE R
common_nam | String IFPBAZW (CN) , SFRIEEH"-". """
e NN RN 2 S N - (2N &?—ﬁﬁk Jxr“
7f' BERBE6MUFT o
RIMKE: 1
mAKE: 64
country String ExmiS, REEMIEIAER, KER2MUFRH.

BIME: 2
RAKE: 2

State Strlng _%\I—_Eg?-(, %*’_{/\EEEE" n n || n |l\ ll‘ll\ ll,ll\
=B #E. NEER, KERED128ME
o

BIMESE: 1
ERAKE: 128
[Ocality String im:gﬂ, g*}—{/m\ Emu n nmon n ll\ ll‘ll lllll\

H. HF. WFEA, KERAEBIT 1 28105
1‘_|'o

RAMKE: 1

RAKE: 128

organization | String RIDZFR, BIRR[ER"-"L """ ISR
8. ¥F. XFHK, ‘IKF_ 7i' 64122
o

RBMSE: 1

RAKE: 64

organizational | String HIABTTRIR, FFRREEA"-". """
_unit "UOFE BEFE. INFAR, kf ?f' 81364412
Fo
Hi/_]\ttr;: 1

RAKE: 64

& 4-89 ListCrlConfiguration

28 SR R
enabled Boolean ESEBHCRLEHRINEE,
o true
e false
crl_name String RIESIRSUERTR,
izl
EAPTIEE, RSBATAYSPNEBRIRCA ID,
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SIEREIERSS

APl &%& 4 APl BB
2 SRR iR
obs_bucket_n | String OBSHEBFR .
ame
valid_days Integer CRLEHEHE, BfA"X". SERCRLEHRII
gg, AWMEIR,
=IME: 7
B=AE: 30
crl_dis_point | String RIHTIFRS AL, BIXIRZAYOBSHERAICRLIZ(A
ik,
izl
AEHHBIEFIRIECcrlname. obs_bucket_namel A&
OBSHbFITHHETIAY o
RS/ 400
% 4-90 IR Body &%
2% SRR N
error_code String HEIRIERIRERIEIRG .
=IMKE: 3
RAKE: 36
error_msg String BiRERIREIEIRIER .
BM<E: 0
RAKE: 1024

KRS8 401

% 4-91 IR Body S%

2H SHE

R

error_code String

HimiaKIREIAIEEIRED -
BM<E: 3
RAKE: 36

error_msg String

EiREKREAVEIRER
=BNME: 0
BAEKE: 1024

RS 403
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TR EERS
AP &%

4 AP 5B

K 4-92 Wiy Body 2

24

SHE

faR

error_code

String

EiRIE IR EAIFEIR
=IMKE: 3
BXKIKE: 36

error_msg

String

HixiaKIREREIRER
BM<E: 0
BRAEKE: 1024

WK&ERS: 404

% 4-93 I Body 2%

24

SHR

R

error_code

String

BRisKIREIAIEEIRG o
B/M<E: 3
RAIKE: 36

error_msg

String

EIREORERIEIRER
=IM<E: 0
BAKE: 1024

REH: 500

2 4-94 I[IR7 Body 5%

2%

SHH

i

error_code

String

EREKIREIAIEEIRED -
BIMKE: 3
RAKE: 36

error_msg

String

BIRIERIRERERER .
RIMKE: 0
RAKE: 1024

BRI

EIFCAFIS, BERLHRIX-Auth-TokenFERFEEHESoken, HixtokenEFZEBA

APIRYIEIEIRR o
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IEREIERSS

APl &% 4 AP 5B

GET https://ccm.cn-north-4.myhuaweicloud.com/v1/private-certificate-authorities/4c0e772e-a30c-4029-
b929-b7acb04143f7

e Rz 73~ 5
REB: 200
BRI

{
"signature_algorithm" : "SHA384",
"issuer_id" : "928bd666-e879-448a-ab54-82f6ae3d81e0",
"issuer_name" : "Huawei IT Root CA",
"not_after" : 1647567892000,
"not_before" : 1645148632000,
"status" : "ACTIVED",
"freeze_flag" : 0,
"gen_mode" : "CSR",
"serial_number" : "202202180143522338893611",
"distinguished_name" : {
"country" : "CN",
"state" : "guangdong",
"locality" : "shenzhen",
"organization" : "Huawei",
"organizational_unit" : "IT",
"common_name" : "Huawei IT Root CA"
L
"key_algorithm" : "RSA",
"create_time" : 1645148633000,
"delete_time" : null,
"ca_id" : "4c0e772e-a30c-4029-b929-b7acb04143f7",
"type" : "SUBORDINATE",
"path_length" : 0,
"crl_configuration" : {
"enabled" : false,
"obs_bucket_name" : null,
"valid_days" : null,
"crl_name" : null,
"crl_dis_point" : null
}
}

RE&ES: 400
BREHBIR
{

"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
REB: 401

WIERINNEFEZEN .

{
"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
R&ES: 403
IANIESRML .
{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
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TR EERS
AP &% 4 API i85

RESME: 404
BRI RFEAREE
{

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
R&F8: 500
ARSSAEREEIR
{"error_code" : "PCAXXX",
}"error_msg" L IXXX!
N
K& A
200 BEREMLI
400 BERESHBIR.
401 AR REREZEN.
403 INIERL
404 BRAFERERARKD .
500 ARSSAEBEIR -
e
B2 EIED.

INEEN4A
HHRIBIBRCA, iHRIZDREMFRCAIES, BHRE7X ~30KAMIEER.
(1) 5 8A
REHIEPRER” FHE ‘o B2 “KEi, 7ofikg. ” F8E “KET, BESIIEMERIE
B, FIFIERMIER
IE I
RB]LATEAPI ExplorerdRidiiziEz [, IFEMAIESEN . API Explorerf] LABENERK
SDK{HSRBI, FHEMSDKARBREIEXINGE .
URI

DELETE /v1/private-certificate-authorities/{ca_id}
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https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=DeleteCertificateAuthority

SIEREIERSS

APl &% 4 API 15iB8
x 4-95 BREH
2% BEWYIE SRR R
ca_id 2 String FrEitXIMIBRAICAIERID,
BAMKE: 36
RAKE: 36
K 4-96 Query 2%
BH = WI% SR R
pending_days | 2 String SERMMBRASE), 2" X “,
BIEE: 1
RAKE: 2
IERSH
K 4-97 153K Header 2%
2% BRI SRR fHR
X-Auth-Token | 2 String FHFtoken, ZR:1AM tokenik
BGiE.
IR SE
REFB: 400
% 4-98 NI Body £#f
8% SHEE it
error_code String ERIEKIREIAIEEIRED -
BIMKE: 3
RAKE: 36
error_msg String HiRERIREIPEIRES .
BIMSE: 0
BRAEKEE: 1024
REMB: 401
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https://support.huaweicloud.com/api-iam/iam_30_0001.html
https://support.huaweicloud.com/api-iam/iam_30_0001.html

SIEREIERSS

APl &%& 4 APl BB
2 4-99 [ Body &%
2% SRR R
error_code String BiximKIREIAYEEIRD -
BM<E: 3
RAKE: 36
error_msg String HEIRIERIREINEIRIER
BM<E: 0
RAKE: 1024
RESE: 403
2 4-100 [[IR; Body 2%
2% SHER R
error_code String EIRERIREAIEEIRD .
B/M<E: 3
RAKE: 36
error_msg String EIRERIREREIRER
=ME: 0
BRAEKE: 1024
RSB 404
2% 4-101 L7 Body &%
¥ SRR iR
error_code String EiRiEKIRERVEIRE .
=BME: 3
BRAKE: 36
error_msg String HEIRERIRENEIRIEE
BIM<E: 0
BEAKE: 1024
KEB\: 500
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TIEREERS
AP &%

4 AP 5B

2 4-102 I Body 2%

2H SHH R

error_code String EIRERIR
RAMKE:
RAKE:

[EIA9HEIRED o
3
36

error_msg String EIRIERIR
RIMKE:
RAKE:

EREIRER .
0
1024

BRI

THRIMIBRCA, BKLFAIX-Auth-TokenZEREEIEStoken, HiZtokenEEZEEBAR

APIEJIE IR

DELETE https://ccm.cn-north-4.myhuaweicloud.com/v1/private-certificate-authorities/4c0e772e-a30c-4029-

b929-b7acb04143f7?pending_days=7

i Rz73~ 5
RED: 400
IEREHER.
{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}

R&ERS: 401
WIBRATRE R ZEN
{

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
RSE5: 403
IANIESREI .

{

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
WK&mL: 404

BRI RRAREE
{

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
KE/: 500
IRSZIEBEEIR
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SIEREIERSS

APl £ 4 API iR
{
"error_code" : "PCAXXX",
}"error_msg" L IXXX!
N
K& ik
204 BEREML, Flakbody
400 BRESHEIR
401 ISR UE R EZEN
403 TN
404 BREAFESRERARKE .
500 ARSSAEBEIR -
=Sl
B2 WEIEB.

4.2.1.6 & CA

RBJLATEAPI ExplorerdRidisiziEz [, IFEMAIEEN . API Explorerf] LABENERK

INeeN 4R
HGECA,
(RERL
QEMEBATF EHE RS, ATHTHERE.
Wil
SDKACHE R, FHEMSDKARDREIEILINGE .
URI

POST /v1/private-certificate-authorities/{ca_id}/activate

#* 4-103 B2SH

S =AWk SHLR iR
ca_id = String FrERERIMNECAIERID,

RMKE: 36
BAIKE: 36
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https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=IssueCertificateAuthorityCertificate

TIEREERS
AP &%

4 AP 5B

IERSH

2 4-104 153K Header &3

8% BE W% SRR 1k
X-Auth-Token | 2 String FHFtoken, 2H:1AM tokenzx
:\'yapr
7= 4-105 i53Kk Body &%
8% BRI SRR ik
issuer_id =2 String AR CAIFEID,
BMEE: 1
RAKE: 64
path_length 2 Integer BEKE,
=®B/IME: 0
B&X{E: 6
signature_alg | 2 String BEWREEL, aEEWNT:
orithm e SHA256
e SHA384
e SHAS512
o SM3 ( F[EuY)
validity 2 Validity IEREWH, FEESI
object Validity FER R EEFI15 AR
type & String BIZEAICAZERY, (WIREES
[EHACA, Jwia(E)
e ROOT : #RCA
e SUBORDINATE : \\JECA
distinguished_ | & Distinguishe | IFPZREE, IFIEEEN
name dName DistinguishedName=E&##/z
object SRR, (ANRBCEEEHEA
CA, AWIEE)
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https://support.huaweicloud.com/api-iam/iam_30_0001.html
https://support.huaweicloud.com/api-iam/iam_30_0001.html

TIEREERS
AP &%

CA, AE(E) , NEEW

T~:

e RSA2048 : RSAE%, Z4H
KE2048(1;

e RSA4096 : RSAE %, 48
KE409611;

e EC256 : fHEIILEL
( Elliptic Curve Digital
Signature Algorithm
(ECDSA) ) , Z$AKE256
1z,

o EC384 : {EIFM&EX
( Elliptic Curve Digital
Signature Algorithm
(ECDSA) ) , Z$AKE384
fiz;

o SM2: EXRZILEERMA
A EILE L (ERRE
BIASM3 ) , BIPKE256
fii. (HEuL)

4 APl B8
¥ 2RIE SRR A
key_algorithm | & String ZIHEE (R EEEH
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TR EERS
AP &%

4 AP 5B

SH

SHERE

%

key_usages

Array of
strings

EIRRIE, BEMRESIIRFC

52807:4.2.1.375,

o digitalSignature : =%

e nonRepudiation : A
i

e keyEncipherment : 558
FINZZREE;

e dataEncipherment : B30
BHIE;

e keyAgreement : Z 81

e keyCertSign : & &iFH;

e CcRLSign : &&BHTIE;

e encipherOnly : {XFF1N
=)

o decipherOnly : (YT

%A
REEWNT:
o IRCAIEF: EKIAH

**[digitalSignature keyCertSig

n,cRLSign]*, ZREEFEAN
8;

o MECAIEH: BiASA
**[digitalSignature keyCertSig
n,cRLSign]*, XEFHFBE

o

crl_configurati
on

iy

CrlConfigurat
ion object

IEBCRLELE, iFIEEEN
CrlConfiguration= FRE{IELEH
58

enterprise_pro
ject_id

iy

String

®WZIMEID, BRERFFEEL
ZINER, FHEERNZFE
BRFEtl 2B, EifR
B LMNIZF R . &ERPA
WAZFER, BRATRHERAE
BRI ZINE THER.
ItEAT “enterprise_project_id”
BUER “all” . BERPBANZ
FE, BERHEUME—FH.
BYE “all” BUEAS “07 %
EIENITES:  “A[0-9a-7]
{8}-[0-9a-z]{4}-[0-9a-z]
{4}-[0-9a-z]{4}-[0-9a-Z]

{12}$ ”
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https://datatracker.ietf.org/doc/html/rfc5280#section-4.2.1.3

TIEREERS
AP &%

4 AP 5B

K 4-106 Validity

2%

SHER

1%

type

String

BRHEARE, AwiE(E:
e YEAR: £ (1298)

e MONTH: B ( %&—i%31
x)

e DAY : H
e HOUR : /\gF

value

i

Integer

IEREWHAE, StypeXdAIE

é"tj{E, B EFTH LA TR

y:

J ZEECA, BRHEINFEFT30

o NECASFEBIEH, BXHA
INFET205,

start_from

iy

Integer

Fe4aRdiE), JoETin(E:

o BILHRNEE (ZRR) ,
4116451469396881t3%
2022-02-18 09:15:39;

o FBEFHFiRtEsHH, BN
start_from > (current_time
- 5min),

Z 4-107 DistinguishedName

24

BRIk

SHEE

HEk

e

common_nam

=
=

String

IEB@ARIR (CN) , BRR
ﬁ\gmu_u\ n_u\ n ll\ ||.||\ ll’ll\
e FE B IXFAERR,
KEARGBE64=R, BFF
SREERTHE

BIMEE: 1

BRAKE: 64

country

i

String

ERmS, JeEAREAER, K
Sy apAivicrion
=AMKE: 2
BRAKE: 2
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SIEREIERSS

APl &%& 4 APl BB
28 BBk SRR ik
state = String BMER, BMMEER"-".
mn 11} moan ll.ll\ min %l a
=, ,R%QEUE‘Z kr AgeEd
1285, BFLARRERT
o
BMEE: 1
BAKEE: 128
locality 2 String HXZR, ZFRREER"-"
n 11} mon 11} Il\ mn %. *&
%\&%ﬂm krT eiEd
128(UF5F, BFFLAFRERT
o
=RIMEE: 1
BRAKE: 128
organization |2 String HIAZTR, BIRREER"-"
mn " 11} " " ll\ ll,"\ %. &
%\&%ﬂm kFT giad
6MUZFERT, B kAR
o
BIVEE: 1
BRAKE: 64
organizational | 2 String HNPTEIR, BIREEER
_unit ll 11} 11} mn min n ll\ ||,||\ %!
ﬂ%\&%ﬁm KEAREEID
64=FrF, BHLAREEAT
o
BMEE: 1
=AKE: 64
2k 4-108 CrlConfiguration
S8 AWk SRR g
enabled = Boolean EABHECRLERINEE,
e true
e false
crl_name B String RIEFIFRIUE BT
i58B
EHPRIEE, EABEIAFKEH
BUMEPRIACA ID,
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IEREIERSS

APl &% 4 APl B8
2H BEWI%E SR fHR
obs_bucket n | & String OBSHERFR -
ame i5EA
YEBEACRLERINE:
o LhSHOHMEAIN, BRFPXR
ERIEFIEEN, EFPCAIRS
XTOBSHItEXAR, BiFx&l
A ERRECE-EER
BEERENIR. IEBRHEL
E>tEE;
IEERIOBSIEWRTZETE, B[N
GRES
valid_days & Integer CRLEEFFEHR, BB{UR"X". H
[BRRCRLEMINEE, FWMEIR,
=UNEHA
A& 30
)=
RE&E8: 400
7 4-109 IR Body 2%
2% SHRT T
error_code String Hixim IR EIRVEIR .
B/M<E: 3
RAKE: 36
error_msg String HiRiERKIREINEIRIER .
BM<E: 0
BRAKE: 1024
RE&E: 401
% 4-110 IR Body S%
B8H B3R R
error_code String HixiaIREIAIEEIRD
BM<E: 3
RAKE: 36
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IEREIERSS

APl &%& 4 APl B8

2H SRR iR

error_msg String EIRBENRERENEIRER
=BNME: 0
BAKE: 1024

REB/: 403

= 4-111 IR Body 2%

2% SHEE R

error_code String EIRIEKIREAVEEIRID
BIME: 3
RAKE: 36

error_msg String HEIRIERIREINEIRIER
BM<E: 0
RAKE: 1024

RE&E: 404

% 4-112 I Body S

84 SHER R

error_code String Hixia IR EIAVEIRD .
B/M<E: 3
RAKE: 36

error_msg String HRERREPEIRER
Hj/_]\{tr;. 0
BRAKE: 1024

R&HB: 500

= 4-113 IR Body &%

B2H SRR iR

error_code String EiIRiEKIREAVEIRIE
=BME: 3
RAKE: 36
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SIEREIERSS

APl &% 4 API BB
2% SRR fik
error_msg String HiRERIREIPEIRES .

=BNME: 0
BAKE: 1024

i5RHl

BECA, 1ERLHPAIX-Auth-TokenFERFEEIEStoken, HixtokenFFEZEBARAPIRY

AR -

POST https://ccm.cn-north-4.myhuaweicloud.com/v1/private-certificate-authorities/4c0e772e-a30c-4029-

g Rz~

b929-b7acb04143f7/activate

{
"signature_algorithm" : "SHA256",
"validity" : {
"type" : "YEAR",
"value" : 1
%,
"path_length" : 3,

"issuer_id" : "c718fe5f-d44a-467f-80f1-948348ff4132"

}

KL 400
BRSHEIR,

{
"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
RSB\ 401
SRR ERESN
{

"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
RE&HB: 403
INIESRML
{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
RED: 404
REAFESREERLE
{

"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
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IEREIERSS

AP| &% 4 API B8
RE&ES: 500
RS IEBEEIR
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RS
RSB ik
204 BEREMIN, FTiakbody
400 BERSHEIR
401 SR REREEESN .
403 NI S8
404 REAFESREERILE
500 ARSS AEREEIR
xS
B2 ERB.

4.2.1.7 & CA BIIEEEZiBEK (CSR)

SHCARIEBERIBER.
(18R

SRESCARTFHEREH, JSHIEBERER,

R LATEAPI ExplorerdRiiiziE ], IFEIMAIEEN . APl Explorera] LABENERK

i
SDKCHERAY, FIRHSDKAEBRENLINEE,
URI

GET /v1/private-certificate-authorities/{ca_id}/csr
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https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=ExportCertificateAuthorityCsr

IEREIERSS

APl &% 4 APl B8
4114 BBRBY
2% =AWk SR R
ca_id = String FEERIMECAIESID,
BRAMKE: 36
RAKE: 36
BREH
Z 4-115 153K Header 3#
2% =AWk SR ik
X-Auth-Token | 2 String FBFtoken, &:1AM token3k
i\ pr
R3S
KEB/: 200
% 4-116 IR Body S%
2% SR A
csr String IFRERIEKRAE, BUUTHRMHER:

BIFAPIERAED, IFBEZiERPIRTH
EfER"\N\N"E;
BT consolein SHIEPEZIER, BERIR

HERIPEMAEANER EZBER .

RAMKE: 1
BAKE: 4096

REHE: 400

% 4-117 9K Body &%

2H SRR R
error_code String EimiEKIRERVEIRD .

RIMKE: 3
RAKE: 36
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IEREIERSS

APl &%& 4 APl B8

2H SRR iR

error_msg String EIRBENRERENEIRER
=BNME: 0
BAKE: 1024

REB/: 401

# 4-118 IR Body 2%

2% SHEE R

error_code String EIRIEKIREAVEEIRID
BIME: 3
RAKE: 36

error_msg String HEIRIERIREINEIRIER
BM<E: 0
RAKE: 1024

KEB/: 403

% 4-119 I Body S

84 SHER R

error_code String Hixia IR EIAVEIRD .
B/M<E: 3
RAKE: 36

error_msg String HRERREPEIRER
Hj/_]\{tr;. 0
BRAKE: 1024

K& 404

7= 4-120 IR Body &%

B2H SRR iR

error_code String EiIRiEKIREAVEIRIE
=BME: 3
RAKE: 36
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IEREIERSS

APl &% 4 APl BB
28 SR A
error_msg String BRI KIREAVEIRER .
=BNME: 0
BAKE: 1024
REMB/: 500
2 4-121 g Body 2%
28 SR A
error_code String ERIEKIREHIEEIRED .
=BNME: 3
RAKE: 36
error_msg String EIRIEKIREVEIRES .
BIM<E: 0
RAKE: 1024
=P Gl
SHCARIERERIBFK, 1BEKLPEIX-Auth-TokenFEEFEEIEStoken, HiZtoken
FEBE $AP|EUIEI@$RBEO

e Rz 73~ 451

GET https://ccm.cn-north-4.myhuaweicloud.com/v1/private-certificate-authorities/4c0e772e-a30c-4029-

b929-b7acb04143f7/csr

RS 200
BRERKIN
{

& § Memmme BEGIN CERTIFICATE REQUEST-----\r

\nMIIBUDCB2AIBADBZMRAwWDgYDVQQDDAAdDU1I1sMTIzMQswCQYDVQQGEwJjbjERMA8G\r
\nATUECAwIc2hhbmdoYWkxETAPBgNVBAcCMCHNoYW5naGFpMRIWEAYDVQQKDAIlzaGFu\r
\nZyxoYWkwdjAQBgcghkjOPQIBBgUrgQQAIgNIiAAQIOIM7bK+vys5x9mnfG3783aPRh\r\nP/

XgLPKVsRsqniC3vPZvIz9E7SasMfZLrXVK37QWhtAEtgNG7NrQnwiOye0/8VZL\r
\nVX7ildM6CZY4SUYSa6TBUsXyGjOs514fixbuT6gADAKBggqhkjOPQQDAgNNADBK\r\nAjBLQiPXU7TDDDwxrh
+JfZEYgmr61clQdE5GMozPDYime30zcuMnVrb9i3o/2BW+\r
\NOLECMGOQWbAYhOLognmAYqlgTKK8nKsxmOxFuTRyfxynWi8BpCvAGx803Qpa8EIV\r\nJTTjcw==\r\n-----

END CERTIFICATE REQUEST-----"
}

RZED: 400
BREHBIR
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
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IEREIERSS

APl &% 4 APl B8
RS 401
BRI NEREZS
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
K& 403
NS
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RE&G: 404
R FESREARLE
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
R&G: 500
ARSZEBEEIR -
{
"error_code" : "PCA.XXX",
"error_msg" : "XXX"
}
RS
REHE A
200 BEREMI
400 BRSHEIR
401 BRI RE R E=1 .
403 TAIERTY .
404 RIEAFAEREFEARLE
500 RS EBEEIR
e
ESIEIRB.
4.2.1.8 Zf CA
INEEN4A
ZFCA,
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SIEREIERSS

AP| &% 4 API B8
[MERY::
RELBIEBLTF EME " SIS, T TERRE.
izt
ZB]LATEAPI ExplorerdrifFiiziE [, STIFERIAIELEIN . APl Explorera] LABRI4ERL
SDKACHE R, FHRESDKACRIRAENEIRXINEE
URI
POST /v1/private-certificate-authorities/{ca_id}/disable
* 4122 BRBH
e =R W% SR R
ca_id = String FREZFHCAIEBID,
=/IMKE: 36
RAKE: 36
IBREH
= 4-123 i53K Header 2%
B8H BE W% SRR ik
X-Auth-Token | 2 String FHFtoken, 2W:1AM tokenzk
BGiE.
N R &%

KEB/: 400

K 4-124 IR Body 2%

S8 SR A
error_code String ERIEKIRERIEEIRED -

BIKE: 3
BRAKE: 36

error_msg String HEIRIERIRENEIRIER
BIMSE: 0
BAKE: 1024
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https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=DisableCertificateAuthority
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SIEREIERSS

AP| &3 4 APl AR
REES: 401
7 4-125 gk Body S
2H SR iR
error_code String BiximKIREIAVEEIRD .
BNME: 3
RAKE: 36
error_msg String EIRIEKIREVEIRES .
FAMKE: 0
BAKE: 1024
K& 403
% 4-126 Ighi Body 2%
2% S¥RT fER
error_code String HixiaKIREIRVEIR .
BME: 3
RAKE: 36
error_msg String HEIRIERIREINEIRIER .
BM<E: 0
BEAKE: 1024
REE: 404
% 4-127 [ Body £
8% SHRT R
error_code String EIRERRERIEIRD .
B/M<E: 3
RAKE: 36
error_msg String EIRIERIREINEIRER .
=BMSE: 0
BRAEKE: 1024
IK&[E: 500
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TR EERS
AP &%

4 AP 5B

K 4-128 I Body 2%

24

SHR

R

error_code

String

EiREKIREAYEEIRD
BM<E: 3
RAIKE: 36

error_msg

String

EREKIREREIRER
BIMEE: 0
BAKE: 1024

BRI

ZHCA, 15KLFHAIX-Auth-TokenFEREEIEStoken, HiZtokenFEEZEEBAAPIHY

il iz 73~ 451

AIEAXBR o

POST https://ccm.cn-north-4.myhuaweicloud.com/v1/private-certificate-authorities/4c0e772e-a30c-4029-

b929-b7acb04143f7/disable

R&E: 400
IERSHAEIR.

{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}

R&ERL: 401
WIBRATRERZEN
{

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
RSE5: 403
IANIESRI .

{

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
WK&mG: 404

BRI RFEAREE
{

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
KE/: 500
IRSZEBEEIR
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TR EERS
AP &% 4 API i85

{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}

N
K& ik
204 BEREML, Flakbody
400 BRESHEIR
401 ISR UE R EZEN
403 TN
404 BREAFESRERARKE .
500 ARSSAEBEIR -

=Sl
B2 WEIEB.

4.2.1.9 G CA

INEEN4A
JBECA.
(1 %88
I REHIEBGTEER S, ATHITEBIRE.
U
RAJLATEAPI ExplorerdRiidiziEz ], IFEMAIESEN . API Explorerf] LABENERK
SDK{CHSRBI, FHEMSDKRBREIEXINGE .
URI

POST /v1/private-certificate-authorities/{ca_id}/enable

% 4-129 IRIZSH#

BH =E W% SR R
ca_id = String FrERBHICAIERID,

RIMKE: 36
RAKE: 36
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https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=EnableCertificateAuthority

TR EERS
AP &%

4 AP 5B

IERSH

2 4-130 153K Header 2%

8% BE W% SRR 1k
X-Auth-Token | 2 String FHFtoken, 2H:1AM tokenzx
:\'yapr
RS2
RE&EB: 400
% 4-131 @R Body 2%
e SHRT R
error_code String Hixim IR EIRIEIRD .
B/M<E: 3
EAKE: 36
error_msg String EIRIERIREIEIRER .
=MSE: 0
BRAEKE: 1024

HKEB: 401

3 4-132 g Body &%{

2% S

i

error_code String

EIRIESORERIFEIRD .
=IM<E: 3
BKIKE: 36

error_msg String

EIRIEREIEIRER
=IM<E: 0
BAKE: 1024

REHB: 403
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https://support.huaweicloud.com/api-iam/iam_30_0001.html
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TR EERS
AP &% 4 API i85

2 4-133 IR Body &%

2% SHRE R
error_code String Hixieg KIREIRYFEIRD

B/M<E: 3

RAKE: 36

error_msg String Hi=RiEKIREIEIRIER .
BM<E: 0

BRAEKE: 1024

&G 404

% 4-134 g i Body &#

84 SHRT R
error_code String Hixia IR EIAVEIRD .

B/M<E: 3

RAKE: 36

error_msg String EIRIERIREREIRER
=ME: 0

BRAEKE: 1024

W&G: 500

2 4-135 IR Body 2%

S8 SR A
error_code String EREKIREIAIEEIRED -

BIMKE: 3

RAKE: 36

error_msg String HEIRERIREPIEIRES
BIMSE: 0

BAEKE: 1024

BRI

BACA, 153Kk FAIX-Auth-TokenZERFEEIEStoken, HiZtokenFEEZEEBARAPIAY
IR
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TIEREERS
AP &%

4 AP i5iBH

e Rz 73~

WS

POST https://ccm.cn-north-4.myhuaweicloud.com/v1/private-certificate-authorities/4c0e772e-a30c-4029-

b929-b7acb04143f7/enable

RS89 400
BREHBIR
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RED: 401
SR RERESN
{

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}

WK&G: 403
TANIERML

{

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
RS 404
BREAFESRBREREKE

{
"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
KEB/: 500
IRSZEBEIR
{

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}

K& R

204 1BREMI, Flakzbody
400 BREHBIR.

401 WIERAREREZSEN .
403 TNIESETY

404 RREAFESRIFEARLE .

MAERRAS 09 (2023-12-29)

WRIERE © LEARITERARERAF

103



SIEREIERSS

AP| &% 4 API 5588
RS R
500 IRZAEREEIR
== fD
B2 ARG,

4.2.1.10 S CAIEH

INRENA
SHCAIEH,
(RARIY:
i REHERAT ERE R EEE N, AT TSHIERE.
i
&0 LATEAPI ExplorerdiifiziZz [, STIFEDNMAUESEM . API Explorera] LABZ4ERE
SDKAHBRAI, FHRMSDKARREIEIRXINEE .
URI
POST /v1/private-certificate-authorities/{ca_id}/export
£ 4-136 BERBH
¥ =AW SHER U
ca_id = String FrESHAICAIEBID,
R/IMKE: 36
BRAKE: 36
BRSH
2R 4-137 153K Header 2%
SH EEWi%E SHR iR
X-Auth-Token | 2 String FHFtoken, 2H:1AM tokenik
Br5i%.
RS EL
RSB 200
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https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=ExportCertificateAuthorityCertificate
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TIEREERS
AP &% 4 API i85

7 4-138 IR Body &%

8% SHE iR
certificate String IEBAR,
iRE
o EIIAPIERAZEO, IEBABHIRITHEMER"r
\n"£&;
o EidconsoleimnSHiEH, BEEIRENPEMIENAY
U35

BME: 1
BAKE: 4096
certificate_ch | String IEBHEARE, IERETHEIIRE (MEET) :
ain FRiERER>. >IRIEFH .
il
o EIIAPIERARED, IEBIEASFIRITHSER
"\N\n"XE;
o EIconsolelSHITREE, EEITEIPEMIET
HOEPHE
BME: 1
BAKE: 2097152

REB/: 400

7 4-139 IR Body 2%

2 SR R
error_code String EIRIEKIREAVEIRID

BM<E: 3

RAKE: 36

error_msg String HEIRIERIREINEIRIER .
BIM<E: 0

BAKE: 1024

WR&RB: 401

& 4-140 gL Body %1

¥ SRR iR
error_code String EiREKIREIRVEIRD .

=BME: 3
RAKE: 36
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IEREIERSS

APl &%& 4 APl B8

2H SRR iR

error_msg String EIRBENRERENEIRER
=BNME: 0
BAKE: 1024

REB/: 403

= 4-141 IR Body 2%

2% SHEE R

error_code String EIRIEKIREAVEEIRID
BIME: 3
RAKE: 36

error_msg String HEIRIERIREINEIRIER
BM<E: 0
RAKE: 1024

RE&E: 404

% 4-142 I Body S

84 SHER R

error_code String Hixia IR EIAVEIRD .
B/M<E: 3
RAKE: 36

error_msg String HRERREPEIRER
Hj/_]\{tr;. 0
BRAKE: 1024

R&HB: 500

2 4-143 gL Body ¥

B2H SRR iR

error_code String EiIRiEKIREAVEIRIE
=BME: 3
RAKE: 36
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SIEREIERSS

APl &% 4 APl B8
2% SRR fik
error_msg String HixieRIREINEIRIEE .

BIMSE: 0
BAKE: 1024

iERBI

SHCAIEE, BERLAAIX-Auth-TokenZERFEIHStoken, HiztokenFFEZEBAR
APIEGIAIERR o

POST https://ccm.cn-north-4.myhuaweicloud.com/v1/private-certificate-authorities/4c0e772e-a30c-4029-
b929-b7acb04143f7/export

i Mz 73~/
REB/: 200
BEREHKIN

{

"certificate" : "----- BEGIN CERTIFICATE----- \r
\nMIIDczCCAlugAwIBAgIKKsxppfokUcq6dDANBgkghkiGOWOBAQsFADBOMQowCAYD\r
\nVQQDDAE3MQswCQYDVQQGEwJDTJEQMA4GA1UECAWHU2ljaHVhbjEQMA4GATUEBWWH\r
\nQ2hlbmdkdTEPMAOGA1UECgwGSHVhd2VpMB4XDTIXMTAXNDA4NDMxMVoXDTIyMTAx\r
\nNDA4NDQxMVowPjELMAKGA1TUEAWWCWVUxCzAJBgNVBAYTAMNUMQowCAYDVQQIDAEZ\r
\nMQowCAYDVQQHDAEOMQowCAYDVQQKDAE1MIIBIJANBgkghkiGOWOBAQEFAAOCAQS8A\r
\nMIIBCgKCAQEA1TNZyv9ghA711c/99INO80/uSXjoL1kEjljBt)VB7vgkDfOEjs20A\r\nfQoHEVTuHams9XLvrllu
+YTws4QO8hjbnLI9mmerRRIKOpp+tBmCS3ZFoC23c5vz\r\ny+l0t+Yc2)YhvaOFr823YoOWC2+NB065nIKH6/
duoONfD+3c5YnkibOnBNyDV+DB\r\nhdKMOnrlql07cNpYDWpfX5IiDL+40h+kY1xGLZCObgsX(34zTf6E7bxJ1/
iDZjwJ\r\ndpf60OUQONMIcT49993YCrMDisjJ]20wW9e41S7D2xy/1xmPwWwnid 1WHOKTfK4cyl\r
\n2PHaHh3FTXIGY]jVSg3yKfujauVOFpZ9bTwIDAQAB02MwYTAfBgNVHSMEGDAW(gBTu\r
\nY36JXjwX7XiLcwKtUto8RZa52DAdBgNVHQ4EFgQUYuAS2HonxOWDIPOgPIMFQ9rr\r
\nGiMwEgYDVROTAQH/BAgwBgEB/wIBADALBgNVHQ8EBAMCAYYWDQYJKoZIhvcNAQEL\r
\nBQADggEBALea9Hf5iGCfKLpjf30KCBelEgj3ZxLSBOgsn8UkulB62FyUgnne4AmY\r
\nuWHYO0xjbamIs8Dgt1GtQrfh3kKqg2rfidasFvrQnAQkjn61016nbCbWS2H+sqy7Ae\r
\nTJZWefx1elAv8XH7g491C5Rb5TGykk/bFm7RvGhr35ri+nlcqiDmjO44zHr1aPvm\r
\ns4vA06UQFVIWFY2wiynZ6f+PuvsPralL7kjQVIgsel8TYpZjMWI/hc3VKXEX6gqPm\r
\nbzTypaxa63FCETXtXNIsdid/QWX7l/pUtQ2U57mHi+xJNkA8/Spf1 y4zH1 rAN kmw\r
\ntBjeKGRphA4LKir3wsbdXRYbBe7POZo=\r\n----- END CERTIFICATE-----

"certificate_chain" : "----- BEGIN CERTIFICATE----- \r
\nMIIDczCCAlugAwIBAgIKKsxpOVE4imyq4zANBgkqhkiGOwWOBAQsFADBOMQowCAYD\r
\nVQQDDAE3MQswCQYDVQQGEwJDTJEQMA4GA1UECAWHU2ljaHVhbjEQMA4GATUEBWWH\r
\nQ2hlbmdkdTEPMAOGA1UECgwGSHVhd2VpMB4XDTIXMTAXMTAYNTIzZMVoXDTlyMTAX\r
\nMTAYNTMzMVowTjEKMAgGA1TUEAWWBNZzELMAKGA1TUEBhMCQO4XxEDAOBgNVBAgMB1Np\r
\nY2h1YW4xEDAOBgNVBACMBON0ZW5nZHUxDzANBgNVBAoMBKh1YXdlaTCCASIwDQYJ\r
\nKoZlhveNAQEBBQADggEPADCCAQoCggEBAMH7+0vgT/xbBfbLAGOYBS9QERNfgdLL\r
\n5BFlgj/NPOAshw2k5EaWq1qDfY604AqGTIHjPd2kLy5ZW7Cq6vugTD3Uj3tX98N2\r\n6T2Na/
s1JGmIExX7Udsikv6hsoKmAjrGdDBEs2Jl/2FRnxO8uFnOuSLqvPUVIR7c\r
\ndloDg4WqVyl4sXAoUq7xB8GoTsGLANN8eYHVNsZcSZ9EOqEIWx3WghPh9Ncto949\r\nVuDVgkQ9QjjFo/
yEO6+KhxqyVDWQwdI3UsyzjqGtFzKQksLUQOAUec4IsK/VWypG\r\nu34jEkaWGv72CmFGoJEK/K/
WoXyzKyCmnS3Wcz4ETliRG5fb7aqP56sCAWEAAaNT\r\nMFEwHwWYDVROjBBgwFoAU7mN+iV48F
+14i3MCrVLaPEWWudgwHQYDVROOBBYEFOS5j\r\nfolePBfteltzAq1S2jxFlrnYMA8GATUdEWEB/
WQFMAMBAf8wWDQYJKoZIhveNAQEL\r
\nBQADggEBACHJruSBkb8gA0VajkTZWN7QOvUoJPA2TdOmIlnkzxyR5sXkOmslIHLp\r\njzze9LBKbkMI4/
ZfWvLUde7wKJ)JzV208E1c3mf0iZFqRIOMs+o/DStVw/ap+98ML\r\n4oevJk2y/bn7IQTL2bvnEi/
+iSzmz1CIInRUyfEWBW2aVFgjrm/ZaFTiEb5jldzm\r\ns75YNCvlvn3eKp+yOQ8fyG7mKvvn3nlRKfMTv+
+bLLUh9or/e/phWkUjOgtSyDEn\r
\nyOnVuhxyvelwoag27U8THe5E4Ygrrg98v2eGN FyGMmtsXXKNg FSf5FBqvyED9d61\r\nZ86vYp/
N2dbauF7uUUaX5RbtFANYFUO=\r\n----- END CERTIFICATE-----

}

W&G: 400
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SIEREIERSS

APl &% 4 APl B8
BRESHEIR
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
REE: 401
SRR EREEN .
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RED: 403
IAUESR ML,
{
"error_code" : "PCA.XXX",
"error_msg" : "XXX"
}
KREE: 404
REAFESEBEARLE
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RS 500
ARS5EREEIR
{
"error_code" : "PCA.XXX",
"error_msg" : "XXX"
}
RSB
RSB iR
200 BREMI
400 BRSHEIR
401 BRI RE R EEN .
403 NS S
404 REANFEREFEARKE .
500 ARSSAEBEIR o
e
ESIEIRB.
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TIEREERS
AP &%

4 AP 5B

4.2.1.11 8\ CAEH

ab
ThREN A

iz

URI

SACAILER, FERANZOFTEHEIATFH:
o (1)iIEBH “FHE" IKEAHINECA;
o (2) SARIEBARLIHBIAT M

—_ a\

IZEBHEARITRNEBERIBROMENPCARZTHEE;

- b, HIEB#EARTALE, BEHHERESHTEERHE, NSATE
BOIEF5E;

- . IEBERSIERGESRAIPEMIRD .

RBJLATEAPI ExplorerdRididiziEz [, IFEIMAIESEN . API Explorerf] LABEENERK

SDKACHERAY, FHRESDKAIEREIEIHINEE

POST /v1/private-certificate-authorities/{ca_id}/import

% 4-144 BIZS¥

2% AW SHER R
ca_id = String FFES AHICAIEEID,
=/IMKE: 36
RAKE: 36
2 4-145 153K Header 2%
¥ BRI SHEER i)
X-Auth-Token | 2 String FFtoken, ZR:1AM tokenik
BB
3R 4-146 153K Body &%
¥ BRI SHEER i)
certificate 2 String IFBAR.

BMEE: 1
BAEKEE: 32768
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https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=ImportCertificateAuthorityCertificate
https://support.huaweicloud.com/api-iam/iam_30_0001.html
https://support.huaweicloud.com/api-iam/iam_30_0001.html

TR EERS
AP &%

=351

4 API B8
2H BRWIE SR fHR
certificate_ ch | & String IEBHEARE
ain BME: 0

BAEE: 2097152
KEB/: 400
2K 4-147 0R Body 2%
8% SHER T
error_code String EIRERRERIEIRD .
B/M<E: 3
RAKE: 36
error_msg String EIRIERIREIEIRER .
=BMSE: 0
BRAEKE: 1024
REE: 401
7 4-148 gk Body £#{
2% SRR it
error_code String ERIEKIREIAIEEIRED -
=ME: 3
BRAKE: 36
error_msg String HEIRERIRENEIRIEE
BIMSE: 0
BAEKE: 1024

REHB: 403
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=IEREIERSS

APl &% 4 APl B8
7= 4-149 IR Body &%
84 SHRT fER
error_code String EIRERERIEIRD .
BM<E: 3
RAKE: 36
error_msg String HEIRERIREIVEIRER .
=ME: 0
BRAEKE: 1024
RE&E: 404
2= 4-150 iR Body %
2% SHE iR
error_code String EiREKIRERVEIRED .
=BNME: 3
RAKE: 36
error_msg String HEIRIERIRENEIRIEE
BIM<E: 0
BEAKEE: 1024
RSB 500
2 4-151 l[IKZ Body &%
8% SHRT T
error_code String Bz KIREIRYFEIRD
B/M<E: 3
RAKE: 36
error_msg String Hi=RiEKIREIEIRIER .
=BMSE: 0
BRAEKE: 1024
=]

SANCAIEE, 5RLFAIX-Auth-TokenFEEEEIEStoken, HiZtokenEEEFK

APIBYI3IEAN PR

POST https://ccm.cn-north-4.myhuaweicloud.com/v1/private-certificate-authorities/4c0e772e-a30c-4029-
b929-b7acb04143f7/import
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IEREIERSS

APl &% 4 API B8
{
"certificate" : "----- BEGIN CERTIFICATE---******____.END CERTIFICATE-----
"certificate_chain" : "----- BEGIN CERTIFICATE----- ko, - END CERTIFICATE-----
}
M Rz~
RE&ES: 400
BREHBIR
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RE&ES: 401
AR RNE R EEN
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
KRE&ME: 403
NS
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RE&ES: 404
REAFESEEARLE
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RS 500
RS PIEBEEIR
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RS
RS R
204 1BREMI, Flakzbody
400 BRSHEIR
401 SR RERE=N .
403 TAIERY .
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TR EERS
AP &% 4 API i85

LA fiR

404 RBEAREESZRARILE
500 RSB AEREIR

e
B2EIRE,

IEeEN4A
WRECA, BT “IHRIMER " KESICAILER, EEFREN “BEB" RS
(D) ieA
i RBLT “IHRIMRR” KESRICAIES, ARTHITIRERIE,
IE I
R LATEAPI ExplorerdRiidiziEz [, IFEIMAIEEN . APl Explorera] LABENERK
SDK{CHERBY, FHEMSDKARBREIEXINGE .
URI
POST /v1/private-certificate-authorities/{ca_id}/restore
F 4-152 BRBY
B8H =% SR ik
ca_id 2 String FrEERERICAIERID,
=IMLE: 36
RAKE: 36
B3RS

2 4-153 153K Header 2%

2% BRWY% SHE R
X-Auth-Token | 2 String FFtoken, 2W:IAM token3k
5%,
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https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=RestoreCertificateAuthority
https://support.huaweicloud.com/api-iam/iam_30_0001.html
https://support.huaweicloud.com/api-iam/iam_30_0001.html

SIEREIERSS

API &% 4 APl B8
R3S
RS 400
& 4-154 K7 Body &%
2% SR T
error_code String Hixieg KIREIRYFEIRD
RIMKE: 3
RAKE: 36
error_msg String HiRERKIREINEIRIER .
BM<E: 0
BRAEKE: 1024
KEB/: 401
7= 4-155 gL Body %4
2% SHEE iR
error_code String EiRiEKIREAVEIRED .
BIME: 3
RAKE: 36
error_msg String EIRIEKIREVEIRES
BM<E: 0
RAKE: 1024
K&/ 403
& 4-156 gL Body %1
2% SRR iR
error_code String BiximKIREIAYEEIRD .
=BNME: 3
RAKE: 36
error_msg String EIRIEKIREVEIRES .
&IMKE: 0
BRAKE: 1024
RSB 404
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TR EERS
AP &%

4 AP 5B

2 4-157 0 Body 2%

2% S

i

error_code String

EIRIE IR
U NEF
BRAKE:

ERYFEIRAD o
3
36

error_msg String

FEIRIER
RAMKE:
BAKE:

[EIREEIRIER
0
1024

R7SF5: 500

% 4-158 lju i Body &%

2% SR

ik

error_code String

EIRIE IR
RAMKE:
BAKE:

[EIRITEIRD o
3
36

error_msg String

FEIRIESR
RAMKE:
BAKE:

EIRIEIRER .
0
1024

BRI

RECA, 1BEKLFAIX-Auth-TokenZERFEEIEStoken, HiZtokenFEEZEBAAPIHY

AIEAXBR o

POST https://ccm.cn-north-4.myhuaweicloud.com/v1/private-certificate-authorities/4c0e772e-a30c-4029-

b929-b7acb04143f7/restore

na Rz~
K& 400
EREHER.
{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
RZE: 401
BRI ERESN
{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}

MAERRAS 09 (2023-12-29)

WRIERE © EARITERARERAF

115



SIEREIERSS

APl &% 4 APl B8
R&EB: 403
INIESRYL
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
KEE: 404
REAFESEEARLE
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
R7S89: 500
RS EBEEIR
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RS
RSB iR
204 1BKEMIN, Flakzbody
400 BREBHEIR
401 BRI NERESEN
403 TNES
404 REAFESEERILE
500 RS AEREEIR
LSl
BSIEIRB.
4.2.1.13 BiE CA
IhEeN4a
BiEFCA,
(RERL
i BREESREIER, ERkbodyikiEEA"{}', BUISEIRE.
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=IFPEEIRS
APl &% 4 APl B8
A
&0 LATEAPI ExplorerdidiiziZz [, SXIFEDNAUESEM . API Explorera] LABZ4ERE
SDKHE R, FHRMESDKARIRAEIEIRINEE
URI
POST /v1/private-certificate-authorities/{ca_id}/revoke
F 4-159 IRZBH
84 =AWk SHERR faR
ca_id = String FrE®mEIIFCA ID,
=/IMKE: 36
RAKE: 36
IBREH
K 4-160 153K Header 2#
8% BEWI% SRR fER
X-Auth-Token | 2 String FHFtoken, ZR:1AM token3k
A%,

117

MAERRAS 09 (2023-12-29)

WRIERE © LARITERARERAF


https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=RevokeCertificateAuthority
https://support.huaweicloud.com/api-iam/iam_30_0001.html
https://support.huaweicloud.com/api-iam/iam_30_0001.html

IEREIERSS

APlI &%

4 AP 5B

N R S4L

% 4-161 {53k Body 2%

2H EEWIE
=

SHER 1)

reason [==)

String RIEER, SIFLATEIN:

e UNSPECIFIED : BHATIE

ERHEER, NEOANME;
KEY_COMPROMISE : if$
ZEAMREITEEE,
CERTIFICATE_AUTHORITY
_COMPROMISE : k&2
L+, OIBEfE1ECAZ AR AL
=,
AFFILIATION_CHANGED :
EBhFEASEMEREE
ZWNE;

SUPERSEDED : IlLiIF R EMH
B

CESSATION_OF _OPERATI
ON : tLIEBE A KRE Y
SLREFLLEE;
CERTIFICATE_HOLD : iZiif
PBHIIANFER B, T
HERERES 4R
PRIVILEGE_ WITHDRAWN :
HFBABEEEERNE
THERIBSR ;
ATTRIBUTE_AUTHORITY_C
OMPROMISE : {B{RIIFH
BRI REEZ R
=,

i5A8

LHAREIES RIHIEA, BXbody
FBEER(Y, BUESIERRE,
ZRA{EIUNSPECIFIED,

WK&G: 400

% 4-162 I Body 2%

B8H SR U
error_code String EIREIREAIEIRD .

BM<E: 3
RAKE: 36
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IEREIERSS

APl &% 4 APl B8
2H SRR iR
error_msg String EIRBENRERENEIRER
=BNME: 0

BAKE: 1024

R&ERS: 401

%= 4-163 IR Body %

2% SHE

ik

error_code String

BimimKIREIAYEEIRED .
BIME: 3
RAKE: 36

error_msg String

EIREXKIREREIRER
BM<E: 0
BAKE: 1024

R&G: 403

% 4-164 I Body 2%

24 SHE

R

error_code String

BRisKIREIAIEEIRD o
B/M<E: 3
RAKE: 36

error_msg String

HiziaKIREREIRER
Hj/_]\{tr;. 0
BRAKE: 1024

K&/ 404

7= 4-165 gL Body %4

¥ SR iR
error_code String EiIRiEKIREAVEIRIE
=BME: 3

EAKE: 36
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SIEREIERSS

APl &% 4 API BB
2% SRR fik
error_msg String HEIRERIREIPIEIRES

RIMRE: 0
RAKE: 1024

RAEH: 500

% 4-166 gL Body S

2% SHRE

ik

error_code String

FEIRIESORERI IR .
=IM<E: 3
BKIKE: 36

error_msg String

BEiRieKIRERVEIRER
BIM<E: 0
BAKE: 1024

5K

PIHFCA, BERLPAIX-Auth-TokenFEREEIEStoken, HiZtokenFEEEHF AP

BOBTR -

POST https://ccm.cn-north-4.myhuaweicloud.com/v1/private-certificate-authorities/
6434f74f-2d13-4e6a-89eb-93ee313f1a43/revoke

{
"reason" : "KEY_COMPROMISE"

}

I Rz~
R&RS: 400
ERESHEIR,
{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
KEB: 401
ISR NERZES
{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
REB: 403

MAERRAS 09 (2023-12-29)

IRIERE © L ATITERAGIRAT 120



SIEREIERSS

APl &% 4 APl B8
INIESRML
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RSB 404
REAFESREBERLE
{
"error_code" : "PCA.XXX",
"error_msg" : "XXX"
}
R7S89: 500
IR AEBEEIR o
{
"error_code" : "PCA.XXX",
"error_msg" : "XXX"
}
'{klux
RS A
204 1BREMIN, FThakzbody
400 BRSHEIR
401 SR REREESN .
403 TAIERTY .
404 RIEAFEREREARLE
500 RS AEREEIR
TESE
BESIERB.

4.2.2 PhAEEHEE

4.2.2.1 HRFAGIEHIIE

ThRENA

EEFAEIERIIR,

i3

EaTLATEAPI Explorerdifidiziz [, IFEMAIESEAN . API Explorera] LABRNI4ERK

SDK{tﬁ%TWJ FHRHSDKALRS R BIEIHIHEE o
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https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=ListCertificate

TR EERS
AP &%

4 AP 5B

URI

iBREH

GET /v1/private-certificates

2 4-167 Query ¥

24

e eIt

HEk

limit

0 | HO

Integer

EEEERMOICRFEH, FAME
10,

&/ME: 0
BRAfE: 1000

name

iy

String

FABIEBER, REIZIREE
nameZERANERES
BMEE: 1

BRAKE: 64

offset

iy

Integer

ZEUE, MoffsetiSmfyT—
SHIETRES .,

&/IME: 0

status

i1y

String

FABIERRE, BRI TEIE
BES.

e ISSUED: E8%;

e REVOKED : E®BH;

e EXPIRED : Ei3Hf.

sort_key

iy

String

HirEtE, BaisdsATE.:

e create_time : IFHEIEATE
(BtIN)

e common_name : IFPZFR
e issuer_name : & CAZFR
e not_after : iFHZIHAATE]

sort_dir

i1y

String

HFEmmE, SZEFUTE:
e DESC:[&F (BLA)
o ASC:HF

% 4-168 53K Header 2%

24

EEWIE

SHR

1)

X-Auth-Token

=
=

String

FFtoken, Z&l:1AM tokenZk
BBEiE.
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https://support.huaweicloud.com/api-iam/iam_30_0001.html
https://support.huaweicloud.com/api-iam/iam_30_0001.html

IEREIERSS

APl &% 4 API 5388
Na R 2SEL

WRERS: 200

2 4-169 IR Body 2%

B8H SHERR U
total Integer FABIUEB 2L
=/ME: 0

B A{E: 1000000

certificates

Array of IUEPRSIZE, 1F#1EES W CertificatesFEREIRELEN
Certificates | 15488,
objects #EKE: 0-1000

£ 4-170 Certificates

2% S¥RT iR

certificate_id | String FABIEBID,
&/MKE: 36
RAKE: 36

status String UEFRIRE:
e ISSUED: BEX;
e EXPIRED : EiZHf;
e REVOKED : ERfHo,

issuer_id String ARCAUFEID,
&/MKE: 36
BAKE: 36

issuer_name | String RCAIEBER,
BME: 1
RAKE: 64

key_algorithm | String ZHHEE,

signature_alg | String TBE X,

orithm

freeze_flag Integer REEIRIR:

o 0:IFERERT;

o HYE : KERTE, SRITE.
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TR EERS
APl &%

4 API B8

2H SRR iR
gen_mode String WEPERSER:

e GENERATE : PCARZLER;

e IMPORT : 4N SN

e CSR: /MEBIRMHCSR, AIERCAEITE L, BIFA

SHRTEPCAHITIEE .

serial_number | String ISZ7=

BM<E: 1

RAKE: 64
create_time Long WEPEIERE, B AEE (ZE0ER) .
delete_time Long IEPERASE, B AEE (Z0ER) .
not_before Long IEPEIEERNE, B AEE (ZE0ER) .
not_after Long UEPBEIEARTE, X AEEE (ZEWER) .
distinguished_ | Distinguishe | IEBETRECE, F1E5&MDistinguishedName
name dName FEREUREMIRAR

object

enc_cert_info

EncCertinfo
object

INEEBER, FEEESR
e itz

EncCertinfo=REREiE

enterprise_pro
ject_id

String

WIREID, B “07 o FFr@EbIlIng

AR, FRRBELETFEOARWIRE T, XFR
FEdIImBNAR, RRFFEARLETEIIRE

To

£ 4-171 DistinguishedName

2% SR ik

common_nam | String WEEEAZFR (CN) , FFRREeR"-". """

€ " " "\ "I"\ |'*"\ %l éﬁ%\ Iy%—.ﬁﬁz -ttr._
71' BERBIT64F T -
BIMEE: 1
=AKE: 64

country String ERmD, REEARNAERN, KERMFF.
=RAMKE: 2
BRAKE: 2
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TR EERS
AP &%

4 AP i5iBH

SHRE

g

String

-’é\ﬁigﬂ, g%/'{/\ﬁlému n n || n |l\ Il‘ll\ ll,ll\
FE. T NFEM, KERaEBIT 1280
o

BRAMKE: 1
BEAKE: 128

locality

String

i‘m[g*’_{, gﬁ/\ﬁgm" " " " "\ "'"\ "l"\
%Et HF. NFHEK, tcr 7F BEABIE 12801
Fo

RAMKE: 1
BRAKE: 128

organization

String

HIQZFR, SMREBEH"-", " ", "0
%! H=F. NFHE, H‘ 7f' uffﬁ 641
Fo

RAMKE: 1
BAIKE: 64

organizational
_unit

String

BT, SYREEE. " T
. B, NTER, KEREUBITeA

=k

Fio
BIMEE: 1
BAKE: 64

2 4-172 EncCertInfo

mber

2% SHEE it
enc_serial_nu | String INEIEBFIIS .

BIMKE: 1
BKIKE: 64

RED: 400

% 4-173 WKL Body %

2H SR iR

error_code String EiREKIREIRVEIRD .
Hj/_]\'l;tr;: 3
RAKE: 36
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IEREIERSS

APl &%& 4 APl B8

2H SRR iR

error_msg String EIRBENRERENEIRER
=BNME: 0
BAKE: 1024

REB/: 401

% 4-174 13K Body 2%

2% SHEE R

error_code String EIRIEKIREAVEEIRID
BIME: 3
RAKE: 36

error_msg String HEIRIERIREINEIRIER
BM<E: 0
RAKE: 1024

KEB/: 403

% 4-175 I Body S

84 SHER R

error_code String Hixia IR EIAVEIRD .
B/M<E: 3
RAKE: 36

error_msg String HRERREPEIRER
Hj/_]\{tr;. 0
BRAKE: 1024

RE&E: 404

7 4-176 IR Body &%

B2H SRR iR

error_code String EiIRiEKIREAVEIRIE
=BME: 3
RAKE: 36
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IEREIERSS

APl &%

4 AP 5B

iERpl

N Rz7~51

SH SHRE g

error_msg String

ERIEREIEIRER
RAMKE:
BAKE:

0
1024

REH: 500

% 4-177 uRi Body ¥

2% S ik

error_code String

EIRIESOR AR FEIRD .
=IM<E: 3
BRKIKE: 36

error_msg String

AiRIERIEERIEIRER -
=2\ -SES
RAKE:

0
1024

BEFABIEPRYIZR, B5KELFAIX-Auth-TokenZEREEIHStoken, HiZtokenEER

BZRAPIRIIEIER -

GET https://ccm.cn-north-4.myhuaweicloud.com/v1/private-certificates

RS/ 200
BEREMIN
"total" : 2,

"certificates" : [ {
"signature_algorithm" : "SHA256",

"issuer_id" : "ef5d84d1-4f52-47d2-b1c8-a91a672487a0",

"issuer_name" : "12",

"not_after" : 1665539214000,

"not_before" : 1634295475000,

"status" : "ISSUED",

"freeze_flag" : 0,

"gen_mode" : "GENERATE",

"serial_number" : "202110151057541266081861",
"distinguished_name" : {

no.on

"country" : "cn",

"state" : "guizhou",

"locality" : "guiyang",

"organization" : "hw",
"organizational_unit" : "IT",
"common_name" : "test.huawei.com"

Y
"key_algorithm" : "RSA4096",
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SIEREIERSS

4 AP i5BH

"create_time" : 1634295475000,
"delete_time" : null,

"certificate_id" : "6434f74f-2d13-4e6a-89eb-93ee313f1a43",

"enc_cert_info" : {

"enc_serial_number" : "2ad6c3e393a95bf13f95"

}

h o

"signature_algorithm" : "SHA256",

"issuer_id" : "ef5d84d1-4f52-47d2-b1c8-a91a672487a0",

"issuer_name" : "12",

"not_after" : 1665539214000,

"not_before" : 1634110315000,

"status" : "ISSUED",

"freeze_flag" : 0,

"gen_mode" : "GENERATE",

"serial_number" : "202110130731541908887138",

"distinguished_name" : {

"country" : "cn",

"state" : "sichuan",

"locality" : "chengdu",
"organization" : "hw",
"organizational_unit" : "HR",
"common_name" : "hr.huawei.com"

B
"key_algorithm" : "RSA4096",
"create_time" : 1634110316000,
"delete_time" : null,

"certificate_id" : "1cbb5a52-806b-469c-b182-7446e1851a1c",

"enc_cert_info" : {
"enc_serial_number" : "448ad305b90e0a266e9"
}
1]
}

RE&S: 400
BREHBIR
{

"error_code" : "PCA.XXX",

"error_msg" : "XXX"

}
RE&EE: 401
SR RNEREEN .
{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
REB: 403
INIESRYL
{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}

KEE: 404

REAFESREERLE
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
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SIEREIERSS

AP| &% 4 API B8
REH: 500
ARSSPIEREEIR o
{
"error_code" : "PCAXXX",
}"error_msg" L UIXXX!
N
K& )%
200 iEREMI
400 BERSHEIR
401 WIERITNERELEN
403 INIERY
404 BREAFESREREAREE .
500 ARSSEREEIR o
HELE]
B2 EIRE .

URI

iEREH

ERSIER.

{ZaTLATEAPI ExplorerdhifFidiziz [, SZIFEMIAIESEN . APl Explorera] LABEN&ERE

SDKACEERAY, FHRHESDKAIEREIEIINEE

POST /v1/private-certificates

2 4-178 153K Header 2%

2% AUk ST fEiA
X-Auth-Token | 2 String FFtoken, 2W:IAM tokenzk

5%
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https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=CreateCertificate
https://support.huaweicloud.com/api-iam/iam_30_0001.html
https://support.huaweicloud.com/api-iam/iam_30_0001.html

TIEREERS
AP &% 4 API i85

7= 4-179 153K Body £&%{

ol BE Ik SRR )%

issuer_id = String R CAUFRID,

B/ME: 36

BAKE: 36

String ZREE, TNREINT:

e RSA2048 : RSAES%, 248
K E2048(3;

e RSA4096 : RSAESE, 248
K E409611 ;

o EC256 : fEHHL&LE X
( Elliptic Curve Digital
Signature Algorithm
(ECDSA) ) , E$HKE256
fiz;

o EC384: HHEMZEX
( Elliptic Curve Digital
Signature Algorithm
(ECDSA) ) , Z$AKE384
fiz;

o SM2: ExRZBEEBMA
RS (KX306H
8iESM3) , EIARKE256
fiio (HEL)

String BRRFEE, AEENT:
e SHA256

e SHA384

e SHA512

SM3 ( FEk )
distinguished_ CertDistingui | IFBZREE, FIHEESN
name shedName CertDistinguishedName=E&

object HURLEFAR

Validity IFRBEMER, FEEER
object Validity FER LA ER

ali

key_algorithm

ali

signature_alg
orithm

i

i

validity
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TIEREERS
AP &%

4 AP 5B

SH

SHERE

%

key_usages

Array of
strings

2%, BAtRES WRFC
528074:4.2.1.3%

e digitalSignature : =&

e nonRepudiation : A
i

e keyEncipherment : 558
FINZZREE;

e dataEncipherment : B30
BHIE;

e keyAgreement : Z$B 1

e keyCertSign : & &iFH;

e CcRLSign : &&BHTIE;

e encipherOnly : {XFFAN
=)

o decipherOnly : (YT

subject_altern
ative_names

1y

Array of
SubjectAlter
nativeName
objects

FHRERER, FHEER
SubjectAlternativeName=E
IR

e arrayX/h: [0,20],

#HAKE: 0-20

extended_key
_usage

iy

ExtendedKey
Usage object

IEEBERRL, 1FEESR
ExtendedKeyUsage=FER#iE
ZEMIIRAR

customized_e
xtension

iy

CustomizedE
xtension
object

BEXT RBER, FBEEshk
CustomizedExtension==E&%{

TEREEHIRER

enterprise_pro
ject_id

iy

String

®WZIREID, APARFBEW
ZIMBRY, AHEEMANZFE
APRABEVZINER, EiFR
ERILBNIZFR . SRPA
mAZFER, BRAESHEFRE
BRI ZINE FHRIE .
ILAT “enterprise_project_id”
BER “all” . ERFRANIZ
FE, BERHELME—5FMH.
EER “all” BYUES “07 i
BIENPLES:  “A[0-9a-Z]
{8}-[0-9a-z]{4}-[0-9a-z]
{4}-10-9a-z]{4}-[0-9a-z]

{12}$ ”
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https://datatracker.ietf.org/doc/html/rfc5280#section-4.2.1.3

TR EERS
AP &%

4 AP 5B

£k 4-180 CertDistinguishedName

2% AU

SHER

15

common_nam | &=
(S

String

IEBEAER (CN) , BIRR

L\b n_n non nn nn nn

* %!\ %SI%\ ,R%ﬂﬁk,
KERBEBII64MIFRT o

BMEE: 1
RAKE: 64

iy

country

String

EZR4wi3, ReeREAEmR, K
BI2{UZF . HAMEN, NE
INRIR AL CARS RIAIE o

BNMEE: 2
BRAKE: 2

iy

state

String

BHhBIR, JRREER"-"

n 11} mon 11} Il\ mn %. 7&&
%\&%ﬂm krT erad
128(UF R F o BAMEN, MELA
HIF AL CAXT RIAY(E

=RIMKE: 1
BAKE: 128

iy

locality

String

WXZFR, FIRREEH"-"

n ll 11} ll " ll\ ll,ll\ %. &
%\&%ﬂm KEAREEBT
128(=FFF o BAEN, WELA
PRI CAXT R AYE -

BIEE: 1
RAKE: 128

iy

organization

String

—/\g?_{ gfl_{/\ﬁgﬂﬂ" "
mn 11} moan ll.ll\ ll'll\ %! &
=, &%ﬁﬁk KEAEGEL
6MUFRF . BAMEN, TEA
PR iF AL CAST R AE -

BMEE: 1
BRAKE: 64

iy

organizational
_unit

String

—/\%Eg?_h ‘gﬁ/\HEEE
|| n nmn mn ".||\ mn %l\
éﬁl%\ ,R%HEE K 7f' exaig
BAIFRF . BAEN, WA
PR CATTRANE

BIVMEE: 1
RAKE: 64
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TR EERS
AP &%

4 AP 5B

K 4-181 Validity

2%

SHER

153

type

String

BRHAREL, AwiR(E:
e YEAR: £ (1298)

e MONTH: B ( %—i%31
x)

e DAY: H
e HOUR : /\gF

value

i

Integer

IEREXEME, StypeXIrAISE

é"tj{E, B EFH LA TR

y:

J ZEECA, BRHEINFEFT30

o NECASIABIEH, BXHA
INFET205,

start_from

iy

Integer

Fe4aRdiE), JorTin(E:

o BILARNEE (ZRR) ,
411645146939688{% %
2022-02-18 09:15:39;

o FBEFHFiRtESSH, BD
start_from > (current_time
- 5min),

2R 4-182 SubjectAlternativeName

2%

Rk

SHERE

ik

type

=
=

String

ERABMRER, JRICHT
DNS. IP. EMAIL. URI,

e DNS

o IP

e EMAIL
e URI

value

ali

String

XTR 25 R FREERYE
253;

[ ] |P§k7é§25 -LQFX:FZ:EH391 i
$IPV4. IPV6;

e EMAILZEE!, KEFRED
256;

o URIZEE!, KEAEII253,
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TR EERS
AP &% 4 API i85

2K 4-183 ExtendedKeyUsage
2% BEWI% SR R
server_auth & Boolean IRS32E 80 %aIE, OIDA:

izl
RSB E BRI R A
%, BilJSfalse,
ThE(E: false
Boolean ZRiRBpIGIE, OIDA:
1.3.6.1.5.5.7.3.2,

e true

iy

client_auth

o false
izl
E iP5 ERAIGRE AR
%, EiiASfalses
Thes(E: false
Boolean RBEH, OIDA:
1.3.6.1.5.5.7.3.3,

o true

iy

code_signing

e false

i5HE
BEN FHITHITRBEFIRIA
iE, BXiAJHfalse,

FhE(E: false

email_protecti Boolean ZEEFHMY, OIDA:
on 1.3.6.1.5.5.7.34,

e true

iy

e false
ol

EBFHBEHFIP, EhABfalse,
TRE(E: false
time_stampin Boolean BY1&a)&;, OIDAI:
g 1.3.6.1.5.5.7.3.8,

e true

iy

e false

izl
B— RIS HEER—
ia, BkiAAfalse,

ThE(E: false
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SIEREIERSS

APl &% 4 API 152E8
3£ 4-184 CustomizedExtension
S Wik SRR iR
object_identifi | & String STRFRRF o
er 1588
AESHEEHEASNTIEHESD
TiHEIFSEINEEE, W
1.3.6.1.4.1.2011.4.99,
BMEE: 1
=AKE: 64
value & String BEXEMERNES .
BIMEE: 1
RAKE: 64
IR SE
R&HG: 200
2K 4-185 I Body 2%f
2¥ SR T
certificate_id | String LRI ABGEBID,

R/IMKE: 36
RAIKE: 36

RSE8: 400

2 4-186 IR Body 2%

2H

SHE

R

error_code

String

15%1% ? IEI E,J% 1%65 o

BR/IMKE:
RAKE:

3
36

error_msg

String

EREKIREREIRER
Hj/_]\'l;tr; . 0
BAEKE: 1024

WK&RS: 401
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SIEREIERSS

APl &% 4 API 152E8
K 4-187 ui; Body 2%
S SR R
error_code String EIRIEKIREAVEIRID
BM<E: 3
RAKE: 36
error_msg String HEIRIERIREINEIRIER
BM<E: 0
BAKE: 1024
KEME: 403
2 4-188 i Body 2%
2¥ SR iR
error_code String EIRERIREAIEEIRD .
B/M<E: 3
RAKE: 36
error_msg String EIRERIREREIRER
=ME: 0
BRAEKE: 1024
RS 404
2 4-189 L7 Body %1
S8 SR A
error_code String EiRiEKIRERVEIRE .
=BME: 3
RAKE: 36
error_msg String HEIRERIRENEIRIEE
=RIMSE: 0
BEAKE: 1024
KE&ES: 500
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TR EERS
AP &%

4 AP 5B

7= 4-190 IR Body &%

=BIME: 3
RAKE: 36

2 SR R
error_code String ERIEKIREAVEEIRID

error_msg String ERiEKIREAVEEIRE
BM<E: 0
BAKE: 1024

BRI

BRIBIEE, i5RLPAIX-Auth-TokenFFEBEEIEStoken, HiZtokenEEEGAAP

BYIIEANR -

POST https://ccm.cn-north-4.myhuaweicloud.com/v1/private-certificates

{

"key_algorithm" : "RSA2048",

"distinguished_name" : {
"country" : "CN",
"state" : "Sichuan",
"locality" : "Chengdu",
"organization" : "Huawei",
"organizational_unit" : "CloudBU",
"common_name" : "TestCert"

h
"subject_alternative_names" : [ {
"type" : "IP",
"value" : "156.127.116.38"
11
"signature_algorithm" : "SHA256",
"validity" : {
"type" : "YEAR",
"value" : 3

L
"issuer_id" : "2cb2878b-6cd1-460d-bd25-afe655159bdc",

"key_usages" : [ "digitalSignature", "nonRepudiation" ]

W Rz7z=f51
K&8L: 200
5 KEMIN
{
}"certificate_id" : "ae9a326a-b61e-4446-854d-cda30ffe31f5"
RA&HS: 400
IEREHHIR.
{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
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IEREIERSS

APl &% 4 APl B8
HKEB: 401
BRI NEREZS
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
K& 403
NS
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RSB 404
R FESREARLE
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
R&G: 500
ARSZEBEEIR -
{
"error_code" : "PCA.XXX",
"error_msg" : "XXX"
}
RS
REHE A
200 BEREMI
400 BRSHEIR
401 BRI RE R E=1 .
403 TAIERTY .
404 RIEAFAEREFEARLE
500 RS EBEEIR
e
ESIEIRB.
4.2.2.3 j@iT CSR EXRIFH
INEEN4A
BEIICSRERIEF . THEELIRUIT:
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TIEREERS
AP &% 4 API i85

o 1. BHREIFVASEUT:

-  CAEUASE:
= keyUsage: digitalSignature, keyCertSign, cRLSign, {ft5cFCSRHAY
2

=  SignatureHashAlgorithm: SHA384;

=  PathLength: 0 (ATEHEN)
- FAEIES:

= keyUsage: digitalSignature keyAgreement, {fi5cRFACSRAISE];

=  SignatureHashAlgorithm: SHA384;

o 2. HBEANHItypeAINTERMEDIATE_CARY, SIZERINECAIER, GLATIR
il
- RERCAEER, EEIECAGIERRT, FAEIRERZIES;
- RYEFECUATERNMEOREEER:

= GET /v1/private-certificate-authorities/{ca_id} SREUFHI¥1E

= POST /v1/private-certificate-authorities/{ca_id}/export SHifH

- AEOIREEcertificate_idEM{LEMNECARIca_id;

- EEBTERIES, BHERFM,

. StypeNENTITY_CERTHY, BIEERIFABIES, BUATHS:
SEABIEREE .. EERABIERIIERN, SIREZIES;
g?@ﬂjﬁﬁx@,@&hﬁﬂﬁé (Z$RERPIR ) , HREEZEHEWAEIER—

(RAITY:

E: BB \n\n” 3 ‘\n” KEHGITH, BCSREGIR—BFH, AISEREER, F: B,
IEBRIARER. RIPEEURRIBREFIIRE SR, ERSTIFAPHEN

[ ]
w

U
&0 LATEAPI Explorerdidiiziz [, SXIFEDNMAUESEM . API Explorera] LABZ4ERE
SDK{CRIRA, FHEMSDKACAERBIEIXINEE o
URI
POST /v1/private-certificates/csr
IBREH
K 4-191 153K Header 2#
2% =W SR ik
X-Auth-Token | 2 String FHFtoken, £W:1AM tokenzx
WA

SRR 09 (2023-12-29) WIS © AR BRABRAT 139


https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=CreateCertificateByCsr
https://support.huaweicloud.com/api-iam/iam_30_0001.html
https://support.huaweicloud.com/api-iam/iam_30_0001.html

TIEREERS
AP &%

4 AP 5B

% 4-192 {53k Body 2%

SH

BRYi%

SHERE

%

issuer_id

=
=

String

ZCAIEBID,
=/ME: 36
=AKE: 36

csr

ali

String

IEPEZIER, iBFEA “\r\n”
g “\n” BCIEBERiERFH
BT, BiEidconsoleimiask
3O, NLEEMTFSEER,
BAXEE: 5120

validity

i

Validity
object

IEREME, FEESsh
ValidityFEREREEMI15HER

type

iy

String

R, BFXoMNECAS

FABIEE.

e ENTITY_CERT : £ kFAHIF
B, HREE;

e INTERMEDIATE CA : &%
MECA,

path_length

iy

Integer

BERKE, (NEEENECART
B

B/IME: 0

B=AE: 6

subject_altern
ative_names

iy

Array of
SubjectAlter
nativeName
objects

EUEASM(NEORES
¥, HEIEEIRERAE), 115
BN
SubjectAlternativeName=E&

RS o
#HAKE: 0-20

enterprise_pro
ject_id

iy

String

®WZINBID, ARARFER
ZIMBRY, AEEMNZFE
BRFEEWZIRER, EiaR
BEALMNZFER . SRPA
BWAZFE, BRATRHERAE
BRI ZINE TRIRIE
ItEAT “enterprise_project_id”
BER “all” . HERPBANZ
FE, BEHELMME—FH.
B “all” BYES “07 i
JEIENLES:  “A[0-9a-7]
{8}-[0-9a-z]{4}-[0-9a-Z]
{4}-[0-9a-z]{4}-[0-9a-z]

{12}$”
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TIEREERS
AP &%

4 AP 5B

£ 4-193 Validity

SH

SHERE

%

type

String

i

BXHAZEE, JwiR(E:
e YEAR: £ (129°8)

e MONTH : B ( #i—i1%31
x)

e DAY : H
e HOUR : /A

value

Integer

i

IFBEYHIE, StypeXtiayzs
BE, mEREEHEUATM
iy

o IRCA, BREINFETF30

)

o NECASIABIEH, B
INFETF 205,

start_from

iy

Integer

Fe4aRdiE), JoETiR(E:

o BRI ORTEE (=R ) ,
4N1645146939688/t3
2022-02-18 09:15:39;

o ABFHFIRTES R, BD
start_from > (current_time
- 5min),

R 4-194 SubjectAlternativeName

24

ik

type

SHE
=

=2 String

BRBMSEE, ARG
DNS. IP, EMAIL. URI,

e DNS

o |IP

e EMAIL
e URI
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SIEREIERSS

APl &%& 4 APl BB
2 BRI SR i)
value 2 String XN & PR FREERIE
o DNSZEE, KEHNABEE
253;
o IPER, KEFREIZ39, X
¥5IPV4. IPV6;
o EMAILZEE, KEFEE
256;
[ ] URI%?IE; KEKEQZS?)O
RS
KE6L: 200
7 4-195 g7 Body S
S SR iR
certificate_id | String LIS AHIERID,
w&/IMKE: 36
RAIKE: 36
RESEG: 400
7 4-196 gL Body S
¥ SR iR
error_code String EiRiEKIRERVEIRE .
=BME: 3
RAIKE: 36
error_msg String EIRIEKIREVEIRES
=RIMKE: 0
BEAKE: 1024
KEMS: 401
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SIEREIERSS

APl &% 4 API 152E8
2K 4-197 Ui Body 2%
S SR R
error_code String EIRIEKIREAVEIRID
BM<E: 3
RAKE: 36
error_msg String HEIRIERIREINEIRIER
BM<E: 0
BAKE: 1024
KEME: 403
2 4-198 i Body 2%
2¥ SR iR
error_code String EIRERIREAIEEIRD .
B/M<E: 3
RAKE: 36
error_msg String EIRERIREREIRER
=ME: 0
BRAEKE: 1024
RS 404
2 4-199 L7 Body %1
S8 SR A
error_code String EiRiEKIRERVEIRE .
=BME: 3
RAKE: 36
error_msg String HEIRERIRENEIRIEE
=RIMSE: 0
BEAKE: 1024
KE&ES: 500
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IEREIERSS

AP| &% 4 APl B8
2 4-200 L7 Body 2%
B8H SHERR U
error_code String HiRiaIREIAIEIRD .
Ei/_]\ttrg: 3
RAKE: 36
error_msg String HixiaKIREREIRER
=BME: 0
BAKE: 1024
iI=P ]l

Ml iz 73~ 451

BITCSREAIEH, i5RLAAIX-Auth-TokenFEEEEIEStoken, HiZtokenEEHR
BAAPIRYISEIR .

POST https://ccm.cn-north-4.myhuaweicloud.com/v1/private-certificates/csr

{

e BEGIN CERTIFICATE REQUEST-----\
\nMIICyTCCAbECAQAWXELMAKGATUEBhMCQO4XxEDAOBgNVBAGTB3NpY2hhdW4xEDAO\
\nBgNVBACTB2N0oZW5nZHUxCzAJBgNVBAOTAKhXMQswCQYDVQQLEwJJVDERMABGATUE\
\nAXMIdGVzdC5jb20wggEiMAOGCSqGSIb3DQEBAQUAA4IBDWAWGGEKAOIBAQCZ4q5z\\nxgK/L/
FCOx2jESeUW5GB6zS5rVXTOWLTCTvOd 1LtWBLSRIINATYTYiP1pNo4/pBqg\
\nHIM3IiUDkc896CJerYINzOIjTaV4GjCZvPrxSHU5toJvIDfIBsY+gnzbT10l/y0r\\n3yb9dx7eeF5rPR+U8RTw+Ov/
ZNRb+0CY30hrXMdrWjp5dtLGTIr5EFYXIKNOPCKR\\n
+6BGyJnCOPWSuqgwsykFbgMRkcBaNAxa59dRhMF50pvx2Vs929vFrMi+ofDELUOQzZ\
\n1vyjaEA3pn3AGIGXZgrGNbSfz12ixgGLes4cQD21GCIAWgnBQ7b1ru2V8ImUfyhO\\nyvTEyHJTuFbQ
+257AgMBAAGgJjAkBgkghkiGOwWOBCQ4xFzZAVMBMGATUdEQQMMAQC\
\nCHRLc3QuUY29tMAOGCSqGSIb3DQEBCWUAA4IBAQBK(jZuYsz4s0wb1POIWN41eiAB\
\np53qb63QKWILN9z8dLktcdSI3IPfcfPZpXv++QPtn3LRIrJKBawusk6SPXbvOGgS\\n5)J
+6eM8kVW203gHFgoaMcPYVtiO7ekG6025gx6+Rj84wbFdmpOiCc8AwrLEBwzYV\
\np1zaprWQu6PxBulkYPa3FLcntDdi7B67r0YTpxVvo1K7vHYFboDvPz7xG57QIFIM\
\nwGd10egariMT3N8gBOzLZc+jgLpxgo4xoNqBHMo6DEmMKLAWdzU4ljpuGK9had99k\\nvQ5vft/
Qra3v1ug2lOm/G92b0uA9Y1t2bMHobtAnuXLOHMY9XcLdzpC3f8h8\\n----- END CERTIFICATE REQUEST-----",

"validity" : {

"type" : "YEAR",
"value" : 3

L

"issuer_id" : "2cb2878b-6cd1-460d-bd25-afe655159bdc"
}

R&ES: 200

BRERMKL

{

}"certificate_id" : "e3e10fc6-5dff-4a70-9cb5-320d258a6215"
K&63: 400

BRESHEIR

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
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APl &% 4 APl B8
RS 401
BRI NEREZS
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
K& 403
NS
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RE&G: 404
R FESREARLE
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
R&G: 500
ARSZEBEEIR -
{
"error_code" : "PCA.XXX",
"error_msg" : "XXX"
}
RS
REHE A
200 BEREMI
400 BRSHEIR
401 BRI RE R E=1 .
403 TAIERTY .
404 RIEAFAEREFEARLE
500 RS EBEEIR
e
ESIEIRB.
4.2.2 .4 f&th CSR
IhEEN4A
FEHTCSR,
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IEREIERSS

APl &%& 4 API BB
it
RBJLATEAPI ExplorersRiidiziE ], IFEMAIEEN . API Explorerf] LABENERK
SDKALHE ™A, FHRESDKARIRAIRIXINEE
URI
POST /v1/private-certificates/csr/parse
B2
2 4-201 i53K Header 2
2% =Rk SR iR
X-Auth-Token | 2 String FFtoken, £:1AM tokenZk
5%,
7 4-202 153K Body &%
¥ BRI SR i)
csr =2 String IFBEZER, BFEA “\r\n”
g “\n” BRIEBEZIERFY
1755, HiEidconsoleimig=K
tEO, WEHEMGSEE,
BAEE: 5120
)25

R7SE5: 200

7 4-203 IR Body &%

_length

2 SR fix
key_algorithm | String ZHBE
key_algorithm | String EREEARKE, B2AIAbit,

signature_alg | String
orithm

SLEE, HEANESSIRESE, W
"SHA256withRSA" o

public_key String

YNI=[ PSS
izl
Hep, #ITREH “\n\n” &K,
=NME: 0
BAXKE: 4096
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https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=ParseCertificateSigningRequest
https://support.huaweicloud.com/api-iam/iam_30_0001.html
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TR EERS
AP &%

4 AP 5B

SH

SHRE

g

distinguished_
name

Distinguishe
dName
object

IFBEMEE, FEEER
FEHUREMINAR

DiDistinguishedName

% 4-204 DistinguishedName

2%

SHE

R

common_nam
e

String

IEPBABIR (CN) , FFRREem"-". """
A NN N =2 ,R%fﬁﬁ‘z 'l:tr_
7[’ ﬁbiﬁ_L64ﬁ?—ﬁo

RAMKE: 1
BAIKE: 64

country

String

ERmB, ReemmEAR, KEN2MNFER,
=BME: 2
RAKE: 2

state

String

AR, BERDAEE"", "L T
T, B, TR, KEFHBIYI8T
o

RIMKE: 1
RAKE: 128

locality

String

WXBZFR, |FRIREEH"-", """ mo
FH. ¥F. NFEH, tcr 7[' 1281\ $
o

RAMKE: 1

RAKE: 128

organization

String

BALOZFR, FMRERBEH"-", """
%1! #H=x. NFHR, kr‘ A~ ﬁ‘éf’f_ 64
o

BIMKE: 1
RAIKE: 64

organizational
_unit

String

(HIABRTTRIR, FFREREER"-". """
" FR. 3F. INFER/R, ‘IIJ#T GBId 6417

-—‘—u A'k

Ffo
BIMKE: 1
RAIKE: 64

REHB: 400
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SIEREIERSS

APl &% 4 APl BB
2 4-205 L7 Body &%
S SR R
error_code String EIRIEKIREAVEIRID
BM<E: 3
RAKE: 36
error_msg String HEIRIERIREINEIRIER
BM<E: 0
BAKE: 1024
KEME: 401
2 4-206 i Body 2%
2¥ SR R
error_code String EIRERIREAIEEIRD .
B/M<E: 3
RAKE: 36
error_msg String EIRERIREREIRER
=ME: 0
BRAEKE: 1024
RS 403
2% 4-207 L7 Body %1
S8 SR A
error_code String EiRiEKIRERVEIRE .
=BME: 3
RAKE: 36
error_msg String HEIRERIRENEIRIEE
=IMKE: 0
BEAKE: 1024
WRE&EE: 404
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=IEREIERSS

APl &%& 4 APl BB
2 4-208 1L Body &%§
2% SR R
error_code String BimiaKIREIRYEEIRD
BM<E: 3
RAKE: 36
error_msg String HiRiERKIREINEIRIEE .
BM<E: 0
BAKE: 1024
KEME: 500
2 4-209 i Body 2%
84 SHER e
error_code String Hixia IR EIAVEIRD .
Eg/]\{;crg": 3
RAKE: 36
error_msg String EREKIREHIEEIRER
Hj/_]\{trg: 0
BAEKEE: 1024
Bkl
FEYACSR, &R FAIX-Auth-TokenZEREEIEStoken, HiZtokenFEEEBGAAPI
B IR o
POST https://ccm.cn-north-4.myhuaweicloud.com/v1/private-certificates/csr/parse
{
"esr" : "-----BEGIN CERTIFICATE REQUEST-----\

\nMIICyTCCAbECAQAWXJELMAKGATUEBhMCQO04xEDAOBgNVBAGTB3NpY2hhdW4xEDAO\
\nBgNVBACTB2N0oZW5nZHUxCzAJBgNVBAoTAKhXMQswCQYDVQQLEwJJIVDERMASGATUE\
\nAxMIdGVzdC5jb20wggEiMAOGCSqGSIb3DQEBAQUAA4IBDWAWGgEKAOIBAQCZ4q5z\\nxgK/L/
FCIOx2jESeUW5GB6zS5rVXTOWLTCTVId1LtWBLSRIINATYTYiP1pNo4/pBq\
\nHIM3IiUDkc896CJerYINzOIjTaV4GjCZvPrxSHU5toJvIDfIBsY+gnzbT1ol/y0r\\n3yb9dx7eeF5rPR+U8RTw+Ov/
ZNRb+0CY30hrXMdrWijp5dtLGTIr5EFYXIKNOPCKR\\n
+6BGyJnCOPWSuqgwsykFbgMRkcBaNAxa59dRhMF50pvx2Vs929vFrMi+ofDELUOQzZ\
\n1vyjaEA3pn3AGJGXZgrGNbSfz12ixgGLes4cQD21GCIAWgGNBQ7b1ru2V8ImUfyhO\\nyvTEyHJTuFbQ
+257AgMBAAGgJjAkBgkghkiGOwW0BCQ4xFzZAVMBMGATUdEQQMMAQC\
\nCHRLc3QuY29tMAO0GCSqGSIb3DQEBCWUAA4IBAQBK(jZuYsz4sOwb1POIWn41eiAB\
\np53gb63QKWILN9z8dLktcdSI3IPfcfPZpXv++QPtn3LRIrJKBawusk6SPXbvOGgS\\n5)J
+6eM8kVW203gHFgoaMcPYVtiO7ekG6025gx6+Rj84wbFdmpOiCc8AwrLEBwzYV\
\np1zaprWQu6PxBulkYPa3FLcntDdi7B67r0YTpxVvo1K7vHYFboDvPz7xG57QIFIM\
\nwGd10egariMT3N8gBOzLZc+jqLpxgo4xoNgBHMo6DEmMKLdWdzU4ljpuGK9had99k\\nvQ5vft/
Qra3v1ug2lOm/G92b0uA9Y1t2bMHobtAnuXLOHmMY9XcLdzpC3f8h8\\n----- END CERTIFICATE REQUEST-----"
}
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TR EERS
AP &%

4 AP 5B

N Rz 7~

RSE5: 200
BEREKIN

"distinguished_name" : {

"country" : "CN",

"state" : "sichuan",

"locality" : "chengdu",

"organization" : "HW",

"organizational_unit" : "IT",

"common_name" : "test.com"
L
"public_key" : "----- BEGIN PUBLIC KEY----- \r
\nMIIBIJANBgkghkiGOWOBAQEFAAOCAQ8AMIIBCgKCAQEAXTEX1JfOXquoFDjVi67T\r
\npF4kFwetNnLwC0ZQtOK3fftX4/rkHwdGdsYAalzLz2ltlgbtLIHeKaNnjlgTL8bn\r
\nODVIxww6ZP6VaxpfKXal76GxDdvb5kp8yRFUAK8N2YQOUIcsFoXn2CAx1dOtAaNF\r\nO
+HwooRNnp6GekZaRSYS2bk4olkQ83/2WKKTGC+tAmMjSFG7AIY8jaO5RgX40YGANh\r
\nU9UGO08xCxux8k2dsXRnY+fxRiLWphiT2ij4CYURagETbKuRIOWOI+HFVkmIU/0p\r\n3FWqBORdrRTECAC
+S5fmW75E85rAMh9f65wa/6eWcM6vinby4Bbm1mcJdR3olgKI\r\nUQIDAQAB\r\n----- END PUBLIC KEY----- \r
\n",

"key_algorithm" : "RSA",

"key_algorithm_length" : 2048,

"signature_algorithm" : "SHA256withRSA"
}

WR&E: 400
ERESHEIR.

{
"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
RS 401
WIERIINEFTESN
{

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
KE/: 403
AU

{

"error_code" : "PCA.XXX",
"error_msg" : "XXX"

}
KRS8 404
BREAFESRBREREE

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
REHB: 500
IRSSAEREEIR
{

"error_code" : "PCAXXX",
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APl &% 4 APl B8
"error_msg" : "XXX"
}
RS
RSB ik
200 BEREMI
400 BRSHBEIR
401 BRI NEREZEN,
403 TAIERY .
404 REAFESREERILE
500 ARSS AEREEIR
xS
B2 WEEB.
4.2.2.5 ERFAFIEBEEN
IngeN4A
EEFABIEPEE .
U
R LATEAPI ExplorerdRiidiziE [, ZIFEIMAIEEN . API Exploreri] LABENERK
SDKACHERMAI, FHRMSDKACREREIEIXINEE
URI
GET /v1/private-certificates/quotas
IBREH
7 4-210 153K Header 2
2% =% SR ik
X-Auth-Token | 2 String FBFtoken, &:1AM token3k
iy b7
=S

REB: 200

SASRRAR 09 (2023-12-29) WRIERE © EARITERARERAF
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https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=ShowCertificateQuota
https://support.huaweicloud.com/api-iam/iam_30_0001.html
https://support.huaweicloud.com/api-iam/iam_30_0001.html

TR EERS
AP &% 4 API i85

2 4-211 Ui Body 2%

2% SRR A
quotas Quotas object | IFFEEN, 1¥EES W Quotas=FEREIRBEIR
A,

2 4-212 Quotas

BH BHE R

resources Array of TRECENSIZR, ¥ EEZS W Resources=FEREIE
Resources éi1"]1FEE|H
objects HEKE: 0-10

2 4-213 Resources

2 S fik
type String IEPHEEE:

e CERTIFICATE_AUTHORITY: CAIFH;
e CERTIFICATE: JABGIFH,

used Integer EfFABCENE] .
quota Integer BLESEL:
e CERTIFICATE_AUTHORITY: HEIRFAISE
100;

e CERTIFICATE: EIESti85E 100000,

WK&G: 400

% 4-214 IR Body 2%

2% SR iR

error_code String EIREXRIREAIEEIRG
Ei/_]\ttr;: 3
BRAKE: 36
error_msg String EiREKIREAEIRERE
=BME: 0
BAKE: 1024

WK&RG: 401
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SIEREIERSS

APl &% 4 APl BB
7 4-215 IR Body &%
S SR R
error_code String EIRIEKIREAVEIRID
BM<E: 3
RAKE: 36
error_msg String HEIRIERIREINEIRIER
BM<E: 0
RAXIKE: 1024
KEME: 403
2 4-216 UL Body 2%
2¥ SR R
error_code String EIRERIREAIEEIRD .
B/M<E: 3
RAKE: 36
error_msg String EIRERIREREIRER
=ME: 0
BRAEKE: 1024
RS 404
2 4-217 g Body 2%
S8 SR A
error_code String EiRiEKIRERVEIRE .
=BME: 3
RAIKE: 36
error_msg String HEIRERIRENEIRIEE
=IMKE: 0
BEAKE: 1024
KE&ES: 500
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TR EERS
AP &%

4 AP 5B

K 4-218 I Body 2%

2H

YR

iERpl

N Mz 73~

R

error_code String

EIRIEKRIR
RAMKE:
BRAKE:

[ERYEEIRAD o
3
36

error_msg String

EIRIE IR
RAM<E:
BRKE:

EIRHIRIER .
0
1024

BEEFAEIEBEER, i53KLhHIX-Auth-TokenEEREEHEEtoken, BiZtokenEER

BZRAPIRIGIER -

GET https://ccm.cn-north-4.myhuaweicloud.com/v1/private-certificates/quotas

R7SE5: 200
BERERKID
{

"quotas" : {
"resources" : [ {
"type" : "CERTIFICATE",
"used" : 25,
"quota" : 100000
11
}
}

RS89 400
BREHBIR
{

"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
REB/: 401
WIERIIREEELI
{

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
RS 403
IANIESREI .

{

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
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WRE&E: 404
BB FESREERLE
{"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RZ&[D: 500
ARSSAEBEEIR o
{"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RS
RSB ik
200 BREMI
400 BRSHEIR
401 BRI REREEN .
403 TNIESM
404 RBEAFESRRFEREE
500 IRSZEBEEIR
TES
BEIERB.
4.2.2.6 HiFIEBIFE
IEEN4A
BiFIEBiFRE.
IV
ST LATEAPI Explorerdifidiziz [, SXIFEMAIEEEAN .. API Explorera] LABRI4ERK
SDKARBRMI, FRMSDKIBRAENEIXINEE
URI

GET /v1/private-certificates/{certificate_id}
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https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=ShowCertificate

IEREIERSS

APl &% 4 APl B8
F 4-219 BRBH
24 =% SR A
certificate_id | 2 String FESTARIFABIERID,
/IMKE: 36
RAKE: 36
IBREH
2 4-220 153K Header 2%
2% =AWk SR ik
X-Auth-Token | 2 String FBFtoken, &:1AM token3k
i\ pr
)2
RSB 200
% 4-221 KL Body £3
84 SHER faR
certificate_id | String FABIERID,
RIMKE:
RAKE:
status String UERIRE:
e ISSUED : E¥%;
e EXPIRED : EiZHf;
e REVOKED : EBH.
issuer_id String LCAUFEID,

RIM<E:
BRAKE:

issuer_name String

R CAIEBER,

key_algorithm | String

signature_alg | String
orithm
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https://support.huaweicloud.com/api-iam/iam_30_0001.html
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TR EERS
APl &%

4 API 15iB8

2% SRR fik
freeze_flag Integer REEIRIR:

o 0:IERENT;

o HEME  FERS, HpiE
gen_mode String MEBER AL

e GENERATE : PCARZESER;

e IMPORT : 4NBEN;

o CSR:4MEBRMHCSR, MEBCARITER, BIFA

SHARTEPCAITIES .

serial_number | String 527/ =

BNME: 1

RAKE: 64
create_time Long IEPEUERE, B AEE (ZVER) -
delete_time Long IEBMIBRATE), X AREE (ZRER) -
not_before Long IEBeIEERTE, & AEE (ZRWER) .
not_after Long IEBEIEARTIE), BN rtaE (2R ) .
distinguished_ | Distinguishe | IFBEFRECE, 1¥155& M DistinguishedName
name dName FERREIREIRAT

object

enc_cert_info

EncCertinfo
object

DD&.IE:B{EI ) 1$|EE-LE/
LEFIIRRR

EncCertinfo2ER iR

enterprise_pro
ject_id

String

WIREID, B “07 o YFF@EdIIng

HAF, RRRFELTFEOABWIRE T, XFR
FEEWIRBNAR, FrRFEARGTEWIRE

To

£ 4-222 DistinguishedName

2H

SHE

R

common_nam
e

String

IEBERAZIR (CN) , Hag
R NN N éﬂ%\ &%ﬁﬁ‘z er‘
7r ﬁuﬁ_L64ﬁ?—ﬁo

BIME: 1
RAKE: 64

country

String

EZxRRmD, REeHEXAERL, KEN2MUFR,
BNME: 2

ERAKE: 2
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TR EERS
AP &%

4 AP i5iBH

SHRE

g

String

-’é\ﬁigﬂ, g%/'{/\ﬁlému n n || n |l\ Il‘ll\ ll,ll\
FE. T NFEM, KERaEBIT 1280
o

BRAMKE: 1
BEAKE: 128

locality

String

i‘m[g*’_{, gﬁ/\ﬁgm" " " " "\ "'"\ "l"\
%Et HF. NFHEK, tcr 7F BEABIE 12801
Fo

RAMKE: 1
BRAKE: 128

organization

String

HIQZFR, SMREBEH"-", " ", "0
%! H=F. NFHE, H‘ 7f' uffﬁ 641
Fo

RAMKE: 1
BAIKE: 64

organizational
_unit

String

BT, SYREEE. " T
. B, NTER, KEREUBITeA

=k

Fio
BIMEE: 1
BAKE: 64

2 4-223 EncCertIinfo

mber

2% SHEE it
enc_serial_nu | String INEIEBFIIS .

BIMKE: 1
BKIKE: 64

RED: 400

2 4-224 IR Body %

2H SR iR

error_code String EiREKIREIRVEIRD .
Hj/_]\'l;tr;: 3
RAKE: 36
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IEREIERSS

APl &%& 4 APl B8

2 SRR iR

error_msg String EIRBENRERENEIRER
=BNME: 0
BAKE: 1024

REB/: 401

= 4-225 IR Body 2%

2% SHEE R

error_code String EIRIEKIREAVEEIRID
BIME: 3
RAKE: 36

error_msg String HEIRIERIREINEIRIER
BM<E: 0
RAKE: 1024

KEB/: 403

% 4-226 [ Body S

2% SHER R

error_code String Hixia IR EIAVEIRD .
B/M<E: 3
RAKE: 36

error_msg String HRERREPEIRER
Hj/_]\{tr;. 0
BRAKE: 1024

RE&E: 404

K 4-227 W[ Body 2%

¥ SRR iR

error_code String EiIRiEKIREAVEIRIE
=BME: 3
RAKE: 36
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IEREIERSS

API &%

iERpl

N Rz~

4 APl BB
28 SR A
error_msg String HRERREPEIRER
=BNME: 0
BAKE: 1024
A&/ 500
K 4-228 [ Body 2%
S8 SR A
error_code String Himia KR EIAIEEIRED -
Hil_l\ttrg: 3
RAKE: 36
error_msg String EiREKIREREIRER
BIM<E: 0
BAKE: 1024

BEIEEIFEE, 1B5KEkFAIX-Auth-TokenZEREEIEStoken, HiZtokenEEZEBAR

APIESIH IR

GET https://ccm.cn-north-4.myhuaweicloud.com/v1/private-certificates/

6434f74f-2d13-4e6a-89eb-93ee313f1a43

W&E: 200
BERERLN
{

"signature_algorithm"

"issuer_name" : "HW CA",
"not_after" : 1665539214000,
"not_before" : 1634295475000,
"status" : "ISSUED",
"freeze_flag" : 0,

"gen_mode" : "GENERATE",

: "SHA256",
"issuer_id" : "ef5d84d1-4f52-47d2-b1c8-a91a672487a0",

"serial_number" : "202110151057541266081861",

"distinguished_name" : {
"country" : "cn
"state" : "guizhou",
"locality" : "guiyang",
"organization" : "hw",
"organizational_unit" : "IT",
"common_name"

I

"key_algorithm" : "RSA4096",

"create_time" : 1634295475000,

: "test.huawei.com"
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"delete_time" : null,
"certificate_id" : "6434f74f-2d13-4e6a-89eb-93ee313f1a43",
"enc_cert_info" : {
"enc_serial_number" : "2ad6c3e393a95bf13f95"
}
}
RE&ES: 400
BRSHEIR
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RS 401
SRR AR ESIN
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RS 403
INIESRML
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
KEE: 404
REAFESREARLE
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
R&MG: 500
RS EBEEIR -
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RS
RS R
200 BRI
400 BRSHEIR
401 AR EDUEIESE
403 TAIERY .
404 REAFESREREARILE
SCHEhRZAS 09 (2023-12-29) WRINERE © L ARITERARBIRAE 161




TR EERS
APl &% 4 APl B8

LA fiR

500 ARSZAEREEIR
TES
B2 EREB.
4.2.2.7 fHBRIEH
IeEN4A
HRIBRIES .
A
RB]LATEAPI ExplorerdRididiziEz [, IFEMAIESEN . API Explorerf] LABENERK
SDKISRIRA, FHEMSDKACAE R INEE o
URI
DELETE /v1/private-certificates/{certificate_id}
* 4-229 BRBH
2% =A%k SR )
certificate_id | 2 String FrEMIFRRYFABIERID
RIMKE: 36
RAKE: 36
IBREH
2 4-230 153K Header 2%
B8H =AWk SR R
X-Auth-Token | 2 String FBFtoken, &:1AM token3k
i\ N
VRS54

RSEE: 400

S i%hRA 09 (2023-12-29) AR © AR BRABIRAS 162


https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=DeleteCertificate
https://support.huaweicloud.com/api-iam/iam_30_0001.html
https://support.huaweicloud.com/api-iam/iam_30_0001.html

SIEREIERSS

APl &% 4 APl BB
% 4-231 IR Body &%
S SR R
error_code String EIRIEKIREAVEIRID
BM<E: 3
RAKE: 36
error_msg String HEIRIERIREINEIRIER
BM<E: 0
BAKE: 1024
KEME: 401
2 4-232 Ui Body 2%
2¥ SR R
error_code String EIRERIREAIEEIRD .
B/M<E: 3
RAKE: 36
error_msg String EIRERIREREIRER
=ME: 0
BRAEKE: 1024
RS 403
2 4-233 g7 Body &%
S8 SR A
error_code String EiRiEKIRERVEIRE .
=BME: 3
RAKE: 36
error_msg String HEIRERIRENEIRIEE
=IMKE: 0
BEAKE: 1024
WRE&EE: 404
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TR EERS
AP &%

4 AP 5B

K 4-234 I Body 2%

2% S

i

error_code String

EIRIE IR
U NEF
BRAKE:

ERYFEIRAD o
3
36

error_msg String

HRIRIERIR
BRIMKE:
BRAKE:

[EIREEIRIER
0
1024

R7SF5: 500

% 4-235 [fI5 Body 2%

2% SR

ik

error_code String

EIRIE IR
RAMKE:
BAKE:

[EIRITEIRD o
3
36

error_msg String

FEIRIESR
RAMKE:
BAKE:

EIRIEIRER .
0
1024

BRI

RIBRIER, 1BEKLHAIX-Auth-TokenFERFEEIEStoken, HiztokenFEEEBARAPI

BYIAIEAR -

DELETE https://ccm.cn-north-4.myhuaweicloud.com/v1/private-certificates/

6434f74f-2d13-4e6a-89eb-93ee313f1a43

MRz~
R&F9: 400
EREHER.
{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
REG: 401
BRI ERESN.
{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
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SIEREIERSS

APl & 4 API B8
RE&H: 403
NS08
{
"error_code" : "PCAXXX",
}"error_msg" L IXXX!
IKASME: 404
REAFEREFEARLE
{
"error_code" : "PCAXXX",
}"error_msg" L UIXXX!
KZ63: 500
RS IEREEIR o
{
"error_code" : "PCAXXX",
}"error_msg" L IXXX!
N
R ik
204 BEREML, Flakbody
400 BERESHBIR.
401 BRI REREZEN,
403 INIERML
404 REAFERRFERILE
500 ARSSAEBEIR o
TEL)
B2 EEB.

SIS,
o [EFEE
-  IREREESN, SLATERRMER:

" is_compressedgtrueld, IREIXEFEHER, BEH:

BRNS=xH.zip, 91”7 test_apache.zip “,

WEPEIR_type=
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TR EERS
APl &% 4 APl B8

o REEMEHBZRIED

o type = "APACHE"RY, [E4aB8HEE=134: serverkey
(B, ABAPEMIE, BESHIEBIHEERE, Wi
INZ[SH9FASE ) « chain.crt (IEBHE, RIEHRPEMIER) |
server.crt (iEH, AFAPEMIER ) ;

o type="lIS"AY, EHESFEEFHIIMH: keystorePass.txt
(keystore(<, HESHIFBINZRER, NELEFD
) | server.pfx ( PFXIEH, FRSIFB#ESER—IX
") ;

o type = "NGINX"R, EHREBHEEFNE: serverkey (%
A3, ABAPEMISR, ASHIEBIZEEN, WAz
[ER9FA$A ) | servercrt ( IBFARPEMIER, IEBSIEPHEES
TR ) ;

o type = "TOMCAT"RY, EHEEHEEFHING:
keystorePass.txt ( keystore[<, HSHIFPINZEZRRS, N
TERREIH ) | serverjks (JKXES, IFBSIEBEEEE
B—N3) ;

o type = "OTHER"HY, EHEBHEE=/1314: serverkey (%
X, ABRAPEMIER, BSHIEBRIZEE, WA
[589%A%8 ) . chain.pem (IE$4E) . server.pem (iEH ) o

o BANCSRERIUFH

o type = "APACHE"Z"IIS"=;,"TOMCAT "R, EEESHFEBEHE
X{: chain.crt (IEP5E, REHAPEMIER ) | server.crt (IiE
B, ASHPEMIER) ;

o type = "NGINX"B, EHEEBHFEE—1XE: server.crt (i
H, ABHPEMIER) ;

o type = "OTHER"EY, EEQFELEHNE: chain.pem (iE
B4E, IBHPEMIE ) . cert.pem (iEH, BEFHPEMIZ
x) .

® js_compressed Afalsefd, R[Eljsont&=, IREINEARSHEUT:
o RAEEMZBHBZRIED
o type = "APACHE"Z}"NGINX"g;"OTHER"RT, iREISHIUT:
o certificate (IEPAZE, PEMIER ) ;
o certificate_chain (iE$H4E, PEMIEZ) ;
o private_key (IEHFA$H, PEMISR, BSHIEBINRER
15, WAM=ERIFAE ) ;
o type = "lIS"8"TOMCAT ", EIFREN -
o BACSREXIEH

o type = "APACHE"Z{"NGINX"zg"I1S"s¢"TOMCAT"g"OTHER"

B, REISHUNT:
o certificate (IEPAZE, PEMIER ) ;
o certificate_chain (iEH4%, PEMIEZ() ;

o EEHZX (hEUG)
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-  EEREREESENEEEZEREN, SLUTEMER:

® js_compressedJgtrue. is_sm_standardAtrueld, IREIIEEGER, @
B IEPEIR_typeFER/NE=FH zip, ¥1” test_apache.zip .
o RAEEMEHZRIED

o type = "APACHE"ZY"IIS"5¢"NGINX"s;"TOMCAT"BY, HRIR
EX;

o type = "OTHER"HY, EHEEHFEERNIHE: chain.pem (i
BiE, ABHAPEMIET ) | signCert.key ( BZIFHZHX
4, ABAPEMIRY,, BSHIFBIHEEZME, WANEEH
FA$H ) . signCert.pem ( BRIEH, WS HPEMIER ) «
encSm2EnvelopedKey.key ( IIZIEBHIEZGMTO0094R
ASBEIF ST, B JIBASECARES ) |
signedAndEnvelopedData.key ( INZHEHBHIEZEZGMT0010
FNERLEEFEEIN S, WESIBASE644ETS ) . encCert.pem
(DIZES, RWBHPEMAER ) .

o BACSREKIIHE

o type = "APACHE"Z{"IIS"5"NGINX"S"TOMCAT"BY, FAIK
EX;

o type = "OTHER"HY, EHEEHFEEIYMNHE: chain.pem (i
B4E, IBHPEMIEZ ) . signCert.pem ( BZIF+H, ISR
PEM#&={ ) . encSm2EnvelopedKey.key ( INZHEFBHIEZS
GMTOO0MMERIEE F(SE Y, IS IBASEGAYRES ) |
signedAndEnvelopedData.key ( INZEHHIEZEGMT0010
FRENEEFEENE, WA BASE644REDE ) . encCert.pem
(DIZE+H, RBHPEMAER ) o

= is_compressedAtrue. is_sm_standardgfalselT, IREINAEFEE, &
Zh: IEPEIR_typeFBR/NE=FH .zip, ¥1” test_apache.zip o
o RAEEMFHBZRIED

o type = "APACHE"Z}"I1S"5;"NGINX"8;"TOMCAT"BF, Ik
EX;

o type = "OTHER"ES, EHEFEEHINYE: chain.pem (iF
B, ABHPPEMIETL ) | signCert.key ( EFIEPFZAX
%, ABRPEMIER,, ESHITBIHRERRS, U INZERI
FA$H ) . signCert.pem ( ERiEH, AT HPEMIEL)
encCert.key (IIZEIEREANM, ASHPEMIER, ESHIE
PBIHZEZR, WAMNZEERFAE ) . encCert.pem ( NZHIE
B, ASHPEMIER )

o BACSREXIEH

o type = "APACHE"Z{"IIS"5"NGINX"s"TOMCAT"BY, FAIK
EN;

o type ="OTHER"RY, EHEHEEZI34: chain.pem (i
P4E, B HPEMIET ) . signCert.pem ( FZiEH, ASH
PEM#EZ( ) « encCert.key ( IIZIERZEA, WEHIPEM
X ) . encCert.pem (INZEFH, RBERPEMIER ) .

= js_compressedAfalse. is_sm_standardJgtrueflT, iR[Eljsont&z, iR[E
NEARSEHWNT:
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o ERHEMEBERIED
o type = "APACHE"ZY"IIS"5¢"NGINX"s"TOMCAT"BY, EFRIK
EN;
o type = "OTHER"R, iR[EISHIT:
o certificate_chain (iF$H4%, PEMIET ) ;
o certificate ( ZZIEPHE, PEMIER ) ;

o private_key ( ZZIEHFATH, PEMIE, ESHIEBRNR
BEER, WAMEEFRIFAR) ;

o enc_certificate ( JIZEPAST, PEMIET) ;

o enc_sm2_enveloped_key ( IIZEFHIEZEGMTO009%R
EREEF(EEY, BASE6AYRED ) ;

o signed_and_enveloped_data ( IIZEPFHIE
GMTO01 OF RSB EIF(E T34, BASEGALRED ) -

o BANCSRERIFH
o type = "APACHE"ZE"IIS"5¢"NGINX"s"TOMCAT"BY, FRIK
EN;
o type = "OTHER"R, iR[EISHIT:
o certificate_chain (IiE$H5E, PEMEER ) ;
o certificate (ZZIIHBHNE, PEMIER ) ;
o enc_certificate ( IIZEPHNE, PEMIER ) ;

o enc_sm2_enveloped_key ( IIZHEFHIEZEGMTO009%R
ENSBHFEE4, BASE64YRTS ) ;

o signed_and_enveloped_data ( INZFEPHER
GMTO010FRERGEH (S5 14, BASEGA4RES ) o
= js_compressedAfalse. is_sm_standardJafalsefd, ix[Eljsont&=;, iR[a]
EARSEWT:
o RZ{EMZBRAERIED
o type= "APACHE"Z"11S"g;"NGINX"g;"TOMCAT" [, &Rk
EX;
o type = "OTHER"HY, REISHUNT:
o certificate_chain (iFH5E, PEMER ) ;
o certificate ( ZFIFPARS, PEMIER) ;

o private_key ( EZIEPFAE, PEMIE, BESHIEPIIR
BEE, WAMNERERIFAE ) ;

o enc_certificate ( IIZEPANE, PEMIER ) ;

o enc_private_key ( INZEHFAE, PEMIE, BHSHIE
PIHREZER, WAMZE9FAEE) .

o BACSRELIEH
o type = "APACHE"Z{"IIS"5"NGINX"S"TOMCAT"BY, FAIK
EN;
o type = "OTHER"HY, REISHUNT:
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o certificate_chain (iFH4%E, PEMA&T) ;
o certificate (ZXRIFPARE, PEMIER) ;
o enc_certificate ( IIZFFBEHNE, PEMER ) ;
o enc_private_key ( IIZHEHFAH, PEMIER ) o
MERY:
RELBIERRESH ‘EER” BY, THITSHIERE,

izt
ST LATEAPI Explorerdifidiziz 0, SXIFEMAIEEEN . API Explorera] LABRN4ERK
SDKASRIRA, FHEMSDKACIERBEIXINEE o
URI
POST /v1/private-certificates/{certificate_id}/export
* 4-236 BRBH
B8¥ =AWk SR U
certificate_id | 2 String FrESHRIFABIERID,
=IMKE: 36
BAKE: 36
IBREH
K 4-237 153K Header 2
2% =Rk SR A
X-Auth-Token | £ String FFtoken, £:1AM tokenZk
BB

2 4-238 153K Body 2%

2 ERWIE ST fEiA

is_compressed | = String 2E8EYE.
e true
o false
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IEREIERSS

APl &%& 4 APl B8
2H BRWIE SR fHR
type 2 String IRIEIRSS 28 2R BRI T HIEBAY
FzX, STIFLATRFPSEE:
e APACHE : apachef[RS38E8#
FERALLSE;
o NGINX : nginxBRS3 S&H#ETH(E
Bltts#;
o IS : windowsfRSS 8= (E
Blts#;
e TOMCAT : tomcatfR5328#E
SERILLSH;
e OTHER : FEPEMIETIE
B, HEFERLSE,
is_sm_standar | & String EEEZGMTO0009%r T
d EZEGMT001 0tRENE . HilE
PEERSMEHEANTBY, &
RMEN, WEIASfalse,
e true
e false
password B String RERTFINEFABIIENE . X5
FREXKNEFE. #HF.
HER (B, _#) &, &K
KEHN3R2FH, &AMEN, T
AR ERMEZES .
D)VE2d
REB/: 200
% 4-239 IR Body 244
8% SHERR iR
private_key String FASAAR o
certificate String IEBAS,
certificate_ch | String IEBREARAS
ain
enc_certificate | String mEEEARAS,
enc_private_k | String IIEFASBRS
€y
enc_sm2_enve | String INZZFASARYEZGMTO00RENESM2EIF(E
loped_key i
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APl &% 4 API BB
28 SR A
signed_and_e | String INZFABHIEZGMTO00 ORI S 2 ¥ RS
nveloped_dat £
a

WK&G: 400

2% 4-240 [[IR] Body %[

B8H BHEE faR
error_code String EIREIREAYEIRD .

=MSE: 3

EAKE: 36

error_msg String EIRIEKIREREIRES.
=NME: 0

BRAEKE: 1024

WR&G: 401

% 4-241 B Body 2%

S8 SR A
error_code String ERIEKIREIAIEEIRED -

=ME: 3

RAKE: 36

error_msg String HEIRERIRENEIRIEE
BIM<E: 0

BAEKE: 1024

R&G: 403

K 4-242 Ui Body 2%

¥ SR iR
error_code String BiximKIREIAVEEIRD .

BNME: 3
RAKE: 36
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=IEREIERSS

APl &% 4 API BB
2% SRR fik
error_msg String HEIRERIREIPIEIRES

=BNME: 0
BAKE: 1024

REB: 404

7% 4-243 3R] Body %

S8 SR A
error_code String EREKIREIRIEEIRED -

BIMKE: 3

RAKE: 36

error_msg String HixiERIREINEIRIEE .
BIM<E: 0

BAKE: 1024

HKEB/: 500

7 4-244 K Body 2%

28 SR A
error_code String EIRBEXRIREAIEEIRG

=ME: 3

RAKE: 36

error_msg String HEIRERIRENEIRIEE
BIM<E: 0

BEAKE: 1024

iBERTA

EHIEE, 5k FAIX-Auth-TokenZEREEIEEtoken, BiZtokenZEEEBZAAPI
A9 IERGR o

POST https://ccm.cn-north-4.myhuaweicloud.com/v1/private-certificates/
6434f74f-2d13-4e6a-89eb-93ee313f1a43/export

{
"type" : "other",
"is_compressed" : false,
"password" : "test"

}
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AP &%

4 AP i5iBH

Nl Mz 73~
RS 200

BERE KD
{
"certificate" : "----- BEGIN CERTIFICATE----- \P\N******\ P\n-———- END CERTIFICATE
"certificate_chain" : "----- BEGIN CERTIFICATE----- \P\N*****\ r\n————- END CERTIFICATE
CERTIFICATE----- \P\N**** ¥\ r\n-——-- END CERTIFICATE-----
"private_key" : "----- BEGIN RSA PRIVATE KEY----- \r\n**** ¥\ r\n-——-- END RSA PRIVATE KEY----- \r\n"
}
RSB 400
BREBHEIR,
{

"error_code" : "PCA.XXX",
"error_msg" : "XXX"

}
KRS8 401

{

WIERINEBEEN -

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
RSB 403

NI S
{

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
REHB: 404
BREAFED
{

RIFERARHE

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
R7SE8: 500
RS AEREIR
{

o

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
RSET
RSB R
200 BREMIN
400 BRESHEIR,
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IEREIERSS

APl &% 4 APl B8
RSB iR
401 BRI RNEREESEN
403 NS S
404 REANFEREFEARKE .
500 RS AEREEIR -
HELE]
B2 EREB.
4.2.2.9 BHIER
INEEN4A
BEHIER
(AT
it HREESRHIERAY, EKkbodyikiBEEA"{}", BUIESIRE.
iz
1&a]LATEAPI Explorerhiidiziz, ZIFBENMAIEEN . APl Explorera] LAEZIEERY
SDKACEBRI, FHRHSDKLIBREIEIRINEE
URI
POST /v1/private-certificates/{certificate_id}/revoke
+ 4-245 BRBH
el =A%k SRR RER
certificate_id | 2 String FrEmiBRIFABIERID,
=/IMKE: 36
RAKE: 36
IBREH
K 4-246 153K Header 2
2% =W SR ik
X-Auth-Token | 2 String FFtoken, £W:1AM tokenzx
WA
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TR EERS
APl &% 4 API i85

% 4-247 53K Body 2%

2 BRI SR i)
reason & String RIFIER, IFLATIEIN:

e UNSPECIFIED : BHATHRIE
ERHEER, NAEIANME;

e KEY_COMPROMISE : i
ZEEMRELTEEE;

e CERTIFICATE_AUTHORITY
_COMPROMISE : ik &2
b, OIBEFEECAZR AR KT
=;

e AFFILIATION CHANGED :
WEBPFE A EMERE
ZWNE;

e SUPERSEDED : ItLiFHE#
B,

e CESSATION_OF OPERATI
ON : tLIFB A KEHY
LREFLLEE;

e CERTIFICATE_HOLD : iZilF
PHBIANBER B, T
THERATBES AR

e PRIVILEGE_ WITHDRAWN :
IIFEABEEEFENE
TERIRR 5

e ATTRIBUTE_AUTHORITY_C
OMPROMISE : $8{RItLIFH
BRIV e sEEZ IR
=

izl
LHTABES RiHIERAT, BKbody
FEER{Y, BUESIERE,
ZRA{EIUNSPECIFIED,

MR S &

REB: 400
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APl &% 4 APl BB
2 4-248 N[iL7 Body S
S SR R
error_code String EIRIEKIREAVEIRID
BM<E: 3
RAKE: 36
error_msg String HEIRIERIREINEIRIER
BM<E: 0
BAKE: 1024
KEME: 401
2 4-249 i Body 2%
2¥ SR R
error_code String EIRERIREAIEEIRD .
B/M<E: 3
RAKE: 36
error_msg String EIRERIREREIRER
=ME: 0
BRAEKE: 1024
RS 403
2 4-250 L7 Body %1
S8 SR A
error_code String EiRiEKIRERVEIRE .
=BME: 3
RAKE: 36
error_msg String HEIRERIRENEIRIEE
=IMKE: 0
BEAKE: 1024
WRE&EE: 404
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APlI &%

4 AP 5B

BRI

N Mz 73~

K 4-251 Ui Body 2%

24

SHR

R

error_code

String

EIRIERIR
RAMKE:
BRAKE:

[EIAYHEIRES
3
36

error_msg

String

EIRIE IR
U NEF
BAKE:

EIRHIRIES .
0
1024

R7SE8: 500

% 4-252 ljui Body &%

2%

YR

ik

error_code

String

FEIRIERIR
RIMKE:
BAKE:

ERYFEIRAD o
3
36

error_msg

String

AIRIEKIR
=2\ -SES
RAKE:

EIREIRES .
0
1024

RIEIER, BERLBHIX-Auth-TokenFEREEEStoken, HiZtokenFEEEHFZARAPI

AOBTEER -

POST https://ccm.cn-north-4.myhuaweicloud.com/v1/private-certificates/
6434f74f-2d13-4e6a-89eb-93ee313f1a43/revoke

{

"reason" : "KEY_COMPROMISE"

}

RSB 400

IERSHHIR.

{

"error_code" : "PCAXXX",

"error_msg" : "XXX"

}

RSES: 401

WIBRAAEFTEEN
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APl &% 4 API B8
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RE&HS: 403
IANIESRML
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
KEB: 404
R FESEFEARLE
{"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RZEME: 500
RS PIEBEEIR
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
K&
RS ik
204 1BREMI, Tlakzbody
400 BRSHEIR
401 SR REREESN .
403 NIEEY
404 REAFESREBERILE
500 ARSSAEREEIR
XA
BEESEIRE
4.2.3 B miEitE
4.2.3.1 EERSEBFITNR
INEeN4A
EERREEEIRINR.
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AP| &%& 4 APl BB
(AT
BREERkStokenEEZEELREEER (secu_admin ) R,
izt
&0 LATEAPI Explorerdidiiziz [, SXIFEDNMAUESEM . APl Explorera] LABZ4ERE
SDK{JCE%TWJ FHIRHSDKACRB B INEE
URI
GET /v1/private-certificate-authorities/obs/agencies
iBRESH
% 4-253 53K Header &
2% =A% SHEER R
X-Auth-Token | 2 String FBFtoken, £01:1AM tokenZk
BB,
)24
R&ES: 200
2 4-254 I Body 2%
2% SR R
agency_grant | String OBSHBIRIIEIN G,
ed o true
o false
RS 400
% 4-255 IR Body S
2% SHEE R
error_code String EIRIEKIREAVEEIRID
BIME: 3
RAKE: 36
error_msg String HEIRIERIREINEIRIER
BM<E: 0
RAXIKE: 1024

MAERRAS 09 (2023-12-29)

WRIERE © EARITERARERAF

179


https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=ShowCertificateAuthorityObsAgency
https://support.huaweicloud.com/api-iam/iam_30_0001.html
https://support.huaweicloud.com/api-iam/iam_30_0001.html

SIEREIERSS

API &% 4 APl B8
REES: 401
2 4-256 L7 Body &%
2% SR fik
error_code String BiximKIREIAVEEIRD .
BNME: 3
RAKE: 36
error_msg String EIRIEKIREVEIRES .
FAMKE: 0
BAKE: 1024
K& 403
5 4-257 L7 Body %1
2% S¥RT fER
error_code String HixiaKIREIRVEIR .
RAMKE: 3
RAKE: 36
error_msg String HEIRIERIREINEIRIER .
BM<E: 0
BEAKE: 1024
REE: 404
# 4-258 IR Body 2%
e SHRT R
error_code String EIRERRERIEIRD .
B/M<E: 3
RAKE: 36
error_msg String EIRIERIREINEIRER .
=BMSE: 0
BRAEKE: 1024
IK&[E: 500
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TR EERS
AP &%

4 AP 5B

7= 4-259 IR Body &%

2%

SHRE

ik

iERTpl

g Rz7~51

error_code String

EIRIE IR
U NEF
BRKE:

[ERITEIRAD o
3
36

error_msg String

EIRIERIR
RAMKE:
BAKE:

EIRIEIRER .
0
1024

BEPCARGEEHFIIOBSEHIENIR ( BFIHIDIOBSHE, EFFmEIIE ) , Bk
A9X-Auth-TokenZEREEIEStoken, HiztokenEEZEBARAPIHNBONESZEE

R (secu_admin) R .

GET https://ccm.cn-north-4.myhuaweicloud.com/v1/private-certificate-authorities/obs/agencies

RERS: 200
IEREMY
{

"agency_granted" : "true"

REB: 400
BRSHEIR.

{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
REE: 401
BRI NERESN
{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
RE&B/: 403
NS,
{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
KEB: 404

BEAFESRRRERLE
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APl &% 4 API B8
{
"error_code" : "PCAXXX",
}"error_msg" L IXXX!
R&FS: 500
ARSSPIEREEIR o
{
"error_code" : "PCAXXX",
}"error_msg" L IXXX!
K&
K& ik
200 BEREMLI
400 BRSHEIR
401 BRI RE R EZEN.
403 TANIERML
404 BREAFESRERARKE .
500 ARSSAEBEIR o
e
B2 =D,

FAFP4EPCABIZOBSEIEFEN, AT IAIEOBSH, EHmIEIIR.

BFERKStoken EEERZRLZEEER (secu_admin ) SR,

EaJLATEAPI Explorerdifidiziz 0, IFEMAIESEAN . API Explorera] LABRNI4ERK

SDKIAIRGI, FHRMSDKARIREIEIHINGE

TIREN4R

(00 88
il
URI

POST /v1/private-certificate-authorities/obs/agencies
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https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=CreateCertificateAuthorityObsAgency

IEREIERSS

AP| &% 4 API AR
BREH
7 4-260 153K Header 2%
S BRIk SHEER i)
X-Auth-Token | 2 String FHFtoken, 2H:1AM tokenzx
i b8
VRS54
RE&ES: 200
& 4-261 W Body 2
2% SHER T
agency_id String EIZOBSEE, HIAMIREIRIIZIID,
K& 400
K 4-262 Ui Body 2%
2% SRR R
error_code String EIRIEKIREAVEIRID
BIMSE: 3
RAKE: 36
error_msg String EIRERREPEIRER
BM<E: 0
RAKE: 1024
REEE: 401
% 4-263 IKZ Body B
2% SHER faR
error_code String EIRERERIEIRED .
B/M<E: 3
RAKE: 36
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IEREIERSS

APl &%& 4 APl B8

2H SRR iR

error_msg String EIRBENRERENEIRER
=BNME: 0
BAKE: 1024

REB/: 403

# 4-264 I Body 2%

2% SHEE R

error_code String EIRIEKIREAVEEIRID
BIME: 3
RAKE: 36

error_msg String HEIRIERIREINEIRIER
BM<E: 0
RAKE: 1024

RE&E: 404

% 4-265 [[IF Body S

84 SHER R

error_code String Hixia IR EIAVEIRD .
B/M<E: 3
RAKE: 36

error_msg String HRERREPEIRER
Hj/_]\{tr;. 0
BRAKE: 1024

R&HB: 500

2 4-266 I Body &%

B2H SRR iR

error_code String EiIRiEKIREAVEIRIE
=BME: 3
RAKE: 36
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TR EERS
AP &%

iERpI

MRz~

4 API BB
2% SRR fik
error_msg String HEIRERIREIPIEIRES

=BNME: 0
BAKE: 1024

FAF45PCABIZROBSEIEIZIN ( FHFAIGIOBSHE, E#miEsIE ) , ERLAHIX-
Auth-TokenZEREEIEStoken, HiZtokenEEBBGARAPIHIHINIESLZEEIER

(secu_admin) R,

POST https://ccm.cn-north-4.myhuaweicloud.com/v1/private-certificate-authorities/obs/agencies

W&G: 200
BERERIN
{

"agency_id" : "078ade0fc20010004f8fc0034fad529d"

R&89: 400
BRSHEIR
{

"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
R&EE: 401

WSRO TEEELEN,
{

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
W&E: 403
INIESEI o

{

"error_code" : "PCA.XXX",
"error_msg" : "XXX"

}
REB: 404

BEAEREFEARILE

{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
REH: 500
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IEREIERSS

APl &% 4 API 588
IRSSIEREEIR
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
REB
RSB )%
200 BXRERIN
400 BRSHBEIR.
401 ISR NEEESEN
403 NS
404 BREAFESRZBERLE
500 RS AEBEEIR
5=
B2 EIRE.
4.2.3.3 &ifj OBS 1#5I&
INREN4A
Ei5OBSHEFIE .
(MARY::|
REAPCIETZITEN, HFaERLZEO, SIEZEENRS AN FPREGE>CIEEE.
@it
ZB]LATEAPI ExplorerdifidiziEz [, XIFEMAIEEN . API Explorera] LAEENERY
SDK{CRIRA, FHEHSDKACAERBIEIXINEE o
URI

GET /v1/private-certificate-authorities/obs/buckets
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https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=ListCertificateAuthorityObsBucket

TIEREERS
AP &% 4 API i85

IERSH

% 4-267 53K Header 2%

2% ERWIE SR fEid
X-Auth-Token | 2 String FHFtoken, 2R:1AM tokenzk
GiE.

EVE=2
RSHG: 200

2 4-268 [ Body &%

2% SR iR

total Integer OBSIEZE -

obs_buckets Array of OBSHE%IZE, i¥15152l0bsBuckets=EREIELL
ObsBuckets 9588 o
objects B 0 - 256

£ 4-269 ObsBuckets

B8H BHEE U
bucket_name | String BB,

BM<E: 3
RAKE: 63
create_time Long SUEERTIE) BN AREE (2R ) .

W&G: 400

2 4-270 Wi Body 2%{

¥ SHEE iR

error_code String BiximKIREIAVEEIRD .
=BNMNE: 3

RAKE: 36

error_msg String HEIRIERIRENEIRIER
=IMKE: 0

BAKE: 1024
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SIEREIERSS

API &% 4 APl B8
REES: 401
& 4-271 Ui Body 2%
2H SR iR
error_code String BiximKIREIAVEEIRD .
BNME: 3
RAKE: 36
error_msg String EIRIEKIREVEIRES .
FAMKE: 0
BAKE: 1024
K& 403
2 4-272 [0[; Body 2%
2% SR fER
error_code String HixiaKIREIRVEIR .
RAMKE: 3
RAKE: 36
error_msg String HEIRIERIREINEIRIER .
BM<E: 0
BEAKE: 1024
REE: 404
7 4-273 IR Body 2%
8% SHRT R
error_code String EIRERRERIEIRD .
B/M<E: 3
RAKE: 36
error_msg String EIRIERIREINEIRER .
=BMSE: 0
BRAEKE: 1024
IK&[E: 500
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TR EERS
AP &%

4 AP 5B

K 4-274 0[; Body 2%

2H SHE R

error_code String Himia IR
=UN .NEH
RAKE:

[EIAYHEIRED o
3
36

error_msg String EiRIERIR
B/MKE:
RAKE:

EIRIEIRER
0
1024

iERpI

BEFAFOBSHESIER, BHRLFPAIX-Auth-TokenFEREEEStoken, BiktokenFHEZE

BEEZRAPIRIAEINR

GET https://ccm.cn-north-4.myhuaweicloud.com/v1/private-certificate-authorities/obs/buckets

Nl Mz 73~
RS 200
BERERIN

{

"total" : 2,

"obs_buckets" : [ {
"create_time" : 1554867690718,
"bucket_name" : "admin1"

o
"create_time" : 1554949519646,
"bucket_name" : "admin3"

}1
}

REB: 400
BRSHEIR.
{

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
RSB/ 401
AR REREEN
{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
KEB/: 403
INIESE

{
"error_code" : "PCAXXX",
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IEREIERSS

AP| &% 4 API B8
}"error_msg" L UIXXX!
RSB 404
BEARFERERAKE
{
"error_code" : "PCAXXX",
}"error_msg" L UXXX!
R&FB: 500
RS AEREEIR
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
N
K& A
200 iEREMI
400 BERSHEIR
401 WS RN REREEN.
403 INIERTY
404 BEAFESEREAREE .
500 ARSSAEBEIR o
HE=D
BESIEIRB.

EaJLATEAPI Explorerdifidiziz 0, SXIFEMAIESEEAN . API Explorera] LABRI4ERK

ThEe T 4a

5 A XAEICARICRL,
I

SDK{CHER B, FHRMESDKABBREIEIRXINGE .
URI

POST /v1/private-certificate-authorities/{ca_id}/crl/enable
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https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=EnableCertificateAuthorityCrl

SIEREIERSS

APl &% 4 API 15iBH
= 4-275 BBRBY
el =AWk SHRT (i35
ca_id 2 String FRrERBFACRLAICAIERID,
RIMLE: 36
RAKE: 36
IBRSH
K 4-276 153K Header 3#
8% =% SR 1k
X-Auth-Token | 2 String FBFtoken, &:1AM token3k
BGiE
7 4-277 153K Body S
8% BE W% SRR 1k
crl_name S String RIEYIRIERFR
1588
EREPTEE, RFEAKAS
BIEBAIRCA ID,
obs_bucket_ n | 2 String OBSHERTR
ame i5BA
o FAFWRERIBREIEIEN, &
F PCARRSSXFOBSHItE X R ,
BRSIAN: ERREt
BE-EEREREZRNUR. i
PRHGE>-EEIE;
o IEERIOBSHELATFIE, BN
iR
valid_days = Integer CRLEEFFEHA, BAIA"K".
=/IMVE: 7
A& 30
V=S5t
RESE8: 400
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SIEREIERSS

APl &% 4 APl BB
7 4-278 IR Body &%
S SR R
error_code String EIRIEKIREAVEIRID
BM<E: 3
RAKE: 36
error_msg String HEIRIERIREINEIRIER
BM<E: 0
BAKE: 1024
KEME: 401
2 4-279 i Body 2%
2¥ SR R
error_code String EIRERIREAIEEIRD .
B/M<E: 3
RAKE: 36
error_msg String EIRERIREREIRER
=ME: 0
BRAEKE: 1024
RS 403
2 4-280 ML Body %1
S8 SR A
error_code String EiRiEKIRERVEIRE .
=BME: 3
RAKE: 36
error_msg String HEIRERIRENEIRIEE
=RIMSE: 0
BEAKE: 1024
WRE&EE: 404
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ZIEREERS
AP &%

4 AP 5B

K 4-281 I Body 2%

2%

YR

ik

error_code

String

Himia KR EIAIEEIRED -
=ME: 3
RAKE: 36

error_msg

String

EiREKIREFVEIRER
BIM<E: 0
BAKE: 1024

WK&G: 500

2k 4-282 [ Body 2%

24

s

R

error_code

String

BREKIREAIEEIRIG
B/M<E: 3
BRAIKE: 36

error_msg

String

EIREORERIEIRER
=IM<E: 0
BAKE: 1024

iBERTA

BRCRL, iE3RLFHIX-Auth-Token=FEEEEIEEtoken, HiZtokenEEEGARAP

HGIBIERR -

POST https://ccm.cn-north-4.myhuaweicloud.com/v1/private-certificate-authorities/4c0e772e-a30c-4029-

Ml iz 73~ 451

b929-b7acb04143f7/crl/enable

{
"crl_name" : "test",
"obs_bucket_name" : "test",
"valid_days" : 7

}

K& 400
BRSHEIR
{

"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
WR&L: 401
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SIEREIERSS

API &% 4 API B8
BRI RNERE SN
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
REB: 403
NS
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RE&ES: 404
RERNFESLRFERKE
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
R7S89: 500
RS EBEEIR -
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RS
RS R
204 1BREMI, Flakzbody
400 BRSHEIR
401 AR DUEIESE
403 TAIERY .
404 RIEAFESREREARILE
500 RS EBERIR
XA
BESIEIRB.
4.2.3.5 2 CRL
IheeN4A
2 4E1CARICRL,
SCHEhRZAS 09 (2023-12-29) RIS © L ATITERABIRAE 194



SIEREIERSS

APl &%& 4 APl B8
i
RBJLATEAPI ExplorerdRiidiziz [, IFEMAIESEN . APl Explorerf] LABENERK
SDKACHERAI, FHRMASDKAHE BRI INEE
URI
POST /v1/private-certificate-authorities/{ca_id}/crl/disable
%+ 4-283 IR1ZBH
2% =Rk SR A
ca_id = String FRrEZHCRLAICAIERID,
R/IMKE: 36
RAKE: 36
BRESH
2 4-284 153K Header %]
¥ =AW SHER U
X-Auth-Token | 2 String FBFtoken, &:1AM token3k
i\
VRS54
REB: 400
% 4-285 IR Body £
84 SHER e
error_code String Hixia IR EIRYEIRD .
BM<E: 3
RAKE: 36
error_msg String ERiEKIREHIEIRER
=ME: 0
BRAEKE: 1024

ARS8 401
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https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=DisableCertificateAuthorityCrl
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SIEREIERSS

APl &% 4 APl BB
2 4-286 1L Body &%§
S SR R
error_code String EIRIEKIREAVEIRID
BM<E: 3
RAKE: 36
error_msg String HEIRIERIREINEIRIER
BM<E: 0
BAKE: 1024
KEME: 403
2 4-287 i Body 2%
2¥ SR R
error_code String EIRERIREAIEEIRD .
B/M<E: 3
RAKE: 36
error_msg String EIRERIREREIRER
=ME: 0
BRAEKE: 1024
RS 404
2 4-288 N7 Body &%
S8 SR A
error_code String EiRiEKIRERVEIRE .
=BME: 3
RAKE: 36
error_msg String HEIRERIRENEIRIEE
=IMKE: 0
BEAKE: 1024
KE&ES: 500
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TIEREERS
AP &%

4 AP 5B

7 4-289 IR Body &%

2H SHH R

error_code String EIRERIR
RAMKE:
RAKE:

[EIA9HEIRED o
3
36

error_msg String EIRIERIR
RIMKE:
RAKE:

EREIRER .
0
1024

BRI

EZHCRL, BERLFHHIX-Auth-TokenFEREEIHStoken, HiZtokenFFERBARAPI

HIIBIERR -

POST https://ccm.cn-north-4.myhuaweicloud.com/v1/private-certificate-authorities/4c0e772e-a30c-4029-

b929-b7acb04143f7/crl/disable

i Rz73~ 5
RED: 400
IEREHER.
{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}

K&ERS: 401
WIBRATRERZEN
{

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
RSE5: 403
IANIESRI .

{

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
WRESE: 404
BB FESREERLE
{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
KE/: 500

ARSSAEBEIR
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SIEREIERSS

APl £ 4 API iR
{
"error_code" : "PCAXXX",
}"error_msg" L XXX
NG
R ik
204 BEREMY, Flakzbody
400 BRESHBIR
401 ISR NEREZEN
403 TAIERY .
404 RREAFAEREFERELD
500 RS AEFEEIR
=Sl
B2 WEIED.

4.2.4 frEEE

4.2.4.1 #2672 CAIFE

EATLATEAPI Explorerdiflidizig [, STIFEEIAIEEN . API Explorera] LABZN4ERK

TIRENA

HERBECAIRE
il

SDKAHAI, FHEMSDKIRABTEIEITIIAE.
URI

POST /v1/private-certificate-authorities/{ca_id}/tags/create

% 4-290 BRSH

2H Rk SHE R
ca_id = String PR SRR ERICAIED

ID,
=IMKE: 36
BRAKE: 36
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https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=BatchCreateCaTags

IEREIERSS

APl &% 4 API 15iB8
RS
% 4-291 153K Header £
2¥ =R WI% SR fiEid
X-Auth-Token | 2 String FHFtoken, 2W:1AM tokenzx
2y e
& 4-292 153K Body &
2% BEWIE SRR R
tags B Array of rEFZR, keyFlvalueBZ{EXTHY
ResourceTag | &5,
objects HAIE: 1- 20
2K 4-293 ResourceTag
2% BEwI% SR fEiA
key = String REYE, nIF UTF-8 I8FE R
NFS(Ea$X. FmEFE.
BiES) . HFH=18, LARLL
T=FfF: _.i=+-@
BIVEE: 1
BAKE: 128
value 2 String RE(E, I UTF-8 I8FE R
N=8(BE&HX. ARFE.
BIEE) . HF=HE, LARLA
T=F&F: _.i/=+-@
=B2I<E: 0
BRAKE: 255
[ e
REFB: 400
& 4-294 Kz Body %
2% e el fEiA
error_code String EiREKIREIRVEIRD .
=BME: 3
RAKE: 36
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IEREIERSS

APl &%& 4 APl B8

2 SRR iR

error_msg String EIRBENRERENEIRER
=BNME: 0
BAKE: 1024

REB/: 401

= 4-295 IR Body 2%

2% SHEE R

error_code String EIRIEKIREAVEEIRID
BIME: 3
RAKE: 36

error_msg String HEIRIERIREINEIRIER
BM<E: 0
RAKE: 1024

KEB/: 403

% 4-296 [[IF Body S

2% SHER R

error_code String Hixia IR EIAVEIRD .
B/M<E: 3
RAKE: 36

error_msg String HRERREPEIRER
Hj/_]\{tr;. 0
BRAKE: 1024

RE&E: 404

K 4-297 W[ Body 2%

¥ SRR iR

error_code String EiIRiEKIREAVEIRIE
=BME: 3
RAKE: 36
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TR EERS
AP &%

4 AP 5B

SH SHRE g

error_msg String EES =P 1
RIMKE:
RAKE:

EIREIRES .
0
1024

R7SF5: 500

3= 4-298 [ Body %

2H SHE R

error_code String HEIREKIR
RAMKE:
BAKE:

[ERYEEIRAD o
3
36

error_msg String BEiREKIR
=U\.SEH
RAKE:

EIRHIRIER .
0
1024

BRI

HECIRBCAIRE, 1B5KLFAIX-Auth-TokenZEREEIEStoken, HiZtokenEEE

BZRAPIRIIEIER -

POST https://ccm.cn-north-4.myhuaweicloud.com/v1/private-certificate-authorities/4c0e772e-a30c-4029-

b929-b7acb04143f7/tags/create

{
"tags" : [ {
"key" : "key1",
"value" : "value1"
Ao
"key" : "key2",
"value" : "value2"
1
}

M 7~ 5
KEB/: 400
BERBHER.
{
"error_code" : "PCA.XXX",

"error_msg" : "XXX"

}
K&/D: 401
WIBRATRE R ZEN

{
"error_code" : "PCAXXX",
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IEREIERSS

APl &% 4 APl B8
"error_msg" : "XXX"
}
RS89 403
INIESRML o
{
"error_code" : "PCA.XXX",
"error_msg" : "XXX"
}
R&ES: 404
REAFESEERLE
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
R7S8G: 500
RS EBEEIR
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RS
RSB ik
204 BREMI, Tiakzbody
400 BRSHEIR
401 SR REREESN .
403 NI S8
404 REAFESREBERILE
500 RS AEREEIR
xS
B2 EIEE.
4.2.4.2 L EMIBR CA ¥R
ThEEN 4R
HE=MPRCAFRES .
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IEREIERSS

APl &% 4 APl B8
it
ZBJLATEAPI ExplorersRiidiziE [, ZIFEIMAIEEN . API Explorera] LABENERK
SDK{GCHERGI, FHRESDKAHBREIEIRXINGE .
URI
DELETE /v1/private-certificate-authorities/{ca_id}/tags/delete
*= 4-299 IRIZBH
e =A%k SRR {205
ca_id = String e Bt EMPRFERICAIES
ID,
=/IMKE: 36
BRAKE: 36
IBREH
2 4-300 153k Header 2%{
B8H =% SR R
X-Auth-Token | 2 String FBFtoken, &:1AM token3k
iy pr
3R 4-301 153K Body &#{
84 =AWk SRR faR
tags & Array of FREFIE, keyFlvaluelE{EIIHI
ResourceTag | &5,
objects BUREE: 1 - 20
£ 4-302 ResourceTag
84 =AWk SRR faR
key = String R, TH UTF-8 IBRAER
N=B(BEPX. AFE.
BIEE) . HEFN=HE, UKL
T=FfF: _.i=+-@
BMEE: 1
BAKE: 128
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https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=BatchDeleteCaTags
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SIEREIERSS

AP| &% 4 AP iiiBA
2% BBk SHEER ik
value =2 String &8, oA UTF-8 i8FE =
NEF(EBEHX. AFE.
HiEE) . ===, LRI
T=%: . /=+-@
=IMKE: 0
BAKEE: 255
RS &
REE: 400
2 4-303 L7 Body %1
2% SR ik
error_code String B KIREAVEIRAD
Hj/_]\'l;tr;: 3
=AIKE: 36
error_msg String ERIEKIREAVEIRER .
=IM<E: 0
BEAKE: 1024
REB: 401
7 4-304 gL Body 2%
28 SR iR
error_code String ERIEKIRERVEIRE
B/M<E: 3
BRAKE: 36
error_msg String HEIRIERIREINEIRER .
=IMKE: 0
BRAEKE: 1024
KEB/: 403
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TR EERS
AP &% 4 API i85

2 4-305 IR Body &%

84 SHRT fER
error_code String EIRERERIEIRD .

BM<E: 3

BRAIKE: 36

error_msg String EIRBEXRIREREIRER
=ME: 0

BRAEKE: 1024

RED: 404

2 4-306 IR Body 2%

¥ SRR iR
error_code String EiREKIRERVEIRED .

=BNME: 3

BRAKE: 36

error_msg String EIRIEKIREVEIRES .
BIM<E: 0

BEAKEE: 1024

WR&G: 500

K 4-307 I Body 2#{

e SR R
error_code String Bz KIREIRYFEIRD

B/M<E: 3

BAKE: 36

error_msg String Hi=RiEKIREIEIRIER .
=BMSE: 0

BRAEKE: 1024

BRI

HERPRCAIRES, EKLbpIX-Auth-TokenFZEREEIEStoken, BiZtokenEER
BAAPIRGISEIRR .

DELETE https://ccm.cn-north-4.myhuaweicloud.com/v1/private-certificate-authorities/4c0e772e-a30c-4029-
b929-b7acb04143f7/tags/delete
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APl &% 4 API B8
{
"tags" : [ {
"key" : "key1",
"value" : "valuel"
h o
"key" : "key2",
"value" : "value2"
1]
}
N Rz~
RE&ES: 400
BREHBIR
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
REE: 401
ISR RNEREEN .
{
"error_code" : "PCA.XXX",
"error_msg" : "XXX"
}
REMD: 403
INIESRML
{
"error_code" : "PCA.XXX",
"error_msg" : "XXX"
}
RE&E: 404
REAFESEERLE
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
R7S19: 500
AR EBEIR -
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RSB
RS A
204 IBREMY, Flaizbody
400 BRSHEIR
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APl &% 4 API B8
RS iR
401 BRI RNEREESEN
403 NS S
404 REANFEREFEARKE .
500 RS HEREEIR
e
B2 EIED.
4.2.4.3 Bl CA IR
IEEN4A
BIEBCAIRE
it
RBJLATEAPI ExplorersRiidiziE ], IFEIMAIEEN . API Explorerl] LABENERK
SDKIXHE =M, FHRMSDKARAIRAEIEIRINGE
URI
POST /v1/private-certificate-authorities/{ca_id}/tags
%+ 4-308 IR12BH
B8H =AWk SR faR
ca_id = String FRrEEE 6@ ir=SRICAIERID,
=/IMKE: 36
BRAKE: 36
BREH

% 4-309 153K Header 2H

B8 EEWIE SRR R
X-Auth-Token | 2 String FAFtoken, 2R:1AM tokenx

5%
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https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=CreateCaTag
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SIEREIERSS

APl &% 4 API 15iB8
7 4-310 153k Body £%{
2% BEWI% SR R
tag = ResourceTag | 7%,
object
£ 4-311 ResourceTag
2% BEWI% SR ik
key 2 String &%, oA UTF-8 t&{FE R
N=B(BEHPX. AFE.
BIES) . HFH=1E, LARLA
T=fF: _.i=+-@
HE/J\'L(E: 1
BAKE: 128
value = String &E{E. v UTF-8 S\ FEF =
E’J%!(@. 3z, FIEE.
HIESE) . HFNHE, LUK
T=FF: _. /=+-@
=B2I<E: 0
BAKE: 255
V24
RE&ES: 400
2 4-312 I Body 2%
2% e et fHiA
error_code String ERIEKIREAVEIRID
=BME: 3
RAKE: 36
error_msg String Hixie KIREINEIRIEE .
=RIMKE: 0
BRAKE: 1024
K&\ 401
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APl &% 4 APl BB
% 4-313 IR Body &%
S SR R
error_code String EIRIEKIREAVEIRID
BM<E: 3
RAKE: 36
error_msg String HEIRIERIREINEIRIER
BM<E: 0
BAKE: 1024
KEME: 403
% 4-314 KL Body S
2¥ SR R
error_code String EIRERIREAIEEIRD .
B/M<E: 3
RAKE: 36
error_msg String EIRERIREREIRER
=ME: 0
BRAEKE: 1024
RS 404
2 4-315 L7 Body %1
S8 SR A
error_code String EiRiEKIRERVEIRE .
=BME: 3
RAKE: 36
error_msg String HEIRERIRENEIRIEE
=IMKE: 0
BEAKE: 1024
KE&ES: 500
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TR EERS
AP &%

4 AP 5B

7= 4-316 gL Body %4

2% SR ik

error_code String EiREkiIR
RIMSE:
BRAKE:

[EIA9EIRES
3
36

error_msg String HEIRBEKIR
=Z\SNER
RAKE:

EIREIRER .
0
1024

BRI

BIEECARRES, 15 KLFAIX-Auth-TokenZEREEIEStoken, HiZtokenEEEHBAR

APIESIBIEBSR o

POST https://ccm.cn-north-4.myhuaweicloud.com/v1/private-certificate-authorities/4c0e772e-a30c-4029-

b929-b7acb04143f7/tags

{
"tag" : {
"key" : "key1",
"value" : "value1"
}
}

M iz 7~ A5
R&ES: 400
BRSHEIR
{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
K&mB: 401

WIS RA AT EEN
{

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
W&G: 403
UNIES

{

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
WK&G: 404
BRAFESRRIFEARLE

{
"error_code" : "PCAXXX",
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APl &% 4 APl B8
"error_msg" : "XXX"
}
R&HB: 500
AR AEBEEIR o
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RS
RSB iR
204 1BREMIN, FElkzbody
400 BRSHEIR
401 AR S DEEEE= S
403 TAIESEY
404 RBEAFESRRFEREE
500 IRSZEBEEIR -
S
BESIEIRB.
4.2.4.4 {EHE CA TR sE
INEEN4A
RIECAIEB I DEIEL CARREIIZE.,
iz
EAILATEAPI Explorerdiifiziz [, STIFEDNAIEEMN . API Explorera] LABZI4ERL
SDKRRBRMI, FHEMSDKIBRAENEIXINEE
URI

GET /v1/private-certificate-authorities/{ca_id}/tags

SASRRAS 09 (2023-12-29) WRIERE © LEARITERARERAF

211



https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=ListCaTags

SIEREIERSS

APl &%& 4 APl BB
% 4-317 [RIZ8¥
S BRIk SR i)
ca_id B String B EE RS RAIICAIES
ID,
=/IMKE: 36
RAKE: 36
IBRESH
& 4-318 153K Header 2%
2% B SR A
X-Auth-Token | & String FFtoken, £&:1AM tokenZk
BB
EVEZS5Y
RSB 200
K 4-319 Ui Body 2%
S SRR T
tags Array of RBHIER, keyFvalueBEITHIES .
ResourceTag HUEKE: 1-20
objects

% 4-320 ResourceTag

8% e et ik

key String FEHE, oA UTF-8 IRXEFRNFB(@ET
X. AFE. #iE%) . #FN=E, URUT
FRE_.=+-@
=BME: 1
BRAIEKE: 128

value String REE. TH UTF-8 IRXEFRIIFB(EBEH
X. AIFE. #iE%) . #FH=8, URUT
FHo_./=+-@
BIM<E: 0
RAKE: 255
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https://support.huaweicloud.com/api-iam/iam_30_0001.html
https://support.huaweicloud.com/api-iam/iam_30_0001.html

SIEREIERSS

API &% 4 APl B8
RE&ES: 400
& 4-321 g Body 2%
2H SR iR
error_code String BiximKIREIAVEEIRD .
BNME: 3
RAKE: 36
error_msg String EIRIEKIREVEIRES .
FAMKE: 0
BAKE: 1024
REEE: 401
2 4-322 I Body 2%
2% S¥RT fER
error_code String HixiaKIREIRVEIR .
RAMKE: 3
RAKE: 36
error_msg String HEIRIERIREINEIRIER .
BM<E: 0
BEAKE: 1024
KEE: 403
7 4-323 IR Body 2%
8% SHRT R
error_code String EIRERRERIEIRD .
B/M<E: 3
RAKE: 36
error_msg String EIRIERIREINEIRER .
=BMSE: 0
BRAEKE: 1024
REES: 404
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APlI &%

4 AP 5B

iERpl

N Rz 7~

K 4-324 I Body 2%

2H

SHE

ik

error_code

String

EIRIE IR
RAMKE:
BRAKE:

ERYEEIRAD o
3
36

error_msg

String

HHRIERIR
BRIMKE:
BRAKE:

EIREIRIER .
0
1024

REB: 500

% 4-325 ljui Body 2%

2%

SHH

i

error_code

String

EiREiR
RAM<E:
BAKE:

[EIA9HEIRES
3
36

error_msg

String

HRiRIERIR
RIMKE:
RAKE:

EIRIEIRER .
0
1024

RIECATRIRSTIE, BRLPAIX-Auth-TokenFEREEIEStoken, HiZtoken=
EEHARAPIRYH TR,

GET https://ccm.cn-north-4.myhuaweicloud.com/v1/private-certificate-authorities/4c0e772e-a30c-4029-
b929-b7acb04143f7/tags

REB: 200
BERE KD
{

"tags" : [ {
l|keyll : llkey1 ll‘

"value" : "value1"

o
"key" : "key2",

"value" : "value2"

]
}

REHB: 400

IERSHHIR.
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{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
KREME: 401
SRR EREEN .
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
KREG: 403
IAUESR ML,
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RE&HS: 404
REAFESREARLE
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
R&8G: 500
IR EBEIR -
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
K&
RSB R
200 BRI
400 BRESHBIR
401 AR REREZEN.
403 NIEEY
404 REAFESEEARLE
500 RS EBERIR
TESL
ESIEIRB.
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IEREIERSS

APlI &% 4 AP 5B

4.2.4.5 THA CA i7&5%E

INgeN4A
EHRFFECAIRETIER,
it
RBJLATEAPI ExplorersRiidiziEz [, IFEMAIEEN . API Explorera] LABENERK
SDKRRBRAI, FHRMHSDKIBRAENEIXINEE
URI
GET /v1/private-certificate-authorities/tags
IBREH
2K 4-326 153K Header 2
84 EEWI%E SHERR R
X-Auth-Token | 2 String FBFtoken, £01:1AM tokenZk
A%,
RS
K&F9: 200
K 4-327 IR Body 2%
2% SHRT R
tags Array of RS2 IE
DomainTags HOEEE: 1-20
objects

€ 4-328 DomainTags

2 SR A
key String e, A UTF-8 IBXFRRIIFE(Ba4

X. FIHE. EiE%) . HFHTE, UKRLIUT
TR _.i=+-@

BIME: 1

RAKE: 128
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SIEREIERSS

API &% 4 APl B8
2H SR iR
values Array of REEYFR. BNMETA UTF-8 BXFRTRIZF
strings F(EEFX. ARFE. 8i8%) .. HFHIT

1, URIATZR: _.=+-@

=BNME: 0
BAEE: 255
HEAKE: 1-20

WR&HG: 400

% 4-329 5 Body 2%

28 SHH

R

error_code String

ERIEKIREREIRE
=IMKE: 3
BRAKE: 36

error_msg String

EIREXKIREREIRER
BM<E: 0
BAEKE: 1024

RED: 401

2 4-330 IR Body 2%

2H SHE

R

error_code String

EiREKIREIAIEEIRED -
BM<E: 3
RAKE: 36

error_msg String

EIRIERREIEIRER
=IM<E: 0
BAKE: 1024

W&G: 403

SASRRAR 09 (2023-12-29) WRINFTE © AR ERABIRAE

217



IEREIERSS

4 AP 5B

2 4-331 @i Body 2%{

2% SHEE fidik
error_code String BiximKIREIAVEEIRD .
=BIMSE: 3
RAKE: 36
error_msg String EIRIEKIREVEIRES
BM<E: 0
BAKE: 1024
RE&ES: 404
2K 4-332 I Body 2#{
B8 SR R
error_code String EIRIEKIREAIEEIRG
BM<E: 3
RAKE: 36
error_msg String HiRERIREIPEIRES .
=ME: 0
BRAEKE: 1024
RS 500
% 4-333 [[IR Body 2%
2% SHRT T
error_code String HiximIREIRVEIR .
BIM<E: 3
RAKE: 36
error_msg String HEIRIERIREINEIRER

BR/IMKE:
RAKE:

0
1024

BRI

BHFECARESTIZE, iEkLhagX-Auth-TokenZREEIEStoken, HiZtokenE

EEBARAPIRIHEINIR .

GET https://ccm.cn-north-4.myhuaweicloud.com/v1/private-certificate-authorities/tags
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IEREIERSS

APl &% 4 API B8
M iz 7~ A5
REMB: 200
BEREMIN
{
"tags" : [ {
"key" : "key1",
"values" : [ "value1", "value2" ]
Ao
"key" : "key2",
"values" : [ "value1", "value2" ]
11
}
R7ASEG: 400
BRSHEIR
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
REG: 401
AR RNERE SN
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
KRE&ME: 403
IANIESRML .
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RE/E: 404
REAFESEEARLE
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RZASMG: 500
RS PIEBEEIR
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RS
RS iR
200 BRI
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SIEREIERSS

AP| &% 4 API 5588
RS R
400 BXRESHEIR,
401 WIEKITUEEEEN,
403 TN,
404 BBEAFES R RERLE
500 IREZAEEIR
e
52 EIRB.

4.2.4.6 RIEIFEEIE CA FIFE

INgeN A
IRIERSEIGCATIE,
iz
R0 LATEAPI ExplorerdifFiiziEz [, STIFEIAIELEIN . APl Explorera]LAB IR
SDKACHE R, FHRMESDKACHIRAEIEIRINEE
URI
POST /v1/private-certificate-authorities/resource-instances/filter
BREH
K 4-334 153K Header ¥
84 ERWIE SRR R
X-Auth-Token | 2 String FAPRFtoken, £I:1AM tokenZk
BiE.
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TR EERS
AP &%

4 AP 5B

% 4-335 153K Body 2

2%

AU

SHER

%

tags

o | A

Array of
DomainTags
objects

IR, RBSEE207 key,
F M key FEMIvaluefzE201,
B keyIF R RvalueTT LA Z 2
{R{BLEFMIARTBEIRK . key A RE
8BS, E—"1keyHvaluesige
582, FREROGEMEREHN
ERFIE, keyZBE5RIF
&, key-valueZEtgrhvalue 2k
HIXEK . TtagidiEsErtiRE]
E=HIE.

HAKE: 1-20

limit

i1y

Integer

BRFEHE, EWNT:

e 10: BRETRI0FZRRE

e 50: BRERS0EZXRIRE
=]

=/IME: 10
=AE: 50
th&E: 10

offset

i1y

Integer

R5|E, RZE, Moffsetis
TR F—REEFREE.
&/ME: 0

REE: 0

matches

iy

Array of
ResourceTag
objects

HEWRFE, keyNEIARIF
E%, Wlresource_nameZk,
value SILECHYE . key AEIEF
H(E, Fee8aEEMkeyTi R~
Z15A9key o

HERKE: 0-20

MAERRAS 09 (2023-12-29)

IRIERE © LATITERAGIRAT 221



SIEREIERSS

APl &% 4 API 15iBH
£ 4-336 DomainTags
2% BEWI% SR R
key 2 String REHE, T UTF-8 IERE R
N=8(BEaHPX. AFE.
HiE%) . HF==8, KR
T=FfF: _.i=+-@
BIEE: 1
BAKE: 128
values = Array of mEEYE. 8NMETH
strings UTF-8 i8R~ FE (B A
X. FMFE. #iE%). 8F
=48, LARLATF=ZER: _.:=
+-@
BME: 0
BAKE: 255
HAKE: 1-20
K 4-337 ResourceTag
2% BEWI% SR fEiR
key 2 String REE, T UTF-8 IBRER
NFS(EahX. FmFE.
HIE%) . HF=1E, UKL
T=FfF: _.i=+-@
B2IVEE: 1
BRAEKE: 128
value 2 String Fr&E. AIH UTF-8 B{FE R
N=Z8(BE&$X. ARFE.
BIEE) . HF=Kg, LARLA
T=FfF: _.i/=+-@
RAMKE: 0
BRAKE: 255
VeS8
KEWE: 200
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4 AP 5B

7 4-338 IR Body &%

2% SR R
total_count Integer SICFRE
=/ME: 0
&A{E: 100
resources Array of RRELBIFIZE, 1FIEES M TagResource=FEREL
TagResource | IBEEMIISAR
objects HEKE: 0- 100

2k 4-339 TagResource

e

B8H BHEE iR
resource_id String HIEID,
=BMSE: 0
RAKE: 63
resource_deta | Object RFEFE
il
tags Array of xR, IREIMEERARNTE A,
ResourceTag | #spicps: 0- 100
objects
resource_nam | String REBWR, ANTFEREH,

BIM<E: 0
RAKE: 63

2K 4-340 ResourceTag

2% SR R

key String rEEHE. oA UTF-8 iFRIFR(B8a4
X. FMFE. #iES). HFNTHE, URUT
FHE _.i=+-@
BAMKE: 1
BRAKE: 128

value String FEE. TH UTF-8 B EFRNF=B(B a4+

X. BmHAHE. 8ES) .. HFHER, URIT

T ./ =+-@
BM<E: 0
RAXEKE: 255
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SIEREIERSS

API &% 4 APl B8
RE&ES: 400
& 4-341 g Body 2%
2H SR iR
error_code String BiximKIREIAVEEIRD .
BNME: 3
RAKE: 36
error_msg String EIRIEKIREVEIRES .
FAMKE: 0
BAKE: 1024
REEE: 401
K 4-342 I Body 2%
2% SR fER
error_code String HixiaKIREIRVEIR .
RAMKE: 3
RAKE: 36
error_msg String HEIRIERIREINEIRIER .
BM<E: 0
BEAKE: 1024
KEE: 403
& 4-343 IRz Body %
8% SHRT R
error_code String EIRERRERIEIRD .
B/M<E: 3
RAKE: 36
error_msg String EIRIERIREINEIRER .
=BMSE: 0
BRAEKE: 1024
REES: 404
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TR EERS
AP &%

4 AP 5B

7 4-344 IR Body &%

2%

SHH

i

error_code

String

EIRIE IR
U NEF
BAKE:

[EIR9HEIRES
3
36

error_msg

String

HRiRIE IR
RIMKE:
RAKE:

EIRIEIRER .
0
1024

R7SF5: 500

7% 4-345 IR Body %

2%

SHE

i

error_code

String

EiRIE IR
RAMKE:
BAKE:

CIESEE SR
3
36

error_msg

String

EIRIERIR
RAMKE:
RAKE:

EIRIEIRER .
0
1024

BRI

IRIEFRESEIBCATIER, 1BKLFPAIX-Auth-TokenFERFEEIEStoken, HixtokenFE
EEHAAPIRIH DR,

POST https://ccm.cn-north-4.myhuaweicloud.com/v1/private-certificate-authorities/resource-instances/filter

{
"tags" : [ {

"key" : "key1",

"values" : [ "value1l", "value2" ]

]
}

il iz 73~ 451

WK&E: 200

EXRERIN
{

"total_count" : 1,
"resources" : [ {

"resource_id" : "806064a8-7478-4657-a8b0-2edc90621235"

I

"resource_name" : "test"

A
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TR EERS
AP &%

4 AP 5B

"resource_detail" : [ {
"ca_id" : "806064a8-7478-4657-a8b0-2edc90621235",
"create_time" : 1681436805000,
"delete_time" : null,
"crl_configuration" : {
"enabled" : false,
"obs_bucket_name" : null,
"valid_days" : null,
"crl_name" : null,
"crl_dis_point" : null
T
"distinguished_name" : {
"country" : "CN",
"state" : "guangdong",
"locality" : "shenzhen",
"organization" : "Huawei",
"organizational_unit" : "IT",
"common_name" : "Huawei IT Root CA"
T

"enc_cert_info" : null,

"enterprise_project_id" : "57d71362-6a1a-4f51-8fa9-693bc3c07f43",

"freeze_flag" : 0,
"gen_mode" : "GENERATE",
"issuer_id" : null,
"issuer_name" : null,
"key_algorithm" : "SM2",
"not_before" : 1681436805000,
"not_after" : 1713059205000,
"path_length" : 7,
"serial_number" : "202203070322544291829058",
"signature_algorithm" : "SM3",
"status" : "ACTIVED",
"type" : "ROOT"

1]

Lo

"tags" : [ {
"key" : "key1",
"value" : "value1"

1]

1]
}

RS 400
BREHBIR
"error_code" : "PCA.XXX",

"error_msg" : "XXX"

}
R&SES: 401
FERITERESN,

{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
RESE: 403
INIESRYL .

"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
W&MG: 404
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IEREIERSS

APl & 4 API iR
BERFERERAKE
{
"error_code" : "PCAXXX",
}"error_msg" L IXXX!
KZ88: 500
AR AEREEIR
{
"error_code" : "PCAXXX",
}"error_msg" L IXXX!
NG
K& ik
200 iEREMI
400 BRSHEIR
401 WIEKRAIREREEN
403 INIERTY
404 RREAFEREFERLE
500 ARSSAEBEIR o
e
B EIRE .

4.2.4.7 {RIEIFEEIE CAHE

ThREN A

RIEITEEECAME ..

i

RB]LATEAPI ExplorersRiiiziEz [, IFEMAIESEN . API Explorerf] LAEENERK

SDKACHERAY, FHRHSDKAIEREIEIHINEE

URI

POST /v1/private-certificate-authorities/resource-instances/count
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https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=CountCaResourceInstances

TR EERS
AP &%

4 AP 5B

IERSH

%% 4-346 153K Header 2%

24

e St

fEk

X-Auth-Token

ali

String

FBFtoken, £01:1AM tokenZk
5%,

% 4-347 153K Body 2%

2%

Rk

SHERE

%S

tags

TG
[=]

Array of
DomainTags
objects

IR, RBSEE20 key,
B key FHEAMvaluefz 2201,
B keyIF R AvalueTT LA ZS2]
HBLEMIAREEERK . keyABE
B5E, E—"keyHvaluesF g
BE ., FRIROISEEIRSMY
RRIIZE, keyzZiElR5R9%
£, key-valuetEtgrhvalueEol
IXEK ., TtagiTEEAIhRE]
esHIE.

HAKE: 1-20

limit

iy

Integer

BREEHE, NEDT:

e 10: BRETRIOEXRRE

e 50: BREFRS0ZZRIRG
=/M&E: 10
=AX{E: 50
THhR&E: 10

offset

iy

Integer

R5|E, RZE, Moffsetis
TR T —FEEFRER,
&/IME: 0

REE: 0

matches

iy

Array of
ResourceTag
objects

BERFE, key NEMERI=F
E&, flresource_nameZ,
value LAY E . key NEIEZF
B{E, FEEEEEEMkeyTA
Zi5H9key o

#HAKE: 0-20
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SIEREIERSS

APl &% 4 API 15iBH
2K 4-348 DomainTags
2% BEWI% SR R
key 2 String REHE, T UTF-8 IERE R
N=8(BEaHPX. AFE.
BiEE) . HFH=HE, LARLL
T=FfF: _.i=+-@
BIEE: 1
BAKE: 128
values = Array of mEEYE. 8NMETH
strings UTF-8 i8R~ FE (B A
X. FMFE. #iE%). 8F
=48, LARLATF=ZER: _.:=
+-@
BME: 0
BAKE: 255
HAKE: 1-20
K 4-349 ResourceTag
2% BEWI% SR fEiR
key 2 String REE, T UTF-8 IBRER
NFS(EahX. FmFE.
HIE%) . HF=1E, UKL
T=FfF: _.i=+-@
B2IVEE: 1
BRAEKE: 128
value 2 String Fr&E. AIH UTF-8 B{FE R
N=Z8(BE&$X. ARFE.
BIEE) . HF=Kg, LARLA
T=FfF: _.i/=+-@
RAMKE: 0
BRAKE: 255
VeS8
KEWE: 200
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IEREIERSS

APl &%& 4 API B8
2 4-350 IR Body &%§
2% SR R
total_count Integer SICFRE
=/ME: 0
&A{E: 100
REB/: 400
% 4-351 [[IR Body 2%
2% SR A
error_code String Hixia IR EIRIEIR .
RIMKE: 3
RAKE: 36
error_msg String HEIRIERIREINEIRER .
BM<E: 0
BAEKE: 1024
K& 401
% 4-352 I Body %
B8H SRR R
error_code String EIREKIREAIEEIRG
B/M<E: 3
BRAKE: 36
error_msg String HEIRERIREIPIEIRES
=ME: 0
BAKE: 1024
RSB 403
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IEREIERSS

AP| &% 4 APl B8
2 4-353 IR Body &%§
84 SHRT R
error_code String EIRERERIEIRD .
BM<E: 3
mAKE: 36
error_msg String HEIRERIREIVEIRER .
=ME: 0
BRAEKE: 1024
RE&E: 404
% 4-354 IH5 Body 2%
2% SHE iR
error_code String EiREKIRERVEIRED .
=BNME: 3
RAKE: 36
error_msg String HEIRIERIRENEIRIEE
BIM<E: 0
BEAKEE: 1024
K& 500
& 4-355 M7 Body &%
8% SHRT R
error_code String Bz KIREIRYFEIRD
B/M<E: 3
BAKE: 36
error_msg String Hi=RiEKIREIEIRIER .
=BMSE: 0
BRAEKE: 1024
=]

RIBITSETRCAKE, BRkLPHIX-Auth-TokenZFEREEIHEStoken, BiZtokenE
EEBARAPIEIHIANIR

POST https://ccm.cn-north-4.myhuaweicloud.com/v1/private-certificate-authorities/resource-instances/count
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SIEREIERSS

APl &% 4 APl B8
{
"tags" : [ {
"key" : "key1",
"values" : [ "valuel", "value2" ]
1]
}
M iz 7~ A5
R7S89: 200
BERERKIN
{
"total_count" : 1
}
RS89 400
BRSHEIR
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RE&ES: 401
SRR AR ESIN
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RAERG: 403
INUESRML o
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
R&ES: 404
REAFESREERLE
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
R7&589: 500
RS IEBEEIR -
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
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SIEREIERSS

AP| &% 4 APl AR
NG
K& A
200 BEREMLI
400 BEREHBIR.
401 AR NEREZEN.
403 AR
404 REAFERRFERILE
500 RS AEBEIR o
E=D
5SS EIRG .

4.2.4.8 HECRITBIRE

ab
IREN R

HECBIEPIRE .

55

&0 LATEAPI ExplorerdhiidiziE O, ZIFBAIEEN . APl Explorera] LAEZHAERY

SDKACHERBY, FHEMSDKAISREIEIRINEE

URI

POST /v1/private-certificates/{certificate_id}/tags/create

% 4-356 RIS

84 =AWk SHERR R
certificate_id | 2 String FrEEt E 2R A%ERID,
BAMKE: 36
RAKE: 36
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https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=BatchCreateCertTags

IEREIERSS

APl &% 4 API 15iB8
IBRSH
K 4-357 153K Header 2
2¥ =R WI% SR fiEid
X-Auth-Token | 2 String FHFtoken, 2W:1AM tokenzx
2y e
3 4-358 153K Body &
2% BEWIE SRR R
tags B Array of rEFZR, keyFlvalueBZ{EXTHY
ResourceTag | &5,
objects HAIE: 1- 20
2K 4-359 ResourceTag
2% BEwI% SR fEiA
key = String REYE, nIF UTF-8 I8FE R
NFS(Ea$X. FmEFE.
HIEE) . HF==, KR
T=FfF: _.i=+-@
BIVEE: 1
BAKE: 128
value 2 String RE(E, I UTF-8 I8FE R
N=8(BE&HX. ARFE.
BIEE) . HF=HE, LARLA
T=FF: _./=+-@
=B2I<E: 0
BRAKE: 255
[ e
REFB: 400
7= 4-360 gL Body %4
2% e el fEiA
error_code String EiREKIREIRVEIRD .
=BME: 3
RAKE: 36
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IEREIERSS

APl &%& 4 APl B8

2H SRR iR

error_msg String EIRBENRERENEIRER
=BNME: 0
BAKE: 1024

REB/: 401

# 4-361 I Body 2%

2% SHEE R

error_code String EIRIEKIREAVEEIRID
BIME: 3
RAKE: 36

error_msg String HEIRIERIREINEIRIER
BM<E: 0
RAKE: 1024

KEB/: 403

% 4-362 [ Body S

84 SHER R

error_code String Hixia IR EIAVEIRD .
B/M<E: 3
RAKE: 36

error_msg String HRERREPEIRER
Hj/_]\{tr;. 0
BRAKE: 1024

RE&E: 404

2 4-363 I Body &%§

B2H SRR iR

error_code String EiIRiEKIREAVEIRIE
=BME: 3
RAKE: 36
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TR EERS
AP &%

4 AP 5B

SH SHRE g

error_msg String EES =P 1
RIMKE:
RAKE:

EIREIRES .
0
1024

R7SF5: 500

% 4-364 luK; Body 2%

2H SHE R

error_code String HEIREKIR
RAMKE:
BAKE:

[ERYEEIRAD o
3
36

error_msg String BEiREKIR
=U\.SEH
RAKE:

EIRHIRIER .
0
1024

BRI

HECIBIEPIRE, 1B5KELFAIX-Auth-TokenZEREEIHStoken, HiZtokenEEER

BZRAPIRIIEIER -

POST https://ccm.cn-north-4.myhuaweicloud.com/v1/private-certificates/4c0e772e-a30c-4029-b929-

b7acb04143f7/tags/create

{
"tags" : [ {
"key" : "key1",
"value" : "value1"
Ao
"key" : "key2",
"value" : "value2"
I3
}

M 7~ A5
KEB\: 400
BEREBHER.
{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
K&/D: 401
WIBRATRE R ZEN

{
"error_code" : "PCAXXX",
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SIEREIERSS

APl &% 4 APl B8
"error_msg" : "XXX"
}
R&ES: 403
INIESRML o
{
"error_code" : "PCA.XXX",
"error_msg" : "XXX"
}
R&ES: 404
REAFESEERLE
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
R7S8G: 500
RS EBEEIR
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RS
RSB ik
204 BEREMIN, FTiakbody
400 BRSHEIR
401 SR REREESN .
403 NI S8
404 REAFESREBERILE
500 RS AEREEIR
xS
B2 EIED.
4.2.4.9 L EMIBFIEBIRE
IhEeNA
HrEMPRIEPIRE
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IEREIERSS

APl &% 4 APl B8
it
RBJLATEAPI ExplorerdRiidiziz [, IFEMAIESEN . APl Explorerf] LABENERK
SDK{CRE R, FHEHSDKARERBIEIXINEE
URI
DELETE /v1/private-certificates/{certificate_id}/tags/delete
* 4-365 IR22H
2% BEWIE SRR R
certificate_id | 2 String FrEEH EMBRIRESANEBID,
R/IMKE: 36
RAKE: 36
IBRBH
2 4-366 153K Header %]
8% =% SR 1k
X-Auth-Token | 2 String FBFtoken, &:1AM token3k
i\ pr
& 4-367 i53k Body &%
e BEWI% SHRT (i35
tags B Array of &R, keyFvalueFR{EXTHY
ResourceTag | &84,
objects HURKE: 1-20
% 4-368 ResourceTag
8% =% SR 1k
key = String R, TH UTF-8 iRFR
NF(BAa$P3Z. mRFE.
BIEE) . HEFNTHE, LRI
TEG: _.i=+-@
BIVEE: 1
RAKE: 128
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SIEREIERSS

APl &%& 4 APl BB
28 BRI SR ik
value = String rE{E. BTH UTF-8 i8XFE =
N (BaPZ. mRFE.
BIEE) . HEFNTHE, LRI
TEF: _. /=+-@
=RIMKE: 0
BAKE: 255
TRz SE

WK&G: 400

% 4-369 I Body S

2% SHE

ik

error_code String

BRI KIREIAVEIRID
=IM<E: 3
=AIKE: 36

error_msg String

EiRiEKIREREIREE -
=IMKE: 0
BAKE: 1024

RS 401

% 4-370 5 Body 2%

24 SHH

R

error_code String

EIREKIREAVEIRIE
B/M<E: 3
BRAKE: 36

error_msg String

EREKIREREIRER
BM<E: 0
BRAEKE: 1024

KEB/: 403
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TR EERS
AP &% 4 API i85

2 4-371 Ui Body 2%

84 SHRT fER
error_code String EIRERERIEIRD .

BM<E: 3

BRAIKE: 36

error_msg String EIRBEXRIREREIRER
=ME: 0

BRAEKE: 1024

RED: 404

% 4-372 IR Body 2%

¥ SRR iR
error_code String EiREKIRERVEIRED .

=BNME: 3

BRAKE: 36

error_msg String EIRIEKIREVEIRES .
BIM<E: 0

BEAKEE: 1024

WR&G: 500

% 4-373 lghi Body 2%

e SR R
error_code String Bz KIREIRYFEIRD

B/M<E: 3

BAKE: 36

error_msg String Hi=RiEKIREIEIRIER .
=BMSE: 0

BRAEKE: 1024

BRI

HERREBIRE, EKLhpIX-Auth-TokenEZREEEEtoken, BiZtokenEER
BARAPIHIIEEIAR

DELETE https://ccm.cn-north-4.myhuaweicloud.com/v1/private-certificates/4cOe772e-a30c-4029-b929-
b7acb04143f7/tags/delete
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IEREIERSS

APl &% 4 API B8
{
"tags" : [ {
"key" : "key1",
"value" : "valuel"
h o
"key" : "key2",
"value" : "value2"
1]
}
N Rz~
RE&ES: 400
BREHBIR
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
REE: 401
ISR RNEREEN .
{
"error_code" : "PCA.XXX",
"error_msg" : "XXX"
}
REMD: 403
INIESRML
{
"error_code" : "PCA.XXX",
"error_msg" : "XXX"
}
RE&E: 404
REAFESEERLE
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
R7S19: 500
AR EBEIR -
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RSB
RS A
204 IBREMY, Flaizbody
400 BRSHEIR
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SIEREIERSS

APl &% 4 API B8
RSB iR
401 BRI RNEREESEN
403 NS S
404 REANFEREFEARKE .
500 RS AEREEIR -
e
B2 EIED.
4.2.4.10 SUZEIEPIRE
IEEN4A
SIRIEBIRE .
5
RBJLATEAPI ExplorerdRiidiziE ], IFEIMAIEEN . API Explorera] LABENAERK
SDKRRERMI, FHRMESDKIBRAENEIXINEE
URI
POST /v1/private-certificates/{certificate_id}/tags
+ 4-374 BRBY
B8H B WI%E SR R
certificate_id | 2 String FrEE6IZEFR&EAERID,
=/IMKE: 36
RAKE: 36
BREH
2 4-375 153K Header 2%
84 BRIk SR RhR
X-Auth-Token | 2 String FAFtoken, 2R:1AM tokenx
iy b7
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SIEREIERSS

APl &% 4 API 15iB8
7 4-376 153k Body &%{
2 BEWI% SR R
tag = ResourceTag | 7%,
object
2K 4-377 ResourceTag

2% BEWI% SR ik

key = String e, A UTF-8 i8RV FR
NFR(BEHPZ. BIRFE.
BIES) . HFH=1E, LARLA
T=fF: _.i=+-@
RIME: 1
RAKE: 128

value = String &E{E. v UTF-8 S\ FEF =
E’J%l(@. 3z, FIEE.

HIESE) . HFNHE, LUK
T=FF: _. /=+-@
=IMKE: 0
BRAKE: 255
V24

WK&G: 400

2 4-378 I[; Body 2%

¥ SRR iR

error_code String ERIEKIREAVEIRID
=BME: 3
RAKE: 36

error_msg String Hixie KIREINEIRIEE .
=RIM<E: 0
BEAKE: 1024

REB: 401
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SIEREIERSS

APl &% 4 APl BB
7 4-379 g Body 2%
S SR R
error_code String EIRIEKIREAVEIRID
BM<E: 3
RAKE: 36
error_msg String HEIRIERIREINEIRIER
BM<E: 0
BAKE: 1024
KEME: 403
& 4-380 MLz Body 2%
2¥ SR R
error_code String EIRERIREAIEEIRD .
B/M<E: 3
RAKE: 36
error_msg String EIRERIREREIRER
=ME: 0
BRAEKE: 1024
RS 404
2 4-381 gL Body %1
S8 SR A
error_code String EiRiEKIRERVEIRE .
=BME: 3
RAKE: 36
error_msg String HEIRERIRENEIRIEE
=IMKE: 0
BEAKE: 1024
KE&ES: 500
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TR EERS
AP &%

4 AP 5B

2 4-382 g Body £2%{

2%

SHH

ik

error_code

String

EIRIESOR AR IR .
=IM<E: 3
BKIKE: 36

error_msg

String

EiRiEKIREAVEIRER
BIM<E: 0
BAKE: 1024

BRI

BIBIERIFE, BRLBHIX-Auth-TokenFEREEEStoken, BiztokenFEEEBA

APIESIBIEBSR

POST https://ccm.cn-north-4.myhuaweicloud.com/v1/private-certificates/4c0e772e-a30c-4029-b929-

b7acb04143f7/tags

{
"tag" : {
"key" : "key1",

"value" : "value1"

}
}

Ml iz 73~5)
REB: 400
BRSHEIR.

{

"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
K&mB: 401

WIERINNEFEZEN .

{

"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
REB: 403
INIEET o

{

"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
REE: 404

BRAFESRREARLE

{

"error_code" : "PCAXXX",

MAERRAS 09 (2023-12-29)
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TIEREERS
AP &% 4 API i85

"error_msg" : "XXX"

}
RZ&MD: 500
RS EBEIR -
{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}

KEE
REB R
204 BKERkII, Flgkbody
400 BREHEIR,
401 FIEKRNTEEEEN,
403 TNIESM
404 BERFESRRRERIKE
500 RSB AEBEIR
==
B2 EIRB.
4.2.4.11 RIBIEBEIIRETIER
INRENA
RIFBIEBIDEEIGTEBHIRETIER
@it
Ea]LATEAPI Explorerdiifiziz [, STIFEDNMAUEEMN . APl Explorera] LABZI4ERL
SDKXRGRMEI, FHEMSDKLIBRENEIRXINEE .
URI

GET /v1/private-certificates/{certificate_id}/tags

% 4-383 BRIZS¥

S8 pyay A SRR ik
certificate_id | 2 String B EEmainsSsRANERID,

&AMRE: 36
BRAIKE: 36
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https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=ListCertTags

SIEREIERSS

APl &%& 4 API iiiBA
iERSH
3 4-384 53K Header %{
28 EEWE SR 1)
X-Auth-Token | 2 String FBFtoken, &:1AM token3k
5%
[ e
R&ED: 200
% 4-385 ljui Body 2%
2 SHERE ik
tags Array of 1:&5sR, keyFlvaluelB{EXIHIES .
ResourceTag | rspicps: 1 - 20
objects

% 4-386 ResourceTag

8% e el fiik

key String REHE, oA UTF-8 iXEFERN=B(8 a4
X, FFHE. EiE%) . HFNTH, URIUAT
FH . i=+-@
=BME: 1
BRAEKE: 128

value String REE. TH UTF-8 IXEFTRIIFB(BEY

X. FEMFHE. EiE%) . HFHTE, UKRLIUT
FHo_/=+-@
BIM<E: 0

RAKE: 255

REHB: 400
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SIEREIERSS

APl &% 4 APl BB
K 4-387 i Body 2%
S SR R
error_code String EIRIEKIREAVEIRID
BM<E: 3
RAKE: 36
error_msg String HEIRIERIREINEIRIER
BM<E: 0
BAKE: 1024
KEME: 401
& 4-388 i Body 2%
2¥ SR R
error_code String EIRERIREAIEEIRD .
B/M<E: 3
RAKE: 36
error_msg String EIRERIREREIRER
=ME: 0
BRAEKE: 1024
RS 403
2 4-389 I Body %1
S8 SR A
error_code String EiRiEKIRERVEIRE .
=BME: 3
RAIKE: 36
error_msg String HEIRERIRENEIRIEE
=IMKE: 0
BEAKE: 1024
WRE&EE: 404
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IEREIERSS

AP| &% 4 API B8
2 4-390 L7 Body &%
B8H BHEE iR
error_code String EIRERIREAVEIRD .
BM<E: 3
RAKE: 36
error_msg String HEIRERIREIPIEIRES
=BME: 0
BAEKE: 1024
AEB: 500
2 4-391 Ui Body 2%
2% SHEE iR
error_code String EIRBEXRIREAIEEIRG
=ME: 3
RAKE: 36
error_msg String HEIRIERIRENEIRIEE
BIM<E: 0
BAKE: 1024
=P

N Rz 7~

RIBIEPEARSTIE, BRLPIIX-Auth-TokenFEBREEIEStoken, HiZtoken=
EEHARAPIRYH TR,

GET https://ccm.cn-north-4.myhuaweicloud.com/v1/private-certificates/4cOe772e-a30c-4029-b929-

b7acb04143f7/tags

REB: 200
BERERKID
{

ntagsn : [{
nkeyu . "key1 n‘

"value" : "value1"

Lo
"key" : "key2",

"value" : "value2"

1]
}

REHB: 400

IERSHHIR.
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SIEREIERSS

APl &% 4 APl B8
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
KREME: 401
SRR EREEN .
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
KREG: 403
IAUESR ML,
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RE&HS: 404
REAFESREARLE
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
R&8G: 500
IR EBEIR -
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
K&
RSB R
200 BRI
400 BRESHBIR
401 AR REREZEN.
403 NIEEY
404 REAFESEEARLE
500 RS EBERIR
TESL
ESIEIRB.
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IEREIERSS

APlI &% 4 AP 5B

4.2.4.12 HHRBIEBIRESIR

INgeN4A
B BIEPREIIE.
izt
RBJLATEAPI ExplorersRiiiziE [, IFEIMAIEEN . API Explorera] LABENERK
SDKRBRAI, FHRMSDKIBRAENEIXINEE
URI
GET /v1/private-certificates/tags
BREH
& 4-392 i53K Header 2
84 EEWI%E SHERR R
X-Auth-Token | 2 String FBFtoken, £01:1AM tokenZk
A%,
RS
K&F9: 200
7 4-393 g7 Body 2%
2% SHRT R
tags Array of RS2 IE
DomainTags HOEEE: 1-20
objects

£ 4-394 DomainTags

2 SR A
key String e, A UTF-8 IBXFRRIIFE(Ba4

X. FIHE. EiE%) . HFHTE, UKRLIUT
TR _.i=+-@

BIME: 1

RAKE: 128
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SIEREIERSS

API &% 4 APl B8
2H SR iR
values Array of REEYFR. BNMETA UTF-8 BXFRTRIZF
strings F(EEFX. ARFE. 8i8%) .. HFHIT

1, URIATZR: _.=+-@

=BNME: 0
BAEE: 255
HEAKE: 1-20

WR&HG: 400

3= 4-395 (IR Body %

28 SHH

R

error_code String

ERIEKIREREIRE
=IMKE: 3
BRAKE: 36

error_msg String

EIREXKIREREIRER
BM<E: 0
BAEKE: 1024

RED: 401

2 4-396 IR Body 2%

2H SHE

R

error_code String

EiREKIREIAIEEIRED -
BM<E: 3
RAKE: 36

error_msg String

EIRIERREIEIRER
=IM<E: 0
BAKE: 1024

W&G: 403
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IEREIERSS

4 AP 5B

2 4-397 g Body 2%

2% SHEE fidik

error_code String BiximKIREIAVEEIRD .
=BIMSE: 3
RAKE: 36

error_msg String EIRIEKIREVEIRES
BM<E: 0
BAKE: 1024

RE&ES: 404

2% 4-398 L7 Body &%

B8 SR R

error_code String EIRIEKIREAIEEIRG
=MSE: 3
RAKE: 36

error_msg String HiRERIREIPEIRES .
=ME: 0
BRAEKE: 1024

RS 500

% 4-399 [[IR Body £

2% SHRT T

error_code String HiximIREIRVEIR .
BIM<E: 3
RAKE: 36

error_msg String HEIRIERIREINEIRER

BR/IMKE:
RAKE:

0
1024

BRI

BHRGIEBRSHIZE, i5RkLPaIX-Auth-TokenEZBREEIEStoken, Hi%tokenE

EEBARAPIRIHEINIR .

GET https://ccm.cn-north-4.myhuaweicloud.com/v1/private-certificates/tags
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IEREIERSS

APl &% 4 API B8
M iz 7~ A5
REMB: 200
BEREMIN
{
"tags" : [ {
"key" : "key1",
"values" : [ "value1", "value2" ]
Ao
"key" : "key2",
"values" : [ "value1", "value2" ]
11
}
R7ASEG: 400
BRSHEIR
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
REG: 401
AR RNERE SN
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
KRE&ME: 403
IANIESRML .
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RE/E: 404
REAFESEEARLE
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RZASMG: 500
RS PIEBEEIR
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RS
RS iR
200 BRI
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SIEREIERSS

AP| &% 4 API 5588
RS R
400 BXRESHEIR,
401 WIEKITUEEEEN,
403 TN,
404 BBEAFES R RERLE
500 IREZAEEIR
e
52 EIRB.

4.2.4.13 {RIEREETEIERIIR

INgeN A
IRIERSEGNIERIIE.
IV
RBJLATEAPI ExplorersRididiziE [, IFEMAIEEN . API Explorerf] LABEENERK
SDKACHE R, FHRESDKACRERAEIEIRINEE
URI
POST /v1/private-certificates/resource-instances/filter
BREH
2K 4-400 {53k Header 2
84 ERWIE SRR R
X-Auth-Token | 2 String FAPRFtoken, £I:1AM tokenZk
BiE.
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TR EERS
AP &%

4 AP 5B

% 4-401 53K Body 2%

2%

AU

SHER

%

tags

o | A

Array of
DomainTags
objects

IR, RBSEE207 key,
F M key FEMIvaluefzE201,
B keyIF R RvalueTT LA Z 2
{R{BLEFMIARTBEIRK . key A RE
8BS, E—"1keyHvaluesige
582, FREROGEMEREHN
ERFIE, keyZBE5RIF
&, key-valueZEtgrhvalue 2k
HIXEK . TtagidiEsErtiRE]
E=HIE.

HAKE: 1-20

limit

i1y

Integer

BRFEHE, EWNT:

e 10: BRETRI0FZRRE

e 50: BRERS0EZXRIRE
=]

=/IME: 10
=AE: 50
th&E: 10

offset

i1y

Integer

R5|E, RZE, Moffsetis
TR F—REEFREE.
&/ME: 0

REE: 0

matches

iy

Array of
ResourceTag
objects

HEWRFE, keyNEIARIF
E%, Wlresource_nameZk,
value SILECHYE . key AEIEF
H(E, Fee8aEEMkeyTi R~
Z15A9key o

HERKE: 0-20

MAERRAS 09 (2023-12-29)

IRIERE © LATITERAGIRAT 256



SIEREIERSS

APl &% 4 API 15iBH
£ 4-402 DomainTags
2% BEWI% SR R
key 2 String REHE, T UTF-8 IERE R
N=8(BEaHPX. AFE.
BiEE) . HFH=HE, LARLL
T=FfF: _.i=+-@
BIEE: 1
BAKE: 128
values = Array of mEEYE. 8NMETH
strings UTF-8 i8R~ FE (B A
X. FMFE. #iE%). 8F
=48, LARLATF=ZER: _.:=
+-@
BME: 0
BAKE: 255
HAKE: 1-20
€ 4-403 ResourceTag
2% BEWI% SR fEiR
key 2 String REE, T UTF-8 IBRER
NFS(EahX. FmFE.
HIE%) . HF=1E, UKL
T=FfF: _.i=+-@
B2IVEE: 1
BRAEKE: 128
value 2 String Fr&E. AIH UTF-8 B{FE R
N=Z8(BE&$X. ARFE.
BIEE) . HF=Kg, LARLA
T=FfF: _.i/=+-@
RAMKE: 0
BRAKE: 255
VeS8
KEWE: 200
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SIEREIERSS

4 AP 5B

K 4-404 IR Body 2%

2% SR R
total_count Integer SICFRE
=/ME: 0
&A{E: 100
resources Array of RRELBIFIZE, 1FIEES M TagResource=FEREL
TagResource | IBEEMIISAR
objects HEKE: 0- 100

2k 4-405 TagResource

e

B8H BHEE iR
resource_id String HIEID,
=BMSE: 0
RAKE: 63
resource_deta | Object RFEFE
il
tags Array of xR, IREIMEERARNTE A,
ResourceTag | #spicps: 0- 100
objects
resource_nam | String REBWR, ANTFEREH,

BIM<E: 0
RAKE: 63

2K 4-406 ResourceTag

2% SR R

key String rEEHE. oA UTF-8 iFRIFR(B8a4
X. FMFE. #iES). HFNTHE, URUT
FHE _.i=+-@
BAMKE: 1
BRAKE: 128

value String FEE. TH UTF-8 B EFRNF=B(B a4+

X. BmHAHE. 8ES) .. HFHER, URIT

T ./ =+-@
BM<E: 0
RAXEKE: 255
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SIEREIERSS

API &% 4 APl B8
RE&ES: 400
2 4-407 IR Body 2%
2H SR iR
error_code String BiximKIREIAVEEIRD .
BNME: 3
RAKE: 36
error_msg String EIRIEKIREVEIRES .
FAMKE: 0
BAKE: 1024
REEE: 401
% 4-408 Kz Body %
2% SR fER
error_code String HixiaKIREIRVEIR .
RAMKE: 3
RAKE: 36
error_msg String HEIRIERIREINEIRIER .
BM<E: 0
BEAKE: 1024
KEE: 403
& 4-409 Kz Body %
8% SHRT R
error_code String EIRERRERIEIRD .
B/M<E: 3
RAKE: 36
error_msg String EIRIERIREINEIRER .
=BMSE: 0
BRAEKE: 1024
REES: 404
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TR EERS
AP &%

4 AP 5B

2 4-410 IR Body 2%

2%

SHH

i

error_code

String

EIRIE IR
U NEF
BAKE:

[EIR9HEIRES
3
36

error_msg

String

HRiRIE IR
RIMKE:
RAKE:

EIRIEIRER .
0
1024

R7SF5: 500

Z 4-411 IR Body 8%

2%

SHE

i

error_code

String

EiRIE IR
RAMKE:
BAKE:

CIESEE SR
3
36

error_msg

String

EIRIERIR
RAMKE:
RAKE:

EIRIEIRER .
0
1024

BRI

IRIERSEEIERESIE, BKELPAIX-Auth-TokenFERFEEIHEStoken, HiZtokenFE
EEHAAPIRIH DR,

POST https://ccm.cn-north-4.myhuaweicloud.com/v1/private-certificates/resource-instances/filter

{
"tags" : [ {

"key" : "key1",

"values" : [ "value1", "value2" ]

]
}

Ml iz 73~ 451

W&G: 200

EXRERIN
{

"total_count" : 1,
"resources" : [ {

"resource_id" : "61e1f947-8794-4574-82bd-14fd0cd3af67"

I

"resource_name" : "test"

A
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TR EERS
AP &%

4 AP i5BH

"resource_detail" : [ {

"certificate_id" : "61e1f947-8794-4574-82bd-14fd0cd3af67",

"create_time" : 1681436805000,

"delete_time" : null,

"distinguished_name" : {
"country" : "CN",
"state" : "guangdong",
"locality" : "shenzhen",
"organization" : "Huawei",
"organizational_unit" : "IT",
"common_name" : "Huawei IT Root CA"

T

"enc_cert_info" : null,

"enterprise_project_id" : "0",

"freeze_flag" : 0,

"gen_mode" : "GENERATE",

"issuer_id" : "93fcdaf2-c094-4f39-9cbc-bcacdObaac48",

"issuer_name" : "test",
"key_algorithm" : "RSA2048",
"not_before" : 1681436805000,
"not_after" : 1713059205000,
"path_length" : 7,
"serial_number" : "202203070322544291829058",
"signature_algorithm" : "SHA256",
"status" : "ISSUED"
1]
h o
"tags" : [ {
"key" : "key1",
"value" : "value1"
1]
1]
}

RE&S: 400
BREHBIR
{

"error_code" : "PCA.XXX",

"error_msg" : "XXX"

}
RE&EE: 401
SR RNEREEN .
{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
REB: 403
INIESRYL
{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}

KEE: 404

REAFESREERLE
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
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TR EERS
AP &% 4 API i85

R7SF5: 500
RS IERTEIR o

{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}

K&
RS ik
200 BEREMIN
400 BREBHEIR,
401 FIEKRIINEEESEN
403 TNESR
404 RBEAFESZBERLE
500 ARSSEREEIR
e
B2 IEIEB.
4.2.4.14 RIERESEIOITEEH=E
INEEN4A
R rE TP =,
@it
R LATEAPI ExplorersRiidiziE ], IFEIMAIESEN . API Explorerl] LABENERK
SDK{XHE M, FHZMSDKAAIREIEIRINGE
URI
POST /v1/private-certificates/resource-instances/count
BRESH

x 4-412 153K Header &3

2% AUk ST fEiA
X-Auth-Token | 2 String FFtoken, 2W:IAM tokenzk
5%,
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https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=CountCertResourceInstances
https://support.huaweicloud.com/api-iam/iam_30_0001.html
https://support.huaweicloud.com/api-iam/iam_30_0001.html

TR EERS
AP &%

4 AP 5B

% 4-413 {53k Body S

2%

AU

SHER

%

tags

o | A

Array of
DomainTags
objects

IR, RBSEE207 key,
F M key FEMIvaluefzE201,
B keyIF R RvalueTT LA Z 2
{R{BLEFMIARTBEIRK . key A RE
8BS, E—"1keyHvaluesige
582, FREROGEMEREHN
ERFIE, keyZBE5RIF
&, key-valueZEtgrhvalue 2k
HIXEK . TtagidiEsErtiRE]
E=HIE.

HAKE: 1-20

limit

i1y

Integer

BRFEHE, EWNT:

e 10: BRETRI0FZRRE

e 50: BRERS0EZXRIRE
=]

=/IME: 10
=AE: 50
th&E: 10

offset

i1y

Integer

R5|E, RZE, Moffsetis
TR F—REEFREE.
&/ME: 0

REE: 0

matches

iy

Array of
ResourceTag
objects

HEWRFE, keyNEIARIF
E%, Wlresource_nameZk,
value SILECHYE . key AEIEF
H(E, Fee8aEEMkeyTi R~
Z15A9key o

HERKE: 0-20
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SIEREIERSS

APl &% 4 API 15iBH
2K 4-414 DomainTags
2% BEWI% SR R
key 2 String REHE, T UTF-8 IERE R
N=8(BEaHPX. AFE.
BiEE) . HFH=HE, LARLL
T=FfF: _.i=+-@
BIEE: 1
BAKE: 128
values = Array of mEEYE. 8NMETH
strings UTF-8 i8R~ FE (B A
X. FMFE. #iE%). 8F
=48, LARLATF=ZER: _.:=
+-@
BME: 0
BAKE: 255
HAKE: 1-20
K 4-415 ResourceTag
2% BEWI% SR fEiR
key 2 String REE, T UTF-8 IBRER
NFS(EahX. FmFE.
HIE%) . HF=1E, UKL
T=FfF: _.i=+-@
B2IVEE: 1
BRAEKE: 128
value 2 String Fr&E. AIH UTF-8 B{FE R
N=Z8(BE&$X. ARFE.
BIEE) . HF=Kg, LARLA
T=FfF: _.i/=+-@
RAMKE: 0
BRAKE: 255
VeS8
KEWE: 200
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IEREIERSS

APl &% 4 API B8
7 4-416 IR Body &%
2% SR R
total_count Integer SICFRE
=/ME: 0
&A{E: 100
REB/: 400
= 4-417 IR Body 2%
2% SR T
error_code String Hixia IR EIRIEIR .
RAMKE: 3
RAKE: 36
error_msg String HEIRIERIREINEIRER .
BM<E: 0
BAEKE: 1024
HK&m/: 401
% 4-418 I Body %
B8H SRR R
error_code String EIREKIREAIEEIRG
B/M<E: 3
BRAKE: 36
error_msg String HEIRERIREIPIEIRES
=ME: 0
BAKE: 1024
RSB 403
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TR EERS
AP &% 4 API i85

K 4-419 IR Body 2%

84 SHRT fER
error_code String EIRERERIEIRD .

BM<E: 3

BRAIKE: 36

error_msg String EIRBEXRIREREIRER
=ME: 0

BRAEKE: 1024

RED: 404

% 4-420 I Body 2%

¥ SRR iR
error_code String EiREKIRERVEIRED .

=BNME: 3

BRAKE: 36

error_msg String EIRIEKIREVEIRES .
BIM<E: 0

BEAKEE: 1024

WR&G: 500

K 4-421 IR Body 2%

e SR R
error_code String Bz KIREIRYFEIRD

B/M<E: 3

BAKE: 36

error_msg String Hi=RiEKIREIEIRIER .
=BMSE: 0

BRAEKE: 1024

BRI

RIBITSETRIEBHE, BRLPHX-Auth-TokenZFEREEEEStoken, BiZtoken®E
EEBARAPIEIHIANIR

POST https://ccm.cn-north-4.myhuaweicloud.com/v1/private-certificates/resource-instances/count
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SIEREIERSS

APl &% 4 APl B8
{
"tags" : [ {
"key" : "key1",
"values" : [ "valuel", "value2" ]
1]
}
M iz 7~ A5
R7S89: 200
BERERKIN
{
"total_count" : 1
}
RS89 400
BRSHEIR
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RE&ES: 401
SRR AR ESIN
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RAERG: 403
INUESRML o
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
R&ES: 404
REAFESREERLE
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
R7&589: 500
RS IEBEEIR -
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
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SIEREIERSS

AP| &% 4 AP 588
KD
REB R
200 BEREMIN
400 BREHEIR.
401 ISR ERELEN,
403 TAIESE
404 RBEAEESERAKE
500 IREZAEEIR
e
52 LEIRB.
4.2.5 iJTEEHE

4.2.5.1 I4sE CA

ab
THEEN 4B

i3

URI

MIECA,

R LATEAPI ExplorerdRiidiziE ], IFEIMAIEEN . API Explorera] LABENERK

SDKACHERAY, FHRHASDKAIEREIEIHINEE.

POST /v1/private-certificate-authorities/order

% 4-422 153K Header 2%

24

==
EH

SHE

X-Auth-Token

ali

String

FBFtoken, £01:1AM tokenZk
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https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=CreateCertificateAuthorityOrder
https://support.huaweicloud.com/api-iam/iam_30_0001.html
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TIEREERS
AP &%

4 AP 5B

% 4-423 {53k Body S

el BEWI% SHRT (i35

cloud_service_ | 2 String =iRSBEE, BlIER

type 'hws.service.type.ccm'
BMEE: 1
RAKE: 64

charging_mod | 2 Integer iTHERE 0B /FHE

e

period_type |2 Integer 1TMSfEHA 28 34

period_num | £ Integer TINEEHAZL

is_auto_renew | £ Integer =E5854EE 18 08

promotion_inf | & String EE

o =2I<E: 0
BRAKE: 2048

subscription_n | £ Integer 1T E

um

is_auto_pay & Integer EEBEHMET 12 08 FEEA
70

enterprise_pro | & String EAIREID

ject_id BMEE: 1
BAKE: 64

product_infos | 2 Array of FmylE, FEEsh

Productinfo | Productinfo EREURLEMIIS
objects B,

HAEKE: 0-10

R 4-424 Productinfo

e EEWI%E SR R

cloud_service. | 2 String =IRSBEE, BER

type 'hws.service.type.ccm'
BMEE: 1
RAKE: 64

resource_type | & String TRER, CAR
"hws.resource.type.pca.duratio
n"
BIVEE: 1
RAKE: 64
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SIEREIERSS

API &% 4 APl B8
2% BEWI%E SRR ik
resource_spec | 2 String RIEIEHRES, CAKH
_code "ca.duration"
BRAMKE: 1
BRAKE: 64
D)2
RE&ES: 200
7 4-425 gk Body 2%
8% SR ik
order _id String RS,
BME: 1
RAKE: 64
ca_ids Array of LEIMSERICAIERIDYIR
strings MR 1
RAKE: 64
K& : 400
7 4-426 gL Body 2%
2% S¥RT T
error_code String Hixia IR EIRIEIR .
RAMKE: 3
RAKE: 36
error_msg String HEIRIERIREINEIRER .
BM<E: 0
BRAEKE: 1024
K&MB: 401
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SIEREIERSS

APl &% 4 API 152E8
K 4-427 0[; Body 2%
S SR R
error_code String EIRIEKIREAVEIRID
BM<E: 3
RAKE: 36
error_msg String HEIRIERIREINEIRIER
BM<E: 0
BAKE: 1024
KEME: 403
2 4-428 i Body 2%
2¥ SR iR
error_code String EIRERIREAIEEIRD .
B/M<E: 3
RAKE: 36
error_msg String EIRERIREREIRER
=ME: 0
BRAEKE: 1024
RS 404
2 4-429 K7 Body %1
S8 SR A
error_code String EiRiEKIRERVEIRE .
=BME: 3
RAKE: 36
error_msg String HEIRERIRENEIRIEE
=RIMSE: 0
BEAKE: 1024
KE&ES: 500
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SIEREIERSS

API &%

4 AP 5B

iERpl

Ml iz 73~ 451

7= 4-430 IR Body &%

2% SR fiHiA
error_code String Himia KR EIAIEEIRED -
Hi/_]\ttrg: 3
EAKE: 36
error_msg String BixiaKIREREIRER
BIM<E: 0
BAKE: 1024
BIZECAITE, 1BERLHAIX-Auth-TokenFERFEEEStoken, HiztokenFFEZEBAR
APIRYIIEIBR
POST https://ccm.cn-north-4.myhuaweicloud.com/v1/private-certificate-authorities/order
{
"cloud_service_type" : "hws.service.type.ccm"”,
"period_type" : 2,
"period_num" : 1,
"charging_mode" : 0,
"is_auto_renew” : 0,
"is_auto_pay" :
"promotion_| |nfo" o
enterprlse_prOJect_ld" :"0",
"product_infos" : [ {
"cloudServiceType" : "hws.service.type.ccm",
"resourceType" : "hws.resource.type.pca.duration”,
"resourceSpecCode" : "ca.duration"
1]
"subscription_num" : 1
}

W&E: 200
BEREMIN
{

"order_id" : "CS1803192259ROA8U",
"ca_ids" : [ "4284547e-68ef-4a94-adea-9df1e5d8ad65", "211c079¢c-bab8-41af-8948-c5e2531232c6" ]

}
KEB/: 400
BERSBHEIR
{

"error_code"
"error_msg" : "XXX"

}
KRS8 401

1 "PCAXXX",

WIERINEFREEN .

{

"error_code"

1 "PCAXXX",
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SIEREIERSS

APl &%& 4 APl B8
"error_msg" : "XXX"
}
KRE&MG: 403
INIERY
{
"error_code" : "PCA.XXX",
"error_msg" : "XXX"
}
KREE: 404
BB FESREERLE
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
KR&ME: 500
ARSSAEBEEIR o
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RS
RSB ik
200 BREMI
400 BRSHEIR
401 B RN REREEN .
403 TNIESM
404 RBEAFESRRFEREE
500 IRSZEBEEIR -
S
ESIEIRB.
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SIEREIERSS
APl & 5 NP

5 Rz 7=

5.1 7~ 1: BHFFITHA SSL iFH

ins=iER
AETESEEIESCMEORBREEISSLES .
AR
o BIBSSLEBRISGEBARMNENTREFIG . EBBAEY, NRBEEHES.
o BIRSSUEBHIEIRE, BEXEGH, HERR(.
iR IEO
o EWIEBIIFER: ERARIKS FAERISSLERIIZE.
o MPRIEF: MIPRIEEAITHASSLIES
BRAFLRR

T FEFIERIIE.
o EMOMBXER
URIFE=: GET /v3/scm/certificates
FiEESIESIERIIE.
o iEKTHI
GET: https://{endpoint}/v3/scm/certificates
{endpoint}{E EiE M ith XFNLR R T mIKEL o
Body:
{
"limit"; "2",
! "offset": "0"

o [IBRN7RA
{

"certificates" : [ {
"id" : "scs1554192131150",
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https://support.huaweicloud.com/api-ccm/ListCertificates.html
https://developer.huaweicloud.com/endpoint?SCM

SIEREIERSS
APl & 5 NP

"name" : "test",
"domain" : "www.zx.com",
"type" : "OV_SSL_CERT",
"brand" : "GEOTRUST",
"expire_time" : "2021-05-27 16:46:25.0",
"domain_type" : "MULTI_DOMAIN",
"validity_period" : 12,
"status" : "ISSUED",
"domain_count" : 2,
"wildcard_count" : 0,
"description" : null

jaH

"total_count" : 1

}
2 MBRIES,

o EOMWXER
URIAE=,: DELETE /v3/scm/certificates/{certificate_id}
F#IEESIUMERES

o BRI
DELETE: https://{endpoint}/v3/scm/certificates/scs1554192131150
{endpointYZ 2iE M X FNLR R T5 RIKEN o

Body:
{certificate_id:scs1 554192131150
}
o IRzl
{1}
9,
Eerror_code" 1 "SCM.XXX",
"error_msg" : "XXX"
}
R
5.2 7=l 2: BE SSLIEPHEXEMARSS
1BEHEA
HEEEBE TUIAERE BRI ZWAF. ELB. CONBRSH, LUREISSIAE
Ze, ISERETBELTIERBSARSCMES, BISITEBHEXEIERRS T,
i REEO
o SANIEE: BETUIANERSARISCMPHITIRE .
o  HENFPIIE: BEARKS TIRAERIERIIER, KEFEEHEXIEBANESID,
o EEXUFE: BSABISCMARIZ MEBIEXRI LIRS,
BRIELPR

F|1 SAIEB.
o EMOMXER
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https://support.huaweicloud.com/api-ccm/DeleteCertificate_0.html
https://developer.huaweicloud.com/endpoint?SCM

SIEREIERSS

APlI &%

5 NARBGI

URIF&=(: POST /v3/scm/certificates/import
FHEEENSANILES,

B3Rl

POST: https://{endpoint}/v3/scm/certificates/import
{endpointHE 25 N\ XFNL iR TS =34H

{ﬂlﬁ]F_\iﬂﬁU

"certificate_id" : "scs1554192131150"
}

£E;2 FHIEBIIE.

EOBEXER
URI¥B=: GET /v3/scm/certificates
FiEESIEEIERIIER.
B3Rl
GET: https://{endpoint}/v3/scm/certificates
{endpointZ 2B MK FNLE R TS RIKEN o
Body:
{

"limit": "2",
! "offset": "0"

M) iz 7351
{

"certificates" : [ {
"id" : "scs1554192131150",
"name" : "test",
"domain" : "www.zx.com",
"type" : "OV_SSL_CERT",
"brand" : "GEOTRUST",
"expire_time" : "2021-05-27 16:46:25.0",
"domain_type" : "MULTI_DOMAIN",
"validity_period" : 12,
"status" : "ISSUED",
"domain_count" : 2,
"wildcard_count" : 0,
"description" : null

1

"total_count" : 1

}

£E]3 HEXIEB,

EOBEXER

URI®ET: POST /v3/scm/certificates/{certificate_id}/push

FIEES XIS .

BRI

POST: https://{endpoint}/v3/scm/certificates/scs1554192131150/push
{endpoint{E 1B M ith XFNLR R TS IR o

EITJ]F_\'ZU_?WH

}
%

"error_code" : "SCM.XXX",
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https://support.huaweicloud.com/api-ccm/ImportCertificate.html
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SIEREIERSS
APl & 5 N

"error_msg" : "XXX"

}
-

5.3 il 3: ELEER SSLIFBHEXHM=IRSS

ins=TER

AELESEMITEEBISIMESWIHERKANERHEEEIELHZWAF. ELB. CDN
hER, LURELSHERE,

N1 v

RO
o HAENFHIIFER: TEAKS FEAEHIERSIER, FEEEESHEXIEBANESID,
o X BEASSLEBHIXRIEN=ESH.

BEL R

LB TEIEPRIIE.
o EOMXER
URIKE=: GET /v3/scm/certificates
FEESIESIEREIIE.
o iEKRHI
GET: https://{endpoint}/v3/scm/certificates
{endpointYZ 2iEMN X FNLE RT3 RIKEN o
Body:
{
"limit": "2",

"offset": "0"
}

o [IBR7RA
{

"certificates" : [ {
"id" : "scs1554192131150",
"name" : "test",
"domain" : "www.zx.com",
"type" : "OV_SSL_CERT",
"brand" : "GEOTRUST",
"expire_time" : "2021-05-27 16:46:25.0",
"domain_type" : "MULTI_DOMAIN",
"validity_period" : 12,
"status" : "ISSUED",
"domain_count" : 2,
"wildcard_count" : 0,
"description" : null

IR

"total_count" : 1

}
T2 HEXSSLIEH,
o EMOMBXER
URI®ET: POST /v3/scm/certificates/{certificate_id}/push
FiEES XIS
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SIEREIERSS
API 2% 5 NP

o iFEKTHI
POST: https://{endpoint}/v3/scm/certificates/scs1554192131150/push
{endpointMZ 2iE MK FNLE LK T5 RIKEN o

. E@mﬁu

}
[
"error_code" : "SCM.XXX",

"error_msg" : "XXX"

}
.
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IEREIERSS

6 [7358 API

APl &%

6 [h5E API

6.1 SSL IFHETE

6.1.1 YL SSL iFH

P\
TREN4R
TSESSLIEH .
() %88
1BERKS# “agree_privacy_protection” &RIKEN “true” , ARERINERMEEIERERIE,
URI

o URIKRT
POST /v2/{project_id}/scm/cert/purchase

o  SHURHA
¥ BEwiE SR R
project_id = String IRBID,
BERIHE
BREH
28 BRI SR R
cert_brand 2 String WEB R,
a0: GLOBALSIGN

279

MAERRAS 09 (2023-12-29)

WRIERE © LEARITERARERAF



TR EERS
APl &%

6 [7358 API

SH

B SHRE

%

cert_type

i

String

IEPB2EE, BUYEIT:

e DV_SSL_CERT

e DV_SSL_CERT_BASIC
EV_SSL_CERT
EV_SSL_CERT_PRO
OV_SSL_CERT
OV_SSL_CERT_PRO

domain_type

i

String

2R, BYEIT:

e SINGLE_DOMAIN: Bi#Z
e MULTI_DOMAIN: ZiF&3%
1

i)

e WILDCARD: Zig#&3L8Y,

effective_time

i

Integer

EREXE (F) , BEWNT:
. lﬁ MSLAERHA9 1 FRIIE
. SE MSEBEZHAI9 2 FRIE

domain_num
bers

ali

Integer

HEHE.

o 3 “domain_type” i&iRRY
2 “SINGLE_DOMAIN” 5
“WILDCARD” ZERIFGIFH
BY, IR EEEN “17 .

o 4 “domain_type” EIFH
2 “MULTI_DOMAIN” 258y
BUIERART, HBHEEET
ElA “2~1007 ,

order_number

i

Integer

WEZRGEBHE . BUETEEYS
1 "’1 OOO o

agree_privacy
_protection

ali

Boolean

EEREERFAMY

o true: EEFEFAIMN o

o false: AEIEBSFANMN -
MY EEIE E AtrueZ BERLINT
T,

NaRZHS
RIS
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2% BEWI%E SRR ik
order_id 2 String MBS,
cert 2 Array of cert | IEBFIZE, FHEBESNFE6-1,

objects
£ 6-1 cert
8% BRI SRR ik
cert_id =2 String uFBID,

5l

ANTFLAMSE 15K B2 aGlobalsign, 12K n2ia, HEZHEN5, BRHAIEN

OViEH 16l

o IERIFHI
{
"cert_brand":"GLOBALSIGN",
"cert_type":"OV_SSL_CERT ",
"domain_type":"MULTI_DOMAIN",
"effective_time": 1,
"domain_numbers": 5,
"order_number": 1,
"agree_privacy_protection":true,

o IRAES
{
"order_id": "CS1803192259ROA8U"
"cert": [{

"cert_id": "scs1481110651012",
1
}
517
{
"error_code": "SCM.XXXX",
"error_msg": "XXXX"
}
RSB

F6- 2R ZAPIREINIEEREE

% 6-2 I\EH3

K& w3 RS
200 oK EREM

SEREE, B2ERB.
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SIEREIERSS

APl &%& 6 [558 API
6.1.2 FiFHFH5IE
INEEN4A

RIBIER ARG EHBZEDERIIR.

A
HRIREAPRIEES, ZEEREIIERIIE.

URI
o URIFET
GET /v2/{project_id}/scm/certlist?order_status=&content=&sort_key=&
sort_dir=&limit=&offset=
o  SHURMA
e ERUWIE SR fEA
project_id = String ImBID,
IBXRIER
ERSH
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SH

SHERE

%

order_status

String

PR, BUYEWT:

e PAID: iFHENS(T; FHIB
wH,

e ISSUED: ifHEE%,

e CHECKING: iFHERiE®EZ
=R

e CANCELCHECKING: EWHIE
PERIBEZT,

e UNPASSED: iFBHEIEHRE

e EXPIRED: iFHEiZHA,

e REVOKING: iFHREERB
BHiZH,

e REVOKED: iFHERHE,

e UPLOAD: iFHit&E,

e SUPPLEMENTCHECKING:
SRR HTEHINRS
72t

e CANCELSUPPLEMENTING:
BGE IR N Bt

content

String

S e

sort_key

I | DA

String

HERMIES S, BUEWT:

e certExpiredTime: UEHZEHA
B E] o

e certStatus: EFHIRZE.

o certUpdateTime: IFPEH
AE .

sort_dir

iy

String

HEFEB . IRIBHEFRSH
sort_key#1THERE, BUEUNT:

e ASC: AR,
e DESC: &%,

limit

iy

Integer

BREZEHE, BEWNT:
e 10: BRESRIOKIIEHE
=]

1SN0

o 20:

1CN O

BERER20ZIEREE

e 50: BRERS0FIERE

e ]

offset

i1y

Integer

RZE. BUESEEN1~30,
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N Rz

BV
2 AW SR faR
total 2 Integer FIRIEBE=E,
free_remain 2 Integer % 2N IE PRI R E .
order_list 2 Array of IEHIIZ%, FIEESIERE-3,
order_list
objects
2% 6-3 order _list
2 BRI SR i)
cert_id =2 String uFBID,
cert_name g String UEPBEFR
domain = String Y .
cert_type = String UEHEEY,
cert_brand 2 String WEB R,
domain_type | =2 String eSO
purchase_peri | & Integer BXEA,
od
expired_time | 2 String UEREIHARYE]
order_status 2 String WERIRES,
domain_num | & Integer HEH=E.
wildcard_num | 2 Integer ZIBHE.
ber
cert_des = String IEBEA,
Al
o EKIEH
To
o [IRZFFI
{
"total": 1,
"free_remain":"19",
"order_list": [{

"cert_id": "scs1481110651012",
"cert_name": "scs-0001",
"domain": "*.example.com",
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"cert_type": "GEOOVO1",

"domain_type":" SINGLE_DOMAIN ",
"purchase_period™:1,

"domain_num™:10,
"wildcard_number":2,

byl
}

EE
{
"error_code": "SCM.XXXX",
"error_msg": "XXXX"

}
RS
E6- AN EAPIREHEEIRSE,
& 6-4 K3
RS et RZSHAA
200 OK BREMIN.

SEREE, BEIERB.

6.1.3 EiEIFHiFE

LIREN4A
BRI BIFMAEE.
it
LEIREAPIEMSEF, BN ERRBUEBIEE.
URI

o URIKE
GET /v2/{project_id}/scm/cert/{cert_id}
o SN

2% =AW SHERE R
project_id = String IRHID,
cert_id = String uFHID,
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IEREIERSS

APl &% 6 [7358 API
BXRiBEE

BRESE

o

aRzHR

E)NVE=S 34
B8H =AWk SR R
cert_id = String WEBID,
order_id =2 String 1JEID,
cert_name 2 String IEPBEFR,
cert_type = String S ESit
=~ oV
cert_brand 2 String WEBREE,
~f5l: GLOBALSIGN
domain_type | =2 String e SN
~G: MUILT_DOMAIN
domain_name | 2 String UERYPEHE o
2f5: funnyzx.com;abc.com
domain_num |2 Integer HENE,
ber T 3
cert_describe | & String WEBHEA
push_support | & String PR IFHX,
revoke reason | 2 String B RHEER,
domain_name | 2 String WEBHEE, S NMNIBHESS
‘7 R
~H:
www.example.com;www.exam
ple1.com;www.example2.com
company_na = String NEIBIR,
me
company_pro | 2 String RNEIFFEED -
vince
company_city | =2 String NEIFFED
applicant_na | 2 String NEBEEAES,
me
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2% BRIk S faiR

applicant_pho | 2 String NEIBAREARIE,

ne

aF:plica nt.em |2 String NEJEE AR

ai

contact_name | & String BARBRAHES,

contact_phon | £ String RARBREARBIE,

e

contact_email | 2 String FARBER AHBFE

status 2 String WEPIRES

encrypt_type | =2 String BERMETE L,

country = String ERE,

organization_ | & String NI

unit

DNS_push_sta | & String DNSHEEIRZE .

tus o ON: FRHEERIN.

o OFF: FREHEXRM
e NONE: FRTKFBHEI
o

auth = Array of auth | IEBEIPIRE, #EBEsR

objects 6-5,
% 6-5 auth

2% AWk SR ik

method 2 String KIEAC.

status 2 String UERIGIEIRES

domain_name | 2 String DNSIEUFEE .

host_record =2 String DNSIGUEFHIER .

record_type = String DNSIEIFCFRE,

record = String DNSIEURCR{E .

ANl
o BEKIES
o
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o R4
{
"cert_id": "scs1481110651012",
"order_id ": "CS1803192259R0OA8U",
"cert_name": "test",
"cert_type": "OV",
"cert_brand": "GEOTRUST",
"domain_type": "MUILT_DOMAIN",
"domain_name": "funnyzx.com;abc.com",
"domain_number": 3
"cert_describe": "XXXXXXXXX",
"push_support": "o
"revoke_reason": "xxxxxxxxxxx",
"domain_name": " www.test.com;*.example1.com;*.example2.com",
"company_name", "ERHFIRAT",
"company_province": "I "ZRE",
"company_city": "iR®RYIIFE",
"applicant_name": "sk=",
"applicant_phone": "13087654321",
"applicant_email": "example@xx.com",
"contact_name": "sK=",
"contact_phone": "13087654321",
"contact_email": "example@xx.com",
"status": "PAID",
"encrypt_type": "SHA256withRSA2048",
"country": "CN",
"organization_unit": "unit",
"DNS_push_status": "ON",
"auth": [{
"method": "DNS",
"status": " checking ",
"domain_name": "www.test.com",
"host_record": "dnsauth",
"record_type": "TXT",
"record": "201803272148gwedginciog08"
1
}
517
"error_code": "SCM.XXXX",
"error_msg": "XXXX"
}
RS
%6 6; E’JZEAPI @EIJIEI%'{k/u\ﬁE.,] o
% 6 6 '{k/l_,\
RSB i) REIER
200 OK BREMIN.
E%'{klu\ﬁ% ) 1@ / Ei%ﬁq o
\
6.1.4 {EZ5GIEH
IjJAb/\QJJ
B
(ESEERIE BRI Z IR HIA o
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SIEREIERSS

AP| &% 6 [ASE API
URI
o URIKE
PUT /v2/{project_id}/scm/cert/{cert_id}
o SHUHHA
¥ BARWI% SHEER iR
project_id = String IRBID,
cert_id =2 String uFBID,
=R =15
B3RS
¥ BRI SHEER i)
modify_key = String &2, AJEMEICERT_NAME
FODESCRIPTION,
e CERT_NAME: FREXHIER
FRE=X T
e DESCRIPTION: ZFE/REXGIE
PaIHEIR
modify value | 2 String BNMERAA
o L(EMEESFICERT _NAMERT,
NI E#H=FE. =8
“-7 , BUEO~63(U=ESRF, B
A=,
o L{EHUEJIDESCRIPTION
H=,
TRz HEE
B2
¥ EE W% SHER iR
response_info | 2 String BERER,
Al
W TLMESUIEBREFRSA “sssaaaa” B,
o BRI
{
"modify_key":"CERT_NAME",
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"modify_value": "sssaaaa"

}
o IERCAFAI
{

"response_info":"success"

}
17

{
"error_code": "SCM.XXXX",
"error_msg": "XXXX"

}

RS
£6-THHRHIZAPLREIFIIEEIRES .
& 6-7 K8
RSB RS IRZIHAB
200 OK BREMKIN.
SERSHE, FEIERE.
6.1.5 EiFiFBr=mEE
INgeEN4A
BFSSLIEREBRSIBEEEFRIER.
URI
o URIFE
GET /v2/{project_id}/scm/cert/product
o  SHHHA
2% BRIk SHERR R
project_id = String InHID,
BKER
BRESH
o
MALER
E)NE= 34
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2 BRWIE SR i)
type_list = Array of FmENTIER, FIEESNE
type_list 6-8,
objects
2K 6-8 type_list
2% =AWk SR R
cert_type = String S ESit
e OV_SSL_CERT: 7=Ml#ISSL
B,
e EV_SSL_CERT: 1%3mEISSLIE
B
cert_brand g String IEP MRS,
GLOBALSIGN: GlobalSigngm
8
domain_type | =2 String e SO
e SINGLE_DOMAIN: Eig%3
e MULTI_DOMAIN: i3
B,
e WILDCARD: ;Zig3£8
product_id = String =D,
effective_time | 2 Integer FBEMETE ()
o 1: IFBBRHINIE,
o 2: IFPBXHA2EE,
product_name | 2 String B iR.
Al
o IERIEH
Tco
o [IRZFF
{
"type_list": [{
"cert_type": "OV_SSL_CERT",
"cert_brand":"GLOBALSIGN",
"domain_type":"SINGLE_DOMAIN",
"product_id":"00301-106005-0--0",
"effective_time":1,
"product_name ":"globalsign.single.ov.2"
H
}
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%
{
"error_code": "SCM.XXXX",
"error_msg": "XXXX"
}
7N
F6-9EIRRIZRAPIRBIFIIEEIREHI
7 6-9 K&
RSB i) REIER
200 OK BKEK.
SERESE, BEEIRE,
6.1.6 EGEBF~miFE
IhEEN 4R
HiEEIE B mAYFERER .
URI
e URIER
GET /v2/{project_id}/scm/product/{product_id}
o  S¥ULHEA
¥ BEWYIE SHERR R
project_id = String InBID,
product_id = String ~alDo
IBKHR
BRESH
To
IALEE
IEVE=S5
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SIEREIERSS

APl &%& 6 A5 API
2 BRIk SR i)
cert_type = String PR,
e OV _SSL CERT: {BMIBISSL
R,
e EV_SSL CERT: 1&3:BEISSLIF
B,
cert_brand 2 String WEBRRE,
GLOBALSIGN: Globalsignga
o
domain_type | 2 String LRSIt
e SINGLE_DOMAIN: EBig43
e MULTI_DOMAIN: Zi5&g3%
B,
e WILDCARD: Zigi&Z3R,
effective_time | 2 Integer IEPEME (F) .
o 1: IFRBRMEINIE,
o 2: IFBBRHR2E,
51
o IERIEH
o
o NaRzt£4l
{
"cert_type": "OV_SSL_CERT",
"cert_brand":"GLOBALSIGN",
"domain_type":"SINGLE_DOMAIN",
"effective_time":1
}
13
"error_code": "SCM.XXXX",
"error_msg": "XXXX"
}
RS

=6-1055RA2APIREIRIIE RIS

& 6-10 K&

RER e K588
200 OK TEREA .
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SEREE, BEIEIRB.

6.1.7 EBiGIEH

ThEENR
FBIES, MER4IEEE . ESIERHEANFEREESE.
AR
i5RS¥ “agree_privacy_protection” #RISEHN “true” , ZFRERINIRRZFIBIEBAIER,
URI
o URIFEZL
POST /v2/{project_id}/scm/cert/{cert_id}/complete
o SRR
e Rk S R
project_id = String IRHID,
cert_id = String HFPID
BXKHE
BERSH
2% BRIk SR fEid
domain = String ZIE B ERIE S -
o LMSERGIER) “Bigs”
gy iR RERIIER
R, BEEESREEHZ
=2 80A],
o HMWLANERN “SiHZ”
EERRIEBEY, FEEEIN
WEEAEEE
) www.example.com
sans & String 4pTE S a2 SR ENIF BRI AN
Ao
LWSERIER - ‘Sl " K8
BOMES, BERIEMMhNgEZRY
WMER, AHEBEREE.
SMFEFELL 7 B
=~
www.example.com;www.exam
ple1.com;www.example2.com
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2% BEWI%E SRR ik
csr B String UEBCSRER, Sig&2 wA/mITED
company_na | =2 String ANEIRTR, OVAIEVELEHRW
me iEo

FRAKE0~6311,
company_unit | & String ERIIZFR, OVAIEVEUTEFHIE

FRKE/90~6311,
company_pro | 2 String ANEIFFESD, OVFIEVEUESH
vince WIE,

FRAKE0~6311,
company_city | 2 String NEFFEHRX, OVAIEVELES

fz‘iéi\o

FRAKEH0~6311,
country = String ESERE

e CN: ffH

o US: =H
applicant_na | 2 String RIEARHE .
me FRKE/90~6311,
applicant_pho | 2 String RIS ABIESH,
ne ~5: 13212345678
applicant_.em | £ String FRIS ARIHRAE
ail : example@huawei.com
contact_name | & String AR ARGES

FRAKEH0~6311,
contact_phon | & String RARBRARBIESH,
€ ~Gl: 13212345678
contact_email | & String BAREXZR ABIHBFE o

f5: example@huawei.com
auto_dns_aut | & Boolean EEISDNSKIHEEHXEI%A
h =RETARSS o

o true: X,

o false: A%,
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2H BEWI%E SR fHR
agree_privacy | & Boolean ARSI SFAMNY
—protection o true: EIREEFAMNY.
o false: REERFANMY -
LMY EER B I true A BERLINER
BHIEH,
domain_meth | 2 String 2 IIE A .
od e dns: DV, OV, EVIHZiE$H
1P
o file: {XIPUFHEIE,
e email: OV. EVIZZiEHA]
%,
AR S
N5t
B8H BRI SR fHR
request_info | £ String BRER,

ANl

MTFLAME EERIEBRIEE 961,
o BRI

{

}

"domain":"www.xzz.com",
"company_name":"S$e AR ERD AT,
"company_province":"P4J1[",
"company_city":"B#R",
"applicant_name":"#13",
"applicant_phone™:"13212345678",
"applicant_email":"9997342346@qqg.com",
e,

"sans":"",

"country":"CN",
"company_unit":" A 1J&R",
"contact_name":"¥ 5",
"contact_phone":"13512345678",
"contact_email":"jk@jk.ff",
"auto_dns_auth":false,
"agree_privacy_protection":true

LI )V =271
{

"request_info":"success"

%

"error_code": "SCM.XXXX",
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"error_msg": "XXXX"
}
RSB
%6-1 1R RAPIREIFIE RIS,
% 6-11 K383
RSB ) RZUER
200 OK BKEK.
SERESHE, F2IERE.
6.1.8 4% CSR
IheeNnA
RISIERIERIYE ( Certificate Signing Request, CSR) FH#HiE3 .
URI
o URIFE
POST /v2/{project_id}/scm/check-csr
o  S¥UHEA
2% =R W%k e it R
project_id = String IRHID,
iﬁ*iﬁl%\
Bk
2% =A%k SR RER
csr 2 String UERIBRIHCSR,
IALER
MR SE
2% BEWI%E SRR R
domain_name | & String CSRARAY1E A »

297
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o]l
INTFLAREE R ANCSRAHI,
o IERIFEHI
{
"esrtit----- BEGIN NEW CERTIFICATE REQUEST----- AR, e END NEW CERTIFICATE REQUEST----- N
}
LI )z =20
{
"domain": "a.examplel.com"
}
=17
"error_code": "SCM.XXXX",
"error_msg": "XXXX"
}
N
#6-12EAA92APIREIRIIEEIRES
* 6-12 K&
RS IS RZi5EE
200 OK BEREMI.
SRERENE, BEIERB.
601 -9 ﬁﬁiE%{El%\
ThEEN4R
FEFRBITEBNEEEMNIERER.
AR
i5k2# “agree_privacy_protection” UEEAN “true” , ARERINEFEE .
URI
e URIER
POST /v2/{project_id}/scm/cert/{cert_id}/save
o SHIHEA
2% =Wk SR ik
project_id = String ImBID,
cert_id = String UEEID,
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IBKRHR
BRSE
2% AUk SR R
domain 2 String WEB4PERIH S -
sans FS String SHZIEBMNENS, SMEE

L7 BRFFo
csr B String EPcsreR, Sl %mILEe,
company_na | =2 String ANEIZTR, OVAIEVELEHHRF
me WiH,

FRAKE/90~6311,
company_unit | & String EB8I)RFR, OVAIEVELERHRF

JEWIE,

FRAKE0~6311,
company_pro | =2 String NEFREAD, OVFIEVEUEH
vince BRW%E,

FRAKEH0~6311,
company_city | String NEfffEmX, OVAIEVEULEH

BRE,

FRKE/90~6311,
country = String ERE,
applicant_na | 2 String ZEE PN =
me FRKE/90~6311,
applicant_pho | 2 String BB ARIESHE,
ne 5 13212345678
applicant_em |2 String FRIE MBS o
ail 7l example.huawei.com
contact_name | & String FARBEREAMS,

FRAKEH0~6311,
contact_phon | & String RARBRANRIESHE,

e ~5: 13212345678
contact_email | & String RARBLZRAHBFE -

3f5: example.huawei.com
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SH

SHERE

8

[

agree_privacy
_protection

= Boolean

iy

EIERXBERANN -

true: EIERNEFANNN

o false: REEIEINSFAL
o

MR EEIR B g true A BEARTRIE

BiER.

=
E
(]

NaRzHR

Na R S%L

2%

SHER

1%

request_info =

String

BERER

ANl

M TFLMRFESKIER EANERISR B
o IFKRIEFH
{

}

"domain":"www.xzz.com",
"company_name":"S$e AR ERDAE]",
"company_province":"Pg)I[",
"company_city":"BER",
"applicant_name":"#£3",
"applicant_phone":"13212345678",
"applicant_email":"9997342346@qqg.com",
"esr',

"sans":"",

"country":"CN",
"company_unit":" A JIEBE",
"contact_name":"IfiE",
"contact_phone":"13512345678",
"contact_email":"jk@jk.ff",
"agree_privacy_protection":true

o [BRZHFA
{

"request_info":"success"

1%

{

}

TN

"error_code": "SCM.XXXX",
"error_msg": "XXXX"

%£6- 13RI 2APLREIAYIE FIRSED .
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% 6-13 JASHB

RESHG YRES PRSAA
200 OK BREMIN,

SEREE, BEIERG.

6.1.10 IZEVHRFIEBIESHES

INEEN4A
SR ERISIE BRI ERFIER
URI
o URIFE
POST /v2/{project_id}/scm/cert/{cert_id}/read
o SHUHHA
2H =AWk SHER iR
project_id = String InAID,
cert_id =2 String =110
BKER
B3RS
o
pzER
RIS
¥ 2RIk SR R
domain_name | & String WP EIES o
~Gl: www.domain.com
sans 2 String ZIGFIEPAIMINES, 20
BLL“7 B,
RS2 PRI Z T EZE
BUAGIER, ZEUERAZ.
CSR = String UEPIERIS
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SIEREIERSS

APl &% 6 [A5E API
2% BEWI%E SRR ik
country 2 String ERRB. =EIaTF:
e CN: #[H
o US: XE[EF
company_na = String NEIZR,
me
company_unit | 2 String EBIIBATR
company_pro | 2 String RNEIFFEED -
vince 5 Pl
company_city | 2 String NEfffE .
5 pkER
applicant_na | 2 String FRIEAHE .
me ol K=
applicant_pho | 2 String RIS AR,
ne ~5: 13412345678
applicant_em |2 String RIS AHBFE
ail 7fl: example.huawei.com
contact_name | 2 String BARBREABES,
contact_phon | 2 String FARBEARIE,
e
contact_email | 2 String FARBEZR AHBFE o
bl 2 String RITARPTFIRREEE LR,
o 0: KRLf%,
[ ] 1: E:J:'{go
tl = String LEEWHEBEERE L&,
0: KRLf&,
1. BLfE.
<
o iEKEEA
o
o IRAEHB
{
"domain_name": "www.xzz.com",
"sans": "",
"CSR": null,
"country": "CN",
"company_unit": " AJIER",
"company_name": "SEARKED A",
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APl &% 6 552 API
"company_province": "gJI|",
"company_city": "EZER",
"applicant_name": "#¢",
"applicant_phone": "13245678932",
"applicant_email": "1027342346@qqg.com",
"contact_name": "IFiE",
"contact_phone": "13526456325",
"contact_email": "jk@jk.ff",
"bl": "0
"t
}
9,
"error_code": "SCM.XXXX",
"error_msg": "XXXX"
}
WKL
F6-141IARRAPIR EINIEFEIRZSD
i 6 14 '{k/u\
RS Iwtg RZIAE
200 OK BKEK.
SERSHE, F2IERE.
:S 4 \E
6.1.11 BGERS
ThEEN 4R
EEIEREZEAS.
URI
o URIFEZL
POST /v2/{project_id}/scm/cert/{cert_id}/cancel-cert
o  SHULHEA
e =A% e E il A
project_id = String ImBID,
cert_id = String UEFID
IBKEHR
BRSH
To
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IEREIERSS

APl &% 6 35 API
TRALHR
IEE=S 5
2% mEwI% SR fiEid
cert_id =2 String uFBID,
message = String BRER,
5l
o IEKIES
To
LI )z =207
{ "cert_id": " scs1481110651012",
"message": "success"
}
517
{
"error_code": "SCM.XXXX",
"error_msg": "XXXX"
}
K&
£6-151HIARZAPLIRERIERIRSD
%+ 6-15 K&
RS IS RZiEE
200 OK BREMK
SERESE, BEERE,
6.1.12 HERIES
ThEEN4R
MHRRIERSLA], BRSIEBRENEATESTTMIER.
k1|
LRIREAPIBEES, EWEERRRIES.
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SIEREIERSS

APl| &% 6 ;58 API
URI
e URIBR
DELETE /v2/{project_id}/scm/cert/{cert_id}
o  SHHHA
e BEWIE SHERR faR
project_id = String InBID,
cert_id = String uFHID,
BKER
BRSH
To
TALEE
IGNE=S 5
2% BEWI% SRR R
message 2 String BRER,
il
o BRI
To
o NARFFHI
{
"message": "success"
}
%,
{
"error_code": "SCM.XXXX",
"error_msg": "XXXX"
}
RSB
%6-16HIARZAPIRERIERIRSD
% 6-16 JREHT
RSB ) R ER
200 OK BKEK.
RS © ARITTERARBIRAE] 305
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SR, B IEE0.
6.1.13 HEAIFER

ab
ThEEN 4B

HERERHEEHEEANEERE R .

o URIKRT
POST /v2/{project_id}/scm/cert/{cert_id}/info/{type}/upload_authentication
o  S¥ULHEA

e AWK SR fR
project_id = String InBID,
type 2 String HEREEER,

[ ] BL %E TFF'%FEJO
o TL: TRMEVEE,

cert_id =2 String UFHID,
IBKHR
B3RS
To
RGES
E)NVE=S 34
8% BRI SRR ik
request_info | 2 String BRER,

5l

o iEKREEA
i <Upload content>
}

. ulﬁ]ﬁ_\iffi{ﬁu

"request_info":"success"

}
%

{
"error_code": "SCM.XXXX",
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IEREIERSS

APl &%& 6 A5 API
"error_msg": "XXXX"
}
REB
F6-17HAREAPIREIAIIEFEIRSE o
% 6-17 JA&HI
RSB RS R&IHAA
200 OK BREMID.
SEREE, B2ERE.
6.1.14 EIE+H
IHRENA
TEIEB .
HBIREAPIRERS, BNEFERSHIER.
URI
o URIFET
GET /v2/{project_id}/scm/cert/{cert_id}/cert_file
o SHUHHA
B8H =AW SR R
project_id = String IRAID,
cert_id = String UEFID,
BKEE
B3RS
o
IRz EE
IEBNE, rarRBIERE S
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TIEREERS
AP &% 6 A5 API

aR ]l
o IERIEH
o
> IR

<Object Content>
19

"error_code": "SCM.XXXX",
"error_msg": "XXXX"

}

RS
6-18HHARIRAPIREIRIIERIRTSH «

* 6-18 K&

K& T R
200 OK BRER .

SERETD, HS R,
6.1.15 L{&UE$H

&b
INEEN4A

FEIEBRISCMARS EIE,

e URIKRT
POST /v2/{project_id}/scm/cert/upload

o SHIHMA

2 BRIk SR fA
project_id = String IRHID,
IBXKEE
BERSH
2% TRk ST R
cert_name = String UWFPBIR.
FRHKEN0~63(,
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IEREIERSS

APl &%& 6 [;5E API
2% BEWI%E SRR ik
cert 2 String IEBHERR
private_key 2 String UEBFASH.
RGES
GRS 34
8% BE W% SRR ik
cert_id =2 String uFBID,
5l
W TFLA BB FRtestAOIER B,
o BRI
{
"cert_name":"test",
"cert":"----- BEGIN CERTIFICATE----- PIK e END CERTIFICATE----- ",
"private_key": "----- BEGIN RSA PRIVATE KEY----- *** - END RSA PRIVATEKEY-----
}
o NARFFHI
{
"cert_id": " scs1481110651012"
}
517
"error_code": "SCM.XXXX",
"error_msg": "XXXX"
}
RS
F6-191EIAHIZAPLIREIRIIEEIRSHT
7+ 6-19 )KL
RS i) RZUER
200 OK BRERIN.
SERSHE, BEIER0E.
SCHEhRZAS 09 (2023-12-29) WRINERE © £ ATITERABIRAE 309


https://support.huaweicloud.com/api-ccm/ErrorCode_0.html

IEREIERSS

APl &% 6 55 API
6.1.16 RBHIEH
INEeN4A
BIHIER.
URI
o URIKE=
POST /v2/{project_id}/scm/cert/{cert_id}/revoke
o S¥ULHEA
B85 W% SR R
project_id = String ImBID,
cert_id =2 String HFBID,
IBKER
BRESH
2% =% SR R
reason 2 String B REER.
FR<EH0~6311,
i 2
RS
8% BEW% SRR fER
message = String REERER,
]l
WTLA “SEREEESER (R EIEBEE G,
o BRI
"reason": "IFREEESHIR",
}
o NARFFHI
{
"message":"success"
17
"error_code": "SCM.XXXX",
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W&

"error_msg": "XXXX"

}

F6-205HAR2APIREIRIIERIRES .

% 6-20 AL

RESHG RIS PRSAA
200 OK BREMIN,

SEREE, BEIEIRB.

6.1.17 #EXIEH

IhgeNnéa
HEIESSLIF PRI fa519%: ( Elastic Load Balance, f&#RELB) . WebRz 5K IE
( Web Application Firewall, WAF) . CDN ( Content Delivery Network, REH A&
M ) EHEEI=FET.
ik 1|
HEIREAPIBE RS, BIEEREXTES.
URI
o URIFET
POST /v2/{project_id}/scm/cert/{cert_id}/push
o  SHHHA
e =AWk SHERR R
project_id = String IngID,
cert_id = String HFHID,
IBRiEE
BRESH
BH BE W% SR R
service_type | 2 String HEXEIRIBRSSRE, HEInik:
CDN. WAF. ELB.
Enhance_ELB,
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SIEREIERSS

APl &%& 6 58 API
2% BEwiE SRR faiR
remote_projec | 2 String HEXEIRY B ARERSS TR X 1
t
NaALES
=5t
28 =W ST fEiA
message 2 String BRER,
aNt]l
INTFLAEXIERE] “WAF” |, #EXRXIEJS “cn-north-77 94,
o iEREAHI
{
"service_type":"WAF",
"remote_project":"cn-north-7"
}
LI 0 =]
{
"message":"success"
}
57
{
"error_code": "SCM.XXXX",
"error_msg": "XXXX"
}
I NENE
F6-21HIARRAPIREIIERIRSHE
X 6-21 KEWG
K& fwt3 RZSiEA
200 OK EREMI.
SEREH, BEERB.
6.1.18 EEHHEIXICR
ThEETM 4R
EERETOXEBIEXICR, HEXRIEARNETm.
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TR EERS
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6 [7358 API

URI

e URIKE=

GET /v2/{project_id}/scm/cert/{cert_id}/push-history

o SHIHMA

e BEWI% SR R
project_id = String IRHID,
cert_id = String uFHID,
IBRiHE
BERSH
Tco
IMAGHES
IE)VE=S 5
2% =R WwI% SR 1k
push_history | | 2 Array of HIXICRIR, FBEENE
ist push_history_|l | 6-22,
ist objects
2R 6-22 push_history_list
2% =Rk SR ik
push_time = String HEIXATE), EFRATEIEL
push_remote_ | 2 String HEXINE .
project
push_service | & String HEXAIIRSSSSEY
o WAF: IEFHEXE]T Webhz
FARaXIEF,
o CDN: IEBHEXEITRESD
EMLER,
o ELB: IEFH#EEE T8 MR
9% (FHE8) F,
e Enhance ELB: iEH#EXE
T§$ a9 (=AM
/\? 'J) I:F
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IEREIERSS

APl &%& 6 /152 API
aN]]
o iEREAHI
Tco
LI ]z =247
{
"push_history_list": [
{
"push_time": "1556257820000",
"push_remote_project": null,
"push_service": "CDN"
%
"push_time": "1556257447000",
"push_remote prOJect """ cn-north-7_test",
"push_service": "WAF"
}
]
}
17
"error_code": "SCM.XXXX",
"error_msg": "XXXX"
}
N
£6- 23RN ZAPIRERIIE FHIRED
2 6-23 JKEML
K& fmt3 HR&SGER
200 OK BEREMI.
SEREHE, BERERD.
6.1.19 BUERRFAS 2N
TheEENR
EGHBSFASEIRIN, MIFRESSLIEBEEHRFRISFARIE
URI
o URIFE
DELETE /v2/{project_id}/scm/privacy-protection/{cert_id}
o  SHURMA
2% BRY%E SRR R
project_id = String InBID,
cert_id = String uFHID,
WRINFTE © AR ERABIRAE 314
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SIEREIERSS

APl &% 6 75 AP
IBKHR
BRSH
Tco
MALHR
IGNVE=S 5
e EE W% SR R
message = String BRER,
5l
o IERIFHI
o
o IR
{
"message":"success"
}
%
{
"error_code": "SCM.XXXX",
"error_msg": "XXXX"
}
RSB
E6-24{HIARZAPIRERIIERIRSHD
& 6-24 YRS
RSB ) RE-ER
200 OK BEKREMIN,

SEREE, BEIERB.

6.1.20 Fri&phnEkS

ThREN A

INRAFBERE SR ERRISSUIES, EIZIEBEREMMINEEEE, AT
ERERRE, BINMINGEE.
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TR EERS
AP &% 6 A5 API

URI

o URIKRT
POST /v2/{project_id}/scm/cert/{cert_id}/supplement

o SHIHMA

e TRk SR R
project_id = String IRHID,
cert_id = String uFHID,
EXIER
BERSH
2% EEUE SR ()5
ori_sans 2 String S 2P ERYPERIMT NN
Ao
LSTES MG, ELL
47 PR
1
example.domain.com;example.
domainl.com
add_sans & String ZigZ BB EIEANAYPT hNiE
o
LG NS MIER, B
“7 R
=~
example.domain2.com;exampl
e.domain3.com
email & String BXZ A HBFALBLL
)AL
=25t
2 =A% ST ik
request_info | £ String BRER,

BNl

ANTRLAFRIE 1 N0t “ example.domain.com” J345l,
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o iEKEEA
{
"ori_sans": "abc.com;xyz.com",
"add_sans": "example.domain.com
"email": "example@xx.com"
}
o IRAES
{
"request_info":"success"
,
"error_code": "SCM.XXXX",
"error_msg": "XXXX"
}
NN
£6-25 R RAPIREIFIIEEIRE
7= 6-25 K&
RSB Ei ) ARZI5BE
200 OK BEREM
FEREE, BEERE,
6.1.21 EiEHFEIHER
ThEEN 4R
BOHBRIHER
URI
e URIER
GET /v2/{project_id}/scm/cert/{cert_id}/domain-verify
o SHIHEA
e B Wik SRR ik
project_id = String ImAID,
cert_id =2 String uFEID,
EXRIEE
B3RS
7

MAERRAS 09 (2023-12-29)

WRIERE © EARITERARERAF



https://support.huaweicloud.com/api-ccm/ErrorCode_0.html

IEREIERSS

APl &% 6 ;75E API
IAGEE
VeSS
2% BEWI% SHRE (i35
domain_name 2 String a1 1
domain_email = String 12 HRFE
record_name g2 String FHIEHE
record_value 2 String 1ICR{E
record_type 2 String ICREKE
domain_method g2 String JGUEERY
applicant_email g String ERiBHBFE
auto_dns_auth 2 boolean =EBENEIE
ANl
{
"domain_name": "huawei.com",
domain_email": null,
record_name": "_dnsauth. huawei.com",
"record_value": "202305150000002aurxma1tun2fgzz0jbs9h5lsekf8gloq57mbs78m9jist465m",
"record_type": "TXT",
"domain_method": "DNS",
"applicant_email": "huawei@huawei.com",
"auto_dns_auth": true
}
NG
x WSIDHIRANZAPIREIRYIEFEIRESH
% 6-26 JRTSAT
R 4whS R
200 OK BREK.
SEREE, BE2EIRE,
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TR EERS
AP &%

7 X BRAOZANIR

7 I PRFIFRANIRN

7.1 BPRAR B AA

SZIFHIRARIN

NREFEXNCFIAENIEPEIERS ( Cloud Certificate Manager, CCM ) #47
BANSORETE, EeJLUMERFE—BMIMERSS (Identity and Access
Management, IAM ) , MRERKSEEZREEHBENENR, FAEEZCEIRZAIIAM
BR, SaEAED, FnEERCCMBIEEINRE.

BIANBRT, FENAMBRREEUNR, BEEEEINABRE, FERPAER
FRESEA®, FaeERPEPRIBFRISHENAIR, X—TEMIIRN. &Y
&, BRHALETEARRNZIRSHITERE.

PPREIERINAEHIERE, DHBEHREE. AELURSHNE, RIAMRAEAL
—HPiRIER A9 TAFERAEE XA BRAVFEALZ ZALE o SRESLAAPIZ O IR EH TR
oy, RINENEH, AILUWSIHEIRNMEE. SRMEG, seBHEE I REN
HHIRZEEEER,

(mEgL

INRIEE Ao 252 FEAMEORNRIERIR, 15ER%S.
S EEREZONBRNE, MNRFERAKS TIIAMBR&ZRAPIEKET, iZIAMA
P RBE & RRZEOREZENNIR, BN, APIEREEREW . SMEOREZEIN
IR, S MEORMMAMSIITEXIN, RBEALIERKIHEP IS SRR R AT
REE, ZAPARERINERIZEO . i, BREAREOREE=RSEYIE, 3B

ARXNMAMAP#HIE FRIRIESR B E RIF “ecsservers:list” AUIEINIR, ZEO A
BERARLII .

REOSRAFBIEELEE, NRRARRABEENER, SBRTIeEE
BN, FHBITARFAET OE RS TR . SR
SAPHERSL, FEAURBIESEBATT

o IR SUSIELEIURIE

o XIMAPHEO: EENEMTIREAAPIED.

o IENIN: BEMNFKEPZIEFIAction, FEBEEMNRIEFRIActiondhE NN,
BT LASCHRANIRRS R AT BRINAE o
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IEREIERSS
APl &% 7 B PRFNFFEAIN

o {KERRYIEAIN: BPHActionfFIEXIE BACtionAIK S, FESKIHAIActionEITE
NIERRIR, 7 BESEEIXS N AV PRINEE o

e IAMIKE (Project)/{&\IRE (Enterprise Project): BENFEIASICEE, BF
IAMIRB S1IRE . BACEENRRINSZIFAMIREMEWIRE, FRRERIR
SIMAIBEEN KRS, ALEIAMAIC SRR RS PE B AEENRFFER. 1
ROEIHIAMIRE , AR, FRNEEEIAMASEREPESSGFER, W
RERWESEREN, WiZBEXKEAER .. xFIAMIMBSHEIIRBENX
3, FEEEN: IAMEREENXS,

(1] 5288
V7 REEE, X7 RRER
IEBEERSS (CCM ) STHFRYE B SRR IEANINAN T A :

o SSLIFHEIE
o FABIEER

7.2 SSL FHETE

v3 EOEIIER
BR XIRZAPHEO IR a9 | IAM | 22Mk
(Action) | IR g | |8
(Proj | (Ent
ect) | erpri
se
Proj
ect)
FTFUE | GET /v3/scm/certificates scm:cert:lis | - i X
ByIFE t
SREGIE | GET /v3/scm/certificates/ scm:cert:ige | - i X
HiFtE | {certificate_id} t
RUBRIE | DELETE /v3/scm/certificates/ | scm:cert:de | - v X
+H {certificate_id} lete
HEXIME | POST /v3/scm/certificates/ scmicert:p | #EXZE Vv X
B {certificate_id}/push ush CDNRT,
a0 g
IR
cdn:config
uration:qu
eryHttpsC
onf
SANIE | POST /v3/scm/certificates/ scmicert:u | - v X
B import pload
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IEREIERSS

APlI &% 7 RPRFNIEANIR
PR XTRZAPHEO EUR REEE | IAM | 2k
(Action) | IR mB | mE
(Proj | (Ent
ect) | erpri
se
Proj
ect)
EHF | POST /v3/scm/certificates/ scm:cert:d | - v X
+ {certificate_id}/export ownload
v2 EORERER
R XIRZAPIEC] IR KA | IAM | £k
(Action | IR e | H
) (Proj | (Ent
ect) | erpri
se
Proj
ect)
BHfEE | GET /v2/{project_id}/scm/ | scm:cert:lis | - i X
ES certlist t
BHiFIEH GET /v2/{project_id}/scm/ | scm:cert:g | - v X
JES = cert/{cert_id} et
HiFEH GET /v2/{project_id}/scm/ | scm:certTy | - v X
PR | cert/product pe:get
EEIEH | GET /v2/{project_id}/scm/ | scm:certPr | - i X
aaiElE product/{product_id} oduct:get
EGEERIE | POST /v2/ scm:cert:ca | - v X
{project_id}/scm/cert/ ncel
{cert_id}/cancel-cert
WISEIEH | POST /v2/ scm:cert:p | - i X
{project_id}/scm/cert/ urchase
purchase
BiFIEH | POST /v2/ scm:cert:co | - i X
{project_id}/scm/cert/ mplete
{cert_id}/complete
{RFHIE POST /v2/ scm:cert:co | - v X
IFBEE | {project_id}/scm/cert/ mplete
REE {cert_id}/save
1ZEYEIE POST /v2/ scm:cert:co | - v X
IFBEE | {project_id}/scm/cert/ mplete
REE {cert_id}/read
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SIEREIERSS

AP| & 7 B PRFNFEEAIN
PR XIRIAPHEC IR IR | 1AM | £k
(Action |Im mE | I8
) (Proj | (Ent
ect) | erpri
se
Proj
ect)
BMGES | PUT /v2/{project_id}/scm/ | scm:cert:e | - v X
cert/{cert_id} dit
MRRIEE | DELETE /v2/ scm:cert:d | - v X
{project_id}/scm/cert/ elete
{cert_id}
TEOIEB GET /v2/{project_id}/scm/ | scm:cert:d | - v X
cert/{cert_id}/cert_file ownload
FEIAIE | POST /v2/ scm:cert:co | - i X
=2 {project_id}/scm/cert/ mplete
{cert_id}/info/{type}/
upload_authentication
BEIEE | POST v2/ scm:certire | - i X
{project_id}/scm/cert/ voke
{cert_id}/revoke
HEXIFF | POST /v2/ scmicert:p | HEXZE v X
{project_id}/scm/cert/ ush CDNHAY,
{cert_id}/push EBERM
ANTFE
Im:
cdn:config
uration:qu
eryHttpsC
onf
BigX | GET /v2/{project_id}/scm/ | scm:pushH | - v X
at=rd cert/{cert_id}/push-history | istory:list
HEIEH POST /v2/ scm:cert:u | - v X
{project_id}/scm/cert/ pload
upload
REECSR POST /v2/ scm:cert:co | - v X
{project_id}/scm/check-csr | mplete
HIEHIIN | POST /v2/ scm:cert:su | - v X
155 {project_id}/scm/cert/ pplement
{cert_id}/supplement
BGEB=FA DELETE /v2/ scm:privac | - v X
R0 {project_id}/scm/privacy- | yProtectio
protection/{cert_id} n:delete
SCHEhRZAS 09 (2023-12-29) RN © L ARITERAGRAS 322



SIEREIERSS

APl &% 7 SRFIIEANIR
\
7.3 FABIEBEE
FAB CA HHXEZORERER
PR SHRZAPIEO IR IIRE
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Project)
BlFECA POST /v1/private-certificate- pca:ca.create | x
authorities
BGELT XY POST /v1/private-certificate- pca:ca:restore | x
HHIBRCA authorities/{ca_id}/restore
HigFAT | GET /v1/private-certificate- pca:ca:get X
CA¥IE authorities/{ca_id}
ERFAE | GET /v1/private-certificate- pca:ca:getCsr | x
CA CSR authorities/{ca_id}/csr
BEiHFAT | GET /v1/private-certificate- pca:ca:quota | x
CAFECER authorities/quotas
SHFAE | POST /v1/private-certificate- pca:ca:export | x
CA authorities/{ca_id}/export
HERFAE DELETE /v1/private-certificate- pca:ca:delete | x
CA authorities/{ca_id}
ZHIAE POST /v1/private-certificate- pca:ca:disable | x
CA authorities/{ca_id}/disable
BRiHE POST /v1/private-certificate- pca:ca:enable | x
CA authorities/{ca_id}/enable
MEFAE POST /v1/private-certificate- pca:ca:active X
CA authorities/{ca_id}/activate
SN CA POST /v1/private-certificate- pca:caiimport | x
authorities/{ca_id}/import
HiGFAT | GET /v1/private-certificate- pca:ca:list v
CA%IZR authorities
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(Action ) (Enterpris
e Project)
&EigfAB | GET /v1/private-certificates/ pca:cert:get X
IEPI¥E | {certificate_id}
fRHTFATE | POST /v1/private-certificates/csr/ pca:cert:parseC | x
UEFHCSR parse sr
EXFAE POST /v1/private-certificates/ pca:cert:export | x
uEH {certificate_id}/export
EiHFAT | GET /v1/private-certificates/quotas pca:cert:quota | x
IEHECER
BUiEEFAT | POST /v1/private-certificates pca:ca:issueCer | x
IEH t
ME*FAE | DELETE /v1/private-certificates/ pca:ca:delete X
P {certificate_id}
RiHfAE POST /v1/private-certificates/ pca:cert:revoke | x
uEH {certificate_id}/revoke
{SFEFHCSRE! | POST /v1/private-certificates/csr pca:ca:issueCer | x
EFABIE tThroughCSR
B
BEiEFAT | GET /v1/private-certificates pca:cert:list v
PR
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200 OK BKEk.

202 Accept ESRERK, SRRREL, TRIMES
SHEIRGME

204 No Content BEREKY, TREIRE.

300 multiple choices SRR RFES A EEEAIIERA

400 Bad Request BRSHEIR

401 Unauthorized BN NEREZAFPEMENE.

403 Forbidden IRSZ[RELIERBER, (BERIELERITE.

404 Not Found BEAFE, BFEARHE

405 Method Not Allowed | iERIEERITSIEREITIF o

406 Not Acceptable AR5 2R A B RV R AR Fim TS

407 Proxy Authentication | FBF&/RE SBfERARIEIRS HTIGIE, X

Required MHIEKR T SAIE

408 Request Timeout 1EKBH 7RSS ESHIEFATE

409 Conflict TIPSR, BERLERTTH .

500 Internal Server Error | BRSSAIEREIR .

501 Not Implemented BRKRTT . BRSBEEAIFIMEKRAIINEE,
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502 Bad Gateway IBRAKRTTR . BRSZEEM EiFiRSSEsEI—1
ToXHINIRE o
503 Service Unavailable | iE3KKTHk. RABINEE.
504 Gateway Timeout SHBRT o
ABUEREERRED
RSB A5 RASER
200 OK EREII,
201 Created BUEERANERTEI .
204 NO Content AT, TMRNGE SR
400 Bad Request BRSHEIR
401 Unauthorized AR5 imtE B = FinFriR A I E B A i
FIEE
403 Forbidden IRS5EEEIEMRIEK, (BRIEENITE.
404 Not Found RIERFE, BFEKRKE,
500 Internal Server Error | IR AIEBEEIR -
A.2 {HiIRf8
A.2.1 SSLIFBEIERIRT
BEZRSBERBIESNAPIEERFD .
KRB =G HEIRED A L i
400 SCM.0003 Tenant has no | HPTEIRME | BRIFECRIES
privilege. FEFECSH
U
400 SCM.0005 Incorrect BRSHER | BESIERIEK
request S
parameter.
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400 SCM.0006 The uploaded | HEIEHEN | B HEESSARIE
certificate ARIEFf B
failed to be
resolved.

Ensure that
the uploaded
certificate has
been issued.

400 SCM.0008 Abnormal FPRESRE | BESIERIED
certificate ID ws

400 SCM.0009 Failed to WERRYER | BEEEIEE
upload the 2, HEEW | R9ES
certificate
because no
domain name
is bound to
the certificate.

400 SCM.0010 This operation | IEFREEY | IBEEIEBANES
is not allowed | BMRSAIZHF | KBS EEFIES
by the current | ItHIR{E KSHREBHITUL
certificate 2BE
type or status.

400 SCM.0011 The max HEIEPIER | BARYALRIMIE
number of HECFXE | B
free BRAE, A Bedk
certificates for | £&i7i0
the current
user has been
reached, and
you cannot
continue to
purchase free
certificates.

400 SCM.0012 The uploaded | EIEFASERENT | BIEEIERANIED
private key AIEFf, 1B | FASH
failed to be RESEEA
resolved. uEH
Ensure that
the certificate
has been
issued.

400 SCM.0014 The uploaded | HfEUEPFIFA | IBEEIEMRANIES
certificate $AAPTHC FFA5H
does not
match the
private key.
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400 SCM.0015 The number | EEFHEHE | BLERZZFZ
or format of | SIS | HHRZIEH
domain SCUFRERA
names —X
entered does
not meet the
requirements
of the your
certificate.

400 SCM.0016 Failed to ITBRRE BRI
order.

400 SCM.0020 Incorrect IFBIDEER BEEIEHED
certificate ID. ws

400 SCM.0023 Modify key (B EIR BRARATHHE
format error.

400 SCM.0024 Modify value | {EXABEIR | BRARATHE
format error.

400 SCM.0025 Exceed the B PRER IFPBHERY
limit

400 SCM.0026 Revoke cert W ERERE | BHERARS
error

400 SCM.0027 Have no FHERXRE |iBRARHEEREERE
revoke reason | 5§

400 SCM.0028 Push cert IEBHIXRE | BRRRAS
error

400 SCM.0030 Certificates BAIFE | 1BIESIERIHEX
cannot be XIRSSEE RS
pushed to this
service.

400 SCM.0031 Certificate WEBETSE | B LEERISED
parsing error.

400 SCM.0032 Incorrect IEPEFREIR | BESIERANES
certificate 2R
name.

400 SCM.0033 Csrnot bind | CSRER4PET | BAEEREZM
domain. -4 csr

400 SCM.0034 Csr parse CSREEHTRE | BWIASECsr
error.

400 SCM.0035 Csr domain CSRigZ 5 | BiRFEE—H
not match PN R NUTT

input domain.
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400 SCM.0036 Domain HEHES5FT | BWMAEHEEN
number not RN U 153
match
product.

400 SCM.0039 The updated | EHTHIECENZL | BMIA EFRBVECER
quota value | BRRAKTE | HE
must be BIE{FAAYED
greater than | Zi#E
the currently
used quota.

400 SCM.0042 Cert has B EIZHA BAE HESIZHEA
expired. A9IEH

400 SCM.0044 Permission BIRAE 1B | 1B5IREUR
denied,please | KEX{OMXPR
obtain {0}
permission.

400 SCM.0049 Cert brand FBRESE | BRAIEBmE
error.

400 SCM.0050 Cert type IFBEBRE | BRAERITES
error. Bt

400 SCM.0051 Domain type | HZEREE | BSimAEMHOES
error. it

400 SCM.0052 Cert effective | IFBBEYES | BWANIERIGER
time error. ==

400 SCM.0059 The certificate | IERFAPARZT | BEEZIRGIE
private key is
empty.

400 SCM.0060 Order number | iTEEHERE | BHATLHANITE
error. M=

400 SCM.0061 Region regionB#F | BN IEHR
parameter =) region
error.

400 SCM.0063 Duplicate HEZES BRATEENE
domain error. 4

400 SCM.0064 The order is ITRIEERNE | BAEEE TR
executing. =s

400 SCM.0065 File size NEXNET | BN IERA/NY
exceeds limit. | PR&! N4
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400 SCM.0066 Current WEBIEAEE | BREZRLE
domain type | A3ZIFHEUE
not allowed {E
to operate.

400 SCM.0067 Sans changed. | SAMINEE | BEAEHRAIHI

HIE It

400 SCM.0068 Unsupported | BEASHREX | IBEARARF
region. FliZRegion

400 SCM.0070 Incorrect HEEBIEE | BEEERIED
format of the | f&XEEIR
domain
bound to the
certificate to
be uploaded.

400 SCM.0072 SCM does not | SCMEARZF | IBEARIEAIZHF
support this | HYIR{ESEEY
status.

400 SCM.0073 Help content | RETABIEIR | iBEINIEFRAIHRE
format error. SES

400 SCM.0074 Cert is not EBAREE | BHERARF
renewal paid. | ZBIRZ

400 SCM.0075 Invalid region | Tc&HIregion | IBMIANGIERY
id. id region id

400 SCM.0076 DIGICERT DV | DIGICERT DV | iBEXARZIRALIE
basic not basiAEBARZ
support to FLELER
renew.

400 SCM.0080 Required WIEIERSH | 1IBRAIE=EIESH
param cert_infoA= | 58
cert_info is
null or empty.

400 SCM.0081 Required WIRIEREH | IBRAIEZAIIES
param cert_infoAx | R
cert_info is
null or empty.

400 SCM.0082 Invalid THSE BRASEREN
validity_perio | validity_perio
d, should be |d, #A12
12.
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400 SCM.0083 Required WEERSH | BRAFRATZHE
param first_name}y | &
first name is | =
null or empty.

400 SCM.0085 Required WEIERSH | BRATATZHE
param phone | phoneg%s 3
is null or
empty.

400 SCM.0086 Required WEERSH | BRAFRAZHE
param email | emailAZ tH
is null or
empty.

400 SCM.0095 Run BREIR, B | BREEREATES
RmsApiContro | FBiZORT#R
ller failed.

400 SCM.0101 The cert not | ZEPAZIF | IBEKEZRGE
support to RREIEAE DN
auto deploy. i

400 SCM.0102 This resource | BEEHBE | BAEEEIRE
has been HAEmhE R
open to auto
deploy.

400 SCM.0103 This resource | FBARFE BAEREAEFE
is not exist. AYZER

400 SCM.0104 This region is | A3Z3FAY BAEIREAS S
not support. region AYregion

400 SCM.0105 The cert has | IEBXEAEIFF | BEHARZIRAIE
associated the | BZIEAEENE
auto deployed | &R, 55
resources. XA EZIHE

Sl

400 SCM.0106 The resource | FRIFZZ5IE | BN 1EFBRYESZ
domain is not | PiFZAITHE
equals the
cert.

400 SCM.0108 Domain WEERAEE | BEAEREE
format is
invalid.

400 SCM.0109 Cert chain IEBHHEY | BERERATE
length must | ZRATF1
be more than
1.
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400 SCM.0201 Failed to push | #Ei%sN, BEAARE IR
to ELB. ELB error
message:
400 SCM.0202 Insufficient ELBEIREARE | iBECEELBINR
ELB
permissions
400 SCM.0204 ELB does not | ELBEANYF | BiEiFEMSZIFMY
support this ltbregion region
region.
400 SCM.0211 Failed to push | #E%5EM, BIAREIRAIE
to CDN. CDN error
message:
400 SCM.0212 Insufficient CONHRAE | iBBCECNDIXR
CDN
permissions
400 SCM.0221 Failed to push | #Ei%sN, BARERAIE
to WAF. WAF error
message:
400 SCM.0222 Insufficient WAFRPRAE | iBEcEWAFIR
WAF
permissions
400 SCM.0224 WAF does not | WAFEARZIF | IBIEREMIFN
support this Ittregion region
region.
400 SCM.0225 Insufficient WAFBCEIAE | IBIARZEIRACE
WAF quota.
400 SCM.0301 Tag is not FRERILE! BEARE IR
found.
400 SCM.0302 Tag quota is | {rEECEUAE] | IBAERINRE
upper limit. LR
400 SCM.0303 Match tag REECEIR | IBRINEIERS
invalid.
400 SCM.0304 Field action is | action=FERE | BEARZIRIE
error. =
400 SCM.0305 Tag value is | ix&(EIEXE BRAARRIRE
invalid. (=]
400 SCM.0306 Tag key is FREHEIEE BRASERIRES
invalid. g2
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400 SCM.0309 Tag value FEEKEIE | BRAKESZEN
length is % REE
invalid.

400 SCM.0310 Tag key FEEKEE | BRAKESZEN
length is E InSgE
invalid.

400 SCM.0311 Tag key listis | #r&SHHIFRIE | BRAGEAIIRES
invalid. % #251%

400 SCM.0312 Tag value list | ix=HMEFIFRIE | BRWASERIIRE
is invalid. A EL7IESS

400 SCM.0313 Tag list is REFIFRIEE | BMASIEIRE
invalid. SIIES

400 SCM.0314 Match ILECEEIR B RERAIE
resourceld
invalid.

400 SCM.0318 Tag limit FREEFmit | BWMASENSH
invalid. SHARE

400 SCM.0319 Tag offset REEIE BRIASIERSEH
invalid. offset=2#43E

e

400 SCM.0321 Invalid param | 2#sys_tags | IBMASIZRNSE
sys_tags. e

400 SCM.0323 Invalid tag FEERNRE | BRAGENSH
parameter. 28

400 SCM.0401 Gm cert is not | RZIFHEXE | BEERASS
support to be | ZiEH
pushed.

400 SCM.0403 Encrypt certis | INFERARZ | BWASIZRES
not sm2 EZSM2E5%
signature
algorithm.

400 SCM.0501 The S¥ATAT | BEHF
parameter WESHE WAF/CDN/ELB
cannot be =, BanXxZ
null or the =
parameter is
wrong.

Currently only
supports:
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400 SCM.0502 The certificate | IEBIDIFIFRA | IBMAFRSHTHIE
ID list cannot | AJ A= FidyE
be empty.

400 SCM.0505 Parameter SHEIR, & | BRAKEXTO
error, HAnullsk® | WNF51R951FSE
parameter is | FIFRK/EBH
null or its list | SBE
size is out of
range,
additional
info:{0}

400 SCM.0506 There is no ZHEFPTAE | BERERATIS
corresponding | TEXIRZIEFID
certificate ID
under the
tenant, and
the set of
certificate IDs
that cannot
be found:{0}

400 SCM.0507 The list ZIRSHAR | BRMALEENS
parameter OjFEEET | ¥
cannot have =
duplicate
elements

400 SCM.0508 Parameter SHEIR, L | 1BRASZTES
error, the TERBARZE
following EHEHER
certificates do | J&
not support
querying
deployed
resources:{0}

401 SCM.0092 Decrypt jwt BEIWT BRI
token failed. tokenZkIl

401 SCM.1000 The token of | iEKPEFHHY i5ESFHfitoken
the request Token;&BE
fails to be IHIAIEEEIA
authenticated | iF5M

401 SCM.1004 Failed to BEFRXREBER | BHEEAN
apply for OBT. &/\/LJ, 1g§'6

=2)-UN
401 SCM.1009 Your account | KPR BHEREERMER

is restricted.
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401 SCM.1010 Your account | MRS, BERREIERER
is frozen.

401 SCM.4002 You do not SRR A BERERSERRIN
have Bo TRDREE | ZREE
permission to
perform this
operation.

403 SCM.0001 Service is not | RSB FRFFIK BRI
open.

403 SCM.0002 Incorrect FBFIDEEIR BEBIERSX-
tenant ID. Auth-TokenPTECHY

projectld

403 SCM.0040 The max LHRIERPRE | BELEUIREIE
number of HHEEER | B
free KEIRAE,
certificates for | NRELALENISE
the current BERIEB
user has been
reached, and
you cannot
continue to
purchase free
certificates.

403 SCM.0322 Invalid user FiFtokeniE | IBEARZIRAMIE
token, user %, X8
role don't op_servicef
contain &
op_service.

404 SCM.0069 No projects MEA=FE BIEEFENIE
found.

404 SCM.0094 Resource not | FRIkZ&EE BRI A IF
found.

500 SCM.0004 Fail to get ca | iB5kcaiZOE | IBBARBAZIF
response. HEEIR

500 SCM.0007 Failed to IERTEEW | BEARERE
download the
certificate.
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500 SCM.0013 The uploaded | EfEIFHERE | BESIERINIED
certificate WALE, 15 | &
chain failed to | HB{FEEEE
be resolved. RUFP
Ensure that
the certificate
has been
issued.

500 SCM.0017 product FrmiaiR IBEAR AT
wrong.

500 SCM.0019 CSB response | CSBEIZAM | IBEARIASIF
error.

500 SCM.0037 Failed to WEBINEEY | BB EZRGTE
encrypt the
certificate.

500 SCM.0038 Cert decrypt | IEBMBREEXW | BERREAIF
fail.

500 SCM.0062 DNS query DNSEfLM | BRI IF
fail.

500 SCM.0071 SCM does not | SCMASEIER | IBEARIE AT
support this | &jEEE
resourceType.

500 SCM.0087 Request cert | ERIBIEBAW | iIBEARIARIZHF
failed.

500 SCM.0091 Connect jwt | EERIWTER | BERATIS
server failed. | 2885

500 SCM.0093 Invalid jwt TRHIWT BRI
token. token

500 SCM.0097 Encode next | INZnext BEREALE
token failed. tokens I

500 SCM.0098 Decode next | fil#&next BRI IF
token failed. token&

500 SCM.0099 Invalid TEdomain | IBIASIEEY
domain id. id domain id

500 SCM.0100 UnKnown RIEEIR BRI
error.

500 SCM.0203 Failed to push | ELB#EIXLM | iBEBARZRALE
to ELB.

500 SCM.0213 Failed to push | CON#EXEN | iBEXRZIRALIE
to CDN.
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500 SCM.0223 Failed to push | WAFHEIXRI | iBEARZIRALIE
to WAF.
500 SCM.0324 Calculate ITEERLW | BRI
digest failure.
500 SCM.0402 Encrypt cert | IIZIEBARS | BAREAF
content or FAB AT
private key is
null.
500 SCM.0504 Service RS AEREE BEARRIARZHF
internal error, | iR, BRI
please ARHF
contact
technical
support.
500 SCM.4001 An error REVARERR | BIARERAE
occurred PUEEREW
when
accessing the
PDP API.
A.2.2 FABIEEEEEIRD
B RS HEIRGIES WAPERRFL
RSB BiRE HIRER A A IR¥ETE
400 PCA.0002000 | Incorrect ST BRABASEHE
1 parameter. BHIEMH .
400 PCA.0002010 | Incorrect IEBH—MHIR | BRIASE
1 certificate TEBIRTEH - distinguished_na
distinguished meFFIEFER 2
name. BEEEXK,
400 PCA.0002010 | Invalid key ZIHRETL 1.5_16%»)&&%)% A
2 algorithm. ¥, BEisdF EIEH .
Only RSA2048.
RSA2048, RSA4096.
RSA4096, EC256 52
EC256, and EC384.
EC384 are
supported.
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400 PCA.0002010 | Invalid BREHEHRE | BRARANES
3 signature T, Bl | BHEREEES
hash $SHA256, 2]
algorithm. SHA384}%;
Only SHA256, | SHA512,
SHA384, and
SHA512 are
supported.
400 PCA.0002010 | Invalid BRHAEE D, | BRIABARNER
9 validity period | SEEIX, B | HAEEREERS
type or value. | BUSZ#FRELN | IEff.
Only year, F. B. Ho
month, or day
supported.
400 PCA.0002011 | Incorrect 12 TR BIIAMNIESZ
0 domain KEE[1,64156E
name. A, HEFEESE
o,
400 PCA.0002011 | Invalid IP. PR, Bl | iBHAIPHEILERFS
1 Enter an IPv4 | SZ#FFEIPv4 | IPvARRT
address. FAIIP,
400 PCA.0002011 | Invalid WFPEREA | ERALEEUES
2 alternative BFRAYZEELL | IPELDNS,
name type of | %, BaIZ#F
the certificate | IPA&ZDNSZE
subject. Enter | B!,
an IP or DNS.
400 PCA.0002020 | Invalid CA ID. | CARRST, | BMNIEMRIICAYR
1 Valid CA IDs | BUERHFEIE | 5.
use a MZRIRZL
hexadecimal [0-9a-f]1{8}
XXXXXXXX - (-[0-9a-f]{4})
XXXX=XXXX~ {3}-[0-9a-f]
XXXX- {12},
XXXXXXXXXXXX
format.
400 PCA.0002020 | Invalid CA CAREIEX, | BEMIABALICAZE
2 type. Only BB BIERIEM, CAZE
root CA and ROOT=E BYEBERA IR
subordinate SUBORDINAT | ROOTe&
CA are E SUBORDINATE,
supported.
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400 PCA.0002020 | Invalid CA CARRRKETL | BFABNBICAR
3 path length. | 3, EUEEE | RE2&IEH, CAI
The value [0,6]. REUESERE[0,6] -
range is [0,
6].
400 PCA.0002020 | Invalid CRL EBmREYIE | BRERAIES
4 configuration. | BEEETLM o miFSIRIERD
1Effa, EFROBSHE
ZFR. CRLIM{EZ
RN B EHAEE
SeEl[7,30].
400 PCA.0002030 | Invalid FBRST BHEABIIERAYIE
1 certificate ID. | %, BUEE#® | BHS.
Valid EIENZFRIE
certificate IDs | =,: [0-9a-f]
use a {8}(-[0-9a-f]
hexadecimal {41H{3}-[0-9a-
XXXXXXXX- f1{12},
XXXX=XXXX-
XXXX-
XXXXXXXXXXXX
format.
400 PCA.0002040 | Incorrect IFRERIEKR | BEEITERERE
1 certificate T KEBIEH.
signature
request.
400 PCA.0002040 | Incorrect BT, B | BERERAIS,
2 certificate. BERBAT
Please o
contact
technical
support.
400 PCA.0002040 | Incorrect IEBHL. | IBEARAIIES
3 certificate PEEFEEK: 1.
chain. BXZEIEH, BT

APIIERAT, BE
{é% “w » EE “\r ”»
RERITRF; 2.
IFPHEEREE, -
BEfR/D—LEch|E]CA
uEH, HEPUIRA
7. HECA>.>1R
CA,

MAERRAS 09 (2023-12-29)

WRIERE © LEARITERARERAF

339



IEREIERSS

APl &%& e
RS =i=B HIRER iR A IBIE e
400 PCA.0002040 | Invalid status. | JRELK, & | BEABRHMRE
4 The status BISZIPIRES S | B, HEisdFaoik
can only be FE. B | MER: FEE
Pending &, BEZH. (PENDING ) . B
activation, efiiEked | BE
Activated, H, (ACTIVED) . B
Disabled, ZH
Pending ( DISABLED ) .
deletion, or (il 1=
Expired. ( DELETED) . B
12 HA
( EXPIRED)
401 PCA.0000010 | Access BRI BERIBANNIR
1 Denied. No =3
permissions
granted for
this OBT.
401 PCA.0001000 | Incorrect X- HkHeaderh | iF8E: 1. EF
1 Auth-Token in | B9X-Auth- BRRGE—BDIAILE
the request TokenZc o RS (1AM ) 1248t
header. A9EO, FKREXAY
token; 2. token
=ERCUH., &
BLLEEHRIBER
RO, 1BELR
BRI,
401 PCA.0001000 | Account RS EHR BRI AT,
2 frozen. Please | 45,
contact
technical
support.
401 PCA.0001000 | Access denied. | IkSZ[E, A 1.5_16%»)&%%%7.5;_
3 Real-name BEREAMRS | TERINIE. 28
authenticatio | RINESRER | RZR, EREER
n failed or %, BRI,
account in
arrears.
401 PCA.0001000 | Insufficient KSHPRAR BRI S SRR
4 permissions. | Bo INKSHPR, &1
Contact REERIBEARIAR
administrator. SRR
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403 PCA.0000000 | Obtaining RS AERREY | IBEARIARSIT
6 OBS buckets | JIRIFEIEE
failed. Please | iR,
contact
technical
support.
403 PCA.0003000 | CA or CAZLEPH=E | BHEBECIZEMICA
1 certificate BHECERR 2 EBANIEREL
quantity #lo EERH/IKERK
exceeds H. IRFERS
quota. WME, BEEEA
~§Fo
403 PCA.0003020 | Operation not | HEPIKEARF | CASERBEARRM
1 allowed in the | T AIER STEreiFiiTas
current status. | {E. ? MEBIRT, B
} RERVSRS:
Z2HCA: CAYK

?5%9&? EE
“EE” Eﬂlﬁ,ﬂ “4*
=, 2. BACA:
CARESELT E
ZH “RE; 3.
BRIBSRCA: CARE
FJUTF “FHE
“EE” E,;_,:_ﬁ—jm “4*
;4. tRECA:
CAREEELTF
‘SR KE;
5. SHCAH
CSR: CARSEE
RF7 %, &R
= EHCAIE
B CA%%??%E%
F’ EEE ‘57
EQHH R

7. BUECA: CAYK
S SEENTF “F-

&7 KT, 8. H
1E1IE:F5 LRECAIR
SHEBLTF “ E,Eﬁl
&7 ORE; 9.
HiEH: liE:FWt
FELT Eté
2 IRE; B
RIS 1¢F1)35Eﬁ¢
I;Klllﬂ R, 1ﬁﬁfg}§
AR5

MAERRAS 09 (2023-12-29)

WRINPTE © HARHTERABRA

341



IEREIERSS

APl &% A B#=R
RS ERS HIRER iR A IBIERE
403 PCA.0003020 | CA or MR EBR BRI .
2 certificate &, BRTEE
frozen. AN FBIFELAD
Contact 12BIE,
administrator.
403 PCA.0003030 | Certificate WEBHIRAS | MRS NCAIEHRAT
1 public key FABARICED, | BEAEIRIER,
and private BIEEEMIEBH
key does not CSREBZMIZCA
match. SEHAICSR,
404 PCA.0003010 | CA or CASGIEBAF | ISHIACATGERE
2 certificate is =, ZiEE,
not found.
404 PCA.0003010 | Issuer CA is BERCARE BAEENE A
3 not found £, TESE | CABRAEHBR
w#H. Ejj “BRE” K
500 PCA.0000000 | Unknown RSAEPHET | IBEARRAIE.
1 error. Please | RIRBIAYEE
contact =
technical
support.
500 PCA.0000000 | Parameter IRBHEBSE | BEEREAZE.
2 processing RETREEIR .
failed. Please
contact
technical
support.
500 PCA.0000000 | Certificate IRSWERIES | BEARRAIS,
3 processing RMIBENR
failed. Please
contact
technical
support.
500 PCA.0000000 | Key RSBAEPER | IBEARRARIT.
4 processing ERERIR
failed. Please
contact
technical
support.
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500 PCA.0000000 | Authenticatio | fRSBAEPEN | IBHKEEATF.
5 n failed. QIBEEIR

Please
contact
technical
support.

A.3 3REXINH ID

EF API 3XEXINH ID
InH DA LAEE A AE I ERE FHIB (S 2 APIBREL

SRENINB DAY “GET https://{Endpoint}/v3/projects” , EA{Endpoint}AIAM
RIETR, JLUAMBRINZRIET R EOANAMEENIES IIAIESER .

IMAREIENT , Eprojects TAY “id” BIAIREBID,
{

"projects": [

"domain_id": "65382450e8f64ac0870cd180d14e684b",
"is_domain": false,
"parent_id": "65382450e8f64ac0870cd180d14e684b",

|||||

"description™: "",
"links": {
"next": null,
"previous": null,

"self": "https://www.example.com/v3/projects/a4a5d4098fb4474fa22cd05f897d6b99"
h
"id": "a4a5d4098fb4474fa22cd05f897d6b99",
"enabled": true

}

1

"links": {
"next": null,

"previous": null,
"self": "https://www.example.com/v3/projects"

}
}

MIZHI SIRENIRE 1D
ERREONIR, BHURFEEENRBRS, AUSESRIEITERS. HE
RSHKENS BT
. BREEEHAE.
2. BHEAPE, ETHSIRTES “HRITE .
3. £ “APIEIE” REMMBZIFEFEERAID.
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SIEREERS
AP B A BFF

A-1 EFINH ID

HRUTE APIEIE @
| apissiE @ TRLATES, ANFRETTRRMIESES, BasEs
wiREE
AFE S
= o S g
R
RAD = BWA = PR |=
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B ZiTieR

pZi=:1 (&2t ER
2023-12-29 BRERXE
RIFTERIBSIERET, HESH
“domain_method” ##iA,
2023-11-27 FIUREX &
S BEXEEEST.
2023-11-09 FEREXES
TAEBTRECAZ T S EIHIA .
2023-05-22 EREX R
RIFRSSLIEPEEIRD
2023-05-16 FERREXE
HEEEEERIEERED
2022-08-24 FBIPRIEX A
RIFFFAGIEBIEIRIG
2022-03-25 FE=REX KR
o FEFFABIEBEXAPIREE,
o FMIBFABIEPEIRGBINE,
2022-02-16 FIREX A
I “EENERIIR" BT, FESH
588 .
2021-09-22 F—REX KR

MAERRAS 09 (2023-12-29)

IRIERE © L ATITERAGIRAT 345



	目  录
	1 使用前必读
	1.1 概述
	1.2 调用说明
	1.3 终端节点
	1.4 基本概念
	1.5 API版本选择建议

	2 如何调用API
	2.1 构造请求
	2.2 认证鉴权
	2.3 返回结果

	3 API概览
	4 API说明
	4.1 管理SSL证书
	4.1.1 证书生命周期管理
	4.1.1.1 查询证书列表
	4.1.1.2 导入证书
	4.1.1.3 获取证书详情
	4.1.1.4 删除证书
	4.1.1.5 导出证书

	4.1.2 证书推送与部署
	4.1.2.1 推送证书
	4.1.2.2 批量推送证书
	4.1.2.3 部署证书


	4.2 管理私有证书
	4.2.1 私有CA管理
	4.2.1.1 查询CA列表
	4.2.1.2 创建CA
	4.2.1.3 查询CA配额
	4.2.1.4 查询CA详情
	4.2.1.5 删除CA
	4.2.1.6 激活CA
	4.2.1.7 导出CA的证书签名请求（CSR）
	4.2.1.8 禁用CA
	4.2.1.9 启用CA
	4.2.1.10 导出CA证书
	4.2.1.11 导入CA证书
	4.2.1.12 恢复CA
	4.2.1.13 吊销CA

	4.2.2 私有证书管理
	4.2.2.1 查询私有证书列表
	4.2.2.2 申请证书
	4.2.2.3 通过CSR签发证书
	4.2.2.4 解析CSR
	4.2.2.5 查询私有证书配额
	4.2.2.6 查询证书详情
	4.2.2.7 删除证书
	4.2.2.8 导出证书
	4.2.2.9 吊销证书

	4.2.3 证书吊销处理
	4.2.3.1 查看是否具有委托权限
	4.2.3.2 创建委托
	4.2.3.3 查询OBS桶列表
	4.2.3.4 启用CRL
	4.2.3.5 禁用CRL

	4.2.4 标签管理
	4.2.4.1 批量创建CA标签
	4.2.4.2 批量删除CA标签
	4.2.4.3 创建CA标签
	4.2.4.4 根据CA查询标签列表
	4.2.4.5 查询所有CA标签列表
	4.2.4.6 根据标签查询CA列表
	4.2.4.7 根据标签查询CA数量
	4.2.4.8 批量创建证书标签
	4.2.4.9 批量删除证书标签
	4.2.4.10 创建证书标签
	4.2.4.11 根据证书查询标签列表
	4.2.4.12 查询所有证书标签列表
	4.2.4.13 根据标签查询证书列表
	4.2.4.14 根据标签查询证书数量

	4.2.5 订单管理
	4.2.5.1 购买CA



	5 应用示例
	5.1 示例1：删除过期SSL证书
	5.2 示例2：自有SSL证书推送其他服务
	5.3 示例3：在线签发的SSL证书推送其他云服务

	6 历史API
	6.1 SSL证书管理
	6.1.1 购买SSL证书
	6.1.2 查询证书列表
	6.1.3 查询证书详情
	6.1.4 修改证书
	6.1.5 查询证书产品类型
	6.1.6 查询证书产品详情
	6.1.7 申请证书
	6.1.8 校验CSR
	6.1.9 保存证书信息
	6.1.10 读取申请证书填写的信息
	6.1.11 取消申请
	6.1.12 删除证书
	6.1.13 上传认证信息
	6.1.14 下载证书
	6.1.15 上传证书
	6.1.16 吊销证书
	6.1.17 推送证书
	6.1.18 查询推送记录
	6.1.19 取消隐私信息授权
	6.1.20 新增附加域名
	6.1.21 查询域名验证信息


	7 权限和授权项
	7.1 权限及授权项说明
	7.2 SSL证书管理
	7.3 私有证书管理

	A 附录
	A.1 状态码
	A.2 错误码
	A.2.1 SSL证书管理错误码
	A.2.2 私有证书管理错误码

	A.3 获取项目ID

	B 修订记录

