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3.1 HiEIEK

AN BUTFIEREST APIFIIER, FLUERIAMARSSHIZREYFIF Tokeni BBEN{aliE
FBAPI, iZAPIZREXEFToken, Token® AR FEABEMAPIRTER

EE R LA X MRS T BRI HIIS T RIEFEAPI: https://
bbs.huaweicloud.com/videos/102987 .

153K URI
1ERURIRAN T3P 4EA -
{URI-scheme} :// {Endpoint} / {resource-path} ? {query-string}
REBEKRURIEBEEBEKRBRELT, BASEESHERMBEKRENEKBEPEINE
BEe, FrLATELEER IS,
e URI-scheme:
FrRTEEERAIMNY, JBITEAPIIIRAHTTPSINY .
e Endpoint:
IEEFRERESTIRS In=HIARS RS HBZ P, FRERSZARXIEHIIENdpointAR[E,
SR LAM B X FNLRUmT5 RIKEY

FIENIAMARSSTE “Ledb-1b=M” XiFAYEndpointh “iam.cn-
north-4.myhuaweicloud.com” ,

e resource-path:

RIEREZR, tHEAPLAAEER . NEFAPIRIURIKELRIKEY, fIan “SRENER
Token” APIf9resource-pathi “/v3/auth/tokens” .

e query-string:
ETESH, D, HAEEMAPEIEEISH . EsfamsEE+s—"
27, RN “SHE-SHEME" , fIa “limit=10" , RREBFEBILI105K
i

BN EIRENAMAE “fedb-1bmPY” XigA9Token, MIFEEER “Hdb-1b=IN” Xig

RYEndpoint ( iam.cn-north-4.myhuaweicloud.com ) , FH7EZXENEHF TokenAJURIER
3 Elresource-path ( /v3/auth/tokens ) , HHEERII TR,
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https://iam.cn-north-4.myhuaweicloud.com/v3/auth/tokens

3-1 URI REE]

|hllr:s|:H|iam.cm—norlh—4.myhuaweicloud.com|PVSfaulhflokens|

| | I

IRI-scheme Endpoint resource—path

MR

FEEHE, T8 TERAPIRIURIERS, R&Hresource-pathEfsy, FHIBIBERAZEE—IC.
XEEURI-scheme#BEHTTPS, E—MRSZAIENdpointfEB— X t4EE, FrLAGELSRER
BIXFERD S

IBKDE
HTTPIERA L (BIRARIESENE ) , EHERRSIRERBERTALREAURE,
o GET: iBKIRSBESIREIEERIE
e PUT: EKRIRSHREFIEERIE
e POST: BEKRIRSBFING RSN TITIRIRIE
e DELETE: EKRIRSZHMFMEERTR, MMERIIRE.
e HEAD: iBKRIRSZEERIRELER.
o PATCH: BEXKIRSZHREHIFRIBOAS . SRFEAFERIBHE, PATCHOIRES
EeIEE—NRRER
TEIRENE P TokenfJURIER, EAILABEIESKAGEA “POST” , NEBEKA:

POST https://iam.cn-north-4.myhuaweicloud.com/v3/auth/tokens

BXRIEESL

FIIMERELFER, WIBEAIURIFIHTTPERRERIFER . BIANE M EEASERIRNE

&k “Content-Type” , B REREEZE,

T AHEELEZRINENSEKRS,

e Content-Type: HEMFRAIER (18X ) , ik, BABYES “application/
json” , BEMEVERSEEMREOSRE TR,

e X-Auth-Token: FFToken, m@Ji%, XM{EMTokenAUINIERT, HIEFZE
% . FBFPTokentt gt 2 AKENAF TokeniZOMIWA(E, ZIEOEH—FEEIA
WEAYEO

(1 #i88
APIEIRYSZ3FHERAK/SKIAIE, AK/SKIMER{FRSDKINERFITER, &R TESBEE
BERFFI0Authorization ( BZIAIEEE ) #0X-Sdk-Date (15K A&EHIATE ) iBERk,
AK/SKIANERYIFEAH RIS S IWAK/SKIAE

I FIREVE P TokeniZE, HFAEEIALE, FFLARERID “Content-Type” BIAET, i
IRk ERE RN AR.
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IERIHRIF

POST https://iam.cn-north-4.myhuaweicloud.com/v3/auth/tokens
Content-Type: application/json

IERKERREREIUSHUREIURL, SiEKERLFContent-typeXIRz, (EEFRIFR
HELZINMIRE . BIEREBEPFSEHTHI, WRFRFBRAUTF-84E3.

BMEONBRERARABTE, EHTESMEOBFTEEERERAE (HEHHE
BSAJ9% ) , GET. DELETEERMERBRIEOMATERERE, HEKREKAASTTEER
EEAEOMmE.

XHFIRENAFTokentz O, EalLAMNEORERE D EEIFIEINEKRSHNSEIR
BB, SEERIANGEERN TR, IENRARFEREERIBLAMEES, He
username/ABF%, domainnameAFFFRBRIKSBIR, ****HFRERE
1B, x00000000000000xxaprojectlIZFR, 1 “cn-north-4” , EETLAM X FNLR S
TR, NRMXFZiRTRRE ‘X" FERIE.

AR

scopeSHE X T TokenfWERLS, THE/RAIFIKENAIToken{XEEHE project FRYERIR . ZER]
L‘,LiFIQ%To kenfEFRIEAEANKS FRE ZREMKSHIE Mproject FHIEIER, FME Xi52 WIKEX
FHPRToken,

POST https://iam.cn-north-4.myhuaweicloud.com/v3/auth/tokens
Content-Type: application/json
{
"auth": {
"identity": {
"methods": [
"password"
1

5
"password": {
"user": {
"name": "username",
"password" " *******alll
"domain": {
"name": "domainname"
}
}
}
by
"scope": {
"project": {
"name": " XXXXXXXXXXXXXXXXXX'
}
}
}
}

FXBERNIEXMEREENABHMEETET, EJLUEMcurl. PostmansiEiESR
5EERNREEKRIFRHAPI, X TFIREVFEFTokeniZO, REIRMEATEELH “x-
subject-token” FEEEIFRENAIFIFToken, BT TokenZfg, EHAILAEHTokeniA
IEEREAAPI,

3.2 TAIEEERR

FEREOBMTRMAESR, ERTLUGRER—FME TIAESENR
o Tokeni\ilE: i&id TokenI\IEERIER

e AK/SKIAIE: JBIFAK (Access Key ID ) /SK ( Secret Access Key ) INZERIEK
HEZEBAK/SKALE, HZ2 M TokenNIEES -
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Token IAIE
() 5 HB
TokenfIBEMERF924/\FF, EE(EH— P TokenEMNAT, ATLASEEFRSR, BEsnZiER,
TokenfEIHENEZFZGHLERSH (168 ) WER, HBTokengiLRIBEEMIER,
Token NIEFL 2 E A FHAPIRIEHES Token NS KIBESL, MNMmBIEBHIAIE, K5
ZRIEAPIFIRR o

Tokena] B2 A FIZRENAF TokeniZ 3KEY, AAARIRSAPIFZZEprojectZRAIHY
Token, BNERZKEVFEF TokeniZ[ORY, iE3kbodyArauth.scopeRIEVEEZEEXFE
project, N A7

{
"auth": {
"identity": {
"methods": [
"password"
1,
"password": {
"user": {
"name": "username",
"password'"; " ##HEEE
"domain": {
"name": "domainname"
}
}
}
b
"scope": {
"project": {
"name": " xXxxxxxxx"
}
}
}
}
KB Token/S, FABHEMEORN, SEEEBEKREELFIRM “X-Auth-Token”
H{@BNfToken, fBli0Token{&J “ABCDEF)....” , MEBEORNE “X-Auth-Token:

ABCDEF)...” NIEEXRBEELEIAT, W=,

Content-Type: application/json
X-Auth-Token: ABCDEF)....

SR LABIT X MBI 7 RN ol §E A TokenlAME: https://
bbs.huaweicloud.com/videos/101333,
AK/SK TAUE
(MARY::|
AK/SKEZINER TN HEREEA AN 2MBLAA, 12MBLL RIS RiS{EH TokenIAIE

AK/SKINERRERIAK/SKITBRIHTES , EBRENEESERRNELEL, M

BT SN

o AK(Access Key ID): AIZAID, STAGBITRAXERIME—IRIRG; a5
IDHIFAG AR A— R, BRI TIEES.

e  SK(Secret Access Key): S5iplaZBIDESFERANZE, WNERHITIIEES,
ARMRARIET, HEELIEERBIES
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https://support.huaweicloud.com/api-iam/iam_30_0001.html
https://bbs.huaweicloud.com/videos/101333
https://bbs.huaweicloud.com/videos/101333
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{ERAK/SKINIERY, ERJLIETEZFIEERAK/SKHIEREITES, AILUERE]
AIZEZASDKIBRIFITE S . IFHAIEZT5IEFNSDKERTSEXES WAPIEZIS™E .

A
HASDKRBHZRINEE, SRSIRMAISDKAE, ERIHEES.

3.3 IR[OER

K&
IBRAELAE, BRI, BEREE. IMAERSFNERR.

REBE—HNMN GBI FRD, IKSHBERRTIBERIIMAPATS, TEIKRES
522152 W DDoS[R A EMFHIFIREE -

X3 FIRENFIF TokeniZ O, WMNRFAFERENMAEEA “2017 , NMRFBERE.

NaRGHERSE
SRIEREE Sk, MREFEAREL, 1 “Content-type” .

X+ FIREVFE P TokeniZx O, IREIMNE3-2FRANEESL, HA “x-subject-token” Fi2
EEIRENRIFEFToken, BT TokenZ fa, &ginILAEEATokent AIEEREMBAPI

& 3-2 FREXFIF Token NahziE 23k

connection — keep-a

content-type — application/json

date — Tue, 12 Feb 2019 06:52:13 GMT

server —

strict-transport-security — max-age=31536000; includeSubdomains
transfer-encoding — chunked

via — proxy A

x-content-type-options — nosniff

x-download-options —~ noopen

x-frame-options — SAM|

x-iam-trace-id - 218d45ab-d674-4995-af3a-2d0255ba41b5

x-subject-token

x-Xss-protection — 1: mode=block

MARGEEE (A )
IARGE S B RIS TIRE, SRS kFContent-typeXIRE, {EEEIRINA
HELZIMINE.

X TFIRENAAF TokeniZ M, IREUNTNERA. NREERN, XERBTEHOIRE.
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https://support.huaweicloud.com/api-iam/iam_30_0001.html
https://support.huaweicloud.com/api-iam/iam_30_0001.html
https://support.huaweicloud.com/api-iam/iam_30_0001.html
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APl &% 3 AN{aTiE RS AP
{
"token": {

"expires_at": "2019-02-13T06:52:13.855000Z",

"methods": [
"password"

1

"catalog": [
{

"endpoints": [
{
"region_id": "xxxxxxxx",

SEOREALEN, SREEEREBRIEREERE, ExWAAIBody A EzlaI TR
o

{

"error_msg": "The format of message is error",
"error_code": "AS.0001"
}

HrAR, error_codeZXRiBIRIG, error_ msgRREIREIAEE .
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DDoS [R&ERHFGR API

4.1 DDoS 155518

4.1.1 &1 Anti-DDoS {5

INRENM A

PP EEEEANt-DDOSIEPERE(ES , SEIESLRIHITIRES.
BA7SE

B2 AHTAERAPI
URI

GET /v2/{project_id}/query-task-status

x£ 41 BR2H

2H ERUWIE SHERE

ik

project_id = String

InHid
RIMKE: 32
RAKE: 64

& 4-2 Query 2

2% =AWk SHEER R
task_id 2 String {E551D (EREEE ) BIFRTER

RIMKE: 32
RAKE: 64

SZ#5ihRAR 05 (2024-01-08) WRINERE © HERRAREBIRAT
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ERSH
# 4-3 {53k Header 2%
2% =E W% SR R
X-Auth-Token | 2 String R Token, BEEiEBIAMIRSS
SREVFE P Token$Z[5KEY ( MKz
jE B sLrhX-Subject-Tokenfd
B).
BRAMKE: 32
BAKE: 2097152
Content-Type | 2 String Content-Typeigksk
th&{E: application/
json;charset=utf8
RAMKE: 1
RAKE: 255
R E&E
REH: 200
7 4-4 ORI Body 2%
2% SR R
task_status String FEIRZE, BiEeHE:
e success: kI
e failed: TREMW
e waiting: X RFF
e running: ¥RIE{TH
e preprocess: FRFRAME
e ready: ®RESR
task_msg String ESHIEEINER
BIM<E: 0
RAKE: 255
=]
7
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N Rz 7~

SDK {3741

Java

RASE5: 200
BERERKID

{
"task_status" : "success",
"task_msg" : ""

}

SDKACRBRBIANT o

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.antiddos.v1.region.AntiDDoSRegion;
import com.huaweicloud.sdk.antiddos.v1.*;

import com.huaweicloud.sdk.antiddos.v1l.model.*;

public class ShowNewTaskStatusSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()

.withAk(ak)
.withSk(sk);

AntiDDoSClient client = AntiDDoSClient.newBuilder()
.withCredential(auth)
.withRegion(AntiDDoSRegion.valueOf("cn-north-4"))
.build();

ShowNewTaskStatusRequest request = new ShowNewTaskStatusRequest();
request.withTaskld("<task_id>");
try {
ShowNewTaskStatusResponse response = client.showNewTaskStatus(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());
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Python

# coding: utf-8

from huaweicloudsdkcore.auth.credentials import BasicCredentials

from huaweicloudsdkantiddos.v1.region.antiddos_region import AntiDDoSRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkantiddos.v1 import *

if _name__=="__main__":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.getenv("CLOUD_SDK_AK")

sk = os.getenv("CLOUD_SDK_SK")

credentials = BasicCredentials(ak, sk) \

client = AntiDDoSClient.new_builder() \
.with_credentials(credentials) \
.with_region(AntiDDoSRegion.value_of("cn-north-4")) \
.build()

try:
request = ShowNewTaskStatusRequest()
request.task_id = "<task_id>"
response = client.show_new_task_status(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

Go

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
antiddos "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := antiddos.NewAntiDDoSClient(
antiddos.AntiDDoSClientBuilder().
WithRegion(region.ValueOf("cn-north-4")).
WithCredential(auth).
Build())

request := &model.ShowNewTaskStatusRequest{}
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request.Taskld = "<task_id>"
response, err := client.ShowNewTaskStatus(request)
if err == nil {
fmt.Printf("%-+v\n", response)
}else {
fmt.Println(err)
}
}
BZ
EZRIFIESHISDKICIE A, 152 WAPI ExplorerfISIBRABIRE, AJERBNITMN
BISDKACAS I o
RSB
RS R
200 BRI
xS
B2 EIRB.

4.2 DDoS BhiPE1E
4.2.1 &if] EIP BFiPRE5IE

EWAFTEEIPAYANt-DDoSFEIFIRNER, RFRIEIPTIEREHERI =R

ThRENT 4R

AL TEI,
BR7SE

152 MAMTERAPI .
URI

GET /v1/{project_id}/antiddos

& 4-5 BRSY

#h

28 Bk SHR 12153
project_id = String ImBid

RIMKE: 32
BRAKE: 64
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https://console.huaweicloud.com/apiexplorer/#/openapi/Anti-DDoS/sdk?api=ShowNewTaskStatus
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K 4-6 Query 2#{

2%

SHERE

%S

status

String

AT EE

e normal: FRIEE

e configging: FREEH

e notConfig: ¥RAIRE

e packetcleaning: FERiEi%
e packetdropping: FREE

FHELSHEOARREYIE, L
neutronZ1HEIAIINE 9

limit

iy

String

REERANHIRS, BETEE:
1~100

BRIMKE: 1
RAKE: 3

offset

iy

String

RiZE, BEEHE:
0~2147483647

BRIMKE: 1
BRAKE: 10

i1y

String

IPHELE, SZiZIPvARECFOIPVEEE
AN, IFEDEIE. Bl
“? ip=192.168" , &iR[E]
192.168.111.1%010.192.168.8FF
I RIAYEIPRHFIRES

IERSH

& 4-7 153K Header 2%

2H

BRIk

SHEE

ik

X-Auth-Token

=
=

String

R Token, BEEiEBIAMARSS
SREYFE P TokeniZ[O5XEY ( MKz
jHEsLrhX-Subject-Tokenfd
B) .

RIMKE: 32

RAKE: 2097152

Content-Type

ali

String

Content-Typeigksk

the{E: application/
json;charset=utf8

w=AMKE: 1
RAKE: 255
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R3S
RE&B: 200
2% 4-8 I Body 2%
¥ SR iR
total Integer SEMEIPRE
=/JME: 0
BARE: 2147483647
ddosStatus Array of FEIPIRESSZR
DDosStatus
objects
2£ 4-9 DDosStatus
2H SR iR
floating_ip_id | String EIPEYID
floating_ip_ad | String A |[iichils
dress
network_type | String EIPFREZEEY, Ai&EHE:
o EIP: RYPEZIECSHIEIPELSPESRIECSHIEIP
o ELB: 4BEFIELBRIEIP
status String FPIRES, BIsEE:
e normal: F¥RIEE
e configging: ®REEF
e notConfig: FRKIEE
e packetcleaning: FRiE%
e packetdropping: FREF
blackhole_end | Long HEiRLERAYE
time
protect_type | String YatiaESis)
traffic_thresh | Long nEHE
old
http_threshol | Long httpiREFE
d
1=

7
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WK&6G: 200

BREMIN

{

"total" : 1,

"ddosStatus" : [ {
"floating_ip_id" : "18e6ace5-eb36-4196-a15e-1e000c24e026",
"floating_ip_address" : "139.9.116.167",
"network_type" : "EIP",
"status" : "normal",
"blackhole_endtime" : 0,
"protect_type" : "default",
"traffic_threshold" : 99,
"http_threshold" : 0

]

}

SDKAUARRAIENT

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.antiddos.v1.region.AntiDDoSRegion;
import com.huaweicloud.sdk.antiddos.v1.*;

import com.huaweicloud.sdk.antiddos.v1l.model.*;

public class ListDDosStatusSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()

.withAk(ak)
.withSk(sk);

AntiDDoSClient client = AntiDDoSClient.newBuilder()
.withCredential(auth)
.withRegion(AntiDDoSRegion.valueOf("cn-north-4"))
.build();

ListDDosStatusRequest request = new ListDDosStatusRequest();
request.withStatus("<status>");
request.withLimit("<limit>");
request.withOffset("<offset>");
request.withlp("<ip>");
try {
ListDDosStatusResponse response = client.listDDosStatus(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
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Python

Go

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

# coding: utf-8

from huaweicloudsdkcore.auth.credentials import BasicCredentials

from huaweicloudsdkantiddos.v1.region.antiddos_region import AntiDDoSRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkantiddos.v1 import *

if _name__=="__main_"

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.getenv("CLOUD_SDK_AK")

sk = os.getenv("CLOUD_SDK_SK")

credentials = BasicCredentials(ak, sk) \

client = AntiDDoSClient.new_builder() \
.with_credentials(credentials) \
.with_region(AntiDDoSRegion.value_of("cn-north-4")) \
.build()

try:
request = ListDDosStatusRequest()
request.status = "<status>"
request.limit = "<limit>"
request.offset = "<offset>"
request.ip = "<ip>"
response = client.list_d_dos_status(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
antiddos "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
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}

BE

ak := 0s.Getenv("CLOUD_SDK_AK")
sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := antiddos.NewAntiDDoSClient(
antiddos.AntiDDoSClientBuilder().
WithRegion(region.ValueOf("cn-north-4")).
WithCredential(auth).
Build())

request := &model.ListDDosStatusRequest{}
statusRequest:= "<status>"
request.Status = &statusRequest
limitRequest:= "<limit>"
request.Limit = &limitRequest
offsetRequest:= "<offset>"
request.Offset = &offsetRequest
ipRequest:= "<ip>"
request.lp = &ipRequest
response, err := client.ListDDosStatus(request)
if err == nil {

fmt.Printf("%+v\n", response)
}else {

fmt.Println(err)

}

BEZRIZIBESHISDKIBRAI, 152 IAPI ExplorerfIIBRAIRE, AERBEIRI

AYSDKILRI B
KEE
REB R
200 BXKEIN
BI=g
B2 EIRE .

4.2.2 &if] Anti-DDoS EiEH % CE

Eiﬁ]?éﬁihﬁ’JAnti DDoSHAFERERECERI AT %

AR

i

B SZAIFEIPREE#H I TANti-DDoSIRE Bt o

&2 IWU{EERAPI,

e, BPRIBCREYIRERES
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https://console.huaweicloud.com/apiexplorer/#/openapi/Anti-DDoS/sdk?api=ListDDosStatus
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URI
GET /v2/{project_id}/antiddos/query-config-list
x4-10 BRSH
2% R WwI% SR fEiA
project_id = String ImBid
RIMKE: 32
RAKE: 64
ERESH
Z 4-11 153K Header 2%
2 Bk SR fEiA
X-Auth-Token | 2 String R Token, BZEBIAMIRSS
SKEX A F TokeniZOFKER ( Nk
&2 sLAX-Subject-Tokenfd
E) o
B/MEE: 32
BAKE: 2097152
Content-Type | @ String Content-Typeigksk
th&{&: application/
json;charset=utf8
BIVEE: 1
RAIKE: 255
N R E&E
K&mB: 200
% 4-12 Wi Body 2#
2¥ SR A
traffic_limited | Array of mERHIZIZE
_list TriggerBpsDi
ct objects
http_limited_li | Array of HTTPRR#IZIZE

st TriggerQpsDi
ct objects
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2% SR fik
connection_li | Array of EEHPRFITIZE
mited_list CleanLimitDi
ct objects
extend_ddos_ | Array of I RECEYIE
config ExtendDDoSS
et objects

2 4-13 TriggerBpsDict

e ¥R R

traffic_pos_id | Long MEDERID
traffic_per_sec | Long B¥RE (Mbit/s ) EE
ond

pacléet_per_se Long FIMRXE (/s) BE
con

& 4-14 TriggerQpsDict

28 SR R

http_request_ | Long HTTPIERE S EXID

pos_id

http_packet_p | Long BHTTPIERE (1N/s) BE
er_second

£ 4-15 CleanLimitDict

B8H SR R

cleaning_acce | Long e AEaPRHI S ERID
ss_pos_id

new_connecti | Long B—RIPFEEE S
on_limited

total_connecti | Long B—RIPIEEH RN
on_limited
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BRI

il iz 73~ 451

2 4-16 ExtendDDoSSet

8% e et ik
SetID Long BcEmERID

new_connecti | Long
on_limited

B—RIPFEZIER N

total_connecti | Long
on_limited

B—RIPEEHENE

http_packet_p | Long
er_second

BHTTPIERE (1N/s) HE

traffic_per_sec | Long
ond

S¥RE (Mbit/s ) B(E

packet_per_se | Long
cond

BRRE (1/s) A

W&E: 200
BEREMIN

"traffic_limited_list" : [ {
"traffic_pos_id" : 1,
"traffic_per_second" : 10,
"packet_per_second" : 2000

o
"traffic_pos_id" : 2,
"traffic_per_second" : 30,
"packet_per_second" : 6000

o
"traffic_pos_id" : 3,
"traffic_per_second" : 50,
"packet_per_second" : 10000

o
"traffic_pos_id" : 4,
"traffic_per_second" : 70,
"packet_per_second" : 15000

o
"traffic_pos_id" : 5,
"traffic_per_second" : 100,
"packet_per_second" : 20000

o
"traffic_pos_id" : 6,
"traffic_per_second" : 150,
"packet_per_second" : 25000

o
"traffic_pos_id" : 7,
"traffic_per_second" : 200,
"packet_per_second" : 35000

o

MAERRAS 05 (2024-01-08)

WRINERE © HERRAREBIRAT

22




DDoS BB AAD
AP| &% 4 DDoS JFAERERHIF API

"traffic_pos_id" : 8,

"traffic_per_second" : 250,

"packet_per_second" : 50000
h o

"traffic_pos_id" : 9,

"traffic_per_second" : 300,

"packet_per_second" : 70000
h o

"traffic_pos_id" : 88,

"traffic_per_second" : 1000,

"packet_per_second" : 300000
11
"http_limited_list" : [ {

"http_request_pos_id" : 1,

"http_packet_per_second" : 100
h o

"http_request_pos_id" : 2,

"http_packet_per_second" : 150
h o

"http_request_pos_id" : 3,

"http_packet_per_second" : 240
h o

"http_request_pos_id" : 4,

"http_packet_per_second" : 350
h o

"http_request_pos_id" : 5,

"http_packet_per_second" : 480
h o

"http_request_pos_id" : 6,

"http_packet_per_second" : 550
h o

"http_request_pos_id" : 7,

"http_packet_per_second" : 700
h o

"http_request_pos_id" : 8,

"http_packet_per_second" : 850
h o

"http_request_pos_id" : 9,

"http_packet_per_second" : 1000
h o

"http_request_pos_id" : 10,

"http_packet_per_second" : 1500
h o

"http_request_pos_id" : 11,

"http_packet_per_second" : 2000
h o

"http_request_pos_id" : 12,

"http_packet_per_second" : 3000
h o

"http_request_pos_id" : 13,

"http_packet_per_second" : 5000
h o

"http_request_pos_id" : 14,

"http_packet_per_second" : 10000
h o

"http_request_pos_id" : 15,

"http_packet_per_second" : 20000
11
"connection_limited_list" : [ {

"cleaning_access_pos_id" : 1,

"new_connection_limited" : 10,

"total_connection_limited" : 30
Lo

"cleaning_access_pos_id" : 2,

"new_connection_limited" : 20,

"total_connection_limited" : 100
h o

"cleaning_access_pos_id" : 3,

"new_connection_limited" : 30,
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"total_connection_limited" : 200
h o

"cleaning_access_pos_id" : 4,

"new_connection_limited" : 40,

"total_connection_limited" : 250
Lo

"cleaning_access_pos_id" : 5,

"new_connection_limited" : 50,

"total_connection_limited" : 300
o

"cleaning_access_pos_id" : 6,

"new_connection_limited" : 60,

"total_connection_limited" : 500
h o

"cleaning_access_pos_id" : 7,

"new_connection_limited" : 70,

"total_connection_limited" : 600
h o

"cleaning_access_pos_id" : 8,

"new_connection_limited" : 80,

"total_connection_limited" : 700
11
"extend_ddos_config" : [ ]

}

SDKAERBIENT

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.antiddos.v1.region.AntiDDoSRegion;
import com.huaweicloud.sdk.antiddos.v1.*;

import com.huaweicloud.sdk.antiddos.v1.model.*;

public class ListNewConfigsSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()

.withAk(ak)
withSk(sk);

AntiDDoSClient client = AntiDDoSClient.newBuilder()
.withCredential(auth)
.withRegion(AntiDDoSRegion.valueOf("cn-north-4"))
.build();

ListNewConfigsRequest request = new ListNewConfigsRequest();

try {
ListNewConfigsResponse response = client.listNewConfigs(request);

System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
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} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

# coding: utf-8

from huaweicloudsdkcore.auth.credentials import BasicCredentials

from huaweicloudsdkantiddos.v1.region.antiddos_region import AntiDDoSRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkantiddos.v1 import *

if _name__=="__main_"

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.getenv("CLOUD_SDK_AK")

sk = os.getenv("CLOUD_SDK_SK")

credentials = BasicCredentials(ak, sk) \

client = AntiDDoSClient.new_builder() \
.with_credentials(credentials) \
.with_region(AntiDDoSRegion.value_of("cn-north-4")) \
.build()

try:
request = ListNewConfigsRequest()
response = client.list_new_configs(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
antiddos "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
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WithAk(ak).
WithSk(sk).
Build()

client := antiddos.NewAntiDDoSClient(
antiddos.AntiDDoSClientBuilder().
WithRegion(region.ValueOf("cn-north-4")).
WithCredential(auth).
Build())

request := &model.ListNewConfigsRequest{}
response, err := client.ListNewConfigs(request)

if err == nil {
fmt.Printf("%+v\n", response)
}else {
fmt.Println(err)
}
}
BHE
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N

1

FANEE

REMG: 200
BRERKIN
{

"ddos_intercept_times" : 0,
"weekdata" : [ {
"ddos_intercept_times" : 0,
"ddos_blackhole_times" : 0,
"max_attack_bps" : 0,
"max_attack_conns" : 0,
"period_start_date" : 1605496722606
o
"ddos_intercept_times" : 0,
"ddos_blackhole_times" : 0,
"max_attack_bps" : 0,
"max_attack_conns" : 0,
"period_start_date" : 1605583122606
o
"ddos_intercept_times" : 0,
"ddos_blackhole_times" : 0,
"max_attack_bps" : 0,
"max_attack_conns" : 0,
"period_start_date" : 1605669522606
o
"ddos_intercept_times" : 0,
"ddos_blackhole_times" : 0,
"max_attack_bps" : 0,
"max_attack_conns" : 0,
"period_start_date" : 1605755922606
o
"ddos_intercept_times" : 0,
"ddos_blackhole_times" : 0,
"max_attack_bps" : 0,
"max_attack_conns" : 0,
"period_start_date" : 1605842322606
o
"ddos_intercept_times" : 0,
"ddos_blackhole_times" : 0,
"max_attack_bps" : 0,
"max_attack_conns" : 0,
"period_start_date" : 1605928722606
o
"ddos_intercept_times" : 0,
"ddos_blackhole_times" : 0,
"max_attack_bps" : 0,
"max_attack_conns" : 0,
"period_start_date" : 1606015122606
11
"top10" : []
}

MAERRAS 05 (2024-01-08)

WRINERE © HERRAREBIRAT

29



DDoS iR AAD
APl &

4 DDoS JFAERERHIR API

SDK X3 f1

Java

Python

SDKAUARRAIENT

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.antiddos.v1.region.AntiDDoSRegion;
import com.huaweicloud.sdk.antiddos.v1.*;

import com.huaweicloud.sdk.antiddos.v1.model.*;

public class ListWeeklyReportsSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()

.withAk(ak)
withSk(sk);

AntiDDoSClient client = AntiDDoSClient.newBuilder()
.withCredential(auth)
.withRegion(AntiDDoSRegion.valueOf("cn-north-4"))
.build();

ListWeeklyReportsRequest request = new ListWeeklyReportsRequest();
request.withPeriodStartDate("<period_start_date>");
try {
ListWeeklyReportsResponse response = client.listWeeklyReports(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

# coding: utf-8

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkantiddos.v1.region.antiddos_region import AntiDDoSRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkantiddos.v1l import *
if _name__ =="_main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
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variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.getenv("CLOUD_SDK_AK")

sk = os.getenv("CLOUD_SDK_SK")

credentials = BasicCredentials(ak, sk) \

client = AntiDDoSClient.new_builder() \
.with_credentials(credentials) \
.with_region(AntiDDoSRegion.value_of("cn-north-4")) \
.build()

try:
request = ListWeeklyReportsRequest()
request.period_start_date = "<period_start_date>"
response = client.list_weekly_reports(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

Go

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
antiddos "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := antiddos.NewAntiDDoSClient(
antiddos.AntiDDoSClientBuilder().
WithRegion(region.ValueOf("cn-north-4")).
WithCredential(auth).
Build())

request := &model.ListWeeklyReportsRequest{}
periodStartDateRequest:= "<period_start_date>"
request.PeriodStartDate = &periodStartDateRequest
response, err := client.ListWeeklyReports(request)
if err == nil {
fmt.Printf("%+v\n", response)
}else {
fmt.Println(err)
}
}
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app_type_id | Integer RZFEZERID, AIEEE:
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iERTA

I Rz 73~451)
KEL: 200
BRI
{

"enable_L7" : false,
"traffic_pos_id" : 8,
"http_request_pos_id" : 8,
"cleaning_access_pos_id" : 8,
"app_type_id" : 1

SDK fCE3-fl
SDK{CABTRAIIT o

Java

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.antiddos.v1.region.AntiDDoSRegion;
import com.huaweicloud.sdk.antiddos.v1.*;

import com.huaweicloud.sdk.antiddos.v1.model.*;

public class ShowDDosSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");
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ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk);

AntiDDoSClient client = AntiDDoSClient.newBuilder()
.withCredential(auth)
.withRegion(AntiDDoSRegion.valueOf("cn-north-4"))
.build();

ShowDDosRequest request = new ShowDDosRequest();

request.withlp("<ip>");

try {

ShowDDosResponse response = client.showDDos(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

# coding: utf-8

from huaweicloudsdkcore.auth.credentials import BasicCredentials

from huaweicloudsdkantiddos.v1.region.antiddos_region import AntiDDoSRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkantiddos.v1 import *

if _name__=="__main_"

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.getenv("CLOUD_SDK_AK")

sk = os.getenv("CLOUD_SDK_SK")

credentials = BasicCredentials(ak, sk) \

client = AntiDDoSClient.new_builder() \
.with_credentials(credentials) \
.with_region(AntiDDoSRegion.value_of("cn-north-4")) \
.build()

try:
request = ShowDDosRequest()
request.ip = "<ip>"
response = client.show_d_dos(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (
l|fmt|l
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"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"

antiddos "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/model"

region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak := 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := antiddos.NewAntiDDoSClient(
antiddos.AntiDDoSClientBuilder().
WithRegion(region.ValueOf("cn-north-4")).
WithCredential(auth).
Build())

request := &model.ShowDDosRequest{}
ipRequest:= "<ip>"

request.lp = &ipRequest

response, err := client.ShowDDos(request)

if err == nil {
fmt.Printf("%+v\n", response)
}else {

fmt.Println(err)
}
}

EE

EZRIEESRISDKICELRAI, 152 WAPI Explorerfd{LIBREITI%s, AIERKBRNNTRM
AYSDKILHEZA

N

KRS fEiR

200 =R =12AY)]
426D
LIRS,
4.2.5 E?ﬁ Anti-DDoS [R5%
THAEN B

BEHSEEIPAYANti-DDOSHHIFSE HﬂEEEo AAMIN, REIHRBIEST RKE T XHAE
FocEIEK, BIEEREMING 1&ﬂ§f@ﬁ|:l§faﬂﬁ1}ﬂﬂﬂm TIRE, BRigS
EZ&EiHANti-DDoSIESE
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ERGE
52 WATEFAPI,
URI
PUT /v1/{project_id}/antiddos/{floating_ip_id}
*4-27 Bz
2% mEwI% SR fiEid
project_id = String InHid
BRIMKE: 32
BRAKE: 64
floating_ip_id | 2 String FBFEIPXSRIATID
K 4-28 Query 2%
2% =AWk SR fiHid
ip B String ip
IERSH
% 4-29 153K Header 2%
2% BEWI% SR iR
X-Auth-Token | & String P Token, @TIAMAIAMARSS
SKEN A P TokeniZOFKER ( Nk
iEB3LthX-Subject-TokenhY
E) o
RIMKE: 32
BAKE: 2097152
Content-Type | @ String Content-Typeigksk
Th&{&: application/
json;charset=utf8
BIVEE: 1
BRAKE: 255
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% 4-30 153k Body ¥
S =A% SR 1)
app_type_id 2 Integer N FIZERID, mEEVE:
e 0
o 1
cleaning_acce | 2 Integer EEAiAERHISERID, BUESE
ss_pos_id [El: 1~8. 88. 99
=/IME: 1
BRAME: 99
enable_L7 =2 Boolean EEHBL7ERIR, EEER
fasle
http_request_ | 2 Integer HTTPIESRE S ERID, BUESE
pos_id El: 1~15
=/ME: 1
=X{E: 15
traffic_pos_id | 2 Integer REDEKID, BUETEE: 1~
9, 88, 99
=IME: 1
RAME: 99
EEZS5Y
R&EE: 200
Z 4-31 g Body #
¥ SR A
error_code String AEREEIRAD
BIMEE: 1
RAKE: 20
error_msg String REBEEIREIA
BME: 1
BAKE: 255
task_id String 531D, BREARBZIDEEMESRKES. &=F
EBRARERESHITT R, 8HNAFEE, &R
{=a)
EHo
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iBERTA

N Rz~

SDK X35 f1

Java

%%ﬁ? BEEIPAYANtI-DDoSPHIFERES , iHERTIAIEREI D RIDIRE NS, 7
1.

PUT https://{endpoint}/v1/{project_id}/antiddos/{floating_ip_id}

{
"app_type_id" : 0
"cleaning_access_pos_id" : 8
"enable_L7" : false,
"http_request_pos_id" : 1
"traffic_pos_id" : 1

=h
Bl
u\

YERIDIZ

W&E: 200
ERERIN

{
"error_code" : "10000000",
"error_msg" : "The task has been received and is being handled",
"task_id" : "59385d2a-6266-4d3a-9122-a228c530f557"

}

SDKAUARRABIENT o

;E;%ﬁ? EEEIPAYANtI-DDoSPHIFERES, i&klTipaREIDERIDIRE NS, REDERIDI
591,

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.antiddos.v1.region.AntiDDoSRegion;
import com.huaweicloud.sdk.antiddos.v1.*;

import com.huaweicloud.sdk.antiddos.v1.model.*;

public class UpdateDDosSolution {

public static void main(String[] args) {
// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running

this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
String ak = System.getenv("CLOUD_SDK_AK");
String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk);

AntiDDoSClient client = AntiDDoSClient.newBuilder()
.withCredential(auth)

a1
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.withRegion(AntiDDoSRegion.valueOf("cn-north-4"))
.build();
UpdateDDosRequest request = new UpdateDDosRequest();
request.withlp("<ip>");
UpdateAntiDDosServiceRequestBody body = new UpdateAntiDDosServiceRequestBody();
body.withTrafficPosld(1);
body.withHttpRequestPosld(1);
body.withEnableL7(false);
body.withCleaningAccessPosld(8);
body.withAppTypeld(0);
request.withBody(body);
try {
UpdateDDosResponse response = client.updateDDos(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

Python

=Nt
Ll
d\

%%HEIFEHPE’JAnti—DDOSBETF%ﬁ%, imtHNERREI S RIDIRE 8, i
591,

# coding: utf-8

T ERIDIRE

from huaweicloudsdkcore.auth.credentials import BasicCredentials

from huaweicloudsdkantiddos.v1.region.antiddos_region import AntiDDoSRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkantiddos.v1l import *

if _name__ =="_main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.getenv("CLOUD_SDK_AK")

sk = os.getenv("CLOUD_SDK_SK")

credentials = BasicCredentials(ak, sk) \

client = AntiDDoSClient.new_builder() \
.with_credentials(credentials) \
.with_region(AntiDDoSRegion.value_of("cn-north-4")) \
.build()

try:
request = UpdateDDosRequest()
request.ip = "<ip>"
request.body = UpdateAntiDDosServiceRequestBody(
traffic_pos_id=1,
http_request_pos_id=1,
enable_l7=False,
cleaning_access_pos_id=8,
app_type_id=0
)
response = client.update_d_dos(request)
print(response)
except exceptions.ClientRequestException as e:
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print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

Go

%%ﬁ? S EEIPAYANti-DDoSFHIFZRER, iEEITIHRRFEISRIDIRENS, MESTRIDIRE
1.

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
antiddos "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := antiddos.NewAntiDDoSClient(
antiddos.AntiDDoSClientBuilder().
WithRegion(region.ValueOf("cn-north-4")).
WithCredential(auth).
Build())

request := &model.UpdateDDosRequest{}
ipRequest:= "<ip>"
request.lp = &ipRequest
request.Body = &model.UpdateAntiDDosServiceRequestBody{
TrafficPosld: int32(1),
HttpRequestPosld: int32(1),
EnablelL7: false,
CleaningAccessPosld: int32(8),
AppTypeld: int32(0),
}
response, err := client.UpdateDDos(request)
if err == nil {
fmt.Printf("%-+v\n", response)
}else {
fmt.Println(err)
}
}

-2

BZREFESHISDKILIERAI, 1BEMAPI Explorerf{SiBRAITREE, A4 EEIXTMA
AYSDKILHE A
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RS

RSB )%

200 BXKEIN

S

B2 ARG
4.2.6 E1HIEE EIP fpiFiRE
INRENA

BFEEEIPTEE X224/ N\ Z2RAGIFREEE, REREIRAERA A5,
AR

B2 AETEBAPI,
URI

GET /v1/{project_id}/antiddos/{floating_ip_id}/daily

K 4-32 RIS

BH = WI% SRR ik
project_id y— String ImBid
RIMKE: 32
BRAKE: 64
floating_ip_id | 2 String FBFEIPRIRIAYID
BRIMKE: 32
RAKE: 64
K 4-33 Query 2%
2% BEWI% SR ik
ip & String FBRFEIP

BIEE: 7
RAKE: 128
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IERSH

% 4-34 53K Header 2%

SHR fEk

X-Auth-Token

ali

String FAFToken, 1@EidiEARIAMARSS
$XEYFE A Token#Z [5KEX ( MERZ
jEBEsLrhX-Subject-Tokenfd
B) .

=IMKE: 32

BAEE: 2097152

ali

Content-Type

String Content-Typeigksk

th&{E: application/
json;charset=utf8

RIMKE: 1
RAKE: 255

=351
&S 200

% 4-35 [[IR7 Body 2%

e ¥R R

data Array of 20N\ RASTREEE
Da_llyData MBI 288 - 288
objects

2k 4-36 DailyData

84 SHRT RhR
period_start Long FFreaRal
B/AME: 1

BRAE: 9999999999999

bps_in Integer

ANRZ (bit/s)
=/IME: 0
BA{E: 2147483647

bps_attack Long

WEHinE (bit/s)
B/ME: 0
BRA(E: 2147483647
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2% S fEA
total_bps Long BRE
=/JME: 0
EKE: 2147483647
pps_in Long NIRSGER (1Ms)
&/IME: 0
RA(E: 2147483647
pps_attack Long WHESORE (1/s)
&/IME: 0
EAE: 2147483647
total_pps Long RIRSORE
&/IME: 0
mAfE: 2147483647
=R G
¥
N Rz 7=
K&\: 200
EREMIN
{
"data" : [ {
"period_start" : 1606188642720,
"bps_in" : 0,
"bps_attack" : 0,
"total_bps" : 0,
"pps_in" : 0,
"pps_attack" : 0,
"total_pps" : O
]
}
SDK {373
SDKACRERBIANT
Java
package com.huaweicloud.sdk.test;
import com.huaweicloud.sdk.core.auth.|Credential;
import com.huaweicloud.sdk.core.auth.BasicCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.antiddos.v1.region.AntiDDoSRegion;
import com.huaweicloud.sdk.antiddos.v1.*;
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import com.huaweicloud.sdk.antiddos.v1.model.*;

public class ListDailyReportSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()

.withAk(ak)
.withSk(sk);

AntiDDoSClient client = AntiDDoSClient.newBuilder()
.withCredential(auth)
.withRegion(AntiDDoSRegion.valueOf("cn-north-4"))
.build();

ListDailyReportRequest request = new ListDailyReportRequest();

request.withlp("<ip>");

try {
ListDailyReportResponse response = client.listDailyReport(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

Python

# coding: utf-8

from huaweicloudsdkcore.auth.credentials import BasicCredentials

from huaweicloudsdkantiddos.v1.region.antiddos_region import AntiDDoSRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkantiddos.v1l import *

if _name__ =="_main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.getenv("CLOUD_SDK_AK")

sk = os.getenv("CLOUD_SDK_SK")

credentials = BasicCredentials(ak, sk) \

client = AntiDDoSClient.new_builder() \
.with_credentials(credentials) \
.with_region(AntiDDoSRegion.value_of("cn-north-4")) \
.build()

try:
request = ListDailyReportRequest()
request.ip = "<ip>"
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Go

22

N

response = client.list_daily_report(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
antiddos "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := antiddos.NewAntiDDoSClient(
antiddos.AntiDDoSClientBuilder().
WithRegion(region.ValueOf("cn-north-4")).
WithCredential(auth).
Build())

request := &model.ListDailyReportRequest{}
ipRequest:= "<ip>"
request.lp = &ipRequest
response, err := client.ListDailyReport(request)
if err == nil {
fmt.Printf("%-+v\n", response)
} else {
fmt.Println(err)
}
}

EZRIZESAISDKIBRAI, 1ESAPI ExplorerfISIBnBIRREs, AIERBEEIXIRN
AISDKLHS =B

K& 7%
200 TEREAIN
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AP| &% 4 DDoS [RAEREFHIF API
BI=g
52 EIRB.
4.2.7 E19S%E EIP BESH
INRENA
BEEIEEEPEIR24/\HZANSEEMHER, BEFHEEEAEHNEREG,
BEHIERES D Z N o
BB
52 AaEHBAPI,
URI

GET /v1/{project_id}/antiddos/{floating_ip_id}/logs

xE 4-37 IR1RSH

28 EEWE SR 1)
project_id = String ImBid

RIME: 32
RAKE: 64
String FBFEIPRIRIAYID
RIMKE: 32
RAKE: 64

i

floating_ip_id

K 4-38 Query 2%

2% =AWk SR )
sort_dir & String ai%ESeE:

o desc: FRATEIMER

e asc: FRENEFHE BIAME
yg “desc” .

String REIEENHRS, LOREIER

EHERAE, BUETEE: 1~

100, Soffsetfc&EH. &

“limit” 5 “offset” YYFER

NREFFEENSIZE

=RIKE: 1

BRAKE: 3

iy

limit
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2% BEWI%E SRR ik
offset ES String wigE, “limit” EHITIFER
B
BIVEE: 1
BRAKE: 10
ip & String FBRFEIP
BIMEE: 7
RAKE: 128
IBREH
% 4-39 153K Header 2%
BH B W% SR ik
X-Auth-Token | & String HPFPToken, @I IAMIAMIRSS
SRENA P TokeniZ O3REX ( MR
iH B sLrhX-Subject-Tokenfd
BH).
B/MEE: 32
BRAKE: 2097152
Content-Type | @ String Content-Typeigksk
th&{E: application/
json;charset=utf8
BIVMEE: 1
RAKE: 255
)RS5t
K&MB: 200
K 4-40 WLZ Body 2#
2% SHRT iR
total Long SEMEIPEE
=/ME: 0
BA{E: 2147483647
logs Array of SESEHIE
DailyLog KBRS 0 - 2147483647
objects
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£ 4-41 DailyLog

2% SHEE R

start_time Long FraaATIE

B/ME: 1

BAE: 9999999999999
end_time Long ZESRAYE]

B/AME: 1

BRARE: 9999999999999
status Integer FRtFIRZS, BIESEHE:

o 1. FRAEL

o 2: XRER
trigger_bps Integer it RS

=/JME: 0

BA{E: 2147483647
trigger_pps Integer b & AR SRR

=/JME: 0

BRX{E: 2147483647
trigger_http_p | Integer bR RTHTTPIE RIS

ps B/JVE: 0

BA{E: 2147483647

=P
7
I Rz~ 51
REE: 200
BERERKIN
{
"total" : 0,
"logs" : []
}
SDK X874l
SDKACRBRBIANT o
Java

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;
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Python

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.antiddos.v1.region.AntiDDoSRegion;
import com.huaweicloud.sdk.antiddos.v1.*;

import com.huaweicloud.sdk.antiddos.v1.model.*;

public class ListDailyLogSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()

.withAk(ak)
withSk(sk);

AntiDDoSClient client = AntiDDoSClient.newBuilder()
.withCredential(auth)
.withRegion(AntiDDoSRegion.valueOf("cn-north-4"))
.build();

ListDailyLogRequest request = new ListDailyLogRequest();
request.withSortDir("<sort_dir>");
request.withLimit("<limit>");
request.withOffset("<offset>");

request.withlp("<ip>");

try {

ListDailyLogResponse response = client.listDailyLog(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

# coding: utf-8

from huaweicloudsdkcore.auth.credentials import BasicCredentials

from huaweicloudsdkantiddos.v1.region.antiddos_region import AntiDDoSRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkantiddos.v1l import *

if _name__ =="_main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.getenv("CLOUD_SDK_AK")

sk = os.getenv("CLOUD_SDK_SK")

credentials = BasicCredentials(ak, sk) \
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client = AntiDDoSClient.new_builder() \
.with_credentials(credentials) \
.with_region(AntiDDoSRegion.value_of("cn-north-4")) \
.build()

try:
request = ListDailyLogRequest()
request.sort_dir = "<sort_dir>"
request.limit = "<limit>"
request.offset = "<offset>"
request.ip = "<ip>"
response = client.list_daily_log(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
antiddos "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := antiddos.NewAntiDDoSClient(
antiddos.AntiDDoSClientBuilder().
WithRegion(region.ValueOf("cn-north-4")).
WithCredential(auth).
Build())

request := &model.ListDailyLogRequest{}
sortDirRequest:= "<sort_dir>"
request.SortDir = &sortDirRequest
limitRequest:= "<limit>"
request.Limit = &limitRequest
offsetRequest:= "<offset>"
request.Offset = &offsetRequest
ipRequest:= "<ip>"
request.lp = &ipRequest
response, err := client.ListDailyLog(request)
if err == nil {

fmt.Printf("%+v\n", response)
}else {

fmt.Println(err)
}

}
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B2
BEZRIZESHISDKRE A, 152 API ExplorerfdSIBRAIRE, A4 BE TN
AYSDKAHBMBI
KL
REEE R
200 BKEIN
BI=0
B2 EIRE .

4.2.8 EiFfgTE EIP fHPIRE

URI

BEHSEEIPAYANtI-DDoSEHIFIAZ

52 WAeE FAPI,

GET /v1/{project_id}/antiddos/{floating_ip_id}/status

% 4-42 B1RSH

28 A% ST fEid

project_id = String ImRid
BAMKE: 32
RAKE: 64

floating_ip_id | 2 String FEFEIPIIRZAYID

BIMKE: 32
BXKE: 64
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API &% 4 DDoS [RFEERERAF API
K 4-43 Query 2%
e EEWYI% SR 1k
ip B String HFEIP
BIVEE: 7
RAKE: 128
RS
L 4-44 153K Header 2%
2% EERwI% SR ik
X-Auth-Token | 2 String P Token, @iTiERBIAMIRS
SKEX A Token$Z3KEX ( MRy
iEEsLrhX-Subject-Tokenfd
B).
BRAMKE: 32
BRAKE: 2097152
Content-Type | 2 String Content-Typeigksk
th&{E: application/
json;charset=utf8
BIMEE: 1
BAKE: 255
V=S58
R&FB: 200
% 4-45 I Body £2%f
P suxm | A
status String BAiFIRZES, BIEsEE:
e normal: F¥RIEEE
e configging: FRIZEH
e notConfig: FRKIEE
e packetcleaning: Fia7k
e packetdropping: FREE
=]
7
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SDK {Xt8f1

Java

W&G: 200
BEREMIN

{
"status" : "normal"
}
SDKACHBRBIANT o

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.antiddos.v1.region.AntiDDoSRegion;
import com.huaweicloud.sdk.antiddos.v1.*;

import com.huaweicloud.sdk.antiddos.v1.model.*;

public class ShowDDosStatusSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()

.withAk(ak)
.withSk(sk);

AntiDDoSClient client = AntiDDoSClient.newBuilder()
.withCredential(auth)
.withRegion(AntiDDoSRegion.valueOf("cn-north-4"))
.build();

ShowDDosStatusRequest request = new ShowDDosStatusRequest();
request.withlp("<ip>");
try {
ShowDDosStatusResponse response = client.showDDosStatus(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());
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Python

# coding: utf-8

from huaweicloudsdkcore.auth.credentials import BasicCredentials

from huaweicloudsdkantiddos.v1.region.antiddos_region import AntiDDoSRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkantiddos.v1 import *

if _name__=="__main__":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.getenv("CLOUD_SDK_AK")

sk = os.getenv("CLOUD_SDK_SK")

credentials = BasicCredentials(ak, sk) \

client = AntiDDoSClient.new_builder() \
.with_credentials(credentials) \
.with_region(AntiDDoSRegion.value_of("cn-north-4")) \
.build()

try:
request = ShowDDosStatusRequest()
request.ip = "<ip>"
response = client.show_d_dos_status(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

Go

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
antiddos "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := antiddos.NewAntiDDoSClient(
antiddos.AntiDDoSClientBuilder().
WithRegion(region.ValueOf("cn-north-4")).
WithCredential(auth).
Build())

request := &model.ShowDDosStatusRequest{}
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ipRequest:= "<ip>"
request.lp = &ipRequest
response, err := client.ShowDDosStatus(request)
if err == nil {
fmt.Printf("%+v\n", response)
}else {
fmt.Println(err)
}
}

B2
B2 RIEIESHISDKEERAI, 152 WAPI ExplorerfILiBRBITRE, AT4 BTN
AYSDKILRI B
K&
REB R
200 EREMKIN
Bi=g
52 ERB.

3 SERETE
3.1 HIOEEREER

INREN4A
EORAFEEER, APTLBTIEOTOERRBEKEESEE, EaLIEER
N ER R FHMHENEZER.

BB
52 AaERBAPI,

URI

GET /v2/{project_id}/warnalert/alertconfig/query

* 4-46 IEREH
2% ERWIE SR iR
project_id = String ImAid

RIMRE: 32
RAKE: 64
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RS
& 4-47 153K Header 2%
e EEWI%E SR R
X-Auth-Token | £ String FiFToken, Bi3ERIAMBRSS
SKEX A Token$Z5KEX ( Nk
JHESLEX-Subject-TokenfY
B) .
RIMKE: 32
BRAKE: 2097152
Content-Type | =2 String Content-Typeigksk
th&{E: application/
json;charset=utf8
RIME: 1
BAKE: 255
VRS54
RE&HS: 200
& 4-48 IR Body 23
2¥ ¥R R
topic_urn String HEBHENE—IRR
BMSE: 1
RAKE: 255
display_name | String EERARAR

BIMEE: 1
BRAKE: 255

warn_config warn_config | SZfREEE
object
K 4-49 warn_config
28 SHERE R
antiDDoS Boolean DDoS
back_doors Boolean M)
bruce_force Boolean SN ( REER, FTP, DB)
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2% SR fEA
high_privilege | Boolean HUEEHENEE S
remote_login | Boolean FERIZHE
send_frequenc | Integer EVESEE:
Y o 0: BREX—K
o 1: FRRF/NF—IX
X?F_FH | D%‘ﬁ o
waf Boolean RBFE
weak_passwo | Boolean 380O< (K%, HEE)
rd
s=E= —
(=R GNl
7
i Rz 735
K& 200
BEREKIN
"warn_config" : {
"antiDDoS" : false,
"bruce_force" : false,
"remote_login" : false,
"weak_password" : false,
"high_privilege" : false,
"back_doors" : false,
"waf" : false,
"send_frequency" : 0
%,
"topic_urn" : null,
"display_name" : null
}
SDK {187~
SDKACHSRBIANT o
Java
package com.huaweicloud.sdk.test;
import com.huaweicloud.sdk.core.auth.|Credential;
import com.huaweicloud.sdk.core.auth.BasicCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.antiddos.v1.region.AntiDDoSRegion;
import com.huaweicloud.sdk.antiddos.v1.*;
import com.huaweicloud.sdk.antiddos.v1.model.*;
MA5hRAS 05 (2024-01-08) WRINPTE © HERIRARBIRAE) 58



DDoS BB#P AAD
AP| &% 4 DDoS JFAERERHIFR API

public class ShowAlertConfigSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()

.withAk(ak)
.withSk(sk);

AntiDDoSClient client = AntiDDoSClient.newBuilder()
.withCredential(auth)
.withRegion(AntiDDoSRegion.valueOf("cn-north-4"))

.build();
ShowAlertConfigRequest request = new ShowAlertConfigRequest();

try {

ShowAlertConfigResponse response = client.showAlertConfig(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

Python

# coding: utf-8

from huaweicloudsdkcore.auth.credentials import BasicCredentials

from huaweicloudsdkantiddos.v1.region.antiddos_region import AntiDDoSRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkantiddos.v1l import *

if _name__ =="_main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.getenv("CLOUD_SDK_AK")

sk = os.getenv("CLOUD_SDK_SK")

credentials = BasicCredentials(ak, sk) \

client = AntiDDoSClient.new_builder() \
.with_credentials(credentials) \
.with_region(AntiDDoSRegion.value_of("cn-north-4")) \
.build()

try:

request = ShowAlertConfigRequest()
response = client.show_alert_config(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
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EE

N

THIR0S

print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
antiddos "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := antiddos.NewAntiDDoSClient(
antiddos.AntiDDoSClientBuilder().
WithRegion(region.ValueOf("cn-north-4")).
WithCredential(auth).
Build())

request := &model.ShowAlertConfigRequest{}
response, err := client.ShowAlertConfig(request)
if err == nil {
fmt.Printf("%+v\n", response)
} else {
fmt.Println(err)
}
}

B2 RIZBESHISDKILIERAI, 152 APl ExplorerfUSIBRAITAZ, aT4m BRI
ROSDKAAD = -

REES 1k

200 BREMIN
B2 NEI=RE,
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4.3.2 EFFEEREER

TORENA

ARTSE

URI

IERSH

EHAFPREES, BRULBEIROEHERRNEREE, ANTLUEERTF
MRS RERE FHIMHENEEER .

152 WANalEABAPI,

POST /v2/{project_id}/warnalert/alertconfig/update

* 4-50 25

2H R YIE SRR figid
project_id = String ImRid

=RIMKE: 32
BAKE: 64

2 4-51 53K Header &%

2% BBk SR ik
X-Auth-Token | 2 String FFToken, EiZiEARHIAMARSS

SXEXFEF TokeniZ[5XEY ( MERZ
BB sLrhX-Subject-Tokenfd
H)

BIMKE: 32

BAKE: 2097152

String Content-Typeigsksk

th&{&: application/
json;charset=utf8

BRIMKE: 1
BRAKE: 255

i

Content-Type
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%= 4-52 153K Body &%
2 AUk SR R
display_name | 2 String EEERLAIR
BIMEE: 1
BRAKE: 255
topic_urn 2 String HERAERIE—IRR
BIMEE: 1
BRAKE: 255
warn_config = WarnConfig | SZ8EEE.
object
2 4-53 WarnConfig
2% BEWI% SR fEid
antiDDoS = Boolean DDoSIZ
back_doors S Boolean MTRET]
bruce_force = Boolean SRR ( REES, FTP,
DB)
high_privilege | & Boolean HIREHENRIES
remote_login | & Boolean SEFIERE
send_frequenc | & Integer EVESEH:
y o 0: FRBX—IX
o 1: RFF/NFH—IX
I FHID@AE
waf B Boolean REB=FE
vgeak_passwo ES Boolean 5505 (R4, #iEE)
"

=351

RSE5: 200
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2 4-54 [0 Body &%
B8H e il R
error_code String AEREEIRAD
BME: 1
RAKE: 20
error_msg String REREEIREIA
BME: 1
RAKE: 255
=]

REHEEEAERS “urnismn:en-
north-7:2d2d90a56a3243bdb909f6a24a27be8d:cnad-test-intl” , HECEEEHZE

AV LB /9DDoS KT

POST https://{endpoint}/v2/{project_id}/warnalert/alertconfig/update

{

"display_name" : "",

"topic_urn" : "urn:smn:cn-north-7:2d2d90a56a3243bdb909f6a24a27be8d:cnad-test-intl",

"warn_config" : {
"antiDDoS" : true,
"back_doors" : false,
"bruce_force" : false,
"high_privilege" : false,
"remote_login" : false,
"send_frequency" : 1,
"waf" : false,
"weak_password" : false

Nl Mz 73~
RE/: 200
BEREKIN

{
"error_code" : "10000000",
"error_msg" : "Ok",
"task_id" : ""

}

SDK {187~
SDKIHBRBIENT

Java

REHEEEAESS “urnismn:en-
north-7:2d2d90a56a3243bdb909f6a24a27be8d:cnad-test-intl” , HECEEEHZE

AV LB IDDoS KT

package com.huaweicloud.sdk.test;

MAERRAS 05 (2024-01-08)

WRINERE © HERRAREBIRAT

63




DDosS iR AAD
APl &

4 DDoS JFAERERHIR API

Python

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.antiddos.v1.region.AntiDDoSRegion;
import com.huaweicloud.sdk.antiddos.v1.*;

import com.huaweicloud.sdk.antiddos.v1.model.*;

public class UpdateAlertConfigSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk);

AntiDDoSClient client = AntiDDoSClient.newBuilder()
.withCredential(auth)
.withRegion(AntiDDoSRegion.valueOf("cn-north-4"))

.build();

UpdateAlertConfigRequest request = new UpdateAlertConfigRequest();

UpdateAlertConfigRequestBody body = new UpdateAlertConfigRequestBody();

UpdateAlertConfigRequestBodyWarnConfig warnConfigbody = new

UpdateAlertConfigRequestBodyWarnConfig();

warnConfigbody.withAntiDDoS(true)

.withBackDoors(false)
.withBruceForce(false)
.withHighPrivilege(false)
.withRemoteLogin(false)
.withSendFrequency(1)
.withWaf(false)
.withWeakPassword(false);

body.withWarnConfig(warnConfigbody);

body.withTopicUrn("urn:smn:cn-north-7:2d2d90a56a3243bdb909f6a24a27be8d:cnad-test-intl");

body.withDisplayName("");

request.withBody(body);

try {

UpdateAlertConfigResponse response = client.updateAlertConfig(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

WEHBIBERIEDA “urn:smn:cn-
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Go

# coding: utf-8

from huaweicloudsdkcore.auth.credentials import BasicCredentials

from huaweicloudsdkantiddos.v1.region.antiddos_region import AntiDDoSRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkantiddos.v1l import *

if _name__=="__main__":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.getenv("CLOUD_SDK_AK")

sk = os.getenv("CLOUD_SDK_SK")

credentials = BasicCredentials(ak, sk) \

client = AntiDDoSClient.new_builder() \
.with_credentials(credentials) \
.with_region(AntiDDoSRegion.value_of("cn-north-4")) \
.build()

try:
request = UpdateAlertConfigRequest()
warnConfigbody = UpdateAlertConfigRequestBodyWarnConfig(
anti_d_do_s=True,
back_doors=False,
bruce_force=False,
high_privilege=False,
remote_login=False,
send_frequency=1,
waf=False,
weak_password=False
)
request.body = UpdateAlertConfigRequestBody(
warn_config=warnConfigbody,
topic_urn="urn:smn:cn-north-7:2d2d90a56a3243bdb909f6a24a27be8d:cnad-test-intl",
display_name=""
)
response = client.update_alert_config(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

REIHEBERERS “urn:smn:cn-
north-7:2d2d90a56a3243bdb909f6a24a27be8d:cnad-test-intl” , HELBEEEESZEE
AV EZRE ADDoS

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
antiddos "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.
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// In this example, AK and SK are stored in environment variables for authentication. Before running this

example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak := 0s.Getenv("CLOUD_SDK_AK")
sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := antiddos.NewAntiDDoSClient(
antiddos.AntiDDoSClientBuilder().
WithRegion(region.ValueOf("cn-north-4")).
WithCredential(auth).
Build())

request := &model.UpdateAlertConfigRequest{}
backDoorsWarnConfig:= false
bruceForceWarnConfig:= false
highPrivilegeWarnConfig:= false
remoteLoginWarnConfig:= false
sendFrequencyWarnConfig:= int32(1)
wafWarnConfig:= false
weakPasswordWarnConfig:= false
warnConfigbody := &model.UpdateAlertConfigRequestBodyWarnConfig{
AntiDDoS: true,
BackDoors: &backDoorsWarnConfig,
BruceForce: &bruceForceWarnConfig,
HighPrivilege: &highPrivilegeWarnConfig,
Remotelogin: &remoteLoginWarnConfig,
SendFrequency: &sendFrequencyWarnConfig,
Waf: &wafWarnConfig,
WeakPassword: &weakPasswordWarnConfig,
}
request.Body = &model.UpdateAlertConfigRequestBody{
WarnConfig: warnConfigbody,
TopicUrn: "urn:smn:cn-north-7:2d2d90a56a3243bdb909f6a24a27be8d:cnad-test-intl",
DisplayName: ""

response, err := client.UpdateAlertConfig(request)

if err == nil {
fmt.Printf("%+v\n", response)
}else {
fmt.Println(err)
}
}
e 2
FERIZIESHISDKHE A, 52 AP ExplorerffSIBRAIRES, AT4ERKBE NI
HISDKAAS A o
RSB
RS R
200 BRI
T
52 IEIRE,
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4.4 BIABGIFRIR =18
4.4.1 B2E Anti-DDoS BRIARGIFERS

TheEEN A
BCcEFFRIEOARGIPSRES . BcERGIPRIEfE, MWERNRREENFBIGIRN, &%
BRIZEOAMF RIS HITEE -
BRGE
152 IAaAFAPI,
URI
POST /v1/{project_id}/antiddos/default-config
& 4-55 BIRBH
2% mEWI% SR ik
project_id = String InHid
RIMKE: 32
RAKE: 64
IBRSH
Z 4-56 153k Header 2#{
8% EEWI%E SHERR R
X-Auth-Token | 2 String FAFToken, BiZiEARIAMARSS
SREYFE P TokeniZ[O5KEY ( Nz
JHESLEX-Subject-TokenfY
BH) .
B/MEE: 32
BRAEKE: 2097152
Content-Type | =2 String Content-Typeigksk
th&{E: application/
json;charset=utf8
RIME: 1
BAXEKE: 255
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2 4-57 153k Body 2#
S8 BBk SR ik
enable_L7 2 Boolean EEFRBRLIERF, BEEs
fasle
traffic_pos_id | @ Long mEa9ERID, BVEBE: 1~
9, 88. 99
=/ME: 1
=AE: 99
http_request_ | 2 Long HTTPIESRESERID, BUETE
pos_id El: 1~15
=B/ME: 1
=AXE: 15
cleaning_acce | 2 Long meEpaPRHIoERID, BUETE
ss_pos_id FEl: 1~8. 88. 99
=IME: 1
B=AE: 99
app_type_id = Integer MNEZEBD, nEEE:
e 0
o 1
VRS54
REEL: 200
7 4-58 IR Body 2%
28 SR A
error_code String A EREEIRAD
BNME: 1
BRAKE: 20
error_msg String MEREEIRTEIA
RIM<E: 1
BAKE: 255
B3R

BCERPRUARIBIIRRES, BiREHAIERESRIDIRENS, RESRIDIREN

POST https://{endpoint}/v1/{project_id}/antiddos/default-config

{
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"app_type_id" : 0O,
"cleaning_access_pos_id" : 8,
"enable_L7" : false,
"http_request_pos_id" : 1,
"traffic_pos_id" : 1

i Rz 73~451
KERL: 200
BRI

"error_code" : "10000000",
"error_msg" : "Ok",
"task_id" : ""

}

SDK {373l
SDKALFEREIENT .

Java

BCERPRUARIBIIRRES, BiREHAIaRESRIDIRENS, 8

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.antiddos.v1.region.AntiDDoSRegion;
import com.huaweicloud.sdk.antiddos.v1.*;

import com.huaweicloud.sdk.antiddos.v1.model.*;

public class CreateDefaultConfigSolution {

public static void main(String[] args) {

SRIDIREA1,

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or

environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");
String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
withSk(sk);

AntiDDoSClient client = AntiDDoSClient.newBuilder()
.withCredential(auth)
.withRegion(AntiDDoSRegion.valueOf("cn-north-4"))
.build();

CreateDefaultConfigRequest request = new CreateDefaultConfigRequest();

DdosConfig body = new DdosConfig();

body.withAppTypeld(OL);

body.withCleaningAccessPosld(8L);
body.withHttpRequestPosld(1L);
body.withTrafficPosId(1L);

body.withEnableL7(false);

request.withBody(body);
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Python

Go

try {

CreateDefaultConfigResponse response = client.createDefaultConfig(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

BCERFEOARIRIIPREE, ERIAEREISRIDIRENS, MEDRIDIRENT.
# coding: utf-8

from huaweicloudsdkcore.auth.credentials import BasicCredentials

from huaweicloudsdkantiddos.v1.region.antiddos_region import AntiDDoSRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkantiddos.v1 import *

if _name__=="__main_"

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.getenv("CLOUD_SDK_AK")

sk = os.getenv("CLOUD_SDK_SK")

credentials = BasicCredentials(ak, sk) \

client = AntiDDoSClient.new_builder() \
.with_credentials(credentials) \
.with_region(AntiDDoSRegion.value_of("cn-north-4")) \
.build()

try:
request = CreateDefaultConfigRequest()
request.body = DdosConfig(
app_type_id=0,
cleaning_access_pos_id=8,
http_request_pos_id=1,
traffic_pos_id=1,
enable_l7=False
)
response = client.create_default_config(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

BCERFEROARIRIIPRES, ERLEREISERIDIRENS, MESRIDIRENT.
package main

import (
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2

W&

"fmt"

"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"

antiddos "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/model"

region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak := 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := antiddos.NewAntiDDoSClient(
antiddos.AntiDDoSClientBuilder().
WithRegion(region.ValueOf("cn-north-4")).
WithCredential(auth).
Build())

request := &model.CreateDefaultConfigRequest{}
request.Body = &model.DdosConfig{
AppTypeld: int64(0),
CleaningAccessPosld: int64(8),
HttpRequestPosld: int64(1),
TrafficPosld: int64(1),
EnablelL7: false,

}
response, err := client.CreateDefaultConfig(request)
if err == nil {
fmt.Printf("%-+v\n", response)
}else {
fmt.Println(err)
}

}

BZRFESHISDKILIERAEI, 1ESMAPI ExplorerfI{LiBRAITAEE, A4 EEIRIMN
AISDKILHS =B

LA fiR

200 BREMIN

<

B2 WEIRE .
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4.4.2 25if] Anti-DDoS EXARGIPEERS

ab
ThEEN 4B

ARTIE

URI

IERSH

=31

EEAPEERIRANIFERES o

52 LAMEE AP,

GET /v1/{project_id}/antiddos/default-config

% 4-59 BRSH

SH

SHERE

%

project_id

= String

InHid
RIMKE: 32
RAKE: 64

% 4-60 53K Header 2%

24

fEk

X-Auth-Token

= String

R Token, BEEiEBIAMIRSS
SREN AP TokeniZ OXEX ( MR
jE B sLrhX-Subject-Tokenfd
H).

=IMKE: 32

BAEE: 2097152

Content-Type

String

Fali

Content-Typeigksk

fth&{E: application/
json;charset=utf8

w=AMKE: 1
BRAKKE: 255

WR&E: 200
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K 4-61 WLy Body 2

(NS

8% e el ik
enable_L7 Boolean BEFBLIEMRIR, ExE{ENfasle
traffic_pos_id | Long mENERID, BUESEE: 1~9. 88. 99
B/IME: 1
AE: 99
http_request_ | Long HTTPiESRESERID, BUESBE: 1~15
pos.id BME: 1
mAfE: 15

cleaning_acce | Long

Bt pEREI o ERID, BYESEE: 1~8. 88,

ss_pos_id 99
=ME: 1
BRAE: 99
app_type_id | Integer N FAZEEID, AlEEE:
e 0
o 1
=Pl
7

i Rz 73~5
KRB 200
EREMIN
{
"app_type_id" : 1,
"cleaning_access_pos_id" : 8,
"enable_L7" : false,

"http_request_pos_id" : 8,
"traffic_pos_id" : 8

SDK {187~
SDKACRBRAEIENT .

Java

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;
import com.huaweicloud.sdk.core.auth.BasicCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;

import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;

import com.huaweicloud.sdk.antiddos.v1.region.AntiDDoSRegion;
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import com.huaweicloud.sdk.antiddos.v1.*;
import com.huaweicloud.sdk.antiddos.v1.model.*;

public class ShowDefaultConfigSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk);

AntiDDoSClient client = AntiDDoSClient.newBuilder()
.withCredential(auth)
.withRegion(AntiDDoSRegion.valueOf("cn-north-4"))

.build();

ShowDefaultConfigRequest request = new ShowDefaultConfigRequest();

try {

ShowDefaultConfigResponse response = client.showDefaultConfig(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

Python

# coding: utf-8

from huaweicloudsdkcore.auth.credentials import BasicCredentials

from huaweicloudsdkantiddos.v1.region.antiddos_region import AntiDDoSRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkantiddos.v1l import *

if _name__ =="_main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.getenv("CLOUD_SDK_AK")

sk = os.getenv("CLOUD_SDK_SK")

credentials = BasicCredentials(ak, sk) \

client = AntiDDoSClient.new_builder() \
.with_credentials(credentials) \
.with_region(AntiDDoSRegion.value_of("cn-north-4")) \
.build()

try:
request = ShowDefaultConfigRequest()
response = client.show_default_config(request)

SRS 05 (2024-01-08) IS © ERRAGIRAT 7



DDoS iR AAD

APl &%

4 DDoS JFAERERHIR API

Go

2

LI NEE

THIR0S

print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
antiddos "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak := 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := antiddos.NewAntiDDoSClient(
antiddos.AntiDDoSClientBuilder().
WithRegion(region.ValueOf("cn-north-4")).
WithCredential(auth).
Build())

request := &model.ShowDefaultConfigRequest{}
response, err := client.ShowDefaultConfig(request)
if err == nil {
fmt.Printf("%+v\n", response)
}else {
fmt.Println(err)
}
}

BZRIZIE S HISDKICIERAY, 1EZSMAPI ExplorerfICHRRAEIRE, AI4RBEIRIMN
BYSDKAADRABY o

WS 1k
200 IEREKII

B2 WEIRE .
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4.4.3 & Anti-DDoS EXIABHIPERS

TheeN4a
fIRR A P ECERIEGA RGP RS o
BREE
B ANELERAPI,
URI
DELETE /v1/{project_id}/antiddos/default-config
*4-62 BIZSH
2% mEwI% SR fiEid
project_id = String InHid
RIMKE: 32
BRAKE: 64
IERSH
% 4-63 153K Header 2%
2¥ =A% ST ik
X-Auth-Token | 2 String FAFToken, BZiEAIAMIRSS
SREYFE P TokenZ [$KEY ( Nakz
JHESLAX-Subject-TokenfY
B).
BRIMKE: 32
BAKE: 2097152
Content-Type | 2 String Content-Typeigksk
th&{E: application/
json;charset=utf8
RIMKE: 1
BRAKE: 255
VRSt

WR&E: 200
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K 4-64 uLy Body 2

2% SRR fiik

error_code String AEREEIRAD
BIME: 1
RAKE: 20

error_msg String AEREEIRIEIA
BM<E: 1
BRAEKE: 255

i5RHl

N Rz~
RE/: 200
BEREKIN
{

"error_code" : "10000000",

"error_msg" : "Ok",
"taSk_id" : "
}

SDK {Xt3f1

SDKARURBRABIENT

Java

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;
import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.antiddos.v1.region.AntiDDoSRegion;
import com.huaweicloud.sdk.antiddos.v1.*;

import com.huaweicloud.sdk.antiddos.v1.model.*;

public class DeleteDefaultConfigSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or

environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()

withAk(ak)
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.withSk(sk);
AntiDDoSClient client = AntiDDoSClient.newBuilder()
.withCredential(auth)
.withRegion(AntiDDoSRegion.valueOf("cn-north-4"))
.build();
DeleteDefaultConfigRequest request = new DeleteDefaultConfigRequest();

try {

DeleteDefaultConfigResponse response = client.deleteDefaultConfig(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

Python

# coding: utf-8

from huaweicloudsdkcore.auth.credentials import BasicCredentials

from huaweicloudsdkantiddos.v1.region.antiddos_region import AntiDDoSRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkantiddos.v1 import *

if _name__ =="__main_"

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.getenv("CLOUD_SDK_AK")

sk = os.getenv("CLOUD_SDK_SK")

credentials = BasicCredentials(ak, sk) \

client = AntiDDoSClient.new_builder() \
.with_credentials(credentials) \
.with_region(AntiDDoSRegion.value_of("cn-north-4")) \
.build()

try:
request = DeleteDefaultConfigRequest()
response = client.delete_default_config(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

Go

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
antiddos "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/region"
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)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak := 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := antiddos.NewAntiDDoSClient(
antiddos.AntiDDoSClientBuilder().
WithRegion(region.ValueOf("cn-north-4")).
WithCredential(auth).
Build())

request := &model.DeleteDefaultConfigRequest{}
response, err := client.DeleteDefaultConfig(request)
if err == nil {
fmt.Printf("%-+v\n", response)
}else {
fmt.Println(err)
}
}

2
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DDoS [FESZREHF API

5.1 DDoS [FEEAGiR-SEt TR

5.1.1 EEERS

TORENA

AR

URI

EEHRERE

52 AMEE AP,

GET /v1/cnad/alarm-config

2 5-1 153K Header 2%

2% AUk ST A
X-Auth-Token | 2 String R Token, BEiIEARIAMBES

$REXFB P Token$Z[3KEX ( MRz
jE B sLrhX-Subject-Tokenfd
B) .

BIMKE: 32

BAKE: 2097152
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2H BRWIE SR fHR
Content-Type | = String Content-Type
th&{&: application/
json;charset=utf8
RIMSE: 1
BRAKE: 255
RS &
KEB: 200
7 5-2 IR Body 2%
2¥ SRR it
topic_urn String SMNHAYtopic urn
=ME: 1
BRAKE: 255
=R
7o
M 7~ 5
KESFG: 200
OK
{
"topic_urn" : "urn:smn:cn-north-7:4229e3e5b9014d978b208b971f2e0e0c:DDos_test"
}
RS
RSB 0%
200 OK
401 Unauthorized
403 Forbidden
404 Not Found
ELE)

52 EIRE .

MAERRAS 05 (2024-01-08)

WRINERE © HERRAREBIRAT 81




DDoS iR AAD
APl &

5 DDoS [FESRBHF AP

URI

IBREH

N Rz S4L

IRESRERE

52 WAMEE AP,

POST /v1/cnad/alarm-config

Z 5-3 153K Header 2%

SH

Rk

SHERE

%

X-Auth-Token

=
=

String

AR Token, EIiEBIAMIRSS
SXEYFE A TokeniZ[FKEX ( MERL
&2 sLAhX-Subject-Tokenfd
B) .

=RIME: 32

BAEKE: 2097152

Content-Type

i

String

Content-Type

th&{&: application/
json;charset=utf8

=RIMRE: 1
BAKE: 255

& 5-4 153K Body &%

24

b=y gy

SHEE

HEk

topic_urn

=
=

String

SMNHAJtopic urn
RIMRE: 1
BRAKE: 255

RZSEE: 200
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APl &% 5 DDoS B4 AR API

# 5-5 IR Body 2%

2H SHERE R
topic_urn String SMNHAJtopic urn

RAMKE: 1
BEAKE: 255

BRI

HFEREEEM, FEERA “urnismnien-
north-7:2d2d90a56a3243bdb909f6a24a27be8d:cnad-test-intl” B8 EiBENRYFER
POST https://{endpoint}/v1/cnad/alarm-config

{

"topic_urn" : "urn:smn:cn-north-7:2d2d90a56a3243bdb909f6a24a27be8d:cnad-test-intl"
}

i Rz73~451
RE/: 200

OK
{
"topic_urn" : "urn:smn:cn-north-7:4229e3e5b9014d978b208b971f2e0e0c:DDos_test"
}
RS
R A
200 OK
401 Unauthorized
403 Forbidden
404 Not Found
=0
B EIRE .
5.1.3 MprEERE
ThEe 4R
MprEERcE
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APl &% 5 DDoS [FEFKFEIF API
ERGE
52 WATEFRAPI,
URI
DELETE /v1/cnad/alarm-config
ERSHE
% 5-6 {5k Header 2%
2% BRI SR fEid
X-Auth-Token | 2 String R Token, @iTiEREIAMIRSS
SRE A Token$Z 3REX ( M@z
JHESLEX-Subject-TokenHY
H) .
RAMKE: 32
BRAEKE: 2097152
Content-Type | =& String Content-Type
th&{&: application/
json;charset=utf8
BIVEE: 1
BRAKE: 255
NaRSEL
R&ME: 200
# 5-7 IR Body 2%
28 S R
topic_urn String SMNHYtopic urn
BAMKE: 1
RAKE: 255
(=R
7
M 73~ 451

RSE5: 200
OK
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APl &% 5 DDoS [F4SZREAIR AP
{
"topic_urn" : "urn:smn:cn-north-7:4229e3e5b9014d978b208b971f2e0e0c:DDos_test"
}
RS
RSB iR
200 OK
401 Unauthorized
403 Forbidden
TEL
B2 EIRB.

5.2 DDoS R4S piR-fhireEtE
5.2.1 EEPFPESIER

IheeENA

BigfpiresIE
BRLE

152 IAaAHAPI,
URI

GET /v1/cnad/packages
IBREH

% 5-8 i53K Header 2%

e EE W% SR R
X-Auth-Token | £ String FiFToken, Bi3ERIAMBRSS

SREVFA P TokeniZ O5XEY ( M@AZ
jE B sLrhX-Subject-Tokenfd
B).

RIMKE: 32

BRAKE: 2097152
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APl % 5 DDoS [R4EBZKEHIF API
2% mEwI% SR ik
Content-Type | = String Content-Type
th&{&: application/
json;charset=utf8
BRAMKE: 1
BRAKE: 255
)R-
IK&[D: 200
2 5-9 I Body £
2% ST ik
total Integer IS5
&/IME: 0
RAfE: 2147483647
items Array of R
PackageResp | xpicpr: 0 - 2147483647
onse objects

£ 5-10 PackageResponse

2%

SHE

i

package_id

String

FriFeid
&AMRE: 32
RAKE: 64

package_nam
e

String

Jakmi e
RAMKE: 1
BAKE: 255

region_id

String

RiRFrEregion
BIME: 1
BRAKE: 255

protection_ty
pe

Integer

BriF2eEy
&/ME: 0
&AE: 1
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APl &% 5 DDoS [FEFKFHIF API
2% SR fik
instance_type | String FHIFEZERY, cnad_pro: TAlhR; cnad_ip: tRAE
iR; cnad_ep: $HEHMR; cnad_full_high: £785
SAR; cnad_vic: ¥&FTERR; cnad_intl_ep: EPR
uhEHEhR
resource_id String #HiRid
BNMNEE: 32
EAKE: 64
count_down_c | String BILTETEXER
ode BMEEE: 1
RAKE: 255
count_down_i | String [E i EESES
nfos BMREE: 1
RAKE: 255
count_down_t | String FERTEHEXER
Ips BMRE: 1
RAKE: 255
order_id String 1JEid
BMRE: 17
RAKE: 17
subscription_i | String 4LZRFARYId
d BIMRE: 32
RAKE: 64
ip_num Integer ip&L
&/IME: 0
BAE: 2147483647
ip_num_now | Integer ZR01PEL
&/IME: 0
EBX{E: 2147483647
protection_nu | Integer HEIBBIRIREL
m_now &=/ME: 0
BX{E: 9999
protection_nu | Integer FE$FIREL, 9999 TChRIX
m BR/IME: 0
BRAE: 9999
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APl &

5 DDoS [FESRBHF AP

BRI

N Rz~

SH

SHRE

ik

basic_bandwi
dth

Integer

RIET
=/JME: 0
=RAXE: 2147483647

elastic_bandw
idth

Integer

el e
=/ME: 0
BAE: 2147483647

service_band
width

Integer

e
NE=E=

&/JME: 0
B A(E: 2147483647

clean_bandwi
dth

Integer

EEEE
2/ME: 0
BA{E: 2147483647

policy_num

Integer

RERIEIREL
=/ME: 0
BARE: 2147483647

is_old

Boolean

ERIAIFE (1BRFEARSIFAERNE ) FOA

TMENE

new_flag

Boolean

BRI EFH Z EWER LI ARFIHE R

R Atrue

create_time

Long

ellfEdihglz)
&=/IME: 0

EBRA{E: 9223372036854775807

RSE5: 200
OK
{

"items" : [ {

"package_id" : "0c613ff9-2b63-4aa2-9333-e03541fe0d9a",
"package_name" : "name",
"region_id" : "cn-north4",

"protection_type" :

0,

"instance_type" : "cnad_pro",
"resource_id" : "0c613ff9-2b63-4aa2-9333-e03541fe0d9a",
"count_down_code" : "hws_countdown_period_using",

"count_down_infos" : {

"status" : 2,
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APl &

5 DDoS [FEERBHF AP

"nextOperationPolicy" : 0,
"nextOperationRemainingDay" : 10
%
"count_down_tips" : {
"effTime" : "2022-10-09T10:00:17Z",
"expTime" : "2022-12-09T15:59:597"
%
"order_id" : "CS2211020327RKFEA",
"subscription_id" : "0c613ff9-2b63-4aa2-9333-e03541fe0d9a",
"ip_num" : 100,
"ip_num_now" : 100,
"protection_num_now" : 1,
"protection_num" : 9999,
"basic_bandwidth" : 10,
"elastic_bandwidth" : 200,
"service_bandwidth" : 100,
"clean_bandwidth" : 100,
"policy_num" : 1,
"is_old" : false,
"new_flag" : true,
"create_time" : 1665309611045
11
"total" : 1
}

T

LN fiik

200 OK

401 Unauthorized

403 Forbidden

404 Not Found

3

52 BRI .

5.2.2 EHHIPERF

EHPIFEEF

i5S LAMEE AP,

URI

PUT /v1/cnad/packages/{package_id}/name
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APl &

5 DDoS [BEERBHF AP

% 5-11 BRSH

2% ERWIE

SHERE

ik

package_id =

String

FAtrEid
=IMKE: 32
BRAKE: 64

IBREH

% 5-12 {53k Header 2%

2H ERUWIE

SHEE

HEk

X-Auth-Token | 2

String

HRFToken, ETEAAIAMAES
SXEYFEF Token#Z[5KEY ( MERZ
iEHEsLrhX-Subject-Tokenfd
B) .

BIMKE: 32

RAIKE: 2097152

ali

Content-Type

String

Content-Type

th&{E: application/
json;charset=utf8

BRIMEE: 1
RAKE: 255

% 5-13 153K Body ¥

2% BB

SHR

1)

name =

String

BF
BRIKE: 1
BAKE: 255

)2

BRI

BIEERIFE2TREFH N “package_name” ,

PUT https://{endpoint}/v1/cnad/packages/{package_id}/name

{

MAERRAS 05 (2024-01-08)

WRIERE © HERRARBIRAT

90



DDoS iR AAD
AP| &% 5 DDoS B4 AR API

"name" : "package_name"

}

I Rz~ 51
7
RS
REB A
200 OK
401 Unauthorized
403 Forbidden
404 Not Found
EiRD
B2 EIRB.
5.2.3 B EHEE SRR
INEENA
EHEIPEMENESMHIPIIR
AR
152 IAaAHAPI,
URI

POST /v1/cnad/packages/{package_id}/protected-ips

% 5-14 BRSH

2% BEWI% SRR ik
package_id 2 String FatFeid

=RIMKE: 32
BAKE: 64
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AP| &% 5 DDoS [REERFHIF AP
BRSH

2 5-15 153K Header 2%f

2H EEWIE e St fEk

X-Auth-Token String FAFToken, BZiEARIAMBRSS
SREYFE P TokeniZ[O5XEY ( MKz
jEBEsLrhX-Subject-Tokenfd
B) .

=IMKE: 32

BAEE: 2097152

ali

String Content-Type

th&{E: application/
json;charset=utf8

RIMKE: 1
RAKE: 255

ali

Content-Type

K 5-16 153k Body 2%

2 ey SR iR
protected_ip_l | 2 Array of e2HRipYIE
ist UpdateProte MBI 0 - 2147483647

ctedlpinPolic
yBody objects

2k 5-17 UpdateProtectedlplnPolicyBody

8% BE W% SR R
id = String FAtRiphYid

=AMKE: 32

BRAKE: 64

ip = String atialls)

BIME: 7

BEAKE: 128

String 7 VPN: VPN; NAT:
NAT; VIP: VIP; CCl: CCl;
EIP: 384/3MIP; ELB: 58f4fa
#1977; REROUTING_IP:
REROUTING_IP; SubEni:

SubEni; NetlnterFace:
NetlnterFace;

ali

type

SRS 05 (2024-01-08) IS © ERRAGIRAT 9
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AP| & 5 DDoS B4 SEEIF API
2H BRWIE SR fHR
name & String B=F
BMEE: 1
BAEE: 255
RIS
7
=Pl
BIEERIPEINEEHIPXIRERNEIP “1.1.1.17 (IDFRRA
“0c613ff9-2b63-4aa2-9333-e03541fe0d9a” ) .
POST https://{endpoint}/v1/cnad/packages/{package_id}/protected-ips
{
"protected_ip_list" : [ {
"ip" : "1.1.1.1",
"id" : "0c613ff9-2b63-4aa2-9333-e03541fe0d9a",
"type" : "EIP"
11
}
M Rz~
.
RS
REB A
200 OK
401 Unauthorized
403 Forbidden
404 Not Found
e
BESIERB.

ERASERIRIFIIRIE
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APl &% 5 DDoS [FEFKFHIF API
ERGE
52 WATEFAPI,
URI
GET /v1/cnad/packages/{package_id}/unbound-protected-ips
& 5-18 BIRBH
2% Rk S fiEid
package_id 2 String FatFeid
BRAMKE: 32
BRAKE: 64
2 5-19 Query 2%
2% ERWiE ST fiEid
offset & Integer FaE AR wEE, FIAEO
/IME: 0
= A{E: 65535
limit B Integer BRETIREHE R
{8:2000
B/IME: 1
& AX{E: 2000
ERSH
K 5-20 153k Header 2%
2% =AUk SR ik
X-Auth-Token | 2 String FAFToken, BiEAIAMIRSS

$REVA P TokeniZ 5XEY ( IR
jE B sLrhX-Subject-Tokenfd
B).

RIMKE: 32

BXEKE: 2097152
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APl &% 5 DDoS [FEFKFHIF API
2% BRIk S faiR
Content-Type | = String Content-Type
th&{&: application/
json;charset=utf8
BMEE: 1
BRAKE: 255
Nn R SEL
KE\: 200
% 5-21 I Body 2%
28 SR R
total Integer 2%
=/ME: 0
EBX{E: 2147483647
ips Array of YatiallorZIES
ProtectedipR | xpicpr: 0 - 2147483647
esponse
objects

2 5-22 ProtectedlpResponse

2% SHE

i

id String

FARIPAYId
&AMRE: 32
RAKE: 64

ip String

Yatially
RIMKE: 7
BAKE: 128

type String

ZEH . VPN: VPN; NAT: NAT; VIP: VIP;
CCl: CCl; EIP: 384 MIP; ELB: s8{Efazkty
%7; REROUTING_IP: REROUTING_IP;
SubEni: SubEni; NetInterFace:
NetInterFace;

name String

72=F
=RIME: 1
BEAKE: 255
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APl &

5 DDoS [FESRBHF AP

SH

SHRE

g

status

Integer

4*?‘5 0 - J_.E':%"a
&=/ME: 0
=AE: 2

1-iB%HR, 2-EFH

status_detail

IpStatusDetai
L object

HIEER

policy_name

String

HEEE
RIME: 1
BRAKE: 255

region

String

Frj@region
RAMKE: 1
RAIKE: 255

package_id

String

FtFeid
=R/IMKE: 32
BAKE: 64

package_nam
e

String

[aEial =
=RIMKE: 0
RAKE: 255

tags

String

TMSFREE
BIMKE: 1
BKIKE: 255

tag

String

RHFRES
=R/IMKE: 0
RAIKE: 255

is_resale

Boolean

ZkiAfalse,
BRFIIRZR

RO RERNIP, FEERTER

package_versi
on

String

package_version, cnad_pro: EIAR;

cnad_ip: #ERR; cnad_ep: $HEHR;
cnad_full_high: £HFFE&AR; cnad_vic: &%
fR; cnad_intl_ep: EFRiGtASAR

£ 5-23 IpStatusDetail

2 SRR R
block_time Long HiERTE
=/JME: 0

BA(E: 9223372036854775807

MAERRAS 05 (2024-01-08)

WRINERE © HERRAREBIRAT

96



DDoS iR AAD

APl & 5 DDoS [RESRRHIF API
28 SR A
unblock_time | Long FREIRTIE

=/JME: 0
BRA{E: 9223372036854775807
=Rl
7
N Mz 73~ 51
RS 200
OK
{
"ips" i [ {
"id" : "2b93b3ed-7aed-4b73-be77-d04318cbdase",
"ip" : "100.85.112.111",
"is_resale" : false,
"tags" : "{}",
"type" - "EIP"
11
"total" : 1
}

REB
RSB ik
200 OK
401 Unauthorized
403 Forbidden
404 Not Found

e

52 LERB.

5.3 DDoS [REEHKHIP-RISEE
5.3.1 EERERSIZE

TORENA

ERIEIIE
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DDoS iR AAD
APl &

5 DDoS [FESRBHF AP

AR

i5Z AMEE AP,

URI
GET /v1/cnad/policies

K 5-24 Query 2%

1)

24 BRIk SR
Pz

offset S Integer

FaE BRI REE, BHAE:
=/JME: 0
= A{E: 65535

limit

i1y

Integer

BRETHFEHE A
{#:2000

=AME: 1
BAE: 2000

iy

policy_name String

RIS
=RIMKE: 0
RKXKE: 50

IERSH

K 5-25 {53k Header £%f

ik

X-Auth-Token | 2 String

FiFToken, Bi3iERIAMARSS
$XHYFEF TokeniZ[5KEX ( MERZ
jEEsLrhX-Subject-Tokenfd
B) .

=IMKE: 32

BAEE: 2097152

String

ali

Content-Type

Content-Type

th&{E: application/
json;charset=utf8

=BIMKE: 1
BRAKKE: 255

Vet

REB: 200
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APl &% 5 DDoS B4 AR API

K 5-26 L7 Body 2%

P YR fitiR
total Integer B
B/JME: 0
B=A(E: 2147483647
items Array of SRERFIZR
PollcyRespon HAKE: 0-2147483647
se objects
% 5-27 PolicyResponse
P SHn fiti
id String id

RIMKE: 32
EAKE: 64
package_id String FatFeid

B&AMKE: 32
RAKE: 64

package_nam | String ot iay k=

€ BIM<E: 0
RAKE: 255

name String KEESA

&/MKE: 0
RAKE: 255
description String A
&/IMKE: 0
EAIKE: 255
region String FrfEregionAYid
RAMKE: 1
BAKE: 255

clean_thresho | Integer TERRE

d £/ME: 100
=A(E: 1000

num_protecte | Integer FHiRipEL

d_ip £/ME: 0

B A(E: 2147483647
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APl &

5 DDoS [FEERBHF AP

iBERTA

N Rz~
RE&ES: 200
OK
{

"items" : [ {
"clean_threshold" : 120,
"id" : "798d8975-f7cf-490f-b990-747ebaf41248",
"name" : "sadf",
"num_protected_ip" : 0,
"package_id" : "09b5ae8e-ae05-49ff-80fc-8bdf68c16499",
"package_name" : "JUiz",
"region" : "cn-north-4"

11
"total" : 1
}

W&

K& fR

200 OK

401 Unauthorized

403 Forbidden

404 Not Found
FHIREG

TS EIRB.

INRENA

ElfEE S
BB

B2 AEEABAPI,
URI

POST /v1/cnad/policies
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APl &

5 DDoS [FESRBHF AP

IERSH

2 5-28 53K Header 2%f

24

EEWIE

SHER

1)

X-Auth-Token

=
=

String

PR Token, @iZiERBIAMIRS
SREXEE A TokeniZFKEY ( ML
jE B sLrhX-Subject-Tokenfd
BH).

=IMKE: 32

BXEKE: 2097152

Content-Type

ali

String

Content-Type

fth&{E: application/
json;charset=utf8

BIMEE: 1
BRAKKE: 255

7 5-29 53K Body 2%

SH

Rk

SHERE

ik

name

=
=

String

RAEZ
BIMEE: 1
BAKE: 255

package_id

ali

String

FEiREid
mAMKE: 32
BRAKE: 64

description

i1y

String

A
=IMKE: 0
BAKKE: 255

N Rz S4(

RSE5: 200

2 5-30 NN Body %5

2%

SHE

ik

id

String

HHgid

RIMKE: 32
BAKE: 64
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APl &

5 DDoS [FESRBHF AP

SHRE

g

String

RE8Z
=BME: 0
BAKE: 255

package_id

String

Fh3PEsid
=RAMKE: 32
RAKE: 64

description

String

ik
BM<E: 0
BRAIKE: 255

clean_thresho
d

Integer

imisd{E
&/JME: 100
B A{E: 1000

iERpl

JidA “0c613ff9-2b63-4aa2-9333-e03541fe0d9a” BIFHIPELIE—NZFRA
“name” BIRHIPERES

POST https://{endpoint}/v1/cnad/policies

{

"name" : "name",

"package_id" : "0c613ff9-2b63-4aa2-9333-e03541fe0d9a",

"description" : ""

}

I 7~ A5
HREB/: 200
OK
{

"id" : "0c613ff9-2b63-4aa2-9333-e03541fe0d9a",

llnameu ll%?ll,

"package_id" : "0c613ff9-2b63-4aa2-9333-e03541fe0d9a",

"description" : "f#iR",

"clean_threshold" : 100

}
NG
K& fid
200 OK
401 Unauthorized
403 Forbidden
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DDoS iR AAD

APl & 5 DDoS B4 SEEIR AP
RS iR
404 Not Found
ELE]
B2 EIED.
5.3.3 HiFRIEIFE
IheeNnA
RIS e
HARBE
152 ILAaAFAPI,
URI
GET /v1/cnad/policies/{policy_id}
% 5-31 IBE2¥
2% =AWk SR ik
policy_id = String FRBgid
RIMKE: 32
RAKE: 64
BRkSH
2 5-32 153K Header £2%f
2% =% SRR R
X-Auth-Token | 2 String R Token, BEEiEBIAMIRSS

SREXEE A TokeniZFKEY (ML
jE B sLrhX-Subject-Tokenfd
B).

RIMKE: 32

BXEKE: 2097152
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DDoS iR AAD

APl &% 5 DDoS [FEFKFHIF API
2% BEwiE S faiR
Content-Type | = String Content-Type

th&{&: application/
json;charset=utf8

BIEE: 1
BRAKE: 255

MR S &

WR&G: 200

2 5-33 UL Body 2%

2 SR A
id String HRHgid

BAMKE: 32
mAKE: 64
package_id String [YatimkIAsl
&/AMKE: 32
EAKE: 64
name String REEZ
=IMEE: 0
RAKE: 255

clean_thresho | Integer BTEEE
ld £/ME: 100

BAE: 1000

pop_policy PopPolicy SREREEIF B
object

2R 5-34 PopPolicy

2H SR iR
block_location | Array of NETIEEYE
strings EMEEE: 1

BAKE: 255
HAKE: 0- 255
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APl &

5 DDoS [BEERBHF AP

2% SR iR

block_protoco | Array of [UYESE=LTIES
BAEE: 255
BEBKE: 0- 255

bw_list Bw object EHZRFE

connection_pr | Boolean AT EIEEGF

otection

connection_pr | Array of ERZBRIRYIZR

otection_list strings 2/MEE: 1
RAKE: 255
HEKE: 0-255

fingerprint_co | Integer E=TATE

unt =/ME: 0
BAR{E: 255

port_block_co | Integer i MEDE=25

unt =/ME: 0
=RX{E: 255

watermark_co | Integer IKENEL

unt =/JME: 0
=RAX{E: 255

if_exist_traffic | Boolean EAFERE

pop String EE{EALL

2 5-35 Bw

8% SHEE it

black_ip_list | Array of EZB5ER

strings 2INKE: 7

RAKE: 128
HEKE: 0- 255

white_ip_list | Array of HEZ83I%E

strings BINKEE: 7

BRAKE: 128
HEAKE: 0-255
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DDosS iR AAD
APl &

5 DDoS [FESRBHF AP

iBERTA

i Sz 73~
R&ES: 200
OK

{
"clean_threshold" : 120,
"id" : "798d8975-f7cf-490f-b990-747ebaf41248",
"name" : "sadf",

"package_id" : "09b5ae8e-ae05-49ff-80fc-8bdf68c16499",

"pop_policy" : [{
"block_location"
"block_protocol"
"bw_Llist" : [ {

"black_ip_list" :

"white_ip_list" :
11
"connection_protection" : false,
"connection_protection_list" : [ ],
"fingerprint_count" : 0,
"if_exist_traffic" : false,
"pop" : "ALL",
"port_block_count" : 0,
"watermark_count" : 0

L
[

—_—

1
1

]
}
R
RSB 0%
200 OK
401 Unauthorized
403 Forbidden
404 Not Found
==
B2 EIRE.
5.3.4 BHERS
IHEENA
RS
BRABE

N

152 IAalEABAPI,
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DDoS iR AAD

APl &% 5 DDoS [F4SREAIR AP
URI
PUT /v1/cnad/policies/{policy_id}
= 5-36 EE2H
84 =AWk SHERR R
policy_id 2 String HRHid
RIMKE: 32
BRAKE: 64
IBREH

K 5-37 153K Header 2%{

8% =% SRR 1k
X-Auth-Token | 2 String HPFPToken, @B AMIAMIRSS

SREXFE P TokeniZ 3KREY ( M@k
JEESLAX-Subject-Tokenfd
B) .

=BIMKE: 32
BAXKE: 2097152

Content-Type | =& String Content-Type
th&{&: application/
json;charset=utf8
BIVEE: 1
BRAIKE: 255

7 5-38 {53k Body 2

28 EEWIE ST fEiA

name & String RE&Z
BIEE: 1
RAKE: 255

threshold & Integer BEiSE
B/IM&E: 100
& AX{E: 1000

description e String A
BRAMKE: 0
BRAEKE: 255
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DDoS iR AAD

APl &% 5 DDoS B4 AR API
2% BBk SHEER ik
udp B String udptiMdEIZE, block: 2%,
unblock: FAFjzE

[ e
7
=P N
ISR SISO RIRESTY “name” , $TFFUDPHINEISTIAS, EHREREN
“100Mbps” .
PUT https://{endpoint}/v1/cnad/policies/{policy_id}
{
"name" : "name",
"udp" : "block",
"description" : "",
"threshold" : 100
}
M iz 7~ A5
7o
RS
RS A
200 OK
401 Unauthorized
403 Forbidden
404 Not Found
e
BESEIRE
5.3.5 fHIBRERHE
INEEN4A
FRIBR SRS
ARGEE

52 AMaE AP,
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DDoS iR AAD

APl &% 5 DDoS [R4ESKIR API
URI
DELETE /v1/cnad/policies/{policy_id}
%+ 5-39 IRESH
2% BRI SR fEiA
policy_id = String FR&id
RIMKE: 32
BRAKE: 64
ERSHE
% 5-40 153K Header 2%
2% ra) 2y SR A
X-Auth-Token | 2 String R Token, BEIiEBIAMIRSS
SKEVFE P Token$Z[O5KEY ( MKz
jE B sLrhX-Subject-Tokenfd
#)
BRAMKE: 32
BAKE: 2097152
Content-Type | = String Content-Type
th&{&: application/
json;charset=utf8
BRAVMKE: 1
BRAKE: 255
N 4L
7
(=R GN]
7
M) piz 73~ 451
7
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DDoS iR AAD

APl & 5 DDoS [RESRRHIF API
RS

RSB iR

200 OK

401 Unauthorized

403 Forbidden
EI=g

B2 EIRB.

INEEN4A
KSR IELRE
BREE
152 ILAN{aEAFEAPI,
URI
POST /v1/cnad/policies/{policy_id}/ip-list/add
= 5-41 BESH
8% BE W% SRR ik
policy_id 2 String REgid
RIMKE: 32
RAKE: 64
IBREH
2 5-42 53k Header 2#{
84 EE W% SHERR R
X-Auth-Token | £ String FBRFToken, BEEiEBIAMIRSS

$REYFEF TokendZ[FKEY ( Mk
jEEsLrhX-Subject-Tokenfd
B) .

=IMKE: 32

BAEE: 2097152
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DDoS iR AAD

APl &% 5 DDoS R4S RFHIF API
2 BRI SR i)
Content-Type | = String Content-Type
th&{&: application/
json;charset=utf8
=RIMSE: 1
BRAKE: 255
7= 5-43 153K Body &%
2% =Rk SR A
type 2 String A white: B8, black:
ERe
ip_list = Array of ipFlZ&
strings 2R 7
BRAKE: 128
HUBIKE: 0 - 2147483647
D)VES58
7
=Rl
$BIP “1.1.1.17 0 “2.2.2.27 INIAZRESEMIPRIEIIAEZE
POST https://{endpoint}/v1/cnad/policies/{policy_id}/ip-list/add
{
"type" : "white",
"ip_list" : [ "1.1.1.1", "2.2.2.2" ]
}
N Mz 73~
y
REB
RSB 05
200 OK
401 Unauthorized
403 Forbidden
404 Not Found
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DDoS iR AAD

APl &% 5 DDoS [FEFKFHIF API
FRIRtg
5= WHEIRE .
5.3.7 REEMIEREEZE
ThEEN4R
REEMPREEZER
BREE
52 WATEFRAPI,
URI
POST /v1/cnad/policies/{policy_id}/ip-list/delete
& 5-44 BIRBH
2¥ AUk ST R
policy_id 2 String HEid
RIMKE: 32
BRAKE: 64
RS
2 5-45 153k Header 2%
e BRI SR iR
X-Auth-Token | 2 String P Token, @iTiERBIAMRS
SKEX A Token$Z3KEX ( Nk
iHEsLrhX-Subject-Tokenfd
B).
B/MEE: 32
BAKE: 2097152
Content-Type | 2 String Content-Type

th&{E: application/
json;charset=utf8

=BIMKE: 1
BRAKKE: 255
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DDoS iR AAD
APl &% 5 DDoS B4 AR API

% 5-46 153K Body 2%

2% EEWI% SR fEid
type g2 String 2B, white: H&8, black:
BEe
ip_list = Array of ipFlZ&
strings EINEE: 7
BRAKE: 128
HEIKE: 0-2147483647

R3S
7o
=P ANl
¥IP “1.1.1.17 #0 “2.2.2.27 MIEERGIPERISAIE B2 MIER .
POST https://{endpoint}/v1/cnad/policies/{policy_id}/ip-list/delete
{
"type" : "white",
"ip_list" : [ "1.1.1.1", "2.2.2.2" ]
}
M Rz~
7o
RSB
RS oA
200 OK
401 Unauthorized
403 Forbidden
404 Not Found
T
BESIEIRB.
iy
5.3.8 RIRGIERIFXIR
INEeN4A
RERYGPEIRITR
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DDoS iR AAD

AP| & 5 DDoS R4S RFHIF API
BRBE
152 WATREBAPI,
URI
POST /v1/cnad/policies/{policy_id}/bind
* 5-47 B1ZBH
2 BARWI%E SR i)
policy_id 2 String REgid
=IMKE: 32
RAKE: 64
IBRESH

K 5-48 {53k Header 2%{

e BRI SR iR
X-Auth-Token | 2 String P Token, @iTiEREIAMIRS

SXEYFEF TokeniZ[5KEX ( NERL
iHEsLrhX-Subject-Tokenfd
B) .

=IMKE: 32

BAKE: 2097152

Content-Type | 2 String Content-Type
th&{E: application/
json;charset=utf8
BRAVMKE: 1
BAKE: 255

& 5-49 i53K Body 28

¥ BRIk ST iR

package_id 2 String FhtFeid

B&AMRE: 32
BRAKE: 64
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DDoS iR AAD

APl & 5 DDoS B4 SEEIR API
2 BRI SR i)
id_list 2 Array of FatRipaYidglzE
strings BINMNEEE: 7

BAKE: 128
HAKE: 0 - 2147483647

R S5
7
=P ]
J91D}634f346e-a291-4124-a6be-ac57e61524630FHHE N EENF RSP ERHP
IDJ5 “634f346e-a291-4124-a6be-ac57e6152464” HIIP,
POST https://{endpoint}/v1/cnad/policies/{policy_id}/bind
{
"package_id" : "634f346e-a291-4124-a6be-ac57e6152463",
"id_Llist" : [ "634f346e-a291-4124-a6be-ac57e6152464" ]
}
I Rz~ 451
7c
N
REB A
200 OK
401 Unauthorized
403 Forbidden
404 Not Found
T
B2 EED.
5.3.9 SRERESERHHFIIR
IhgeN4A
RRERRGBIHIRITR
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DDoS iR AAD

AP| & 5 DDoS R4S RFHIF API
BRBE
152 WATREBAPI,
URI
POST /v1/cnad/policies/{policy_id}/unbind
% 5-50 [RS8
2 BARWI%E SR i)
policy_id 2 String REgid
=RIMKE: 32
RAKE: 64
IBRESH

K 5-51 i53K Header 2%{

e BRI SR iR
X-Auth-Token | 2 String P Token, @iTiEREIAMIRS

SXEYFEF TokeniZ[5KEX ( NERL
iHEsLrhX-Subject-Tokenfd
B) .

=IMKE: 32

BAKE: 2097152

Content-Type | 2 String Content-Type
th&{E: application/
json;charset=utf8
BRAVMKE: 1
BAKE: 255

& 5-52 {53k Body &#{

¥ BRIk ST iR

package_id 2 String FhtFeid

B&AMRE: 32
BRAKE: 64
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DDoS iR AAD

APl & 5 DDoS B4 S 5P API
2H BRWIE SR fHR
id_list 2 Array of FpiRipaYidyIZE
strings BINMNEEE: 7
BAEE: 128
HBIE: 0-2147483647
R3S
7c
=P ]
151D “634f346e-a291-4124-a6be-ac57e6152463” HIBHIFE NiSEMIF RS 4P
TEHIIDS “634f346e-a291-4124-a6be-ac57e6152464” HIRHIRIPHERRYETE o
POST https://{endpoint}/v1/cnad/policies/{policy_id}/unbind
{
"package_id" : "634f346e-a291-4124-a6be-ac57€6152463",
"id_Llist" : [ "634f346e-a291-4124-a6be-ac57e6152464" |
}
N Rz~
7
RSB
RSB A
200 OK
401 Unauthorized
403 Forbidden
404 Not Found
T
B2 EIRB.

5.4 DDoS [RERHKHIF-PFIFURERE
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DDoS iR AAD

APl & 5 DDoS B4 AR API
5.4.1 BifEPXIRIIZFE
INRENA
Rl RNSE TS
BB
B2 AETEABAPI,
URI

GET /v1/cnad/protected-ips

2 5-53 Query 2%

2H ERWIE SHERE
3G

ik

offset D Integer

FaE RN wE S, 2IAEO
=/ME: 0
BX{E: 65535

limit

iy

Integer

BERERNEEHE A
{&:2000

=/ME: 1
BAE: 2000

iy

package_id String

BriFeid
B&AMRE: 32
BAKE: 64

iy

policy_id String

HRHgid
B/MEE: 32
BRAKE: 64

ip B String

agialls)
BIVEE: 7
BRAKE: 128

i1y

tag String

ARHIARES
=RIMKE: 1
RAIKE: 255
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DDosS iR AAD

APl % 5 DDoS [R4ESKIF API
IBREH
2 5-54 i53K Header 2]
84 EEWI% SRR R
X-Auth-Token | £ String R Token, BEEiEBIAMIRSS
SREYFEF TokeniZ[FKEY ( Mk
jEBEsLrhX-Subject-Tokenfd
BH) .
RIMKE: 32
BRAEKE: 2097152
Content-Type | 2 String Content-Type
th&{E: application/
json;charset=utf8
BMEE: 1
BRAKE: 255
NaRSEL
RE&ES: 200
% 5-55 [[I5 Body S%
2% SR iR
total Integer St
&=/ME: 0
BAKE: 2147483647
items Array of YatiallslZIES
ProtectedIpR | sepicps: 0 - 2147483647
esponse
objects

£k 5-56 ProtectedlpResponse

2H

SHE

R

id

String

ag7=llaz] 16
RIMKE: 32
BRKIKE: 64

String

Yatially
BIMSE: 7
BRAKE: 128
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DDoS iR AAD
APl &

5 DDoS [FEERBHF AP

2% SR fEA
type String 258, VPN: VPN; NAT: NAT; VIP: VIP;
CCl: CCl; EIP: 3#{£0IP; ELB: 3#{tfazig
f87; REROUTING_IP: REROUTING_IP;
SubEni: SubEni; NetlnterFace:
NetlnterFace;
name String g=F
=BME: 1
BAKE: 255
status Integer K& 0-1EF, 1-&%+F, 2-EEH
=/ME: 0
mAE: 2
status_detail | IpStatusDetai | $HESE
L object
policy_name | String REEZ
BNME: 1
BAKE: 255
region String Ffr/Eregion
BIM<E: 1
BAKE: 255
package_id String BAiPeid
RIMKE: 32
RAKE: 64
package_nam | String pire
€ =ME: 0
BAKE: 255
tags String TMSEREES
BIME: 1
RAKE: 255
tag String ARHARES
BIM<E: 0
BRAKE: 255
is_resale Boolean Biilfalse, BRETEERNIP, AEERERE
GRS
package_versi | String package_version, cnad_pro: ZMIhy;

on

cnad_ip: #RfERR; cnad_ep: $HERR;
cnad_full_high: £EHRAR; cnad_vic: %%
FR; cnad_intl_ep: EFRiGtASAR
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DDoS iR AAD
APl &% 5 DDoS B4 AR API

£ 5-57 IpStatusDetail
2% SR fEA

block_time Long HiERTE
B/IME: 0
BA(E: 9223372036854775807

unblock_time | Long RRETRTIE)
&/IME: 0
EBX{E: 9223372036854775807

s== —
=R
7
I piz =451
RSB 200
OK
{
"items" : [ {
"id" : "7f0e3af2-455a-4a47-b95c-49137794f0c5",
"ip" : "100.85.222.60",
"is_resale" : false,
"package_id" : "17f8f630-0714-4b3a-aedf-3983d7b98124",
"package_name" : "kxnkxn99",
"package_version" : "cnad_ip",
"policy_name" : "tesy",
"region" : "cn-north-7",
"status" : 0,
"type" : "EIP"
11
"total" : 1
}
N
RS R
200 OK
401 Unauthorized
403 Forbidden
404 Not Found
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DDoS iR AAD

APl & 5 DDoS B4 S REEIF API
xS
BSIEIRE.
5.4.2 [P R EIRE
IhgeNnA
FiRRI RIS EIRES
BEREE
152 ILANaEAFAPI,
URI
PUT /v1/cnad/protected-ips/tags
RS
2K 5-58 {53k Header 2%{
8% BE W% SRR fHR
X-Auth-Token | 2 String R Token, BEIEARIAMBES
SREVFE A TokeniZFKEN ( MR
&2 sLAX-Subject-Tokenfd
B).
RIMKE: 32
BRAKE: 2097152
Content-Type | = String Content-Type
th&{&: application/
json;charset=utf8
B2IEE: 1
BAKE: 255
# 5-59 i53k Body 2%
el =A%k SRR wR
id 2 String FhPiphYid
B/MEE: 32
RAKE: 64
tag = String AHARES
=2I<E: 0
BRAKE: 2147483647
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DDoS iR AAD

APl &% 5 DDoS [REERFHIF AP
Mo RS E]

7
Bkl

¥5IDF “79189f77-bc57-46ff-a69d-17168d95c970” HIBHIPIPAIMFEIZ BN
“test” o

PUT https://{endpoint}/v1/cnad/protected-ips/tags

{
"id" : "79189f77-bc57-46ff-a69d-17168d95c970",

"tag" : "test"
}
Ml iz 73~ 451
7o
REEL
RSB iR
200 OK
401 Unauthorized
403 Forbidden
404 Not Found
e
B2 EIRE .

5.5 R -ERHIETE
5.5.1 BN IESITEE

IREN 4R

BIEHESITHIR
AR

B2 MAHTAERAPI
URI

GET /v1/unblockservice/{domain_id}/block-statistics
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DDoS iR AAD

APl % 5 DDoS [R4ESKIF API
7 5-60 IR1ZSH
2% BEWI% SR (i35
domain_id 2 String fAFid
BMKE: 32
RAKE: 64
IBRSH
2 5-61 153K Header 2§
8% EEWI% SR 1k
X-Auth-Token | 2 String FPtoken
BRIMKE: 32
BAKE: 2097152
Content-Type | = String application/json;charset=utf8
th&{&: application/
json;charset=utf8
BMEE: 1
BRAKE: 255
N R E&E
R&ES: 200
% 5-62 L7 Body &%)
2% ST iR
total_unblocki | Integer SEREIREL
ng_times 2/ME: 0
RA{E: 2097152
manual_unblo | Integer AT RRENREL
cking_times 2/VE: 0
RAME: 2097152
automatic_un | Integer BENEEIREL
blocking_time 2/VE: 0
i BAME: 2097152

MAERRAS 05 (2024-01-08)

WRIERE © HERRARBIRAT

124



DDoS iR AAD

AP| & 5 DDoS B4 S REEIP API
2H SR iR
current_block | Integer LETEHE P
ed_ip_number B/ME: 0
’ BAE: 2097152
=GNl
7c
N Rz73~f51
RS/ 200
OK
{
"total_unblocking_times" : 8,
"manual_unblocking_times" : 3,
"automatic_unblocking_times" : 5,
"current_blocked_ip_numbers" : 1
}
RS
RSB A
200 OK
e
BEIERB.
A =+
5.5.2 FiffHFIIESIZR
IheeN4A
EigEPIETIER
VI Zp N
152 ILAaliEFAPI,
URI

GET /v1/unblockservice/{domain_id}/block-list
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DDoS iR AAD

APl &% 5 DDoS [FEFKFHIF API
*5-63 IEREH
2 AUk ST R
domain_id 2 String fHFid
RIMKE: 32
BAKE: 64
IERSH
K 5-64 153k Header 2#{
2% BRI SR fHid
X-Auth-Token | 2 String FPtoken
BRAMKE: 32
BAKE: 2097152
Content-Type | = String application/json;charset=utf8
th&{&: application/
json;charset=utf8
BMEE: 1
BRAKE: 255
N S 4L
R&F8: 200
7= 5-65 WA Body &%
2% SR A
blocking_list | Array of FHET RN A
blocking_list HAKE: 0 - 2000
objects
total Integer 56
m/IME: 0
BAXE: 2000
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DDoS iR AAD

APl % 5 DDoS [R4EBKEEIF API
2K 5-66 blocking_list
el S¥RT R
ip String o)iichil
BIM<E: 7
RAKE: 128
blocking_time | Long SR lE]
&/ME: 0
EX{E: 9223372036854775807
estimated_un | Long TR REETATE)
blocking_time 2/VE: 0
A{E: 9223372036854775807
status String JRZ&. unblocking: fBEteh; success: EIN;
failed: 2%
1=
7
N Rz 73~51
R 200
OK
{
"total" : 1,
"blocking_list" : [ {
"ip" : "100.93.15.45",
"status" : "blocking",
"blocking_time" : 1672110604844,
"estimated_unblocking_time" : 1672114204823
11
}
RS
RS R
200 OK
=

TS EIRB.
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DDoS iR AAD

AP| & 5 DDoS R4S RFHIF API
5.5.3 EiFfHPEFHCR
INRENA
EGHFEICR
HARREE
152 ILAalAFAPI,
URI
GET /v1/unblockservice/{domain_id}/unblock-record
xR 5-67 IRR2H
2H =A% SHELR iR
domain_id = String FEFid
BRIMKE: 32
BRAKE: 64
K 5-68 Query 2%
2% =AWk SR A
start_time =2 Long FroaRTE]
=/IME: 0
RAE:
9223372036854775807
end_time 2 Long ZETRAYIE)
=/]ME: 0
BRAE:
9223372036854775807
=R
% 5-69 153K Header £2%{
¥ BRI SHER i)
X-Auth-Token | 2 String AP token
=RIMKE: 32
BAEE: 2097152
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DDoS iR AAD

APl &% 5 DDoS [R4ESKIF API
2% BRIk SR fiEid
Content-Type | = String application/json;charset=utf8
th&{&: application/
json;charset=utf8
BIEE: 1
BRAKE: 255
0| 0E=2
R&FB: 200
% 5-70 NIz Body £#{
2 SR A
unblock_recor | Array of fRTTICR
d unblock_reco HAE: 0 - 2000
rd objects
total Integer B
AME: 1
=AE: 2000
domain_id String FHPid

=RIMKE: 32
BAKE: 64

2 5-71 unblock_record

28

SHH

R

ip

String

ipitiik
RIMKE: 7
BRAKE: 128

executor

String

WiTE
RIMKE: 7
RAKE: 255

block_id

Long

HiEid
&/ME: 0

BX{E: 9223372036854775807

MAERRAS 05 (2024-01-08)

WRIERE © HERRARBIRAT

129




DDosS iR AAD

AP| & 5 DDoS B4 SE5IP API
2H SRR iR
blocking_time | Long HIEARTE)
=/JME: 0
EA(E: 9223372036854775807
unblocking_ti | Long fREIAYIE)
me =/ME: 0
BAE: 9223372036854775807
unblock_type | String fRTIZEEY . manual: AT; automatic: Bzf
status String R3S, unblocking: fE3t; success: FEIN;
failed: W
sort_time Long A1)
=/JME: 0
BA(E: 9223372036854775807
=Pl
.

N Rz 73~451
KEG: 200
OK

{
"total" : 8,

"domain_id" : "02753903d8994d8ea664166ed6b9cc24",

"unblock_record" : [ {
"ip" : "100.93.15.45",
"executor" : "pianjiangtao",
"status" : "success",
"block_id" : 37090,

"blocking_time" : 1671069809245,
"unblocking_time" : 1671070811966,

"unblock_type" : "manual”,

"sort_time" : 1671070811966
Lo

"ip" : "100.93.3.136",

"executor" : "System",

"status" : "success",

"block_id" : 37089,

"blocking_time" : 1671006261093,
"unblocking_time" : 1671009811163,

"unblock_type" : "automatic",
"sort_time" : 167100981116

]
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DDoS iR AAD

AP| & 5 DDoS B4 SEEIR AP
RS
RS ik
200 OK
TEST
B2 EIRB .
5.5.4 f#xT IP
INEEN4A
FEETIP
VI Zp R
152 WAMTEABAPI,
URI
POST /v1/unblockservice/{domain_id}/unblock
*F5-72 IBE2¥
2% =AWk SR ik
domain_id 2 String fHFid
RIMKE: 32
BRAKE: 64
IBRESH
2K 5-73 153K Header 2%
2H BRWIE SR fHR
X-Auth-Token | 2 String FHPtoken
=IMKE: 32
BAEE: 2097152
Content-Type | & String application/json;charset=utf8

th&{E: application/
json;charset=utf8

RIMKE: 1
BAKE: 255
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% 5-74 53K Body £2#{

2% Uk SR R
ip 2 String ipititk

BIEE: 7
RAKE: 128

blocking_time | & Long AT &E8IPRYETERTIE)
=/]ME: 0
RAE:
9223372036854775807
R3S
R&ES: 200
% 5-75 IfRL Body £%
8% SHEE fik
error_code String 2 EEIRS
BIMKE: 8
RAKE: 128
message String mAER
BIME: 1
BAKE: 1024
=
FEEIRAIPIP “7
POST https://{endpoint}/v1/unblockservice/{domain_id}/unblock
{
IlipH : "*.*.*.*”’
"blocking_time" : 1688105685078
}
M Rz7~f51
R&ES: 200
OK
{

"error_code" : "200 OK",
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"message" : "success"
}
RS
RSB ik
200 OK
S
B2 WEIEB.
5.5.5 EifjfFIHCER
IheeNA
Big#FIRcAn
VEIZZp N
155 IAaEAFAPL,
URI
GET /v1/unblockservice/{domain_id}/unblock-quota-statistics
% 5-76 BEE2¥
BH = WI% SRR R
domain_id = String FEFid
B/MEE: 32
RAKE: 64
IBRSH
2 5-77 153K Header 2#{
2% BE W% SRR ik
X-Auth-Token | 2 String AP token

RIMKE: 32
RAIKE: 2097152
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2% BRIk S faiR
Content-Type | = String application/json;charset=utf8

th&{&: application/
json;charset=utf8

BIEE: 1
BRAKE: 255

=351
KERS: 200

% 5-78 I Body 2%

2% SR fEA
type String P28 common_user ,
native_protection_user
total_unblocki | Integer R S ECER
ng-quota B/IME: 0
BA{E: 2097152
remaining_un | Integer T ARETECER
blocking_quot =JME: 0
° = AfE: 2097152
unblocking_q | Integer =) =S
uota_today =/ME: 0

BA{E: 2097152

remaining_un | Integer
blocking_quot
a_today

& BRI REIEE
B/ME: 0
BoA{E: 2097152

BRI

N Rz
REHG: 200
OK
{

"type" : "self_unblocking_user",
"total_unblocking_quota" : 103,

"remaining_unblocking_quota" : 100,
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"unblocking_quota_today" : 4,
"remaining_unblocking_quota_today" : 4

}
REE
RS iR
200 OK
SIS
52 LEIRB.
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DDoS Sfj5 API

6.1 DDoS Shh-#i%

6.1.1 FGREIEE. WEHEITE

ThEENR

él’] 1)|b$m$1g N I&Ei’l’%[
VEIEEpp

BESIAMEEEAPI,
URI

GET /v1/aad/instances/{instance_id}/{ip}/ddos-statistics

*6-1 BESH

2%

ERUWIE SHE

ik

instance_id

= String

fiid

BIMEE:
BRAKE:

16
64

String

i

AN 1P

RIMKE:
BRAKE:

45
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K 6-2 Query 2#{
2% BRI SR fHid
start_time = String FroaRdiE), ERRSEE
end_time = String FERATE), SRR
ERESH
% 6-3 153K Header 2%
2% BRI SR fHid
X-Auth-Token | =2 String token
BRAMKE: 32
BRAKE: 2097152
Content-Type | = String Content-Type
th&{&: application/
json;charset=utf8
RAMKE: 1
BRAKE: 128
IVEY

REB: 200

% 6-4 15 Body S%%

2%

SHE

g

attack_kbps_p
eak

Number

WHIEE
=/ME: 0
B=A{E: 100000000

in_kbps_peak

Number

mEEE
=/ME: 0
BX{E: 100000000

ddos_count

Number

WFIRE
&/IME: 0
£ A{&: 100000000

timestamp

Number

Wikl E AR E =
B/ME: 0
B A{E: 4803811200000
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BRI

il iz 73~ 451

SDK Xt3f!

Java

2% SRR fik
vip String =haIP

W&G: 200
WEREIEE. WEHEIEENE. NREEE. ERE

{
"attack_kbps_peak" : 200000000,
"ddos_count" : 24691,
"in_kbps_peak" : 0,
"timestamp" : 1671415200000,
"vip" : "100.10.10.10"

}

SDKAUABRAEIANT o

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.GlobalCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v1.region.AadRegion;

import com.huaweicloud.sdk.aad.v1.*;

import com.huaweicloud.sdk.aad.vl.model.*;

public class ListPeakSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new GlobalCredentials()
.withAk(ak)
.withSk(sk);

AadClient client = AadClient.newBuilder()
.withCredential(auth)
.withRegion(AadRegion.valueOf("<YOUR REGION>"))
.build();

ListPeakRequest request = new ListPeakRequest();

request.withStartTime("<start_time>");

request.withEndTime("<end_time>");
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try {

ListPeakResponse response = client.listPeak(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

Python

# coding: utf-8

from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v1.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkaad.v1 import *

n n

if _name__=="__main_"

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.getenv("CLOUD_SDK_AK")

sk = os.getenv("CLOUD_SDK_SK")

credentials = GlobalCredentials(ak, sk) \

client = AadClient.new_builder() \
.with_credentials(credentials) \
.with_region(AadRegion.value_of("<YOUR REGION>")) \
.build()

try:
request = ListPeakRequest()
request.start_time = "<start_time>"
request.end_time = "<end_time>"
response = client.list_peak(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

Go

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/region"

)

func main() {
// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
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variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this

example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak := 0s.Getenv("CLOUD_SDK_AK")
sk := 0s.Getenv("CLOUD_SDK_SK")

auth := global.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := aad.NewAadClient(
aad.AadClientBuilder().

WithRegion(region.ValueOf("<YOUR REGION>")).

WithCredential(auth).
Build())

request := &model.ListPeakRequest{}
request.StartTime = "<start_time>"
request.EndTime = "<end_time>"
response, err := client.ListPeak(request)
if err == nil {

fmt.Printf("%-+v\n", response)
}else {

fmt.Println(err)
}

}

BE

BEERIFESHISDKRIETG], 152 WAPI ExplorerfINIERAIRE, AI4ERLERIRIMN

HYSDKICEE A o

W&

KRS fEiR

200 WHEREIEE. BEIEERE. NREEE.

IR

Z) eIt
B2 EIRE .

6.2 DDoS Ef5-sLf4l51%E
2.1 EREGEFI5IER

IIREN R

BIRIHLAIFIE
ARG

S ANTEFAPL,

SZ#5ihiRAR 05 (2024-01-08) WRIERE © HERRARBIRAT

140


https://console.huaweicloud.com/apiexplorer/#/openapi/AAD/sdk?api=ListPeak

DDosS iR AAD

APl &%& 6 DDoS &P API
URI
GET /v1/aad/instances
RS
% 6-5 153K Header 2#
2% BRI SR fEiA
X-Auth-Token | 2 String token
RIMKE: 32
BAKE: 2097152
Content-Type | = String Content-Type
th&{&: application/
json;charset=utf8
1
1 128
) VEZS
KE&E: 200
# 6-6 A5 Body 2%
2¥ ¥R R
count Integer SISt
items Array of Su|
Instancelnfo
objects
2 6-7 Instancelnfo
2 SR A
instance_id String SCID
instance_nam | String SV}
e
ips Array of S|y
Instancelpinf
o objects
expire_time Long SCAITHARTIE)
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2H SRR iR
service_band | Integer W3 T
width
instance_statu | Integer SLAEPRZS

S

enterprise_pro | String
ject_id

EAIREID

overseas_type | Integer

OISR, 0- KB, 1-i85h

2 6-8 Instancelpinfo

2% ST iR

ip_id String IPID

ip String IP

basic_bandwi | Integer R

dth

elastic_bandw | Integer el e

idth

ip_status Integer IPIRZS
1=

%

i Rz 73~451
K& 200
SRLAIEE
{

"count" : 2,
"items" : [ {
l|ips|l : [{
"ip" : "103.239.246.6",

"ip_id" : "4FTXXXX-XXXX-XXXX-XXXX-XXXXd4b1",

"basic_bandwidth" : 10,
"elastic_bandwidth" : 20,
"ip_status" : 0

gk

"instance_id" : "74acXXXX-XXXX-XXXX-XXXX-XXXXd012",

"instance_name" : "example 1",
"expire_time" : 1675926787000,
"service_bandwidth" : 0O,
"instance_status" : 0,
"enterprise_project_id" : "0"

It
ips" s [{
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Java

"ip" : "103.239.246.156",
"ip_id" 1 "dBFIOXXXX-XXXX-XXXX-XXXX-XXXXd4b1",
"basic_bandwidth" : 20,
"elastic_bandwidth" : 30,
"ip_status" : 0
11
"instance_id" : "6a7fXXXX-XXXX-XXXX-XXXX-XXXXd4a6",
"instance_name" : "example 2",
"expire_time" : 1674909266000,
"service_bandwidth" : 0O,
"instance_status" : 0,
"enterprise_project_id" : "0"

1]

SDKAUARRAEIENT

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.GlobalCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v1.region.AadRegion;

import com.huaweicloud.sdk.aad.v1.*

import com.huaweicloud.sdk.aad.vl.model.*;

public class ListInstanceSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new GlobalCredentials()
.withAk(ak)
.withSk(sk);

AadClient client = AadClient.newBuilder()
.withCredential(auth)
.withRegion(AadRegion.valueOf("<YOUR REGION>"))
.build();

ListinstanceRequest request = new ListInstanceRequest();

try {

ListInstanceResponse response = client.listinstance(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());
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Python

Go

# coding: utf-8

from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v1.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkaad.v1 import *

if _name__=="__main_"

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.getenv("CLOUD_SDK_AK")

sk = os.getenv("CLOUD_SDK_SK")

credentials = GlobalCredentials(ak, sk) \

client = AadClient.new_builder() \
.with_credentials(credentials) \
.with_region(AadRegion.value_of("<YOUR REGION>")) \
.build()

try:
request = ListInstanceRequest()
response = client.list_instance(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := global.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := aad.NewAadClient(
aad.AadClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())
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request := &model.ListInstanceRequest{}
response, err := client.ListInstance(request)
if err == nil {
fmt.Printf("%+v\n", response)
}else {
fmt.Println(err)
}
}

EE
BEZRIZESHISDKLIERGI, 152 APl ExplorerfIUEBRBITIZS, T4 BERIXTR

AYSDKILHEZ
RS
RS A
200 SR IEIES
400 Error
ELE)
B2 EIED.

6.3 DDoS Sih-t& RN ETE
6.3.1 RS RAEEM 1P pUEE A NFZR

IREN 4R

BRI PROFE R IZ
AR5

B2 AHTERAPI
URI

GET /v1/aad/instances/{instance_id}/{ip}/rules

& 6-9 RS

¥ BRI SHEER i)
instance_id = String scfgiid

RIMKE: 16
RAKE: 64
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25 BEwi%k SHEEER R
ip = String BN IP

RIMKE: 1
RAKE: 45

IERSH

2 6-10 153Kk Header 2%f
28 =Bk SR R

X-Auth-Token

ali

String token
RIMKE: 32
BAKE: 2097152

String Content-Type

th&{&: application/
json;charset=utf8

BRIKE: 1
BAKE: 128

i

Content-Type

RS &

R&E: 200

2 6-11 K Body %%

8% SR ik
total Integer HERHNEE
rules Array of RSz
TransferRulel
nfo objects

=€ 6-12 TransferRulelnfo

S8 SR A

rule_id String e EANZID
forward_proto | String HERMMY, tcpakudp
col
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i5RHI

il iz 73~f51

SDK {53741

Java

SH SHRE g

forward_port | Integer ¥kinO
=BME: 1
EBXK{E: 65536

source_port Integer HE e |
=/IME: 1
B K{E: 65536

lb_method String LVSEE &AM

source_ip String RGP, Z2NIPHESEFF, FREI20MIP

status Integer RIAES 1 IEE, 2 BE

REE: 200
A DHSTBIPAOEE R HNIF S

{

"total" : 2,

"rules" : [ {
"rule_id" : "81c8XXXX-XXXX-XXXX-XXXX11c9",
"forward_protocol" : "tcp",
"forward_port" : 31,
"source_port" : 31,
"lb_method" : "rr",
"source_ip" : "4.0.1.1",
"status" : 1

Ao
"rule_id" : "ea8BXXXX-XXXX-XXXX-XXXXfa13",
"forward_protocol" : "tcp",
"forward_port" : 61,
"source_port" : 61,
"lb_method" : "rr",
"source_ip" : "6.0.1.1",
"status" : 1

]

SDKARRBRAIENT

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
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Python

import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v1.region.AadRegion;

import com.huaweicloud.sdk.aad.v1.*

import com.huaweicloud.sdk.aad.vl.model.*;

public class ListInstancelpRuleSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new GlobalCredentials()
.withAk(ak)
.withSk(sk);

AadClient client = AadClient.newBuilder()
.withCredential(auth)
.withRegion(AadRegion.valueOf("<YOUR REGION>"))
.build();
ListInstancelpRuleRequest request = new ListinstancelpRuleRequest();
try {
ListinstancelpRuleResponse response = client.listinstancelpRule(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

# coding: utf-8

from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v1.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkaad.v1 import *

if _name__ =="_main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.getenv("CLOUD_SDK_AK")

sk = os.getenv("CLOUD_SDK_SK")

credentials = GlobalCredentials(ak, sk) \

client = AadClient.new_builder() \
.with_credentials(credentials) \
.with_region(AadRegion.value_of("<YOUR REGION>")) \
.build()
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try:
request = ListinstancelpRuleRequest()
response = client.list_instance_ip_rule(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

Go

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := global.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := aad.NewAadClient(
aad.AadClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.ListInstancelpRuleRequest{}
response, err := client.ListInstancelpRule(request)
if err == nil {
fmt.Printf("%+v\n", response)
}else {
fmt.Println(err)
}
}
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https://console.huaweicloud.com/apiexplorer/#/openapi/AAD/sdk?api=ListInstanceIpRule
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INgeN4A
(&S FhL i A BCERYIRLAIP
BREE
5= ANEERAPI .
URI
PUT /v1/aad/instances/{instance_id}/{ip}/rules/{rule_id}
% 6-13 IEE2¥
2% =% SR R
instance_id =2 String scfgiid
=IMKE: 16
RAKE: 64
ip = String BN IP
BIEE: 1
BRAKE: 45
rule_id = String NID
=/IMKE: 16
RAKE: 64
IBRESH

K 6-14 153k Header 2%{

2 Wk SHE 1215
X-Auth-Token | 2 String token

=AMKE: 32
BAKE: 2097152
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SH ERWIE

SHERE

%

Content-Type | =2

String

Content-Type

th&{&: application/
json;charset=utf8

BAMKE: 1
BRAIKE: 128

% 6-15 153K Body £

SHER

%3

2¥ EEu
A

forward_proto | &
col

String

AN, tcpziudp

i1y

forward_port

Integer

iR
=ME: 1
BX{E: 65536

iy

source_port

Integer

MRV B
BME: 1
BAX{E: 65536

iy

source_ip

String

RSP, ZNPREESHRFT, IR
#204MP

&/AME: 1
EK(E: 256

e ESRSEBIIPRISE R IMNIES otep, HAIROMIRGROIREN3T, RIGIPIEEY

$94.1.0.0,

PUT https://{endpoint}/v1/aad/instances/{instance_id}/{ip}/rules/{rule_id}

{
"forward_protocol" : "tcp",
"forward_port" : 31,
"source_port" : 31,
"source_ip" : "4.1.0.0"

p
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794.1.0.0,
package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.GlobalCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v1.region.AadRegion;

import com.huaweicloud.sdk.aad.v1.*

import com.huaweicloud.sdk.aad.vl.model.*;

public class UpdatelnstancelpRuleSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or

environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running

this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");
String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new GlobalCredentials()
.withAk(ak)
.withSk(sk);

AadClient client = AadClient.newBuilder()
.withCredential(auth)
.withRegion(AadRegion.valueOf("<YOUR REGION>"))
.build();

UpdatelnstancelpRuleRequest request = new UpdatelnstancelpRuleRequest();

TransferRuleBody body = new TransferRuleBody();

body.withSourcelp("4.1.0.0");

body.withSourcePort(31);

body.withForwardPort(31);

body.withForwardProtocol("tcp");

request.withBody(body);

try {

UpdatelnstancelpRuleResponse response = client.updatelnstancelpRule(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());
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$94.1.0.0,

# coding: utf-8

from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v1.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkaad.v1 import *

n n

if _name__=="__main_"

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.getenv("CLOUD_SDK_AK")

sk = os.getenv("CLOUD_SDK_SK")

credentials = GlobalCredentials(ak, sk) \

client = AadClient.new_builder() \
.with_credentials(credentials) \
.with_region(AadRegion.value_of("<YOUR REGION>")) \
.build()

try:
request = UpdatelnstancelpRuleRequest ()
request.body = TransferRuleBody/(
source_ip="4.1.0.0",
source_port=31,
forward_port=31,
forward_protocol="tcp"
)
response = client.update_instance_ip_rule(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

Go

eSS hsLAIIPRYAE A MYIER Jotep, HkimOIFIRSIRIREN3T, JRusIPI2
794.1.0.0,

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")
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auth := global.NewCredentialsBuilder().

WithAk(ak).
WithSk(sk).

Build()

client := aad.NewAadClient(
aad.AadClientBuilder().

WithRegion(region.ValueOf("<YOUR REGION>")).

WithCredential(auth).

Build())

request := &model.UpdatelnstancelpRuleRequest{}
sourcelpTransferRuleBody:= "4.1.0.0"
sourcePortTransferRuleBody:= int32(31)
forwardPortTransferRuleBody:= int32(31)
forwardProtocolTransferRuleBody:= "tcp"
request.Body = &model.TransferRuleBody{
Sourcelp: &sourcelpTransferRuleBody,
SourcePort: &sourcePortTransferRuleBody;,
ForwardPort: &forwardPortTransferRuleBody,

ForwardProtocol: &forwardProtocolTransferRuleBody,

}

response, err := client.UpdatelnstancelpRule(request)

if err == nil {

fmt.Printf("%-+v\n", response)

}else {

fmt.Println(err)

}
}
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https://console.huaweicloud.com/apiexplorer/#/openapi/AAD/sdk?api=UpdateInstanceIpRule
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URI

POST /v1/aad/instances/{instance_id}/{ip}/rules/batch-create

x 6-16 IR1ZSH

S8 =AW SR A
instance_id = String sCfBlid

BMKE: 16
BAIKE: 64

ip = String EANIP
BRAMKE: 1
RAKE: 45

iBREH

2 6-17 153K Header 22§

2 EEWE SR 12153
X-Auth-Token | 2 String token

=AMKE: 32
BAKE: 2097152

String Content-Type
Th&{&: application/

json;charset=utf8
BAMKE: 1
RAKE: 128

i

Content-Type

% 6-18 153k Body £2#f

2¥ =AWk SR A

rules S Array of =R AN
TransferRule
Body objects
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=351

iERzA

g Rz~

£ 6-19 TransferRuleBody

ol BEWI%E SRR iR
forward_proto | & String BETMY, tcpakudp
col
forward_port | & Integer i

=/ME: 1

BA{E: 65536
source_port & Integer TR

B=/ME: 1

BA{E: 65536
source_ip & String JRuhIP, ZNIPHESIREF, R

#H204NP

=B/ME: 1

= AX{H: 256
RE&ES: 200
% 6-20 7 Body &%
2% S¥RT RER
success_num | Integer HE

JIEERBRSLAYIPRIZR N TCPE A IMY o

POST https://{endpoint}/v1/aad/instances/{instance_id}/{ip}/rules/batch-create

{

"rules" : [ {
"forward_protocol" : "tcp",
"forward_port" : 66,
"source_port" : 66,
"source_ip" : "6.6.1.1"

Lo
"forward_protocol" : "tcp",
"forward_port" : 33,
"source_port" : 33,
"source_ip" : "3.3.1.1"

1]

REB: 200
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it E B A ARG R

{

"success_num" : 1
}
SDKACHBRBIANT o

HIEER AL PRI N TCPER A NN
package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.GlobalCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v1.region.AadRegion;

import com.huaweicloud.sdk.aad.v1.*

import com.huaweicloud.sdk.aad.vl.model.*;

import java.util.List;
import java.util. ArrayList;

public class BatchCreatelnstancelpRuleSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or

environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");
String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new GlobalCredentials()
.withAk(ak)
.withSk(sk);

AadClient client = AadClient.newBuilder()
.withCredential(auth)
.withRegion(AadRegion.valueOf("<YOUR REGION>"))
.build();

BatchCreatelnstancelpRuleRequest request = new BatchCreatelnstancelpRuleRequest();

BatchTransferRuleBody body = new BatchTransferRuleBody();
List<TransferRuleBody> listbodyRules = new ArrayList<>();
listbodyRules.add(
new TransferRuleBody()
.withForwardProtocol("tcp")
.withForwardPort(66)
.withSourcePort(66)
.withSourcelp("6.6.1.1")
)
listbodyRules.add(
new TransferRuleBody()
.withForwardProtocol("tcp")
.withForwardPort(33)
.withSourcePort(33)
.withSourcelp("3.3.1.1")
)
body.withRules(listbodyRules);
request.withBody(body);

try {
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BatchCreatelnstancelpRuleResponse response = client.batchCreatelnstancelpRule(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

HIEER AL PRI N TCPE A NN .
# coding: utf-8

from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v1.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkaad.v1 import *

if _name__ =="_main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.getenv("CLOUD_SDK_AK")

sk = os.getenv("CLOUD_SDK_SK")

credentials = GlobalCredentials(ak, sk) \

client = AadClient.new_builder() \
.with_credentials(credentials) \
.with_region(AadRegion.value_of("<YOUR REGION>")) \
.build()

try:
request = BatchCreatelnstancelpRuleRequest()
listRulesbody = [

TransferRuleBody/(
forward_protocol="tcp",
forward_port=66,
source_port=66,
source_ip="6.6.1.1"

),

TransferRuleBody/(
forward_protocol="tcp",
forward_port=33,
source_port=33,
source_ip="3.3.1.1"

)

1

request.body = BatchTransferRuleBody(
rules=listRulesbody

)

response = client.batch_create_instance_ip_rule(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)
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package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := global.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := aad.NewAadClient(
aad.AadClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.BatchCreatelnstancelpRuleRequest{}
forwardProtocolRules:= "tcp"
forwardPortRules:= int32(66)
sourcePortRules:= int32(66)
sourcelpRules:= "6.6.1.1"
forwardProtocolRules1:= "tcp"
forwardPortRules1:= int32(33)
sourcePortRules1:= int32(33)
sourcelpRules1:="3.3.1.1"
var listRulesbody = [Jmodel.TransferRuleBody{
{
ForwardProtocol: &forwardProtocolRules,
ForwardPort: &forwardPortRules,
SourcePort: &sourcePortRules,
Sourcelp: &sourcelpRules,

ForwardProtocol: &forwardProtocolRules1,
ForwardPort: &forwardPortRules1,
SourcePort: &sourcePortRules1,
Sourcelp: &sourcelpRulesT,

by

}
request.Body = &model.BatchTransferRuleBody{

Rules: &listRulesbody,

}
response, err := client.BatchCreatelnstancelpRule(request)
if err == nil {
fmt.Printf("%-+v\n", response)
} else {
fmt.Println(err)
}

}
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https://console.huaweicloud.com/apiexplorer/#/openapi/AAD/sdk?api=BatchCreateInstanceIpRule
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IERSH

2 6-22 &K Header &%

2H BRIk ST fEiA
X-Auth-Token | 2 String token

BAMKE: 32
BAKEE: 2097152

String Content-Type

Th&{&: application/
json;charset=utf8

BRAKE: 1
RAKE: 128

i

Content-Type

7 6-23 153K Body &%

2% =AUk SR ik
ids & Array of #t=id
strings

D)2
KEES: 200
# 6-24 IR Body 2%
2¥ SRR R
success_num | Integer M=
BRH
RIBRIEEEPHSEBIIPT, IDA “e6e4ab78-XXXX-XXXX-XXXX-a47db59553bf” HsEA
Ay,
POST https://{endpoint}/v1/aad/instances/{instance_id}/{ip}/rules/batch-delete
{
"ids" : [ "e6e4a678-XXXX-XXXX-XXXX-a47db59553bf" ]
}
Ml iz 73~ 451

WRERS: 200
HEE MRS A ARG R
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{

"success_num" : 1
}
SDKACHRBIANT o

MIRRIEESIHSLAIPT, IDA “e6e4ab78-XXXX-XXXX-XXXX-a47db59553bf” HyttA
A

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.GlobalCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v1.region.AadRegion;

import com.huaweicloud.sdk.aad.v1.*

import com.huaweicloud.sdk.aad.vl.model.*;

import java.util.List;
import java.util.ArrayList;

public class BatchDeletelnstancelpRuleSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new GlobalCredentials()
.withAk(ak)
.withSk(sk);

AadClient client = AadClient.newBuilder()
.withCredential(auth)
.withRegion(AadRegion.valueOf("<YOUR REGION>"))
.build();

BatchDeletelnstancelpRuleRequest request = new BatchDeletelnstancelpRuleRequest();

BatchldBody body = new BatchldBody();

List<String> listbodylds = new ArrayList<>();

listbodylds.add("e6e4a678-XXXX-XXXX-XXXX-a47db59553bf");

body.withlds(listbodylds);

request.withBody(body);

try {

BatchDeletelnstancelpRuleResponse response = client.batchDeletelnstancelpRule(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());
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A

# coding: utf-8

from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v1.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkaad.v1 import *

n n

if _name__=="__main_"

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.getenv("CLOUD_SDK_AK")

sk = os.getenv("CLOUD_SDK_SK")

credentials = GlobalCredentials(ak, sk) \
client = AadClient.new_builder() \

.with_credentials(credentials) \
.with_region(AadRegion.value_of("<YOUR REGION>")) \

.build()

try:
request = BatchDeletelnstancelpRuleRequest()
listldsbody = [

"e6e4a678-XXXX-XXXX-XXXX-a47db59553bf"
]
request.body = BatchldBody(

ids=listldsbody
)

response = client.batch_delete_instance_ip_rule(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

BIPRISESIESLAIIPT, IDA “e6e4ab78-XXXX-XXXX-XXXX-a47db59553bf” HtE%
Ay,

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")
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auth := global.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := aad.NewAadClient(
aad.AadClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.BatchDeletelnstancelpRuleRequest{}
var listldsbody = []string{
"e6e4a678-XXXX-XXXX-XXXX-a47db59553bf",
}
request.Body = &model.BatchldBody{
Ids: &listldsbody,
}
response, err := client.BatchDeletelnstancelpRule(request)
if err == nil {
fmt.Printf("%+v\n", response)
}else {
fmt.Println(err)
}
}

BZRIFESRISDKIALIRAI, 155 WAPI Explorerf{CIBRBITIEs, AT BNXTRN

BYSDKAABABY o

LA fiik

200 HEEMBREL R RN i Kz
400 Error
B2 EREB.

6.4 DDoS B5-1E& &8
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EEERsIE
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URI
GET /v1/aad/protected-domains
IBERESH
% 6-25 153K Header 2%
2% AWk SR R
X-Auth-Token | 2 String token
RAMKE: 32
BRAKE: 2097152
Content-Type | = String Content-Type
th&{&: application/
json;charset=utf8
BRAVMKE: 1
BRAKE: 128
IR SEL
REG: 200
% 6-26 l[I Body %
2¥ S 115
count Integer R 2%
items Array of I25E
Domainlinfo
objects
Z& 6-27 Domaininfo
e e et 15
domain_id String 131D
domain_name | String 1843
cname String & cname
protocol Array of 2N
strings
real_server_ty | Integer IRuLEEY
pe
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2% SR fEA
real_servers String pEa
waf status Integer waflFiPIRS
enterprise_pro | String EIIREID
ject_id

i5RHI

I Rz73~51
REB: 200
Domain Information

{

"count" : 2,

"items" : [ {
"cname" : "8bacXXXX73fd.huaweisafedns.cn",
"protocol" : [ "HTTP" ],
"domain_id" : "0d3eXXXX6c42",
"domain_name" : "www.test2.com",
"waf_status" : 1,
"real_server_type" : 1,
"real_servers" : "*test2.com",
"enterprise_project_id" : "0"

o
"cname" : "1604XXXXc833.huaweisafedns.cn",
"protocol" : [ "HTTPS", "HTTP" ],
"domain_id" : "a115XXXXfafe",
"domain_name" : "test1.com",
"waf_status" : 1,
"real_server_type" : 1,
"real_servers" : "test1.com",
"enterprise_project_id" : "57bcXXXX-XXXX-XXXX-XXXX-XXXXa06b"

13

}

SDK {187~
SDKIHBRBIENT

Java

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.GlobalCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v1.region.AadRegion;

import com.huaweicloud.sdk.aad.v1.*;

import com.huaweicloud.sdk.aad.vl.model.*;

public class ListDomainSolution {
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public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new GlobalCredentials()
.withAk(ak)
.withSk(sk);

AadClient client = AadClient.newBuilder()
.withCredential(auth)
.withRegion(AadRegion.valueOf("<YOUR REGION>"))
.build();

ListDomainRequest request = new ListDomainRequest();

try {

ListDomainResponse response = client.listDomain(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

Python

# coding: utf-8

from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v1.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkaad.v1 import *

if _name__ =="_main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.getenv("CLOUD_SDK_AK")

sk = os.getenv("CLOUD_SDK_SK")

credentials = GlobalCredentials(ak, sk) \

client = AadClient.new_builder() \
.with_credentials(credentials) \
.with_region(AadRegion.value_of("<YOUR REGION>")) \
.build()

try:
request = ListDomainRequest()
response = client.list_domain(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
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Go

22

N

print(e.error_code)
print(e.error_msg)

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := global.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := aad.NewAadClient(
aad.AadClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.ListDomainRequest{}
response, err := client.ListDomain(request)
if err == nil {
fmt.Printf("%+v\n", response)
} else {
fmt.Println(err)
}
}

BZRIFIESAISDKIIE A, 152 WAPI ExplorerfIfCIBRBITAES, SJ4ERk BRI
AYSDKILHE~A

WS fiik

200 Domain Information

B2 WEIRE .
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ThRENA

ARG

URI

IBREH

RS &

R KEXRISLAIID

52 AalEBAPI,

GET /v1/aad/protected-domains/{domain_id}

%K 6-28 RIS

2% BRIk SR fEiA
domain_id = String 1HZ1D
% 6-29 15K Header 2%
2¥ AUk ST R
X-Auth-Token | 2 String token
RIMEE: 32
BRAKE: 2097152
Content-Type | =& String Content-Type
th&{E: application/
json;charset=utf8
BIVEE: 1
BRAKE: 128
K&MB: 200
7= 6-30 (WA Body &%
28 ST RER
instance_ids Array of SKII2AIE S
strings
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SDK {3741

Java

REB/: 200
SCAIDFIZE

"instance_ids" : [ "c81cXXXX-XXXX-XXXX-XXXX-XXXXb984" ]
}

SDKAERBIENT -

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.GlobalCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v1.region.AadRegion;

import com.huaweicloud.sdk.aad.v1.*

import com.huaweicloud.sdk.aad.vl.model.*;

public class ListInstanceldSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new GlobalCredentials()
.withAk(ak)
.withSk(sk);

AadClient client = AadClient.newBuilder()
.withCredential(auth)
.withRegion(AadRegion.valueOf("<YOUR REGION>"))
.build();

ListInstanceldRequest request = new ListinstanceldRequest();

try {

ListInstanceldResponse response = client.listinstanceld(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());
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# coding: utf-8

from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v1.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkaad.v1 import *

if _name__=="__main_"

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.getenv("CLOUD_SDK_AK")

sk = os.getenv("CLOUD_SDK_SK")

credentials = GlobalCredentials(ak, sk) \

client = AadClient.new_builder() \
.with_credentials(credentials) \
.with_region(AadRegion.value_of("<YOUR REGION>")) \
.build()

try:
request = ListInstanceldRequest()
response = client.list_instance_id(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := global.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := aad.NewAadClient(
aad.AadClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())
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request := &model.ListInstanceldRequest{}

response, err := client.ListInstanceld(request)

if err == nil {

fmt.Printf("%+v\n", response)

}else {

fmt.Println(err)

}
}
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URI

PUT /v1/aad/protected-domains/{domain_id}
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2 6-32 153K Header 2%f

2% =Rk SR 1k

X-Auth-Token | 2 String token
RIMKE: 32
BAKE: 2097152

Content-Type | = String Content-Type
th&{&: application/
json;charset=utf8
BIVEE: 1
BRAKE: 128

% 6-33 i53Kk Body &%

2% BEWI% SR fiHid

real_server_ty | & Integer JEULSERY 0: JEULIP 1: jEubiE

pe 4

real_servers B String HEI

7

IBeGE e I DRYRLASEELJ90-Ru5IP, RuG793.3.3.3,1.1.1.1

PUT https://{endpoint}/v1/aad/protected-domains/{domain_id}

{

"real_servers" : "3.3.3.3,1.1.1.1",
"real_server_type" : 0

}

7%

SDKAURBRAIENT
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package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.GlobalCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v1.region.AadRegion;

import com.huaweicloud.sdk.aad.v1.*

import com.huaweicloud.sdk.aad.vl.model.*;

public class UpdateDomainSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new GlobalCredentials()
.withAk(ak)
.withSk(sk);

AadClient client = AadClient.newBuilder()
.withCredential(auth)
.withRegion(AadRegion.valueOf("<YOUR REGION>"))
.build();

UpdateDomainRequest request = new UpdateDomainRequest();

DomainRealServerinfo body = new DomainRealServerinfo();

body.withRealServers("3.3.3.3,1.1.1.1");

body.withRealServerType(0);

request.withBody(body);

try {

UpdateDomainResponse response = client.updateDomain(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

Python
IEUE A IDRYRIAZEELJ90-Ru5IP, Ri5793.3.3.3,1.1.1.1

# coding: utf-8

from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v1.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkaad.v1 import *

if _name__ =="_main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
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example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
ak = os.getenv("CLOUD_SDK_AK")
sk = os.getenv("CLOUD_SDK_SK")

credentials = GlobalCredentials(ak, sk) \

client = AadClient.new_builder() \
.with_credentials(credentials) \
.with_region(AadRegion.value_of("<YOUR REGION>")) \
.build()

try:
request = UpdateDomainRequest()
request.body = DomainRealServerinfo(
real_servers="3.3.3.3,1.1.1.1",
real_server_type=0
)
response = client.update_domain(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

Go
(BRUEENZ I DAYRIL SR H0-TRuLIP, JRuE/93.3.3.3,1.1.1.1

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := global.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := aad.NewAadClient(
aad.AadClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.UpdateDomainRequest{}
realServersDomainRealServerinfo:= "3.3.3.3,1.1.1.1"
realServerTypeDomainRealServerinfo:= int32(0)
request.Body = &model.DomainRealServerinfo{
RealServers: &realServersDomainRealServerinfo,
RealServerType: &realServerTypeDomainRealServerinfo,

}
response, err := client.UpdateDomain(request)
if err == nil {

fmt.Printf("%+v\n", response)
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}else {
fmt.Println(err)
}
}
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2 6-37 KL Body 2%

8% e el ik
chame String SFHIRAAICNAMELBE
domainld String 1 Aid

BRI

N Rz 73~/
RE/: 200
HostInfo

{
"domainld" : "87c8XXXXXXXXXXXXxxxx11c9",
"cname" : "29xxxxxxxxxxxx1e.huaweisafedns.cn"

}

SDK 373l
SDKALRSRBIGIT o

Java

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.GlobalCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v1.region.AadRegion;

import com.huaweicloud.sdk.aad.v1.*

import com.huaweicloud.sdk.aad.vl.model.*;

public class CreateAadDomainSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new GlobalCredentials()
.withAk(ak)
.withSk(sk);

AadClient client = AadClient.newBuilder()

.withCredential(auth)

.withRegion(AadRegion.valueOf("<YOUR REGION>"))

.build();
CreateAadDomainRequest request = new CreateAadDomainRequest();
HostBody body = new HostBody();
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request.withBody(body);

try {

CreateAadDomainResponse response = client.createAadDomain(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

# coding: utf-8

from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v1.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkaad.v1 import *

if _name__ =="__main_"

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.getenv("CLOUD_SDK_AK")

sk = os.getenv("CLOUD_SDK_SK")

credentials = GlobalCredentials(ak, sk) \

client = AadClient.new_builder() \
.with_credentials(credentials) \
.with_region(AadRegion.value_of("<YOUR REGION>")) \
.build()

try:
request = CreateAadDomainRequest()
request.body = HostBody/(

response = client.create_aad_domain(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/region"

)

func main() {
// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
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risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.
// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

}

BE

BZRIEESHISDKICHE R, 152 ILAPI Explorerfi9{LaZ~fITR

ak := 0s.Getenv("CLOUD_SDK_AK")
sk := 0s.Getenv("CLOUD_SDK_SK")

auth := global.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := aad.NewAadClient(
aad.AadClientBuilder().

WithRegion(region.ValueOf("<YOUR REGION>")).

WithCredential(auth).
Build())

request := &model.CreateAadDomainRequest{}
request.Body = &model.HostBody{

response, err := client.CreateAadDomain(request)
if err == nil {

fmt.Printf("%+v\n", response)
}else {

fmt.Println(err)

}
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package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.GlobalCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v1.region.AadRegion;

import com.huaweicloud.sdk.aad.v1.*

import com.huaweicloud.sdk.aad.vl.model.*;

public class CreateCertificateSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new GlobalCredentials()
.withAk(ak)
.withSk(sk);

AadClient client = AadClient.newBuilder()
.withCredential(auth)
.withRegion(AadRegion.valueOf("<YOUR REGION>"))
.build();
CreateCertificateRequest request = new CreateCertificateRequest();
CertificateBody body = new CertificateBody();
request.withBody(body);
try {
CreateCertificateResponse response = client.createCertificate(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());
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# coding: utf-8

from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v1.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkaad.v1 import *

if _name__ =="__main_"

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.getenv("CLOUD_SDK_AK")

sk = os.getenv("CLOUD_SDK_SK")

credentials = GlobalCredentials(ak, sk) \

client = AadClient.new_builder() \
.with_credentials(credentials) \
.with_region(AadRegion.value_of("<YOUR REGION>")) \
.build()

try:
request = CreateCertificateRequest()
request.body = CertificateBody(
)
response = client.create_certificate(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := global.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := aad.NewAadClient(
aad.AadClientBuilder().
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WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.CreateCertificateRequest{}
request.Body = &model.CertificateBody{

}
response, err := client.CreateCertificate(request)
if err == nil {
fmt.Printf("%+v\n", response)
}else {
fmt.Println(err)
}
}
BZ
EZRIZIESHISDKICIE A, 52 WAPI ExplorerfISIBRAFIRE, AJERRBNITMN
HISDKICHE I
RSB
RS R
200 OK
400 Error
xS

52 LEIRB.

6.4.6 {EXiT 2 WEB EfEB5IFFF/CC BhiPFFX

IREN 4R

1315 WEBEERHFS T 56/ CCRA 1P FT X
BAR7EE

BESANTEFAPL,
URI

POST /v1/{project_id}/aad/external/domains/switch

*6-41 kR84
8% BE W% SRR ik
project_id 2 String IRBID, MREA=EHIERP
G->HIET->TESE->IRE
ID

Ni%ERRZAS 05 (2024-01-08) IRIERE © LA/ ARBIRAE 184


https://console.huaweicloud.com/apiexplorer/#/openapi/AAD/sdk?api=CreateCertificate

DDoS iR AAD
APl & 6 DDoS =kH API

IERSH

2 6-42 53K Header &%

2% BEWi% SRR ik
X-Auth-Token | 2 String R Token, BZERBIAMIRSS

$RHYFE A TokendZFKEX ( MERL
&2 sLAhX-Subject-Tokenfd
B).

=RIME: 32

BXEKE: 2097152

String Content-Type
Th&{&: application/

json;charset=utf8
BRAMKE: 1
RAKE: 128

i

Content-Type

% 6-43 153k Body 2#f

2¥ =AWk SR R

domain_id = String 1 Zid

waf_switch = Integer EAFBEWEBEMFIFFX., 0
- FE: 1 - 9&@

cc_switch = Integer A HRCCHIPFHX. 0 - FF
E, 1 - 9&[730 ;FECC;F?&“Z\
MEFBWEBERFGIFFX

=251
X
=5 N ]|
X
N Rz 73~ 451
x
SDK X833l
SDKAESRBILIT -

SASRRAS 05 (2024-01-08) WA © LR ABIRAE] 185



DDoS iR AAD
APl &

6 DDoS SA API

Java

Python

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;

import com.huaweicloud.sdk.core.auth.GlobalCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v1.region.AadRegion;

import com.huaweicloud.sdk.aad.v1.%;

import com.huaweicloud.sdk.aad.vl.model.*;

public class ModifyDomainWebSwitchSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new GlobalCredentials()
.withAk(ak)
withSk(sk);

AadClient client = AadClient.newBuilder()
.withCredential(auth)
.withRegion(AadRegion.valueOf("<YOUR REGION>"))
.build();
ModifyDomainWebSwitchRequest request = new ModifyDomainWebSwitchRequest();
CadDomainSwitchRequest body = new CadDomainSwitchRequest();
request.withBody(body);
try {
ModifyDomainWebSwitchResponse response = client.modifyDomainWebSwitch(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

# coding: utf-8

from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v1.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkaad.v1 import *

if _name__ =="_main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.getenv("CLOUD_SDK_AK")
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sk = os.getenv("CLOUD_SDK_SK")
credentials = GlobalCredentials(ak, sk) \

client = AadClient.new_builder() \
.with_credentials(credentials) \
.with_region(AadRegion.value_of("<YOUR REGION>")) \
.build()

try:
request = ModifyDomainWebSwitchRequest()
request.body = CadDomainSwitchRequest(
)
response = client.modify_domain_web_switch(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

Go

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak := 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := global.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := aad.NewAadClient(
aad.AadClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.ModifyDomainWebSwitchRequest{}
request.Body = &model.CadDomainSwitchRequest{

response, err := client.ModifyDomainWebSwitch(request)

if err == nil {
fmt.Printf("%+v\n", response)
} else {

fmt.Println(err)
}
}
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Java

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.GlobalCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v1.region.AadRegion;

import com.huaweicloud.sdk.aad.v1.*

import com.huaweicloud.sdk.aad.vl.model.*;

public class ListSourcelpsSolution {

public static void main(String[] args) {
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// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new GlobalCredentials()
.withAk(ak)
.withSk(sk);

AadClient client = AadClient.newBuilder()
.withCredential(auth)
.withRegion(AadRegion.valueOf("<YOUR REGION>"))
.build();

ListSourcelpsRequest request = new ListSourcelpsRequest();

try {

ListSourcelpsResponse response = client.listSourcelps(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

Python

# coding: utf-8

from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v1.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkaad.v1 import *

if _name__ =="_main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.getenv("CLOUD_SDK_AK")

sk = os.getenv("CLOUD_SDK_SK")

credentials = GlobalCredentials(ak, sk) \

client = AadClient.new_builder() \
.with_credentials(credentials) \
.with_region(AadRegion.value_of("<YOUR REGION>")) \
.build()

try:
request = ListSourcelpsRequest()
response = client.list_source_ips(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)
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package main
import (
"fmt"

"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/model"

region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment

variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")
sk := 0s.Getenv("CLOUD_SDK_SK")

auth := global.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := aad.NewAadClient(
aad.AadClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.ListSourcelpsRequest{}
response, err := client.ListSourcelps(request)
if err == nil {
fmt.Printf("%+v\n", response)
}else {
fmt.Println(err)
}
}
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json;charset=utf8
BMEE: 1
RAKE: 128
% 6-49 153k Body &%
2% BEWI% SR R
instance_id =2 String scfplid
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RS &

iBERTA

il iz 73~ 451

SDK {Xt3f1

Java

2% mEwI% SRR ik
type 2 String NSRS | black - BZE,
white - HZ 8
Ips = Array of IYIES
strings

7

SDKAURRRABIENT

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.GlobalCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v1.region.AadRegion;

import com.huaweicloud.sdk.aad.v1.*

import com.huaweicloud.sdk.aad.vl.model.*;

public class AddBlackWhitelpListSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new GlobalCredentials()
.withAk(ak)
.withSk(sk);

AadClient client = AadClient.newBuilder()

.withCredential(auth)

.withRegion(AadRegion.valueOf("<YOUR REGION>"))

.build();
AddBlackWhitelpListRequest request = new AddBlackWhitelpListRequest();
BlackWhitelpListRequest body = new BlackWhitelpListRequest();
request.withBody(body);
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try {

AddBlackWhitelpListResponse response = client.addBlackWhitelpList(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

Python

# coding: utf-8

from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v1.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkaad.v1 import *

n n

if _name__=="__main_"

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.getenv("CLOUD_SDK_AK")

sk = os.getenv("CLOUD_SDK_SK")

credentials = GlobalCredentials(ak, sk) \

client = AadClient.new_builder() \
.with_credentials(credentials) \
.with_region(AadRegion.value_of("<YOUR REGION>")) \
.build()

try:
request = AddBlackWhitelpListRequest()
request.body = BlackWhitelpListRequest(

response = client.add_black_white_ip_list(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

Go

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/region"

)

func main() {
// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
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B

N

}

BEZRIEIESHISOKILIITA, B

variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this

example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak := 0s.Getenv("CLOUD_SDK_AK")
sk := 0s.Getenv("CLOUD_SDK_SK")

auth := global.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := aad.NewAadClient(
aad.AadClientBuilder().

WithRegion(region.ValueOf("<YOUR REGION>")).

WithCredential(auth).
Build())

request := &model.AddBlackWhitelpListRequest{}
request.Body = &model.BlackWhitelpListRequest{
}
response, err := client.AddBlackWhitelpList(request)
if err == nil {

fmt.Printf("%+v\n", response)
}else {

fmt.Println(err)

}

AISDKALRI A o

T0API Explorerf9fCIERABITIES, AJ4ERLBRIXTI

LN R

200 ok

400 Error

B

52 BRI .

6.5.2 SFECAIRERZ R

URI

SN =]

=

52 WAEEAAPIL,

DELETE /v1/{project_id}/aad/external/bwlist
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DDoS iR AAD

APl &% 6 DDoS S5 AP
% 6-50 BRIZ2H
2% EEUE SR ik
project_id 2 String IRBEID, MMEI=IEHERF
Z->HAVEIE->INBI&R->IE
ID
IERSH
% 6-51 153K Header 2%{
2¥ =A% ST ik
X-Auth-Token | 2 String R Token, BEEiEBIAMARSS
SREYFE P TokendZ [$KEY ( Nk
jE B sLrhX-Subject-Tokenfd
B) .
BRIMKE: 32
BAKE: 2097152
Content-Type | = String Content-Type
th&{E: application/
json;charset=utf8
BMEE: 1
RAKE: 128
% 6-52 {53k Body Z#{
2¥ BEWI% ST iR
instance_id = String sCllid
type 2 String NSRS | black - BZ8,
white - HRE
ips = Array of ipFlZ
strings
)
7
15K~
7

MAERRAS 05 (2024-01-08)

WRIERE © HERRARBIRAT

196



DDosS iR AAD
APl & 6 DDoS =kH API

N Rz 7~
%

SDK 37l
SDKIEBRBIENT »

Java

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;

import com.huaweicloud.sdk.core.auth.GlobalCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v1.region.AadRegion;

import com.huaweicloud.sdk.aad.v1.%;

import com.huaweicloud.sdk.aad.vl.model.*;

public class DeleteBlackWhitelpListSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new GlobalCredentials()
.withAk(ak)
withSk(sk);

AadClient client = AadClient.newBuilder()
.withCredential(auth)
.withRegion(AadRegion.valueOf("<YOUR REGION>"))
.build();
DeleteBlackWhitelpListRequest request = new DeleteBlackWhitelpListRequest();
BlackWhitelpListRequest body = new BlackWhitelpListRequest();
request.withBody(body);
try {
DeleteBlackWhitelpListResponse response = client.deleteBlackWhitelpList(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

Python

# coding: utf-8

from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v1.region.aad_region import AadRegion
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Go

from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkaad.v1 import *
if _name__=="__main__":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.getenv("CLOUD_SDK_AK")

sk = os.getenv("CLOUD_SDK_SK")

credentials = GlobalCredentials(ak, sk) \

client = AadClient.new_builder() \
.with_credentials(credentials) \
.with_region(AadRegion.value_of("<YOUR REGION>")) \
.build()

try:
request = DeleteBlackWhitelpListRequest()
request.body = BlackWhitelpListRequest(
)
response = client.delete_black_white_ip_list(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := global.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := aad.NewAadClient(
aad.AadClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.DeleteBlackWhitelpListRequest{}
request.Body = &model.BlackWhitelpListRequest{

response, err := client.DeleteBlackWhitelpList(request)
if err == nil {
fmt.Printf("%-+v\n", response)
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}else {
fmt.Println(err)
}
}

B
BZRFESHISDKILIERAEI, 1ESMAPI ExplorerfI{LiBRAITAEE, A4 EEIRIMN
AYSDKALRI B
R
RSB )%
200 ok
400 Error
S
52 LERB.
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DDoS iR AAD
APl &

7 DDoS [EAEARHF N R <51

DDoS R4 &t FhP R A7

7.1 ;=5 1: ¥k DDoS B53F

7S

HICEEEIHEIPAOBSIFRIEET, ZrJLUETAnti-DDoSHREELZIEN, & EH
Anti-DDoSHIAPIIZEX

T

1.

W N

i RO

RRPEEER TFRAEENREE RN,
FIFBEIgANti-DDoSIRSZAIECERIRIIE

RFRIEECESH, 12UPRIRGIFEREE N BARRES .
RFPRIE3REIRMESSID, EWEHHIFDDoSIHFRISESAIMITIRR .

EFTDDoSPHIFRY , P RATEEOMT:

BFPRR

EHFEIPRHIPRSSIR: IWEETIAFFREEVEE BIERE.
EiflAnti-DDoSEET¥EEE: &ifJAntiDDOSIRSHIE BERIZTIE .
E#TANti-DDOSIRSS: EHTIPAIANtIDDOS LR IRSZELE RS
HiflJAnti-DDoS{E55: RIBIESIDIREBUES RS

£E1 HfEFERFMEENNEE RIS,

EOBXER

URIFEZL: GET /v1/{project_id}/antiddos

FEESL “EFEIPRHIPREIIR” .

BRI

GET: https://{endpoint}/v1/1858a4e1f99d4454bd6a539d5477f5de/antiddos
{endpointHE 25 N XFNLR iR T =35E o
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Body:
{
}
o IR
{
"total"™: 1,
"ddosStatus": [
{

"floating_ip_id": "18e6ace5-eb36-4196-a15e-1e000c24e026",
"floating_ip_address": "139.9.116.167",
"network_type": "EIP",

"status": "normal",
"blackhole_endtime™: 0,
"protect_type": "default”,
"traffic_threshold": 99,
"http_threshold": 0

}

]

}

$I2 BiFAntiDDOSERFZHIEERAZTIZE .
o EMOMBXER
URIKET: GET /v2/{project_id}/antiddos/query-config-list
#5520 “EifAnti-DDoSEEIETEE"
o iEKTRHI

GET: https://{endpoint}/v2/1858a4e1f99d4454bd6a539d5477f5de/antiddos/
query-config-list

{endpointHERiBE Mt X FNL iR T5 RIREY -
Body:

{
}

o [IRN7RA
{

"traffic_limited_list": [

{

"traffic_pos_id": 1,
"traffic_per_second": 10,
"packet_per_second": 2000
h?

{

"traffic_pos_id": 2,
"traffic_per_second": 30,
"packet_per_second": 6000

1

{

"traffic_pos_id": 3,
"traffic_per_second": 50,
"packet_per_second": 10000
2

{

"traffic_pos_id": 4,
"traffic_per_second": 70,
"packet_per_second": 15000
h?

{

"traffic_pos_id": 5,
"traffic_per_second": 100,
"packet_per_second": 20000

1

{
"traffic_pos_id": 6,
"traffic_per_second": 150,
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"packet_per_second": 25000

L

{

"traffic_pos_id": 7,
"traffic_per_second": 200,

"packet_per_second": 35000

L

{

"traffic_pos_id": 8,
"traffic_per_second": 250,

"packet_per_second": 50000

1

{
"traffic_pos_id": 9,
"traffic_per_second": 300,

"packet_per_second": 70000

b
{
"traffic_pos_id": 88,

"traffic_per_second": 1000,

"packet_per_second": 300000

}
1,
"http_limited_list": [

{

"http_request_pos_id": 1,
"http_packet_per_second":
I

{

"http_request_pos_id": 2,
"http_packet_per_second":
L

{

"http_request_pos_id": 3,
"http_packet_per_second":
{

"http_request_pos_id": 4,
"http_packet_per_second":
L

{

"http_request_pos_id": 5,
"http_packet_per_second":
L

{

"http_request_pos_id": 6,
"http_packet_per_second":
{

"http_request_pos_id": 7,
"http_packet_per_second":
L

{

"http_request_pos_id": 8,
"http_packet_per_second":
L

{

"http_request_pos_id": 9,
"http_packet_per_second":
{

"http_request_pos_id": 10,
"http_packet_per_second":
L

{

"http_request_pos_id": 11,
"http_packet_per_second":
L

{

100

150

240

350

480

550

700

850

1000

1500

2000
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$1B3 FEIIPHIANtiDDOSZE IREZELE 5,

"http_request_pos_id": 12,
"http_packet_per_second": 3000

1

{

"http_request_pos_id": 13,
"http_packet_per_second": 5000
L

{

"http_request_pos_id": 14,

"http_packet_per_second": 10000

L
{
"http_request_pos_id": 15,

"http_packet_per_second": 20000

1
{
"cleaning_access_pos_id": 1,
"new_connection_limited": 10,
"total_connection_limited": 30
%

{

"cleaning_access_pos_id": 2,
"new_connection_limited": 20,
"total_connection_limited": 100
L

{

"cleaning_access_pos_id": 3,
"new_connection_limited": 30,
"total_connection_limited": 200
L

{

"cleaning_access_pos_id": 4,
"new_connection_limited": 40,
"total_connection_limited": 250
L

{

"cleaning_access_pos_id": 5,
"new_connection_limited": 50,
"total_connection_limited": 300
L

{

"cleaning_access_pos_id": 6,
"new_connection_limited": 60,
"total_connection_limited": 500
L

{

"cleaning_access_pos_id": 7,
"new_connection_limited": 70,
"total_connection_limited": 600
L

{

"cleaning_access_pos_id": 8,
"new_connection_limited": 80,
"total_connection_limited": 700
}
1

}

connection_limited_list": [

extend_ddos_config": []

EAOBEXER

URIF&=L: PUT /v1/{project_id}/antiddos/{floating_ip_id}

FEESN “ EHiAnti-DDoSHRSS” -

R
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i RO

PUT: https://{endpoint}/v1/1858a4e1f99d4454bd6a539d5477f5de/antiddos/
18e6ace5-eb36-4196-a15e-1e000c24e026

{endpoint}E 2B MM XFNLRIRTI RIRE
Body:

{

"app_type_id": 1,
"cleaning_access_pos_id": 8,
"enable_L7": false,
"http_request_pos_id": 8,
"traffic_pos_id": 8

}

i Mz 73~ 151
{

"error_code": "10000000",

"error_msg": "The task has been received and is being handled",
"task_id": "59385d2a-6266-4d3a-9122-a228c530f557"

}

£ RELEIROAVESIDIREUESIRE

EOBEXER

URIEZL: GET /v2/{project_id}/query-task-status

#1552 “EifAnti-DDoS{ESS” .

=Rl

GET: https://{endpoint}/v2/1858ade1f99d4454bd6a539d5477f5de/query-task-
status?task_id=59385d2a-6266-4d3a-9122-a228c530f557

{endpointfZ RiEMN X FNLR RT3 RIREN

Body:

{
}

[lFJ]F_‘L'_U_TW

task status """ success",
"task_msg":

}

R

7.2 3~ 2: ECERRIABGIPRES
b= (YU

=

BEEREIAGIFRIEN, SATLUEITANt-DDoSHREELEE, HEFHANt-

DDoSHIAPIEOEE
AT

1.
2.

R EERFRIABTRRES .
FFBEERIABFRE .

BCERUARGIFREREY, WRAYEONT:
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DDosS B3R AAD
APl &% 7 DDosS [REEHikFF M B

e ZifJAnti-DDoSERIABSIFEEES
o HAIEANti-DDoSERIABSIFEEES

BEP R

TE1 FTARIABGIRRE .

o EMOMBXER
URI¥E=(: GET /v1/{project_id}/antiddos/default-config
#1552 “EifAnti-DDoSERIARGIFRER” o

o IERRAI
GET: https://{endpoint}/v1/1858a4e1f99d4454bd6a539d5477f5de/antiddos/
default/config
{endpointHE 25 N XFNLR IR TS =34H o
Body:

{
}

o [IERIRA
{

"app_type_id": 1,
"cleaning_access_pos_id": 8,
"enable_L7": false,
"http_request_pos_id": 8,
"traffic_pos_id": 8
}
T2 FEEIABGIPERER .

o EMOBXER
URI®ET: POST /v1/{project_id}/antiddos/default-config
FEESN “EeEAnti-DDoSERABFEREE”

o iEKTRHI
POST: https://{endpoint}/v1/1858a4e1f99d4454bd6a539d5477f5de/antiddos/
default-config
{endpointfZ 2iE MK FNLE LR T5 RIKEN o
Body:

{

"app_type_id": 1,
"cleaning_access_pos_id": 8,
"enable_L7": false,
"http_request_pos_id": 8,
"traffic_pos_id": 8

}

. IARERGI
{
}
R
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A.1 DDoS [F4EREFHPIRESS

o IFHE
IR[EHE 15888
200 BRE .
o BE
WSS | 4weS 15388
400 Bad Request RS EEREEIRIEK .
401 Unauthorized AR NEREZAFPEMZESE,.
403 Forbidden XIRIE R NEANAEHREELE o
404 Not Found RSS2 R BB KAITUE -
405 Method Not Allowed IBRPIEEN T EE I o
406 Not Acceptable AR 55 28 2 PRASNG R TT A AR S P i iE
Ko
407 Proxy Authentication FAFR®RE S ERRIERSRHTIC
Required IE, XFERA SR,
408 Request Timeout BB 7 RS sSRYERFATIE
409 Conflict BTz, BRILERTTH
500 Internal Server Error BRARTH, REFE.
501 Not Implemented E%SREE?EEJZ, ARS5 88 A HSFIARAYIY
B8,
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KEB | RS izl
502 Bad Gateway BRAKRTH, BRSFEM LIRSS EFWE!
— AN
503 Service Unavailable BREKTH, RAGIHNRE.
504 Gateway Timeout I KABAT o
° tt\n
A.2 Anti-DDoS &i=89
BEZRBEIRBIES WAPIEEIRPL
RSB HiRE HIREE )% AL IBETE
200 Anti-DDoS.0 Succeeded Ay TEL R
200 Anti- The task has | (ESSERUL, TEA 1
DDo0S.100000 | been received | IE{E&ME
00 and is being
handled
400 Anti- Enter avalid |iBRKEER | KESH
DD0S.100000 | request EE
01 message
400 Anti- An incorrect RIEfRRESS | B2 H
DDo0S.100010 | task ID is ID
08 used
400 Anti- Invalid time [EIE] 37 SESH
DDo0S.100010
10
401 Anti- Public test NNRSZHIE | BB
DD0S.100000 | service denied | #&
04
403 Anti- Failed to 15K EY EFrEIEToken
DDo0S.100000 | authenticate | TokeniAiEsE
02 the token in 5
the request
403 Anti- The account KPR FISIE
DDoS.100000 | is restricted
09
403 Anti- The account | MKFUGRES FRIBAR R
DDoS.100000 | is frozen
10
403 Anti- Unknown REAPZEE | BBENR
DDo0S.100000 | user type
12
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APl &% A B
RSB =i=B HIREE A AL IBFETE
403 Anti- VPC access BIEVPCESR | XREER

DD0S.100000 | failed or EIP is | B K EIPARTE
16 not exist =
403 Anti- You have not | #&EFIAILE, SLRZIAIE
DD0S.100000 | been IBEHHTERA
30 authenticated. | TAIE,
Perform real-
name
authenticatio
n first.
403 Anti- The operation | #ERPRZR | ERIBANIR
DDoS.100010 | permission is
09 restricted
403 Anti- Access to the | BUBEIRIOE | KREER
DDo0S.110000 | database is bS]
01 rejected
500 Anti- Internal RANES PBREER
DD0S.110000 | system B, BREK
00 exception. AZHFAR
Contact
technical
support
engineers
+-3
A.3 CNAD i51%65
BZRBIEIRBIES WAPIEEIRPL
RSB BiRE HIREE R AL TR¥ETE
400 CNAD.000010 | Invalid IP IPHIIEARS KESH
00 Address. %o
400 CNAD.000010 | Invalid SMN | &SZ@851F | KESH
01 Topic. RE*
400 CNAD.000010 | Package HFEEeRF | RESH
02 Name Already | 7£.
Exists.
400 CNAD.000010 | IP: {0} is in IP: {0} ERE | 18E2H
03 another Hitfpire
package. B,
400 CNAD.000010 | IP: {0} has IP: {0} BEE4f | 1eESH
04 policy E T HEMZE
associated. B o
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RS ERs HixlEE iR A1RtEE
400 CNAD.000010 | Policy Name | REEZESE. |KESH

05 Already Exists.
400 CNAD.000010 | Duplicate IP. | IPEEE., KwESH
06
400 CNAD.000010 | Duplicate BINREEN | RESH
07 CleanThreshol | &,
d.
400 CNAD.000010 | Request BKRIEE, KmESH
08 Illegal.
400 CNAD.000010 | The IPsin list | ipFIEREF | HKBESH
09 don't belong | [E—regionz;
to the same ERERHEDp
region or
aren't
multicast IPs
400 CNAD.000040 | Resource is RREEEE | HEER
00 Being Used. H.
400 CNAD.000040 | IP is Being FEIFIPIETEHE | IRESH
01 Used. EJ= N
400 CNAD.000040 | Application TIRRIERIE | THRAE
03 Has Existed. EF T,
400 CNAD.000040 | Application is | 32 BIHEAHY | TTTALE
04 Being ERSIETE L
Approved. F, EHEHB
it !
400 CNAD.000040 | Application RS | KEBER
05 Denied. EEEm]!
400 CNAD.000040 | Application IRV | TRE
06 Approved. e’Bg, B2
BERER!
400 CNAD.000050 | Package PR EAE] KMESH
00 Unavailable. H.
400 CNAD.000050 | Quota Not BLEIARE o REEER
01 Enough.
400 CNAD.000050 | The ZSEPIEINR | SRR
04 remaining =iBTERER
traffic SEERN:
cleaning {0}Mbps
threshold of
the instance is
{0} Mbps.
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400 CNAD.000050 | Resource Not | RIJTBICNAD | iTMICNADRRSS

06 Purchased. i
400 CNAD.000050 | Cannot create | FREQIEEERR | KBESH
07 policy.
401 CNAD.000020 | User Role Not | ;ZBIRE, £ | RFNE
00 Permitted. #BiH1a,
403 CNAD.000050 | 5 change MBATNE | FEEREURIHT
02 times has =1V mb OE ;5]
reached the REL(5R)
maximum in | Ei#F.
a month.
403 CNAD.000050 | 1 change 1RATNRE | FEREURIHET
03 times has WatiabSELBN
reached the (k)
maximum in | &,
a day.
403 CNAD.000050 | Instances of AZHEHFFEN | EESE
05 the non-VIC FRIEAZ R
edition s,
cannot be
manually
deleted.
404 CNAD.000030 | Resource Not | ZEAFE. |KEBESH
00 Found.
404 CNAD.000030 | Package Not | FAiFEATE MBS
01 Found. .
404 CNAD.000030 | Policy Not KEEAFE. |KWESH
02 Found.
404 CNAD.000030 | IP Not Found. | BH#PIPARTE MBS
03 .
404 CNAD.000030 | IP Not in PHIRIPAETF | ESHE
04 Package. (E)E
404 CNAD.000030 | Policy Not in | fHIPEEIETRE | ESH
05 Package. FiZBiPeE .
404 CNAD.000030 | Application BHEAFE. |NESH
06 Not Found.
404 CNAD.000030 | Tenant Not HEPAREFE, SESE
07 Found.
404 CNAD.000030 | Clean Policy | i&hRIEATE | KBS
08 Not Found. =
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500 CNAD.000000 | Dependent KHRVEMIR | EXRBIER

01 Service Error. | B2,
400 TRAFFICHUB. | Param invalid | 8T wESH
10000400
400 TRAFFICHUB. | Insufficient FREIBCERAE, | S5 BCARIF
10060001 unblocking S HEEECER
quota, The ERzE%AR
current R R AEEIBCER
unblocking 730
quota is O
400 TRAFFICHUB. | Unblocking is | A7iFEs R | RRESIER
10060002 not allowed NERPX G
because the Sur=)
tenant risk is
too high
400 TRAFFICHUB. | Unblocking is | A7iFEE R | RREIER
10060003 not allowed PEPERS
because the 1%
tenant level is
insufficient
400 TRAFFICHUB. | Unblockingis | IP {0} R#iF | HEEf
10060005 not allowed s I FE=
because HfEETHIRTIE)
unblock the ip | A {1} Zf5.f#
address need | EfEITES
to exceed the | ;EXIER_EFHY
interval time, | BENEEITSEAR
see the
unblocking
policy
400 TRAFFICHUB. | Unblocking is | RfcifFfigst, HEEL
10060006 not allowed X ofEstipith
because WHEEEHE
unblock the ip | FRRTIE]
address firstly
need to
exceed the
interval time
400 TRAFFICHUB. | Unblocking is | AfoifFfiREd, mFT RIS E AR
10060007 not allowed EAzdEipyl | EER
because BT
blocking ip

address list is
empty
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400 TRAFFICHUB. | Unblocking is | AfiFeEE,E | RIFFEIXsEBXER
10060008 not allowed AP {0} K | BER

because ip e
address is not

blocked
401 TRAFFICHUB. | Auth failed BSRIRIEELM | RIEHR
10010001
404 TRAFFICHUB. | Tenant config | RZZIFHFE | RESH
10060004 is not found =1

A.4 3REXINH ID

iR API 3REXTRE 1D
IR E DA LB A R A T AR E S B APIZREL.

SREVIE IDRYIEOS “ GET https://{Endpoint}/v3/projects” , ELF{Endpoint}JIAM
LIRS, JUMNBRIIRIET mRE . EOANAEENIES IIAIESE,

MRZREIINT, EAprojects TAY “id” BIARIREID,
{

"projects": [
{
"domain_id": "65382450e8f64ac0870cd180d14e684b",
"is_domain": false,
"parent_id": "65382450e8f64ac0870cd180d14e684b",

"description": "",
"links": {

"next": null,

"previous": null,

"self": "https://www.example.com/v3/projects/a4a5d4098fb4474fa22cd05f897d6b99"
1
"id": "a4a5d4098fb4474fa22cd05f897d6b99",
"enabled": true

}
1,
"links": {
"next": null,
"previous": null,
"self": "https://www.example.com/v3/projects"

}
}

MZHIEIRENRE ID

EEAEONME, SBLoURLFFEEREANNERS, FAUFEERNEIMERS . I8
RSIRENC BRI T

1. BREEERFIS.

2. BERAFE, EMIIRDPREE “BRHNEIE .

3. & “APIEIE” MERMBSIRSPEEFREID,

SASRRAS 05 (2024-01-08) WA © LR ABIRAE] 212


https://support.huaweicloud.com/api-iam/iam_06_0001.html
https://developer.huaweicloud.com/endpoint

DDoS iR AAD
APLEE A Bz

A-1 EFINH ID

FAGEIE APISIE &
| APIE O =2eamKS, ANFRFTIRRNEREE, Betxa
HEER
AFE .
A o e .
REAE

= CH S FRE: (=
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DDoS

FEEARHIRLSE AP

d

B.1 &if] Anti-DDoS BeE & CE

MR

ZHRIREAPIZIHEMRASAPI, RERTRESLEHHR . i5EREEANti-DDoSECE I HEHE .

TheEN 4R
ERRFZHFAIANt-DDoSPLIFRESECERIANIZEE, AFREEEIIREFESE
B S AR RAE#H{TANti-DDOSIRE B %t o
URI
e URIE=
GET /v1/{project_id}/antiddos/query_config_Llist
o SR
e EEWIE St 153AH
project_id = String FHFRIID
15>
(ERR Rl
GET /v1/67641fe6886f43fcb78edbbf0ad0b99f/antiddos/query_config_list
N iz
o EEHIHHA
£ eRpE | XKE i5EA
traffic_limited_list = FIREREE mEMRHIZIER
http_limited_list = HIREIREE HTTPBR %1%
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2 pyap Ay S it}
connection_limited_li | 2 FREIRLEN EEHRFITIZE
st

o traffic_limited_list=EREURELEFTIREH
2% ey YA E it izl

traffic_pos._id 2 Integer | iREDERID
traffic_per_second =8 Integer | B¥MRE (Mbit/s ) BE
packet_per_second =2 Integer | B¥MRIZEL (1N/s) BE

e  http_limited_list=2EREUELSHTIRAT

8% =A% Sl ]
http_request_pos_id | & Integer | HTTPiER# 5 ERID
http_packet_per_seco | 2 Integer | ERPHTTPIEREL (1N/s)
nd SHE

e connection_limited_list=REREIRLEIIRAR

28 EEWIE 3R | 15HEA
cleaning_access_pos_i | 2 Intege | B FEATIHABRHISERID
d r

new_connection_limit | & Intege | BB—iRIPEFTERIEZNE
ed r

total_connection_limit | 2 Intege | B—RIPIEZEEZN

ed r

o [BRZHFA

{
"traffic_limited_list": [
{
"traffic_pos_id": 1,
"traffic_per_second": 10,
"packet_per_second": 2000

"traffic_pos_id": 2,
"traffic_per_second": 30,
"packet_per_second": 6000

"traffic_pos_id": 3,
"traffic_per_second": 50,
"packet_per_second": 10000
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"traffic_pos_id": 4,
"traffic_per_second": 70,

"packet_per_second": 15000

L

{
"traffic_pos_id": 5,
"traffic_per_second": 100,

"packet_per_second": 20000

1

"traffic_pos_id": 6,
"traffic_per_second": 150,

"packet_per_second": 25000

L

{
"traffic_pos_id": 7,
"traffic_per_second": 200,

"packet_per_second": 35000

L

{
"traffic_pos_id": 8,
"traffic_per_second": 250,

"packet_per_second": 50000

1

"traffic_pos_id": 9,
"traffic_per_second": 300,

"packet_per_second": 70000

}
1,
"http_limited_Llist": [

{

"http_request_pos_id": 1,

"http_packet_per_second":

L
{
"http_request_pos_id": 2,

"http_packet_per_second":

1

"http_request_pos_id": 3,

"http_packet_per_second":

L
{
"http_request_pos_id": 4,

"http_packet_per_second":

L
{
"http_request_pos_id": 5,

"http_packet_per_second":

1

"http_request_pos_id": 6,

"http_packet_per_second":

L
{
"http_request_pos_id": 7,

"http_packet_per_second":

%
{
"http_request_pos_id": 8,

"http_packet_per_second":

1

"http_request_pos_id": 9,
"http_packet_per_second"
L
{
"http_request_pos_id": 10,

100

150

240

350

480

550

700

850

: 1000
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"http_packet_per_second": 1500

L
{
"http_request_pos_id": 11,

"http_packet_per_second": 2000

1

"http_request_pos_id": 12,

"http_packet_per_second": 3000

L
{
"http_request_pos_id": 13,

"http_packet_per_second": 5000

L
{
"http_request_pos_id": 14,

"http_packet_per_second": 10000

1

"http_request_pos_id": 15,

"http_packet_per_second": 20000

}
1,

"connection_limited_list": [

"cleaning_access_pos_id": 1,
"new_connection_limited": 10,
"total_connection_limited": 30
L
{
"cleaning_access_pos_id": 2,
"new_connection_limited": 20,
"total_connection_limited": 100
%
{
"cleaning_access_pos_id": 3,
"new_connection_limited": 30,
"total_connection_limited": 200

}
{

"cleaning_access_pos_id": 4,
"new_connection_limited": 40,
"total_connection_limited": 250
L
{
"cleaning_access_pos_id": 5,
"new_connection_limited": 50,
"total_connection_limited": 300
L
{
"cleaning_access_pos_id": 6,
"new_connection_limited": 60,
"total_connection_limited": 500

b
{

"cleaning_access_pos_id": 7,
"new_connection_limited": 70,
"total_connection_limited": 600

L

{
"cleaning_access_pos_id": 8,
"new_connection_limited": 80,
"total_connection_limited": 700

}

1

extend_ddos_config": [

{

"new_connection_limited": 80,

"total_connection_limited": 700,
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U

"http_packet_per_second": 500000,
"traffic_per_second": 1000,
"packet_per_second": 200000,
"setID": 33

"new_connection_limited": 80,
"total_connection_limited": 700,
"http_packet_per_second": 500000,
"traffic_per_second": 2000,
"packet_per_second": 200000,
"setID": 34

"new_connection_limited": 80,
"total_connection_limited": 700,
"http_packet_per_second": 500000,
"traffic_per_second": 5000,
"packet_per_second": 400000,
"setID": 35

"new_connection_limited": 80,
"total_connection_limited": 700,
"http_packet_per_second": 0,
"traffic_per_second": 0,
"packet_per_second": 0,
"setID": 36

}

]

MR

“extend_ddos_config” FERERAFIRIBLFRERIZENIANt-DDoSFHIFREIEES

152ZDDoSR4ERFHIPIRES .

B.2 &if] Anti-DDoS {F5%

URI

AR

ZHRINEAPIZIHEMRASAPI, RERTHEELEHHR . iBEAEEANti-DDoS{ES .

FFEIIEERANt-DDoSHHIFECEESS . BENESARIHITAVAE

URIFE=
GET /v1/{project_id}/query_task_status

MERLY::
HLMEURIEEA “?7 1 “&” SFINFRNEARMES, BESEBRF.
SRR

SZ#5ihiRAR 05 (2024-01-08) WRIERE © HERRARBIRAT
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2H BARYI%E E it ]
project_id = String FHPFPRYID
Bk
o SHUHHA
25! ey i E it 15460
task_id 2 String {£531D (FELAZEH ) HIFFTER
o IEKIEH
GET /v1/67641fe6886f43fcb78edbbf0ad0b99f/query_task_status?
task_id=4a4fefe7-34a1-40e2-a87c-16932af3acda
Ml Rz
o EXIHHA
2R E it 1548
task_status String SRS, BLARTLRM:
® success
o failed
e waiting
e running
e preprocess
e ready
task_msg String ESHIMINER
o NaRzt£4l
{
"task_status": "running",
"task_msg": ""
}
R[EE
152 EDDoSEEERMFAPIREES .
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C {2iTic=®

C ZiTieR

VL=l

(EXG5AH

2023-01-08

BRRERXNKRH.

o FME_H&/IEuEB I RIEREO

o FTIBIZEEE WEBERRAIFFR/CCREP A RO .
o FMBREIERLOIRIPERSIZREO

o IMEELAIFINEL &R

o FMEERSLAIMPREORERED.

2022-06-17

BIDRER &

B2

o ZifJAnti-DDoS{ES

o E¥TAnti-DDoSHRSS

o HZEAnti-DDoSBRIAFSIFEERS
o EifJAnti-DDoSERIABGI RS

2% “traffic_pos_id” BUESBRUEH I “1~9zkBEYES9” ;
2% “cleaning_access_pos_id” BUESEEIEX A “1~98%
BYE99”

2021-12-06

BZXREX R
‘BE18AntI-DDoSES3” BT, 1ENASHEIR,

2021-04-19

EIREREM

(B E SRR .

2020-12-31

E—XREXERT.
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