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安全声明
 
漏洞处理流程

华为公司对产品漏洞管理的规定以“漏洞处理流程”为准，该流程的详细内容请参见如下网址：
https://www.huawei.com/cn/psirt/vul-response-process
如企业客户须获取漏洞信息，请参见如下网址：
https://securitybulletin.huawei.com/enterprise/cn/security-advisory
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1 使用前必读

针对DDoS攻击，华为云提供多种安全防护方案，您可以根据您的实际业务选择合适的
防护方案。华为云DDoS防护服务（Anti-DDoS Service，简称AAD）提供了DDoS原生
基础防护（Anti-DDoS流量清洗）、DDoS原生高级防护和DDoS高防三个子服务。

您可以使用本文档提供的API对AAD进行相关操作，如查询、修改防护策略等。支持的
全部操作请参见API概览。

终端节点

终端节点（Endpoint）即调用API的请求地址，不同服务不同区域的终端节点不同，您
可以从Anti-DDoS终端节点和DDoS高防终端节点中查询服务的终端节点。

基本概念
● 账号

用户注册时的账号，账号对其所拥有的资源及云服务具有完全的访问权限，可以
重置用户密码、分配用户权限等。由于账号是付费主体，为了确保账号安全，建
议您不要直接使用账号进行日常管理工作，而是创建用户并使用他们进行日常管
理工作。

● 用户

由账号在IAM中创建的用户，是云服务的使用人员，具有身份凭证（密码和访问
密钥）。

在“我的凭证”下，您可以查看账号ID和用户ID。通常在调用API的鉴权过程中，
您需要用到账号、用户和密码等信息。

● 区域（Region）
从地理位置和网络时延维度划分，同一个Region内共享弹性计算、块存储、对象
存储、VPC网络、弹性公网IP、镜像等公共服务。Region分为通用Region和专属
Region，通用Region指面向公共租户提供通用云服务的Region；专属Region指只
承载同一类业务或只面向特定租户提供业务服务的专用Region。

● 可用区（AZ，Availability Zone）
一个AZ是一个或多个物理数据中心的集合，有独立的风火水电，AZ内逻辑上再将
计算、网络、存储等资源划分成多个集群。一个Region中的多个AZ间通过高速光
纤相连，以满足用户跨AZ构建高可用性系统的需求。

● 项目

DDoS 防护 AAD
API 参考 1 使用前必读

文档版本 12 (2026-07-02) 版权所有 © 华为技术有限公司 1

https://console.huaweicloud.com/apiexplorer/#/endpoint/Anti-DDoS
https://console.huaweicloud.com/apiexplorer/#/endpoint/AAD


区域默认对应一个项目，这个项目由系统预置，用来隔离物理区域间的资源（计
算资源、存储资源和网络资源），以默认项目为单位进行授权，用户可以访问您
账号中该区域的所有资源。如果您希望进行更加精细的权限控制，可以在区域默
认的项目中创建子项目，并在子项目中创建资源，然后以子项目为单位进行授
权，使得仅能访问特定子项目中资源，使得资源的权限控制更加精确。

图 1-1 项目隔离模型

● 企业项目

企业项目是项目的升级版，针对企业不同项目间资源的分组和管理，是逻辑隔
离。企业项目中可以包含多个区域的资源，且项目中的资源可以迁入迁出。
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2 API 概览

通过使用Anti-DDoS提供的接口，您可以完整地使用Anti-DDoS的所有功能。

表 2-1 API 概览

类型 子类型 说明

DDoS原生基础防
护

任务管理 查询Anti-DDoS任务接口。

防护管理 查询防护状态、更新防护策略等接口。

告警配置管理 查询和更新告警配置信息接口。

默认防护策略管
理

查询、配置和删除默认防护策略。

DDoS原生高级防
护

告警配置管理 查询、设置和删除更新告警配置信息接
口。

防护包管理 查询、更新防护包的接口。

策略管理 创建、查询、更新、删除防护策略和绑
定、解绑防护对象的接口。

防护对象管理 查询防护对象、为防护对象设置标签的接
口。

概览管理 查询日志和报表等数据的接口。

解封管理 查询解封记录、封堵数据、解封IP等接
口。

DDoS高防 概览 查询流量峰值、攻击计数的接口。

实例列表 查询DDoS高防实例信息的接口。

转发规则管理 查询、创建、修改、删除转发规则的接
口。

域名管理 查询、创建、更新、修改域名和上传证书
的接口。
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类型 子类型 说明

告警通知 查询告警设置的接口。

防护策略 设置防护策略的接口。

DDoS 防护 AAD
API 参考 2 API 概览

文档版本 12 (2026-07-02) 版权所有 © 华为技术有限公司 4



3 如何调用 API

3.1 构造请求
本节介绍REST API请求的组成，并以调用IAM服务的管理员创建IAM用户接口说明如
何调用API。

您还可以通过这个视频教程了解如何构造请求调用API：https://
bbs.huaweicloud.com/videos/102987 。

请求 URI

请求URI由如下部分组成。

{URI-scheme} :// {Endpoint} / {resource-path} ? {query-string}

尽管请求URI包含在请求消息头中，但大多数语言或框架都要求您从请求消息中单独传
递它，所以在此单独强调。

● URI-scheme：
表示用于传输请求的协议，当前所有API均采用HTTPS协议。

● Endpoint：
指定承载REST服务端点的服务器域名或IP，不同服务不同区域的Endpoint不同，
您可以从地区和终端节点获取。

例如IAM服务在“华北-北京四”区域的Endpoint为“iam.cn-
north-4.myhuaweicloud.com”。

● resource-path：
资源路径，也即API访问路径。从具体API的URI模块获取，例如管理员创建IAM用
户接口的resource-path为“/v3.0/OS-USER/users”。

● query-string：
查询参数，是可选部分，并不是每个API都有查询参数。查询参数前面需要带一个
“？”，形式为“参数名=参数取值”，例如“limit=10”，表示查询不超过10条
数据。

例如您需要创建IAM用户，由于IAM为全局服务，则使用任一区域的Endpoint（比如
“华北-北京四”区域的Endpoint：iam.cn-north-4.myhuaweicloud.com，并在管理
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员创建IAM用户的URI部分找到resource-path（/v3.0/OS-USER/users），拼接起来如
下所示。

https://iam.cn-north-4.myhuaweicloud.com/v3.0/OS-USER/users

图 3-1 URI 示意图

说明

为查看方便，在每个具体API的URI部分，只给出resource-path部分，并将请求方法写在一起。
这是因为URI-scheme都是HTTPS，同一个服务的Endpoint在同一个区域也相同，所以简洁起见
将这两部分省略。

请求方法

HTTP请求方法（也称为操作或动词），它告诉服务你正在请求什么类型的操作。

● GET：请求服务器返回指定资源。

● PUT：请求服务器更新指定资源。

● POST：请求服务器新增资源或执行特殊操作。

● DELETE：请求服务器删除指定资源，如删除对象等。

● HEAD：请求服务器资源头部。

● PATCH：请求服务器更新资源的部分内容。当资源不存在的时候，PATCH可能会
去创建一个新的资源。

在管理员创建IAM用户的URI部分，您可以看到其请求方法为“POST”，则其请求
为：

POST https://iam.cn-north-4.myhuaweicloud.com/v3.0/OS-USER/users

请求消息头

附加请求头字段，如指定的URI和HTTP方法所要求的字段。例如定义消息体类型的请
求头“Content-Type”，请求鉴权信息等。

如下公共消息头需要添加到请求中。

● Content-Type：消息体的类型（格式），必选，默认取值为“application/
json”，有其他取值时会在具体接口中专门说明。

● Authorization：签名认证信息，可选，当使用AK/SK方式认证时，使用SDK对请
求进行签名的过程中会自动填充该字段。AK/SK认证的详细说明请参见AK/SK认
证。

● X-Sdk-Date：请求发送的时间，可选，当使用AK/SK方式认证时，使用SDK对请
求进行签名的过程中会自动填充该字段。AK/SK认证的详细说明请参见AK/SK认
证。
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● X-Auth-Token：用户Token，可选，当使用Token方式认证时，必须填充该字
段。用户Token也就是调用获取用户Token接口的响应值，该接口是唯一不需要认
证的接口。

● X-Project-ID：子项目ID，可选，在多项目场景中使用。如果云服务资源创建在子
项目中，AK/SK认证方式下，操作该资源的接口调用需要在请求消息头中携带X-
Project-ID。

● X-Domain-ID：账号ID，可选。AK/SK认证方式下，全局服务的接口调用时，需
在请求消息头中携带X-Domain-ID。

对于管理员创建IAM用户接口，使用AK/SK方式认证时，添加消息头后的请求如下所
示。

POST https://iam.cn-north-4.myhuaweicloud.com/v3.0/OS-USER/users
Content-Type: application/json
X-Sdk-Date: 20240416T095341Z
Authorization: SDK-HMAC-SHA256 Access=****************, SignedHeaders=content-type;host;x-sdk-date, 
Signature=****************

请求消息体

请求消息体通常以结构化格式发出，与请求消息头中Content-type对应，传递除请求
消息头之外的内容。若请求消息体中参数支持中文，则中文字符必须为UTF-8编码，并
在Content-type中声明字符编码方式，例如：Content-Type: application/json;
charset=utf-8。

每个接口的请求消息体内容不同，也并不是每个接口都需要有请求消息体（或者说消
息体为空），GET、DELETE操作类型的接口就不需要消息体，消息体具体内容需要根
据具体接口而定。

对于管理员创建IAM用户接口，您可以从接口的请求部分看到所需的请求参数及参数
说明，将消息体加入后的请求如下所示，其中加粗的字段需要根据实际值填写。

● accountid为IAM用户所属的账号ID。
● username为要创建的IAM用户名。

● email为IAM用户的邮箱。

● **********为IAM用户的登录密码。
POST https://iam.cn-north-4.myhuaweicloud.com/v3.0/OS-USER/users
Content-Type: application/json 
X-Sdk-Date: 20240416T095341Z 
Authorization: SDK-HMAC-SHA256 Access=****************, SignedHeaders=content-type;host;x-sdk-date, 
Signature=**************** 
 
{ 
     "user": { 
         "domain_id": "accountid", 
         "name": "username", 
         "password": "**********", 
         "email": "email", 
         "description": "IAM User Description" 
     } 
 }

到此为止，一个API请求所需要的内容已经准备完成，您可以使用curl、Postman或直
接编写代码等方式发送请求调用API。
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3.2 认证鉴权
调用接口有如下两种认证方式，您可以选择其中一种进行认证鉴权。

● AK/SK认证：通过AK（Access Key ID）/SK（Secret Access Key)加密调用请求。

● Token认证：通过Token认证调用请求。

AK/SK 认证

说明

● AK/SK签名认证方式仅支持消息体大小12MB以内，12MB以上的请求请使用Token认证。

● AK/SK既可以使用永久访问密钥中的AK/SK，也可以使用临时访问密钥中的AK/SK，但使用临
时访问密钥的AK/SK时需要额外携带“X-Security-Token”字段，字段值为临时访问密钥的
security_token。

AK/SK认证就是使用AK/SK对请求进行签名，在请求时将签名信息添加到消息头，从而
通过身份认证。

● AK(Access Key ID)：访问密钥ID。与私有访问密钥关联的唯一标识符；访问密钥
ID和私有访问密钥一起使用，对请求进行加密签名。

● SK(Secret Access Key)：与访问密钥ID结合使用的密钥，对请求进行加密签名，
可标识发送方，并防止请求被修改。

使用AK/SK认证时，您可以基于签名算法使用AK/SK对请求进行签名，也可以使用专门
的签名SDK对请求进行签名。详细的签名方法和SDK使用方法请参见API签名指南。

须知

签名SDK只提供签名功能，与服务提供的SDK不同，使用时请注意。

您也可以通过这个视频教程了解AK/SK认证的使用：https://bbs.huaweicloud.com/
videos/100697 。

Token 认证

说明

● Token的有效期为24小时，需要使用一个Token鉴权时，可以先缓存起来，避免频繁调用。

● 使用Token前请确保Token离过期有足够的时间，防止调用API的过程中Token过期导致调用
API失败。

Token在计算机系统中代表令牌（临时）的意思，拥有Token就代表拥有某种权限。
Token认证就是在调用API的时候将Token加到请求消息头，从而通过身份认证，获得
操作API的权限。

Token可通过调用获取用户Token接口获取，调用本服务API需要project级别的
Token，即调用获取用户Token接口时，请求body中auth.scope的取值需要选择
project，如下所示。

{
    "auth": {
        "identity": {
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            "methods": [
                "password"
            ],
            "password": {
                "user": {
                    "name": "username",
                    "password": "********",
                    "domain": {
                        "name": "domainname"
                    }
                }
            }
        },
        "scope": {
            "project": {
                "name": "xxxxxxxx"
            }
        }
    }
}

获取Token后，再调用其他接口时，您需要在请求消息头中添加“X-Auth-Token”，
其值即为Token。例如Token值为“ABCDEFG....”，则调用接口时将“X-Auth-Token:
ABCDEFG....”加到请求消息头即可，如下所示。

POST https://iam.cn-north-4.myhuaweicloud.com/v3.0/OS-USER/users
Content-Type: application/json
X-Auth-Token: ABCDEFG....

您还可以通过这个视频教程了解如何使用Token认证：https://
bbs.huaweicloud.com/videos/101333。

3.3 返回结果

状态码

请求发送以后，您会收到响应，包含状态码、响应消息头和消息体。

状态码是一组从1xx到5xx的数字代码，状态码表示了请求响应的状态，完整的状态码
列表请参见错误码。

对于管理员创建IAM用户接口，如果调用后返回状态码为“201”，则表示请求成功。

响应消息头

对应请求消息头，响应同样也有消息头，如“Content-type”。

对于管理员创建IAM用户接口，返回如图3-2所示的消息头。
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图 3-2 管理员创建 IAM 用户响应消息头

响应消息体（可选）

响应消息体通常以结构化格式返回，与响应消息头中Content-type对应，传递除响应
消息头之外的内容。

对于管理员创建IAM用户接口，返回如下消息体。为篇幅起见，这里只展示部分内
容。

{ 
    "user": { 
        "id": "c131886aec...", 
        "name": "IAMUser", 
        "description": "IAM User Description", 
        "areacode": "", 
        "phone": "", 
        "email": "***@***.com", 
        "status": null, 
        "enabled": true, 
        "pwd_status": false, 
        "access_mode": "default", 
        "is_domain_owner": false, 
        "xuser_id": "", 
        "xuser_type": "", 
        "password_expires_at": null, 
        "create_time": "2024-05-21T09:03:41.000000", 
        "domain_id": "d78cbac1..........", 
        "xdomain_id": "30086000........", 
        "xdomain_type": "", 
        "default_project_id": null 
    } 
}

当接口调用出错时，会返回错误码及错误信息说明，错误响应的Body体格式如下所
示。

{ 
    "error_msg": "Request body is invalid.", 
    "error_code": "IAM.0011" 
}

其中，error_code表示错误码，error_msg表示错误描述信息。
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4 DDoS 原生基础防护 API

4.1 DDoS 任务管理

4.1.1 查询 Anti-DDoS 任务 - ShowNewTaskStatus

功能介绍

用户查询指定的Anti-DDoS防护配置任务，得到任务当前执行的状态。

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，当前API调用无需身份策略权限。

URI

GET /v2/{project_id}/query-task-status

表 4-1 路径参数

参数 是否必选 参数类型 描述

project_id 是 String 项目ID
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表 4-2 Query 参数

参数 是否必选 参数类型 描述

task_id 是 String 任务ID（非负整数）的字符串

 

请求参数

表 4-3 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String 用户Token。
通过调用IAM服务获取用户
Token接口获取（响应消息头中
X-Subject-Token的值）。

Content-Type 是 String Content-Type请求头

 

响应参数

状态码：200

表 4-4 响应 Body 参数

参数 参数类型 描述

task_status String 任务状态，可选范围：

● success: 表示成功

● failed: 表示失败

● waiting: 表示等待

● running: 表示运行中

● preprocess: 表示预处理

● ready: 表示准备

task_msg String 任务的附加信息

 

请求示例

无

响应示例

状态码：200

请求已成功
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{
  "task_status" : "success",
  "task_msg" : ""
}

SDK 代码示例

SDK代码示例如下。

Java
package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.BasicCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.antiddos.v2.region.AntiDDoSRegion;
import com.huaweicloud.sdk.antiddos.v2.*;
import com.huaweicloud.sdk.antiddos.v2.model.*;

public class ShowNewTaskStatusSolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");
        String projectId = "{project_id}";

        ICredential auth = new BasicCredentials()
                .withProjectId(projectId)
                .withAk(ak)
                .withSk(sk);

        AntiDDoSClient client = AntiDDoSClient.newBuilder()
                .withCredential(auth)
                .withRegion(AntiDDoSRegion.valueOf("<YOUR REGION>"))
                .build();
        ShowNewTaskStatusRequest request = new ShowNewTaskStatusRequest();
        try {
            ShowNewTaskStatusResponse response = client.showNewTaskStatus(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}

Python
# coding: utf-8

import os
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from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkantiddos.v2.region.antiddos_region import AntiDDoSRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkantiddos.v2 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]
    projectId = "{project_id}"

    credentials = BasicCredentials(ak, sk, projectId)

    client = AntiDDoSClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AntiDDoSRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = ShowNewTaskStatusRequest()
        response = client.show_new_task_status(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go
package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
    antiddos "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v2"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v2/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v2/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")
    projectId := "{project_id}"

    auth, err := basic.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        WithProjectId(projectId).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    hcClient, err := antiddos.AntiDDoSClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()
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    if err != nil {
        fmt.Println(err)
        return
    }

    client := antiddos.NewAntiDDoSClient(hcClient)

    request := &model.ShowNewTaskStatusRequest{}
    response, err := client.ShowNewTaskStatus(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。

状态码

状态码 描述

200 请求已成功

 

错误码

请参见错误码。

4.2 DDoS 防护管理

4.2.1 查询 EIP 防护状态列表 - ListDDosStatus

功能介绍

查询用户所有EIP的Anti-DDoS防护状态信息，用户的EIP无论是否绑定到云服务器，都
可以进行查询。

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。
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● 如果使用身份策略授权，当前API调用无需身份策略权限。

URI

GET /v1/{project_id}/antiddos

表 4-5 路径参数

参数 是否必选 参数类型 描述

project_id 是 String 项目ID

 

表 4-6 Query 参数

参数 是否必选 参数类型 描述

status 否 String 可选范围：

● normal：表示正常

● configging：表示设置中

● notConfig：表示未设置

● packetcleaning：表示清洗

● packetdropping：表示黑洞

不带此参数默认所有列表，以
neutron查询到的顺序为准。

limit 否 String 返回结果个数限制，取值范围：
1~100

offset 否 String 偏移量，取值范围：
0~2147483647

ip 否 String IP地址，支持IPv4格式和IPv6格
式输入，支持部分查询。例如
“?ip=192.168”，会返回
192.168.111.1和10.192.168.8所
对应的EIP防护状态。

 

请求参数

表 4-7 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String 用户Token。
通过调用IAM服务获取用户
Token接口获取（响应消息头中
X-Subject-Token的值）。
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参数 是否必选 参数类型 描述

Content-Type 是 String Content-Type请求头

 

响应参数

状态码：200

表 4-8 响应 Body 参数

参数 参数类型 描述

total Integer 弹性IP总数

ddosStatus Array of
DDosStatus
objects

防护状态列表

 

表 4-9 DDosStatus

参数 参数类型 描述

floating_ip_id String EIP的ID

floating_ip_addres
s

String 浮动IP地址

network_type String EIP所属类型，可选范围：

● EIP：未绑定到ECS的EIP或绑定到ECS
的EIP

● ELB：绑定到ELB的EIP

status String 防护状态，可选范围：

● normal：表示正常

● configging：表示设置中

● notConfig：表示未设置

● packetcleaning：表示清洗

● packetdropping：表示黑洞

blackhole_endtim
e

Long 黑洞结束时间

protect_type String 防护类型,可选范围：

● default：表示默认防护策略

● manual：表示自定义防护策略

traffic_threshold Long 流量阈值
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参数 参数类型 描述

http_threshold Long http流量阈值

 

请求示例

无

响应示例

状态码：200

请求已成功

{
  "total" : 1,
  "ddosStatus" : [ {
    "floating_ip_id" : "18e6ace5-eb36-4196-a15e-1e000c24e026",
    "floating_ip_address" : "139.9.116.167",
    "network_type" : "EIP",
    "status" : "normal",
    "blackhole_endtime" : 0,
    "protect_type" : "default",
    "traffic_threshold" : 99,
    "http_threshold" : 0
  } ]
}

SDK 代码示例

SDK代码示例如下。

Java
package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.BasicCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.antiddos.v2.region.AntiDDoSRegion;
import com.huaweicloud.sdk.antiddos.v2.*;
import com.huaweicloud.sdk.antiddos.v2.model.*;

public class ListDDosStatusSolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");
        String projectId = "{project_id}";

        ICredential auth = new BasicCredentials()
                .withProjectId(projectId)
                .withAk(ak)
                .withSk(sk);
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        AntiDDoSClient client = AntiDDoSClient.newBuilder()
                .withCredential(auth)
                .withRegion(AntiDDoSRegion.valueOf("<YOUR REGION>"))
                .build();
        ListDDosStatusRequest request = new ListDDosStatusRequest();
        try {
            ListDDosStatusResponse response = client.listDDosStatus(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}

Python
# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkantiddos.v2.region.antiddos_region import AntiDDoSRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkantiddos.v2 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]
    projectId = "{project_id}"

    credentials = BasicCredentials(ak, sk, projectId)

    client = AntiDDoSClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AntiDDoSRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = ListDDosStatusRequest()
        response = client.list_d_dos_status(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go
package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
    antiddos "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v2"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v2/model"
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    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v2/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")
    projectId := "{project_id}"

    auth, err := basic.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        WithProjectId(projectId).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    hcClient, err := antiddos.AntiDDoSClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    client := antiddos.NewAntiDDoSClient(hcClient)

    request := &model.ListDDosStatusRequest{}
    response, err := client.ListDDosStatus(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。

状态码

状态码 描述

200 请求已成功

 

错误码

请参见错误码。
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4.2.2 查询 Anti-DDoS 配置可选范围 - ListNewConfigs

功能介绍

查询系统支持的Anti-DDoS防护策略配置的可选范围，用户根据范围列表选择适合自
己业务的防护策略进行Anti-DDoS流量清洗。

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，当前API调用无需身份策略权限。

URI

GET /v2/{project_id}/antiddos/query-config-list

表 4-10 路径参数

参数 是否必选 参数类型 描述

project_id 是 String 项目ID

 

请求参数

表 4-11 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String 用户Token。
通过调用IAM服务获取用户
Token接口获取（响应消息头中
X-Subject-Token的值）。

Content-Type 是 String Content-Type请求头

 

响应参数

状态码：200
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表 4-12 响应 Body 参数

参数 参数类型 描述

traffic_limited_list Array of
TriggerBpsDict
objects

流量限制列表

http_limited_list Array of
TriggerQpsDict
objects

HTTP限制列表

connection_limite
d_list

Array of
CleanLimitDict
objects

连接数限制列表

extend_ddos_confi
g

Array of
ExtendDDoSSet
objects

扩展配置列表

 

表 4-13 TriggerBpsDict

参数 参数类型 描述

traffic_pos_id Long 流量分段ID，取值范围：1：10M；2：
30M；3：50M；4：70M；5：100M；
6：150M；7：200M；8：250M；9：
300M；10：500M；11：800M；88：
1000M；99：默认防护。

traffic_per_second Long 每秒流量（Mbit/s）阈值

packet_per_secon
d

Long 每秒报文数（个/s）阈值

 

表 4-14 TriggerQpsDict

参数 参数类型 描述

http_request_pos_
id

Long HTTP请求数分段ID，取值范围：1：
100；2：150；3：240；4：350；5：
480；6：550；7：700；8：850；9：
1000；10：1500；11：2000；12：
3000；13：5000；14：10000；15：
20000

http_packet_per_s
econd

Long 每秒HTTP请求数（个/s）阈值
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表 4-15 CleanLimitDict

参数 参数类型 描述

cleaning_access_p
os_id

Long 清洗时访问限制分段ID，取值范围：1：
10M；2：30M；3：50M；4：70M；
5：100M；6：150M；7：200M；8：
250M；9：300M；10：500M；11：
800M；88：1000M；99：默认防护。

new_connection_li
mited

Long 单一源IP新建连接个数

total_connection_l
imited

Long 单一源IP连接数总个数

 

表 4-16 ExtendDDoSSet

参数 参数类型 描述

SetID Long 配置分段ID

new_connection_li
mited

Long 单一源IP新建连接个数

total_connection_l
imited

Long 单一源IP连接数总个数

http_packet_per_s
econd

Long 每秒HTTP请求数（个/s）阈值

traffic_per_second Long 每秒流量（Mbit/s）阈值

packet_per_secon
d

Long 每秒报文数（个/s）阈值

 

请求示例

无

响应示例

状态码：200

请求已成功

{
  "traffic_limited_list" : [ {
    "traffic_pos_id" : 1,
    "traffic_per_second" : 10,
    "packet_per_second" : 2000
  }, {
    "traffic_pos_id" : 2,
    "traffic_per_second" : 30,
    "packet_per_second" : 6000
  }, {
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    "traffic_pos_id" : 3,
    "traffic_per_second" : 50,
    "packet_per_second" : 10000
  }, {
    "traffic_pos_id" : 4,
    "traffic_per_second" : 70,
    "packet_per_second" : 15000
  }, {
    "traffic_pos_id" : 5,
    "traffic_per_second" : 100,
    "packet_per_second" : 20000
  }, {
    "traffic_pos_id" : 6,
    "traffic_per_second" : 150,
    "packet_per_second" : 25000
  }, {
    "traffic_pos_id" : 7,
    "traffic_per_second" : 200,
    "packet_per_second" : 35000
  }, {
    "traffic_pos_id" : 8,
    "traffic_per_second" : 250,
    "packet_per_second" : 50000
  }, {
    "traffic_pos_id" : 9,
    "traffic_per_second" : 300,
    "packet_per_second" : 70000
  }, {
    "traffic_pos_id" : 88,
    "traffic_per_second" : 1000,
    "packet_per_second" : 300000
  } ],
  "http_limited_list" : [ {
    "http_request_pos_id" : 1,
    "http_packet_per_second" : 100
  }, {
    "http_request_pos_id" : 2,
    "http_packet_per_second" : 150
  }, {
    "http_request_pos_id" : 3,
    "http_packet_per_second" : 240
  }, {
    "http_request_pos_id" : 4,
    "http_packet_per_second" : 350
  }, {
    "http_request_pos_id" : 5,
    "http_packet_per_second" : 480
  }, {
    "http_request_pos_id" : 6,
    "http_packet_per_second" : 550
  }, {
    "http_request_pos_id" : 7,
    "http_packet_per_second" : 700
  }, {
    "http_request_pos_id" : 8,
    "http_packet_per_second" : 850
  }, {
    "http_request_pos_id" : 9,
    "http_packet_per_second" : 1000
  }, {
    "http_request_pos_id" : 10,
    "http_packet_per_second" : 1500
  }, {
    "http_request_pos_id" : 11,
    "http_packet_per_second" : 2000
  }, {
    "http_request_pos_id" : 12,
    "http_packet_per_second" : 3000
  }, {
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    "http_request_pos_id" : 13,
    "http_packet_per_second" : 5000
  }, {
    "http_request_pos_id" : 14,
    "http_packet_per_second" : 10000
  }, {
    "http_request_pos_id" : 15,
    "http_packet_per_second" : 20000
  } ],
  "connection_limited_list" : [ {
    "cleaning_access_pos_id" : 1,
    "new_connection_limited" : 10,
    "total_connection_limited" : 30
  }, {
    "cleaning_access_pos_id" : 2,
    "new_connection_limited" : 20,
    "total_connection_limited" : 100
  }, {
    "cleaning_access_pos_id" : 3,
    "new_connection_limited" : 30,
    "total_connection_limited" : 200
  }, {
    "cleaning_access_pos_id" : 4,
    "new_connection_limited" : 40,
    "total_connection_limited" : 250
  }, {
    "cleaning_access_pos_id" : 5,
    "new_connection_limited" : 50,
    "total_connection_limited" : 300
  }, {
    "cleaning_access_pos_id" : 6,
    "new_connection_limited" : 60,
    "total_connection_limited" : 500
  }, {
    "cleaning_access_pos_id" : 7,
    "new_connection_limited" : 70,
    "total_connection_limited" : 600
  }, {
    "cleaning_access_pos_id" : 8,
    "new_connection_limited" : 80,
    "total_connection_limited" : 700
  } ],
  "extend_ddos_config" : [ ]
}

SDK 代码示例

SDK代码示例如下。

Java
package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.BasicCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.antiddos.v2.region.AntiDDoSRegion;
import com.huaweicloud.sdk.antiddos.v2.*;
import com.huaweicloud.sdk.antiddos.v2.model.*;

public class ListNewConfigsSolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
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environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");
        String projectId = "{project_id}";

        ICredential auth = new BasicCredentials()
                .withProjectId(projectId)
                .withAk(ak)
                .withSk(sk);

        AntiDDoSClient client = AntiDDoSClient.newBuilder()
                .withCredential(auth)
                .withRegion(AntiDDoSRegion.valueOf("<YOUR REGION>"))
                .build();
        ListNewConfigsRequest request = new ListNewConfigsRequest();
        try {
            ListNewConfigsResponse response = client.listNewConfigs(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}

Python
# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkantiddos.v2.region.antiddos_region import AntiDDoSRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkantiddos.v2 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]
    projectId = "{project_id}"

    credentials = BasicCredentials(ak, sk, projectId)

    client = AntiDDoSClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AntiDDoSRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = ListNewConfigsRequest()
        response = client.list_new_configs(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
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        print(e.error_code)
        print(e.error_msg)

Go
package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
    antiddos "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v2"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v2/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v2/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")
    projectId := "{project_id}"

    auth, err := basic.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        WithProjectId(projectId).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    hcClient, err := antiddos.AntiDDoSClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    client := antiddos.NewAntiDDoSClient(hcClient)

    request := &model.ListNewConfigsRequest{}
    response, err := client.ListNewConfigs(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。
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状态码

状态码 描述

200 请求已成功

 

错误码

请参见错误码。

4.2.3 查询周防护统计情况 - ListWeeklyReports

功能介绍

查询用户所有Anti-DDoS防护周统计情况，包括一周内DDoS拦截次数和攻击次数、以
及按照被攻击次数进行的排名信息等统计数据。系统支持当前时间之前四周的周统计
数据查询，超过这个时间的请求是查询不到统计数据的。

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，当前API调用无需身份策略权限。

URI

GET /v1/{project_id}/antiddos/weekly

表 4-17 路径参数

参数 是否必选 参数类型 描述

project_id 是 String 项目ID

 

表 4-18 Query 参数

参数 是否必选 参数类型 描述

period_start_d
ate

否 String 每周的起始时间
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请求参数

表 4-19 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String 用户Token。
通过调用IAM服务获取用户
Token接口获取（响应消息头中
X-Subject-Token的值）。

Content-Type 是 String Content-Type请求头

 

响应参数

状态码：200

表 4-20 响应 Body 参数

参数 参数类型 描述

ddos_intercept_ti
mes

Integer 一周内DDoS拦截次数

weekdata Array of
WeeklyCount
objects

一周的攻击次数统计数据

top10 Array of
WeeklyTop10
objects

被攻击次数排名前10的IP地址

 

表 4-21 WeeklyCount

参数 参数类型 描述

ddos_intercept_ti
mes

Integer DDoS拦截次数

ddos_blackhole_ti
mes

Integer DDoS黑洞次数

max_attack_bps Integer 最大攻击流量

max_attack_conns Integer 最大攻击连接数

period_start_date Long 开始时间
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表 4-22 WeeklyTop10

参数 参数类型 描述

floating_ip_addres
s

String 弹性IP地址

times Integer DDoS拦截次数，包括清洗和黑洞

 

请求示例

无

响应示例

状态码：200

请求已成功

{
  "ddos_intercept_times" : 0,
  "weekdata" : [ {
    "ddos_intercept_times" : 0,
    "ddos_blackhole_times" : 0,
    "max_attack_bps" : 0,
    "max_attack_conns" : 0,
    "period_start_date" : 1605496722606
  }, {
    "ddos_intercept_times" : 0,
    "ddos_blackhole_times" : 0,
    "max_attack_bps" : 0,
    "max_attack_conns" : 0,
    "period_start_date" : 1605583122606
  }, {
    "ddos_intercept_times" : 0,
    "ddos_blackhole_times" : 0,
    "max_attack_bps" : 0,
    "max_attack_conns" : 0,
    "period_start_date" : 1605669522606
  }, {
    "ddos_intercept_times" : 0,
    "ddos_blackhole_times" : 0,
    "max_attack_bps" : 0,
    "max_attack_conns" : 0,
    "period_start_date" : 1605755922606
  }, {
    "ddos_intercept_times" : 0,
    "ddos_blackhole_times" : 0,
    "max_attack_bps" : 0,
    "max_attack_conns" : 0,
    "period_start_date" : 1605842322606
  }, {
    "ddos_intercept_times" : 0,
    "ddos_blackhole_times" : 0,
    "max_attack_bps" : 0,
    "max_attack_conns" : 0,
    "period_start_date" : 1605928722606
  }, {
    "ddos_intercept_times" : 0,
    "ddos_blackhole_times" : 0,
    "max_attack_bps" : 0,
    "max_attack_conns" : 0,
    "period_start_date" : 1606015122606
  } ],
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  "top10" : [ ]
}

SDK 代码示例

SDK代码示例如下。

Java
package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.BasicCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.antiddos.v1.region.AntiDDoSRegion;
import com.huaweicloud.sdk.antiddos.v1.*;
import com.huaweicloud.sdk.antiddos.v1.model.*;

public class ListWeeklyReportsSolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");
        String projectId = "{project_id}";

        ICredential auth = new BasicCredentials()
                .withProjectId(projectId)
                .withAk(ak)
                .withSk(sk);

        AntiDDoSClient client = AntiDDoSClient.newBuilder()
                .withCredential(auth)
                .withRegion(AntiDDoSRegion.valueOf("<YOUR REGION>"))
                .build();
        ListWeeklyReportsRequest request = new ListWeeklyReportsRequest();
        try {
            ListWeeklyReportsResponse response = client.listWeeklyReports(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}

Python
# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkantiddos.v1.region.antiddos_region import AntiDDoSRegion
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from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkantiddos.v1 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]
    projectId = "{project_id}"

    credentials = BasicCredentials(ak, sk, projectId)

    client = AntiDDoSClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AntiDDoSRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = ListWeeklyReportsRequest()
        response = client.list_weekly_reports(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go
package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
    antiddos "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")
    projectId := "{project_id}"

    auth, err := basic.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        WithProjectId(projectId).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    hcClient, err := antiddos.AntiDDoSClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()
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    if err != nil {
        fmt.Println(err)
        return
    }

    client := antiddos.NewAntiDDoSClient(hcClient)

    request := &model.ListWeeklyReportsRequest{}
    response, err := client.ListWeeklyReports(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。

状态码

状态码 描述

200 请求已成功

 

错误码

请参见错误码。

4.2.4 查询 Anti-DDoS 服务 - ShowDDos

功能介绍

查询配置的Anti-DDoS防护策略，用户可以查询指定EIP的Anti-DDoS防护策略。

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，当前API调用无需身份策略权限。

URI

GET /v1/{project_id}/antiddos/{floating_ip_id}
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表 4-23 路径参数

参数 是否必选 参数类型 描述

project_id 是 String 项目ID

floating_ip_id 是 String 用户EIP对应的ID

 

表 4-24 Query 参数

参数 是否必选 参数类型 描述

ip 否 String 用户EIP

 

请求参数

表 4-25 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String 用户Token。
通过调用IAM服务获取用户
Token接口获取（响应消息头中
X-Subject-Token的值）。

Content-Type 是 String Content-Type请求头

 

响应参数

状态码：200

表 4-26 响应 Body 参数

参数 参数类型 描述

enable_L7 Boolean 是否开启L7层防护，固定值为false

traffic_pos_id Long 流量分段ID，取值范围：1：10M；2：
30M；3：50M；4：70M；5：100M；
6：150M；7：200M；8：250M；9：
300M；10：500M；11：800M；88：
1000M；99：默认防护。

http_request_pos_
id

Long HTTP请求数分段ID，取值范围：1：
100；2：150；3：240；4：350；5：
480；6：550；7：700；8：850；9：
1000；10：1500；11：2000；12：
3000；13：5000；14：10000；15：
20000
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参数 参数类型 描述

cleaning_access_p
os_id

Long 清洗时访问限制分段ID，取值范围：1：
10M；2：30M；3：50M；4：70M；
5：100M；6：150M；7：200M；8：
250M；9：300M；10：500M；11：
800M；88：1000M；99：默认防护。

app_type_id Long 应用类型ID，取值范围：

● 0：app，udp
● 1：web，tcp

antiddos_config_n
ame

String 防护档位名称。

antiddos_config_i
d

String 防护档位id。

 

请求示例

无

响应示例

状态码：200

请求已成功

{
  "enable_L7" : false,
  "traffic_pos_id" : 8,
  "http_request_pos_id" : 8,
  "cleaning_access_pos_id" : 8,
  "app_type_id" : 1,
  "antiddos_config_name" : "test",
  "antiddos_config_id" : "1234567890"
}

SDK 代码示例

SDK代码示例如下。

Java
package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.BasicCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.antiddos.v1.region.AntiDDoSRegion;
import com.huaweicloud.sdk.antiddos.v1.*;
import com.huaweicloud.sdk.antiddos.v1.model.*;

public class ShowDDosSolution {
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    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");
        String projectId = "{project_id}";

        ICredential auth = new BasicCredentials()
                .withProjectId(projectId)
                .withAk(ak)
                .withSk(sk);

        AntiDDoSClient client = AntiDDoSClient.newBuilder()
                .withCredential(auth)
                .withRegion(AntiDDoSRegion.valueOf("<YOUR REGION>"))
                .build();
        ShowDDosRequest request = new ShowDDosRequest();
        request.withFloatingIpId("{floating_ip_id}");
        try {
            ShowDDosResponse response = client.showDDos(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}

Python
# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkantiddos.v1.region.antiddos_region import AntiDDoSRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkantiddos.v1 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]
    projectId = "{project_id}"

    credentials = BasicCredentials(ak, sk, projectId)

    client = AntiDDoSClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AntiDDoSRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = ShowDDosRequest()
        request.floating_ip_id = "{floating_ip_id}"
        response = client.show_d_dos(request)
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        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go
package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
    antiddos "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")
    projectId := "{project_id}"

    auth, err := basic.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        WithProjectId(projectId).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    hcClient, err := antiddos.AntiDDoSClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    client := antiddos.NewAntiDDoSClient(hcClient)

    request := &model.ShowDDosRequest{}
    request.FloatingIpId = "{floating_ip_id}"
    response, err := client.ShowDDos(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。
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状态码

状态码 描述

200 请求已成功

 

错误码

请参见错误码。

4.2.5 更新 Anti-DDoS 服务 - UpdateDDos

功能介绍

更新指定EIP的Anti-DDoS防护策略配置。调用成功，只是说明服务节点收到了关闭更
新配置请求，操作是否成功需要通过任务查询接口查询该任务的执行状态，具体请参
考查询Anti-DDoS任务。

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，当前API调用无需身份策略权限。

URI

PUT /v1/{project_id}/antiddos/{floating_ip_id}

表 4-27 路径参数

参数 是否必选 参数类型 描述

project_id 是 String 项目ID

floating_ip_id 是 String 用户EIP对应的ID

 

表 4-28 Query 参数

参数 是否必选 参数类型 描述

ip 否 String ip
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请求参数

表 4-29 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String 用户Token。
通过调用IAM服务获取用户
Token接口获取（响应消息头中
X-Subject-Token的值）。

Content-Type 是 String Content-Type请求头

 

表 4-30 请求 Body 参数

参数 是否必选 参数类型 描述

app_type_id 是 Integer 应用类型ID，取值范围：

● 0：app，udp
● 1：web，tcp

cleaning_acce
ss_pos_id

是 Integer 清洗时访问限制分段ID，取值范
围：1：10M；2：30M；3：
50M；4：70M；5：100M；
6：150M；7：200M；8：
250M；9：300M；10：
500M；11：800M；88：
1000M；99：默认防护。

enable_L7 是 Boolean 是否开启L7层防护，固定值为
false

http_request_
pos_id

是 Integer HTTP请求数分段ID，取值范
围：1：100；2：150；3：
240；4：350；5：480；6：
550；7：700；8：850；9：
1000；10：1500；11：2000；
12：3000；13：5000；14：
10000；15：20000

traffic_pos_id 是 Integer 流量分段ID，取值范围：1：
10M；2：30M；3：50M；4：
70M；5：100M；6：150M；
7：200M；8：250M；9：
300M；10：500M；11：
800M；88：1000M；99：默认
防护。

antiddos_conf
ig_id

否 String 防护档位id。
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响应参数

状态码：200

表 4-31 响应 Body 参数

参数 参数类型 描述

error_code String 内部错误码

error_msg String 内部错误描述

task_id String 任务ID，后续可根据该ID查询本任务状
态。

本字段为后续的任务审计扩展，暂时不
需要，先保留。

 

请求示例

更新指定EIP的Anti-DDoS防护策略，清洗时访问限制分段ID设置为8，流量分段ID设置
为1。

PUT https://{endpoint}/v1/{project_id}/antiddos/{floating_ip_id}

{
  "app_type_id" : 0,
  "cleaning_access_pos_id" : 8,
  "enable_L7" : false,
  "http_request_pos_id" : 1,
  "traffic_pos_id" : 1,
  "antiddos_config_id" : "1234567890"
}

响应示例

状态码：200

请求已成功

{
  "error_code" : "10000000",
  "error_msg" : "The task has been received and is being handled",
  "task_id" : "59385d2a-6266-4d3a-9122-a228c530f557"
}

SDK 代码示例

SDK代码示例如下。

Java
更新指定EIP的Anti-DDoS防护策略，清洗时访问限制分段ID设置为8，流量分段ID设置
为1。

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.BasicCredentials;
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import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.antiddos.v1.region.AntiDDoSRegion;
import com.huaweicloud.sdk.antiddos.v1.*;
import com.huaweicloud.sdk.antiddos.v1.model.*;

public class UpdateDDosSolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");
        String projectId = "{project_id}";

        ICredential auth = new BasicCredentials()
                .withProjectId(projectId)
                .withAk(ak)
                .withSk(sk);

        AntiDDoSClient client = AntiDDoSClient.newBuilder()
                .withCredential(auth)
                .withRegion(AntiDDoSRegion.valueOf("<YOUR REGION>"))
                .build();
        UpdateDDosRequest request = new UpdateDDosRequest();
        request.withFloatingIpId("{floating_ip_id}");
        UpdateAntiDDosServiceRequestBody body = new UpdateAntiDDosServiceRequestBody();
        body.withTrafficPosId(1);
        body.withHttpRequestPosId(1);
        body.withEnableL7(false);
        body.withCleaningAccessPosId(8);
        body.withAppTypeId(UpdateAntiDDosServiceRequestBody.AppTypeIdEnum.NUMBER_0);
        request.withBody(body);
        try {
            UpdateDDosResponse response = client.updateDDos(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}

Python
更新指定EIP的Anti-DDoS防护策略，清洗时访问限制分段ID设置为8，流量分段ID设置
为1。
# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkantiddos.v1.region.antiddos_region import AntiDDoSRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkantiddos.v1 import *

if __name__ == "__main__":
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    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]
    projectId = "{project_id}"

    credentials = BasicCredentials(ak, sk, projectId)

    client = AntiDDoSClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AntiDDoSRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = UpdateDDosRequest()
        request.floating_ip_id = "{floating_ip_id}"
        request.body = UpdateAntiDDosServiceRequestBody(
            traffic_pos_id=1,
            http_request_pos_id=1,
            enable_l7=False,
            cleaning_access_pos_id=8,
            app_type_id=0
        )
        response = client.update_d_dos(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go
更新指定EIP的Anti-DDoS防护策略，清洗时访问限制分段ID设置为8，流量分段ID设置
为1。
package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
    antiddos "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")
    projectId := "{project_id}"

    auth, err := basic.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        WithProjectId(projectId).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }
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    hcClient, err := antiddos.AntiDDoSClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    client := antiddos.NewAntiDDoSClient(hcClient)

    request := &model.UpdateDDosRequest{}
    request.FloatingIpId = "{floating_ip_id}"
    request.Body = &model.UpdateAntiDDosServiceRequestBody{
        TrafficPosId: int32(1),
        HttpRequestPosId: int32(1),
        EnableL7: false,
        CleaningAccessPosId: int32(8),
        AppTypeId: model.GetUpdateAntiDDosServiceRequestBodyAppTypeIdEnum().E_0,
    }
    response, err := client.UpdateDDos(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。

状态码

状态码 描述

200 请求已成功

 

错误码

请参见错误码。

4.2.6 查询指定 EIP 防护流量 - ListDailyReport

功能介绍

查询指定EIP在过去24小时之内的防护流量信息，流量的间隔时间单位为5分钟。

调用方法

请参见如何调用API。
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授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，当前API调用无需身份策略权限。

URI
GET /v1/{project_id}/antiddos/{floating_ip_id}/daily

表 4-32 路径参数

参数 是否必选 参数类型 描述

project_id 是 String 项目ID

floating_ip_id 是 String 用户EIP对应的ID

 

表 4-33 Query 参数

参数 是否必选 参数类型 描述

ip 否 String 用户EIP

 

请求参数

表 4-34 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String 用户Token。
通过调用IAM服务获取用户
Token接口获取（响应消息头中
X-Subject-Token的值）。

Content-Type 是 String Content-Type请求头

 

响应参数

状态码：200
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表 4-35 响应 Body 参数

参数 参数类型 描述

data Array of
DailyData objects

24小时内的流量数据

 

表 4-36 DailyData

参数 参数类型 描述

period_start Long 开始时间

bps_in Integer 入流量（bit/s）

bps_attack Long 攻击流量（bit/s）

total_bps Long 总流量

pps_in Long 入报文速率（个/s）

pps_attack Long 攻击文速率（个/s）

total_pps Long 总报文速率

 

请求示例

无

响应示例

状态码：200

请求已成功

{
  "data" : [ {
    "period_start" : 1606188642720,
    "bps_in" : 0,
    "bps_attack" : 0,
    "total_bps" : 0,
    "pps_in" : 0,
    "pps_attack" : 0,
    "total_pps" : 0
  } ]
}

SDK 代码示例

SDK代码示例如下。

Java
package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.BasicCredentials;
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import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.antiddos.v1.region.AntiDDoSRegion;
import com.huaweicloud.sdk.antiddos.v1.*;
import com.huaweicloud.sdk.antiddos.v1.model.*;

public class ListDailyReportSolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");
        String projectId = "{project_id}";

        ICredential auth = new BasicCredentials()
                .withProjectId(projectId)
                .withAk(ak)
                .withSk(sk);

        AntiDDoSClient client = AntiDDoSClient.newBuilder()
                .withCredential(auth)
                .withRegion(AntiDDoSRegion.valueOf("<YOUR REGION>"))
                .build();
        ListDailyReportRequest request = new ListDailyReportRequest();
        request.withFloatingIpId("{floating_ip_id}");
        try {
            ListDailyReportResponse response = client.listDailyReport(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}

Python
# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkantiddos.v1.region.antiddos_region import AntiDDoSRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkantiddos.v1 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]
    projectId = "{project_id}"

    credentials = BasicCredentials(ak, sk, projectId)
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    client = AntiDDoSClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AntiDDoSRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = ListDailyReportRequest()
        request.floating_ip_id = "{floating_ip_id}"
        response = client.list_daily_report(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go
package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
    antiddos "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")
    projectId := "{project_id}"

    auth, err := basic.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        WithProjectId(projectId).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    hcClient, err := antiddos.AntiDDoSClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    client := antiddos.NewAntiDDoSClient(hcClient)

    request := &model.ListDailyReportRequest{}
    request.FloatingIpId = "{floating_ip_id}"
    response, err := client.ListDailyReport(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
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        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。

状态码

状态码 描述

200 请求已成功

 

错误码

请参见错误码。

4.2.7 查询指定 EIP 异常事件 - ListDailyLog

功能介绍

查询指定EIP在过去24小时之内的异常事件信息，异常事件包括清洗事件和黑洞事件，
查询延迟在5分钟之内。

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，当前API调用无需身份策略权限。

URI

GET /v1/{project_id}/antiddos/{floating_ip_id}/logs

表 4-37 路径参数

参数 是否必选 参数类型 描述

project_id 是 String 项目ID

floating_ip_id 是 String 用户EIP对应的ID
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表 4-38 Query 参数

参数 是否必选 参数类型 描述

sort_dir 否 String 可选范围：

● desc：表示时间降序

● asc：表示时间升序

默认值为“desc”。

limit 否 String 返回结果个数限制，此次查询返
回数量最大值，取值范围：1～
100，与offset配合使用。

若“limit”与“offset”均不携
带则返回所有主机列表。

offset 否 String 偏移量，“limit”携带时此字段
有效。

ip 否 String 用户EIP

 

请求参数

表 4-39 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String 用户Token。
通过调用IAM服务获取用户
Token接口获取（响应消息头中
X-Subject-Token的值）。

Content-Type 是 String Content-Type请求头

 

响应参数

状态码：200

表 4-40 响应 Body 参数

参数 参数类型 描述

total Long 弹性IP总数

logs Array of DailyLog
objects

异常事件列表

 

DDoS 防护 AAD
API 参考 4 DDoS 原生基础防护 API

文档版本 12 (2026-07-02) 版权所有 © 华为技术有限公司 49



表 4-41 DailyLog

参数 参数类型 描述

start_time Long 开始时间

end_time Long 结束时间

status Integer 防护状态，可选范围：

● 1：表示清洗

● 2：表示黑洞

trigger_bps Integer 触发时流量

trigger_pps Integer 触发时报文速率

trigger_http_pps Integer 触发时HTTP请求速率

 

请求示例

无

响应示例

状态码：200

请求已成功

{
  "total" : 0,
  "logs" : [ ]
}

SDK 代码示例

SDK代码示例如下。

Java
package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.BasicCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.antiddos.v1.region.AntiDDoSRegion;
import com.huaweicloud.sdk.antiddos.v1.*;
import com.huaweicloud.sdk.antiddos.v1.model.*;

public class ListDailyLogSolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
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        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");
        String projectId = "{project_id}";

        ICredential auth = new BasicCredentials()
                .withProjectId(projectId)
                .withAk(ak)
                .withSk(sk);

        AntiDDoSClient client = AntiDDoSClient.newBuilder()
                .withCredential(auth)
                .withRegion(AntiDDoSRegion.valueOf("<YOUR REGION>"))
                .build();
        ListDailyLogRequest request = new ListDailyLogRequest();
        request.withFloatingIpId("{floating_ip_id}");
        try {
            ListDailyLogResponse response = client.listDailyLog(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}

Python
# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkantiddos.v1.region.antiddos_region import AntiDDoSRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkantiddos.v1 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]
    projectId = "{project_id}"

    credentials = BasicCredentials(ak, sk, projectId)

    client = AntiDDoSClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AntiDDoSRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = ListDailyLogRequest()
        request.floating_ip_id = "{floating_ip_id}"
        response = client.list_daily_log(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)
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Go
package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
    antiddos "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")
    projectId := "{project_id}"

    auth, err := basic.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        WithProjectId(projectId).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    hcClient, err := antiddos.AntiDDoSClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    client := antiddos.NewAntiDDoSClient(hcClient)

    request := &model.ListDailyLogRequest{}
    request.FloatingIpId = "{floating_ip_id}"
    response, err := client.ListDailyLog(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。

状态码

状态码 描述

200 请求已成功
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错误码

请参见错误码。

4.2.8 查询指定 EIP 防护状态 - ShowDDosStatus

功能介绍

查询指定EIP的Anti-DDoS防护状态。

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，当前API调用无需身份策略权限。

URI
GET /v1/{project_id}/antiddos/{floating_ip_id}/status

表 4-42 路径参数

参数 是否必选 参数类型 描述

project_id 是 String 项目ID

floating_ip_id 是 String 用户EIP对应的ID

 

表 4-43 Query 参数

参数 是否必选 参数类型 描述

ip 否 String 用户EIP
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请求参数

表 4-44 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String 用户Token。
通过调用IAM服务获取用户
Token接口获取（响应消息头中
X-Subject-Token的值）。

Content-Type 是 String Content-Type请求头

 

响应参数

状态码：200

表 4-45 响应 Body 参数

参数 参数类型 描述

status String 防护状态，可选范围：

● normal：表示正常

● configging：表示设置中

● notConfig：表示未设置

● packetcleaning：表示清洗

● packetdropping：表示黑洞

 

请求示例

无

响应示例

状态码：200

请求已成功

{
  "status" : "normal"
}

SDK 代码示例

SDK代码示例如下。

Java
package com.huaweicloud.sdk.test;
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import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.BasicCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.antiddos.v1.region.AntiDDoSRegion;
import com.huaweicloud.sdk.antiddos.v1.*;
import com.huaweicloud.sdk.antiddos.v1.model.*;

public class ShowDDosStatusSolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");
        String projectId = "{project_id}";

        ICredential auth = new BasicCredentials()
                .withProjectId(projectId)
                .withAk(ak)
                .withSk(sk);

        AntiDDoSClient client = AntiDDoSClient.newBuilder()
                .withCredential(auth)
                .withRegion(AntiDDoSRegion.valueOf("<YOUR REGION>"))
                .build();
        ShowDDosStatusRequest request = new ShowDDosStatusRequest();
        request.withFloatingIpId("{floating_ip_id}");
        try {
            ShowDDosStatusResponse response = client.showDDosStatus(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}

Python
# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkantiddos.v1.region.antiddos_region import AntiDDoSRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkantiddos.v1 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]
    projectId = "{project_id}"
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    credentials = BasicCredentials(ak, sk, projectId)

    client = AntiDDoSClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AntiDDoSRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = ShowDDosStatusRequest()
        request.floating_ip_id = "{floating_ip_id}"
        response = client.show_d_dos_status(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go
package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
    antiddos "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")
    projectId := "{project_id}"

    auth, err := basic.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        WithProjectId(projectId).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    hcClient, err := antiddos.AntiDDoSClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    client := antiddos.NewAntiDDoSClient(hcClient)

    request := &model.ShowDDosStatusRequest{}
    request.FloatingIpId = "{floating_ip_id}"
    response, err := client.ShowDDosStatus(request)
    if err == nil {
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        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。

状态码

状态码 描述

200 请求已成功

 

错误码

请参见错误码。

4.2.9 查询用户 EIP 防护状态列表 - ListEipDDosStatus

功能介绍

查询用户所有EIP的Anti-DDoS防护状态信息，用户的EIP无论是否绑定到云服务器，都
可以进行查询。

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，当前API调用无需身份策略权限。

URI

GET /v2/{project_id}/antiddos

表 4-46 路径参数

参数 是否必选 参数类型 描述

project_id 是 String 项目ID
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表 4-47 Query 参数

参数 是否必选 参数类型 描述

status 否 String 可选范围：

● normal：表示正常

● configging：表示设置中

● notConfig：表示未设置

● packetcleaning：表示清洗

● packetdropping：表示黑洞

不带此参数默认所有列表，以
neutron查询到的顺序为准。

limit 否 String 返回结果个数限制，取值范围：
1~100

offset 否 String 偏移量，取值范围：
0~2147483647

ips 否 String IP地址，支持IPv4格式和IPv6格
式输入，支持部分查询。例如
“?ip=192.168”，会返回
192.168.111.1和10.192.168.8所
对应的EIP防护状态。

 

请求参数

表 4-48 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String 用户Token。
通过调用IAM服务获取用户
Token接口获取（响应消息头中
X-Subject-Token的值）。

Content-Type 是 String Content-Type请求头

 

响应参数

状态码：200

表 4-49 响应 Body 参数

参数 参数类型 描述

total Integer 弹性IP总数
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参数 参数类型 描述

ddosStatus Array of
EipDDosStatus
objects

防护状态列表

 

表 4-50 EipDDosStatus

参数 参数类型 描述

floating_ip_id String EIP的ID

floating_ip_addres
s

String 浮动IP地址

product_type String EIP所属类型，可选范围：

● Anti-DDoS：EIP属于Anti-DDoS流量
清洗

● CNAD：EIP属于DDoS原生高级防护

status String 防护状态，可选范围：

● normal：表示正常

● configging：表示设置中

● notConfig：表示未设置

● packetcleaning：表示清洗

● packetdropping：表示黑洞

clean_threshold Long 清洗阈值

block_threshold String 黑洞阈值

 

请求示例

无

响应示例

状态码：200

请求已成功

{
  "total" : 2,
  "ddosStatus" : [ {
    "floating_ip_id" : "xxxxxxxx-xxxx-4947-9fa8-dda843ae5d1d",
    "floating_ip_address" : "10.10.10.10",
    "status" : "normal",
    "product_type" : "CNAD",
    "clean_threshold" : 1000,
    "block_threshold" : ">=20Gbps"
  }, {
    "floating_ip_id" : "xxxxxxxx-xxxx-4d33-a2dc-2ace2d0283de",
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    "floating_ip_address" : "11.11.11.11",
    "status" : "normal",
    "product_type" : "Anti-DDoS",
    "clean_threshold" : 120,
    "block_threshold" : ">=20Gbps"
  } ]
}

状态码

状态码 描述

200 请求已成功

 

错误码

请参见错误码。

4.2.10 开通 DDoS 服务 - EnableDefensePolicy

功能介绍

开通DDoS服务

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，当前API调用无需身份策略权限。

URI

POST /v1/{project_id}/antiddos/{floating_ip_id}

表 4-51 路径参数

参数 是否必选 参数类型 描述

project_id 是 String 项目ID

floating_ip_id 是 String 用户EIP对应的ID
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表 4-52 Query 参数

参数 是否必选 参数类型 描述

ip 否 String 用户EIP

 

请求参数

表 4-53 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String 用户Token。
通过调用IAM服务获取用户
Token接口获取（响应消息头中
X-Subject-Token的值）。

Content-Type 是 String Content-Type请求头

 

表 4-54 请求 Body 参数

参数 是否必选 参数类型 描述

app_type_id 是 Long 应用类型ID，取值范围：

● 0：app，udp
● 1：web，tcp

cleaning_acce
ss_pos_id

是 Long 清洗时访问限制分段ID，取值范
围：1：10M；2：30M；3：
50M；4：70M；5：100M；
6：150M；7：200M；8：
250M；9：300M；10：
500M；11：800M；88：
1000M；99：默认防护。

enable_L7 是 Boolean 是否开启L7层防护，固定值为
false

http_request_
pos_id

是 Long HTTP请求数分段ID，取值范
围：1：100；2：150；3：
240；4：350；5：480；6：
550；7：700；8：850；9：
1000；10：1500；11：2000；
12：3000；13：5000；14：
10000；15：20000
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参数 是否必选 参数类型 描述

traffic_pos_id 是 Long 流量分段ID，取值范围：1：
10M；2：30M；3：50M；4：
70M；5：100M；6：150M；
7：200M；8：250M；9：
300M；10：500M；11：
800M；88：1000M；99：默认
防护。

antiddos_conf
ig_id

否 String 防护档位id。

 

响应参数

状态码：200

表 4-55 响应 Body 参数

参数 参数类型 描述

error_code String 内部错误码

error_msg String 内部错误描述

task_id String 任务ID，后续可根据该ID查询本任务状
态。

本字段为后续的任务审计扩展，暂时不
需要，先保留。

 

请求示例

开通指定EIP的Anti-DDoS防护策略，清洗时访问限制分段ID设置为8，流量分段ID设置
为1。

POST https://{endpoint}/v1/{project_id}/antiddos/{floating_ip_id}

{
  "app_type_id" : 0,
  "cleaning_access_pos_id" : 8,
  "enable_L7" : false,
  "http_request_pos_id" : 1,
  "traffic_pos_id" : 1,
  "antiddos_config_id" : "1234567890"
}

响应示例

状态码：200

请求已成功

{
  "error_code" : "10000000",
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  "error_msg" : "The task has been received and is being handled",
  "task_id" : "59385d2a-6266-4d3a-9122-a228c530f557"
}

SDK 代码示例

SDK代码示例如下。

Java

开通指定EIP的Anti-DDoS防护策略，清洗时访问限制分段ID设置为8，流量分段ID设置
为1。

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.BasicCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.antiddos.v1.region.AntiDDoSRegion;
import com.huaweicloud.sdk.antiddos.v1.*;
import com.huaweicloud.sdk.antiddos.v1.model.*;

public class EnableDefensePolicySolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");
        String projectId = "{project_id}";

        ICredential auth = new BasicCredentials()
                .withProjectId(projectId)
                .withAk(ak)
                .withSk(sk);

        AntiDDoSClient client = AntiDDoSClient.newBuilder()
                .withCredential(auth)
                .withRegion(AntiDDoSRegion.valueOf("<YOUR REGION>"))
                .build();
        EnableDefensePolicyRequest request = new EnableDefensePolicyRequest();
        request.withFloatingIpId("{floating_ip_id}");
        OpenAntiDDosServiceRequestBody body = new OpenAntiDDosServiceRequestBody();
        body.withTrafficPosId(1L);
        body.withHttpRequestPosId(1L);
        body.withEnableL7(false);
        body.withCleaningAccessPosId(8L);
        body.withAppTypeId(OpenAntiDDosServiceRequestBody.AppTypeIdEnum.NUMBER_0);
        request.withBody(body);
        try {
            EnableDefensePolicyResponse response = client.enableDefensePolicy(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
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            System.out.println(e.getErrorMsg());
        }
    }
}

Python
开通指定EIP的Anti-DDoS防护策略，清洗时访问限制分段ID设置为8，流量分段ID设置
为1。

# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkantiddos.v1.region.antiddos_region import AntiDDoSRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkantiddos.v1 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]
    projectId = "{project_id}"

    credentials = BasicCredentials(ak, sk, projectId)

    client = AntiDDoSClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AntiDDoSRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = EnableDefensePolicyRequest()
        request.floating_ip_id = "{floating_ip_id}"
        request.body = OpenAntiDDosServiceRequestBody(
            traffic_pos_id=1,
            http_request_pos_id=1,
            enable_l7=False,
            cleaning_access_pos_id=8,
            app_type_id=0
        )
        response = client.enable_defense_policy(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go
开通指定EIP的Anti-DDoS防护策略，清洗时访问限制分段ID设置为8，流量分段ID设置
为1。

package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
    antiddos "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/region"
)
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func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")
    projectId := "{project_id}"

    auth, err := basic.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        WithProjectId(projectId).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    hcClient, err := antiddos.AntiDDoSClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    client := antiddos.NewAntiDDoSClient(hcClient)

    request := &model.EnableDefensePolicyRequest{}
    request.FloatingIpId = "{floating_ip_id}"
    request.Body = &model.OpenAntiDDosServiceRequestBody{
        TrafficPosId: int64(1),
        HttpRequestPosId: int64(1),
        EnableL7: false,
        CleaningAccessPosId: int64(8),
        AppTypeId: model.GetOpenAntiDDosServiceRequestBodyAppTypeIdEnum().E_0,
    }
    response, err := client.EnableDefensePolicy(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。

状态码

状态码 描述

200 请求已成功
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错误码

请参见错误码。

4.2.11 查询配额 - ListQuota

功能介绍

查询配额

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，当前API调用无需身份策略权限。

URI

GET /v1/{project_id}/antiddos/quotas

表 4-56 路径参数

参数 是否必选 参数类型 描述

project_id 是 String 项目ID

 

请求参数

表 4-57 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String 用户Token。
通过调用IAM服务获取用户
Token接口获取（响应消息头中
X-Subject-Token的值）。

Content-Type 是 String Content-Type请求头

 

响应参数

状态码：200
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表 4-58 响应 Body 参数

参数 参数类型 描述

ddos_quota ddos_quota
object

配额信息

 

表 4-59 ddos_quota

参数 参数类型 描述

current Integer 当前用户已使用配额

quota Integer 最大配额

 

请求示例

无

响应示例

状态码：200

OK

{
  "ddos_quota" : {
    "current" : 3,
    "quota" : 350
  }
}

SDK 代码示例

SDK代码示例如下。

Java
package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.BasicCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.antiddos.v1.region.AntiDDoSRegion;
import com.huaweicloud.sdk.antiddos.v1.*;
import com.huaweicloud.sdk.antiddos.v1.model.*;

public class ListQuotaSolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
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        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");
        String projectId = "{project_id}";

        ICredential auth = new BasicCredentials()
                .withProjectId(projectId)
                .withAk(ak)
                .withSk(sk);

        AntiDDoSClient client = AntiDDoSClient.newBuilder()
                .withCredential(auth)
                .withRegion(AntiDDoSRegion.valueOf("<YOUR REGION>"))
                .build();
        ListQuotaRequest request = new ListQuotaRequest();
        try {
            ListQuotaResponse response = client.listQuota(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}

Python
# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkantiddos.v1.region.antiddos_region import AntiDDoSRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkantiddos.v1 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]
    projectId = "{project_id}"

    credentials = BasicCredentials(ak, sk, projectId)

    client = AntiDDoSClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AntiDDoSRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = ListQuotaRequest()
        response = client.list_quota(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)
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Go
package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
    antiddos "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")
    projectId := "{project_id}"

    auth, err := basic.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        WithProjectId(projectId).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    hcClient, err := antiddos.AntiDDoSClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    client := antiddos.NewAntiDDoSClient(hcClient)

    request := &model.ListQuotaRequest{}
    response, err := client.ListQuota(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。

状态码

状态码 描述

200 OK
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状态码 描述

401 Unauthorized

403 Forbidden

404 Not Found

 

错误码

请参见错误码。

4.2.12 更新用户全量日志设置 - UpdateLogConfig

功能介绍

更新用户全量日志设置

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，当前API调用无需身份策略权限。

URI

PUT /v1/{project_id}/antiddos/lts-config

表 4-60 路径参数

参数 是否必选 参数类型 描述

project_id 是 String 项目ID

 

表 4-61 Query 参数

参数 是否必选 参数类型 描述

enterprise_pro
ject_id

是 String 企业项目ID
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请求参数

表 4-62 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String 用户Token。
通过调用IAM服务获取用户
Token接口获取（响应消息头中
X-Subject-Token的值）。

Content-Type 是 String Content-Type请求头

 

表 4-63 请求 Body 参数

参数 是否必选 参数类型 描述

enabled 否 Boolean 是否开启日志：

● true：开启日志

● false：不开启日志

lts_id_info 否 lts_id_info
object

日志信息

 

表 4-64 lts_id_info

参数 是否必选 参数类型 描述

lts_group_id 否 String 日志组id

lts_attack_stre
am_id

否 String 日志流id

 

响应参数

状态码：200

表 4-65 响应 Body 参数

参数 参数类型 描述

error_code String 内部错误码

error_msg String 内部错误描述
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请求示例

无

响应示例

状态码：200

OK

{
  "error_code" : "0",
  "error_msg" : "成功"
}

SDK 代码示例

SDK代码示例如下。

Java
package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.BasicCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.antiddos.v1.region.AntiDDoSRegion;
import com.huaweicloud.sdk.antiddos.v1.*;
import com.huaweicloud.sdk.antiddos.v1.model.*;

public class UpdateLogConfigSolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");
        String projectId = "{project_id}";

        ICredential auth = new BasicCredentials()
                .withProjectId(projectId)
                .withAk(ak)
                .withSk(sk);

        AntiDDoSClient client = AntiDDoSClient.newBuilder()
                .withCredential(auth)
                .withRegion(AntiDDoSRegion.valueOf("<YOUR REGION>"))
                .build();
        UpdateLogConfigRequest request = new UpdateLogConfigRequest();
        try {
            UpdateLogConfigResponse response = client.updateLogConfig(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
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            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}

Python
# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkantiddos.v1.region.antiddos_region import AntiDDoSRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkantiddos.v1 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]
    projectId = "{project_id}"

    credentials = BasicCredentials(ak, sk, projectId)

    client = AntiDDoSClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AntiDDoSRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = UpdateLogConfigRequest()
        response = client.update_log_config(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go
package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
    antiddos "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")
    projectId := "{project_id}"

    auth, err := basic.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        WithProjectId(projectId).
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        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    hcClient, err := antiddos.AntiDDoSClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    client := antiddos.NewAntiDDoSClient(hcClient)

    request := &model.UpdateLogConfigRequest{}
    response, err := client.UpdateLogConfig(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。

状态码

状态码 描述

200 OK

401 Unauthorized

403 Forbidden

404 Not Found

 

错误码

请参见错误码。

4.2.13 查询全量日志设置 - GetLogConfig

功能介绍

查询全量日志设置

调用方法

请参见如何调用API。
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授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，当前API调用无需身份策略权限。

URI
GET /v1/{project_id}/antiddos/lts-config

表 4-66 路径参数

参数 是否必选 参数类型 描述

project_id 是 String 项目ID

 

表 4-67 Query 参数

参数 是否必选 参数类型 描述

enterprise_pro
ject_id

是 String 企业项目ID

 

请求参数

表 4-68 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String 用户Token。
通过调用IAM服务获取用户
Token接口获取（响应消息头中
X-Subject-Token的值）。

Content-Type 是 String Content-Type请求头

 

响应参数

状态码：200

DDoS 防护 AAD
API 参考 4 DDoS 原生基础防护 API

文档版本 12 (2026-07-02) 版权所有 © 华为技术有限公司 75



表 4-69 响应 Body 参数

参数 参数类型 描述

enabled Boolean 是否开启日志：

● true：开启日志

● false：不开启日志

lts_id_info lts_id_info object 日志信息

 

表 4-70 lts_id_info

参数 参数类型 描述

lts_group_id String 日志组id

lts_attack_stream_
id

String 日志流id

 

请求示例

无

响应示例

状态码：200

请求已成功

{
  "enabled" : true,
  "lts_id_info" : {
    "lts_group_id" : "3f664a8c-53bd-4f77-922d-xxxxxxxxxxxx",
    "lts_attack_stream_id" : "ea9ffec3-6fe4-4884-9dd0-xxxxxxxxxxxx"
  }
}

状态码

状态码 描述

200 请求已成功

401 Unauthorized

403 Forbidden

404 Not Found

 

错误码

请参见错误码。
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4.3 告警配置管理

4.3.1 查询告警配置信息 - ShowAlertConfig

功能介绍

查询用户配置信息，用户可以通过此接口查询是否接收某类告警，同时可以配置是手
机短信还是电子邮件接收告警信息。

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，当前API调用无需身份策略权限。

URI

GET /v2/{project_id}/warnalert/alertconfig/query

表 4-71 路径参数

参数 是否必选 参数类型 描述

project_id 是 String 项目ID

 

请求参数

表 4-72 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String 用户Token。
通过调用IAM服务获取用户
Token接口获取（响应消息头中
X-Subject-Token的值）。

Content-Type 是 String Content-Type请求头
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响应参数

状态码：200

表 4-73 响应 Body 参数

参数 参数类型 描述

topic_urn String 告警群组的唯一标识

display_name String 告警群组描述

warn_config warn_config
object

告警配置信息

 

表 4-74 warn_config

参数 参数类型 描述

antiDDoS Boolean 是否开启DDoS攻击告警

● true：开启

● false：不开启

back_doors Boolean 是否开启网页后门告警

● true：开启

● false：不开启

bruce_force Boolean 是否开启暴力破解（系统登录，FTP，
DB）告警

● true：开启

● false：不开启

high_privilege Boolean 是否开启数据库进程权限过高告警

● true：开启

● false：不开启

remote_login Boolean 是否开启异地登录提醒

● true：开启

● false：不开启

send_frequency Integer 取值范围：

● 0：表示每天一次

● 1：表示半小时一次

对于HID必选。

waf Boolean 保留字段
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参数 参数类型 描述

weak_password Boolean 是否开启弱口令（系统，数据库）告警

● true：开启

● false：不开启

 

请求示例

无

响应示例

状态码：200

请求已成功

{
  "warn_config" : {
    "antiDDoS" : false,
    "bruce_force" : false,
    "remote_login" : false,
    "weak_password" : false,
    "high_privilege" : false,
    "back_doors" : false,
    "waf" : false,
    "send_frequency" : 0
  },
  "topic_urn" : "urn:smn:cn-north-7:2d2d90a56a3243bdb909f6a24a27be8d:cnad-test-intl",
  "display_name" : ""
}

SDK 代码示例

SDK代码示例如下。

Java
package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.BasicCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.antiddos.v2.region.AntiDDoSRegion;
import com.huaweicloud.sdk.antiddos.v2.*;
import com.huaweicloud.sdk.antiddos.v2.model.*;

public class ShowAlertConfigSolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");
        String projectId = "{project_id}";
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        ICredential auth = new BasicCredentials()
                .withProjectId(projectId)
                .withAk(ak)
                .withSk(sk);

        AntiDDoSClient client = AntiDDoSClient.newBuilder()
                .withCredential(auth)
                .withRegion(AntiDDoSRegion.valueOf("<YOUR REGION>"))
                .build();
        ShowAlertConfigRequest request = new ShowAlertConfigRequest();
        try {
            ShowAlertConfigResponse response = client.showAlertConfig(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}

Python
# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkantiddos.v2.region.antiddos_region import AntiDDoSRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkantiddos.v2 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]
    projectId = "{project_id}"

    credentials = BasicCredentials(ak, sk, projectId)

    client = AntiDDoSClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AntiDDoSRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = ShowAlertConfigRequest()
        response = client.show_alert_config(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go
package main
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import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
    antiddos "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v2"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v2/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v2/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")
    projectId := "{project_id}"

    auth, err := basic.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        WithProjectId(projectId).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    hcClient, err := antiddos.AntiDDoSClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    client := antiddos.NewAntiDDoSClient(hcClient)

    request := &model.ShowAlertConfigRequest{}
    response, err := client.ShowAlertConfig(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。

状态码

状态码 描述

200 请求已成功
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错误码

请参见错误码。

4.3.2 更新告警配置信息 - UpdateAlertConfig

功能介绍

更新用户配置信息，用户可以通过此接口更新是否接收某类告警，同时可以配置是手
机短信还是电子邮件接收告警信息。

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，当前API调用无需身份策略权限。

URI

POST /v2/{project_id}/warnalert/alertconfig/update

表 4-75 路径参数

参数 是否必选 参数类型 描述

project_id 是 String 项目ID

 

请求参数

表 4-76 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String 用户Token。
通过调用IAM服务获取用户
Token接口获取（响应消息头中
X-Subject-Token的值）。

Content-Type 是 String Content-Type请求头
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表 4-77 请求 Body 参数

参数 是否必选 参数类型 描述

display_name 是 String 告警群组描述。

topic_urn 是 String 告警群组的唯一标识。

warn_config 是 WarnConfig
object

告警配置信息。

 

表 4-78 WarnConfig

参数 是否必选 参数类型 描述

antiDDoS 是 Boolean 是否开启DDoS攻击告警

● true：开启

● false：不开启

back_doors 否 Boolean 是否开启网页后门告警

● true：开启

● false：不开启

bruce_force 否 Boolean 是否开启暴力破解（系统登录，
FTP，DB）告警

● true：开启

● false：不开启

high_privilege 否 Boolean 是否开启数据库进程权限过高告
警

● true：开启

● false：不开启

remote_login 否 Boolean 是否开启异地登录提醒

● true：开启

● false：不开启

send_frequenc
y

否 Integer 取值范围：

● 0：表示每天一次

● 1：表示半小时一次

对于HID必选。

waf 否 Boolean 保留字段

weak_passwo
rd

否 Boolean 是否开启弱口令（系统，数据
库）告警

● true：开启

● false：不开启
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响应参数

状态码：200

表 4-79 响应 Body 参数

参数 参数类型 描述

error_code String 内部错误码

error_msg String 内部错误描述

 

请求示例

设置消息通知的主题为“urn:smn:cn-
north-7:2d2d90a56a3243bdb909f6a24a27be8d:cnad-test-intl”，并配置需要告警通
知的攻击类型为DDoS攻击

POST https://{endpoint}/v2/{project_id}/warnalert/alertconfig/update

{
  "display_name" : "",
  "topic_urn" : "urn:smn:cn-north-7:2d2d90a56a3243bdb909f6a24a27be8d:cnad-test-intl",
  "warn_config" : {
    "antiDDoS" : true,
    "back_doors" : false,
    "bruce_force" : false,
    "high_privilege" : false,
    "remote_login" : false,
    "send_frequency" : 1,
    "waf" : false,
    "weak_password" : false
  }
}

响应示例

状态码：200

请求已成功

{
  "error_code" : "10000000",
  "error_msg" : "Ok"
}

SDK 代码示例

SDK代码示例如下。

Java
设置消息通知的主题为“urn:smn:cn-
north-7:2d2d90a56a3243bdb909f6a24a27be8d:cnad-test-intl”，并配置需要告警通
知的攻击类型为DDoS攻击

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
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import com.huaweicloud.sdk.core.auth.BasicCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.antiddos.v2.region.AntiDDoSRegion;
import com.huaweicloud.sdk.antiddos.v2.*;
import com.huaweicloud.sdk.antiddos.v2.model.*;

public class UpdateAlertConfigSolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");
        String projectId = "{project_id}";

        ICredential auth = new BasicCredentials()
                .withProjectId(projectId)
                .withAk(ak)
                .withSk(sk);

        AntiDDoSClient client = AntiDDoSClient.newBuilder()
                .withCredential(auth)
                .withRegion(AntiDDoSRegion.valueOf("<YOUR REGION>"))
                .build();
        UpdateAlertConfigRequest request = new UpdateAlertConfigRequest();
        UpdateAlertConfigRequestBody body = new UpdateAlertConfigRequestBody();
        WarnConfig warnConfigbody = new WarnConfig();
        warnConfigbody.withAntiDDoS(true)
            .withBackDoors(false)
            .withBruceForce(false)
            .withHighPrivilege(false)
            .withRemoteLogin(false)
            .withSendFrequency(WarnConfig.SendFrequencyEnum.NUMBER_1)
            .withWaf(false)
            .withWeakPassword(false);
        body.withWarnConfig(warnConfigbody);
        body.withTopicUrn("urn:smn:cn-north-7:2d2d90a56a3243bdb909f6a24a27be8d:cnad-test-intl");
        body.withDisplayName("");
        request.withBody(body);
        try {
            UpdateAlertConfigResponse response = client.updateAlertConfig(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}

Python

设置消息通知的主题为“urn:smn:cn-
north-7:2d2d90a56a3243bdb909f6a24a27be8d:cnad-test-intl”，并配置需要告警通
知的攻击类型为DDoS攻击
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# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkantiddos.v2.region.antiddos_region import AntiDDoSRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkantiddos.v2 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]
    projectId = "{project_id}"

    credentials = BasicCredentials(ak, sk, projectId)

    client = AntiDDoSClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AntiDDoSRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = UpdateAlertConfigRequest()
        warnConfigbody = WarnConfig(
            anti_d_do_s=True,
            back_doors=False,
            bruce_force=False,
            high_privilege=False,
            remote_login=False,
            send_frequency=1,
            waf=False,
            weak_password=False
        )
        request.body = UpdateAlertConfigRequestBody(
            warn_config=warnConfigbody,
            topic_urn="urn:smn:cn-north-7:2d2d90a56a3243bdb909f6a24a27be8d:cnad-test-intl",
            display_name=""
        )
        response = client.update_alert_config(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go

设置消息通知的主题为“urn:smn:cn-
north-7:2d2d90a56a3243bdb909f6a24a27be8d:cnad-test-intl”，并配置需要告警通
知的攻击类型为DDoS攻击

package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
    antiddos "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v2"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v2/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v2/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
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risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")
    projectId := "{project_id}"

    auth, err := basic.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        WithProjectId(projectId).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    hcClient, err := antiddos.AntiDDoSClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    client := antiddos.NewAntiDDoSClient(hcClient)

    request := &model.UpdateAlertConfigRequest{}
    backDoorsWarnConfig:= false
    bruceForceWarnConfig:= false
    highPrivilegeWarnConfig:= false
    remoteLoginWarnConfig:= false
    sendFrequencyWarnConfig:= model.GetWarnConfigSendFrequencyEnum().E_1
    wafWarnConfig:= false
    weakPasswordWarnConfig:= false
    warnConfigbody := &model.WarnConfig{
        AntiDDoS: true,
        BackDoors: &backDoorsWarnConfig,
        BruceForce: &bruceForceWarnConfig,
        HighPrivilege: &highPrivilegeWarnConfig,
        RemoteLogin: &remoteLoginWarnConfig,
        SendFrequency: &sendFrequencyWarnConfig,
        Waf: &wafWarnConfig,
        WeakPassword: &weakPasswordWarnConfig,
    }
    request.Body = &model.UpdateAlertConfigRequestBody{
        WarnConfig: warnConfigbody,
        TopicUrn: "urn:smn:cn-north-7:2d2d90a56a3243bdb909f6a24a27be8d:cnad-test-intl",
        DisplayName: "",
    }
    response, err := client.UpdateAlertConfig(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。
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状态码

状态码 描述

200 请求已成功

 

错误码

请参见错误码。

4.4 默认防护策略管理

4.4.1 配置 Anti-DDoS 默认防护策略 - CreateDefaultConfig

功能介绍

配置用户的默认防护策略。配置防护策略后，新购买的资源在自动开启防护时，会按
照该默认防护策略进行配置。

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，当前API调用无需身份策略权限。

URI
POST /v1/{project_id}/antiddos/default-config

表 4-80 路径参数

参数 是否必选 参数类型 描述

project_id 是 String 项目ID
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请求参数

表 4-81 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String 用户Token。
通过调用IAM服务获取用户
Token接口获取（响应消息头中
X-Subject-Token的值）。

Content-Type 是 String Content-Type请求头

 

表 4-82 请求 Body 参数

参数 是否必选 参数类型 描述

enable_L7 是 Boolean 是否开启L7层防护，固定值为
false

traffic_pos_id 是 Long 流量分段ID，取值范围：1：
10M；2：30M；3：50M；4：
70M；5：100M；6：150M；
7：200M；8：250M；9：
300M；10：500M；11：
800M；88：1000M；99：默认
防护。

http_request_
pos_id

是 Long HTTP请求数分段ID，取值范
围：1：100；2：150；3：
240；4：350；5：480；6：
550；7：700；8：850；9：
1000；10：1500；11：2000；
12：3000；13：5000；14：
10000；15：20000

cleaning_acce
ss_pos_id

是 Long 清洗时访问限制分段ID，取值范
围：1：10M；2：30M；3：
50M；4：70M；5：100M；
6：150M；7：200M；8：
250M；9：300M；10：
500M；11：800M；88：
1000M；99：默认防护。

app_type_id 是 Long 应用类型ID，取值范围：

● 0：app，udp
● 1：web，tcp

antiddos_conf
ig_id

否 String 防护档位id。
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响应参数

状态码：200

表 4-83 响应 Body 参数

参数 参数类型 描述

error_code String 内部错误码

error_msg String 内部错误描述

 

请求示例

配置用户默认的防护策略，清洗时访问限制分段ID设置为8，流量分段ID设置为1。

POST https://{endpoint}/v1/{project_id}/antiddos/default-config

{
  "app_type_id" : 0,
  "cleaning_access_pos_id" : 8,
  "enable_L7" : false,
  "http_request_pos_id" : 1,
  "traffic_pos_id" : 1,
  "antiddos_config_id" : "1234567890"
}

响应示例

状态码：200

请求已成功

{
  "error_code" : "10000000",
  "error_msg" : "Ok"
}

SDK 代码示例

SDK代码示例如下。

Java
配置用户默认的防护策略，清洗时访问限制分段ID设置为8，流量分段ID设置为1。

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.BasicCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.antiddos.v1.region.AntiDDoSRegion;
import com.huaweicloud.sdk.antiddos.v1.*;
import com.huaweicloud.sdk.antiddos.v1.model.*;

public class CreateDefaultConfigSolution {
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    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");
        String projectId = "{project_id}";

        ICredential auth = new BasicCredentials()
                .withProjectId(projectId)
                .withAk(ak)
                .withSk(sk);

        AntiDDoSClient client = AntiDDoSClient.newBuilder()
                .withCredential(auth)
                .withRegion(AntiDDoSRegion.valueOf("<YOUR REGION>"))
                .build();
        CreateDefaultConfigRequest request = new CreateDefaultConfigRequest();
        DdosConfig body = new DdosConfig();
        body.withAppTypeId(DdosConfig.AppTypeIdEnum.NUMBER_0);
        body.withCleaningAccessPosId(8L);
        body.withHttpRequestPosId(1L);
        body.withTrafficPosId(1L);
        body.withEnableL7(false);
        request.withBody(body);
        try {
            CreateDefaultConfigResponse response = client.createDefaultConfig(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}

Python
配置用户默认的防护策略，清洗时访问限制分段ID设置为8，流量分段ID设置为1。

# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkantiddos.v1.region.antiddos_region import AntiDDoSRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkantiddos.v1 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]
    projectId = "{project_id}"

    credentials = BasicCredentials(ak, sk, projectId)

    client = AntiDDoSClient.new_builder() \
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        .with_credentials(credentials) \
        .with_region(AntiDDoSRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = CreateDefaultConfigRequest()
        request.body = DdosConfig(
            app_type_id=0,
            cleaning_access_pos_id=8,
            http_request_pos_id=1,
            traffic_pos_id=1,
            enable_l7=False
        )
        response = client.create_default_config(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go
配置用户默认的防护策略，清洗时访问限制分段ID设置为8，流量分段ID设置为1。

package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
    antiddos "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")
    projectId := "{project_id}"

    auth, err := basic.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        WithProjectId(projectId).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    hcClient, err := antiddos.AntiDDoSClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    client := antiddos.NewAntiDDoSClient(hcClient)
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    request := &model.CreateDefaultConfigRequest{}
    request.Body = &model.DdosConfig{
        AppTypeId: model.GetDdosConfigAppTypeIdEnum().E_0,
        CleaningAccessPosId: int64(8),
        HttpRequestPosId: int64(1),
        TrafficPosId: int64(1),
        EnableL7: false,
    }
    response, err := client.CreateDefaultConfig(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。

状态码

状态码 描述

200 请求已成功

 

错误码

请参见错误码。

4.4.2 查询 Ani-DDoS 默认防护策略 - ShowDefaultConfig

功能介绍

查询用户配置的默认防护策略。

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，当前API调用无需身份策略权限。

URI

GET /v1/{project_id}/antiddos/default-config
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表 4-84 路径参数

参数 是否必选 参数类型 描述

project_id 是 String 项目ID

 

请求参数

表 4-85 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String 用户Token。
通过调用IAM服务获取用户
Token接口获取（响应消息头中
X-Subject-Token的值）。

Content-Type 是 String Content-Type请求头

 

响应参数

状态码：200

表 4-86 响应 Body 参数

参数 参数类型 描述

enable_L7 Boolean 是否开启L7层防护，固定值为false

traffic_pos_id Long 流量分段ID，取值范围：1：10M；2：
30M；3：50M；4：70M；5：100M；
6：150M；7：200M；8：250M；9：
300M；10：500M；11：800M；88：
1000M；99：默认防护。

http_request_pos_
id

Long HTTP请求数分段ID，取值范围：1：
100；2：150；3：240；4：350；5：
480；6：550；7：700；8：850；9：
1000；10：1500；11：2000；12：
3000；13：5000；14：10000；15：
20000

cleaning_access_p
os_id

Long 清洗时访问限制分段ID，取值范围：1：
10M；2：30M；3：50M；4：70M；
5：100M；6：150M；7：200M；8：
250M；9：300M；10：500M；11：
800M；88：1000M；99：默认防护。
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参数 参数类型 描述

app_type_id Long 应用类型ID，取值范围：

● 0：app，udp
● 1：web，tcp

antiddos_config_n
ame

String 防护档位名称。

antiddos_config_i
d

String 防护档位id。

 

请求示例

无

响应示例

状态码：200

请求已成功

{
  "app_type_id" : 1,
  "cleaning_access_pos_id" : 8,
  "enable_L7" : false,
  "http_request_pos_id" : 8,
  "traffic_pos_id" : 8,
  "antiddos_config_id" : "1234567890"
}

SDK 代码示例

SDK代码示例如下。

Java
package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.BasicCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.antiddos.v1.region.AntiDDoSRegion;
import com.huaweicloud.sdk.antiddos.v1.*;
import com.huaweicloud.sdk.antiddos.v1.model.*;

public class ShowDefaultConfigSolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");
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        String projectId = "{project_id}";

        ICredential auth = new BasicCredentials()
                .withProjectId(projectId)
                .withAk(ak)
                .withSk(sk);

        AntiDDoSClient client = AntiDDoSClient.newBuilder()
                .withCredential(auth)
                .withRegion(AntiDDoSRegion.valueOf("<YOUR REGION>"))
                .build();
        ShowDefaultConfigRequest request = new ShowDefaultConfigRequest();
        try {
            ShowDefaultConfigResponse response = client.showDefaultConfig(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}

Python
# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkantiddos.v1.region.antiddos_region import AntiDDoSRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkantiddos.v1 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]
    projectId = "{project_id}"

    credentials = BasicCredentials(ak, sk, projectId)

    client = AntiDDoSClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AntiDDoSRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = ShowDefaultConfigRequest()
        response = client.show_default_config(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)
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Go
package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
    antiddos "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")
    projectId := "{project_id}"

    auth, err := basic.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        WithProjectId(projectId).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    hcClient, err := antiddos.AntiDDoSClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    client := antiddos.NewAntiDDoSClient(hcClient)

    request := &model.ShowDefaultConfigRequest{}
    response, err := client.ShowDefaultConfig(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。

状态码

状态码 描述

200 请求已成功
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错误码

请参见错误码。

4.4.3 删除 Ani-DDoS 默认防护策略 - DeleteDefaultConfig

功能介绍

删除用户配置的默认防护策略。

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，当前API调用无需身份策略权限。

URI

DELETE /v1/{project_id}/antiddos/default-config

表 4-87 路径参数

参数 是否必选 参数类型 描述

project_id 是 String 项目ID

 

请求参数

表 4-88 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String 用户Token。
通过调用IAM服务获取用户
Token接口获取（响应消息头中
X-Subject-Token的值）。

Content-Type 是 String Content-Type请求头

 

响应参数

状态码：200
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表 4-89 响应 Body 参数

参数 参数类型 描述

error_code String 内部错误码

error_msg String 内部错误描述

 

请求示例

无

响应示例

状态码：200

请求已成功

{
  "error_code" : "10000000",
  "error_msg" : "Ok"
}

SDK 代码示例

SDK代码示例如下。

Java
package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.BasicCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.antiddos.v1.region.AntiDDoSRegion;
import com.huaweicloud.sdk.antiddos.v1.*;
import com.huaweicloud.sdk.antiddos.v1.model.*;

public class DeleteDefaultConfigSolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");
        String projectId = "{project_id}";

        ICredential auth = new BasicCredentials()
                .withProjectId(projectId)
                .withAk(ak)
                .withSk(sk);

        AntiDDoSClient client = AntiDDoSClient.newBuilder()
                .withCredential(auth)
                .withRegion(AntiDDoSRegion.valueOf("<YOUR REGION>"))
                .build();
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        DeleteDefaultConfigRequest request = new DeleteDefaultConfigRequest();
        try {
            DeleteDefaultConfigResponse response = client.deleteDefaultConfig(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}

Python
# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkantiddos.v1.region.antiddos_region import AntiDDoSRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkantiddos.v1 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]
    projectId = "{project_id}"

    credentials = BasicCredentials(ak, sk, projectId)

    client = AntiDDoSClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AntiDDoSRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = DeleteDefaultConfigRequest()
        response = client.delete_default_config(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go
package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
    antiddos "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
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risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")
    projectId := "{project_id}"

    auth, err := basic.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        WithProjectId(projectId).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    hcClient, err := antiddos.AntiDDoSClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    client := antiddos.NewAntiDDoSClient(hcClient)

    request := &model.DeleteDefaultConfigRequest{}
    response, err := client.DeleteDefaultConfig(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。

状态码

状态码 描述

200 请求已成功

 

错误码

请参见错误码。
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5 DDoS 原生高级防护 API

5.1 解封中心-解封管理

5.1.1 查询封堵统计数据 - ShowBlockStatistics

功能介绍

查询封堵统计数据

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，需具备如下身份策略权限。

授权项 访问
级别

资源类型
（*为必
须）

条件键 别名 依赖的授权
项

cnad:blocka
de:get

Read - - - -

 

URI

GET /v1/unblockservice/{domain_id}/block-statistics
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表 5-1 路径参数

参数 是否必选 参数类型 描述

domain_id 是 String 租户id

 

请求参数

表 5-2 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String 用户token

Content-Type 是 String application/json;charset=utf8

 

响应参数

状态码：200

表 5-3 响应 Body 参数

参数 参数类型 描述

total_unblocking_t
imes

Integer 总解封次数

manual_unblockin
g_times

Integer 人工解封次数

automatic_unbloc
king_times

Integer 自动解封次数

current_blocked_i
p_numbers

Integer 当前封堵Ip数

 

请求示例

无

响应示例

状态码：200

OK

{
  "total_unblocking_times" : 8,
  "manual_unblocking_times" : 3,
  "automatic_unblocking_times" : 5,
  "current_blocked_ip_numbers" : 1
}
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SDK 代码示例

SDK代码示例如下。

Java
package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v1.region.AadRegion;
import com.huaweicloud.sdk.aad.v1.*;
import com.huaweicloud.sdk.aad.v1.model.*;

public class ShowBlockStatisticsSolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");

        ICredential auth = new GlobalCredentials()
                .withAk(ak)
                .withSk(sk);

        AadClient client = AadClient.newBuilder()
                .withCredential(auth)
                .withRegion(AadRegion.valueOf("<YOUR REGION>"))
                .build();
        ShowBlockStatisticsRequest request = new ShowBlockStatisticsRequest();
        request.withDomainId("{domain_id}");
        try {
            ShowBlockStatisticsResponse response = client.showBlockStatistics(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}

Python
# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v1.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkaad.v1 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
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risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]

    credentials = GlobalCredentials(ak, sk)

    client = AadClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AadRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = ShowBlockStatisticsRequest()
        request.domain_id = "{domain_id}"
        response = client.show_block_statistics(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go
package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
    aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")

    auth, err := global.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    hcClient, err := aad.AadClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    client := aad.NewAadClient(hcClient)
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    request := &model.ShowBlockStatisticsRequest{}
    request.DomainId = "{domain_id}"
    response, err := client.ShowBlockStatistics(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。

状态码

状态码 描述

200 OK

 

错误码

请参见错误码。

5.1.2 查询租户封堵列表 - ListBlockIps

功能介绍

查询租户封堵列表

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，当前API调用无需身份策略权限。

URI
GET /v1/unblockservice/{domain_id}/block-list

表 5-4 路径参数

参数 是否必选 参数类型 描述

domain_id 是 String 租户id
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请求参数

表 5-5 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String 用户token

Content-Type 是 String application/json;charset=utf8

 

响应参数

状态码：200

表 5-6 响应 Body 参数

参数 参数类型 描述

blocking_list Array of
blocking_list
objects

封堵列表响应体

total Integer 总数

 

表 5-7 blocking_list

参数 参数类型 描述

ip String ip地址

blocking_time Long 封堵时间

estimated_unbloc
king_time

Long 预计解封时间

status String 状态。unblocking：解封中；success：
成功；failed：失败

 

请求示例

无

响应示例

状态码：200

OK

{
  "total" : 1,
  "blocking_list" : [ {
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    "ip" : "100.93.15.45",
    "status" : "blocking",
    "blocking_time" : 1672110604844,
    "estimated_unblocking_time" : 1672114204823
  } ]
}

SDK 代码示例

SDK代码示例如下。

Java
package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v1.region.AadRegion;
import com.huaweicloud.sdk.aad.v1.*;
import com.huaweicloud.sdk.aad.v1.model.*;

public class ListBlockIpsSolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");

        ICredential auth = new GlobalCredentials()
                .withAk(ak)
                .withSk(sk);

        AadClient client = AadClient.newBuilder()
                .withCredential(auth)
                .withRegion(AadRegion.valueOf("<YOUR REGION>"))
                .build();
        ListBlockIpsRequest request = new ListBlockIpsRequest();
        request.withDomainId("{domain_id}");
        try {
            ListBlockIpsResponse response = client.listBlockIps(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}

Python
# coding: utf-8
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import os
from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v1.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkaad.v1 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]

    credentials = GlobalCredentials(ak, sk)

    client = AadClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AadRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = ListBlockIpsRequest()
        request.domain_id = "{domain_id}"
        response = client.list_block_ips(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go
package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
    aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")

    auth, err := global.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    hcClient, err := aad.AadClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()
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    if err != nil {
        fmt.Println(err)
        return
    }

    client := aad.NewAadClient(hcClient)

    request := &model.ListBlockIpsRequest{}
    request.DomainId = "{domain_id}"
    response, err := client.ListBlockIps(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。

状态码

状态码 描述

200 OK

 

错误码

请参见错误码。

5.1.3 查询租户解封记录 - ShowUnblockRecord

功能介绍

查询租户解封记录

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，需具备如下身份策略权限。
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授权项 访问
级别

资源类型
（*为必
须）

条件键 别名 依赖的授权
项

cnad:blocka
de:list

List - - - -

 

URI

GET /v1/unblockservice/{domain_id}/unblock-record

表 5-8 路径参数

参数 是否必选 参数类型 描述

domain_id 是 String 租户id

 

表 5-9 Query 参数

参数 是否必选 参数类型 描述

start_time 是 Long 开始时间

end_time 是 Long 结束时间

 

请求参数

表 5-10 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String 用户token

Content-Type 是 String application/json;charset=utf8

 

响应参数

状态码：200

表 5-11 响应 Body 参数

参数 参数类型 描述

unblock_record Array of
unblock_record
objects

解封记录
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参数 参数类型 描述

total Integer 总数

domain_id String 租户id

 

表 5-12 unblock_record

参数 参数类型 描述

ip String ip地址

executor String 执行者

block_id Long 封堵id

blocking_time Long 封堵时间

unblocking_time Long 解封时间

unblock_type String 解封类型。manual：人工；
automatic：自动

status String 状态。unblocking：解封中；success：
成功；failed：失败

sort_time Long 时间

 

请求示例

无

响应示例

状态码：200

OK

{
  "total" : 8,
  "domain_id" : "02753903d8994d8ea664166ed6b9cc24",
  "unblock_record" : [ {
    "ip" : "100.93.15.45",
    "executor" : "pianjiangtao",
    "status" : "success",
    "block_id" : 37090,
    "blocking_time" : 1671069809245,
    "unblocking_time" : 1671070811966,
    "unblock_type" : "manual",
    "sort_time" : 1671070811966
  }, {
    "ip" : "100.93.3.136",
    "executor" : "System",
    "status" : "success",
    "block_id" : 37089,
    "blocking_time" : 1671006261093,
    "unblocking_time" : 1671009811163,
    "unblock_type" : "automatic",
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    "sort_time" : 167100981116
  } ]
}

SDK 代码示例

SDK代码示例如下。

Java
package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v1.region.AadRegion;
import com.huaweicloud.sdk.aad.v1.*;
import com.huaweicloud.sdk.aad.v1.model.*;

public class ShowUnblockRecordSolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");

        ICredential auth = new GlobalCredentials()
                .withAk(ak)
                .withSk(sk);

        AadClient client = AadClient.newBuilder()
                .withCredential(auth)
                .withRegion(AadRegion.valueOf("<YOUR REGION>"))
                .build();
        ShowUnblockRecordRequest request = new ShowUnblockRecordRequest();
        request.withDomainId("{domain_id}");
        try {
            ShowUnblockRecordResponse response = client.showUnblockRecord(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}

Python
# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v1.region.aad_region import AadRegion
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from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkaad.v1 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]

    credentials = GlobalCredentials(ak, sk)

    client = AadClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AadRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = ShowUnblockRecordRequest()
        request.domain_id = "{domain_id}"
        response = client.show_unblock_record(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go
package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
    aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")

    auth, err := global.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    hcClient, err := aad.AadClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()

    if err != nil {
        fmt.Println(err)
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        return
    }

    client := aad.NewAadClient(hcClient)

    request := &model.ShowUnblockRecordRequest{}
    request.DomainId = "{domain_id}"
    response, err := client.ShowUnblockRecord(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。

状态码

状态码 描述

200 OK

 

错误码

请参见错误码。

5.1.4 解封 IP-同步 - ExecuteUnblockIp

功能介绍

解封IP

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，需具备如下身份策略权限。

授权项 访问
级别

资源类型
（*为必
须）

条件键 别名 依赖的授权
项

cnad:blocka
de:release

Write - - - -
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URI
POST /v1/unblockservice/{domain_id}/unblock

表 5-13 路径参数

参数 是否必选 参数类型 描述

domain_id 是 String 租户id

 

请求参数

表 5-14 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String 用户token

Content-Type 是 String application/json;charset=utf8

 

表 5-15 请求 Body 参数

参数 是否必选 参数类型 描述

ip 是 String ip地址

blocking_time 否 Long 用于查询IP的封堵时间

 

响应参数

状态码：200

表 5-16 响应 Body 参数

参数 参数类型 描述

error_code String 业务错误码

message String 描述信息

 

请求示例

解封防护IP“...”。

POST https://{endpoint}/v1/unblockservice/{domain_id}/unblock
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{
  "ip" : "*.*.*.*",
  "blocking_time" : 1688105685078
}

响应示例

状态码：200

OK

{
  "error_code" : "200 OK",
  "message" : "success"
}

SDK 代码示例

SDK代码示例如下。

Java
解封防护IP“...”。

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v1.region.AadRegion;
import com.huaweicloud.sdk.aad.v1.*;
import com.huaweicloud.sdk.aad.v1.model.*;

public class ExecuteUnblockIpSolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");

        ICredential auth = new GlobalCredentials()
                .withAk(ak)
                .withSk(sk);

        AadClient client = AadClient.newBuilder()
                .withCredential(auth)
                .withRegion(AadRegion.valueOf("<YOUR REGION>"))
                .build();
        ExecuteUnblockIpRequest request = new ExecuteUnblockIpRequest();
        request.withDomainId("{domain_id}");
        ExecuteUnblockIpRequestBody body = new ExecuteUnblockIpRequestBody();
        body.withBlockingTime(1688105685078L);
        body.withIp("*.*.*.*");
        request.withBody(body);
        try {
            ExecuteUnblockIpResponse response = client.executeUnblockIp(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
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        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}

Python
解封防护IP“...”。

# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v1.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkaad.v1 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]

    credentials = GlobalCredentials(ak, sk)

    client = AadClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AadRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = ExecuteUnblockIpRequest()
        request.domain_id = "{domain_id}"
        request.body = ExecuteUnblockIpRequestBody(
            blocking_time=1688105685078,
            ip="*.*.*.*"
        )
        response = client.execute_unblock_ip(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go
解封防护IP“...”。

package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
    aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/region"
)
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func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")

    auth, err := global.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    hcClient, err := aad.AadClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    client := aad.NewAadClient(hcClient)

    request := &model.ExecuteUnblockIpRequest{}
    request.DomainId = "{domain_id}"
    blockingTimeExecuteUnblockIpRequestBody:= int64(1688105685078)
    request.Body = &model.ExecuteUnblockIpRequestBody{
        BlockingTime: &blockingTimeExecuteUnblockIpRequestBody,
        Ip: "*.*.*.*",
    }
    response, err := client.ExecuteUnblockIp(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。

状态码

状态码 描述

200 OK

 

错误码

请参见错误码。
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5.1.5 解封 IP-异步 - ExecuteUnblockIpV2

功能介绍

解封IP

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，当前API调用无需身份策略权限。

URI

POST /v2/unblockservice/{domain_id}/unblock

表 5-17 路径参数

参数 是否必选 参数类型 描述

domain_id 是 String 租户id

 

请求参数

表 5-18 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String 用户token

Content-Type 是 String application/json;charset=utf8

 

表 5-19 请求 Body 参数

参数 是否必选 参数类型 描述

ip 是 String ip地址

blocking_time 否 Long 用于查询IP的封堵时间
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响应参数

状态码：200

表 5-20 响应 Body 参数

参数 参数类型 描述

error_code String 业务错误码

message String 描述信息

 

请求示例

解封防护IP“...”。

POST https://{endpoint}/v2/unblockservice/{domain_id}/unblock

{
  "ip" : "*.*.*.*",
  "blocking_time" : 1688105685078
}

响应示例

状态码：200

OK

{
  "error_code" : "200 OK",
  "message" : "success"
}

状态码

状态码 描述

200 OK

 

错误码

请参见错误码。

5.1.6 查询解封配额 - ListUnblockQuotaStatistics

功能介绍

查询解封配额

调用方法

请参见如何调用API。
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授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，需具备如下身份策略权限。

授权项 访问
级别

资源类型
（*为必
须）

条件键 别名 依赖的授权
项

cnad:quota:
get

Read - - - -

 

URI

GET /v1/unblockservice/{domain_id}/unblock-quota-statistics

表 5-21 路径参数

参数 是否必选 参数类型 描述

domain_id 是 String 租户id

 

请求参数

表 5-22 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String 用户token

Content-Type 是 String application/json;charset=utf8

 

响应参数

状态码：200

表 5-23 响应 Body 参数

参数 参数类型 描述

type String 用户类型：common_user 默认用户,
native_protection_user 原生防护用户

total_unblocking_
quota

Integer 解封总配额
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参数 参数类型 描述

remaining_unbloc
king_quota

Integer 剩余解封配额

unblocking_quota
_today

Integer 今日解封配额

remaining_unbloc
king_quota_today

Integer 今日剩余解封配额

 

请求示例

无

响应示例

状态码：200

OK

{
  "type" : "self_unblocking_user",
  "total_unblocking_quota" : 103,
  "remaining_unblocking_quota" : 100,
  "unblocking_quota_today" : 4,
  "remaining_unblocking_quota_today" : 4
}

SDK 代码示例

SDK代码示例如下。

Java
package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v1.region.AadRegion;
import com.huaweicloud.sdk.aad.v1.*;
import com.huaweicloud.sdk.aad.v1.model.*;

public class ListUnblockQuotaStatisticsSolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");

        ICredential auth = new GlobalCredentials()
                .withAk(ak)
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                .withSk(sk);

        AadClient client = AadClient.newBuilder()
                .withCredential(auth)
                .withRegion(AadRegion.valueOf("<YOUR REGION>"))
                .build();
        ListUnblockQuotaStatisticsRequest request = new ListUnblockQuotaStatisticsRequest();
        request.withDomainId("{domain_id}");
        try {
            ListUnblockQuotaStatisticsResponse response = client.listUnblockQuotaStatistics(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}

Python
# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v1.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkaad.v1 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]

    credentials = GlobalCredentials(ak, sk)

    client = AadClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AadRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = ListUnblockQuotaStatisticsRequest()
        request.domain_id = "{domain_id}"
        response = client.list_unblock_quota_statistics(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go
package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
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    aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")

    auth, err := global.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    hcClient, err := aad.AadClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    client := aad.NewAadClient(hcClient)

    request := &model.ListUnblockQuotaStatisticsRequest{}
    request.DomainId = "{domain_id}"
    response, err := client.ListUnblockQuotaStatistics(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。

状态码

状态码 描述

200 OK

 

错误码

请参见错误码。
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5.2 DDoS 原生高级防护-告警配置管理

5.2.1 查询告警配置 - ShowAlarmConfig

功能介绍

查询告警配置

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，需具备如下身份策略权限。

授权项 访问
级别

资源类型
（*为必
须）

条件键 别名 依赖的授权
项

cnad:alarm
Config:get

Read - - - -

 

URI
GET /v1/cnad/alarm-config

请求参数

表 5-24 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String 用户Token。
通过调用IAM服务获取用户
Token接口获取（响应消息头中
X-Subject-Token的值）。

Content-Type 是 String Content-Type

 

响应参数

状态码：200
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表 5-25 响应 Body 参数

参数 参数类型 描述

topic_urn String SMN的topic urn

 

请求示例

无

响应示例

状态码：200

OK

{
  "topic_urn" : "urn:smn:cn-north-7:4229e3e5b9014d978b208b971f2e0e0c:DDos_test"
}

SDK 代码示例

SDK代码示例如下。

Java
package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v2.region.AadRegion;
import com.huaweicloud.sdk.aad.v2.*;
import com.huaweicloud.sdk.aad.v2.model.*;

public class ShowAlarmConfigSolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");

        ICredential auth = new GlobalCredentials()
                .withAk(ak)
                .withSk(sk);

        AadClient client = AadClient.newBuilder()
                .withCredential(auth)
                .withRegion(AadRegion.valueOf("<YOUR REGION>"))
                .build();
        ShowAlarmConfigRequest request = new ShowAlarmConfigRequest();
        try {
            ShowAlarmConfigResponse response = client.showAlarmConfig(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
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            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}

Python
# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v2.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkaad.v2 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]

    credentials = GlobalCredentials(ak, sk)

    client = AadClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AadRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = ShowAlarmConfigRequest()
        response = client.show_alarm_config(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go
package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
    aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v2"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v2/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v2/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")
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    auth, err := global.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    hcClient, err := aad.AadClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    client := aad.NewAadClient(hcClient)

    request := &model.ShowAlarmConfigRequest{}
    response, err := client.ShowAlarmConfig(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。

状态码

状态码 描述

200 OK

401 Unauthorized

403 Forbidden

404 Not Found

 

错误码

请参见错误码。

5.2.2 设置告警配置 - UpdateAlarmConfig

功能介绍

设置告警配置
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调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，需具备如下身份策略权限。

授权项 访问
级别

资源类型
（*为必
须）

条件键 别名 依赖的授权
项

cnad:alarm
Config:upd
ate

Write - - - -

 

URI

POST /v1/cnad/alarm-config

请求参数

表 5-26 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String 用户Token。
通过调用IAM服务获取用户
Token接口获取（响应消息头中
X-Subject-Token的值）。

Content-Type 是 String Content-Type

 

表 5-27 请求 Body 参数

参数 是否必选 参数类型 描述

topic_urn 是 String SMN的topic urn

 

响应参数

状态码：200
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表 5-28 响应 Body 参数

参数 参数类型 描述

topic_urn String SMN的topic urn

 

请求示例

开启告警通知，并指定名为“urn:smn:cn-
north-7:2d2d90a56a3243bdb909f6a24a27be8d:cnad-test-intl”的消息通知的主题

POST https://{endpoint}/v1/cnad/alarm-config

{
  "topic_urn" : "urn:smn:cn-north-7:2d2d90a56a3243bdb909f6a24a27be8d:cnad-test-intl"
}

响应示例

状态码：200

OK

{
  "topic_urn" : "urn:smn:cn-north-7:4229e3e5b9014d978b208b971f2e0e0c:DDos_test"
}

SDK 代码示例

SDK代码示例如下。

Java
开启告警通知，并指定名为“urn:smn:cn-
north-7:2d2d90a56a3243bdb909f6a24a27be8d:cnad-test-intl”的消息通知的主题

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v1.region.AadRegion;
import com.huaweicloud.sdk.aad.v1.*;
import com.huaweicloud.sdk.aad.v1.model.*;

public class UpdateAlarmConfigSolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");

        ICredential auth = new GlobalCredentials()
                .withAk(ak)
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                .withSk(sk);

        AadClient client = AadClient.newBuilder()
                .withCredential(auth)
                .withRegion(AadRegion.valueOf("<YOUR REGION>"))
                .build();
        UpdateAlarmConfigRequest request = new UpdateAlarmConfigRequest();
        AlarmBody body = new AlarmBody();
        body.withTopicUrn("urn:smn:cn-north-7:2d2d90a56a3243bdb909f6a24a27be8d:cnad-test-intl");
        request.withBody(body);
        try {
            UpdateAlarmConfigResponse response = client.updateAlarmConfig(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}

Python

开启告警通知，并指定名为“urn:smn:cn-
north-7:2d2d90a56a3243bdb909f6a24a27be8d:cnad-test-intl”的消息通知的主题

# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v1.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkaad.v1 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]

    credentials = GlobalCredentials(ak, sk)

    client = AadClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AadRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = UpdateAlarmConfigRequest()
        request.body = AlarmBody(
            topic_urn="urn:smn:cn-north-7:2d2d90a56a3243bdb909f6a24a27be8d:cnad-test-intl"
        )
        response = client.update_alarm_config(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)
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Go
开启告警通知，并指定名为“urn:smn:cn-
north-7:2d2d90a56a3243bdb909f6a24a27be8d:cnad-test-intl”的消息通知的主题

package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
    aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")

    auth, err := global.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    hcClient, err := aad.AadClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    client := aad.NewAadClient(hcClient)

    request := &model.UpdateAlarmConfigRequest{}
    request.Body = &model.AlarmBody{
        TopicUrn: "urn:smn:cn-north-7:2d2d90a56a3243bdb909f6a24a27be8d:cnad-test-intl",
    }
    response, err := client.UpdateAlarmConfig(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。
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状态码

状态码 描述

200 OK

401 Unauthorized

403 Forbidden

404 Not Found

 

错误码

请参见错误码。

5.2.3 删除告警配置 - DeleteAlarmConfig

功能介绍

删除告警配置

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，需具备如下身份策略权限。

授权项 访问
级别

资源类型
（*为必
须）

条件键 别名 依赖的授权
项

cnad:alarm
Config:dele
te

Write - - - -

 

URI
DELETE /v1/cnad/alarm-config
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请求参数

表 5-29 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String 用户Token。
通过调用IAM服务获取用户
Token接口获取（响应消息头中
X-Subject-Token的值）。

Content-Type 是 String Content-Type

 

响应参数

状态码：200

表 5-30 响应 Body 参数

参数 参数类型 描述

topic_urn String SMN的topic urn

 

请求示例

无

响应示例

状态码：200

OK

{
  "topic_urn" : "urn:smn:cn-north-7:4229e3e5b9014d978b208b971f2e0e0c:DDos_test"
}

SDK 代码示例

SDK代码示例如下。

Java
package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v1.region.AadRegion;
import com.huaweicloud.sdk.aad.v1.*;
import com.huaweicloud.sdk.aad.v1.model.*;
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public class DeleteAlarmConfigSolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");

        ICredential auth = new GlobalCredentials()
                .withAk(ak)
                .withSk(sk);

        AadClient client = AadClient.newBuilder()
                .withCredential(auth)
                .withRegion(AadRegion.valueOf("<YOUR REGION>"))
                .build();
        DeleteAlarmConfigRequest request = new DeleteAlarmConfigRequest();
        try {
            DeleteAlarmConfigResponse response = client.deleteAlarmConfig(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}

Python
# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v1.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkaad.v1 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]

    credentials = GlobalCredentials(ak, sk)

    client = AadClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AadRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = DeleteAlarmConfigRequest()
        response = client.delete_alarm_config(request)
        print(response)
    except exceptions.ClientRequestException as e:
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        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go
package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
    aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")

    auth, err := global.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    hcClient, err := aad.AadClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    client := aad.NewAadClient(hcClient)

    request := &model.DeleteAlarmConfigRequest{}
    response, err := client.DeleteAlarmConfig(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。
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状态码

状态码 描述

200 OK

401 Unauthorized

403 Forbidden

 

错误码

请参见错误码。

5.3 DDoS 原生高级防护-实例管理

5.3.1 查询实例列表 - ListPackage

功能介绍

查询实例列表

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，需具备如下身份策略权限。

授权项 访问
级别

资源类型
（*为必
须）

条件键 别名 依赖的授权
项

cnad:packa
ge:list

List package
*

- - -

 

URI

GET /v1/cnad/packages
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请求参数

表 5-31 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String 用户Token。
通过调用IAM服务获取用户
Token接口获取（响应消息头中
X-Subject-Token的值）。

Content-Type 是 String Content-Type

 

响应参数

状态码：200

表 5-32 响应 Body 参数

参数 参数类型 描述

total Integer 总数

items Array of
PackageRespons
e objects

数据

 

表 5-33 PackageResponse

参数 参数类型 描述

package_id String 实例id

package_name String 实例名

region_id String 资源所属region

protection_type Integer 防护类型

instance_type String 实例类型。cnad_pro：全力防基础版；
cnad_ip：标准版；cnad_full_high：全
力防高级版；cnad_v2：原生防护2.0；
cnad_vic：按需版

resource_id String 资源id

count_down_code String 倒计时相关信息

count_down_infos String 倒计时相关信息

count_down_tips String 倒计时相关信息
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参数 参数类型 描述

order_id String 订单id

subscription_id String 续费用的id

ip_num Integer ip数

ip_num_now Integer 当前IP数

protection_num_n
ow

Integer 当前防护次数

protection_num Integer 防护次数，9999为无限次

basic_bandwidth Integer 保底带宽

elastic_bandwidth Integer 弹性带宽

service_bandwidth Integer 业务带宽

clean_bandwidth Integer 回源带宽

policy_num Integer 策略模板数

is_old Boolean 是否旧实例（旧实例不支持升级规格）,
默认不传为否

new_flag Boolean 产品标识，新购的均为true

create_time Long 创建时间

 

请求示例

无

响应示例

状态码：200

OK

{
  "items" : [ {
    "package_id" : "0c613ff9-2b63-4aa2-9333-e03541fe0d9a",
    "package_name" : "name",
    "region_id" : "cn-north4",
    "protection_type" : 0,
    "instance_type" : "cnad_pro",
    "resourceId" : "0c613ff9-2b63-4aa2-9333-e03541fe0d9a",
    "countDownCode" : "hws_countdown_period_using",
    "countDownInfos" : {
      "status" : 2,
      "nextOperationPolicy" : 0,
      "nextOperationRemainingDay" : 10
    },
    "countDownTips" : {
      "effTime" : "2022-10-09T10:00:17Z",
      "expTime" : "2022-12-09T15:59:59Z"
    },
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    "orderId" : "CS2211020327RKFEA",
    "subscriptionId" : "0c613ff9-2b63-4aa2-9333-e03541fe0d9a",
    "ip_num" : 100,
    "ip_num_now" : 100,
    "protection_num_now" : 1,
    "protection_num" : 9999,
    "basic_bandwidth" : 10,
    "elastic_bandwidth" : 200,
    "service_bandwidth" : 100,
    "clean_bandwidth" : 100,
    "policy_num" : 1,
    "is_old" : false,
    "new_flag" : true,
    "create_time" : 1665309611045
  } ],
  "total" : 1
}

SDK 代码示例

SDK代码示例如下。

Java
package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v1.region.AadRegion;
import com.huaweicloud.sdk.aad.v1.*;
import com.huaweicloud.sdk.aad.v1.model.*;

public class ListPackageSolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");

        ICredential auth = new GlobalCredentials()
                .withAk(ak)
                .withSk(sk);

        AadClient client = AadClient.newBuilder()
                .withCredential(auth)
                .withRegion(AadRegion.valueOf("<YOUR REGION>"))
                .build();
        ListPackageRequest request = new ListPackageRequest();
        try {
            ListPackageResponse response = client.listPackage(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
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            System.out.println(e.getErrorMsg());
        }
    }
}

Python
# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v1.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkaad.v1 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]

    credentials = GlobalCredentials(ak, sk)

    client = AadClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AadRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = ListPackageRequest()
        response = client.list_package(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go
package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
    aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")

    auth, err := global.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
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        return
    }

    hcClient, err := aad.AadClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    client := aad.NewAadClient(hcClient)

    request := &model.ListPackageRequest{}
    response, err := client.ListPackage(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。

状态码

状态码 描述

200 OK

401 Unauthorized

403 Forbidden

404 Not Found

 

错误码

请参见错误码。

5.3.2 更新实例名字 - UpdatePackageName

功能介绍

更新实例名字

调用方法

请参见如何调用API。
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授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，需具备如下身份策略权限。

授权项 访问
级别

资源类型
（*为必
须）

条件键 别名 依赖的授权
项

cnad:packa
ge:put

Write package
*

● g:Enterpri
seProjectI
d

● g:Resourc
eTag/
<tag-key>

- -

 

URI
PUT /v1/cnad/packages/{package_id}/name

表 5-34 路径参数

参数 是否必选 参数类型 描述

package_id 是 String 实例id

 

请求参数

表 5-35 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String 用户Token。
通过调用IAM服务获取用户
Token接口获取（响应消息头中
X-Subject-Token的值）。

Content-Type 是 String Content-Type

 

表 5-36 请求 Body 参数

参数 是否必选 参数类型 描述

name 是 String 名字
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响应参数

状态码：200

OK

无

请求示例

将指定实例名称更新为“package_name”。

PUT https://{endpoint}/v1/cnad/packages/{package_id}/name

{
  "name" : "package_name"
}

响应示例

无

SDK 代码示例

SDK代码示例如下。

Java
将指定实例名称更新为“package_name”。

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v1.region.AadRegion;
import com.huaweicloud.sdk.aad.v1.*;
import com.huaweicloud.sdk.aad.v1.model.*;

public class UpdatePackageNameSolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");

        ICredential auth = new GlobalCredentials()
                .withAk(ak)
                .withSk(sk);

        AadClient client = AadClient.newBuilder()
                .withCredential(auth)
                .withRegion(AadRegion.valueOf("<YOUR REGION>"))
                .build();
        UpdatePackageNameRequest request = new UpdatePackageNameRequest();
        request.withPackageId("{package_id}");
        UpdatePackageNameRequestBody body = new UpdatePackageNameRequestBody();
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        body.withName("package_name");
        request.withBody(body);
        try {
            UpdatePackageNameResponse response = client.updatePackageName(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}

Python
将指定实例名称更新为“package_name”。

# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v1.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkaad.v1 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]

    credentials = GlobalCredentials(ak, sk)

    client = AadClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AadRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = UpdatePackageNameRequest()
        request.package_id = "{package_id}"
        request.body = UpdatePackageNameRequestBody(
            name="package_name"
        )
        response = client.update_package_name(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go
将指定实例名称更新为“package_name”。

package main

import (
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    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
    aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")

    auth, err := global.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    hcClient, err := aad.AadClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    client := aad.NewAadClient(hcClient)

    request := &model.UpdatePackageNameRequest{}
    request.PackageId = "{package_id}"
    request.Body = &model.UpdatePackageNameRequestBody{
        Name: "package_name",
    }
    response, err := client.UpdatePackageName(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。

状态码

状态码 描述

200 OK

401 Unauthorized
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状态码 描述

403 Forbidden

404 Not Found

 

错误码

请参见错误码。

5.3.3 更新实例绑定的全量防护对象 - UpdatePackageIp

功能介绍

更新实例绑定的全量防护对象

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，需具备如下身份策略权限。

授权项 访问
级别

资源类型
（*为必
须）

条件键 别名 依赖的授权
项

cnad:protec
tedIp:create

Write - - - -

 

URI

POST /v1/cnad/packages/{package_id}/protected-ips

表 5-37 路径参数

参数 是否必选 参数类型 描述

package_id 是 String 实例id
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请求参数

表 5-38 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String 用户Token。
通过调用IAM服务获取用户
Token接口获取（响应消息头中
X-Subject-Token的值）。

Content-Type 是 String Content-Type

 

表 5-39 请求 Body 参数

参数 是否必选 参数类型 描述

protected_ip_l
ist

是 Array of
UpdateProte
ctedIpInPolic
yBody objects

全量防护ip列表

 

表 5-40 UpdateProtectedIpInPolicyBody

参数 是否必选 参数类型 描述

id 是 String 防护ip的id

ip 是 String 防护ip

type 是 String 类型。VPN：VPN；NAT：
NAT；VIP：VIP；CCI：CCI；
EIP：弹性公网IP；ELB：弹性负
载均衡；REROUTING_IP：
REROUTING_IP；SubEni：
SubEni；NetInterFace：
NetInterFace；

name 否 String 名字

 

响应参数

状态码：200

OK

无
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请求示例

将指定实例的全量防护对象更改为EIP“1.1.1.1”（ID标识为
“0c613ff9-2b63-4aa2-9333-e03541fe0d9a”）。

POST https://{endpoint}/v1/cnad/packages/{package_id}/protected-ips

{
  "protected_ip_list" : [ {
    "ip" : "1.1.1.1",
    "id" : "0c613ff9-2b63-4aa2-9333-e03541fe0d9a",
    "type" : "EIP"
  } ]
}

响应示例

无

SDK 代码示例

SDK代码示例如下。

Java
将指定实例的全量防护对象更改为EIP“1.1.1.1”（ID标识为
“0c613ff9-2b63-4aa2-9333-e03541fe0d9a”）。

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v1.region.AadRegion;
import com.huaweicloud.sdk.aad.v1.*;
import com.huaweicloud.sdk.aad.v1.model.*;

import java.util.List;
import java.util.ArrayList;

public class UpdatePackageIpSolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");

        ICredential auth = new GlobalCredentials()
                .withAk(ak)
                .withSk(sk);

        AadClient client = AadClient.newBuilder()
                .withCredential(auth)
                .withRegion(AadRegion.valueOf("<YOUR REGION>"))
                .build();
        UpdatePackageIpRequest request = new UpdatePackageIpRequest();
        request.withPackageId("{package_id}");
        UpdatePackageIpRequestBody body = new UpdatePackageIpRequestBody();
        List<UpdateProtectedIpInPolicyBody> listbodyProtectedIpList = new ArrayList<>();
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        listbodyProtectedIpList.add(
            new UpdateProtectedIpInPolicyBody()
                .withId("0c613ff9-2b63-4aa2-9333-e03541fe0d9a")
                .withIp("1.1.1.1")
                .withType(UpdateProtectedIpInPolicyBody.TypeEnum.fromValue("EIP"))
        );
        body.withProtectedIpList(listbodyProtectedIpList);
        request.withBody(body);
        try {
            UpdatePackageIpResponse response = client.updatePackageIp(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}

Python
将指定实例的全量防护对象更改为EIP“1.1.1.1”（ID标识为
“0c613ff9-2b63-4aa2-9333-e03541fe0d9a”）。

# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v1.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkaad.v1 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]

    credentials = GlobalCredentials(ak, sk)

    client = AadClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AadRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = UpdatePackageIpRequest()
        request.package_id = "{package_id}"
        listProtectedIpListbody = [
            UpdateProtectedIpInPolicyBody(
                id="0c613ff9-2b63-4aa2-9333-e03541fe0d9a",
                ip="1.1.1.1",
                type="EIP"
            )
        ]
        request.body = UpdatePackageIpRequestBody(
            protected_ip_list=listProtectedIpListbody
        )
        response = client.update_package_ip(request)
        print(response)
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    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go
将指定实例的全量防护对象更改为EIP“1.1.1.1”（ID标识为
“0c613ff9-2b63-4aa2-9333-e03541fe0d9a”）。

package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
    aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")

    auth, err := global.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    hcClient, err := aad.AadClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    client := aad.NewAadClient(hcClient)

    request := &model.UpdatePackageIpRequest{}
    request.PackageId = "{package_id}"
    var listProtectedIpListbody = []model.UpdateProtectedIpInPolicyBody{
        {
            Id: "0c613ff9-2b63-4aa2-9333-e03541fe0d9a",
            Ip: "1.1.1.1",
            Type: model.GetUpdateProtectedIpInPolicyBodyTypeEnum().EIP,
        },
    }
    request.Body = &model.UpdatePackageIpRequestBody{
        ProtectedIpList: listProtectedIpListbody,
    }
    response, err := client.UpdatePackageIp(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
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        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。

状态码

状态码 描述

200 OK

401 Unauthorized

403 Forbidden

404 Not Found

 

错误码

请参见错误码。

5.3.4 查询可绑定的防护对象列表 - ListUnboundProtectedIp

功能介绍

查询可绑定的防护对象列表

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，需具备如下身份策略权限。

授权项 访问
级别

资源类型
（*为必
须）

条件键 别名 依赖的授权
项

cnad:protec
tedIpDropLi
st:list

List - - - -
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URI

GET /v1/cnad/packages/{package_id}/unbound-protected-ips

表 5-41 路径参数

参数 是否必选 参数类型 描述

package_id 是 String 实例id

 

表 5-42 Query 参数

参数 是否必选 参数类型 描述

offset 否 Integer 开始查询的偏移量,默认值:0

limit 否 Integer 每页显示的条目数量,默认
值:2000

 

请求参数

表 5-43 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String 用户Token。
通过调用IAM服务获取用户
Token接口获取（响应消息头中
X-Subject-Token的值）。

Content-Type 是 String Content-Type

 

响应参数

状态码：200

表 5-44 响应 Body 参数

参数 参数类型 描述

total Integer 总数

ips Array of
ProtectedIpRespo
nse objects

防护ip列表
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表 5-45 ProtectedIpResponse

参数 参数类型 描述

id String 防护IP的Id

ip String 防护IP

type String 类型。VPN：VPN；NAT：NAT；VIP：
VIP；CCI：CCI；EIP：弹性公网IP；
ELB：弹性负载均衡；REROUTING_IP：
REROUTING_IP；SubEni：SubEni；
NetInterFace：NetInterFace；

name String 名字

status Integer 状态：0 - 正常， 1 - 清洗中， 2 - 黑洞
中

status_detail IpStatusDetail
object

封堵信息

policy_name String 策略名

region String 所属region

package_id String 实例id

package_name String 实例名

tags String TMS标签

tag String 本地标签

is_resale Boolean 默认false，表示是否转售版的IP，不需
要展示策略和报表

package_version String package_version。cnad_pro：全力防基
础版；cnad_ip：标准版；
cnad_full_high：全力防高级版；
cnad_v2：原生防护2.0；cnad_vic：按需
版

 

表 5-46 IpStatusDetail

参数 参数类型 描述

block_time Long 封堵时间

unblock_time Long 解封时间

 

请求示例

无
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响应示例

状态码：200

OK

{
  "ips" : [ {
    "id" : "2b93b3ed-7aed-4b73-be77-d04318cbda5e",
    "ip" : "100.85.112.111",
    "is_resale" : false,
    "tags" : "{}",
    "type" : "EIP"
  } ],
  "total" : 1
}

SDK 代码示例

SDK代码示例如下。

Java
package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v1.region.AadRegion;
import com.huaweicloud.sdk.aad.v1.*;
import com.huaweicloud.sdk.aad.v1.model.*;

public class ListUnboundProtectedIpSolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");

        ICredential auth = new GlobalCredentials()
                .withAk(ak)
                .withSk(sk);

        AadClient client = AadClient.newBuilder()
                .withCredential(auth)
                .withRegion(AadRegion.valueOf("<YOUR REGION>"))
                .build();
        ListUnboundProtectedIpRequest request = new ListUnboundProtectedIpRequest();
        request.withPackageId("{package_id}");
        try {
            ListUnboundProtectedIpResponse response = client.listUnboundProtectedIp(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
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            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}

Python
# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v1.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkaad.v1 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]

    credentials = GlobalCredentials(ak, sk)

    client = AadClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AadRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = ListUnboundProtectedIpRequest()
        request.package_id = "{package_id}"
        response = client.list_unbound_protected_ip(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go
package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
    aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")

    auth, err := global.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        SafeBuild()
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    if err != nil {
        fmt.Println(err)
        return
    }

    hcClient, err := aad.AadClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    client := aad.NewAadClient(hcClient)

    request := &model.ListUnboundProtectedIpRequest{}
    request.PackageId = "{package_id}"
    response, err := client.ListUnboundProtectedIp(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。

状态码

状态码 描述

200 OK

401 Unauthorized

403 Forbidden

404 Not Found

 

错误码

请参见错误码。

5.4 DDoS 原生高级防护-策略管理

5.4.1 查询策略列表 - ListPolicy

功能介绍

查询策略列表
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调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，需具备如下身份策略权限。

授权项 访问
级别

资源类型
（*为必
须）

条件键 别名 依赖的授权
项

cnad:policy:
list

List policy * - - -

 

URI

GET /v1/cnad/policies

表 5-47 Query 参数

参数 是否必选 参数类型 描述

offset 否 Integer 开始查询的偏移量,默认值:0

limit 否 Integer 每页显示的条目数量,默认
值:2000

policy_name 否 String 策略名

 

请求参数

表 5-48 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String 用户Token。
通过调用IAM服务获取用户
Token接口获取（响应消息头中
X-Subject-Token的值）。

Content-Type 是 String Content-Type
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响应参数

状态码：200

表 5-49 响应 Body 参数

参数 参数类型 描述

total Integer 总数

items Array of
PolicyResponse
objects

策略列表

 

表 5-50 PolicyResponse

参数 参数类型 描述

id String id

package_id String 实例id

package_name String 实例名

name String 策略名

description String 描述

region String 所属region的id

clean_threshold Integer 清洗阈值

num_protected_ip Integer 防护ip数

 

请求示例

无

响应示例

状态码：200

OK

{
  "items" : [ {
    "clean_threshold" : 120,
    "id" : "798d8975-f7cf-490f-b990-747ebaf41248",
    "name" : "sadf",
    "num_protected_ip" : 0,
    "package_id" : "09b5ae8e-ae05-49ff-80fc-8bdf68c16499",
    "package_name" : "测试",
    "region" : "cn-north-4"
  } ],
  "total" : 1
}

DDoS 防护 AAD
API 参考 5 DDoS 原生高级防护 API

文档版本 12 (2026-07-02) 版权所有 © 华为技术有限公司 160



SDK 代码示例

SDK代码示例如下。

Java
package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v1.region.AadRegion;
import com.huaweicloud.sdk.aad.v1.*;
import com.huaweicloud.sdk.aad.v1.model.*;

public class ListPolicySolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");

        ICredential auth = new GlobalCredentials()
                .withAk(ak)
                .withSk(sk);

        AadClient client = AadClient.newBuilder()
                .withCredential(auth)
                .withRegion(AadRegion.valueOf("<YOUR REGION>"))
                .build();
        ListPolicyRequest request = new ListPolicyRequest();
        try {
            ListPolicyResponse response = client.listPolicy(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}

Python
# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v1.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkaad.v1 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
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variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]

    credentials = GlobalCredentials(ak, sk)

    client = AadClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AadRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = ListPolicyRequest()
        response = client.list_policy(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go
package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
    aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")

    auth, err := global.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    hcClient, err := aad.AadClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    client := aad.NewAadClient(hcClient)

    request := &model.ListPolicyRequest{}
    response, err := client.ListPolicy(request)
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    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。

状态码

状态码 描述

200 OK

401 Unauthorized

403 Forbidden

404 Not Found

 

错误码

请参见错误码。

5.4.2 创建策略 - CreatePolicy

功能介绍

创建策略

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，需具备如下身份策略权限。

授权项 访问
级别

资源类型
（*为必
须）

条件键 别名 依赖的授权
项

cnad:policy:
create

Write policy * g:EnterpriseP
rojectId

- -
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URI
POST /v1/cnad/policies

请求参数

表 5-51 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String 用户Token。
通过调用IAM服务获取用户
Token接口获取（响应消息头中
X-Subject-Token的值）。

Content-Type 是 String Content-Type

 

表 5-52 请求 Body 参数

参数 是否必选 参数类型 描述

name 是 String 策略名

package_id 是 String 实例id

description 否 String 描述

 

响应参数

状态码：200

表 5-53 响应 Body 参数

参数 参数类型 描述

id String 策略id

name String 策略名

package_id String 实例id

description String 描述

clean_threshold Integer 清洗阈值

 

请求示例

为id为“0c613ff9-2b63-4aa2-9333-e03541fe0d9a”的实例创建一个名称为
“name”的防护策略。

POST https://{endpoint}/v1/cnad/policies
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{
  "name" : "name",
  "package_id" : "0c613ff9-2b63-4aa2-9333-e03541fe0d9a",
  "description" : ""
}

响应示例

状态码：200

OK

{
  "id" : "0c613ff9-2b63-4aa2-9333-e03541fe0d9a",
  "name" : "名字",
  "package_id" : "0c613ff9-2b63-4aa2-9333-e03541fe0d9a",
  "description" : "描述",
  "clean_threshold" : 100
}

SDK 代码示例

SDK代码示例如下。

Java
为id为“0c613ff9-2b63-4aa2-9333-e03541fe0d9a”的实例创建一个名称为
“name”的防护策略。

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v1.region.AadRegion;
import com.huaweicloud.sdk.aad.v1.*;
import com.huaweicloud.sdk.aad.v1.model.*;

public class CreatePolicySolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");

        ICredential auth = new GlobalCredentials()
                .withAk(ak)
                .withSk(sk);

        AadClient client = AadClient.newBuilder()
                .withCredential(auth)
                .withRegion(AadRegion.valueOf("<YOUR REGION>"))
                .build();
        CreatePolicyRequest request = new CreatePolicyRequest();
        CreatePolicyRequestBody body = new CreatePolicyRequestBody();
        body.withDescription("");
        body.withPackageId("0c613ff9-2b63-4aa2-9333-e03541fe0d9a");
        body.withName("name");
        request.withBody(body);
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        try {
            CreatePolicyResponse response = client.createPolicy(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}

Python
为id为“0c613ff9-2b63-4aa2-9333-e03541fe0d9a”的实例创建一个名称为
“name”的防护策略。

# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v1.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkaad.v1 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]

    credentials = GlobalCredentials(ak, sk)

    client = AadClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AadRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = CreatePolicyRequest()
        request.body = CreatePolicyRequestBody(
            description="",
            package_id="0c613ff9-2b63-4aa2-9333-e03541fe0d9a",
            name="name"
        )
        response = client.create_policy(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go
为id为“0c613ff9-2b63-4aa2-9333-e03541fe0d9a”的实例创建一个名称为
“name”的防护策略。

package main
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import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
    aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")

    auth, err := global.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    hcClient, err := aad.AadClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    client := aad.NewAadClient(hcClient)

    request := &model.CreatePolicyRequest{}
    descriptionCreatePolicyRequestBody:= ""
    request.Body = &model.CreatePolicyRequestBody{
        Description: &descriptionCreatePolicyRequestBody,
        PackageId: "0c613ff9-2b63-4aa2-9333-e03541fe0d9a",
        Name: "name",
    }
    response, err := client.CreatePolicy(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。

状态码

状态码 描述

200 OK
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状态码 描述

401 Unauthorized

403 Forbidden

404 Not Found

 

错误码

请参见错误码。

5.4.3 查询策略详情 - ShowPolicy

功能介绍

查询策略详情

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，需具备如下身份策略权限。

授权项 访问
级别

资源类型
（*为必
须）

条件键 别名 依赖的授权
项

cnad:policy:
get

Read policy * g:EnterpriseP
rojectId

- -

 

URI

GET /v1/cnad/policies/{policy_id}

表 5-54 路径参数

参数 是否必选 参数类型 描述

policy_id 是 String 策略id
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请求参数

表 5-55 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String 用户Token。
通过调用IAM服务获取用户
Token接口获取（响应消息头中
X-Subject-Token的值）。

Content-Type 是 String Content-Type

 

响应参数

状态码：200

表 5-56 响应 Body 参数

参数 参数类型 描述

id String 策略id

package_id String 实例id

name String 策略名

clean_threshold Integer 清洗阈值

pop_policy PopPolicy object 策略阈值详情

 

表 5-57 PopPolicy

参数 参数类型 描述

block_location Array of strings 位置封禁列表

block_protocol Array of strings 协议封禁列表

bw_list Bw object 黑白名单详情

connection_protec
tion

Boolean 是否开启连接防护

connection_protec
tion_list

Array of strings 连接防护列表

fingerprint_count Integer 指纹数

port_block_count Integer 端口封禁数

watermark_count Integer 水印数
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参数 参数类型 描述

if_exist_traffic Boolean 是否存在流量

pop String 固定值ALL

 

表 5-58 Bw

参数 参数类型 描述

black_ip_list Array of strings 黑名单列表

white_ip_list Array of strings 白名单列表

 

请求示例

无

响应示例

状态码：200

OK

{
  "clean_threshold" : 120,
  "id" : "798d8975-f7cf-490f-b990-747ebaf41248",
  "name" : "sadf",
  "package_id" : "09b5ae8e-ae05-49ff-80fc-8bdf68c16499",
  "pop_policy" : [ {
    "block_location" : [ ],
    "block_protocol" : [ ],
    "bw_list" : [ {
      "black_ip_list" : [ ],
      "white_ip_list" : [ ]
    } ],
    "connection_protection" : false,
    "connection_protection_list" : [ ],
    "fingerprint_count" : 0,
    "if_exist_traffic" : false,
    "pop" : "ALL",
    "port_block_count" : 0,
    "watermark_count" : 0
  } ]
}

SDK 代码示例

SDK代码示例如下。

Java
package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
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import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v1.region.AadRegion;
import com.huaweicloud.sdk.aad.v1.*;
import com.huaweicloud.sdk.aad.v1.model.*;

public class ShowPolicySolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");

        ICredential auth = new GlobalCredentials()
                .withAk(ak)
                .withSk(sk);

        AadClient client = AadClient.newBuilder()
                .withCredential(auth)
                .withRegion(AadRegion.valueOf("<YOUR REGION>"))
                .build();
        ShowPolicyRequest request = new ShowPolicyRequest();
        request.withPolicyId("{policy_id}");
        try {
            ShowPolicyResponse response = client.showPolicy(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}

Python
# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v1.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkaad.v1 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]

    credentials = GlobalCredentials(ak, sk)

    client = AadClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AadRegion.value_of("<YOUR REGION>")) \
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        .build()

    try:
        request = ShowPolicyRequest()
        request.policy_id = "{policy_id}"
        response = client.show_policy(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go
package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
    aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")

    auth, err := global.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    hcClient, err := aad.AadClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    client := aad.NewAadClient(hcClient)

    request := &model.ShowPolicyRequest{}
    request.PolicyId = "{policy_id}"
    response, err := client.ShowPolicy(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
    }
}
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更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。

状态码

状态码 描述

200 OK

401 Unauthorized

403 Forbidden

404 Not Found

 

错误码

请参见错误码。

5.4.4 更新策略 - UpdatePolicy

功能介绍

更新策略

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，需具备如下身份策略权限。

授权项 访问
级别

资源类型
（*为必
须）

条件键 别名 依赖的授权
项

cnad:policy:
put

Write policy * g:EnterpriseP
rojectId

- -

 

URI

PUT /v1/cnad/policies/{policy_id}
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表 5-59 路径参数

参数 是否必选 参数类型 描述

policy_id 是 String 策略id

 

请求参数

表 5-60 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String 用户Token。
通过调用IAM服务获取用户
Token接口获取（响应消息头中
X-Subject-Token的值）。

Content-Type 是 String Content-Type

 

表 5-61 请求 Body 参数

参数 是否必选 参数类型 描述

name 否 String 策略名

threshold 否 Integer 清洗阈值

description 否 String 描述

udp 否 String udp协议设置。block：封禁，
unblock：不封禁，limiting：限
速

tcp 否 String tcp协议设置。block：封禁，
unblock：不封禁，limiting：限
速

icmp 否 String icmp协议设置。block：封禁，
unblock：不封禁，limiting：限
速

other 否 String other协议设置。block：封禁，
unblock：不封禁，limiting：限
速

icmp_traffic_li
miting

否 Long icmp自定义限速值，icmp取值
limiting情况下，如果该值为空
表示不限速

udp_traffic_li
miting

否 Long udp自定义限速值，udp取值
limiting情况下，如果该值为空
表示不限速
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参数 是否必选 参数类型 描述

udp_fragment
_rate_limiting

否 Long udp分片自定义限速值，udp取
值limiting情况下，如果该值为
空表示不限速

other_traffic_l
imiting

否 Long other自定义限速值，other取值
limiting情况下，如果该值为空
表示不限速

tcp_traffic_lim
iting

否 Long tcp自定义限速值，tcp取值
limiting情况下，如果该值为空
表示不限速

tcp_fragment_
rate_limiting

否 Long tcp分片自定义限速值，tcp取值
limiting情况下，如果该值为空
表示不限速

 

响应参数

状态码：200

OK

无

请求示例

将指定防护策略的名称更新为“name”，设置UDP、TCP、ICMP、Other协议封禁、
限速功能，清洗阈值设置为“100Mbps”。

PUT https://{endpoint}/v1/cnad/policies/{policy_id}

{
  "name" : "name",
  "udp" : "block",
  "description" : "",
  "threshold" : 100
}

响应示例

无

SDK 代码示例

SDK代码示例如下。

Java
将指定防护策略的名称更新为“name”，设置UDP、TCP、ICMP、Other协议封禁、
限速功能，清洗阈值设置为“100Mbps”。

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
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import com.huaweicloud.sdk.core.auth.GlobalCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v1.region.AadRegion;
import com.huaweicloud.sdk.aad.v1.*;
import com.huaweicloud.sdk.aad.v1.model.*;

public class UpdatePolicySolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");

        ICredential auth = new GlobalCredentials()
                .withAk(ak)
                .withSk(sk);

        AadClient client = AadClient.newBuilder()
                .withCredential(auth)
                .withRegion(AadRegion.valueOf("<YOUR REGION>"))
                .build();
        UpdatePolicyRequest request = new UpdatePolicyRequest();
        request.withPolicyId("{policy_id}");
        UpdatePolicyRequestBody body = new UpdatePolicyRequestBody();
        body.withUdp(UpdatePolicyRequestBody.UdpEnum.fromValue("block"));
        body.withDescription("");
        body.withThreshold(100);
        body.withName("name");
        request.withBody(body);
        try {
            UpdatePolicyResponse response = client.updatePolicy(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}

Python
将指定防护策略的名称更新为“name”，设置UDP、TCP、ICMP、Other协议封禁、
限速功能，清洗阈值设置为“100Mbps”。

# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v1.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkaad.v1 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
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variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]

    credentials = GlobalCredentials(ak, sk)

    client = AadClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AadRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = UpdatePolicyRequest()
        request.policy_id = "{policy_id}"
        request.body = UpdatePolicyRequestBody(
            udp="block",
            description="",
            threshold=100,
            name="name"
        )
        response = client.update_policy(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go
将指定防护策略的名称更新为“name”，设置UDP、TCP、ICMP、Other协议封禁、
限速功能，清洗阈值设置为“100Mbps”。

package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
    aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")

    auth, err := global.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    hcClient, err := aad.AadClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()
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    if err != nil {
        fmt.Println(err)
        return
    }

    client := aad.NewAadClient(hcClient)

    request := &model.UpdatePolicyRequest{}
    request.PolicyId = "{policy_id}"
    udpUpdatePolicyRequestBody:= model.GetUpdatePolicyRequestBodyUdpEnum().BLOCK
    descriptionUpdatePolicyRequestBody:= ""
    thresholdUpdatePolicyRequestBody:= int32(100)
    nameUpdatePolicyRequestBody:= "name"
    request.Body = &model.UpdatePolicyRequestBody{
        Udp: &udpUpdatePolicyRequestBody,
        Description: &descriptionUpdatePolicyRequestBody,
        Threshold: &thresholdUpdatePolicyRequestBody,
        Name: &nameUpdatePolicyRequestBody,
    }
    response, err := client.UpdatePolicy(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。

状态码

状态码 描述

200 OK

401 Unauthorized

403 Forbidden

404 Not Found

 

错误码

请参见错误码。

5.4.5 删除策略 - DeletePolicy

功能介绍

删除策略

调用方法

请参见如何调用API。

DDoS 防护 AAD
API 参考 5 DDoS 原生高级防护 API

文档版本 12 (2026-07-02) 版权所有 © 华为技术有限公司 178

https://console.huaweicloud.com/apiexplorer/#/openapi/AAD/sdk?api=UpdatePolicy


授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，需具备如下身份策略权限。

授权项 访问
级别

资源类型
（*为必
须）

条件键 别名 依赖的授权
项

cnad:policy:
delete

Write policy * g:EnterpriseP
rojectId

- -

 

URI
DELETE /v1/cnad/policies/{policy_id}

表 5-62 路径参数

参数 是否必选 参数类型 描述

policy_id 是 String 策略id

 

请求参数

表 5-63 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String 用户Token。
通过调用IAM服务获取用户
Token接口获取（响应消息头中
X-Subject-Token的值）。

Content-Type 是 String Content-Type

 

响应参数

状态码：200

OK

无

请求示例

无
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响应示例

无

SDK 代码示例

SDK代码示例如下。

Java
package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v1.region.AadRegion;
import com.huaweicloud.sdk.aad.v1.*;
import com.huaweicloud.sdk.aad.v1.model.*;

public class DeletePolicySolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");

        ICredential auth = new GlobalCredentials()
                .withAk(ak)
                .withSk(sk);

        AadClient client = AadClient.newBuilder()
                .withCredential(auth)
                .withRegion(AadRegion.valueOf("<YOUR REGION>"))
                .build();
        DeletePolicyRequest request = new DeletePolicyRequest();
        request.withPolicyId("{policy_id}");
        try {
            DeletePolicyResponse response = client.deletePolicy(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}

Python
# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v1.region.aad_region import AadRegion
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from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkaad.v1 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]

    credentials = GlobalCredentials(ak, sk)

    client = AadClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AadRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = DeletePolicyRequest()
        request.policy_id = "{policy_id}"
        response = client.delete_policy(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go
package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
    aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")

    auth, err := global.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    hcClient, err := aad.AadClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()

    if err != nil {
        fmt.Println(err)
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        return
    }

    client := aad.NewAadClient(hcClient)

    request := &model.DeletePolicyRequest{}
    request.PolicyId = "{policy_id}"
    response, err := client.DeletePolicy(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。

状态码

状态码 描述

200 OK

401 Unauthorized

403 Forbidden

 

错误码

请参见错误码。

5.4.6 策略添加黑白名单 - AddPolicyBlackAndWhiteIpList

功能介绍

策略添加黑白名单

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，需具备如下身份策略权限。
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授权项 访问
级别

资源类型
（*为必
须）

条件键 别名 依赖的授权
项

cnad:black
WhiteIpList:
create

Write - - - -

 

URI
POST /v1/cnad/policies/{policy_id}/ip-list/add

表 5-64 路径参数

参数 是否必选 参数类型 描述

policy_id 是 String 策略id

 

请求参数

表 5-65 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String 用户Token。
通过调用IAM服务获取用户
Token接口获取（响应消息头中
X-Subject-Token的值）。

Content-Type 是 String Content-Type

 

表 5-66 请求 Body 参数

参数 是否必选 参数类型 描述

type 是 String 类型。white：白名单，black：
黑名单

ip_list 是 Array of
strings

ip列表

 

响应参数

状态码：200

OK

无
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请求示例

将IP“1.1.1.1”和“2.2.2.2”加入到指定防护策略的白名单。

POST https://{endpoint}/v1/cnad/policies/{policy_id}/ip-list/add

{
  "type" : "white",
  "ip_list" : [ "1.1.1.1", "2.2.2.2" ]
}

响应示例

无

SDK 代码示例

SDK代码示例如下。

Java
将IP“1.1.1.1”和“2.2.2.2”加入到指定防护策略的白名单。

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v1.region.AadRegion;
import com.huaweicloud.sdk.aad.v1.*;
import com.huaweicloud.sdk.aad.v1.model.*;

import java.util.List;
import java.util.ArrayList;

public class AddPolicyBlackAndWhiteIpListSolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");

        ICredential auth = new GlobalCredentials()
                .withAk(ak)
                .withSk(sk);

        AadClient client = AadClient.newBuilder()
                .withCredential(auth)
                .withRegion(AadRegion.valueOf("<YOUR REGION>"))
                .build();
        AddPolicyBlackAndWhiteIpListRequest request = new AddPolicyBlackAndWhiteIpListRequest();
        request.withPolicyId("{policy_id}");
        BlackWhiteIpRequestBody body = new BlackWhiteIpRequestBody();
        List<String> listbodyIpList = new ArrayList<>();
        listbodyIpList.add("1.1.1.1");
        listbodyIpList.add("2.2.2.2");
        body.withIpList(listbodyIpList);
        body.withType(BlackWhiteIpRequestBody.TypeEnum.fromValue("white"));
        request.withBody(body);
        try {
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            AddPolicyBlackAndWhiteIpListResponse response = client.addPolicyBlackAndWhiteIpList(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}

Python
将IP“1.1.1.1”和“2.2.2.2”加入到指定防护策略的白名单。

# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v1.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkaad.v1 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]

    credentials = GlobalCredentials(ak, sk)

    client = AadClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AadRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = AddPolicyBlackAndWhiteIpListRequest()
        request.policy_id = "{policy_id}"
        listIpListbody = [
            "1.1.1.1",
            "2.2.2.2"
        ]
        request.body = BlackWhiteIpRequestBody(
            ip_list=listIpListbody,
            type="white"
        )
        response = client.add_policy_black_and_white_ip_list(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go
将IP“1.1.1.1”和“2.2.2.2”加入到指定防护策略的白名单。

package main
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import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
    aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")

    auth, err := global.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    hcClient, err := aad.AadClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    client := aad.NewAadClient(hcClient)

    request := &model.AddPolicyBlackAndWhiteIpListRequest{}
    request.PolicyId = "{policy_id}"
    var listIpListbody = []string{
        "1.1.1.1",
        "2.2.2.2",
    }
    request.Body = &model.BlackWhiteIpRequestBody{
        IpList: listIpListbody,
        Type: model.GetBlackWhiteIpRequestBodyTypeEnum().WHITE,
    }
    response, err := client.AddPolicyBlackAndWhiteIpList(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。
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状态码

状态码 描述

200 OK

401 Unauthorized

403 Forbidden

404 Not Found

 

错误码

请参见错误码。

5.4.7 策略删除黑白名单 - DeletePolicyBlackAndWhiteIpList

功能介绍

策略删除黑白名单

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，需具备如下身份策略权限。

授权项 访问
级别

资源类型
（*为必
须）

条件键 别名 依赖的授权
项

cnad:black
WhiteIpList:
delete

Write - - - -

 

URI
POST /v1/cnad/policies/{policy_id}/ip-list/delete
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表 5-67 路径参数

参数 是否必选 参数类型 描述

policy_id 是 String 策略id

 

请求参数

表 5-68 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String 用户Token。
通过调用IAM服务获取用户
Token接口获取（响应消息头中
X-Subject-Token的值）。

Content-Type 是 String Content-Type

 

表 5-69 请求 Body 参数

参数 是否必选 参数类型 描述

type 是 String 类型。white：白名单，black：
黑名单

ip_list 是 Array of
strings

ip列表

 

响应参数

状态码：200

OK

无

请求示例

将IP“1.1.1.1”和“2.2.2.2”从指定防护策略的白名单中删除。

POST https://{endpoint}/v1/cnad/policies/{policy_id}/ip-list/delete

{
  "type" : "white",
  "ip_list" : [ "1.1.1.1", "2.2.2.2" ]
}

响应示例

无
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SDK 代码示例

SDK代码示例如下。

Java

将IP“1.1.1.1”和“2.2.2.2”从指定防护策略的白名单中删除。

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v1.region.AadRegion;
import com.huaweicloud.sdk.aad.v1.*;
import com.huaweicloud.sdk.aad.v1.model.*;

import java.util.List;
import java.util.ArrayList;

public class DeletePolicyBlackAndWhiteIpListSolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");

        ICredential auth = new GlobalCredentials()
                .withAk(ak)
                .withSk(sk);

        AadClient client = AadClient.newBuilder()
                .withCredential(auth)
                .withRegion(AadRegion.valueOf("<YOUR REGION>"))
                .build();
        DeletePolicyBlackAndWhiteIpListRequest request = new DeletePolicyBlackAndWhiteIpListRequest();
        request.withPolicyId("{policy_id}");
        BlackWhiteIpRequestBody body = new BlackWhiteIpRequestBody();
        List<String> listbodyIpList = new ArrayList<>();
        listbodyIpList.add("1.1.1.1");
        listbodyIpList.add("2.2.2.2");
        body.withIpList(listbodyIpList);
        body.withType(BlackWhiteIpRequestBody.TypeEnum.fromValue("white"));
        request.withBody(body);
        try {
            DeletePolicyBlackAndWhiteIpListResponse response = 
client.deletePolicyBlackAndWhiteIpList(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}
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Python

将IP“1.1.1.1”和“2.2.2.2”从指定防护策略的白名单中删除。

# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v1.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkaad.v1 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]

    credentials = GlobalCredentials(ak, sk)

    client = AadClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AadRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = DeletePolicyBlackAndWhiteIpListRequest()
        request.policy_id = "{policy_id}"
        listIpListbody = [
            "1.1.1.1",
            "2.2.2.2"
        ]
        request.body = BlackWhiteIpRequestBody(
            ip_list=listIpListbody,
            type="white"
        )
        response = client.delete_policy_black_and_white_ip_list(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go

将IP“1.1.1.1”和“2.2.2.2”从指定防护策略的白名单中删除。

package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
    aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
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    sk := os.Getenv("CLOUD_SDK_SK")

    auth, err := global.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    hcClient, err := aad.AadClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    client := aad.NewAadClient(hcClient)

    request := &model.DeletePolicyBlackAndWhiteIpListRequest{}
    request.PolicyId = "{policy_id}"
    var listIpListbody = []string{
        "1.1.1.1",
        "2.2.2.2",
    }
    request.Body = &model.BlackWhiteIpRequestBody{
        IpList: listIpListbody,
        Type: model.GetBlackWhiteIpRequestBodyTypeEnum().WHITE,
    }
    response, err := client.DeletePolicyBlackAndWhiteIpList(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。

状态码

状态码 描述

200 OK

401 Unauthorized

403 Forbidden

404 Not Found

 

错误码

请参见错误码。
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5.4.8 策略绑定防护对象 - AssociateIpToPolicy

功能介绍

策略绑定防护对象

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，需具备如下身份策略权限。

授权项 访问
级别

资源类型
（*为必
须）

条件键 别名 依赖的授权
项

cnad:bindP
olicy:create

Write - - - -

 

URI

POST /v1/cnad/policies/{policy_id}/bind

表 5-70 路径参数

参数 是否必选 参数类型 描述

policy_id 是 String 策略id

 

请求参数

表 5-71 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String 用户Token。
通过调用IAM服务获取用户
Token接口获取（响应消息头中
X-Subject-Token的值）。

Content-Type 是 String Content-Type
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表 5-72 请求 Body 参数

参数 是否必选 参数类型 描述

package_id 是 String 实例id

id_list 是 Array of
strings

防护ip的id列表

 

响应参数

状态码：200

OK

无

请求示例

为ID为634f346e-a291-4124-a6be-ac57e6152463的实例下指定防护策略绑定防护ID
为“634f346e-a291-4124-a6be-ac57e6152464”的IP。

POST https://{endpoint}/v1/cnad/policies/{policy_id}/bind

{
  "package_id" : "634f346e-a291-4124-a6be-ac57e6152463",
  "id_list" : [ "634f346e-a291-4124-a6be-ac57e6152464" ]
}

响应示例

无

SDK 代码示例

SDK代码示例如下。

Java
为ID为634f346e-a291-4124-a6be-ac57e6152463的实例下指定防护策略绑定防护ID
为“634f346e-a291-4124-a6be-ac57e6152464”的IP。

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v1.region.AadRegion;
import com.huaweicloud.sdk.aad.v1.*;
import com.huaweicloud.sdk.aad.v1.model.*;

import java.util.List;
import java.util.ArrayList;

public class AssociateIpToPolicySolution {

    public static void main(String[] args) {
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        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");

        ICredential auth = new GlobalCredentials()
                .withAk(ak)
                .withSk(sk);

        AadClient client = AadClient.newBuilder()
                .withCredential(auth)
                .withRegion(AadRegion.valueOf("<YOUR REGION>"))
                .build();
        AssociateIpToPolicyRequest request = new AssociateIpToPolicyRequest();
        request.withPolicyId("{policy_id}");
        IpBindingBody body = new IpBindingBody();
        List<String> listbodyIdList = new ArrayList<>();
        listbodyIdList.add("634f346e-a291-4124-a6be-ac57e6152464");
        body.withIdList(listbodyIdList);
        body.withPackageId("634f346e-a291-4124-a6be-ac57e6152463");
        request.withBody(body);
        try {
            AssociateIpToPolicyResponse response = client.associateIpToPolicy(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}

Python
为ID为634f346e-a291-4124-a6be-ac57e6152463的实例下指定防护策略绑定防护ID
为“634f346e-a291-4124-a6be-ac57e6152464”的IP。
# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v1.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkaad.v1 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]

    credentials = GlobalCredentials(ak, sk)

    client = AadClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AadRegion.value_of("<YOUR REGION>")) \
        .build()
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    try:
        request = AssociateIpToPolicyRequest()
        request.policy_id = "{policy_id}"
        listIdListbody = [
            "634f346e-a291-4124-a6be-ac57e6152464"
        ]
        request.body = IpBindingBody(
            id_list=listIdListbody,
            package_id="634f346e-a291-4124-a6be-ac57e6152463"
        )
        response = client.associate_ip_to_policy(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go
为ID为634f346e-a291-4124-a6be-ac57e6152463的实例下指定防护策略绑定防护ID
为“634f346e-a291-4124-a6be-ac57e6152464”的IP。
package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
    aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")

    auth, err := global.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    hcClient, err := aad.AadClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    client := aad.NewAadClient(hcClient)

    request := &model.AssociateIpToPolicyRequest{}
    request.PolicyId = "{policy_id}"
    var listIdListbody = []string{
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        "634f346e-a291-4124-a6be-ac57e6152464",
    }
    request.Body = &model.IpBindingBody{
        IdList: listIdListbody,
        PackageId: "634f346e-a291-4124-a6be-ac57e6152463",
    }
    response, err := client.AssociateIpToPolicy(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。

状态码

状态码 描述

200 OK

401 Unauthorized

403 Forbidden

404 Not Found

 

错误码

请参见错误码。

5.4.9 策略和实例绑定防护对象 - AssociateIpToPolicyAndPackage

功能介绍

策略和实例绑定防护对象

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，当前API调用无需身份策略权限。
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URI
POST /v3/cnad/policies/{policy_id}/bind

表 5-73 路径参数

参数 是否必选 参数类型 描述

policy_id 是 String 策略id

 

请求参数

表 5-74 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String 用户Token。
通过调用IAM服务获取用户
Token接口获取（响应消息头中
X-Subject-Token的值）。

Content-Type 是 String Content-Type

 

表 5-75 请求 Body 参数

参数 是否必选 参数类型 描述

ip_list 是 Array of
strings

防护ip列表

 

响应参数

状态码：200

OK

无

请求示例

将IP为“1.1.1.1”的IP从指定防护策略中绑定，同时也将加入策略对应的实例中。

POST https://{endpoint}/v3/cnad/policies/{policy_id}/bind

{
  "ip_list" : [ "1.1.1.1" ]
}

响应示例

无
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SDK 代码示例

SDK代码示例如下。

Java
将IP为“1.1.1.1”的IP从指定防护策略中绑定，同时也将加入策略对应的实例中。

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v1.region.AadRegion;
import com.huaweicloud.sdk.aad.v1.*;
import com.huaweicloud.sdk.aad.v1.model.*;

import java.util.List;
import java.util.ArrayList;

public class AssociateIpToPolicyAndPackageSolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");

        ICredential auth = new GlobalCredentials()
                .withAk(ak)
                .withSk(sk);

        AadClient client = AadClient.newBuilder()
                .withCredential(auth)
                .withRegion(AadRegion.valueOf("<YOUR REGION>"))
                .build();
        AssociateIpToPolicyAndPackageRequest request = new AssociateIpToPolicyAndPackageRequest();
        request.withPolicyId("{policy_id}");
        IpBindingV3Body body = new IpBindingV3Body();
        List<String> listbodyIpList = new ArrayList<>();
        listbodyIpList.add("1.1.1.1");
        body.withIpList(listbodyIpList);
        request.withBody(body);
        try {
            AssociateIpToPolicyAndPackageResponse response = client.associateIpToPolicyAndPackage(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}

Python
将IP为“1.1.1.1”的IP从指定防护策略中绑定，同时也将加入策略对应的实例中。
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# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v1.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkaad.v1 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]

    credentials = GlobalCredentials(ak, sk)

    client = AadClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AadRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = AssociateIpToPolicyAndPackageRequest()
        request.policy_id = "{policy_id}"
        listIpListbody = [
            "1.1.1.1"
        ]
        request.body = IpBindingV3Body(
            ip_list=listIpListbody
        )
        response = client.associate_ip_to_policy_and_package(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go
将IP为“1.1.1.1”的IP从指定防护策略中绑定，同时也将加入策略对应的实例中。

package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
    aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")

    auth, err := global.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        SafeBuild()
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    if err != nil {
        fmt.Println(err)
        return
    }

    hcClient, err := aad.AadClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    client := aad.NewAadClient(hcClient)

    request := &model.AssociateIpToPolicyAndPackageRequest{}
    request.PolicyId = "{policy_id}"
    var listIpListbody = []string{
        "1.1.1.1",
    }
    request.Body = &model.IpBindingV3Body{
        IpList: listIpListbody,
    }
    response, err := client.AssociateIpToPolicyAndPackage(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。

状态码

状态码 描述

200 OK

401 Unauthorized

403 Forbidden

404 Not Found

 

错误码

请参见错误码。

5.4.10 策略解绑防护对象 - DisassociateIpFromPolicy

功能介绍

策略解绑防护对象
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调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，需具备如下身份策略权限。

授权项 访问
级别

资源类型
（*为必
须）

条件键 别名 依赖的授权
项

cnad:policy:
unbind

Write - - cnad:unbin
dPolicy:crea
te

-

 

URI

POST /v1/cnad/policies/{policy_id}/unbind

表 5-76 路径参数

参数 是否必选 参数类型 描述

policy_id 是 String 策略id

 

请求参数

表 5-77 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String 用户Token。
通过调用IAM服务获取用户
Token接口获取（响应消息头中
X-Subject-Token的值）。

Content-Type 是 String Content-Type

 

表 5-78 请求 Body 参数

参数 是否必选 参数类型 描述

package_id 是 String 实例id
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参数 是否必选 参数类型 描述

id_list 是 Array of
strings

防护ip的id列表

 

响应参数

状态码：200

OK

无

请求示例

将ID为“634f346e-a291-4124-a6be-ac57e6152463”的实例下指定防护策略中绑定
的ID为“634f346e-a291-4124-a6be-ac57e6152464”的防护IP解除绑定。

POST https://{endpoint}/v1/cnad/policies/{policy_id}/unbind

{
  "package_id" : "634f346e-a291-4124-a6be-ac57e6152463",
  "id_list" : [ "634f346e-a291-4124-a6be-ac57e6152464" ]
}

响应示例

无

SDK 代码示例

SDK代码示例如下。

Java
将ID为“634f346e-a291-4124-a6be-ac57e6152463”的实例下指定防护策略中绑定
的ID为“634f346e-a291-4124-a6be-ac57e6152464”的防护IP解除绑定。

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v1.region.AadRegion;
import com.huaweicloud.sdk.aad.v1.*;
import com.huaweicloud.sdk.aad.v1.model.*;

import java.util.List;
import java.util.ArrayList;

public class DisassociateIpFromPolicySolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
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this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");

        ICredential auth = new GlobalCredentials()
                .withAk(ak)
                .withSk(sk);

        AadClient client = AadClient.newBuilder()
                .withCredential(auth)
                .withRegion(AadRegion.valueOf("<YOUR REGION>"))
                .build();
        DisassociateIpFromPolicyRequest request = new DisassociateIpFromPolicyRequest();
        request.withPolicyId("{policy_id}");
        IpBindingBody body = new IpBindingBody();
        List<String> listbodyIdList = new ArrayList<>();
        listbodyIdList.add("634f346e-a291-4124-a6be-ac57e6152464");
        body.withIdList(listbodyIdList);
        body.withPackageId("634f346e-a291-4124-a6be-ac57e6152463");
        request.withBody(body);
        try {
            DisassociateIpFromPolicyResponse response = client.disassociateIpFromPolicy(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}

Python
将ID为“634f346e-a291-4124-a6be-ac57e6152463”的实例下指定防护策略中绑定
的ID为“634f346e-a291-4124-a6be-ac57e6152464”的防护IP解除绑定。

# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v1.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkaad.v1 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]

    credentials = GlobalCredentials(ak, sk)

    client = AadClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AadRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = DisassociateIpFromPolicyRequest()
        request.policy_id = "{policy_id}"
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        listIdListbody = [
            "634f346e-a291-4124-a6be-ac57e6152464"
        ]
        request.body = IpBindingBody(
            id_list=listIdListbody,
            package_id="634f346e-a291-4124-a6be-ac57e6152463"
        )
        response = client.disassociate_ip_from_policy(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go
将ID为“634f346e-a291-4124-a6be-ac57e6152463”的实例下指定防护策略中绑定
的ID为“634f346e-a291-4124-a6be-ac57e6152464”的防护IP解除绑定。

package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
    aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")

    auth, err := global.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    hcClient, err := aad.AadClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    client := aad.NewAadClient(hcClient)

    request := &model.DisassociateIpFromPolicyRequest{}
    request.PolicyId = "{policy_id}"
    var listIdListbody = []string{
        "634f346e-a291-4124-a6be-ac57e6152464",
    }
    request.Body = &model.IpBindingBody{
        IdList: listIdListbody,
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        PackageId: "634f346e-a291-4124-a6be-ac57e6152463",
    }
    response, err := client.DisassociateIpFromPolicy(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。

状态码

状态码 描述

200 OK

401 Unauthorized

403 Forbidden

404 Not Found

 

错误码

请参见错误码。

5.4.11 策略和实例解绑防护对象 -
DisassociateIpFromPolicyAndPackage

功能介绍

策略和实例解绑防护对象

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，当前API调用无需身份策略权限。

URI
POST /v3/cnad/policies/{policy_id}/unbind
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表 5-79 路径参数

参数 是否必选 参数类型 描述

policy_id 是 String 策略id

 

请求参数

表 5-80 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String 用户Token。
通过调用IAM服务获取用户
Token接口获取（响应消息头中
X-Subject-Token的值）。

Content-Type 是 String Content-Type

 

表 5-81 请求 Body 参数

参数 是否必选 参数类型 描述

ip_list 是 Array of
strings

防护ip列表

 

响应参数

状态码：200

OK

无

请求示例

将IP为“1.1.1.1”的IP从指定防护策略中解除绑定，同时也将从策略对应的实例中移
除。

POST https://{endpoint}/v3/cnad/policies/{policy_id}/unbind

{
  "ip_list" : [ "1.1.1.1" ]
}

响应示例

无
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SDK 代码示例

SDK代码示例如下。

Java

将IP为“1.1.1.1”的IP从指定防护策略中解除绑定，同时也将从策略对应的实例中移
除。

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v1.region.AadRegion;
import com.huaweicloud.sdk.aad.v1.*;
import com.huaweicloud.sdk.aad.v1.model.*;

import java.util.List;
import java.util.ArrayList;

public class DisassociateIpFromPolicyAndPackageSolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");

        ICredential auth = new GlobalCredentials()
                .withAk(ak)
                .withSk(sk);

        AadClient client = AadClient.newBuilder()
                .withCredential(auth)
                .withRegion(AadRegion.valueOf("<YOUR REGION>"))
                .build();
        DisassociateIpFromPolicyAndPackageRequest request = new 
DisassociateIpFromPolicyAndPackageRequest();
        request.withPolicyId("{policy_id}");
        IpBindingV3Body body = new IpBindingV3Body();
        List<String> listbodyIpList = new ArrayList<>();
        listbodyIpList.add("1.1.1.1");
        body.withIpList(listbodyIpList);
        request.withBody(body);
        try {
            DisassociateIpFromPolicyAndPackageResponse response = 
client.disassociateIpFromPolicyAndPackage(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}
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Python
将IP为“1.1.1.1”的IP从指定防护策略中解除绑定，同时也将从策略对应的实例中移
除。

# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v1.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkaad.v1 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]

    credentials = GlobalCredentials(ak, sk)

    client = AadClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AadRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = DisassociateIpFromPolicyAndPackageRequest()
        request.policy_id = "{policy_id}"
        listIpListbody = [
            "1.1.1.1"
        ]
        request.body = IpBindingV3Body(
            ip_list=listIpListbody
        )
        response = client.disassociate_ip_from_policy_and_package(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go
将IP为“1.1.1.1”的IP从指定防护策略中解除绑定，同时也将从策略对应的实例中移
除。

package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
    aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
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    sk := os.Getenv("CLOUD_SDK_SK")

    auth, err := global.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    hcClient, err := aad.AadClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    client := aad.NewAadClient(hcClient)

    request := &model.DisassociateIpFromPolicyAndPackageRequest{}
    request.PolicyId = "{policy_id}"
    var listIpListbody = []string{
        "1.1.1.1",
    }
    request.Body = &model.IpBindingV3Body{
        IpList: listIpListbody,
    }
    response, err := client.DisassociateIpFromPolicyAndPackage(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。

状态码

状态码 描述

200 OK

401 Unauthorized

403 Forbidden

404 Not Found

 

错误码

请参见错误码。
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5.5 DDoS 原生高级防护-防护对象管理

5.5.1 查询防护对象列表 - ListProtectedIp

功能介绍

查询防护对象列表

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，需具备如下身份策略权限。

授权项 访问
级别

资源类型
（*为必
须）

条件键 别名 依赖的授权
项

cnad:protec
tedIp:list

List - - - -

 

URI

GET /v1/cnad/protected-ips

表 5-82 Query 参数

参数 是否必选 参数类型 描述

offset 否 Integer 开始查询的偏移量,默认值:0

limit 否 Integer 每页显示的条目数量,默认
值:2000

package_id 否 String 实例id

policy_id 否 String 策略id

ip 否 String 防护ip

tag 否 String 本地标签
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请求参数

表 5-83 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String 用户Token。
通过调用IAM服务获取用户
Token接口获取（响应消息头中
X-Subject-Token的值）。

Content-Type 是 String Content-Type

 

响应参数

状态码：200

表 5-84 响应 Body 参数

参数 参数类型 描述

total Integer 总数

items Array of
ProtectedIpRespo
nse objects

防护ip列表

 

表 5-85 ProtectedIpResponse

参数 参数类型 描述

id String 防护IP的Id

ip String 防护IP

type String 类型。VPN：VPN；NAT：NAT；VIP：
VIP；CCI：CCI；EIP：弹性公网IP；
ELB：弹性负载均衡；REROUTING_IP：
REROUTING_IP；SubEni：SubEni；
NetInterFace：NetInterFace；

name String 名字

status Integer 状态：0 - 正常， 1 - 清洗中， 2 - 黑洞
中

status_detail IpStatusDetail
object

封堵信息

policy_name String 策略名

region String 所属region
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参数 参数类型 描述

package_id String 实例id

package_name String 实例名

tags String TMS标签

tag String 本地标签

is_resale Boolean 默认false，表示是否转售版的IP，不需
要展示策略和报表

package_version String package_version。cnad_pro：全力防基
础版；cnad_ip：标准版；
cnad_full_high：全力防高级版；
cnad_v2：原生防护2.0；cnad_vic：按需
版

 

表 5-86 IpStatusDetail

参数 参数类型 描述

block_time Long 封堵时间

unblock_time Long 解封时间

 

请求示例

无

响应示例

状态码：200

OK

{
  "items" : [ {
    "id" : "7f0e3af2-455a-4a47-b95c-49137794f0c5",
    "ip" : "100.85.222.60",
    "is_resale" : false,
    "package_id" : "17f8f630-0714-4b3a-aedf-3983d7b98124",
    "package_name" : "kxnkxn99",
    "package_version" : "cnad_ip",
    "policy_name" : "tesy",
    "region" : "cn-north-7",
    "status" : 0,
    "type" : "EIP"
  } ],
  "total" : 1
}

SDK 代码示例

SDK代码示例如下。
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Java
package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v1.region.AadRegion;
import com.huaweicloud.sdk.aad.v1.*;
import com.huaweicloud.sdk.aad.v1.model.*;

public class ListProtectedIpSolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");

        ICredential auth = new GlobalCredentials()
                .withAk(ak)
                .withSk(sk);

        AadClient client = AadClient.newBuilder()
                .withCredential(auth)
                .withRegion(AadRegion.valueOf("<YOUR REGION>"))
                .build();
        ListProtectedIpRequest request = new ListProtectedIpRequest();
        try {
            ListProtectedIpResponse response = client.listProtectedIp(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}

Python
# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v1.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkaad.v1 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]
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    credentials = GlobalCredentials(ak, sk)

    client = AadClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AadRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = ListProtectedIpRequest()
        response = client.list_protected_ip(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go
package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
    aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")

    auth, err := global.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    hcClient, err := aad.AadClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    client := aad.NewAadClient(hcClient)

    request := &model.ListProtectedIpRequest{}
    response, err := client.ListProtectedIp(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
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    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。

状态码

状态码 描述

200 OK

401 Unauthorized

403 Forbidden

404 Not Found

 

错误码

请参见错误码。

5.5.2 防护对象设置标签 - UpdateTagForProtectedIp

功能介绍

防护对象设置标签

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，需具备如下身份策略权限。

授权项 访问
级别

资源类型
（*为必
须）

条件键 别名 依赖的授权
项

cnad:ipTag:
put

Write - - - -

 

URI
PUT /v1/cnad/protected-ips/tags
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请求参数

表 5-87 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String 用户Token。
通过调用IAM服务获取用户
Token接口获取（响应消息头中
X-Subject-Token的值）。

Content-Type 是 String Content-Type

 

表 5-88 请求 Body 参数

参数 是否必选 参数类型 描述

id 是 String 防护ip的id

tag 是 String 本地标签

 

响应参数

状态码：200

OK

无

请求示例

将ID为“79189f77-bc57-46ff-a69d-17168d95c970”的防护IP的标签设置为
“test”。

PUT https://{endpoint}/v1/cnad/protected-ips/tags

{
  "id" : "79189f77-bc57-46ff-a69d-17168d95c970",
  "tag" : "test"
}

响应示例

无

SDK 代码示例

SDK代码示例如下。

Java
将ID为“79189f77-bc57-46ff-a69d-17168d95c970”的防护IP的标签设置为
“test”。
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package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v1.region.AadRegion;
import com.huaweicloud.sdk.aad.v1.*;
import com.huaweicloud.sdk.aad.v1.model.*;

public class UpdateTagForProtectedIpSolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");

        ICredential auth = new GlobalCredentials()
                .withAk(ak)
                .withSk(sk);

        AadClient client = AadClient.newBuilder()
                .withCredential(auth)
                .withRegion(AadRegion.valueOf("<YOUR REGION>"))
                .build();
        UpdateTagForProtectedIpRequest request = new UpdateTagForProtectedIpRequest();
        UpdateProtectedIpBody body = new UpdateProtectedIpBody();
        body.withTag("test");
        body.withId("79189f77-bc57-46ff-a69d-17168d95c970");
        request.withBody(body);
        try {
            UpdateTagForProtectedIpResponse response = client.updateTagForProtectedIp(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}

Python
将ID为“79189f77-bc57-46ff-a69d-17168d95c970”的防护IP的标签设置为
“test”。

# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v1.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkaad.v1 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
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variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]

    credentials = GlobalCredentials(ak, sk)

    client = AadClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AadRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = UpdateTagForProtectedIpRequest()
        request.body = UpdateProtectedIpBody(
            tag="test",
            id="79189f77-bc57-46ff-a69d-17168d95c970"
        )
        response = client.update_tag_for_protected_ip(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go
将ID为“79189f77-bc57-46ff-a69d-17168d95c970”的防护IP的标签设置为
“test”。

package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
    aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")

    auth, err := global.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    hcClient, err := aad.AadClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()

    if err != nil {
        fmt.Println(err)
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        return
    }

    client := aad.NewAadClient(hcClient)

    request := &model.UpdateTagForProtectedIpRequest{}
    request.Body = &model.UpdateProtectedIpBody{
        Tag: "test",
        Id: "79189f77-bc57-46ff-a69d-17168d95c970",
    }
    response, err := client.UpdateTagForProtectedIp(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。

状态码

状态码 描述

200 OK

401 Unauthorized

403 Forbidden

404 Not Found

 

错误码

请参见错误码。

5.6 DDoS 原生高级防护-概览管理

5.6.1 设置日志配置 - UpdateLtsConfig

功能介绍

设置日志配置

调用方法

请参见如何调用API。

DDoS 防护 AAD
API 参考 5 DDoS 原生高级防护 API

文档版本 12 (2026-07-02) 版权所有 © 华为技术有限公司 219

https://console.huaweicloud.com/apiexplorer/#/openapi/AAD/sdk?api=UpdateTagForProtectedIp


授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，当前API调用无需身份策略权限。

URI

PUT /v1/cnad/config/lts

表 5-89 Query 参数

参数 是否必选 参数类型 描述

enterprise_pro
ject_id

否 String 企业项目id

 

请求参数

表 5-90 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String 用户Token。
通过调用IAM服务获取用户
Token接口获取（响应消息头中
X-Subject-Token的值）。

Content-Type 是 String Content-Type

 

表 5-91 请求 Body 参数

参数 是否必选 参数类型 描述

enabled 是 Boolean 日志配置开关

lts_id_info 否 lts_id_info
object

日志配置信息

 

表 5-92 lts_id_info

参数 是否必选 参数类型 描述

eps_id 是 String 企业项目id

region 是 String region
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参数 是否必选 参数类型 描述

lts_group_id 是 String 日志组id

lts_attack_stre
am_id

是 String 日志流id

 

响应参数

状态码：200

OK

无

请求示例

将ID为“189f7711-bc57-46ff-a69d-17168d95c970”的LTS日志流作为记录DDoS攻击
日志的日志流。

PUT https://{endpoint}/v1/cnad/config/lts

{
  "enabled" : true,
  "lts_id_info" : {
    "eps_id" : 0,
    "region" : "cn-test-1",
    "lts_group_id" : "9189f77-bc57-46ff-a69d-17168d95c970",
    "lts_attack_stream_id" : "189f7711-bc57-46ff-a69d-17168d95c970"
  }
}

响应示例

无

SDK 代码示例

SDK代码示例如下。

Java
将ID为“189f7711-bc57-46ff-a69d-17168d95c970”的LTS日志流作为记录DDoS攻击
日志的日志流。

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v1.region.AadRegion;
import com.huaweicloud.sdk.aad.v1.*;
import com.huaweicloud.sdk.aad.v1.model.*;

public class UpdateLtsConfigSolution {
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    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");

        ICredential auth = new GlobalCredentials()
                .withAk(ak)
                .withSk(sk);

        AadClient client = AadClient.newBuilder()
                .withCredential(auth)
                .withRegion(AadRegion.valueOf("<YOUR REGION>"))
                .build();
        UpdateLtsConfigRequest request = new UpdateLtsConfigRequest();
        UpdateLtsConfigRequestBody body = new UpdateLtsConfigRequestBody();
        UpdateLtsConfigRequestBodyLtsIdInfo ltsIdInfobody = new UpdateLtsConfigRequestBodyLtsIdInfo();
        ltsIdInfobody.withEpsId("0")
            .withRegion("cn-test-1")
            .withLtsGroupId("9189f77-bc57-46ff-a69d-17168d95c970")
            .withLtsAttackStreamId("189f7711-bc57-46ff-a69d-17168d95c970");
        body.withLtsIdInfo(ltsIdInfobody);
        body.withEnabled(true);
        request.withBody(body);
        try {
            UpdateLtsConfigResponse response = client.updateLtsConfig(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}

Python
将ID为“189f7711-bc57-46ff-a69d-17168d95c970”的LTS日志流作为记录DDoS攻击
日志的日志流。

# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v1.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkaad.v1 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]

    credentials = GlobalCredentials(ak, sk)

    client = AadClient.new_builder() \
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        .with_credentials(credentials) \
        .with_region(AadRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = UpdateLtsConfigRequest()
        ltsIdInfobody = UpdateLtsConfigRequestBodyLtsIdInfo(
            eps_id="0",
            region="cn-test-1",
            lts_group_id="9189f77-bc57-46ff-a69d-17168d95c970",
            lts_attack_stream_id="189f7711-bc57-46ff-a69d-17168d95c970"
        )
        request.body = UpdateLtsConfigRequestBody(
            lts_id_info=ltsIdInfobody,
            enabled=True
        )
        response = client.update_lts_config(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go
将ID为“189f7711-bc57-46ff-a69d-17168d95c970”的LTS日志流作为记录DDoS攻击
日志的日志流。

package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
    aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")

    auth, err := global.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    hcClient, err := aad.AadClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }
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    client := aad.NewAadClient(hcClient)

    request := &model.UpdateLtsConfigRequest{}
    ltsIdInfobody := &model.UpdateLtsConfigRequestBodyLtsIdInfo{
        EpsId: "0",
        Region: "cn-test-1",
        LtsGroupId: "9189f77-bc57-46ff-a69d-17168d95c970",
        LtsAttackStreamId: "189f7711-bc57-46ff-a69d-17168d95c970",
    }
    request.Body = &model.UpdateLtsConfigRequestBody{
        LtsIdInfo: ltsIdInfobody,
        Enabled: true,
    }
    response, err := client.UpdateLtsConfig(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。

状态码

状态码 描述

200 OK

401 Unauthorized

403 Forbidden

404 Not Found

 

错误码

请参见错误码。

5.6.2 查询日志配置 - ShowLtsConfig

功能介绍

查询日志配置

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。
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● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，当前API调用无需身份策略权限。

URI

GET /v1/cnad/config/lts

表 5-93 Query 参数

参数 是否必选 参数类型 描述

enterprise_pro
ject_id

否 String 企业项目id

 

请求参数

表 5-94 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String 用户Token。
通过调用IAM服务获取用户
Token接口获取（响应消息头中
X-Subject-Token的值）。

Content-Type 是 String Content-Type

 

响应参数

状态码：200

表 5-95 响应 Body 参数

参数 参数类型 描述

enabled Boolean 日志配置开关

lts_id_info lts_id_info object 日志配置信息

 

表 5-96 lts_id_info

参数 参数类型 描述

eps_id String 企业项目id

region String region

lts_group_id String 日志组id
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参数 参数类型 描述

lts_attack_stream_
id

String 日志流id

 

请求示例

无

响应示例

状态码：200

OK

{
  "enabled" : true,
  "lts_id_info" : {
    "eps_id" : "0",
    "lts_attack_stream_id" : "5198b9c9-xxxx-xxxx-xxxx-176edfec83b1",
    "lts_group_id" : "3f664a8c-xxxx-xxxx-xxxx-f5e11dd8b7a1",
    "region" : "cn-north-4"
  }
}

SDK 代码示例

SDK代码示例如下。

Java
package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v1.region.AadRegion;
import com.huaweicloud.sdk.aad.v1.*;
import com.huaweicloud.sdk.aad.v1.model.*;

public class ShowLtsConfigSolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");

        ICredential auth = new GlobalCredentials()
                .withAk(ak)
                .withSk(sk);

        AadClient client = AadClient.newBuilder()
                .withCredential(auth)
                .withRegion(AadRegion.valueOf("<YOUR REGION>"))
                .build();

DDoS 防护 AAD
API 参考 5 DDoS 原生高级防护 API

文档版本 12 (2026-07-02) 版权所有 © 华为技术有限公司 226



        ShowLtsConfigRequest request = new ShowLtsConfigRequest();
        try {
            ShowLtsConfigResponse response = client.showLtsConfig(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}

Python
# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v1.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkaad.v1 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]

    credentials = GlobalCredentials(ak, sk)

    client = AadClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AadRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = ShowLtsConfigRequest()
        response = client.show_lts_config(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go
package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
    aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
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variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")

    auth, err := global.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    hcClient, err := aad.AadClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    client := aad.NewAadClient(hcClient)

    request := &model.ShowLtsConfigRequest{}
    response, err := client.ShowLtsConfig(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。

状态码

状态码 描述

200 OK

401 Unauthorized

403 Forbidden

404 Not Found

 

错误码

请参见错误码。
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6 DDoS 高防 API

6.1 DDoS 高防-概览

6.1.1 查询流量峰值、攻击计数 - ListPeak

功能介绍

查询流量峰值、攻击计数

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，需具备如下身份策略权限。

授权项 访问
级别

资源类型
（*为必
须）

条件键 别名 依赖的授权
项

aad:dashbo
ard:get

Read - - - -

 

URI

GET /v1/aad/instances/{instance_id}/{ip}/ddos-statistics
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表 6-1 路径参数

参数 是否必选 参数类型 描述

instance_id 是 String 实例Id

ip 是 String 单个 IP

 

表 6-2 Query 参数

参数 是否必选 参数类型 描述

start_time 是 String 开始时间，毫秒时间戳

end_time 是 String 结束时间，毫秒时间戳

 

请求参数

表 6-3 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String token

Content-Type 是 String Content-Type

 

响应参数

状态码：200

表 6-4 响应 Body 参数

参数 参数类型 描述

attack_kbps_peak Number 攻击峰值

in_kbps_peak Number 流量峰值

ddos_count Number 攻击次数

timestamp Number 攻击峰值发生时间点

vip String 高防IP

 

请求示例
https://{endpoint}/v1/aad/instances/9ed04c87-xxxx-xxxx-b461-a2922c2912e1/100.xx.xx.xx/ddos-statistics?
start_time=1763026088076&end_time=1763112458076
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响应示例

状态码：200

OK

{
  "attack_kbps_peak" : 200000000,
  "ddos_count" : 24691,
  "in_kbps_peak" : 0,
  "timestamp" : 1671415200000,
  "vip" : "100.xx.xx.xx"
}

SDK 代码示例

SDK代码示例如下。

Java
package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v1.region.AadRegion;
import com.huaweicloud.sdk.aad.v1.*;
import com.huaweicloud.sdk.aad.v1.model.*;

public class ListPeakSolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");

        ICredential auth = new GlobalCredentials()
                .withAk(ak)
                .withSk(sk);

        AadClient client = AadClient.newBuilder()
                .withCredential(auth)
                .withRegion(AadRegion.valueOf("<YOUR REGION>"))
                .build();
        ListPeakRequest request = new ListPeakRequest();
        request.withInstanceId("{instance_id}");
        request.withIp("{ip}");
        try {
            ListPeakResponse response = client.listPeak(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
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        }
    }
}

Python
# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v1.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkaad.v1 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]

    credentials = GlobalCredentials(ak, sk)

    client = AadClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AadRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = ListPeakRequest()
        request.instance_id = "{instance_id}"
        request.ip = "{ip}"
        response = client.list_peak(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go
package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
    aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")

    auth, err := global.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        SafeBuild()

    if err != nil {
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        fmt.Println(err)
        return
    }

    hcClient, err := aad.AadClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    client := aad.NewAadClient(hcClient)

    request := &model.ListPeakRequest{}
    request.InstanceId = "{instance_id}"
    request.Ip = "{ip}"
    response, err := client.ListPeak(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。

状态码

状态码 描述

200 OK

 

错误码

请参见错误码。

6.1.2 带宽曲线 - ListWafBandwidthV2

功能介绍

带宽曲线

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。
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● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，当前API调用无需身份策略权限。

URI

GET /v2/aad/domains/waf-info/flow/bandwidth

表 6-5 Query 参数

参数 是否必选 参数类型 描述

domains 否 String 不传时代表全部域名

value_type 是 String 平均值 mean、峰值 peak

start_time 否 String 开始时间

end_time 否 String 结束时间

recent 否 String 枚举值：
yesterday,today,3days,1week,1
month（昨天，今天，近3天，
近7天，近30天）

与开始结束时间不同时为空

overseas_type 否 Integer 实例类型，0-大陆，1-海外

 

请求参数

表 6-6 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String token

Content-Type 是 String Content-Type

 

响应参数

状态码：200

表 6-7 响应 Body 参数

参数 参数类型 描述

curve Array of Curve
objects

曲线
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表 6-8 Curve

参数 参数类型 描述

in Float 入带宽

out Float 出带宽

time Integer 时间戳

 

请求示例
GET https://{endpoint}/v2/aad/domains/waf-info/flow/bandwidth?
value_type=mean&start_time=1727271941686&end_time=1727358311686

响应示例

状态码：200

OK

{
  "curve" : [ {
    "in" : 0,
    "out" : 0,
    "time" : 1772553600000
  }, {
    "in" : 0,
    "out" : 0,
    "time" : 1772553660000
  } ]
}

状态码

状态码 描述

200 OK

 

错误码

请参见错误码。

6.1.3 查询 DDoS 攻击防护 BPS/PPS 流量 - ListDDoSFlowV2

功能介绍

查询DDoS攻击防护BPS/PPS流量

调用方法

请参见如何调用API。
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授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，当前API调用无需身份策略权限。

URI
GET /v2/aad/instances/{instance_id}/ddos-info/flow

表 6-9 路径参数

参数 是否必选 参数类型 描述

instance_id 是 String 实例ID

 

表 6-10 Query 参数

参数 是否必选 参数类型 描述

ip 是 String 高防IP

type 是 String 请求类型 pps、bps

start_time 是 String 开始时间

end_time 是 String 结束时间

 

请求参数

表 6-11 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String token

Content-Type 是 String Content-Type

 

响应参数

状态码：200
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表 6-12 响应 Body 参数

参数 参数类型 描述

flow_bps Array of FlowBps
objects

当请求type=bps时必返回

flow_pps Array of FlowPps
objects

当请求type=pps时必返回

 

表 6-13 FlowBps

参数 参数类型 描述

utime Integer 数据时间

attack_bps Integer 攻击流量

normal_bps Integer 正常流量

 

表 6-14 FlowPps

参数 参数类型 描述

utime Integer 数据时间

attack_pps Integer 攻击包速率

normal_pps Integer 正常包速率

 

状态码：400

表 6-15 响应 Body 参数

参数 参数类型 描述

error_code String 错误码

error_description String 错误描述

 

请求示例
https://{endpoint}/v2/aad/instances/eac890d4-xxxx-xxxx-xxxx-94dd857e143a/ddos-info/flow?
ip=10.xx.xx.10&type=pps&start_time=1727271941686&end_time=1727358311686

响应示例

状态码：200

OK
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{
  "flow_pps" : [ {
    "utime" : 11,
    "attack_pps" : 47,
    "normal_pps" : 51
  } ]
}

状态码

状态码 描述

200 OK

400 Error response

 

错误码

请参见错误码。

6.1.4 查询攻击事件列表 - ListWafAttackEventV2

功能介绍

查询攻击事件列表

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，当前API调用无需身份策略权限。

URI

GET /v2/aad/domains/waf-info/attack/event

表 6-16 Query 参数

参数 是否必选 参数类型 描述

domains 否 String 不传时代表全部域名

start_time 否 String 开始时间

end_time 否 String 结束时间
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参数 是否必选 参数类型 描述

recent 否 String 枚举值：
yesterday,today,3days,1week,1
month（昨天，今天，近3天，
近7天，近30天）

与时间戳二选一

overseas_type 否 Integer 实例类型，0-大陆，1-海外

sip 否 String 攻击源IP

limit 否 Integer limit

offset 否 Integer offset

 

请求参数

表 6-17 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String token

Content-Type 是 String Content-Type

 

响应参数

状态码：200

表 6-18 响应 Body 参数

参数 参数类型 描述

total Integer total

list Array of
ListWafAttackEv
entlist objects

list

 

表 6-19 ListWafAttackEventlist

参数 参数类型 描述

id String id

domain String 攻击目标域名

time Integer 攻击时间
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参数 参数类型 描述

sip String 攻击源IP

action String 防御动作

url String 攻击url

type String 攻击类型，cc-频率控制,cmdi-命令注入
攻击,anti_crawler-反爬
虫,custom_custom-精准防护,illegal-非
法请求,sqli-SQL注入攻击,lfi-本地文件包
含,robot-爬虫攻击,custom_geoip-区域
封禁,rfi-远程文件包含,vuln-漏洞攻
击,xss-XSS攻击,custom_whiteip-白名
单,custom_whiteblackip-黑白名
单,webshell-WebShell 攻击,leakage-隐
私泄露

backend Backend object 当前后端

 

表 6-20 Backend

参数 参数类型 描述

protocol String 当前后端协议

port Integer 当前后端端口

host String 当前后端 Host 值

 

请求示例

无

响应示例

状态码：200

OK

{
  "list" : [ {
    "action" : "block",
    "backend" : {
      "host" : "1.x.x.1",
      "port" : 443,
      "protocol" : "HTTPS"
    },
    "domain" : "www.yangqi-cc.com",
    "id" : "20-4012b40c5dcd424c5488b53aa01ddfe1",
    "sip" : "10.x.x.37",
    "time" : 1726279906000,
    "type" : "cc",
    "url" : "/opt"
  } ],
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  "total" : 1
}

状态码

状态码 描述

200 OK

 

错误码

请参见错误码。

6.1.5 查询 DDoS 攻击事件列表 - ListDDoSAttackEventV2

功能介绍

查询DDoS攻击事件列表

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，当前API调用无需身份策略权限。

URI

POST /v2/aad/instances/{instance_id}/ddos-info/attack/events

表 6-21 路径参数

参数 是否必选 参数类型 描述

instance_id 是 String 实例id

 

请求参数

表 6-22 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String token
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参数 是否必选 参数类型 描述

Content-Type 是 String Content-Type

 

表 6-23 请求 Body 参数

参数 是否必选 参数类型 描述

start_time 是 String 开始时间

end_time 是 String 结束时间

offset 是 Integer 偏移量

limit 是 Integer 限制条数

ip 是 String IP
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参数 是否必选 参数类型 描述

attack_types 是 Array of
strings

攻击类型,"SYN Flood", "ACK
Flood", "SYN-ACK Flood",
"FIN/RST Flood", "TCP
ConcurConn Flood", "TCP
NewConn Flood", "TCP
Fragment Flood", "TCP
Fragment Flood", "TCP
Bandwidth Overflow", "UDP
Flood", "UDP Fragment
Flood", "UDP Fragment
Flood", "UDP Bandwidth
Overflow", "ICMP Flood",
"Other Protocol Flood", "DstIP
Bandwidth Overflow", "HTTPS
Flood", "HTTP Flood", "DNS
Query Flood", "DNS Reply
Flood", "SIP Flood", "Blacklist
Dropped Traffic", "HTTP
Flood", "TCP Fragment
Abnormal", "TCP Abnormal",
"UDP Fragment Abnormal",
"UDP Abnormal", "ICMP
Abnormal", "Other Protocol
Abnormal", "TCP Connection
Flood", "DNS Domain
Hijacking", "DNS Cache
Poisoning", "DNS Reflection",
"Large DNS Packet", "SrcIP
DNS Query Rate Abnormal",
"SrcIP DNS Response Rate
Abnormal", "DNS Query
Domain Rate Abnormal",
"DNS Response Domain Rate
Abnormal", "DNS TTL
Abnormal", "DNS Malformed",
"DNS Cache Match", "Port
Scanning", "TCP Malformed",
"SrcIP Traffic Overflow", "UDP
Garbage Flood", "DNS
NXDOMAIN Flood", "Other
Flood", "Zone Bandwidth
Overflow", "HTTP Connection
Flood", "Botnets/Trojan
horses/Worms Attack",
"Malicious Domains Attack",
"Filter-rule Dropped Traffic",
"Web Attack", "SrcIP SIP Rate
Abnormal", "Anti-Malware",
"Botnet Traffic", "GeoIP
Dropped Traffic", "DstIP
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参数 是否必选 参数类型 描述

NewConn Rate Limit", "TCP
Traffic Block", "UDP Traffic
Block", "ICMP Traffic Block",
"Other Protocol Traffic Block",
"Host Traffic Over Flow",
"UDP Malformed", "TCP Dport
Traffic Limit", "TCP Dport
Relation Defense", "Filter-rule
Dropped Traffic", "Hardware-
filter-rule Dropped Carpet-
bombing Traffic"

attack_flow_l
ow

是 String 攻击流量最小值

attack_flow_u
p

是 String 攻击流量最大值

attack_status 是 String 攻击状态,attack-攻击;normal-
结束攻击

 

响应参数

状态码：200

表 6-24 响应 Body 参数

参数 参数类型 描述

total Integer total

data Array of
ListDDoSEventDa
ta objects

data

 

表 6-25 ListDDoSEventData

参数 参数类型 描述

zone_ip String 防护IP

start_time String 开始时间

end_time String 结束时间

max_drop_kbps String 攻击流量峰值，单位“kbps”

max_drop_pps String 攻击报文数峰值，单位“pps”

max_in_kbps String 入流量峰值，单位“kbps”
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参数 参数类型 描述

max_in_pps String 入报文数峰值，单位“pps”

attack_types String 攻击类型,"SYN Flood", "ACK Flood",
"SYN-ACK Flood", "FIN/RST Flood",
"TCP ConcurConn Flood", "TCP
NewConn Flood", "TCP Fragment
Flood", "TCP Fragment Flood", "TCP
Bandwidth Overflow", "UDP Flood",
"UDP Fragment Flood", "UDP
Fragment Flood", "UDP Bandwidth
Overflow", "ICMP Flood", "Other
Protocol Flood", "DstIP Bandwidth
Overflow", "HTTPS Flood", "HTTP
Flood", "DNS Query Flood", "DNS
Reply Flood", "SIP Flood", "Blacklist
Dropped Traffic", "HTTP Flood", "TCP
Fragment Abnormal", "TCP Abnormal",
"UDP Fragment Abnormal", "UDP
Abnormal", "ICMP Abnormal", "Other
Protocol Abnormal", "TCP Connection
Flood", "DNS Domain Hijacking",
"DNS Cache Poisoning", "DNS
Reflection", "Large DNS Packet", "SrcIP
DNS Query Rate Abnormal", "SrcIP
DNS Response Rate Abnormal", "DNS
Query Domain Rate Abnormal", "DNS
Response Domain Rate Abnormal",
"DNS TTL Abnormal", "DNS
Malformed", "DNS Cache Match",
"Port Scanning", "TCP Malformed",
"SrcIP Traffic Overflow", "UDP
Garbage Flood", "DNS NXDOMAIN
Flood", "Other Flood", "Zone
Bandwidth Overflow", "HTTP
Connection Flood", "Botnets/Trojan
horses/Worms Attack", "Malicious
Domains Attack", "Filter-rule Dropped
Traffic", "Web Attack", "SrcIP SIP Rate
Abnormal", "Anti-Malware", "Botnet
Traffic", "GeoIP Dropped Traffic",
"DstIP NewConn Rate Limit", "TCP
Traffic Block", "UDP Traffic Block",
"ICMP Traffic Block", "Other Protocol
Traffic Block", "Host Traffic Over Flow",
"UDP Malformed", "TCP Dport Traffic
Limit", "TCP Dport Relation Defense",
"Filter-rule Dropped Traffic",
"Hardware-filter-rule Dropped Carpet-
bombing Traffic"

attack_ips String 攻击源IP
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参数 参数类型 描述

attack_ips_desc String 攻击IP描述

attack_status String 攻击状态,attack-攻击;normal-结束攻击

 

状态码：400

表 6-26 响应 Body 参数

参数 参数类型 描述

error_code String 错误码

error_description String 错误描述

 

请求示例

查询实例ID为9fcaab33-xxxx-xxxx-xxxx-19abee92de5a的DDoS攻击事件列表。

POST https://{endpoint}/v2/aad/instances/9fcaab33-xxxx-xxxx-xxxx-19abee92de5a/ddos-info/attack/events

{
  "start_time" : "1774038399000",
  "end_time" : "1784038399000",
  "offset" : 0,
  "limit" : 10,
  "ip" : "1.x.x.1"
}

响应示例

状态码：200

OK

{
  "data" : [ {
    "attack_ips" : "",
    "attack_ips_desc" : "",
    "attack_status" : "NORMAL",
    "attack_types" : "Location Attack",
    "end_time" : "1719194207000",
    "max_drop_kbps" : "417",
    "max_drop_pps" : "594",
    "max_in_kbps" : "426",
    "max_in_pps" : "606",
    "start_time" : "1719193603000",
    "zone_ip" : "10.x.x.10"
  } ],
  "total" : 1
}
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状态码

状态码 描述

200 OK

400 Error response

 

错误码

请参见错误码。

6.1.6 查询请求 QPS - ListWafQpsV2

功能介绍

查询请求QPS

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，当前API调用无需身份策略权限。

URI

GET /v2/aad/domains/waf-info/flow/qps

表 6-27 Query 参数

参数 是否必选 参数类型 描述

domains 否 String 不传时代表全部域名

value_type 是 String 用于 QPS、带宽: 平均值
mean、峰值 peak;用于 响应状
态码: 源站返回值 source 、高防
返回值 proxy

start_time 否 String 开始时间

end_time 否 String 结束时间
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参数 是否必选 参数类型 描述

recent 否 String 枚举值：
yesterday,today,3days,1week,1
month（昨天，今天，近3天，
近7天，近30天）

与时间戳二选一

overseas_type 否 Integer 实例类型，0-大陆，1-海外

limit 否 Integer 限制条数

offset 否 Integer 偏移量

 

请求参数

表 6-28 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String token

Content-Type 是 String Content-Type

 

响应参数

状态码：200

表 6-29 响应 Body 参数

参数 参数类型 描述

curve Array of Point
objects

curve

 

表 6-30 Point

参数 参数类型 描述

time Integer 时间戳

total Integer 请求总量

attack Integer 攻击总量

basic Integer web基础防护

cc Integer 频率控制
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参数 参数类型 描述

custom_custom Integer 精准防护

 

请求示例

查询domains是74af0d26xxxxxxxxx579b0ccd从1736304018728到1757333936688近
三天请求QPS的平均值

GET https://{endpoint}/v2/aad/domains/waf-info/flow/qps?
domains=74af0d26xxxxxxxxx579b0ccd&value_type=mean&start_time=1736304018728&end_time=17573339
36688&recent=3days&overseas_type=0&limit=10&offset=0

响应示例

状态码：200

OK

{
  "curve" : [ {
    "time" : 0,
    "total" : 0,
    "attack" : 0,
    "basic" : 0,
    "cc" : 0,
    "custom_custom" : 0
  } ]
}

状态码

状态码 描述

200 OK

 

错误码

请参见错误码。

6.1.7 查询 CC 攻击防护请求 QPS - ShowWafQPSV2

功能介绍

查询CC攻击防护请求QPS

调用方法

请参见如何调用API。
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授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，当前API调用无需身份策略权限。

URI

GET /v2/aad/domains/waf-info/flow/request/peak

表 6-31 Query 参数

参数 是否必选 参数类型 描述

recent 是 String 查询范围。枚举值：
yesterday,today,3days,1week,1
month（昨天，今天，近3天，
近7天，近30天）

与开始结束时间不同时为空

domains 否 String 查询域名

start_time 否 String 开始时间

end_time 否 String 结束时间

overseas_type 否 Integer 防护区域，0-大陆，1-海外

 

请求参数

表 6-32 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String token

Content-Type 是 String Content-Type

 

响应参数

状态码：200

表 6-33 响应 Body 参数

参数 参数类型 描述

qps Integer qps
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状态码：400

表 6-34 响应 Body 参数

参数 参数类型 描述

error_code String 错误码

error_description String 错误描述

 

请求示例

查询CC攻击防护请求QPS。

GET https://{endpoint}/v2/aad/domains/waf-info/flow/request/peak?recent=yesterday

响应示例

状态码：200

OK

{
  "qps" : 1
}

状态码

状态码 描述

200 OK

400 Error response

 

错误码

请参见错误码。

6.1.8 查询新建连接数和并发连接数 -
ListDDoSConnectionNumberV2

功能介绍

查询新建连接数和并发连接数

调用方法

请参见如何调用API。
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授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，当前API调用无需身份策略权限。

URI
GET /v2/aad/instances/{instance_id}/ddos-info/flow/connection-numbers

表 6-35 路径参数

参数 是否必选 参数类型 描述

instance_id 是 String 实例id

 

表 6-36 Query 参数

参数 是否必选 参数类型 描述

start_time 是 String 开始时间

end_time 是 String 结束时间

ip 是 String 高防ip

limit 否 Integer 限制条数

offset 否 Integer 偏移量

 

请求参数

表 6-37 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String token

Content-Type 是 String Content-Type

 

响应参数

状态码：200
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表 6-38 响应 Body 参数

参数 参数类型 描述

data Array of
ListConnectionN
umberData
objects

items

 

表 6-39 ListConnectionNumberData

参数 参数类型 描述

name String 连接数名称

list Array of
ListConnectionN
umberDataList
objects

items

 

表 6-40 ListConnectionNumberDataList

参数 参数类型 描述

time Integer 时间戳毫秒值

value Integer 连接数

 

状态码：400

表 6-41 响应 Body 参数

参数 参数类型 描述

error_code String 错误码

error_description String 错误描述

 

请求示例
GET https://{endpoint}/v2/aad/instances/8205ed60-xxx-xxxx-8c33-c8f8cd9fc84c/ddos-info/flow/connection-
numbers

响应示例

状态码：200

OK

{
  "data" : [ {
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    "name" : "tcpConcurCon",
    "list" : [ {
      "time" : 1772454000000,
      "value" : 2
    }, {
      "time" : 1772454300000,
      "value" : 1
    } ]
  } ]
}

状态码

状态码 描述

200 OK

400 Error response

 

错误码

请参见错误码。

6.1.9 查询高防入流量峰值、攻击流量峰值、DDoS 攻击次数 -
ShowDDoSPeak

功能介绍

查询高防入流量峰值、攻击流量峰值、DDoS攻击次数

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，当前API调用无需身份策略权限。

URI

GET /v2/aad/instances/{instance_id}/ddos-info/flow/peak

表 6-42 路径参数

参数 是否必选 参数类型 描述

instance_id 是 String 实例id
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表 6-43 Query 参数

参数 是否必选 参数类型 描述

start_time 是 String 开始时间（毫秒时间戳）

end_time 是 String 结束时间（毫秒时间戳）

ip 是 String 高防IP

 

请求参数

表 6-44 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String token

Content-Type 是 String Content-Type

 

响应参数

状态码：200

表 6-45 响应 Body 参数

参数 参数类型 描述

attack_kbytes_tot
al

Integer 攻击流量

attack_pps_peak Integer 攻击流量峰值包速率

in_pps_peak Integer 入流量峰值包速率

attack_bps_peak Integer 攻击流量峰值

in_bps_peak Integer 入流量峰值

ddos_count Integer 攻击数量

utime Integer 峰值时间

vip String 高防IP

 

状态码：400
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表 6-46 响应 Body 参数

参数 参数类型 描述

error_code String 错误码

error_description String 错误描述

 

请求示例
GET https://{endpoint}/v2/aad/instances/8205ed60-xxx-xxxx-8c33-c8f8cd9fc84c/ddos-info/flow/peak?
start_time=1772103067758&end_time=1772707837758&ip=10.x.x.10

响应示例

状态码：200

OK

{
  "attack_bps_peak" : 0,
  "attack_kbytes_total" : 0,
  "attack_pps_peak" : 0,
  "ddos_count" : 0,
  "in_bps_peak" : 0,
  "in_pps_peak" : 0,
  "utime" : 0
}

SDK 代码示例

SDK代码示例如下。

Java
package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v2.region.AadRegion;
import com.huaweicloud.sdk.aad.v2.*;
import com.huaweicloud.sdk.aad.v2.model.*;

public class ShowDDoSPeakSolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");

        ICredential auth = new GlobalCredentials()
                .withAk(ak)
                .withSk(sk);

        AadClient client = AadClient.newBuilder()
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                .withCredential(auth)
                .withRegion(AadRegion.valueOf("<YOUR REGION>"))
                .build();
        ShowDDoSPeakRequest request = new ShowDDoSPeakRequest();
        request.withInstanceId("{instance_id}");
        try {
            ShowDDoSPeakResponse response = client.showDDoSPeak(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}

Python
# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v2.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkaad.v2 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]

    credentials = GlobalCredentials(ak, sk)

    client = AadClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AadRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = ShowDDoSPeakRequest()
        request.instance_id = "{instance_id}"
        response = client.show_d_do_s_peak(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go
package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
    aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v2"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v2/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v2/region"
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)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")

    auth, err := global.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    hcClient, err := aad.AadClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    client := aad.NewAadClient(hcClient)

    request := &model.ShowDDoSPeakRequest{}
    request.InstanceId = "{instance_id}"
    response, err := client.ShowDDoSPeak(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。

状态码

状态码 描述

200 OK

400 Error response

 

错误码

请参见错误码。
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6.1.10 黑洞事件列表 - ListDDoSBlackHoleEvent

功能介绍

黑洞事件列表

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，当前API调用无需身份策略权限。

URI

GET /v2/aad/instances/ddos-info/attack/blackhole-event

表 6-47 Query 参数

参数 是否必选 参数类型 描述

start_time 是 String 开始时间（毫秒时间戳）

end_time 是 String 结束时间（毫秒时间戳）

ip 否 String 高防IP

 

请求参数

表 6-48 请求 Header 参数

参数 是否必选 参数类型 描述

Content-Type 是 String Content-Type

X-Auth-Token 是 String token

 

响应参数

状态码：200
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表 6-49 响应 Body 参数

参数 参数类型 描述

items Array of
ListBlackHoleEve
ntRecordItem
objects

items

 

表 6-50 ListBlackHoleEventRecordItem

参数 参数类型 描述

project_id String 项目id

tenant_name String 租户名

vip String 高防ip

vip_id String ip id

instance_id String 实例id

event_type String 事件类型 block-黑洞中，unblock-黑洞
结束

start_time Integer 封堵开始时间

end_time Integer 封堵结束时间

 

状态码：400

表 6-51 响应 Body 参数

参数 参数类型 描述

error_code String 错误码

error_description String 错误描述

 

请求示例

查询高防IP为1.1.1.1的从1736304018728到1757333936688时间的黑洞事件列表

GET https://{endpoint}/v2/aad/instances/ddos-info/attack/blackhole-event?
start_time=1736304018728&end_time=1757333936688&ip=1.x.x.1

响应示例

状态码：200

OK
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{
  "items" : [ {
    "project_id" : "74af0d26xxxxxxxxx579b0ccd",
    "tenant_name" : "tenant_name_a08e96e15063",
    "vip" : "1.x.x.1",
    "vip_id" : "579b0ccd-xxxx-xxxx-xxxx-fa163eaa216e",
    "instance_id" : "9fcaab33-xxxx-xxxx-xxxx-19abee92de5a",
    "event_type" : "block",
    "start_time" : 1736304018728,
    "end_time" : 1757333936688
  } ]
}

SDK 代码示例

SDK代码示例如下。

Java
package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v2.region.AadRegion;
import com.huaweicloud.sdk.aad.v2.*;
import com.huaweicloud.sdk.aad.v2.model.*;

public class ListDDoSBlackHoleEventSolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");

        ICredential auth = new GlobalCredentials()
                .withAk(ak)
                .withSk(sk);

        AadClient client = AadClient.newBuilder()
                .withCredential(auth)
                .withRegion(AadRegion.valueOf("<YOUR REGION>"))
                .build();
        ListDDoSBlackHoleEventRequest request = new ListDDoSBlackHoleEventRequest();
        try {
            ListDDoSBlackHoleEventResponse response = client.listDDoSBlackHoleEvent(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}
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Python
# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v2.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkaad.v2 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]

    credentials = GlobalCredentials(ak, sk)

    client = AadClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AadRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = ListDDoSBlackHoleEventRequest()
        response = client.list_d_do_s_black_hole_event(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go
package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
    aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v2"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v2/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v2/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")

    auth, err := global.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    hcClient, err := aad.AadClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
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         WithCredential(auth).
         SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    client := aad.NewAadClient(hcClient)

    request := &model.ListDDoSBlackHoleEventRequest{}
    response, err := client.ListDDoSBlackHoleEvent(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。

状态码

状态码 描述

200 OK

400 Error response

 

错误码

请参见错误码。

6.2 DDoS 高防-实例列表

6.2.1 查询高防实例列表 - ListInstance

功能介绍

查询高防实例列表

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。
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● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，需具备如下身份策略权限。

授权项 访问
级别

资源类型
（*为必
须）

条件键 别名 依赖的授权
项

aad:instanc
e:list

List instance
*

g:EnterpriseP
rojectId

- -

 

URI

GET /v1/aad/instances

请求参数

表 6-52 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String token

Content-Type 是 String Content-Type

 

响应参数

状态码：200

表 6-53 响应 Body 参数

参数 参数类型 描述

count Integer 实例总数

items Array of
InstanceInfo
objects

实例

 

表 6-54 InstanceInfo

参数 参数类型 描述

instance_id String 实例ID

instance_name String 实例名

ips Array of
InstanceIpInfo
objects

实例IP
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参数 参数类型 描述

expire_time Long 实例过期时间

service_bandwidth Integer 业务带宽

instance_status Integer 实例状态,0-正常,2-冻结

enterprise_project
_id

String 企业项目ID

overseas_type Integer 实例类型，0-大陆，1-海外

 

表 6-55 InstanceIpInfo

参数 参数类型 描述

ip_id String IP ID

ip String 高防IP

basic_bandwidth Integer 保底带宽

elastic_bandwidth Integer 弹性带宽

ip_status Integer IP状态,0-正常

 

请求示例
GET https://{endpoint}/v1/aad/instances

响应示例

状态码：200

OK

{
  "count" : 2,
  "items" : [ {
    "ips" : [ {
      "ip" : "103.x.x.6",
      "ip_id" : "4f1XXXX-XXXX-XXXX-XXXX-XXXXd4b1",
      "basic_bandwidth" : 10,
      "elastic_bandwidth" : 20,
      "ip_status" : 0
    } ],
    "instance_id" : "74acXXXX-XXXX-XXXX-XXXX-XXXXd012",
    "instance_name" : "example 1",
    "expire_time" : 1675926787000,
    "service_bandwidth" : 0,
    "instance_status" : 0,
    "enterprise_project_id" : "0",
    "overseas_type" : 0
  }, {
    "ips" : [ {
      "ip" : "103.x.x.156",
      "ip_id" : "d6f9XXXX-XXXX-XXXX-XXXX-XXXXd4b1",
      "basic_bandwidth" : 20,
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      "elastic_bandwidth" : 30,
      "ip_status" : 0
    } ],
    "instance_id" : "6a7fXXXX-XXXX-XXXX-XXXX-XXXXd4a6",
    "instance_name" : "example 2",
    "expire_time" : 1674909266000,
    "service_bandwidth" : 0,
    "instance_status" : 0,
    "enterprise_project_id" : "0",
    "overseas_type" : 0
  } ]
}

SDK 代码示例

SDK代码示例如下。

Java
package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v1.region.AadRegion;
import com.huaweicloud.sdk.aad.v1.*;
import com.huaweicloud.sdk.aad.v1.model.*;

public class ListInstanceSolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");

        ICredential auth = new GlobalCredentials()
                .withAk(ak)
                .withSk(sk);

        AadClient client = AadClient.newBuilder()
                .withCredential(auth)
                .withRegion(AadRegion.valueOf("<YOUR REGION>"))
                .build();
        ListInstanceRequest request = new ListInstanceRequest();
        try {
            ListInstanceResponse response = client.listInstance(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}
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Python
# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v1.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkaad.v1 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]

    credentials = GlobalCredentials(ak, sk)

    client = AadClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AadRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = ListInstanceRequest()
        response = client.list_instance(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go
package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
    aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")

    auth, err := global.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    hcClient, err := aad.AadClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
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         WithCredential(auth).
         SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    client := aad.NewAadClient(hcClient)

    request := &model.ListInstanceRequest{}
    response, err := client.ListInstance(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。

状态码

状态码 描述

200 OK

400 Error

 

错误码

请参见错误码。

6.2.2 创建实例 - CreateInstance

功能介绍

创建实例(要求账号有支付权限，若没有支付权限，仍然会生成订单，但不会自动支
付)

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，需具备如下身份策略权限。
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授权项 访问
级别

资源类型
（*为必
须）

条件键 别名 依赖的授权
项

aad:instanc
e:create

Write instance
*

g:EnterpriseP
rojectId

- -

 

URI
POST /v2/aad/instance

请求参数

表 6-56 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String token

Content-Type 是 String Content-Type

 

表 6-57 请求 Body 参数

参数 是否必选 参数类型 描述

ip_type 是 Integer ip类型：0-IPV4,1-IPV6。当
resource_region为asia_pacific
时，ip_type仅支持0-IPV4。

resource_regi
on

是 String 资源区域：north_china-华北、
east_china-华东、asia_pacific-
亚太。

basic_bandwi
dth

否 Integer 保底带宽。当resource_region
为north_china、east_china
时，basic_bandwidth不可为
空；当resource_region为
asia_pacific时，
basic_bandwidth必须为空。

elastic_bandw
idth

否 Integer 弹性带宽。当resource_region
为north_china、east_china
时，elastic_bandwidth不可为
空；当resource_region为
asia_pacific时，
elastic_bandwidth必须为空。
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参数 是否必选 参数类型 描述

protection_pa
ckage

否 String 防护套餐：basic-保险防护，
unlimited-无限防护。当
resource_region为asia_pacific
时，protection_package不可为
空，当resource_region不为
asia_pacific时，
protection_package必须为空。

instance_acce
ss_type

是 String 实例接入类型：0-网站类，1-IP
接入。

protected_do
main

否 Integer 防护域名数，步长为5。当
instance_access_type为1-IP接
入时，protected_domain必须
为空，当instance_access_type
为0-网站类时，
protected_domain不可为空；
当resource_region为
north_china、east_china时，
protected_domain取值范围
[50,500]，当resource_region为
asia_pacific时，
protected_domain取值范围
[10,200]。

forwarding_ru
le

否 Integer 转发规则数，步长为5。当
instance_access_type为1-IP接
入时，forwarding_rule不可为
空，当instance_access_type为
0-网站类时，forwarding_rule
必须为空；当resource_region
为north_china、east_china
时，forwarding_rule取值范围
[50,500]，当resource_region为
asia_pacific时，
forwarding_rule取值范围
[5,200]。

basic_qps 否 Integer 业务qps。当
instance_access_type为1-IP接
入时，basic_qps必须为空，当
instance_access_type为0-网站
类时，basic_qps不可为空；当
resource_region为
north_china、east_china时，
basic_qps取值范围
[3000,100000]，当
resource_region为asia_pacific
时，basic_qps取值范围
[1000,100000]。
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参数 是否必选 参数类型 描述

duration 是 Integer 订购时长, 月：1,2,3,4,5,6,7,8,9
个月，年：1年。

amount 是 Integer 购买数量。

instance_nam
e

是 String 实例名称。一次创建多个实例
时，系统会自动在实例名后增加
后缀，例如：CAD-0001。

service_band
width

是 Integer 业务带宽。

period_type 是 Integer 订购周期类型：2：月；3：
年。

enterprise_pro
ject_id

否 String 企业项目id。

elastic_service
_bandwidth_t
ype

否 Integer 弹性业务带宽类型, 置空表示不
开启，2-日95，3-月95。当
resource_region为
north_china、east_china时，
仅支持月95。

elastic_service
_bandwidth

否 Integer 弹性业务带宽增加值

 

响应参数

状态码：200

表 6-58 响应 Body 参数

参数 参数类型 描述

order_id String 订单id

 

状态码：400

表 6-59 响应 Body 参数

参数 参数类型 描述

error_code String 错误码

error_description String 错误描述
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请求示例
POST https://{endpoint}/v2/aad/instance

{
  "ip_type" : 0,
  "resource_region" : "north_china",
  "basic_bandwidth" : 10,
  "forwarding_rule" : 50,
  "duration" : 1,
  "amount" : 1,
  "elastic_bandwidth" : 100,
  "service_bandwidth" : 100,
  "instance_access_type" : "1",
  "period_type" : 2,
  "instance_name" : "实例",
  "enterprise_project_id" : "0"
}

响应示例

状态码：200

创建实例结果

{
  "order_id" : "CS26030216302XMM0"
}

状态码

状态码 描述

200 创建实例结果

400 Error response

 

错误码

请参见错误码。

6.2.3 修改实例规格 - UpgradeInstanceSpec

功能介绍

修改实例规格(要求账号有支付权限，若没有支付权限，仍然会生成订单，但不会自动
支付)

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。
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● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，当前API调用无需身份策略权限。

URI

PUT /v2/aad/instance

请求参数

表 6-60 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String token

Content-Type 是 String Content-Type

 

表 6-61 请求 Body 参数

参数 是否必选 参数类型 描述

instance_id 是 String 实例id

upgrade_data 是 UpgradeInsta
nceData
object

升级的规格数据

 

表 6-62 UpgradeInstanceData

参数 是否必选 参数类型 描述

basic_bandwi
dth

否 String 保底带宽(G)

elastic_bandw
idth

否 String 弹性带宽(G)

service_band
width

否 Integer 业务带宽

port_num 否 Integer 端口数

bind_domain_
num

否 Integer 域名数

elastic_service
_bandwidth_t
ype

否 Integer 弹性业务带宽,0-关闭，3-月95

elastic_service
_bandwidth

否 Integer 弹性业务带宽增加值
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参数 是否必选 参数类型 描述

basic_qps 否 Integer 业务QPS(如果实例没购买过
QPS，需要在页面上升级一次规
格开通QPS，之后才可以通过接
口修改规格)

 

响应参数

状态码：200

表 6-63 响应 Body 参数

参数 参数类型 描述

order_id String 订单id

 

状态码：400

表 6-64 响应 Body 参数

参数 参数类型 描述

error_code String 错误码

error_description String 错误描述

 

请求示例
PUT https://{endpoint}/v2/aad/instance

{
  "instance_id" : "493e0ce5-e736-xxxx-xxxx-1e0b4741d4fe",
  "upgrade_data" : {
    "basic_bandwidth" : "100",
    "elastic_bandwidth" : "100",
    "service_bandwidth" : 200,
    "port_num" : 50,
    "elastic_service_bandwidth_type" : 3,
    "elastic_service_bandwidth" : 100,
    "basic_qps" : 5000
  }
}

响应示例

状态码：200

OK

{
  "order_id" : "CS2603051838Y333K"
}
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SDK 代码示例

SDK代码示例如下。

Java
package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v2.region.AadRegion;
import com.huaweicloud.sdk.aad.v2.*;
import com.huaweicloud.sdk.aad.v2.model.*;

public class UpgradeInstanceSpecSolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");

        ICredential auth = new GlobalCredentials()
                .withAk(ak)
                .withSk(sk);

        AadClient client = AadClient.newBuilder()
                .withCredential(auth)
                .withRegion(AadRegion.valueOf("<YOUR REGION>"))
                .build();
        UpgradeInstanceSpecRequest request = new UpgradeInstanceSpecRequest();
        UpgradeInstanceSpecV2RequestBody body = new UpgradeInstanceSpecV2RequestBody();
        UpgradeInstanceData upgradeDatabody = new UpgradeInstanceData();
        upgradeDatabody.withBasicBandwidth("100")
            .withElasticBandwidth("100")
            .withServiceBandwidth(200)
            .withPortNum(50)
            .withElasticServiceBandwidthType(3)
            .withElasticServiceBandwidth(100)
            .withBasicQps(5000);
        body.withUpgradeData(upgradeDatabody);
        body.withInstanceId("493e0ce5-e736-xxxx-xxxx-1e0b4741d4fe");
        request.withBody(body);
        try {
            UpgradeInstanceSpecResponse response = client.upgradeInstanceSpec(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}
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Python
# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v2.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkaad.v2 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]

    credentials = GlobalCredentials(ak, sk)

    client = AadClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AadRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = UpgradeInstanceSpecRequest()
        upgradeDatabody = UpgradeInstanceData(
            basic_bandwidth="100",
            elastic_bandwidth="100",
            service_bandwidth=200,
            port_num=50,
            elastic_service_bandwidth_type=3,
            elastic_service_bandwidth=100,
            basic_qps=5000
        )
        request.body = UpgradeInstanceSpecV2RequestBody(
            upgrade_data=upgradeDatabody,
            instance_id="493e0ce5-e736-xxxx-xxxx-1e0b4741d4fe"
        )
        response = client.upgrade_instance_spec(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go
package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
    aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v2"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v2/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v2/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")
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    auth, err := global.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    hcClient, err := aad.AadClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    client := aad.NewAadClient(hcClient)

    request := &model.UpgradeInstanceSpecRequest{}
    basicBandwidthUpgradeData:= "100"
    elasticBandwidthUpgradeData:= "100"
    serviceBandwidthUpgradeData:= int32(200)
    portNumUpgradeData:= int32(50)
    elasticServiceBandwidthTypeUpgradeData:= int32(3)
    elasticServiceBandwidthUpgradeData:= int32(100)
    basicQpsUpgradeData:= int32(5000)
    upgradeDatabody := &model.UpgradeInstanceData{
        BasicBandwidth: &basicBandwidthUpgradeData,
        ElasticBandwidth: &elasticBandwidthUpgradeData,
        ServiceBandwidth: &serviceBandwidthUpgradeData,
        PortNum: &portNumUpgradeData,
        ElasticServiceBandwidthType: &elasticServiceBandwidthTypeUpgradeData,
        ElasticServiceBandwidth: &elasticServiceBandwidthUpgradeData,
        BasicQps: &basicQpsUpgradeData,
    }
    request.Body = &model.UpgradeInstanceSpecV2RequestBody{
        UpgradeData: upgradeDatabody,
        InstanceId: "493e0ce5-e736-xxxx-xxxx-1e0b4741d4fe",
    }
    response, err := client.UpgradeInstanceSpec(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。

状态码

状态码 描述

200 OK

400 Error response
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错误码

请参见错误码。

6.2.4 查询实例关联的域名信息 - ListInstanceDomains

功能介绍

查询实例关联的域名信息

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，当前API调用无需身份策略权限。

URI
GET /v2/aad/instances/{instance_id}/domains

表 6-65 路径参数

参数 是否必选 参数类型 描述

instance_id 是 String 实例id

 

表 6-66 Query 参数

参数 是否必选 参数类型 描述

limit 否 Integer 限制条数

offset 否 Integer 偏移量

 

请求参数

表 6-67 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String token

Content-Type 是 String Content-Type
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响应参数

状态码：200

表 6-68 响应 Body 参数

参数 参数类型 描述

instance_id String 实例id

instance_name String 实例名称

domains Array of
InstanceDomainI
tem objects

域名信息

 

表 6-69 InstanceDomainItem

参数 参数类型 描述

domain_id String 域名ID

domain_name String 域名

cname String 域名cname

domain_status String 域名状态，0-正常,1-冻结

cc_status Integer cc防护状态,1-关闭,0-开启

https_cert_status Integer 证书状态：1-已上传 2-未上传

cert_name String 证书名称

protocol_type Array of strings 域名协议

real_server_type Integer 源站类型，0-源站IP，1-源站域名

real_servers String 源站

waf_status Integer waf防护状态，1-关闭，0-开启

 

请求示例

查询ID为579b0ccd-xxxx-xxxx-xxxx-fa163eaa216e的实例对应的域名信息。

GET https://{endpoint}/v2/aad/instances/579b0ccd-xxxx-xxxx-xxxx-fa163eaa216e/domains

响应示例

状态码：200

OK

{
  "instance_id" : "579b0ccd-xxxx-xxxx-xxxx-fa163eaa216e",
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  "instance_name" : "CAD_instance",
  "domains" : [ {
    "domain_id" : "e71cd4aa-xxxx-xxxx-xxxx-e751a0b93513",
    "domain_name" : "test.com",
    "cname" : "cname.huaweisafedns.cn",
    "domain_status" : "0",
    "cc_status" : 1,
    "waf_status" : 1,
    "protocol_type" : [ "HTTP" ],
    "https_cert_status" : 2,
    "real_server_type" : 0,
    "cert_name" : "",
    "real_servers" : "1.x.x.1"
  } ]
}

SDK 代码示例

SDK代码示例如下。

Java
package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v2.region.AadRegion;
import com.huaweicloud.sdk.aad.v2.*;
import com.huaweicloud.sdk.aad.v2.model.*;

public class ListInstanceDomainsSolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");

        ICredential auth = new GlobalCredentials()
                .withAk(ak)
                .withSk(sk);

        AadClient client = AadClient.newBuilder()
                .withCredential(auth)
                .withRegion(AadRegion.valueOf("<YOUR REGION>"))
                .build();
        ListInstanceDomainsRequest request = new ListInstanceDomainsRequest();
        request.withInstanceId("{instance_id}");
        try {
            ListInstanceDomainsResponse response = client.listInstanceDomains(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
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        }
    }
}

Python
# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v2.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkaad.v2 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]

    credentials = GlobalCredentials(ak, sk)

    client = AadClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AadRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = ListInstanceDomainsRequest()
        request.instance_id = "{instance_id}"
        response = client.list_instance_domains(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go
package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
    aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v2"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v2/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v2/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")

    auth, err := global.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
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        return
    }

    hcClient, err := aad.AadClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    client := aad.NewAadClient(hcClient)

    request := &model.ListInstanceDomainsRequest{}
    request.InstanceId = "{instance_id}"
    response, err := client.ListInstanceDomains(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。

状态码

状态码 描述

200 OK

 

错误码

请参见错误码。

6.2.5 查询实例详情 - ShowInstanceByInstanceId

功能介绍

查询实例详情

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。
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● 如果使用身份策略授权，当前API调用无需身份策略权限。

URI
GET /v2/aad/instances/{instance_id}

表 6-70 路径参数

参数 是否必选 参数类型 描述

instance_id 是 String 实例id

 

请求参数

表 6-71 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String token

Content-Type 是 String Content-Type

 

响应参数

状态码：200

表 6-72 响应 Body 参数

参数 参数类型 描述

instance_name String 实例名称

enterprise_project
_id

String 企业项目id

version String 版本

expire_time Integer 过期时间

create_time Integer 创建时间

current_time Integer 当前时间

product_spec_dat
a

ProductSpecData
object

产品规格数据

instance_config InstanceConfig
object

实例配置

elastic_service_bw
_update_enable

Boolean 弹性业务带宽是否可更新
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表 6-73 ProductSpecData

参数 参数类型 描述

product_uuid String 产品规格UUID

isp_spec String 套餐线路

data_center String 机房

spec_type Integer 产品规格类型

basic_bandwidth Integer 保底带宽值

elastic_bandwidth Integer 弹性带宽值

service_bandwidth Integer 业务带宽值

port_num Integer 端口数

bind_domain_nu
m

Integer 域名数

elastic_service_ba
ndwidth

Integer 弹性业务带宽值

elastic_service_ba
ndwidth_type

Integer 弹性业务带宽类型,0-关闭，3-月95

main_resource_ty
pe

String 主资源类型

main_resource_sp
ec_code

String 主资源规格编码

main_resource_pr
oduct_id

String 主资源产品id

 

表 6-74 InstanceConfig

参数 参数类型 描述

tags Array of strings 实例级别标签

freeze_type Array of integers 冻结类型,1-公安冻结，3-欠费冻结

 

状态码：400

表 6-75 响应 Body 参数

参数 参数类型 描述

error_code String 错误码
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参数 参数类型 描述

error_description String 错误描述

 

请求示例
GET https://{endpoint}/v2/aad/instances/89e2cd88-xxxx-xxxx-9939-a1841ec267b8

响应示例

状态码：200

OK

{
  "version" : "old",
  "instance_name" : "test123",
  "enterprise_project_id" : "0",
  "expire_time" : 1775363205,
  "create_time" : 1772684805,
  "current_time" : 1772706338,
  "product_spec_data" : {
    "product_uuid" : "a5fef073-xxxx-xxxx-b4e9-325563557051",
    "isp_spec" : "BGP",
    "data_center" : "bgp",
    "spec_type" : 28,
    "basic_bandwidth" : 10,
    "elastic_bandwidth" : 10,
    "service_bandwidth" : 100,
    "port_num" : 0,
    "bind_domain_num" : 50,
    "elastic_service_bandwidth_type" : 0,
    "main_resource_type" : "hws.resource.type.aad.basic",
    "main_resource_spec_code" : "aad.hy.bgp.10gbps",
    "main_resource_product_id" : "OFFI678123301839167500"
  },
  "instance_config" : {
    "tags" : [ ],
    "freeze_type" : [ ]
  },
  "elastic_service_bw_update_enable" : true
}

SDK 代码示例

SDK代码示例如下。

Java
package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v2.region.AadRegion;
import com.huaweicloud.sdk.aad.v2.*;
import com.huaweicloud.sdk.aad.v2.model.*;

public class ShowInstanceByInstanceIdSolution {
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    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");

        ICredential auth = new GlobalCredentials()
                .withAk(ak)
                .withSk(sk);

        AadClient client = AadClient.newBuilder()
                .withCredential(auth)
                .withRegion(AadRegion.valueOf("<YOUR REGION>"))
                .build();
        ShowInstanceByInstanceIdRequest request = new ShowInstanceByInstanceIdRequest();
        request.withInstanceId("{instance_id}");
        try {
            ShowInstanceByInstanceIdResponse response = client.showInstanceByInstanceId(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}

Python
# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v2.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkaad.v2 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]

    credentials = GlobalCredentials(ak, sk)

    client = AadClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AadRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = ShowInstanceByInstanceIdRequest()
        request.instance_id = "{instance_id}"
        response = client.show_instance_by_instance_id(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
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        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go
package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
    aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v2"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v2/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v2/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")

    auth, err := global.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    hcClient, err := aad.AadClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    client := aad.NewAadClient(hcClient)

    request := &model.ShowInstanceByInstanceIdRequest{}
    request.InstanceId = "{instance_id}"
    response, err := client.ShowInstanceByInstanceId(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。
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状态码

状态码 描述

200 OK

400 Error response

 

错误码

请参见错误码。

6.2.6 查询回源 ip 列表 - ListSourceIp

功能介绍

查询回源ip列表

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，当前API调用无需身份策略权限。

URI
GET /v2/aad/source-ip

表 6-76 Query 参数

参数 是否必选 参数类型 描述

overseas_type 否 Integer 防护区域，0-大陆，1-海外

 

请求参数

表 6-77 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String token

Content-Type 是 String Content-Type
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响应参数

状态码：200

表 6-78 响应 Body 参数

参数 参数类型 描述

ips Array of SourceIp
objects

ip

 

表 6-79 SourceIp

参数 参数类型 描述

data_center String 数据中心

isp String 线路

ip Array of strings 回源IP

ip_list Array of
SourceIpItem
objects

回源IP列表

 

表 6-80 SourceIpItem

参数 参数类型 描述

create_time Long 创建时间

ip String 回源IP

 

状态码：400

表 6-81 响应 Body 参数

参数 参数类型 描述

error_code String 错误码

error_description String 错误描述

 

请求示例
GET https://{endpoint}/v2/aad/source-ip
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响应示例

状态码：200

OK

{
  "ips" : [ {
    "isp" : "bgp",
    "ip" : [ "103.xx.xx.0/24", "103.xx.19.0/24", "240e:xx:xx:01e1::/64", "240e:xx:xx:01e2::/64" ],
    "data_center" : "hybgp",
    "ip_list" : [ {
      "ip" : "103.x.x.0/24",
      "create_time" : 1639971694793
    }, {
      "ip" : "103.x.x.0/24",
      "create_time" : 1639971694793
    }, {
      "ip" : "240e:xx:xx:01e1::/64",
      "create_time" : 1660707607000
    } ]
  } ]
}

SDK 代码示例

SDK代码示例如下。

Java
package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v2.region.AadRegion;
import com.huaweicloud.sdk.aad.v2.*;
import com.huaweicloud.sdk.aad.v2.model.*;

public class ListSourceIpSolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");

        ICredential auth = new GlobalCredentials()
                .withAk(ak)
                .withSk(sk);

        AadClient client = AadClient.newBuilder()
                .withCredential(auth)
                .withRegion(AadRegion.valueOf("<YOUR REGION>"))
                .build();
        ListSourceIpRequest request = new ListSourceIpRequest();
        try {
            ListSourceIpResponse response = client.listSourceIp(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();

DDoS 防护 AAD
API 参考 6 DDoS 高防 API

文档版本 12 (2026-07-02) 版权所有 © 华为技术有限公司 290



        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}

Python
# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v2.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkaad.v2 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]

    credentials = GlobalCredentials(ak, sk)

    client = AadClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AadRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = ListSourceIpRequest()
        response = client.list_source_ip(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go
package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
    aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v2"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v2/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v2/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")
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    auth, err := global.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    hcClient, err := aad.AadClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    client := aad.NewAadClient(hcClient)

    request := &model.ListSourceIpRequest{}
    response, err := client.ListSourceIp(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。

状态码

状态码 描述

200 OK

400 Error response

 

错误码

请参见错误码。

6.3 DDoS 高防-转发规则管理

6.3.1 查询高防实例 IP 的转发规则列表 - ListInstanceIpRule

功能介绍

查询高防实例IP的转发规则列表
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调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，需具备如下身份策略权限。

授权项 访问
级别

资源类型
（*为必
须）

条件键 别名 依赖的授权
项

aad:forwar
dingRule:lis
t

List forwardi
ngRule *

g:EnterpriseP
rojectId

- -

 

URI
GET /v1/aad/instances/{instance_id}/{ip}/rules

表 6-82 路径参数

参数 是否必选 参数类型 描述

instance_id 是 String 实例Id

ip 是 String 单个 IP

 

表 6-83 Query 参数

参数 是否必选 参数类型 描述

limit 否 Integer 限制条数

offset 否 Integer 偏移量

 

请求参数

表 6-84 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String token

Content-Type 是 String Content-Type
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响应参数

状态码：200

表 6-85 响应 Body 参数

参数 参数类型 描述

total Integer 转发规则总数

rules Array of
TransferRuleInfo
objects

转发规则列表

 

表 6-86 TransferRuleInfo

参数 参数类型 描述

rule_id String 转发规则名ID

forward_protocol String 转发协议，tcp或udp

forward_port Integer 转发端口

source_port Integer 源站端口

lb_method String LVS转发规则

source_ip String 源站IP，多个IP用逗号隔开，限制20个IP

status Integer 源站状态 1 正常，2 异常

 

请求示例
GET https://{endpoint}/v1/aad/instances/493e0ce5-xxxx-xxxx-91ea-1e0b4741d4fe/43.xx.xx.xx/rules

响应示例

状态码：200

OK

{
  "total" : 2,
  "rules" : [ {
    "rule_id" : "81c8XXXX-XXXX-XXXX-XXXX11c9",
    "forward_protocol" : "tcp",
    "forward_port" : 31,
    "source_port" : 31,
    "lb_method" : "rr",
    "source_ip" : "4.x.x.1",
    "status" : 1
  }, {
    "rule_id" : "ea86XXXX-XXXX-XXXX-XXXXfa13",
    "forward_protocol" : "tcp",
    "forward_port" : 61,
    "source_port" : 61,
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    "lb_method" : "rr",
    "source_ip" : "6.x.x.1",
    "status" : 1
  } ]
}

SDK 代码示例

SDK代码示例如下。

Java
package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v1.region.AadRegion;
import com.huaweicloud.sdk.aad.v1.*;
import com.huaweicloud.sdk.aad.v1.model.*;

public class ListInstanceIpRuleSolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");

        ICredential auth = new GlobalCredentials()
                .withAk(ak)
                .withSk(sk);

        AadClient client = AadClient.newBuilder()
                .withCredential(auth)
                .withRegion(AadRegion.valueOf("<YOUR REGION>"))
                .build();
        ListInstanceIpRuleRequest request = new ListInstanceIpRuleRequest();
        request.withInstanceId("{instance_id}");
        request.withIp("{ip}");
        try {
            ListInstanceIpRuleResponse response = client.listInstanceIpRule(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}

Python
# coding: utf-8
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import os
from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v1.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkaad.v1 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]

    credentials = GlobalCredentials(ak, sk)

    client = AadClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AadRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = ListInstanceIpRuleRequest()
        request.instance_id = "{instance_id}"
        request.ip = "{ip}"
        response = client.list_instance_ip_rule(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go
package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
    aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")

    auth, err := global.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    hcClient, err := aad.AadClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()
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    if err != nil {
        fmt.Println(err)
        return
    }

    client := aad.NewAadClient(hcClient)

    request := &model.ListInstanceIpRuleRequest{}
    request.InstanceId = "{instance_id}"
    request.Ip = "{ip}"
    response, err := client.ListInstanceIpRule(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。

状态码

状态码 描述

200 OK

401 Unauthorized

 

错误码

请参见错误码。

6.3.2 修改高防实例转发配置的源站 IP - UpdateInstanceIpRule

功能介绍

修改高防实例转发配置的源站IP

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，需具备如下身份策略权限。
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授权项 访问
级别

资源类型
（*为必
须）

条件键 别名 依赖的授权
项

aad:forwar
dingRule:pu
t

Write forwardi
ngRule *

g:EnterpriseP
rojectId

- -

 

URI
PUT /v1/aad/instances/{instance_id}/{ip}/rules/{rule_id}

表 6-87 路径参数

参数 是否必选 参数类型 描述

instance_id 是 String 实例Id

ip 是 String 单个 IP

rule_id 是 String 规则ID

 

请求参数

表 6-88 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String token

Content-Type 是 String Content-Type

 

表 6-89 请求 Body 参数

参数 是否必选 参数类型 描述

forward_proto
col

是 String 转发协议，tcp或udp

forward_port 是 Integer 转发端口

source_port 是 Integer 源站端口

source_ip 是 String 源站IP，多个IP用逗号隔开，限
制20个IP
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响应参数

状态码：200

OK

无

请求示例

将指定高防实例IP的转发协议修改为tcp，转发端口和源站端口设置为31，源站IP修改
为4.x.x.0。

PUT https://{endpoint}/v1/aad/instances/8205ed60-fcfe-xxxx-xxxx-c8f8cd9fc84c/1.x.x.1/rules/c8f8cd9fc84c

{
  "forward_protocol" : "tcp",
  "forward_port" : 31,
  "source_port" : 31,
  "source_ip" : "4.x.x.0"
}

响应示例

状态码：200

OK

{ }

SDK 代码示例

SDK代码示例如下。

Java
将指定高防实例IP的转发协议修改为tcp，转发端口和源站端口设置为31，源站IP修改
为4.x.x.0。

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v1.region.AadRegion;
import com.huaweicloud.sdk.aad.v1.*;
import com.huaweicloud.sdk.aad.v1.model.*;

public class UpdateInstanceIpRuleSolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");

        ICredential auth = new GlobalCredentials()
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                .withAk(ak)
                .withSk(sk);

        AadClient client = AadClient.newBuilder()
                .withCredential(auth)
                .withRegion(AadRegion.valueOf("<YOUR REGION>"))
                .build();
        UpdateInstanceIpRuleRequest request = new UpdateInstanceIpRuleRequest();
        request.withInstanceId("{instance_id}");
        request.withIp("{ip}");
        request.withRuleId("{rule_id}");
        TransferRuleBody body = new TransferRuleBody();
        body.withSourceIp("4.x.x.0");
        body.withSourcePort(31);
        body.withForwardPort(31);
        body.withForwardProtocol("tcp");
        request.withBody(body);
        try {
            UpdateInstanceIpRuleResponse response = client.updateInstanceIpRule(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}

Python
将指定高防实例IP的转发协议修改为tcp，转发端口和源站端口设置为31，源站IP修改
为4.x.x.0。
# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v1.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkaad.v1 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]

    credentials = GlobalCredentials(ak, sk)

    client = AadClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AadRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = UpdateInstanceIpRuleRequest()
        request.instance_id = "{instance_id}"
        request.ip = "{ip}"
        request.rule_id = "{rule_id}"
        request.body = TransferRuleBody(
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            source_ip="4.x.x.0",
            source_port=31,
            forward_port=31,
            forward_protocol="tcp"
        )
        response = client.update_instance_ip_rule(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go
将指定高防实例IP的转发协议修改为tcp，转发端口和源站端口设置为31，源站IP修改
为4.x.x.0。
package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
    aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")

    auth, err := global.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    hcClient, err := aad.AadClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    client := aad.NewAadClient(hcClient)

    request := &model.UpdateInstanceIpRuleRequest{}
    request.InstanceId = "{instance_id}"
    request.Ip = "{ip}"
    request.RuleId = "{rule_id}"
    sourceIpTransferRuleBody:= "4.x.x.0"
    sourcePortTransferRuleBody:= int32(31)
    forwardPortTransferRuleBody:= int32(31)
    forwardProtocolTransferRuleBody:= "tcp"
    request.Body = &model.TransferRuleBody{
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        SourceIp: &sourceIpTransferRuleBody,
        SourcePort: &sourcePortTransferRuleBody,
        ForwardPort: &forwardPortTransferRuleBody,
        ForwardProtocol: &forwardProtocolTransferRuleBody,
    }
    response, err := client.UpdateInstanceIpRule(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。

状态码

状态码 描述

200 OK

400 Error

 

错误码

请参见错误码。

6.3.3 批量创建高防实例 IP 的转发规则 -
BatchCreateInstanceIpRule

功能介绍

批量创建高防实例IP的转发规则

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，需具备如下身份策略权限。

DDoS 防护 AAD
API 参考 6 DDoS 高防 API

文档版本 12 (2026-07-02) 版权所有 © 华为技术有限公司 302

https://console.huaweicloud.com/apiexplorer/#/openapi/AAD/sdk?api=UpdateInstanceIpRule


授权项 访问
级别

资源类型
（*为必
须）

条件键 别名 依赖的授权
项

aad:forwar
dingRule:cr
eate

Write forwardi
ngRule *

g:EnterpriseP
rojectId

- -

 

URI

POST /v1/aad/instances/{instance_id}/{ip}/rules/batch-create

表 6-90 路径参数

参数 是否必选 参数类型 描述

instance_id 是 String 实例Id

ip 是 String 单个 IP

 

请求参数

表 6-91 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String token

Content-Type 是 String Content-Type

 

表 6-92 请求 Body 参数

参数 是否必选 参数类型 描述

rules 否 Array of
TransferRule
Body objects

批量转发规则

 

表 6-93 TransferRuleBody

参数 是否必选 参数类型 描述

forward_proto
col

是 String 转发协议，tcp或udp

forward_port 是 Integer 转发端口
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参数 是否必选 参数类型 描述

source_port 是 Integer 源站端口

source_ip 是 String 源站IP，多个IP用逗号隔开，限
制20个IP

 

响应参数

状态码：200

表 6-94 响应 Body 参数

参数 参数类型 描述

success_num Integer 数量

 

请求示例

为指定高防实例IP创建两个TCP转发协议。

POST https://{endpoint}/v1/aad/instances/8205ed60-fcfe-xxxx-xxxx-c8f8cd9fc84c/1.x.x.1/rules/batch-create

{
  "rules" : [ {
    "forward_protocol" : "tcp",
    "forward_port" : 66,
    "source_port" : 66,
    "source_ip" : "6.x.x.1"
  }, {
    "forward_protocol" : "tcp",
    "forward_port" : 33,
    "source_port" : 33,
    "source_ip" : "3.x.x.1"
  } ]
}

响应示例

状态码：200

OK

{
  "success_num" : 1
}

SDK 代码示例

SDK代码示例如下。

Java
为指定高防实例IP创建两个TCP转发协议。

package com.huaweicloud.sdk.test;
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import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v1.region.AadRegion;
import com.huaweicloud.sdk.aad.v1.*;
import com.huaweicloud.sdk.aad.v1.model.*;

import java.util.List;
import java.util.ArrayList;

public class BatchCreateInstanceIpRuleSolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");

        ICredential auth = new GlobalCredentials()
                .withAk(ak)
                .withSk(sk);

        AadClient client = AadClient.newBuilder()
                .withCredential(auth)
                .withRegion(AadRegion.valueOf("<YOUR REGION>"))
                .build();
        BatchCreateInstanceIpRuleRequest request = new BatchCreateInstanceIpRuleRequest();
        request.withInstanceId("{instance_id}");
        request.withIp("{ip}");
        BatchTransferRuleBody body = new BatchTransferRuleBody();
        List<TransferRuleBody> listbodyRules = new ArrayList<>();
        listbodyRules.add(
            new TransferRuleBody()
                .withForwardProtocol("tcp")
                .withForwardPort(66)
                .withSourcePort(66)
                .withSourceIp("6.x.x.1")
        );
        listbodyRules.add(
            new TransferRuleBody()
                .withForwardProtocol("tcp")
                .withForwardPort(33)
                .withSourcePort(33)
                .withSourceIp("3.x.x.1")
        );
        body.withRules(listbodyRules);
        request.withBody(body);
        try {
            BatchCreateInstanceIpRuleResponse response = client.batchCreateInstanceIpRule(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}
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Python

为指定高防实例IP创建两个TCP转发协议。

# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v1.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkaad.v1 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]

    credentials = GlobalCredentials(ak, sk)

    client = AadClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AadRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = BatchCreateInstanceIpRuleRequest()
        request.instance_id = "{instance_id}"
        request.ip = "{ip}"
        listRulesbody = [
            TransferRuleBody(
                forward_protocol="tcp",
                forward_port=66,
                source_port=66,
                source_ip="6.x.x.1"
            ),
            TransferRuleBody(
                forward_protocol="tcp",
                forward_port=33,
                source_port=33,
                source_ip="3.x.x.1"
            )
        ]
        request.body = BatchTransferRuleBody(
            rules=listRulesbody
        )
        response = client.batch_create_instance_ip_rule(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go

为指定高防实例IP创建两个TCP转发协议。

package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
    aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/model"
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    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")

    auth, err := global.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    hcClient, err := aad.AadClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    client := aad.NewAadClient(hcClient)

    request := &model.BatchCreateInstanceIpRuleRequest{}
    request.InstanceId = "{instance_id}"
    request.Ip = "{ip}"
    forwardProtocolRules:= "tcp"
    forwardPortRules:= int32(66)
    sourcePortRules:= int32(66)
    sourceIpRules:= "6.x.x.1"
    forwardProtocolRules1:= "tcp"
    forwardPortRules1:= int32(33)
    sourcePortRules1:= int32(33)
    sourceIpRules1:= "3.x.x.1"
    var listRulesbody = []model.TransferRuleBody{
        {
            ForwardProtocol: &forwardProtocolRules,
            ForwardPort: &forwardPortRules,
            SourcePort: &sourcePortRules,
            SourceIp: &sourceIpRules,
        },
        {
            ForwardProtocol: &forwardProtocolRules1,
            ForwardPort: &forwardPortRules1,
            SourcePort: &sourcePortRules1,
            SourceIp: &sourceIpRules1,
        },
    }
    request.Body = &model.BatchTransferRuleBody{
        Rules: &listRulesbody,
    }
    response, err := client.BatchCreateInstanceIpRule(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
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    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。

状态码

状态码 描述

200 OK

400 Error

 

错误码

请参见错误码。

6.3.4 批量删除高防实例 IP 的转发规则 -
BatchDeleteInstanceIpRule

功能介绍

批量删除高防实例IP的转发规则

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，需具备如下身份策略权限。

授权项 访问
级别

资源类型
（*为必
须）

条件键 别名 依赖的授权
项

aad:forwar
dingRule:de
lete

Write forwardi
ngRule *

g:EnterpriseP
rojectId

- -

 

URI
POST /v1/aad/instances/{instance_id}/{ip}/rules/batch-delete
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表 6-95 路径参数

参数 是否必选 参数类型 描述

instance_id 是 String 实例Id

ip 是 String 单个 IP

 

请求参数

表 6-96 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String token

Content-Type 是 String Content-Type

 

表 6-97 请求 Body 参数

参数 是否必选 参数类型 描述

ids 否 Array of
strings

批量id

 

响应参数

状态码：200

表 6-98 响应 Body 参数

参数 参数类型 描述

success_num Integer 数量

 

请求示例

删除指定高防实例IP下，ID为“e6e4a678-XXXX-XXXX-XXXX-a47db59553bf”的转发
规则。

POST https://{endpoint}/v1/aad/instances/8205ed60-fcfe-xxxx-xxxx-c8f8cd9fc84c/1.x.x.1/rules/batch-delete

{
  "ids" : [ "e6e4a678-XXXX-XXXX-XXXX-a47db59553bf" ]
}

响应示例

状态码：200
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OK

{
  "success_num" : 1
}

SDK 代码示例

SDK代码示例如下。

Java
删除指定高防实例IP下，ID为“e6e4a678-XXXX-XXXX-XXXX-a47db59553bf”的转发
规则。

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v1.region.AadRegion;
import com.huaweicloud.sdk.aad.v1.*;
import com.huaweicloud.sdk.aad.v1.model.*;

import java.util.List;
import java.util.ArrayList;

public class BatchDeleteInstanceIpRuleSolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");

        ICredential auth = new GlobalCredentials()
                .withAk(ak)
                .withSk(sk);

        AadClient client = AadClient.newBuilder()
                .withCredential(auth)
                .withRegion(AadRegion.valueOf("<YOUR REGION>"))
                .build();
        BatchDeleteInstanceIpRuleRequest request = new BatchDeleteInstanceIpRuleRequest();
        request.withInstanceId("{instance_id}");
        request.withIp("{ip}");
        BatchIdBody body = new BatchIdBody();
        List<String> listbodyIds = new ArrayList<>();
        listbodyIds.add("e6e4a678-XXXX-XXXX-XXXX-a47db59553bf");
        body.withIds(listbodyIds);
        request.withBody(body);
        try {
            BatchDeleteInstanceIpRuleResponse response = client.batchDeleteInstanceIpRule(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
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            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}

Python
删除指定高防实例IP下，ID为“e6e4a678-XXXX-XXXX-XXXX-a47db59553bf”的转发
规则。

# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v1.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkaad.v1 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]

    credentials = GlobalCredentials(ak, sk)

    client = AadClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AadRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = BatchDeleteInstanceIpRuleRequest()
        request.instance_id = "{instance_id}"
        request.ip = "{ip}"
        listIdsbody = [
            "e6e4a678-XXXX-XXXX-XXXX-a47db59553bf"
        ]
        request.body = BatchIdBody(
            ids=listIdsbody
        )
        response = client.batch_delete_instance_ip_rule(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go
删除指定高防实例IP下，ID为“e6e4a678-XXXX-XXXX-XXXX-a47db59553bf”的转发
规则。

package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
    aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/region"
)
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func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")

    auth, err := global.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    hcClient, err := aad.AadClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    client := aad.NewAadClient(hcClient)

    request := &model.BatchDeleteInstanceIpRuleRequest{}
    request.InstanceId = "{instance_id}"
    request.Ip = "{ip}"
    var listIdsbody = []string{
        "e6e4a678-XXXX-XXXX-XXXX-a47db59553bf",
    }
    request.Body = &model.BatchIdBody{
        Ids: &listIdsbody,
    }
    response, err := client.BatchDeleteInstanceIpRule(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。

状态码

状态码 描述

200 OK

400 Error
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错误码

请参见错误码。

6.3.5 修改转发规则中的源站 IP - UpdateForwardRule

功能介绍

修改转发规则中的源站IP

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，当前API调用无需身份策略权限。

URI

PUT /v2/aad/forward-rules/{instance_id}/{ip}/{rule_id}

表 6-99 路径参数

参数 是否必选 参数类型 描述

instance_id 是 String 实例id

rule_id 是 String 规则id

ip 是 String 高防ip

 

请求参数

表 6-100 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String token

Content-Type 是 String Content-Type
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表 6-101 请求 Body 参数

参数 是否必选 参数类型 描述

source_ip 是 String 源站IP

 

响应参数

状态码：200

OK

状态码：400

表 6-102 响应 Body 参数

参数 参数类型 描述

error_code String 错误码

error_description String 错误描述

 

请求示例

修改转发规则的源站IP为2.x.x.1。

PUT https://{endpoint}/v2/aad/forward-rules/e71cd4aa-xxxx-xxxx-xxxx-e751a0b93513/1.x.x.1/579b0ccd-
ac06-xxxx-xxxx-fa163eaa216e

{
  "source_ip" : "2.x.x.2"
}

响应示例

状态码：200

OK

{ }

SDK 代码示例

SDK代码示例如下。

Java
修改转发规则的源站IP为2.x.x.1。

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
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import com.huaweicloud.sdk.aad.v2.region.AadRegion;
import com.huaweicloud.sdk.aad.v2.*;
import com.huaweicloud.sdk.aad.v2.model.*;

public class UpdateForwardRuleSolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");

        ICredential auth = new GlobalCredentials()
                .withAk(ak)
                .withSk(sk);

        AadClient client = AadClient.newBuilder()
                .withCredential(auth)
                .withRegion(AadRegion.valueOf("<YOUR REGION>"))
                .build();
        UpdateForwardRuleRequest request = new UpdateForwardRuleRequest();
        request.withInstanceId("{instance_id}");
        request.withRuleId("{rule_id}");
        request.withIp("{ip}");
        UpdateForwardRuleRequestBody body = new UpdateForwardRuleRequestBody();
        body.withSourceIp("2.x.x.2");
        request.withBody(body);
        try {
            UpdateForwardRuleResponse response = client.updateForwardRule(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}

Python
修改转发规则的源站IP为2.x.x.1。

# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v2.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkaad.v2 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]
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    credentials = GlobalCredentials(ak, sk)

    client = AadClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AadRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = UpdateForwardRuleRequest()
        request.instance_id = "{instance_id}"
        request.rule_id = "{rule_id}"
        request.ip = "{ip}"
        request.body = UpdateForwardRuleRequestBody(
            source_ip="2.x.x.2"
        )
        response = client.update_forward_rule(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go
修改转发规则的源站IP为2.x.x.1。

package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
    aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v2"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v2/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v2/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")

    auth, err := global.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    hcClient, err := aad.AadClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    client := aad.NewAadClient(hcClient)
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    request := &model.UpdateForwardRuleRequest{}
    request.InstanceId = "{instance_id}"
    request.RuleId = "{rule_id}"
    request.Ip = "{ip}"
    request.Body = &model.UpdateForwardRuleRequestBody{
        SourceIp: "2.x.x.2",
    }
    response, err := client.UpdateForwardRule(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。

状态码

状态码 描述

200 OK

400 Error response

 

错误码

请参见错误码。

6.4 DDoS 高防-域名管理

6.4.1 查询域名列表 - ListDomain

功能介绍

查询域名列表

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，需具备如下身份策略权限。
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授权项 访问
级别

资源类型
（*为必
须）

条件键 别名 依赖的授权
项

aad:domain
:list

List domain * g:EnterpriseP
rojectId

- -

 

URI
GET /v1/aad/protected-domains

表 6-103 Query 参数

参数 是否必选 参数类型 描述

limit 否 Integer 限制条数

offset 否 Integer 偏移量

 

请求参数

表 6-104 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String token

Content-Type 是 String Content-Type

 

响应参数

状态码：200

表 6-105 响应 Body 参数

参数 参数类型 描述

count Integer 域名总数

items Array of
DomainInfo
objects

域名列表
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表 6-106 DomainInfo

参数 参数类型 描述

domain_id String 域名ID

domain_name String 域名

cname String 域名cname

protocol Array of strings 域名协议

real_server_type Integer 源站类型，0-源站IP，1-源站域名

real_servers String 源站

waf_status Integer waf防护状态，1-关闭，0-开启

enterprise_project
_id

String 企业项目ID

 

请求示例

无

响应示例

状态码：200

OK

{
  "count" : 2,
  "items" : [ {
    "cname" : "8bacXXXX73fd.huaweisafedns.cn",
    "protocol" : [ "HTTP" ],
    "domain_id" : "0d3eXXXX6c42",
    "domain_name" : "www.test2.com",
    "waf_status" : 1,
    "real_server_type" : 1,
    "real_servers" : "*.test2.com",
    "enterprise_project_id" : "0"
  }, {
    "cname" : "1604XXXXc833.huaweisafedns.cn",
    "protocol" : [ "HTTPS", "HTTP" ],
    "domain_id" : "a115XXXXfafe",
    "domain_name" : "test1.com",
    "waf_status" : 1,
    "real_server_type" : 1,
    "real_servers" : "test1.com",
    "enterprise_project_id" : "51bcXXXX-XXXX-XXXX-XXXX-XXXXa06b"
  } ]
}

SDK 代码示例

SDK代码示例如下。

Java
package com.huaweicloud.sdk.test;
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import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v1.region.AadRegion;
import com.huaweicloud.sdk.aad.v1.*;
import com.huaweicloud.sdk.aad.v1.model.*;

public class ListDomainSolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");

        ICredential auth = new GlobalCredentials()
                .withAk(ak)
                .withSk(sk);

        AadClient client = AadClient.newBuilder()
                .withCredential(auth)
                .withRegion(AadRegion.valueOf("<YOUR REGION>"))
                .build();
        ListDomainRequest request = new ListDomainRequest();
        try {
            ListDomainResponse response = client.listDomain(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}

Python
# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v1.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkaad.v1 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]

    credentials = GlobalCredentials(ak, sk)

    client = AadClient.new_builder() \
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        .with_credentials(credentials) \
        .with_region(AadRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = ListDomainRequest()
        response = client.list_domain(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go
package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
    aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")

    auth, err := global.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    hcClient, err := aad.AadClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    client := aad.NewAadClient(hcClient)

    request := &model.ListDomainRequest{}
    response, err := client.ListDomain(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
    }
}
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更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。

状态码

状态码 描述

200 OK

 

错误码

请参见错误码。

6.4.2 查询防护域名信息 - ListDomainInfo

功能介绍

查询防护域名信息

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，需具备如下身份策略权限。

授权项 访问
级别

资源类型
（*为必
须）

条件键 别名 依赖的授权
项

aad:domain
:get

Read domain * g:EnterpriseP
rojectId

- -

 

URI
GET /v1/aad/protected-domains/{domain_id}

表 6-107 路径参数

参数 是否必选 参数类型 描述

domain_id 是 String 域名ID
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请求参数

表 6-108 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String token

Content-Type 是 String Content-Type

 

响应参数

状态码：200

表 6-109 响应 Body 参数

参数 参数类型 描述

instance_ids Array of strings 实例ID列表

 

请求示例

无

响应示例

状态码：200

OK

{
  "instance_ids" : [ "c81cXXXX-XXXX-XXXX-XXXX-XXXXb984" ]
}

状态码

状态码 描述

200 OK

400 Error

 

错误码

请参见错误码。
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6.4.3 更新域名信息 - UpdateDomain

功能介绍

更新域名源站配置信息

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，需具备如下身份策略权限。

授权项 访问
级别

资源类型
（*为必
须）

条件键 别名 依赖的授权
项

aad:domain
:put

Write domain * g:EnterpriseP
rojectId

- -

 

URI

PUT /v1/aad/protected-domains/{domain_id}

表 6-110 路径参数

参数 是否必选 参数类型 描述

domain_id 是 String 域名ID

 

请求参数

表 6-111 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String token

Content-Type 是 String Content-Type
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表 6-112 请求 Body 参数

参数 是否必选 参数类型 描述

real_server_ty
pe

否 Integer 源站类型

0：源站IP
1：源站域名

real_servers 否 String 源站

 

响应参数

状态码：200

OK

无

请求示例

修改指定域名ID的源站类型为0-源站IP，源站为3.x.x.3,1.x.x.1

PUT https://{endpoint}/v1/aad/protected-domains/a1bcXXXX-XXXX-XXXX-XXXX-XXXXa06b

{
  "real_servers" : "3.x.x.3,1.x.x.1",
  "real_server_type" : 0
}

响应示例

无

SDK 代码示例

SDK代码示例如下。

Java
修改指定域名ID的源站类型为0-源站IP，源站为3.x.x.3,1.x.x.1

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v1.region.AadRegion;
import com.huaweicloud.sdk.aad.v1.*;
import com.huaweicloud.sdk.aad.v1.model.*;

public class UpdateDomainSolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
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environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");

        ICredential auth = new GlobalCredentials()
                .withAk(ak)
                .withSk(sk);

        AadClient client = AadClient.newBuilder()
                .withCredential(auth)
                .withRegion(AadRegion.valueOf("<YOUR REGION>"))
                .build();
        UpdateDomainRequest request = new UpdateDomainRequest();
        request.withDomainId("{domain_id}");
        DomainRealServerInfo body = new DomainRealServerInfo();
        body.withRealServers("3.x.x.3,1.x.x.1");
        body.withRealServerType(0);
        request.withBody(body);
        try {
            UpdateDomainResponse response = client.updateDomain(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}

Python
修改指定域名ID的源站类型为0-源站IP，源站为3.x.x.3,1.x.x.1

# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v1.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkaad.v1 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]

    credentials = GlobalCredentials(ak, sk)

    client = AadClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AadRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = UpdateDomainRequest()
        request.domain_id = "{domain_id}"
        request.body = DomainRealServerInfo(
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            real_servers="3.x.x.3,1.x.x.1",
            real_server_type=0
        )
        response = client.update_domain(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go
修改指定域名ID的源站类型为0-源站IP，源站为3.x.x.3,1.x.x.1

package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
    aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")

    auth, err := global.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    hcClient, err := aad.AadClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    client := aad.NewAadClient(hcClient)

    request := &model.UpdateDomainRequest{}
    request.DomainId = "{domain_id}"
    realServersDomainRealServerInfo:= "3.x.x.3,1.x.x.1"
    realServerTypeDomainRealServerInfo:= int32(0)
    request.Body = &model.DomainRealServerInfo{
        RealServers: &realServersDomainRealServerInfo,
        RealServerType: &realServerTypeDomainRealServerInfo,
    }
    response, err := client.UpdateDomain(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
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        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。

状态码

状态码 描述

200 OK

 

错误码

请参见错误码。

6.4.4 创建防护域名 - CreateDomain

功能介绍

创建防护域名

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，当前API调用无需身份策略权限。

URI

POST /v1/{project_id}/aad/external/domains

表 6-113 路径参数

参数 是否必选 参数类型 描述

project_id 是 String 项目ID，对应华为云控制台用户
名->我的凭证->项目列表->项目
ID
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请求参数

表 6-114 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String 用户Token。 通过调用IAM服务
获取用户Token接口获取（响应
消息头中X-Subject-Token的
值）。

Content-Type 是 String Content-Type

 

表 6-115 请求 Body 参数

参数 是否必选 参数类型 描述

domain_name 是 String 域名

enterprise_pro
ject_id

是 String 企业项目id，与接入的高防实例
所属企业项目保持一致。可在华
为云EPS服务中查看企业项目
id，default企业项目id为"0"。

vips 否 Array of
strings

高防实例ip列表。多个高防实例
ip必须属于同一企业项目。

real_server_ty
pe

是 Integer 源站类型，0-源站IP，1-源站域
名

port_http 否 Array of
integers

HTTP端口，与port_https不能
同时为空。DDoS高防支持的
HTTP端口可在控制台查看。

port_https 否 Array of
integers

HTTPS端口，与port_http不能
同时为空。DDoS高防支持的
HTTPS端口可在控制台查看。

real_server 是 String 源站ip/源站域名

instance_ids 否 Array of
strings

实例id列表（伙伴场景，和vips
不同时为空）

 

响应参数

状态码：200

表 6-116 响应 Body 参数

参数 参数类型 描述

cname String 高防提供的CNAME地址
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参数 参数类型 描述

domainId String 域名id

 

请求示例

添加test.com域名，高防IP为1.1.1.1，企业项目ID为0，源站类型为源站IP，端口80，
源站为2.3.3.4。

POST https://{endpoint}/v1/74af0d26xxxxxxxxx579b0ccd/aad/external/domains

{
  "domain_name" : "test.com",
  "enterprise_project_id" : "0",
  "vips" : [ "1.x.x.1" ],
  "real_server_type" : 0,
  "port_http" : [ 80 ],
  "real_server" : "2.x.x.4"
}

响应示例

状态码：200

OK

{
  "domainId" : "81c8xxxxxxxxxxxxxxxx11c9",
  "cname" : "29xxxxxxxxxxxx1e.huaweisafedns.cn"
}

SDK 代码示例

SDK代码示例如下。

Java
添加test.com域名，高防IP为1.1.1.1，企业项目ID为0，源站类型为源站IP，端口80，
源站为2.3.3.4。

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v1.region.AadRegion;
import com.huaweicloud.sdk.aad.v1.*;
import com.huaweicloud.sdk.aad.v1.model.*;

import java.util.List;
import java.util.ArrayList;

public class CreateDomainSolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
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this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");
        String domainId = "";

        ICredential auth = new GlobalCredentials()
                .withDomainId(domainId)
                .withAk(ak)
                .withSk(sk);

        AadClient client = AadClient.newBuilder()
                .withCredential(auth)
                .withRegion(AadRegion.valueOf("<YOUR REGION>"))
                .build();
        CreateDomainRequest request = new CreateDomainRequest();
        HostBody body = new HostBody();
        List<Integer> listbodyPortHttp = new ArrayList<>();
        listbodyPortHttp.add(80);
        List<String> listbodyVips = new ArrayList<>();
        listbodyVips.add("1.x.x.1");
        body.withRealServer("2.x.x.4");
        body.withPortHttp(listbodyPortHttp);
        body.withRealServerType(0);
        body.withVips(listbodyVips);
        body.withEnterpriseProjectId("0");
        body.withDomainName("test.com");
        request.withBody(body);
        try {
            CreateDomainResponse response = client.createDomain(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}

Python
添加test.com域名，高防IP为1.1.1.1，企业项目ID为0，源站类型为源站IP，端口80，
源站为2.3.3.4。
# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v1.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkaad.v1 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]
    domainId = ""

    credentials = GlobalCredentials(ak, sk, domainId)
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    client = AadClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AadRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = CreateDomainRequest()
        listPortHttpbody = [
            80
        ]
        listVipsbody = [
            "1.x.x.1"
        ]
        request.body = HostBody(
            real_server="2.x.x.4",
            port_http=listPortHttpbody,
            real_server_type=0,
            vips=listVipsbody,
            enterprise_project_id="0",
            domain_name="test.com"
        )
        response = client.create_domain(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go
添加test.com域名，高防IP为1.1.1.1，企业项目ID为0，源站类型为源站IP，端口80，
源站为2.3.3.4。
package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
    aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")
    domainId := ""

    auth, err := global.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        WithDomainId(domainId).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    hcClient, err := aad.AadClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()
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    if err != nil {
        fmt.Println(err)
        return
    }

    client := aad.NewAadClient(hcClient)

    request := &model.CreateDomainRequest{}
    var listPortHttpbody = []int32{
        int32(80),
    }
    var listVipsbody = []string{
        "1.x.x.1",
    }
    request.Body = &model.HostBody{
        RealServer: "2.x.x.4",
        PortHttp: &listPortHttpbody,
        RealServerType: int32(0),
        Vips: listVipsbody,
        EnterpriseProjectId: "0",
        DomainName: "test.com",
    }
    response, err := client.CreateDomain(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。

状态码

状态码 描述

200 OK

400 Error

 

错误码

请参见错误码。

6.4.5 上传域名对应证书 - SetCertForDomain

功能介绍

上传域名对应证书

调用方法

请参见如何调用API。
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授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，当前API调用无需身份策略权限。

URI
POST /v1/{project_id}/aad/external/domains/certificate

表 6-117 路径参数

参数 是否必选 参数类型 描述

project_id 是 String 项目ID，对应华为云控制台用户
名->我的凭证->项目列表->项目
ID

 

请求参数

表 6-118 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String 用户Token。 通过调用IAM服务
获取用户Token接口获取（响应
消息头中X-Subject-Token的
值）。

Content-Type 是 String Content-Type

 

表 6-119 请求 Body 参数

参数 是否必选 参数类型 描述

op_type 是 Integer 操作类型。0 - 上传， 1 - 更换

cert_name 是 String 证书名称

cert_file 否 String 证书文件。上传新证书(op_type
为0)时必填，更换为已有证书
(op_type为1)时置空

cert_key_file 否 String 私钥文件。上传新证书(op_type
为0)时必填，更换为已有证书
(op_type为1)时置空

domain_id 是 String 域名id
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响应参数

状态码：200

OK

无

请求示例

上传指定域名的证书。

POST https://{endpoint}/v1/123/aad/external/domains/certificate

{
  "op_type" : 0,
  "cert_name" : "123",
  "cert_file" : "123",
  "cert_key_file" : "123",
  "domain_id" : "4441632b-c8d4-49e0-a6d8-d942def127b0"
}

响应示例

无

SDK 代码示例

SDK代码示例如下。

Java
上传指定域名的证书。

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v1.region.AadRegion;
import com.huaweicloud.sdk.aad.v1.*;
import com.huaweicloud.sdk.aad.v1.model.*;

public class SetCertForDomainSolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");
        String domainId = "";

        ICredential auth = new GlobalCredentials()
                .withDomainId(domainId)
                .withAk(ak)
                .withSk(sk);

        AadClient client = AadClient.newBuilder()
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                .withCredential(auth)
                .withRegion(AadRegion.valueOf("<YOUR REGION>"))
                .build();
        SetCertForDomainRequest request = new SetCertForDomainRequest();
        CertificateBody body = new CertificateBody();
        body.withDomainId("4441632b-c8d4-49e0-a6d8-d942def127b0");
        body.withCertKeyFile("123");
        body.withCertFile("123");
        body.withCertName("123");
        body.withOpType(0);
        request.withBody(body);
        try {
            SetCertForDomainResponse response = client.setCertForDomain(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}

Python
上传指定域名的证书。

# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v1.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkaad.v1 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]
    domainId = ""

    credentials = GlobalCredentials(ak, sk, domainId)

    client = AadClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AadRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = SetCertForDomainRequest()
        request.body = CertificateBody(
            domain_id="4441632b-c8d4-49e0-a6d8-d942def127b0",
            cert_key_file="123",
            cert_file="123",
            cert_name="123",
            op_type=0
        )
        response = client.set_cert_for_domain(request)
        print(response)
    except exceptions.ClientRequestException as e:
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        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go

上传指定域名的证书。

package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
    aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")
    domainId := ""

    auth, err := global.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        WithDomainId(domainId).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    hcClient, err := aad.AadClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    client := aad.NewAadClient(hcClient)

    request := &model.SetCertForDomainRequest{}
    certKeyFileCertificateBody:= "123"
    certFileCertificateBody:= "123"
    request.Body = &model.CertificateBody{
        DomainId: "4441632b-c8d4-49e0-a6d8-d942def127b0",
        CertKeyFile: &certKeyFileCertificateBody,
        CertFile: &certFileCertificateBody,
        CertName: "123",
        OpType: int32(0),
    }
    response, err := client.SetCertForDomain(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
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    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。

状态码

状态码 描述

200 OK

400 Error

 

错误码

请参见错误码。

6.4.6 修改域名 WEB 基础防护开关/CC 防护开关 -
ModifyDomainWebSwitch

功能介绍

修改域名WEB基础防护开关/CC防护开关

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，当前API调用无需身份策略权限。

URI
POST /v1/{project_id}/aad/external/domains/switch

表 6-120 路径参数

参数 是否必选 参数类型 描述

project_id 是 String 项目ID，对应华为云控制台用户
名->我的凭证->项目列表->项目
ID
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请求参数

表 6-121 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String 用户Token。 通过调用IAM服务
获取用户Token接口获取（响应
消息头中X-Subject-Token的
值）。

Content-Type 是 String Content-Type

 

表 6-122 请求 Body 参数

参数 是否必选 参数类型 描述

domain_id 是 String 域名id

waf_switch 是 Integer 是否开启WEB基础防护开关。0
- 开启， 1 - 关闭

cc_switch 是 Integer 是否开启CC防护开关。0 - 开
启， 1 - 关闭。开启CC开关必
须同时开启WEB基础防护开关

 

响应参数

状态码：200

OK

无

请求示例

打开域名WEB基础防护开关和CC防护开关。

POST https://{endpoint}/v1/74af0d26xxxxxxxxx579b0ccd/aad/external/domains/switch

{
  "domain_id" : "579b0ccd-ac06-xxxx-xxxx-fa163eaa216e",
  "waf_switch" : 0,
  "cc_switch" : 0
}

响应示例

无

SDK 代码示例

SDK代码示例如下。
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Java

打开域名WEB基础防护开关和CC防护开关。

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v1.region.AadRegion;
import com.huaweicloud.sdk.aad.v1.*;
import com.huaweicloud.sdk.aad.v1.model.*;

public class ModifyDomainWebSwitchSolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");
        String domainId = "";

        ICredential auth = new GlobalCredentials()
                .withDomainId(domainId)
                .withAk(ak)
                .withSk(sk);

        AadClient client = AadClient.newBuilder()
                .withCredential(auth)
                .withRegion(AadRegion.valueOf("<YOUR REGION>"))
                .build();
        ModifyDomainWebSwitchRequest request = new ModifyDomainWebSwitchRequest();
        CadDomainSwitchRequest body = new CadDomainSwitchRequest();
        body.withCcSwitch(0);
        body.withWafSwitch(0);
        body.withDomainId("579b0ccd-ac06-xxxx-xxxx-fa163eaa216e");
        request.withBody(body);
        try {
            ModifyDomainWebSwitchResponse response = client.modifyDomainWebSwitch(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}

Python

打开域名WEB基础防护开关和CC防护开关。

# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import GlobalCredentials
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from huaweicloudsdkaad.v1.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkaad.v1 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]
    domainId = ""

    credentials = GlobalCredentials(ak, sk, domainId)

    client = AadClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AadRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = ModifyDomainWebSwitchRequest()
        request.body = CadDomainSwitchRequest(
            cc_switch=0,
            waf_switch=0,
            domain_id="579b0ccd-ac06-xxxx-xxxx-fa163eaa216e"
        )
        response = client.modify_domain_web_switch(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go
打开域名WEB基础防护开关和CC防护开关。

package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
    aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")
    domainId := ""

    auth, err := global.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        WithDomainId(domainId).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
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    }

    hcClient, err := aad.AadClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    client := aad.NewAadClient(hcClient)

    request := &model.ModifyDomainWebSwitchRequest{}
    request.Body = &model.CadDomainSwitchRequest{
        CcSwitch: int32(0),
        WafSwitch: int32(0),
        DomainId: "579b0ccd-ac06-xxxx-xxxx-fa163eaa216e",
    }
    response, err := client.ModifyDomainWebSwitch(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。

状态码

状态码 描述

200 OK

400 Error

 

错误码

请参见错误码。

6.4.7 查询高防回源 IP 段列表 - ListSourceIps

功能介绍

查询高防回源IP段列表

调用方法

请参见如何调用API。
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授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，当前API调用无需身份策略权限。

URI

GET /v1/{project_id}/aad/external/source-ip

表 6-123 路径参数

参数 是否必选 参数类型 描述

project_id 是 String 项目ID，对应华为云控制台用户
名->我的凭证->项目列表->项目
ID

 

请求参数

表 6-124 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String 用户Token。 通过调用IAM服务
获取用户Token接口获取（响应
消息头中X-Subject-Token的
值）。

Content-Type 是 String Content-Type

 

响应参数

状态码：200

表 6-125 响应 Body 参数

参数 参数类型 描述

ips Array of strings 查询高防回源IP段列表

 

请求示例

无
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响应示例

状态码：200

OK

{
  "ips" : [ "1.x.x.1", "2.x.x.2" ]
}

SDK 代码示例

SDK代码示例如下。

Java
package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v1.region.AadRegion;
import com.huaweicloud.sdk.aad.v1.*;
import com.huaweicloud.sdk.aad.v1.model.*;

public class ListSourceIpsSolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");
        String domainId = "";

        ICredential auth = new GlobalCredentials()
                .withDomainId(domainId)
                .withAk(ak)
                .withSk(sk);

        AadClient client = AadClient.newBuilder()
                .withCredential(auth)
                .withRegion(AadRegion.valueOf("<YOUR REGION>"))
                .build();
        ListSourceIpsRequest request = new ListSourceIpsRequest();
        try {
            ListSourceIpsResponse response = client.listSourceIps(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}
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Python
# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v1.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkaad.v1 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]
    domainId = ""

    credentials = GlobalCredentials(ak, sk, domainId)

    client = AadClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AadRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = ListSourceIpsRequest()
        response = client.list_source_ips(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go
package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
    aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")
    domainId := ""

    auth, err := global.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        WithDomainId(domainId).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }
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    hcClient, err := aad.AadClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    client := aad.NewAadClient(hcClient)

    request := &model.ListSourceIpsRequest{}
    response, err := client.ListSourceIps(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。

状态码

状态码 描述

200 OK

400 Error

 

错误码

请参见错误码。

6.4.8 删除防护域名 - DeleteDomainV2

功能介绍

删除防护域名

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。
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● 如果使用身份策略授权，当前API调用无需身份策略权限。

URI

DELETE /v2/aad/domains

请求参数

表 6-126 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String token

Content-Type 是 String Content-Type

 

表 6-127 请求 Body 参数

参数 是否必选 参数类型 描述

domain_id 是 Array of
strings

域名id列表

 

响应参数

状态码：200

OK

状态码：400

表 6-128 响应 Body 参数

参数 参数类型 描述

error_code String 错误码

error_description String 错误描述

 

请求示例

无

响应示例

无
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状态码

状态码 描述

200 OK

400 Error response

 

错误码

请参见错误码。

6.4.9 创建防护域名 - CreateDomainV2

功能介绍

创建防护域名

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，当前API调用无需身份策略权限。

URI

POST /v2/aad/domains

请求参数

表 6-129 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String token

Content-Type 是 String Content-Type

 

表 6-130 请求 Body 参数

参数 是否必选 参数类型 描述

domain_name 是 String 域名

DDoS 防护 AAD
API 参考 6 DDoS 高防 API

文档版本 12 (2026-07-02) 版权所有 © 华为技术有限公司 348



参数 是否必选 参数类型 描述

enterprise_pro
ject_id

是 String 企业项目id，与接入的高防实例
所属企业项目保持一致。可在华
为云EPS服务中查看企业项目
id，default企业项目id为"0"。

ips 是 Array of
strings

高防实例ip列表。多个高防实例
ip必须属于同一企业项目。

real_server_ty
pe

是 Integer 源站类型。0-源站IP，1-源站域
名。

port_http 是 Array of
integers

HTTP端口，与port_https不能
同时为空。DDoS高防支持的
HTTP端口可在控制台查看。

port_https 否 Array of
integers

HTTPS端口，与port_http不能
同时为空。DDoS高防支持的
HTTPS端口可在控制台查看。

real_server 是 String 源站（源站ip/源站域名）

overseas_type 是 String 防护区域，0-大陆，1-海外

cert_name 否 String 证书名称（必须是已经存在的证
书）

waf_switch 否 String 开启0，关闭1

 

响应参数

状态码：200

表 6-131 响应 Body 参数

参数 参数类型 描述

cname String 高防提供的CNAME地址

domain_id String 域名id

 

请求示例

添加test.com域名，高防IP为2.x.x.2，企业项目ID为0，源站类型为源站IP，端口80，
源站为4.x.x.2，证书名称为123，开启waf。

POST https://{endpoint}/v2/aad/domains

{
  "domain_name" : "test.com",
  "enterprise_project_id" : "0",
  "ips" : [ "2.x.x.2" ],
  "real_server_type" : 0,
  "port_http" : [ 80 ],
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  "real_server" : "4.x.x.2",
  "overseas_type" : "0",
  "cert_name" : "123",
  "waf_switch" : "0"
}

响应示例

状态码：200

OK

{
  "domain_id" : "81c8xxxxxxxxxxxxxxxx11c9",
  "cname" : "29xxxxxxxxxxxx1e.huaweisafedns.cn"
}

状态码

状态码 描述

200 OK

400 Error

 

错误码

请参见错误码。

6.4.10 查询域名关联的证书信息 - ShowDomainCertificate

功能介绍

查询域名关联的证书信息

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，当前API调用无需身份策略权限。

URI

GET /v2/aad/domains/{domain_id}/certificate
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表 6-132 路径参数

参数 是否必选 参数类型 描述

domain_id 是 String 域名id

 

请求参数

表 6-133 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String token

Content-Type 是 String Content-Type

 

响应参数

状态码：200

表 6-134 响应 Body 参数

参数 参数类型 描述

domain_id String 域名id

domain_name String 域名

cert_info CertInfo object 证书信息

 

表 6-135 CertInfo

参数 参数类型 描述

cert_name String 证书名称

id String 证书id

apply_domain String 适用域名

expire_time Long 过期时间

expire_status Integer 过期状态,0-正常, 1-已过期, 2-即将过期

 

状态码：400
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表 6-136 响应 Body 参数

参数 参数类型 描述

error_code String 错误码

error_description String 错误描述

 

请求示例

查询ID为cc82eb653e7d1aede的域名证书信息。

GET https://{endpoint}/v2/aad/domains/cc82eb653e7d1aede/certificate

响应示例

状态码：200

OK

{
  "domain_id" : "cc82eb653e7d1aede",
  "domain_name" : "test.com",
  "cert_info" : {
    "id" : "5aac8d71-xxx-xxxx-xxxx-8d69165749af",
    "cert_name" : "test",
    "apply_domain" : "test.com",
    "expire_time" : 1764127252000,
    "expire_status" : 1
  }
}

SDK 代码示例

SDK代码示例如下。

Java
package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v2.region.AadRegion;
import com.huaweicloud.sdk.aad.v2.*;
import com.huaweicloud.sdk.aad.v2.model.*;

public class ShowDomainCertificateSolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");

        ICredential auth = new GlobalCredentials()
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                .withAk(ak)
                .withSk(sk);

        AadClient client = AadClient.newBuilder()
                .withCredential(auth)
                .withRegion(AadRegion.valueOf("<YOUR REGION>"))
                .build();
        ShowDomainCertificateRequest request = new ShowDomainCertificateRequest();
        request.withDomainId("{domain_id}");
        try {
            ShowDomainCertificateResponse response = client.showDomainCertificate(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}

Python
# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v2.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkaad.v2 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]

    credentials = GlobalCredentials(ak, sk)

    client = AadClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AadRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = ShowDomainCertificateRequest()
        request.domain_id = "{domain_id}"
        response = client.show_domain_certificate(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go
package main

import (
    "fmt"
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    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
    aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v2"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v2/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v2/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")

    auth, err := global.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    hcClient, err := aad.AadClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    client := aad.NewAadClient(hcClient)

    request := &model.ShowDomainCertificateRequest{}
    request.DomainId = "{domain_id}"
    response, err := client.ShowDomainCertificate(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。

状态码

状态码 描述

200 OK

400 Error response
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错误码

请参见错误码。

6.4.11 查看域名配置 - ShowDomainNameConfig

功能介绍

查看域名配置

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，当前API调用无需身份策略权限。

URI

GET /v2/aad/domains/{domain_id}/config

表 6-137 路径参数

参数 是否必选 参数类型 描述

domain_id 是 String 域名id

 

表 6-138 Query 参数

参数 是否必选 参数类型 描述

type 是 String 请求类型 domain、waf

 

请求参数

表 6-139 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String token

Content-Type 是 String Content-Type
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响应参数

状态码：200

表 6-140 响应 Body 参数

参数 参数类型 描述

domain_id String 域名id

domain_name String 域名

real_server_type Integer 源站类型，0 - 源站IP， 1 - 源站域名

port_http Array of integers HTTP端口，与port_https不能同时为
空。DDoS高防支持的HTTP端口可在控
制台查看。

port_https Array of integers HTTPS端口，与port_http不能同时为
空。DDoS高防支持的HTTPS端口可在控
制台查看。

real_server String 源站ip/源站域名

pp_enable Integer pp是否开启, 1-开启，0-关闭

overseas_type Integer 防护区域,0-大陆,1-海外

tls String tls(请求参数type=waf时)

cipher String 加密套件(请求参数type=waf时)

http2_enable Boolean 是否允许http2(请求参数type=waf时)

header_map Object 字段转发(请求参数type=waf时)

 

状态码：400

表 6-141 响应 Body 参数

参数 参数类型 描述

error_code String 错误码

error_description String 错误描述

 

请求示例

查询域名ID为000ca484d2512348c7700d0430a811d的域名配置。

GET https://{endpoint}/v2/aad/domains/000ca484d2512348c7700d0430a811d/config?type=domain

响应示例

状态码：200
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防护域名信息

{
  "domain_name" : "www.test.com",
  "domain_id" : "000ca484d2512348c7700d0430a811d",
  "real_server_type" : 0,
  "port_http" : [ 80 ],
  "real_server" : "1.x.x.1"
}

SDK 代码示例

SDK代码示例如下。

Java
package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v2.region.AadRegion;
import com.huaweicloud.sdk.aad.v2.*;
import com.huaweicloud.sdk.aad.v2.model.*;

public class ShowDomainNameConfigSolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");

        ICredential auth = new GlobalCredentials()
                .withAk(ak)
                .withSk(sk);

        AadClient client = AadClient.newBuilder()
                .withCredential(auth)
                .withRegion(AadRegion.valueOf("<YOUR REGION>"))
                .build();
        ShowDomainNameConfigRequest request = new ShowDomainNameConfigRequest();
        request.withDomainId("{domain_id}");
        try {
            ShowDomainNameConfigResponse response = client.showDomainNameConfig(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}
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Python
# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v2.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkaad.v2 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]

    credentials = GlobalCredentials(ak, sk)

    client = AadClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AadRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = ShowDomainNameConfigRequest()
        request.domain_id = "{domain_id}"
        response = client.show_domain_name_config(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go
package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
    aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v2"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v2/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v2/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")

    auth, err := global.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    hcClient, err := aad.AadClientBuilder().
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         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    client := aad.NewAadClient(hcClient)

    request := &model.ShowDomainNameConfigRequest{}
    request.DomainId = "{domain_id}"
    response, err := client.ShowDomainNameConfig(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。

状态码

状态码 描述

200 防护域名信息

400 Error response

 

错误码

请参见错误码。

6.4.12 修改域名配置 - UpdateDomainConfig

功能介绍

修改域名配置

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，当前API调用无需身份策略权限。
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URI
PUT /v2/aad/domains/{domain_id}/config

表 6-142 路径参数

参数 是否必选 参数类型 描述

domain_id 是 String 域名id

 

请求参数

表 6-143 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String token

Content-Type 是 String Content-Type

 

表 6-144 请求 Body 参数

参数 是否必选 参数类型 描述

real_server_ty
pe

是 Integer 源站类型。 0 - 源站IP， 1 - 源
站域名。

real_server 是 String 源站ip/源站域名

port_http 否 Array of
integers

HTTP端口，与port_https不能
同时为空。DDoS高防支持的
HTTP端口可用ListDomainPort
接口查询。

port_https 否 Array of
integers

HTTPS端口，与port_http不能
同时为空。DDoS高防支持的
HTTPS端口可用ListDomainPort
接口查询。

overseas_type 否 String 防护区域：0-中国大陆、1-中国
大陆外

cert_name 否 String 证书名称

 

响应参数

状态码：200

OK

状态码：400
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表 6-145 响应 Body 参数

参数 参数类型 描述

error_code String 错误码

error_description String 错误描述

 

请求示例

修改域名配置源站类型为源站IP，源站为1.x.x.1。

PUT https://{endpoint}/v2/aad/domains/579b0ccd-ac06-xxxx-xxxx-fa163eaa216e/config

{
  "real_server_type" : 0,
  "real_server" : "1.x.x.2",
  "port_http" : [ 80 ],
  "overseas_type" : "0",
  "cert_name" : "123"
}

响应示例

状态码：200

OK

{ }

SDK 代码示例

SDK代码示例如下。

Java
修改域名配置源站类型为源站IP，源站为1.x.x.1。

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v2.region.AadRegion;
import com.huaweicloud.sdk.aad.v2.*;
import com.huaweicloud.sdk.aad.v2.model.*;

import java.util.List;
import java.util.ArrayList;

public class UpdateDomainConfigSolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
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        String sk = System.getenv("CLOUD_SDK_SK");

        ICredential auth = new GlobalCredentials()
                .withAk(ak)
                .withSk(sk);

        AadClient client = AadClient.newBuilder()
                .withCredential(auth)
                .withRegion(AadRegion.valueOf("<YOUR REGION>"))
                .build();
        UpdateDomainConfigRequest request = new UpdateDomainConfigRequest();
        request.withDomainId("{domain_id}");
        UpdateDomainConfigRequestBody body = new UpdateDomainConfigRequestBody();
        List<Integer> listbodyPortHttp = new ArrayList<>();
        listbodyPortHttp.add(80);
        body.withCertName("123");
        body.withOverseasType("0");
        body.withPortHttp(listbodyPortHttp);
        body.withRealServer("1.x.x.2");
        body.withRealServerType(UpdateDomainConfigRequestBody.RealServerTypeEnum.NUMBER_0);
        request.withBody(body);
        try {
            UpdateDomainConfigResponse response = client.updateDomainConfig(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}

Python
修改域名配置源站类型为源站IP，源站为1.x.x.1。

# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v2.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkaad.v2 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]

    credentials = GlobalCredentials(ak, sk)

    client = AadClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AadRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = UpdateDomainConfigRequest()
        request.domain_id = "{domain_id}"
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        listPortHttpbody = [
            80
        ]
        request.body = UpdateDomainConfigRequestBody(
            cert_name="123",
            overseas_type="0",
            port_http=listPortHttpbody,
            real_server="1.x.x.2",
            real_server_type=0
        )
        response = client.update_domain_config(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go
修改域名配置源站类型为源站IP，源站为1.x.x.1。

package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
    aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v2"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v2/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v2/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")

    auth, err := global.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    hcClient, err := aad.AadClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    client := aad.NewAadClient(hcClient)

    request := &model.UpdateDomainConfigRequest{}
    request.DomainId = "{domain_id}"
    var listPortHttpbody = []int32{
        int32(80),
    }
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    certNameUpdateDomainConfigRequestBody:= "123"
    overseasTypeUpdateDomainConfigRequestBody:= "0"
    request.Body = &model.UpdateDomainConfigRequestBody{
        CertName: &certNameUpdateDomainConfigRequestBody,
        OverseasType: &overseasTypeUpdateDomainConfigRequestBody,
        PortHttp: &listPortHttpbody,
        RealServer: "1.x.x.2",
        RealServerType: model.GetUpdateDomainConfigRequestBodyRealServerTypeEnum().E_0,
    }
    response, err := client.UpdateDomainConfig(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。

状态码

状态码 描述

200 OK

400 Error response

 

错误码

请参见错误码。

6.4.13 查询域名详情 - ShowDomainDetail

功能介绍

查询域名详情

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，当前API调用无需身份策略权限。

URI
GET /v2/aad/domains/{domain_id}/detail
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表 6-146 路径参数

参数 是否必选 参数类型 描述

domain_id 是 String 域名ID

 

请求参数

表 6-147 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String token

Content-Type 是 String Content-Type

 

响应参数

状态码：200

表 6-148 响应 Body 参数

参数 参数类型 描述

domain_id String 域名id

domain_name String 域名

cname String cname

domain_status String 域名状态 0-正常，1-冻结

pp_enable Integer 是否开启pp 0-关闭，1-开启

 

状态码：400

表 6-149 响应 Body 参数

参数 参数类型 描述

error_code String 错误码

error_description String 错误描述

 

请求示例

查询ID为cc82eb65e5d4c53e7d1aede的域名详情信息。

GET https://{endpoint}/v2/aad/domains/cc82eb65e5d4c53e7d1aede/detail
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响应示例

状态码：200

OK

{
  "domain_id" : "cc82eb65e5d4c53e7d1aede",
  "domain_name" : "ab.com",
  "cname" : "abc123.huaweisafedns.cn",
  "domain_status" : 0,
  "pp_enable" : 1
}

SDK 代码示例

SDK代码示例如下。

Java
package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v2.region.AadRegion;
import com.huaweicloud.sdk.aad.v2.*;
import com.huaweicloud.sdk.aad.v2.model.*;

public class ShowDomainDetailSolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");

        ICredential auth = new GlobalCredentials()
                .withAk(ak)
                .withSk(sk);

        AadClient client = AadClient.newBuilder()
                .withCredential(auth)
                .withRegion(AadRegion.valueOf("<YOUR REGION>"))
                .build();
        ShowDomainDetailRequest request = new ShowDomainDetailRequest();
        request.withDomainId("{domain_id}");
        try {
            ShowDomainDetailResponse response = client.showDomainDetail(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
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    }
}

Python
# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v2.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkaad.v2 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]

    credentials = GlobalCredentials(ak, sk)

    client = AadClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AadRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = ShowDomainDetailRequest()
        request.domain_id = "{domain_id}"
        response = client.show_domain_detail(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go
package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
    aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v2"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v2/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v2/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")

    auth, err := global.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
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    }

    hcClient, err := aad.AadClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    client := aad.NewAadClient(hcClient)

    request := &model.ShowDomainDetailRequest{}
    request.DomainId = "{domain_id}"
    response, err := client.ShowDomainDetail(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。

状态码

状态码 描述

200 OK

400 Error response

 

错误码

请参见错误码。

6.4.14 查询控制台 WAF 全局配置 - ListGlobalConfig

功能介绍

查询控制台WAF全局配置。

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。
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● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，当前API调用无需身份策略权限。

URI
GET /v2/aad/domains/global-config

请求参数

表 6-150 请求 Header 参数

参数 是否必选 参数类型 描述

Content-Type 是 String Content-Type

X-Auth-Token 是 String X-Auth-Token

 

响应参数

状态码：200

表 6-151 响应 Body 参数

参数 参数类型 描述

support_tls Array of strings 支持的tls版本列表

cipher Array of
CipherInfo
objects

加密套件列表

 

表 6-152 CipherInfo

参数 参数类型 描述

name String 套件名称

algo String 对应的加密算法

desc_cn String 中文描述

desc_en String 英文描述

 

状态码：400
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表 6-153 响应 Body 参数

参数 参数类型 描述

error_code String 错误码

error_description String 错误描述

 

请求示例

查询控制台WAF全局配置。

GET https://{endpoint}/v2/aad/domains/global-config

响应示例

状态码：200

OK

{
  "cipher" : [ {
    "name" : "cipher_default",
    "algo" : "ECDHE-RSA-AES256-SHA384:AES256-SHA256:RC4:HIGH:!MD5:!aNULL:!eNULL:!NULL:!DH:!EDH:!
AESGCM",
    "desc_cn" : "默认配置，兼容性较好，支持的客户端较为广泛，安全性一般。",
    "desc_en" : "Good browser compatibility, most clients supported, sufficient for most scenarios."
  } ],
  "support_tls" : [ "TLS v1.0", "TLS v1.1" ]
}

SDK 代码示例

SDK代码示例如下。

Java
package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v2.region.AadRegion;
import com.huaweicloud.sdk.aad.v2.*;
import com.huaweicloud.sdk.aad.v2.model.*;

public class ListGlobalConfigSolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");

        ICredential auth = new GlobalCredentials()
                .withAk(ak)
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                .withSk(sk);

        AadClient client = AadClient.newBuilder()
                .withCredential(auth)
                .withRegion(AadRegion.valueOf("<YOUR REGION>"))
                .build();
        ListGlobalConfigRequest request = new ListGlobalConfigRequest();
        try {
            ListGlobalConfigResponse response = client.listGlobalConfig(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}

Python
# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v2.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkaad.v2 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]

    credentials = GlobalCredentials(ak, sk)

    client = AadClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AadRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = ListGlobalConfigRequest()
        response = client.list_global_config(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go
package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
    aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v2"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v2/model"
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    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v2/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")

    auth, err := global.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    hcClient, err := aad.AadClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    client := aad.NewAadClient(hcClient)

    request := &model.ListGlobalConfigRequest{}
    response, err := client.ListGlobalConfig(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。

状态码

状态码 描述

200 OK

400 Error response

 

错误码

请参见错误码。
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6.5 DDoS 高防-防护策略

6.5.1 高防实例添加黑白名单 - AddBlackWhiteIpList

功能介绍

高防实例添加黑白名单

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，当前API调用无需身份策略权限。

URI

POST /v1/{project_id}/aad/external/bwlist

表 6-154 路径参数

参数 是否必选 参数类型 描述

project_id 是 String 项目ID，对应华为云控制台用户
名->我的凭证->项目列表->项目
ID

 

请求参数

表 6-155 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String 用户Token。 通过调用IAM服务
获取用户Token接口获取（响应
消息头中X-Subject-Token的
值）。

Content-Type 是 String Content-Type

 

DDoS 防护 AAD
API 参考 6 DDoS 高防 API

文档版本 12 (2026-07-02) 版权所有 © 华为技术有限公司 373



表 6-156 请求 Body 参数

参数 是否必选 参数类型 描述

instance_id 是 String 实例id

type 是 String 规则类型。black - 黑名单，
white - 白名单

ips 是 Array of
strings

ip列表

 

响应参数

状态码：200

表 6-157 响应 Body 参数

参数 参数类型 描述

successNum Integer 成功数量

 

请求示例
POST https://{endpoint}/v1/4229e3e5xxxxx8b208b971f2e0e0c/aad/external/bwlist

{
  "instance_id" : "8205ed60-fcfe-4a45-8c33-c8f8cd9fc84c",
  "type" : "black",
  "ips" : [ "1.x.x.1" ]
}

响应示例

无

SDK 代码示例

SDK代码示例如下。

Java
package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v1.region.AadRegion;
import com.huaweicloud.sdk.aad.v1.*;
import com.huaweicloud.sdk.aad.v1.model.*;

import java.util.List;
import java.util.ArrayList;
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public class AddBlackWhiteIpListSolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");
        String domainId = "";

        ICredential auth = new GlobalCredentials()
                .withDomainId(domainId)
                .withAk(ak)
                .withSk(sk);

        AadClient client = AadClient.newBuilder()
                .withCredential(auth)
                .withRegion(AadRegion.valueOf("<YOUR REGION>"))
                .build();
        AddBlackWhiteIpListRequest request = new AddBlackWhiteIpListRequest();
        BlackWhiteIpListRequest body = new BlackWhiteIpListRequest();
        List<String> listbodyIps = new ArrayList<>();
        listbodyIps.add("1.x.x.1");
        body.withIps(listbodyIps);
        body.withType("black");
        body.withInstanceId("8205ed60-fcfe-4a45-8c33-c8f8cd9fc84c");
        request.withBody(body);
        try {
            AddBlackWhiteIpListResponse response = client.addBlackWhiteIpList(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}

Python
# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v1.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkaad.v1 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]
    domainId = ""

    credentials = GlobalCredentials(ak, sk, domainId)

    client = AadClient.new_builder() \
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        .with_credentials(credentials) \
        .with_region(AadRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = AddBlackWhiteIpListRequest()
        listIpsbody = [
            "1.x.x.1"
        ]
        request.body = BlackWhiteIpListRequest(
            ips=listIpsbody,
            type="black",
            instance_id="8205ed60-fcfe-4a45-8c33-c8f8cd9fc84c"
        )
        response = client.add_black_white_ip_list(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go
package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
    aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")
    domainId := ""

    auth, err := global.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        WithDomainId(domainId).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    hcClient, err := aad.AadClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    client := aad.NewAadClient(hcClient)

    request := &model.AddBlackWhiteIpListRequest{}
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    var listIpsbody = []string{
        "1.x.x.1",
    }
    request.Body = &model.BlackWhiteIpListRequest{
        Ips: listIpsbody,
        Type: "black",
        InstanceId: "8205ed60-fcfe-4a45-8c33-c8f8cd9fc84c",
    }
    response, err := client.AddBlackWhiteIpList(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。

状态码

状态码 描述

200 成功数量

400 Error

 

错误码

请参见错误码。

6.5.2 防护策略 web-cc 黑白名单-创建黑白名单规则 -
AddWafWhiteIpRule

功能介绍

防护策略web-cc黑白名单-创建黑白名单规则

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，当前API调用无需身份策略权限。

URI
POST /v2/aad/policies/waf/blackwhite-list
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请求参数

表 6-158 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String token

Content-Type 是 String Content-Type

 

表 6-159 请求 Body 参数

参数 是否必选 参数类型 描述

domain_name 是 String 域名+端口组合，标准端口
80/443无须加端口。

ips 是 Array of
strings

待添加ip/ip段

overseas_type 是 Integer 防护区域,0-大陆,1-海外

type 是 Integer 0-黑名单，1-白名单

 

响应参数

状态码：200

OK

无

请求示例

给ip为1.x.x.1名为domainName的域名创建大陆黑名单规则

POST https://{endpoint}/v2/aad/policies/waf/blackwhite-list

{
  "domain_name" : "domainName",
  "ips" : [ "1.x.x.1" ],
  "overseas_type" : 0,
  "type" : 0
}

响应示例

状态码：200

OK

{ }
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SDK 代码示例

SDK代码示例如下。

Java
给ip为1.x.x.1名为domainName的域名创建大陆黑名单规则

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v2.region.AadRegion;
import com.huaweicloud.sdk.aad.v2.*;
import com.huaweicloud.sdk.aad.v2.model.*;

import java.util.List;
import java.util.ArrayList;

public class AddWafWhiteIpRuleSolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");

        ICredential auth = new GlobalCredentials()
                .withAk(ak)
                .withSk(sk);

        AadClient client = AadClient.newBuilder()
                .withCredential(auth)
                .withRegion(AadRegion.valueOf("<YOUR REGION>"))
                .build();
        AddWafWhiteIpRuleRequest request = new AddWafWhiteIpRuleRequest();
        AddWafWhiteIpRuleV2RequestBody body = new AddWafWhiteIpRuleV2RequestBody();
        List<String> listbodyIps = new ArrayList<>();
        listbodyIps.add("1.x.x.1");
        body.withType(0);
        body.withOverseasType(0);
        body.withIps(listbodyIps);
        body.withDomainName("domainName");
        request.withBody(body);
        try {
            AddWafWhiteIpRuleResponse response = client.addWafWhiteIpRule(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}
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Python

给ip为1.x.x.1名为domainName的域名创建大陆黑名单规则

# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v2.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkaad.v2 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]

    credentials = GlobalCredentials(ak, sk)

    client = AadClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AadRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = AddWafWhiteIpRuleRequest()
        listIpsbody = [
            "1.x.x.1"
        ]
        request.body = AddWafWhiteIpRuleV2RequestBody(
            type=0,
            overseas_type=0,
            ips=listIpsbody,
            domain_name="domainName"
        )
        response = client.add_waf_white_ip_rule(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go

给ip为1.x.x.1名为domainName的域名创建大陆黑名单规则

package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
    aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v2"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v2/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v2/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
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    sk := os.Getenv("CLOUD_SDK_SK")

    auth, err := global.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    hcClient, err := aad.AadClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    client := aad.NewAadClient(hcClient)

    request := &model.AddWafWhiteIpRuleRequest{}
    var listIpsbody = []string{
        "1.x.x.1",
    }
    request.Body = &model.AddWafWhiteIpRuleV2RequestBody{
        Type: int32(0),
        OverseasType: int32(0),
        Ips: listIpsbody,
        DomainName: "domainName",
    }
    response, err := client.AddWafWhiteIpRule(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。

状态码

状态码 描述

200 OK

 

错误码

请参见错误码。
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6.5.3 高防实例删除黑白名单 - DeleteBlackWhiteIpList

功能介绍

高防实例删除黑白名单

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，当前API调用无需身份策略权限。

URI

DELETE /v1/{project_id}/aad/external/bwlist

表 6-160 路径参数

参数 是否必选 参数类型 描述

project_id 是 String 项目ID，对应华为云控制台用户
名->我的凭证->项目列表->项目
ID

 

请求参数

表 6-161 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String 用户Token。 通过调用IAM服务
获取用户Token接口获取（响应
消息头中X-Subject-Token的
值）。

Content-Type 是 String Content-Type

 

表 6-162 请求 Body 参数

参数 是否必选 参数类型 描述

instance_id 是 String 实例id
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参数 是否必选 参数类型 描述

type 是 String 规则类型。black - 黑名单，
white - 白名单

ips 是 Array of
strings

ip列表

 

响应参数

状态码：200

表 6-163 响应 Body 参数

参数 参数类型 描述

successNum Integer 成功数量

 

请求示例
DELETE https://{endpoint}/v1/4229e3e5xxxxx8b208b971f2e0e0c/aad/external/bwlist

{
  "instance_id" : "8205ed60-fcfe-4a45-8c33-c8f8cd9fc84c",
  "type" : "black",
  "ips" : [ "1.x.x.1" ]
}

响应示例

无

SDK 代码示例

SDK代码示例如下。

Java
package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v1.region.AadRegion;
import com.huaweicloud.sdk.aad.v1.*;
import com.huaweicloud.sdk.aad.v1.model.*;

import java.util.List;
import java.util.ArrayList;

public class DeleteBlackWhiteIpListSolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 

DDoS 防护 AAD
API 参考 6 DDoS 高防 API

文档版本 12 (2026-07-02) 版权所有 © 华为技术有限公司 383



security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");
        String domainId = "";

        ICredential auth = new GlobalCredentials()
                .withDomainId(domainId)
                .withAk(ak)
                .withSk(sk);

        AadClient client = AadClient.newBuilder()
                .withCredential(auth)
                .withRegion(AadRegion.valueOf("<YOUR REGION>"))
                .build();
        DeleteBlackWhiteIpListRequest request = new DeleteBlackWhiteIpListRequest();
        BlackWhiteIpListRequest body = new BlackWhiteIpListRequest();
        List<String> listbodyIps = new ArrayList<>();
        listbodyIps.add("1.x.x.1");
        body.withIps(listbodyIps);
        body.withType("black");
        body.withInstanceId("8205ed60-fcfe-4a45-8c33-c8f8cd9fc84c");
        request.withBody(body);
        try {
            DeleteBlackWhiteIpListResponse response = client.deleteBlackWhiteIpList(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}

Python
# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v1.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkaad.v1 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]
    domainId = ""

    credentials = GlobalCredentials(ak, sk, domainId)

    client = AadClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AadRegion.value_of("<YOUR REGION>")) \
        .build()

DDoS 防护 AAD
API 参考 6 DDoS 高防 API

文档版本 12 (2026-07-02) 版权所有 © 华为技术有限公司 384



    try:
        request = DeleteBlackWhiteIpListRequest()
        listIpsbody = [
            "1.x.x.1"
        ]
        request.body = BlackWhiteIpListRequest(
            ips=listIpsbody,
            type="black",
            instance_id="8205ed60-fcfe-4a45-8c33-c8f8cd9fc84c"
        )
        response = client.delete_black_white_ip_list(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go
package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
    aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/model"
    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")
    domainId := ""

    auth, err := global.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        WithDomainId(domainId).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    hcClient, err := aad.AadClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    client := aad.NewAadClient(hcClient)

    request := &model.DeleteBlackWhiteIpListRequest{}
    var listIpsbody = []string{
        "1.x.x.1",
    }
    request.Body = &model.BlackWhiteIpListRequest{
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        Ips: listIpsbody,
        Type: "black",
        InstanceId: "8205ed60-fcfe-4a45-8c33-c8f8cd9fc84c",
    }
    response, err := client.DeleteBlackWhiteIpList(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。

状态码

状态码 描述

200 成功数量

400 Error

 

错误码

请参见错误码。

6.5.4 查询 WEB 防护策略配置 - ShowWafPolicyV2

功能介绍

查询WEB防护策略配置

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，当前API调用无需身份策略权限。

URI

GET /v2/aad/policies/waf
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表 6-164 Query 参数

参数 是否必选 参数类型 描述

domain_name 是 String 域名

overseas_type 是 Integer 防护区域，0-大陆，1-海外

 

请求参数

表 6-165 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String token

Content-Type 是 String Content-Type

 

响应参数

状态码：200

表 6-166 响应 Body 参数

参数 参数类型 描述

domain_name String 域名(包含端口)

overseas_type Integer 0-中国大陆，1-中国大陆外

options WafPolicyOption
s object

防护设置。只传需要修改的字段

level Integer 智能CC防护等级：[0-宽松,1- 正常, 2-
严格]

mode Integer 智能CC模式：0-预警，1-防护

 

表 6-167 WafPolicyOptions

参数 参数类型 描述

cc Boolean 是否开启CC（频率控制）

custom Boolean 是否开启精准访问防护

geoip Boolean 是否开启区域封禁防护

whiteblackip Boolean 是否开启黑白名单防护

modulex_enabled Boolean 是否开启智能CC防护
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请求示例

无

响应示例

状态码：200

OK

{
  "domain_name" : "string",
  "overseas_type" : 0,
  "options" : {
    "cc" : true,
    "custom" : true,
    "geoip" : true,
    "whiteblackip" : true,
    "modulex_enabled" : true
  },
  "level" : 0,
  "mode" : 0
}

状态码

状态码 描述

200 OK

 

错误码

请参见错误码。

6.5.5 查询区域封禁规则 - ListWafGeoIpRuleV2

功能介绍

查询区域封禁规则

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，当前API调用无需身份策略权限。
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URI

GET /v2/aad/policies/waf/geoip-rule

表 6-168 Query 参数

参数 是否必选 参数类型 描述

domain_name 是 String 域名

overseas_type 是 Integer 防护区域，0-大陆，1-海外

 

请求参数

表 6-169 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String token

Content-Type 是 String Content-Type

 

响应参数

状态码：200

表 6-170 响应 Body 参数

参数 参数类型 描述

total Integer total

items Array of
WafGeoIpRule
objects

items

 

表 6-171 WafGeoIpRule

参数 参数类型 描述

geoip String 地理位置

id String id

name String 规则名称

overseas_type Integer 防护区域

timestamp Integer 添加时间
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参数 参数类型 描述

white Integer 防护动作 0-阻断，1-放行，2-仅记录

 

请求示例

无

响应示例

状态码：200

OK

{
  "total" : 1,
  "items" : [ {
    "id" : "bf2db709-xxxx-xxxx-ba37-70bd389117cc",
    "name" : "ttt",
    "timestamp" : 1750643260278,
    "white" : "1、",
    "token_info_list" : [ ],
    "geoip" : "GD|AU"
  } ]
}

状态码

状态码 描述

200 OK

 

错误码

请参见错误码。

6.5.6 查询精准防护规则 - ListWafCustomRuleV2

功能介绍

查询精准防护规则

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。
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● 如果使用身份策略授权，当前API调用无需身份策略权限。

URI

GET /v2/aad/policies/waf/custom-rule

表 6-172 Query 参数

参数 是否必选 参数类型 描述

domain_name 是 String 域名

overseas_type 是 Integer 防护区域，0-大陆，1-海外

 

请求参数

表 6-173 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String token

Content-Type 是 String Content-Type

 

响应参数

状态码：200

表 6-174 响应 Body 参数

参数 参数类型 描述

total Integer 总数

items Array of
WafCustomRule
objects

数据项

 

表 6-175 WafCustomRule

参数 参数类型 描述

id String id

name String name

time Boolean 精准防护规则生效时间。true-自定义生
效时间，false-立即生效
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参数 参数类型 描述

start Long 精准防护规则生效的起始时间戳（秒）

terminal Long 精准防护规则生效的终止时间戳（秒）

priority Integer 执行该规则的优先级，值越小，优先级
越高。取值范围：0到1000。

conditions Array of
WafCustomCondi
tion objects

condition

action WafCustomRule
Action object

action

 

表 6-176 WafCustomCondition

参数 参数类型 描述

category String 字段类型。

● url：路径。

● ip：IPv4。
● user-agent: User Agent。
● method: Method。
● referer: Referer。
● params：Params。
● cookie：Cookie。
● header：Header。
● request_line: Request Line。
● request: Request。
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参数 参数类型 描述

index String 子字段

● 当字段类型为url，user-agent、
refer、request_line、method、
request时，不需要传index参数。

● 当字段类型为ip或ipv6时，index必填
且必须为以下值：client-ip：客户端
IP、x-forwarded-for：X-Forwarded-
For、TCP连接IP：$remote_addr

● 当字段类型（category）选择
“params”、“cookie”、
“header”时，请根据实际需求配置
子字段且该参数必填。

● 当匹配逻辑为num_greater、
num_less、num_equal、
num_not_equal时，子字段必须为
空。

● 当子字段不为空时，最大长度不超过
2048。

logic_operation String 条件列表匹配逻辑。

● 如果字段类型category是url、user-
agent或者referer， 匹配逻辑可以
为：contain、 not_contain、
equal、 not_equal、 prefix、
not_prefix、 suffix、 not_suffix、
len_greater、 len_less、len_equal或
者len_not_equal。

● 如果字段类型category是ip、ipv6或
method，匹配逻辑可以为： equal、
not_equal。

● 如果字段类型category是request_line
或者request, 匹配逻辑可以为：
len_greater、len_less、len_equal或
者len_not_equal。

● 如果字段类型category是params、
cookie或者header, 匹配逻辑可以为：
contain、 not_contain、 equal、
not_equal、 prefix、 not_prefix、
suffix、 not_suffix、 len_greater、
len_less、len_equal、
len_not_equal、num_greater、
num_less、num_equal、
num_not_equal、exist或者
not_exist。
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参数 参数类型 描述

contents Array of strings 条件列表逻辑匹配内容。

● 当匹配逻辑为exist或not_exist时，
contents必须为空，其他情况下
contents必填且长度不超过2048。

● 当匹配逻辑包含"len"时，contents必
须为0~65535的整数；当匹配逻辑包
含"num"时，contents必须为0~512
的整数。

● 当category为method时, contents必
须是1-64位大写字母。

 

表 6-177 WafCustomRuleAction

参数 参数类型 描述

category String 防护动作。

● block：拦截。

● pass：放行。

● log：仅记录。

 

请求示例

查询domain_name为test.com的大陆精准防护规则

GET https://{endpoint}/v2/aad/policies/waf/custom-rule?domain_name=test.com&overseas_type=0

响应示例

状态码：200

OK

{
  "total" : 1,
  "items" : [ {
    "id" : "f2a59811-7073-xxx-xxx-xxx",
    "name" : "test",
    "time" : false,
    "priority" : 10,
    "conditions" : [ {
      "category" : "cookie",
      "index" : "123123",
      "contents" : [ "231231" ],
      "logic_operation" : "contain"
    } ],
    "action" : {
      "category" : "block"
    }
  } ]
}
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状态码

状态码 描述

200 OK

 

错误码

请参见错误码。

6.5.7 查询频率控制规则列表 - ListFrequencyControlRuleV2

功能介绍

查询频率控制规则列表。

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，当前API调用无需身份策略权限。

URI

GET /v2/aad/policies/waf/frequency-control-rule

表 6-178 Query 参数

参数 是否必选 参数类型 描述

domain_name 是 String 域名

 

请求参数

表 6-179 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String 用户Token。通过调用IAM服务
获取用户Token接口获取（响应
消息头中X-Subject-Token的
值）。
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参数 是否必选 参数类型 描述

Content-Type 是 String Content-Type

 

响应参数

状态码：200

表 6-180 响应 Body 参数

参数 参数类型 描述

total Integer 总数。

items Array of
FrequencyContro
lRule objects

项目。

 

表 6-181 FrequencyControlRule

参数 参数类型 描述

id String id

name String 规则名称。

limit_num Integer 限制频率，单位为次，范围为
1~2147483647。

limit_period Integer 限速周期，单位为秒，范围1~3600。

lock_time Integer 阻断时长，单位为秒，范围1~65535。

tag_type String 限速模式：源限速、目的限速。

源限速：

● ip：IP限速，根据IP区分单个Web访
问者。

● cookie：用户限速，根据Cookie键值
区分单个Web访问者。

● header：用户限速，根据Header区分
单个Web访问者。

● other：根据Referer（自定义请求访
问的来源）字段区分单个Web访问
者。

目的限速：

● policy：策略限速。

● domain：域名限速。

● url：url限速。
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参数 参数类型 描述

tag_index String 用户标识，当限速模式为用户限速
（cookie或header）时，需要传该参
数。只能由字母、数字、下划线、连字
符和英文句号组成，且不能超过2048个
字符长度。

选择cookie时，设置cookie字段名，即用
户需要根据网站实际情况配置唯一可识
别Web访问者的cookie中的某属性变量
名。用户标识的cookie，不支持正则，
必须完全匹配。例如：如果网站使用
cookie中的某个字段name唯一标识用
户，那么可以选取name字段来区分Web
访问者。

选择header时，设置需要防护的自定义
HTTP首部，即用户需要根据网站实际情
况配置可识别Web访问者的HTTP首部。

tag_condition TagCondition
object

用户标识。

action ActionInfo object 防护动作。

conditions Array of
FrequencyContro
lCondition
objects

限速条件。

unlock_num Integer 放行频率。

domain_aggregati
on

Boolean 域名聚合统计。

region_aggregatio
n

Boolean 全局计数。

captcha_lock_time Integer 锁定验证。

grayscale_time Boolean 是否灰度生效。

● false：立即生效。

 

表 6-182 TagCondition

参数 参数类型 描述

category String 防护动作。

contents Array of strings 字段内容。
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表 6-183 ActionInfo

参数 参数类型 描述

category String 动作类型。

● block：阻断。

● captcha：人机验证。

● log：仅记录。

● dynamic_block：动态阻断。

detail DetailInfo object 阻断页面信息。

 

表 6-184 DetailInfo

参数 参数类型 描述

response PageRespInfo
object

响应

 

表 6-185 PageRespInfo

参数 参数类型 描述

content_type String 页面类型。

content String 页面内容。

 

表 6-186 FrequencyControlCondition

参数 参数类型 描述

category String 字段类型。

● url：路径。

● ip：IPv4。
● ipv6：IPv6。
● params：Params。
● cookie：Cookie。
● header：Header。
● response_code：Response Code。
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参数 参数类型 描述

index String 子字段

● 当字段类型为ip或ipv6时，index必填
且必须为以下值：client-ip：客户端
IP、x-forwarded-for：X-Forwarded-
For、TCP连接IP：$remote_addr

● 当字段类型（category）选择
“params”、“cookie”、
“header”时，请根据实际需求配置
子字段且该参数必填。

● 当匹配逻辑为num_greater、
num_less、num_equal、
num_not_equal时，子字段必须为
空。

● 当子字段不为空时，最大长度不超过
2048。

logic_operation String 条件列表匹配逻辑。

● 如果字段类型category是url， 匹配逻
辑可以为：contain、 not_contain、
equal、 not_equal、 prefix、
not_prefix、 suffix、 not_suffix、
len_greater、 len_less、len_equal或
者len_not_equal。

● 如果字段类型category是ip、ipv6或
response_code，匹配逻辑可以为：
equal、not_equal。

● 如果字段类型category是params、
cookie或者header, 匹配逻辑可以为：
contain、 not_contain、 equal、
not_equal、 prefix、 not_prefix、
suffix、 not_suffix、 len_greater、
len_less、len_equal、
len_not_equal、num_greater、
num_less、num_equal、
num_not_equal、exist或者
not_exist。
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参数 参数类型 描述

contents Array of strings 条件列表逻辑匹配内容。

● 当匹配逻辑为exist或not_exist时，
contents必须为空，其他情况下
contents必填且长度不超过2048。

● 当category为response_code时，
contents状态码为200~599，正则为
^(?:[2-5]\d{2})$。

● 当匹配逻辑包含“len”时，contents
必须为0~65535的整数；当匹配逻辑
包含“num”时，contents必须为
0~512的整数。

 

状态码：400

表 6-187 响应 Body 参数

参数 参数类型 描述

error_code String 错误码

error_description String 错误描述

 

请求示例

查询域名为74af0d26xxxxxxxxx579b0ccd的频率控制规则列表。

GET https://{endpoint}/v2/aad/policies/waf/frequency-control-rule?
domain_name=74af0d26xxxxxxxxx579b0ccd

响应示例

状态码：200

OK

{
  "total" : 1,
  "items" : [ {
    "id" : "09e8cab1-xxxx-xxxx-xxxx-57f9fc851118",
    "timestamp" : 1774350380859,
    "producer" : 1,
    "name" : "test",
    "action" : {
      "category" : "captcha"
    },
    "mode" : 1,
    "conditions" : [ {
      "category" : "url",
      "contents" : [ "100" ],
      "logic_operation" : "contain"
    }, {
      "category" : "ip",
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      "index" : "client-ip",
      "contents" : [ "1.x.x.1" ],
      "logic_operation" : "equal"
    } ],
    "limit_num" : "2",
    "limit_period" : "60",
    "lock_time" : "0",
    "tag_type" : "ip",
    "domain_aggregation" : true,
    "region_aggregation" : true,
    "captcha_lock_time" : 60,
    "grayscale_time" : false
  } ]
}

状态码

状态码 描述

200 OK

400 Error response

 

错误码

请参见错误码。

6.5.8 查询 DDoS 攻击防护的黑白名单列表 -
ListWhiteBlackIpRuleV2

功能介绍

查询DDoS攻击防护的黑白名单列表

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，当前API调用无需身份策略权限。

URI

GET /v2/aad/policies/ddos/blackwhite-list
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表 6-188 Query 参数

参数 是否必选 参数类型 描述

type 是 String white-白名单，black-黑名单

instance_id 是 String instanceId

 

请求参数

表 6-189 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String token

Content-Type 是 String Content-Type

 

响应参数

状态码：200

表 6-190 响应 Body 参数

参数 参数类型 描述

total Integer total

ips Array of
BwListIps objects

名单列表

 

表 6-191 BwListIps

参数 参数类型 描述

ip String 黑白名单ip

desc String 描述

 

状态码：400

表 6-192 响应 Body 参数

参数 参数类型 描述

error_code String 错误码
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参数 参数类型 描述

error_description String 错误描述

 

请求示例
GET https://{endpoint}/v2/aad/policies/ddos/blackwhite-list?type=black&instance_id=8205ed60-xxxx-
xxxx-8c33-c8f8cd9fc84c

响应示例

状态码：200

OK

{
  "total" : 1,
  "ips" : [ {
    "ip" : "1.x.x.1"
  } ]
}

状态码

状态码 描述

200 OK

400 Error response

 

错误码

请参见错误码。

6.5.9 查询流量封禁信息 - ShowFlowBlockV2

功能介绍

查询流量封禁信息。

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，当前API调用无需身份策略权限。
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URI
GET /v2/aad/policies/ddos/flow-block

表 6-193 Query 参数

参数 是否必选 参数类型 描述

instance_id 是 String instanceId

 

请求参数

表 6-194 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String token

Content-Type 是 String Content-Type

 

响应参数

状态码：200

表 6-195 响应 Body 参数

参数 参数类型 描述

total Integer total

ips Array of Ips
objects

ips

 

表 6-196 Ips

参数 参数类型 描述

ip_id String ip id

ip String ip

isp String 线路

data_center String 数据中心

foreign_switch_sta
tus

Integer 海外区域封禁状态 0-关闭 1-开启

udp_switch_status Integer UDP协议禁用 0-关闭 1-开启
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状态码：400

表 6-197 响应 Body 参数

参数 参数类型 描述

error_code String 错误码

error_description String 错误描述

 

请求示例

查询实例ID为fcf2-xxxx-xxxx-xxxx-fa16的流量封禁信息。

GET https://{endpoint}/v2/aad/policies/ddos/flow-block?instance_id=fcf2-xxxx-xxxx-xxxx-fa16

响应示例

状态码：200

OK

{
  "total" : 2,
  "ips" : [ {
    "ip_id" : "9115fcf2-xxxx-xxxx-xxxx-fa163eaa216e",
    "ip" : "1.x.x.111",
    "isp" : "bgp",
    "data_center" : "hybgp",
    "foreign_switch_status" : 0,
    "udp_switch_status" : 0
  }, {
    "ip_id" : "1dc01300-xxxx-xxxx-xxxx-286ed488d4b1",
    "ip" : "3.x.x.22",
    "isp" : "china_mobile",
    "data_center" : "eastchina",
    "foreign_switch_status" : 0,
    "udp_switch_status" : 0
  } ]
}

状态码

状态码 描述

200 OK

400 Error response

 

错误码

请参见错误码。
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6.5.10 防护策略 web-cc 黑白名单-查询黑白名单规则 -
ListWafWhiteIpRuleV2

功能介绍

防护策略web-cc黑白名单-查询黑白名单规则

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，当前API调用无需身份策略权限。

URI

GET /v2/aad/policies/waf/blackwhite-list

表 6-198 Query 参数

参数 是否必选 参数类型 描述

domain_name 是 String 域名

overseas_type 是 Integer 防护区域，0-大陆，1-海外

 

请求参数

表 6-199 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String token

Content-Type 是 String Content-Type

 

响应参数

状态码：200
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表 6-200 响应 Body 参数

参数 参数类型 描述

total Integer total

black Array of
BlackWhiteListR
ule objects

black

white Array of
BlackWhiteListR
ule objects

white

 

表 6-201 BlackWhiteListRule

参数 参数类型 描述

id String id

type Integer 0-黑名单，1-白名单

ip String ip

domain_id String 域名id

 

请求示例

查询域名为domainName的黑白名单规则

GET https://{endpoint}/v2/aad/policies/waf/blackwhite-list?domain_name=domainName&overseas_type=0

响应示例

状态码：200

OK

{
  "total" : 1,
  "black" : [ {
    "id" : "9fcaab33-xxxx-xxxx-xxxx-19abee92de5a",
    "type" : 0,
    "ip" : "1.x.x.1",
    "domain_id" : "579b0ccd-xxxx-xxxx-xxxx-fa163eaa216e"
  } ],
  "white" : [ {
    "id" : "579b0ccd-xxxx-xxxx-xxxx-fa163eaa216e",
    "type" : 1,
    "ip" : "1.x.x.1",
    "domain_id" : "9fcaab33-xxxx-xxxx-xxxx-19abee92de5a"
  } ]
}
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状态码

状态码 描述

200 OK

 

错误码

请参见错误码。

6.5.11 防护策略 web-cc 黑白名单-删除黑白名单规则 -
DeleteWafWhiteIpRule

功能介绍

防护策略web-cc黑白名单-删除黑白名单规则

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，当前API调用无需身份策略权限。

URI
DELETE /v2/aad/policies/waf/blackwhite-list

请求参数

表 6-202 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String token

Content-Type 是 String Content-Type
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表 6-203 请求 Body 参数

参数 是否必选 参数类型 描述

ids 是 Array of
strings

待删除规则id

domain_name 是 String 域名+端口组合，标准端口
80/443无须加端口。

overseas_type 是 Integer 防护区域

 

响应参数

状态码：200

OK

无

请求示例

无

响应示例

无

SDK 代码示例

SDK代码示例如下。

Java
package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v2.region.AadRegion;
import com.huaweicloud.sdk.aad.v2.*;
import com.huaweicloud.sdk.aad.v2.model.*;

public class DeleteWafWhiteIpRuleSolution {

    public static void main(String[] args) {
        // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great 
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or 
environment variables and decrypted during use to ensure security.
        // In this example, AK and SK are stored in environment variables for authentication. Before running 
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
        String ak = System.getenv("CLOUD_SDK_AK");
        String sk = System.getenv("CLOUD_SDK_SK");

        ICredential auth = new GlobalCredentials()
                .withAk(ak)
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                .withSk(sk);

        AadClient client = AadClient.newBuilder()
                .withCredential(auth)
                .withRegion(AadRegion.valueOf("<YOUR REGION>"))
                .build();
        DeleteWafWhiteIpRuleRequest request = new DeleteWafWhiteIpRuleRequest();
        try {
            DeleteWafWhiteIpRuleResponse response = client.deleteWafWhiteIpRule(request);
            System.out.println(response.toString());
        } catch (ConnectionException e) {
            e.printStackTrace();
        } catch (RequestTimeoutException e) {
            e.printStackTrace();
        } catch (ServiceResponseException e) {
            e.printStackTrace();
            System.out.println(e.getHttpStatusCode());
            System.out.println(e.getRequestId());
            System.out.println(e.getErrorCode());
            System.out.println(e.getErrorMsg());
        }
    }
}

Python
# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v2.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkaad.v2 import *

if __name__ == "__main__":
    # The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    # In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak = os.environ["CLOUD_SDK_AK"]
    sk = os.environ["CLOUD_SDK_SK"]

    credentials = GlobalCredentials(ak, sk)

    client = AadClient.new_builder() \
        .with_credentials(credentials) \
        .with_region(AadRegion.value_of("<YOUR REGION>")) \
        .build()

    try:
        request = DeleteWafWhiteIpRuleRequest()
        response = client.delete_waf_white_ip_rule(request)
        print(response)
    except exceptions.ClientRequestException as e:
        print(e.status_code)
        print(e.request_id)
        print(e.error_code)
        print(e.error_msg)

Go
package main

import (
    "fmt"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
    aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v2"
    "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v2/model"
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    region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v2/region"
)

func main() {
    // The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security 
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment 
variables and decrypted during use to ensure security.
    // In this example, AK and SK are stored in environment variables for authentication. Before running this 
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
    ak := os.Getenv("CLOUD_SDK_AK")
    sk := os.Getenv("CLOUD_SDK_SK")

    auth, err := global.NewCredentialsBuilder().
        WithAk(ak).
        WithSk(sk).
        SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    hcClient, err := aad.AadClientBuilder().
         WithRegion(region.ValueOf("<YOUR REGION>")).
         WithCredential(auth).
         SafeBuild()

    if err != nil {
        fmt.Println(err)
        return
    }

    client := aad.NewAadClient(hcClient)

    request := &model.DeleteWafWhiteIpRuleRequest{}
    response, err := client.DeleteWafWhiteIpRule(request)
    if err == nil {
        fmt.Printf("%+v\n", response)
    } else {
        fmt.Println(err)
    }
}

更多

更多编程语言的SDK代码示例，请参见API Explorer的代码示例页签，可生成自动对应
的SDK代码示例。

状态码

状态码 描述

200 OK

 

错误码

请参见错误码。

6.6 DDoS 高防-告警通知
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6.6.1 查询告警设置 - ShowAlarmConfig

功能介绍

查询告警设置

调用方法

请参见如何调用API。

授权信息

账号具备所有API的调用权限，如果使用账号下的IAM用户调用当前API，该IAM用户需
具备调用API所需的权限。

● 如果使用角色与策略授权，具体权限要求请参见权限和授权项。

● 如果使用身份策略授权，当前API调用无需身份策略权限。

URI

GET /v2/aad/alarm

请求参数

表 6-204 请求 Header 参数

参数 是否必选 参数类型 描述

X-Auth-Token 是 String token

Content-Type 是 String Content-Type

 

响应参数

状态码：200

表 6-205 响应 Body 参数

参数 参数类型 描述

blackhole String 0开启 1关闭

ddos String 0开启 1关闭

topic_name String topic名称

topic_urn String topic订阅链接

 

状态码：400
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表 6-206 响应 Body 参数

参数 参数类型 描述

error_code String 错误码

error_description String 错误描述

 

请求示例
GET https://{endpoint}/v2/aad/alarm

响应示例

状态码：200

查询告警设置的响应

{
  "ddos" : "0",
  "blackhole" : "1",
  "topic_name" : "test",
  "topic_urn" : "urn:smn:cn-north-4:4229e3e5bxxxxb208b971f2e0e0c:test"
}

状态码

状态码 描述

200 查询告警设置的响应

400 Error response

 

错误码

请参见错误码。
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7 权限和授权项

7.1 DDoS 原生基础防护

7.1.1 权限和授权项说明
如果您需要对您所拥有的Anti-DDoS进行精细的权限管理，您可以使用统一身份认证
服务（Identity and Access Management，简称IAM），如果华为账号所具备的权限
功能已经能满足您的要求，您可以跳过本章节，不影响您使用Anti-DDoS服务的其他
功能。

通过IAM，您可以通过授权控制主体（IAM用户、用户组、IAM委托或信任委托）对华
为云资源的访问范围。目前IAM支持两类授权，一类是角色与策略授权，另一类为身
份策略授权。

两者有如下的区别和关系：

表 7-1 两类授权的区别

名称 核心关系 涉及的权
限

授权方式 适用场景

角色与
策略授
权

用户-权
限-授权
范围

● 系统角
色

● 系统策
略

● 自定义
策略

为主体授予角
色或策略

核心关系为“用户-权限-授权范
围”，每个用户根据所需权限和
所需授权范围进行授权，无法直
接给用户授权，需要维护更多的
用户组，且支持的条件键较少，
难以满足细粒度精确权限控制需
求，更适用于对细粒度权限管控
要求较低的中小企业用户。
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名称 核心关系 涉及的权
限

授权方式 适用场景

身份策
略授权

用户-策
略

● 系统身
份策略

● 自定义
身份策
略

● 为主体授予
身份策略

● 身份策略附
加至主体

核心关系为“用户-策略”，管
理员可根据业务需求定制不同的
访问控制策略，能够做到更细粒
度更灵活的权限控制，新增资源
时，对比角色与策略授权，基于
身份策略的授权模型可以更快速
地直接给用户授权，灵活性更
强，更方便，但相对应的，整体
权限管控模型构建更加复杂，对
相关人员专业能力要求更高，因
此更适用于中大型企业。

 

例如：如果需要对IAM用户授予可以创建华北-北京四区域的ECS和华南-广州区域的
OBS的权限，基于角色与策略授权的场景中，管理员需要创建两个自定义策略，并且
为IAM用户同时授予这两个自定义策略才可以实现权限控制。在基于身份策略授权的
场景中，管理员仅需要创建一个自定义身份策略，在策略中通过条件键
“g:RequestedRegion”的配置即可达到策略对于授权区域的控制。将身份策略附加主
体或为主体授予该身份策略即可获得相应权限，权限配置方式更细粒度更灵活。

两种授权场景下的策略/身份策略、授权项等并不互通，推荐使用身份策略进行授权。

账号下的IAM用户发起API请求时，该IAM用户必须具备调用该接口所需的权限，否
则，API请求将调用失败。每个接口所需要的权限，与各个接口所对应的授权项相对
应，只有发起请求的用户被授予授权项所对应的策略，该用户才能成功调用该接口。

7.1.2 策略授权参考
本章节介绍Anti-DDoS策略授权场景下支持的策略授权项。

支持的授权项

策略包含系统策略和自定义策略，如果系统策略不满足授权要求，管理员可以创建自
定义策略，并通过给用户组授予自定义策略来进行精细的访问控制。策略支持的操作
与API相对应，授权项列表说明如下：

● 权限：允许或拒绝某项操作。对应API接口：自定义策略实际调用的API接口。

● 授权项：自定义策略中支持的Action，在自定义策略中的Action中写入授权项，
可以实现授权项对应的权限功能。

● 依赖的授权项：部分Action存在对其他Action的依赖，需要将依赖的Action同时写
入授权项，才能实现对应的权限功能。

● IAM项目(Project)/企业项目(Enterprise Project)：自定义策略的授权范围，包括
IAM项目与企业项目。授权范围如果同时支持IAM项目和企业项目，表示此授权项
对应的自定义策略，可以在IAM和企业管理两个服务中给用户组授权并生效。如
果仅支持IAM项目，不支持企业项目，表示仅能在IAM中给用户组授权并生效，如
果在企业管理中授权，则该自定义策略不生效。管理员可以在授权项列表中查看
授权项是否支持IAM项目或企业项目，“√”表示支持，“×”表示暂不支持。关
于IAM项目与企业项目的区别，详情请参见：IAM与企业管理的区别。

Anti-DDoS支持的自定义策略授权项如表7-2所示：
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表 7-2 策略授权项

权限 对应API接口 授权项
（Action）

IAM项
目
(Projec
t)

企业项
目
(Enter
prise
Project
)

查询Anti-
DDoS任务

GET /v2/{project_id}/
query-task-status

anti-ddos:task:list √ √

查询EIP防护
状态列表

GET /v1/{project_id}/
antiddos

anti-
ddos:ip:listDefens
eStatuses

√ √

查询Anti-
DDoS配置可
选范围

GET /v2/{project_id}/
antiddos/query-config-list

anti-
ddos:optionalDef
ensePolicy:list

√ √

查询周防护
统计情况

GET /v1/{project_id}/
antiddos/weekly

anti-
ddos:ip:getWeekl
yReport

√ √

查询Anti-
DDoS服务

GET /v1/{project_id}/
antiddos/{floating_ip_id}

anti-
ddos:ip:getDefens
ePolicy

√ √

更新Anti-
DDoS服务

PUT /v1/{project_id}/
antiddos/{floating_ip_id}

anti-
ddos:ip:updateDe
fensePolicy

√ √

查询指定EIP
防护流量

GET /v1/{project_id}/
antiddos/{floating_ip_id}/
daily

anti-
ddos:ip:getDailyTr
afficReport

√ √

查询指定EIP
异常事件

GET /v1/{project_id}/
antiddos/{floating_ip_id}/
logs

anti-
ddos:ip:getDailyE
ventReport

√ √

查询指定EIP
防护状态

GET /v1/{project_id}/
antiddos/{floating_ip_id}/
status

anti-
ddos:ip:getDefens
eStatus

√ √

查询用户EIP
防护状态列
表

GET /v2/{project_id}/
antiddos

anti-
ddos:ip:listDefens
eStatuses

√ √

开通DDoS服
务

POST /v1/{project_id}/
antiddos/{floating_ip_id}

anti-
ddos:ip:enableDe
fensePolicy

√ √

查询配额 GET /v1/{project_id}/
antiddos/quotas

anti-
ddos:quota:list

√ √
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权限 对应API接口 授权项
（Action）

IAM项
目
(Projec
t)

企业项
目
(Enter
prise
Project
)

更新用户全
量日志设置

PUT /v1/{project_id}/
antiddos/lts-config

anti-
ddos:logConfig:u
pdate

√ √

查询全量日
志设置

GET /v1/{project_id}/
antiddos/lts-config

anti-
ddos:logConfig:g
et

√ √

查询告警配
置信息

GET /v2/{project_id}/
warnalert/alertconfig/
query

anti-
ddos:alertConfig:
get

√ √

更新告警配
置信息

POST /v2/{project_id}/
warnalert/alertconfig/
update

anti-
ddos:alertConfig:
update

√ √

配置Anti-
DDoS默认防
护策略

POST /v1/{project_id}/
antiddos/default-config

anti-
ddos:defaultDefe
nsePolicy:create

√ √

查询Anti-
DDoS默认防
护策略

GET /v1/{project_id}/
antiddos/default-config

anti-
ddos:defaultDefe
nsePolicy:get

√ √

删除Anti-
DDoS默认防
护策略

DELETE /v1/{project_id}/
antiddos/default-config

anti-
ddos:defaultDefe
nsePolicy:delete

√ √

 

7.1.3 身份策略授权参考
云服务在IAM预置了常用的权限，称为系统身份策略。如果IAM系统身份策略无法满足
授权要求，管理员可以根据各服务支持的授权项，创建IAM自定义身份策略来进行精
细的访问控制，IAM自定义身份策略是对系统身份策略的扩展和补充。

除IAM服务外，Organizations服务中的服务控制策略（Service Control Policy，以下
简称SCP）也可以使用这些授权项元素设置访问控制策略。

SCP不直接进行授权，只划定权限边界。将SCP绑定到组织单元或者成员账号时，并没
有直接对组织单元或成员账号授予操作权限，而是规定了成员账号或组织单元包含的
成员账号的授权范围。IAM身份策略授予权限的有效性受SCP限制，只有在SCP允许范
围内的权限才能生效。

IAM服务与Organizations服务在使用这些元素进行访问控制时，存在着一些区别，详
情请参见：IAM服务与Organizations服务权限访问控制的区别。

本章节介绍IAM服务身份策略授权场景中自定义身份策略和组织服务中SCP使用的元
素，这些元素包含了操作（Action）、资源（Resource）和条件（Condition）。
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● 如何使用这些元素编辑IAM自定义身份策略，请参考创建自定义身份策略。

● 如何使用这些元素编辑SCP自定义策略，请参考创建SCP。

操作（Action）

操作（Action）即为身份策略中支持的授权项。

● “访问级别”列描述如何对操作进行分类（List、Read和Write等）。此分类可帮
助您了解在身份策略中相应操作对应的访问级别。

● “资源类型”列指每个操作是否支持资源级权限。

– 资源类型支持通配符号*表示所有。如果此列没有值（-），则必须在身份策
略语句的Resource元素中指定所有资源类型（“*”）。

– 如果该列包含资源类型，则必须在具有该操作的语句中指定该资源的URN。
– 资源类型列中必需资源在表中用星号（*）标识，表示使用此操作必须指定该

资源类型。

关于Anti-DDoS定义的资源类型的详细信息请参见资源类型（Resource）。

● “条件键”列包括了可以在身份策略语句的Condition元素中支持指定的键值。

– 如果该授权项资源类型列存在值，则表示条件键仅对列举的资源类型生效。

– 如果该授权项资源类型列没有值（-），则表示条件键对整个授权项生效。

– 如果此列条件键没有值（-），表示此操作不支持指定条件键。

关于Anti-DDoS定义的条件键的详细信息请参见条件（Condition）。

● “别名”列包括了可以在身份策略中配置的策略授权项。通过这些授权项，可以
控制支持策略授权的API访问。详细信息请参见身份策略兼容性说明。

您可以在身份策略语句的Action元素中指定以下Anti-DDoS的相关操作。

表 7-3 Anti-DDoS 支持的授权项

授权项 描述 访问
级别

资源
类型
（*为
必
须）

条件键 别名

anti-
ddos:task:list

授予查询Anti-
DDoS任务权
限。

List - - -

anti-
ddos:quota:lis
t

授予查询配额
权限。

List - - -

anti-
ddos:optional
DefensePolicy:
list

授予查询Anti-
DDoS配置可
选范围权限。

List - - -

anti-
ddos:logConfi
g:update

授予更新云日
志服务配置权
限。

Write - - -
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授权项 描述 访问
级别

资源
类型
（*为
必
须）

条件键 别名

anti-
ddos:logConfi
g:get

授予查询云日
志服务配置权
限。

Read - - -

anti-
ddos:ip:updat
eDefensePolic
y

授予更新Anti-
DDoS服务权
限。

Write ip * ● g:Resource
Tag/<tag-
key>

● g:Enterpri
seProjectI
d

-

anti-
ddos:ip:untag
Resource

授予批量删除
标签权限。

Write ip * ● g:Resource
Tag/<tag-
key>

● g:Enterpri
seProjectI
d

-

anti-
ddos:ip:tagRes
ource

授予批量添加
标签权限。

Write ip * ● g:Resource
Tag/<tag-
key>

● g:Enterpri
seProjectI
d

-

anti-
ddos:ip:listTag
sForResource

授予查询资源
标签列表权
限。

List ip * - -

anti-
ddos:ip:listDef
enseStatuses

授予查询EIP防
护状态列表权
限。

List ip * - -

anti-
ddos:ip:getWe
eklyReport

授予查询周防
护统计情况权
限。

Read ip * ● g:Resource
Tag/<tag-
key>

● g:Enterpri
seProjectI
d

-

anti-
ddos:ip:getDef
enseStatus

授予查询指定
EIP防护状态权
限。

Read ip * ● g:Resource
Tag/<tag-
key>

● g:Enterpri
seProjectI
d

-
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授权项 描述 访问
级别

资源
类型
（*为
必
须）

条件键 别名

anti-
ddos:ip:getDef
ensePolicy

授予查询Anti-
DDoS服务权
限。

Read ip * ● g:Resource
Tag/<tag-
key>

● g:Enterpri
seProjectI
d

-

anti-
ddos:ip:getDai
lyTrafficRepor
t

授予查询指定
EIP防护流量权
限。

Read ip * ● g:Resource
Tag/<tag-
key>

● g:Enterpri
seProjectI
d

-

anti-
ddos:ip:getDai
lyEventReport

授予查询指定
EIP异常事件权
限。

Read ip * ● g:Resource
Tag/<tag-
key>

● g:Enterpri
seProjectI
d

-

anti-
ddos:ip:enable
DefensePolicy

授予开通Anti-
DDoS服务权
限。

Write ip * ● g:Resource
Tag/<tag-
key>

● g:Enterpri
seProjectI
d

-

anti-
ddos:ip:disabl
eDefensePolic
y

授予关闭Anti-
DDoS服务权
限。

Write ip * ● g:Resource
Tag/<tag-
key>

● g:Enterpri
seProjectI
d

-

anti-
ddos:defaultD
efensePolicy:g
et

授予查询Anti-
DDoS默认防
护策略权限。

Read - - -

anti-
ddos:defaultD
efensePolicy:d
elete

授予删除Anti-
DDoS默认防
护策略权限。

Write - - -
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授权项 描述 访问
级别

资源
类型
（*为
必
须）

条件键 别名

anti-
ddos:defaultD
efensePolicy:c
reate

授予配置Anti-
DDoS默认防
护策略权限。

Write - - -

anti-
ddos:alertConf
ig:update

授予更新告警
配置信息权
限。

Write - - -

anti-
ddos:alertConf
ig:get

授予查询告警
配置信息权
限。

Read - - -

 

Anti-DDoS的API通常对应着一个或多个授权项。表7-4展示了API与授权项的关系，以
及该API需要依赖的授权项。

表 7-4 API 与授权项的关系

API 对应的授权项 依赖的授权项

GET /v2/{project_id}/query-task-status anti-ddos:task:list -

GET /v1/{project_id}/antiddos/quotas anti-ddos:quota:list -

GET /v1/{project_id}/antiddos/query-
config-list

anti-
ddos:optionalDefense
Policy:list

-

PUT /v1/{project_id}/antiddos/lts-
config

anti-
ddos:logConfig:updat
e

-

GET /v1/{project_id}/antiddos/lts-
config

anti-
ddos:logConfig:get

-

PUT /v1/{project_id}/antiddos/
{floating_ip_id}

anti-
ddos:ip:updateDefens
ePolicy

-

DELETE /v1/{project_id}/antiddos-ip/
{resource_id}/tags/delete

anti-
ddos:ip:untagResourc
e

-

POST /v1/{project_id}/antiddos-ip/
{resource_id}/tags/create

anti-
ddos:ip:tagResource

-
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API 对应的授权项 依赖的授权项

GET /v1/{project_id}/antiddos-ip/
{resource_id}/tags

anti-
ddos:ip:listTagsForRes
ource

-

GET /v1/{project_id}/antiddos-ip/tags anti-
ddos:ip:listTagsForRes
ource

-

GET /v1/{project_id}/antiddos anti-
ddos:ip:listDefenseSta
tuses

-

POST /v1/{project_id}/antiddos-ip/
resource-instances/count

anti-
ddos:ip:listDefenseSta
tuses

-

POST /v1/{project_id}/antiddos-ip/
resource-instances/filter

anti-
ddos:ip:listDefenseSta
tuses

-

GET /v1/{project_id}/antiddos/weekly anti-
ddos:ip:getWeeklyRep
ort

-

GET /v1/{project_id}/antiddos/weekly-
export

anti-
ddos:ip:getWeeklyRep
ort

-

GET /v1/{project_id}/antiddos/
{floating_ip_id}/status

anti-
ddos:ip:getDefenseSta
tus

-

GET /v1/{project_id}/antiddos/
{floating_ip_id}

anti-
ddos:ip:getDefensePol
icy

-

GET /v1/{project_id}/antiddos/
queryIsEnabledResult/query

anti-
ddos:ip:getDefensePol
icy

-

GET /v1/{project_id}/antiddos/
{floating_ip_id}/daily

anti-
ddos:ip:getDailyTraffic
Report

-

GET /v1/{project_id}/antiddos/
{floating_ip_id}/daily-export

anti-
ddos:ip:getDailyTraffic
Report

-

GET /v1/{project_id}/antiddos/
{floating_ip_id}/logs

anti-
ddos:ip:getDailyEvent
Report

-
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API 对应的授权项 依赖的授权项

POST /v1/{project_id}/antiddos/
{floating_ip_id}

anti-
ddos:ip:enableDefense
Policy

-

POST /v1/{project_id}/antiddos/
immediate_protection

anti-
ddos:ip:enableDefense
Policy

-

DELETE /v1/{project_id}/antiddos/
{floating_ip_id}

anti-
ddos:ip:disableDefens
ePolicy

-

DELETE /v1/{project_id}/antiddos/
{floating_ip_id}/closeAndReason

anti-
ddos:ip:disableDefens
ePolicy

-

GET /v1/{project_id}/antiddos/default/
config

anti-
ddos:defaultDefenseP
olicy:get

-

DELETE /v1/{project_id}/antiddos/
default/config

anti-
ddos:defaultDefenseP
olicy:delete

-

POST /v1/{project_id}/antiddos/
default/config

anti-
ddos:defaultDefenseP
olicy:create

-

POST /v2/{project_id}/warnalert/
alertconfig/update

anti-
ddos:alertConfig:upda
te

-

GET /v2/{project_id}/warnalert/
alertconfig/query

anti-
ddos:alertConfig:get

-

 

资源类型（Resource）
资源类型（Resource）表示身份策略所作用的资源。如表7-5中的某些操作指定了可以
在该操作指定的资源类型，则必须在具有该操作的身份策略语句中指定该资源的
URN，身份策略仅作用于此资源；如未指定，Resource默认为“*”，则身份策略将应
用到所有资源。您也可以在身份策略中设置条件，从而指定资源类型。

Anti-DDoS定义了以下可以在自定义身份策略的Resource元素中使用的资源类型。

表 7-5 Anti-DDoS 支持的资源类型

资源类型 URN

ip anti-ddos:<region>:<account-id>:ip:<ip-id>
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条件（Condition）
Anti-DDoS服务不支持在身份策略中的条件键中配置服务级的条件键。Anti-DDoS可以
使用适用于所有服务的全局条件键，请参考全局条件键。

7.2 DDoS 原生高级防护

7.2.1 权限和授权项说明
如果您需要对您所拥有的CNAD进行精细的权限管理，您可以使用统一身份认证服务
（Identity and Access Management，简称IAM），如果华为账号所具备的权限功能
已经能满足您的要求，您可以跳过本章节，不影响您使用CNAD服务的其他功能。

通过IAM，您可以通过授权控制主体（IAM用户、用户组、IAM委托或信任委托）对华
为云资源的访问范围。目前IAM支持两类授权，一类是角色与策略授权，另一类为身
份策略授权。

两者有如下的区别和关系：

表 7-6 两类授权的区别

名称 核心关系 涉及的权
限

授权方式 适用场景

角色与
策略授
权

用户-权
限-授权
范围

● 系统角
色

● 系统策
略

● 自定义
策略

为主体授予角
色或策略

核心关系为“用户-权限-授权范
围”，每个用户根据所需权限和
所需授权范围进行授权，无法直
接给用户授权，需要维护更多的
用户组，且支持的条件键较少，
难以满足细粒度精确权限控制需
求，更适用于对细粒度权限管控
要求较低的中小企业用户。

身份策
略授权

用户-策
略

● 系统身
份策略

● 自定义
身份策
略

● 为主体授予
身份策略

● 身份策略附
加至主体

核心关系为“用户-策略”，管
理员可根据业务需求定制不同的
访问控制策略，能够做到更细粒
度更灵活的权限控制，新增资源
时，对比角色与策略授权，基于
身份策略的授权模型可以更快速
地直接给用户授权，灵活性更
强，更方便，但相对应的，整体
权限管控模型构建更加复杂，对
相关人员专业能力要求更高，因
此更适用于中大型企业。

 

例如：如果需要对IAM用户授予可以创建华北-北京四区域的ECS和华南-广州区域的
OBS的权限，基于角色与策略授权的场景中，管理员需要创建两个自定义策略，并且
为IAM用户同时授予这两个自定义策略才可以实现权限控制。在基于身份策略授权的
场景中，管理员仅需要创建一个自定义身份策略，在策略中通过条件键
“g:RequestedRegion”的配置即可达到策略对于授权区域的控制。将身份策略附加主
体或为主体授予该身份策略即可获得相应权限，权限配置方式更细粒度更灵活。
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两种授权场景下的策略/身份策略、授权项等并不互通，推荐使用身份策略进行授权。

账号下的IAM用户发起API请求时，该IAM用户必须具备调用该接口所需的权限，否
则，API请求将调用失败。每个接口所需要的权限，与各个接口所对应的授权项相对
应，只有发起请求的用户被授予授权项所对应的策略，该用户才能成功调用该接口。

7.2.2 策略授权参考

本章节介绍CNAD策略授权场景下支持的策略授权项。

支持的授权项

策略包含系统策略和自定义策略，如果系统策略不满足授权要求，管理员可以创建自
定义策略，并通过给用户组授予自定义策略来进行精细的访问控制。策略支持的操作
与API相对应，授权项列表说明如下：

● 权限：允许或拒绝某项操作。对应API接口：自定义策略实际调用的API接口。

● 授权项：自定义策略中支持的Action，在自定义策略中的Action中写入授权项，
可以实现授权项对应的权限功能。

● 依赖的授权项：部分Action存在对其他Action的依赖，需要将依赖的Action同时写
入授权项，才能实现对应的权限功能。

● IAM项目(Project)/企业项目(Enterprise Project)：自定义策略的授权范围，包括
IAM项目与企业项目。授权范围如果同时支持IAM项目和企业项目，表示此授权项
对应的自定义策略，可以在IAM和企业管理两个服务中给用户组授权并生效。如
果仅支持IAM项目，不支持企业项目，表示仅能在IAM中给用户组授权并生效，如
果在企业管理中授权，则该自定义策略不生效。管理员可以在授权项列表中查看
授权项是否支持IAM项目或企业项目，“√”表示支持，“×”表示暂不支持。关
于IAM项目与企业项目的区别，详情请参见：IAM与企业管理的区别。

CNAD支持的自定义策略授权项如表7-7所示：

表 7-7 策略授权项

权限 对应API接口 授权项
（Action）

IAM项目
(Project
)

企业项
目
(Enterp
rise
Project)

查询告警配置 GET /v1/cnad/alarm-
config

cnad:alarmCo
nfig:get

√ ×

设置告警配置 POST /v1/cnad/alarm-
config

cnad:alarmCo
nfig:create

√ ×

删除告警配置 DELETE /v1/cnad/alarm-
config

cnad:alarmCo
nfig:delete

√ ×

查询防护包列
表

GET /v1/cnad/packages cnad:package:
list

√ ×

更新防护包名
字

PUT /v1/cnad/packages/
{package_id}/name

cnad:package:
put

√ √
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权限 对应API接口 授权项
（Action）

IAM项目
(Project
)

企业项
目
(Enterp
rise
Project)

更新防护包绑
定的全量防护
对象

POST /v1/cnad/
packages/{package_id}/
protected-ips

cnad:protecte
dIp:create

√ ×

查询可绑定的
防护对象列表

GET /v1/cnad/packages/
{package_id}/unbound-
protected-ips

cnad:protecte
dIp:list

√ ×

查询策略列表 GET /v1/cnad/policies cnad:policy:lis
t

√ ×

创建策略 POST /v1/cnad/policies cnad:policy:cr
eate

√ √

查询策略详情 GET /v1/cnad/policies/
{policy_id}

cnad:policy:ge
t

√ √

更新策略 PUT /v1/cnad/policies/
{policy_id}

cnad:policy:p
ut

√ √

删除策略 DELETE /v1/cnad/
policies/{policy_id}

cnad:policy:de
lete

√ √

策略添加黑白
名单

POST /v1/cnad/policies/
{policy_id}/ip-list/add

cnad:blackWh
iteIpList:creat
e

√ ×

策略删除黑白
名单

POST /v1/cnad/policies/
{policy_id}/ip-list/delete

cnad:blackWh
iteIpList:delet
e

√ ×

策略绑定防护
对象

POST /v1/cnad/policies/
{policy_id}/bind

cnad:bindPoli
cy:create

√ ×

策略解绑防护
对象

POST /v1/cnad/policies/
{policy_id}/unbind

cnad:unbindP
olicy:create

√ ×

查询防护对象
列表

GET /v1/cnad/protected-
ips

cnad:protecte
dIp:list

√ ×

防护对象设置
标签

PUT /v1/cnad/protected-
ips/tags

cnad:ipTag:pu
t

√ ×

查询封堵统计
数据

GET /v1/unblockservice/
{domain_id}/block-
statistics

cnad:blockad
e:get

√ ×

查询租户封堵
列表

GET /v1/unblockservice/
{domain_id}/block-list

- √ ×
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权限 对应API接口 授权项
（Action）

IAM项目
(Project
)

企业项
目
(Enterp
rise
Project)

查询租户解封
记录

GET /v1/unblockservice/
{domain_id}/unblock-
record

cnad:blockad
e:list

√ ×

解封IP POST /v1/
unblockservice/
{domain_id}/unblock

cnad:blockad
e:release

√ ×

查询解封配额 GET /v1/unblockservice/
{domain_id}/unblock-
quota-statistics

- √ ×

 

7.2.3 身份策略授权参考

云服务在IAM预置了常用的权限，称为系统身份策略。如果IAM系统身份策略无法满足
授权要求，管理员可以根据各服务支持的授权项，创建IAM自定义身份策略来进行精
细的访问控制，IAM自定义身份策略是对系统身份策略的扩展和补充。

除IAM服务外，Organizations服务中的服务控制策略（Service Control Policy，以下
简称SCP）也可以使用这些授权项元素设置访问控制策略。

SCP不直接进行授权，只划定权限边界。将SCP绑定到组织单元或者成员账号时，并没
有直接对组织单元或成员账号授予操作权限，而是规定了成员账号或组织单元包含的
成员账号的授权范围。IAM身份策略授予权限的有效性受SCP限制，只有在SCP允许范
围内的权限才能生效。

IAM服务与Organizations服务在使用这些元素进行访问控制时，存在着一些区别，详
情请参见：IAM服务与Organizations服务权限访问控制的区别。

本章节介绍IAM服务身份策略授权场景中自定义身份策略和组织服务中SCP使用的元
素，这些元素包含了操作（Action）、资源（Resource）和条件（Condition）。

● 如何使用这些元素编辑IAM自定义身份策略，请参考创建自定义身份策略。

● 如何使用这些元素编辑SCP自定义策略，请参考创建SCP。

操作（Action）

操作（Action）即为身份策略中支持的授权项。

● “访问级别”列描述如何对操作进行分类（List、Read和Write等）。此分类可帮
助您了解在身份策略中相应操作对应的访问级别。

● “资源类型”列指每个操作是否支持资源级权限。

– 资源类型支持通配符号*表示所有。如果此列没有值（-），则必须在身份策
略语句的Resource元素中指定所有资源类型（“*”）。

– 如果该列包含资源类型，则必须在具有该操作的语句中指定该资源的URN。
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– 资源类型列中必需资源在表中用星号（*）标识，表示使用此操作必须指定该
资源类型。

关于CNAD定义的资源类型的详细信息请参见资源类型（Resource）。

● “条件键”列包括了可以在身份策略语句的Condition元素中支持指定的键值。

– 如果该授权项资源类型列存在值，则表示条件键仅对列举的资源类型生效。

– 如果该授权项资源类型列没有值（-），则表示条件键对整个授权项生效。

– 如果此列条件键没有值（-），表示此操作不支持指定条件键。

关于CNAD定义的条件键的详细信息请参见条件（Condition）。

● “别名”列包括了可以在身份策略中配置的策略授权项。通过这些授权项，可以
控制支持策略授权的API访问。详细信息请参见身份策略兼容性说明。

您可以在身份策略语句的Action元素中指定以下CNAD的相关操作。

表 7-8 CNAD 支持的授权项

授权项 描述 访问
级别

资源
类型
（*为
必
须）

条件键 别名

cnad:schedule
:update

授予更新调度
规格的权限。

Write sched
ule *

- -

cnad:schedule
:list

授予查询调度
规则列表的权
限。

List sched
ule *

- -

cnad:schedule
:get

授予查询调度
规则的权限。

Read sched
ule *

- -

cnad:schedule
:delete

授予删除调度
规则的权限。

Write sched
ule *

- -

cnad:schedule
:create

授予创建调度
规则的权限。

Write sched
ule *

- -

cnad:quota:up
date

授予修改配额
的权限。

Write - - -

cnad:blockade
:release

授予解封IP的
权限。

Write - - -

cnad:blockade
:list

授予查询封堵
记录列表的权
限。

List - - -

cnad:blockade
:get

授予查询封堵
记录的权限。

Read - - -

cnad:alarmCo
nfig:update

授予修改告警
通知的权限。

Write - - -

DDoS 防护 AAD
API 参考 7 权限和授权项

文档版本 12 (2026-07-02) 版权所有 © 华为技术有限公司 428

https://support.huaweicloud.com/iam5_faq/iam_01_1103.html


授权项 描述 访问
级别

资源
类型
（*为
必
须）

条件键 别名

cnad:alarmCo
nfig:create

授予创建告警
通知的权限。

Write - - -

cnad:alarmCo
nfig:delete

授予删除告警
通知的权限。

Write - - -

cnad:alarmCo
nfig:get

授予查询告警
通知的权限。

Read - - -

cnad:attackRe
port:list

授予查询攻击
事件的权限。

List - - -

cnad:attackRe
port:update

授予更新攻击
事件配置的权
限。

Write - - ● cnad:attac
kReport:list

cnad:attackTo
p:list

授予查询
Top10被攻击
IP的权限。

List - - -

cnad:attackTy
peReport:list

授予查询攻击
类型分布的权
限。

List - - -

cnad:bindPolic
y:create

授予绑定防护
策略到防护IP
的权限。

Write - - -

cnad:blackWh
iteIpList:creat
e

授予创建IP黑
白名单的权
限。

Write - - -

cnad:blackWh
iteIpList:delet
e

授予删除IP黑
白名单的权
限。

Write - - -

cnad:cleanCo
untReport:list

授予查询
DDoS防护趋
势的权限。

List - - -

cnad:cleanKb
psReport:list

授予查询清洗
流量峰值统计
数据的权限。

List - - -

cnad:cleanSca
leDropList:list

授予查询清洗
范围的权限。

List - - -

cnad:countRe
port:get

授予查询统计
数据的权限。

Read - - -
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授权项 描述 访问
级别

资源
类型
（*为
必
须）

条件键 别名

cnad:ipTag:pu
t

授予更新防护
IP标签的权
限。

Write - - -

cnad:package:
create

授予创建实例
的权限。

Write packa
ge *

● g:Enterpri
seProjectI
d

● g:Resource
Tag/<tag-
key>

-

cnad:package:
get

授予查询实例
信息的权限。

Read packa
ge *

● g:Enterpri
seProjectI
d

● g:Resource
Tag/<tag-
key>

-

cnad:package:
list

授予查询实例
列表的权限。

List packa
ge *

- -

cnad:package:
put

授予更新实例
的权限。

Write packa
ge *

● g:Enterpri
seProjectI
d

● g:Resource
Tag/<tag-
key>

-

cnad:package
DropList:list

授予查询实例
摘要列表的权
限。

List - - -

cnad:packetAt
tackReport:list

授予查询攻击
数据包的权
限。

List - - -

cnad:policy:cr
eate

授予创建防护
策略的权限。

Write policy
*

g:EnterpriseP
rojectId

-

cnad:policy:de
lete

授予删除防护
策略的权限。

Write policy
*

g:EnterpriseP
rojectId

-

cnad:policy:ge
t

授予查询单个
防护策略详情
的权限。

Read policy
*

g:EnterpriseP
rojectId

-
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授权项 描述 访问
级别

资源
类型
（*为
必
须）

条件键 别名

cnad:policy:lis
t

授予查询防护
策略详情的权
限。

List policy
*

- -

cnad:policy:pu
t

授予更新防护
策略的权限。

Write policy
*

g:EnterpriseP
rojectId

-

cnad:policyDr
opList:list

授予查询防护
策略列表的权
限。

List - - -

cnad:protecte
dIp:create

授予绑定防护
IP到实例的权
限。

Write - - -

cnad:protecte
dIp:list

授予查询防护
IP列表的权
限。

List - - -

cnad:protecte
dIpDropList:lis
t

授予查询防护
IP下拉列表的
权限。

List - - -

cnad:quota:ge
t

授予查询配额
的权限。

Read - - -

cnad:securityS
tatusReport:g
et

授予查询资产
安全状态的权
限。

Read - - -

cnad:trafficAtt
ackReport:list

授予查询攻击
流量的权限。

List - - -

cnad:policy:un
bind

授予移除防护
IP的防护策略
的权限。

Write - - ● cnad:unbin
dPolicy:cre
ate

cnad:weekSta
tisticsReport:g
et

授予查询每周
安全统计数据
的权限。

Read - - -

 

CNAD的API通常对应着一个或多个授权项。表7-9展示了API与授权项的关系，以及该
API需要依赖的授权项。
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表 7-9 API 与授权项的关系

API 对应的授权项 依赖的授权项

GET /v1/unblockservice/
{domain_id}/unblock-quota-statistics

cnad:quota:get -

POST /v1/unblockservice/
{domain_id}/unblock

cnad:blockade:release -

GET /v1/unblockservice/
{domain_id}/unblock-record

cnad:blockade:list -

GET /v1/unblockservice/
{domain_id}/block-statistics

cnad:blockade:get -

POST /v1/cnad/alarm-config cnad:alarmConfig:upd
ate

-

DELETE /v1/cnad/alarm-config cnad:alarmConfig:dele
te

-

GET /v1/cnad/alarm-config cnad:alarmConfig:get -

GET /v1/cnad/report/attack cnad:attackReport:list -

POST /v1/cnad/policies/{policy_id}/
bind

cnad:bindPolicy:create -

POST /v1/cnad/policies/
{policy_id}/ip-list/add

cnad:blackWhiteIpList:
create

-

POST /v1/cnad/policies/
{policy_id}/ip-list/delete

cnad:blackWhiteIpList:
delete

-

GET /v2/cnad/report/count cnad:countReport:get -

PUT /v1/cnad/protected-ips/tags cnad:ipTag:put -

GET /v1/cnad/packages cnad:package:list -

PUT /v1/cnad/packages/
{package_id}/name

cnad:package:put -

POST /v1/cnad/policies cnad:policy:create -

DELETE /v1/cnad/policies/{policy_id} cnad:policy:delete -

GET /v1/cnad/policies/{policy_id} cnad:policy:get -

GET /v1/cnad/policies cnad:policy:list -

PUT /v1/cnad/policies/{policy_id} cnad:policy:put -

POST /v1/cnad/packages/
{package_id}/protected-ips

cnad:protectedIp:creat
e

-

GET /v1/cnad/protected-ips cnad:protectedIp:list -
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API 对应的授权项 依赖的授权项

GET /v1/cnad/packages/
{package_id}/unbound-protected-ips

cnad:protectedIpDrop
List:list

-

GET /v1/cnad/report/data cnad:trafficAttackRep
ort:list

-

POST /v1/cnad/policies/{policy_id}/
unbind

cnad:policy:unbind -

 

资源类型（Resource）

资源类型（Resource）表示身份策略所作用的资源。如表7-10中的某些操作指定了可
以在该操作指定的资源类型，则必须在具有该操作的身份策略语句中指定该资源的
URN，身份策略仅作用于此资源；如未指定，Resource默认为“*”，则身份策略将应
用到所有资源。您也可以在身份策略中设置条件，从而指定资源类型。

CNAD定义了以下可以在自定义身份策略的Resource元素中使用的资源类型。

表 7-10 CNAD 支持的资源类型

资源类型 URN

policy cnad::<account-id>:policy:<policy-id>

schedule cnad::<account-id>:schedule:<schedule-id>

package cnad::<account-id>:package:<package-id>

 

条件（Condition）

CNAD服务不支持在身份策略中的条件键中配置服务级的条件键。CNAD可以使用适用
于所有服务的全局条件键，请参考全局条件键。

7.3 DDoS 高防

7.3.1 权限和授权项说明
如果您需要对您所拥有的DDoS高防（AAD）进行精细的权限管理，您可以使用统一身
份认证服务（Identity and Access Management，简称IAM），如果华为账号账号所
具备的权限功能已经能满足您的要求，您可以跳过本章节，不影响您使用AAD服务的
其他功能。

通过IAM，您可以通过授权控制主体（IAM用户、用户组、IAM委托或信任委托）对华
为云资源的访问范围。目前IAM支持两类授权，一类是角色与策略授权，另一类为身
份策略授权。

两者有如下的区别和关系：
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表 7-11 两类授权的区别

名称 核心关系 涉及的权
限

授权方式 适用场景

角色与
策略授
权

用户-权
限-授权
范围

● 系统角
色

● 系统策
略

● 自定义
策略

为主体授予角
色或策略

核心关系为“用户-权限-授权范
围”，每个用户根据所需权限和
所需授权范围进行授权，无法直
接给用户授权，需要维护更多的
用户组，且支持的条件键较少，
难以满足细粒度精确权限控制需
求，更适用于对细粒度权限管控
要求较低的中小企业用户。

身份策
略授权

用户-策
略

● 系统身
份策略

● 自定义
身份策
略

● 为主体授予
身份策略

● 身份策略附
加至主体

核心关系为“用户-策略”，管
理员可根据业务需求定制不同的
访问控制策略，能够做到更细粒
度更灵活的权限控制，新增资源
时，对比角色与策略授权，基于
身份策略的授权模型可以更快速
地直接给用户授权，灵活性更
强，更方便，但相对应的，整体
权限管控模型构建更加复杂，对
相关人员专业能力要求更高，因
此更适用于中大型企业。

 

例如：如果需要对IAM用户授予可以创建华北-北京四区域的ECS和华南-广州区域的
OBS的权限，基于角色与策略授权的场景中，管理员需要创建两个自定义策略，并且
为IAM用户同时授予这两个自定义策略才可以实现权限控制。在基于身份策略授权的
场景中，管理员仅需要创建一个自定义身份策略，在策略中通过条件键
“g:RequestedRegion”的配置即可达到策略对于授权区域的控制。将身份策略附加主
体或为主体授予该身份策略即可获得相应权限，权限配置方式更细粒度更灵活。

两种授权场景下的策略/身份策略、授权项等并不互通，推荐使用身份策略进行授权。

账号下的IAM用户发起API请求时，该IAM用户必须具备调用该接口所需的权限，否
则，API请求将调用失败。每个接口所需要的权限，与各个接口所对应的授权项相对
应，只有发起请求的用户被授予授权项所对应的策略，该用户才能成功调用该接口。

7.3.2 策略授权参考
本章节介绍AAD策略授权场景下支持的策略授权项。

支持的授权项

策略包含系统策略和自定义策略，如果系统策略不满足授权要求，管理员可以创建自
定义策略，并通过给用户组授予自定义策略来进行精细的访问控制。策略支持的操作
与API相对应，授权项列表说明如下：

● 权限：允许或拒绝某项操作。对应API接口：自定义策略实际调用的API接口。

● 授权项：自定义策略中支持的Action，在自定义策略中的Action中写入授权项，
可以实现授权项对应的权限功能。
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● 依赖的授权项：部分Action存在对其他Action的依赖，需要将依赖的Action同时写
入授权项，才能实现对应的权限功能。

● IAM项目(Project)/企业项目(Enterprise Project)：自定义策略的授权范围，包括
IAM项目与企业项目。授权范围如果同时支持IAM项目和企业项目，表示此授权项
对应的自定义策略，可以在IAM和企业管理两个服务中给用户组授权并生效。如
果仅支持IAM项目，不支持企业项目，表示仅能在IAM中给用户组授权并生效，如
果在企业管理中授权，则该自定义策略不生效。管理员可以在授权项列表中查看
授权项是否支持IAM项目或企业项目，“√”表示支持，“×”表示暂不支持。关
于IAM项目与企业项目的区别，详情请参见：IAM与企业管理的区别。

AAD支持的自定义策略授权项如表7-12所示：

表 7-12 策略授权项

权限 对应API接口 授权项
（Action）

IAM项目
(Project)

企业项目
(Enterpr
ise
Project)

查询流量峰
值、攻击计
数

GET /v1/aad/instances/
{instance_id}/{ip}/ddos-
statistics

aad:domain:
get

√ √

查询高防实
例列表

GET /v1/aad/instances aad:instance:
list

√ √

查询高防实
例IP的转发
规则列表

GET /v1/aad/instances/
{instance_id}/{ip}/rules

aad:forwardi
ngRule:get

√ √

修改高防实
例转发配置
的源站IP

PUT /v1/aad/instances/
{instance_id}/{ip}/rules/
{rule_id}

aad:forwardi
ngRule:put

√ √

批量创建高
防实例IP的
转发规则

POST /v1/aad/instances/
{instance_id}/{ip}/rules/
batch-create

aad:forwardi
ngRule:creat
e

√ √

批量删除高
防实例IP的
转发规则

POST /v1/aad/instances/
{instance_id}/{ip}/rules/
batch-delete

aad:forwardi
ngRule:delet
e

√ √

查询域名列
表

GET /v1/aad/protected-
domains

aad:domain:l
ist

√ √

查询防护域
名信息

GET /v1/aad/protected-
domains/{domain_id}

aad:instance:
get

√ √

更新域名信
息

PUT /v1/aad/protected-
domains/{domain_id}

aad:domain:
put

√ √
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7.3.3 身份策略授权参考
云服务在IAM预置了常用授权项，称为系统身份策略。如果IAM系统身份策略无法满足
授权要求，管理员可以根据各服务支持的授权项，创建IAM自定义身份策略来进行精
细的访问控制，IAM自定义身份策略是对系统身份策略的扩展和补充。

除IAM服务外，Organizations服务中的服务控制策略（Service Control Policy，以下
简称SCP）也可以使用这些授权项元素设置访问控制策略。

SCP不直接进行授权，只划定权限边界。将SCP绑定到组织单元或者成员账号时，并没
有直接对组织单元或成员账号授予操作权限，而是规定了成员账号或组织单元包含的
成员账号的授权范围。IAM身份策略授予权限的有效性受SCP限制，只有在SCP允许范
围内的权限才能生效。

IAM服务与Organizations服务在使用这些元素进行访问控制时，存在着一些区别，详
情请参见：IAM服务与Organizations服务权限访问控制的区别。

本章节介绍IAM服务身份策略授权场景中自定义身份策略和组织服务中SCP使用的元
素，这些元素包含了操作（Action）、资源（Resource）和条件（Condition）。

● 如何使用这些元素编辑IAM自定义身份策略，请参考创建自定义身份策略。

● 如何使用这些元素编辑SCP自定义策略，请参考创建SCP。

操作（Action）
操作（Action）即为身份策略中支持的授权项。

● “访问级别”列描述如何对操作进行分类（List、Read和Write等）。此分类可帮
助您了解在身份策略中相应操作对应的访问级别。

● “资源类型”列指每个操作是否支持资源级权限。

– 资源类型支持通配符号*表示所有。如果此列没有值（-），则必须在身份策
略语句的Resource元素中指定所有资源类型（“*”）。

– 如果该列包含资源类型，则必须在具有该操作的语句中指定该资源的URN。
– 资源类型列中必需资源在表中用星号（*）标识，表示使用此操作必须指定该

资源类型。

关于AAD定义的资源类型的详细信息请参见资源类型（Resource）。

● “条件键”列包括了可以在身份策略语句的Condition元素中支持指定的键值。

– 如果该授权项资源类型列存在值，则表示条件键仅对列举的资源类型生效。

– 如果该授权项资源类型列没有值（-），则表示条件键对整个授权项生效。

– 如果此列条件键没有值（-），表示此操作不支持指定条件键。

关于AAD定义的条件键的详细信息请参见条件（Condition）。

● “别名”列包括了可以在身份策略中配置的策略授权项。通过这些授权项，可以
控制支持策略授权的API访问。详细信息请参见身份策略兼容性说明。

您可以在身份策略语句的Action元素中指定以下AAD的相关操作。
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表 7-13 AAD 支持的授权项

授权项 描述 访问
级别

资源
类型
（*为
必
须）

条件键 别名

aad:alarmConf
ig:create

授予创建告警
设置的权限。

Write alarm
Confi
g *

- -

aad:alarmConf
ig:put

授予修改告警
设置的权限。

Write alarm
Confi
g *

- -

aad:alarmConf
ig:get

授予查询告警
设置的权限。

Read alarm
Confi
g *

- -

aad:alarmConf
ig:delete

授予删除告警
设置的权限。

Write alarm
Confi
g *

- -

aad:certificate
:delete

授予删除证书
的权限。

Write certifi
cate *

- -

aad:certificate
:list

授予查询证书
列表的权限。

List certifi
cate *

- -

aad:certificate
:set

授予修改域名
对应证书的权
限。

Write certifi
cate *

- -

doma
in *

g:EnterpriseP
rojectId

aad:dashboar
d:delete

授予删除报表
日志配置的权
限。

Write - - -

aad:dashboar
d:get

授予获取报表
数据和日志配
置的权限。

Read - - -

aad:dashboar
d:set

授予修改报表
日志配置的权
限。

Write - - -

aad:domain:cr
eate

授予添加防护
域名的权限。

Write doma
in *

g:EnterpriseP
rojectId

-

aad:domain:d
elete

授予删除防护
域名的权限。

Write doma
in *

g:EnterpriseP
rojectId

-

aad:domain:g
et

授予查询防护
域名详情的权
限。

Read doma
in *

g:EnterpriseP
rojectId

-
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授权项 描述 访问
级别

资源
类型
（*为
必
须）

条件键 别名

aad:domain:li
st

授予查询域名
列表的权限。

List doma
in *

g:EnterpriseP
rojectId

-

aad:domain:p
ut

授予修改域名
防护属性的权
限。

Write doma
in *

g:EnterpriseP
rojectId

-

aad:forwardin
gRule:create

授予添加转发
规则的权限。

Write forwa
rding
Rule *

g:EnterpriseP
rojectId

-

aad:forwardin
gRule:delete

授予删除转发
规则的权限。

Write forwa
rding
Rule *

g:EnterpriseP
rojectId

-

aad:forwardin
gRule:get

授予查询转发
规则的权限。

Read forwa
rding
Rule *

g:EnterpriseP
rojectId

-

aad:forwardin
gRule:list

授予导出转发
规则的权限。

List forwa
rding
Rule *

g:EnterpriseP
rojectId

-

aad:forwardin
gRule:put

授予修改转发
规则中的回源
IP的权限。

Write forwa
rding
Rule *

g:EnterpriseP
rojectId

-

aad:instance:c
reate

授予创建实例
的权限。

Write insta
nce *

g:EnterpriseP
rojectId

-

aad:instance:g
et

授予查询实例
属性的权限。

Read insta
nce *

g:EnterpriseP
rojectId

-

aad:instance:li
st

授予查询实例
列表的权限。

List insta
nce *

g:EnterpriseP
rojectId

-

aad:instance:p
ut

授予修改实例
属性的权限。

Write insta
nce *

g:EnterpriseP
rojectId

-

aad:policy:cre
ate

授予添加防护
规则的权限。

Write policy
*

g:EnterpriseP
rojectId

-

aad:policy:del
ete

授予删除防护
规则的权限。

Write policy
*

g:EnterpriseP
rojectId

-

aad:policy:get 授予查询防护
规则详情的权
限。

Read policy
*

g:EnterpriseP
rojectId

-
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授权项 描述 访问
级别

资源
类型
（*为
必
须）

条件键 别名

aad:policy:list 授予查询防护
规则列表的权
限。

List policy
*

g:EnterpriseP
rojectId

-

aad:policy:put 授予修改防护
规则的权限。

Write policy
*

g:EnterpriseP
rojectId

-

aad:quotas:ge
t

授予查询防护
规格的权限。

Read - - -

aad:whiteBlac
kIpRule:create

授予添加防护
黑白名单的权
限。

Write white
BlackI
pRule
*

g:EnterpriseP
rojectId

-

aad:whiteBlac
kIpRule:delete

授予删除防护
黑白名单的权
限。

Write white
BlackI
pRule
*

g:EnterpriseP
rojectId

-

aad:whiteBlac
kIpRule:list

授予查询防护
黑白名单列表
的权限。

List white
BlackI
pRule
*

g:EnterpriseP
rojectId

-

aad:protectedI
p:put

授予修改防护
对象标签的权
限。

Write - - -

aad:protectedI
p:list

授予查询防护
对象列表的权
限。

List - - -

aad:package:p
ut

授予修改防护
包的权限。

Write packa
ge *

- -

aad:package:li
st

授予查询防护
包列表的权
限。

List packa
ge *

- -

aad:block:put 授予解封IP的
权限。

Write - - -

aad:block:list 授予查询封堵
ip列表的权
限。

List - - -

aad:block:get 授予查询封堵
和解封信息的
权限。

Read - - -
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AAD的API通常对应着一个或多个授权项。表7-14展示了API与授权项的关系，以及该
API需要依赖的授权项。

表 7-14 API 与授权项的关系

API 对应的授权项 依赖的授权项

POST /v1/{project_id}/cad/alart/
config

aad:alarmConfig:create -

POST /v1/cnad/alarm-config aad:alarmConfig:put -

DELETE /v1/cnad/alarm-config aad:alarmConfig:delete -

GET /v1/{project_id}/cad/alart/
list

aad:alarmConfig:get -

GET /v1/cnad/alarm-config aad:alarmConfig:get -

DELETE /v1/aad/certificate/del aad:certificate:delete -

GET /v1/{project_id}/cad/
domains/certificatelist

aad:certificate:list -

GET /v1/aad/certificate-details aad:certificate:list -

POST /v1/{project_id}/cad/
domains/certificate

aad:certificate:set -

POST /v1/aad/configs/lts/delete aad:dashboard:delete -

GET /v1/{project_id}/cad/
ddosinfo/events_type

aad:dashboard:get -

GET /v1/aad/configs/lts_region aad:dashboard:get -

GET /v1/aad/configs/lts aad:dashboard:get -

GET /v1/{project_id}/waf/event/
timeline

aad:dashboard:get -

GET /v1/{project_id}/waf/event/
request/peak

aad:dashboard:get -

GET /v1/{project_id}/waf/event/
attack/type

aad:dashboard:get -

GET /v1/{project_id}/waf/event/
attack/source/num

aad:dashboard:get -

GET /v1/{project_id}/waf/event/
attack/source

aad:dashboard:get -

GET /v1/{project_id}/cad/
instances/flow_pps

aad:dashboard:get -
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API 对应的授权项 依赖的授权项

GET /v1/{project_id}/cad/
instances/flow_bps

aad:dashboard:get -

GET /v1/{project_id}/cad/
instances/events

aad:dashboard:get -

GET /v1/{project_id}/cad/
ddosinfo/peak

aad:dashboard:get -

POST /v1/aad/configs/lts aad:dashboard:set -

POST /v1/{project_id}/aad/
domains

aad:domain:create -

POST /v1/{project_id}/cad/
domains/del

aad:domain:delete -

GET /v1/{project_id}/aad/
domains/{domain_id}/service-
config

aad:domain:get -

GET /v1/{project_id}/cad/
domains/ports

aad:domain:list -

GET /v1/{project_id}/cad/
domains/name

aad:domain:get -

GET /v1/{project_id}/cad/
domains/line/
{enterprise_project_id}

aad:domain:list -

GET /v1/{project_id}/cad/
domains/instances

aad:domain:get -

GET /v1/{project_id}/cad/
domains/brief

aad:domain:get -

GET /v1/{project_id}/aad/
domains/waf-list

aad:domain:list -

GET /v1/{project_id}/cad/
domains

aad:domain:list -

POST /v1/{project_id}/aad/
domains/{domain_id}/service-
config

aad:domain:put -

POST /v1/{project_id}/cad/
domains/switch

aad:domain:put -

POST /v1/{project_id}/cad/
domains/cnameDispatchSwitch

aad:domain:put -

POST /v1/{project_id}/cad/
domains/cname/switch

aad:domain:put -
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API 对应的授权项 依赖的授权项

POST /v1/{project_id}/cad/
instances/protocol_rule

aad:forwardingRule:create -

POST /v1/{project_id}/cad/
instances/protocol_rule/import

aad:forwardingRule:create -

DELETE /v1/{project_id}/cad/
instances/protocol_rule/{rule_id}

aad:forwardingRule:delete -

POST /v1/{project_id}/cad/
instances/protocol_rule/batchdel

aad:forwardingRule:delete -

GET /v1/{project_id}/cad/
instances/rules

aad:forwardingRule:get -

GET /v1/{project_id}/cad/
instances/protocol_rule/export

aad:forwardingRule:list -

PUT /v1/{project_id}/cad/
instances/protocol_rule/{rule_id}

aad:forwardingRule:put -

POST /v1/{project_id}/cad/
instances/cad_open

aad:instance:create -

GET /v1/{project_id}/cad/
products

aad:instance:create -

GET /v1/{project_id}/
{resource_type}/{resource_id}/
tags

aad:instance:get -

GET /v1/{project_id}/cad/
upgradeproducts/{instance_id}

aad:instance:get -

GET /v1/{project_id}/cad/
instances/detail/{instance_id}

aad:instance:get -

GET /v1/{project_id}/aad/
instances/brief-list

aad:instance:list -

GET /v1/{project_id}/cad/
sourceip

aad:instance:list -

GET /v1/{project_id}/cad/
instances

aad:instance:list -

POST /v1/{project_id}/
{resource_type}/{resource_id}/
tags/action

aad:instance:put -

POST /v1/{project_id}/cad/
instances/cad_spec_upgrade

aad:instance:put -

PUT /v1/{project_id}/cad/
instances/{instance_id}/name

aad:instance:put -
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API 对应的授权项 依赖的授权项

PUT /v1/{project_id}/cad/
instances/{instance_id}/elastic/
{ip_id}

aad:instance:put -

POST /v1/{project_id}/aad/
policies/waf/cc

aad:policy:create -

POST /v1/cnad/policies aad:policy:create -

DELETE /v1/{project_id}/aad/
policies/waf/cc/{rule_id}

aad:policy:delete -

DELETE /v1/cnad/policies/
{policy_id}

aad:policy:delete -

GET /v1/{project_id}/cad/
flowblock

aad:policy:get -

GET /v1/cnad/policies/{policy_id} aad:policy:get -

GET /v1/{project_id}/aad/
policies/waf/cc

aad:policy:list -

GET /v1/cnad/policies aad:policy:list -

PUT /v1/{project_id}/aad/
policies/waf/cc/{rule_id}

aad:policy:put -

POST /v1/{project_id}/cad/
flowblock/udp

aad:policy:put -

POST /v1/{project_id}/cad/
flowblock/foreign

aad:policy:put -

POST /v1/cnad/policies/
{policy_id}/ip-list/add

aad:policy:put -

POST /v1/cnad/policies/
{policy_id}/bind

aad:policy:put -

POST /v1/cnad/policies/
{policy_id}/ip-list/delete

aad:policy:put -

POST /v1/cnad/policies/
{policy_id}/unbind

aad:policy:put -

PUT /v1/cnad/policies/{policy_id} aad:policy:put -

GET /v1/{project_id}/aad/
quotas/domain-port

aad:quotas:get -

GET /v1/{project_id}/scc/waf/
quota

aad:quotas:get -

GET /v1/{project_id}/cad/quotas aad:quotas:get -

DDoS 防护 AAD
API 参考 7 权限和授权项

文档版本 12 (2026-07-02) 版权所有 © 华为技术有限公司 443



API 对应的授权项 依赖的授权项

GET /v1/{project_id}/cad/ip/
quotas

aad:quotas:get -

GET /v1/{project_id}/cad/bwlist/
quota

aad:quotas:get -

GET /v1/{project_id}/aad/user-
configs

aad:quotas:get -

POST /v1/{project_id}/cad/bwlist aad:whiteBlackIpRule:crea
te

-

POST /v1/{project_id}/cad/
bwlist/delete

aad:whiteBlackIpRule:dele
te

-

GET /v1/{project_id}/cad/bwlist aad:whiteBlackIpRule:list -

PUT /v1/cnad/protected-ips/tags aad:protectedIp:put -

GET /v1/cnad/protected-ips aad:protectedIp:list -

POST /v1/cnad/packages/
{package_id}/protected-ips

aad:package:put -

PUT /v1/cnad/packages/
{package_id}/name

aad:package:put -

GET /v1/cnad/packages aad:package:list -

GET /v1/cnad/packages/
{package_id}/unbound-
protected-ips

aad:package:list -

POST /v1/unblockservice/
{domain_id}/unblock

aad:block:put -

GET /v1/unblockservice/
{domain_id}/block-list

aad:block:list -

GET /v1/unblockservice/
{domain_id}/unblock-quota-
statistics

aad:block:get -

GET /v1/unblockservice/
{domain_id}/block-statistics

aad:block:get -

GET /v1/unblockservice/
{domain_id}/unblock-record

aad:block:get -

GET /v1/{project_id}/cad/
instances/{instance_id}/
elastic_count/{ip_id}

aad:instance:get -

GET /v1/{project_id}/cad/
instances/{data_center}/elastic/
{line}/{ip_id}

aad:instance:get -

DDoS 防护 AAD
API 参考 7 权限和授权项

文档版本 12 (2026-07-02) 版权所有 © 华为技术有限公司 444



API 对应的授权项 依赖的授权项

GET /v1/aad/remain-vip-number aad:quotas:get -

GET /v1/aad/instance/
connection-num

aad:dashboard:get -

PUT /v1/{project_id}/cad/
instances/{instance_id}/pp-
switch

aad:instance:put -

GET /v1/aad-service/ces/
{domain_id}/dims-info

aad:instance:list -

GET /v1/aad-service/ces/v2/
{domain_id}/instances

aad:instance:list -

GET /v1/{project_id}/cad/
instances/security-statistics

aad:instance:list -

GET /v1/aad/domain/instances/
rules

aad:domain:list -

POST /v1/aad/policy/modify aad:policy:put -

POST /v1/aad/geoip aad:policy:put -

GET /v1/aad/geoip aad:policy:get -

DELETE /v1/aad/geoip/{ruleId} aad:policy:delete -

PUT /v1/aad/geoip/{ruleId} aad:policy:put -

POST /v1/aad/whiteip aad:policy:put -

GET /v1/aad/whiteip aad:policy:get -

DELETE /v1/aad/whiteip aad:policy:delete -

POST /v1/aad/custom aad:policy:put -

GET /v1/aad/custom aad:policy:get -

PUT /v1/aad/custom/{ruleId} aad:policy:put -

DELETE /v1/aad/custom/{ruleId} aad:policy:delete -

GET /v1/aad/policy/details aad:policy:get -

POST /v1/aad/cc/intelligent/
modify

aad:policy:put -

GET /v1/aad/geoip/map aad:policy:get -

POST /v2/aad/instance aad:instance:create -
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资源类型（Resource）
资源类型（Resource）表示身份策略所作用的资源。如表7-15中的某些操作指定了可
以在该操作指定的资源类型，则必须在具有该操作的身份策略语句中指定该资源的
URN，身份策略仅作用于此资源；如未指定，Resource默认为“*”，则身份策略将应
用到所有资源。您也可以在身份策略中设置条件，从而指定资源类型。

AAD定义了以下可以在自定义身份策略的Resource元素中使用的资源类型。

表 7-15 AAD 支持的资源类型

资源类型 URN

forwardingRule aad::<account-id>:forwardingRule:<forwarding-rule-id>

package aad::<account-id>:package:<package-id>

policy aad::<account-id>:policy:<policy-id>

alarmConfig aad::<account-id>:alarmConfig:<alarm-config-id>

domain aad::<account-id>:domain:<domain-id>

certificate aad::<account-id>:certificate:<certificate-id>

instance aad::<account-id>:instance:<instance-id>

whiteBlackIpRule aad::<account-id>:whiteBlackIpRule:<white-black-ip-
rule-id>

 

条件（Condition）
AAD服务不支持在身份策略中的条件键中配置服务级的条件键。AAD可以使用适用于
所有服务的全局条件键，请参考全局条件键。
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8 DDoS 原生基础防护历史 API

8.1 查询 Anti-DDoS 配置可选范围

说明

当前页面API为历史版本API，未来可能停止维护。

功能介绍

查询系统支持的Anti-DDoS防护策略配置的可选范围，用户根据范围列表选择适合自
己业务的防护策略进行Anti-DDoS流量清洗。

URI
● URI格式

GET /v1/{project_id}/antiddos/query_config_list
● 参数说明

参数 是否必选 类型 说明

project_id 是 String 用户的ID

 

请求

请求样例
GET /v1/67641fe6886f43fcb78edbbf0ad0b99f/antiddos/query_config_list

响应
● 要素说明

参数 是否必选 类型 说明

traffic_limited_list 是 列表数据结构 流量限制列表

http_limited_list 是 列表数据结构 HTTP限制列表
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参数 是否必选 类型 说明

connection_limited_li
st

是 列表数据结构 连接数限制列表

 

● traffic_limited_list字段数据结构说明

参数 是否必选 类型 说明

traffic_pos_id 是 Integer 流量分段ID

traffic_per_second 是 Integer 每秒流量（Mbit/s）阈值

packet_per_second 是 Integer 每秒报文数（个/s）阈值

 

● http_limited_list字段数据结构说明

参数 是否必选 类型 说明

http_request_pos_id 是 Integer HTTP请求数分段ID

http_packet_per_seco
nd

是 Integer 每秒HTTP请求数（个/s）
阈值

 

● connection_limited_list字段数据结构说明

参数 是否必选 类型 说明

cleaning_access_pos_i
d

是 Intege
r

清洗时访问限制分段ID

new_connection_limit
ed

是 Intege
r

单一源IP新建连接个数

total_connection_limit
ed

是 Intege
r

单一源IP连接数总个数

 

● 响应样例

{
  "traffic_limited_list": [
    {
      "traffic_pos_id": 1,
      "traffic_per_second": 10,
      "packet_per_second": 2000
    },
    {
      "traffic_pos_id": 2,
      "traffic_per_second": 30,
      "packet_per_second": 6000
    },
    {
      "traffic_pos_id": 3,
      "traffic_per_second": 50,
      "packet_per_second": 10000
    },
    {
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      "traffic_pos_id": 4,
      "traffic_per_second": 70,
      "packet_per_second": 15000
    },
    {
      "traffic_pos_id": 5,
      "traffic_per_second": 100,
      "packet_per_second": 20000
    },
    {
      "traffic_pos_id": 6,
      "traffic_per_second": 150,
      "packet_per_second": 25000
    },
    {
      "traffic_pos_id": 7,
      "traffic_per_second": 200,
      "packet_per_second": 35000
    },
    {
      "traffic_pos_id": 8,
      "traffic_per_second": 250,
      "packet_per_second": 50000
    },
    {
      "traffic_pos_id": 9,
      "traffic_per_second": 300,
      "packet_per_second": 70000
    }
  ],
  "http_limited_list": [
    {
      "http_request_pos_id": 1,
      "http_packet_per_second": 100
    },
    {
      "http_request_pos_id": 2,
      "http_packet_per_second": 150
    },
    {
      "http_request_pos_id": 3,
      "http_packet_per_second": 240
    },
    {
      "http_request_pos_id": 4,
      "http_packet_per_second": 350
    },
    {
      "http_request_pos_id": 5,
      "http_packet_per_second": 480
    },
    {
      "http_request_pos_id": 6,
      "http_packet_per_second": 550
    },
    {
      "http_request_pos_id": 7,
      "http_packet_per_second": 700
    },
    {
      "http_request_pos_id": 8,
      "http_packet_per_second": 850
    },
    {
      "http_request_pos_id": 9,
      "http_packet_per_second": 1000
    },
    {
      "http_request_pos_id": 10,
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      "http_packet_per_second": 1500
    },
    {
      "http_request_pos_id": 11,
      "http_packet_per_second": 2000
    },
    {
      "http_request_pos_id": 12,
      "http_packet_per_second": 3000
    },
    {
      "http_request_pos_id": 13,
      "http_packet_per_second": 5000
    },
    {
      "http_request_pos_id": 14,
      "http_packet_per_second": 10000
    },
    {
      "http_request_pos_id": 15,
      "http_packet_per_second": 20000
    }
  ],
  "connection_limited_list": [
    {
      "cleaning_access_pos_id": 1,
      "new_connection_limited": 10,
      "total_connection_limited": 30
    },
    {
      "cleaning_access_pos_id": 2,
      "new_connection_limited": 20,
      "total_connection_limited": 100
    },
    {
      "cleaning_access_pos_id": 3,
      "new_connection_limited": 30,
      "total_connection_limited": 200
    },
    {
      "cleaning_access_pos_id": 4,
      "new_connection_limited": 40,
      "total_connection_limited": 250
    },
    {
      "cleaning_access_pos_id": 5,
      "new_connection_limited": 50,
      "total_connection_limited": 300
    },
    {
      "cleaning_access_pos_id": 6,
      "new_connection_limited": 60,
      "total_connection_limited": 500
    },
    {
      "cleaning_access_pos_id": 7,
      "new_connection_limited": 70,
      "total_connection_limited": 600
    },
    {
      "cleaning_access_pos_id": 8,
      "new_connection_limited": 80,
      "total_connection_limited": 700
    }
  ],
  "extend_ddos_config": [
    {
      "new_connection_limited": 80,
      "total_connection_limited": 700,
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      "http_packet_per_second": 500000,
      "traffic_per_second": 1000,
      "packet_per_second": 200000,
      "setID": 33
    },
    {
      "new_connection_limited": 80,
      "total_connection_limited": 700,
      "http_packet_per_second": 500000,
      "traffic_per_second": 2000,
      "packet_per_second": 200000,
      "setID": 34
    },
    {
      "new_connection_limited": 80,
      "total_connection_limited": 700,
      "http_packet_per_second": 500000,
      "traffic_per_second": 5000,
      "packet_per_second": 400000,
      "setID": 35
    },
    {
      "new_connection_limited": 80,
      "total_connection_limited": 700,
      "http_packet_per_second": 0,
      "traffic_per_second": 0,
      "packet_per_second": 0,
      "setID": 36
    }
  ]
}

说明

“extend_ddos_config”字段显示用户根据实际需求设置的Anti-DDoS防护策略信息。

错误码

请参见错误码。

8.2 查询 Anti-DDoS 任务

说明

当前页面API为历史版本API，未来可能停止维护。

功能介绍

用户查询指定的Anti-DDoS防护配置任务，得到任务当前执行的状态。

URI
● URI格式

GET /v1/{project_id}/query_task_status

说明

可以在URI后面用“?”和“&”添加不同的查询条件组合，请参考请求样例。

● 参数说明
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参数 是否必选 类型 说明

project_id 是 String 用户的ID

 

请求
● 参数说明

参数 是否必选 类型 说明

task_id 是 String 任务ID（非负整数）的字符串

 
● 请求样例

GET /v1/67641fe6886f43fcb78edbbf0ad0b99f/query_task_status?
task_id=4a4fefe7-34a1-40e2-a87c-16932af3ac4a

响应
● 要素说明

名称 类型 说明

task_status String 任务状态，有以下几种：

● success
● failed
● waiting
● running
● preprocess
● ready

task_msg String 任务的附加信息

 
● 响应样例

{
   "task_status": "running",
   "task_msg": ""
}

错误码

请参见错误码。
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A 附录

A.1 错误码

A.1.1 Anti-DDoS 错误码
更多服务错误码请参见API错误中心。

状态码 错误码 错误信息 描述 处理措施

200 Anti-DDoS.0 Succeeded 成功 无需处理

200 Anti-
DDoS.100000
00

The task has
been received
and is being
handled

任务已接收，
正在处理

无需处理

400 Anti-
DDoS.100000
01

Enter a valid
request
message

请求消息格式
非法

检查参数

400 Anti-
DDoS.100010
08

An incorrect
task ID is
used

不正确的任务
ID

检查参数

400 Anti-
DDoS.100010
10

Invalid time 时间非法 检查参数

401 Anti-
DDoS.100000
04

Public test
service denied

公测服务被拒
绝

申请公测

403 Anti-
DDoS.100000
02

Failed to
authenticate
the token in
the request

请求所带的
Token认证失
败

重新申请Token

DDoS 防护 AAD
API 参考 A 附录

文档版本 12 (2026-07-02) 版权所有 © 华为技术有限公司 453

https://apierrorcenter.developer.huaweicloud.com/apierrorcenter


状态码 错误码 错误信息 描述 处理措施

403 Anti-
DDoS.100000
09

The account
is restricted

账户受限 申请权限

403 Anti-
DDoS.100000
10

The account
is frozen

账户冻结 申请解冻

403 Anti-
DDoS.100000
12

Unknown
user type

未知用户类型 申请权限

403 Anti-
DDoS.100000
16

VPC access
failed or EIP is
not exist

访问VPC平台
异常或EIP不存
在

联系管理员

403 Anti-
DDoS.100000
30

You have not
been
authenticated.
Perform real-
name
authenticatio
n first.

您尚未认证，
请先进行实名
认证。

实名认证

403 Anti-
DDoS.100010
09

The operation
permission is
restricted

操作权限受限 申请权限

403 Anti-
DDoS.110000
01

Access to the
database is
rejected

数据库访问被
拒绝

联系管理员

500 Anti-
DDoS.110000
00

Internal
system
exception.
Contact
technical
support
engineers

系统内部异
常，请联系技
术支持人员

联系管理员

 

A.1.2 CNAD 错误码

更多服务错误码请参见API错误中心。

状态码 错误码 错误信息 描述 处理措施

400 CNAD.000010
00

Invalid IP
Address.

IP地址不合
法。

检查参数

400 CNAD.000010
01

Invalid SMN
Topic.

告警通知主题
不合法。

检查参数
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状态码 错误码 错误信息 描述 处理措施

400 CNAD.000010
02

Package
Name Already
Exists.

防护包名已存
在。

检查参数

400 CNAD.000010
03

IP: {0} is in
another
package.

IP: {0} 已经在
其他防护包
里。

检查参数

400 CNAD.000010
04

IP: {0} has
policy
associated.

IP: {0} 已经绑
定了其他策
略。

检查参数

400 CNAD.000010
05

Policy Name
Already Exists.

策略名重复。 检查参数

400 CNAD.000010
06

Duplicate IP. IP重复。 检查参数

400 CNAD.000010
07

Duplicate
CleanThreshol
d.

清洗阈值档位
重复。

检查参数

400 CNAD.000010
08

Request
Illegal.

请求非法。 检查参数

400 CNAD.000010
09

The IPs in list
don't belong
to the same
region or
aren't
multicast IPs

ip列表不属于
同一region或
者不是代播ip

检查参数

400 CNAD.000040
00

Resource is
Being Used.

资源正在被使
用。

稍后重试

400 CNAD.000040
01

IP is Being
Used.

防护IP正在被
使用。

检查参数

400 CNAD.000040
03

Application
Has Existed.

您提交的申请
已存在。

无需处理

400 CNAD.000040
04

Application is
Being
Approved.

您之前提交的
申请正在审批
中，请稍后再
试！

无需处理

400 CNAD.000040
05

Application
Denied.

您提交的申请
已被驳回！

联系管理员

400 CNAD.000040
06

Application
Approved.

您提交的申请
已通过，请勿
重复提交！

无需处理

400 CNAD.000050
00

Package
Unavailable.

防护包不可
用。

检查参数
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状态码 错误码 错误信息 描述 处理措施

400 CNAD.000050
01

Quota Not
Enough.

配额不足。 联系管理员

400 CNAD.000050
04

The
remaining
traffic
cleaning
threshold of
the instance is
{0} Mbps.

该实例增加流
量清洗阈值剩
余额度为：
{0}Mbps

无需处理

400 CNAD.000050
06

Resource Not
Purchased.

未订购CNAD
服务。

订购CNAD服务

400 CNAD.000050
07

Cannot create
policy.

不能创建策略 检查参数

401 CNAD.000020
00

User Role Not
Permitted.

没有权限，拒
绝访问。

申请权限

403 CNAD.000050
02

5 change
times has
reached the
maximum in
a month.

1个月内可设
置防护对象的
次数（5次）
已满。

等待次数刷新

403 CNAD.000050
03

1 change
times has
reached the
maximum in
a day.

1天内可设置
防护对象的次
数（1次）已
满。

等待次数刷新

403 CNAD.000050
05

Instances of
the non-VIC
edition
cannot be
manually
deleted.

不支持手动删
除非大客户版
实例。

检查参数

404 CNAD.000030
00

Resource Not
Found.

资源不存在。 检查参数

404 CNAD.000030
01

Package Not
Found.

防护包不存
在。

检查参数

404 CNAD.000030
02

Policy Not
Found.

策略不存在。 检查参数

404 CNAD.000030
03

IP Not Found. 防护IP不存
在。

检查参数

404 CNAD.000030
04

IP Not in
Package.

防护IP不属于
该防护包。

检查参数

DDoS 防护 AAD
API 参考 A 附录

文档版本 12 (2026-07-02) 版权所有 © 华为技术有限公司 456



状态码 错误码 错误信息 描述 处理措施

404 CNAD.000030
05

Policy Not in
Package.

防护策略不属
于该防护包。

检查参数

404 CNAD.000030
06

Application
Not Found.

申请不存在。 检查参数

404 CNAD.000030
07

Tenant Not
Found.

租户不存在。 检查参数

404 CNAD.000030
08

Clean Policy
Not Found.

清洗策略不存
在。

检查参数

500 CNAD.000000
01

Dependent
Service Error.

依赖的其他服
务错误。

联系管理员

400 TRAFFICHUB.
10000400

Param invalid 参数无效 检查参数

400 TRAFFICHUB.
10060001

Insufficient
unblocking
quota, The
current
unblocking
quota is 0

解封配额不足,
今日解封配额
已用完或本月
剩余解封配额
为0

等待配额刷新

400 TRAFFICHUB.
10060002

Unblocking is
not allowed
because the
tenant risk is
too high

不允许解封,因
为租户风险等
级过高

联系管理员

400 TRAFFICHUB.
10060003

Unblocking is
not allowed
because the
tenant level is
insufficient

不允许解封,因
为租户等级过
低

联系管理员

400 TRAFFICHUB.
10060005

Unblocking is
not allowed
because
unblock the ip
address need
to exceed the
interval time,
see the
unblocking
policy

IP {0} 不允许
解封,可手动点
击解封的时间
为 {1} 之后,解
封间隔计算方
法详见上方的
自助解封策略

稍后重试
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状态码 错误码 错误信息 描述 处理措施

400 TRAFFICHUB.
10060006

Unblocking is
not allowed
because
unblock the ip
address firstly
need to
exceed the
interval time

不允许解封，
因为解封ip地
址需要超过间
隔时间

稍后重试

400 TRAFFICHUB.
10060007

Unblocking is
not allowed
because
blocking ip
address list is
empty

不允许解封,
因为封堵ip列
表为空

刷新重试或者联系
管理员

400 TRAFFICHUB.
10060008

Unblocking is
not allowed
because ip
address is not
blocked

不允许解封,因
为IP {0} 未被
封堵

刷新重试或者联系
管理员

401 TRAFFICHUB.
10010001

Auth failed 身份验证失败 申请权限

404 TRAFFICHUB.
10060004

Tenant config
is not found

未找到租户配
置

检查参数

 

A.2 获取项目 ID

调用 API 获取项目 ID

项目ID可以通过调用查询指定条件下的项目信息API获取。

获取项目ID的接口为“GET https://{Endpoint}/v3/projects”，其中{Endpoint}为IAM
的终端节点，可以从地区和终端节点获取。接口的认证鉴权请参见认证鉴权。

响应示例如下，其中projects下的“ID”即为项目ID。

{
    "projects": [
        {
            "domain_id": "65382450e8f64ac0870cd180d14e684b",
            "is_domain": false,
            "parent_id": "65382450e8f64ac0870cd180d14e684b",
            "name": "xxxxxxxx",
            "description": "",
            "links": {
                "next": null,
                "previous": null,
                "self": "https://www.example.com/v3/projects/a4a5d4098fb4474fa22cd05f897d6b99"
            },
            "ID": "a4a5d4098fb4474fa22cd05f897d6b99",
            "enabled": true
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        }
    ],
    "links": {
        "next": null,
        "previous": null,
        "self": "https://www.example.com/v3/projects"
    }
}

从控制台获取项目 ID
在调用接口的时候，部分URL中需要填入项目编号，所以需要获取到项目编号。项目
编号获取步骤如下：

1. 登录管理控制台。

2. 单击用户名，在下拉列表中单击“我的凭证”。

3. 在“API凭证”页面的项目列表中查看项目ID。

图 A-1 查看项目 ID
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