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3.1 HiEIEK

ATIMEEREST APIESRAVEERY, FLARMBIAMIRSAIEIER BIZIAMAFEEOIHBEN
{aliEFBAPI

AR LUBITIX MISIEGE 7 R ANaIaiEiEKiEAEAPI: https://
bbs.huaweicloud.com/videos/102987

5K URI

1ERURIBAN 3B 4EA -
{URI-scheme} :// {Endpoint} / {resource-path} ? {query-string}

REBRURIBEEIBFTRERLT, EXSHESHERTEREMNBRERPRIRE
BEE, FrLAEILSRIRER

URI-scheme:
FRATERIBRAMNY, HRIFMBAPIIRAHTTPSINY
Endpoint:

BERERESTIRS inmRIARS /A Z TP, FERSARXIHZAIEndpointF[E,
R LA B X FNLR R T5 3R EY o

FIENIAMARSSTE “Ledb-1bRIM” XiFAYEndpointh “iam.cn-
north-4.myhuaweicloud.com” ,

resource-path:

TEKE, tENAPLEAEEE . MEFAPIRJURIKERIREY, FIuNSEREERIAME
F#EOMresource-pathg “/v3.0/0S-USER/users”

query-string:

TESH, EAED, HAEBMAPEEEISH . s ERET—
27, R ‘SHE-SHEME” , fIg “limit=10" , RREERBII105%
=

PIRIEFREZIAMAR, RFIAMAZERS, WERE—XIERIEndpoint (LLaN
“Hedb-JbmPN” XIgAYENdpoint: iam.cn-north-4.myhuaweicloud.com, HEESE
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BRI

(=R IS B8

ABIZEIAMAFRIURIERS K EIresource-path ( /v3.0/0S-USER/users ) , HEtcskan
TR

https://iam.cn-north-4.myhuaweicloud.com/v3.0/OS-USER/users

3-1 URI REE]

| http5| :H| ia m.cn—north—4.myhuaweiclﬁud.com| v3.0/05-USER/users

I | I

URI-scheme Endpoint resource-path

(1] A

REEHE, EETEMKRAPINURIERD, RigHiresource-pathi#ly, FHIEIEKRG EEE—I.
XE2FEAURI-scheme#BEHTTPS, E—MRSZAIENdpointfEE—MXEtER, ErLARESER
B D EE

HTTPIERA L (BFRARIESENE ) , EERIRSIREEERTARIAURE,

e GET: BKRIRSEIREIEERIE

o PUT: EXRRSZHREFHIEERR-

e POST: BKRIRSZFFNIEE RS TITIRIRIE

e DELETE: 5KIRSEEMIREERE, WMRIRE,

e HEAD: BEXKIRSZRRIELED

e PATCH: BEXKESHREHFEBFENLOINE . SRBEAFENRNRE, PATCHAIgES
EOIEE—NRRER

EEERZIAMBFRIURIERD , ERLERHEIEKRGEN “POST” , MEIER
7

POST https://iam.cn-north-4.myhuaweicloud.com/v3.0/OS-USER/users

MIIMSRELFER, WIEEMIURFIHTTPAARRERIIFRR . FIANE S H S LRI
Rk “Content-Type” , EREMNEEE.,

WTFRLERLFERNNEIERF,

e Content-Type: JEE/FAIZEE (&= ) , ik, EOABUES “application/
json” , BEMEERNSEEMEOSE IR,

e Authorization: £ZIAIEEE, 0k, HFEHAK/SKETUIAIERT, {FHASDKITIE
RIFHTEZNEETESBEFRIZFER . AK/SKINERSFEMiIGBIESINAK/SKIA
ik,

e X-Sdk-Date: IERAIXAIATIE], AlE, ZH{FEAAK/SKEIUIAIERT, FERSDKITIE
KRiFTRBNEETEBMERIZFE .. AK/SKIMERSFEMGRIESINAK/SKIA
ik,
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e X-Auth-Token: FHFToken, AJi%, X{EMTokenAXIAIERT, HBIEKIZE
E& . B Tokent 3t 218 AIEEN B TokeniZOWNAAE, ZIEOEH—FEEIA
WEAYEO .

e X-Project-ID: FINHID, AJi%, AZMEZm=FEH. IRTRSEZRCIEET
B, AK/SKINERTNT, BEZRRINEORRSEAIEKEESLPIETX-
Project-1D,

e X-Domain-ID: KEID, Hi%. AK/SKINEAR T, £BIRSVIEDERRY, &
FEiEskiEE LG X-Domain-ID,

MFEERCIBIAMARED, FRAK/SKEIUAIER, RIEELERNERUTAT
o

POST https://iam.cn-north-4.myhuaweicloud.com/v3.0/OS-USER/users

Content-Type: application/json

X-Sdk-Date: 20240416T095341Z

Authorization: SDK-HMAC-SHA256 Access=*******xxkxiiiik  SjgnedHeaders=content-type;host;x-sdk-date,
Signature:****************

iﬁ‘ iﬁ%\ﬁs
BXRHEARBELSHEEINARL, SiE5KIEELFContent-typeXIiy, (ZiERIER
HELZIMIAS . HEEKBEEARPSEIFP, WP FFHRIUTF-845, F
fEContent-typedFEHZEERAZH T, FIa0: Content-Type: application/json;
charset=utf-8,

BMEONBRERRARBTE, EHTES N EOSFEEERERMAE (HEHHE
BAJ9% ) , GET. DELETEEMERERIEOMATERRRE, HEKREKCASTTEER
EEAEOME.

MFEERUZBIAMARED, ELNZOMNSRE D BRMERNIBRSH RS
78R, FERRIIAGRIERIN TR, EPIIENFREERELIMEES.

e accountid SIAMBRFIERKSID,
e usernameNESIENIAMARSZ .
e emailHIIAMBEFBIHBFE o

o e ISIAMARRIERER.

POST https://iam.cn-north-4.myhuaweicloud.com/v3.0/OS-USER/users

Content-Type: application/json

X-Sdk-Date: 20240416T095341Z

Authorization: SDK-HMAC-SHA256 Access=*****+xxxriarix SignedHeaders=content-type;host;x-sdk-date,
Sig natu re:*************-k**

{
"user": {
"domain_id": "accountid",
"name": "username”,
"password" ”**********"'
"email": "email",
"description": "IAM User Description"
}
}

Bt ALE, — P APHEKRITHRENAS S ESTK, BaJLAERMcurl. Postmanzi B
EBRERIBELLAXBEKRIERAPI,
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DDoS iR AAD
APl &% 3 AfaliERE AP

M TR
3.2 TAUFEEN
BAEZOBUTHEMIAELSD, EaLUEIREP—FHITIAES,
e AK/SKIAIE: i@iZAK (Access Key ID ) /SK ( Secret Access Key) INZZiRFIERK
e Tokeni\if: @I TokenAMIFEREBRK.

AK/SK TAULE
(1 588

o AK/SKEZINEARIFHEEWEAN 2MBLAR, 12MBLA_ERSIERIEER Tokeni A,

o AK/SKBERTLAER KA ARZSARRIAK/SK, HRILAER G ARZESARRIAK/SK, (BfERIG
AAIR B ERIAK/SKET B EAIMET “X-Security-Token” FE], FEREAIGRTIHIEZEARI
security_token,

AK/SKINIERREFAK/SKXIBRIFITH RS, RKIPEEBERRMEERL, M
BE BEDIAILE
o  AK(Access Key ID): IAIaZ$AID, STABGIHIDZEREBIME—ITAG; Al

IDFIFAB BT A —C(ERA, HEKBITINEESE.

e  SK(Secret Access Key): SihiaZBIDESFERIIZR, MNEK$TINEES,

ARRARIXTS, FRELEERIEIEN

{EBAK/SKINIERY, ERILARTERZFEAEBAK/SKERIRTES, BAJLMERE]
AR B SDKIHBRFITE SR . FHAIER 5 ZFISDKERTTIEES NAPIE RIS

HASDKRBHZRINEE, SRSFIRMAISDKAE, ERIEES.

S LUBIT X MISREGZ 7 #RAK/SKIAIERYER: https://bbs.huaweicloud.com/
videos/100697 .

Token IAE
(O 5 EB
o TokenB9EXEAS924/\AY, EEFEH— NTokenERAT, AL EFRSE, BasiZiE@A.
o {FHTokenglEAIRTokenEBITHAB EBILHIATIE], FHLEERAAPIRYZIZH TokenidHASEUEA
APIEEIY .

TokenfEH BHLRZHHAERSH (58T ) RIZR, BBTokeniURIBEEMUR.
TokenIAIERLEERFAAPIRYE RIS TokenINFIBERIBEL, NTTEISHDIAIE, %15
EREAPIRIAR o

Tokennl @i & FIERENFIF Token3%Z 3KEY, A ARBRSSAPIZEZE projectRBIHY
Token, BNAFIKEVEF TokeniZORT, iEkbodyHauth.scopeRIEVEEEXIF
project, SN ~F7R.

{

"auth": {
"identity": {

SASRRAS 08 (2024-11-13) WRINFTE © AR ERABIRAE 7
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DDoS iR AAD

APl &% 3 qN{aTiE RS AP
"methods": [
"password"
1,
"password": {
user {

"name": "username",
password 0 " s('s('s('s('s('s('s('s!',
"domain": {
"name": "domainname"
}
}
}
h
"scope": {
"project": {
"name": "xXxxxxxxx"
}
}
}
}

KB TokenfS, BABHEHMEORN, SFEEBERBEELFIRN “X-Auth-Token”
H{BBDToken, f5la0Token{E “ABCDEF)....” , NARBEORE “X-Auth-Token:
ABCDEFJ....” NIEIERELENR, i FATR.

POST https://iam.cn-north-4.myhuaweicloud.com/v3.0/OS-USER/users

Content-Type: application/json
X-Auth-Token: ABCDEF)....

1SAT] LABIT X MIBREFE 7 R T {EF TokentAIE: https://
bbs.huaweicloud.com/videos/101333,

3 IR[E]%

NG
BEREEIUE, GRUEINN, SSREE. MEHESAEEAE.
RESBE—EMDESEHFRD, REBETTIBERMMARTS, TEIRSH
31|15 M DDoS AR
HFERAURIAMBFED, NRERRERERSEN 2017, WERREREN.
IR E Rk

MMWIERBERL, MAEFEEHEEL, 2 “Content-type” .
MTFEERCRIAMARED, XONE3-2FRRNER k.
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3 WN{a)iE A API

3-2 SIERLE IAM BFIGRGEE kL

"¥-Frame-Options": "SAMEORIGIN",

"X-IAM-ETag-id": "2562365939-d8f5f12921974cha@o7338acllfceacia”,

"Transfer-Encoding”: "chunked”,
Strict-Transport-Security”: "max-age=31536880;

"Server”: “api-gateway",

includeSubdomains;”

"¥X-Request-Id": "af2053f2bcce7a42325a69a1% 6c32a2",

"¥-Content-Type-Options”: "nosniff",
“"Connection”: "keep-alive”
"X-Download-Options": "noopen”,
"¥-¥55-Protection”™: "1; mode=block;",

"X-IAM-Trace-Id": "token_ W _null af2953f2bcch7ad2325a6831%e603232",

"Date": "Tue, 21 May 2824 89:83:48 GMT",

"Content-Type": "application/json; charset=utf3"”

NRGHSA (BT )

IR E BB ELEERNIRE], SiafsEEskdContent-typeXdiz, (ZIBFRITA

HELZIMIRE

WTERRUZIAMAFED, BREIITESA. HEEEN, XERETIDH

B
{

"user": {
"id": "c131886aec...",
"name": "IAMUser",
"description" "IAM User Description",
"areacode": ""
"phone": ""
"email": "***@***.com",
"status": null,
"enabled": true,
"pwd_status": false,
"access_mode": "default",
"is_domain_owner": false,
"xuser_id": ""
""xuser type"
password_explres_at": null,
"create_time": "2024-05-21T09:03:41.000000",
"domain_id": "d78cbacl..........",
"xdomain_id": "30086000........ ",
"xdomain_type": ""
"default_prOJect_ld" null
}
}

LEOFARLEN, SREERBIERERIRN, §
o
{

"error_msg": "Request body is invalid.",

"error_code": "IAM.0011"
}

Hrh, error_codeZX RiBIRIG, error_msgZRiHiRiHI

H o

Bixi N AYBody A& T A

{l:llu\ o
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DDoS [R&ERHFGR API

4.1 DDoS 155518

4.1.1 &1 Anti-DDoS {5

INRENM A

PP EEEEANt-DDOSIEPERE(ES , SEIESLRIHITIRES.
BA7SE

B2 AHTAERAPI
URI

GET /v2/{project_id}/query-task-status

x£ 41 BR2H

2H ERUWIE SHERE

ik

project_id = String

InHid
RIMKE: 32
RAKE: 64

& 4-2 Query 2

2% =AWk SHEER R
task_id 2 String {E551D (EREEE ) BIFRTER

RIMKE: 32
RAKE: 64

STRERA 08 (2024-11-13) IR © ERmBRABRAT 10
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APl 2% 4 DDoS [RFEERERAF API
ERESH
7 4-3 153K Header 2%
2% BEWI% SRR R
X-Auth-Token | 2 String R Token, BEEiEBIAMIRSS
SREVFE P Token$Z[5KEY ( MKz
jE B sLrhX-Subject-Tokenfd
B).
BRAMKE: 32
BAKE: 2097152
Content-Type | 2 String Content-Typeigksk
th&{E: application/
json;charset=utf8
BMEE: 1
RAKE: 255
VRS54
KR&MB: 200
%+ 4-4 1A Body &%
2% SR R
task_status String FEIRZE, BiEeHE:
o success: T
o failed: TXREM
e waiting: X RFF
e running: ¥RIE{TH
e preprocess: FRFRAME
e ready: ®RESR
task_msg String ESHIEEINER
BIM<E: 0
RAKE: 255
(=R GNl
7
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N Rz 7~

SDK {3741

Java

RASE5: 200
BERERKID

{
"task_status" : "success",
"task_msg" : ""

}

SDKACRBRBIANT o

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.antiddos.v1.region.AntiDDoSRegion;
import com.huaweicloud.sdk.antiddos.v1.*;

import com.huaweicloud.sdk.antiddos.v1l.model.*;

public class ShowNewTaskStatusSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()

.withAk(ak)
.withSk(sk);

AntiDDoSClient client = AntiDDoSClient.newBuilder()
.withCredential(auth)
.withRegion(AntiDDoSRegion.valueOf("cn-north-4"))
.build();

ShowNewTaskStatusRequest request = new ShowNewTaskStatusRequest();
request.withTaskld("<task_id>");
try {
ShowNewTaskStatusResponse response = client.showNewTaskStatus(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

HSRRZS 08 (2024-11-13) WRINERE © ARITERARBIRAE 12
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Python

# coding: utf-8

from huaweicloudsdkcore.auth.credentials import BasicCredentials

from huaweicloudsdkantiddos.v1.region.antiddos_region import AntiDDoSRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkantiddos.v1 import *

if _name__=="__main__":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.getenv("CLOUD_SDK_AK")

sk = os.getenv("CLOUD_SDK_SK")

credentials = BasicCredentials(ak, sk) \

client = AntiDDoSClient.new_builder() \
.with_credentials(credentials) \
.with_region(AntiDDoSRegion.value_of("cn-north-4")) \
.build()

try:
request = ShowNewTaskStatusRequest()
request.task_id = "<task_id>"
response = client.show_new_task_status(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

Go

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
antiddos "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := antiddos.NewAntiDDoSClient(
antiddos.AntiDDoSClientBuilder().
WithRegion(region.ValueOf("cn-north-4")).
WithCredential(auth).
Build())

request := &model.ShowNewTaskStatusRequest{}
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request.Taskld = "<task_id>"
response, err := client.ShowNewTaskStatus(request)
if err == nil {
fmt.Printf("%-+v\n", response)
}else {
fmt.Println(err)
}
}
BZ
EZRIFIESHISDKICIE A, 152 WAPI ExplorerfISIBRABIRE, AJERBNITMN
BISDKACAS I o
RSB
RS R
200 BRI
xS
B2 EIRB.

4.2 DDoS BhiPE1E
4.2.1 &if] EIP BFiPRE5IE

IheEN 4R
BE1HHEFRAEIPAYANt-DDoSPHPIRSER . HFHIEIPLICRE
ALUHITES,

AR E
B2 AETEABAPI,

URI

GET /v1/{project_id}/antiddos

& 4-5 BRSY

HEEI=IRSS

#h

28 ERWIE SRR 12153

project_id = String ImBid
BAMKE: 32
BAKE: 64

N5k 08 (2024-11-13)
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K 4-6 Query 2#{

2%

SHERE

%S

status

String

AT EE

e normal: FRIEE

e configging: FREEH

e notConfig: ¥RAIRE

e packetcleaning: FERiEi%
e packetdropping: FREE

FHELSHEOARREYIE, L
neutronZ1HEIAIINE 9

limit

iy

String

REERANHIRS, BETEE:
1~100

BRIMKE: 1
RAKE: 3

offset

iy

String

RiZE, BEEHE:
0~2147483647

BRIMKE: 1
BRAKE: 10

i1y

String

IPHELE, SZiZIPvARECFOIPVEEE
AN, IFEDEIE. Bl
“? ip=192.168" , &iR[E]
192.168.111.1%010.192.168.8FF
I RIAYEIPRHFIRES

IERSH

X 4-7 15K Header %1

2H

BRIk

SHEE

ik

X-Auth-Token

=
=

String

R Token, BEEiEBIAMARSS
SREYFE P TokeniZ[O5XEY ( MKz
jHEsLrhX-Subject-Tokenfd
B) .

RIMKE: 32

RAKE: 2097152

Content-Type

ali

String

Content-Typeigsksk

the{E: application/
json;charset=utf8

BIMEE: 1
RAKE: 255

N5k 08 (2024-11-13)
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R3S
RE&B: 200
2% 4-8 I Body 2%
¥ SR iR
total Integer SEMEIPRE
=/JME: 0
BARE: 2147483647
ddosStatus Array of FEIPIRESSZR
DDosStatus
objects
2£ 4-9 DDosStatus
2H SR iR
floating_ip_id | String EIPEYID
floating_ip_ad | String A |[iichils
dress
network_type | String EIPFREZEEY, Ai&EHE:
o EIP: RYPEZIECSHIEIPELSPESRIECSHIEIP
o ELB: 4BEFIELBRIEIP
status String FPIRES, BIsEE:
e normal: F¥RIEE
e configging: ®REEF
e notConfig: FRKIEE
e packetcleaning: FRiE%
e packetdropping: FREF
blackhole_end | Long HEiRLERAYE
time
protect_type | String YatiaESis)
traffic_thresh | Long nEHE
old
http_threshol | Long httpiREFE
d
1=

7

MAHRARAS 08 (2024-11-13)
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N Rz 7~

SDK {3741

Java

WK&6G: 200

BREMIN

{

"total" : 1,

"ddosStatus" : [ {
"floating_ip_id" : "18e6ace5-eb36-4196-a15e-1e000c24e026",
"floating_ip_address" : "139.9.116.167",
"network_type" : "EIP",
"status" : "normal",
"blackhole_endtime" : 0,
"protect_type" : "default",
"traffic_threshold" : 99,
"http_threshold" : 0

]

}

SDKAUARRAIENT

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.antiddos.v1.region.AntiDDoSRegion;
import com.huaweicloud.sdk.antiddos.v1.*;

import com.huaweicloud.sdk.antiddos.v1l.model.*;

public class ListDDosStatusSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()

.withAk(ak)
.withSk(sk);

AntiDDoSClient client = AntiDDoSClient.newBuilder()
.withCredential(auth)
.withRegion(AntiDDoSRegion.valueOf("cn-north-4"))
.build();

ListDDosStatusRequest request = new ListDDosStatusRequest();
request.withStatus("<status>");
request.withLimit("<limit>");
request.withOffset("<offset>");
request.withlp("<ip>");
try {
ListDDosStatusResponse response = client.listDDosStatus(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();

HSRRZS 08 (2024-11-13) WRINERE © ARITERARBIRAE 17
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Python

Go

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

# coding: utf-8

from huaweicloudsdkcore.auth.credentials import BasicCredentials

from huaweicloudsdkantiddos.v1.region.antiddos_region import AntiDDoSRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkantiddos.v1 import *

if _name__=="__main_"

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.getenv("CLOUD_SDK_AK")

sk = os.getenv("CLOUD_SDK_SK")

credentials = BasicCredentials(ak, sk) \

client = AntiDDoSClient.new_builder() \
.with_credentials(credentials) \
.with_region(AntiDDoSRegion.value_of("cn-north-4")) \
.build()

try:
request = ListDDosStatusRequest()
request.status = "<status>"
request.limit = "<limit>"
request.offset = "<offset>"
request.ip = "<ip>"
response = client.list_d_dos_status(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
antiddos "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

HSRRZS 08 (2024-11-13) WRINERE © ARITERARBIRAE 18
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}

BE

ak := 0s.Getenv("CLOUD_SDK_AK")
sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := antiddos.NewAntiDDoSClient(
antiddos.AntiDDoSClientBuilder().
WithRegion(region.ValueOf("cn-north-4")).
WithCredential(auth).
Build())

request := &model.ListDDosStatusRequest{}
statusRequest:= "<status>"
request.Status = &statusRequest
limitRequest:= "<limit>"
request.Limit = &limitRequest
offsetRequest:= "<offset>"
request.Offset = &offsetRequest
ipRequest:= "<ip>"
request.lp = &ipRequest
response, err := client.ListDDosStatus(request)
if err == nil {

fmt.Printf("%+v\n", response)
}else {

fmt.Println(err)

}

BEZRIZIBESHISDKIBRAI, 152 IAPI ExplorerfIIBRAIRE, AERBEIRI

AYSDKILRI B
KEE
REB R
200 BXKEIN
BI=g
B2 EIRE .

4.2.2 &if] Anti-DDoS EiEH % CE

Eiﬁ]?éﬁihﬁ’JAnti DDoSHAFERERECERI AT %

AR

i

S SZAIFIPREE#H 1 TANti-DDoSIRE Bt o

&2 IWU{EERAPI,

e, BPRIBCREYIRERES

SASRRZS 08 (2024-11-13) WRIERE © LEARITERARERAF

19



https://console.huaweicloud.com/apiexplorer/#/openapi/Anti-DDoS/sdk?api=ListDDosStatus

DDoS iR AAD

API &% 4 DDoS [REERERAFF API
URI
GET /v2/{project_id}/antiddos/query-config-list
x4-10 BRSH
2% R WwI% SR fEiA
project_id = String ImBid
RIMKE: 32
RAKE: 64
ERESH
Z 4-11 153K Header 2%
2 Bk SR fEiA
X-Auth-Token | 2 String R Token, BZEBIAMIRSS
SKEX A F TokeniZOFKER ( Nk
&2 sLAX-Subject-Tokenfd
E) o
B/MEE: 32
BAKE: 2097152
Content-Type | @ String Content-Typeigksk
th&{&: application/
json;charset=utf8
BIVEE: 1
RAIKE: 255
N R E&E
K&mB: 200
% 4-12 Wi Body 2#
2¥ SR A
traffic_limited | Array of mERHIZIZE
_list TriggerBpsDi
ct objects
http_limited_li | Array of HTTPRR#IZIZE

st TriggerQpsDi
ct objects
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2% SR fik
connection_li | Array of EEHPRFITIZE
mited_list CleanLimitDi
ct objects
extend_ddos_ | Array of I RECEYIE
config ExtendDDoSS
et objects

Z 4-13 TriggerBpsDict

2% SR fHiA
traffic_pos_id | Long mENEKRID, BUESEE: 1=10Mbps.

2=30Mbps. 3=50Mbps. 4=70Mbps.
5=100Mbps. 6=150Mbps. 7=200Mbps.
8=250Mbps. 9=300Mbps. 10=500Mbps.
11=800Mbps. 88=1000Mbps. 99=ERIABHH o

traffic_per_sec | Long ZimE (Mbit/s ) FE
ond
packet_per_se | Long SRS (/s ) BB
cond

% 4-14 TriggerQpsDict

28 SR A

http_request_ | Long HTTPIERE S ERID, EEEN .
pos_id

http_packet_p | Long BHTTPIERE (1N/s) BE
er_second

2 4-15 CleanLimitDict

BH e il R
cleaning_acce | Long EEAAaRHSERID, BUETEE:
ss_pos_id 1=10Mbps. 2=30Mbps. 3=50Mbps.

4=70Mbps. 5=100Mbps. 6=150Mbps.
7=200Mbps. 8=250Mbps. 9=300Mbps.
10=500Mbps. 11=800Mbps. 88=1000Mbps.
99=ZKIAFGH o

new_connecti | Long B—RIPFEEE L
on_limited
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28 SR A
total_connecti | Long B—RIPIEZEH ST
on_limited

2% 4-16 ExtendDDoSSet

2¥ SR A
SetID Long BcEERID
new_connecti | Long B—RIPFEEZEN
on_limited
total_connecti | Long BE—RIPIEEHEDN
on_limited
http_packet_p | Long BWHTTPIERE (1N/s) EE
er_second
traffic_per_sec | Long Z¥mE (Mbit/s ) FE
ond
packet_per_se | Long BIMRIE (/) SIE
cond

BRI
7

e iz 735
REB: 200
BRI

"traffic_limited_list" : [ {
"traffic_pos_id" : 1,
"traffic_per_second" : 10,
"packet_per_second" : 2000

o
"traffic_pos_id" : 2,
"traffic_per_second" : 30,
"packet_per_second" : 6000

o
"traffic_pos_id" : 3,
"traffic_per_second" : 50,
"packet_per_second" : 10000

o
"traffic_pos_id" : 4,
"traffic_per_second" : 70,
"packet_per_second" : 15000

o
"traffic_pos_id" : 5,
"traffic_per_second" : 100,
"packet_per_second" : 20000
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h o
"traffic_pos_id" : 6,
"traffic_per_second" : 150,
"packet_per_second" : 25000
h o
"traffic_pos_id" : 7,
"traffic_per_second" : 200,
"packet_per_second" : 35000
h o
"traffic_pos_id" : 8,
"traffic_per_second" : 250,
"packet_per_second" : 50000
h o
"traffic_pos_id" : 9,
"traffic_per_second" : 300,
"packet_per_second" : 70000
h o
"traffic_pos_id" : 88,
"traffic_per_second" : 1000,
"packet_per_second" : 300000
11
"http_limited_list" : [ {
"http_request_pos_id" : 1,
"http_packet_per_second" : 100
h o
"http_request_pos_id" : 2,
"http_packet_per_second" : 150
h o
"http_request_pos_id" : 3,
"http_packet_per_second" : 240
h o
"http_request_pos_id" : 4,
"http_packet_per_second" : 350
Lo
"http_request_pos_id" : 5,
"http_packet_per_second" : 480
h o
"http_request_pos_id" : 6,
"http_packet_per_second" : 550
h o
"http_request_pos_id" : 7,
"http_packet_per_second" : 700
h o
"http_request_pos_id" : 8,
"http_packet_per_second" : 850
h o
"http_request_pos_id" : 9,
"http_packet_per_second" : 1000
h o
"http_request_pos_id" : 10,
"http_packet_per_second" : 1500
h o
"http_request_pos_id" : 11,
"http_packet_per_second" : 2000
h o
"http_request_pos_id" : 12,
"http_packet_per_second" : 3000
h o
"http_request_pos_id" : 13,
"http_packet_per_second" : 5000
h o
"http_request_pos_id" : 14,
"http_packet_per_second" : 10000
h o
"http_request_pos_id" : 15,
"http_packet_per_second" : 20000
11
"connection_limited_list" : [ {
"cleaning_access_pos_id" : 1,
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Java

"new_connection_limited" : 10,

"total_connection_limited" : 30
h o

"cleaning_access_pos_id" : 2,

"new_connection_limited" : 20,

"total_connection_limited" : 100
o

"cleaning_access_pos_id" : 3,

"new_connection_limited" : 30,

"total_connection_limited" : 200
h o

"cleaning_access_pos_id" : 4,

"new_connection_limited" : 40,

"total_connection_limited" : 250
Lo

"cleaning_access_pos_id" : 5,

"new_connection_limited" : 50,

"total_connection_limited" : 300
h o

"cleaning_access_pos_id" : 6,

"new_connection_limited" : 60,

"total_connection_limited" : 500
Lo

"cleaning_access_pos_id" : 7,

"new_connection_limited" : 70,

"total_connection_limited" : 600
Lo

"cleaning_access_pos_id" : 8,

"new_connection_limited" : 80,

"total_connection_limited" : 700
11
"extend_ddos_config" : [ ]

}

SDKAEERBIENT

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.antiddos.v1.region.AntiDDoSRegion;
import com.huaweicloud.sdk.antiddos.v1.*;

import com.huaweicloud.sdk.antiddos.vl.model.*;

public class ListNewConfigsSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk);

AntiDDoSClient client = AntiDDoSClient.newBuilder()
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.withCredential(auth)
.withRegion(AntiDDoSRegion.valueOf("cn-north-4"))
.build();
ListNewConfigsRequest request = new ListNewConfigsRequest();
try {
ListNewConfigsResponse response = client.listNewConfigs(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

# coding: utf-8

from huaweicloudsdkcore.auth.credentials import BasicCredentials

from huaweicloudsdkantiddos.v1.region.antiddos_region import AntiDDoSRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkantiddos.v1l import *

if _name__ =="__main_"

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.getenv("CLOUD_SDK_AK")

sk = os.getenv("CLOUD_SDK_SK")

credentials = BasicCredentials(ak, sk) \

client = AntiDDoSClient.new_builder() \
.with_credentials(credentials) \
.with_region(AntiDDoSRegion.value_of("cn-north-4")) \
.build()

try:
request = ListNewConfigsRequest()
response = client.list_new_configs(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
antiddos "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/region"

)

func main() {
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// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak := 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := antiddos.NewAntiDDoSClient(
antiddos.AntiDDoSClientBuilder().
WithRegion(region.ValueOf("cn-north-4")).
WithCredential(auth).
Build())

request := &model.ListNewConfigsRequest{}
response, err := client.ListNewConfigs(request)
if err == nil {
fmt.Printf("%+v\n", response)
}else {
fmt.Println(err)
}
}

ESE 2
BERRESHISOKTIRAI, ESIAPI ExplorerfIRISRAIRE, FIERMBENIR

RISDKABTRI .
N
RSB |k
200 ERERY
IRt

1% / %ﬂ\nﬁq o

4.2.3 FiFEARFIRSTRR

EWAFATEANt-DDoSPHF ST IER , BiF—EWIDDoSE=ENREFNIEIREL . LA
IR TIXR I ITRHFRE RS R RIE . R FSRIltEZeuERIB ST
HEER, BUXTHENEREEIFRE G EERN.

52 AMEE AP,

URI
GET /v1/{project_id}/antiddos/weekly
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® 417 BRSY
2% AUk SR R
project_id = String InHid
RIMKE: 32
RAKE: 64
K 4-18 Query 2%
2% Bk SR fEiA
period_start_d | & String BERYECIRATE
ate B/MRE: 13
BRAKE: 13
ERESH
& 4-19 153K Header 2%
2% R WwI% SR fik
X-Auth-Token | 2 String HPFPToken, @I IAMAIAMIRSS
SKEY A Token$Z 5KEX ( Nk
iHEsLrhX-Subject-Tokenfd
B) .
RIMKE: 32
BRAKE: 2097152
Content-Type | @ String Content-Typeigksk
th&{E: application/
json;charset=utf8
BIVMEE: 1
BRAKE: 255
VRS54
KE&E: 200
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7= 4-20 IR Body £%4

2% SHRE R

ddos_intercep | Integer —EIDDoSEE N £

t_times =/ME: 0

BX{E: 2147483647

weekdata Array of — AN E XTI EIRE
WeeklyCount | wsnicrr: 0 - 2147483647
objects

top10 Array of R TRIREHEZ B0 10RY 1Pt
WeeklyTop10 | ssnicps: 0 - 2147483647
objects

2 4-21 WeeklyCount

2 SR iR
ddos_intercep | Integer DDoS=EREL
t_times =/ME: 0

=AE: 2147483647
ddos_blackhol | Integer DDoSERIRE
e_times =/IME: 0

BA{E: 2147483647
max_attack_b | Integer AW EHRE
ps =/JME: 0

BAE: 2147483647
max_attack_c | Integer ERABTIEEE
onns %/J\{E: 0

BAE: 2147483647
period_start_d | Long FriaATE
ate =/ME: 0

B A(E: 999999999

Z 4-22 WeeklyTop10

8H SHEE ik
floating_ip_ad | String 28 | Pl E
dress

BNME: 7
BAEKE: 128
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iBERTA

il iz 73~f51

SH SHRE

g

times Integer

DDoSH=&EUXE, BIEE
=/JME: 0
=RAXE: 2147483647

S,

N

1

FANEE

REMG: 200
BRERKIN
{

"ddos_intercept_times" : 0,
"weekdata" : [ {
"ddos_intercept_times" : 0,
"ddos_blackhole_times" : 0,
"max_attack_bps" : 0,
"max_attack_conns" : 0,
"period_start_date" : 1605496722606
o
"ddos_intercept_times" : 0,
"ddos_blackhole_times" : 0,
"max_attack_bps" : 0,
"max_attack_conns" : 0,
"period_start_date" : 1605583122606
o
"ddos_intercept_times" : 0,
"ddos_blackhole_times" : 0,
"max_attack_bps" : 0,
"max_attack_conns" : 0,
"period_start_date" : 1605669522606
o
"ddos_intercept_times" : 0,
"ddos_blackhole_times" : 0,
"max_attack_bps" : 0,
"max_attack_conns" : 0,
"period_start_date" : 1605755922606
o
"ddos_intercept_times" : 0,
"ddos_blackhole_times" : 0,
"max_attack_bps" : 0,
"max_attack_conns" : 0,
"period_start_date" : 1605842322606
o
"ddos_intercept_times" : 0,
"ddos_blackhole_times" : 0,
"max_attack_bps" : 0,
"max_attack_conns" : 0,
"period_start_date" : 1605928722606
o
"ddos_intercept_times" : 0,
"ddos_blackhole_times" : 0,
"max_attack_bps" : 0,
"max_attack_conns" : 0,
"period_start_date" : 1606015122606
11
"top10" : []
}

N5k 08 (2024-11-13)

WRIERE © EARITERARERAF

29



DDoS iR AAD
APl &

4 DDoS JFAERERHIR API

SDK X3 f1

Java

Python

SDKAUARRAIENT

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.antiddos.v1.region.AntiDDoSRegion;
import com.huaweicloud.sdk.antiddos.v1.*;

import com.huaweicloud.sdk.antiddos.v1.model.*;

public class ListWeeklyReportsSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()

.withAk(ak)
withSk(sk);

AntiDDoSClient client = AntiDDoSClient.newBuilder()
.withCredential(auth)
.withRegion(AntiDDoSRegion.valueOf("cn-north-4"))
.build();

ListWeeklyReportsRequest request = new ListWeeklyReportsRequest();
request.withPeriodStartDate("<period_start_date>");
try {
ListWeeklyReportsResponse response = client.listWeeklyReports(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

# coding: utf-8

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkantiddos.v1.region.antiddos_region import AntiDDoSRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkantiddos.v1l import *
if _name__ =="_main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
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variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.getenv("CLOUD_SDK_AK")

sk = os.getenv("CLOUD_SDK_SK")

credentials = BasicCredentials(ak, sk) \

client = AntiDDoSClient.new_builder() \
.with_credentials(credentials) \
.with_region(AntiDDoSRegion.value_of("cn-north-4")) \
.build()

try:
request = ListWeeklyReportsRequest()
request.period_start_date = "<period_start_date>"
response = client.list_weekly_reports(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

Go

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
antiddos "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := antiddos.NewAntiDDoSClient(
antiddos.AntiDDoSClientBuilder().
WithRegion(region.ValueOf("cn-north-4")).
WithCredential(auth).
Build())

request := &model.ListWeeklyReportsRequest{}
periodStartDateRequest:= "<period_start_date>"
request.PeriodStartDate = &periodStartDateRequest
response, err := client.ListWeeklyReports(request)
if err == nil {
fmt.Printf("%+v\n", response)
}else {
fmt.Println(err)
}
}
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B2
BEZRIZESHISDKRE A, 152 API ExplorerfdSIBRAIRE, A4 BE TN
AYSDKAHBMBI
KL
REEE R
200 BKEIN
BI=0
B2 EIRE .

4.2.4 &) Anti-DDoS [R5%

URI

BiaEEAIANt-DDoSFHIFEEES, FAF A LABSIHEEEIPAIANtI-DDOSHIFERES .

52 WAeLEFAPI,

GET /v1/{project_id}/antiddos/{floating_ip_id}

% 4-23 B1RSH

28 A% ST fEid

project_id = String ImRid
BAMKE: 32
RAKE: 64

floating_ip_id | 2 String FEFEIPIIRZAYID

BIMKE: 32
BXKE: 64
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2 4-24 Query 2%

2% BEWI% SHRT (i35
ip & String FBRFEIP

BIVEE: 7
RAKE: 128

IERSH

X 4-25 iF3K Header &8

2% ERUWIE SHERE 5

X-Auth-Token | String HPFToken, @B IAMIAMIRSS
SREXFIF TokeniZOFAEY ( MARL
JEESLAX-Subject-Tokenfd
B) .

RIMKE: 32

RAKE: 2097152

String Content-TypeigsRkL

th&{E: application/
json;charset=utf8

BIVMEE: 1
RAKE: 255

ali

Content-Type

V=251
AEE/: 200

% 4-26 IR Body S%

S SR R
enable L7 Boolean EEHBL7ERR, EE{ENHfasle,

traffic_pos_id | Long mENEKRID, BUESEE: 1=10Mbps.
2=30Mbps. 3=50Mbps. 4=70Mbps.
5=100Mbps. 6=150Mbps. 7=200Mbps.
8=250Mbps. 9=300Mbps. 10=500Mbps.
11=800Mbps. 88=1000Mbps. 99=ZKIABH#F,

http_request_ | Long HTTPIERE S ERID, BEEEBERN,
pos_id
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2% SR fEA
cleaning_acce | Long imitAtinalfRE 2 ERID, BUEEE:
ss_pos_id 1=10Mbps. 2=30Mbps. 3=50Mbps.

BRI

N Rz~

SDK Xi37f1

Java

4=70Mbps. 5=100Mbps. 6=150Mbps.
7=200Mbps. 8=250Mbps. 9=300Mbps.
10=500Mbps. 11=800Mbps. 88=1000Mbps.
99=2KIABH1F

app_type_id | Integer NFAZEEID, EEEN.

RSE5: 200
BERE KD
{

"enable_L7" : false,
"traffic_pos_id" : 8,
"http_request_pos_id" : 8,
"cleaning_access_pos_id" : 8,
"app_type_id" : 1

}

SDKACHRBIENT

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.antiddos.v1.region.AntiDDoSRegion;
import com.huaweicloud.sdk.antiddos.v1.*;

import com.huaweicloud.sdk.antiddos.v1.model.*;

public class ShowDDosSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
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.withSk(sk);

AntiDDoSClient client = AntiDDoSClient.newBuilder()
.withCredential(auth)
.withRegion(AntiDDoSRegion.valueOf("cn-north-4"))
.build();

ShowDDosRequest request = new ShowDDosRequest();

request.withlp("<ip>");

try {

ShowDDosResponse response = client.showDDos(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

# coding: utf-8

from huaweicloudsdkcore.auth.credentials import BasicCredentials

from huaweicloudsdkantiddos.v1.region.antiddos_region import AntiDDoSRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkantiddos.v1 import *

if _name__=="__main_"

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.getenv("CLOUD_SDK_AK")

sk = os.getenv("CLOUD_SDK_SK")

credentials = BasicCredentials(ak, sk) \

client = AntiDDoSClient.new_builder() \
.with_credentials(credentials) \
.with_region(AntiDDoSRegion.value_of("cn-north-4")) \
.build()

try:
request = ShowDDosRequest()
request.ip = "<ip>"
response = client.show_d_dos(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (
l|fmt|l
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
antiddos "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1"
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"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/region"

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak := 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := antiddos.NewAntiDDoSClient(
antiddos.AntiDDoSClientBuilder().
WithRegion(region.ValueOf("cn-north-4")).
WithCredential(auth).
Build())

request := &model.ShowDDosRequest{}
ipRequest:= "<ip>"

request.lp = &ipRequest

response, err := client.ShowDDos(request)

if err == nil {
fmt.Printf("%+v\n", response)
}else {

fmt.Println(err)
}
}

BE
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BYSDKICEDA o

N

RESHG it
200 BREMIN

B2 WEIRE .

4.2.5 B Anti-DDoS RS

EFEEEIPAYANL- DDoSBE?F'a%Bﬂ@EEO BAKIN, REIRBIREST RWET XAE
HEEIEK, BEEEHIIEEETESTREOTIHZESIIHITIRES, BiNiES
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ERGE
52 WATEFAPI,
URI
PUT /v1/{project_id}/antiddos/{floating_ip_id}
& 427 BRBY
2% Rk SR fiEid
project_id = String InHid
BRAMKE: 32
BRAKE: 64
floating_ip_id | 2 String FBFEIPXSRIATID
K 4-28 Query 2%
2% BRIk SR fiHid
ip B String ip
ERSH
% 4-29 153K Header 2%
2¥ EEWE ST iR
X-Auth-Token | & String P Token, @TIAMAIAMARSS
SKEN A P TokeniZOFKER ( Nk
HELhX-Subject-TokenfY
E) o
BRAMKE: 32
BAKE: 2097152
Content-Type | @ String Content-Typeigksk
Th&{&: application/
json;charset=utf8
BIVEE: 1
BRAKE: 255
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& 4-30 153K Body 2
2% =AY | B¥E | &R
i% B
app_type_id | 2 Integer | RZFAZEAYID, EEENO0,
cleaning_acce | 2 Integer | iEEATIHARHISERID, BUESEHE:
ss_pos_id 1=10Mbps. 2=30Mbps. 3=50Mbps.
4=70Mbps. 5=100Mbps. 6=150Mbps.
7=200Mbps. 8=250Mbps. 9=300Mbps.
10=500Mbps. 11=800Mbps.
88=1000Mbps. 99=EXIABHIF
enable_L7 = Boolean | 2B HBL/EMIR, EE(EHfasle,
http_request_ | 2 Integer | HTTPIER# S ERID, BEEEAT,
pos_id
traffic_pos_id | & Integer | RENDERID, BUESEE: 1=10Mbps.
2=30Mbps. 3=50Mbps. 4=70Mbps.
5=100Mbps. 6=150Mbps. 7=200Mbps.
8=250Mbps. 9=300Mbps. 10=500Mbps.
11=800Mbps. 88=1000Mbps. 99=ERIABH
o
V=S5t
K&MB: 200
% 4-31 L7 Body 2%
2% e il ik
error_code String AEREEIRAD
BME: 1
RAKE: 20
error_msg String REBEEIREIA
=BME: 1
BAKE: 255
task_id String {E331D, BREEAIRIBZIDEEAESIRES. KF
BARZNESHEITT E, 8NAHE, &iF
(=vs)
EHo
(=

SEHTHEEEIPAYANtI-DDOSFHIFZRES, EIRITIHEIRFISRIDIRENS, MESRIDIRE

71,
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PUT https://{endpoint}/v1/{project_id}/antiddos/{floating_ip_id}

{
"app_type_id" : 0O,
"cleaning_access_pos_id" : 8,
"enable_L7" : false,
"http_request_pos_id" : 1,
"traffic_pos_id" : 1

}

WRERS: 200
ERERMIN

"error_code" : "10000000",
"error_msg" : "The task has been received and is being handled",
"task_id" : "59385d2a-6266-4d3a-9122-a228c530f557"

}

SDKAURBRABIENT o

EHTIEEEIPAYANtI-DDOSFEIFERES, iBEFERTIARIIREIDRIDIRENS, MESERID
A,

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.antiddos.v1.region.AntiDDoSRegion;
import com.huaweicloud.sdk.antiddos.v1.*;

import com.huaweicloud.sdk.antiddos.v1.model.*;

public class UpdateDDosSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before runni
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk);

AntiDDoSClient client = AntiDDoSClient.newBuilder()
.withCredential(auth)
.withRegion(AntiDDoSRegion.valueOf("cn-north-4"))
.build();
UpdateDDosRequest request = new UpdateDDosRequest();
request.withlp("<ip>");
UpdateAntiDDosServiceRequestBody body = new UpdateAntiDDosServiceRequestBody();
body.withTrafficPosld(1);

g N---]

h-a=}

ng
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body.withHttpRequestPosld(1);

body.withEnableL7(false);

body.withCleaningAccessPosld(8);
body.withAppTypeld(0);
request.withBody(body);

try {

UpdateDDosResponse response = client.updateDDos(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

EFTIEEEIPAYANtI-DDOSFHIFERER , BT IHRIRFEISRIDIRENS, MESRIDIRE
A,

# coding: utf-8

from huaweicloudsdkcore.auth.credentials import BasicCredentials

from huaweicloudsdkantiddos.v1.region.antiddos_region import AntiDDoSRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkantiddos.v1l import *

if _name__ =="_main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.getenv("CLOUD_SDK_AK")

sk = os.getenv("CLOUD_SDK_SK")

credentials = BasicCredentials(ak, sk) \

client = AntiDDoSClient.new_builder() \
.with_credentials(credentials) \
.with_region(AntiDDoSRegion.value_of("cn-north-4")) \
.build()

try:
request = UpdateDDosRequest()
request.ip = "<ip>"
request.body = UpdateAntiDDosServiceRequestBody(
traffic_pos_id=1,
http_request_pos_id=1,
enable_l7=False,
cleaning_access_pos_id=8,
app_type_id=0
)
response = client.update_d_dos(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)
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1.

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
antiddos "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak := 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := antiddos.NewAntiDDoSClient(
antiddos.AntiDDoSClientBuilder().
WithRegion(region.ValueOf("cn-north-4")).
WithCredential(auth).
Build())

request := &model.UpdateDDosRequest{}
ipRequest:= "<ip>"
request.lp = &ipRequest
request.Body = &model.UpdateAntiDDosServiceRequestBody{
TrafficPosld: int32(1),
HttpRequestPosld: int32(1),
EnablelL7: false,
CleaningAccessPosld: int32(8),
AppTypeld: int32(0),
}
response, err := client.UpdateDDos(request)
if err == nil {
fmt.Printf("%+v\n", response)
}else {
fmt.Println(err)
}
}

BEZIRIZIESAISDKICEERMY, 152 AP ExplorerfIfNIIRBITIEE, AIEM BRI
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tHI=0

52 iEIRE .

4.2.6 EiHEE EIP BriFiE
J

TheEN 4R

ARTIE

URI

BEEHEREEIPTEIE £ 24/)\0t 2 WRYFG IR =S

152 ANalEABAPI,

=B

=5

, inERYERITERA 5.

GET /v1/{project_id}/antiddos/{floating_ip_id}/daily

% 4-32 BIRSH

28 BRIk ST fEiA

project_id = String ImRid
BAMKE: 32
BRAKE: 64

floating_ip_id | 2 String FAFEIPRIRAYID
BAMKE: 32
BRAKE: 64

2 4-33 Query 2

28 ERWIE SRR iR

ip B String FBFEIP

RIKE: 7
BEAKE: 128
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IERSH

% 4-34 53K Header 2%

SHR fEk

X-Auth-Token

ali

String FAFToken, 1@EidiEARIAMARSS
$XEYFE A Token#Z [5KEX ( MERZ
jEBEsLrhX-Subject-Tokenfd
B) .

=IMKE: 32

BAEE: 2097152

ali

Content-Type

String Content-Typeigksk

th&{E: application/
json;charset=utf8

RIMKE: 1
RAKE: 255

=351
&S 200

% 4-35 [[IR7 Body 2%

e ¥R R

data Array of 20N\ RASTREEE
Da_llyData MBI 288 - 288
objects

2k 4-36 DailyData

84 SHRT RhR
period_start Long FFreaRal
B/AME: 1

BRAE: 9999999999999

bps_in Integer

ANRZ (bit/s)
=/IME: 0
BA{E: 2147483647

bps_attack Long

WEHinE (bit/s)
B/ME: 0
BRA(E: 2147483647
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2% S fEA
total_bps Long BRE
=/JME: 0
EKE: 2147483647
pps_in Long NIRSGER (1Ms)
&/IME: 0
BX{E: 2147483647
pps_attack Long WHESORE (1/s)
&/ME: 0
EAE: 2147483647
total_pps Long RIRSORE
&/IME: 0
mAfE: 2147483647
=R G
¥
N Rz 7=
K&\: 200
EREMIN
{
"data" : [ {
"period_start" : 1606188642720,
"bps_in" : 0,
"bps_attack" : 0,
"total_bps" : 0,
"pps_in" : 0,
"pps_attack" : 0,
"total_pps" : O
]
}
SDK {373
SDKACRERBIANT
Java
package com.huaweicloud.sdk.test;
import com.huaweicloud.sdk.core.auth.|Credential;
import com.huaweicloud.sdk.core.auth.BasicCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.antiddos.v1.region.AntiDDoSRegion;
import com.huaweicloud.sdk.antiddos.v1.*;
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import com.huaweicloud.sdk.antiddos.v1.model.*;

public class ListDailyReportSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()

.withAk(ak)
.withSk(sk);

AntiDDoSClient client = AntiDDoSClient.newBuilder()
.withCredential(auth)
.withRegion(AntiDDoSRegion.valueOf("cn-north-4"))
.build();

ListDailyReportRequest request = new ListDailyReportRequest();

request.withlp("<ip>");

try {
ListDailyReportResponse response = client.listDailyReport(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

Python

# coding: utf-8

from huaweicloudsdkcore.auth.credentials import BasicCredentials

from huaweicloudsdkantiddos.v1.region.antiddos_region import AntiDDoSRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkantiddos.v1l import *

if _name__ =="_main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.getenv("CLOUD_SDK_AK")

sk = os.getenv("CLOUD_SDK_SK")

credentials = BasicCredentials(ak, sk) \

client = AntiDDoSClient.new_builder() \
.with_credentials(credentials) \
.with_region(AntiDDoSRegion.value_of("cn-north-4")) \
.build()

try:
request = ListDailyReportRequest()
request.ip = "<ip>"
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response = client.list_daily_report(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
antiddos "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := antiddos.NewAntiDDoSClient(
antiddos.AntiDDoSClientBuilder().
WithRegion(region.ValueOf("cn-north-4")).
WithCredential(auth).
Build())

request := &model.ListDailyReportRequest{}
ipRequest:= "<ip>"
request.lp = &ipRequest
response, err := client.ListDailyReport(request)
if err == nil {
fmt.Printf("%-+v\n", response)
} else {
fmt.Println(err)
}
}

EZRIZESAISDKIBRAI, 1ESAPI ExplorerfISIBnBIRREs, AIERBEEIXIRN
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AP| &% 4 DDoS [RAEREFHIF API
BI=g
52 EIRB.
4.2.7 E19S%E EIP BESH
INRENA
BEEIEEEPEIR24/\HZANSEEMHER, BEFHEEEAEHNEREG,
BEHIERES D Z N o
BB
52 AaEHBAPI,
URI

GET /v1/{project_id}/antiddos/{floating_ip_id}/logs

xE 4-37 IR1RSH

28 EEWE SR 1)
project_id = String ImBid

RIME: 32
RAKE: 64
String FBFEIPRIRIAYID
RIMKE: 32
RAKE: 64

i

floating_ip_id

K 4-38 Query 2%

2% =AWk SR )
sort_dir & String ai%ESeE:

o desc: FRATEER .

e asc: FRENEFHE BIAME
yg “desc” .

String REIEENHRS, LOREIER

EHERAE, BUETEE: 1~

100, Soffsetfc&EH. &

“limit” 5 “offset” YYFER

NREFFEENSIZE

=RIKE: 1

BRAKE: 3

iy

limit
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2% BEWI%E SRR ik
offset ES String wigE, “limit” EHITIFER
B,
BIVEE: 1
BRAKE: 10
ip & String FBRFEIP
RIMKE: 7
RAKE: 128
IBREH
% 4-39 153K Header 2%
BH B W% SR ik
X-Auth-Token | & String HPFPToken, @I IAMIAMIRSS
$RENFE P Token3& ¥KEX ( Mkz
iH B sLrhX-Subject-Tokenfd
BH).
BIMKE: 32
BRAKE: 2097152
Content-Type | @ String Content-Typeigksk
th&{E: application/
json;charset=utf8
BIVMEE: 1
BRAKE: 255
N R &%
R&E3: 200
K 4-40 WLZ Body 2#
el SHRT iR
total Long SEMEIPEE
=/ME: 0
BA{E: 2147483647
logs Array of SESEHIE
DailylLog KBRS 0 - 2147483647
objects
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£ 4-41 DailyLog

2% SHEE R

start_time Long FraaATIE

B/ME: 1

BAE: 9999999999999
end_time Long ZESRAYE]

B/AME: 1

BRARE: 9999999999999
status Integer FRtFIRZS, BIESEHE:

o 1. FRAEL

o 2: XRER
trigger_bps Integer it RS

=/JME: 0

BA{E: 2147483647
trigger_pps Integer b & AR SRR

=/JME: 0

BRX{E: 2147483647
trigger_http_p | Integer bR RTHTTPIE RIS

ps B/JVE: 0

BA{E: 2147483647

=P
7
I Rz~ 51
REE: 200
BERERKIN
{
"total" : 0,
"logs" : []
}
SDK X874l
SDKACRBRBIANT o
Java

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;
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Python

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.antiddos.v1.region.AntiDDoSRegion;
import com.huaweicloud.sdk.antiddos.v1.*;

import com.huaweicloud.sdk.antiddos.v1.model.*;

public class ListDailyLogSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()

.withAk(ak)
withSk(sk);

AntiDDoSClient client = AntiDDoSClient.newBuilder()
.withCredential(auth)
.withRegion(AntiDDoSRegion.valueOf("cn-north-4"))
.build();

ListDailyLogRequest request = new ListDailyLogRequest();
request.withSortDir("<sort_dir>");
request.withLimit("<limit>");
request.withOffset("<offset>");

request.withlp("<ip>");

try {

ListDailyLogResponse response = client.listDailyLog(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

# coding: utf-8

from huaweicloudsdkcore.auth.credentials import BasicCredentials

from huaweicloudsdkantiddos.v1.region.antiddos_region import AntiDDoSRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkantiddos.v1l import *

if _name__ =="_main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.getenv("CLOUD_SDK_AK")

sk = os.getenv("CLOUD_SDK_SK")

credentials = BasicCredentials(ak, sk) \
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Go

client = AntiDDoSClient.new_builder() \
.with_credentials(credentials) \
.with_region(AntiDDoSRegion.value_of("cn-north-4")) \
.build()

try:
request = ListDailyLogRequest()
request.sort_dir = "<sort_dir>"
request.limit = "<limit>"
request.offset = "<offset>"
request.ip = "<ip>"
response = client.list_daily_log(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
antiddos "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := antiddos.NewAntiDDoSClient(
antiddos.AntiDDoSClientBuilder().
WithRegion(region.ValueOf("cn-north-4")).
WithCredential(auth).
Build())

request := &model.ListDailyLogRequest{}
sortDirRequest:= "<sort_dir>"
request.SortDir = &sortDirRequest
limitRequest:= "<limit>"
request.Limit = &limitRequest
offsetRequest:= "<offset>"
request.Offset = &offsetRequest
ipRequest:= "<ip>"
request.lp = &ipRequest
response, err := client.ListDailyLog(request)
if err == nil {

fmt.Printf("%+v\n", response)
}else {

fmt.Println(err)
}

}
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B2
BEZRIZESHISDKRE A, 152 API ExplorerfdSIBRAIRE, A4 BE TN
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KL
REEE R
200 BKEIN
BI=0
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4.2.8 EiFfgTE EIP fHPIRE

URI

BEHSEEIPAYANtI-DDoSEHIFIAZ

52 WAeE FAPI,

GET /v1/{project_id}/antiddos/{floating_ip_id}/status

% 4-42 B1RSH

28 A% ST fEid

project_id = String ImRid
BAMKE: 32
RAKE: 64

floating_ip_id | 2 String FEFEIPIIRZAYID

BIMKE: 32
BXKE: 64
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K 4-43 Query 2%
e EEWYI% SR 1k
ip B String HFEIP
BIVEE: 7
RAKE: 128
RS
L 4-44 153K Header 2%
2% EERwI% SR ik
X-Auth-Token | 2 String P Token, @iTiERBIAMIRS
SKEX A Token$Z3KEX ( MRy
iEEsLrhX-Subject-Tokenfd
B).
BRAMKE: 32
BRAKE: 2097152
Content-Type | 2 String Content-Typeigksk
th&{E: application/
json;charset=utf8
BIMEE: 1
BAKE: 255
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R&FB: 200
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e normal: F¥RIEEE
e configging: FRIZEH
e notConfig: FRKIEE
e packetcleaning: Fia7k
e packetdropping: FREE
=]
7
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SDK {Xt8f1

Java

W&G: 200
BEREMIN

{
"status" : "normal"
}
SDKACHBRBIANT o

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.antiddos.v1.region.AntiDDoSRegion;
import com.huaweicloud.sdk.antiddos.v1.*;

import com.huaweicloud.sdk.antiddos.v1.model.*;

public class ShowDDosStatusSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()

.withAk(ak)
.withSk(sk);

AntiDDoSClient client = AntiDDoSClient.newBuilder()
.withCredential(auth)
.withRegion(AntiDDoSRegion.valueOf("cn-north-4"))
.build();

ShowDDosStatusRequest request = new ShowDDosStatusRequest();
request.withlp("<ip>");
try {
ShowDDosStatusResponse response = client.showDDosStatus(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());
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Python

# coding: utf-8

from huaweicloudsdkcore.auth.credentials import BasicCredentials

from huaweicloudsdkantiddos.v1.region.antiddos_region import AntiDDoSRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkantiddos.v1 import *

if _name__=="__main__":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.getenv("CLOUD_SDK_AK")

sk = os.getenv("CLOUD_SDK_SK")

credentials = BasicCredentials(ak, sk) \

client = AntiDDoSClient.new_builder() \
.with_credentials(credentials) \
.with_region(AntiDDoSRegion.value_of("cn-north-4")) \
.build()

try:
request = ShowDDosStatusRequest()
request.ip = "<ip>"
response = client.show_d_dos_status(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

Go

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
antiddos "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := antiddos.NewAntiDDoSClient(
antiddos.AntiDDoSClientBuilder().
WithRegion(region.ValueOf("cn-north-4")).
WithCredential(auth).
Build())

request := &model.ShowDDosStatusRequest{}
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ipRequest:= "<ip>"
request.lp = &ipRequest
response, err := client.ShowDDosStatus(request)
if err == nil {
fmt.Printf("%+v\n", response)
}else {
fmt.Println(err)
}
}

B2
B2 RIEIESHISDKEERAI, 152 WAPI ExplorerfILiBRBITRE, AT4 BTN
AYSDKILRI B
K&
REB R
200 EREMKIN
Bi=g
52 ERB.

3 SERETE
3.1 HIOEEREER

INREN4A
EORAFEEER, APTLBTIEOTOERRBEKEESEE, EaLIEER
N ER R FHMHENEZER.

BB
52 AaERBAPI,

URI

GET /v2/{project_id}/warnalert/alertconfig/query

* 4-46 IEREH
2% ERWIE SR iR
project_id = String ImAid

RIMRE: 32
RAKE: 64
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e EEWI%E SR R
X-Auth-Token | £ String FiFToken, Bi3ERIAMBRSS
SKEX A Token$Z5KEX ( Nk
JHESLEX-Subject-TokenfY
B) .
RIMKE: 32
BRAKE: 2097152
Content-Type | =2 String Content-Typeigksk
th&{E: application/
json;charset=utf8
RIME: 1
BAKE: 255
VRS54
RE&HS: 200
& 4-48 IR Body 23
2¥ ¥R R
topic_urn String HEBHENE—IRR
BMSE: 1
RAKE: 255
display_name | String EERARAR

RIMKE: 1
BKIKE: 255

warn_config warn_config | SZfREEE
object
K 4-49 warn_config
28 SHERE R
antiDDoS Boolean DDoS
back_doors Boolean M)
bruce_force Boolean SN ( REER, FTP, DB)
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2% SR fEA
high_privilege | Boolean HUEEHENEE S
remote_login | Boolean FERIZHE
send_frequenc | Integer EVESEE:
Y o 0: BREX—K
o 1: FRRF/NF—IX
X?F_FH | D%‘ﬁ o
waf Boolean REFER
weak_passwo | Boolean 380O< (K%, HEE)
rd
\$ —
(=R GNl
7
i Rz 735
K& 200
iERE I
"warn_config" : {
"antiDDoS" : false,
"bruce_force" : false,
"remote_login" : false,
"weak_password" : false,
"high_privilege" : false,
"back_doors" : false,
"waf" : false,
"send_frequency" : 0
%,
"topic_urn" : null,
"display_name" : null
}
SDK {187~
SDKACHERBIANT
Java
package com.huaweicloud.sdk.test;
import com.huaweicloud.sdk.core.auth.|Credential;
import com.huaweicloud.sdk.core.auth.BasicCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.antiddos.v1.region.AntiDDoSRegion;
import com.huaweicloud.sdk.antiddos.v1.*;
import com.huaweicloud.sdk.antiddos.v1.model.*;
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public class ShowAlertConfigSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()

.withAk(ak)
.withSk(sk);

AntiDDoSClient client = AntiDDoSClient.newBuilder()
.withCredential(auth)
.withRegion(AntiDDoSRegion.valueOf("cn-north-4"))

.build();
ShowAlertConfigRequest request = new ShowAlertConfigRequest();

try {

ShowAlertConfigResponse response = client.showAlertConfig(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

Python

# coding: utf-8

from huaweicloudsdkcore.auth.credentials import BasicCredentials

from huaweicloudsdkantiddos.v1.region.antiddos_region import AntiDDoSRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkantiddos.v1l import *

if _name__ =="_main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.getenv("CLOUD_SDK_AK")

sk = os.getenv("CLOUD_SDK_SK")

credentials = BasicCredentials(ak, sk) \

client = AntiDDoSClient.new_builder() \
.with_credentials(credentials) \
.with_region(AntiDDoSRegion.value_of("cn-north-4")) \
.build()

try:

request = ShowAlertConfigRequest()
response = client.show_alert_config(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
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print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
antiddos "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := antiddos.NewAntiDDoSClient(
antiddos.AntiDDoSClientBuilder().
WithRegion(region.ValueOf("cn-north-4")).
WithCredential(auth).
Build())

request := &model.ShowAlertConfigRequest{}
response, err := client.ShowAlertConfig(request)
if err == nil {
fmt.Printf("%+v\n", response)
} else {
fmt.Println(err)
}
}

B2 RIZBESHISDKILIERAI, 152 APl ExplorerfUSIBRAITAZ, aT4m BRI
ROSDKAAD = -

REES 1k

200 BREMIN
B2 NEI=RE,
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152 WANalEABAPI,

POST /v2/{project_id}/warnalert/alertconfig/update

* 4-50 25

2H R YIE SRR figid
project_id = String ImRid

=RIMKE: 32
BAKE: 64

2 4-51 53K Header &%

2% BBk SR ik
X-Auth-Token | 2 String FFToken, EiZiEARHIAMARSS

SXEXFEF TokeniZ[5XEY ( MERZ
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H)

BIMKE: 32

BAKE: 2097152

String Content-Typeigsksk

th&{&: application/
json;charset=utf8

BRIMKE: 1
BRAKE: 255

i

Content-Type
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display_name | 2 String EEERLAIR
RMKE: 1
BRAKE: 255
topic_urn = String SERHENE—RR,
BAMRE: 1
BRAKE: 255
warn_config = WarnConfig | SZ8EEE.
object
2 4-53 WarnConfig
¥ BRI SR fiEid
antiDDoS = Boolean DDoSIZ
back_doors P Boolean MTRET]
bruce_force e Boolean SRR ( REES, FTP,
DB)
high_privilege | & Boolean HIEEHENRE S
remote_login | & Boolean SMERIENE
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2 4-54 [0 Body &%
B8H e il R
error_code String AEREEIRAD
BME: 1
RAKE: 20
error_msg String REREEIREIA
BME: 1
RAKE: 255
=]

REHEEEAERS “urnismn:en-
north-7:2d2d90a56a3243bdb909f6a24a27be8d:cnad-test-intl” , HECEEEHZE

AV LB /9DDoS KT

POST https://{endpoint}/v2/{project_id}/warnalert/alertconfig/update

{

"display_name" : "",

"topic_urn" : "urn:smn:cn-north-7:2d2d90a56a3243bdb909f6a24a27be8d:cnad-test-intl",

"warn_config" : {
"antiDDoS" : true,
"back_doors" : false,
"bruce_force" : false,
"high_privilege" : false,
"remote_login" : false,
"send_frequency" : 1,
"waf" : false,
"weak_password" : false

Nl Mz 73~
RE/: 200
BEREKIN

{
"error_code" : "10000000",
"error_msg" : "Ok",
"taSk_id" : nn

}

SDK {187~
SDKIHBRBIENT

Java

REHEEEAESS “urnismn:en-
north-7:2d2d90a56a3243bdb909f6a24a27be8d:cnad-test-intl” , HECEEEHZE

AV LB IDDoS KT

package com.huaweicloud.sdk.test;
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Python

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.antiddos.v1.region.AntiDDoSRegion;
import com.huaweicloud.sdk.antiddos.v1.*;

import com.huaweicloud.sdk.antiddos.v1.model.*;

public class UpdateAlertConfigSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk);

AntiDDoSClient client = AntiDDoSClient.newBuilder()
.withCredential(auth)
.withRegion(AntiDDoSRegion.valueOf("cn-north-4"))

.build();

UpdateAlertConfigRequest request = new UpdateAlertConfigRequest();

UpdateAlertConfigRequestBody body = new UpdateAlertConfigRequestBody();

UpdateAlertConfigRequestBodyWarnConfig warnConfigbody = new

UpdateAlertConfigRequestBodyWarnConfig();

warnConfigbody.withAntiDDoS(true)

.withBackDoors(false)
.withBruceForce(false)
.withHighPrivilege(false)
.withRemoteLogin(false)
.withSendFrequency(1)
.withWaf(false)
.withWeakPassword(false);

body.withWarnConfig(warnConfigbody);

body.withTopicUrn("urn:smn:cn-north-7:2d2d90a56a3243bdb909f6a24a27be8d:cnad-test-intl");

body.withDisplayName("");

request.withBody(body);

try {

UpdateAlertConfigResponse response = client.updateAlertConfig(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

WEHBIBERIEDA “urn:smn:cn-
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Go

# coding: utf-8

from huaweicloudsdkcore.auth.credentials import BasicCredentials

from huaweicloudsdkantiddos.v1.region.antiddos_region import AntiDDoSRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkantiddos.v1l import *

if _name__=="__main__":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.getenv("CLOUD_SDK_AK")

sk = os.getenv("CLOUD_SDK_SK")

credentials = BasicCredentials(ak, sk) \

client = AntiDDoSClient.new_builder() \
.with_credentials(credentials) \
.with_region(AntiDDoSRegion.value_of("cn-north-4")) \
.build()

try:
request = UpdateAlertConfigRequest()
warnConfigbody = UpdateAlertConfigRequestBodyWarnConfig(
anti_d_do_s=True,
back_doors=False,
bruce_force=False,
high_privilege=False,
remote_login=False,
send_frequency=1,
waf=False,
weak_password=False
)
request.body = UpdateAlertConfigRequestBody(
warn_config=warnConfigbody,
topic_urn="urn:smn:cn-north-7:2d2d90a56a3243bdb909f6a24a27be8d:cnad-test-intl",
display_name=""
)
response = client.update_alert_config(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

REIHEBERERS “urn:smn:cn-
north-7:2d2d90a56a3243bdb909f6a24a27be8d:cnad-test-intl” , HELBEEEESZEE
AV EZRE ADDoS

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
antiddos "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.
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// In this example, AK and SK are stored in environment variables for authentication. Before running this

example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak := 0s.Getenv("CLOUD_SDK_AK")
sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := antiddos.NewAntiDDoSClient(
antiddos.AntiDDoSClientBuilder().
WithRegion(region.ValueOf("cn-north-4")).
WithCredential(auth).
Build())

request := &model.UpdateAlertConfigRequest{}
backDoorsWarnConfig:= false
bruceForceWarnConfig:= false
highPrivilegeWarnConfig:= false
remoteLoginWarnConfig:= false
sendFrequencyWarnConfig:= int32(1)
wafWarnConfig:= false
weakPasswordWarnConfig:= false
warnConfigbody := &model.UpdateAlertConfigRequestBodyWarnConfig{
AntiDDoS: true,
BackDoors: &backDoorsWarnConfig,
BruceForce: &bruceForceWarnConfig,
HighPrivilege: &highPrivilegeWarnConfig,
Remotelogin: &remoteLoginWarnConfig,
SendFrequency: &sendFrequencyWarnConfig,
Waf: &wafWarnConfig,
WeakPassword: &weakPasswordWarnConfig,
}
request.Body = &model.UpdateAlertConfigRequestBody{
WarnConfig: warnConfigbody,
TopicUrn: "urn:smn:cn-north-7:2d2d90a56a3243bdb909f6a24a27be8d:cnad-test-intl",
DisplayName: ""

response, err := client.UpdateAlertConfig(request)

if err == nil {
fmt.Printf("%+v\n", response)
}else {
fmt.Println(err)
}
}
e 2
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https://console.huaweicloud.com/apiexplorer/#/openapi/Anti-DDoS/sdk?api=UpdateAlertConfig
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4.4 BIABGIFRIR =18
4.4.1 B2E Anti-DDoS BRIARGIFERS

ThEEN 4R
BCERFPBBOABGIFRES . BCEFGIPRIRE, XN ZREBNABHIFN, &%
BRIZ AP R TECE -
BREE
152 IAaAFAPI,
URI
POST /v1/{project_id}/antiddos/default-config
& 4-55 BRIZSH
2% Rk ST fEid
project_id = String InHid
BRAMKE: 32
BAKE: 64
IERSH
Z 4-56 153k Header 2#{
2¥ EEWYI% ST iR
X-Auth-Token | 2 String FAFToken, BiZiEARIAMARSS
SKEX A Token$Z3KEX ( Nk
JHESLEX-Subject-TokenfY
B).
BRAMKE: 32
BAKE: 2097152
Content-Type | =2 String Content-Typeigksk
th&{E: application/
json;charset=utf8
BRAVMKE: 1
BRAIKE: 255
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7 4-57 153K Body &%
2% =AY | ¥z |k
i% i)
enable_L7 = Boolea | REFHBL7EIR, ElE(EAfasle,
n
traffic_pos_id | 2 Long MENERID, BYEEBE: 1=10Mbps.
2=30Mbps. 3=50Mbps. 4=70Mbps.
5=100Mbps. 6=150Mbps. 7=200Mbps.
8=250Mbps. 9=300Mbps. 10=500Mbps.
11=800Mbps. 88=1000Mbps. 99=EXIARH
o
http_request_ | 2 Long HTTPIERESERID, EEEA1.
pos_id
cleaning_acce | 2 Long imrtAtipafRE S RID, BUEEE:
ss_pos_id 1=10Mbps. 2=30Mbps. 3=50Mbps.
4=70Mbps. 5=100Mbps. 6=150Mbps.
7=200Mbps. 8=250Mbps. 9=300Mbps.
10=500Mbps. 11=800Mbps.
88=1000Mbps. 99=2KIAFHIF .
app_type_id | 2 Integer | RZFEZEEYID, EIEEHO.
) EZS
R&FB: 200
Z 4-58 WL Body 2#
2% e il ik
error_code String AEREEIRAD
BME: 1
RAKE: 20
error_msg String MEBEEIRIEIA
=BME: 1
RAKE: 255
=]

BCERPRUARIBGIRRES, BiREHLIaRE S RIDIRENS, RESRIDIREN

POST https://{endpoint}/v1/{project_id}/antiddos/default-config

{
"app_type_id" : 0O,
"cleaning_access_pos_id" : 8,
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il iz 73~ 151

SDK {3741

Java

"enable_L7" : false,
"http_request_pos_id" : 1,
"traffic_pos_id" : 1

}

KEB/: 200
BRERKIN

{
"error_code" : "10000000",
"error_msg" : "Ok",
"task_id" : ""

}

SDKAE RGN -

BCERFEOARIRIIPREE, ERIAERESRIDIRENS, MEDRIDIRENT.
package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.antiddos.v1.region.AntiDDoSRegion;
import com.huaweicloud.sdk.antiddos.v1.*;

import com.huaweicloud.sdk.antiddos.v1.model.*;

public class CreateDefaultConfigSolution {

public static void main(String[] args) {
// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running

this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
String ak = System.getenv("CLOUD_SDK_AK");
String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
withSk(sk);

AntiDDoSClient client = AntiDDoSClient.newBuilder()
.withCredential(auth)
.withRegion(AntiDDoSRegion.valueOf("cn-north-4"))
.build();

CreateDefaultConfigRequest request = new CreateDefaultConfigRequest();

DdosConfig body = new DdosConfig();

body.withAppTypeld(OL);

body.withCleaningAccessPosld(8L);
body.withHttpRequestPosld(1L);
body.withTrafficPosId(1L);

body.withEnableL7(false);

request.withBody(body);

try {
CreateDefaultConfigResponse response = client.createDefaultConfig(request);
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Python

Go

System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

BCERFEOARIRIIPREE, ERIAEREISRIDIRENS, MEDRIDIREANT.
# coding: utf-8

from huaweicloudsdkcore.auth.credentials import BasicCredentials

from huaweicloudsdkantiddos.v1.region.antiddos_region import AntiDDoSRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkantiddos.v1 import *

if _name__=="__main_"

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.getenv("CLOUD_SDK_AK")

sk = os.getenv("CLOUD_SDK_SK")

credentials = BasicCredentials(ak, sk) \

client = AntiDDoSClient.new_builder() \
.with_credentials(credentials) \
.with_region(AntiDDoSRegion.value_of("cn-north-4")) \
.build()

try:
request = CreateDefaultConfigRequest()
request.body = DdosConfig(
app_type_id=0,
cleaning_access_pos_id=8,
http_request_pos_id=1,
traffic_pos_id=1,
enable_l7=False
)
response = client.create_default_config(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

BCERFEOARIRGIPRES, BERAEREISERIDIRENS, MESRIDIRENT.
package main
import (

"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
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antiddos "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1"

"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/model"

region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak := 0s.Getenv("CLOUD_SDK_AK")
sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := antiddos.NewAntiDDoSClient(
antiddos.AntiDDoSClientBuilder().

WithRegion(region.ValueOf("cn-north-4")).

WithCredential(auth).
Build())

request := &model.CreateDefaultConfigRequest{}

request.Body = &model.DdosConfig{
AppTypeld: int64(0),
CleaningAccessPosld: int64(8),
HttpRequestPosld: int64(1),
TrafficPosld: int64(1),
EnablelL7: false,

}
response, err := client.CreateDefaultConfig(request)
if err == nil {
fmt.Printf("%-+v\n", response)
}else {

fmt.Println(err)
}
}

2
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AR

152 WANalEABAPI,

URI

GET /v1/{project_id}/antiddos/default-config

x 4-59 RIS

2% ERWIE SHERE ik

project_id = String ImRid
BAMKE: 32
BRAKE: 64

EREH

2 4-60 153Kk Header 2#{

2% AWk SHR 1)

X-Auth-Token | 2 String R Token, BEIEARIAMBES
$RHYFE A TokenZ[5KEX (MR
jE B sLrhX-Subject-TokenfY
B).

RIMKE: 32

BXEKE: 2097152

String Content-Typeigksk

th&{&: application/
json;charset=utf8

RIMKE: 1
RAIKE: 255

i

Content-Type

N Rz S4L

RSEE: 200

K 4-61 WLy Body 2

2% SR R
enable L7 Boolean EEHBL/ERIF, EE{EAfasle.
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SH SHRE

i

r%;

traffic_pos_id | Long

MEDERID, BYESEE: 1=10Mbps.
2=30Mbps. 3=50Mbps. 4=70Mbps.
5=100Mbps. 6=150Mbps. 7=200Mbps.
8=250Mbps. 9=300Mbps. 10=500Mbps.
11=800Mbps. 88=1000Mbps. 99=ERIABHIF

http_request_ | Long
pos_id

HTTPIER# S ERID, EEERN1,

cleaning_acce | Long

imtATBIaRFISERID, BUESEE:

ss_pos_id 1=10Mbps. 2=30Mbps. 3=50Mbps.
4=70Mbps. 5=100Mbps. 6=150Mbps.
7=200Mbps. 8=250Mbps. 9=300Mbps.
10=500Mbps. 11=800Mbps. 88=1000Mbps.
99=ZKIAFGHF o

app_type_id | Integer RiFAZEBID, EEEN0,

(=R ]
¥

i Rz73~ 5
KE\: 200
BEREKIN
{
"app_type_id" : 1,
"cleaning_access_pos_id" : 8,
"enable_L7" : false,

"http_request_pos_id" : 8,
"traffic_pos_id" : 8

SDK {875=4l
SDKIEGRBIEN T

Java

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.antiddos.v1.region.AntiDDoSRegion;

import com.huaweicloud.sdk.antiddos.v1.*;

import com.huaweicloud.sdk.antiddos.v1.model.*;

public class ShowDefaultConfigSolution {
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public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk);

AntiDDoSClient client = AntiDDoSClient.newBuilder()
.withCredential(auth)
.withRegion(AntiDDoSRegion.valueOf("cn-north-4"))

.build();

ShowDefaultConfigRequest request = new ShowDefaultConfigRequest();

try {

ShowDefaultConfigResponse response = client.showDefaultConfig(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

Python

# coding: utf-8

from huaweicloudsdkcore.auth.credentials import BasicCredentials

from huaweicloudsdkantiddos.v1.region.antiddos_region import AntiDDoSRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkantiddos.v1l import *

if _name__ =="_main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.getenv("CLOUD_SDK_AK")

sk = os.getenv("CLOUD_SDK_SK")

credentials = BasicCredentials(ak, sk) \

client = AntiDDoSClient.new_builder() \
.with_credentials(credentials) \
.with_region(AntiDDoSRegion.value_of("cn-north-4")) \
.build()

try:
request = ShowDefaultConfigRequest()
response = client.show_default_config(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

HSRRZS 08 (2024-11-13) WRINERE © ARITERARBIRAE 74



DDoS iR AAD
APl &

4 DDoS JFAERERHIR API

Go

BE

W&

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
antiddos "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak := 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := antiddos.NewAntiDDoSClient(
antiddos.AntiDDoSClientBuilder().
WithRegion(region.ValueOf("cn-north-4")).
WithCredential(auth).
Build())

request := &model.ShowDefaultConfigRequest{}
response, err := client.ShowDefaultConfig(request)
if err == nil {
fmt.Printf("%+v\n", response)
}else {
fmt.Println(err)
}
}

BEZHEESHISDKREE G, ESIAPI ExplorerfIfUABRBITIE, AI4RBRNXIRL

AYSDKACAS <4 o
REB R
200 BKEIN

B2 WEIRE .
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AR

52 WAMaE AP,

URI
DELETE /v1/{project_id}/antiddos/default-config

XK 4-62 RS

24 ERUWIE SHEE ik

project_id = String ImBid
BRAMKE: 32
BAXIKE: 64

IBREH

2 4-63 153K Header 2#f

24 EEWI% SHEE ik

X-Auth-Token | 2 String HRFToken, BEiZiERIAMIRS
SREYFEF Token#EZ [FKEY ( NERL
jE B sLrhX-Subject-Tokenfd
B) .

=IMKE: 32

BAEE: 2097152

String Content-Typeigksk

th&{E: application/
json;charset=utf8

BMEE: 1
BAKE: 255

Fali

Content-Type

VRS54
R&ES: 200

% 4-64 IR Body 2%

S8 SR A
error_code String A EREEIRAD

RAMKE: 1
RAKE: 20
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error_msg String AEREE IR

BME: 1
BAKE: 255

BRI

e Rz 73~
RE/: 200
BERERKIN

{
"error_code" : "10000000",
"error_msg" : "Ok",
"taSk_id" : nn

}

SDK {XEE51
SDK{CABTRBIIN T o

Java

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.antiddos.v1.region.AntiDDoSRegion;
import com.huaweicloud.sdk.antiddos.v1.*;

import com.huaweicloud.sdk.antiddos.v1l.model.*;

public class DeleteDefaultConfigSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk);

AntiDDoSClient client = AntiDDoSClient.newBuilder()
.withCredential(auth)
.withRegion(AntiDDoSRegion.valueOf("cn-north-4"))

.build();
DeleteDefaultConfigRequest request = new DeleteDefaultConfigRequest();
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Python

Go

try {

DeleteDefaultConfigResponse response = client.deleteDefaultConfig(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

# coding: utf-8

from huaweicloudsdkcore.auth.credentials import BasicCredentials

from huaweicloudsdkantiddos.v1.region.antiddos_region import AntiDDoSRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkantiddos.v1l import *

n n

if _name__ =="__main_"

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.getenv("CLOUD_SDK_AK")

sk = os.getenv("CLOUD_SDK_SK")

credentials = BasicCredentials(ak, sk) \

client = AntiDDoSClient.new_builder() \
.with_credentials(credentials) \
.with_region(AntiDDoSRegion.value_of("cn-north-4")) \
.build()

try:
request = DeleteDefaultConfigRequest()
response = client.delete_default_config(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
antiddos "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/antiddos/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
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example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
ak := 0s.Getenv("CLOUD_SDK_AK")
sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := antiddos.NewAntiDDoSClient(
antiddos.AntiDDoSClientBuilder().
WithRegion(region.ValueOf("cn-north-4")).
WithCredential(auth).
Build())

request := &model.DeleteDefaultConfigRequest{}
response, err := client.DeleteDefaultConfig(request)
if err == nil {
fmt.Printf("%-+v\n", response)
}else {
fmt.Println(err)
}
}

B
BZRFESHISDKILIERAEI, 1EEMAPI ExplorerfI{LiBRAITREE, A4 EEIRIMN

RISDKABTRI o
NG
REB |k
200 BXREMILI
EIES

52 EIRB .
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DDoS iR AAD

APl &%

5 DDoS [FESRBHF AP

DDoS [FESZREHF API

5.1 DDoS [FEEAGiR-SEt TR

5.1.1 EEERS

TORENA

AR

URI

EEHRERE

52 AMEE AP,

GET /v1/cnad/alarm-config

2 5-1 153K Header 2%

2% AUk ST A
X-Auth-Token | 2 String R Token, BEiIEARIAMBES

$REXFB P Token$Z[3KEX ( MRz
jE B sLrhX-Subject-Tokenfd
B) .

BIMKE: 32

BAKE: 2097152
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2H BRWIE SR fHR
Content-Type | = String Content-Type
th&{&: application/
json;charset=utf8
RIMSE: 1
BRAKE: 255
RS &
KEB: 200
7 5-2 IR Body 2%
2¥ SRR it
topic_urn String SMNHAYtopic urn
=ME: 1
BRAKE: 255
=R
7o
M 7~ 5
KESFG: 200
OK
{
"topic_urn" : "urn:smn:cn-north-7:4229e3e5b9014d978b208b971f2e0e0c:DDos_test"
}
RS
RSB 0%
200 OK
401 Unauthorized
403 Forbidden
404 Not Found
ELE)

52 EIRE .
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512 REEERE
IhEEN 4R
RESZ0E
BRGE
B AMEERAPI,
URI
POST /v1/cnad/alarm-config
IBERSH
% 5-3 153K Header 2¥
2% BEwIE SRR ik
X-Auth-Token | & String P Token, @EIIAMIAMARS
SKEVFE P TokeniZ$KEY ( Mz
&2 sLAhX-Subject-Tokenfd
B).
RIMKE: 32
BRAXEKE: 2097152
Content-Type | = String Content-Type
th&{&: application/
json;charset=utf8
RIMRE: 1
BRAKE: 255
7 5-4 153K Body 2%
8% EEWiI% SR 1k
topic_urn = String SMNHAJtopic urn
RIMRE: 1
BRAKE: 255
VRS54
R&F9: 200
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# 5-5 IR Body 2%

2H SHERE R
topic_urn String SMNHAJtopic urn

RAMKE: 1
BEAKE: 255

BRI

HFEREEEM, FEERA “urnismnien-
north-7:2d2d90a56a3243bdb909f6a24a27be8d:cnad-test-intl” B8 EiBENRYFER
POST https://{endpoint}/v1/cnad/alarm-config

{

"topic_urn" : "urn:smn:cn-north-7:2d2d90a56a3243bdb909f6a24a27be8d:cnad-test-intl"
}

i Rz73~451
RE/: 200

OK
{
"topic_urn" : "urn:smn:cn-north-7:4229e3e5b9014d978b208b971f2e0e0c:DDos_test"
}
RS
R A
200 OK
401 Unauthorized
403 Forbidden
404 Not Found
=0
B EIRE .
5.1.3 MprEERE
ThEe 4R
MprEERcE
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ERGE
IESAMEERAPI,
URI
DELETE /v1/cnad/alarm-config
IERSH
% 5-6 {5k Header 2%
2% EEWI% SR fEid
X-Auth-Token | 2 String R Token, @iTiEREIAMIRSS
SRE A Token$Z 3REX ( M@z
JHESLEX-Subject-TokenHY
H) .
BRAMKE: 32
BRAEKE: 2097152
Content-Type | =& String Content-Type
th&{&: application/
json;charset=utf8
BIVEE: 1
BRAKE: 255
V258
R&ME: 200
# 5-7 IR Body 2%
2¥ S R
topic_urn String SMNHYtopic urn
RAMKE: 1
RAKE: 255
(=R
7
M 73~ 451
K&M: 200
OK
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{
"topic_urn" : "urn:smn:cn-north-7:4229e3e5b9014d978b208b971f2e0e0c:DDos_test"
}
RS
RSB iR
200 OK
401 Unauthorized
403 Forbidden
TEL

5.2 DDoS R4S piR-fhireEtE
5.2.1 EEPFPESIER

IheeENA

BigfpiresIE
BRLE

152 IAaAHAPI,
URI

GET /v1/cnad/packages
IBREH

% 5-8 i53K Header 2%

fEk

X-Auth-Token String

ali

FiFToken, Bi3ERIAMBRSS
$XEYFEF TokeniZ[5KEX ( MERZ
jE B sLrhX-Subject-Tokenfd
B).

=IMKE: 32

BAEE: 2097152
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2% mEwI% SR ik
Content-Type | = String Content-Type
th&{&: application/
json;charset=utf8
BRAMKE: 1
BRAKE: 255
)R-
IK&[D: 200
2 5-9 I Body £
2% ST ik
total Integer IS5
&/IME: 0
RAfE: 2147483647
items Array of R
PackageResp | xpicpr: 0 - 2147483647
onse objects

£ 5-10 PackageResponse

2%

SHE

i

package_id

String

FriFeid
&AMRE: 32
RAKE: 64

package_nam
e

String

Jakmi e
RAMKE: 1
BAKE: 255

region_id

String

RiRFrEregion
BIME: 1
BRAKE: 255

protection_ty
pe

Integer

BriF2eEy
&/ME: 0
&AE: 1
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SH

SHRE

g

instance_type

String

FEPEEES . cnad_pro: £HFHEAERR;
cnad_ip: #fERR; cnad_full_high: £HBFE%K
BR; cnad_v2: [R&ERHIF2.0

resource_id

String

RilRid
&AMRE: 32
ERAKE: 64

count_down_c
ode

String

BERTAIERER
RAMKE: 1
RAIKE: 255

count_down_i
nfos

String

FEITEEXER
BIME: 1
BRAKE: 255

count_down_t
ips

String

FITREXER
=BME: 1
BRAKE: 255

order_id

String

1TEAid
=IM<E: 17
BAKE: 17

subscription_i
d

String

£ FARYid
RIMKE: 32
RAKE: 64

ip_num

Integer

ip%l
&/IME: 0
BA{E: 2147483647

ip_num_now

Integer

LETIPEY
=/ME: 0
B A{E: 2147483647

protection_nu
m_now

Integer

HBIBBIIREL
B=/ME: 0
BAE: 9999

protection_nu
m

Integer

FAIFIREL, 9999 AFRIX

&/ME: 0
BRAE: 9999

basic_bandwi
dth

Integer

RIET s
=/IME: 0
BA{E: 2147483647
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BRI

N Rz~

SH

SHRE

g

elastic_bandw
idth

Integer

ey
B/ME: 0
BRA(E: 2147483647

service_band
width

Integer

AEHE

=/ME: 0
BAE: 2147483647

clean_bandwi
dth

Integer

ElEmE
B/IME: 0
ERA{E: 2147483647

policy_num

Integer

REEIEREL
=/JME: 0
BA(E: 2147483647

is_old

Boolean

EEIEBFE (1BFPEARSIFAERME ) FOA
MERE

new_flag

Boolean

FafnR, FEa9iaatrue

create_time

Long

ClIEERTE)
=/JME: 0
BA{E: 9223372036854775807

RSF5: 200
OK
{

"items" : [ {

"package_id" : "0c613ff9-2b63-4aa2-9333-e03541fe0d9a",
"package_name" : "name",
"region_id" : "cn-north4",

"protection_type" :

0,

"instance_type" : "cnad_pro",
"resource_id" : "0c613ff9-2b63-4aa2-9333-e03541fe0d9a",
"count_down_code" : "hws_countdown_period_using",

"count_down_infos" : {

"status" : 2,

"nextOperationPolicy" : 0,

"nextOperationRemainingDay" : 10

}

h

"count_down_tips" : {
"effTime" : "2022-10-09T10:00:17Z",
"expTime" : "2022-12-09T15:59:59Z"
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"order_id" : "CS2211020327RKFEA",
"subscription_id" : "0c613ff9-2b63-4aa2-9333-e03541fe0d9a",
"ip_num" : 100,

"ip_num_now" : 100,
"protection_num_now" : 1,
"protection_num" : 9999,
"basic_bandwidth" : 10,
"elastic_bandwidth" : 200,
"service_bandwidth" : 100,
"clean_bandwidth" : 100,
"policy_num" : 1,

"is_old" : false,

"new_flag" : true,

"create_time" : 1665309611045

11
"total" : 1
}
RS
RSB )%
200 OK
401 Unauthorized
403 Forbidden
404 Not Found
BI=0
52 EIRB.
5.2.2 EHHIPERF
IHRENA
BEHFFERE
BB
B2 AETEBAPI,
URI

PUT /v1/cnad/packages/{package_id}/name

£ 5-11 IBRSH

8% BEWI%E SRR ik
package_id 2 String FatFeid

RIMKE: 32
RAKE: 64
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B3RS
2K 5-12 153K Header £§
24 =% SR R
X-Auth-Token | 2 String R Token, BiTEARIAMBES
$RENA P TokeniZ O3KEN ( MR
jE B sLrhX-Subject-Tokenfd
B).
=IMKE: 32
BAKE: 2097152
Content-Type | = String Content-Type
th&{E: application/
json;charset=utf8
RIMKE: 1
RAKE: 255
# 5-13 53K Body 2%
2H BRIk SR fER
name = String Z2=
BMEE: 1
BAEE: 255
R3S
7
=P Nl
SIS EMRIPEBIREFA “package_name” ,
PUT https://{endpoint}/v1/cnad/packages/{package_id}/name
{
"name" : "package_name"
}
M Rz~

7
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RS
RSB A
200 OK
401 Unauthorized
403 Forbidden
404 Not Found
T
B2 EIRB.
5.2.3 EHPLIFE4ENEERIFNR
INREN4A
IR EMENE SRR
ARBE
152 ILA{alAFAPI,
URI

POST /v1/cnad/packages/{package_id}/protected-ips

% 5-14 IB1RSH

28 =R ST fEiA

package_id = String [YatimkIAle
BAMKE: 32
BAKE: 64
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BRSH

2 5-15 153K Header 2%f

2H EEWIE e St fEk

X-Auth-Token String FAFToken, BZiEARIAMBRSS
SREYFE P TokeniZ[O5XEY ( MKz
jEBEsLrhX-Subject-Tokenfd
B) .

=IMKE: 32

BAEE: 2097152

ali

String Content-Type

th&{E: application/
json;charset=utf8

RIMKE: 1
RAKE: 255

ali

Content-Type

K 5-16 153k Body 2%

2 ey SR iR
protected_ip_l | 2 Array of e2HRipYIE
ist UpdateProte MBI 0 - 2147483647

ctedlpinPolic
yBody objects

2k 5-17 UpdateProtectedlplnPolicyBody

8% BE W% SR R
id = String FAtRiphYid

=AMKE: 32

BRAKE: 64

ip = String atialls)

BIME: 7

BEAKE: 128

String 7 VPN: VPN; NAT:
NAT; VIP: VIP; CCl: CCl;
EIP: 384/3MIP; ELB: 58f4fa
#1977; REROUTING_IP:
REROUTING_IP; SubEni:

SubEni; NetlnterFace:
NetlnterFace;

ali

type

STRERA 08 (2024-11-13) IR © ERmBRABRAT 92




DDoS iR AAD

AP| & 5 DDoS B4 SEEIF API
2H BRWIE SR fHR
name & String B=F

BMEE: 1
BAEE: 255
R3S
7
=Pl
BIEERIPEINEEHIPXIRERNEIP “1.1.1.17 (IDFRRA
“0c613ff9-2b63-4aa2-9333-e03541fe0d9a” ) .
POST https://{endpoint}/v1/cnad/packages/{package_id}/protected-ips
{
"protected_ip_list" : [ {
"ip" : "1.1.1.1",
"id" : "0c613ff9-2b63-4aa2-9333-e03541fe0d9a",
"type" : "EIP"
11
}
M Rz~
.

RS
REB A
200 OK
401 Unauthorized
403 Forbidden
404 Not Found

e
BESIERB.
) —
5.2.4 B nI4ERIBGIFXIRTIZER
INEEN4A

ERASERIRIFIIRIE
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ERGE
52 WATEFAPI,
URI
GET /v1/cnad/packages/{package_id}/unbound-protected-ips
& 5-18 BIRBH
2% Rk SR fiEid
package_id 2 String FatFeid
BRAMKE: 32
BRAKE: 64
2 5-19 Query 2%
2% ERWiE SR fiEid
offset & Integer FaE AR wEE, FIAEO
/IME: 0
BA{E: 65535
limit S Integer BRETIREHE R
{8:2000
B®/ME: 1
& AX{E: 2000
ERSH
% 5-20 15Kk Header 2%
2% =AUk SR ik
X-Auth-Token | 2 String R Token, BEiTEARIAMBES
SKEVFE P Token$Z[5KEY ( MKz
JHESLEX-Subject-TokenfY
#)
BRAMKE: 32
BAKE: 2097152
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2% BRIk S faiR
Content-Type | = String Content-Type
th&{&: application/
json;charset=utf8
BMEE: 1
BRAKE: 255
Nn R SEL
KE\: 200
% 5-21 I Body 2%
28 SR R
total Integer 2%
=/ME: 0
EBX{E: 2147483647
ips Array of YatiallorZIES
ProtectedipR | xpicpr: 0 - 2147483647
esponse
objects

2 5-22 ProtectedlpResponse

2% SHE

i

id String

FARIPAYId
&AMRE: 32
RAKE: 64

ip String

Yatially
RIMKE: 7
BAKE: 128

type String

ZEH . VPN: VPN; NAT: NAT; VIP: VIP;
CCl: CCl; EIP: 384 MIP; ELB: s8{Efazkty
%7; REROUTING_IP: REROUTING_IP;
SubEni: SubEni; NetInterFace:
NetInterFace;

name String

72=F
=RIME: 1
BEAKE: 255
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SH

SHRE

g

status

Integer

IRE: 0- IEE,
B/ME: 0
RAE: 2

1-iB%HR, 2-EFH

status_detail

IpStatusDetai
L object

HIEER

policy_name

String

REESA
BIMEE: 1
RAKE: 255

region

String

Frj@region
BIME: 1
RAIKE: 255

package_id

String

BriFEid
RIMKE:
BRAKE:

32
64

package_nam
e

String

3k Rk e
BM<E: 0
RAKE: 255

tags

String

TMSFREE
BME: 1
RAKE: 255

tag

String

ARHPIRES
BIM<E: 0
RAKE: 255

is_resale

Boolean

ZliNfalse, BRERERERIP, FHFEERE
IRFIHRE

package_versi
on

String

package_version, cnad_pro: £HFERAR;
cnad_ip: #fERR; cnad_full_high: £1BFE%K
iR; cnad_v2: R&FGIF2.0

2k 5-23 IpStatusDetail

84 SHER R
block_time Long HERTE
=/ME: 0

B A{E: 9223372036854775807
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28 SR A
unblock_time | Long FREIRTIE

=/JME: 0
BRA{E: 9223372036854775807
=Rl
7
N Mz 73~ 51
RS 200
OK
{
"ips" i [ {
"id" : "2b93b3ed-7aed-4b73-be77-d04318cbdase",
"ip" : "100.85.112.111",
"is_resale" : false,
"tags" : "{}",
"type" - "EIP"
11
"total" : 1
}

REB
RSB ik
200 OK
401 Unauthorized
403 Forbidden
404 Not Found

e

52 LERB.

5.3 DDoS [REEHKHIP-RISEE
5.3.1 EERERSIZE

TORENA

ERIEIIE
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AR

i5Z AMEE AP,

URI
GET /v1/cnad/policies

2 5-24 Query 2%

1)

24 BRIk SR
Pz

offset S Integer

FaE BRI REE, BHAE:
=/JME: 0
= A{E: 65535

limit

i1y

Integer

BRETHFEHE A
{#:2000

=AME: 1
BA{E: 2000

iy

policy_name String

RIS
=RIMKE: 0
RKXKE: 50

IERSH

K 5-25 {53k Header 2%{

ik

X-Auth-Token | 2 String

FiFToken, Bi3iERIAMARSS
$XHYFEF TokeniZ[5KEX ( MERZ
jEEsLrhX-Subject-Tokenfd
B) .

=IMKE: 32

BAEE: 2097152

String

ali

Content-Type

Content-Type

th&{E: application/
json;charset=utf8

RIMKE: 1
BAKE: 255

Vet

REB: 200
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K 5-26 L7 Body 2%

P YR fitiR
total Integer B
B/JME: 0
B=A(E: 2147483647
items Array of SRERFIZR
PollcyRespon HAKE: 0-2147483647
se objects
% 5-27 PolicyResponse
P SHn fiti
id String id

RIMKE: 32
EAKE: 64
package_id String FatFeid

B&AMKE: 32
RAKE: 64

package_nam | String ot iay k=

€ BIM<E: 0
RAKE: 255

name String KEESA

&/MKE: 0
RAKE: 255
description String A
&/IMKE: 0
EAIKE: 255
region String FrfEregionAYid
RAMKE: 1
BAKE: 255

clean_thresho | Integer TERRE

d £/ME: 100
=A(E: 1000

num_protecte | Integer FHiRipEL

d_ip £/ME: 0

B A(E: 2147483647
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iBERTA

N Rz~
RE&ES: 200
OK
{

"items" : [ {
"clean_threshold" : 120,
"id" : "798d8975-f7cf-490f-b990-747ebaf41248",
"name" : "sadf",
"num_protected_ip" : 0,

"package_id" : "09b5ae8e-ae05-49ff-80fc-8bdf68c16499",

"package_name" : "JUI®",
"region" : "cn-north-4"

11
"total" : 1
}

W&

K& fR

200 OK

401 Unauthorized

403 Forbidden

404 Not Found
FHIREG

TS EIRB.

INRENA

ElfEE S
BB

B2 AEEABAPI,
URI

POST /v1/cnad/policies

N5k 08 (2024-11-13)
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DDosS iR AAD

APl &% 5 DDoS [FEFKFHIF API
IBRSH
% 5-28 153K Header 2%
2% =AW SR A
X-Auth-Token | 2 String R Token, BEiIEARIAMBES
SRENFE P TokendZ [$KEY ( Nfz
jE B sLrhX-Subject-Tokenfd
B).
BRAMKE: 32
BAKE: 2097152
Content-Type | = String Content-Type
th&{E: application/
json;charset=utf8
BRAVMKE: 1
BRAKE: 255
% 5-29 153K Body 2
2% Rk SR fiEid
name = String RIEE
BMEE: 1
BAXKE: 255
package_id = String [YatimkIAle
RAMKE: 32
BRAKE: 64
description B String A
BRAMKE: 0
BRAKE: 255
) E=S
KE&E: 200
#= 5-30 l[IL; Body £%{
2% SR fEiA
id String HRHEgid
RAMKE: 32
mAKE: 64
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DDosS iR AAD
APl &

5 DDoS [FESRBHF AP

SHRE

g

String

RE8Z
=BME: 0
BAKE: 255

package_id

String

Fh3PEsid
=RAMKE: 32
RAKE: 64

description

String

ik
BM<E: 0
BRAIKE: 255

clean_thresho
d

Integer

imisd{E
&/JME: 100
B A{E: 1000

iERpl

JidA “0c613ff9-2b63-4aa2-9333-e03541fe0d9a” BIFHIPELIE—NZFRA
“name” BIRHIPERES

POST https://{endpoint}/v1/cnad/policies

{

"name" : "name",

"package_id" : "0c613ff9-2b63-4aa2-9333-e03541fe0d9a",

"description" : ""

}

I 7~ A5
HREB/: 200
OK
{

"id" : "0c613ff9-2b63-4aa2-9333-e03541fe0d9a",

llnameu ll%?ll,

"package_id" : "0c613ff9-2b63-4aa2-9333-e03541fe0d9a",

"description" : "f#iR",

"clean_threshold" : 100

}
NG
K& fid
200 OK
401 Unauthorized
403 Forbidden

N5k 08 (2024-11-13)
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DDoS iR AAD

APl &% 5 DDoS [F4SZREAIR AP
RS iR
404 Not Found
ELE]
B2 EIED.
5.3.3 HiFRIEIFE
IheeNnA
RIS e
HARBE
152 ILAaAFAPI,
URI
GET /v1/cnad/policies/{policy_id}
% 5-31 IBE2¥
2% =AWk SR ik
policy_id = String FRBgid
RIMKE: 32
RAKE: 64
BRkSH
% 5-32 153k Header 2%
2% =% SRR R
X-Auth-Token | 2 String R Token, BEEiEBIAMIRSS
SREXEE A TokeniZFKEY (ML
JHESLEX-Subject-TokenfY
B).
RIMKE: 32
BXEKE: 2097152
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DDoS iR AAD

APl &% 5 DDoS [FEFKFHIF API
2% BEwiE S faiR
Content-Type | = String Content-Type

th&{&: application/
json;charset=utf8

BIEE: 1
BRAKE: 255

MR S &

WR&G: 200

2 5-33 UL Body 2%

2 SR A
id String HRHgid

BAMKE: 32
mAKE: 64
package_id String [YatimkIAsl
&/AMKE: 32
EAKE: 64
name String REEZ
=IMEE: 0
RAKE: 255

clean_thresho | Integer BTEEE
ld £/ME: 100

BAE: 1000

pop_policy PopPolicy SREREEIF B
object

2R 5-34 PopPolicy

2H SR iR
block_location | Array of NETIEEYE
strings EMEEE: 1

BAKE: 255
HAKE: 0- 255
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DDoS iR AAD
APl &

5 DDoS [BEERBHF AP

2% SR iR

block_protoco | Array of [UYESE=LTIES
BAEE: 255
BEBKE: 0- 255

bw_list Bw object EHZRFE

connection_pr | Boolean AT EIEEGF

otection

connection_pr | Array of ERZBRIRYIZR

otection_list strings 2/MEE: 1
RAKE: 255
HEKE: 0-255

fingerprint_co | Integer E=TATE

unt =/ME: 0
BAR{E: 255

port_block_co | Integer i MEDE=25

unt =/ME: 0
=RX{E: 255

watermark_co | Integer IKENEL

unt =/JME: 0
=RAX{E: 255

if_exist_traffic | Boolean EAFERE

pop String EE{EALL

2 5-35 Bw
8% SHEE it
black_ip_list | Array of EZB5ER
strings 2INKE: 7

RAKE: 128
HEKE: 0- 255

white_ip_list | Array of HEZ83I%E

strings BINKEE: 7

RAKE: 128
HUAKE: 0-255

N5k 08 (2024-11-13)
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DDosS iR AAD
APl &

5 DDoS [FESRBHF AP

iBERTA

I Sz 73~451)
KE&S: 200
OK

{
"clean_threshold" : 120,
"id" : "798d8975-f7cf-490f-b990-747ebaf41248",
"name" : "sadf",

"package_id" : "09b5ae8e-ae05-49ff-80fc-8bdf68c16499",

"pop_policy" : [{
"block_location"
"block_protocol"
"bw_list" : [ {

"black_ip_list" :

"white_ip_list" :
I P
"connection_protection" : false,
"connection_protection_list" : [ ],
"fingerprint_count" : 0,
"if_exist_traffic" : false,
"pop" : "ALL",
"port_block_count" : 0,
"watermark_count" : 0

L
[

—_—

1
1

]
}
R
RSB 0%
200 OK
401 Unauthorized
403 Forbidden
404 Not Found
==
B2 EIRE.
5.3.4 SEFhTREE
IHEENA
RS
BRABE

N

152 IAalEABAPI,

N5k 08 (2024-11-13)
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DDoS iR AAD

APl &% 5 DDoS [F4SREAIR AP
URI
PUT /v1/cnad/policies/{policy_id}
= 5-36 EE2H
84 =AWk SHERR R
policy_id 2 String HRHid
RIMKE: 32
BRAKE: 64
IBREH

K 5-37 153K Header 2%{

8% =% SRR 1k
X-Auth-Token | 2 String HPFPToken, @B AMIAMIRSS

SREXFE P TokeniZ 3KREY ( M@k
JEESLAX-Subject-Tokenfd
B) .

=BIMKE: 32
BAXKE: 2097152

Content-Type | =& String Content-Type
th&{&: application/
json;charset=utf8
BIVEE: 1
BRAIKE: 255

7 5-38 {53k Body 2

28 EEWIE ST fEiA

name & String RE&Z
BIEE: 1
RAKE: 255

threshold & Integer BEiSE
B/IM&E: 100
& AX{E: 1000

description e String A
BRAMKE: 0
BRAEKE: 255
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DDoS iR AAD

APl &% 5 DDoS B4 AR API
2% BBk SHEER ik
udp B String udptiMdEIZE, block: 2%,
unblock: FAFjzE

[ e
7
(=GRl
ISR SISO RIRESTY “name” , $TFFUDPHINEISTIAS, EHREREN
“100Mbps” .
PUT https://{endpoint}/v1/cnad/policies/{policy_id}
{
"name" : "name",
"udp" : "block",
"description" : "",
"threshold" : 100
}
i Rz 73~5
7
RE&G
R ik
200 OK
401 Unauthorized
403 Forbidden
404 Not Found
=0
B2 IEIRE .
5.3.5 HHIBRERHS
ThEEN4B
FRIBR SRS
ERGE

52 AEEFAPI,
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DDoS iR AAD

APl &% 5 DDoS [R4ESKIR API
URI
DELETE /v1/cnad/policies/{policy_id}
%+ 5-39 IRESH
2% BRI SR fEiA
policy_id = String FR&id
RIMKE: 32
BRAKE: 64
ERSHE
% 5-40 153K Header 2%
2% ra) 2y SR A
X-Auth-Token | 2 String R Token, BEIiEBIAMIRSS
SKEVFE P Token$Z[O5KEY ( MKz
jE B sLrhX-Subject-Tokenfd
#)
BRAMKE: 32
BAKE: 2097152
Content-Type | = String Content-Type
th&{&: application/
json;charset=utf8
BRAVMKE: 1
BRAKE: 255
N R E&E
7
(=R GN]
7
M) piz 73~ 451
7
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DDoS iR AAD

APl & 5 DDoS [RESRRHIF API
RS

RSB iR

200 OK

401 Unauthorized

403 Forbidden
EI=g

B2 EIRB.

REHINEARE

BREE
152 WAMTREBAPI,
URI
POST /v1/cnad/policies/{policy_id}/ip-list/add
= 5-41 BBESHY
2% BE W% SR fHR
policy_id 2 String REgid
=IMKE: 32
RAKE: 64
IBREH
2 5-42 53k Header 2#{
2% =AWk SHERR faR
X-Auth-Token | 2 String R Token, BEiTEARIAMBESS
SREVA P TokeniZ O5KEY ( M@K
JHESLEX-Subject-TokenfY
B) .
=IMKE: 32
BRAEKE: 2097152
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DDoS iR AAD

APl &% 5 DDoS [FESRBHIF API
2 BRI SR i)
Content-Type | = String Content-Type
th&{&: application/
json;charset=utf8
=RIMSE: 1
BRAKE: 255
7= 5-43 153K Body &%
2% =Rk SR A
type 2 String A white: B8, black:
ERe
ip_list = Array of ipFlZ&
strings 2R 7
BRAKE: 128
HUBIKE: 0 - 2147483647
R S &
7
=Rl
$BIP “1.1.1.17 0 “2.2.2.27 INIAZRESEMIPRIEIIAEZE
POST https://{endpoint}/v1/cnad/policies/{policy_id}/ip-list/add
{
"type" : "white",
"ip_list" : [ "1.1.1.1", "2.2.2.2" ]
}
N Mz 73~
y
REB
RSB 05
200 OK
401 Unauthorized
403 Forbidden
404 Not Found
X HhRAS 08 (2024-11-13) IRIERE © L ATITERAGIRAT 111




DDoS iR AAD

APl % 5 DDoS [R4EBZKEHIF API
e
ES ISR
5.3.7 REEMIIREEZ R
Thee4
REEMIREEZE
BREE
ESAMEERAPI,
URI
POST /v1/cnad/policies/{policy_id}/ip-list/delete
& 5-44 IERBH
2% BEWI% ST (i35
policy_id 2 String HEid
BMKE: 32
RAKE: 64
IBRESH
K 5-45 {53k Header 2%
B8H = WI% SR R
X-Auth-Token | 2 String P Token, @iTiERBIAMRS
SREYFE P TokeniZ[O5KEY ( MKz
iHEsLrhX-Subject-Tokenfd
H) .
RIMKE: 32
BRAKE: 2097152
Content-Type | 2 String Content-Type
th&{E: application/
json;charset=utf8
BMEE: 1
BRAKE: 255
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DDoS iR AAD

APl &% 5 DDoS [FERKFEIF API
7 5-46 {53k Body 2%
28 EEWE SRR R
type g2 String 2B, white: H&8, black:
EEH
ip_list =2 Array of ipFlZ&
strings EINEE: 7
ERAKE: 128
HARKE: 0-2147483647
N Bz 228
¥
BRI
BIP “1.1.1.17 70 “2.2.2.27 MEEBIPRIERIRZ 2P HIER
POST https://{endpoint}/v1/cnad/policies/{policy_id}/ip-list/delete
{
"type" : "white",
}"ip_list" (["M.1.00, 722227
Rz~
7
RE&G
K& R
200 OK
401 Unauthorized
403 Forbidden
404 Not Found
IR
iESEIRB .

5.3.8 SRESHBREFLIFXIR

REESPERIIFXIR

N5k 08 (2024-11-13)
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DDoS iR AAD

AP| & 5 DDoS R4S RFHIF API
BRBE
152 WATREBAPI,
URI
POST /v1/cnad/policies/{policy_id}/bind
* 5-47 B1ZBH
2 BARWI%E SR i)
policy_id 2 String REgid
=IMKE: 32
RAKE: 64
IBRESH

2K 5-48 {53k Header &%

e BRI SR iR
X-Auth-Token | 2 String P Token, @iTiEREIAMIRS

SXEYFEF TokeniZ[5KEX ( NERL
iHEsLrhX-Subject-Tokenfd
B) .

=IMKE: 32

BAKE: 2097152

Content-Type | 2 String Content-Type
th&{E: application/
json;charset=utf8
BRAVMKE: 1
BAKE: 255

& 5-49 i53K Body 28

¥ BRIk ST iR

package_id 2 String FhtFeid

B&AMRE: 32
BRAKE: 64
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DDoS iR AAD

APl &% 5 DDoS [RESRRHIF API
2 BRI SR i)
id_list 2 Array of FpiRipaYidyIZE
strings BINMNEEE: 7
BAEE: 128
HBKE: 0-2147483647
Nl iz 221
"
=Rl
F1DF9634f346e-a291-4124-a6be-ac57e615246389F5F 6 TS ERH P =R 4B RGP
ID5 “634f346e-a291-4124-a6be-ac57e6152464” HYIP,
POST https://{endpoint}/v1/cnad/policies/{policy_id}/bind
{
"package_id" : "634f346e-a291-4124-a6be-ac57e6152463",
"id_Llist" : [ "634f346e-a291-4124-a6be-ac57e6152464" ]
}
N Rz 73~
7
RSB
RSB 0%
200 OK
401 Unauthorized
403 Forbidden
404 Not Found
iR
B2 EIRB.

5.3.9 SRESHIBHIF R ERFIR

RESFNFGIP 4P ERGIFXIR

N5k 08 (2024-11-13)
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DDoS iR AAD

AP| & 5 DDoS R4S RFHIF API
BRBE
152 WATEBAPI,
URI
POST /v3/cnad/policies/{policy_id}/bind
% 5-50 IRRSH
S BRI SHEER i)
policy_id = String HRA&id
=IMKE: 32
BRAKE: 64
IBRESH

2 5-51 53K Header £%f

2% BEWI% SRR ik
X-Auth-Token | 2 String R Token, BEIiEABIAMIRSS

$RENFB P Token$Z[3KEX ( MR
jE B sLrhX-Subject-TokenfY
E) .

RIMKE: 32

BAKE: 2097152

String Content-Type

th&{&: application/
json;charset=utf8

BRIMKE: 1
BAKE: 255

i

Content-Type

% 5-52 i53k Body £

S8 BRI SRR ik
ip_list = Array of Yatiall s dES
strings 2INEE: 7

BAKE: 128
H¥AKE: 0 - 2147483647
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DDosS iR AAD

APl % 5 DDoS [R4ESKIF API
e
7
15K~
¥1PJ “1.1.1.17 BIIPNIEEBRIPRIEPEEE, BERTEISIIA RIS RAIBEIFE A,
POST https://{endpoint}/v3/cnad/policies/{policy_id}/bind
{
"ip_list" : [ "1.1.1.1" ]
}
N Rz7~ 51
7
N
L iR
200 OK
401 Unauthorized
403 Forbidden
404 Not Found
HHiI=
B2 EIRE .
5.3.10 ZRESHRGBRHIFPXISR
IheeN A
RERERYBEHIPTR
BB
IESAMEEARAPI,
URI

POST /v1/cnad/policies/{policy_id}/unbind

SASRRZS 08 (2024-11-13) WRIERE © LEARITERARERAF
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DDoS iR AAD
APl &

5 DDoS [FESRBHF AP

IERSH

RS &

% 5-53 BRSH

2% REwik

SHER

1%

policy_id 2

String

ZRE&id
=IME: 32
RAKE: 64

X 5-54 &K Header &8

2H ERUWIE

SHERE

5

X-Auth-Token | 2

String

R Token, EIEAAIAMAIES
SREXFE P TokenZ M3REY ( M@k

JEESLAX-Subject-Tokenfd
B) .

BRAMKE: 32

BRAKE: 2097152

ali

Content-Type

String

Content-Type

th&{E: application/
json;charset=utf8

=RIMKE: 1
RAKE: 255

% 5-55 {53k Body 2%

2% ERWIE

SHER

5

=

package_id =

String

FriPEid
w=AMKE: 32
BRAKE: 64

id_list

ali

Array of
strings

FatRipRYidFlzE

=RIMKE: 7

RAKE: 128

HEAKE: 0- 2147483647

N5k 08 (2024-11-13)
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DDoS iR AAD

APl & 5 DDoS B4 SEEIR AP
=
¥5IDF “634f346e-a291-4124-a6be-ac57e6152463” HIRHFE TS ERHIP SIS 4D
EMIDS “634f346e-a291-4124-a6be-ac57e6152464” HIRGHPIPRRIRURE o
POST https://{endpoint}/v1/cnad/policies/{policy_id}/unbind
{
"package_id" : "634f346e-a291-4124-a6be-ac57e6152463",
}"id_list" : [ "634f346e-a291-4124-a6be-ac57e6152464" ]
I 7~ A5
7
RS
R R
200 OK
401 Unauthorized
403 Forbidden
404 Not Found
TES
BESIEIRE.

5.3.11 SRESFORHIF RSB IF IR

ThREN A

SREEFORGIF B REHRIHIFYIR

ARSI

52 WAelEAFAPI,

URI

POST /v3/cnad/policies/{policy_id}/unbind

% 5-56 I812SH

2%

SHERE

%

policy_id

String

ZRHgid
BAMRE: 32
EBAKE: 64

N5k 08 (2024-11-13)
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DDoS iR AAD

AP| &% 5 DDoS [RESRRHIF API
RS
2 5-57 153K Header &4
S BRI SHER i)
X-Auth-Token | 2 String BRToken, B@iZiERBIAMIRSS
$RENF P Token3Z I¥KEX ( MRz
BB sLrhX-Subject-Tokenfd
BH).
=RIMKE: 32
BAKE: 2097152
Content-Type | = String Content-Type
th&E: application/
json;charset=utf8
=RIMKE: 1
BRAKE: 255
% 5-58 153K Body &%
S BRI SHEER )
ip_list = Array of FEiRipFIZR
strings 2INEE: 7
BAKE: 128
HUBIKE: 0 - 2147483647
IR S %
"
Bl
BIPA “1.1.1.17 BIIPMISERFIFREERREIREIE, BTSN REEXS MAIRHIPE AT
FRo
POST https://{endpoint}/v3/cnad/policies/{policy_id}/unbind
{
"ip_list" : [ "1.1.1.1" ]
}
N Mz 73~

p

MAHRARAS 08 (2024-11-13)

IRIERE © L ATITERAGIRAT 120



DDoS iR AAD

APl & 5 DDoS [RESRRHIF API
RS

RSB b5

200 OK

401 Unauthorized

403 Forbidden

404 Not Found
BI=g

B2 EIRE .

5.4 DDoS [RESRFGIP-FHIPETRETRE

5.4.1 EEPHIFRIRIIZE

TIRENR

BRIPRISEIR
ERE

ESATARAP
URI

GET /v1/cnad/protected-ips

2 5-59 Query 2%

2H AU

SHERE

%S

=
=
offset 5

Integer

FiaEamEE, 20AMEO
=/JME: 0
BX{E: 65535

iy

limit

Integer

BRETNEZEHE A
{&:2000

&IME: 1
B A{E: 2000

iy

package_id

String

PR Eid
RIMKE: 32
RAKE: 64

N5k 08 (2024-11-13)
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DDosS iR AAD

AP| &% 5 DDoS B4 AR API
2% BBk SHEER ik
policy_id e String REgid

RIMKE: 32
RAKE: 64

ip & String YaE7alls
=BIEE: 7
BRAKE: 128
tag B String AHRES

BRIKE: 1
RKXIKE: 255

IBRESH

K 5-60 {53k Header 2%{
2% BBk SR ik

X-Auth-Token | 2 String R Token, BEIEARIAMBES
SREYFE A TokeniZ[FKEN ( MR
&2 sLAX-Subject-Tokenfd
B) .

RIMKE: 32

BAKEE: 2097152

String Content-Type

th&{&: application/
json;charset=utf8

=RIMSE: 1
BAKKE: 255

i

Content-Type

RS &

RSE5: 200

2 5-61 L7 Body 2%

2% SR R
total Integer St
B/IME: 0
BAX(E: 2147483647
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DDosS iR AAD
APl &

5 DDoS [FESRBHF AP

2% SRR fik

ips Array of FiRipFIZE
ProtectedIpR | wpicpr: 0 - 2147483647
esponse
objects

£k 5-62 ProtectedlpResponse

2%

SHE

g

id

String

[yag7=ll==0]ls!
R/AMKE: 32
RAKE: 64

String

Yagiall
RIME: 7
BAKE: 128

type

String

2R VPN: VPN; NAT: NAT; VIP: VIP;
CCl: CCl; EIP: 34 MIP; ELB: s8{Efazkty
#%5; REROUTING_IP: REROUTING_IP;
SubEni: SubEni; NetInterFace:
NetInterFace;

name

String

BF
BME: 1
RAKE: 255

status

Integer

RE: 0-IEE,
/ME: 0
B=AE: 2

1-iE%H, 2-E@FH

status_detail

IpStatusDetai
L object

HIEER

policy_name

String

REEZ
BME: 1
RAKE: 255

region

String

Frj@region
=BME: 1
BAKE: 255

package_id

String

YatiaSAle!
RAMKE: 32
RAKE: 64

N5k 08 (2024-11-13)
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DDosS iR AAD
APl &

5 DDoS [FESRBHF AP

SH

SHRE

g

package_nam
e

String

[ag /RN k=
=BME: 0
BAEE: 255

tags

String

TMSHREE
BIM<E: 1
BAKE: 255

tag

String

ARHBFRES
BM<E: 0
RAKE: 255

is_resale

Boolean

Bikfalse, RTREAEHERNIP, FHEERTR
BRFNIRR

package_versi
on

String

package_version, cnad_pro: £HFHEAAR;
cnad_ip: tREERR; cnad_full_high: £1BFE%
kR; cnad v2: BR&EFHIF2.0

£ 5-63 IpStatusDetail

24

SHA

R

block_time

Long

HERYE)
&=/ME: 0
EBRA{E: 9223372036854775807

unblock_time

Long

D[R]
=/IME: 0
BX{E: 9223372036854775807

i5RHl

N w7~ A5
RSB 200
OK
{

"items" : [ {

"id" : "7f0e3af2-455a-4a47-b95c-49137794f0c5",
"ip" : "100.85.222.60",

"is_resale" : false,

"package_id" : "17f8f630-0714-4b3a-aedf-3983d7b98124",
"package_name" : "kxnkxn99",
"package_version" : "cnad_ip",

N5k 08 (2024-11-13)
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DDoS iR AAD

APl &% 5 DDoS [F4SZREAIR AP
"policy_name" : "tesy",
"region" : "cn-north-7",
"status" : 0,
"type" : "EIP"
11
"total" : 1
}
RS
RS R
200 OK
401 Unauthorized
403 Forbidden
404 Not Found
xS
ESIEIRB.

5.4.2 PHIPXIRISEIFE

ab
ThEEN 4B

PP IRIREIRE

AR

152 AalEABAPI,

URI

PUT /v1/cnad/protected-ips/tags

IERSH

2 5-64 153K Header 2%{

e EE W% SR R
X-Auth-Token | £ String R Token, BEEiEBIAMIRSS

SREYFEF TokendZ [FKEY ( Mk
jEBEsLrhX-Subject-Tokenfd
B).

=IMKE: 32

BAEE: 2097152
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2 BRI SR i)

Content-Type | = String Content-Type
th&{&: application/
json;charset=utf8
BIEE: 1
BRAKE: 255

% 5-65 153k Body £2#f

2% B SR T

id 2 String BARipAYid
=IMKE: 32
RAKE: 64

tag = String AHIRES
BIMSE: 0
BRAKE: 2147483647

)24
"
BTG

¥5IDJ “79189f77-bc57-46ff-a69d-17168d95c970” HIBAIFIPHIIRZISE

“ test ” R

PUT https://{endpoint}/v1/cnad/protected-ips/tags

{

"id" : "79189f77-bc57-46ff-a69d-17168d95¢970",

"tag" : "test"

}

N Mz 73~
7
RS

RSB R

200 OK

401 Unauthorized

403 Forbidden
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WA © EARITERAEGR

NS

126



DDoS iR AAD
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RS R
404 Not Found
L
52 ERB,

5.5 FEFHI-EHIETE
5.5.1 EEFHEGITEIE

e
INgEN4R

ARSI

URI

iBREH

EEEERITEUE

52 AeE FAPI,

GET /v1/unblockservice/{domain_id}/block-statistics

% 5-66 RS

2% EEWI% SR fHid
domain_id = String FHFid
=IMKE: 32
RAKE: 64
K 5-67 153K Header 2%
2% AUk SR R
X-Auth-Token | 2 String FHFPtoken

=BIMKE: 32
BAXEKE: 2097152

N5k 08 (2024-11-13)
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2% BRIk S faiR
Content-Type | = String application/json;charset=utf8

th&{&: application/
json;charset=utf8

BIEE: 1
BRAKE: 255

MR S4L
RSHG: 200

% 5-68 NI Body &%

S

S8 SR A
total_unblocki | Integer SREEIREL
ng_times =IME: 0
BA{E: 2097152
manual_unblo | Integer ANTRRENREL
cking_times 2/ME: 0
BA{E: 2097152
automatic_un | Integer BaiFEREL
blocking_time B/vE: 0
’ BA(E: 2097152
current_block | Integer LEIEEIpH
ed_ip_number 2/ME: 0

BAX{E: 2097152

iBERTA

N Rz
RBM: 200
OK
{

"total_unblocking_times" : 8,
"manual_unblocking_times" : 3,

"automatic_unblocking_times" : 5,

"current_blocked_ip_numbers" : 1

}

N5k 08 (2024-11-13)
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KD
REHE ik
200 OK
e
52 LEIRB.

INRENTA
ERHFIIEYIE
BRRE
152 AT EABAPI,
URI
GET /v1/unblockservice/{domain_id}/block-list
% 5-69 IRE2¥
2% =AWk SR ik
domain_id 2 String fHFid
RIMKE: 32
BRAKE: 64
IBRESH
2K 5-70 153k Header 2%f
2H BRWIE SR fHR
X-Auth-Token | 2 String FHPtoken
=IMKE: 32
BAEE: 2097152
Content-Type | & String application/json;charset=utf8
th&{E: application/
json;charset=utf8
BMEE: 1
BAEKE: 255
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EVEZS5Y
R&ES: 200
# 5-71 gL Body &#{
¥ SRR A
blocking_list | Array of FHEZ RN A
blocking_list A EE: 0 - 2000
objects
total Integer BE
=/IME: 0
BXE: 2000
Z 5-72 blocking_list
2% SHER T
ip String (o)iihil
BIME: 7
BAKE: 128
blocking_time | Long HERTE
=/IME: 0
BRA(E: 9223372036854775807
estimated_un | Long FRitHfEEIAYE)
blocking_time 2/ME: 0
BRAE: 9223372036854775807
status String X7 . unblocking: f&ffh; success: FXIN;
failed: kMg
=R N
7
M Rz~

REB: 200
OK
{

"total" : 1,
"blocking_list" : [ {

MAHRARAS 08 (2024-11-13)
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"ip" : "100.93.15.45"
"status" : "blocking"
"blocking_time" : 1672110604844,
"estimated_unblocking_time" : 1672114204823
1]
}
N
RSB ik
200 OK
=Sl
BESIEIRB.

5.5.3 FiRfHPEECHE

URI

EEHEPFEIICR

i5S AMaE AP,

GET /v1/unblockservice/{domain_id}/unblock-record

£ 5-73 RS

B8H =Rk SR faR

domain_id = String FEPFid
B/MEE: 32
BRAKE: 64

Z 5-74 Query 2%

2H BRIk SR ik

start_time 2 Long FrIGATIE]
=/IME: 0
BRAE:
9223372036854775807
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2% mEwI% SR fiEid
end_time 2 Long £ETRATIE]
=/IME: 0
RAE:
9223372036854775807
RS
% 5-75 153K Header 2%
2% Bk SR fEiA
X-Auth-Token | 2 String AP token
BRIMKE: 32
BRAKE: 2097152
Content-Type | 2 String application/json;charset=utf8
th&{E: application/
json;charset=utf8
BMEE: 1
BRAEKE: 255
VRS54
K&mB: 200
% 5-76 LI Body &%
e S¥En A
unblock_recor | Array of fRENCS
d unblqck_reco HAKE: 0 - 2000
rd objects
total Integer BRE
=B/ME: 1
&A{E: 2000
domain_id String FHFid
RAMKE: 32
RAKE: 64
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2 5-77 unblock_record

SH SHE

i

ip String

ipitdik
RIMSE: 7
BAKE: 128

executor String

iTE
=IM<E: 7
BAKE: 255

block_id Long

$iEid
=/IME: 0
B A{E: 9223372036854775807

blocking_time | Long

Hi&ATE]
=/IME: 0
BX{E: 9223372036854775807

unblocking_ti
me

Long

fREIRYE)
fR/IME: 0
ERA{E: 9223372036854775807

unblock_type | String

fREFZEAY ) manual: AT; automatic: Bzh

status String

IR, unblocking: #E3tH; success: AEIN;
failed: 2L

sort_time Long

A1)
2/ME: 0
B X{E: 9223372036854775807

i5RBl

N Sz 73~
RE/: 200
OK

{
"total" : 8,

"domain_id" : "02753903d8994d8ea664166ed6b9cc24",

"unblock_record" : [ {
"ip" : "100.93.15.45",
"executor" : "pianjiangtao",
"status" : "success",
"block_id" : 37090,

"blocking_time" : 1671069809245,
"unblocking_time" : 1671070811966,

N5k 08 (2024-11-13)

WRIERE © EARITERARERAF

133




DDoS iR AAD
APl &
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TN

URI

"unblock_type" : "manual”,
"sort_time" : 1671070811966

h o
"ip" : "100.93.3.136",
"executor" : "System",
"status" : "success",
"block_id" : 37089,
"blocking_time" : 1671006261093,
"unblocking_time" : 1671009811163,
"unblock_type" : "automatic",
"sort_time" : 167100981116

1]

RSB i

[

200 OK

fEEIP

-

i5S LAMEE AP,

POST /v1/unblockservice/{domain_id}/unblock

% 5-78 IR1ZSH

S8 BBk SRR ik
domain_id B String FHPid

RIMKE: 32
RAKE: 64
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BRSH

2 5-79 153K Header 2%f

28 ERWIE ST iR
X-Auth-Token | 2 String FAFtoken

RAMKE: 32

BAKE: 2097152
Content-Type | = String application/json;charset=utf8

th&{&: application/
json;charset=utf8

=RIMSE: 1
BAKKE: 255

3 5-80 153k Body £#§

2% EEWiI% SR 1k
ip = String o)iichils

RIMKE: 7
RAKE: 128

blocking_time | & Long BFEiaIPRIEIHERTIE]
=/IME: 0
BRAE:
9223372036854775807
V254

KEEE: 200

7 5-81 IR Body %4

2 SR R

error_code String A SFEEIRES

=RIMSE: 8
RAKE: 128
message String R EE
BRMSE: 1
BRAEKE: 1024
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=GNl
REEIRRIFIP 7
POST https://{endpoint}/v1/unblockservice/{domain_id}/unblock
{
1 A
"blocking_time" : 1688105685078
}
I 7~ A5
K& 200
OK
{
"error_code" : "200 OK",
"message" : "success"
}
RSB
RS ik
200 OK
LI
BESIEIRB.

ARETIP
ARG

BESIANTRFAPL
URI

POST /v2/unblockservice/{domain_id}/unblock

£ 5-82 IR1ZSH

2 =A% SR )

domain_id =2 String FBFid
BIMEE: 32
RAKE: 64

N5k 08 (2024-11-13)
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BRSH

% 5-83 153K Header 2%f

28 ERWIE ST iR
X-Auth-Token | 2 String FAFtoken

RAMKE: 32

BAKE: 2097152
Content-Type | = String application/json;charset=utf8

th&{&: application/
json;charset=utf8

=RIMSE: 1
BAKKE: 255

% 5-84 153k Body 2#f

2% EEWiI% SR 1k
ip = String o)iichils

RIMKE: 7
RAKE: 128

blocking_time | & Long BFEiaIPRIEIHERTIE]
=/IME: 0
BRAE:
9223372036854775807
V254

KEEE: 200

Z 5-85 WA Body 2%

2 SR R

error_code String A SFEEIRES

=RIMSE: 8
RAKE: 128
message String R EE
BRMSE: 1
BRAEKE: 1024
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=GNl
REEIRRIFIP 7
POST https://{endpoint}/v2/unblockservice/{domain_id}/unblock
{
1 A
"blocking_time" : 1688105685078
}
) aa ]
RZAMG: 200
OK
{
"error_code" : "200 OK",
"message" : "success"
}
RSB
RS ik
200 OK
LI
BESIEIRB.
> =+
5.5.6 EifJfFIIECER
IheeENnA
EGETIACAT
VEIZZp N
152 WATEBAPI,
URI

GET /v1/unblockservice/{domain_id}/unblock-quota-statistics

% 5-86 RS

2H Rk SRR iR
domain_id = String =)=l
RIMKE: 32
BAKE: 64
SRR 08 (2024-11-13) WIS © AR BRABRAT 138
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APl &% 5 DDoS [FEFKFHIF API
IBRSH
K 5-87 153K Header 2]
e =A% ST iR
X-Auth-Token | 2 String HRFtoken
RAMKE: 32
BRAKE: 2097152
Content-Type | = String application/json;charset=utf8
th&{&: application/
json;charset=utf8
BIVEE: 1
BRAKE: 255
VRS54
KREME: 200
% 5-88 IR Body %
28 ST RR
type String P8 common_user ,
native_protection_user
total_unblocki | Integer RS UREDT
ng_quota 2/IME: 0
mAfE: 2097152
remaining_un | Integer Fl REREIECEN
blocking_quot 2/VE: 0
2 SAfE: 2097152
unblocking_q | Integer A=) =R [T
uota_today 2/VE: 0
B AfE: 2097152
remaining_un | Integer S BEIFEEIECER
blocking_quot 2/Ma: 0
tod
oot BAfE: 2097152
(=R %N
7
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N Rz
RBM: 200
OK
{

"type" : "self_unblocking_user",
"total_unblocking_quota" : 103,
"remaining_unblocking_quota" : 100,
"unblocking_quota_today" : 4,
"remaining_unblocking_quota_today" : 4

)
T NEX
WS iR
200 oK
IR
52 EIRE .
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DDoS Sfj5 API

6.1 EEMRER

6.1.1 HER=EIEE.

ThEEN A

AR

URI

A

élﬁ_lm = ${E\ I&Eﬁi‘l’é&

52 AalEABAPI,

GET /v1/aad/instances/{instance_id}/{ip}/ddos-statistics

*6-1 BE3H

2% EEUkE ST ik
instance_id = String 45Id
ip = String B IP
K 6-2 Query 2#{
2% =AWk SR ik
start_time i String Froahdia), ZEFaTEEL
end_time = String LERAYE), ZEFRPATIEEL

N5k 08 (2024-11-13)
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IBRSH
7 6-3 153K Header 2%f
2% BEWwI% SRR iR
X-Auth-Token | & String token
Content-Type | = String Content-Type
RS
R&E8: 200
# 6-4 IR Body 2%
2 S R
attack_kbps_p | Number Wlg(E
eak
in_kbps_peak | Number mElEE
ddos_count Number T IRE
timestamp Number WHIEEARERE R
vip String =haIP
=
7

i pz 7451
K& 200
WEREBIEE. WHIEERE. NREIEE. WEXE
{
"attack_kbps_peak" : 200000000,
"ddos_count" : 24691,
"in_kbps_peak" : 0,

"timestamp" : 1671415200000,
"vip" : "100.10.10.10"

SDK {CHB 7~
SDK{EE RN T -

Java

package com.huaweicloud.sdk.test;
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Python

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.GlobalCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v1.region.AadRegion;

import com.huaweicloud.sdk.aad.v1.*

import com.huaweicloud.sdk.aad.vl.model.*;

public class ListPeakSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new GlobalCredentials()
.withAk(ak)
withSk(sk);

AadClient client = AadClient.newBuilder()
.withCredential(auth)
.withRegion(AadRegion.valueOf("<YOUR REGION>"))
.build();

ListPeakRequest request = new ListPeakRequest();

request.withlnstanceld("{instance_id}");

request.withlp("{ip}");

try {

ListPeakResponse response = client.listPeak(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v1.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkaad.v1 import *

if _name__ =="_main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = GlobalCredentials(ak, sk)
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Go

22

client = AadClient.new_builder() \
.with_credentials(credentials) \
.with_region(AadRegion.value_of("<YOUR REGION>")) \
.build()

try:
request = ListPeakRequest()
request.instance_id = "{instance_id}"
request.ip = "{ip}"
response = client.list_peak(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := global.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := aad.NewAadClient(
aad.AadClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.ListPeakRequest{}
request.Instanceld = "{instance_id}"
request.lp = "{ip}"
response, err := client.ListPeak(request)
if err == nil {
fmt.Printf("%-+v\n", response)
} else {
fmt.Println(err)
}
}

B RIZESHISDKIBRAI, 5SS AP ExplorerfI{SIBRBIRRE, AIERBEEIXIN
AISDKLHS =B

SASRRAN 08 (2024-11-13) WA © EARUERABIRAE 144


https://console.huaweicloud.com/apiexplorer/#/openapi/AAD/sdk?api=ListPeak

DDoS iR AAD

APl &% 6 DDoS &5 API
K&
RS R
200 WHEREEE. WHIEERE. NREIEE. WEHXE
=
ESIEIRB.
6.1.2 HEE %
ThEeN 4B
T b R Zk
BRGE
155 IAaAAAPI,
URI
GET /v2/aad/domains/waf-info/flow/bandwidth
K 6-5 Query 2#{
2% =A%k SRR iR
domains = String AMERMLEREEMT 2
value_type 2 String EI9E mean. IE(E peak
start_time & String FHaRTE
end_time & String ZERAT(E]
recent B String K&EME:
yesterday,today,3days, 1week, 1
month SHYa4ERAYEARIAT
h=
overseas_type | & Integer LR, 0-KFE, 1-185h
iERSH
% 6-6 153K Header 2#
2% BEWI% SRR R
X-Auth-Token | 2 String token
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APl &% 6 DDoS S5 API
2% BRIk S fiEid
Content-Type | = String Content-Type
th&{&: application/
json;charset=utf8
NS
WREE: 200
Z 6-7 I Body 2%
2% SR fHiA
curve Array of %%
Curve objects
K 6-8 Curve
28 S RER
in Float AN
out Float B2
time Integer RIS
(=R GN]
7
i Rz 73~5
7
N
K& ik
200 OK
=
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6.1.3 &8 DDoS I f51F BPS/PPS 2

IngeN A
&i8DDoSKERBIFBPS/PPSE
ARBE
ESANEERAPI,
URI
GET /v2/aad/instances/{instance_id}/ddos-info/flow
% 6-9 IRESH
8% BEWi% SRR fER
instance_id =2 String SCEIID
2 6-10 Query 2
2% BEWYIE SR R
ip = String =h5IP
type 2 String iBERZEEY pps. bps
start_time =2 String FoaRTE]
end_time 2 String ZETRAT(E]
IBRSH
2 6-11 153K Header 2§
2% =% SR ik
X-Auth-Token | =2 String token
Content-Type | = String Content-Type
th&{E: application/
json;charset=utf8
R E&E

W&G: 200
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% 6-12 L7 Body 2%

el S¥RT iR

flow_bps Array of LiERtype=bpsitw4iR[E]
FlowBps
objects

flow_pps Array of LiERtype=ppsitwsiR[a]
FlowPps
objects

2 6-13 FlowBps

2 SR A
utime Integer HUREATE
attack_bps Integer WEHinE
normal_bps Integer EERE
€ 6-14 FlowPps
2 SRR iR
utime Integer HERTE)
attack_pps Integer WHEERE
normal_pps Integer [EEREE
KL 400
% 6-15 IR Body %4
¥ SR iR
error_code String =3

=ME: 8
RAKE: 36

error_descripti | String
on

AL STEEPU
BIME: 2
BRAKE: 512
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iERpI
x
N Rz 7<)
x
WKL
K& 1R
200 OK
400 Error response
HI=6
52 SR .
6.1.4 EEFHIIER
ThREN A
EEREFHIIR
BREE
52 WANETERAPI
URI

GET /v2/aad/domains/waf-info/attack/event

K 6-16 Query 2%

2¥ EEWI% S ik

domains & String AMEREREEMHZ

start_time B String FHRATE

end_time S String ZETRAYIA)

recent & String KEME:
yesterday,today,3days, 1week, 1
month SAY/E/&Zi%—

overseas_type | & Integer SCHIZERY, 0-KFE, 1-i85b

sip & String KEHIRIP

limit = Integer limit
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28 BEwiE SRR R
offset = Integer offset
iERSH
K 6-17 153Kk Header 2%
2H R SRR iR
X-Auth-Token | 2 String token
Content-Type | = String Content-Type
th&{&: application/
json;charset=utf8
i Rz S4L
R&MB: 200
% 6-18 L Body &%
28 SRR R
total Integer total
list Array of list
ListWafAttac
kEventlist
objects
2 6-19 ListWafAttackEventlist
28 SHE iR
id String id
domain String W Er%E
time Integer AT
sip String WEIRIP
action String Pt sh{E
url String Wkurl
type String KR
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2% SR fik
backend Backend =)=
object
£k 6-20 Backend
8% SR ik
protocol String HEIRIRIMY
port Integer = El =W
host String HFi/Fi% Host (&
=]

e Rz 73~5 )
REB: 200
OK

{
"list" : [ {
"action" : "block",
"backend" : {
"host" : "1.1.1.1",
"port" : 443,
"protocol" : "HTTPS"
%
"domain" : "www.yanggi-cc.com",
"id" : "20-4012b40c5dcd424c5488b53aa01ddfe1",
"sip" : "10.172.190.37",
"time" : 1726279906000,

"type" : "cc",
"url" : "/opt"
11
"total" : 1
}
R
RSB ik
200 OK
SELE]

52 EIRB .
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6.1.5 &1 DDoS KEHE{451%
IgEN4A
Ei5DDoSKHEE A5
BREE
152 AT EABAPI,
URI
POST /v2/aad/instances/{instance_id}/ddos-info/attack/events
*6-21 IZ122¥
2H BRWIE SR fHR
instance_id =2 String sc{glid
IBRESH

X 6-22 iFK Header &%
28 BEwik SR iR
X-Auth-Token

String token

FD | A

Content-Type String Content-Type

th&{&: application/
json;charset=utf8

% 6-23 153k Body 2#f

e ERWIE SR 12153
start_time 2 String FHaRTE
end_time 2 String ZERAYE
offset = Integer PRHEISEE
limit = Integer iy (=Y VA
ip = String ip
attack_types | 2 Array of BUvG TSt
strings
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2% BEwiE S faiR
attack_flow_|l | =2 String WHnax/IME
ow
attack_flow_u | 2 String WERERXE
p
attack_status | 2 String WEHIRE

| =25

RE&MB: 200
2 6-24 Wiy Body 2#
28 S iR
total Integer total
data Array of data
ListDDoSEve
ntData
objects
% 6-25 ListDDoSEventData
2 SHERE R
zone_ip String Watiallx
start_time String FroaRgE
end_time String £ESRATE
max_drop_kb | String WHERElEE, B “kbps”
ps
max_drop_pps | String WEHEREIEE, 27 “pps”
max_in_kbps | String ANREIEE, B “kbps”
max_in_pps | String NIRSEUEE, 27 “pps”
attack_types | String B4V it
attack_ips String EIRIP
attack_ips_des | String K E PR
c
attack_status | String WHEIRES
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R&6G: 400

% 6-26 I Body £2%f

S8 SR A
error_code String =g

BIVKE: 8
BRAKE: 36

error_descripti | String SRR
on BIMSE: 2

ERAKE: 512

BRI

il iz 73~ 451

REB/: 200

OK
{
"data" : [ {
"attacklps" : "",

"attacklpsDesc" : "",
"attackStatus" : "NORMAL",
"attackTypes" : "Location Attack",
"endTime" : "1719194207000",
"maxDropKbps" : "417",
"maxDropPps" : "594",
"maxInKbps" : "426",

"maxInPps" : "606",

"startTime" : "1719193603000",
"zonelP" : "10.10.10.10"

1
"total" : 1
}
TN
K& fik
200 OK
400 Error response
=0
B2 EIRG .
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6.1.6 EiFi5K QPS
ThEEN A
EIEEKQPS
BRI
152 ILA{alAFAPI,
URI
GET /v2/aad/domains/waf-info/flow/qps
2 6-27 Query 2
2% =EWI% SR fiEid
domains & String AMERREEENRZ
value_type = String FBF QPS. i Fi9E
mean. IE{E peak; BT ALK
S68: JRubIR[EME source « SBA
R[El{E proxy
start_time = String FFaRTE]
end_time S String ZETRAY(E)
recent B String KEME:
yesterday,today,3days Tweek, 1
month SRJ/E& " i1%—
overseas_type | & Integer SCHIZERY, 0-KFE, 1-84b
RS
K 6-28 153k Header 2%
2% BEWIE SR fHid
X-Auth-Token | 2 String token
Content-Type | = String Content-Type
th&{&: application/
json;charset=utf8
V254

REB: 200
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% 6-29 I Body £2#{
24 SHRE T
curve Array of Point | curve
objects
Z 6-30 Point
2% SHEE it
time Integer AdiE)Eg
total Integer BREE
attack Integer WkhEE
basic Integer webEREFHHP
cc Integer BRI
custom_custo | Integer VB R
m
=GNl
%
i Rz 7351
x
RS
RSB ik
200 OK
e
BESIEIRB.
6.1.7 &if) CC BiLRBIFER QPS
IhEeNa

EHCCEHHIFIERQPS
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ERGE
52 WATEFAPI,
URI
GET /v2/aad/domains/waf-info/flow/request/peak
£ 6-31 Query 2%
2% Rk S fiEid
recent = String BHiFEE
domains & String HiFgE
start_time & String FHRATE
end_time & String £ R E]
overseas_type | & Integer FrtPX1s, 0-KBf, 1-85h
RS
% 6-32 {53k Header 2%
2 EEWE ST fEiA
X-Auth-Token | 2 String token
Content-Type | = String Content-Type
th&{&: application/
json;charset=utf8
D)VES58
KREG: 200
2 6-33 I Body #
2¥ SR fiHiA
gaps Integer aps

RSES: 400
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# 6-34 IR Body 2%
2% ST RER
error_code String RS
=B/IM<E: 8
AKE: 36
error_descripti | String Ei=fEA
on BMSE: 2
BRAKE: 512
(=BGl
7
iz~
7
RE&G
RS ik
200 OK
400 Error response
L)
5= WEIRG .

6.1.8 EITHTEERBIIFH RIERE

IIRENM R

BRI AR R
ER7SE

B2 MAHTAERAPI
URI

GET /v2/aad/instances/{instance_id}/ddos-info/flow/connection-numbers
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% 6-35 IERE2H
B8H =AWk SR R
instance_id = String scalid
R 6-36 Query 2]
2% =R SHER fER
start_time 2 String FHaRTE
end_time 2 String ZERAT(E]
ip = String ip
IBRESH
K 6-37 153K Header 2§
2% =AWk SR faR
X-Auth-Token | 2 String token
Content-Type | =& String Content-Type
the{E: application/
json;charset=utf8
TR SEL
R 200
7 6-38 I Body 2
2% SR R
data Array of items
ListConnectio
nNumberDat
a objects

£ 6-39 ListConnectionNumberData

2% SR R
name String TEREEIBFR
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2 SRR iR
list Array of items
ListConnectio
nNumberDat
alList objects
28 6-40 ListConnectionNumberDatalList
8% SHER RR
time Integer EE=EME
value Integer R
KEB: 400
2 6-41 Wi Body #
¥ SRR iR
error_code String =3
=NME: 8
RAKE: 36
error_descripti | String TEPES DU
on BIM<E: 2
BEAKE: 512
=R
7
N w7~ A5
7
RSB
RSB ik
200 OK
400 Error response
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ZPS

6.2 SCHIETE
6.2.1 T SHsLHIFIZ

URI

iBREH

VRS54

EaEkhsEAIFIE

152 IWAMTERAPI,

GET /v1/aad/instances

2 6-42 53K Header &%

SH R SRR R
X-Auth-Token | 2 String token
Content-Type | = String Content-Type
K388 200
7= 6-43 WY Body &%
2H SHE )7
count Integer LS
items Array of SKY]
Instancelnfo
objects
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Z€ 6-44 Instancelnfo
2% ST iR
instance_id String SCIID
instance_nam | String SV}
e
ips Array of S|y
Instancelpinf
o objects
expire_time Long SC{5Ii HART ]
service_band | Integer WBHE
width
instance_statu | Integer SEEMATS
S
enterprise_pro | String AIRBID
ject_id
overseas_type | Integer SCHIREY, 0-KFE, 1-i84h
2 6-45 Instancelplnfo
B8H e el ik
ip_id String IPID
ip String IP
basic_bandwi | Integer RIS
dth
elastic_bandw | Integer ST
idth
ip_status Integer IPIRZ
=]
7
N 751
R 200
SN IIES
{
"count" : 2,
"items" : [ {
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"ips" : [ {
"ip" : "103.239.246.6",
"ip_id" 1 "4FTXXXX-XXXX-XXXX-XXXX-XXXXd4b1",
"basic_bandwidth" : 10,
"elastic_bandwidth" : 20,
"ip_status" : 0
11
"instance_id" : "74acXXXX-XXXX-XXXX-XXXX-XXXXd012",
"instance_name" : "example 1",
"expire_time" : 1675926787000,
"service_bandwidth" : 0O,
"instance_status" : 0,
"enterprise_project_id" : "0"
h o
"ips" : [ {
"ip" : "103.239.246.156",
"ip_id" : "dBFIOXXXX-XXXX-XXXX-XXXX-XXXXd4b1",
"basic_bandwidth" : 20,
"elastic_bandwidth" : 30,
"ip_status" : 0
11
"instance_id" : "6a7fXXXX-XXXX-XXXX-XXXX-XXXXd4a6",
"instance_name" : "example 2",
"expire_time" : 1674909266000,
"service_bandwidth" : 0O,
"instance_status" : 0,
"enterprise_project_id" : "0"
1]
}

SDKAEERBIENT

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.GlobalCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v1.region.AadRegion;

import com.huaweicloud.sdk.aad.v1.*

import com.huaweicloud.sdk.aad.vl.model.*;

public class ListInstanceSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new GlobalCredentials()
.withAk(ak)
.withSk(sk);

AadClient client = AadClient.newBuilder()
.withCredential(auth)
.withRegion(AadRegion.valueOf("<YOUR REGION>"))
.build();

ListinstanceRequest request = new ListInstanceRequest();
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try {

ListinstanceResponse response = client.listinstance(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v1.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkaad.v1 import *

if _name__=="__main_"

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = GlobalCredentials(ak, sk)

client = AadClient.new_builder() \
.with_credentials(credentials) \
.with_region(AadRegion.value_of("<YOUR REGION>")) \
.build()

try:
request = ListInstanceRequest()
response = client.list_instance(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.
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// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak := 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := global.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := aad.NewAadClient(
aad.AadClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.ListInstanceRequest{}
response, err := client.ListInstance(request)
if err == nil {
fmt.Printf("%+v\n", response)
}else {
fmt.Println(err)
}
}

22

BEZRIZIESHISDKILIERMI, 152 WAPI ExplorerfINEBRBITIES, ATERLBERIXTR

HISDKILHE~ A
RS
RSB R
200 =BhsLBIFIZE
400 Error
T
B2 WEIEB.
6.2.2 {ZoisepIRNE
INEEN4A
(& SLBIHAS

52 WAeEEFAPI,

URI

PUT /v2/aad/instance
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RS
% 6-46 15Kk Header 2%
2% mEWI% SR fiEid
X-Auth-Token | 2 String token
Content-Type | = String Content-Type
th&{&: application/
json;charset=utf8
2= 6-47 153k Body 2%
2% BEWI% SR fiEid
instance_id = String sc{glid
upgrade_data | 2 Upgradelnsta | FHREHRE
nceData
object
2 6-48 UpgradelnstanceData
2% BEWI% ST R
basic_bandwi | & String RIEES(G)
dth
elastic_bandw | & String MR (G)
idth
service_band | & Integer WEHE
width
port_num & Integer i MBS
bind_domain_ | & Integer 1250
num
VRS54
K&MB: 200
= 6-49 (IR Body 2%
2% e il ik
order_id String 1JEid
Xi5hRAS 08 (2024-11-13) IR © LARITBIRABREAT 166



DDoS iR AAD
APl &

6 DDoS SA API

BRI

e Rz 73~ 451

SDK X35 f1

Java

R&6G: 400

2 6-50 NI Body %5

B8H BHEE U
error_code String E)

B/M<E: 8
BRAKE: 36

error_descripti | String EiRHR
on =BNME: 2

BAKE: 512

7z

SDKARUABRAIENT

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.GlobalCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v2.region.AadRegion;

import com.huaweicloud.sdk.aad.v2.*;

import com.huaweicloud.sdk.aad.v2.model.*;

public class UpgradelnstanceSpecSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new GlobalCredentials()
.withAk(ak)
.withSk(sk);

AadClient client = AadClient.newBuilder()
.withCredential(auth)
.withRegion(AadRegion.valueOf("<YOUR REGION>"))
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.build();
UpgradelnstanceSpecRequest request = new UpgradelnstanceSpecRequest();
UpgradelnstanceSpecV2RequestBody body = new UpgradelnstanceSpecV2RequestBody();
request.withBody(body);
try {
UpgradelnstanceSpecResponse response = client.upgradelnstanceSpec(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v2.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkaad.v2 import *

if _name__ =="__main_"

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = GlobalCredentials(ak, sk)

client = AadClient.new_builder() \
.with_credentials(credentials) \
.with_region(AadRegion.value_of("<YOUR REGION>")) \
.build()

try:
request = UpgradelnstanceSpecRequest()
request.body = UpgradelnstanceSpecV2RequestBody(
)
response = client.upgrade_instance_spec(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v2"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v2/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v2/region"
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)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak := 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := global.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := aad.NewAadClient(
aad.AadClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.UpgradelnstanceSpecRequest{}
request.Body = &model.UpgradelnstanceSpecV2RequestBody{
}

response, err := client.UpgradelnstanceSpec(request)
if err == nil {

fmt.Printf("%+v\n", response)
}else {

fmt.Println(err)

}
}

EE

B2 RIEIESHISDKEERAI, 152 AP ExplorerfILiBRBIRES, AT4 BTN
AYSDKILRII

N

RSB fiR

200 OK
400 Error response
Hi=hg
B2 EIEE .
6.2.3 FifSLAIKEXIER(ER

ESLHIREXAIERER

152 WAITEFAPI
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URI

GET /v2/aad/instances/{instance_id}/domains

#* 6-51 {125

S8 =AW SR A
instance_id = String sCf5lid

IBREH
2 6-52 153Kk Header 2%
2% =AWk SR ik
X-Auth-Token | =2 String token
Content-Type | = String application/json;charset=utf8
V254
K&\ 200
# 6-53 l[IL; Body &%
2% SR iR
instance_id String scfgllid
instance_nam | String SLAIZFR
e
domains Array of HAEE
InstanceDom
ainltem
objects
2R 6-54 InstanceDomainltem
2% SHEE it
domain_id String 31D
domain_name | String 1543
chame String i &cname
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2% SR fEA
domain_statu | String 182 IKZ NORMAL ='0', FREEZE = '1"
s
cc_status Integer ccBBIPIRTS
https_cert_sta | Integer WEPIRES: 1---BLE1E 2---k &
tus
cert_name String UEBZFR
protocol_type | Array of EE=40I 0
strings
real_server_ty | Integer JRuLZEEY
pe
real_servers String JRuL
waf_status Integer waffFIPIRES

5K

%
N Rz~

o
SDK {7l

SDKAHIRAIAIT .

Java

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.GlobalCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v2.region.AadRegion;

import com.huaweicloud.sdk.aad.v2.*

import com.huaweicloud.sdk.aad.v2.model.*;

public class ListInstanceDomainsSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");
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ICredential auth = new GlobalCredentials()
.withAk(ak)
.withSk(sk);

AadClient client = AadClient.newBuilder()
.withCredential(auth)
.withRegion(AadRegion.valueOf("<YOUR REGION>"))
.build();
ListinstanceDomainsRequest request = new ListInstanceDomainsRequest();
try {
ListinstanceDomainsResponse response = client.listinstanceDomains(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v2.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkaad.v2 import *

if _name__=="__main_"

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = GlobalCredentials(ak, sk)

client = AadClient.new_builder() \
.with_credentials(credentials) \
.with_region(AadRegion.value_of("<YOUR REGION>")) \
.build()

try:
request = ListinstanceDomainsRequest ()
response = client.list_instance_domains(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (
l|fmt|l
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
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aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v2"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v2/model"

region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v2/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security

risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment

variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this

example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak := 0s.Getenv("CLOUD_SDK_AK")
sk := 0s.Getenv("CLOUD_SDK_SK")

auth := global.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := aad.NewAadClient(
aad.AadClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.ListinstanceDomainsRequest{}
response, err := client.ListinstanceDomains(request)

if err == nil {
fmt.Printf("%+v\n", response)
}else {

fmt.Println(err)
}
}

B

BZRIZESHISDKRIBRAI, 1ESIAPI ExplorerfI{SiBR~BIRE, AIERBEIXI

BISDKAAD A o

T

/N 1

[

200 OK

HIR0

B2 EIRIE .

6.3 FAMNIEE
6.3.1 EiAEEEHI IP RUEEAFINIFIZR

a6
ThEEN B

EIESFHEAIIPRIEE RN FIZR
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ARBE
B2 AR BAPI,
URI
GET /v1/aad/instances/{instance_id}/{ip}/rules
#+ 6-55 BIZBY
8% =AWk SRR faR
instance_id = String sCfElid
ip = String BANP
IBREH
2 6-56 153k Header 2%
B8H =Rk SR R
X-Auth-Token | 2 String token
Content-Type | =& String Content-Type
V254
RSB 200
% 6-57 IR Body 2%
84 e el RhR
total Integer HEMNZE
rules Array of BERMNGZE
TransferRulel
nfo objects
2k 6-58 TransferRulelnfo
2% SR iR
rule_id String HEANZID
forward_proto | String HRMMY, tcpakudp
col
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2% SRR fEA
forward_port | Integer ¥kinO
source_port Integer TRuhiR
lb_method String LVSEE &AM
source_ip String IRuLIP, Z2/NPRIESRFF, FRHI204MP
status Integer BEIRS 1 B, 2 5%
=GNl
7

i fz 751
WK&G: 200
= FHSLlIPAYEE ARG 2=

{
"total" : 2,
"rules" : [{

"rule_id" : "87c8XXXX-XXXX-XXXX-XXXX11c9",

"forward_protocol" : "tcp",
"forward_port" : 31,
"source_port" : 31,
"lb_method" : "rr",
"source_ip" : "4.0.1.1",
"status" : 1

3o

"rule_id" : "ea8B6XXXX-XXXX-XXXX-XXXXfa13",

"forward_protocol" : "tcp",
"forward_port" : 61,
"source_port" : 61,
"lb_method" : "rr",
"source_ip" : "6.0.1.1",

"status" : 1
1]
}
RS
RSB A
200 = RHSERIPRYGE A FINFZR
401 Unauthorized
T
BESIEIRB.
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6.3.2 (ZEBRSEHIEE & B B RIS IP

IhEEN 4R
(&S A & B ERTIRLAIP
BRAEE
152 ILAalAFEAPI,
URI
PUT /v1/aad/instances/{instance_id}/{ip}/rules/{rule_id}
7+ 6-59 IRZSH
2% BEWI%E SRR ik
instance_id =2 String scfgid
ip = String BN P
rule_id = String FID
IBRSH
7 6-60 {53k Header 2%
2% BE W% SRR ik
X-Auth-Token | 2 String token
Content-Type | = String Content-Type
% 6-61 i53k Body &%
8% BE W% SRR ik
forward_proto | 2 String BEAMNY, tcpEiudp
col
forward_port | 2 Integer kim0
source_port = Integer HERT e |
source_ip = String JBEuhIP, Z2NIPHIESRH, R
#J207NP
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MR SEL

BRI

i‘;’:?‘éz’ﬁ%ﬁﬁ?&{ﬁﬂlPE’JE’%EWJ%‘UI%ESI?%CP, HRIEOAMFGGRIREN3T, RIbIPIEX
/94.1.0.0,

PUT https://{endpoint}/v1/aad/instances/{instance_id}/{ip}/rules/{rule_id}

"forward_protocol" : "tcp",
"forward_port" : 31,
"source_port" : 31,
"source_ip" : "4.1.0.0"

}

N Mz 73~

SDK {57~
SDKICERRAIENT .

Java

ﬂj‘vj’ﬁ‘aﬁz"ﬁ%ﬁﬁi{ﬁﬂlPE’\JE’éETdJ‘iX{ﬂ%E&?ﬂth, HRIEAMFGRIREN3T, RIbIPIEX
/94.1.0.0,

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.GlobalCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v1.region.AadRegion;

import com.huaweicloud.sdk.aad.v1.*

import com.huaweicloud.sdk.aad.vl.model.*;

public class UpdatelnstancelpRuleSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new GlobalCredentials()
.withAk(ak)
.withSk(sk);

AadClient client = AadClient.newBuilder()

.withCredential(auth)

.withRegion(AadRegion.valueOf("<YOUR REGION>"))

.build();
UpdatelnstancelpRuleRequest request = new UpdatelnstancelpRuleRequest();
request.withlnstanceld("{instance_id}");
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request.withlp("{ip}");

request.withRuleld("{rule_id}");

TransferRuleBody body = new TransferRuleBody();

body.withSourcelp("4.1.0.0");

body.withSourcePort(31);
body.withForwardPort(31);
body.withForwardProtocol("tcp");
request.withBody(body);

try {

UpdatelnstancelpRuleResponse response = client.updatelnstancelpRule(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

i‘;’:?‘aﬁiﬁ%%g@{ﬁﬂlPE?JE%ETJ}DUI%EWMCD, e Rim ARG IREN3T, RuAIPIE
/94.1.0.0,

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v1.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkaad.v1 import *

if _name__ =="_main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = GlobalCredentials(ak, sk)

client = AadClient.new_builder() \
.with_credentials(credentials) \
.with_region(AadRegion.value_of("<YOUR REGION>")) \
.build()

try:
request = UpdatelnstancelpRuleRequest()
request.instance_id = "{instance_id}"
request.ip = "{ip}"
request.rule_id = "{rule_id}"
request.body = TransferRuleBody(
source_ip="4.1.0.0",
source_port=31,
forward_port=31,
forward_protocol="tcp"
)
response = client.update_instance_ip_rule(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
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print(e.request_id)
print(e.error_code)
print(e.error_msg)

Go

i’:?ﬁfﬁ%ﬁﬁ%@ﬁﬂlPE?JE?ETJ}D‘MI%E&?SKD, ¥ Rim ARG R IREN3T, RIAIPIE
/94.1.0.0,

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak := 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := global.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := aad.NewAadClient(
aad.AadClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.UpdatelnstancelpRuleRequest{}

request.Instanceld = "{instance_id}"

request.lp = "{ip}"

request.Ruleld = "{rule_id}"

sourcelpTransferRuleBody:= "4.1.0.0"

sourcePortTransferRuleBody:= int32(31)

forwardPortTransferRuleBody:= int32(31)

forwardProtocolTransferRuleBody:= "tcp"

request.Body = &model.TransferRuleBody{
Sourcelp: &sourcelpTransferRuleBody,
SourcePort: &sourcePortTransferRuleBody,
ForwardPort: &forwardPortTransferRuleBody,
ForwardProtocol: &forwardProtocolTransferRuleBody,

}
response, err := client.UpdatelnstancelpRule(request)
if err == nil {
fmt.Printf("%+v\n", response)
}else {
fmt.Println(err)
}

}

2

B RIZESHISDKRIBRAI, 1ESIAPI ExplorerfI{SIBR~BIRE, AIERBEIXIN
AISDKLHS =B
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APl &% 6 DDoS =5 API
RS
RS A
200 OK
400 Error
xS
BSIEIRB.
6.3.3 #Ht=CIESFHES IP B9 &N
INgeN A
HEE 6= BRI PRYZE & RN
BREE
B ANEERAPI,
URI
POST /v1/aad/instances/{instance_id}/{ip}/rules/batch-create
% 6-62 IRZ2H
8% =% SR R
instance_id =2 String scfgiid
ip = String B IP
RS

K 6-63 153K Header 2%{
S8 =A%k SRR R
X-Auth-Token

String token

ali

Content-Type | =& String Content-Type
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=351

5K

% 6-64 153k Body 2%

2% BEWYIE SRR R
rules S Array of #HEH LN
TransferRule
Body objects
£ 6-65 TransferRuleBody
2% BEWYI% SR R
forward_proto | = String HAMY, tcpsiudp
col
forward_port | @ Integer ¥AimO
source_port = Integer TR
source_ip b String RGP, ZNIPARESEH, IR
H207MP
KR&ME: 200
7= 6-66 [ Body &%
8% sxm |
success_num | Integer H=

FIEERBRSLA I PEIZR N TCPEAIMNY o

POST https://{endpoint}/v1/aad/instances/{instance_id}/{ip}/rules/batch-create

{

"rules" : [{

"forward_protocol" : "tcp",

"forward_port" : 66,
"source_port" : 66,

"source_ip" : "6.6.1.1"

I

"forward_protocol" : "tcp",

"forward_port" : 33,
"source_port" : 33,

"source_ip" : "3.3.1.1"

]
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N Rz 7~

SDK {Xt3f1

Java

RE/: 200
#HEE CUEREL A A 0 K

{

"success_num" : 1
}
SDKACHBRBIANT o

FIEES BB PRI AN TCPE A TNY .
package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.GlobalCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v1.region.AadRegion;

import com.huaweicloud.sdk.aad.v1.*

import com.huaweicloud.sdk.aad.vl.model.*;

import java.util.List;
import java.util.ArrayList;

public class BatchCreatelnstancelpRuleSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new GlobalCredentials()
.withAk(ak)
.withSk(sk);

AadClient client = AadClient.newBuilder()
.withCredential(auth)
.withRegion(AadRegion.valueOf("<YOUR REGION>"))
.build();

BatchCreatelnstancelpRuleRequest request = new BatchCreatelnstancelpRuleRequest();

request.withlnstanceld("{instance_id}");

request.withlp("{ip}");

BatchTransferRuleBody body = new BatchTransferRuleBody();

List<TransferRuleBody> listbodyRules = new ArrayList<>();

listbodyRules.add(

new TransferRuleBody()
.withForwardProtocol("tcp")
.withForwardPort(66)
.withSourcePort(66)
.withSourcelp("6.6.1.1")
)
listbodyRules.add(
new TransferRuleBody()
.withForwardProtocol("tcp")
.withForwardPort(33)
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.withSourcePort(33)
.withSourcelp("3.3.1.1")

)

body.withRules(listbodyRules);

request.withBody(body);

try {

BatchCreatelnstancelpRuleResponse response = client.batchCreatelnstancelpRule(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

HIEER AL PRI N TCPE A NN .
# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v1.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkaad.v1 import *

if _name__ =="_main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = GlobalCredentials(ak, sk)

client = AadClient.new_builder() \
.with_credentials(credentials) \
.with_region(AadRegion.value_of("<YOUR REGION>")) \
.build()

try:
request = BatchCreatelnstancelpRuleRequest()
request.instance_id = "{instance_id}"
request.ip = "{ip}"
listRulesbody = [

TransferRuleBody/(
forward_protocol="tcp",
forward_port=66,
source_port=66,
source_ip="6.6.1.1"

),

TransferRuleBody/(
forward_protocol="tcp",
forward_port=33,
source_port=33,
source_ip="3.3.1.1"

)

]
request.body = BatchTransferRuleBody(
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rules=listRulesbody
)
response = client.batch_create_instance_ip_rule(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

HNIEER AL PRI N TCPE A NN .
package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := global.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := aad.NewAadClient(
aad.AadClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.BatchCreatelnstancelpRuleRequest{}
request.Instanceld = "{instance_id}"
request.lp = "{ip}"
forwardProtocolRules:= "tcp"
forwardPortRules:= int32(66)
sourcePortRules:= int32(66)
sourcelpRules:= "6.6.1.1"
forwardProtocolRules1:= "tcp"
forwardPortRules1:= int32(33)
sourcePortRules1:= int32(33)
sourcelpRules1:="3.3.1.1"
var listRulesbody = [Jmodel.TransferRuleBody{
{
ForwardProtocol: &forwardProtocolRules,
ForwardPort: &forwardPortRules,
SourcePort: &sourcePortRules,
Sourcelp: &sourcelpRules,

ForwardProtocol: &forwardProtocolRules1,
ForwardPort: &forwardPortRules1,
SourcePort: &sourcePortRules1,

Sourcelp: &sourcelpRulesT,
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request.Body = &model.BatchTransferRuleBody{

Rules: &listRulesbody,

}

response, err := client.BatchCreatelnstancelpRule(request)

if err == nil {

fmt.Printf("%+v\n", response)

}else {

fmt.Println(err)

}
}

BE

BEZRIZIESHISDKIIERAI, 15

ZDIAPI ExplorerfI{CIBR BT, AI4ER BRI

HISDKAAS A o
RSB
REB A
200 = BRI AN NG Rz
400 Error
T

W

52 IEIRD

\

o

6.3.4 HLEMFRFBHZLH IP HYEE LT

SitE MRS BISEAIPAYE AN

52 AR AP

URI

POST /v1/aad/instances/{instance_id}/{ip}/rules/batch-delete

% 6-67 IR1ZSH

2 =A% SR U
instance_id =2 String scfgid
ip 2 String EANIP
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DDoS iR AAD

APl &% 6 DDoS =5 API
BREH
% 6-68 53K Header 2%f
2% =AWk SR ik
X-Auth-Token | =2 String token
Content-Type | = String Content-Type
% 6-69 53K Body 2
2% =AWk SR ik
ids = Array of #t=id
strings
RS %
KL 200
Z 6-70 luLii Body 2#
B2H SRR iR
success_num | Integer =
=P
MBS FEESRHSEFIIPT, IDA “eb6edab78-XXXX-XXXX-XXXX-a47db59553bf” AUEA
Ay
POST https://{endpoint}/v1/aad/instances/{instance_id}/{ip}/rules/batch-delete
{
"ids" : [ "e6e4ab78-XXXX-XXXX-XXXX-a47db59553bf" ]
}
I 7~ A5
RE&MG: 200
e EMIREE A RN Rz
{
"success_num" : 1
}
SDK X373~

SDKAABRAEIENT o
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Java

Python

IRRIEESIHSLAIPT, IDA “e6e4ab78-XXXX-XXXX-XXXX-a47db59553bf” HyitA
R

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.GlobalCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v1.region.AadRegion;

import com.huaweicloud.sdk.aad.v1.*

import com.huaweicloud.sdk.aad.vl.model.*;

import java.util.List;
import java.util.ArrayList;

public class BatchDeletelnstancelpRuleSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new GlobalCredentials()
.withAk(ak)
withSk(sk);

AadClient client = AadClient.newBuilder()
.withCredential(auth)
.withRegion(AadRegion.valueOf("<YOUR REGION>"))
.build();

BatchDeletelnstancelpRuleRequest request = new BatchDeletelnstancelpRuleRequest();

request.withlnstanceld("{instance_id}");

request.withlp("{ip}");

BatchldBody body = new BatchldBody();

List<String> listbodylds = new ArrayList<>();

listbodylds.add ("e6e4a678-XXXX-XXXX-XXXX-a47db59553bf");

body.withlds(listbodylds);

request.withBody(body);

try {

BatchDeletelnstancelpRuleResponse response = client.batchDeletelnstancelpRule(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

HIFRISESIHSLAIIPT, IDJI “ebedab78-XXXX-XXXX-XXXX-a47db59553bf” gY4E%
;o
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Go

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v1.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkaad.v1 import *

if _name__=="__main__":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = GlobalCredentials(ak, sk)

client = AadClient.new_builder() \
.with_credentials(credentials) \
.with_region(AadRegion.value_of("<YOUR REGION>")) \
.build()

try:
request = BatchDeletelnstancelpRuleRequest()
request.instance_id = "{instance_id}"
request.ip = "{ip}"
listldsbody = [
"e6e4a678-XXXX-XXXX-XXXX-a47db59553bf"
1
request.body = BatchldBody(
ids=listldsbody
)
response = client.batch_delete_instance_ip_rule(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

BIBRISESIHSLBIIPT, IDA “e6edab78-XXXX-XXXX-XXXX-a47db59553bf” fytt %
Ay,

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := global.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
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2

W&

Build()

client := aad.NewAadClient(
aad.AadClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.BatchDeletelnstancelpRuleRequest{}
request.Instanceld = "{instance_id}"
request.lp = "{ip}"
var listldsbody = []string{
"e6e4a678-XXXX-XXXX-XXXX-a47db59553bf",
}
request.Body = &model.BatchldBody{
Ids: &listldsbody,
}
response, err := client.BatchDeletelnstancelpRule(request)
if err == nil {
fmt.Printf("%+v\n", response)
}else {
fmt.Println(err)
}
}

B2 REESHISDKIEREI, ESIAPI ExplorerfIUASRBITIES, RI4RBRNXIRL

BISDKAAD A o

LA fik

200 HE S MFREE A AR 1 Kz

400 Error

52 ISR .

6.4 2 ETE
6.4.1 EifigR%IFE

ab
ThEEN 4B

ARZIE

EEERsIE

152 ANalEABAPI,
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URI

GET /v1/aad/protected-domains
IBRESH

K 6-71 153K Header 2%{

2H BRIk SHEE HEik

X-Auth-Token | =2 String token
Content-Type | = String Content-Type
i Rz S4L
RE&EB: 200
% 6-72 KL Body ¥
28 S R
count Integer EESE
items Array of =S
Domaininfo
objects
& 6-73 Domaininfo
¥ SR fHiA
domain_id String 1#:2I1D
domain_name | String 1843
chame String & cname
protocol Array of EEZA 1IN
strings
real_server_ty | Integer JRuLSERY
pe
real_servers String N
waf_status Integer waffFIPIRES
enterprise_pro | String IIRBEID
ject_id
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iBERTA

il Nz 73~ 51
R&G: 200
Domain Information

{

"count" : 2,

"items" : [ {
"cname" : "8bacXXXX73fd.huaweisafedns.cn",
"protocol" : [ "HTTP" ],
"domain_id" : "0d3eXXXX6c42",
"domain_name" : "www.test2.com",
"waf_status" : 1,
"real_server_type" : 1,
"real_servers" : "*.test2.com",
"enterprise_project_id" : "0"

Ao
"cname" : "1604XXXXc833.huaweisafedns.cn",
"protocol" : [ "HTTPS", "HTTP" ],
"domain_id" : "a115XXXXfafe",
"domain_name" : "test1.com",
"waf_status" : 1,
"real_server_type" : 1,
"real_servers" : "test1.com",
"enterprise_project_id" : "57bcXXXX-XXXX-XXXX-XXXX-XXXXa06b"

11

}

SDK {18754l
SDKIHBRBIENT

Java

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.GlobalCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v1.region.AadRegion;

import com.huaweicloud.sdk.aad.v1.*

import com.huaweicloud.sdk.aad.vl.model.*;

public class ListDomainSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new GlobalCredentials()
.withAk(ak)
.withSk(sk);
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Python

Go

AadClient client = AadClient.newBuilder()
.withCredential(auth)
.withRegion(AadRegion.valueOf("<YOUR REGION>"))
.build();

ListDomainRequest request = new ListDomainRequest();

try {

ListDomainResponse response = client.listDomain(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v1.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkaad.v1 import *

n n

if _name__=="__main_"

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = GlobalCredentials(ak, sk)

client = AadClient.new_builder() \
.with_credentials(credentials) \
.with_region(AadRegion.value_of("<YOUR REGION>")) \
.build()

try:
request = ListDomainRequest()
response = client.list_domain(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/region"
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func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak := 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := global.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := aad.NewAadClient(
aad.AadClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.ListDomainRequest{}
response, err := client.ListDomain(request)

if err == nil {
fmt.Printf("%+v\n", response)
}else {

fmt.Println(err)
}
}

22

BEZRIZBESHISDKILIERAI, 152 AP ExplorerfUXIBREITRE, aT4MEEIRTN
AOSDKAAD = o

N

RESES fiEik

200 Domain Information
T
1% / % ﬁg o
6.4.2 EFPGIFERER
INRENA
BEFfHIFIEAER

ERZIE
B2 LATEAAPI .

URI
GET /v1/aad/protected-domains/{domain_id}

SASRRAN 08 (2024-11-13) WA © EARUERABIRAE 193


https://console.huaweicloud.com/apiexplorer/#/openapi/AAD/sdk?api=ListDomain

DDoS iR AAD

AP| &% 6 DDoS S[A API
+6-74 IERBH
8% BE W% SRR ik
domain_id =2 String 1#431D
BRESH
% 6-75 153k Header 2%
B8H = Wi% SR ik
X-Auth-Token | 2 String token
Content-Type | = String Content-Type
e
R&E3: 200
% 6-76 N Body 24
8% e el ik
instance_ids | Array of Sy IES
strings
=GNl
7
N Rz 73~51
REM: 200
SCHIIDFIZR
{
"instance_ids" : [ "c81CXXXX-XXXX-XXXX-XXXX-XXXXb984" ]
}
RS
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200 SCHIIDFIZR
400 Error
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URI

IBREH

MR S4L

BTSRRI EEE

i5Z LAMEE AP,

PUT /v1/aad/protected-domains/{domain_id}

K 6-77 IR1RSH

2 R SRR ik
domain_id =2 String 1#431D
% 6-78 153K Header £%{
28 EEWE SR 1)
X-Auth-Token | 2 String token
Content-Type | = String Content-Type
% 6-79 153k Body %1
B8 EEWE SR fEiA
real_server_ty | & Integer TR SR
pe 0: JRUAIP
10 RuhiEE
real_servers B String JRuh
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iBERTA

g Rz7~51

SDK X341

Java

IBeGEEER I DRYRLASEELJ90-Ru5IP, RuG793.3.3.3,1.1.1.1

PUT https://{endpoint}/v1/aad/protected-domains/{domain_id}

{
"real_servers" : "3.3.3.3,1.1.1.1",
"real_server_type" : 0

}

SDKAURRRAIENT

(EIEEL%E I DRYIRIAZREY H0-RLAIP, JRiE/93.3.3.3,1.1.1.1
package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.GlobalCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v1.region.AadRegion;

import com.huaweicloud.sdk.aad.v1.*

import com.huaweicloud.sdk.aad.vl.model.*;

public class UpdateDomainSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new GlobalCredentials()
.withAk(ak)
.withSk(sk);

AadClient client = AadClient.newBuilder()
.withCredential(auth)
.withRegion(AadRegion.valueOf("<YOUR REGION>"))
.build();
UpdateDomainRequest request = new UpdateDomainRequest();
request.withDomainld("{domain_id}");
DomainRealServerinfo body = new DomainRealServerinfo();
body.withRealServers("3.3.3.3,1.1.1.1");
body.withRealServerType(0);
request.withBody(body);
try {
UpdateDomainResponse response = client.updateDomain(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
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e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

Python

BB EE I DAYRILZEE H0-RuLIP, JRu/93.3.3.3,1.1.1.1
# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v1.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkaad.v1 import *

if _name__ =="__main_"

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = GlobalCredentials(ak, sk)

client = AadClient.new_builder() \
.with_credentials(credentials) \
.with_region(AadRegion.value_of("<YOUR REGION>")) \
.build()

try:
request = UpdateDomainRequest()
request.domain_id = "{domain_id}"
request.body = DomainRealServerinfo(
real_servers="3.3.3.3,1.1.1.1",
real_server_type=0
)
response = client.update_domain(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

Go
(BXUEENZ I DAYRILSE R N0-TRULIP, JRuE/93.3.3.3,1.1.1.1

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/region"
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func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak := 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := global.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := aad.NewAadClient(
aad.AadClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.UpdateDomainRequest{}
request.Domainld = "{domain_id}"
realServersDomainRealServerinfo:= "3.3.3.3,1.1.1.1"
realServerTypeDomainRealServerinfo:= int32(0)
request.Body = &model.DomainRealServerinfo{
RealServers: &realServersDomainRealServerinfo,
RealServerType: &realServerTypeDomainRealServerinfo,

}
response, err := client.UpdateDomain(request)
if err == nil {
fmt.Printf("%+v\n", response)
}else {
fmt.Println(err)
}

}

BE

BEZHEESHISDKREE G, ESIAPI ExplorerfIfUABRBITIE, AI4RBENXIRL
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URI
POST /v1/{project_id}/aad/external/domains
7 6-80 IEZ2H
B8H BRWIE SHR fHR
project_id 2 String IRBID, MREA=EHERP
BA->EAEIE->IEY%E->IE
ID
BRESH
Z 6-81 153k Header 2%
B8H BRWIE SR fHR
X-Auth-Token | 2 String FBRFToken, BEEiEBIAMARSS
SREX A P Token$ZO3KREX ( gk
BB sLrhX-Subject-Tokenfd
B).
Content-Type | 2 String Content-Type
% 6-82 i53k Body £#{
2% 2RIk SR fER
domain_name | & String 155
enterprise_pro | 2 String EWIRBRid, SEARISEHEEA)
ject_id FrigEWIRB RiF—, njfete
HN=EPSIRSHERTEWIRE
id, defaultfMlIRBid/9"0",
vips & Array of =hhEflipflk. 21 =hEfl
strings ipRETFRE—EWIE .
real_server_ty | 2 Integer JRURSERY , 0 - JRubIP, 1-0R
pe uhigE .
port_http B Array of HTTPix[, Sport_httpsA<ge
integers BRTAZ, DDoSEMZIFRY
HTTPixO R EEHIEEE
port_https B Array of HTTPSiz, Sport_httpA<gE
integers BRTAZ, DDoSEMXIFRY
HTTPSImOBIEZHIEEE
real_server 2 String JRuhip/iRukig 2
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2% mEwI% SR fiEid
instance_ids & Array of sElid3IER (kfEm=, Fvips
strings NG hpss))
) EZS
REFB: 200
% 6-83 I Body %
2% ST RER
cname String SEIRAAYCNAMEBIE
domainld String 1EZid

i5RBl

Nl Mz 73~
REB/: 200

HostInfo

"domainld" : "871C8XXXXXXXXXXXXXXXX11c9",

"cname" : "29xxxxxxxxxxxx1e.huaweisafedns.cn"

}

SDK X35 f1

SDKARURBRAIENT

Java

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.GlobalCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v1.region.AadRegion;

import com.huaweicloud.sdk.aad.v1.*;
import com.huaweicloud.sdk.aad.vl.model.*;

public class CreateAadDomainSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.
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Python

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

String domainld = "";

ICredential auth = new GlobalCredentials()
.withDomainld(domainld)
.withAk(ak)

.withSk(sk);

AadClient client = AadClient.newBuilder()
.withCredential(auth)
.withRegion(AadRegion.valueOf("<YOUR REGION>"))
.build();
CreateAadDomainRequest request = new CreateAadDomainRequest();
HostBody body = new HostBody();
request.withBody(body);
try {
CreateAadDomainResponse response = client.createAadDomain(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v1.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkaad.v1 import *

if _name__ =="_main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

domainld = ""

credentials = GlobalCredentials(ak, sk, domainld)

client = AadClient.new_builder() \
.with_credentials(credentials) \
.with_region(AadRegion.value_of("<YOUR REGION>")) \
.build()

try:
request = CreateAadDomainRequest()
request.body = HostBody(

response = client.create_aad_domain(request)
print(response)
except exceptions.ClientRequestException as e:
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print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

domainld :=""

auth := global.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
WithDomainld(domainld).
Build()

client := aad.NewAadClient(
aad.AadClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.CreateAadDomainRequest{}
request.Body = &model.HostBody{

}
response, err := client.CreateAadDomain(request)
if err == nil {
fmt.Printf("%+v\n", response)
}else {
fmt.Println(err)
}

}

BEZRIZBESHISDKILIERAI, 152 APl ExplorerfXIBREITAZ, aT4EEITN
ROSDKAAD = -

RSB iR
200 HostInfo

400 Error
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package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;

import com.huaweicloud.sdk.core.auth.GlobalCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v1.region.AadRegion;

import com.huaweicloud.sdk.aad.v1.%;

import com.huaweicloud.sdk.aad.vl.model.*;

public class ModifyDomainWebSwitchSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

String domainld ="";

ICredential auth = new GlobalCredentials()
.withDomainld(domainld)
.withAk(ak)
withSk(sk);

AadClient client = AadClient.newBuilder()
.withCredential(auth)
.withRegion(AadRegion.valueOf("<YOUR REGION>"))
.build();
ModifyDomainWebSwitchRequest request = new ModifyDomainWebSwitchRequest();
CadDomainSwitchRequest body = new CadDomainSwitchRequest();
request.withBody(body);
try {
ModifyDomainWebSwitchResponse response = client.modifyDomainWebSwitch(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

Python

# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v1.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkaad.v1 import *
if _name__ =="_main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.
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# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

domainid =""

credentials = GlobalCredentials(ak, sk, domainld)

client = AadClient.new_builder() \
.with_credentials(credentials) \
.with_region(AadRegion.value_of("<YOUR REGION>")) \
.build()

try:
request = ModifyDomainWebSwitchRequest()
request.body = CadDomainSwitchRequest(
)
response = client.modify_domain_web_switch(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

domainld :=""

auth := global.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
WithDomainld(domainld).
Build()

client := aad.NewAadClient(
aad.AadClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.ModifyDomainWebSwitchRequest{}
request.Body = &model.CadDomainSwitchRequest{

}
response, err := client.ModifyDomainWebSwitch(request)
if err == nil {
fmt.Printf("%-+v\n", response)
}else {
fmt.Println(err)
}

}
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package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;

import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;

import com.huaweicloud.sdk.aad.v1.region.AadRegion;
import com.huaweicloud.sdk.aad.v1.*;
import com.huaweicloud.sdk.aad.vl.model.*;

public class ListSourcelpsSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

N5k 08 (2024-11-13)

WRIERE © EARITERARERAF

209



DDoS iR AAD
APl &

6 DDoS SA API

Python

if _name__ =="_main_":
# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.
# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
ak = os.environ["CLOUD_SDK_AK"]
sk = os.environ["CLOUD_SDK_SK"]
domainld =

String sk = System.getenv("CLOUD_SDK_SK");
String domainld = "";

ICredential auth = new GlobalCredentials()
.withDomainld(domainld)
.withAk(ak)

.withSk(sk);

AadClient client = AadClient.newBuilder()
.withCredential(auth)
.withRegion(AadRegion.valueOf("<YOUR REGION>"))
.build();

ListSourcelpsRequest request = new ListSourcelpsRequest();

try {

ListSourcelpsResponse response = client.listSourcelps(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v1.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkaad.v1 import *

n n

nn

credentials = GlobalCredentials(ak, sk, domainld)

client = AadClient.new_builder() \

.with_credentials(credentials) \
.with_region(AadRegion.value_of("<YOUR REGION>")) \
.build()

try:

request = ListSourcelpsRequest()
response = client.list_source_ips(request)
print(response)

except exceptions.ClientRequestException as e:

print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)
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package main
import (
"fmt"

"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"

aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")
sk := 0s.Getenv("CLOUD_SDK_SK")
domainld :=""

auth := global.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
WithDomainld(domainld).
Build()

client := aad.NewAadClient(
aad.AadClientBuilder().

WithRegion(region.ValueOf("<YOUR REGION>")).

WithCredential(auth).
Build())

request := &model.ListSourcelpsRequest{}
response, err := client.ListSourcelps(request)
if err == nil {
fmt.Printf("%+v\n", response)
} else {
fmt.Println(err)
}
}
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package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.GlobalCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v2.region.AadRegion;

import com.huaweicloud.sdk.aad.v2.*

import com.huaweicloud.sdk.aad.v2.model.*;

public class ShowDomainCertificateSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new GlobalCredentials()
.withAk(ak)
.withSk(sk);

AadClient client = AadClient.newBuilder()
.withCredential(auth)
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.withRegion(AadRegion.valueOf("<YOUR REGION>"))
.build();
ShowDomainCertificateRequest request = new ShowDomainCertificateRequest();
try {
ShowDomainCertificateResponse response = client.showDomainCertificate(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v2.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkaad.v2 import *

if _name__=="__main_"

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = GlobalCredentials(ak, sk)

client = AadClient.new_builder() \
.with_credentials(credentials) \
.with_region(AadRegion.value_of("<YOUR REGION>")) \
.build()

try:
request = ShowDomainCertificateRequest()
response = client.show_domain_certificate(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v2"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v2/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v2/region"

)

func main() {
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// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak := 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := global.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := aad.NewAadClient(
aad.AadClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.ShowDomainCertificateRequest{}
response, err := client.ShowDomainCertificate(request)

if err == nil {
fmt.Printf("%+v\n", response)
}else {

fmt.Println(err)
}
}

2

EEMHIFESAISDKIIERA, iEZWAPI ExplorerfIUHBRAITEE, AJERMBNITN
BYSDKAADABY o

N

I ik
200 OK

400 Error response

FRIR0S

5= EIRE .

6.5 BHIPSREY
6.5.1 SFELHIRINEHZE

IIRENME
B LAIRINE G S e
AR5
52 MATAERAPI .
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URI
POST /v1/{project_id}/aad/external/bwlist
#+ 6-101 IB28H
8% =W SRR ik
project_id = String IRBID, MREAH=EFHIERP
BA->HHEIE->IRB5ER->IB
ID
IBRESH
Z 6-102 153k Header 2%
B8H W% SR R
X-Auth-Token | 2 String P Token, @iTiERBIAMIRS
SREYFE P TokeniZ[O5XEY ( Nz
iHEsLrhX-Subject-Tokenfd
BH).
Content-Type | = String Content-Type
7 6-103 53k Body &%{
BH = Wi%E SR R
instance_id = String sCf5lid
type = String FIMJZERY , black - BZE,
white - HE&&
ips = Array of PIES
strings
N Rz &%
7
=]
7
N Rz~
7
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SDK {7~
SDK{EERBIENT .

Java

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.GlobalCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.aad.v1.region.AadRegion;

import com.huaweicloud.sdk.aad.v1.*

import com.huaweicloud.sdk.aad.vl.model.*;

public class AddBlackWhitelpListSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

String domainld = "";

ICredential auth = new GlobalCredentials()
.withDomainld(domainld)
.withAk(ak)

.withSk(sk);

AadClient client = AadClient.newBuilder()
.withCredential(auth)
.withRegion(AadRegion.valueOf("<YOUR REGION>"))
.build();
AddBlackWhitelpListRequest request = new AddBlackWhitelpListRequest();
BlackWhitelpListRequest body = new BlackWhitelpListRequest();
request.withBody(body);
try {
AddBlackWhitelpListResponse response = client.addBlackWhitelpList(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

Python

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkaad.v1.region.aad_region import AadRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkaad.v1 import *
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Go

n n

if _name__=="__main__":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

domainld = ""

credentials = GlobalCredentials(ak, sk, domainld)

client = AadClient.new_builder() \
.with_credentials(credentials) \
.with_region(AadRegion.value_of("<YOUR REGION>")) \
.build()

try:
request = AddBlackWhitelpListRequest()
request.body = BlackWhitelpListRequest(
)
response = client.add_black_white_ip_list(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/global"
aad "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/aad/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

domainld :=""

auth := global.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
WithDomainld(domainld).
Build()

client := aad.NewAadClient(
aad.AadClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model. AddBlackWhitelpListRequest{}
request.Body = &model.BlackWhitelpListRequest{

}
response, err := client.AddBlackWhitelpList(request)
if err == nil {
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fmt.Printf("%+v\n", response)
}else {
fmt.Println(err)
}
}
[-2E 2
BZRIEZESHISDKIBRAI, 15 IAPI Explorerf{SiBR~BIRE, AIERBEIXI
HISDKAAS A -
RS
RSB iR
200 ok
400 Error
ELE]
B2 EIED.

6.5.2 EFRsLHIMIFRERERE

SN =]

52 IWAMTERAPI

URI

DELETE /v1/{project_id}/aad/external/bwlist

* 6-104 IR123H
8% B W% SR ik
project_id = String IRBID, MREAH=EHIERP

B->HHFEIE->INEI&R->TE
ID
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IBRSH
Z 6-105 53K Header 2#
2 Bk SR fEiA
X-Auth-Token | 2 String HRFToken, @EiZiEARIAMIRSS
SKEX A P TokeniZOFKER ( Nk
&2 sLAX-Subject-Tokenfd
E) o
Content-Type | =& String Content-Type
7 6-106 153k Body S{
2¥ EEWI% SR fEid
instance_id = String sCf5lid
type = String MR . black - BZE,
white - B3
ips = Array of PIES
strings
) VE=S5't
7
(=Rl
7
iz 7~
7
K&
RSB ik
200 ok
400 Error
tHI=6
ESEIRE .
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6.5.3 251 WEB [HiP&EISEL S
IhgeN4a
EIGWEBBHIRRISECE
BREE
152 ILAeEAFAPL,
URI
GET /v2/aad/policies/waf
2 6-107 Query ¥
2% AUk S RER
domain_name | 2 String 1543
overseas_type | 2 Integer FotPXis, 0- K&, 1-i84h
IBRBH
2 6-108 153K Header 2%{
B2Y EEWI%E SR ik
X-Auth-Token | 2 String token
Content-Type | & String Content-Type
th&{E: application/
json;charset=utf8
N Rz SE

RSEE: 200

K 6-109 i Body 2%

8% SHEE ik
domain_name | String HE(\@&ixO)

overseas_type | Integer

0-FEXFE, 1-HEKXFEIH

options WafPolicyOp
tions object

PoiFiRE . RIEFREENNFR
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2H SRR iR
level Integer ERECCRAIPE S [0-B5fA1- IEE, 2- T=4&]
mode Integer ERECCHER: 0-FREE, 1-fhiP
Z 6-110 WafPolicyOptions
2% SRR iR
cc Boolean EEFRBRCC (SaZEREH )
custom Boolean AT EEEREEF
geoip Boolean AT A X
whiteblackip | Boolean ety == ==l
modulex_ena | Boolean A HRERECCHIP
bled
=Rl
%
) aa ]
%
RS
RSB iR
200 OK
IR
BSIEIRB.

EE XA

52 AalEABAPI,
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URI
GET /v2/aad/policies/waf/geoip-rule
2 6-111 Query 2
2 EEWIE SRR R
domain_name | 2 String 1533
overseas_type | 2 Integer Vatialbs s
RS
2 6-112 i53K Header 3
28 =Wk SRR A
X-Auth-Token | 2 String token
Content-Type | & String Content-Type
th&{E: application/
json;charset=utf8
[ e
REB: 200
7 6-113 iz Body S
28 SHERE R
total Integer total
items Array of items
WafGeolpRul
e objects
£ 6-114 WafGeolpRule
28 SHERE R
geoip String IR E
id String id
name String N ZFR
overseas_type | Integer FAtR X1,
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2H SRR iR
timestamp Integer NINAYTE)
white Integer FatR=ntE O-BEKR, 1-KYT, 2-{Nic=R
=P
%
i Rz 7351
x
RS
RS A
200 OK
e
B2 W=D,
6.5.5 EiFEERIFREN
IheeNna
B ERRIPRINY
ARGEE
155 ILAeEAFAPI,
URI

GET /v2/aad/policies/waf/custom-rule

2 6-115 Query 2H

2 =A% ST ik
domain_name | 2 String o4
overseas_type | 2 Integer FAtR X1
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BRSH
% 6-116 153K Header &
e BRI SR iR
X-Auth-Token | 2 String token
Content-Type | =& String Content-Type
th&{&: application/
json;charset=utf8
N Rz SE
K&MB: 200
& 6-117 Wi Body 2%
2% S 215
total Integer total
items Array of items
WafCustomR
ule objects
£ 6-118 WafCustomRule
2 SR iR
id String id
name String name
time Boolean FEERT PRI £ AT E] . true-BE X EXATE,
false-3ZBPAERN
start Long FEERBIPRLN AR RATEIEL (#)
terminal Long FEERRIPRIN 922 LERTIEIE (7))
priority Integer PATIZANBOESR, B, Hkkds. B
{&SEE: 0%1000,
conditions Array of condition
WafCustomC
ondition
objects
action WafCustomR | action
uleAction
object
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2H SR iR
domain_name | String &&=
overseas_type | Integer FHIPXiE, 0-KFk, 1-i@84h

£ 6-119 WafCustomCondition

24 SHE

R

category String

FERER EE: url: &R ip: IPv4 user-
agent: User Agent method: Method referer:
Referer params: Params cookie: Cookie
header: Header request_line: Request Line
request: Request

index String

FFE

o HFEGEAHurl, user-agent. refer,
request_line. method. requestly, F~EE
{Eindex2%{

o HFERSEAVNipakipvelT, index EB MR
LATME: client-ip: ZFiglIP x-forwarded-
for: X-Forwarded-For TCPi&E#EIP:
$remote_addr

o YTREGEA (category ) &R “params” .
“cookie” . “header” B, 1EHRIESCEIRER
ELEFFERAZSHWMIE,

o HILELZEEAInum_greater. num_less.
num_equal. num_not_equalft, FFE%MR
A=

o YUFPFERLASH, BAKERBEIT2048

“

logic_operatio
n

String

K5 RIVELZIE, WNRFEZE category2
url, user-agent@Zreferer, TELZIETILAN:
contain. not_contain. equal. not_equal.
prefix. not_prefix. suffix. not_suffix.
len_greater. len_less. len_equalzk®
len_not_equal 1R =FE&ZEAIcategory=2ip. ipv6
gymethod, PLECIZIERILAA: equal.
not_equal d1R=FE&ZEF category2request_line
& request, ILACIZEERILAJI: len_greater,
len_less. len_equalziZElen_not_equal INR=FEL
A categoryZparams. cookiedkZheader, [T
ELBEERILL9: contain. not_contain.

equal. not_equal. prefix. not_prefix.
suffix. not_suffix. len_greater. len_less.
len_equal. len_not_equal. num_greater.
num_less. num_equal. num_not_equal. exist

& not_exist
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2H SRR iR
contents Array of ZMHYFRSELENS.
strings o YITELEBIE Nexistanot_existhY, contentsd
MRz, HitbER FcontentstBEEKEARE
132048

o NHITELBIEE S "len"BY, contentstisiA
0~65535RY%E%];, HILEZEE S "num"HY,
contentsAZi90~51 29582

e YcategoryAmethodhd, contentsh 2 1-64

UAEFE
2 6-120 WafCustomRuleAction
8% e Bl ik
category String FBIFEHE. “block” : =&, “pass” : W
7. “log” : {XigR

5K pl

%
N Rz 7~

%
RS

RS\ |k

200 OK
HI=09

BE RS,
6.5.6 EIESREREHIMNIGIE
ThRE TR

i E e S
ARTIE

152 AalEABAPI,
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URI
GET /v2/aad/policies/waf/frequency-control-rule
2 6-121 Query 2#
2 ERWE ST iR
domain_name | 2 String 153
BRESH
% 6-122 j53K Header 2%
2 ERWE SRR iR
X-Auth-Token | 2 String token
Content-Type | 2 String Content-Type
th&{E: application/
json;charset=utf8
1|2
KEB: 200
% 6-123 Lz Body %
2 S fEiR
total Integer total
items Array of items
FrequencyCo
ntrolRule
objects
2k 6-124 FrequencyControlRule
28 SHERE i1
id String id
producer Integer Flr 2 S 2B e ccERRIRL
name String N ZFR
url String Rz AAurl
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SH

SHRE

o

5t

limit_num

String

PRIERSTER, AR, SBEIHN1~2147483647

limit_period

String

PREREHE, B A%, SBE1~3600

lock_time

String

FEERRTE), BAAF), SBEI90~65535

tag_type

String

PRiERMET: ip. cookie. header. other.

policy. domain. url, JEPRIE: ip: IPJREE, 1R
RBIPX 2B Webifa& . cookie: HFIRE,
R¥ECookieFE(EX 3B/ "\Webij[aJ& , header:
FBFIRIE, tBiEHeaderXBEAN\Webijig#
other: tR#EReferer ( BENXIBEKIHITAIKIR )
FERXDEBEANWebifaE , -BRIPRIR: policy: &
B&PRIE . domain: 1HZPRIZE. url: urlpRiE

tag_index

String

FBFRR, HRERER /9B FPRER (cookiedk
header) R

tag_condition

TagCondition
object

FRFtRR, AREE/9otherfd

action Actioninfo IBEIOREPRHI ZIA S RENAIEhE
object
mode String ccHIRIRAIPIETE, 0: FREERRA), RIZRFdHE
ZHIBHIFIRR MRS . 11 BRERMRA), SZiFd
1812, IP. Cookie. Header. Params=E&{HR
#l o (ECCHIN AT ZfEmode
conditions Array of CCHLI B3P AR NI PR 1R 5514
Condition %@ﬂﬁrg“ 1-30
objects
unlock_num Integer BUTSRER, B[R, SBEIJN0~2147483647
=/ME: 0
BAE: 2147483647
domain_aggre | Boolean WRBEFT
gation
region_aggreg | Boolean eI g
ation
captcha_lock_ | Integer BREIGIERT E)
time %/J\{E: 0
RA(E: 3600
REE: 0
grayscale_tim | Boolean EEREEY
e
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£ 6-125 TagCondition

2 S¥R A
category String Yatim i3
contents Array of FERAR
strings
% 6-126 Actioninfo
2¥ ¥R R
category String SH{EZEEY: block:fREf, captcha: AH3EIIE;log: 1X
1%, dynamic_block:EhZSFEER
detail Detailinfo FEHTRE(ER
object
2 6-127 Detaillnfo
2% SR fHiA
response PageRespinfo | IR AR
object
2k 6-128 PageResplinfo
2% SR f#iA
content_type | String AR
content String TEAE
% 6-129 Condition
28 SHERE R
category String FERSERY url: B8R ip: IPv4 ipv6: IPv6

params: Params cookie: Cookie header:
Header response_code: Response Code
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SH SHEE

g

contents Array of

strings

EZHHIRIZEIVELNS . HILAZIE Hexistal
not_existl}, contentsiAmAE, HERT
contentsAEE K EABIF2048 Hcategoryfy
response_codefd, contentsikZA3/9200~599,
IENA A(?:[2-5]\d{2})$ HITACZIEE S " "len"
AY, contentshZI0~65535R%8%; LILELE
HBES" num"Bt, contents4ZRiI0~51209EL5]

index String

FFE HFEERRipakipveRd, indexi(EB M
A client-ip: ERFiglP. x-forwarded-for:
X-Forwarded-For. TCPiE#ZEIP: $remote_addr 2
FERER (category ) &R “params” |
“cookie” . “header” BY, iSIRIBSLIRTERHAD
BEFFREZSHWIE., JEEEN
num_greater. num_less. num_equal.
num_not_equallt, FFERUMAT HFFERAF
NERY, RAXKEAREIZ2048

logic_operatio | String
n

Z45RILEIZBIE, WNRFERZEE category2
url, PCELE4ERILLS: contain. not_contain.
equal. not_equal. prefix. not_prefix.
suffix. not_suffix. len_greater. len_less.
len_equala&len_not_equal UNR=FEGZEARY
category&ip. ipvbdkresponse_code, [LEZIZ4E
BJLAA: equal. not_equal ANRFERSEHEY
category@params. cookiegiZEheader, ILHCE
#5A]LAJ9: contain. not_contain. equal.
not_equal. prefix. not_prefix. suffix.
not_suffix. len_greater. len_less.
len_equal. len_not_equal. num_greater.
num_less. num_equal. num_not_equal. exist
gy &Enot_exist

WR&G: 400

2 6-130 g Body 2%

2 SR R
error_code String EIRg

B/M<E: 8
RAKE: 36

error_descripti | String
on

AESTEPG
BIM<E: 2
BAKEE: 512
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(=R G N]
7
N Rz 7=
T
I NENE
T E1::)%
200 OK
400 Error response
HRixD
B2 EIRE .

URI

IERSH

EiEDDoSWEHAIFRIEARRYIFE

152 UalEABAPI,

GET /v2/aad/policies/ddos/blackwhite-list

£ 6-131 Query 2#

28 BEwWiE SRR R
type = String white-H&ZE, black-FBZE
instance_id = String instanceld
3 6-132 53K Header %{
SH A% SR figid
X-Auth-Token | 2 String token
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=351

28 BEwiE SRR R
Content-Type | = String Content-Type

th&{&: application/
json;charset=utf8

WK&G: 200

Z 6-133 g Body 2%

2% e et fHiA
total Integer total
ips Array of E=A=2PIE S
BwListlps
objects
2K 6-134 BwListlps
2% e el fi#iA
ip String EHZRip
desc String A
RE&M: 400
% 6-135 Ik Body 2#
2% SR iR
error_code String EIRg
B/IM<E: 8
RAKE: 36
error_descripti | String IR
on BIME: 2
BAKE: 512
15K~
7
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i Rz 73~5
7
I NEE
K& ik
200 OK
400 Error response
=il
B2 WEIRE .
6.5.8 EIFREHREER
ThEEN 4B
HERETEER
B
52 WANMaiEFEAPI .
URI
GET /v2/aad/policies/ddos/flow-block
K 6-136 Query 2H
2% =AU SR ik
instance_id = String instanceld
RS
2 6-137 153K Header 3#
2% AUk ST R
X-Auth-Token | & String token
Content-Type | = String Content-Type
th&{E: application/
json;charset=utf8
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Na R 2SEL
K&B: 200
7 6-138 l[IK Body %
2 SHE fHiA
total Integer total
ips Array of Ips ips
objects
£ 6-139 Ips
¥ S fHiA
ip_id String ip id
ip String ip
isp String 523
data_center String HIEHC
foreign_switch | Integer BINXIFIEORE 0-XHF) 1-FiS
_status
udp_switch_st | Integer UDPIMXZEA 0-%i4 1-FFi3
atus
K& 400
7 6-140 ML Body S
¥ S fHiA
error_code String EIRg
&IMKE: 8
mAKE: 36
error_descripti | String SRR
on RAMKE: 2
FAKE: 512
(=R o]
7
X AEERAS 08 (2024-11-13) WRINERE © ARITERARBIRAE 237




DDoS iR AAD

APl &% 6 DDoS S5 API
N 7~
7
&G
K& ik
200 OK
400 Error response

52 iEIRE .

INEEN4A
BhiFzREgweb-ccEAE R-EiEAE LN
EREE
52 WANMaiEFAPI .
URI
GET /v2/aad/policies/waf/blackwhite-list
K 6-141 Query ¥
e BRIk ST iR
domain_name | 2 String 15
overseas_type | = Integer FHIPXis, 0-KBL, 1-i84h
ERSHE
K 6-142 53K Header 2
2 ERWE ST ik
X-Auth-Token | 2 String token
Content-Type | = String Content-Type
th&{&: application/
json;charset=utf8
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MR SEL

WK&G: 200

% 6-143 g Body %4

2 SR fEiA
total Integer total
black Array of black

BlackWhitelLi
stRule objects

white Array of white
BlackWhiteLi
stRule objects

£ 6-144 BlackWhiteListRule

2¥ e el i1
id String id
type Integer 0-EE8, 1-HE8
ip String ip
domain_id String i#43id
(=R GN
7
N Rz 75
7
NG
KRB it
200 OK
tHI=0
BESEIRE
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7 DDoS [RAEARHF N FE <A1

DDoS R4 &t FhP R A7

7.1 ;=5 1: ¥k DDoS B53F

7S

HICEEEIHEIPAOBSIFRIEET, ZrJLUETAnti-DDoSHREELZIEN, & EH
Anti-DDoSHIAPIIZEX

T

1.

W N

i RO

RRPEEER TFRAEENREE RN,
FIFBEIgANti-DDoSIRSZ I ERIRIIZE

RFRIEECESH, 12XUPRIRGIFEREE D BARRES .
ARPRIE3REIRMESSID, EWEHFHIFDDoSIHFRISESAINITIRR

EFTDDoSPHIFRY , P RAEOMT:

BFPRR

EIFEIPRHIPRSSIR: IWEETIAFFREEVEE BIERE.
EiflAnti-DDoSEER¥EEE: &ifJAntiDDOSIRSHIELERELTIE
E#TANti-DDOSIRSS: FHIPAIANtIDDOS LR IRSZELE RS
HiflAnti-DDoS{E55: RIB(ESSIDIREBUES RS

£E1 HfEFERFMEENNEE RIS,

EOBXER

URIFEZL: GET /v1/{project_id}/antiddos

FEESL “EFEIPHIPREIIER” .

BRI

GET: https://{endpoint}/v1/1858a4e1f99d4454bd6a539d5477f5de/antiddos
{endpointHE 25 M\ B XFNLR iR T F35E o
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Body:
{
}
o IR
{
"total"™: 1,
"ddosStatus": [
{

"floating_ip_id": "18e6ace5-eb36-4196-a15e-1e000c24e026",
"floating_ip_address": "139.9.116.167",
"network_type": "EIP",

"status": "normal",
"blackhole_endtime™: 0,
"protect_type": "default”,
"traffic_threshold": 99,
"http_threshold": 0

}

]

}

£IF2 FiFAntiDDOSIRSHIEL B RAZTIE .
o EMOMBXER
URIKET: GET /v2/{project_id}/antiddos/query-config-list
#5520 “EifAnti-DDoSEEIETEHE"
o iEKTRHI

GET: https://{endpoint}/v2/1858a4e1f99d4454bd6a539d5477f5de/antiddos/
query-config-list

{endpointHE RiBE M B X FNL iR T5 RIREN -
Body:

{
}

o [IRN7RA
{

"traffic_limited_list": [

{

"traffic_pos_id": 1,
"traffic_per_second": 10,
"packet_per_second": 2000
h?

{

"traffic_pos_id": 2,
"traffic_per_second": 30,
"packet_per_second": 6000

)

{

"traffic_pos_id": 3,
"traffic_per_second": 50,
"packet_per_second": 10000
h?

{

"traffic_pos_id": 4,
"traffic_per_second": 70,
"packet_per_second": 15000
h?

{

"traffic_pos_id": 5,
"traffic_per_second": 100,
"packet_per_second": 20000

1

{
"traffic_pos_id": 6,
"traffic_per_second": 150,
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"packet_per_second": 25000

L

{

"traffic_pos_id": 7,
"traffic_per_second": 200,

"packet_per_second": 35000

L

{

"traffic_pos_id": 8,
"traffic_per_second": 250,

"packet_per_second": 50000

1

{
"traffic_pos_id": 9,
"traffic_per_second": 300,

"packet_per_second": 70000

b
{
"traffic_pos_id": 88,

"traffic_per_second": 1000,

"packet_per_second": 300000

}
1,
"http_limited_list": [

{

"http_request_pos_id": 1,
"http_packet_per_second":
I

{

"http_request_pos_id": 2,
"http_packet_per_second":
L

{

"http_request_pos_id": 3,
"http_packet_per_second":
{

"http_request_pos_id": 4,
"http_packet_per_second":
L

{

"http_request_pos_id": 5,
"http_packet_per_second":
L

{

"http_request_pos_id": 6,
"http_packet_per_second":
{

"http_request_pos_id": 7,
"http_packet_per_second":
L

{

"http_request_pos_id": 8,
"http_packet_per_second":
L

{

"http_request_pos_id": 9,
"http_packet_per_second":
{

"http_request_pos_id": 10,
"http_packet_per_second":
L

{

"http_request_pos_id": 11,
"http_packet_per_second":
L

{

100

150

240

350

480

550

700

850

1000

1500

2000
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$1B3 FEIIPHIANtiDDOSZE IREZELE 5,

"http_request_pos_id": 12,
"http_packet_per_second": 3000

1

{

"http_request_pos_id": 13,
"http_packet_per_second": 5000
L

{

"http_request_pos_id": 14,

"http_packet_per_second": 10000

L
{
"http_request_pos_id": 15,

"http_packet_per_second": 20000

1
{
"cleaning_access_pos_id": 1,
"new_connection_limited": 10,
"total_connection_limited": 30
%

{

"cleaning_access_pos_id": 2,
"new_connection_limited": 20,
"total_connection_limited": 100
L

{

"cleaning_access_pos_id": 3,
"new_connection_limited": 30,
"total_connection_limited": 200
L

{

"cleaning_access_pos_id": 4,
"new_connection_limited": 40,
"total_connection_limited": 250
L

{

"cleaning_access_pos_id": 5,
"new_connection_limited": 50,
"total_connection_limited": 300
L

{

"cleaning_access_pos_id": 6,
"new_connection_limited": 60,
"total_connection_limited": 500
L

{

"cleaning_access_pos_id": 7,
"new_connection_limited": 70,
"total_connection_limited": 600
L

{

"cleaning_access_pos_id": 8,
"new_connection_limited": 80,
"total_connection_limited": 700
}
1

}

connection_limited_list": [

extend_ddos_config": []

EAOBEXER

URIF&=L: PUT /v1/{project_id}/antiddos/{floating_ip_id}

FEESN “ EHiAnti-DDoSHRSS” -

R
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PUT: https://{endpoint}/v1/1858a4e1f99d4454bd6a539d5477f5de/antiddos/
18e6ace5-eb36-4196-a15e-1e000c24e026

{endpoint}E 2B MM XFNLRIRTI RIRE
Body:

{

"app_type_id": 1,
"cleaning_access_pos_id": 8,
"enable_L7": false,
"http_request_pos_id": 8,
"traffic_pos_id": 8

}

i Mz 73~ 151
{

"error_code": "10000000",

"error_msg": "The task has been received and is being handled",
"task_id": "59385d2a-6266-4d3a-9122-a228c530f557"

}

£ RELEIROAVESIDIREUESIRE

EOBEXER

URI¥EZL: GET /v2/{project_id}/query-task-status

#1552 “EifAnti-DDoS{ESS” .

=Rl

GET: https://{endpoint}/v2/1858ade1f99d4454bd6a539d5477f5de/query-task-
status?task_id=59385d2a-6266-4d3a-9122-a228c530f557

{endpointfZ RiEMN X FNLR RT3 RIREN

Body:

{
}

[lFJ]F_‘L'_U_TW

task status """ success",
"task_msg":

}

R

7.2 3~ 2: ECERRIABGIPRES
b= (YU

=

BEEREIAGIFRIEN, SATLUEITANt-DDoSHREELEE, HEFHANt-

DDoSHIAPIEOEE
AT

1.
2.

i RO

R EERFRIABTRRES .
FFBEERIABFRE .

BCERUARGIFREREY, WRAYEONT:
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e ZifJAnti-DDoSERIABSIFEEES
o HAIEANti-DDoSERIABSIFEEES

BEP R

TE1 FTARIABGIRRE .

o EMOMBXER
URI¥E=(: GET /v1/{project_id}/antiddos/default-config
#1552 “EifAnti-DDoSERIARGIFRES” o

o IERRAI
GET: https://{endpoint}/v1/1858a4e1f99d4454bd6a539d5477f5de/antiddos/
default/config
{endpointHE 25 N XFNLR IR TS =34H o
Body:

{
}

o [IERIRA
{

"app_type_id": 1,
"cleaning_access_pos_id": 8,
"enable_L7": false,
"http_request_pos_id": 8,
"traffic_pos_id": 8
}
T2 FEEIABGIPERER .

o EMOBXER
URI®ET: POST /v1/{project_id}/antiddos/default-config
FEESN “EeEAnti-DDoSERABFEREE”

o iEKTRHI
POST: https://{endpoint}/v1/1858a4e1f99d4454bd6a539d5477f5de/antiddos/
default-config
{endpointfZ 2iE MK FNLE R T5 RIKEN o
Body:

{

"app_type_id": 1,
"cleaning_access_pos_id": 8,
"enable_L7": false,
"http_request_pos_id": 8,
"traffic_pos_id": 8

}

. IARERGI
{
}
-
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DDoS

FEEARGIRLSE AP

d S

8.1 &5 Anti-DDoS Bt EA%EE

MR

ZHRIREAPIZIHEMRASAPI, RERTRESLEHHR . i5EREEANti-DDoSECE I HEHE .

TheEN 4R
EIRRFZHFAIANt-DDoSPLIFRESECERIANIZEE, AFRIEEEIIREFESE
USRI RS TANti-DDOSIRE B %t o
URI
e URIE=
GET /v1/{project_id}/antiddos/query_config_Llist
o SR
e EEWIE St 153AH
project_id = String FHFRIID
15>
(ERR Rl
GET /v1/67641fe6886f43fcb78edbbf0ad0b99f/antiddos/query_config_list
N iz
o EEHIHHA
£ eRpE | XKE i5EA
traffic_limited_list = FIREREE mEMRHIZIER
http_limited_list = HIREIREE HTTPBR %1%
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2 pyap Ay S it}
connection_limited_li | 2 FREIRLEN EEHRFITIZE
st

o traffic_limited_list=EREURELEFTIREH

e =AWk E-Sic) izkilz

traffic_pos._id 2 Integer | REBDERID
traffic_per_second =8 Integer | B¥MRE (Mbit/s ) BE
packet_per_second = Integer | BFMRIZEL (1N/s) (B

e  http_limited_list=2EREUELSHTIRAT

8% =A% Sl ]
http_request_pos_id | & Integer | HTTPiER# 5 ERID
http_packet_per_seco | 2 Integer | ERPHTTPIEREL (1N/s)
nd SHE

e connection_limited_list=REREIRLEIIRAR

28 EEWIE 3R | 15HEA
cleaning_access_pos_i | 2 Intege | B FEATIHABRHISERID
d r

new_connection_limit | & Intege | BB—iRIPEFTERIEZNE
ed r

total_connection_limit | 2 Intege | B—RIPIEZEEZN

ed r

o [BRZHFA

{
"traffic_limited_list": [
{
"traffic_pos_id": 1,
"traffic_per_second": 10,
"packet_per_second": 2000

"traffic_pos_id": 2,
"traffic_per_second": 30,
"packet_per_second": 6000

"traffic_pos_id": 3,
"traffic_per_second": 50,
"packet_per_second": 10000
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}
{

}
{

}
{

}
1
"h

{

}
{

}
{

}
{

}
{

3
{

3
{

"traffic_pos_id": 4,
"traffic_per_second": 70,
"packet_per_second": 15000

1

"traffic_pos_id": 5,
"traffic_per_second": 100,
"packet_per_second": 20000

1

"traffic_pos_id": 6,
"traffic_per_second": 150,
"packet_per_second": 25000

1

"traffic_pos_id": 7,
"traffic_per_second": 200,
"packet_per_second": 35000

1

"traffic_pos_id": 8,
"traffic_per_second": 250,
"packet_per_second": 50000

"traffic_pos_id": 9,
"traffic_per_second": 300,
"packet_per_second": 70000

ttp_limited_Llist": [

"http_request_pos_id": 1,

"http_packet_per_second": 100

1

"http_request_pos_id": 2,

"http_packet_per_second": 150

1

"http_request_pos_id": 3,

"http_packet_per_second": 240

1

"http_request_pos_id": 4,

"http_packet_per_second": 350

1

"http_request_pos_id": 5,

"http_packet_per_second": 480

1

"http_request_pos_id": 6,

"http_packet_per_second": 550

1

"http_request_pos_id": 7,

"http_packet_per_second": 700

1

"http_request_pos_id": 8,

"http_packet_per_second": 850

1

"http_request_pos_id": 9,

"http_packet_per_second": 1000

1

"http_request_pos_id": 10,

NH4RRZ 08 (2024-11
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"http_packet_per_second": 1500

L
{
"http_request_pos_id": 11,

"http_packet_per_second": 2000

1

"http_request_pos_id": 12,

"http_packet_per_second": 3000

L
{
"http_request_pos_id": 13,

"http_packet_per_second": 5000

L
{
"http_request_pos_id": 14,

"http_packet_per_second": 10000

1

"http_request_pos_id": 15,

"http_packet_per_second": 20000

}
1,

"connection_limited_list": [

"cleaning_access_pos_id": 1,
"new_connection_limited": 10,
"total_connection_limited": 30
L
{
"cleaning_access_pos_id": 2,
"new_connection_limited": 20,
"total_connection_limited": 100
%
{
"cleaning_access_pos_id": 3,
"new_connection_limited": 30,
"total_connection_limited": 200

}
{

"cleaning_access_pos_id": 4,
"new_connection_limited": 40,
"total_connection_limited": 250
L
{
"cleaning_access_pos_id": 5,
"new_connection_limited": 50,
"total_connection_limited": 300
L
{
"cleaning_access_pos_id": 6,
"new_connection_limited": 60,
"total_connection_limited": 500

b
{

"cleaning_access_pos_id": 7,
"new_connection_limited": 70,
"total_connection_limited": 600

L

{
"cleaning_access_pos_id": 8,
"new_connection_limited": 80,
"total_connection_limited": 700

}

1

extend_ddos_config": [

{

"new_connection_limited": 80,

"total_connection_limited": 700,

N5k 08 (2024-11-13)
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U

"http_packet_per_second": 500000,
"traffic_per_second": 1000,
"packet_per_second": 200000,
"setID": 33

"new_connection_limited": 80,
"total_connection_limited": 700,
"http_packet_per_second": 500000,
"traffic_per_second": 2000,
"packet_per_second": 200000,
"setID": 34

"new_connection_limited": 80,
"total_connection_limited": 700,
"http_packet_per_second": 500000,
"traffic_per_second": 5000,
"packet_per_second": 400000,
"setID": 35

"new_connection_limited": 80,
"total_connection_limited": 700,
"http_packet_per_second": 0,
"traffic_per_second": 0,
"packet_per_second": 0,
"setID": 36

}

]

MR

“extend_ddos_config” FERERAFIRIBLFRERIZENIANt-DDoSFHIFREIEES

152ZDDoSR4ERFHIPIRES .

8.2 &if] Anti-DDoS 1£53

URI

AR

ZHRINEAPIZIHEMRASAPI, RERTHEELEHHR . iBEAEEANti-DDoS{ES .

FFEIIEERANt-DDoSHHIFECEESS . BENESARIHITAVAE

URIFE=
GET /v1/{project_id}/query_task_status

MERLY::
HLMEURIEEA “?7 1 “&” SFINFRNEARMES, BESEBRF.
SRR
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2l ZERWIE E it izl
project_id = String FHPFPRYID
BK
o  SHHA
e =Rk E it 21z
task_id = String {£551D (EREH ) =TS
o BRI
GET /v1/67641fe6886f43fcb78edbbf0ad0b99f/query_task_status?
task_id=4a4fefe7-34a1-40e2-a87c-16932af3acda
M) 2
o EXIHHA
B E it 1548
task_status String SRS, BLARTLRM:
® Success
o failed
e waiting
e running
e preprocess
e ready
task_msg String ESHIMINER
o IR
{
"task_status": "running",
"task_msg": ""
}
IR[EIE
152 EDDoSEEERMFAPIREES .
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A.1 DDoS [F4EREFHPIRESS

o IFHE
IR[EHE 15888
200 BRE .
o BE
WSS | 4weS 15388
400 Bad Request RS EEREEIRIEK .
401 Unauthorized AR NEREZAFPEMZESE,.
403 Forbidden XIRIE R NEANAEHREELE o
404 Not Found RSS2 R BB KAITUE -
405 Method Not Allowed IBRPIEEN T EE I o
406 Not Acceptable AR 55 28 2 PRASNG R TT A AR S P i iE
Ko
407 Proxy Authentication FAFR®RE S ERRIERSRHTIC
Required IE, XFERA SR,
408 Request Timeout BB 7 RS sSRYERFATIE
409 Conflict BTz, BRILERTTH
500 Internal Server Error BRARTH, REFE.
501 Not Implemented E%SREE?EEJZ, ARS5 88 A HSFIARAYIY
B8,
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KEB | RS izl
502 Bad Gateway BRAKRTH, BRSFEM LIRSS EFWE!
— TR .
503 Service Unavailable BREKTH, RAGIHNRE.
504 Gateway Timeout I KABAT o
° tt\n
A.2 Anti-DDoS &i=89
BEZRBEIRBIES WAPIEEIRPL
RSB HiRE HIREE )% AL IBETE
200 Anti-DDoS.0 Succeeded Ay TEL R
200 Anti- The task has | (ESSERUL, TEA 1
DDo0S.100000 | been received | IE{E&ME
00 and is being
handled
400 Anti- Enter avalid |iBRKEER | KESH
DD0S.100000 | request EE
01 message
400 Anti- An incorrect RIEfRRESS | B2 H
DDo0S.100010 | task ID is ID
08 used
400 Anti- Invalid time [EIE] 37 SESH
DDo0S.100010
10
401 Anti- Public test NNRSZHIE | BB
DD0S.100000 | service denied | #&
04
403 Anti- Failed to 15K EY EFrEIEToken
DDo0S.100000 | authenticate | TokeniAiEsE
02 the token in 5
the request
403 Anti- The account KPR FISIE
DDoS.100000 | is restricted
09
403 Anti- The account | MKFUGRES FRIBAR R
DDoS.100000 | is frozen
10
403 Anti- Unknown REAPZEE | BBENR
DDo0S.100000 | user type
12
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RSB =i=B HIREE A AL IBFETE
403 Anti- VPC access BIEVPCEER | EREBER

DD0S.100000 | failed or EIP is | B K EIPARTE
16 not exist =
403 Anti- You have not | #&EFIAILE, SLRZIAIE
DD0S.100000 | been IBEHHTERA
30 authenticated. | TAIE,
Perform real-
name
authenticatio
n first.
403 Anti- The operation | #ERPRZR | ERIBANIR
DDoS.100010 | permission is
09 restricted
403 Anti- Access to the | BUBEIRIOE | KREER
DDo0S.110000 | database is bS]
01 rejected
500 Anti- Internal RANES PBREER
DD0S.110000 | system B, BREK
00 exception. AZHFAR
Contact
technical
support
engineers
+-3
A.3 CNAD i51%65
BZRBIEIRBIES WAPIEEIRPL
RSB BiRE HIREE R AL TR¥ETE
400 CNAD.000010 | Invalid IP IPHIIEARS KESH
00 Address. %o
400 CNAD.000010 | Invalid SMN | &SZ@851F | KESH
01 Topic. RE*
400 CNAD.000010 | Package HFEEeRF | RESH
02 Name Already | 7£.
Exists.
400 CNAD.000010 | IP: {0} is in IP: {0} ERE | 18E2H
03 another Hitfpire
package. B,
400 CNAD.000010 | IP: {0} has IP: {0} BEE4f | 1eESH
04 policy E T HEMZE
associated. B o
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RS ERs HixlEE iR A1RtEE
400 CNAD.000010 | Policy Name | REEZESE. |KESH

05 Already Exists.
400 CNAD.000010 | Duplicate IP. | IPEEE., KwESH
06
400 CNAD.000010 | Duplicate BNRESN | RESH
07 CleanThreshol | &,
d.
400 CNAD.000010 | Request BKRIEE, KmESH
08 Illegal.
400 CNAD.000010 | The IPsin list | ipFIRAFABTF | ESH
09 don't belong | [E—regionz;
to the same ERERHEDp
region or
aren't
multicast IPs
400 CNAD.000040 | Resource is RREEEE | HEER
00 Being Used. H.
400 CNAD.000040 | IP is Being FEIFIPIETEHE | IRESH
01 Used. .
400 CNAD.000040 | Application TIRRIERIE | THRAE
03 Has Existed. EF T,
400 CNAD.000040 | Application is | 32 BIHEAHY | TTTALE
04 Being ERSIETE L
Approved. F, EHEHB
it !
400 CNAD.000040 | Application TIRTIERIE | RREER
05 Denied. EEEm]!
400 CNAD.000040 | Application IRV | TRE
06 Approved. e’Bg, B2
BERER!
400 CNAD.000050 | Package PR EAE] KMESH
00 Unavailable. H.
400 CNAD.000050 | Quota Not BLEIARE o REEER
01 Enough.
400 CNAD.000050 | The ZSEPIEINR | SRR
04 remaining =iBTERER
traffic SEERN:
cleaning {0}Mbps
threshold of
the instance is
{0} Mbps.
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400 CNAD.000050 | Resource Not | RIJTBICNAD | iTMICNADRRSS

06 Purchased. i
400 CNAD.000050 | Cannot create | FREQIEEERR | KBESH
07 policy.
401 CNAD.000020 | User Role Not | ;ZBIRE, £ | RFNE
00 Permitted. #BiH1a,
403 CNAD.000050 | 5 change MBATNE | FEEREURIHT
02 times has =1V mb OE ;5]
reached the REL(5R)
maximum in | Ei#F.
a month.
403 CNAD.000050 | 1 change 1RATNRE | FEREURIHET
03 times has WatiabSELBN
reached the (k)
maximum in | &,
a day.
403 CNAD.000050 | Instances of AZHEHFFEN | EESE
05 the non-VIC FRIEAZ R
edition s,
cannot be
manually
deleted.
404 CNAD.000030 | Resource Not | ZEAFE. |KEBESH
00 Found.
404 CNAD.000030 | Package Not | FAiFEATE MBS
01 Found. .
404 CNAD.000030 | Policy Not KEEAFE. |KWESH
02 Found.
404 CNAD.000030 | IP Not Found. | BH#PIPARTE MBS
03 .
404 CNAD.000030 | IP Not in PHIRIPAETF | ESHE
04 Package. (E)E
404 CNAD.000030 | Policy Not in | fHIPEEIETRE | ESH
05 Package. FiZBiPeE .
404 CNAD.000030 | Application BHEAFE. |NESH
06 Not Found.
404 CNAD.000030 | Tenant Not HEPAREFE, SESE
07 Found.
404 CNAD.000030 | Clean Policy | i&hRIEATE | KBS
08 Not Found. =
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RS ERS ERER iR A IBIERE
500 CNAD.000000 | Dependent KHRVEMIR | EXRBIER

01 Service Error. | B2,
400 TRAFFICHUB. | Param invalid | 8T wESH
10000400
400 TRAFFICHUB. | Insufficient FREIBCERAE, | S5 BCARIF
10060001 unblocking S HEEECER
quota, The ERzE%AR
current R R AEEIBCER
unblocking 730
quota is O
400 TRAFFICHUB. | Unblocking is | A7iFEs R | RRESIER
10060002 not allowed NERPX G
because the Sur=)
tenant risk is
too high
400 TRAFFICHUB. | Unblocking is | A7iFEE R | RREIER
10060003 not allowed PEPERS
because the 1%
tenant level is
insufficient
400 TRAFFICHUB. | Unblockingis | IP {0} R#iF | HEEf
10060005 not allowed s I FE=
because HfEETHIRTIE)
unblock the ip | A {1} Zf5.f#
address need | EfEITES
to exceed the | ;EXIER_EFHY
interval time, | BENEEITSEAR
see the
unblocking
policy
400 TRAFFICHUB. | Unblocking is | RfcifFfigst, HEEL
10060006 not allowed X ofEstipith
because WHEEEHE
unblock the ip | FRRTIE]
address firstly
need to
exceed the
interval time
400 TRAFFICHUB. | Unblocking is | AfoifFfiREd, mFT RIS E AR
10060007 not allowed EAzdEipyl | EER
because BT
blocking ip
address list is
empty
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400 TRAFFICHUB. | Unblocking is | AfiFeEE,E | RIFFEIXsEBXER
10060008 not allowed AP {0} K | BER

because ip e
address is not

blocked
401 TRAFFICHUB. | Auth failed BSRIRIEELM | RIEHR
10010001
404 TRAFFICHUB. | Tenant config | RZZIFHFE | RESH
10060004 is not found =1

A.4 3REXINH ID

iR API 3REXTRE 1D
IR E DA LB A R A T AR E S B APIZREL.

SREVIE IDRYIEOS “ GET https://{Endpoint}/v3/projects” , ELF{Endpoint}JIAM
LIRS, JUMNBRIIRIET mRE . EOANAEENIES IIAIESE,

MRZREIINT, EAprojects TAY “id” BIARIREID,
{

"projects": [
{
"domain_id": "65382450e8f64ac0870cd180d14e684b",
"is_domain": false,
"parent_id": "65382450e8f64ac0870cd180d14e684b",

"description": "",
"links": {

"next": null,

"previous": null,

"self": "https://www.example.com/v3/projects/a4a5d4098fb4474fa22cd05f897d6b99"
1
"id": "a4a5d4098fb4474fa22cd05f897d6b99",
"enabled": true

}
1,
"links": {
"next": null,
"previous": null,
"self": "https://www.example.com/v3/projects"

}
}

MZHIEIRENRE ID

AEEARONME, SBLoURLFFEEREANNERS, FUEERNEIMERS . I8
RSB BRI T :

1. BREEEFS.

2. BERFE, EMIIRDPREE “BRHNEE .

3. & “APIEIE” MERRBSIRSPEEFREID,
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FHIEE APIEE &
| ApisiE O #xenEHS, WFRESTIREAEAES, BeEaE
HEER
B ory
A o e ;
TnEsE

= 8 = PR (=
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