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1 MM APl 2% (BXERFER )

API izl
1.5.4 (BHUREER EYEEMERIEBEERIEER

1.5.5 HlpRigE

MBS MPR— MRS

1.5.7 EEIREEER

00N

EMREEYEMESRIMERS, WERS
:FI:IO

EEEEA

1.5.8 EBURERF

\

BXigEs FREER

1.5.9 EEE R T

RS F LIRS EEENIREHEE—
*E o

X EHRAIEL

1.5.10 jFfFLoRapyx

EYIEXMFEABILoRa Service FiEM— 1N FiBE, (EFH
F{EEFLoRaWANIMSIENANIZE -

1.5.11 ;FffiLoRaT5m

EYEEMESHILoRa Service FiE— 1N FiRE, (VEH
F{EFLoRaWANIMMIZENRIIE S -

1.5.12 &8/ LoRa
FEIES

FifJLoRaMKRIEARER .

1.5.13 HERLoRaMIxX

EEX N FEMIBRLORaM X .

1.5.14 &8 LoRa
TRER

BifLoRaPEHEREE,

1.5.15 fif&LoRaTisa

B AMIERLoRaTI S

API izl
1.6.1 BAPEMEFRE | EOYBMNESF—MKBNFEMAEE, S1FE 5. 8

2

S.RE REMRSEMESF.

1;2 HEETDRERS

RIEREERUEAYENESPS NKEFEMAER, &
mIE. BS RAOIRSHRSEIES

*‘%6.3 I Ak a

EORE LIRFIFEENHEEEE.

1.6.4 TENREFH
SR

BB FHEREICR

;:.16.5 BEifgERSEE

EMRERI iR B RE M AR E RS EENER .
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REEE
APl &% 1 MM APl 2% (BXERFEA )
VJIREIE-V5

API izl

1.7.1 TELTESIE

T EPRITRIERSIE.

1.7.2 BT

TR EERFENTNEM, SRFEREZHRS (4
IREAE, REYEEHNSF) , FasRNABRSHERE
GBI

1.7.3 AT

BN FE PRI HEERER

1.7.4 {5675

(ESUDEAMFEEFRIEEI T FECE, SR IFHEXITR
ElEthiE ( callbackurl ) o

1.7.5 HERITiR

IIBRAIEX R SRS EITRECE -

1.7.6 $#EXEA

N MRS SR OMEXMESITRER, STRNEERER
AT, YEXMFEmN AR SRHHELGHE F"FHHEQ“
RIEBAIEENTHED IR , FEAS ﬂlﬂ EEEOGE
H.

1THEE-V3
API 5ER
1.8.1 ITFATFAWSH ﬁ%ﬁ@$éﬂ@uam%m1£mu,m S, 18
& BHIELR. BERESEES
1.8.2 iTHFEEEE | OYBNESTTHIRSEXNSELIE, NREHK. E
i3 HHEE
1.8.3 HFEAMT BN EEEEIREMTRHNRERES..
1.8.4 HEZFITI RREERGETMENFESFINTRERES .
1.8.5 HHBREEAMTIA YN EERIBRIEERITIRERS, BUEITHE.
1.8.6 HLEMIERIT Eﬁ%iﬁ#&%ﬁ@ieuﬁz¢ﬁ@m§,ﬂ%ﬂ
LEECdl .2

API

ol

1.9.1 gIERF®wS

EIRB NAERGS, NEBFFERLWM2M/CoAPHMY
;R)\EIJIXEE o

1.9.2 BFIREDS

RIEEESMER T RBSIRERAETER

1.9.3 (EHREFW®S

TEEAPENDWG%%WJHD L{EXJICANCELEDIRZ, B
%E Ap 7 o
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APl &% 1 MM APl 2% (BXERFER )
API izl
1.9.5 SIBIREHSHE | BEEMRBIRERTANGS .
HES
1.9.6 TEIREGSH | EOREGSEEESINFMREEIINTIKES.
HES
1.9.7 BBHL TR rjuaa TaRIEHGS, (NERTFERAMQTTHMUIENRNL
Hit=4b18
API izlilz
1.10.1 BIEEHLEATSS SRR BRI EIREESS, HRI{CHFAMERETAE
ﬁnp <o
1.10.2 EEIEEMEE | EmEEMEESER, SIFFESHAEIRE. FHES
FER HsW
1.10.3 EEHEESH | EEEMEESHHESHIEBER, WESIIHRITIK
FIESER S EBREE,
REASTE

API

ol

1.11.1 BlgEiR&EAE

YIS eI —NREE.

1.11.2 Hp&ieEA

MRS & _ERIBR—NIREA.

1.11.3 {EXig&EHE

1|&E£;AIREE§EEIJ{;U ’ yﬂlxmgﬂgﬁ\ 12EE|§EE’312EE|§Q
SRHIE

1.11.4 EEIRBATIER

RIEEE S ERYEAM PRI EEER

1.11.5 EIHEEREA

EWEMNREHEER.

1.11.6 EHIEEIREA
&R

EEEMRBHERERRIIFRER

1.11.7 BN SEKR

EEMLEEFINRE .

1.11.8 Hp&iRBER T

MEMNMREAMPRIRE
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REEIE
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1 MM APl 2% (BXERFEA )

IRETHER

IR AN

API

lil

1.12.1 EGhRAS5IE

SN PRIR T AR ESIRER

1.12.2 TR ERAE

SN P E N RAFRERIER

1.12.3 HIFRISERAE

BT a ERPRRE AR A RE .

%1 2.4 BIERIEFHRAE

PRECIEREFARIES, SEINIFINB-loTIREHT
AR TR

1%.1 2.5 BlERE4FRAE

PRECEEHHRIES, SRNNSFFINB-loTIREHT
BERRATFHR o

:%1 2.6 EEIEEESE

BEENFHRESHIFHER .

1.12.7 ESHEEESH
FESIEIS

EREINARESHIE N FESFERER .

1.12.8 EHESFIE

RIEIEE S EMYIEANFaPRIFRIESIIEER

API

ol

1.13.1 EiFMNFIZE

TN FE IR ERIREEAMNTIZR

1.13.2 BIEEEURE &M
Il

BN Bl —FIRFE AN .

1.13.3 Z=igfny

BN aPEEMUNEEER

1.13.4 (2N

IEEX e iEENIAYECE -

1.4 NRAZERA

R ARBRSSBHRENENER, BMAYEANT S, MEETEREREAEMAPHZO,

1.4.1 1
EOi5EE

EEE

R FBBRSS 2E ENRIAIYIEX M S SHIFFRIAPIRY, FEERLEIEOSERIAESN, IREY

accessToken,

SO RAREMAPIEIEIRE, MR EBSMNZEO, EtiEOAREEEErequest
headerdhiEns 2 #app_keyFlAuthorization, app_keyBUESiEk&# FappldiEE,
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IREEIE

APl & 1 A API 2% (BAERRPER)

Authorizationf9t&=t, s Authorization: Bearer {accessToken}, ErraccessTokeni@id
A RS O5RENEIRY .

WNER L x5xE accessToken, MZBifAYaccessTokensksll, wfe— X3xENA9accessToken
FBM . B AIKE accessToken,

URI
BREE POST
URI /iocm/app/sec/v1.1.0/login
5171 HTTPS
IBREH
¥ Wik/miE | KB E |
appld WA String(25 | body | IAIEIEARSEESRINIFEID, TE4DEX
6) ME BN R AEE DB
=N
secret DA String(25 | body | iBIOIBXMESRINAZESR, 5
6) appldXIRz, 7E¥PEXMFEEEIZERNF
FRAR¥E 2 ERS.

MR S4L

Status Code: 200 OK

B8H E-Sit) R
scope String(256) | ERIBAPRSEE, RPaccessTokenfTREIHIEHIEAM SRR

AEE, S8EEIENdefault,

tokenTyp | String(256) | accessTokenfyz£EY, SEEREIE HBearer ,
e

expiresin | Integer(256 | accessTokeng9EXETE], SEEREIE3600F,

)
accessTok | String(256) | £33, 1HIIYIEENFEAPHZORYEIE,
en
refreshTo | String(256) | &£iX&%, BXETE24/M\8F, BF “RlFiToken” #%
ken H. HaccessTokenBl&idHARY, mli@id “RiFrToken”

EORFKEFTRY9accessToken,,

BRI

POST https://{host}:{port}/iocm/app/sec/v1.1.0/login
Content-Type: application/x-www-form-urlencoded

SCRGRRA 17 (2020-06-29) RIS © ERRAGIRAT T




REEE
APl % 1 BRI API 2% (BXBRAFRZER)
a ppld:******&secret:******
IE &N 7~ A5
Status Code: 200 OK
Content-Type: application/json
{
"scope": "default",
tokenType": "Bearer ",
"expiresin": 3600,
"accessToken'"; "*xkERE
"refreshToken"; "*#*xstt
}
=
HttpX | SRS HiRHEA 588
S5
400 100247 | Operation not N FRAREE o
allowed. The QIR BRBENBESEAIR
application has been g
frozen.
400 102202 | Required Parameter is | ESH T,
null or empty. QMIBFEY: B EIERS AL
EEHEHREEE,
401 100208 | Appld or secret is not | appldslsecretigix.
right. GMEEEY
o St Eappldflsecret2H
IR, EOMBFRHRROFH.
o EREIEKIEEFRIIPHIIZES
Biz.
500 50252 Internal server error. | IRSSEEEITHEREIR
REEREIN . WPEXMSFE S AEREIR,
BRI TS HIR ARLE,

1.4.2 [l token

¥ Oi5AA
N AIRSS 2REIT E£8UZ OSRENEIAYaccessToken 2B MATIEAY, FEaccessTokentRiZTHA
BY, RFBERSZES @ AALLIEO, $KEUFTEYaccessToken,

URI

BKAixE POST

kR 17 (2020-06-29) WRIERE © HERRARBIRAT
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REEE
APl & 1 MR API 2% (BXBRFPZER)
URI /iocm/app/sec/v1.1.0/refreshToken
EZETI I HTTPS
BRSS!
2 Wi/l | 258 V& R
appld WAk String(256 | body | IAIA¥IEXMEAHINIFEID, TEHIEX
) W& I N B EEE D Ik
=
secret Wi String(256 | body BIAYIENESHNNEESR, 5
) appldX3iz, 7EHPEXMF S IR
BRI & EIRE .
refreshTo | Wik String(256 | body RlgTtoken, FASRIREN—NETRY
ken ) accessToken, refreshToken{Eifd
BEREO S RIFTtokeniz AT
=N
Nl fiz &2
Status Code: 200 OK
2 Sl ik
scope String(256) FRIBAIRIRSEE, SHEREE Adefault,
tokenType | String(256) Elltokenfgy2kEy, SEEEEHBearer o
expiresin Integer(256) | accessTokenB9EXATIE), SEUEREE 36007,
accessToke | String(256) SIS, BB ESAPIEONEIE,
n
refreshToke | String(256) B2, BRETEH24/08F, BF “RiFE
n Token” #2[., HaccessTokenBlZZHARY, aliEid
“ Rl Token” #ZOKIRENFTAYaccessToken,
=Rl

POST https://{host}:{port}/iocm/app/sec/v1.1.0/refreshToken
Content-Type: application/json

llappldll: ll******ll‘
"secret Mk
"refreshToken": "***+*!

}

SCRGRRA 17 (2020-06-29) IS © ERRAGIRAT 3




REEIE

APlI &%

1 MM APl 2% (BXERFER )

N Rz 445

Status Code: 200 OK
Content-Type: application/json

{

"accessToken": 'l*******n,

,
"expires|n'"; "rHrRRRRI
"refreshToken"; "*#**xxtt
"scope”; "k

}
e
Httpik | $HiRED HixdHid il
=B
400 100247 Operation not N FRES
allowed. The QBN ERENARERARE
application has REE
been frozen.
400 102202 Required RS AT,
Parameter is null | ghmesiy : G EERSHPHILE
or empty. SHERCEE,
400 50400 The input is BMNSEHTI .
invalid. QBN IS E ORI R
mEMIE IR
401 100208 Appld or secret is | appld. secret@irefreshToken{&iz.
not right. IS LTV E
o BEfG&Eappld. secret.
refreshToken2BBIR, ERHIH
FRWRDFR .
o BEREIFKRIEEPAIPHIIZES
=0
500 50252 Internal server ARS52RIZ1TAEBEEIR o
error. RN MIEXM TS REREIR, 1B
EXEMIEANE S 4P AR IE

1.5 IRBFEER

N FARRSS R @ABA M iR INIRES , SRENREEAYIDFNIRIERS, FIRE SRR
FaniERE, RESNARSHEIMNEXR.
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IREEIE

APl &%

1 MM APl 2% (BXERFEA )

1.5.1 iFHhgs (KRIEESE)

AR

URI

iEREH

ERFEAYEMEGE, NARSSFEZRALEOENEREMESEMRE, FR
BiREHIE—IRR (AIMEl) . FERFEANSEKNESIHETREHE—IFR, THIR
BHIRNINILE

g EEOERTFERLWM2M/CoAPIMUENRNS S, SiEEERL 7 AgentLite
SDKAEYIRE -

iBKAE POST

URI /iocm/app/reg/v1.1.0/deviceCredentials

£ 71008 HTTPS

2% whis/m] | 2REY & R

i%

app_key | @itk String header | BEIEXMFESHINAID, £
XM tIZ N AR AT &5
K1So

Authoriza | Wik String header | iHE4EXMESHSBAIEESE, &

tion 73 “Bearer {accessToken}” ,
Erh{accessToken} 9iE A
EOREAYaccessToken,

appld aJik String query SERAEBIIRAID, Z5EMHEN
NETRIRENAZTEERES,

devicelnfo | A% Devicelnfo | Body IREER.

DTO

endUserld | B]i% String(256) | Body LigFARFID,

ENB-loTH =, endUserldiz
BEENIMSIS,

imsi A%k String(1-64 | Body NB-loT£&ixmAYIMSI o

)

IEERBEANETERE, HA
{Efalse, TENB-IOTIZE=T,
AR E IR AT,
isSecureEig & Htrue,

o true: L¥RIRF

o false: IFZLIRE

isSecure Ak Boolean Body

MAERRAS 17 (2020-06-29)
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IREEIE

APl &%

1 MM APl 2% (BXERFEA )

1%

T E

(a—i

ik

String(256)

Body

REFHE—IFRE, VRSRELE
RENEEINR—,, BRER
IMEI, MACHthts}Serial NofE
JInodeld,

EARIMEIE NnodeldRS, 1RIER

R RPOSEEARRESEXK,

o SECHIREIIHE—IRRES
urn:imei:xxxxx, xxxxJ3JIMEI=

o BREECHIZENHE—IRRA
IMEI=

o Hftt RS RBNREMHE—FR
TBEREA] FKiAIA,

psk

String(8-32
)

Body

BKPigEpsk, NFEEFERIE
EBpsk; BERPAIEEpPsk, N
REE4ERpsk. BUEBERa-
f. A-F. 0-94HRYHIFTFE

timeout

Integer(>=0

)

Body

IREFIGIEADAVEERIATIE), BBf:
. ERBERRIIEAREN
PIEXSEEFHEE, WFEaSH
PRiZIZ BRYEMER
EVESEE: 0~2147483647., &
159 “07 , MFRRIREIGIE
65711%\)5@“5{ (EESH

“o” o

BUAME: 0 (BUMERIERCE, B
FECEEFE N TE Szt
AR)

verifyCod
e

String(256)

body

IREBWIEG, 2Bk—, NS
nodeldig B ERE . BEBK
thigEverifyCode, MMM IR
EliEKPiEENverifyCode; &
iERPARgEverifyCode, MIA
YIEXMSE & Boh&ER o
7EiEAREERL T Agent Lite SDKHEY
REINEEIZEverifyCode, B
W5 nodeldig B REFEENE

productld

String(256)

Body

IREBEINFRID, BAFXEE
BIENFERER, 5
manufacturerld.
manufacturerName.
deviceType. model#Q
protocolType RIS E —ik—.

deviceNa
me

String

Body

IRE B,

MAERRAS 17 (2020-06-29)
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REEIE

APlI &%

1 MM APl 2% (BXERFEA )

DevicelnfoDTO:

2H WAIE/R]
pris

sry

E

ik

manufac | OJi%
turerld

String(256)

Body

I'/&ID, E—RR—1 . 5
manufacturerName.
deviceType. modelfQ]
protocolType2#—tc A F k5%
REMENTRER, 5
productld&#_i%k—,

o

manufac | BJ
turerNa
me

String(256)

Body

I B3R, Smanufacturerld.
deviceType. modelf[]
protocolTypeS#—ic AT X<k
RBFTBINFRIER, 5
productld&#—i%—,

=

deviceTy | A
pe

String(256)

Body

REER, KiglEmasL, W
MultiSensor. ContactSensor.
CameraGateway,

Smanufacturerld.
manufacturerName. model#[
protocolTypeZ2#—#c A F B4
REFEINFRIER, 5
productld&#—i%k—,

model Wik

String(256)

Body

RENES. 5
manufacturerld.
manufacturerName.
deviceTypeFlprotocolType=£{
—EEAFXENE S TEAYF MR
B, Sproductld&# —i%x—,

=

protocol | AJ
Type

String(256)

Body

RERFERAMYEEER, HEiziF
ROEMYEERY: CoAP, LWM2M,
Smanufacturerld.
manufacturerName.
deviceTypeflmodelZ#—itcH
FXREOEEFENFmEE, 5
productld&#—i%—,

R S &

Status Code: 200 OK
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IREEIE

APlI &%

1 A API 2% (BHERFER

)

SH

5]

fifik

deviceld

String(256)

I®%&ID, AFHE—IRR—MNRE, mEMRE
B ERYEX S 5 3 ECERTS o

psk

String(32)

B lpskS%, EERPER T psk, NIERIE
ReRIpsk, BUBRFEERMMETPskSE .

timeout

Integer

RSB XATE, B, REREEERET
[EJRHRNIDER S o

verifyCode

String(256)

RIS, SR T Agent Lite SDKRNIEEE
B(FRIEB AN ESRIZENIAILE . &
EiEkpigEverifyCode, MNERNHIRENEK
rhigERIverifyCode; &HiERPFIEE
verifyCode, NIEYIEAMFEEBIER -

iBERTA

POST https://{host}:{port}/iocm/app/reg/v1.1.0/deviceCredentials?appld=>**+++++*
Content-Type: application/json

a pp_key: Fkdkkkk

Authorization: Bearer ******

{

"endUSerId": "***********H'

|||||

" e Wkkkkkkkhkhkhkhkk
nodeld": ,

"devicelnfo": {

"deviceType"; "t
"model": n******u,
"protocolType"; "rirks

}

)
"deviceName'":; "*xxxn

Ilpskll:
"timeout": 0

}

IR R~

Status Code: 200 OK
Content-Type: application/json

{

"deViCeld": ll*******n'

|||||

npskll: H*********"'
"timeout": 0
}
H=
HttpIAE | SRS =R 15488
5
200 103028 The license LicenseixFHR,
pool resources.

MAERRAS 17 (2020-06-29)
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REEE
APl &% 1 A API 2% (BANERRPER)
HttpiRZ | i3 FEiRA i5AH
5
400 100003 Invalid verify | ISIFFBTE o
code. QMBEN: BREREOIERB
verifyCode@EBHIR . BiRKSHF
KmverifyCode, BEARYIEANES
HEP AR,
400 100007 Bad request SBHAEE,
message. RCIBFEIN: deviceldKIRH(E, BH5%E
BERESHINPBESIEK,
400 100416 The device has | IB&ZEE4E .
already been | prymssiy . EMEISRERDEE
binded. A#.
400 100426 The nodeld is nodeld&&,
duplicated. QMBEEY: Bt EIEOIERPnodeld
Py =L
400 50400 The input is MNSET
invalid. QMBI B EEOARE RS
HEHAIEL.
401 100025 Appld for auth | SRERAZElappldERUZE .
not exist. QNBZEN
o BIUEIEKREMIRAIHeadersk1g
BERBEFERapp_keylit{H,
o EHEBIIHTTPIER, SEARYIEL
FEHER A RfffiAHeaderskig &
M &EappldiI=FERZ 2app_keyil
=X-app-key,
403 100203 The NAARFE,
application is QMEEEEN :
not existed. . R . .
o HEIBEHTTPIERLIEPESH
appld2@&Biz.
o FEHREIHKIZR (url) PENK
appld2&aEix.
403 100217 The S FREAEAN
application | ghmgmyy: EAERFEIUAS, B
hasn't been INBREHPappldzs,
authorized.
403 1010009 app throttle NAREREOZ TN, BEREE
exceed. ( BRIANEZR100)K/60s ) o
SRIEFEY . EXEMIEXFELHP AR
BRI ESE I HEORE R
SASRRZS 17 (2020-06-29) IRAERE © LA/ ARBIRAE 19
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AP| & 1 MM APl 2% (BXERFERA )

HttpikZ | 2R3 fEiRA izl

5

403 1010005 Invalid access Ei2R0tokenfS 8.,
token or appld. | ghymzmy;: BB EOERPEE

HJaccessTokenE2EHI=,

403 600002 The product FRAFEE.

notexisted. | phimEIY: MBI AFKILE
productldXI Rz HYF= 5, IBaE
productld2&EIR.

500 100001 Internal server | IREZHERLIREEIR
error. QMBI YIEXNEEREREIR, B

BXEYIEER S S 4EIRP A RAME

500 100203 The N AARFE.
application is IS ANE
not existed.

o BIEBEHTTPIERLIFHHETFY
appld@&BBiz.

o BEEIBKIZER (url) PEAND
appld2BBix.

500 100412 The amount of | HEINA TMRFHEAXEI LR,
device has QBRI B AR T AOIE S
lfieniicthed the | B RCATIFREEEEN LR,

500 100441 The amount of | IFZLIRBHECIAZE LR,
nonSecure RANBZEN
device has
reached the o EEMELIRE ( “isSecure” &
limit. HigER “true” ) , BMRE(E

BZEthYXBIIEN
o BEXRYIELMFEEHEIR A RAL
%,

500 103026 The license is LicenseANfZ1E

not exist. QIR IR A RIEBLicense
R, BRI EEHIR AR
I,

500 50252 Internal server | IREZEIZITHEBEIR -

error. QMBI YIEXNEEREREIR, B
BXEYEER S 4EIP A RAME

MAERRAS 17 (2020-06-29)

WRIERE © HERRARBIRAT 20



REEE

APl &% 1 MM APl 2% (BXERFEA )
1.5.2 iFhgsE (BBHER )

A

EREEANMEMEGSH, NARSEFE2FALEOEMERMESEMRE, KW
IREIDHIEDD . HIRERANYEXM SIS IREFIDMER, STHOIRERENIAIL.

HEMHREEOER T ERAMQTTIMUENRNIRE .

URI

BERGE POST

URI /iocm/app/reg/v2.0.0/deviceCredentials

£ 0100 HTTPS

iBRESH
S Wy e] | 2B E iR
%

app_key | @i String header | iHEEXMESRINAID, £
BXFE &8N AR RFEE S E
RS

Authoriza | W4i% String header | iBEEXMFESRVANIEER, &

tion 79 “Bearer {accessToken}” ,
Hrh{accessToken}IiE LM
#EOR[ERYaccessToken,

appld Gljv: String query IREFTERNAID, Z5EMHER
NATRISENAHTEES,

devicelnfo | @ik Devicelnfo | Body IRBIER

endUserld | OJi%k String(256) | Body ZigFRFID,
ENB-loTH =, endUserldiz
EREFNIMSIS

organizati | BJi% String(256) | Body RBFTBAIAELRER .

on

region E1pviA String(256) | Body REENXIEER.

timezone | BJi% String(256) | Body REENRXER.

mqttConn | A% Boolean Body IRESBFEAMQTTIMUEN,

ect EMMQTTIMMIENIRBRTHE
R E Htrue,
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APl &% 1 KA APl 2% (BXBRFER)
2% WiE/a] | B E fEA
i%
productld | &Ji% String(256) | Body IREFENRID, AFXEXE

BIENFTRER, 5
manufacturerld.
manufacturerName.
deviceType. model#Q
protocolType RIS —ik—.

secret aJi%k String Body IR, BNEKRIF2007163H
HE ., BEIERFPIEESecret,
i Az AR [EE K I ERY
secret; &HiaKPRIEE
secret, MEBIBXMFEEBEIE
B o

Devicelnfo:

28 wik/al | KR NE )%

ik
nodeld D% String(256) | Body IRBE—IRREE, YR5R&EL

RENEEIRR—H . BEER
MACHBLE, Serial NoZgIMEWE
JInodeld,
BiEH
{EAIMEIfEInodeldid, 1RIEARE
RIS REAREEEEK,
o SECHEENH—IKRA
urn:iimei:xxxx, xxxxAJIMEIS
o BRCHEENE—IRRAIME

=
o Hith HKiSHANEEMH—IRAS
BXERIEA KA.
manufac | AJiE String(256) | Body I BID, H—tRE—N ®. 5
turerld manufacturerName.

deviceType. model#Q
protocolTypeZ2#—tc A F k5%
REFMBENFRER, 5
productld&#—i%—,

manufac | BJik String(256) | Body | 3% R. Smanufacturerld.
turerNa deviceType. model%[]
me protocolTypeZ2#—tc AT x84

REMEIIREE, 5
productld&#—i%—,
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REEIE

APl &%

1 MM APl 2% (BXERFEA )

SH

T

uE 1)

deviceTy
pe

Elpvic String(256)

Body REER, KlEmEasL, W
MultiSensor. ContactSensor.
CameraGateway,

Smanufacturerld.
manufacturerName. model#[
protocolType2#—tc AT KB4
REFEINFRIEE, 5
productld&#_i%k—,

model

A%k String(256)

Body RBHES. 5
manufacturerld.
manufacturerName.
deviceTypeflmodelZ#—#c
FREORBFEN=mER, 5
productld&# —i%—,

protocol
Type

aJi%k String(256)

Body REFRIMYEER, HEisdF
Aot EERY: MQTT,
Smanufacturerld.
manufacturerName.
deviceTypeflmodel ¥ —itcH
FREOEEFENFmEE, 5
productld&#—i%k—,

name

aJi% String

Body RBEBIR,

MR S &

Status Code: 200 OK

24

i)

1R

deviceld

String(256)

IRFID, ATH—RR—MNRE, EEheE

RS EHIEX I & D BC3k1S

psk

String(32)

e lpskS%, BMIEXMFEBEMNER.

secret

String(256)

REE, RELUBIT SIS SRR
BHENINIE ., BEIEKRPIEEsecret, NI
MR EIERPIEERsecret; EHiERPAIG
xEsecret, NIEEYIEAMFEEBIER -

iERpI

POST https://{host}:{port}/iocm/app/reg/v2.0.0/deviceCredentials?appld=>*+*+ri+*
Content-Type: application/json

ap p_key: Fkkkkk

Authorization: Bearer ******

MAERRAS 17 (2020-06-29)

WRIERE © HERRARBIRAT

23




REEE
AP| & 1 MM APl 2% (BXERFERA )
{
"devicelnfo": {
"nodeld": "******",
"name": Wkkkkkk1l
}
"mqttConnect": true,
Ilproductld": "***********”,
"Secret”: Whkkkkkkkkkkkn
}
IEE N R~
Status Code: 200 OK
Content-Type: application/json
{
"deviceld": "*******",
IlpskH: "*********",
l'secret": Wkkkkkhkkk!
}
==
HttpIRE | RS ETES N 15488
5
400 100007 Bad request SHAEE,
message. REIBFE: deviceldKIH(E, &%
BRESFRPESIEXK,
400 100426 The nodeld is nodeldE£&,
duplicated. phImEEY : BB EOERFnodeld
=A8I1R.
400 50400 The input is BMASHTL .
invalid. RMBEEY: BB EORRE R
HESHSIEN,
403 100203 The N BARFE
application is QAFBIEN :
not existed. .
o BIUBEHTTPIEKLIEHIETRY
appld2BBix.
o BIEIBEKIZE (url) HEAR
appld2BBix.
403 100217 The N ARSI
application | ghimemiy: EIERFIBINIGS, A
hasn't been INBRSHrhappld Rz,
authorized.
403 1010009 app throttle NABEREOZS TN, BEinEE
exceed. ( BHAER1000%/60s ) o
CISELESIVE H%%%E%M FEHIPAR
BRI EREEEREOE MR
XHhRAS 17 (2020-06-29) IRAERE © LA/ ARBIRAE 24
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APl & 1 A API 2% (BLERARPER)

HttpA7 | $5iR6D SRR i5AH

5

403 1010005 Invalid access 21280token(S 2.,
token or appld. | ghmesiy B EIEOEREFHES

HYaccessTokenEFHIR,

403 600002 The product FmAEE

not existed. RMEIEN: WIBEREARKE
productldX3 RV fR, BRE
productld2EHIR.

500 100001 Internal server | IREZHEFAMEEIR,
error. QIR MBS NEEIR, 1B

BERYEX N E S 4R A RAME

500 100203 The BN BAARFE,
application is IS ANE
not existed.

o BBEHTTPIER L ETHY
appld@&BBiz.

o BHREIFKIER (url) PENRY
appld2BBiR.

500 100412 The amount of | HEINA FREH=XE LR,
device has SMBEN: BT MBI TRRS
lfieniicthed the | e o XHTATIFRES AR LR

500 103026 The license is LicenseA~{Z1E.
not exist. GBI YPEENEA WERLicense

AR, BEERYBAMES 4P AR
H,

500 50252 Internal server | PRSSEIZITHEREEIR

error. QIR MBS NEEIR, 1B
BERYEX S 4P A RAME

1.5.3 RIFMREXH
EO5ER

EEYENTFEEMANRE, SRENE—IPRABAEEE (NERREFH=) ,

R RBRSS 285

ZFALZEOEMENFaEmR

BRE—R, FEFPERE

NZRELTELINEN, e TRIFNREZRIRF.
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REEE
APl & 1 MR API 2% (BXBRFPZER)
URI
BKAGE PUT
URI /iocm/app/reg/v1.1.0/deviceCredentials/{deviceld}
E251 0104 HTTPS
BRSH
2H Wik /] | KR ~NE A
i
app_ke | @ik String header | JHIEAIEXMNESRINAID, FEVIBXMNES
y SIZEM A EFE D EAS.
Authori | Wik String | header | IGIAIBXMESEVANIEER, BEH
zation “Bearer {accessToken}” , Heh
{accessToken} 9 A =IE IR EIRY
accessToken,
devicel | @%i% String( | path ®EID, BFH—RR—MEE, T
d 256) REIT BB ES D ERES .
appld | BJi% String | query | IRFBFIEBAIRIAID, Z\RIFHENNE TR
FNFENAREIES,
nodeld | A% String( | body | iRBME—ITIRGG, BEERAMACHMIL,
256) Serial NoggIMEWE Inodeld,
EEEFEIMZENInodeld, NESLZ
#H, BUAFTEEE,
AEAIMEEANodeld, RIEARR =AY
SHRBAREEEXK,
o SEGHIRFHNE—IRRA
urn:imei:xxxxx, xXxXxxAIMEIS
o BEGRHRENEH—IRNIANIMEIS
o Hth K HANZEH—IRRIBIRER
AT KA
timeou | AJi% Integer | body FERTAYIE] . TEBRTRY BN AIBEIRE, &
t g timeoutlJB BRHPEIRSE, WSH
IREBIIFFER .
EUESEEl: 0~2147483647, HIETN
“07 , MFREZHFIEIBASEKY (&
WESR “07 ),
ZONME: 180 (BWNMERIEE, BEEE
EESOYBMNEREHAR, )
B ®s
XH5hRA 17 (2020-06-29) RIS © LA ARBIRAE] 26
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sy |wwE (xm |[wE |

i%
verifyC | Ak String( | body | IRERIIIS, BEBEKRKPIEE
ode 256) verifyCode, MR AR [EIEKFHEERT

verifyCode; ZEIERPRISE
verifyCode, NIFE¥IEXMFEBhERK .

FFEERY T Agent Lite SDKAYIRE, MR

Snodeldi& ErEEIE-
InJVE=S5't
Status Code: 200 OK
2% it R
verifyCode String (256 ) IREBWIERT, REALIBEIHE5ER

YIEXRESHNENIANIE . BEIERTPIE
EverifyCode, ML HiREEKFPIEE
#verifyCode; HIEKPAIEE
verifyCode, NIE¥IEXREE BRI

timeout Integer GRS EMATE, P, KEREE
BRAEHEPENEANES .

BRI

PUT https://{host}:{port}/iocm/app/reg/v1.1.0/deviceCredentials/ ?appld=
Content-Type: application/json

app_key: khkkkk

Authorization: Bearer ******

{

Ilnodeldn: ll********ll,
"timeout": 300

}

alg —
120 iat |
Status Code: 200 OK
Content-Type: application/json

{

"timeout": 300
}

SCRGRRA 17 (2020-06-29) IS © ERRAGIRAT 7
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1]
HttpA7E | $EiR6D FEIREAR izLilz
3
200 100217 The application I FAARARAEAN
hasn't been QBN SNBSS, B
authorized. HAIBRSEFRIappld iz
400 100003 Invalid verify BIFRB TR
code. SMBEN: B EREOIERBN
verifyCode@BHIR. AR KSHH
FKmverifyCode, 1BEXEMEAMFEES
P AN R,
400 100007 Bad request o N
message. QMIBFEY: deviceldKIRH(E, BSE
BRSHIGBPESIEK.
400 100426 The nodeld is nodeld&E&,
duplicated. SMBEEN: EREREOERS
nodeld2&BiR.
400 100610 Device is not REREE.
active. SMBEEY: BREIZRREECE
NN EAFHSE .
400 100611 Device is online. | I8&%EL%.
RMIBFEIN : 1B FERIZIR B E R
RESYENEEREE.
400 50400 The input is BASHTM .
invalid. QMBEEY: EREREOERIERE
EESHE RN,
401 100025 Appld for auth SKEXAZappldERUSE o
not exist. QMBZEN
o BINEIEKREMIRIIHeadersk1gg
EEEFERapp_keylit{H.
o FHIEBIIHTTPIER, 1EEXEYIEXN
EeH#HP A RfiiAHeaderskig
M EappldiI=FEREZ Eapp_keyit
=X-app-key,
403 100203 The application is | NN AR FE.
not existed. QMEEEEIN :
o B EHTTPIERLigHiE+HY
appld2&aBi=.
o FIREBRERE (url) PENKY
appld2&EBiz.
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HttpiA7&
i

=63

TR

Lz

403

100217

The application
hasn't been
authorized.

Rz FAARAARN o

SMEFEN: HIFNARNTR, B
I NBRSEFRIappld A=,

403

1010009

app throttle
exceed.

NAARZEOS TN, &Rz
E ( BIANEZ1000%/60s )
ROEBERINY . BRRYIEXSE S 4P A
RIFXREREREEEONE
FESRER,

403

1010005

Invalid access
token or appld.

fEi=AItoken(EE .
QMBI B EEOE RS

HaYaccessToken2EHIR .

404

100403

The device is not
existed.

REAREE,

RAIBFEIN . YIEXSE S RILE!
deviceldXIRZ YIRS, BEE
deviceld2BHIR.

404

100418

The deviceData is
not existed.

REEEAREFE,

IS EEIV

o EXSHHIETAIdeviceldis
iR, &5ffiAiZdeviceldEREF
iZappldei&deviceld2B 5 o

o HeaderdhiETiappldBiR, &
HiNZappld FREBIZ
deviceld,

o WNSRURLAPIET 7 alIESE]
appld, 1B EZappldEd
=o

500

100203

The application is
not existed.

RFARFE

IRV :

o BRBEHTTPIERLIGHIETY
appld@&HBiI=

o FINBEFEKIEERE (url) PENE

appld@&BBIR.

500

50252

Internal server
error.

IRS3 2RIz TREREIR -
QMBI YIEX S NEBRIR
IBERRMIEX L S 4P ARALIE

MAERRAS 17 (2020-06-29)
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APl &% 1 MM APl 2% (BXERFEA )
1.5.4 BHOREREE

A

N RS =AM ESEMREE, FRENVEMEERELE, FALEORE
MEMFREURENENER, SRRERE. RERE. | BiER. BAMY

~J o

URI
IBRGE PUT
URI /iocm/app/dm/v1.4.0/devices/{deviceld}
f&EiY HTTPS
IERSH
2H giilﬁl St a=i 1)

app_key WA String header | iFIEHPEXMFEERRNAID, TEIEAR
FatIEN B BRFa R ERE

Authorizat | #i% String header | IHIEEXMFEABVAIEEE, BN

ion “Bearer {accessToken}” , Hrh
{accessToken} 9 FEREEOIREIR
accessToken,

deviceld A String path REID, BFHE—RR—MRE, &
RIS D EIRS

appld Ak String query | IREFTERINAEID, HEXUSINRA
THIREEENAZTEEE,

customFiel | A% List<Cus | Body BEXFERYIER, BRRERENX

ds tomFiel FER,
d>
deviceConf | A% DeviceC | body REREER.
ig onfigDT
(0]
deviceType | AJi% String(1 | body | iR%&£E, ABlEmEA0, Flan:
~256) MultiSensor. ContactSensor.
CameraGateway,
endUser | A% String(1 | body LinBR, aAEERS, U
~256) endUsera]i%k; HHAIEEERS, N
endUsera]LAAanull,

location A% String(1 | body RENE .
~1024)

SCRGRRA 17 (2020-06-29) RIS © ERRAGIRAT 30
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2H WAE/E] | SEE B fHR
i%
productld | A% String(2 | Body | REBFREAIF=ID,
56)
manufactu | BJi% String(1 | body I /&ID, H—FRR—1N ™.
rerld ~256)
manufactu | A%k String(1 | body ISEZL
rerName ~256)
model aJik String(1 | body REHS, B AENX.
~256)
mute Ak String(1- | body FRRBEATHRERS, BhgE
256) LiREERS, FERESEEMR
=
e TRUE: JREIRE
e FALSE: IEFZEIRTES
name aJi% String(1 | body IREBEBR,
~256)
organizati | EJi% String(1 | body | REFFERIALREE.
on ~256)
protocolTy | BJiE String(1 | body REFFEBAIMNEEER, JEisFaoh
pe ~256) IWZERY: CoAP, LWM2M, MQTT,
region Elptr String(1 | body EXIHER.
~256)
timezone | AJi% String(1 | body RERENXER, FRINX%RLG,
~256) %NAsia/Shanghai, America/
New_York
imsi Elpvi String(6 | Body NB-loT&ixHIIMSI
4)
ip Ak String(1 | Body | iR&HAYIPHELLE,
28)
isSecure A% Boolean | body BERERRNREIRE, BAMES
false, ZENB-loTiZ=T, EMAVLRSE
HNZIRERY, isSecureFERE N
true,
o true: TRIRE
o false: JFLZLIRE
psk Al String(8 | body psk&#, BUECE=Ra-f. A-F. 0-9
~32) HREBIFFTER
tags ali% List<Tag | Body |iREBHWFEIEE,
2>
SCHEhRZAS 17 (2020-06-29) RS © AR ARBIRAE 31




IREEIE

API &%

1 NFAM APl 2% (BXERFER )

R S5

CustomField:

B8H WA el | 2REY g ik
i%

fieldNam | BJi%& String(256) | Body FEBREF,

e

fieldType | AJi% String(256) | Body FEEA,

fieldvalue | AJifk Object Body FEIE,

DeviceConfigDTO:

8% Wik /alik | FERSER ik

dataConfig o]k DataConfig | #iREEEE.

DTO

DataConfigDTO:

BH WHK[OliE | FERSEEY R

dataAgingTim | AJifk Integer[0,90 | HIEZ(EH<, BEUESEE: 0-90,

e ] B X,

Tag2:

2% wik/m] | 3EE B R
i%

tagName | @ik String(1-12 | body REZIR,

8)
tagValue | @4ifk String(1-10 | body wEE,
24)
tagType | BJi% Integer body R,

Status Code: 204 No Content
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APl &%

1 MM APl 2% (BXERFEA )

iBERTA

IEE NG R

tHi=hg

PUT https://{host}:{port}/iocm/app/dm/v1.4.0/devices/{deviceld}?appld={appld}
Content-Type: application/json

app key: *hkkkk
Authorization: Bearer ******

{

Ilmutell: l|****|l,
"deviceConfig": {
"dataConfig": {

"dataAgingTime": 30

Status Code: 204 No Content

HttpiX | iR | SRR izkilz
S
200 100203 | The application | RFIARTFE.
is not existed. QNEREEY :
o BIBEHTTPIENRLIEHIETHIappldE
5HIR.
o FINEFKIERE (url) PENRIappld
=HREI1R.
400 100022 | The input is BMANSHTIM
invalid. RMBEEY: BREEOERERESS
HHEIEHE.
400 100440 | The isSecure is isSecureZ2HEEIR.
invalid.
400 50400 | The input is BANSHTIM
invalid. QPRI BREERRERPgES
HHEIEHE.
403 100203 | The application | RFIARTFE.
is not existed. QMFBEEIN |
o BIRBEHTTPIBERLFEFIappld2
5HIR.
o BFIEEBRER (url) PIENATappld
Y=
403 100217 | The application | RZFBR#EIEAN .

hasn't been AMBEY: BAENARIAR, EIAE
authorized. kS iappld Rz,
MA%hRAS 17 (2020-06-29) WRAXFTE © SR AREIRAE 33
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Httplk | BB | EiEEA inl:z]
S5
403 101000 | app throttle NAERBZEOTFME, BdnzE (2
9 exceed. INMEE100)%/60s )
QU : BRRYIBME S 4P A RIFA
T I ORI
403 101000 | Invalid access #i2rtoken{S 2.,
5 tokenorappld. | grmzEiy : EMEEOERPATET
accessToken2HBEIR.
403 500004 | The amount of WHRERFEIAE LR
frozen devices
has reached the
limit.
404 100403 | The device is not | IRBARFE,
existed. QBRI MBI A IRE ] deviceldyd
RIHIGE, BB deviceldREBIR.
404 100418 | The deviceData | BB EERTFE.
is not existed. QMEBEEY :
o ERSHPETHIdeviceldEEIR . 1B
TAizdeviceld @& /B FiZappldaE
deviceldlEB B,
o HeadershiErsiYappldBiR, BHIAIZ
appld F2&Bi%deviceld,
o WNERURLHPIET T RIIESEappld, 15
KE1ZappldREEIR.
500 100203 | The application | RZFBARTFE.
is not existed. QMEBEEY :
o BIBEHTTPIEK kg HERAYappldE
BAEIR.
o BIEIBKIZRE (url) HEANAIappld
Yy =)L
500 100441 | The amount of | IFRLIRBEHECIATI LR,
nonSecure device
has reached the
limit.
500 50252 Internal server RSB EIEITHEREIR .
error. RMBFEN . YIEXNEEREREIR, BEER
YIEL S S H#EIR A RANE
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APlI &%

1 MM APl 2% (BXERFEA )

1.5.5 HifFIRE
3R

EEMEAMFEEEMANRE, EAEHEENFEN, NARSRUEALUZEOEY
B ERiReE, ERELEBEATFE. RRREEHERXIEATE, UFE

MRS
URI
BERGE DELETE
URI /iocm/app/dm/v1.4.0/devices/{deviceld}
LTI 01 HTTPS
=R 5
B8H Wwik/al | KB | ([UE | #d
ik
app_key | @ik String | head | iGIEHIBAMFEERINAID, EMEXAMNFESE!
er N B EFE e R ERS.
Authori | W% String | head | iGIIBXMFESRVIAILES., B9 “Bearer
zation er {accessToken}” , ErA{accessToken} Wi
FBERUZOIREIRaccessToken,
deviceld | #i% String | path |i8&ID, BFHEH—IREI—MRE, TEHE
FHTRMEANFE S D ERS .
appld aJi% String | query | IRBFTIBRINFEID, SRR TRIIR
BNAREEE,
cascade | AJi% Boole | query | {(XZHig& NER 7IFEERSITER . A

an

{EHtrue,

o true, ZREXMIRR, BIMIBREIEREZINET
HEEERE -

o false, MIFREIERS, BEFHETAFE
BEiERR, FEIEEERSNEHTAE
EREEME

MR S4L

Status Code: 204 No Content

iBERTA

DELETE https://{host}:{port}/iocm/app/dm/v1.4.0/devices/{deviceld}?appld={appld}&cascade={cascade}
Content-Type: application/json

MAERRAS 17 (2020-06-29)
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REEE
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a pp_keyi *kkkhk
Authorization: Bearer ****+*
IEE N R 73~
Status Code: 204 No Content
ZjEiE)
Httpik | $ERE3 EiRiA izl
S5
403 100203 | The application | NFBFRTEE.
is not existed. QMFBEEIN :

o BIEHTTPIEK LI #ERYappld
=EEIR.

o BIUEIEKIERE (url) HEAH
appld@EAEIR.

403 100217 | The application | RZFIRMBIZIN
hasn't been phEBERY: EIERFHEAURE, BIAS
authorized. REHthiappld Bz,
403 1010009 | app throttle NEEBZEOETRE, @dinizE (3
exceed. INMBEE100%/60s ) o
QMBI BREYEEMESHIP ARIEX
RiERELREERZEONRBRERER,
403 1010005 | Invalid access E1=HJtoken{E 8.,
token or appld. | ghimgeiy: SIS EEOIERPATERTE
accessToken2HBHIR,
404 100403 | The device is not | IREAR1FE,
existed. QMIBEEY : YIBERE Ak E deviceldtd
NRIRE, 5 Edeviceld2BBIR,
404 100418 | The deviceData | IBBEERFE,
is not existed. QMFBEEIN :

o EkSHFIETHIdeviceldiBIR . 158
iNizdeviceld2& B FiZappldai®E
deviceld2BEiE,

o HeaderdhiEmRYappldBiR, BHIIA
Zappld F2&B1%deviceld,

o WNRURLHPIER T RIiESHappld, 15
KB Zappld2EEHIR.

MAERRAS 17 (2020-06-29)
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1 MM APl 2% (BXERFEA )

HttplX | EIRB | EixiEd 588
S
500 100203 | The application | RFIARTFE.

is not existed. QMBI :

o BERBEHTTPIERLIGH#ETAIappld
Y =)

o BIEIERIZRE (url) PEANH

appld2&HIR.

500 50252 Internal server REZ 21T EIR .
error. QMBI YIEXNFEWEREIR, BEER

YIEX S S 4EIP A SRR .

1.5.6 MiffrFi2eE

EFRETBHFERANIENTS, NARSSRTERLZEOBRIMX TIFIRE .

L INEEEIT1.9.7 I€BHSTAEORMX T AmSIN, BEfsAREdSEMX

28RS ( BB A S SARIRFREIRE ) , HEERERIProfileXX

ﬁitx"ﬁi LXK EIFEETRIIRGRFREDS, WEIRERSERE, kT

I‘EEEIO

BN E BRI S S AFRAIREMOVE, ip$SEN
“del_subdevice=YES” , MIMIFEFREBHIEOIEREGIIOT .

POST https://{host}{port}/iocm/app/signaltrans/v1.1.0/devices/{deviceld}/services/{serviceld}/sendCommand
Content-Type: application/json

app_key: ******
Authorization: Bearer ******
{
"header": {
"mode": "ACK",
"method": "REMOVE"
L
"body": {
"del_subdevice": "YES"
}
}

1.5.7 EERFHEIAE

AR

URI

MRk SRET “EMRET EOEMEBNESIMRERE, TRFEREATEZ
A, IRERVBERSHfalse; HIRFEREANTEARE, REHERESAtrue (T8
REBRNGRATEZ. BEREERS) . NARSHFAARBLZEOSHREED
BEMESHMERS, BEREEEAEEANTES.

BRI GET
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APl % 1 MM API 2% (BXBRFPZER)
URI /iocm/app/reg/v1.1.0/deviceCredentials/{deviceld}
55T 01 HTTPS

IBREH

24 giﬁlﬁl ESis s 15

app_ke | @%i% String | header | iBIAIBEXMEERINAID, EHIBEXMSE

y BtIENANBFEEDERE.

Authori | Wik String | header | iAGAMIBENESHTALEEE, BN

zation “Bearer {accessToken}” , Erh
{accessToken} i FHEAUIEOIREIRY
accessToken,

devicel | 4% String | path R%FID, BFHE—tmR—MgE, T

d s ST BB D ECIKS -

appld | Bl String | query | IREFBFIEHINAID, SEEENNAT
REBENHERSHAZEES,

VRS54
Status Code: 200 OK
84 St R
deviceld String(256) ®%%ID, BFHE—tRR—M&EE, T
IREFATAYIEANF S D ERS -
activated Boolean MERT, RESABITIRIGIRIVEZRS
BRSNS
o true: BEHE
o false: FEH
name String(256) IREBR,
=GNl
GET https://{host}:{port}/iocm/app/reg/v1.1.0/deviceCredentials/{deviceld}
Content-Type: application/json
app_key ***** %
Authorization: Bearer ******
IEE N R 73~G1

Status Code: 200 OK
Content-Type: application/json
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{
"deviceld™ n*******u,
"activated™ u*******n,
"name": " kkkdkkkk I

HttpIA7SED | $RiRED

TRIRfER

15388

403 100203

The application is
not existed.

NABAREE.

AMIRFEIN :

o BEHTTPIER:Lig A
S appld2BEIR.

o BREIBERIZR (url)
5P1§)\E<Japp|d%§

=o

403 100217

The application
hasn't been
authorized.

Rz FAARHAZIN o

QAT BRI
=, BfAERSH P
appld A=,

403 1010009

app throttle
exceed.

NEERBZEOZTINE, &8
IiRiEE (BRAMER1000%/
60s) .

QAT BXRIIBANES
P ARFNRIZT S ESE
EHZORRME,

403 1010005

Invalid access
token or appld.

Hi=AJtokenfE R
QAN B EEOEK
g EYaccessToken2%

Bix.

404 100403

The device is not
existed.

BEAFE

QMG MPEEME B RIL
FldeviceldXI AV, B
K& deviceld2HFHIR.

500 100203

The application is
not existed.

NAREE.

SIS ELESIVE

o BIBEHTTPIERLig b
R Happld2EHIR

o BIEIBKIREZE (url)
5!31#5)\Egapp|d%’.§

1xo

500 50252

Internal server
error.

ARSSRZITARBEIR
MIBEN: HIEXR 5 PSR
tHix, IBEARYIEXMEE4E
PARLE
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IREEIE

APl & 1 A API 2% (BAERARPER)

1.5.8 (BXUS T

#E5AA

PEXMEESTIFCRIREN “SF . RELFRTEFHERERT LIRARS B
12, LURNABIRS RS EIEAIEE ( BRSEMEIREProfileS4HHE X AJservice
B) . ERELTEELNEEREH, NARSHLEBIHS NSRS
TARERE, WEAEE NANRERETIRE F, SRFEMLEN, REVFS
BEE MRERE. NARSHABLEOERER T LIENE TRGRENRE

Bico

BMRBEARE—MEER T, ’REF T L BdesiredtlreportX,

o desiredXKAFEFENZERSEHNEE . BREHAIEL, desiredXBEEES
IR T ARLIRS; BREYIIAES, desiredRIBELBLEEE FANRNBTES
iﬁ%o

o reportXEATFEFIEREB R LIRMRSEIEEIE. HiRE HIREUEN, FASIEH
BRI EIZESFBIreportX,

SENXERLWM2MIMYANRE IR EFFII8E, BICTHHESLWM2MENYTE XRY
BHER, BREEXRIBEERSIFEL.

URI

BKAE PUT
URI /iocm/app/shadow/v1.5.0/devices/{deviceld}
&ty HTTPS

IERSH

By | wm/m | wE |k

app_key | Wi String head | iGIETIEXMFEERINFAEID, TEVIEXR
er FEEtEN B AFEHERS.
Authoriz | @%i% String head | iGEIBXMNFESRTAIEES., B
ation er “Bearer {accessToken}” , Erh

{accessToken} AiEAENIZOR(D]

HJaccessToken,

deviceld | ¥k String path | ig&ID, AFHE—IRR—MES, &
NS SR EYIBNE S D ECIRS

SCRGRRA 17 (2020-06-29) IS © ERRAGIRAT 20



REEE
APl % 1 REFRM API 2% (BXBRFPZER)
2 WAk AT | 2B VE |k
ik
appld Ak String quer | IREFFTERINAID, HIEUUENRF
y TRBNEEEFINAREES,
serviceDe | @41 List<Service | body | EBEXHNKEEETIRESER.
sireds DesiredDTO
>

ServiceDesiredDTO:

B8H WHIFE/ik | KB B | R

serviceld | #4i% String(1-25 | body | BRS3ID, BFHRRE—1IRSS .
6)

desired WA ObjectNod | body | IREBRIIRSEMHHECE, jsonStringtd
e I, BEEE—MMEEX (key:

value) , “key” BrrmiEEidpyE
HZFR ( propertyName ) ,
“value” RiZEMRIEUE, RIEF=
g*ﬁﬁqjﬁ’fiﬂ’ﬂﬁﬂﬁ?ﬁi ERIYE
RN “ipiaE” B ‘w”
(A5 ) MEMSIFERETFTH

IRE

VRS54

Status Code: 200 OK

iERBI

PUT https://{host}:{port}/iocm/app/shadow/v1.5.0/devices/devices/{deviceld}?appld={appld}
Content-Type: application/json

app_key: khkkkk

Authorization: Bearer ******

{
"serviceDesireds": [
{
"serviceld": "Temperature",
"desired": {
"targetTemperature": 35
}
}
1
}

IERE M

Status Code: 200 OK
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REEE
APl & 1 KA API 2% (BAERAFER)
iR
HttpiA7 | iR | {BiRHER 1588
5 =)
200 1004 | The special IRBEIRAFE
25 | deviceCapability | phmesiy: EREIRSEIRESCIEYE
IS not exist. WEL HE,
200 1004 | The serviceType | IRSZEBEIARFE.,
31 is not exist. S EEDVE
o BREZISFZMIProfileXFERE L&
FIEERES o
o BREBTRSHIES[IEH, &
serviceldfEProfile S ERTFE -
400 1070 | The properties is | IREBBIERFIE.
02 |emptyin QMBIEIN: B EEOE R serviceld
database. Sxzmia
400 1070 | The request REFIRSIEM
03 | properties s GBI BRERE STANERER
unknown. Fa.
400 5040 | The input is BMASHT .
0 invalid. QBRI EREEOERERpgES
HEGEM
403 1002 | The application is | RFAARTEE,
03 not existed. QMBI
o BINEHTTPIEK:LIGPIERRYappldE
BEIR.
o BREIFERER (url) RENRappld
=ABixR.
403 1002 | The application | RZFBKRMEIEIL
17 | hasn't been QBRI BIERIBEUAS, EIAS
authorized. KSHFREappld B,
403 1004 | The property is RERMARATE,
43 forbidden to
write.
403 1010 | app throttle NEEREOSTRE, BERzE (K
009 exceed. INMBERZ100/%/60s ) o
RMIBFEIN : BXREYIEAMFSHIR AREX
iESEERE ER I ORRRMRE,
403 1010 | pp_key or #Ei28tokenS B,
005 | access tokenlis | phymeeiy: iSIaEEIIBRAATESL
invalid. accessToken2EBEIR,
XH5hRA 17 (2020-06-29) WRINERE © LA ARBIRAE] 42



REEE
AP| & 1 MM APl 2% (BXERFEA )
HttplkE | i8R | ERiA Lol
5 i}
404 1004 | The device is not | I8T&A1FE,
03 | existed. RMIBERIY : MBI AR deviceldXs
MNEYIRE, 5B deviceldEEFHIR,
404 1004 | The deviceData is | IRFBEERZEE.
18 not existed. RAEEEEY :
o RS FIETHIdeviceldiBiR . 15Hf8
INizdeviceld@&BEFiZapplda &
devicellERBE,
e HeaderdhigEtEHappldBiR, BHEIAIZ
appld FE&H1%deviceld,
o WNRURLAIER T EIIESHappld, 1B
*ﬁéizappld%?:l:ﬁi;o
500 1000 | The data in HIRERE.
23 | dataBase is QMBEE: BT ARNEER, BHR
abnomal. MBS S 4EP A RN
500 1002 | The application is | RRFAARTEE
03 not existed. QMFBEEIN |
o BRBEHTTPIEKR LG ETAYappldE
BEIR.
o BIUEIFKIERE (url) HEANRappld
Py =)
500 5025 | Internal server IRSEEIZITHEREIR -
2 error. QBN MBI AREMER, BEER
YIEAESHIR ARLIE,
159 BFREHT
$ZOi%AE
HRBUTFELSESEINSH, NMARSSELEZEIGS TENAREZE FRE
B, KNHEETANEEREIIRER F, JIRF[EMLEN, RB|ZFSICERE
TrREIRE . NARSHATEARZEOSEERES F LANRSBE EEENERHINESE
HIREIEER.
RSN

ZHEINERLWM2MIB YIS &S 1758
BHER, BREEXRIBMEERIFES.

= IR, BIGHFHESLWM2MINE XY
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REEE
APl &% 1 MR API 2% (BXBRFPZER)
URI
iBKAE GET
URI /iocm/app/shadow/v1.5.0/devices/{deviceld}
E251 0104 HTTPS
BREH
FE Wik ml | KB NE |t
i
app_key | @ik String | head | B4 PEXMNFESRINFEID, EMIEANFES
er SN EFE D ERS.
Authoriz | W45 String | head | HIA¥IEXMEERTAIEEE, ER “Bearer
ation er {accessToken}” , Er{accessToken} Wi
BEfdENOR[EIRYaccessToken,
deviceld | w4k String( | path | I8%|ID, BFHE—mR—MEE, T
36) RSB S D EAS
appld Elpuic String | query | IREBFTERINAID, HEFIEINMNEB TR
BHRBXFHNTFTEEE,
EVEZS5Y
Status Code: 200 OK
2 358 iR
deviceld String(36) ®&EID, BFH—IRA—MRE, mEihesad
BN FEE D BCIRS
gatewayld String(36) RXKID, AFRR—1MXIRE. SIREEEHE
R&ERT, gatewayld5ig&HAYdeviceld—H . Hig
ZE2EEIESEAT, gatewayld IS FFTFEEH
BiEg#E (B ) AYdeviceld,
nodeType Enum IREEHYEE,
createTime String(256) RECIEUTCETE, BYE&=t:
yyyyMMdd'T'HHmmss'Z', 40
20151212T1212122Z,
EEEERAINXATE, SEEBCHTAE
iR,
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REEIE

APl &%

1 MM APl 2% (BCERFER )

2% St fiiA

lastModifiedT | String(256) EEREXEXSERUTCRE, BIERER:

ime yyyyMMdd' T'HHmmss'Z', 30
20151212T121212Z,
EREDAAMIXAEE, SREECHTHTE
IR,

devicelnfo Devicelnfo IRBIFMHEE

services List<DeviceSer | iR&HFEE

viceB>

Devicelnfo:

2% it ik

nodeld String(256) IRBHE—IRIRED .

name String(256) REBEBR.

description String(2048) IREBAVEIRER

rganufacturer String (256) [ /&ID, M—tRR—1T B

I

manufacturer | String(256) 3R,

Name

mac String(256) BERIMACHELE

location String(2048) RENUERER.

deviceType String(256) REHRE, KElEwEHIN, WMultiSensor.

ContactSensor. CameraGateway.,

model String(256) REHNES,

swVersion String(256) REFHVERIFIRA

fwVersion String(256) RERIEIEFIRA

hwVersion String(256) R EBHIFEIERRAN

protocolType | String(256) IRE(ERRMYZEE,

bridgeld String(256) BridgetniR, FRIZFEIHIBridgelZ A\

BXMFES
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REEE
APl & 1 MR API 2% (BXBRFPZER)
2 ESid] A
status String RERES, TREEEREE%, UETE:
ONLINE. OFFLINE. INACTIVE.
ABNORMAL,
o BEEXEANFEZE, REFREH
INACTIVE,
o EIRFBIF25 (EOAME ) NETEREFER LR
RS RXER, MREIRER
ABNORMAL ( BKIAE ) ; EIREBIT49/)0
FIREES CIREESAXEE, MigEIK
L OFFLINE,
statusDetail | String(256) EEINRSIES, RstatusBUYEXTR .
e status/JONLINERT, BESEEINONE
(7 ) , CONFIGURATION_PENDING ( &g
B TFA&) , UE_ REACHABILITY (i&%&%n
iX),
AVAILABILITY AFTER_DDN_FAILURE ( &
WFEMEREEFHTIX) -
e status/SOFFLINERY, EUESEEIINONE
(F*), COMMUNICATION_ERROR (&
{=t4FE ) , CONFIGURATION_ERROR ( fig
Bi#IR ) , BRIDGE_OFFLINE ( BridgeR
%) , FIRMWARE_UPDATING ( E{4H%
d1) , DUTY_CYCLE, NOT_ACTIVE ( K
i& ) , LOSS_ OF CONNECTIVITY ( i&E#EkR
FF) , TIME_OUT (#8A7) o
e statusAIINACTIVERS, BYESEEJINONE
(%), NOT_ACTIVE (K& ) o
mute String ERREEAMNTHRERT, IS LIREUE
iY, FRRESEENREF.
o TRUE: GRS
e FALSE: IEFEHIRTS
supportedSec | String FrREREAIFEEER.
urity o TRUE: SiERLMEm
e FALSE: AZIFZEER
isSecurity String FrRESNeAEAREEN.
e TRUE: BB
e FALSE: KkiEH
signalStrengt | String(256) RBNESEE.
h
sigVersion String(256) &2 EBAISighR 7S o
serialNumber | String(256) RENRSIS,
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REEE

APl &% 1 RIFBMU API 2% (BXBRFER)
2% i) iR
batteryLevel | String(256) IREFHEIREBEE,
(MARIY:

EEEYEM TS HRISEIRSIIEE status. statusDetail3d_ iR . statusDetail i FEE
TR, FENBATZEAR,

DeviceServiceB:

i5RTPl

IERE M

8% =it ik

serviceld String(256) | AR%3ID, BAFFRR—1IRS .

reportedPro | ObjectNod | IE & EIRAVEUE .

ps e

desiredProps | ObjectNod | EEIRE FEANEEER.

e

eventTime | String(256) | B4 &S%RIUTCRTE, BFEHE:
yyyyMMdd'T'"HHmmss'Z', $120151212T121212Z,
AREDAAMINXEE, SEEECH T EE
i,

serviceType | String(256) | ARSZZEEY,

GET https://{host}:{port}/iocm/app/shadow/v1.5.0/devices/{deviceld}

Content-Type: application/json
app_key: Kkkkkk
Authorization: Bearer ******

Status Code: 200 OK
Content-Type: application/json

{

"deviceld™ n******n'

{

"serviceld": l'******!l,
"reported PrOpS": |l-k-k~k~k~k-kn,
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REEE
AP| & 1 M API 2% (BAERAPER)
BI=g
HttpiAE& | IiRB A iAH
5
403 100203 The application | AR EFEE.
is not existed. | grymEzmy -
o B BEHTTPIERLIGHIETH
appld2&aEix.
o BIUEIBKIZE (url) HEAN
appld2&aEix.
403 100217 The application | R FAREIZIN
hasn't been QBRI EIENRENGS, B
authorized. INBRESHTHappldAzs,
403 1010009 app throttle NMAREREOZ TN, BEREE
exceed. ( BMIAEZR1000K/60s ) o
QMIBFEIN H%%%E%WJ FEHIPAR
BAREREEESEOERMR
403 1010005 pp_key or Ei2Mtoken(E 2.,
access_token is | ghymesyy : ERESEOERPATES
invalid. MJaccessTokenE2EEFHIR,
404 100418 The deviceData | IRBEEARFIE.
is not existed. QAFBIEY :
o EXRSHPIETAIdeviceldiFIR
BiffiNiZdeviceld 2B ETFiZ
appldz&deviceld2E5HE .
e HeaderdiEmHappldBEix, &M
NiZzappld FE2&BiZdeviceld,
o WNRURLHPIET T RIESH
appld, B EZappld2EFI=.
500 100203 The application | RFARTEE.
is not existed. QRFREEIN :
o BIBEHTTPIERLIFHHETY
appld2BBi=.
o BIEIEKIEE (url) HEAR
appld2BBiR.
500 50252 Internal server | IREZEIZITHEBEIR -
error. RAIBFEIN: MIEXEEWEREIR, 1B
BRI ESHIR ARIE,
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IREEIE

APlI &%

1 MM APl 2% (BXERFER )

1.5.10 ;Ef LoRa %

BEO5AR

pES=E A0

URI

IBREH

loraServerfx_t4f5, iFffLoRaf%,

NABYEI, fEheaderdhiErrs# app_keyFlAuthorization: Bearer {accessToken}

iBKAixE | POST

URI /api/v3.0/devices/lora/gateway

&Y | HTTPS

B wik/e] | 2B & | i=EA

1%
app_key | ik String Head | EEM L FEAYappld
er

Authoriz | Wik String Head | iIBKEVIAIEER, B “Bearer

ation er *kkkkk , qu******ygAuth%*R;%
MiR[E]AYaccessToken

ownerAp | BJifk String(36) Body | LoRaMIXFR/BRIRIAEID, ZidiN

pld AN F FHYLoRaM X AT EZEIE
5,

loraServe | @%i% String Body | LoRaServeri \¥IEXMIAYFRIR, H

rid MEXM S5 EC -

productld | w4k String Body | LoRafM&ZFEXAHIF=MmID, AT
—RR— N RIEE,

gateway | Wik String Body | LoRaRIKME—HRIR, 16{ihex3s

EUI A

name WIS String Body | LoRafXxZFR,

gateway | AJik String Body | LoRafIiEANRS, 32{ihex35HY,

Seq #E & gatewayEUIHLORaRSZ 5t
_QEE‘ZO
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IREEIE

APl &%

1 MM APl 2% (BCERFERA )

MR SEL

ZFR ESic) il
deviceld String ix&EID, BFE—tRR—MRE, fEiEiiLloRaky

KBS ERHDEX S 5D ECIRTS o

loraServerld | String

LoRaServeriz \¥IBXMAYFRIR, HYIBXMES D
o

productld String

LoRaPIXEXAOF=RID, FFH—tRA— =5

1=E,
gatewayEUI | String LoRapXME—HRIR, 16{ihex3E8,
name String LoRafIXZ TR

gatewaySeq | String

LoRaRIKIENTS, 32{ihex3cB!, &5
gatewayEUIHLoRafRSZ A FH—ER o

iERpI

POST https://{host}:{port}/api/v3.0/devices/lora/gateway
Content-Type: application/json
app_key: kkkkkkkk
Authorization; ***x*x

{

"ownerAppld" : "string",
"loraServerld" : "string",
"productld" : "string",
"gatewayEUI" : "string",
"name" : "string",
"gatewaySeq" : "string"

e Mz 73~ 51

Status Code: 201 Created

Content-Type: application/json

{

"deviceld" : "string",
"loraServerld" : "string",
"productld" : "string",
"gatewayEUI" : "string",
"name" : "string",
"gatewaySeq" : "string"

}
tHIRI
HTTP | HTTPIRZSEDi%EA = HIRBHNA
R
201 Created - -
400 Bad Request 106018 the product not exist.
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REEE

APl &% 1 RIFBMU APl 2% (BXBRFER )
HTTP | HTTPRESMGiIREE | {EiRB EiRtofER
R

1200013 The LoRa gateway already
exists.

1200014 The LoRa Server processing
failed:%

403 Forbidden 100217 The application hasn't been
authorized.

100249 The operation is not
allowed.The application does
not have edit permission.

1200006 The operation is not allowed.
The LoRa Server is not online.

1200007 The operation is not allowed.
The protocol of the product
model is not LoRaWAN.

1200015 The operation is not allowed.
The deviceType of the
product model must be
LoRaGateway.

1200019 The operation is not allowed.
The gatewayEUI is duplicated.

404 Not Found 100203 The application is not existed.

1200017 The LoRa Server is not
existed.

500 Internal server 100001 Internal server error.
error

100220 Get AppKey from header
failed.

1200001 Failed to register the LoRa
gateway.

1.5.11 ;¥ LoRa T =

5 AA

loraServerfx_t4f5, iFMfiLoRaTim,

EEE

NFEBE%N, EheaderdiET2S#app_keyFAuthorization: Bearer {accessToken}
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REEE
APl &% 1 RIFBMU APl 2% (BXBRFER)
URI
iBKBiE | POST
URI /api/v3.0/devices/lora/node
&5t | HTTPS
IR
B wik/mal | 3B & | A
%
app_key | ik String Head | E&MN N AARYappld
er
Authoriz | Wik String Head | iBREGINIEEE, B9 “Bearer
ation er ook B Auth25850UE
MiR[ElAYaccessToken
ownerAp | Ak String(36) Body | LoRaT5sFR/ERIRAEID, =570
pld BN A N RILoRaTI AT EE R
5.
loraServe | #%i% String Body | LoRaServeriE \¥JEXMAYFRIR, H
rid BRI S 2D
productld | Wik String Body | LoRaT5sa<BXHUr=GaID, FAFME
—FRR— N miRE,
devEUI DA% String Body | LoRaT5=ME—#RIR, 16{izhex3E
B,
name WA String Body | LoRaTT=&Z#R,
authCode | AJi% String Body | LoRaT5siEARS, 32{ihex35HY,
£ & devEUIHILORABRSE B S —E
B
appEUI Wik String Body | LoRafMFEME—#RiR, 16{izhex3E
B,
deviceCla | A% String Body | IRBIFEIN, NEEIEIAR
ss classA,
joinType | AJi% String Body | AMA, FESHEIAR
OTAA,
appSKey | A%k String Body | MFEB&IEZEH, 32{ihex3E,
joinType 2ABPEHES S,
devAddr | \Ji%k String Body | i&&ithilk, 8{izhex3EB!, joinType
EABPEHES S,
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IREEIE

APl &%

1 MM APl 2% (BXERFER )

R 2%

BRI

B wk/e] | 2B & | <A
i%
nwkSKey | BJi% String Body | MB=IAEETA, 32fihex3LE,
joinType 2ABPETES 2%,
appKey | Ak String Body | MZFE%$H, 32fihex3EBY,
joinType2OTAARTEE2#,

descripti | Bk String Body | LoRaTimatmid,

on

2R St 5iAH

deviceld String R&EID, AFHE—RR—MIRE, EiEMloRaT
SATHYIEXRMFE S D ECIRS

loraServerld | String LoRaServerfZ N#IEXMAIIRIR, HYPEXREE D
Bico

productld String LoRaT mXBARYFM@mID, AFHE—RR—1"m
ELiN

devEUI String LoRaTs smMfE—4RIR, 16fizhex3EE,

name String LoRaTI =B TRo

authCode String LoRaTI =iZANTE, 32{izhexZR!, £E&devEUIR
LoRafRSS SR —Rk o

appEUI String LoRaRIFEME—4RIR, 16{ihex3E8!,

deviceClass | String RELIEED

joinType String ARFE,

appSKey String N FAEIEZH, 32(izhexZERY, joinTypeZABPHT
IEESEES 5

devAddr String ML, 8fizhex3ERY, joinTypeRABPHIIES

nwkSKey String MEREIEEZEH, 32ihexZER, joinType2ABPRY
EESEES 5

appKey String M AE%REH, 32{iuhexz2E!, joinType2OTAARTIE
55,

description | String LoRaT5 sa¥dik o

POST https://{host}:{port}/api/v3.0/devices/lora/node

Content-Type: application/json
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IREEIE

APlI &%

1 MM APl 2% (BXERFEA )

app key‘ kkkkkkkk
Authorization; ¥k

{

"ownerAppld" : "string",
"loraServerld" : "string",
"productld" : "string",
"devEUI" : "string",

n.on

"name" : "string",
"authCode" : "string",
"appEUI" : "string",

"deviceClass

n.n

: "string”,

"joinType" : "string",

no.on

"appSKey" : "string",
"devAddr" : "string",

"nwkSKey" : "string",

"appKey" : "string",

"description" : "string"
}

il iz 73~ {5

Status Code: 201 Created

Content-Type: application/json

{

"deviceld" : "string",
"loraServerld" : "string",
"productld" : "string",
"devEUI" : "string",

n.n

"name" : "string",
"authCode" : "string",
"appEUI" : "string",

"deviceClass

n.n

: "string”,

"joinType" : "string",

(TR}

"appSKey" : "string",
"devAddr" : "string",

"nwkSKey

"L

: "'string",

woon

"appKey" : "string",

"description" : "string"
}
HiR
HTTP | HTTPRESMEiIREE | HEiRB HiRhSfEiR
e
201 Created - -
400 Bad Request 106018 the product not exist.
1200008 Invalid input. The appKey
cannot be empty.
1200009 Invalid input. The appSKey
cannot be empty.
1200010 Invalid input. The nwkSKey
cannot be empty.
1200011 Invalid input. The devAddr
cannot be empty.
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REEE
APl &% 1 RIFBMU API 2% (BXBRFER)
HTTP | HTTPREMGiIREE | HEiRB EiRtofER
RSB
1200012 The LoRa node already exists.
1200014 The LoRa Server processing
failed:%
403 Forbidden 100217 The application hasn't been
authorized.
100249 The operation is not

allowed.The application does
not have edit permission.

1200006 The operation is not allowed.
The LoRa Server is not online.

1200007 The operation is not allowed.
The protocol of the product
model is not LoRaWAN.

1200016 The operation is not allowed.
The deviceType of the
product model cannot be

LoRaGateway.
1200018 The operation is not allowed.
The devEUI is duplicated.
404 Not Found 100203 The application is not existed.
1200017 The LoRa Server is not
existed.
500 Internal server 100001 Internal server error.
error
100220 Get AppKey from header
failed.
1200000 Failed to register the LoRa
node.

1.5.12 & LoRa MX(ER
EC35AR

] R ETPS HIS W

EEEIN
MNEBE%N, EheaderdhiEHS#app_keyFlAuthorization: Bearer {accessToken}
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URI
IERGE | GET
URI /api/v3.0/devices/lora/gateway/{deviceld}
ity | HTTPS
iERSHE
2R whik/m] | 2R & | <A
1%
app_key | ik String Head | E&MN N AARYappld
er
Authoriz | Wik String Head | iB3KEGINIEEE, B9 “Bearer
ation er *kkkkk , EEP******?BAUth§$RE%
MiR[Elf9accessToken
deviceld | #4i%k String Path |i&%ID, BFH—IRE—MESE,
ERES) gt NN sk R R = Vil 7S
EN
ownerAp | A% String(36) Quer | LoRaMIXER/ERIRNFEID, H&EiT
pld y 1SN A N RYILORa M KT R E1H
5,
N Rz S4L
ZR E-Sic) 588
deviceld String i”%ID, BFHE—tRR—MRE, iEMLoRak
KETEEMBXMFEES D ECATS .
loraServerld | String LoRaServerZz N\YIEAMAYRR,, FIYIEXMES D
Bico
productld String LoRap K KEXRImID, AFM—IRR—1"m
1=E,
gatewayEUl | String LoRapIXME—4RIR, 16fizhex3E8Y,
name String LoRafIXZ TR
gatewaySeq | String LoRaPKIENTD, 32{uhex3ERY, &5
gatewayEUIFLoRafRSZEZH—E o

iERTA

GET https://{host}:{port}/api/v3.0/devices/lora/gateway/{deviceld}?ownerAppld={ownerAppld}
Content-Type: application/json

SCRGRRA 17 (2020-06-29) IS © ERRAGIRAT 56




IREEIE

APl & 1 A API 2% (BAERARPER)

app key‘ kkkkkkkk
Authorization; ¥k

I Rz73~451
Status Code: 200 OK

Content-Type: application/json

{
"deviceld" : "string",
"loraServerld" : "string",
"productld" : "string",
"gatewayEUI" : "string",
"name" : "string",
"gatewaySeq" : "string"

}
EiRD
HTTP | HTTPIRSEIHER | EiRB S E SIS S
RSB
200 OK - -
403 Forbidden 100217 The application hasn't been
authorized.

100249 The operation is not
allowed.The application does
not have edit permission.

404 Not Found 100203 The application is not existed.

1200003 The LoRa gateway does not
exist.

500 Internal server 100001 Internal server error.
error

100220 Get AppKey from header
failed.

1.5.13 f#if& LoRa <
38R

fhIFRLoRaMIXK o
FEEIN

NABYI, fEheaderdhiErss# app_keyFlAuthorization: Bearer {accessToken}
URI

i5K75i% | DELETE
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URI /api/v3.0/devices/lora/gateway/{deviceld}

&t | HTTPS

IERSH
B wik/m | 2B & | WA
i%
app_key | @%i% String Head | E=£A N FBRJappld
er

Authoriz | W% String Head | iE3RABINIEEE., (B9 “Bearer

ation er ok Bl Auth£58530UE
MiR[E]AYaccessToken

deviceld | W% String Path |ig&ID, AFHE—IRR—MESH,
B S BN T & o Beik
Fo

ownerAp | ik String(36) Quer | LoRaMPr/EBRINFEID, ZfifR

pld y RN A THILoRaM X AT EEIE
5,

\$ —

=l
DELETE https://{host}:{port}/api/v3.0/devices/lora/gateway/{deviceld}?ownerAppld={ownerAppld}
Content-Type: application/json

app key. khkkkkkk
Authorization; ***¥x*

e Rz 73~ 451

Status Code: 204 No Content

HIRD
4|-j|(1;;P HTTPIRZSEEHEE | =68 HIREEA
b ‘lu\ﬁg
204 No Content - -
403 Forbidden 100217 The application hasn't been
authorized.
100249 The operation is not

allowed.The application does
not have edit permission.

1200006 The operation is not allowed.
The LoRa Server is not online.
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APlI &%

1 MM APl 2% (BXERFEA )

HTTP | HTTPIASMBIHER | iR1B RSN
REB
404 Not Found 100203 The application is not existed.
1200003 The LoRa gateway does not
exist.
1200017 The LoRa Server is not
existed.
500 Internal server 100001 Internal server error.
error
100220 Get AppKey from header
failed.

1.5.14 &FiFE/ LoRa THER

BOiEE

IS

URI

IBREH

TP LoRaTRXKIER

NS, EheaderdiErs2#app_keyFlAuthorization: Bearer {accessToken}

BKAE | GET

URI /api/v3.0/devices/lora/node/{deviceld}

&ty | HTTPS

2R wik/a] | 2B s | %A

i
app_key | @hi% String Head | B2 FERYappld
er

Authoriz | Wik String Head | iIBKAVIAIEER, B “Bearer

ation er *kkkkk ) , qu******ygAuth%*Rg
MiR[ElAYaccessToken

deviceld | %% String Path |IR%ID, FFH—tRR—MRHE,
g S BB S o Bk
5o
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APl &%

1 MM APl 2% (BXERFER )

MRz S4L

BRI

B wk/e] | 2B fiIE | i5HBE
i%
ownerAp | ik String(36) Quer | LoRaT=FERINFEID, HEIH
pld y BN A TFRYLoRa T mATEEIE
5,

B it i8R

deviceld String R%ID, BTFHE—IRR—MgE, TiEiiLloRaTs
RETHEYIEXMFES D ECIRE

loraServerld | String LoRaServerZ NYIEAMAYIRR,, EIYIEXMNES D
Bico

productld String LoRaTi R KEXAU~=mID, AFHE—RR—1m
=8,

devEUI String LoRaT5 saME—4RiH, 16fihex3EAY,

name String LoRaT5 =BT Ro

authCode String LoRa T s3EANTS, 32{izhex3EBY, Z5&devEUIA
LoRafRSS R —E Rk o

appEUI String LoRaRMFEBE—#RIR, 16{ihex3E8!,

deviceClass | String RBETIEER

joinType String AWMEH .

appSKey String NSRRI, 32(zhexZRY, joinType2ABPHT
IEESEES S

devAddr String R, 8fiZhex358Y, joinTypeRABPRTIEHE

nwkSKey String MEREIERZEE, 32izhexZERY, joinType2ABPRY
IEESEES

appKey String RN FEZ4H, 32{izhexZE!, joinType2OTAARTE
528,

description | String LoRaTs =ik o

GET https://{host}:{port}/api/v3.0/devices/lora/node/{deviceld}?ownerAppld={ownerAppld}
Content-Type: application/json

app_key: Khkkkkkk

Authorization; ***xke
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APl & 1 A API 2% (BLERRPER)

N 7~
Status Code: 200 OK
Content-Type: application/json

{
"deviceld" : "string",
"loraServerld" : "string",
"productld" : "string",
"devEUI" : "string",
"name" : "string",
"authCode" : "string",
"appEUI" : "string",
"deviceClass" : "string",
"joinType" : "string",
"appSKey" : "string",
"devAddr" : "string",
"nwkSKey" : "string",
"appKey" : "string",
"description" : "string"

}
260
HTTP | HTTPIRZMEi5EA = ETEIE LIRS
KRB
200 OK - -
403 Forbidden 100217 The application hasn't been
authorized.

100249 The operation is not
allowed.The application does
not have edit permission.

404 Not Found 100203 The application is not existed.

1200002 The LoRa node does not
exist.

500 Internal server 100001 Internal server error.
error

100220 Get AppKey from header
failed.

1.5.15 JHF& LoRa THs2

5 AA

flfRLORaTI = 6

EEEIN
MBS, EheaderdhiEH2S#app_keyFAuthorization: Bearer {accessToken}
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APl & 1 M API 2% (BAERFPER)
URI
i53Kk75% | DELETE
URI /api/v3.0/devices/lora/node/{deviceld}
By | HTTPS
BRSH
2R Wik /el | K8 fuE | i%AA
yri
app_key | @ik String Head | B2 FERYappld
er
Authoriz | Wik String Head | iIBRAVAIEER, B “Bearer
ation er wkkik 7 B e Auth A%
MR [ElAYaccessToken
deviceld | #4i% String Path |IR%ID, FAFH—tRR—MRHE,
EEMLoRaTI =R HYIBA M &
PEES .
ownerAp | BJifk String(36) Quer | LoRaT=FrERIRMEID, g
pld y NN TFRILoRa T SRt RE
5.
=Rl
DELETE https://{host}:{port}/api/v3.0/devices/lora/node/{deviceld}?ownerAppld={ownerAppld}
Content-Type: application/json
a pp_key: Kkkkkkkk
Authorization; ****xx*
Il iz 73~ 451
Status Code: 204 No Content
TEEL

HTTP | HTTPIRZSHEIREE | SR =1L
RSB
204 No Content - -
403 Forbidden 100217 The application hasn't been
authorized.
100249 The operation is not

allowed.The application does
not have edit permission.
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AP| & 1 M API 2% (BAERFPER)
HTTP | HTTPIASMEIHER | iR RSN
REB
1200006 The operation is not allowed.
The LoRa Server is not online.
404 Not Found 100203 The application is not existed.
1200002 The LoRa node does not
exist.
1200017 The LoRa Server is not
existed.
500 Internal server 100001 Internal server error.
error
100220 Get AppKey from header
failed.

1.6 FIERE

MBS SN ARS/EMRENEARER, ENEIFEERE LRAIHEH

&, BEiREY. X, BEHETERE LIRAIGEEIE,

1.6.1 EIFEMZREE

EEEMESEMANRE, NARS:S

EREESERMRSNFMES (0 5.

BS. A WEHRSEEFER ) , FEBLZEOEYERMESEIDIRE.

GET

/iocm/app/dm/v1.4.0/devices/{deviceld}

HTTPS

iR
URI
BRI
URI
e
SRS
2

wike/a] | 258
i

VE | @@k

app_ke | % String | heade | BIEHWIEXMESAINAID, EIEANFESE!
y r ENARAFEEDERS.

Authori | W% String | heade | IGE4IEXMESHNAIEEE, B “Bearer
zation r {accessToken}” , Ed{accessToken}9iEFa

EREOREIRYaccessToken,,
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APl &%

1 MM APl 2% (BXERFER )

i

2y |wwm 2w |gE

%

d

devicel | Wik String | path

IREID, AFHE—RR—NMNRE, EEMR
HRYERYIEXM S B D ECERTS o

appld | BJi% String | query | IREBFIEBRINAID, SJEENRINNA TR

BEENFTRES.

select | A& String | query | IEEEIIFKME, ANEE: imsi,

=351

Status Code: 200 OK

SH S

g

deviceld String(256)

ixEgID, BFE—RRA—MNRE, EEhE
FRYEX N a D ECIRTS -

gatewayld | String(256)

MXID, AFIRI—IMXIEE. JRFEHE
&R, gatewayld5i&&RIdeviceld—E, Hik
SZ2IEEIEREM, gatewayld iR EBERXELHY
BiERE (BIRM% ) Bdeviceld,

nodeType | Enum

HEKAY, BEYE: ENDPOINT/GATEWAY/
UNKNOW,

createTim | String(256)
e

BURRIREAIUTCAT(E), RIMEIHEL:
yyyyMMdd'T'"HHmmss'Z', 0
20151212T121212Z,

AeEm MM XESE, SEEECHEHITEE
1EHR

lastModifi | String(256)
edTime

BaESUZFAIUTCAYE], AJEH&=L:
yyyyMMdd'T'"HHmmss'Z', 40
20151212T121212Z,

fe e DRI XENE, SREEECHTHE
L2158

devicelnfo | DevicelnfoQuery

IREER.

[==]
DTO
services List<DeviceServi | 8FREZHIZE,
ce>
alarminfo | AlarmIinfoDTO RBEEER,

DevicelnfoQueryDTO:
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2H 268 iR
nodeld String(256) IRBE—IRIRAG .
name String(256) IREBRBR.
description | String(2048) | IERHHREE.,
manufactu | String(256) I &ID, E—HRR—1N /&,
rerld
manufactu | String(256) ISEZL
rerName
mac String(256) EERIMACHEHE .
location String(2048) | IREBHIMNEEE.
deviceType | String(256) IREEE, KElEp&EAIN, WMultiSensor.
ContactSensor, CameraGateway,
model String(256) REBHNES,
swVersion | String(256) RERIPIFIRA o
fwVersion | String(256) IREHIEHFREA .
hwVersion | String(256) IREFHIE IR
imsi String NB-loT£&iwAJIMSI
protocolTy | String(256) IREBEFERIIMNNEEEY,
pe
radiuslp String Radiusitbiit
bridgeld String(256) BridgetriR, FZEEIIHE BridgeiZE N¥IExM
PAN
Ho
status String RERES, TRREREEESL, BETE:
ONLINE. OFFLINE. INACTIVE. ABNORMAL,
o KEFBEANTFEZE], REBEARESH
INACTIVE,
o ERHFEBIT25 (BIME ) NAFKEFEE _LIREE
FRIXHE, WIREIRSIIABNORMAL ( ERIA
B) ; HEEBZIVNREFES IREIES A
EHE, WIREIREHOFFLINE,
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IREEIE

APl &%

1 MM APl 2% (BXERFER )

SH

KE

fifik

statusDetai
l

String(256)

IREHPREIFE, IRstatusBUERXIA .

e statusHONLINERY, EUESEEIAINONE (%) ,
CONFIGURATION_PENDING (EBB&ETER) ,
UE_REACHABILITY (i&&ahk) ,
AVAILABILITY_AFTER_DDN_FAILURE ( SI¥4MK
BEIRBEFHEIX)

e statusJOFFLINERY, BUESEBEIJINONE (%) ,
COMMUNICATION_ERROR (iB{=#= ) ,
CONFIGURATION_ERROR ( Fe&BfR ) ,
BRIDGE_OFFLINE ( BridgeEk ) ,
FIRMWARE_UPDATING ( EfEHES )
DUTY_CYCLE, NOT_ACTIVE (K¥F) ,
LOSS_OF _CONNECTIVITY ( ZEZRFF) ,
TIME_OUT (#8A¢) »

e statusAINACTIVERY, BUESEEIAINONE
(%), NOT_ACTIVE ( KEE) o

mute

String

RRRBEALTFERS, RS LIREUER,

FEREEEENRF.
e TRUE: G&ERE
e FALSE: IEHRLEIRE

supportedS
ecurity

String

FTRRBEAITEZEEL,
e TRUE: #FZeiE=
e FALSE: AZiFZLtE=

isSecurity

String

FrRREFHIEERAZEER.
e TRUE: EH
e FALSE: REH

signalStren
gth

String(256)

IRBHESEER.

sigVersion

String(256)

s,

AYsighl A o

serialNum
ber

String(256)

s,

®
1552

&
&

HFFIS .

batterylLev
el

String(256)

IREFHIEIE S,

AR

SR EYEEM TS RS S IRSIIEE status., statusDetail 3T _FiR . statusDetailZi{XFE

B, FENBTZEFI.

DeviceService:
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2H E it iR
serviceld String(256) IRBHIIRSZIRIR
serviceType String(256) IREFRIIRSSLEL,
servicelnfo Servicelnfo IREBHRSBERE .
data ObjectNode (20971 | BIHHEXT .
52)
eventTime String(256) BHAERIUTCRTE, AFEHSL:
yyyyMMdd'T'HHmmss'Z', 40
20151212T121212Z,
EEERRAMNXANE, BEESC#H
TR EAE R .
Servicelnfo:
2H &8y fHR
muteCmds List<String> RN B EHISSTIE

AlarmInfoDTO:

2% it HEiA

alarmSeverity | String EERA

alarmStatus Boolean HERE.

alarmTime String £ FRUTCAYE, AfEg=t:

yyyyMMdd'T'HHmmss'Z', 40
20151212T121212Z,

He R XEE, SFEZEECH
TR E)EE R

GET https://{host}:{port}/iocm/app/dm/v1.4.0/devices/{deviceld}?select=imsi

== —
=GNl
Content-Type: application/json
app_key: khkkkk
Authorization: Bearer *****
IEENMz7~G

Status Code: 200 OK

Content-Type: application/json

{

"deviceld": "xxxxx",

MAERRAS 17 (2020-06-29)
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RESE
APl % 1 BRI API 2% (BXBRAFRZER)
"nodeType": "xxxxx",
"devicelnfo": {
"nodeld": "123456",
"name": "Sensor_12",
manufacturerName": "wulian",
"deviceType": "gateway",
"model": "90",
mac": "C7EA1904004B1204",
"swVersion": "th",
"fwVersion": "seu",
"hwVersion": "sru",
"protocolType": "zigbee",
"description": "smockdetector",
"imsi": "Xxxxx"
1
"services": [
{
"serviceType": "air_conditioner",
"serviceld": "1",
"data"{
"battery_low": 1
}
L
{
"serviceType": "air_conditioner",
"serviceld": "jkh",
"data": {
"battery_low": "jhj"
}
}
1
}
e
HttpiX | =S RixR 15488
=B
400 100405 | The request BREBHAE X,
parameteris | gumrmiy: iESEERSHHIAGERE
invalid. OiERPSHERER.
403 100203 | The application | NFAFRTEE.
is not existed. QMBI
o BIBEHTTPIEN kg HERAYappld
=H8HIR.
o BINBEIFEKIERE (url) PENRY
appld2&EBix.
403 100217 | The application | NZFAFREIZI
hasn't been QBRI BIERFIEIUAS, BHIA
authorized. ERSHAappldAzS,
403 1010009 | app throttle NEBEREOZ TN, BEREE
exceed. ( BHAER1000%/60s )
IR EXRYIERRF 4P A R
R EERE EFEORERRE,
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APl & 1 MM APl 22 (BSERRFER)
Httpik | $Ei=AS =R Lol
S5
403 1010005 | Invalid access 2 2MtokenS 2.,

token or appld. | phimgEiy: EIREEOIERFAREHAY
accessTokenE2&EHI=.

404 100403 The device is not | IR&AZ1E,
existed. RN YIEERIE AT deviceld3d
NAYISE, 5 Edeviceld2HBEIR,
404 100418 | The deviceData |8 EERFE.,

is not existed. QMBI

o ERSH T AIdeviceldiFiR . 1B
ffailizdeviceldR2EBEF1ZappldaE
deviceld2B 5.

e HeaderdhiEmiJappldBEix, BFEIA
Zappld F2&Bi1zdeviceld,

o WRURLHPIET T RIESEappld, 15
KB ZappldE2EHIR.

500 100203 | The application | MEAREE.

is not existed. QMBI

o BEMBEHTTPIERLEH#EFHappld
=E58IR.

o BEREIFEKIEEE (url) PEAD

appld2&HBixR.

500 50252 Internal server IRSESEIZITHEREIR -
error. QMBI YIEXNEEREREIR, 1BEL

RMEAM a4 R ARLIE

1.6.2 HETTHRKEFER

AR
EEMEMESEMNIRE, NARSSEFTEREFMEES MIRBFEMAER
g“(f ﬁgr . BS, RA SRS EESER ) » TEREOEMENFEEES
URI
IBRTE GET
URI /iocm/app/dm/v1.4.0/devices
351710 HTTPS
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APl &% 1 BRI API 2% (BXBRAFRZER)
BREH
2 Wik /n] | 258U E | #Ek
i
app_ke | @ik String | head | iAIEIBXMSESRINZAEID, EPEXMFSE!
y er ENANBFEEDECRE.
Authori | ik String | head | IBIA¥IEXMEERTAIEEE, ER “Bearer
zation er {accessToken}” , Er{accessToken} A

ERUENIREAYaccessToken,

appld | A@Ji% String | query | IZEFBFTERINFEID, HEEEINNA TR

BEENAZEES.
gatewa | AJi& | String | query | RXID, AFIRR—IRXIRE. HIRER
yld BiEigEMt, gatewayld5igERdeviceld—

H. SRBF2IFEERSER, gatewayld9ig
BETRBAIEIER S ( Bl ) AYdeviceld,

“gatewayld” 5 “pageNo” FEEREIRTH

=,

nodeTy | BJi%k String | query | TP=3E8Y, BYE: ENDPOINT/GATEWAY/

pe UNKNOW,

deviceT | BJi%& String | query | IR&3EE,

ype

locatio | A% String | query | 8B MNEEE.

n

name | B String | query | IZ&&R,

pageN | Bk Intege | query | PRERSH, EFERHSNETHEEER

o r BENRER, A0, B19%F—K, BUES
EAKFETFORIEL .,
“gatewayld” 5 “pageNo” FEEREIRTI
=,

pageSiz | A% Intege | query | DRRERSH, EFERSNETHERE

e r TRUICRE, BOAMER25, BUETEEI1-250
AIEEE

status | A& String | query | IRBHYIRE, TRIRBEARELE, IUEE
[El: ONLINE. OFFLINE. INACTIVE.
ABNORMAL,
o REFBIEANTFEZE], REBHRESH

INACTIVE,

o FHIRTFTIBIF25 (BUAME ) NEIXREIFES
REBESRIEHE, NIESREA
ABNORMAL ( BHAE ) ; &HIREIBIZ49
INIFEREES IREIESRIXLER, Mg
FIREHOFFLINE,
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APl &% 1 RIFBMU APl 2% (BXBRFER)
2H wagE/al | KB | B |
i%
startTi | BJi% String | query | EiEFAHREE AT EEstartTimeZ [FH9IC
me . BEESUTCHE, 8-
yyyyMMdd' T'HHmmss'Z', 40
20151212T121212Z,
EEEIRIEA AR X B S TaaEE
i,
endTim | BJi%& String | query | EiEFEAHREE Y@ EendTimeZBIRJIE
e F. BEEESUTCHTE, #g:
yyyyMMdd' T'HHmmss'Z', 40
20151212T121212Z,
BEERBARERN X ESH ThEE
i,
sort aJik String | query | IEEIREICRAVHERF
o ASC: 1ZEMHRERIAS B FHES
o DESC: 1ZFAMRZAIRS EERHET!
fRE1E: DESC.
select | ATk String | query | I8EIR[ENCHE, AIEYE: imsio
Ve
Status Code: 200 OK
8% 2R R
totalCoun | Long HFICREE,
t
pageNo | Long EIFRITS .
pageSize | Long EI8RERNHE.
devices List<QueryDevice | iREBHDRIIEREE .
DTO4Cloud2NA>

QueryDeviceDTO4Cloud2NA:

2 ESid] iR
deviceld | String(256) 1Z%BID, AFH—IRR—MRE, TEheE
BB D EIRS
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REEE
AP| &% 1 KA API 2% (BAERAFER)

2H 5l iR

gatewayl | String(256) MXID, AFARR—IMXIZE. HREEEE

d IREEAT, gatewayld5ig&aJdeviceld— ., Hig
%XEEHEELIR%E—J gatewayld AIgEFrXEXAY

EIRE (BRI ) AYdeviceld,

nodeType | Enum TEERY, BYE: ENDPOINT/GATEWAY/
UNKNOW,

createTim | String(256) SIEIZFAIUTCATE], , BYEHRE=:

e yyyyMMdd'T'HHmmss'Z', 4
20151212T121212Z,
A2 AR XAYE, SEERCHTHYE
iR,

lastModifi | String(256) REEXGESEHIUTCRTE, BHEE:

edTime yyyyMMdd'T'HHmmss'Z', 40
20151212T121212Z,
fme 2 R XAESE, SEEECHTIYE
i,

devicelnfo | DevicelnfoQuery | i&&EE.,

DTO
services List<DeviceServic | IRFZIRSIIE.
e>
alarminfo | AlarminfoDTO IRBEHEER

DevicelnfoQueryDTO:

2% St ik
nodeld String(256) IRBMHE—IRIRIG .
name String(256) REBIR.
description | String(2048) | iIZFBAVEIRSE
manufactu | String(256) I &ID, B—FRR—1N &,
rerld
manufactu | String(256) 3R,
rerName
mac String(256) BERIMACHELE
location String(2048) | IREMNVEEE.
deviceType | String(256) REHRE, KElEwEHIN, WMultiSensor.
ContactSensor. CameraGateway.,
model String(256) RENES
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IREEIE

APlI &%

1 MM APl 2% (BXERFEA )

SH

KE

fifik

swVersion

String(256)

IREAYVIRIERR N

fwVersion

String(256)

IREHIEIFARAN

hwVersion

String(256)

IREFHIBERR AN

imsi

String

NB-loTZ&iwHIIMSI

protocolTy
pe

String(256)

IRE{ERRIMNYEEE

radiuslp

String

RadiusttBiit .

bridgeld

String(256)

BridgetRiR, FIREEIIMEBridgefZ NHIEX M
PAN

Ho

status

String

RERE, FREEEEEL, BUETE:

ONLINE. OFFLINE. INACTIVE. ABNORMAL,

o RBEBXBEANEEZH, REBOREH
INACTIVE,

o EIRFBBII25 (EOAME ) NEIEREFES HIREYE
FARILEEHE, NZEIRZEFIABNORMAL ( EIA
H) ; BIRSBET4INIIREFEES HREIEI A
EHE, MgEIRESIOFFLINE,

statusDetai
L

String(256)

IREBRVASIFE, IRstatusBEXIR .

e status/JONLINERY, BYESEBEIZINONE (%) ,
CONFIGURATION_PENDING (BB TE) ,
UE_REACHABILITY (i8&%ahk) ,
AVAILABILITY_AFTER_DDN_FAILURE ( SIFsLM
EREBEHAIL) o

e status/JOFFLINERS, BUESEEIINONE (%) ,
COMMUNICATION_ERROR (@{=tpE) ,
CONFIGURATION_ERROR ( BZB2iR ) ,
BRIDGE_OFFLINE ( BridgeE3%% ) ,
FIRMWARE_UPDATING ( E{4FHES ) ,
DUTY_CYCLE, NOT ACTIVE ( FKE5E ) ,
LOSS_OF_CONNECTIVITY ( SEZEMFFF) ,
TIME_OUT (#8R7) »

o statusAINACTIVERY, BUESBEAINONE
(%), NOT_ACTIVE ( KEGE) o

mute

String

ErRBEALTFERS, INRE LIREUER,

FERESEENRE,
e TRUE: G&ERZE
e FALSE: FE&REEIRES

supportedS
ecurity

String

ERRBRAXITRZEEN,
o TRUE: XiFZLtEz{
e FALSE: AZIFLZEE
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RESE
APl &% 1 RIFBM API 2% (BXBRFER)
2% i) iR
isSecurity | String FrREIREABERReEN,
e TRUE: B
e FALSE: RKISH
signalStren | String(256) RENESEE.
gth
sigVersion | String(256) R EHISighRA
serialNum | String(256) RENFIIS,
ber
batteryLev | String(256) REBTES,
el
() 88

EEEYEEM TS RIS S IRSIIEE status. statusDetail3d_FiR . statusDetail @i FE
TR, FENBTZEAR.

DeviceService:

8% E =it 0
serviceld String(256) IRBRIBRSBIRR
serviceType | String(256) REIRSEE,
servicelnfo | Servicelnfo RENRSBER.
data ObjectNode(2 | BMEXT ( Attribute-value pair) o
097152)
eventTime String(256) EHALERUTCAYE, AFER=:
yyyyMMdd'T'HHmmss'Z', 40
20151212T121212Z,
BRI XAYE, SHRERCHTHYEE
i,
Servicelnfo:
84 E it A
muteCmds List<String> EkpigSinslnsyE
AlarmInfoDTO:
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RESE
APl 8% 1 RIFBMU API 2% (BXBRFER)
2% it ik
alarmSeverity | String EERA .
alarmStatus Boolean HERE.
alarmTime String £2 HRRIUTCRYE, AFERS:

yyyyMMdd'T'HHmmss'Z', 40
20151212T121212Z,

ERER R XEE, BFREECH
1TRSIE)AE R .

iERpl

GET https://{host}:{port}/iocm/app/dm/v1.4.0/devices?gatewayld={gatewayld}&select=imsi

Content-Type: application/json
app_key: *kkkkk
Authorization: Bearer *****

IEFE MM

Status Code: 200 OK
Content-Type: application/json

{
"totalCount";"****",
l|pageNO'|:"~k~k~k~k~k'l’
"pageSize";"*rrt
"devices":[
{
"deviceld":"xxxxx",
"gatewayld":"xxxxx",
"nodeType":"xxxxx",
"devicelnfo":{
"nodeld": "123456",
"name":"Sensor_12",
"manufacturerName":"wulian",
"deviceType":"gateway",
"model":"90",
"mac":"C7EA1904004B1204",
"swVersion":"th",
"fw\Version":"seu",
"hwVersion":"sru",
"protocolType":"zigbee",
"description":"smockdetector",

"imsi™: " XxXxxx"
I
"services":[
{
"serviceType":"air_conditioner",
"serviceld":"1",
"data":{
"battery_low":"1"
}
)
{
"serviceType":"air_conditioner",
"serviceld":"jkh",
"data":{
"battery_low":"jhj"
}
}
1
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RESE
APl &% 1 BRI API 2% (BXBRAFRZER)
h
{
"deviceld":"xxxxx",
"gatewayld":"xxxxx",
nodeType":"xxxxx",
devicelnfo"{
nodeld": "223456",
name":"Sensor_12",
manufacturerName":"wulian",
type":"90",
"model":" 90",
"mac":"C7EA1904004B1204",
"swVersion":"---",
"fwVersion":":--",
"hwVersion":"---",
"protocolType":"zigbee",
"description":"smockdetector",
"imsi": XXX
1
"services":[
{
"serviceType":"air_conditioner",
"serviceld":"1",
"data":{
"battery_low":"1"
}
L
{
"serviceType":"air_conditioner",
"serviceld":"1",
"data":{
"battery_low":"1"
}
}
1
}
1
}
T EL
Httpik | EEiRB HEiREA 15488
=B
400 100216 The application input | RZFEIAT -
is invalid. GMBEIY: ESEERS I
KREROERFHSHES
£
400 100218 The gatewayld and > IDFpageNoREERIAT I
pageNo can't be both | &=,
null QBRI BREERSH T
gatewayld@kpageNo2&1E
5,
400 100405 The request BREHAEE
parameter is invalid. | gMmzziy : ESEERSHGEIE
KREROBERFHNSHEE
=0
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IREEIE

APl &%

1 MM APl 2% (BXERFEA )

Httpik
o 12

=i

TR

1588

403

100203

The application is not
existed.

N AREFE,

PISETESIVE

o BIRBEHTTPIE LGP
E"JappleEEzI:l:ﬁi;o

o BEHEIBERIEEE (url) g
ABappld2BBI=.

403

100217

The application
hasn't been
authorized.

Rz FRARIRN o

SMERIN: FIFNARNILR,
%Eﬁiﬁ%ﬁqéﬁﬁqﬂﬁ’ﬂa ppldfg

Z>
T o

403

1010009

app throttle exceed.

NAEREOZTTRE, BIiR
=E (BUIAMER1000X/60s ) o
SMBEN: BXERIEXRE S 4R
AR EENE = HEO
AR SRR

403

1010005

Invalid access token
or appld.

21=HJtoken{E 8.,

QBRI B EEOIERPAT

M accessToken2EEEIR

500

100203

The application is not
existed.

N AR EFE

LIS ETESING

o EHBEHTTPIERLig i
Mappld2E&BiR.

o IBIREIFKRIEE (url) hfE
ABappld2EHIR.

500

50252

Internal server error.

RSS2/ ITARBEIR
QMR YPBX S 5 AR
%, IBEARMEXNFESHIR AR
RbIE,

1.6.3 R FHEEIE

5 AR

EHEIETH, MENESSKEIHRFRE LIRIVSHE, NARSHEETEEE
M igg ERFITFarIhEEdE, TEALHEOSEIEIRE.

URI

BRGE

GET
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REEE
APl &% 1 BRI APl 2% (BXBRAFRZER)
URI /iocm/app/data/v1.2.0/deviceDataHistory
55T 01 HTTPS
EReH
SH Wik /n] | SR NE |k
i
app_ke | @ik String | heade | iGIE4BXMESRINAID, EIEXMESE!
y r ENANBFEEDERE.
Authori | #%i% String | heade | IGEIBXMFEHTAIEES., B “Bearer
zation r {accessToken}” , EHr{accessToken}9iE
SO [EIAYaccessToken,,
appld | @& String | query | IRFFTENNAID, HESENNE RS
A SEHIEN A EEERE,
devicel | ik String | query |1g%ID, AFH—IRR—MEE, T
d BTN FE S D ECIRS
gatewa | Wik String | query | MXID, AFIRR— I MXIZESH. HRES
yld BiEigERt, gatewayld5ig&EHIdeviceld
—H. HEFIRIEEERENT, gatewayld
INEBFREIEERE (BIMX ) /Y
deviceld,
pageN | BJi% Intege | query | DIREEISH, EWERSRETEHEEE
0 r BEENRER, BA0, EHFE—T, EiX
Eidig EpageNoFlpageSizeff{s W&,
pageSiz | BJi% Intege | query | DINEISH, ERERSRETHERE
e r THNCRE, BN, &=A(E2000, ZIR
EgE LIREUBIFEIOX/IRIRE, RIER
REEIRERIBERNAEIZ16Mb, REAIR
EEXEEREINEAX/NARMNE GRS
BIEAYBATATE]
startTi | \Jik String | query | EIEFF4ERYEEstartTime Z [FHIA SR
me B, EEESUTCAYE, &:
yyyyMMdd'T'HHmmss'Z', 40
20151212T121212Z,
CEEREAMATER X B S#TatEiE
.,
endTim | OJi% String | query | EifF=4£RTiEEendTimeZ BIAYASEEIE
e EEHESUTCRTE], 8:
yyyyMMdd'T'HHmmss'Z', 40
20151212T121212Z,
GEEREAMTER X B S#TAYaiE
.,
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IREEIE

APl &%

1 MM APl 2% (BCERFER )

MR SEL

5K pl

IEE M

StatusCode: 200 OK

B8H St R
totalCount Long BIIICRHE.
pageNo Long BRI,
pageSize Long EIBREENHE.
deviceDataHis | List<DeviceData | iREZHFEIETIER.
toryDTOs HistoryDTO>
DeviceDataHistoryDTO:
8% it ik
serviceld String(256) REBRIBRSIRR
deviceld String(256) ®E&%ID, BFHE—RRI—MNMEE, EEme
BB S D ECIRS .
gatewayld String(256) MXID, FAFARR—IMXIZE . SIREE
BiEigEMt, gatewayld5igERdeviceld—
o, SiRBEIFEERSM, gatewayld9ig
BRTRBRIEIEIRE (BIMX ) AYdeviceld,
appld String(256) REBEFTEAINAID
data JsonObject R EIRRYEUR.
timestamp String(256) HIREUERIUTCRYE], AFENSL:
yyyyMMdd'T'HHmmss'Z', Ml
20151212T121212Z,
EREETRAMNXAEYE, BEEECHT
AIE)AEHE .

GET https://{host}:{port}/iocm/app/data/v1.2.0/deviceDataHistory?
deviceld={deviceld}&gatewayld={gatewayld}&appld={appld}&pageNo={pageNo}&pageSize={pageSize}&star
tTime={startTime}&endTime={endTime}
Content-Type: application/json

ap p_key: Fkdekkk

Authorization: Bearer *****

Status Code: 200 OK

Content-Type: application/json

{

"tota lcountn:u****n'
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REEE
APl & 1 M API 2% (BAERFPER)
l|pageN0||:"*****"’
"pageSize": ",
"deviceDataHistoryDTOs":[
{
"serviceld":;"rFxr
"deviceld":"*****",
"gatewayld":"**rxt
appld":"*****",
data":"*****",
timestamp': "
}
]
}
iR
Httplk | FBiEB | HiREA 15488
]
200 100418 | The deviceData is BEEERFE,
not existed. QMEBEEIN :
o EXRSHFIETAIdeviceldiEIR
BifiAizdeviceld2B B F1%
appldziEdeviceld2BEE
o HeaderdhiETiappldBiR, 5
\iZappld F2&EHiZdeviceld,
o WNRURLHPIET 7 HIESE
appld, BtEIZappld2EBiI=-
400 100216 | The application input | RFBIATR -
is invalid. QBRI ESEIERSERENE
EOBEKRPHSHEREIR. B0,
pageSize & #8132000,
400 100419 | The deviceld and deviceld¥1gatewayld R~ EERIAT S
gatewayld can'tbe | ghimgiy: B EIERSHT
both null. deviceld¥lgatewayld2&FES .
403 100203 | The application is N ABAZFE
not existed. QRFBEEIN :
o BKEHTTPIER kg #ETHY
appld2&aEix.
o BIUEIBKIERE (url) HIEAM
appld2&aEix.
403 100217 | The application I FREIEI
hasn't been QB EENBENGS, B
authorized. IAERSHFAappld =S,
403 101000 | app throttle exceed. | RFERZEOI TR, BITREE
9 ( BRAMER1007%/60s )
ﬁﬁ@&fﬁ%%ﬁ@:ﬁﬁ?kﬁ
BAREREEESEOERMR
=,
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REEE

APl &%

1 MM APl 2% (BXERFEA )

Httpik | tRiRAE | fEiEHEd izl
=B
403 101000 | Invalid access token 21280token(E 2.,
5 or appld. QBRI BB OIE RS
HJaccessTokenEEHI=,
500 100203 | The application is NEAAREFE
not existed. QRFBERIN :
o BHBEHTTPIERLIGHIETH
appld2&aEix.
o BREEIBKIZR (url) PEAND
appld2&BBiR.
500 50252 Internal server error. | IRSEZEIZ1THEREIR .

BXEEX e 4R A RAME

QMBI YIEXMEEREREIR, B

1.6.4 EiEhREsFHEEHE

BE5AR

URI

iBREH

N ARSEET “BRREFF" BOEBXNRELFEEN, YBMNEESREFE

Hicx. SNARSSEEEE RS FHREEEICRE, AR OEER

B,

BKRAE GET

URI /iocm/app/shadow/v1.5.0/deviceDesiredHistory

&ty HTTPS

2% wik/a | KB vE | #Ek

ik
app_key | Wi String | heade | I5/E4IEXMESHINAID, TEMIEXMFE
r BtlENERBEEE D EIXE .

Authoriz | Wik String | heade i)‘jl‘lﬂ#@ﬁl@$é‘ﬂ’\ﬁﬁﬂ§u, Ews]

ation r “Bearer {accessToken}” , Heh
{accessToken} 9 A =tIE IR [EIRY
accessToken,
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IREEIE

APl &%

1 MM APl 2% (BXERFEA )

SH

3557
i

ESic)

vE

%

appld

String

query

IREBPTBAINAID, JFERINNAT
IREANRERF RN FEE
5,

deviceld

String

query

AR BRI HYPEXE S D ECIRS

gatewayl
d

String

query

MXID, AFIRE—1MXIZE. Hig
BEEEREN, gatewayld5iREN
deviceld—%, HIEFE2IEFEIELS
BF, gatewayld/Ii&FFEHEIEIR
% (BIR% ) B9deviceld,

serviceld

&
=

String

query

IREAIIRSSIRIR

property

&
K

String

query

ARSSIEMEUE

pageNo

&
5

Integer

query

SRNEESH, BRERSRERINE
EEEENNER, FIME0, EiFHE—
T, NEBEAATEFTOREL.

pageSize

el
N

Integer

query

SNEESY, BRERSNERHE
ERRNCRE, BOMEN25, BUEE
FElJ91-2500988%

startTim
e

String

query

EiFFE AR EEstartTime Z [FHIH 5L
. EEESUTCHE, #&=X:
yyyyMMdd'T'HHmmss'Z', Ml
20151212T121212Z,

ERIRIEAIER TR X B S ThYE
HEHR

endTime

String

query

Bifr4£RdiaEendTime Z BIHIH L
2., SEESUTCRTE, &:
yyyyMMdd'T'HHmmss'Z', Ml
20151212T121212Z,

SR RIREAER TR X B C# T
BEHR

N Rz S4L

StatusCode: 200 OK

24

ESid)

R

totalCount

Long

EEICREE.

pageNo

Long

EEAITES.

pageSize

Long

EEERNERNHE.
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REEIE

APlI &%

1 MM APl 2% (BXERFER )

iBERTA

IEE R

2% it} ik

DeviceDesir | List<DeviceDes | i8& 2 FH PR BEHIESIZE.
edHistoryD | iredHistoryDT

TO o>

DeviceDesiredHistoryDTO:

2% St R

serviceld | String(256) REBHIRSIRIR

deviceld String(256) REID, AFHE—IRR—NMRE, EEMRSEEHE
MBS ECIRTS

gatewayld | String(256) MXID, FAFRR—1RXIZE. JRFEEER
%04, gatewayld5i&&EIdeviceld—5, HIRER
EENEIRSEAT, gatewayld iR E T FEAHIEIEIR
& (BIMIX ) RYdeviceld,

appld String(256) REBEFTERINAID,

desired JsonObject EngE FRNUEEER .

timestamp | String(256) HIRECERIUTCRTIE), AJiEHgEt:
yyyyMMdd'T'HHmmss'Z', 4l
20151212T121212Z,
AR A AT XAYE], SEEECHThYERE
i,

GET https://{host}:{port}/iocm/app/shadow/v1.5.0/deviceDesiredHistory?
deviceld={deviceld}&gatewayld={gatewayld}&appld={appld}&serviceld={serviceld}&property={property}&pa
geNo={pageNo}&pageSize={pageSize}&startTime={startTime}&endTime={endTime}

Content-Type: application/json

a pp_key: Fkkkkk

Authorization: Bearer *****

Status Code: 200 OK
Content-Type: application/json

{

"totalCount":"****",
l|pageNO'|:"~k~k~k~k~k'l’

"pageSize"; "R
"DeviceDesiredHistoryDTO":[

{

"SerViCeld":"*****",

IvdeViceIdll:ll****-kH,

n T Wkkkkk 11

gatewayld":

na Idll.ll*****l! !
ppld™ )

"deSIred"Z"*****",

lltimestampll.vl*****ll
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REEE
APl &% 1 RIFBMU APl 2% (BXBRFER)
}
1
}
=il
HttpiA7& | FEiRiB HiRER 15488
5
200 100203 The application is NAAREFE.
not existed. QABIEY :
o FREHTTPIERLIEGHHETH
appld2&BEiR.
o BINEFRKIERE (url) PIEN
Egappld/—\EEzEI:ﬁi%o
400 100216 The application NN TR o
input is invalid. GBI ESEERSHA
KREZOBRPNSHES
®Ro
400 100419 The deviceld and deviceldf¥gatewayldFBERIAT A
gatewayld can't be | &=,
both null. QBRI EREERSHE
deviceldflgatewayld@HFEES .
403 100203 The application is NBAREFE.
not existed. QMBIEY :
o FREHTTPIERLIEGHHETH
appld2BEiR.
o BINEIFKIERE (url) PIEN
Egappld/—\EEzEI:ﬁi%o
403 100217 The application I FBARABAEAN
hasn't been QMBI EAERFREAUAS,
authorized. EIAIBREHHappldHZ.
403 1010009 | app throttle exceed. | NAERZEOIT TN, BTR
=E (ZMER1000%/60s ) -
SEIFEN . EXRYIEA 4P
ARBFARESESE EEO
BYE RS ,
403 1010005 | Invalid access token | §&iRHJtokenfS &,
or appld. QBN : B OISR AT
T HJaccessToken2BEIR.
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IREEIE

APlI &%

1 MM APl 2% (BCERFER )

HttpikE | BEixES A izl
5
500 100203 The application is MBAREFE,
not existed. QAFBIEY ;
o B EHTTPIERLigHiEHaY
appld@BBiR.
o BIEIBKIERE (url) HIEN
Aappld2EEI=.
500 50252 Internal server error. | fRSZEIEZITHEPEIR .
QMG : YPEEE S I EREE
iR, BREEYBEMNESHIPAR
R,

1.6.5 IR FIRSSEE

OB
NBIRSSEERE 7 ReE ] LIRML RS EHEE, IRESESIF N ABLHS,
AR ALE O EY BN S TR EAIProfile X4 E X AR BIRSZSEEN(EE -
URI
BRAEE GET
URI /iocm/app/data/v1.1.0/deviceCapabilities
&5y HTTPS
BREH
S Wik o] | REY E Ak
i%
app_key | @ik String header | IE4PEXMSEERINAID, FEHIEXR
EAtIZENBRTARFEE D EIRS .
Authoriza | #%i% String header | iGIEIEXMFESRIANIEER, BEH
tion “Bearer {accessToken}” , Erh
{accessToken} A ALERNIZEOIREIRY
accessToken,
gatewayl | AJi% String query | RXID, FAFHRR—1MRIXKIRE. 3
d REEIERERY, gatewayld5ig
FHdeviceld—, HiRF2IEEE
R, gatewayldHiREEFRXERAY
BiERE (B ) Adeviceld,
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REEE
APl & 1 A API 2% (BLNERARPER )
2% whik/m] | KR VA1 R
i%

appld A% String query | IRBFTIEBRINEID, HEEEANF
TEENRSEENNATEES,

deviceld | A% String query |ig%HID, BFHE—IRR—M&E, &
R SR ATEEYIEXNF S BCIRS -

R &%
2¥ it filk
deviceCapabil | List<DeviceCapab | EifEERYIE,
ities ilityDTO>

DeviceCapabilityDTO:

2% i 0
deviceld String(256) REID, BFE—IRR—MgE, mEiheEt

FYIEXRE S S ECIRTS o

serviceCap | List<ServiceCapa | IRSEHIIRSRENTIE
abilities bilityDTO>

ServiceCapabilityDTO:

e -5t ik

serviceld String(256) IRFHIIRSIRR

serviceTyp | String(256) IREERIIRSS LA,

e

option String(256) ARS5IEIN

description | String(10240) IRERSBHERER.

commands | List<ServiceCom | ZiFHIarSBIRTIER.
mand>

properties | List<ServiceProp | SZiZHEMHZIRIIE
erty>

ServiceCommand:
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REEIE

APlI &%

1 MM APl 2% (BCERFERA )

2% i) fiiA
command | String(256) P BMR,
Name
paras List<ServiceCom | BtH5IFE.,
mandPara>
responses | List<ServiceCom | g%z,
mandResponse>
ServiceCommandPara:
2% xR ik
paraName | String(256) SHER.
dataType String(256) HEEE,
required Boolean BRI,
min String JEES U=
max String [EES PN =1
step Double K.
maxLength | Integer BAKE.
unit String B (fF5) -
enumList List<String> KIESERITZR
ServiceCommandResponse:
e il A
responseNa | String(256) IMRZ R
me
paras List<ServiceCom | E14%1%&,
mandPara>
ServiceProperty:
2¥ xR f#iA
propertyNa | String(256) BHEBR,
me
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REEHE
AP &% 1 KA APl 2% (BXBRFER)
2% i) A
dataType String(256) HUERE,
required Boolean BRI,
min String IEES U=
max String Bi&XE-
step Double K,
maxLength | Integer BRAKE.
method String(256) WBaEE.
e R: TJiE
e W: OF
o E: O
unit String B (fF5) .
enumlList List<String> WEEETZR

5K HI

GET https://{host}:{port}/iocm/app/data/v1.1.0/deviceCapabilities?
appld={appld}&gatewayld={gatewayld}&deviceld={deviceld}
Content-Type: application/json

a pp_key: Fkkkkk

Authorization: Bearer *****

IEE NG R

Status Code: 200 OK
Content-Type: application/json

"deviceCapabilities":[

{

IvdeViceIdll:ll****ll,
"serviceCapabilities":[

{

"serviceld": " ",
"serviceType":"****"
"option";"r,
"description":"****"",
"commands":[

|IcommandNameH.l!*****vl
S ;
"paras":[

llparaNamell.ll*****ll

S ;
"dataType":"*****",
"required":"Ture",
"min":"*****“,
|lmaxl|:"*~k*~k*l|'
"Step”:"*****“,
"maxLength™:1111111,
"Unit"I"*****",
"enumList":[

{
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IREEIE

APlI &%

1 MM APl 2% (BXERFERA )

}
]
}
1

"responses":[

"responseName":"***",
"paras":[
{

"paraName":"** ",
"dataType'":"*****!"
"required":"Ture",
l|min":"*****",
l|max|l:"*****”’
”Step":”*****",
"maxLength":1111111,

" TH L kkkkkT
unit": ,

"enumList":[

"properties":[

"propertyName'":"*****"
"dataType":"***+*"
"required":"Ture",
"min":"*****"’
"maxll:"*****",
"Step”:"*****”’
"maxLength™:1111111,
"method":"*****!"

llunitll:ﬂ*****l!,
"enumList":[
{
}
1
}
1
}
1
}
1
}
1
}
ELE)
HttpiRZ | EBIRB ERER 5488
5
400 100022 The input is BMASHI .

invalid.

ShIEENY: B EEEARIBRE
EHSHRIGIENE
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REEE
AP| & 1 MM APl 2% (BCERFER )
HttpikE | FRiXRES fEinA yLol:lz
5
403 100203 The application is | RFARZFEE.
not existed. QRFRZEIN :
o EREHTTPIERLIEHETHY
appldE@BBiIR.
o BIEIBKIZRE (url) FIENR
appld2&BBix.
403 100217 The application N FAARABAEAN
hasn't been phimEEY . EIENBERIEE, B
authorized. NSRS HFMappldHE=,
403 1010009 | app throttle NEBEREOZSTINE, &8s
exceed. B (BIAMER100/%/60s )
IS EEIV H%%%H%W$é‘é&$)i‘k
RIPARIREESEESEOR
B,
403 1010005 Invalid access Ei20token(S 2.,
tokenorappld. | phymIEY : IEIEEEOERPATE
HhaccessTokenE2EEHGIR .
500 100203 The application is | RFIRTFE.
not existed. IS EEANE
o BREBEHTTPIERLIFHETY
appld2&EBix.
o BINEIBKIZE (url) HEANR
appld2&EBaix.
500 50252 Internal server RZERIz1TAEREIR
error. RO YIEX S AEREEIR,
BEAEYB N ESHIR ARLIE,

1.7 JRIEE-V5

1.7.1 EERTIESIZE

BEO5AR

R FBRSS SR AR ALt O S EN AR TREEE B IIZ®R.

URI

BRI

GET
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REEE
APl &% 1 BRI API 2% (BXBRAFRZER)
URI /v5/iot/{project_id}/subscriptions
&5ty | HTTPS
=P
B wik/e] | 2B & | A
i
X-Auth- | &% String Head | FBFToken, @ZAAIAMARS 3k
Token er EVIAMBR TokeniZ[5%EY, 1#O
i’ZIEIE’\JUITJ]F_"Zi%E%EF' “X-Subject-
Token” Fi R EIRENAIREF
Token, EEAVFRENS ZFGIES
T TokeniAiiE .
Instance- | AJi% String Head | SEf3ID, #PIEZFH FELHIRIME—
Id er R, —RRENZHRLTHETZ
2%, NEMEZHEZSTNER
HIBOAPIRNHEETZES .
project_i | Witk String Path | INBID. KREVGZES I REUR
d BID,
resource | A%k String Quer | iTHHVERRZIR
y o device: 8%,
e device.message: BEFIEE.
e device.data: BBHIE.
e device.message.status: 8%
BERE.
e device.status: RTINS,
e batchtask.status: HE(FSIK
MA%hRAS 17 (2020-06-29) IR © LA ABIRAE 91
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IREEIE

APlI &%

1 MM APl 2% (BXERFEA )

2R

R/ | e

Vi

ol

event

String

Quer

THENRRSEG, BETE:
activate. update,

eventEEE SresourcexBX{EH,
B{AHY “resource: event” BhsY

KR

e device: activate (IBHE )

e device.data: update (iB&EE
BT )

e device.message.status:
update (IREHBIRZE

e device.message: report (iR
HELER)

e devicestatus: update (I8%%
KEZW)

e batchtask.status: update
(#HEESRETZW)

callbacku
rl

String

Quer

TIFRRSENELE, BRI R
BEEARIENER, fa0:
https://host:port/
callbackurltest,

app_id

String

Quer

RIR=TEID, LSHAEES
#, FESRRTENAREEE
iz, JUEHZSHEE
EERIRTE FRGHRIT SR,
METZSHNEERZABF T
BHRITRYIE.

channel

String

Quer

PIEXI T S HEE R A R BT s FRRY
NEIE, (EFA “http” HF, %
TZLJ PHEEMGEIE 9 http () i
o

limit

Integer

Quer

PREEANERETRIICES. B
INBRI10XRICH, RANRESZR
50%%icE, BUEEEN1-509%8
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IREEIE

APl &%

1 MM APl 2% (BXERFEA )

2R

Vi

ol

marker

Quer

F—RpEERPRE—FKIC
FHID, LIRS TREGIEY
BXMEEIREBAS . 2 REIER)
B A RiEmarkertb i 2iCHE
IDFEFEIER, BFErRYEIEICRID
tBEHAR, HiESmarker, A
RRABEEERID/NFmarkerfi9%L
BIECR. BEAES, WNCRIDE
KR —REEHFIRE
8, MREERREEFIEEIE,
NEREEIHIES F—REiE
Rz P AImarker(E .

offset

Integer Quer

FxMmarkerf5{wfBoffsetZRics
FiaEE . EIAR0, BUESEES
0-500R9%8%0 , Hoffset/90RT, F+
~MmarkerfF5E—KICR AR
H, - RHloffsetir K{EZELFAPI
HREERE, EaTLEECmarkerfE
BiZz2#SCHEIm, FlanEms05k
IR, -1 LABEEER
offsetBkdEZIHEET, BEI11A
[&, HFoffsetfRHI500, &FE
E(FEAE11RIRERIMarker{ES
TxR&E I marker, LASCIIEIR
F12-2213,

RS &

2R

ESid) iHe

subscription
S

List<Subscripti
onltem>

IR EERIIFR

count

Integer

i EEIRHANCREH .

marker

String

RRXORERERPRE—FICRNID, TJEF
— XD EERMER

Z& 1-1 Subscriptionltem

=

ESid)

i

subscription
_id

String

1Ji9ID, BFE—tRR—MTE, EeUZEITRES
FRAEX 5 D ECIRTS -

subject

Subject Object

IJRNERER, BTRENRRECES .
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REEE
APl &% 1 A AP 2% (BCERFER)
B - i 15488
callbackurl | String 1TRYEEMRIE, BRI R RS a0E AN
HE.
channel String YA S #EXE R E ERERNMEE . F
F “http” 1H%E, FRZITDHEEINGEER
http (s) 1Y

Z 1-2 Subject

2R E it 5iHH
resource String TRBERBIR.

e device: 8%,

e device.data: REBHIE.

e device.message.status: B HEIRZ
e device.message: RFIEE.

e devicestatus: BEIRE

e batchtask.status: #HtE(ESIRZE.
event String WTRNZRSMS, BUESBE: activate,
update. up.,

eventFBE SresourceXBX(FEA, BIRRY
“resource: event” BRETXERINT:

e device: activate (iBEEHE )
e device.data: update (IZZEUIET(L)
e device.message.status: update (IZFHEIR

&)

e device.message: report (I8FHELIR)
e devicestatus: update (IRFIREDTL)
e batchtask.status: update (HtEB(ERZIRED

%)

ERH
GET https://{Endpoint}/v5/iot/{project_id}/subscriptions?
resource={resource}&event={event}&callbackurl={callbackurl}&app_id={app_id}&channel={channel}&limit={li
mit}&marker={marker}&offset={offset}
Content-Type: application/json
X-Auth-Token: ***xxkex
Instance-Id; ***xx*e

N Mz 73~
Status Code: 200 OK

Content-Type: application/json
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REEE
APl &% 1 BRI API 2% (BXBRAFRZER)
{
"subscriptions" : [ {
"subscription_id" : "5bcaddda-75bf-4623-8c8d-26175c41fcca",
"subject" : {
"resource" : "device",
"event" : "activate"
"'callbackurl" : "https://host:port/deviceActivate",
"channel" : "http"
11
"count" : 10,
"marker" : "5c90fa7d3c4e4405e8525079"
}
IS
HTTP | X8 | EiRAEIHEAR Hix R 3R ShIBFEIN
RSB
400 IOTDA | Invalid input data. | iIEREHAEE BHIEFRSHE
.00000 BEEENTIHE
6 EK,
IOTDA | Invalid input. The | i5xk&#FpageNo | BHIEIEKSHF
.00001 | specified BHEE HpageNoXK/NEH
1 parameter FEXHERHSEEZ
'pageNo' is out of S8
range.
IOTDA | Invalid input. The | iEsk&¥h BHEEIE kS H A+
.00001 | specified pageSizelBHEE | BYpageSize K/N\E
2 parameter BEXERIEE
'pageSize' is out of S
range.
IOTDA | Invalid input. The | BIfBE&EIRAK | B EpageSizefl
.00001 | parameter PR o pageNoZ#AI K
3 'pageSize' multiply I
'pageNo’' exceeds
the upper limit.
403 IOTDA | Operation not IRBEHEIAM TSHEEIAM Token
.00002 | allowed. User not | TokenFRXIRMAIFER | FRIEEAFPEEITIA
1 found by IAM EREHZBFEE | TIREEANRS
token or the FIRSEEANERS | (IOTDA),
authorized user (10TDA)
has not subscribed
IOTDA service.
IOTDA | The application ZNFARFE BRERRCEEF
.00100 | does not exist. BiEMNEHCE
0 NFIDE&EIER,
IOTDA | Operation not ZRRISENRE | BREZNARE
.00100 | allowed. The iaJ SRR
2 application has not
been authorized.
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RESE
AP| &3 1 RiFRM API 2% (BXBRFPZER)
HTTP | (5iR6D | SRS R RS IR bIEEEY
by L
IOTDA | Operation not ZAFRTEZMN | iEEEXRA9appld
.00100 | allowed. The RIERTARIER | EXREANTED
5 parameter 'app_id' | appldifzialiEQ BFHFNEEE,
is not carried, and
the authorized
user has more
than one
applications.
Include the
parameter 'app_id',
or contact Huawei
technical support
engineers to
merge application
data.
IOTDA | Operation not BFRTEENEY | BHIERFTES
.00100 | allowed. NASAFRALE | BNAREE6E
6 Application not ERINA
found by
authorized user or
the authorized
user has no
application.
IOTDA | Operation not NESBFERAR | BHEZEFTZ
.00100 | allowed. The Ui BBEENNA.
7 application does
not belong to the
authorized user.
500 IOTDA | Internal server ARSS2RAIEBEIR IBERRREN T2
.00000 | error. DITERR
1
IOTDA | Decrypt IAM token | IAM Tokenfigtfrse | iBEXRER TN
.00002 | failed. M DHTRRIR
0

1.7.2 SIEELTIS
ECT35A8

R FRBRSS R AR R I TRIBA M S BRI EM, STRAERME (iR

BHE, REMEEHNS) , FASRANARSHAEENER
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REEE
APl && 1 NI AP 2% (BXERFER )
URI
1BKAiE | POST
URI /v5/iot/{project_id}/subscriptions
&y | HTTPS
EREH
2R Wik /m] | SR 28 | HEA
yoi
X-Auth- | @ik String Head | FHFToken, B3 AAIAMARSS 3k
Token er ENIAMBE R TokenE[O3£EY, ##0
ﬁlﬁlﬁ‘]ﬂ[ﬁ]ﬁﬁiﬁ,%'\ékqﬂ “X-Subject-
Token” HMEEEIREVHIAR
Token, EERRENG EZEFHIES
0 TokeniAiE .
Instance- | AJi% String Head | SEf3ID, #PIEZFH TR SLHIRIE—
Id er PR, —RENTHPEHIET1Z
2%, NEEZHEFSETNER
HBIIAPIRTHEETZS H .
project_i | Wik String Path | IRBID, KBNS X522 N $KEUR
d BID,
subject Whisk Subject Body |ITHRIRIEREE, BMTIRAIRIEL
Object HEH.
callbacku | #%i% String Body | 1TiSIRYEIAMELE, BFIEKXINE
rl REARENER, fla0:
https://host:port/
callbackurltest,
app_id Ak String Body | ZE=EID, SHHIENES
H, FEZSRRTANBEREER
BiziEOR, #gEmZsHisTE
TR R=S 8 N aYE S @A,
BULTREAYE BB S AERIE
INEREZTE T,
channel | @%i% String Body | #IBXAME & X EANE 2RIERRY
hsEIE ., A “http” HHFE, &
NZVT X SGEIE A http (s) th
Y
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IREEIE

APl &%

1 MM APl 2% (BXERFER )

2 1-3 Subject

2R

Wik FTiE

ESid]

il

resource

String

TRRERIREZR .

e device: 8%,

e device.data: BEEIE.

e device.message.status: IRFiHE
NS

e device.message: RFIEE,

e devicestatus: BERIRE.

e batchtask.status: #HtEIFRIRZES,

event

String

JRNRESY, BEEE:

activate. update. ups

eventEESresource>XBX(EH, BIiR

B9 “resource: event” BREFEZN

T:

e device: activate (IBZEE)

%)

e device.message.status: update
(RBHBIRE

e device.message: report (125

Bk )

L)
e batchtask.status: update (#t=
FSIREZAL )

e device.data: update (IRFEIET

e devicestatus: update (IR

MR S4L

=

#m

1Ae

subscription
_id

String

1Ji9ID, BFE—tRR—MTE, AT
FRAEX 5 D ECIRTS -

subject

Subject Object

URENERER, BRTENSRECSEG.

callbackurl

String

%l‘gﬁ’\]@iﬁﬂﬂiﬁ, P T IR N R R SRR A

channel

String

YIEX M S HEXBALE ERHMERNEE ., F
B “http” 1EF, FRZTHEXIMEEN
http(s) MY .
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REEIE

APl &%

1 MM APl 2% (BXERFER )

BRI

g Rz~

2K 1-4 Subject

B E =it 588
resource String TR ERBIR.

e device: 18%,

e device.data: BRBHIE.

e device.message.status: IRFHEIRS,
e device.message: BFIHE,

e devicestatus: BFIRE

e batchtask.status: HtE(ESIRE.

update. up,

&)

%)

event String TRRYRIRSEM, BUESEE: activate.

eventEE SresourcexBFA, BIARHY
“resource: event” METXERINT:

e device: activate (I8FHE)
e device.data: update (IREFHIETL)
e device.message.status: update (IZFEEIR

e device.message: report (IZFEHE LR )
e device.status: update (IREFIREZ(L)

e batchtask.status: update (#HtE(ESIKRED

POST https://{Endpoint}/v5/iot/{project_id}/subscriptions
Content-Type: application/json

X-Auth-Token; #*ixsxis

Instance-Id; ***x*

{

"subject" : {
"resource" : "device",
"event" : "activate"

h

"callbackurl" : "https://host:port/deviceActivate",
"app_id" : "string",
"channel" : "http"

Status Code: 201 Created

Content-Type: application/json

{
"subscription_id" : "5bcaddda-75bf-4623-8c8d-26175c41fcca",
"subject" : {
"resource" : "device",
"event" : "activate"

kR 17 (2020-06-29) WRINERE © HERRAREBIRAT
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REEE
AP| & 1 MM APl 2% (BXERFERA )
"’callbackurl" : "https://host:port/deviceActivate",
"channel" : "http"
}
EI=g
HTTP | $&iXES | SRS it LIS SR Vg S QbIBFRIN
RSB
400 IOTDA | The resource REEBRARTEE BB RSE G
.00900 | model does not 25T rresource
2 exist. Flevent, @&
notifyType,
IOTDA | The request 15Ky BHEEIERARY
.00900 | callbackurl is callbackurlitbiit < | callbackurl=# 2
5 invalid. aik BRI
K,
IOTDA | The subscription ZJFICREEF | ZITRERFE, T
.00900 | subject already = EEEEITH,
6 exists.
IOTDA | The request i5Rkchannel2% | BHIEIBRFHY
.00900 | channel is invalid. | 7&% channel 2255
7 BEATNEE
XK
IOTDA | The resource does | resourcefleventA~ | iEHEEIFKSP
.00901 | not match event. Ui resource5event&
0 HEEHEEIE
MHEEK
403 IOTDA | The application ZN AR BRERRCEEF
.00100 | does not exist. aiFmiAFIEE
0 NAIDEEIEM.
IOTDA | Operation not ZRRISENRE | BREZNARS
.00100 | allowed. The ia) IS,
2 application has not
been authorized.
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REEE
AP| &3 1 RiFRM API 2% (BXBRFPZER)
HTTP | $5iR63 | FEIREER R RS IR bIEEEY
RSB
IOTDA | Operation not ZAFRTEZMN | iEEEXRA9appld
.00100 | allowed. The RIOERTRIER | EXREN TR
5 parameter 'app_id' | appldifzialiEQ BHRBEYE.
is not carried, and
the authorized
user has more
than one
applications.
Include the
parameter 'app_id',
or contact Huawei
technical support
engineers to
merge application
data.
IOTDA | Operation not BFRTEENEY | BHIERFTES
.00100 | allowed. NASAFRALE | BNAREE6E
6 Application not ERINA
found by
authorized user or
the authorized
user has no
application.
IOTDA | Operation not NESBFERAR | BHEZEFTZ
.00100 | allowed. The Uiy BEEEINA.
7 application does
not belong to the
authorized user.
IOTDA | The count of RIFETICRENL | iBRIERSRITIENC
.00900 | subscription E LR, =, ZNBITIRE
1 subject exceeds EEIAE %,
the limit.
IOTDA | The query count BIHMEBIRK | BHEEKRSHZ
.00900 | exceeds the upper | fR#l BREEERITE
8 limit. g;_ko
500 IOTDA | Internal server AR5 B AEREIR BRI TR
.00000 | error. DHTRRIR
1
IOTDA | Decrypt IAM token | IAM Tokenfigtfrsk | IBBARENTIE)D
.00002 | failed. M DHTRRIR
0

MAERRAS 17 (2020-06-29)

WRIERE © HERRARBIRAT

101




REEE
APl % 1 BRI API 2% (BXBRAFRZER)
1.7.3 &7
AR
M FBiRSS AR OEaEANFEEPEEI ] FHEREER..
URI
IBKRAGiE | GET
URI /v5/iot/{project_id}/subscriptions/{subscription_id}
&Y | HTTPS
BRESH
2R whik/m] | 38 U8 | HEA
i
X-Auth- | #4ifk String Head | AP Token, @iIEAAIAMARS 3%
Token er ENIAMARTokeniEZ[O5£EY, 0O
REIRNMAGEESLSH “X-Subject-
Token” FREEIREVHIAR
Token. fEEAVIRENG i EZHEAIIES
T4 TokeniAiiE .
Instance- | AJiE String Head | 3CHIID. #IEZFETZLAIRIME—
Id er R, —RRENTHRTHETIZ
S, NEEZHEZFSE TNER
HIBIOAPIRHEEETZESH .
project_i | @%i% String Path | INHID, KBS LI5S W SREUIR
d BHID.
subscripti | Wik String Path |iTiID, BFHE—FRR—MITE,
on_id ECIEITIRAY BB S B o Bk
5.
VRS54
BFR it 15488

e
1 SN0

subscription | String 1TIRID, BFHE—RR—MTE, EeIEITIRAY
_id FAYIEANFE S D BLIRS

subject Subject Object | IJFERIEREE., BNTFHIREZHEH-
callbackurl | String 1TIRBSELE RN, BRI R RSEAaIE RN
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REEE
APl &% 1 A AP 2% (BAERFER)
B E =it 15488
channel String YIEX M S X BB R (ERAIINEE . F
FE “http” 1H3E, FRZITEEIMEEL.
http(s)t}¥ o
2 1-5 Subject
2R ESid] 15488
resource String TRBERBIR.
e device: 8%,
e device.data: BEBEIE,
e device.message.status: B HEIRZ
e device.message: RFIEE,
e devicestatus: BEIRE.
e batchtask.status: #HtEIFRZIRZE,
event String ITRRRIESEM, BUETEE: activate,

update. up.,

eventEESresource>XBX(EH, BiRRY
“resource: event” BRETXERINT:

device: activate (IREZHGE )
device.data: update (IBFBHUIRTL )
device.message.status: update (IZFHEIR

=)

device.message: report (I8FHELIR)
device.status: update (IREIREDTL)
batchtask.status: update (HtSB(EZIRET

%)

iERpI

GET https://{Endpoint}/v5/iot/{project_id}/subscriptions/{subscription_id}

Content-Type: application/json

X-Auth-Token; **kxex

Instance-Id; ***x*

il iz 73~ 451

Status Code: 200 OK

Content-Type: application/json

{

"subscription_id" : "5bcaddda-75bf-4623-8c8d-26175c41fcca",

"subject" : {

"resource" : "device",
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REEE
APl % 1 MR API 2% (BXBRFPZER)
"event" : "activate"
"’callbackurl" : "https://host:port/deviceActivate",
"channel" : "http"
}
TESS
HTTP | X8 | EiRAESIHEAR Hi=S IR QhERERIN
RS
403 IOTDA | Operation not ZBKEIAM 1BHEEIAM Token
.00002 | allowed. User not | TokenFRXIRZAIFEF | FRIERFP 25115
1 found by IAM ERIIZAFEE | TIREENES
token or the WTFEIE&EEANRS | (IOTDA),
authorized user (10TDA)
has not subscribed
IOTDA service.
IOTDA | The application ZNFAFE BRERRCEETF
.00100 | does not exist. BN AHFEE
0 N FBIDEARIEH .
IOTDA | Operation not ZRRISENRE | BREZNARE
.00100 | allowed. The ia) EMIE,
2 application has not
been authorized.
IOTDA | Operation not ZRARPTEZMN | BigETEXI R AYappld
.00100 | allowed. The BRERTRED | SEXRENIRED
5 parameter 'app_id' | appldifiaizr] BHMBHIE.
is not carried, and
the authorized
user has more
than one
applications.
Include the
parameter 'app_id',
or contact Huawei
technical support
engineers to
merge application
data.
IOTDA | Operation not BFRFTEENAT | BHERFTEA
.00100 | allowed. NESBFRARE | BNEHEEERE
6 Application not ERIN A .
found by
authorized user or
the authorized
user has no
application.
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REEE
AP| & 1 EFAMI API 2% (BAERFPER)
HTTP |8 | ERBEIEE RS AR IA Qb TBFRIN
REB
IOTDA | Operation not NESBFERAR | BHEZEF T2
.00100 | allowed. The Ui AEEENA,
7 application does
not belong to the
authorized user.
404 IOTDA | The subscription BEAEZITREIC | BEAEKRFNS
.00900 | subject can not be | & HERIEHR,
3 found.
500 IOTDA | Internal server IRSS 22 AIEREEIR BRRE N TR
.00000 | error. DHTRER
1
IOTDA | Decrypt IAM token | IAM Tokenfi@tfrsk | IBEBARENTIZ)H
.00002 | failed. W DHTRER .
0
1.7.4 (EXGTI5
BECTi5A8
N AIRSS = e A AL E e M SRS EITIREE, SF{NSFHEXTIRE]
VAHshE ( callbackurl) o
URI
BKAGiE | PUT
URI Jv5/iot/{project_id}/subscriptions/{subscription_id}
&Y | HTTPS
EREH
2R Wik /m] | SR 8 | KA
i
X-Auth- | W4k String Head | FARToken, B iEAHIAMARSS 3%
Token er EUIAMFFToken#E[3REY, O

REIFINEREE LG “X-Subject-
Token” FhREEFRENRIAF
Token, EERVIRENG EZEFHIES
0 TokeniAiiE,
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REEE
APl &% 1 RFM AP 2% (BCERFER)
B wik/e] | 2B /& | i<EA
i%
Instance- | AJi% String Head | SEf3IID, #PIEBFH T ZSLHIRIME—
Id er WRR, —RENTHPEEETZ
S, (NEPESHIFS TINEE
HHDAPIFT R EETZ S,
project_i | @%i% String Path | IRHID, 3KEV5EiE2 W SRENIR
d BID,
subscripti | @45 String Path | 1TiEID, FFHE—tRR—MTHE,
on_id TECIERLTIRIRT R BN S 5 5 Beik
=N
callbacku | A% String Body | iTiIAYElEMEIE, AFIZRIRE
rl TREHEIES, flan:
https://host:port/
callbackurltest.,
Na R SEL
2R E =it 5i8e
subscription | String 1Ji@ID, BFME—RRA—MTE, EEIZEITRS
_id BN S D RS
subject Subject Object | ITHRNERER, ENTHARIREZIEM.
callbackurl | String 1T IRYELEMBIE, BRI R RS AT AN
HE.
channel String YIEX M S HELEATHE B R ERRIIEE . F
FB “http” 1HZE, TRZITEEIMNUEER
http (s) 1Y
Z 1-6 Subject
2R ESid) 5iAH
resource String TRBERBIR.

e device: 8%,
o device.data: IREHIE.
e device.message.status: IREIHEIRE,

e device.message: IBEIHE,
e device.status: 8BS,
e batchtask.status: HLE(FSIRE,
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REEE

APl % 1 MM API 2% (BXBRFPZER)
B E =it 15488
event String RRRESM, BUESTBE: activate.

update. up,

eventFEE SresourceXBFA, BIAHY
“resource: event” METERINT:

e device: activate (IBEFHE )

e device.data: update (IBEEIEL(L )

o SS\;ice.message.status: update (IZFBEEIR
e device.message: report (I8FEHE IR )

e devicestatus: update (IBEFIRESZE(L)

e batchtask.status: update (#HtE(ESBIKRED

%)

== —
Bkl
PUT https://{Endpoint}/v5/iot/{project_id}/subscriptions/{subscription_id}
Content-Type: application/json

X-Auth-Token; *#sis
Instance-Id: ***xxke

{
"callbackurl" : "https://host:port/deviceActivate"

}

i Rz73~ 51
Status Code: 200 OK

Content-Type: application/json

{
"subscription_id" : "5bcaddda-75bf-4623-8c8d-26175c41fcca",
"subject" : {
"resource" : "device",
"event" : "activate"

"’callbackurl" : "https://host:port/deviceActivate",
"channel" : "http"

}
==

HTTP | (RiXED | EiRfEIEid B SRvETE S gl e

REEL

400 IOTDA | The resource REEBEAFE BAEKRSHAF
.00900 | model does not E&#Eresource
2 exist. Flevent, @&

notifyType,
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APl & 1 A API 2% (BAERFPER)
HTTP | {BiRM8 | EiREEI AR RS AR QbTBFRIN
REB
IOTDA | The request BERAAY BHEEIRRFH
.00900 | callbackurl is callbackurlittiit A< callbackurlZ# £
5 invalid. ax BEFREAENE
=K,
IOTDA | The subscription ZITFICREREF | ZTHEeFE, T
.00900 | subject already = EHEESITH.
6 exists.
IOTDA | The resource does | resourcefleventA~ | iEHEE Gk
.00901 | not match event. Ui resource5event&
0 HEEBFERENR
MHHEK
403 IOTDA | Operation not IREEENIAM IEHEEIAM Token
.00002 | allowed. User not | TokenFrXIRz IR | FRIEFFP 25115
1 found by IAM ERHZBFEE | TIRBEEANRS
token or the WTFIREENERS | (IOTDA),
authorized user (10TDA)
has not subscribed
IOTDA service.
IOTDA | The application ZNFAARFE BHEERCEF
.00100 | does not exist. BN AHFIEE
0 NFBIDEEIEH-
IOTDA | Operation not ZNERENRE | BREZNEARS
.00100 | allowed. The ia) EHIEN
2 application has not
been authorized.
IOTDA | Operation not ZRAPRTEZMN | BigEHXIRAYappld
.00100 | allowed. The BRBRTRETS | EXRERNTEID
5 parameter 'app_id' | appldifiaEnl BHMBHE.

is not carried, and
the authorized
user has more
than one
applications.
Include the
parameter 'app_id',
or contact Huawei
technical support
engineers to
merge application
data.
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REEE
APl &% 1 RIFBMU APl 2% (BXBRFER)
HTTP | (5iR6D | SRS R RS IR bIEEEY
R
IOTDA | Operation not BFRFTEENEY | BHERFTES
.00100 | allowed. NASHEFPALE | BNEREEEE
6 Application not ERINFA
found by
authorized user or
the authorized
user has no
application.
IOTDA | Operation not NESBFERAR | EHEZEFTZ
.00100 | allowed. The Uiy BEEEINA.
7 application does
not belong to the
authorized user.
IOTDA | The query count BEIHEBIRK | BHEBEKRSHZE
.00900 | exceeds the upper | Rl Y =iy S g Y =
8 limit. 23K,
404 IOTDA | The subscription BEAEZITRIE | BfAERTHS
.00900 | subject can not be | & HEBIEHR,
3 found.
500 IOTDA | Internal server ARS5BEAIEREEIR BRI T
.00000 | error. DITRRR
1
IOTDA | Decrypt IAM token | IAM Tokenf#tfrse | iIBEBARERTIEND
.00002 | failed. W DHTERIR
0

1.7.5 HIBRITIH
JEO35R

1z FABRSS &3 AR Rt I PR BX W S S R RYIS BT TUECE

URI

BRGE

DELETE

URI

Jv5/iot/{project_id}/subscriptions/{subscription_id}

&Y

HTTPS
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REEE
APl &% 1 BRI API 2% (BXBRAFRZER)
IBREH
2R wik/m] | 358 & | A
%
X-Auth- | #4i% String Head | FHFPToken, BT iABIAMARSS 3£
Token er EUAMARTokeniZ[O54EY, =0
REIRIELEESkF “X-Subject-
Token” FiEHEEIREXAIFERF
Token, EERFRENG ZFEHIES
0 TokeniAilF,
Instance- | AJi% String Head | SEf3ID, #PI2ZFH TR SLHIRIE—
Id er R, —RENTHRTEETZ
S, (NEmEZHFETNERE
HIBIEAPINREETFZS .
project_i | Wik String Path | IRBID, KBNS XiE2S N $KEUIR
d BID,
subscripti | @4i% String Path |iJiEID, BFHE—IRR—MITE,
on_id FERIEIT AT BB S S o Bek
=N
=GNl
DELETE https://{Endpoint}/v5/iot/{project_id}/subscriptions/{subscription_id}
Content-Type: application/json
X-Auth-Token: **#xsk+x
Instance-Id: **x
M Rz~
Status Code: 204 No Content
TESS

HTTP |8 | ERBEIER R #IA QbTBERIN
RSB
403 IOTDA | Operation not IZBIHEIAM 1BHEEIAM Token
.00002 | allowed. User not | TokenFRXIRZAIFRF | FRIERFPE5E1]1H
1 found by IAM EREHZBFEE | TIREEANRS
token or the FIRSEEANERSS | (IOTDA),
authorized user (10TDA)
has not subscribed
IOTDA service.
IOTDA | The application ZNFAFE BRERREETF
.00100 | does not exist. aiFmiAHIeE
0 N ABIDEEIER.
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REEE
AP| &3 1 RiFRM API 2% (BXBRFPZER)
HTTP | $5iR63 | FEIREER R RS IR bIEEEY
RSB
IOTDA | Operation not ZRRIEENRE | BREZNARE
.00100 | allowed. The ia) EMIE,
2 application has not
been authorized.
IOTDA | Operation not ZRARPTEZMN | BiETEXI R Aappld
.00100 | allowed. The FRIBRTRIET | ZEXRERNTIEID
5 parameter 'app_id' | appldifiaiEOl BHINBHIE.
is not carried, and
the authorized
user has more
than one
applications.
Include the
parameter 'app_id',
or contact Huawei
technical support
engineers to
merge application
data.
IOTDA | Operation not BFRFTEENAT | BHIERFTEA
.00100 | allowed. NASARALE | BNANEEHERE
6 Application not ERIRNF .
found by
authorized user or
the authorized
user has no
application.
IOTDA | Operation not MASAFERR | BHEZEFPTE
.00100 | allowed. The Uiy BEEERNA,
7 application does
not belong to the
authorized user.
404 IOTDA | The subscription EEAFZITIEIIE | BfAERES
.00900 | subject can not be | & HERIER,
3 found.
500 IOTDA | Internal server AR5 R AEREIR BRI TR
.00000 | error. DITRRIR
1
IOTDA | Decrypt IAM token | IAM Tokenfigtfrsk | IBBARENTIE)D
.00002 | failed. M DITRRIR
0
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APl &%

1 MM APl 2% (BXERFEA )

1.7.6 EXIEEN

1.7.6.1 3

iR

EEEI

URI

BREH

g PR

Rz FRRRSS SR TEMEX M E1TIH TR EREE S (1THAYRIR Adevice, HHH

activate ) ,
=|

ST Ne)

Nz FARRSS SR MEIHEXIHERY, 1555 IR EIRAES o

HIREBEIRIBENYER M EFHBIERT ,

> ,AAr_.Ir._)EHHE?D nn;&LL%D E

BKRAGiE | POST
URI R ARSI RS EBER A callbackUrURE
fEHMY | HTTPS/HTTP
BFR Wik it I8 | 5HEA
resource | & String Body | S2#uKRH: iTHAVEREIR, BUE
Jdevice,
event 2 String Body | £¥u5BB: 1TRKZRE, BE
Jactivate,
notify_da | 2 deviceActiva | Body | 2#iiBE: RENEENFES
ta te xo
2 1-7 deviceActivate
AR Wik it} ]
app_id & String SELRAE: KAID
BEEE: KEA#BIZ256
device id | & String %ﬁl}ﬁﬂﬂ ®&ID, AFHE—tRHE—
IXEE; T_IEEﬂﬂIXEEEjEE%HfH:FA/\

A=

IR1Fo
BETBE: KEABIE256
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IREEIE

APlI &%

1 MM APl 2% (BXERFEA )

2R

1588

node_id

SEORP: S ERRE, EEER
IMEIl, MACHEHEESerial NofEA
nodeld,

BUESEE: KKEFBi1d256

gateway_i
d

iy

String

SEORA: MXID, AFRE—NMX
RE. HIREFEEEREH,
gatewayld5ig&HIdeviceld—E, =
WERIFEEREN, gatewayldig
BETRBAIEIER S (RIMX ) 89

deviceld,

BESEE: KEAEIZ256

device_na
me

17

String

SELHBE: 18RS,
BYESEE: IKEABIZ256

node_type

iy

String

SR wE TR,
ENDPOINT: EEIEIRS .
GATEWAY: BEiERSIME,
UNKNOWN: k%1,

description

iy

String

SRR ZERAEE,
BBEE: KEAET2048

product_in
fo

i1y

Productinfo

SERIA: IRFE XA RIREER

2£ 1-8 Productinfo

=

A 7Y

1528

product_id

Py
=

String

SEORIA: IRE XAV~ m@ID, AT

—IRR— 1 miRE,

device_typ
e

Pz
[=]

String

SHIREE: IRFERE, EIREXEKAT
mtR B RE X o
BESEE: KEAEIT256

manufactu
rer_id

iy

String

SHEA: T BID, EREXEKAYm
REREN
BB KETRBII256

manufactu
rer_name

iy

String

SHIRBE: | BRTR, mIREXEIE
iERIRTEN .
BYESEE: IKEABIZ256
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REEIE

APl & 1 N API 2% (BLNERARPER)

BR Wi RKE i%EH

SRR RRES, EIRBXEXNr
FRIEEIRTE N .

BYESEE: KEA#BIZ256

protocol_t String SEORBA: S R(FERAMYEER, TR
ype BRI RIERIhE N

BUESBHE: KEA#BIZ256

model

iy
v
~
=4
5
@

iy

iERBl

POST HIRFARRSS B TIFIR &R EBANAYcallbackUrURTE
Content-Type: application/json

{
"resource" : "string",
"event" : "string",
"notify_data" : {
"device_name" : "dianadevice",
"node_type" : "ENDPOINT",
"device_id" : "d4922d8a-6c8e-4396-852c-164aefa6638f",
"description" : "watermeter device",
"product_info" : {
"protocol_type" : "CoAP",
"manufacturer_id" : "TestUtf8Manuld",
"product_id" : "b640f4c203b7910fc3cbd446ed437cbd",
"device_type" : "WaterMeter",
"model" : "TestUtf8Model",
"manufacturer_name" : "HZYB"
%
"app_id" : "d4922d8a-6c8e-4396-852c-164aefa6638f",
"gateway_id" : "d4922d8a-6c8e-4396-852c-164aefa6638f",
"node_id" : "ABC123456789"
}
}

NaRz7<%Y 1

Status Code: 200 OK
1.7.6.2 IRFIRSENWERIEA

AR

Rz FABRSS SR TEEA M S1TFIR B IRSRWBIEME ( FiRAdevice status, HHH
update ) , HYEMTFEFINRBREREDUE, FERBNARSSFHEXEIH

EREIN
RIFBARSS SRIB RS ERT, B5S R EIIARID.
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REEIE

APlI &%

1 MM APl 2% (BXERFER )

URI

IERSH

iBERTA

1BKAGE | POST

URI N RS 2T IR NS WIEKIB R callbackUrRTE

ey | HTTPS/HTTP

2R Whisk il & | %A

resource | 2 String Body | £%i5BE: iTHNRIESZIR, BUE

JJdevice.status.,
event 2 String Body | S#iKEB: 1TIHAYRIES Y, BUE
JJupdate,
notify da | 2 deviceStatus | Body | S#iiHA: KBNBEEXFEY!
ta UpdateNotifi o
cation

2 1-9 deviceStatusUpdateNotification

2R WAITE 268 izl

app_id 2 String S#uRE: KLAID,

device_id | 2 String SHENIA: 18%ID, BFHE—FRR—
BT, mEhsEIBEEMNES S
RS,

status 2 String SR REBIRE,
ONLINE: 8% ELk
OFFLINE: i8& 5%k
ABNORMAL: €%EEE

timestamp | 2 String SR S HIRET AT E A8
yyyyMMdd'T'HHmmss'Z' UTCZE5F
g8, f0: 20151212T121212Z,

"resource" : "string",
"event" : "string",

"notify_data" : {

"device_id" : "string",
"app_id" : "string",

POST HIN AR B TIFIRFINSZNERIEEHAIcallbackUrlRTE
Content-Type: application/json

{
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APl &% 1 MM APl 2% (BXERFEA )

"status" : "string",
"timestamp" : "string"
}
}

MRz~ 1

Status Code: 200 OK

1.7.6.3 IR EUETEAD

ZOi5AR
RIFRRRSS S EMBARMFEEITR T IRE BT NERE (1R J?jjdewcedata ES
#Aupdate ) , HRFLEHEIEN, FESONERSSEEXEREE
FEEIR
N AAIRS SWEIHEX B ERT, 15SIREINLARD
URI
1BXAi% | POST
URI AR AIRSS 2R1T IR B E MR @RI callbackUrURE
&Y | HTTPS/HTTP
BRSS!
2R Wik i fuE | i%AA
resource | 2 String Body | £#iKAA: iTIRAVREZFR, BUE
Jdevice.data,
event 2 String Body | S¥i5HB: 1TIHAYRIESH, BUE
Jupdate,
notify_da | & deviceDatas | Body | 2#iiHA: ZRENEENFERY
ta ChangedNot xo
ification

2 1-10 deviceDatasChangedNotification

B DAV it} A8
request_id | & String SHIRE: BEENFRYS, HE—FRR—

e
£iEE,
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REEE

APl &%

1 MM APl 2% (BXERFER )

2R WHisk eS| 15288

device_id | & String SHHEE: 1R%ID, BFE—tmE—
"E, EEMEEIRYENEE D E
EREN

tags B List<TagV5DT | S#iHE: Z4 s ER BRSS!

o> x, MEIFRPEFIrZREZEARRD

ffiig , — I RERSTLGEI0N
T o
BYEBHE: <E1-10

gateway_ i | =2 String SHOREA: MXID, AFRR—IRX

d &g . BB EEIERE,
gatewayld5ig&HIdeviceld—E, =
REBIFEIEIREN, gatewayld9ig
BERBENEERE (BIM%) /Y
deviceld,

services 2 List<DevicePr | SRR iIRBHIRSZSEEIIE.

operty>

Z 1-11 TagV5DTO

2R Wik 28 1588

tag_key 2 String SR 158552, EE—RFE TR
BHE—, BRI, MRKEIEDS
7, WEEEZaIRE E. NRIZ
ENREREFE, USRS,

tag_value |& String SELRAR: 7 E.

€ 1-12 DeviceProperty

2R WA 58 15280

service id | 2 String SHIRBA: 2 BAIRSSID, EIREKEL
AP AR RI R E N .

data = ObjectNode SHEREA: 12E LIRAIEUR.

event_tim | 2 String SHORIA: & EEIE EIRAYAYE, &0

e

BURFigEN EiREMASC, 298
£tz yyyyMMdd'T'THHmMmmss'Z',
ERIEX: yyyy-MM-
dd'T'HH:mm:ss.SSS'Z', EIaN
20151212T121212Z8x&
2020-08-12T12:12:12.333Z,
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1 MM APl 2% (BXERFEA )

iBERTA

POST HN RS ET IR EEHR

S{biBENf callbackUrlRE

Content-Type: application/json

"resource" :
"event" :

"services"
"data"

IaF

"request_id" :

"gateway_id" :

"tags" : [ {
"tag_value"
"tag_key" :

]
}
}

NaRz7<Y 1

"string",
"string",
"notify_data"
"device_id" :
s [
: "objectnode",
"service_id" :
"event_time" :

|

"string",

"string",
"string"

"string",
"string",

: "testTagValue",
"testTagName"

Status Code: 200 OK

1.7.6.4 BB HRIRSTEIEH

BEiEA

Rz FRRRSS SREMBXMEEITH T IHRRSEEENE (1TRINEEREA

device.message.status, {4 Hupdate ) ,

SHBIREEEN, FERBNARSSE

HIXBEETEHE
FAEEI
N FERRSS SRR EERT, 1B WIREINEARD
URI
iB5KAi% | POST
URI AN FEBRS3 e T B BAIRS T EiE A callbackUrURE
ity | HTTPS/HTTP
BRSE]
BIR sk St} 5 | %A
resource | 2 String Body | S2#uiBA: iTHAVEREIR, BUE
JJdevice.message.status,
NAERRAS 17 (2020-06-29) IRIERE © LA/ ARBIRAE 118




REEIE

APlI &%

1 NFAM APl 2% (BCERFERA )

iERpI

NaRz7<pY 1

B Wi S & | A
event 2 String Body | £¥u5BB: 1TRKZIREM, BE
Jupdate,
notify da | 2 deviceMessa | Body | 2#iiBE: RENEENFES
ta gesUpdateN o
otification

£ 1-13 deviceMessagesUpdateNotification

B WhiE it} =)z

message_i | 2 String SRR  BEENFYIS, H—IRR—

d ES=] SN

name & String SHORIE: [ BESIR,

device_id | 2 String SENIA: 18%ID, BFH—tRA—
R, EEHESEITHYEMNFEEHE
K15,

status B String SHUHIA: KEEENRE, 85
PENDING,DELIVERED, TIMEOUT,FAILE
D,

timestamp | & String SRR HEE AT AR
yyyyMMdd' T'HHmmss'Z' UTCE4%
£, f0: 20151212T121212Z,

POST MR FAARSS 28T B RS EE BRI callbackUrRE
Content-Type: application/json

{

"resource" : "string",

"event" : "string",

"notify_data" : {
"device_id" : "string",
"name" : "string",
"message_id" : "string",
"status" : "string",
"timestamp" : "string"

Status Code: 200 OK
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1.7.6.5 L EFSIKETHE

A

Rz FRRRSS B TEMIEX ML S1TH T H EASRELEEHNE (TTHINERA
batchtask.status, FE4Hupdate ) , BHBEFSINEEER, FERMNARSSHE

EBEEEE
FEEIN
N ARRSZSRWEIMEIXERRT, B3 REINAES
URI
iBKAixE | POST
URI N RS TR EES KSR IBEKRKBEFMcallbackUrlRE
&MY | HTTPS/HTTP
IBREH
AR Wik i g | %A
resource | 2 String Body | S#iKEB: 1THAYRIEZTR, BEUE
J9batchtask.status,
event 2 String Body | £%i5BH: 1TRAEIRSM, BE
Hupdate,
notify_da | 2 batchTaskSt | Body | 2&uRHE: REHBEENFES!
ta atusUpdate xo
Notification

2 1-14 batchTaskStatusUpdateNotification
BiR i% it 1568
app_id String SH6RE: RAID,

task_id String SHUKRA: ILE(E31D, ERCIENE
{FSEZEOREIRYESID,

String SELRBE: F553E,
firmwareUpgrade: E{&4FH
softwareUpgrade: ¥X{&4FHk

~
%4
"

ali

ali

il

task_type
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B WAk 28 izl
status 2 String SEURE: F3IRE

Waitting S 1IEEHREFFHIIT
Processing {ESSIEFEHIT
Success {E55REI0
PartialSuccess 1E55E855 LD

Fail (£33

Stopped (S #(=1E
status_des | 2 String SRR (SRR,
c

BRI

POST FARIFRARSZ =T A BIESSIREEEIFRIEE HhRIcallbackUrlRE
Content-Type: application/json

{

"resource" : "string",

"event" : "string",

"notify_data" : {
"status_desc" : "string",
"task_id" : "string",
"task_type" : "string",
"app_id" : "string",
"status" : "string"

NaRz7<FY 1

Status Code: 200 OK
1.7.6.6 IRFiEE LiRE]

5 AA

N IR SS SEEMIEA M AITIA TIREHE Lik@AE (ITRIERES
device.message, HfHAgreport) , HigF HIREEHIEN, FESOMARSSEHEX

EAEE.
EEEIR
RIFBARSS SRINE RS RN, 555 REINARIED.
URI

i5KAi% | POST
URI AN AR SE 2RI T8 &iE B HiRiEEIAYcallbackUrURE
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fEimthi | HTTPS/HTTP
BRBH
B WAIE i) fuE | <A
resource | 2 String Body | 2%uiBE: iTHAEIRESZIR, BUE
JJdevice.message,
event 2 String Body | 2¥uiHB: iTHRIEIRSE G,
report,
notify_da | 2 deviceMessa | Body | S#ikHB: BB EXFERY!
ta geChangedN o
otification

Z 1-15 deviceMessageChangedNotification

2R WAITE il 15dBA

device_id | 2 String SN 18%ID, AFHE—FRRE—
BT, mEMsENBEYEMNES S
K1Fo

message | 2 String SHLRE: HE _EIRAYEHE .

event_tim | 2 String SO KFEE LIRAATE], &

e = yyyyMMdd' T'HHmmss'Z', 40
20151212T121212Z,

tags ) List<TagV5DT | 2¥iiEE: B4 EEHEERRAIRES!

o> x, RRINRPEFIIRZREZERD
WEE, 1M RRESTLEEI0D
PR o
BEEE: KE1-10
Z 1-16 TagV5DTO

2R WAITE 268 1548

tag_key = String SHENER: IR, ERE—8R R
HerE—, PERFET, MRREAEE
7, WEEBSEZRBRSE. MR8
BRREATE, WFRERE,

tag_value | & String SHOHEE: RS E,
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1 MM APl 2% (BXERFEA )

\$ —

=
POST R MRS 2RI IR SEIEE LiRBAIRIcallbackUrlRE
Content-Type: application/json

{
"resource" : "string",
"event" : "string",
"notify_data" : {
"device_id" : "string",
"message" : "string",
"event_time" : "string",
"tags" : [ {
"tag_value" : "testTagValue",
"tag_key" : "testTagName"
11
}
}

MRz~ 1

Status Code: 200 OK

1.8 VJHEE-V3

BT &SRS SRS MIRITE, BIANREERESE, Fas
RAMARSE. BEBEORE SESENEORSE.

1.8.1 iJFEENWFZEE
JE35AE

Rz FERRSS 2R RN A R E DAY M ST & EXISER, ZRFNUSZER
RETHES (INREEM . REME LR, RERTLEE) , FERBANARSS

RIXBRIHER o
URI
BRGE POST
URI /iocm/app/sub/v1.2.0/subscriptions
fEhat HTTPS
IERSH
2H Wi/ | KB vE |k
oJi%
app_key | #i%& | String header | {5IE4PEXMESRINAID, TEVIEXRITE
atlZNAEFEEHERE .
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RESE
APl &% 1 BRI API 2% (BXBRAFRZER)
2H Wikl | KR g | e
aJik
Authoriz | % | String header | IHIABMESASAESE, B
ation “Bearer {accessToken}” , Erh
{accessToken} gl F£EAE IR ([EIRY
accessToken,
ownerFl | ATk String(256 | query | callbackUrlf9FFEEIRR,
ag ) e ownerflagAfalsefld, Fx

callbackUrlgownerE21ZW N o

e ownerflagAtruely, Fx
callbackUrlfJowner A#HS N F o

appld Ak | String(256 | body | IJIRFFERIRAID, HEUBIENMNEAT
) FRTRNAREES.
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IREEIE

APl &%

1 MM APl 2% (BXERFEA )

SH

wiik/
oJi%

ESid)

i

1)

notifyTy
pe

String

body

BEIZEEY, N AR LMRIEE RSB

MIEX S HEXAIXT NIB AL E R

o deviceAdded (iFINFNEE, 1JHE
X EMR SEIER )

e bindDevice ( 4fEiRE, 1JIEH
EGBEIR B )

e devicelnfoChanged (I8& =82
1, ITREREXESEERTHE
x0)

e deviceDataChanged (IRBEIET
% ,) REEXESEIETNE
0

e deviceDatasChanged (&&=
ST, 1TREEXINEIREEIE
(L@ )

e deviceCapabilitiesChanged (12&
R38N, 1THEHEXIZER
SEe B )

e deviceCapabilitiesAdded ( iRk
$Sae1EmM, 1TREEXSERS
Ae g el )

e deviceCapabilitiesDeleted (I&ZZR

SREOMER, TTRRHEXIRERS
sEDMIpRERD )

e deviceDeleted ( HIf&IREE, 1TIRE
HEEMBRIR @D )

e messageConfirm (;HEMIA, 1Ti5
BRI & EERIAEN . (NERH
FERAMQTTHMMIEANNZ S . )

e commandRsp ( &3S, TS
xR FWSMEANER . (NERTF
FERMQTTHMIEANRNIZE . )

e ruleEvent ( NZEH, 1TREHE
FM =440 )

e deviceDesiredPropertiesModifyStat
usChanged (IRBFFIREEE,
UREHEERRELFREEER
)
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IREEIE

APlI &%

1 MM APl 2% (BXERFER )

2H Wikl | KR E |k
aJi%

callback | #%i% String(102 | body | iTEAYEIEMELE, FAFEWRIRZEERY

Url 4) BARBES.
BI{EFAHTTPSEHTTPEIE ENE, Y
EFIHTTPS,, [EliAiblt sz IPitbiitaliay
21, ettt U ERIE
HltRYEwO . BI%0: https://
XXX XXX XXX XXX:443/callbackurltest

R3S

Status Code: 201 Created

2% E =it e

subscriptionld | String 1TRID, BFHE—RR—MTEE, ECEITIRAE

MEXMFE SR EIRE
notifyType String EERIRYSEEY,
callbackUrl String TR ELEBIE

POST https://{host}:{port}/iocm/app/sub/v1.2.0/subscriptions

== —
=]
Content-Type: application/json
app_key: F*kkkkk
Authorization: Bearer *****
{
"appld": l'-k-k*****!l,
"notifyType": "devicelnfoChanged",
"callbackUrl": "https://****xkiekrin
}
als -
IEE R R 7Y

Status Code: 201 Created
Content-Type: application/json

{

"SUbSCI’iptiOI’Hd"Z ik,

"nOtifyType"Z Wikkkkkkk1l

"callbackUrl": "https:/ /s +rrreesn

}
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REEE
AP| & 1 MM APl 2% (BXERFER )
B

HttpikE | 2R3 ET=1 )% WiAH

5

400 100222 The request ElEEEx .

callbackurlis illegal. | ghmgpiy: EinEERATE
EtitEEHEIR.
403 100217 The application R FEARABIEAN .
hasn't been RN BIERBIEIGS,
authorized. BHIHAE RS FHappld
T,

403 1010009 app throttle exceed. | NAFEAZOZS TR, BER
=3 (BRAEZE1000%/60s )
ﬁﬁ@&:ﬁ%%ﬁ@$éﬁ?
ARBAXRIZREREEHEO
AOERER,

403 1010005 Invalid access token | §&i=fJtoken{ZE.,

or appld. QBRI TSR BSOS RBRR
¥ HaccessToken2B 8%,
409 100227 The resource is TRz, B e8]
conflicted. 5 o
QIBFEN : B EELTIAYEEN
KRZEEREHITIA,

1.8.2 iJFAFEEEEHIE

O3
Nz FBARSS 2R A A ORI ST FIRSEXEIREIE, JeSHTHRETF
:ﬁi%;fﬁégé}s%{’ﬁﬁa‘, FESRMNBRSZSSEAOXBIER, MNeEHBERINRIEIRSTIRIE
- % %lm\o
URI
BRAE POST
URI /iodm/app/sub/v1.1.0/subscribe
L EZET1 1S HTTPS
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REEE
APl &% 1 BRI API £% (BXBRAFZER)
EREH
8% Wik aT | 2B g |#HR
i%
app_key | Wik String | heade | IGIAEXMFSRINAID, FEMIEANES
r Bl AR EFEE 2 ECIRS .
Authoriz | #%i% String | heade | iFIAMIEXMFESRVANIEER, BEH
ation r “Bearer {accessToken}” , Erh
{accessToken} HiAALENIEOIREIRY
accessToken,
notifyTy | @ik String | body | BFISEE,
pe e swUpgradeStateChangeNotify ( #X{4
ARARSEZEIBAN, 1T REHEERGH
RIRTTEIEA )
e swUpgradeResultNotify ( #{4FHEkLE
KRB, TREEEREHRERE
)
e fwUpgradeStateChangeNotify ( El{&
RS TEIBH, 1TREEEEFH
RRETEEH )
e fwUpgradeResultNotify ( E{4FLkLs
KRB, TREEXEHHRERE
x0)
callback | 4% String | body | iTiRAYENERELE, AFIEKITRSEEANE
Url MBER .
BIfEEAHTTPSE HTTPEIEM L, EIN(FER
HTTPS. [EliAitbtit 75 Pitblit ekl &24&
o, EATEEtIPXGEE RLEfERY
iwO. BE0: https://
XXX XXX XXX XXX:443/callbackurltest,
Ve
Status Code: 200 OK
1=
POST https://{host}{port}/iodm/app/sub/v1.1.0/subscribe
Content-Type: application/json
app_key: *kkkkk
Authorization: Bearer *****
{
"notifyType": "swUpgradeStateChangeNotify",
"callbackUrl": "http://******"
}
IEZE N pz 7~ A5

Status Code: 200 OK
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REEE
APl &% 1 MR API 2% (BXBRFPZER)
L
HttplkZ | $5iXED EIRfA 15488
5
400 100222 Internal server EN k] 378
error. QMW B EIERAPRIEIE
2R BIR.
400 100228 The application R FIA TSR
input is invalid. | ghmgsiy: EsEERSEIRBG
BEOBKTPHSHESTEIR
403 100203 The application is | RZFHARZFE.
not existed. QMBI :
o BIUBEHTTPIENRLIFHHERAY
appld2EEixR.
o BREIFEKIEERE (url) PEAND
appld2&EBix.
403 1010009 | app throttle NAEREOZTME, BdnE
exceed. 8 (BAMER1000%/60s )
RMIEFRIN . BXRYIBEXMSESHIPA
SRFXREEEREEHEOE
FESER
403 1010005 Invalid access fEiRAtoken(Z 8,
token orappld. | grmzEy;: EHEEOERFAE
tEh9accessToken2EEFBEIR
500 100229 Get AppKey from | MiBESLIREXAppKeyZL¥
header failed.
500 100244 register out route | JEAFEREIEIK
fail. GBI BRRYIBNTEALHRA
R,
1.8.3 EFiFEMITH
OB
R FBARSS 2RI EDEA NS LOIREZ T, LUTAARERRETEE . NA
REFEFEEZEEEEMITRNEEERE, RAAEORITES,
URI
BRAEE GET
URI /iocm/app/sub/v1.2.0/subscriptions/{subscriptionld}
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REEE

APl &% 1 MM APl 2% (BXERFER )
25T 71N HTTPS

BRESE
2¥ %ﬁi/ﬁl E-Sit) Vg |#Ek

app_key | @ik String header | iBIA4IEXMEEHRINAID, TEHIEXMSE
BEtIENANBFEEDERE.

Authoriz | ®4i% String header | I5IAIEXMFEEEVANIEEE, B

ation “Bearer {accessToken}” , Erh
{accessToken} 9l A=A E IR [EIRY
accessToken,

subscrip | Wik String(25 | path | 1J[AID, BFHEE—IRR—1MTEE, T8l

tionld 6) 1T RIS BB A D ECIRS .

appld Ak String(25 | query | iTIEFR/ERIAIFRID, SEIEIFNNAT

6) TR REES,

MR 2 &

Status Code: 200 OK

2% St R

subscriptionld | String 1TRID, AFHE—RR—MTEE, ECIEITIREE
MBS ECIRTS

notifyType String BERNRYREY,

callbackUrl String TR ELE B

== —

=R
GET https://{host}:{port}/iocm/app/sub/v1.2.0/subscriptions/{subscriptionld}?appld={appld}
Content-Type: application/json
app_key: khkkkkk
Authorization: Bearer *****

Als, —_
IEE N R73~51

Status Code: 200 OK
Content-Type: application/json

{
"Subscr’iptionld": ”*******"’
"notifyType": ||*******"’
"callbackUr("; mewesn

}

SASRRAN 17 (2020-06-29) WA © ERFRABIRAE 130




REEE
APl &% 1 MR API 2% (BXBRFPZER)
iR
Httplk | Hix68 ES 48
S5
403 1010009 | app throttle NERAREOE TR, 83z E
exceed. ( BRIAER100)%/60s ) »
RAIRFEERIN . BXERYIEANE 4R AR
RiESRESEEFZOERME,
403 1010005 Invalid access Ei=itoken(5 &,
token or appld. | gy : IR ETECIERAFRTIEREHY
accessToken2EHIR.
1.8.4 {HIEEFITH
AR
N FRRRSS 2T EADEA S LIRS MTIE, LUTRARERRETEE . NA
IREREEEEEANETHEITHERE, EEEFMTIREE THRREITIRE
8, JAREORTES,
URI
BRGE GET
URI /iocm/app/sub/v1.2.0/subscriptions
&5t HTTPS
=P
¥ whk/ar | KB V& A
i
app_key | @ik String header | I5E4PEXMSFSRINFID, FEVIEXMTE
BEIENANBFEEDERE.
Authoriz | Wik String header | IGAIEBXMFESEVANIEES, BN
ation “Bearer {accessToken}” , Erh
{accessToken} AiEALERNIZEOIREIRY
accessToken,
appld ali% String(2 | query | iTIREFRERINAID, SHEEHENNAT
56) TR A RERIES,
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1 MM APl 2% (BXERFEA )

e

REEE

APl &%
28
notifyTy
pe

String(2 | query | BXN3EEY, NMAALURIEBBMEENTHE
56) Bl TR,

deviceAdded (RINFNRE, 1THE
X EMR SEIER )

bindDevice ( 4125, 1T
EGBEIR B )
devicelnfoChanged (iB8& {8
1, ITREEXEREETNE
)

deviceDataChanged ( IREBEIEZ
% ,) REEXESEIETNE

0

deviceDatasChanged (i2&=#EHL
ST, 1TREEXINEIREEIE
(L@ )
deviceCapabilitiesChanged ( iR
R38N, THEHEXIZER
FEEe B )
deviceCapabilitiesAdded ( 120k
$SEe1EmM, TTREEXSERS
Ae g el )
deviceCapabilitiesDeleted ( IREZHR
See iR, TJREHEXEERS
BeDMBRERD )

deviceDeleted ( fHIf%i%E, 1JIAGE
XM @D )
messageConfirm (;HEHIA, 1Ji5
EHEX & EEMABE )
commandRsp ( a5, 1T5EE
xRS m SN RIEE] )

ruleEvent ( #INIZEHF, TTIRIEEX
GWUELESERIY

deviceDesiredPropertiesModifyStat
usChanged (IRBFFIREELEH,
UREHEERRELFREEER
)

swUpgradeStateChangeNotify ( X
HHPRSTEEH )
swUpgradeResultNotify ( ZR{&FFHH
£E5RIBAN )

fwUpgradeStateChangeNotify ( [
HAHEARESZEEBA )
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RESE
APl 8% 1 RIFBMU APl 2% (BXBRFER)
2% wik/al | KE g | e
i%
e fwUpgradeResultNotify ( E{&F%
LEREH )
pageNo | AJik Integer | query | DIIEIESH, EEIERHRERIVE
EEEENRER, BIAME0, EifFE
—R, EEBEAKRTEFTORIEEL.
pageSiz | A% Integer | query | DREESH, EOERDRERHNE
e RETRICRE, HAER10, BUETE
EAXFETF189EEL,
[ e
Status Code: 200 OK
2% it} R
totalCount Long(>=0) BFERNTRICR S
pageNo Long(>=0) BEIFRIR.
pageSize Long(>=0) BEIBREENHE.
subscriptions | List<QuerySubs | iTEA{EE51% .,
criptionDTOCL
oud2NA>
QuerySubscriptionDTOCloud2NA:
8% i) ik
subscriptionl | String WTREIDS, BFHE—RR—MTE, EeUEITE
d AT ERIBXA S & D B3RS o
notifyType String EENSEEY,
callbackUrl String 1T RRYElE b

\$ —

15K~
GET https://{host}:{port}/iocm/app/sub/v1.2.0/subscriptions?
appld={appld}&notifyType={notifyType}&pageNo={pageNo}&pageSize={pageSize}
Content-Type: application/json
app_key: Fhkkkk
Authorization: Bearer *****

s —
IEE MRl

Status Code: 200 OK
Content-Type: application/json
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IREEIE

APlI &%

1 MM APl 2% (BXERFER )

tHI=E

"pageNo": 0,

"pageSize": 100,

"totalCount": 10,

"subscriptions": [
{

"SUbSCription Id": vl*******u,

"callbackUrl": "k

HttpIAZ | FiRB | EiREd otz
5
400 100224 | The resource BIHZEBEH 1000, FEHIR
exceeds 1000, please | EE L.
refinement query | phmzEiy  EGEINEDSMASER.
conditions.
403 100217 | The application R FBARAFIEAN .
hasn't been QBB BIERAERIRE, B
authorized. FINBRESH T Happld =S,
403 101000 | app throttle exceed. | MFSERIZEOISTIRE, BidRE
9 8 (ERAER100)X%/60s ) »
SISLEERIVE H%%%H%W SFEHIPA
SRR ESEEFEOE
=,
403 101000 | Invalid access token | f£iRA%token{SE.,
> or appld. QB B BRSPS
tEhaccessToken2EEHIR -

1.8.5 HHFREEMT IR

AR

URI

R FARRSS 2R A B R B M S S X E MTRENE R, rERLtEOR
PrEERVITRECE, BUHITIY.

BRGE DELETE
URI /iocm/app/sub/v1.2.0/subscriptions/{subscriptionld}
&5t HTTPS
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REEE
APl % 1 BRI API 2% (BXBRAFRZER)
BRSH
¥ wik/a] | KE NE |k
1%
app_key | #%i% String | heade | IBIE4BAMEERIRIAID, FEHIBARMF
r BEIENANBFEEDERE.
Authoriza | W% String | heade | IGEIEXMESRDAIHER, BN
tion r “Bearer {accessToken}” , Erh
{accessToken} iR AEAUZEOIR[EIRY
accessToken,
subscripti | @4i% String( | path | iT®EIDS, BFE—IRR—MIE, &
onld 256) SUERLTISRY BEX M & D ECIRTS -
appld aJik String( | query | iTRFREAIREEID, HMFRISHRANAT
256) TR A R EES.,

=351

Status Code: 204 No Content

iERTA

DELETE https://{host}:{port}/iocm/app/sub/v1.2.0/subscriptions/{subscriptionld}?appld={appld}

Content-Type: application/json
app_key: F*kkkkk
Authorization: Bearer *****

1IEE N R 73~450
Status Code: 204 No Content
e
Http | $5IR69 EiREAR izl:lz
RSB
403 100217 | The application N FAARAEAEAN
hasn't been QMBFEEN: EENRERIGS, B
authorized.

INBRSH P Happld =,

403 1010009 | app throttle exceed.

NAEBEOT THRE, BidnisE
( BIABER100/%/60s ) o

SMEEIN: EXRMIEAMNTF a4 AR
@iiﬁ?ﬁ?@@iﬁ%ﬁ%ﬂﬁﬂE’Ji@%’fﬁ

=

403 1010005 | Invalid access token
or appld.

fHizAtoken(5 B,

QBN BREEOIERFAES

BaccessTokenEEHIR.
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REEE
APl & 1 A API 2% (BAERRPER)
Http | $8i=63 Hi=HA i)z
REB
404 100225 | The resource is not HARRZFR,
found SNBFEY: BREITIEIDESEIR.

1.8.6 HLEMIBRITIH

£ 15A8
N FBRS e B R ERBENESEXANTRBEIIER, EFEEERRESE
FRBMER, tAAEOMERFRTRES, BUEITRE, THEREIRTIE, il
FMRIBEITIRZEEAIARAITIR, SRS ERIEURLBUAIFIEITIR .

URI
BKAE DELETE
URI /iocm/app/sub/v1.2.0/subscriptions
&ty HTTPS

BREH

2H ;‘giﬁ/ﬁ! ESid) VE |

app_key | @ik String heade | GEHIBXMESRIRAEID, TEHIEXN
r FECIENARRFEDERS.

Authoriz | #%i% String heade | IGIEHIBXMFESRNAIHER, BN
ation r “Bearer {accessToken}” , Hrh
{accessToken} I ALENEEOIREIR
accessToken,
appld aJi% String(25 | query | iTFR/ERINZAEID, SMIBRZARNA
6) THRT RN AFEES,
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RESE
APl &% 1 M AP 2% (BCERFER)
2% wAK/ET | SKEY g |
i%
notifyTyp | BJi% String(25 | query | BXNZEEY, [FERILURIEEANSEEINY
e 6) HEDBIHITRE,
e deviceAdded (iRINFTIRE, I
[EHEE RS SFIBAN )

e bindDevice ( 4fEi1R%, 1THEHE
EgPEIR B )

e devicelnfoChanged (8B EEE
%, ITREEXEHEETHE
1)

e deviceDataChanged ( iR #IETT
% ,) WTREEXESEIETNE
0

e deviceDatasChanged (IRZBEIEHL
ST, 1TREEXIEREEE
L@ )

e deviceCapabilitiesChanged (&%
IRSBEENZTML, TTFAEHEXIZER
FEe BN )

e deviceCapabilitiesAdded ( IR &k
SEeIEMN, 1TIREEXESERS
BeDIghnExl )

e deviceCapabilitiesDeleted ( iR

ARSSREDMIRR, ITIHEHEEIRER

SZeeHMIERERD )
e deviceDeleted (HIf&iIREE, 1TIAE
HEXEMIbR RSB )

e messageConfirm (;HEA, 1T
FREHEIREIEERIAB )

e commandRsp (&SN, 1TEE
HXg SN AIEE] )

e ruleEvent ( IS, TTHIEHEX
HNEH-EHE )

e deviceDesiredPropertiesModifySta
tusChanged (IRBRFIREEE,
U REHEERREEFINESEERE
)

e swUpgradeStateChangeNotify
( REAPRIRESZEEH )

e swUpgradeResultNotify ( ZR{4F+
REEREH )

e fwUpgradeStateChangeNotify
( EHARIRSZEEM )
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REEE
APl &% 1 RIFBMU APl 2% (BXBRFER)
2% Wik el | 2R g |k
i%
e fwUpgradeResultNotify ( E{&F+
REERIBAN )
callback | BJi% String(25 | query | 1JiEEIEARIURLIELE ,
Url 6)
channel | &% String(32 | query | EH@IE,
) o channelh==HY, MifR “1&iaE
&” A “HTTP” R9ITIH.
e Hchannels “MQTTS” B, M
‘BB’ 9 “MQTTS” A9LT
5
e Ychannells “HTTP” AY, MIER
“UEEEBE” 9 “HTTP” B9ITIE.
o ZchannelEXHfERT, F=MIBRIT
5
) ES
Status Code: 204 No Content
(=R %N
DELETE https://{host}:{port}/iocm/app/sub/v1.2.0/subscriptions?
appld={appld}&notifyType={notifyType}&callbackUrl={callbackUrl}&channel={channel}
Content-Type: application/json
a pp_keyi Fkkkkk
Authorization: Bearer *****
IEENpz7~G
Status Code: 204 No Content
=0

HttpiR | #iREB | H\iRER 1588

S

403 100217 | The application R FARARAE .
hasn't been GMBEEY: BIFNAEREE, B
authorized. INERESEFHappld A=,

403 1010009 | app throttle exceed. | RIFFERZEOT TR, BITREE

( BRIANBER1000%/60s ) o

SMEFRIN : EXRMIBA a4 AR
Ekiﬁﬁ@@ﬁi%ﬁ‘%ﬂﬁIZIE’\JiJE}EHffﬁ

—+o
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REEE
AP| & 1 MM APl 2% (BCERFERA )
Httpik | =63 EixA Lol
=B
403 1010005 | Invalid access token | {EiREtoken{=2.,
or appld. QBRI BB RS RRRTES
HJaccessToken2EBHBi=,
404 100225 | The resource is not | F{AZIEE,
found SMBREIN: BRETIRREES
=o
1.8.7 HEXEX]
rm&&%%m#%ﬂfﬂqzéLTlﬂlﬁﬁgu, HIRBEERETER, YEMESOELNAE
RSSEEXIER, NARSSERIEEIEENEHEDIRGIE, SER ST RSIEE
OfEA,

1.8.7.1 iFAh& @

1508
N AIRS R EVEEN SR T g EENE (1TEAYERIZEE 9deviceAdded ) ,
;‘_—Llfé WARS BT EMER T BEOEFESTMEEN, FES F']F_“ZH%HER“?EL_L
i
pa F=E A0
F—‘IZ%I‘IQ U;&LIﬁu, 1%73%\ IEI[”‘]}-._E%o
URI
BKAGE POST
URI R RSS2 T iRiES B B AYcallbackurlRzE
2T e HTTPS/HTTP
5kSH
2 Wik /mTik | SERY NE iR
notifyTy | #%i% String body BENSERY, BYE: deviceAdded,
pe
deviceld | Wik String body &%ID, BTFH—RE—MESE, &
AR BT RPEXNF S D ECIRE
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IREEIE

APl & 1 A API 2% (BAERARPER)

SH WHK/ETE | KB vE fA

gateway | AJi% String body XD, FAFRR—1RXKIRE. 4
Id REEEIEREN, gatewayld5ig

#Hdeviceld—3, HRB2IFEE
&Y, gatewayld DI FREXRY
BiERE (BIM% ) Bdeviceld,

nodeTyp | Wik String body IREFREL,
e e ENDPOINT
o GATEWAY
o UNKNOWN
deviceln | #%i% Deviceln | body BHER, B{f=NDevicelnfofEty
fo fo *®,

Devicelnfof5Ha{A15 AR :

8% Wik | 2B E | R
v
nodeld | #i% | String(256 | body | iREBMW—FRRAS, BEEERAMACHE,
) Serial NogkIMEIYEJgnodeld .
iBE
E{FRIMEIEANodeld, {RIERRE R
RBEARESEK,

o SELHIREIH—IRRN
urn:imei:xxxx, xXxxxAIMEI=

o BREGHZENHE—IRREAIMES

o Hftt RS HANREH—IRRBKRIEA
IR NS

name A% | String(256 | body | IREBRR,

)

descripti | A% | String(204 | body | ISBAVEIAEE.,

on 8)

manufa | AJi%& | String(256 | body | I &ID, ME—FRE—N B.
cturerld )

manufa | @li% | String(256 | body | | &R,

cturerN )

ame

mac AJi% | String(256 | body | iRFHIMACIHELL

)

location | BJi% | String(204 | body | iRBRIMIBIEE.
8)
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RESE
APl &% 1 RIFBM APl 2% (BXBRFER)
2% wiigs/ | 3B g |
oJi%
deviceTy | BJ3%& | String(256 | body |iR&FEH, KElEHREZH, W
pe ) MultiSensor. ContactSensor.
CameraGateway,
model | A% | String(256 | body |iRTBRIBELIE,
)
swVersi | @& | String(256 | body | ISERAIERIFARA
on )
fwVersio | BJiE | String(256 | body | IREBHIEEIRAN .
n )
hwVersi | BTi% | String(256 | body | i@FBHITEHIRA
on )
protocol | AJi% | String(256 | body | iREEFAEAIIMNNYERY,
Type )
bridgeld | BJi% | String(256 | body | BridgetRiR, Fi&&@ISH Bridgeis
) ANIBEARIES .
status AJi% | String body | RBEHVRES, TREEEEEL, BUETDR
El: ONLINE. OFFLINE. INACTIVE.
ABNORMAL,
o REFBEANTEGZHE, REHIVIRE
AINACTIVE,
o EREEBII25 (BUAE ) NEIRMEF
&R AXES, WheSRE
JJABNORMAL ( BRIME ) ; BiREE
49/ NS REF S HIREIES AIXE
2, WigeR&IOFFLINE,
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REEE
AP| & 1 M API 2% (BAERFPER)
2% Wik | B NE |k
aJi%k
statusD | AJiE | String(256 | body | &ZAVIRZEIFE, RstatusBUYEXIM .
etail ) e statusJONLINERY, BUEEEY
NONE (%) ,
CONFIGURATION_PENDING ( &
=FTA) , UE_REACHABILITY (ig8%&
Bik) ,
AVAILABILITY_AFTER_DDN_FAILURE
( SFEMERBEFHEIX) o
e statusJJOFFLINERY, BUESEEN
NONE (%) ,
COMMUNICATION_ERROR ( iE{=it{
fZ) , CONFIGURATION_ERROR ( i
HiEiR ) , BRIDGE_OFFLINE
( Bridgeg®34%: )
FIRMWARE_UPDATING ( E{&FH2
f ), DUTY_CYCLE, NOT_ACTIVE
(FRBGE) ,
LOSS_OF_CONNECTIVITY ( i&izZhr
), TIME_OUT (#8AF) »
o statusJIINACTIVERY, BUESSES
NONE (&) , NOT_ACTIVE ( k&
&) o
mute A& | String body | ZRRBERELTHERS, BIRE LR
HIERY, FRRESEENREF
o TRUE: &R&ERS
e FALSE: IEHRERE
support | A& | String body | ZRERBREAXIEEEN.
fdeew“ o TRUE: iSZLisz
e FALSE: AZ#FZEiE(
isSecurit | AT | String body | F®RRFIFIERBAZEE.
y e TRUE: [EH
e FALSE: kIBH
signalStr | BJi%& | String(256 | body | IB@BHISSIEE,
ength )
sigVersi | AJi%& | String(256 | body | i8FHIsighRAs .
on )
serialNu | AJi%& | String(256 | body | IRBHIFIIS .
mber )
batteryL | &3t | String(256 | body | IZFRIEHES.,
evel )
SCREShRAS 17 (2020-06-29) WRINERE © LA ARBIRAE] 142



IREEIE

APl &%

1 MM APl 2% (BXERFER )

(AR

BEOYEEMES RIS FIASITESE status. statusDetail B EiR . statusDetailZ2iX{XBE

B, FEVBETZESII.

RS &

Status Code: 200 OK

BRI

POST {callbackUrl}
Content-Type: application/json

{
"notifyType": "deviceAdded",
"deviceld"; "k
"gatewayld": "R,
"nodeType": "GATEWAY",
"devicelnfo": {
"nodeld": |l~k~k~k~k~k~k"'
"name": null,
"description": null,
"manufacturerld": null,
"manufacturerName": null,
"mac": null,
"location": null,
"deviceType": null,
"model": null,
"swVersion": null,
"fwVersion": null,
"hwVersion": null,
"protocolType": null,
"bridgeld": null,
"status": "OFFLINE",
"statusDetail": "NOT_ACTIVE",
"mute": null,
"supportedSecurity": null,
"isSecurity": null,
"signalStrength": null,
"sigVersion": null,
"serialNumber": null,
"batteryLevel": null

IEE NG R

Status Code: 200 OK

1.8.7.2 #pEiZ 2@

AR

R FERRSS R AEMBAMTEAIT I T 4EiREEAE (1TRANERNZEEJ9bindDevice ) ,

SIREERANFHEMENFEEN, FacaMARS

SEEEER .

EEER
RN FEIHEEES, 1B LIREINEAES .
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RESE
APl &% 1 RIFBMU APl 2% (BXBRFER)
URI
iBKAE POST
URI FRN RSS2 T FiEKIEE A RYcallbackurGRTE o
&ty HTTPS/HTTP
IBREH
8% WA ik | 3B IYA=1 R
notifyTyp | #%i% String body BENEEY, BYE: bindDevice,
e
deviceld | Wik String body ®R&%FID, BTFHEH—IRE—MNRE,
R SE AT B &5 Beik
=N
resultCo | Witk String body GPEER, BYE: expired/
de succeeded,
devicelnf | A% Devicelnf | body 258, B3N Devicelnfosg
0 ) K,

DevicelnfofSHa{Ai5E8 :

2% Wik | KB g |k
aJik
nodeld | #i% | String(256 | body | iRTBME—HRIEMG, BEEEFEAMACHIE,
) Serial NoZkIMEIYEJgnodeld »
iRg
EEAIMEEANodeld, HRIERE FRKA
REAREESEXK,

o SELCHREIH—IRRA
urn:iimei:xxxx, xXxxxAIMEI=

o BRTHEENE—IFIAIMES

o Hfth | HANREH—IRRIBIKRRER
I =HiA.

name Ak | String(256 | body | iIR&B&&RFR,

)

descripti | BJi% | String(204 | body | IB@FHIHARSE

on 8)

manufa | AJi% | String(256 | body | I @&ID, M—FRE—N E.
cturerld )
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RESE
APl &% 1 RIFBM APl 2% (BXBRFER)
2% wiigs/ | 3B g |
oJi%
manufa | BJi% | String(256 | body | I &R,
cturerN )
ame
mac aJi% | String(256 | body | I@FHIMACIHBIE,
)
location | ATi% | String(204 | body | 8B EEE.
8)
deviceTy | BJi% | String(256 | body |i8FEE, KIESZH, W
pe ) MultiSensor. ContactSensor.
CameraGateway,
model | AJi% | String(256 | body |iRTBRIELIE,
)
swVersi | AJi%& | String(256 | body | I&FZHIRIEFRRAS .
on )
fwVersio | BJi#%& | String(256 | body | I@FHIBEIHERRZAS o
n )
hwVersi | BJi% | String(256 | body | iREBRIIE(RRAN .
on )
protocol | A% | String(256 | body | iRF{EFRIIMNERY,
Type )
bridgeld | BIi% | String(256 | body | BridgetR®iR, FRISZIBITH Bridgels
) ANMIEBAMES
status A% | String body | RBHIRE, ZTRREEERELE, BUETE
El: ONLINE. OFFLINE. INACTIVE.
ABNORMAL,
o REFBIBEANTEGZHE, REHVIAE
AINACTIVE,
o EREHFBIT25 (FIME ) INEFKREFE
& LRI ARXES, WeSRE
JJABNORMAL ( BRINE ) ; BRFE
49/ NIFREF & HIREIES AIXE
2, WigeR&IOFFLINE,

MAERRAS 17 (2020-06-29)
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REEE
AP| & 1 M API 2% (BAERFPER)
2% Wik | B NE |k
aJi%k
statusD | AJiE | String(256 | body | &ZAVIRZEIFE, RstatusBUYEXIM .
etail ) e statusJONLINERY, BUEEEY
NONE (%) ,
CONFIGURATION_PENDING ( &
=FTA) , UE_REACHABILITY (ig8%&
Bik) ,
AVAILABILITY_AFTER_DDN_FAILURE
( SFEMERBEFHEIX) o
e statusJJOFFLINERY, BUESEEN
NONE (%) ,
COMMUNICATION_ERROR ( iE{=it{
fZ) , CONFIGURATION_ERROR ( i
HiEiR ) , BRIDGE_OFFLINE
( Bridgeg®34%: )
FIRMWARE_UPDATING ( E{&FH2
f ), DUTY_CYCLE, NOT_ACTIVE
(FRBGE) ,
LOSS_OF_CONNECTIVITY ( i&izZhr
), TIME_OUT (#8AF) »
o statusJIINACTIVERY, BUESSES
NONE (&) , NOT_ACTIVE ( k&
&) o
mute A& | String body | ZRRBERELTHERS, BIRE LR
HIERY, FRRESEENREF
o TRUE: &R&ERS
e FALSE: IEHRERE
support | A& | String body | ZRERBREAXIEEEN.
fdeew“ o TRUE: iSZLisz
e FALSE: AZ#FZEiE(
isSecurit | AT | String body | F®RRFIFIERBAZEE.
y e TRUE: [EH
e FALSE: kIBH
signalStr | BJi%& | String(256 | body | IB@BHISSIEE,
ength )
sigVersi | AJi%& | String(256 | body | i8FHIsighRAs .
on )
serialNu | AJi%& | String(256 | body | IRBHIFIIS .
mber )
batteryL | &3t | String(256 | body | IZFRIEHES.,
evel )
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REEE
APl & 1 A API 2% (BAERARPER)
(AL

RO S IRSEIRSATESEstatus. statusDetail Xt E3R . statusDetailZE I A{E

BR, FENATZEFRR.

N Rz 228

Status Code: 200 OK

iBERTH

POST {callbackUrl}
Content-Type: application/json

{
"notifyType": "bindDevice",
"deviceld"; "rrrrt
"resultCode": " succeeded",
"devicelnfo": {
"name": "Sensor_12",
"manufacturer": "wulian",
"deviceType": 90,
"model": "90
l|mac|l: "****************"’
"swVersion":; "---",
"fwVersion": "---"
"hwVersion": ,
"protocolType": "
"description": "smockdetector",
"nodeType": "GATEWAY"

IEE NG R

Status Code: 200 OK

1.8.7.3 RHREEZWEM

#Z[iEA
R ARG /MM T AITIE TIRBEETNEHE (1THRIBENZEE )
devicelnfoChanged) LB ERIRSEE (ﬂﬂlx%rﬁ{nm . EEE. RA
ER. BERSERE ) REDUE, FEcmNARSSEXBIIER
EREIR
RIFEIEXES., ESYIREINTRED
URI
V=B h7 POST
URI FR FERRSS s8I A RiHE HFRTcallbackurlRTE
&Y HTTPS/HTTP
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IREEIE

APlI &%

1 MM APl 2% (BXERFEA )

IERSH

B8H Wik /i | 258U VA= R
notifyTy | 4% String | body | @N3EE!, BYE:
pe devicelnfoChanged,
deviceld | Wik String body REBID, BFHE—IRR—MRE, &
S ST AN S D ECIRTS
gatewayl | Wik String | body RXID, FAFARR—TRXKIRE. 4
d IREEEEREN, gatewayld5ig
#Mdeviceld—&, HIZFRIEEE
RS, gatewayld9iREEFTREXAY
Bz (B ) Adeviceld,
devicelnf | @4ifk Devicel | body BEEE, B{f=NDevicelnfoZsa
o nfo *®,
Devicelnfof5ta{Ais AR :
2% Wi/ | SRBY B | @R
aJi%
nodeld | #i% | String(256 | body | IRBMW—FRRMS, BEEFERAMACHE,
) Serial NoZgIMEIYEJgnodeld
izt
E(FERIMEEANodeld, HRIERRE ZHAIE
RFETREESEK.
o SECRHEENE—IRRA
urn:iimei:xxxx, XxxxAIMEI=
o BEEHZENHE—IRREAIMES
o Hifth R RIS EHE—IRRISKREE
- 1N
name Ak | String(256 | body | iIRE&RFR,
)
descripti | A% | String(204 | body | IB@FHIHASE
on 8)
manufa | BJi% | String(256 | body | I #5ID, B—#FRR—N .
cturerld )
manufa | B8] | String(256 | body | I &&#R,
cturerN )
ame
mac A% | String(256 | body | ISFZAIMACHELL,
)
location | BJi% | String(204 | body | iRBRIMBIEE.
8)
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RESE
APl &% 1 RIFBM APl 2% (BXBRFER)
2% wiigs/ | 3B g |
oJi%
deviceTy | BJ3%& | String(256 | body |iR&FEH, KElEHREZH, W
pe ) MultiSensor. ContactSensor.
CameraGateway,
model | A% | String(256 | body |iRTBRIBELIE,
)
swVersi | @& | String(256 | body | ISERAIERIFARA
on )
fwVersio | BJiE | String(256 | body | IREBHIEEIRAN .
n )
hwVersi | BTi% | String(256 | body | i@FBHITEHIRA
on )
protocol | AJi% | String(256 | body | iREEFAEAIIMNNYERY,
Type )
bridgeld | BJi% | String(256 | body | BridgetRiR, Fi&&@ISH Bridgeis
) NIEXFES .
status AJi% | String body | RBEHVRES, TREEEEEL, BUETDR
El: ONLINE. OFFLINE. INACTIVE.
ABNORMAL,
o REFBEANTEGZHE, REHIVIRE
AINACTIVE,
o EREEBII25 (BUAE ) NEIRMEF
&R AXES, WheSRE
JIABNORMAL ( BHiME ) ; BIREE
49/ NS REF S HIREIES AIXE
2, WigeR&IOFFLINE,
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REEE
AP| & 1 M API 2% (BAERFPER)
2% Wik | B NE |k
aJi%k
statusD | AJiE | String(256 | Body | &ZAVIRZEIFE, RstatusBUYEXIN o
etail ) e statusJONLINERY, BUEEEY
NONE (%) ,
CONFIGURATION_PENDING ( &
=FTA) , UE_REACHABILITY (ig8%&
Bik) ,
AVAILABILITY_AFTER_DDN_FAILURE
( SFEMERBEFHEIX) o
e statusJJOFFLINERY, BUESEEN
NONE (%) ,
COMMUNICATION_ERROR ( iE{=it{
fZ) , CONFIGURATION_ERROR ( i
HiEiR ) , BRIDGE_OFFLINE
( Bridgeg®34%: )
FIRMWARE_UPDATING ( E{&FH2
f ), DUTY_CYCLE, NOT_ACTIVE
(FRBGE) ,
LOSS_OF_CONNECTIVITY ( i&izZhr
FF) , TIME_OUT (#BA) »
o statusJIINACTIVERY, BUESSES
NONE (&) , NOT_ACTIVE ( k&
&) o
mute A& | String body | ZRRBERELTHERS, BIRE LR
HIERY, FRRESEENREF
o TRUE: &R&ERS
e FALSE: IEHRERE
support | A& | String body | ZRERBREAXIEEEN.
fdeew“ o TRUE: iSZLisz
e FALSE: AZ#FZEiE(
isSecurit | AT | String body | F®RRFIFIERBAZEE.
y e TRUE: [EH
e FALSE: kIBH
signalStr | BJi%& | String(256 | body | IB@BHISSIEE,
ength )
sigVersi | AJi%& | String(256 | body | i8FHIsighRAs .
on )
serialNu | AJi%& | String(256 | body | IRBHIFIIS .
mber )
batteryL | &3t | String(256 | body | IZFRIEHES.,
evel )
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REEE
APl & 1 A API 2% (BAERARPER)
(AL

EEEYEMTES HRISEIRSIIEE status. statusDetail3J_ iR . statusDetail @i FEE

BN, FENBTEELII.

N Rz 228

Status Code: 200 OK

iBERTA

POST {callbackUrl}
Content-Type: application/json

{

"devicelnfo": {
"name": "Sensor_12",
"manufacturer": "wulian",
"type": 90,
"model": "90",
"maC": l'****************",
"swVersion": "---",
"fwVersion": "---",
"hwVersion": "---",
"protocolType": "zigbee",
"description": "smock detector"

IEE RN

Status Code: 200 OK

1.8.7.4 IRFHIET(LE

£ 15A8
IR S TEMBE R AT T RS MRS HENE (TINBmER Y

deviceDataChanged ) , Hig& LIRE MRS EHEIEN, FES@MNAERSESHEX

BELEE .
RSN
NEAKEHEXEEE, ES%REINND,
URI
BKRAE POST
URI FHN FRRSS e T ishE S KiE B FHcallbackurlRE -
&ty HTTPS/HTTP
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REEE
APl &% 1 R AP 2% (BCERFER)
IBREH
2% wik/e] | 3B g iR
i
notifyT | #%i% String body BHEEY, BYE:
ype deviceDataChanged,
request | A% String(1-12 | body BENFIIS, BE—IRRIZBER.
Id 8)
devicel | Wik String body R&EID, AFHE—IRR—MRE,
d EEMhR B BN S5 Beik
EN
gatewa | 4% String body ®XID, AFRR—IMXIZE.
yld LHiRBEEIEREAT, gatewayld
5ig8%Mdeviceld—, HIZE2
EEIEREAT, gatewayldHigH
FrRBAgIEIE RS (BIMX ) B9
deviceld,
service | Wik DeviceServi | body RENRSEIE, BREsR
ceData DeviceServiceDataZ5fa# .
DeviceServiceDataZ5a{Ai5iBA :
2H wk/ml | 3R B R
i%
serviceld | Wik String body fRS3ID,
serviceTyp | Wik String body ARSZHISEEY
e
data DSV ObjectNo | body IRSBEIRER.
de
eventTim | Wik String body EMARERUTCRYE, BEH
e =: yyyyMMdd'T'HHmmss'Z',
¥M0201512127121212Z,
HEERTRAMXAYE, 8%
EHCOHITAY R,
R &%
Status Code: 200 OK
=Nl

POST {callbackUrl}
Content-Type: application/json
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REEE
APl & 1 A API 2% (BAERRPER)
{

"notifyType": "deviceDataChanged",

"service": {
"serviceld": "Brightness",
"serviceType": "Brightness",
"data": {
"brightness": 80

%,
"eventTime": "20170311T163657Z"

IEE RN

Status Code: 200 OK

1.8.7.5 & EFHIEET(LE

AR

R FRARSS eR MBS 1T T IR S EUR ETWERE (TTIRHRIENZEELS
deviceDatasChanged ) , Hig&F R LIRS NMRZSEEEIRN, FEcaMARSES
HXBERERE

pE_E AN
NEBKEIMEEER, 1B WIREINTNED
URI
IBRTE POST
URI FAN FERRSS 221 T IiBKiH B P RYcallbackurURTE o
2171 HTTPS/HTTP
ERESH
28 Wik | 38 VA= f#iA
i%&
notifyTyp | &%i% String body BHSEEY, BYE:
e deviceDatasChanged,
requestld | Wik String body HENFIS, B—IRRIZES.
deviceld | w5k String body REID, BFHE—IRR—MRE,
Eiiﬂﬂiﬁ%ﬂ?ﬁﬂ%ﬁ%@ﬂzéﬁﬁﬂﬁ
1o
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IREEIE

APl &%

1 MM APl 2% (BXERFER )

N Rz S4(

iERHI

2H whk/e] | 3R E it
i%
gatewayld | @ik String body XD, AFRR—IMNXIZE.
HiRFEEEREN, gatewayld
5ig&Mdeviceld—3 ., HiBTB2
EEIEREAT, gatewayldHigH
FrRBxgIEIE RS (BIMX ) B9
deviceld,
services WhisE List<Devic | body IRSBIIREE, BEAF=R
eServiceDa DeviceServiceDataZ5fa{&k .
ta>
DeviceServiceDataZ5ta{AisiAB :
¥ wik/mar | 3B E fER
1%
serviceld | @ik String body fRS31D,
serviceTyp | Witk String body fRSS2EEY,
e
data DS ObjectNo | body IRSBEIRER
de
eventTim | 44i% String body E4 FIRAYUTCRTIE), B ERS

e

=: yyyyMMdd' T'HHmmss'Z',

§1201512127121212Z,
EHETTAMIIXEE, &%
EECH{TRIERERR,

Status Code: 200 OK

POST {callbackUrl}
Content-Type: application/json

{
"notifyType": "deviceDatasChanged",

"service": [
{
"serviceld": "Brightness",
"serviceType": "Brightness",
"data": {
"brightness": 80
%
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REEIE

APlI &%

1 MM APl 2% (BCERFERA )

"data": {

"value": "red"

}

}
]
}

|||||

"eventTime": "20170311T163657Z"

IEE RN

Status Code: 200 OK

1.8.7.6 IRFTEARSSEEZRALE RN

M5
R FRARSS eR BN S 1T IR T IR EIRSZE NN ERS (1TIRHRIENZEELN
deviceCapabilitiesChanged ) , EAPEXMFE S _LiR&EProfileXX{4hRIARSTNEIEMHIE
Y, eSO BRSSIEEERES .
FEEIR
NEAKEHEXER, B5YREINNNED,
URI
iERGE POST
URI FR FARRSS 2T BRI B FRcallbackurlRzE
&ty HTTPS/HTTP
IERSH
e Whik/m] | KB g ik
i%
notifyType Whise String | body BRIZEEY, BYE:
deviceCapabilitiesChanged,
appld WA String | body BB SRR AID, TEHIEL
MF & eI R REE o EA
'?g o ﬁtﬂ‘ﬁ%?ﬁ*ﬂﬁﬁﬁ E"Ja ppld o
deviceType | Wik String | body RERYERE,
manufacture | ik String | body REBEBH B,
rName
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REEE
APl &% 1 A AP 2% (BCERFER)
2H Wi/ el | KB VA=t it
i%
manufacture | #4i% String | body REFIEERY ™D,
rid
model WAIsE String | body RS,
protocolTyp | @ik String | body IREBEEFERIIMNNEEEY,
e

MR SEL

Status Code: 200 OK

iBERTA

POST {callbackUrl}
Content-Type: application/json

{
"notifyType": "deviceCapabilitiesChanged",
"appld": l'-k****!l,
lldeviceTypen: ll~k~k~k~k~k~k~k~k*~k*~k*ll'
"manufacturerName": "wulian",

"manufacturerld": |I*~k~k~k~k~k~k~k****~kl|’
"model!: MRk

"protocolType": "zigbee"

IEE M

Status Code: 200 OK

1.8.7.7 iREARSSRE B INEAN

=Ml
R FABRSS BRTEMB N A1TIR TR EIRSALIBIIEAE (ITRINBHMERY

deviceCapabilitiesAdded ) , TEHIEXMIES _EFFIEIREProfileS 4R, EELMMNA

IS e ERER -

EEEIN
R EIHESEE, 155 eHREIERED
URI
imRGE POST
URI FAR FARRSS 88T B RiHE HFRTcallbackurURTE
&ty HTTPS/HTTP
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REEE
APl &% 1 RIFBMU API 2% (BXBRFER)
IBRSH

2% Wik m] | 3B VA= A

i%
notifyType | @ik String | body BHSEEY, BYE:
deviceCapabilitiesAdded.,
appld WhisE String | body THIEEXNEERINFEID, 7EHIEX

W& ClEMN R EFEE S Bk
5. HAMESENNA/Yappld,

deviceType | Wik String | body IRERIRE,
manufacture | #4i% String | body REIEERY EER.
rName

mjnufacture DA String | body REEERYEID,
rl

model DAV String | body REFES,
protocolTyp | @ik String | body IRE(ERROMMYZEE,

e

MR S &

Status Code: 200 OK

BRI

POST {callbackUrl}
Content-Type: application/json

{
"notifyType": "deviceCapabilitiesAdded",
"appld": n*****n,
"deviceType": "*************",
"manufacturerName": "wulian",

"manufacturer|d"; "rirER
"model". Wkkkkkhkkkkkkkl

"protocolType": "zigbee"

IEFE MM

Status Code: 200 OK

1.8.7.8 & & IRSSEEDMIFREXD

ML

R AR S MM F AT TiIRE RS HMERERE (1THRANERIZEELS
deviceCapabilitiesDeleted ) , FEHIEERISES EMBRIZEProfileSX{4RT, FESMENF
IRSSEHEXBIIER. .
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REEE
APl &% 1 R AP 2% (BCERFER)
EEEIR
RFWEREXER, 155 XREINNANS,
URI
BKGE POST
URI FN ABiRSS =R T FiEKIEE A RYcallbackurGRTE o
&Y HTTPS/HTTP
IBRESH
2% WAiE[A] | KB VA=) R
ik
notifyType | W%i% String body EEIZEEY, BUE:
deviceCapabilitiesDeleted,
appld WA String body BN SRR AID, TEYIEX
T & eI RS o Eoik
5. WAMESIEINN ARYappld.
deviceType | whifk String body IREFRYERE,
manufactur | %% String body IRBEEA EEIR,
erName
manufactur | #%i% String body IREFIEERIEID,
erld
model WAIZE String body RS,
protocolTyp | @4i% String body IRE(EARRIMYZEER,
e

N Rz S4L

i5RTHI

Status Code: 200 OK

POST {callbackUrl}

Content-Type: application/json

{

"notifyType": "deviceCapabilitiesDeleted",

"appld": ll-k-k-k-k*ll,

"device'ryp ": '|~k-)<~k*~k~k*~k~k*~k*~kl|'
"manufacturerName'"; "**#riikikian

"manufacturerld ": n*************n’
"model!: MRk

nprotocolTypen. vl******’*******n

}
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REEE
APl &% 1 M AP 2% (BSERFER)
IEE NN 73~G1
Status Code: 200 OK
1.8.7.9 MilBRig @A
AR
R FRARSS S BN ES1TIH T RIBRZEEAE (1TRANEEIZEEN
deviceDeleted ) , HFFEMEAMESHIFEMIRE, FESORMARSFZHEXERH
2o
FEEIR
NFWEREXEE, 155 XREINNANS,
URI
BRGE POST
URI FN ARRSS eR T Sk S A RYcallbackurGRTE o
fEtiy HTTPS/HTTP
IBREH
2% WaE/ETiE | KB B fiR
notifyTyp | #4i%k String body BRIZEE, BYE:
e deviceDeleted,
deviceld | @%i% String body R%EID, BFHE—IRR—MR
7, mIMREHYIENFES
PEIRTS
gatewayld | @4isk String body MXID, AFFRR—PRXIR
T, JRB2EIERE,
gatewayld 5ig & Hdeviceld—
H. HRF2IEEERSEN,
gatewayld IR FFTKEXRIEIE
2% (BIRIK ) Bdeviceld,

R S &

iERpl

Status Code: 200 OK

POST {callbackUrl}
Content-Type: application/json

{
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REEE
APl &% 1 RIFBMU APl 2% (BXBRFER )
"notifyType": "deviceDeleted",
"deviceld":
"gateWayld": MWhkkkkkkkkkkkkk
}
IEE NG

Status Code: 200 OK

1.8.7.10 ZFHEWIAE

ZOi5AR
N RSS2 M MEATT IR T IR HERABRINE (ITREZEEN
messageConfirm ) , HEHERFTADS, HKRFIRZREIPGSHIANER (106
SEIXX. BHITE) Y, FESENARSBSEELXEIEE
NERFFERBMQTTIMMIZEANANR S, BIANEERL T AgentLite SDKRYIZE -
FEREIR
NMAKZEIEESES, BSYIREINRAS
URI
BRGE POST
URI AR FBRRSS ES T iFhiEkiB E A AYcallbackurlRzE
&5y HTTPS/HTTP
BXkSH
2% | Wik/a | KR VA= R
ik
notify | A% String body WBENEEY, BYE: messageConfirm,
Type
heade | w415 Header body B{xk&DllHeader=xE% .
;
body | ¥k ObjectNo | body RIBWSEAEN, WAEELUES
de BRESZUNFER.
Header=E&iiRA:
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REEE
APl % 1 KA API 2% (BXBRFPZER)
S | g/ | KR VAt R
i%
reque | Wik String(1-1 | body HERNFYS, E—IRRIZES.
stid 28)
from | Wik String(1-1 | body FBEAEMELOMBLE,
28) o BERRINBER: /devices/
{deviceld}
o ZERIRSKEMIEK: /devices/
{deviceld}/services/{serviceld}
to Wik String(1-1 | body FHBERWERMNE, TosmRiTiRS
28) kAPB9From, ANRFEBRSS=EAIuserld,
status | #4i%k String(1-3 | body AR,
2) o sent: B2ki%
o delivered: 2i%ix
e executed: BT
times | wi%k String(1-3 | body IHEAIXERIUTCRTE, BFEHss:
tamp 2) yyyyMMdd'T'HHmmss'Z', 4l
20151212T121212Z,
EHERRAMNXATE, HFFEEBS
HITAY BRI
R3S
Status Code: 200 OK
=P ]l
POST {callbackUrl}
Content-Type: application/json
{
"notifyType": "messageConfirm",
"header": {
"reqUeStld": "*******'k***”’
from": ”***********",
l|tol|: 'l***********",
"status": "delivered",
"timestamp": "20151212T1212122"
1
"body": {
}
}
IEE R~
Status Code: 200 OK
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1.8.7.11 1Eap SN RSB AN

ZOixEE
N FEIRSS 2EEMIEX M AT R T iR Edr STrnBAE (1TRANERSEEN
commandRsp ) , HEEERETE®DS, HKEIRFREWGSEAES (e
PATRINSEHITEN, REERFEREIEENSLN ) i, FESaMARSE
HXBIER
IEAFFERMQTTIMMIEANRNIRS, BIANERL T AgentLite SDKAYIZE o
FEEIN
NEBKEIMEEER, 1B WIREINTNAD
URI
ERTE POST
URI AN RS 25T e kiB S FRYcallbackurRZE o
&ty HTTPS/HTTP
IBRESH
2% wik/m] | 288 AYA=1 A
ik
notifyTyp | @5 String body WBENZERY, BYE: commandRsp,
e
header WIS Header body B{xk2NlHeader=zEg,
body WA ObjectNo | body M a<SHNEERS .
de
Header=2E&iiiAH:
2 WAE M) | SREY & U
ik
request! | 4% String(1-12 | body BENFSIS, H—IRRZBER.
d 8)
from DAV String(1-12 | body FRHEEAHEMIE
8) o IREFRIAVIBER: /devices/
{deviceld}
o ZERIRFAEANEK: /devices/
{deviceld}/services/{serviceld}
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REEE
APl &% 1 RIFBM APl 2% (BXBRAFER)
2% Wikl | KE VA1 fik
i%
to WhiE String(1-12 | body | ®RESRKERIMELE, ToFEiT
8) AR FEIFrom, YNRFEARSSEEAY
userld,
deviceld | %k String body Z&EID, AFH—IRE—MRE,
B F e S BN &5 Eoik
5.
serviceT | Witk String body i TATERIARSS £,
ype
method | 4% String(1-12 | body FREmEES, : INVITE-
8) RSP,

il Rz 228

Status Code: 200 OK

s== —

=R &Nl
POST {callbackUrl}
Content-Type: application/json

{
"notifyType": "commandRsp",

"header": {

nrequestldu. Wickededkkkkokokeok 11
. ’
"from": "***********"’

"to": 'l***********"'
||device|dll: H***********"’
"serviceType": "Camera",
"method": "MUTE_COMMANDS"
},
"body": {
}
}

IEE RN

Status Code: 200 OK
1.8.7.12 dpPIRESTERN

iR
N AAIRSS SR BITYIEEMES RIEEIgEZ ST, WNRIZE T callbackurlBlEbNIE, X
SIRETRT (BUTEM, HITEIN, #8AT, &%, BiXk) , FTELnnARSSE
HEIXBIER .

RSN
NABKEIMEXES, 1BSIREINENED
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REEE
AP| & 1 M API 2% (BAERFPER)
URI
BKAE POST
URI RN RSB 2 T A a5 EEHIcallbackurlRTE .
EZETI I HTTPS/HTTP
BRESE]
28 Wik m] | SEEY NE R
ik
deviceld | Wik String body REID, BFHE—RR—MNEE, &
MRS RYIEA N S D ECRS
comman | W% string body REa<LID, AFHE—IRR—50
did S, EMRREZSITHYENES
PHEIRS .
result WhisE Comman | body BSIRESEE, BRsl
dResultFo CommandResultForDeviceZ53
rDevice iF,

CommandResultForDeviceZ5#a{AKixRA :

2% Wik el | KE & fdik
i%
resultCo | @ik String body SRS,
de
resultDe | 4% ObjectNod | body I SERIFMHER.
tail e

N Rz S4(

Status Code: 200 OK

== —

=]
POST {callbackUrl}
Content-Type: application/json

{
"deviceld": "92d3f8da-200a-4143-8d0d-591a7e11de6bc",
"commandId": "108a9¢71462a48e09426e06e844d47ba",
"result": {
"resultCode": "SENT",
"resultDetail": null
}
}
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APl & 1 A API 2% (BANERARPER )

IEE RN B

Status Code: 200 OK

1.8.7.13 FR IS4 %0

0%
R FRRRSS eSS 1T IR T N SEEERNE (1TRANEEI2EE AruleEvent ) ,
FEEPERENNNAER, FESONARSSFEXBIER.
FEEIR
NRKEIEXER, BSYIREINMRAS .,
URI
BKAE POST
URI FN ABiRSS 22T GBS A RYcallbackurBRTE o
&Y HTTPS/HTTP
IBREH
B8H WhIFE/m] | SRBY VA= R
ik
notifyType | W ifk String body EBENZERY, BYE: ruleEvent,
author WA String body SIZB LMY FHIID ( BXKE
2561F ) o
ruleld DAV String body AN SCBEIRYID
ruleName | #%i% String body N SLBIRIBFR
logic aJi% String body ZHRMFEEXR.,
reasons WAk List<Reaso | body fAEE, XfMconditions, B{k
n> ZEReasonZ5 ek
triggerTim | @ik String body M A RIUTCATE], ATEHEL:
e yyyyMMdd'T'HHmmss'Z', 40
20151212T121212Z,
EEERRA N XAYE, BEE
B o TR a)EE
actionsRes | #4i% List<Actio | body MM EHERATRIZER .
ults nResult>
Reason£EHa{KisiAA :
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IREEIE

APl &%

1 MM APl 2% (BXERFER )

N Rz S4L

BRI

2H wyifk/e] | KB E fR
%
satisfaction | #%i% String body HESMRIUTCRTE], ATEE:
Time yyyyMMdd'T'HHmmss'Z', Ml
20151212T121212Z,
EEEERAMAXATE, BEE
B o Tt aiEiE,
type DS String body N R4R0288Y
id Ak String body conditionfyID,
info BJi% Json body RFRAFHEBEETAREE,
transinfo Bk Json body SHHEXATRICIEER, IR
AYconditiondrfYtransinfo,
ActionResultZ5Ha{Ri5Re -
84 Wk [AlE | 358U E R
type WAIsE String body M ENERIREL
id Elpvic String body actionfdID,
exception | Sresult— | String body N5 | Zrigactiondd M AYIE IS
E— EPEISERETHNREE
B,
result 5 Json body EERIRITEER, T
exception DEVICE_CMD/SMS/EMAILZEEIRY
TiE— BE, WA statusCode+body.,
info aJi% Json body FEMEREETAEER
transinfo | A% Json body SHHEXITRIEIEER, YR
NaJactionsRYtransinfo,

Status Code: 200 OK

POST {callbackUrl}
Content-Type: application/json

{
"notifyType": "ruleEvent",
"author!; M,
llruleldl': "*******-k*****"'
"ruleName": "name",
"reasons": [
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APlI &%

1 MM APl 2% (BXERFEA )

{

lltypell: Mkdkkdkkk1!
}
1y
"triggerTime": "yyyyMMddTHHmMmssZ",
"actionsResults": [
{
lltypell: ll******ll,
llexceptionll: Mkdkkdkkk!

}
1
}
IE 2N b7~
Status Code: 200 OK
1.8.7.14 REBRFINEEEE
O
R FRRS R EMHMNFE AT T IREFZ FRSTEEHNE (ITHANEMZEES
deviceDesiredPropertiesModifyStatusChanged ) , E&AFHNSEE FRIREEEH
YERL TN RMET, EEsmMNARSSSHEXBIIES .
FREIR
M FRKERIEXER, B5YIREINMRES.
URI
BKBAE POST
URI FIN FAARSS 25T RIESkiE B HATcallbackuriRTE .
&N HTTPS/HTTP
IBRESH
8% WA/ eT | REY g |fmk
i%
notifyTyp | @4k String body | @XN3EE!, BYE:
e deviceDesiredPropertiesModifyStatus
Changed,
deviceld | Wik String body [i&%ID, BFHE—IREI—MNMEH, &
A ST BN S D ECIRTE
serviceld | @4i% String body | BR$ID, BFHRE—1MRSE
propertie | Wik ObjectNo | body | REFFEHIEREG
s de
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APl & 1 A API 2% (BAERARPER)

sy |owm (xm  |mE @

i%
status WhisE String body | 4R, BMEDELIVERED/FAILED,

IVES 8

Status Code: 200 OK

BRI

POST {callbackUrl}
Content-Type: application/json

{
"notifyType": "deviceDesiredPropertiesModifyStatusChanged",
"deviceld": "R
"serviceld": "Device",
"properties": {
"Model Number": 1,
"Serial Number": 2,
"Firmware Version": "v1.1.0"

%,
"status": "DELIVERED"
}

IEE RN

Status Code: 200 OK
1.8.7.15 REAPIREEEEN

BEEA

Nz FRBRS3 2R EMIBX M Q1T 15 T R A ST NS (1T FIRIERZEE
swUpgradeStateChangeNotify ) , Sig@&HITREAR, ARESHIPRELEZL
i, FasmNBIRSSRESEIES .

EREIN
RFRWEIEEHEE., BSYIRENED .
URI
ERGE POST
URI FIN RSS2 T RIS SkiH 2 HAYcallbackurlRTE -
Ehthy HTTPS/HTTP
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APl &% 1 RIFBM API 2% (BXBRFER )
RS
8% WE/aliE | 3B VA= fiid
notifyType | Wi% String body BEIZEEY, BEYE:
swUpgradeStateChangeNotify
deviceld Wik String body Z%FID, BFE—IRR—ME
&, EEAhREBRYENF
BHEIRE.
appld WAISE String body REFTEN BRI AID
operationld | #i% String body IHHRIESSID,
subOperatio | W4i% String body IHHRF{ESSID,
nid
swUpgradeS | #4i%k String body BUGFRIRTES
tate e otacreated: FHRIFSZER
)

e RequestDownload: R&i5
KTEE

e downloading: BBIEETF
IS

e downloaded: ®FTHIX
BB

e updating: RFIEEHITH
%

o idle: RELF=HRIKZE

R S5

Status Code: 200 OK

"notifyType": "swUpgradeStateChangeNotify",

"SubOperationId": |I~k~k*-k~k~k*~k~k~k~kl|,

\E —
=BGl
POST {callbackUrl}
Content-Type: application/json
{
"deViCeld"Z H*****-kll'
"appld": ll*********-k-k!l’
Iloperationldn: Il***********ll,
}
s -
120 at]

Status Code: 200 OK
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APl & 1 A API 2% (BAERRPER)

1.8.7.16 AR EEREL]

AR
R FRRRSS 2TV AT T G RERERE (11BN
swUpgradeResultNotify ) , HigRZHVEFRESINITTARES, FESEMARSES
HEXBEREE
FEEIR
NARKEIEXER, BSYIREIREAS.
URI
IBRIGE POST
URI FIN RSS2 1T RIS SkiH R HATcallbackurlRTE -
&ty HTTPS/HTTP
IBRSH
8% whis/al | KEY B fik
i%
notifyType | &% String body BWENZEE, BYE:
swUpgradeResultNotify .
deviceld WhisE String body ®&EID, AFH—tRRI—MNR
&, mEMESENBRIENFES
PEIRE
appld WA String body REFTENANNAID,
operationld | @Ak String body BIGFHRAESID,
subOperatio | @ik String body B HRKRFESID,
nid
curVersion | Wik String body BB HBIBVIERR A
targetVersio | Wik String body REEA R ERIIGRES .
n
sourceVersio | Wi String body R EHVREEARR A o
n
swUpgradeR | #4i% String body RIFFRER
esult e SUCCESS: &&FHRRLIN
o FAIL: IREFREM
upgradeTim | #4i% long body FHRA<
e
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REEE
APl &% 1 M AP 2% (BCERFER)
2H whk/e] | KB A=} iR
i%
resultDesc | @Ak String body FHREEREAR
errorCode DAV String body REF _EIRRVIRSEEIR .
description | @Ak String body EREERR

MR SEL

Status Code: 200 OK

== < —

Bkl
POST {callbackUrl}
Content-Type: application/json

{
"notifyType": "swUpgradeResultNotify",
"deviceld"; "R
"appld": "***********"'
"operationld"; Mkrkkkkkn
"subOperationld"; "**#rekrkriin
"curVersion": "1.3",

"swUpgradeResult": "SUCCESS",
"upgradeTime": "***",
"resultDesc": "***",

"errorCode": "***",

IEE RN

Status Code: 200 OK

1.8.7.17 BEF-APARSIEEE

ik AA

N FRBRS3 2R EMEX M E Q1T 7 B A SRS EE S (1TIRIERSEE)
fwUpgradeStateChangeNotify ) , ZIREHITEIFFAR, ARESHIRERELTNL
i, FasmRNBIRSSRESEIES .

AEEIN
MNAKEHEXES, BS5IRENMARS
URI
BRAEE POST
URI AR ARSS 21T RiE K HEHAIcallbackurliRE o
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&ty HTTPS/HTTP
IBREH
e wik/ar | KR VA= R
i%
notifyType | @ik String body BEIZEE, BYE:
fwUpgradeStateChangeNotify,
deviceld DA String body RFID, BFHE—RR—MEE,
B ST BN T & o Beik
=R
appld WA String body | REZBFTENAIINFID,
operationld | #i% String body E4FERIESSID,
subOperati | Wik String body EHRFESID,
onld
step 755 String body EHRIRZE.
stepDesc WA String body FHERARSIR
e otacreated: FHRFSERDN
e RequestDownload: IB&EiER
TEE
e downloading: IR IETE FEIX
3k
e downloaded: EETFHREE
FehY
e updating: ZFIEEHITHK
o idle: IRBMTFTRIRE

RS &

Status Code: 200 OK

iERBI

POST {callbackUrl}

Content-Type: application/json

{

"notifyType": "fwUpgradeStateChangeNotify",
"deViCeld"Z H******l!'

"appld": l!*******-k***!l'

"Opel’ation | M1

"subOperationld":

’
Wikkkkkkdhkkx!l
’

"step": "downloading",
"stepDesc": "downloading"

}
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APl &%

1 MM APl 2% (BXERFEA )

IEE RN B

Status Code: 200 OK

1.8.7.18 EF-AREERIBH
iR

N FRBRSS 2R EMEXME 1T 7 B A R EREME (1TRAERIZEE S
fwUpgradeResultNotify ) , ZIRBRIBHARESHITRAE, FaOMARS

HXBEIER .
FEEIR
NEWEEXER, 1B5XREINNAND,
URI
BRAE POST
URI FIN FAARSS 2R 1T RIS SkiE B ATcallbackuriRTE .
&Y HTTPS/HTTP
IBREH
2% wikml | KB (B | Wk
i%
notifyType | W4i% String | body | @0ZEEY, BUA:
fwUpgradeResultNotify,
deviceld DAV String | body |i®%ID, BFH—IRR—MNES, &
AR BT BN S D EIRS
appld WAE String | body | IREFTENFRINAID,
operationld | #%i% String | body | EU4FHRIESSID,
subOperati | Wik String | body | E4FHRFIESID,
onld
curVersion | @ik String | body | IZEXHBIRIEIEARAS .
targetVersi | @ik String | body | IRBEEHKAIBIREEMREA
on
sourceVersi | Wik String | body | IRFBHIRESIRZAS o
on
status Whise String | body | FHREER,
e SUCCESS
e FAIL
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REEE

APl &%

1 MM APl 2% (BXERFER )

N Rz S4(

iERpl

IEFE M

iz m L]

2H Wik | KR | GE | Ek

i%
statusDesc | #4i%k String | body | AREREIAR,
upgradeTim | 4% long body | EM&FHRATE.
e

Status Code: 200 OK

POST {callbackUrl}
Content-Type: application/json

{

"notifyType": "fwUpgradeResultNotify",
"deviceld"; "R

"appld": "***********"‘

"operationld":
"subOperationld™:
"curVersion": "1.6",
"targetVersion": "1.6",
"sourceVersion": "1.3",
"status": "SUCCESS",
"statusDesc": "
"upgradeTime'; "****"

Wickkdkdkkdedodokok 11
1]

Tk kddeohokokk 11
’

Status Code: 200 OK

1.9 ST A
1.9.1 SIBIRBHS

& Profile 34 hEN THIBXNFESBI iRE MRS, NARSSAIEALEO
MIRE TR, BEEEBORENIRSEMSE, IUSLIASIREAES,

PIEX B RFRas < T ALH:

YEITAR: EFRWRIGSEMEITAL
BEFEIR:

RIESCRIE

L OER T ERLWM2M/CoAPHHYIZNRTIR S

AIRE, RIEERTE, NMRIESRIT

EalElaSEEFER, MREANANAPASRITIA,
— SN (EBMBIENACK) FETRE— 1S,

o

= el
RIERTHE, &

, GIENINB-10TiRER
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APl % 1 MR API 2% (BXBRFPZER)
URI
BKAGE POST
URI /iocm/app/cmd/v1.4.0/deviceCommands
L EZ5T1 1S HTTPS
EREH
28 wiik/m] | SEEY NE A
yoi
app_key | @ik String header | iGIEHIBXMFEERINAID, TE¥IEX
MBI N B AES D ER
1?0
Authoriz | ik String header iEl‘Eﬂ%H%W".‘:?EI’SJi)\iIEEU, BhH
ation “Bearer {accessToken}” , Hrh
{accessToken} AiEALENIZEOIR(E]
BaccessToken,
appld 1% String(1-64) | query | s FTBRIRIARID, ARSI
BTSSR AZTEEE,
deviceld | #%i% String(64) body Enpvﬂ’_’hﬁ ID, FFHE—RR
—MRE, NS BB
FEPBRS.
comma | %% CommandD | body TRBSHER.
nd TO
callback | AJiE String(1024) | body IS @ L, HapSik
Url ST (1 QENSZ WATERID,
BT, &X, BEiXiA) SIBFINA
HE?Dnno
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APl &%

1 MM APl 2% (BXERFER )

SH

it

&

g

expireTi
me

Integer(>=0)

body

TARGSHENTE, R,
RRREMIE @ULFexplreTlme
MWARABNM, BIEX N EEERES
SERBTA, NREFIZENEHIA
7948/\BF ( 864005*2 ) ,

aNSRexpireTimeiRE/90, NWFEiE
MENFEE LIRENG S TRER
=4, ZpSEHEUEITREIR
7 (MR ST E TS
Kesdh, gBWARSS, F

BRI ERINAL, ZipSEE
‘%E—’E?) o

aNRexpireTimeAJ30, ME

expireTimeft @G SEFTFER
(PENDINGIRZ ) , (XHiggE L&
HEFES J:?E%ﬁEET, BOETR

HiIgE.

maxRetr
ansmit

Integer(0~3)

body

L TNREKREERIRE.

CommandDTO:

2H WAIE/R]

%

eSS

R

servicel | W%k
d

String(1-6
4)

nnvi]‘l’" A9BRSZID, BFHRR—1AR
5. BE5profiledhiE X Aserviceldf®
%—5“:510

method | Wik

String(1-1
28)

body

YRS TEANGSER, BES
profileAEX IS B IFIF—Eo

paras Wi

ObjectNod
e

body

anSSE, jsonStringt&z(, EMHE=E
—MMEEXT (key: value)

“key” E#nu’fiiﬁPﬁ/v\ééﬁE’J*
éﬂl% (paraName ) , “value” 2
(EALES ’Jéﬁglﬁﬁﬂ’]ﬁ *E?Ef‘nn’fi

By SSHEUETEEEENIR
EO

=31

StatusCode: 201 Created
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IREEIE

API &%

1 MM APl 2% (BCERFERA )

2H 2eh fR
commandl | String(1-64 | IR&@M<ID, BTE—IRR—&KSS, A FRREDS
d ) AT ERIBX S & D ECIRTS o
appld String(1-64 | REWLFERNAID,
)
deviceld String(1-64 | TARMSENREID, BFH—IRR—MEE, T
) BTN S D EIAS .
command | Command | TASGSHIEE.
DTO
callbackUr | String(1024 | ap RSB FIMENE, HHESIRETRT (T
L ) W, TN, #BRY, &iX, EiXX ) SBXINAERS
expireTime | Integer(>=0 | N Aar<SRIEBAIAYE, BAIAT, TEFHITEOIE
) [GexpireTime® B, BEFXNIHESEEERSEAR
BTA, NRFKZEVEINS48/)\0T (864005*2) ,
status String TARGSHPRE,
e PENDINGEREGR K
e EXPIREDZETIMSELITH
e SUCCESSFULZER eSS ELMINHMAT
o FAILEDZERAFSHIITEN
e TIMEOUTZERRap<® FAMITHERY
o CANCELEDZFRip< EEMBIEEHIAT
e DELIVEREDF TGS EXXILE
o SENTERTGHIIEE PR
creationTi | String(20) | @< BUEEAIUTCHYIE], AY/EIME=L:
me yyyyMMdd'T'HHmmss'Z', $020151212T121212Z,
ERERRARATXAYE, BFEEECHTRIEEE,
executeTi | String(20) | @p<HITAIUTCRTE], AFiERg=L:
me yyyyMMdd'T'"HHmmss'Z', $020151212T121212Z,
EEERRAMAXATE, BFEECHTATEEEE,
platformls | String(20) | FEREGSAIUTCATE, AYEHREC:
suedTime yyyyMMdd' T'"HHmmss'Z', $120151212T121212Z,
ERERRARATXAYE, SFEEECHITRIEEER,
deliveredTi | String(20) | F&EEWEXEIZFZAIUTCHTE, AIERgC:
me yyyyMMdd'T'HHmmss'Z', $020151212T121212Z,
EEERTRAMAXATE, SHEEECHTRYEEEER,
issuedTim | Integer(>=0 | FERIXBSHITEL
es )
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IREEIE

APl &%

1 MM APl 2% (BCERFER )

5K

IEE RN

2 E it A
maxRetran | Integer(0~3 | G5 FERRAKEEXE

smit )

POST https://{host}:{port}/iocm/app/cmd/v1.4.0/devicecCommands
Content-Type: application/json

app_key: khkkkk

Authorization: Bearer ******

"deviceld"; "FrrirErR

"command": {
"serviceld"; kR
"method”: Il********ll,

"paras": {
"LED": "ON",
"COLOR": "YELLOW"
}

}I
"callbackUrl": "http://127.0.0.1:9999/cmd/callbackUrl",
"maxRetransmit"; ******

Status Code: 201 Created
Content-Type: application/json

{
"commandld"; "k
"appld": "********"’
"deviceld"; "FrrrE
"command": {
"serviceld"; "k
"method": "********",
"paras": {
"paraName1": "paraValue1",
"paraName2": "paraValue2"
}
h
"callbackUrl": "http://127.0.0.1:9999/cmd/callbackUrl",
"expireTime": null,
"status": "PENDDING",

"creationTime": "20170222T164000Z",
"executeTime": null,
"platformlissuedTime": null,
"deliveredTime": null,

"issuedTimes": null,

"maxRetransmit"; ******
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pay=ge ‘
APl &% 1 A API 2% (BAERARPER)
=3
HttpiRE | $HIXAD A olilz
i
200 100203 The NAARFE,
application is QMBI
not existed. ‘ m
o B BEHTTPIERLIEHETHY
appld2&aBi=.
o BINEIBKIZE (url) HEANR
appld2&EBaix.
200 100217 The RIS
application | phymsgiy: FAEMAENUGE, BHHIA
hasn'tbeen | iskaichngappldo=s.
authorized.
200 100418 The EEEEFRFE.
deviceData is | grymzziy
not existed.
o SRS HIETHIdeviceldiBIR, 15
tfiNizdeviceld2 & /E FiZapplddk
Zdeviceld2EE B .
o Headerdh#EmsRYappldBiR, BFIA
Zappld FR&8i1%deviceld,
o WNERURLHIET T RIESEappld,
BB Zappld2EEEIR.
200 100428 The device is REAEL,
not online. RMEIEIN: B ENRE ST AR
EEERIERE.
200 100431 The REBRBIAREE,
serviceType is QhFRZEY ;
not exist.
X o BRBHEEIPOfileHEFD
BRI S .
o BINBEIBEKRSHIERIEH, &
serviceldfEProfileS{EHERTZE,
400 100022 The input is BASHTM
invalid. QB B BEOEREERTIEE
SERIEEM,
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REEE
APl & 1 A API 2% (BAERARPER)
HttpAZ | RS EiRA ool
5
400 100223 Command EEFHNGSHEENXRE . &F
counts has PENDINGIRERIT S EZEABIIIRTE
reached the B. BUAREE20,
upLimit SMBEIY: MLETQEFNR SR
117, B LIREIEMAEFGS
NTA; NHEBIFEEFNGSEARE
BHTNSS, SER “BXEEHS
V4”7 0O, BaSHAZSMPENDING
&2 5CANCELED
403 100217 The S FARAE
application | ghmgmiy: EAERFREIUAS, EHHIA
hasn't been ERSHPMappldizs,
authorized.
403 100612 Device is REREFIRE. (IBEERELR L
zombie. Bt EREITEE, BRATR)
QIR 1BIEIRR P REBEHR N R
wd,
403 1010009 app throttle NARAREOZ TN, BEREE
exceed. ( BRINEZR100)K/60s ) o
QMBI . BAEYIBANMESHIR ARIE
KinizERESEEFZOERRER,
403 1010005 Invalid access | fBi=AItoken(5E.,
token or appld. | ghimiy : SEIGEEOIER RN
accessTokenE2HHIR.
500 100001 Internal server | IRSSERRLIREEIR
error. QMBI YIEEREEREREIR, 1554
R EHIP A RAME,
500 100023 The data in HIEESE,
dataBase is QMBFEN: YIBERMTANIEE, Sh
abnomal. RN AHEN AR,
500 100220 Get AppKey $RERappKeyM .
from header | ghmesiy . EBIEOERAheaderth
failed. S appld.,
500 101016 Get iotws ¥xERiotwsittib 5o .
address failed. | ghmgiy: MIBXMFAPIAER, 5
EYEBMEEHIP ARIME,
500 101017 Get MossIRENERHIE]E I 20
newCallbackUr | phymzsiy . WiBEmTQREMESR, 55
L from oss BN AUHPA SAME,
failed.
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REEE
APl &% 1 A API 2% (BAERARPER)
HttpikE | RIS EiRA ol
i
503 1005071 Congestion RERE, HIHNEEEERIT.
occurs, and the ShmsRi: EHRERBEATAS
current 70
network has
been flow-
controlled

1.9.2 IR HS

O
NAERSSEMEE T AmSE, TARLEOEYNBKNMNESTA TG SHIRERA
HMEE, UTHGSITER, TEEiEERBEBRRANATRRE N EHS,
&8 IQ%E’JFEE—FZEWVQ
URI
BRAE GET
URI /iocm/app/cmd/v1.4.0/devicecCommands
&5t HTTPS
IBREH
2% ﬁiﬁ/ﬁ] E it g |k
app_key | #%i% String heade | GIE4IBXMFERINAID, EHPEXMFE
r BEIENANBFEEDERE.
Authoriz | #4i% String heade iEfﬁ]%E*W"E‘Egi)\iE{EU, EWS]
ation r “Bearer {accessToken}” , Hrh
{accessToken} AiEALERIZIREIAY
accessToken,
pageNo | AJifk Integer( | query | DTREIESH, Eﬁ%%ﬁu\ﬁia?ﬁﬁﬁ
>=0) EEEENRER, ME0, BEFE
_ﬁy EWEE.ija:%$OE"J%§QO
pageSize | Aik Integer[ | query | PRNEESH, ERERHRERTE
1,1000] RETHICRE, EINMESN1000, BUE
SEEIJ91-1000R9%% .
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REEE

AP| &% 1 MM APl 2% (BXERFER )

SH giﬁi/ﬁ] ESid) Vg |k

deviceld | A% String(6 | query | IEEEAGSANREID, BFHEH—RR
4) —MRET, TEMESITHYEANES
53\@359'51?0

5

startTim | A] String query | B MG SATE)ITEstartTimeZ [FRYIC
e . EEEEUTCHE, #8z:
yyyyMMdd' T'HHmmss'Z', 40
20151212T121212Z,

gﬁ%@%zﬁlﬂﬁﬁ&ﬂﬂlz El=yeizEiE

endTime | BJi% String query | B MRS HIEIEendTimeZBIHYIC
F. FEESUTCAYE, #8L:
yyyyMMdd'T'HHmmss'Z', 40

20151212T1212122Z,
BEERBAMRER X E S THIE
iR,
appld Ak String query | apPFTERIRIFEID, HEGTENLAT
NS AREERES,
R &4
Status Code: 200 OK
2% =il 1
pagination Pagination TEER.
data List<DeviceComma | 8% @mS7IE,
ndResp>
Pagination:
84 -5t R
pageNo long RS,
pageSize long BRIERHE.
totalSize long RS,

DeviceCommandResp:
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REEE

APl &%

1 MM APl 2% (BXERFERA )

SH

ESid)

%

commandld

String(1-64)

®EDLID, BTFHE—+tmE—FaS, &F
KRR Fin S ITHYIEEMES D ECIRS -

appld

String(1-64)

IRFa L PTBAINAID

deviceld

String(1-64)

E?E%ETJLREID BFHE—tRR—ME
%, IR EINBEYEERNESSECRS .

command

CommandDTO

TERGSHER.

callbackUrl

String(1024)

HD < 'ﬁn_, zﬂﬁa_iﬂﬂﬂﬂt él Ap<? 'ﬁn_, xﬂﬁﬂj
(#L TRM, HITRIN, AT, &RiX, BiX
%) SIBANR RS ES

expireTime

Integer(>=0)

TARmSAUERIRTE, BLLAT, FTREE
an L TELiE fGexpireTimef) mﬁxﬂz, FBIdiIxX
PMESEEERSEARAB TR, NIRKEE
MBKIAS948/\F ( 86400s*2 ) o

status

String

TERBLIKRES.

e PENDINGEREFEAR K

e EXPIREDZFRTI S ELFITHY

e SUCCESSFULERRS ELEMINHAT
o FAILEDFRSHITEM

o TIMEOUTZERRES N A THBAT

e CANCELEDZFR RS EEBIRHENIT
e DELIVEREDZE RS EiXIRIESH

o SENTERTRMIIEE FAF

result

ObjectNode

TRBLSHITRIFMER

creationTime

String(20)

S RIEEAIUTCHYE], ATjai&=t:
yyyyMMdd'T'HHmmss'Z', 40
20151212T1212122Z,

O BRI XAYE, SEEECHT
AIE)AE R

executeTime

String(20)

S HATRIUTCRTE], ATEH&:
yyyyMMdd'T'HHmmss'Z', Ml
20151212T121212Z,

EFEERAMIXEE, SEEACHT
RIEIEE

platformlissued
Time

String(20)

ERAERSRIUTCEE, BHEig:
yyyyMMdd'T'HHmmss'Z', 40
20151212T121212Z,

EREDTANXEE, SFREBCHT
A fE)AEIR .
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REEE
APl &% 1 A AP 2% (BSERFER)
2H E it fR
deliveredTime | String(20) EEBmSEIARIZEAIUTCRTE, AJEg
= yyyyMMdd' T'HHmmss'Z', %0
20151212T121212Z,
HHEEERAMIXAEE, SFERCHT
AiE)sEis
issuedTimes Integer (>=0) EEREBSHIREL
maxRetransmi | Integer(0~3) WY NERKEEIRE.
t
CommandDTO:
2% WisE/oliE | 2B e
serviceld | @4k String(1-64) | asSXIMAYARSSID, AFIRR—1 RS .
method | #4i% String(1-128 | < ARS FEMARIGHSER, E5profile
) FEMBIRSAFRT—H,
paras aJifk ObjectNode | @5$2#, jsonStringt&=,, EE=E—
MREXT, B EEEprofilerhaind El'_“lﬁ
## (paraName ) , EMMEXEENA
FMERLIE .

BRI

GET https://{host}:{port}/iocm/app/cmd/v1.4.0/devicecCommands?
pageNo={pageNo}&pageSize={pageSize}&deviceld={deviceld}&startTime={startTime}&endTime={endTime}

Content-Type: application/json
app key: Fekkkkk
Authorization: Bearer ******

IEE RN

Status Code: 200 OK
Content-Type: application/json

{

"pagination": {
"pageNo": 0,
"pageSize": 20,
"totalSize": 100

%,

"data": [

{
"commandld":
'lappld ********l"

Wikkkkkkir !l
’

lllll kkkkk KKk
c ’

"command": {
"'servicel|d": "rrrErRR
"method":
"paras": {

"paraName1": "paraValuel",
"paraName2": "paraValue2"

WikkkkkkFr !l
’
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IREEIE

APlI &%

1 MM APl 2% (BXERFERA )

}
by

"expireTime": null,

"status": "PENDDING",

"result": null,
"creationTime": "20170222T164000Z",
"executeTime": null,

"platformlissuedTime": null,

"deliveredTime": null,
"issuedTimes": null,

"maxRetransmit"; ******

"commandid": n********u,

"appld”: ll********ll,
"deviceld"; "rkrkrn
"command": {
"'serviceld"; "rrkkrRR
5 5
|lmeth0dl|: ll********ll,

"paras": {
"paraName1": "paraValuel",
"paraName2": "paraValue2"

}
by

"expireTime": null,

"status": "PENDDING",

"result": null,
"creationTime": "20170222T164000Z",
"executeTime": null,

"platformlissuedTime": null,

"deliveredTime": null,
"issuedTimes": null,

"maxRetransmit"; ******

tHi=hg

"callbackUrl": "http://127.0.0.1:9999/cmd/callbackUrl",

"callbackUrl": "http://127.0.0.1:9999/cmd/callbackUrl",

HttpiA&
B

1538

200

100203

The application is
not existed.

NAREFE,

LISELESIVE

o BIUBEHTTPIENRLIFHHERTAY
appld2BAEIR.

o BIEIFEKIERE (url) HEAN
EI‘Ja ppIdZEEIZZI:ﬁ%:E o

200

100217

The application
hasn't been
authorized.

Rz FRRAIZ I

MR : FIENBRNTSR, 1B
HABRSEFRIappld =,
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IREEIE

APlI &%

1 MM APl 2% (BXERFERA )

HttpiA7&
i

TR

1588

200

100418

The deviceData is
not existed.

BEEERFE

SISELESIVE

o EXRSH R AYdeviceldis
iR, &A% deviceld2EETF
Zappldei & deviceld2EES
-+
H o

o HeaderhiETAYappldBiR, 5
HiNiZappld F2BEIZ
deviceld,

o WRURLHPIET 7 HIESE
appld, B EZappld2d
=0

200

100428

The device is not
online.

REREL.
QMBI B ES S ST

SRIEERSIESR.

200

100431

The serviceType
is not exist.

IRSESEBIARTFE,
QbTBFEIN

o BNEIZIREMIProfile N FERE
2 LERENES

o BNBEBKRSHIELIEHR, &
serviceldfEProfileX{HFHh ER=F
=,

400

100022

The input is
invalid.

BMASHTY .
AbIBFEIN :

o FffiihstartTimefdendTimeEp
AHh=, HendTimetlt
startTimef% .

o iEffiiApageNoA~B=, H
pageNoXF0,

o BHiEpageSizeF Az, B
pageSize XF1,

403

100217

The application
hasn't been
authorized.

Rz FRAARHAZ N o

QBRI FIFNABRDTSR, 1B
HIABRSEFRIappld =,

403

1010009

app throttle
exceed.

NERBEOTTIREE, Bidinz
8 ( BRAEZ100)%/60s )
QBRI BXERYIEAMEE4EPA
SR RESEEEONE
FESRER,
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REEE
APl & 1 A API 2% (BAERARPER)
HttpiRE | HEiRB FEIRHA izl
5
403 1010005 Invalid access H2ftoken(S 2.,
token orappld. | ghimzmiy S REOSROFTE
EhaccessTokenEEFHIR .
500 100001 Internal server IRZ BB IETEIR o
error. RAIREEIN . MPEXMSE A REREIR
BEERYIEXNESHIP A RLE,
500 100023 The data in HIEESE,
dataBase is QAEPEEN: YIBERSESREREIR,
abnomal. ERERYIEEN A4 A RN E,
500 100220 Get AppKey from | $kEXappKeysi¥,
header failed. SMBEEY : BB OERY
headerdh2&Eappld,
500 101016 Get iotws address | ¥EEXiotwsithilF 5,
failed. QBRI BRI ARIEE,
BEERYIEX NS 4IP A RLE,
500 101017 Get MossEREFRAYE]RE eI LK .
newCallbackUrl | giymziy : WIBERMTERLREE,
from oss failed. | j=pezumpemE auiin A RAME,
503 100501 Congestion KRERE, SpINNEZESEER
occurs, and the .
current network
has been flow-
controlled

1.9.3 {ZigFwW<S
ImL):

N FERRSS 2RSS FARmLE, MRATWHOHIN . REAFAELFER, YBENES

BERIBGHRS T AL

RIREAIT, LERTRL ﬁHHEx SRR RLEEZa CHRSER

IXBEIEUEAE T PENDINGIRERIE S, HERNNIFCa SIREEJ9CANCELEDIR
&, BIEEHB<SRIRIT.

URI
BRITE PUT
URI /iocm/app/cmd/v1.4.0/deviceCommands/{devicecCommandId}
fEhabMN HTTPS
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REEE

APl &%

1 MM APl 2% (BXERFERA )

IERSH

TR %

S8 Wiik/m] | SERY ~NE 0%
ik
app_key | @ik String header | IGE4PBEXMFEERIRAID, TEHIEARFE
BEtIENANBFEEDERE.
Authoriza | #%i% String header iﬁfﬂ%ﬁ%lﬂ$éﬁgv\iﬂ§_, EWs]
tion “Bearer {accessToken}” , Erh
{accessToken} 91 A= IE IR [EIRY
accessToken,
deviceCo | Wik String path ZERAIs<SID, ERAAEREDS
mmandld EORBIRSE.
appld Ak String query | e >FTEBRIRIAEID, HIEUUSNNAT
NS EEES,
status WAIZE String body | @S HMAZ, ANiE(E: CANCELED, #f
I‘EEEDVO
Status Code: 200 OK
¥ =it R
commandl! | String(1-64 | i8&Fd<ID, BFHE—IRR—&E5H<S, B FRREHS
d ) BY ERDEX M & D BECIRTS
appld String(1-64 | kB <SEAEAIRAID,
)
deviceld String(1-64 | TASSHNIESEID, BFH—IRE—MEE, T8
) BTN FE S D BCIRE
command | Command | TAGBSHEE,
DTO
callbackUr | String(1024 | ap SRS ERMENE, HpIIRETMRT (HITE
l ) W, WATEIH, EBRY, &iX, BiXiX ) S@EXNARS
expireTime | Integer(>=0 | T Aar<SRIEBHIATE, PLIAT, TRSEFHSEOIE
) [GexpireTime® B, BEFXNEHESEEERSEA
BTAR, NRFRKKENEIA48/0\ET ( 864005*2 ) ,

MAERRAS 17 (2020-06-29)

WRIERE © HERRARBIRAT

188




1 MM APl 2% (BCERFERA )

2H 2eh fR
status String TRBSHIRE.
e PENDINGERREFR TR
e EXPIREDZFRTRMSELRIIHA
e SUCCESSFULZERRap S EEMINHNIT
e FAILEDERRaSHITR
o TIMEOUTZER RS N AHITHEAT
o CANCELEDZFRRin< BEHIRENIIT
e DELIVEREDZF RS EXRXIRE
o SENTHRZRGLIEE FEF
result ObjectNod | FAMSHITANFMER
e
creationTi | String(20) | Ap<SEUEBAIUTCATIE], ATEIRSC:
me yyyyMMdd' T'"HHmmss'Z', $120151212T121212Z,
AmE AR XATE, SHRERCHTA SR,
executeTi | String(20) | @s<SHITHIUTCATE], ATiEg=L:
me yyyyMMdd' T'HHmmss'Z', #020151212T121212Z,
e e DR XENE, SREEECH TR,
platformls | String(20) | SFEKIXHSHIUTCHTE, AFEIE:
suedTime yyyyMMdd'T'HHmmss'Z', #020151212T121212Z,
HRZRRAMXATE, SEEQCH TR EEE,
deliveredTi | String(20) | FE&EIFHSIXIAEIZFAIUTCETE], AFEH&L:
me yyyyMMdd'T'HHmmss'Z', #020151212T121212Z,
fOmE AR XATE, SHEERCH TSR,
issuedTim | Integer(>=0 | EEKIEGHSHIRE .
es )
maxRetran | Integer(0~3 | @S FARKEIEXE .
smit )
CommandDTO:
B8H -] R
serviceld String(1-64) S XIMAYBRSSID, AFHRR—1IRS .
method String(1-128) | A ERS FEMKAIGSEIR, ESprofiledhENX
Mo SAFRE—Ho
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1 MM APl 2% (BCERFERA )

S

REEHE

APl &%
2%
paras

ObjectNode 3%, jsonStringt&, EEE— M MEE

XF, B MEEEprofiledhasSHISEZ
paraName ) , E{MEXHEENAIIREN

BRI

PUT https://{host}:{port}/iocm/app/cmd/v1.4.0/devicecCommands/{deviccCommandI|d}?appld={appld}
Content-Type: application/json

a pp_key: Fkkkkk

Authorization: Bearer ******

{

"status": "CANCELED"

}

IEE RN

StatusCode: 200 OK
Content-Type: application/json

{

"commandld"; xR
5 ;
Ilappldll: ll********",
"deviceld"; "rrrrrn
"command": {
"serviceld"; "rkkakkan
: b
”method”: Il********",

"paras": {

"paraName1": "paraValuel",
"paraName2": "paraValue2"

}
}

"expireTime": null,
"status": "PENDDING",

"result": null,

"callbackUrl": "http://127.0.0.1:9999/cmd/callbackUrl",

"creationTime": "20170222T164000Z",
"executeTime": null,

"platformlIssuedTime": null,

"deliveredTime": null,
"issuedTimes": null,
"maxRetransmit"; ******

tHI=03

Httpik
o it

TRIRD

HiRfHId A8

200

100203

The F_“Zﬁﬁzzﬁﬁo
application is QMBI :
not existed.
o BIEHTTPIERLIEFIETHIappld2
BHIR.
o BEHREIBEKERE (url) PIEANRappld2

BHix.
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REEE
AP| &3 1 MR API 2% (BXBRFPZER)
Httplk | i5iRE8 | iRk izl
S5
200 100217 | The I AR AR o
application | ghimeEyy: EAEMFSIUAS, EIRIAER
hasn'tbeen | sygchigappld iz
authorized.
200 100418 | The REBEENRFE.
deviceData is | grpmzy
not existed.
o SRS PIEFNdeviceldBIR . BHIA
Zdeviceld2&BEF%appldoi®E
deviceldEB 5.
e HeaderthiEHHappldBiR, BHEIAIZ
appld FR2&Bi1Zdeviceld,
o MBURLFIERT ATESHappld, it
Eizapplderlz:l:ﬁi%o
200 100428 | The device is REAREZ
notonline. | MBIV BIGBIZE ST AES
RAER.
200 100431 | The IRSBEBEARTFE,
serviceType is QNBEEN :
not exist. . . .
o BHEIZIRFHIProfileXFRH/E L&
FIPEERES o
o BHNBEEKSHERIEN, oE
serviceldfEProfile {4 ERFE
200 100434 | The device IREBWSAIFE,
commandis | giymEy : EREREOERBIGREHOID
not existed. SRTEH,
200 100435 | The device IRBMSOEEHE, THigHIT, FEEEN
command Ho
already
canceled,
expired or
executed,
Cannot cancel.
400 100022 | The input is MANSET
invalid. QTR EREROEREREESN
ROAAME .
403 101000 | app throttle N FEBZEOTFIME, @dinzE (EA
9 exceed. {BE2100)%/60s ) o
QMIEFEN . BXRYIBEXMESHIRPARBALR
FREEERAZEORR IR,
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REEE
APl & 1 N API 2% (BANERARPER )

Httplk | {BiREE | Bk A8

NI

403 101000 | Invalid access Hi2i0token(S 2 .

5 token or SMBEEN: SR BRI FTHELN
appld. accessTokenE2BBIR.

500 100001 | Internal server | PRBAZRAMIBEEIR
error. QMBI MBS RENEIR, BEKEY

X E 4R ARLME,

500 100023 | The data in HIEESE .,
dataBase is QAIPEEN . YIBEMSESRIMEIR, EEERY
abnomal. BRI & 4P A RALIE .

500 100220 | Get AppKey sxENappKey%¥ .
from header | phmzmiy - sBe BB RWheader P25
failed. et appld.,

500 101016 | Get iotws $REiotwsithtF 5T,
address failed. | ghymzeiy: YIEEMTARLER, BERY

XS HR ARLIE,

500 101017 | Get MossEREXFTAYElE i % o
newCallbackUr | grymzsiy: IEXRTSREMESR, BEERY
| from oss BEM T A4IR A RAME,
failed.

503 100501 | Congestion KRERHZE, SRIBINEEEERE.
occurs, and
the current
network has
been flow-
controlled

1.9.4 #HtELE %AA

fFHHE

np?o

ItEThREEd S E(ESS O MR R T AHLEES

Eﬂ%”ﬁx 53] TE*EH EI’JIZ Ap

<, TEAEOO#ERETR

ST, “taskType” SEIREN

“DeviceCmd” BY, AEMERBFTEADTS.

1.9.5 SR FmSHEES
R

J"'ﬁﬁﬂl?zj:nnﬂu%"l_iinpv}%, MREBTHSHBA . REFELFRE, WEXMFES

BEHRIEGRS TREIRE

T (PENDINGIRZ ) , ItbASR FERRSS 22 mliE FR It I iRtETs

EIREHIFTE EE"FZiEI’J AL, XTFETFRMINAESAERIE.
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REEE
APl % 1 MR API 2% (BXBRFPZER)
URI
BKAGE POST
URI /iocm/app/cmd/v1.4.0/deviceCommandCancelTasks
E251 0104 HTTPS
BREH
2H ﬁiﬁ/ﬁj ESit) NE |k
app_ke | #idk String header | I5I¥IBXMFEEHINAEID, EYEXMFES
y UM AR BFEEDECRE .
Authori | 4% String header iﬁrﬁ]%ﬁ*quéﬂgiAﬁE{%ua BN
zation “Bearer {accessToken}” , Heh
{accessToken} I ALENEEOIREIR
accessToken,
appld | Bl String query | aSFRBHIRIARID, HBIRERIENFETRY
SRS AEEES,
devicel | W% String(1- | body | SRS HSRNESEID, BFH—RR
d 64) —Alx% EFEs S RYEANES D
BoirS . HEESEEBEMEMZES
TZiEI’Jano
TR S5
Status Code: 201 Created
2% sy i
taskld String(1-64) REMSHEESESID,
appld String(1-64) REW SIS ENRAID,
deviceld String(1-64) WITeEianSHEEESANESID, BFH—
FRR—MNRE, EEhREBRYENES
PEIRS .
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REEE
APl & 1 MR API 2% (BXBRFPZER)
28 i A
status String BRIESES IR,
o WAITTINGEREFHITH
e RUNNINGERRBHEIESIERENIT
o SUCCESSEREH(ESHITAIN
o FAILEDFRNHI(ESHITEY
e PART_SUCCESSEREEIESERD AT
I,
totalCount Integer BHEEEBRSEE.
deviceComma | List<DeviceComm | BHRIISEHSFIE,
nds andResp>

DeviceCommandResp:

2%

ESid)

ik

commandld

String(1-64)

lﬁ%ﬁiélD }EH:.FI]E_$T.L/\ ZRFIF’ 7 ’ TT
K& HYEMFE S D BECIRES

appld

String(1-64)

IRFa SHEEES FTERINAID

deviceld

String(1-64)

ThRGSHIRSEID, AFE—IRI—MNR
%/, IR EIBEYENES D ECIRS .

command

CommandDTO

TRBESHIER.

callbackUrl

String(1024)

'ljt Eﬂﬁl_ﬁﬂﬂi’,iﬂ: '_—Llnp V'lj( Eﬂﬁﬁj
(PITERM, BATRRID, B8R, &iX, BiX
X)) SIBEIRA

expireTime

Integer(>=0)

TAGSBITATE, BT, BRIRE
i STECIERexpireTime¥NBERL, HBITIX
MY EEEGRSEAB A, IRRKRE
MBKINS948/\BF ( 86400s*2 ) o

status

String

TRBSHIIRZ.

o DEFAULTETRAR K

e EXPIREDZE &S EEIHA

e SUCCESSFULE RS BEMINHNIT
o FAILEDZFRRarSHIITEN

e TIMEOUTEZE Rap< FAMITERY

e CANCELEDZF i< B HIREIT

result

ObjectNode

TR SHITHHFHESR .
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APl &% 1 M AP 2% (BCERFER)
2H E it fR
creationTime | String(20) S BIEEAIUTCRTE), RFEH8=:
yyyyMMdd' T'HHmmss'Z', 40
20151212T1212122Z,
EEERRAIXAYE, SEEECHT
AYield%i
executeTime | String(20) S HATRIUTCRTE], ATE&:
yyyyMMdd'T"HHmmss'Z', 40
20151212T121212Z,
EEERRAIXAEYE, BEEEHCHT
AfiE)EEHR
platformlssued | String(20) FERIEDSHIUTCRYE, RFag=:
Time yyyyMMdd'T'HHmmss'Z', Ml
20151212T1212122Z,
e ERRAIXAEYE, SEEECHT
AYiE)d%iE .
deliveredTime | String(20) FEEBSIXIARIREBIIUTCEYE], BFakg
= yyyyMMdd'T'HHmmss'Z', 30
20151212T121212Z,
EEERRAIXAETE, SEEECHT
AYie)d%i .
issuedTimes Integer(>=0) EaRIEDSHIRE
maxRetransmi | Integer(0~3) WY NERKEEIRE.
t
CommandDTO:
84 il A
serviceld String(1-64) A SXIRATARSSID, FAFIRR— RS .
method String(1-128) SRS TEANGSER, ES5profiledENX
NS AFRE—Ho
paras ObjectNode o2 E, jsonStringiE, EEE—MMEE
Xt, B fEEiEprofiledRan SRISEEZ
(paraName ) , BMEXEENRAINIEEN
Eo
=GNl

POST https://{host}:{port}/iocm/app/cmd/v1.4.0/devicecCommandCancelTasks?appld={appld}
Content-Type: application/json

ap p_key: Fkkkkk

Authorization: Bearer ******
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IREEIE

APlI &%

1 MM APl 2% (BXERFEA )

"deviceld": "rrrERRR

}

IEEMNB

Status Code: 201 Created
Content-Type: application/json

{

"taskld": "********n,
"a 1d": "~k~k~k~k~k~k~k~ku’
"dgsicehj": "********n'
"status": "WAITTING",
"totalCount™: 1,
"deviceCommands": [

{

"commandid": ll***-k-k-k*-kn'

"appld": II********I!,
"deVICeld": l'-k-k*****-k!l,
"command": {

"'serviceld"; "FrrrRE

"method": ll*****-k-k*n'

"paras": {

"paraName1": "paraValuel",
"paraName2": "paraValue2"

}
}

"expireTime": null,

"status": "PENDDING",

"result": null,
"creationTime": "20170222T164000Z",
"executeTime": null,
"platformlissuedTime": null,

"deliveredTime": null,

"issuedTimes": null,

"maxRetransmit"; ******

"callbackUrl": "http://127.0.0.1:9999/cmd/callbackUrl",

}
]
}
IHI=ED
Httpik | RS | iR 15488
S8
200 100203 | The application | RFBARTEE.
is not existed. QMBI :
o BERBEHTTPIERLIEH#ETHIappld
=AEIR.
o BHEIBERIERZ (url) PEAD
appldE2&EBiIR.
200 100217 | The application | RZFAR#IZAN .
hasn't been QBRI BIENRERIGS, BIAS
authorized. R&¥higappld Az,
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Httplk | SR8 | iRk izl
L
200 100418 | The deviceData | iBFBEERFE.
is not existed. QMFBEEIN ;
o EFkSHIET N deviceldEEIR . 15
I\Zdeviceld2BEF1%appldai &
deviceldl2BEBEE .
o Headerthi&EtEHappldGiR, BHIA
Zappld N @& Bi%deviceld,
o WRURLPIET T HIESHappld, 5
KB Zappld2EEEIR.
400 100022 | The input is BMASHT -
invalid. QBN BREEOERESRPEES
HEVEEM
403 100203 | The application | RZFBARTEE.
is not existed. QAFBEEIN ;
o BICEHTTPIER:LIEFHEHRIappld
=AEIR.
o BIUEIENKRIZE (url) PEANR
appld2&EBi=.
403 100217 | The application | RZFAR#EIEAN .
hasn't been QBN BIENERENIGS, BRAS
authorized. ke #hmappldRzs,
403 101000 | app throttle MNAEREOSTRE, BERzE (%
9 exceed. IMEE100)%/60s )
SRIEEEW: BXEAIEXMNFE4ER ARIEA
mEREREEFEORRIER,
403 101000 | Invalid access Ei2MtokenfE 2.,
> token or appld. | ghypgeiy: Bt ESIEIBRPATEHH]
accessTokenEFHIR,
500 100001 | Internal server RSB IBERIR
error. QAIBEERIN : MIEXRSE S REREIR, BEER
YIEXM S 4EP A RAME
500 100220 | Get AppKey from | $kBXappKeys¥ .
header failed. | ghymziy - EBEREOERIheaderh 2
BiEtappld,
503 100501 | Congestion RERZE, HRIPMNEEEERE.
occurs, and the
current network
has been flow-
controlled
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1.9.6 EERFHSHEEES

OB
NARSRZE T IRESHEIESE, RAREOESREHSEEES0FHE
EEMRTRE, THREEESONTER, TIEEREGEIEN LS MHET
=
FJo
URI
BRGE GET
URI /iocm/app/cmd/v1.4.0/deviceCommandCancelTasks
&ty HTTPS
EREH
8% wakfmy | R e A
i
app_key | @ik String header | iGIE4IEXMFEERINFEID, FEHIEXM
FEtIZENBITRFEE D EIRE.
Authoriz | % String header | iGIEIEXMFERVAIEESE., B
ation “Bearer {accessToken}” , EHrh
{accessToken}HiEFIEAUEOR(E]
AYaccessToken,
pageNo | BJiE Integer(> | query | PREESEH, EWERDRERIT
=0) IBEEEENRER, BAME0, &
WE—R, BEEEAARFETFR
BH.
pageSize | AJi% Integer[1 | query | DRREESH, EFERHDRNERAT
,1000] BRETRCRY, RIMES
1000, EYESBE/91-100069%E4L .
taskld 1Pty String query | BIEE{ESAUESID,
deviceld | A% String query | BiTIREwmSEEESINIRSEID, B
FHEE—IRR—MES, TFEhEE
HAYIEAMFE S D BCIRS
status Ak String query | IRBEWSEEEESZSIMRE,
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REEE
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2H wAK/ET | SKEY E iR
i%
startTim | AJi%k String query | EiFCIZREREHSESHEE
e startTimeZfGicR . FERES
UTCRYIE], #8=t:
yyyyMMdd'T'HHmmss'Z', Ml
20151212T121212Z,
BEERBEA TR X B i TR
E1E523-38
endTime | A% String query | EiFCIREERSHIESAETE
endTimeZ BIHYIESR . TEEBUTC
AE), #&=C:
yyyyMMdd' T'"HHmmss'Z', 40
20151212T121212Z,
BEERBARERXESEH TR
E1E55508
appld Elpus String query | e SFTBRINEID, A&
THHSHBESHAZTEES.,
N RE&E
Status Code: 200 OK
2% S iR
pagination | Pagination TURBER
data List<DeviceComm | i&Bap<HE,
andCancelTaskRe
sp>
Pagination:
2% i) RER
pageNo long BIERRG,
pageSize long BRERHE.
totalSize long ICREH, EERINREES PGSR
.

DeviceCommandCancelTaskResp:
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2H =it R
taskld String(1-64) IRFPREESHNESID,
appld String(1-64) IRB I SRIEESFRERNRAID,
deviceld | String(1-64) BEDSHBESIERER MRS, BT
HE—FRR—MEE, SIS YENES
ECIRE .
status String B ESIESIRE.
o WAITTINGEREFFHITH
e RUNNINGERRBIHESIEENIT
o SUCCESSERBEESHITRIN
o FAILEDZFREEHESZHITEN
e PART_SUCCESSZHRRNEHIESEI D AT
totalCoun | Integer BEEINIRER SR,
t
deviceCo | List<DeviceCom | iZZHmSHE(ISEETIE.
mmands | mandResp>

DeviceCommandResp:

B8H il R

commandld String(1-64) R&ELID, ATFHE—IRR—%KGHGS, &F
RIZBFW I EYENF S D EIRS .

appld String(1-64) REWSBIETESRENRAID,

deviceld String(1-64) Enpvﬂ']lx%ID BFH—fRE— Mg

%7, mEMESEIEYENFESHERS .

command CommandDTO TERGBSHEER.

callbackUrl String(1024) SIRET(EENtil, HHpSIRESTET
(BT, WATRRTh, AT, &iX, Bix
X)) SBHIRA.

expireTime Integer (>=0) TRBSHEBIAYE, BT, FRRE
SRR SexpireTimeb AR, BITIX
PMESEEESSBAE A, IRKRRE
MELIAF948/\FF ( 864005*2 ) ,
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REEE

APl &%

1 MM APl 2% (BXERFERA )

SH

%

status

TRBSHIRE.

o DEFAULTETRAR K

e EXPIREDZFE RS ERITHE

e SUCCESSFULE RS BEMINHNIT
o FAILEDZFRRarSHIITEY

e TIMEOUTEZE Rap< FAMITERY

e CANCELEDZFan< BRI IT

result

ObjectNode

TR SHITHIFRER

creationTime

String(20)

S EEAUTCRYIE, AHERER:
yyyyMMdd' T'HHmmss'Z', 40l
20151212T121212Z,

EEERRAMXATE, &E
AYB)4E4E

SEHCHT

executeTime

String(20)

S HITAIUTCRYE, BFEH&t:
yyyyMMdd'T'HHmmss'Z', ll
20151212T121212Z,

e = mn AN XA E] ,
A E)AEIR .

EEEECHT

platformlissued
Time

String(20)

FaRIERS
yyyyMMdd'T'HHmmss'Z',
20151212T121212Z,

1RE

ERERAAIY XA E, 85
AiEAEHE o

BYUTCHE], EgIEWf“T
I

deliveredTime

String(20)

FEGR XA FAIUTCRYE, BIENHE
I yyyyMMdd'T'THHmmss'Z', 40
20151212T121212Z,

AR ERRAMAITXAYE, &F
AYield%i .

issuedTimes

Integer(>=0)

FERIERLHIREL

maxRetransmi
t

Integer(0~3)

LY TREAEERIRE

CommandDTO:

SH

s

B

serviceld

String(1-64)

£
G LTIMAIARSSID, ATFHRR—1IRSS .

method

String(1-128)

YIRS TREAFNGSEIR, ESprofiledhENX
SRR E—Ho
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REEE

APl % 1 R API 2% (BXBRFPZER)
2 i A
paras ObjectNode B2 E, jsonStringi&,, EEE—MMEE

 EAEE profilerh s SIS K
paraName ) , E{MEXHEENAIIREN

iERPI

GET https://{host}:{port}/iocm/app/cmd/v1.4.0/devicecCommandCancelTasks?

pageNo={pageNo}&pageSize={pageSize}&taskld={taskld}&deviceld={deviceld}&status={status}&startTime={

startTime}&endTime={endTime}&appld={appld}
Content-Type: application/json

app_key: *kkkkk

Authorization: Bearer ******

IEFE A

Status Code: 200 OK
Content-Type: application/json

{
"pagination": {
"pageNo": 0,
"pageSize": 20,
"totalSize": 100
I
"data": [
{
"taSkld": l'********'l,
'lappld": 'l********l"
"deviceld"; Mkt
"status": "WAITTING",
"totalCount": 1,
"deviceCommands": [
{
"commandld"; "k
llappldH: l'********'l,
lldeviceldl': l|~k~k~k~k*~k~k~k|l'
"command": {
"serviceld'"; ""FrrRRRR
"methOd"I ll********"’
"paras": {
"paraName1": "paraValuel",
"paraName2": "paraValue2"
}
B
"callbackUrl": "http://127.0.0.1:9999/cmd/callbackUrl",
"expireTime": null,
"status": "PENDDING",
"result": null,
"creationTime": "20170222T164000Z",
"executeTime": null,
"platformlissuedTime": null,
"deliveredTime": null,
"issuedTimes": null,
"maxRetransmit"; ***+*
}
1
h?
{
"taSkld": l'********'l,
llappldll: 'l********l"
"deviceld"; "kt
SCHEhRAS 17 (2020-06-29) WRAXFTE © SR AREIRAE 202




REEIE

APl &%

1 MM APl 2% (BCERFER )

"status": "WAITTING",
"totalCount": 1,
"deviceCommands": [

{

|||||

Fkkkkkkk T

Ildeviceldll. Mkkkkkkkkl
: ;
"command": {

}

|||||

|||||

n

n

"executeTime": null,
"platformlissuedTime": null,
"deliveredTime": null,
"issuedTimes": null,
"maxRetransmit"; ******

}
1
}
1
}
=il
HttpiX | $5iR65 | SRR L]
N
200 10020 | The application is | NFAARFEE,
3 not existed. QMFBEEIN ;
o BERBEHTTPIERLEFH#EHRIappld2
HBHI=.
o BIEEIBKIZRE (url) PEANRTappld
=B8R
200 10021 | The application N FEFARABAEAN .
/ hasn't been QBRI BIEMBENGS, EHIAE
authorized. ke#hiappld s,
200 10041 | The deviceData is | IRBIEEFRFE.
8 not existed. QAEREEY :
o ERSHFIET I deviceldiBIR. 1B
INiZzdeviceld2&E B Fi%appldakE
deviceld2B 58
e HeaderdhiEFappldEiIR, BIAIZ
appld FR&H1%deviceld,
o MNRURLAPIER T RIESHappld, &
*ﬁéizappldgﬁﬁi;o
i5hRAS 17 (2020-06-29) WRIXERE © LR ARBIRAT 203




REEE
AP| & 1 MM APl 2% (BXERFER )
Httpik | #5iR65 | EEiRHA izl
S5
400 10002 | The input is BASH L
2 invalid. MBI BREEOERERTEES
HBOEEM
403 10020 | The application is | RFAARTEE
3 not existed. QAFBFEIN ;
o BIEEHTTPIER L #EHRappldE
BEIR,
o BIUEIEKRIEE (url) PEANRappld
=a81%.
403 10021 | The application N RN
7 hasn't been BRI EIENMERIGE, BHAS
authorized. ke#hiappld Rz,
403 10100 | app throttle NEEREOSTRE, BEnizE (K
09 exceed. INMBEE100)%/60s ) o
QbTBSEN ‘E%,?%H%W FEHIRAREKX
miEREREEREONRBRERER,
403 10100 | Invalid access Ei2Rtoken(S 2.,
05 | tokenorappld. | pimrziy: B EOERFAIEREL
accessTokenEFHIR,
500 10000 | Internal server RSB AERIETEIR
1 error. QMBI MIBNTEANIER, BHRER
IEXEEHIP AR,
500 10022 | Get AppKey from | $kBXappKeysi¥,
0 header failed. QMBI : BB EOE R headerh 2
BiEwappld,
503 10050 | Congestion RERE, HIHNEEEERIT.
1 occurs, and the
current network
has been flow-
controlled

1.9.7 BB S A
iR

iR ProfileXhE X TYIEXMFE S EIRE T ARG, NARSRAIEALEC
MiRE RS, BESIEMIRERIRSEML, ISR ERTEH
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REEE
APl % 1 BRI APl £% (BXBRAFRZER)
MBS AR E SR TEFMaEEE FATMS, REFAEENTHS ALY,
TERGSHEMERXNTENARSZSRHISZEEEN, YEMESTEOFPERZHITE
x®, B,
OISR TERMQTTHMUENRNIRES, FIINERL T AgentLite SDKAYIZE -
URI
BKGE POST
URI /iocm/app/signaltrans/v1.1.0/devices/{deviceld}/services/
{serviceld}/sendCommand
G511 HTTPS
=P
2% Wik [m] | 5B VA= A
ik
app_key | @ik String header LA SRIN EBID, TEYIEX
ME S BN B AFES D ER
1?0
Authoriz | W45k String header i}ifﬂﬂ%ﬁ%l@ﬂz‘aﬂ’\ﬁkiﬂﬁu, =W5)
ation “Bearer {accessToken}” , ,J:F'
{accessToken} AiEFERUEOR
HYaccessToken,
deviceld | Wik String(1-6 | path REID, AFHE—IRR—MRE,
4) FEEMhS ST BN S D HECIR
5.
serviceld | 4i% String(1-6 | path S MAYARSSID, AFHRE—
4) IRSS . E5profiledhEXAY
serviceldi®RIF—H
appld aJi% String query s SERBAINFBID, HEIEIZN
BTG ABTEES,
header | i% Comman | body HERBEEL,
dNA2Clo
udHeade
r
body aJi% ObjectNo | body EHERYEEYK, jsonStringi8=t,
de BEEE—MMEEXT (key:
value ) , key” BT miEE Ry
vé‘?&ﬂﬁ"‘éﬁ% (paraName) )
“value” BiZipS3SHEREN
B, RIEF-REEFIHSSEAYEY
ECRBEENZE.
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API &%

1 MM APl 2% (BCERFERA )

MR S &

CommandNA2CloudHeader:

2% WAk A | KB B e
1%
requestld | AJi% String(0-1 | body BAFRR—1 e, FeeEE,
28)
mode DA% Enum body EEEMWAEE, BIABACKE
o
e NOACK: REEMANER
o ACK: BEMABER
o HEELXX
from aJi% String(12 | body FRHBARHEIUL
8) o AppRIBHIER: /users/
{userld}
o RFARANER: /
{serviceName}
o YIEXMESAIERIBEK: /
cloud/{serviceName}
toType aJi% Enum body HEEWERIRE, BIAR
GATEWAY,
to A%k String(12 | body BRI AR
8)
method | W% String(1-3 | body S BR, BESprofiledEX A
2) LEFEEF—H.

Status Code: 202 Accepted

B8H E it R
status String(128) | @8I,
e sent: B&IX
o delivered: 2#%i%
e failed: %W
timestamp | String(128) | @< &IXRIUTCHTIE], AFERE:

yyyyMMdd'T'HHmmss'Z', #0120151212T121212Z,

EFZRTRAMIIXAETE, SFEEECSHTHIERE
-8
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APl & 1 M API 2% (BAERFPER)
28 S ik
requestld | String(128) | &&&m<ID, WIRiERKBGrequestldlEiERAY

FHIS.

requestld—&, ANRiBERTrequestldFEHDE—

BRI

POST https://{host}:{port}/iocm/app/signaltrans/v1.1.0/devices/{deviceld}/services/{serviceld}/sendCommand
Content-Type: application/json

ap p_key: Fkkkkk

Authorization: Bearer ******

{

"header": {

"mode": "ACK",
"from": "/users/23212121",

INVITE-INIT"

LU L L L | kkkkkkkkkkkk
from":

’
Wkkkkkkkkkx1
1

" e Whkkkkkkkkkk!l
sdp":

}
}

IEE A

Status Code: 202 Accepted
Content-Type: application/json

{

|||||

"status": "sent",

|'timestamp": Mkkkkkhhkkx!
}
EIRB
Httplk | BiRB ES TN 4B
Sh5
200 100203 | The application is | RZFARZFE.
not existed. QAFBERIN |
o BIOBEHTTPIER LI FH#EHRYappld
=ABI%.
o BIEEIEKIEE (url) PEAND
appld@EHEIR.
200 100217 | The application R RN
hasn't been GBI EIERAEBNURS, BA
authorized. ERSH T appldizs,
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Httpik | IR0 | iR i5Ag
=B
200 100418 The deviceData is | IER=EERFE.
not existed. QMBI ;
o ERSHFETIdeviceldiBIR . 15
fiNizdeviceld2 & B FZappldsk
Zdeviceld2B B .
e HeaderdhiEFAJappldEiIR, 1BAIA
Zappld FE&Bi1%deviceld,
o WNRURLAIETS 7 ANIESEappld,
B EIZappldEEBiR.
200 100428 | The device is not | i8&AR1EL,
online. QPRI BREIRSSMENEES
BIEE,
200 100432 | The device REBWMSEWRER,
command is SMBEEY: EREIEOEREH
muted. method PGS 2BHEIR.
400 100022 | The input is BMASHTI
invalid. QMBI BREEOERE RS
SHRERML,
400 102203 CommandName BT .
s invalid. QB EREROBERSH
method PIEFHHH S EREIR.
403 100450 | The gateway is MXATEL
not online. SMBEEN: BB SYIEEMTEAN
EHEERIEE.
403 1010009 | app throttle NEREBZEOZ FRE, BdinizE
exceed. ( BHAER100:%/60s ) ,
QMBFEIN . BXEYIBANESHEIRPARIR
R ERESEERIEONERIRE,
403 1010005 | Invalid access Ei2token(E 2.,
token orappld. | gMmzEy : St EEOERDAEESN
accessToken2HEIR,
404 100444 | The serviceType is | [RBZEBIRTFE.
not exist. QMBI B EREOIERSHtoType
FPRIRSZ BT BIR.
500 100001 Internal server RZ BB IEERIR o
error. IR YIBMEAREREIR, 55
RV EHIPARIME,
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Httpik | EiREB ERA izl
=B
500 100023 | The data in HIEESE,
dataBase is SMBEN: VIEERFEANIER, B
abnomal. RN T AN A RRME,
500 50252 Internal server RZ BB IETEIR o
error. QMG YIEEE S AEREIR, 188k
EYBXNFEE IR AREE,
503 100501 | Congestion KRERE, SAINMNESERRIZ.
occurs, and the
current network
has been flow-
controlled

1.10 #LEIE

MRS BT ELIEED, WERNIEKMESRIREHITHEIRE.

1.10.1 B =TS

O ER
N BIRSB S E R EXNZ MEFHTIEIR(EN, TRABLZROCIRESO SR T
%, HaIFEHERBE TNTAEFBS .
URI
BRGE POST
URI /iocm/app/batchtask/v1.1.0/tasks
551010 HTTPS
IBRESH
2% WA | 3B & A
aJik
app_ke | @ik | String | header | iAIA¥PEXMESRIRFRID, EPEXMESE!
y 2N ARAREE D ECRS
Author | 3% | String | header | iGIA¥IEXMEESRTANIEER, B “Bearer
ization {accessToken}” , EHe{accessToken}HiEAR
£ERUEOIREAYaccessToken,
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¥ | wiE/ | EKE VE | &

aisk
appld | #i& | String( | body | tE(ESFAIERINAID, ZEIRIENNAET
64) M EESHARERS,
param | &% | Object | body | {ESZFHSE, 1RIEtaskTypelESRENAR
Node EPSIVESEESISES ¢
taskNa | #%4i% | String | body | {EBE#R, BAKE256FF.

me

taskTy | @& | String | body | {F53358Y, BYESBRE: DeviceCmd,

pe
timeo | #i% | Integer | body | {EE#ERIANE, BAIHER, SBEH10E
ut 2880,
tags Ak | List<Ta | body | #5&5%,
gDTO2
>
ObjectNode:

¥ | ik | KB g |t
aJj%
type WA String | body | #t=2&<$3EEY, BYESEE: Devicelist/
DeviceType/DeviceArea/GrouplList/
Broadcast/GroupldList,

device | &4 | List<Str | body | i2%FIDFIEK, typefgDevicelistitEEIES,

List Juic ing>

device | &f444 | String | body | iR&E3EEY, typegDeviceTypelTHEEEE,

Type |i% HEN Y SprofiledhENX HI—E .

manuf | 48] | String | body | ] #&§ID, type/sDeviceTypeBdrliES, HIE

acture | i% R 5profileE X AI—E o

rid

model | Z&44A] | String body |IRBELS, typegDeviceTypelJaJiEE, H
1% B2 SprofiledhEN AI—E

device | &f444 | String | body | IRB(IE, typeIDeviceArealTBEIEE,

Locati | i%

on

group | &4 | List<Str | body | B¥£HIdFIREIREHBIRIIE, type

List % ing> GroupldListitFZIE5E#4HId, type)y

GroupListBt HEEIEGIREHEZR.
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=351

2 | wik/ | ¥R g |k
aJi%
comm | #%i% | Comm |body |#HSEE.
and andDT
(0]
callba | @i%& | String |body | fpSHITEERAVHEE L,
ckUrl
maxRe | AJi& | Intege | body | @S TFARERAEEXE, BUEEE: 0-3,
trans r(0~3)
mit
CommandDTO:
84 wik/mal | KR g | R
ik
servicel | WAtk String(1- | body | @S XIMAIRRSSID, ESprofiledhENX
d 64) Bserviceld{FE—31,
method | #ifk String(1- | body | IRETEMKRGSREIR, E5profiledh
128) EMRIBSERF—H.
paras aJik ObjectN | body | #5$2%], jsonStringt&s,, EEE—
ode MMREXT, BMEEBRprofilehand
HES#E (paraName ) , BMEXE
BN ENERYE.
TagDTO2:
2% whk/e] | 3B g |#ER
i%
tagName | @ik String(1 | body | #x&E&FR,
-128)
tagValue | @4k String(1 | body | ¥r&{E,
-1024)
Status Code: 200 OK
84 3] R
taskID String HE(ESRID,
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\$ —

=
POST https://{host}:{port}/iocm/app/batchtask/v1.1.0/tasks
Content-Type: application/json

app key: khkkkk
Authorization: Bearer ******

"appld": MWkkkkkk 11
"timeout": 1000,
"taskName'"; "*xxrkxt
"taskType": "DeviceCmd",
"param": {
nype!s
"deviceList": [

TWkkkdkkkdok 11
’
TWkkkdkkkdok 1!

’
TWkkkdkkkdok 1!

1,
"command": {
"serviceld'"; MerrirRR,
"method": "********"’
"paras": {
"paraName1": "paraValue1",
"paraName2": "paraValue2"
}
}

}
}

s -
120 at]
Status Code: 200 OK
Content-Type: application/json

{
"taskID": thkkkkck !
}
EI=g
Httpik | &ixRE3 eI A yLal:lz
=
200 100203 The application is not | AR ZEE,
existed. QMBI :
o BIBEHTTPIERLigHiEr
E"JappleEEzI:l:ﬁi;o
o BIEEIENRIER (url) g
ANBJappld2EEIR.
200 101001 Resource doesn't exist. | ZBEATFIE,
200 105001 The batchTask count BN HP RSB EESECK
has reached the limit. | FEF1MT, IREUFEZIAFIE
=MRH,
200 105002 The batchTask name ESEB=FZEFE,
has exist. SMEBEE: EBUES SR,
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HttpiX | EiRME HE=RAR jizkilz

=B

400 105201 The tagName and Ea B #EHtagNamefl]

tagValue has been tagValue ,
used on the platform.

400 50400 The input is invalid. NS E T
QIR BleEREOERIEK
FIEESHRGIEME.

401 100028 The user has no right. | FHPSEIRENR

403 100203 The application is not | RZFIAREHE

existed. QAFBEEIN |
o BIBEHTTPIERLIGHIES
E{JappldT\EEéﬁi;o
o FINEFKIZRE (url) P&
AHappldEBEIR.
403 100217 The application hasn't | RFAFR#EIEN
been authorized. QBN EERREUAS,
IBIAIE RS FRappldf
=,

403 1010009 | app throttle exceed. NARABZOZFME, B8R
1=E (ZIAMER100)%/60s ) o
ﬁﬁ@&:ﬁ%%ﬁ@”ﬁﬁ?
ARBFXRESESEEGEO
AYE RS ,

403 1010005 | Invalid access token or | $&iRfJtoken(S &2,

appld. QBRI BT OISR
i HYaccessToken2 B HIR
404 105202 The tag is not existed. | FR&EARFE,
500 100203 The application is not | RFAREE .
existed. QAFBFEIN |
o BIBEHTTPIER LR
E"Jappld/_\EEzlzlzﬁi;o
o BFINEIFKIERE (url) P&
ANHappld2EEIR.

500 50252 Internal server error. RS RHIZITAEREIR o
RCERERIN: YPEXF 5 RS
=, BERKEBNMESHPAR
QbR
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APl &%

1 MM APl 2% (BCERFER )

1.10.2 EEfEEHEESBER

ZOixEE
NFEIRSSESEID “RIEIEESS BOCIE T REIERIEESE, ERLEO
EEZEESHER, SFESHNEHIRES. FHES (BitE2ESP—MRENT
B9ESS ) TRERE.
URI
BRAGE GET
URI /iocm/app/batchtask/v1.1.0/tasks/{taskld}
£35S HTTPS
BRkESH
2% Wik [m] | 2B g |k
ik
app_key | @ik String head | iAIE4PEXMESRIRIARID, TEADEXRSE
er BtIZNANBFE s ERSE.
Authoriz | Wik String head | iGIEWIEXMESATAIEER, B
ation er “Bearer {accessToken}” , Erh
{accessToken} FiE FALERNEENREIRY
accessToken,
tasklid Wik String path | #tE(EFSID, CIEIEESBEIRE.
appld Ak String query | #tE(EZFABAINAID, HAEEIEINN
BT EESHATEERS,
select AJi% String query | I5ERERIRENE, BJEME: tag.
VRS54
Status Code: 200 OK
¥ Ry R
appld String Ht=E(ESZFrFERappld.
tasklid String #H=E3ID,
taskName | String HEFESZFR,
operator String TRIZINSFSIRER
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APlI &%

1 MM APl 2% (BXERFEA )

2% i) fA

taskFrom String HEESEIKIE,
e Portal: BI=HISEIEERT,
e Northbound: EFAPIHEOBIZER .

taskType String HEESHIEE, BYEEE: DeviceCmd,

status String HEFESHVRZ, BUESEE: Pending/Running/
Complete/Timeout,

startTime | String HEESOIFERUTCRTE, RHag=:
yyyyMMdd' T'"HHmmss'Z', $120151212T121212Z,
Efﬁégﬁﬁzﬁiﬂﬁﬁ@ﬁﬁ@ , BEZEECHTIERE

timeout Integer HtE(ESZAVERIATIE], B,

progress Integer HEESHOHE, B FHEE, 58E: 0-1000, @
TEREE,

totalCnt Integer ESHEEL

successCnt | Integer R INEES £

failCnt Integer KMRIES Lo

timeoutCnt | Integer FEATHYESE.

expiredCnt | Integer RHITRIKUESS E o

completeCn | Integer SERRRIESEL, SERRYTESE=MINAYMESE+KMHY

t ESEHEBIINESE

successRate | Integer E%EEIJJ’—?—‘, Bf7: oLk, SEE: 0-1000, B TFEX

param ObjectNode | REMEFEBRIEAKRSE

tags List<TagDT | #tE(ESZAIRETIFR,

02>

ObjectNode:

2% i) fiiA

type String Ea<SER, BUESEE: Devicelist/DeviceType/
DeviceArea/GroupList/Broadcast/GroupldList,

deviceList List<String> | IR&IDFIZE, typeADevicelistBhHR[ENE

deviceType | String &R, typegDeviceTypeRhR[ENE, HENNHS

profiledrEXHI—HL,
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28 3] ik
manufactur | String I &ID, typeAgDeviceTypeRhiR[ElE, HEMNNS
erld profiledE X AI—E
model String BERES, typeIDeviceTypeltiREIE, HENYS
proflleEFZE){El’J—%Z
devicelLocat | String ENE, typeJiDeviceArealtiR[ENE
ion
grouplList List<String> | BH£HZFRIIZER, typeaGroupListBtiR[BIE
command CommandD | & EE.,
TO
callbackUrl | String ST RAVEXIbIE
maxRetrans | Integer(0~3 | as$ FARRKEEXE, BUESEE: 0-3,
mit )
CommandDTO:
28 E it A
serviceld String(1-64) | HSXIRAIBRSZID, ESprofiledsE M Hserviceld{R
;T_ﬁo
method String(1-128 | RS FEMARRISMSEIR, ESprofilePENXBIGFSHA
) REF—E
paras ObjectNode | ap$S#f, jsonStringt&=t, BEEE— M MEEXT,
FMEEEprofile SIS EA (paraName )
BT ENENREIE
TagDTO2:
28 i R
tagName String(1-12 | #{3&&A R,
8)
tagValue String(1-10 | #=&8(E,
24)
BRI

GET https://{host}:{port}/iocm/app/batchtask/v1.1.0/tasks/******?appld="***+**
Content-Type: application/json

a pp_key: Fkkkkk

Authorization: Bearer ******
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IEE NN 73~G1
Status Code: 200 OK
Content-Type: application/json
{
"taskld": "********",
"taskName"; "xiririsn
"appld": "********"'
operator": "
"taskFrom'"; "kt
"taskType": H********H'
"Status": "********"'
"startTime'"; "Mririrn,
"timeout": 1000,
"progress": 100,
"totalCnt": 100,
"successCnt": 70,
"failCnt": 10,
"timeoutCnt": 10,
"expiredCnt": 10,
"completeCnt": 100,
"successRate": 70,
"param": {
"fileld"; MrE
}
}
xS
HttpiR | 55 =R Lzl
S5
400 100019 Illegal request. IEXIEK,
EEERIN . IBEEIERPRIY
400 100022 The input is invalid | BIASE T
QMIEEY . BEEROERIEKRP
EHSHIEEN
403 100203 The application is NEBAREFEE,
not existed. QMFBEEIN ;
o BIEHTTPIEKLIGPIETAY
appldE2EBIR.
o BEREIFKRIEE (url) PEADY
appld2BEix.
403 100217 The application N FAAR AN o
hasn't been QBRI BIERFIEIURS, 1B
authorized A RSERappld A==,
403 1010009 | app throttle exceed. | NFERBEOTFHREE, Biginis
8 (BRMER1000X%/60s ) -
SEIEEIN: EXRAIEXNSE S 4EF A
RFXRESESE RO
FEsRER,,
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Httpik | FRiXA3 fEi=fA Lol
=B
403 1010005 | Invalid access token | {&i2a0token{SE.,
or appld. QMBI BTSRRI
HaccessToken2EEIR.
404 105005 The batchTask is HEESAFE.
not existed. SMBEEN: EREEOERBY
taskld2EEIR.
500 100203 The application is NRBAREFE,
not existed. S EE NG
o B BEHTTPIERLIEPETHI
appld,—E 5BI=.
o HFIEIERIZEER (url) FEAND
appld@BBiR.

1.10.3 HHHIEESHFHESER

ZEOiHAR
MRS EETD ‘oI EES” EORE T RSO EREESE, ERLEO
EOZMEEZHPAHESINFRES, WESHHTIRES. E85R5%E.

URI
BKBEE GET
URI /iocm/app/batchtask/v1.1.0/taskDetails
LTI HTTP/HTTPS

5kSH
2 ﬁi’is/ﬁl E it B A
app_k | @i String | header | iGIAIEXMEEBINAID, TEHIEXMNESE!
ey EN RS EIAS .
Autho | %% String | header iEI‘E‘LI'—FZJH?EWqZE‘EI’JlNEGM {89 “Bearer
rizatio {accessToken}” , Er{accessToken}9iE A
n EUEOIREIRYaccessToken o
appld | A% String | query | #tE(ESBAERINAID, HEEIENNEAT

it EESHABTEES,
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sy | |xm |gE

ik

taskld | Wik

String | query

EESHIID,

status | Ak

String | query

EER9EBIRE, Pending/WaitResult/
Success/Fail/Timeout,

String | query

i’%ID, BFE—tRRA—MRE, AR
AT EREX M B D ECRIS o

String | query

BEHLID, AFE—IRR—5RS, £F
RiSEHOREYBMTASERE.

Intege | query

SNEESY, BENERSRNETIEESR
BENRESE, BUAME0, ERE—T, BE
SEEIAXRTFFTOREL.

device | BJi%k
Id

comm | OJik
andld

page | AJi%
No

pageS | BJi%
ize

Intege | query

SNEESY, EHERSNETHERE
THICRE, BOAMEY925, BUESEEN1-250
RIEEEL

)=
Status Code: 200 OK
e it A
pageNo Long EIFRIR.
pageSize Long TABERNHE.
totalCount Long EHERMES SEL
taskDetails List<QueryTaskDe | {ESZiFBEEIIE.
tailDTOCloud2NA
>
QueryTaskDetailDTOCloud2NA:
2% S ik
status String ESHATIRZE, BUESEBE: Pending/
WaitResult/Success/Fail/Timeout,
output String HEBTEGSHBLER.
error String ESAMERIRE, B {\"error_code\":
\"\ " \"error_desc\":\"*\ "},
param ObjectNode TEESEENEFSEH,

MAERRAS 17 (2020-06-29)

WRAERE © LA/ ARBIRAE 219




REEE
APl &% 1 M AP 2% (BCERFER)
ObjectNode:
2H E-Sit) e
deviceld String REID, BFHE—RR—MEE, s
A ERIBX NS & 2 BoikTS
commandld | String TARIGLID, BFHE—IRR—5F6<S, &
RIZFWSITHEYENFEHEIRS .

iBERTA

GET https://{host}:{port}/iocm/app/batchtask/v1.1.0/taskDetails?
appld:********&taskld:******&StatuS:******&pageNO:******&pagesize:******
Content-Type: application/json

app_key: *kkkkk

Authorization: Bearer ******

IERE M

Status Code: 200 OK
Content-Type: application/json

{
"totalCount™: 1,
"pageNo": 0,
"pageSize": 1,
"taskDetails": [
{
"status": "WaitResult",
"output": "{\"requestld\":\"****\" \"commandResult\":null}",
"error": null,
"param": {
"deviceld"; "errrEx
"command|d"; "rrErEER
}
L
{
"status": "WaitResult",
"output": "{\"requestld\":\"******\" \"commandResult\":null}",
"error": null,
"param": {
"deviceld"; "errrEn,
"commandl|d"; "rrErEER
}
}
1
}

tHi=0g

HttpiA& | =B iR Lzl
B
400 100022 The input is BMASHTL

invalid IEEY: B EEIEARIBERS
EHSHRIGIEN
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HttpR7E | $EiR6D A 5AE
5
403 100203 The application is | RFBARFE-
not existed. QAIBIEY :
o BIBEHTTPIERLIEHiETR
appld@BAEIR.
o BREIERIZR (url) PEAR
appld@&aEix.
403 100217 The application N FAARABAEAN o
hasn't been SMBEW: EIENRENES, B
authorized HAESRE R appld s,
403 1010009 | app throttle NEEBZEOE TIRE, BEinE
exceed. B (BIANMER100/%/60s )
QLIRS : E%%#ZJH%I@$E‘Z&}FA
RIFARIERESEEFZONE
2k
403 1010005 Invalid access H2ftoken(S 2.,
token orappld. | phmEEy: EREIEOEREHE
®accessToken2EBEIR.
404 105005 The batchTask is | ItEESREFE,
not existed. SMBEEY: B EEOERP
taskld@E TR
500 100203 The application is | AR ZFEE,
not existed. QMBI :
o BIEEHTTPIERL A ETHY
appld@EHBIR.
o BIEEIBKIZRER (url) PEARY
appld@BABIR.
500 50252 Internal server RSS2z ITAEREIR
error. RAIBFEIN . HPEENFEE AR EIR,
IBIAEYBANESHIP ARLIE,

1.11 1ZREEE

1.11.1 @ISR AH
E35R

R FARRSS 2R DA R OB & EeEiREE, FHERFIALIFERIREE
A, HTDEER. AXNREHITELEREN (MARKERES. BT RHS

F) , AETREEREEEHTIRIFANRSE .
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EEEIR
—PMRBREABR—MRF
URI
imRGE POST
URI /iocm/app/devgroup/v1.3.0/devGroups
&ty HTTPS
IBREH
2% wAE/mT | SR & fER
i
app_key | @ik String header | iGEHIEXMESAIRAID, TEHPEXN
At B AFES D EAS .
Authoriz | Wik String header i}il‘tﬂ%ﬁ%l@‘ ZERPAEEE, B
ation “Bearer {accessToken}” , Hr
{accessToken} AiERERIZEREHY
accessToken,
name Whis String(1- | body lxsaéﬂg?" NRARNEFEHEL
50) =
descripti | A% String(1 | body REBHNERAEE .
on 024)
appld Ak String body | &&HEFFEHINFID, ZHEIFRIENL
(50) BTHRBENARERS,
maxDev | AJi% Integer | body REBARBEEAHE, WARIMES
Num (>=0) 0, HEANONY, RRINZHFHEAM
PR o
devicelds | AJi% List<Stri | body AINELZBEANEEIDIIZE
ng>
=S
StatusCode: 200 ok
2% il T
name String(50) IRBHBIR, (NRXNEFZEBIHEHF.
description | String(1024) IREHENEIAER.
id String(50) %5 4HID,
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2% i) fik
appld String(50) REFHEFTEAIRAID
maxDevNum | Integer (>=0) | IRRERBHAHSIRT, JEFNOAT, FRIT
IREH SRS -
curDevNum | Integer HPIRBFHEHRRNREHE
devicelds List<String> INEIR BN FIDIIER.,

BRI

POST https://{host}:{port}/iocm/app/devgroup/v1.3.0/devGroups
Content-Type: application/json

a pp_key: Fkkkkk

Authorization: Bearer ******

{

L L L [ ] kkkdkkkkN
name": ,

"description": |l**~k~k~k-kl|,

"appld":
"maxDevNum":
"devicelds": [

Wkkkkkkkxl
’
TWkkkkkkkxl

’
TWkkkkkkkxl

IEE RN

TWkkkkkkkx 1
1

Wkkkkkkdk !l

Status Code: 201 OK
Content-Type: application/json

{
llnameH: l'********"’
"description'; "rrkkt
llid!l: ll********"’
l'appld": "******-k-k",
"maxDevNum": "********",
"curDevNum": "********",
"devicelds": [
1
}
IR
Http RSB | FBIREE | Hi=fR 15488
200 100203 | The application is N AREFE,
not existed. RMFBEEIN |
o BIBEHTTPIER LGP
appldE@EBIR.
o BHEIBERIEEE (url) PEAN
HYappld2BBIR-
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HttpA&SED | iR | EiREhA izl
200 100217 | The application N AR ARHEAY
hasn't been SNEEEN: BIENBERIGS, 15
authorized. A RS EFRIappld =,
200 100602 | The device group RBEZFEEFT,
name has been SMBEW: BIERIEOERPRE
used. SHER.
200 100607 | The devGroup has | & EEBIAZIRE,
reached the limit. | ghggiy: BB ORI EE
HEEHEi1XZLicensefREAYIEL
= iR,
400 100609 | Too much devices MRS IRBEIREH,
to add. QMEBEEY: i5HEiAdeviceldsHRAgIG
FIDHEEmaxDevNumiZ & EM
400 50400 | The inputis invalid. | BIASET .
AIBEEEN : B EEOERSKRS
EESHIEENE.
403 101000 | app throttle exceed. | MFAREOT FIREE, BiTinRzE
9 8 ( BRAER1000%/60s )
QbEBFEIN : H%%#QJH%WSF‘:.*?&FA
RAXRERESEESEONRE
FRST=R
403 101000 | Invalid access token | ££iRR9token{S2.
5 or appld. QMBPERIN: BTSRRI
H=HaccessTokenEFHIR,
500 50252 Internal server REZ a1 TAEEIR .
error. QIBFEIN . HPEENEE AR EIR,
IBEAEYBANESHIR ARLIE,

1.11.2 fflpRrizEEH
EO35R

ERDETE, NARSHETIBFEREARMREH, BAEEMBRMNTa E4ER
FizmrBRERN, TERALZEOEMENTaRicEEREE.

URI

BRGE

DELETE

MAERRAS 17 (2020-06-29)

WRIERE © HERRARBIRAT

224




REEE
APl &% 1 MR API 2% (BXBRFPZER)
URI /iocm/app/devgroup/v1.3.0/devGroups/{devGroupld}
T HTTPS
=P
2% Wikl | B uE |k
AJik
app_key | 4% | String | head | iGIAPEXMESRINFID, EEAMFEESE!
er EN A AES D EAS
Authoriz | @& | String | head | J5IE¥EXNMFEESRBAIEEE, )9 “Bearer
ation er {accessToken}” , Hr{accessToken}9ifd
Uz [EIAYaccessToken,
devGrou | #3% | String | path |iR&HID, FEEINRSEESEHYBEMFESIR
pld Elg-j(h?g‘o
accessAp | AIiE | String | query | IRFBAFAEINAID, HMIPRIEIAETEY
pld REHEHNABTEIES,
)24
StatusCode: 200 ok
=P Nl
DELETE https://{host}:{port}/iocm/app/devgroup/v1.3.0/devGroups/{devGroupld}?accessAppld={accessAppld}
Content-Type: application/json
app_key: *******
Authorization: Bearer ******
IEE @Rl
Status Code: 200 OK
T
HttpiR | HHIRMB | HiRit 15i8H
=B
200 100203 | The application is not | NARZEE.

existed.

IS EEEESIVE

o BIUBEHTTPIERLEFETRY
appld@&EHiIR.

o BFHEBERKRIZR (url) PENH

appld2EHIR-
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Httpik | {BiIRMB | =l 1588
S5
200 100217 | The application hasn't | RFAFRHIFI .
been authorized QMBI EIERIFERUAS, 0

INBRSHHRappld A=,
200 100603 | The device group is REBHLRFE,

not existed QMBEZEN : B EIRSREIDES
78
403 101000 | app throttle exceed. | MFAERZEOI TR, BITREE
9 (BUAER1000%/60s ) -

QMBI EXRMIEAMF a4 AR
EXRE S EE fHE O RE AR

403 101000 | Invalid access token fEiRMtokenE 2 .
5 or appld. QBRI BB OIE R ETES

fJaccessTokenE2EEFHIR,

500 50252 | Internal server error. IRz 1THEREIR
QMBI YIEXMEEREREIR, B
BRI EHIP ARIME,

1.11.3 (BHUREFAH

ik AA

HEWSLTEREEMORFHEEE, IMRFHBR., REERFHNERGEF, N
ARSI R LR e EIREHIIEE

URI
imKRGE PUT
URI /iocm/app/devgroup/v1.3.0/devGroups/{devGroupld}
&ty HTTPS

ERSH

2% wik/ | 3B VE fiu
aJi%k

app_key | ik String header | IBIAIEXMFEERINEID, 7E4DEXMFE
BeIENEIBFEA D EAS.
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=351

i5RHl

2 Wikl | KR & A
aJik
Authoriz | %% | String header | IGAYIEXMFESETAIEES., B
ation “Bearer {accessToken}” , EHrh
{accessToken} 9l FIEEAEE IR EIRY
accessToken,
accessAp | AJik String query REAFEAINAID, HIEBUSNRNA
pld THIRBENAEEERS,
devGrou | @4 String path REBAEID, EIENNREES YL F
pld (50) BIREERS .
name WA String body REBABIR, MRXNEZFFHHFE.
(1-50
)
descripti | AJi | String body IRFHAERER
on (1024
)
maxDev | AJi% Integer | body REHISFRAHE, FAMEN0,
Num (>=0) BEH0RY, TRXZEHEAMRES -
StatusCode: 200 ok
¥ i faR
name String(50) RBHBR, NRXNEFZBHEHF,
description String(1024) RBHEAEE .
id String(50) REHID,
appld String(50) REBHFTERINAID,
maxDevNum Integer (>=0) IRBERERAHERG], HEHORT, &
TANEEHERHPRS
curDevNum Integer HENRBEHRNREH=E.

PUT https://{host}:{port}/iocm/app/devgroup/v1.3.0/devGroups/{devGroupld}?accessAppld={accessAppld}
Content-Type: application/json

app_key: ******

Authorization: Bearer *****

{
name'': "Rk
. ’
"description": ll******n’

*
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REEE
APl &% 1 RIFBMU APl 2% (BXBRFER)
"maxDevNum?"; "exkerket
}
IEE M Mz7~B
Status Code: 200 OK
Content-Type: application/json
{
llnameH: "********"’
"description'; "Rk,
llid!l: ”"k*******",
"appld": "********"’
"maxDevNum'"; "t
"curDevNum'"; "k
}
IS
HttplR | SRS | 5k 15388
L
200 100203 | The application is not NAAREE.
existed. QMEEEEIN
o BRBHTTPIERLEGFIES
BYappld2EHi=.
o BIEIEKRER (url) PEA
fYappld2EHi=.
200 100217 | The application hasn't N FIAREARAN
been authorized. QhEBEEIN: EIENIEIUAS,
IBIIAERSH P RYappld A=,
200 100601 | The number of device in | IRFERIEEZXBREKAE,
the group has reach the QNN BN MERERER
max. RIS FEEEmaxDevNumig &
BRTEEA .
200 100602 | The device group name | iRFBHWEZFERFE.
has been used. SMEEEIN: EIERHE OB R
IRFHEER,
200 100603 | The device group is not | IRBEHERFE.,
existed. GMNBRIY: BINEREEIDES
1Eff,
400 50400 | The input is invalid. BMANSEHIL
IR BB OIERIEK
RIS SHIIS IR
403 1010009 | app throttle exceed. NEERABZEOZTFIRE, BER
=8 (BHAER1000%/60s ) -
QBN BXRYIBE R AL
ARBRRESEEHREESEO
AOE RS ,
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AP| & 1 MM APl 2% (BXERFEA )
Httpik | R | R Lol
=B
403 1010005 | Invalid access token or 22 mtoken(S 2.,
appld. QBRI B BRSSP

¥t accessToken2B 8%,

500 50252 Internal server error. RS ITHEPEIR -
QMG PPEXE S IEREE
IR, BERYIENESHEIPAR
AR,

1.11.4 IR FHIIE

¥R
N ARSSEABLIEOEOSRICIRBRIFIEIRBHIIFER, L TBIamisEA
R EMERER.
URI
imRGE GET
URI /iocm/app/devgroup/v1.3.0/devGroups
EthiY HTTPS
RS
2% Wik r] | KB | [UE | Wk
i%
app_key | @ik String | heade | iGEIBXMFEERIRFEID, EMEANFES
r SIS AR HFE DBk .
Authoriza | Wik String | heade | iGE#IEXMFEERNAEER, BN
tion r “Bearer {accessToken}” , Hrh
{accessToken}/9ifE BEEAIE IR EIRY
accessToken,
accessAp | Ak String | query | IRFAEMERINAID, SEGENNAT
pld HIREENAREEE.,
pageNo | @Ji% Intege | query | PTREASH, EEIERHRERIIEE
r EFENREE, BIAME0, EiFE—
N, BECEAXTEFTORIEL.
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2% wig/el | KB | (B | ik
i%
pageSize | AJik Intege | query | PIRERSH, BHERHSRERIER
r SRR, HANERT, BEEER
1-500H9%E2S
name AJi%k String | query | IZEHZIR,

=351

StatusCode: 200 ok

2% ESic) E[5:75 S

totalCount | long REBHSE

pageNo long BifERRTE,

pageSize long BRRHHICRE=E.

list List<QueryDevGroup | iRZFHEEIFE.
DTOCloud2NA>

QueryDevGroupDTOCloud2NA:

2% ESic) fEik

name String(50) REABIR, MREXNEZFBHHF.
description | String(1024) REBHEAEE .

id String(50) REHID,

appld String(50) REBHFTERINAID

maxDevNu | Integer(>=0) REBHESERAHERS, Z{EHO0HT,
m RN BEHEAHMIRH
curDevNum | Integer LENRBHERNREHE.

creator String(1-50) IR RANBFRER,

=Nl
GET https://{host}:{port}/iocm/app/devgroup/v1.3.0/devGroups?
accessAppld={accessAppld}&pageNo={pageNo}&pageSize={pageSize}&name={name}
Content-Type: application/json
app_key: *kkkkk
Authorization: Bearer ******
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1 MM APl 2% (BXERFEA )

IEE RN B

Status Code: 200 OK
Content-Type: application/json

{
"totalCount": "********n'
"pageNo": 'l******n,
"Eagesize": Wokkkdekkkk 11
"list™: [

"object"

1

}

HI=g
HttpikZ | BIRB ferietiA 1548
5
200 100203 The application is NEBARFE.
not existed. QMEBEEIN
o BIBEHTTPIERLEFHETAY
appld@&aEix.
o BIUEIEKIERE (url) HEAN
E{JappldKEElz:l:Ei;o
200 100217 The application N FBAR AN
hasn't been ahEERY: BB E, 15
authorized. BN RS Pappld =,
403 1010009 | app throttle exceed. | R FIERZEOITTHRE, BidRE
8 ( BKIAER100/%/60s )
QEE&ZH§%3W”§ﬁFA
SRR EDSEIEHZORE
=,
403 1010005 Invalid access token | {Ei=E9Token{E 8.,
or appld. QMIBEEY : BB OISR
EhaccessTokenEEHIR .
500 50252 Internal server RZERIZTAEEIR
error. QMG PIEXE S AEREIR,
BIREYEBNESHERP ARLIE,

1.11.5 EHiEEIRRE
iR

MRS RE R e IRBEHNER, UTHRZREEERER, riERLtE

AEFiEEREEIER
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APl &% 1 BRI API 2% (BXBRAFRZER)
URI
BRAEE GET
URI /iocm/app/devgroup/v1.3.0/devGroups/{devGroupld}
&ty HTTPS
IBREH
2% wik/ | KB e R
G
app_ke | @ik String | header | GIAIBXMEFSRINFEID, EIBXRFEEE!
y ENANBFEERERE.
Authori | Wi% String | header iEfEﬂ%H%W"“E’JLAIE{EU , {B59 “Bearer
zation {accessToken}” , Hr{accessToken}9iE
Bz OR(ElRYaccessToken,
devGro | Wik String | path REEID, EEINRSEEEHIENFESIR
upld EIEFRER
accessA | BJik String | query | IRFEMERINAID, HEEFANNATEY
ppld REFANAFEERS.,
R3S
StatusCode: 200 ok
8% =it )
name String(50) RBHBIR, NMRRXNEZEHHF.
description | String(1024) IRFHAERER
id String(50) REFAHID,
appld String (50 ) REHEFTERINEID
maxDevNu | Integer IRBHRZERAHERT .
m (>=0)
curDevNum | Integer HENRBREARRNZEHE.
creator String(1-50) SIERIREHAVEP AR,

BRI

GET https://{host}:{port}/iocm/app/devgroup/v1.3.0/devGroups/{devGroupld}?accessAppld={accessAppld}
Content-Type: application/json

a pp_key: Fkkkkk

Authorization: Bearer ******
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REEE
AP| & 1 M API 2% (BAERFPER)
IEE N R~
Status Code: 200 OK
Content-Type: application/json
{
"name": "********"'
"description'; "FrkrRx,
"id": "********",
"appld": "******"’
"maxDevNum'"; "t
"curDevNum"; "k
""creator'; "HHrrRR
}
IS EL
Httpti R3S | §5iRA3 EIRA Izl
5
200 100203 | The application is not | REFAARTFE
existed. QhEEEEN:
o BINBEHTTPIERLIgFHIETRY
appld@&HBI=.
o BIEEIEKIEE (url) PEAN
Happld2@EBIR.
200 100217 | The application R FARARAE .
hasn't been QMBEEY: EIENAENGS, B
authorized. FABRSHFRIappld =,
200 100603 | The device group is RBHEHAFE.
not existed. QMBI BRERRAIDESE
;8
403 1010009 | app throttle exceed. | MAAMAEOTTINE, BiIgHE
B (BHAER100%/60s )
SRIEERI: EXERYEANSE éjé&}F‘A
RFXRERERESEFZONE
SR,
403 1010005 | Invalid access token Eixmtoken{E &,
or appld. QBRI BB OERPETE
e haccessToken2EEHIR -
500 50252 Internal server error. | BREZERIZITHEREIR,
QARG YPEENES EREIR,
BRI N AR ARLE,
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APl &% 1 MM APl 2% (BCERFER )
1.11.6 EiEiEEREHMR

5 AE

NARSSREREEE R MIRBHPRIRKEMRDMIER, ERLLEROETEER
BHINREHRRIIFRER

URI
iBKGiE GET
URI /iocm/app/dm/v1.2.0/devices/ids
&5ty HTTPS
IBREH
2% Wk el | KE & iR
&
app_key | @ik String | header | iBIE#IEXMESHINFEID, EMIEXMFE
SeIENANBFEERERS.
Authoriz | #%i% String header | IBIAHIBARMFESEVAIEESR., B
ation “Bearer {accessToken}” , EHrn
{accessToken} AiEFALERIZEOIREIRY
accessToken,
devGrou | #4i% String query | IREAEID, EIEIMEHESHYIEXMNFE
pld BIREERS .
appld AJigk String query | IRTBHEFTBRINFAID, ZBIEHEANA
THIESERRNARTEERS,
pageNo | AJi& Integer | query | DREGSH, BRERDRERINE
EEEENREE, BAME0, HiFE
_D.i; HWE:?FE’.F?SjC:_F%:_FOE"Jgﬁo
pageSiz | BJi% Integer( | query | DIREFSH, EEERSNERNE
e 1000) RETCRE, HINMES10, BUETE
BEAXTFEFT1R9EH,
R3S
StatusCode: 200 ok
2% il R
totalCount | long IRFBHEMIRE D
pageNo long BIRERRG,
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APl &% 1 M AP 2% (BCERFER)
2H i) fiR
pageSize long BRIZHICRH=.
devicelds List<String> | I2FHANIRFIDIIZE.

iBERTA

GET https://{host}:{port}/iocm/app/dm/v1.2.0/devices/ids?
devGroupld={devGroupld}&accessAppld={accessAppld}&pageNo={pageNo}&pageSize={pageSize}
Content-Type: application/json

app_key: Fkkkkk

Authorization: Bearer ******

IEEMNB

Status Code: 200 OK
Content-Type: application/json

{

npageNou. Wikkkxkk11
. ’
"pageSize": Il-k******-kll’

"devicelds": [
}]
BI=0
Httpik | &= E ST 2tz
S5
400 107001 The serviceld is not IRSZIDAZEIE -
exist. QMBI B EREOERPE
serviceld2EBIR.
400 107002 | The properties is RERMARTFE.
empty in database. | giymEmy B EREOERB
serviceld2EHIR.
400 107003 | The request IRBIRESIAR
properties is QMBI BIREIRE S TANE
unknown. i
403 100203 | The application is not | R FAFE.
existed. QMFBIEY:
o BIEHTTPIER LI HETHY
appld2&HiR.
o BINEIEKIEE (url) H{EN
E"JappleEEzl:I:ﬁi%o
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Httpik | f&I=M fRifA jizl:lz
S5
403 100217 | The application hasn't | RZFBRIEIZIN
been authorized. RBEEY: EIERRENGS, B
AERSHFappld 8=,
403 1010009 | app throttle exceed. | MABERZEOSTIRE, BiTRE
& (BRAMER1000%/60s ) .
SIS EEIV H?E%%H%quééﬁﬂj)\
RFAXRRFRESE TG EOE
SR,
403 1010005 | Invalid access token i Token(S 2.,
or appld. QB B BRSPS
tHhi9accessTokenEFHEIR.
500 100203 | The application is not | R FARFE.
existed. QMEBEEIN:
o BIBEHTTPIERLIGFHIETRY
appld2&aiz.
o BINEIBKIER (url) HIEAN
Aappld2EEI=.
500 50252 Internal server error. IR ITHEPEIR -
QMBI YIEXNE R REREIR,
BERYIENESHIP ARLE,

1.11.7 EIMEEBEER

AR ECMBRERERRFBMIIEMREED, NARSRERILtEODE
ERFARMIREHAR . EORFERNRER, BB “‘EiigEREdE” E0
EMZRBFEHNARMREHERERNREFHNERS], WRRFEPIEEEBEIIAIFN

BEAE—MIREA,

POST

/iocm/app/dm/v1.1.0/devices/addDevGroupTagToDevices

BEMi%AA
REHE.
pES_E A
—NgE R
URI
BRI
URI
FERITIY

HTTPS
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REEE
APl % 1 MR API 2% (BXBRFPZER)
BREH
2% WAk Ay | 5B & | #Ek
i
app_key | @ik String head | IGIEIBXMFESAINFEID, TEVDEANF
er BEIENANBFEEDERE.
Authoriz | @i% String head | iHIEIMEXMESIVAIEES, BH
ation er “Bearer {accessToken}” , Erh
{accessToken} i HEAUIEOIREIRY
accessToken,
accessAp | AJik String quer | IRFHEREINAEID, HABNNET
pld y B BAENRRN I TEERS,
devGrou | wi%k String(1-5 | body | I8%BEID, EISIMLEHEBEYIELMNE
pld 0) zﬁ\ﬁ@&?go
devicelds | #i% List<Strin | body | ERINFIIRFEHANZFIDIIZE.
g>(1000)
IREISH
StatusCode: 200 ok
2H E =it fER
devGroupld | String(1-50) &2 HID,
devicelds List<String> INEhEEHNREIDIIER,
=P Gl
POST https://{host}{port}/iocm/app/dm/v1.1.0/devices/addDevGroupTagToDevices?
accessAppld={accessAppld}
Content-Type: application/json
a pp_key: Kkkkkk
Authorization: Bearer ******
{
"devGroupId": ket
"devicelds": [
1
}
IEE IR~

Status Code: 200 OK
Content-Type: application/json

"dEVGI'OUpld"; '|~k-)<-k~k~k~k||'
"devicelds": [
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1
}
EI=g
HttpikE | =B A BB
8
200 100601 The number of device | IZFHERIRFIXFIRKE.
in the group has SMBEEY: BEHRAMBNREAER
reach the max. B8 Z B EmaxDevNUmMiBZ S
ESEERN.
200 100603 The device group is | I8FBARFE.
not existed. QB BREREEIDES
1FH#,
400 100604 The device group BREBHAEE
request parameter is | gLymzEiy-
invalid. . - -
o BNEZOBKRPANZFIDZE
BEIR,
o BHNERBHETAIZKIRZ
BHEIRH
400 50400 The input is invalid. BMANSE T
QBRI B EEOERBK
IET SIS E M.
403 100203 The application is not | RZFIARTFE.
existed. QNBZEIN:
o BIBEHTTPIERLIFHHETY
appld2&EHIR.
o BIEIEKIEE (url) HIEN
Bappld2EBiIR.
403 100217 The application I FBARAFIEAN
hasn't been phImERY: EIEENGE,
authorized. BABRS R appldH=.
403 1010009 | app throttle exceed. | MFFABEOS TR, BiTR
#E (EAER1000X/60s ) o
SIS LT ERIVE H%%%H%quééﬁ?)j
ARBXXRIZRELREESEO
AOERISER
403 1010005 | Invalid access token | {£iRHYToken{S &2,
or appld. QB B BRSSP
EEEaccessToken2EHIR,

MAERRAS 17 (2020-06-29)

WRIERE © HERRARBIRAT

238



REEE
APl &% 1 RIFBMU APl 2% (BXBRFER)
HttpiAZ | XD Ei=fA 5i8H
5
500 100203 The application is not | RZFARFE.
existed. RNBZEIN:

o BIBEHTTPIE LI PERRY
appld@BBiR.

o BREIEKIEE (url) HIEN
BJappld@EBI=

500 50252 Internal server error. | [REEIEITHEREIR.
QMG YPEEE S IEREE
iR, BREEYBEMESHIPAR
MR,

1.11.8 fHpRIZBEER

OB
LHRBEPHI—N B MEELBEABTZEEH, NARSESEEARLLZEOMNES
BRI EHR o
URI
BERGE POST
URI /iocm/app/dm/v1.1.0/devices/deleteDevGroupTagFromDevices
E5T10100S HTTPS
IBRESH
¥ Wi/l | KB e A
app_key | @ik String header | iGIEMZEAMFERINAID, 74
BXME At N BRI AEE D
ETREN
Authoriz | #4i% String header | IBIEAIEXRMFEEVAIEES., &
ation 73 “Bearer {accessToken}” , H
fr{accessToken}J9ifE AR IE O]
1R [ElfYaccessToken,
accessAp | A& String query | ZEHFTBRINAEID, HAIEIN
pld N AT AR BEMIR SRS A T
FiR5,
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APl &% 1 BRI API 2% (BXBRAFRZER)
2H Wiik/ETiE | KB B iR
devGrou | #4i%k String(1-50) | body REAEID, EEIMREEEHY
pld BN EIREEAE
devicelds | #4i% List<String | body FE Mg FAHEMPRINIREIDIIZER
>(1000)
R3S
StatusCode: 200 ok

5Kk pl

POST https://{host}{port}/iocm/app/dm/v1.1.0/devices/deleteDevGroupTagFromDevices?

accessAppld={a

Content-Type: application/json

ap p_key: Fkdekkk

ccessAppld}

Authorization: Bearer ******

{
"devGroupld": "*rrErt,
"devicelds": [
1
}
IEE R~
Status Code: 200 OK
TES
Httpik | EEI=B xR 15488
S
200 100601 The number of device in | IZFHERIRFIXFRKE.
the group has reach the QMBI EHEA TS SEN
max. AIEEHEEmaxDevNumig &
EESEER .
200 100603 | The device group is not | IZFEFRFE.
existed. QMR B EREEIDER
1FH#,
400 100604 | The device group BREHAEE.
request parameter is P S AN
invalid. N .
o BHEEOBEKPANZEID
=hEI1=.
o BRNEIREHER/AREIRK
REFHERT .
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IREEIE

APl &%

1 MM APl 2% (BCERFER )

Httpik
o 12

=63

TR

il

400

50400

The input is invalid.

BMNSHTN .
QeIEEY: B EREOIEARIEK
PR SHEIEN

403

100203

The application is not
existed.

NBAAREE

LISELESVE

o BIBEHTTPIERLig i
HJappld@EHIR.

o BIUEIEKIEE (url) g
ANBappld2EBIR.

403

100217

The application hasn't
been authorized.

Rz FARAAZN o

SMBEN: BIFNABENIGR,
IBAIE RS PAYappldf

zS
T o

403

1010009

app throttle exceed.

NAERZEOZFINE, BTnR
E ( BMAER1000%/60s ) o
RMTRFRIN . BERYIEE S S 4R
ARBX RSB EEGEO
AYE SRR

403

1010005

Invalid access token or
appld.

2 280token(E 2.,

QRIEENY: BB CIER AT

EiraYaccessToken2HBEIR

500

100203

The application is not
existed.

NBAAREE

IS EEESIVE

o B BEHTTPIERLIgHiES
AJappld2EHiI=.

o BIUEIEKIERE (url) g
ABappld2EBIR.

500

50252

Internal server error.

ARSS 2RIz TREREIR o
SMEEN . MIEXRFE & AERE
%, BEARYEMFELHERAR
%i@o

1.12 18%HR
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APl & 1 MM APl 22 (BSERRER)
1.12.1 EGhRA %%

AR

FEHATIREIRAFREI, NARSHFIEALLZEOEEER HEZIIEMFESHIMRA
FRAFIXRER, WBRREFEARNRAIEE LEZIFES, URERGEEHEEK

BORRAE
URI
iBKGiE GET
URI /iodm/northbound/v1.5.0/category
&5ty HTTPS
RS
8% Wik m] | SEBY AYA=1 R
pri
app_key WA String | heade | iAIEIBXMESRIRAID, TEHPEXN
r FEBIEEN BRTAFEE D EIRS .
Authorizati | % String heade | iGEIBANMESRBAIEHER, B
on r “Bearer {accessToken}” , Hrh
{accessToken} gl £ E IR ([EIRY
accessToken,
fileType aJik String(2 | query | RRAEZER,
>6) e firmwarePackage: E{4&

e softwarePackage: {46
deviceType | AJi% String(2 | query | IRABIEANRERE,

56)
model aJik String(2 | query | IRABIERINREEIS,
56)
manufactur | A% String(2 | query | WRABIEABNRE] B&AFR.
erName 56)
version Bk String(2 | query | IRABHINRES
56)
pageNo aJi% Integer | query | PRREESH, EFERHD RERRT

EEEEENRER, FAME0, BiF
F—R, NECEAXRTFTORIE
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REEE
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2% wyifk/e] | KB g |k

i%
pageSize Gljv Integer | query | PREIISH, ERERDRNERAT
BRETHICRE, EINMER10, B
ESEE1-1008988%)
R3S
Status Code: 200 OK
8% i) fER
data List<Categoryl | IRABIIRESE.,
nfo>

pageNo Integer EIgERIIE .

pageSize Integer EIERBRNICREE.

totalCount | Integer BERERIRICRE.

CategorylInfo:

8% =it ik

fileld String RAEID,

name String RABZFR,

version String RABIREAS

fileType String hRAE SRR,

e firmwarePackage: E{4E
e softwarePackage: ¥f4€)

deviceType | String IRABIEBRNZERE,

model String IRASERINEEES,

manufacture | String RABERINZE BER.

rName

protocolTyp | String IRABIERINZ S MY SER

e

description | String IRABRHEIRMEE

date String RASIIERBER,
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IREEIE

APl &%

1 MM APl 2% (BXERFER )

SH £ Sid

%

uploadTime | String

WRAE _HERUTCRYE], B Efg=t:
yyyyMMdd'T'HHmmss'Z', 40
20151212T121212Z,

ERZR AN XAETE, SFEEECSHTHIE
i,

BRI

GET https://{host}:{port}/iodm/northbound/v1.5.0/category?
fileType={fileType}&deviceType={deviceType}&model={model}&manufactureName={manufactureName}&ver

sion={version}

Content-Type: application/json
app_key: khkkkk

Authorization: Bearer ******

IEFE MM

Status Code: 200 OK
Content-Type: application/json

"data":[
{

il " Rk

una meu:n******u’
"version":"V1.1.10",
"fileType":"softwarePackage",
udeviceTypen:n******u,
Ilmodelll:ﬂ******l!
"manufacturerName":"***",
"protocolType":"CoAP",

"description":"Test software package made by WYH",

"date":"2017-08-11",

"uploadTime™:"20151212T121212Z"

il " Rk

Ilna me!l:”******!l’
"version":"1.0",
"fileType":"firmwarePackage",
"deviceType":"WaterMeter",
"model":"17",
"manufacturerName";"* "
"protocolType":"CoAP",
"description":null,

"date":" 2017-11-11",

"uploadTime™:"20151212T121212Z"

}
1y
"pageNo":0,
"pageSize":2,
"totalCount":2
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APl &% 1 BRI API 2% (BXBRAFRZER)
xS
Httpi R | $5iR65 fBiRfEA 5488
it
400 120015 Bad request BKREIR.
error. ROIBEIN: B ER OB pageNo
FpageSizeAERBEIERECEA -
400 123029 pageNo or pageNozkpageSizeBH FIR
pagesize RLTRFRIN : & pageNospageSizey
beyond the | a£EufE.
limit.
403 1010009 | app throttle NEBEREOZ TN, 8dRizE
exceed. ( BRIAMEZE100)%/60s )
SEIEEIN: EXEVIEANFE4EHP AR
BT ESREEREOERM
=,
403 1010005 | Invalid access Ei=AItokenE 8.,
token or appld. | ghmesiy: BB KPS
BJaccessToken2EBBIR

1.12.2 EFEERAE

O
TR EIRAFHRET, NARSSETERBLZEOTEIENFEESEIRE NMREAHRE
BIEE, MFREFEARIMACE LERIFS, TRERESEIDESIEERAEE
2, #RzEOsFEEIEERASIIFRZOTIDRERAEID,

URI
BKRAE GET
URI /iodm/northbound/v1.5.0/category/{fileld}
&by HTTPS

IBRESH
S | wik/mE | 2B VA= A
app_k | @ik String header | iGIR4IEXMESRINZEEID, EAPEXMF
ey BN AINEFE S ERE .
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RESE
APl &% 1 R AP 2% (BCERFER)
S | wiE/miE | KB B A
Autho | #%i% String header | iGIEIEXMFESRPANIEER, BEH
rizatio “Bearer {accessToken}” , Er
n {accessToken} AiE AL OIREIRY
accessToken,
fileld | @ik String path IRABID, BT “EaRAESIR" &
RPN
N Rz SE
Status Code: 200 OK
84 E it R
fileld String RAEID,
name String RABZFR,
version String MRABRIMRAS
fileType String ARAEIREY
e firmwarePackage: E{4&
e softwarePackage: #{4&
deviceType String IRAEEAZEEE,
model String IRABERINEEES,
manufacturer | String RABERANEE B3R,
Name
protocolType | String IR EE RN SN ZEER,
description String MRASRERMEE .
date String WRABRIERRBEA .
uploadTime | String MRAE_HERIUTCRTE, REiR=:
yyyyMMdd'T'HHmmss'Z', 40
20151212T1212122Z,
e Z AR XATE, SHEERCH TR
[EJ3% R o

BRI

GET https://{host}:{port}/iodm/northbound/v1.5.0/category/{fileld}
Content-Type: application/json
app_key: Kkkkkk
Authorization: Bearer ******
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REEE
APl & 1 A API 2% (BLNERARPER)

IEE RN B

Status Code: 200 OK
Content-Type: application/json

{

"flleld": "**********",

"name": "******",

"version": "V1.1.10",

"fileType": "softwarePackage",

"deviceType": "rrrert

"model"; "rrERET,

"manufacturerName": "***",

"protocolType": "CoAP",

"description": "Test software package made by WYH",
"date": "2015-2-2 ",

RI=09

HttpiRES | {BiRMB FEimA izt
5

400 120015 Bad request error. BKEIR.

IR IBREROERH
fileldRITE RS IEH o

403 1010009 | app throttle exceed. | MAERZEOCTFINE, BT
nizE (BAMER1000%/
60s )

RCIRERIN . BEXERYIEXME a4
PARBR RIS EHE TS
EORYREBME,

403 1010005 Invalid access token HE1=HJtoken(E &,

or appld. QBN S E OISR
FriERsa0accessTokenEH
=0

404 123002 Device or package RBHEBAFE

file not found. MR EREROERT
Afileld2 B 1ER.

1.12.3 HifRIEERAE

#E5ER

M FAFBEREEFIRERERAE, NARSSHRUERLEZEOEMERNTES £
MRS ERIMRAE, FIRIERAEIDRIBREERNRAEX Y, ERBZEONFER
J “‘EifRAEIIR" ZOEEREEMIRAIRARID,
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REEE
APl & 1 M API 2% (BAERFPER)
URI
BKAGE DELETE
URI /iodm/northbound/v1.5.0/category/{fileld}
E251 0104 HTTPS
BRSH
28 Wik ] | KB ~E R
ik
app_k | @ik String | header B SRR AID, TEYIEARSE
ey ABtIENANBEFEE D ECRE .
Autho | Wik String | header HIEBEMESINAIEEE, BN
rizatio “Bearer {accessToken}” , Erh
n {accessToken} 91 A= AIE IR [EIRY
accessToken,
fileld | @ik String | path IRABID, B “‘EaRAEsIER &
O&EEIRE

MR SEL

Status Code: 200 OK

=]
DELETE https://{host}:{port}/iodm/northbound/v1.5.0/category/{fileld}
Content-Type: application/json
app_key: Kkkkkk
Authorization: Bearer ******
IEE N R7~B1
Status Code: 200 OK
=
HttpiRZ | (iR HiREA 5iAH
i
400 120015 Bad request error. IEKREBIR.
IR B EEOEKF
fileldBtE X2 S IEH o
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RESE
APl &% 1 RIFBMU APl 2% (BXBRFER)
HttpiAZ | {E5iRE5 fEi=A 5i8e
B
403 1010009 | app throttle exceed. NEEABZOZ TR, B
iﬁ}?i){ﬁ ( BAMBER100:%/
60s ) o

QMR : EXERMIEX a4
PARBRRE I ESNE =
EORYEAMER.

403 1010005 Invalid access token or 2iZAJtoken(E 8.
appld. QBRI BB OISR
FrErHYaccessToken2 %
I=o
404 123002 Device or package file BB FE
not found. QBRI BB OISR

AYfileld2EIEM

1.12.4 BIEREHRIES

O
BRI EH TR R, NARSSEOIERLHEO NS MRE IR R
155, FAREnEHRERRAEE LERENES .
EREIN
(XZIFXHERLWM2MIBSUZ AR B TS H R o
URI
BRG*E POST
URI /iodm/northbound/v1.5.0/operations/softwareUpgrade
fEHY HTTPS
BRESH
S | Wik/E | KE = A
app_k | ik String header | 5IA¥BXMFEERINAEID, 7EHEX
ey MF & eI RIS o Eok
=N
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RESE
APl &% 1 BRI API 2% (BXBRAFRZER)
S | Wik/mnNE | KB E R
Autho | @4i% String header | BB FESENANIEEE, BEH
rizatio “Bearer {accessToken}” , Erh
n {accessToken} B REEAIZEOIR
[E]fYaccessToken
fileld | Wik String body ERRIBIRRAEID,
target | @ik OperateDevi | body ERITHRRIER
s ces
policy | BTk OperatePoli | body FRAESHIRITRES .
cy

OperateDevices:

B8H Wik/m] | PR g |#k

%
deviceGro | A% List<Strin | body | IRFBHBIRIIE, RBZIF256 M
ups g> &,

SEEREIIRAN _iE—.

deviceType | BJifk String(25 | body | I®&&EE,
6) IEEIREIERT, LB,
model Bk String(25 | body | 8FELE,
6) HEREIREART, TR,
manufactu | BJi%k String(25 | body wE BER,
rerName 6) IEEIRGART, FRNE.
devices aJik List<Strin | body | iR&BIDIIE, RBZIF256MKE
9> SiEERgERrN TiE—,
OperatePolicy:
e WhisE/e] | 5B g | ik
%
executeTy | @hifk String body | #4728, EKIAEANOW,
pe o now: BITEHIT
e device online: &% _F&ATHIIT
e custom: HENX

SASRRAN 17 (2020-06-29) WA © LR ABIRAE] 250




IREEIE

APlI &%

1 MM APl 2% (BXERFEA )

R S &

BRI

IEE RN

2% WA m] | 2R & |k
i%
startTime | AJik String body | {E3#147038], executeTypegcustom

Adwiik, FEESUTCRTE, B:
yyyyMMdd'T'HHmmss'Z', 40:

20151212T121212Z,
SEEREA TR X B it ThTE
i,

endTime | A% String body | {ES3{Z1ERTE], executeTypelgcustom
AWk, REEBUTCHYE, #&3(:
yyyyMMdd'T'HHmmss'Z', 40:
20151212T121212Z,
SEEREA R X B i ThTE
e,

retryType | AJi%& Boolean | body | MITKMEEHITEIRX, FAFREL.

e true: =iz
o false: AEif

Integer[1 | body | Ei{iRE], BUESEE1-5, retryType/s
51 truefJ ik,

=

retryTimes | A

Status Code: 2000k

2H ESis R

operationld String 1B{EES3ID,

POST https://{host}:{port}/iodm/northbound/v1.5.0/operations/softwareUpgrade
Content-Type: application/json

app_key: Khkkkk

Authorization: Bearer ******

{

"fileld": Il-k-k-k*******ll’

"targets": {
"devices": [
1
}
}

Status Code: 200 OK
Content-Type: application/json

{
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REEE
APl % 1 MR API 2% (BXBRFPZER)
Iloperationld”: Tkkkkkkkkkkl
}
e
HttpiAZ& | FEiRiB iR 15488
fig
400 120015 Bad request error. EKREFIR,
SRR IBREIERESHEY
=HE8IR.
400 123016 The parameter is SR, BisiRASisE
error, targetversion REAITES,
not match with QBN ISR E R OER T
device. deviceType.
manufacturerName.
model, 52#fileldiEERIE
RABEREE—Ho
400 123019 manufacturerName is | T EZRRBIRE,
null. QBN B EREOERT
AYmanufacturerName@&
=,
400 123020 deviceType is null REREATHT,
IR B EREOERAF
MdeviceTypeREHHNZ
400 123021 model is null. IRBHESHENZT,
IR B EREOERAF
AImodel2H A=
400 123022 deviceGroups and deviceGroups#devicesA&EfE]
devices cannot be null | BFR%,
together RMBEEI: deviceGroups5
devicesNEIEZE—MHITIH
(R
400 123023 deviceGroups and deviceGroups#devicesAgE[E
devices cannot be A7F 1T
exist together QhIEFEIN: deviceGroups5S
devices RBEIEFE—MIHITIH
=
400 123024 The number of deviceGroupsakdevicesH AL
deviceGroups or 21RE FR,
devices reached upper QAFBEEI . TSRS
limit deviceGroupsgidevicesHIA
B, HEBEBIT2561
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REEE
AP| & 1 KA API 2% (BAERAFER)
HttpikE | BixE fRi=fA Lol
5
400 123025 executeType is error executeTypeBIRELFBENT o
or can not to be null. GBI EREIEOS kS
HexecuteType2 BN E =
BEIR.
400 123026 startTime or endTime | startTimegkendTimeRZ=eH
is null or error. I=o
QRSN B EEOIEKS
BYstartTimeFdendTime2& -
T EELBIR.
400 123028 retryTimes is null or retryTimes A= a8 H LR
beyond the limit. RN EREROERT
BretryTimesEHAZE, &
RBENF1EEKRTFS,
400 123032 startTime can not be | startTimef9RJ{EJARELL,
later than the endTimel# .
endTime. QBRI BB REOERS
HstartTime2HEF
endTime,
400 123033 startTime can not be | startTimeBYAFBIAEELL X FuRT
earlier than the now. a8,
RMIBFEN : 1B EEOIEkRE
AYstartTime2B B2 F HaiAd
18
400 123034 endtime must be endtimeZLtstartTimeX5%
greater than 5 £,
minutes. QIR 1B BT
HYstartTimeFlendTime|&lfgHT
BARAKF550H o
403 1010009 | app throttle exceed. NAEREOLFINE, Bid
mEE (BAMER1000K/
60s) o
%ﬁ@&iﬁ§%ﬁ@”ﬁﬁ
IPARFRRIZEREDE T
EORERIME,
403 1010005 Invalid access token or | {Ei=EItoken(Z 2.,
appld. GBI EIRERIERT
PrERsAYaccessTokenE &
=o
404 123002 Device or package file | IRBHEAFE
not found. QBRI ISR
Bfileld 2B 1EM -
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REEIE

APl &%

1 MM APl 2% (BXERFER )

1.12.5 BIEEBEHHRIES

OB
O ENIRFHITEGRAT R, NMARSFFTARLEOANZSMESOIRE SR
155, AREISHERERREAEE LEREANES .
FEEIR
SEAFRERLWM2MMUZ RS F i TEE TR o
URI
BR7G*E POST
URI /iodm/northbound/v1.5.0/operations/firmwareUpgrade
E2 10150 HTTPS
BRkESH
2% WA m] | SREY VA=) R
ik
app_key | w4k String header | ILIEAPEXMFERINFID, E¥IEX
MEEeEN B AFES DA
=R
Authoriz | #4i% String header | iGIEIEXMFESRPANIEESE., B
ation “Bearer {accessToken}” , Hrh
{accessToken} HiAALAIZOIR
[ElAYaccessToken,
fileld WhE String body ERRNBEIRRAEID,
targets | Wik OperateDevi | body EHTHRER.
ces
policy Ak OperatePoli | body FHRAESHIRITERES o
cy

OperateDevices:
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REEE
APl &% 1 RIFBM APl 2% (BXBRFER)
2% wAE/aT | 2B E fik
i%
deviceGro | AJi& List<Strin | body IRFEABIRIIFR, &BZHF2561
ups g> 2548,
S5iEERBIFRANTIE—,
deviceType | A% String(25 | body IREBXRE,
6) HEREIREART, TR,
model Elpvi String(25 | body IRBES,
6) HEREIRAART, RIS,
manufactu | &% String(25 | body RE AR
rerName 6) HEREIRAART, RS,
devices aJi% List<Strin | body IREIDIIR, RBXIF2561MK
g> %o
SiEEiwEHR % —,
OperatePolicy:
e whigE/m] | 2B VA= R
i%
executeTy | @hifk String body HATEE, EAMEnow,
pe e now: HFEHIT
e device_online: 188 4RI
7
e custom: HENX
startTime | BJi% String body {FEZH1TATE], executeType
customAy i, FBEESUTCHY
&, t8=t:
yyyyMMdd'T'HHmmss'Z', 4ll
20151212T121212Z,
BEEREBEATENXBSH
fTA a4 HE .
endTime | OJi% String body {E55{=LERTE], executeTypey
customAJ A, FEESUTCHY
18, f&z:
yyyyMMdd'T'HHmmss'Z', 40
20151212T121212Z,
EEEREAENXECSH
fTAT AR
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REEE
APl & 1 MR API 2% (BXBRFPZER)
28 wik/al | 3EBY = ik
ik
retryType | A% Boolean body PITEMESHTEISL, AR
=id,
e true: iz
e false: AEif
retryTimes | ATi% Integer[1,5 | body F|ix#, BUESEBEN-5,
] retryTypegtrueRdusis .,
R &%
Status Code: 2000k
2¥ i )%
operationld String 1RE(ESSID,

BRI

POST https://{host}:{port}/iodm/northbound/v1.5.0/operations/firmwareUpgrade

Content-Type: application/json
app_key: Fkkkkk
Authorization: Bearer ******

{
Ilfileld": "**********"’
"targets": {
"devices": [
1
}
}
IEE N R 73~F1

Status Code: 200 OK
Content-Type: application/json

{
"operationld"; "rrkrkrk
}
xS
Http R | IR HiRfEA 15488
5
400 120015 Bad request error. BKRER.
IR BREIERESEEY
=AEIR.
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REEE
APl % 1 MR API 2% (BXBRFPZER)
Httpi RS | IBiRB EZ L izl
5
400 123016 The parameter is SHARIEH, BiriASisE
error, targetversion IREBAIEL,
not match with LB B EEOSRE
device. deviceType.
manufacturerName.
model, 52#fileldi§ERE
R ABEREEE—H.
400 123019 manufacturerName is | | BEZRRET AT,
null. SMBEEY: B EEOERE
BImanufacturerName2& -
=,
400 123020 deviceType is null RELBABTHT,
RAIEFEN: B EEOERF
AYdeviceTypeEEF R,
400 123021 model is null. REBEVESHBNZT,
RMEFEIN: B EEOERAF
AImodel2E A,
400 123022 deviceGroups and deviceGroups#ldevicesABE[E]
devices cannot be AR,
null together QhIEFIN: deviceGroups5
devicesIARBIEIF—NHITIH
B,
400 123023 deviceGroups and deviceGroups#ldevicesAgEE
devices cannot be FE,
exist together RLIEFEN : deviceGroupss
devices HBEIEIZFE—THITH
=R
400 123024 The number of deviceGroupsgkdevicesHIEEL
deviceGroups or =1XE ER.
devices reached QMNBEEY : BT
upper limit deviceGroupsakdevicesHI
B, HEFEEBIE2561
400 123025 executeType is error | executeTypeBiRaAEEN
or can not to be null. | &,
QMBI B EEOERF
AexecuteTypeRH AT E
=a8i%.
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IREEIE

APlI &%

1 MM APl 2% (BXERFER )

i

HttpiA7&

THIRIER

15388

400

123026

startTime or endTime
is null or error.

startTimegkendTime A= H
=

QBRI B EEOEkE

B9startTimeFdendTime 2 & -

FRERIEIR.

400

123028

retryTimes is null or
beyond the limit.

retryTimes A= & H _EBR .
REIEEN . B EEOIEKF
HretryTimes@B/ AT, &
R NFIHEKRTS,

400

123032

startTime can not be
later than the
endTime.

startTimeRYBS1E) R~ BELL
endTimeb% .

QMBI B EREOIEkF
H9startTimeE2&ET
endTime,

400

123033

startTime can not be
earlier than the now.

startTimeRYBY 1) A BELL X BiRY
=08

RMBEIN: B EREOIERF
AYstartTimeEEFHaild
78

400

123034

endtime must be
greater than 5
minutes.

endtimeZLlstartTime 5%
L

QBRI B EEOEkE
HYstartTimeFdendTime|8lfgHS
B RKF5508H

403

1010009

app throttle exceed.

NAEREOSFINE, &
EE (BOAMER1000K/
60s) .

RAIEFEIN . BXRYIBXME S
PARBXXRESEESREZES
EORYERME,

403

1010005

Invalid access token
or appld.

fHIRAtoken{Z B

RAIEFEN: B EEOERF
FrigEERaccessToken2 5
=o

404

123002

Device or package
file not found.

IRENEIFE

AIEENY: B EREOIERE
AYfileld2 & 1EM .
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REEE

APl &%

1 MM APl 2% (BXERFERA )

1.12.6 HEEESREE

ZOHER
R T IRBIREHA RIS EEHRIESE, NARSSRTARLZEOZESENF
RIFFFHER, UEEBARESHEREEENNTERE
URI
BRAGE GET
URI /iodm/northbound/v1.5.0/operations/{operationid}
£35S HTTPS
IBREH
2 wak/m] | KB E R
app_key D4y String header | IGIA¥IBXMESRINAID, TEHEX
ME SN B AFES DA
1=_Fo
Authorizat | #i% String header | iFA4EXMESRBAIEER, BN
ion “Bearer {accessToken}” ,,J:FI
{accessToken} iEAAENEOIR
HYaccessToken,
operationl | 4% String path #BRIFES5ID, ERIER(EESEH
d B EIREERTS
VRS54
Status Code: 200 OK
2 5] R
operationld String BRIFESID,
createTime String IREESCIENUTCEYE, RHEg:
yyyyMMdd'T'HHmmss'Z', 40
20151212T121212Z,
EEERTRAMIXAYE, BEEECHT
REIkE
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REEE

APl &%

1 MM APl 2% (BXERFEA )

2% i) fiik

startTime String RS BEIIUTCEYE, RHEg=:
yyyyMMdd'T'"HHmmss'Z', 40
20151212T121212Z,
B nAIXAYE, SEEEHCHT
1L

stopTime String IREESZLERIUTCRTIE, RFER:
yyyyMMdd' T'HHmMmss'Z', &l
20151212T121212Z,
AmZ DA XATE, SRERCHT
A E)%EHE

operateType String REREY,
e firmware_upgrade
e software_upgrade

targets OperateDevices | HfTIREIBIRESE .

policy OperatePolicy ERERITERRS

status String B ESHRES.
e wait: FHF
e processing: IETEHIT
o failed: kM
e success: RYI0
e stop: {Z1E

staResult OperationStaRes | IR{EER ST

ult
extendPara Map<String, RIET RS, UAREENRERRE,
String>
OperateDevices:
e 3] R

deviceGroups

List<String>

REHEHBIRIER, RBIZIF256MRE
SigeiR&yERLAR iE—,

deviceType

String

=

3ES

=] o
IEEIREAERT, tFERI%E,
model String REES,

EEIREAEN, FRYE
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IREEIE

APl &%

1 MM APl 2% (BXERFEA )

2% it fEiA

manufacturerN | String REF BB,

ame IEEIR AT, LW,
devices List<String> REBIDYER, FB2TIF256MEE.

SEEREHEHL i%E—.

OperatePolicy:

e i R

executeType String HATEEL, ERAEHNOw,
e now: INEHIT
e device_online: 8T EE&RIHIT
e custom: HENX

startTime String {ESHMATRIUTCRTE], executeType=customHd
sk, BFEIET: yyyyMMdd' T'HHmMmss'Z',
1120151212T121212Z,
OmZ AR XATE, SHEERCHTRY
4L .

endTime String {F53{=1ERIUTCRTIE], executeType=customfd
Wi, FHERRC: yyyyMMdd' T'HHmmss'Z',
3020151212T121212Z,
e E AR XETE, SEEECHTRT
IB)5LHE

retryType Boolean HiITERMESHITER, BMARER.
o true: =R
o false: A&

retryTimes Integer F|RE, BUESBE1-5, retryType=truefidis

1%

OperationStaResult:

2% S A

total Integer(64) IREIRERE.

wait Integer(64) HFREIRENE
processing Integer(64) IEFEIRERNZ &N
success Integer(64) BIERRINANE E NN

MAERRAS 17 (2020-06-29)

WRIERE © HERRARBIRAT

261




REEE
APl &% 1 KB APl 2% (BXERFER)
2% S A
fail Integer(64) BIEEMANEE N
stop Integer(64) FIHRERNR RN
timeout Integer(64) IRVEERTEMANZ F L

BRI

GET https://{host}:{port}/iodm/northbound/v1.5.0/operations/{operationld}
Content-Type: application/json

app_key: *hkkkk

Authorization: Bearer ******

IEE N

Status Code: 200 OK
Content-Type: application/json

"OperatiOnld"Z "**********",
"createTime": "20151212T1212122",
"startTime": "20151212T1212122Z",
"stopTime": null,
"operateType": "software_upgrade",
"targets": {
"deviceGroups": null,
"deviceType'": "***xkxtt
l|modell|: "******"'
"manufacturerName": "***",
"devices": [
1
I
"policy": null,
"status": "FAIL",
"staResult": {
"wait": 0,
"processing": 0,
"success": 0,
"fail": 1,
"stop™: 0,
"timeout": 0
I
"extendPara": {
"fileVersion": "V1.1.10"
}
}

tHi=hg

HttpiRZ | EBIRB Hi=RAR 15488
B
400 120015 Bad request error. EKREIR,

RIBEIN: B EREOIERF
fileldAITR R B EH
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RESE

APl &% 1 RIFBMU APl 2% (BXBRFER)
HttpiAZ | {E5iRE5 Ei=fER pizkilz
B
403 1010009 | app throttle exceed. | RAEREOETFINE, BiTHE

B (BIAMER100)K/60s ) -

SMBEN: BXERMIEXRE S 4EP A
SFXRZEBRESEEFIZEORE

=,
403 1010005 | Invalid access token Ei=m9token(Z &,
or appld. QMBI BB OISR
HHaccessTokenE2EHIR-
404 123009 The requested task | EIARNESAZFE.
does not exist. QM BB EOERT

operationld B 2 EIEHM

1.12.7 FEEE(ESHFESIEE

AR
HR T IRBRERRESSREHARIESE, EFSFEREMISFHOAEE—
FES (BIARESFERZIOMNEE, MESVINFES ) - NARSEERL
EOEAENMRESHENFESHERER, UEEFEFAHESHERRITER.
URI
BKRAE GET
URI /iodm/northbound/v1.5.0/operations/{operationid}/
subOperations
EZET e HTTPS
B2
2% Wikl | KR g | ik
Ak

app_key Wik | String head | IAIEHIEXNESRIRFEID, FEMIEXRF
er AtIZNAIBFEESERE .

Authorizatio | % | String head | BIEWIBXRFESRNAIEES., B

n er “Bearer {accessToken}” , Hr
{accessToken}/9ifF BEARIEIREIAY
accessToken,

operationld | #3% | String path | #{E{ESSID, TECIERIREIESEEHIEL
WFEIREFRS .
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2H Wi/ | KB B | fild
AJik
subOperatio | BJi% | String quer | FESIKE, FEE, UEGZEST
nStatus y FrEFESHITIERS.
e wait: FF
e processing: IEFEHIT
o fail: LW
e success: RYID
e stop: {Z1E
pageNo oi& | Integer( | quer | PRREASH, EFERD NERAIE
>=0) y EEEENRER, HIAME0, EI8FE
_ﬁ; HWE:}EﬂﬂjC?%:_FOE"JE%ZO
pageSize afi& | Integer[1 | quer | PREASH, ERERSRNERIE
,100] y RETHNCRE, BAER10, BUEE
Bl /91-100R9E%
e
Status Code: 200 OK
8% i) R
data List<SubOperatio | FESZFIERIEE,
ninfo>
pageNo Integer(>=0) EIFERITS,
pageSize Integer[1,100] EIERBRNICREE.
totalCount | Integer(>=0) BEERICREEH.
SubOperationinfo:
2H St e
subOperati | String F{ESID,
onld
createTime | String FESBIERRIUTCRYE], ATaEk&=t:

yyyyMMdd'T'"HHmmss'Z', 40:
20151212T121212Z,

EEER A XEIE, BEEECHTH

[51E255- 38
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IREEIE

APl &%

1 MM APl 2% (BXERFER )

iERpI

IEE NG R

2% i) A

startTime String FESBERIUTCRYE, BYatg=:
yyyyMMdd'T'HHmmss'Z', 40:
20151212T121212Z,
fe e DR XESE, SREESHTH
[E1L2533 8

stopTime | String FAESELLAIUTCRIIE, AIEE:
yyyyMMdd'T'HHmmss'Z', 40:
20151212T1212122Z,
AmE DRAMIXENE, SEEECHTHY
[B)EEHE .

operateTyp | String REZREY,

€ e firmware_upgrade
e software_upgrade

deviceld String RIEIRSEINZSEID, AFHE—IRRA—MREE,
AL S BN S DBk

status String FESKE.
o wait: &FF
e processing: IEFEHAT
o fail: LW
e success: FYIf
e stop: {Z1k

detailinfo | String ESIRERERER, JWFEMIF=T ALY
[RE .

extendPara | Map<String, 3T RER, NAREERRERRE.

String>

GET https://{host}:{port}/iodm/northbound/v1.5.0/operations/{operationld}/subOperations?
subOperationStatus={subOperationStatus}&pageNo={pageNo}&pageSize={pageSize}

Content-Type: application/json
app_key: *kkkkk
Authorization: Bearer ******

Status Code: 200 OK
Content-Type: application/json

{

"totalCount": 1,

"pageNo": 0,
"pageSize": 1,
"date": [

{
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"createTime": "20151212T121212Z",
"startTime": "20151212T121212Z",
"stopTime": null,
"operateType": "software_upgrade",
deviceld": ”**********",
status": "FAIL",
detaillnfo™: "The task failed to start, unable to find protocol service based on device information"
"extendInfo": {
"upgradeTime": null,
"sourceVersion": null,
"curVersion": "V1.1.10",
"downloadTime": null,
"targetVersion": null
}
}
1
}
e
HttpiX | EEi=tE RixR 588
=B
400 120015 | Bad request error. EKREIR
IR Bl EEOEKRP
fl lEIdE"J%EﬁI_\EEIZZI:IEE% o
400 123029 | pageNo or pageSize pageNozipageSizefBH FIR
beyond the limit. QMY E%pageNoy;
pageSize & EEUE,
403 1010009 | app throttle exceed. NARBZEOZSTFMRE, BEiR
=E (ZINMER100:%/60s ) -
QIBEN: BEMBRT QL
ARFXRESESE EHEO
HOE RS ,
403 1010005 | Invalid access token or | §&iZRdtoken{SE.,
appld. YMBEEY: B OIERRAT
EFRJaccessToken2BBIR.
404 123009 | The requested task BRMESAEFE.
does not exist. RMBZEY B EREOERBL
operationldIE 2B 1EM.

1.12.8 TEFSEFIFE

AR

Rk SRRt EOSHE IZRIARESZIIRER, THIMERHNARE

SEBRRSEMESHIHRITER,

AREFMEERHEERIARIESER.
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URI
BKREE GET
URI /iodm/northbound/v1.5.0/operations
E251 0104 HTTPS
BREH
2H Wik o] | REY AYA=1 A
ik
app_key | &k String header | iGIEIEXMNESRINZAIID, TEYPEXM
FEatlEN B AFE S ERS.
Authoriza | #%i% String header | iGIEIEXMFESRIANIEER, BEH
tion “Bearer {accessToken}” , Er
{accessToken} /9l FIEERUEIREIRY
accessToken,
operation | A& String(25 | query | R{EEEY,
Type 6) e firmware_upgrade
e software_upgrade
operation | A% String(25 | query | I{EESHPRE,
Status 6) o wait: &1
e processing: IEFEHIT
e failed: %W
e success: fYIN
e stop: {F1E
deviceTyp | Ti%& String(25 | query | B{EESEHIIENIREREL,
e 6)
model Elpuic String(25 | query | B{EESEHYIENREES,
6)
manufact | BJiE String(25 | query | #R{EESEXIANRE] KRB,
urerName 6)
deviceld | AJik String(25 | query | B{EESEHXIENREID, BFHE—x
6) IR—MNgE, TEMSSEITRYIELR
FEantcikis.
pageNo | AJi% Integer(> | query | DINERSH, BRERHRNETA
=0) BEEEEENRES, BIAME0, B
WE—R, BEEEAKRTFETON
BH.
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2% wiE[A] | R VA iR
i%
pageSize | AJi% Integer[1 | query | PIRERSH, EIERHS RERAT
,100] BRETICRE, EINMER10, B
{ESEE91- 100984 ,
IDJVE=S5't
Status Code: 200 OK
8% it ik
data List<Operationin | (E535IFE(EE.,
fo>
pageNo Integer (>=0) HHERT .
pageSize Integer[1,100] BIERBRNICREE.
totalCount Integer(>=0) EOERIRICTRH
Operationinfo:
8% =it fik
operationld String IREESSID,
createTime String REESCIZEAIUTCEYE, RHEg:
yyyyMMdd'T'HHmmss'Z', 0
20151212T121212Z,
e Z DA XENE, SEEECHTH
[E1E5532 8
startTime String RIS BEIAIUTCRTE, ATEHEC:
yyyyMMdd'T'HHmmss'Z', 30
20151212T121212Z,
A AT XAYE, SEEECHTR
[B)5E1R
stopTime String IREESIEIERIUTCRTE, RFEIHRE:
yyyyMMdd'T'HHmmss'Z', 4l
20151212T121212Z,
e E DA XEE, SREESHTH
[E1E5338
operateType | String RE2REL,
e firmware_upgrade
e software_upgrade
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2% it fik
targets OperateDevices | HTIRIERIBIRRE -
policy OperatePolicy R TERES
status String BREESIRS,
e wait: &F
e processing: IEFEHAT
o failed: %W
e success: FYIfN
e stop: {=1E
staResult OperationStaRe | B{ELERFIT,
sult
extendPara Map<String, RIET RS, UARERENRERRE.,
String>
OperateDevices:
2% i) A
deviceGroups | List<String> IREHBIRINER, RBIIF256MRHH.
SiEEREIERLATIE—,
deviceType String IRBEERL,
IEEIR AR, WFERWIE,
model String IRBES,
IEEIREAERT, WFERWIE,
manufacture | String RE BB
rName R EART, FRIA.
devices List<String> REFIDIIER, RETIF256MEHE
SiEERSEARN % —,
OperatePolicy:
BH i) R
executeType | String HITEEY, BEHAEAnow,

e now: IM7EHIT
e device online: 8% F&RIHIT
e custom: BHENX
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API &% 1 RIFBMU APl 2% (BXBRFER)

2H i) fR

startTime String {ESSHATRIUTCRTIE], executeType=customfd
Wik, BFEREI: yyyyMMdd' T'HHmMmss'Z',
%020151212T121212Z,
O E AR XAE, SFEECHTRT
E1E355:08

endTime String {FS{Z1ERJUTCRTE, executeType=customfd
sk, BYEIRET: yyyyMMdd'T'HHmMmmss'Z',
#020151212T121212Z,
EHREERAIXATE, BREERCHTR
E1E335:98

retryType Boolean PAITEMEEHRHTEIR, FAFER.
o true: =iz
o false: FEix

retryTimes Integer F|i xR E, BUBSEE-5, retryType=truefdw4
prirN

OperationStaResult:

e i) iR

total Integer(64) BERE R,

wait Integer(64) EHFRIEREIN .

processing Integer(64) IEERERNE R

success Integer(64) BRIEIZRRINANE SN

fail Integer(64) BRERMANR RN

stop Integer(64) (FIHRERNE RN

timeout Integer(64) BB EMANRE .

iERBI

GET https://{host}:{port}/iodm/northbound/v1.5.0/operations?
operationType={operationType}&operationStatus={operationStatus}&deviceType={deviceType}&manufacture
rName={manufacturerName}&model={model}&deviceld={deviceld}

Content-Type: application/json

a pp_key: Fkkkkk

Authorization: Bearer ******

IEE RN

Status Code: 200 OK

Content-Type: application/json

{
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"totalCount": 1,
"pageNo": 0,
"pageSize": 1,
"data": [
{
"operation|d"; "Rk
"createTime": "20151212T121212Z",
"startTime": "20151212T121212Z",
"stopTime": null,
"operateType": "software_upgrade",
"targets": {
"deviceGroups": null,
deviceType'": "***xktt)
model"; ",
"manufacturerName": "***",
"devices": [
1
T
"policy": null,
"status": "FAIL",
"staResult": {
"wait": 0,
"processing™: 0,
"success": 0,
"fail": 1,
"stop™: 0,
"timeout": 0
T
"extendPara": {
"fileVersion": "V1.1.10"
}
}
1
}
e
HttpiX | EEi=EE HixER 15488
=B
400 120015 Bad request error. EKREIR
QIR B EEOEKRF
fi lE|dEg$§itT~%lz:|:IEE% o
400 123029 pageNo or pageSize pageNozipageSizefBH FIR
beyond the limit. QMBEN: (8MpageNoTy,
pageSize B EEUE,
403 1010009 | app throttle exceed. NAEREOZSTFINE, B8R
=E (ZAMER1000%/60s ) -
QIBEI: BARYIBE R L4
ARFXRESESE EHEO
HE RS ,
403 1010005 Invalid access token or | {&i=AJtoken{E8,
appld. GMBEEIY: TS EIEOIER AT
E+HaccessTokenEBHFIR-
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HttpiX | EiRME Ei=fA i5i8H
=B
404 123009 The requested task HIRMES AT
does not exist. QBN B EEOER TR
operationld B 2B 1EM .

1.13 EUEEE & FN

Zﬂ;mu:éﬂﬂgmmaa%&%mmxm¢3m%mwua |ZEThRE, BT IR E MM SEIN SSHYER

IR A

NG | EEEMMETR. 4. sHE=E9 . NS5 |BEKt A RS, HEMUES

O SRt BRNENE

o BUKIR: FBRAAMNAEER, SRSFIMERERSEE IR OTE,

o F: BRMNAEKEEXAEM, STIFBNFHEES . JFIFOREEIR
BEIREENE. EIHES. ®RBRE. KEBEE.

o IE: BRIFMGHIMEEWITHIENE, IFS N EES . HartisioEs
REFWMS TR, LIREZ. KIXSMNBE. ®BADISIRSBBEE. #&0BSIRSH
E. ¥ A&ROMA ConnectiRFHE . #&I0TAIRZHER .. #&KafkaiHE

1.13.1 EFEHMNFIFER

AR

R FRARSS =2 A Bt OB EE iR EAINIGIE
U

1ZA]LATEAPI Explorerdh Ei5a1TEIR1ZIEO
URI

iBKAE | GET
URI Jv5/iot/{project_id}/rules
&Y | HTTPS
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IREEIE

API &%

1 MM APl 2% (BCERFERA )

IERSH

=

&

il

X-Auth-
Token

Head
er

FAFToken, BE3AAIAMIRS 3£
EUIAMAFTokeniZ[54EY, 0
REIRINGRE Bk “X-Subject-
Token” FEREEIREHIAR
Token, EEAFREVS ZEHIBES
Tl TokeniAilE .

Instance-
Id

String

Head
er

SERIID . ¥PIRZFE TR SEAIRYE—
R, —REATHRLTHETZ
S, (NEPESHEBSETNERE
ELIBAPIREZE T XS

project_i
d

String

Path

INEID, REVSEIES U ZREUR
HID.

app_id

String

Quer

RIFR=EID, SEIIFRERS
#, FESHRTANRREERSE
izEOR, JUEEZSHEE
EERFETE FRIMNSIR,
mZSHNSEDZBP TREMN
I p7IE 8

limit

Integer[1,50]

Quer

DRERNERETICRE, &
HERBEIMIGHTOR, BUAE
7910, BUESEE1-50A9F%,

marker

String

Quer

RS IEAERPRE—FKIC
FRID, £ LE—xH REERTHY
BT EIREEAES . 2 REITHNY)
B2 markertB i 2iCHE
IDIRFFEIAER, HEFHEYEICRID
SR, HiESmarker, UK
RAEFICRID/INFmarkerfi9#
BioxR. 6EAES, WUNCHEIDR
K Rl — R EEFIRE
A, NREEMRRETFREEIE,
NEREIIHIES F—REiF
My AImarker{ .
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REEE
APl &% 1 BRI API 2% (BXBRAFRZER)
B whk/a] | 2B VB | ik
i%
offset [=1pviv Integer[0,500 | Quer | ‘xMmarkerf5{RiZoffsetFicHE
] y FaEIR. FIAR0, BUETEEN
0-500H9ZE% . HoffsetJ0RT, F
M markerf5E—&KiCFR Ak
o PREloffsetER K{ERHFAPIME
BEER, f&aJLABECmarker{$Fd
ZSESCHEIR, BlanEsmas05kic
=, 1-1MIAEALAEEEB
offsetBkiEEIHEER, BEI113T
&, BFoffsetfREIA500, &=
BFEAFE11RIREIRIMarker{ES
TxREERImarker, LASCIIEIR
F12-2213,
R3S
2R E it 15488
marker String RRDRNERERFPRE—FICENID, AJET
—IRDREESER,
count Long HEEIRHINCREE .
rules List<RuleRespo | MNFEFIZE,
nse>
& 1-17 RuleResponse
B E =it 15488
rule_id String(128) Fid
name String(1-128) FNZFR
description | String(256) M RYEIRMEE -
condition_gr | ConditionGrou | MIMAYSERHE, BEEEMUINEFMNES.
oup p
actions List<RuleActio | MAIENIEFIZR, BNMHINRZSZIFHZE 10160
n> &,
rule_type String IS
e DATA_FORWARDING: #iEiEAR
e EDGE: a5l
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B E =it 15488
status String MNEIRZ, BRHAME: active,

e active: ¥:E
e inactive: FK¥iE

app_id String RIR=TE)ID, WSHAIEBESE
edge_node_i | List<String> ARG NT Rig&EIDIIER

ds

last_update_ | String MM ez f5EHAdE), FERUTCRTX, #&8=:
time yyyyMMdd'T'HHmmss'Z',

& 1-18 ConditionGroup

2R E S 15488
conditions List<RuleCondi | #MMAIEHEFIZER, BEMINEZSZIFEE101F
tion> %,

logic String MUSEHFRP SN EEZERNBIEXER, A
{&: and.
e and: 1BitgH
e or: 1 Btgoy

time_range | TimeRange MM R4 AR BB ATIEIER o

2 1-19 RuleCondition

B E-Sic) 5iAH
type String MM SR4HR92REY, BUEEE:

e DEVICE DATA: ZRBHIELERISMH,
o DEVICE_STATUS: iSRS RIEZ M,

e DEVICE_LIFE_CYCLE: iR 4iEHIERIL
&,

e DEVICE_MESSAGE: iZ&EE&HE,
e MESSAGE_RESULTS: F{THEBELEREZ .,

device_prop | DeviceDataCo | FMHFHIRBEHIEXLINEE, Stypess

erty_conditi | ndition DEVICE_DATARY, JWikSE(

on

device_mess | DeviceMessag | RHPIRFBERERIEE, ZHtypesy
age_conditio | eCondition DEVICE_MESSAGERY, AwikS#

n
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B =it i5i8e
device_statu | DeviceStatusC | RHPIRERSHRENER, HtypeH
s_condition | ondition DEVICE_STATUSHY, JwiESE

£ 1-20 DeviceDataCondition

2R

sy

il

device_id

String

R%EID, ATH—FRE—MNRE, TS
FYIEXF S D ECIRS . Zrule_type)s
DEVICE_LINKAGERY, iZ&#{E#product_idA
BERIAT AT ., WNRiZ&EFproduct_idEREE
BF, LAZSHEITMANREHITERMEITIE.

product_id

String(128)

IRBXRHKAIFRID, BFHEH—RE— = miE
B, AEEEHASNTRIEEERFEDER
18, Hrule_typeIDEVICE_LINKAGERT, Z&#
{EF0device_id A BERIRT AT . WIRIZSEF
device_idEIRIZFERT, LAdevice idSHUEITRIAY

IREHITFRMTIE

filters

List<PropertyFi
lter>

RIS

% 1-21 PropertyFilter

=

m

1Ae

path

String(128)

REBRMEREERES, 8 service_id/
DataProperty, a0 J#ARZESA “DoorWindow/
status” o ENBHERRZELIES SR

operator

String

HIRLURAVIRIERF, SRISFHRIERE: >,
<, >=, <=, =fbetween:FEREEX T,
geo.circle.inFREFXIFBEEA,
geo.circle.out: RREFZXEBES .

value

String(64)

HIRERFRANRIAE . SEIEICBRIRIERT
betweenBXFEY, AlEFR&/IVEI&KXE, A
ESEF, a0 “20,30” RRAKFETF20/F
30,
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APl &%

1 MM APl 2% (BXERFERA )

2 1-22 DeviceMessageCondition

BR ESic] 1588
product_id String(128) 1REE|93E*E|’JI“'|:||:I|D FAFHE—RR— 1 miE
, AEEFRSAN IR ERTEa DAk
?%!o
topic String(64) ig?&ﬁ%ﬁ’]tomc{;w FRFdigiE S8 Etopic

=€ 1-23 DeviceStatusCondition

=

sms

15208

status_list

List<String>

WREFIZR, REBREFMHHETZ

W

.
.

& 1-24 TimeRange

B St 5iHH

start_time String TN SR RIFFIARTE), #8=0: HH:mm,

end_time String M SRR A RIEERAYE, &0 HH:mm, &2
RATIESFIARE—, NREREX.

days_of wee | String ’.=EHH§U§§ WiESHR. 11NERER, 260%kE

k , ORI, BAABX., ERFIRFAIEER
%Fﬂé‘ﬂiff@ﬁ’\] HEA,

2 1-25 RuleAction

B S 1dAH
type String MUENERYZEEY, BUESEE:
e DIS_FORWARDING: EE#AZIDISIRS
e OBS_FORWARDING: EE#%FIOBSIRSE
e ROMA_FORWARDING: EE#.AZFIROMA
ConnectfRs%
e |0TA_FORWARDING: HE#%.ZI0TAIRS
e KAFKA_FORWARDING: HE#t.FkafkafR
Fo
dis_forwardi | ActionDisForw | 3 &ZIDISIRSZSAGEHERS . Htype
ng arding DIS_FORWARDINGHTY, #4iH,
obs_forward | ActionObsFor | 3£ &ZIOBSEREZAVEENS . Htypels
ing warding OBS_FORWARDINGHY, #4iH,
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1 MM APl 2% (BXERFERA )

2R E i) izl
roma_forwa | ActionRomaFo | #£&ZIROMA ConnectiRSZHIEERNS . Htype
rding rwarding J9ROMA_FORWARDINGH], #iE,

iota_forward
ing

ActionloTAFor
warding

HERFoTAIRSBAGEEANS . Htypes
|loTA_FORWARDINGHY, @418,

kafka_forwa
rding

ActionKafkaFo
rwarding

R FKafkafRFBHIEEAS . HtypeH
KAFKA_FORWARDINGHY, @W4iH,

2 1-26 ActionDisForwarding

2R St Uz

region_nam | String(256) DISERSS XTI Rz AYregion X id;

e

project_id String(256) DISERSS XTI Rifdprojectld{E 2

stream_nam | String(256) DISEREZIINAYEBIEZ TR, FEBIDSHH=ED—

e MARZE, BEIDSHEMFER, LIBEIDS
HENE, BITREBEDISKRS EfEEsIFEEO
FREX .

stream_id String(256) DISERSS YT HIEIEID, FlBEaiRsHhELl—

PN, BERRSHEFEN, LRSS
B, BIIEMADISIRS EmiEiEiFEEak
H’yo

2 1-27 ActionObsForwarding

2R eny 5eHH

region_nam | String(256) OBSHRSS XS M AYregion X g,

e

project_id String(256) OBSHRSS XS Hprojectld{EE
bucket_nam | String(256) OBSHRSS X M AYHERFR

e

location String(256) OBSHRSS XTI M ABAYX 1,

2 1-28 ActionRomaForwarding

2R ESid) 15488
region_nam | String(256) ROMA Connectfg53XMiAregionXig;
e
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REEIE

APl &%

1 MM APl 2% (BCERFER )

ZR E-Sic) 588

project_id String(256) ROMA ConnectfRE XS M AYprojectId{ZS &2
roma_push_ | String(256) ROMA ConnectfRSS IS M pIHEEZERY
type

2 1-29 ActionloTAForwarding

2R E i) 15488

region_nam | String(256) loTARRSS XTI M AYregion X 13

e

project_id String(256) loTARRSS TRz AYprojectid{S B

2 1-30 ActionKafkaForwarding

B E =it 15488

region_nam | String(256) kafkafRSZ X3 N AYregionXig,
e

project_id String(256) kafkaPR3Z¥3 M AYprojectIdEE
kafka_addre | List<NetAddres | kafkafR&Z 3 Riagttit%5
sses s>

kafka_topic | String(256) kafkafgRS3 XEXAItopiciEE -
kafka_usern | String(256) kafkafRSZKEXHIFFRER.
ame

kafka_passw | String(256) kafkafRS5 KEXHIZIRER. .
ord

kafka_mech | String kafkaPR33 FEXAILERALH
anism

SRALRAR:
PAAS: JESASLERY,

PLAIN: SASL/PLAIN{ET . FEIEEXINAYAER
ZEBEE,

2% 1-31 NetAddress

BiR ESic) 1588
ip String ARSSEIRTRLIP
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REEHE
APl &% 1 M AP 2% (BAERFER)
ZR E-Sic) 588
port Integer(<=6553 | BRSZXT Mzim [
5)
domain String ARSI RIAYLE

BRI

GET https://{Endpoint}/v5/iot/{project_id}/rules?
app_id={app_id}&limit={limit}&marker={marker}&offset={offset}
Content-Type: application/json

X-Auth-Token; **#xsxs

Instance-Id: **x

il iz 73~ 451
Status Code: 200 OK

Content-Type: application/json

{
"marker" : "string",
"count" : 0,
"rules" : [ {
"rule_id" : "string",
"name" : "string",
"description" : "string",
"condition_group" : {
"conditions" : [ {
"type" : "string",
"device_property_condition" : {
"device_id" : "string",
"product_id" : "string",
"filters" : [ {
"path" : "string",
"operator" : "string",
"value" : "string"
11
b
"device_message_condition" : {
"product_id" : "string",
"topic" : "string"
b
"device_status_condition" : {
"status_list" : [ "string" ]
}
11
"logic" : "string",
"time_range" : {
"start_time" : "string",
"end_time" : "string",
"days_of_week" : "string"
}
2
"actions" : [ {
"type" : "string",
"addition" : [ "string" ],
"dis_forwarding" : {
"region_name" : "string",
"project_id" : "string",
"stream_name" : "string",
"stream_id" : "string"
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"obs_forwarding" : {

nwoon

"region_name" : "string",
"project_id" : "string",

"bucket_name

nwo.on

: "string",

"location" : "string"

b

"roma_forwarding" : {

nwoon

"region_name" : "string",
"project_id" : "string",

"roma_push_type

}

n.on

: "string”

"iota_forwarding" : {

nwoon

"region_name" : "string",
"project_id" : "string"

"'kafka_forwarding" {

nwoon

"region_name" : "string",
"project_id" : "string",
"kafka_addresses" : [ {

no.on

"ip" : "string",
"port" : 0,
"domain" : "string"

L

"kafka_topic" : "string",

"kafka_username

n.n

: "string",

"kafka_password" : "string",
"kafka_mechanism" : "string"

}
11

"rule_type

n.n

nwoon

"status" : "string",
"app_id" : "string",
"edge_node_id" : [ "string" ],

"last_update_time" :

1]

: "string”,

n

string"

HTTP
/N

=D

IS EERYE U

HiRiBAR IR

LI

400

IOTDA
.00000

Invalid input data.

IEREBHAGE

ISHIEIERESEE
BNERNRNE
2K

IOTDA
.00001

Invalid input. The
parameter
'pageSize' multiply
'pageNo’' exceeds
the upper limit.

SEEETRA
PRI o

Bt &EpageSizefl]
pageNoZHHIK
N,

403

IOTDA
.00000

Invalid access
token.

JEixtoken

IBHEEIERPRY

tokenEHIEE
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REEE
APl &% 1 BRI API 2% (BXBRAFRZER)
HTTP | $5iR69 | ERIGIEER =B EA ple 3=
RS
IOTDA | Operation not ZBHEIAM iEHEEIAM Token
.00002 | allowed. User not | TokenFRXIRMAIFER | FRIEEAFP 2SR
1 found by IAM EREHZBFEE | TIRBEANRS
token or the TRIEEENIRSS (10TDA) .
authorized user (10TDA)
has not subscribed
IOTDA service.
IOTDA | The application ZNFAFE BRERREEF
.00100 | does not exist. BN RAHFEE
0 NFIDE&EIER.
IOTDA | Operation not ZRRISENRE | BREZNARE
.00100 | allowed. The iaJ SRR,
2 application has not
been authorized.
IOTDA | Operation not ZRARPTEZMN | BiETEXI R Aappld
.00100 | allowed. The FRBRTARER | EXRERTIZD
5 parameter 'app_id' | appldifiaiEnl BHNBHIE.
is not carried, and
the authorized
user has more
than one
applications.
Include the
parameter 'app_id',
or contact Huawei
technical support
engineers to
merge application
data.
IOTDA | Operation not BFRFTEENAT | BHIEBRFTEE
.00100 | allowed. NASARALE | BNAZEEEE
6 Application not ERINZFR .
found by
authorized user or
the authorized
user has no
application.
IOTDA | Operation not NMEASHEFEREAR | BEHEZEFTRZ
.00100 | allowed. The Ui BHEIEENNA.
7 application does
not belong to the
authorized user.
404 IOTDA | The rule does not | iZRNIARIFLE B LSS
.01000 | exist. EizNaiEks
2 HEBIER,
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HTTP | {HIRES | EiREEIEE =SB L DA SbIEEEIN

K&

500 IOTDA | Decrypt IAM token | IAM TokenfBtfrse | iBBARLER TN
.00002 | failed. W DHRRR
0

1.13.2 GIEEUEE AN

#Z1<EAR
R FARRSS =R DA R OB M S el —5N, JiEERE LIRAIEIERESR
AR AR
Eh
ZB]LATEAPI Explorerdh Bz TEIHIZEEO .
URI
imK75i% | POST
URI Jv5/iot/{project_id}/rules
&Y | HTTPS
iERSHY
ZFR wiigk/m | KB {uE |88
s
X-Auth- | ®4i% String Head | B Token, @EAAIAMARS 3k
Token er EUAMAIFTokeniZ3KEY, &0

REIRMAGEESLSH “X-Subject-
Token” Fi2EBIREVAIERF
Token, EERVZKENG EHEGIES

0 TokeniAiiE .
Instance- | A% String Head | S£f3ID ., #PIEZFH T BLHIRIME—
Id er RR, —RENTHPLTRIETZ

2%, (NWEMESALS TNERE
ELEAPIRREEE R ZS .

project_i | W ik String Path | IRBID, kBG5S $KEUIR
d BID,
name WA String(1-128) | Body | #NIZFR,
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REEE
APl &% 1 R AP 2% (BAERFER)
B whk/a] | 2B fIE | iREA
%
descripti | BJi% String(256) Body | MIUAIHERIZR -
on
condition | #4i% ConditionGr | Body | MINAYR4E, BEEBEMUFNE
_group oup ZHNES
actions DAvi List<RuleActi | Body | #IAIEHIETIZR, BENMINGRZEZ
on> FRE 107 ENE,
rule_type | #%i% String Body | MMIAYSEEY
e DATA_FORWARDING: #{iE4
Ko
e EDGE: if%ul,
status aJi% String Body | #NIAMKZ, BAINME: active,

e active: ¥iE,
e inactive: K&,

app_id Flpuc String Body | RIEZEID, tSHAIEVIES
¥, FESRRTENARPEERF
BiziEORt, EUETZSiEE
BUERAIHIN YT BRI Z RS 8]
T, BUEEEAMNESEEIEX

INERFE T,
edge_no | A% List<String> | Body | 3@ MT=iR&EIDFIE,
de_ids
2 1-32 ConditionGroup
2R WA /AT | SEEY etz
conditions | A% List<RuleCon | #INAYREIIZR, BEMMNRZSSIFR
dition> B101MNEM,
logic ik String N EGFFIFRP B EMZERISIEX

%, BAME: and,
e and: 1BiEH,
e or: ZiEok,

time_rang | AIiE TimeRange N4 A BB BATEER
e
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£ 1-33 RuleCondition

B wik/aliE | KB 15388
type WA String MM HEAOEL, BUESEE:
e DEVICE_DATA: REHIELAIL
(a s
e DEVICE_STATUS: RBIREZEHIL
.
° DEVICE_LIFE_CYCLE: REEGRRE
B,
e DEVICE_MESSAGE: R&iHESK
.
e MESSAGE_RESULTS: TF{Ti&R4LE
RE&EMH.
device_pro | A% DeviceDataCo | K4 FIRFEIEXRENRIEE, Htypels
perty_con ndition DEVICE_DATARY, RikEs#E
dition
device_me | A% DeviceMessa | K4FIRFHEXENRIEE, Stypel
ssage_con geCondition | DEVICE_MESSAGERY, FhikS#
dition
device_sta | AJi% DeviceStatus | FHFFIREZINEEKENER, Ztypey
tus_conditi Condition DEVICE_STATUSHY, A&
on

2 1-34 DeviceDataCondition

=

Wik A iz

7

15388

device_id

aik

String

®EID, BTFH—FRA—MNgE, T
&SRS RIEXNF & D ECIRE . él
rule_type ADEVICE_LINKAGERY, iZ
SHE M product_id R eEERTHZ ., 0
%iﬁ%ﬁ*ﬁﬂproduct_idﬂﬂﬂ_ 1£03, LA
ZESHENNANEEHITREILTE,

product_id

String(128)

REXEAIFmID, AFHE—tRE—
FaiRE, EEEIREATRERE
HFEAREIAS. Hrule_typeh
DEVICE_LINKAGERT, iZSH{EF
device_id R BERIIT AZ . WNRIZSH
%Ddevice_idlﬁﬁﬂ?r At, LAdevice id
SHENNANZEHITEMETIE,

filters

List<Property
Filter>

G UNE ST
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& 1-35 PropertyFilter

B wik/aliE | KB 48R

path Wik String(128) REBEBMHNERER, &
service_id/DataProperty, 1§J§lﬂl‘jﬁmﬁ

Sh - Dooerdow/status o BN

J=' MREZELIES DR

operator | W4i% String HIELURAVRIERT, HRISHFRRIERT
B: >, <, >=, <=, =fllbetween:zk
RHEXE, geo.circle.in:iﬁa?ﬁélz
ISEEIR, geo.circle.out: ®RREIFEX
BRI

value Wik String(64) HIELLRFARNNGHE. SEIRLCRE

{ErFbetweenBXFBRY, GEFR~&/IME
fxAE, BESEHF, @ “20,307
EKRAFEF20/0NF30,

Z 1-36 DeviceMessageCondition

B whik/mliE | KB 1568

product_id | Ji% String(128) lxm%HfEfJﬁ‘nnlD Fﬁ?ﬂﬁ—ﬁlﬂ—/\
FmiEs, aEE RSN RIRE
B¥ESH \@33%1?0

topic 1B String(64) FmXERItopicER, AFITIEER

FRigxEtopicER

2 1-37 DeviceStatusCondition

2R Wik /aTiE | SR 5408
status_list | AJiE List<String> REFE, BERTSEMETZSEH.

£ 1-38 TimeRange

2R Wik e | KB 58

start_time | 44i% String NS AR FF et E, &:
HH:mm,

end_time | @4k String LM R4 A ROZEERATIE), H&=C:

HH:mm, &LERATESFIARTE—
¥, NpdEaneX,
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2R wik/aTiE | KR ]
days_of w | Ai% String 2Hi5Ix, LUESHR. 1UFREH,
eek 2RFRA—, XS, RMAAEX.
2HRZIRPAIBER A FFERTEIRY B A
2 1-39 RuleAction
2R Wik /alk | KR ]
type WA String MNENERYEEY, BUETEHE:
e DIS_FORWARDING: BEitEZ
DISBRSS -
e OBS_FORWARDING: EEit%Z
OBSHRSS
e ROMA_FORWARDING: HE#%
FJROMA ConnectiRs%
o |0TA_FORWARDING: ;BE%5Z
loTARRSS
e KAFKA_FORWARDING: HEiE%
ZllkafkafRs3
addition Ak List<String> MIINER, EEOAMNBITLERATI0
MINAE, (NgFEHIREREHUE
BERMNSZIHER, BYEEE:
PRODUCT_ID
dis_forwar | AJi% ActionDisFor | (% &ZIDISIRSAIEHERS . HtypeH
ding warding DIS_FORWARDINGHY, #iE
obs_forwa | AJi% ActionObsFor | #5&ZI|OBSARSATEHEND . Htypels
rding warding OBS_FORWARDINGHT, #4iH,
roma_forw | Ak ActionRomaF | #5%&ZFIROMA ConnectfRSZHIEER
arding orwarding B —_—L|type73ROMA_FORWARDING
BY, wiE
iota_forwa | A% ActionloTAFo | (& ZIIoTARRSHIEERD . Ztypels
rding rwarding loTA_FORWARDINGHY, @418,
kafka_for | &% ActionKafkaF | #&Z|KafkalRSZSHIEENS . Htype
warding orwarding JIKAFKA_FORWARDINGHT, #iE,

2 1-40 ActionDisForwarding

2R wik/aTik | SRR 58H
region_na | @4tk String(256) DISARZZ X3 Mz AYregion X1
me
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2R wHik/aTiE | SR 5488

project_id | #4i%k String(256) DISARSS XS NzAIprojectldfF 5.

stream_na | A% String(256) DISIREZ I M AYEEZTR, FlBEIDS

me HHEDL—PERRT, NBEIDSEHED
ZERT, LUBEIDSHERE. B3R
FADISERSS EifimiEsFRECIFREL,

stream_id | A% String(256) DISERSB I AYEIEID, FBEZRES
HPEEL—NFTAR, MBEZHRSH
#HEFER, LASHERE, BidER
DISHRSS Eifli@iEiFiEZEOIKE

2 1-41 ActionObsForwarding

BR Wik ik | KR izl

region_na | ik String(256) OBSHRSS XS Mz AYregion X g,
me

project_id | Wik String(256) OBSHRZZ I HIprojectldS &2
bucket_na | @ik String(256) OBSHRSS X M AIHEAFR

me

location Elpvis String(256) OBSHRSS XS M AAY X 1,

£ 1-42 ActionRomaForwarding

2R whik/mliE | KB 1588

region_na | ik String(256) ROMA ConnectfgZE*3AIregion X g}

me

project_id | Wik String(256) ROMA ConnectfREZXIrzAIprojectld(S
=\

roma_pus | Ai& String(256) ROMA ConnectRRS3 3R AJHEIX ST

h_type

2R 1-43 ActionloTAForwarding

2R Wik aTiE | KR ]

region_na | @ik String(256) loTARRSE XS M AYregion X 13
me

project_id | Wik String(256) loTARRSZ X R AYprojectId{SE.
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REEE
APl &% 1 A AP 2% (BSERFER)
2 1-44 ActionKafkaForwarding
B WH/OTiE | SRE izl
region_na | AJik String(256) kafkafRS3 33N AYregion X1
me
project_id | AJi%k String(256) kafkafRSSXI M HIprojectld{5 2
kafka_add | BJi% List<NetAddr | kafkafR$333IRA9HEIETIZR
resses ess>
kafka_topi | BJi% String(256) kafkaBR35X<BXAItopic(EE o
c
kafka_user | BJi% String(256) kafkafRSZXEXHIAF&ER.
name
kafka_pass | BJi%& String(256) kafkafRFZKEXBIZIBEE
word
kafka_mec | BJiE String kafkafR33 REXAISAAH o
hanism SERUIAR
PAAS: JESASLER,
PLAIN: SASL/PLAINER, . EEIES
SN FAFRZEEER.
& 1-45 NetAddress
B WHk/OTiE | 3B izl
ip aJik String ARSFRIXSLZIP
port Ak Integer(<=655 | ARSI Rzi%H
35)
domain aJik String ARSI M AYIE
VRS54
2R E it 15488
rule_id String(128) Muid .
name String(1-128) AN ZFR
description | String(256) MUBEIRMER -
condition_gr | ConditionGrou | MIMRYSEHE, BEEREMUNEFMNES
oup p
SCHEhRAS 17 (2020-06-29) RS © AR ARBIRAE 289
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2R i izl
actions List<RuleActio | MUAIEHIETIR, BEMNIRZSSIFRE101ED
n> ﬂzo
rule_type String M po Ry
e DATA_FORWARDING: #HiEE L.
e EDGE: 1A8%fll,
status String MNEPKRZE, BRAME: active,
e active: &,
e inactive: FKEIE,
app_id String RIEZTEID, LSHAEVIESH, FESER
TRNBFPEEFERIZEON, BMEH %5
IEECIEZEAMNAERIB N FEE T, BUE
ERMNESARRIBATERETE T .
edge_node_i | List<String> JFELEM T RIgEEIDIIE,
ds
last_update_ | String MNEzfEE#AtE, (FRUTCRIX, 1&:
time yyyyMMdd'T'HHmmss'Z' .

Z 1-46 ConditionGroup

2R KR 1588
conditions List<RuleCondi | #MNAIEHIIZE, BEMHNRSZEISZE101E
tion> .

logic String MNEEFNRPZS P EEZERNBIEXER, A
{&: and,
e and: 1Z#EH,
e or: iZiEDY,

time_range | TimeRange HIN R4 A A BB EATIEIER
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2 1-47 RuleCondition

B i iBH
type String M2 HAY2EEY, BUESEEL:

e DEVICE_DATA: SZHUBRRIKM,

e DEVICE_STATUS: IB&BIRESKBIZ A,

e DEVICE_LIFE_CYCLE: R4 mpEHIRRI%

%,

e DEVICE_MESSAGE: 8% EE &M,

e MESSAGE_RESULTS: T{THBEERE M,
device_prop | DeviceDataCo | RHHiRHEHIERBNER, Htypeh
erty_conditi | ndition DEVICE_DATARY, JIWikSE(
on
device_mess | DeviceMessag | £HFIRFBERERIEE, Htypesy
age_conditio | eCondition DEVICE_MESSAGERT, Jtiks#

n
device_statu | DeviceStatusC | FEHFIZFINSEEREE, SHtype
s_condition | ondition DEVICE_STATUSHY, Ai%sS#

3£ 1-48 DeviceDataCondition

B il 1585

device_id String RFID, ATFHE—RE—MNRE, mEheSET
FYIEXF S D ECIRS . Zrule_type)s
DEVICE_LINKAGERY, Z&#{Efproduct_id4
BEREIAY AT ., WRiZSEFproduct_idRIFSEFE
B, LAZSHEXNMANSEHITRMETRE.

product_id | String(128) IRBXREImID, AFHE—IRR—1 7 miE
B, ZEEIIFEAFRIEEEHFEADER
18, Yrule_typeIDEVICE_LINKAGERT, iZ&#
{BF0device_id R BERIATAZ , ANIRIZSEF]
device_idEIRSTFEERT, LAdevice_idSEUEXIMAY
IREHITRMITIE

filters List<PropertyFi | #uEidiEs4

lter>

& 1-49 PropertyFilter

2R ESid] 15488

path String(128) BEEMNBRZRER, =X service_id/

DataProperty, #Ia0J#ARZSA “ DoorWindow/
status” . 2N EMREZELES DB
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2R

iz

operator

HIELURIVIRIERT, SRsHSHRIERS: >,
<, >=, <=, =flbetween:FRE(EXIE,
geo.circle.inFREFXIEEA,
geo.circle.out: RREIFZXEEES -

value String(64)

HIBLLRFAXNAE . SEIBELEIRIERT
betweenBxFBlY, AEF =/IMEIIRKE, B
E2RFF, 0 “20,30” FRAFEF20/0F
30,

2 1-50 DeviceMessageCondition

BFR E it 15488
product_id String(128) IREE;éHfElJ}“'mﬂD BFHE—FRE—1 7 aaisE
, EEEIIPEANFRIZEEHEFE D ESR
%o
topic String(64) FaXERItopicfE 8., AT ERHiExEtopic
BE.

=€ 1-51 DeviceStatusCondition

2R E-Sid) 15488
status_list List<String> KEIR, RBUREEKHETZSE

& 1-52 TimeRange

B E-Sic) 1588

start_time String NS FFaRtE, & HH:mm,

end_time String M A RIZERATE, 4830 HH:mm, &%
RAETIEISFIARTE—E, NEEREX.

days_of_wee | String 2HFIE, LUESHR. 1UREH, 2(XE

k —, RS, BARNEX., EHR%IFRFRIBHES
AFHIARTIEIRIBEA
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£ 1-53 RuleAction

2R E it 15288
type String MMENERIREY, BUETEE:
e DIS_FORWARDING: HE#AZIDISIRS .
e OBS_FORWARDING: jEEit4ZIOBSIRS .
e ROMA _FORWARDING: HEiAZFIROMA
ConnectfR%3
e |0TA_FORWARDING: EEEEZIoTARS .
o KAFKA_FORWARDING: EEitkFkafkafR
A2
FTo
addition List<String> MIINER, EEOAMNIITEERAMII0ERM
B, UREREEFEE SRR EIRFE AN ST 15E
FB, BYESEEl: PRODUCT_ID
dis_forwardi | ActionDisForw | 3 &ZIDISIRZBITEERS . YtypeH
ng arding DIS_FORWARDINGHT, #iH,
obs_forward | ActionObsFor | 4&&ZFIOBSERSZAVEENE . Htypels
ing warding OBS_FORWARDINGH], #41H,
roma_forwa | ActionRomaFo | #&ZIROMA ConnectiRZHIEERNS . Htype
rding rwarding 79ROMA_FORWARDINGHT, #iE,
iota_forward | ActionloTAFor | 2% &Z|IoTARRSAVEENS . Styped
ing warding |IoTA_FORWARDINGHY, 18,
kafka_forwa | ActionKafkaFo | #&ZIKafkafRZHIEENSD . SHtypess
rding rwarding KAFKA_FORWARDINGHY, #H,

R 1-54 ActionDisForwarding

2FR E it 15488

region_nam | String(256) DISARSS XS M Aregion X1,

e

project_id String(256) DISARSS XS MzAYprojectIdE 2

stream_nam | String(256) DISERSZITMAYEERZTR, FI@EIDSHFEL—

e MRAZE, MNBBIDSHEFEAS, LUBBIDS
HERE, BITAADISIRSS EEEEYIFREO
FREL o

stream_id String(256) DISERSZ X MAYEEID, MBEIRsHHEL—
MR, NBEZRSHEMEER, LUASEH
B, B3AADISIKRS Ta@EFiEEOk
B,
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K 1-55 ActionObsForwarding

2R St 5iAH
region_nam | String(256) OBSHRSZ I AYregion X igf
e
project_id String(256) OBSBERSZXIRzHIprojectldFE
bucket_nam | String(256) OBSHRSS XS M AR FR
e
location String(256) OBSBRSS XY BRI X 13

Z 1-56 ActionRomaForwarding
B St 15488
region_nam | String(256) ROMA ConnectfR$ZXS M AIregion[Xig;
e
project_id String(256) ROMA ConnectBRZE3IRzAIprojectldiZE
roma_push_ | String(256) ROMA ConnectfR53Xd R ATHEXZERY
type

2 1-57 ActionloTAForwarding

2R E =it 15488

region_nam | String(256) loTARRSZ XTI M AYregion X 13

e

project_id String(256) loTARRSS XS M AYprojectIdE R

2 1-58 ActionKafkaForwarding

ame

2R St 5iAH

region_nam | String(256) kafkaPR3ZXI N AYregion Xz

e

project_id String(256) kafkafR35%d M AYprojectIdEE
kafka_addre | List<NetAddres | kafkafRSZXI R AYHEIEFIZR
sses s>

kafka_topic | String(256) kafkafRS5XEXEItopic(EE o
kafka_usern | String(256) kafkafRSSKEXHIARPREE,
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2R E i) izl
kafka_passw | String(256) kafkafRSSKEXHIZRI(EE. .
ord
kafka_mech | String kafkaBR53 FEXHISSAALH o
anism

ZERYHAR:
PAAS: JESASLEM,

PLAIN: SASL/PLAIN#EZ(, FERIESWMNAIHER
BEBER.

2% 1-59 NetAddress

BR St 158

ip String ARSZEIXTRLIP

port Integer(<=6553 | AR XIRLi%HC
5)

domain String ARSS XTI RIAYLE

i5Rpl

POST https://{Endpoint}/v5/iot/{project_id}/rules

Content-Type: application/json
X-Auth-Token: ***xxkxx
Instance-Id; ***xke
{
"name" : "string",
"description" : "string",
"condition_group" : {
"time_range" : {
"days_of _week" : "string",
"start_time" : "string",
"end_time" : "string"
2
"logic" : "string",

"conditions" : [ {
"device_status_condition" : {
"status_list" : [ "string" ]

}

"device_property_condition" : {
"device_id" : "string",
"product_id" : "string",
"filters" : [ {

"path" : "string",
"value" : "string",
"operator" : "string"
]
h?
"type" : "string",
"device_message_condition" : {
"product_id" : "string",
"topic" : "string"
}
1
I
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"actions" : [ {
"iota_forwarding" : {
"project_id" : "string",
"region_name" : "string"
%
"roma_forwarding" : {
"project_id" : "string",
"region_name" : "string",
"roma_push_type" : "string"
%
"kafka_forwarding" : {
"kafka_mechanism" : "string",
"project_id" : "string",
"kafka_addresses" : [ {

"port" : 0,

"ip" : "string",

"domain" : "string"
1

"kafka_username" : "string",
"region_name" : "string",
"kafka_topic" : "string",
"kafka_password" : "string"
B
"obs_forwarding" : {
"project_id" : "string",
"bucket_name" : "string",
"region_name" : "string",
"location" : "string"
B
"type" : "string",
"dis_forwarding" : {
"stream_name" : "string",
"project_id" : "string",
"stream_id" : "string",
"region_name" : "string"
B
"addition" : [ "string" ]
11
"rule_type" : "string",
"status" : "string",
"app_id" : "string",
"edge_node_ids" : [ "string" ]

I pz 751
Status Code: 201 Created

Content-Type: application/json
{
"rule_id" : "string",
"name" : "string",
"description" : "string",
"condition_group" : {
"conditions" : [ {
"type" : "string",
"device_property_condition" : {
"device_id" : "string",
"product_id" : "string",
"filters" : [ {
"path" : "string",
"operator" : "string",
"value" : "string"
H
%
"device_message_condition" : {
"product_id" : "string",
"topic" : "string"

h
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"device_status_condition" : {
"status_list" : [ "string" ]
}
11
"logic" : "string",
"time_range" : {
"start_time" : "string",
"end_time" : "string",
"days_of_week" : "string"
}
1
"actions" : [ {
"type" : "string",
"addition" : [ "string" ],
"dis_forwarding" : {
"region_name" : "string",
"project_id" : "string",
"stream_name" : "string",
"stream_id" : "string"
%
"obs_forwarding" : {
"region_name" : "string",
"project_id" : "string",
"bucket_name" : "string",
"location" : "string"
B
"roma_forwarding" : {
"region_name" : "string",
"project_id" : "string",
"roma_push_type" : "string"
%
"iota_forwarding" : {
"region_name" : "string",
"project_id" : "string"
B
"kafka_forwarding" : {
"region_name" : "string",
"project_id" : "string",
"kafka_addresses" : [ {

"ip" : "string",

"port" : 0,

"domain" : "string"
1

"kafka_topic" : "string",
"kafka_username" : "string",
"kafka_password" : "string",
"kafka_mechanism" : "string"
}

11

"rule_type" : "string",

"status" : "string",

"app_id" : "string",

"edge_node_id" : [ "string" ],

"last_update_time" : "string"

}
T EL)
HTTP | $#hxfB | SBEiRAERIEAR =GR SbERERIN
RSB
400 IOTDA | Invalid input data. | iEREHAEE BHEEIERSHZ
.00000 BFEEATN
6 ZK,
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HTTP | $8iXR3 | SEiRAERIEIR LB SRvE TS Pl e
REB
IOTDA | Invalid input for NEBS#HAEE BHIEBRSHE
.00100 | this application. BRAERARNE
1 Ko
IOTDA | Invalid input for MUSHAEE BHIEBRSHE
.01000 | this rule. BB
0 =K,
IOTDA | Invalid parameter | MUKZHREE BHIEBRSHE
.01000 | in the rule BREEENTIY
4 condition. Eik
IOTDA | Invalid parameter | MUENMESHASE | BHEEKF
.01000 | in the rule action. | % actionB2HESH
5 BEATEE
Ko

IOTDA | Repeated MNEZHIDES BEMap RN
.01000 | condition ID in the HIDREIR
6 same rule.
IOTDA | Repeated action ID | #MzH{EIDEES BEMmE NG
.01000 | in the same rule. {EIDIFEIR .
7
IOTDA | The device with M EEPITRNAY | IBEEIEKRSHE
.01000 | this condition does | IBBAIZIE BIEREORSEEF
8 not exist. ERBERFE.,
IOTDA | The device with MUENEPXIRAY | IBIEEIERSHIE
.01000 | this action does REIFEE BIEREESEEF
9 not exist. EREEERFE.
IOTDA | The device data MNEEFTINA | BEEERSEHE
.01001 | with this condition | @& EERFE BIEfREREEF
0 does not exist. BEEERFE.
IOTDA | The device data MUZHERIINAY | BEEBERSEHE
.01001 | with this action REBEEAREFE BRSO SEEF
1 does not exist. ERECERFE.
IOTDA | The tag with this | MINEEFIINAY | BREEBBEKSHZ
.01001 | condition does not | Fr&EARIFE BIEMEIREETE
2 exist. ERECRFE
IOTDA | Invalid rule MUSHAGE HHEEBKRSHZE
.01001 | parameter. BRSEARNE
3 =3k
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HTTP | x5 | ERBEGER ERBHIIA QLTRERIN
RS
IOTDA | The rule count of | AR THINEEE | BHIFRZSREITN
.01001 | each user has i3 _ER EEEM.
5 reached the upper
limit, the current
up limitis 10
entries.
403 IOTDA | Invalid access JEixtoken BHEE SRR
.00000 | token. tokenE2&B1EE .
4
IOTDA | Operation not IRBHEIAM IBHEEIAM Token
.00002 | allowed. User not | TokenFR¥IRZAIFEF | FRIERFPE5E1TH
1 found by IAM BEEIZAFEE TIRBEBENERS
token or the TFIREENERSS | (IOTDA),
authorized user (10TDA)
has not subscribed
IOTDA service.
IOTDA | The application ZR AR FE BHERREEYF
.00100 | does not exist. BFMmruAHFHEE
0 NFIDE2EIEH.
IOTDA | Operation not ZRREENRE | BREZNARE
.00100 | allowed. The ia) EMRIEN
2 application has not
been authorized.
IOTDA | Operation not ZFARPTEZMN | BigETEXIRAYappld
.00100 | allowed. The BRBERTRET | EXREITIEID
5 parameter 'app_id' | appldifialiE BHRBEIE.
is not carried, and
the authorized
user has more
than one
applications.
Include the
parameter 'app_id',
or contact Huawei
technical support
engineers to
merge application
data.
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HTTP | {8iRE8 | EiREEI R iR IA QhTBFERIN
REB
IOTDA | Operation not BFTEENEY | BHERFTES
.00100 | allowed. NASHERALE | BRBmEEEIE
6 Application not ERINA
found by
authorized user or
the authorized
user has no
application.
IOTDA | Operation not NESBFERAR | BHEZEFTZ
.00100 | allowed. The i HBIEENA.
7 application does
not belong to the
authorized user.
IOTDA | The number of MUHESIAZILE | 1BHIFRZS RAFENY
.01000 | rules has reached | R BEIR.
3 the upper limit.
404 IOTDA | The rule does not | iZHNATFIE N A Py €2
.01000 | exist. miZzMNEiEks
2 MBI,
500 IOTDA | The data in HIBREFROHIELR | BERREATEID
.00000 | database is EE DHTREIR
7 abnormal.
IOTDA | Decrypt IAM token | IAM Tokenfigtfrsk | IBEARL AN TIEI
.00002 | failed. 8 DHTRER
0

1.13.3 ZiFN
EO35EE

R FBRSS SR A ALt O SaME N Fa s EMNNEREER .

1ZA]LATEAPI Explorerd EiEE/TIEIRIZIEO,

GET

/v5/iot/{project_id}/rules/{rule_id}

Eje

URI
BERAE
URI
e

HTTPS
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https://apiexplorer.developer.huaweicloud.com/apiexplorer/doc?product=IoTDA&api=ShowRule

REEE
APl % 1 MR API 2% (BXBRFPZER)
BRSH
2R Wik /m] | SERY fE | iHEE
yoi
X-Auth- | @4k String Head | AP Token, @IEAAIAMIRSS 3X
Token er ENIAMA R TokeniZ[348Y, #0O
RERYMAGEESLS “X-Subject-
Token” FREEIRENIAR
Token, EERRENG EZFHIIES
0 TokeniAilE,
Instance- | AJi% String Head | SEf3ID, #PI2ZFH FESLHIRIE—
Id er R, —REATHEPLTEETZ
2%, NEEZHEESETNER
HBIIAPIRTHZEETIZSH .
project_i | Wik String Path | IRBID, 3XEX5LiBE2 N $KEUIR
d BID,
rule_id DAV String Path | #IID, AFMHE—FRR—EIN,
TEBUEEFNIBT RIBX M & o Eesk
5.
Nl fiz 228
2R E it 15d8A
rule_id String(128) Fid,
name String(1-128) MM ZFR
description | String(256) MURIHERER .
condition_gr | ConditionGrou | #MNAISEMHE, BEEEMUINEFMUVES
oup p
actions List<RuleActio | #MMEIENIEFIZR, BNMHINERZZIFZE101E)
n> ﬂzo
rule_type String W= -zl
e DATA_FORWARDING: #iEit% .
e EDGE: jB%l,
status String MNUEPRZE, BRHAME: active,
e active: &,
e inactive: KEE,
app_id String RIETEID, LSHAEVIESH, FEZSER
TEPNARPFEFERIZIEON, #UEHFZsH
IEECIZEAMNAERIB N FEE T, FUE
ERMNESARRIBATIERETE T .
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https://support.huaweicloud.com/api-iam/iam_30_0001.html
https://support.huaweicloud.com/api-iam/iam_30_0001.html
https://support.huaweicloud.com/api-iothub/iot_06_v5_0091.html#section0
https://support.huaweicloud.com/api-iothub/iot_06_v5_1001.html
https://support.huaweicloud.com/api-iothub/iot_06_v5_1001.html
https://support.huaweicloud.com/usermanual-iothub/iot_01_0006.html#section0

REEE
APl % 1 RiFRM API 2% (BXBRFPZER)
2R E i) izl
edge_node_i | List<String> JFEILEM TS mIgERIDFIE
ds
last_update_ | String MU EzfEEH#ATE, (FRUTCRIX, 1&:
time yyyyMMdd'T'HHmmss'Z',

Z 1-60 ConditionGroup

2R E it 15d8A
conditions List<RuleCondi | #IMAIEHFIFR, BNMHINESZIFZEI101E
tion> .,
logic String gﬂﬂ%‘:#ﬂi@q”%”l\%‘:#ZI‘EUE’SJJ‘EEE?E%, ZRIA
> and,

e and: BiEH,
e or: iZiEDY,
time_range | TimeRange N R4 2B ATEER .

2% 1-61 RuleCondition

BR e 1508
type String MMZARISEE, BUETEE:

e DEVICE_DATA: IRZBEUBEKBIZ(E
e DEVICE _STATUS: REIRSEBIL I,

e DEVICE_LIFE_CYCLE: RB4apEHAERIZZ
%,

e DEVICE_MESSAGE: 8& 8B4,
e MESSAGE_RESULTS: T{THESREZME,

device_prop | DeviceDataCo | FHFHIRBEHIEXRIER, Stypesy

erty_conditi | ndition DEVICE_DATARY, J9wiEs#

on

device_mess | DeviceMessag | SZHFIREHEERNEE, Lttypes
age_conditio | eCondition DEVICE_MESSAGERY, Awiks%

n

device_statu | DeviceStatusC | FHFIREIRSEEREE, Stypels
s_condition | ondition DEVICE_STATUSHY, Awiks#
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£ 1-62 DeviceDataCondition

B Sl 15488

device_id String IREID, AFHE—IRE—MEE, TS
FEYIEXF S D ECIRS . Zrule_type)s
DEVICE_LINKAGERY, iZZ&#{EFproduct_idR
BERIAT A= ., WNRiZSEFproduct_idEIRIFE
BY, LUZSHENMNANESHITRETIE.

product_id | String(128) IRBXREImID, AFHE—IRR—1 7 miE
B, AEEIFSANFRIEREAFE SR
18, Yrule_typeIDEVICE_LINKAGERT, iZ&#
{BFdevice_id R BERIATAZ . AMRIZSHFN
device_idEIRITETERT, LAdevice_idSEUEXIMAY
IRBHITEMHTIS.

filters List<PropertyFi | #uEidiEs4

lter>

% 1-63 PropertyFilter

2R E St 5eHH

path String(128) REBRMHNBREAEER, B service_id/
DataProperty, {ﬁJtZl]F_IﬁEU: 79 “DoorWindow/
status” . SNBHIRERZELIESHIE

operator String HIBLLRAMRIERS, SR ISHRMERAB: >,
<, >=, <=, =fbetween:FRHEX T,
geo.circle.inFREFXIEEEA,
geo.circle.out: RREFZXEBES .

value String(64) HIBLERFBAXNAE . SEIRELLRIRIER

betweenBXFIRY, AEFR~&x/IMEIIRAE, B
ESRF, a0 “20,30” RRKFEF20/0F
30,

2 1-64 DeviceMessageCondition

B E-Sic) 1588

product_id | String(128) IRBXREAImID, AFHE—IRR—1 ™ miE
B, ZEEIIFEAFRIEEEHFEADER
N

topic String(64) X BETtopic(E R, BAFZiEiEEigTEtopic

HR
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3£ 1-65 DeviceStatusCondition

B E- i izl
status_list List<String> KEIF, BREBRSEHETZSE.

£ 1-66 TimeRange

2R E i) 15488

start_time String M R4 AR A BOFFIRRTE], 4820 HH:mm,

end_time String M SRR RIZERATIE], &0 HH:mm, &L
RAYESFEATE—E, NfEAEX,

days_of wee | String FHFIZR, LUES DR, 1tEREH, 28%FE

k —, ORI, BAAEX, 2H5IERFRIBER
NFFaRtERIEER

2 1-67 RuleAction

2R S dAH

type String MUZNERYZEEY, BUESEE:
e DIS_FORWARDING: BB AZIDISIRS
e OBS_FORWARDING: EE#AZIOBSIRSS
e ROMA FORWARDING: HEiAZIROMA

ConnectfRs%
e |0TA_FORWARDING: EEit%kZII0TAIRS
e KAFKA_FORWARDING: R4tk FkafkafR
%o

addition List<String> MINER., EECARINHITEERFHANERSMA
B, (NEEEMIEEEBHIEE RN 1HE
F3, BY&ESSE: PRODUCT_ID

dis_forwardi | ActionDisForw | 3£&ZIDISIRSZHIEERNS . étype?y

ng arding DIS_FORWARDINGHY, #4iH,

obs_forward | ActionObsFor | & ZI|OBSIRSZHTGEERA . '_—"ltype7£|

ing warding OBS_FORWARDINGHT, @&

roma_forwa | ActionRomaFo | #/&ZIROMA ConnectiRSZRIHENS . Htype

rding rwarding J9ROMA_FORWARDINGHT, #iE,

iota_forward | ActionloTAFor | #&4&ZIoTARRSBHEERS .. Htypely

ing warding |oTA_FORWARDINGET, #iH,

kafka_forwa | ActionKafkaFo | #5&ZFIKafkafRFZEIEEARE . Htypes

rding rwarding KAFKA_FORWARDINGHY, WiH,
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2 1-68 ActionDisForwarding

B E i) 15488

region_nam | String(256) DISPRSS XTI Rz AYregion X ia;

e

project_id String(256) DISARSS XS Mz HdprojectidS &

stream_nam | String(256) DISERS YT HBIERTR, Fl@EIDESHHEL—

e MRAZ, NBEIDSHEZEER, LUBEIDS
KB E . BITEADISIRSS EifhEiasFEO
¥REX,

stream_id String(256) DISIRSZ X MAYEIEID, FBEZRSHPEL—
PMART, BERRSHEFER, LUKRSE
EhiE,. BiTERDISIRS EaEEiFEEOR
BY.

Z 1-69 ActionObsForwarding

ZR E-Sit] 158
region_nam | String(256) OBSARSS XTI AYregion X1
e
project_id String(256) OBSBERSSXIRzHprojectldfF 2
bucket_nam | String(256) OBSBERSS X M AYIEEZ TR
e
location String(256) OBSHRSS XS M ARRY X 13

Z 1-70 ActionRomaForwarding
BR E-Sic) 588
region_nam | String(256) ROMA ConnectfREZ XSz ATregion[Xig;
e
project_id String(256) ROMA ConnectfRSZ TR AIprojectid{SE
roma_push_ | String(256) ROMA ConnectiRS3 33 A EIXRZEEY
type

& 1-71 ActionloTAForwarding

BFR E it 15488
region_nam | String(256) loTABRS3 X R AYregion X iz
e
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https://support.huaweicloud.com/api-dis/dis_02_0024.html
https://support.huaweicloud.com/api-dis/dis_02_0025.html

REEE
APl % 1 RiFEM API 2% (BXBRFPZER)
2R E i) 15488
project_id String(256) loTARRSS XTI M AYprojectldE 2
K 1-72 ActionKafkaForwarding
2FR E it 15488
region_nam | String(256) kafkafRS5XIRzAYregion X iz
e
project_id String(256) kafkafgSZ X3 N AYprojectid{EE
kafka_addre | List<NetAddres | kafkafR5ZXIMaYBLESZE
sses s>
kafka_topic | String(256) kafkaPR$Z X EXAYtopic(EE .
kafka_usern | String(256) kafkafRS3KEXHIARPREE
ame
kafka_passw | String(256) kafkaRSZXEXHIZL(EE..
ord
kafka_mech | String kafkafRs3 FKEXHISSAALE o
anism ESTLE
PAAS: JESASLEAY,
PLAIN: SASL/PLAINtER, . EEESXINAIER
BEBER.
2 1-73 NetAddress
BFR E it 15488
ip String ARSSAIXSNZIP
port Integer(<=6553 | BRSZXIMzi% O
5)
domain String ARSS XTI RIAYLE
=Rl
GET https://{Endpoint}/v5/iot/{project_id}/rules/{rule_id}
Content-Type: application/json
X-Auth-Token: ***xxkex
Instance-Id; ***xxke
il iz 73~ 451

Status Code: 200 OK
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Content-Type: application/json

{
"rule_id" : "string",
"name" : "string",
"description" : "string",
"condition_group" : {
"conditions" : [ {
"type" : "string",
"device_property_condition" : {
"device_id" : "string",
"product_id" : "string",
"filters" : [ {
"path" : "string",
"operator" : "string",
"value" : "string"
1]
T
"device_message_condition" : {
"product_id" : "string",
"topic" : "string"
T
"device_status_condition" : {
"status_list" : [ "string" ]
}
11
"logic" : "string",
"time_range" : {
"start_time" : "string",
"end_time" : "string",
"days_of_week" : "string"
}
1
"actions" : [ {
"type" : "string",
"addition" : [ "string" ],
"dis_forwarding" : {
"region_name" : "string",
"project_id" : "string",
"stream_name" : "string",
"stream_id" : "string"
B
"obs_forwarding" : {
"region_name" : "string",
"project_id" : "string",
"bucket_name" : "string",
"location" : "string"
B
"roma_forwarding" : {
"region_name" : "string",
"project_id" : "string",
"roma_push_type" : "string"
B
"iota_forwarding" : {
"region_name" : "string",
"project_id" : "string"

"kafka_forwarding" : {
"region_name" : "string",
"project_id" : "string",
"kafka_addresses" : [ {

"ip" : "string",

"port" : 0,

"domain" : "string"
1

"kafka_topic" : "string",
"kafka_username" : "string",
"kafka_password" : "string",
"kafka_mechanism" : "string"
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}
1L
"rule_type" : "string",
"status" : "string",
"app_id" : "string",
"edge_node_id" : [ "string" ],
"last_update_time" : "string"
}
IR
HTTP | 8RB | EiRfgaimiAk BRI IR QbTBERIN
RSB
400 IOTDA | Invalid input data. | iEREHAEE BHEEIERSHZ
.00000 BRSEARNE
6 23K,
IOTDA | Invalid input. The | BfBE&EIRAK | iBHKEpageSizefl
.00001 | parameter PEH o pageNoZS#HIK
3 'pageSize’ multiply e
'pageNo’' exceeds
the upper limit.
403 IOTDA | Invalid access JEi%token BHEEIERFH
.00000 | token. tokenE2HBIEE
4
IOTDA | Operation not RBEEIAM iEHEEIAM Token
.00002 | allowed. User not | TokenFR¥IMNAIFEF | FREEBFRE&1]H
1 found by IAM EEHZBFEE | TIREEANRS
token or the IENEEEANERSS | (IOTDA),
authorized user (10TDA)
has not subscribed
IOTDA service.
IOTDA | The application ZNFATFE BRERRCEEF
.00100 | does not exist. e BEHFeE
0 NAIDEEIEM.
IOTDA | Operation not ZRRISENRE | BREZNARE
.00100 | allowed. The ] IS,
2 application has not

been authorized.
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HTTP |8 | ERBEIEE iR IA QhTBFERIN
REB
IOTDA | Operation not ZAFRTEZMN | iEEEX R Aappld
.00100 | allowed. The ERERTRET | BARERTIEID
5 parameter 'app_id' | appldifiaiEd BHNEEE,
is not carried, and
the authorized
user has more
than one
applications.
Include the
parameter 'app_id’,
or contact Huawei
technical support
engineers to
merge application
data.
IOTDA | Operation not BFRTEENAY | BHERFTES
.00100 | allowed. NASRHEFRALE | BREAmEEEE
6 Application not ERINZFE .
found by
authorized user or
the authorized
user has no
application.
IOTDA | Operation not NESBFERAR | EHEZEFTZ
.00100 | allowed. The i HBIEENA.
7 application does
not belong to the
authorized user.
404 IOTDA | The rule does not | iZHNAIFIE BRAEERERE
.01000 | exist. EZMNHIFRKS
2 HEBIER.
500 IOTDA | Decrypt IAM token | IAM Tokenfigtfrsk | iBEARL AN TIEIM
.00002 | failed. M DHTRE
0
1.13.4 {EXFN
EOHAR
Rz FRRRSS 28 e A At CE I EA M & P8 EMNAIEE
@it

SERILATEAPI Explorer A BIZIE TIAIHIZIE O -
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REEE
APl % 1 MR API 2% (BXBRFPZER)
URI
iBKBEiE | PUT
URI /v5/iot/{project_id}/rules/{rule_id}
&y | HTTPS
BRSH
BFR Wik /m] | SERY V& | A
i
X-Auth- | @ik String Head | FHFToken, B3 AAIAMARSS 3k
Token er EUIAMABRFTokeniZ[O3%EY, #0O
ﬁlﬁlﬂgﬂ[ﬁ]ﬁﬁiﬁ%'\ékqﬂ “X-Subject-
Token” HMEEEIREHIAR
Token, EERFRENG EZEFHIIES
0 TokeniAiE .
Instance- | AJi% String Head | SEf3ID, #PIBZFH FESLHIRIE—
Id er *j_‘l/\: _&4&t£$ﬂp%ﬁﬁ#m1/(
2%, NEEZHEFSETNER
HiBIAAPIRTBEIEFZS
project_i | Wik String Path | IRBID, KBNS LEiB52 N $KEUIR
d HID.
rule_id Whid String Path | #IMID., FAAFH—FRR—EMA,
RN RIBX M & o Eeik
1=_Fo
name DSvis String(1-128) | Body | #NIZFR,
descripti | A% String(256) Body | MUAIHEARIZER
on
condition | @4k ConditionGr | Body | #IAYRA4E, BEEEMUFNE
_group oup ZHINES
actions DAvi List<RuleActi | Body | #INAIEHIETIZR, BENMINGRZEZ
on> FRE101EE,
rule_type | #%i% String Body | MMIAYSEEY
e DATA_FORWARDING: #iE4:
Ko
e EDGE: 8%,
status Bk String Body | #NIAMRZ, BAINE: active,
e active: Hi&E.
e inactive: FK¥iE,
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REEE
APl & 1 M API 2% (BAERFPER)
2R wigk/al | KE E | kB8
ik
app_id A%k String Body | &RiF==/@ID, Eb%ﬁﬁﬂ%%\iﬁ_%
¥, FESRERTANERPEEFE
BiziEORT, Eu#mﬁ HIEE
LUEZEAIAN I ERIBAN TR 8
T, BUEEEAMUISESAEEIFK
INERFTE T,
edge_no | A% List<String> | Body | JAEi0& M7 mig&IDFIE
de_ids
& 1-74 ConditionGroup
2R Wik /eI | SEEY =tz
conditions | Ak List<RuleCon | #INAYREIIZR, BMMNRZSSIFR
dition> 101 &S
logic Elpei String N R HFIFRP 2N FKEZERNIEERX
, BIME: and,
[ ] and: EEEE-O
or: Z4Eak,
time_rang | AIiE TimeRange M4 A BB BATEER o
e
2 1-75 RuleCondition
2R Wik /mIiE | SEBY wiRA
type WA String MM SRARIRE, BUEEE:
e DEVICE_DATA: iR EIERTIL
%,
e DEVICE_STATUS: IS&IRASHERIL
%,
e DEVICE_LIFE_CYCLE: &E&mHE
e St e
e DEVICE_MESSAGE: 8% EE%
.,
e MESSAGE_RESULTS: T{THEELL
R&EM,
device_pro | AJi% DeviceDataCo | £HFIREHIELENER, ZHtypey
perty_con ndition DEVICE_DATAE]L RIS
dition
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REEE

APl &%

1 MM APl 2% (BXERFEA )

B wik/aliE | KB 15488

device_me | TJi% DeviceMessa | &4PIgFEEEERIER, Htypel
ssage_con geCondition | DEVICE_ MESSAGEE]L RESE
dition

device_sta | AJi% DeviceStatus | RHHFIRERSRKENER, Htypes
tus_conditi Condition DEVICE_STATUSHY, Au4ikS#

on

2£ 1-76 DeviceDataCondition

BFR Wik /aTiE | SR izl

device_id | A% String ®E&EID, AFH—RRE—MNRE, B
=&Y BB & D HECIRTS él
rule_typeIDEVICE_LINKAGERT, i%
S¥Eproduct_idRRERIATAZ . 1
RizsHHproduct_idERIFERT, LA
ZEHENNANS EHITREIIE

product_id | A& String(128) REXBAFmID, BFHE—tRE—
FmiEl, EERIIPEAFREREE
HAEEHESRS . Srule_typels
DEVICE_LINKAGERT, ZZH{EM
device_id R BERATAZT . MR 1ZEH
#0device_idERITFTERT, LAdevice_id
SHBXI NANSFHITREIIE.

filters aJik List<Property | #iEidigsit

Filter>

2R 1-77 PropertyFilter

2R Wk TiE | KB 5460

path WA String(128) REBMNERER, B
service_id/DataProperty, {5I%0i IR

&shH DoorWindow/status” o BN

J:' MR ZBLUES SR

operator | W4ifk String HUBLURAVRIERF, HasTiFaviRER
a: >, <, >=, <=, =fllbetween:3E
TEMERXIE, geo.circle.inFREFKX
WHSEEA, geo.circle.out: R REFX
ISEES .

value WA String(64) HIBELLBRFRAGE.. SEIELEIR

{EfFbetweenBX Y, AEFRR/IME
fEXE, BEsSkEAF, @ “20,307
ERATFEF20/\F30,
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REEE

APl &%

1 MM APl 2% (BXERFER )

& 1-78 DeviceMessageCondition

2R wik/aTiE | KR izl

product_id | AJi% String(128) REXBHF@ID, BFHE—tRE—
FmiEl, EERIIPEAFREREE
HAESDEIRE,

topic Elphir String(64) FramXExAItopicEE, BFEIRER
FiEEtopiIGEE,

2 1-79 DeviceStatusCondition

2R WHk/OTiE | KB 58
status_list | A% List<String> KS&FER, RBRSEHEFTZSEH.

% 1-80 TimeRange

2R Wik/alk | KR 588

start_time | #4i% String M4 A BIFFIRETIE), &2
HH:mm,

end_time | 4%3 String N Z A RYEESRATE), #&2:
HH:mm, &LERATESFIARTE—
¥, WpiErsex,

days_of_w | AJi% String IR, LESHR. 11KFER,

eek 2REE—, RS, BWAREX,

S8R FRIBHIAFHIRRIERIBER

MAERRAS 17 (2020-06-29)

WRIERE © HERRARBIRAT

313




IREEIE

APl &%

1 MM APl 2% (BCERFERA )

£ 1-81 RuleAction

2R Wik /aliE | SRR AR
type WA String MUzh{ERYZEEY, BUESCHE:
e DIS_FORWARDING: HEiAZ
DISBRSS -
e OBS_FORWARDING: jEE#AZ
OBSHRSS -
e ROMA_FORWARDING: B8tk
ZFJROMA Connectfg53 .
e |0TA_FORWARDING: ;BE%t5KZ
loTARRSS -
e KAFKA_FORWARDING: Btttk
FlkafkafRs5 -
addition Ak List<String> MIINER, EEOAMNITLERATI0
MIMIE, (NIRBEBMFIEERBIEIE
HEMNSIHER, BUETEE:
PRODUCT_ID
dis_forwar | @& ActionDisFor | #%&ZIDISIRSHIHERS . Htypey
ding warding DIS_FORWARDINGHT, #iE,
obs_forwa | AJi% ActionObsFor | ¥ & ZIOBSIRSSAGEHERNS . Htyped
rding warding OBS_FORWARDINGH], #4iH,
roma_forw | A%k ActionRomaF | £ AZFIROMA ConnectiREZETEEN
arding orwarding Bo HtypeAROMA_FORWARDING
B, WE,
jota_forwa | oi% ActionloTAFo | ¥ &ZIoTARRSHGEENS . Htyped
rding rwarding loTA_FORWARDINGHY, WiE,
kafka_for | AJi%k ActionKafkaF | #5%ZIKafkafRSZHEGEHERS . Htype
warding orwarding JIKAFKA_FORWARDINGH], #iE,

2 1-82 ActionDisForwarding

2R Wik /malik | KR i)z

region_na | Wik String(256) DISHRS3 X Mz HIregion X iaf

me

project_id | Wik String(256) DISERSSXIRAYprojectId{FE

stream_na | A% String(256) DISIRS XN AVEERZIR, FlEEIDS

me HHEDL—NFRAZT, MBEIDSHER
=R, LUBEIDSHENE., BidE
FEDISERSS BEiEEiESIZEZOIREL
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REEE

APl & 1 M API 2% (BAERFPER)
2R Wik /eI | 5B il:z]
stream_id | AJi% String(256) DISARS X NAYEEID, fBEZFRS

HPpED—ANFNZ, BERIFSH
EHFER, LASHERE. BIEA
DISBRSS EifliEEiFEZEORE .

£ 1-83 ActionObsForwarding

B WHk/OTiE | SRE 548

region_na | Wik String(256) OBSHRS3 I M AYregion X iaf
me

project_id | W4i% String(256) OBSHRSSXI R AprojectId{EE
bucket_na | @ik String(256) OBSHRSZ X M AIHERFR

me

location Elpvir String(256) OBSHRZZ XTI M ABAY X 1,

& 1-84 ActionRomaForwarding

B Wk ik | KB izLi)z]

region_na | Wik String(256) ROMA ConnectfR$5 X3 MAJregion[X g

me

project_id | W ik String(256) ROMA ConnectfREZXrzAIprojectld(S
=

roma_pus | Ai& String(256) ROMA ConnectBRS33I R ATHEIX TS

h_type

2 1-85 ActionloTAForwarding

B whik/mlik | 2RBY izLi)z]

region_na | Wik String(256) loTABRSS XS MiAYregion[X i3
me

project_id | Wik String(256) loTABRSS XS M AIprojectld(S 2
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REEE
APl & 1 MR API 2% (BXBRFPZER)
2 1-86 ActionKafkaForwarding
2R Wik /aTik | SRR AR
region_na | AJik String(256) kafkafRS3 33N AYregion X1
me
project_id | AJi%k String(256) kafkafRSSXI M HIprojectld{5 2
kafka_add | BJi% List<NetAddr | kafkafR$333IRA9HEIETIZR
resses ess>
kafka_topi | BIik String(256) kafkafRS5XEXHItopic(ERE o
c
kafka_user | AJi% String(256) kafkalRSZXEXHIFARPZEE.
name
kafka_pass | BJi%& String(256) kafkafRFZKEXBIZIBEE
word
kafka_mec | BJiE String kafkafR33 REXAISAAH o
hanism SERUIAR
PAAS: JESASLEERY,
PLAIN: SASL/PLAINER, . EEIES
STRAIARBEBER.
2% 1-87 NetAddress
2R wik/aTiE | KR ]
ip aJik String ARSFRIXSLZIP
port Ak Integer(<=655 | ARSI Rzi%H
35)
domain aJik String ARSI M AYIE
VRS54
2R E it 15dBA
rule_id String(128) Muid .
name String(1-128) AN ZFR
description | String(256) MUBEIRMER -
condition_gr | ConditionGrou | MIMRYSEHE, BEEREMUNEFMNES
oup p
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REEE
APl & 1 RiFRM API 2% (BXBRFPZER)
2R i izl
actions List<RuleActio | MUAIEHIETIR, BEMNIRZSSIFRE101ED
n> ﬂzo
rule_type String M po Ry
e DATA_FORWARDING: #HiEE L.
e EDGE: 1A8%fll,
status String MNEPKRZE, BRAME: active,
e active: &,
e inactive: FKEIE,
app_id String RIEZTEID, LSHAEVIESH, FESER
TRNBFPEEFERIZEON, BMEH %5
IEECIEZEAMNAERIB N FEE T, BUE
ERMNESARRIBATERETE T .
edge_node_i | List<String> JFELEM T RIgEEIDIIE,
ds
last_update_ | String MNEzfEE#AtE, (FRUTCRIX, 1&:
time yyyyMMdd'T'HHmmss'Z' .

Z& 1-88 ConditionGroup

2R KR 1588
conditions List<RuleCondi | #MNAIEHIIZE, BEMHNRSZEISZE101E
tion> .

logic String MNEEFNRPZS P EEZERNBIEXER, A
{&: and,
e and: 1Z#EH,
e or: iZiEDY,

time_range | TimeRange HIN R4 A A BB EATIEIER
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IREEIE

APlI &%

1 MM APl 2% (BXERFERA )

£ 1-89 RuleCondition

B i iBH
type String M2 HAY2EEY, BUESEEL:

e DEVICE_DATA: SZHUBRRIKM,

e DEVICE_STATUS: IB&BIRESKBIZ A,

e DEVICE_LIFE_CYCLE: R4 mpEHIRRI%

%,

e DEVICE_MESSAGE: 8% EE &M,

e MESSAGE_RESULTS: T{THBEERE M,
device_prop | DeviceDataCo | RHHiRHEHIERBNER, Htypeh
erty_conditi | ndition DEVICE_DATARY, JIWikSE(
on
device_mess | DeviceMessag | £HFIRFBERERIEE, Htypesy
age_conditio | eCondition DEVICE_MESSAGERT, Jtiks#

n
device_statu | DeviceStatusC | FEHFIZFINSEEREE, SHtype
s_condition | ondition DEVICE_STATUSHY, Ai%sS#

2 1-90 DeviceDataCondition

B il 1585

device_id String RFID, ATFHE—RE—MNRE, mEheSET
FYIEXF S D ECIRS . Zrule_type)s
DEVICE_LINKAGERY, Z&#{Efproduct_id4
BEREIAY AT ., WRiZSEFproduct_idRIFSEFE
B, LAZSHEXNMANSEHITRMETRE.

product_id | String(128) IRBXREImID, AFHE—IRR—1 7 miE
B, ZEEIIFEAFRIEEEHFEADER
18, Yrule_typeIDEVICE_LINKAGERT, iZ&#
{BF0device_id R BERIATAZ , ANIRIZSEF]
device_idEIRSTFEERT, LAdevice_idSEUEXIMAY
IREHITRMITIE

filters List<PropertyFi | #uEidiEs4

lter>

& 1-91 PropertyFilter

2R ESid] 15488

path String(128) BEEMNBRZRER, =X service_id/

DataProperty, #Ia0J#ARZSA “ DoorWindow/
status” . 2N EMREZELES DB
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REEE

APl &%

1 MM APl 2% (BCERFER )

2R

iz

operator

HIELURIVIRIERT, SRsHSHRIERS: >,
<, >=, <=, =flbetween:FRE(EXIE,
geo.circle.inFREFXIEEA,
geo.circle.out: RREIFZXEEES -

value String(64)

HIBLLRFAXNAE . SEIBELEIRIERT
betweenBxFBlY, AEF =/IMEIIRKE, B
E2RFF, 0 “20,30” FRAFEF20/0F
30,

2 1-92 DeviceMessageCondition

BFR E it 15488
product_id String(128) IREE;éHfElJ}“'mﬂD BFHE—FRE—1 7 aaisE
, EEEIIPEANFRIZEEHEFE D ESR
%o
topic String(64) FaXERItopicfE 8., AT ERHiExEtopic
BE.

=€ 1-93 DeviceStatusCondition

2R E-Sid) 15488
status_list List<String> KEIR, RBUREEKHETZSE

K 1-94 TimeRange

B E-Sic) 1588

start_time String NS FFaRtE, & HH:mm,

end_time String M A RIZERATE, 4830 HH:mm, &%
RAETIEISFIARTE—E, NEEREX.

days_of_wee | String 2HFIE, LUESHR. 1UREH, 2(XE

k —, RS, BARNEX., EHR%IFRFRIBHES
AFHIARTIEIRIBEA
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IREEIE

APlI &%

1 MM APl 2% (BXERFER )

£ 1-95 RuleAction

2R E it 15288
type String MMENERIREY, BUETEE:
e DIS_FORWARDING: HE#AZIDISIRS .
e OBS_FORWARDING: jEEit4ZIOBSIRS .
e ROMA _FORWARDING: HEiAZFIROMA
ConnectfR%3
e |0TA_FORWARDING: EEEEZIoTARS .
o KAFKA_FORWARDING: EEitkFkafkafR
A2
FTo
addition List<String> MIINER, EEOAMNIITEERAMII0ERM
B, UREREEFEE SRR EIRFE AN ST 15E
FB, BYESEEl: PRODUCT_ID
dis_forwardi | ActionDisForw | 3 &ZIDISIRZBITEERS . YtypeH
ng arding DIS_FORWARDINGHT, #iH,
obs_forward | ActionObsFor | 4&&ZFIOBSERSZAVEENE . Htypels
ing warding OBS_FORWARDINGH], #41H,
roma_forwa | ActionRomaFo | #&ZIROMA ConnectiRZHIEERNS . Htype
rding rwarding 79ROMA_FORWARDINGHT, #iE,
iota_forward | ActionloTAFor | 2% &Z|IoTARRSAVEENS . Styped
ing warding |IoTA_FORWARDINGHY, 18,
kafka_forwa | ActionKafkaFo | #&ZIKafkafRZHIEENSD . SHtypess
rding rwarding KAFKA_FORWARDINGHY, #H,

& 1-96 ActionDisForwarding

2FR E it 15488

region_nam | String(256) DISARSS XS M Aregion X1,

e

project_id String(256) DISARSS XS MzAYprojectIdE 2

stream_nam | String(256) DISERSZITMAYEERZTR, FI@EIDSHFEL—

e MRAZE, MNBBIDSHEFEAS, LUBBIDS
HERE, BITAADISIRSS EEEEYIFREO
FREL o

stream_id String(256) DISERSZ X MAYEEID, MBEIRsHHEL—
MR, NBEZRSHEMEER, LUASEH
B, B3AADISIKRS Ta@EFiEEOk
B,
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REEIE

APl &%

1 MM APl 2% (BCERFER )

K 1-97 ActionObsForwarding

2R St 5iAH
region_nam | String(256) OBSHRSZ I AYregion X igf
e
project_id String(256) OBSBERSZXIRzHIprojectldFE
bucket_nam | String(256) OBSHRSS XS M AR FR
e
location String(256) OBSBRSS XY BRI X 13

£ 1-98 ActionRomaForwarding
B St 15488
region_nam | String(256) ROMA ConnectfR$ZXS M AIregion[Xig;
e
project_id String(256) ROMA ConnectBRZE3IRzAIprojectldiZE
roma_push_ | String(256) ROMA ConnectfR53Xd R ATHEXZERY
type

2 1-99 ActionloTAForwarding

2R E =it 15488

region_nam | String(256) loTARRSZ XTI M AYregion X 13

e

project_id String(256) loTARRSS XS M AYprojectIdE R

2 1-100 ActionKafkaForwarding

ame

2R St 5iAH

region_nam | String(256) kafkaPR3ZXI N AYregion Xz

e

project_id String(256) kafkafR35%d M AYprojectIdEE
kafka_addre | List<NetAddres | kafkafRSZXI R AYHEIEFIZR
sses s>

kafka_topic | String(256) kafkafRS5XEXEItopic(EE o
kafka_usern | String(256) kafkafRSSKEXHIARPREE,
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REEE
APl & 1 M AP 2% (BAERPER)
2R E i) izl
kafka_passw | String(256) kafkafRSSKEXHIZRI(EE. .
ord
kafka_mech | String kafkaBR53 FEXHISSAALH o
anism

ZERYHAR:
PAAS: JESASLEM,

PLAIN: SASL/PLAIN#EZ(, FERIESWMNAIHER
BEBER.

2 1-101 NetAddress

BR St 158

ip String ARSZEIXTRLIP

port Integer(<=6553 | AR XIRLi%HC
5)

domain String ARSS XTI RIAYLE

i5Rpl

PUT https://{Endpoint}/v5/iot/{project_id}/rules/{rule_id}

Content-Type: application/json
X-Auth-Token; **rkrir
Instance-|d: ****x*

{
"name" : "string",
"description" : "string",
"condition_group" : {
"time_range" : {
"days_of_week" : "string",
"start_time" : "string",
"end_time" : "string"
2
"logic" : "string",

"conditions" : [ {
"device_status_condition" : {
"status_list" : [ "string" ]

}

"device_property_condition" : {
"device_id" : "string",
"product_id" : "string",
"filters" : [ {

"path" : "string",

"value" : "string",

"operator" : "string"
]

h?

"type" : "string",
"device_message_condition" : {

"product_id" : "string",
"topic" : "string"
}
3
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IREEIE

APl &%

1 MM APl 2% (BXERFER )

il iz 73~f51

1
"actions" : [ {
"iota_forwarding" : {
"project_id" : "string",
"region_name" : "string"
B
"roma_forwarding" : {
"project_id" : "string",
"region_name" : "string",
"roma_push_type" : "string"
%
"kafka_forwarding" : {
"kafka_mechanism" : "string",
"project_id" : "string",
"kafka_addresses" : [ {

"port" : 0,

"ip" : "string",

"domain" : "string"
1

"kafka_username" : "string",
"region_name" : "string",
"kafka_topic" : "string",
"kafka_password" : "string"

B

"obs_forwarding" : {
"project_id" : "string",
"bucket_name" : "string",
"region_name" : "string",
"location" : "string"

B

"type" : "string",

"dis_forwarding" : {
"stream_name" : "string",
"project_id" : "string",
"stream_id" : "string",
"region_name" : "string"

B

"addition" : [ "string" ]

11

"rule_type" : "string",

"status" : "string",

"app_id" : "string",

"edge_node_ids" : [ "string" ]

Status Code: 200 OK

Content-Type: application/json

{

"rule_id" : "string",
"name" : "string",
"description" : "string",
"condition_group" : {
"conditions" : [ {
"type" : "string",
"device_property_condition" : {
"device_id" : "string",
"product_id" : "string",
"filters" : [ {
"path" : "string",
"operator" : "string",
"value" : "string"
]
2
"device_message_condition" : {
"product_id" : "string",
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APlI &%

1 MM APl 2% (BXERFEA )

"topic" : "string"
T
"device_status_condition" : {
"status_list" : [ "string" ]
}
11
"logic" : "string",
"time_range" : {
"start_time" : "string",
"end_time" : "string",
"days_of_week" : "string"
}
1
"actions" : [ {
"type" : "string",
"addition" : [ "string" ],
"dis_forwarding" : {
"region_name" : "string",
"project_id" : "string",
"stream_name" : "string",
"stream_id" : "string"
B
"obs_forwarding" : {
"region_name" : "string",
"project_id" : "string",
"bucket_name" : "string",
"location" : "string"
B
"roma_forwarding" : {
"region_name" : "string",
"project_id" : "string",
"roma_push_type" : "string"
B
"iota_forwarding" : {
"region_name" : "string",
"project_id" : "string"
B
"kafka_forwarding" : {
"region_name" : "string",
"project_id" : "string",
"kafka_addresses" : [ {

"ip" : "string",

"port" : 0,

"domain" : "string"
IR

"kafka_topic" : "string",
"kafka_username" : "string",
"kafka_password" : "string",
"kafka_mechanism" : "string"
}

11

"rule_type" : "string",

"status" : "string",

"app_id" : "string",

"edge_node_id" : [ "string" ],

"last_update_time" : "string"

HTTP | X8 | SBEiRAERIEAR HixhgHR 3R SbERERIN

RSB

400 IOTDA | Invalid input data. | iIEREHAEE BHEEIERSHZ
.00000 BFEEATN
6 ZK,
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REEE ‘
AP| & 1 MM APl 2% (BXERFEA )
HTTP | $8iXR3 | SEiRAERIEIR LB SRvE TS Pl e
REEE
IOTDA | Invalid input for NEBS#HAEE BHIEBRSHE
.00100 | this application. BRAERARNE
1 Ko
IOTDA | Invalid input for MUSHAEE BHIEBRSHE
.01000 | this rule. BB
0 =K,
IOTDA | Invalid parameter | MUKZHREE BHIEBRSHE
.01000 | in the rule BREEENTIY
4 condition. Eik
IOTDA | Invalid parameter | MUENMESHASE | BHEEKF
.01000 | in the rule action. | % actionB2HESH
5 BEAENEE
X
IOTDA | Repeated MNEZHIDES BEMap RN
.01000 | condition ID in the HIDREIR
6 same rule.
IOTDA | Repeated action ID | #MzH{EIDEES BEMmE NG
.01000 | in the same rule. {EIDIFEIR .
7
IOTDA | The device with M EEPITRNAY | IBEEIEKRSHE
.01000 | this condition does | IBBAIZIE BIEREORSEEF
8 not exist. ERBERFE.,
IOTDA | The device with MUZMEPIIRAY | IBEEIEKRSHIE
.01000 | this action does REIFEE BIEREESEEF
9 not exist. EREEERFE.
IOTDA | The device data MNEEFTINA | BEEERSEHE
.01001 | with this condition | @& EERFE BIEfREREEF
0 does not exist. BEEERFE.
IOTDA | The device data MUZHERIINAY | BEEBERSEHE
.01001 | with this action REBEEAREFE BRSO SEEF
1 does not exist. ERECERFE.
IOTDA | The tag with this | MINEEFIINAY | BREEBBEKSHZ
.01001 | condition does not | Fr&EARIFE BIEfsnS T
2 exist. ERECRFE
IOTDA | Invalid rule MUSHAGE HHEEBKRSHZE
.01001 | parameter. BRSEARNE
3 =3k
403 IOTDA | Invalid access JEi%xtoken HHEEBEKRHEY
.00000 | token. token2&IEE .
4
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RESE
AP| &3 1 MR API 2% (BXBRFPZER)
HTTP | $5iR69 | ERIGIEER =GR 3R SEIBEFEN
by L

IOTDA | Operation not ZBHEIAM iEHEEIAM Token
.00002 | allowed. User not | TokenFRXIRMAIFER | FRIEEAFP 2SR
1 found by IAM EREHZBFEE | TIREEANRS

token or the WFIRSEEANERS | (IOTDA),

authorized user (10TDA)

has not subscribed

IOTDA service.
IOTDA | The application ZNFAFE BRERREEF
.00100 | does not exist. BiFMNEHEE
0 NFIDE&EIER.
IOTDA | Operation not ZRRISENRE | BREZNARE
.00100 | allowed. The iaJ SRR,
2 application has not

been authorized.
IOTDA | Operation not ZAFRTEZMN | iE#EHEXRAappld
.00100 | allowed. The RNERTARET | SEXRENTIEID
5 parameter 'app_id' | appldifiaiEnl BHNBHIE.

is not carried, and

the authorized

user has more

than one

applications.

Include the

parameter 'app_id',

or contact Huawei

technical support

engineers to

merge application

data.
IOTDA | Operation not BFRFTEENAT | BHIEBRFTEE
.00100 | allowed. NASARALE | BNAZEEEE
6 Application not ERINZFR .

found by

authorized user or

the authorized

user has no

application.
IOTDA | Operation not NMEASHEFEREAR | BEHEZEFTRZ
.00100 | allowed. The i BHEEENNA.
7 application does

not belong to the

authorized user.
IOTDA | The number of M EXF E | BEHERS RGN
.01000 | rules has reached | fR E&it.
3 the upper limit.

MAERRAS 17 (2020-06-29)

WRIERE © HERRARBIRAT

326




REEE
APl &% 1 NAM API 2% (BLNERRPER)
HTTP | $5iX3 | SEiRAERIER =BhIIA gl LEv
REB
404 IOTDA | The rule does not | iZHNAZIE B AEEEETE
.01000 | exist. EZN kg kS
2 HE2EIEH,
500 IOTDA | The data in FIEEPHIEIEAR | BERRERLTEIT
.00000 | database is EE PHTRRIR
7 abnormal.
IOTDA | Decrypt IAM token | IAM Tokenfigtfrsk | IBEBARENTIZ)H
.00002 | failed. T DHTRER
0

1.13.5 HE LA

R E FRIREME

RIBEMARIEE, HRSERMETS . SEEAINT:
#* 1-102 EE EIRMINEE A LMK
SHEMR 28 R
device_id String 12%ID BTFHE—tRR—
MRTE, EEhREETA
MEXME B D ECIRS -
services services[] REVERENEMEEN
2 1-103 services £5f{K
SHEW il R
service_id String REHIBRSSID, EIREX
BXAY= SR B P E X o
properties ObjectNode[] IREIRBRIIRE HRINA
IR,
event_time String REEE LIRAOATIE), 48
:
yyyymmddThhmmssZ,
fBan
20151212T121212Z,
Bl IR A LRI B :
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REEE
APl % 1 MR API 2% (BXBRFPZER)
{
"device_id":"String",
"services":[
{

"service_id":"String",
"properties":{
"property1":"String"
h
"event_time":"yyyyMMddTHHmMmssZ"
L

{
"service_id":"String",
"properties":{
"property2":"String"

"event_time":"yyyyMMddTHHmMmssZ"
}

]
}

HRiIgE HREIESE
& HRATFAIHEE, TRINESEFIRIERAEY, EEFEAEHTEMR

o

dR %

& 1-104 B2 CIRMNEE R Z5F0K

SHEM il R
deviceld String RE\ID, AFHE—tRR—

MEE, EEMESEITH
MEXMFE S D ECIRE .
productld String mlID, AFHE—txR—

N, VBN FESE!
- mEmRFan ik

B,

topic String mqttig & iH S LIRATAYLT
73K topic

data String BEHRNEAARAS, F

BEBREEE LIRE
MR A R ERT B Edata
Avaluetd,

iHR LR R AR RA)
{

"deviceld":"string",
"data":"string",
"productld":"string",
"topic":"string"

}

A TTHESER

RN FRRSS SR F SRR T TERERIINNG, JERIREEER, FaiH
BEREE RN T EMIRSS .
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APl &%

1 MM APl 2% (BCERFER )

% 1-105 TTEHBE IR SR

SHEWR - 3] 215
resource String TRNERSTR, BER
device.message.status,
event String TRRERIRSME, BUER
update,
notify_data ObjectNode RENBENXFRIIZE.
2 1-106 notify_data Z5#3{K
SHAM il fEiA
message_id String BENFSIS, H—HRR
Tlﬁlu o
name String HERZR,
device_id String ix%lD BFHE—tRR—
MEF, IS H
MBS S0 ECIRTS
status String REFBENRE, 8
DELIVERED,TIMEOUT,FAI
LED,
timestamp String HEE AT E /820
yyyyMMdd'T'HHmMmss'Z'
UTC=fF&, 40:
20151212T121212Z,
TMIHBERE RSN
{
"resource":"string",
"event":"string",
"notify_data":{
"message_id":"string",
"name":"string",
"device_id":"string",
"status":"string",
"timestamp":"string"
}
}
HRZERE
HEIERBIRESEE BRTERNSHIRERAELHI=EMIRS
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IREEIE

API &%

1 MM APl 2% (BXERFER )

& 1-107 RERELEEREDE

SHEW

%8

ik

resource

String

HRRERERIR, BER

device.status,

event

String

WTHENRRSN, BER
update,

notify_data

ObjectNode

IRBRIBEXFRIIE

2 1-108 notify_data Z5#3{k

SHEWR

ESid)

ik

app_id

String

RiR=S(E)ID

device_id

String

%D, ATFE—RR—
MRE, EEMIREIIH
MBS D ECRS

status

String

REBIRE

e ONLINE: B8 1ELE

e OFFLINE: B&E%

o ﬁBNORMAL: RER
=2}

timestamp

String

IREINETLRTE), /B
yyyyMMdd'T'HHmmss'Z'
UTCZ#F5R, 40:
20151212T121212Z,

IREREREE R EEMIRRG:

{

"resource":"string",
"event":"string",
"notify_data":{

"device_id":"string",

"app_id":"string",
"status":"string",

"timestamp":"string"

}
}
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REEIE

AP| &% 2% MQTT EO2% (BRERAREHR)

g MQTT £O2% (BKERREH)

{EFRIIE

MQTT CONNECTIEZE
R LIREUE

IREEW RS

IR AR

2.1 {EFRIRE

IFBREAFEEEREENRS .

MQTT ik
MQTTARAETEE W ( mqtt-v3.1.1-0s.pdf ) .

(MERIY:
MQTTROIEEFIZOMET , BLAREE. FEERRSHFEMQTTSIEN

MQTTEE S BEEHRSL ( Fixed header ) . AJZ5RL ( Variable header ) F1BE3%E;
far ( Payload ) &%

El7EHRk ( Fixed header ) #1nJZE#Rk ( Variable header ) BX{HIESEZSE
MQTTAREITE . BET ( Payload ) EH7EPUBHEFRILIHMNAEN , BMREH
YIEXMFEEZBECENX

TEEENECONNECT. SUBSCRIBEFIPUBLISHEERIHIES,

e  CONNECT - Client requests a connection to a server
BWES (Payload ) PHNEESHURS, B(FS012.2 MQTT CONNECTEEE
o

e SUBSCRIBE - Subscribe to named topics

BT (Payload ) PFRIFESHIES: Topic name, ESMZHEEBEITHE
FWHE, BriESRg&EECHtopic, BASRTopicibd,
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IREEIE

APlI &%

2 i8&M MQTT #0O05% (BKEBRFER)

Topic 508

PUBLISH - Publish message

- AJZRL (Variable header ) : Topic name, BB ATMIBERMESH, HF
&HTopic name, REEFBCEERT, HiRERITopic name, B{AZ Nl Topic
%BH .

- BNWEAT (Payload ) FRIFESHIES: SHRENHIE LIRFIGHS TRATHE
,%\W%Q, EEU/TEE_/I\JSONXYI‘QO

PIEXSE S DB RERKOSREY, BRUAMTR T #8XTopic, IREREMIIMNTopick
EHE, BN EM A LRI

IREERBEEWEGR, FEEITHEXTopic, XYM ARSI Topickix
HER, IREZREREWE . REFERERARLIAL SRR ET FIELL Topic,

Topic HER | HE | ¥
> Y] 2
(Publi |
sher) (Subs
criber
)
/huawei/v1/devices/ RE IEX | RBOYENFES LIREIE.
{deviceld}/data/ @qz e “codecMode” FiTRRYIRAR

{codecMode} & FIER, MRS TFAN

YRERRDIE(ERT “ codecMode”
BB “binary” , @B AR
FERSIEIFAY “codecMode” EX
{E?g “json” o

e “deviceld” BYE, MH—H—=
8%, {FfdeviceldiZEANRTES
Mg FEMAINEIREIRY
“deviceld” {8; {#fnodeldiE
ANIHEE Mg & AR IHATAY

“nodeld” &,
/huawei/v1/devices/ MIEXM | 185 | REBBBWIEMEES TGS
{deviceld}/command/ Eae e “codecMode” FiTingsmR
{codecMode} AR, LEE (R ST ARY

YREEIDIREAT “codecMode”
BYEAN “binary” , B AR
FERSIEEAY “ codecMode” BY
B8A “json” ,

e ‘“deviceld” BYE, MH—H—
8%, {EAdeviceldiENTES
IgEIFMAINEIRERY
“deviceld” {&; {#Hnodeldiz
ANFHES 1% &M s IhATEY
“nodeld” {E.
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APl &%

2 i8&M MQTT #0O025% (BKEBRFER)

IR

—N—BREIFET LA TR A N EY BN a3 T

o ARBAPLEIHEE
BT EEE (ZERAR ) BOEYEMEEH T —3R &M, Mo
LIREIRE “deviceld” #1 “secret” o

o TEIFHETMRE
IR IRBEIR > IRE > IREFM > BNERT , = ‘el , RIERERE
EEREFER, FMENEREIRE “deviceld” 1 “secret” .

2.2 MQTT CONNECT iEREEEN

BEOi5EE

SRR

YIEE T SIEEMSZIFEMQTTINY AconnectiEB3EO, EOAMESEMQTTIREM

B, ENETEETIRESTFAENMQITEE,

[MARY:E

YIEXM & BRIRZRIMQTTSIEN , 1IR&E B connecti R OIRFAEMQTTERNR, FE
EERTLSIER . TLSIEBIREUSAEH & RIFIRENLIRERAgent LiteBR TFRITLSIESR

S |k | EE |k

ok
clien | &€ | String( | —Hl—Z2RIZ&EclientldB4NERD4ERL: deviceld. 4R
tid 256) R REEZER | HaR. @I THE 7 98,

Hrh “deviceld” BYE, fFERdeviceldENRTES NIRRT

MREINEIREIRY “deviceld” {E; {FMnodeldiZANITES

FNREEMAAINETAY “nodeld” B,

o LEREEE: KEI1FT, HEisiFhIsEs: “07 , X
RERA—N—2i8E M deviceldiZEN; “27 , FR{E
B—iN—2g&8nodeldiEN .

o FMBRZAER: KEI1FT, HFISTIF2MEEE:

- “0” REHMACSHA256 IR ATIEIE o
“1”7 £EZHMACSHA2561%5E A 812 .

o HYEEL: MRBEZEFEIAIUTCETE, &9
YYYYMMDDHH, ZNUTC AF/8]2018/7/24 17:56:20 M|
MNZE92018072417

User | &3k | String( | ¢ —H—ZRAYIEE “Username” , {EFdeviceldEENRT

nam 256) EHEMgEEMAINEIREIRY “deviceld” {&; A

e nodeldEZENIHES AR FEMALINETAI “nodeld”
=
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IREEIE

APl &%

2 i8&M MQTT #0O025% (BKKEBRFER)

SH | wik/ | XEB | @k

oJis
Pass | #¥% | String( | PasswordB9{ER{ER “HMACSHA256” &LXLART B9
word 256) | Z5H, XsecretiFfTINEGRIE,

secret BiEAhE EITE&IREIRYsecret ,

RZEBIMQTTHMYAIconnectiHEHITEN, X TFHi&clientldBIZNERDEEEBL IR
BiEHE, YMEMNESK R connectiBERS, S¥IMSEINEIEERMZBRESX,

e XA “HMACSHA256” #IGAT B AT, S4eREEERN B SFEEITER
A5, BYMZBREEER.

e HXEH “HMACSHA256” AIGATIEEESUEY, £ACEBM Y HATEE,, (BR
RIEHE &R, (NHIZBEE1EH.

connectiHEENELKEY, FEROIEIR, HEIIAMQTTHEE,

2.3 1gF HIREUE

BEO5AR

Topic

SRR

IR BRI & EIRETE .

Topic /huawei/v1/devices/{deviceld}/data/{codecMode}
BEREXR o35

HEEWS | MEMES

23 whik/m] | SEBY iR
ik
msgType | &k String EIE(E “deviceReq” , FRRE LIREUE.
data WA List<Servic | B HRANZEHUE.
eData>

ServiceData:
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RESE
APl &% 2 1R&M MQTT #O5%E (KEBRFER)
2% WhiE/m] | SKEY fhR
i%
serviceld | @4ifk String REFRSZAYID,
serviceDa | 4% ObjectNode | — RS TRIEIHEE, BEARFERAEIRSEEY
ta PR BIFRE N .
eventTim | A& String REREHBIUTCEE (18=:
e yyyyMMddTHHmMmssZ ) , 30:
20161219T114920Z,
RE HREIEATZSHHS TR
BY, MEEE_ERATBLAYIEXME & RTiE5
IEEo
5l
& m@TopickixAIpayload:
{
"msgType":"deviceReq",
"data": [
{
"serviceld"; e
"serviceData":{
"meterld"; e
"dailyActivityTime": 120,
flow": "565656",
"cellld":"5656",
"signalStrength™:"99",
"batteryVoltage":"3.5"
h
"eventTime™:"20160503T121540Z2"
b
{
"serviceld": "Battery",
"serviceData": {
"batteryLevel": 75
h?
"eventTime™:"20160503T121540Z2"
}
1
}
> AN
2.4 1gF KNGS
EOixBE
IREEIAIEANES TRREHISS .
Topic
Topic /huawei/v1/devices/{deviceld}/command/{codecMode}
HERRIEXR MBS
HERWE RE
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APl &%

2 i8&M MQTT #0O05% (BKEBRFER)

SRR

B8H whisE/m] | 2B R
i%

msgType | Wik String ElIEE “cloudReq” B8T&RIE
Ko

serviceld DA v String RERSZAIID,

cmd DA% String WOBIR, MRBNTEIERFEN,

paras A1k ObjectNode | &< S#, BEARFREREIN~mEEH
EM .

mid WA Integer <D, MEEREES
1-65535) , 12%[|r]}_'_3|2
B

<l

RESEITHTopic/F 7 BEEI G SHEE, IREFEWEIRIpayload:

{

"msgType": "cloudReq",
"serviceld": "R

"mid": 1,

"emd™: "LEVEL",

"paras": {
"value": 4
}
}

2.5 KBNS
108

IREXIYIEA W S Han SRINE o

AR

NARSREZEAR “1TIRFEEWSEIR" APLTE “commandRsp” EBINEMfE, A85E
WELEEISEHIGSHINE .

Topic
Topic /huawei/v1/devices/{deviceld}/data/{codecMode}
HERES | =&
BRI | MENTES
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IREEIE

API &%

2 ig&M MQTT #0O05% (BKKEBRFRER)

SRR

2% WhE/aliE | 2R ik
msgType | 4bifk String EFE(E “deviceRsp” , FRISBAINE
=
mid Whisk Integer < ID, IEMEXMEE T RInSIHETR
“mid” IREIZZFE .
errcode DA Integer aSHITRISE RS
o “07 FRWATHIN.
o “17 RRHUTEY.
body aJi% ObjectNod | arSHINE, BEARFRAREHmiEE
e FEM .
5
& &M@ TopickixAIpayload:
{
msgType": "deviceRsp",
"mid": 1,
"errcode": 0,
"body": {
"result": 0
}
}
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APl &%

3 {EiTic%

3 ZiTicx

VL= )t

BiTicR

2019-05-28

EZRERXET
g
REMNMQTTEOSE

2019-05-13

FEIREXAERT
(£
1.6.3 EiFiRFEHBEHE, MibRserviceldFIproperty &S,

2018-12-20

E-REXART
G
RIFAMAPISE
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