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e DHEIX: Group 14
o SHapEHEA (F) : 86400
e AKNigtniR: IP Address
o YJi¥kriHR: IP Address
IPsecsRlEg | o INIEEA: SHA2-256
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KigfFEiEO | VPNRMERITunnelpEiEIPHbiLE . 169.254.71.2/30
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MimfFEiEO | AREEHZEAYTunnelBEEIPHBLLE 169.254.71.1/30
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HARFE

<AR651>system-view

ECEZAMIZOIRIIPHBIL .

[AR651]interface GigabitEthernet 0/0/8
[AR651-GigabitEthernet0/0/8]ip address 1.1.1.1 255.255.255.0
[AR651-GigabitEthernet0/0/8]quit

FoERAAISHE

[AR651]ip route-static 0.0.0.0 0.0.0.0 1.1.1.254

Hep, 1.1.1.2549AREEHEE A MIIPRIRI S EHE , IEIRIBSCPRES L.
A& VPNMXEEIP/EEIP2EIARIE HEE MR HEE .

[AR651]ip route-static 1.1.1.2 255.255.255.255 1.1.1.254
[AR651]ip route-static 2.2.2.2 255.255.255.255 1.1.1.254

e 1.1.1.2/2.2.2.29VPNMXHIEEIP. EEIP2,
e 1.1.1.2549AREEFHZE 2 I PRI bk .

FESHA- 28 AR B RFCIMERLETNRE .

[AR651]IPsec authentication sha2 compatible enable

BLEIPsecZ IR -

[AR651]IPsec proposal hwproposall
[AR651-IPsec-proposal-hwproposal1]esp authentication-algorithm sha2-256
[AR651-IPsec-proposal-hwproposal1]esp encryption-algorithm aes-128
[AR651-IPsec-proposal-hwproposal1]quit

BeEIKEZ 1R o

[AR651]ike proposal 2
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[AR651-ike-proposal-2]encryption-algorithm aes-128
[AR651-ike-proposal-2]dh Group14
[AR651-ike-proposal-2]authentication-algorithm sha2-256
[AR651-ike-proposal-2]authentication-method pre-share
[AR651-ike-proposal-2]integrity-algorithm hmac-sha2-256
[AR651-ike-proposal-2]prf hmac-sha2-256
[AR651-ike-proposal-2]quit

SO BBIKEXIER,
[AR651]ike peer hwpeerl
[AR651-ike-peer-hwpeer1]undo version 1
[AR651-ike-peer-hwpeer1]pre-shared-key cipher Test@123
[AR651-ike-peer-hwpeer1]ike-proposal 2
[AR651-ike-peer-hwpeer1]local-address 1.1.1.1
[AR651-ike-peer-hwpeer1]remote-address 1.1.1.2
[AR651-ike-peer-hwpeer1]rsa encryption-padding oaep
[AR651-ike-peer-hwpeer1]rsa signature-padding pss
[AR651-ike-peer-hwpeer1]ikev2 authentication sign-hash sha2-256
[AR651-ike-peer-hwpeer1]quit
#
[AR651]ike peer hwpeer2
[AR651-ike-peer-hwpeer2]undo version 1
[AR651-ike-peer-hwpeer2]pre-shared-key cipher Test@123
[AR651-ike-peer-hwpeer2]ike-proposal 2
[AR651-ike-peer-hwpeer2]local-address 1.1.1.1
[AR651-ike-peer-hwpeer2]remote-address 2.2.2.2
[AR651-ike-peer-hwpeer2]rsa encryption-padding oaep
[AR651-ike-peer-hwpeer2]rsa signature-padding pss
[AR651-ike-peer-hwpeer2]ikev2 authentication sign-hash sha2-256
[AR651-ike-peer-hwpeer2]quit
BXmSIHBAIT:
e ike peer hwpeer1. ike peer hwpeer2: R FESRVPNIERE,
e pre-shared-key cipher: FAHZZ4A,
e local-address: AREEHHEEHIZNMIMELIE
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e remote-address: VPNRJFZHIZEEIP, FEEIP2,
$B10 FLEIPsecZRIELS,
[AR651]IPsec profile hwpro1
[AR651-IPsec-profile-hwpro1]ike-peer hwpeer1
[AR651-IPsec-profile-hwpro1]proposal hwproposall
[AR651-IPsec-profile-hwpro1]pfs dh-Group14
[AR651-IPsec-profile-hwpro1]quit
#
[AR651]IPsec profile hwpro2
[AR651-IPsec-profile-hwpro2]ike-peer hwpeer2
[AR651-IPsec-profile-hwpro2]proposal hwproposall
[AR651-IPsec-profile-hwpro2]pfs dh-Group14
[AR651-IPsec-profile-hwpro2]quit
B REREIEEED.
[AR651]interface Tunnel0/0/1
[AR651-Tunnel0/0/1]1mtu 1400
[AR651-Tunnel0/0/1]ip address 169.254.70.1 255.255.255.252
[AR651-Tunnel0/0/1]tunnel-protocol IPsec
[AR651-Tunnel0/0/1]source 1.1.1.1
[AR651-Tunnel0/0/1]destination 1.1.1.2
[AR651-Tunnel0/0/1]IPsec profile hwpro1
[AR651-Tunnel0/0/1]quit
#
[AR651]interface Tunnel0/0/2
[AR651-Tunnel0/0/2]mtu 1400
[AR651-Tunnel0/0/2]ip address 169.254.71.1 255.255.255.252
[AR651-Tunnel0/0/2]tunnel-protocol IPsec
[AR651-Tunnel0/0/2]source 1.1.1.1
[AR651-Tunnel0/0/2]destination 2.2.2.2
[AR651-Tunnel0/0/2]IPsec profile hwpro2
[AR651-Tunnel0/0/2]quit
EXapSIHEBIIT:
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FIR12

H£E]13

e interface Tunnel0/0/1. interface Tunnel0/0/2: FAEEVPNIEEXTAAYTunnelfx
\ao

A, Tunnel0/0/13FRzVPNRIZEEIPERTERIVPNIZEIE; Tunnel0/0/23d N,
VPNMZZEEIP2FRTERIVPNIESE

e ip address: AREEHIZEAYTUNneliZOMELL
e source: AREEHAZERYZNMIBLIL,
e destination: VPNRIERYEEIP. FEEIP2,

BCENQA,

[AR651]nga test-instance IPsec_ngal IPsec_nga
[AR651-nga-IPsec_ngal-IPsec_ngal]test-type icmp
[AR651-nga-IPsec_ngal-IPsec_ngal]destination-address ipv4 169.254.70.2
[AR651-nqga-IPsec_ngal-IPsec_ngal]source-address ipv4 169.254.70.1
[AR651-nqga-IPsec_ngal-IPsec_ngallfrequency 15
[AR651-nga-IPsec_ngal-IPsec_nga1l]ttl 255
[AR651-nga-IPsec_ngal-IPsec_ngal]start now
[AR651-nga-IPsec_ngal-IPsec_ngal]quit

#

[AR651]nga test-instance IPsec_nga2 IPsec_nga2
[AR651-nga-IPsec_nga2-IPsec_nga2]test-type icmp
[AR651-nqga-IPsec_nga2-IPsec_nga2]destination-address ipv4 169.254.71.2
[AR651-nqga-IPsec_nqga2-IPsec_nga2]source-address ipv4 169.254.71.1
[AR651-nqga-IPsec_nga2-IPsec_nga2]frequency 15
[AR651-nga-IPsec_nga2-IPsec_nqga2]ttl 255
[AR651-nga-IPsec_nga2-IPsec_nga2]start now
[AR651-nga-IPsec_nga2-IPsec_nga2]quit

BX I T:

e nga test-instance IPsec_ngal IPsec_ngal. nga test-instance IPsec_nga2
IPsec_nga2: NQAZFR,

AR, IPsec_ngalXdRIVPNIEEEIPFRZERIVPNIESRE; IPsec_nqa2XiFIVPN
K FEIP2FRTERIVPNIESRE

e destination-address: VPNRFEITunneliZ Ottt
e source-address: ARIEHIEEHITunneliZ[O#bit

B ERFSISFEXRINQATIRE .

[AR651]ip route-static 192.168.0.0 255.255.255.0 Tunnel0/0/1 track nga
IPsec_ngal IPsec_nqgal

[AR651]ip route-static 192.168.1.0 255.255.255.0 Tunnel0/0/1 track nga
IPsec_ngal IPsec_nqgal
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[AR651]ip route-static 192.168.0.0 255.255.255.0 Tunnel0/0/2 preference 100 track
nga IPsec_nga2 IPsec_nqga2

[AR651]ip route-static 192.168.1.0 255.255.255.0 Tunnel0/0/2 preference 100 track
nga IPsec_nga2 IPsec_nqa2

HXSHIRBUT:

e 192.168.0.0/192.168.1.0: VPCAIHFM o
BN FMEES B AL E R Atrack nga,
- [E—%&<$H, TunnelxfliPsec_nqaxEEEET—RVPNIEE,
o preference 100: EEEHER, FECEBIAII60,

KB, mEMEEVPNMZIEEIPRREAIVPNIERE; FEVPNIEE ANGERE
o

MRAFEREMNRERESE—F, AFEDIEEN, WEEMRBRpreference
100,

e

1.1.1.4 45RIGIIF
o  KASHWE, BEVPNIERIRE.

- =fizEHEE
ERE BT AN > BIER-VPNIERE” , BRVPNIERRESE TS “IE
- ARﬂiHa““
TR “B4% > VPN > IPSec > IPSecRIREIR” , BRVPNIEERESETH
“READY|STAYLIVE”

o ﬁﬁP%ﬁGEEPLWHE;::.nﬂlvpc%lmP\JHE%%%TL‘MEEPing;EQ

1.1.2 BGP FEHEI{

1.1.2.1 {Ei85|
=3 ) U
VPN 353830 BG PEE IS A4 J AR BE F S8 A4 B AL 4E I A1 - 3FF 7R o

1-3 BARIZH

iR HEhE

¢ il EEIP ;1112
€ ) amr: 1111
T —
2 ZEEIF2:222.2
ARFEEER VPNFIE VPC
FML: 17216.0.0/16 FM1: 192.168.0.0/24

Fd2 1 192.168.1.0/24
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=B RIEE 1 I AREE SN Z= VPN
AiF=TLAARISHSS R IPHBLE S22 A6, VPNREEAXGEED, FEIP. EEIP25 5!
Az P BIFE—SRVPNIERE
YR5IRT
VPNFIARBHZESHFINANEE L. IIBGEEZFEES, 1BRFRCIBIEEIIMinRISES
BIRE—
HiEz
xR 1-7 MRHEE
B S¥IR ARFZEEHR 61 Py 531841 AR
VPC F 172.16.0.0/16 e 192.168.0.0/24
e 192.168.1.0/24
VPN | PIEIP 1.1.1.1 (AREBHZE LT | ¢ FEEIP: 1.1.1.2
PICIGEO/0/8fIEMIP ) o EEIP2: 2222
HELFR | - 192.168.2.0/24
BGP ASN | 64515 64512
VPNIER | BFEREO | e VPNIEE: o VPNIZEHE::
etk 169.254.70.1/30 169.254.70.2/30
o VPNjZE#E2: o VPNiZEREE2:
169.254.71.1/30 169.254.71.2/30
IKESRHE o BFRAN: V2
o JANIFE%: SHA2-256
o /NZZEi%: AES-128
e DHELX: Group 14
o SapEHEA (7)) : 86400
e ZRi¥ktriH: IP Address
o fimFRIR: IP Address
IPseczRlg | o JAIEELE: SHA2-256
o NZEEiX: AES-128
e PFS: DH group 14
o (EHIMMY: ESP
o SapfEHEA (%) @ 3600
E‘éﬂzmﬁi

B VPN EEAOFIVPCEBAVEERIZAE 1 -4Fh 7R
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FI2 BIEEVPNMIX,
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2. RIEREIETEESHY, & “ZAML” .

V;T\IW FKBERAPINERT-9F 7R . LM RBSEHITIRE, IFERBSEBRST
ko

2= 1-9 VPN [MFES %1588

e kA SHEE

2R VPNRIFKBIEZ R vpngw-001
KEMER | &R BB ERET . EIAFAE =
EHIFAE | EERRA AP HIEROEERIVPC, \6?1C6(;01 (192.168.0.
~

BHEFR | BFVPNRXFIVPCE(E, iBiRRIEFAIE | 192.168.2.0/24
BEFFEEAN R LA LR o ECaYIPHBLE .

KigFR | ERVPCEESAHFHEROEBIF 192.168.0.0/24,

o 192.168.1.0/24
BGP ASN | BGPEAE%ST, 64512
HARZ FERVPNR XY TIRER . XGE

ZEIP VPNRIXF I PEIEROEEIAMIPT, | 1.1.1.2
FEIP2 VPNRZABPERFOIBERIAMIP2, | 2.2.2.2

T3 CIENIRMX, RIARIEHEEER.
1. 5EF “ENERNE > BhR-XiwMNX” , B “EIETIRME”
2. RIERERREESH.
JFimMF<SHGR AR -107= .

= 1-10 MmN X SEi5 R

¥ i)z SHE
2R XA K AI B TR o cgw-ar
FRIR 4 “IP Address” , FHIIAAREEEHZE | IP Address
BIZN M1 PR . 1.1.1.1
BGP ASN ARIREH2EHIBGPEAR A S, 64515

B4 BIFEVPNIERE,
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NFET, AREEHESVPNRETEIP, FEIP2HBIGIE—ZVPNIERE,
1. % “EEENS > BWAR-VPNIERE” |, Bd “BIEVPNIERE" |
2. BIESE—RVPNEE,

VPNIEZSHIRBENER-11 7R,

= 1-11 E—5 VPN EEZSHUREA

e ol BESH
BAFR VPNEZAIEFR, vpn-001
VPNRI ERVPNRIX vpngw-001
I IP FEEVPNRI X E4BERIEEIP, 1.1.1.2
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o NNZRE;%: AES-128
e PFS: DH Group15
e DPD: 45%

o SapEHA (B) : 3600

P =DPDERIAJIASRY, AZHFECE .

1.4.1.3 £RREFISERESR

e = EVPCREFMELZBIFETH

HUESR
BAESER
SE BRENTEHIE.

$R2 EF W > EIUEAMET .

$I83 FLEVPNMX,

1. %R “EIMERME > BIR-VPNRX ™ , B “SIZBVPNMX” .
2. RIEREETEESHY, & “ZAMBL”
VPNRIXSHRBAINR-59F7R . LMY KRSHHITIRIA, IERBSEBR

FENIA

%= 1-59 VPN WMXS#i5 A

e ol NESH

BAFR VPNRIZRIEFR vpngw-0071
KEMER | &R EMRAER . EIFAE =
FEIAFAE | EBRENTRENRPEEROEERY vpc-001(192.168.0.
= VPC, 0/16)
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FEILE FAIES

=B RIEE 1 I AREE SN Z= VPN
2% el BES#

EBFR | BFVPNRIXFIVPCE(S, ISHIRIEE0E | 192.168.2.0/24
BT R4 LA T BRIt .

KigFR | EARVPCEESHFPHIEF OEBRIF | 192.168.0.0/24,

[T
BGP ASN | BGPEAE%SMS, 64512
HAIER, FEEEVPN R R TE&EC, XGE

FEIP VPNRIZFIE PR OIBERAMIPT, | 1.1.1.2
ZEIP2 VPN AP EIRFOIBERIAMIP2, | 2.2.2.2

$R4 EEXRMX, BIFXEER.
1. 1% “RIEANE > DAR-IRMX” , BE “QUIEHRMX”
2. RIERERTEESH.

Xﬂ‘ﬁil@?&%ﬁﬁ%ﬁﬂ&ﬂ%1 -60ff7R o IEAMXIS KBRS EGHITIRAR, IERRSHIBEF
FEAIA o

= 1-60 XimMXSE5AA

2% 5488 BESH
EZE XtimPFKEIEZ TR o cgw-fw
FRiR - IP Address: {FHXJiRMZTAIMKIP | IP Address, 1.1.1.1

{E91P Address.,

- FQDN: #iiHss, TiFEENX
RE., KESBER1~1281FR,
REERAXNNEFE . HFFUSHT
SHEE, AEIFUTERFES:

& <> L\, ?, X
PDRNE,
WRITiRP X TEIEIP, 1HIEEF
FQDNZERYURIA,

5288
AT IR X IACLIIN S B UDPE
14500,

$I85 FLEVPNIERE,
RIH=T ARG KIBERIPHENE S 26, SLARVPNMKAIFEZEIPHS BIFDIZIPiEiL 63
—ZVPNEREE,
1. ER “ENEAME > BIER-VPNIERE” |, BE “6IEVPNIER" .
2. RIERmRETEESH,

;/Pdié?ﬁ%ﬁiﬁﬁﬂﬂﬂ§1 -61F7 . IWAMXIS KRS EHITIRA, IERBSHIBER
FEOA
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FEI T FAMIES

EiERIERE

1 kRGN = VPN

% 1-61 VPN 1EEZS 55

2 izl:lZ BESH
BAFR VPNEZAIETR, vpn-001
VPNRI ERVPNRIX vpngw-001
WJ=IP TEIRVPN X E48ERIEEIP, 1.1.1.2
PONITES EIERTIHRM K cgw-fw
EREE IR “EESIRHER FESIRHER
X< d BR#IEROPEENEN=VPCE | 172.16.0.0/24
ER9FM .,
- YimFMNERFFNILUES,
REEER; XinFMABEA AR
XREXHIVPCHEE FMFFE
B,
- ERHOMERZEVPCIREEMER, A
ERITimF, Flan:
100.64.0.0/10, 214.0.0.0/8,
EOpEAN | - Frhpdc Frhfe
KBILL “FEhose” Rl
- Baipie
AimpFiEiEO | VPNRIZAITunnelB%E|Pibit , 169.254.70.2/30
etk
MimpfFEEO | BXIERITunnelBEEIPHBLE 169.254.70.1/30
bk
AL BFEiEin=TIRATFEIEE Ak “FERENQA”
M, BITICMPIRIASNSCIN; {H8E
NQA, ZRIXTImEREERIFICMP
MR IER o
=250 FPEXKIBOTHEZZIATERIT— | BRELIRE
HiAZ$A o
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FEIE FAMIES

EIERIERE

1 kRGN = VPN

e

ol

BESH

RERECE

EBEX%E’\J%H%EEE?E%@%—

- IKESEEE
INEEGE:
SHA2-256

" INEEE:
AES-128

" DH&E%: Group

15
= RRA: v2

= Sen/EHER
(%) : 86400

= KimgtmR: 1P
Address

= YJumtRIR: IP
Address
- IPsecZRHEE
NEEE:
SHA2-256

" InEmEk:
AES-128

® PFS: DH Group

15
" (Bt ESP

" SEas/EHA
(%) : 3600

3. BIEE—RVPNIEESH,

MERiTY:):

LEAMXISFIE— R VPNIEER B RS EHI TR, RIRNRSHENFE—FRVPNIEE

RIEF—

% 1-62 5% VPN iEIZS HI5ER

e i8R BESH
BAFR VPNEZAIETR vpn-002
FES2 ERVPN X E4BERIEEIP2, 2222

MAERRAS 01 (2024-04-03)

WRIERE © HERRARBIRAT

70



FEILE FAIES

EBIERIERE

1 kRGN = VPN

2% i)z BES#
KigfFEiEO | VPNRMERITunnelpEiEIPHbiLE . 169.254.71.2/30
it

MimpfFEEO | BXIERITunnelBEEIPHBLE 169.254.71.1/30
prizhi

e

1.4.1.4 P XISMIRES TR

BRIELR

BRHXIFRENRSTEERHA.
Elﬂﬁﬁkiﬁﬂ%&ﬂﬁzﬁﬁéﬂﬁgﬁﬁfzﬁ, B ERHBLARS N AR AN B SS9
I o
BEERNER
a. BcERGAERZEORIIPHbIL
interface GigabitEthernet1/0/1 //BCE M XIERI L MIIPIHELE .
ip address 1.1.1.1 255.255.255.0
interface GigabitEthernet1/0/2 //ECERA X IEAIFAMIPHBILE o
ip address 172.16.0.233 255.255.255.0
b. EEOXIAXIRzone,
firewall zone untrust
add interface GigabitEthernet1/0/1
firewall zone trust
add interface GigabitEthernet1/0/2
c. ECETCP MSSKA/N,
firewall tcp-mss 1300
BCEDERES
ike proposal /100/ //BEERHXIEZN I PHELEFIVPN R EIPHYIKESRBSIE AR E
aujz'c:;entication—algorithm SHA2-256 //iEF1Z=1-61E ERIIKERBIIEE X IRIT
encryption-algorithm AES-128 //i5#1%1-6 18 &RV KERISIIZE S A RIF—H
authentication-method pre-share
integrity-algorithm HMAC-SHA2-256
prf HMAC-SHA2-256
dh group15 //i5#0%&1-61EERVIKERIEDHE A RIF—H
sa duration 86400 //i5%13&1-6 1B EAYIKERIS £ i ERBRIFT—
ike peer /hwcloud_peer33/

undo version 2 //i5f1%1-61E BRI KEFRRRIKERR AR5 —3
pre-shared-key XXXXXXX //iEF1Z&1-6 1B BN ZZHFRF—

SRS 01 (2024-04-03) RIS © ERRAGIRAT 7
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EiERIERE

1 kRGN = VPN

ike-proposal /100/

remote-address 1.1.1.2 //iEFIVPNRIKHAIEEIPIRIF—E

IPsec proposal /IPsec-hwcloud100/ //BeERAXIE 2R IPHBHUEFIVPN RIS EEIPHY
IPseckBgHEXECE

transform esp

encapsulation-mode tunnel

esp authentication-algorithm SHA2-256 //i5#1%&1-618&RYIPsecRESIAIEELE
RIF—H

esp encryption-algorithm aes-128 //i5F12&1-61BCERYIPsec RSN Z BIE(RIF

ike proposal /200/ //EC &R XIEAMIPHBILFIVPNRI K FZEIPRIEXEE, ECEN
= £

authentication-algorithm SHA2-256

encryption-algorithm AES-128

authentication-method pre-share

integrity-algorithm HMAC-SHA2-256

prf HMAC-SHA2-256

dh group15

sa duration 86400

ike peer /hwcloud_peer44/

undo version 2

pre-shared-key XXXXXXX

ike-proposal /200/

remote-address 2.2.2.2 //iEFIVPN KA FEIPIRIF—E

IPsec proposal /IPsec-hwcloud200/

transform esp

encapsulation-mode tunnel

esp authentication-algorithm SHA2-256

esp encryption-algorithm aes-128

AeEREE:

IPsec profile /HW-IPsec100/ //BCEREXIEZ M| PHBIERT RN RIS FH SR A
ike-peer hwcloud_peer33/

proposal /IPsec-hwcloud100/ //ECE&Ra KIS M1 PHENERY IR AR ECRR ERE
pfs dh-group15 //i5F1321-61BCEAIPsecEERE PFSIFIF—3K

sa duration time-based 3600 //i5F1%&1-6 1B ERYIPsecSRAE L EHARIF—
interface /Tunnel100/

ip address 169.254.70.1 255.255.255.252 //Ee & JABH X IBHIBRERE 1 IPHbit
tunnel-protocol IPsec

source 1.1.1.1 //BCEABHKIEAI A I PHbE

destination 1.1.1.2 //EC&FIVPNRIXAIZEEIP
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EINEBMLE
EERIEE 1 I AREE SN Z= VPN

service-manage ping permit
IPsec profile /HW-IPsec100/
firewall zone untrust

add interface /Tunnel100/

interface /Tunnel200/
ip address 169.254.71.1 255.255.255.252 //BEe& AFG K EAIpEEE 2 IPHEiE
tunnel-protocol IPsec
source 1.1.1.1 //BCEABH KGRI I PHbE
destination 2.2.2.2 //Be&E VPN XAIEZEIP
service-manage ping permit
IPsec profile /HW-IPsec200/
firewall zone untrust
add interface /Tunnel200/
5 BLERHES.
a. BeEEATLMIPAIBHSIZE.

ip route-static 1.1.1.2 255.255.255.255 1.1.1.1 //VPNRFEEEIP+Z34&
+255.255.255.255+Z4&+ B A5 4N W | PibiE

ip route-static 2.2.2.2 255.255.255.255 1.1.1.1 //VPNMEFEIP+Z54&
+255.255.255.255+Z34Z+[f5 K /W) | PHBIE

b. FcEFAMERSIZH.
ip route-static 192.168.0.0 255.255.255.0 /Tunnel100/ 1.1.1.2

ip route-static 192.168.0.0 255.255.255.0 /Tunnel200/ 2.2.2.2
= & 9ip route-static VPCFR1+S4E+F RS+ S48 +/
Tunnel100/+VPN=ZEIP,
HAr, Tunnell00FZENREREEZEENRSHFRIT—H, BXIRHE
Bfm=rdestinationfVBEFREFNECERIEIPRIF—H.
" MRFESAHVPCFN, WS EIPHREERESSIEH.
6. FEEZERE.
ip address-set /localsubnet192/ type object //5E X bt 3F5
address 0 172.16.0.0 mask 24 //BEe&BFPEIEFORIFMIER
ip address-set /HWCsubnet172/ type object
address 0 192.168.0.0 mask 24 //BLEEI=VPCHIFRIER

security-policy

rule name /IPsec_permit1/
source-zone untrust
source-zone internet
source-zone local
destination-zone untrust
destination-zone internet
destination-zone local
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EBiERIERE

1 kRGN = VPN

1.4.1.5 Z5RIGIF

service ah esp

service protocol udp destination-port 500 4500
action permit

rule name /IPsec_permit2/

source-zone untrust

source-zone internet

source-zone trust

destination-zone untrust

destination-zone internet

destination-zone trust

source-address address-set /localsubnet192/
source-address address-set /HWCsubnet172/
destination-address address-set /localsubnet192/
destination-address address-set /HWCsubnet172/
action permit

nat-policy

rule name IPsec_subnet_bypass

source-zone trust

destination-zone untrust

destination-zone internet

source-address address-set /localsubnet192/
destination-address address-set /HWCsubnet172/
action no-nat

KI5, BEBEVPNIERIRES.

TR EMERME > BAVhR-VPNIERE" , BRVPNIEERSETALESR.
FF#iEH O NIRSSEFLARVPCFRANIRS AT LIMBEPINGE .
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FEE ML
=ERIgE 2 I ERZIHR A= VPN ( &Z50)

2 A hREZImAZ VPN (&0 )

2.1 i&T Easy-RSA BE LB

SR
Easy-RSAR—MARIIEREIET R, BT BB ERMEEHFIES.
AFBINEEWindowsIRIER SR, BT Easy-RSABERIES . ATHUERRILREHR
AH3.1.7, TRRHRAZEATRHFEER
BAEDIER

1. T#EEasy-RSA,
TEEBRERNGEE .
2. ¥JFFEasy-RSA shell,
FIASSTENO, HRRREmMERSR, HfT “.\EasyRSA-Start.bat” 45

2-1 $TFF Easy-RSA shell

3. #IALPKITRE,
4T “./easyrsa init-pki” @5<, HBLPKI, BICIERER “pki” BINEE,
4. (OiE) BEETESE

EONIZECEENR “vars.example” HFARISHEHITEE . NFEENXSH
8, 548 “vars.example” E#IF “pki” M THEGRA “vars” , BIXE
RESHIE.
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=ERIgE 2 IV ERZIHR A= VPN ( &Z50)

2-2 BB ESH

EasyRSA-3.1.7-win64 » EasyRSA-3.1.7 EasyRSA-3.1.7-win64 > EasyRSA-3.1.7 pki
~ i £
bin ) certs_by serial
depl-pki s
inline
doc .
2 2 issued
Licensing .
pki private
x509-types raqs
Changelog revoked
& COPYING.html Cal ca.crt
& COPYING.md | index.bxt
easyrsa index.txt.attr
EasyRSA-Start.bat @ openssl-easyrsa.cnf
liberypto-3-x64.dll -
libssl-3-x64.dll
= vars
(8] openssl.exe /
@ openssl-easyrsa.cnf o
-
& README.html s
@ README.quickstart.htm o ENFpkisXEET, FHipEhvars
README-Windows.txt /

@ vars.example

5. &pCAIEHR,

#1147 “ ./easyrsa build-ca nopass” SSERMCAIES, FHTE “pki” XX
F,

6. MRS IHIEBFNFALE
H4T “./easyrsa build-server-full filename_base nopass” <R IRSSIFIE
BFFATA
(1] 5288
o S, “filename_base” JIEBHICN, BIRIELIMES
o “filename_base” WREIHEIEN, BN EZERRETTIERSERS, =~AI0
T
.Jeasyrsa build-server-full p2cvpn.server nopass
7. EREFIRIEBFIFAR.

1T “ .Jeasyrsa build-client-full filename_base nopass” #p &4 ZE FiHiE

BFOFALE
8. BEIRSIR. EFIRIEPBFIFAA.
4R HIIRSZIHTIZ PIHIEREAERIE “issued” X4, £RAIRSIHIIE
FinBIFABENATERIAE “private” X{EFFEH,
2-3 EEIFBFIFALE

EasyRSA-3.1.7-win64 > EasyRSA-3.17 > pki ) EasyRSA-3.1.7-win64 > EasyRSA-3.17 > pki =

2.2 {£A CCM £ EIRSSImIEH

BAESER
1. ERIBEERSTRER, £F ‘SERa” BREEEHE.
2. FEEMSHE, BE “SSUEBEE > SSUEBFIE” .
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FEE ML
S RIgE 2 I ERZRIHR A= VPN ( &Z50)

3. TELEERRE, LBE2-4PHESER HERSIHIESR.
[ #iA8
o IRSIHEBHICNLRRIGERE .
o IEPXHFER “RIBWER-CALEE” NINFEFHRE.

2-4 LIEIEH

= 2% gnz= eMe
= LAGES
SIEBHEES SSLIEHME @ R —
SSUEREE A e2023m11H158E, w5 -
| SSUEHM® - pelpleiaily
HEIERRE A ROupcen @i, @2023
& I
KAEEHEE )
HHCA SSUE#  LISIES RURE Q) | detot v]C @
O BB BESEED—CALE NESEERSERRta
i )] il -
'
BB 254
S DG O ‘< SEHE [
- . © i ESER
WebAIRA X8 WAS (5 Th
. et BRSNS BB
ARSHAE CON [ e [5) .,m:.,fmvs SRR
Q dusmcgras g b w -

O i BE HEIES
-

e
4. BFRIEBIIFR, WNEBREH “FBEH”

2-5 I AIEBIRES
Q
BEID EEERE SIEER pn3:=sil R EUEARTE

PN,
scs160084 BESH LY - 2003112113 101342 GM
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REHAE FAES
EiERIERE 3 EARTFEEEMR VPN

3.1 @1t

WIDERREIIERAMES (VPN ) EIERERR, Zisrma LIS EABAIVPNIR
&, SEMERHNESENRVPCFMAIIERKER

VPNIEEEERIEREA R OEl (24 ) EEEIRAIVPC, Xk S<is B P in{E RRIERL
trc, BALARYIESIERE . FHRERGIEESN:

e =ffl: HUAWEI USG6600F.E

o fl: Fortinet WIEFHXIEVPNEE

o Bl FSHREAXIGECE

e fl: {EATheGreenBow IPsec VPN ClientftB= = TFHIE

e xfl: {EHOpenswanftBE= F=THIE

o fll: fEMStrongSwanftBE= L= TEIE

3.8 7=~ f5l: WebEeE#HUSGRKIE

3.2 ~:f5: HUAWEI USG6600 BitE

AEH L Huawei USG6600ZF%1V100R001C30SPC300kR ABIRS X ERYE BT FE o fFli
1T

BIgHIEFR OB FM9192.168.3.0/24F0192.168.4.0/24, VPCTREIFMF
192.168.1.0/24%0192.168.2.0/24 , VPC_LIPsech&ERIEOAMIPA1.1.1.1 ( M\VPCE
IPsec VPNRIARIHMFZSE EIREY )

BT R
1. BREKERENGSTRERE.
2. BEBNERAER.

display version

17:20:502017/03/09

Huawei Versatile Security Platform Software

Software Version: USG6600 V100R001C30SPC300(VRP (R) Software, Version 5.30)

SRSRRA 01 (2024-04-03) IS © ERRAGIRAT 78



REHAE R4S
EBiERIERE 3 EARTFEREMR VPN

3. BIEBACLHYPERIXI M AIvpn-instance,
acl number 3065 vpn-instance vpn64
rule 1 permit ip source 192.168.3.0 0.0.0.255 destination 192.168.1.0 0.0.0.255
rule 2 permit ip source 192.168.3.0 0.0.0.255 destination 192.168.2.0 0.0.0.255
rule 3 permit ip source 192.168.4.0 0.0.0.255 destination 192.168.1.0 0.0.0.255
rule 4 permit ip source 192.168.4.0 0.0.0.255 destination 192.168.2.0 0.0.0.255

q

4. @l#Eike proposal,
ike proposal 64
dh group5
authentication-algorithm sha1
integrity-algorithm hmac-sha2-256
sa duration 3600

q

5. tliZEike peer, F5|FHZFILIZERke proposal, EpXFigIPHEHEE.1.1.1,
ike peer vpnikepeer_64
pre-shared-key *+s (meees g iR NASTREZ 215 )
ike-proposal 64
undo version 2
remote-address vpn-instance vpn64 1.1.1.1
sa binding vpn-instance vpn64

q

6. BIEEIPsectMY .
IPsec proposal IPsecpro64
encapsulation-mode tunnel
esp authentication-algorithm sha1

q

7. BlUzEIPsectklg, F5|Hike policyF0IPsec proposal,
IPsec policy vpnlPsec64 1 isakmp
security acl 3065
pfs dh-group5
ike-peer vpnikepeer_64
proposal IPsecpro64
local-address XX.XX.XX.XX

q
8. ¥IPseccRERNAZIENAYFEO LR,

interface GigabitEthernet0/0/2.64
IPsec policy vpnlPsec64

q
9. MitiEEtt,
£ LREESERE, FITLRIBESERPHNENMEEIERONENH TIES
e, BRI
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EBlERIERE

3.3 7:f1:

Brin=

HaFhERE

ol
f
f
f
f
f
f
f

Fortinet Ki&fH N iE VPN EiE

BREIEH O E OB XIEER SRS, BREEROFES N EENEO, AR
FHEATEEVPNRIX, EECIZERVPNIEZEBAIMEEIVPCEFM .

WE3-1R, BRPEEROEESIEENEO, é%ﬁ#ﬁz’ﬁ 1111 M EEEEE OO0
LI EAIVPCEIIVPNERE, AMFRMER/910.10.0.0/16, ERHZEVPCFMA
172.16.0.0/24, BRI EL I EIEEHIVPNIIEIP22.22.22.22, BL@ITEIZEVPNE
EAREBEARBMEEIVPCFM

& 3-1 ZHOZFMEZET VPN ZEN VPCIEZRH
ZHOTFMLEEE VPNIEAVPCERRR

PP &
e PR | = FVPC
— | FHBVPNHO
| | ~— 1111111 .
S — ! : W N
e : | S yen
| : 1 5 ZEEVPNREI%
— ; 22.22.22.22
FAFRE | ' !
£O3 0 FR: 101000016 | | FR: : 172.16.0.0/24

ERRIRAIVPNEE R R B IZEREEEERE, FIE3-2,
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FEIE FAIES

EERIERE 3 IEATFEHR VPN
3-2 RIRECE

REZFE 40 FPF R E (S 5

IKESES

IGFEsE SHAT s vl

InEEE  AES-128 86,400
Group 5 Main

|PsecEs

WIEESE  SHAT FEEHRY ESP

nEEEsE AES-128 SE¥EEHA (#0) 3,600
DH group 5

ARELBILAE N =IRVPNECEEEAEM, 1FHEN BB CERXIERFIIVPNES
EO
$£121 EEIPsec VPN

1. BIERFE,
HIE CEEN > EE 7, AlEGS, fiPsec, EREENXVPNFEHTE
[

3-3 glEkE

m—— e
bt
s

Fizth BPE | ipsed ®

{2 - FortiClient (Windows, Mac OS, Android)
Site to Site - FortiGate

#S - 10S (£H#)

O E E

]

EIEN=IE $#£2 - Android (F4 L2TP/IPsec)

- ® IPssc LA
bn SSL-VPN

%5 - Cisco fhAIE

E

Site to Site - Cisco

]

A VPN BEE (HEHD) |

e EE [ ms |

el

2. EEREENER.

IR iR PECE M £ IPHBHEF922.22.22.22 , iR EEVPNIIEUER
#FO, BIARRA11.11.11.11380, BRAERE1, modeidiREE .
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EINERMLE
ESIERIERE 3 EFT 4R 8RR VPN

3-4 BEEREERER

S | —

i ARE ipsec

S & R =

e EE
ZOREIPR G
EER 4 ’ e -
.—_ e FIEELE B 1AL SIF 4 SyPNF I

=-@8 IPsec | P ik ® 1Pva0) IPVE/

R TP
. -
ot ss #r
o s AR a A
i IPsec 3 NATER{ a EORBrrERR L ED
- SSLVPNgRl SRR M TR ESEROT 8htIREERED
Wik WFMER HEE M = 54R
ik A
FHETHE 0000 | |eessssss O xEH
IKE
IKERR A i 4%v1

o oo e BT
Mode O Agaressive ® EfER(ID{ERA)

3. EEIKE—ER.

EE—MERINEIDANEREZS7imEE, WESREERER, “Diffe-Hellman
H” RS, “XAUTH” EFEER.

3-5 fic& IKE —BER

RREH I @102
i
Mode O Aggressive ® FEFH(IDMER)
P B R
L Phase 1 Proposal R
| 0 AES256 WAIE SHA2S56
nzE 3DES _ [v| M SHA256 [w|
% AES128 M SHAL |WM}§EEE‘~J)]D?§-‘LA’LE
e AES256 WAIE SHAL gz ] Fah, Wik LA
&0 ssL I 3DES AE SHAL L EriaA LA IR
o g :
= IPsec iR Diffie-Hellman 4 E i; DEE 2}2 ;9 28 E 17 e
= SSL-VPNET
A () 86400
D ’ | A
\%%ﬂiﬁﬁﬁ\ﬂ—%zuﬁ—ﬂ
XAUTH A EAMIDA A RO
= XAUTHE R #1222

4. FREIPsec_MER
R BBSCPRIE R EC B IR AR ( AiEFM: 10.10.0.0/16 ) Flremote-address
(ImimFM: 172.16.0.0/24) , i#&EF “V” #BIA, —MEREKREEEERERS®
REE—H.
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EINERBMLE
ESIERIERE 3 EFT 4R 8RR VPN

3-6 g & IPsec —[NER

R
P XAUTH
i B T dexl e
M Phase 2 Selectors
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e
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1. INEESISH
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CRANEO” SEF “trust” , “RHEEO7 EIR0EBESEMAED, Rt
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HE “all” , RIBANAT,

3-11 AipiaRinRISECE
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- = wE EHEF... HESHUT TR *
= IPv6 - HENERE
PR it ipgec FHEIENE -0
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- BRI B T o
" SSL/SSHiE |iiﬁ’E v ACCEPT
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e ore | FRFINAT B RNAT

2. =imipaAHEEEE
CERNEO” EIROEEERREO, “HRHEO” &Rtrust, JEbHE:
172.16.0.0/24, Bf9tbit: 10.10.0.0/16, “ZHE” &R “iFpaE”
“BREZ” E1F “all” , RAIBHNAT,

& 3-12 mimipa A it RBEE

7 |
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EDTE e —— =
i | = aww.. B B P
. =am... WENERT SR -
A6 D = e
- RAMIE
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E— E?'Mﬁ = 168al-10.10.0.0/16 &
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o IR iz @ AL -
* SSL/SSHEg |ZMJE v ACCEPT -
= T51m =
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- HES B ANAT
-
\
BcEISUE
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1. AHVPNIREIEE,
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, BEHEIVPNEERSEE,
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3-13 A VPN K&
R P BlF
il I I |
P ipsec 22429:29.92 2 45t 28 444 25 B
TERME VR
e |
| o e " VPR ST %
=]
L PEEIEAR
= ssL
=5 i
SSL-VPNST
=imVPNIRSIER
3-14 & =im VPN KT
vpngw-0401-nodelete 2242212222 172.16.0.0/24 g1 1l e 11 10.10.0.0/18
| SREREE
IKEsEs
SHA1 vl
AES-128 86,400
DHES% Group 5 Main
IPsecEEs
- SHAT ESP
- AES128 3600
DH group 5
AN
aniTEE
IEEZEORE
config system interface

edit "port1"
set vdom "root"
setip 11.11.11.11 255.255.255.0
set type physical
next
edit "IPsec"
set vdom "root"
set type tunnel
set interface "port1"
next
end

EOD XigfcE
config system zone
edit "trust"
set intrazone allow
set interface "A1"
next
edit "untrust"
set intrazone allow
set interface "port1 "
next
end

MRS RECE

config firewall address
edit "hw-172.16.0.0/24"

[[BEEZORERES

[ [BEESRER RO

MAERRAS 01 (2024-04-03)

WRIERE © HERRARBIRAT

86



FEIE FAMIES

EERER 3 IEAFEE MR VPN
set uuid f612b4bc-5487-51e9-e755-08456712a7a0
set subnet 172.16.0.0 255.255.255.0 o=
next

edit "local-10.10.0.0/16"
set uuid 9f268868-5489-45e9-d409-5abc9a946c0c

set subnet 10.10.0.0 255.255.0.0 iz i chchil Ry
next
4. |PsectiiE
config vpn IPsec phase1-interface [[—MERBCE
edit "IPsec"

set interface "port1"
set nattraversal disable
set proposal aes128-sha1
set comments "IPsec"
set dhgrp 5
set remote-gw 22.22.22.22
set psksecret ENC dmFyLzF4tRrljV3T
+lSzhQeU2nGEoYKC31NaYRWFJI8krlwNmZX5SfwUi5W5RLIgFu82VYKYsXp5+HZ)13VYY802Sn/
vruzdLxqu84zbHEIQKTLf5n/
63KEru1rRoNiHDTWfh3A3ep3fKImxf43pQ70D64t1510l06FMjUBLHg)1ep9d32Q0F3f30UxfDQs21Bi9RA
next
end
config vpn IPsec phase2-interface [/ —MERECE
edit "IP-TEST"
set phaseTname "IPsec "
set proposal aes128-sha1
set dhgrp 5
set keylifeseconds 3600
set src-subnet 10.10.0.0 255.255.0.0
set dst-subnet 172.16.0.0 255.255.255.0
next
end

5. 1hEKRIEECE
config firewall policy
edit 15 [IRBEIRSN5, RAEAMRE, REANAT

set uuid 4f452870-ddb2-51e5-35¢9-38a987ebdb6c
set srcintf "IPsec"
set dstintf "trust"
set srcaddr "hw-172.16.0.0/24"
set dstaddr "local-10.10.0.0/16"
set action accept
set schedule "always"
set service "ALL"
set logtraffic all

next

edit 29 [IRIERS29, MEERIRERE, REENAT
set uuid c2d0ec77-5254-51e9-80dc-2813ccf51463
set srcintf "trust"
set dstintf "IPsec"
set srcaddr "local-10.10.0.0/16"
set dstaddr "hw-172.16.0.0/24"
set action accept
set schedule "always"
set service "ALL"
set logtraffic all

next

6. RHAEE
config router static
edit 24 [[BEHRS24, BRI =inERSESH

set dst 172.16.0.0 255.255.255.0
set gateway 11.11.11.1
set distance 10
set device "port1"

config router policy

edit 2 [IFRIBBHERS2, = MhDRimRIgEE
set input-device "A1"
set src "10.10.00/255.255.0.0"
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set dst "172.16.0.0/255.255.255.0"
set gateway 11.11.11.1
set output-device "port1"
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NGIRSSIERINE, EXEEEREEX, FEMAIZERE.
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fas.

PES

[Z]FFs A |DH5(1538) ~
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REHAE FAES
EiERIERE 3 EAR TR VPN

MER
o VPNZEPusilE: 10.119.156.78 /iR R ER FiF S E=AIESEIP
o HBHFSEEY: FRitiit
o JmifHLANIIE: 192.168.11.0 //VPCIASFR
o FRIIS: 255.255.255.0 //VPCIUEIFRIHERT
o ESP: SHEATRIREE . 1% [ AES128] . IRIF [SHA-1] . R [BE] .
o PSF: 5fARIGEE— . DikPFS. B¥4H [ DH5(1536) ] .
o SRMMEANMRISEAEERNT .
e Remote SharingBtBFHEEIEVPCRIFAIECSENIPHEI TR

3-29 Remote Sharing Bc&

1R7F o)
—|
B vewees [ipsec | 2 [ | Remreshres |
..... sEEH = °
B3 Gateway
e @ Tunnel
Enter below the IP address of the remote computer you want to
connect to, and choose an alias.
Alias
IP address
0
Alias IP address
E he 192,168,053 ®
Vgl
FrEEERERRE “RE° , REENREERIETRFEALERE, BN
FUEREEEAEN, BUEEREE_MBRRSSHAR, &F ‘FRRE” ,
AEIRPEENIRESY, BEREFREIEE “TH >EEIKE” , FIKEE
EEBEERAERE,

=" VPC+VPCIZENEFIREE
1. =RBRE2¥EE

(ECIKEFNIPsecIFMAEFRTE (IERBEELR, 1K) , BN DTN
U
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FEE FAMIES

BERIEM 3 EATFEEMR VPN
3-30 252 HEE 2
'-f_.'" TheGreenBow IFsec YFH Client !E
FEC) ITHm ¢
THEGREEMNBOLU
IPSec VPN Client
er | wmm |
Bl venmeE 2Es4 |
- =EEH
B3 bgbtest $HFHHE (#)
e & bghbkest B, Bels 5
ISF (IKED ISGDD |3sn |28300
hIEE (IPSec) ISGDD ISDD |2aauu|
I exgdi@ (DPD)
EREliE |3u b
BRE RS |5
Eiatet |15 b
3 1]
Ediy |2 IKE i%0 |
#EIAEERT |60 MAT iR 0] |
[ PRIE 0TS 7 Ciscoff iR
© | ven FEi | I
IKEEE—PNE&FCE
GRERE “VPNEE" , %R “HEE—MER , ALFPEREFRREHESE
NE—MERHITEE, BEEEEBESIE3-31,
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EINERMLE
EIERIEE 3 EFT 4R 8RR VPN

3-31 IKE S5—ERECE 2

4 TheGreenBow IPsec YPH Client = 3
FEC) TEm ¢
THEGREEMNBOLW
{PSec VPN Client
#r | mm |
E| YPM IS LSTE |Ei IE:FE I
-] 2EEH
SR bt T
e bghtest
0 [192.168.222,225 |
= Ill?.?8.30.55
Bir
& AR Ioo.o.ooooo
TELA Ioo.o.ooooo
[l =]
IKE
hiEs |nE5123 v[
IEUE |SHA-L -
TEERE IDH5(1536) —[
o | v F D | [——
(1) e

o IEM: EIFAHATVPNEREN-FZEO.
o miKMIK: VPCRIRMIEAIVPNRIX
o MHZZIH: 5L ARHHE—H [ huawei@123] .
o IKE: 5£H=HE—. % [ AES128] | I&IE [ SHA-1] . Z$A4H [ DH5(1536) ] &
o FMBEESRERRNEESE, IPLERE.
o HEEREEPEENRKINTIFID, HEFEEFP;, /MWREXTFEE=
o WNEREE [ AIRID] : IPHENE122.112.215.214 /iR AR GRIETVPNEREE|P
o  WNEEIE [imimID ] : IPHENE117.78.30.55 //AIRimimiE T VPNAIRXIP
IKERTE =R AcEE 252 NE3-32,
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FEIE FAMIES
EERIERE

3 EFT 4R 8RR VPN

3-32 IKE i REREEER 2

wr | mm |
] ven B WE =% |iEs |
------ £ 2=
ci= SR
e 0 tgbtest
I AR sl |
I #EiE MAT Zid [S2h -]
@A
I rEAEEs YFE I
B sees B
FH R ID
D 2EH1: 1D #i{E:
i 1D |1P Hiht | frzzniz.z15.214
i 1D |1P Hidt | [117.78.30.55

3. IPsecEE_MERELE

a %.%%EE ‘%
RIS

L

|3)’T %", J‘_?:% “¥ﬁ§¥%_|3u
WE3-33,

3-33 IPsec E_MERECE

, NELBIREREFIRREEE

w | =@ |
E vwnERE Psec |Z |wE | EEss|
-] £REdh
Bl tgbtest Hoht
e VPN T Pt | 192 . 168 ., 222 , 225
WARZER |7ttt =l
i Lan it | 192 168 . 111 , 0
TR | 255, 255 . 255 . O
ESP
s [aesize 7|
Wi [rar 7]
o g 7]
PFS
W prs A [ors(sse  v|
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REHAE FAES
EiERIERE 3 EARTFEE MR VPN

MERTY::
e VPNZEumitit: 192.168.222.225 //iEiFLERZ P imELIYIHESTIP
o HBHFSERY: PRt
o TmUELANIELE: 192.168.111.0 //VPCIUEIFRY
o FRIHS: 255.255.255.0 //VPCIUIEYFMIEHT
o ESP: SHEARIBEE . MNZ [ AES128] . IBIF [SHA-1] | &= [RK&E] .
o PSF: 5EARIGEE . DiEPFS. B¥H [ DH5(1536) ]
o SRFHARIFEABERIA,
o IMESZEEZTEEVPCRIKHIECSENIPHI TR

El 3-34 2D =EE

'-ff" TheGreenbow IPsec YFH Client !EE’
BEC) TEM -

THEGREENBOLW
IPSec VPN Client

1377 [zF
BRI e | S |WE  RERAE |

E|I:I kgbtest
) tgbtest
EFE%)\EEEEE‘EE@.EEE‘]MM, HikE—13l

B |
IPHE |
il
T [reatht [
=l wpnecs 192.168.111.95 ®

o |ven B s |

A

FrERtESREBRT: “RF , BEENEEEEBLEFRFEAREE, BN
BHEEEEAREN, L_LL}R?_%_B)IEQﬁé,‘EEE%E, TR CHERE”
= ﬂfc;i%ﬂaﬂ*%z IEESH, BERERIEE ‘TH > FEIKE” , IKEEE&

EREHERE
=Ll
o ZEISE

ERHE=SVPCERGEYF, FHamZANLEVPGRREINL .
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FEIE FAIES

=B RIEE 3 iEATF 8k VPN

a. RHEZVPNEEAASHER, SELEH, F—MRIZNERRRRY]

WRETMER, EMERMBEERAI . I TFERFR.
B 3-35 RIXE_MER

R EE _RiFR Hash
232222223

3-36 FEFE

hEEHE-
2290QQQQQ0

b. VPNERZZEIZALINUN FEIFIR.

=] 3-37 VPN &I I

| @7 || =8 |
El venEE Wl =@ |
...... . %E?#{

------ L) Tunnel

#0 [10.119.156.78 -

R 10.154.71.9

B

9 ISR

= [LITTT YT

JEiL eeeesssnse
s
IKE

I |AES128
WF [sHA-L

4R |DHs (1536)

v|
v|

h |

¢ BEETWVPCHVPNERKS . ERRNEH “RER™ TH “IEE7

=] 3-38 VPN &S
E=td wRE VPN s eSS FWTFR pur 2 ES b =27 itEEst BlEREE] WE

vpn-6016 = vpngw-6016 0154719 192.168.11.0/24 10119.156.78 0.119.156.78/32 mmite

d. EEXRHE-MEEREER, WTEFR.

5 3-39 ;'EEEH&EEEE 2

: huawei.com

: 18.117.156.78
: 255.255.254.8
: 18.117.156.1

e. =MEz Ping =iHVPCEI
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EINERMLE
=B RIEE 3 iEATE

N
B

BiER VPN

Bl 3-40 =@ = Ping =i VPC EH#IL
ssllserssbH6544? 7 ping 19216811 111

TE Ping 192.168.11.1141 _
£H 192.168.11.111 {0 _,_—|—.-32
=

=

192.168.11.111 [F][g] _,_—|-|—32 EI;HE—I =25ms
tH 192.168.11.111 [0 —.——|-|-32 Hf|8]=25ms
g 192.168.11.111 [0 Fhr=32 [[8]=25ms

f.  =imVPCEH Ping EE=

3-41 =IREHIWL Ping 2E=

[rootPecs-vpn-soft “1# ifconfig eth@
ethd: flags=4163<UP,BROADCAST, RUNNING,MULTICAST> mtu 1560
inet 192.168.11.111 netmask 255.255.255.8 broadcast 192.168.11.255
inett feBH::fB16:3eff :fe?5:85a prefixlen 64 =scopeid Bx2B{1link>
ether fa:16:3e:75:88:5a txgueuelen 1888 (Ethernet)
RX packets 584 bytes 55618 (54.3 RiB)
RX errors B dropped 8 overruns B frame B
TX packets 495 bytes 38152 (37.2 RiB)
TX errors B dropped B overruns B carrier B collisions B

[rootRPecs-vpn-soft “1# ping 10.119.156.78

PING 18.119.156.78 (18.119.156.78) 56(84) bytes of data.

64 bytes from 18.119.156.78: icmp_seq=1 tt1=127 time=48.8 ms
64 bytes from 18.119.156.78: icmp_seq=2 tt1=127 time=41.8 ms
64 bytes from 18.119.156.78: icmp_seq=3 tt1=127 time=43.8 ms

TR

o IFEIGIE
EVPC+VPCEZERZSS, VPCIRIEIWIFAIVPCRIEE FiniIEIWIN ZAI AR
JEO

a. VPNEETE, AENER, BhcEEf, F—MEBRAIZENERSRRR
RNEZMER, FE_MERFNRFEEIILI - WTIWTQ

3-42 KiXFEMER 2

FIEE R Hash

o o H R ]

b. VPNIEZZEIMIN. tNFEF.
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FEIE FAMIES

EERERE 3 IEFTFE AR VPN
& 3-44 VPN &2 IN 2
(‘-‘TheGreenBoI IFcsec ¥YFH Client !E
FiEc) TEm ¢
| 1 =18
{PSec VPN Client
{877 [zFA
B BE |=m | Es |
E
S Ohtest ﬂ:ht
| (b tgbtest |
0 |192.168.202.225 |

e ) |11?.?8.30.55

4N

(v $H=ugg |ooooo.oooo

i |..........
]
IKE
e [aesizz =)
WiE [sHa1 =]
AR |DHS (1538) -

& | P F RS

BE=iRVPCHVPNIERIRZE

& 3-45 VPN &z

vpn-b219-vpn-eip-soft =

klu\

vpngw-b219-vpn-ei

EINESH “RiEE” T “IER

117.7830.55 192.168.111.0/24 122112215214

BEVPCHMBECEER . WTER.

5] 3-46 VPC MEELEIESE

: openstacklocal
: feBB:

: 255.255.255.8
: 172.168.222.1

192168 222 225/32

tacSd:babd:=7f61:43ex15
t 192.168.222.225

VPCHIRIREHIMN Ping =imVPCREHIM

3-47 VPC WRYEEHINL Ping Z=if VPC AL
C:sllzers~Administrator>ping 172 .168.111 .75

192.168.111.95 {[g]
192.168.111.95 R[]
192.168.111.95 [

\FiT Ping 192.168.111.95 BH 32 FHHEHE:
S H 192.168.111.95 {0 = —r
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FEIE FAMIES
EIERIERE

N
hics

3 ERTE R VPN

f.  RigVPCEEHL Ping VPCRIRYRZHAML

3-48 =i VPC EHAM Ping VPC PRAIEEHAAL

[rootBecs-vpn-eip "I ifconfig ethd
ethB: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1568
inet 192.168.111.95 netmask 255.255.255.8 broadcast 192.168.111.255
inett feB@::f816:3eff :febB:eaab prefixlen 64 scopeid BxZB<link>
ether fa:16:3e:bB:ea:ab txqueuelen 188 (Ethernet)
RX packets 791 bytes 188887 (98.4 KiB)
RX errors @ dropped B overruns B8 frame B
Tx packets 416 bytes 33932 (33.1 KiB)
TX errorzs B dropped B overruns B carrier B collisions B

[rootBecs-vpn-eip “1# ping 192.168.222.225

PING 192.168.222.225 (192.168.222.225) 56(84) bytes of data.
64 bytes from 192.168.222.225: icmp_seq=5 tt1=127 time=31.2 ms
64 bytes from 192.168.222.225: icmp_seq=6 tt1=127 time=30.9 ms
64 bytes from 192.168.222.225: icwmp_seq=7 tt1=127 time=30.7 ms

mE T IUERRIN .

3.6 :fl: {EF OpenSwan BtBE= F=TFHE

Brn=

HaFMNERR

SIRfEVPCHRIEEL TVPNMXFNIERE, = FEPERENREIPseciFSmimxdiE,
Z P EHEROMEHRTT —X—HINATERET .

RNp=RINERER RIS SR EEEWNE3-49F7R.

Z EVPCROVPNRIEIP: 11.11.11.11, AHFR: 192.168.200.0/24.
ZFEHINATERESIP: 22.22.22.22, ZAFR: 192.168.222.0/24,
RIRECSE5E R ENAIAMIPHEIFS519192.168.200.200%0192.168.222.222,
VPNIEERID B SHERE AR EEE .

I3

3-49 IRIMNEE N RIS EEER

_________________________

EFWKIE HFHRTVPC

1 T

| :'

=] =CE b ‘% T TR
1
1 T2E

RAPRL%E ER=MRE

IAESHAL, ANZEAES128, DHA § IAESHA1, HIZEAES128, DHE
IKESEHE group5, KAV, ihEstRMain, & | XEERSEE 0 | [KESEE group5, KRV, ihEstEztMain, &

#:/AEAB6400s 1. =pEidE #:/EERB6400s

IATESHAL, IOZEAES128, PFS DH e e IMESHAL, JOTEAES128, PFS DH

i . I S = Linux IPsecix b . I0E . =
IPsectsis group5, 4-#EREIEA3600s e IPsectlis group5. 4-H#/EHI3600s
o = R e 2, EFENWH [, = _
TAUERE FHTEE BrRemry | AR AHEEE

BT —————

PR | 22222222 B R IRMIE | 11111111
BFPMFR | 192.168.222.0/24 R =m0 | 192.168.200.0/24

NiERAS 01 (2024-04-03) IRIERE © LA/ ARBIRAE 107



REHAE FAES
EiERIERE 3 EA TR VPN

BELSER
ARSLFILATECentOs6.8EZ B Openswan IPsecZ i B TNME o
FB1 ZEEOpenswanZ iR,
yum install -y openswan
$H|2 FEIPvAEER
vim /etc/sysctl.conf

1. EEREXHHENNTRE:

net.ipv4.ip_forward = 1
2. A{7/sbin/sysctl -pan<, ERARESHEN.
ZIE3 iptablesfii&,
I AXiAfirewalls sIFEERE R, i< iptables -L

iptables -L
Chain INPUT (policy ACCEPT)
target  prot opt source destination
Chain FORWARD (policy ACCEPT)
target  prot opt source destination
Chain OUTPUT (policy ACCEPT)
target  prot opt source destination

T4 MH=EHEE.
vim /etc/ipsec.d/open_IPsec.secrets

AR E X HPIEINII TAS:

22.22.22.22 11.11.11.11 : psk "IPsec-key"

& AR FERERYI P+ HT IR M K I P+ A+ RN B S+T18+PSK+HZEH,
BSHIMIAEBELE, PSKX/NEHH, ZERHARXNEIS.

FI5  |PseciEERIE .
vim /etc/ipsec.d/open_IPsec.conf

FEEX MBI TAS:

conn openswan_|Psec # ENIEZZTRHopenswan_IPsec
type=tunnel # FrIEpEE
auto=start # T]i%iRadd. routeFfIstart
left=192.168.222.222 # ZRHBIP, natiASIERESCRYEN ML
leftid=22.22.22.22 # ZRMARIRID
leftsourceip=22.22.22.22 # WNRTFEnat, JRtBHEERENat/FHIIP
leftsubnet=192.168.222.0/24 # A FR
leftnexthop=22.22.22.1 # natip= T —HhiEEnat/FAIMXIP
right=11.11.11.11 # imimVPNPYIEIP
rightid=11.11.11.11 # ImiRARIRID
rightsourceip=11.11.11.11 # Tl RHEHEEE VPN XKIP

rightsubnet=192.168.200.0/24 # 1m0
rightnexthop=%defaultroute # Imin i IR EEE

authby=secret # EMGMIERRAIPSK

keyexchange=ike # ikeZ$AIA R

ike=aes128-sha1;modp1536 # RIEAiREC B E Wikef Y EREEFgroup

ikev2=never # KF)KEV2hRAS

ikelifetime=86400s # ikePEREAREIEA

phase2=esp # ZIMEEE

phase2alg=aes128-shal;modp1536 # IREEXSiRACEE X IPsechEREEFgroup, modp1536=DH group 5
pfs=yes # FFISPFS
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BERIERE 3 IR T2 AR VPN
compress=no # RiAESE
salifetime=3600s # IR nEHE
(MARIY:
o TENATEFMIASHAIIREACE orceencaps=yes.
o R RVPN{FERRIDH-groupXI MAIELAFAIEMIES WA= VPNERRIDH-group I MAILL
RS D? .
BB EEIdm<ipsec verifyi TR BTG . IREZEELIPHOKE, TR
[ =1pA
ipsec verify
Verifying installed system and configuration files
Version check and IPsec on-path [OK]
Libreswan 3.25 (netkey) on 3.10.0-957.5.1.el7.x86_64
Checking for IPsec support in kernel [OK]
NETKEY: Testing XFRM related proc values
ICMP default/send_redirects [OK]
ICMP default/accept_redirects [OK]
XFRM larval drop [OK]
Pluto IPsec.conf syntax [OK]
Two or more interfaces found, checking IP forwarding[OK]
Checking rp_filter [OK]
Checking that pluto is running [OK]
Pluto listening for IKE on udp 500 [OK]
Pluto listening for IKE/NAT-T on udp 4500 [OK]
Pluto IPsec.secret syntax [OK]
Checking 'ip' command [OK]
Checking 'iptables' command [OK]
Checking 'prelink' command does not interfere with FIPS[OK]
Checking for obsolete IPsec.conf options [OK]
EEIEEE LI THREE:
Checking rp_filter [ENABLED]
/proc/sys/net/ipv4/conf/default/rp_filter [ENABLED]
/proc/sys/net/ipv4/conf/lo/rp_filter [ENABLED]
/proc/sys/net/ipv4/conf/ethO/rp_filter [ENABLED]
/proc/sys/net/ipv4/conf/eth1/rp_filter [ENABLED]
/proc/sys/net/ipv4/conf/ip_vtiO1/rp_filter [ENABLED]
BT ap SRR :
echo 0 > /proc/sys/net/ipv4/conf/all/rp_filter
echo 0 > /proc/sys/net/ipv4/conf/default/rp_filter
echo 0 > /proc/sys/net/ipv4/conf/eth0/rp_filter
echo 0 > /proc/sys/net/ipv4/conf/eth1/rp_filter
echo 0 > /proc/sys/net/ipv4/conf/lo/rp_filter
echo 0 > /proc/sys/net/ipv4/conf/ip_vti01/rp_filter
L6 FohiRSS

service ipsec stop # X FIRS
service ipsec start # E&1IRSS
service ipsec restart # ESRS
ipsec auto --down openswan_IPsec # X|7iE#E
ipsec auto --up openswan_IPsec # FF2iER
(1 588
BRIENEEBHFESERS, HFENHABIEE.

R

NiERAS 01 (2024-04-03) IRIERE © LA/ ARBIRAE 109


https://support.huaweicloud.com/vpn_faq/vpn_08_0617.html
https://support.huaweicloud.com/vpn_faq/vpn_08_0617.html

FEE FAMIES

EiERIERE

3 EHTFEEAR VPN

=Ll

3.7 ~:
BR{EZE

HhFNERE

BEiE&EfIPseciPIRZE, BERETNTER (BR) , EiREHS: ipsec --status,
Connection list:

000

000 "openswan_|Psec":
192.168.222.0/24===192.168.222.222<192.168.222.222>[22.22.22.22]---22.22.22.1..11.11.11.11<11.11.11.11>
===192.168.200.0/24; erouted; eroute owner: #30

000 "openswan_|IPsec":  oriented; my_ip=22.22.22.22; their_ip=11.11.11.11; my_updown=IPsec _updown;
000 "openswan_|IPsec": xauth us:none, xauth them:none, my_username=[any]; their_username=[any]
000 "openswan_|IPsec": our auth:secret, their auth:secret

000 "openswan_IPsec": modecfg info: us:none, them:none, modecfg policy:push, dns:unset, domains:unset,
banner:unset, cat:unset;

000 "openswan_|IPsec": labeled_IPsec:no;

000 "openswan_IPsec": policy_label:unset;

000 "openswan_IPsec": ike_life: 86400s; IPsec_life: 3600s; replay_window: 32; rekey_margin: 540s;
rekey_fuzz: 100%; keyingtries: 0;

000 "openswan_|IPsec": retransmit-interval: 500ms; retransmit-timeout: 60s;

000 "openswan_IPsec": initial-contact:no; cisco-unity:no; fake-strongswan:no; send-vendorid:no; send-no-
esp-tfc:no;

000 "openswan_IPsec": policy: PSK+ENCRYPT+TUNNEL+PFS+UP+IKEV1_ALLOW+SAREF_TRACK
+IKE_FRAG_ALLOW+ESN_NO;

000 "openswan_IPsec": conn_prio: 24,24; interface: ethO; metric: 0; mtu: unset; sa_prio:auto; sa_tfc:none;
000 "openswan_IPsec": nflog-group: unset; mark: unset; vti-iface:unset; vti-routing:no; vti-shared:no; nic-
offload:auto;

000 "openswan_IPsec": our idtype: ID_IPV4_ADDR; our id=1.1.1.1; their idtype: ID_IPV4_ADDR; their
id=2.2.2.2

000 "openswan_|IPsec": dpd: action:hold; delay:0; timeout:0; nat-t: encaps:auto; nat_keepalive:yes;
ikev1_natt:both

000 "openswan_IPsec": newest ISAKMP SA: #3; newest IPsec SA: #30;

000 "openswan_|Psec": IKE algorithms: AES_CBC_128-HMAC_SHA1-MODP1536

000 "openswan_|IPsec": IKE algorithm newest: AES_CBC_128-HMAC_SHA1-MODP1536

000 "openswan_|IPsec": ESP algorithms: AES_CBC_128-HMAC_SHA1_96-MODP1536

000 "openswan_|Psec": ESP algorithm newest: AES_CBC_128-HMAC_SHA1_96; pfsgroup=MODP1536

000

000 Total IPsec connections: loaded 1, active 1

000

000 State Information: DDoS cookies not required, Accepting new IKE connections

000 IKE SAs: total(1), half-open(0), open(0), authenticated(1), anonymous(0)

000 IPsec SAs: total(1), authenticated(1), anonymous(0)

000

000 #3: "openswan_IPsec":4500 STATE_MAIN_R3 (sent MR3, ISAKMP SA established); EVENT_SA_REPLACE
in 15087s; newest ISAKMP; lastdpd=-1s(seq in:0 out:0); idle; import:admin initiate

000 #30: "openswan_IPsec":4500 STATE_QUICK_I2 (sent QI2, IPsec SA established); EVENT_SA_REPLACE in
1744s; newest IPsec; eroute owner; isakmp#3; idle; import:admin initiate

000 #30: "openswan_|IPsec" esp.b810a24@11.11.11.11 esp.aab7b496@192.168.222.222 tun.0@11.11.11.11
tun.0@192.168.222.222 ref=0 refhim=0 Traffic: ESPin=106KB ESPout=106KB! ESPmax

=4194303B

{§FF StrongSwan Bt BE= F=TEHE

miRfEVPCHRWE T VPNRXFNIERE, = FEFERENZREIPsecFSRimIE,
BEPENAELOMERIT T —X—HINATERES

KiFSHRINEZE N RIS ECEEEWE3-50F7,
Z= EVPCAIVPNRIZEIP: 11.11.11.11, AMFR: 192.168.200.0/24
ZAEHINATIRETIP: 22.22.22.22, AH#EFM: 192.168.222.0/24,
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REHAE R4S
ElERIERE 3 IEATFE MR VPN

SIRECSS5Z P EAAIAN I PB4 5179192.168.200.200%1192.168.222.222
VPNIEZIIDESHERE N =HRERE .

3-50 IRFNEZ N RN RIECES R

_________________________

! EPRIDCRIE HHRZEVPC i
1

! :
! 1
1
S & B ecof ccsfif ecsf ecsfi
! 1
1
: TR FH T :
! |
1
_________________________ 1

AFPNR%E ER=NRE

IAESHAL, fOZEAES128, DH § IAMESHAL, AOZFAES128, DHA
IKESEHE group5, KAV, ihEsRMain, & | XEERSEE - | [KESHE group5, KAV, ihEstEztMain, &

S:/EEAB6400s. 1. EFEidE F/EEAB6400s

IAESHAL, INEEAES128, PFS DH e PJESHAL, AIESAES128, PFS DH

i . = S = Linux IPsecix b . InE . i
IPSEC%W& groups., 4#EEA3600s -3 [PSEC%WS& group5. “Eas/ERI36005
ang 5 on 2, BRENH [ N
TAUERE FHTEE BeRemy | A AHEEE

BT —————

BR[| 22.22.22.22 B R =IERE | 11111111
B | 192.168.222.0/24 R im0 | 192.168.200.0/24

ACELER

IR#EstrongswankR ARG, HEHXBECERREFEER . ALflAstrongswan 5.7.2hRZA
761, FMNEBstrongswanfELinuxIAE TFAIVPNECE .

FIE1 Z&EIPsec VPNERFif,
yum install strongswan

RREZEIIRIER Y, HI “Complete!” 12REI5ERZEE, strongswanfIELE X
(HEERRETE/etc/strongswanBEH, BEEITIERELRIEIPsec.confflIPsec.secrets3
4B0E],

T2 FiBIPvaiEE
vim /etc/sysctl.conf

1. FEEEXHFEININTAS:

net.ipv4.ip_forward = 1

2. #47/sbin/sysctl -pip<, ([FHEARESHER.
HIE3 iptablesfiiE,
AXAfirewallsk siFEiEREE A, BEifap<: iptables -L

iptables -L
Chain INPUT (policy ACCEPT)
target  prot opt source destination
Chain FORWARD (policy ACCEPT)
target  prot opt source destination
Chain OUTPUT (policy ACCEPT)
target  prot opt source destination

TR THEEREE,

vim /etc/strongswan/IPsec.secrets # fmigIPsec.secrets3 {4
22.22.22.22 11.11.11.11 : PSK "IPsec-key"

B SopenswanflE, ESHMBEETE, PSKREENKE, BHAENNEIS,
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$IB5  |PsecEIERLE .,
vim /etc/strongswan/IPsec.conf

FEEX BN TAS:

config setup

conn strong_IPsec # TN IEEZFR/Istrong_IPsec

auto=route # TJi%#Fadd. routeflstart

type=tunnel # FERFEER

compress=no # KIAELE

leftauth=psk # EXAHIAIEFS T J9PSK

rightauth=psk # EXImIHIAIES T 9PSK

ikelifetime=86400s # ikepER&E A EIHAE

lifetime=3600s # ZMEREasEHA

keyexchange=ikev1 # ikeZE$H3 R =0 OhRAN

ike=aes128-shal-modp1536! # 1REBITIREC B & X ikef ER & iEFgroup, modp1536=DH group
5

esp=aes128-shal-modp1536! # IR EE M IPsechER EixFgroup, modp1536=DH
group 5

leftid=22.22.22.22 # RimFriRID

left=192.168.222.222 # AHBIP, natiZSIEFESLENMbHE

leftsubnet=192.168.222.0/24 # AR

rightid=11.11.11.11 # i tRiRID

right=11.11.11.11 # izmim VPN KIP

rightsubnet=192.168.200.0/24 # I T

(MARIY:

169 = VPNERAIDH-groupXI R ASELAHIF HHIE S WA= VPN EEFBRIDH-group XS M AIELAS
fREL? .

£]6 BERSS .
service strongswan stop # XFRS
service strongswan start # BaiRSS
service strongswan restart # EZ5RS
strongswan stop # X 7)iEE

strongswan start # Figi&EE
(1) e
BRENRENFTEERRS, HFERFBEE.
e

BCEIIE

i®idstrongswan statusall&if), o] iEEB&0ATE .,
Status of IKE charon daemon (strongSwan 5.7.2, Linux 3.10.0-957.5.1.el7.x86_64, x86_64):

uptime: 5 minutes, since Apr 24 19:25:29 2019

malloc: sbrk 1720320, mmap 0, used 593088, free 1127232

worker threads: 11 of 16 idle, 5/0/0/0 working, job queue: 0/0/0/0, scheduled: 1

loaded plugins: charon pkcs11 tpm aesni aes des rc2 sha2 shal md4 md5 mgf1 random nonce x509
revocation constra
ints acert pubkey pkcs1 pkcs7 pkcs8 pkes12 pgp dnskey sshkey pem openssl gerypt fips-prf gmp curve25519
chapoly x
cbc cmac hmac ctr ccm gem curl attr kernel-netlink resolve socket-default farp stroke vici updown eap-
identity ea
p-sim eap-aka eap-aka-3gpp eap-aka-3gpp2 eap-md>5 eap-gtc eap-mschapv2 eap-dynamic eap-radius eap-
tls eap-ttls eap
-peap xauth-generic xauth-eap xauth-pam xauth-noauth dhcp led duplicheck unity counters
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FEIE FIIES
EiERIERE

& TR VPN

3.8 ~fl:

R g FH

Listening IP addresses:192.168.222.222

Connections:
strong_IPsec:
strong_|IPsec:
strong_|IPsec:
strong_|IPsec:
Routed Connections:

local:

192.168.222.222...
[22.22.22.22] uses pre-shared key authentication
remote: [11.11.11.11] uses pre-shared key authentication
child: 192.168.222.0/24 === 192.168.200.0/24 TUNNEL

11.11.11.11 IKEV1

strong_IPsec{1}: ROUTED, TUNNEL, reqid 1

strong_IPsec{1}:

192.168.222.0/24 === 192.168.200.0/24

Security Associations (0 up, 1 connecting):
strong_IPsec[1]: CONNECTING, 192.168.222.222[%any]...11.11.11.11[%any]

strong_IPsec[1]: IKEv1 SPIs: c3090f6512ec6b7d_i* 0000000000000000_r

strong_IPsec[1]: Tasks queued: QUICK_MODE QUICK_MODE
strong_IPsec[1]: Tasks active: ISAKMP_VENDOR ISAKMP_CERT_PRE MAIN_MODE ISAKMP_CERT_POST

ISAKMP_NATD

BIZVPC1 pingZL2EH|IPsecE FimRIVPC2RIER:

ping 192.168.222.222

PING 192.168.222.222 (192.168.222.222) 56(84) bytes of data.

64 bytes from 192.168.222.222:
64 bytes from 192.168.222.222:
64 bytes from 192.168.222.222:
64 bytes from 192.168.222.222:
64 bytes from 192.168.222.222:
64 bytes from 192.168.222.222:

icmp_seq=1 ttl=62 time=3.07 ms
icmp_seq=2 ttl=62 time=3.06 ms
icmp_seq=3 ttl=62 time=3.98 ms
icmp_seq=4 ttl=62 time=3.04 ms
icmp_seq=>5 ttl=62 time=3.11 ms
icmp_seq=6 ttl=62 time=3.71 ms

Web EE N USG B kIS

ETHRUSCHEF L O, Bt
WS EANERE S ANE3-51 Ao
3-51 tRENERE
B
TR
Ty 1;2'.11'?53.1.0;24 | VPN

ARES:
o X: 1.1.1.1,

e FM: 192.168.1.0/24,
EREER:

o xk: 1.1.1.2,

e FM: 192.168.2.0/24,

P RIRAIVPNIERE R R RIS A &R AR

|\1-:
(=13

REACEVPNSEATVPCER

foE, W

, FRIRAYF

TSR
HOIP: 1.1.1.2
FEZ: 192.168.2.0/24

El3-52,
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EERIERE
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BB R
FE

3-52 ZREKACE

IKEZERE

PIESE

MEEE

DHEG#

773

SRR #7)

i

IPsecEtECE

SHAT

AES-128

Group 5

vl

Main

86400

|PeecEsss

SHAT

AES-128

Group 5

ESP

3600

SRMSEERNE, &R ‘M > IPsec” , #iiIPseciElE, FIBUNE3-54F7.

3-53 #f#E IPsec &R 1

Huawei
USGEETO

HLLAWED

) #O1

L @0

D E2RI%
VXLAN

&3 DNS

[ DHCPRRS: &
= R

¥ L2TP over IPSec
4= GRE

|!_:\] DSVPHN

Ell SSLVPN

7 TSMEE

i

BRED

1 edFRER

EHER

2 B
EREZ

FTERID

3 BN BERE

R REEx B
FL TN

IPSecEREREE

public

psec
GE1/0V)
11141
11.1.2

* FAHEER

2 iR
(Sl otTd e T b &R0

192,168, 1.0/255.2 192.168.2.0/255.25 any

TR Sl

any

QEa HWiEs
i L=
@
EhEHK
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REHAE FAES
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3-54 32 IPsec i 2

L1 #op
5 ) o1 ]
D w2EE
VILAN IKESH (2
55 DNS IKERE vivi V2 {
B DHCPHRS S HEE G * Hih A
EEEE) v/ AES-256 AES-192 AES-128 3DES
DES
3 &) SHA2-512 | |SHAZ-334 «ISHAZ-256 | SHA1
MOS5
DHEE(F 21 0 7 16
g% L2TP over IPSec < < : =
@8 GRE |15 4 5 2
i‘,' DSVPN
SASEFTETENE 2BEO0 <B0-504300-%%
frmitE FEEE
AH AH-ESP
GCM192 GCM128 GMAC256

GMAC128 + AES-2568 w/AES-192

AES-128 DES
ESPILERE®) SHA2-512 SHAZ-384  SHAZ-256 ISHA1
MD5
PFS(2 e NONE 21 20 19
16 15 14 5
2 1
3600 <30-504800>%
1843200 <0, 256-200000000=KE

¥ DPD (HSRSEAD 2

o [EHEEEEE

& 3-1 #3E IPsec 2HIRE

SHEWR ol

ARG EAREGARNA

SREEETR EFRBTEE.

ANitE O FeEXI AR AMIPAYEC .
ANt A ARIP,

Xumitit XFim A MIP

INERT Ft=%5R,

i DE5XimID IPitbit, FHEAXIRAIAMIP,

FINZEEIER EHIE AR TFR, Bttt h= EF
W, 1B2(FERtEHA R FRECE .
IRIRIEARFKIRECE, EXMinEcE(S
l%\_jz'-&o
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SIBRIEE 3 EATFELXBERR VPN
SHBIR Lol
DPD A)i%DPD, EFIRTAIX, BEEER
NI
$IR2 IRHfcE

R ‘WL > BBEA > FBSIEHT , E-RBNAENTFMAEESEE, T3k

E{EIEN: chit TS

3-55 HERHSIRE

Huawei
USGEET70

HLLAWEL

i) 00 mERA %R
Ll &0
@ =2 IPv4EAL TR 60 <1-255>
S auh IPVBERLAEAEER &0 <1-255>
3 EZ DNS o
Y [ DHCPRRSE
=l BB/
@Eﬁgﬁﬁg HBAERHYE
SERaz e
@ RIP AREREESE [=[:akubid)i-n] =liak= k]
@ ospr HEBERE —
@k BGP .
e o [Pvd IPv6
= 7;{\ % o i
| Mematinte B oublic <
e
3 B IPSec SEELEELIE 192.168.2 0124 '
Y alp L2TP BREEESE public w
% | 2TP over IPSec fuwt {1 GEN0M 1 =
. GRE T 11.1.255
- e ik 80 <1-255=
* f::;f;' AL o T YIEBFD | #EEIP-Link
1 8 - .
maE Ju T (X
* 3-2 iSRS HRE
SHEW 15488
e IPv4,
TREHIERRES EIREAARY “public” o
BHtthit /485 Z i Wit
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EiERIERE
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SHEWR Lz

ERIEIN IR RS EEREERIARY “public” o
iz RNin AW IPECERYEN
T Ayt —BE

AR
HARERIANR, FAESHON, FEINFIHE=AMIPALLEZECOIREAERS o

$IE3 NATEE

R “ZRER > NATRES > IENAT” | F@—SA it F iGN HNATEERAY
RE

3-56 FHEERE NAT KA

*  Huawei

wawer  USGBETO

:::mg FENAT | NATHEhEH
EEERES ENATER IR
EEEm i E Bwmez HEH S s BEA OFseratss Do Bea
B R z
ma;m%% & i EE RS [FFai=ion
v &8 ik E NATZER EREREE MR RSEn
Dﬂii:iﬁgm ' huaweiyun-nonat NAT DBirust Buntrut
| P RS
3 any
i e B ENATER P
o3 3, ARSI AR
I T huaweiyun-nonat
2 ik
xR £ AR S
NATAl o NAT NAT64
BEEEH trust IR
B o BmEeEE an
unirust < |*
A ElER any -
| AT
LR uiige) & local-subnet
Bt & huaweiyun-subnet
BE® any
BIRE
HRARE THNATIE v
B B

X 3-3 FEJE NAT ERSHIRE

SHEWR A8

RZE X R FMEFERE X,

HAYX R FMEFERERXE, —R9

untrust,

IRt PN o O

Ha9ttit PRI FM
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SHEMW 54BA
BRSS any

25y SE THENATEE R

(iR
o NIRIZERERIMELE, BHZRBEIN,
o IEERIEOIMUIHINIFEHNATEE S o
pPlNEEERERE: IRXEany, IGRIERXEany, HORAZOMIE. BFHINFN
—ENATHRES: EXigAlocal, BiRrXigany, EEARXARMNATIER, FHEIZRIEE
TFHRREREEZ Lo
$HR4 BERIEECE

EE CREE > REREE > RERE” , E-FAMFRIBAEATRIMITERE.

3-57 ZERME

Huawei

wuawer  USGBBT70

D TR

S RRTR B ik Bevs BEY S B RSE- Gameseccs Sam BEE My BRF Bk

HLWRPE

T MRS AT Q WA ETBINE O EmEwn
i w2 &R i x BReEN  ENRSES  BEWWE  ERBISE
el-:;':f 1 to-huaweiyun [ e B untrust 2 local-subnet & huaweiyun

TREERN AR N 7 x
& BESAEHE
B FREE
3, BRSNS
B feimm
@ REBHP iR ~ NONE ~
W ASPARE ;

HE U BT RSRITEREE SRR (RN
to-huaweiyun

trust v [

untrust

= local-subnet

B

& 3-4 FERBSHRE
SHEWR 15AA
X i F IR E R o
X R FMEFER = X,
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EiERIERE
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SHEWR

Lz

HAYX

TR FMREREXE, —/RH

untrust,

NIl

i+

B a9ttt

RIS imF M

AR5

any,

sf’E

FUF

AR

PHRZRESNIE LR, BREZRIBEIR.

TR

AeERIE

STRRBCESS, BIEE “WE > IPsec > IPsec” , BREXINRERSIAY “ISH , K&

R

EIRSFE “IPsec-iifz” hEF, ZHIRENE3-58F7.

3-58 IPsec iZHf

*  Huawei

uswer USGBETO
m #0
0 #0x

D w2RiK
VXLAN

(@ DHCPER:Z
(=}
& Psec
B
o L2TP
¥ L2TP over IPSec
45 GRE
il DsvPN
Bl SSLVPN
oY TSME

3.9 fgsR

SWFE: huawel 15E G WR) XT SueEE aE

enzy S

1P Sec iR %
iR Kk HE 0 BisR | W AR
REERF ERIERE HE EREO Hiaibht TSk ienE bt
psec public v GE1/0/0 1114 1412 EERD: 0 &9 0 [EEHE:
IPSecid Bf T X
7 (9552 o EREANREDE (ReFSnR - BrRiehiEEN AR

bR RRT (76 sHTEALAR)

SR AR

AmiER

bis
&
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3.9.1 H3C-SecPath B X (V7)) X9 E N =B EiEs|

IR EERIRA
VPNPIZEIP: 11.11.11.11
VPCFK: 192.168.10.0/24, 192.168.20.0/24
ZRMIpIEIP: 22.22.22.22
ZPMFM: 172.16.10.0/24, 172.16.20.0/24, 172.16.30.0/24
IS S ES R
—PAER SRR ( IKE Policy )
INEE% (Authentication Algorithm ) : sha2-256

INZEGE ( Encryption Algorithm ) : aes-128

WRZAS (Version ) : v2

DHE&EX ( DH Algorithm ) : group14

4ap/EHR ( Life Cycle ) : 86400

ZBEREERS (IPsec Policy )

EY ( Transfer Protocol ) : esp

INEE% (Authentication Algorithm ) : sha2-256
MNZEi% ( Encryption Algorithm ) : aes-128
SEERIEZ S (PFS) : DH-group14

4ap/EHR ( Life Cycle ) : 86400

ZPMligEENSEMEE RS
1. BREEPNEMNEEENT:
-  AMIEO: GigabitEthernet1/0/0 Fr/EzoneATrust, #%[M1P910.0.0.1/30,

- PO TINEERAYFRF172.16.10.0/24, 172.16.20.0/24,
172.16.30.0/24, Ffii@zone/gTrust,

- 4MNWEEO: GigabitEthernet1/0/1 Frf@zonegUntrust, #EIPA

22.22.22.22/24,

-  BREEHE: B#rMER0.0.0.0/0 HiEEOGE1/0/1, T—BEAGE1/0/1H9MEIPSY
2222221,

- LZEHEE: Trustifi@Untrust, JEittit. BirtbitRARSS99any, shERK
?i-o

- ;\IAT REE: EHEAEIAMIER, BiRHBUEIANY, E{EAEasyIP, BREEHR)S
=ZOIP,

2. BitfeEnSiTnET:
interface GigabitEthernet1/0/0
ip address 10.0.0.1 255.255.255.252
#
interface GigabitEthernet1/0/1
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IPsec Bt &}85

1.

ip address 22.22.22.22 255.255.255.0
#
ip route-static 0.0.0.0 0 GigabitEthernet1/0/1 22.22.22.1
ip route-static 172.16.10.0 255.255.255.0 0 GigabitEthernet1/0/0 10.0.0.2
ip route-static 172.16.20.0 255.255.255.0 0 GigabitEthernet1/0/0 10.0.0.2
ip route-static 172.16.30.0 255.255.255.0 0 GigabitEthernet1/0/0 10.0.0.2
#
security-zone name Trust
import interface GigabitEthernet1/0/0
#
security-zone name Untrust
import interface GigabitEthernet1/0/1
#
security-policy ip
rule 0 name Policy-Internet
action pass
logging enable
counting enable
source-zone Trust
destination-zone Untrust
#
object-group ip address Customer-subnet172.16.10.0/24
0 network subnet 172.16.10.0 255.255.255.0
#
object-group ip address Customer-subnet172.16.20.0/24
0 network subnet 172.16.20.0 255.255.255.0
#
object-group ip address Customer-subnet172.16.30.0/24
0 network subnet 172.16.30.0 255.255.255.0
#
nat policy
rule name Snat_Internet
source-ip Customer-subnet172.16.10.0/24
source-ip Customer-subnet172.16.20.0/24
source-ip Customer-subnet172.16.30.0/24
outbound-interface GigabitEthernet1/0/1
action easy-ip port-preserved

WEBTREAYVPNECE 21508 :

EFIRBWEBEERE, ESMEHIEE “VPN > IPsec”

a. FECEIKERIN: EEMZIKERY, EEIAER. INEEE. INEEE.
DH. 4@ A5 A=sHEE.,

b. BZEIPsecTHAE:

EARETEFSERCANE/DT TR, IPHELEZERIEEIPv4 B OEFEN
WiEC, AtIPIESITEAMMBIE, MigPHIHESERNEMKIP,
IKEZREES, SR SMEEMEEIRSENERER, kelB ARSI
1B, AigIDEXTi%IDISIERIPvABYESERY | (EERAITREIARIP,
(RIPEIERAYRIP AR HEFARMNES , BRIHBLE SR I MFARRIES o
SRECEIPsecSHPHEER . TEMMY. INEEE. INFE&E. PFS. &
FHERBSENREE—H, BINFHEDPDIZATEN,

c BEZEEKE: FNIEPNFANMNESEARFANMEREILINZEREE, R
FZHANY, mhfEpass, HEEFETUXREZTEIRIERN

d. NATZRES: FILRERMUEAZPMFAMMNEE, Bir A n=FAMMERSIERAR
HEEIRAInatii, FHEZMNETR

NiERAS 01 (2024-04-03) IRIERE © LA/ ARBIRAE 121



FE T FAMIES
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A EE

o LZERIEPEERINAHAMIPSERZMXIPHEISRN, #MXFIUDPHY
500. 4500F0IPHMYESPSAH, BRI RINIIZE REUIBIEEE -

o ARHALUSAMIPHIMMEHITNATIE K, MEHHIRAAMIPIAEEA=AR
BAMENAT,

o RGO FRFMAYIEREOAMEZEO T—b.
o FINEHIERAIMERISIESESLIPFIEE, 570EAMIIRIR,

o EEFPMIMBFAESHORN, BHRE P UIEELEIZVPNRIZKIPRFAM R EZ
METERAMEB RS, #EERFSRBRERREOMNS,

2. @pfTECEIRAA:
H#IENNHPAERT R

object-group ip address HWCloud_subnet192.168.10.0/24
0 network subnet 192.168.10.0 255.255.255.0

#

object-group ip address HWCloud_subnet192.168.20.0/24
0 network subnet 192.168.20.0 255.255.255.0

#HE—MERIRN, EFFRSEARER
ikev2 proposal 100

encryption aes-cbc-128

integrity sha256

dh group14
prf sha256

# BCEMImRIIEPSK, PSKHHILRE

ikev2 keychain IPsec-KEY
peer keypeername
address 11.11.11.11 255.255.255.255
pre-shared-key local plaintext ******
pre-shared-key remote plaintext ******

#BCEIKEV2AYProfile, JEMPSK, PLECHumZMIP

ikev2 profile IKE-PROFILE
authentication-method local pre-share
authentication-method remote pre-share
keychain IPsec-KEY
identity local address 22.22.22.22
match local address 22.22.22.22
match remote identity address 11.11.11.11 255.255.255.255
sa duration 86400

# BoEike policy, EElikeXIFHARE, EARikeb T BRIBNHTIZOIPHITXEX
ikev2 policy IKE-PEER

proposal 100
match local address 22.22.22.22

# BCERSGER

acl advanced 3999
rule 0 permit ip source 172.16.10.0 0.0.0.255 destination 192.168.10.0 0.0.0.255
rule 1 permit ip source 172.16.20.0 0.0.0.255 destination 192.168.10.0 0.0.0.255
rule 2 permit ip source 172.16.30.0 0.0.0.255 destination 192.168.10.0 0.0.0.255
rule 4 permit ip source 172.16.10.0 0.0.0.255 destination 192.168.20.0 0.0.0.255

rule 5 permit ip source 172.16.20.0 0.0.0.255 destination 192.168.20.0 0.0.0.255
rule 6 permit ip source 172.16.30.0 0.0.0.255 destination 192.168.20.0 0.0.0.255

#ECE M EREIN
IPsec transform-set IPsec-PH2

encapsulation-mode tunnel
esp authentication-algorithm sha256
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esp encryption-algorithm aes-cbc-128
pfs dh-group14

#BcEIPsec policy, RGN M EIRIN

IPsec policy IPsec-HW 1 isakmp
transform-set IPsec-PH2
security acl 3999
local-address 22.22.22.22
remote-address 11.11.11.11
ikev2-profile IKE-PROFILE
sa duration time-based 3600

#¥5IPsec policy4BEEMEIZEOT

interface GigabitEthernet1/0/1
ip address 22.22.22.22 255.255.255.0
tcp mss 1300
IPsec apply policy IPsec-HW

#EELZERE, BITRRMNMIEERS, BITAMIPERILRE

security-policy ip
rule 1 name IPsec-OUT
action pass
logging enable
counting enable
source-zone Trust
destination-zone Untrust
source-ip Customer-subnet172.16.10.0/24
source-ip Customer-subnet172.16.20.0/24
source-ip Customer-subnet172.16.30.0/24
destination-ip HWCloud_subnet192.168.10.0/24
destination-ip HWCloud_subnet192.168.20.0/24
rule 2 name IPsec-IN
action pass
logging enable
counting enable
source-zone Untrust
destination-zone Trust
source-ip HWCloud_subnet192.168.10.0/24
source-ip HWCloud_subnet192.168.20.0/24
destination-ip Customer-subnet172.16.10.0/24
destination-ip Customer-subnet172.16.20.0/24
destination-ip Customer-subnet172.16.30.0/24
rule 3 name IPsec-NEG-pass
action pass
logging enable
counting enable
source-ip 11.11.11.11 255.255.255.255
source-ip 22.22.22.22 255.255.255.255
destination-ip 11.11.11.11 255.255.255.255
destination-ip 22.22.22.22 255.255.255.255
rule 0 name Policy-Internet

#ECENATIRES, HHRAIFMIGELEN=ZFRIno-nat

nat policy

rule name IPsec_ NONAT
source-ip Customer-subnet172.16.10.0/24
source-ip Customer-subnet172.16.20.0/24
source-ip Customer-subnet172.16.30.0/24
destination-ip HWCloud_subnet192.168.10.0/24
destination-ip HWCloud_subnet192.168.20.0/24
outbound-interface GigabitEthernet1/0/1
action no-nat

rule name Snat_Internet

IRABE, PO FRERBAANEDR

ip route-static 0.0.0.0 0 GigabitEthernet1/0/1 B.B.B.1
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TRELGIIE

3. (EMikevIEESICECEIRIA:
#EV2URR, BEEER

ike proposal 100
authentication-algorithm sha256
encryption-algorithm aes-cbc-128
authentication-method pre-share
dh group14
sa duration 86400

#TV2HRIR, —FKap ST PSKELE

ike keychain IPsec-KEY
pre-shared-key address 11.11.11.11 255.255.255.255 key simple *******

#ZV2RiR, EcEiBIlexchange-mode, EIEEA—MERIEN, TRARMECEIike
policy
ike profile IKE-PROFILE

keychain IPsec-KEY

local-identity address 22.22.22.22

exchange-mode main  //aggressive

dpd interval 3 periodic

match remote identity address 11.11.11.11 255.255.255.255

match local address 22.22.22.22

proposal 100

VPNiEEECE TG, = LASEMAREEY, FTERHIERMANE.

A AR: FARBEEE, BIENF192.168.10.0/24MERHIEHZping 172.16.10.0/24
MEEENL, RiIKpingtBaILA,

A EE

FBFAMIHBLIE ping RS im 2 W Y 5K | PAS At & R iE S, 51%0172.16.10.0/24MEZFEHping
MU N NEFREMEFFEEIAY,

3.9.2 HW-USG X EE (V5) Mg A =iicaigs|
R IR E(S i

VPNPRIZEIP: 11.11.11.11

VPCFM: 192.168.10.0/24, 192.168.20.0/24

ZRMIMEIP: 22.22.22.22

ZPMFM: 172.16.10.0/24, 172.16.20.0/24, 172.16.30.0/24
IR RERIFIE:

—PBTEREREE (IKE Policy )

INEE% (Authentication Algorithm ) : sha2-256

INZEi% ( Encryption Algorithm ) : aes-128

WRZAS (Version ) : v2

DHEZ ( DH Algorithm ) : group14
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4ap/EHA ( Life Cycle ) : 86400

ZPAERSRES (IPsec Policy )

&Y ( Transfer Protocol ) : esp

INIEESE (Authentication Algorithm ) : sha2-256
MNZEL ( Encryption Algorithm ) : aes-128
=EpimEe (PFS) @ DH-groupl4

4a5EHEA ( Life Cycle ) : 86400

EPUiREENSEUME SRS

1. BREEZPNEMNEEENT:
AMEEL: GigabitEthernet1/0/0 Ffrf@zonegTrust, $##[IP910.0.0.1/30,

TR TN E A F M 172.16.10.0/24, 172.16.20.0/24, 172.16.30.0/24, FilE
zoneAgTrust,

SMeI$EO: GigabitEthernet1/0/1 Bf@zonegUntrust, $#£[1P/922.22.22.22/24,

TREEEEH: BRMEZ0.0.0.0/0 H#EOGE1/0/1, T—HkAGE1/0/189MIIPH
2222221,

Z2HEE: TrustifialUntrust, JRitht, Birtbit BRSS9 Rany, sHERET.
NATSRES: JRHEIEARMMER, BiRtbitHANY, EE0EasyIP, BPi&#e aiEIP,

2. BEitEEmIITRET:
interface GigabitEthernet1/0/0
ip address 10.0.0.1 255.255.255.252
#
interface GigabitEthernet1/0/1
ip address 22.22.22.22 255.255.255.0
#
ip route-static 0.0.0.0 0.0.0.0 22.22.22.1
ip route-static 172.16.10.0 255.255.255.0 10.0.0.2
ip route-static 172.16.20.0 255.255.255.0 10.0.0.2
ip route-static 172.16.30.0 255.255.255.0 10.0.0.2
#
firewall zone trust
set priority 85
import interface GigabitEthernet1/0/0
#
firewall zone untrust
set priority 5
import interface GigabitEthernet1/0/1
#
ip address-set Customer-subnet172.16.10.0/24 type object
address 0 172.16.10.0 mask 24
#
ip address-set Customer-subnet172.16.20.0/24 type object
address 0 172.16.20.0 mask 24
#
ip address-set Customer-subnet172.16.30.0/24 type object
address 0 172.16.30.0 mask 24
#
security-policy
rule name Policy-Internet
policy logging
session logging
source-zone trust
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IPsec Bt &85

1.

destination-zone untrust
action permit
#
nat-policy
rule name Snat_Internet
source-zone trust
egress-interface GigabitEthernet1/0/1
action nat easy-ip

WEBIHEVPNECEIZFEIRAA:

EFRBWEBEIERE, TESMEAIEE “MEE > IPsec” , EIRHEIPsecsk

mgo

a. EBEAES: f3%REE, EFBEOAKNREO, KigtbithBizO0AMIP,
Fum It AR A RVPNRIXIP, INERVERTMHEZZA, BHEESEN
=EE—H, ANirl DR ITisI DTSR IPHbLLE

b. FIZEIER: MEEE, RIEAZPNIFNME, Bt AEl=F
MMEZ, Z2EFMIEHDHFES, EENZEHIMinFNEEOTFEE, Y
EFany, s{ERIF.

. TR IKEBHEIPsec2¥S5ENTEE—H, FTRIKERARQikS5E
N=IECAYEIR, EEFFEEEREDPDIE .

d. TEXREE: HFINEFNUFANNERSEAZFAMNMMNEEIFNZE%REE, RS
ANY, ENERIF, HEETUXHELZT 2RISR,

e. NATZRES: FINRERMBUEAZPNFARMNE:, BirAn=FAMMERSIERAR
HEEIRAInatii, FHEZMNETR

A EE
o LZERMEPFERINAHAMIPSERZMXIPHEISRN, HMYFIUDPHY
500. 4500F0IPHMYESPSAH, BRI RAIIIZE REUBIE & -

o AHLUSAMIPHIMERHEITNATIE R , MEBHHIRAIAMNIPIAEEA=ATR
BAENAT,

o RGO FRFMAYEEREOAMEZEO T—b.
o FINEHIEBRAINRIGESHESIPAIRELD, B2Z7EBHITR.

o EEFPMIMBEFASEHORN, BHREPUEEILIZVPNRIZKIPRFAM R EZ
METERNAMEB RS, HEERFSRBRERREONS,

anfTECEHR
HEINMIENISR

ip address-set HWCloud_subnet192.168.10.0/24 type object
address 0 192.168.10.0 mask 24

#

ip address-set HWCloud_subnet192.168.20.0/24 type object
address 0 192.168.20.0 mask 24

#ECE—MERIRIY, ike vi5ike v2RIECE S UHERE, ikevI{ERIAIE. 0%, ikev2
ERMNE. &M, prf

ike proposal 100
authentication-algorithm sha2-256
encryption-algorithm aes-128
authentication-method pre-share
integrity-algorithm hmac-sha2-256
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prf hmac-sha2-256
dh group14
sa duration 86400

#ECEXHR, IBERA, ERA—MEIRX (undo version 2RIHEEEE
exchange-modeZ&#{ )

ike peer IKE-PEER

undo version 1

pre-shared-key ***+*

ike-proposal 100

remote-address 11.11.11.11

dpd type periodic

#ECE R

acl number 3999

rule O permit ip source 172.16.10.0 0.0.0.255 destination 192.168.10.0 0.0.0.255
rule 1 permit ip source 172.16.20.0 0.0.0.255 destination 192.168.10.0 0.0.0.255
rule 2 permit ip source 172.16.30.0 0.0.0.255 destination 192.168.10.0 0.0.0.255
rule 4 permit ip source 172.16.10.0 0.0.0.255 destination 192.168.20.0 0.0.0.255

rule 5 permit ip source 172.16.20.0 0.0.0.255 destination 192.168.20.0 0.0.0.255
rule 6 permit ip source 172.16.30.0 0.0.0.255 destination 192.168.20.0 0.0.0.255

#BECE I ERIEIN
IPsec proposal IPsec-PH2
transform esp
encapsulation-mode tunnel

esp authentication-algorithm sha2-256
esp encryption-algorithm aes-128

#EeEIPsec policy, EFHike peer. ZPHERIRIN. ACL, ;FEPFSECE

IPsec policy IPsec-HW 1 isakmp
proposal IPsec-PH2

security acl 3999

ike-peer IKE-PEER

tunnel local 22.22.22.22

pfs dh-group14

sa duration time-based 3600

#EBEE, ’ETCPHEX/N

firewall tcp-mss 1300

#IPsec policy 4BEREO

interface GigabitEthernet1/0/1
ip address B.B.B.Y 255.255.255.0
IPsec apply policy IPsec-HW

#

security-policy

rule name IPsec-OUT

policy logging

session logging

source-zone trust

destination-zone untrust

source-address address-set Customer-subnet172.16.10.0/24
source-address address-set Customer-subnet172.16.20.0/24
source-address address-set Customer-subnet172.16.30.0/24
destination-address address-set HWCloud_subnet192.168.10.0/24
destination-address address-set HWCloud_subnet192.168.20.0/24
action permit

rule name IPsec-IN

policy logging

session logging

source-zone untrust

destination-zone trust

source-address address-set HWCloud_subnet192.168.10.0/24
source-address address-set HWCloud_subnet192.168.20.0/24
destination-address address-set Customer-subnet172.16.10.0/24
destination-address address-set Customer-subnet172.16.20.0/24
destination-address address-set Customer-subnet172.16.30.0/24
action permit

rule name IPsec-NEG-pass

NiERAS 01 (2024-04-03) IRIERE © LA/ ARBIRAE 127



EILE M
=SB RIEE 3 EATF4

HN
hics

BiER VPN

logging enable

counting enable

source-ip 11.11.11.11 255.255.255.255
source-ip 22.22.22.22 255.255.255.255
destination-ip 11.11.11.11 255.255.255.255
destination-ip 22.22.22.22 255.255.255.255
action permit

rule name Policy-Internet

nat policy

rule name IPsec_ NONAT

description IPsec_NONAT

source-zone trust

destination-zone untrust

source-address address-set Customer-subnet172.16.10.0/24
source-address address-set Customer-subnet172.16.20.0/24
source-address address-set Customer-subnet172.16.30.0/24
destination-address address-set HWCloud_subnet192.168.10.0/24
destination-address address-set HWCloud_subnet192.168.20.0/24
action no-nat

rule name Snat_Internet

#IREEE, BAEARFNERBAMEDR
ip route-static 0.0.0.0 0.0.0.0 GigabitEthernet1/0/1 22.22.22.1
Theesaiit
VPNiEEELESAE, = EASEaIMARRERY, TEHUERMAINE.

AR FARMBEEET, HIaNF192.168.10.0/24MERHIEHZ=ping 172.16.10.0/24
MIEEENL, RiIKpingtBaTld,

A EE

FBFARIHEIE ping X im 2 P X K IPA A BRE IS, 51%0172.16.10.0/24MEZEHping
NN N EFSMABREEAY.

3.9.3 LUA-G P KIE(V5.5) Mz =B &85|

i EERIEA
VPNRIXIP: 11.11.11.11
VPCFM: 192.168.10.0/24, 192.168.20.0/24
EPMIRIXIP: 22.22.22.22
ZFRMFR: 172.16.10.0/24, 172.16.20.0/24, 172.16.30.0/24
IR SRESIFIE:
—PAER SRR (IKE Policy )
INEE% (Authentication Algorithm ) : sha2-256
MNZEi% ( Encryption Algorithm ) : aes-128
IRZAS (Version ) : v1
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DHEE

( DH Algorithm ) : group14

4ap/EHR ( Life Cycle ) : 86400

iRzl ( Exchange-mode ) : main
—FYEREREE (IPsec Policy )
&MY ( Transfer Protocol ) : esp

INIEESE (Authentication Algorithm ) : sha2-256

INzZ&;% ( Encryption Algorithm ) : aes-128

5eERIM

anEHA

%% (PFS) : DH-groupl14
( Life Cycle ) : 86400

EPirEENSEMEE R

AREO:
SMRIEO:

FRE S
B.B.B.1,

L ERE
NAT SRS

VPN ECEidiE

BEFEE
1. B&

ethnet0/0 F/@zoneATrust, #EOIPJb.b.b.1/24,
ethnet0/1 F/@zonegUntrust, #£[IPIB.B.B.Y/24,
: BFRMEZ0.0.0.0/0 HiEMethnet0/1, T—&kJethnet0/1H9MIEIPIN

: TrustiglalUntrust, JRitEiE. BRSS9 8any, shfERIT.
D EMBIEARER, BARHBUEAANY, iR HIEOIP,

WEBEIERME, FESH=iEE “VPN > IPsec VPN
PRI : BINRINEBIR, EFAIES L OPre-share, INEEE. IIZ&EEF

DHEZZSY, HFHSHSNENTERERERIRNA.

2. E&E
28
3. EE

a.

b.

4. BE

a.

P21 RMINIRINEIR, WHER. INEEX. INZBEXFPFSESEL, ¥4
eI EEEIRE, FTREESMNEFEKN,

VPN Idim5lZ:

BEARE: BIASIR, EFEAMEOethnet0/1, SEFMGTE ( RZEFVIIR
) FHAEER, RBBUEIRFESIP, g PN L= VPNI I PHbiE
11.11.11.11, ZAHEIDIENIPv4 22.22.22.22, AFHEERBFHP1IBINFF NS
LRMBERROFREZZEA

SRECE: BINEEWT, EERREEND, SHANATE®, FEXiniE
JEREN, DPDIEfRSEIRATEZNARIT, AEHEXAUTHRRSEER .

IKE VPN%IZE

YN

Mim: RERYmIIREEEE;

BEIE: MIASBIR, EiEFtunnel, EAP2ARIN, RIBIDIEIFEFT, A&

R, (ERIP+ERBRIS R TE B ENIRBHF T NnF M SiTinF
MEERITERR

b. SREE: EEREUARERIR, STLAFFEVPNBREICT, R ZANHFRAR

IPF0 B tRttEht A A ZFAMBIIP (#EFERET O Akt )
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TRENGIIE

5 EOBE:

a. ESIMELZETHE—NVPNIILZ S, #HTHR VPN, ERRE=F
e,

b. ESMEEOTHE—EREO, THRATRES, FIEZE (RINFFERN
VPNZ2lg ) ; IPECEGFESSIP, FESIPEE; BB 9IPsec VPN,
BEESPERC EIEIFE CUEEAYIKE VPNFIEZFR,

6. TEEREE, FHRIUTZEERE, HBEZRIEETR,
a. FEEXEAtrust, BirXIFEAHVPNXISE, RS any, siERRIF.
b. FEEXIHAVPNXI, BirXigotrust, BRSZHany, sERRIF-

7. BB BIirMERRERI=FAM (192.168.10.0/24, 192.168.20.0/24) , T—Hk
WIEAEO, BOEFEAVPNERRItunneld,

A EE

o REFWPBEFNABARIPSLHRMEIPHIESHN, HHUDPAIS00,
4500F1IPHIYESPISAH, IRIIE AN REIRERIEH .

o REID (FMEHIBRIOMER ) BESHLIPHISHE, EZBRIEIR.

o EXFPMIMEBFASHON, BHREFPUSIEEIZRVPNRIKIPRFAR R MAE
SMEENAMEBORE, HEERFSIEHECEREEOMNS

VPNEEEERTHE, REREFAEEMEEFESTMEENE, = EFaTErkt
p =1 SEFEAVAN

haABI: FANEEIERAA, 5I20A3192.168.10.0/24MEZRIEMNZping
172.16.10.0/24MEZEH,

A R

FBFARIHEIE ping X im 2 P X K IPA b A PR E TR, 5120172.16.10.0/24MEZEHping
MU NN EFRESMAFFEZEIIA

3.9.4 ;X(SIR-SSL-M7.6 ML=t Figs|
2y S A b

VPNRIEIP: 11.11.11.11

VPCFR: 192.168.10.0/24, 192.168.20.0/24

EPMIREIP: 22.22.22.22

ZRPMFR: 172.16.10.0/24, 172.16.20.0/24, 172.16.30.0/24
I SREE S

—PNER SRR ( IKE Policy )
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INIEE% (Authentication Algorithm ) : sha2-256
MZEi% ( Encryption Algorithm ) : aes-128

IRZAS (Version ) : v1

DHEZ ( DH Algorithm ) : group14

4ap/EHA ( Life Cycle ) : 86400

&L, ( Exchange-mode ) : main

ZFYERERMEE (IPsec Policy )

E5itY ( Transfer Protocol ) : esp

INIEELE (Authentication Algorithm ) : sha2-256
INzZ&;% ( Encryption Algorithm ) : aes-128
SEERIEZE (PFS) : DH-group14

4ap/EHA ( Life Cycle ) : 86400

EPUIREAENSEMECERIS

VPN EcEi137E

#pBE: MXER,

PRI LAN $201P/9192.168.10.1/24,

HNRIFED: 26381 BIWANT $201PF22.22.22.22/24,

TREIRE: ZIRTRIMKIPEN22.22.22.1,

BAKIERIM: LANISIEWAN, iEibtt. BiribitRiRSSSRany, @,

REEMMERRCE: RZEOLAN, [EibIEARMMNE, BRIZECWANTBfRitiAll
IP, FiRJ9BERYZEOMEIL

EFIREWEBEIERE, TIEHIaTI%E “IPsec VPNELE > F=FEEE" -
1. TN BEE MR, EIEHE, BHREWMAZIR, Y. INE&EE
MBS ESEN=FET—H (SNEI=EEERHRA ) .
2. FME:
a. EBEAXREE: AMEEHRE, FHRSEBASR, EEREERAHAMERT, 17
SRR IRFEEIP, BEIPES11.11.11.11, IANEARIERHEEE
8, HEATHZZRE, AxERgENERENEE,
b. BREE: EEANEEL FEIEESE, RSP EEFTENE. X
R . D-HEE. INEEE. IIBEEXESHELI=—H, HEFAIEREH
DPD, [BIfeS/REURIFENABIE
. $FHEE: RERGFENATHEAS, RegERBEEXRTYE, BIRER
RBAZIFIKEV2, EEEIFRIERNERERERSDIDAIPVALMIP,
BINATZ FRHIAMIP,

3. FEIME:
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a. ANULZRER: EIFRFE, BHEREEARIR, RIPRENERFR+ERE, —XE
AN—PMERZFAMMER (192.168.10.0/24, 192.168.20.0/24 ) , BRSZIERER
BiIRS, £METEEFESX, AEEREIZERE.

b. HuhSRES: HEIFHIE, BMERSBAZIR, RIPEENERFNHER, —XiE
AN—PAHFAMMES (172.16.10.0/24, 172.16.20.0/24,
172.16.30.0/24 ) , NHRBFAACEENE—MNERIRIN, £HABSEIE
18E), BRSBEFFAERS, SMATEEEFEEX, TIREHIZKEE, £EER
BFAEEENRZEIRN, AxEREIZRIEINZHETEQRIRS (PFS) o

. S5HECE: QEPFSE_MERD-HESE—MEHEE, = FFEES N FMMER
it, B8— P HiRESIEERENIRRE . TRIEINFIPFS,

4. [EXIENNESE: EI0VPN-LAN, LAN-VPNEIEIGHBYITER, IRE o BIHall-
tcp, all-udp, ping,

A ERE

o LZERIEPEERINAHMAMIPSLERZMKIPHEISIN, #MYAIUDPAI500.
A500F[IPHMYESPSAH, MRS RAIINZREIBIERER

o FINFHIETAIMENSESESLIPAIET, S0EAITSR .,

o EEFPMUIMEBFAESHON, BREFPUSIEEZRVPNRIKIPRFAR R ME
SEENAMEBORE, #EERFSIEHECERREOMNS

THEELSIIE
VPNEEEERHE, REREFAEEMEEFSTMMEENE, = EARaTakt
p=1) S EEEAVAN
LhagBI: FANEEIERM A, 5I20A3192.168.10.0/24MERRIENZping
172.16.10.0/24MEZEH,

A ES

FBFARIELIE pingRTFum 22 P R K I PA A B IE RS, 5140172.16.10.0/24MEZFEHping
NN N EFSMABREEAY.
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