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https://example.isv.com?
activity=newlInstance&businessld=03pf80c2bae96vc49b80b917bea776d7&customerld=3736bb8ad93b43fca80
12c64a82cec25 &expireTime=20180725000000&orderld=HWS001014ED483AA1E8&productid=
005a8781ef0c4ad47a3dbfc4c1e72871e&saasExtendParams=W3sibmFtZSI6ImVtYWISMTEILCJ2YWx1ZSI6ImVtY
WIsMTFIbWFpbDExIn0seyJuYW1lljoiZW1haWwyMilsInZhbHVLIjoiZW1haWwyMmVtYWIsM;jlifV0%3D&timeSt
amp=20170725025113409&testFlag=0&authToken=091sS5y+KCtxBu+ON4TXv1SrjH5KVYka9sx2MauHrQU=
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g
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2% =S | BR8N | xkF | S86KA
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REAMIESENE R, BROASIMEFEOSE~T A
o EPSHETRNXABREER, zB/EEARZEOBERERNITISIER,
BREOSENTERERRTENR, HREEN=EE.
o BREBREFLFTZOE, B SHTIER, NEBREN, BoIsSBEFH
W SIERRHAIXES o
o EINEETIARIEOARAKMAIER, =EESERUR, “SERPO>EFEEOE
27 po&EigEn ‘REERT , BEEEERORER, BI=EE
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g 1588
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https://example.isv.com?activity=expirelnstance&instanceld=03pf80c2bae96vc49b80b917bea776d7

&timeStamp=20170725025113409&testFlag=0&authToken=09lsS5y+KCtxBu

+ON4TXv1SrjH5KVYka9sx2MauHrQU=

N SHIGHIES I T E:
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i% E
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o ZEEBERNEFBINERIPARZED, BREWEZENLASTLMR
TEERISER
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activity=releaselnstance&instanceld=03pf80c2bae96vc49b80b917bea776d7&timeStamp=2017072502511340
9&testFlag=0&authToken=091sS5y+KCtxBu+ON4TXv1SrjH5KVYka9sx2MauHrQU=
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ENigm
ENiEm 1 SaaS EEmiZ ISR

i) Nz H B
{

}
1.1.4.7 FELHUSE
D%

o EXSBEPERIFEENZED, ERENEEEEEHRYIE.

e AFABXTEREFETHMMINEMEMER, MTiREEm, BHEL
RHREISEIAFRIEFERERER -

o MAFURBXTRFEERER, CFEEIXMEZOEREEEZEHIAERER.
BRSPS RRIE T EFR:

i =R ISVIRSSEE

1355 EMSRSS- SHRFE

v

PR et S|

B
»

3 iREISaaSRY FBSLAHSE
4 tERISaaSh

<
%

v

15K GET

IERSHRPIBESA T*:

xF1-115ks88%E

B8Y mEY | ER BRX=E | kA
% HE
authToke | M String | 50 RIS,
n EY{Ei52 WauthTokenBUEEA .
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ENigm
ENiEm

1 SaaS EEmIENIERE

MaRGHR

2% 2EY | KRB RAF | WA
i% fFE
activity | M String | 20 EOEKRNR, BTFRoEOEKS
=
o
ERSLHIIHSREYE: querylnstance
timeSta | M String | 20 IERAGEAIRIAT E)&E, BXUTCAYE.
mp B: yyyyMMddHHmMmMssSSS
instancel | M String | 64 SIBIID, ZiFE, S7flitEEE
d NEESHIE, FIRX&RZZIF1001LH)
&Eif,
testFlag | O String |2 ERNERIEK,
o 1: EiiEXK
o 0: FEFIKISE
FABMES “07 .
=GN

https://example.isv.com?

activity=querylnstance&instanceld=huaiweitest123456%2Chuaiweitest12345678&testFlag=1&timeStamp=20
230327065233980&authToken=Eh%2F3Ud%2BR1j3d%2FwOui5CAcvRipM8luribvgkXfJAsTfE%3D

N SEREES N T R:

*1-2 lINSE=E

2% =Ry | KB RAF | HEA
i% FRE
resultCo | M String | 6 AR,
de EkiES NI AL RS .
resultMs | O String | 255 B RER,
g
encryptT | O String | 3 BUREEINZEX
ype 1: AES256_CBC_PKCS5Padding ( ERIA
#)
2: AES128 CBC_PKCS5Padding
Lz}
BREEMBE LR
AES256_CBC_PKCS5PaddingAthiREHEH1;
BRSEINZELR
AES128_CBC_PKCS5PaddingRhRENEH2;
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ENigm
ENiEm

1 SaaS X mENIERE

2% 2EY | KRB RAF | WA
i% fFE
info o Instanc | / SKYIES
elnfo[]
Instancelnfo¥iELEHIE X AT :
2% BEY |EKBER | &KF | SRR
i% SEE fFE
instancel | M String | 64 sE45lid
d
appinfo | O AppInf | N/A N FSEFER.
0 EFWIERE, ARHEEREERE
Sink ( pubitbil ) s Sttt
[EERIRIE
48R
SaaSEmMNEEFIRIHNAFERES, 8
IEERMBIE. S . BRE,
WRTSCELEI (S . MM EEM A U RIES
BES, WEOPFARIL; SN, ©im
FEEOFRBINAZLER.
WFEREEAXEEERMI R KSERD,
AIEI AN T memoS MR IEREIEAMERE
BEai{FERIREE.
appInfoUBLEIAE N IEE N &K,
usagelnf | O Usagel | N/A NRSLBIXEXRAZEERE, KRS
0s nfo[] EROXHIFRIRE, WAIZHES
8, FENREEESXEKNMBE
FINAEER
AppInfo¥iEEEMEN AT :
2% BEY |EKBER | &KF | KA
i% SEE FE
frontEnd | M String | 512 Eif=piihila8
url EFWIERE, ALsEERLh
tik,
adminUrl | O String | 512 ETEHbE,
EFWESmE, JLUnnNEEES
bk,
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ENigm
ENiEm 1 SaaS EEmiENIEm

2R | XER | BRXF | SHIRSA
s SEE FRE
O

userNam String | 128 NEZEENEERKS .

€ EZERWLFRE, HoOEREEEEMN
WS (—RZEBFEINIFINS ) . 1Z{EH
16{:ziviNZ @ EFbasefmi3EHIEFE
BEARY o

iv

+base64 (AES_CBC(accessKey,userNam
e))

FE(FAKeyEXIKSHINZLIE, 0%
gixllencryptType2 .. I3R!
B2 WISV ServerX I EREFESHIRAR
SFN=ZBNE .

password | O String | 128 IZENEERYIEES

EFWUXEmE, huBxREEEREN
ZB (—RREMRER ) o ZER161iiv
hnZmEFbasefmi3fGRIZREIE S H

B o
iv+base64(AES_CBC(accessKey,pwd))

EE(FEAKeyEXIZIMINZAME, 0%
gixLlencryptTypeSEit., A=A
52N ISV ServerXBZEHERAF
LB

memo o) String | 1024 &,

15288
MRETEEPXAE, BEHIEEHERY
unicodefwf3, FIEN: “F3C” AILAGEIGRY
“\u4e2d\u6587” ,

SH

UsagelnfoiR4EEHIE X AN T :

24 =AY | RKBER | &AF | SHHE

ik SEE FE
relatedin | O String | 64 KEXANZFZLAIID, HEHREFERE
stanceld SLEIRAEEUER, TREREIEE

STRAGIZEESLAd, 2290, HeIEEEs
BIE(E1005/0%(550%, NEFAE
EENEEIEIEEREIE
UsagelnfofSR, £ BIXIRAREFIFZ(SAY
=58, relatedinstanceld4 BIXI R4S
SFIFASIEESLAIID
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=N =(E]
ENiEm

1 SaaS KB miIENIER

2% 2R |XKBER | BRAXF | SHRE
i% S fFRE

usageVal | M Doubl |20 FREEMME, RSHFAMUBEIUNG,

ue e(12,4) N FEHRLS, Miz2— N E2MFRNERR
B, MHIHEELEEXH, NizeEE
SHNERAEER

statistica | M String | 20 EFRE4titAaYE, BXUTCAYE,

[Time B=L: yyyyMMddHHmMmMssSSS

dashboar | O String | 512 BEFHEEEIRIIL,

durt EFHLERNEBEROBRE, 7
DEXTMEEEEERNAZEER.

M) N5 H 251 -

{
"resultCode" : "000000",

"resultMsg" : "success.",
"encryptType" : "1",
"info" : [{
"instanceld" : "ebc28eb6-4606-4098-b4bd-c201c99a0654",
"applnfo" : {
"frontEndUrl" : "https://www.***.com",
"adminUrl" : "https://www.***.com/admin",
"userName'" ; "rrrkkn
"paSSWOI’d" 0 l'********"’
"memo" : "hvave a test, JH! "

}

usagelnfo" : [{
"relatedInstanceld" : "ebc28eb6-4606-4098-b4bd-c201c99a0654",
"usageValue" : "0.12",
"statisticalTime" : "20221101025113409",
"dashboardUrl" : "https://www.baidu.com/dashboard"

}

1

Rt

"instanceld" : "fe28e27e-1157-4105-8592-24cc9488db10",

"applnfo" : {
"frontEndUrl" : "https://www.**** com",
"adminUrl" : "https://www.**** com/admin",
"userName'" ; "rrrkkRn
llpassword" 0 l'*********-k*",
"memo" : "hvave a test, JlH! "

Ji

usagelnfo" : [{
"relatedInstanceld" : "fe28e27e-1157-4105-8592-24cc9488db10",
"usageValue" : "2042",
"statisticalTime" : "20221101025113409",
"dashboardUrl" : "https://www.baidu.com/dashboard"

}

1

Rt

"instanceld" : "92df74e4-163e-4e0b-a206-d9800d33881b",

"applnfo" : {
"frontEndUrl" : "https://www.***** com",
"adminUrl" : "https://www.**** com/admin",
"USeI’Name" : ll*****”,
vaasswordn : l'*******!l,
"memo" : "hvave a test, JH! "

by
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"usagelnfo" : [{
"relatedInstanceld" : "ebc28eb6-4606-4098-b4bd-c201¢99a0654",
"usageValue" : "3309",
"statisticalTime" : "20221101025113409",
"dashboardUrl" : "https://www.baidu.com/dashboard"

"relatedInstanceld" : "fe28e27e-1157-4105-8592-24cc9488db10",
"usageValue" : "3309",

"statisticalTime" : "20221101025113409",

"dashboardUrl" : "https://www.baidu.com/dashboard"

IESEIR RIS SR~ 15) :
https://example.isv.com?activity=querylnstance&instanceld=ebc28eb6-4606-4098-b4bd-
€201c99a0654%2Cfe28e27e-1157-4105-8592-24cc9488db10%2C92df74e4-163e-4e0b-a206-
d9800d33881b&testFlag=1&timeStamp=20230327065233980&authToken=Eh%2F3Ud%2BR1j3d
%2FwOui5CAcvRipM8luribvgkXfJAsTfE%3D

EREERE M EREMIUREEER M EEEANEEERALFNAEER

1.1.4.8 IREFHSHEX

1.1.4.8.1 IRFFHEHIX 2.0

BEi5EE

RAREREFBRERFEAH-EERER, ISVERIIENIREIFFRISEIRMERSE
B8R, ZEEREARERIEEREITEFAFNE.

(MARY:
SDKiEZ&% ( FKENSDK )
ANEIFRERAK/SKiES%E ( AK/SKIAIESAE ) .

URI

POST https://mkt.myhuaweicloud.com/api/mkp-openapi-public/global/v1/isv/
usage-data ( 22 )

SZA%RRA 01 (2024-03-28) WRIERE © HERRARBIRAT 32


https://support.huaweicloud.com/devg-apig/apig-dev-180307002.html
https://console.huaweicloud.com/iam/?region=cn-north-4&locale=zh-cn#/mine/apiCredential

=Y =[E]
ENiEm

1 SaaS KX mIENIER

IERHE

1Rt M

X

%

A d

ISVARSS==

2 EEEE R

3 ESEOFTET RS

F

A et hE R AR

biROERELESE

6. 2R, EHEE

IERSMRPES AN T*:
iEKAG%E: POST

A r 3
A J

7REAFERS HREs

Y

B2H =h | XE =A | %A
KE
signature | & String 1000 | @Header
EOE 2 (base64(hmacSHA256 (ISVXT
EZ0
A, ts={ts}&nonce={nonce}&body={bod
yh))
tthtbodyiZBAHIF RS 5%
ts = String 20 @Header
ZEOEKRAITAIunixAT B2 (ZRE)
nonce = String 64 @Header
REME
usage_re | 2 List<Usage | 1000 |3 {FRELRES, UsagePushData
cords PushData> PMHAS#BIZ1000,
SZA%RRZS 01 (2024-03-28) WRINPTE © HERIRARBIRAE) 33
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ENSE 1 SaaS EEmiENIER
£ 1-3 UsagePushData
el =EY | 2%k | RXF | fR
1% B FE
instance | £ String | 64 FERSLEID (GEE: [FERREREORMD
_id 79)
record_ti | & String | 17 (FRSICRERMANE (UTC) , &K
me yyyyMMdd' T'"HHmMmss'Z'
begin_ti | 2 String | 17 TTEFERTE (UTC) , #8=)8:
me yyyyMMdd' T'"HHmMmss'Z'
end tim | 2 String | 17 HE45%EAdE (UTC) , B9
e yyyyMMdd'T'"HHmmss'Z'
usage_v | == Doubl |20 FREAEKE, fKSIFMUBRUNN,
alue e(12,4) FTRAKXTFORIEIE
meterin | 2 String | 64 ISVIEERICRE—4FRR
g_sn ERINEREES
BREE A

Post {domain}/api/mkp-openapi-public/global/v1/isv/usage-data
Content-Type:application/json

nonce: 6¢63c221-1f6b-4141-8ff4-22f5dfe82b65

ts: 1709690865879

signature: gikLslgimlscagwSamCIFJ1CFT4QprHSDHW:- -

"usage_records": [

{

"instance_id": "7f141bf1-aec8-4859-8323-fb3a8ad50721",

"end_time": "20220809T090000Z",
"usage_value": "99",
"metering_sn": "6c75c177b5fe4b8cbb6fc2aa33facfcd"

"instance_id": "7f141bf1-aec8-4859-8323-fb3a8ad50721",

"end_time": "20220809T090000Z",
"usage_value": "999",
"metering_sn": "6c75c177b5fe4b8cbb6fc2aa33facfcb”
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ENiEm 1 SaaS EEmiZ ISR

(AR

1. ZOEALEN, MRESHIERE, FERORHRTIRE, EEERESSN LERH
EHITRIGAIAME, ERATLAERINEREIE. IREEHIELCIERY, FEFAREMITLE

i3
SEHETLE “ZRPOS>RSEE > IEHERT HTES!
SR " esm

clEaTiE | E6R v Q

SEHID B M ET VR S HRME ETe

=2 @

s @

2. 1558 HIREHAE R
. E/J\Hﬁ-l-ﬁ

REOEINE ERIXERHIE, BRFERERET—1/\a90-155 A5 E1R,
'illﬂ FAFEZERE7E13:25, &IFE14:00-1415K HiR, XHFRERATEAPINEE, TN
SHIMNEIER, WNRTESTISLRS HIR, FEE2/\I5Ea LR

o EXitEH
EES/\EELBHNERIER LIRAI=EE, IRVRBXLCELLIR—R, BERIEYS
RTER HA900:00-00:1558Rk L1k, SRAAEEREIZ01:00, BREFPIIIESIEREIT—X

3. IERHEE HIREK:

o FEARXHA:

o HEPFHARTE ( begin_time ) 2B IREFFIARTIE]

o EEFFIARTIE ( begin_time ) < IBEERLETRATIE) (end_time ) < iEER _FiRATIE]

o FRXHARE:

o EEALETRAYE (end_time ) < FRFAATE

4, 15 FIRPAIRSEINUTC RFE), SICZRATEIEE 8 /\aT;

5. E—NMCRAYATE, Blbegin_time Flend_time BHE#—HAUER T, WBX HRICE, &
BRBIRNESIER, RSWEE—RHIE, —BiEpRESEEARIENKEEL AL B EIRIEESE
(IEERREME): BRITEAEBREE1 =, BRETHEAS/NI5S) o

ESERERUNRE, REMEITLE ‘ESRPO>TZEE>FRER #HITEE!
6. EASMHENEOEMKRFZEOREBIAILEID, FEEREEEIRMEIAISLAID,

IRzER
M SEIREES T E:
B8H =R | KB =X | 1RBE
ik &
KE
error_co | M String 6 TRSERN,
de E{AiES i P4 SRADIH AR
errorm | O String 255 | AREREA,
5g
data ) Abnormal IREISEIEREIRER
UsageDat
alnfo
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ENiSm
ENiSm

1 SaaS KB mIENIER

2 1-4 AbnormalUsageDatalnfo

2% BEY |B8¥Ek | RAXF |k
1% B FRE

abnorm | £ List<Ab | 1000 SEIRPYIE

al_usag normal

e_data UsageD

ata>
Z 1-5 AbnormalUsageData
8% mERY |B¥E |BXF |fd
1% B FKE

meterin | 2 String | 64 ISVIRERICRIE—MHFRR

g_sn

error_co | & String 16 IEERIREEIRT

de 001: SLHIFRIFLE;
002: RYEIEHXEE;
003: FHERE;
004: TRMEBRME—IRIR;
005: HFRE—IRREES
006: LA NAIEREIRT
007: IHERRJIEIEITHA
009: LAISISVAILES
010: FREES
011: JHEAYESEETRL
012: ELAHHEERIE
013: LAIRFRERE
014: ELAITFEEXHA
015: IRERFHIARYE/NF &R &R )
016: SLHIEFEFEH

errorm |2 String | 255 IHEEIREA

sg

=B
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ENISE 1 SaaS B mIENIER

Z 1-6 AbnormalUsageData

httpjR7 | error_cod | error_msg iR

5 e

200 MKT.0000 | Success =B

500 94060001 | System error! HeEeRSHEHEIR

401 94060002 | Auth failed! BMASHIRILEY

SHCCEER, IEXESIERE

lBE

400 94060004 | Param invalid SHT
Em)\ﬂE};EIfEMEI’\J%%SI, 258
tls!zu 1*5 BIEEHE. RELA
idEE

400 94060005 | Time format error AYTEglEEIR

400 94060006 | TimeStamp invalid RIS 7w

401 94060007 | Signature invalid BARILKEY

400 94060008 | Replay error B REREIR

500 94060009 | Failed to report usage | IHRIRRELK

data

401 94060010 | Isv status invalid ISVIRZSTS3K

200 94060999 | Failed IZEEIRMERY, SIREIERRKTEIR
=8, Fg87F)

LITEEAPIRT, t1RE8
IEO

i Rz 2

{
"error_code":"MKT.0000",

"error_msg":"Success"

}
{

"error_code":

"error_msg":

"data": {
"abnormal_usage_data": [

{

"94060999",
"Failed",

"error_code": "005",
"error_msg": "METERING_SN_DUPLICATE",

"metering_sn": "6c75c177b5fe4b8cbb6fc2aa33facfcb"

}
1
}
}

B “APIGW” FFLRUEIRTD, 55

APIRSCIEIREDHTTAL
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=N =(E]
ENiEm 1 SaaS EEmiZ ISR

1.1.4.8.2 IZFFEHEREX 1.0

=15
BREzEEFBEEEREHEFERER, ISVEEILZOREBFIEIRMERAE
B, mEEREERERBFEREITEHXEPNZ,
(RARIY:
SDKiE&% ( FREXSDK ) .
AAIFRERAK/SKIEZ % ( AK/SKIAIERER ) -
URI
POST https://mkt.myhuaweicloud.com/rest/marketplace/v1/isv/usage-data (
)
IR =ralg ISVEREES

1 EEEREERn, T8 I 2B EEmEE

A

4 EEERTERN R EEED

6. 2R, (SR

\J

TiRERPERS DEES

A F 3
A 4

|
[
|
|
[
|
|
[
: 5 EEEEAEAE
|
|
]
|
|
[
1

iBEKRiEHR
BRSBTS TER:
imR75E: POST

2% = | X8 BRAZF | BB

D v FE
usage_re | 2 List<Usage | 1000 | \/SZ{EFERAELRES, UsagePushData
cords PushData> MNIASHEIZ 1000,
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NS

BAEmE 1 SaaS KB mENIERE
Z 1-7 UsagePushData
ol =EY |28 | &xXF | ER
ik B F=E
instance_ | 2 String | 64 FEERSLEID (GEE: [FRREREORE
id #9)
product_i | & String | 64 T GREL B M A9 GRid
d
record_ti | 2 String | 17 (FRSICREMAE (UTC) , 180
me 7
yyyyMMdd'T'HHmmss'Z'
begin_ti | £ String | 17 THEFaAdE (UTC) , X!
me yyyyMMdd'T'"HHmmss'Z'
end_time | 2 String | 17 HE4gEadE (UTC) , B!
yyyyMMdd'T'HHmmss'Z'
usage_va | =& Doubl |20 FHERAKE, fRSXEFMIBINE,
lue e(12,4) EHRKRForvEE
BRBERA:
{
"usage_records": [
{
"instance_id": "7f141bf1-aec8-4859-8323-fb3a8ad50721",
varoduct Id ***************",
"record_time": "20220809T091000Z",
"begin_time": "20220809T080000Z",
"end_time": "20220809T090000Z",
"usage_value": "99"
%
"instance_id": "7f141bf1-aec8-4859-8323-fb3a8ad50721",
varoduct Id **************"’
"record_time": "20220809T091000Z",
"begin_time": "20220809T080000Z",
"end_time": "20220809T090000Z",
"usage_value": "999"
}
1
}
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(AR

1. #OFA LA, MRESHERE, FEROBRHTRE, EEERESSN LERE
EEHITRIGAIAME, ERALAMERNEREE. IREEHIELERY, FEFXREMITL

;E o
SEHETLE ‘ZRPO>ZZEE> FAEE" #HTEF!
SR ° EPEE
- uEesie) | E6AB M Q
ET e 1S e HENE HENE s v
= @
=2 @

2. 1B LIRERIER:
o ENEFIHER

FEEOE/NE EIROESHE, BRFESENE T —N\IIR90-155 AR5 LR,
240, FAFEZERNETE3:25, RIFE14:00-14:150 1R, XHERERATARFINE, Szt
SHIMNEFER, WNRTESCIMSLRY LR, TEE2/\BI5Er LR

o BRIt
EES/\IEELBRINARIER HRIIZEE, MEMREXLE HR—R, BERIEY
IR HH900:00-00: 15520k £, SRR AEREIZ01:00, BUAFRINZSILREIT—X

3. IERHIE HRESK:

o RFARXA:

o IEEFFHARTIE ( begin_time ) & EFFHARTIE]
o IEEAFFHARTIA ( begin_time ) < iFEALEHRATE (end_time ) < iEEE HIRATIE

o RRXHAR:

o IFEALEHATE (end_time ) < FEFAATE
4. (& HIRPRIATIEIAUTC RFE), SAtATENEZE 8 /\iT;

5. E—NCRAYATE, Blbegin_time Flend_time BHEIE—HAUERT, WMBX HRICHE, &
BIRBIANESIER, RSWBEE—RHIE, —BifpREREARIENKEE L EEDEIRIEES
(IEERERNE: BRRITEAERER1 S, RTEASN5S) .

ESERERUARE, FEMEITUE ‘ERPO>THFEE>FRER HITEF!
6. EASMHEXEOERRFEOREIAISESID, TreEREERIREAISLAID,

IALHR
M SEIREES N TE:
2H =Ry | kB BAF | WA
i T=E
error co | M String | 6 RS,
de (A2 i PR RS .
error_ms | O String | 255 BFREREAR
g
FHIRAY:
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NS

BENEE 1 SaaS ERIRIENIER
httpiA7 | error_cod | error_msg A
B e
200 MKT.0000 | Success. IERRAN)
500 MKT.0999 | System internal error. | EERSZAEPEIR
500 MKT.0100 | Failure of input BMASEIRINEW
parameter SECOEBIR, IFEETAETE
=
400 MKT.0101 | Invalid parameter SHTH
WMAZOEXHNESH, 25
T DR S
tban: fEEIEEHIE. 2EEfl
id<E
400 MKT.0102 | Invalid body sign I53RkbodyA A LG
400 MKT.0199 | Request parameter i%ﬂ?ﬁ%"ﬁ%i%
error SHpo
I:lﬁ!ll]- WESHKIEEE
401 MKT.0150 | Illegal operation BERHIT T FARIEEYRIE,
BlaNinstance_idX3RAYF= FaA 2
AK/SKXI RISV AR FRRY
401 MKT.0151 | No authority FCAPIIFIA R
token3EISVAEE
401 MKT.0154 | Illegal token S
tokenZc4
500 MKT.9001 | Instance ID not found. | SEIIDARFAE ( EIGREEE. IS
H. BEERIEOAEERE )
500 MKT.9002 | Invalid usage enties. THEXLRTTRE
500 MKT.9003 | Usage records extends | i+ SEiCREGEHIRH ( 100052 )
size limit.
500 MKT.9004 | Record beginTime T EICRATIIARY EE B A
extends Limit. ( HETAdIEI21KLAR )

LIEEBAPIRT, WNERER “APIGW” FFLRYFEIRAD, 152 IWAPIRIEIRISHEH T

£

N Rz R~ 151 -

{

"error_code":"MKT.0000",
"error_msg":"success"

}
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1.1.5 EAARLSREA

ERE ZERE LERISIHEA

A=+ 000000 [nan|
000001 =Y ESIY
000002 BRSYEAEE
000003 SCEIIDATETE ( EmEes:. 3. REERUZEO0IEE

R[] )

000004 B A
000005 HERS AR HEIR

HamEm 000100 A FBLBRIR S B

1.1.6 Z=[AIA

AT RIEERASaaSEANLRIERY, ZEEABRESZRPOER T NAZNEL
%EFEH%DJ LIEI REEiSaaSE 4 NMERTmS (9. 4225, SHIFIREAL ) AY
BRI -

TELA “#EEm” EOAFIBTIRRE.

B RIEREBRPHISEIRBPAISY ServerhMESH(E.
HENZEZRFPOIE

BEAMSHA “RABEN > MARNELRL” .

EAMNEY “‘FuEm” IE, BSERGMENSISHE, BT “EabkEit
H” EREKREERE, SSRRBSEREOME.

(F% ) NFERHZIFZSKUENIIEmE, BEENEIETFESHERENRELE
(HE. F%. EEANE) , BraimBEEEENmENEXLERENE, ARE
Pl REmEFEERTEINSEREREL, ES524E. EOEPMESE, Tk
mEESHEXEENBIERISKUENRIRm .

(k) “PRSH : MFAFPITBIHESHIMSHER, F<E N ES

7 RFSHERE, REXIRMI3K. UFERIRMEZINISHEE, BEBEn
FISERFEEX Rz SRS EMFRIZSHEE, BRRBERIUTRIERIZNE.,
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1 PR AR, RETNGTASOSARLETAER.
WERETASMSARES SN, SLATF * SIHLWR. SUFTEE AR
IMERAE, FEEAMSRCY. ERSNERNERETEE,

L 5 FERATROMN, ORI B9Y; SRS, R 5. SO,
s

o B
) omER onm
i URL
&0 customentd
] customenN:
BFID userid
BrE userName
=S mobilePhone
em email
ZEMHUSEI0 businessid
ZEMIHTAI0 orderid
FRAMIS skuCode
2810 productid
expireTime x @
HBER chargingMode P
mm periodType ® &8 as
periodNumber
sem orderamount
BERATEAS provisionType ] 1S 1
- BEEENEEE encryptType ) AES256_CBC_PKCSSPadding AES128_CBC_PKCSSPadding
trialFlag 0 (IERERY) 1 (AR FeREsm
BeRbEE acceptanceTime x @8
mEEE | am - ® inearBandwidth

EmiEE
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(AR

o WNAMASaaSEHMATRIRS KNS, ‘BmEfITEs" BiEF ‘- ARUZERSHF
B’ ; kHmiSaaSE M RIESKE, “‘BRILAFELR” BEE “ BRARKEFF
- .
o 2018F5H12HFIEIZOSH: trialFlagFlskuCode,
- 2018F5R12BZEAR G mEEA BRI RISHEET, BESLIHhSHED
EOER (trialFlagh=FMEHEEEET ) .
- 2018FE5B12HZHIE AR RIIRRERAETATE, AEXMEOEI.
o 2018F8HIHMIGSaaSITHEER “HR” EMiEO, MBEEFE WX &, BiESaasz
AmENEEELEL R SR SRS ‘R AhE R
o TESH, JENIE,
I REHIEH JjsonHBAFFEBITurlEncode (base64 (saasExtendParams) )t Elurl &%

fh, 7E18%lsaasExtendParamsSHHIEE, EEE T
base64Decode(urlDecode(saasExtendParams))3XEV RS & json&{H .

f5Ia0: [{"name":"emailDomainName","value":"test.xxxx.com"},
{"name":"extendParamName","value":"extendParamValue"}]

HrhemailDomainNameflextendParamName A& HiS A ESE,
AHWelinkFFFEEFH RIS mAY, BEENBRANEXTEEAN “Welink@mizOiEn
WIESHE” , MidiESRNTEE:

tenantName: isvilli >l

tenantld: 4CAO8CF8F3E34566A07584D4C74D41ED

userld: admin@isvtest

smssEn

SIS BE FNFHERFRE .
RGESBEREFHEHTIEONN, RN SEZINAA, HEHRITEEHRE;
MR, NEERE FARTIYNERER, IRENNESHITEOEN.
MR
o UMRRHEEAPER, FEENIRE ‘F0Em” . “E2E7 . T . B mE
FHRAOMEAG, B “HEm” BRI EEREEEEaE.

o WREHRWRER, FBENAIRG “HFWRa" M BN HREOMKEE, Hb ‘5
e BROHREXEEEERR; SRERARNAHE, REE— M EME0A
1§IJO
o MRERRFHOEPNDAER, UESENMRE Flma” . 98w’ . 9’ .
B RERIILEG, B “HUER” BRERERENTEAT EEXHFIEE
ERERRRR .
£R]e Rt “ENAGIKRIN T, BE REA .
ENRINRIRBGIRTLAE “ RFIEA > ENAGIEE" RmH#TEE,
ENRAIEESS SaaSEmMARARXRFILAIEE.

R
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ENISE
ISR 1 SaaS EERIENIED
1.1.7 Saas i mENRHIITE

EHTFspring boottagiZfIwebTiE, BEISVERRIEAMSaaSERmiTEE HEIIEF
EORBIE

BrigEEsERfIIE
(AR
MRASIBE : A& SDK

1.1.8 1K=l (Java)

1.1.8.1 ISV Server WiFFRrBHEETER
RESER T EFR.

- S =hinEIERIE
verificateRequestParams S EEg AL

generateResponseBodySignature Egﬁﬁﬁkﬂg

BRI,
#HiTBase 64ELS

_
_
L)

_ﬁfﬁlﬂ:@ﬁ .
#iThamcSHAZSE

/**

* RIGBAIEEEIEM

* @param request httpiEKiEBAIEE
* @param accessKey EN

* @param encryptLength JNZH<E
* @return JIFEER

public static boolean verificateRequestParams(javax.servlet.http.HttpServletRequest request,
String accessKey,int encryptLength)

[T url IS

Map<String, String[]> paramsMap = request.getParameterMap();
String timeStamp = null;

String authToken = null;

String[] timeStampArray = paramsMap.get("timeStamp");

if (null != timeStampArray && timeStampArray.length > 0)

~

timeStamp = timeStampArray[0];

-

String[] authTokenArray = paramsMap.get("authToken");
if (null != authTokenArray && authTokenArray.length > 0)

{
authToken = authTokenArray[0];

-

/SR TS EHITHES, FHERIIEZEAE
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Map<String, String[]> sortedMap = new TreeMap<String, String[]1>();
sortedMap.putAll(paramsMap);
sortedMap.remove("authToken");

StringBuffer strBuffer = new StringBuffer();

Set<String> keySet = sortedMap.keySet();

Iterator<String> iter = keySet.iterator();

while (iter.hasNext())

{

String key = iter.next();

String value = sortedMap.get(key)[0];
strBuffer.append("&").append(key).append("=").append(value);
}

[NEIEBRAR RRE— S HEIER&

String reqParams = strBuffer.toString().substring(1);
String key = accessKey + timeStamp;

String signature = null;

try

{

signature = generateResponseBodySignature(key, reqParams);

catch (InvalidKeyException | NoSuchAlgorithmException
| IllegalStateException | UnsupportedEncodingException e)

{
// TODO Auto-generated catch block

}

return authToken.equals(signature);

}

/**

* & phttplia RziE S A Z i fiDemo

* @param key FAFfEisv consoley EciJaccessKey, BEREEE
* @param body httpliRATHESC

* @return JIZER

* @throws InvalidKeyException

* @throws NoSuchAlgorithmException

* @throws IllegalStateException

* @throws UnsupportedEncodingException

*/

public static String generateResponseBodySignature(String key, String body)
throws InvalidKeyException, NoSuchAlgorithmException,
IllegalStateException, UnsupportedEncodingException

{

return base 64(hmacSHA256(key, body));

}

/**
*

* hamcSHA256 /I &%

* @param macKey #4$Hkey

* @param macData JIZE RS- NLLE DA

* @return JIZEE

* @throws NoSuchAlgorithmException

* @throws InvalidKeyException

* @throws lllegalStateException

* @throws UnsupportedEncodingException

public static byte[] hmacSHA256(String macKey, String macData)
throws NoSuchAlgorithmException, InvalidKeyException,
IllegalStateException, UnsupportedEncodingException

{

SecretKeySpec secret =

new SecretKeySpec(macKey.getBytes(), "HmacSHA256");
Mac mac = Mac.get/nstance("HmacSHA256");
mac.init(secret);

byte[] doFinal = mac.doFinal(macData.getBytes("UTF-8"));
return doFinal;

}
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/**
*

* FHREF R

* @param bytes FT

* @return =55

*/

public static String base_64(byte[] bytes)

{

return new String(Base64.encodeBase64(bytes));

}

1.1.8.2 ISV Server JSIEFFEHRY post body iBE1iEK

A3IERE T ERfR .

i RELHEHIHRIENE
verificateRequestParams T EAA L

generateResponseBodySignature ggﬁ%%ken@

R HRE
#{TBase 6453

##{ThamcSHA256

* RIGEBHIESR AN

* @param RequestBody requestBodyigskik
* @param request httpiEKiBAIEE

* @param accessKey EN

* @return JEIFEER

public static boolean verificateRequestParams(@RequestBody RequestBody requestBody,
javax.servlet.http.HttpServletRequest request,

String accessKey)

{

// BeanUtils3k B commons-beanutils, AR A RE>=1.9.4,

[/ BUEEHITparamsMap.remove("class") IR SHPARFENAS

Map<String, String> paramsMap = BeanUltils.describe(requestBody);

String timeStamp = paramsMap.get("timeStamp");

String authToken = request.getHeader("authToken");

/R TRSEBTHIR, BHERIIZRS
Map<String, String> sortedMap = new TreeMap<String, String>();
sortedMap.putAll(paramsMap);
StringBuffer strBuffer = new StringBuffer();
Set<String> keySet = sortedMap.keySet();
Iterator<String> iter = keySet.iterator();
while (iter.hasNext())
{
String key = iter.next();
String value = sortedMap.get(key);
if (StringUtils.isBlank(value)) {

continue;

}
strBuffer.append("&").append(key).append("=").append(value);
}

[NEIEH R ERE— N SHEIEI&
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String reqParams = strBuffer.toString().substring(1);
String key = accessKey + timeStamp;

String signature = null;

try

{

signature = generateResponseBodySignature(key, reqParams);

catch (InvalidKeyException | NoSuchAlgorithmException
| IllegalStateException | UnsupportedEncodingException e)

{
// TODO Auto-generated catch block
}
return authToken.equals(signature);

}

/**

* &R httplia RziE S A Z 7 FlDemo

* @param key FHF7Eisv consolesy BichJaccessKey, BERREE
* @param body httpliiRzERZ

* @return INZER

* @throws InvalidKeyException

* @throws NoSuchAlgorithmException

* @throws IllegalStateException

* @throws UnsupportedEncodingException

*/

public static String generateResponseBodySignature(String key, String body)
throws InvalidKeyException, NoSuchAlgorithmException,
IllegalStateException, UnsupportedEncodingException

{
return base_64(hmacSHA256(key, body));
}

/**
*

* hamcSHA256 /N5 5%

* @param macKey f§Hkey

* @param macData INZEARS-TIRGEEEK

* @return JIZEEX

* @throws NoSuchAlgorithmException

* @throws InvalidKeyException

* @throws IllegalStateException

* @throws UnsupportedEncodingException

*/

public static byte[] hmacSHA256(String macKey, String macData)
throws NoSuchAlgorithmException, InvalidKeyException,
IllegalStateException, UnsupportedEncodingException

{

SecretKeySpec secret =

new SecretKeySpec(macKey.getBytes(), "HmacSHA256");
Mac mac = Mac.get/nstance("HmacSHA256");
mac.init(secret);

byte[] doFinal = mac.doFinal(macData.getBytes("UTF-8"));
return doFinal;

}

/**
*

* FOHHERFRS

* @param bytes F 548

* @return Z58

*/

public static String base_64(byte[] bytes)

{

return new String(Base64.encodeBase64(bytes));

}
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1.1.8.3 ISV Server M MUREBAHTEZ

RiBIE£1.1.8.1 ISV Server3SiEFrERES K PAY
generateResponseBodySignature5i%,

1.1.8.4 ISV Server 3 FBRFHEEHNHARAMZEINEE
RESEARWNTEMT.

generate Saa SUsermameOrPwd

VIR REEERS S
iﬁﬁﬁ&ﬁ?ﬂgﬂﬁﬁﬂﬂi

ERLEE ERE
;ﬁﬂiﬁ‘?ﬁ getRandomChars encryptAESCBCENcode by 1ot
EREE
base 64 TR A GRS
it
encryptAESCBC _.g;pafs CBC 25640

*k

* WEREFEE, RENAFSIIEEHTING
* @param key A

* @param str [RX

* @param encryptLength JIZH<E

* @return JIZER

public static String generateSaaSUsernameOrPwd (String key, String str, int encryptLength)

{
String iv = getRandomChars(16);
String afterEncryptStr = "";

try
{
afterEncryptStr = encryptAESCBCEncode(str, key, iv, encryptLength);

}

catch (InvalidKeyException | NoSuchAlgorithmException

| NoSuchPaddingException | InvalidAlgorithmParameterException
| lllegalBlockSizeException | BadPaddingException e)

{

//TODO: &L E

}

System.out
.println(afterEncryptStr);
return iv + afterEncryptStr;

}

* BB ERLF R R

* @param length [EHFRFERKE

* @return FEHFRFER

*/

public static String getRandomChars(int length)
{

String randomChars = "";

SecureRandom random = new SecureRandom();
for (inti = 0; i < length; i++)

{
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[/ FEFIE
if (random.nextInt(2) % 2 == 0)

{

[[BERAEFEE2/NEFE

int letterindex = random.nextInt(2) % 2 ==0? 65 : 97;
randomChars += (char) (random.nextIint(26) + letterindex);
}

else

{

randomChars += String.valueOf{(random.nextInt(10));
}

}

return randomChars;

}

/**

* AES CBC fufinz

* @param content JIZERZE

* @param key INZH4$E

* @param iv [aE=iv

* @param encryptLength {X3715128. 256{<E

* @return IR

* @throws BadPaddingException

* @throws IllegalBlockSizeException

* @throws InvalidAlgorithmParameterException

* @throws NoSuchPaddingException

* @throws NoSuchAlgorithmException

* @throws InvalidKeyException

*/

public static String encryptAESCBCEncode(String content, String key,
String iv, int encryptLength)

throws InvalidKeyException, NoSuchAlgorithmException,
NoSuchPaddingException, InvalidAlgorithmParameterException,
IllegalBlockSizeException, BadPaddingException

if (StringUtils./sEmpty(content) || StringUtils./sEmpty(key)
|| StringUtils./sEmpty(iv))

return null;

}

return base_64(

encryptAESCB((content.getBytes(), key.getBytes(), iv.getBytes(), encryptLength));
}

/**
*

* AES CBC 25611%%

* @param content INZRNBFHEHE

* @param keyBytes INZFHEE

* @param iv INZEEFHHE

* @param encryptLength {X3235128. 2561<E

* @return BEEFTRE

* @throws NoSuchAlgorithmException

* @throws NoSuchPaddingException

* @throws InvalidKeyException

* @throws InvalidAlgorithmParameterException

* @throws lllegalBlockSizeException

* @throws BadPaddingException

public static byte[] encryptAESCBC(byte[] content, byte[] keyBytes,
byte[] iv, int encryptLength)

throws NoSuchAlgorithmException, NoSuchPaddingException,
InvalidKeyException, InvalidAlgorithmParameterException,
IllegalBlockSizeException, BadPaddingException

{

KeyGenerator keyGenerator = KeyGenerator.get/nstance("AES");
SecureRandom secureRandom = SecureRandom.getinstance("SHA1PRNG");
secureRandom.setSeed (keyBytes);
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keyGenerator.init(encryptLength, secureRandom);

SecretKey key = keyGenerator.generateKey();

Cipher cipher = Cipher.geti/nstance("AES/CBC/PKCS5Padding");
cipher.init(Cipher. ENCRYPT_MODE, key, new IvParameterSpec(iv));
byte[] result = cipher.doFinal(content);

return result;

}

1.1.8.5 ISV Server B2 FHSFOHBFE
KA EBI TR

decryptMobilePhoneOrEMail i

decryptAESCBCEncode EFAES CBCEERZE

decodeBasebd BRI Thase fARERS

EALREECIRE | &
decryptAESCBC * e ERE

/**
*

* R SHO e

* @param key %8

* @param str Z37

* @param encryptLength JIZH<E

* @return fREREER

*/

public static String decryptMobilePhoneOrEMail(String key, String str, int encryptLength)

{

if(null != str && str.length() > 16)

{

String iv = str.substring(0, 16);
String encryptStr = str.substring(16);
String result = null;

try

{

result = decryptAESCBCEncode(encryptStr,
key,

iv,

encryptLength);

}

catch (InvalidKeyException | NoSuchAlgorithmException

| NoSuchPaddingException | InvalidAlgorithmParameterException
| IllegalBlockSizeException | BadPaddingException e)

{

//TODO:ZELM R

}

return result;

return null;

}
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/**

* fRRIAES CBC

* @param content J&X

* @param key #4$A

* @param iv 228

* @return fRFER

* @throws BadPaddingException

* @throws lllegalBlockSizeException

* @throws InvalidAlgorithmParameterException

* @throws NoSuchPaddingException

* @throws NoSuchAlgorithmException

* @throws InvalidKeyException

*/

public static String decryptAESCBCEncode(String content, String key,
String iv, int encryptType) throws InvalidKeyException, NoSuchAlgorithmException,
NoSuchPaddingException, InvalidAlgorithmParameterException, IllegalBlockSizeException,
BadPaddingException

{

if (StringUtils./sEmpty(content) || StringUtils./sEmpty(key)

|| StringUtils.isEmpty(iv))

{

return null;

}

return new String(decryptAESCB((Base64.decodeBase64(content.getBytes()),
key.getBytes(),

iv.getBytes(),encryptType));

}

public static byte[] decryptAESCBC(byte[] content, byte[] keyBytes,

byte[] iv, int encryptType) throws NoSuchAlgorithmException, NoSuchPaddingException,
InvalidKeyException, InvalidAlgorithmParameterException, IllegalBlockSizeException, BadPaddingException
{

KeyGenerator keyGenerator = KeyGenerator.get/nstance("AES");

SecureRandom secureRandom = SecureRandom.get/nstance("SHATPRNG");
secureRandom.setSeed (keyBytes);

keyGenerator.init(encryptType, secureRandom);

SecretKey key = keyGenerator.generateKey();

Cipher cipher = Cipher.get/nstance("AES/CBC/PKCS5Padding");

cipher.init(Cipher. DECRYPT_MODE, key, new |vParameterSpec(iv));

byte[] result = cipher.doFinal(content);

return result;

}

1.1.8.6 Java fXB35=6l (2)

package com.huawei.cbc.cbcmarketplacecommentservice.ability.jsonutils;

import java.io.UnsupportedEncodingException;

import java.security.InvalidAlgorithmParameterException;
import java.security.InvalidKeyException;

import java.security.NoSuchAlgorithmException;

import java.security.SecureRandom;

import java.util.HashMap;

import java.util.lterator;

import java.util.Map;

import java.util.Set;

import java.util. TreeMap;

import javax.crypto.BadPaddingException;
import javax.crypto.Cipher;

import javax.crypto.lllegalBlockSizeException;
import javax.crypto.KeyGenerator;

import javax.crypto.Mac;

import javax.crypto.NoSuchPaddingException;
import javax.crypto.SecretKey;

import javax.crypto.spec.lvParameterSpec;
import javax.crypto.spec.SecretKeySpec;

import org.apache.commons.codec.binary.Base64;
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import org.apache.commons.lang.StringUtils;

public class EncryptTest {
/] BB
private static final String CHARSET = "UTF-8";

// hNEEZEE 25611%; ( AES256_CBC_PKCS5Padding ) Bif&1, 128N ( AES128_CBC_PKCS5Padding ) Adf&2
private static final String ENCRYPT_TYPE_256 = "1";

/| BRIEBFRENkeyH ( FESHIBECTHkKey )
private static final String ACCESS_KEY = "xxxxxxx";

public static void main(String args[]) throws Exception {

[ R— CEL O S——

/] EiEREEH Amap, & MrequestFIRENSHURIE ( request.getParameterMap() )
Map<String, String[]> paramsMap = getTestUrlMap();

// hNEESEEY 2561035 ( AES256_CBC_PKCS5Padding ) , 1281N1%%5 ( AES128_CBC_PKCS5Padding )
System.out.println ("EZRILIEIEK:" + verificateRequestParams(paramsMap, ACCESS_KEY, 256));

/| BENZENF. BEE

String needEncryptStr = "15905222222";

String encryptStr = generateSaaSUsernameOrPwd (needEncryptStr, ACCESS_KEY, ENCRYPT_TYPE_256);
System.out.printin("INZEAIFNL. ZERIEE" + encryptStr);

/] B

String decryptStr = decryptMobilePhoneOrEMail(ACCESS_KEY, encryptStr, ENCRYPT_TYPE_256);
System.out.println("f2ZA9FHL . ZRIE" + decryptStr);

/[ body&

String needEncryptBody =
"{\"resultCode\":\"00000\",\"resultMsg\":\"TALZIH\",\"encryptType\":\"1\",\"instanceld
\":\"000bd4e1-5726-4ce9-8fe4-fd081a179304\",\"appInfo\"{\"userName
\":\"3LQvu8363e504zqwYnXyJGWz8y+GAcuOrpMOwQ==\",\"password
\":\"RY31aEnR5GMCFmt3iG1ThW7UF1HKO9MuAL2sgxA==\"}}";

String encryptBody = generateResponseBodySignature (ACCESS_KEY, needEncryptBody);
System.out.println("body&+Z:" + encryptBody);

private static Map<String, String[]> getTestUrlMap() {

// B¥AESK: http://bzapic.natappfree.cc?activity=newlnstance&businessld=61e834ba-7b97-4418-b8f7-
e5345137278c&customerld=68cbc86abc2018ab880d92f36422fa0e&expireTime=20200727153156&orderld=C
S$1906666666ABCDE&productld=00301-666666-0--0&testFlag=1&timeStamp=20200727073711903&authTok
en=Gzbfjf9LHRBcI3bFVi++sLinCNOBF6qga7is1fvjEgYQ=

Map<String, String[]> paramsMap = new HashMap<String, String[]1>();

paramsMap.put("activity", new String[] {"newlInstance"});

paramsMap.put("businessld", new String[] {"61e834ba-7b97-4418-b8f7-e5345137278c"});
paramsMap.put("customerld", new String[] {"68cbc86abc2018ab880d92f36422fale"});
paramsMap.put("expireTime", new String[] {"20200727153156"});

paramsMap.put("orderld", new String[] {"CS1906666666ABCDE"});

paramsMap.put("productld", new String[] {"00301-666666-0--0"});

paramsMap.put("testFlag", new String[] {"1"});

paramsMap.put("timeStamp", new String[] {"20200727073711903"});

paramsMap.put("authToken", new String[] {"GzbfjfOLHRBcI3bFVi++sLinCNOBF6qga7is1fvjEgYQ="});

return paramsMap;

}

/**

* RIGEAH RIS A

* @param accessKey NS

* @param encryptLength JIZKE

* @return I&IFSE

public static boolean verificateRequestParams(Map<String, String[]> paramsMap, String accessKey,
int encryptLength) {

String timeStamp = null;

String authToken = null;

String[] timeStampArray = paramsMap.get("timeStamp");

if (null != timeStampArray && timeStampArray.length > 0) {
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timeStamp = timeStampArray[0];

}

String[] authTokenArray = paramsMap.get("authToken");
if (null != authTokenArray && authTokenArray.length > 0) {
authToken = authTokenArray[0];

}

/| SRITHSEETHER, FHERMZERNS

Map<String, String[]> sortedMap = new TreeMap<String, String[]>();
sortedMap.putAll(paramsMap);
sortedMap.remove("authToken");

StringBuffer strBuffer = new StringBuffer();

Set<String> keySet = sortedMap.keySet();

Iterator<String> iter = keySet.iterator();

while (iter.hasNext()) {

String key = iter.next();

String value = sortedMap.get(key)[0];
strBufferappend("&").append(key).append("=").append(value);

}

[MEIEBRE, ERE—SHAIE&

String reqParams = strBuffer.toString().substring(1);

String key = accessKey + timeStamp;

String signature = null;

try {

signature = generateResponseBodySignature(key, reqParams);
} catch (InvalidKeyException | NoSuchAlgorithmException | IllegalStateException
| UnsupportedEncodingException e) {

// TODO Auto-generated catch block

}

return authToken.equals(signature);

}

public static String generateResponseBodySignature(String key, String body)
throws InvalidKeyException, NoSuchAlgorithmException, IllegalStateException,
UnsupportedEncodingException {

return base_64(hmacSHA256(key, body));

}

public static byte[] hmacSHA256(String macKey, String macData) {

try {

try {

SecretKeySpec secret = new SecretKeySpec(macKey.getBytes(CHARSET), "HmacSHA256");
Mac mac = Mac.getinstance("HmacSHA256");

mac.init(secret);

return mac.doFinal(macData.getBytes(CHARSET));

} catch (UnsupportedEncodingException e) {

} catch (InvalidKeyException e) {

}

} catch (NoSuchAlgorithmException e) {
}
return new byte[0];

}

/] B body&Z

public static String generateSaaSUsernameOrPwd(String isvBody, String decryptAccessKey, String
sEncryptType) {

String iv = getRandomChars(16);

int iEncryptType = 0;

try {

iEncryptType = Integer.parselnt(sEncryptType);

} catch (NumberFormatException exception) {

iEncryptType = 1;

}

int encryptType;

if (1 == iEncryptType) {
encryptType = 256;
}else {

encryptType = 128;

}
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String isvEncryptBody = encryptAESCBCEncode (isvBody, decryptAccessKey, iv, encryptType);
return iv + isvEncryptBody;

}

/**
* AES CBC 256y 0%

* @param content IIZAR
* @param key HNZ5FLEA

* @param iv HNEFENE

* @return JNEER

public static String encryptAESCBCEncode(String content, String key, String iv, int encryptType) {
if (StringUtils.isEmpty(content) || StringUtils.isEmpty(key) || StringUtils.isEmpty(iv)) {
return null;

}

try {
byte[] encrypContent =
encryptAESCBC(content.getBytes(CHARSET), key.getBytes(CHARSET), iv.getBytes(CHARSET), encryptType);

if (null != encrypContent) {

return base_64(encrypContent);

} else {

return null;

}

} catch (UnsupportedEncodingException e) {
return null;

}

}

public static byte[] encryptAESCBC(byte[] content, byte[] keyBytes, byte[] iv, int encryptType) {
try {

KeyGenerator keyGenerator = KeyGenerator.getinstance("AES");
SecureRandom secureRandom = SecureRandom.getinstance("SHA1PRNG");
secureRandom.setSeed (keyBytes);

keyGenerator.init(encryptType, secureRandom);

SecretKey key = keyGenerator.generateKey();

Cipher cipher = Cipher.getInstance("AES/CBC/PKCS5Padding");
cipher.init(Cipher.ENCRYPT_MODE, key, new lvParameterSpec(iv));

return cipher.doFinal(content);

} catch (Exception e) {

}

return null;

}

public static String base_64(byte[] bytes) {

try {

return new String(Base64.encodeBase64 (bytes), CHARSET);
} catch (UnsupportedEncodingException e) {

return null;

}

}

static String decryptMobilePhoneOrEMail(String accessKey, String encryptStr, String sEncryptType) {
String iv = encryptStr.substring(0, 16);

int iEncryptType = 1;

try {

iEncryptType = Integer.parselnt(sEncryptType);
} catch (NumberFormatException exception) {
exception.printStackTrace();

}

int encryptType;

if (1 == iEncryptType) {

encryptType = 256;

} else {

encryptType = 128;

}

String decryptBody = null;
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try {

decryptBody = decryptAESCBCEncode(encryptStr.substring(16), accessKey, iv, encryptType);
} catch (Exception e) {

e.printStackTrace();

return decryptBody;

return decryptBody;
}

public static String decryptAESCBCEncode(String content, String key, String iv, int encryptType)
throws InvalidKeyException, NoSuchAlgorithmException, NoSuchPaddingException,
InvalidAlgorithmParameterException, IllegalBlockSizeException, BadPaddingException {

if (StringUtils.isEmpty(content) || StringUtils.isEmpty(key) || StringUtils.isEmpty(iv)) {

return null;

}

return new
String(decryptAESCBC(org.apache.commons.codec.binary.Base64.decodeBase64(content.getBytes()),
key.getBytes(), iv.getBytes(), encryptType));

}

public static byte[] decryptAESCBC(byte[] content, byte[] keyBytes, byte[] iv, int encryptType)
throws NoSuchAlgorithmException, NoSuchPaddingException, InvalidKeyException,
InvalidAlgorithmParameterException, IllegalBlockSizeException, BadPaddingException {
KeyGenerator keyGenerator = KeyGenerator.getInstance("AES");

SecureRandom secureRandom = SecureRandom.getinstance("SHA1PRNG");
secureRandom.setSeed (keyBytes);

keyGenerator.init(encryptType, secureRandom);

SecretKey key = keyGenerator.generateKey();

Cipher cipher = Cipher.getInstance("AES/CBC/PKCS5Padding");
cipher.init(Cipher.DECRYPT_MODE, key, new IvParameterSpec(iv));

byte[] result = cipher.doFinal(content);

return result;

}

/**
* SRENBEH T ER

* @param length ZFRKE

* @return

* @author d00420944

*/

public static String getRandomChars(int length) {
StringBuffer randomCharsBuf = new StringBuffer(1024);

SecureRandom random = new SecureRandom();

for (inti=0;i < length; i++) {

] FEFEFHEE

if (random.nextInt(2) % 2 ==0) {

/| BHRAEFEARNEFE

int letterIndex = random.nextInt(2) % 2 ==0? 65 : 97;
randomCharsBuf.append((char) (random.nextint(26) + letterindex));
} else {
randomCharsBuf.append(String.valueOf(random.nextInt(10)));
}

}

String randomChars = randomCharsBuf.toString();

return randomcChars;

1. IERHEFEOR, RmREHRE:

http header->bodySign is empty.
XEATA?
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bodySign is empty R=REIERBEEIBody-SignEREHEREIREE . BE
$8Body-SigniEIEONIENEEE, BARFISEHTTP BodyEH .
BAREFZOR, ISVIREIRESLH#/REBody-Sign, MEXNEEK, &I
ABeIR%, flan, BELSRBody-sign, =EE=A8EREIAY.
EIHIREE “MMRHttp Body&s S Ba M FREARISS F B 7 GIaIRbIR?
X 2R httpbodyf RN B RIRLRIXHEZIE, bodyWESIKZENT , AIEERY
FEREEMINFZE. ENTEH. #7755 F (BRRE RS R TR
\n) , BEFHITHE,
B verificateRequestParamsf5i%iBE authTokenSsignatureA—2, SIS
LSBT, WMTREIE?
XFauthToken#Osignature#Rft{— T~ URLDecoder.decode()
T EFZOR, TEmEREREE:
http header->sign_type is not equals HMAC-SHA256 or signature is empty.
{BZsign_typeflisignaturefffFfE, XEHTA?
X 2Body-SigniEELdsign_typeFlsignatureAYE;RENE], TTLIE FIREIAEE
[EHX MBS IEARLE . FHEHEEMIEIC:
sign_type="HMAC-SHA256", signature="*****!
AXBREIS2EM, =EERERITHIXANME, TEMSRIXNE.
ERXSaaSr=mfE, HA “ETEFPLD > BN=EE > SWIARS” , BF
‘B1R7 , MM ATEFEREEALFRBEREEE?
A gERYIRE -
- IEXFEsEflnt, BLRiesaBl, FIMARPEBNKERR, NEZE
RUZE K EABEBIT )P ERE
-  SEEREEW. ISVERBAEERMENDIEHTNE, SREBIESA—X
Af, REHENESNENE N ERSFEREEREAEBIIZERNZES
HEREE—H. BN, FEEEERATHENERERIIREEX
BencryptTypeSH 2B IEHEN, 256102
( AES256_CBC_PKCS5Padding ) BH&1, 128/0%F
( AES128_CBC_PKCS5Padding ) B#&2,

P ABRBEEEEITRANESKSHINZE HKAYauthTokenBE S =/ E1EE 3k
BJauthToken{BA—E?

EREYURLEB RIS EEREIDT Turldmhl, A BEEZARSERauthToken, M5EiE
B— 1 SHurlf#S ( EhEPIFISFIFEMRIDERINZRERIEN, T HBE
2) , BEBENSEkERauthToken,
BREZBANKERTIZXTE AR HIE 22 AIPRE?

SWEXE (BE[giv) IR, AT EBERRTELAINKIN, ER=mIEXIEF
BEBKERKEN, SHERE=mE “HAINA > eMINA" REERAF
B, ZNERNINEENRAFEEEHIKERK .
EFELSaaSEEMmITHRING, =/EARERATERE mEOF @AM,
HEBZXZERRM IR, ISVRIZEAMIEABEBERFE?
HEIFFELAILMNREEFHMERENS, ARERERPL, EERELMNSHERN
‘REEE > £TEOBER" , TaNREEE “SFHE" -
ISVIBEIARRA T HISaaSEB MmIENGUEA?

AEE BRfEpartner@huaweicloud.comziE, HB4PFHE S OEFHHEIAR DI
BXEE, 2EELEFXESEE, HERIPTLIEHRSERE,

10. KRR RlavaiEs, NRBRERANFARIES A=)ava, 1ZEAXIE?
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11.

12.

13.

14.

- BxRALUEIRSaasEEmENSEPRHIE, ERlECHBRRES
B, AILNERSE,

- ERNEERR=ESIEERMECHHETAIESHEAIE.

RIS EN NI N E S A EE miz ORI AT LA T 5?

ATHFRIIOE RS S BMSWSHIERERT, BS0EHE. &

%, SR, BEROEElEl, BAkfhSaasitm.

R NEXSMESIERE, EAfhSaasr mid2fEMEE XAT?

fESaaSFemAMmIHE, Wik ‘HFEAFRI” ER, SERHRMEENES

%, BRUAIEIRAES256_CBC_PKCS5Padding, FIFAILUMRIEECHEIXRENEE

i%o

FEEmZEOENARENELEL Y, RMPWENAEREY, ZEAD?

a. BRZIFRHPL, EMSHSEE “‘NARA > MRAENEL” , ERAFPY
I AREARERIESLERIR ML ZBERESSERE, ENRENER
AR .

b. MRFAEE, EF “RHEE > £EFEOER” , BEXNICRAMAY
CEFEM . Rz, NEKRZESIELIE,

E— A&, FNAREED (F#E. &8, SRR ) , E5TURMS

NEFREMIE?

ﬁ?u,%ﬂﬁﬁﬁ—?ﬁﬂ,Eﬁﬁw,ﬂﬁﬁ§—¢“$F§%§Dﬂ

1.2 BXE SaaS KB mIENIER

1.2.1 Bf= SaaS BENTRENSA

Kitxg$E TS Mt

i

i

i
I 1
MY EEsaasmmErE ST LA e R !
| i
1 1
1 1
j !

EEKitEN

HilEn

N EEFTR, BXESaaSEAD 2 0MER:

1.

2.

gtiiﬂ‘}%: AR SSEETEROPN (SEEiEOMRIIEXEKitEOM
)

KSWK: ARERIERY “Z|RPO” BTEOFER, BENASIERNKK
SIREY, SeRRPERIT .

MFAEFREKR, THIEOMESURE, JURBEMEKESaaST=m; RIS KKt
SHEMWIEAFPKSE R, X TILRNATHNBNVUISEHE, S2E2BmlELiR
2. SaaS¥EmA Gy Btz

1.2.2 EANRIE

SaaSEEmiE N\ A EERYRAZIN FEFR:
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FEZEFRPOHBURXKS .
. SDKIKZSYWEBIZSRIREER
9. INFEFMIN.
10. DINBXELTL, BABREER.
11. EEZERPOHIBERBER-
12. =EEEEAREHBEDE, FREHHIKEEm.
13. EERPOENEBEZOBIES.

AR
IXESaaSEBmENTSE (IXESaaSEBmiENBIES ) -

1.2.3 $ZOTHBER AR

AR AMhSaaSEmAY, BARRIENMNENER, BEFEORSHFARETRGRRE
H

BiraLIsEROER.

A ER
1. EL 5 EIZ MR PRONHERNBR, FREFRSEORFTRCMEXEKIitE
PR PEZE ORI
2. BR ESRABXE B RR o E i O IR E itk O iR AI3TE .

MREHEESEER, FOFIW “FW (8FH) 7 . ‘&8’ [ ‘9i° . ‘B
7 DFn=AEA .

IRERHEREm, EOFIW ‘W8 (X) ” 7 “Bl” 7298,

WIREIRFSm, EOBELY “HE (FF) 7 . ‘Tl (IRFERE) 7 . ‘B

HEAER” . “HRREEE" . ‘BT . “RECEREEX" HREA.

3.SaaSEOMMNAEMISEIHRME . S, WREHTERN, BEEXEKSIPERIEL

8. FIEERERERIEXER .

o HrmPAEEOXUSERIRVGTEEE SN SI<REENEYR, ZEERETZ
Eimn FORALE.

o FEEAMMAMSHBEMBITRNTER, BRKKNKEAFHTE, BRISKA
PRI

1.2.4 BNESTF

1.2.4.1 3REX Key {H

B HAZHRPORE.
$E2 BEAMNSHAY “RSHEE>RSBHER -

i ‘IREBER” NES /) RIBEERREKeyH.
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e RS

- = Key s® ®

BRER U

1.2.4.2 auth Token BEY{Ei5iEH

EX

SRR

37l

authTokenBER=EE5ERZ @ TEZEREHINIESH ., =REEERERED
BGetiEsk&# e PostiEskiIHeader B 4T HauthTokenfE

BRIRIEEMMN S authTokenE, FH5GetiEkES# FakPostisskAIHeaderEBRY
authToken{E#{TtLE . TEERBIIRIEET .

AR
EROERAZ O HGetiER, BREKIHZOMIRAYZOIPostiER;

1. XJFpostiz=k, EXFAEHIbodyiERkESH,

1. W¥I[HITFHEHE,
2. MWEANFFERHIThmacSHA256 INZ, Z$AENKey(H.

ERBEIRIEARIER I T
postF=:

https://www.isvwebsite.com/saasproduce
Connection: keep-alive

Content-Type: application/json
authToken: “XXXXXXXXXXXXXX "

Host: www.isvwebsite.com

User-Agent: Apache-HttpClient/4.5.3 (Java/1.8.0_191)
{

"p1": 1",

"p2": 2",

"p3": "3",

"timeStamp": "201706211855321"

}

SRENETARIpostisskbodyS#: p1. p2. p3. timeStamp

2. HTFHEHEF: sort(pl, p2, p3timeStamp), RIRHEFFERIRFZPT. p3. p2.
timeStamp

3. HpkauthToken{E: base64_encode(HMAC_SHA256(Key+timeStamp,
p1=1&p3=3&p2=2&timeStamp=201706211855321))
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(AR
FRESHIETEISERET T URLRD, BZRENEISEENSEHTURLERS

ANt
RIBRBENES ISV ServerlGiEFrERIpost bodyi@iNiEK .

1.2.4.3 HTTP Body £
Body®%, EEGAESMEONIMNY, BEWEH:

2% e R

sign_ty | HMAC-SHA256 HBIEYE: HMAC-SHA256

pe

signatu | base64_encode(HMAC_SHA2 | base64_encode(HMAC_SHA256(key,
re 56(key, httpBody)) httpBody))

e httpBody: ZE/HTTP Body, BIEFFF
IRFIEERIITIE . TABRFE,

e key = KeyE

HT TP Rz Skigi < f51 -
Body-Sign: sign_type="HMAC-SHA256", signature= "
(MR
B LRI TUIETHIRBBRBIRIN, sign_typeRlsignaturefIEXREINWE IS .
KRAEIES WISV ServersITIRGEEFHTES .

1.2.5 EZAfAR

1.2.5.1 EatiEOfEiA
1.2.5.1.1 HEEam

B
o EPMIARIHIRAY, ZEEERANEDENEREFEEERSEE

rf.;_.f_):'%,%l, BREIZIERER, EHTHEINEEFISHITERIROA A
5o
o BREZBRELIUGITEIIMAIE—EAIID (instanceld ) , JIARRBAIFHMEITEESLHIID

(instanceld ) FAT—3, EiNLIDEFERIZITEEIRIESRE=AEEEND
businessld, LAR{Rinstanceldf9ME—14E.
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IEKIHE

AR
REBmEUIMBHEERZA), MR—MUETERE TS MRETER, atil—mMT

BIDMMZ MEOBEKRAIER, FEETITRES (orderld ) FF=mizTR ( productld ) kel
ZLhl, BERERBmRET, —MNMITENSNZ L.

SEOMNKYE, RGctMHENZIBRamEKSIHENRE, £r-iE0iH
ShaaEigEd ‘REER , BRUEIBNEARRGEEORE, BRie
KOELT o

PRSI OERRKAIER, ZEESFEEAN (8/031R) FE
IEER, MEERAE “SERPO>EFROBRT RERENNITRAMRFE=
B ‘SR #TFER . ERREDERES/NERanER, UET
—RBEBEOMMNAL, (TEFEMAT; ERzEOERE/NHRREHRE
R, RENFIRHTRAEN, FEMHTITRIR] .. EEmERREOXKMEH
ARG TERRBITS T, RS ixEm PR,

AR
o BREXIFRECDPERMEUAR B EKSHEAIMFERFHAER, WEIERX
MuBxn A AT IBEOSRE

o ZBAERMEORESEITRAMAYERIMEE, MSaaSHmMEHNEROSES
HTREMAIER, ZREEIZmEmi FAAE,

BRNRSSH[ECIEEOERE, EEMTFRESHELE,
=REERSEUREEREK, HYIE—TERS (orderld) , BRAIIRS M LK
[EIRLINAINE N K N FRSLEIE R, ARiZOIEEFTAISaassLfl, iR[EZBIIhEIZERN
ST I

(1 B8

BEERXZnR, FEETITRS (orderld) MF=&RtRR (productld ) 15#8E.

R mmin e gl FEFR

B =Rk ISVIRSS 35

|

2R RmE

J

4iEESaasKFASEIEE

A
v

—_————————— e ——— T}

IERSHHBISSN TR, ZAESEEBREE LRAIBmESEIURINIERK,
AR R ERIEE RIS RRINITER .
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iEKRGE: GET

B8H = | 8%k &KX | %A
KE
authToken | M | String |50 ZERIGSHE,

EY{EiEZ& Ilauth TokenBY{ERHA

timeStamp |M | String | 20 TERACATAYRTE)EL, BRUTCRYE,
&B=: yyyyMMddHHmMmMSssSSS

activity M | String |20 EOBEKRINE, BFXoEOEKRZS.
FMIZSEE: newlnstance

customerld | M | String | 100 ERTEEAT MR SHIE—RR,

customerN | M | String | 64 ERELIEMIKFE
ame

userld 0 String | 64 EZERFLIAMBRINES XERIIXI N FRER
AIME—HRIR .

e, MFLSH, TAREH ‘F
ERFER FiEE ‘ETIAMBREE
ENASEKRSEER .

userName | O String | 64 ZRUIAMARANESXEZRABRA

JEME, IFBSE, AEmREHE ‘%
BRI FiEE “BETIAMBREE)
ZNAEEKSEER" .

mobilePho | O String | 256 ERPFIS,

ne EwE, NBLSYH, EERAHI ‘%
ERFER BEE ‘BT SBEEIE
NASEWKSEEE" , BUERNERR
FNSHE,
FNSINEMWNT:
A16fziviiZmSfbasefwiZFRIFHS
SR
iv+encryptAESCBCEncode(mobilePhone,
accessKey, iv, keySize)
%ﬂzgﬁiﬁﬁyISVEZ‘EF&']EB‘LE}:%E’\J?JHE‘&
FNMZBRADREIES WISV Server &R
FHEERIAPBFZBINE .
FHBRERBRENES LISV ServerfE=F
I SHIHRFE .
ER

FNSABEERB.
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HRFEDNEARNGN T :
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SABRY o

iv+encryptAESCBCEncode(email,
accessKey, iv, keySize)

DR EIERISV A& F = AT ERYINZR (L
HRFENNZLIBRBIES ISV Serverd &R
FEERBRZMEENE .

HRFERR D REEZS ISV ServerfBEF
HISFIhBFE

businessld

M String

64

=E/EsEID,
F—XiEK, businessldE&SFA—H,

orderld

M String

64

=REEITEID,

skuCode

O String

64

FRigINR . HFPBEIE B8 FaIr=
S, TIREaLEE, GERTIFTHEERSE
B (flusBR%es) , ths, HAFRFE
A93LflinstanceldX3 Rz A9productl d&3E
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Z2HOERmREZLERE, HA ‘ERPID>
AREE > AR 7 UHE, RHiEaRE
FIH “F1E7 HAERIFEREIRE.

productld

M String
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AYproductldA[=,
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ENiEm

1 SaaS X miENIER

SH

S

&
[S2
2 W

B
=7
K

ol

trialFlag

0] String

=A@ ALAl,.
o 1: iX{FESCHI
e 0: FBHFILHI
o RMEXASE: 2018F58 1282812
A IR msEfl
izl
EER “07 BIBRARE,

BYES “17 AF, periodTypeZBfy: X:
“ day ” o

testFlag

0] Integer

ERENEE .
o 1! E[IEANEIE
o NMESH: ELERELHIE

startTime

O String

20

FraES1E]

=t yyyyMMddHHmMmss

izl
REREESEHmFEIESR, HeitZEEE
&,

expireTime

0] String

20

ISHARTIE]

=t yyyyMMddHHmMmss

5eEH
o IREHAESZIRMm, RIERZSH.
o RREZNEM, FRIBRZEH.

o JHARJIEMRIET R CIZREFIELFHAH &
sk, SITRELIMIMREERE, (NS
%, TENMEMBSR, BRIERRE, LU
SHERAE.

chargingM
ode

0] Integer

(3]

iHEEE,

0: RTRFMWEL

1 RrERIEE

31 RVRREE

5: RNERESRML
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ENiEm

1 SaaS EEmIENIERE

SH

S

&
[S2
2 W

=RA
=T

KE

il

saasExtend
Params

0] String

2048

B8, EviE,
BB AjsonF A= EiE T
urlEncode(base64(saasExtendParams))#&
walurls3E, 7£15%saasExtendParams
SHNER, FEET
base64Decode(urlDecode(saasExtendPar
ams))REX S #json#H .

fuan:
[{"name":"emailDomainName","value":"t
est.xxxx.com"},
{"name":"extendParamName","value":"e
xtendParamValue"}]

HrhemailDomainName#¥[
extendParamName A& A mITES(E,
ol

( R LEAFWeLink ST RIS

Aan

BAEMNBRNEIREEN “WeLinkrs miz
AENiESE” , ZHWelinkFRFEEF A
HNEmAT, &8 &namelEJIplatformParamshy
I'E2¥, BERjsoni8=E=5E, 85
tenantName. tennantld. userld=1"&#,

e tenantNameZWelLinkdr g9l

o tennantld2WeLinkd AU\ E—4RIREF

o userld@WelinkiTiZMNBRIERF, 8%
FEWEIER (WelinkRIESIERTLIES
MR EBE RS ATHEERE )

amount

0] Integer

YEXRENERENEME. IFE,
BHEIR: M8 (HFHREENER)
B 4 (k)
58

S F AN R RIS SKUENHISaas

i, HATEUIES “‘HE" LRI
1BEY, RESRIEFEBELZNMEERE

fign: 30MNAEF

diskSize

O Integer

HEXBmRENEME. IEVE,

BHER: EEA) (TEFRREENZ

FR)

BA{7: GB

izl
SIFERERT— X I EHIZ SKUEMBYSaasS
B, AP TREBIES “EEA” &itEHE
HOARET, SIESRIEBEILL/DGB,
5140: 100GB
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1 SaaS EEmIENIEE

SH

BE | SEE
g!

B
=7
K

ol

bandWidth

0] Integer

HEXBBmENEE. IFVIE,

BHER: Bk (HFHREENSBIR)

BA{7: Mbps

izl
SHFEEEAT—R T 2292 SKUEMNBYSaasS
A, P TEWIES ‘&’ SEEHEIMm
1B, SIEERIEFREIEIS/ DMbps,

f5Ia0: 20Mbps

periodType

O String

10

[EHASEEY,

EA
EME, WBLSH, HEEXBTFECEH
chargingMode=1, BREEAMLIASIERITEZ
5
£ "year"
H: "month"
% : “ day ”»
chargingMode=3, ZXEELIFRIERITFIE
ZE5¥.

periodNum
ber

0] integer

[FHRHIE .

iEA
e, WBSE, ITHEERBFEFCEA
chargingMode=1, BREIIAMEIFRIERIFEX

[ERREE: 1,23

provisionTy
pe

O integer

AmLBIFER .

WA
o FFPIERILE (BN, =EIEH0iaE

Hnewlnstanced =120 )
o FFHA\IEIETHE (SaaSHRRSEE )

1. APWLZEGEY, =G REBERWE
miEN, BREREIEREITECIER
15000000,

2. HBRATITERCEN, @S RRHR
MHEmiEL, BRTEREIEERIDNID
000000,

3. BRPSEARWEY, =fiEREBHRY
BRENBRRIKELEIBR, BxX
FIREEERIBRIH000000,

acceptance
Time

O String

20

PRI UATIE o

i5eRA
ERIIE A RFTHEEFFIRRTIE), ANiEEEAYR A SEA)
FEAR “BREARKEE" , WAFK
RS E) A EIR

¥ yyyyMMddHHmMmssSSS
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=N =(E]
ENiEm

1 SaaS EEmiENIERE

aRzHR

2H B2 |28k &KX |HHA
KE
orderAmou | O bigdeci ITEEE.
nt mal a1
ZEFNAPIGZGEE, HERNKESE,
SEEXTETO, A=A/,
B JT
(0 A8

2018555 12B#iEEOS8L: trialFlagfiskuCode,

e 2018FE5B12AZ AT M E AN MITEHIERT, SEBI IS ET
ZOER (trialFlagfy=fMvEEEFINET ) .

e 2018F5812HZRIC AN mMNERSRAZXATE, FERMIZEOER,

20185E8 HoAMiZSaaSit&#EN “HR” &MmiEO, WMFBEFR ‘X7 &, EiESaass

BREANEERIBTE A SRZTEER ‘R AhEmR.

20199 B 27 HFEHMERBEEN B IHIZEOSE: amount. diskSizeflbandWidth, &%

HXIFZSKUENMIERIE, BENMEMETHESHERENEN (#E. Fx. FEA/N

%), BAESRELSENEFENEXREEN, AELRELTmERERTAITAIE

SXEEN, HESHE, #iTER.

EOENRESEESE BOEK.

ERIEERAI:

https://example.isv.com?
activity=newlInstance&businessld=03pf80c2bae96vc49b80b917bea776d7&customerld=3736bb8ad93b43fca80
12c64a82cec25 &expireTime=20180725000000&orderld=HWS001014ED483AA1E8&productld=
005a8781ef0c4ad47a3dbfc4c1e72871e&saasExtendParams=W3sibmFtZSI6ImVtYWISMTEILCJ2YWx1ZSI6ImVtY
WIsMTFIbWFpbDExInOseyJuYW1lljoiZW1haWwyMilsInZhbHVlljoiZW1haWwyMmVtYWIsMjlifV0%3D&timeSt
amp=20170725025113409&testFlag=1&authToken=091sS5y+KCtxBu+ON4TXv1SrjH5KVYka9sx2MauHrQU=

N SEREES N T R:

2% = | kB RAFH | SERA
W% KE
resultCod | M String |6 ERERE,
€ BB ERSRGIRA .
resultMs | O String | 255 EREREA,
g
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=N =(E]
ENiEm 1 SaaS EEmiENIErm

2H =2 | EE BAFH | SHHA
Wik KE
encryptT | O String |3 BREEMZEEE
ype 1: AES256_CBC_PKCS5Padding ( BAiA
&)

2: AES128_CBC_PKCS5Padding
A

BRMEEMBE L2
AES256_CBC_PKCS5PaddingAiREE A1, &
RYSEMEEELR
AES128_CBC_PKCS5PaddingAhiREHE 2.

instancel | M String | 64 SLAIID, FEREMAIE—IRR,
d U DE A T B B RIS RS =7
[E{ENHIbusinessld, LAFf{Rinstanceld
AOME—14% .
Ll
EREE RIS RATHbusinessIdESR—EL, 0
EXbusinessld{EAinstanceld, BT ER
AYB9businessIdBNAT ,
HZETEM B L& instanceld, 53R
ZE2HeBE—M, FlaNERUUIDE
o BetEflinstanceldREEE, &
KPP FESaaSsL 5 .

appinfo | O | Appinfo | N/A N AEANEE .

EZERBIERE, BREEROEFERS
otk ( bl ) sise Bt E PR
121,
Lol
SaaSEmAMEFIRHNAEREE, 818
fERMBIE. S . %,
WA sEEBIT A S . BMEEE M SR ER
=8, WEOPRIFRME; SN, HIREE
AR EIRN ASEFEE .
IMEREENMNESERBI R KSER, &
BIF N T memoS MR TREIHMEREED
EzEHizl 2=

appInfoiBLEIAENIEE N &,

AppInfofiREEHITE X AT :

SH BE (K8 | BKX | SHiRA
ik | BB | FH

3| KE
frontEn | M String | 512 EI=piichil s
durl EPWIERE, TLASENMbibE
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=N =[E]
ENiSm

1 SaaS KB miENIER

SH

BE (KB | BX | SHiRA
ik | BB | FH
3 KE

rl

adminU | O String | 512 SIEHE,

EFWXEmE, JLULEREEEaHIE,

me

userNa | O String | 128 IEENEERKS,

EFBXIEGE, HoEREEFENKS
(—R&AEBFEFIFNS ) o ZER164ZiVINE
mEFbase/miBERIF PR ZE AHR -
iv+encryptAESCBCEncode(userName,
accessKey, iv, keySize)

T EZ(HAKeyEXMKSHMINZLIE, MEEE
LlencryptType&# i, KB RFIEESIISV
ServerXI &R EERIFERPZMZERBINE .

d

passwor | O String | 128 INZENEERYIREE .

EFWIEmE, HUAREERENER
(—REHERER ) . ZER16MVIIERSE
FbasemASfSHYZERIZ AR -
iv+encryptAESCBCEncode(password,
accessKey, iv, keySize)
EREAKeyEXSZIHGIIELE, NEEE
LLencryptTypeS# i, KB RFIESIISV
ServerXt R EFBERBREZMEEINE .

memo | O String | 1024 | &%,

iRE
MRFFEEPINAST, BIEPEEERunicodedq
3, fFlan: “H32” TR “\ude2d
\u6587”" ,

AR

$kEXaccessKey, 152 IKEXKeylE.

BARPEZZMBRAMKIRIKESEYHKE (81FvaE ) .

BRNRSSEEMIEZEOBERE, SEMFESHE,

ZHERSETREELABR, HWE—ITES, BRIPRSSEEMN 2R (05 IHAYNE M K2 M FBSE
BUSE, FROZOIEFTAISaaSLAl, iR[EZBiRIheIZEAILAIS SR .
SaaSLESEMRETME, HItN, adminUrl&EZY, E=AERSEFERLGEO, EA
BEHorderldiY, BRIIRZBEFEIREIEHEHISaaSLHEE . AMFELZE, =RlER
1E21FhESaaSLAEE .

ISVEFEZOMMNS, BEmemo2#sh, EttSHIBAEREHI,

SIS ENTE

{

"resultCode":"000000",
"resultMsg":"success.",
"instanceld":"03pf80c2bae96vc49b80b917bea776d7",
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"encryptType":"1",
"appInfo":{
"frontEndUrl”:"https://marketplace.huaweicloud.com/",
"adminUrl":"https://marketplace.huaweicloud.com",
"userName":"luQ**Toby T**Rx***pwMRg==",
"password":"7Bx***5**hC***atExg=="

}
}

1.2.5.1.2 FaREEEk

iR
REAMEZNER, BRUATHEBENETTTE.

J %Pﬁ%?@ﬁiiﬁ%ﬁ%:ﬁiﬁﬁﬁ, SEERBERIZEOIEREZRNI TSI,
AZEOFTERNTREIEIAHITERN, FREEN=EE.

J ﬁ%ﬁ?ﬁ&f‘ﬂﬁﬁ}zﬂ B, BASSHITIERR, NEEZRKRM, EaseSHAFM
%&*42)5&5’],—“;40

. ’f"l‘iifii%ﬁl%?ﬁl]iﬂﬁﬁﬁ’&ﬂiﬁ’] B, ZEESERTR, “SERFPO>EFEORE
B’ &g “‘REEE , BERESEEORER, BI=EE
partner@huaweicloud.comXHz LKA B TEFTARAKBETE “*';QKEP'LPEFZ
EOER” mEyEaE0 “‘SEEE7 , BHAREEN “EfEsn” #

FahER .
(1 #88
o BERIIXIBREEFTEIRMBFEIUN ZEEWSYPERIHRFEHERD, WERIERBEMIER
HRE R ETAMBIEOSE

o ZHEESMEOSERIERMIEE, MSaaSEHmMELMEIEOAFENER, =/EE
415@12%:1:113&—': LIEO

'r%j ug;d@ m *EQH—F.}EFFT

B =RIE ISVEESEE
|

A\

3.SaaSE FSCHEER/SEIE, Bl
HiE

'y

|
|
|
|
|
|
|
|
|
|
|
|
|
|
} 4 EEERASIESE
|
|
|
|
|
|
|
|
|
|
|
|

$ < :‘ r4
=] Iﬁl%\
BREHHPBEENTE:
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ENiSm

1 SaaS EEmIENIEE

iEKRGE: GET

B8H = XKB | RAFA | kB
WA KE

activity | M String | 20 EOBKRINR, AFXoEOEkRT=.
$EEIFEEVE: refreshinstance

authTok | M String | 50 TR,

n EX{&EZ WauthTokenB{EiRAA .

orderld | M String | 64 =EEITEID,
izl
LHRMERTEFANTR, SHEAITRIDA—
¥, EBdinstance Id#EERIRE! .

instance | M String | 64 LD,

Id

productl | O String | 64 FEmiRiR, FEFPEEERE AR IEF=mSLIRT, Ul

d RITBEEHENEETL, SENTHED
P RRREING M AYproductid

expireTi | M String | 20 ITHARYIE

me B yyyyMMddHHmmss

trialToF | O String | 2 EAEHARIEEK

ormal o TMESH: TR
o 1: 2 (IXB%BEH)
AR RILFRIE

timeSta | M String | 20 AR FCATRYAT B2, BXUTCRYE),.

mp Bt yyyyMMddHHmMmMssSSS

periodT | O String | 10 [EHAZEEY

ype 588
EME, WIFLSH, HEEERTEECEN
chargingMode=1, SEEWSEFSEIERIVEZS
%
& "year"
B: "month"
chargingMode=3, 1ZREELIHZIFRAITAMEIZ
e

periodN | O integ |2 [EHRHIE

umber er 1588
EE, IFLSH, THERLBTHRZECEE
chargingMode=1, SREHBIIZRIERIIEZE
[EHREE: 1,2,3-
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=Y =(E]

ENIER 1 SaaS ErEmENIER
2% =E | KB | BAFF | W
WA KE

orderA | O bigde | 20 ITEEE,

mount cimal i85
ZEFAAPITX NS, HERUKSE,
FEEXTFETO0, A=A/,
B I

testFlag | O Integ | 1 EEENEE.

er o 1 EOFENEYE
o RNMESH: EXXIRELTHIE

() #8e
201858 12H#IEIEOS#: productldfOtrialToFormal,

o 2018F5812BZ &M meEAM AR mTE s, BIESIIHSHFEIgEO
i (productldzayEAE, trialToFormal “FMESH” 3 “17 MEKF LB ) .

e 2018F5812AZRAIEARMAIIN T m, MRFTERBHXALE, FEREZEOF,
ERIHERG:
https://example.isv.com?activity=refreshinstance&
expireTime=20180725000000&instanceld=03pf80c2bae96vc49b80b917bea776d7&orderld=HWS001014ED48

3AA1E8&timeStamp=20170725025113409&testFlag=1&authToken=09(sS5y+KCtxBu
+ON4TXv1SrjH5KVYka9sx2MauHrQU=

N Rz

N SHIGEES I T E:
2% =EwE | R BRAFFK | %
E
resultCode | M String 6 ERERE,
BiRES NARSREH
A,
resultMsg | O String 255 AREREA,
(MARIY:

o BRARSH/AMIBROIERE, FEHITFESFELE,
o ZAERSAAERBER, HUEITRS, ARAIRSHINZIROBLINANEN, FRiZ
FBMSCRISERRAME, IR EIRLIINMRENE]
I HEISTEN R

{
"resultCode":"000000",
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"resultMsg":"success."

}

1.2.5.1.3 EamidHA

e m)ls
o ﬂPL’J;&E’JF’J‘:‘ﬁéﬁHﬁHB‘, =rlEREBZEO, aRERNZERUGENZIGEER
*WJI/ ==
o FIXHIHIASEOBABREAMIER, =BESERUR, “SERPO>Er=EOE
B’ fu&EaEd ‘RRER” , BREEERORER, BHN=EE
partner@huaweicloud.com3iZEMiE BRI TEFARSNBTE “;ﬁ%"iEF'IL»EFZ
EOBE mE+vEagE0 ‘REER” , REARFE=N “SiEsn” #
FER
(1] 588
o ERAIKIIARERPERAPFELAN ZEEW S ENBFERIER], WEIERXBuER]
MR R AT IBEE OIS E .
o SHEEAMEORERERMIAIE, MSeaSHRMELMAZOSENER, =@&E
BXHZE i TR
SRR T E AR
E= =EE ISVERE &
a a 1
| o |
| | "
i i %
IBKER

IERSHHBIEER

i5KFE: GET

T

84 BE |XREB |mKF | %A
WA FEE
activity | M String | 20 EOEKRNR, BFRaEOEKRGS.
ITHAZSENE: expirelnstance
authTo | M String | 50 ZERIGSHE,
ken EY{EiEZ WauthTokenBYEi%AA .
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ISR 1 SaaS EEmiENIERE
2H 2E |EEB |mKXF | XA
WhE fF<E
instanc | M String | 64 SEHID
eld
orderld | M String | 64 FE AT XS M AT ERID
timeSta | M String | 20 15K AFCATRYAT AR, BYUTCHYE,
mp =L yyyyMMddHHmMmMssSSS
testFla | O Integ | 1 EEENEYE
g er o 1: EOFNEIE
o NMESH: EXLLRETHIE
BERBERA:

https://example.isv.com?activity=expirelnstance&instanceld=03pf80c2bae96vc49b80b917bea776d7
&timeStamp=20170725025113409&testFlag=1&authToken=09lsS5y+KCtxBu
+ON4TXv1SrjH5KVYka9sx2MauHrQU=

AGEHER

N ZSERRIEE N !

B8H =HY | XE BRAFFHS | 5BE
ik E
resultCode M String 6 EABERE,
BiEsNARSERB
A,
resultMsg 0 String 255 ERERER
(RARITY:

o BHRAIRSHELIEZROERE, FRMMFEFIELIE,
o =AIGIRSETREERIENK, HXIE—instanceld, FRAIIRSERIIZESMTAITERL

12, IREIKINMNENE .

M N3 H 25 -
{

"resultCode":"000000",
"resultMsg":"success."

}
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1.2.5.1.4 BREAEEREN

15

o ZZHIEEERMERPUINEEITERZED, BxEREIZERLASAILARIR
1EERISER

o HEFEWINEMMEEAALITEBIIREBE. SRZRITEMMAINAT, SEM
BERWEREERIE.

o IRBUAREORERAMAIER, ZEESBERNUR, “SERPO>EF-ZOE
B’ foEiaEn ‘BRER7 , BREERORER, BN=EE
partner@huaweicloud.comXiZXMIEABHITEFARKBETE “SZERFPO>EF-
EOBES” TEdEagE0 “‘REER” , REaRERER “SEEs” #7
FEA .

(1] %88
o ERIKIAREBPEREFFELAR ZEEW S ENBFERIER], WEIERRBuE]
MR R AT IBEORE .
o ZAEEEMEOSENBERMEE, MSaaSHRMELMEZEORENER, o8iE
BNz R A,

R R R A T EIPRR

=EE ISVERS 5
1 RSN B EBESE !
B TAES

2 EEmR RS

\ 4

3 fEHiSaasi AR
4 REEREER

r'y

IBKHR
BERSHRBES N TE:

iEKFGE: GET

84 =8 |ER |&KF | %R
WHisk /EE
activity | M String | 20 EOBEKRNR, AFXoEOEKRT=.
BERUZSEE: releaselnstance
authTo | M String | 50 TR
ken EY{&Ei52 WauthTokenBY{EiEA .

STRERA 01 (2024-03-28) IREUE © ERREABIRAS 77


https://console.huaweicloud.com/marketplace/isv/?region=cn-north-4#/console/produceMsg
https://console.huaweicloud.com/marketplace/isv/?region=cn-north-4#/console/produceMsg
https://console.huaweicloud.com/marketplace/isv/?region=cn-north-4#/console/produceMsg
https://console.huaweicloud.com/marketplace/isv/?region=cn-north-4#/console/produceMsg
https://support.huaweicloud.com/accessg-marketplace/zh-cn_topic_0070649135.html

=Y =(E]
ENiEm

1 SaaS EEmiENIEE

g Rz S

2H 25 | RAF | 58
Whisk FKE
instanc | M String | 64 LD,
eld
orderld | M String | 64 FEE AT XS MAYITERID
authTo | M String | 50 ZeRIGSHE,
ken BY{Ei52 WauthTokenBY{EiHEA .
timeSta | M String | 20 B ECATAIRT )&, BXUTCRYE,
mp B=t: yyyyMMddHHmMmMssSSS
orderA | O bigdec | 20 ITEEEEN,
mount imal i85
ZEFABPLFRZGEH, HERNKSE,
SEEAFETF0, BA=RIINL.
By T
testFlag | O Intege |1 ERENEE,
r o 1: EOENEIE
o NMESH: EXLLRFTHIE
BRiBERA:

https://example.isv.com?
activity=releaselnstance&instanceld=03pf80c2bae96vc49b80b917bea776d7&timeStamp=2017072502511340
9&testFlag=1&authToken=091sS5y+KCtxBu+ON4TXv1SrjH5KVYka9sx2MauHrQU=

R Z2E0RRIES N =&

2% BEKIE | KB BRAFHK | %A
E
resultCode | M String 6 ERERE,
BiME2 NiRARSREHEA.
resultMsg | O String 255 EAFRSERER.
(REELY:

o BHRIIRSHELIEZOERE, F2MFEFHELIE,

o HEIEIRBBEIBEELRIERK, HXIE—instanceld, FRAIIRSEEFMIZES HLHIETRRE
WAL, IREIEINmAENE .

InIHEISTNTE

{

"resultCode":"000000",
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NS
ENiEm 1 SaaS EEmiE ISR

}

1.2.5.1.5 B RFHER

=Mk
o RBPNEMINERHTHE, ARTBARANE, SHERRZENERE
SARAFBENER, BREOBBNTERAR, HEEBHEEE.

o HNARBREDRAREMAIESR, ZEESISEEARING (2/0\E1R) BE
IEER, HEEERAE “ERPO>EFEOER " WEPEXINITRAMIEREE
B ‘SR #TFNER . ERREDPBRE/NSERIERER, UET
—REBZEOMMNALL, (TRFEMT; SRxEOERE/NSEREHARAE
R, ZENFRHTRAEY, FENHTITRIRIT.

o BERAFMURESE BREmmAR.

A mFtRIE N ER R

5 ISVERE =%

1=

| 2 AR R RED
]
| L
| 3 SaaSHFASEHIFHR

=)
1 SaaSRPRAR |
1
1
|
]
|
]
|
]
|
]
|
]
|
]
|
]
|
]
|

|

|

|

|

|

|

|

|

| |
|

| |
4 REFRAR :

| |
|

|

|

|

|

|

|

|

\$ :\ r4
18 *I ﬁl%\
EREHHPEESNTE:

IEKFiA: GET

2H 28 |8 | mKF | R
WAk FEE
authTo | M String | 50 ZeRINSHE
ken EEIEZ WauthTokenEEiRAA -
activity | M String | 20 EOBEKRNR, AFRoEOEKRDS.
HEIAZEUE: upgrade
instanc | M String | 64 LD,
eld L
FRAT, instanceldRZ%,
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NS
ENiSm

1 SaaS EEmIENIEE

SH

B A

=0
AT

RAT
FRE

il

orderld

64

FRIEHIFITEID
1588
FHEIRESFEMANTER, SHBWTTRIDA—

¥, iEETinstance IdHEEEIREN

skuCod

String

64

FHRIEF SRR o
1588
MNTFBEENEEERS, WNREFFRASEET

HittE14(E, instanceldXIRANIMESREDRIL,
EtkskuCode£Z514;;

MBI (EESIMEIERIEEAN, Hlm: M
1 0F P EINEI20R ) , skuCodeRas,

produc
tid

String

64

FHREFmID,

N8 skuCodeZft,, productldtB& &4
1%;

MR A, productldfRZ,

timeSt
amp

String

20

BRARATAIRT R, BXUTCATE],
Mzt yyyyMMddHHmMmMssSSS

amoun

Integ
er

=X mENEME. IEVIE,
BHER: #=E (HFHREBENZIR)
B AN (R)
iz Ll
S F AR #EAYSaaSTEm, R TR
IEE ‘HE" KMEEMEAIEN, SESRIEE
TOSERINEEIRES
flgn: 301N FEF

diskSiz
e

Integ
er

HEXENEmENEME. IFE,
BHRIR: EEA/N (ZEEBREENZR)
BA{7: GB
izl
NFEE s —R T ERNSaaSH R, AR TRYE
IEE ‘BRI ZEEMEAIIIEH, SEER
AEEMELZ/DGB.,
f5l40: 100GB

bandW
idth

Integ
er

HERENFRENEL. IFBIE,
BHER: TR (IFHREENER)
EA{i[: Mbps
5B
N FEEMAs— R ZE9SaaSHEm, R TRN
IHEE ‘WS EZMEEMRIIEE, SESKRIER
TEZ/DMbps.,
f5lan: 20Mbps
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NS

ISR 1 SaaS E@EmiE g/
28 B8 |EE |mK=F |ikBA
Aisk T=E
testFla | O Integ | 1 ERENEE .
9 er o 1: EOVENIE
o RNMESE: BEXLEXETHIE
=R =1V

https://example.isv.com?
activity=upgrade&amount=6456&instanceld=huaweitest123456&orderld=CS1906666688ABCDE&productid=0

0301-666688-0-0&saasExtendParams=W3sibmFtZSI6ImlkTnVtliwidmFsdWUIiOilzNTIyNTUTNTUTNTU2NTYifS
x7Im5hbWUiOiJ1c2VyTmFtZSIsInZhbHVljoiaHVhd2VpMTIzIn0seyJuYW1lljoiY3VzdEVtYWIsliwidmFsdWUiQilx
MjNAaHVhd2VpLmNvbSJ9XQ==&skuCode=d0abcd12-1234-5678-
ab90-11ab012aaaal&testFlag=1&timeStamp=20191216013757582&authToken=a3Bl
+C93xv3ENgm40ngyYvQnYcTS/pgY5ugl20wtzGg=

NaREHEE
IR SEIRAES M T

8% =Ry | XE BRAFRS | 5HEA
i% E
resultCode M String 6 iﬂﬁﬁfi%{i% o
1935)3 o
resultMsg o) String 255 ABEREAR
(01 %88

BIRAIIRSS BB 1IEKRET, REMFEFIELIE,

=EIERSERREELRIER, fXIE—orderld, BMRIVIRSBEARIZESHELHIZRFHRL
2, iREIINMMNETA .

InIAEISTNTE

{
"resultCode":"000000",

"resultMsg":"success."

}
1.2.5.1.6 FRREEEHE
¥ AE

FRFWZERtEmmiE, MNARESIAZIER. ENEnR, ~REERZE
Ely ﬁj%'{ﬂ? EE’J*1§J/ZF§DO
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ENigm
ENiEm

1 SaaS KB miE ISR

(AR

o BERIXERREDNEIREBFELUN ZBEEIKSHEEAIEBFERIEEN, WEE L MOERNbRM

NEFIBEORE

o ZAERMENREMNBERMIEE, MSaaSHmMELMEZEOFENRBR, =REETZ

I mA i N ERAME

BRREEERIZ T EFR:

A

= =R

1 RS/ IS R F
»

2 EFsEpIRSEN

ISVERSSE8

»
>

3.SaaSR ARG/
RN

4 jR[BlSaaSi GBS
BKER
BRESFRBBESNTE:
BKFGiE: GET
28 mEY | R BAZF | %A
1%k T=E
authToke | M String | 50 TERKSHE,
n EY{EiE2 WauthTokenEX{EIRAA
activity | M String | 32 BEOEKRNR, BTFRoEOEKS
=
2o
BRIRESTELHRSIH=EVE:
instanceStatus
instancel | M String | 64 STHIID
d R
{FERREEOREIR
XHhRAS 01 (2024-03-28) RIS © LA ARBIRAE] 82
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ENiSm
ENiSm

1 SaaS EEFmIENIER

IWRGEHER

2% =E | R BRAF | W
ik T=E
instance | M String | 32 TEHEIRE:
Status e FREEZE: &t
e NORMAL: &%
timeSta | M String | 20 15K ACATRYATEIE,, BYUTCHYE),
mp B: yyyyMMddHHmMmMssSSS
testFlag | O String |2 =HEAEEER.
o 1: FAdiEK
o 0: FEEIHISE
ZFABEA “07 .
=R

ZREE: https://example.isv.com?

activity=instanceStatus&instanceld=huaweitest123456&instanceStatus=FREEZE&testFlag=1&timeStamp=202
30327070251713&authToken=pqlrW7%2BPHC%2F1JE%2BMEjKxC94GGJreoS6PZHd982auw20%3D

fRZ: https://example.isv.com?

activity=instanceStatus&instanceld=huaweitest123456&instanceStatus=NORMAL&testFlag=1&timeStamp=20
230327070251713&authToken=pqlrW7%2BPHC%2F1JE%2BMEjKxC94GGJreoS6PZHd982auw20%3D

N SHHRIEE W T E&R:

e =AY | KB RAFE | WA
i% FRE
resultCo | M String | 6 LR,
de B{RiES TR RIHE.
resultMs | O String | 255 BFGERER
g

N Rz H 2151 :
{

}

1.2.5.1.7 &L HHER

5 AA

o EXBEPBRIFKEENED, RENREEEEHmYIE.

o HAPEBITEmEFEEIMWINEMEMEE, MTRERm, THFE

RHEEISEIAFEFERERER -

&
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ENigm
ENiEm 1 SaaS EEmiZ ISR

o MAFURBXTRFEEERE, TFEEEIXMEOERREZGHNAZERER.
ERLAE R B

x= =R ISVIBSSEE

1. R ENSEIRSS- RS

v

2 BRI EED

3.IREISaaSASLHER

»
>

<
%

\4

I5KT5i%: GET
BRSPS N T

E1-8 i5KSHE

2% =AY | KRB RAF | WA
i fF=<E
authToke | M String | 50 ZERKSHE,
n E&E15Z WauthTokenEYEREA
activity | M String | 20 EOBEKRINR, BFXoEOiEKS
=
EFLBIHZ=ENE: querylnstance
timeSta | M String | 20 15K AGCHIRYRTEEL, BXUTCRY/E,
mp B yyyyMMddHHmMmMssSSS
instancel | M String | 64 SID, ZEHEE, S EpitEES
d MAESHIR, BIR&ESHF1001 LA
&ifl,
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ENigm

NSRS 1 SaaS EEmIENIERE
2% =E | R BRAF | W
ik T=E

testFlag | O String | 2 =EAEEER.
o 1: AIdiEK
e 0: FEEIHLISS
ZOABES “07 o

=R

https://example.isv.com?

activity=querylnstance&instanceld=huaiweitest123456%2Chuaiweitest12345678&testFlag=1&timeStamp=20
230327065233980&authToken=Eh%2F3Ud%2BR1j3d%2FwOui5CAcvRipM8luribvgkXfJAsTfE%3D

IaRGHR

R ZERRIEE N !

x 1-9 I SEE

2% =RY | kB RAF | A
pi FE
resultCo | M String | 6 RERD,
de BfiES MBS R
resultMs | O String | 255 EAREREA,
g
encryptT | O String |3 BRERINEREX
ype 1: AES256_CBC_PKCS5Padding ( ZkiA
B)
2: AES128_CBC_PKCS5Padding
15288
BREBEINZEER
AES256_CBC_PKCS5PaddingRHREHEYI1;
BRMEEMZEE X2
AES128_CBC_PKCS5PaddingAtiRE&EF92;
info o} Instanc | / SHTIES
elnfo[]
InstancelnfoEHELEMIEN AN T :
2% =AY | RKBER | &AF | SHHE
ik SEHE F=E
instancel | M String | 64 sef5llid
d
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ENigm
ENiEm 1 SaaS EEmiENIEm

2R |XKBER | BRAXF | SHRE

i% ol fFRE

o) AppInf | N/A N RSLBER

0 ERWERGRE, BRBEROIERR

SHenk ( Rubitil ) sk Sttt

[EEEERE o

5ER
SaaSEmANEEFIRIHNAERESR, 8
1EEERMIE. WS BRE,
WA L@ S . MFEEMARIXE
BER, NEOPRFAML; FU, HBR
EEOPRENALONER .
WMEREEAXE S ERMI RS E,
AEE I T memoS I RIFIREIE{ERE
BaiFERIRBE.

appInfoURLEIAENIEE N &,

usagelnf | O Usagel | N/A NFSLBIXEXRAEER., EHES
0s nfol[] EROLHIFERE, WAIZHFES
8, EESNREEEAXHKNREE
BIAEER.

AppInfoXiiEEEMIE AT :

8% BEY |EKER | RKF | SHkBE
i SCE FE

frontEnd | M String | 512 EI=psichil s

url ﬁmm;ﬁﬁﬁ,auwmmmmm

adminUrl | O String | 512 =g b hi s
ERWIERE, aJLupanEEES
bk,

userNam | O String | 128 NZENEERKS .

€ EFWIERE, hUExREEEREN

WS (—RIEFFEFFNS ) . %EH
16{ziviNZ @ EFbasefRi3ERIAFE
iv

+base64 (AES_CBC(accessKey,userNam
e))

FE(FHKeyEXRSHIIZLIE, 0%
HixllencryptTypeS#9iE., KIBRAE!
B2 ISV Serveryd FRFEEHIEF
SMNZEBI0E
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=Y =(E]
S =[c3]

1 SaaS X miENIERE

2H 2Ry | XBR | RKF | SHRA
% S TRE
password | O String | 128 NZEHNEERVIEZT .
EFWUESmE, HoOEREEEER
Z8 (—REERER ) . 1ZER16{iv
Iz mEFbasefmiBfERIZERIZ S H
B
iv+base64(AES_CBC(accessKey,pwd))
FE(FRKeyEXIEZRMINZAIE, 0%
&ixllencryptType2¥ i, XA3RHE)
IES WISV ServerXd FiIRFHEB/SHIFF
BRI .
memo 0] String | 1024 &,
iRe
WREFFVEDPXAS, BIEPEE
unicodefmf5, FIaN: “H3Z” AILAGRIRAY
“\ude2d\u6587” .
UsagelnfofiRLEHaE XA T :
2% =AY | RKBER | &AF | SHHE
ik SEHE FE
relatedin | O String | 64 KEXRIRHLAIID, HEOIRHFERS
stanceld LB AEEUE, tHREREIEE
SR AR FESLAd, 29, HREEES
B[S 100£F 075505, NEETELE
EENEEI1EIEEREIE
UsagelnfolE 2., 2 BIXIMEREFIRAEHY
2S5, relatedinstancelds BIXTRz4E
;*Dﬂ:/ :1]: ;EWJID
usageVal | M Doubl |20 FREEME, RSHFAMUETUNG,
ue e(12,4) WFEFLA, MizE2— N EMEIRR
B, WFHEFELEEXLH, MZ2EE
BHNERREER
statistica | M String | 20 FRE%iTAYE, EXUTCRTE,
[Time B yyyyMMddHHmMmMssSSS
dashboar | O String | 512 BEiFMEEaE kb,
durt EPNTERNRBERQERE, o
UEXNFEEEERNBEZEER.
I Rz 2 751 -
' "resultCode" : "000000",
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"resultMsg" : "success.",
"encryptType" : "1",
"info" : [{
"instanceld" : "ebc28eb6-4606-4098-b4bd-c201c99a0654",
"applnfo" : {
"frontEndUrl" : "https://www.***.com",
"adminUrl" : "https://www.**** com/admin",
"userName" ; "R
"password" : "Rt
"memo" : "hvave a test, JiH! "
h
"usagelnfo" : [{
"relatedInstanceld" : "ebc28eb6-4606-4098-b4bd-c201¢99a0654",
"usageValue" : "0.12",
"statisticalTime" : "20221101025113409",
"dashboardUrl" : "https://www.baidu.com/dashboard"

}

1

ho

"instanceld" : "fe28e27e-1157-4105-8592-24cc9488db10",

"applnfo" : {
"frontEndUrl" : "https://www.***.com",
"adminUrl" : "https://www.***.com/admin",
"userName" ; "Fxxrrt
"password" : "t
"memo" : "hvave a test, ! "

h

"usagelnfo" : [{
"relatedlInstanceld" : "fe28e27e-1157-4105-8592-24cc9488db10",
"usageValue" : "2042",
"statisticalTime" : "20221101025113409",
"dashboardUrl" : "https://www.baidu.com/dashboard"

}

1

ho

"instanceld" : "92df74e4-163e-4e0b-a206-d9800d33881b",

"applnfo" : {
"frontEndUrl" : "https://www.baidu.com",
"adminUrl" : "https://www.baidu.com/admin",
"userName" : "huawei",
"password" : "huawei123456",
"memo" : "hvave a test, jiliz! "

}

usagelnfo" : [{
"relatedInstanceld" : "ebc28eb6-4606-4098-b4bd-c201¢99a0654",
"usageValue" : "3309",
"statisticalTime" : "20221101025113409",
"dashboardUrl" : "https://www.baidu.com/dashboard"

"relatedInstanceld" : "fe28e27e-1157-4105-8592-24cc9488db10",
"usageValue" : "3309",

"statisticalTime" : "20221101025113409",

"dashboardUrl" : "https://www.baidu.com/dashboard"

IESEBIR RIS SR~ 151 :
https://example.isv.com?activity=querylnstance&instanceld=ebc28eb6-4606-4098-b4bd-
€201c99a0654%2Cfe28e27e-1157-4105-8592-24cc9488db10%2C92df74e4-163e-4e0b-a206-
d9800d33881b&testFlag=1&timeStamp=20230327065233980&authToken=Eh%2F3Ud%2BR1j3d
%2FwOui5CAcvRipM8luribvgkXfJAsTfE%3D

EREERE M EREMIUREEER M EEEANEEESEOLANAEER
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=Y =(E]
ENiSm

1 SaaS X miENIER

1.2.5.2 BXE Kit EOiEE
1.2.5.2.1 fAREREZEO

iR

IRMWIEXESaaSHmlE, EEFRPUOER, BNASEWIER, =EEER
12&D1ﬁ?ﬁ%ﬂy1§ﬁ:\ﬂﬂ’ﬁﬁ)j1mu, BREDSENTHEFPRS, REEF
l=lu1 #L@Lﬁﬂxﬁro

PR HREOEBRVAIER, BXREREEREN, FAEEHME
AR ERE R EOEREY .
EIZRAAR S I|EAMEE ISR, TEMIFESFMELE,

MFE—E6, 1EREFPESSIRIERE, SE&ZNR, %D’Y#ﬁi“ﬂ'" ;“
EHIORIE, BRBEERY), ME2WE, SANREESEERY, T4
EMPRREILNK, BRI AFERIE (FWER) ZOFERILFIRE T,

HRRZE RN FERR:

i5KF&: POST

A

= =i ISVIRSSEE

|
1.4 BISENISV R
i
>

2 EREPESED

R ————

AEEAPRTER

<
<

5.EEHREAAR

MR

BOURL: £r=iit+ElEFigRE, HPEEFI&E//produceAPl/tenantSync;

BORG: Er=tbitJohttps://example.isv.com, MECJURLJShttps://example.isv.com/
produceAPI/tenantSync

Headersis=#{
2¥ ik | SEEER iR
authToken M String(255) BEER, i55%auth TokenEYEiR
128
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NS
ENiErm

1 SaaS KX mIENIER

BodyZ#
8% Wik | SRR R
instanceld M String (64) iBE
LD, SEREMBMNAEIFRIRHRIES, LK
ETENE,
orderld M String (64 ) i5ER
IRTES, ERPBMASIERHRE
=, EIRERITENE,
tenantld M String (64) fHFID
tenantCode | M String (64) | fAPHRE ARIRBIREZBFPNERIED
SERXS M AV
name M String (255) | FAFPRATREREWAIZIR
domainName | M String (255) | 18, RINEFIIREIIG—IgS3 bk
flag M Integer(2) O-fIp& 1-FHiZ
testFlag M Integer(2) O-EFIEREUE 1- MR
timeStamp M String FOABTXZRBIX, AY1E)EL ATEs=t:
20220420114117642
IR SE
2% Wik | SR A
resultCode M String(6) MRS, BiAiES WA RS RAZIHEA .
resultMsg o) String(255) MA(EE
Bl

POST https://example.isv.com/produceAPI/tenantSync */produceAPl/tenantSync AEEE/*
Connection: keep-alive

Content-Type: application/json

authToken: "sth*+*wssssisiikHy ordsmyF2Ubt271qDr6 WDAVLELRD ”

Host: example.isv.com
User-Agent: Apache-HttpClient/4.5.3 (Java/1.8.0_191)

{

"instanceld": "huaiweitest123456",

"tenantld": "68cbc86**F HxHikirri880d92f36422fale"”,

"tenantCode": "huawei",
"name": "huaiweitest",
"domainName": "https://example.tenantaccount.com",

"flag": 1,
"testFlag": 0,

}

HTTP/1.1 200 OK

Body-Sign: sign_type="HMAC-SHA256", signature= "*****x

MAERRAS 01 (2024-03-28)

WRIERE © HERRARBIRAT 90


https://support.huaweicloud.com/accessg-marketplace/zh-cn_topic_0070649114.html

NS
ENiEm 1 SaaS EEmiZ ISR

Content-Type: application/json

{
" resultCode": "000000",

" resultMsg": "Success"

}

A

HTTP Body%54Z:

Body-Sign: sign_type="HMAC-SHA256", signature= "****"  j${E&E ( HTTP
Body&E& ) -

1.2.5.2.2 fHRPNAEERZEO

BE5EA

o IXMLEXFSaaSEMAfE, AERPOUER, BNASEIWHERN, =EEE
RizEOBKERELSZEWNATAEER, BxREOFENITNARRL, &
FNAESR, FREEIZEE,

o SIYNARSHEEARLEKER, HLFKEREREN, FAESIHME
RO B NSV SIZEAR LM .
o BRMIRS[|EIBZEONERET, EEMFESELIE,

MFE—Eh), 1ERRVER, HERNNAE, EXXFZXERE, &M%,
SFBA N ERIIEYE, BEZROT, WRER, SXRIREERIR
IEIEJZ?E%_Z:%‘EEHHUB%J‘EIEISEM, BRRS AR 2 AR0E (FT W a) 12 O S RISL A

F_“UEH [—JJ/ I}Ib*EE;ZD_F.ﬁET

A

& =T ISVIRS38

|
|
1 ﬁEﬂé&BﬂlSVﬁﬁHﬂ]ﬁ!t
HHTHE

2. EmEFRESED

_—

|
|
|
|
|
|
|
I
|
|
: 3 PR
|
|
|
|
4 EEPREER |
|
|
|
|
|
|
I

<
<

5 IEEHRFER
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=Y =(E]

N 1 SaaS XFERIBNIER
i5K77i%: POST
(0 #5268

EOURL: &F=iuht+ElEFigE, EPEREFEEE/9/produceAPl/applicationSync;

BORG]: Er=tbitohttps://example.isv.com, M#EECJURLShttps://example.isv.com/
produceAPI/applicationSync

Headersis&#{
2% Wik | SEEsE ik
authToken M String(255) BH2EE, i55#auth TokenEYEiR
BH.
BODYZ&#{
S Wik | SEERE R
instanceld M String(64) WiRE
SER BN ARIERRHRES, IRWE.
tenantld M String(64) | #AFID, SHEFPREZEONERIDE—
89
appld M String(64) | RIFAEYID, =GN FEIEFAIRIAID
clientld M String(64) | EFigid, RINEFOFE—IREIRIClientID
clientSecret M String ZRigsecret, 1Z2HUEEN =& EISER
PR BN FE R IR (HAY A EAIH FTRSANNZE
( BB E>=3072bit 1HEF 5 LOAEP ) ,
BRIRSHEFERVEISHEEZERE SR
HBIRTFRIFATERRZ (NFATEXY)
flag M Integer(2) | O-fIER 1-FRiZ
testFlag M Integer(2) | O-4EF=IENEIRE 1-ENEIE
timeStamp M String ZMARTXZRBIX, AJiE)EL ATEtEt:
20220420114117642
TR S%
S =AYE | ER BRAFHK | 5B
E
resultCode | M String 6 EARERDE.
BifEs WRARERBER
1218
resultMsg | O String 255 ERERER,
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ENiSm

1 SaaS EXEmIENIER

<l

POST https://example.isv.com/produceAPl/applicationSync
Connection: keep-alive

Content-Type: application/json

authToken: "stbNYluHy****ssssxxixxpht971qDr6WDAVLELRD *
Host: example.isv.com

User-Agent: Apache-HttpClient/4.5.3 (Java/1.8.0_191)

{

"instanceld": "huaiweitest123456",

"appld": "KSIDJF1234456",

"tenantld": "68cbc8*********Hh880d92f36422fale",
"clientld": " bc20*******880d92f3",
"clientSecret":"DSDT*******ECDD#$A#" ,
"domainName": "example.tenantaccount.com",
"flag": 1,

"testFlag": 0,

"timeStamp": "20220413093539534" ,

}

HTTP/1.1 200 OK

Body-Sign: sign_type="HMAC-SHA256", signature="XXXXXXXXXX"
Content-Type: application/json

" resultCode": "000000",
" resultMsg": "Success"

}

A

HTTP Body&&:

Body-Sign: sign_type="HMAC-SHA256", signature= "XXxxXxxxxxxxx" , iFE5&%E
{HTTP Body&%& ) .

1.2.5.2.3 fHRPNABRERRZZEO

AR

o EERFENEERELIE, EEXRPOER, WEWABFAENZEVEHE
N, EES ﬂFﬁl%lea?FﬁéﬁﬂylZﬁélLf" VRNAPEER, BX
:‘%D%‘%E?Mﬂ%’fi{ SR, RERFERER, FREIENZEE.

o HHFPNARNERRELZSEOERIUNER, HEIERERITEERE
BMELHITRE . FAREEEBMERIFZZVERISVEZIZEERRY .

o BRHRSJBEMIBZOIERE, FEMIFEFIELE,

STFRE—LfI, FBERAVFEF,, HEANAE, #HEAuserName, EZRFZIXIEXK
g, SiEMIBR, SRFIEARNFAEFHFOEE, BEZEROEY, NREMER,
%/Aﬂﬂ] MREFEBIREIKIN, FAEEEMRIREILK, MRS ABERI (WS
m) EOFERNLAIREEFE.

HRRZE R N ERR:

>1
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ENigm
ENiEm

1 SaaS X miENIER

EK

1S EMZAISY R FRIE
BHTE

A

=Tk

iBK75i%: POST
0 #5268

SIREHRELER

»
>

e

ISVERS528
|

2iEmEPRESED

4. EEHEPRSER

<
<

ZOURL: &r=ibht+EEFiE, EHEIREFIEEA/produceAPl/authSync;

EORGBI: EFetbitfghttps://example.isv.com, M#EECURLJhttps://example.isv.com/

produceAPI/authSync
Headersi5Z&#{
2% W | SEE | Bk
% | B
authToken | M | String( | £€&(EE, B2 %auth TokenBUEIHA,
255)
BODYi&Ek&#{
e W% | ¥ | ER
% | B
instanceld | M | String(6 | %88
4) SEREBNAEITRHMRES, TRNME,
tenantld M | String(6 | f8FID, SEFREZSHNEOBRIDRIF—, XD
4) LR
appld M | String(6 | RZABID, SMARZFAINFIDFRES—HY
4)
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ENERE 1 SaaS X miENIER
28 W | BEE |
% (=
userList M | String BNAERFEER, 88userName: kS35 (M). name:
#&Z (M) . position:BR{iZ(O). orgCode:&R|7]
(M) . role:Bt (user-ZERF, admin-BIE
&) (M) . enablelkSIRZE (true-BH, false-Z
BH) (M) . employeeCode:TS (0) .
employeeType: ARZEEY (1: IER 2: L3 3: 5F
IRIE 4: 5545M2 ) (O) . mobile: FH=
(O) . email: HBBFE (O) . workPlace: THEFRTE
#h (O) . entryDate: AERAFE (yyyy-MM-d )
(0)
JSONER, fi:
[{\"userName\":\"zhangsan01\",\"name\":\"sk=
\"\"position\":\"RFKEIEZR\",\"orgCode
\":\"123456789\",\"role\":\"admin\",\"enable
\"\"true\",\"employeeCode\":\"\",\"mobile
VAV \"email\":\"\",\"extension\":{\"entryDate
\":\"2022-11-9\",\"employeeType
\":\"4\" \"workPlace\":\"m=\"}},{\"userName
\":\"lisi02\",\"name\":\"Z=P0\",\"position\":\"IZE &
E\",\"orgCode\":\"123456789\" \"role\":\"user
\"\"enable\":\"true\",\"extension\":{\"entryDate
\":\"2022-11-16\",\"employeeType
\":\"4\" \"workPlace\":\"EmR\"}}]
ISVEERIEACLAFPHTIENR, tRadminliF
BERAE
BA—RESRPEE5001
currentSync | M | String | BRIARTXZR8IX, HYia)&, Adiaig=t:
Time 20220420114117642
flag M | Integer( | O-MIB& 1-Fig 2-1&24
2)
testFlag M | Integer( | O-&F=IEVEHE 1-ANEHE
2)
timeStamp | M | String FIARTXFRBIX, AYjE)EL, ATiErg=t:
20220420114117642
)22
S8 Wik | SEEER 0%
resultCode M String(6) MRS, BfRiE 2 A REREIHA .
resultMsg 0 String(255) mES
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<l

POST https://example.isv.com/produceAPI/authSync
Connection: keep-alive

Content-Type: application/json

authToken: "stbNY [ x#ssssssssirsix )ht271qDr6WDAVLLLRD ”
Host: example.isv.com

User-Agent: Apache-HttpClient/4.5.3 (Java/1.8.0_191)

{

"instanceld": "huaiweitest123456",

"tenantld": "68cbc86ab******92f36422fale",

"appld": " KSID******34456",

"userList": "[{ userName:\"zhangsan01\", name:\"3k=\",position:\"&RFEEIEZR\", orgCode:\"123456789\",
role:\"admin\" enable:\"true\"}{ userName:\"lisi\", name:\"Z=PY\",position:\"AAF\",
orgCode\ 123456789\", role:\"user\" enable:\"true\"},]",

currentSynchme """ 20220413093539534",

"flag":
"testFlag": 0,
"timeStamp": "20220413093539534",
}

HTTP/1.1 200 OK

Body-Sign: sign_type="HMAC-SHA256", signature= "XXXXXXXXXX"
Content-Type: application/json

{

" resultCode": "000000",

" resultMsg": "Success"

}

ikl

HTTP Body&&:

Body-Sign: sign_type="HMAC-SHA256", signature= "XXxxxXxxxxxxxx" , iFE5&%E
(HTTP Body&g ) .

1.2.5.2.4 BRI HEEEE (EE)

¥ i5AE
o ESERFIENEERENMIE, EXRFOVESR, JWEEBIICWHITIHE. RiE.
MBRERI HRIERS, ~REARIZED, BRERESZEWHBREETE; /&
FKEOFTENTIESHRAUEERL, FEFEE, FREBHN=EE.
o FERMIRSZ[/AIBRZOIERET, TEMIFESHLE.,
XHFRE—NSLfI, 1BEATEF, $EEMorgCode, EXIFZIRIERIE, FHEH
Bff‘ % REHEARRN=EFFEYE, BEEEROMIT, NEREMR, =) ﬂﬂJB%ﬂzﬁ-a
BRI, AREECHIFRIREILY, MIPRITREERLE (FERm)EO~ER
;&@JE‘T\?‘ o
#BR75iE: POST
(1 %88

EOURL: &r=thit+ElEFigE, HPEREFEER//produceAPl/singleOrgSync;

BOSRA: EreithtAhttps://example.isv.com, N CURLAhttps://example.isv.com/
produceAPI/singleOrgSync

Headersi5&#
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ENigm

1 SaaS EEmiENIERE

2% Wik | SR fifik
authToken M String(255) E\ég'fm/uy iB&%auth TokenBYEIR
BODYiERES#{
2% Wik | SHEEE ik
instanceld M String(64) izl
SEREPIBENFAEIRIAMRES, LRUE,
tenantld M String(64) fHFID, SRS EEFRET—H
orgCode M String(64) BB BREENX, HFRAR—
orgName M Vachar(128) | &BI J&%R FREERE—, RIFHEFER
AR
parentCode | O String(64) éBi*E‘ijE'JorgCode QD%ETHEEBI‘I
MER=, BnEFeeh=, iFHE
PE%éaunBljUﬂFE’JJ:)?BH
flag M Integer(2) O-ffBR 1-#ig, 2-182K
testFlag M Integer(2) 0-4F~IETCEUE 1-ENEURE
timeStamp M String AR XZR8X, A{E)#, Adaig=t:
20220420114117642
i Rz S%L
2 Wik | SRR ik
resultCode M String(6) MRz A3, BAE2 AR REIHA .
resultMsg o] String(255) WS E
Bl

POST https://example.isv.com/produceAPI/singleOrgSync
Connection: keep-alive

Content-Type: application/json

authToken: "stbNYlur*+sxessi| Jht271qDr6WDAVLELRD ”

Host: example.isv.com
User-Agent: Apache-HttpClient/4.5.3 (Java/1.8.0_191)

{

"instanceld": "hua********23456",
"instanceld": "hua********23456",

"tenantld": "68cbc********0d92f36422fa0e",

"orgCode": "10000",
"Ol’gName ||||| Egﬂn,

"parentCode":
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"flag": 1,
"testFlag": 0,

}

HTTP/1.1 200 OK

Body-Sign: sign_type="HMAC-SHA256", signature="XXXxxxxxxx"
Content-Type: application/json

{

" resultCode": "000000",

" resultMsg": "Success"

}

A

HTTP Body&3:

Body-Sign: sign_type="HMAC-SHA256", signature= "XxXXXxxxxxxxx" , 1F{5&%E
{HTTP Body&3 ) .

1.2.5.2.5 ARERIERREE (22 )

HE5AA
o XIFRWLEFSaaSWAfE, EERFPUER, BNASEIWIEN, =ElERA
ZEEOERBRESZEWVEENANEE, BREDFTENTEEARSEE
&, RFERAER, FREENEEE.
o BRHRFBHF/EIBZOIERE, FEMIFESFELE,
MNFE—DXHI, HERIEF, 18REMorgCode, BEXXRFZIRIER, ZRIERT

RrF=SEFREEE, BREIREIKID.
i5KF5i%: POST
AR
EOURL: 7t BIEFIE, HPEEFIEH/produceAPl/allOrgsync;

EORBI: EFtbiitfghttps://example.isv.com, RM#EECURLJhttps://example.isv.com/
produceAPI/allOrgSync

HeadersisZ&#
24 Wik | SEERE e
authToken M String(255) BEER, i55#auth TokenBYEiR
BH.
BODYiE k&%
2¥ Wik | SR iR
instanceld M String(64) HEA
SR EBBENAEIFNIHRES, IRUE,
tenantld M String(64) FHFID
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NS
ENiEm

1 SaaS EXEmiENIERE

2H Wik | SEEEE iR

orglnfo M String AORIIERER, SS2PIIRG. 26
&R, LZ&ERiICode, Jsond, Ikt
G|
JSON&=, fi:
[{\"orgCode\":\"00000001\", \"name
\":\"F=m@ER\",\"parentCode
\":\"265789314\"},{\"orgCode
\":\"00000002\", \"name\":\" Wiz &R
\"\"parentCode\":\"265789314\"}]

testFlag M Integer(2) O-4EF=IEREHRE 1-ENEHE

timeStamp M String ZOARTXZR8IX, RY[E)EL ATiEfE=t:
20220420114117642

D) Ve3¢

2H Wik | SEEEE iR

resultCode M String(6) MaRzEs, B ikiES A RS RBIRE .

resultMsg ) String(255) DS

i

POST https://example.isv.com/produceAPI/allOrgSync
Connection: keep-alive

Content-Type: application/json

authToken: "stbNYluH******Dr6WDAVLtLRb”

Host: example.isv.com

User-Agent: Apache-HttpClient/4.5.3 (Java/1.8.0_191)

{

{orgCode:\"00000002\", name:\"{WikZB\", parentCode:\"265789314\" }]",
"flag": 1,

"testFlag": 0,

"timeStamp": "20220413093539534" ,

}

HTTP/1.1 200 OK

Body-Sign: sign_type="HMAC-SHA256", signature="XXXxXXxxxxx"
Content-Type: application/json

{

" resultCode": "000000",

" resultMsg": "Success"

}
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ikl

HTTP Body&&:

Body-Sign: sign_type="HMAC-SHA256", signature= "Xxxxxxxxxxxxx" , 1¥{Ea%
(HTTP Body®& ) .

1.2.5.3 IZEFHBHEX

1.2.5.3.1 IZEFEHEHX 2.0

A
BRE=BEHEREREH-EERER, ISVEEILEOIRE BRI IRMERE
HR, zREREERERIBFERSITBHTAFINE.,
(MARIY:
SDKiES% ( #RENSDK )
ANMAI3RENAK/SKiE2E ( AK/SKIAIERRE ) o
URI

POST https://mkt.myhuaweicloud.com/api/mkp-openapi-public/global/v1/isv/
usage-data (23K )

ISVIRSS==

X

¥
St
B
It

1. ERe, T8 2B R R

Y

3. EREDFaT ERES T

4 EEERER R T EERE

biECEREEST

6.ERHM, EHEE

Y

7REAFERS HREEs

| | “\ ‘
A J

SASRRZS 01 (2024-03-28) G © BB AGIRAS) 50


https://support.huaweicloud.com/accessg-marketplace/zh-cn_topic_0070649177.html
https://support.huaweicloud.com/devg-apig/apig-dev-180307002.html
https://console.huaweicloud.com/iam/?region=cn-north-4&locale=zh-cn#/mine/apiCredential

=Y =(E]
ENiSm

1 SaaS EXEmiIENIERE

IEXRHE
IERSHRPIBESA T*:
Ek75i%: POST

¥ 2E | xE A | %A
KE
signature | = String 1000 | @Header

EOE A (base64(hmacSHA256 (ISVXT
e
A, ts={ts}&nonce={nonce}&body={bod
yh))

LttatbodyiZ BAHEFR S 5% R

ts = String 20 @Header
EOIERETAunixAd B2 (ZFPED)
nonce = String 64 @Header
TN

usage_re | 2 List<Usage | 1000 |3 {FRELRES, UsagePushData
cords PushData> MAEEIZ 1000,
R 1-10 UsagePushData

8% BERY |B¥E |BXF |k

i% B FRE

instance | 2 String | 64 FmEBID ((FE: FRREEORE]
_id 8)

record_ti | 2 String | 17 {FRSICRERAE (UTC) , 89!
me yyyyMMdd' T'"HHmMmss'Z'

begin_ti | 2 String | 17 HEFFATE (UTC) , BxXH:

me yyyyMMdd' T'"HHmMmss'Z'

end_tim | 2 String | 17 HE455%RA4E (UTC) , B8R

€ yyyyMMdd' T'"HHmmss'Z'

usage_v |z Doubl |20 FREEME, RSHFAMUBEIUNG,
alue e(12,4) FRAKXTFORIEIE

meterin | 2 String | 64 ISVIEERICRE—4IRR

g_sn , EEREAD

relate_p | & String | 64 B=EMEEEam=NERWE, TEE&
kg_insta 1 51 A EXT M AR E SE5ID

nce
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BERERTG:

Post {domain}/api/mkp-openapi-public/global/v1/isv/usage-data
Content-Type:application/json

nonce: 6¢63c221-1f6b-4141-8ff4-22f5dfe82b65

ts: 1709690865879

signature: gikLslgimlscagwSamClFJ1CFT4QprHSDHW:--

{

"usage_records": [

"instance_id": "7f141bf1-aec8-4859-8323-fb3a8ad50721",
"record_time": "20220809T091000Z",

"begin_time": "20220809T080000Z",

"end_time": "20220809T090000Z",

"usage_value": "99",

"metering_sn": "6c75c177b5fe4b8cbb6fc2aa33facfcd"

"instance_id": "7f141bf1-aec8-4859-8323-fb3a8ad50721",
"record_time": "20220809T091000Z",

"begin_time": "20220809T080000Z",

"end_time": "20220809T090000Z",

"usage_value": "999",

"metering_sn": "6c75c177b5fe4b8cbb6fc2aa33facfcb"
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(AR

1. ZOEALEN, MRESHIERE, FERORHRTIRE, EEERESSN LERH
EHITRIGAIAME, ERATLAERINEREIE. IREEHIELCIERY, FEFAREMITLE

i3
SEHETLE “ZRPOS>RSEE > IEHERT HTES!
SR " esm

clEaTiE | E6R v Q

SEHID B M ET VR S HRME ETe

=2 @

s @

2. 1558 HIREHAE R
. E/J\Hﬁ-l-ﬁ

REOEINE ERIXERHIE, BRFERERET—1/\a90-155 A5 E1R,
'illﬂ FAFEZERE7E13:25, &IFE14:00-1415K HiR, XHFRERATEAPINEE, TN
SHIMNEIER, WNRTESTISLRS HIR, FEE2/\I5Ea LR

o EXitEH
EES/\EELBHNERIER LIRAI=EE, IRVRBXLCELLIR—R, BERIEYS
RTER HA900:00-00:1558Rk L1k, SRAAEEREIZ01:00, BREFPIIIESIEREIT—X

3. IERHEE HIREK:

o FEARXHA:

o HEPFHARTE ( begin_time ) 2B IREFFIARTIE]

o EEFFIARTIE ( begin_time ) < IBEERLETRATIE) (end_time ) < iEER _FiRATIE]

o FRXHARE:

o EEALETRAYE (end_time ) < FRFAATE

4, 15 FIRPAIRSEINUTC RFE), SICZRATEIEE 8 /\aT;

5. E—NMCRAYATE, Blbegin_time Flend_time BHE#—HAUER T, WBX HRICE, &
BRBIRNESIER, RSWEE—RHIE, —BiEpRESEEARIENKEEL AL B EIRIEESE
(IEERREME): BRITEAEBREE1 =, BRETHEAS/NI5S) o

ESERERUNRE, REMEITLE ‘ESRPO>TZEE>FRER #HITEE!
6. EASMHENEOEMKRFZEOREBIAILEID, FEEREEEIRMEIAISLAID,

IRzER
M SEIREES T E:
B8H =R | KB =X | 1RBE
ik &
KE
error_co | M String 6 TRSERN,
de E{AiES i P4 SRADIH AR
errorm | O String 255 | AREREA,
5g
data ) Abnormal IREISEIEREIRER
UsageDat
alnfo
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ENiSm
ENiSm

1 SaaS KB mIENIER

£ 1-11 AbnormalUsageDatalnfo

2% BEY |B8¥Ek | RAXF |k
1% B FRE

abnorm | £ List<Ab | 1000 SEIRPYIE

al_usag normal

e_data UsageD

ata>
% 1-12 AbnormalUsageData
8% mERY |B¥E |BXF |fd
1% B FKE

meterin | 2 String | 64 ISVIRERICRIE—MHFRR

g_sn

error_co | & String 16 IEERIREEIRT

de 001: SLHIFRIFLE;
002: RYEIEHXEE;
003: FHERE;
004: TRMEBRME—IRIR;
005: HFRE—IRREES
006: LA NAIEREIRT
007: IHERRJIEIEITHA
009: LAISISVAILES
010: FREES
011: JHEAYESEETRL
012: ELAHHEERIE
013: LAIRFRERE
014: ELAITFEEXHA
015: IRERFHIARYE/NF &R &R )
016: SLHIEFEFEH

errorm |2 String | 255 IHEEIREA

sg

=B
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£ 1-13 AbnormalUsageData

httpjR7 | error_cod | error_msg iR

5 e

200 MKT.0000 | Success =B

500 94060001 | System error! HERSAEREIR

401 94060002 | Auth failed! BMASHIRILEY

SHCCEER, IEXESIERE

lBE

400 94060004 | Param invalid SHT
EaJAﬂE};?DES(EQ%;fSI, 258
tls!zu 1*5 BIEEHE. RELA
idEE

400 94060005 | Time format error AYTEglEEIR

400 94060006 | TimeStamp invalid RIS 7w

401 94060007 | Signature invalid BARILKEY

400 94060008 | Replay error B REREIR

500 94060009 | Failed to report usage | IHRIRRELK

data

401 94060010 | Isv status invalid ISVIRZSTS3K

200 94060999 | Failed IZEEIRMERY, SIREIERRKTEIR
=8, Fg87F)

LITEEAPIRT, t1RE8
IEO

i Rz 2

{
"error_code":"MKT.0000",

"error_msg":"Success"

}
{

"error_code":

"error_msg":

"data": {
"abnormal_usage_data": [

{

"94060999",
"Failed",

"error_code": "005",
"error_msg": "METERING_SN_DUPLICATE",

"metering_sn": "6c75c177b5fe4b8cbb6fc2aa33facfcb"

}
1
}
}

B “APIGW” FFLRUEIRTD, 55

APIRSCIEIREDHTTAL
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ENiEm 1 SaaS EEmiZ ISR

1.2.5.3.2 IZEFEHEREX 1.0

=15
BREzEEFBEEEREHEFERER, ISVEEILZOREBFIEIRMERAE
B, mEEREERERBFEREITEHXEPNZ,
(RARIY:
SDKiE&% ( FREXSDK ) .
AAIFRERAK/SKIEZ % ( AK/SKIAIERER ) -
URI
POST https://mkt.myhuaweicloud.com/rest/marketplace/v1/isv/usage-data (
)
IR =ralg ISVEREES

1 EEEREERn, T8 I 2B EEmEE

A

4 EEERTERN R EEED

6. 2R, (SR

\J

TiRERPERS DEES

A F 3
A 4

|
[
|
|
[
|
|
[
: 5 EEEEAEAE
|
|
]
|
|
[
1

iBEKRiEHR
BRSBTS TER:
imR75E: POST

2% = | X8 BRAZF | BB

D v FE
usage_re | 2 List<Usage | 1000 | \/SZ{EFERAELRES, UsagePushData
cords PushData> MNIASHEIZ 1000,
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1 SaaS EXEmIENIERE

2 1-14 UsagePushData

ol =EY |28 | &xXF | ER
i il F=E

instance_ | 2 String | 64 FEERSLEID (GEE: [FRREREORE

id 89)

product_i | & String | 64 = m SIS Rz A9 gaid

d

record_ti | 2 String | 17 (FRSICREMAE (UTC) , 180

me :
yyyyMMdd'T'"HHmmss'Z'

begin_ti | £ String | 17 THEFaAdE (UTC) , X!

me yyyyMMdd' T'"HHmmss'Z'

end_time | 2 String | 17 HE4gEadE (UTC) , B!
yyyyMMdd'T'HHmmss'Z'

usage_va | =& Doubl |20 FHERAKE, fRSXEFMIBINE,

lue e(12,4) EHRKRForvEE

relate_pk | & String | 64 FREEEEaIE MERWME, TE

g_instanc & HpAEXNAYNRE LD

e

BERKiBRRA:
{
"usage_records": [
{
"instance_id": "7f141bf1-aec8-4859-8323-fb3a8ad50721",
" p rod u ct Id Nkkkkkhkhkhkhkhkl

"instance_id":
"product_id": ,
"record_time": "20220809T091000Z",
"begin_time": "20220809T080000Z",
"end_time":
"usage_value": "999"

"record_time": "20220809T091000Z",
"begin_time": "20220809T080000Z",
"end_time":
"usage_value": "99"

"20220809T090000Z",

"7f141bf1-aec8-4859-8323-fb3a8ad50721",

Wikkkkkkkkkkkkxx!l

"20220809T090000Z",
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=Y =[]
ENiSm 1 SaaS EEmiZ NS

(AR

1. #OFA LA, MRESHERE, FEROBRHTRE, EEERESSN LERE
EEHITRIGAIAME, ERALAMERNEREE. IREEHIELERY, FEFXREMITL

;E o
SEHETLE ‘ZRPO>ZZEE> FAEE" #HTEF!
SR ° EPEE
- uEesie) | E6AB M Q
ET e 1S e HENE HENE s v
= @
=2 @

2. 1B LIRERIER:
o ENEFIHER

FEEOE/NE EIROESHE, BRFESENE T —N\IIR90-155 AR5 LR,
240, FAFEZERNETE3:25, RIFE14:00-14:150 1R, XHERERATARFINE, Szt
SHIMNEFER, WNRTESCIMSLRY LR, TEE2/\BI5Er LR

o BRIt
EES/\IEELBRINARIER HRIIZEE, MEMREXLE HR—R, BERIEY
IR HH900:00-00: 15520k £, SRR AEREIZ01:00, BUAFRINZSILREIT—X

3. IERHIE HRESK:

o RFARXA:

o IEEFFHARTIE ( begin_time ) & EFFHARTIE]
o IEEAFFHARTIA ( begin_time ) < iFEALEHRATE (end_time ) < iEEE HIRATIE

o RRXHAR:

o IFEALEHATE (end_time ) < FEFAATE
4. (& HIRPRIATIEIAUTC RFE), SAtATENEZE 8 /\iT;

5. E—NCRAYATE, Blbegin_time Flend_time BHEIE—HAUERT, WMBX HRICHE, &
BIRBIANESIER, RSWBEE—RHIE, —BifpREREARIENKEE L EEDEIRIEES
(IEERERNE: BRRITEAERER1 S, RTEASN5S) .

ESERERUARE, FEMEITUE ‘ERPO>THFEE>FRER HITEF!
6. EASMHEXEOERRFEOREIAISESID, TreEREERIREAISLAID,

IALHR
M SEIREES N TE:
2H =Ry | kB BAF | WA
i T=E
error co | M String | 6 RS,
de (A2 i PR RS .
error_ms | O String | 255 BFREREAR
g
FHIRAY:

SASRRZS 01 (2024-03-28) WRIERE © HERRARBIRAT 108


https://console.huaweicloud.com/marketplace/isv/?agencyId=070484643f000ff01f5cc00f1eeb1afc&region=cn-north-4&locale=zh-cn#/console/cdrManagement
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NS

BENEE 1 SaaS ERIRIENIER
httpiA7 | error_cod | error_msg A
B e
200 MKT.0000 | Success. IERRAN)
500 MKT.0999 | System internal error. | EERSZAEPEIR
500 MKT.0100 | Failure of input BMASEIRINEW
parameter SECOEBIR, IFEETAETE
=
400 MKT.0101 | Invalid parameter SHTH
WMAZOEXHNESH, 25
T DR S
tban: fEEIEEHIE. 2EEfl
id<E
400 MKT.0102 | Invalid body sign I53RkbodyA A LG
400 MKT.0199 | Request parameter i%ﬂ?ﬁ%"ﬁ%i%
error SHpo
I:lﬁ!ll]- WESHKIEEE
401 MKT.0150 | Illegal operation BERHIT T FARIEEYRIE,
BlaNinstance_idX3RAYF= FaA 2
AK/SKXI RISV AR FRRY
401 MKT.0151 | No authority FCAPIIFIA R
token3EISVAEE
401 MKT.0154 | Illegal token S
tokenZc4
500 MKT.9001 | Instance ID not found. | SEIIDARFAE ( EIGREEE. IS
H. BEERIEOAEERE )
500 MKT.9002 | Invalid usage enties. THEXLRTTRE
500 MKT.9003 | Usage records extends | i+ SEiCREGEHIRH ( 100052 )
size limit.
500 MKT.9004 | Record beginTime T EICRATIIARY EE B A
extends Limit. ( HETAdIEI21KLAR )

LIEEBAPIRT, WNERER “APIGW” FFLRYFEIRAD, 152 IWAPIRIEIRISHEH T

£

N Rz R~ 151 -

{

"error_code":"MKT.0000",
"error_msg":"success"

}
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1 SaaS EEmIENIEE

1.2.6 AARLSRDRA

E323 ERIB L5 SRS AR

Nt 000000 BRI
000001 =23C S
000002 BREHAETE
000003 SLHIIDAETE
000004 ARG IE
000005 HftARSSEREIR

1.2.7 &=

AT RIEERASaaSIENSHRIERY, ZEEFEARRESZRPORM T MAEA
}Eiiﬁﬁﬁ o BRALELNEENZEORIERM, BABXATSESaaSENREIXM
YKo

EOWAEHE: HWm. Amitdk. Bnidl. BmRRER. BmAk. BRE
BEE. NREEEL. NARINEEREE . BRI MERREE (1BE) « BEREN]
ERRL (£8) .

HpfPEREE . NREERS . NARIEERE . BRAIIEERE (18
£) | BLENMEREY (£8 ) AKEMEED, EOMRESE: EOMR,
ﬁgﬁﬂ\ﬁﬁﬁ%\ﬁﬂﬁ%\%%ﬁﬁﬁm\ﬁﬂﬂﬁmﬁmﬁﬁﬁg%:ED
()% 8

IRt “FRFEREE” EORBI#HITRA .
Hitt/L M 2OENSEEAERREER, BRLSERAT:

EAFTAROFASHER, SASFRPORE, REHAEMNSHA ‘NEATIR > M
BENEL” KERmELRE;

FaMRERn ‘BREEES” 1K, ESLRIGMEBNZNSHECE: £r ittt
{XJ9URL, AEJIEIPHELIE);
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ENigm
ENiSm 1 SaaS EEmiENiEm

B3 2E FNHERERG” . RASERErSEHEHTEONN, WKXANESER
1%1’5‘45@‘&7%%0 MM, NESERE FHERRIMERES, ARENNMEEEH
TEOEX.

FTON

$RA RER RN 7, BE “RERA .

Ep— AR

SIS FNAINRIBGIETLIE ‘NATE > FNRMIEE" RmEiTEE.

A EE

1. EEOFTESER;
2. PNEAFTEZFRS

.

1.2.8 M AEIERIBFEX

Rz FEAEIE RIS

ARSS=RIEOIANIRINGG, SERkBXEKItR], ARFERBNARIE, ZFEIEEAHE
ma KitEEpKMEBIISER, BIMEFSRINT:

S EAZRPORE, BEEAUSHN ‘NATE-NASIEERE" .

=i RIS 1R, MANERIR. £50. £t [JIPFEENEER
ikl it
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1 SaaS X miENIER

RS
* RIRBEH

* FaalL0GO

BASE
* ETR

* EEbE

* USRI

* NFEE Rkt

FELOGO

SaaS

eI
EAEEA A
® #mmz @ BuRE @
Ihttne- Al ht Frs BE2ait
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NS
ENiSm

1 SaaS KB miIENIER

« AERn | @ tEaE @ mE @

(AR

EWNHRZIFOAUth2 0FISDKEERY, EIEFOAUth2.0, FEMALRIEI ( AN AERib
HtsgssoEl@itt ) , MAFERENEESaaSHARE .
SRR R E B S HRFAVEAE SaaSE == Oithit .

R FRE R EERI AL S R E ey BEHEEEFEEENASRIIE, &F
EF/MAEERERNESERNA; EFEMIGSthEEESNAERMIE, HMESH
WARTFEFRMAERER, FEEF/ASERFRNEEERNA.

NP ERFRBIEERERERBITERIIAEFAEY, BTEIRINEER, LEA
A EERTINZRSEEFAPHRBRIESREBTRE, FBXRA: RSAINE (FMAKE
>=3072bit, EFSHOAEP )

TEERTE (® TR WeLink Tkt

YIMERATEE: SRERNELIE, PEIHEFESIHEE
@) WelinkFFitES
@ Tikitz= ( TIlEk{4SaaSiRSE i )

$R2 [ERRE, WEERNAEIDIER.

@ siER

= =iD DQu3KLISX7UprhZe4CNPx506s08Edsfl [

oIps LI

%I DIIERER P ERMET A TIREVN BRIE R TokenfER .
BRISRINGE, FREHKSHTRRERFTLFIIE,

R

Rz FREAEZeR
HMAEIEANKERLRE, TUEMMANESZORI, SR, 298,
A EOANSTRERNAIFRE, BOBREETSE (ORI ) .
R FBEHERIRES BRI
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£ HEAZRPORE, BEEAMUSHN “NATE>NAS

FUEEE>RE" ;

— = ETIET TARRS WG B
TRy
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ® M2, GARENS ERER B~
ez
® OIOUT 6024 SRS REER B v
Esme v
B P Pt ® 0015573 GEMENS HROR S
wwsz - P — ® o 135, SREERS SR %5 -
zme2
P — ® mewsezu2.  mESH 5 v
w2 v ==
. s oy w900 EBER W@ Es
axnmen — ® w9 oS0 EGER W ES <
RS =
EmReERaR P ® w0501 EEGR ®E
sRIR .
s gy Heve s, EGER @8 Ese
amsven
e B cearcon e s @0 mox= @0 [ ® MR 2. EGER B8 ES <
SR [— ® e 252, GERENS HRER S
=sea
Pt ® v tooss.  mESR W
sranae
B T L — ® MOS0 GEERS EEOR S
B P ® v eie0.  EEER W8 Es
semmns
e Y s eI GERENS EROR ES
]
o e\~ [ ® 21120, SEEES EEER B v
mzsmesn Y M52, SERERS REER B v
AuTeER Y WIS, SAMLES WA EE v
mEsm
® MU 5. AT HEOR S

$E2 MERTHRING, FZKBNARIREmL, B3IZEH,

TR BB

HitEI GRS EHEm
SIERVEF O, NAMEREFEOMINSRIRZ TR,

o [ IO

- maEs oAz maxs jmf rmEM iz n:r nmm -
BRI FHR R B ;
$I|3 HITEFEXRFINTRIES
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S = (] 1 SaaS EEmiE ISR

BHRITRENRKENNEITRIRE, BESHINEFZEOMN . NASSIE,
H, WA ALIRE IR,

MAFIEEE | REVEEMEE

— = ] « == .

REVED RETEEREE =l ajlc
s BEAA 28 13
c & 18878053 = " e ROUUOES—— .
10 v n

R

1.2.9 N AAMAMKSIREY

R AN ERIB N R EIEF SRk LREOFF RS, A7 MK ERIRFaIN FBRIRT A
tE, ATLAREBEURKS, S$HTURIIE, #FLRINT:

£ =G0 ‘NATEH > vARITEEE" , AEHBIFINATIEIIR, sF “HRiEl
iitﬂ’&%; " 1%, E)Eli%iﬂﬂiitﬂﬁ%o BIEMINEEERNEKSER (8EEE. R
ID. iKS. &5 ) -

L B, Af RiRNAKS RN

MRS RINRLTH

https://md-think. huawe

(]

£E2 MHKSHBEANE, TLMERNEKSELERED;

SIE3 ESDKKEZeEWEBZSIFRHE L, ENZUXBEFNKRS . =65, A T~—2F
H;

R4 B, WK SERRETR

.

1.2.10 AREFREOEN
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1.2.10.1 £FBLE Saas HIERHE
=REEESaaSHERRIEE =M
1. BEESaaSRAMNEPHA B S
2. B¥ESaaSRASIMWEBREE

3. BEXESaaSKMAFRaPaaS(il:IMCES)NR—ERSI, BEREERFER, T
EFEGECNANERSN, SHERLAFTRENAREED.

ARALMESREFERPN—MHESH.

1.2.10.2 IR A7 A9BSR TAm

i?;}i_ﬁ_%‘%ﬁﬁﬂzﬁﬂkﬁﬁﬁﬂ’ﬂﬁ%ﬁﬁ, BHFRBNOAUTHINYGTA , AILASEWNT
BI;

§aas Web Porta 5aa5 Server i

Sas

Ep

. R e
¥ x - ST E i
i saunsyinaisissbaaasiibarnisn s B R s U
ESuseE b R

N
....... <‘F

1.2.10.2.1 ER75: EFWEBER

FAFP{IASaaSNAERNE (ZRERBRETHL ) REERIRE, EE@EIER
AIZERURL, ZURLHAZAIER—RMA, HEFBAKF. 28, REAFERN

code. tenant_id&(EE.,

ERAIIRSS R ins S iRiEtenant_idEIGEAE N AEEEORLEHRAER
client_id. client_secret{S&, F3Fcodeftl,

BRI FEmNT:
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ENiEm

1 SaaS KB mIENIER

- ‘ AR ‘ Saas Server ‘ SRS ‘
sass '
=
FEFEMSaaSlEET i ey e
: > FE&EEJ.{%‘%‘D}
EfH— = STECET https:imacroverse huaweidloud comiunified-login/#/portal-login?ind=UNOP §appld={EE=Happld]
T »
L R
IF{HJH——_ =8
J02ERTER -
...t #FcoceEEAESSTAST, 7; hips/example comZcode=(&lenant=) 'H
codedEHl
POST hitps:/f{domain_n:
FEUAFFE EGET hitps:f{domain_name}; authZTuserinfo
e — e e e m e e memae
|E=EFAE. access_token, refresh_token R BT EERTE]
= setCookie
ZF:aTh ittty
ESES e
L > EFER (#scookie)

1. NLSe2

sREEmERF BRI, BAEOFINNT:

https://macroverse.huaweicloud.com/unified-login/#/portal-login?
ind=UNOP&appld={fz<appld}

A ES

A3ziFgoogle R AIREIIGIE); AINK SRR ARAREIEFE HE), BEIRE->RFAS
Z2->BENX, EbkcookiefI ik, BNSHIMIRERMAERITIORER

2. BFRENE, BANEEEREredirect_uribktEElf3SaaSh FIERhttps://

example.com? code={code}&tenant={tenant}, FiFcodei@idredirect_uriiR[EI:57
=;

3. IR¥EIR[EIAYcodeskBYaccess_tokenSrefresh_token, B{RESEREREHNTHIE
/Y9/api/v1/oauth2/tokeniZEOEN .

4. #R#E/api/v1/oauth2/userinfolZZRENFFER, THAFRER.
1.2.10.2.2 BERIF=: accesstoken £LHf

FRPZEFRiK1SHaccess_tokenBRHEREAIAN2/N\RT, refresh_tokenfmlFi < FEBERIHARAIA
730K, ERAFPFERONANERT, RSinkiE#taccess_tokenfILEHATNEE .

HRThEE BB R =
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ENiEm

1 SaaS EXEmiENIER

SaaS Server ZHERE

POST https://{domain_namg}/api/v1/oauth2/token(client_id client_secret,grant_type refresh_token)

EOURLBESEBKEREDFRBEENIRIFTACcess Token, REFIURLAIT:

{domain_name}/api/v1/oauth2/token

Content-Type:application/x-www-form-
urlencoded&client_id=NzZeWuila91dPSRdZQChMazlh13AW...&client_secret="*****_&refresh_token=******_&gr
ant_type=refresh_token

1.2.10.2.3 Ehiss: BFRBESE

Fﬁ)‘—"T‘ NAFRERERY, BN AFEAREREogoutiERTMARSS iniZiE
RAER, WTFARRS LHRIESE, FERRBITHARS IRECOMHRRE
FH AT RERAIZEOHEZRIER .

SnSHERR 5245 Vb Porta S35 Servet THEEE
FRBHGET hips :d-ar':ainnr.ame_!.'apr'.-1'ing.au|7red:re;tn||rl= hips lexample.com
Ld
_______________ S S AR
SO (eEd b ‘ﬁ:'\:fﬁ-"

1.2.10.3 7k aPaasS D TEEEH

1.2.10.3.1 ERHH

HXaPaaStt W TIEEEFRIGIOHEM =R NEE (#EfFchrome ) . PCEFiR
*u*gﬂ]!fﬁo

SaaSN AT LARiRMNA (H5 ) akEZEFWEBZRHIN A, iXtbSaaShFEREIToAuthalE
CASHMYHGE .

LAoAuth2. OFMY I A6, I BFEEETAREREBEREWTES, KRINE
FE, BRPESWTEESHSEENSAASKE, AU TIESKEUAESOME, HE
WA AROELELE, FARIMESNERS, BIERINGE, SAASKAIREXCodezfHFRY
ID, BiZAPI3kEXaccessTokenZBFEE..
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v = = 43z =
N 1 SaaS KM miENIERE
2R | [ LT reporasazr | EEEE [ omszerer |
[ ] I
| T ERETFES0 | | |
1R AERES with £E#RO | |
|
|
|
|
|
|
|
|
|
|
SEHEAASEA0 | |
| |
| |
4 RERSAASEIAclientid & clientSegrely I
|
|
T T ]WJ \
1|6 BRI EEO | |
5 | |
1|7| hpitvlioauth2fauthorize FE code s [EliEredirect_urig) }
|
' t ElESAASET B il g‘uhcme&lenantldo
1.8.4) rzpitvt foauth 21token BlaccessToken()
EE ——————————— >
1.8.3 gnivi foauthZiuserinio ERAFER0
““““““ 2| 185 awmEgo
__________________________ -
............ T
Y

1.2.10.3.2 oAuth2.0 {1} API
OAUTH2.0fMY TR RIS S B T

{

"userName":"zhangsan",

"name":"gKE",

"tenant":"34a59a26e6a24071a9cc7a0526440171",
"organizationCode":” 10000” ,

"role":"user"}

BHE KB | SR fik

name String | BPH&. BRR /

userName | String | FHFPIKS ERKS, SRLEOPN
username2—2HY

tenant String | f&MlAYdomainid 5RZ#EOFRIdomainld

role String | EPAE user --tEFF, admin-- (L&
BER

orcgadnizatio String | BERHIEYRES 5EIZEEOFRYorgCode 2 —FHY

nCode
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[MERY::
BRPKRSNiAEA:
1. FIFFE SR, EIREVE X B S ,
2. EEEHRBERIHKSHITRERERNIN
f5: https://macroverse.huaweicloud.com/unified-login/#/portal-login?
ind=UNOP&appld={xzAid}
7 FRid: ER s R A EIE fE A Rk B R Fid
TNIEE SRS
GET /api/v1/oauth2/authorize
Query2#{
84 B WIE e e R
client_id = String RNFBFRR, EAR
BiE, 2fm
Clientld,
redirect_uri g String [ElEtet, SR
FBRHESRYEIE
nt, FRRAEK
OneAccessiZtig
AYbLIE
response_type b~ String EREEE, Bl
{&: code,
scope & String EACEE , EIA
&:
get_user_info,
state B String NARSE, §
FBFBALECSRFIY
&, RIENEE
AN B SRET
B, MARERE
INIEERS[EIEE
KA RFK . A
LAB &
Fo
BRESE
7
IR SEL
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ENiSm

BN 1 SaaS EEmiE g
MM HeaderZ=#]
S SR iR
Location String INIEEREIN, EEmitbit, 4:
https://example.com?
code=z2D...&state=test

ERH

GET https://{domain_name}/api/v1/oauth2/authorize?
response_type=code&client_id=NzZeWuila91dPSRAZQChMazlh13AW...&redirect_uri=https://
example.com&scope=get_user_info&state=test

)N
y
RS

RSB )%

302 BRXRESR, EEPERNH, AFEER, EEENEEED
Flredirect_uriltziit . f51: https://example.com?
code=z2D...&state=test,

$%HY AccessToken
POST /api/v1/oauth2/token
BRESE
FormUrlEncodedZ%{
2% =EWIE SR iR
client_id = String NAFRR, EMMNARE, oHchy
Clientld,

client_secret | 2 String NABZR, TMNAE, o8
ClientSecret,

code 2 String BES, INIEEREEIEREAIIEN
5,

grant_type = String BREER ) EE(E:

authorization_code,

redirect_ uri | & String [ElEELE, JFEALN FBRTIESAYEIEM

b, FERFEMETFRIT—E
IR S
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WR&G: 200

ABody&%{

2% SRR R

access_token String RS ESREIGE=
Nz FRHGIAIEISRE

token_type String SR, EEE:
Bearer,

expires_in Long BIESENERE, IR
HEf,

scope String EACEE .

refresh_token String RIFTSHE . BOATRERL
refresh_token, WNRE
B, ENEAIALEE
g E"Refresh Tokeng
WE” IFERIRE],

(MERY::

refresh_tokenB HAIR B Mitbaccess_tokeni<,

WK&G: 400

NaRzBodyZ%{

2 SR iR

error String IR,

error_description String EIRHER
BKRA

POST https://{domain_name}/api/v1/oauth2/token
Content-Type: application/x-www-form-urlencoded
code=z2D..&
client_id=NzZeWuiJa91dPSRAZQChMazlh13AW...&
client_secret=***** &

redirect_uri=https://example.com&
grant_type=authorization_code

M Rz 7=l
KR&ME: 200
ERAEI

- 73 1
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"access_token" . "******...”,
"token_type" : "Bearer",
"expires_in" : "7200",

)
- <l 2
{

"scope" : "get_user_info"

"access_token" ; "FrREx
"token_type" : "Bearer",
"expires_in" : "7200",
"scope" : "get_user_info",

}

WK&RG: 400

IERIEIR .

{

"refresh_token" ; "k

"error" : "invalid_grant",
"error_description" : "Invalid authorization code"

}
KEB
RS it
200 BRI
400 BKREIR .

IREVFAFER

GET /api/v1/oauth2/userinfo

BRESH

B XHeader&#{

2 =RWIE SRR )

Accept ! String WA SEEY,
{&: application/
json,

Authorization 2 String INIEERE, E:
Bearer
{access_token},

MR SE

WK&6G: 200
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NIRZBodyS£)
2% et &St fHiA
id String FBFID
userName String BR&
name String “"a
email String liE3Epuichil
mobile String FH=S
role String =) =)
organizationName String HIRZTR
accName String ERER
userld String J=2) =Tl
organizationCode String {HLNRAD
loginName String BREM
projectName String FHPER
tenant String fEFid
REMB: 401
&3 R BodyS#]
2% SRR fi#iA
error String FEIRERY
error_description String BIRtmIA
=2 Gt

GET https://{domain_name}/api/v1/oauth2/userinfo

Authorization: Bearer b7e1fda8-33ce-432c-9b97-7ff035fac...
Accept: application/json

mia Rz 7~
R&G: 200
BRI

{
"id" : "20201029190841785-CB37-8BD36B...",

"name" : "test",
"userName" : "test",
"mobile" : "12345678901",
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"email" : "123@example.com"

}

R&mG: 401
TAIERML

{

"error" : "unauthorized",
"error_description" : "Full authentication is required to access this resource"

}
REB

RSB iR

200 BRI
401 TAUESEY

1.2.10.3.3 CAS MY API
CAS3.0MMY TR A IC A EEEENT:

<cas:serviceResponse xmlns:cas="http://www.yale.edu/tp/cas">
<cas:authenticationSuccess>

<cas:user>zhangsan</cas:user>

<cas:attributes>
<cas:authenticationDate>2021-11-17T01:37:52.7297</cas:authenticationDate>
<cas:longTermAuthenticationRequestTokenUsed>false</cas:longTermAuthenticationRequestTokenUsed>
<cas:isFromNewLogin>true</cas:isFromNewLogin>

<cas:role>admin</cas:role>
<cas:organizationCode>10000</cas:organizationCode>
<cas:name>3Kk=</cas:name>

<cas:userName>zhangsan</cas:userName>

<cas:tenant>******</cas:tenant>

</cas:attributes>

</cas:authenticationSuccess>

</cas:serviceResponse>

CAS3.0tMY P E RS EukeA:

BHE KB | ¥R iR

name String | BPH&. BRR /

userName | String | FHFIKS BERKS, SRZSEOF
username 22—

tenant String | #&MlAYdomainld 5E£#Z 0+ R9domainld

role String | HFPAE user --XRAF, admin-- (KER
=ER

organizatio | String | £H4AH1}a4RAT 5RZEOForgCode2—HHY

nCode

FESREEO:
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BOIFZEHE (CAS3.0)
URI: GET /api/v1/cas/p3/serviceValidate
Query2#{
2% =% SR fER
format & String Moz A P{E B A9
U, ANEEXMLEN
JSON,
TR&{E: JSON
service B String N ESERH
ik, wimShA
CASECEFRIN A
EliFURL—E(URL
)]
ticket 2 String iR, INEERIK
BYAYService
Ticket,
BRSH
7o
TR S%
7o
BRI
GET https://{domain_name}/api/v1/cas/p3/serviceValidate?service=https%3A%2F%2Fexample.com
%26tenant%3Dxxxxxxxxx&ticket=ST-eYIKs8FrLCltwRwWfm8AiwCxmQ8gAL...&format=XML
—H—Ab
1.2.11 EX§gehFHrdzEO

1.2.11.1 OAuth Zi—&FRHEIAIE
FFwebihOAUthEFINEZS, AP ERIINSE—SSHNERE, SSRNE,

URI

AP ImRY < B IR Z M A E R

GET https://macroverse.huaweicloud.com/unified-login/#/portal-login?

ind=UNOP&appld=
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IERSH

2 1-15 Query 2#{

2% EhWIE ¥R R
ind = String EEfE UNOP
appld 2 String ARESMEIEER
FRC Bl R FRRTIR
[ElRYappld
BRI

GET https://macroverse.huaweicloud.com/unified-login/#/portal-login?ind=UNOP&appld=12345

AR S4L

RS 302

2 1-16 IR Header 2%

24 SHEE |k
g!

Location | String | INIEBRERMKIN, EE@MNIE, Fl: https://example.com?
code=z2D.. &tenant=123456

i Pz~ 451
7%, MNAERNHE.

1.2.11.2 OAuth 3£EY AccessToken
HAFwebimOAuthZFIAE S, ARPERKEIGIEILER, SaaSiksEzEAIIGETEIiE

HRENFH P &iEtoken,
URI

POST /api/v1/oauth2/token
BREH

2 1-17 FormUrlEncoded &%

2% EEY éjﬁ?é fifik
B

String | NAIRIR, FMNARE, 72E8RYClientld,

53

ali

client_id
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R S4L

2 BAY | SEEE | #Hik
ik B
client_ se | 2 String | NFAZ$H, FMNAR, S ERIClientSecret, (%
cret ZERYBASY)
code = String | 121X, INEEREEEKENANENAE. (codeld
{XAl{ER—IX )
grant_ty | @ String | $1XEEEY, EE{E: authorization_code,
pe
redirect_ | & String | [BlABLE, (FARRFRESAYEIREMBIL
uri
BBl

POST {domain_name}/api/v1/oauth2/token
Content-Type: application/x-www-form-urlencoded
code=z2D..&
client_id=NzZeWuiJa91dPSRdZQChMazlh13AW...&
client_secret=******_ &
redirect_uri=https://example.com&
grant_type=authorization_code

% 1-18 IKZ Body 2%

24 SHE | R
g!

access_tok | String | {EINERSS BIRELAE =5 RFIRIHITCHE.
en

token_type | String SRR, EE(E: Bearer,

expires_in | Long HESERNEMER, LA AR,

scope String BACEE .
refresh_tok | String refresh_token String RIFTSHE, BRIAGRE, BIHA30
en Ko

error String EIRER,
error_descr | String BEiIRHER,
iption
(MARL
refresh_tokenB 3 HAIR B hitbaccess_tokeni<,
N Rz~ 51
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% 1-19 KRS8
RSB ik
200 BRI
400 BKRER.

KZE&88: 200
iSRRI o
i

{

"access_token" ; "rirRt
"token_type" : "Bearer",
"expires_in" : 7200,

"scope" : "get_user_info"

}

52
{

"access_token" ; MFrkER
"token_type" : "Bearer",
"expires_in" : 7200,
"scope" : "get_user_info",
"refresh_token'" : "xxxtt

}

RZSES: 400
EKREEIR

{
"error" : "invalid_grant",
"error_description" : "Invalid authorization code"

}

1.2.11.3 OAuth ¥t Access Token
HFwebifOAUthB FINIEIZE, SaaSIRSZ2ERIFTHA  token,

URI
POST /api/v1/oauth2/token
RS

2 1-20 FormUrlEncoded £&#{

2 =RWIE | SR | R
client_id 2 String MNMARR, EMMNBRE, 7BEcAIClientld,
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RS &

2 BRWIE | SEEEE |k

client_secr | 2 String NAZSE, EMNEE, 2HEchY

et ClientSecret,

grant_type | = String 1ISIEERY, EE(E: refresh_token,
refresh_tok | & String RIEF<$ShE, $£EXAccess TokeniEOHR
en @,

BRRA

POST {domain_name}/api/v1/oauth2/token
Content-Type: application/x-www-form-urlencoded
client_id=NzZeWuiJa91dPSRAZQChMazlh13AW...&
client_secret=***** &

refresh_token=****** &
grant_type=refresh_token

x 1-21 RSB

RSB R
200 BRI
400 BKREIRo

WR&ERS: 200

% 1-22 [IK Body 2#{

e SHRT fR
access_toke | String ENRSS 2SR EIAE =T M ARYIAIEISHE .
n
token_type | String HIDSHEREY, EIE(E: Bearer,
expires_in Long BIESHENERHEE, R ARA,
scope String BRCEE .
refresh_tok | String RIFF<$hE
en
R&ES: 400
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% 1-23 [ Body 2#{

2% SR R
error String FENRLE,
error_descri | String EIA
ption

ma Rz~ 451

KREME: 200

BRI

{

"access_token" ; "rkERE
"token_type" : "Bearer",
"expires_in" : 7200,
"scope" : "get_user_info",
"refresh_token" ; "*¥xxkxt

}

WR&S: 400
IEREIR

{

"error" : "invalid_grant",
"error_description" : "Invalid refresh token"

}

1.2.11.4 OAuth FEEFER
BFwebixmOAuthZFIAIEZS, SaaSIRSERREVAEtokenf5, RIEAFtoken3kEY

URI
IERSH

FRFEMER.

GET /api/v1/oauth2/userinfo

2% 1-24 53K Header

SHE

%S

28 BRWIE
=
=

Accept

String

W M 25
{&: application/
json,

Authorization =

String

INIERER, &:
Bearer
{access_token},
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RS &

=8 G

GET {domain_name}/api/v1/oauth2/userinfo

Authorization: Bearer *****
Accept: application/json

% 1-25 K&

RS ik
200 BRI
401 TAIESRI .

% 1-26 I Body 2%

2% SRR | R
id String FBRID
userName | String BrR&
name String (=
email String HRFEbIE
mobile String FN=S
error String FERSEEY,
error_descri | String HIRmIA
ption
role String =]
organization | String LRIAZTR
Name
userld String FBFid
organization | String HNGRED
Code
projectNam | String FHPER
e
tenant String fHRid

I Rz 7~

RZSFS: 200
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BRI
{

"id" : "20201029190841785-CB37-8BD36B...",
"name" : "test",

"userName" : "test",
"mobile" : "12345678901",
"email" : "123@example.com"

}

K&ERS: 401

INEERM
{

"error" : "unauthorized",
"error_description" : "Full authentication is required to access this resource"

}

1.2.11.5 OAuth &4
BFwebifOAUthBERINIEZE, APREY.

URI

IBREH

IVES '}

GET /api/v1/logout

2 1-27 Query 2#{

2% BRWIE | SEE |k
B
redirect u | & String FHRHENEE@EIE, MgENBEER
rl T, FEFEHITURL Encode,
=8 G

GET {domain_name}/api/v1/logout?redirect_url= https://example.com

% (=P EERNEms A EEEE N )

& 1-28 &5

redirect_urlittiik .

WSS R
302 AMANEERZIBFRERIE, NREEredirect_url, NHEE

1.2.12 SaaS EEERmEATITE
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1.2.12.1 B£E Saas 257753 WEB ZF<fITiE

EHTFspring boottdiZHIweb T2, R EsaasKimWEBIRERAVRAEI, BINRIES
SERXESaaSHEFTTMWEBERTHITIE.

1.2.12.2 SaaS ERERENRHTIE

EHTFspring boottdiEfIwebTi2, BEISVE=RIEAMSaaSErR mITEE A ENEF
EORGMREE, BiRESESaaSEmmiENTAITE,

1.2.13 E 3§

1.

~RE RS LURMHIF [ IRIRSZEEAIPHBLEATEER, LARRIII/IOIRRE?
ZREXIIMAEIPAREER, FEItARREERIPHBLE,
EOENEmIAEr= it 2447
Sl R R ARER A ZEERILHIEAIMLE, FRIAEAMBUEFNkit R
MBI BERIEE—H19E
a. BARBBRMNEO(getizR), BiISHactivitylIERIRFIZ2MEOERESH
EERSREORR)
b. KITRIREAMEO (postizsK), EAF I EEBEIHHER N EEFIREZEKX D
B EORSEIE (BAS IizOmA)
EERANEREHESHSHEHE T, SNMEOZSRENEEEEFRIEIRER
I, N EOERBERIRF
S il e BB ST (FE IR SN I R A L ?
ALASERNSIAEIOEIEC . SIBNEEIE. WHEES, BRAHE AT
WRBIBIERRIN AEIE, FIERBERRIN AEIERNAE AL IMERIt it
EEO. SIZNBEEIE. NEER,
SEENEREENE BN O S/ AER?
httpstXE kiR S2443,
AR ZdomainName iz ANEES? A{aEAt?
domainNamefEZEIENRHMXBFNX, AIME@EIES,; ELhrA9fERREEO
F, domainName2z=@EDEH, TRETNEHME, =RESRLSHEHPER
ZEEMN, ARFTEFEHEFIDAHZAIXIMAKZ; domainNamefIE R ERIB
SNERE
HPRSEOELE, BRKEIRIEIEAHTA D Tinstanceld. orderld=Eg?
FRFPRSEZEOREIRN, AFREELMTRER, FILIXANZERE RN
AESIRELIVIBRIER, mEELTREASENNSEE.
N AR BRIABINEI4ERL?
BERIKE>=3072bit, ZHAENOPKCS#8, FZEFAHZERD,
N AENER-NARSEORAL RIS E iksecretiBHA?
ZFimsecret@NAIHMEBES , REREESAHE (EHIEIR);, LA8ER
BB NEXIsecret IIZELEINE, NHIZKEISRIBXINAIFAIERER, BERE
RATEHESHE, WEZMID. (tLINREmESOtest, NZEEZTALabs, {kf#
RIRRLEZE R testi AL )
EOENBEE LM EMARE?
a. EFPLETHESARINEKEIERSH, NRSENESELRIATES
HturlRBIEREBERENE"R);
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10.

11.

12.

13.

14.

15.

b. ETL@é*%resultCodeET =N1T0; IREIEERbodyEZATkeyBISRENEAR
=X0Y, THEEEERIHER %kewtlmeStamp, RZFkey, bodyEjsonFFF
B8 {resultCode "000000","resultMsg":"Success"};

c. ATNERERBI, EibodysiFEresponseE:
response.getWriter().print(body) ; AEEZreturn—NIIER;

d. BENMROEOAZEASEOEXRIREFE.
EORMR RS AR EAN?
a. AEOERIER, kAN EROMIRISEEHIETFRR
b. EWEIEkREHE, HEEE THREZRENEFTEHINERER(NBRSE
AOFEE TEATAERELN)
KEKtHNAMEOFARHESRESHIE
a. SEx:
i GIENASIENMESAR(AFRES, 2.NEBRE, 54A848381ES
(28) 1 =1MEOSKERSHE;
i, ﬁ}iiﬂﬂiﬁﬂtﬁ%ﬂ’ﬂHﬂ‘ﬂiﬂﬁ%{&ﬂi%T%I‘Xﬁﬁ}ﬁDﬂ%iiﬂﬁ%*ﬁ?&%%ﬁié“
b. ZEZxM:
i NAPEENNMMESEAR1EARES, 2NERY, 548458016
(28) 1 =1MEOSKEFERSHE;
i. %éﬁéﬂlﬁﬁﬁmﬁﬁﬁEl’\JHa‘ﬂsz‘eﬁ%{&ﬁ_\'ﬁﬁﬁ’&ﬁ5}%[!4%%2%%7@9&
R IKIF;
iii. SPEfRAREXTALR TER JAREAMESEB{4.AER30IE2 (B2))
— R XS N AR IS R it 2 E—aINS?

NAZEFRIE RISNBEIEIESH, BxReIZENS MBI RAIN SR

WERSH—, FTEINCENNAINE, ZiBtERRPNGE—ERERER

RINEEEMRIFRMUE, FREWEEKE, JERBtokenFluserinfoiz3k

BRIZEFRAPEER.

EFRENGRE tokenZ IR BILMUE A 13?

$REVtokenf9#EZ ObiFE{domain_name}/api/v1/oauth2/token; ZIZHREI=

PNENSSHIAET:

a. domain_name: %%, FHAFRLEOPEETZSH, BidtenantEEIXTS
NAYE, AEFEhttpstiMyk

b. clientld: NARZEOPEETZE, BidtenantidflappldRINARILEO

FERININAIclientld; appldikKERTILAEN BEIHREEEHRE, NAE
ittt fEE#H Eizappld, :‘Z%Eh:’fﬁ?)%}zllﬂlg‘%la‘kEI’JﬂEthZKHBHBQEJ‘appId

c. clientSecret: iBiERclientld, TR EEEIFABREEREENX
AAKitE MBI EEIR N AR LTEﬁLﬂi’,ﬂt’E/Ab’?

BRI N RHERRIEF e, B EXAAEE] RS FEIEZRI WA
FRINRIZRG), BEIEHER—RRERREIIR BN , ARLFOEN+-
20 (BT NARSEOSHINE, HRSHEHANEERSXEN ) , FEE0
EENEIN . EENEATINERESEERTERRRINEEEE, WARWEO
EREEENHRE T IINITD=

B mA et SaaSEI REEOEAT?

AR mAmEERMEARIRAN, EHWEAOEESBIINASENIESR. Fll
REOARDEERBINY, EREZSRESERERRERI .
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16.

17.

18.

19.

20.

SER M 4R E AR SEERMUWEIFE R RO L MEREE (BAFILflinstanceld) B4

7

SEAEZFMBENTEFRESED, QIE—SNXNAEILE, &MINANE, S

KA THWZEORSH R, FEREorderldRERBTEB/XIMAY

instanceld, MNREENAEBHER—IEREEN. (IREHTRRREE

MRS ERHWED, WRRRABEEZEINZITEinstanceld )

— Y LEZappldiE?

ARABHIRHMEREEEE—KNBEYE, Frl— 1 EmREREERIR—" appld.

ZHIECEIE E2RdSaaSEm, ME LZRECESaaSEEZRINE M EFHRAEKE

SaaSEEHFEEMUE—Em?

IR E SaaSEmAREZ BINE M E AR, EEEHOE— I HNER. =i

AHEERR, HFRMMEXCERR: SFRnEEtIERmRER.

EAT RN BN EESEO B2 RIBNIKSHF SHESER"

BROZNBESIER, SEEREARIBEIEUR, EASKREFAMEE, Frld

HEEERIERFIREEFENPLIIMEERI TR,

ENkSReamLt, 2EaRE?

HikSAEREuserfladminBNMNEE, AABKERNAECENTEFEEAR

—Hin=, FFUEIXARKEXFRHEE . KETUZRXFHEHAEKSER

;EE gg%ﬁﬁ%ﬂﬁﬁ%@ﬁ . BETENERIIXIBALRHIIRUAAIAE
REB
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2 BXE License SXEmENIER (2.0 k7 )

2.1 AR AT E

2.2 BN

2.3 =EEFREEOREIR
2.4 BRBENZEOMIA

2.5 BREAZEORMGITIRE

2.1 BRI &It

EAUEE AT REEEMEENRMETE L LicenseIFANEN ST, BT IEAAIREI
ZIRHRIR—Eas RHAEIE

SEERAT N EWIAILicense FRER —MENGD, FHSEINGMEEHETRE ‘&
N=EE>EMLRFE>RIFFE" RHE.

RFREENEE, TEdESF (SEERRTRRIEHMNRRERAFIES.
License®HMIEN . IR TEBERRT ) HESRIGEIRMEZR M .

AXERAR A RIS OPHMENED, WIHEBNEENE, FABER
AETERAIN A o

P {EALicenseFHIIIES, LicenseMGEEEBIFEAR =G OB IECOLATE
EUSHSRIRESREEN, TR RS, LM EERMAFERRSISEFRIE=
AR , BREERFPEEEEDESISHIIEATE .

S B DR =i
1. 3RS
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'H;mw: P ]
3 BT

B F% SRRERNBETAER

5 FAERLicencetzis

- >
Ha->—o

1 REmX

2 BEE EERHIASE

J [CeenseRB R ARR AR B ERERS [N
[REEREEREREE D
RIBRAIE: G SRR raEaE

e e T T S
e S N

pREL i

o

1 FEEE

T eesmEsum §
AEEEgEassEl

jgu
2 FFLicehseti: o

o 3 BEBOHR
-

U ERENERSIIEEES

‘L\:ensEi’i#&iﬁﬂ?ﬁiﬁﬁﬁﬂﬁ%ﬁ}%&ﬁ‘:&% IL‘

| (RS Eal e E e hS

| FETReETe R R SRrEeEEE 1\

WIS EEREE ISP R e

| [FECAIAE SR S ARER B S

;
= ! !
= ! !
§ L EORNMEEI SRS AR T IS
i % BETEERErEn
2 E%Liaeiﬂse&é#
O :
: il 3BEBPER

U EEETISREAEEE
R | |Licenseskcf i mmism S Eais s

| [ EE e N
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=

= !
§ | 1 EAEISESTREREEE
| % EEmmsmmEen |
] L]
2 (FFLicenseskis ol
O ! i

! L 3 ERB LR

R EENAENES NNES ERESNRSS US| [RmnE EEETEssEE
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6. FEESR PO SN AT 0

7SSO A bLicensef ik

8 ABEEE AR BB

Q.Ei%EP'DEFgETQEF}%DW < |

BRI T :

EBAEZ=EE, RARSHS (AIEEEHRR) -
ZREIEE AREZABNRRER.
ESEFEORSSE, REANEANERALEZO.
FEERPORIFENENG,

BLMLIEAS, A= SIS REO .
EERFPOAIERENESEO,
FEEFRPIDRIFEAfLicensefm, 1REIREELicenselSiiL
mAEEE AREESEEmAERI.
FEERPOEBEBREFEOENER.
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https://market.huaweicloud.com/sellercenter/
https://console.huaweicloud.com/marketplace/isv/#/console/produceAPIs
https://console.huaweicloud.com/marketplace/isv/#/console/produceAPIs
https://console.huaweicloud.com/marketplace/isv/?region=cn-north-4#/console/publishProductSec
https://console.huaweicloud.com/marketplace/isv/#/console/produceMsg

ENIEE
EANIEE 2 BXE License X RIFNIER (2.0 kA )

(MARY:
EtELicenseZ PSS NTISE ( LicensekBRIENSTES: (2.0) ).

2.3 =EIEFRGEOMA
2.3.1 =ilEFREEO R A

Rz A fhLicensefZIIBEmAY, FEEEZRPORBMRERGD, AEETRWE

IN=EEF R
(MERIY::
RZE RS R ERS OBMENA- MEOMINE, AILESRPOEENTIZNEBAIEE
IWSHOBREINATS .

2.3.2 EOERBIE

2.3.2.1 EEAE
HHEAPIFFESRESTful APLZITHEIS,

RESTNRIRERIAEMREN WL, HHESLRIZIEAHURI (Uniform Resource
Identifier ) FTE, ZPiRAIMFAIEIZURL ( Unified Resource Locator ) SKEVEIR .
URLAS—AEH&TCA: https://Endpoint/uri,

URLFFAISHRBRAI F R

28 R

Endpoint | WebfRSS ANOSAIURL, =EIEHIENdpoint)y
“mkt.myhuaweicloud.com” ,

uri HREER, BIAPHEOEER . MEFREOAURIEHRIREY, #1a0 “v1.0/
{partner_id}/billing/bill-mgr/push-usage-data” .
Heh, urifRIBRRRSERE T :

R “partner_id” fRiR, FRIZIZFORGEERSIEXE (BXR) B8
AYAK/SKEE TokeniE .

HLRRZEORBHTTPERINY, BUTAORSEG:

B RIR AN R IR SZ{EISONIR LU TF-8 /£ 4R 1D
IE{RZERIR R AApplication/json,
AESEIEHEAR PRI ARTRD .

B ERS AN S S IER S —HUTCHE (GIENER ) , LA
yyyyMMdd'T'HHmMmmss'Z'

HEP; HH:;.-B.-IEEO'237 mm*uss:;FBFZEEO‘Sgo

A w N =
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https://res-video.hc-cdn.com/cloudbu-site/china/zh-cn/marketplace/support/businessuniversity/license2.0.mp4

ENiSm
ENiSm
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2.3.2.2 #F#OFRARE

EORABRER:

1. ZKBYAK/SKIAME
BREOR], BIREUSKIALE, FBANEFRIEBERE T —SF0GEEFR, #1715
TR, SLINERADIAIE .
EREORBAK/SKINEAR .
AK/SKIAIE: @IZAK ( Access Key ID ) /SK ( Secret Access Key) INZERIEK .
BITAPIMX A T ERS AEBKET, “IUFERIAK(Access Key ID). SK(Secret
Access Key)XHEKiFITES
- AK(Access Key ID): 151a)%$8ID, SFABIHRIZEHEXBAIE—FRRR; 150

ZIRIDFIFAB B A—(ER, XERHITIIERESE .

- SK(Secret Access Key): S5ihiaZ$BIDESHERNZEE, MiEk#TMERS
B2, IMRRKRIET, FiLEEREIER.

2. MEBRTE
BRIBRSEMEBT KT E.

3. AiEiERK

4. REHTEEIEAL

2.3.2.3 3XEX AK/SK TAE

4 AK. SK

EMHABR-EE, fEEEERALAN ‘ZRPL” , BEAZRPUES.

S AR =& XTH BRs%. HMIERe BHENv  Behd.  SEAR Q ;ﬁ;:[ Oz
A5
pw
mitm € =
SALH, BRCRRRNG Q D\ p
sS\te 4
o T wEYf
( omwm ) ez z

BENEALANARS, EMSIRPRE ‘BT , HA “BRBE" &
Ho
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BEXEHE c]

Q
R RESH @5
B BETARSES FCS TIERASE HECS FERESE BVS WP AS TEREVS
A CBR [EHFNSE VPC XTI ELS SHEATIP EIP
AR RDS
WiFAR

L4 PENEANSAFR ‘SEHEER" , #A “BEZR” R,

*hx @ s

FHIE HEEE @

APIEIE

O wnIEEitE, SERAIBHENR,

O TEOHTEAEEE, CRRRIS RGNS, TRES
© FEHEEA SRR NI,

BIEESAD = & = WwE = ClEREE =

SIS S “WHAEER" , HA “ENEEAE” NE.

hEER @
4 3 Y X
O n=pasmts  PUSHIAER BRI,
© EEanHIEAE O FTREEEES, RiISE R AR
BOIANE, 7EESERES IR, FRa -
| owmrEEa | e,
BIEAD = ]

6 MNTEWIED, Bk HE , THEY, BEERE.
-

IAM RKSHUR
IRZIAMFAFHak, sk, EEBERERSHM “HIZHE " R
1. BREHFIWS, 5 “G—SHINERS
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https://console.huaweicloud.com/iam

ENIEE
EANIEE 2 BXE License X RIFNIERE (2.0 kA )

IBRTZR T
BE= NN ERTAPIRIBIDERZITEZIANIE,
EZRRES
1. THAPIXEZTH,
BRI TEE, BETHNEED.
2. flEjavali2, EHEELKRAYjars | HEKEREEF.
(1 588

BRI IERESERRAAPIRG.
ORI EOBERSEELATSE TE:

reque

re
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https://obs.cn-north-1.myhuaweicloud.com/apig-sdk/ApiGateway-java-sdk.zip
https://support.huaweicloud.com/devg-apig/apig-dev-180307002.html?agencyId=5eee0c079ae44430b58a851530b6b636&region=cn-north-7&#section4

ENIER
ENIEE 2 BXE License KB RIENIER (2.0 hrA )

2.3.2.4 MiEEKGEE
B MNERBEHTSOER, PSR BRT. BREEL., BRE(TE) .

BT
BRITU—NEERSL, USESH, EHEIEEERIURIFINMYAINRA, &0
T
Method Request-URI HTTP-Version CRLF
e Method: ¥REKEZE (FMEREERNKRE) , SNHENEERNT:
- GET: i53k3$KkEXRequest-URIFFRIRAYZRIR o
- POST: f£Request-URIFTtRRAIEIRSHINIFTHIEIE o
- PUT: 1BKIRSZEEFE—NERIR, HFARequest-URWEAEIRR,
- DELETE: 153KRIR532EMIFRRequest-URIFRFRIRAYZIRE .
e Request-URl: 2E—MA—&ZIBEIRRG -
(MERTY:
ALIEUVRIGER 2’ # ‘& HINFARNEEIREES . URIF “{3” FEEHRAZTHIURIIS
#, Hf “?7 ZEINESSRIRESH, 2RSS 2EISE . HTTP-Version: FRIEXKAY
HTTPIMYARAS o
o CRI)_F: FREEFET (R TIERLERERCRLFSN, RATFHIIEIEAICRELFE
) o
BXRIEESL
B HESLRE TG, S0 KEh—NMER . BS (¢ )FNEESERK. BRasi
AHEEREHESLSH,
IBXRIENM
LUSONFEREEE, ERNEEEHREDRMIKkey:valueler . HTTPIBERAIIESET G A ERY
URIISEBARRINVRFERFANEFER
2.3.2.5 &gk
HE=MAR A UETFELZIFAEKBEEAKRER, 25A9:
e CcURL

CURLE— ST, BRMITEMURLIREINEEE . cCURLZTEXHAIZ
HTTPE %, BILURIEHTTPIERGRS IR, FHEKIIMNER . cURLERTFEO
@i, FFcURLIEHM(EEEZE Whttps://curl.haxx.se/,

o 7T
BIdmEAREO, AREKES, FRXMEERKER,

e RESTEPRif%

Mozilla. Google#ZBHRESTIRM T EIFALATNISG S EEF, RXLIEBEKEBES . £t
JdFirefox, &2 W Firefox REST Client, £t%fChrome, iEMChrome M_ER A
J8ZEREST ClienthzF,
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https://curl.haxx.se/
https://addons.mozilla.org/en-US/firefox/addon/restclient/
https://chrome.google.com/webstore/category/extensions?hl=zh-CN

ENigm
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2.3.2.6 e SN

RIS KERRE, RSIRE—THTTPIIALES
N tEREA=NESDER, o2 WET. BRIRk. IWAIENM.

ISATRZCAN T

HTTP-Version Status-Code Reason-Phrase CRLF

e HTTP-Version: T RIRSZEEHTTPIMXAIMRAS .

e Status-Code: FTRARSSERA[EAINDRARSACET .
WESKRIBEZUHFEN, F—THFEX THNAIER], BERMEEEEE:

Txx:
2XX:
3xx:
4xx:

5xx:

ERER, FREREEK, 4rREE.

A, FREREMIEI . B, B2,
BER, BMIBRGHTEE—SRIRIE,
EFimtaix, BRBIEEEIRIIERTIEL .
ARSSRimtEIR, IRSSERARBESLMSIZRIBK.

e Reason-Phrase: FRRIASICIBAIN AEIA

[DIVESS

MR RYH B EASEER F S UM AHNAGE RS PRI, .

e Sz TE 3L

Na Rz 1E 32 /) SONKETLHISI A o

2.3.2.7 W&
HTTPIaRARZSAE A0 FERAR o
KE | B Ei=fSisiAA
i
100 | Continue PREFIEK
XGRS IR AR EZ Fin, BRISESIE KL IR
SEEI, BIRRIIELS .,
101 | Switching TR . ReetIRRIESRATIMNY .
Protocols BN, EIEBIHTTPRISRER AN .
201 Created BUEERANBE R/
202 | Accepted EEEZIEK, BRGESHK .
203 | Non- EFREE, BRI
Authoritative
Information
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RE | RS el
5
204 NoContent BRZELEIN, BRHTTPIIN A SIEMIK
12N SZOPTIONS A ZRIHTTPiEKAHR IR ZSHED o
205 Reset Content FEANT, RSBELERIN,
206 Partial Content | BRSSEERKINIB T &R GETIEXK o
300 | Multiple Choices | ZfiE#E . BRNFFAISFEZSMUE, HNAIRE—
MNERBSFHESHURFRB TR KR (FI0: XS
28 ) %R,
301 | Moved KAFER, BRAGERSHKARIFEEIZEIFTAIURI, X
Permanently EEESBIEFAIURI,
302 | Found R IEAIFEED o
303 | See Other BEHTHIIE,
{EFGETHIPOSTIER&EE .
304 | Not Modified FrEREERFKIER, IRSZFREILIRSIBAT, AR
[EYFH TR
305 | Use Proxy FraskaySR R IuEI IR .
306 | Unused EERWEZHIHTTPIAZSA .
400 | BadRequest EEIBK,
ENEEERZER, FEHRZER.
401 Unauthorized EEFIHRMAMNEEER, RENZIASE, RHERSIH
B E PRSI EEAREREIEE .
402 | Payment REBIEK,
Required
403 | Forbidden BREIERIAE .
RERZIRERD, RIPERAEBIARS R, BIRSIRAS
BIRERFIEK, (ERIERHMESHNERE, RZsEK
W B HIEMIAIE, BINEBEXIZIER, FEHRZ
=5
404 NotFound Fra R R R EE,
ENBEEERZEKR, FEEIRIZIBEK.
405 | MethodNotAllo | IBRPHFEIZFBREAZIFNGE.
wed BVERBENEER, FESRLERK.
406 | Not Acceptable | BRS3=8EZRIEE PiniaKEINSIFETHIER
407 Proxy BRERIEBISMIAE, 540122, EiEkENY
Authentication {FERRIEHTIEI
Required
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RE | WL FEIRASAE
5
408 | Request Time- | BRSSEEHIRIBERAT A ERBAT
out EPinET LA BT B R RIS R T B T ES -
409 | Conflict ARSSFRTESTRIB KA R 45
5@124k 5, %EE%PI#‘E—ZW@ULE’J EEFE,
S E AT PRIEKREFIRIEARS %)S‘ZTUEJZO
410 | Gone EFiREKRINIRBECSEARFE.
IRENZARSAS, FREBIFEKRAVRIFESHEKARER
411 Length Required | BRSZEELZMIERE Fin&IXAI AT Content-LengthBYi5
KEB.
412 | Precondition RHEEIERY, RESERFBEERETERPIREN
Failed Hep— 1 "alie R
413 | Request Entity | FRFIERAISCRIT K, BRISEELIEALIE, EULIEEIS
Too Large Ko AMFLEZEFIRHNESEK, RBEOIRESXAE
. IRRERS=RE E]‘?ﬁii%ﬁ, LJA@.E—A
Retry-Afterf9NmR{S £ .
414 | Request-URI Too | iERAYURLIHE (URBEEAMILL ) , IRBETELIE,
Large
415 | Unsupported RSS2 T EIEIE KT AVRIARE T -
Media Type
416 | Requested range | EFIRIEKRAGEETLT -
not satisfiable
417 | Expectation RSS2 T L H B ExpectiUiBERLEE o
Failed
422 | UnprocessableEn | i5KI&0IEHS, (ERBTEEBNEIR, LA,
tity
429 | TooManyReques | ZFREBIEKEBH T & FimihalsuRAIPR ST E IR SS imiz I
ts FZT et IBRNEK . BINEPimiZEUELNAYRetry-
AfterEEB, ARSFFZEMEENNEEEEA.
500 | InternalServerErr | RBAARSZ ImBEMIERIFIDE], (B GEIEMAFRYIBE
or —.}zo
501 Not RSB EEAZIERIIINEE, TiEFTHIEK.
Implemented
502 Bad Gateway ?Eéﬂ?é:ﬂtfﬁﬁﬁﬂﬁxy am }‘Ailﬁdﬁﬁﬁﬁ nn;ﬂuQ:EtUT_/\
%X&Efjlﬁ—.}zo
503 | ServiceUnavailab | #iEKHIIRSZ TR o
le ENERERRER, FEERER.
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B

IS

Hixa3iAs

504

ServerTimeout

BREATENIRERTIETR . ZFIRXIENISKIEE
H8AT ( Timeout ) SHATSBENZITL .

505

HTTP Version
not supported

ARSI AZHISKAIHTTPHMYAIRR A, ToiESerit
S

2.3.2.8 2B TIEHS
EZREITIEESE ( AK/SKIALE) .

2.3.3 2%

2.3.3.1 NLEKREESLSH

& 2-1 REBERERL

B A 2Rk | =l

x-sdk- | IBRAURERE, BIA: & 20160629T1

date yyyyMMdd'T'HHmmss'Z', {EFAAK/SK 014597
EERHERIRARIGMTHYE, IAUERT #4558

Authori | EZINIEEE B -

zation | i RETERESLER., FEFAK/SK
BEEERETHE. AR 1%

Host BRARSEEER, MIRSAPIRIURLPSR | & mkt.myhuaw
BY, {E9hostname[:port] . imOfREHHF {EFBAK/SK eicloud.com
FBEAARIRO, httpsAIBKIAIR 443, GIERT 415

Conten | RIXHISAAIMIMESEEY, = application/

t-type json
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https://support.huaweicloud.com/devg-apig/apig-dev-180307021.html
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ikl

THEZTERFULIERE, HttpClientDemozEtdiErequestissk, HPEHNSHFTER
EECIRF R REOMEEE:

request.se y )

requ

request.setBody(

keyFlsecret E2(FHMRBE CERHIAK. SKEiE; i&KkmethodAPOSTIEK, urlE
IRIESCIRIE KRR,  “Content-type” [EFIREN “application/json” ; BEXRIK
body ARSI ERSEL (jsont&=t )

2.3.3.2 A HIPRGEESLSE

& 2-2 REERNGHRSL

B )% ]l

Date HTTPIMYAREIRSL . FmEEAIXAIETE], BFiE | Mon, 12 Nov 2007
AR TR rfc8227E N o 15:55:01 GMT

Server HTTPIMYAREIRSL . BT IRSSEAFRAEERK | Nginx
RIHERE o

Content | HTTPIMMAREIRSL . AAFISEASLRIENHIKE, | xxx
-Length | AFBHRFENHHEIHFRER.

Content | HTTPHMYARERSL . AAFISIARIXEHRIMERISE | application/json
-Type IRIESZRIIRIREEY

2.3.4 #EOFE A

BEOTEN, IREVIRAARE, W=EEFRIEBZOSFRSHY, NEEIEZOV1.0
hA<, EURIJ9: POST /api/mkp-openapi-public/global/v1/license/activate, TE#%
FMEMET, ANERIZIZROHIVARABZAIV1.0, HURINIZIFEFAE, BOBRIESTE
B, NBRZEOLUAFHFBNTE, W=EESELEONVIRE, NHFNARESE
CARYURIZA:  POST /api/mkp-openapi-public/global/v2/license/activate , TEFRIEBEEN
EOEBARSENHEDIREIFTVIRABAPIZE]T, RVHRALIAPISHERIFEIA,

A EE

EEMUTREIFEMEE, BEOERARIEEHIIXLEERF0ETE,
EOERG RS EMRIERS.
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7 2-3 TWEIENGAR

IR il FEMEN

IEREREN | #EORSKBEEPEM | o
AERVRIAS | ANERYBASEH

#
IAGERLEI | IWALE SRR EIRS ERBERTISONIERRT, HFERIE
REIZE R, FARIREIXYRIE | JSONBITHISEENE B ahiEkeiuisE 2
. 1@W%ﬁi%ﬁ@iﬁ%iﬁﬁ@ﬁ%iﬁ%t%bﬂ%
MERIIEI .

I ISIEIE] EAWSZsT R, & | BRAHFEENCIEEIREEBAI

MBI FHENRES. | &, S ERIEREM SRR

2.3.5 #EO%IF

2.3.5.1 BiEENEE

ThREN A

URI

EKiHR

FAFRISLEXELicensemfa, ITRHARSKRERE, EHIR™RLERGE, B
FRTLARERRINGD . ERFARmIGETE, BT Fad EFRISEMNIER
2€§§, Eﬁﬁ%iﬁﬁ’iﬂ#’éﬁﬁﬁﬁﬁﬂ, SHEINBHITEGEAIE, LR P ERRERIR
—SapEHIEE.

POST https://mkt.myhuaweicloud.com/api/mkp-openapi-public/global/v1/license/
activate

(MERY::
N #rhttpstiy o
* 2-4 B REH
2 2RY | 28 | BXF |k
pi BY FE
license | M String | 64 S
BREERSEIN:

FEIImkt.myhuaweicloud.com HTTPSIEEHITIERRIE, FRERBIERIRIE, MR
BB REEMIFAENIZREIERSS
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=8 G

{
"license" : "PLXXXXXX"

}
NaRLHR
7= 2-5 IR S E

2% EAWE | SR BRAFHK | iR

B
error_code | M String 16 R,
error_msg | M String 1024 ZERBR.
data O License

£ 2-6 License

2 =2h |2¥% |&mKX=F |k

W KR | FRE
license_code | M Strin | 1024 JsonFEF &, GBLUUTESE: statusikis
_info g (ALIVE-IEE ) . expire_time (iIHART

18 ) . product_id ( F=&gid ) . order_id
(T2 ) . amount ( SXBINIEE S
EMEME) -
=
Z&#expire_timeBYEROhE, FOIENG
SCREEIEER, 1BLUSHED OBE NI
OIRERASIIBRER

BT Rz~ f

HTTP/1.1 200 OK

Content-Type: application/json;charset=UTF-8
Content-Length: length

Date: response time

{
"error_code": "92020000 ",
"error_msg": "success",
"data": {
license_code_info": "{\"status\":\"ALIVE\"\"expire_time\":\"20230726121646\",\"product_id
\":\"12345\" \"amount\":2,\"order_id\":\"CS123\"}"

)
SRR

HTTP/1.1 401 UnauthorizedContent-Type: application/json;charset=UTF-8Content-Length: lengthDate:
response time

{
"error_code": "92020001",

"error_msg": "Unauthorized"

}
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2.3.5.2 RS OB

Rz TIRINBRAESS, BPEHBXERLicenseiXtHl, ARFERAMAZEO,

POST https://mkt.myhuaweicloud.com/api/mkp-openapi-public/global/v1/license/

INRENA
EHAMERNLERA
URI
heartbeat
(] ¥ B8
{3z $Fhttpstig o

iBERHE

& 2-7B5k2H

2% 2 |8%EE BK |#Hk
a7 B =R
W KE
ik
license |M | String |64 RS (FIEE X ES MG SRR 2SS,
FE4% Flicense@mttSRARZEO, &
instanceldBPa] )
heartbe | M Heartbe HEETIHE R
atinfo atinfo
(AR

heartbeatinfoJalsont8zt, ZHFH 78, mEESRIGKEkeyl, WTFELMETZIZEONRE

K, aBESFREYLUERTRIZES

Z£ 2-8 Heartbeatinfo

8% =f | 2# | &K | #k
KE
thirdParty | M | Strin | 256 | =HFRZHAFPHE—RR (KRERKEGATTLL
Account g KELZIRAFPE—HRIFRE, KSID. 8
SIEE
ip O | Strin |32 BB RAYIPHELE
g
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NS
ENiEm
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N Rz =

=R EIEAE

FEIImkt.myhuaweicloud.com HTTPSIEBH{TERIE, FREREZIERIRIE, MR

IEEAEESLMIAFMSHIZEERSS .
BRRB

{
"license" : "PLXXXXXX",
"heartbeatInfo":{

"ip":"192.168.1.51"

}
}
= 2-9 IS E
2 =AYk | SEEER BRAFFK | @ik
E
error_code | M String 16 ZER18,
error_msg | M String 1024 FEERIEE,
data (0] Licenselnfo
(REELY:

license_infoJaJsont8=, ZHH RFER, MTFESWETIZEANBER, SMNFRIEM, F

BIRITHRS

£ 2-10 Licenselnfo

2H G | B8 (&KX | #Hd
KE

status M Strin | 10 BRI
g ALIVE-IEE

EXPIRED-1ZHA
RELEASED-EF&I

activate_ [ M Strin | 16

HUERTE], utchdiE], A&

name g

time g yyyyMMddHHmMmss
expire_ti | M Strin | 16 iSHARY A, utchdiEl, RB=R:
me g yyyyMMddHHmMmss
product_ | M Strin | 128 BmEMR
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2 28 | 2% &KX |k
Wik | KB | 48
KE
product_ | M Strin | 128 FEERFRR, E—skuCode ™, AREEHAZEEIAY
id g product_idA[a] .

BN BMRAHEm, FE—DE, S5k
—/skuCode, BEEBE. BBME, S4B
N product_id,
iz
ZEHAIEERER LSRR, BN ZSRPOSERE
ESRNER TE, Pz mieErn 1B #
NFIBREE.

An] ViR ]l
HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
Content-Length: length
Date: response time
{
"error_code": "92020000 *,
"error_msg": "success",
"data™: {
"status": "ALIVE",
"activate_time": "20230519024731",
"expire_time": null,
"product_name": null,
"product_id": null
}
}

eS|

HTTP/1.1 401 UnauthorizedContent-Type: application/json;charset=UTF-8Content-Length: lengthDate:
response time

{
"error_code": "92020001",

"error_msg": "Unauthorized"

}

2.3.6 IR

* 2-11 HixB

httpiXZ | error_co | error_msg A

g de

200 92020000 | Success Ay

403 92020001 | Unauthorized SINEM

400 92020002 | invalid param BREBHAEE

200 92020005 | license code not ENRSIDAERE
exist.
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httpAZ | error_co | error_msg A
5 de
500 92020001 | internal error HE RS AEREIR
200 92020004 | can not active before | EGEFS & FSREY
user received.
401 92020003 | Unauthorized BB ESAE L (BB T2
ST )
2.3.7 APIGW [IEE1=A5

APIGWR KB IRISIESE ($EIRE ) .

2.4 BZFBENEROER
2.4.1 BHRIENZEOBA

Rz & fhlicensefZIBEmAY, FBEEFZORSHFE—IMEFED,
AR
o E—EMAME, HYNTENERGS (2%, ZH. BR) , RFERE— &K

FrEOMut”

o EPEBTHEMAMMING, ZBEHARKED (£5E7S) BREARNITIWSES, BR
BROFEEHEEE, FAEHTERROERMEE.

o EFWIAEmIIH, mEEEARZED ((THHiHR) i, BREREHNREEENRIN
13, FEHITERROEREE,

o AFITRIHGE, VRBEEFPFRIARE, BRKISKIRRASEH, FEHRERAAE
A3, {ERJLARSIT St T4e2%, LIRIKRMELER, MERFX I LicensemiRE 15KAVKES
Hi, FEFREHRRERFEE,

o HEFEMLARMEEATLT BB ARSI BRIERITEMmAY], ~rERNE WL
éﬁ;ﬁ:#ﬂﬁﬁﬁiﬁﬁ?‘ﬂ (BRUA=R ) B, AEREMMMPREEANEIED, FBHIITERER
-nfﬁrﬁ o

2.4.2 NEETE

2.4.2.1 3XEY Key &
B FEASZRPORNE,
£ BEAMNSH ‘RSHEE-RSHER -
£ ‘BRER NERE/IRBERKEKeyH.

e
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NS
ENiSm

2 BXE License X RIFENIERE (2.0 kA )

2.4.2.2 #EOFEK

BORAER:

1. %ﬁﬁ HTTPS &Y (443ix0 ) , WHARARMETF1.2, HRHEENETE
‘iIE o

N2t .

{ERPOSTARIRRIEK .

BEORERIFMIIERISONIE

Z—{ERUTF-8F154RE

FHAEE: HmacSHA256,

ZEENBERSFERESE, BRFERIEESS, REERIEREN
EKiBATATIE): 5s

© N o Uk~ WwWN

2.4.2.3 i53RIAUE5EE

EX

SRR

37l

=REER AR RIEORNSRIE—EMNHE R4 signature, FHEiEsignature
EIZURL PARAMSHIETURINZIURL E, BREREKEIEREHZRDFAIMNITIERK
AHITEHITEsignature, FES=MEIEEERIsignatureiftliR, TEERBIIKRIG
@i, WBITURL PARAMSIEIRIIS A :

2% BE |k

signatur | Strin | INEER, BE—ERIMNIHEREITERERE.
e g

timesta | L UNIX B5i8&; ( =R ) , BRFBERIDX N EES He1ET
mp EHEZEAEIZ60s,

nonce Strin | BEVZ=FHR, =REEERNEARNSENER, BRULUEIX
g X BRI B R IGEAPIER IS o

content | Strin | application/json

Type g

1. SREFLEIERF R, MN:

canonicalRequest = accessKey + nonce + timestamp + Lowercase(HexEncode(HMAC_SHA256
(accessKey,RequestPayload)))

1. RIERNSHEEIERFERE, ZiBsignature(d, #R:
signature = HexEncode(HMAC_SHA256 (accessKey,canonicalRequest))

accessKey ( key(d ) REUESE: IREIkey(E

AIZRIEIRE B REIE RGN T
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curl -X POST -H 'Content-Type: application/json' 'https://www.isvwebsite.com/Licenseproduce?
signature=af71****350189ffa81a95cc284379ebaa5eb61155c0x&timestamp=1666677988730&nonce=RLLUa
mmMSInlrNWb'
data'{\"activity\":\"newlInstance\",\"businessld\":\"*****\" \"orderld\":\"******\" \"orderLineld\":\"******
\ll,\|lteStFlag\ll:\llo\ll}l

2.4.3 E O

2.4.3.1 EFIENEEYES

#E5ER

iEKiHR

B LicensefmSLN4esE . REFGRT, AREIIZZOEHRINIFREER
HA,

o RFEETH, aEEBRAMKEOBRERNITISIEN, BREOFTEEH
Z8AR, FREEM=EE.

o BIXRFERFREFZOE, NITISSIEE, WNETELW, AIRESEIXRNEBIIN
RIRRFE

o HNEBZSREDAAEMIIER, ZEESISEEAROX (825 1R) BF
IR, JEMERo—X, “‘ERPOSEFEZOBR" pasEigEn ‘&
BERT . BREEEORER, EoBENZEMERHEITENRER.

(O %8R

o HEITEERREETNEIREFELUN ZBEEIKSHEAIEBFERIEEN, KRR MOERNbRM G

EREIEEORE.
o ZAESMEBEOSENBRMLE, WlicenseBRMEHMEORENER, ZREEZ
R mnft FERALIE

R mmiE R e Al FEIR R

ARIRSH
1.LicenseXmmEE R otiR e :
i
| IBSH, EIEEEIEE
i
|

A

AR ARI T

LicenseZ5r mR4t R ol IR 4L EE ;

=S RERIRS R BRI EREEO;
1SS M AYRRERAsI B EEHE, EIrRIREIEAR ;
IRE|EFIEIRSE ISR .

AN =

IERSHRPIBESH T*:
i5KI3i%: POST
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2H 2Ry |XB | mAF |HHA
i% fFE

activity | M String | 20 EOEKRINR, BTFRoEOEKRD=.
$SERIH=EYE: refreshLicenseCode

scene M String | 64 s, MARTIBEENGS:
RENEWAL: %5z
UNSUBSCRIBE_RENEWAL_PERIOD: 1B%E
%n

orderld | M String | 64 =iEaEITERID
WiRg

SFERWIBEFIRESITEMANTRID, SHnk
FERTERIDA—E,

orderLin | M String | 64 =EEITEITID,

eld

license | M String | 64 BN,

productl | O String | 64 PR, TP EEZRakiE IE - i EeT,

d WMRITHEERBE LT, SEANTHE
A9 RREEING M AYproductld .

expireTi | M String | 20 ITHARE .

me B yyyyMMddHHmmss

testFlag | O String | 2 =EREEREK,
o 1: FEIXIBER
e 0: FEEIXIBER
FIABUES “07 .

5B

{

"activity":"refreshLicenseCode",
"expireTime":"20230523201932",
"license"; kxRt

"orderld"; rErEE
"orderLineld"; " FrHrErn
"productld":" xR,
"scene":"RENEWAL",
"testFlag™:"1"

TaREHR
MRS HIRABES M T
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BANiSm 2 BXE License B REANIER (2.0 hRAE )
2H Py Ay 5l RAFHS | WA
E
resultCode | M String 6 ERERE,
B ESNIBRASREN
A .
resultMsg | O String 255 AREREA
IEAEISRNTR

{
"resultCode":"000000",

"resultMsg":"success."

}
2.4.3.2 TEFNERE

AR
EEM?&E@%&HHEEEH%BEEE, SEERERZEON, BRIASZEINEIIN
o ZREFBZEON, BREFEEFREZOET, BRI NAR IR THRES
SRR, WERCEARY, PTaeSERZEREER I MAYS R A (E ARl fER .
o INNERIHBEREEGSET, BORABXKIIER, =EESRHEEERE0R
(220 1R) BEILRAR, |MMER2OH—IR, “ERPO>EFEZOE
27 haEiEgEn ‘REERT . AREEERORER, Em/EZKKIER

HITEFEAR.
AR
o BIREERREEPEREFEUNR ZEEIKSHERIBFERIER, YEIERKMIEENERE:
ERESMEEOSE.
o ZAESMEBEOSENBRMLE, WlicenseBRFEHMEORENBR, ZREEZ
R maft FERALIE

LEEIIPRSREN FEFR:

A

mBF wEA BREZE

| = |
1 Licensepmidi, ke 2 HREERREBRSED I
v : 3. LRI AR
|
4 EOEEEGRE R |
|
|

>

<
<

RARRABIN T
1. LicenseZXrimidHf, REEZ:;
2. ARTEENERESED;
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ENIEE
EANIEE 2 BXE License X RIFNIER (2.0 kA )

3. REEEAEI MATETE;
IR E DR ER .
I5KiHZ
BERSEORPBES N T*:
ERFiE: POST

2¥ | =8 |XB | BXF | KA
W51 fHEE
activi | M Strin | 32 EOBKRNR, BFROENERGR.
v g BB S REVE:
updateLicenseCodeStatus
licens | M Strin | 64 S
€ g
statu | M Strin | 32 TEIRES:
> 9 e FREEZE: /K45
e UNFREEZE: &%
testFl | O Strin |2 EENERIBER,
ag g o 1: FidiERK
o 0: IFAEIKISS
EABMER “07 .

IERIEERAI:

{
"activity":"updateLicenseCodeStatus",
"“Cense”:”******",

"testFlag":"1"
}

g R =
RIS EFBRIES T

2% =hY | RAFHHS | 588
% E
resultCode M String 6 ERERE,
B ESNARSRB
%iAH
resultMsg o String 255 AREREA,
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I HEISHEN R

{
"resultCode":"000000",
"resultMsg":"success."

}

2.4.3.3 BRUEINEL

5 AA

RAPWINEmRESEAEIRENE, ZREERZED, BEERzELUENZ
FEIRAABXS N AR TRRE I o

o ZAEEAZEON, BRFERFREEOEY, WNRNBINARIFERITRE
M, AR, AJRESHAP LR ERZEIR.

o HXEmITHAEREZRmRT, BOFERAXMAIER, ZRIESFFEERA00R
(291 1R) BIFIERAR, J|MME2OH—IR, “ERAPC>EFEZOE
27 paEigEN ‘REERT . BRESEORER, AiEHZE¥EA

HITEFER .
AR
o HITEERRERTEREFEUN AEEIKSHEAIERFERIEEN, WEIERLMOERmRM
NETIBEORE,
o ZAESMEBEOSEABRMGE, WlicenseBRFMEHMEORENBR, ZREETZ
R mnfi FERALIE

R R U A T EFf R

A
O
IR = BRIESE
EREHLE A SREREREE I
35
|
4 TR

[

TRIRHBRIN T

LicenseZ5/ maZIEAA T BB I3 (R BB HASBIT B Ih o
BRSNS EO .

RIS BT RAYERR -

IREIFHUSIADER .

AL =

IBKiER
ERSYRHES N TE:
Bk POST
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28 2EY | | mK | kE
ik FF
KE
activity | M String | 32 EOBEKRINE, BFXoEOEKRSZS.

BEHIZESEE: releaselicenseCode

license | M String | 64 S

orderld | O String | 64 BT @M RINERIENESITE TREER
T8

orderLin | O String | 64 =EIEITETID,

eld

testFlag | O String | 2 2AREEEK.

o 1! FIHIER
o 0: FFEFHWSS
BIABMER “07

BEXKIERRG:

{
"activity":"releaseLicenseCode",
Il“censevl:"*******u

"orderld"; "

"orderLineld": "
"testFlag":"1"

}

v
MRS HIRIBES N FE:

8% =L | KB BRAXF | %A
ik FRE
resultCo | M String | 6 ARSRN.
de BiFi52 EARE RGN,
resultMs | O String | 255 ERSREA,
g

M) Az E 251 -

{
"resultCode":"000000",
"resultMsg":"success."

}
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2.4.4 FARZER0EA

B | ERB £5RIGi%EA

At | 000000 B0
000001 £REM
000002 BREHAEE
000003 | #ENBIDAFTE
000004 | iERbIEF
000005 HERSAEREIR

2.5 BzIRAZORGITIE

ETFspring boottgfZHIwebTFE, BERMRE=M /G AT LicenseZE mATREXTIER

R EORAED
BFZ{E1E2ZE LicenselSINBEB RIBATHITE.
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ENIEE
ENISRE 3 B£E License X@miz g (1BMR )

BXE License ZEEmiENIER (|BAR )

3.1 BN

3.2 EOEER A
33NERTE
3.4 EOiEA

3.5 Z[EE

3.6 LicenseZE@mig N~ B Tiz

3.1 AR

_________________________________________

|

1

[ : = :

1

1

1 EEAB !
H 1

1 1

! 2 A SINEREE 1

| 1

' 1

3OS, < !

IRIEAENISRF AT A |

1
1 1 1
: ‘ !
' AEERAOER A0 | X
1 l |
1 1

I

SIMNERETHR), PRANEXERSSHS

6RO A A ! |

7. rEEES AREiET,
RATNECERR

1

| E
1 ]
! s.zzﬁm»agg%aﬁ?&nm «

AR BAI T :
1. BBANEZEE, RARR.
2. ZEEEEARBERABNERER.
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EREFEORSSE, BIEAMENEEFAESZEO,
EERFIEIREFEO .

AL, BEAKEREZR,

EERPOBHIEAHEMR.

~REEEAREELE, FaAkhAKERm-
EERFOEEBE~EZEOBIER,

(AR

BXELicenseX P i NTISE ( LicenseRkBRIBENTSIES: (1BHR) ) -

© N o kW

3.2 EOThee M

RN REOARAMIER, cB/ESEEEA3N (80\31R) BEIEE
A, BEExREE “‘ERPO>EFEOBR” NHBENRITRAMREERN ‘S
Ba)” #iTFER . ERxENRSEI/NSERNERER, NEFXERED
WARZRETN, TTERRRT; EINEEMARBRR, RAELEENER, FTHRAE ‘=
KPO>EFEOER” FoER, SEiERSBEFBRFNRT .

ZEERSBEURERER, HNE—ITES, BxRAIIRSSRNZIREIRINAINERN A
License, ARiZBIE#HAILicense, R[EIZRIFINEIZEAILicenseBlH .

SHHPISZEN TR, ZAESEEBREIZE LRAIBmESERKINIER, BXR
D EERIEERAVE BRI NI TEF

BASHE:

B8Y BE | B8 | &XFH | KB
wik | KB | KE

authTok | M String | 50 TS,

en EY{&EiE& WauthTokenBYEIHEA .

timeSta | M String | 20 IERAEETAIAT &L, BYUTCATE.

mp B: yyyyMMddHHmMmMssSSS

activity | M String | 20 EOEKRINR, ATFRoEOEKRD=.
licenseFHEEYE: getLicense

custome | M String | 100 EREEAEMEKSHE—IRR,

rid

custome | O String | 64 ERELIEMIIKFE

rName

business | M String | 64 =E/Es3ID,

Id F—RiEK, businessldE&SAR—3,

orderld | M String | 64 =EEITERID,
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https://console.huaweicloud.com/marketplace/isv/#/console/produceAPIs
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NS

BAEE 3 BXE License X@miEAIER (I1HR)

skuCode String | 64 FmAtERIR . FARPWES B S = m
&, TBeREeE, LHITTHEEHIKE
(BN R%as) , Ltit, FAPFERSE
filinstanceldX3fzAYproductld&={L, {8
skuCodeAZ%,
15iR8:
ZEH I EEmEREEE, #HA “ZXRT
0> BHREE > BiVER 7 RE, BH%
EmIRIEFIN “F1E 7 HABRIFIBERER
B,

productl String | 64 FERARR, BE—skuCode, REIEIHAZEEY

d AYproductldA[=,
Bugn: ISVEmrEm, ME— 1, &
X—skuCode, BEEBFMIE, BAM
1, SERFNproductld,
15BA:
ZEHERmEZLELRE, #A “ZERF
0> BREE > BER 7 RE, 25
I mIRIETIRY “IEE” HA

expireTi String | 20 ISHARYIE]

me B yyyyMMddHHmMmss
15iR8:
EEHREZNEGR, RIBEKRKIZSH.
BREZNEmR, FARBEKRIZSH.
ITHARY [EMRIETT S G BRI LEHR &
Mk, SITRLFMIEEERE, (XS
%, FEinEMmAER, BAEHRE, LU
ITHRB SR

periodT String | 10 [EHAZEE

ype SRR
EME, INFBUSE, THRERTEEERE
HA
chargingMode=1, &EAMELIASERAT
BzsH.
& "year"
H: "month"
chargingMode=3, {XWLiHZIERKATA
BzsH.
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amount

intege
r

HEXIBRmENEE. JEVIE,
EBHER: #E (EFHREENER)
Bi: A (OR)

ST B AR — R T ERIIZ SKUEMNHY
Licensefan, HHRF TREMIESE “‘HE"
S BRI, SIESNIFEMWSLAIN
flEn: 304NERA

provisio
nType

intege
r

AHmELAIFEL .
15408
EEN: 3 ARWXERLHE

chargin
gMode

Intege

TR
1: RTEREIPBE
3: RRERWE

periodN
umber

Intege

FHAEE

saasExt
endPara
ms

String

2048

"E2%, tRactivity=getLicense, N4
IMEZHIRE

T ESEER NjsonMBEFHEimd
urlEncode(base64 (saasExtendParams) )&
tH&llurls#h, 7£18%saasExtendParams
SHERE, FEEY
base64Decode(urlDecode(saasExtendPar

ams) )R S #jsonE{H

I BE&#¥saasExtendParamsiiiig:
ISVIBIZH ESH eI LERENELRBIES, RATRAINIAIRAIFEISONTEIST:

[{"name":"identificationCode","value":"*****"}]

HrhidentificationCode MiTEY {45, EXRERZLERIESIIE, BRKBTZE
ZEEITEB(EE. skuCode. productldZ({EE 4% pklicense,

213 BASE6A4RIBFNIURLYRISS, LRkAYsaasExtendParams, {EASEEISIEAMAISVIE
HAEOEBERISVAIIRSE ,, LITURLARRS . BASEGARISfT, AR HIMATIZERTISON
#E, I1SViSElidentificationCode, RIBZEHESITE(SE. skuCode. productld
4 RExERlicenselR[a],

REI&#:
8Y |28 |8 |BkF |iHB
Wik | KR | BKE
resultC | M Strin | 6 VARERE,
ode g EAES B EREIAE .
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https://support.huaweicloud.com/accessg-marketplace/zh-cn_topic_0070649057.html

=Y =[E]

ENIER 3 BFE License @ miENIER (AR )
resultM | O Strin | 255 AR RER,
sg g
license | O Strin | 1024 license
g ISViR#EsaasExtendParams BlicenseiRBIES
(identificationCode)iR[E]45 EZ HIlicense

REESRTH:
{

}

3.3 BANEFIE
3.3.1 FXBY Key {H

ST HAZHRFPORMHE.

T2 BEAMNSHD “RSHEE>RSHER
£ “IREHERT mmEPEH/RBEIRIREKeyH
= BEHES

13 L= Key o® ®

BRER U

AFER

3.3.2 auth Token BY{Ei5AA

ENX
authTokenBER=AE5SERZEHTZERENnESH .. =REEERERxREN
HEs#hESTEHauthToken(&,
ARRIBERMNAERLauthTokenfE, H5EOFIKENAauthTokenEiH{TLLR . TE
FERIENIIRELIEIL .

=70

1. EYERrBMhttp/httpsiEkSH ( A8 &authToken ) ,
2. WEHEHITFHEAF,
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3. WEANZFFREIThmacSHA256 IN%, ZiHEIKey(E.

41

AR R A REERGIN T :

http://www.isvwebsite.com/saasproduce?
p1=18&p2=2&p3=38&authToken=xxxxxxxxxxxxxx&timeStamp=201706211855321

1. SRENRRBERIhttp getiEBRSH: p1.
2. MTFEHEF: sort(pl, p2, p3,timeStamp), RIZHFFERIINFZPT. p3. p2.

timeStamp

p2. p3. timeStamp

3. 4 pfauthToken{&: base64_encode(HMAC_SHA256(Key+timeStamp,
p1=1&p3=3&p2=2&timeStamp=201706211855321))

(MR

FrESHIEREEEEE TURLRS, BRIEISHENSTHITURLAED

(W ERN]
RIS

701.1.8.1 ISV Serveri&EFFBRIERIER .

3.3.3 HTTP Body §%
Body®%, REQAES MEONIANT, Q&S

2% BE A
sign_type HMAC-SHA256 LBIEYE: HMAC-SHA256
signature base64_encode(HM | base64_encode(HMAC_SHA256 (key,
AC_SHA256(key, httpBody))
httpBody)) e httpBody: EEANHTTP Body, SIEFIA
FERPITHE . TABRFE,
e key = KeyE
HT TP sz Sk iek 51 -

Body-Sign: sign_type="HMAC-SHA256", signature= "***"

B8

B ESLANE BRI IRRBIARN, sign_typeflsignature BB REIING S o

REEREESI

3.4 EOsEk

ISV ServerXJNIRGHBRHITES o
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NS
ENiEm

3 BEE License K@ miEANIER (|1AR)

3.4.1 3%HY License

BE5AR

EF WL, RSB ERAEOBNEERE P WA mAIEER
r?é_.':_):'%,%l, AREIZBERER, FHITHWXI N EFISHRITERIRRSE RS
Ho

BREZIREITEITMAIE—SEEIID (instanceld ) , ARBRIFHFMIITEASLHEIID
(instanceld ) AAI—%, ENUIDEIEFRIZITRE XIS RIT=EEEND
businessld, LAffafRinstanceldf9ME—14%,

HIEOMNEWES, RASHMEEINEER=EERSYRERINRE, £ &0
BaEigiEd ‘BEER” , BRKEBMNEARRGIBEORE, BRiTH
Toiks 3 (JLicense,

HIfgrEinsREEREAMER, cRESFEER3/NT (80 1R) BiE
1EAA, BEERaE “‘ERFPO>EF=EOER” RERHEXINITRAMRER
1 “S|FREHT #TFSER . ERFREQEREI/NTEBERER, WET
—RAREORENE License MR FLIN, 1TREE “APARIK” T, &
i IRRE3/ NI RARR DB BZEOIKE R License, RFIG=IEER, 33
TEBEE—EN “‘BRELNERFLicense” T, BFRAE “SEFRFIO>EFEO
HE” MEEEEMITREANREEN “EFE" #iTFEIXaEaERS
BEIFIBRFNRTLicense, HfFamEPE R REOLM T EZ L3 FLicenselTEE
51, =EEBXZEm N E,

(MARTY:E
o ERIXTRAREEBTERIBFELUN =EEWKSEPERIRFER FHEL, WRAR%
WoEEI AT OSE .
o ZEEEXNEORESHITRAMABERMIEE, WLlicenseMMmMEZLIFEZEORE
SEITRAWIIER, RS IZEm 2R E,
ARARSSELIEEOIS KT, SEMIFESFMAE,
~RIEIRSETREELIEXK, HIIE—T8S (orderld) , BHRAVIRSZEEN IR
[BIRLINAYIMR & N FBSEBIE R, AROZEIEFTRILicense LA, R[E]ZRIRLIDEIE
SIS

$REXLicenseifz a0 FEIF<:

e =R ISVERs==E
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NS

BAEE 3 BXE License X miEAIER (I1HR)
IBREE
BRSHHBEEN TR, cHESEEEREZ L RNERESZERXIRIEK,
AR EERBERIEE R R TEF .
1BKR7GE: GET
e G | 8% | &RXFF | KB
Wik | B | KE
authToken | M | String | 50 TS,
EEiE& MauthTokenBYEREA .
timeStam | M | String | 20 IERAEAIRIAT &L, BXUTCATE.
p 18z yyyyMMddHHmMmMSssSSS
activity M | String | 20 EOEKRNR, BTFRoEOEKG=.
licenseFHEEYE: getLicense
customerl | M | String | 100 ERELAEMKSHE—IRR,
d
customer | O String | 64 EREEATEMIKFE .
Name
businessld | M | String | 64 =EEWSSID,
F—xiEK, businessldE&SA—H,
orderld M | String | 64 =EEITEID,
skuCode | O String | 64 FrigINR . FBFPWXE B 8FRI=
e, AIBEREE, SLHIFTHEENRE
B (FlunEB%es) , W, HFPrE
#YLHlinstanceldSTRA9productld&ZE
'H{H {ESkUCOdEZ:QO
WihR
ZEHERmEZLERE, #A “E=xR
iy > BRETE > VSR 7 RmE, B
ZERIRETIR “1FET #AEmIFRER
EFREY o
productld | M | String | 64 FFRARR, E—skuCode™, FEIFEHAZE
BIpYproductld =,
Bign: ISVEfmrEm, ME—I g, &
BX—"skuCode, BECEBFMNIE, &8
g, LM productld,
15R8:
ZSHrEEmEREREE, H#AN “EX
il > ERETE > HAVEM 7 R\, B
ZEmIRESIN ‘R HEAFBRE
&
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NS
ENiEm

3 BEE License @ miENIER (AR )

2H =8 | B8 | R | K
Wik | K8 | KE

expireTime | O String | 20 ISHARTE
#%=: yyyyMMddHHmMmss
15iAR:
ZEHESNER, SIEKZEH.
BRREEZNEm, A2EKZEH.
ITHARY [ERIELT SR GRS BRI NS SE A AT
Bk, SITELFRIHEBIRE, X
HaE, FEWUMEMARER, BAREHRE
£, LUZERERAE,

periodTyp | O String | 10 [EHRZEEY

€ 15B8:
e, WFHLSE, 1HERRBREES
[Bl8AchargingMode=1, BIEHAELIH=IE
KEMEZS L
& "year"
H: "month"

amount o) intege | 4 HEXVNEmRENEME. IEVIE,

r BHEER: #HE (HUTHREENEIR)

B 4 (R)
S FE AR s X T ERIZ SKUEMNMEY
Licensefimm, AR TREWLEE “H&E~
FHERBHERINISES, SIESRIFEMWLRY
MEEREL
fign: 30MNAF

provisionT | O intege | 2 AL ER .

ype r 15iR8:
BlERN: 3 APARKETE

chargingM | O Intege | 3 ITEREL,

ode r 3: FRIWAME,
15iAR:
SERUERSERIARMEZSE . 1R
WEIF=IERIMEZSE

periodNu | O Intege | 5 [BERE =

mber r
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=Y =[E]
ENiEm

3 BEE License @ miENIER (|1AR)

SH

& Hl
(o DA

¥
sl

KE

RAFH | 78

saasExten
dParams

O

String

2048

I ES¥, thRactivity=getLicense, M4
MEZHIRE

T RSB HjsonAFHFRiBIT
urlEncode(base64 (saasExtendParams))#&
walurls3Eh, 7£15%saasExtendParams
SHERE, FEET
base64Decode(urlDecode(saasExtendPar
ams))IRE RS #json¥ .

AR

¥ B2 #saasExtendParams
ISVIEITY RSHALURENENREIS, REERAIFIEIRAIERISONRAI)
[{"name":"identificationCode","value":"*****"}]

HrhidentificationCode NiTRS {5, IREMRSUERESHE, AREBTXEESITE
{SB. skuCode. productldZ{=SE4Flicense,

21T BASE6ARAIFIURLIRTB/S, “ERiAYsaasExtendParams, {EASEIEITIAABISVIRAAYEO
EiBEIISVAIIRSE, RISURLARRS. BASEGCARERRS, ERANIAEIZEAIISONEIE, ISVISE!
identificationCode, RIBIZEHESITE®SE. skuCode. productld4EFHZLH licenseix[d],

MR S4L

2 =R |2% | RX=F | HHA
Wik | EE | FKE

resultCo | M String | 6 TARERD.

de B{hiEs MiBME R,

resultMs | M String | 255 ARERA

g

instance | M String | 64 LD, AREEIE—IRR.

Id WL DESHE SRR T B B RS RIS SRS
NHBIbusinessld, LAFfafRinstanceldB9ME—14%,
et/
ZEESXIEKAITEIbusinessIdEEARA—2, N
BXbusinessld{Eginstanceld, BUTEEXIER
AFAYbusinessIdENET
EEgEMA X ERKinstanceld, SFiZES
HEBHE—, BIaNERVUVIDER . Bt
BlinstanceldREES, SHERHE
LicenseSLI5LM
License BERIRAN R B4EZR . FIHA. BpudEO,
HIZEAZT, FiRABFRIEZEVE,

license | M String ARIREIFFHEENG (Z/fFE)
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NS
ENigm

3 BFE License i miENIEr (IR )

IR [EEE SR

}

"resultCode":"000000",

"resultMsg """ success.",

"license";"FxrE
"instanceld":"4ef28f-312d3d-gad335f-3132hkf"

3.4.2 License &%

BEiEA

REHAE SR M, AROISEIEEEOEHA

EFEE TR AEREIER, ZEESERZEOISRERITISSTEN,
AREOFTENTREIAHITEN, FROEN=REE.

ﬁ?ﬁﬁﬁé%&ffﬂﬁﬁﬁzﬂ Bi7, SASSHITIERE, LKW, KBS AFRY
%&*4:5&5,]”[;40

%ﬂa‘ﬁﬁﬁ%ﬁﬂﬂ%?&ﬂ&ﬁ’] iEn, zRESERUR, “SERPO>EFEOE
B fuEiaEn ‘|RER7 , BREERORER, BN=EE
partner@huaweicloud.com3iZEMiE BRI TEFARSRBTE “éﬁéiﬂF'IL»EFZ
EOBE mE+vEagE0 ‘REER , REAREEN “SiEs” #
FaEA,

(1] %488

o BRIXIBHREEPEIREBFELUN B EKSHEAIEBFERIERN, WEIERKKIE
UEISERp LS I m

o EEESMEORENBRMISIE, WLlicenselMIELMEROASENIBR, =i
BRI m it FoRALIE

LicenseZE 25 mizd0 N EIFf<:

BERIHE

E=d =RE ISVEESSS

IERSHRPIBES A T*:
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EANIEE
ENIER 3 BFE License @ miENIER (|1AR)

iEKRGE: GET

2H A | B¥ | &KF |78
Wik | KB | FRE

activity | M String | 20 EOBKRINR, AFXoEOEkTn=.
45ERIZS=EYE: refreshlicense

orderld | M String | 64 =EETEID,
B

SETRMERFTERANTE, SHWAHTEIDAR
—3, iS@dinstance Id#EETERE,

instancel | M String | 64 LD,

d

productl | O String | 64 FeminiR, EFEEEREAR I~ msLfIRY, R

d VTEFEERRBE R ETW, SEATHEF M
ZERING W AYproductld,

expireTi | M String | 20 ITHARE .

me B yyyyMMddHHmmss

authTok | M String | 50 ZERISHE,

en EY{EiE2 WauthTokenBYEEA

timeSta | M String | 20 1B ARCHIAYRTE)EL, BXUTCHYIE,

mp t: yyyyMMddHHmMmMssSSS

periodTy | O String | 10 [BHAREY,

pe WiRR:

EME, INFLESE, ITEFETEIERFEEE
chargingMode=1, SEHAETIZSIERITE
ZSH

& "year"

B: "month"

periodN | O integ |2 [FHA% = .
umber er H4AR:

e, MFBSE, IHEERTIRECEE
chargingMode=1, BEHAMEELAZIERATE
ZE5H.

[EHR%IE: 1,2,3-
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ENigm

ENIER 3 BEE License K@ miEANIER (|1AR)
V=251

28 =h |8% |BKF | KA

Wik | B | FRKE

resultC | M String | 6 TARERD.

ode ERiES BRI .

resultM | O String | 255 TEREREA,

5¢

R[EIEE R R

{
"resultCode":"000000",

"resultMsg":"success."

}

3.4.3 License 13 HA

= [i=EA

. %fﬂi’g%ﬁ’ﬂf‘aﬁ:ﬁ’:ﬁ,ﬁﬂﬂa‘, EEARZED, BAREIIZBHAGRIZISEER
;ﬁu;/ \gno

o SHIRHIEREORAREMIER, ZEESEARUR, “ERKPO>EFFEOHE
B poEgEn ‘\REER7 , BEEERORER, BI=EE
partner@huaweicloud.com¥HiZkWIABHTEFARSKBITE “ZHRPO>EF
ﬁgﬁ%% NEYEEEO ‘SBERT , REAMREEN “SEEa" #1T
FPEIR.

(11 588

o BREXIFREDHERIBFELUR B EKSHEAIERFERIERN, WEIEREKIER
BRI OR R .

o EEESMEOFENBRMISIE, WlicenselMIELMERASENIBR, =i
BRIz m it FoRALIE

Licenseld BfiRiza0 N EI A<

B4 =RE ISVERsSEE
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EANISE
ENIER 3 BEE License @ miENIER (AR )

IEXRHE

IERSHRPIBESH T*:

iEKFAE: GET

28 =8 |88 &=k | R
KE
activit | M Strin | 20 EOBEXimE, BFXoEOEkT=.
y 9 FIHRIASEVE: expireLicense
orderl | M Strin | 64 =EIEITEID,
d g 1A
FlELicenseX NAY = ELTERID
instan | M Strin | 64 SCID
celd g
authT | M Strin | 50 ZERKSHE,
oken g EY{EiEZ WauthTokenBY{EiREA
timeSt | M Strin | 20 15K ARCHTAYRTE)EL, BXUTCHYIE,
amp g &= yyyyMMddHHmMmMssSSS
il Rz 22
23 =h | 5% | 5mK=F |88
Wik | B TRE
resultC | M String | 6 TARERDE.
ode E{AES MIAFLE R .
resultM | O String | 255 ARSEREA,
5g
IR [BIE5 R

"resultCode":"000000",
"resultMsg":"success."

}
3.4.4 License BFEIY

i AA

o ZmEIERERNERFWINEMITERZED, BAxEREZEANLUSTLARER
TEERISEAY
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ENIEE
ENIERE 3 BXE License KB mIENIER (IHIR)

o HEPEWINEMEEARLITEBIREBE. RiERITAmMINAT, SN
EFEIAERERR,

o INRBUASRIEOABAMAIER, =RESERUR, “SEHRPO>EFEOE
B poaEigEn ‘REER , BEEEERORER, BI=EE
partner@huaweicloud.comXHZKBIABHTEIERSBETE “ERFPIO>Er
BEOES” TAEYEEED ‘S5EE7 , BEAMRFEEN “SEREn” #7
FmEgEid,

(10 %88
o ERAIKIIRAREBPERAPFELAN ZEEWSEPERBFERIER], WEIERKBuE]
MR R AT IBIE OIS E .

o EHEESMEOFENBERMISIE, WlicenseMIEEMERASENIBR, =i
[EEx iz m it FoRAtIE

LicenseBHURizaN N B :

= =REE ISViRsSEE

IERHEE

IERSHHBIEE N TE:

iBKRFGi=: GET

2 |BE |88 |&KXkF |HBA

Wik | KR | FRE
activit | M String | 20 EOEKRINE, BFXoEOEKES.
y BrUz=EUE: releaselicense
orderl |M String | 64 =EEITEID,
d 5R:

#ALicenseXd A=/ EITERID

instan | M String | 64 LD,
celd
authTo | M String | 50 ZERIESHE,
ken EY{Ei52 WauthTokenBX{EEA .

SASRRZS 01 (2024-03-28) WA © LR ABIRAE] 178


https://console.huaweicloud.com/marketplace/isv/?region=cn-north-4#/console/produceMsg
https://console.huaweicloud.com/marketplace/isv/?region=cn-north-4#/console/produceMsg
https://console.huaweicloud.com/marketplace/isv/?region=cn-north-4#/console/produceMsg
https://console.huaweicloud.com/marketplace/isv/?region=cn-north-4#/console/produceMsg
https://support.huaweicloud.com/accessg-marketplace/zh-cn_topic_0070649066.html

EANIEE
ENIER 3 BFE License @ miENIER (AR )

28 |BE |38 |RAF |REB
Wik | KB | FFRE

timeSt | M String | 20 15K ACHIRYRTE)EL, BXUTCHY/E,
amp B yyyyMMddHHmMmMssSSS

IR S5
2 =8 | 2% | &KX=F | KB
Wi | %R | BRE
resultC | M Strin | 6 VEARERNE .,
ode g E{AiES MRS RGN,
resultM | O Strin | 255 TERSREA,
sg g
R[EI4E R
"resultCode":"000000",
"resultMsg":"success."
}
ﬁ \ A
3.5 #E[IF
$HdlicenseZiS:
o  ATRIEFEAlicenseEANBRNIERY, A =BENBREEZRFPOEET
NAEZANELIRE. xR ERREESEORERME.
o RMHEEFIZEOEERTRINEE, IEREN==EEEABZEORINFIEMIER
BRMEL R

B HAZHRPORHE.
$2 BEAMNSHMBY  NBRA>ZHEZORER” .

$B3 FANRER “HEOER” PESMENSITSHE, BE “EabkEtbit” £
IERIBRTG, SSHIRASEROMIA,

NiERAS 01 (2024-03-28) IRIERE © LA/ ARBIRAE 179



https://support.huaweicloud.com/accessg-marketplace/zh-cn_topic_0070649057.html
https://console.huaweicloud.com/marketplace/isv/

ENIEE
ENIERE 3 BXE License KB miENIER (IHIR)

(AR
o BENBEXNFERNSSHE, BREFEI, BEthSHERERRMSHET, m:
“123456789” %,
o EZLFFENEIAIIZAAL, it . BN EZ ERNSEBREFIRAIREOMH
TR, RNSEERERRRREFAGIHTRE AN,
$RA B “PFUHRERL” . RESEREFEHEHTEONS, WX RT
SIRABY; KA, NESERE FARTMMERES, AREXNNERHITE
M2k

SIS Rt “ENALIKRIN! 7, BE “RERT o ENAIIRBAIRILIE ‘MBI
B > FlRMEE” RERiTE,

-
(1 588
g%ﬁ%*@»ﬁﬁlﬁéﬁﬁﬁﬂﬁﬁ”¢§Eﬁﬁ%¥,Wﬁﬁﬁ&mﬁi,W§ﬁEW§
1 .Lic;nseﬁﬁﬁ‘ﬂiﬁlﬁt;
e ——————

7

2. AR .

3.6 License SR miENRAITIE

EFspring boottiZHIweb T2, BEBRETEIEATNLicenseZXEmiTFHEIZH
ErEORAIRE,

BENRIEIES ELicenseX=RIENTEITE
(mERL
hRASIERR: AR SDK.,
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NS
S =[53] 4 BNEBERNISE

4 BalEfEZNIER

4.1 BanEEE N

4.2 BEEPERmENRZ
43 FEBEEEER

4.4 BF=XKEXEoIEPEENR
4.5 RmIEXREm

4.6 BrIEPEBmERIES
4.7 B el

4.8 {3

4.1 BiEpEEN

IR EEIEH R EE miLicense X RN A EIERESE N

AR LUBEFABHEEENR, AN LRI EEERNRRMBHEERED .. iLAF
MLNAE, ATLMMEI—RTERGESEER, BAAFRWIAERERRE,
PR ZRAISAT RS o

Bt
BEERNENZZEBENER, ARANFISE: NFREHS.

4.2 BaEfERmENRIE
4.2.1 BRERERBEANRE

RRERmB R E RN N ERR:
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YN =[]
BENISR 4 BaiEfEENISRE

EF Terraforma=tbiE:m -

EiER |

HENTERPD, HEBIR

4.2.2 License B RENTIE
Licensef A EHIERERBNRIZN T :
1. DIMEEAEEYIREN RN TEBIFR:
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AN
2 4 EEEBEREANIGRE

HifEERiHE

FrE—ESErgshell / powershell f batiids

HEAZERR, BT,

2. LURBAHEEBMRIENEN TEFR.

A EE
P EENERaE Ty awapa =)= 8
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AN
BN 4 EEEEEIERE

HIf R

FE—EEaiisheall / powershell / bat@ids

HiFER ( @3 eEHEE) |
EhREREEm

HEANEFRL, mhET, REESd

FrkBaraEE R

EF Terraformasitbigal

e |
T

l

HEASTRL, HEBR, HEREREET

R FEEEML

B, AmEM BRI XERE R
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=Y =[E]
ENiEm 4 BIEBERNISE

4.3 A& BaiEbEISE
4.3.1 PG FHE

RIRER
BEHRLEHERED, TRBIRE.

Eg;ﬁ% BEMATRREBRUUSELNZBEELESNE: KhiREEEm
=] (<]

License /5
1. HEREE

ARBERN ARG EMEHARE—NEEES, REERIRIRERT
& GHS AR KPR, HPESetarg, tarsizip, BRBEHERY
SBERESE, ERERRITEMBREENGSHA . ERGEFIENMA
EZRBUITERENHNE, BRMENBREERGEEFEINEERNEREN,
XHMBRENT, FET LINERREBIR, ZeEEMEZ
|- bin

|- xxx.tar.gz

|- xxx.bin

[ e
|- scripts

|- install.sh

|- start.sh

.
2. BEREERNFMREEIT:

BR 15RH

bin ZER TERNERPREENATHTER, tanaHiTabinX
%, KBNEREXEE,

scripts ZBER T ERIEE DA,

ECIZER Y, ATLMRIRE GBI AN EISEN TS . tbal
installpftEZ, ¥§%E"bash scripts/install.sh", HfTLEERIA,

o 4B FSTIFAA AR T

o ¥ (install) : HLEDRS,

o EENERLEE (poststart) @ FAHBENEIRIE
o 3z (start) : BIEBEIHS.

o =S (restart) : PITRHERHS, ATHRARREERNW
WEER.

o {ZILFHTAME (prestop ) : HRIEHSLEETIRIE.
o {ZIE (stop) : BMHELL®HS.

o FHf (update) : BMAFEREGHS .

o 1% (uninstall) : BHAEIEGHS .
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NS
ENigm 4 BNEBERNISE

A EE

MRNAIETIMEIERE R, BNERBREERERGD, ERREIEIHED.
ERENBNARENTIBE, BREFEERIZRET, ATXI. FISEN
RBEEER . MRERRGENEEY, ARFEIIMNH— ARG R M.

BEAOTIFIEmIIATISE: RhRGEEmIBEXIER.

4.3.2 FFRBnIEpEER

BaEfBEIRE F Terraformi#{TH A& . Terraform2 — N HERIE AR RIRHEL

B, {#fTerraformB B =& RAIVRIZN TER. TmEiTAREIZE, BEELSE
TerraformBJRIEAN Ik TerraformfdLiE. BLE, {FHTerraform>=aEI=VPCHI
tlEE, ERNFEILATERRAEIRSRFS EEWDCIERIEK . CIZRTIHE . MR

BiFteE.
resource “huaweicloud_ecs_instance_v1" "basic" { %’% Huawei Cloud
name = "server_1'
image_id = "ad091b52-.742f-46%e-8f3c-fd8lcadfo743"
flavor = "sl.medium”
vpc_id = "8Beed4fc7-e5e5-44a2-b5f2-23b3e5d46235"

EIP
nics {
network_id = "55534eaa-533a-419d-9b40-ecd27ea7l095a"
}

Terraform CLI

availability_zone = "cn-north-1a" Huawei Cloud Provider EVS
key name = "KeyPair-test"
security groups = ["default”]

}

Infrastructure as Code

Terraform3zZ3HEAECE (HRIA RN BN RO . BidTerraformf&rTLE
MEIEEE . 1B, BrEEI=RR, HNERHITIRAES, Terraform3ziFJmHEAYLES

Z&REiES%: HuaweiCloud Provider,

ARECodelabFriP BB EIEPEEIRAVIEIB [ FcodeBRT, codeBIBRETUNTE
Fii7xo
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NS
ENiEm 4 BIEPERNISE

v modules
cce

des

>
>
>
?
}
>
>
?
}
>
>
?
}
>
>

Hrhmodules FEE & Tecs. eip. evs. rds. elb, vpcEZMER, HRHEH T O

ECS. EIP. EVS. RDS. elb. VPCERIRSZHIEXINGE, EoJLURIBERAILRRISS(E

Fi. fEsolutions HRITUMER S RBAENR, BNMRRSRBIERINEEUT:

e ecs-cluster-deployment, ECSERHLEIEENR, HFEETHIPECS. —
RDS. —NELBFI—NEIP,

e ecs-fg-init-deployment, ECSFIFunctionGraphRIEPEENR, EECSEIETEZ
fa, &EiFFunctionGraph#ifTshell Iz,

e single-node-ecs-deployment, FhiEVPCHUECSET mEfE, HPEET—
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@ // Configure the HuaweiCloud Provider
@ provider "huaweicloud" {}
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b5 A E#5 | Blocal.region,

/| EFTREX
data "huaweicloud_availability_zones" "az" {}
locals {
// 3REXFiConsoleTEAIRegion
region = data.huaweicloud_availability_zones.az.region

}
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BEEFAERINEES, Si@iddata sourcesEigEMRegionFra o] X Al FARY
flavor, WIFEAT

// Query flavors of all az
data "huaweicloud_compute_flavors" "flavors" {
count = length(data.huaweicloud_availability_zones.az.names)

availability_zone = data.huaweicloud_availability_zones.az.names[count.index]

performance_type = var.performance_type
cpu_core_count = local.instance_flavor_cpu
memory_size = local.instance_flavor_memory

}
PAFSIRENEECSHT X iz ] FAX AT AECS flavorAUBREIXER, W1 RA7R.

# az and available flavors map, such as {cn-north-4a = ["ac7.large.2", "c3ne.large.2"]}
available_flavors_id_maps = { for i, flavor_ids in data.huaweicloud_compute_flavors.flavors[*].ids :
data.huaweicloud_availability_zones.az.names[i] => flavor_ids if length(flavor_ids) > 0 }

# KBRS EIRegion Al FHHIATHIX
availability_zone = keys(local.available_flavors_id_maps)[0]

# FRERETIHAIECS Flavor
flavor_id = local.available_flavors_id_maps[local.availability_zone][0]

4.8.3 Sqlserver BB HZE

R FRip=

BFEix

AN B T EEN==EIERNEhEREERT, {FFRDS for sqlserver, #N{aN&@dbak
W&ICRIR D ST ERIIIE -

£E1 LESHXHEIERXIERIOBS, WITEPRR. OBSHEAIEIEFINR LETLISE

(Ut ) 70 ( LR ) ;
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FIE2 MGLFEFARARIRDS for sqlserver#iEzE, AFFELIREEIE, W TEFR. RDS for
sqlserverfdMIERTLLS% ( RDS for SQL ServerlfEA[T ) ;

SEHIEE ¢ REDFS 0 GESIEE G ERAN
[ @=ne=x 1] O== 0 Rua= 0 s 0 [eeme 0 @== 0
- o
H$I]3 DRSIZHIG, BIBEEMIRIES, WTEFR, FMSE ( SIZERDSEDTERIE
%)
BEEHES EiBEE O il =~
s Lema, BAUETRES (065 STAN, SEEMFSASETE, NRGHSELESUE, O

1. RIESMIEIRES, GESHNXERENOBSHEMEMRISEHNY, AERE
“F—£7 , MTRERMR;

pe—
A
EAHER
~ T
ey - B )

2. EEFBHRROSES, WITEFR, AERE “T—£7 ;
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RSB LR TR L) Microsoft SQL Server 2016 Standard Edition
e BN < o
 mmmas,
T -
ASTEESSIEARTETRAR, BOaRE,
EREERENEEE SEEE HowEs (0]
sz (DO | = I

%
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3. HRANERESIEXEE, MRRBETHE, =F “BifEss” , BIEFRES;

£
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stm=

4. SESIKE BTN BORHE, WRREILSTH, WNTFEMR. EETHIE,
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H£IR4 (FFADASSHsqUETURIEEE, FHISE (BIESH ) -
1. BRIREMINENEIEE, INTFEFR:
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- mhimm ds6352 BESEINED. woown SOl Sever 2010 S

BEEIE
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2. =iE ‘S,

Micrsof S Sever

W EF:
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[EI—— FExm = Feaeia] =i - e

4. FESHES, NTEFRR:
| srRsiEE S Ts

BEXER

mEs test SumiEErsES

SHLEN, TEREER

i

R v

]

5 EB%xME, =E “HBE’ . TERR, JESIVRER “E5a” AR,
WHESH5R, FJLBE “T8” , REMERAIsqISIE .

R

{#H sqlemd @p$17 LR, kSEEE
1. MsqlserverEmM T Eisqlemd TE, #EFEE TR, W TFEFR:
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https://learn.microsoft.com/en-us/sql/tools/sqlcmd/sqlcmd-utility?view=sql-server-ver16&tabs=go%2Cwindows&pivots=cs1-powershell

NS
ENiEm 4 BEBERNISE

Direct download

1. Download the corresponding -windows-x64.zip or -windows-arm.zip asset from the latest release of

sqlemd (Go) from the GitHub code repository.

2. Extract the sglemd.exe file from the downloaded zip folder.

2. FRNTaRSHITIRE
sglemd -S {rds_ip},{rds_port} -d {database} -U {rds_user} -P {rds_pwd} -i {sql path}
N

sglemd -S 192.168.10.42,1433 -d test -U rdsuser -P xxx -i "C:\\Users\\Administrator\\Downloads\
\sqglserver.sgl"

4.8.4 BHaIEfEISHHTISFER

BAARE

EHEBERNZRIR, BEBEEFEMES T =IRSSAIConsoleFiE@, X35FI4H
I FFERE AT,

IWERBEN=RIR, BaliEXRAIRAutoPaylI R FABREIR, F1M=IRSH
ConsoleskFdFAutoPayRIS N HTiE, XML UERARIXAI/9: FAutoPayRISTE
FEIRITE, REREFFIXT, EEPFIIIHR, JLAEZAFROES
S EREEFZRERRISMN, TRERR:

ZWETE

vvvvvv

W&k THE)

KA ot oRart: ¥222,89

MAutoPayfI5 =, BEREITREFR, BHEEITR, RacEMREZFIERMN
HRWENTRER, SFEREAHIENTERBTNMNS ( RERIETEL
RAOTREIMRRA0HTN ) , FETSE (B4 ) «
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Fa 55 AT
MRS FE— MRIECSHIRS I, IR
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5.2 BEANRE

5.3 ERFIm LI HISHER

5.4 E&FFi@ELicenseZ 1R

5.5 mEEFHEECER

5.6 KN AR~

5.7 BHIBEXSIAILE

5.8 KfEXE Licenserd o

5.9 T i4=E E LicenserS fa{E AAYER

5.1 #fix
TulERHSaaSRSH O MSEREE T WG TERERITER £, T ERHE
NERAER. HEESHIITEER. ISVETWHRHNEREATEIE, H#HTNAE-
MEXEEmAN LR, RELIMETWHRHASaasiRSSH/OMER .

BENE

ISCDesk

ISCDesk ( Industrial Software Cloud Desktop ) , T #it=s=m T EEEE i,
EETEREN—RTE. . F7H7F. EHRTNEEIee.

ISV

ISV (Independent Software Vendor ) , MI7EZ{4FAR, 2EBXIFFATWEMERN
BIEESE . MERBERR, RIERIEMHBEHEIENRE, BI=E
[EERPHEERREHETRITE, ABURWSHIRE, BEURRSHEL.,

5.2 EANRIE

T = LicenseBX SR mEN T BEIERYRIZ T EFR:
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1. BIBNEZREE, RARER.

2. ZEEEEARBERABNERER.

3. REIVHRHZFENEmEAIBEHITNANIE .
4. EBEFEORSSH, RENMENSRFAREED.
5. HEEZEFPORIFHIER,
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6. B AFREFZOMUGELDZR . FENAINRT.
7. EN=BEERITR. FHH/ MR LEERD.
8. HEZFRPUOKRMMNARS

9. TIMRH=mFREEESMFENANAEE,

10. ZEEIEERRNAR LR

1. EZRPOHBEEINE,

12. ZBREEEREZECEINE.

13. FESEFRPOHBERMES ELicenseBXE™am .

14. ZREIEEFEZE ERm LR

15. IZEEZEE EEm LR, FESRPOEHEREFZOBNER.

5.3 B LIRSS

5.3.1 ERiR DRSNS TRIE

ISVXGE P TAVARGH1TE0ERT, FERESIEIIREERIRARS T B HEN
ISCDesk, FHFepNRIEFMIE. TUSHNIEZ G, AISEHIEISCDeskE FimfIsHER
TaMiEE, UREEER. SREMTEERIEE.

5-2 ZFiR LA A IETREE

EAFTES Tk ISCDesk IR
T2 EISCDesk i — § S LA
SR SRR

RS

(@i ) it8E=

5.3.2 TAFER{4#EN ISCDesk

1. TFEZIEISCDesk

BRTWHREHRER, BT E4SaaSiRSES FIOMEMAIISCDeskZ 2R THEIA
ih, L. BEhHEFRISCDeskE s,

2. TER{4EENISCDesk

¥ Tl 3R HSaaSHRS MR EAISDKEEREIRAIFF AIAE (faN: Visual
Studio ) H, RIEFAFRINEEERIR, AN RSDKEOHRITIRERA
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RIS

fEgiteeIESDKIFRIRRE FEZEAM, LI3 Gl ghttps://gitee.com/

HuaweiCloudDeveloper/huaweicloud-dme-iscdesk-cpp/tree/master-dev/,
HEHREEF S URENSDKFFRE ((EE: 15IEE “master-dev” 2371863 ) -

e ¥¥ “huaweicloud-DME-ISCDesk-cpp” {{IBBTafEE AN,
e & “huaweicloud-DME-ISCDesk-cpp” XiBE4EE FEE A,

BREL R
T EEmIFENAEFRYER EEAVisual StudiofTHSDKIRISTIE
£ IRIEESHIRERIRIEEE/ TRERALUIZ Windows SDKIRASIFSDKIIE,
$£3 g “IscdeskSdk\SdkApi\include” X{4EEHIZIEHITEF

FBA BRIERFRAE, 1§ “IscdeskSdk\SdkApi\bin\x64\Release” 5¢#& “IscdeskSdk\SdkApi
\bin\win32\Release” #RY “.dIl” XHEHEEEAIINE X HFEH,

(AR
SIRTAVER A EIRHAEx86F1x86_64hR7A, EHEERGwin32/Ix647FAI “.dIl” XHSHIZEMNAY
FES R

5 H00 “Sdkinvokerh” #1 “IscdeskSdkldlLh” k324,

FENABIRES, SHNTBE:
#include " Sdkinvoker. hBrFE{EXTEER"
#include "/scdeskSdkidl. hBrEEREXTEER"

(MR

“Sdkinvokerh” FRTEEE{E: SDKBMEER, “Sdkinvokerh” S{FFRTERYIEE B RAVERTES
2. @a0: “I1SCDesk-PC-SDK\Sdk\Include\interface\Sdkinvokerh” .

“IscdeskSdkldLh” FR{ERR{R: SDKBREEE, “IscdeskSdkldl.h” S{4RRTERYIEE B RA9EXT
12, fBla0:  “ISCDesk-PC-SDK\Sdk\Include\sdk\IscdeskSdkldL.h” .

$126 EFAXTMAPIIZESDK,

1. h0Ek “IscdeskApidll” 8¢ “IscdeskApi6d.dil” 32,
/] ERNEEE &L
#include "IscdeskApi\Sdk\Include\interface\SdkInvoker.h"
#include "IscdeskApi\Sdk\Include\sdk\IscdeskSdkldL.h"
HMODULE sdkHandle = LoadLibraryA( “/scdeskApi.dllrZEHEXTESE";
if (sdkHandle == NULL) {
/] IEEMEEIR L
}

MERTY:):

“IscdeskApi.dll” FRTERRR: SDKIRRBMRIERE, “IscdeskApidll” XEFFFERNEEBRM
EXIERR, FlEn, “IscdeskSdk\SdkApi\bin\Win32\Release\lscdeskApi.dll” .

2. AR “IscdeskSdkCheckingEnvironment” %[, #&&ISCDeskZE FimeaBal.
// {EH1scdeskSdk.h
SDK::SdkInvoker invoker(SdkHandle);
ResultStatus ret = invoker.IscdeskSdkCheckingEnvironment();
if (ret != STATUS_SUCCESS) {
/| BRI EZERT
}
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¥8aLSDK,
ResultStatus ret = invoker.IscdeskFactory()->Init()
if (ret != ResultStatus::STATUS_SUCCESS) {
/] VAR MEER T
}

7 RIESDKAYEOTNAE, FAAFTHRAISDKINRERIR, TNREEIRIFIEES NBUEINRERIR

A EE

T4 EFESDKEREIRT, NS ERUTF-84RIBM&T . SDKFE=4EiESE/4AY, @A
T ERSHE B AUTF-8RIZIER . BFEERBIEIURS, BT AT REE
i, BRE ARSI ARSEAYDER

EAHSDKEZOINEE . Lk IDemornfl, BEIRIBESLIRE REMN BB IEH HT
5.
Example example;
/* SAk¥aa1Y, */
ResultStatus resutStatus_1 = invoker.IscdeskFactory()->Init();
[* BRP T R A SERI SR R EUE R EIS Ak */
invoker.IscdeskFactory()->RegisterEventRecall(&example, &Example::EventRecall);
ResultStatus resultStatus_2 = invoker.IscdeskFactory()->ShutOut();

EIEAERSDKIEOINRE. thtAIDemornfl, BEARESLIRERENBRAIEIEF

BT A
/* AP TR Bt AR E R H IR ER license bR EUE O (ANRAIXAEHA ) */
ResultStatus resultStatus_3 = invoker->TrialExpirationAndGetLicense(LicenseType::LICENSE_TYPE_FILE,
"devinfo", "license.lic");
[ AP Tl R{4E sk License BRI EIE O */
ResultStatus resultStatus_4 = invoker->GetLicenseFileRequest(fileName, devinfo);
/* BRI 4 E RFKE License = fF SRS RREEO */
ResultStatus resultStatus_5 = invoker->GetLicenseStringRequest(devinfo);
/* FBP T 4E F LicensedRiF 45 SR @ NI */
ResultStatus resultStatus_6 = invoker.IscdeskFactory()->invoker->LicenseVerifyNotify(verifyResult,
errorMsg);
[+ BRI RRAREEEaEO */
ResultStatus resultStatus_7 = invoker.IscdeskFactory()->invoker->CheckNewVersions();
[+ BRI R AR @ O */
ResultStatus resultStatus_8 = invoker.IscdeskFactory()->invoker->UpgradeNotify(bUpgrade);

HIRERSDKIZOINEE . LtEAtHIDemor~fl, BIERIESLIREREN AR IIER

LfTJ:FE o
[* BRI AR T A =im 340 */
ResultStatus resultStatus_9 = invoker.IscdeskFactory()->OpenCloudFile(filePath);
[ BRI RARSFE B ER R RO */
ResultStatus resultStatus_10 = invoker.IscdeskFactory()->SelectSaveAsPath(filePath);
[* BRI AR SFEE AN ERm I GZEO */
ResultStatus resultStatus_11 = invoker.IscdeskFactory()->SelectSaveAsPath(filePath, true);
[ BRI RABRES B ER R RO */
ResultStatus resultStatus_12 = invoker.IscdeskFactory()->Save(saveFilePath);
/* BRI RARREER AN ERm I GZEO */

ResultStatus resultStatus_13 = invoker.IscdeskFactory()->Save(saveFilePath, true);
(ATt ) HHEERSDKEOINAE . tAtLADemornfl, BHRIBSLIRE RIESIIN
R IEdHTHER.

ResultStatus resultStatus_14 = invoker.IscdeskFactory()->GetSolution(filePath);
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(MEETY:
SDK[ElEZE =41 EE:

E:

“EVENT_OPENCLOUDFILE_RESULT” : I =HSHSEM., T ER
“OpenCloudFile” FIARIHXHEOFIEFERIHNERE, SDKFEEILEG, hEGfA
Ea‘gﬁsriﬂ%?ﬂﬁ}t#ﬂ%@ SEERFEH—RENITIEE, TG aRIBILEEHTIT
FF RE

“EVENT_SAVE_RESULT” : REEREIESHY . TWHEER “Save” REERImEO.
“SelectSaveAsPath” BEFEATHIZEOGFEME M., WEHMAER, SDKEBIRIEXHLE
RERIEH—REM TR,

“EVENT_UPDATE” : FRZE4, TAEREEAA “CheckNewVersions” #EfE, &0
ISCDeski@EIRAEE, BEEEREFEARMA ., NBREFERREE, NSDKFEHKSE
go*ig%ﬁww, SDKEEHERBEHEMN TG, T EETBTREETEHRFAR
“*§|‘_'_;k ﬁﬁo

“EVENT_UPGRADENOTICE” : FHR(EEEMEH, T4 ER “CheckNewVersions”
EOR, BHRISCDeskiEBIRAER, BERAFEFRIRAK. . 1SCDeskE RS E EEBAN
SDK, SDKE=&FHREEEIANEY . SOKEHREEBNFHERFREE—REM TR
%,

“EVENT_CLIENT_EXIT” : ISCDeskZEFifkAE . TIEEFSISCDeskZ ik 1E FiEE

BF, ISCDeskZEFIHF(IAE, SDKEFFEEFHFAE ., EFPHFASEMAR, SDKEE
E@ﬁg%@}%ﬁ%iaz%ﬂ% T RIELSEETRITRERTEY . 25RKLES
Hitb B EMIRIE,

“EVENT_LICENSE_VERIFY” : Licensed&iFss4t, Tl Ex{EEA

“GetLicenseFileRequest ” B “GetLicenseStringRequest” 1Z[GEE%E, HEISDKF=
IS, ISR EfAZ BT SDKEE License RSBk License = R (S EVER S4—#2 S50 T
AR, TR eTRIEIL S fTLicenseJEIEIRIE .

SDKEFN T I EEFEEPRES:  “LicenseFilePath” FE& ( Licensel&Z) ,
“LicenseContent” ZE& ( LicenseZfFEHNZ ) , “LicenseType” FE& (LicenseZEH!, &
BLicenseS{fFLicenseFFEFFIERY, ) , LI “Status” FE ( License XBUAZS ) ©

YlicenseSTHIRIFAT:  “LicenseType” PEREY “file” , “LicenseFilePath” ZFE&H
LicenseSZ{4#&12, “LicenseContent” FERAFIE; YlicenseZF{FERIQIERT:
“LicenseType” ZFER{EA “string” , “LicenseContent” ZEEHLicenseZFEAR,
“LicenseFilePath” FERARIFIE. YLlicenseiEKIXENLINAT, “Status” FEEH

“success” ; LMAT S “failed” ; BUBEFKEYLicenseBd g “cancel” ,

EVENT_SHORTCUT_SAVETOCLOUD: {RFE=inSIHRIRIEESEH ., AFPEISCDesk BiRE
HEBRE=GEEHREER, SBEPEIISREEOHANNREEE, SDKFEERER
SRR, BT, T aRIBLt SR TR I =i SR E

EVENT_SHORTCUT_SAVEASTOCLOUD: S#&FA=imSHAIRIERSH . APTEISCDesk b
REABBSEA=RERERE, SEPELIZEEOSMASMNRERE, SDKFE
SEATIHERIRERSEME, FBEMNT S, T SREFeRIBILSEEEHITEEATIRNY
{HHIR1E

EVENT_UPLOAD_START: {4 H{ERIHFIASEH . HT AT RE RGBS EN
FIEHIRER, X HETHTART, SDKE4ENHE HERIBFHASEMFHBEN Tl v,
EN TS EEREILESE, N EEPNXEZILRTE, BeE LEIRETRT X ER
SHETH HEERFA—E

EVENT_UPLOAD_END: X HERIRLERF G . HTIREHITRERIRXERSFA=
SN HHRERE, Mt HETIRERET, SDKFENE HERIRERSBEHFBII T iRHE, &
W TG ERRIL SRS, 3 EERRIEREREILRE,

“EVENT_UNKONW” : RE=4,

“RegisterEventRecall” EREGFAIEIERECNSF KRS, SHRKREEREHNS X

NEMEBRAREHNNANES, BRISZEFETWREGBTRIN. BEMHIKNREHEE
IEEFAShutOutiRE], BNIEIERLTEH .

S8

e

o

BRHIROAIEIRD . WRAEKMIRE, WiEKERALANETHEFESEE
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59

(MEETY:
EIRASIRAE:
e STATUS SUCCESS: F§Ih
e STATUS FAILURE: Eim$EiR
e ERROR_CLIENT_OFFLINE: ISCDeskZFiFARESR

e ERROR_CLIENT_NOINSTALL: ISCDeskZ izt

e ERROR_INTERFACE_INVALID: #OARIF
e ERROR_SHM_READ_FAILED: HE=EHFZELK

e ERROR_NETWORK_INITIALIZE_FAILED: MZEZ#Ia15M

e ERROR_NETWORK_ERROR: MI4&AA]HA

e ERROR_NETWORK_UNREACHBLE: RIZEAEJIA
e ERROR_LICENSE_EXPIRE: #X{$iFa]iTHA

e ERROR_LICENSE_NOEXIST: #R{RFEIRIFIE
e ERROR_UNKNOWN: SRENEIR

HIEXAE Fim LIV ERER RS, FEREMSDK,
/] BAARFEEIscdeskSdkiT, BFEELERIscdeskSdk

ResultStatus resultStatus = invoker.IscdeskFactory()->ShutOut();

invoker.Destorylscdesk();
[/ FEZSDKEE
FreeLibrary(handle);

et

5.3.3 NFERERUE

XS N FRRE R TR LA NR RIS . 2SS, TR A]@IZISCDesksE I —if

AR IS

TR RIRFEIE
(AR

XS TAVARIHEISCDeskh &2 /HIEF BRIZS, REIUTILREN:
. %i)‘ililiiﬂﬁ-ﬂﬂi‘i%ﬁiﬂﬂii%?éﬁf%, BIESlR T ZfE, ATLARSERNE SRR

o

o ENTAEARIENFMIAST TS, BRI THRFEZE, AR,

o EWRBLE/EHEERRITIHE .

o FEWRESTETHEXMBEEHESFAINSE], BRISCDeskiZEARIHE

ST AR “InstallApp.vbs” 4, HEFUTRBEREMF, BTERREER

ESEEE NSRS
IRV ERSITEH
Set objArgs = WScript.Arguments

' REUS R R
folderPath = objArgs(0)
' BIRISEARERIRIAT
If Right(folderPath, 1) = "\" Then
folderPath = Left(folderPath, Len(folderPath) - 1)
End If
' KIS
Set fso = CreateObject("Scripting.FileSystemObject")
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' SRENHRIRIAETE B RA9EEE
scriptFolder = fso.GetParentFolderName(WScript.ScriptFullName)

' fiEcmdin
' DRIRLE VDS SUHFED: \test 1, ZEFEFMHZFRAinstallexe, BirZicBR(f&itkAdfolderPath, TFHE)
JID:\installpath,

BRINEN R SRS Rmn S8 s
' "D:\test\install.exe" D:\installpath

"installPath, parametersBJ980 RERR:

"installPath = fso.BuildPath(scriptFolder, "install.exe")
' parameters = folderPath

' QUBRIZ I VDbSHTED \test, LIRFEFXIFEZ R asetup.exe, BirkxBR(ERRAfolderPath, FTFHMEN)
J9D:\installpath,

BRINEN R S SRS Rmn S8 s

' "D:\test\setup.exe" "D:\installpath"

' WinstallPath, parameters 980 RE3:

"installPath = fso.BuildPath(scriptFolder, "setup.exe")

' parameters ="""" & folderPath & """"

' GMRIRIULVbsFTED: \testh, REREFEHZM AL exe, BIrRERR(IB#HFKMIfolderPath, THEXEN)H
D:\installpath,

RS Sf  nat  a Sf ey e TRy S Wi

' "D:\test\&ZE.exe" /quiet InstallPath="D:\installpath" /isinstall

"installPath, parametersBJ9dN RErR:

" installPath = fso.BuildPath(scriptFolder, "Z&%5.exe")

' parameters =" /quiet" & " InstallPath=" & """" & folderPath & """" & " /isinstall"

' 6660 ¢ B ASHINIRIEGNLEERFMARE, BIRBEEZAESISIY FHinstallPath,
parametersif{TIE., ¢ 66 ¢ &

installPath = fso.BuildPath(scriptFolder, "setup.exe")
parameters = folderPath

' Bl Shell JWHMIT

Set shell = CreateObject("wscript.shell")
command = installPath & parameters & " 1"
shell.run command

' fit{&uninstall.vbsefdfolderPath
Dim filePath
filePath = scriptFolder & "\uninstall.vbs"

LEESUHARE

Dim objStream

Set objStream = CreateObject("ADODB.Stream")
objStream.Charset = "GB2312"

objStream.Open

objStream.LoadFromFile filePath

Dim content
content = objStream.ReadText

objStream.Close

' BiRE—1TRB

Dim newCode

newCode = "folderPath=" & """" & folderPath & """"

content = Replace(content, Split(content, vbCrLf)(0), newCode)

' {FFEGB23124RIBE N1

Set objStream = CreateObject("ADODB.Stream")
objStream.Charset = "GB2312"

objStream.Open

objStream.WriteText content
objStream.SaveToFile filePath, 2
objStream.Close
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"funinstall.vbsEIE I AIE N ZHHEFHRREFZ T
BRIEHHEFVETEZEERT

' EDERER1R = folderPath

BRREFHEFUEELZRBEF Fprogram3{4ER

' EN#;E&12 = folderPath & "\program"

fso.CopyFile scriptFolder & "\uninstall.vbs", folderPath & "\uninstall.vbs"

T2 NAZENEFEESER “installjson” X, IERTEHE ., EELUT:

{""status":1,"progress":100,"errorMsg":""}

“status” RREEATAN, 17 ARZETK, “07 URERRTHK;
“progress” AERMARFHEN “0~100" ; “errorMsg” RFEZEIIFEFRIERE

B, MRKEHENEZER,
RIRM—H “installjson” MHERTTEFRSE:

A ERERANGERFEI innosetupZ R B HIERIGHINE, FEbZIRHEIREY
{&#filnno Setup Compiler,

1. AEZREITEER “iss” XA [Code LB TURS, &I AISLRHCR
RERIHE
var
lastPercent: Integer;

procedure InitializeWizard;
begin

lastPercent := -1;
end;

procedure WriteLog(logContent: String; fileName: String);
var
bExist:Boolean;
myFileName:String;
svArray:TArrayOfString;
MyFile: TFileStream;
begin
myFileName := ExpandConstant('{app}') +'\' + fileName;
SetLength(svArray, 1);
svArray[0] := logContent;
SaveStringsToFile(myFileName, svArray, true);
end;

procedure CurlnstallProgressChanged(CurProgress, MaxProgress: Integer);
var
percent: Integer;
begin
percent := CurProgress * 100 / MaxProgress;
if lastPercent >= percent then
else
begin
WriteLog(Format('Installing....%d', [percent]), 'installProgress.log');
lastPercent := percent;
end
end;

2. 1£ “InstallApp.vbs” SIS0 T™CAS, 4Bk “installjson” 34,

ProgressPath = folderPath & "\installProgress.log"

' AR progressMHERFTE, NIMIER

If fso.fileExists(ProgressPath) Then
fso.DeleteFile(ProgressPath)

End If

Set objFSO = CreateObject("Scripting.FileSystemObject")

' BRI IR
strFolderPath = folderPath

' BlE2ISONSHREL
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Sub CreatelsonFile(progress)
Dim objJson, jsonObj, outFile

Set objlson = CreateObject("Scripting.Dictionary")
Set jsonObj = CreateObject("Scripting.Dictionary")

" IREISONIRRIEM

If CInt(progress) >= 100 Then
jsonObj.Add "status", 1
Else
jsonObj.Add "status", 0
End If
jsonObj.Add "progress", CInt(progress) "5 E{EiL R NHEEEERY
jsonObj.Add "errorMsg", """"""

" 1BISONSISIFMNENTRR XIS
objJson.Add "", jsonObj

TR
Set outFile = objFSO.CreateTextFile(strFolderPath & "\install.json", True)

' IRISONZER
Dim jsonString
jsonString = "{"
For Each key In jsonObj.Keys

jsonString = jsonString & """" & key & """:" & jsonObj(key) & ","
Next
jsonString = Left(jsonString, Len(jsonString) - 1) ' B&&RE—TES
jsonString = jsonString & "}"

' IBISONEIRE N {4
outFile.Write jsonString

B SzibvaLs
outFile.Close
End Sub

" SRENE R EEREL

Function GetProgress()
Dim Progress
Progress = 0

If fso.fileExists(ProgressPath) Then
Dim content
Dim pos
Set file = fso.OpenTextFile(ProgressPath, 1)

Do Until file.AtEndOfStream
content = file.ReadLine
If Len(content) = 0 Then
Exit Do
End If

pos = InStr(content, "Installing....")
If pos > 0 Then
Progress = CInt(Mid(content, pos + 14))
End If
Loop

file.Close
End If

GetProgress = Progress
End Function

Function FindSetupProcess()
Dim bExist, WMI,Objs,Process,processPath
bExist = 0
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Set WMI=GetObject("WinMgmts:")
Set Objs=WMl.InstancesOf("Win32_Process")
Process=""
For Each Obj In Objs
Process = Obj.Description
processPath = Obj.ExecutablePath

If Process = "NotePad--_setup.exe" And processPath = installPath Then
bExist = 1
End If
Next

FindSetupProcess = bExist
End Function

' EEA
Do While True
Dim bExist
bExist = FindSetupProcess()

IR REHE, REEFRHAHEF /9100
If bExist = 1 Then
progress = GetProgress()

Else

progress = 100
End If
' BllEZISONII

CreatelsonFile(progress)

If bExist = 1 Then

‘OSSO ENIREHE GGG S
WScript.Sleep 1000

Else
fso.DeleteFile(ProgressPath)
Exit Do

End If

Loop

$I83 (& “InstallApp.vbs” &%,

1. BirEBIIFRIE “InstallApp.vbs” .
2. SEBHLEGSTED. @, @), {8 “installPath” 1 “parameters” ,

. BEifZEEZ (1533 0folderratn, FTEDITZ]) HD: \installpath.

., BEWREEEF (EHFEMolderrath, TEDEN) AD:\installpath.

exe, BREEBEF (EHFENolderPach, T ELISN) D \installpath.

" /isinstall

"' & " fizinstall"

T sesse SR 24 =% FfinstallPath, paramecersZHiTIEDI. eesee

installPath = fso.BuildPath(scriptFolder,
parameters = folderPath

F184 15 “InstallApp.vbs” EHIELEREFERER.
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BRERENH SIS
gz

H£IR2

5-4 SHFENY InstallApp.vbs

-~

® BHEE =Sl

1Ky

InstallApp.vbs 2023/7/18 14:48 VBScript Script ...

RFRT

wd
St

r\L_f, mysetup.exe 2023/7/3 10:53

et

ol

Fal
m

Fay
m

AR “uninstallvbs” 4, HEHILITRBEREXEH, BT RMBHERER

BRBAENE RS o

folderPath="D:\123"

' folderPathTHRXESEN, SHAzHinstallvbstEZR I I2HHE
' AR

Set fso = CreateObject("Scripting.FileSystemObject")

' SRENH BRI AETE B RAVEEE

scriptFolder = fso.GetParentFolderName(WScript.ScriptFullName)

" DRI EN SRR P i S RIROER RN a0

' "D:\installpath\uninstall.exe"

"installPath, parametersg RN TR

"installPath = fso.BuildPath(scriptFolder, "uninstallApp.exe")
' parameters =""

' AR EN R P T S RIROER BN S AU

' "D:\installpath\uninstall.exe" /uninstall /quiet
"installPath, parametersg RN TFF7=

"installPath = fso.BuildPath(scriptFolder, "uninstallApp.exe")
' parameters =" /uninstall" & " /quiet"

' 6666 ¢ B ASHWIREERIERERTRE, BRIEEAEZAME S TEuninstallPath,

parametersif{TIE. ¢ 66 ¢ &

uninstallPath = fso.BuildPath(scriptFolder, "uninstallApp.exe")
parameters =" /uninstall" & " /quiet"

Set shell = CreateObject("wscript.shell")
command = uninstallPath & parameters
shell.run command

R FRENERTEE AR “uninstalljson” 4, ICRENFHE, EHERWT:

{"status":1,"progress":100,"errorMsg":""}

“status” SREIEESRL, 17 {CREIESER, 07 UREDFRSTAL;

“progress” XEMAEIEIHFEMNO~100; “errorMsg” KFEHZIEFTIEIRER,

AR M =S AN
ASURM—Fh “uninstalljson” XEFERMEERSE:

A5 EPERNRG R F @I innosetup LA HIERIGFINE, FLEIFHEIRE

{&#filnno Setup Compiler,

1. AEZREITERER “iss” XHAI[Code (LB TEINMN TR, FEENHAIAISERNC

RENEGHE
procedure WriteLog(logContent: String; fileName: String);
var

bExist:Boolean;

myFileName:String;

svArray:TArrayOfString;

MyFile: TFileStream;
begin

myFileName := ExpandConstant('{app}') + '\' + fileName;
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SetLength(svArray, 1);

svArray[0] := logContent;

SaveStringsToFile(myFileName, svArray, true);
end;

procedure TimerProc(h: LongWord; AMsg: LongWord; IdEvent: LongWord; dwTime: LongWord);

begin

WriteLog(Format('Uninstalling....%d',[UninstallProgressForm.ProgressBar.Position * 100 /
UninstallProgressForm.ProgressBar.Max]), 'uninstallProgress.log');
end;

function SetTimer(hWnd: LongWord; nIDEvent, uElapse: LongWord;
IpTimerFunc: LongWord): LongWord;
external 'SetTimer@user32.dll stdcall;

procedure InitializeUninstallProgressForm();
begin

SetTimer(0, 0, 100, CreateCallback(@TimerProc)); { every 100 ms }
end;

procedure CurUninstallStepChanged(CurUninstallStep: TUninstallStep);
var
Progress: Integer;
begin
case CurUninstallStep of
usUninstall:
begin
WriteLog('Uninstalling...:0', 'uninstallProgress.log');
end;
usPostUninstall:
begin
WriteLog('Uninstalling...:100', 'uninstallProgress.log');
end;
end;
end;

£ “uninstallApp.vbs” FIENNIN TS, &R “uninstalljson” 344,

ProgressPath = folderPath & "\uninstallProgress.log"

' Y0RprogressXHEFTE, UMK
If fso.fileExists(ProgressPath) Then
fso.DeleteFile(ProgressPath)

End If

' BIFREERRIR
strFolderPath = folderPath

' BUFRISONII{FEREL
Sub CreatelsonFile(progress)
Dim objJson, jsonObj, outFile

Set objJson = CreateObject("Scripting.Dictionary")
Set jsonObj = CreateObject("Scripting.Dictionary")

IR BISONISRIEM
If progress >= 100 Then
jsonObj.Add "status", 1
Else
jsonObj.Add "status", 0
End If
jsonObj.Add "progress", Cint(progress) "G E{EiLIREEHSER
jsonObj.Add "errorMsg", """"""

" 18ISONSI SR INE TR TR
objJson.Add "", jsonObj

' FIFFHIE S

Set outFile = fso.CreateTextFile(strFolderPath & "\uninstall.json", True)
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' IRISONZERF
Dim jsonString
jsonString = "{"
For Each key In jsonObj.Keys
jsonString = jsonString & """" & key & """:" & jsonObj(key) & ","
Next
jsonString = Left(jsonString, Len(jsonString) - 1) ' BiRRE—NES
jsonString = jsonString & "}"

" IBISONEIRE N {4
outFile.Write jsonString

B Szibvels
outFile.Close
End Sub

' SRENE R EEREL

Function GetProgress()
Dim Progress
Progress = 0

If fso.fileExists(ProgressPath) Then
Dim content
Dim pos
Set file = fso.OpenTextFile(ProgressPath, 1)

Do Until file.AtEndOfStream
content = file.ReadLine
If Len(content) = 0 Then
Exit Do
End If

pos = InStr(content, "Uninstalling...:")
If pos > 0 Then
Progress = CInt(Mid(content, pos + 16))
End If
Loop

file.Close
End If

GetProgress = Progress
End Function

Function FindUnSetupProcess()
Dim bExist, WMI,Objs,Process,processPath
bExist = 0
Set WMI=GetObject("WinMgmts:")
Set Objs=WMl.InstancesOf("Win32_Process")
Process=""
For Each Obj In Objs
Process = Obj.Description
processPath = Obj.ExecutablePath
If Process = "unins000.exe" And processPath = uninstallPath Then
bExist = 1
End If
Next

FindUnSetupProcess = bExist
End Function

Dim count, lastProgress
count=0
lastProgress = 0

' B
Do While True
Dim bExist
bExist = FindUnSetupProcess()
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INZRHE, ZRfE R EIEHEE 100
If bExist = 1 Then
progress = GetProgress()
Else
progress = 100
End If
' BlIERISON 4
CreatelsonFile(progress)
If bExist = 1 Then
'O O OO ENNLEHE GGG S
WScript.Sleep 1000
Else
fso.DeleteFile(ProgressPath)
'MsgBox(bExist)
Exit Do
End If
Loop
FIE3 {EH “uninstall.vbs” %,
RARAEITFSREE “uninstallvbs” .
2. SEHEIEHGSTHE, 1B “uninstallPath” 1 “parameters” ,
| 5-5 (S8
5 SRR
: lii:ffi R PR RN SRR A, BEE T ety T seses
uninstallPath = fso. :JlldFatﬁ(ScrlpEFDldEr "un:
$B4 38 “uninstallvbs” SHIELREREFRKBR.
5-6 =1l uninstall.vbs
2% B =5 i
InstallApp.vbs VBScript Script ... 6 KB
kg mysetup.exe 2023/7/3 10:53 Ry 2R 13,742 KB
uninstall.vbs 2023/7/18 14:48 VBScript Script ... 3KB
R
=)
FIOLERER
BZEZR. InstallApp.vbsfuninstall.vbs¥J & &4 9
oy
5.3.4 tETNEEIERIZER
5.3.4.1 EhtIhaE
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5.3.4.1.1 Sdk:Init
ZEER

VIAERE, BTAVIRMERERE, BYRESER. WEREAISISCDesk@ %R, Fill
ITIERAIR LR

whEO
Sdk::Init
ARG

invoker.IscdeskFactory()->Init();

5.3.4.1.2 Sdk::RegisterEventRecall

IR
EMSE RS . EREER TR, (ERLERE AT EM T R S 4RY
ElEERE . HRISDKEFEOMRIESEM. IR HSHH. (REFERRSESEM.
FREMH. ISCDeskZ ik AEMH. LicenselRiES4, HSDKE=ASHERIATBEE
FREMAIS IR RES T ERSEH R XI NAYE 2BRE Tl ik, T aREES 4
BEWREPIRESEME, ITREBEXLIE,

(MERIY::

“RegisterEventRecall” EREGEMAICIERBAEHEWRE, FHEWREERSHISHINNE
HRBRAREMENES, BRISZEFETIWREBTRIN. BEHEKRRFEEILE
FAShutOutiER ¥, BNIERTEH o

W REO
Sdk::RegisterEventRecall
ERARA

invoker->RegisterEventRecall(&example, &Example::EventRecall);

5.3.4.1.3 Sdk::ShutOut
ZSER

RS, ATWERHEER. TWSRHEHXEHZB A Ea0ERLRE, ¥HSISCDeskAY
EE, ARRER.

RO
Sdk::ShutOut
5 )z=RR

invoker->ShutOut()

5.3.4.2 EBAE=
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5.3.4.2.1 License 8%
mEgiy::
EitfTLicenselSiERY, EBWERFIRSFIESUEE, SIEMACHLL., BEFRIIS . EiRFIIS

FMICPUFFIS . IREBIEEEAKERFIASKFT,

IREIRNF R ERFHER, SSHWZEU )7 SoE, KA. REEIRIMACHEIEAN
EREFISHEES M, RN " SHR. FHBEHESNE, KIRAXE. FRBFHEN
T:

string='${macAddr}|${diskld}|${boardId}|${cpuld}.toUpperCase();
REIELERG: 04:7C:16:5E:E3:5D/001B_444A_488B_5CEC.[|BFEBFBFFO0090672

Sdk::GetLicenseStringRequest
=t

IREXLicense= RFERIESREAE, AT WHMHBAE. T REHEIRIERE (—RRETIIX
HEshAY ) ERLLEREL, [ISCDeskiEKLicenseZFfF& .

ERLERERT, TIEEGEEEHBLicenselIFABRNIRSREEED “devinfo” S81&
Ao WIREISLicenseBf THRRMEINRERER, WA “devinfo” SEEANTERNT

T AR RS EEESEE, BHEISDKFE4E “EVENT_LICENSE_VERIFY” License
ISIFEEME . Licensel@iFSE{HALAZRT, SDKE¥ELicenseFFRERIERHMH—SHT
Wi, TG RTRIEL St TLicenselRiFIRIE .

SDKEF TR HRIE B FRFRAEFIAN T

{"operate":"LicenseVerify","params":{"Status":"success","LicenseContent":"0078369f54-
a3ce-4dc7-8a62-904555416f9000","LicenseType":"string"},"comeBackParams":{}}

BFERIRAAAIT :
e  “LicenseContent” : Itt=FEEFRRLicenseZFRAES;
o  “LicenseType” : ItFEEF RLicenseZBY, HFIziFmFtLicense2EBY: License

MAFLAK License=#5 88 ;
e  “Status” : I=FEEFRRLicenseIREVIRZ .

e

Ylicense=FFRIIUEAT: “LicenseType” FEHEN “string” , “LicenseContent”
FEHLicenseZFENT . HlicenselmRKIKELINAT, “Status” FEH
“success” ; KMATH “failed” ,

i RdEO

Sdk::GetLicenseStringRequest

ERARE

invoker->GetLicenseStringRequest(devinfo);
Sdk::GetLicenseFileRequest

IRk

$RENLicenseSHiEKEREL, TG REAR ., T EETRIEEE ( —ARETIERG
BhAT ) JERBLLEREL, [ISCDeskigKLicense3Z{4,

ERBLLREET, T EEEEELicenseX{4Zi@iT “fileName” SEUEN, 1EHIB
LicenseAt TR R EE1EIE “devinfo” SEEN . WNERABLicenselT LEIR(H
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LicenseSX 4B e Z/MEZRER, W@ “fileName” S#F0 “devinfo” SHIENTE

BpAT .

T AR REEEEZE, HRISDKFE4E “EVENT_LICENSE_VERIFY” License
ISR, Licensel@iF S {4t &Rt, SDKEELicensel§ R ERiEEEMH—icSsIT I
], TS TR S E#E T LicenseIGIERIE

SDKER TR RIS B F T RGN T :

{"operate":"LicenseVerify","params":{"Status":"success","LicenseFilePath":"D:\
\license.lic","LicenseType":"file"},"comeBackParams":{}}

ZFRIRBFIIT
e  “LicenseFilePath” : Ilt=FEEFE RLicensel&Z;
o  “LicenseType” : IFEEFR/RLicensedtBY, HpiziF@ffLicensez5BY: License

MAFLAK License=Z #5588
e  “Status” : I=FEEFRRLicenseIKEVIRZ .

YlicenseSHIGIERT:  “LicenseType” FEEN “file” , “LicenseFilePath” =FE&
HlicenseXHI&1E . HLicenselmRIRENALINAT, “Status” FEH “success” ; KM
B9 “failed” o

AN
Sdk::GetLicenseFileRequest
ERRE

invoker->GetLicenseFileRequest(fileName, devinfo);

Sdk::LicenseVerifyNotify

IR

LicenseJSE4E RERNREL, AT IEREER . T AREXTLicenset 1 T30IEfS, ALY
BREL, fELicenseIRiFLER ( BTN ) BANISCDesk , dNRLicenselGilFs, NEFE
B EIREE—EE@F1ISCDesk

whdEN
Sdk::LicenseVerifyNotify
EARG

invoker->LicenseVerifyNotify(verifyResult, errorMsg);

5.3.4.2.2 ARIEX

Sdk::CheckNewVersions

IR

HRIESEARY, ATWHRGER. TWRESISARERN, BERLRE, @
ISCDeskE IR B FEFHRIRA . EMMINESMA “EVENT_UPGRADENOTICE”
%, BHRESEFMIWRGE,

FRISEEBIINT:

{"operate":"UpgradeNotice","params":{

available":"false"},"comeBackParams":{}}
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“available” FRETREBFEAARIRAE, FREN “true” RRFETHEIR
x; FRIER “false” BRTFETFHRRA

UIERTFHRARARS, 1SCDeskSBEHETREEFHR ., BRFFER, Witk
“EVENT_UPDATE” FHEE(E, SHHRHHERFRIEE—REMT IR, TR
(] BT R R TR R A

FHRISE (3BHIFHR ) BT

{"operate":"Update","params":{"fromForceWin":"true"},"comeBackParams":{}}
“fromForceWin” FEFRRARER, HpIEEIEETIFRFEHIFHHRRFIHZES,

e  “fromForceWin” FE{EA “false” , FrIEEFIFHK . TIVKAEAIEZFEEH
PFFEENISCDesk, MNRTAVEIEEIEH, WISCDesk&fE T XA T
&

e  “fromForceWin” ZEEAN “true” , ‘rEFIFAR ., TWHREHLEEZEESTH
%, ISCDesk&1E T WX A GHITHR .

A ER
ST BRHEREAREFEEHFARERE, BN TWERHHITREFFIREERE,

wRdEO

Sdk::CheckNewVersions

ERRE

ResultStatus CheckNewVersions();
Sdk::UpgradeNotify

Rk

FHRBANRE, BT REER . TIWSREKEIHEEHRARERNG, ARLERE, @
ISCDeskFEAZE K . WNRHAFLR, WISCDeskiFTE TR S THR

AR
Sdk::UpgradeNotify
BN

ResultStatus UpgradeNotify(bUpgrade);

5.3.4.3 HUEES=

5.3.4.3.1 Sdk::OpenCloudFile
H=fEA

A= ERE, AT REER . ARLERES, 1SCDeskZEFinSITH =Nt
%, ITRIMERRNGRATEREESEI TN IR EE, A
“EVENT_OPENCLOUDFILE_RESULT” A =ImXHEH, Boin X HEXEEER
EH—REMNTIERGE, TIRAETTIRIBL S AT T SUHRE,
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MR TRIMERPAR “.zip” B (UTHIRA “BXXE” ) , SDKEBEX
HEEITIRREUEZR T AV ; R TIRIMEREAIR “zip” XA (LA “XT
CAD2023” A, LUTHRIRA “REAKEREXE” ) , ISCDeskIGETLIA
[E4aE 4R EFHF EHSDKSRRERRISUER (LUTSHFRA “REAER” ) B943d
BEREWEET I ERE,

P TH—MENRSRIEX G 16, minsHEENT:
{"operate":"OpenFile","params":{"mainFile":" &=\

"3}

ZFERIGBIIT:

e  “mainFile” : FRIRIHIEREZ;

e “openType” : BRXETHAN, 88 “$77F (OpenOnly ) ” 1 “3IHFHE
4 ( OpenAndCheckout ) ” FEFFIFHFA R ;

° “workState” : RRNEANRE, 88 “EAN (CHECKIN) ” 1 “BfH
( CHECKOUT ) ” FFIAES;

o  “assembly” : FRIMHHEE, “true” KFRZIBIUGLERE, “false” £F

SEISH AR
A E=

1. 2 “assembly” FE{EA “false” BF, “mainFile” FERFRIEEAREEFE
FERIZ; L “assembly” FEHEN “true” B, “mainFile” FERERIIRE L
BORSGRAIEITERR, TIVREFERIE “mainFile” FERILEIEEASULESE,
#F{S}ZE#EE‘FEﬁé?ﬁ'—ﬁ:‘(#;@lﬁ%ﬂ%‘(# (LARSRA “SEEeAszs” ) #4737
F;Tg o

2. IRIRSHRT, ANRIIRER “GN” RS, BITARGHARISHNA “4T
78, AHREXGERR.

RO
Sdk::OpenCloudFile
TARRA
invoker->OpenCloudFile();
5.3.4.3.2 Sdk::Save
HeiA
RENEERIRERE, BTIRERR. TWAEE I RE RIS S el S B AR
BFEEZin, A “EVENT_SAVE_RESULT” REEROSEEM, BREEERER
SE—EE TR,
REFEHRT, T EESERFHREXGIRREEXZEISCDesk; (RIFAEACIARRT, T

WS ESRG AR R KB S —RIEHI IR AT+, BB
ST ERIRMEIXZZEISCDesk o
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5-7 (RFEBAEI =ik FE

TiEl®

ISCDesk Tl SDK =y

A
Lo

i, mERESF=R
fTHERR, sEREFSES

B E%QE%Ff¢|ﬁf¢E'J%EEEFK B

FEII=m,

|
|
|
|
|
TEEATR, EEREE Jlj :
|
|
|
|
|

ENEE =R SR TFERS =R |

|
|
|
E £, MEHISCDesk
T (]

|
E EErkzIipE, @g‘—?ifﬁ\;gfﬁ!—ii F-EERNE, ALERIER ﬁ

fl\
| |
|
| | |

MAHRTFEREGIAIT :

{"operate":"SaveResult","params":{"status":"success"},"comeBackParams":{}}

“status” FERFERFRFER: “success” TRNIHRFMIN; “failed” FRER
FEM .

A E=

ERLLERERT, TR HAFETEEFTIISUHREEIA M,

MRFEFRIRREE, NRIEREAN A2 EREAXHEERE, sl
SEEERY; BEERANGRPREESREAR UG FKIPTE X 4.

whdEN
Sdk::Save
BRI
[* REEST S */

invoker->Save(saveFilePath);

[* R RGeS/

invoker->Save(saveFilePath, true);

5.3.4.3.3 Sdk::SelectSaveAsPath
ZSEt

BENHERHRERE, BTWEHMERA, T E R RE S S S e B A S
Fhmim, FhA “EVENT_SAVE RESULT” IRIFEREESH Y, BRENEHERIER
EH—RErN T,
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BERENER, TWREEEERFINEEIRFEXZEISCDesk; SiFB(ART, T
WS E B GRAAR X R EKE SEE E—RIEH IR AT+, BB
SR IRMEIXZZEISCDesk o

5-8 BIFREAEIRIEFE

T3

L
o

I

ISCDesk TollEris SDK =y

e, RhREEFIsR

|
77 ﬂ 17

B E%Ul?%l’:f#li#f%lﬁéﬁ?ﬁ SES

SERATR, SESb ’\’j

NESHERE: EXHRETFEFERSNSEREN |

|
|
|
#, MEFISCDesk D
Y
[ |
|
|

&

(=T o
REEI=iR, |

T
l
I

|
[EfERkzIpE, @%'—?Zfﬁv_:%?ﬁ!—ii F-EENHEE, ALEER ﬁ

—————————— 3 —1o

M RIFEREHIANT -

{"operate":"SaveResult","params":{"status":"success"},"comeBackParams":{}}

“status” FRETREFLER: “success” FTRIHRFRILI; “failed” FTRIUHF
EE S

A ES

ERILLERERS, T SRHEFRTEEF TS HHREFEIA M,

RS FAIRRENE, WARRIEREA R B IRSREAGEERE, Sl
SEEERY; BERANGRPREESREAR KA X 4.

whiEO
Sdk::SelectSaveAsPath
)RRl

B SE
invoker->SelectSaveAsPath(filePath);

[EEARERENHSBE
invoker->SelectSaveAsPath(filePath, true);
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5344 H8E=

5.3.4.4.1 Sdk::GetSolution
=R
KERREL, BHTWIMEER, T BEsRERRT, ERLCREL, HiTkRETE,
W RAEC
Sdk::GetSolution
BN

invoker->GetSolution(filePath);

5.4 1£2FFE License ENISES

5.4.1 &R AH

BREDEERMELTELicenseEmiY, BAFRIENMENSRE, BEFEZEORS
SFHAE—IEFEL.
[MARY:E
o E—EmAME, HUTEEMAZS (IELH]. ERHEE. B, EHLE
K& BREES). EHIFER ) , [RFBRE— “EF-RFEOi”

o MREXHBEAMER, FXMUATAHEMEO: “GUIESEE” . “BEfFfsEfl” . “EHZiR
& . ‘B , ANFEEERTEE ‘BT8R | “FRSRSUEREE EO.

5=

EOERmS
1. SUESH: ZEFPWEEmAERII.
-  cEESEREAHEOBNERRE TR SEIELA

- BRRGWEIZEKRER, FEREEEETREN, REAXITIEAIE
KER, PUTHERIRENE .

2. EHEA): EREHARELE. &, BREE,
- mRESRRERLAED, BIRRASNENZREEITHNE, &Hx
ARFFHITENGIE, FAEHRTERROSREE,
3. EHEAPRE: BAPRFESLFIRZIE. EMERR FTRXNEPRISEOIRITIHRES,
ERERFEER, RRERNENEENBPRISSAIR TR
-  =RESRRERLIPINSED, BIRRAGIIENRRNITRE . Bk
BE, FRITERRESEREE.
ARy

FBFITRREAE, B 1SKIERASEH, REHNERTAMA, BILRITpEELL
RRHEEER, MARBELTTELicenseRMIRE 1 SKAUFEL, FHERLEHRIRERA
FREE .

4. BMELH): BPRERWEFmAISEARY (ZIHAREZE. BITFTR) -

- ~EESRREMEEAIED, BNBREFRENZFERTERIRIE, 78
PITEREOEEE .
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BOKMn=RREINAH

SEOMMNEKE, RASEMENZEREERSHEEE, “SERpo > %
FEOBR FAEgEd “‘REERT , BRiEIENEARRGIERZORE, B
RITEREWIRIT .

1. SRIeELAZEREMAYER
ZEESFHEUAR2NG (8208 1R ) BEIEER, 8ERUXAIXER. HhE
AxRAE “ZRPO > EFEOER " NESENAITRAMREER “EHE
&7 HTFANER, ERFEOTREINTEREMNERBER, RENVFIEITE
KW, FHEFHITITRIRIT.

2. HMEHLOIEOERALY, cEESFURR2NEEEILER, “ZxRH0 >
4EEOER” PoEgEn ‘REERT , BEEEENEER, Bi7E ‘=
KD > £FFEOER” TEPEEED ‘REER” , REAMREEN ‘&
R #HITFHER.

3. HMEHLOMRSEOREREN, aR/ESFEER2NTEEIDEA, “SZExR$
O > &EFEROER” faERE0 “‘REERT , BRESERORER, BITHE

‘ZxRAIb > £FROERT TEYEDED ‘REER™ , BEAURF=
‘EfE” #TFSER.
AR
o EOMMMNKYASEISHRE. BI5. WwREHTEN, BEESXERSHERIME . FHIERE
RufASAIRERER .

. &D;%E?’Eﬁ%ﬁ EIEOKWSHRIRMAT RBI S e E KA ERUAY, ZrREEdi%Em
TERAME,

o REMOMMKAMSHEMBITANIR, BERMNRKEAFHITAOE, BRISEMAFRF.
o WEEOMNEY, SHAFIHEMNEESERMEMNEIRRE, HERBTHRE.

542 INESRTIE

5.4.2.1 3REXi/R)E$A 1D
S HAERBOTRE.

$E2 SEAMNSHAY “NATH > ZHEEE” , £ “SREE" TEBREHIEERIDE,
SREUBIAEH

=R C—
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(10 88
hREERFEOERNSZRIEER, 5ZERT, 1EERER.
R

5.4.2.2 authToken EY{&ixAA

BEORAEK:

o (ZIFHTTPSIERIMNY, HMYARARMET 1.2, BRBEENEMARIES.
o NiE AL,

o fHRPOSTHIIRRIBEK,

o BEORNERFIFMIFFERISONIER

o F—(FAHUTF-8ZF4mID,

o THE X HmacSHA256,

o ZHENBREEAEE, BRFERILELSE, FRIEEKIBEEL.

o EKEATATE: 5s,

5.4.2.3 HTTP Body £

EX

=22

=REER AR REONSRIE—EMNHE RS signature, FHEiEsignature
BIZURL PARAMSHIS TR INZIURL E, BREREKEIERKEEEREMNITIER
FHEITEINTEsignature, HES=EIEEERIsignaturefBtbiR, TE2ERBIHKE
BiT, WBITURL PARAMSIEERISHE:

B8H BB 30

signature String EES, BE—ElRUIHERH#ITERFERN
=B

timestamp Long UNIX BfE8 ( BBfuR) ) , MRFERIVX AT a8
5 4RIAt B EAREIZ60s .

nonce String BV FE/FER, mREESOARNSBEIAER, BR
A LABII XX B ERY B R BB APIEE RIS .

o XIBERSHHIE, RIESHSEAHE, Hli, UFSaAkisHEaHELDb
FELNSHEE, REFEEE, BENEZINFEETHIF, LUEEE, 8
BIFRFRES

o REGFUEIBRKFEH, MN:

canonicalRequest = accessKey + nonce + timestamp + Lowercase(HexEncode(HMAC_SHA256

(RequestPayload)))

o IRIBMNXIHITEIERFRFE, BiABsignature(&, #M:
signature = HexEncode(HMAC_SHA256(canonicalRequest))
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61

ER: accessKeyBlAiHIa1%H

AZRIEIRIERIEREIEREIAN T :

curl -X POST -H 'Content-Type: application/json' 'https://www.isvwebsite.com/saasproduce?
signature=af71c5a7ef45310b8dc05ab15f********379ebaa5eb61155c0&timestamp=1666677988730&nonce=RL
LUammMSInlrNWb' --data '{"activity":"newlnstance","buyerinfo":
{"customerld":"688055*******{13a90f1858","customerName":"CBC_marketplace_mw*******1" "yser|d":"1e8*****
7 df834edfe","userName":"CBC_marketplace_********1" "mobilePhone":"1865*******! "emajl":"********@hua
wei.com"},"orderInfo":[{"businessld":"8a2***** ¥ xrkxgg_

f41090522646","orderld":" CS***++ ikt trig|Flag":"0","orderAmount":12.78,"chargingMode":"PERIOD","period
Type":"month","periodNumber":5,"provisionType":1,"productinfo":[{"skuCode":"a63ee5c9-4f86-11ed-9f95-
fa163e8cb3b2","productld":"OFFI7889636*********g" "|inearValue":20}],"createTime":"20221024194509","exp
ireTime":"20221224194509","extendParams":[{"name":"emailDomainName","value":"test.xxxx.com"},

non

{"name":"extendParamName","value":"extendParamValue"}]}],"testFlag":"1"}'

5.4.3 E[O#A

5.4.3.1 BlEEsLHl

i AA

ERWEE I, =EEERRRZEOEMEReIESLA .
o HWREERMEULITEAIM—ID (instanceld ) . EINIIDEE(FERIZITEEIRISEK
I =EIEEARbusinessld, LARfafRinstanceldgamE—

o HIEEWIZSS, BEAEMEENZEO, NRENKI, BNEEOIELE, 7
LASe&ERkinstanceld, ZARRIZBMIR[E],

o FFENTE(ER, 1B52% ( E& iELicenselZORAULES ) -

(AL
ZHEERSETRELRSK, FXE—ITEE (orderld ) F1iT81T (orderlineld ) , FIZAYR
SN AREERAInstanceld, RARGZEIEHFHILicensesLfl, IR[BlZBIRLINEIZEAISLEIIdED
.

Bl SLARIEA T EIFfR
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W
)
R oEls ISVIRSE

al
|

|
|
|
|
|
|
|
I
|
I >
|
|
|
|
|
|
|
|

4 EETSER

¥

5 Rl

GAEOEEID

Y

F 3

IBEXRHE

IBRSHRPISSAN TR, ZHESEERREIE LRNEmE SRR NIEK,
AR R ERIEE RIS BRI NI TE .

BXABI: POST

B8H = |8k &K | WA
B 4 &
0 KE
ik
activity M | String 20 EOEKTR, ATFRoEOEKS
=
1o
HZSEVE: newlnstance
orderld M | String 64 =RIEITEID,
orderLineld M | String 64 =iE1T 817D,
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2% = |B¥E |&K |iH#A

& B &

A KE

i%
businessld M | String 64 =rEEWsSID,

H—xiEK, businessldE&SFA—H

testFlag O | String 2 ERAEKIBER,

o 1: FIHIER
o 0: BFIHIBK
BEUABES “07

5K S

curl -X POST 'https://www.isvwebsite.com/saasproduce?
signature=11C4CD6279191DE931DEF5C51531DFFA9D37969F4E356B* 8 timestamp=1680508066618
&nonce=50D83FDECAED6CCD8EF597F2A577950527928BA287D04E6036E92B2806FD17DA" -H
'Accept:application/json' -H 'Content-Type:application/json;charset=utf8' -
d'{"activity":"newlnstance","businessld":"87b947******++*_69420d60e3c8","orderld":"CS221118*****" "orderLin
eld":"CS22111*+*+++++_000001","testFlag":"0"}'

aREHE
RIS ERBRIES T

28 = |38 BECE | 2%uKA
=
ik
resultCode | M | String |6 ER%EREN.,
e 000000: FRKIERTHE
e 000004: RRRBEBRSHE
BiiE2N (O RRSRERE ) -
UiRE: GNSREIESLAFERTERIE, EBIR(E]
0000004, ~EIERESBIERLLNE
BEOEELAIFESLER
resultMsg | O | String | 255 ERERER,
instanceld | M | String | 64 SCIID

Mfe) Rz E 251 -

{
"resultCode":"000000",
"resultMsg":"success." ,
"instanceld":"03pf80c2bae96vcggr ittt
}
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BN 5 BXE License P umi 4 XS1ZiER
5.4.3.2 EHLA
15 A8
REHIESZRMMm, APIARIE. &2, BEEE, =R/ERARXEO, B
RYZEIEAHER,
o EFEMIZIE. SFETHGRITEEEYEE, za/EERARZEOEKRERNT
WEEE, aREOSENTEIHIRHITEN, FREEN=EE.
e HBRFTEREEILHIZOE, WEARALK, BoJseSEAFR SRR
XU o
(MARY::|
o ERIXIAREEPERIEIUN ZEEKSEPENHMEER, WEIEREBOERNHRE
RETMEEORE,
o ZHESXEOFENBERMIERE, IRGAMZELIREZEOSENER, =REEXZEm
MUTREERME
A mEFLAIRIZIN B
S
)
= EEE ISVIRSSE
| | |
1
I e |
l > |
| |
| |
| |
| |
| |
| |
| |
| |
| |
= [
: | BiEsE
|
| |
| |
| |
: |
| 4 R |
|
| |
| |
| |
| |
BKER

IERSHRPIBS A TF*:

SASPRZS 01 (2024-03-28)

WRIXERE © EHRRABIRAE]

242



NS
ENiEm 5 BXE License EFimix{Xi&isr

BXkAGiE: POST

2H BE |E® |BYE | HBA
Whisk SEE
activity M String | 20 EOEKRNR, AFRoEOEKRD=.
FEIZSEVE: refreshinstance
scene M String | 64 =, MALATETS:

e TRIAL_TO FORMAL: FH%IE

o RENEWAL: #&Z%

e UNSUBSCRIBE_RENEWAL_PERIOD: 1B
S

orderld M String | 64 =RISITEID,

IR IERHEIREEIEITERID

IR EB S RIEEZRI T ID

BEBEMMEIREEIRITAVEEZRITRID

orderLinel | M String | 64 =EIEITETID,

d

instanceld | M String | 64 LMD,

productld | O String | 64 FminR, FPEEZEaiEIEr~mLBIRY, i

RITWERBREETN, SEANTHER
Fr RS M AYproductld

expireTime | M String | 20 ITHARYIE]
M=t yyyyMMddHHmMmss
testFlag 0 String | 2 2EEEEER.

o 1: FIHIER
o 0: JFFHIBERK
BUABUEA “07

BERERTG:

curl -X POST 'https://www.isvwebsite.com/saasproduce?
signature=3F6E6652B7BE26B27ABFC3D112****++++++7()174FE8DE062&timestamp=1680509496350&nonce=8
BF8496A350E37BDB0E8956D39D433ED417C3FC9459DCFFE7FO3BFBF69B12085' -H 'Accept:application/json’
-H 'Content-Type:application/json;charset=utf8' -

al0e","orderld":"CS2211*******VS" "orderLineld":"CS221*****000001","productld":"OFF1461******240" "scene":"
RENEWAL","testFlag":"0"}'

NaRZHS
MRS HIRAEE S F:
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BENEE 5 BXE License EFimi{4xdHi5r
2H 2RwE | KB ECE 5iBH
resultCode | M String 6 LR,
BixiEsl (BRERE
5EER ) o
resultMsg | O String 255 R FERER
M RE Sl
{

|||||

|||||

}

5.4.3.3 EFLHNRES
$ZEOi%EE

FRFRWLZERt &Efmia, MYNNRFELOEE. EMER, cRERERRE
M, AzBEERISEAIFE.

(iR

o BERIXERREDNEIREFELUN B ENKSHPEAIHRFERIEEN, WEE L MOEENbR
R EEORE.

o ZAESMNENRENBERMIEE, MSaaSERMELMEZEOFENBR, =REEtZ
I mmft FEEALIE

BESEAPMRS AR N E R
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ENigm

ENISE 5 B License 2 PSSR
S
)
== =@ ISVIEEE
:
>

'

EE=v ot i)
o=l

4 Epprmeripl R
-
|
|
EXRIHR
BXKAi%: POST
ERSERBIBEE N TE:
2% =AY | XE BEE | %A
% Bl
activity | M String | 32 EOEKNR, ATFRoEOEKS
=
1o
EFSLOIRTS I =EUE:
updatelnstanceStatus
instancel | M String | 64 5D
d
status M String | 32 TEIRE:
e FREEZE: %45
e UNFREEZE: f&i&
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N =] 5 BXE License Z P ini{4xd %8R
2% =Ry | KB BEE | ixEA
i% Bl

testFlag | O String |2 ERAEKIBER,
e 1: FidiEk
o 0: FEFIKWS
ERABMERA “07 .

BEKiEEZAI:

curl -X POST 'https://www.isvwebsite.com/saasproduce?
signature=95DD9FABA8C*****+**++5290919BCA3F78B9A254428A692CDF26E&timestamp=1680509558159&n

once=9F26B85CAEB3A8439221BA293E9250BC5EA689225B523C291EA75CC76B469510" -H
'Accept:application/json' -H 'Content-Type:application/json;charset=utf8' -
d'{"activity":"updatelnstanceStatus","instanceld":"10e75*********1hH-81d03469a10e","status":"FREEZE","testFla

g"" "y
NI RzHE S,
RIS ERBRIES T3
2% Y | %A EUEEE | 6

4

=
i%
M String 6 ARERDE.

BiMESI (RRSER
F9i%AA ) .

resultMsg o) String 255 AREREA

resultCode

M N5 H 25 -

{
"resultCode":"000000",
"resultMsg":"success."
}
3 =
5.4.3.4 BEHEEH)

BOiee
FIFRMIOLRLpE (FIAFREE. BiITSHS) , caHRRERED, BX
AR RIASE BT -
malil

o BREXERREDPEIREFEUN S EIKSHEAIERFEREEN, WEIERLMOERmR
NEFGIBEORE,

o ZPESMWEAOREMNERMER, NBEMEHNEZEOSENRR, BB ZEm
i TERALIE

R BRAE A T ER R
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BANEE 5 BXE License & FimiR4Xd1%igr
S
O
A= EBE ISVIRSSEE
| : |
| |
a . '
: : |
| | 2 e :
| |
: | » |
' I |
: I |
' = [~
| | | =5
' = o
' |
' |
: | |
| | |
: I 4 EOFEE Rl R I
| » l
| A |
! | |
|
IBKER
BRSERBIEES N TE:
iB5KAE: POST
e 2RwE | KB EGE 5488
activity M String 32 EOEKRInE, BFX
sEOBEKDS.
IHAAS=EVE:
releaselnstance
instanceld | M String 64 SLAIID
orderld o String 64 BT et A AUFE SR
BiHSE TEERITT
==1]p}
orderLinel | O String 64 =EEITETID,
d
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ENiSm

5 BXE License B PimiX A #i5R

N Rz R

2% BEVE | KB BEEE Lzl
testFlag 0 String 2 =EREREK,

o 1: FIKiER
o 0: FFEFHISS
BUABMES “07 o

IERIEERAI:

curl -X POST 'https://www.isvwebsite.com/saasproduce?
signature=C4E5F264C92F737DEBECB********++*8()202B59027CEEFC4932&timestamp=1680509885590&nonce=
A49E8F86EE5BCAFBDFD3E53F1E09A29C6D9ESDACC67382EBCDD02CD55CBBB7AE' -H 'Accept:application/

json' -H 'Content-Type:application/json;charset=utf8' -
d'{"activity":"releaselnstance","instanceld":"10e758d0**********.81d03469a10e","order|d":"CS221 1 1 ***+*rixySr v
orderLineld":"CS221118*****5-000001","testFlag":"0"}'

R SEREES N !

8% BEY | KB EESEE | A
%
resultCode M String 6 AR,
BiriEsl (BRER
FoisEA ) -
resultMsg o) String 255 R RER,
(MAEiY::
o BERIXIEHREEPERMBFEUN ZEHEMSHIEAIABFERER], WEIE BB HE 4
REtaMBEORE .
o ZEESNEORENBERMHIER, USMRIZEHIEEZEOSENER, =BEEN%ER
LRI
E)hsISYNE

{
"resultCode":"000000",
"resultMsg":"success."

}

5.4.3.5 B HIE License

BEO5AR

BB =EEaEZxRERSLicense,
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BAEmE
(AR
o BERIXIFHREETEIRMBAELUKR =EEMRSEPERIMBFERTIBEE], WEIE R RMUBEImRM L
REMEEORE .,
o ZEIEENEOSENBERMIEE, USRMEZELIREOSENER, =EEEtZEm
HTE4NE,
o =EERSEVHERIERK, HUE—BER, BRORSENHREERLicense, RRiZ
BIEEFTAILicense, IR[E|ZFEIRINEIZERILicenseRIA],
FRiELicenseiRigl FEIF7R:
: £5iEiweb LhT ISV Server
; EigLicense > ERifLicense > BSiElicenseiBR -
s RELD AT l_l
;E_E_Em PR BARE ... |\{-_"""-""""""""""""
FfELicenseit2aN FEIFA7R:
Ei%/web "y SV Serve
, licensesy ZESTTRIEEEA
: B¢ O
& EiZlicense=EEEE =u
BKER
BRSHIRBES N TE:
BKAE: POST
2% ERWIE i BEEE 5488
activity M String 20 EOEKRRR, BFX
sEOEKDS.
F B Licenseiz=EY
{&: getLicenseAsync
instanceld | M String 64 WS EREAIID
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=Y =(E]

N =[] 5 BEE License Z P ini{4xd %5
2% shwE | KB BEEE Lzl
effectiveTi | M String 32 License&Xutchda]
me
expireTime | O String 32 Licenseskutchdial,
S EHRRE
eventld M String 64 =EEERkS, B

FRARRSZFBESIRS
BY, XoREE—
JRERiELicenseflUissk,
Y iFLicenset&ig s
WEEESiIATS

deviceFing | O String 1024 IR R IR R
erprint 15, BFEEHTERE

MERRERER
LicensefVins=
testFlag O String 2 =EREREK,
o 1: iFidiEx
e 0: IEFIXIBER
FIABUES “07 .

ERIBERG:

curl -X POST 'https://www.isvwebsite.com/saasproduce?

signature=11C4C*******31 DEF5C515*****B8A3A6D8******7A48&timestamp=1680508066618&nonce=50D83F
DECAED6CCDS8EF597F2A577950527928BA287D04E6036E92B2806FD17DA" -H 'Accept:application/json' -H
'Content-Type:application/json;charset=utf8' -

d'{"activity":"getLicenseAsync","eventld":"8****e5694*****c8" "instanceld":"RA2****4LVS","effectiveTime":"2023
-10-27 10:30:15 z","expireTime":"2024-10-27 10:30:15 z","deviceFingerprint":"8******6034e2*****60e1"}'

NaRLHS
RIS EORBES I T :

B
84 =EY | XRE EVEGE | WEA
i%
resultCode M String 6 AR,
e 000000: FRZIEE
THIE
e 000004: FREER
SHIB
Bifgsh (EARER
foiseA ) .
resultMsg o String 255 AREREA
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NS

ENiEm 5 BXE License B PimiX A 1#isR
(AR
o BERIXIAREENEIREBFELUN ZBEEIKSHERIEBFERIERN, WEE K MOERNbRM
REMEEORE.
o ZPESMWEAORENERMEE, NBEMELNEZROSENRR, BB ZEm
i TERALEE
SIS ENTE

{
"resultCode":"000000",
"resultMsg":"success."

}

5.4.4 E LSRR

&R ZERB FERG5AR
nH 000000 [pay|
000001 =Y ESIY
000002 BRESYAEE
000003 SIEIDATETE ( Bl BEFEFIRES. BRI
EOATEEIRE] )
000004 B A
000005 HERSHEMER
ellfEs] 000100 TR LR RS T
SR 000900 ZLB BRI ERUTE A FLicenseBE AR E
Heense 00901 AT S B IR AR License
000902 B EHALIcense AN S B HA
000903 ERiBLicense I N IR S HE LR (4IR B 4w A5
5.4.5 EOEE

AT RIHERELTELicense XM miE NS TRIEE, ZEENBRESIRFPOE
27 RAENBRNAE. SRULERREERED, E5MEARmS (eI, &
FSLPI. EHSLOPMAS . BIRSLEIFIFEBRisLicense ) RIIEMIE. TELL “BIEsE
517 EOJBIEHITIRE .

BIESR
HB 1 “ZRPD > HATE > R R &, RNEEEFHALBT
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it

L
2

i EERS s
wzsz @
wzEz @
vz @

)

FE2 BEANEBTREFZEOMIHE IR T EREIEER .

Zxeal BIFENEIL2.0 7 =mag

TAENSHESHELE, 7 REH. X

67 mmmARE
TEEOLEHE @
|3 BE FR , SRERKEEFRISHIRBERRRFEPRESHEHTIEN.
=Rl EIFEAEiR2.0 22
(i} ) RSN (BEHLER) &
S ik B mmmAER

FEERETRERE, FERSE IXBEOYEEE @

WRER e e BEFe WS
e

s

By

$RA 7 “SIREXH)” RE, EEMENSITSHE, BE “EHEKkGS” ElIERER
Bl
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=Y =(E]
ENiSm

5 BXE License B PimiX A ZisR

) 1 SRS

< Bl

ET sngi

* EWETED orderld
 EEETEGID orderLineld
‘EmELEO  businessl 1d

e

CS2211181819B4LVS

€S2211181819B4LVS-000001

87094795-0603-4624-8ae5-69420060e3c8

£S5 BE FNFHERERG , RaERErHEHTEONN, WKk, WRS
B “ENAGIRINFRTTN” ; Wi, WEERE N5 RRINERE
2, BRARENNESHTEOIEL

RS20 / SISl

< BIESp)

e E

- EEETED orderld

* EEETEFID orderLineld

cEmELEO 0 bushess 10

EAERRS
L] = = . -

e ovspl L] BT AU
EHLEERR v v v v

AR

MREHEEFPER, FRRNMERE S |

£

52211181819B4LVS
©52211181819B4LVS-000001

87094795-0603-4¢24-82¢5-69420060e3c8.

Smiflicense

“EHEsERI” |

‘B

“EIREHIRE” |

HELf)” . “HEEiBLicense” 5MNUEASG

£R6e FNRGIRKING, BEAEMNSHE=Z
EEESENRIIRIAA

‘RATER > FLAERE" , aERilAaEE

i IR

EBe0  BEsasmil
SFHIEURL) ES
[
s
/10,163 230,35 8088 sviproduce EEmnE

e

sFmneEs | a0 e - Qjc

movEE L) ) B
cactvty inessig™87094795-06034..  2023-11-23 1826151 £l B8
Caciviy“getLicenseAsy CIOFFI6..  2023-11:23 140137 ey
Cactiy" 160675800, 20231123 140137 3
¢ me1202300251220..  2023-11-23 140137 2

2023123 115027

20234107 11:2301

ol 100758003130, 2023-10-31 16:44:20

g B o8 g

nstancel "10075800. . 2023-10-31 16:44:14.
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ENiSm 5 BXE License B FPimiX 4 1ZisR

5.4.6 1T£5FFE@ License O3S

EFspring bootiIiZiweb 12, AEMRERMERM LURHRIKELicenseZis
RIS BE RN RO RO

BNRIEESE (1 E& iELicensemBENTHEITIE ) -

5.5 mEEFEIEOER
5.5.1 #OERAGE

5.5.1.1 {EABE
5 =APIFFERESTIul APRZIHEE

RESTWNRBERIAEMERENMNLE, SHESLHIFIRAURI ( Uniform Resource
Identifier ) #85E, ZFimAIMNFEEITURL ( Unified Resource Locator ) 3XEVAE .

URLAS—REMETN A https://Endpoint/uri,
URLABISEURBBANZRS- 173~ o

% 5-1 URL Fp92%4i5 08

¥ g

Endpoint =EIERIEndpointd “mkt.myhuaweicloud.com” ,

uri RIBEEE, tBRIAPIAEEEER . MEERZONURKEHRIREN,
%0 “v1.0/{partner_id}/billing/bill-mgr/push-usage-
data” .

Hep, uriRIBRRRSEIRIAINT:

{FF “partner_id” #xiR, FRZIEORBFERSIEEE
(1SV ) BEBRIAK/SKeEZ TokeniBH .

FLRTIZEORBHTTPERINY, BUTARSEG:
B3R/ R S {FEFISONIRSLUTF-8 25 EE4m A3
IRASERIR R AApplication/json,
AESHIEE BRI LARRE

EOERSHINONSEHPEES—AUTCHE (81ERK ) , 8Rh
yyyyMMdd' T'THHmmss'Z',

Heh, HHBEIRO0~23, mmilss;BEE=R0~59,

AN =

5.5.1.2 ZEZ[IARARE
EOERRERN:

SASRRZS 01 (2024-03-28) WRIERE © HERRARBIRAT 254


https://codelabs.developer.huaweicloud.com/codelabs/samples/836123bca0bb498dbba039c563706104

NS
ENiEm 5 BXE License EPimiX A #isR

1. FREXAK/SKIAILE
EBEOR, BHRBUSKIAE, FHSANFFEBRIERE FT—SPHA AR, #T5
TEEE, LINEKRAVAIE.
EREZEORXAAK/SKIAESAD
AK/SKIAIE: i@iZAK ( Access Key ID ) /SK ( Secret Access Key)INZZiRAIEK .

BIZAPIR XA ERS AIEXEKET, WFERIAK(Access Key ID). SK(Secret
Access Key)XERFITESZ

- AK(Access Key ID): ipR)Z$RID ., SFAGIHIAEAXRKAE—IRRAT; D
ZRIDMFARILIAEB—EER, MEREITINEEE .

- SK(Secret Access Key): S5ipaZ$BIDESERIZR, ERETINZES
2, AKX, HEBELIEERBIER

2. WIEERGIE.
BRIBSRSEMEBT KRG E.

3. KiEiEK,

4. FENTHEIERL

5.5.1.3 ¥XEX AK/SK IAILE

5.5.1.3.1 &Rg AK. SK
SR ERHER=BE, BEREERA LA “ERP07 , BEAZRPOUEES.

g wpz  zmE ) % v st o
2t < W
BA L%, ENFReSER ; Q\ r
.*V‘__ \ = B
TEA £ _‘_‘ _ \ #

g
$|3 PENEALANARS, ETMRSIRPREE “BATE" , #HA “BHEE" T
Ho

E2EE HEXEHE
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R4 PENEAMNSAFR “‘SEHRER" , #A “BEZR” R,

o 28

REGAILE HEZE O

O DBHTEEHE, SERIRHERS,

O HEanEaEEEESs, COREENIHSRHEREERhREE, TRES
[OF:£= =] R IN2ANAIRIE .,

REEAD = &R = WE = SRR =

SIS BE “FBRNEERT , HA CIEBRER” RE.

HDER ©
Pouhe . X
O n=pasmts  PUSHAEA BRI,
© ErEanHIEEEE O ATIRIREESE, RiISEH SRR iR
BOVIAE, EEERARISER, AR RN R E =
| OsmpiEm | A,
HIEEAD |= G

B
B

6 HMABERIERS, B2k “BE” , THEH, BEERE, ELBEBLEKEL.
45
5.5.1.3.2 IAM KEHRE
NEZIAMFEPRIAK, SK, BEEZERSH “wiEnHE” SR,
S| BRERNZEWE, a0 “G—EATERS” .

B2 EEREFEHONIAMFRER.
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$|3 Ak “wEHA 5, BE “HBE” B,

L

-

5.5.1.3.3 {5 REZ 2

FE=FRAMERARAPIRIBLERITEZINE, SEIERRIRIEES%E5.5.6 F
BUEORBIRE.

THIREBPZEOBERSHIELAISE TE:

5.5.1.4 f9iEEKRAGE
B—NMEKRBEEARA=3PDEM, PR 1BEKT. BKRBEL. BKIEM(AE),
BT
BRITU—EEFSFL, USBoH, BEIEEEKRIURIFIMYEIMRE, 1&a0
T
Method Request-URI HTTP-Version CRLF
e Method: FBRIEKRGE (MBEREENAE) , VA EHIEEFENT:
- GET: i&K3KEYRequest-URIFFHRIRASEIE
- POST: f£Request-URIFFtRRAVEIRSHINIFAIEIE o
- PUT: BRIRFGZHFE—1EIR, FrFRequest-URIEAHEIRIR
-  DELETE: EKARS52EMIFRRequest-URIFTRIRAYRIR o
e Request-URI: E—PMr—&EFHRSF .
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(AR

_ILM'_URI}:E)EH 27 M ‘& FHIIFENEDRMEHES . URIF “{}” dEERSHURINS
¥, Hrh “?7 ZEHIEED =2 E%?é%éﬁz ZIENERDEEASE . HTTP-Version: FERiEREY
HTTPHMY AR o

o CRI)_F: FREEFET (BRTIERLERERICRLFSN, RATFHIIEIHEAICRELFE
) o

IER ]SS
BEREELBETLEMRE, 8N Lgh—NMEE. §S¢ )MREERK. BEAXT2R
5.5.2.1 ALERHELSH,

IBRIEN
LUSONEHI2E, EAREELZZEHRED Mkey:valuefier, . HTTPIERHVIESZ TS A ERI
URIITRBE R B RFERFIRIEFER .

5.5.1.5 &i#Ci5K
HE=MARXTUETFEMEFINEKEEARIERK, 9508:

e CcURL
CURLE— @17 T H, BRWTEMURLIEENEEER . CURLEHMZE
HTTPE iR, BILARIEHTTPIEREGIRSS IR, #;»guszunmé%o cURLIEATF#EO
@i, EFURLIFEMSRIESMhttps://curl.haxx.se/,

o RiY
BERBERED, BFRBERER, FRXLEEKER
e RESTEFim

Mozilla. Googleﬁllj:lREST?mﬁ'—tTl%%ﬂ’]&]"”””?ﬁ#‘r RIEIEERBER . £t
I3Firefox, 52 UlFirefox REST Client, £t¥¥Chrome, iEMChrome WJ:}'"}EEJ'E
Y8ZREST ClienthizF,

5.5.1.6 fETIHSME R
RS REEE, RSEE— HTTPIRIES .
IARItB 2 M= MEBHER, HBIR: KT, HRIRL. RIS,

WEITHRIVNT:
HTTP-Version Status-Code Reason-Phrase CRLF
e HTTP-Version: ETRIRSZZ|HTTPIMYAIMRAS .
e Status-Code: FRARSSEEAEIRYITNLAACHD
WSABE=UHMFAH, F—THFEXTINAIZS], BERMATEEEE:
- Ixx: IBRER, RRIEKEEI, HEME,
- 2xx: BRI, RNEROWAIIEK. BE. B2
- 3xx: EEM, BESHIERGIIEITEH—EAURE,
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- dxx: BRIREIR, BREIEEEIRSIERTIESIM
- 5xx: IRSBERimiEIR, BRSZEERBELIMSIEANSK,
e Reason-Phrase: FRIRSAAZAINAIEIA,
M iz Sk
IRz A E BIRSLEA S HIE R TR - 4P RAYIE RS, .
RIIESL

5.5.1.7 K&

Nia A7 IE 3 S SONFE IS A .

HT TP R ARZSASINZRS- 273~ o

% 5-2 HTTP IgR2AZSAS

RS =15 i
100 Continue PREFIEKR
XGRS IR K@ E i, SHIEDIEKRESR
WARSSSEIEW, BIARMRIES
101 Switching Pty . ReetiRFIES KA o
Protocols B0, PERIHTTPRISTAR AN o
201 Created RUEESERIBERT 2RI
202 Accepted EEEZEK, BRGESMK
203 Non- EEUES., BRI
Authoritative
Information
204 NoContent BRELEI, BATHTTPIINAS ENERIK
EMIRZOPTIONSF5 i EZHIHTTPIE SRR [EILIRTES
8,
205 Reset Content EEANT, RSBELERIN,
206 Partial Content AR 22N IR T &R GETIEK o
300 Multiple Choices | ZfhiEiE, EXRPOFFEAIBESMIE, BNANHR
[El— MRS RIS R TR PR ()
a0 MBSEE ) kR,
301 Moved KA, 1BERAZR RSB ABFEENEIFRAY
Permanently URI, IR[EUSESBIFFAIURI,
302 Found RIEHIGAIFEED
303 See Other BEEHTHbIE,

{EFAGETFIPOSTIEREE .
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RSB ) FEI=AS15AE
304 Not Modified FMERAITIERIENR, RSZREILARSHBAT, &
SIREUHITEIE,
305 Use Proxy FmgskaySR RS IuEI IR .
306 Unused EERWEZHIHTTPIAZS
400 BadRequest IEEBK,
FNEEESZBEK, FEEXiZIEK,
401 Unauthorized EEFIRIRMANEEER, IREIZIAESS, FIBIR
Simtg HE IR HAN A S EAREMEAEE
402 Payment REBIEK,
Required
403 Forbidden BREEREIAE .
IRENZIREIS, REEKREEBRIARS IR, BIRS
inReISIRRE A PIEK, (BRIEBMEZAES,
FNZIERFIRE IEMEIA0), ENEEEXZIE
x, AEHFIXIZIBK,
404 NotFound FME KRR BATEE
I EEERZIEK, FEENZEK.
405 MethodNotAllow | IBRPHEBIZRIBEANIFNGE.
ed ENERERLER, FESRZERK.
406 Not Acceptable | IRSBEEEEIRIBEPimERIABSIFHTHRIEK .
407 Proxy BERERRIEBISMDIAE, 540125, BiEkE
Authentication R 245 IR TSI,
Required
408 Request Time- RS e RIS RAT A L ABAT o
out i AR B IR s R O E
2
409 Conflict RSB ESEIE RIS R E IR,
IRENZIASE, REEFIR=HAENEREEE
7, SEBTRRIEROEIFIREARBEHETH -
410 Gone EFimsRPNBREERFT,
IRENZIRED, REBKARESHXAMBR.
411 Length Required | IRSZ BT ZAIEE i A XA A Content-Length
AIEKRER
412 Precondition RimEEIREY, RB[BABEFTKRETEKRPIR
Failed BENEP—PEHREME,
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RSB imia fEi=Bi AR
413 Request Entity HTFERNSAE K, IRBF[BLIELE, EtiEds
Too Large BR. APFIEEFIRANELLER, IRFBEEAEEX
xR . MRRASRSFIGRNLELE, W8S
—Retry-AfterfIIRIRAES.
414 Request-URI Too | i&3KAJURITEE (URIBE ML) , IRSETLEL
Large ¥,
415 Unsupported RS 2R i A IRIE K M TH RIS
Media Type
416 Requested range | ZEFimiEKASEETL -
not satisfiable
417 Expectation RS EELiE i EEXpectiNBERLIER
Failed
422 UnprocessableEn | i5SRIENIEM, (ERETEBIENEIR, LiElD
tity R o
429 TooManyRequest | &REBIEREEH 7 & PimihnlnERaYpR ek E R SS in
S BEKWRIZT et IBRNERK . BINEFimEEERN
AIRetry-AfterE a0, AREZEEMEHAETEE
BEA.
500 InternalServerErr | FREAIRSSimpetiEKIHEEl, EEFeEERAFN
or iEEESK o
501 Not ARSI RAIINEE, TETRHIBK.
Implemented
502 Bad Gateway FEMXCIERIRSS 2, NminiRSZaEENET
— P TBHNEK o
503 ServiceUnavailabl | #i5KAIIRSS T -
€ ENEEERNZER, FEFHIZEK.
504 ServerTimeout ERELLENRIERAEETK . EFIR(XENEK
IEEBAT (Timeout ) S¥ATREENZITRL .
505 HTTP Version not | ARSZ &8 ASIFBERAIHTTPIMYAIRR A, TiETERk
supported QLIE

5.5.1.8 EZRHITIEREB
HETAITIABESE (AK/SKINE) .

5.5.2 AH2S#
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5.5.2.1 ANLEREELSE

E 5-3 RNIEKEEL

AR g ZERWik il
x-sdk- | IEKAVAZLERTE], B! = 2016062971014
date yyyyMMdd'T'HHmmss'Z', {EFAK/SKIAIE 597
BB A HEIRFIGMTETE A whisk
Authori | EZINIEHEE B -
zation | ERREFIEREGLER FEFBAK/SKIATE
BEES.5.1.4 WISERSE, (P2
Host BRARSEES, MNIRSAPIHY | & mkt-
URLA3REN, B AK/SKIAL euro.myhuaweic
hostname[:port] . ixOFRERT(E %E\Ji‘ﬁ/ A loud.com
FEARYIRO, httpsHIERIAGRO
$9443.,
Conten | &IEHISHAAIMIMESEEY, = application/json
t-type
5.5.2.2 ~IIRGEHE LS
= 5-4 QHIRLEESL
BFR A ~fl
Date HTTPIMYARERSL . TREEAIE | Mon, 12 Nov 2007 15:55:01
BURYE), RYEIRYHEIATETCHrfc822 | GMT
EM o
Server HTTPIMMARERSL . BETHRSSEE | Nginx
R IEIERBVIIHER
Content- HTTPIMMAREIRSL o FIFHEBASCIR | xxx
Length EXHKE, FBAERAFENT
HBIEFRER
Content- HTTPEMYARERSL . FBTFI8RR&IX | application/json
Type IR E BIARIE SCAVIRIASEEY

5.5.3 £E[%IF
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5.5.3.1 &ifiJ&8

ThEET 4R
~RERRAUBEZEOSEITRAEER
URI
GET :
https://mkt.myhuaweicloud.com/api/mkp-openapi-public/global/v1/order/query
SRS NIRAER .
()8
X3z#5httpsthido
BERIHS
HEREH
EKGE: GET
o Rk | SHEE BEEE iR
orderld M String 64 =rEIEITEID
orderLineld | O String 64 =rEIEITETID
(1 %88

FEXImkt.myhuaweicloud.com HTTPSIEBHITIEIIE, FRERISIEPIIE, MMRIEEBRY
EEXMIHMPEN =GRS

BERH

GET /api/mkp-openapi-public/global/v1/order/query?
orderld=CS2207261447AUY4H&orderLineld=CS2207261447AUY4H-000001
Host: Host Server

Content-Type: application/json charset=UTF-8

X-Sdk-Date: request time

Authorization: authorization

NaRzHR

& 5-5 MNSH

2% ERWE | SHEER NEEE | #Ek
resultCode | M String 16 ZER18,
resultMsg | M String 1024 FERBER.
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2% BEWIEk | SEEER BEEE | f#id
orderInfo o] OrderInfo / MnEE.
OrderInfo¥iEEETEN
OrderInfofiEEENINT :
28 = |28 |&X | A
g |B F&F
) KE
ik
orderld M | String 64 ~REITES
orderType M | String 32 TTERZERY, AT FITEE:
o NEW: #tgiTes
e TRIAL: iFiTE
e TRIAL_TO FORMAL: B%E1F1T
=2
e UNSUBSCRIBE: iBiJiTes
e RENEW: £5Z5iTeEa
e CHANGE: ZTE{JE
createTime M | DateTim | 20 VJEGIERTIE)
€ =L yyyyMMddHHmMmss
ARTREMATE, RFRAFRTE
AYRTIE)
orderLine M | List<Ord |/ BT ER
erLine>
buyerlnfo O | Buyerinf |/ BERER
o)
extendParams O | List<Ext |/ V'ESH., EiE,
endPara T RSHIE key/valuett I
m> 4,
OrderLine#iBEMENINT:
2% 2 | 2#38 | &K | ik
& FEH
A KE
1%k
orderLineld M | String 64 | =EIEITEITID
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SHRE

=X
=

KE

158

chargingMode

< | S I A

String

25

&,

ON_DEMAND: &ZEit+2:
ONE_TIME: —)xi4it2:
PERIOD: & EHALTZ:
ON_DEMAND_PKG: ZEERM,

expireTime

DateTim
e

20

ITHARE .
=L yyyyMMddHHmMmss

L4 ;;;HHH ;';&E’J_fgf_luu, SIEKIZZ

J gm’%iﬁfl?"jnn, ARIBRIZE
I AR IEARIETT SR Bl RS A 1L E)
HALH &Mk, SiTRCPrIRREE
i=RE, NEEE,

\\}r

\%b

periodType

String

HER
EE, IFLSH, TELBTEEZREG
[E#AchargingMode= PERIOD, &EJHAN
TIFEERIMEZEH

%: udayll
fE: uyearvl
A: "month"

extendParams

List<Exte
ndParam
>

VEs#. EvE,

I EE#& Ikey/valuet&TXAIEL
A,

fan:
[{"name":"emailDomainName",
ue":"test.xxxx.com"},
{"name":"ip","value":"192.168.1.1"}]
HrhemailDomainNameflip s & fn
I mITESE.

nn

val

periodNumber

integer

[FERHE

it
JEME, INFUSE, HEREETFEEFE
[EEAchargingMode= PERIOD, &[EEAE
TIHRIBERMEZSH

EHAE: 1,2,3-

productinfo

List<Prod
uctinfo>

ITERITRBREmESR
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ProductinfofiB5HEN AT :

B |=B |88 (&K |HHA
KE

produc | M Strin | 64 iatRR, [BE—skuCode ™, F[EIEHAZERIHY

tid g productldf[&]
Bign: ISVEmrEm, s — 1 Ig, SER—
skuCode, BEREBFMNE, SAME, SEKRK
““productld,
ZESH I EEmERLEE, #HA “ZRPO >
HREE > HAVEMm 7 WE, PRI mREy
B9 “1F1E7 HEAEmRIFIBEREIRE.

skuCo | M Strin | 64 FmAsIRR . ARWLE BB FN~mE, I

de g BEnfLE:, SHRIFTEEREE (flNeRike
), LAY, EPFERIELAlinstanceldXIRAY
productld&3{t, {BskuCodeF 3,
ZSH I EEmERLERE, #HA “SZRP0 >
HREE > VMR 7 U@, Rz miREyl
B9 “IFE7 HEAREmIFIBEREIRE .

linear | O Integ | / ZMHBEAE, IRISBRFEHERM, BFRE

Value er TR L R E

produc | M Strin | / [EERE=L

tName g

ExtendParam#FRBLEMEENINT :

2% = 8% |&=K |iHA

5 = e

2 K

i
name M | String 64 23
value M | String 64 SHBE

BuyerInfoXiE4EHaE AN T :
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2% = |B¥E |&K |iH#A
& | = e
W KE
i%
mobilePhone O | String 64 BRFRFENS
customerld O | String 64 ZRFID
customerName O | String 64 EZRKSE
email O | String 64 FBFHBFE
userld O | String 64 FFID
userName O | String 64 HP&
v i) Viaset]]
{

"resultCode": "MKT.0000",

"resultMsg": "Success",

"orderInfo": {
"orderld": "MOC*******RNEW",
"orderType": "NEW",
"createTime": "20230713082130",
"orderLine": [

{

"orderLineld": "MOCKP*******+xQ1",
"chargingMode": "PERIOD",
"periodType™: "year",
"periodNumber": 1,

"expireTime": "20240713082130",
"productinfo™: [

"productld": "OFFI84******911168",
"skuCode": "0a4d1578-5295-46a7-92d4-7c¢803dccc51d",
"linearValue": 50,
"productName": l'****'*****’*****’******ll
}
1
"extendParams": [
{
"name": "emailDomainName",
"value": "test.xxxx.com"

b
{
"name": "ip",
"value": "127.0.0.1"
}
1
}
1
"buyerinfo™: {

"mobilePhone": "1868*****88",

"email": "*****t.com",

"customerld": "459bbbec25********37h602a8",
"customerName": "mock_******!

}
}
}

e S vl
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5.5.3.2 /iR L&

ab
ThEEN 4B

URI

BERHEE

HTTP/1.1 401 UnauthorizedContent-Type: application/json;charset=UTF-8Content-Length: lengthDate:

response time {

"resultCode": "CBC.0150",
"resultMsg": "lllegal operation. param[isvid] and param[instanceld] does not match."

}

AR BT iZEO LEFHRRE M EEEE.

POST https://mkt.myhuaweicloud.com/api/mkp-openapi-public/global/v1/market-
event/{event_id}/file

MR

{7 $Fhttpstiy o

BKAGiE: POST

2% ERVE | SR BEEE HEiA

event_id M String 64 =EEEFd

type M String 10 HEEERE:
CHARACTERS-F7%
&5,
FILE-3Zf4i%

file_name o) String 1024 NHZTR, Htype=
FILERS &, 560

file 0] MultipartFil | / iR, Htype= FILE

e N PA]

sha256 o) String 1024 XAiRYsha256/8, 24
type= FILERY 48

characters | O String 1024 FRFER, Ztype=
CHARACTERSHT #4461

EREESEIN:

FEEXImkt.myhuaweicloud.com HTTPSIEFRHITIRIKIE, AEEZRIIEBRILE, MR
BRI AN RELMIENEN=EIERSS

BERH

POST https://mkt.myhuaweicloud.com/api/mkp-openapi-public/global/v1/market-event/
87b94795-0603-4e24-8ae5-69420d60e3c8/file
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aRzEZ

5.5.4 43

Host: <Host Server>
Content-Type: multipart/form-data; boundary=<calculated when request is sent>
Content-Length: 208544

< boundary >

Content-Disposition: form-data; name="file"; filename="111.jpg"

Content-Type: multipart/form-data

<111.jpg>
< boundary >

Content-Disposition: form-data; name="

Content-Type: application/json

{
"type: "FILE",

'isvUpdateFileReq"

"sha256":"350fafaffdba2a628e355b0174e90b05dba6b337b318629bce1d8ec063ebelcd",
"characters":"111"

}

< boundary >

X-Sdk-Date: <request time>
Authorization: authorization

& 5-6 IS

2% =Rk | S8 BETHE | f#k
error_code | M String 16 L5,
BRESEAHEIRD.
error_msg | M String 1024 ZFREE,
BRESEAHEIRDB.
HEIRE

% 5-7 $HiRM9

httpiR7& | error_code error_msg A

5

200 CBC.0000 Success BIh

403 CBC.0150 lllegal ENEW
operation

400 CBC.0101 Invalid BRSHAEE
parameter

500 CBC.0999 internal HERSAEPHEIR
error

200 91381033 License Licensei®EAn]
resource
invalid

200 91381034 license B LicenseBiBEASE
apply invalid

MAERRAS 01 (2024-03-28)
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httpiAZ | error_code error_msg A
5
200 91381035 license LicenseiRBEIER S REN T
period has
no remain
amount
200 91381036 inner error HEREEIR
200 91381037 Invalid Licenset& =LA IEH
license
format.
200 91381038 License LicenseERiE S48
apply has
been
denied.
200 91380150 Role REPIRMITIZIRIE, BESIR
permission | {&ix
denied
5.5.5 APIGW [I<i51248
APIGWMXEEIRIDIESE ( fEIRHE
ﬁ — ~
5.5.6 FRuEO~MFHEES

BIRRFE

2% ( ZHEARIEZOREIIRE ) , BEUT:
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> libs

pom.xm|

v src/main o

v java/com/huawei 9

Application.java

> constant
> controller
> model

v service 0

ApigService.java

IsvProduceService.java o

v impl

ApigServicelmpl....

IsvProduceServicelm...

> util
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5.6 RN ARM

BEZEER~POERETMREEER, BRRZEEEE R,

il

BItESR
o EREASDKBUSINAEERFFAFIR FANUE o
o BEAHEZ=HEIE, KR=EEZERKS,
o CHEL BLicensez. EFITR. FHH/ERLEZOEN,

BIEDIER
$E SREHWEEE, DETBSML ERPL" , BAZRPORH.

HW PHEEMSHEN “EFrhl” , BAAFRORE.
S| BERA AN HERF 5, HIIRERE TR

5-9 Fi%E~

EI TPy

© 1:EE\E, SEEEEACAOFERRST, FEINL ASHEXSESEES
2NEFAE, BEATES = 0. SrEERSES

BT

e : alle
s =D e * ie EERBBE [0 [
= = -
= E -
s e
i Y -
B - e = .
sacts ey zme  EocsionCowd 200 =5 = -

W) esmam (fl2cas o>

$RA EFRFEF NARST  BRE ‘BHIRRER” 5, 25 ‘e, B
A ‘IR F” T,

FI|5 RENHRTR, EER~ERMRAGEE, FLEREE, BZESIE
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5-10 BIEE

i

T

$,e HE “T—F7 , #A ‘RUHEREER” TH.
$RT HERHERERER.

BoEIR Wikl | BeEiREE

ok

BB ER Wik | RIECIEEAFTHESHREEIMEMER.

RS Wik | RIBCIEEFTHEHESHRASBRIER.

LOGO Wik | EERELOGO, K/NRHI2M, EIRZEEY: jpg. jpeg.
png. bmp, FEEFEMEMRARTZIFHEHRLOGO, 1BXE~™
LOGOREFERZIEMFEmMLOGO,

NI Wik | RIBESEEEEE SIS/,

LZERFTE | @ik | ESREREEREENAIBIEDE,

(MB)

TN EITH | Wi | ARSI TNERSR, UEXS SR, 25X

%A KIEATER “EN” , BERNXEEREN,

ﬁ%ﬁﬁégﬁéﬁ Wik | FIRERGE RS R EPCEINEIERIUR,

SRR

Eiﬂ%‘%%"éﬂ Wik | B E RS EEPCENEIERIUR

SRR
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B EIR W%/ | BoEiREA
aJik
YIFHIETE= | %% | RERGREH TEIRERSUERE RH TIERE
o 2 WHEUREZRINEE, BN OREF/ BSEFEIR,
M=t T, BAEEBRIESE.
o & AFHIBERINAE
Sl FHER Wik | HIGBEEHIRAR, EEEHEERIFRAIARH
RN EFTIRA
BERAFRE | ok | EEFEFEEFIARNHEEEIRE, B RACIE
Sl R P wessvite
poZEanNzz| ik | RERSFRAFRE, FiA, SEESXABEXE. B
SEFTIE IR AR S HHE SO BB R
ZEB Wik | RIBREE R T ELREMIEHTIERE,
o FEELE: CIRIE (BRRITEEMIEER ) T8
BRLENE, W N EBIRE.,
o TELE, BERT: I FEEWME.,
ZREREY | ik | UEENEESHRERNZEEFENEE, fla: ¢/
iy install.vbs”
EEFEFEXT | ®E | UREREISEEIIEBERAVESIZFEXIEE, Fln:
iz Y s “/uninstall.vbs” .
BafEFEN | %k | UERERIXEXAHRERNEIZFEXRE, flan:
iy “/startup.exe” .

SR8 MHBLRKER

$B9 B “IEXEHR FIARER, HA
ZEEEEHRILE L5,

BH55%ME, B ‘%
p2od

REERE .
RS, FRHLVRE=IEEARNM

RE] “Ereful > BiESIER” E, JBERRE.

R

5.7 EiBEA=IAUE
R ERmAME, BxRNETHAXNERIVEEIANE, REEEIADEY, A8
R ERmAMES.

BSEXEIAMESET, FOEEEINE. STABEKIOHE. BN, B3 ERES
%, FiEEEE (BKENEREREDREEE ) -

A E=

SeRBAEkitXdHE, BISERfEL T BLicensei®E ], EANTR . FRE/ERLIERZEO

BIFFRSE
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5.8 ZfhBX= License Bi5n

BEL R
TR EREMNARZEENEAZKS, PEEEERRESMLR “ZERPD” ,
HENSZZR PO ITE
& wwe SRIE TR AEAT- AOTR-  WEET.  @Ekhe SR Q  AFRL IO -8R

uuuuu

Saa$S Package&X

.Y
FRNEREAS, —ETERECUBROEHER 5 7
NG

=

AR

ERmEmel, BHRENZRSSEEEWSEZINE. NEAAREERZRATRELEEIA
iE, BAREESR ( NERE) o

£ PEAMSHAY “FmEE > HEm” .
SB3 FEREA LA “RMEKERR” , ®E ‘TEERERT .

ve O (e -

TEsEREsLE.

SRp
@ .

SBA BE T8, BN BEAER TE.

AR
Fﬁ’ﬂ'cg':%%liéi—%%éﬁ?”f%}ﬁﬁﬁ (BmAMIRE ) FRER, TS%E (LicenseEmAMHERESHR
BE) o

S5 TRELHIERIEARIFIEE “License” ., RIEREIREKES, EHE ‘BmS3
. “BmRAE7 , EfE “BmLOGO” , LicenseFHEAIIEE ‘K32 .
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# FmLOGO

License

EEmTiElicense

B Relclo]

# LicensefHEAT.

$I;e HE “T—F7 , @A ‘BERXER” TH.

$ER7 *E?Eﬁﬁigen_?, EHEEmER (81 “AnEESWm” . “AamEn” .
7. ‘AR

o=
ASHRIEN
WEEFRA i
=

“RES
") KIE R, ””
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(AR
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